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LO1 MO PAU
Sy phét trién cua cong nghé thdng tin trong thoi dai cach mang 4.0 dang ngay
cang tro nén manh mé. Cong nghé da va dang "phu song" vao tirng ngoc ngach cua doi
sbéng, tac ddong manh mé dén cac linh vuc cdt 16i cua x4 hoi nhu quéc phong an ninh, y
té, gi4o duc, quan ly hanh chinh. Cac ung dung web ciing dang déng vai trd quan trong
gitip ngudi dung d& dang tiép can véi cac nén tang, tng dung phuc vu nhu ciu céng
viéc va cac tién ich cudc sdng. Chinh vi sy phd bién cua cac ang dung web, yéu tb bao

mat va phong chdng tan cong dugc céac to chirc doanh nghiép hét sirc coi trong.

Hién nay, dé dam bao an toan cho céc tng dung web céc t6 chirc doanh nghiép
da két hop nhiéu giai phap an toan bao mat ciing voi su quan tri béi cac chuyén gia
trong linh vyuc an toan théng tin. Tuy nhién, tinh trang t6i pham mang ngay cang gia
tang Voi Viéc cac tin tic sir dung cac ky thuat tinh vi nham vuot qua céc 16p bao mat.
Giai phéap str dung hoc sau trong an toan thdng tin dang duoc nghién ctru va phat trién

véi do chinh xac cao.

Dé giai quyét van dé phat hién tan cong ung dung web, dé an nay sir dung hoc sau
(deep learning) dé phét hién cac truy van HTTP tan cong. Hoc sau la mot chirc ning
cua tri tué nhan tao (Al), bat chudc hoat dong caa bd ndo con ngudi trong viéc xu Ii di
liéu va tao ra cac mau dé sir dung cho viéc ra quyét dinh. Ung dung cua hoc sau da
mang lai hiéu qua cao trong nhiéu nhiém vu phan loai va nhan dang trong céc linh vuc
xtr ly ngbn ngwr tu nhién (natural language processing) va thi giac may tinh (computer

vision).

Pé 4n tap trung xay dung mé hinh phat hién tan cong (g dung web dua trén hoc

sAu véi noi dung duoc phan bo trong 3 chuong.



Chuwong 1: Cac phwong phap tAn cdng wng dung web va phong chéng:
chuong nay dwa ra khai niém co ban vé ung dung web, cac phuong phap tan cong, mot

s6 16 hong bao mat va cac phwong phap duoc st dung dé phong chéng tan cong

Chuwong 2: Phéat hién tan cong web sir dung hoc sau: chuong nay trinh bay téng
guan vé hoc may, hoc sau, mot s6 md hinh hoc sau. Bén canh d6, mé hinh Convolution
Netural Network trong bai toan phat hién tan céng ung dung web s& duoc trinh bay cu

thé trong chuong nay.

Chuong 3: Thir nghiém va danh gia: véi tap dix liéu I6n mo hinh sé duoc cai

dat va thir nghiém dé dua ra cac két qua va co nhitng danh gia vé hiéu qua caa mo hinh.



CHUONG1 CACPHUONG PHAP TAN CONG UNG DUNG

WEB VA PHONG CHONG
1.1 Téng quan vé ing dung web
1.1.1 Ung dung web 1 gi?

Ngay nay, véi xu hudng phat trién manh mé caa céng nghé sb cac co quan to
chue, doanh nghiép ting cuong truyén théng quang bé hinh anh trén khdng gian mang.
Ung dung web ndi 1én nhu mot phuong thire dugc st dung phd bién gitp cho viéc tiép
can nguoi dung, khach hang dé dang hon. Mot s6 tng dung web phd bién, quen thudc
nhét c6 thé ké dén nhu facebook.com, youtube.com, google.com,.. Khong chi giéi han
trong giai tri, ma ang dung web con lan rong vao nhiéu linh vyc quan trong nhu tai
chinh, ngan hang, bt dong san, y té, gido duc va mua sim. Ung dung web 12 mét yéu
t6 ¢t 18i cua cudc cach mang cong nghé 4.0, dong vai tro quan trong trong Vviéc giup
con ngudi nam bat thdng tin va dir liéu mot cach nhanh chong va hiéu qua.

1.1.2 M@ hinh client — server cuia #ng dung web

Mo hinh co ban nhit cua @ng dung web:

[

Clients A

i / Server

Hinh 1- 1 M6 hinh client- server ciia mgt &rng dung web [6]




M hinh client- server 1a mét trong nhitng mé hinh phé bién nhat tai thoi diém
hién tai. Khong chi mang lai tinh sin sang cao, mé hinh nay ciing c6 kha ning mo rong
va phan phdi noi dung tuyét voi, chi can nguoi dung cé két ndi internet.

Trong mé hinh, server duoc hiéu nhu web server- may cha web. May chu web 1a
thanh phan cbt 15i dé website hoat dong, bao gom céc thanh phan con nhu co sé dit
liéu, cac doan mé, tap 1énh va mot sb thanh phan khac. May chia web s& c6 vai trd phan
tich va xur 1y yéu cau cua client, ddng thoi phan phdi noi dung dén client théng qua cac
phuong thitc nhu HTTP (Hypertext Transfer Protocol) hodc phuong thirc truyén file
nhu FTP (File Transfer Protocol).

Péi vai client, may khach trong mé hinh web client-server,co thé ndi 1a mot ang
dung hoic trinh duyét web (nhu Chrome, Opera, Firefox, Safari...) dugc st dung dé
tuong tac véi cac may chu Web theo yéu cau cua nguoi ding thdng qua Internet. Vé
co ban, may khach 1a mot ang dung dé giri va nhan dir liéu tr may chi.

Viéc giao tiép giira Client va Server duogc thuc hién theo cac goi tin HTTP. Pau
tién, Client s& giri mot yéu cau ( HTTP request), md ta cong viéc téi server. Khi yéu
cau HTTP duoc guri dén, server duwa vao thdng tin trong yéu cau dé xac dinh cong viéc
can phai thuc thi. Sau dé, Server s& phan héi cho client trong mot goi tin HTTP tra loi
(HTTP response).

Téng quan qua trinh guri - nhan dit lidu c6 thé mo ta bang luge dd nhu sau:

Http Pull request (First initiated by client)
‘ ___________________________
Server Response
Client > Server
‘ ___________________________
>
‘ ___________________________

HTTP Pull

Hinh 1- 2 Quy trinh gixi nhan dir li¢u trong mé hinh Client-Server.



1.1.3 Giao thaec HTTP/HTTPS

HTTP Ia tir viét tat cuia Hyper Text Transfer Protocol nghia 1a Giao thirc Truyén
tai Siéu Vian Ban hoat dong theo kiéu yéu cau - phan hoi. Day la nén tang cua bat ky
su trao ddi dit lidu nao trén cac tng dung Web va ciing 14 giao thire duoc sir dung trong
giao tiép gitra may khach (client) va may chu (server). Theo d6, may khach (client) tao
ra mot yéu cau (HTTP request) va giri né dén may chia HTTP & cong biét trude (Well-
known port).

Thong thuong, céng dugc sir dung trong (ng dung web 1a cong 80 (HTTP) hoic
HTTPS (443). May chu HTTP tiép nhan y&u cau dé xu ly.

Request

Raw Hex n =

1 GET / HTTP/Ll.l
2 Host: portal.ptit.sdu.vn
Z Upgrade-Insecure-Requests: 1
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win£4; =x£4) AppleWehKit/537.36 (KHTML, like Gecko)
Chroms/118.0.5953.90 Safari/537.36
5 Acecept:
text/html, application/xhtml+xml, application/=ml;q=0.9, image/avif, images/vebp, image/apng, */ *; =
0.8, application/signed-exchangs;v=h3;q=0.7
& Sec—-Fetch-5ite: none
7 Sec-Fetch-Mode: navigate
5 Sec-Fetch-User: 71
o Sec-Fetch-Dest: document
10 Sec-Ch-Ua: "Not=A?Brand":v="98", "Chromium":v="118"
11 Sec-Ch-TUa-Mobile: 70
12 Sec-Ch-Ua-Flatform: "Windows"
12 Accept-Encoding: gzip, deflate, br
14 Accept-Language: en-U3,en;q=0.9
15 Connection: close

Hinh 1- 3 Vi du vé yéu cau HTTP

Céc thanh phan trong HTTP request c6 chira dy du cac thanh phan vé két ndi va
cac thdng tin can truy van nhu:

- HTTP version: Phién ban giao thirc HTTP duoc sur dung

- HTTP method: Phuong thirc duoc st dung trong yéu cau, c6 thé 1a GET, POST,
PUT, DELETE, OPTION,..
- URL: URL

- Host: domain cta tng dung web

- Cookie: Thang tin vé phién lam viéc caa client va server



- User-agent: Thong tin vé trinh duyét (client) duoc sir dung trong request.
Sau khi xir Iy yéu cau, may chu phan héi lai cho may khach mot HTTP response

c6 dinh dang nhu sau:

- -
Response —
Pretty Raw Hex Render ] 0 =

1 HTTP/1l.1 200 OK
2 Server: nginx

5 Date: Wed, 08 Mow Z0Z3 0Z:Z1:02 GMT
Content-Type: text/html; charsst=UTF-8
Connection: close

& Vary: Accept-Encoding

7 ¥-Pingback: https://portal.ptit.edu.vn/xmlrpe.php

= Link: <https://portal.ptit.edu.vn/wp-Json/>; rel="https://api.w.org/"
S Link: <https://portal.ptit.edu.vn/>; rel=shortlink
10 Striet-Transport-5Security: max-age=3153£000; includeSubdomains;
11 Content-Length: 143149

12 <!'DOCTYPE htmls
14 <html class="no-js" lang="vi" prefix="og: http://ogp.me/ns#">

le <!—— head -->
17 <hesad>
18 <meta name="google-site-verification”™ contentc="
6-0i8GUhaliSebns79 tmrdlvyCHnWAEGARCeAelkig" /=
1% <!== Begin EMC Tracking Codes -->
20 <script type="text/javascript":s
21 var _govaq = window. govag || [1:
22 _govag.push|['trackPageView']):
23 govad.push(['enablelinkTracking']):
24 Jfunction () I
25 _govad.push|['setTrackerlrl', "https://f-emc.ngsp.gov.vn/tracking'] ) :
26 _govag.push(['sstSiteld', '15'1):
2 var d = document,
= d.createElement ('script'),
= d.getElementsEvyTagNames | 'script') [0]:
.type = 'text/javascript';
.async = trus;
.defer = trus;
.8rc = 'https://f-emc.ngsp.gov.vn/embed/ gov-tracking.min.js';
.parentlode. insertBeforeig, s);

[
g g g g

Hinh 1- 4 Vi du vé phan hoi HTTP
Phan hoi thé hién cac thong tin nhu: M4 trang thai phan hoi: 200 1a ma thanh cong.
C6 nhiéu ma trang thai
= 200 - 299: request thanh cdng
= 300 —399: Piéu huéng goi tin
= 400 — 499: 16i phia may khach
= 500 —599: I6i phia may chu

Théng tin server: Mot s6 may chi nhu apache, tomcat, nginx,..



Content — Length: D6 dai noi dung g6i tin phan hdi HTTP

Giao thuc HTTP nay ciing ndm trong sb céc giao thic dé bj tin cong trong wng
dung web. Vi vay, nén sir dung giao thirc HTTPS thay thé nham dam béo tinh bao mat

cua théng tin truyén di.

1.2 Céc 16 hong bao mat trong wng dung web
1.2.1Lé hong bdo mdt fng dung web 1a gi?

LS hong bao mat ang dung web 1a cac diém yéu bao mat caa mot ng dung web
ma c6 thé bi tan dung dé de doa tinh toan ven, quyén riéng tu, hoic kha ning sin sang
cua hé thong. Céc 16 hong nay c6 thé dan dén viéc mat théng tin nhay cam, tht bai
trong viéc duy tri tinh kha dung caa dich vu, hoic bi tan cdng boi cac tin tac hoic ké

tan cong khac.
Khai niém unstrusted data

Dit lidu khong tin cay (Untrusted Data) 1a mot trong nhitng khai niém cin ban nhat
khi hoc vé An Toan Thong Tin ndi chung. "Untrusted data" &m chi nhiing di liéu ma
ngudi lap trinh khdng kiém soat duoc, chiing ta can phai xac dinh hét tat ca Untrusted
Data trén mot ung dung Web. Vi né chinh 1a nhitng cira ngd ma hacker bat dau tan
cbng vao.

Pay 1a mot khéi niém co ban trong an toan bao mat nhung 13 can thiét dé tranh
truong hop bo sét hoic khong luong hét dugc cac mbi nguy co co thé xay ra dbi véi hé
thdng. Céc vi tri ¢6 thé tré thanh dit liéu khong tin cay trong truy van HTTP rat da dang.
NG c6 thé 1a cac bién trong truy van va cling c6 thé 1a cac trudng trong header hoic

tham chi la ca cac method.



<« X @ localhost8082/Demofindexhtml By = 2O OO0

localhost:8082 cho biét

X558

Hinh 1- 5 Vi du unstrusted data ton tai ¢ bién username trong trwong cookie
thuoc header caa truy van HTTP

1.2.2 Top 10 16 héng, rii ro theo OWASP [16]

OWASP Top 10 la mét bao cao duoc cap nhat thuong xuyén vé cac nguy co bao
mat ddi voi bao mat ung dung web, tap trung vao 10 rui ro/ld hong quan trong nhat.
Bio cao dugc tong hop bai mat nhém céc chuyén gia bao mat tir khap noi trén thé gidi.

Trong lan cap nhat méi nhat nam 2021, danh sach 10 rui ro/ 16 hong nghiém trong
gom co:

A01:2021-Broken Access Control
A02:2021-Cryptographic Failures
A03:2021-Injection
A04:2021-Insecure Design
A05:2021-Security Misconfiguration
A06:2021-Vulnerable and Outdated Components
AQ7:2021-1dentification and Authentication Failures
A08:2021-Software and Data Integrity Failures
A09:2021-Security Logging and Monitoring Failures
A10:2021-Server-Side Request Forgery
A01:2021-Broken Access Control (Lé hang kiém soét truy cdp)



Kiém soat truy cap 1a mot phan rat quan trong trong cac tng dung web. Trong d6
hai khau xac thuc (authentication) va phan quyén (authorization), néu hai khau nay
khong dugc xay dung di manh thi hé théng sé& bi ké xau truy cap trai phép, danh cip
thong tin.

Mot s6 vi du c6 thé ké dén nhur:

= Nhan vién co quyén truy cap dén cac tai nguyén ma chi lanh dao méi cé quyén
truy cap va tac dong.

=  Truy cap vao cac chic nang danh cho quan tri thdng qua cdc URL, cac API.

= Truy cap vao cac thdng tin, tai nguyén cia nguoi ding ngang quyén thdng
qua ma dinh danh tai khoan (vi du: GET /user_infor.php?id=123).

= Cau hinh chia sé tai nguyén chua chinh xac (Cross-origin resource sharing).
A02:2021-Cryptographic Failures (Lé hong ma hoa)

Nhitng 16i ma hoéa dit liéu co thé gay ra hau qua nghiém trong, khi ching ¢ thé Ia
nguyén nhan dan dén 19 céc dit liéu nhay cam, quan trong hoac xam pham hé théng.
Mot s6 vi du caa 161 ma hoa nhu:
= Luu trir mat khau véi thuat toan ma hoa 13 thoi, c6 thé bi bé khda (MDS5,..)
= Strdung két néi HTTP dé nhan va truyén dix liéu
= Céc thuat toan sinh ngau nhién chua da manh
A03:2021-Injection (16 héng chén m&)
Chén ma 12 15 hong cho phép ké tan cong chén vao dit liéu gui 18n may chu va sau
d6 duoc thuc thi trén hé thdng. LS hong chén ma ludn nam trong nhdém céc 16 hdng bao
méat nghiém trong nhat, bi khai thac nhiéu nhat va hau qua néu bj khai thac ciing 1a rat

nang né.
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Mot sb dang tan cong cu thé cua 16 hdng chén ma gdm: SQL Injection (chén ma
SQL), OS command injection (chén ma lénh OS command), Cross-site Scripting
(XSS), LDAP injection,...

A04:2021-Insecure Design (thiét ké khdng an toan)

Cac ung dung khéng c6 thiét ké an toan, yéu té bao mat khong duoc chd trong dén
c6 nhiéu kha nang gay rai ro cho di liéu cua ngudi ding, cac tai nguyén hé thong, tai

chinh va uy tin doanh nghiép.
Vi du vé thiét ké khong an toan:

CAc rap chiéu phim cho phép dit téi da 15 chd truéc ma khéng yéu cau dit coc tién
vé, néu ké xau loi dung dé dat nhiéu vé & nhiéu rap chiéu phim thi c6 thé s& gay thiét
hai 16n néu céc ghé da duoc dat ma khong duoc thanh toan. Khi d6 céc rap chiéu phim

s& thiét hai 16n vé doanh thu.

A05:2021-Security Misconfiguration (Thiéu st cdu hinh bdo mqt)

Trong qua trinh trién khai van hanh cac tng dung web, viéc thiéu sot trong cau
hinh bao mat c6 thé gay ra nhirng hau qua nghiém trong. Mot s6 15i thuc té do thiéu sot
trong cau hinh nhu:

= Mot sb trng dung tao mat khau mac dinh cho nguoi dung, tuy nhién hé thong
khong yéu cau ngudi dung phai d6i mat khau sau lan ding nhap dau tién.

= Céc cong dich vu, c4c service chay noi bo nhung lai dugc public ra internet

= Céc cai dit bao mat khong duogc thiét 1ap (giéi han truy cap dén cac hé thdng,

chinh sach d6i mat khau, ..)

A06:2021-Vulnerable and Outdated Components (Siz dung cac thanh phan ton tgi 16

hong hogc khdng con hé tro)

Pay 1a mot 16 hong rat pho bién hién nay, do mét tng dung web dugc tao thanh

boi nhiéu thu vién, nén tang khac nhau. Do d6 khi mot thu vién hay nén tang ton tai 15
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hong bao mat hay da khong con dugc cac nha cung cap tiép tuc phat trién s& trg thanh
muc tiéu duoc rat nhiéu ké tan cong huéng dén.

Vi du: Nam 2021, trén thu vién ghi log Log4j (CVE-2021-44228) duoc st dung trong
rat nhiéu ang dung web ton tai 16 hong nghiém trong cho phép thuc thi ma bat ky trén
hé théng.

A07:2021-1dentification and Authentication Failures (Lé hong xac minh danh tinh va
Xac thuc nguoi dung)

= Ung dung web cho phép sir dung cac mat khau mic dinh, yéu hay phé bién

nhu admin/admin, root/root, admin/password.

= Luu trir mat khau ¢ dang ban rd, hoic ma hda véi cac thuat toan yéu.

. Khéng str dung da xac thuc (nhap username/password va nhap ma OTP).

=  Chtic ning tao méi mat khau khdng an toan.

A08:2021-Software and Data Integrity Failures(Ldi toan ven dé liéu va phan mém)

Pay 1a mot 16i méi, vé viéc cai dat va trién khai cac phan mém hoac phan cing
khong diing cach gy ra, vi du vé viéc trién khai CI/CD, hoiac CD khong an toan, gay
ra nhitng 15i bao mat nghiém trong dén hé théng.

A09:2021- Security Logging and Monitoring Failures (Lé hong 13i ghi nhdt ky bdo mt
va giam sét 14i)

Giam sat an toan bao mat va thu thap nhat ky la khau vd cung quan trong trong
dam bao an toan ung dung web. Lam tot khau nay c6 thé han ché, ngan chin cac cudc
tan cong, diéu tra nguyén nhan su cd. Chinh vi thé, néu xay ra 16i giam sat va thu thap
nhat ky s& dan dén nhiing hau qua nghiém trong.

A10:2021- Server Side Request Forgery (SSRF)

SSRF (Server Side Request Forgery) hay con goi la tan cong yéu cau gia mao tir
phia may chi cho phép ké tin cong thay d6i tham sé (thuong 1 cac url) duoc sir dung
trén tng dung web dé truy cap trai phép, kiém soét truy cap hé théng hodc 1am ban dap

dé tan cong mot hé thong thu 3.
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Vi du: Trang quan tri hé thdng chi cho phép truy cap tir mang noi bo thdng qua
domain localhost khdng thé truy cap théng qua internet. Loi dung diéu nay ké tin cong
c6 thé tao mot url gia mao chinh 1a dudng dan dén trang quan tri va truy cap trang quan
tri thanh cong.

POST /product/stock HTTP/1.0

stockApi=http://localhost/admin

1.2.3 Mét s6 16 héng bdo mat Web phé bién
1.2.3.1 SQL injection

Tan cong chén ma SQL (SQL Injection) 1a mot ki thuat cho phép keé tan cong
chén ma SQL vao dit liéu guri dén may chii eng dung web va sau d6 may chu co so dir
licu thyc thi truy van. Khai thac thanh céng 156 hong chén ma SQL c6 thé cho phép ké
tan cong vuot qua bude dang nhap, xem, sira doi, x6a dit liéu, danh cap thdng tin trong
co s& dit liéu va co thé chiém quyén diéu khién may chu co sé dit liéu. Doi véi cac tng
dung web c6 két néi co so dit liéu, chén ma SQL la dang tan cong phd bién dugc tin

tic nham dén.

Http://teachers.com? SELECT * FROM teachers
teacherld=117 or 1=1;-- WHERE teacherld=117 or 1=1;

Attacker Web AP| Server
Data for all teachers Return data for
is returned to the attacker all teachers

Hinh 1- 6 Khai thac 1§ hong SQL Injection
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M6t vi du vé loi dung khai thac 16 hdng chén ma SQL dé vuot qua xac thuc ngudi dung:
Cau lénh truy van SQL khi nguoi dung thyuc hién dang nhap:
$sgl_get user = “SELECT * FROM user WHERE username='$_POST['username']
" AND password="$_POST['password]";
Ké tin cong c6 thé ding nhap véi thong tin username/password nhu sau:
username: admin'--
password: anyword
Khi d6 cau truy van s& tra thanh:
$sql_get user = “SELECT * FROM user WHERE username="admin' or true--
AND password="anyword ';

SQL Injection workshop

Goal: Login as admin

Ban da dang nhap thanh cdng vai tai khoan adminil
SQL = SELECT username: FROM users WHERE username="admin’ or true—- - AND password=MD5('anypassword')

Hinh 1- 7 Lei dung 16 hong SQL Injection dé vwrot qua khau xac thuc

Két qua thyc thi truy van s& tra vé tat ca cac ban ghi trong bang users do diéu kién
OR true 1am cho ménh d& WHERE tr& nén ludn dung, diéu kién kiém tra mat khau
khong duogc thuc thi boi ky hiéu (--). Trong ngén ngir truy van SQL, ky hiéu (--) dai
dién cho phan ghi cht va s& khong duoc thuc thi. Néu trong bang users c6 chua user
admin, ké tan cong sé& diang nhap thanh cong vao hé théng vai user admin.

Do hau qua cua tin cdng chén ma SQL 14 rat nghiém trong, do d6 nhiéu giai phéap
duoc dé xuat nham han ché anh huong va ngan chin triét dé 16 hong nay. Nhiéu phuong
an khac phuc 16 hong duoc két hop giup dam bao an toan cho hé théng. Mot sb bién

phap, k¥ thuat co6 thé &p dung gom:



14

- Sir dung céc cau lénh SQL duoc tham sé héa: CAc truy van tham sb hoa s& yéu
cau phai c6 cau lénh SQL trudc, sau d6 dit liéu dugc tham s hoa va truyén vao
cau lénh SQL. Céch nay sé giup co s& dir liéu phan biét dugc dau la cau Iénh
truy van va dau 1a di liéu ngudi ding nhap. Cau 1énh nay dam bao ké tan cong
khong thé thay d6i muc dich ctia cau truy van, ngay ca khi cac doan ma truy van
doc hai dugc nhap vao.

- Sir dung Stored Procedure: Tuy khong dam bao an toan tuyét dbi trudc cac cudce
tan cong chén ma SQL, tuy nhién Stored Procedure ciing c6 hiéu qua nhat dinh.

- Céch hoat dong cua Stored Procedure ciing kh4 tuong ty nhu tham sé hda cau
Iénh SQL, khéc biét ¢ day la thay vi dugc luu trit trong mé cua ing dung web,

- Stored Procedure dugc luu trit truc tiép trong co so di liéu, va duoc goi ra tir
ung dung.

- Xéc thuc dau vao: Céch hiru hiéu nhat dé ngin chin chén ma tin cong SQL la
X&c thyue dau vao, trude khi thuc hién truy van. C6 thé sir dung cac bo loc c6 san,
hoac cac thu vién, hay cac framework ciing 1a mot cach hiru hiéu.

- Khéng hién thi cac thong bao 18i hoic cac ngoai I&: Mot trong nhiing céach ké
tan cong dung d6 1a dwa vao cac thong bao 16i dé thyuc hién truy vét phién ban
co so dit liéu, kiéu luu trix,... vi vay tot hon ca, khdng nén hién thi chi tiét cac
théng bao 16i hay cac ngoai lé.

- Tao ban sao dit liéu thuong xuyén: Phong trong truong hop ké tan cdng x6a hoic
thay doi dix liéu, ta luén c6 mot ban sao dé khdi phuc vé trang thai ban dau.

1.2.3.2 Cross-Site Scripting (XSS)

L& hdng Cross-Site Scripting (XSS) 1a mét trong nhitng 16 hong duoc tin tic st
dung pho bién nhat dé tan cong céac (g dung web. Loi dung viéc tng dung khong kiém
soat duoc sy ¢6 mit ctia cac ma thuc thi trai phép trong gia tri tham sé dau vao va/ hoic
trong phan hoi HTTP. M4 khai thac ton tai trong cac (ng dung web chay trén trinh

duyét vai quyén truy nhap cua nguoi dung. Hau qua caa tan cong XSS cé thé gidp tin
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tic danh cép thong tin nguoi dung cudi, tng dung web bj chén céc thdng tin, hinh anh

XAU.
C6 3 loai tan cong XSS chinh: Stored XSS, Reflected XSS, DOM-based XSS.

Vi du, mét trang web c6 chirc nang tim kiém nhu sau:
http://example.com/search?keyword=abc

Ké tin cong c6 thé chén doan ma Javascript dé khai thac 16 héng XSS nhu sau:
http://example.com/search?keyword=<script>alert(document.cookie)</script>

Khi do, doan mé JavaScript s€ duoc thyc thi trén trinh duyét cua ngudi dung.

Mot vai bién phap phong chéng cua 16 hong nay cé thé ké dén nhu:

- Loc dit lidu dau vao: loc dir liéu dau vao ludn 1a mot trong nhitng cach phong
chéng hitu hiéu nhat cho nhiing cudc tan cong chén ma. Moi dit liéu ngudi ding
déu phai qua qué trinh loc va xac thuc, dac biét chi y dén nhitng ky tu dac biét.

- Str dung Entity Encode/ Escaped: Thay vi sir dung truc tiép cac Ky tu nhu <, <>,
... ta ¢6 thé st dung cac nhom ky tu mang ¥ nghia twong dwong nhu &#60,
&#61,... Cac ki tur nay s€ ngan chan duoc viéc thuc thi doan ma script ¢ phia may
khach.

- Str dung cac thu vién Javascript: Cac thu vién Javascript hién dai hau hét déu
duoc tich hop san cac bo loc/ Escaped Javascript.

1.2.3.3 Cross-site request forgery

Cross site request forgery (CSRF) 1a mot 16 hong bao mat cho phép ké tin cong lira
nguoi dung thyuc hién cac hanh dong ma ho khong co ¥ dinh thyc hién trén tng dung
web ma ho da xac thyc. Cac cudc tan cong nay thudng két hop vai phishing, social
engineering dé tiép can nguoi dung, lira ho truy cap cac URL mét cach v thic, thong
qua tan céng CSRF ¢6 thé thuc hién chuyén tién, thay doi thong tin c4 nhan, thay doi
thong tin dang nhap...

Mot vi dy cho viéc tin cong CSRF nhu sau:
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Mot URL c6 chire ning chuyén tién c6 dang nhu sau:

http://example_bank.com/transfer?username=alice&amount=100

Ké tan cdng c6 thé lira nguoi dung bang cach giri cho ngudi dung lién két thong

qua email hay tin nhan, vi du nhu:

<a href="http://example_bank.com/transfer?username=alice&amount=100/">

Free gift</a>

Nhu vay, chi cAn nguoi ding click vao lién két hay truy cap lién két, khoan tién

100$ s& duoc chuyén cho nguoi ding c6 username=alice
Cach phong chéng CSRF:

- Sir dung CSRF token cho mdi yéu cau HTTP gai 1én may chi nham tranh ké tan

cdng gia mao.

- Str dung captcha

- Sir dung cac thu vién phong chéng CSRF.
1.2.3.4 Path Traversal

LS hdng web Path Traversal (con duoc goi 1a Directory Traversal) 1a mét 16 hong
bao mat pho bién trén céc tng dung web. L& hong nay cho phép ké tan cong truy cap
VA0 CAC tép tin va thu muc trén may chu web ma khong duoc phép truy cap. Diéu nay
c6 thé gay ra nhiéu nguy hiém cho hé théng web va dit liéu caa nguoi ding.

Co ché hoat dong cua 16 hong Path Traversal 1 ké tan cong sir dung ky tu dot-dot-
slash (“../””) dé truy cap vao cac thu muc cha caa thu muc hién tai. Khi ké tin cong truy
cap thanh cong vao thu muc cha, chling c6 thé tiép tuc truy cap vao cac thu muc, tap
tin nhay cam trén may chu web (truy cap vao nhirng tép tin duoc cap quyén cho user
chay ung dung web).

Vi du khai thac 15 hong Path Traversal:
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https://example.com/?file_name=../../../..]../etc/passwd

Raw | Params | Headers m Raw | Headers m

GET /loadImage.php?file_name=../../../../../../=tc/passwd A HTTP/L.1 200 OK
= 3

HTTP/ 1.1 Date: Thu, 23 Nov 2023 01:58:30 GHT
Host: localhost:8091 Server: Apache/2.4.52 (Debian
User-Agent: Mozilla/5.0 (Vindows NT 10.0; Winéd; xé4: rv:108.0) X-Powered-By: PHP/7.3.33
Gecko/20100101 Firefox/119.0 Contenc-Length: 948

Acespu: Connsction: closs

text/html, application/xhtml+xml, application/xml; q=0.9, imags/avif Content-Typs: image/png

, image/webp, */ *;q=0.8
Aecept-Language: en-US,en;g=0.5 root:x:0:0:root:/root:/bin/bash
hecspt-Encoding: gzip, deflate
Comnection: close

tlidaemon:/usr/shin:/usr/shin/nologin

bin:/bin:/usr/shin/nologin
Upgrade-Insscurs-Requests: 1

sys:/dev:/usc/shin/nologin
syncix:4:£5534:sync: /bin:/bin/ sync
&0:games: /usr/games: /usr/shin/nologin

‘man:/var/cache/man: /usr/shin/nologin
ip: pi/var/spool/lpd: /ust/shin/nologin
mailix:8:8:mail:/var/mail:/usr/shin/nologin
news:u:

ws:/var/spool/news:/usr/shin/nologin

wucp:x: wucp: /var/spool/uucp: /usr/shin/nologin

proxy:x :proxy: /bin:/usr/sbin/nologin

wwe-data:x :www-data:/var/wwe: /usr/sbin/nologin

4:backup:/var/backups: /usr/shin/nolegin

Mailing List Nanager:/var/list:/usr/shbin/nologin

red:/run/ircd: /usr/sbin/nologin

gnats:x:41l:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/shin/nologin
nobody:x:65534: £5534:nobody: /nonexistent:/usr/shin/nologin

apt:y:100:£5534: :/nonexistent:/usr/shin/nologin

Hinh 1- 8 Khai thac 16 hong Path Traversal doc file nhay cam

Cach phong chéng tan cong Path Traversal:

- Xéc thyc dit liéu dau vao.

- St dung danh sach céac ky tu cho phép st dung.
1.2.3.,5 File Inclusion

L3 hong File Inclusion dua trén chirc nang include file dwgc hd trg bai cac ngon
ngitr 1ap trinh.

Ké tan cong cd thé loi dung dé include nhitng ndi dung khéng muén nham danh
cip théng tin hé thong, chén cac doan Iénh khién server thyc thi.

PHP: Include, require, include_once, require_once

JSP: <jsp: include...>, <c: import...>

Cac dang tan cong:

- LFI — Local File Inclusion: hacker c6 thé xem duoc rat nhiéu thong tin cua
server nhu cac file: passwd, php.ini, access log,... Khi két hop véi 16 hong
upload file c6 thé din ¢én RCE ma khong can thu muc cd quyén thyc thi).

- RFI - Remote File Inclusion: thuc hién RCE qua dudng dan dén file ma hacker

sir dung dé include.
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Diéu kién xay ra: Server cho phép include code tir bén ngoai.
Vi du: vai cau hinh ngdn ngit PHP php.ini:
- allow_url_include=On
- allow_url_open=0n
M6t ing dung web str dung chirc ning include dé import noi dung cua file bat
ky vao file hién tai:
/IFile inclusion PHP
include('vendor/* . $_GET[‘file_name’]);
Néu ké tan cong truy cap va két hop véi 16 hong Path Traversal dé doc file
nhay cam trén hé thng.
http://example.com?index.php?file_name=../../../../etc/passwd
Céch phong chéng:
- Kiém tra chat ché céc file s dung dé include.
- Han ché sir dung include.
- Céu hinh khéng cho phép include tir bén ngoai néu khong can thiét.
1.3 Phwong phap phat hién va phong chong tan céng wng dung web

Lop Bao mat Mang dam nhan vai tro quan trong trong viéc dam bao su an toan cua
giao tiép giita may chu va mdy khach. Bé dat duge diéu nay, cac thiét bi mang nhu
router, switch, tuong lra, va hé théng ngan chan va phat hién xam nhap (IPS/IDS) can
duoc cau hinh va trién khai mét cach an toan va hiéu qua.

Lép Bao mat May chi Web chiju trach nhiém bao vé cac thanh phan va hé théng
con bén trong may chii, bao gém hé diéu hanh, co sé dit liéu, phan mém, va cac tap tin
khac. Piéu nay doi hoi cac bién phap bao mat manh mé dé ngan chin cac méi de doa
tir viéc tin céng va xam pham.

Lép Bao mat Ung dung dam bao an toan va bao mat cho ngudi ding va dit liéu caa

ho trong tng dung web. Céc khia canh quan trong caa 16p nay bao gom quan Iy quyén
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truy cap, xac thuc, ciu hinh, va ghi nhat ky, nham ngan chin cac méi de doa tir cac van
dé lién quan dén ing dung nhu danh cip thong tin ca nhan va truy cap trai phép.

Viéc két hop chit ché giira cac 16p nay s& tao nén mét hé théng bao mat ¢ng dung
web toan dién, dam bao ring tat ca cac khia canh ciia méi trudng truc tuyén déu duoc
bao vé hiéu qua va an toan.

Trién khai cac gidi phap bdo mdt bao vé izng dung web

Thuc hién trién khai twong la ang dung web ciing cac hé thdng phat hién va ngin
chan xam nhap 14 mot phuong tién quan trong dé tang cudong bao mat cho tng dung
web. Tuong lira tng dung web hay WAF, 1a mot giai phap thiét yéu nham dé phong
cac 16 hong bao mat tiém an. Puoc trién khai dudi dang thiét bi phan cing hoic phan
mém trén may chu, WAF giit vai trd theo ddi thong tin truyén tai qua giao thic
http/https gitra trinh duyét ctia nguoi dung va may chu web.

WAF c6 kha nang thuc hién cac chinh sach bao mat dwa trén viéc phan tich cac dau
hiéu tan cong, tuan thu cac giao thic tiéu chuan, va nhan dién luu lwong truy cap ung
dung web c6 su bat thuong. Piéu nay gitip ngan chan hiéu qua cac méi de doa bao mat
nhu SQL injection va Cross-Site Scripting (XSS), dam bao an toan cho dir liéu va nguoi
dung trong moi trudng rng dung web.

WAF thudng hoat dong thdng qua maot loat céc quy tic duge dinh nghia sin, hay
con goi la chinh séch. Chinh sach nay c6 thé dé dang thay doi va cap nhat, do d6 WAF
c6 kha ning phan tmg nhanh di véi cac 16 hong bao mat mai.

Gidng nhu WAF, cac hé thong phat hién xam nhap (IDS) va ngan chin xam nhap
(IPS) ciing c6 kha nang bao vé ang dung web khoi cac cudc tan cong. Khac véi WAF,
IDS/IPS c6 kha niang phat hién va ngian chin xam nhap & ting mang. Su khéc biét gitra
IDS/IPS d6 1a IDS chi c6 kha nang phat hién tan cong, trong khi d6 IPS c6 ca kha nang
phat hién va ngin chin. Cach hoat dong caa IPS/IDS ciing kha twong dong véi WAF,
cling can mot bo quy tac dé kiém tra va ngan chan céc giao thic mang khdng hop Ié.

IPS/IDS thich hop dé thu thap thong tin, diéu tra va ang ctu su ¢6 Xay ra o ting mang.
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IPS/IDS va WAF thudng duoc két hop véi nhau dé mang dén kha ning bao mat tét hon

cho céc trng dung web.

Cau hinh, cdp nhdt phién ban iing dung dinh ky

Mot bién phap co ban nhung cuc Ky hitu hiéu trong viéc bao vé ing dung web, do

la cAu hinh dung. C4u hinh ¢ng dung web duogc hiéu nhu viéc cap quyén truy nhap, xac

thuc, trao quyén, va cac cau hinh vé thanh phan mic dinh, cach cap nhat hé théng, cung

nhiéu cac thanh phan khac. Mot sb cau hinh an toan c6 thé ké dén nhu:

Ngoai trir c4c tai nguyén cong cong dé tai trang web, chan moi truy cap dén cac
tai nguyén khac ma khong c6 dung quyén.

Trién khai cac co ché kiém soat truy cap dén trang web.

Tao quyen téi thiéu cho nhimg ngudi ding khac nhau ddi véi mdi ban ghi, thay
Vi moi nguoi déu co thé chinh sira va xda ban ghi do.

Tat chirc nang duyét thu myc theo mic dinh, va ngan chan truy nhap dén cac thu
muc hé théng va thu muc cau hinh/ cai dit tng dung web.

Cau hinh ghi nhat ky cho mdi két néi trong qua trinh két néi dén tng dung web.
Céc phién lam viéc nén dugc x6a bo khi ngudi ding ding xuat.

Cac dit liéu nhay cam nén duoc ma hda bang mét thuat toan ma héa manh trong
co so dir liéu cia tng dung web.

Cau hinh giao thicc HTTPS thay vi HTTP.

Ap dung cac mau thiét ké an toan.

Céac méi truong khac nhau (méi truong ngudi dung, moi trudng Kiém thir) nén
duoc cau hinh giong nhau, va dam bao an toan giira cac méi truong do.

Loai bo c4c thanh phan khong dugc sir dung ¢ tng dung web, cc thu vién bén
thir ba, va thuong xuyén cap nhat cac thu vién ciing nhu thanh phan nhim dam

bao c4c ban va bao mat luén co san.
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- Pam bao qua trinh ghi log duoc dién ra diing du va an toan, phuc vu cho myc
dich truy vét va tng ciru khan cp.
- Sir dung chit ky sb di véi viéc tai cac tai nguyén bén thir ba vao tng dung web,

dam bao viéc tai tai nguyén 1a dung ngudn va khong bi thay ddi.

Ngoai ra, rat nhiéu ung dung duoc phét trién dya trén cac nén tang dwoc cung cap
boi cac hang noi tiéng va phat sinh 16 hong theo thoi gian. Khi cac 16 hong duoc tim
ra, c4c nha cung cap s& cung cap cac ban v4, chinh vi vay can phai thuc hién cap nhat

cac ban va dé tranh bi anh hudéng bai cac 16 hong.

Khéng tin tweng dir liéu do nguwoi ding cung cap

Dit liéu ngudi dung 1a mot yéu té khong dang tin cay nhat, do d6 can duoc xac thuc
va tién hanh loc bo cac thanh phan khéng hop ¢, trude khi dugc may cha web xir 1y.
Viéc loc dit lidu ngudi dung can dugc trién khai trén ca may khach va may cha, do viéc
chi dam bao dir liéu dung trén may khach 1a khong du dé xéc thuc rang dit liéu s& an
toan khi xu Iy trén may cha. Mot vi du co ban cho truong hop nay, dé 1a ké tan cong
c6 thé tao form nhap liéu riéng, hoic xda cac thanh phan xac thuc dir liéu trén may
khéch, tat Javascript, hodc phic tap hon, gui truc tiép yéu cau dén may chit ma khdng
thdng qua bat cir khau xac thuc nao.

Céac khau xac thuc dir liéu dau vao c6 thé ké dén nhu: kiém tra kich thuée dau vao,
dinh dang dau vao. Vi du nhu, véi di liéu yéu cau 1a dinh dang ngay, thi dinh dang can
thiét s& 1a dd/mm/yyyy. Véi dix liéu c6 yéu cau bt buoc phai nhap, thi kich thudc di
liéu can 16n hon 0. Mét s truong hop dac biét c6 thé can kiém tra thém noi dung va
tinh hop ly cua dit liéu. Mot s6 bo loc san c6 ¢é thé loc duoc cac dir liéu khdng hop 1¢,
dir liéu duoc phan loai la dir liéu chira ma tan cong, dé dam bao dir lidu dugc xir ly 12
dir liéu sach va dung. Mot s bo loc kha ndi tiéng cd thé ké dén nhu bo loc cia OWASP,
bo loc cua CloudFlare hoac mot s6 bd loc cong khai c6 trén céc trang web quan Iy ma
ngudn (nhu Github, Gitlab...).
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Phong thu theo chiéu sau

Déi véi cac hé théng cong nghé thdng tin ndi chung va tng dung web ndi riéng,
phuong phap bao mat hiéu qua céc hé thong 12 viéc két hop nhiéu 16p phong vé lai véi
nhau. Mdi 16p bao mat c6 tinh ning tac dung riéng va hd trg cho nhau trong van dé dam
bao an toan téi da cho ttng dung web. Ngoai ra, cac ttng dung bao mat web ( nhu cac
phan mém Acunetix, cac hé théng cua CloudFlare, Microsoft..) ciing nén dwogc cai dit
dé dam bao t6i da cho wng dung web.
1.4 Két chwong

Chuong 1 d3 trinh bay khai quat vé ung dung web, giao thicc HTTP/HTTPS, céc
rai ro, 16 hong bao mat trong top 10 OWASP, mét s6 16 hong tan céng ang dung web
pho bién. Bén canh @6, chuong 1 con néu cac phuong phap, giai phap va md hinh phong
thir chiéu sau trong phong chéng tan céng wng dung web.

Chuong 2 s& gigi thiéu vé hoc may, hoc sau va phuong phap phat hién tan céng

ung dung web dya trén mé hinh hoc sdu CNN.
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CHUONG 2 PHAT HIEN TAN CONG WEB SU DUNG HQC SAU
2.1 Khai quat vé hoc may va hec sau

2.1.1 Khéai quét vé hoc may

2.1.1.1 Khai niém hoc may

Dinh nghia vé hoc may: Arthur Samuel, mot ngudi My di tién phong trong linh
vuc tro choi may tinh va tri tué nhan tao, da dat ra thuat ngir “Machine Learning” vao
nim 1959 khi con & IBM. Ong dinh nghia hoc may 1 “linh vuc nghién ctzu cung cap
cho may tinh kha niang hoc hoi ma khéng can Iap trinh 16 rang”. Tuy nhién, trén thyuc
té khdng c6 dinh nghia duoc chap nhan rong rdi cho hoc may. Céc tac gia khac nhau
dinh nghia thuat ngir khac nhau.

Hoc may la kha nang ctia chuong trinh may tinh stir dung kinh nghiém, quan sat,
hoac dir lidu trong qua khir dé cai thién cong viéc cia minh trong tuong lai thay vi chi
thuc hién theo dung cac quy tac da duoc 1ap trinh sdn. Chang han, may tinh c6 thé hoc
cach du doan dva trén cac vi duy, hay hoc cach tao ra cac hanh vi phu hop dua trén quan
sat trong qué khu.

Vi duy, néu chlng ta phat trién mot md hinh hoc may dé du doan thanh cong cua
du &4n phan mém, chuong trinh c6 thé quan sat lich st cac dy an trudc d6. SO lidu vé
kich thuéc du an, sb luong thanh vién, va mac d6 kinh nghiém cua do6i ngii phat trién
duoc str dung dé hoc tir nhitng két qua trudc d6. Mo hinh nay c6 kha nang ty dong diéu
chinh dé ngay cang cai thién dy doan vé xac suat thanh cong ctia du an phan mém dua
trén thong tin lich su.

Hoc may 1a mét nhanh nghién ctu rat quan trong cua tri tué nhan tao voi kha
nhiéu ung dung thanh céng trong thuc té. Hién nay, hoc may la mat trong nhitng
linh vuc phét trién manh nhat caa tri tu¢ nhan tao. Muc tiéu caa hoc may néi chung 1a
hiéu cau trdc cua dit liéu va diéu chinh dir liéu d6 thanh cac m6 hinh ma con ngudi 6

thé hiéu va str dung duoc.
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2.1.1.2 Phan loai hoc may

Sir dung nhitng dang kinh nghiém va dang biéu dién khac nhau dan téi nhitng
dang hoc may khac nhau. Cé bbn dang hoc may chinh nhu sau:

Hoc c6 giam sat (supervised learning): La dang hoc may trong dé cho trudc tap
dir liéu huan luyén dudi dang céc vi du ciing véi gia tri dau ra hay gia tri dich. Dua trén
dir liéu huan luyén, thuat toan hoc can xay dung mé hinh hay ham dich dé dy doan gia
tri dau ra (gia tri dich) cho céac truong hop mai.

- Néu gia trj dau ra 1 roi rac thi hoc c6 giam sat duoc goi 1a phan loai hay phan
I6p (classification).

- Néu dau ra nhan gié tri lién tyc, tac dau ra la sb thuc, thi hoc c6 giam sat dugc
goi 1a hdi quy (regression). Trong phan tiép theo, ta s& xem xét chi tiét hon vé
hoc c6 giam sat.

Vi du:

Phan loai. Gia sir cho dir liéu vé mot s6 loai 6 t6 con nhu trong bang trén hinh 1.
MJi dong trong bang tuong tng voi mot loai xe cu thé gom hai thong sé vé xe 1a
dung tich dong co va loai xe. Ngoai ra, mdi xe con duoc xép loai "cao cap” hay
"trung binh". Py 1 dit liéu huan luyén tiéu biéu cho bai toan phan loai, trong do
mdi vi du duoc gan mét gia tri dich co thé nhan gia tri tir mot trong hai gia tri "cao
cap" hoic "trung binh". Trong truong hop ndi chung, sé gia tri dich c6 thé nhiéu
hon hai, nhung gié tri dich van 1a roi rac va hitu han. Chang han, mdi xe c6 thé xép
vao mot trong ba loai "cao cap”, "trung binh", "binh dan" Nhiém vu cua bai toan
phan loai khi d6 1a tong quat hoa trén dit liéu huan luyén da cho. Tir d6 xac dinh

phan khuc xe cho cac mau xe méi néu biét dung tich dong co va loai xe.

Bang 2- 1 Dir liéu huan luyén cho bai toan phan loai

Dung tich djng co Loai xe Phan khuc

3200 Sedan Cao cap
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2500 Sedan Cao cap
2500 SUV Trung binh
2000 Sedan Trung binh
3500 SUV Cao cip
1800 Sedan Trung binh

Hoc khong giam sat (Unsupervised learning): M6 hinh duoc huan luyén trén mot
tap dit liéu khong cd nhan. Muc tiéu la tim kiém cau tric 4n trong dir liéu, ching han
nhu phan cum hay giam chiéu dit liéu. Hoc khéng giam sét s& khong dua ra két qua cu
thé cho cau tra 10i c6 hay khong, hoic mot nhan cy thé nao d6. Cac bai toan thuong
dung cho hoc khéng gidm sét la:

- Clustering (phan cum): bai toan phan loai véi tap dir liéu X, tim ra diém twong
dong/ su lién quan dit liéu dé phan nhém. Vi du nhu, viéc phan loai gen thanh
cac nhom vé mau da, mau mat, mau toc. .. giong nhau

- Non-clustering (khdng phan cum): bai toan tim cau tric hoic quy luat, dua trén
mét dit liéu c6 truéc. Mot vi du dién hinh cho bai toan nay d6 13 'Cocktail Party
Algorithm' - viéc nhan dang giong noi/ &m thanh trong moi truong tap am.

Vi du: Hay xem xét c4c dix liéu sau day lién quan dén bénh nhan vao phong

kham. Dit liéu bao gém gi6i tinh va do tudi cua bénh nhan va mai bénh nhan

duogc dan nhan 1a “khoe manh” hodc “6m yéu”.

Bang 2- 2 Bang dir liéu vé giéi tinh, tudi caa bénh nhan

Giéi tinh Tuoi Nhan
M 48 sick
M 47 sick
F 18 healthy
M 23 sick
F 32 healthy
M 55 healthy
M 69 healthy
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Hoc khong giam sat twong tu nhu cach con nguoi hoc, trong d6 phuong phap nay
duoc sir dung dé nhan biét rang cac dbi twong hoac su kién cu thé thuéc cing mot
nhom, thuong bang cach quan sat su trong dong gitta ching. Mot sé hé théng ma ban
c6 thé gap trén internet sir dung loai hoc nay dé tu dong héa chién lugc tiép thi.

Hoc nura giam sat (Semi supervised learning): hoc ntra giam sat sé sir dung nhirng
dir liéu chi c6 mot phan dugc gan nhan, va phan con lai chua duoc gén nhin. Phuong
thirc nay sé& két hop hoc c6 giam sat va hoc khong giam sat dé dua ra két qua dy doan
cudi cung.

Hoc ting cwong (reinforcement learning): Trong hoc ting cudng, hé thng
khdng nhan dugc kinh nghiém dudi dang dau vao/dau ra cho mdi trang thai hoic hanh
dong mot céach tryuc tiép. Thay vao d6, né nhan dugc mot gia tri khuyén khich (reward)
la két qua ctia mot chudi hanh dong cu thé. Thuat todn trong hoc ting cuong nham muc
dich hoc cach hanh dong dé cuc dai hoa gia tri khuyén khich.

Vi dy, trong mot phong lab véi cac chudng ngai vat, robot nhan dang trang thai
ctia minh dya trén toa do va thong tin tir cam bién. Hanh dong caa robot bao gom di
chuyén, queo trai, queo phai va dung lai. Robot nhan dwoc gia tri khuyén khich dwa
trén khoang cach dén diém dich. Trong qua trinh hoc, robot thuc hién cac hanh dong,
nhan duoc phan hdi, va diéu chinh chién luoc dé tdi uu hoa viée dat duoc muc tiéu.
Thoéng qua nhiéu thir nghiém, robot ngay cang cai thién kha ning ty diéu huéng va di
chuyén mot cach hiéu qua trong mdi trudng khdng gian, mac di khdng biét trude dugc
ban do chi tiét caa no.

2.1.2 Khai quéat vé hec sau

Hoc sau la mot nhanh ctaa hoc may hoan toan dua trén mang no ron nhan tao, Vi
mang no ron s& bit chudc bd ndo con ngudi nén hoc siu ciing 1a mot loai bat chude bo
ndo con ngudi. Nhiéu md hinh hoc siu dugc ap dung trong cac linh vire nhu: Thi giac
may tinh, xir Iy ngdn ngit tu nhién, phat hién bat thuang...hoc sau mé hinh hda cac méi

quan hé va khai niém phuc tap bang cach str dung nhiéu cap do biéu dién.



27

M6 hinh hoc sau thudng duoc xay dung dwa trén cac kién trdc mang no-ron sau,
mo phong cach ma ndo nguoi xu ly thdng tin. Cdc mé hinh nay c6 kha nang hoc tir dir
licu théng qua nhiéu 1ép no-ron, ting cudng kha ning biéu dién va hiéu cac dic trung
phtc tap cua dir ligu.

Ung dung cta hoc sau rong rai, tir nhan dién giong noi, nhan dién hinh anh, dich
ngdn ngit tu nhién dén tu dong lai xe. Hoc siu di dwa ra nhitng tién bo 16n trong nhiéu
linh vuc, mé ra nhitng canh cira méi cho sy d6i méi va cai tién céng nghé. N6 khong
chi 1a mot cong cu manh mé cho cac nha nghién ciru, ma con la ngudn dong vién Ién
dbi vai nhitng nguoi mong mubn kham phé va (ng dung sic manh cia may hoc trong
thé gigi thuc.

Gioi thigu mang no ron [4]

Mang no-ron nhan tao (Artificial Neural Network - ANN) 1a mot hé théng tinh
todn ¢ cau tric twong tw nhu mang no-ron trong nio ngudi. Pugc thiét ké dé méd phong
cach no-ron 1am viéc, ANN la mot phan quan trong caa linh vuc tri tué nhan tao (Al).

Mot ANN bao gom cac "no-ron" dugc to chirc thanh cac 16p: 16p dau vao, 16p an
(néu co), va 16p dau ra. Mdi no-ron trong 6p duoc két néi vai tit ca cac no-ron trong
16p lién ké bang céc trong sb. Cac trong sé nay duoc diéu chinh trong qué trinh huan
luyén dé mé hinh c6 thé hoc tir dit liéu.

Qua trinh hoc cia ANN thuong dua trén gia dinh "hoc giam sat", noi mé hinh
duoc dio tao bing cach so sanh dau ra du doan véi dau ra mong mudn. Cac thuat toan
nhu lan truyén nguoc (backpropagation) thuong duoc sir dung dé diéu chinh trong sé

va cai thién hiéu suat caa mang.
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Kién tric chung cia mot mang neuron nhan tao gém 3 thanh phan dé 1a: Input
Layer, Hidden Layer va Output Layer
Hidden

Input
Output

Hinh 2- 1 Kién tréic mang neuron

Trong d6, 16p an (Hidden Layer) gém cac no ron nhan dit liéu input tir cac no ron
& 16p (Layer) trude d6 va chuyén doi cac input nay cho céc 16p xu ly tiép theo. Trong
mot ANN cd thé ¢6 nhiéu 16p an.

Trong d6 cac Processing Elements (PE) cia ANN goi 1a no ron, mdi no ron nhan
cac dir liéu vao (Inputs) xt Iy ching va cho ra mot két qua (Output) duy nhat. Két qua
xt ly cia mot no ron c¢6 thé 1am Input cho cac no ron khac.

2.1.3 M@t sé phwong phdp hoc sau
2.1.3.1 Mang no ron sau (Deep Neural Network-DNN)

Mang no ron siu (Deep Neural Network - DNN) 1a mét dang cu thé cua linh vuc
hoc sau. Mang no ron siu 1a mdt mang no ron nhan tao nhung c6 kién tric phuc tap va
"sau" hon nhiéu so véi kién trdc caa mang no ron truyén théng. Mang DNN tan dung
thanh phan cta mang no ron nhan tao ANN. Nghia 14 nd c6 sb nut trong mdi 16p va sé
I6p an 16n hon rat nhiéu va cach thirc hoat dong caa nd phic tap hon so véi kién tric

mang no ron truyén thng.
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Hinh 2- 2 Twong quan mang ANN va DNN

DNN cho phép md hinh thuc hién véi @6 chinh xac cao hon. Chting cho phép mé6
hinh thao tac véi tap dit liéu va tra vé mot két qua voi do chinh xac dugc cai thién so

véi mang no ron truyén thong.
2.1.3.2 Mang no ron tich chap (Convolutional Neural Network) [7]

CNN la tir viét tat cia cum Convolutional Neural Network hay 1a mang no ron tich
chap. Pay 1a mé hinh vo cung tién tién duoc ap dung nhiéu trong linh vuc hoc sau Deep
learning. Mang CNN cho phép nguoi dung xay dung nhitng hé thong phan loai va du
doan vai do chinh xac cuc cao. Hién nay, mang CNN dugc ung dung nhiéu hon trong
xur 1y anh, cu thé 1a nhan dién dbi tuong trong anh.

Convolution (tich chdp)

Tich chap duogc sir dung dau tién trong xir ly tin hiéu sb (Signal processing). Nho
vao nguyeén ly bién doi théng tin, cac nha khoa hoc di 4p dung ki thuat nay vao xu ly
anh va video sb.

Pé dé hinh dung, ta c6 thé xem tich chap nhu mét cira s6 truot (sliding window)

ap dat 1én mot ma tran. Co ché cua tich chap qua hinh minh hoa bén dudéi.
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Hinh 2- 3 Minh hoa co ché tich chap

Ma tran bén trai 12 mot birc anh den trang. M4i gia tri cuia ma tran tuong duong Voi
mot diém anh (pixel), 0 1a mau den, 1 12 mau trang (néu 1a anh grayscale thi gia trj bién
thién tir 0 dén 255).

Sliding window con c6 tén goi 1a kernel, filter hay feature detector. O day, ta dung
mot ma tran filter 3x3 nhan tirng thanh phan tuong g (element-wise) voi ma tran anh
bén trai. Gia tri dau ra do tich cua cac thanh phan nay cong lai. Két qua caa tich chap
la mot ma tran (convoled feature) sinh ra tir viéc trwot ma tran filter va thuc hién tich
chap cung luc 1én toan bo ma tran anh bén trai. Dudi day la mot vai vi du cua phép toan
tich chap.

- Taco thé 1am mo birc anh ban dau bang céach lay gié tri trung binh cua cac

diém anh xung quanh cho vj tri diém anh trung tam.

o|o| ||
=1 T e -]
Ot |t e | ©
Ort |t e | ©
= E=lE=li=]l=]

Hinh 2-4 Lam mo bidc anh
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- Ngoai ra, ta c6 thé phat hién bién canh bang cach tinh vi phan (d6 di biét)

gitra cac diém anh lan can.

| |

= &]=]
BEE

-
-

s

Hinh 2- 5 Phat hién cac canh trong hinh anh

M6 hinh mgng neural tich chéap

Bay gio, Chung ta da biét thé nao Ia tich chap. Vay CNNs la gi? CNNs chi don
gian gdm mot vai 16p cua tich chap két hop véi cac ham kich hoat phi tuyén (nonlinear
activation function) nhd ReLU hay tanh dé tao ra théng tin triru twong hon
(abstract/higher-level) cho cac layer tiép theo.

Trong m6 hinh CNNs cac layer lién két duoc voi nhau thong qua co ché
convolution. Layer tiép theo la két qua convolution tir layer trq 6c do, nho vay ma ta
c6 duoc céac két ndi cuc bo. Nghia 1a mdi no-ron ¢ layer tiép theo sinh ra tur filter ap dat
[én mot vang anh cuc bo caa no-ron layer trudc do.

MJi layer nho vay duoc ap dit cac filter khac nhau, théng thuong cé vai trim dén
vai nghin filter nhu vay. Mot s6 layer khac nhu pooling/subsampling layer dung dé chat
loc lai cac thong tin hiru ich hon (loai bo céac théng tin nhiéu). Tuy nhién, ta s& khéng
di s&u vao khai ni¢m cua cac layer nay.

Trong sudt qué trinh huan luyén, CNNs s& tu dong hoc duoc cac thong sé cho cac

filter. Vi du trong tdc vu phan Iép anh, CNNs s& ¢b ging tim ra théng sé téi qua cho
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cac filter twong ung theo thar tu raw pixel > edges > shapes > facial > high-level

features. Layer cudi cting dugc dung dé phan 16p anh.

Pooling

-
~
<

CNNs c6 tinh bat bién va tinh két hop cuc bo (Location Invariance and
Compositionality). Vi cling mot d6i tugng, néu déi tugng nay daoc chiéu theo cac
g6c do khac nhau (translation, rotation, scaling) thi do chinh xé&c cua thuat toan s& bi
anh huong dang ké. Pooling layer s& cho ban tinh bat bién d6i véi phép dich chuyén
(translation), phép quay (rotation) va phép co gian (scaling).

Tinh két hop cuc bd cho ta cac cap do biéu dién thdng tin tir mic d6 thap dén muc
d6 cao va triru tegng hon thong qua convolution tir cac filter. P6 1a 1y do tai sao CNNs
cho ra md hinh véi do chinh xac rat cao. Ciing giéng nhu cach con ngudi nhan biét cac
vat thé trong tu nhién. Ta phan biét dugc mot con chd véi mot con méo nhd vao céac
dic trong tir mtrc d6 thp (co 4 chan, c6 dudi) dén mirc do cao (dang di, hinh thé, mau
I6ng) [2].

2.2 Phat hién tan cong wng dung web dwa trén mé hinh hoc sau CNN

CNN str dung cac lép tich chap dé ap dung cac bo loc nho Ién dit liéu, giup ching
c6 thé nhan biét cac mau cuc bo trong dit liéu ma khéng phu thudc vao vi tri cu thé.
Diéu nay rat hiru ich trong viéc phat hién cac biéu hién tan cong ang dung web ma c6
thé xuat hién & bat ky vi tri nao trong dit liéu luu lwgng mang.

Dé 4n lya chon sir dung mang hoc siu CNN dé xay dung va thir nghiém ma hinh
phat hién tan cong web st dung hoc sau 1a do CNN da duoc sir dung rat rong réi va

hiéu qua cho cac bai toan, nhu phan loai anh, phan loai van ban. Ngoai ra, m6 hinh
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CNN c6 téc d6 xir Iy nhanh, yéu cau tai nguyén tinh todn thap hon cac mé hinh hoc sau
khac, nhu LSTM, hodc BiLSTM, pht hop véi md hinh phét hién tin cong web can xu
Iy lwong dit liéu rat 16n.

2.2.1 Gigi thiégu m6 hinh

Tap dit lidu thi Huén luyén Phén loai
nghiém
- Xy dyng mo hinh Request kiém tra
Embedding

Convolutional v
T T Flatten PR
! ! Dense Tien xw ly
{| Tokenization ||
! |
| | J !
i padding i Husn luyén mé hink > Phan loai
i
! |
| Tienxirly | l ‘—‘—¢
e |

Laru tri¥ m& hinh phin Tén céng Hop &
loar

Hinh 2- 6 M hinh phét hién tan cong ng dung web sir dung hoc sau CNN

M6 hinh phat hién tan cong tng dung web dura trén hoc sdu CNN gom ba giai doan
chinh: Tién xur ly dit liéu, giai doan huan luyén va giai doan phan loai. Dit liéu dau vao
1a cac HTTP request duoc két hop tir cac ngudn khac nhau.

Dit liéu tir cac HTTP request s& trai qua cac budc tién xir Iy bao gdom tokenization
va padding. Sau d6, cac request s& duoc dua qua chudi cac 16p xir Iy nhing, tich chap,
phang hoa, va cudi cing 1a mot 16p két ndi day du ¢ giai doan huan luyén. Két qua tir
qua trinh huan luyén s& duoc luu trir dé sir dung cho viéc phan loai tiép theo.

Trong qua trinh phan loai, request ddu vao ciing s& duoc tién xir Iy dé phi hop Véi
md hinh hoc sau. Sau khi dugc phan loai request hop 1é s& dugc tiép tuc xu ly, request
tan cdng sé& bi chan va tra lai théng bao cho ngudi ding.

2.2.2 Cac giai dogn xir ly
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a. Tién xt ly:

Trong qué trinh tién xt ly dix liéu, hai buéc quan trong 13 "Tokenization" va

"Padding". Trong budc "Tokenization", dit liéu vin ban duwgc chuyén d6i thanh

chudi sé duy nhat, tién loi cho viéc dua vao mang no-ron. Tiép theo, trong budc

"Padding", cac chudi sé duoc diéu chinh do dai dé dong nhét, giip cho mé hinh

c6 thé xt ly chiing mot cach hiéu qua hon trong qua trinh huan luyén va du doan.

b. Huan luyén:

Céc budc cua giai doan huan luyén nhu sau:

Lop Nhang (Embedding Layer):

Lép nhang st dung dé biéu dién cac thong tin trong cac request dudi dang
cac vecto nhung c6 sb chiéu thap.

Lop Tich Chap (Convolutional Layer):

Lép tich chap s& quét qua cac vecto nhing biéu dién cho cac HTTP request
dé trich xuat cac dic trung cuc bo.

Cac bo loc trong 16p tich chap s& hoc dugc cdc mau hoic dic diém cua cac
request, giGp mo hinh nhan biét cac dau hiéu cua cac loai tin cong.

Lép Phang Hoa (Flatten Layer):

Lép phang hoa sé chuyén doi dau ra tir 16p tich chap thanh mot vecto 1 chiéu.
Lép Két N6i Bay Pu (Dense Layer):

Lép két ndi day du s& nhan dau vao tir I6p phang hoa va thuc hién qua trinh

phan loai, tirc 1a dy doan xem mot request cé chira tan cong hay khéng.

c. Phan loai:

Dit liéu dau vao: La request ngudi ding gui 1én server.
Xt ly dir liéu, vector hda: Request s& duogc tién xir Iy véi tokenization va

padding, sau d6 dugc vector hoa dé phu hop véi mé hinh.
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e Dy doan va tra vé két qua: sau khi dugc vector hda, vector nay sé dugc du
doan c6 1a mot dang tin céng hay khong théng qua md hinh hoc sdu CNN.
Néu phat hién tan céng, md hinh s& tra vé két qua la dang tin cong cu thé.
2.2.3 Tiéu chudn dinh gid mé hinh

Dé danh gia dugc do chinh x&c caa mé hinh ta sir dung mét ma tran duoc goi 1a
confusion matrix.

Gid tri thuc té

Gii Posttive (1) Negative ()
tri -
di Positrve (1) TP FP
doan

Negative () FN ™™

Hinh 2- 7 Confusion matrix danh gia do chinh xac mé hinh hoc sau
Céc chi s6 trong ma tran gom co:

e True positive (TP): c4c request tin cong duoc phan loai chinh xac 1a cac request
tan céng

e True negative (TN): cac request hop I¢ dugc phén loai chinh xac la cac request
hop I¢

e False positive (FP): cac request hop Ié¢ ma duogc phén loai khéng chinh xac la
C4cC request tan cong

e False negative (FN): C4c request tan cong duoc phan loai khong chinh xac 1a
cac request hop lé.

Confusion matrix c6 dang bang, trong d6 hang ctia ma tran thé hién céc 16p thuc
té, con cot thé hién cac 16p duoc du doan bai md hinh.

Théng qua confusion matrix, chiing ta c6 thé tinh toan cac chi sé danh gia hiéu suat
nhu d6 chinh xac (accuracy), do chinh xac cua tung 16p (precision), d6 phu (recall), F1-
score, va nhic¢u metric khac dé danh gia hiéu suat cua mét mo hinh phan loai.
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Tir cac gia tri TP, TN, FP, FN, ta cd thé tinh toan mot s6 do do hiéu qua caa mo
hinh phén loai nhu sau:

Chi s6 Precision dugc xac dinh bang sb request tan cong duoc phan loai chinh xéac
la tan cOng chia cho tong cua so request dugc phan loai chinh xac va so request hop 1€
duoc phéan loai la cac request tan cong.

TP
P+FP

Precision = : * 100%

Recall dai dién cho sb request tin cong duoc phan loai chinh xac chia cho téng cua
SO request tan cong dugc phan loai chinh x&c va so6 request hop 1€ dugc phén loai la
hop Ié€.
TP
P+FN

Recall = : * 100%

F1-score cung cap danh gia tong thé vé hiéu suat cua mé hinh. Céng thic tinh F1-
score nhu sau:

Fl-score = 2 * Precision*Recall +100%

Precision+Recall

Chi s loss 1a mot phép do danh gia su khac biét gitra gia tri du doan cua mé hinh

va gia trj thuc té trong dix liéu huan luyén.

Ngoai ra tap dir liéu diung dé validation str dung cac gia tri val_recall, val_loss,

val_precision dé danh gia hiéu qua.

2.3 Két chwong

Chuong hai di trinh bay cac khai niém co ban vé hoc may, hoc sau va mé hinh phat
hién tan cong tng dung web duya trén hoc sau. Cac ly thuyét va chi s6 danh gia hiéu
qua s& dugc van dung dé xay dung va danh gia mé hinh phat hién tin cong ng dung

web trong chuong tiép theo.
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CHUONG3 THU NGHIEM VA PANH GIA
Trong chuong 3, md hinh phat hién tin cdng web str dung hoc sau CNN s& dugc
cai dat va thir nghiém dé dwa ra cac két qua ciia mo hinh hoc sau. Cac phép tinh toan
s& chi ra wu nhuoc diém ciia mé hinh, tir d6 c6 huéng di md rong bai toan trong twong
lai.
3.1 Tap dir liéu thir nghiém
Tap dit liéu st dung trong d& &n gdm 35.000 request duoc tong hop tir cc ngudn
dir liéu gom: HttpParams Dataset [14], CSIC 2010 [13]. Trong s6 nay c6 22.870
request dugc xac dinh 12 hop 18 dai dién cho cac request khong cé dau hiéu caa hanh
Vi tAn cong va duoc gan nhdn "norm”. Phan con lai cua tap di liéu, 12.130 request
con lai dugc phéan loai thanh ba nhan:
e Nhian "sqgli": Bao gom 8212 request, dai dién cho cac tin cong nham khai
thac 16 hong SQL Injection.
e Nhan "xss": Gom 2224 request, twong (g V4i cac tan cong véi muc tiéu
chén ma JavaScript doc hai vao céc trang web.
e Nhian "path-traversal": Bao gom 1693 request, dai dién cho cac tan cong
khai thac 16 hong Path Traversal, noi ké tin cong cb gang truy cap cac tép

va thu muc nam ngoai pham vi quy dinh.

payload label
8281 norm
7497 norm
mckenney norm
poma gozalbo norm
loti@ajuntamentbarcelona2-0.is norm
¢/ huertas altas, 114 norm
sequera de haza, la norm
8.76E+15 norm
kindra norm
josias norm
fonoll zurko norm
07408152] norm
c/ aira de villaescusa 199, 1f norm

Hinh 3- 1 Mgt s6 payload dwoc gan nhin “norm”
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request label
file:/etc/passwd path-traversal
........................ etcpasswd path-traversal
Sl et/ passwed path-traversal
oAl et passwed path-traversal
1) where 9371=5371 union all select null,null,null,null,null,null,null-- sqli

1") where 2388=2388 union all select null,null,null,null,null,null,null,null,null-- sqgli
<svg=<script=alert{/1/)</script> x5S
</script=<script>alert(1)</script> X55

="<img sre=&{document.cookie=true;};> XSS

>"<img sre="mocha:document.cookie=true;"> XSS

="<img src="livescript:document.cookie=true;"> XS5

Hinh 3- 2 Mt s6 payload tin cong dwge gan nhin “sqli”, “xss”, “path-traversal”

Tap dit liéu s€ dugc chia thanh hai tap dir liéu con la tap Train va tap Validation,
trong d6 c¢6 75% dir liéu st dung cho tap Train va 25% dir liéu dugc st dung cho tap
Validation.

3.2 Tién xir ly dix liéu

Pé c0 thé dua cac payload vao mé hinh hoc sdu CNN, cac payload can duoc thyc
hién tokenization. Bén canh d6, cac payload c6 do dai khac nhau vi vay can phai
padding dé c6 thé théng nhat do dai cua cac payload.

Cong cu Tokenizer tir thu vién keras.preprocessing.text dugc sir dung dé thuc
hién tokenization.

Khi qua trinh tokenization dugc thuc hién, mdi ky tu s& duoc anh xa vao mét sb
nguyén dura trén tir dién duoc tao ra boi Tokenizer. Cu thé, mdi ky tu s& duoc gan mot

s6 nguyén duy nhat dua trén vi tri caa nd trong tir dién.

Hinh 3- 3 Tir dién dwoc xay dung tir tap dir liéu huan luyén.
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Sau qua trinh tokenization, mdi chudi ky tu dugc biéu dién dudi dang mot chudi
cac s nguyén, trong d6 mdi s6 nguyén dai dién cho mot ky tu trong chudi ban dau.

Cac chudi sé nguyén nay c6 thé duogc sir dung 1am dau vao cho md hinh dé phan loai.

3]
@
2]
3]
]
2]
3]
]
2]
3]
]
2]
3]
]
2]
3]
]
2]
3]
]
2]
3]
]
2]
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=

Hinh 3- 4 Vi du payload dwoc vector hda
3.3 Huin luyén va kiém tra
3.3.1 Moi trwong thar nghié¢m

Maoi trueong thir nghiém dugc mo ta trong bang dudi day:

Bdng 3- 1 Méi trwong thir nghigm md hinh hec sau CNN phét hién tén cong web

Thoéng so M0 ta
CPU 11th Gen Intel(R) Core(TM) i5-1135G7 @ 2.40GHz
RAM 16.0 GB
Hé diéu hanh Windows 11 64GB
Platform Visual Studio Code
Ngon ngtr lap trinh Python 3.10.0

3.3.2 K&t qua va nhan xét

Qua trinh huan luyén dir liéu s& sir dung 6 vong lap.



g\Python\Pythan31@\site-packages\keras\src\u

ms/step - loss:

I

I
loss
1os
I

I

40

ils\tf_utils.py:492: The name

tf.ragged.RaggedTensorvalue is deprecated

Hinh 3- 5 Qua trinh huén luyén dir liéu

Céc chi s6 danh gia hiéu qua md hinh phat hién tin cong wng dung web dya trén

CNN dugc thé hién trong bang dudi day.

Bang 3- 2 Két qua thir nghiém véi md hinh hec sdu CNN

Chi
, Val Val
so | Loss Val | 5 cision - Recall F1 | ValF1
. loss precision recall
Lan lap
1 0.0747 | 0.1139 | 0.9057 0.8513 | 0.8649 | 0.8181 | .8848 | 0.8343
2 0.0043 | 0.0575 | 0.9955 | 0.9339 | 0.9950 | 0.9312 | (9952 | 0.9325
3 0.0018 | 0.0417 | 0.9980 | 0.9393 | 0.9980 | 0.9378 | 09980 | 0.9385
4 0.0011 | 0.0509 | 0.9989 | 0.9379 | 0.9989 | 0.9366 | 9989 | 0.9372
5 0.0007 | 0.0569 | 0.9994 | 0.9387 | 0.9994 | 0.9384 | 09994 | 0.9385
6 0.0005 | 0.0504 | 0.9996 | 0.9416 | 0.9996 | 0.9402 | 9996 | 0.9408

Sau 6 vong lap huan luyén véi tap dit liéu dau vao, mé hinh CNN dat duoc d6 do

F1 cao nhat & vong lap cudi cing 1a 99.96%.

Thong qua céc chi s6 danh gia két qua cho thay, md hinh phét hién tan céng wng

dung web sur dung hoc sau CNN dat duoc d6 chinh xac cao. Tap dit liéu duoc sir dung

huan luyén trong mé hinh gom cac request chira cac nhan hop 18 hoic céc nhan kiéu

tan céng tng dung web, md hinh di dat duge d6 do F1 cao trén tap dit liéu thir nghiém.

Pay 1a minh chiing cho thay tng dung cia ki thuat hoc sau, cu thé 12 CNN trong viéc

phét hién tin cong tng dung web.
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Tiép theo, ching ta s& so sanh két qua nay véi hiéu suat cia phuong phap hoc

may truyén théng dé c6 goc nhin tong quan vé hai phwong phép.

Bang 3- 3 So sanh hiéu suat phat hién tin céng web dwa trén CNN trong dé an

va dwa trén hoc may truyén théng trong [3]

Thuat toan Precision Recall F1-score
SVM véi mé hinh TF-IDF 0.98 0.978 0.978
SVM véi md hinh Bow 0.99 0.978 0.984
Decision Tree véi m6 hinh Bow 0.974 0.982 0.978
Decision Tree vd1 mo hinh TF-IDF 0.968 0.974 0.97
Hoc siu CNN trong dé an 0.9996 0.9996 0.9996

Thong qua bang 3-3, két qua cho thay céc thuat toan hoc méy ciing dat duoc hiéu
suat cao trong viéc phat hién tn cong tng dung web. Tuy nhién, diém déng chi y 1a
trong hoc sau, dac biét 1a mé hinh CNN, di thé hién su 4n tuong vai kha ning t dong
hoc va trich xuat dic trung tir dir liéu ma khdng can budc trich xuat dic trung doc 1ap.
Trong khi d6, hoc may thudng doi hoi mot qué trinh trich xuat dic trung riéng biét tir
dir liéu ban dau. Su khac biét nay thuc day su quan tim ngay cang ting trong Viéc
nghién ciru va ang dung cia hoc sau trong viéc phat hién va ngan chin cac cudc tan
cbng vao tng dung web.

3.4 Cai dit thir nghiém mé dun phat hién tin cong wng dung web

3.4.1 M0 hinh phat hi¢n tdn cong iing dung web

M6 hinh phét hién tan cong tng dung web duoc md ta nhu hinh sau:
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Output
O M& dun phat hién i
3 Tién xir Iy R
Request can Y Phan loai Hop 1&
kiémtra [ Tokenization, Padding [ '
Tén cong
4

Hinh 3- 6 So' @ md hinh phat hién tan cong wng dung web

Hinh 3-6 md ta so & m6 hinh phat hién tin cong tng dung web dua trén hoc sau
CNN. v&i md hinh nay, request can kiém tra s& duoc tién xir 1y dé co do dai phi hop
va vector hoa cho dau vao cia mo dun phat hién. M6 dun phat hién sé thuc hién du
doan dé dua ra két qua 1a request tan cong theo 16 hong nao hay hop 18. Dua trén két
qua du doan, request cé thé bi chan hoac tiép tuc dugc xtr Iy dé phan hoi lai cho nguoi
dung.

3.4.2 Tich hgp mé hinh xa ly vao ing dung web

Sau khi duoc xay dung, md hinh s& dugc tich hop vao tng dung web dé phat hién
tan cong tng dung web. Ung dung web vé quan ly tai khoan khach hang dugc xay
dung trén nén tang Django Framework.

Django 12 mot framework 14p trinh web bac cao rat phé bién va day du tinh ning.
NG cho phép phat trién nhanh chong cac website va téi wu hoa viéc bao tri ching.
Puoc xay dung bai cac ki su giau kinh nghiém, Django gilp giai quyét nhiéu van dé
trong viéc phat trién web, tir d6 c6 thé tap trung vao cong viéc viét tng dung.

Django Python stir dung mé hinh MVT (Model-View-Template) thay vi md hinh
MVC (Model-View-Controller). Pay 1a mot mé hinh bao gébm ma HTML véi Django
Template Language.

e Model (M) la I6p c6 chirc nang truy cap va luu trir dix liéu: Tur cach thac truy

cap, phuong thtc dir liéu, cho dén mdi quan hé céc dix liéu.
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e View (V) la 16p chura cac logic, gidp truy cap dit liéu qua Model va truyén
dén Template twong (ng.

e Template (T) Ia 16p hién thi. N6 luu trit nhitng gi lién quan dén viéc hién thi
dir liéu trén web hodc céc nén tang khac.

Céc ung dung web Django thuong nhom méa xur ly cho ting budc nay vao cac tép

riéng biét:

HTTP request — ] HTTP request

Y

models.py |¢—— fsi?ﬂl_‘;iét > views.py ———» HTTPresponse
i ligu

1

Template.html

Hinh 3- 7 Co ché hoat déng ciia Django

e URLs: Mic du c6 thé xu 1y cac yéu cau tir moi URL théng qua mot ham duy
nhat, nhung viéc viét mot ham xem (view) riéng dé xa Iy mdi tai nguyén I
cach quan ly t6i uvu hon. Mot bo URL duoc sir dung dé dinh hudng céc yéu cau
HTTP dén chirc ning view thich hop dua trén URL yéu cau. Bo URL ciing co
thé phd hop véi mot chudi ky tu hoic sé cu thé ¢6 trong URL va chuyén ching
dén mot view dudng dang dir liéu.

e View: Mot ham xem (view) 1a mot ham xir 1y yéu cau. View nhan yéu cau
HTTP va tra vé phan hoi HTTP. Ham view truy cap dir liéu can thiét dé dap
{rng cac yéu cau thdng qua cac md hinh (model) va cung cap dix liéu tra vé cho
cac mau (template).

e Model: M6 hinh (model) 14 céc class trong Python dung dé tao c4c cau trdc dir
liéu cua (ng dung va cung cap cac phuong phap dé quan ly (thém, sira, x6a) va

truy cap vao co so dir ligu.
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e Template: Mau (template) 1a mot file giup dinh dang ciu tric hoic layout cua
file (vi du mot trang HTML) v&i cac vi tri 6 da duoc chi dinh dé trinh bay mot
noi dung cu thé. Mot ham view c6 thé ty dong tao mot trang HTML béng cach
su dung HTML template véi dit liéu duoc thém vao tir model. Mot template co
thé str dung dé tao ra mot cau trdc cho bat ky loai file nao (khdng chi HTML).

Mo dun phat hién tin c6ng (ng dung web s& duoc tich hop vao cac chirc ning

dang ky tai khoan, dang nhap, tim kiém nguoi dung. Py 14 cac chirc ning nhay cam
va la muc tiéu thuong xuyén cua cac tin tac. Sau khi dwoc tich hop, tng dung web co
thé phat hién va ngin chan kip thoi cac request tan cong.

Ung dung web c6 cau triic nhu hinh duéi day:

Hinh 3- 8 Cu truc wng dung web
3.4.3 Mgt sé két qua
Kich ban thtr nghiém:
e Ngudi ding truy cap tng dung dé dang ky tai khoan vai cac théng tin ca nhan.

Sau khi dang ky tai khoan nguoi dung sé dang nhap chirc nang quan 1y nguoi
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dung theo tai khoan da dang ky. Chirc nang quan ly cho phép truy cap théng
tin c& nhan cua ngudi ding va tim kiém nguoi ding theo username.

e Tat ca chirc ning s& duoc tich hgp mé hinh phat hién tan cong @ng dung web
dé c6 thé phét hién tan cdng néu request chira payload khai thac 16 hong SQL
Injection, Cross-site Scriptting va Path-Traversal. Pay déu la cac 15 hong phé
bién va da duoc dé cap ¢ chuong dau tién cua dé an.

Tha nghiém mot s6 mau véi ca request tan céng va request hop 18.
- Mot sé mau thir hop 18: khoaln, admin_union_select, script_alert, etcpwd, user123
- M6 s6 mau tha tin  cong: admin' or 1=1-- - [SQLIi],
admin'><script>alert(1)</script> [XSS], test' union select 1,2,3-- -[SQLI],

.[.[..Jetc/passwd [Path Traversal], <script>alert(document.domain)</script>

[XSS]

Két qua thir nghiém cac mau tha cho két qua du doan dung 10/10 mau, két qua

cu thé nhu sau:

/ Tim kiém

Nhap username:

username || Tim kiém |

Danh sach két qua tim kiém
Username  Tén Email Chi tiét

khoaln Lé Ngoc Khoa  lengockhoa03101998@gmail.com

TUr khoa tim kigm: khoaln

DU liéu tim kiém hop 1é.

Hinh 3- 9 Mau thir “khoaln” cho két qua hop 1é
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Trang chu / Tim kiém

Nhap username:

username H Tim ki€m |

TU khéa tim ki€m: admin_union_select
Khéng tim thdy ngudi dung nao.

D liéu tim kiém hop |é.

Hinh 3- 10 Miu thir “admin_union_select”
cho ket qua hop I€

Dang Nhap Hé Théng Quan
Ly Khach Hang Q)

Hé thang quan Iy khach hang - D& an PTIT @ o L~
@ ‘o =%
=516
2CUSTOMER

%o SERVICE 1]
I @@[1@5'9,6?3

S ]8R
Sai username hodc mat khau. Vui long \_ J o=
thir lai })

Dt liéu HOP LE

Hinh 3- 11 MAu thir “user123” cho két qua hop I¢

Trang chu / Tim kiém

Nhap username:

username || Tim kiém |

Tl khoa tim kiém: etcpass
Khong tim thay nguai dung nao.

D liéu tim kiém hop Ié.

Hinh 3- 12 Miu thir “etcpass” cho két qua hop 1é
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Trang chu / Tim kiém

Nhap username:

username H Tim kiém |

Tir khoa tim kiém: script_alert
Khong tim thdy nguoi dung nao.

D{ liéu tim kiém hop lé.

Hinh 3- 13 Miu thir “script_alert” cho két qua hop 18

SQ@p
— *@ @ @ =2 P\j
admin’ or 1=1-- CJP Eore
oo Y
= LCUSTOMER B
e E"QERVICE@
Remember me @ @ DC]/ ?E/,;.Tg
D{r liéu dang nhap chira ma khai @E @ J%.—
- dnals

thac 16 hdng SQL Injection. Vui
long thir lai.

Hinh 3- 14 M4u thir “admin’ or 1=1-- - cho két qua
SQL Injection

Déang Nhap Hé Thong Quan
Ly Khach Hang

Heé théing qudn I khéich hang - D@ én PTIT, @ i
Usemame i\( @ @

w‘ 7O .
e -.CUSTOMER .
EErTE— =oSERVICE

’ UE LS %
Dir lieu dang nhap chira ma khai @Ej @ E%&‘-

thac 16 hdng XSS. Vui long thir > %
lai. &

f v o

Hinh 3- 15 MAu thir “admin'><script>alert(1)</script>”
cho ket qua XSS
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/ Tim kiém

MNhap username:

username || Tim kié’ml

Tu khoa tim kiém: test&#x27; union select 1,2,3— -
D{ liéu tim ki€m chira ma khai thac 16 héng
SQL Injection. Vui long thtr lai.

Hinh 3- 16 Mau :[hfr “test' union select 1,2,3-- -
cho ket qua SQL Injection

J/ Tim kiém

Nhap username:

username H Tim kiém |

TUr khéa tim kiém: ../../../etc/passwd
D{r liéu tim ki€ém chira ma khai thac 16 héng
Path Traversal. Vui long th lai.

Hinh 3- 17 Mau thir “../../../etc/passwd” cho két qua Path

Traversal
/ Tim kiém

Nhap username:

username H Tim kiém |

TUr khoa tim kiém:
&lt;script&gt;alert(document.domain)&lt;/script&gt;

D{r liéu tim ki€m chira mé khai thac 16 hdng
XSS. Vui long thur lai.

Hinh 3- 18 Mdu ths “<script>alert(document.domain)</script>"
cho ket qua XSS
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3.5 Két chwong

Chuong 3 trinh bay tap dit liéu thir nghiém, cai dat va danh gia hiéu qua mé hinh
phat hién tan cong wng dung web st dung hoc sdu CNN. Két qua thir nghiém cung
cap thém thong tin vé kha nang phat hién tan cong ciia mé hinh. Ngoai ra, cac request
hop 18 va tan cong dugc thir nghiém trong ang dung web thyc té khi tich hop md hinh.
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KET LUAN
Két qua dat dwoc:

Dé an gigi thiéu vé tng dung web, cac 16 hdng tin cong tng dung web, céc
phuong phap phat hién tin cong tng dung web. Bén canh dé dé an ciing cung cip
kién thic co ban vé hoc may, hoc sau va mot sé thuat toan hoc sau.

Pé &n trinh bay vé md hinh CNN va ung dung cia n6 trong phuong phap phat
hién tan cong tng dung web. Tién xu |y tap dix liéu 16n 1 cac request va huan luyén
dé c6 dugc md hinh hoan chinh. Két qua thir nghiém danh gia cho thdy md hinh c6
thé dat duoc do chinh xac cao voi do do F1 1a 99.96%. Bé &n xay dung mot tng dung
web véi v twong quan Iy tai khoan khach hang dé nhan dién cac 16 hong dua trén md
hinh hoc sau CNN.

Hwéng phét trién trong twong lai:

Phat trién tap dit liéu thir nghiém: dit liéu s& dugc bd sung thém nhiéu kiéu tan
cdng vai cac 16 hong bao mat c6 muac d6 nguy hiém cao, dit liéu dugc thém tir nhiéu
ngudn hon.

Nhan dién ma khai thac khong chi dung lai ¢ trén url va body cua request ma con
nhan dién trén ca cac truong cua header. Ung dung web s& dugc bao vé toan dién hon.

Két hop véi cac mo hinh hoc sau khac: Mo hinh CNN da dat dugc hiéu qua tot
trong dé &n, tuy nhién cac md hinh khac c6 thé dugc nghién ctru dé két hop voi md
hinh CNN dé dat duogc hiéu qua tét hon nira. Vi du: Két hop CNN véi LSTM, RNN

c6 kha nang cai thién hiéu suat md hinh.
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