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MO DAU
1. Tinh cép thiét cia dé tai

Ung dung web hay web application, web app 1a mot trinh tmg dung ma c6 thé
tiép can qua web thong qua mang nhu Internet hay intranet. Web Application thudng
duogc luu trit trén mot may chi tir xa va ngudi ding c6 thé truy cap né thong qua viée
stt dung Phan mém duoc goi 14 trinh duyét web. Cac Web Application c6 thé duoc
thiét ké cho nhiéu muc dich str dung khac nhau va co thé dugc sir dung boi bat ky ai,
mét td chirc hodc mot ca nhan.

Trén nén tang internet, cac ung dung web dang chiém ty 18 khong hé nho. Céc
g4 khong 16 cong nghé (Google, Facebook, Amazon...) déu c6 nhitng tmg dung web
v6i s6 luong 1én t6i hang ti ngudi dung. Chinh vi vy ma yéu t6 bao mat va phong
chdng tin cong ing dung web trd nén quan trong hon bao gid hét.

Tan cong tmg dung web c6 thé giy ra nhiéu hau qua nghiém trong ddi véi ca
nguoi ding, to chire va cac du an truc tuyén. Dudi day 1a mot s6 hdu qua quan trong
cua tin coéng tng dung web:

«  Mat thong tin ca nhan

«  Tiét 16 thong tin doanh nghiép

« Tén cong tu chéi dich vu (Denial of Service - DoS)

«  Xam nhap trai phép hé thong

«  Maét lgi nhugn

*  Su can thi¢p phép ly

Phat trién ma doc

Do céc cudc tin cong web c6 thé dan dén nhing hau qua ning né cho céc ca
nhan, t6 chirc nén viéc nghién ctru phuong phéap hiéu qua cho phat hién tin céng tng
dung web la rt can thiét. Mac du d3 c6 mot sd dé xuit va cong cu phat hi¢n tAn cong
ung dung web, viéc nghién clru nham nang cao d¢ chinh xéac phat hién, canh béo,
ngin chin sai vin can dugc tiép tuc trién khai. Hon nita cac phuong phap hoc may
va dac biét 1a hoc sau da va dang duogc ing dung hi¢u qua trong giai quyét cac bai

toan thyc tién cta linh vuc khoa hoc may tinh cling nhu an toan thong tin. Pay ciing



13 muc tiéu cua dé an nay, véi dé tai “Nghién ctru phuong phap phat hién tin cong

Web dua trén hoc sau™.

2. Téng quan vain dé cin nghién ciru

Hién nay, tinh trang tan cong tng dung web dang xdy ra ngay cang nhiéu, dic
biét 1a ddi voi cac co s6 trong yéu, khdi ngan hang, tai chinh va cac doanh nghiép
16n. Thach thirc d6 dat ra 1a can phai thyc hién cac phuong phép bao mat ing dung
web. Dé bao vé ung dung web khoi cac cude tan cong, can phai trién khai mot loat
céc bién phap phat hién tan cong web hiéu qua. Hién tai c6 nhiéu phuong phap, giai
phap duogc tmg dung dé phat hién cic cudc tAn cong web nhu hé théng phat hién xam
nhap (IDS), phat hién dya trén chit ky, dya trén hanh vi, sit dung tuwong Itra rng dung
web (WAF), phén tich dit liéu luu lwong mang (theo ddi bat thuong, cha dong phong
chéng DOS), sir dung cac tap rule (xdy dung dua trén cac mau tdn cong da biét), giam
sat hé théng va dya trén cac k¥ thuat hoc may, hoc sau.

Gan day, cac giai phap phat hién tin cong (mg dung web sir dung céc k¥ thuat
théng k&, hoc may, hoc sau duogc trién khai va ap dung tuong doi rong rai, cho két
qua kha quan. Theo d6 cac k¥ thuat théng ké, hoc may, hoc sau dugc str dung dé xay
dung mo hinh phan loai cac loai tin cong tir tap dit liéu gdm céc request binh thudng
cac cac request chira cac ma khai thac da biét. Nho sé luong request thu thap 16n va
phuong phap xtr 1 hiéu qua, viéc phat hién cac cudc tan cong tng dung web dya trén
ky thuat théng ké, hoc may, hoc sau cho dd chinh xé&c cao va ty I¢ canh béo sai thép.

Theo hudng str dung hoc may hoc xau dé xay dung mé hinh phat hién tan cong
c6 thé liét ké mot sé dé xuat, nhu nhom tac gia Tikam Alma va Manik Lal Das dé
xudt phuong phap phat hién hién tin cong Gmg dung web sir dung hoc sau trén co so
mang no ron LSTM (Long Short Term Memory) va cung cap dau véo theo thu ty [3].
Két qua thir nghiém cho thiy do chinh xac rat cao véi ti 18 0.9968. Prasanna Kottapalle
dé xuat mo6 hinh két hop CNN-LSTM cho IDS trén tap dit liéu KDD99 ciing dat duoc
d6 chinh x4c cao (99.78%), mot sb thir nghiém v&i cac mo hinh khac nhu SVM
(98.20%), DBN (98.59%) CNN* (99.23%) [4]. Ngoai ra tac gia Abdu Salam cung

cong su dé xuat mo hinh phat hién tan cong ing dung web st dung hoc sau trén co



s6 mang no ron CNN, két qua dat dugc cling rat tich cuc véi ti 18 chinh xac 94% va
ti 1¢ phan loai cac 16 hong ciing & muc cao (DDOS — 91%, SQL Injection —90%, XSS
—92%) [5].

Pé an nay dé xut sir dung cac phuong phap hoc sau, gdm CNN dé xay dung
mo hinh phat hién tin coéng tmg dung web. Uu diém cua cac phuong phap hoc sau 1a

giam thiéu viéc trich xuat chon dic trung va kha ning xt 1y cc tap dit lidu 1on.

3. Muc dich nghién ciru
Pé an nghién ciru, khao sat cac phuong phap phat hién tan cong ing dung web
va tap trung cai dat, thir nghiém va danh gia mo hinh phat hién tin cong web dua trén
hoc sau.
4. P6i twong va pham vi nghién ciru
e D6i trong nghién ciru: Céc request binh thudng va request chira payload
tan cong, cac phuong phap hoc may va hoc siu

e Pham vi nghién ctru: Gi6i han cac request vai hai method GET va POST.

5. Noi dung
Chuong 1: Céac phuong phap tin cong tng dung web va cach phong chéng
1.1 Toéng quan vé tng dung web
o Ung dung web 1a gi?
e MO0 hinh client — server cua ung dung web
e Giao thue HTTP/HTTPS
1.2 Cac L hong, rai do bao mat tmg dung web
e L) hdng bao mat tng dung web 1a gi?
e Khai niém unstrusted data, unsafe method.
e Top 10 rii do/156 hong OWASP
e Mot s6 16 hong bao mat Web pho bién
1.3 Céac giai phap bao vé va phong chéng tin cong ing dung web
e Trién khai cac giai phap bao mat bao vé tmg dung web

e Céu hinh, cip nhat phién ban tng dung dinh ky



e Khéng tin tuéng dir liéu do ngudi dung cung cip
e Phong thu theo chiéu sau
Chuong 2: Phét hién tan cong web sir dung hoc sau
2.1 Khai quat vé hoc may va hoc sau
e Khai quét vé hoc may
e Khai quat vé hoc siu
e Mot s6 phuong phap hoc sau
2.2 Phat hién tin cong tng dung web dura trén hoc sau CNN
e MO hinh phat hién tan cong tng dung web sir dung hoc sau CNN
e (Ciac giai doan xu ly
e Tiéu chuin d4nh gia mo hinh
2.3 Két chuong
Chuong 3: Thir nghiém va danh gia
3.1 Tap dit li¢u thir nghiém.
3.2 Tién xtr ly dir liéu
3.3 Huin luyén va kiém tra
e  Moi truong thir nghiém
e Két qua va nhan xét
3.4 Cai dit tho nghiém mé dun phat hién tdn cong tng dung web
3.5 Két chuong

Két luan



CHUONG 1: CAC PHUONG PHAP TAN CONG UNG DUNG WEB
VA CACH PHONG CHONG

1.1  Toéng quan vé ing dung web
1.1.1 Ung dung web la gi?

Ngay nay, v6i xu huéng phat trién manh mé cta cong nghé s cac co quan to
chte, doanh nghiép ting cuong truyén thong quang ba hinh anh trén khong gian
mang. Ung dung web ndi 1én nhu mét phuong thire duoc st dung pho bién gitp cho

viéc tiép can ngudi dung, khach hang dé dang hon.
1.1.2 MO hinh client — server cua trng dung web

Trong mé hinh, server dugc hiéu nhu web server- may chi web. May cha web
1a thanh phén c6t 161 dé website hoat dong, bao gdm cac thanh phan con nhu co s&
dir li€u, cac doan ma, tap I¢énh va mot sb thanh phén khac. May chu web s€ co vai tro
phan tich va xir 1y yéu cau cua client, dong thdi phan phdi noi dung dén client théng
qua cac phuong thuc nhu HTTP (Hypertext Transfer Protocol) hodc phuong thuc
truyén file nhu FTP (File Transfer Protocol).
1.1.3 Giao thtc HTTP/HTTPS

HTTP la tir viét tit ctia Hyper Text Transfer Protocol nghia 13 Giao thirc
Truyén tai Siéu Vin Béan hoat dong theo kiéu yéu cau - phan hdi. Py 1a nén tang cia
bat ky su trao d6i dir lidu nao trén cac tmg dung Web va ciing 1a giao thic duge sir
dung trong giao tiép giita may khach (client) va mdy chi (server). Theo d6, miy
khach (client) tao ra mot yéu cau (HTTP request) va giri ndé dén may cha HTTP &
cong biét truge (Well-known port).

1.2 Cac 16 hong bao mit trong ing dung web
1.2.1 L hdng bao mat tmg dung web la gi?

L6 hong bao mat ing dung web 1a cac diém yéu bao mat ctia mot tng dung
web ma c6 thé bi tin dung dé de doa tinh toan ven, quyén riéng tu, hodc kha ning sin

sang cua hé thdng. Cac 16 hong nay c6 thé dan dén viéc mat thong tin nhay cam, that



bai trong vi¢c duy tri tinh kha dung cua dich vu, hoac bi tan cong bdi cac tin tac hodc
ké tan cong khéc.

1.2.2 Top 10 16 hong, rai ro theo OWASP

OWASP Top 10 12 mot béo céo dugc cap nhat thuong xuyén vé cic nguy co
bao mat d6i v6i bao mat tng dung web, tip trung vao 10 rui ro/l6 hong quan trong
nhat. Bao cdo dugc tong hop bdi mot nhom cac chuyén gia bao mat tir khap noi trén
thé gioi.

1.2.3 Mot s6 16 hong bao mat Web pho bién
e SQL injection
e Cross-Site Scripting (XSS)
e Cross-site request forgery
e Path Traversal
e File Inclusion

1.3 Phwong phap phat hién va phong chong tin cong wng dung web

Bao mat ctua ung dung web dat trong tim vao ba 16p quan trong: Bao mat
Mang, Bdo mat May chu, va Bao mat Ung dung.

Két luan chwong 1

Chuong 1 d3 trinh bay khai quat vé ing dung web, giao thac HTTP/HTTPS,
céc rti ro, 16 hong bao mat trong top 10 OWASP, mot s6 16 hong tan cong ung dung
web pho bién. Bén canh d6, chuong 1 con néu cac phuwong phap, giai phap va mo
hinh phong thu chiéu su trong phong chdng tan cong Gmg dung web.

Chuong 2 s& gi6i thiéu vé hoc may, hoc sau va phuong phap phat hién tin

cong ung dung web dua trén mo hinh hoc sau CNN.



CHUONG 2: PHAT HIEN TAN CONG WEB SU DUNG HQC SAU
2.1. Khai quat vé hoc may va hoc sau
2.1.1. Khai quat vé hoc may

Hoc may la kha nang cua chuong trinh may tinh st dung kinh nghiém, quan
sat, hodc dir liéu trong qua khtr dé cai thién cong viéc ctia minh trong twong lai thay
vi chi thyc hién theo diing cac quy tic dd dugc 1ap trinh sdn. Ching han, may tinh c6
thé hoc cach du doan dua trén cac vi du, hay hoc céach tao ra cac hanh vi phu hop dya
trén quan sat trong qua kht.

Str dung nhitng dang kinh nghiém va dang biéu dién khac nhau din téi nhiing
dang hoc may khac nhau. C6 bén dang hoc may chinh nhu sau:

e Hoc co6 giam sat (supervised learning)

e Hoc khong giam sat (Unsupervised learning)

e Hoc ntra gidm sat (Semi supervised learning)

e Hoc tang cuong (reinforcement learning)
2.1.2 Khai quat vé hoc sau

Hoc séu 1a mot nhanh ctia hoc may hoan toan dya trén mang no ron nhan tao,
vi mang no ron s¢ bét chude bd ndo con nguoi nén hoc sau cling 1a mot loai bét chude
bd ndo con nguoi. Nhiéu mé hinh hoc sau duoc ap dung trong céc linh vuc nhu: Thi
gidc may tinh, x{r Iy ngdn ngir ty nhién, phat hién bat thudong...hoc sdu mé hinh hoa
cac mdi quan hé va khai niém phirc tap bang cach sir dung nhiéu cap d6 biéu dién.

Gioi thiéu mang no ron

Mang no-ron nhan tao (Artificial Neural Network - ANN) 1a mot hé théng tinh
toan c6 cdu tric trong tu nhu mang no-ron trong nio ngudi. Puoc thiét ké dé mo
phong cach no-ron lam viéc, ANN la mot phﬁn quan trong cua linh vyec tri tu¢ nhan
tao (Al).

Mot ANN bao gdm céc "no-ron" duoc t6 chire thanh cac 16p: 16p dau vao, 16p

an (néu co), va 16p dau ra. Mdi no-ron trong 16p duoc két ndi véi tat ca cac no-ron



trong 16p lién ké bang cac trong sb. Cac trong sb nay dugc diéu chinh trong qua trinh
huan luyén dé mé hinh c6 thé hoc tir dit lidu.
2.1.3 Mot sé phuong phap hoc sdu
e Mang no ron sau (Deep Neural Network-DNN)
e Mang no ron tich chap (Convolutional Neural Network)
2.2 Khai quat vé hoc may va hoc sau

2.2.1 G161 thiéu mo6 hinh

Tap dit ligu thir Huén luyén Phin loai
nghiém
- Xdy dyng m6 hinh Request kidm tra
Embedding

Convolutional v
T T Flatten I
! : Dense Tien xu ly
| Tokenization |}
! i
| ! l '
i padding i Husdn luyén mé hinh > Phin loai
i
! i
| Tienxirly l l—‘—‘
L i

Luu tri¥ mé hinh phin Tén céng Hop I
loa

Mo hinh phat hién tin céng timg dung web dya trén hoc sdu CNN gdm ba giai
doan chinh: Tién xt 1y dir 1i€u, giai doan huin luyén va giai doan phan loai. Dir liéu
dau vao 1a cac HTTP request dugc két hop tir cac ngudn khac nhau.

2.2.2 Céc giai doan xur ly
a. Tién xt Iy
Trong qua trinh tién xur 1y dit liéu, hai budc quan trong 1a "Tokenization"
va "Padding". Trong budc "Tokenization", dit liéu vin ban dugc chuyén do6i
thanh chudi sd duy nhét, tién 1gi cho viéc dua vao mang no-ron. Tiép theo,

trong budc "Padding", cac chudi s dugc diéu chinh do dai dé dong nhat, gitp



cho mé hinh c6 thé xir Iy chiing mét cach hiéu qua hon trong qué trinh huén
luyén va dy doan.
b. Huén luyén:

Céc budc cua giai doan huan luyén nhu sau:

e Lop Nhung (Embedding Layer):
L6p nhiing st dung dé biéu dién cac thong tin trong cac request dudi dang
cac vecto nhung c6 sb chiéu thap.

e Lop Tich Chép (Convolutional Layer):
Lép tich chap s& quét qua cac vecto nhung biéu dién cho cac HTTP request
dé trich xuét cac dac trung cuc bo.
Céac bo loc trong 16p tich chap s& hoc dugc cac mau hodc dic diém cua cac
request, gitip mo hinh nhéan biét cac ddu hiéu cia cac loai tn cong.

e Lo&p Phang Hoa (Flatten Layer):
L6p phang hoa s& chuyén doi dau ra tir 16p tich chap thanh mot vecto 1
chiéu.

e Lop Két N6i Pay Pu (Dense Layer):
Lép két ndi day du s& nhan dau vao tir 16p phang hoa va thyc hién qué
trinh phan loai, tic 1 duy doan xem mot request co chira tan cong hay
khong.

c. Phén loai:

e Dit lidu dau vao: La request ngudi ding giri 18n server.

e Xirly dir liéu, vector héa: Request s& duoc tién xir Iy voi tokenization va
padding, sau d6 dugc vector hoa dé phu hop vi mé hinh.

e Du doan va tra vé két qua: sau khi dugc vector hoa, vector nay sé duoc du
doan c6 1a mot dang tAn cong hay khong thong qua mé hinh hoc sau CNN.
Néu phat hién tan cong, mo hinh sé tra vé két qua 1 dang tan cong cu thé.

2.2.3 Tiéu chuan danh gia mé hinh
Pé danh gia dugc d6 chinh xac ctia mo hinh ta str dung mot ma tran duoc goi

la confusion matrix.
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D¢ danh gid duoc do chinh xac ctia mo hinh ta stt dung mot ma tran dugc goi

la confusion matrix.

Gid tri thuc té
Gii Positive (1) Negative (0)
tri
d Positive (1) TP FP
doan
Negative () FN ™™

Hinh 2- 1 Confusion matrix danh gia d¢ chinh xac mé hinh hgc sau

Céc chi sb trong ma tran gém co:

e True positive (TP): cac request tdn cong duoc phan loai chinh xac 1a cac
request tan cong

e True negative (TN): céc request hop 1¢ duoc phéan loai chinh xac la cac
request hop 1¢

e False positive (FP): cac request hop 1¢ ma dugc phan loai khong chinh xac
la cac request tin cong

e False negative (FN): Céc request tin cong dugc phan loai khong chinh xac
la cac request hop 1€.

Confusion matrix c6 dang bang, trong d6 hang ctia ma tran thé hién cac 16p thuc

té, con cot thé hién cac 16p duoc du doan boi mé hinh.
Thong qua confusion matrix, ching ta ¢ thé tinh toan cac chi s6 danh gia hi¢u

suat nhu do chinh xac (accuracy), do chinh xac cua ting 16p (precision), do phu
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(recall), F1-score, va nhiéu metric khac dé danh gia hiéu suit cia mot mé hinh phan
loai.
Két luan chwong 2
Chuong hai d3 trinh bay cac khai niém co ban vé hoc may, hoc siu va mé hinh
phat hién tan cong tng dung web dua trén hoc sau. Cac Iy thuyét va chi s6 danh gia
hiéu qua s& dugc van dung dé xay dung va danh gia mo hinh phat hién tan cong Gng

dung web trong chuong tiép theo.
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CHUONG 3: THU NGHIEM VA PANH GIA
3.1. Tap dir li¢u thir nghiém

Tap dir liéu sir dung trong dé 4n gdm 35.000 request dugc tong hop tir cac
ngudn dir liéu gém: HttpParams Dataset [14], CSIC 2010 [13]. Trong sb nay c6
22.870 request dugc xac dinh 1a hop 1€ dai dién cho cac request khong co dau hiéu
ctia hanh vi tan cong va dugc gan nhan "norm". Phan con lai cua tap dir ligu, 8045
request con lai dugc phan loai thanh ba nhan:

e Nhin "sqli": Bao gdbm 8212 request, dai dién cho cac tan cong nham khai
thac 16 hong SQL Injection.

e Nhan "xss": Gom 2224 request, tuong tng voi cac tan cong voi muc tidu
cheén ma JavaScript d0c hai vao cac trang web.

e Nhin "path-traversal": Bao gom 1693 request, dai dién cho céc tin cong
khai thac 16 hong Path Traversal, noi ké tin céng cb ging truy cip cdc

tép va thu myc ndm ngoai pham vi quy dinh.

payload label
8281 norm
7497 norm
mckenney norm
poma gozalbo norm
loti@ajuntamentbarcelona2-0.is norm
¢f huertas altas, 114 norm
sequera de haza, la norm
8.76E+15 norm
kindra norm
josias norm
fonoll zurko norm
07408152] norm
¢/ aira de villaescusa 199, 1f norm

Honh 3. 1 Mot sO payload dubc gon nhén “norm”
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request label
file:/etc/passwd path-traversal
........................ etcpasswd path-traversal
el et/ passwed path-traversal
Jod ool S et/ passwed path-traversal
1) where 9371=9371 union all select null,null,null,null,null,null, null-- sqli

1") where 2388=2388 union all select null,null,null,null,null,null,null,nullnull-- sqli
<svgz<scriptzalert{/1/)</script= XS5
</script=<script=alert(1)</script> X55

="<img src=&{document.cookie=true;};> XS5

="<img src="mocha:document.cookie=true;"» XS5

="<img sre="livescript:document.cookie=true;"> X55

Honh 3. 2 Mt sO payload tan cung dubc gon nhon “sqli”, “xss”,
“path-traversal”

Tap dir liéu s€ dugc chia thanh hai tdp ditr li€u con la tdp Train va tap
Validation, trong doé c6 75% dir liéu st dung cho tap Train va 25% dir li¢u dugc su
dung cho tap Validation.

3.2. Tién xir Iy dit liéu

Pé c6 thé dua cac payload vao md hinh hoc sau CNN, cac payload can dugc
thuc hién tokenization. Bén canh d6, cac payload c6 do dai khac nhau vi vdy can phai
padding dé c6 thé théng nhat do dai cua cac payload.

Cong cu Tokenizer tir thu vién keras.preprocessing.text duogc sir dung dé thuc
hién tokenization.

Khi qua trinh tokenization dugc thuc hién, mdi ky tu s& duoc anh xa vao mot
sb nguyén dya trén tu dién duoc tao ra boi Tokenizer. Cu thé, mdi ky tu s€ duoc gan

mot s6 nguyén duy nhat dya trén vi tri cia nd trong tir dién.

Hinh 3. 3 Tir dién dwgc xay dung tir tip dir liéu huin luyén.
Sau qué trinh tokenization, mdi chudi ky tu duoc biéu dién dudi dang mot

chudi cac s6 nguyén, trong dé moi s6 nguyén dai di¢n cho mot ky tu trong chudi ban
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dau. Cac chudi s6 nguyén nay c6 thé duoc st dung lam dau vao cho mé hinh dé phan

loai.

3.3 Huan luyén va kiém tra

Qua trinh hudn luyén dit liéu s& sir dung 6 vong lap.

Céc chi sd danh gia hiéu qua mo hinh phat hién tan cong ung dung web dua

trén CNN duoc thé hién trong bang dudi day.

Bang 3- 1 Két qua thir nghiém véi mé hinh hoc siu CNN

Chi
0 Loss val Precision val Recall val F1 Val F1
Lan loss precision recall
lap
1 0.0747 | 0.1139 | 0.9057 0.8513 0.8649 |0.8181 |0.8848 |0.8343
2 0.0043 | 0.0575 | 0.9955 0.9339 0.9950 |0.9312 | 0.9952 | 0.9325
3 0.0018 | 0.0417 | 0.9980 0.9393 0.9980 |0.9378 |0.9980 |0.9385
4 0.0011 | 0.0509 | 0.9989 0.9379 0.9989 |0.9366 | 0.9989 | 0.9372
5 0.0007 | 0.0569 | 0.9994 0.9387 0.9994 |0.9384 |0.9994 |0.9385
6 0.0005 | 0.0504 | 0.9996 0.9416 0.9996 |0.9402 | 0.9996 | 0.9408

Sau 6 vong lap huan luyén véi tap dit liéu dau vao, mo hinh CNN dat duoc

d6 do F1 cao nhit & vong lap cudi cung 13 99.96%.

Thong qua cac chi s6 danh gia két qua cho thiy, mo hinh phét hién tin cong

ung dung web sir dung hoc sdu CNN dat dugc do chinh xéc cao. Tap dir liéu dugc su

dung huan luyén trong mo6 hinh gom cac request chira cac nhan hop I¢ hoac céc nhan

kiéu tn cong ung dung web, mo hinh da dat dugc do do F1 cao trén tap dir licu th

nghi¢m. Pay 1a minh chiing cho théy ung dung cua k¥ thuat hoc sau, cu thé 1a CNN

trong viéc phat hién tin cong ing dung web.

3.4Cai dit thir nghiém mé dun phat hién tin cong ing dung web

3.4.1 M6 hinh phét hién tdn cong tng dung web

Mo hinh phat hién tin céng img dung web dugc mé ta nhu hinh sau:
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Output
T M dun phat hién i
3 Tién xir Iy R
Request can Y Phan logi Hop 1€
kiémtra [ Tokenization, Padding '
Tan cong
4

Hinh 3. 4 So' @6 md hinh phat hién tan cong ng dung web

Hinh 3-4 m6 ta so do mo hinh phat hién tin cong ing dung web dua trén hoc
sau CNN. véi mo hinh nay, request can kiém tra s& duoc tién xur Iy dé c6 do dai phu
hop va vector hoa cho dau vao ctia md dun phat hién. M6 dun phat hién s€ thyc hién
du doan dé dua ra két qua 1a request tin cong theo 16 hong nao hay hop 18. Dya tré
két qua dy doan, request co thé bi chan hoac tiép tuc dugc xu ly dé phan hoi lai cho
nguodi dung.

3.4.2 Tich hop mo hinh xtr 1y vao trng dung web

Sau khi duoc xdy dung, mé hinh s& dugc tich hop vao tng dung web dé phat
hién tan cong tng dung web. Ung dung web v& quan 1y tai khoan khach hang duoc
xay dung trén nén tang Django Framework.

M0 dun phat hién tin cong Gmg dung web s& duoc tich hop vao cac chirc ning
dang ky tai khoan, dang nhép, tim kiém nguoi dung. Pay 1a cac chirc ning nhay cam
va la muyc tiéu thudng xuyén cta cac tin tac. Sau khi dugc tich hop, iing dung web co

thé phat hién va ngin chin kip thoi cac request tin cong.
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Honh 3. 5 Cau tryc thrmuc web

3.4.3 Mot sb két qua

Kich ban thir nghi¢m:
e Nguoi dung truy cdp Gng dung dé dang ky tai khoan vai cac thong tin ca
nhan. Sau khi dang ky tai khoan nguoi dung s€ ddng nhap chirc ndng quan
Iy nguoi dung theo tai khoan da dang ky. Chirc nang quan 1y cho phép truy
cap thong tin c4 nhan cta ngudi dung va tim kiém nguodi dung theo
username.
e Tat ca chirc ning s& duoc tich hop mo hinh phat hién tin cong ing dung
web dé c6 thé phat hién tin cong néu request chira payload khai thac 18
hong SQL Injection, Cross-site Scriptting va Path-Traversal. Day déu 1a cac
16 hong phd bién va da duge dé cap ¢ chwong dau tién cua dé an.
Thir nghiém mot s6 mau véi ca request tin cong va request hop 8.
e Mot s6 mau thtr hop 18: khoaln, admin_union_select, script_alert, etcpwd,
userl23
e M6 s6 mau thir tin cong: admin" or 1=1-- - [SQLi],
admin'><script>alert(1)</script> [XSS], test' union select 1,2,3-- -[SQLI],
.I..1..letc/passwd [Path Traversal],
<script>alert(document.domain)</script> [XSS]
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Két qua thir nghiém cac mau thir cho két qua du doan dung 10/10 méu.
Két luan chuwong 3

Chuong 3 trinh bay tap dir li¢u thir nghiém, cai dat va danh gia hi¢u qua mo
hinh phat hién tin cong tng dung web sir dung hoc sdu CNN. Két qua thir nghiém
cung cap thém thong tin vé kha nang phat hién tin cong cia mo hinh. Ngoai ra, cac
request hop 1& va tdn cong duoc thir nghiém trong Gng dung web thyc té khi tich hop

mo hinh.
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KET LUAN

Két qua dat dwoc:

Pé 4n gidi thidu vé tng dung web, cac 16 hong tin coéng tmg dung web, cac
phuong phap phat hién tin céng tmg dung web. Bén canh d6 dé an ciing cung cap
kién thirc co ban vé hoc may, hoc sau va mot sb thuét toan hoc sau.

Dé an trinh bay vé mo hinh CNN va ung dung ciia né trong phwong phéap phét
hién tan cong Gmg dung web. Tién xir 1y tap dir lidu 16n 1a cac request va huan luyén
dé c¢6 duoc mo hinh hoan chinh. Két qua thir nghiém danh gia cho thiy mé hinh c6
thé dat dugc d6 chinh xac cao voi d6 do F1 12 99.96%. Bé an xay dung mot ing dung
web véi ¥ tuong quan 1y tai khoan khach hang dé nhan dién céac 16 hong dya trén mo
hinh hoc sau CNN.

Huwéng phat trién trong twong lai:

Phat trién tap dit liéu thir nghiém: dit liéu s& duoc bod sung thém nhiéu kiéu tan
cong véi cac 16 hong bao mat cé mirc dd nguy hiém cao, dit liéu duoc thém tir nhiéu
ngudn hon.

Nhéan dién ma khai thac khong chi ding lai & trén url va body ctia request ma
con nhén dién trén ca cac truong cuia header. Ung dung web s& duogc bdo vé toan dién
hon.

Két hop v6i cac md hinh hoc sau khac: M6 hinh CNN da dat dugc hi¢u qua
t6t trong dé 4n, tuy nhién cac mé hinh khac c6 thé dugc nghién ctru dé két hop véi
mo hinh CNN dé dat dugc hiéu qua tot hon nira. Vi du: Két hop CNN véi LSTM,

RNN c6 kha ning cai thién hiéu suit mé hinh.



