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LOI CAM POAN

Toi cam doan day la cong trinh nghién clru cua riéng toi.

Céc s6 liéu, két qua néu trong d& 4n tot nghiép 1a trung thuc va chua timg duoc ai
cong bd trong bat ky cong trinh nio khéc.
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LOIMO PAU
Su phét trién ciia céng nghé thong tin trong thdi dai cdch mang 4.0 dang ngay
cang tré nén manh mé. Cong nghé da va dang "phi séng" vao timg ngéc ngach cua doi
séng, tac dong manh mé& dén cac linh virc ¢t 16i ciia x4 hoi nhu quéc phong an ninh, y
té, gido duc, quan 1y hanh chinh. Céc img dung web ciing dang dong vai trd quan trong
gitp ngudi dung d& dang tiép can voi cac nén tang, tng dung phuc vu nhu cau cbng
viéc va céc tién ich cude sdng. Chinh vi su phé bién ciia cac timg dung web, yéu t6 béo

mat va phong chdng tan céng duge cac td chirc doanh nghiép hét strc coi trong.

Hién nay, d& dam bao an toan cho céc tmg dung web cac t6 chirc doanh nghiép
da két hop nhidu giai phap an toan bio mit ciing véi sy quan tri boi cac chuyén gia
trong linh virc an toan thong tin. Tuy nhién, tinh trang t§i pham mang ngdy cang gia
ting voi viée céc tin tic sir dung cac k¥ thuét tinh vi nhim virgt qua cac 16p bao mat.
Giai phéap str dung hoc sau trong an toan thong tin dang duoc nghién clru va phat trién

vd1 do chinh x4c cao.

Pé giai quyét vin dé phat hién tdn céng img dung web, d& an nay s dung hoc sau
(deep learning) dé phat hién cac truy van HTTP tin cong. Hoc sau 12 mét chirc ning
cua tri tu€ nhan tao (Al), bét chude hoat dong cua bd ndo con nguoi trong viée xur li di
liéu va tao ra cac miu d& sir dung cho viéc ra quyét dinh. Ung dung clia hoc siu da
mang lai hi€u qua cao trong nhidu nhiém vu phén loai va nhin dang trong céc linh vuc
xtr Iy ngbn ngit tr nhién (natural language processing) va thi gidc may tinh (computer

vision).

D& 4n tap trung xay dung mo hinh phat hién tan cong (mg dung web dya trén hoc

sdu voi ndi dung duge phan b trong 3 chuong.



Chuwong 1: Cac phwong phap tin cong img dung web va phong chéng:
chwong ndy dua ra khai niém co ban vé ing dung web, c4c phuong phap tin cong, mot

s6 13 hdng bao mat va cac phuong phap dugc sir dung dé phong chbng tin cong

Chuwong 2: Phat hién tin cong web sit dung hoc siu: chuong nay trinh bay tdng
quan v& hoc may, hoc sdu, mot s6 md hinh hoc sau. Bén canh d6, mé hinh Convolution
Netural Network trong bai toan phét hién tin cong img dung web s& dugc trinh bay cu
thé trong churong nay.

Chwong 3: Thir nghiém va danh gia: véi tip dit liéu 16n mo hinh s& duoc cai

dat va thir nghiém dé dua ra cdc két qua va c6 nhitng danh gia vé hi¢u qua ctia mo6 hinh.



CHUONG1 CAC PHUONG PHAP TAN CONG UNG DUNG
WEB VA PHONG CHONG

1.1 Téng quan vé irng dung web

1.1.1 Ung dung web la gi?

Ngay nay, v6i xu huéng phét trién manh mé clia cong nghé s6 cac co quan to
chirc, doanh nghiép ting cudng truyén théng quang ba hinh anh trén khong gian mang.
Ung dung web ndi 1én nhur mét phuong thitc dugce sir dung phé bién gitip cho viéc tiép
can ngudi ding, khach hang d& dang hon. Mot sé tmg dung web phd bién, quen thude
nhét c6 thé ké dén nhu facebook.com, youtube.com, google.com,.. Khéng chi gi¢i han
trong giai tri, ma ng dung web con lan rong vao nhidu linh vuc quan trong nhur tai
chinh, ngén hang, bt dong san, y té, gido duc va mua sim. Ung dung web 12 mot yéu
t6 cbt 16i cia cudc cach mang cong ngh¢ 4.0, déng vai trd quan trong trong viéc giup
con ngudi ndm bét thong tin va dir liéu mét cach nhanh chéng va hiéu qua.

1.1.2 Mo hinh client — server ciia wng dung web

M5 hinh co ban nhét ciia img dung web:

=

(w

\L Internet ) —

Clients ——

; i / 'Srver

Hinh 1- 1 M6 hinh client- server clia mgt ing dung web [6]




M5 hinh client- server 13 mdt trong nhitng mé hinh phd bién nhét tai thoi diém
hién tai. Khéng chi mang lai tinh sin sang cao, md hinh nay ciing c6 kha ning mo rong
va phén phéi ndi dung tuyét voi, chi cdn ngudi ding c6 két ndi internet.

Trong mé hinh, server dwoc hiéu nhur web server- may chi web. My chu web 1a
thanh phan cbt 15i dé website hoat dong, bao gdm cac thanh phén con nhu co sé dit
liéu, cac doan ma, tdp Iénh va mot s6 thanh phan khac. May chii web s& ¢6 vai trd phan
tich va xir Iy yéu ciu cia client, ddng thoi phan phdi noi dung dén client thong qua cic
phuong thirc nhu HTTP (Hypertext Transfer Protocol) hodc phuong thire truyén file
nhu FTP (File Transfer Protocol).

Péi véi client, may khach trong mé hinh web client-server,c6 thé n6i 1a mot tmg
dung hoic trinh duyét web (nhu Chrome, Opera, Firefox, Safari...) duoc sir dung dé
tuong tac vdi cac may chit Web theo yéu cdu cia ngudi ding thong qua Internet. Vé
co ban, may khach 13 mét ing dung dé giri va nhén dir li€u tir may chu.

Viéc giao tiép gitra Client va Server dugc thuc hién theo cac géi tin HTTP. Péu
tién, Client s& giri mdt yéu cau ( HTTP request), mé ta cong viéc ti server. Khi yéu
cdu HTTP duoc giri dén, server dua vao thong tin trong yéu ciu dé xac dinh cong viéc
can phai thyc thi. Sau d6, Server s& phan hdi cho client trong mét g6i tin HTTP tr 1oi
(HTTP response).

Téng quan qua trinh giri - nhan dit liéu c6 thé md ta bing lugc dd nhu sau:

Hitp Pull request (First initiated by client)

Client > Server

HTTP Pull

Hinh 1- 2 Quy trinh giti nhin dir liéu trong mé hinh Client-Server.



1.1.3 Giao thiee HTTP/HTTPS

HTTP la tir viét tit ciia Hyper Text Transfer Protocol nghia 1a Giao thire Truyén
tai Siéu Vian Béan hoat dong theo kiu yéu ciu - phan hdi. Péy 13 nén tang ciia bat ky
su trao d6i dir liéu ndo trén cac g dung Web va ciing 1a giao thirc dugc st dung trong
giao tiép giita may khach (client) va may chi (server). Theo d6, may khéch (client) tao

ra mét yéu cdu (HTTP request) va giri n6 dén méay chit HTTP & cong biét trede (Well-

known port).

Thong thudng, cbng duogce sir dung trong tmg dung web 13 cong 80 (HTTP) hoic

HTTPS (443). May chiu HTTP tiép nhén yéu cu dé xir 1y.

Céc thanh phén trong HTTP request c6 chira ddy du cac thanh phin vé két ndi va

& BET / HTTPS1.1
2 Host: portal.ptit.edu.vn
3 Upgrade-Insscure-Pequests: 1
¥ User-igent: MozillasS.0 (¥indows NT i0.0; Winéd; x£4i Apple¥e=hRit/537.3& (KHTML, like Gecko!
Chrome?118.0.5553.90 Safari/537.3%
& Accept:
text/html, applicacion/xhtml4xml, application/xml; ¢=0.5, imags/avit, image/ v=hp, image/ apng, */ *:iq=
.2, applicaticn/signed-exchange:v=b3;q=0.7
# Zec~-Fetch-Site: none
T Sec-Fetch-Mode: navigatsz
# ‘'Sep-Fetch-User: 2?1
% Sec-Fetch-Dest: doacument
i Sec-Ch-Wa: "Not=A?Brand™;v="85%, “Chromium”;v="118"
Z:i.Sec~Ch-Tla-Mobile: 20
-2 .Sec-Ch-TUa-Flatform: "¥indows”
_iZ:kecept-Encoding: qzip, deflate, br
iz kecept-Language: =n-CS,=2n;q=0.5
iz'Connecticn: closs
i€

Hinh 1- 3 Vi du vé yéu ciu HTTP

cac thong tin can truy van nhu:

HTTP version: Phién ban giao thire HTTP dugc sir dung
HTTP method: Phuong thire duoc sir dung trong yéu ciu, ¢6 thé 13 GET, POST,
PUT, DELETE, OPTION,..
URL: URL

Host: domain cua ing dung web

Cookie: Thong tin v€ phién lam viéc cia client va server

Raw Hex 5 S



- User-agent: Thong tin vé trinh duyét (client) dugc sir dung trong request.
Sau khi xir 1y yéu ciu, may chi phan hdi lai cho may khach mot HTTP response

¢ dinh dang nhu sau:

Response

Pretty Raw Hex Render Sy n =

HTTP/1.1 200 OK

Server: nginx

Date: ¥=d, 08 Nov 2023 02:2L:07 GNMT

Content-Type: text/html: charsst=UTF-8

. Connection: closs

Vary: Accept-Encoding

¥-Pingback: https://portal.ptit.=du.vn/zmlrpc.php

Link: <https://portal.ptit.edu.vn/wp-json/»; rel="https://api.v.orgif"
« Link: <https://portal.ptit.sdu.vn/>; rel=shortlink
Strict-Transport-Security: max-age=3153£000; includaSubdomains;
Content-Length: 143145

G ed ot oo B

i
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B

L3 <!'RCCTYPE html>

L4 <html class="no—j=" lang="vi" pr=fix="og: http://ogp.me/ns¥">

=

Ta «£!—=— head --»

277 <nead> )

is <metda name="gopgle-site-verification”™ content="
£-01BG0baliBebns79_tmrdlvyCHnELeGdbleielkil” />

e <!—- Begin EMC Tracking Cods --»

2% <script type="text/javascript™>

) var _govaq = wvindow._govaq || [1:

2z govag.push{{'crackPagaVisw'l}’

I :govaq.pushi['énahlsLinszacking‘]}:

ifunction {} {
_govaq.push(['sscTrackerUrl!, 'breps://f-emo.ngsp.gov.vn/tracking'l):
_govaq.push{['setSiteld’, 'i5']3;
var d = document,

el O

2 B Lo 03 L RFORD B A LA (d
'

L
[T
—

g = d.createElement {'script’),
: 5 = d.getElementsByTagiName (' script ‘i [0];
3 g.type = ‘text/javascript';
L g.async = true;
g.defer = true:
g.sre = 'htops://f-eme, nygsp. gov. vy enbed/ gov-tracking.min. je '
s

.parentlode, insertBsfora(g, &)

Hinh 1- 4 Vi du vé phan héi HTTP
Phén hdi thé hién cac thong tin nhu: M3 trang thai phan hdi: 200 13 ma thanh cong.
C6 nhiéu mi trang thai
= 200 —299: request thanh cong
= 300 - 399: Piéu huéng goi tin
= 400 —499: 16i phia may khach
= 500 —599: 15i phia may chu

Thong tin server: Mot s6 may cht nhu apache, tomcat, nginx,..



Content — Length: D9 dai noi dung g6i tin phan héi HTTP

Giao thirc HTTP nay ciing nam trong s6 cac giao thic d& bi tn cong trong vmg
dung web. Vi vy, nén sir dung giao thirc HTTPS thay thé nhdm dam béo tinh bao mét

clia thong tin truyén di.

1.2 Cac 16 héng bio mit trong ing dung web
1.2.1 L6 héng bio mit irng dung web la gi?

L3 héng bao mat ng dung web 14 cic diém yéu bao mat clia mét img dung web
ma c6 thé bj tan dung dé de doa tinh toan ven, quyén riéng tu, hoic kha ning sin sang
cia hé théng.— Céc 16 hong nay ¢ thé din dén viéc mét thong tin nhay cam, thét bai
trong viéc duy tri tinh kha dung ciia dich vy, hodc bi tdn cong béi cac tin tic hodc ké

tan cong khac.
Khai niém unstrusted data

Dit liéu khéng tin cdy (Untrusted Data) 1a mot trong nhimg khai niém cin ban nhét
khi hoc v& An Toan Théng Tin n6i chung. "Untrusted data" 4m chi nhitng dit liéu ma
nguoi 1ap trinh khong kiém soét durgc, ching ta cin phai xac dinh hét tit ca Untrusted
Data trén mot img dung Web. Vi n6 chinh 1a nhiing ctra ngd ma hacker bét dau tin
cong vao.

Pay 12 mot khai niém co ban trong an toan bio mét nhung 1a can thiét dé tranh
trudmg hop bé sét hodic khong hrdng hét duge cic mdi nguy co 6 thé xay ra d6i véi hé
théng. Céc vi tri c6 thé tré thanh dir liéu khong tin cdy trong truy van HTTP rét da dang.
N6 ¢6 thé 1a céc bién trong truy van va ciing c6 thé 1a cac trwong trong header hoic

thdm chi 1a ca cac method.
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Hinh 1- 5 Vi du unstrusted data ton tai & bién username trong trudng cookie
thudc header ciia truy van HTTP

1.2.2 Top 10 15 héng, riii ro theo OWASP [16]
OWASP Top 10 12 mét bao céo duge cap nhat thudng xuyén vé cic nguy co bio
mét d6i v6i bao mat img dung web, tip trung vao 10 rui ro/15 héng quan trong nhit.

Béo c4o duoc tdng hop bdi mét nhém cac chuyén gia bao mét tir khap noi trén thé gi6i.

Trong l4n cip nhat méi nhit nam 2021, danh sach 10 rii ro/ 156 héng nghiém trong

gém co:
A01:2021-Broken Access Control
A02:2021-Cryptographic Failures
A03:2021-Injection
A04:2021-Insecure Design
A05:2021-Security Misconfiguration
A06:2021-Vulnerable and Outdated Components
A07:2021-Identification and Authentication Failures
A08:2021-Software and Data Integrity Failures
A09:2021-Security Logging and Monitoring Failures
A10:2021-Server-Side Request Forgery
A01:2021-Broken Access Control (L6 héng kiém sodt truy cdp)



Kiém soat truy cap 1a mét phén rit quan trong trong cac img dung web. Trong d6
hai khau xéc thuc (authentication) va phan quyén (authorization), néu hai khau nay
khong duoc xay dung di manh thi hé théng s& bi ké xau truy cdp trai phép, dinh cip
thong tin.

Mot s6 vi du ¢6 thé ké dén nhur:

= Nhan vién c6 quyén truy cip dén cac tai nguyén ma chi 1anh dao méi cé quyén
truy cép va tac dong.

*  Truy cip vao cac chirc ning danh cho quén tri théng qua cac URL, cac API.

= Truy clp vao cac thdng tin, tai nguyén ciia ngudi diing ngang quyén thong
qua mi dinh danh tai khoan (vi du: GET /user_infor.php?id=123).

= Céu hinh chia sé tai nguyén chua chinh xac (Cross-origin resource sharing).
A02:2021-Cryptographic Failures (L6 hong md héa)

Nhitng 16i ma hoa dit liéu c6 thé giy ra hau qua nghiém trong, khi chiing c6 thé 1a
nguyén nhan din dén 16 cac dir liéu nhay cam, quan trong hoic xam pham hé théng.
Mot sb vi du cia 16i ma héa nhu:
= Luu trit mat khiu v6i thudt toan ma hoa 13i thoi, ¢ thé bi bé khéa (MDS5,..)
»  Sir dung két néi HTTP dé nhan va truyén dit liéu
= Céc thuit toan sinh ngiu nhién chura da manh
A03:2021-Injection (16 hong chén mad)
Chén mi 13 16 hong cho phép ké tin cong chén vao dir lidu giri 1én méy chii va sau
d6 duge thye thi trén hé thdng. L3 hdng chén ma ludn nim trong nhém céc 16 hdng bio
mét nghiém trong nhét, bi khai thac nhiéu nhét va hiu qua néu bi khai thac cling 12 rit

nang ne.
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Mot sé dang tin cong cu thé cia 16 héng chén ma gdm: SQL Injection (chén ma
SQL), OS command injection (chén ma l¢nh OS command), Cross-site Scripting
(XSS), LDAP injection,... -

A04:2021-Insecure Design (thiét ké khong an toan)

Cac (g dung khong c6 thiét k& an toan, yéu t6 bio mat khéng dugc chii trong dén
¢6 nhidu kha niang gy rui ro cho dir 1iéu ciia ngudi diing, cac tai nguyén hé théng, tai

chinh va uy tin doanh nghiép.
Vidu vé thiét ké khéng an toan:

Céc rap chiéu phim cho phép dit t6i da 15 chd trudc ma khéng yéu ciu dit coc tién
vé, néu ké x4u loi dung dé dit nhiéu vé & nhidu rap chiéu phim thi c6 thé s& gy thiét
hai 16n néu cac ghé da dugc dat ma khong durge thanh toan. Khi d6 céc rap chiéu phim
sé& thiét hai 16n vé doanh thu.

A05:2021-Security Misconfiguration (Thiéu sot cdu hinh bdo mdt)

Trong qua trinh trién khai van hanh cic img dung web, viéc thiéu sét trong chu
hinh bao mat c¢6 thé gy ra nhirng hau qua nghiém trong. Mot sb 13i thuc té do thiéu sét
trong cu hinh nhu:

= Mot sb ung dung tao mat khéu mic dinh cho ngudi dung, tuy nhién hé théng
khéng yéu ciu ngudi ding phai d6i mét khau sau lan dang nhép dau tién.

= Cac céng dich vu, cac service chay néi by nhung lai dugce public ra internet

»  Cac cai dat bao mat khong dugce thiét 18p (gid1 han truy cap dén cac hé théng,

chinh sach dbi mat khau, ..)

A06:2021-Vulnerable and Outdated Components (St dung cdc thanh phan ton tai 16

héng hodc khéng con hé tro)

Pay 1a mot 16 héng rat phé bién hién nay, do mot img dung web dugce tao thanh

béi nhiéu thu vién, nén tang khac nhau. Do d6 khi mét thu vién hay nén tang ton tai 16
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héng bao mat hay da khong con dugc cac nha cung cap tiép tuc phat trién s& try thanh
muc tiéu dugce rit nhidu ké tin cong hudng dén.

Vi du: Nam 2021, trén thu vién ghi log Logdj (CVE-2021-44228) dugc st dung trong
rAt nhidu tng dung web tdn tai 15 héng nghiém trong cho phép thurc thi ma bét ky trén
hé théng.

A07:2021-Identification and Authentication Failures (L6 hong xdc minh danh tinh va
xdc thyc nguoi dung)

= Ung dung web cho phép sir dung cac mat khéu mic dinh, yéu hay phd bién

nhu admin/admin, root/root, admin/password.

»  Luyu trit mét khiu & dang ban r8, hodic ma héa véi cac thuit toan yéu.

=  Khoéng sir dung da xac thuc (nhip username/password va nhip mi OTP).

= Chirc ning tao méi mat khau khong an toan.

A08:2021-Software and Data Integrity Failures(L6i toan ven dit liéu va phan mém)

Piay 12 mot 16i méi, v& viée cai dit va trién khai cac phian mém hoic phan cimg
khéng ding cach gay ra, vi du v& viéc trién khai CI/CD, hosc CD khéng an toan, gy
ra nhitng 16i bao mét nghiém trong dén hé théng.

A09:2021- Security Logging and Monitoring Failures (L6 hong 16i ghi nhdt ky bdo mat
va gidm sdt 16i)

Giam sat an toan bdo mat va thu thdp nhit ky 1a khau v6 cing quan trong trong
dam bao an toan trng dung web. Lam t6t khau nay cé thé han ché, ngan chin céc cude
tn cong, diéu tra nguyén nhan su ¢6. Chinh vi thé, néu xay ra 16i giam sat va thu thap
nhat ky s& dén dén nhimg hau qua nghiém trong.

A10:2021- Server Side Request Forgery (SSRF)

SSRF (Server Side Request Forgery) hay con goi 1a tn cong yéu cu gia mao tir
phia may chii cho phép ké tin cong thay dbi tham s (thudng 1a cac url) duoc sir dung
trén ng dung web dé truy cap trai phép, kiém soat truy cap hé théng hodc lam ban dap

dé tn cong mot hé thong thir 3.
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Vi du: Trang quan tri hé théng chi cho phép truy cdp tir mang ndi bd thong qua
domain localhost khong thé truy cap thong qua internet. Loi dung diu nay ké tan cong
c6 thé tao mot url gia mao chinh 13 dudng din dén trang quan tri va truy cip trang quan
tri thanh cong.

POST /product/stock HTTP/1.0

stockApi=http://localhost/admin

1.2.3 Mpt sé 16 hdng bio mét Web pho bién
1.2.3.1 SQL injection

. Tén cbéng chén ma SQL (SQL Injection) 12 mét k¥ thuét cho phép ké tdn cong
chén ma SQL vao dit liéu giri dén may chi tmg dung web va sau d6 méy chi co s& dit
liéu thuc thi truy vén. Khai thac thanh cong 15 hong chén ma SQL c6 thé cho phép ké
tAn cong vuot qua bude ding nhap, xem, stra dbi, x6a dir liéu, danh cip thong tin trong
co s& dit liéu va ¢6 thé chiém quyén didu khién may chu co s dif lidu. P6i véi cac tmg
dung web cé két ndi co sd dir liéu, chén ma SQL 1a dang tAn cong phé bién duogc tin

tdc nham dén.

Http:/fteachers.com? SELECT ¥ FROM teachers
teacherid=117 or 1=1;-- WHHERE teacherld=117 or 1=1;
Attacker Web AP! Server
Data for all teachers Return data for
is returned to the attacker all teachers

Hinh 1- 6 Khai thac 16 hong SQL Injection
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Mot vi du vé loi dung khai thac 16 héng chén ma SQL dé vuot qua xac thyc nguoi ding:
Cau 1énh truy vin SQL khi ngudi ding thuc hién ding nhap:
$sql_get user = “SELECT * FROM user WHERE username='$_POST['username’]
' AND password='$ POST['password']";
Ké thn cong c6 thé ding nhap véi thong tin username/password nhu sau:
username: admin'--
password: anyword
Khi d6 cau truy véan s& tr& thanh:
$sql_get user = “SELECT * FROM user WHERE username="admin' or true--
AND password="anyword ';

SQL Injection workshop

Goal: Login as admin

Usemame

i’ o7 bue -

Paszward

Ban da dang nhip 117N <dng voi 1ai khodn admntl
SGE = SELECT usemama FROM users WHERE 3 T ortue— S ANG {81y, 3

Hinh 1- 7 Lei dung I6 héng SQL Injection dé virot qua khau xac thuc

K&t qua thuce thi truy véan s& tra v& tit ca cac ban ghi trong bang users do diéu kién
OR true 1am cho ménh d8 WHERE tr& nén luén déng, didu kién kiém tra mat khau
khong dugc thuc thi béi ky hiéu (--). Trong ngdn ngir truy van SQL, ky hiéu (--) dai
dién cho phén ghi chi va s& khéng duoc thuc thi. Néu trong bang users c6 chira user
admin, ké tAn cong s& dang nhap thanh céng vao hé théng véi user admin.

Do hiu qua cia tAn cong chén mi SQL. 13 rt nghiém trong, do d6 nhiéu giai phap
duoc dé xut nhdm han ché anh hudng va ngan chin triét dé 16 hong nay. Nhiéu phuong
an khac phuc 16 héng duoc két hop gitp ddm bao an toan cho hé théng. Mot sd bién
phap, k¥ thuat c6 thé ap dung gom:
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- S« dung cac ciu Iénh SQL dugc tham s6 héa: Cac truy van tham s héa sé& yéu
cau phai ¢6 cau 1énh SQL trude, sau d6 dir liéu dugc tham s6 héa va truyén vao
cdu 1énh SQL. Cach nay s& giup co s& dir liéu phan biét duge dau la ciu lénh
truy vAn va dau 1a dit liéu ngudi ding rihap. Cau Iénh nay dam bao ké tin cong
khong thé thay d6i muc dich ctia cau truy vén, ngay ca khi cac doan mi truy vén
doc hai duge nhap vao.

- S dung Stored Procedure: Tuy khong ddm bao an toan tuyét dbi trudc cac cude
tAn cong chén ma SQL, tuy nhién Stored Procedure ciing ¢6 hidu qua nhat dinh.

- Cach hoat dong cua Stored Procedure ciing kha twong tu nhu tham s6 hoa cau
1énh SQL, khac biét & day 1a thay vi dugc luu trir trong mi cua (ng dung web,

- Stored Procedure dugc luu trix truc tiép trong co s& dif liéu, va duoc goi ra tir
ung dung.

- Xéc thuc dAu vao: Cach hiru hiéu nhét dé ngin chan chén ma tn cong SQL 1a
xéc thuc diu vao, trude khi thuc hién truy van. C6 thé sir dung cac bd loc c6 san,
hodc cac thu vién, hay cac framework ciing 1a mét cach hiru hi€u.

- Khéng hién thi cac thong bao 15i hodc cic ngoai 1&: M6t trong nhimg cach ké
tAn cong dung do 1a dira vao cac théng bao 15i dé thirc hién truy vét phién ban
co so dir liéu, kiéu Iuu trit,... vi vay tdt hon ca, khéng nén hién thi chi tiét cac
thong bao 16i hay cac ngoai 1&.

- Tao ban sao dit liéu thudmg xuyén: Phong trong trudong hop ké tin cong x6a hoic
thay ddi dir liéu, ta ludn c6 mot ban sao dé khoi phuc vé trang thai ban dau.

1.2.3.2 Cross-Site Scripting (XSS)

L3 héng Cross-Site Scripting (XSS) 13 mét trong nhimg 15 héng dugc tin tic sir
dung phd bién nhét dé tin cong cac img dung web. Loi dung viéc img dung khong kiém
sodt dwoc sy cb mit ciia cac ma thure thi trai phép trong gia tr] tham s6 d4u vao va/ hodc
trong phan hdi HTTP. Mi khai thac ton tai trong céc (mg dung web chay trén trinh

duyét v6i quyén truy nhip ciia ngudi ding. Hau qua cta tin cong XSS ¢6 thé gitp tin
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tic danh céip thong tin ngudi ding cudi, tng dung web bij chén céc thong tin, hinh anh

xAu.
C6 3 loai tAn cong XSS chinh: Stored XSS, Reflected XSS, DOM-based XSS.

Vi du, mot trang web c6 chire nang tim kiém nhu sau:
http://example.com/search?keyword=abc

Ké tin cong c6 thé chén doan ma Javascript dé khai thac 16 héng XSS nhir sau:
http://example.com/search?keyword=<script>alert(document.cookie)</script>

Khi do, doan ma JavaScript s€ dugc thuc thi trén trinh duyét cia nguoi ding.

M0t vai bién phéap phong chéng ciia 16 hdng nay c6 thé ké dén nhu:

- Loc dit liéu du vao: loc dif liéu du vao lubn 1a mét trong nhitng cach phong
chéng hiru hidu nhét cho nhimg cudc tin cong chén ma. Moi dit liéu ngudi dung
déu phai qua qué trinh loc va xé4c thue, dic biét chu y dén nhimg ky tu dic biét.

- St dung Entity Encode/ Escaped: Thay vi sit dung truc tiép cac ky tu nhu ‘<, >,
... ta ¢6 thé sit dung cac nhém ky ty mang y nghia twrong duong nhu &#60,
&#61,... Cac ki tu nay s& ngin chin dugc viéc thyc thi doan ma script ¢ phia may
khach.

- Sir dung céc thu vién Javascript: Cac thir vién Javascript hién dai hiu hét déu
duoc tich hop sin cac bo loc/ Escaped Javascript.

1.2.3.3 Cross-site request forgery

Cross site request forgery (CSRF) 1a mét 16 héng bao mat cho phép ké t4n cong lira
nguoi dung thyc hién cac hanh dong ma ho khéng cé y dinh thyc hién trén (mg dung
web ma ho da x4c thuc. Céc cude tAn cong nay thuong két hop véi phishing, social
engineering dé tiép cin nguoi dung, lira ho truy cdp cac URL mét cach vo thirc, thong
qua thn cong CSRF c6 thé thuc hién chuyén tién, thay d6i thong tin ca nhén, thay d6i
thong tin dang nhap...

Mot vi du cho viée tan cong CSRF nhu sau:
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Mét URL c6 chirc ning chuyén tién c6 dang nhur sau:

http://example _bank.com/transfer?username=alice&amount=100

Ké tAn cong c6 thé lira ngudi ding bing cach giri cho ngudi ding lién két thong

qua email hay tin nhén, vi du nhu:

<a href="http://example_bank.com/transfer?username=alice&amount=100/">

Free gift</a>

Nhur vdy, chi cin ngudi ding click vao lién két hay truy cdp lién két, khoan tién

100$ s& dugc chuyén cho ngudi diing c6 username=alice
Céch phong chéng CSRF:

= St dung CSRF token cho mdi yéu ciu HTTP giri 1én may chi nhim tranh ké tin

cong gia mao. |

- S&r dung captcha

- Sir dung cac thu vién phong chéng CSRF.
1.2.3.4 Path Traversal

L3 héng web Path Traversal (con dugc goi 1a Directory Traversal) 1a mét 16 héng
bao mat phd bién trén cac tmg dung web. L6 héng nay cho phép ké tin cong truy cap
vao cac tép tin va thu muc trén may chi web ma khdng dugce phép truy cip. Diu nay
c6 thé gy ra nhiéu nguy hiém cho hé thdng web va dir liéu ciia ngudi ding.

Co ché hoat dong ciia 15 héng Path Traversal 13 ké tan cong sir dung ky tir dot-dot-
slash (¢../””) @& truy cdp vao cac thu muc cha ciia thu muc hién tai. Khi ké tAn cong truy
cap thanh c6ng vao thu muc cha, chiing c6 thé tiép tuc truy cip vao cc thu muc, tip
tin nhay cam trén méy cht web (truy cip vio nhing tép tin dugc cap quyén cho user
chay ing dung web).

Vi du khai thac 15 hong Path Traversal:
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https://example.com/?file_name=../../../../../etc/passwd

Fegquest Responye
e e s T e
| Py | Panarns | Headers | Hex | | P | reaters | ves ;
GET f1nadlzags.pbrtile_names. ./, 7. 7.7, f. . ieta/pas=vd HITR/1.1 208 0K

23 kowv 2011 D1r58:30 GET
Servar: Afac iDebian)
d-By: PHP/7.2.13
Leagth: 542

BTTR/ 1.1
Hase: localhest:BNSI
Eszilla’S.0 (Vindows NT 10.0: Finfd: x64; rviIOB.0)

—

srnRckion: close
Content-Tyre: imageipog

:0:ksot: froot:/ltin/bash
aepon: fesr/shin: /usc/shingoslagin

loospt-language: en-UF, en:qe0.5
leospr-Encoding: gzip, deflats
fannserion: clese
Dpgrade-1nsecure-Requesta: L

Fmpsel/nes:/usr/sbin/Bologia
UCP: AVAr/ Spod L/ WUCE: S uar ab inS nalogin

o/ abin/0clegin
7Llisk:fvarshininoingin

backupix:14:34tbackp: fvaribacky]
1i5T.:x:38:23: Mai Ling Ligt Nanage:

ng Syatem iacmin) :/var/libigoats:/useiskin/nolegin
34 :nehody: /nonax1stent : fusr S sbin/n3login
fncpeyissent:fuar/sbininologin

Hinh 1- 8 Khai théc 16 hong Path Traversal doc file nhay cam

Cach phong chdng tin cong Path Traversal:

- Xac thyc dit lidu dau vao.

- Sir dung danh sach cac ky tu cho phép sir dung.
1.2.3.5 File Inclusion

L3 héng File Inclusion duya trén chitc ning include file dugc hd trg bsi cac ngon
ngir 1ap trinh.

K¢ thn cdng c6 thé lgi dung @& include nhimg néi dung khéng mubn nhim danh
cép thong tin hé théng, chén céc doan 1énh khién server thuc thi.

PHP: Include, require, include once, require_once

JSP: <jsp: include...>, <c: import...>

Céc dang tan cong:

- LFI — Local File Inclusion: hacker c6 thé xem dwgc rat nhidu théng tin cia
server nhu cac file: passwd, php.ini, access log,... Khi két hop véi 16 hing
upload file c6 thé din dén RCE ma khéng can thu muc ¢6 quyén thu thi).

- RFI—Remote File Inclusion: thuc hién RCE qua dudng dan dén file ma hacker

str dung dé include.
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Piéu kién xay ra: Server cho phép include code tir bén ngoai.
Vi du: v6i cdu hinh ngén ngir PHP php.ini:
- allow_url_include=On
- allow_url open=On
Mot tmg dung web sir dung chirc ning include dé import ndi dung cia file bat
ky vao file hién tat:
//File inclusion PHP
include('vendor/' . §_GET[‘file name’]);
Néu ké thn cong truy cip va két hop véi 16 héng Path Traversal dé doc file
nhay cam trén hé théng.
‘http://example.com?index.php?file_name=../../../../etc/passwd
Céch phong chéng:
- Kiém tra chit ché cac file sir dung dé include.
- Han ché st dung include.
- CAu hinh khéng cho phép include tir bén ngoai néu khéng cén thiét.
1.3 Phwong phap phat hién va phong chdng tin cong img dung web

Lép Bdo mat Mang dam nhan vai trd quan trong trong viéc dam bdo sy an toan cia
giao tiép gita may chu va may khach. Dé dat duogc diéu ndy, cac thiét bi mang nhu
router, switch, tudng lira, va hé théng ngin chin va phat hién xdm nhap (IPS/IDS) cin
duoc cu hinh va trién khai mét cach an toan va hiéu qua.

L&p Bao mét M4y chit Web chiu trach nhiém béo vé cac thanh phin va hé thong
con bén trong may chu, bao gE‘)m hé diéu hanh, co s dit liéu, ph?m mém, va céc tap tin
khac. Diéu nay ddi hoi cac bién phap bio mat manh mé& dé ngin chin cac mdi de doa
tir viée tAn céng va x4m pham.

Lép Bao mét Ung dung dam bao an toan va bao mat cho ngudi dung va dir liéu ctia

ho trong ng dung web. Cac khia canh quan trong cua 16p nay bao gdm quan Iy quyén
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truy cap, xac thuec, cAu hinh, va ghi nhat ky, nhim ngan chan cac mbi de doa tir cac vin
dé 1ién quan dén tmg dung nhur dénh cip théng tin ca nhén va truy cdp trai phép.

Viéc két hop chiit ché giira cac 16p nay sé& tao nén mét hé théng bao mit img dung
web toan dién, dam bao réng tAt ca cac khia canh ciia méi treong truc tuyén déu dugc
bao vé hi€u qua va an toan.

Trién khai cdc gidi phdp bdo mdt béo vé tmg dung web

Thuec hién trién khai twdng lira tmg dung web ciing cac hé théng phat hién va ngin
chin x4m nhap 12 mot phuong tién quan trong dé ting cuong bao mit cho tng dung
web. Tudmg lra tng dung web hay WAF, 12 mét giai phap thiét yéu nhim dé& phong
cac 156 héng bao mét tiém 4n. Puoc trién khai duéi dangvthiét bi phin cimg hodc phin
mém trén may chi, WAF giit vai trd theo ddi thong tin truyén tai qua giao thirc
http/https gifra trinh duyét cia ngudi ding va may cha web.

WAF c6 kha ning thyc hién cac chinh sach bao mat di_ra trén viéc phan tich cac du
hiéu tin cong, tudn thu cic giao thirc tiéu chuén, va nhén dién lvu luong truy cép img
dung web c6 su bét thuong. Piéu nay giup ngan chin hiu qua cac mdi de doa bao mat
nhu SQL injection va Cross-Site Scripting (XSS), dam bao an toan cho dir liéu va nguoi
dung trong méi trudng tmg dung web.

WAF thuong hoat dong thong qua mdt loat cac quy tic dugc dinh nghia sin, hay
con goi 12 chinh sach. Chinh sach nay c6 thé d& dang thay dbi va cap nhat, do 36 WAF
¢6 kha niing phan g nhanh d6i véi cc 16 héng bao méat méi.

Gibng nhu WAF, cac hé thong phat hién x4m nhép (IDS) va ngin chin xAm nhip
- (IPS) ciing c6 kha niing bao vé img dung web khéi cic cude tin cong. Khac véi WAF,
IDS/IPS c6 kha nang phat hién va ngan chin xam nhap & tng mang. Su khéc biét giita
IDS/IPS d6 14 IDS chi ¢6 kha niing phat hién tin cong, trong khi d6 IPS c6 ca kha ning
phat hién va ngan chin. Cach hoat déng cta IPS/IDS ciing kha twong dong véi WAF,
ciing cdn mdt bd quy tic dé kiém tra va ngin chin cac giao thirc mang khong hop 1é.

IPS/IDS thich hop dé thu thap thong tin, diéu tra va ing ctru sur cb xay ra ¢ ting mang.
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IPS/IDS va WAF thudng duge két hop véi nhau dé mang dén kha ning bao mat t6t hon

cho cac img dung web.

Céu hinh, cdp nhdt phién ban img dung dinh ky

Mot bién phap co ban nhung cuc ky hiru hi€u trong viéc bao v¢ img dung web, dé

14 cAu hinh dung. Céu hinh émg dung web duroc hiéu nhr viée cip quyén truy nhip, xac

thye, trao quyén, va cac ciu hinh vé thinh phan mic dinh, cach cip nhat hé théng, ciing

nhi€u cac thanh phan khac. M6t s6 cau hinh an toan c6 thé ké dén nhu:

Ngoai trir cac tai nguyén cong cong dé tai trang web, chin moi truy cép dén cac
tai nguyén khac ma khong c6 ding quyén.

Trién khai céc co ché kidm soét truy cdp dén trang web.

Tao quyén tdi thiéu cho nhitng ngudi ding khac nhau déi v6i mdi ban ghi, thay
vi moi ngudri déu cb thé chinh stra va xéa ban ghi dé.

Tét chic nang duyét thu muc theo mic-dinh, va ngiin chin truy nhap dén céc thu
muc hé théng va thu muc cAu hinb/ cai dit tng dung web.

Céu hinh ghi nhat ky cho mbi két ndi trong qua trinh két ndi dén tng dung web.
Céc phién 1am viéc nén dugc xéa bo khi ngudi ding ding xuét.

Céc dit liéu nhay cam nén duge ma hoa b?mg mot thuat toan ma héa manh trong
co s¢ dir li€u cua ung dung web.

CAu hinh giao thitc HTTPS thay vi HTTP.

Ap dung cac miu thiét ké an toan.

Céc moi trudng khac nhau (méi trudng ngudi ding, méi trudng kiém thir) nén
dugc ciu hinh gidng nhau, va dam bao an toan giita cac méi truong do.

Loai bé cac thanh phin khéng dwoc sir dung & tmg dung web, cac thu vién bén
thir ba, va thudng xuyén cip nhét cic thir vién ciing nhu thanh phin nhim dam

bao cac ban va bao mét luén coé san.
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- Pam bio qua trinh ghi log dugc dién ra ding di va an toan, phuc vy cho muc
dich truy vét va \ing ciru khin cip.
- Str dung chit ky s6 dbi véi viéc tai cac tai nguyén bén thit ba vao Gng dung web,
dam bao viéc tai tai nguyén la dung ngudn va khéng bi thay dbi.
Ngoai ra, rit nhiéu g dung dugc phét trién dua trén cac nén tang dirge cung cép
boi cac hing ndi tiéng va phat sinh 15 héng theo thoi gian. Khi cac 15 hdng duge tim
ra, cac nha cung cip s& cung cp cac ban va, chinh vi vay cin phai thuc hién cap nhit

cac ban va dé tranh bi anh hudng boi céc 16 héng.

Khéng tin tuong dir liéu do nguoi diung cung cdp

Dir liéu ngudi ding 13 mot yéu t6 khéng dang tin cy nhét, do d6 can dugc xac thuc
va tién hanh loc bo cac thanh phan khéng hop 18, trude khi duge may chii web xir 1y.
Viéc loc dif liéu ngudi dung can duoc trién khai trén ca may khach va may chu, do viée
chi dam bao dir liéu ding trén may khach 13 khong du dé xéc thuc ring dir lidu s& an
toan khi xir Iy trén may cha. Mot vi du co ban cho trudng hop nay, do 1a ké tin cong
c6 thé tao form nhap liéu riéng, hodc x6a cac thanh ph?m xac thuc dir li€u trén may
khdch, tit Javascript, hodc phtrc tap hon, giri truc tiép yéu ciu dén may chi ma khong
thong qua bt cir khau xac thuc nao.

Céc khéu xéc thye dit liéu du vao c6 thé ké dén nhu: kiém tra kich thude dau vao,
dinh dang diu vao. Vi du nhu, véi dit lidu yéu ciu 1a dinh dang ngay, thi dinh dang cén
thiét s& 1a dd/mm/yyyy. V6i dir lidu c6 yéu ciu bat budc phai nhap, thi kich thudce dit
liéu can 16n hon 0. Mot sb truong hop dic biét co thé cin kiém tra thém ndi dung va
tinh hop ly cua dir li¢u. Mot s6 bd loc sn ¢6 ¢6 thé loc duge cac dir lidu khong hop 1€,
dit lidu dugc phén loai 1a dit lidu chira mi tin cong, dé dam bao dir lidu duge xr Iy Ia
dix liéu sach va diing. Mot s6 bo loc kha ndi tiéng c6 thé ké dén nhur bd loc cia OWASP,
bd loc cia CloudFlare hodc mét sé bd loc cong khai c6 trén cac trang web quan ly ma

ngudn (nhu Github, Gitlab...).
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Phong thii theo chiéu sdu

Déi vé6i cac hé théng cong nghé thong tin néi chung va tmg dung web noi riéng,
phuong phép bao mat hiéu qua cac hé thong 1a viéc két hop nhiéu 16p phong vé lai véi
nhau. M&i 16p bao mit c6 tinh ning tac dung riéng va hé trg cho nhau trong vén d& dam
bao an toan tdi da cho rng dung web. Ngoai ra, cac ing dung bio mat web ( nhu cac
phin mém Acunetix, cac hé thng cia CloudFlare, Microsoft..) cling nén duge cai dat
dé dam bao tdi da cho tmg dung web.
1.4 Két chirong

Chuong 1 d trinh bay khai quat vé tmg dung web, giao thitc HTTP/HTTPS, céc
rii ro, 15 hdng bao mét trong top 10 OWASP, mét s6 16 hdng tin cong img dung web
phd bién. Bén canh d6, chuong 1 con néu cac phurrong phép, giai phap va mé hinh phong
tha chidu sdu trong phong chdng tin cong img dung web.

Chuong 2 s& gidi thidu v& hoc mdy, hoc siu va phirong phap phat hién tan cong

irng dung web dua trén mo hinh hoc sdu CNN.
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CHUONG 2 PHAT HIEN TAN CONG WEB SU DUNG HQC SAU
2.1 Khai quat vé hoc may va hoc sau

2.1.1 Khdi qudt vé hoc mdy

2.1.1.1 Khai ni€ém hoc may

Dinh nghia vé hoc may: Arthur Samuel, mdt ngudi My di tién phong trong linh
vure trod choi may tinh va tri tu§ nhan tao, da dat ra thuit ngit “Machine Learning” vao
nim 1959 khi cdn & IBM. Ong dinh nghia hoc may 1a “linh vuc nghién ctru cung cip
cho may tinh kha ning hoc héi ma khéong can 1ap trinh 3 rang”. Tuy nhién, trén thuc
té khong cé dinh nghia dugc chép nhén réng rdi cho hoc may. Cac tac gia khac nhau
dinh nghia thuit ngir khac nhau.

Hoc may la kha ning cua chuong trinh may tinh sir dung kinh nghiém, quan sét,
hodc dit liéu trong qua khir dé cai thién cong viéc clia minh trong trong lai thay vi chi
thuce hién theo dling cac quy tic dd dugc lap trinh sin. Chéng han, may tinh cé thé hoc
cach du doan dya trén cac vi du, hay hoc cach tao ra cac hanh vi phu hop dua trén quan
sat trong qua khir.

Vi du, néu chung ta phat trién mot mé hinh hoc may dé du doan thanh cong cua
du an phﬁn mém, chuong trinh ¢ thé quan sat lich sir cac du an truée do. S6 lidu vé
kich thuée du an, sb lugng thanh vién, va mirc d6 kinh nghiém clia di ngii phat trién
dugce sir dung dé hoc tir nhitng két qua trude d6. M6 hinh nay c¢6 kha ning tr dong didu
chinh d8 ngay cang cai thién du doan v& xac suét thanh cong cta du 4n phan mém dua
trén thong tin lich sir.

Hoc may 1a mét nhanh nghién ciru rét quan trong cua tri tué nhan tao vdi kha
nhidu img dung thanh céng trong thyc té. Hién nay, hoc may la mét trong nhimg
linh vuc phat trién manh nhét cia tri tué nhan tao. Muc tiéu ciia hoc may néi chung 1a
hiéu c4u trac coa dir liéu va diéu chinh dir liéu d6 thanh cac m6 hinh ma con ngudi ¢

thé hi€u va sir dung duge.
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2.1.1.2 Phén loai hoc may

Str dyng nhitng dang kinh nghiém va dang biéu dién khic nhau dan téi nhimg
dang hoc may khac nhau. C6 bon dang hoc may chinh nhur sau:

Hoc c6 gidm sat (supervised learning): La dang hoc may trong d6 cho trudce tip
dit 1iéu huin luyén dudi dang céc vi du ciing véi gia tri dau ra hay gia tri dich. Dya trén
dit lidu hudn luyén, thut toan hoc cin xdy dung mé hinh hay ham dich dé du doan gia
tri d4u ra (gia tri dich) cho cac trudng hop méi.

- Néu gia tri du ra 12 ri rac thi hoc c6 giam sat dugc goi 1a phén loai hay phéin

16p (classification).

- Néu diu ra nhan gia tri lién tuc, tirc dau ra 14 s6 thuec, thi hoc ¢6 giam sat dugc
goi 14 hdi quy (regression). Trong phin tiép theo, ta s& xem xét chi tiét hon vé
hoc ¢ giam sat.

Vi du:

Phan loai. Gia sir cho dit liéu vé mét s6 loai 6 t6 con nhur trong bang trén hinh 1.
M&i. dong trong bang tuong ng véi mt loai xe cu thé gém hai thong sb vé xe 1a
dung tich déng co va loai xe. Ngoai ra, mdi xe con duge xép loai "cao cép" hay
"trung binh". Péy 1a dit liéu huin luyén tidu biéu cho bii toan phin loai, trong d6
mdi vi du dugc gan mot gia tri dich ¢ thé nhan gia tri tir mot trong hai gia tri "cao
cAp" hodc "trung binh". Trong trudng hop néi chung, s6 gia tri dich c6 thé nhiéu
hon hai, nhung gia tri dich van 13 roi rac va hiru han. Chfmg han, mdi xe ¢ thé xép
vao mot trong ba loai "cao cép", "trung binh", "binh dan" Nhiém vu cda bai toan
phan loai khi d6 1a téng quat héa trén dit liéu huén luyén da cho. Tt d6 x4c dinh

phan khiic xe cho cidc mau xe mdi néu bict dung tich ddng co va loai xe.

Bang 2- 1 Dix liéu huén luyén cho bai toan phan loai

Dung tich dong co Loai xe Phan khic

|.
1

3200 Sedan | Cao cép
|
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2500 Sedan Cao cap
2500 SUV Trung binh
2000 Sedan Trung binh
3500 SUV Cao cap
1800 Sedan Trung binh

Hoc khéng giam sat (Unsupervised learning): M6 hinh dugc huén luyén trén mot
tap dit liéu khong c6 nhan. Muc tiéu 1a tim kiém cAu trac 4n trong dir liéu, chzzing han
nhu phan cum hay giam chiéu dit liéu. Hoc khong gidm st s&€ khong dua ra két qua cu
thé cho cu tra 101 c6 hay khong, hosic mdt nhin cu thé nio d6. Céc bai toan thudng
dung cho hoc khong giam sat la:

- Clustering (phan cum): bai toan phan loai véi tap dit liéu X, tim ra diém tuong
ddng/ s lién quan dit liéu dé phan nhém. Vi du nhur, viéc phén loai gen thanh
cac nhém v& mau da, mau mét, mau téc... giéng nhau

- Non-clustering (khong phan cum): bai toan tim cau tric hoidc quy lut, dya trén
mot dir liéu ¢ trede. Mot vi du dién hinh cho bai toan nay do 1a 'Cocktail Party
Algorithm' - viéc nhén dang giong n6i/ 4m thanh trong méi trudong tap am.

Vi dy: Hay xem xét cac dit liéu sau ddy lién quan dén bénh nhan vao phong

kham. Dit liéu bao gbdm gidi tinh va d6 tudi ciia bénh nhan va mbi bénh nhan

dugc dan nhan 1 “khée manh” hodc “6m yéu”.

Bang 2- 2 Bang dir liéu vé gi6i tinh, tudi clia bénh nhan

Gi6i tinh Tubi Nhin

M 48 sick

M 47 sick

F 18 healthy

M 23 sick

F 32 healthy 1
M 55 healthy ,
M 69 healthy '
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Hoc khong giam sat tiong tu nhu cach con nguoi hoc, trong d6 phuong phéap nay
duogc st dung dé nhan biét r?mg cac ddi tuong hodc su kién cu thé thude cung mdt
nhém, thudng bing cich quan sat sir twong dong giita ching. Mot sb hé théng ma ban
¢6 thé gap trén internet sir dung loai hoc nay dé tr dong héa chién lroc tiép thi.

Hoc nira gidm sat (Semi supervised learning): hoc nira gidm sét s€ st dung nhirng
dit lidu chi ¢6 mét phan duge gén nhan, va phan con lai chua duge gin nhin. Phwong
thirc nay sé& két hop hoc c6 giam sat va hoc khong gidm sat dé dua ra két qua du doan
cubi ciing.

Hoc tang cuong (reinforcement learning): Trong hoc ting cuong, hé théng
khong nhén dugce kinh nghiém dudi dang déu vao/dau ra cho mdi trang thai hoac hanh
dong mot cach truc tiép. Thay vao d6, né nhan dugc mdt gia tri khuyén khich (reward)
1a két qua cia mot chudi hanh dong cu thé. Thuat toan trong hoc ting cudng nhim muc
dich hoc cach hanh dong d& cuc dai hoa gia tri khuyén khich.

Vi du, trong mot phong lab v&i cac chudng ngai vat, robot nhin dang trang thai
ctia minh dya trén toa do va-théng tin tir cam bién. Hanh dong ciia robot bao gdm di
chuyén, queo trai, queo phai va ding lai. Robot nhin duge gia tri khuyén khich dira
trén khoang cach dén diém dich. Trong qua trinh hoc, robot thuc hién céc hanh dong,
nhin dugc phan hdi, va didu chinh chién lugc @ tdi wu hoa viéc dat duge muc tiéu.
Théng qua nhiéu thir nghiém, robot ngay cang cai thién kha ning tu diéu huéng va di
chuyén mét cach hiéu qua trong mdi trudng khong gian, mic du khong biét trude duge
ban db chi tiét cta né.

2.1.2 Khdi qudt vé hoc siu

Hoc siu 1a mdt nhanh ctia hoc may hoan toan dua trén mang no ron nhéan tao, vi
mang no ron s& bit chudce by ndo con ngudi nén hoc sau ciing 1a mot loai bat chude bd
ndo con ngudi. Nhiéu md hinh hoc sau duge ap dung trong cac linh vuc nhu: Thi gi4c
may tinh, xr Iy ng6n ngit tu nhién, phat hién bét thudng...hoc sdu mé hinh héa cic mbi

quan hé va khai niém phirc tap bang cach sir dung nhic¢u cap do biéu dién.
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Mb hinh hoc siu thuong duge xdy dung dua trén cac kién tric mang no-ron siu,
md phong cach ma ndo ngudi xir Iy thong tin. Cac m6 hinh nay cd kha ning hoc tir dir
liéu thong qua nhiéu 16p no-ron, ting cudng kha ning bidu dién va hiéu céc dic trung
phirc tap cua dir liu.

Ung dung ctia hoc sau rong rii, tir nhan dién giong ndi, nhan dién hinh anh, dich
ngdn ngit tr nhién dén tur dong lai xe. Hoc sdu di dua ra nhitng tién b6 16n trong nhidu
linh vue, md ra nhitg canh cira méi cho s déi méi va cai tién cong nghé. N6 khong
chi 1a mdt c;,(‘)ng cu manh mé& cho cac nha nghién ciru, ma con 1a nguén dong vién lon
d6i voi nhitng ngudi mong mubn kham pha va g dung sirc manh clia may hoc trong
thé gidi thue.

Gioi thiéu mang no ron [4]

Mang no-ron nhan tao (Artificial Neural Network - ANN) 1a mdt hé théng tinh
toan c6 chu tric twong ty nhu mang no-ron trong nio ngudi. Pugc thiét ké ¢ mé phong
cach no-ron 1am viéc, ANN 13 mét phin quan trong ciia linh vuc tri tué nhén tao (AI).

Mdt ANN bao gbm céc "no-ron" dugc t§ chirc thanh cac 16p: 16p dau vao, 16p 4n
(néu c6), va 16p dhu ra. Mdi no-ron trong 16p dugc két ndi véi tat ca cac no-ron trong
16p 1ién k& bang céc trong sd. Céc trong s§ nay dugc diéu chinh trong qué trinh huén
luyén d& mé hinh ¢6 thé hoc tir dit liéu.

Qua4 trinh hoc cia ANN thuong dua trén gid dinh "hoc gidm sat", noi mé hinh
duge dao tao bing cach so sanh ddu ra dir doan véi diu ra mong mudn. Cac thuit toan
nhur lan truyén nguoc (backpropagation) thudng dugc sir dung dé diéu chinh trong sb

va cai thién hiu suat cia mang.
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Kién tric chung clia mét mang neuron nhan tao gbdm 3 thanh phén d6 1a: Input

Layer, Hidden Layer va Output Layer

Hidden -

Hinh 2- 1 Kién triic mang neuron

Trong d6, 16p 4n (Hidden Layer) gdm céc no ron nhan dit lidu input tir c4c no ron
& 16p (Layer) tru6e d6.va chuyén ddi cac input nay cho cac 16p xit 1y tiép theo. Trong
mot ANN c6 thé c6 nhiéu 16p 4n.

Trong d6 cac Processing Elements (PE) cua ANN goi 1a no ron, mbi no ron nhin
cac dir liéu vao (Inputs) xur ly chiing va cho ra mét két qua (Output) duy nhit. Két qua
xtr Iy cila mét no ron cé thé 1am Input cho céc no ron khéc.

2.1.3 Mpt s6 phirong phdp hoc siu
2.1.3.1 Mang no ron sdu (Deep Neural Network-DNN)

Mang no ron siu (Deep Neural Network - DNN) 12 mét dang cu thé cia linh vyre
hoc sdu. Mang no ron sau 1a mgt mang no ron nhéan tao nhung c6 kién triic phirc tap va
"sau" hon nhiéu so véi kién triic cia mang no ron truyén théng. Mang DNN tin dung
thanh phan ctia mang no ron nhan tao ANN. Nghia 12 n6 ¢6 s6 niit trong méi 16p va sb
16p 4n 16n hon rit nhiéu va cach thirc hoat déng clia né phirc tap hon so véi kién trac

mang no ron truyén thong.
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Hinh 2- 2 Twong quan mang ANN va DNN

DNN cho phép mé hinh thuc hién vai d6 chinh xac cao hon. Chiing cho phép mé
hinh thao tic véi tap dir liéu va tra vé méot két qua véi @6 chinh x4c duge cai thién so

v6i mang no ron truyén théng.
2.1.3.2 Mang no ron tich chip (Convolutional Neural Network) [7]

CNN la tir viét tit ciia cum Convolutional Neural Network hay 1a mang no ron tich
chap. Py 12 mé hinh vé cling tién tién duoc ap dung nhiéu trong linh virc hoc sdu Deep
learning. Mang CNN cho phép ngudi ding xay dung nhitng hé théng phan loai va dy
doan véi @6 chinh xac cuc cao. Hién nay, mang CNN dugce tmg dung nhiéu hon trong
xu ly anh, cu thé 13 nhén dién d6i tuong trong anh.

Convolution (tich chdp)

Tich chap dugc sir dung dau tién trong xr 1y tin hiéu sé (Signal processing). Nhéy
vao nguyén ly bién dbi théng tin, cac nha khoa hoc da ap dung ki thuit ndy vao xir ly
anh va video sd.

D4 d& hinh dung, ta ¢6 thé xem tich chap nhur mét cira s trugt (sliding window)

ap dat 1én mét ma tran. Co ché cia tich chip qua hinh minh hoa bén duéi.
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Hinh 2- 3 Minh hoa co ché tich chip

Ma tran bén trai 1a mét birc anh den trang. Mdi gié tri ciia ma tran twong duong véi
mdt diém anh (pixel), 0 14 mau den, 1 1a mau tring (néu 12 anh grayscale thi gia tri bién
thién tir 0 dén 255).

Sliding window con ¢4 tén goi la kernel, filter hay feature detector. 0 day, ta ding
mdt ma tran filter 3x3 nhén tirng thanh phan tirong (g (element-wise) v6i ma trin anh
bén trai. Gia trj du ra do tich ctia cdc thanh phin ndy cong lai. Két qua cia tich chap
12 mot ma tran (convoled feature) sinh ra tir viéc truegt ma tran filter va thuc hién tich
chép ciing luc 1&én toan b ma trn anh bén trai. Dudi ddy 1a mét vai vi du cia phép toén
tich chap. |

- Ta c6 thé 1am md birc anh ban diu bing cach ldy gia tri trung binh ciia cac

diém anh xung quanh cho vi tri diém 4nh trung tAm.

fad L7

g e )
[

o o
| | s

olele

Hinh 2- 4 Lam m¢ birc anh
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- Ngoaira, taco thé phat hién bién canh béng cach tinh vi phan (d¢ di biét)

gifra cac diem anh lan can.

Hinh 2- 5 Phat hién cac canh trong hinh anh

M6 hinh mang neural tich chdp

Bay gio, Chiing ta di biét thé nao 1a tich chap. Vay CNNs 1a gi? CNNs chi don
gian gbm mot vai 16p cua tich chap két hop vé6i cac ham kich hoat phi tuyén (nonlinear
activation function) nhd ReLU hay tanh dé tao ra thong tin triru twong hon
(abstract/higher-level) cho cac layer tiép theo.

Trong m6é hinh CNNs céc layer lién két duoc v6i nhau thong qua co ché
convolution. Layer tiép theo 13 két qua convolution tit layer trajéc d6, nhd viy ma ta c6
duoc cac két ndi cuc bd. Nghia 1a mbi no-ron & layer tiép theo sinh ra tir filter 4p dit
1én mdt ving anh cyc bg cia no-ron layer truée do.

MB&i layer nh& vay duge ap dit cac filter khac nhau, thong thudng c6 vai trim dén
vai nghin filter nhur vay. M6t s6 layer khac nhur pooling/subsampling layer ding dé chit
loc lai cac thong tin hiru ich hon (loai bo cac thong tin nhidu). Tuy nhién, ta s& khéng
di siu vao khai ni¢m cua cac layer nay.

Trong sudt qua trinh huén luyén, CNNs s€ tu dong hoc durge céc thong sb cho céc

filter. Vi du trong tac vu phéan 16p anh, CNNs s& cd ging tim ra thong s6 t61 qua cho
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céac filter twong ng theo thir tur raw pixel > edges > shapes > facial > high-level
features. Layer cubi cing dugc ding dé phan 16p anh.

Lo, Sopong [ Fyotey Sy Fan Dntgmt Prosde T
smrgtipe  {aseelisg

CNNs c¢6 tinh bat bién va tinh két hop cuc bd (Location Invariance and
Compositionality). V§i cung mdt dbi tugng, néu débi tugng nay dojoc chiéu theo cac
géc do6 khac nhau (translation, rotation, scaling) thi d¢ chinh x4c cua thuit toan s& bi
anh hudng dang k&. Pooling layer s& cho ban tinh bét bién d6i v&i phép dich chuyén
(translation), phép quay (rotation) va phép co gian (scaling).

Tinh két hop cuc bd cho ta cac cip do biéu dién théng tin tir mirc dé thép dén mirc
d6 cao va triru tugng hon théng qua convolution tir céc filter. D6 1a ly do tai sao CNNs
cho ra mé hinh véi do chinh xac rit cao. Ciing gidng nhir cach con ngudi nhan biét cac
vét thé trong tu nhién. Ta phan biét dugc mét con chd véi mot con méo nhd vao cac
dic trong tir mirc d6 thap (c6 4 chan, c6 dudi) dén mirc d6 cao (dang di, hinh thé, mau
l6ng) [2].

2.2 Phat hién tin cdng img dung web dura trén méd hinh hoc siu CNN

CNN str dung céc 16p tich chip dé ap dung cac bd loc nhé Ién dit ligu, gitip chiing
¢6 thé nhan biét cdc mau cuc bd trong dir liéu ma khong phu thude vao vi tri cu thé.
Didu nay rét hitu ich trong viéc phat hién cac biéu hién tin cong img dung web ma c6
thé xuét hién & bat ky vi tri nao trong dit liéu hru hrgng mang.

Pé an lya chon sir dung mang hoc sdu CNN dé xay dyng va thir nghiém mé hinh
phat hién tAn cong web sir dung hoc sau 13 do CNN di duoc sir dung rat rong rai va

hiéu qua cho céac bai toan, nhu phan loai anh, phén loai van ban. Ngoai ra, mé hinh
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CNN c¢6 tbe d6 xir Iy nhanh, y8u ciu tai nguyén tinh toan thip hon cic mé hinh hoc sdu
khac, nhu LSTM, hodc BiLSTM, phi hop v&i mé hinh phat hién tin cong web cin xir
Iy heong dir lidu rit 16n.

2.2.1 Gidithiéu mé hinh

R

Tip dit ligu thir ' Hadn luyén Phin loa
nghiém
Xdy dwag md hinh I "Request kiém tra
i Embedding

v Convolutionat l
r""""“""'j
5 | Ffa“e: Tin xit Iy
|| Tokenization |} -
| | I, :
1| padding || Hudn luyén mé hinh » Phan loai
: |
5 Tién xir Iy E l l—‘—l
""""""""" | Luotrd mé hinh phin Tin céng Hop I8

loar

Hinh 2- 6 M6 hinh phat hién tin cong ing dung web sir dung hoc siu CNN

M5 hinh phat hién tin cong img dung web dura trén hoc siu CNN gbm ba giai doan
chinh: Tién xtt 1y dit liéu, giai doan huin luyén va giai doan phén loai. Dir liéu diu vao
1a cac HTTP request duge két hop tir cac ngudn khac nhau.

Dit lidu tir cac HTTP request s& trai qua cac budc tién xir Iy bao gém tokenization
va padding. Sau d6, cic request s& duge dua qua chudi cac 16p xir Iy nhung, tich chap,
phing héa, va cudi ciing 1a mot 16p két ndi diy da & giai doan huin luyén. Két qua tir
qua trinh huén luyén s& duoc luu trit dé st dung cho viéc phén loai tiép theo.

Trong qué trinh phén loai, request diu vao ciing s& duge tién xir Iy dé phi hop véi
mo hinh hoc sau. Sau khi durge phéan loai request hop 1€ sé duoc tiép tuc x1r ly, request
tdn cong sé& bi chin va tra lai thong bao cho ngudi dung.

2.2.2 Cac giai doan xr ly
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a. Tién xut ly:

Trong qué trinh tién xir ly dit lidu, hai buéc quan trong 1 "Tokenization" va

"Padding". Trong budc "Tokenization", dit li¢u van ban dugc chuyén dbi thanh

chudi s6 duy nhét, tién loi cho viée dua vao mang no-ron. Tiép theo, trong budc

"Padding", cac chudi s§ dugc diéu chinh d6 dai dé dong nhat, gitip cho mé hinh

c6 thé xir Iy ching mét cach hidu qua hon trong qu4 trinh huén luyén va du doan.

b. Huén luyén:

Céc budc cua giai doan huan luyén nhu sau:

Ldp Nhung (Embedding Layer):

L6p nhing st dung dé biéu dién cac thong tin trong cic request dudi dang
céc vecto nhang c6 s6 chiéu thap.

Lop Tich Chap (Convolutional Layer):

Lép tich chap s& quét qua cac vecto nhing biéu dién cho cac HTTP request
dé trich xuét cac dic tnmg cuc bd.

Céc bd loc trong 19p tich chap s& hoc duge cac mau hoic dic diém cua cac
request, giup mo hinh nhéan biét cac d4u hiéu clia cac loai tan cong.

Lép Phing Hoa (Flatten Layer):

Lép phéng hoa s& chuyén dbi dau ra tir 16p tich chap thanh mét vecto 1 chiéu.
Lép Két N6i bay Bu (Dense Layer):

Lép két ndi ddy du s& nhan dau vao tir 16p phing héa va thuc hién qué trinh

phan loai, tirc 13 dy doan xem mét request c6 chira tin cong hay khong.

c. Phén loai:

Dir liéu dau vao: La request ngudi ding g 1en server.
Xir ly dir liéu, vector hoa: Request s€ dugc tien xir 1y v6i tokenization va

padding, sau d6 dugc vector héa ¢€ phit hop véi mé hinh.
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e Du doan va tra vé két qua: sau khi dugc vector hoa, vector nay s€ duge du
doén c6 12 mot dang tin cong hay khong thong qua mé hinh hoc sau CNN.
Néu phat hién tin cong, mé hinh sé tra vé két qua 1a dang tin cong cu thé.
2.2.3 Tiéu chuén ddnh gid mo hinh

Dé danh gia dugc d6 chinh xac cia mé hinh ta stir dung mét ma tran dugc goi la
confusion matrix.

Gid tri thre t8
Gis Positive (1) Negatrve (0)
tri
dy Positive (1) TP FP
doén
Negative (0) N TN

Hinh 2- 7 Confusion matrix danh gia d¢é chinh xac mé hinh hoc sau

Cac chi s0 trong ma trdn gom co:

e True positive (TP): cic request tn cong duge phan loai chinh x4c 13 céc request
tan cong

e True negative (TN): cac request hgp 1€ dugc phén loai chinh xéc 1a cac request
hop 1€

e False positive (FP): cac request hop 1€ ma dugc phén loai khong chinh xéc 1a
cac request tin cong

e False negative (FN): Céc request tin cong duoc phén loai khong chinh xac 1a
cac request hop 1€.

Confusion matrix c6 dang bang, trong d6 hang ciia ma tran thé hién cac 16p thuc

t€, con cot thé hién céc 16p duge dir doan bai md hinh.
Thong qua confusion matrix, chiing ta c6 thé tinh toan cac chi s d4nh gi4 hiéu suit

nhu d6 chinh xac (accuracy), d6 chinh xac cia tirmg 16p (precision), do phu (recall), F1-
score, va nhiéu metric khac dé danh gia hiéu suét ciia mot mé hinh phan loai.
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Tix cac gid trj TP, TN, FP, FN, ta c6 thé tinh toan mét sé d¢ do hiu qua ciia md
hinh phén loai nhu sau:

Chi sb Precision duoc x4c dinh bang sé request tin cong durge phan loai chinh x4c
1a tan cong chia cho tong clia so request dwgc phan loai chinh xac va so request hop 1€
dugce phan loai 13 cac request tan cong.

.. TP
Precision = - * 100%

P+FP

Recall dai dién cho sb request tin cong duoc phan loai chinh x4c chia cho téng cua
sO request tAn cong dugc phan loai chinh x4c va so request hop 1€ duge phan loai 1a
hop 1€.

TP
TP+FN

Recall = * 100%

F1-score cung cip danh gi4 tong thé v& hiéu suét ciia mé hinh. Cong thirc tinh F1-
score nhu sau:

Precision*Recall

* 100%

Fl-score =2 * —
Precision+Recall

Chi sb loss 12 mot phép do danh gia sy khac biét gitta gia tri du doan cia mé hinh

va gi4 tri thuc té trong dit liéu huin luyén.

Ngoai ra tap dir liéu ding dé validation st dung céc gia tri val recall, val_loss,

val precision d€ danh gia hi¢u qua.

2.3 Két chwong

Churong hai da trinh bay cac khai niém co ban vé hoc may, hoc sdu va mé hinh phat
hién tAn cong img dung web dua trén hoc sdu. Céc Iy thuyét va chi s6 danh gia higu
qué s& dugc van dung dé xay dung va danh gid mé hinh phét hién tan cong Gtng dung

web trong chuong tiép theo.
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CHUONG 3 THU NGHIEM VA PANH GIA
Trong chuong 3, md hinh phat hién tin cong web sir dung hoc sdu CNN sé& dugc
cai dat va thir nghiém dé dura ra cac két qua ciia mé hinh hoc sau. Cac phép tinh toan
s& chi ra wu nhuoc diém ciia mé hinh, tir d6 ¢6 huéng di mé rong bai toan trong tuong
lai.
3.1 Tap dir liéu thir nghi€ém
Tap dir lidu sir dung trong dé 4n gdm 35.000 request duge téng hop tir cac ngudn
dir liéu gém: HttpParams Dataset [14], CSIC 2010 [13]. Trong s6 nay c¢6 22.870
request durge xac dinh 13 hop 1€ dai dién cho céc request khong c6 déu hiéu coa hanh
vi tin cong va duge gin nhan "norm". Phin con lai cia tap dir liéu, 12.130 request
con lai dugce phan loai thanh ba nhén:
e Nhin "sqli": Bao gdm 8212 request, dai dién cho céc tan céng nhim khai
thac 16 héng SQL Injection.
e Nhian "xss": Gom 2224 request, trong {mg véi cac tin céng véi muc ticu
chén ma JavaScript doc hai vao cac trang web.
e Nhin "path-traversal": Bao gdm 1693 request, dai dién cho cac tin cong
khai théc 18 hdng Path Traversal, noi ké tin cong cb ging truy cip cac tép

va thu muc nim ngoai pham vi quy dinh.

P R R T R
‘8281 notm
17497 norm
:mckenney norm
ipoma gozalbo norm
Joti@ajuntamentbarcelonaz-g.is normn
ic/ huertas altas, 114 norm
fﬁsequera de hazs, la norm
:8.76E+1S norm
;kindra norm
josias norm
‘fonoll zurke nomm
:07408152§ norm
:c[ aira de villaescusa 199, 1f norm

Hinh 3- 1 Mét s6 payload dwgc gian nhin “norm”
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‘request label
Hilerfetc/passwd path-traversal
etepasswd path-traversal
[T 7 7 N /SO0 1 OO0 1 SO SO0 ] (O J SO0 § (O J N/ SO [ v =13V path-traversal
ooidboidleidfoodfoidb ot ok od LS bl S o J et/ passwd path-traversal
{1} where 9371=9371 union ali select null,iluil,nu!l,null,null,nuli,nui!-— sgli

i1") where 2388=2388 union al} select null, null,nullnull,nuli, nuli, pull, null,nuli— sqli
<swg><scriptralert{f1/i</script> XS5
<fscript><script>alert{1}</script> %8s

>"<img src=&{document.cookie=true;};> XS5

i>"«<img src="mocha:document.cookie=true;"> xs5

i>M<img src="livescript:document.cookie=true;"> XS5

Hinh 3- 2 M{t s6 payload tin cong dwgc gan nhin “sqli”, “xss”, “path-traversal”

Tép dit liéu s& dugc chia thanh hai tdp dir liéu con 1a tdp Train va tip Validation,
trong dé c¢6 75% dir liéu sir dung cho tap Train va 25% dir liéu duoc str dung cho tip
Validation.

3.2 Tién xir ly dir liéu

Dé ¢6 thé dua cac payload vao md hinh hoc sdu CNN, céc payload can dugce thuc
hién tokenization. Bén canh d6, cc payload c6 d6 dai khac nhau vi vy can phai
padding dé c6 thé thdng nhat d dai clia cac payload.

Cong cu Tokenizer tir thur vién kéras.preprocessing.text dugce sur dung dé thuc
hién tokenization.

Khi qua trinh tokenization dugc thuc hién, mdi ky tr s& dugce anh xa vao mot s6
nguyén dya trén tir dién duoc tao ra boi Tokenizer. Cu thé, mdi ky tir s& duge gan mot

s6 nguyén duy nhét dya trén vi tri cia né trong tir dién.

Hinh 3- 3 Tir dién dwoc xay dung tir tip dit ligu huin luyén.
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Sau qua trinh tokenization, mdi chudi ky tu dwgc bicu dién dudi dang mét chudi
cac sb nguyén, trong d6 mdi s6 nguyén dai dién cho mét ky ty trong chubi ban dau.

Cac chuoi s6 nguyén nay c6 thé duge sir dung lam dau vao cho mo hinh dé phén loai.

Hinh 3- 4 Vi du payload dwgc vector hoa
3.3 Huén luyén va kiém tra
3.3.1 MGoi truong thur nghiém

MBoi truong thir nghiém durge mo ta trong bang dudi day:

Bang 3- 1 Moi truweong thir nghiém mo hinh hoc sGu CNN phit hién tén cong web

Thong s6 Mb ta
CPU 11th Gen Intel(R) Core(TM) i5-1135G7 @ 2.40GHz
RAM 16.0 GB
H¢ diéu hanh Windows 11 64GB
Platform Visual Studio Code
Ngon ngit 1ap trinh Python 3.10.0

3.3.2 Két qua va nhan xét

Qua4 trinh huén luyén dit liéu s& sir dung 6 vong lap.
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Hinh 3- 5 Qua trinh huin luyén di ligu

Céc chi s6 danh gia hiéu qua mé hinh phat hién tan cong Gng dung web dua trén

CNN duoc thé hién trong bang dudi day.

Bang 3- 2 Két qua thir nghiém véi mé hinh hoc siu CNN

Chi
. Val Val
so | Loss Val | 5 cision Recall F1 | ValFl
. loss precision recall
[an lap

1 0.0747 | 0.1139 | 09057 | 0.8513 | 0.8649 | 0.8181 | 0.gg4g | 0.8343
2 0.0043 | 0.0575 | 09955 | 0.9339 | 0.9950 | 0.9312 | 99952 | 0.9325
3 0.0018 | 0.0417 | 0.9980 0.9393 | 0.9980 | 0.9378 | 0.9980 | 0.9385
4 0.0011 | 0.0509 | 0.9989 0.9379 | 0.9989 | 0.9366 | (.9989 | 0.9372
5 0.0007 | 0.0569 | 09994 | 0.9387 | 0.9994 | 0.9384 | 9994 | 0.9385
6 0.0005 | 0.0504 | 0.9996 | 0.9416 | 0.9996 | 0.9402 | (9996 | 0.9408

Sau 6 vong lap huan luyén véi tap dit licu dau vao, md hinh CNN dat duge do do

F1 cao nhit & vong Lip cudi cing 13 99.96%.

Théng qua céc chi sé danh gia két qua cho thdy, mé hinh phat hién tin cong tng

dung web sir dung hoc sdu CNN dat dugc d6 chinh xac cao. Tép dit liéu duge sir dung

huén luyén trong mé hinh gom cac request chira cac nhin hop 1€ hodc céc nhén kicu

t4n cong g dung web, mo hinh di dat duge do do F1 cao trén tap dif liéu thir nghiém.

Pay 12 minh chitng cho thiy img dung ctia k§ thuat hoc siu, cu thé 1a CNN trong viée

phat hién tin céng img dung web.
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Tiép theo, ching ta s& so sanh két qua nay véi hiéu sudt ciia phwong phap hoc
may truyén théng d& c6 gbéc nhin téng quan vé hai phirong phap.
Bang 3- 3 So sanh hiéu suét phat hién tin céng web dura trén CNN trong dé an

va dua trén hoc may truyén théng trong [3]

Thuat toan Precision Recall F1-score
SVM véi mé hinh TF-IDF 0.98 0.978 0.978
SVM vgi mé hinh Bow 0.99 0.978 0.984
Decision Tree véi m6 hinh BoW 0.974 0.982 0.978
Decision Tree véi mo6 hinh TF-IDF 0.968 0.974 0.97
Hoc siu CNN trong d¢ an 0.9996 0.9996 0.9996

Thong qua bang 3-3, két qua cho tha“'ly cac thuat toan hoc may ciing dat dugc hiéu
suét cao trong viéc phat hién tin cong tmg dung web. Tuy nhién, diém déng chi y 1a
trong hoc sau, dic biét 1a md hinh CNN, d4 thé hién su 4n twong v6i kha ning ty dong
hoc va trich xuét dic trung tir dit liéu ma khong cin budc trich xuét dic trung doc lap.
Trong khi d6, hoc méy thudmg doi hoi mét qua trinh trich xut dic trung riéng biét tir
dir liéu ban dhu. Su khac biét nay thic ddy su quan tim ngdy cang ting trong viéc
nghién ciru va tng dung cia hoc sau trong viéc phat hién va ngan chén cac cudc tAn
cong vao ung dung web.

3.4 Cai dat thir nghiém mé dun phat hién tin cong img dung web

3.4.1 Mé hinh phidt hién tin cong ieng dung web

M5 hinh phat hién tin céng tmg dung web dugc md ta nhu hinh sau:
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f 1
E Output |
3 e Mb dun phat hién ; ¥
: Tién xir Iy i 16
Request can Phin loai Hop i¢
kiémtra Tokenization, Padding —| :
Tén cong
S

Hinh 3- 6 So' 6 mé hinh phat hién tin cong tng dung web

Hinh 3-6 m ta so dd m6 hinh phat hién tin cong g dung web dua trén hoc siu
CNN. v6i mé hinh nay, request cAn kidm tra s& dugc tién xir Iy dé c6 d6 dai phi hop
va vector hoa cho dau vao ciia mé dun phat hién. M6 dun phat hién sé& thyc hién du
doan dé dua ra két qua 1a request tin céng theo 156 héng nao hay hop 1&. Dya trén két
qua du doan, request co thé bi chiin hodc tiép tuc duge xir Iy dé phan hdi lai cho ngudi
ding. -

3.4.2 Tich hop mo hinh xit Iy vao irng dung web

Sau khi dugc x4y dung, m6 hinh s& dugc tich hop vao img dung web dé phat hién
t4n cong Gng dung web. Ung dung web vé& quan ly tai khoan khach hang duge xiy
dung trén nén tang Django Framework.

Django 12 mét framework Iap trinh web béc cao rit phd bién va day du tinh ning.
N6 cho phép phat trién nhanh chéng céc website va tdi wu ho viéc bao tri ching,
Dugc xay dyung béi cac k¥ su giau kinh nghiém, Django giup giai quyét nhidu van dé
trong viéc phét trién web, tir d6 c6 thé tip trung vao cong viéc viét img dung.

Django Python sir dung mé hinh MVT (Model-View-Template) thay vi mé hinh
MVC (Model-View-Controller). Pay 14 mét mé hinh bao gdm ma HTML véi Django
Template Language.

e Model (M) 14 16p c¢6 chirc ning truy cp va lwu trir dit liéu: Tir cach thirc truy

cap, phuong thirc dit liéu, cho dén mdi quan hé cac di liéu.
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View (V) 1a 16p chira céc logic, giup truy cdp dir licu qua Model va truyén
dén Template tuong ng.
Template (T) 12 16p hién thi. N6 Iuu trit nhimg gi lién quan dén viéc hién thi

dir liéu trén web hoic cac nén tadng khac.

Céc tmg dung web Django thudng nhom ma xir ly cho timg budc nay vao cac tép

riéng biét:

HITP request —— ¥ HTTP request

v

models.py |¢—— f"i@‘:;"iét —_— views.py 5 HTTPresponse
it litn

I 3

Ternplate.html

Hinh 3- 7 Co ché hoat ddng ciia Django

URLs: Mic di ¢6 thé xir Iy cac yéu ciu tir moi URL théng qua mét ham duy

nhét, nhung viéc viét mot ham xem (view) riéng dé xir Iy mdi tai nguyén 1a

cach quan 1y t6i wru hon. Mot bd URL dugc sir dung dé dinh huéng cac yéu cau

HTTP dén chirc ning view thich hop dua trén URL yéu ciu. Bo URL ciing c6

thé phi hop véi mét chudi ky tir hodic s6 cu thé c6 trong URL va chuyén ching

dén mot view dudng dang dit liéu.

View: Mot ham xem (view) 12 mot ham xir Iy yéu ciu. View nhén yéu cau
“HTTP va tra vé phan hdi HTTP. Ham view truy cp dir lidu cin thiét dé dap

g céc yéu chu théng qua cac md hinh (model) va cung cip dit ligu tra vé cho

cac mau (template).

Model: M6 hinh (model) 14 c4c class trong Python ding dé tao cac chu triic dir

liéu coa img dung va cung cip cac phuong phap dé quan 1y (thém, sira, x6a) va

truy cap vao co s& dit li¢u.



e Template: Mau (template) 12 mét file gitp dinh dang cAu triic hoic layout ciia
file (vi du mét trang HTML) véi cac vi tri 6 da dugce chi dinh dé trinh bay mét
ndi dung cu thé. Mot ham view c6 thé tu dong tao m¢t trang HTML bﬁng cach
str dung HTML template vai dit liéu dugc thém vao tir model. Mot template c6
thé sir dung d& tao ra mét céu triic cho bét ky loai file nao (khéng chi HTML).

Mo dun phat hién tin cong tmg dung web s& dugc tich hgp vao cac chirc ning

dang ky tai khoén, diing nhap, tim kiém ngudi ding. Py 14 cic chiic ning nhay cim
va 12 muc tiéu thudng xuyén cia cdc tin tic. Sau khi dugce tich hop, tng dung web c6
thé phat hién va ngin chin kip thoi cac request tin cong.

Ung dung web c6 cau triic nr hinh duéi day:

Hinh 3- 8 Céu triic irng dung web

3.4.3 Mt 56 két qua
Kich ban thit nghi¢m:
o Ngudi ding truy cap tmg dung dé ding ky tai khoan véi cac thong tin c4 nhan.
Sau khi dang ky tai khoan nguoi diing s& déng nhdp chirc nng quan ly nguoi
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dung theo tai khoan di ding ky. Chitc nang quan ly cho phép truy cép thong
tin ¢4 nhén ca ngudi ding va tim kiém ngudi ding theo username.

e Tét ca chirc nang s& duge tich hop mé hinh phat hién tdn cong tmg dung web
dé c6 thé phat hién tAn cong néu request chira payload khai thac 15 hong SQL
Injection, Cross-site Scriptting va Path-Traversal. Day déu 1a cac 16 hong phd
bién va da dugc d& cap & chuong déu tién cua dé an.

Thir nghiém mét s6 mau véi ca request tin cc“)ng va request hop 1€.
- MOt s6 mau thir hop 1é: khoaln, admin_union_select, script_alert, etcpwd, user123
- M6 s6 miu thir tin cong: admin' or 1=1-- - [SQLIi],
admin'><script>alert(1)</script> [XSS], test' union select 1,2,3-- -[SQLi],
.J./.Jetc/passwd [Path Traversal], <script>alert(document.domain)</script>
[XSS]
Két qua thtr nghiém cac mAu thir cho két qua dy doan ding 10/10 miu, két qua

cu thé nhu sau:
e Ti gEm
NhEp usemame:

iusamame | Tim kigm ]

Danh sach két qua tim kiém
Username  Tén Email Chiti#t

khoain L& NgocKhoa  lengockhoa3iC19%8@gmad.com 7. L

Tir khéa tim kigm: khoain

DU liéu tim kiém hop 1.

Hinh 3- 9 MAu thir “khoaln” cho két qua hop 1¢
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Trant ohy / Tim kiém

Nhap username:

lusername | Tim kigm I

Tir khéa tim ki€m: admin_union_select
Khéng tim thdy ngudi dung nao.

D{r liéu tim kiém hop 1é.

Hinh 3- 10 MAu thir “admin_union_select”
cho két qua hop 18

Dany Nhip Hé Théng Quan

Ly Khégh Héng L Q @
Ty B

8o rude pknimuars PR 4R P

CUSTOMER"
- ‘f assnwce;}@

sﬂ % hmm'wme hoilc mit M5 Vas long 3"{‘
Dir iéu HOP LE ﬁf} {3

Hinh 3- 11 MAu thir “user123” cho két qua hop 1&

Trerr b o/ Tim ki8m

Nhép username:

username fl Tim ki€m |

Tir khda tim kiém: etcpass
Khong tim thay ngudi diing nao.

D{ liéu tim kiém hop Ié.

Hinh 3- 12 MAu thir “etcpass” cho két qua hop 1é
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Trang chi / Tim kiém

Nhap username:

lusemame |; Timn kigm I

Tir khéa tim ki€m: script_alert
Khong tim thay ngudi ding nao.

D{r liéu tim kiém hop lé.

Hinh 3- 13 MAu thir “script_alert” cho két qua hop 1é

Pang Nhap Hé Thong Quan
1§ Khach Hang

R e = P

R

= =2
= gacusromsn
T SERVICEﬂ@
apr pos B @.DKDQ

B §8u ddng nhap chifa ma khai N
shéc o »3ng SOL Injection. vui }g’, (gﬁ éiﬁ

iong thilal.

Hinh 3- 14 Méu thir “admin’ or 1=1-- - cho két qua
SQL Injection

Ding Nhap Hé Thing Quén
L) Khach Hang T‘(’

Slng =

Racusromsnﬂ
e aEDRr—Y ngg{}@
"*‘ Oy

g :iéy Séng nhip ohite ma khel
thac Krhding XSS, Yut idng thi \_9 ‘_’1 :__
lat.

Hinh 3- 15 Maiu thir “admin'><script>alert(1)</script>"
cho ket qua XSS
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Shco /Tmkgm
Nhap usernarne:

|usemars‘e l Tim kiém I

Tir khda im kiém: test&#x27; union select 1,2,3— -
Dt liéu tim kiém chra ma khai thac 16 hdng
SQL Injection. Vui long thir fai.

- Hinh 3- 16 MAu thir “test’ union select 1,2,3-- -%
cho ket qua SQL Injection

rifTimkiém

Nhap usermname:

‘username fl Tim kiém I

Tirkhoa tim kKiém: ../../../etc/passwd
D{r liéu tim ki€m chira ma khai thac 16 hdng
Path Traversal. Vui long thi lai.

Hinh 3- 17 Miu thir “../../../etc/passwd” cho két qua Path

Traversal
Teercr ol / Tim kiém
Mhap username;
|Lsere“ne o || Tim kiém |

Tir khéa tim kiém:
&it;script&gtaleri{document.domain)&lt;/script&gt;

D liéu tim kiém chira ma khai thac 16 hdng
XSS. Vui long thi lai.

Hinh 3- 18 Mdu thir “<script>’alert(document.domain)</script>”
cho két qua XSS
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3.5 Két chwong

Chuong 3 trinh bay tap dit liéu thir nghiém, cai dat va danh gia hi€u qua md hinh
phat hién tAn cong tng dung web sir dung hoc sdu CNN. Két qua thir nghiém cung
cip thém thong tin vé& kha ning phat hién tdn cong cita mé hinh. Ngoai ra, cic request
hop 18 va tAn cong durge thir nghiém trong g dung web thuc té khi tich hgp mé hinh.



50

’ KET LUAN
Ket qua dat dwgc:

D& 4n gi6i thiéu vé tmg dung web, cac 15 hong tdn cong ting dung web, cac
phuong phap phét hién tn cong (g dung web. Bén canh d6 dé 4n ciing cung cap
kién thitc co ban vé hoc may, hoc sdu va mét s6 thudt to4n hoc sau.

D& 4n trinh by vé mé hinh CNN va (mg dung cia né trong phuong phap phat
hién tAn cong tng dung web. Tién xit Iy tap dir lidu 16n 12 céc request va huin hiyén
dé c6 duge mé hinh hoan chinh. Két qué thir nghiém dénh gia cho thdy mé hinh c6
thé dat duge dd chinh xac cao véi dé do F1 13 99.96%. Dé an xay dung mot tmg dung
web v6i y tedng quan 1y tai khoan khach hang dé nhan dién cac 16 héng dura trén mé
hinh hoc sdu CNN.

Hiwromg phat trién trong twong lai:

Phat trién tap dir liéu thir nghiém: dir lidu s& duoc bd sung thém nhiéu kidu tin
cdng véi cac 16 héng bao mat c6 mirc d6 nguy hiém cao, dir lidu duge thém tir nhidu
nguén hon.

Nhan dién mi khai thac khong chi dimg lai & trén url va body ciia request ma con
nhan dién trén ca cac truong cua header. Ung dung web s€ dugc bao v¢ toan dién hon.

Két hop vdi cac mé hinh hoc sau khac: M6 hinh CNN d3 dat duoc hidu qua tét
trong d& 4n, tuy nhién cac mé hinh khéc c6 thé duge nghién ctru dé két hop véi méd
hinh CNN @ dat duoc hiéu qua tét hon nira. Vi du: Két hop CNN véi LSTM, RNN

¢6 kha néng cai thién hiéu suat mo hinh.
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T6i cam doan da thuc hién viée kiém tra muc d6 twong dong nodi dung dé 4an qua
phin mém kiemtratailieu.vn mot cach trung thuc va dat két qua mirc do tuong ddng 14%
toan bo ndi dung @& 4n. Ban dé an kiém tra qua phdn mém 14 ban cimg d& 4n da nop dé bao
vé trude hoi dong. Néu sai toi xin chiu cdc hinh thie ky ludt theo quy dinh hién hanh cda
Hoc vién.
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) _BIEN BAN )
HOQP HOI PONG CHAM BE AN TOT NGHIEP THAC Si

Cin cir quyét dinh s6 Quyét dinh s6 289/QD-HV ngly 06 thang 03 nim 2024 cua
Giam dbc Hoc vién Cong nghé Buu chinh Vién théng v& viéc thanh 1ap Hoi ddng chim dé

2024 tai Hoc vién Cong nghé Buu chinh Vién théng d& chim dé an tdt nghiép thac s cho:
Hoc vién: Lé Ngoc Khoa

Tén dé 4n t6t nghiép: Nghién cira phwong phip phit hién thn cong Web dira trén mé
hinh hoc sdu CNN

Chuyén nganh: Khoa hoc may tinh M3 sb: 8.48.01.01
Céc thanh vién cia Hoi ddng chdm d2 an t6t nghiép c6 mat: ..H57/ 05
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Céc ndi dung thyce hién:

1. Cha tich Hoi ddng didu khién budi hop. Cong b quyét dinh cia Giam ddoc Hoc vién
Céng nghé Buu chinh Vian thong v& viéc thanh 1ap Hoi ddng chdm dé 4n tot nghiép
thac si.

2. Ngudi hudng din khoa hoc hodic thu k¥ doc Iy lich khoa hoc va céc diéu kién bao vé dé
4n tbt nghiép ctia hoc vién (C6 ban 1y lich khoa hoc va két qua cac mén hoc cao hoc
cia hoc vién kém theo).

3. Hoc vién trinh bay t6m tit d& an tdt nghiép.

4. Phan bién 1 doc nhin xét (c6 vin ban kém theo)

5. Phan bién 2 doc nhén xét (c6 vin ban kém theo)

6. Céc cau hoi ciia thanh vign Héi’déng: (_
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2. bé nghi Hoc vién céng nhén (hodc khéng) va }:z‘ip'béng (hodc khong) thac si cho hoc
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3. D& 4n tot n%hif_":p c6 thé phatirién thanh @2 tai nghién iru cho
(\

NCS......... { ...... Lerterteneieraaens y
Budi 1am viéc két thiic vao.AIES ... cung ngay.
Chii tich Thur ky

Mueneq /ﬁ/:
fi <

TS. Nguyén Duy Phirong TS. Pae Thi Thiy Quinh



CONG HOA XA HQI CHU NGHIA VIET NAM
Dic lip — Tu do — Hanh phic

BAN NHAN XET DE AN TOT NGHIEP THAC SI

Tén @& tai dé an tdt nghiép: NGHIEN CUU PHAT HIEN TAN CONG WEB DUA
TREN MO HINH HOC SAU CNN

Chuyén nganh: Khoa hoc mdy tinh

M3 chuyén nganh: 8.48.01.01

Ho va tén hoc vién: LE NGOC KHOA

Ho v tén ngudi nhén xét: L& Qudc Hung

Hoc ham, hoc vi: Tién st

Chuyén nganh: Toén hoc

Co quan cong tac: Tap chi Thong tin va Truyén thong - B§ Thong tin va Truyén théng

S6 dién thoai: 0936366056 E-mail: hung le31@yahoo.com

NOI DUNG NHAN XET

¥/ Co s& khoa hoc va thie tién, tinh cip thiét ciia dé tai

DPéam bao an toan thong tin (ATTT) cho hé thdng thong tin ndi chung 1a van dé
quan trong trong thoi dai hién nay khi ma cOng cudc chuyén ddi sb dang dién ra manh
me, gan nhu moi mit cia cudc sdng déu duge dira Ién moi treomg sb. Trong d6 viée bao
vé an toan thong tin cho tng dung Web lai cang rat quan trong khi moi thir ddu 6 thé
truy c4p, khai théc, chia sé qua mang Internet.

Khi ing dung Web bi tén cong c6 thé giy ra nhiéu hiu qua nghiém trong dbi véi
nguoi dung, t6 chirc nhu mét théng tin ca nhan, doanh nghlep, dich vu bj tir chéi,..

Nhitng diéu ndy s& nén gdy nén nhidu hiém hoa, hau qua ning né d6i véi ca nhin hay tb

chirc (nhu mét danh tinh, thiét hai tai chinh, dich vu bi gian doan, doanh nghiép mét uy

tin, ri ro phap ly,...).

Viéc ¢am bao ATTT cho hé théng théng théng tin n6i chung, u'ng dung Web néi
riéng cén phai duge thuc hién véi nhiéu giai phdp, trong d6 phat hién thn cong dé chu
dong d6i pho 13 mdt giai phap quan trong. Hién tai co nhiéu phuong phap, giai phap
duge ung dung dé phat hién céc cude tAn cong Web, trong d6 giam sat hé théng va dya
trén c4c k§ thuat hoc mdy, hoc sdu 1a mét giai phap hiu qua khi céc bién phap, k¥ thuét
t4n cong tng dung Web ngay cang tinh vi, bién dbi khong ngimg.



Dé an c6 y nghia thyc tién trong viéc ing dung dé phét hién tAn céng @mg dung
Web nhim chi dong déi phé dé dam bao ATTT.

II/ N§i dung ciia d& an t6t nghiép, cdc két qui da dat dugce

Trén co s& nghién ciu bai todn dam bao ATTT cho tmg dung Web dé& 4n da tap
trung x4y dung md hinh phét hién tAn cong tmg dung web dya trén hoc séu va cai dit
thir nghiém. Két qua cia @& 4n co ban phu hop voi dé crong duoc duyét va duge trinh
bay trong 3 chuong chinh:

1- Cac phuong phap t4n cong vmg dung web va phong chéng tin cong. Pé 4n da
tdng hop, hé théng héa céc phuong phap tn cong, mot sé 15 héng bao mét va céc
phurong phap dugc sir dung d& phong chéng tin cong.

2- Phat hién tdn céng web sir dung hoc sau. Trinh bay tbng quan v& hoc mdy, hoc
siu, mot s6 md hinh hoc sau.

3- Thir nghiém va danh gia.

IV Nhitng vAn dé cén gii thich thém

- Trong @& cuong co dé cip dén nghién ciru, st dung céc phuong phap hoc sau,
gbm CNN (Convolutional Neural Network - Mang no ron tich chap), LSTM (Long
Short Term Memory) d& xdy dung mé hinh phat hién thn cong tmg dung web nhung
trong dé 4n lai chi nghién ctru phuong phép phat hién tAn cong tmg dung web sir dung
hoc siu CNN, cin xem lai dé nhét quan ndi dung nay.

- M6 hinh d& xuit str dung trong dé 4an chua théy trinh bay vé thong s6 cu thé cua
céc 16p (vi du: dau vao cla 16p tich chép (convolution) 13 mét tensor 4D c6 kich
thude (s lwong méu, chidu cao, chidu rong, kénh) nhur thé nao,...).

- Pé 4n chua dua ra dugce so sdnh (46 chinh x4c, thoi gian x& 1y,..) giifa md hinh
dé xudt v4i cac mo hinh tham khéo.

- D& 4n con 161 d4nh may, 16i dinh dang (format) vén ban cén ra soét, chinh sira.

* Cau hoi: Pong gop méi clia dé tai 14 gi?
IV/ Két luin

Ddng y cho phép hoc vién bao vé dé 4n tbt nghiép.

Ha Noi, ngay 20 thang 3 nim 2024
NGUOI NHAN XET

o

L& Quéc Hung



BO THONG TIN VA TRUYEN THONG CONG HOA XA HOI CHU NGHTA VIET NAM
HOC Vth CONG NGHE
BUU CHINH VIEN THONG Pic 1ip Ty do Hanh phac

BAN NHAN XET LUAN VAN TOT NGHIEP THAC ST

Tén dé tai luan vin : Nghién eiru phwong phap phat hién tAn cong ing dung
web sir dung hoc sdu CNN

Chuyén nganh: Khoa hoc may tinh

Ma sb: 8.48.01.01

Tén hoc vién : Lé Ngoc Khoa

Ho va tén nguoi nhén xét: Po Trung Tuén,

Pon vi, Co quan cong tdc:  Trudng Dai hoc Khoa hoc Ty nhién,

Pai hoc Qubc gia Ha Noi

Y KIEN NHAN XET
1. Tinh thoi s, cip thiét, y nghia khoa hoc va thue tién cia dé tai

Hoc vién thuc hién luan van vé an todn ung dung web. Tén cong tng dung web la
mdt phan cia tdn cong mang may tinh. Mt cude tn cong khdng gian mang 12 bat ky
hinh thirc tin cong nao cia cac québc gia, ca nhan, nhém hodc tb chire nhim vao céc hé
théng théng tin may tinh, co sé ha tang, mang mdy tinh hodc cac thiét bi may tinh c4

nhén bang nhidu cach khac nhau cta cac hanh vi doc hai thudng c6 ngudn goc tr mot
ngudn gidu tén, ma dénh chp, thay ddi, hodc hiy hoai mdt muc tiéu cu thé bang céch xdm

nhap tai phép vao mot hé théng d& bi ton thuong
Do vay dé tai lufin van clia hoc vién cO Y nghta thuc té.

Cong nghé hoc vién st dung 1a hoc sdu. Hoc sdu 1a mot phan trong mét nhanh
rong hon cic phuong phép hoc may dua trén mang than kinh nhan tao k& hop véi viéc
hoc biéu dién dic trung. Viéc hoc nay cé thé ¢6 giam sat, nira gidm sat hogc khong gidm
sat. Trong hoc séu, mGt mang than kinh tich chap 12 mot 16p cia mang théan kinh sau, ap

dung phd bién nhét dé phan tich hinh anh tryc quan.
Luan vin cha hoc vién duoc thay PGS. TS. Hoang Xuén Dau hudng dan, dap (g
ma dao tao vé cdng nghé thong tin sau dai hoc vé khoa hoc may tinh, m3 8 48 01 01.
Hién ngudi nhan xét thiy két qua cda luan vin khdng trung lip véi cac ludn van

hay dé tai nghién c(u khoa hoc a3 bao ve tai co sd dao tao.



2. Vé ndi dung, chat lrgng ciia Iuén vin, cac ket qua da dat dwoec

Hoc vién d3 ¢d cac tai ligu lién quan dén viéc bao vé két qua nghién clu va ing
dung, gf‘)m ban viét ludn van va ban tém tat ludn van, dé cuong luan van di dugc b mon
chuyén nganh tham dinh va gép y.

Noi dung ban viét luan van thé hién céc y chinh ciia ban viét luén van. Ludn van
ctia hoc vién chia thanh céc chuong, lién quan dén cac van dé sau :

e Céc dang tin cong (mg dung web, lién quan dén cac 16 hong bdo mit cla
cac {rng dung;

s Vai trd ctia hoc sdu trong viéc phét hién tan cdng web. Hoc vién dé xuét
mé hinh hoc sdu. Tuy nhién liéu ¢6 the sir dung phuong phap hoc thong
thudng ?

» Hoc vién trinh bay phén thir nghiém, danh gia ket qua thir nghiém trong
chuong cudi cia ludn vin, tr trang 35 dén trang 46.

3. Nhirng vAn & cin giéi thich thém
Lién quan dén két qua cia hoc vién, qua ban viét ludn vin, ngudi nhin xét théy :
e Tuy c6 x@r |i céc hinh anh, co thé sir dung phuong phép hoc thdng thuong
d6i vdi bai toan ma hoc vién dat ra khong ?
4. Két Indn
Theo céc két qua dat duoc cia ludn van vé nghién ciru va thue nghiém, cén cir
vao yéu cu cia ludn 4n thac st chuyén nganh, toi ddngy dé hoc vién L& Ngoc Khoa
dugc bao vé luén vén trude Ho1 dong chdm luan vin thac si.
Ha noi, 15 thang 3 nam 2024

Ngut¥ nhén xét ki tén

/"

P& Trung Tuén
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HOQC VIEN CONG NGHE Djc 1dp - Ty do - Hanh phiic
BUU CHINH VIEN THONG

BAO CAO GIAI TRINH
SUA CHUA, HOAN THIEN PE AN TOT NGHIEP THAC Si

KHO@: 2022 Ot L. ...t et st ssesasss s s seresansesassssasasneesasneseasaeserertseosonesesenensnas
Tén dé tai: Nghién ciru phuong phép phat hién tdn céng (mg dung web str dung hoc sdu CNN
Ngudi hudng din khoa hoc: PGS. TS. Hoang Xuan DAlL......c.cveemerieeeruererercsecerenseeresecsecenne
Ngay bao V&: 20/03/2024 .....covomivieiireiiiteiiine ettt e
Cac ndi dung hoc vién di stra chira, bd sung trong dé an tét nghiép theo y kién dong

g6p ciia Hoi ddng cham dé an tdt nghiép:

TT Y kién hoi dong Stra chita ciia hoc vién
1 Ra soat chinh sira 16i chinh ta P4 thye hién sira 16i chinh ta trong dé 4n.
Vi du: Dong 26 trang 14, dong 6 trang 21,
dong 4 trang 42.

2 Bé sung so sanh thuc nghiém giita | D3 bd sung so sanh v6i mdt sb phuong
mé hinh hoc sdu CNN v&i mét sb | phap hoc may & muc 3.3.2 thude trang 41.
phuong phap phat hién tin céng (mg
dung web st dung hoc may.

Ha Noi, ng&y.éz..?'. thang 03 nam 2024

Ky xidc nhin cia

CHU TICH HOI PONG THUKY HOIDONG ~ NGUOI HUONG DAN HOC VIEN
CHAM LUAN VAN KHOA HOC

N

TS. Nguyén Duy Phwong ~ TS. Pao Thi Thiy Quynh  PGS.TS. Hoang Xuén Déu L& Ngoc Khoa



BO THONG TIN VA TRUYEN THONG  CONG HOA XA HQI CHU NGHIA VIET NAM
HOQC VIEN CONG NGHE Péc 1ap - Tw do - Hanh phic
BUU CHINH VIEN THONG

BAO CAO GIAI TRINH
SUA CHUA, HOAN THIEN PE AN TOT NGHIEP THAC S

Ho va tén hoc vién: LE NZOC KNOA.....co.uicuiiieieiieeeenienetenerrcrecticiectceieett e reeeee e
Chuyén nganh: Khoa hgc may tinh..........coooeiioiiic e
Kha: 2022 GO L .ottt ettt et et b e s be b et sab e st s b st s e ne st ns
Tén dé tai: Nghién ciru phuong phap phat hién tin cong ting dung web sir dung hoc sau CNN
Ngudi hudng din khoa hoc: PGS. TS. Hoang Xuan DaU.......cecevereerereieeveeeseenrnseseseessennenes
Ngay bao V&: 20/03/2024 ...ttt st ettt e st

Céc ndi dung hoc vién da sira chita, bb sung trong dé 4n tét nghiép theo y kién déng
gop ciia Hoi ddng chdm d& an &t nghiép:

TT Y kién hi ddong Sira chira ciia hoc vién

1 | Rasoat chinh sira 15i chinh ta D3 thyc hién sira 16i chinh ta trong dé an.
Vi du: Dong 26 trang 14, dong 6 trang 21,
dong 4 trang 42.

2 B& sung so sanh thuc nghiém giita | P4 b sung so sanh véi mot sé phuong
mo6 hinh hoc sdu CNN vdi mot sb phép hoc may & muc 3.3.2 thudc trang 41.
phuong phap phat hién tin cong tmg

dung web sir dung hoc may.

Ha Noi, ngayolZ. thang 03 ndm 2024
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