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MO DAU
1. Ly do chon deé tai:

Trong thoi dai s6 hoa hién nay, bao mat tré thanh mdt vu tién hang dau. Su
batan vé 15 hé)ng ma nguén 6 thé dan dén viéc ro ri dit liéu, mét co hdi kinh doanh
va anh hudng dén uy tin cia té chirc. Nghién ctru vé phurong phép phét hién 16 hong
ma nguon co thé gitip cai thién bao mat.

Duya trén tap luat dé phat hién 16 hong ma ngudn c6 thé 13 mot hudng tiép
can dang quan tam, dic biét khi c6 sin nhiéu kién thtrc vé 16 hong ma ngudn trong
tap luat. Nghién ctru vé cach ap dung tap luat dé tu dong phat hién 16 hong ma
ngudn co thé gitp giam thiéu cong stc thi cong trong viée kiém tra ma ngudn.

Nghién ciru vé phuong phap phat hién 16 hong ma nguén dua trén tap luat
c6 thé dong gop vao ngudn kién thirc vé bao mat phan mém va c6 thé dugc chia sé
v6i cong dong bao mat dé cai thién phuwong phap phat hién va khac phuc 16 hong
ma ngudn. Viéc chon dé tai “Phdt hi¢n 16 hong ma nguén dwa trén tdp ludt” thong
qua dé tai nay s& 1a giai phap toi wu dé phat hién cac 16 hong ma ngudn tir d6 giup
nang cao an toan tng dung va an toan dit liéu ciia cdc phan mém.

2. Tong quan vé van dé nghién ciru

Hién nay nhiéu phan mém tng dung cho phép ngudi ding c6 thé truy cap
va xem duoc cac thong tin thong qua internet. Cac phan mém tng dung ndy hau
hét van ton tai cac 16 hong va dé bi khai thac trude cac cudc tan cong qua internet.
Duya vao viéc stir dung tap luat va cong cu dé tim ra cac van dé tiém an trong ma
ngudn ciia phan mém, nhu cac 16 hong bao mat, sai sot lap trinh, hodc cac van dé
lién quan dén chuin ma héa. Néu phan mém tmg dung khdng duoc bao vé va khic
phuc céac 16 hong mdt cach thich hop va chuan xéc, ké tan cong cé thé loi dung dé
xam nhap vao hé théng, danh cép, lam mat hay pha huy co sé dit liéu cua hé théng
hozc ban than chinh phan mém.

3. Muc tiéu nghién ctru ciia dé tai

Muc ti€u nghién ctru cua dé tai la tim hiéu, nghién ctru giai phéap, cong cu



deé phat hién cac 16 hong cua mdt phan mém chira cac 161 bao mat.

4. Pdi twong va pham vi nghién ciru ciia dé tai

Dbi twong nghién ciru ctia dé tai s& 1a cong cy hd trg ma ngudén mé MobSF
gilp phat hién cac 16 hdng ma ngudn ciia phan mém (cu thé trong dé tai nay 1 phan
mém Egov Quang Nam phién ban Android). Dé tai nay tap trung nghién ciru cic
phan sau:

- Nghién ctru tong quan vé mdi truong cai dit phan mém, cac dang tan cong
va cac 16 hong dé khai thac va tan cong pho bién.
- Tim hiéu tap luat dé ra quét va phat hién 16 hong phan mém.
- Nghién ctru qué trinh ra quét 16 hong bang cong cu cia mot phan mém
5. Phwong phap nghién ciru ciia dé tai
- Phuong phap nghién ctru: Két hop gitta 1y thuyét va thue nghiém thyc té ra quét

va phat hién cac 16 hong ma nguon va dua trén tap luat bang cong cu.



CHUONG 1: TONG QUAN VE PHAT HIEN LO HONG MA
NGUON DUA TREN TAP LUAT
1.1.  Téng quan chung vé 16 hong bao mat va van dé phat hién 16 hong

bao mat

1.1.1. Tong quan vé phat hién va danh gia 16 hong bao mat

Tat ca cac tai san déu c6 gia tri quan trong trong hoat dong ciia to chirc va can
duogc bao vé. Do thong tin ton tai va duoc Iuwu trir dudi nhiéu hinh thirc khac nhau,
nén t6 chirc phai cé cc bién phap bao vé phi hop dé han ché rui ro.

Bén canh nhitng rui ro vé an toan thong tin do bi tin cong pha hoai ¢ chi dich
thong qua cac 15 héng bao mat, to chirc ciing c6 thé gip phai nhitng rai ro ddi voi
théng tin, dir liéu trong trng dung. Do dd, ngoai cac bién phap k¥ thuat hién co, don
vi phat trién can nghién ctru va ap dung cac cong cu phat hién 16 héng phu hop dé
giam thiéu rui ro.

Nguyén nhan gay ra 16 hong bao gom:

« Do phurc tap: Cac hé théng phirc tap 1am ting xac sudt cua 16 hong, sai sot
trong cau hinh hodc truy cip ngoai ¥ mudn.

« Tinh pho bién: Céc loai ma, phin mém, hé diéu hanh va phan ctimg c6 tinh phd
bién s& 1am ting kha ning ké tin cong c6 thé tim thiy hodc c6 thong tin vé cac
16 hong d4 biét.

« Mirc d két ndi: Thiét bi cang duoc két nbi nhiéu thi kha ning xuat hién 1§
hong cang cao.

o L&i hé diéu hanh: Gidng nhu bat ky phan mém nao khac, hé diéu hanh ciing
c6 thé co 16 hong. Cac hé didu hanh khong an toan — chay mic dinh va dé tat
ca moi ngudi dung c6 quyén truy cip ddy du s& c6 thé cho phép vi-rat va phan
mém ddc hai thuc thi cac 1énh.

e Viéc sir dung Internet: Internet c6 rat nhiéu loai phdn mém gian diép va phan



mém quéang cdo c6 thé duogc cai dit ty dong trén may tinh.

Loi phﬁn mém: Lap trinh vién co thé vo tinh hodc cd v dé lai mot 13i c6 thé
khai thac trong phan mém.

Dau vao cia nguoi dung khong duoc kiém tra: Néu trang web hodc phan mém
cho rang tat ca dau vao déu an toan, chung co thé thyc thi cac 1énh SQL ngoai
¥ mudn.

Coi thudng bao mat: chinh vi su coi thudng nay di dan dén nhitng su thiét hai
hang tram triéu d6 la trén toan thé gii vi nhitng cudc tin cong cua hacker.
Doanh nghiép/t chitc nén quan tam dén van dé nay nhiéu hon, cap nhat xu
thé bao mat ciing nhu kiéu tan cong hién nay 13 gi va dau tu vao bao vé hé

théng.

Su lo 13, khong phong bi: ¢6 thé dan dén hau qua khon luong khong chi riéng
Viét Nam ma trén toan thé gidi, nhat 1a khoan phuc hoi. Phai kiém tra thuong
xuyén dé phong bi va sin sang d6i pho véi nhitng mdi de doa tir nhitng cong
cu phén mém quét bao mat hodc hé théng giam sat dugc cac nha cung cép uy

tin khuyén dung.

Mo ctra cho sy gian 1an: thoi budi hién nay, nhitng quy trinh lién quan dén
thong tin ca nhan cta con nguoi thi s trd thanh miéng moi ngon cho lira dao.
Néu khong c6 hé théng giam sat thich hop tai chd, cac quy trinh kinh doanh

nay c6 thé s& bi xam pham.

An ninh di dong/gia dinh/di chuyén: bay gid' con ngudi chiing ta c6 thé lam
viéc & bat ky noi dau, & nha hodc ngoai duong. Diéu ndy c6 nghia 14 bat ky
phuong thirc bao mat mang nao duoc trién khai trong to chire ciing déu phai
dugc mo rong ra ngoai pham vi cta vin phong. Cac thiét bi di dong va may
tinh xach tay can phai dugc bao mat va nhan vién phai duoc thong bo vé cac
rtii ro va ké hoach tmg pho.

Céch xtr 1y sy c¢d: nhitng cach xt 1y sy ¢d kém hiéu qué s& dan toi thoi gian

hdi phuc 14u, chi phi d6i 1én cao, mat niém tin tir khach hang.



« loT(Internet of Things): internet van vat ngay nay dang dan tré nén phd bién
trong cudc sdng thong qua cac thiét bi thong minh, kém theo d6 13 nhitng ndi
lo khi ké x4u loi dung ching dé tan cong hé théng tai nguyén mang doanh
nghiép.

« Dbi tac/bén thir ba: doanh nghiép phai phdi hop véi ddi tac va bén cung cap
giai phap phan mém nham kiém tra ra soat tat ca, tuyét doi khong dé ké xau

loi dung 16 hong cua dbi tac dé tir d6 tin cong qua bén minh.

« Con nguoi: L hong 16n nhat trong bat ky td chirc ndo 13 con ngudi dang sau
hé théng d6. Hanh vi ctia con nguoi c6 thé din dén bi loi dung va xadm pham
néu khong dugc giam sat. Chua ké ¢ day, mot hanh dong ciia con nguoi 6 thé
dan dén sy xAm pham an ninh doanh nghiép nhu nhan vién c6 muu dd x4u xa
dem bao mat cong ty tudn ra ngoai hoic cho ké khac dang nhap vao hé thong
cong ty, hodc chi vi thiéu kién thirc ma c6 nhitng hanh dong vo tinh din dén
tai hoa vé sau. Tan cong phi k¥ thuat 1a méi de doa 16n nhat d6i voi da sé cac

to chuec.

Ruli ro an ninh mang thuong duoc phan loai 14 mot dang 16 hong. Tuy nhién,

16 hong (vulnerability) va rui ro (risk) khong gidng nhau.

Cén hiéu réng rii ro 14 xac sut va tac dong cta viéc mot 16 héng bi khai thac.
Néu tac dong va xac suit ndy 13 thip thi c6 nghia 1a murc rti ro thip. Nguoc lai, néu
tac dong va xac suit nay 1a cao nghia 1a mirc riii ro cao.

Cong cu phat hién 16 hong giup to chirc, don vi phat trién thuc hién viée kiém
soat va dinh hudng cho cac hoat dong ddm bao ATTT. Viéc phat hién sém céc 16
hong bao mat s& gitip cong tac dam bao ATTT tai to chirc duge dam bao, duge xem
xét danh gia dinh ky va khong ngimg cai tién dé d6i pho véi cac rui ro méi phat sinh.
Cong cu phat hién 16 hong dam bao ATTT trong t6 chirc s& giam sy phu thudc vao
can bg thuc thi va luén dugc xem xét, danh gia dé nang cao hi¢u qua.

Viéc tim kiém céc 13 héng bdo mat trong mot moi truong hé théng nhét dinh

da tro nén dé dang hon nho cac cong cu khac nhau. Cong cu tu dong dugc thiét ké



chuyén dung cho tim kiém 16 hong, di€ém yéu, van dé can giai quyét trong phan mém

hay ung dung.

1.1.2. Quy trinh quan ly rii ro

Khai niém quan 1y va xac dinh rui ro cac hé thong cta t6 chirc duoc hiéu nhur
1a viéc ap dung cac bién phap xur 1y, nham tiét giam dau tu vao ngudn lyc, dam bao
du phong, danh gia va kiém soat cac rai ro ¢6 thé. Vi muc tiéu vé cac nghiép vu cua
t6 chirc khong bi anh hudng, sai léch. Két qua mong mudn cho quén 1y rui ro 14 kiém
soat va diéu hanh tot cac hoat dong cia t6 chirc. Moi thong tin va cac hé thong, quy

trinh, can bo lién quan déu 1a tai san cua to chirc (Theo ISO/IEC 27001:2013).

So d6 céac ludng :

1

Thiét I3p nalf canh

Banh gi rdi ro
Nhan bigt 15 héng
) 4

Phan tich I hédng

Udc Iwiona i ro 13
héng gdy ra

01 101 12K JP0S BA 1S LRI

Co

XUt Iy 13 héng bao mat]

Cd

Khing

.

Chap nhan rti ro 13
hdng bio mat o3y ra

Hinh 1.1. So' 6 thé hién quy trinh quan Iy rii ro
Ludng thyc hién quy trinh:
Budc 1: Thiét 1ap nglr canh, dau vao, dau ra va cong cy ra quét 16 héng.

Buéc 2: Nhan biét 16 hong nham x4c dinh nguy co, cidc moi de doa tiém an,



cac diém yéu dang ton tai bén trong tng dung, c6 thé loi dung cho cac muc dich x4u.

Budc 3: Phén tich rii ro nhdm danh gia tac dong vé an toan bao mat thong tin

tir cac nguy co di nhan biét dugc ¢ Budc 2.

Budc 4: Udc luong duge rii ro dya trén cac phan tich & Budce 3 nham danh
gid muc do rui ro.

Budc 5: Tir cac rii ro di phan tich thong qua cac 16 hong da phat hién duoc
xac dinh céc 16 hong c6 nguy co cao dé quyét dinh xir 1y 16 hong. Néu nguy co cao
s& duoc yéu cau khic phuc va danh gia lai sau khi da khic phuc xong con cac nguy

co con lai s€ dugc khac phuc sau.

Budc 6: Sau khi da xur 1y 16 hong nguy co cao sé tiép tuc duge danh gia dé
quyét dinh c6 chp nhan duoc cac rai ro 16 hong gy ra. Néu chap nhan dugc thi phan

mém, ing dung s& duoc thong qua con néu khong sé quay lai Bude 1 dé danh gia lai.

Tat ca cac budc tir thiét 1ap ngir canh dén danh gia rai ro va két luan chap nhan
rii ro déu duoc giam sat va soat xét ky ludng nham dam bao su chit ché va an toan
cho ca quy trinh.

Thiét 1ap ngir canh bao gom dau vao, dau ra, phuong an thyc hién cua tng
dung can danh gia:

Pau vao: Pon vi phat trién chuan bi tap tin dong géi cai dit cho thiét bi Android
(.apk) ban cudi dé danh gia rai ro an toan thong tin.

Dau ra: Bao cdo thong ké cac canh bao vé 16 hong bao mat va giai trinh khic
phuc ctia don vi phat trién.

Phuong an thyc hién: Thiét 1ap moi trudng va cong cu ra quét 16 hong bao mat
sau do tir bao cao chi tiét cia cong cu tong hop thanh bao cio cac 16 hong can khac
phuc.

Nhim xac dinh cac nguy co c6 thé xay ra voi hé thdng, xac dinh cac diém yéu
dang t6n tai, danh gid mirc d6 tiém an, rui ro ¢ thé gip phai. Tir d6, c6 thé phan loai
va danh gia marc d6 theo thir tu cac rui ro.

Dau vao: Bao gdm tiéu chi, pham vi, gigi han thue hién danh gia rui ro.



Hanh dong: Can xac dinh dinh tinh hodc dinh lugng, sip xép cac tiéu chi theo
mirc do uvu tién va cac muc ti€u lién quan.

Dau ra: Béo céao tong hop danh sach nhiing rui ro va 16 héng bao mat di dugc
sap xép theo tht tu wu tién theo c4c tiéu chi. Trong quy trinh danh gia rui ro, ¢ ba

hoat dong nhu sau:

£anh gia rdi ro

Nhan biét rii ro

h

Phan tich rdi ro

h

LFée lrormg mii ro

Hinh 1.2. Cac buéc danh gia rii ro
a) Budc 1: Nhdn biét, Xac dinh
Nhan biét rtii ro nham x4c dinh nguy co, cac moi de doa tiém 4n, cac diém yéu
dang ton tai bén trong ing dung, cd thé 1gi dung cho cac myc dich x4u. Tir d6 xac dinh
dugc phuong thirc, cdc mbi de doa va tac dong ¢ thé anh hudng thiét hai dén tai san,
hé thng ciia to chic.
Muc dich 14 xac dinh nguyén nhéan cé thé gay ra thiét hai tiém an va hiéu dugc
li do, phuong thtrc, thoi diém, khong gian ma thiét hai cé thé xay ra. Cac hoat dong
gom:
b) Budc 2: Phan tich
Phén tich rui ro nhim x4c dinh, danh gia mic d6 anh huéng dén Gng dung,
xac dinh nguyén nhan va ban chit rui ro. Xac dinh danh gia tic dong vé an toan bao

mat thong tin tir cac nguy co di du bao tir trude. Tir 46 danh gia mie do tac dong dén



td chirc hodc tai san cta t6 chirc.
¢) Bude 3: Udc luong
Uéc lugng duge can i trén cac phan tich nham xac dinh mtrc do rai ro, danh

gia muc dg rai ro c6 nguy cao hay khong.

1.1.3. Panh gia rii ro

Thdng qua phan tich hién trang tai thoi diém danh gia cta img dung bao gdm
thong tin tmg dung, 156 hong bao mat ton tai, cac bién phap an toan bao mat dang duiing,
tir 46 Xac dinh rui ro va danh gia anh hudng cia rui ro tao nén cho hé thong, dong thoi
dua ra giai phap nham giam thiéu rui ro.

Muc dich ctia danh gia rui ro 13 théng bao cho nhitng ngudi ra quyét dinh va
hd trg cac phan Gmg rui ro bang cach xac dinh:

- Cé&c 16 hong ca bén trong tng dung.

- Tac dong (tirc 12 gay hai) cho céac to chirc c6 thé xay ra do kha ning de doa
khai thac 15 hong.

- Kha nang gay hai s€ xay ra.

1.1.4. Tai sao phai danh gia rii ro 16 hong bio mat

Céc doanh nghiép, to chirc & moi quy mo, linh vyc san XUat, co quan quan ly
nha nuée. .. déu co nguy co vé tin cong mang, danh cip dit liéu, mi hoa, 16 thong tin
khach hang hodc thong tin ndi bd, ddn dén phai d6i mat voi nhing rui ro phire tap va
16n hon. Khéng nhiing thé, viéc khic phuc hau qua s& rit ton kém vé nhan luc, thoi
gian, tién bac va uy tin ciia don vi. Vi vay, tai sao phai danh gia rui ro 16 hong bao mat
mi ngudn gay ra? C6 2 Iy do chinh nhu sau: Xac dinh muc d6 an ninh cta tng dung,
phong ngira giam thiéu rui ro tir sém va dam bao an toan trong tuong lai cia phan
mém.

- C6 danh gia tong quan toan bo phin mém, bao gdm cac thanh phan vé ma
nguon.

- Pua ra dugc cac giai phap khic phuc, nang cap va cip nhat cac ban nang
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cap tmg dung c6 nguy co.

- Xac dinh va danh gia duoc cac mirc d6 rai ro vé tng dung. Gitup don vi phét
trién c6 thé quyét dinh nang cap trong twong lai.

- Ung dung hién tai da trién khai giai phap dam bao an ninh nao, danh gia tinh
hinh va dé xuat trién khai néu chua dap tng duoc yéu cau.

- Phéan loai muc do rui ro cia ing dung, tir d6 xac dinh cdc muc ti€u chinh
cho viéc phong ngira, giam thiéu rui ro trong tuwong lai.

1.2.  Phwong phap phat hién 16 hong dwa trén tap luat

1.2.1. Cong cu va ky thuat phat hién 16 hong

Phat hién 16 hong ma ngudn 1a mot qué trinh quan trong dé dam bao tinh bao
mat cta tng dung va hé théng. Duéi day 12 mot s6 cong cu va ki thuat pho bién dé
phat hién 16 hong m3 ngudn:

Cac Cong Cu Phat Hién L3 Hong:

1. SonarQube: SonarQube 13 mdt cong cu mi ngudn md gitp phat hién 15
hong ma ngudn thong qua viée thuc hién kiém tra ty dong véi nhiéu ngon
ngtr 1ap trinh.

e Phan tich chat lugng ma ngudn: SonarQube phan tich ma ngudn
bang cach sir dung cac k¥ thuat phén tich tinh dé xac dinh cac van
dé vé chét lugng ma ngudn nhu code smells, 161 va 15 hong bao mat.
N6 ciing danh gia kha ning bao tri ma va cung cip diém tong chat
lugng ma.

e Ngon ngit hd tro: SonarQube hd trg mot loat ngdn ngir 1ap trinh,
bao gom Java, C#, JavaScript, TypeScript, Python, Ruby va nhiéu
ngdn ngit khac. Didu nay 1am cho n6 da dang va ap dung duoc cho
mai truong phat trién da dang.

e Tich hgp véi CI/CD: N6 tich hop mugt ma véi quy trinh CI/CD lién
tuc. Piéu ndy cho phép kiém tra va danh gia chat luong ma ngudn

tu dong nhu mot phan cua qua trinh xay dung va trién khai lién tuc.
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e Bang diéu khién va bao céo: SonarQube cung cAp mot bang diéu
khién truc tuyén hién thi béo céo chi tiét vé céc chi sb chat luong
mi. Diéu nay bao gdm van dé duoc phat hién, xu hudng chit luong
mi tong thé va thong tin khac c6 lién quan.

e Quy tic va chat lugng: N6 di kém véi mot bo quy tic duoc xac dinh
truée cho mdi ngdn ngit 14p trinh duoc hd tro. Nhitng quy tic nay
dinh nghia ti€u chuin viét mi va cac thuc hanh tdt. Chét luong c6
thé dugc cau hinh dé dat tiéu chi cho viéc chép nhén hodc tir chdi
cac thay doi ma nguf)n dua trén diéu kién dinh trude.

e Phén tich bao mat: SonarQube bao gdm cac tinh nang phén tich tap
trung vao bao mat dé xac dinh va bao cao cac 16 hong bao mat trong
ma. Piéu nay giup giai quyét cac van dé vé bao mat som trong vong
doi phat trién.

e Cong ddng va hé sinh thai plugin: SonarQube c6 mot cong dong
tich cuc va hd trg mot hé thong plugin cho phép ngudi ding mé
rong chirc nang ciia nd. C6 nhiéu plugin sin cé dé tich hop véi cac
cong cu khac va hd trg cac ngdn ngit 1ap trinh bo sung.

e Tich hop voi IDE: N6 cung cip céac plugin cho cac moi trudng phat
trién tich hop pho bién nhu Eclipse va Intelli] IDEA, cho phép nha
phat trién thyc hién kiém tra chit luong ma tryc tiép trong moi
truong phat trién cta ho.

e Mai ngudn mé: SonarQube 1a ma ngudn ma, diéu ndy cd nghia 1a
mé nguon 1a mién phi dé kiém tra va sira doi. Tinh cong khai ctia

nén tang khuyén khich sy dong gop va cai tién tir cong dong.

Céc nha phét trién va nhom phat trién sir dung SonarQube nhu mot
cong cu tich cuc dé duy tri chét luong ma, xac dinh van dé sém va dam

bdo rang cac dy 4&n phan mém tuan theo ti€u chuan viét ma.
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. Checkmarx: Checkmarx 1a mot cong cu chuyén nghiép duoc sir dung dé
phan tich ma ngudn va phat hién cac 16 hong bao mat.

e Kiém thtr tinh md ngudn: Checkmarx st dung k¥ thuat SAST dé
phan tich ma ngudn cua tng dung ma khong cin chay tmg dung.
Diéu nay gitip phat hién cac 16 hong bao mat va cac van dé lién quan
dén chét lwong ma ngudn sém trong qua trinh phat trién.

e Phan tich bdo mat tu dong: Checkmarx thuc hién phan tich ty dong
clia ma ngudn dé xac dinh cac 16 hong bao mat va tim kiém cac mo
hinh tan cong potentional ma cé thé duoc khai thac.

e HO tro nhidu ngdn ngir lap trinh: Checkmarx hd trg nhidu ngon ngi
1ap trinh, bao gom Java, C#, JavaScript, Python, va nhiéu ngon ngit
khac, 1am cho né linh hoat va st dung dugc trong nhiéu méi truong
phat trién.

e Integrations va Plugin: Cong cu nay tich hop t6t voi nhiéu cong cu
phat trién phan mém va quy trinh CI/CD. Né cung cip plugin cho
cac moi truong phét trién pho bién nhu IntelliJ IDEA, Visual Studio,
va ciing tich hop véi cac hé thong quan Iy ma ngudn nhu GitHub va
GitLab.

e Bdao mat ing dung toan di¢n: Checkmarx khong chi tip trung vao
viéc phat hién 16 hong bao mat ma con hd tro cac to chire xay dung
va duy tri mdt chinh sach bao mat ung dung toan dién.

e Bio cio va quan Iy mdi quan nguy hiém: N6 cung cip bao cdo chi
tiét vé cac van dé bao mat, ddng thoi hd tro quan Iy mbi quan nguy
hiém dé dam béao rang cac van dé quan trong dugc uu tién va giai

quyét ding cach.

Checkmarx gitip céc t6 chtrc va nhém phat trién ting cuong an toan
cho tmg dung ctia ho thong qua qué trinh kiém thir bio mat hiéu qua va

tich hop sdu rong trong quy trinh phét trién phan mém.
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3. Fortify Static Code Analyzer: Fortify ciia Micro Focus cung cap mot

cong cu phan tich tinh ma nguon dé tim ki€m va phat hién cac 16 hong bao

mat.

Kiém tht tinh ma ngudn (SAST): Fortify SCA st dung phuong
phap kiém thir tinh dé phan tich ma nguén ma khong can chay tng
dung. Diéu nay giup phat hién 15 hong bao mat va cac van dé lién
quan dén an toan phan mém sém trong qué trinh phat trién.

H tro nhidu ngdn ngi 1ap trinh: Fortify hd tro nhiéu ngon ngir lap
trinh phé bién, bao g6m Java, C#, C++, JavaScript, va nhiéu ngon
nglr khac. biéu nay lam cho no linh hoat va st dung dugc trong
nhiéu moi trudng phat trién.

Phan tich bao mat ty dong: Fortify SCA tu dong phan tich ma nguén
dé xac dinh va bao céo veé cac 15 héng bao mat, code smells, va cac
van dé khac co thé anh huong dén an toan cta tmg dung.
Integrations v&i quy trinh phét trién: Coéng cu nay c6 thé tich hop
voi quy trinh CI/CD (Continuous Integration/Continuous
Deployment) va cic cong cu quan 1y ma ngudn nhu Git, SVN, va
hd trg tich hop véi cac IDE pho bién nhu Eclipse va Visual Studio.
Béo c4o va quan Iy mdi quan nguy hiém: Fortify SCA cung cip bao
c4o chi tiét vé cac 16 hong bao mat dugc phat hién, gitp nhom phat
trién va an ninh danh gia va wu tién cac van dé dé giai quyét.

Chép Nhéan Ty Pong va Piéu Chinh Linh Hoat: C6 kha nang tuy
chinh va ciu hinh dé dam bao phwong tién kiém thir linh hoat va
phan anh chinh sach bao mat cua to chirc.

Fortify SCA 1a mdt trong nhitng cong cu SAST duogc st dung dé

dam bao an toan va chat lugng mi ngudn trong qua trinh phat trién ing

dung.

4. Veracode: Veracode 1a mot dich vy kiém tra ma nguén ty dong duoc tich

hop vao chuoi phat trién lién tuc dé€ phat hién va bao cdo 16 hong ma nguodn.
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e Kiém Thir Bao Mat Toan Dién: Veracode cung cép giai phap kiém
thir bao mat tmg dung toan dién, bao gdm ca kiém thir tinh va dong.
Diéu nay gitip t6 chirc phat hién va giai quyét cac vin dé bao mat tir
qua trinh phat trién dén trién khai.

e Kiém Tht Tinh (SAST): Veracode Static Analysis sir dung phuong
phép kiém thir tinh dé phén tich ma ngudn cua tmg dung ma khong
can chay tmg dung. Diéu niy gitp phat hién 16 hong bao mat va van
dé lién quan dén chat luong ma ngudn sém trong qué trinh phat
trién.

e Kiém Thir Pong (DAST): Ngoai ra, Veracode ciing cung cip kiém
thir dong dé phan tich g dung trong mdi trudng chay thuc té, gitp
phat hién cac 16 hong c6 thé dugc tan dung trong méi trudng san
Xuat.

e HJ Tro Nhiéu Ngon Ngit Lap Trinh: Veracode hd tro nhiéu ngon
ngir lap trinh, bao gém Java, C#, JavaScript, Python, Ruby, va nhiéu
ngodn ngit khac, dé dap tng da dang cta tmg dung phan mém.

e Bdo c4o va quan 1y mdi quan nguy hiém: Cung cip bio céo chi tiét
vé cac van dé bao mat, dong thoi hd tro quan 1y mbi quan nguy hiém
dé dam bao rang cac van dé duoc vu tién va giai quyét dung cach.

e Quy trinh phat trién: Veracode tich hop chit ch& v6i quy trinh phat
trién, CI/CD, va cac cong cu quan ly ma nguén nhu Jenkins, Jira, va
nhiéu coéng cu khac.

e SaaS (Software as a Service): Veracode cung cip duéi dang dich
vu, gitp giam thiéu ganh nang vé quan 1y ha tang va duy tri cap nhat
phan mém.

Veracode gitp t0 chirc xay dung va duy tri tng dung an toan va chat
luong bang cach tap trung vao kiém thtr bao mat trong toan bd quy trinh

phat trién phan mém.



15

5. Brakeman: Brakeman la mot cong cu danh cho ing dung Ruby on Rails
dé phat hién 16 hong bao mat trong ma ngudn Ruby.

e Kiém thtr tinh ma ngudn (SAST): Brakeman str dung phuong phap
kiém thir tinh dé phan tich ma ngudn cua tng dung Ruby on Rails
ma khong can chay ung dung. Diéu nay giup phat hién cac 16 hong
bao mat va van dé lién quan dén chit luong mi ngudn sém trong
qua trinh phat trién.

e Hb tro ruby on rails: Brakeman duoc thiét ké dic biét dé kiém thu
bao mat cho tng dung Ruby on Rails, mot framework pho bién cho
viéc phat trién web trong ngdn ngit 1ap trinh Ruby.

e Phat hién céac loai tan cong pho bién: Brakeman tap trung vio viéc
phat hién céc loai tan cong phd bién nhu SQL injection, cross-site
scripting (XSS), cross-site request forgery (CSRF), va nhiéu van dé
bao mat khac lién quan dén ing dung Ruby on Rails.

e Bio cio chi tiét: Cong cu cung cap bao cdo chi tiét vé cac 16 hong
bao mat dugc phat hién, bao gém thong tin chi tiét vé van dé, duong
dan, va 101 khuyén dé sira 15i.

e Tich hop v6i quy trinh phat trién: Brakeman c6 thé tich hop vao quy
trinh phat trién va hé thong CI/CD dé thuc hién kiém thir tu dong
trong quy trinh trién khai.

e Mai ngudn md: Brakeman 1a mot dy an ma ngudn mo, c6 nghia 1a
mi ngudn cia nd ¢6 san va co thé duoc cong dong st dung va dong
gop.

Brakeman 1a mdt cong cu hitu ich cho cac nha phat trién va nhoém
phat trién sir dung Ruby on Rails dé giup dam bao rang tng dung cta ho
duoc trién khai voi mirc do an toan va bao mat cao.

6. Bandit: Bandit 1a mot cong cu kiém tra 16 hong bao mat trong mi ngudn
Python, tdp trung vao viéc tim kiém 16 hong lién quan dén an ninh ma

nguon.
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Kiém tht tinh md ngudn (SAST): Bandit sir dung phuong phap
kiém thtr tinh dé phan tich ma ngudn Python ma khéng can chay
tmg dung. Diéu nay gitp phat hién cac 16 hong bao mat va van dé
an ninh tir mi ngudn Python sém trong qua trinh phat trién.

Phat hién cac loai tAn cong pho bién: Bandit tap trung vao viéc phat
hién céc loai tin cong phd bién trong mi ngudn Python, bao gém
SQL injection, cross-site scripting (XSS), code injection, va nhiéu
van dé bao mat khac.

Bao cdo chi tiét: Cong cu cung cip bao cao chi tiét vé cac 16 hong
bao mat dugc phat hién, bao gSm thong tin chi tiét vé van de, dong
ma ngudn, va 10i khuyén dé stra 16i.

Duy tri da dang python: Bandit hd tro nhiéu phién ban ctia Python
va dugc duy tri @& dam bao tinh twong thich va hiéu suat trong cac
du an str dung cac phién ban Python khac nhau.

Tich hop voi quy trinh phat trién: Bandit ¢ thé tich hop vao quy
trinh phat trién va hé thong CI/CD dé thuc hién kiém thir tu dong
trong quy trinh trién khai.

M3 ngudn mé: Bandit 12 mot du 4n ma ngudn md, cho phép cong
dong str dung va dong gop vao phat trién va cai tién cia no.

Bandit 1a mgt cong cu hitu ich dé kiém thu bao mat ma nguff)n

Python va gitip ddm bdo rang cac du an Python dugc trién khai vai mirc do

an toan va bao mat cao.

. OWASP Dependency-Check: OWASP Dependency-Check kiém tra cac

phu thudc cua tmg dung dé phat hién cac thu vién da duoc cong bd vé 15

hong bao mat.

Phan tich cic phan mém phuy thudc: Dependency-Check tip trung
vao viéc phan tich cac ph'?m mém phu thudc cua mdt du an, nhu thu
vién va framework, dé xac dinh cac 15 héng bao mat co thé ton tai

trong céc phién ban cu thé cia cac phin mém nay.



17

e Nén tang da dang: Dependency-Check c6 thé chay trén nhiéu nén
tang khac nhau, bao gdbm Windows, macOS, va Linux. N¢ ciing c6
thé tich hop vao quy trinh CI/CD.

e HJ trg nhiéu ngdn ngir va frameworks: Coéng cu nay hd trg nhiéu
ngodn ngit 1ap trinh va frameworks phd bién, chang han nhu Java,
.NET, Python, Ruby, Node.js, va nhiéu hon nita.

e Tich hop véi quy trinh phét trién: Dependency-Check c6 thé tich
hop vao quy trinh phat trién va hé théng CI/CD dé tu dong thuc hién
kiém thtr an ninh trong qua trinh xay dung va trién khai.

e Bio cio chi tiét: Cong cu cung cap bao cio chi tiét vé cac 16 hong
bao mat dugc phat hién, gitip nhom phat trién hiéu rd vé nguy co va
c6 thé dua ra cac bién phap sira 16i cu thé.

e Tuong thich v6i nhiéu dinh dang bao cdo: Dependency-Check c6
thé xuat két qua kiém thir dudi nhiéu dinh dang khac nhau, bao gom
HTML, JSON, JUnit XML, va SARIF.

e Mai ngudn mé: OWASP Dependency-Check 1a mot dy 4n ma ngudn
mo, c6 nghia 1a cong dong co thé dong gbp vao phat trién va cai
thién cua no.

Dependency-Check gitip cac nha phat trién va quan tri an ninh thong
tin x4c dinh va giam thiéu rui ro an ninh lién quan dén cac phin mém phu
thudc, giup bao vé tng dung khoi cac 16 hong bao mat c¢6 thé duoc tan dung
thong qua cac thanh phan sir dung.

K§ Thuit Phat Hién L§ Hong M3 Ngudn:

e Kiém tra tinh (Static Analysis): Str dung cong cu dé kiém tra mi ngudén ma
khong thuc hién thuc thi chuong trinh. Cac cong cu nay tim kiém 15 héng tir
ma ngudn trude khi chay tng dung.

e Kiém tra dong (Dynamic Analysis): Thuc hién kiém tra 16 hong trong ma
ngudn trong qua trinh chay tng dung. Cac k¥ thuat nay thudong bao gdm

penetration testing va fuzz testing.
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e Kiém tra ty dong (Automated Testing): Str dung kich ban kiém thir tu dong dé
kiém tra ma ngudn mot cach dinh ky va t dong, gitp phat hién 16 hong mot
cach nhanh chéng.

e Kiém tra bao mat phan mém bén thr ba: Str dung dich vu cua cac cong ty
chuyén vé bao mat phan mém dé kiém tra ma ngudn va dua ra bao céo chi tiét
vé cac 16 hong c6 thé xay ra.

e Kiém tra quy mé 16n (Large-Scale Analysis): Sir dung cong nghé big data va
machine learning dé phan tich 16 hong ma ngudn trén quy mé 16n, giup xéac
dinh céc xu huéng va mo hinh bao mat.

Viéc sir dung mot su két hop giita cac cong cu va k¥ thuat nay thuong 1a lya
chon tot nhat dé dam bao mutrc dd bao mat cao cho ma nguén. Mai cong cu co6 nhitng
vu diém va han ché riéng, va viéc két hop sir dung nhiéu cong cu c6 thé gitp dam bao

tinh toan ven va an toan cua ing dung Android.

1.2.2. Mo ta va phan loai tap luat
Tap luat 13 tap hop cac quy tic ma hé théng hodc mang so sanh dé quyét dinh
nén lam gi hodc hanh dong nao dugc chép thuan.
Vi du:
e Tap luat tudng lira: cho phép hoic tir chéi mét goi dit lidu khi di qua.
e Tap luat IDS: canh bao khi c6 xAm nhap bat hop phap téi hé thong.
o Tap luat AV: xo6a file khi xac dinh c6 chira ma doc.
Ra soat danh gia phan mém nham:
e Tim ra nhiing 18i hodc 16 hong bao mat: 156 hong bao mat, cac vi pham chinh
sach.
e Tim ra cac thiéu sét hodc khong hiéu qua lam anh huéng dén hiéu sut cua
phan mém.
Tap luat dé phat hién 16 héng mi ngudn phan mém thuong duoc thiét ké dé
kiém tra mi ngudn ctia phan mém va xac dinh cac vin dé bao mat, 15i lap trinh, va

cac tiéu chi chat lugng ma khac. Duéi day 1a mot sé chi tiét vé cac quy tic thuong
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dugc ap dung dé phat hién 16 hong ma ngudn:

1. Quy tic vé Bao mat:

e Kiém tra x4c thuc va uy quyén: Phat hién mi ngudn khong an toan lién quan
dén xac thyc va ty quyen.

e Kiém tra xam pham bao mat: Phat hién cac 15 héng bao mat phé bién nhu SQL
injection, Cross-Site Scripting (XSS), va cac k¥ thuat tn cong khac.
2. Quy tic vé Hiéu suit:

e Kiém tra loi dung tai nguyén: Phat hién ma ngudn co thé gay ra loi dung tai
nguyén khong can thiét hoic tiéu tén qua muc.
3. Quy tic vé Do tin cay:

e Phong tranh chéng ma doc hai: Kiém tra ma ngudn dé phat hién va ngan chin
viéc tich hop ma ddc hai.
4. Quy tic vé Kiém soat bién:

e Kiém tra kiém so4t bién: Phat hién cac 16 hong lién quan dén kiém soat bién
khong an toan.
5. Quy tic vé Tiéu chuan ma:

e Kiém tra dinh dang ma: Pam bao rang ma ngudn tuan theo cac quy tic vé dinh
dang dé d& doc va duy tri.

e Kiém tra sy hién dién ctia ma chét: Loai bo doan ma khong st dung dé giam
kich thudc ctua ung dung.
6. Quy tic vé Ngon ngit va API:

e Kiém tra sir dung API nhay cam: Pam bao rang cac API nhay cam duogc sir
dung dung céach va an toan.
7. Quy tic vé Giao dién ngudi dung (UI):

e Kiém tra sir dung tai nguyén giao dién: Pam bao ring tai nguyén giao dién
duoc str dung dung cach va khong ¢ 1.
Céc quy tic ¢ thé dugc tinh chinh tiy thudc vao yéu cau cy thé cua dy an va

loai ing dung.
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Tap luat ap dung thong qua mot mo ta chung danh sach cac lya chon gdm diéu
kién va mo ta cia diéu kién d6. Néu khong c6 diéu kién nao dugce dap ung thi ing
dung khong dugc cap quyén thuc thi yéu cau, hanh dong twong tmg. Sau day 14 trudng
hop cu thé:

message: Encryption Of Sensitive Application Data: 13 tiéu dé cho mot tinh
nang hodc cai tién trong img dung lién quan dén viéc mi héa dir liéu nhay cam cua
ung dung.

selection: 'The application {} in non-volatile memory.": Pay 1a mot phan cua
mau lya chon, mé ta mot tinh huéng hodc diéu kién lién quan dén viéc luu trix ung
dung trong bd nhd khong tuong. M6 ta vé ing dung, dugc dai dién bang {}.

choice: Phan nay chira mot danh sach céc lya chon cu thé va mé ta cua chang.
Moi luya chon bao gém mot didu kién va mo ta tuong ing cua diéu kién do.

androidx\.security\.crypto\.(?:EncryptedFile|[EncryptedSharedPreferences):
biéu kién dau tién, dua trén biéu thirc chinh quy, co thé xac dinh xem ung dung co
sit dung céac tinh ning ma hoa dit liéu nhay cam duoc cung cip sin trong thu vién
androidx.security.crypto khong.

javax\.crypto\.Cipher|net\.sglcipher\.\.encryptionKey\(: Piéu kién thtr hai,
cling dua trén biéu thic chinh quy, xac dinh xem tng dung c6 sir dung cac phuong
phap ma héa dir liéu nhay cam bang cach trién khai Cipher trong gdi javax.crypto,
hodc str dung thu vién net.sqlcipher, hoac st dung phuong thirc encryptionKey()
khong.

else: does not encrypt files: Pay 1a phan khac, dinh nghia hanh dong néu khong
¢6 diéu kién nao trong danh sach duoc dép tng. Trong truong hop nay, néu ing dung
khong sir dung bat ky co ché ma hoa dir liéu nhay cam nao dugc dé cap trong cac
diéu kién trude do, nd s& khong ma hoa cac tap tin.

class: Security Functional Requirements 1a mdt phan loai hodc nhém cua céac
yéu cau chirc ning lién quan dén bao mat. Mo ta cac lya chon duoc lién két véi yéu

cau chuc nang bao mat.
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1.2.3. Khé khin trong phat hién 16 hong bao mat

Véi sy phat trién lién tuc vé cong nghé thong tin trén thé gidi da gitp cac to
chtre, don vi giam thiéu duoc stre ngudi trong hau hét cac linh vire. Nhung bén canh
d6, cac to chure toi pham cong nghé cao ngay cang tinh vi va nguy hiém khi lién tuc
st dung cong nghé cao dé st dung cho muc dich pha hoai, danh cép thong tin, gidn
diép... Poi hoi cac don vi can phai tap trung dau tu nhiéu vao cong tac dam bao an
toan thong tin cia cic phan mém va tng dung. Bé thyc hién dugc diéu d6, can phai
thuc hién cong tac thuong xuyén do quét, xac dinh cac nguy co tiém an dé c6 bién
phap khic phyc, ting cudng an toan théng tin hé théng va ma ngudn cua cac phan
mém, ing dung. Vi vy, C4c to chtrc don vi can phai 6 nhitng dau tu chi phi cho phat
hién cac 16 hong bao mat cho hé théng ctia minh, trong d6 bao gém cac chi phi vé:
Phan mém, con nguoi, quy trinh ... nhitng thach thiae khong nho ddi voi cac don vi
khi gap kho khin trong viéc lua chon nha cung cip vé giai phap dam bao an ninh hé
théng. Trong khi d6 cac toi pham cong nghé cao ngay cang tinh vi, doi hoi cac giai
phap do quét ciing phai chu dong trong viéc xac dinh cic nguy co tiém an, hd tro
ngudi dimg dau don vi c6 thé ra nhitng quyét dinh, chinh sach phu hop. Cong nghé
khong ngimg phat trién, viéc quan 1y rai ro an toan thong tin ludn gip nhiéu khé khin
Vi C4c nguy co ludn co thé xay ra, diéu tot nhat cc don vi phat trién can phai c6 nhimng

dau tu nghiém tlc phu hop véi tinh hinh thyc té.
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1.3. Két luan chwong 1

Céc cudc tin cong mang, toi pham cong nghé cao, gian diép khong nging gia
tang nham muc dich pha hoai, léy cép dit liéu, bi mat cua td chic doanh nghiép va ca
ctia nha nudce. Ching c6 thé gay ra nhitng hau qua vo cuing nghiém trong dén cac don
vi, to chirc & moi ving mién, qubc gia, 14nh tho trén thé gidi. Trong thoi gian téi, dy
bao vé tinh hinh an ninh thong tin c6 nhitng dién bién kho luong, dic biét 1a cac toi
pham cong nghé cao sir dung tri tué nhan tao trong lay nhiém ma doc, tan céng véi
muc dich x4u nham danh cap, ma hoa thdng tin. Vi vy, dé co thé phong ngira, giam
thiéu rai ro, doi hoi cac to chirc doanh nghiép phai quan tdm dén cong tac dau tu cac
hé thdng do quét 16 hong bao mat dung cho nhéan biét, danh gia, phan loai... Tir d6
c6 thé co thé phat hién cac 16 hong, diém yéu cua tng dung, két xuat bio cio danh
gia chi tiét va mirc do nghiém trong phuc vu cong tic dam bao an toan bao mét thong
tin. Trén céac co s 1y thuyét o, chuong tiép theo sé& trinh bay chi tiét vé bai toan dat

ra va hudng giai quyét.
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CHUONG 2: PHUONG PHAP PHAT HIEN LO HONG MA
NGUON DUA TREN TAP LUAT
2.1. Toéng quan vé cdng cu phat hién 16 héng mi ngudn

Cong cu phat hién 16 héng ma ngudn 1 cac tng dung dugc thiét ké dé kiém
tra md ngudn cua phan mém dé xac dinh va bao cdo vé cac 16 hong bao mat, tiém an,
hodc cac van dé khac co thé anh hudng dén tinh toan ven va an toan cia ing dung.
Duéi day 1a mot tong quan vé cong cu phat hién 16 hong ma ngudn:

Chirc Nang Co Ban:
Phan Tich Tinh:

Kiém tra 16 hong bao mat: Cac cong cu nay kiém tra ma ngudn dé phat hién
va bao cdo vé cac 16 hong bao mat nhu SQL injection, cross-site scripting (XSS), tran
bd dém, va nhiéu van dé khac.

Phén tich quy an: Cac cong cu ¢ thé phan tich cac ludng diéu khién, dir liéu
va cau tric cua ing dung dé xac dinh 16 hong tiém an ma khong can chay tng dung.
Tich Hop Trong Quy Trinh Phat Trién:

Tich hop véi ide: Nhiéu cong cu c6 thé tich hop truc tiép vao moi truong phat
trién tich hop (IDE) nhu Eclipse, Visual Studio, hodc Intelli] IDEA dé hd tro 1ap trinh
vién phat hién 16 hong ngay tir khi viét ma.

Tich hop trong quy trinh CI/CD: Cac cong cu thuong c6 kha nang tich hop
vao cac hé thong lién tuc tich hop va trién khai (CI/CD) dé kiém tra ma ngudn trong
quy trinh tu dong.

Loai Cong Cu:
Tu Dong Hoa:

Static Application Security Testing (SAST): Cac cong cu SAST kiém tra ma

ngudn ma khong chay tng dung. Chiing phén tich tap tin ma ngudn va bao cio vé 15

hong ma chung tim thay.
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Dynamic Application Security Testing (DAST): Nguoc lai voi SAST, DAST

chay tmg dung dé phan tich 16 hong trong méi trudng thuc té. N6 kiém tra tmg dung

dang chay va tim kiém 13 hong tir cAp do runtime.

Uu Diém:

Phat Hién Sém: Cung cip kha ning phat hién som cac 16 hong khi van & cip
d6 mi nguodn.

Tu Bong Hoa: Cac cong cu thuong cod thé tu dong hoa viéc kiém tra ma nguén,
giam ap luc cho nhoém phat trién.

Tich Hop Lién Tuc: Cac cong cu thich hop vdi quy trinh lién tuc tich hop, giup

duy tri ma ngudn an toan va bao mat trong qua trinh phat trién.

Nhuoc Piém:

False Positives: C6 thé xuit hién cac két qua gia mao, lam ting cong viéc kiém
tra va giam do chinh xéc.

Phirc Tap Cho Ngudi Méi: Str dung chung c6 thé doi hoi sy hiéu biét sdu rong
vé bao mat va mi ngudn.

Kha Niang Chap Nhan: Cac cong cu thudng c6 kha ning chap nhan tt khi ma
nguodn chua duoc viét hoic thiét ké dung cach.

Viéc st dung cong cu phét hién 16 héng mi ngudn 1a mot phan quan trong

trong chién lugc bao mat phan mém dé dam bao rang ma nguon dugc viet va duy tri

mot cach an toan va bao mat.

2.2.

Nghién ctru vé cong cu MobSF
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MOobSF 1a mot céng cu mad ngudn md duge phat trién boi Ajin Abraham duoc
sir dung dé phan tich tu dong APK. Pay 1a tip hop cac cong cu chay dudi mot giao
dién, thuc hién cac tac vu ri€ng 1€ nhu Jadx, apktool, v.v. va hién thi két qua dudi mot
giao dién chung. Cac bao céo nay ciing co thé dugc tai xuéng & dinh dang PDF va

phan tich chi tiét cung véi cac anh chup man hinh[1, tr.1].

& Upload & Analyze

Drag & Drop ampwhere!

IATE ® | DOCS | ABOUT

Hinh 2.1. Giao dién MobSF
2.2.1. Panh gia MobSF véi mét s6 cong cu khac

Céc cong cu ra quét 16 hong ma ngudn, bao gdm ca MobSF, thudng c6 mot s6
diém chung va khac nhau. Dudi day 1a mot s6 diém chung va khac nhau gitta MobSF
va cac cong cu ra quét 16 hong ma ngudn khac:

Piém chung:

Phat hién 15 hong bao mat: Ca MobSF va cic cong cu ra quét 16 hong ma
ngudn khac déu duoc thiét ké dé phat hién cac 16 hong bao mat trong ma ngudn cia
tmg dung, nhu 16 hong vé quyén truy cip, mi doc, 16 hdng ma ngudn mé, va cac van
dé khéc lién quan dén bao mat.

H) tro nhiéu ngdn ngir 1ap trinh: Ca MobSF va cac cong cu khac thuong hd
trg nhiu ngdn ngit 14p trinh phd bién, bao gdm Java, Python, JavaScript, C/C++, va
cac ngdn ngit khac. Mot sé cong cu chi hd tro mot loai ngdn ngit 14p trinh nhu cong

cu Brakeman chi hd tro ngén ngir Ruby
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Tinh linh hoat va m¢é rong: Cac cong cu nay déu c6 tinh linh hoat va c6 thé
duge md rong thong qua cac plugin hodc tich hop voi cac cong cu khac dé tao ra quy
trinh kiém thtr bao mat tu dong.

Piém khéac nhau:

Pham vi hd tro: MobSF thuong chu yéu tip trung vao tng dung di dong
(Android va iOS), trong khi cac cong cu khac co thé hd tro phan tich ma ngudn cho
cac loai ng dung khic nhau nhu web, desktop, va cac hé théng nhing.

Tinh ning chuyén sau: Mdi cong cu co6 cac tinh ning chuyén siu riéng biét,
chéng han nhu MobSF tap trung vao céac van dé bao mat cu thé cho ung dung di dong,
trong khi cac cong cu khac c6 thé tap trung vao kiém tra chat luong mé, phan tich ma
ngudn mé, va nhiéu hon nira.

Cong déng va hd tro: Muc d6 hd tro tir cong déng va su phat trién cua cac
cong cu cbd thé khac nhau. Mot sb cong cu cd cong déng 16n va tich cuc hon, trong
khi cac cong cu khac co thé co it hd trg hon.

Gidy phép va chi phi: Cac cong cu ¢ thé duge phan phdi dudi cac gidy phép
khac nhau, bao gdm cac phién ban mién phi va phién ban tra phi v6i cac tinh ning
mé rong va hd trg cao cap hon.

Ngit canh dau vao: Ddi voi MobSF 1a tép APK dé ra quét con cac cong cu
khac sé& tich hop trong cac cong cu phat trién ung dung dé ra quét truc tiép ma ngudn
trong qua trinh phat trién.

Tom lai, MobSF va cac cong cu ra quét 156 hdng ma ngudn khac c6 nhidu diém
chung trong viéc phat hién 16 hong bao mat, nhung ciing ¢ nhiing khac biét quan
trong vé pham vi hd trg, tinh ning, cong dong, va gidy phép. Lua chon giita chiing
phu thudc vao nhu cau cu thé cua dy 4n va muc tiéu bao mat. MobSF thuong duoc
st dung cho muc dich kiém tra bao mat c4 nhan hoic nhém nhé hon, va cé thé yéu
cau kién thirc chuyén sau hon vé bao mat ing dung di dong.

2.2.2. B4o c4o va cac két qua ra quét ciia cong cu MobSF
Sau khi thuc hién tién trinh phan tich tinh APK, trén trang dich cac diém muc

do nghiém trong duoc hién thi. Tiép theo, ham bam, tén t&p va kich thudc cua APK
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cling dugc cung cip. Trong cot thir ba ¢ hang dau tién I tén goi, hoat dong chinh,
phién ban SDK tdi thiéu va ca phién ban tmg dung. M6 ta cta ung dung ciing duoc

dua ra.

= RECENTSCANS  STATICANALYZER  DYNAMIC ANAIVZER APl DONATE®  DOCS  ABOUT Search MDS Q

& APP SCORES %W FILE INFORMATION i APP INFORMATION
EOITT EeovQuangham_1.4.0.apk (CTXIT Egov Quing Nam

@ D511 ) v reveLenananazey
[ c82b4aTbol0fadd9ef293eTio7ef04dT (=T vn.gov.quangnam.egov. MainActivity

Security scare| 43/100 [EI0) 7bcB7e84d0803e8e559b126116477435a21ba226 [Farget sox E3 win sox 34 max sox |

TRSieRpton 4/432 vy 14.0

T 081c2f760363948fbdcf32b045/b82809a52ce5e453816a4b83c1d3cb8 1d22e 1689615868

P> PLAYSTORE INFORMATION

[0 Egov Quang Nam

3 +.3323335 [T 1,000+ (3 0 O ITTITTITRY (TR Tools NI vn.gov.quangnam.egov
Trung tim CNTT & TT Quang Nam, ([EITTL) 5600670515283106723

50 HUNg Vuong , Tam Ky, Quing Nam
https://sites.google.com/view/egovquangnamprivacy/home

(== support@mitc.vn

BT None (TR Privacy link

tobile Application for Public Officials and Public Employees of Quang MNam Province. Support:

- Monitoring and grasping the general development situstion and each field of the province.

- Mansge, direct, administer and receive and process information flexibly, snytime, anywhere.

- Timely grasp the needs and aspirations of people, businesses and connect, interact, support people and businesses inside and outside
‘the province.

Hinh 2.2. M6 ta thong tin wng dung
« Trong cac thé nho, chiing ta thiy cac thanh phan ing dung khac nhau
o Tuy chon dé xem ma dich nguoc. Pay 1a ma dugc tao bdi apktool, tép tai

nguyén ciing dugc gidi ma. Va co thé dé dang phan tach va xem mi nguon

trong cac 16p java riéng biét.

4 11 12 \ 7

ACTIVITIES SERVICES RECEIVERS PROVIDERS

Exported Exported Exported Exported
Activiti Servis \ Recei Provid
(A|] ctivities ervices @ eceivers roviders
1 1 0
£ SCAN OPTIONS B DECOMPILED CODE

© Start Dynamic Analysis & Download Java Code & Download Smali Code & Download APK

Hinh 2.3. Thanh phin tng dung
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Phén tich chtng chi ngudi ky trong cot chimg chi, chung ta c6 thé thdy ching
chi nguoi ky, noi ngudi ta c6 thé tim thiy thong tin quan trong vé nha phat trién, qudc
gia, tiéu bang, loai bi danh, kich thudc bit, v.v.

# SIGNER CERTIFICATE

Binary is signed

=

signature: True

signature: False

Valid To: 2046-@3-23 16:46:23+00:00

Issuer: C=VN, ST=Hanoi, L=Hanoi, 0=MiTC, OU=1, CN=mitc

Serial Number: @x34b7d15

Hash Algorithm: sha258

md5: 57d887abc8d23405416249538cf76d12

shal: desb2oebesesba3sfflfed2ecbc8bec3aleedyal

sha256: b512d36717f582f6e61e377b0E27ef740fBc5acdc29d76d67c051easbcfe029b
sha512: 29134b5bdad4=445413a16d8be5c60Ta89cdB7T1ffdfb33a51F49f 109 fcbbabdes8bafe829324ab558598365220bc422402041 c52c85568T10401127b2285c4
Publickey Algorithm: rsa

Bit S 12948

Fingerprint: 366c9f70143a3e4e8026350788c7T336ec25Tddd30b60bE2GbSeanf151f66b21
Found 1 unique certificates

Hinh 2.4. Chirng chi ngwoi ky
Quyén ung dung c6 nhiéu quyén khac nhau dugc phan loai 1a nguy hiém hoic
binh thudng. Theo quan diém cta nha phan tich bao mat, didu quan trong 1a phai hiéu
quyén nao c6 thé dan dén thiét hai.
Vi du: néu mét ing dung co quyén truy cip vao phuong tién bén ngoai va luu
trit thong tin quan trong trén phuong tién bén ngoai thi c6 thé bi xem 1 nguy hiém vi

cac tép dugc luu trit trén phuong tién bén ngoai ¢ thé doc va ghi duge trén toan cuc.
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CODE

PERMISSION + STATUS INFO DESCRIPTION MAPPINGS
android.permission.ACCESS_NETWORK_STATE  normal | view network status Allows an application to

view the status of all

networks.
android.permission. ACCESS_WIFI_STATE [ normal | view Wi-Fi status Allows an application to m

view the information

about the status of Wi-

Fi.
android_permission. CAMERA [T takepicturesand videos  Allows application to

take pictures and videos

with the camera. This

allows the application to

collectimages that the

camera is seeing at any

time.
android.permission. DOWNLOAD_WITHOUT_NOTIFICATION [ unknown | Unknown permission Unknown permission

from android reference
android.permission. FOREGROUND_SERVICE c= enables regularappsto  Allows a regular

use application to use
Service.startForeground.  Service.startForeground.

android.permission.INTERNET [ normal | full Internet access Allows an application to X

create network sockets.
android.permission.READ_CALENDAR =) read calendar events Allows an application to X

read all of the calendar
events stored on your

phone. Malicious

applications can use this

Hinh 2.5. Quyén trng dung
Hoat dong c6 thé duyét va phan tich an ninh mang: Trong phan bao mat mang,
ta co thé tim thdy mot s6 chi tiét vé cac van dé an ninh mang lién quan dén tng
dung. Nhitng van dé nay doi khi c6 thé dan dén cic cudc tan cong nghiém trong nhur

MiTM.

(M BROWSABLE ACTIVITIES

Search
ACTIVITY + INTENT

vn.gov.quangnam.egov.MainActivity Schemes: egovquangnam://,

Previous Next

Showing 1to 1 of 1 entries

Hinh 2.6. Hoat ddng c6 thé duyét
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Phén tich Tép ké khai: c¢6 thé tim thay nhiéu thong tin tir tép ké khai android
nhu hoat dong nao duoc xuét, tmg dung c6 thé g& 16i hay khong, lugc do liéu, v.v.
Dé tham khao, hdy xem anh chup man hinh bén duéi.

Q MANIFEST ANALYSIS

HIGH INFC SUPPRESSED
2 5 0 0
Search:
NO ™ ISSUE SEVERITY DESCRIPTION OPTIONS
1 App can be installed on a vulnerable upatched Android version m This application can be = -
Android 5.0-5.0.2, [minSdk=21 installed on an older version

of android that has multiple
unfixed vulnerabilities.
These devices won't receive
reasonable security updates
from Google. Support an
Android version => 10, API
29 to receive reasonable

security updates

2 Clear text traffic is Enabled For App [ high | The app intends to use =~

android:usesCleartextTraffic=true cleartext network traffic,
such as cleartext HTTP, FTP

stacks, DownloadManager,
and MediaPlayer. The
default value for apps that
target APl level 27 or lower
is "true". Apps that target
APl level 28 or higher
default to "false”. The key
reason for avoiding
cleartext traffic is the lack of
confidentiality, authenticity,
and protections against
tampering; a network
attacker can eavesdrop on

Hinh 2.7. Phan tich tép ké khai

Phan tich ma: co thé thiy rang MobSF di phan tich va so sanh mot s6 hanh vi
ctia mg dung dua trén cac thong 1¢ tiéu chuan bao mat cua nganh nhu OWASP MSTG
va 1ap ban dd cac 16 hong véi OWASP Top 10. Cac phan tich va so sanh nay c6 thé

gitip phan tich cac tinh hudng khac nhau va tao bao cdo dé dang hon.
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HIGH
2

NO * ISSUE
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INFC SECURE

STANDARDS FILES

SEVERITY

CWE: CWE-312:
Cleartext Storage of

‘warning,

Sensitive Information
OWASP Top 10: M3:
Reverse Engineering
OWASP MASVS:
MSTG-STORAGE-14

CWE: CWE-532:
Insertion of Sensitive

nformation [into
Information into Log
File
OWASP MASVS:
MSTG-STORAGE-3

Weaknesses in Mobile
Applications

OWASP Top 10: M1:
Improper Platform
Usage

Hinh 2.8. Phan tich ma

CWE: CWE-919: comyswmansion/reanimated/BuildConfig

SUPPRESSED
0
Search:

OPTIONS

- -

_ -

- -

Phan tich phén mém doc hai MobSF c¢6 tich hop APKiD la mot cong cu ma

nguén mé rat hitu ich dé xac dinh cac trinh dong goi, trinh bién dich, obfuscators

khac nhau, v.v. trong cac t€p android tuong ty nhu PEiD trong APK.

[ FILE ANALYSIS

NO

Showing 0 to 0 of 0 entries

7 APKID ANALYSIS

DEX

classes.dex

+ ISSUE

Mo data available in table

+ DETECTIONS

FINDINGS * DETAILS

Anti-VM Code Build. FINGERPRINT check

Search:

FILES

Search:

Search:

Build. MANUFACTURER check

Build. HARDWARE check

possible Build.SERIAL check

Build TAGS check

czrm

Showing 1 to 2 of 2 entries

r8 without marker (suspicious)

Previous Next

Hinh 2.9. Phén tich phin mém djc hai

MOobSF cling trich xuét tat ca cac URL / dja chi IP dugc ma hoa cung hoac

dang duogc st dung trong tng dung va hién thi trang thai phadn mém doc hai cling nhu
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str dung ip2location dé cung cap vi tri dia Iy IP.

@ DOMAIN MALWARE CHECK

Search:
DOMAIN * STATUS GEOLOCATION

android.googlesource.com 0 1P: 64.233.188.82
Country: United States of America
Region: California
City: Mountain View
Latitude: 37.405991
Longitude: -122.078514
View: Google Map

apache.org a IP: 151.101.2.132
Country: United States of America
Region: Califarnia
City: San Francisco
Latitude: 37.775700
Longitude: -122.395203
View: Google Map
cipa.jp ok | IP: 118.82 81.189
Country: Japan
Region: Tokyo
City: Tokyo
Latitude: 35.683507
Longitude: 139.691696
View: Google Map
codepush.appcenter.ms [ ok | I1P:52.232.227.249

Country: United States of America
Region: Virginia

Hinh 2.10. URL/IP dwoc trich xuit

Céc email dugc mé héa cimg trong MobSF ciing dugc hién thi tai trang béo
cdo. Tat ca diéu nay duogc thuc hién béng cach st dung ma nguén duoc dich
nguoc. Thong thuong, mot pentester co thé tim thay cac ID email quan trong dang
duoc st dung 1am thong tin dang nhap trén trang web cua bén thir ba dé truy cap co
s& dit liéu. Nhu email thi cac URL ciing thuong dugc ma héa cing. Co thé tim thiy
cdc URL hép dan doi khi duoc sir dung. Thong thudng, cac nha phan tich nhan thay
cac URL ddc hai cting dugc truy cdp hoac tham chi 1a may chu C&C.
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Cac thanh phén hoat dong hién tai: Danh sach tat ca cac hoat dong hién co
cling c6 thé xem bang MobSF. Piéu ndy cung cip thong tin chi tiét vé khung cua
APK android. Ngoai ra, d6i khi jadx thay thé tén that cta 16p bang mot sb chit cai
ngiu nhién néu nha phat trién di ap dung phuong phap xao trén, MobSF ciing c6 thé
lién két tén that caa no[8, tr.50].

0E ACTIVITIES
vh.gov.quangnam.egov.MainActivity
com.facebook.react.devsupport.DevSettingsActivity

com.google.firebase.auth.internal.Federated SignInActivity
com.google.android.gms.commeon.api.GoogleApiActivity

Hinh 2.11. Cac thanh phan hoat dong

2.3.  Quy trinh phat hién 16 hong ma nguén duwa trén cong cu MobSF va
tap luat

Thong qua phan tich hién trang cta Gng dung bao gom md ta thong tin tng
dung, 15 hong bao mat ton tai, C4C bién phap an todn bao mat dang dung, tir d6 Xac
dinh rui ro va danh gi4 anh hudng cta rui ro tao nén cho tng dung, dong thoi dua ra
giai phap nham giam thiéu rdi ro.

Quy trinh phét hién 15 hong ma ngudn bao gdm 4 budc, mdi budc duge chia
thanh mot nhom cac nhiém vu. Dbi v6i mdi nhiém vu, hudng dan bd sung cung cp
thong tin bo sung cho thuc hién danh gia rui ro. Hinh sau minh hoa cac budc co ban

trong quy trinh danh gia rui ro va cac nhiém vu cy thé dé thyc hién danh gia.

Budc 1: Chudn bi céng cu va ddu vao

&

Burée 2: Thirc hién phét hién va danh gia

Xéc dinh 16 hong va didu kién co thé khai thac

Y
(} :> Xdc dinh mirc db nghiém trong cila 16 hong (: :>

Buire 3: Truyén dat két qua
13 And v oong

k.

Xdc dinh tac déng

Hinh 2.12. Cac buwéc co ban trong quy trinh danh gia rii ro
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Bang dudi day 1a téng hop cac nhiém vu danh gid rui ro:

Bang 2.1. Bang tong hop cac nhiém vu phat hién va danh gia 16 hong

Nhiém vu

M0 ta nhiém vu

Buwéc 1: Chuén bi danh gia

Nhiém vu 1-1:
Xac dinh muc

dich

Xéc dinh muc dich cta phat hién 16 hong theo théng tin ma

danh gia dugc du dinh va dua ra cac quyét dinh.

Nhiém vu 1-2:
Xac dinh pham vi

X&c dinh pham Vi danh gia rii ro, khung thoi gian duge hd

trg va can nhac vé cong nghé.

Nhiém vu 1-3:
Xac dinh cac
danh gia va han

che

Xac dinh cac gia dinh va rang budc cu thé theo d6 danh gia

rui ro dugc thuc hién.

Nhiém vu 1-4:
Xac dinh ngudn

thong tin

X4c dinh c&c ngudn thong tin md ta, de doa, d& bi ton
thuong va tac dong sé dugc sir dung trong danh gia rii ro 16

hong co thé gay ra.

Buwéc 2: Thyc hién danh gia

Nhiém vu 2-1:
Xac dinh nguén

g0c

Xac dinh va mo ta cac ngudn de doa, bao gdm kha ning, y
dinh va dac diém muc tiéu cho cac méi de doa dbi nghich va

pham vi anh hudéng ddi voi cac mdi de doa khong dbi nghich.

Nhiém vu 2-2:

Xac dinh su kién

X&c dinh céc sy kién de doa tiém 4n, murc do lién quan caa

cac su kién va cac nguon de doa c6 thé bat dau cac sy kién.

Nhiém vu 2-3:

Xac dinh nhiém

Xéc dinh cac 10 hong va cac diéu kién c6 xu hudng anh

huong dén kha nang cdc mdi quan tdm de doa dan dén cac
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vu va dieu kién

bao dam

tac dong bat loi.

Nhiém vu 2-4:
Xac dinh cac tac

dong

Xac dinh cac tac dong bat loi tir cac su kién de doa dang quan
tam, xem xét: (i) cac dic diém cua céc ngudn de doa co thé
bat dau cac su kién; (ii) cac 16 hong / didu kién c6 khuynh
hudng dugce Xac dinh; va (iii) cac bién phap bao vé / bién phap
ddi phé duoc 1én ké hoach hoic thuc hién dé can trd cac su

kién do.

Nhiém vu 2-5:

Xac dinh rui ro

Xac dinh rai ro cho t6 chire tir cac su kién de doa can quan
tam: (i) tdc dong sé€ xay ra tir cac su kién; va (ii) kha nang

xay ra su kién.

Buéc 3: Truyén dat két qua

Nhiém vu 3-1:
Truyén dat két

qua

Truyén dat két qua cho nhitng ngudi ra quyét dinh to chtc

dé ho trg cac phan ung rui ro.

Nhiém vu 3-2:
Chia sé thong tin

lién quan

Chia sé thdng tin lién quan dén rai ro duoc tao ra trong qué

trinh danh gia riii ro véi nhan vién t6 chic phu hop.

Buéc 4: Duy tri

Nhiém vu 4-1:
Giam sat cac yéu

t0 rui ro

Tién hanh giam sat lién tuc cac yéu t6 rui ro gop phan thay

doi rui ro doi voi hoat dong cta ting dung.

Nhiém vu 4-2:
Cap nhat danh gia

Cap nhat danh gi4 rti ro hién c.

Quy trinh phat hién 16 hong ma ngudn:

Budc 1: Thu thap thong tin

Thu thap tit ca thong tin lién quan dén muc tiéu can danh gia: Source code clia
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ung dung. Nhu xac dinh ngon ngir 1ap trinh, Framework, ... dugc str dung.

Budc 2: Xac dinh cac diém yéu/1d hong bao mat

Chuyén gia s& st dung nhiing san pham do quét hang dau trén thé gidi
nhu: Fortify Static Code Analyzer,... dé tim kiém, xac dinh cac diém yéu nhu:

« DO quét cac diém yéu ciu hinh.

* DO quét cac diém yéu vé xac thuc.

« DO quét cac diém yéu quan 1y phién.

« Do quét cac diém yéu vé ty quyeén.

* DO quét diém yéu lién quan dén dir liéu dau vao.

« Do quét cac diém yéu ma hoa.

« Do quét diém yéu kha nang kiém soat 15i.

« DO quét cac diém yéu lién quan dén dau ra dir lidu.

Budc 3: Tong hop két qua va khuyén nghi khic phuc

Tong hop lai tit cac cac thong tin thu thap duoc, ndi dung ctia qua trinh 1am
viéc va két qua thu duoc dé dua ra bao cdo két qua, dé xuit cac phuong an, giai phap
dé khac phuc céac 16 hong, diém yéu bao mat.

2.3.1. Thanh phan trong tip luit ciia MobSF

Dé tich hop quy trinh phat hién 16 hong ma ngudn, cach tiép can theo tap luat
tir cong cu Mobsf nham giai quyét nguy co vé ATTT. Dudi day 1a mot sd cac luat
lién quan dén 16 hong ma nguodn va phan loai theo cac quy tic thuong duoc p dung
dé phat hién 16 héng ma ngudn :

1. Quy tic vé bao mat:

Write app directory 14 ing dung cé quyén ghi vao thu myc ciia chinh né va

trong d6 c6 thong bao rang thong tin nhay cam nén dugce mi hoa.
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Quyén ghi vao thu muc tng dung: Ung dung c6 quyén ghi vao thu muc cia
chinh minh, diéu nay thudng xuyén 1a truong hop dé luu trir dit liu can thiét
cho ung dung.

M3 hoa thong tin nhay cam: Do thu muyc cta tng dung c6 thé bi truy cap béi
cac tmg dung khac hodc nguoi ding cd quyén truy cap vao thiét bi, thong tin
nhay cam nén dugc mi hoa dé bao vé né khoi truy cap trai phép.

Quan 1y khoa va mat khau: Dé giai ma thong tin duge mi hoa, tng dung can
stt dung mot hé théng quan 1y khéa va mat khau an toan. Viéc ndy dam bao
rang chi nhitng nguoi cé quyén truy cap méi co thé giai ma thong tin.

Cham séc an toan: Pam bao réng qua trinh ma hoda va giai ma dugc thyc hién
theo céach an toan. Str dung cac thu vién ma hoa dugc chirng minh va thuc hién
cac bi¢n phap bao mat nhu bao vé khoa va tranh cac 16 héng bao mat c6 thé
X4y ra trong mi ngudn.

Bao mat mang: Néu thong tin nhay cam dugc truyén qua mang, dam bao rang
két ndi 1a an toan bang cach sir dung giao thirc HTTPS va bao vé dit liéu trong
qua trinh truyén tai.

Tuan tht quy dinh bao mat: Tuén thu cac quy dinh va chuin bao mat dic thu

cho nén tang hoic nganh cong nghiép cu thé noi tng dung dugc trién khai.

Nhiing bién phap an toan nhu trén giup dam bao rang dit liéu nhay cam duoc

bao vé va chi c6 nhiing ngudi co quyén truy cap mai c6 thé truy xuat duge thong tin

SQL cipher la tng dung str dung SQL Cipher (mét thu vién ma hoa cho co

so dit liéu SQLite), va dong thoi canh bao vé viéc khong nén luu trit cac thong tin bi

mat tryc ti€ép trong ma nguodn cua rng dung.

Duéi day 1a mot s6 diém quan trong:
SQL Cipher: 1a mdt thu vién ma héa co so dir liéu SQLite, giup bao vé dir liéu

trong co s& dir li¢u bang cach st dung cac thuat toan ma héa manh me.
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e Thong tin bi mat: nhu cac khéa API, mat khéu, hodc thong tin xac thuc, khong
nén duoc dat truc tiép trong ma ngudn cia tmg dung. Viéc ndy lam ting rui ro
béo mat vi néu ma nguén bi 10, thong tin bi mat cling bi rui ro.

e Sirdung cic co ché an toan: nén st dung cac co ché an toan nhu bo quan 1y bi
mat (Key Vault), bién méi truong, hodc cac phuong tién khac dé luu trit va
quan ly.

e Tuan Thu Chuan Bao Mat: Pam bao rang tmg dung tuan thii cic chuan bao
mat va quy tic an toan lién quan dén viéc xir 1y thong tin nhay cam va secrets.

e Quan Ly Khéa va Mat Khau An Toan: Khi str dung SQL Cipher hoic bat ky
thu vién mé hoa nao khac, dam bao rang quan 1y khoa va mat khau ciing duoc
thuc hién mot cach an toan.

Nhirng bién phap trén giup dam bao rang dit lidu trong co s dif liéu dugc bao
vé bang SQL Cipher, va thong tin bi mat khong bi ro ri trong ma ngudn.

Aar jar debug enabled canh bao vé viéc cdu hinh g& 18i di duoc kich hoat
trong ing dung. N6 néu rd rang trong ban build danh cho moéi trudng san xuét, khong
nén cho phép kha ning g& 16i.

Dudi ddy 1a mot s6 diém quan trong lién quan dén canh bao nay:

e Rui Ro Bao Mat: Ban san xuét nén duoc thiét lap dé khong thé g& 161, vi viée
kich hoat tinh ning g& 15i c6 thé tao ra rii ro bao mat. Ké tin cong c6 thé st
dung thong tin g& 16i dé phan tich ma ngudn va tim ra cac 16 hong bao mat.

e Xay dyng cdu hinh: C4u hinh can dugc diéu chinh mot cach chit ché dé dam
bao ring tinh ning g& 16i khong dugc kich hoat trong ban build cudi cung danh
cho nguoi dung.

e Kiém tra cAu hinh: Trudc khi trién khai Gng dung, nha phat trién can kiém tra
cAu hinh build dé dam bao rang kha ning g 16i d duoc tit trong ban san xuét.

e Tuan thu chuin bao mat: Tuan thu cdc chuin béao mat va cac huéng dan cia
nén tang dé dam bao rang tng dung khong c6 kha ning g& 16 trong méi truong

san xuat.
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Nhitng bién phép trén gitip dam bdo tinh an toan va bao mat cho trng dung khi

trién khai trong moi truong san xuat.

Debugger detect phat hién mi ngudn trong tng dung di dugc bao vé bing
DexGuard, va mi ngudn ndy chira ma dé phat hién sy ton tai cia bo g& 151 trong qué

trinh thyc thi tng dung.

DexGuard 13 mot cong cu bao vé ma nguodn (obfuscation and code hardening)
dugc sir dung chil yéu trong méi trudng Android dé bao vé tng dung khéi viéc phan
tich nguoc va tin cong. Mot trong nhitng tinh ning quan trong ctia DexGuard 13 kha
ning nhan dién va ngin chin viéc str dung bd g& 16i trong qua trinh chay tng dung][5,

tr.2180].

Khi thong bao "DexGuard Debugger Detection code is identified." xuat hién,
diéu nay c6 nghia 1a trong qua trinh kiém tra ma ngudn cua tmg dung bao vé boi
DexGuard, dd phat hién ma ngudn chira cac phan mé duoc tich hop bdi DexGuard dé
phat hién sy hién dién cua bo gd 16i. Diéu nay thuong dugc thuc hién dé ngan chan
viéc phén tich va g& 16i tmg dung, 1am ting do khé cho ké tan cong mudn hiéu va

thay d6i ma ngudn cta tng dung.

Tinh niang nay 1a mot phan cia chién luoc bao vé ung dung dé dam bao tinh

toan ven va bao mat cua ma nguodn khi chay trong moi truong Android.

Emulator detect phat hién ma ngudn trong tng dung di dugc bao vé bang
DexGuard, va ma nguff)n nay chtra cac doan ma dugc thiét ké dé phat hién sy chay
trén may ao.

DexGuard 13 mot cong cu bao vé ma ngudn thuong duogce sir dung trong moi
truong Android dé bao vé tmg dung khoi viéc phan tich ngugc va tin coéng. Trong
bbi canh nay, né ciing c6 kha ning nhan dién viéc ing dung dang chay trén may 4o,
chéng han nhu Android Emulator, va c6 thé thue hién céc bién phap bao vé phu hop[2,
tr.50].

Khi thong bao "DexGuard Emulator Detection code is identified." xuét hién,

dé c6 nghia 1a trong qué trinh kiém tra ma ngudn cua ung dung da dugc bao vé boi
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DexGuard, di phat hién ma ngudn chta cac phan mé dugce tich hop dé xac dinh xem
tmg dung c6 dang chay trén may ao hay khong. Piéu nay ¢ thé dugc thyc hién dé
ngan chan vi¢c thr nghiém va phan tich rng dung trén méi trudng gia lap.

Tinh ning nay gitp bao vé tmg dung khoi cac k¥ thuat tin cong ma ké tin
cong c6 thé sir dung khi chay trén cac moi trudng may 4o, gitip ting cuong bao mat
cua ung dung trong mdi truong Android.

Debug sign khi phat trién va kiém thir tmg dung Android, thudng st dung mot
chia khéa g& 161 dé ky tmg dung, gitip viéc g& 16i va theo ddi thong tin trén thiét bi
Android[6, tr.10].

Céc budc dé xac dinh xem tng dung c6 dugc ky bang chia khoa g 16i hay
khong thuong bao gém viéc kiém tra chit ky ctia img dung va so sanh véi chit ky cua
chia khéa g& 16i mic dinh.

Mobt sb bién phap phé bién c6 thé duge thuc hién trong ma nguén cua ung
dung hoic trong tép build.gradle dé xac dinh xem tng dung c6 duoc ky bang chia
khoa gd 16i hay khong.

Diéu nay gitp nhan biét xem tmg dung c6 dang chay trong ché do g& 16i hay
khong va thue hién cac hanh dong phu hop, nhu théng bao hoic viée kiém soat quyén
truy cap. Poan ma nay cé thé duoc bao vé bang DexGuard dé ngin chin viée tan
cong tir nhitng ké tan cong ¢ thé mudn thay doi hanh vi cuia ing dung khi chay trong
ché do g& 16i.

Dexguard root detection cho biét ma ngudn lién quan dén viéc phat hién thiét
bi dd dugc root trong tng dung Android dugc bao vé bang DexGuard da dugc phat
hién. Trong ngtr canh nay:

e Root Detection: La ma ngudn hodc phan cua ung dung dugc thiét ké dé xac
dinh xem thiét bi dang chay c6 dugc root (quyén quan tri hé théng) hay khong.

Viéc kiém tra root thuong dugc thuc hién dé tang cuong bao mat hodc ngan

chin viéc sir dung khong uy quyén cua tng dung.
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e Néu c6 thong bao "is identified", nghia 1 c6 su nhan dién, phat hién ra ring
ma nguén lién quan dén viéc kiém tra root di duoc xac dinh hodc duoc phat
hién.

Trong bdi canh bao mat, viéc phat hién ma nguén kiém tra root co thé 13 mot
van dé, vi nhimg tng dung thuong mudn tranh chay trén cac thiét bi di root dé ngin
chan viéc thay doi khong iy quyén cé thé de doa tinh 6n dinh va bao mat cta tng
dung.

2. Quy tac ve Hi¢u suat:

Tamper detect ma lién quan dén viéc phat hién sy thay doi trong tng dung
dugc bao vé béng DexGuard da duogc xac dinh hodc phat hién ra. Trong ngit canh
nay:

e DexGuard: La mot giai phap bao mat cho ing dung Android dugc phat trién
boi Guardsquare. DexGuard cung cip céc tinh ning bao mat nhu ma héa ma
nguén, lam m¢o ma ngu@)n, va phat hién sy thay ddi dé bao vé ung dung khéi
cac moi de doa bao mat[7, tr.1020].

e App Tamper Detection code: La ma ngudn hodc mdt phan cua tng dung duoc
thiét ké dé phat hién su thay d6i khong iy quyén trong ma nguodn hoic dit liéu
ctia tmg dung. Tampering detection thudng duoc st dung dé ngin chin nhimng
thay doi khong dang ké co thé anh huong dén tinh toan ven va bao mat cia
ung dung[1, tr.2].

e Néucbd thong bdo "is identified", nghia la c6 sy nhan dié€n, phat hién ra réng
mi ngudn lién quan dén viéc phat hién sy thay doi trong tmg dung di duoc
xac dinh hodc dugc phat hi¢n.

Trong bao mat, viéc phét hién tampering gitip dam bao rang img dung khong
bi stra d6i mot cach khong iy quyén, giit cho no an toan va dang tin cdy trudc cac
mdi de doa tir viée thay d6i ma ngudn hodc tai nguyén cta ing dung.

3. Quy tic vé Do tin cay:

WebView thyc thi md do ngudi dung kiém soat trong WebView 1a mot 15
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hdng bao mat nghiém trong. Canh béo vé mot van dé bao mit trong cach tmg dung

xtt Iy va sir dung WebView. Duéi day 1a mot s6 diém quan trong:

WebView Implementation: WebView 1a mot thanh phan trong phat trién tng
dung di dong, thudong duogc st dung dé hién thi ndi dung web trong tng dung.
Trién khai WebView khong an toan c6 thé md cira cho cac 16 hong bao mat.
Execution of User-Controlled Code: L3 hong bao mat duoc dé cap dén & day
1a kha ning thyc thi md do nguoi dung kiém soat trong WebView. Néu tmg
dung cho phép thuc hién ma JavaScript hodc ndi dung web cd chira ma nguyén
tryc tiép tir nguoi ding, co nguy co 16n vé tin cong XSS (Cross-Site Scripting)
va cac van dé lién quan dén viéc thuc thi ma khong an toan[4, tr16].
Cross-Site Scripting (XSS): XSS 1a mot loai tin cong bao mat ma ké tan cong
chén ma dgc hai vao trang web hodc ing dung, va sau dé thuc hi¢n né trén
thiét bi ctia ngudi dung khi trang web hoic tng dung duoc tai[3, tr.1].
Phuong tién kiém soat ma: Déi véi WebView, quan 1y va kiém soat ma ngudn
1a rit quan trong. T4t ca cac dau vao tir ngudi ding can dugc kiém tra va xu
Iy mét cach an toan dé ngan chan viéc chén ma doc hai.

Content Security Policy: Str dung cac chinh sach an toan nhu Content Security
Policy dé han ché viéc thuc thi ma JavaScript va cac ngudn tai nguyén tir cac
ngudn khong an toan.

WebView Hardening: T4i wu hoéa cdu hinh WebView va thuc hién cac bién
phap ting cudng an ninh dé giam thiéu riii ro tan cong thong qua WebView.

Mot trién khai WebView khong an toan co thé tao ra nhiéu rui ro an ninh, dic

biét 1a khi thuc thi ma do ngudi dung kiém soat. Dé bao vé tng dung, quan 1y ma

nguodn va trién khai cac bién phap bao mat 1a rat quan trong.

4. Quy tic vé Kiém soat bién:

Logging 1a canh bao vé viéc (mg dung dang ghi lai thong tin trong qua trinh

chay, nhung thong tin nhay cam khong nén xuét hién trong nhat ky. Diéu nay 1a quan

trong dé bao vé thong tin c4 nhan va giir cho Gmg dung tuén thi cc chuin bao méat

va quy dinh vé quyén riéng tu.
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Duéi day 1a mot s6 1y do va bién phap can duoc thuc hién:

e Bao mat thong tin nhay cam: Thong tin nhay cam nhu mat khau, thong tin tai
khoan ngudi dung, hodc thong tin c4 nhan khéng nén xuit hién trong cac ban
ghi nhat ky. Viéc luu trit thong tin nay c6 thé tao ra rai ro bao mat néu nhat ky
bi lac hodc bi truy cap trai pheép.

e Chong tin cong kiém soat nhat ky: Viéc ghi thong tin nhay cam c6 thé 1a mot
diém dau tién ma ké tin cong c6 thé tan dung dé thu thap thong tin dbi tuong.
Diéu nay c6 thé dat ngudi ding va hé thong trong nguy co.

e Tuan tha quy dinh bao mat va quyén riéng tu: Nhiéu quy dinh va chuan bao
mat yéu cau viéc bao vé thong tin nhay cam va dam bao rang n6 khong bi ghi
vao nhat ky mot cach dé dang.

e Kiém soat cAp do nhat ky: Dbi voi cac thong tin khong nhay cam, viéc ghi vao
nhat ky co thé gitp theo ddi 161 va cai thién quan 1y hé thdng. Tuy nhién, can
kiém soat cap do nhat ky dé dam bao rang thong tin nhay cam khong dugc ghi.

e Kiém tra mi ngudn: Kiém tra ma ngudn cia tmg dung dé dam bao rang khong
c6 thong tin nhay cdm nao dugc ghi vao nhat ky mdt cach khong an toan.
Bing cach thyc hién nhiing bién phép trén, tmg dung co thé giit cho nhat ky

an toan va dam bao rang thong tin nhay cam khong bao gid dugc ghi vao do.

5. Quy tic vé Tiéu Chuan Ma:

Insecure random 12 tmg dung st dung mot cong cu tao s ngiu nhién khong
an toan. Mot cong cu tao s6 ngiu nhién khong an toan ¢ thé tao ra cc sb6 ngiu nhién
khong déu, du doan duoc, hodc co thé bi du doan bai ngudi khac. Trong lap trinh va
bao mat thong tin, viéc sir dung mot ham tao $b ngﬁu nhién khong an toan co thé tao
ra nhiéu van dé bao mat.

Mot sb van dé c6 thé xuat hién khi ung dung st dung mot cong cu tao sb ngéu

nhién khong an toan bao gdm:
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e Du doan duoc: Néu thuét toan tao sb ngau nhién khong an toan, thi két qua co
thé du doan duoc. Diéu nay co thé 1am giam hicu suit bao mat cua ung dung,
dac biét 1a trong cac truong hop nhu sinh khéa ma hoa.

e Kha ning du doan va tin cong: Néu ké tin cong biét cach du doan céc gia tri
ngﬁu nhién, ho c6 thé tan dung diéu nay dé thuc hién céc cudc tin cong, chéng
han nhu tdn cong theo dbi hodc tn cong kiém soat.

e Bao mat hé théng: S6 ngau nhién thuong duoc sir dung trong nhiéu ngit canh
dé tdng cuong bao mat, chéng han nhu viée tao khda ma hoa. Néu sb ngﬁu
nhién khong an toan, c¢6 thé anh hudng dén muirc d6 bao mat ctia hé thong.

Dé giai quyét van dé nay, 1ap trinh vién thuong nén sir dung cac thu vién va
ham tao s6 ngﬁu nhién dugc chimmg minh va dugc coi 1a an toan. Trong moi trudong
lap trinh Java, vi du, co6 thé st dung java.security.SecureRandom thay vi
java.util. Random dé tao s6 ngdu nhién an toan. Viéc str dung cac ngudn ngiu nhién
an toan giap dam bao tinh du doan khoé khan va cai thién bao mat ctia tng dung.

6. Quy tic vé Ngon Ngit va API:

Safetynet cho biét iing dung nay str dung SafetyNet API. Dudi ddy 1a mot s6
giai thich lién quan:

e SafetyNet API: Day la m¢t API (Application Programming Interface) dugc
cung cip boi Google cho cic nha phat trién tng dung Android. API nay giup
g dung xé4c dinh tinh toan ven clia moi trudng thiét bi Android ma n6 dang
chay.

e Tinh toan ven thiét bi: SafetyNet API co thé dugc str dung dé kiém tra xem
thiét bi Android c6 dang chay trong méi trudng an toan va khong bi root (d
dugc cai dat quyén root) hay khong. N6 ciing cung cap thong tin vé sy thay
doi trong h¢ diéu hanh hoic ung dung da dugc thuc hién, giup nhan dién cac
thiét bi bi tan cong hoic di dugc sira d6i mot cach khong ty quyén.

e St dung trong ung dung: Khi mot g dung st dung SafetyNet API, n6 thuong

dugc ap dung dé ting cuong bao mat va chéng gian 14n. Vi dy, mot tng dung
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ngan hang c6 thé sir dung SafetyNet API dé dam bao ring nd dang chay trén

mot thiét bi khong bi root va khong bi tan cong.

Téng quat, viéc sir dung SafetyNet API gitip cac nha phat trién ing dung dam
bao rang tmg dung cua ho dang chay trong mdt méi trudng an toan va ngin chin
nhing hanh vi gian 1an hodc danh cip thong tin.

7. Quy tac vé Giao Dién Nguoi Dung (UI):

Hidden Ul 13 cac phan tir an trong giao dién ngudi ding ¢ thé dugce st dung
dé che gidu thong tin khoi nguoi dung, nhung rii ro 13 thong tin nay c6 thé bi ro ri
hoic bi tiét 10 ra bén ngoai. Trong lap trinh web hodc phét trién ing dung, cac phan
tr 4n thuong dugc st dung dé luu trir dir liéu hodc gilr cac thanh phén khong mong
mudn nam ngoai tim nhin cta ngudi ding. Tuy nhién, néu khong cé cac bién phap
bao mat phu hop, thong tin ndy cé thé trd nén kha dung cho ké tdn cong hodc nguoi
ding cudi co kién thuc ki thuat cao.

Mot s6 nguy co va phuong phap ro ri thong tin ¢6 thé bao gom:

e Inspect Element: Nguoi dung co thé str dung chitc nang "Inspect" trong trinh
duyét dé kiém tra ma ngudn trang web va tim thay thong tin dugc an.

e Network Requests: Thong tin c6 thé dugc ro ri qua cic yéu cau mang, va ngudi
ding c6 thé kiém tra cac yéu cau nay dé xem thong tin bo sung.

e CSS Manipulation: Bang cach sir dung k¥ thuat CSS, ngudi dung c6 thé thay
ddi cac thudc tinh cua phén tir 4n dé 1am cho n6 hién thi va tiét 1o thong tin.

e Browser Extensions: Cac tién ich m¢ rong trinh duyét co thé duoc sir dung dé
thay d6i hodc hién thi thong tin an.

e Cross-Site Scripting (XSS): Néu tmg dung web khong an toan trudc tan cong
XSS, nguoi tAn cong co thé chén ma doc hai dé truy cap hodc thay doi thong
tin an.

Dé ngan chin rui ro ndy, nha phat trién can thyc hién bién phap bao mat nhu
mi hoa thong tin, kiém tra chinh xac dit liéu trude khi hién thi, va sir dung cac ky

thuat an ninh mang dé bao v¢ dir li€u truyén qua mang. Hon nira, vi¢c kiém tra va xi
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1y cac 16 hong bao mat trong ma ngudn 14 quan trong dé dam bao an toan cho thong
tin cua nguo1 dung.
2.3.2. Phuong phap kiém tra mi ngudn cia tip luit trong MobSF

Nguyén 1y hoat dong ctia phuong phap kiém tra ma ngudn cua tap luat trong
cong cu ra quét tr dong thudng bao gdm cac bude chinh sau:

1. Thu thap ma ngudn: Cong cu sé& thu thap mi ngudn cua tmg dung hodc dy
an tir ngudn cung cp (vi du: t&p ma ngudn, repository Git). Pbi véi ing dung di
dong, c6 thé 1a tép tin APK (Android) hodc IPA (i0S).

2. Phan doan (parsing) va phan tich ci phap: Cong cu s€ phan tich cu phap cua
mi ngudn dé hiéu cau trac va ngit phap cia mi. Pidu nay thudng bao gdm viéc st
dung lexer va parser dé chuyén d6i ma ngudn thanh ciy ca phap.

3. Xay dung d6 thi wu tién (Abstract Syntax Tree - AST): Cong cu tao ra mot
d6 thi uu tién cta ma ngudn, thuong dugc biét dén 13 Abstract Syntax Tree (AST).
AST biéu dién cau trac ci phap cia ma ngudn va 13 co sé cho viéc phan tich tiép
theo.

4. Kiém tra 15 hong tinh (Static Analysis): Cong cu sir dung céac k¥ thuat phan
tich tinh dé kiém tra ma nguén ma khong can thyc hién thyc thi chuong trinh. Céc k¥

thuat nay bao gém:

e Kiém tra quy tic lap trinh (Code Rule Checking): Kiém tra xem ma ngudn c6
tun thi cac quy tic 14p trinh an toan hay khong.

e Phan tich ludng dir liéu (Data Flow Analysis): Theo ddi cach dir liéu duoc
truyén di trong ma ngudn dé xac dinh cac 16 hong lién quan dén dit liéu nhay
cam.

e Phén tich ludng diéu khién (Control Flow Analysis): Phan tich cach chuong
trinh chuyén ddi giita cac cau 1énh dé xac dinh cac van dé an toan diéu khién.
5. Phat hién 16 hong bao mat: Cong cu st dung co s& dif liéu chira cac ludt va

quy tic 16 hong bao mat dé so sanh véi ma ngudn va phat hién cac mé hinh hodc ciu

truc ma nguodn c6 thé lién quan dén cac 16 hong bao mat.
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6. Tao bdo cdo va thong bao: Sau khi hoan tat qua trinh phan tich, céng cu tao
ra béo céo chi tiét vé& cac 16 hong bao mat phat hién duge. Bao cdo nay thudng bao
gdm mé ta van dé, dia chi cia né trong mi ngudn, va ddi khi cung cp giai phap sira
chira.

Hiéu suit va do chinh xé4c cua phan tich tinh phu thudc vao do phuc tap cua
mi ngudn, kha ning ciu hinh cta cong cu, va cap nhat thudng xuyén cia co s dit
liéu 16 hong bao mat. Cac cong cu phan tich tinh mi ngudn nhu SonarQube,
Checkmarx, hoic Fortify thudng ap dung cac nguyén tic va k¥ thuat twong tu dé phat
hién 16 hong bao mat trong ma ngudn.

Trong coéng cu MobSF phan quan 1y tap luat duoc chia thanh bon phan do cac
tép khac nhau quan ly bao gdm: tép android apis.yaml, android_niap.yaml,
android_permissions.yaml va android _rules.yaml. C4c tép nay c6 mdi quan hé trong
qua trinh trién khai, ra quét, d6i chiéu cac 15 hong phat hién dugc theo cac luat trong

tap luat.

Android_apis.yaml 1a tép chira thong tin vé cac API (Application
Programming Interface) ctia hé diéu hanh Android. Cac API cung cip cac giao dién
dé tmg dung c6 thé twong tac voi hé théng va cac dich vu cua Android. Trong qua
trinh phat trién tng dung, cac nha phat trién co thé sir dung tép android_apis.yaml dé
tim hiéu vé cac API ¢6 sin va cach str dung chung trong tng dung.

Android_niap.yaml 13 tép ndy chtra thong tin vé viéc tuan thu cac tiéu chuan
bao mat do National Information Assurance Partnership (NIAP) quan 1y cho hé diéu
hanh Android. Trong qué trinh phat trién (mg dung, cac nha phat trién c6 thé sir dung
tép android_niap.yaml dé x4c dinh cic yéu cau bao mat va tiéu chuin can tuan thu dé
dat dugc chung nhan bao mat NIAP.

Android_permissions.yaml 1a tép chira thong tin vé cic quyén ma tng dung
yéu cau dé truy cdp vao cac tai nguyén hodc chirc ning cu thé cua thiét bi Android.
Trong qua trinh phat trién Ung dung, cac nha phat trién co thé s dung tép

android permissions.yaml d€ quan ly va tai li¢u hda cac quyen truy cép cua rng dung.
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Android_rules.yaml 13 tép chira cac quy tic hodc cac diéu luat dugc ap dung
trong qua trinh phat trién, kiém tra hodc trién khai tmg dung trén nén tang Android.
Trong quéa trinh phat trién Ung dung, cdc nha phat trién cé thé s dung tép
android_rules.yaml dé xac dinh cac quy tic va diéu lut can tuan thi va 4p dung
chung trong qua trinh phat trién va kiém tra tng dung.

2.4. Két luan chwong 2

Phat hién 16 hong ma ngudn 1a mot bude quan trong dé ngan chin, giam thiéu
céc rui ro gay hai cho tmg dung va kha ning bj 16 lot thong tin hay mat dir liéu. Céch
phat hién 16 hong 1a: sir dung cong cu va phan tich bao cdo ra quét. Chuong tiép theo
s& trinh bay chi tiét qua trinh phat hién va danh gia 16 hong ma ngudn cho mot img
dung bao gém cac budce cai dat, ciu hinh cong cu, tao kich ban thir nghiém, phan tich

bao cdo va danh gia két qua.
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CHUONG 3: THUC NGHIEM VA PANH GIA KET QUA

3.1. Cai dit va ciu hinh cong cu

bé cai dat cong cu MobSF, can phai cai dat docker dé chay dugc MobSF va
lam theo 1énh:

docker pull opensecurity/mobile-security-framework-mobsf:latest

Cén tai va cai ddt phién ban cudi ciia MobSF dé c6 phién ban, tinh ning, bao
mat va sura 101 cap nhat nhat

EX Command Prompt - docker run -it --rm -p 8000:8000 opensecurity/mobile-security-framework-mobsf: latest - [m| X

ndows [Version 16.
ft Corporation. All

ker pull oper ri i ramework-mobsf:latest
opensec 3 C 3 rk-mobsf
complete
complete
complete
complete
complete
complete
complete
complete
complete
complete

Hinh 3.1. Tai va cai dat cong cu MobSF

Tién hanh trién khai cong cu MobSF véi hd tro phan tich tinh sir dung cu 1énh sau:

docker run -it --rm -p 8000:8000 opensecurity/mobile-security-framework-
mobsf:latest

dmin>docker run -it --rm -p 8080:800@ opensecurity/mobile-security-framework-mobsf:latest

REST API Key: baeaea99a54a880799336300d7 85b86c036daac994b60@5bc2257b16943¢

No changes detected

REST API Key: baeaea99a54a880799336300d7 85b86c036daac994b60@5bc2257b16943¢

Hinh 3.2. Trién khai cong cu MobSF trén may chi cuc b
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Bay gio, dé chay MobSF thyc hién truy cdp MobSF http://127.0.0.1:8000

trong trinh duyét web va MobSF s€ chay trén mot may chu cuc bd trén céng 8000.

Mé lién két trong trinh duyét va xem MobSF da dugc cai dat

& Upload & Analyze
ovog Dy

4 Drop anywhere!

Hinh 3.3. Hoan thanh cai dit cong cu MobSF
3.2.  Kich ban thir nghiém
Tir quy trinh phat hién 15 hong duoc trinh bay & trén, kich ban thir nghiém cho
viéc ra quét, danh gia 16 héng bao mat cho mot phﬁn mém, ung dung cu thé duoc lap
va hoan thanh nhu sau:

Bang 3.1. Kich bén thir nghiém phat hién 16 hng ma ngudn

Tén nhiém vu M0 ta nhiém vu Két qua mong
doi
Buéc 1: Chuan bi danh gia
Nhi¢m vy 1-1: Tim kiém céc 16 hong ma ngudn tir &6 | Pon vi phat trién
Xac dinh muc khac phuc cac 16 hong va cai thién do cung cap tép cai
dich tin cdy cia phan mém Egov Quang dat dong goi ctua
Nam. phan mém Egov

Nhiém vu 1-2: Phét hién 16 hong ma ngudn cia phan | Quang Nam
Xac dinh pham vi | mém Egov Quang Nam phién ban phién ban

Android, trong qua trinh ra quét s& s | Android.
dung cong cu MobSF.
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Nhiém vu 1-3:
Xac dinh cac
danh gia va han
ché

Phat hién céc 15 hong trong ma ngudn
ctia phan mém Egov Quang Nam
phién ban Android va yéu ciu ban va
d3 cap nhat khic phuc 16 hong c6 mirc
do nguy hai cao.

Nhiém vu 1-4:
Xac dinh nguon
thong tin

Phan tich chi tiét trong Bao céo ra quét
16 hong bao mat tai muc 3.3.

Buwdc 2: Thue hién danh gia

Nhiém vu 2-1:‘
Xéc dinh nguon
goc

Phan tich chi tiét trong Bao cdo ra quét
160 hong bao mat tai muc 3.3.

Nhiém vu 2-2:
Xac dinh su kién

Phén tich chi tiét trong Bao cdo ra quét
16 hong bao mat tai muc 3.3.

Nhiém vu 2-3:
Xac dinh nhiém
vu va diéu kién
bao dam

Céc 16 hong c6 canh bao muc d6 nguy
hai cao gay anh huong dén an toan bao
mat s& duoc yéu cau khic phuc. Céc
canh bao con lai s& khac phuc sau
trong qua trinh van hanh thyc té.

Nhiém vu 2-4:
Xac dinh cac tac
dong

Phan tich chi tiét trong Bao céo ra quét
16 hong bao mat tai muc 3.3.

Nhiém vu 2-5:
Xac dinh rui ro

Phén tich chi tiét trong Bao cdo ra quét
16 hong bao mat tai muc 3.3.

Ra quét, phan tich
va xuét bdo cdo de
don vi phat trién
khic phuc.

Budéc 3: Truyén dat két qua

Nhiém vu 3-1:
Truyén dat két
qua

Gtri bdo cdo ra quét va ban phan tich
de don vi phat trien khac phuc.

Nhiém vu 3-2:
Chia sé thong tin
lién quan

Don vi phat trién khac phuc va xu ly
cac 10 hong c6 canh bdo muc do nguy
hai cao.

Don vi phat trién
tiép nhan bao co
va khic phuc 15
hong trong phan
mém.

Buéc 4: Duy tri

Nhiém vu 4-1:
Giam sat cac yéu
to rui ro

Don vi phat trién gui lai ban cap nhat
de tién hanh ra quét va danh gia lai
phan mém.

Nhiém vu 4-2:
Cap nhat danh gia

Cap nhat danh gia rui ro hién co.

Ra quét, danh gia
va cap nhat lai
bao cao két qua.
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3.3. Thuwe nghiém va danh gia
Dua trén kich ban thir nghiém dé tién hanh ra quét phat hién 16 hong ma ngudn
ctia phan mém Egov Quang Nam phién ban Android. Dau tién, tép apk ctia phan mém

s& duoc ra quét bang cong cu MobSF.

& APP SCORES % FILE INFORMATION iAPP INFORMATION
(XD EzovQuanghNam_1.4.0.apk (CZXIED) Ezov Quéng Nam
@ [ size AT (I vn.gov.quangnam.egov
D <B2b4aTb010faddIei293eTioTef04dT (X vn.gov.quangnam.egov. MainActivity
SRR 43/100 Tbc87e84d08038e559b126116477435821ba226 ST i son AT max sox |
EESR 4/432 ey [ android version Name RIRY] Androld Version Code

§ ‘ 081c2f76f0363949fbdcf32b045fb82809a52ce5e459816a4b83c1d3cb81d22e 1689615868

> PLAYSTORE INFORMATION

D Egov Quang Nam

(5o DRERERERY s BROOR price 1 ncrod version suppor | coegory RS P sore v |
T Trung tim CNTT & TT Quéng Nam, ([CERETTEI0) 5600670515283106723

50 Hing Vudng , Tam Ky, Quang Nam

[T hitps://sites.google.com/view/egovquangnamprivacy/home
=D support@mitc.vn

[ Release pate [ARNE] Privacy Policy [EMCIaINIg

uangnam.egov

Hinh 3.4. Théong tin phan mém phién ban 1.4.0
Sau khi ra quét, bao cao phan tich ma ngudn chi tiét dwoc xuét ra nhu sau:

<[> CODE ANALYSIS

HIGH INFO SECURE SUPPRESSED
1 8 3 1 0
BEBEBS Search:
NO* ISSUE SEVERITY STANDARDS FILES
1 Debug configuration enabled. Production builds must not be debuggable. m CWE: CWE-919: Weaknesses in Mobile com/swmansion/reanimated/BuildConfig java
Applications

OWASP Top 10: M1: Improper Platform Usage
OWASP MASVS: MSTG-RESILIENCE-2

2 This App uses SQL Cipher. Ensure that secrets are not hardcoded in cade. m cor
OWASP MASVS: MSTG-CRYPTO-L

ysoft fappeenter/utils/storage/D;

3 |P Address disclosure warning CWE: CWE-200: Information Exposure com/nimbusds/jose jwk/Curve java
OWASP MASVS: MSTG-CODE-2

4 This App copies data to clipboard. Sensitive data should not be copied to m cor
clipboard as other applications can access it. OWASP MASVS: MSTG-STORAGE-10

vecommunity/clipboard/ClipboardModule java

Hinh 3.5. Bdo c4o phan tich mi ngudn ciia phin mém phién ban 1.4.0

Trong béo cio phan tich chi tiét phadn mém, cong cu dd phan tich, bién dich

OPTIONS
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mi may tir file APK thanh cac file java dé ra quét 156 hdng ma ngudn theo tap

luét trong tung file.

BuildConfig.java

package com.SsSWmMEnsion.reanimatsed;

public final class BuildConfig |
public static final String BUILD TYPE = "dsbug”;
public static [final
public static final i
public static [final
public static final
public static final Y | M. 3
public static final int REACT NATIVE MINOR VERSICN = &3:

1AL BUILD = false;

Hinh 3.6. Tép ma ngudn phat hién 15 hong hé thong

Theo két qua trén, cac 16 hong ma ngudn c6 mirc do nguy hai cao phat hién

dugc trong phién ban 1.4.0 cia phan mém Egov Quang Nam ¢6 1 18 hong:

1.

android_aar_jar_debug_enabled

Miic d canh bao: Cao
Tiéu chuan:

e CWE: CWE-919: Weaknesses in Mobile Applications

e OWASP Top 10: M1: Improper Platform Usage

e OWASP MASVS: MSTG-RESILIENCE-2
Duong dan: com/swmansion/reanimated/BuildConfig.java
Mo ta: Ché do g& 161 thuong cung cap thong tin chi tiét vé ma ngudn va hoat
dong cua Uing dung, diéu nay co thé tao ra 15 héng bao mat va co thé duoc
loi dung boi nhimng nguoi cé y dinh x4u.
Tac dong: Viéc dit co android:debuggable thanh true s& cho phép ké tan
cong g& 161 tmg dung, giup ching dé dang truy cap vao cac phan cta tng
dung can duogc bao mat.

Giai phap dé xuit giam thiéu rui ro: Dit co android:debuggable thanh false.

Sau khi hoan thanh ra quét va phan tich dé danh gia 15 hong ma ngudn trong
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ung dung, két qua va bao cdo chuyén dén don vi phat trién dé khac phuc su cd.

& APP SCORES & FILE INFORMATION
~ EgovQuangham_15.1_fapk
@ ED ss.46MB

(T 4ed0389dc86(TbT68596b74618b06aa

Security Score’ 65/100

[EI0 beceTlfc8d2cc24d96e3a12434a45b504T4T T4

0/4z2 D) 845402867 14ab87ea39367805b3fa7481aa96d455085aa671933771e9243d

&0 MobSF Scorecard

P> PLAYSTORE INFORMATION

(3 Egov Quang Nam

€+ 3846154 29 1,000+ (23 0 CEPESTRTETn) T ool SRR v gov.quangrar.cgov
(T Trung tam CNTT & TT Quang Nam, ([T 5600670515283106723

(=TT 50 Hung Vidaing, Tam Ky, Quang Nam

T hitps://sites.google.com/view/egovquangnamprivacy/ home

=TT support@mitc.un
(I e QIR rivcy ik

1APP INFORMATION

(CZIEED) Eov Quang Nam

(=) vn.gov.quangnam.egov

(CIIETT) vn.gov.quangnam.egov.MainActivity

32 (X 2 D
T 151 ey 1692844888

Hinh 3.7. Théng tin phin mém phién ban 1.5.1

Phan mém sau khi duoc cap nhat sau khi phat hién 10 héng ma nguff)n da khong

cOn canh b4o muc cao.

<[> CODE ANALYSIS

HIGH
0 6
EEBEES
NO 4 ISSUE
1 The App logs information. Sensitive information should never be logged.

INFO

SEVERITY

App uses SQLite Database and execute raw SQL query. Untrusted user input in raw SQL warning

queries can cause SQL Injection. Also sensitive infermation should be encrypted and
written to the database.

App can read/write to External Storage. Any App can read data written to External
Storage.

App creates temp file. Sensitive information should never be written into a temp file.

The App uses an insecure Random Number Generator.

warning

SECURE
1

STANDARDS

CWE: CWE-532: Insertion of Sensitive Information
into Log File
OWASP MASVS: MSTG-STORAGE-3

CWE: CWE-89: Improper Neutralization of Special
Elements used in an SQL Command ('SQL
Injection’)

OWASP Top 10: MT7: Client Code Quality

CWE: CWE-276: Incorrect Default Permissions
OWASP Top 10: M2: Insecure Data Storage
OWASP MASVS: MSTG-STORAGE-2

CWE: CWE-276: Incorrect Default Permissions
OWASP Top 10: M2: Insecure Data Storage
OWASP MASVS: MSTG-STORAGE-2

CWE: CWE-330: Use of Insufficiently Random
Values

OWASP Top 10: M5: Insufficient Cryptography
OWASP MASVS: MSTG-CRYPTO-6

SUPPRESSED
0

Search:

FILES

iafo.java

md/h.

/2

ye/zjava

Hinh 3.8. Bo cdo phan tich mi ngudn ciia phin mém phién ban 1.5.1

OPTIONS
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3.4. Kétluan chwong 3

Nhu vay qua két qua thuc nghiém, co thé thdy thiy phuwong phéap phat hién 15
héng ma ngudn dua trén tap luat bing cong cu MobSF da phat hién duoc 16 hong ma
ngudn dong thoi cong cu ciing cho danh gia vé muc do canh bao nguy hai cta 15
héng. Qua viée ra quét, phén tich dua trén bao cdo xuit ra tir MobSF céc 16 hong co
canh bao muc cao da dugc phat hién. T d6 danh gid dugc muc rui ro cua 16 héng va
dé xuat phuong an, giai phap khic phuc 16 hong cho don vi phat trién dé cap nhat
khic phuc tai phién ban sau ctia phadn mém. Sau khi tiép thu bao cdo phan tich va dé
xuat, don vi phat trién di cap nhat khic phuc 16 hong mitc canh bao cao trong phién

ban sau ciia phan mém.
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KET LUAN

Pé an d4 trinh bay mot hudng tiép can vé tmg dung cong cu trong phat hién 15
hong ma ngudn trén phin mém nén tang Android. Qua d6 co thé danh gia vé viée str
dung cong cu trong ra quét, phan tich, danh gia, phat hién cac nguy co ma doc 1la mot
giai phap kha thi, c6 hudng phat trién trong twong lai.

Pong thoi, dé an da cho thiy hiéu qua cua viéc sit dung cong cu dé phat hién
16 hong ma ngudn tir kha ning tu dong hoa, phat hién sém trude khi rai ro bi khai
thac, toi vu dugc viée st dung nhan luc trong khi van dam bao duogc chét luong cua

phan mém.
Cic két qua dé an dat dwoc:
- Trinh bay tong quan vé phat hién 16 hong ma ngudn dua trén tap lut.
- Trinh bay vé phuong phap phat hién 15 hong ma ngudn dua trén tap luat.
- Tién hanh thyc nghiém va danh gia két qua.
Huéng phat trién, nghién ciru tiép theo:

Mo rong voi huéng nghién ciru phuong phap phat hién 16 héng ma ngudn dua
trén tap luat véi nén tang I0S. Tir d6, ting kha ning st dung coéng cu dé phat hién,

phan tich, danh gi4 da dang va chinh xac hon.
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cua Hoc vién.
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BO THONG TIN VA TRUYEN THONG CONG HOA XA HQI CHU NGHIA VIET NAM
HOC VIEN CONG NGHE Dgc ldp - T do - Hanh phiic
BUU CHINH VIEN THONG

BAO CAO GIAI TRINH
SUA CHUA, HOAN THIEN PE AN TOT NGHIEP

Ho va tén hoc vién: Dam Tién Dat
Chuyén nganh: H¢ thdng thong tin
Khéa: 2022 dot 1
Tén dé tai: Phuong phap phat hién 15 hdng bao mét dua trén tap ludt
Ngudi huéng dan khoa hoc: PGS. TS. D3 Xuan Chg
Ngay bao vé: 20/03/2024
Céc ndi dung hoc vién di sira chira, bd sung trong d& 4an tbt nghiép theo y kién déng

20p cia Hoi déng chim dé an t6t nghiép:

34 ¢ Y kién hoi dong Sira chira ciia hoc vién
Ra soat chinh sira lai dé 4n theo gop y Hoc vién da ra sodt chinh stra lai dé an.
1 | trong bién ban nhan xét cia phan bién va | Vi du: bd sung ndi dung muc 1.2.1,
cac thanh vién hoi dong 22,2217,

Hoc vién da bd sung mo ta ro tap luat
Mo ta ro tap luat duge sir dung, 1am rd dugc st dung, lam rd cac khai niém
céc khai niém khac trong dé an khéc trong dé an. Vi du: b6 sung trong
muc 1.2.2va2.2.1.

el Dt G o Hoc vién da mo ta chi tiét phan thir
3 | MO0 ta chi tiét phan thir nghiém o
nghiém trong muc 3.3.

el SRR Hoc vién da chinh stra céc 13i trinh bay.
4 Chinh stra céc 16i trinh bay i S s
Hoc vién da lam rd hinh anh Chuong 3.

Ha Noi, ngayy] 7 thang U } nam 2024

Ky xac nhan cia

CHU TICH HOI PONG THUKY HQI ~ NGUOI HUGNG DAN HOC VIEN
CHAM DPE AN DONG KHOA HOC

5

GS.TS. Tir Minh Phuong ~ TS. Trén Tién Céng  PGS.TS. D3 Xuin Chg  Pam Tién Dat




BO THONG TIN VA TRUYEN THONG CONG HOA XA HOQI CHU NGHIA VIET NAM
HQC VIEN CONG NGHE Poc 1ap - Tw do - Hanh phic
BUU CHINH VIEN THONG

o BIEN BAN ) i
HOP HQI PONG CHAM DE AN TOT NGHIEP THAC SI
Cin ctr quyét dinh sé Quyét dinh s6 289/QD-HV ngay 06 thang 03 nam 2024 ciia
Giam d6c Hoc vién Cong nghé Buu chinh Vién thong vé viéc thanh 1ap Hoi dong chim dé
an tdt nghiép thac sT. Hoi ddng da hop vao hdi .40... gior 20.... phit, ngay 20 thang 03 nim
2024 tai Hoc vién Cong nghé Buu chinh Vién thong dé chdm dé an t&t nghiép thac s cho:
Hoc vién: Pam Tién Pat

Tén d& an t6t nghiép: Phwrong phap phat hién 16 héng ma ngudn dira trén tap luat

Chuyén nganh: Hé thong thong tin M3 s6: 8.48.01.04
Cic thanh vién ctia Hoi ddng chim d& an t6t nghiép co miat: .G..../ 05

TT HO VA TEN TRACH NHIEM TRONG HP GHI CHU

1 | GS.TS. T Minh Phwong Chu tich

2 | TS. Trén Tién Céng Thu ky

3 | PGS.TS. Hoang Xuin Déiu Phén bién 1

4 | PGS.TS. Nguyén Long Giang Phan bién 2 -
5 | PGS.TS. Phan Xuén Hiéu Uy vién

Cac ndi dung thuwre hién:

1. Chd tich Hoi dbng didu khién budi hop. Cong bb quyét dinh ciia Giam dbc Hoc vién
Cong nghé Buu chinh Vién thong vé viéc thanh 1ap Hoi ddng chim dé an tét nghiép
thac si.

2.  Ngudi huéng din khoa hoc hodc thu ky doc 1y lich khoa hoc va céc diéu kién bao vé dé

4n t6t nghiép cia hoc vién (C6 béan 1y lich khoa hoc va két qua cadc mon hoc cao hoc

cuia hoc vién kém theo).

Hoc vién trinh bay tém tit d& an tbt nghiép.

Phan bién 1 doc nhén xét (¢ vin ban kém theo)

Phan bién 2 doc nhan xét (c6 vin ban kém theo)
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Cac cau hoi cua thanh vién Hoi dong;
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8. Thu ky doc nhén xét vé qua trinh thuc hién dé 4n tot nghiép ctia hoc vién (cé van bdn
kem theo).

9. Hoi dong hop riéng:
- B4u Ban kiém phiéu: '
1. Truéng Ban kiém phiéu: ?éﬁ..ﬁ....ﬁm;) Nuza. Pan.
2. Uy vién Ban kiém phidu:  ...71.5. (4%, AL B G .
3. Uy vién Ban kidm phidu: 265, 75.PhoaXufe. JoBi.....
- Hoi ddng chim dé 4n t6t nghiép bang b6 phiéu kin.
- Ban kiém phiéu 1am viéc:
- Trudng Ban kiém phiéu bio céo két qua kiém phiéu (cé Bién bdan hop Ban kiém
phiéu kém theo)
- Piém trung binh cia dé an tét nghiép: ..... :(- Q' ........
Két luan:
1. Céc noi dung can chinh su’a hoan thién sau bao vé dé 4 an tbt nghiép:
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3. D& 4n tbt nghiép c6 thé phat trién thanh d& tai nghién ctru cho
NCS.o

Buo6i lam viée két thic vao............... cung ngay

Chil tich Thw ky
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GS.TS. Tir Minh Phwong TS. Trin Tién Cong



CONG HOA XA HOI CHU NGHIA VIET NAM
Poc ldp - Ty do - Hanh phue

BAN NHAN XET LUAN VAN TOT NGHIEP THAC SI
(Dung cho nguoi phan bién)

Tén d@ tai ludn vin: Phuong phép phat hién 18 hong ma ngudn dya trén tap luat
Chuyén nganh: Hé théng thong tin

M sb: 8.48.01.04

Ho va tén hoc vién: Dam Tién Pat

Ho va tén ngudi nhan xét: PGS.TS. Nguyén Long Giang

Co quan cong tac: Vién Cong nghé thoéng tin, Vién Han Ldm KH&CN Viét Nam
S dién thoai: 0904739189 Email: nlgiang@ioit.ac.vn

NOI DUNG NHAN XET

1. Co 56 khoa hoc va thue tién, su can thiét lwa chon dé tai

Phat hién 15 héng bao mat 14 chi d& nghién cttu quan trong trong linh virc an toan
thong tin. Ludn van nghién ciru cdng cu MobSF dé giai quyét bai toan phat hién 16
héng bao mat ma ngudn dya trén tap ludt va thir nghiém védi ra quét va phat hién 16
héng ma ngudn cia phan mém Egov Quang Nam phién ban Android. Chu dé nghién
ctru ctia ludn van c6 ¥ nghia thuc tién.
2. Néi dung cua ludn van, cdc két quad da dat duoc

Luén van dat duge két qua chinh nhu sau:

1) Tim hiéu bai todn phat hién 13 héng bao mat ma ngudn va cong cu MobSF

phat hién ma ngudn dua trén tap luat
2) Thir nghiém cong cu MobSF véi bai todn va phat hién 186 héng ma ngudn cta
phin mém Egov Quang Nam phién ban Android

Tuy nhién, phén tap luét chua duge lam rd trong luén vin 1a thuc hién nhu thé
nao (phén diéu kién/két ludn) va luén vin chi dimg lai & viéc st dung cdng cu.
3. Nhitng van dé hoc vién cdn gidi thich thém

- Ra soat, chinh stra ludn vin vé trinh bay, cac hinh v& qua nho va chup qua
nhidu giao dién, dic biét 1a phin 2.1.1 béo céo két qua cong cu MobSF va 2.3.1 vé
thanh phén trong tap luat. Can bd sung trich din tai liéu tham khao (chua c6)

- Phén 1.2 chuong 1 mé ta céc cdng cu phét hién, tuy nhién chua c6 danh gia cac
cong cu va md ta vin tit cdng cu st dung & chuong 3, cin bd sung tai sao lai st dung
¢bng cu & Chuong 3 (MobSF)






- Phén chuong 2, Muc 2.3.1 trinh biy qué lan man vé tinh nang ciia MobSF ma
thiéu tinh c4u tric hay dic ta tinh ning. Muc 2.3.2 chi trinh bay cac quy téc (7 quy tic)
ma khong mé ta rd tap luat nhu thé ndo (phan diéu kién/két luan) va thyc hién trén
MobSF nhu thé nao ?

- Phé&n Chuong 3 thyc nghiém, phin két qua thuc hién (muc 3.3) chua day 4
nhu kich ban /céc bude dd mé ta. Chua rd viéc phat hién 16 hong dua trén tap luat trén
cong cu?

4. Két lugn

- Pdng ¥ cho phép hoc vién bao vé lugn vin tbt nghiép.

- Pé& nghi hoc vién chinh sira/bd sung lusn vin theo gép .

Céu hoi: 1) Trinh bay mo hinh tap luét (vi du minh hoa) va cach thyc hién céu
hinh tép luit trén cong cu MobSF ?

Ha Noi, ngay 14 thang 03 nam 2024
XAC NHAN CUA CO QUAN NGUOI NHAN XET

Nguyén Long Giang






BO THONG TIN VA TRUYEN THONG -G HOA XA HOI CHU NGHIA VIET NAM
HOC VIEN CONG NGHE Poc lap - Tw do - Hanh phiic

BAN NHAN XET PE AN TOT NGHIEP THAC SY
(Diing cho nguoi phdn bién)

Tén d@ tai d& 4n: Phuong phép phat hién 15 héng ma ngudn dua trén tap luat
Chuyén nganh: Hé thdng théng tin

Mi s6: 60.48.01.04

Tén hoc vién: PDam Tién Pat

Ho va tén ngudi nhan xét: Hoang Xuan Dau

Hoc ham, hoc vi: PGS. Tién s¢, Giang vién cao cép

Chuyén nganh: Khoa hoc mdy tinh

Co quan cong tac: Khoa ATTT, Hoc vién Cong nghé BC-VT

NOI DUNG NHAN XET

I/ Co sé khoa hoc va thye tién, tinh cAp thiét ciia dé tai:
e D& tai c6 ¥ nghia thuc tién trong viéc phat hién 16 hdng bao mat, nhim ting cudng
an toan cho cic phin mém.
II/ Vé ndi dung, chét lwgng ciia dé 4n, cac két qua dat dwgc (so véi dé cwong da duge
duyét):
* Noi dung dé an:
Dé an tot nghiép cia hoc vién g6m 3 chwong chinh:
Chuong 1 gidi thi€u tbng quan vé phét hién 15 héng ma ngudn duya trén tap luat.
Chuong 2 md ta qua trinh phat hién 16 hdéng ma ngudn dya trén tap ludt st dung cong cu
MobSF.
Chuong 3 mo ta qua trinh thye nghiém va mot s6 két qua phat hién 15 hdng cta 1 phdn mém
trén nén tang Android.

* Chat lwgng dé an: Trung binh
* Cac két qua dat dwge: co ban dat cic két qua theo dé cuong dugc duyét.
1/ Nhirng vin dé cin giai thich thém:

e D& 4n bd cuc thanh 3 chuong 12 hop 1y, tuy nhién két chu cac chuong khong can

bang, trong d6 chuong 3 qua ngin chi khoang 5 trang.






e DPéan qua lam dung céch viét st dung vin néi dan dén noi dung 14t nhit, khé theo
d5i. Ngoai ra dé an con ding 1an 16n céc tir “dé an”, “luan vin”

o D& éan c6 cung cAp danh sach tai liéu tham khéo, nhung khong hé cé trich dan.

e Kha nhiéu anh chup man hinh chit qué nhé, md, khong thé doc & chuong 2, 3.

e D& an néu van dé phat hién 15 héng bao mit phan mém dua trén ma ngudn st dung
tap luat, nhung khong mo ta dugc rd rang tép luat la gi. Tap luat néu & muc 1.2.2 méi
chi 14 cac nguyén tic.

e Phin md ta & Bang 2.1 va phén text khong thuc sy phit hop véi Hinh 2.12.

e Viéc lya chon MobSF cho phét hién 16 héng bao mét ph?m mém st dung ma ngudn
khong dugc luén giai, so sanh v6i cac cong cu duoc ligt ké & chuwong 1. Ngoai ra, goi
APK trong phidn mém di dong duoc thit nghiém ¢ chuong 3 1a mé da dich, khong
phai 1a ma ngudn.

e Viéc thir nghiém chi dugc thuc hién trén duy nhét 1 phén mém din dén cac danh gia
thir nghiém c6 do tin cdy thap.

e Tén nhiém vy, md ta nhiém vu va két qua mong doi trong bang 3.1 trang 46 khong
phu hop v6i nhau, chéng han, Tén nhiém vu “Nhiém vu 1-1: Xé4c dinh muc dich” ma
md t& nhiém vy 1a “Ra quét 15 hdng bao mat clia phan mém Egov Quang Nam phién
ban Android.” 1a khong phu hop.

Cau hoi:

1. Céng cy phat hién 16 héng MobSF ¢6 nhiing wru va nhugce diém gi so v6i cac cong
cu dd md ta & chuong 1, nhu SonarQube?
2. Phat hién hd héng phén mém dua trén ma nguén c6 nhiing wu diém va nhuoc
diém gi so v6i phat hién phat hién dya trén ma da dich/ma may?
IV/ Két ludn:

Pé an dép tng céac tiéu chuin cia mot dé 4n tot nghiép thac s§ k§ thuat.
Pong ¥ cho phép hoc vién bio vé dé an tot nghiép.

Ha néi, ngay 15 thdng 3 ndam 2024
Nguwoi phan bién
(K¥ ghi 13 ho tén)

v

Hoang Xuan Dau







