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LOI CAM ON

Dé thue hién va hoan thanh dé tai luin van thac si k¥ thuét ndy, t6i xin chan
thanh cam on cac Thay, C6 Khoa Sau Pai hoc truong Hoc vién Buu Chinh Vién
Thong da tan tinh day dd, truyén dat cho t6i nhiéu kién thtrc va k§ nang quy bau.

T6i xin guri 101 cam on sdu sic nhat dén giang vién huéng dan truc tiép cia toi
— PGS.TS Tran Quang Anh. Cam on thay di ludn lang nghe nhimng quan diém ca
nhan va dua ra nhitg nhan xét quy bau, gop ¥ va dan dat t6i di ding hudng trong
sudt thoi gian thuc hién dé tai ludn van thac si k¥ thuat.

T6i cling xin chan thanh cam on sy gitp d&, quan tim va dong vién rat nhiéu
tir co quan, to chirc va ca nhan trong qua trinh thuc hién dé tai.

Luan van cling dugc hoan thanh dya trén sy tham khao, duc két kinh nghi¢m
tir cac sach bao chuyén nganh, két qua nghién ctru lién quan. Tuy nhién do kién
thirc va thoi gian c6 gidi han nén dé tai kho tranh khoi thiéu sét, kinh mong quy
thay Va cac ban dong gop thém dé dé tai dugc hoan chinh hon!

T61 xin chan thanh cdm on !
Ha Noi, ngay thang nam 2022

Hoc vién

Vwong Thanh Hai



LOI CAM DOAN

T6i xin cam doan day 1a cong trinh nghién ctru cia riéng toi, két qua dat
duogc trong ludn vin 12 san pham cta riéng ca nhan, khong sao chép lai cia ngudi
khac. Trong toan bo ndi dung cua luan van, nhirng diéu duoc trinh bay hoac la dugc
tong hop tir nhiéu ngudn tai liéu hodc 14 clia ca nhan. Tat ca cAc tai liéu tham khao
déu co xuat xtr rd rang va dugc trich din hop phap. Céac sb liéu, két qua néu trong
luan van I trung thuc va chua timg duoc ai cong b trong bat ky cong trinh nao
khac.

Ha No6i, ngay thang nam 2022

Hoc vién

Vwong Thanh Hai
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Xii

MO DAU

Cung voi sy phat trién ciia mang Internet, mang World Wide Web toan cau va
céc dich vu trén nén Internet, cac dang tAn cong, xam nhdp vao cac h¢ théng mang,
may chu va thiét bj dau cudi cua ngudi dung cling phat trién & muc dang lo ngai. Cac
dang t0i pham trén khong gian mang tré nén rat phd bién va luén dimg dau danh sach
truy nd ciia Cuc Diéu tra lién bang My (FBI) trong nhitng nim gan day [1]. V& mit
dia 1y, Viét Nam trong nhitng nim gan day luén nam trong top 10 nudc 1a dich bi tan
cong nhiéu nhit [1]. Cac dang ma doc va tin cong, khai thic ciing ting vot trén cac
nén tang di dong va IoT. Hang F-Secure udc tinh s6 luong tan cong, xam nhap vao
cac thiét bj IoT ting gap 3 lan trong 6 thang ddu nim 2019 [2]. Ciing trong khoang
thoi gian nay, s6 luong dang tin cong khong lién quan dén file (fileless attacks) — mot
dang tin cong tinh vi va nguy hiém méi dugc phat hién trong thoi gian gan day ting
256%.

bé phong chéng hi€u qua cac dang tan cong, xam nhap vao cac hé théng mang,
may cht va thiét bi ddu cudi cia ngudi dung, mé hinh phong vé theo chiéu sau thudng
duoc ap dung [3]. Trong d6, nhiéu 16p bao vé duoc trién khai theo chiéu sdu nhim
dam bao an toan cho cac tai san thong tin quan trong ctia co quan, to chirc va nguoi
dung. Céc 16p bao vé nhu tudng lira, cac hé thong kiém soat truy cap thuong duoc
xem 13 16p bao vé dau tién trong hé théng bao vé da 16p. Tiép theo, 16p bao vé thir 2
gém cac hé théng giam sat, phat hién va ngan chan tan cong, xam nhdp duoc trién
khai nham giam sat, phat hién cac dang tan cong, xdm nhap nguy hiém da vuot qua
16p bao vé thir nhat. Hién nay, c6 nhiéu giai phap, hé théng phat hién tin cong, xam
nhap ma ma, mién phi va thuong mai da dugc phat trién va trién khai tmg dung. Mbi
giai phap, hé thong phat hién tin cong, xdm nhap lai c6 cac tinh ning va kha ning
giam sat, bao v¢ khac nhau. Viéc nghién ctru, khado sat cac hé théng phat hién tan
cong, xam nhap, nham Iwa chon hé théng phat hi¢n xam nhap phu hop vdi nhu ciu
cu thé caa mdi co quan, t6 chire 13 viéc lam can thiét. Dé thuc hién muc tiéu trén, hoc
vién lia chon dé tai “Nghién ctru cc giai phap phat hién xAm nhap va tng dung cho

Truong cao dang su pham Ha Tay” dé thuc hién luan van tot nghiép ctia minh.



CHUONG 1. TONG QUAN VE XAM NHAP VA PHAT HIEN
XAM NHAP

1.1. Téng quan vé xam nhap

1.1.1. Khai quat vé tén cdng, xam nhdp

1.1.1.1. Moi de doa

Tat ca nhitng hanh dong gdy hu hai dén dir lidu, tai nguyén caa hé thong mang
may tinh bao gém: Phan mém, céc file, CSDL, phan cimg.....Déu c6 thé coi d6 1a
nhitng mdi de doa (Threat). Cac méi de doa hay gap bao gom:

- Phan mém doc hai

- L&i phan mém hoac phan ciing

- Ké tan céng & bén trong

- Mét trom céc thiét bi

- Ké tan cong ¢ bén ngoai

- Tai hoa thién nhién

- Gian diép cong nghiép

- T4n cdng phé hoai

Trén thuc té, tit ca cac mbi de doa khong 1a doc hai. Mot s6 ¢d thé chi 1a vo tinh,
hozc ngau nhién.
1.1.1.2. Piém yéu(Weakness)

Trong mot hé thdng mang may tinh ludn ton tai cac diém yéu (Weakness), cac
hacker c6 thé dya vao cac khiém khuyét nay dé tan cong va xam nhap vao hé théng,
noi chung cac hé théng ludn ton tai cac diém yéu
1.1.1.3. L6 héng (Vulnerability)

Trong bat ki mot hé thong nao déu ton tai nhitng 16 hong (Vulnerability),vi vay
hé théng ludn ludn tiém tang cac mbi de doa gay tac hai cho hé thdng. Céc nén tang
phan cang va phan mém s& luén c6 cac 16 hong(Vulnerability) bao gom:

- L&i tran bo dém (buffer overflows)

- Khong kiém tra dau vao (unvalidated input)



- biéu khién truy cap gap céc su cb (access-control problems)

- Cac diém yéu trong trao quyén, xéac thuc (weaknesses in authentication,
authorization)

- Hé mat ma c6 cac diém yéu (weaknesses in cryptographic practices)
1.1.1.4. Quan hé giia cac 16 hong va méi de doa

Cac cudc tan cong pha hoai thuong bi hacker khai thac vao cac méi de doa, cac
16 hong da biét, néu hé thong ton tai nhitng 16 hong thi kha niang rat cao la cac méi de
doa sé thanh hién thuc.

Khong thé khiac phuc duoc hét cac mbi de doa, nhung co thé giam thiéu céac 15
hong, qua d6 giam thiéu kha nang bi tin cong. Mot cudc tan cong (attack) vao cac tai
nguyén mang va hé thong may tinh dugc thuc hién bang cach khai thac cac 16 hong
ton tai trong hé thong. Co thé két luan nhu sau:

Tan cong = L& hong + Mbi de doa
1.1.1.5. Phan logi tan céng, xam nhdp

Qua cac ghi chép lai cac cudc tan cong xam nhap cé thé dua ra 2 kiéu tan cong
d6 1a: Tan cdng thu dong va tan céng chu dong. Tan cong thu dong (Passive attacks)
thong thuong it gdy ra thay doi trén hé théng, chlng chi ton tai ¢ dang giam sat luu
lwong mang hoic Iy théng tin bang hinh thirc nghe trom. O chiéu nguoc lai tan cong
cha dong (Active attacks) ké tan cong s& chiém quyeén truy cap trai phép vao hé thong
mang may tinh, sau d6 1am thay doi file di liéu hodc danh céap di lidu

C6 4 loai tan cong, xam nhap chinh nhu sau:

- Gia mao (Fabrications): Thong tin s& bi ké tin cong lam gia mao dé danh lira
nguoi dung.

- Chan bit (Interceptions): Théng tin s& bi nghe trom trén duong chuyeén, sau do
ké tAn cong s& lam chuyén hudng thong tin nham muc dich st dung vao nhiing
viéc trai phép, pham phap.

- Gay ngat quang (Interruptions): Gay ngat kénh truyén théng dan dén viéc
khong truyén duoc dir liéu.

- Stra d6i (Modifications): Thdng tin sé& bj sira d6i trén dudng truyén hoic sua
ddi cac file dit liéu.



1.1.2. Gidi thigu mét sé dang tdn cong, xam nhdp dién hinh
1.1.2.1. Tdn cbng vao mdt khdu

Tan céng mat khau 12 hinh thiic hacker tim céch hack mat khau va truy cap vao tai
khoan ctia ngudi dung [3]. Thdng tin caa ngudi ding sé bi danh cép trén dudng truyén
tir may chi dén may khéach.Hoic hacker ciing c6 thé danh cap mat khau théng qua
cac dang tin cong XSS hoic Social Engineering. Vi thé, tin cong mat khau con c6
tén goi khéc 1a hack password. Muc dich chinh cta tin cong mat khau chinh l1a truy
cap tai khoan va kra dao. Mot s6 tai khoan thuong xuyén bi hack password, gmail.
Nguy hiém hon 1a tin cong mat khau tai khoan ngan hang, thé tin dung......

Hacker khi d3 14y cap dugc théng tin mat khau, ké tan cong sé& dung tai khoan do
dé dang nhap va thao tac binh thuong ma khong gap tro ngai gi.

C6 3 kiéu tan cong vao mat khau dién hinh:

- Tan cong dua trén tir dién (Dictionary attack): La mot ky thuat vuot qua céc
co ché xac thuc bang cach thir cac khda ma, hay mat khau Ia cac tir 6 nghia d& nhg,
thong thudng nguoi dung hay c¢6 xu hudng dat mat khau 1a nhitng tir don gian dé nhé.
Hacker sé& tan dung va khai thac vao diém yéu nay ciia nguoi ding dé nhanh chéng
tim ra mat khau chinh xac.

- Tan cbng vét can (Brute force attacks): D6 13 hinh thuc thir mat khau dung sai,
hacker s& dling mot phan mém diang nhap ra soat qua hét cac tai khoan . Viéc do mat
khau cang trd nén pho bién khi internet ngay cang chiém vi thé quan trong trong cudc
sdng con ngudi. Va tat nhién s6 luong tai khoan sé ting 1én nhanh chong. Pong nghia
v6i n6 1a nhiéu 16 hong, nhiéu tai khoan s& bi do mat khau hon.

- T4n cdng két hop(Combination attack): La mot phuong phap tan cong két hop
2 kiéu vét can va dya vao tir dién. Phuong phap nay thuong sir dung khi hacker da
nam va biét dugc cac thdng tin vé ngudi ding vi dy: Tén, ngay sinh, dia chi, sé dién
thoai,... nham tiét kiém thoi gian.
1.1.2.2. Tdn céng chén ma doc

Tan cong chén ma doc (Malicious Code Injection) Dit liéu dau vao bi cac Hacker
loi dung cac k& hé trong phan mém dugc cac lap trinh vién viét ra hoic k& ho khi cau

hinh hé théng khong kiém tra va giam sat [3]. Ma doc c6 thé duoc hacker chén vao



trong qua trinh nguoi dung thao tac cac tép dir liéu nhap va thuc thi ching trén hé
thng ciia ngudi ding. Cac dang tan cong chén ma doc:

- C6 2 dang chinh 13i khéng kiém tra dau vao dé tan cong : Tan cdng chén ma
SQL (SQL Injection) va tan cong script kiéu XSS, CSRF.

+ Tan cong chén ma SQL la k¥ thuat lgi dung nhitng 16 hong vé cau truy vén
ctia cac (ing dung, 1am sai léch di cac cau truy van ban dau bang cach chén them mot
doan SQL tir d6 c6 thé khai thac dit liéu tir database. Hacker chén doan ma SQL
injection dé thuc hién cac thao tac nhu mot nguoi quan tri web, trén co so dit liéu cua
ung dung.

+ Tan cong script kiéu XSS, CSRF 1a mot trong nhiing tan cong phé bién va dé
bi tin céng nhat. Di vai nhitng ting dung web thi tin cdng kiéu XSS dugc coi 1a mot
trong nhitng tan cong nguy hiém nhat va c6 thé mang lai nhitng hau qua Ion va nghiém
trong, XSS 1a mot doan mé doc, hacker s& chén mé doc thong qua cac doan script dé
thuc thi chiing & phia Client, tin cong kiéu XSS sir dung dé mao danh ngudi dung
danh cap thong tin nhay cam cta nguoi ding va dan dat ngudi dung dén nhitng trang
web gia mao. CSRF 1a mét vecto tan cdng, cd kha nang danh lira trinh duyét web,
thuc hién cac hoat dong khdng mong mudn trong (ng dung ngudi ding di dang nhap.

- Hau hét cac chuong trinh hay hé thdng yéu cau c6 dir lidu dau vao déu co thé
t6n tai 16 hong, c6 nhiéu k¥ thuat tin cong chén ma doc khac nhu: PHP Injection, File
Injection, ...
1.1.2.3. Tdn cong tir chai dich vu

DoS (Denial of Service Attacks) hay con goi la tin cong tir chéi dich vu, DoS
hoat dong dudi dang tan cong bang cach "tudn” 6 at traffic hozc giri thdng tin c6 thé
kich hoat sy ¢6 dén may chi, hé thong hoac mang muc tiéu nham ngin can nguoi
ding truy nhap cac tai nguyén hé thdng [3]. C6 2 loai tan céng DoS chinh 14 :

- T4n cong logic (Logic attacks): Cac phan mém tng dung thuong s& c6 nhitng
sai s6t d6 12 15 hong dé hacker dya vao d6 dé tan cong 1am giam hiéu ning, hoic danh

sap ca mot hé théng dan dén cac dich vu ngirng hoat dong.



- Tan cong gay ngap lut (Flooding attacks): Cac phan mém wng dung s& bi céc
hacker guri mot luong 1on cac yéu cau(request) lam cho bing thong khong dap tng
dugc vi can kiét duong truyén.
1.1.2.4. Tdn cbng tr choi dich vy phan tan

Tan cong tir chi dich vy phan tan (DDoS - Distributed Denial of Service Attacks)
muc tiéu ctia phuong phap tan cdng nay 1a nham dén cac may cha (server), hacker s&
st dung nhiéu thiét bi, may tinh da bi hack tir truge dé dong loat guri luong 16n request
Vva y&u cau truy cap téi may chi lam cho may chi bi sap.

DDoS khac DoS & pham vi tan cdng, tan cdng DDoS manh hon DoS rat nhiéu,
diém manh cua hinh thirc nay d6 1a né dwoc phan tan tir nhiéu dia chi IP khac nhau
chinh vi vay nguoi b tin céng sé& rat kho phat hién dé ngin chin duoc. Hacker khdng
chi str dung may tinh cta ho dé thuc hién cudc tin cong vao mot trang web hay mot
hé théng mang nao d6, ma con loi dung hang triéu may tinh khac dé cai cac chuong

trinh tan cong ty dong(automated agent). Minh hoa mot mé hinh tin cong DDoS.

ATTACKER

— —
— —

[ Handler J L Handler J

////ﬁ?\\ ////7$\\\
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Hinh 1.1. M hinh tin cong DDoS
1.1.2.5. Tdn cong gid mao dia chi
La mot loai tan cong mang trong d6 ké xam nhap bat chudc mot thiét bi hoac
ngudi dung hop phap khac dé khai dong mot cudc tin céng vao mang, hanh dong nay

cua ké tin cong duoc goi 12 IP Spoofing [4]. Dé truy cap vao hé thong mang cua ban,



may tinh bén ngoai phai “gianh” duoc mot dia chi IP tin cay trén hé thong mang. Vi
vay ké tan céng phai st dung mot dia chi IP nam trong pham vi hé thng mang cua
ban. Hoic cach khac 1a ké tan cong c6 thé st dung mot dia chi IP bén ngoai nhung
dang tin cdy trén hé thong mang cua ban. Cac dia chi IP c6 thé duoc hé thdng tin
tuong 12 boi vi cac dia chi ndy c6 cac dic quyén dic biét trén cac ngudn tai nguyén
quan trong trén hé thong mang, néu hé thdng mang khong dugc cau hinh firewall
hoac router thi hacker s& d& dang thuc hién cac cuéc tin cong xam nhap vao mang
noi bo.
1.1.2.6. Tdn cong nghe trém

Thong tin s& bi danh cap bang cach sir dung cac thiét bi phan cang, phan mém
nhu: hub,router, card mang....Khi théng tin dugc truyén qua internet céc thiét bj s&
bat cac goi tin, ké tan cong s& bi mat thu thap thong tin, theo doi cac goi tin trén duong
truyén.

Mot s6 phuong phap duoc sir dung nhu : géi tin trén duong truyén, ra quét,

spyware, keylogger,.... M6 hinh tan cong nghe trom dugc mé ta nhu Hinh 1.2.

ID : Victim1;
assword : Secret;
File Server

1D : Victim1;
Password : Secret;

.

Wl

Web Server

Attacker Database Server

Hinh 1.2. M6 hinh caa dang tan cong nghe trém
1.1.2.7. Tdn cong Kiéu nguoi ding giira
Tan cong ngudi dung gitta (Man in the middle) 1a mot thuat ngit chung dé chi

nhitng cudc tn cong ma hacker s& dung o gitta nguoi dung va tng dung trong qua



trinh giao tiép, nham nghe trom hozic mao danh mét trong cac bén. Muc tiéu cua tan
cong Man in the Middle 14 danh cap théng tin c& nhan. Chang han nhu thong tin ding
nhap hay sé thé tin dung. C4c nan nhan cua tan cong Man in the middle thuong 1a
nguoi dung cdc tng dung tai chinh, doanh nghiép SaaS, trang web thuong mai dién
tir...Noi chung 1a nhitng trang web y&u ciu c6 thong tin dang nhap. Muc dich kiéu
tan cong nay duogc st dung dé danh cap thong tin. Mé hinh tan cong kiéu nguoi ding

gitra trong Hinh 1.3.

FPT transmits in plaintext

Server Man-in-the-middle attacker Client

Hinh 1.3. M6 hinh tan c6ng kiéu ngwoi ding giira
1.1.2.8. Tdn cong kiéu ki thugt xa hgi ( Social Engineering )

Social Engineering duoc hiéu don gian 1a k¥ thuat tic dong dén con nguoi dé
danh cap thong tin hoac nham dat dugc mot muc dich mong mudn. Ky thuat nay dua
trén diém yéu tdm ly va nhan thtc sai 1am cua ngudi ding vé viéc bao mat thang tin.
Theo do, tin tac chd trong vao viéc khai thac cac théi quen tu nhién cta nguoi dung
hon 1a viéc khai thac céc 16 hong bao mat cua hé thdng. Trong mot cudc tin
cdng Social Engineering , hacker sé danh lira nan nhan bang cach noi rang ho
dén tir mot to chire dang tin cay. Trong mot sb trudng hop, hacker tham chi
s& déng gia mot ngudi ma nan nhan biét. Néu hanh vi danh lira ¢ hiéu qua
(nan nhan tin rang ké tan cong 1a ngudi ma ho noi), hacker s& khuyén khich
nan nhan thyc hién thém hanh dong. Diéu nay c6 thé cung cap théng tin nhay

cam nhu mat khau, ngay sinh, chi tiét tai khoan ngan hang hoic yéu cau


https://securitybox.vn/14750/lo-hong-bao-mat-la-gi/

chuyén tién.Social Engineering khong truc tiép st dung cac phuong thic ki thuat
(pha hay hé thdng, tin tic) nhung co thé s& ding cac cach thire tinh vi dé dan dén tan
cdng bang k¥ thuét.

1.1.2.9. Phan mém déc hai

@n mém doc hai

Phan mém
phu thudc
chuong trinh
chu

Phian mém
hoat dong
doc lap

Backdoor Logic Bomb Trojan Horse Virus Worm Zombie

Nt S

C6 kha nang nhan ban

Hinh 1.4. Céac dang phan mém déc hai

- Backdoor (Ctra hau) 1a mot loai phan mém doc hai nham bo qua cac quy trinh
xéac thuc thong thuong dé truy cap hé thong. Do dé, cung cap quyén truy cap tir xa
dén cac nguon resources bén trong tng dung, chang han nhu database va server file,
cho phép hacker kha niang thyc thi lénh trén hé théng va cap nhat phan mém doc hai.
Backdoor duoc cai dit biang cach tan dung thanh phan d& bi tin céng trong tng dung
web, quan tri vién rat kho phét hién ra backdoor.

- Logic bombs (Bom logic) Bom Logic 1a mot doan mi doc hai thuong duoc ¢b
y chén vao phan mém. N6 chi duoc kich hoat trén mang may chi khi dap ang mot s6
diéu kién nhat dinh. Sau khi dwogc kich hoat, mot qua bom logic s& thuc thi mot ma
doc hai gy hai cho may tinh. Cac diém lap trinh ¢ng dung caa bom logic ciing c¢6 thé
bao gom céc bién khac sao cho qua bom duoc phong sau mot sé muc co sé dix liéu

cu thé. Tuy nhién, c4c chuyén gia bao mat may tinh tin raing mét sé 15 héng hanh



d6ng nhat dinh ciing c6 thé phéng ra mét qua bom logic va nhitng loai bom logic nay
thuc su cd thé gy ra tac hai 16n nhat. Mot qua bom logic cd thé duoc thuc hién boi
ai d6 dang c giang pha hoai co s dir liéu khi ho kha chic chén ring ho s& khong cé
mat dé trai nghiém cac hiéu wng, chang han nhu x6a toan bo co sé dir liéu.

- Trojan horses (lay tén theo tich “Con ngya thanh Troy”) Trojan sé& gia danh 12
phan mém sach, hop phéap dé an cap dir liéu nguoi dung. Piéu khién Trojan nguy
hiém 12 boi kha ning lira chinh ngudi dung cai dit chdng. Thi doan thuong thay nhat
1a khi nguoi dung nhan duoc céc thdng bao cho biét may tinh bi tin cong. Ching yéu
cau ngudi dung 1am theo hudéng din dé cai dit chuong trinh don dep - thuc chét 1a
mot Trojan. Chinh boi vay, du cai dat phan mém bao mat cao cap nhat, may tinh cua
ban van c6 thé bi nhiém Trojan.

- Virus 1 mot phan mém dugc viét ra nham lay cap hodc thay doi thong tin céc
chuong trinh nay. Chang ta thuong c6 xu hudng coi tit ca ciac phan mém doc hai
la virus, nhung diéu d6 1a khong chinh xac. Mot virus sira d6i cac host files va khi
ban thuc thi mot file trong hé théng cua nan nhan, ban ciling s€ thuc thi virus. Ngay
nay, voi cac loai ph?m mém ddc hai khac nhau lay nhiém vao thé gi01 mang, virus
may tinh da tré nén khong qué pho bién; chiing chiém chua dén 10% tong s6 phan
mém doc hai. virus 1ay nhiém cac tép khac, chiing 13 phan mém doc hai duy nhét lay
nhiém céc tép khac va do dé, rat kho dé don sach ching. Ngay ca cac chuong trinh
diét virus tot nhét cling séng chung vai diéu nay; hau hét thoi gian ho s& x6a hoic
cach ly tép bi nhidm va khong thé thoat khoi virus. Khi mét chuwong trinh di nhiém
virus chay thi virus ty dong duogc kich hoat.

- Sau (Worms): worm con goi la sau may tinh 1a cac chuong trinh phan mém
khi tiép xtc v&i may tinh (hodc cac thiét bi luu thong tin khac) thi c6 kha ning luu
tra, ty nhan ban tirc 13 tai tao gip nhiéu lan nhitng ban sao gidng hét né mic du ban
khong thyc hién bt ky thao tac gi. Cac ban sao tu tim cach lan truyén qua cac may
tinh khac trong cuing hé théng mang (thuong 1a qua hé thong thu dién tir) sir dung
cung hé diéu hanh ma ngudi sir dung khong hé hay biét, ngoai tic hai thang 1én

may bi nhiém nhu: x6a va/hoic thay d6i dit liéu trong cic may tinh d6, chiém dung


https://www.vietsunshine.com.vn/2018/07/06/mot-loai-virus-moi-se-lua-chon-xem-may-tinh-cua-ban-phu-hop-cho-ransomware-hay-dao-tien-ao/
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luong bo nhé lam cho méy hoat dong cham han lai hodc bi "treo", nhiém vu chinh
cua worm la pha cac mang (network) thong tin, lam gidam kha nang hoat dong hay
ngay ca huy hoai cac mang nay. worm ciing 1a mot loai virus c6 mot sb dic tinh
riéng ma thoi. Sdu may tinh c6 thé xam nhap vao hé thdng mail ctia ban dé ty giri
email dén tit ca cac dja chi trong contact list ctia ban.

- Zombie (con duge goi 12 bots) 1a mot phan mém duoc thiét ké dé gianh quyén
kiém soat mot may tinh c6 két ndi Internet. Mdi may nay déu nam dudi su kiém
soat cia mot hé théng & trén, tir d6 c6 thé didu khién tir xa tGi tit ca cac may bi
nhiém tir mot diém duy nhat. Bﬁng cach nay, cac tin tac co thé thuc hién cac cudc
tan cong quy md 16n, bao gém ca tan cong tir chdi dich vu (DDos), loi dung sirc
manh cta cac “zombie” dé tin cong ap dao cac trang web hodc dich vu dén muc
qua tai, gdy ra tinh trang ngh&n mang, treo mdy...Cac cudc tin cong pho bién khac
ctia Botnet nhu dinh kém vao email spam, ting d¢ lay nhiém sang nhiéu may khac
va cb gang an cap dir liéu tai chinh, trong khi cic Botnet nho hon dugc sir dung vao
cic muc tiéu dic biét nao d6. Botnet dugc thiét ké dé an minh sao cho nguoi dung
hoan toan khong biét may cua ho bi kiém soat boi tin tic.

1.2.  Tong quan vé phat hién xam nhap
1.2.1. Khai quat vé phat hién xam nhdp

Hé théng phat hién xam nhap (Intrusion Detection System - IDS) day 1a mot
phan mém chuyén dung dugc xay dung dé giam sat luu lwong mang, dong thoi canh
bao mdi khi c6 cac hanh vi bat thudng xam nhap vao hé théng. IDS thuong 1a mot
phan cua céc hé théng bao mat hoic phan mém khac, di kém vai nhiém vy bao vé hé
thdng thong tin.

Muc dich chinh cua IDS 1a ngan ngtra va phat hién nhitng hanh dong pha
hoai tinh bao mat cua hé thong hoic nhitng hanh vi nhu do tim, quét cac cong. Bang
viéc kiém tra gidm sat su di lai cta luu lwong mang qua nhirng thiét bi IDS c6 thé xéac
dinh dugc nhitng hanh dong xam nhap.

Nhitng cudc tan cong, xAm nhdp tir bén trong hodc bén ngoai déu c6 thé bi hé

thong IDS nhan biét dugc thong qua hai thanh phan quan trong ctia IDS 1a sensor (bo
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cam nhan) c6 chirc ning chin bét va phén tich luu lvgng mang, signature database 13
co s dit liéu chtra diu hiéu cua cac cudc tan cong da dugc phat hién va phan tich vi
vy dé duy tri mot hé thong IDS phai cip nhat thuong xuyén co sé dit lidu.

Hé thong IDS can phai dép tng nhitng yéu cau sau:

- Tinh chinh xac (Accuracy): khong dugc coi nhitng hanh dong théng thuong
trong mdi trudong hé théng 14 nhitng hanh dong bat thuong hay lam dung hanh dong
thong thudng bi coi 1a bat thuong dugc goi 13 false positive.

- Hiéu ning (Performance):Phai dam bao hiéu nang cua IDS c6 thé phat hién xam
nhap trai phép trong thoi gian thuc (thot gian thyc 1a hanh dong xam nhap trai phép
phai dugc phét hién trudc khi xay ra hu hong nghiém trong t6i hé thong).

- Tinh toan ven (Completeness): IDS khong dugc bé qua mot xam nhép trai phép
nao (xdm nhap khong bi phat hién goi 12 false negative). Pay 1a mot dicu kién kho co
thé thoa mén duoc vi hau nhu khong thé co tat ca thong tin vé cac tin cong tir qua
khtr, hién tai va tuong lai.

- Chiu 18i (Fault Tolerance): Néu c6 cudc tan cong, xam nhép thi IDS phai c6 kha
nang khang cuy lai.

- Kha ning mo rong (Scalability): Trong mot trang thai x4u nhat IDS phai c6 kha
nang xir Iy va khdng bo sot thong tin, ¢ lién quan dén hé théng ma cac su kién twong
quan dén tir nhiéu ngudn tai nguyén véi sd luwgng host nhd. Vi sy phat trién manh
va nhanh cia mang may tinh, hé thong c6 thé bi qua tai boi su ting trudng cia sb

luong su kién.
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Hinh 1.5. Cac vi tri dat IDS trong mang
1.2.1.1. Phét hi¢gn x&m nhdp mang va phat hién xam nhgp host
Hé théng phat hién tan cong, xam nhap (Intrusion Detection System - IDS) 1a mét
phan mém chuyén dung duoc xay dung dé giam sat luu luong mang, dong thoi canh
bao mdi khi c6 cac hanh vi bat thuong xam nhap vao hé thdng, hé théng phét hién
tan cong, xam nhap chi theo ddi cac hoat dong trén mang dé tim ra cac dau hiéu cua
tan céng va canh bao. Kién truc thong thuong caa mot hé théng 1DS bao gom 3 thanh

phan chinh.

Phén tef
inong i

Thu thp

—— Camhbao

inong i

Hinh 1.6. Kién tric théng thwong ciaa IDS
- Thanh phan thu thap thong tin: Viéc thu thap thong tin & dy chinh 14 viéc 1ay
cac thong tin lién quan dén tinh trang hoat dong cta cac thiét bi trong hé théng mang,
lwu lugng mang, goi tin truyén trong mang. Tuy nhién, trong nhitng hé thong mang
16m thi cac dich vu hay cac thiét bi khong dat tai trén may, mét dia diém ma nam trén

cac may chu, cac hé thong con riéng biét nhau. Cac thanh phan hé thng ciing hoat
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dong trén nhirg nén tang hoan toan khac nhau. M6 hinh Log tap trung dugc dua ra
dé giai quyét van dé nay. Cu thé, 1a tit ca Log s& duoc chuyén vé mot trung tam dé
phan tich va xir ly. C4c gdi tin qua card mang chung déu dugc IDS phan tich, xu 1y,
sao Iwu dén ting truong théng tin, sau d6 xac dinh chung thudc kiéu géi tin nao, dich
vu gi... sau khi phan tich xong céac thong tin nay duoc chuyén dén thanh phan phan
tich phat hién tan cong.

- Thanh phan phan tich théng tin: Chirc ning nay 13 quan trong nhat va bo cam
bién (sensor) dong vai tro quyét dinh. Nhiém vy cua bo cam bién 1a dung dé loc thong
tin va loai bo dit liéu khong tuong thich, phét hién nhitng diéu bat thuong, nhitng méi
de doa cua hé thong. IDS tong hop va xu Iy théng tin dwa vé dang chuan, sau d6 hé
théng s& quyét dinh trang thai hién tai c6 phai 1a tin céng hay khdng, sau khi thong
tin duoc tap hop va dua vé dang chuan sé sinh ra cac canh béo.

- Thanh phan canh b&o: L& budc cudi cung thuc hién viéc tiép nhan, danh gia
thong tin tir thanh phan phan tich sau d6 s& dua ra cac quyét dinh phan tng, hinh thic
phan hoi dua théng tin canh b&o t6i ngudi quan tri va thye hién nhitng cong tac nham
chdng lai nhitng mbi de doa, khic phuc cac su ¢ co thé say ra. Canh bao cé thé thong
qua email, SMS, hoic thyc thi cAc ma script nham han ché hau qua cua sy cd.
1.2.1.2. Phan logi phét hién tan cong, xam nhdp mang

C6 thé phan loai phat hién tan cdng, xdm nhap mang theo 2 cach: Phan loai dya
trén k§ thuat phat hién va phan loai dya trén ngudn dir lidu. Dya trén ky thuat phat
hién, c6 thé chia cac ky thuat phat hién thanh 2 loai chinh: Phét hién dua trén dau
hiéu hoac chit ky (Signature-Based) va phat hién dya trén bat thuong (Anomaly-
Based), c6 thé chia cac hé théng phat hién xam nhap thanh 2 loai: Hé théng phat hién
xam nhap cho host (Host-Based IDS, hoic HIDS) va hé théng phat hién xam nhap
cho mang (Network-Based IDS, hoac NIDS).

a. HIDS(Host-based intrusion detection system)

HIDS dugc cai dit cuc bo trén mot may tinh (host) dé giam sat hoat dong hoic
cac hanh vi xam nhap trén may tinh. Hé thong phat hién xam nhap dya trén may chu

HIDS hoat dong dura trén thong tin dugc thu thap tir bén trong mét hé théng may tinh
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riéng 1é. Biém thuan loi nay cho phép HIDS phan tich céc hoat dong dé xac dinh
chinh xac qua trinh va ngudi dung nao tham gia vao mét cudc tan cong vao mot hé
théng hoic may chu cu thé. HIDS khéng giam sat cac hoat dong cua ca mét ving
mang ma thuong dugc dat trén cac server hay cac may client quan trong trong vung
DMZ (Demilitarized Zone) HIDS c6 thé nhin thiy két qua cia mot cudc tan céng co
chua dich, vi chung c6 thé tryc tiép truy cap va giam sat cac tép dir lidu va quy trinh
hé diéu hanh ma cudc tan cong nham muc tiéu.Néu cac thong tin thu thap duoc vuot
qua ngudng cho phép thi hé thdng HIDS s& sinh ra canh bao.
M6 hinh hé théng cac HIDS trong mang minh hoa trén Hinh 1.7.

'
Station IDS Sensor

Network-Based
Internal D" l'-'ig e Solution
Network = .
— A
I i"}':\&( == Internet
i ? 1
| Firewall Perimeter
DS Router
Agent
File — o— DS
Server p.=nnn=7 s
Users gent
Web
DMZ Server Host-Based
Solution
IDS
Agent | €
DNS
Server

Hinh 1.7. Md hinh hé théng cac HIDS trong mang
HIDS giam sat cac hoat dong trén host va cé thé nhanh chong phat hién cac tan
cong local-to-root hoic cong local-to-local, HIDS c6 mét khai niém rd rang vé thong
tin noi bo phu hop, Vi vay cac cudc tan cong . Chinh vi vay cong cu phét hién di
thuong (ADE) c6 d6 bao pha va quan Iy tét hon ddi véi cac van dé bén trong vi kha
ning phat hién cta ching dugc dua vao mau hanh vi thong thudng ciia ngudi dung.
- Loi thé caa HIDS:

+ CO kha nang xac dinh user lién quan tai mot su kién.
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+ HIDS c6 kha ning phat hién cac cudc tin cong, xam nhap din ra trén mot
may, NIDS khong c6 kha nang nay.

+ C6 thé phan tich cac dir liéu ma hoa.

- Han ché cua HIDS:

+ Thong tin tir HIDS 1a khong dang tin cdy ngay khi ¢é su tan cong xam nhap
vao host nay thanh céng.

+ Khi hé diéu hanh bi phé hoai do tin cong, ddng thoi HIDS ciing bi phé hoai.
Trén cac may tinh cuc bo ciing can phai dugc thiét 1ap HIDS dé giam sét.

+ HIDS khoéng c6 chirc nang phét hién ra cac cuéc do quét mang (Nmap,
Netcat...).

+ HIDS can ¢6 tai nguyén trén host dé hoat dong.

b. NIDS (Network-Based intrusion detection system)

NIDS Ia hé théng phat hién xam nhap phan tich luu lugng mang di qua cac hub,
switch da duoc cau hinh cong theo ddi hodc cac nit mang, NIDS c¢6 thé dang trude
hoic sau firewall trong cac hé thdng mang dé giam sat géi tin trao doi giita cac thiét
bi. NIDS theo dbi luu luong truy cap di va dén cua tat ca cac thiét b trong phan doan
mang giam sat. NIDS khong thé phan tich cac dit liéu da ma hoa, nhirng ludng thdng
tin thu thap duoc tir viéc gidm séat hoat dong mang nhu: Pia chi IP ngudn - dich, céng
ngudn — dich cua cac giao dich TCP/UDP, céc gdi tin ICMP (Internet control message
protocol) voi thong diép khong tim thdy tram dich, cac may chu va dich vu dang duoc
sir dung trong mang. Do 1a can ctr dé hé thdng phat hién tan cong dot nhap cé thé dua
ra cac canh béo.

- NIDS ngoai ludng (out-stream): Cac ludng dir liéu khong cho phép NIDS can
thiép mot cach tryc tiép, ching chi dugc sao chép va phan tich dé phat hién cac dau
hiéu cua cac cudc tin cdng xam nhap.

- NIDS trong ludng (in-stream): NIDS s& duoc dat firewall dé luong dit liéu di

qua do, va c0 thém chirc nang chan luu thong.
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Hinh 1.8. Md hinh hé théng cac NIDS trong mang

Loi thé cua NIDS:

+ Quan 1y duoc ca mot network segment (gom nhiéu host).

+ Bado tri va cai dat don gian, khéng anh huong téi mang.

+ Tranh DoS lam anh huong toi mot host nao do.

+ C6 kha niang xac dinh duoc 15i ¢ ting Network (trong md hinh Open Systems
Interconnection), doc 1ap véi hé diéu hanh.

Han ché caa NIDS:

+ Khi khong c6 c6 xam nhap ma béo 12 ¢c6 xam nhap, dan dén trudng hop xay ra
bao dong gia (false positive).

+ NIDS yéu cau phai dugc cap nhat cac chit ky méi nhat dé thuc su an toan. Co
do tré gitra thoi diém phat bao dong va thoi diém bi tin cong.

+ Khi bao dong duoc phat ra, hé théng c6 thé da bi hu hai.

+ Han ché vé& gidi han biang thong.

+ Dit liéu cd thé bj tin tic chia nho ra dé xam nhap va tan céng vao hé théng.

+ Khéng thdng béo cho biét viéc tin cong cé thanh cong hay khdng.
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1.2.2. Phét hién xdm nhdp dwa trén ddu higu va dea trén bdt thuong
1.2.2.1 Phat hién dét nhdp dira trén ddu hiéu (Signature-based)

bay la cac IDS hoat dong dua trén chir ky, giam sat cac goi tin trén mang tuong
tu nhu cach phan mém diét virus hoat dong [3]. Tuy nhién Signature-Based c6 thé
khong phat hién duoc nhitng méi de doa méi, vi vay can c6 mot co sé dit liéu vé cac
dau hiéu xam nhap hay con goi la (signature database), n6 phai duoc cap nhat lién
tuc mdi khi c6 mét loai ki thuat tan cong xam nhap méi. Tinh chinh xac caa IDS phu
thudc vao (signature database).

Signature-based IDS 1a mdt co s¢ dir li€u luu trit nhitng k¥ thuat xam nhap hay
con goi 1a dau hiéu, bao gdém tit ca cic thong tin mo ta kiéu tin cong, dau hiéu
duoc luu & dang cho phép so sanh truc tiép véi thong tin c6 trong chudi sy kién.
Qua trinh xtr 1y dir liéu duoc dem so sanh véi céc file dit liéu mau co sin trong co
s& dir liéu d3 co, néu gidng nhau thi s& dua ra canh bao tuy nhién Signature-based
IDS ciing ¢ nhitng nhugc diém sau:

- M0 ta cudc tan cong khong chi tiét, kho hiéu.

- Co so dit liéu Signature-based IDS 16n chiém nhiéu dung luong bo nhé

- Kh6 phét hién dugc nhitng ki thuat bién thé méi khi dau hiéu cang cu thé.
1.2.2.2. Phat hién dét nhdp dira trén su bat thiwong (Anomaly-based)

Pay 1a phuong phap phat hién xam nhap bang cach so sanh( mang tinh théng ké)
cac hanh vi hién tai v6i hoat dong binh thuong caa hé théng dé phat hién cac bat
thuong (anomaly) c6 thé 12 dau hiéu cia xam nhap, néu cac hoat dong hién tai khong
phu hop vai hoat dong thong thuong cua hé théng 1DS sé& xac dinh 13 bat thuong va
guri di canh béo [3]. Vi du, trong diéu kién binh thudng, luu luong trén mét giao tiép
mang cua server 1a vao khoang 25% bang théng cuc dai cua giao tiép. Néu tai mot
thoi diém nao do, luu luong nay dot ngot ting 1én dén 50% hoidc hon nita, thi ¢ thé
gia dinh rang server dang bi tin cong DoS. Pé hoat dong chinh xéc, cac 1DS loai nay
phai thuc hién mot qua trinh “hoc”, tirc 12 gidm sat hoat dong cua hé thdng trong diéu
Kién binh thuong dé ghi nhan cac théng sé hoat dong, diy 1a co sé dé phat hién cac

bat thuong vé sau.
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Trong thuc té, IDS 1a mot k§ thuat mai so véi Firewall, tuy nhién cho dén thoi
diém hién tai v6i su phét trién manh mé cua k§y thuat tin cong thi IDS van chua thuc
su chirng té duoc tinh hiéu qua caa nd trong viéc dam bao an toan cho cac hé thng.
Xu huéng hién nay la chuyén dich dan sang cac hé théng IPS c6 kha niang phat hién
va ngan chin mot cach hiéu qua cac cudc tan céng mang, déng thoi giam thiéu thoi
gian chét va cac chi phi anh huong dén hiéu qua hoat dong ciia mang.

1.3. Két luan chwong 1

Nhu vay, chuong 1 da trinh bay tong quan vé tan cong, xam nhap, cac dang tan cong
xam nhap thudng gap; dong thoi chuong 1 ciing da khai quat vé phat hién xam nhap
cling nhu cac K§ thuat phét hién xam nhap qua dé ta c6 céi nhin rd hon vé tan cong,

xam nhap.
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CHUONG 2. CAC HE THONG PHAT HIEN XAM NHAP
2.1. Céc hé théng phat hién xdm nhap ma mé
2.1.1. SNORT
2.1.1.1. Gisi thiéu vé Snort

Snort 1a mot hé thong phat hién xdAm nhip mai ngudn mé (IDS) va hé thong
ngin chin xdm nhap (IPS) manh mé, cung cip kha nang phén tich luu lvong mang
theo thoi gian thue va ghi nhat ky géi dir liéu [5]. SNORT str dung ngdn ngir dua trén
quy tic két hop cac phuong phap kiém tra bat thudng, giao thirc va chit ky dé phat
hién hoat dong doc hai tiém an cling nhu nhiéu loai tdn cong va tham do khac nhau,
chang han nhu,stealth port scans,CGl attacks, SMB probes, OS fingerprinting buffer
overflows attempts ...

Snort c6 thé phat hién va phan ing véi cac cudc tan cong bang nhiéu hinh thirc
khac nhau chang han nhu giri thong diép canh bao, hay huy goi tin khi phat hién co
su bét thuong tat ca phu thudc vao cAu hinh ma quan tri vién thiét lap, bén canh do
snort ¢4 thé cdu hinh nhu mot NIDS.

Co s6 dir liéu luat caa Snort rat da dang 1én t6i hon 2930 luat va duoc cap nhat
thuong xuyén day 1a diéu kién tién quyét dé Snort hoat dong hiéu qua. Snort c6 thé
cai dat va hoat dong trén nhiéu nén tang nhu: Windows, MacOS, Linux,
NetBSD,Solaris... Snort c6 kién trdc theo kiéu module, nén tinh ning cua hé thong
c6 thé duoc quan tri vién cai dit thém cho hé théng hoic viét thém cac module méi

2.1.1.2. Thanh phan va chitc ning


https://www.fortinet.com/resources/cyberglossary/intrusion-detection-system
https://www.fortinet.com/products/ips
https://www.fortinet.com/products/ips
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Hinh 2.1: M6 hinh kién trac hé théng Snort

Snort bao géom 05 thanh phan chinh d6 la:
a. Module giai ma goi tin (Packet Decoder)

Dit liéu di qua cac cong giao tiép mang s& dugc Module nay 1a phan tich goi
dir liéu thd bat duoc trén mang va hdi phuc thanh géi dix liéu hoan chinh & l6p
application, 1am dau vao cho Module phat hién.Module nay c6 thé tao ra canh béo
cho riéng minh dya vao cac tiéu dé cua giao thirc, cac gai tin bt thudng khéng chinh
Xac.

b. Module tién xi# ly (Preprocessors)

Xt Iy céc goi tin da bt duoc dya trén mot sé plugin nhit dinh. Cac plugin nay
kiém tra hanh vi hodc su bat thuong cua loai da biét. Bo tién xir Iy 1a mot phan khéng
thé thiéu cua bat ky IDS nao dé chuan bi cac goi dit liéu duoc kiém tra bai cong cu
phét hién dua trén cac quy tac trong cong cu phat hién vi nhitng ké xam nhap c6 thé
sira doi cac goi do dé thoat khoi bat ky su phat hién nao.

Ba nhiém vu chinh caa Module nay la:

+ Két hop lai c4c goi tin

+ Giai ma va chuan hda giao thirc (decode/normalize)

+ Phét hién cac xam nhap bét thuong (nonrule /anormal)

c. Module phét hi¢n (Detection Engine)
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Sau khi dit liéu duoc xt Iy boi Module tién xir ly, dit liéu sau d6 s& duoc
chuyén cho Module phat hién. Module phat hién 14 thanh phan quan trong nhit cua
IDS dua trén chir ky trong Snort.

N6 khop cac goi dir lidu véi bo quy tic cho bat ky chir ky xam nhap nao c6
trong goi dit liéu. Néu cac quy tic khép véi cac goi dit lidu thi nd sé duoc chuyén dén
bo xir Iy canh béo. C6 thé mat nhiéu thoi gian khac nhau dé phan hoi mot s6 loai goi
bat ké hé théng may tinh ma no dang chay.

Detection Engine c6 kha niang tach cac thanh phan cua goi tin ra va ap dung
c4c tap luat Ién tirng phan nao cua géi tin d6. Cac phan d6 c6 thé Ia:

+ IP header

+ Header ¢ tang giao van: TCP, UDP

+ Header ¢ téng ung dung: FTP header, DNS header, HTTP header,...

+ Phan tai caa goi tin.

Céc luat trong Snort ciling dugc danh tha tu wu tién, vi vay khi mot gai tin
dugc phét hién bai nhiéu tap luat khac nhau thi thong bao dua ra s& 1a thong béo ting
Vi tap luat c6 mirc wu tién 16N nhét.

d. Module log va cdnh bao (Logging and Alerting System)

Module nay xtr Iy viéc tao ra cac canh béo va ghi nhat ky. T4t ca cac canh bao va
nhat ky dugc luu gitr trong c&c tép vin ban thuan tay don gian hoic tép kiéu tcp-
dump.

e. Module két xudt théng tin (Output Module)

Module két xuat thong tin gitip luu cac ban ghi duoc tao boi hé théng ghi nhat ky
va canh bao theo nhiéu cach khac nhau nhu trong cac tép nhat ky van ban thuan tdy
don gian, dang nhap vao co so dit liéu nhu MySQL hoac Oracle hoac tao XML tuy
thuoc vao cau hinh duoc dit thanh tép cau hinh Snort.
2.1.1.3. Uu diém va nhwoc diém ciia Snort

a. Uu diém

- Snort 1a phan mém ma nguén ma, hoat dong 24/7 theo thai gian that.
- Snort ¢6 thé hoat dong da nén tang.
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- Hé co s6 dit lidu vé cac tap luat thudng xuyén duoc cap nhat cac hinh thic
xam nhap mai.

- CO6 kha nang phat hién mot sb luong 16n cac kiéu tham do, xdm nhap khac
nhau nhu: buffer overflow, CGI-Attack, Scan, ICMP, Virus...

- Snort c6 mét sé lwong ngudi dung va cac nha phat trién kha dong.

- CO rat nhiéu cac chuong trinh phu trg cung cip cac tinh nang dé st dung
khong phai la thuoc tinh cua Snort duoc thém vao(add on).

- Vé&i mét co so ha tang an ninh hién c6, khong can phai thay thé Snort

b. Nhwoc diém

- Snort van c6 thé dua ra nhitng bao dong gia vé cac mdi nguy hai co thé xay
ra cho hé thng,trudng hop nay goi la (False Positive).

- Céc dur liéu khi da dugc ma hoa thi Snort khéng phan tich dwoc nhu
SSH,SSL...

- Dir liéu vé cac kiéu tan cong xam nhap ludn phai dugc cap nhat thuong
xuyén dé dam bao hi¢u qua cua NIDS.
- Khi hé théng bi tan cong xam nhap thi khong biét duoc cudc tan cong dé
c6 thanh c6ng hay khong.
- Mot trong nhitng han ché 12 giGi han bang théng.
2.1.2. SURICATA
2.1.2.1. Giogi thiéu Suricata.

Suricata la mot cdng cu mang 1DS hiéu suat cao (Hé théng phat hién xam nhap),
IPS va bao mat mang, duoc phat trién boi OISF, day 1a mot tng dung ma ngudn mé
da nén tang va La tai san caa mot nén tang phi loi nhuan cia cong ddng Open
Information Security Foundation (OISF) [6].

Suricata dira trén mot bo quy tic phét trién bén ngoai, dé giam sat luu lugng mang
va cung cap canh bao cho ngudi quan tri hé thdng khi xay ra céc su kién dang ngo.
Puoc thiét ké dé tuong thich véi cac thanh phan bao mat mang hién cd, cung cap
chie ning dau ra hop nhit va cac tly chon thu vién c6 thé cam dé chap nhan cudc
goi tir cac ing dung khac. Suricata 1a mot cong cu da ludng cung cap téc do va hiéu

qua cao hon trong viéc gidm sat va phan tich luu lugng mang. Vi kha nang xur ly
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cao duoc hd trg bai chip CPU da 161 suricata c6 thé tan dung téi da hiéu ning cua
phan cang.

2.1.2.2. Thanh phan chizc nang cia Suricata

Network SURICATA
traffic
'
[ Packet Capture ] }
Decoder 1
' |

[Packet Decoding ]

| '

Y —" i
(i) — (oion )~
(o
\4 ( Detection1 ] [ Detection2 ]
[ Output ] TRl o

Hinh 2.2: M6 ta so do Suricata.

Kién trlic caa Suricata gom 4 thanh phan co ban:

a. Module giai ma goi tin (Packet Decoder)

Packet Decoder(module giai ma goi tin) 1a mot thiét bi phan cang hoic phan mém
duoc dit vao trong hé thbng mang. Chirc niang cua no twong tu nhu viéc nghe lén trén
dién thoai di dong, nhung thay vi hoat dong trén mang dién thoai n6 nghe lén trén
mang dir liéu. Boi vi trong md hinh mang c6 nhiéu giao thirc cao cap nhu TCP, UDP,
ICMP... nén cbng viéc cua module giai mé& gai tin la né phai phan tich cac giao thurc
d6 thanh théng tin ma con nguoi c6 thé doc va hiéu duoc.

Khi Suricata da nhan cac goi tin tir qué trinh phan tich no sé di vao qua trinh giai
ma. Chinh x4c thi noi ma goi tin di vao bo giai ma phu thuoc vao 1op lién két ma
trudc do doc duoc.

Bat ké 1a 16p lién két nao dang dugc sir dung, tat ca cac bo giai ma s& déu lam

viéc theo mot kiéu chung. Pi véi truong hop cac 16p cu thé, con tré trong cau tric
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cua goi tin s& duoc thiét 1ap tré téi mot phan khac cua goi tin. Dya vao cac thong tin
d3 giai ma duoc, n6 sé goi cac 16p cao hon va giai ma cho dén khi khéng con bo giai
ma nao nira.

b. Module tién xi# ly (Preprocessors)

Module tién xu Iy 13 plug-in dong vai tro quan trong ddi véi hé théng IDS/IPS,
cho phép phan tich ct phap dix liéu theo nhitng cach khac nhau. Néu chay Suricata
ma khdng co bat cir ciu hinh nao vé preprocessors trong tap tin ciu hinh s& chi thay
ting gdi dix liéu riéng ré trén mang. DBiéu ndy co thé 1am IDS bo qua mot sé cudc tan
cdng, vi nhiéu loai hinh tin cong hién dai c¢b tinh phan manh dix liéu hoic c6 tinh dat
phan doc hai I1én mot gai tin va phan con lai 1&n goi tin khac (k¥ thuat 1an trén).

Sau khi dit liéu dugc module giai ma goi tin xur ly n6 sé duoc dua vao module
tién xu ly. Suricata cung cap mot loat cac module tién xu Iy vi du nhu: Frag3 (mot
module chéng phan manh goi tin IP), sfPortscan (module dugc thiét ké chdng lai cac
cudc trinh sat, nhu scan port, xac dinh dich vy, scan OS), Stream5 (module tai gop
c4c goi tin ¢ tang TCP).

Nhiém vu cua module tién xt Iy 1a: két hop lai céc go6i tin, giai ma va chuan hoa
giao thirc va phét hién cac xam nhap bat thuong

c. Module phét hi¢n (Detection engine)

Module phat hién 1a module quan trong nhat cua Suricata, cac luong dit lidu
sau khi duoc kiém tra & Preprocessors s& duoc xir Iy bang cach cach su dung céc luat
dugc dinh nghia trude dé so sanh voi dit liéu thu thap dugc. Néu dix liéu tring khép
Vi cac tap luat sé tao ra thong bao va két xuat thdng tin.

Ban than suricata c6 nhiéu cac tap luat, c6 thé chia lam 2 loai:

- Phan Header: Ludn 1a thanh phan dau tién trong rules va né doi hoi cac
thanh phan can co trong rules. N6 doi hoi cac thanh phan sau: Log/alert, cac
loai giao thirc Protocol

- Phan Options: Cac goi tin s& dugc tao ra dé phu hop voi luat.

Ban than suricata n6 c6 rat nhiéu céc luat xu Iy vi vay bat ctr ai tim hiéu vé
suricata can phai ndm rd vé n6. Néu da hiéu duoc cau tric céc luat trong suricata thi

ngudi dung c6 thé dé dang téi wu cau hinh cho hé théng phéat hién xam nhap caa minh.
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Cac muc canh bao sé dugc dua ra s€ dugc tng vai tap luat c6 muc uu tién cao
nhat do cac luat duge danh th ty wu tién

d. Module log va canh bao (Alert generation)

Cudi cing sau khi cac luat da phu hop véi dit liéu, ching s& duoc chuyén toi
thanh phan canh bao va ghi lai. Co ché log s& luu trit cac goi tin di kich hoat, céc
luat con co ché canh bao s& théng bao cac phan tich bi that bai.

Trong Suricata hd trg cac dinh dang log nhu sau:

+ Eve.json

+ Fast.log

+ http.log

+ Stats.log

+ Unified2.alert
2.1.2.3. Uu diém va nhuoc diém cua Suricata

a. Uu diém

- D& dang cau hinh: nguoi quan tri déu cd thé biét va cau hinh hé thong theo
mong muébn cta minh.

- Suricata 1a phan mém méa ngudn ma: Suricata duoc phat hanh dudi giay
phép phan mém ty do GNU/GPL (GNU General Public License) diéu nay
c6 nghia | bat ctr ai ciing 0 thé st dung Suricata mot cach mién phi du d6
la doanh nghiép hay nguoi ding c& nhan. Suricata c6 mot cong dong nguoi
su dung lon.

- Chay trén nhiéu hé diéu hanh khac nhau: Chay trén cac hé diéu hanh ngudn
mo& nhu Linux, CentOS. Debian, Fedora, FreeBSD, Window, Mac OS X...

- Hé co so dit liéu céc tap luat thuong xuyén duoc bd sung va cap nhat cac
hinh thirc xam nhap mai.

b. Nhuoc diém.

- Déi vai viee xar 1y goi tin co dung lugng I6n nhiéu Gb s& lam giam hiéu

Xuit hoat dong ciia CPU day 1a van dé han ché cua Suricata
2.1.3. OSSEC

2.1.3.1. Gidi thiéu vé OSSEC



26

OSSEC la mot Hé thdng phat hién xam nhap dya trén may chu (HIDS), da nén
tang mi&n phi, ma ngudn mé 6 nhidu co ché bao mat khac nhau [7]. OSSEC c6 mot
cong cu phan tich va twrong quan manh mg tich hgp va gidm sat va phan tich log, giam
sat tinh toan ven cua file, giam sat dang ky Windows thuc thi chinh séch tap trung,
phat hién rootkit, canh béo thoi gian thuc va phan héi tich cuc. N6 chay trén hau hét
cac hé diéu hanh, bao gém Linux, OpenBSD, FreeBSD, MacOS, Solaris va Windows.

OSSEC la mét du an dang phat trién, voi hon 500.000 luot tai xudng mdi ndm. N6
dugc s dung bai tat ca moi nguoi, tir cac doanh nghiép Ion dén cac doanh nghiép
nho dén cac co quan chinh phu 1am hé thdng phat hién xdm nhap may chu chinh cua
ho - ¢4 trén co so va trén dam may. Mot trong nhitng trién khai 16n nhat cia OSSEC
1a Apple, ngoai ra Netflix va Facebook ciing di sir dung nd. Ngoai viéc dugc trién
khai dé bao vé may chu, OSSEC, thudong dugc sir dung nghiém ngit nhu mot cong
cu phan tich nhat ky, gidm sat va phan tich tuong lua, IDS, may chu web va nhat ky
X&c thyc.

OSSEC ciing hoat dong duya trén cac luat ciia nd va nguoi sir dung c6 thé phan
phdi lai hoic stra doi n6 theo y mudn hay muc dich cia minh. Khach hang c6 thé xéac
dinh cau hinh céc su ¢6 mubn dugc canh béo. Tich hop véi smtp, sms va syslog cho
phép khéach hang cap nhat cac canh bao bang cach giri chung dén céc thiét bi hd tro
email. Cac tiy chon phan hdi tich cuc dé chan mét cudc tan cong ngay lap tic ciing
c6 san. OSSEC chi c6 thé cai dat trén Windows véi tu cach 12 mot agent.
2.1.3.2.  Thanh phan va chizc nang

Phat hién xam nhap dua trén nhat ky (Log based Intrusion Detection - LIDs)

Str dung dit liéu nhat ky hé théng, chi dong theo ddi va phan tich di liéu tir nhiéu

diém di lidu nhat ky trong thoi gian thuc, ¢6 gang phét hien mot sé diém bat thuong
Phat hién phan mém doc hai va Rootkit
Quy trinh va phan tich cap do tép dé phét hién cac tng dung doc hai va rootkit

Phan héi tich cuc
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Phan wng véi cac cudc tin cong va thay doi trén hé thdng trong thoi gian thuc
théng qua nhiéu co ché bao gém céc chinh sach tuwong lira, tich hop véi cac bén tha
3 nhu CDN va cac cong hd trg, cling nhu cac hanh dong tu phuc hoi

Kiém toan su tuan thu

Kiém tra mirc d6 wng dung va hé thong dé tuan tha nhiéu tiéu chuan chung nhu
PCI-DSS va céc tiéu chuan CIS

Hé thdng quan ly nhan dang (File Integrity Monitoring - FIM):

Déi vai ca tép va cai dat s6 dang ky trong thoi gian thuc, khong chi phét hién cac
thay d6i di véi hé théng, n6 con duy tri mot ban sao phap ly cua di liéu khi né thay
d6i theo thoi gian.

Kiém ké hé thong
Thu thap thong tin hé théng, chang han nhu phan mém di cai dat, phan cing,

viéc str dung, dich vu mang, b nghe va théng tin khac.

E Manager Agent

1

1

i ([ ossec i 4 OSSEC Agent )
i Manager i

1

[Logcollector][ Syscheckd ][ Rootcheck ]

OSSEC | |
binaries
i f Agentd J
1
i Remoted —EJ L
1
| E
i i
Analysisd S 2

Decode

Rules

]

Alerts

e

Hinh 2.3: Cac thanh phan cia OSSEC

a. Manager (Server)
Luu trit co s dit liéu cua viéc kiém tra tinh toan ven file Kiém tra cac log, event.
Quan 1y, luu tit ca cac rule, decoder (b giai mé), cau hinh chinh. Piéu nay giap d&

dang quan ly, du cho c6 lugng 16n Agent.
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Server khong chay trén Windows OS.
b. Agent
Ban chét thi 12 1 phian mém duoc cai dit trén may client giup thu thap cac thong tin
va giri cho Server dé phan tich, thong ké.
- Chiém luong memory va CPU nho,khéng dang ké
-1 s thong tin dugc thu thap theo thoi gian thuc
- 156 thong tin thi lai dugc thu thap dinh ky
Nhung khi n6i Agent thi 14 dé chi may Client dugc cai goi Ossec-agent.
c. Agentless
La cac hé thong khong cai dugc goi agent
Trén cac Agentless nay c6 thé thuc hién viéc kiém tra tinh toan ven

Gitp monitor firewall, router hay tham chi ca hé thong Unix

d. Ao héa/ Vmware
Cho phép cai dit agent trén cac guest OS (May 40)
Ngoai ra ciing duoc cai dat trong VMware ESX nhung c6 thé din dén su ¢ khong
hd tro.
Khi cai dat trong VMware ESX gitp nhan duoc thoi diém cac VM guest dugc khoi
tao, x6a di, khdi dong,.. Ossec cling giam sat viéc login,logouts va cac 16i bén trong
ESX server
Ngoai ra né ciing canh béo néu bét ky tiy chon cdu hinh khong an toan nao dugc bat.

e. Firewalls, switches and routers
Chinh 1a cac Agentless, Ossec c6 thé nhan va phan tich nhat ky hé thong tir nhiéu
firewall, switch, router. N6 support tit ca Cisco routers, Cisco P1X, Cisco FWSM,
Cisco ASA, Juniper Routers, Netscreen firewall, Checkpoint va nhiéu thiét bi khac
2.1.3.3.  Uu nhuoc diém ciia Ossec

a. Uu diém

- Panén tang (Linux, Mac OS , Window,Solaris)

- Real-time Alert (Canh bao thoi gian thuc)
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+ Két hop véi smtp,sms,syslog s& cho phép nguoi ding nhan
canh béo trén cac thiét bi c6 hd tro email

+ Ngoai ra tinh ning Active-response c6 thé giap block 1 cudc
tan cong ngay lap tic.
- CO thé tich hop véi cac hé thdng hién dai (SIM/SEM)
- Server dé dang quan ly tap trung cac chinh sach trén nhiéu OS.
- Giam sat trén agent, agentless (Client khong cai dat duoc goi agent) nhu

router, firewall
b. Nhuoc diém

- Nang cip Ossec doi hoi ngudi quan tri phai cd chuyén mon tot vi qua trinh
nay phuc tap, kho khan, cac quy tac cii s€ bi x04 hoac ghi dé sau khi hé
théng duoc nang cap.

2.2.  Céc hé thong phat hign xam nhdp thwong mai
2.2.1. 1BM Qradar
2.2.1.1. I1BM Qradar la gi?

IBM Qradar 1a mot hé thng tich hop cac chirc ning thu thap, xi ly, tong hop va
luu trir dit liéu mang trong thoi gian thuc [8]. Qradar hoat dong nhu mét trung tam
giam sat, bao mat cho doanh nghiép, t6 chic véi giao dién truc quan, duoc tich hop
v6i hang trim san pham cua IBM ciing nhu céc hing cong nghé khac.

Cong cu phan tich Sense Analytics Engine nang cao la trung tdm cua giai phap
nay, dugc thiét ké dé ghi nhan lai cac sy kién, nhat ky thoi gian thuc, cling nhu cac
ludng dix liéu qua hé thong mang, tir d6 phat hién ra cac 16 hong bao mat va xam nhap
tur bén ngoai. Qradar SIEM la giai phap bao mat doanh nghiép c6 kha nang mo rong,
hop nhat tir nhiéu ngudn dir liéu, sy Kién tir hang nghin thiét bi cua cac hang khac
nhau nho hé thdng trung tim co s& dit liéu khdng 16 caa IBM.

Qradar SIEM c6 thé cai dat va trién khai don gian, dé& dang véi giao dién truc
quan duoc chia thanh cac module riéng biét, sé€ giup bo phan IT nhanh chong xac

dinh va khic phuc cac cudc tin cdng mang dwa trén mic d6 wu tién, tinh tuin tha nho
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hé thdng canh bao cac hoat dong bét thuong, dam bao téi da an toan cho hé thdng tir
bén trong lan bén ngoai.
Cac dir liéu dugc thu thap va phén tich boi Qradar SIEM:

- Security events (Su kién bao mat): Tur hé théng Firewall, VPN, hé théng phét
hién va ngin chin xam nhap, co s& dit liéu va hon thé nira.

- Network events (Su kién mang): Tur c4c thiét bi endpoint nhu Switches, routers,
servers, hosts...

- Network activity context (B6i canh hoat dong mang): Kién tric 7 tang tir hé
théng mang va ng dung

- User or asset context (Bdi canh nguoi ding va tai san): Dix liéu tir pham vi thdng
tin dinh danh, thiét bi quan 1y truy cap, céng cu quét 15 hong bao mat

- Operating system information: Thong tin hé diéu hanh, nha cung cap, phién ban
cu thé trong tai nguyén mang

- Application logs (Nhat ky wng dung): IBM QRadar cé thé thu thap cac sy kién
nhat ky va dit liéu ludng mang tir cac tng dung dua trén dam may va n6 cé thé duoc
trién khai nhu mét dich vu cung cip SaaS trén ddm may IBM, noi viéc trién khai va
bao tri dugc thué ngoai.

- Threat intelligence (Thong tin méi de doa): Theo tiy chon, IBM QRadar SIEM
c6 thé duoc mua mot phan mé rong giay phép cho phép sir dung IBM Security X-
Force Threat Intelligence, tinh nang nay xac dinh cac dia chi IP va URL c0 lién quan
dén hoat dong doc hai. Péi vai mdi dia chi IP hodc URL dugc xac dinh, ngudn cap
dit liéu thdng minh vé méi de doa bao gom diém s6 va danh muc méi de doa, ¢ thé
gilp to chirc phan tich va wu tién cac mdi de doa tét hon.
2.2.1.2. Thanh phan va chitc néng.
Trong giai phap giam sat an ninh mang cua Qradar, Event Correlation Service la dich
vu cbt 18i chiu trach nhiém cho viéc thu thap céc su kién va ludng dit liéu roi xir ly
cac dir liéu d6. ECS gom 3 thanh phan chinh:

- Event collector component

- Event processor component
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Hinh 2.4: Minh hoa so' @6 IBM Qradar

a. Event Collector Component

Déi vai Event

- Protocol: Nhan céc dir liéu dau ra tir cac giao thirc ma ngudn Log ma céc giao
thire d6 duoc Qradar hd tro trong viéc thu thap cac su kién tir cac thiét bi ngudn.

- Throttle: Giam sét sé lwong su kién va luu vao hé théng dé quan Iy cip phép
dau vao. Qradar s& cho phép luu luong cac su kién dau vao cia mdi thiét bi 1 bao
nhiéu.

- Parsing: LAy céc su kién tir cac thiét bi ngudn va phan tich.

- Log source traffic analysis & auto discovery: Ap dung phan tich dit liéu céac
su kién. Khi thu thap cac trueong sy kién trén cac thiét bi khac nhau, Qradar s& boc

tach cac trudong d6 thanh mot chuan chung.
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- Coalescing: Sy kién dugc phan tich sau d6 két hop lai dua trén céc loai su kién
phd bién. Khi 4 su kién dugc nhin thay véi ciing mot ngudn IP, IP dich, cong dich va
Tén truy nhap, cac thong diép tiép theo cho dén 10 gidy cua cung mot khuén mau
dugc két hop lai v6i nhau. Piéu nay duoc thuc hién dé giam trang lap di liéu dugc
luu tri.

- Event forwarding: Ap dung quy tic dinh tuyén cho hé théng, chang han nhu
guri cac tin hiéu dén cac thiét bi ngoai vi, hé théng SysLog bén ngoai, hé théng JSON,
hé thong SIEM khac... O day dit liéu s& duoc chuyén dén Processor.

Déi vai Flow

- Ludng trung lap: 1a qué trinh loai bo céc trang l3p khi nhiéu ludsng QFlow
gidng nhau dwoc thu thap cung cap dit liéu cho thiét bj xu 1y ludng.

- Két hop bat di xing: Chiu trach nhiém vé két hop luong bén trong va ngoai
khi dix liéu dugc cung cap khong dbi xing. Qua trinh nay c6 thé nhan ra cac ludng tir
mdi bén va két hop ching vao trong mot ban ghi. Tuy nhién, doi khi khong ton tai di
liéu & hai bén.

- Throttle: Giam sét s6 sy kién va luu vao hé théng dé quan Iy cap phép dau vao.

- Chuyén tiép: Ap dung quy tac dinh tuyén cho hé thong, chang han nhu giri cac
tin hiéu dén cac thiét bi ngoai vi, hé théng SysLog bén ngoai, hé thong JSON, hé
thong SIEM khac. ..

b. Event Processor Component

- Custom Rules Engine: Chiu trach nhiém xir ly cac su kién nhan duoc tir Qradar
va so sanh ching véi cac luat, duy tri theo dbi cac hé thong c6 lién quan dén sy kién
theo thoi gian. Tao ra cac thong bao cho nguoi dung va cac vi pham.

- Host profile: Chiu trach nhiém giai quyét cac thdng tin tai san tir luong di lidu
thu dong. Ludng cung cip thong tin vé hoat dong mang va cho phép Qradar xay dung
mot co sé dir liéu vé tai san.

- Streaming: Chiu trach nhiém cho viéc gui dit liéu su kién thoi gian thuc dén

Console khi nguoi dung dang xem cac su Kién tuir tab Log Activity vai thoi gian thyec.
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- Storage: Theo thoi gian co s dit liéu cac su kién va ludng duoc luu trit theo
ting phat. Di liéu duge luu trit noi sy Kién dugce xu ly. Nhitng su kién di vao thiét
bi, chung duoc xir Iy bai ECS va dugce luu trit cuc b trén thiét bi trong giai doan luu
trir cua ECS. Khi thu thap Log tir cac Collector, cac Log duoc cho la an toan va khong
an toan (c6 su tan cong) s& duogc luu trit tai Ariel may chu Processor. Riéng Log

khong an toan (co su tan cong) sé dugc luu trir tai Ariel caa Console.

c. Magistrate

Magistrate Processing Core (MPC) Chiu trach nhiém tuong quan gitra c&c hanh
vi vi pham véi céc su kién dugc gui tir nhiéu Event Processor. Chi c6 Console méi
c6 thanh phan Magistrate

- Offenses rules: Giam sat va tac dong dén cac su kién vi pham, chiang han nhu
tao ra cac thong bao email khi c6 cac sy kién vi pham cac quy tic duoc dé ra.

- Offense management: Cap nhat, quan ly cac hanh vi vi pham. Tiép can cac
hanh vi vi pham dé dua cho nguoi sir dung cac thdng tin vé vi pham qua Tab Offenses.

- Offense storage: Ghi dit liéu hanh vi vi pham dén mét co so dit liéu. Co so dir
liéu trén Console thuong luu dir cac su Kién vi pham.
2.2.1.3.  Uu nhwoc diém cua 1BM Qradar

a. Uu diém

- Giai phap ctia IBM hd trg cac tity chon trién khai Tinh kha dung cao (Hight
Availability-HA) cho ca thiét bi vat Iy va thiét bi ao v6i phuong phap tiép
can may chu chinh va phu duoc két hop thanh mét cum, trong d6 may chi
phu & trang thai chd va trong trudong hgp may chii chinh bi 16i s& ddm nhan
chtc ning trién khai.

- IBM QRadar ¢6 kha ning luu trix nhidu nguoi thué trong mot 1an trién khai. Mién
dugc tao cho mdi ngudi thué lién két cac ngudn dix liéu voi chiing va cach ly moi
trrong cua nguoi thué véi nhau.

- IBM cung cap tai liéu dic biét cho ting khia canh cua san pham, day 1a mét loi

thé 16n dé hiéu giai phap, trién khai va quan trj no.
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b. Nhuwoc diém
- Pdi voi ngudi sir dung, QRadar c6 kién trac hoi phirc tap khién viéc quan ly tat
ca cac bo phan trong cau tric tuong dbi kho khan.
- C4c yéu cau cu hinh may dap tng ddi véi hé thong 1a kha cao.
2.2.2. SolarWinds Security Event Manager (SSEM)
2.2.2.1. Gigi thigu vé SSEM
SSEM la mot phan mém giai phap phat hién xam nhap may tinh canh tranh vé
chi phi phuc vu cho viéc tuan thu bao mat va quan ly nhat ky [9]. SSEM sir dung cach
tiép can chu dong giup ngudi ding xac dinh dugc cac méi de doa trong thoi gian
thie. SSEM tu dong thu thap va ding nhap di liéu tir cac thiét bi mang, hé thong va
c4c (ing dung trén toan co so ha tang CNTT. Sau d6 no s& binh thuong hoa di liéu
nay sang mot dinh dang phu hop va thuc hién nhiéu sy kién trong quan, cing véi kha
ning riéng biét dé thiét 1ap ngudng hoat dong doc 1ap cho mdi su kién hoac cho mdi
nhom céc sy kién. Pay 1a thiét bi bao mat thong minh ma nguoi ding co thé tin tuong

sir dung va giam thiéu nhitng sy ¢ khéng mong mudn.
2.2.2.2. Thanh phan va chitc néng.

SSEM cung cap quan ly qua giao dién WEB truc quan d& dang st dung cho ngudi
ding cac thanh phan chinh cia SSEM gom: Ops Center, Monitor, Explore, Bulid,

Manager, Analyze.

- Ops Center: Cung cap cac do hoa biéu dién dir liéu nhat ky va su kién. N6 bao
gom mot sé Widgets gidp dé xac dinh cac khu vuc ¢6 van dé va hién thi cac diém
néng trong hé thdng mang. C6 thé chon cac widget tir thu vién tién ich hoic thém
cac tién ich tuy chinh phan anh cac su kién.

- Monitor: Hién thi cac su kién trong thoi gian thuc khi chlng xay ra trong mang.
C06 thé xem chi tiét cia mot su kién cu thé hoic tap trung vao cac loai su kién cu
thé. Ché d6 xem nay ciing bao gdm mét sé tién ich dé gilp ban xac dinh xu huéng

hoac sy bat thudng xay ra trong mang cua ban.
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- Explore: Cung cap céc cong cu dé diéu tra cac sy kién va dit liéu chi tiét. Chon
nDepth dé tim kiém hodc xem dix lidu su kién hozc thong diép tuwong trinh. Chon
Utilities dé xem céc tién ich bd sung.

- Build: Tao céc thanh phan nguoi ding xu ly di liéu trén SSEM Manager. Chon
Group dé xay dung va quan ly nhém. Chon Rules dé xay dung va quan ly cac quy
tac chinh séach. Chon Users dé thém va quan 1y nguoi dung bang diéu khién.

- Manager: Quan ly cé4c thugc tinh cho céc thiét bi va node. Chon Thiét bi dé thém
va quan ly thiét bi. Chon Nut dé quan ly cic tram (agent) va dé xem cac thiét bi
syslog

- Analyze: Cung cap tong quan vé tinh nang Bao céo trich xuat va trinh bay dit liéu

tur co s¢ dir liu. Tinh nang nay tinh nang nay hién tai chua st dung duoc.
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Hinh 2.5: Minh hoa so’ @6 SolarWinds Security Event Manager.

2.2.2.3.  Uu nhwoc diém cia SSEM
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a. Uu diém cia SSEM
- Ty dong hda va nhang théng minh cung cip mot trung tam hoat dong bao mat
giam sat 24/7
- Phat hién sy kién nhanh hon va canh bao vé canh bdo méi de doa dya trén IP
- Phét hién théng minh va dang tin cdy hon vé hoat dong dang ngd va doc hai bao
gom phan mém doc hai, nguoi trong cudc va cac méi de doa nang cao
- Giuip loai bo cac quy trinh béo co thu cong ton nhiéu thoi gian
- RUt ngdn thoi gian tra 1oi théng qua kha nang phan hoi manh mé
- Ty dong chin lam dung théng qua phan hdi tich cuc ddi véi céc vi pham chinh
sach mang, hé thong va truy cap
- Tich hop cong cu bao mat mé rong bang cach cung cap kha nang chuyén tiép nhat
ky hoac ghi dir liéu sang cac cong cu khac
- Giam sat va chan st dung USB dura trén cac quy tic chinh sach hanh vi
- Qua trinh diang nhap dé dang véi ngudi ding véi tich hop dang nhap maot lan
- Cung cap kha nang quan ly dé dang vai nhiéu ty bién.
b. Nhuoc diém cia SSEM
- La san pham c6 phi
- Pugc dong gbi sin nén giam kha niang tuy bién.
- Chi chay dugc trén méi truong Window va VMware.,
2.2.3. McAfee Network Security Platform
2.2.3.1. Gigi thi¢u vé MNSP
McAfee Network Security Platform (MNSP) [trudc day 1a McAfee IntruShield]
la su két hop cua céc thiét bi mang va phan mém gilp phat hién va ngan chan chinh
xé&c cac hanh vi xam nhap, tir chdi dich vu (DoS) va cac cudc tan cong tir chéi dich
vu (DDoS) phén tan va str dung sai muc dich mang [10]. McAfee Network Security
Platform két hop kha ning phat hién va ngan chin xam nhap theo thoi gian thuc dé
tao ra hé thong an ninh mang toan dién va hiéu qua.

2.2.3.2. Thanh phan va chitc ning
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- Bao vé phan mém ddc hai nang cao: Nhiéu bién phép bao vé phan mém doc hai
khong cé chir ky véi nhan dang nang cao, twong quan dir liéu va phan tich. MNSP
thuc hién kiém tra sau hon luu lugng truy cap dé phat hién cac chuong trinh va tai
xudng tép doc hai. N6 st dung cac tly chon quét phan mém doc hai khac nhau dé
bao vé phan mém doc hai nang cao. Didu nay bao gdm mat trinh gia lap PDF duoc
nhung dé phat hién cac mdi de doa tap lénh java zero-day trong cac ban tai xuéng
PDF. N6 ciing chay cong cu chéng phan mém doc hai cong vao thiét bi NTBA. Ngoai
ra, MNSP trich xuét cac tép doc hai tiém an c6 thé duoc gui 16n dam may McAfee dé
phén tich. C4c tép da gtri sau d6 duoc thuc thi trong mét moi truong ao.

- Bao vé cac tng dung web: MNSP cung cap cac tinh nang khac nhau dé bao vé
cac may chu tng dung web cta nguoi sir dung. Vi dy, nd st dung mot cong cu
heuristic dé phat hién viéc dua vao SQL. Nén tang an ninh mang c6 thé kiém tra phan
hoi HTTP dé dam bao may chu cua ho khdng bi xam pham. B cam bién nén tang
bao mat mang giai ma va phan tich luu lugng SSL dya trén khda cd nhan cua may
cha. Tay thudc vao két qua cua cudc kiém tra, giao thong dugc phép di vao khach
hang hoac bi chan.

- Nhan dang &ng dung: MNSP c6 thé xac dinh cac tng dung di qua mang va hanh
dong trén chung nhu duoc dinh cau hinh. Vi vay, ngudi sir dung ¢6 thé cho phép hoic
chan céc wng dung hoic tinh nang wng dung cu thé trén mang caa minh. Vi du: ho ¢6
thé chan cac két ndi dén Facebook tir mang caa minh trong khi van cho phép tat ca
cac Iuu luong HTTP khac.

- Xac dinh nguoi dung va nhom nguoi dung: MNSP tich hop véi McAfee Logon
Collector dé xac dinh ngudi ding Windows AD trén mang cua ngudi sir dung va ca
nhém nguoi dung ma ho thudc vé. Piéu nay c6 nghia 1 bay gior ho ¢d thé kiém soat
dwa trén ngudi ding thay vi dia chi IP cia ho, diéu nay khong phai liic nao ciing dang
tin cay. Vi du: dia chi IP dong c6 thé khac nhau dua trén viéc ngudi ding két ndi tur
van phong hay bén ngoai van phong.

- X4c dinh loai may cha: MNSP lap c4u hinh cac thiét bi dé giai quyét cac rui ro
do BYOD. N6 tich hop voi McAfee ePO va NTBA dé xac dinh loai thiét bj va hé
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diéu hanh cho tirng may chu trén mang cua nguoi st dung. Néu mot may cha cu thé
dugc nham muc tiéu cho mot cudc tan cong, ho ciing ¢ thé danh gia xem cudc tan
cong do6 c6 lién quan hay khong dya trén loai thiét bi va hé diéu hanh.

- B4o vé may 40: C4c phién ban 4o cua Cam bién cho phép ngudi st dung giam
sat luu lugng ngang hang gitra cAc may ao ngay ca trong cung mot may chi ao0. Cam
bién nén tang bao mat mang 4o duoc goi 1a Cam bién IPS ao hoic Cam bién 4o0. C6
thé trién khai Cam bién IPS ao nhu mot thiét bi ao trong nén tang ao hoa nhu may
chit VMware ESXi. Sau d6, c6 thé ciu hinh Cam bién IPS a0 dé bao vé mang 4o bén
trong nén tang 40 hoa hoac tham chi bén ngoai. Dua trén thiét ké mang va cac yéu
cau bao mat, ¢ thé dinh cau hinh Cam bién IPS 4o dé duogc noi tuyén giira cac may
a0 hoic dinh cau hinh n6 & ché do IDS. Ciing c6 thé st dung Cam bién IPS ao dé
kiém tra luu luong gitta cAc may cha vat ly.

- Phan tich luu luong mang ciia ngudi st dung: Cam bién IPS tich hop véi thiét
bi NTBA dé chu dong cung cap kha niang hién thi vé bat ky hanh vi bat thuong nao
trén mang caa ban. Ho gidm sat mot cach thu dong mang cua ban dé gitp xac dinh
cac mbi de doa tir APT va tham chi khic phuc s ¢6 mang. NTBA thu thap mét luong
I6n dit liéu, duoc chuyén doi thanh thong tin co ¥ nghia va phi hop, va duoc trinh
bay & dinh dang d6 hoa dé& hiéu.

- Tich hop voéi cac san pham McAfee khéac: Mot trong nhiing loi thé 16n nhat ma
MNSP mang lai 1a kha ning tich hop véi cac san pham McAfee khac dé ting hiéu

qua.
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Hinh 2.6 : Minh hoa so' @6 McAfee Network Security Platform.

- Ty chon trién khai linh hoat MNSP cung cip céc thiét bi c6 dung lugng théng
luong khac nhau dé dap ung cac phan doan mang toc do cao hon hién nay. Ching
dugc thiét ké dé bao vé toan dién ma khong anh hudng dén hiéu suat. Thong luong
cua cac thiét bi nay nam trong khoang tir 100 Mbps cho phép bao vé trong pham vi
tir 100 Mbps dén 40 Gbps.

- VIPS - Ap dung cac chinh sach ¢ cap giao dién va giao dién phy: Tinh ning
VIPS cho phép ban dinh cau hinh nhiéu chinh sach cho nhiéu moéi trudng va hudng
lwu lwong duy nhat, tit ca déu duoc giam sat bing mot Cam bién duy nhat. Muc tiéu
cua 40 hoa la quét chi tiét. Ao hda cho phép ban ap dung nhiéu chinh sach cho luu
luong truy cap qua mét giao dién duy nhat. Bang cach nay, mét chinh séch quét duy
nhat c6 thé duoc ap dung cho mot may chi hoic mot nhém may chu, khi luu lwong
truy cap caa ching sé khong di qua mot cong Cam bién duy nhat.

- Tinh sén sang cao: Cam bién hd tro trién khai tinh sdn sang cao, sir dung chuyén
d6i du phong Cam bién trang thai giita hai Cam bién ¢ ché d6 chd néng. Cac cam

bién dugc két ndi véi nhau, sao chép luu lugng gitra chung va duy tri ddng bo hoa.
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Néu mot Cam bién bi 16i, Cam bién dy phong s& tu dong tiép quan va tiép tuc theo

ddi Ivu lwong ma khong bi mat trang thai phién hoac suy giam cip do bao vé.

- Quan ly IPS c6 thé ma rong: Mot kién trdc dya trén web cd thé mé rong cho

phép khach hang quan Iy hiéu qua viéc trién khai IPS caa ho trong khi giam chi phi

hoat dong. Co ché cap nhat phan mém va chit ky theo thoi gian thuc cua MNSP ¢6

thé dinh cau hinh ty dong hoa qua trinh duy tri hé théng hoan chinh ma khéng can

hoac khéng co sy can thiép ctia con ngudi, do do giam chi phi van hanh lién tuc.

2.2.3.3.

Uu diém va nhwoc diém
a. Uu diém

- Nhanh chéng phét hién va ngin chian cac méi de doa dé bao vé cac tng dung va

dir ligu

- Giai phap hiéu xuat cao, c6 thé mo rong cho cac méi trudng ning dong

- Quan ly tap trung cho kha nang hién thi va kiém soéat

- Phét hién nang cao, bao gom phan tich phan mém doc hai khong c6 chix ky

- Giai ma SSL dén va di dé kiém tra luu lwong mang

- Tinh kha dung cao va bao vé phuc hdi sau tham hoa

- C4c thiét bi 40 c6 san
b. Nhuwogc diém

- Str dung t6n nhiéu tai nguyén.

- Giao dién khéng than thién véi nguoi dung

2.3.

So sanh cac hé théng phat hién xam nhap

Qua nhitng phan tich, nhitng danh gia vé khai niém, Kién trac ciing nhu co ché

hoat dong cuia cac hé théng phét hién xam nhap & trén ta co thé so sanh céc hé thong

nay theo bang dudi day:

Tiéu Snort | Suricata Ossec IBM SSEM MNSP
chi Qradar
Ludng | Pon Pa ludng | Da ludng Da ludng | Pa luong | Pa ludng
xtly | ludng
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Str Trung Nhiéu Nhiéu Nhiéu Nhiéu Nhiéu
dung | binh
tai
nguyeé
n hé
thdng
Tylé |Cao Thap Thap Thap Thap Thap
bo
qua
goi tin
Khi
luu
lugng
it
Ky Signature | Signatur | Signature- Signatur | Signatur | Signatur
thuat | -based e-based | based IDS, e-based | e-based | e-based
phat | IDS IDS Anomaly- IDS IDS IDS
hién based
Xam
nhap
Tap Strdung | Strdung | OSSEC lam Cong cu | Cong cu | CoOng cu
luat cac cac luat | viéc dua trén quy quy quy
luat tee tr VRT, |cacluatduoc |tic tly|tic tly|tic tdy
VRT, | Emergin | dinh nghia san | chinh chinh chinh
_Erhmefgmg 9 trong cac file. | (CRE) | (CRE) | (CRE)
Cﬁrzzat, Threat. gictﬁle dgloc
nhula | Ngoaira | % TORE T
cac tﬁp con ho muc
luat duoc | tro céc Ivar/ossec/rule
viét luat duoc s/.
bai cong | viét bang
dong Lua
script.
Két | Cothé Cho Phantichcac | Chuyén | Baocao |Kétqua
qua | ghikét | phépghi |log nhan duoc | tiép cothe |daurala
daura | quadau | kétqua | tir cac agent dit  lieu | duoc tao | cac
ra hay agentless véi cac | théng
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duéi dau ra (goi chung 1a | t6i capdir | béo canh
dang dudi client) va xuat | cac muc | lisuva | béo dang
Syslog, | dang Eve | ra céc canh tidu dd hoa email, tin
tecpdump, | jsonva | bao. Cac cénhﬁ ngoai vi, | khac nhan, tap
csv syslog. | Pbaonaycothe |pa nhau, lénh
hoac Ngoai ra Xuat ra cho cac théng bao gom
unified?2. con cfac cong cu Xur Syslog bzflo
hatrg | lognhu i a) Ca0
dUng. LogsFash, ngoai, hé cf,nnhi
Elastic Search "7 | bao céo
Lug .| déhién thi cho | thdng chi tiét
seript d€ | oydiquantri | JSON | va béo
lay ket | ping Kibana, |va cac | céo cao
quadau | trit trong | SIEM nhat.
ra cosodirlieu | khac. Cling c6
thé tao
lich trinh
tao va
gui bédo
cao theo
yéu cau.
Dé dang
xuét bao
cao sang
nhiéu
dinh
dang
khac
nhau nhu
TXT,
PDF,
Csv,
DOC,
XLS,
HTML.
Hé Linux, Linux, Linux, Linux, Window, | Window
diéu FreeBSD | FreeBSD | OpenBSD, Window | VMware | s, Linux,
hanh |, : FreeBSD, Mac | s macOS.
hd trg | OpenBS | MacOS, | OS X, Sun
D, Solaris va
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MacOS, | Window | Microsoft
Windows | s Windows.

Bang 1: So sanh cac hé thong phat hién xam nhap

2.4. Két luan chwong 2

Chuong 11 d4 trinh bay vé kién trac, hoat dong cling nhu tinh ning cua cac hé
théng phat hién xam nhdp mang Snort, Suricata, Ossec. Bén canh d6 chuong
nay con trinh bay vé cac hé thong phat hién xam nhap tich hop IBM Qradar,
SolaWinds Secuity Manager, McAfree cho phép tim kiém, phat hién xam nhap
ca hé théng mang va may chu, dong thdi hién thi cac logs thu thap duoc cho

nguoi dung phén tich. Tir d6 dua ra bang so sanh cac hé thong nay.
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CHUONG 3. THU NGHIEM TRIEN KHAI GIAI PHAP PHAT
HIEN XAM NHAP SURICATA CHO HE THONG MANG
TRUONG CAO PANG SU PHAM HA TAY

3.1. Khao sat va trién khai mé hinh

3.1.1 Khdo sat hé théng mang Trwong cao ding sw pham Ha Tay

TRUONG CAO DANG SU PHAM HA TAY
TONG THE

Hinh 3.1: Phéi canh tong thé trweong Sw pham Ha Tay

Truong Cao dang su pham Ha Tay duoc xay dung trén dién tich 14 ha bao gom 81
phong hoc va giang dudng dat tiéu chuan, 10 phong thuc hanh, thi nghiém; ngoai ra
con c6 nha tap Pa nang; Trung tdm thu vién hién dai vaéi dién tich trén 4000m2 da
dua vao str dung; san bai, nha thi du, bé boi dang duoc xay dung va nhiéu trang thiét
bi khac dap tng du nhu cau day hoc.

Qua khao st hé thong mang, may tinh tai truong Cao dang su pham Ha Tay duoc
xay dung dya trén kién trdc module hoéa (chia Iam nhiéu vung). Gém c6 cac phong
ban tai truong: hanh chinh, dao tao, thu vién, cac khoa, cd cac phong thuc hanh cho sinh
vién, khu vuc DMZ (hién chua trién khai dich vu gi)
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3.1.1.1. So dé mang

Nhom 1 Miy chi

................. , / y

Q
Switch &

|
|
I
: ( () trung tim
)
d :
| h\ 4 Cép 01—@ ) Cipauang
i Router WIFI
My tinh xich tay, didn 1 Router
thogi, méytinhbing |
|

"""""""""" i\

" V]
Nhém 3
e e~ W (S Y .. Nném2 _
Phong méy tinh hoc sinh

A
({.3901 L Q° Switch

§&

Miy tinh ban tai
¢cé phong/khoa

Hinh 3.2:M6 hinh mang may tinh trweong Sw pham Ha Tay

Cu thé hé thong mang dugc chia lam cac ving sau:

- Nh6m 1:Hé théng may chi

- Nhom 2:May tinh tai cac phong ban, khoa

- Nh6m 3:He¢ théng may tinh phong thuc hanh

- Nhom 4:May tinh xach tay, dién thoai, may tinh bang

3.1.1.2. Nhing tén tai cia hé thong mang tai trueong.

Hién nay, truong chua duoc cai hé théng tuong lira dé bao vé toan thé may tinh
cac phong ban, cac khu vuc mang tranh khoi cac hiém hoa, nguy co vé an toan
théng tin, cac rui ro ¢d thé anh huong téi hé thong mang :

- Céc tan cong vao khu vuc DMZ khi ma céc vung dé chay dich vu: web,

mail, DNS.
- Céc tan cong téi nguoi dung (Social engineering) trong mang.

- Tan cdng vao mang LAN cua truong
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Tan cdng nghe trom trén dudng truyén

Tan cdng vao tir chdi dich vy vao hé théng mang vin phong cua Ccac
phong, ban.

Tan cong bang ma doc vao hé thong mang thong qua ngudi dung hoic
cac phuong tién khac

Mang chua cé hé thong du phong, hé thong can bang tai, vv.. do vay
tinh sin sang cua hé théng con nhiéu diém han ché.

Xam nhap vat ly téi cac thiét bi cu thé cua hé thong

3.1.2 Gidi phap va mé hinh trién khai

3121

Giai phép

Str dyung tuong lira Suricata dé phat hién xam nhap va ngan chan nhiing luu
luong, su kién bat ngo xay ra trong cac may tinh cua cac phong ban dé sém cé thé c6
nhitng bién phap xt I kip thoi tranh mat an toan théng tin.

e Hé thdng mang trong truong dugc chia 1am 2 khu vuc
- Khu vuc mang ngoai: c6 két néi Internet
- Khu vyc mang trong: khdng cé két ndi Internet

e Chuc ning cta hé thong

- Truy cap Internet an toan: Cho phép nguodi dung dang lam viéc & mang

trong, khong c6 két néi Internet, truy cap Internet va bao vé an ninh dit liéu,

chéng that thoat dir liéu, thong tin va ngin chin phoi nhiém ma doc.

e Bang céc thanh phan cua hé théng

Thanh phan Tinh chét Ghi chu

Phong thuc hanh | Noi thuc hanh caa cac ban sinh vién 192.168.10.X

Phong hanh | Noi quan |i hd so, gidy to, luu trir dir liéu cua | 192.168.20.X
chinh sinh vién

Phong ddo tao | hudng, phét trién cong tac dao tao caa truong.

Noi tham muu va giap hiéu truéng dinh | 192.168.30.X

Quan li thong tin dao tao cua truong




47

Noi sinh vién ¢6 thé tim hiéu, tra cu cac tai | 192.168.40.X

Thu vign liéu lién quan dén viéc hoc tap

La noi ctia c4c gi&o vién 1am viéc , trao ddi va | 192.168.50.X

Van phong hop trong qua trinh cong tac

Khuvuc DMz | L@ noi luu trit tai Ileu cac pham mém hd tro | 10.1.1.X
hoc tap cho sinh vién

Bang 2: Cac thanh phan cia hé théng mang
3.1.2.2 M@ hinh trién khai
Hé théng thir nghiém duogc trién khai cai dat gém 2 may nhu sau:
- May Kali Linux sir dung c&c cdng cu dé thuc hién cac kich ban tan cong
mang dén may muc tiéu 12 may Ubuntu chay Suricata.

- May Ubuntu cai dat va cau hinh hé théng phét hién xam nhap Suricata dé
dua ra canh bao.

Iinterna

Network
Fd— =
. -

-_—

Kali Linux Host Suricata
Host

Hinh 3.3: M6 hinh trién khai suricata
3.2. Cai dit va cau hinh hé théng phat hién xam nhap Suricata
3.2.1. Yéu cdu phdn cigng va phan mém
Hé thng thir nghiém duoc trién khai trén may ao chay hé diéu hanh Ubuntu
Linux voi cac yéu cau phan cang va phan mém sau:
- Hé théng chay CPU Intel Core i5, 4GB RAM, 100GB HDD
- Ubuntu phién ban 16.04

- Bo phan mém phat hién xam nhap Suricata phién ban 6.0.5.
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- Ung dung web chira 15i cho thtr nghiém (DVWA).
- Kali Linux phién ban 2021 (sir dung lam may tan cong).
3.2.2. Cai dat
Hé thdng dugc cai dat theo cac budc sau:
Buwoc 1: Cai dat Suricata
- Cap nhat hé thdng véi kho chira phan mém Suricata
$ sudo add-apt-repository ppa:oisf/suricata-stable
- Cai dat phan mém Suricata
sudo apt-get install suricata
- Thiét lap cho phép chay tu dong va khsi chay Suricata:
sudo systemctl enable suricata.service
Buéc 2: CAu hinh lan dau cho Suricata
- Chinh sira file cdu hinh Suricata
$ sudo pico /etc/suricata/suricata.yaml
Chinh stra interface ma Suricata giam sat l1a ‘eth0’ hoac giao dién mang trén
may cai dat:
# Linux high speed capture support
af-packet:
- interface: ethO
# Number of receive threads. "auto” uses the number of cores
#threads: auto
# Default clusterid. AF_PACKET will load balance packets based on

flow.
cluster-id: 99

vars:

# more specific is better for alert accuracy and performance
address-groups:

HOME_NET: "[192.168.0.0/16,10.0.0.0/8,172.16.0.0/12]"
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EXTERNAL_NET: "I$SHOME_NET"
Buréc 3: Bb sung cac luat phét hién vao file /etc/suricata/rules/users.rules
- Chinh sura file c4u hinh Suricata /etc/suricata/suricata.yaml cho phép sir dung
luat tu file users.rules
HH
## Configure Suricata to load Suricata-Update managed rules.
H#
default-rule-path: /etc/suricata/rules
rule-files:
- users.rules
- Tao mai céc luat trong file users.rules vai noi dung nhu sau:
# Luat phat hien tan cong ra quet cong
alert tcp any any -> $SHOME_NET any (msg:"Phat hien tan cong ra quet cong
dich vu"; fragbits:D; flags:S; threshold: type both, track by src, count 100,
seconds 5; sid:10000001;)
# Luat phat hien tan cong SYN Flood
alert tcp any any -> $SHOME_NET any (msg:"Phat hien tan cong TCP SYN
Flood"; flow:to_server; flags: S,12; threshold: type both, track by_dst, count
5000, seconds 5; classtype:misc-activity; sid:10000002;)
# Luat phat hien tan cong SQLi - OR
alert tcp any any ->any 80 (msg:"Phat hien tan cong SQL.i - OR"; content:"or";
nocase; sid:10000009;)
# Luat phat hien tan cong SQLi - UNION
alert tcp any any -> any 80 (msg:"Phat hien tan cong SQLi - UNION";
content:"union”; nocase; sid:10000010;)
# Phat hien tan cong duyet duong dan
alert tcp any any -> any 80 (msg:"Phat hien tan cong duyet duong dan";
content:"../"; nocase; sid:10000012;)
# Phat hien tan con Brute force SSH
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alert tcp any any -> $SHOME_NET 22 (msg:"Phat hien tan cong SSH brute
force™; flow:to_server,established,; content:"SSH-"; depth:4;
detection_filter:track by src, count 3, seconds 30; metadata:service ssh;
classtype:misc-activity;sid:10000007;)
# Phat hien goi tin ping
alert icmp any any -> $HOME_NET any (msg:"Phat hien goi tin Ping";
sid:10000008; classtype:icmp-event;)
Buéc 4: Kiém tra cau hinh Suricata
$ sudo suricata -T -c /etc/suricata/suricata.yaml -v
Buéc 5: Khoi dong va kiém tra trang thai hoat dong cua Suricata
$ sudo systemctl start suricata.service
$ sudo systemctl status suricata.service
Buéc 6: Xem két qua chay thir trong Suricata log
$ sudo tail -f /var/log/suricata/suricata.log (log hoat dong)

$ sudo tail -f /var/log/suricata/fast.log (log chira cac canh béo)

3.3. Thir nghiém va danh gia
3.3.1. Céc thir nghiém phat hién va két qud
3.3.1.1. Phét hi¢n cac goi tin Ping
- Kich ban: Trén may tan cong (Kali Linux) st dung lénh ping dé ping may chay
Suricata. Trén may Suricata xem log phat hién trong file
Ivar/log/suricata/fast.log.
- Luat phét hién sir dung:
alert icmp any any -> $HOME_NET any (msg:"Phat hien goi tin Ping";
sid:10000008; classtype:icmp-event;)

- Két qua cho nhu trén cac hinh 3.4 va 3.5



51

kali® attacker) - [~/Desktop
$ 192.168.112.147

PING 192.168.112.147 (192.168.112.147) 56(84) bytes of data.

64 bytes from 192.168.112.147: icmp seq=1 ttl=64 time=0.545 ms
64 bytes from 192.168.112.147: icmp seq=2 ttl=64 time=0.994 ms
64 bytes from 192.168.112.147: icmp seq=3 ttl=64 time=0.743 ms
64 bytes from 192.168.112.147: icmp seq=4 ttl=64 time=0.584 ms
64 bytes from 192.168.112.147: icmp seq=5 ttl=64 time=0.606 ms
64 bytes from 192.168.112.147: icmp seq=6 ttl=64 time=0.857 ms
64 bytes from 192.168.112.147: icmp seq=7 ttl=64 time=0.909 ms
64 bytes from 192.168.112.147: icmp seq=8 ttl=64 time=0.914 ms
64 bytes from 192.168.112.147: icmp seq=9 ttl=64 time=0.904 ms

Hinh 3.4: Ping tir may tan cong den may Suricata
05/09/2022-08:52:01.836411 [**] [1:1000001:0] Phat hien goi tin Ping [**] [Classification:
Generic ICMP event] [Priority: 3] {ICMP} 192.168.112.2:3 -> 192.168.112.134:0

05/09/2022-08:52:02.841546 [**] [1:1000001:0] Phat hien goi tin Ping [**] [Classification:
Generic ICMP event] [Priority: 3] {ICMP} 192.168.112.2:3 -> 192.168.112.134:0

05/09/2022-08:52:03.865568 [**] [1:1000001:0] Phat hien goi tin Ping [**] [Classification:

Generic ICMP event] [Priority: 3] {ICMP} 192.168.112.2:3 -> 192.168.112.134:0

05/09/2022-08:52:04.888986 [**] [1:1000001:0] Phat hien goi tin Ping [**] [Classification:
Generic ICMP event] [Priority: 3] {ICMP} 192.168.112.2:3 -> 192.168.112.134:0

05/09/2022-08:52:05.913198 [**] [1:1000001:0] Phat hien goi tin Ping [**] [Classification:
Generic ICMP event] [Priority: 3] {ICMP} 192.168.112.2:3 -> 192.168.112.134:0

Hinh 3.5: Suricata canh bao phat hién goi tin Ping

3.3.1.2. Phat hién tan cong ra quét cong dich vu
- Kich ban: Trén may tan c6ng st dung lénh nmap dé quét cac cong dich vu chay
trén may chay Suricata. Trén may Suricata xem log phat hi¢n trong file
Ivar/log/suricata/fast.log.

- Luat phat hién sir dung:

alert tcp any any -> $SHOME_NET any (msg:"Phat hien tan cong ra quet cong
dich vu"; fragbits:D; flags:S; threshold: type both, track by src, count 100, seconds
5; sid:10000001;)

- Két qua cho nhu trén cac hinh 3.6 va 3.7.
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kali% attacker) - [~/Desktop

$ -sV 192.168.112.147
Starting Nmap 7.91 ( https://nmap.org ) at 2022-05-09 14:17 +07
Nmap scan report for 192.168.112.147
Host is up (0.0031s latency).
Not shown: 998 closed ports
PORT  STATE SERVICE VERSION
22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.10 (Ubuntu Linux; protocol 2.0)
80/tcp open http Apache httpd 2.4.18 ((Ubuntu))
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux kernel

Service detection performed. Please report any incorrect results at https://nmap.org/s
ubmit/ .
Nmap done: 1 IP address (1 host up) scanned in 7.85 seconds

Hinh 3.6 : Sir dung nmap dé quét cong dich vu trén may Suricata

05/09/2022-14:16:13.999037 [**] [1:10000001:0] Phat hien tan cong ra quet cong dich vu [**]
[Classification: (null)] [Priority: 3] {TCP} 192.168.112.134:41618 -> 192.168.112.147:1112

05/09/2022-14:16:28.658790 [**] [1:10000001:8] Phat hien tan cong ra quet cong dich vu [**]
[Classification: (null)] [Priority: 3] {TCP} 192.168.112.134:58292 -> 192.168.112.147:1141

05/09/2022-14:17:38.743893 [**] [1:10000001:0] Phat hien tan cong ra quet cong dich vu [**]
[Classification: (null)] [Priority: 3] {TCP} 192.168.112.134:53524 -> 192.168.112.147:8701

Hinh 3.7: Suricata canh bao phat hi¢n tan cong ra quét cong dich vu
3.3.1.3. Phat hién tan cong SSH brute force
- Kich ban: Trén may tan cong str dung cong cu Hydra dé tan cong brute force
tim mat khau cuaa dich vy SSH trén may chay Suricata. Trén may Suricata xem

log phat hién trong file /var/log/suricata/fast.log.

- Luat phét hién sir dung:

alert tcp any any -> $HOME_NET 22 (msg:"Phat hien tan cong SSH brute
force™; flow:to_server, established; content:"SSH-"; depth:4; detection_filter: track
by src, count 3, seconds 30; metadata:service ssh; classtype:misc-activity;
sid:10000007;)

- Két qua cho nhu trén cac hinh 3.8 va 3.9.
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~/Desktop
$ -1 ubuntu -P /tmp/pass-list.txt 192.168.112.147 ssh

d to reduce the tasks:

s per task

[DATA] attacking ssh://192.168.112.147:22/
1 of 1 target completed, © valid password found
Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2022-05-09 09:11:25

255 x

Hydra v9.1 (c) 2020 by van Hauser/THC & David Maciejak - Please do not use in military
or secret service organizations, or for illegal purposes (this is non-binding, these
*** jgnore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2022-05-09 09:11:16

[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommende
use -t 4
[DATA] max 16 tasks per 1 server, overall 16 tasks, 54 login tries (l:1/p:0), ~54 trie

Hinh 3.8: Sir dung Hydra dé tan cong SSH brute force trén may Suricata

05/09/2022-09:11:17.320458
ssification: Misc activity]

05/09/2022-09:11:17.321185
ssification: Misc activity]

05/09/2022-89:11:17.321968
ssification: Misc activity]

05/09/2022-09:11:17.322344
rssification: Misc activity]

05/09/2022-89:11:17.324087
ssification: Misc activity]

05/09/2022-89:11:17.324381
ssification: Misc activity]

[**] [1:10000007:0]
[Priority: 3] {TCP}

[**] [1:10000007:0]
[Priority: 3] {TCP}

[**] [1:10000007:0]
[Priority: 3] {TCP}

[**] [1:10000007:0]
[Priority: 3] {TCP}

[**] [1:10000007:0]
[Priority: 3] {TCP}

[**] [1:10000007:0]
[Priority: 3] {TCP}

Phat hien tan cong SSH brute
192.168.112.134:52080

Phat hien tan cong SSH brute
192.168.112.134:52004

Phat hien tan cong SSH brute
192.168.112.134:52014

Phat hien tan cong SSH brute
192.168.112.134:52010

Phat hien tan cong SSH brute

192.168.112.134:52018 -> 192.

Phat hien tan cong SSH brute
192.168.112.134:52020

<> 192.

-> 192.

-» 192.

-> 192.

<> 192.

force [**] [Cla
168.112.147:22

force [**] [Cla
168.112.147:22

force [**] [Cla
168.112.147:22

force [**] [Cla
168.112.147:22

force [**] [Cla
168.112.147:22

force [**] [Cla
168.112.147:22

Hinh 3.9: Suricata canh bao phat hién tan cong SSH brute force

3.3.1.4. Phat hién tan cong DoS TCP SYN Flood
- Kich ban: Trén may tan cong str dung céng cu hping3 dé tan cong TCP SYN

Flood may chay Suricata. Trén may Suricata xem log phéat hién trong file

Ivar/log/suricata/fast.log.

- Luat phéat hién sir dung:

alert tcp any any -> $SHOME_NET any (msg:"Phat hien tan cong TCP SYN
Flood"; flow:to_server; flags: S,12; threshold: type both, track by dst, count 5000,

seconds 5; classtype:misc-activity; sid:10000002;)

- Két qua cho nhu trén cac hinh 3.10 va 3.11.
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kali%attacker)- [~/Desktop
§ -c 15000 -d 120 -S -w 64 -p 80 --flood --rand-source 192.168.112.147
[sudo] password for kali:
HPING 192.168.112.147 (eth0 192.168.112.147): S set, 40 headers + 120 data bytes
hping in flood mode, no replies will be shown

Hinh 3.10: Sir dung hping3 dé tan cong TCP SYN Flood may Suricata

05/09/2022-08:32:16.359158 [**] [1:10000002:0] Phat hien tan cong TCP SYN Flood [**] [Class
ification: Misc activity] [Priority: 3] {TCP} 96.229.140.42:13628 -> 192.168.112.147:80

05/69/2022-08:32:21.401257 [**] [1:10000002:0] Phat hien tan cong TCP SYN Flood [**] [Class
ification: Misc activity] [Priority: 3] {TCP} 156.185.217.40:31402 -> 192.168.112.147:80

05/89/2022-08:32:26.326769 [**] [1:10000002:0] Phat hien tan cong TCP SYN Flood [**] [Class
ification: Misc activity] [Priority: 3] {TCP} 246.218.115.5:52492 -> 192.168.112.147:80

05/09/2022-08:32:31.396366 [**] [1:10000002:0] Phat hien tan cong TCP SYN Flood [**] [Class
ification: Misc activity] [Priority: 3] {TCP} 251.226.17.37:56807 -> 192.168.112.147:80

05/09/2022-08:32:36.351298 [**] [1:10000002:0] Phat hien tan cong TCP SYN Flood [**] [Class
ification: Misc activity] [Priority: 3] {TCP} 26.5.14.219:942 -> 192.168.112.147:80

Hinh 3.11: Suricata canh b&o phat hién tan cong TCP SYN Flood
3.3.1.5. Phat hién tan cong SQLi - OR
- Kich ban: Trén may tan cong sir dung trinh duyét dé truy cap tng dung web
DVWA chay trén may chay Suricata. Nhap chudi “ 1’ or 1> = “1 ” vao 6 User
ID. Trén may Suricata xem log phat hién trong file /var/log/suricata/fast.log.

- Luat phat hién st dung:

alert tcp any any -> any 80 (msg:"Phat hien tan cong SQLi - OR"; content:"or";
nocase; sid:10000009;)

- Két qua cho nhu trén cac hinh 3.12 va 3.13.



55

Vulnerability: SQL Injection

User ID:| || Submit |
ID: 1' o 1'="1
First name: admin
surname: admin

ID: 1" or 1' = "1
First name: Gordon
Surname: Brown

ID: 1" o 1" ="1
First name: Hack
Surname: Me

ID: 1' o 1' = "1
First name: Pablo
surname: Picasso
ID: 1' or 1'="1
First nams: Bob
surname: Smith

Hinh 3.12: T4n c6ng SQL. - OR vao ng dung web DVWA trén may Suricata

05/89/2022-13:38:15.998963 [**] [1:10800009:0] Phat hien
ation: (null)] [Priority: 3] {TCP} 192.168.112.1:57362

tan
192.

-~

05/09/2022-13:39:03.895503 [**] [1:10000009:0] Phat hien
ation: (null)] [Priority: 3] {TCP} 192.168.112.1:57363 ->

tan
192.

05/09/2022-13:43:04.670138 [**] [1:16000009:0] Phat hien
ation: (null)] [Priority: 3] {TCP} 192.168.112.1:57385 ->

tan
192.

05/09/2022-13:43:50.948078 [**] [1:10000009:0] Phat hien
ation: (null)] [Priority: 3] {TCP} 192.168.112.1:57389 ->

tan
192.

cong SQLi - OR [**] [Classific
168.112.147:860

cong SQLL - OR [**] [Classific
168.112.147:80

cong SQLL - OR [*¥] [Classific
168.112.147:80

cong SQL1 - OR [**] [Classific
168.112.147:80

Hinh 3.13 :Suricata canh bao phat hién tan cong SQLi - OR

3.3.1.6. Phét hién tan cong SQLi - UNION

- Kich ban: Trén may tan cong sir dung trinh duyét dé truy cap tng dung web

DVWA chay trén may chay Suricata. Nhap chudi “ -1 union select user,

password from users -- ” vao 6 User ID. Trén may Suricata xem log phat hién

trong file /var/log/suricata/fast.log.

Luat phat hién sir dung:
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alert tcp any any -> any 80 (msg:"Phat hien tan cong SQLi - UNION";

content:"union"; nocase; sid:10000010;)

- Két qua cho nhu trén cac hinh 3.14 va 3.15.

Vulnerability: SQL Injection

User ID: | || Submit |

ID: -1' wnion select user, password from users -- -
irst name: admin
Surname: 5f4dcc3b5aav65d61d8327deb882cf99

ID: -1' wnion select user, password from users -- -
irst name: gordonb

Surname: =99al3c428cb38d5f26@58536

7B922e83

ID: -1' wnion select user, password from users -- -
irst name: 1337

Surname: 2d3533d75ae2c3966d7e0d4fccea216b

ID: -1' wnion select user, password from users -- -
irst name: pablo
Surname: B8d187degfSbbedBcadelde5c71ede3b?

ID: -1' wnion select user, password from users -- -
irst name: smithy

Hinh 3.14: T4n c6ng SQLi - UNION vao &ng dung web DVWA trén may Suricata

05/09/2022-09:42:05.360846 [**] [1:10000010:0] Phat hien tan cong SQLi - UNION [**] [Classi
fication: (null)] [Priority: 3] {TCP} 192.168.112.1:56314 -> 192.168.112.147:80

05/09/2022-09:42:23.792985 [**] [1:10000010:0] Phat hien tan cong SQLi - UNION [**] [Classi
fication: (null)] [Priority: 3] {TCP} 192.168.112.1:56315 -> 192.168.112.147:80

05/09/2022-13:23:38.902800 [**] [1:10000010:0] Phat hien tan cong SQLi - UNION [**] [Classi
fication: (null)] [Priority: 3] {TCP} 192.168.112.1:57259 -> 192.168.112.147:80

05/09/2022-13:23:57.171395 [**] [1:10000010:0] Phat hien tan cong SQLi - UNION [**] [Classi
fication: (null)] [Priority: 3] {TCP} 192.168.112.1:57265 -> 192.168.112.147:80

Hinh 3.15: Suricata canh bao phat hién tan cong SQLi - UNION

3.3.1.7. Phat hi¢n tan cong duyét dirong dan
- Kich ban: Trén may tin cong sir dung trinh duyét dé truy cap tng dung web

DVWA chay trén may chay Suricata. Truy cap URL
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http://192.168.11.147/DVWA/vulnerabilities/fi/?page=../../../I..1..I..]..]..[etc/pas
sword dé truy cap file chtra danh sach nguoi dung hé théng. Trén may Suricata
xem log phat hién trong file /var/log/suricata/fast.log.

- Luat phat hién sir dung:

alert tcp any any -> any 80 (msg:"Phat hien tan cong duyet duong dan™;
content:"../""; nocase; sid:10000012;)

- Két qua cho nhu trén cac hinh 3.16 va 3.17.

&« C A Notsecure | 192.168.112.147/DVWA/vulnerabilities/fi/?page=../../ wd 2 ¥ O &

root > 0:0croot.froot (bin/bash daemon:x:1:1:daemon:fusr/shin:fusrfsbin/nologin bin-x2-2-bin-/bin-/usr/sbin/nologin sysox:3:3:sys:/dev:fusrisbin/nologin sync:x4:65534:syr
games:x:5:60.games:/usr/games:/usr/shin/nologin man:x:6: 12:man-var/cache/man:/usr/sbinfnologin Ip:x:7-7:Ip:ivarfspoolilpd:/usrisbin/nologin mail:x:8:8:mail.fvar/mail: it
news: x99 news /var/spoolnews-jusrisbin/nologin uucpx: 10:10:uucp:ivar/spool/uucp-usrisbin/nologin proxy:x:13:13:proxy-/bin:/usrsbinfnologin www-data; 3333w
data:ivariwww fusrisbin/nologin backup:x:34.34:backup:/var/backups.fusrisbin/nologin list:x:38:38:Mailing List Manager-fvar/list.fusr/sbin/nologin

ire 39:39cired: varfrundfired Jusr/sbin/mologin gnatsx41:41:Gnats Bug-Reporting System (admin)-varfib/gnats-/usr/sbin/nologin
nobody:x:65534.65534:nobody./nonexistent./usrisbin/nologin systemd-timesync:x:100:102:systemd Time Synchronization,,,.frun/systemd:/bin/ffalse systemd-network:x 1
Network Management, ,-frunfsystemdfnetif-/binffalse systemd-resolve:x:102:104:systemd Resolver, - /run/systemd/resolve:/binffalse systemd-bus-proxy:x 103:105:syste
Proxy,,,.frun/systemd:binffalse syslog:c104:108: mome/syslog.binfalse _aptx 105.65534: /nonexistent./bin/false messagebus:: 106:110: varrun/dbus:/hinffalse
uuidd::107: 111 frunfuuidd /binffalse lightdm:x: 108:114:Light Display Manager.ivarflibflightdm:/binffalse whoopsiex-109:117:-/nonexistent/binffalse avahi-autoipdx: 110:
daemon,,.:varllib/avahi-autoipd:/binfalse avahizx111:120:Avahi mDNS dasmon,,.-varrun/avahi-daemon:/bin/false dnsmasq:x:112:65534.dnsmasq,.. . varlib/misc:/binf
colord:x:113:123:colord colour management daemon,,,fvarflib/colord:/binffalse speech-dispatcher::114:29:Speech Dispatcher,, fvarfrun/speech-dispatcher/bin/false
hplip:x:115:7:HPLIP system user,, -ivar/run/hplip:/binfalse kemoops:x:116:65534:Kemel Oops Tracking Daemon,,,.//binffalze pulse:x: 117:124:PulseAudio

daemon,, -Aarirunipulse:/binffalse rkitx: 118:126:Realtimekit,, fproc/binfalse saned:x: 119127 fvarlibisaned: bin/false usbmux:x: 120:46:usbmux daemon,, fvarllib/us|
ubuntuz:1000:1000:Ubuntu,, /home/ubuntu:/min/bash sshd:x:121:65534: varrun/sshd:fusr/shin/nologin quest-bg 1618999999 Guest tmp/guest-bg1618-/bin/bash
mysqlz:122:129:MySQL Server,, fnonexistent /binffalse

05/09/2022-13:46:22.473390 [**] [1:10000012:0] Phat hien tan cong duyet duong dan [**] [Cla
ssification: (null)] [Priority: 3] {TCP} 192.168.112.1:57399 -> 192.168.112.147:80

05/09/2022-13:46:22.473998 [**] [1:10000012:0] Phat hien tan cong duyet duong dan [**] [Cla
ssification: (null)] [Priority: 3] {TCP} 192.168.112.1:57399 -> 192.168.112.147:80

05/09/2022-13:46:29.924196 [**] [1:10000012:0] Phat hien tan cong duyet duong dan [**] [Cla
ssification: (null)] [Priority: 3] {TCP} 192.168.112.1:57460 -> 192.168.112.147:80

05/09/2022-13:46:54.799741 [**] [1:10000012: hien tan cong duyet duong dan [**] [Cla
ssification: (null)] [Priority: 3] {TCP} 192.168.112.1:57401 -> 192.168.112.147:80

Hinh 3.17: Suricata canh b&o phat hién tan cong duyét dwong din
3.3.2. Nhdn xét
Sau khi phat hién cac tinh hudng xAm nhap hé thong, suricata sé tong hop logs

va chuyén qua mot by phan tich chung sau d6 xuét ra cac canh bao.
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Hé thdng phat hién xdm nhép st dung Suricata da phat hién chinh xéc 7 kich
ban tan cong hé thong. Cu thé:
- Phaét hién dugc céac goi tin ping va ra quét cong la cac dang tan cong tham
thinh.
- Phét hién duoc tin cong DoS TCP SYN Flood.
- Phét hién duoc tan cong do tim tai khoan - mat khau - brute force.

- Phét hién duoc mot sb dang tin cong web, nhu SQLi va duyét duong dan.

3.4. Két luan chwong 3
Chuong 3 da mo ta viéc trién khai tha nghiém hé théng phat hién xam nhap

Suricata cho trudng CDSP Ha Tay, bao gdbm gidi thiéu hién trang hé théng mang va
van dé bao mat cua hé thong mang cua truong, mo hinh trién khai ther nghiém, van
dé cai dat, cau hinh Suricata va thir nghiém phat hién mét s dang tan cong sir dung
Suricata. Céc két qua ban dau cho thay, hé théng phat hién xam nhap sir dung Suricata

da phat hién chinh xac 7 kich ban tan céng hé théng.
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KET LUAN

Cé4c két qua dat dwoc:
Lu4n vin ndy tip trung nghién ctru vé thu thap, xu ly, phan tich log truy cép,

phuc vu phat hién cac hanh vi bt thudng va nguy co mét an toan thong tin trong
hé théng mang cua truong Cao Dang Su Pham Ha Tay. Céac ndi dung da thyc hién
trong luan vin bao gom:

- Trinh tong quan vé tdn cong, xAm nhap mang, cac dang tin cong xam nhap
thuong gip; dong thoi cling da khai quat vé phat hién xdm nhap ciing nhu cac k¥
thuat phat hién xdm nhap qua d6 ta c6 cai nhin rd hon vé tin cong, xam nhap.

- MO ta mot s6 nén tang vé cong cu xtr Iy va phan tich log truy nhap, tir d6 rat
ra so sanh, danh gia dé tim ra mé hinh trién khai ph hop.

- Trinh bay kién trlc, hoat dong tinh ning cua cac hé thbng xam nhap mang
pho bién hién nay la Snort, Suricata. Tir d6, dua ra so sanh vé uu, nhugc diém cua
c4c hé thong nay.

- Cai dat he thong phat hién tan cong, xam nhap mang véi nén tang ma nguon
mé nhu Suricata. Thir nghiém cac kich ban tin cdng cu thé va dua ra két qua canh
b4o khi bj tan cong.

Luén vin c6 thé dwoc phat trién theo cic huwdng sau:

- Trién khai thir nghiém mé hinh phat hién tan cong, xam nhap mang dya trén
Suricata két hop Elastic Stack cho phét hién bat thuong va cac nguy co ATTT trén
hé théng mang thuc. Hoan thién ti uu hoa hé thdng dé cé thé phan tich xu ly logs
nhanh chéng va ting hiéu nang cua hé thong.

- Xay dyng va b sung thém céc tap luat giam sat, phat hién bat thuong va
cac nguy co ATTT, dam bao kha ning phét hién kip thoi cac nguy co mat an ninh
an toan; dong thai cd thé tich hop thém hé théng ngin chan va tan cong mang, tich

hop tinh nang canh bao qua email, telegram...
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