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1
MO DAU

Cung voi su phat trién ctia mang Internet, mang World Wide Web toan cau va cac dich
vu trén nén Internet, cac dang tan cong, xam nhép vao cac hé théng mang, may chu va thiét
bi dau cudi ctia nguoi dung cling phét trién & mirc dang lo ngai. Cac dang t6i pham trén khong
gian mang trd nén rat pho bién va luén dimg dau danh sach truy ni ctia Cyc Diéu tra lién bang
My (FBI) trong nhitng nim gan day [1]. V& mit dja 1y, Viét Nam trong nhitng nim gan day
luén nam trong top 10 nudc 1a dich bi tn cong nhiu nhat [1]. Cac dang ma doc va tin cong,
khai thac cling tang vot trén cac nén tang di dong va IoT. Hang F-Secure udc tinh sd lugng
tan cong, xadm nhap vao cac thiét bi IoT ting gap 3 1an trong 6 thang dau nam 2019 [2].

Pé phong chdng hiéu quéa cac dang tin cong, xdm nhap vao cac hé thong mang, may
cht va thiét bi dau cudi ctua ngudi dung, mo hinh phong vé theo chiéu sau thuong dugc ap
dung [3]. Trong do, nhiéu 16p bao v¢ dugc trién khai theo chiéu sdu nham dam béo an toan
cho cac tai san thong tin quan trong ctia co quan, t6 chirc va ngudi dung. Cac 16p bao vé nhu
tuong lira, cac hé thong kiém soét truy cap thuong dugc xem 1a 16p bao vé dau tién trong hé
thng bao vé da 16p. Tiép theo, 16p bao vé thir 2 gom cac hé thong giam sat, phat hién va ngin
chidn tin cong, xdm nhéap dugc trién khai nham giam sat, phat hién cac dang tan cong, xam
nhap nguy hiém di vuot qua 16p bao vé thir nhat. Hién nay, c6 nhiéu giai phap, hé thong phat
hién tin céng, xAm nhap m3 mo, mién phi va thuong mai da duoc phat trién va trién khai ing
dung. Mdi giai phéap, hé théng phat hién tin cong, xAm nhap lai c6 cac tinh ning va kha ning
giam sat, bao v¢ khac nhau. Viéc nghién ctru, khao sat cac hé théng phat hién tan cong, xam
nhap, nham lya chon hé thé)ng phat hién xam nhép phu hop véi nhu cau cu thé ctia mdi co
quan, t6 churc 1a viée lam can thiét. Dé thuc hién muc tiéu trén, hoc vién lwa chon dé tai
“Nghién ciru cic giai phap phat hién xAm nhap va ung dung cho Trudng cao dang su pham

Ha Tay” dé thuc hién luan vantdt nghiép cua minh.
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CHUONG 1. TONG QUAN VE XAM NHAP VA PHAT HIEN XAM
NHAP

1.1.  Téng quan vé xam nhap

Churong I trinh bay vé dinh nghia tan cdng, xam nhdp hé thong, khdi qudt cac phwong thirc
st dung, muc tiéu va tac hai cia né. Tiép d6 sé phan logi cac dang tan cong, xam nhdp va
gidi thiéu cdc phwong thirc tiéu biéu.

1.1.1. Khai quat vé tén cong, xam nhdp

Khéi niém tin cong mang (hodc “tdn cong khéng gian mang”) trong tiéng Anh 1a Cyber
attack (hoac Cyberattack), dugc ghép bai 2 tu: Cyber (thudc khong gian mang internet) va
attack (Sy tan cong, pha hoai). Tan cong mang l1a hanh vi sir dung khdng gian mang, cong
nghé thong tin hodc phuong tién dién tir dé pha hoai, gay gian doan hoat dong ctia mang vién

thdng, mang Internet, mang may tinh, hé thong thdng tin, hé théng xir Iy va diéu khién théng
tin, co s dir liéu, phuong tién dién tir

1.1.2. Gidi thigu mét sé dgng tdn cong, xam nhdp dién hinh
1.1.2.1. Tdn céng vao mdt khau

Tan cdng mat khau 1a hinh thirc hacker tim cach hack mat khau va truy cap vao tai khoan cua
ngudi ding [3]. Thong tin cua ngudi ding s& bi danh cip trén dudng truyén tir may chu dén
may khach.Hoac hacker ciing c6 thé danh cip mat khau théng qua cac dang tan cong XSS
hoac Social Engineering. Vi thé, tin cong mat khau con c6 tén goi khéac 1a hack password.
Muc dich chinh ctia tin cong mat khau chinh 1a truy cap tai khoan va lra ddo. Mot s6 tai
khoan thudng xuyén bi hack password, gmail. Nguy hiém hon 1a tan cong mat khau tai khoan
ngan hang, thé tin dung......
1.1.2.2. Tdn céng chén ma doc

Tan cong chén ma doc (Malicious Code Injection) Dit liéu dau vao bj cac Hacker loi
dung cac ké& ho trong phan mém dugc cac 1ap trinh vién viét ra hoic k& ha khi ciu hinh hé
théng khong kiém tra va giam sét [3]. Ma doc co thé duoc hacker chén vao trong qué trinh
ngudi ding thao tac c4c tép dir liéu nhap va thuc thi ching trén hé théng cua nguoi ding.
1.1.2.3. Tdn cong tr chéi dich vu

DoS (Denial of Service Attacks) hay con goi la tan cong tir chdi dich vy, DoS hoat dong
duéi dang tan cong bang cach "tudn™ 6 at traffic hoic giri théng tin cd thé kich hoat su c6 dén
may chu, hé thong hoac mang muc tiéu nham ngin can nguoi ding truy nhap cac tai nguyén
hé thdng [3]. C6 2 loai tin cdng DoS chinh 14 :
1.1.2.4. Tdn cong tir choi dich vu phan tan
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Tan cong tir chdi dich vu phan tan (DDoS - Distributed Denial of Service Attacks) muc
tiéu ciia phuong phap tan cong nay 1a nham dén cac may chu (server), hacker s& st dung nhiéu
thiét bi, may tinh da bi hack tir trude dé dong loat giri lwong 16n request va yéu cau truy cap
tai may cha lam cho may chu bi sap.
1.1.2.5. Tdn cong gid mao dia chi

La mot loai tan céng mang trong d6 ké xam nhap bat chudc mot thiét bi hoic nguoi
ding hop phép khac dé khoi dong mot cudc tin cong vao mang, hanh dong nay cua ké tan
cong duoc goi 1a IP Spoofing [4]. Bé truy cap vao hé théng mang caa ban, may tinh bén ngoai
phai “gianh” dugc mot dia chi IP tin cay trén hé thng mang. Vi vay keé tan céng phai sir dung
mot dia chi IP nam trong pham vi hé théng mang cua ban.
1.1.2.6. Tdn cdng nghe trém

Théng tin s& bi danh cap bang cach sir dung céc thiét bi phan cang, phan mém nhu:
hub,router, card mang....Khi thong tin dugc truyén qua internet cac thiét bi s& bét cac gai tin,
ké tan cong sé& bi mat thu thap thong tin, theo ddi cac goi tin trén duong truyen.
1.1.2.7. Tdn cong kiéu nguoi ding giira

Tan cong nguoi dung gitta (Man in the middle) 1a mot thuat ngir chung dé chi nhitng cudc
tan cong ma hacker s& ding ¢ giira nguoi dung va tng dung trong qua trinh giao tiép, nham
nghe trom hoic mao danh mot trong cac bén. Muyc tiéu cua tan cong Man in the Middle 1a
danh cap thdng tin ca nhan.
1.1.2.8. Tdn cong kiéu kj thugt x& hgi ( Social Engineering )

Social Engineering duoc hiéu don gian 1a ki thuat tac dong dén con ngudi dé danh cap
thdng tin hoic nham dat duoc mot muc dich mong mudn. K§ thuat nay dua trén diém yéu tam
ly va nhan thtc sai 1am cua nguoi dung vé viéc bao mat thong tin. Theo do, tin tic chl trong
vao viéc khai thac cac thoi quen tu nhién cua ngudi dung hon 13 viéc khai thac cac 16 hong
bao mat caa hé thong.
1.1.2.9.  Phan mém déc hai

12 tén goi chung cho mat s6 loai phan mém, duoc thiét ké dé truy cap trai phép vao cac
thiét bi may,hoic mang va/hoic ¢ y 1am hai nguoi dung céc thiét bi nay. Do do, phan mém
duoc dinh nghia 13 phan mém doc hai, tdy thudc vao muc dich sir dung caa nd, mot s san
pham phan mém doc hai c6 thé thuoc mot sb loai cuing mot luc; nhitng chwong trinh nhu vay

thudng c6 dic diém cia Trojans va sau, va doi khi ca virus


https://securitybox.vn/14750/lo-hong-bao-mat-la-gi/
https://securitybox.vn/14750/lo-hong-bao-mat-la-gi/
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1.2.  Téng quan vé phat hién xam nhap
1.2.1. Khai quat vé phat hi¢n xam nhdp

Hé thdng phat hién xam nhép (Intrusion Detection System - IDS) day la mot phan mém
chuyén dung duoc xay dung dé giam sat luu lwgng mang, déng thoi canh bao mdi khi co céc
hanh vi bat thuong xam nhap vao hé théng. IDS thuong 1a mot phan caa cac hé théng bao
méat hodc phan mém khac, di kém véi nhiém vu bao vé hé thdng thong tin.

Muc dich chinh cua IDS la ngan ngura va phat hién nhirng hanh dong pha hoai tinh

bao mat cua hé théng hoac nhitng hanh vi nhu do tim, quét cac cong. Bang viéc kiém tra giam
s&t su di lai cua luu lwgng mang qua nhitng thiét bi IDS c¢é thé xac dinh dugc nhitng hanh

dong xam nhap.

1.2.1.1. Phét hién xadm nhgp mgng va phat hién xam nhdp host
Heé théng phat hién tan cong, xam nhap (Intrusion Detection System - IDS) 1a mot phan
mém chuyén dung duoc xay dung dé giam sat luu luong mang, dong thoi canh bao mai khi
c6 cac hanh vi bat thuong xam nhap vao hé thong, hé théng phét hién tan céng, xam nhap chi
theo ddi cac hoat dong trén mang dé tim ra cac dau hiéu cua tan cdng va canh béo. Kién tric
thong thuong cia mot hé théng 1DS bao gom 3 thanh phan chinh: thanh phan thu thap théng
tin, thanh phan phan tich théng tin, thanh phan canh béo
1.2.1.2. Phan logi phéat hién tan céng, xam nhdp mang
C6 thé phan loai phat hién tan cong, xam nhap mang theo 2 cach: Phan loai dua trén k§
thuat phét hién va phan loai dua trén nguon dix liéu, c6 thé chia cac hé théng phét hién xam
nhap thanh 2 loai: Hé théng phat hién xam nhap cho host (Host-Based IDS, hoic HIDS) va
hé théng phat hién xam nhap cho mang (Network-Based IDS, hoac NIDS).
a. HIDS(Host-based intrusion detection system)
- Lgi thé cua HIDS:
+ C6 kha nang xac dinh user lién quan téi mot su kién.
+ HIDS c6 kha ning phat hién cac cudc tin céng, xdm nhap dién ra trén mot may,
NIDS khéng c6 kha nang nay.
+ C6 thé phan tich cac dit liéu ma hoa.
- Han ché cua HIDS:
+ Théng tin tir HIDS 1a khong dang tin cay ngay khi c6 su tin cdng xam nhap vao host

nay thanh céng.
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+ Khi hé diéu hanh bi pha hoai do tin cong, déng thoi HIDS ciing bi pha hoai. Trén
cac may tinh cuc bo ciing can phai duoc thiét 1ap HIDS dé giam sat.

+ HIDS khong c0 chirc nang phat hién ra cac cuoc do quét mang (Nmap, Netcat...).

+ HIDS can ¢ tai nguyén trén host dé hoat dong.

b. NIDS (Network-Based intrusion detection system)

NIDS la hé thong phat hién xam nhap phan tich luu lwong mang di qua cac hub, switch
da duoc cau hinh cdng theo dbi hoic cac nit mang, NIDS c6 thé dung trude hoic sau firewall
trong cac hé thng mang dé giam sat goi tin trao doi gitra cac thiét bi. NIDS theo déi luu
lugng truy cap di va dén cua tat ca cac thiét bi trong phan doan mang giam sat..

Loi thé cia NIDS:

+ Quan 1y duoc ca mot network segment (gom nhiéu host).

+ Bao tri va cai dat don gian, khdng anh huong téi mang.

+ Tranh DoS lam anh huéng téi mot host nao do.

+ C6 kha nang x4c dinh dugc 16i & tang Network (trong mé hinh Open Systems
Interconnection), doc 1ap véi hé diéu hanh.

Han ché cua NIDS:

+ Khi khdng c6 ¢6 xam nhap ma bao 1a c6 xam nhap, dan dén trudng hop xay ra bao dong
gia (false positive).

+ NIDS yéu cau phai duoc cap nhat céc chit ky méi nhat dé thuc sy an toan. Co6 do tré
gitra thoi diém phat bao dong va thoi diém bj tan cong.

+ Khi bao dong duoc phat ra, hé théng c6 thé da bi hu hai.

+ Han ché vé gioi han bing thong.

+ Dir liéu c6 thé bj tin tic chia nho ra dé xam nhap va tan cong vao hé théng.

+ Khong thdng b&o cho biét viéc tan cong c6 thanh cong hay khong.

1.2.2. Phét hién xam nhdp dwa trén ddu higu va dea trén bdt thuwong
1.2.2.1 Phét hién dét nhdp dwa trén ddu hiéu (Signature-based)

Signature-based IDS 1a mét co s& dit liu luu trit nhitng k¥ thuat xam nhap hay con goi
1a déu hiéu, bao gom tit ca cac thong tin mo ta kiéu tin coéng, dau hiéu duogc luu & dang
cho phép so sanh tryc tiép v6i thong tin ¢6 trong chudi su kién, tuy nhién Signature-based
IDS ciing c6 nhitng nhuoc diém sau:

- M0 ta cudc tan céng khong chi tiét, kho hiéu.
- Co so dir liéu Signature-based IDS 16n chiém nhiéu dung lwong bo nhé
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_ Kh6 phét hién duoc nhitng k§ thuat bién thd mai khi ddu hicu cang cu thé.
1.2.2.2. Phat hién d@ét nhdp dira trén su bdt thwong (Anomaly-based)
Pay 1a phuong phap phat hién xam nhap biang cach so sanh( mang tinh thdng k&) cac
hanh vi hién tai v4i hoat dong binh thuong caa hé thdng dé phat hién céc bat thuong (anomaly)
c6 thé 1a ddu hiéu cua xam nhap

Két luan chwong I



7

CHUONG 2. CAC HE THONG PHAT HIEN XAM NHAP
2.1. Céc hé théng phat hién xam nhap ma mé

Trong chuong nay s& cho chung ta cai nhin téng quan vé IDS bao gdm ca nhitng diém manh
va diém yéu cua chung. Ching ta s& dé cap dén ca Network IDS va ca Host IDS. Su khac
nhau chu yéu gitra NIDS va HIDS d6 1a di liéu ma n6 tim kiém. Bén canh d6 chuong nay
cling tim hiéu mot s6 hé thdng phat hién xam nhap tiéu biéu nhu: Snort, Suricata, OSSEC,
SolarWinds Security Event Manager, IBM Qradar, Suricata.

2.1.1. SNORT
2.1.1.1. Gigi thigu vé Snort
Snort 1a mot hé théng phat hién xam nhap ma nguon mo (IDS) va hé thong ngin
chan xam nhap (IPS) manh mé, cung cap kha ning phan tich luu lugng mang theo thoi gian
thuc va ghi nhat ky géi dir liéu [5]. SNORT st dung ngdn ngir dua trén quy tic két hop cac
phuong phap kiém tra bat thudng, giao thic va chir ky dé phat hién hoat dong doc hai tiém
an ciing nhu nhiéu loai tAn cong va thim do khac nhau, chang han nhu,stealth port scans,CGl
attacks, SMB probes, OS fingerprinting buffer overflows attempts ...
2.1.1.2. Thanh phan va chitc nang
Snort bao gom 05 thanh phan chinh d6 la:
a. Module giai ma goi tin (Packet Decoder)
b. Module tién xi Iy (Preprocessors)
c. Module phét hién (Detection Engine)
d. Module log va canh bao (Logging and Alerting System)
e. Module két xudt théng tin (Output Module)
2.1.1.3. Uu diém va nhwoc diém cia Snort
a. Uu diém
- Snort la phan mém ma ngudn ma, hoat dong 24/7 theo thoi gian that.
- Snort ¢c6 thé hoat dong da nén tang.
- Hé co so dit lidu vé cac tap luat thuong xuyén duoc cap nhat cac hinh thirc xam
nhap mai.
- C6 kha nang phat hién mot s6 lwong 16n cac kiéu tham do, xdm nhap khacnhau nhu:
buffer oveflow, CGI-Atack, Scan, ICMP, Virus...
- Snort c6 mot s6 lwong ngudi ding va cac nha phat trién kha dong.

- CO rat nhiéu cac chuong trinh phu trg cung cip céc tinh ning dé sir dung khong phai
la thudc tinh cta Snort dugc thém vao(add on).


https://www.fortinet.com/resources/cyberglossary/intrusion-detection-system
https://www.fortinet.com/products/ips
https://www.fortinet.com/products/ips

8

Vé6i mét co s& ha ting an ninh hién c6, khong can phai thay thé Snort

b. Nhwoc diém

Snort van c6 thé dua ra nhirng bao dong gia vé cac méi nguy hai cé thé say ra cho
hé théng,trudng hop nay goi la (False Positive).

Cac dir liéu khi da dugc ma hoa thi Snort khong phan tich dugc nhu SSH,SSL. ..
Dit liéu vé cac kiéu tan cong xam nhap ludn phai dugc cap nhat thuong xuyén dé
dam bao hiéu qua cua NIDS.

Khi hé théng bi tan cong xam nhap thi khng biét dwoc cudc tan cong d6 cé thanh
cong hay khéng.

Mt trong nhitng han ché 1a giGi han bang thong.

2.1.2. SURICATA
2.1.2.1. Giogi thiéu Suricata.

Suricata 1a mot céng cu mang 1DS hiéu suét cao (Hé thong phat hién xam nhap), IPS va

bao mat mang, dugc phat trién bai OISF, ddy 1a mot ing dung ma nguon mo da nén tang va

La tai san cua mot nén tang phi loi nhuan cua cong déng Open Information Security
Foundation (OISF) [6].
2.1.2.2. Thanh phan chizc nang cia Suricata

Kién trdc caa Suricata gom 4 thanh phan co ban:

a.
b.
C.
d.

Module giai ma goi tin (Packet Decoder)
Module tién x: Iy (Preprocessors)
Module phat hién (Detection engine)

Module log va canh bao (Alert generation)

2.1.2.3. Uu diém va nhuoc diém cua Suricata

a. Uu diém

D& dang cu hinh: nguoi quan tri déu c6 thé biét va cau hinh hé thdng theo mong
mudn cua minh.

Suricata la phan mém ma ngudn mao: Sricata duoc phat hanh dudi gidy phép phan
mém tu do GNU/GPL (GNU General Public License) diéu nay c6 nghia I bat cir ai
cling ¢6 thé str dung Suricata mot cach mién phi du d6 1a doanh nghiép hay nguoi
ding cé nhan. Suricata c6 mot cong doéng ngudi st dung 16n.

Chay trén nhiéu hé diéu hanh khéac nhau: Chay trén cac hé diéu hanh nguén mé nhu
Linux, CentOS. Debian, Fedora, FreeBSD, Window, Mac OS X...

Hé co so dit liéu cac tap luat thudng xuyén duoc bd sung va cap nhat cac hinh thirc
xam nhap mai.



b. Nhuwgce diém.
- Dbi véi viec xir Iy gbi tin c6 dung lwong 16n nhidu Gb s& 1am giam hiéu xuat hoat
dong caa CPU day 1a van dé han ché caa Suricata

2.1.3. OSSEC
2.1.3.1. Gigi thigu vé OSSEC

OSSEC Ia mot Hé théng phét hién xam nhap dua trén may chia (HIDS), da nén tang mién
phi, md nguén ma ¢ nhiéu co ché bao mat khac nhau [7]. OSSEC ¢6 mét ¢ong cu phan tich
va trong quan manh mé tich hop va giam sat va phan tich log, gidm sat tinh toan ven cua file,
giam sat dang ky Windows thyec thi chinh s&ch tap trung, phat hién rootkit, canh bao thoi gian

thuc va phan hoi tich cuc.

2.1.3.2. Thanh phan va chitc nang
Céc thanh phan caa OSSEC

a. Manager (Server)
Luu trit co so dit liéu ctia viée kiém tra tinh toan ven file Kiém tra cac log, event.
Quan 1y, luu tat ca cac rule, decoder (b giai ma), cau hinh chinh. Diéu nay giup dé dang quan
1y, du cho co6 lugng 16n Agent.

b. Agent
Ban chét thi 1a 1 phan mém dugc cai dit trén may client giup thu thap cac thong tin va giri
cho Server dé phan tich, thong ké..

c. Agentless
La cac hé théng khong cai dugc gbi agent trén cac Agentless nay c6 thé thue hién viée kiém
tra tinh toan ven gitip monitor firewall, router hay tham chi ca hé thong Unix

d. Ao héa/ Vmware
Cho phép cai dat agent trén cac guest OS (Mday 40).Ngoai ra cling dugc cai dat trong VMware
ESX nhung c6 thé dan dén su cd khong hd tro.

e. Firewalls, switches and routers
Chinh 1a céc Agentless, Ossec c6 thé nhin va phan tich nhét ky hé thng tir nhiéu firewall,
switch, router. N6 support tat ca Cisco routers, Cisco PIX, Cisco FWSM, Cisco ASA, Juniper
Routers, Netscreen firewall, Checkpoint va nhiéu thiét bi khac

2.1.3.3. Uu nhuoc diém ciia Ossec
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a. Uu diém
- Panén tang (Linux, Mac OS , Window,Solaris)
- Real-time Alert (Canh bao thoi gian thuc)
- CO thé tich hop voi cac hé thdng hién dai (SIM/SEM)
- Server dé& dang quan ly tap trung cac chinh sach trén nhiéu OS.
- Giam sat trén agent, agentless (Client Khong cai dat dugc goi agent) nhu router,
firewall
b. Nhuwoc diém
- Nang cap Ossec doi hoi nguéi quan tri phai c6 chuyén mon tét vi qua trinh nay phic
tap, kho khan, cac quy tac cii s€ bi xoa hodc ghi d¢ sau khi hé thong dugc nang cap.
2.2.  Cac h¢ thang phat hign xam nhdp thwong mai
2.2.1. IBM Qradar
2.2.1.1. I1BM Qradar la gi?

IBM Qradar 1a mot hé thdng tich hop céc chirc niang thu thap, xu ly, tong hop va luu trix

dir liéu mang trong thoi gian thuc [8]. Qradar hoat dong nhu mot trung tam giam sat, bao mat
cho doanh nghiép, té chac véi giao dién truc quan, duoc tich hop véi hang trim san pham
cua IBM ciing nhu cac hang cong nghé khéc.
2.2.1.2. Thanh phan va chitc néng.
Trong giai phap giam sat an ninh mang cia Qradar, Event Correlation Service 1a dich vu cbt
16i chiu trach nhiém cho viéc thu thap cac su kién va ludng dit liéu roi sir ly céc dir lidu do.
ECS gom 3 thanh phan chinh:

- Event collector component

- Event processor component

- Magistrate

2.2.1.3. Uu nhuoc diém cua IBM Qradar
a. Uu diém

Giai phap cia IBM hd trg cac tiy chon trién khai Tinh kha dung cao (Hight Availability-
HA) cho ca thiét bj vat 1y va thiét bi 40 v6i phwong phap tiép can may chu chinh va phy
duoc két hop thanh mot cum, trong d6 mdy chu phu & trang thai cho va trong trudng hop

may chii chinh bi 18i s& ddm nhan chirc ning trién khai.
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b. Nhuwgce diém
- Dbi v6i nguoi sir dung, QRadar c6 kién trac hoi phire tap khién viéc quan ly tat ca cac
bo phan trong ciu trac turong d6i kho khian.
- CAc yéu cau cAu hinh may dap tmg ddi véi hé théng la kha cao.
2.2.2. SolarWinds Security Event Manager (SSEM)
2.2.2.1. Gigi thigu vé SSEM
SSEM 1a mot phan mém giai phap phat hién xam nhap may tinh canh tranh vé chi phi
phuc vu cho viéc tuan thi bao mat va quan 1y nhat ky [9]. SSEM sir dung céch tiép can chu
dong giup ngudi ding xac dinh dugc cac mbi de doa trong thoi gian thyc. SSEM ty dong thu
thap va dang nhap dir liéu tir cac thiét bi mang, hé théng va cac ang dung trén toan co sé ha
tang CNTT.

2.2.2.2. Thanh phan va chitc néng.

SSEM cung cap quan ly qua giao dién WEB truc quan dé dang st dung cho ngudi ding
cac thanh phan chinh cua SSEM gom: Ops Center, Monitor, Explore, Bulid, Manager,
Analyze.

2.2.2.3. Uu nhuoc diém ciia SSEM

a. Uu diéem ciia SSEM

- Tu d6ng hda va nhing théng minh cung cip mét trung tdm hoat dong bao mat giam st
24]7

- Phat hién sy kién nhanh hon va canh bao vé canh bdo méi de doa duya trén IP

- Phét hién thong minh va dang tin cay hon vé hoat dong dang ngd va doc hai bao gom phan
mém doc hai, ngudi trong cudc va cac méi de doa nang cao

- Gilip loai bo cac quy trinh bao céo thu cong tn nhiéu thoi gian

- R(t ngan thoi gian tra 16i théng qua kha ning phan hdi manh mé

- Tu dong chan lam dung thdng qua phan hdi tich cuc d6i vai cac vi pham chinh sach mang,
hé thng va truy cap

- Tich hop c6ng cu bao mat mé rong bang cach cung cp kha niang chuyén tiép nhat ky hoic
ghi dir liéu sang cac cong cu khac

- Giam sat va chin str dung USB dua trén cac quy tic chinh sach hanh vi

- Qua trinh dang nhap dé& dang véi ngudi ding véi tich hop dang nhap mot 1an

- Cung cap kha nang quan ly d& dang véi nhiéu tiy bién.
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b. Nhuwoc diém ciia SSEM
- L4 san pham c6 phi
- Puoc dong géi sin nén giam kha niang tuy bién.
- Chi chay dugc trén méi treong Window va VMware.
2.2.3. McAfee Network Security Platform
2.2.3.1.  Giéi thigu vé MNSP
McAfee Network Security Platform (MNSP) [truée day 1a McAfee IntruShield] 1a su két
hop cua cac thiét bi mang va phan mém gidp phét hién va ngin chan chinh xac céc hanh vi
xam nhap, tir chbi dich vy (DoS) va cac cudc tan cong tir chdi dich vy (DDoS) phan tan va sir
dung sai muc dich mang [10].
2.2.3.2.  Thanh phan va chize ning
McAfee Network Security Platform (MNSP) c6 nhiéu chirc ning va thanh phan nhu bao vé
phan mém doc hai nang cao, bao vé cac tng dung web, nhan dang ung dung, xac dinh nguoi
dung va nhém nguoi dung, Xac dinh loai may chu, bao vé may ao, phan tich luu lugng mang
ctia nguoi sir dung,m 6t trong nhitng loi thé 16n nhat ma MNSP mang lai 12 kha ning tich hop
véi cac san pham McAfee khac dé ting hiéu qua.
2.2.3.3.  Uu diém va nhuoc diém
a. Uu diém

- Nhanh chéng phét hién va ngan chin cac méi de doa dé bao vé cac (rng dung va dit lidu

- Giai phap hiéu xuat cao, c6 thé mg rong cho cac méi trudng ning dong

- Quan ly tap trung cho kha nang hién thi va kiém soéat

- Phét hién nang cao, bao gom phan tich phan mém doc hai khéng cé chix ky

- Giai ma SSL dén va di dé kiém tra luu lwong mang

- Tinh kha dung cao va bao vé phuc hdi sau tham hoa

- C4c thiét bi 40 c6 san

b. Nhwoc diém

- Str dung tén nhiéu tai nguyén.

- Giao dién khéng than thién véi nguoi dung
2.3.  Sosanh cac hé thong phat hién xam nhap

Qua nhitng phan tich, nhitng danh gia vé khai niém, kién tric ciing nhu co ché hoat dong

ctia cac hé thdng phét hién xam nhap ¢ trén ta cd thé so sanh cac hé thong nay va dwa ra dugc
nhitng wu diém va nhuoc diém caa cac hé thong phat hién xam nhap.

2.4.  Két luan chwong II
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CHUONG 3. THU NGHIEM TRIEN KHAI GIAI PHAP PHAT
HIEN XAM NHAP SURICATA CHO HE THONG MANG TRUONG
CAO PANG SU PHAM HA TAY

3.1. Khdo sat va trién khai mé hinh

3.1.1 Khao sat hé théng mang Trudng cao ding sw pham Ha Tay

Truong Cao ding su pham Ha Tay duoc xay dyng trén dién tich 14 ha bao gom 81 phong hoc
va giang duong dat tiéu chuan, 10 phong thuc hanh, thi nghiém; ngoai ra con c6 nha tap Pa
nang; Trung tdm thu vién hién dai vai dién tich trén 4000m2 da dua vao st dung; san béi, nha
thi ddu, bé boi dang duoc xay dung va nhiéu trang thiét bi khac dap ung du nhu cau day hoc.

3.1.1.1. So d6 mang
Cu thé hé théng mang dugc chia lam cac ving sau:Hé théng may chi,May tinh tai cac phong
ban, khoa,Hé thong may tinh phon thuc hanh,May tinh xach tay, dién thoai, may tinh bang

3.1.1.2. Nhirng ton tai caa hé thbng mang tai trudng.
Hién nay, truong chua dugc cai hé théng twong lira dé bao vé toan thé may tinh cac phong
ban, cac khu vuc mang tranh khoi cac hiém hoa, nguy co vé an toan thdng tin.
3.1.2 M0 hinh trién khai
Céc cong cuy can thiét dé trién khai mé hinh:

- VMware Workstation

- Hé diéu hanh Centos 7

- Hg¢ diéu hanh Ubuntu

- Hé diéu hanh Kali Linux

- ServerSuricata 6.0.3

3.1. Cai dat va cdu hinh Suricata
3.2.1. Cai dat Suricata
Trude khi cai dat phan mém ching ta tién hanh cai dat cac thanh phan can thiét cho

Suricata, thuc hién theo thtr tu sau day trén may Centos 7, khi service suricata khoi chay co
thé su dung Iénh sau dé kiém tra:

#curl http://testmyids.com
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3.2.2. Cau hinh, tao tap luit cho Suricata
Ta s& tién hanh cdu hinh cho cac tham bién trong tap rules cia Suricata. Dau tién, ta s&
phai thiét Iap lai cac bién cho cac khu vue (dia chi IP) khac nhau va cac bién cho cac cong.
Muc dich cua viéc thiét 1ap bién nay gitp cho viéc thay doi dé& dang khi can thiét.
3.2. Mgt sé kich ban théz nghiém, két qud va dinh gid

Mot s6 phuong thic tin cong phd bién nhu : Tan cdng ra quét cong, tan cdng DoS, tan
cdng duyét duong dan, tan cong Nmap Scan, tan cong SSH Scan.....

3.3.1. Tan cong quét cong

3.3.2. Tn cdng DoS/DdoS

3.3.3. Tan cong duyét dwong dan

3.3.4. Tan cong Nmap Scan

3.3.5. T4n cdng SSH Scan
3.4. Két luan chwong III
Chuong 3 da dua ra mé hinh thir nghiém giai phap phat hién xdm nhap dya trén giam sat luu
lwvong mang, déng thoi ciing trinh bay chi tiét cac cai dat, thiét 1ap hé thong phat hién xam
nhap va tan cdng mang duya trén nén tang ma nguoén mé Suricata. Dua trén cac két qua cho
thiy hé théng hoat dong on dinh, ¢ kha ning giam sat va phat hién cac bat thuong va nguy
co an ninh an toan thong tin; dong thoi hé théng ciing hd tro cac tinh nang quan tri va hién

thi dit liéu da dang, tién dung cho ngudi dung cubi.
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KET LUAN
Céc két qua dat dwoc:

Hé thdng canh bao phét hién xam nhap khi trién khai tai truong Cao Ping Su Pham Ha Tay
véi nguong phu hop thi mé hinh mang da hoat dong tot.
Luén viin c6 thé dwge phat trién theo cac hwéng sau:
Trién khai thir nghiém mé hinh phat hién tan céng, xam nhap mang dwa trén Suricata két
hop Elastic Stack cho phat hién bt thudng va cac nguy co ATTT trén hé théng mang thuc.
Hoan thién t6i wu hoa hé thdng dé co thé phan tich xtr Iy logs nhanh chéng va ting hiéu
nang cua hé thong.



