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LOI CAM DOAN

T6i tén l1a VO Bang Phi Long, cam doan: Luan van Thac si Ky thuat “Nghién cau
va trién khai hé thdng ha tang khoa cong khai sir dung bo phan mém méa nguon mé
EJBCA” day la cong trinh nghién ctru cua tac gia dudi sy huéng dan cua PGS. TSKH.
Hoang Pang Hai. Cac két qua nghién ctru trong luan van 1a trung thuc, khong sao chép
bat ky tir mot ngudn nao va dudi bat ky hinh thirc ndo. Cac ngudn tai liéu tham khao da

duoc trich dan va ghi nguon dung quy dinh.

Tac gia ciaa luan van

V0 Pang Phi Long



LOI CAM ON

Véi long biét on sau sic, toi xin gui o1 cam on chan thanh téi nhitng ngudi da

giap do téi trong qua trinh hoc tap, nghién cuu khoa hoc.
T6i xin chén thanh cam on:

Dau tién tdi xin cam on thay PGS. TSKH. Hoang Pang Hai di tan tinh huéng
dan truyén dat nhitng kinh nghiém quy bau va giup d& tir nhitng ngay bét dau huéng dan

dén ngay bao vé.

Tiép theo, toi xin cam on cac thay cd trong Hoc vién Céng nghé Buu chinh Vién
thong da truyén dat nhitng kién thirc quy bau va nhiét tinh day d t6i trong qua trinh hoc

tap tai Hoc vién.

T6i xin tran trong cam on don vi noi toi cong tac va lam viéc di tao moi diéu

kién thuan loi cho t6i trong sudt qué trinh hoc cao hoc.

Cudi cuing, tdi xin cam on gia dinh, d6ng nghiép, ban bé da ludn ddng hanh, cb

vii va gitip d& ban than tdi hoan thanh luan van nay.
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MO DAU
1. Ly dochon deé tai

Trong thoi dai cong nghé dang ngay cang phat trién, viéc bao vé thdng tin 1a
vO cling quan trong, quyét dinh twong lai cua bat ky mét ca nhan hay t6 chirc nao.
Khi théng tin truyén di trén mang, n6 s& bi de doa bai cac ké tan céng, ho c6 thé xem
trom, chinh stra théng tin hay tham chi gia mao nguoi nhan. Tur do, thong tin truyén
trén mang ludn phai dap tng duoc ba yéu té: xac thuc, bi mat, toan ven.

CAc tac vu trong thuong mai dién tir nhu giao dich dién tir, trao ddi théng tin,
dich vu web... d tré thanh mot phan tat yéu trong thoi dai 4.0, noi ma nén tang ky
thuat s dong mot vai trd cuc ky quan trong va co sic anh hudng manh mé téi tat ca
cac khia canh trong cudc séng. Viéc giao dich qua mang internet nay dat ra van dé
cling chinh 14 thach thirc ddi Vi cac cong ty ciing nhu t6 chuc 1a phai dam bao dugc
ba yéu tb xac thuc, bi mat, toan ven cho cac giao dich d6. Hién nay, trén thé giéi da
va dang c6 rat nhiéu phuong phap dé dam bao tinh xac thuc danh tinh, dam bao tinh
bi mat thong tin, dam bao théng tin khong bi thay di ciing nhur cung cap bang ching
chéng viéc chéi bo mot hanh dong da thuc hién hay da dién ra trong giao dich dién
tr. Pién hinh trong d6 1 sir dung tai khoan ca nhan, ching chi sé sir dung PKI, céc

thiét bi bao mat vat Iy nhu smart card, etoken...

Dimg trudc cac thach thic da va dang xay ra trong thuc tién, cac cong ty bao
mat da phdi hop ciing c&c cong ty, to chirc dé nghién ciru va phat trién ra cac phuong
phap ciing nhu san pham nham bao vé yéu té xac thuc c6 lién quan téi cac hoat dong
trong giao dich truc tuyén. Pién hinh trong d6 1a phan mém CA cta Microsoft,
OpenVPN, OpenCA hay IdentityGuard cua Entrust va mét trong sé d6 1a phan mém
EJBCA cua PrimeKey.

Chinh vi nhitng 1y do trén, toi da chon giai phap st dung bé phan mém méa
ngudn m& EJBCA trén nén tang hé diéu hanh CentOS 8. Viéc nghién cau dé tai vé
“Nghién ciu va trién khai hé théng ha ting khoa cong khai sit dung bé phan
mém ma nguon mé EJBCA” 1a cuc ky cap thiét, dap tmg duoc nhu cau thyc tién



trong cong cudc chuyén doi s6 dang duoc ap dung trén toan qudc, dong gbp mot phan
vao sy phat trién cua hé théng céng nghé thong tin.

2. Muc dich nghién ciru

Muc dich nghién ctu: Muc tiéu cua luan van 1a xay dung, thir nghiém va
danh gia hé théng cap ching thu s trén may chu cai dit phan mém ma ngudn mo
EJBCA.
3. Poi twong va pham vi nghién ciru

* Poi twong: Luan vin nghién ciru vé hé thong cung cap ha tang khoa cong
khai PKI sir dung phan mém ma nguon mo EJBCA nham dam bao dugc tinh xac
thuc, toan ven va bao mat cua hé thng.

* Pham vi nghién ctu:

- Hé thdng co s& ha tang khoa cong khai PKI.

- Hé thdng phan mém EJBCA.

- Xay dung va thir nghiém mé hinh truyén nhan dugc ching thuc bang ching
thu s6 sinh ra bang hé théng EJBCA.
4. Phwong phap nghién ciu

* Phuong phap nghién ctiu ly thuyét: Nghién cau tong quan vé hé thong an
toan thong tin va cac thuat toan co ban, nghién ctu tong quan vé ha ting khoa cong
khai PKI, qua d6 tim hiéu mot s6 van dé chinh, nhu:

> Ly thuyét lién quan van dé nghién cuu.

» Tim hiéu vé mot s6 thuat toan ma hoa co ban.

> Co sd ha tang khoa cong khai PKI.

* Phuong phap nghién ctru thyc nghiém:

> Xay dung mdi truong thir nghiém hé thng.

> Cai dat, cau hinh cac thanh phan.

> Thuc nghiém va danh gia két qua.



5.  Két qua da dat dwoc ciia luin vin

- Phan tich yéu cau chang thuc sé dang ngay cang trd nén cap thiét trong thuc
tién.

- Giai phap 4p dung ching thuc sé vao truyén nhan mail st dung bo phan mém
EJBCA.

- Két qua thuc nghiém.
6.  Cau tric cia luin vin

Ngoai phan mé& dau, két luan, danh muc tai liéu tham khao va phu luc, luan
vin gdm 03 chuwong nhu sau:
- Chuong 1 trinh bay tong quan vé an toan trong hé thong thong tin.
- Chuong 2 trinh bay vé co so ha ting khda cong khai PKI.
- Chuong 3 trinh bay két qua thuc nghiém va danh gia.



Chwong 1: TONG QUAN VE AN TOAN TRONG HE THONG THONG
TIN

1.1. Khai quat cac van dé an toan chung cia hé théng thong tin

An toan thong tin 1a hoat dong bao vé thdng tin bing cach giam thiéu rai ro
thong tin. D6 1a mot phan cua viéc quan 1y rui ro thong tin. Diéu ndy dong nghia véi
viéc ngan chan hoac giam kha nang truy cap trai phép di liéu hoac truy cap di liéu
khong phi hop hay viéc st dung, tiét 16, 1am gian doan, x0a, lam tham hut, sira doi,
Kiém tra, luu lai hoac l1am giam gia tri thdng tin mot cach bat hop phap. N6 ciing bao
gom cac hanh dong nham lam giam tac dong bat loi tir nhitng su ¢ nhu vay. Thong
tin dugc bao vé co thé & bat ky dang nao, vi du nhu ¢ dang dién tir (trén luu trit dam
may), vat ly (trén thiét bi luu trit nhu usb, 6 cing, trén gidy...) hoac nhitng thdng tin
v6 hinh nhu kién thirc. Trong tdm chinh caa an toan thdng tin 1a bao vé can bang ba
tinh chat: tinh bao mat (confidentiality), tinh toan ven (intergrity) va tinh sin sang
(availability) cua dit liéu trong khi van duy tri dugc su tap trung vao viéc trién khai
chinh sach hiéu qua ma khéng can tré ning suat caa té chirc. Bidu nay phan 16n dat

duogc thdng qua quy trinh quan 1y rai ro ¢ cau tric bao gom:

- X&c dinh théng tin va céc tai san lién quan cong véi cac méi de doa, 16 hdng
va tac dong tiém an.

- Danh gia rui ro.

- Quyét dinh cach xur ly va giai quyét rui ro: diéu nay c6 nghia 1a tranh, giam
thiéu, chia sé hodc chap nhan céc rai ro nay.

- Lua chon hoic thiét ké cac bién phap kiém soat an ninh, an toan phu hop va
trién khai ching & nhitng noi can giam thiéu rai ro.

- Giam sat cac hoat dong, thuc hién cac diéu chinh can thiét dé giai quyét moi

van dé, moi thay ddi va 4p dung cac nang cap pha hop.

Pé chuan héa nguyén tac nay, cac hoc gia va chuyén gia da hop tac dé dua ra
huéng dan, chinh sach va tiéu chuan nganh vé mat khau, phan mém chdng virus,
tuong ltra, phan mém ma hda, trach nhiém phap ly, nhan thic va dao tao vé bao mat...

Qua trinh tiéu chuan hda nay cd thé dugc thiic day hon nira bai nhiéu luat va quy dinh



anh huong dén céach dit liéu duoc truy cap, xt 1y, luu trit, truyén va huy. Tuy nhién,
viéc thuc hién bat ky tiéu chuan va huéng dan nao trong mét to chirc 6 thé co tac

dung han ché néu vin hoa cai tién lién tuc khong duoc &p dung trong t chirc do.

Céc dinh nghia khac nhau vé bao mat théng tin dugc nhic toi sau ddy da dugc

tom tat tir nhiéu ngudn khéac nhau:

"Duy tri tinh bao mat, tinh toan ven va tinh san sang cua thong tin. Luu y:
Ngoai ra, cac thugc tinh khac, chang han nhu tinh xac thuc, trach nhiém giai trinh,
tinh khong thoai thac va do tin cay ciing c6 thé lién quan." (ISO/IEC 27000:2009)[1]

- "Viéc bao vé thong tin va hé théng thong tin khoi sy truy cap, st dung, tiét 16,
gian doan, stra d6i hoac phé huy trai phép nham cung cap tinh bao mat, tinh toan ven
va tinh san sang." (CNSS, 2010)[2]

"Pam bao rang chi nhitng nguoi dung duoc ay quyén (bao mat) méi cd quyén
truy cap vao thong tin chinh xac va day du (tinh toan ven) khi duoc yéu cau (tinh kha
dung)." (ISACA, 2008)[3]

- "An ninh théng tin 1a qua trinh bao vé tai san tri tué caa mot té chie.” (Pipkin,
2000)[16]

- "...bao mat thong tin 1a mot nguyén tac quan 1y rai ro, c6 nhiém vy quan 1y chi
phi rai ro thong tin cho doanh nghiép.” (McDermott va Geer, 2001)[4]

- "MOét cam giac dam bao day du thdng tin rang cac rai ro théng tin va céc bién
phap kiém soat dugc can bang." (Anderson, J., 2003)[5]

“An toan thong tin 13 bao vé thong tin va giam thiéu nguy co 16 thong tin cho
cac bén trai phép.” (Venter va Eloff, 2003)[6]

- "An ninh thong tin la mot linh vuc nghién ciru da nganh va hoat dong chuyén
mon lién quan dén viéc phét trién va trién khai cac co ché bao mat thusc moi loai
hién c6 (ky thuat, t6 chire, dinh huéng con ngudi va phap 1y) dé giir thong tin ¢ tat ca
c4c vj tri cua nd (trong va ngoai bén ngoai pham vi caa té chire) va do do, hé thng
thong tin, noi théng tin duoc tao, X 1y, luu trix, truyén va hiy, khdng c6 cac méi de
doa.[7] Cac mdi de doa ddi véi thdng tin va hé théng thong tin c¢d thé duoc phan loai
va muc tiéu bao mat tuong ng c6 thé duge xac dinh cho ting loai méi de doa.[8]

Mot tap hop cac muc tiéu bao mat, duoc xac dinh 1a két qua cua qua trinh phan tich



méi de doa, nén duoc stra doi dinh ky dé dam bao tinh day du va phu hop véi moi
truong dang phat trién.[9] Tap hop cac muc tiéu bao mat lién quan hién tai cd thé bao
gom : tinh bao mat, tinh toan ven, tinh sin sang, quyén riéng tu, tinh xac thuc va do
tin cdy, tinh chdng thoai thac, trach nhiém giai trinh va kha ning kiém toan."
(Chardantseva va Hilton, 2013)[10]

- Bao mat thong tin va tai nguyén thng tin sir dung hé thdng hoic thiét b vién
thong c6 nghia 1 bao vé théng tin, hé thong thong tin hoac sach khoi bi truy cap trai

phép, hu hong, trom cap hoic phé hiy (Kurose va Ross, 2010).[11]

Cot 16i cua bao mat thong tin 1a dam bao sy an toan cua thong tin, hanh dong
duy tri tinh bao mat, tinh toan ven va tinh sin sang (CIA) caa thong tin, dam bao rang
thong tin khong bi xam pham theo bat ky cach nao khi phét sinh céc van dé quan
trong. N6 bao gom nhitng van dé khong luong trude duoc nhu thién tai, truc tric may
tinh/may chu va trom cap tai san vat chat. Mic du cac hoat dong kinh doanh dua trén
gidy to van con pho bién, doi hoi phai cé bd thuc hanh bao mat thong tin riéng, nhung
c4c sang kién ky thuat sb cua doanh nghiép dang ngay cang dugc chu trong, cling voi
viéc dam bao an toan théng tin hién nay thuong dugc xur ly bai cac chuyén gia bao
mat cong nghé thdng tin (CNTT). Cac chuyén gia nay ap dung bao mat théng tin cho
cong nghé (thudng 1a mot sé dang hé théng may tinh). Can luu y rang may tinh khong
nhat thiét phai 1a may tinh dé ban tai nha. May tinh 12 bat ky thiét bi ndo c6 bo vi xur
ly va c6 bo nha. Cac thiét bi nhu vay c6 thé bao gom tir cac thiét bi doc 1ap khdng ndi
mang don gian nhu may tinh bo tdi, céc thiét bi quan tric méi truong, camera... cho
tGi c4c thiét bi dién toan di dong ndi mang nhu smart phone, dong ho théng minh hay
may tinh bang. Cac chuyén gia bao mat CNTT hau nhu luén dugc tim thiy trong bat
ky doanh nghiép/co s 16n ndo do tinh chat va gié tri khong 16 caa dir liéu trong cac
doanh nghiép I6n d6. Ho chiu trach nhiém giir an toan cho tat ca cong nghé trong
cong ty khoi cac cudc tin cdng mang doc hai thuong cb gang ldy thdng tin mat quan
trong hoac gianh quyén kiém soat cac hé théng noi bo.

Linh vuc bao mat thong tin d3 16t x4c va phét trién dang ké trong nhirg nim
gan day. N6 cung cap nhiéu linh vuc chuyén mén hoa, bao gdm bao mat mang va co

s& ha ting déng minh, bao mat tng dung va co s& dit liéu, kiém tra bao mat, kiém



toan hé théng thong tin, 1ap ké hoach kinh doanh lién tuc, khdm pha hd so dién tir va
phap y ky thuat s6. Cac chuyén gia bao mat thdng tin to ra rat on dinh trong cong viéc
cua ho. Tinh dén nam 2013, hon tim muoi phan tram chuyén gia khong thay dbi chii
lao dong hodc viéc 1am trong khoang thoi gian mot nam va sé lugng chuyén gia da

lién tuc ting 1én hon mudi phan traim mdi nam.
1.2. Cac méi hiém hea vé an toan thong tin

Cac méi de doa an toan thong tin ¢ nhiéu dang khac nhau. Mot s méi de doa
phd bién nhat hién nay 1a tan cong phan mém, trom cip tai san tri tu¢, trom danh tinh,
trom thiét bi hoac thong tin, pha hoai va tong tién dua trén thong tin thu thap duoc.
Virus, worms, tan cong lira dao (phising attacks) va Trojan 1a mot sé vi du pho bién
vé tan cong phan mém. Trom cap tai san tri tué ciing 1a mot van dé nhic nhéi ddi Véi
nhiéu doanh nghiép trong linh vic ¢éng nghé thong tin (CNTT). Trom cap danh tinh
la nd lyc dong vai ngudi khac thudng dé lay thong tin ca nhan cua nguoi d6 hoic lgi
dung quyén truy cap cua ho vao théng tin quan trong théng qua k§ thuat xa hoi. Ngay
nay, hanh vi trom cap thiét bi hodc théng tin dang trd nén pho bién hon do hau hét
c4c thiét bi ngay nay déu la thiét bi di dong, d& bi danh cip va ciing tré nén dang
mong doi hon nhiéu khi dung luong dit liéu ting 1én. Pha hoai thudng bao gom viéc
pha hiy trang web ctia mét to chic nham ¢6 gang gay mat long tin d6i véi khach
hang cuia to chire d6. Tong tién thong tin bao gém hanh vi trom cap tai san hoac thong
tin cua cong ty nham cé gang nhan khoan thanh toan dé doi lay viéc tra lai thong tin
hozc tai san cho chu sé hitu cta né, nhu véi ransomware. C6 nhiéu cach gitp bao vé
ban khoi mot sé cudc tan cong nay nhung mot trong nhitng bién phap phong ngira
thiét thuc nhat 12 tién hanh nang cao nhan thirc ngudi dung dinh ky. Méi de doa s6
mot ddi véi bat ky to chirc nao 1a nguoi ding hoac nhan vién trong noi bo to chuc,

chung con dugc goi 1a mbi de doa ndi bo.
Cac mdi de doa an ninh, an toan thong tin c6 thé duoc phan theo loai va nguon
goc cua ching:
e Céc loai méi de doa:

o Cac tac nhan vat ly: hra, nudc, 6 nhiém.



o Céc sy kién tu nhién: khi hau, dja chan, ndi lua.
o Mat céc dich vy thiét yéu: dién, diéu hoa khong khi, vién thong.
o Xam pham thong tin: nghe 1én, danh cip phuong tién, thu thap vat liéu da
loai bo.
o L&i ky thuat: thiét bi, phan mém, b&o hoa cong suét.
o L&i chire ning: 15i trong qué trinh sir dung, lam dung quyén, tir chbi hanh
dong.
Can luyu y rang mot loai méi de doa c6 thé ¢6 nhiéu nguon goc.
e C&y: nhiam vao tai san thong tin
o Do tham.
o Xu ly dir liéu bat hop phép.
e Tainan:
o Lai thiét bi.
o L&i phan mém.
e Thudc vé méi trudng:
o Su kién tu nhién.
o Mat nguon dién.
e So suét: Cac yéu té da biét nhung bi bo qua, anh hudng dén sy an toan va bén

viing cua hé théng.

Ngoai cach phan loai trén thi Microsoft ciing da cong b phuong phap phan

loai cua riéng minh theo séu thé loai nhu sau:

e Spoofing identity: 1a mot loai lira da0 ma ké tin cong lay cap thdng tin nhu tai
khoan va mat khau ciia mot doanh nghiép hop phap, ca nhan, hay to chirc nao d6 va
truy cap trai phép vao né.

e Tampering with data: Gia mao dit liéu lién quan dén viéc stra d6i dix liéu trai
phép. Vi du bao gom cac thay d6i trai phép dugc thuc hién ddi vai dir lidu lién tuc,
chang han nhu dit liéu duoc giit trong co s& dit liéu va thay doi dit liéu khi dit lidu

truyén giira hai may tinh qua mang ma, chang han nhu Internet.



e Repudiation: Cac méi de doa tir chbi co lién quan dén nhitng ngudi dung tir
chéi thuc hién mot hanh dong ma cac bén khac khdng co bat ky cach nao dé chiing
minh nguoc lai, vi du: mot nguoi dung thuc hién mot hoat dong bat hop phap trong
mét hé théng thiéu kha ning theo ddi cac hoat dong bi cAm. Chédng chéi bo dé cap
dén kha ning caa mot hé théng chdng lai cac méi de doa tir chéi. Vi du: ngudi dung
mua mdt mat hang c6 thé phai ky nhan mit hang d6 khi nhan. Sau dé, nha cung cap
c6 thé sir dung bién nhan di ky lam bang chang cho thdy ngudi dung da nhan dugc
goi hang.

e Information disclosure: cac méi de doa tiét 16 thong tin lién quan dén viéc tiét
[6 théng tin cho nhitng ca nhan khong dugc phép truy cap thong tin do, vi du: kha
nang nguoi ding doc mot tép ma ho khong dugc cap quyén truy cap hoic kha ning
ké xam nhap doc dix liéu trong khi truyén giira hai may tinh.

e Denial of service (DoS): Tan cong tir chdi dich vu tir chéi truy cap doi Véi
ngudi ding hop 18, vi du: bang cach 1am cho may chit Web tam thoi khdng kha dung
hodc khdng sir dung duoc. Ban phai bao vé chng lai mot sb loai mbi de doa DoS chi
dé cai thién tinh kha dung va d¢ tin cay cua hé thong.

e Elevation of privilege: Vi mbi de doa nay, nguoi dung khong cé dic quyén
chiém duoc quyén truy cap dac quyén va do d6 c6 da quyén truy cap dé gay hai hoic
pha hay toan bo hé thdng. Sy gia ting cac mdi de doa chiém quyén bao gom nhiing
tinh hudng trong d6 ké tan cong da xam nhap hiéu qua qua tat ca cac bién phap phong
tha cua hé thdng va tré thanh mot phan cuaa chinh hé thong duoc tin cay, mot tinh

hudng thuc su nguy hiém.

Céc chinh phu, quan doi, tap doan, to chtc tai chinh, bénh vién, to chtc phi
loi nhuan va doanh nghiép tu nhan tich liy rat nhiéu thong tin bi mat vé nhan vién,
khéch hang, san pham, nghién ctru va tinh trang tai chinh caa ho. Néu thong tin bi
mat vé khach hang hoc tai chinh hoac dong san pham mai caa doanh nghiép roi vao
tay d6i thu canh tranh hoac tin tic mil den, doanh nghiép va khach hang caa ho cé thé
bi ton that tai chinh trén dién rong, khéng thé khac phuc dugc, cling nhu tén hai dén

danh tiéng cua cong ty. Tir goc d6 kinh doanh, bao mat thong tin phai duoc can bang
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vé6i chi phi. Md hinh Gordon-Loeb cung cip mét céch tiép can kinh té toan hoc dé
giai quyét van dé nay.

£uros
Cost of Investment

Expected
Loss

Expected Benefits of
Investment

Level of
Investment

Optimal Level of
Investment

Hinh 1.1 M6 hinh Gordon-Loeb

M6 hinh Gordon—Loeb 1a mét mé hinh kinh té toan hoc phan tich mirc dau tu

t6i wu cho bao mat thong tin.

Dau tu dé bao vé dir liéu cua cong ty lién quan dén chi phi, khéng gidng nhu
cac khoan dau tu khac, khoan dau tu nay khong tao ra lgi nhuan. Tuy nhién, né phuc
vu muc dich ngan chan cac chi phi phét sinh do rai ro. Do d6, diéu quan trong 1a phai
so sanh muc do ton kém cua viéc bao vé mot tap hop dix liéu cu thé véi kha niang mat
mat trong trudng hop dir liéu néi trén bi danh cap, that lac, 16i mot phan hoic hu hong
toan bo. DBé soan thao mé hinh ndy, cdng ty phai c6 kién thic vé ba tham sé sau day:

- Dt li¢u dang gia bao nhiéu.
- Muc do6 rui ro cua dix liéu.

- XA&c suat mot cude tin cdng vao 16 hong hoic dir liéu s& thanh cong.
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Ba tham sb nay dwgc nhan véi nhau dé dua ra mac thiét hai trung binh khi mot
cudc tan cdng vao cong ty/td chic xay ra ma khong dugc dau tu vao viéc bao vé an

toan thong tin.

Vi du: M6t cong ty cé tép dit liéu tri gia 1 ty ddng, mirc do rui ro bj tan cong

la 20%, x&c suat tan cong thanh cong 1a 70% thi thiét hai tiém tang cua cong ty 1a:
1.000.000.000 x 0,2 x 0,7 = 140.000.000 (ddng)

Vi vay, theo mo hinh Gordon va Loeb thi chi phi dau tu vao bao mat thdng tin
khong nén vuot qua: 140.000.000 x 0,37 = 51.800.000 (dong)

T mo hinh, ching ta c6 thé thu thap duoc rang sb tién ma mot cong ty chi dé
bao vé thong tin, trong hau hét cac trudng hop, chi 1a mot phan nho so vai ton that du
doan (vi du: gia tri ton that du kién sau khi an ninh thdng tin bi vi pham). Cu thé, md
hinh cho thay viéc dau tu vao bao mat thdng tin (bao gdm céc hoat dong lién quan
dén an ninh mang hoac bao mat may tinh) véi s6 tién cao hon 37% ton that du doan
1a khong pht hop. M6 hinh Gordon—Loeb ciing chi ra rang, ddi véi mot mic do ton
that tiém nang cu thé, lugng tai nguyén can dau tu dé bao vé mot tap hop thdng tin
khong phai lc nao ciing ting cing véi Su gia ting tinh d& bj tén thuong cua tap hop
d6. Do d6, cac cong ty co thé thu dugc loi nhuan kinh té 16n hon bang cach dau tu
vao cac hoat dong an ninh mang/an toan thong tin nham tang tinh bao mat cua céc
tap dix liéu c6 mac do dé bj tén thwong trung binh. N6i cach khac, khoan dau tu vao
viéc bao vé dir liéu ciia cong ty 1am giam kha ning bi ton thuong véi loi nhuan gia
tang giam dan.

Dbi véi ca nhan, bao mat théng tin ¢ anh hudong dang ké dén quyén riéng tu,
diéu nay duoc nhin nhan rat khac nhau ¢ cac nén vin hoa khac nhau.

Mudn dua ra cc giai phap an ninh, truéc hét ta can nhan biét cac de doa tiém
an c6 nguy hai dén an ninh caa hé théng thong tin. Sau day 1a cac de doa an ninh:

— DPong gia: La y dinh cua ké truy cap trai phép vao mot trng dung hoac maot hé
thong bang cach déng gia nguoi khac. Néu ké dong gia truy nhap thanh cong, ho c6

thé tao ra cac cau tra loi gia ddi véi cac ban tin dé dat duoc hiéu biét sau hon va truy
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cap vao cac bo phan khéac caa hé théng. Péng gia 1a vin dé chinh dbi véi an ninh
Internet va vo tuyén Internet, ké dong gia co thé 1am cho nguoi st dung tin rang minh
dang lién lac véi mot nguon tin cay. Pidu nay vo cling nguy hiém, vi thé ngudi st dung
nay c6 thé cung cap théng tin bd sung c6 loi cho ké tin cong dé ching cd thé truy nhap
thanh cong céc bo phan khéac cua hé thong.

— Giam séat: Muc dich cua gidm st la theo di, giam sat dong sb liéu trén mang.
Trong khi giam sét cd thé duoc st dung cho cac muc dich ding dan, thi né lai thuong
dugc sir dung dé sao chép trai phép dit liéu mang. Thuc chat giam sat 1a nghe trom
dién ta, bang cach nay ké khong duoc phép truy nhap cé thé lay duoc cac thong tin
nhay cam gay hai cho ngudi str dung, cac tng dung va cac hé théng. Giam sat thuong
duoc str dung két hop voi dong gia. Giam st rat nguy hiém vi n6 dé thuc hién nhung
kho phat hién. Dé chdng lai cac cong cu giam sat tinh vi, mat ma hoa sé liéu 1a phuong
phap hitu hiéu nhat. DU ké st dung trai phép c6 truy nhap thanh cong vao sé liéu da
dugc mé hda nhung ciing khong thé giai ma duoc s6 liéu ndy. Vi vay, ta can dam bao
rang giao thirc mat ma duoc sir dung hau nhu khong thé bi pha va.

— Lam gia: Lam gia s6 liéu hay con goi 1a de doa tinh toan ven cua dit liéu lién
quan dén viéc thay d6i sé lidu so véi dang ban dau véi y 6 xau. Qua trinh nay lién
quan dén ca chin truyén s liéu 1an cac s6 liéu duge luu trén cac Server hay Client.
S6 liéu bi 1am gia (thay d6i) sau d6 duoc truyén di nhu ban géc. Ap dung mat ma
hoa, nhan thuc va trao quyén 1a cac cach hiru hiéu dé chdng lai su 1am gia s6 liéu.

— Panh cap di liéu: Panh cap thiét bi 1a van dé thuong xay ra ddi véi thong tin
di dong. Ta khong chi mat thiét bi ma con mét ca thdng tin bi mat luu trong d6. Diéu
nay dac biét nghiém trong ddi véi céc thiét bi thong minh, vi chung thudng chaa sb
liu khong doi va bi mat. Bo nhé cua cac thiét bj co chira it nhat mot sé dir liéu kinh
doanh, chang han nhu danh sach lién lac, mat khau tai khoan, mat e-mail va file dinh
kém. Mot nghién ciru cta Nokia true ddy cho thdy 31% nhan vién My st dung thiét
bi ky thuat sé hd tro ca nhan PDA (Personal Digital Assistant) nhu dién thoai di dong,
may tinh bang, laptop... va 63% sir dung dién thoai di dong cho hoat dong kinh doanh.
Trong khi nhirng thiét bi nay dang ngay cang duoc két ndi tét, thi phan 16n ching lai

khong c6 sy bao vé can thiét va cé thé gay ra rai ro dang ké cho mang ludi kinh doanh
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va dit liéu. Bé cd thé giam duoc rai ro d6 thi céng ty hay té chic phai bat dau véi
viéc thanh 1ap mét chinh sach an ninh thdng tin bang thoéa thuan rang tit ca nhan vién
déu sir dung céc thiét bi di dong do cong ty so hitu. Vi thé, ta can tuan thu theo cac
quy tic sau dé dam bao an ninh déi véi cac thiét bi di dong:
o Khoa thiét bj bang Username va Password dé chéng lai truy cap dé
dang.
e Y&u cau nhan thuc khi truy nhap dén cac tng dung luu trong thiét bi.
) Tuyét d6i khong luu mat khau trén thiét bi.
) Mat ma hoa tat ca cac phuong tién luu sb liu ¢ dinh.
e Ap dung céc chinh sach an ninh ddi véi nhitng ngudi sir dung thiét bi
di dong. Nhan thuc, mat ma va cac chinh sach an ninh 1a c&c bién phap dé ngin

chan viéc truy nhap trai phép sé liéu tir cac thiét bi bi mat hoic bj lay cap.

1.3. Tao 1ap moi tredng an ninh

Sy bao dam an ninh dau cudi 13 sy bao dam cho qua trinh truyén dan sé liéu duoc
an toan, nguyén ven, khong bi thay doi trén toan bo duong truyén tir dau phat dén dau
thu. D& dam bao duoc didu ndy, can phai xét dén toan bo méi trudng truyén thong, bao
gom viéc truy nhap mang, cac phan tir trung gian va cac ang dung may khach. C6 nim
muc tiéu quan trong va lién quan dén viéc tao lap moi truong an ninh s& duoc dé cap
phia dudi.

1.3.1. Nhén thuc

Nhan thyc 12 qua trinh kiém tra tinh hop Ié cia cac ddi twong tham gia thong
tin trong bat cir mang ndo. Qua trinh nay duoc thyuc hién tai hai 16p: 16p mang va 16p
ung dung. L&p mang doi hoi nguoi st dung phai dugc nhan thye, trude khi dugc phép
truy cap. Lép ang dung nhan thuc quan trong tai hai mic may khach (Client) va may
cha (Server). Client phai ching té vai Server rang thong tin caa né 1a hop 18 dé c6
thé duoc cip phép truy cap mang. Bong thai, trude khi Server duogc client cho phép
két ndi t6i, may chu d6 phai tu nhan thuc véi ang dung nam bén phia Client dé xac

minh danh tinh ctaa minh. Sir dung Username va Password la phuong phap nhan thuc
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don gian nhat va cling 1a phuong phap kém an toan nhat. Mét trong s6 nhitng phuong

phap tién tién nhat hién nay 1 st dung chung thu s6 (chix ky dién ti).

1.3.2. Toan ven so liéu

Toan ven s6 liéu 1a sy dam bao sé liéu truyén thong khong bi thay d6i hay pha
hoai trong qua trinh truyén tir noi phat dén noi thu. Bang cach ap dung mét giai thuat
cho ban tin, mot ma nhan thuc ban tin MAC (MAC: Message Authentication Codes)
duoc gb boi nguoi sir dung caa mot may tinh cho cac tai khoan truy cap hoic cong
thong tin. M nay duogc dinh kém vao tin nhan hoac yéu cau giri caa ngudi dung. Néu
chiing gidng nhau thi chiing to ban tin goc khéng bi thay doi, néu né khac nhau thi phia
thu s& loai bo ban tin ndy. MAC thudng duoc sir dung trong cac quy giao dich chuyén
tién dién tir (Electronic Funds Transfer System - EFTS) dé duy tri tinh toan ven thong
tin.
1.3.3. Bao mat

Bao mat chinh 1a khia canh quan trong nhat caa an toan, an ninh thong tin cho
nén day ciing 1a van dé duoc nhac téi nhidu nhat. Muc dich ctia bao mat nham bao d¢am
tinh riéng tu cua dit liéu s6 va khién cho dit liéu khéng thé doc duoc bai bat cir ai, ngoai
trir nhitng ngudi ¢6 quyén truy cap. Cach phd bién nhat duoc sir dung la mat ma hoa di
liéu. Qua trinh ndy bao gdm ma hda ban rd vao dang khong doc duoc dbi véi bat ky

thiét bi hay phan mém nao, ngoai trir thiét bi hay phan mém dugc cap quyén truy cap.

1.3.4. Trao quyén

Trao quyén 14 qua trinh quy dinh quyén han truy cap cua ngudi st dung, ngudi
sir dung dugc quyén thuc hién mot sé hanh dong ma ngudi quan tri trao cho. Trao quyén
lién quan mat thiét véi nhan thuc. Hé thdng c6 thé quyét dinh ngudi st dung duoc 1am
gi sau khi nguoi st dung da duoc hé thdng nhan thyuc. Danh sach diéu khién truy cap
ACL (Access List) thudng duoc sir dung cho qua trinh ndy, ddi véi mot hé thdng tap tin
may tinh, 12 mot danh sach cac quyén gan lién véi mot dbi twong. ACL quy dinh cu thé
ma ngudi ding hay cac quy trinh hé thong duoc cap quyén truy cap vao cac dbi tugng,
cling nhitng gi dugc phép hoat dong trén cac ddi tugng nhat dinh. Mai muc trong mot

ACL dién hinh quy dinh cu thé mot chu dé va hoat dong mét. Vi du, mot ngudi st dung
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chi duoc cip quyén dé truy cap mot sb dit liéu nhung lai khong thé xda, di chuyén hoic
chinh sira nhitng di liéu d6. Trong khi d6 nguoi quan tri hé théng hoac mét hay nhiéu

ca nhan tin cay khéac cd thé truy cap dé chinh sira, di chuyén hay xda cac tap dit liéu do.

1.3.5. Cam tir chéi

Cam tir chéi hay chéng chéi bo 1a bién phap budc cac phia phai chiu trach nhiém
vé giao dich ma ho da tham gia, khong dwoc phép tir chbi tham gia giao dich. Piéu nay
c6 nghia 1a ca bén truyén va bén nhan déu c6 thé chitng minh rang ca bén da truyén va
bén nhan goi tin da thu duoc ban tin trong tr. BE qua trinh nay cd thé dién ra, mdi goi
tin phai duoc ky bang mot chit ky s6 duoc cung cap boi mot bén thir ba tin cay kiém tra

va danh dau thoi gian.

1.4. Cac ky thuat dam bao tinh bao mat, toan ven, xac thurc:

Mubn dua dam bao tinh bao mat, toan ven, xac thuc thi truée hét can phai tim

hiéu vé cac k¥ thuat c6 kha niang dem dén nhitng tinh chat nay cho hé thong.

1.4.1. Ma hoa cong khai

Hé thdng PKI sir dung ma hoa khoa cong khai dé dam bao tinh bao mat cua dir
liéu trong qua trinh truyén tai. Trong qué trinh nay, mdi nguoi dung s& cd mot cap khoa,
gom khoa cong khai va khoa bi mat. Khoa cong khai s& dugc chia sé cong khai dé moi
ngudi ¢ thé ma hoa dir lieu guri dén nguoi ding d6. Con khoa bi mat chi duoc nguoi
ding d6 biét dé giai ma di liéu.
1.4.2. Chieng chi s6

Chting chi s6 1a mot tai liéu sé dugc cap phét boi mot to chiac CA (Certificate
Authority), xac nhan danh tinh caa mét thuc thé trong mot hé théng PKI. St dung
chang chi sé gitp dam bao tinh xac thyc va tinh toan ven cua cac di liéu duogc trao
d6i qua mang. Heé théng PKI sir dung chtng chi sé dé xac thuc danh tinh cia nguoi
ding. Ching chi s6 1a mot tai lidu dién tir dwoc cip phat boi mot don vi Xac thuc,
chang nhan rang khoa cong khai dugc lién két véi chimng chi s6 d6 thudc vé mot
ngudi ding cu thé. Nguoi dung sir dung ching chi sé dé ching thuc danh tinh caa ho

trong cac giao dich truc tuyén.
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1.4.3. Ma hoa

M4 hoa la qué trinh chuyén doi thong tin sang dang kho doc dugc goi 1a ma
hoa, sir dung cac thuat toan ma hdéa. Str dung ma hda gilp bao vé tinh bao mat cua
cac dit liéu dugc trao d6i qua mang. Hé thong PKI st dung ma héa dé dam bao tinh
toan ven cua dir liéu trong qua trinh truyén tai. Ky thuat nay duoc thuc hién bang
cach thém mot méa bam (hash) vao dit liéu guri di. M3 bam 1a mot chudi sé nho duoc
tinh tir dix liéu gbc va duoc giri cung véi dir lieu. Néu dir liéu duoc stra d6i trong
qué trinh truyén tai, ma bam sé& thay doi, cho phép ngudi nhan phat hién ra su thay
do6i nay.
1.4.4. Chir ky s6

Chix ky s6 1a mot dang cua chit ky dién tir, duoc tao ra bang cach sir dung khoa
riéng (private key) ciia nguoi ky dé ma hoa thong tin kém theo cac thong tin khac nhu
thoi gian va dia chi IP. Chit ky sé giap dam bao tinh xac thyc va tinh toan ven cua

cac dir lidu dugc trao ddi qua mang.

1.4.5. Giao thac HTTPS
HTTPS 1a mot giao thic mang bao mat, két hop gitra giao thac HTTP va

SSL/TLS dé dam bao tinh bao mat cua céac dix liéu dugce trao d6i qua mang.

1.4.6. Phwong phap quan ly khda cong khai va khoa bi mat
Hé théng PKI nén sir dung cac phuong phap quan Iy khoéa cong khai va khoa
riéng nhu RSA, ECC, DSA... & dam bao tinh bao mat cia hé théng.

1.5. C4c cong nghé an ninh
1.5.1. Cong nghé mat ma
Muc dich chinh cia mat ma la dam bao théng tin giita hai d6i twong trén kénh

thong tin khong an toan, dé ddi twong thur ba khong thé hiéu duoc thong tin duoc
truyén la gi. Thoat nhin c6 vé mat ma Ia khai niém don gian, nhung thuc chat nd rat

phuc tap.

. Céc giai phap va giao thuec:
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Cong nghé mat ma hoat dong trén nhiéu mic, muc thip nhat 1a cac giai thuat
mat ma. Cac giai thuat mat ma trinh bay cac budc can thiét dé thuc hién mét tinh
toan, thuong 12 chuyén doi sé liéu tir mot khudn dang nay vao khuén dang khac. Giao
thac lai dugc xa@y dung trén giai thuat nay, giao thac mé ta toan bo qué trinh thuc
hién cac hoat dong cua cong nghé mat ma. Mot giai thuat mat ma tuyét hao khéng
nhét thiét duoc coi 1a giao thic manh. Giao thac chiu trach nhiém cho ca mat méa sb
liéu 13n truyén s liéu va trao ddi khoa. Pinh cua giao thic 1a @ng dung, mot giao
thirc manh chua thé dam bao an ninh viing chic bén viing. Vi ban than ang dung c6
thé dan dén van dé khac, vi thé dé tao ra mot giai phap an ninh can mét giao thuc

manh ciing nhu thuc hién tng dung bén chic.
. Mat ma hoa sb liéu:

Nén tang cta moi hé thong mat ma 14 mat ma héa. Qua trinh nay duoc thuc
hién nhu sau: tap sb liéu thong thudng (van ban thd) duoc bién d6i vé dang khong thé
doc dugc (vin ban 3 mat ma). Mat ma cho phép ta dam bao tinh riéng tu cua s6 lidu
nhay cam, ngay ca khi nhirng ké khong dugc phép truy nhap thanh cong vao mang.
Cach duy nhat cd thé doc dugc s6 liéu 1a giai mat ma. Cac giai thuat hién dai sir dung
cac khoa dé diéu khién mat ma va giai mat ma sé lieu. Mot khi ban tin da dugc mat
ma héa, ngudi st dung tai dau nhan c6 thé dung ma tuong tng dé giai mat méa, cac

giai thuat sir dung khoa mat ma gom hai loai: Bi xtng va bat déi xang.

1.5.2. Céc giai thuat doi xirng
Céc giai thuat d6i xang sir dung khoa duy nhat cho ca mat ma hoa 1an giai mat

ma hoa tat ca cac ban tin. Phia phét str dung khoa dé mat ma hda ban tin, sau d6 gt
n6 dén phia thu xac dinh. Sau khi nhan dugc ban tin phia thu sir dung chinh khéa nay
dé giai mat ma. Giai thuat nay chi 1am viéc tét khi c6 cach an toan dé trao d6i khoa
giita bén phat va bén thu. Rat tiéc 1a phan 16n van dé lai xay ra trong qua trinh trao
d6i khoa giira hai bén. Trao ddi khoa 1a mot van dé ma ban than mat ma hoa ddi xting
khong thé ty giai quyét duoc néu khong co phuong phép trao doi khoa an toan. Mat
ma héa d6i ximg con duoc goi 13 mat ma hoa bang khoa bi mat, dang phd bién nhat

ctia phuong phap nay 13 tiéu chuan mat ma hoa sé liéu (DES) duoc phét trién tir nhitng



18

nam 1970. Tir d6 dén nay, nhiéu dang mat ma hoa déi xing an toan di duoc phat
trién, ding dau trong sé ching 1a tiéu chuan mat ma hoa tién tién (AES) dya trén giai
thuat Rijindael, DES3, giai thuat mat ma hoa sb liéu quéc té (IDEA), Blowfish va ho
c4c giai thuat cua Rivert (RC2, RC4, RC5, RC6). Bé giai thich mat ma hoa di xing

ta xét qué trinh mat ma co s¢ sau:

; 3 Luéng 56 I.'P6n% S6A " .
Ludng 5o lidu d3 mat 118~U da mét leong 50
gy ma phat vao Ea8 Kone} ligu
0101100 mang mang 0100101

001001 001001
Khéa
0101100 0101100

Hinh 1.2 Ludng s6 liéu cua mat ma hoa doi xang

Ludng sb liéu (vin ban thd) sir dung khda riéng duy nhat (mot ludng sb lidu
khac) thuc hién phép tinh cong dé tao ra ludng sb liéu thir ba (van ban da duoc mat
mi). Sau d6 vin ban nay dwoc gui qua kénh thong tin dé dén bén thu. Sau khi thu
duoc ban tin, phia thu sir dung khoa chia sé (gidng khoa bén phat) dé giai mat ma
(bién ddi nguoc) dé nhan duoc van ban gbe. Phuong phap trén ¢6 mot s6 nhuge diém:
truéc hét khong thuc té khi khda phai co do dai bang do dai sé liéu, mic du khoa cang
dai cang cho tinh an ninh cao va cang khé mé khéa. Thong thuong cac khda ngan
duogc sir dung (64 bit hodc 128 bit) va chung dwoc Iap lai nhiéu 1an cho sé liéu. Céc
phép toan phirc tap hon c¢6 thé duoc sir dung vi phép cong khong di dé dam bao. Tiéu
chuan mat ma hoa s liéu (DES) thuong duoc sir dung, mic du khéng phai 1a dam

bao nhit. Nhuoc diém thi hai 14 phia phat va phia thu déu st dung mot khéa chung
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(khoa chia sé). Phan giai thuat bat dbi xang sé tra 16i cho cau hoi 1am thé nao dé gui

khoa ndy mot cach an toan tir phia phat dén phia nhan.

1.5.3. Cé4c giai thuat bat déi xing

Cac giai thuat bat dbi xiing giai quyét van dé chinh xay ra d6i véi cac hé thong
khoa d6i xtng. Nam 1975, Whitfield Diffie va Martin Hellman da phat trién mot giai
phap, trong d6 hai khéa lién quan véi nhau dugc sir dung, mot duoc sir dung dé mat
ma hoa (khda cong khai) va mot duoc sir dung dé giai mat ma hoa (khoa riéng). Khoa
thi nhat duoc phan phdi rong rii trén cac duong truyén khong an toan cho muc dich
st dung c6ng khai. Khéa tht hai khong bao gi¢ duoc truyén trén mang va né chi dugc
st dung boi phia ddi tac can giai mat ma sé liéu. Hai khoa nay lién hé véi nhau mot
cach phuc tap bang cach st dung rat nhiéu sé nguyén té va cac ham maot chiéu. Ky
thuat nay dan dén khdng thé tinh toan dugc khoa riéng dya trén khoa cong khai. Khoa
cang dai thi cang khd phé v hé théng. Cac hé thdng khoa 64 bit nhu DES, c6 thé bi
tan cong dé rang bang cach tim ting to hop khoa don cho dén khi tim duoc khoa
dung. Cac hé théng khoa 128 bit phé bién hon (vi du ECC di dwoc chuing nhan 1a

khong thé bi tin cdng bang cach thirc nhu trén).

Khoa riéng va khoa cong khai duoc tao 1ap bai cung moét giai thuat (giai thuat
thong dung la RSA - giai thuat mat ma cua 3 dong tac gia Ron Rivest, Adi Shamir va
Leonard Adelman). Nguoi sir dung gitt khda riéng cua minh va dua ra khoa cong khai
cho moi ngudi, khoa riéng khong dugc chia sé cho mot ngudi nao khéc hoic truyén
trén mang. C6 thé sir dung khoa cong khai dé mat ma hoa sé liéu, nhung néu khong
biét khoa riéng thi khong thé giai mat ma sd liéu dugc. So di nhu vay 1a cac phép toan
duoc sir dung trong kiéu mat ma nay khong d6i xirng. Néu ngudi ding A mubn guri
s6 liéu duoc bao vé dén nguoi dung B, ngudi dung A st dung khoa cong khai cua
nguoi dung B dé mat ma hda sé liéu va yén tam rang chi c6 ngudi ding B méi c6 thé
giai dugc mat ma va doc duoc s liéu nay.

Céc ky thuat mat ma khoa riéng va mat ma khoa céng khai la cac cong cu

chinh dé giai quyét cac van dé an toan, an ninh thong tin. Tuy nhién, ching khéng

phai 1a c4c giai phap day du, can nhan thue dé ching minh danh tinh cua nguoi sir
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dung la that. Chang ta s& xem xét cac cach c6 thé sir dung mat ma dé giai quyét mot

SO van d€ an toan co so ¢ phan dudi.

Ciing c6 thé mat ma hda ban tin bang khoa riéng va giai mat ma bang khoa
cong khai, nhung dé cho muyc dich khac. Cach nay c6 thé duoc sir dung cho cac sd
liu khong nhay cam dé ching minh rang phia mat ma da that su truy nhap vao khoa

riéng.

Giai thuat khoa bat dbi xing noi tiéng dau tién dugc dua ra boi Ron Rivest,
Adishamir va Leonard Adelman vao nim 1977 véi tén goi 1a RSA. Céc giai thuat pho
bién khac bao gdm ECC va DH. RSA bj that thé trong moi trudng di dong do ECC

ré tién hon xét vé cong suat xtr Iy va kich thudc khoa.

Tuy nhién, cac giai phap trén day chua phai la hoan hao, viéc chon mét khoa
riéng khong phai 1a mét viéc don gian, néu chon khéng sai cach sé& bj pha v& mot cach
dé dang. Ngoai ra, cac bo mat ma hda bat dbi xang cung cap cac giai phap cho van
dé phan phéi khda bing céach sir dung khoa cong khai va khéa riéng. Do tinh phuc
tap cua minh ma cac bo mat ma bat ddi xang tinh toan cham hon cac bo mat ma doi
xang. Pay 1a vin dé khong nho khi xtr Iy cac tap dit liéu co dung luong 16n. Viéc két
hop giita cac hé thong ddi xiang va bat ddi xang 1a mot giai phap 1y twong dé giai
quyét van dé trén. Su két hop nay cho ta wu diém vé hiéu ning cao hon cac giai thuat
d6i xtrng bang cach gui di khoa bi mat trén cac kénh an toan, dwa trén co sé sir dung
c4c hé théng khoa cong khai. Sau khi ca hai phia di c6 khoa bi mat chung, qué trinh
tiép theo sé& sir dung cac giai thuat khoa d6i xing dé ma hoa va giai ma. Pay 1a nguyén
1y co s& cua cong nghé mat ma khoa cong khai duoc sir dung phd bién trén nhiéu tng

dung, thiét bi hién nay.

1.5.4. Nhan thuc
Nhan thic st dung mat ma hoa khoa cong khai dé co thé giai quyét van dé xéac

thuc danh tinh khién cho mot ngudi st dung c6 thé tin chic rang ho dang trao doi

thdng tin véi dang ngudi can trao d6i chir khdng bi mac lira boi nguoi khac.
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Mot vi du don gian: Mot ngudi dung A 13 nguoi duoc cap cho 2 khoa dién tu
Ia khoda cdng khai X (public key) va khéa bi mat Y (private key). Nguoi do phai gite
gin khoa 2 can than. Khi c6 mot ngudoi dung B ding khda X dé ma hda mot bic thu
roi giri cho ngudi dung A, thi ngudi dung A phai dung khoéa Y dé giai ma thi méi doc
duoc buc thu nay. Pong nghiép hay nguoi than caa A di c6 biét birc thu nay ciing
khong c6 cach nao biét duoc noi dung vi khdng cé cach nao giai ma duoc. Dung khéa
Y, cuing v&i mot phan mém phi hop, nguoi dung 6 thé ky tén [8n mot van ban hay
tap tin dix liéu nao d6. Chit ky dién tir nay tuong tu nhu mot dau van tay danh dau Ién
vian ban nén diéu nay kho c6 thé bi gia mao. Ngoai ra, chit ky con dam bao phat giac
duoc bat ky su thay doi nao trén dit liéu da duoc “ky”. Dé ky 18n mot van ban, phan
mém ky tén s& nghién dit liéu nho lai thanh mot vai dong, dugc goi 1a théng béo tom
tat, bang mot tién trinh dwoc goi 12 ky thuat “bam” dé tao thanh chir ky dién ta. Cudi
cuing, phan mém ky tén s& gan chit ky dién tir nay vao van ban. Khi A gui van ban da
ky tén nay dén cho mot dong nghiép thi anh ta dung khoa X giai ma chir ky nguoc
tré lai thanh mot thdng bao tom tat dé biét co phai chinh A di ky tén vao vin ban nay
hay khong. Bong thoi anh ta cling ding phan mém ciia minh tao mot théng bao tém
tat tir dir liéu trén van ban va so sanh véi thdng béo tém tit do A tao ra. Néu hai thong
bao tom tat nay giéng nhau tic 1a dir liéu trén vin ban 1 toan ven, khong bi thay doi
boi nguoi khac.
1.5.5. Céc chir ky dién tir va tom tat ban tin

Chir ky dién tir duoc sir dung dé kiém tra xem ban tin nhan dugc co phai la tir
phia phat hop 1¢ hay khdng. N6 dya trén nguyén tic chi ngudi tao ra chir ky méi co
khoa riéng va c6 thé kiém tra khoa nay bing khoa cong khai. Chir ky dién tir duoc
tao ra bang cach tinh toan tom tat ban tin goc thanh ban tin tém tat (MD). Sau do,
MD duoc két hop véi théng tin caa nguoi ky, nhan thoi gian va théng tin can thiét
khac. MD la mot ham nhan sé liéu dau vao cé kich c& bat ky va tao ra & dau ra mot
kich ¢ ¢ dinh (vi thé duoc goi 1a tom tat hay digest). Tap thong tin ndy, sau d6 duoc
mat ma hda bing khéa riéng cua phia phéat va st dung cac giai thuat bat déi xing.

Khéi théng tin nhan dugc sau ma héa dugc goi 1a khoa dién ti.
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Do MD |a mét ham nén né ciing thé hién phan nao trang théi hién thoi cia ban
tin goc. Néu ban tin gbc thay doi thi MD ciing thay di. Bang cach két hop MD vao
chir ky dién tu, phia thu c6 thé dé dang phét hién ban tin géc co bi thay doi ké tir khi
chir ky dién tir duoc tao hay khong. Qua trinh sir dung céc digest (tém tit) ban tin dé

tao ra cac chir ky dién tir nhu sau:

User A User B
Tao ra 128bit digest
(tir ban tin goc)
Mat ma (digest)
bang khoa riéng A
Gui ban tin gdc, digest duoc mat ma _ L _
g Gidi mat ma (digest)

bing ma khoa cong
khai cia A

Tao ra 128 bit (digest)
tir ban tin goc

3 So sanh digest

Hinh 1.3 Qua trinh digest

User A tao ra mot digest tir ban rd, digest thuc ra 1a mot xau c6 d6 dai ¢b dinh
duoc tao ra tir mot doan co d6 dai bat ky cua ban rd. Rat khé dé hai ban tin ¢é cing
mét digest, nhat 1a khi digest c6 d6 dai ngin nhat 1a 128bit. Cac giai thuat thuong
duoc sir dung dé tao ra mot digest 12 MD5, thuat toan rdi an ninh (SHA). Qué trinh
tao ra mot digest va ma héa né bang khoa riéng X nhanh hon rat nhiéu so voi mat ma
toan bo ban tin. Sau d6, ngudi ding A giri di ban rd va digest di ma hoa dén nguoi
ding B, sau khi nhan dugc ban tin nguoi dung B ¢d thé sir dung khoa cong khai cua
ngudi dung A dé giai ma digest, ddng thoi ngudi dung B ciing tao ra mot digest tur
van ban gdc va so sanh hai xau bit nay véi nhau. Néu hai digest giong nhau thi nguoi

ding B c6 thé tin teong rang van ban goc khdng bi pha hoai trén dudng truyeén.
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Vén dé chinh cua qua trinh xét ¢ trén 1a ta phai gia thiét rang ngudi dung B ¢6
khoa cong khai hop 1& voi nguoi dung A. Nhung lam thé nao dé nguoi dung B biét
dugc da nhan duoc khoa cong khai hop 18, 1am thé nao dé nguoi st dung biét rang
email clng vai khoa cong khai thuc sy 1a cua nha quan Iy ngan hang. Y tuéng su
dung céc chiing chi sé da ra doi dé giai quyét cac van dé da néu trén. Co quan cap
chang chi 12 mét t6 chire phat hanh cac ching thu uy nhiém dién tr va ngudi ding
A, ngudi dung B tao ra digest tir ban rd, ma hoa digest bang khoa riéng X, giai ma
digest bang ma khoa cong khai cua A tao ra digest tir ban rd. So sanh digest, gui ban
rd, digest dugc mat ma cung cap cac chiing chi s6. Mot chirng chi sé thuang bao gom:
tén nguoi st dung, thoi han sir dung va khéa cong khai cta nguoi su dung. Ching
chi dugc co quan cap ching chi ky bang chit ky s6, dé nguoi sir dung c6 thé xac thuc

chang chi 1a dung va c6 thé tin cay duoc.

1.5.6. Cac chirng chi s6
Chting chi s6 dam bao khda cong khai thuoc vé ddi tuong ma né dai dién. Can

dam bao rang ching thu sb dai dién cho thuc thé yéu cau (ca nhan hoic té chic), mot
d6i tuong thtr ba 12 tham quyén ching nhan CA (Certificate Authority). Cac nha cung
cap chung nhan c6 tham quyén noi tiéng 1a Verisign, Entrust, Comodo va GlobalSign.
Nguoi sir dung c6 thé mua ching chi s tir céc nha cung cap CA va sir dung ching
dé nhan thyuc va phan phéi khoa riéng cua ho. Khi bén nhan da nhan duoc khoa riéng
cua ho thi c6 thé yén tam rang bén giri chinh 1a noi ho yéu cau. Sau d6, bén gui c6
thé guri cac ban tin dugc mat ma bang khoa cong khai dén phia nhan. Bén nhan ¢ thé

giai ma ching bang khda riéng ciia minh. Thong thudng chiing thu sé bao gom:

. Tén ngudi sir dung, thong tin nhan dang duy nhat nguoi nay.

. Khoa cong khai cua nguoi so hitu.

. Thoi gian chirng thu ¢o hiéu lyc.

. Chit ky s6 tir CA c6 tac dung phét hién ra néu truyén dan bi lam gia.

Nguoi sir dung sé hitu ching chi sb ciing c¢6 thé ty ky chang nhan sé dé tro

thanh CA (self-signed CA). Khi d¢6 CA nay 1a dang tin cay néu duoc ky nhan bai mot
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khoa dang tin cay khac. X.509 14 tiéu chuan nhan thuc hang dau cho céc ching nhan

s6. Cac chitng nhan nay thudng xuat hién trong céc ung dung Internet.

1.6. Két chwong

Hién nay van dé an toan théng tin trong thoi dai chuyén ddi sé 1a mot trong
nhitng muc tiéu hang dau cua bat ctr to chtrc hay ca nhan nao. Tir cac cong ty nhé cho
t6i cac tap doan 16n hay t6 chirc chinh phu déu dat van dé bao mat théng tin 1am trong
tam trong cdng cudc chuyén doi s6 ciia minh. Cac phuong phap tin cong phat trién
doi hoi cac ki thuat phong thi ciing nhu xir 1y su ¢6 cling phai vuot 1én trén dé co thé

ngan chin duoc ké xau loi dung cac k& ho dé tan cong, pha hoai, truc loi.
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Chuong 2: CO SO HA TANG KHOA CONG KHAI PKI
2.1. Tong quan vé ha ting khoa cong khai PKI

Ha tang khoa cong khai PKI (Public Key Infrastructure) 1a mot thut ngir ding dé
m6 ta mot hé thdng hoan thién cua mot tap hop cac vai tro, chinh sach, quy tic, phan cting,
phan mém va quy trinh can thiét dé tao, quan ly, phan phdi, st dung, luu trix va thu hoi
chting chi ki thuat s6 ciing nhu quan ly m& hda cong khai. Nhom dic trach ky thuat Internet
(IEFT) X.509 dinh nghia PKI nhu sau: “PKI 1a mét tap bao gém phan cang, phan mém,
con ngudi Va c4c thi tuc can thiét dé tao Iap, quan 1y, luu trir va huy cac chiing nhan sé
dua trén mat ma khoa cong khai”. Muc dich ciia PKI 13 tao diéu kién thuan loi cho viéc
chuyén thong tin dién tir an toan cho maot loat cac hoat dong mang nhur thuong mai dién
tr, ngan hang truc tuyén va email bi mat. PKI sinh ra dé phuc vu cac hoat dong ma trong
d6 cac mat khau don gian duoc coi 1a phuong phap xac thuc khong day di, vi vay can co
bang ching nghiém ngat hon dé xac nhan danh tinh ciia cac bén lién quan dén giao tiép

nham xac thyc thong tin duoc truyén.

Trong mat ma hoc, PKI 1a mot su sap xép lién két cac khda cong khai véi danh tinh
twong tng cua cac thuc thé (nhu nguoi va to chic). Rang bude duoc thiét lap théng qua
quy trinh dang ky tai co quan chuyén cung cap ching chi CA rdi duoc cap ching chi boi
chinh co quan d6. Tuy thuéc vao muac do dam bao caa rang budc, diéu nay co thé duoc
thuc hién boi mét quy trinh tu dong hodc dudi sy giam sat cia mot nhém chuyén gia. Khi
duoc thyc hién qua mang, diéu ndy yéu cau sir dung giao thire dang ky chiing chi hoidc
quan Iy chtng chi an toan, chang han nhu giao thirc quan ly ching chi CMP (Certificate

Management Protocol) duoc chuan héa bai IETF.

Trong hé thong PKI, vai trd cua co quan dang ky RA (Registration Authority) 14
dam bao dang ky hop 1é va chinh xé4c. V& co ban, RA chiu trach nhiém chap nhan céc yéu
cau vé ching chi k§ thuat s6 va xac thuc thyc thé dua ra yéu cau. RFC 3647 caa Luc lugng
dac nhiém ki thuat Internet IETF dinh nghia RA 1a "Mét thuc thé chiu trach nhiém cho
mét hogc nhiéu chirc ning sau: nhan dang va xac thuc bén yéu cau cap chang chi, phé
duyét hozc tir chdi @& nghi cap chang chi, tién hanh thu hdi hogc dinh chi ching chi trong

mét s6 trudng hop nhét dinh , xir 1y cac yéu cau cia bén ding ky dé thu hdi hoidc dinh chi
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chirng chi ciia ho va phé duyét hozc tir chdi yéu cau caa bén ding ky gia han hoic nhap lai
chiing chi caa ho. Tuy nhién, RA khong ky hoic cap ching chi (nghia 13 RA dugc uy
quyén mét sé nhiém vy thay mat cho mot CA)." Mac du Microsoft c6 thé da goi CA cap
dudi 1a RA, nhung diéu nay khong dung theo tiéu chuan PKI X.509. RA khdng cd quyén
ky ctiia CA va chi quan Iy viéc kiém tra va cung cap ching chi. Vi vy, trong truong hop
PKI cua Microsoft, chirc ning RA dwoc cung cip béi trang web Dich vu chang chi caa
Microsoft (Microsoft Certificate Services) hoac thong qua dich vu chirng chi Active
Directory. Dich vy nay thyc thi chinh s&ch chiing chi va CA doanh nghiép cua Microsoft
thong qua cac mau chirng chi va quan ly viéc dang ky ching chi (dang ky tha cong hozic
tw dong). Trong trudng hop cac CA doc 1ap cua Microsoft, chirc ning cua RA khéng ton
tai Vi tat ca cac quy trinh Kiém soat CA déu dya trén quy trinh quan tri va truy cap duoc
lién két véi hé théng luu trir CA va chinh CA d6 chtr khdng phai Active Directory. Hau
hét cac giai phap PKI thuong mai khdng phai cia Microsoft déu cung cap thanh phan RA

doc lap.

Mot thuc thé phai duoc nhan dang duy nhat trong mdi mién CA trén co sé thong
tin vé thuc thé do. Co quan xac thuc bén thir ba VA (third-party Validation Authority) c6

thé xéc thyc sau d6 cung cap thong tin vé thuc thé nay thay mét cho CA.

Tiéu chuan X.509 duoc xac dinh 1a dinh dang dugc sir dung phd bién nhét cho chang chi
khoa cong khai. PKI cung cap “cac dich vy tin cay” (trust services), n6i mot cach dé hiéu
|4 tin twong vao cac hanh dong hoidc két qua dau ra cua cac thuc thé, co thé 1a con ngudi
hoac may tinh. C6 ba muc tiéu chinh cta cac dich vu uy tin cay nhu sau: Tinh bao mat
(Confidentiality), tinh toan ven (Integrity) va tinh xac thuc (Authenticity), goi tit 1a CIA.

e  Tinh bao mat: Bam bao rang khong thuc thé nao cd thé xem mat tap tin
dudi dang ban rd du ¢é y hay vo tinh. Dit liéu duoc ma hoa dé giit bi mat, sao cho ngay ca
khi dugc doc, nd van c6 vé vo nghia. C6 18 viéc sir dung PKI phé bién nhat cho cac muyc
dich bao mat Ia trong béi canh cua TLS. TLS 1a mét giao thirc cung cé tinh bao mat cua
dir liéu khi truyén, tic 1a trong qué trinh truyén. Mot vi du kinh dién vé bao mat TLS la
khi sir dung trinh duyét internet dé diing nhap vao mot dich vu web trén internet bang cach

nhap mat khau.
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e  Tinh toan ven: Bam bao riang néu di liéu duoc truyén, di ¢ bi mot thuc
thé thay ddi (gia mao) theo cach nho nhat, thi van bj phét hién ra. Khi diéu ndy xay ra c6
nghia la tinh toan ven ctia n6 da bi xam pham. Thong thuong, viéc ngan chan sy xam pham
(bang ching gia mao) tinh toan ven khdng phai 1a quan trong nhat. Biéu quan trong nht
la phai c6 bang ching rd rang vé viéc tinh toan ven da bi xam pham (bang ching gia mao).

e Tinh xac thuc: Pam bao rang moi thuc thé déu chic chin né dang két nbi
t6i dau hodc c6 thé chirng minh tinh hop phép caa né khi két ndi véi mot dich vu duoc bao
vé. Vé trude duogc goi 1a xac thuc phia méy chu (server), thuong duoc sir dung khi xac
thuc voi may chit web bang mat khau. Vé sau dugc goi 1a xac thuc phia may khéach (client),
d6i khi duoc str dung khi xac thyc bang thé théng minh smart card (luu trit chimng chi ky
thuat sb va khoa riéng).

PKI cho di thudc loai nay hay loai khac va tir bat ky nha cung cap nao, ¢ nhiéu
cach str dung khéc nhau, bao gébm ca cung cip khéa cong khai cting véi rang budc voi

danh tinh nguoi ding déu duoc sir dung cho nhitng muc dich sau:

. Ma hda va’hoac xac thyc nguoi giri ctia thong diép email (vi du: sir dung
OpenPGP hoac SIMIME).

o M4 héa va/hoic xac thuc tai lidu (vi du: tiéu chuan Chix ky XML hodc M&
hoa XML néu tai liéu dugc méd hoa dudi dang XML).

e  Xac thuc nguoi dung vai cac ing dung (Vi du: dang nhap thé théng minh,
xac thuc tng dung khéch bang SSL/TLS). C6 cach st dung thuc nghiém dé xéac thuc
HTTP dugc ky dién tir trong c&c du an nhu Enigform va mod_openpgp.

e  Khoi dong cac giao thic lién lac an toan, chang han nhu trao d6i khda
Internet (IKE) va SSL/TLS. Trong ca hai cach nay, thiét lap ban dau caa mot kénh an toan
sir dung khoa bat déi ximg (phwong phap khoa cong khai), trong khi do giao tiép thuc té
sir dung khoa doi xting (phuong phap khoa bi mat).

e  Chirky didong hay chix ky s6 di dong la chit ky dién tir dwoc tao bang thiét
bi di dong va dua vao chir ky hoic dich vu chiing nhan trong méi truong vién thong doc

lap vé dia diém.
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o Internet van vat 10T (Internet of Things) yéu cau lién lac an toan gitra mot
tap hop cac thiét bi tin cay I1an nhau. Co s& ha ting khoa cong khai cho phép cac thiét bi
nhan va gia han chang chi X.509 dugc sir dung dé thiét 1ap sy tin cay giita cac thiét bi va

ma hoa thdng tin lién lac bang giao thic TLS.

2.2. Kién tric va chirc niing cia PKI

Mat ma khoa cong khai 1a mét ky thuat ma héa cho phép cac thuc thé giao tiép an
toan trong moi trrong khdng an toan cia mang cong cong va xac minh danh tinh caa mot

thuc thé mot cach dang tin cay théng qua viéc st dung chit ky s6.[6]

Co sé ha tang khda cong khai (PKI) 1a mot hé thong tao, Iuu trir va phan phdi chiing
chi ky thuat sé duoc sir dung dé xac minh rang mot khda cong khai cu thé thuoc vé mot
thyuc thé nhat dinh duy nhat. PKI tao chiing chi ky thuat s6 anh xa khoa cong khai téi cac
thuc thé, luu trir an toan cac chitng chi nay trong kho luu trir trung tam va thu hdi chiing

néu can thiét.
Mot PKI bao gom:

e  Co quan cap chiing chi (CA) c¢6 nhiém vu luu trit, phat hanh va ky
chang chi k§ thuat sb.

. Co quan dang ky (RA) c6 nhiém vu xac minh danh tinh cta céc thyc
thé yéu cau chang chi ki thuat sé caa ho dugce luu trir tai CA.

) Mot thu muc trung tdm la mot vi tri an toan trong d6 cac khoa dugc luu
trir va lap chi muc.

e Mot hé thdng quan ly chiing chi quan ly nhitng thir nhu quyén truy cap
vao chirng chi duoc luu trir hodc phan phéi chitng chi s& dugc cap.

e  Chinh sé&ch vé chang chi néu rd cac yéu cau caa PKI lién quan dén cac
tha tuc cia nd. Myc dich cta no la cho phép nhitng ngudi ngoai phan tich do tin cay
cua PKI.

e M0t co quan x4c thuc bén tht ba (VA) c6 thé cung cip xéac thuc thuc
thé cho CA.
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Hinh 2.1 Kién trac PKI

So dd PKI cho phép céc té chirc va nguoi dung trao doi dir liéu an toan va xéac
thuc thdng tin voi nhau. Khi mot nguoi ding muén trao doi dir liéu véi mot ngudi
khac, ho str dung khoa cong khai ctia nguoi nhan dé ma hoa dir liéu. Nguoi nhan sau
d6 str dung khoa bi mat cua minh dé giai ma di liéu. Khi nguoi giri mudn xac thuc
danh tinh cta ngudi nhan, ho st dung chit Ky s6 ciia minh, duoc tao ra bang khoa bi
mat, dé xac nhan rang ho 1a nguoi giri. Chir ky sé nay sau dé duogc xac minh bang
cach sir dung khoa cong khai cua nguoi giri. PKI dam bao rang cac khoa cong khai
dugc xac thuc va quan ly ding cach va bao vé tinh toan ven va bao mat caa dir liéu
dugc trao d6i qua mang.

Tuy tirng muc dich sir dung ma PKI sir dung tiéu chuan thiét ké phu hop, c6
3 mo hinh kién trac PKI chinh, d6 la:
— M& hinh phan cap.
— M0 hinh mang luoi.

— M@ hinh danh sach tin cay.
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2.2.1. M6 hinh phan cdp
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Hinh 2.2 M& hinh phan cdp
Pay 1a mo hinh duoc st dung phd bién rong réi nhat hién nay voi nhiing wu
nhuoc diém nhu sau.
Uu diém:
— Tuong thich v&i cau triic phan cap cua hé théng quan ly trong cac té chic lon,
t6 chirc chinh phu.
— Do c¢6 hinh thirc phan cip twong tu nhu t6 chire thu muc nén d& sir dung.
— Tim nhanh xac thuc don gian va ko bi vong lap.
Nhuoc diém:
— Céc quan hé kinh doanh, thuong mai d6i khi khong thé phan cap dugc.
— Néu khoa RootCA bi 16 thi toan bo hé thong sé sup do.
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2.2.2. M6 hinh mang lwéi

EE EE EE
(B)

Hinh 2.3 M6 hinh mang luoi
Uu diém:

— Pay 1a mo hinh thich hop voi cac méi lién hé kinh doanh thuong mai ngang
hang vi tinh linh dong cta né trong thuc té.

— Do xac thyc ngang hang truc tiép nén cac ddi twong sir dung CA c6 thé lam
viéc tryc tiép vai nhau 1am giam tai luu luong duong truyén va thao tac xi Iy.

— Khi mot CA bj 16 khda chi can cip phat chang chi CA méi t6i cac doi tuong
c6 thiét 1ap quan hé tin cay véi CA nay.

Nhuoc diém:

— Do céu tric phic tap cua mang nén viéc tim kiém cac d6i tuong trong mot co
so dir liéu 16n 1a kha kho khan.
— Mot thuc thé khdng thé dua ra mot nhanh xéc thuc duy nhit c6 thé dam bao

rang tat ca cac déi twong trong hé théng co thé tin cay dugc.
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2.2.3. M6 hinh danh sach tin cay

CAl

'(B) !! EE || EE ! | EE || EE

Hinh 2.4 M6 hinh danh sach tin cay
Uu diém:

— Kién tric don gian, dé dang trién khai.
— Cac thuc thé c6 toan quyén str dung véi danh séch cac CA tin cay.

— Caéc thuc thé 1am viéc truc tiép véi CA trong danh sach cac CA duoc tin cay.
Nhuoc diém:

— Kho khan trong viéc quan ly danh sach cac CA tin cay.

— Khéng c6 hd tro tryc tiép voi cac cap chung chi ngang hang, do d6 han ché
CA trong viéc quan ly su tin cay cua minh véi cac CA khac.

— Nhiéu tng dung khong hd tro tinh nang tu dong lay thong tin trang thai hoic

huy bo cua chirng chi.

2.3. Uu diém va nhwoc diém cia PKI

PKI cung cap tiéu chuan bao mat cao hon cho céc to chirc so véi xac thuc bang
mat khau. PKI, hoic co s& ha ting khda cong khai, sir dung Secure Shell dé xac thuc ding

nhap va cip dic quyén cho ngudi ding tuong ng.
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Tinh ning bao mat bd sung nay cho phép truyén thong tin va dit liéu an toan hon
qua cac dich vu dua trén dam may va Internet van vat. PKI [a mot phuong thic Gy quyén
va kha ning truy cap da yéu té dugc sir dung bai cac t6 chire dang tim cach ting cuong
bao mét trong cac giao dich cong khai va riéng tu ctia ho. PKI yéu cau ching chi géc cling

V6i co quan phét hanh duoc két ndi véi chieng chi do.

Chi phi qué I6n phai bo ra ban dau dé trién khai ha tang khoa cong khai PKI ngin
can nhiéu to chuc trién khai dich vy nay. Tuy nhién ngay nay cé san rat nhiéu lya chon

outsource san cO. Ha tang khoa cong khai PKI c6 mét s6 uu diém nhu sau:

e Tinh khong tir chéi: PKI 1a mot giai phap bao mat hap dan vi nhiéu 1y do,
mot trong s6 d6 1a tinh khong tir chdi (non-repudiation). Cac thuat toan dé khép khoa ca
nhan va cho phép truy cap chéo trén cac nén tang khac nhau. Diéu nay tao ra trai nghiém
than thién cho ngudi diing du 12 trén phan cing hay phan mém ciia mdi t6 chuc.

e Hiéu qua vé chi phi: Mic du ddi véi mot sd ca nhan, to chue thi chi phi ban
dau phai bo ra 1a khé chap nhan duoc nhung vé lau vé dai, thuat toén ¢ dinh cua PKI
khién moi thu tré nén ré hon.

e Muc do bao mat cao: Cac bén ¢ thé 1am viéc tryuc tiép véi nhau néu CA
caa ho déu nam trong danh sach cac CA duoc tin cay.

e Puoc cac chinh pha chap nhan: PKI dugc st dung bai cac to chie chinh
phi. Cac t6 chirc ndy coi PKI [a giai phap mang tinh chién lugc ddi véi cac muc tidu bao
mat caa ho. Québc phong an ninh, tai chinh ngan hang va ngay ca linh vuc y té ciing dya

vao PKI dé xac thuc va cap phép.

Cung Véi cac uu diém cua PKI thi ha tng nay ciing c6 mot s6 nhuge diém nhu

sau:

e Chiphitrién khai cao: Nhu d& duoc nhac t6i ¢ trén, mot trong nhimg nhugc
diém I6n nhat caa PKI 13 Twong tai nguy@n can thiét dé bt dau. Chi phi dau tu dit do vao
ha tang PKI bao gom viéc soan thao chinh sach, chi dinh va dao tao ngudi quan tri cd thé
dién ra lién tuc, vira ton thoi gian I4n tién bac. Chinh diéu ny da tao nén sy buing nd dich

vu PKlaas (PKI-as-a-service) chuyén cung cap chimg thu sb bai cac cong ty/td chic tao
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ra giai phap ha tang khoa cong khai. Diéu nay cho phép mét t6 chirc dang tim cach trién
khai PKI c6 thé mua tir bén thtr ba va ap dung ngay ma khong can thiét phai tu xay dung
nén hé théng cua riéng minh.

) Chi phi phat sinh: Viéc quan ly ching chi PKI ¢6 thé gip kho khin do chi
phi hoat dong phét sinh. Viéc st dung giao tiép HTTPs yéu cau mét sé chi phi hoat dong
cao hon du kién va co thé coi 1a mét diém trir ddi véi cac td chac nho.

) Can d6i ngii quan trj vién duoc dao tao bai ban: Ban chat phac tap cua hé
thong PKI ¢c6 thé gay kho khin cho céc t6 chirc nho trong viéc trién khai hiéu qua néu

khéng cd cac quan tri vién duoc dao tao bai ban va hiéu vé hé thong nay.
M6t s sai 1am thuong mac phai khi sir dung ha ting khéa cong khai PKI:

) Str dung céc thuat toan cii: Viéc sir dung cac thudt toan cii khi da c6 sy xut
hién cua cac thuat todn méi hon co thé gay ra su cd va cho phép c4c cudc tin cong trong
d6 cac tac nhan xau cd thé 1am gia va tao ra cac chung chi gian 1an. Thuat toan SHA2 duoc
NSA thiét ké dé vurot qua céc 16i tiém an trong SHAL. Vi vay, SHA2 duoc coi la an toan
hon SHA 1. Khi so sanh thuét todn ECC véi RSA, sy khac biét I6n nhat 1a kich thude khoa
S0 Vi do manh cua mat ma.

e  Khong luu trir chimg thu gdc RootCA ngoai tuyén: Ching chi goc phai
duoc luu giit trong thiét bi ngoai tuyén. Co quan chiing nhan ngoai tuyén phu thudc vao
hé théng phan cap bac. Hé thdng phan cap dugc chia thanh cac cap, cac cip nay co thé
hoat dong theo 2 cap, 3 cap hoac nhiéu hon. Hé théng phan cap dugc quyét dinh sir dung
s& cho biét can phai 1am viéc véi bao nhiéu CA ngoai tuyén. Hé thong phan cap 3 tang can
phai c6 it nhat 2 CA ngoai tuyén, hé théng phan cap 2 tang can phai c6 mot CA ngoai
tuyén.

. Khong st dung khéa bao vé cing cho T chirc phét hanh chang chi: Khoa
bao vé cimg ludn duge khuyén nghi sir dung dé bao vé khoa bi mat cua CA. Phan dinh
kém c6 thé duoc tao qua mang hoidc dugc gan truc tiép vao CA.

. Khong str dung cac dich vu ctua co quan xac thuc nhu OCSP: Ky su bao
mat va ngudi trién khai PKI trong cic co quan, t6 chirc chinh phi phai ludn sir dung cac

dich vu caa co quan xéc thuc, chiang han nhu bo giao thic trang thai chang chi truc tuyén
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OCSP (Online Certificate Status Protocol). Giao thirc phan hdi ndy quan 1y cac yéu cau
X4c thyc bang cach 1am viéc thong qua cac CRL gidi han dé kiém tra trang thai cua ching
chi bang cach st dung s6 sé-ri do may khach cung cap.

e  Sirdung CRL qué dai: Ching chi bi thu hdi khién s6 luong CRL ting 1én.
Ching chi hét han thuong khéng duoc luu trit trong CRL. C6 thé giit CRL ¢ do dai c6 thé
quan 1y dwoc bang cach cung cap cho chang chi thoi gian ton tai ngan hon theo muc dich
sir dung cua to chic.

e  Tao khda tap trung: Mot khoa bi 16 dong nghia véi viéc toan bo hé théng
sup do. Céc khda can phai duoc bao vé nghiém ngat. Cac khda phai duoc tao ngau nhién

bang trinh sinh chimg thu pht hop sau khi qué trinh phét trién PKI da két thic.

2.4. Mt s6 phan mém cung cap ha ting khda cong khai
2.4.1. OpenSSL

OpenSSL 1a dang CA don gian nhat va ciing 1a cong cu cho PKI dugc phat
trién tir nam 1998. N6 1a mot bo cong cu duoc bao gém trong tat ca cac ban phan phéi
chinh cta Linux va c6 thé duoc sir dung dé xay dung CA don gian cta cd nhan va
cho cac tmg dung ¢6 hd trg PKI. La mot thu vién phan mém danh cho cac ing dung,
OpenSSL cung cap thong tin lién lac an toan qua mang may tinh chdng nghe 1én hodc
can xac dinh d6i tac ¢ dau bén kia. N6 dugc sir dung rong rii bai cac may chii Internet,

bao gdm phan 16n cac trang web HTTPS.

OpenSSL chira m3 ngudn mo cia cac giao thie SSL va TLS. Thu vién 18i
duoc viét b?mg ngdn ngir 1ap trinh C, thyc hién cac chlrc ndng mat ma co ban va cung
cép cac churc ndng tién ich khac nhau. C6 sin cac chuong trinh cho phép sir dung thur
vién OpenSSL bang nhiéu ngén ngit may tinh phi hgp. OpenSSL kha dung cho hau
hét cac hé diéu hanh gidng Unix (bao gdm Linux, macOS va BSD), Microsoft
Windows va OpenVMS.

2.4.2. EJBCA

EJBCA 1a mét hé théng CA mi ngudn mé duge phat trién bang Java. EJBCA

c6 day di toan bo tinh nang cia hé théng PKI, chuyén cung cip cho doanh nghiép,

td chirc st dung. N6 co thé dugc st dung dé thiét lap mot CA cho ca muc dich s
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dung ndi bd hay muc dich st dung nhu mét dich vu.

EJBCA la mot giai phap PKI dua trén Java cung cép ca phién ban danh cho
doanh nghiép va cong ddng. EJBCA Community Edition (CE) duoc tai xuéng mién
phi va c6 tit ca cac tinh ning cdt 161 can thiét dé cip va quan 1y chimg chi. N6 bao
g6m nhiéu phuong thirc dang ky chimg chi, ciing nhu API REST. EJBCA duoc phat
trién boi PrimeKey, hién 1a mot phan cia Keyfactor va 1a giai phap duoc chip nhan

va tin cdy rong rdi nhat cho PKI CA ngudn mo hién nay.
Céac dic diém ndi bat cia EJIBCA bao gém:

o Quan ly vong doi va phat hanh chtirng chi X.509 va SSH.

o Co quan cip ching chi (CA), co quan ding ky (RA) va chtic ning
OCSP.

o Khé nang m¢ rong thong qua API CMP, SCEP va REST.

e  Kiém tra ghi nhat ky vao tép hodc co so dit liéu.

o H trg HSM co bén str dung Java PKCS#11.

EJBCA Enterprise Edition (EE) bao gém cac tinh ning danh cho méi truong
doanh nghiép, td chirc. N6 bao g6m tinh kha dung cao, phan cum, xac thuc, giao
thirc nang cao va hod trg HSM, dich vu va hd trg chuyén nghiép ciing nhu tinh linh
hoat trong trién khai. EJBCA Enterprise co thé duoc trién khai dudi dang thiét bi
phan cimg chia khoéa trao tay, thiét bi phan mém, dya trén dam may hoic PKI do
SaaS phan phbi.

2.4.3. Dogtag Certificate System

Hé théng chimg chi Dogtag (con dugc goi 1a Dogtag PKI) 1a co quan cap
chtng chi ngudn mé (CA) hd trg nhiéu trudong hop st dung PKI phd bién. N6 cung
cap mot giao dién quan 1y dua trén web cho phép ban kiém soat cac ching chi ctia
minh ddng thoi hd trg nhidu dinh dang dé ching c6 thé d& dang phu hop véi cac
truong hop su dung khac nhau.

Céc dic diém chinh ciia Dogtag bao gom:

o CAp chtng chi X.509 va quan 1y chimg chi.
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° Tao va xuét ban CRL.

e  Dangky theo dia phuwong (LRA) dé xac thuc va dua ra chinh sach phu

o Kha nang m¢ rong thong qua API nhu ACME, SCEP va REST.

o Khéng hd trg co sé dir liéu quan hé — yéu cau LDAP.

2.4.5. OpenXPKI

OpenXPKI 13 bo cong cu dya trén OpenSSL va Perl ¢6 thé tao, quan 1y va
trién khai cac chung chi k¥ thuat s6. N6 bao gém hd tro cho nhiéu dinh dang ching
chi va giao dién truc tuyén dé gitip ban giam sat khéi luong cong viéc PKI ctia minh.

Céc dic diém chinh cia OpenXPKI bao gom:

o Cép chtng chi X.509 va quan 1y ching chi.

o Giao dién nguoi dung GUI dua trén web tuong thich véi tit ca cac
trinh duyét pho bién.

o Kha nang mé rong thong qua SCEP va EST.

2.4.6. Step-ca

Step-ca 1a mot cong cu PKI ma ngudn mé dua trén dong 1énh command line
CLI don gian nhung linh hoat c6 thé tao va quan 1y cac ching chi ky thuat s6. Tuong
tu, n6 bao gdm hd trg cho nhiéu dinh dang ching chi va c6 kha ning tich hop véi
cac cong cu nhu Kubernetes, Nebula va Envoy.

Céc dic diém chinh cia Step-ca bao gdom:

o Quan ly va phat hanh chung chi X.509 va SSH.
° Giao dién dya trén CLI cho ching chi.
o Kha ndng mé rong thong qua giao thirc ACME va SCEP.
o Yéu cau chuyén mén k¥ thuat vé cac khai niém PKI va JSON.
2.4.7. OpenCA
OpenCA 1a mét dy 4n xay dung mot hé thong PKI hoan chinh, chuyén nghiép
cho cac doanh nghiép, co quan, to chirc ¢& vira va 16n. Bit dau dugc phét trién vao

nim 1999 va lién tuc nang cip cho tdi nay, OpenCA da trd thanh mét trong nhirng
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phan mém ma nguén mé dugc st dung nhiéu nhat. OpenCA c6 cac dac diém chinh

nhu sau:

e Giao dién web hd tro hau hét cac trinh duyét hién co.

e HJ tro giao tiép LDAP, module RA, OCSP.

2.5. So sanh dic diém giira OpenCA va EJBCA

I N
Tinh bi mat CO (Str dung ma hoa) CO (Str dung ma hoa) ‘
. Tlnh toan ven CO (Str dung ma hoa) CO (Str dung ma hoa)

Chon thut toan dé sirf| Khdng Co
dung OSCP
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Co s¢ dir licu MySQL Java J2EE, PostgreSQL,

MySQL, MS SQL, Oracle

Thanh phan doc 1ap Chi c¢6 thé quan tri PKI || C6 thé quan tri PKI thong
thong qua giao dién web || qua giao dién web hoac

command line

Kha nang mo rong Kho mé rong véi @6 phire || Dé dang mé rong

tap cao

Bdng 1

Bang 1. So sanh OpenCA va EJBCA

2.6. Két chwong

Qua nghién ctru va thuc nghiém xay dung chuong trinh, ban than tdi thay
EJBCA la mot trong nhitng hé théng PKI tién tién, hiéu qua trong giai quyét van dé
ching thuc danh tinh cua hai hay nhiéu thuc thé trong qua trinh lién lac trén mang
Internet, diéu nay hira hen s& dem lai hiéu qua cao hon trong Viéc giai quyét van dé

dat ra.
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Chuwong 3: HE THONG CHUNG THUC SO PKI SU DUNG BQ PHAN
MEM MA NGUON MO EJBCA

3.1. Gigi thiéu vé bd phan mém ma nguon mé EJBCA

EJBCA, viét tit cua cum tir Enterprise Java Bean Certificate Authority, 1a mot
trong nhitng nén tang co sé ha ting khda cong khai (PKI1) phé bién nhat trén thé gii.
EJBCA dap ung tat ca cac nhu cau cua ngudi ding tir quan Iy ching chi, dang ky va
ghi danh dén xac thuc chiing chi. N6 bao gom tat ca cac thanh phan PKI can thiét nhu

Co quan cap chiing chi (CA), Co quan ding ky (RA) va Co quan xac thuc (VA).

EJBCA
Proxies Enrollment Requests m

EJBCA EJBCA

o ()
Proxies OCSP Requests
Lr—<A <R

Root CA Sub CA EJ BCA

{d

Hinh 3.1 Cdu trdc hé théng EJBCA
Du 4n cong dong EJBCA 1a mot du 4n ma nguon mo do Keyfactor tai tro va
c6 san theo gidy phép LGPL v2.1. Diéu nay c6 nghia 1a n6 cé san dé tai xuéng va st
dung mién phi duéi dang bo chira Docker hoic ma ngudn. Ngoai ra, EJBCA c6 sin
dudi dang phién ban Doanh nghiép va cé ban dung thir mién phi 30 ngay trén AWS

va Azure.

EJBCA ddc 1ap véi nén tang va cung cap tinh linh hoat ciing nhu kha nang mo
rong dé hd trg hau hét moi trudng hop st dung PKI bao gém DevOps, Internet of
Things (10T), 10T trong cong nghiép, PKI doanh nghiép, v.v... Ciing nhu tich hop lién
mach vao cé4c hé thong caa bén thir ba dé ty dong héa hoan toan va dé van hanh. N6

1a mot hé thdng cho phép phuc vu nhiéu khach hang trong cting mét thoi diém va c6
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thé Iuu trir nhiéu CA va PKI trong mét lan cai dat may chia. Céac khach hang co thé
yén tam vi hé théng EJBCA c6 thé dam béo tinh riéng tu, khach hang nay khong thé

truy cap vao dir liéu cua khach hang khéc.

Phan mém nay phd bién ddi véi cac ky su vi tinh mo, 6n dinh, linh hoat va
cung cap hd tro cho céac du an cua ho tir viéc tao nguyén mau cho dén trién khai day
du. Vi du nhu nguoi st dung dé dang bit dau bang céach st dung bo chira Docker. Va
vi hau hét cac giao thirc dang ky PKI phd bién, cac dinh dang chitng chi va nhiéu mé
hinh trién khai déu c6 thé duoc sir dung nén ban c6 nén tang can thiét dé cho phép du

an cua minh phat trién theo thoi gian.

La mot trong nhitng du 4&n CA ma ngudn mo hoat dong 1au nhat, EJBCA PKI
cung cap do tin cay va do bén da duoc ching minh qua thoi gian. Phién ban dau tién
cua EJBCA dugc phat hanh vao nam 2001 bdi Tomas Gustavsson va cac cong su Voi
tham vong tao ra mot PKI Doanh nghiép, dua trén céng nghé hién dai, phd bién rong
rai. Nam 2002, PrimeKey dugc thanh 1ap xung quanh EJBCA va bat dau véi vai tro

tu van vé san pham nguon mo.

Ké tir 46, EJBCA da phat trién dé trg thanh mot trong nhitng PKI duoc st
dung rong réi nhat trén thé gigi va hién co6 san dudi dang phién ban Doanh nghiép
duoc chung nhan tiéu chi chung c6 thé duoc trién khai duéi dang SaaS, dam may
hodc phan mém hodc thiét bi phan cing. Viéc nang cap céng nghé lién tuc da duoc
thuc hién d6i voi ma ngudn dé gitr cho ma ngudn ludn hién dai va phi hop véi thoi
dai dam may hiéu suat cao. Ddi vai cac td chic yéu cau chic nang PKI nang cao
cling nhu sy 6n dinh va hd trg duoc dam bao, phién ban EJBCA Enterprise 1a mot lya

chon tuyét voi.

Ké tir thang 6 nam 2021, PrimeKey tré thanh mot phan caa Keyfactor va trong

nam 2022, hai cong ty da hop nhat dudi thuong hiéu Keyfactor.
3.2. Kién truc caa hé thong PKI sit dung EJBCA

Cac phan sau day phac thao mot danh sach cac kién tric PKI phé bién duoc

trién khai va cac khia canh khac cua kién tric PKI tich hgp doanh nghiép nhu quan
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ly khoa, phan phéi chang chi, phan cum va tinh sin sang cao. C6 nhiéu cach dé c6
thé trién khai va kién tric mot giai phap PKI, tir don gian va chi phi thap dén rat phac
tap va ton kém. EJBCA cho phép trién khai hau nhu bat ky loai kién triic PKI nao va
cac phan sau mo ta lya chon cac kién tric PKI phé bién duoc trién khai. Phan sau day
mo ta c4c cach khac nhau dé thiét 1ap EJBCA nhu mét phan cua PKI.

3.2.1. Standalone CA/RA/VA
Mot ban cai diat EJIBCA doc 1ap hoat dong nhu CA, RA va VA. EJBCA ho tro

nhiéu bén thué day du, do d6, nhiéu phién ban CA cd thé nam trong ciing mot cai dat.
Ban c6 thé trién khai mot PKI hoan chinh trong mot méi truong duy nhét. Vi EJBCA
c6 moi thir dugc tich hop san nén ban c6 thé c6 mot phién ban duy nhat hoat dong
nhu ca CA va RA. Pay 1a mot giai phap rat hiéu qua, dé quan ly va tiét kiém chi phi,

phu hop cho nhiéu doanh nghiép vira va nho trién khai.

Enroliment

o O o
EJBCA e
DY) >

OCSP Requests

Hinh 3.2 Standalone CA/RA/VA
Nhiéu CA tuy céc trudng hop sir dung khéc nhau c6 thé cling ton tai trong mot

phién ban duy nhat va cac muc bao mat cd thé duoc diéu chinh theo quy md, vi du:

— Quan tri vién c6 thé st dung thé théng minh smart card hoic token mém dé
truy cap giao dién quan tri.

— CA c6 thé str dung HSM hoic token mém cho cac khoa ky CA.

— Nguoi ding va may c6 thé duoc cap token mém hoic thé thdng minh/USB

token.
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— Céc tuy chon loc khac nhau c6 thé dugc trién khai trong tuong lira.

3.2.2. CA veéi cac RA va/hoiac VA phéan tan
EJBCA c6 thé duoc thiét 1ap bang cach sir dung Giao thic ngang hang cua

PrimeKey dé giao tiép vai cac phién ban khac cia EJBCA dong vai tro 1a RA va/hoic
VA thay cho n6 nham cai thién hiéu suét va ting cudng bao mat bang cach cé thé dat
CA phia sau tuong hira chi cho phép céc két ndi guri di. Pay 1a tinh ning chi ¢ & phién

ban Enterprise.

Pé thiét 1ap mot PKI c6 kha nang ding ky mot nhom nguoi ding va thiét bi
da dang, thong thudng can phai gidi thiéu nhiéu loai Co quan dang ky (RA), cho cac

muc dich khac nhau.

EJBCA v

{ord 1 : \
EJBCA | o monse Q
{n)

Hinh 3.3 CA duoc dat phia sau tuong lua

o O o
EJBCA | emwoimen
ey ® Y
] |
] ]

Str dung EJBCA, ban c6 thé két néi vo sé RA phan tan, giao tiép véi CA bing
cac giao thirc tiéu chuan nhu CMP, SCEP va dich vu Web. RA c¢6 thé & dang cac
thanh phan EJBCA, RA dugc phat trién tdy chinh hoic cac san pham tiéu chuan nhu
MdM hoac cac san pham quan ly ma théng béo. Cac muc bao mat ¢ thé duoc ting
va giam nhu trong vi du trudc va RA c6 thé sir dung cac phuong tién xac thuc khac
nhau nhu bi mat dugc chia sé, xac thuc chirng chi ing dung khach, v.v. CA st dung
Kiém soat truy cap dua trén vai tro dé quyét dinh mdi RA c6 quyén truy cap dé thyc
hién. C6 thé dé dang cau hinh nhiéu CA dé phuc vu cac muc dich khac nhau (VPN,
MdM, TLS, v.v.).
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Web GUI
EJBCA
@ EJBCA
Outgoing RAUI MS Autoenroll
Peer Gateway
Connection CMP
EJBCA % EJBCA %
{2 2
CMP Proxy

o O o
@ SCEP g ? E
EJBCA
Admin @ Users

WS API Proxy

Hinh 3.4 CA vdéi cac RA va/hogc VA phéan tan
Céc giao thiac khac nhau phu hop cho hoat dong RA la:
e CMP
o EST
e Giao dién dich vu web
e APIREST
e ACME
e SCEP

3.2.3. Standalone VA
EJBCA c¢6 thé duoc trién khai nhu mot VA doc 1ap phuc vu nhu cau OCSP

cta cac ban cai dat khong phai EJBCA bang cach doc CRL dinh ky.

AN
(@] oco0o0 EJBCA
External CA @ CRL @ ROCSPt
~ * ~ ‘ equests

Hinh 3.5 Standalone VA
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3.2.4. PKI lai véi Public Cloud
EJBCA phu hop dé trién khai cai dit trén dich vu ddm may hoic trong moi

truong dam may két hop véi co sé ha tang noi bo. Mot vi du dién hinh 13 luu trit CA
nhay cam trong néi bo, dong thoi tan dung cac dich vu phan tan trén dam may cong

cong va tinh linh hoat cho co quan xac thuc VA hoac co quan dang ky RA.

O
@ Enrollment g
& -
G YN

O
EJBCA Secure TLS I T I T
OCSP Requests Q

(=) —
N [ |
Hinh 3.6 PKI lai véi Public Cloud

5

Nguoi ding cd thé tan dung Phién ban EJBCA Enterprise Cloud trong

Amazon Web Services (AWS), dé thiét 1ap cac nit dam may cta minh.

3.3. Céc khia canh khac cin luu y khi thiét ké hé thong PKI
3.3.1. Quan ly khéa
D6 véi cac cai dat yéu cau mirc do tin cay va bao mat nhat dinh, cac khoa can

duogc luu trit trong Mo-dun bao mat phan cang (HSM).

o EJBCA
o> D

HSM

Hinh 3.7 Khéa dwoc luu trong module bao mdt
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3.3.2. Phan phéi chieng chi

Vi PKI thuc su 12 mot co so ha ting bao mat nén né can dugc tich hop phu
hop Vvéi nhu cau bao mat cua to chirc va tiy theo trudng hop sir dung. Méi truong
hop str dung khéc nhau va té chirc khac nhau déu c6 nhu cau dic biét caa riéng ho,
khién cho viéc tich hop thuc sy da dang. Mot diém tich hop thuong xuyén xay ra 1a
tich hop véi cac thu muc hodc co s& dit liéu cua céng ty. EJIBCA c6 thé xuat ban
thong tin 1én cac thu muyc, co so dit liéu hoic cac may cha khéc, sir dung vo sé module

XUAt ban cua né.

AW
| |
| |
I |
| |
EJBCA { ] [ } Q
@- | - o °°
—1 —1 (o) oo
Microsoft
AP SCP Active Directory Amazon AWS S3

Hinh 3.84 Phan phai chizng chi
3.3.3. Tinh phan cum va sin sang cao
Co s& ha tang PKI cang tré nén quan trong d6i voi nhiém vu thi cang doi hoi
vé tinh sin sang cao va tinh phan cum nhiéu hon. EJBCA bao gom ca CA va VA c6
thé dé dang duoc nhom lai dé dam bao tinh kha dung va hiéu sut. Ban than kién tric
PKI khéng khéc nhau du c6 hoat dong theo nhdm hay khéng, tuy nhién s& cé nhiéu

may chua tham gia hon. C6 thé d& dang thiét 1ap phan cum cho tinh sin sang cao va
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khdi phuc sau tham hoa bang cach str dung cong cu PKI, nhu duoc mé ta trong bai

dang trén blog “Tinh san sang cao cho PKI trong 8 budc don gian”.

EJBCA

ford

EJBCA EJBCA

X D

Hinh 3.9 Cac CA phan cum

Pé tang cuodng kién trdc trung tam tin cay dwoc Kiém tra diy du, ban s& tach
nhiéu chirc nang hon thanh cac thanh phan riéng biét va gisi thiéu nhiéu quyén truy
cap dua trén vai trd hon vao cac phan khac nhau cua hé théng. Mot sé dic diém cua

mot hé théng nhu vay Ia:

e  Tach CA gdc va CA phat hanh.

. Nhat ky kiém tra da ky, tong hop nhat ky dugc luu trong cac may chi
nhat ky riéng biét.

) Céc phién ban co so dir liéu riéng biét, vai ndi dung co so dir liéu duoc
bao vé toan ven (tach biét vai tro gitra cAc nha khai thac DBA va CA).

J Co quan xac nhan VA riéng biét.

e  Cac phan doan mang riéng biét cho tat ca cac thanh phan khac nhau.

) Giam sat va phat hién xam nhap.

e Ty dong hoa va van hanh quy mo Ion.

Trong nhiéu truong hop sir dung hién dai (thuong 1a 10T, Céng nghiép 4.0,

V.V...), ban thyc su muén cé cac quy trinh céng nghiép tu dong, trong mot sé trudng
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hop, toc do rat cao va khéi lugng Ion. Tat ca cac giao dién tich hop c6 tén & trén,
CMP, dich vu Web va SCEP déu phtl hop véi cac hoat dong tu dong. Trong EJBCA,
ban c6 thé dinh cau hinh v sé tly chon cho céc cap d6 tu dong hoa khac nhau, cac
chinh sach va mé hinh tin cay khac nhau, v.v. Tim cac tiy chon phi hop, ban c6 thé

tich hop véi hau hét moi thi, cap chirng chi cho moi thi.

Vi EJBCA st dung co so dit liéu quan hé tiéu chuan, pht hop vai quy mé 16n
va hiéu suat cao nén ban c6 thé dé dang mé rong quy moé EJBCA thanh hang trim
triéu chirng chi duoc cap va tham chi hang ty chiing chi da duoc cap. Tuy thudc vao
Kién trdc va giao dién da chon, ban cd thé dat duoc do tré rat thap (dudi 100 mili giy)

va théng lwong rat cao (>100 certs/giay).
3.4. M0 hinh trién khai
Hé théng can thiét:
— May 40 VMware chay hé diéu hanh CentOS 8.
— May chua EJBCA server (phién ban ejbca_ce_6_15 2 6) cai dat theo mé hinh
Standalone CA/RA/VA.
— Céc g6i phan mém cai dat trén server: openjdk-8-jdk-devel, ant, psmisc,
mariadb-server, java-1.8.0-openjdk-amd64.
3.5. Cau hinh va sir dung

Sau khi cai dat xong phan mém EJBCA trén CentOS sé& c6 dong thdng bao

nhu sau:

ow install t 2 keystore om /opt/ejbca/ejbca ce 6 15 2 6/pl2,

web brows d44 60677a03d02base4740701df8, and

Hinh 3.10 Cai dat thanh cong EJBCA

M¢ trinh duyét firefox cd san trén CentOS 8, sau d6 vao Settings ->

Certificates -> View Certificates
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Certificate Manager X

Your Certificates Authentication Decisions People Servers Authorities

You have certificates from these organizations that identify you

Certificate Name | Security Device \ Serial Number \ Expires On |

~ Example CA

SuperAdmin Software Security De... 74:1C:ED:A6:0F:00:.... January 12, 2025

ew.. Backup..

Backup All.. Import... Delete...

A

Hinh 3.11 Import chitng thur vao trinh duyét

Tai ddy, chon Import rdi chon file superadmin.p12 tai thu muc /opt/ejbca/

ejbca_ce 6_15 2 6/p12 rdi chon OK, sau dé truy cap vao giao dién quan trj web

bang dwong dan: https://localhost:8443/ejbca

*Luu ¥: néu khdng thyc hién thao tac trén thi khong thé truy cap vao giao dién web
cua EJBCA.

< c O & hupsiiocaost ’ mox @ 9 =
Ocentos @Wii @ Documentation @ Forums
. EJBCA

PKI by PrimeKey

Enroll
Create Browser Certificate

Create Certificate from CSR

Create Ke

Create CV certificate

Register

Request Registration

Retrieve

Fetch CA Certificates
Fetch CA CRLs

List User's Certificates

Fetch User's Latest Certificate

Inspect

tificate/CSR

Check Certificate Status

Miscellaneous
Administration

Documentation

Welcome to the public EJBCA pages

Enroll

» Create Browser Certificate - Install a certificate in your web browser. This certificate may be exportable depending on browser and browser settings.

= Create Certificate from CSR - Send a PKCS#10 certificate request generated by your server, and receive a certificate that can be installed on the server. Consult
your server documentation

= Create Keystore - Create a server generated keystore in PEM, PKCS#12 or JKS format and save to your disc. This keystore can be installed in a server, browser or
in other applications.

= Create CV Certificate - Used for EU EAC ePassport PKI. Send a CVC certificate request generated by an Inspection System, and receive a CV certificate. Note: this
can not be used for regular certificates, CV certificates are completely different

Retrieve

= Fetch CA Certificates - Browse and download CA certificates.
= Fetch CA CRLs - Download Certificate Revocation Lists.
= Fetch User's Latest Certificate - Download the last issued certificate for a user for whom you know the certificate Distinguished Name.

Inspect
= Inspect certificate/CSR - Inspect a dump of a CSR or a certificate. This gives an output of a CVC or ASN.1 dump, suitable for technical inspection and debugging.
Miscellaneous

= List User's Certificates - List certificates for a user for whom you know the certificate Distinguished Name.

= Check Certificate Status - Check revocation status for a certificate where you know the Issuer Distinguished Name and the serial number.
= Administration - Go to the EJBCA Admin-GUI. Requires client certificate authentication.

= Documentation - Go to the on-line EJBCA documentation.

Hinh 3.12 Giao dién cua EJBCA

Dé vao giao dién quan tri, chon Administration.
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€ (¢} O A nhttpsi//ocalhost 844 3/¢, adminwet
©Centos @Wiki @ Documentation @ Forums
EJBCA
Pabreimerey - Administration
Home Version : EJBCA 6.15.2.6 Community (r34564)
CA Functions Welcome SuperAdmin to EJBCA Administration.
CA Activation

Node hostname : localhost

CA Structure & CRLs o, .42:01.08-

S Server time : 2023-01-14 22:42:01-08:00

Certification Authorities

Crypto Tokens Publisher Queue Status [2]

Publishers CA Name |CA Service|CRL Status Publisher |Length

Validadocs }ManagementCAJ « [ A [ [No publishers defined. |
RA Functions

Add End Entity
End Entity Profiles
Search End Entities
User Data Sources

© 2002-2020 PrimeKey Solutions AB. EJBCA® is a registered trademark of PrimeKey Solutions AB.

Supervision Functions
Approval Profiles
Approve Actions

System Functions
Administrator Roles
Internal Key Bindings
Services

System Configuration
CMP Configuration
EST Configuration
SCEP Configuration
System Configuration

My Preferences
RA Web

Public Web
Documentation
Logout

Hinh 3.13 Giao dién qudn tri cua EJBCA

Pé ¢ thé tao ching chi p12, chon RA Web, sau d¢6 chon Make New
Request.
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e O @ hitps:iocalhost 6443 ejocairalFioaded e @ & =
© Centos @ Wii @ Documentation @ Forums
I' Enroll»  Search:  Manage Requests  CA Certificates and CRLs  Role Management s  Preferences  Logged in as SuperAd|

EJBCA RA

Request new certificate

Make New Request

Status of a certificate request

Use Request ID

Revoke existing certificate

Search for Certificates

Hinh 3.14 Giao di¢n dang ky chitng thuw

« > C O G o htps/i
© Centos @ Wiki @ Documentation @ Forums

1ongvap@outiook.com

Confirm request

Issuer Distinguished Name

Subject Distinguished Name =1, = GIVENNAME=Long, SURNAME=Vo, L=Hanoi, ST=HN, C=VN
Subject Alternative Name

Public Key Specification

Validity

Key Usage Digital Signature, Content Commitment (Non-repudiation), Key encipherment

Extended Key Usage Client Authentication, Email Protection

Download JKS Download PKCS#12 Download PEM

Hinh 3.15 Xac nhan va tai chitng thu vé
Tai day, ngudi quan tri c6 thé thiét 1ap cac tham sb ciing nhu thém cac thong
tin vé chang thu chuan bi dugc cap. Sau khi nhap day du thong tin, ngudi quan tri o
thé xuat file chimg thu dudi dang JKS, PKCS#12 (p12) hoic PEM.

3.6. Kich ban trng dung vao thie tién
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Cap chting chi cho nguoi dung dé nguoi dung ¢ thé ky thu dién tir trong ang
dung Microsoft Outlook. Tai giao dién cua Microsoft Outlook, chon File -> Options
-> Trust Center -> Email Security -> Import/Export. Sau d6 chon file p12 méi

sinh ra va nhap mat khau réi import.

Lan tiép theo, thu guri tir dia chi email ndy s& duoc gan nhin da ky so dién tir

nhu hinh dudi. Ngudi dung c6 thé click vao nhan dan o goc bén phai caa tiéu dé email

dé 6 thé xem dugc thong tin vé chit ky s6 gin véi email da giri.

Inbox - long vodangphi@gmail com - Outlook
Send/Receive  Folder View Help Tell me what you want to do
7 [k x x — = ¥ Move tor 7 ¥ Move . Search People A
- N~ = € - 3 To Manager . Rules ~ > Follow Up ~ | £l Address Book
Mew  New Delete Archive | Reply Reply Forward [y . . Unread/ ) ) Read | Send/Receive
Email ftems - | & - Al feam Emal *  MsendtoOneNote | Read T Fiter Email | ploud | All Folders
New Delete Respond Quick Steps [ Mave Tags Find Speech Send/Receive ~
Favori < :
4 Favorites Search Current Mailbox ~ JO | Current Mailbox = 2 Reply [-Reply All [ Forward
Inbox 19 CN 15/01/2023 12:59 CH
Al Unread ByDatev T
Sent Items - P @ N
. Long V? <longvdp@outlook.com>
Drafts 4 Today — —
L test2324
Deleted Items 32 Long V? R
test2324 12 CH C : m
23asdswv <end> Sign longvdp@outiook.com
4 longvdp@outlook.com | :> =N
Inbox 19 Long V? 3
Drafts testiz3 2§ cH
123123123123123123123 <end 23asdsvv
Sent [tems
Deleted Items 32 Long V?
1
Archive o Fe
Conversation Histary Vietcombank
Junk Emall Theng bao tam diing dich v shasa
Outbox
RSS Feeds 4 Last Week
Search Folders VCBDigibank@info.vi... !

Bién lai chuyén tign qua tai kh.. 02/01/2023

<1el:1900545413

4 long.vodangphi@gmail.com

Inbox 139 4 Two Weeks Ago
[Gmail] TPBank
Drafts TPBank khuyén céo giao dic..  27/12/2022
Outhox[1]
4 Last Month
Em & B ' |
I Vietcombank -
Filter applied Connected (Im} - ——t 0%

Hinh 3.16 Email sau khi dwoc thém ching thu co nhan dan dac biét
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CN 15/01/2023 12:59 CH

Long V? <longvdp@outlook.com>

M

Search Current Mailbox £ | Current Mailbox ¥ <Reply (=&Reply All (=3 Forward
All  Unread By Datev T

4 ;day H
Long V? 2 test2324
test2324 12:59 CH To. longvodangphi@igmail.com

23asdswv <end>

longvdp@outlook.com E Subiect: test2324

Signed By 2 A
Lo C Messages may contain encryption and digital signature layers. Each digital
cinnatura lavar mav rantain multinla cinnatirac
test Subject:  test2324 Security Lavers
123 From: Long V2 Select a laver below to view its description.
Sianed Bv: longvdp@outlook.com ¥ Subject: test2324
9 The digital signature on this message is Valid and Trusted v Digital Signature Layes
test v Signer: longvdp@outlook.com
3 For more information about the certificate used to digitally sign
Vi the messace. click Details
e Details...
(") warn me about errors in digitally signed email before message opens.
4 las Close
VCor nuwvs ¥
Bién lai c;uyén tién quataikh..  02/01/2023 Description:
<tel:1900545413> OK: signed by longvdp@outlook.com using RSA/SHA1 at 12:58:32 CH
15/01/2023.
4 Two Weeks Ago
TPBank f::it ::(y:f:w:::lﬁi‘r:ﬂ?:::tons to view more information about or make
rBank kwysniclo glto'djc.... .27/12/2022 Edit Trust... View Details... Trust Certificate Authority...
4 Last Monith [ wam me about errors in digitally signed email. Close
N h h A - A h ’ ~ 4 \ .
Hinh 3.17 Thong tin vé chung thu da ky vao email
2spond Quick Steps ~ Move Tane 1 Find I Craarh | SandfRaceive |
. . . . a View Certificate X
General Details Certification Path Trust
‘€aC  General Details - o
ow:  <All> v
. N Field Value a
Signature Information JSignature hash algorithm sha256
lssuer SE, Example CA, ManagementCA
Message format: S/MIME
end> 9 / “Valid from 15 Thang Giéng 2023 12:14:02 CH
I sig Signed by: longvdp@outlook.com TValid to 14 Thang Giéng 2025 12:14:02 CH
JSubject VN, HN, Hanoi, Vo, Long, longvdp, lo...
8 Signature status: oK CPublic key RSA (4096 Bits)
L. . “IPublic key parameters 0500
, Signing time: 12:58:32 CH 15/01/2023 & Authority Key Identifier KeylD=c2a220c4b6509(52712211db... ¥
Ve . -
Digest algorithm: SHA1 e
Signature algorithm: RSA (4096-bits) V3
Certificate Information
mg Issued by: ManagementCA
Certificate status: OK
ye'nl Edit Properties... Copy to File...
4541} View Certificate...
s Agt a
ose
uyén cao giao dic... 27/12/2022
x oK
[ —/ » r

Hinh 3.18 Thang tin chi tiét hon vé chitng thu

Nguoi dung ciing c6 thé ky va ma file van ban dinh kém theo thu.
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Két qua thir nghiém: Email di duoc ma hoa va ky sé tir Microsoft Outlook
sau khi gui di chi c6 ngudi nhan ¢6 ching chi sé duoc cung cap tir cing hé théng
EJBCA méi c6 thé doc duoc ndi dung thu. Nguai nhan ¢d thé kiém tra duoc tinh xac

thue ctia ngudi guri cling nhu tinh toan ven cua email nho chir ky sb.

So séanh giira email gbc véi email da ma hoa/ky sé:

Néi dung Thu chwa ma héa/ky s6 | Thw di ma hoa/ky s6
Thoi gian truyén tai 56 giay 62 giay
Dung luong 19.901 KB 20.521 KB

CO (da ma hoa noi dung
Tinh bao mat Khong bang thuat toan RSA-
4096, ham bam SHA-256)

C6 (da duoc ky s6 dam
Tinh toan ven Khong bao su toan ven cua noi

dung)

C6 (da duoc ky sb xéc
Tinh x&c thyc Khéng

thuc danh tinh nguoi gui)

3.7. Két chwong

Tir két qua thyc nghiém trén ta co thé thay, hé thdng chiing thuc sé PKI sir dung
bo phan mém méa nguon ma EJBCA hoan toan ¢ thé trién khai mot hé thong PKI day
du, hoan chinh chirc ning. Cu thé:
*Uu diém va han ché:

Hé thong nay dap tmg day du céc tiéu chi can thiét caa mot hé thdng PKI nhu
tinh bao mat, tinh toan ven, tinh xac thuc va tinh chéng chdi bo dé dem lai mot moi

truong truyén tin an toan, tin cay théng qua internet.
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Tuy nhién, bén canh nhitng két qua da dat dwoc thi noi dung két qua thuc nghiém
chua thé hién hét duoc toan b cac chirc nang cua hé thong ciing nhu cac mé hinh trién
khai theo kién tric khac.

“Poi twong dp dung phit hop:

EJBCA 1a mét hé théng phirc tap, tuy nhién trong thyc nghiém da sir dung ban
cai dat EJBCA doc lap hoat dong da tich hop san ca CA, RA va VA. Ban EJBCA
Standalone nay hd tro nhiéu bén thué day du do d6 co thé trién khai mot PKI hoan
chinh trong mét moéi trudong duy nhat. Pay 1a mét giai phap rat hiéu qua, d& quan ly

va tiét kiém chi phi, phd hop cho nhiéu doanh nghiép vira va nho trién khai.
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KET LUAN VA HUONG PHAT TRIEN TIEP

Mic du hién nay nhiéu giai phap cung cip hé thong PKI di ra doi, dat duoc
hiéu qua, hiéu suat cao, nhung EJBCA vin 1a mét hé thong noi bat duoc tin cay trén
toan thé gigi. PKI 1a mot hé thong twong dbi phuc tap, viéc nam viing va st dung
thanh thao PKI doi hoi mét tap thé Ion véi nhiéu thoi gian va cong stc. Qua nhirng
gi da trinh bay & trén, dé tai 3 dua ra mot cai nhin tong quat vé van dé an toan trong
hé thong thong tin, co sé ha ting khoa cong khai PKI ciing nhu cac muc tiéu va chic
nang cta nd. Pong thoi, dé tai cling da trinh bay dwoc cac Van dé co ban vé hé thdng
chang thyc s6 PKI sir dung bo phan mém ma nguon mo EJBCA nhu cach cai dit, cau
hinh, sinh va 4p dung chimg thu sé vao thuc té. Tir d6 c6 thé thiy rang, viéc ang dung
nhitng dic tinh vu viét caa hé théng nay 1a diéu kha thi, gép phan phuc vu hiéu qua

nhu cau thyuc té cua ciia cac ca nhan ciing nhu t6 chuc.

Trong pham vi nghién cau, luan vin da trinh bay vé hé théng EJBCA duoc
xay dung dua trén co so ha tang khoa cong khai PKI. Tir d6 xay dung hé théng
EJBCA cung cap chimg thu sd, c6 kha nang dam bao tinh xac thyc, toan ven, bao mat

ctia email dugc truyén di qua mang internet.

B&m sat muc tiéu, nhiém vy, sir dung dung dan céc phuong phap nghién ctu
khoa hoc, luan vin da thu dugc mot s6 thanh cdng va vé co ban da dat duoc muc tiéu,
nhiém vu dit ra. Trong tuong lai, dé cai thién hiéu suat caa hé théng, luan van dinh
huéng mé rong nghién cieu vé cac mé hinh trién khai khac cua hé thdng; dong thoi,
can xem xét, nghién ciu nhitng tng dung khac caa hé thong nhu kha ning ky sb cac
loai vin ban, tai liéu duéi dang file doc, pdf hay céc file thyc thi dé chung thuc cac
file d6. M4 hoa thong tin dé dam bao bi mat véi cac thuc thé khéc, thuc hién cac kénh

lién lac trao d6i théng tin mat giira cac thuc thé khac nhau trén mang.

Hudng phét trién tiép: ¢ thé ap dung mé hinh vao thyc té nhiéu hon cht khdng
phai chi dirng lai & mic ly thuyét. Chiing ta cé thé trién khai thir nghiém mot hé thong
chang thyc tap trung theo kién triic PKI phan cip don gian c6 thé sir dung ngay trong
thuc té. Hé thong duoc trién khai nay mang lai day da cac tinh chat can thiét nham

thiét 1ap moi trueong an toan, tin cay dé giao tiép voi cac dic tinh nhu tinh bao mat,
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tinh toan ven, tinh xac thuc va tinh khéng thé chéi bo. Hon nita, hé théng con co kha

nang mo rong, tich hop véi nhiéu hé thong khac mot cach dé dang.

Luan van la cong trinh nghién ctru cdng phu, nghiém tic, song do PKI noi
chung va EJBCA ndi riéng 1a mot hé thdng 16n va phe tap, pham vi nghién ctu rong,
cong thém nhiing khé khin khach quan, ciing nhu kién thic con han ché nén chac
chan con nhiéu khiém khuyét. Rat mong nhan dwoc su quan tam, gop y cua cac nha
khoa hoc, nha hoat dong thuc tién va dong nghiép. Cudi ciing, xin chan thanh cam on
cac don vi lién quan, cac dong chi, ddng nghiép, cac thay ¢ trong hoc vién, dac biét

la thay hudng dan khoa hoc d tan tinh giup d& dé hoan thanh luan vin nay./.
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PHU LUC
CAI PAT EJBCA TREN HE PIEU HANH CENTOS 8

Cai dat cac g6i phan mém bd tro:

$ sudo yum install -y nano tar unzip java-1.8.0-openjdk-devel ant psmisc
mariadb bc patch

Cai dat MariaDB:

$ sudo yum install -y mariadb-server

$ sudo systemctl enable --now mariadb
Tao password cho root user MariaDB:
$ sudo mysql_secure_installation

Tao database, user database mai:

$ sudo mysgl -u root -p

mysqgl> CREATE DATABASE ejbcatest CHARACTER SET utf8 COLLATE
utf8 general ci;

mysqgl> GRANT ALL PRIVILEGES ON ejbcatest.* TO 'ejbca'@'localhost’
IDENTIFIED BY ‘ejbca’;

mysql> exit

Tién hanh cai dat hé théng EJBCA:

$ sudo useradd -m -U -r -d /opt/ejbca ejbca
$ passwd ejbca

$ sudo usermod -aG wheel ejbca

$ sudo su - ejbca

$cd

Tai ban nén cua EJBCA Vvé rdi giai nén:
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$ wget
https://netcologne.dl.sourceforge.net/project/ejoca/ejbcab/ejbca 6 15 2 6/ej
bca ce 6 15 2 6.zip

$ unzip ejbca_ce 6 15 2 6.zip

Khaoi chay cai dat EJBCA bang shell script:

$ ./ejbca_ce 6 15 2 6/bin/extra/ejbca-setup.sh

Tinh chinh cac cong trén tuong lua:

$ sudo firewall-cmd --add-port=8443/tcp --permanent
$ sudo firewall-cmd --add-port=8442/tcp --permanent
$ sudo firewall-cmd --add-port=8080/tcp --permanent
$ sudo firewall-cmd —reload

Tao file dich vu ejbca.service véi ndi dung bén dudi:
$ sudo nano /etc/systemd/system/ejbca.service

[Unit]

Description=EJBCA Server Daemon
After=network-online.target

[Service]

Type=simple

User=ejbca

Group=ejbca

UMask=007

WorkingDirectory=/opt/ejbca
ExecStart=/opt/ejbca/wildfly/bin/standalone.sh -b 0.0.0.0

ExecReload=/opt/ejbca/wildfly/bin/jboss-cli.sh --connect :reload
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ExecStop=/opt/ejbca/wildfly/bin/jboss-cli.sh --connect :shutdown
Restart=on-failure

TimeoutStopSec=300

[Install]

WantedBy=multi-user.target

Khaoi dong lai tién trinh hé théng dé thay di cd thé hoat dong:
$ sudo systemctl daemon-reload
$ sudo systemctl enable --now ejbca

Chay lénh dudi dé xem trang thai cia chuong trinh EJBCA. Néu status 1
running ¢6 mau xanh 1a cé nghia la dich vu dang hoat dong.

$ systemctl status ejbca



