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LOI CAM DOAN

T6i tén l1a VO Bang Phi Long, cam doan: Luan van Thac si Ky thuat “Nghién cau
va trién khai hé thdng ha tang khoa cong khai sir dung bo phan mém méa nguon mé
EJBCA” day la cong trinh nghién ctru cua tac gia dudi sy huéng dan cua PGS. TSKH.
Hoang Ding Hai. Cac két qua nghién ctru trong luan van 1a trung thuc, khong sao chép
bat ky tir mot ngudn nao va dudi bat ky hinh thirc ndo. Cac nguon tai liéu tham khao da

duoc trich dan va ghi nguon dung quy dinh.

TAac gia ciaa luin van

V0 Piang Phi Long



LOI CAM ON

Véi long biét on sau sac, toi xin guri o1 cam on chan thanh téi nhitng ngudi da

giup do t6i trong qua trinh hoc tap, nghién cau khoa hoc.
T6i xin chén thanh cam on:

Dau tién toi xin cam on thay PGS. TSKH. Hoang Pang Hai di tan tinh huéng
dan truyén dat nhitng kinh nghiém quy bau va giup d& tir nhitng ngay bét dau huéng dan

dén ngay bao vé.

Tiép theo, toi xin cam on cac thay cd trong Hoc vién Céng nghé Buu chinh Vién
thong da truyén dat nhitng kién thirc quy bau va nhiét tinh day dd t6i trong qua trinh hoc

tap tai Hoc vién.

T6i xin tran trong cam on don vi noi toi cong tac va lam viéc di tao moi diéu

kién thuan loi cho t6i trong sudt qué trinh hoc cao hoc.

Cudi cuing, tdi xin cam on gia dinh, d6ng nghiép, ban bé da ludn ddng hanh, cb

vii va gitip d& ban than tdi hoan thanh luan van nay






MO PAU
1. Ly do chon dé tai

Trong thoi dai cong nghé dang ngay cang phat trién, viéc bao vé thdng tin 1a
vO cling quan trong, quyét dinh twong lai cua bat ky mot ca nhan hay t6 chirc nao.
Khi thong tin truyén di trén mang, n6 s& bi de doa bai céc ké tan cdng, ho co thé xem
trom, chinh sira thdng tin hay tham chi gia mao ngudi nhan. Tir d6, thong tin truyén
trén mang ludn phai dap tng duoc ba yéu té: xac thuc, bi mat, toan ven.

Dimg trudc cac thach thic di va dang xay ra trong thuc tién, cac cong ty bao
mat da phdi hop cling cac cong ty, to chirc dé nghién ciru va phat trién ra cac phuong
phap ciing nhu san pham nham bao vé yéu té xac thuc 6 lién quan téi cac hoat dong
trong giao dich truc tuyén. Chinh vi nhitng ly do trén, toi da chon giai phap st dung
bo phan mém ma nguén mo EJBCA trén nén tang hé diéu hanh CentOS 8. Viéc
nghién ctru dé tai vé “Nghién ciu va trién khai hé théng ha ting khéa cong khai
str dung bd phan mém ma nguon mé EJBCA” 1a cuc ky cap thiét, dap tmg dugc
nhu cau thuc tién trong cong cudc chuyén ddi sé dang duoc ap dung trén toan qudc,

dong gop mot phan vao sy phat trién caa hé thong cong nghé thong tin.

2. Muc dich nghién ctru

Muc dich nghién ctru: Muyc tiéu cua luan van la xay dung, thu nghiém va
danh gia hé thong cap chimg thu s6 trén may chu cai dat phan mém ma nguon mé
EJBCA.

3. Poi twong va pham vi nghién ciru

* Poi twong: Luan vian nghién ctu vé hé thdng cung cip ha ting khda cong
khai PKI str dung phan mém méa nguon mé EJBCA nhiam dam bao duogc tinh xéac

thuc, toan ven va bao mat cua hé thng.
* Pham vi nghién ctru:
- Hé thdng co s& ha tang khoa cong khai PKI.

- Hé théng phan mém EJBCA.



- Xay dung va thir nghiém mé hinh truyén nhan dugc ching thuc bang ching
thu s6 sinh ra bang hé théng EJBCA.
4. Phwong phap nghién ciru
* Phuong phap nghién ctu ly thuyét: Nghién ctru tong quan vé hé thong an
toan thong tin va cac thuat toan co ban, nghién ctu tong quan vé ha ting khoa cong
khai PKI, qua d6 tim hiéu mot s6 van dé chinh, nhu:
> Ly thuyét lién quan van dé nghién ctu.
» Tim hiéu vé mot sb thuat toan ma hoa co ban.
> Co so ha ting khoa cong khai PKI.
* Phuong phap nghién ctru thyc nghi¢m:
> Xay dung mdi truong thir nghiém hé thng.
> Cai dat, cau hinh céc thanh phan.
> Thyc nghiém va danh gia két qua.
5.  Két qua da dat dwoc caa luin vin
- Phan tich yéu cau ching thuc sé dang ngay cang trd nén cap thiét trong
thuc tién.
- Giai phép ap dung chitng thuc sé vao truyén nhan mail s dung bo phan
mém EJBCA.
- Két qua thuc nghiém.
6.  Cautric cha luin vin
- Chuong 1 trinh bay téng quan vé an toan trong hé théng théng tin.
- Chuong 2 trinh bay vé co sé ha ting khoa céng khai PKI.
- Chuong 3 trinh bay két qua thuc nghiém va danh gia.



Chwong 1: TONG QUAN VE AN TOAN TRONG HE THONG THONG
TIN

1.1. Khai quat cac vin dé an toan chung caa hé théng théng tin

An toan thong tin 1a hoat dong bao vé thdng tin bing cach giam thiéu rai ro
thong tin. D6 1a mot phan cua viéc quan ly rui ro thong tin. Diéu ndy dong nghia véi
viéc ngan chan hoac giam kha nang truy cap trai phép di liéu hoac truy cap di liéu
khong phi hop hay viéc st dung, tiét 16, 1am gian doan, x06a, lam tham hut, stra doi,
kiém tra, luu lai hodc 1am giam gid tri thdng tin mot cach bat hop phép.
1.2. Cac moi hiém hea vé an toan thong tin

Cac méi de doa an toan thong tin ¢ nhiéu dang khac nhau. Mot sé6 méi de doa
phd bién nhat hién nay l1a tan cong phan mém, trom cap tai san tri tug, trom danh tinh,
trom thiét bi hoac thong tin, pha hoai va tong tién dua trén thong tin thu thap duoc.
Virus, worms, tan cong lira dao (phising attacks) va Trojan 1a mot sé vi du pho bién

vé tan cong phan mém.
1.3. Tao 1ap moéi troedng an ninh

1.3.1. Nhén thuc

Nhan thuc 14 qua trinh kiém tra tinh hop 18 cua cac ddi tugng tham gia thong
tin trong bat ci mang nao.
1.3.2. Toan ven so liéu

Toan ven sb lidu 1a sy dam bao sé liéu truyén théng khong bi thay déi hay pha
hoai trong qua trinh truyén tir noi phat dén noi thu.
1.3.3. Bao mat

Muc dich cta bao mat nham bao dam tinh riéng tu cta dit liéu sé va khién cho
dit liéu khdng thé doc dugc bai bat cir ai, ngoai trir nhitng ngudi co quyén truy cap.
1.3.4. Trao quyén

Trao quyén 1a qua trinh quy dinh quyén han truy cip cua ngudi st dung, ngudi

sir dung duoc quyén thuc hién mot s6 hanh dong ma nguoi quan tri trao cho.



1.3.5. Cam tir chéi
Cam tir chdi hay chdng chdi bo 1a bién phap budc cac phia phai chiu trach nhiém

vé giao dich ma ho da tham gia, khong duoc phép tir chdi tham gia giao dich.

1.4. Cac ky thuat dim bio tinh bao mat, toan ven, xac thuc

Mubn dua dam bao tinh bao mat, toan ven, xac thuc thi truée hét can phai tim
hiéu vé cac ky thuat c6 kha ning dem dén nhitng tinh chat nay cho hé théng.
1.4.1. Ma hoa cong khai

Hé thong PKI sir dung ma hoa khoa cong khai dé dam bao tinh bao mat caa di
liéu trong qud trinh truyén tai.
1.4.2. Chieng chi s6

Chting chi s6 1a mot tai liéu sé duge cap phét boi mot to chuc CA (Certificate

Authority), xac nhan danh tinh cia mét thuc thé trong mot hé théng PKI.

1.4.3. Ma hoa
M4 hoa la qué trinh chuyén doi théng tin sang dang kho doc duoc goi 1a ma

hoa, st dung cac thuat todn ma hda.

1.4.4. Chix ky s6
Chir ky s gitp dam bao tinh xac thuc va tinh toan ven cua céc dir liéu duoc

trao d6i qua mang.
1.4.5. Giao thiec HTTPS

HTTPS & mét giao thirc mang bao mat, két hop gitta giao thic HTTP va

SSL/TLS dé dam bao tinh bao mat cua céc dix liéu dugce trao d6i qua mang

1.4.6. Phwong phap quan ly khoa cong khai va khéa bi mat
Hé thong PKI nén sir dung cac phuong phap quan ly khoa céng khai va khoa
riéng nhu RSA, ECC, DSA... & dam bao tinh bao mat cua hé théng.

1.5. C4c cong nghé an ninh



1.5.1. Cbng nghé mat ma
Muc dich chinh cia mat ma la dam bao théng tin giira hai dbi twong trén kénh

thong tin khong an toan, dé ddi twong thi ba khong thé hiéu duoc thong tin duoc

truyén 1a gi.

1.5.2. C4c giai thuat ddi xieng
Cac giai thuat doi xang sir dung khoa duy nhat cho ca mat ma héa 1an giai mat

ma hoa tat ca cac ban tin. Phia phét st dung khoa dé mat ma hda ban tin, sau d6 gui
n6 dén phia thu xac dinh. Sau khi nhan dugc ban tin phia thu sir dung chinh khéa nay
dé giai mat ma.
1.5.3. C4c giai thuat bat déi xing

Cac giai thuat bat dbi xing giai quyét van dé chinh xay ra déi véi cac hé thong
khoa dbi xing.
1.5.4. Nhan thuc

Nhan thuc st dung mat ma hoa khoa cong khai dé c6 thé giai quyét van dé xac
thuc danh tinh khién cho mot ngudi st dung c6 thé tin chic rang ho dang trao doi

thong tin v&i ding nguoi can trao d6i chir khéng bi mic hra bai ngudi khac.

1.5.5. C4c chir ky dién tir va tom tat ban tin
Chir ky dién tr duoc st dung dé kiém tra xem ban tin nhan duoc c6 phai 1a tur

phia phéat hop I¢ hay khéng.

1.5.6. Cac chirng chi s6
Chting chi s6 dam bao khda cong khai thuoc vé ddi tuong ma né dai dién. Can

dam bao rang ching thu sb dai dién cho thuc thé yéu cau (ca nhan hoic té chic), mot

d6i twong thar ba 1a tham quyén chitng nhan CA (Certificate Authority).

1.6. Két chwong

Hién nay van dé an toan thong tin trong thoi dai chuyén doi s6 1a mot trong
nhitng muc tiéu hang dau cua bat ctr to chtrc hay c& nhan nao. Tir cac cong ty nhé cho
tGi cac tap doan 16n hay t6 chirc chinh phu déu dat van dé bao mat théng tin 1am trong

tam trong cdng cudc chuyén doi sé cua minh. Cac phuong phap tin cong phét trién



doi hoi céc ki thuat phong thu ciing nhu xir 1y su ¢b cling phai vuot 1én trén dé co thé

ngan chin duoc ké xau loi dung cac k& ho dé tan cong, pha hoai, tryc loi.



Chuwong 2: CO SO HA TANG KHOA CONG KHAI PKI
2.1. Tong quan vé ha tang khéa cong khai PKI

Ha tang khoa cong khai PKI (Public Key Infrastructure) 1a mot thut ngir ding dé
m6 ta mot hé thdng hoan thién cua mot tap hop cac vai tro, chinh sach, quy tic, phan cing,
phan mém va quy trinh can thiét dé tao, quan ly, phan phdi, st dung, luu trix va thu hoi

chirng chi k¥ thuat sb ciing nhw quan ly m& héa cong khai.

2.2. Kién tric va chirc ning ciia PKI

Co sé ha tang khoa cong khai (PKI) 1a mot hé thong tao, Iuu trix va phan phdi ching
chi ki thuat sé duoc sir dung dé xac minh rang mot khoa cong khai cu thé thuoc vé mot
thyuc thé nhat dinh duy nhat. Mot PKI bao gom:

e Co quan cip ching chi (CA)

e Co quan dang ky (RA

e M0t thu muc trung tm

e Mot hé thdng quan ly ching chi
e Chinh sach vé ching chi

e Co quan xac thuc bén tha ba (VA)



2.2.1. M6 hinh phan cap

Hinh 1 M6 hinh phan cdp
Pay 12 m6 hinh dwoc st dung phd bién rong rai nhat hién nay.

2.2.2. M0 hinh mang lwéi

Hinh 2 M6 hinh mang léi



2.2.3. M6 hinh danh sach tin cay

Hinh 3 M0 hinh danh sach tin cay

2.3. Uu diém va nhwoc diém ciia PKI

Ha tang khoa cong khai PKI c6 mot s wu diém nhu sau: Tinh khdng tir chdi, hiéu
qua vé chi phi, mirc d6 bao mat cao, duoc cac chinh phi chap nhan. Cing véi cac uu diém
caa PKI thi ha tang nay ciing c6 mot s6 nhuge diém nhu sau: Chi phi trién khai cao, chi

phi phét sinh, can d6i ngii quan tri vién duoc dao tao bai ban.

2.4. Mt s6 phan mém cung cap ha ting khda cong khai
2.4.1. OpenSSL

OpenSSL 13 dang CA don gian nhat va ciing 13 céng cu cho PKI duogc phat

trién tlr nim 1998.
2.4.2. EJBCA
EJBCA 13 mét hé thong CA m3 ngudn mé dugc phat trién bang Java.

2.4.3. Dogtag Certificate System
Hé théng chimg chi Dogtag (con duge goi 1a Dogtag PKI) 13 co quan cap
chtng chi nguén md (CA) hd tro nhidu truong hop sir dung PKI pho bién.
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2.4.5. OpenXPKI

OpenXPKI 1a b cong cu dya trén OpenSSL va Perl c6 thé tao, quan 1y va
trién khai céc chimg chi k¥ thuat sb.
2.4.6. Step-ca

Step-ca la mot cong cu PKI ma ngudn mé dua trén dong 1énh command line

CLI don gian nhung linh hoat c6 thé tao va quan 1y cac chung chi ki thuét sd.

2.4.7. OpenCA
OpenCA 1a mot dy an xay dung mot hé théng PKI hoan chinh, chuyén nghiép

cho cac doanh nghiép, co quan, t6 churc cd vira va 1on.

2.5. So sanh dic diém giira OpenCA va EJBCA
2.6. Két chwong

Qua nghién ctru va thuc nghiém xay dung chuong trinh, ban than toi thay
EJBCA Ia mét trong nhitng hé thdng PKI tién tién, hiéu qua trong giai quyét van dé
chang thuc danh tinh cua hai hay nhiéu thuc thé trong qua trinh lién lac trén mang
Internet, diéu nay hira hen s& dem lai hiéu qua cao hon trong Viéc giai quyét van dé
dat ra.
Chuwong 3: HE THONG CHUNG THU'C SO PKI SU DUNG BQ PHAN

MEM MA NGUON MO EJBCA

3.1. Gigi thiéu vé bd phan mém ma nguén mé EJBCA
EJBCA, viét tit caa cum tir Enterprise Java Bean Certificate Authority, la mot
trong nhitng nén tang co so ha tang khoa cong khai (PKI1) phd bién nhat trén thé gidi.

3.2. Kién truc caa hé thong PKI sit dung EJBCA

3.2.1. Standalone CA/RA/VA
Mot ban cai dat EJBCA doc lap hoat dong nhu CA, RA va VA.

3.2.2. CA veéi cac RA va/hoiac VA phén tan
EJBCA c6 thé dugc thiét 1ap bang cach sir dung Giao thirc ngang hang cua

PrimeKey dé giao tiép vai cac phién ban khac cia EJBCA dong vai tro 1a RA va/hodc
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VA thay cho n6é nham cai thién hiéu suét va ting cudng bao mat bang cach cé thé dat

CA phia sau tuong lira chi cho phép cac két ndi giri di.

3.2.3. Standalone VA
EJBCA c6 thé duoc trién khai nhu mot VA doc 1ap phuc vu nhu cau OCSP

cua cac ban cai dat khéng phai EJBCA bang cach doc CRL dinh ky.

3.2.4. PKI lai véi Public Cloud
EJBCA phu hop dé trién khai cai dit trén dich vy dam may hoic trong moi

truong dam may két hop véi co sé ha tang noi bo.

3.3. Céc khia canh khac cin luu y khi thiét ké hé thong PKI
3.3.1. Quan ly khéa
Da6i véi cac cai dat yéu cau mirc do tin cay va bao mat nhat dinh, cac khoa can

duogc luu trit trong Mo-dun bao mat phan cang (HSM).

3.3.2. Phan phdi chieng chi
Vi PKI thuc su 12 mot co sé ha ting bao mat nén n6 can duoc tich hop phi

hop voi nhu cau bao mat cua té chic va tly theo truong hop sir dung.

3.3.3. Tinh phan cum va sin sang cao
Co s& ha tang PKI cang tré nén quan trong d6i voi nhiém vu thi cang doi hoi

vé tinh sin sang cao va tinh phan cum nhiéu hon.

3.4. M0 hinh trién khai
— May 40 VMware chay hé diéu hanh CentOS 8.

— May chia EJBCA server (phién ban ejbca_ce 6 15 2 6) cai dat theo mo hinh
Standalone CA/RA/VA.

— Céc g6i phan mém cai dat trén server: openjdk-8-jdk-devel, ant, psmisc,
mariadb-server, java-1.8.0-openjdk-amd64.

3.5. Cau hinh va sir dung i
Mg trinh duyét firefox co san trén CentOS 8, sau do vao Settings ->

Certificates -> View Certificates
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Tai day, chon Import roi chon file superadmin.p12 tai thu muyc /opt/ejbca/

- c oa
| ©@centos @Wi @ Documentation @ Forums

I . EJBCA

ejbca_ce_6_15 2 6/p12 rdi chon OK, sau d6 truy cap vao giao dién quan tri web
bang duong dan: https://localhost:8443/ejbca

iocalhost 544

PKI by PrimeKey Ad m | n |Strat|0 n

Home

CA Functions
CA Activation
CA Structure & CRLs
Certificate Profiles
Certification Authorities
Crypto Tokens
Publishers
Validators

RA Functions
Add End Entity
End Entity Profiles
Search End Entities
User Data Sources

Version : EJBCA 6.15.2.6 Community (r34564)
Welcome SuperAdmin to EJBCA Administration.

Node hostname : localhost
Server time : 2023-01-14 22:42:01-08:00

CA Name |CA Service |CRL Status Publisher |Length
ManagementCA 4 i Y No publishers defined

© 2002-2020 PrimeKey Solutions AB. EJBCA® is a registered trademark of PrimeKey Solutions AB.

Supervision Functions
Approval Profiles
Approve Actions

System Functions
Administrator Roles
Internal Key Bindings
Services

System Configuration
CMP Configuration
EST Configuration
SCEP Configuration
System Configuration

My Preferences
RA Web

Public Web
Documentation
Logout

Hinh 4 Giao dién qudn tri cua EJBCA
3.6. Kich ban trng dung vio thuec tién

Lan tiép theo, thu gtri tir dia chi email nay s& duoc gan nhan da ky sb dién tu
nhu hinh dudi. Ngudi dung c6 thé click vao nhan dan & goc bén phai cua tiéu dé email

dé o thé xem dugc thong tin vé chit ky s6 gan véi email di gui.


https://localhost:8443/ejbca
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Al Unread ByDatev T ‘
(A N2 clandvdn@aiitlanlE s
N Long V? <longvdp@outlook.com>
4 Today ] < '
test2324
Long V? R
test2324 12:59 CH
- s 8 Sublect:  test2324 &
PN
Lo Messages may contain encryption and digital signature layers. Each digital
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ik skinrbens

test Subject:  test2324 Security Lavers
123 From: Long V2 Select a laver below to view its description.

Sianed Bv: longvdp@outlook.com

Lo
.| Q The digital signature on this message is Valid and Trusted.

@outlook.com

For more information about the certificate used to digitally sign
Vig the message. click Details
L | Details.

Warn me about errors in digitally signed email before message opens

4 las Close
(Ve ST e r— :
Bién lai chuyén ua tai kh. 02/01/2023 Descriotion
S OK: Signed by longvdp@outlook com using RSA/SHAT at 12:58:32 CH
15/01/2023.

4 Two Weeks Ago

Click any of the following buttons to view more information about or make
TPBank e
TPBank khuyén cio giao dic...  27/12/2022 2
Edit Trust View Details. Trust Certificate Authority.
Warn me about errors in digitally signed email, Close

4 Last Month

Hinh 5 Théng tin vé chitng thw dé ky vao email

Nguoi dung ciing c6 thé ky va ma file van ban dinh kém theo thu.

3.7. Két chwong

Tir két qua thuc nghiém trén ta co thé thay, hé thong chiing thuc s6 PKI sir dung
bo phan mém ma nguon mo EJBCA hoan toan c6 thé trién khai mot hé thong PKI day
du, hoan chinh chirc nang. Cu thé:

*Uu diém va han ché:

Hé thdng nay dap tmg diy du céc tiéu chi can thiét caa mot hé thong PKI nhu
tinh bao mat, tinh toan ven, tinh xéac thuc va tinh chéng chéi bo dé dem lai mot moi
truong truyén tin an toan, tin cay théng qua internet.

Tuy nhién, bén canh nhitng két qua da dat duoc thi noi dung két qua thuc nghiém
chua thé hién hét duoc toan bo cac chie ning cua hé thdng ciing nhu cac mé hinh trién
khai theo kién tric khac.

“Poi twong dp dung phit hop:

EJBCA 12 mét hé théng phtc tap, tuy nhién trong thuc nghiém di sir dung ban
cai dat EJBCA doc lap hoat dong da tich hop san ca CA, RA va VA. Ban EJBCA

Standalone nay hd tro nhiéu bén thué day du do d6 c6 thé trién khai mot PKI hoan
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chinh trong mét moéi trudng duy nhat. Pay 1a mét giai phap rat hiéu qua, dé quan ly

va tiét kiém chi phi, ph hop cho nhiéu doanh nghiép vira va nho trién khai.
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KET LUAN VA HUONG PHAT TRIEN TIEP

Mic du hién nay nhiéu giai phap cung cip hé thong PKI di ra doi, dat duoc
hiéu qua, hiéu suat cao, nhung EJBCA vin 1a mot hé thong ndi bat dugc tin cay trén
toan thé gigi. PKI 1a mot hé thong twong dbi phtc tap, viéc nam viing va st dung
thanh thao PKI doi hoi mot tap thé Ion véi nhiéu thoi gian va cdng stc. Qua nhirng
gi da trinh bay & trén, dé tai da dua ra mot cai nhin tong quat vé van dé an toan trong
hé thong thong tin, co sé ha ting khoa cong khai PKI ciing nhu cac myc tiéu va chirc
nang ctia nd. Pong thoi, dé tai cling da trinh bay duoc cac van dé co ban vé hé thdng
chang thyc s6 PKI sir dung bo phan mém ma ngudn mo EJBCA nhu cach cai dit, cau
hinh, sinh va 4p dung chimg thu sé vao thuc té. Tir d6 ¢6 thé thay rang, viéc ang dung
nhitng dic tinh vu viét caa hé théng nay 1a diéu kha thi, gép phan phuc vu hiéu qua

nhu cau thyuc té caa cia cac ca nhan ciing nhu t6 chuc.

Trong pham vi nghién cau, luan vin da trinh bay vé hé théng EJBCA duoc
xay dung dua trén co sd ha tang khoa cong khai PKI. Tir d6 xay dung hé théng
EJBCA cung cap chimg thu sd, c6 kha nang dam bao tinh xac thyc, toan ven, bao mat

ctia email dugc truyén di qua mang internet.

B&m sat muc tiéu, nhiém vy, sir dung ding dan cac phuong phap nghién ctu
khoa hoc, luan vian da thu duoc mot s6 thanh cdng va vé co ban da dat duoc muc tiéu,
nhiém vu dit ra. Trong tuong lai, dé cai thién hiéu suat caa hé thng, luan van dinh
huéng mé rong nghién ciu vé cac md hinh trién khai khac cua hé thdng; déng thoi,
can xem xét, nghién ciru nhitng tng dung khac caa hé thong nhu kha ning ky sb cac
loai vin ban, tai liéu duéi dang file doc, pdf hay céc file thyc thi dé chung thuc cac
file d6. M4 hoa thong tin dé dam bao bi mat véi cac thuc thé khéc, thuc hién cac kénh

lién lac trao d6i théng tin mat giira cac thuc thé khac nhau trén mang.

Hudéng phét trién tiép: c6 thé ap dung mé hinh vao thyc té nhiéu hon cht khdng
phai chi dirng lai & mic ly thuyét. Ching ta cé thé trién khai thir nghiém mot hé thong
chang thyc tap trung theo kién triic PKI phan cap don gian c6 thé sir dung ngay trong
thuc té. Hé thong duoc trién khai nay mang lai day du cac tinh chat can thiét nham

thiét 1ap méi treong an toan, tin cay dé giao tiép voi cac dic tinh nhu tinh bao mat,
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tinh toan ven, tinh xac thyc va tinh khéng thé chéi bo. Hon nita, hé thng con co kha

nang mo rong, tich hop véi nhiéu hé thong khac mot cach dé dang.

Luan van la cong trinh nghién curu cdng phu, nghiém tac, song do PKI noi
chung va EJBCA ndi riéng 1a mot hé thdng 16n va phc tap, pham vi nghién ctu rong,
cong thém nhitng kho khin khach quan, ciing nhu kién thirc con han ché nén chac
chan con nhiéu khiém khuyét. Rat mong nhan dwoc sy quan tam, gop y cua cac nha
khoa hoc, nha hoat dong thuc tién va dong nghiép. Cudi ciing, xin chan thanh cam on
cac don vi lién quan, cac dong chi, ddng nghiép, cac thay ¢ trong hoc vién, dac biét

la thay hudng dan khoa hoc d3 tan tinh gitp d& dé hoan thanh luan vin nay./



