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LOI CAM DOAN

Téi xin cam doan ndi dung trinh bay luin vin nay 1 do sy tim hiéu va nghién
ctru cua ban than. Cac két qua nghién ctu cua céc tac gia khac déu duoc trich dan
cu thé.

Ludn vin nay chua duoc bao vé tai bat ky mot hoi dong bao vé luan vin thac
s ndo trong nude va nude ngoai. Pong thoi, dén nay ciing chwa duwgce cdng bo trén

bat ky phuong tién thong tin truyén thong nao.

Tac gia luan van

VIENGOUDOM XAYAVONG



LOI CAM ON

Loi dau tién tac gia xin dugc bay to 10ng biét on chan thanh téi : PGS.TSKH.
Hoang Ping Hai di tan tinh hudng dan va dinh hudng cho tdi trong sudt qua trinh
lam luan van.

Toi xin chan thanh cam on Ban lanh dao Hoc vién Céng nghé Buu chinh Vién
thong, Khoa Pao tao Sau Pai hoc va quy thiy, cd va cac ban hoc vién da tao diéu
Kién tot nhat va giap d& toi hoan thanh luan vin nay.

T6i xin bay to sy biét on téi gia dinh, ban bé va ddng nghiép da thong cam,
dong vién gitip do cho tdi trong qué trinh hoc tap va thuc hién luan van.

Cubi cung, mic du trong qué trinh thuc hién luan van nay, t6i da nd luc va
cdng gang bang tat ca kha ning ctia minh, nhung khong thé tranh khoi nhitng thiéu
sot, t6i rat mong nhan duoc su thdng cam va gop y quy bau cua quy thay, cd va cac
ban doc.

Ha ngi, ngay 07 thang 07 nam 2022

Tac gia luan van

VIENGOUDOM XAYAVONG



MUC LUC
LOT CAM DOAN ...ooooiiiiiicneiesie sttt sttt i
LOT CAM ON ..ottt i
DANH MUC BANG, HINH ......coiiiiiiieeeeeeeeeeeeeeeeeee e, v
DANH MUC TU VIET TAT oottt teseesassaeses st nenes Vii
MO DAU ..ot 1
1.TINh CAP thidt CUA A& Al .....cvoveeceeeeeee ettt 1
2. TONg quan V& VAN d& NGNIBN CIU ..........cvevereeeeeesceeseeeeesseeesses s esssnessesseseseenensnes 2
3. Muc dich NEHIEN CUU......eiiiiiiiiii e 3
4. D61 trong VA Pham Vi NGNIEN CUU........c..ceveevceereieeesecessesiesee e ssesees s senesseneas 3
5. Phuong phap nghi€n ClU..........ccooiiiiiiiiiic 3
CHUONG 1. TONG QUAN VE KIEM THU WEBSITE........coooivieeeeeeeeeean. 4
1.1. Cac khai niém co ban vé hoat dong cua website (ngan hang), 16 hong bao mat
EEN WEDSITE ..o 4
1.1.1. Cac khai niém co ban vé hoat dong cua website (Ngan hang) ..........co.ceevee.e. 4
1.1.2. L3 hOng bA0 MAt WEDSIE .....v.ververeeeeeeeeieeeeeeeees sttt 8
1.2. Nghién ctru vé cac ky thuat kiém thir (hop trang, hop den, hop xam).............. 10
1.2.1. Ki8M thir NOP GeN.....evevieieeeeeeeeeee e 10
1.2.2. Ki@M thir ROP NG ...t 11
1.2.3. Ki&M thir NOP XAM......vevieieeeeeeee et 12
1.2.4. KIEM i WEDSIEE .....vovveececeeeeseteee et ettt 12
1.2.5. FUZZING .ttt bbbt 13
1.3. Tim hiéu vé yéu cau va kha nang cuia ky thuat Fuzzing &p dung cho kiém thir 15
hong bao Mat Website NGAN NANG .........ccvveeveiereieeeeeeeee e 13
I 0 O I o] 1§ SO R PSPPSRSO 13
1.3.2. PRaAN 101 FUZZING .....oiiiiiiiiee e e 15
1.3.3. Uu nhuroc diém CUA FUZZING ...vocvverceeeeceeseeeee e estess s 17
1.3.4. Lya chon Fuzzing cho Kiém tra 16 hong WEDSIte ...........cc.ccvvverveeverrereeisrenenns 18

KEL TUAN CRUONE 1 ..ottt 19



CHUONG 2. KY THUAT FUZZING TRONG KIEM THU LO HONG BAO

MAT WEBSITE ...ttt 20
2.1. Trinh bay cu thé vé mé hinh, nguyén 1y hoat dong cua k§y thuat Fuzzing.......... 20
2.1.1. MO NINN FUZZING c.veeiiieiiecieeeee e st 20
2.1.2. Quy trinh Fuzzing trong kiém thir b40 mat Website............ocvvveveereevreena. 21
2.2. Co ché phéat hién 16 hong bao mat véi k§ thudt FUzzing ...........ccceeeeveeeveenenne. 23
2.2.1. Thu thap CAc dEm GAU VAO........coveveeeeieeeeeeeesee ettt 23
2.2.2. Nguyén Iy chen dit liGU FUZZ .......cooveiiiiiiiiececee e 32
2.2.3. Phuong phap phat hién 16 hong DA0 MAt........cccvvvevveeeeceeeeeee e 33
2.2.4. Phat hién 16 hong dua trén G4 trung .......c..vvveeververeeieeeeseeesreseeees s 35
2.2.5. Phat hién 16 hong dua trén CAU NTNN......co.coeeeeeeeeeeeeeee e 37
2.3. Trinh bay vé cong cu lién quan K§ thuat FUZZING. ........ccceveieeeieeereeeeseeeeseens 39
2.3.1. NGUYEN tAC thUrC HIBN: ovvveeeeieceeeeceee ettt 39
2.3.2. MOt S6 TOOL tHBU DIEU ....vvovvvveisiicieiieiese s 39
KEE TUAN CRTONIE 2 1.ttt ettt 43
CHUONG 3. UNG DUNG KIEM THU LO HONG BAO MAT WEBSITE
CHO NGAN HANG NGOAI THUONG LAO PAI CHUNG (BCEL).............. 44
3.1. Ly do chon website ngan hang BCEL ...........ccccviiiiiiiiieee e 44
3.2. Xay dung ung dung kiém thir fuzzing cho website ngan hang BCEL............... 46
3.2.1. SO d0 Kién tric NG dUNE .....ooevevveveerieeesceeeee et 46
3.2.2 XAy dung N dUNE.....cccvviiiiiiiieiii e s 47
3.2.3. Xay dung cac thanh phan chinh cta Gng dung kiém thir........cccc.coovvvveeennnn. 51
3.3. Xay dung kich ban thir nghiém kiém thi 16 hdng bao mat website ngan hang
T PSPPSR 53
3.4. Thuc hién Kiém thir, dGAnh gid Kt QUA........o.cveeveeeeeeeeeeeee e 57
KKET LUAN c..cooooeeeeeeese e ase sttt 61

TAI LIEU THAM KHAO ..o ien s nessessss s 63



DANH MUC BANG, HINH

Bang 2.1.C4c thudc tinh va cac thé di kém c6 chira cac URL cua hé thong ............ 24
Bang 2.2. Vi du trong fuzzing duong dan twong duwong..........cc.ceeeeereveerreevereenennnn, 31
Bang 2.3. Chen dir liéu fuzzing vao URL ..........cccoiveiiiiiiciie e 32
Bang 2.4. Chen dir li¢u fuzzing vao phuong thirc POST .......coooiiiiiiiiiiieee, 33
Bang 2.5. Co ché phat hién cac 16 hANG N8 thONG........c.ovveveeieeieeseeeee s 35
Bang 2.6. Cac mau thong DA0 161 Tl SQL .......cvvvveviieieecieececeeee e 36
Bang 2.7. Phét hién cac 167 do CAU NTNN .......ouvieeeeeceeeee s 38
Bang 3.1. K&t qua qUA trinh thu thap ........c.eveeeeeeieeeeeeeee e, 57
Bang 3.2. Danh sach c4c 15 hdng Phat hiBN ............cccovevviieeeieieseeseeee s 58
Hinh 1.1. Kién tric mot GNG dung WED...........cc.eviveeieieeeeeeeeeeeeeeeseese s 5
Hinh 1.2. M6 hinh hoat dong ctia mot ng dung Web ......oovevveiiciiciecceccecceeceee 6
Hinh 1.3, KIi@M thir NOP Geml......vveieeeeceseeeeeeee et 11
Hinh 1.4. Ki&M thir NOP trANG .....vocveeeceeeeeecee et 11
Hinh 1.5, KI@M thir BOP XAM ..ottt 12
Hinh 2.1. M6 hinh Fuzzing cho tng dung Web ..........ccooviiiiiiiiiiceec e, 20
Hinh 2.2, QUY trinN FUZZING .....vooeiecececece e 21
Hinh 2.3. SO A0 CUA MOt CTAWIET .......eeveveeeeeeeeeeeee ettt ettt e et eeeeeeeans 25
Hinh 2.4. M6 hinh thu thadp URL theo ma HTML ..........ccooiiiiiiiiicceecc e, 27
Hinh 2.5. Cac dudng dan tir t&p tin rODOLS.IXE........cuevevreeceeee et 30
Hinh 2.6. Md hinh phan tich phat Nién 16 NONG .......cccveveveeeeeeeeeeeesee e 34
Hinh 3.1. Kién trac phan ting clia NG duNg ..........coveveveerereieesieeesseseeeesseseesesssneesenes 47
Hinh 3.2. Giao tiép gitta FUZZEr VA SEIVE ..........ccovvieeeeeveeseeieresiesessss e senennens 48
Hinh 3.3. Xir Iy d6ng b VA DAt AONG DO ....vovevvereeceeeeeeeee e 49
Hinh 3.4. Thanh phan thu thap diém dau VA0 ...........cceeeveveeeerieeeeeesesee e 51
Hinh 3.5. Thanh Phan tN CONG .......cvoveeeieeeeeeeeeeeee et 52
Hinh 3.6. Thanh phan Phan tiCh ...........ccoveeieieeee e, 53

Hinh 3.7. Danh sach C4c thAng SO tUY CRON .........cveveeeeeeeeeeeeeeeeeee e 54



Vi

Hinh 3.8. Giao dién FUuzzing thil CONQ .......ccoveiieiieiie e 54
Hinh 3.9. Giao dién Crawler URL .........cccovoiiviiiiiiiie et 55
Hinh 3.10. Giao dién Auto Fuzzing & Scan Vulnerability..........c.ccccooveiiiiiiennnn, 56
Hinh 3.11. Website Kiém thir NGNIEM .......coovveirieieeeeeeceeee s 57
Hinh 3.12. Danh sach cac 15 hdng website thir NGhiBM ............cccovvveeveeeeeeeeseeeans 58
Hinh 3.13. L5 hong XSS dugC Phat RGN .......covveeeeeeeeeeeeeee s 58

Hinh 3.14. LS hong SQL INJECION........c.cveeveeeireeieeieeeeeese et seeneesnes 59



vii

DANH MUC TU VIET TAT
Tuwviéttit  Nghia Tiéng Anh Nghia Tiéng Viét
HTTP Hypertext Transfer Protocol Giao thirc truyén siéu vin ban
TCP Transmission Control Protocol Giao thuc truyén TCP
HTML Hypertext Markup Language Ngdn ngit danh dau siéu van ban
XML Extensible Markup Language Ngon ngir danh ddu mé rong
SSL Secure Sockets Layer Lop bao mat socket
XSS Cross Script Site L3 hong XSS
CSRF Cross - Site Request Forgery L5 hong CSRF
URL Uniform Resource Locator bia chi tai nguyén
RFI Remote File Inclusion Lb hong RFI
LFI Local File Inclusion L5 hong LFI
OWASP The Open Web Application Du an nghién ctru bao mat tng
Security Project dung web
GUI Graphical User Interface Giao dién do hoa ngudi ding

CSDL Database Co so dir liéu



MO PAU

1.Tinh cip thiét caa deé tai

Website ngan hang chira nhiéu thdng tin nhay cam cua khach hang, can duoc
bao vé chdng cac xam nhap cua tin tic. Ban chat cac Website khi phat trién ludn ton
tai cac 15 hong bao mat. Do vay, viéc ra soét va kiém tra cac 16 héng bao mat trén
cac Website ngan hang luén duoc quan tam. Vi thé, bao vé thdng tin tro thanh mot
yéu cau khong thé thiéu trong moi hoat dong néi chung va hoat dong dién tir noi
riéng. Dac biét viéc dam bao bao mat Website ngan hang trong thoi dai sé hién nay
cang trd nén cap thiét va quan trong. An toan théng tin 1a bao vé thdng tin va hé
théng thong tin ndi chung bao mat Website ngan hang néi riéng khoi cac truy cap
trai phép. Py 1a bién phap chdng chiém dung, 1am hong, chinh stra hozc thuc hién

c4c thao tac gy mat thong tin quan trong lién quan dén ca nhan, to chic.

Tuy nhién, van dé bao mat Website ngan hang noi chung va ¢ Lao ndi riéng
van chua duoc cac co quan, doanh nghiép ¢ Lo chi trong dau tu. Khong phai tat ca
c4c to chuc, doanh nghiép déu cd thé trang bi day du ciing nhu c6 thé dam bao an
toan, bao mat théng tin mot cach toan dién. Viéc kiém thir 16 hdng bao mat Website
ngan hang rat can thiét vi s& gop phan phét hién céac 16 hong va giup khac phuc, va
cac 15i bao mat nay. Nhiéu ky thuat kiém thir, song k¥ thuat kiém tha hop den
(Black-Box) cu thé 1a k¥ thuat Fuzzing (thudc loai kiém thir Black-Box) la quan
trong nhat. Mac di khéng mai, song méi duoc quan tam tir vai nim nay do cac uu
viét so vai cac ky thuat truyén théng da biét,

Viéc kiém thir phan mém hién nay da phan dugc thuc hién mot cach tha cong,
khong c6 hiéu qua cao trong viéc phét hién nhiing 16 hong an ninh tiém tang. Ky
thuat Fuzzing trong kiém thir 16 hong bao mat Website ngan hang chinh 1a mot giai
phap cho van dé trén. Vai kha ning tu dong hoa cao cing véi co ché phat hién 15
hdng hiéu qua, céng nghé nay duoc rat nhiéu hang quan tdm st dung. Tuy k§ thuat
fuzzing da duoc ap dung trong nhiéu linh vyc, song viéc &p dung k¥ thuat nay vao
kiém thtr 16 héng bao mat website van con c6 nhiing vin dé can nghién ctu do su

phét trién caa linh vuc an toan thdng tin.



Xuat phat tir thuc té trén, em d3 lya chon dé tai “Nghién ciu kj thudt
Fuzzing trong kiém thi# 16 héng bdo mgt Website ngan hang” thugc pham vi céc
van dé da néu dé 1am luan van. Myc dich cua nghién ctu 1 tim hiéu, thir nghiém k§
thuat Fuzzing trong kiém thir 16 hong bao mat website ngan hang. Do ban than ¢
nguyén vong nghién ctru ky thuat va ap dung vao cong tac tai mét ngan hang tai
Lao, em chon website ngan hang lam moi trueong cho thir nghiém k¥ thuat nay.

2. Téng quan vé van dé nghién ciru

> V& van dé 16 hong bao mat cia website

C6 thé noi 16 hong bao mat la nhimg diém yéu trén hé théng hoic an chua
trong mot dich vu ma dya vao dé ké tan cong co thé xam nhap trai phép dé thuc
hién cac hanh dong pha hoai hay chiém doat cac tai nguyén hop phap.

L& hong website 1a nhitng diém yéu cua hé théng website ma tin tic co thé loi
dung dé khai thac nham thu thap thong tin vé hé thdng, tan cong lay cap thong tin,
tan cong vao ngudi ding hé thdng hay tan cong chiém quyén diéu khién hé thng
website.

> Veé ky thuat Fuzzing

Trong linh vyuc an ninh tng dung, Fuzzing hay kiém tha mo (fuzz testing) la
mét ky thuat thudc kiém thir hop den (black box), phat hién I5i cia phan mém bing
cach tu dong hoac ban ty dong cung cap di liéu dau vao khéng hop 1¢, khéng mong
doi hay ngau nhién vao phan mém. Phan mém s& duoc gidm sat va ghi lai céac
truong hop ngoai 18 nhu 16i ma khong duoc thyc thi, tai nguyén that thoat,... nham
xac dinh cac hanh vi bat thuong, phat hién cac 16 hong bao mat tiém an caa phan
mém. Dir liéu khong mong doi thuong 13 cac gia tri vuot qué bién, cac gia tri dic
biét c6 anh huong téi phan xua ly, hién thi caa chuong trinh. Cac chuong trinh va
framework duoc dung dé tao ra ki thuat fuzzing hoac thuc hién fuzzing duoc goi 1a
Fuzzer. Tuy theo mdi trudng va ang dung can kiém tra ma ngudi ta ¢6 cac phuong
an khac nhau dé xay dung Fuzzer.

Fuzzing 12 mét trong nhirng ky thuat cua kiém thir hop den, khong doi hoi
quyén truy cap vao ma nguon [3, 4]. Do d6, n6 ¢6 kha ning tim thay 15i mot cach



nhanh chéng va tranh duoc viéc phai xem ma ngudn.Fuzzing ciing giéng nhu cac ky
thuat kiém thir phan mém, nhung né dwoc sir dung dé phat hién ra mot loat cac van
dé cua web nhu: Cross Site Scripting, tran bo dém, cheén cau truy van (SQL
Injection),... [5, 15]

Hién nay, da c6 mot s6 nghién ciu va tng dung k§y thuat Fuzzing trong kiém
thir phan mém [5]. Tuy nhién, viéc tng dung k§y thuat Fuzzing trong kiém thir bao
mat tu dong cac Website ndi chung va Website ngan hang néi riéng chua dugc quan
tam nhiéu, song viéc &p dung k¥ thuat nay vao kiém thtr 16 hdng bao mat website
van con co nhitng van dé can nghién ctu do su phat trién cua linh vuc an toan théng
tin [6, 9, 10].

3. Muc dich nghién ciru

Muc tiéu nghién ctru cua luan van 1a: Nghién ctu, khao sét, tim hiéu vé nhiing
156 héng bao mat phd bién trong website, cu thé 1a website mot ngan hang; tim hiéu
vé kiém thtr 16 hdng bao mat website va ki thuat Fuzzing trong kiém tht 15 hdng
bao mat website ngan hang; thuc hién thir nghiém.

4. Pbi twong va pham vi nghién ciu

Déi tuong nghién ciu: Ky thuat Fuzzing trong kiém thir 16 hong bao mat trén
website mdt ngan hang.

Pham vi nghién ctru: Website mot ngan hang.

5. Phuong phap nghién cau

- Phuong phép nghién ctiu ly thuyét: Nghién ctu tai liéu lién quan dén cac 16
hong bao mat da duoc cong bd hién nay, cac ky thuat Fuzzing trong bao mat
website.

- Phuong phap khao sat: Nghién ctu tim hiéu céc 156 héng bao mat dién hinh
trén website, ky thuat kiém thir; phan tich danh gia cong cu thir nghiém.

- Phuong phap nghién cttu thyc nghiém: Thyuc hién thue nghiém véi mot cong

cu kiém th.



CHUONG 1. TONG QUAN VE KIEM THU WEBSITE

1.1. Cac khai niém co ban vé hoat dong ciia website (ngan hang), 16 héng bao
mat trén website
1.1.1. Cdc khdi niém co ban vé hoat déng ciia website (ngan hang)

Website 1a mot tap hop cac trang web, thuong chi nam trong mot t&n mién
hodc tén mién phu trén World Wide Web cua Internet.Mot trang web 13 tap tin
HTML hoic XHTML c6 thé truy nhap dung giao thirc HTTP.Website c6 thé duoc
xay dung tir cac tép tin HTML (website tinh) hoic van hanh bang cac CMS chay
trén may chi (website dong). Website cd thé dugc xay dung bang nhiéu ngén ngi
lap trinh khac nhau (PHP, .NET, Java, Ruby on Rails...)[6, 12, 20].

Mot Website thudng dugce bao gdm bai 04 phan chinh:

- Source code: Ma ngudn website, chta tép 1énh trich xuat HTML.

- Hosting: B§ nh¢ luu trit website.

- Database: Dit liéu noi dung website.

- Domain: Tén mién cta website, thuc chat mot website khdng can dén tén
mién nd van c6 thé hoat dong binh thudng vi nd c¢6 dia chi IP. Ban chat cua tén
mién la no dugc anh xa sang dia chi IP théng qua may chia DNS, tao ra sy don gian
cho nguoi dung dé& dang truy cap vao web thdng qua tén mién, thay vi phai nhé dia
chi IP cua website.

Ban dau, cac website chi bao gom cac noi dung van ban, hinh anh va video,
chung duoc lién két vai nhau thong qua céc link. Tac dyung cua website don gian chi
1a Iuu trir va hién thi thong tin. Nguoi dung chi c6 thé doc, xem, di chuyén dén cac
duoc dan gitra cac page.Véi cong nghé hién nay, website khong chi don gian 1a mot
trang tin cung cap céac thong tin. Trudc su ra doi cua cac ngdn ngir server nhu: CGI,
ASP, PHP,... cac website da tro nén linh hoat, c6 thé twong tac véi ngudi dung. Tir
day, nguoi dung co thé dung web dé thuc hién mot cong viéc nao d6 bang may tinh,

do d6 tng dung web duogc ra doi.


https://toidicodedao.com/2015/07/30/c-la-ngon-ngu-tuyet-voi-nhat-java-php-c-c-ruby-chi-toan-la-thu-re-tien/

Ung dung web 1a mét &ng dung chu/khéch sir dung giao thic HTTP dé twong
tac voi nguoi dung hay hé théng khac [8, 13].

Trinh khéach la mét trinh duyét web nhu: Internet Explorer, Chrome, FireFox
hay c6 thé 1a mot chwong trinh ¢6 chirc ning nhu mot trinh duyét web. Nguoi ding
c6 thé giri, nhan cac dir liéu tir may chu thdng qua viéc trao doi ludng thdng tin voi
web server va hién thi noi dung trang web nhan duoc trén trinh duyét. Cac tng dung
web nay c6 thé la cac trang cong thong tin dién ti, trao doi thdng tin, mua ban, céc
dién dan, cac trang glri nhan thu,...

Toc do phat trien cac ky thuat xay dung tng dung web ciing phét trién rat
nhanh. Trudc ddy nhitng tng dung web thudng dwoc xay dung bang CGI (Common
Getaway Interface) duoc chay trén cac may chu web va két ndi véi véi cac co so dir
licu don gian trén cing mot may chi. Ngay nay, wng dung web thuong duoc viét
bang PHP, ASP.Net, JSP (hay cac ngdn ngit tuong ty) va chay trén may cha phan
tan, két nbi dén nhiéu ngudn dix liéu.

Mot ing dung web thuong cé kién tric gom:

Hinh 1.1. Kién trdc mét ing dung web

Trén hinh 1.1 m6 ta kién trac thong thuong cua mot tng dung web bao gom
cac lop:

- Lép trinh dign: L6p nay c6 chic nang hién thi dit liéu ma né nhan duoc tir
web server cho nguoi ding, ngodi ra con c6 thé cé chirc ning tao bd cuc va giao

dién cho trang web.



- Lép ung dung: Pay la noi xir ly cia ing dung web. N6 sé€ xir ly thdng tin
yéu cau tir ngudi dung, dua ra quyét dinh, guri két qua dén 16p trinh dién. Lép nay
thuong duoc cai dit bang cac ki thuat 1ap trinh dya trén cac ngdn ngir nhu CGI,
Java, .NET, PHP,... va dugc trién khai trén host hoic trén cac dich vu caa may cha
nhu Apache cua Linux, IS cua Windows Server,...

- Lop dir liéu: Lép nay la cac hé quan tri dir liéu SQL nhu MySQL, SQL
Server, Oracle,... chiu tranh nhiém quan ly cac file dit liéu va quyén st dung dit liéu
cua toan bo website. Thuong duoc trién khai truc tiép trén cung hoic tach biét riéng
véi web server.

Viéc phan 16p trong kién tric web tao ra cac hoat dong don gian nhung c6
lien két chit ché gitra cac 16p. N6 gitip cho ngudi quan tri dé dang trién khai, van
hanh va chu dong trong phong, chéng cac cudc tan cong.Vi du nhu 16p ung dung c6
16i nhung hé théng, co s& dit lidéu dugc cau hinh dam bao thi hacker khd c6 thé khai
thac va 1am anh huang téi hé thong.

Hoat dong cua mot ung dung web la sy twong tac gitra trinh khach véi web

server. Dudi day la mé hinh hoat dong ciia mot (thg dung web:

Bdc tuding 1A S =L
Cracle
HTTF y&u cfu PwS oL
Lihg diung W'eb T
= ]
Trinh — I Trinh g diung vweb el
khdch - chid =
——
]
Ling ding vieb ESEL
HTTF trd lai
1.E. Apache FPerl K&t n&i CS DL
Mletscape 1= AT 4+ AT, ODBEC, ..

Dpsera ASP . PHEF, .

Hinh 1.2. M6 hinh hoat dgng ctia mot wng dung web
Tuong &ng cac l6p cua mot ing dung web, hoat dong cia maot website ciing
c6 3 phan:
- Trinh khach (trinh duyét nguoi dung): Chrome, FireFox,...
- Trinh chu: Apache, IIS,...
- H¢ quan tri CSDL: Oracle, SQL Server, MySQL,...



Bén canh d6, mot giai phap dung dé bao vé hé thong mang thuong dugc st
dung 1a birc tuwong ltra (firewall), nd ¢6 vai trd nhu 16p rao chian bén ngoai mot hé
théng mang, vi chtrc ning chinh cua firewall 13 kiém soat ludng thdng tin giita céc
may tinh. C6 thé xem firewall nhu mot bo loc thong tin, nd xac dinh va cho phép
moét may tinh nay c6 duoc truy xuit dén mot may tinh khac hay khong, hay mot
mang nay c6 duoc truy xuat dén mang kia hay khéng [8].

Nguoi ta thwong dung firewall vao muc dich:

- Cho phép hoic cAm céc dich vuy truy xuat ra ngoai.

- Cho phép quy dinh cidm cac hay cho phép dich vu tir bén ngoai truy xuat
vao trong.

- Kiém soat dia chi truy nhap, cdm dia chi truy nhap.

Firewall hoat dong dua trén gop IP do dé kiém soat duoc viéc truy cap may
tinh cta nguoi stir dung.

» MO0 ta hoat dong ciia website

Trinh duyét tao mot HTTP Request gui may chu web thong qua cac phuong
thic GET, POST,... cua giao thirc HTTP, yéu ciu cung cap hoic xu ly tai nguyén
thong tin. Pia chi cua tai nguyén yéu cau duoc xac dinh trong dinh dang URL.

Sau khi nhan duoc truy van tir trinh khach, may chu web xac dinh su ton tai
cua tai nguyén dugc yéu cau. Néu yéu cau can thiép cac quyén truy cap cua tai
nguyén thi may cha web tir chdi truy van va tra vé canh bao thich hop. Néu yéu cau
la hop 18, lGc nay may chii ¢ thé cho thyc thi mot chuong trinh duoc xay dung tir
ngdn ngir nhu Perl, C/C++,... hoic may cha yéu cau bd bién dich thyc thi cac trang
PHP, ASP, JSP,... theo yéu cau cia may khach. TUy theo c4c tac vu cua chuong
trinh duoc cai dat ma né xu ly, tinh todn, két ndi dén co so dir liéu, luu cac thong tin
do may khach giri dén.

Khi may cha web dinh danh dugc tai nguyén, né thuc hién hanh dong chi ra
trong request method va tao ra response tra vé cho may khach 1 ludng di liéu c6

dinh dang theo giao thirc HTTP, n6 gém 2 phan:



- Header mé ta cac thong tin vé goi dit liéu va céac thudc tinh, trang théi trao
ddi giira trinh duyét va WebServer.

- Body la phan néi dung dir liéu ma Server gui vé Client, n6 c6 thé 1a mot
file HTML, mot hinh anh, mot doan phim hay mét vin ban bt ki.

Khi giao dich hoan tat, may chu web thuc hién ghi vao tép tin nhat ky mé ta
giao dich vira thuc hién.

Véi firewall, ludng thong tin giita may chu va may khach 1a ludng théng tin
hop 1&. Vi thé, néu hacker tim thay vai 16 hong trong tng dung Web thi firewall
khéng con hitu dung trong viéc ngan chin hacker nay. Do d6, cac k¥ thuat tin cong
vao mot hé thong mang ngay nay dang dan tap trung vao nhiing so suat (hay 16
hong) trong qué trinh tao tng dung caa nhiing nha phat trién Web hon 1a tin céng
tryc tiép vao hé thong mang, hé diéu hanh. Tuy nhién, hacker ciing c6 thé loi dung
cac 16 hong Web dé mg rong sy tan cong cia minh vao cac hé thong khong lién
quan khéc [8, 18].

1.1.2. Lé hong bédo mit website
% Pinh nghia 16 hong bao mat

L& hong bao mat trén mot hé thong 1a cac diém yéu cd thé tao ra su ngung
tré cua dich vy, thém quyén déi véi nguoi sir dung hoic cho phép céc truy nhap
khong hop phép vao hé thdng. Cac 16 hong ciing c6 thé nam ngay cac dich vu cung
cap nhu sendmail, web, ftp ... Ngoai ra cac 16 hong con ton tai ngay chinh tai hé
diéu hanh nhu trong Windows XP, Windows NT, UNIX; hoac trong cac tng dung
ma nguoi sir dung thuong xuyén sur dung nhu Word processing, cac hé databases. ..
[7, 11, 12]

C6 thé noi 15 hong bao mat 1a nhimg diém yéu trén hé théng hoic an chua
trong mot dich vu ma dwa vao dé ké tan cong c6 thé xam nhap trai phép dé thuc
hién cac hanh dong pha hoai hay chiém doat cac tai nguyén hop phap.

Nguyén nhan gay ra 16 hong bao mat la khac nhau:

- Do 15i ciia ban than hé théng

- Do phan mém cung cip hoic do ngudi 1ap trinh



- Do ngudi quan tri yéu kém khong hiéu sau sic cac dich vu cung cép.

< L& héng website

L5 hdng website 1a nhitng diém yéu cua hé thong website ma tin tic c6 thé
loi dung dé khai thac nham thu thap théng tin vé hé thdng, tan cong lay cap thong
tin, tin cong vao ngudi ding hé thdng hay tan cong chiém quyén diéu khién hé
théng website [1, 19].

L5 hdng website c6 thé xuat phat tir nhiéu nguyén nhan, tuy nhién chu yéu la
do 3 nguyén nhéan sau:

- Lbi do ngudi lap trinh, phat trién ang dung tap trung vao chirc nang va téc
d6 ma khong quan tam dén an toan. Ung dung khong co thanh phan kiém tra hay
kiém tra yéu cac dir liéu dau vao tir ngudi dung, tir d6, ké tan cong co thé loi dung
16 hong tir ma ngudn dé khai thac va tan cong hé thong.

- L&i do ngudi quan tri ciu hinh hé théng yéu, cau hinh hé théng mac dinh,
tai khoan mac dinh, khong thuong xuyén cap nhat phién ban méi cho cac dich vu
trién khai trén hé thng.

- L&i nam trong céc giao thirc, cac nén tang hay chuan xay dung hé thng da
duoc cong khai. Vi du nhu giao thitc HTTP hoat dong theo chuan mé hinh
client/server don gian va khi xay dung giao thirc nay nguoi ta chua quan tim dén
van dé bao mat.

< Kiém thir phan mém

Kiém thir phan mém duoc dinh nghia theo nhiéu cach khac nhau, duéi day 1a
mét s6 dinh nghia:

Kiém ther phan mém 1a qué trinh khao sat mot hé théng hay thanh phan dudi
nhitng diéu kién xac dinh, quan sat va ghi lai cac két qua, va danh gia mot khia canh
nao do6 cua hé théng hay thanh phan do [8].

Kiém thar phan mém 1a qué trinh thuc thi mot chuong trinh véi muc dich tim
15i [7].

Kiém thir phan mém 1a hoat dong khao sat thyc tién san pham hay dich vu

phan mém trong ding méi truong ching du dinh s& dugc trién khai nham cung cap
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cho ngudi ¢6 loi ich lién quan nhiing thong tin vé chit lwvong cua san pham hay dich
vy phan mém ay. Muc dich cua kiém tha phan mém 1a tim ra cac 15i hay khiém
khuyét phan mém nhim dam bao hiéu qua hoat déng téi vu cua phian mém trong
nhiéu nganh khac nhau [5, 7, 18].

C6 thé dinh nghia mét cach d& hiéu nhu sau:

Kiém thir phan mém [ mot tién trinh hay mot tap hop cac tién trinh dwoc
thiét ké va thuc hién nhim dam bao cho hé thdng thuc hién theo dang nhiing yéu
cau ma ching da dugc thiét ké va khdng thuc hién nhitng diéu khéng mong mudn.
Kiém thar phan mém 1a mét pha quan trong trong qué trinh xay dung va phat trién
hé thong, chung gitp cho ngudi phat trién hé théng va cac khach hang thay dugc hé
théng mai da dap (ng cac yéu cau dat ra.

Céc phuong phap kiém thar phan mém c6 thé chia lam 3 loai:

- Kiém thir hop den (Black box testing)

- Kiém tht hop trang (White box testing)

- Kiém tht hop xam (Gray box testing)

1.2. Nghién ciru vé cac ky thuat kiém thir (hop triang, hop den, hp xam).
1.2.1. Kiém thit hép den

La phuong phap kiém thi duoc thuc hién ma khong biét duoc cau trac va
hanh vi bén trong ciia phan mém, 1a cach kiém thir ma hé thong duoc xem nhu mot
chiéc hop den, khong cach nao nhin thay phia bén trong cai hop [14].

Mot s6 phuong phap kiém thir hop den:

- Kiém thir fuzzing (Fuzz testing)

- Phén l6p tuong duong (Equivalence partitioning)

- Phén tich gia tri bién (Boundary value analysis)

- Kiém thir moi cap (All-pairs testing)

- Ma tran dau vét (Traceability matrix)

- Kiém thir tham do (Exploratory testing)
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Output

Input > Black box

Hinh 1.3. Kiém thir hop den

Kiém thir hop den khong c6 mdi lién quan nao téi ma Iénh, nhitng kiém thir
vién hop den tim ra 16i ma nhiing lap trinh vién da khong tim ra. Nhung, mit khac,
nguoi ta cling néi kiém thir hop den “gidng nhu 1a di trong bong téi ma khong co
dén”, bai vi kiém thir vién khong biét cac phan mém dugc kiém tra thuc sy duoc
xay dung nhu thé nao. D6 14 Iy do ma c6 nhiéu tredng hop ma maot kiém thir vién
hop den viét rat nhiéu ca kiém thir dé kiém tra mot thir gi d6 ma déng 18 ¢6 thé chi
can kiém tra bang 1 ca kiém thir duy nhét [6] .

Do vay, kiém thir hop den c6 vu diém cua mot sy danh gia khach quan, mit
khac no6 lai c6 nhuge diém ciia mot thim do mu.
1.2.2. Kiém the hép tring

La phuong phap kiém thir trai nguoc hoan toan vai kiém thir hop den, n6 cho
phép kiém tra cdu trac bén trong ciia mot phan mém véi muc dich dam bao rang tat
ca cac ma lénh, thuat toan va diéu kién s& duoc thuc hién it nhat 1 1an.

Mot s6 phuong phap kiém thir hop trang:

- Kiém thir giao dién lap trinh ttng dung (API testing)

- Bao pha ma Iénh (Code coverage)

- C4c phuong phap gan 15i (Fault injection)

- Cac phuong phap kiém thir hoan chuyén (Mutation testing methods)

- Kiém thir tinh (Static testing)

| Input(i) > ::fr(iin<t1((?’)'~%,d" . [ Output(i) >

Hinh 1.4. Kiém thir hop tring



12

Kiém thtr hop tring c6 thé ap dung tai cap don vi, tich hop hé thdng va cac
cap do cua qua trinh kiém thir phan mém. Mic du phuong phéap nay thiét ké kiém
thir ¢6 thé phat hién ra nhiéu 16i hoic cac van dé, nhung no6 c6 thé khdng phét hién
cac phan chua thyc hién cua cac dic diém ki thuat hozc yéu cau thiéu sét [17].
1.2.3. Kiém tha hép xdm

La sy két hop cua kiém thir hop den va hop trang. Trong kiém thtr hop xam,
cau triic bén trong san pham chi dugc biét mot phan, nguoi kiém thir c6 thé truy cap
vao cau trlc dir liéu bén trong va thuat toan cia chuong trinh véi muc dich 1a dé

thiét ké dau vao, nhung khi kiém tra thi nhu & muac hop den.

| Input > Gray box | Output >

Hinh 1.5. Kiém thir hgp xam

Viéc thao tac t6i dit liéu dau vao va dinh dang dit liéu dau ra 1a khong rd
rang, gibéng nhu mot chiéc hop xam, boi vi dau vao va dau ra rd rang 1a & bén ngoai
hop den ma ching ta van goi vé hé théng duoc kiém tra [6].
1.2.4. Kiém thir website

Kiém thir website 1a mot thanh phan trong kiém thir phan mém nhung tap
trung vao cac ung dung web, nham dam bao cac wng dung web hoat dong mét cach
hiéu qua, chinh xac va dap tmg duoc nhu cau cua khach hang. Hién nay, né dang 1a
mét trong nhiing thanh phan dang phat trién nhanh nhat caa kiém ther phan mém.

Hoan thanh qua trinh kiém tha caa mot hé théng web trude khi di vao hoat
dong 1a bude dau dé co duoc sy dam bao vé kha niang cac tng dung duoc xay dung
trén trang web dang hoat dong ding. N6 gitp giai quyét cac van dé nhu tinh sin
sang, toan ven, bao mat cua hé théng web, dap tng cho sé luong ngay cang ting
cao ngudi sir dung va kha ning séng sot trong luu luong truy cap cia ngudi dung.
Viéc bo qua cac van dé trong kiém thir trude khi di vao hoat dong ¢ thé anh huong

dén kha ning hoat dong cua chinh website do.
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Sau khi thyc hién kiém thir web, kiém thir vién c6 thé tim thay cac su cb
trong hé théng truéc khi chling xay ra trong moi trudng ngudi dung.
1.2.5. Fuzzing

Trong linh vuc an ninh tng dung, Fuzzing hay kiém tha mo (fuzz testing) la
mét ky thuat thudc kiém thir hop den (black box), phat hién 15i cia phan mém bing
cach tu dong hoic ban ty déng cung cap di liéu dau vao khéng hop 1€, khéng mong
doi hay ngau nhién vao phan mém. Phin mém s& duoc gidm sat va ghi lai céac
truong hop ngoai 1¢ nhu 16i ma khong duoc thyc thi, tai nguyén that thoat,... nham
xac dinh cac hanh vi bat thuong, phat hién cac 16 hong bao mat tiém an caa phan
mém. Dir liéu khong mong doi thuong 13 cac gia tri vuot qué bién, cac gia tri dac
biét c6 anh hudng téi phan xi ly, hién thi caa chwong trinh [4, 6, 16].

Cé4c chuong trinh va framework dugc dung dé tao ra ky thuat fuzzing hoac
thuc hién fuzzing duoc goi 1a Fuzzer. Tuy theo mdi truong va ung dung can kiém
tra ma ngudi ta c6 cic phuong an khac nhau dé xay dung Fuzzer.

Fuzzing la mot trong nhitng k¥ thuat caa kiém thir hop den, khong doi hoi
quyén truy cap vao ma ngudn. Do do, né ¢6 kha niang tim thay 15i mot cach nhanh
chong va tranh duoc viéc phai xem ma nguon.

Fuzzing ciing gidng nhu cac ky thuat kiém thir phan mém, nhung né duoc sir
dung dé phat hién ra mét loat cac van dé ctia web nhu: Cross Site Scripting, tran bo
dém, cheén cau truy van (SQL Injection),... [6, 16]

1.3. Tim hiéu vé yéu cau va kha niing caa ky thuat Fuzzing 4p dung cho kiém
thir 16 hong bao mat website ngan hang
1.3.1. Lich s

Fuzzing c6 nguén géc tor nam 1988, boi gido su Barton Miller, tai Pai hoc
Wisconsin [3].

Ong cung sinh vién cia minh thyc hién mot dy an mang tén “Operating
System Utility Program Reliability - The Fuzz Generator” dé kiém tra mutc do chiu
dung cua cac tng dung Unix, d6 tin cay ctia ma ngudn. Dy 4n duogc thuc hién bang

cach tha nghiém tan cong hé théng véi cac dit liéu dau vao khong hop 18, bt ngd
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hodc ngiu nhién & cac cap do khac nhau, nhim nd luc dé kham phé cac hanh vi bat
ngo hoic la that bai cta hé thong, bao gdm: treo hé théng, khong khang dinh mé, rd
ri bo nhé... Du 4n ciing cung cap bo g 13i va cdng cu dé xac dinh nguyén nhan va
thé loai cua mdi két qua phat hién.

M4 ngudn cua cong cu, cac dit liéu két qua tho da duoc cong bd cong khai dé
cac nha nghién ctu khac c6 thé dé tién hanh cac thir nghiém twong tu Vi cac phan
mém khéc. Hién nay, cac két qua nghién ciru cua du an van dugc cap nhat tai dia
chi: http://pages.cs.wisc.edu/~bart/fuzz/.

Nam 1991, cac cong cu crashme di dugc phat hanh, duoc dung dé kiém tra
do tin cay cua hé diéu hanh Unix bang cach thyc hién 1énh may ngau nhién. Trong
nam 1995, mot fuzzer co giao dién GUI di duoc st dung dé thar nghiém cac cong
cy, giao thirc mang va cac API hé théng thu vién.

Nam 2002, Microsoft di quyét dinh dau tu cho nhom sang 1ap PROTOS.
Nam 2003, cac thanh vién ctia nhém da thanh 1ap Codenomicon, mot cong ty
chuyén thiét ké va phat trién cac san pham fuzzing thuong mai.

Nim 2012, Google da cong bd ClusterFuzz, mot ha tang ky thuat fuzzing
dua trén ddm may cho cac thanh phan bao mat quan trong cua céc trinh duyét web
Chromium . Nghién ciru bao mat c6 thé tai 1én cac fuzzers riéng c6 va thu thap tién
thuong 16i néu ClusterFuzz thady mot vy tai nan véi fuzzer tai 1én.

Nam 2016, Microsoft di cong bd du an Springfield, mot dich vu thir nghiém
Fuzzing dua trén dién toan dam may cho viéc tim kiém an ninh 13i nghiém trong
trong phan mém.

Nim 2016, Google di céng bd OSS-Fuzz, mot chuong trinh ma nguoén mo
duogc phat trién dua trén 2 du an ClusterFuzz va Springfield, cho phép fuzzing lién
tuc phan mém ma ngudn mo. Giap cho cac ma ngudén mé dam bao an toan, bao mat.

Pén nay, khéng chi cac hang Ién thuc hién nghién ctu ma con c6 nhiéu du
an ma nguon ma da duoc phat trién va ang dung rong rai trong cong dong nguoi st

dung.


https://en.wikipedia.org/wiki/Debugging
https://www.chromium.org/Home/chromium-security/bugs/using-clusterfuzz
https://en.wikipedia.org/wiki/Chromium_web_browser
https://en.wikipedia.org/wiki/Chromium_web_browser
https://www.google.com/about/appsecurity/chrome-rewards/index.html#fuzzerprogram
https://www.google.com/about/appsecurity/chrome-rewards/index.html#fuzzerprogram
https://www.microsoft.com/en-us/springfield/
https://testing.googleblog.com/2016/12/announcing-oss-fuzz-continuous-fuzzing.html
https://www.chromium.org/Home/chromium-security/bugs/using-clusterfuzz
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1.3.2. Phan logi Fuzzing

Phan loai fuzzing cé thé tiy thudc vao bo dit liéu fuzz, muc tiéu fuzzing hay
phuong phap fuzzing,...

Phan loaqi theo dir liéu fuzz

Kiém thir m& dua trén dot bién

Kiém thur mo dua trén dot bién (Mutation Based Fuzzing) hay con goi la
kiém thir md cdm (Dumb Fuzzing) 1a phuong phap kiém thir ma dit liéu fuzz duoc
bién doi tir mau dit liéu hop 1& hién co dé tao thanh dit liéu kiém tht cho muc tiéu
fuzzing.

Mot s6 dic diém d6i voi cach tiép can nay [16]:

- Nguoi thuc hién khong can ¢ nhiéu hiéu biét vé cau trac cua cac yéu to
dau vao.

- Tinh di thuong duoc thém vao dau vao hop 16 hién co ¢ thé hoan toan
ngau nhién hodc theo mot sé chuan doan vé mat kinh nghiém.

- Dit liéu cho thuc hién fuzzing hoan toan phu thudc vao cac yéu to dau vao
duoc sira doi.

- Yéu cau it hodc viéc thiét 1ap thoi gian don gian hoac khdng can thiét.

Mot s6 cong cu cho phép thuc hién fuzzing theo phuong phap nay: Taof,
GPF, ProxyFuzz, Peach Fuzzer...

Kiém thir mo dua trén thé hé

Kiém thtr mo dya trén thé hé (Generation Based Fuzzing) hay con goi la
kiém thir mo théng minh (Smart Fuzzing) 1a phuwong phap kiém thar ma dit liéu fuzz
dugc xay dung méi hoan toan dya trén cac mé ta dic diém ky thuat, dinh dang cua
m6 hinh dau vao.

Déi véi cach tiép can nay [16]:

- Truong hop thur nghiém dugc tao ra tor mot s6 mo ta vé cac dinh dang:
RFC, cac dinh dang tai li¢u.

- Tinh di thuong dugc thém vao moi diém c6 thé co trong cac dau vao.
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- Hb tro kién thirc vé giao thirc nén cho két qua t6t hon so v6i fuzzing ngiu
nhién.

- C6 thé mat thoi gian dang ké dé thiét lap.

Cong cu dé thyc hién: SPIKE, Sulley, Mu-4000,...

Phan loai theo OWASP

The Open Web Application Security Project (OWASP) la mot du an phi lgi
nhuan phat trién cac dy 4n lién quan téi bao mat ing dung Web hang dau thé giai,
t6 chuc nay dua ra 2 cach phan loai khac vé Fuzzing hd tro cho kiém thir mo cac
ung dung Web nhu sau:

Fuzzing d¢ quy

Fuzzing dé quy (Recursive Fuzzing) 1a phuong phap kiém thir ma Fuzzer
thuc hién duyét qua bo dir liéu fuzz duoc xay dung dua trén tat ca cac két hop cua
bo chit cai Alphabet.

Gia su ta goi mot request la mot chudi cé dang:

http://www.domain.com/2af8rb03

Néu chon "2af8rb03" nhu mot mot diém dau vao thi bo dir lidu fuzzing la
mét tap cac chudi ciia bang chir cai Alphabet va sé hé thap luc phan (a-z, 0-9) thudc
loai fuzzing dé quy. Nhu vay, bo dit lieu fuzzing s& co 168 chudi va fuzzer sé& thuc
hién cac request c6 dang nhu sau:

http://www.domain.com/00000000

http://www.domain.com/fffffff

Fuzzing thay thé
Fuzzing thay thé (Replacive Fuzzing) 1a qua trinh fuzzing ma mot phan cua
yéu cau duogc thuc hién thong qua viéc thay thé né bang mot tip gia tri mo. Gia tri
nay duoc hiéu nhu mot fuzz vector [16].

Xét truong hop nay:
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http://www.example.com/2af8rb03

Dé thyc hién kiém tra su ton tai cua 16 hong Cross Site Scripting (XSS),

fuzzer thyc hién kiém thir bang cach giri dén server cac fuzz vector nhu sau:

http://www.example.com/>"><script>alert("XSS")</script>&

http://www.example.com/";!--"<XSS>=&{()}

Cac fuzz vector dugc xay dung dua trén cac md ta vé loai 16 hong can kiém
thir. Tong sb lwong request ma fuzzer can phai thuc hién phu thudc vao sb luong
cac fuzz vector xac dinh.

1.3.3. Uu nhwoe diém ciia Fuzzing

Uu diém

Nhu bat ky ki thuat kiém thir an toan nao khac, kiém thir Fuzzing ¢6 uu va
nhuoc diém cta nd. Mot trong nhirng diém manh cua kiém thtr Fuzzing 1a céc loai
diém yéu an toan trong ma ngudn ma né xac dinh dugc thuong rat nghiém trong
trong ung dung. Vi du, nhu tran bo dém, 16i sé hoc sé nguyén hay SQL injection,
déu 1a nhitng 16 hong cho phép mot ngudi sir dung 4c Y ¢6 thé nam quyeén kiém soat
hoan toan cua mét (rng dung [7].

Nhing uu diém cua kiém thir fuzzing:

- Két qua str dung kiém thir Fuzzing hiéu qua hon khi st dung cac phuong
phap kiém thir khac. Kiém thir Fuzzing tap trung vao viéc st dung cac gia tri dac
biét nhu 1a dau vao cho ung dung duoc kiém thi, do d6 gitp viéc phét hién cac 15i
quan trong ma cd thé khong dugc phat hién bang phuong phap tiép can dua trén mo
hinh.

- Kiém thir Fuzzing chi theo ddi cac truong hop ma két qua tra vé co su bat
thuong hay hanh vi khdng mong muén. Diéu nay gitp né cé kha ning chay hang
nghin trueong hop thi nghiém.

- La mét loai kiém thir hop den nén co thé thuc hién kiém thir cho cac tng
dung khong biét ma ngudn bén trong, vi vay né thuong tim ra duoc cac 16 hong
nghiém trong va hau hét I nhitng 16 hong ma tin tic thuong khai thac.

- Céc qua trinh Fuzzing thudng c6 luong dau vao thir nghiém rat 16n, do bao

pht rong nén hiéu qua trong viéc tim kiém cac 16 héng.



18

Nhuege diém

Bén canh nhitng wu diém gitp cho fuzzing dwgc tro nén wa chudng thi nd
ciing ton tai nhirng han ché:

- Khé co thé kiém tha toan dién va tim thay duoc tat ca cac 18i trong mot
chuong trinh 16n, nhitng 15i doi hoi kiém thir vién phai thuc hién phan tich tinh.

- Fuzzing nam trong phuong phap kiém thir hop den nén khéng cung cip
nhiéu kién thtc vé hoat dong noi bo caa cac phan mém, vi vay kho co thé tim hiéu
triét dé ma khong hiéu chi tiét.

- V6i chuong trinh ¢6 cac dau vao phic tap dé tim ra cac 16i doi hoi phai tén
nhiéu thoi gian, boi voi mdi bién dang fuzzing phai thir N vector fuzz va phai tao ra
mét fuzzer du thong minh dé phan tich cac két qua tra vé.

- Fuzzing hoat dong khong hiéu qua trong cac chuong trinh cé cac két qua
tra vé khong co cac ma 13i hay cac dau hiéu bt thuong.

1.3.4. Lwa chen Fuzzing cho kiém tra 16 héng website

Trong kiém thir bao mat website va kiém thir bao mat phan mém khéng c¢6
qué nhiéu diém khac nhau nhung doi hoi kiém thir vién phai két hop vai cac kién
thac cong nghé bao mat web, cong nghé mang, lap trinh web va kinh nghiém thuc
té vé& tham nhap cac hé thdng server. Vi vay dé xay dung tng dung tu dong phat
hién 156 hong bao mat cho website, doi hoi phai co6 mot phuong phap kiém thir va
phan tich dac thu cho ting loai 16 hong trong bao mat web.

Hién nay, fuzzing la k§ thuat duoc st dung rat nhiéu trong viéc kiém thir cho
c4c van dé vé an ninh trong cac phan mém, hé thong may tinh va cac website dich
vu. Ngoai ra, fuzzing 1a mot trong nhitng phuong phap phé bién nhat dugc hacker
sir dung dé tim 15 hong cua hé thong.

Hé théng Fuzzing s& gui dir liéu fuzz 1én server chaa website hoac truy cap
thang vao duong link cua website kém theo dit liéu gay 15i, nhan dir liéu tir website
tra vé va dua vao bo phan tich trude khi dua ra két luan vé 16 hong. Dit liéu fuzz 1a
mét tap hop chaa dir liéu nhan dang, duoc két hop véi mot sb thanh phan caa URL

hoac vai nhirng dir liéu ma website xu ly.
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Lwa chon k¥ thuat Fuzzing, kiém thtr hop den dé xay dung tng dung quét 15
hong website, ta co thé quét bat ky mot trang web hoic mot ung dung web, khdng
phu thudc vao cdng nghé hoic cac ngdn ngir 1ap trinh ma né sir dung. N6 chu yéu
kiém thir mot trang web hozc mot @ng dung web ma khdng can bat ky kién thirc vé
cach ma trang web 1am viéc, gidng mot ké tan cong thuc su. Nén khi cac quan tri
vién, nhitng nguoi truc tiép quan Iy va theo dai tinh hinh hoat dong céc website
hodc nhitng nguoi kiém thir web sir dung phuong phap nay dé kiém thir s& gidp
chuong trinh ngin chan trude dugc tan cong tir hacker.

Trong pham vi d6 an, tdi s& di sau vao phan tich k¥ thuat fuzzing dac thd cho
viéc kiém tra, phat hién 16 hong bao mat tng dung web.

Két luan chuwong 1

Chuong dau tién da trinh bay toan bo co sé Iy thuyét co lién quan téi website
va kiém tha website. Cac noi dung nay da lam rd va dua ra duoc van dé nghién ctu
cua toan bo dd an, d6 1a 16 héng bao mat website va ky thuat Fuzzing trong phét
hién cé4c 16 hong bao mat.

- Trinh bay cac khai niém co ban c6 lién quan nhu website, 156 hong bao mat,
kiém thir, fuzzing,.. Pay 13 cac khai niém co tao nén tang ban dau cho cac nghién
ctru va phat trién do an.

- Céc loai 16 hong website, phan nay da trinh bay vé viéc phan loai cac 16
hong website, cach phat hién va phong chéng véi tirng loai 16 hong. Pay 1a nhiing
dic trung phat hién 15 hong cho viéc xay dung phan mém. Phan nay sé& duoc néu chi
tiét trong chuong 2.

- K¥ thuat Fuzzing, phan nay da trinh bay khai quat vé lich si, phan loai va
vu nhuoc diém cua ky thuat Fuzzing trong kiém thir bao mat,

Tur nhitng noi dung trinh bay & trén t6i da trinh bay ly do lua chon k¥ thuat
Fuzzing cho cac nghién ciu trong kiém thir bao mat website. Cac noi dung nay la
co so Iy thuyét cho viéc nghién ctu &p dung k¥ thuat Fuzzing véi cac 16 hong web

trong chuong 2.
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CHUONG 2. KY THUAT FUZZING TRONG KIEM THU LO HONG BAO
MAT WEBSITE

2.1. Trinh bay cu thé vé mé hinh, nguyén ly hoat déng caa ky thuat Fuzzing
2.1.1. M0 hinh Fuzzing

Mot rng dung web thao tac vai ngudi dung qua trinh duyét va st dung giao
thac HTTP cdng 80 hoic HTTPS cong 443. Mot hé thong website s& chira cac diém
dau vao cua hé théng bao gom: cac form cho ngudi dung nhap di liu, cac gia tri
cua bién duoc truyén trén cac URL cua website, cac truong thong tin trong HTTP
Headers [15].

Qua trinh kiém ther chu yéu duoc thuc trén cac diém dau vao caa hé thdng,
cu thé cac truong dit liéu cua request headers duoc giri qua phuong thirc truyén di
liéu cia HTTP, cha yéu la phuong thitc GET, POST. Fuzzer sé& phai thuc hién viéc
thu thap toan bo cac diém dau vao cua hé thdng truéc khi thuc hién fuzzing. Mo
hinh duwgc M6 ta nhu hinh 2.1:

Payload Fuzzing

Héder HSacer e Reguest
Request Fuzzing

Fuzzer

R It Responses Se rver
& e
Vulnerability

Hinh 2.1. M6 hinh Fuzzing cho wng dung web

Web

A

M6 hinh kiém thir fuzzing cho website ciing twong tu nhu mé hinh fuzzing
trong kiém thir phan mém, c6 2 thanh phan cha yéu la fuzzer va web server:

- Fuzzer la chuong trinh thyc hién kiém thir ty dong bang ky thuat fuzzing.

- Web server la hé théng may chu web duogc fuzzer thuc hién kiém thu.

Véi mdi loai 16 héng website s& c6 nhitng dir liéu fuzz dé thuc hién nhan

dang cho céc tng dung dé, cu thé chinh 12 gia tri duoc thém vao cac bién truge khi
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guri toi hé théng.Viéc phan tich cac Response tra vé ciing dugc thuc hién duwa trén
cac dic diém cua tung loai hé théng Web Server c6 ma ngudn website dugc xay
dung trén loai ngdn ngtr lap trinh nao.
2.1.2. Quy trinh Fuzzing trong kiém tha bdo mdt website

Tay thudc vao céc nhan td khac nhau, viéc lya chon céch tiép can Fuzzing c6

thé khéac nhau. Tuy nhién, vé co ban Fuzzing c6 cac giai doan nhu sau:

Xac dinh Xac dinh vi Sinh dt¥ liéu

muc tiéu tri dau vao Fuzz
Phan tich va Theo ddi va Cheéen di¥ liéu

khai thac ghi chép va thuwc thi

Hinh 2.2. Quy trinh Fuzzing

Cdc giai doan cua Fuzzing dwoc m0 ta nhu sau:

1. Xac dinh muc tiéu

Muc tiéu duoc danh gia c6 nguy co rui ro cao gdm céc 16 hong do 16i cua
nguoi 1ap trinh hé thdng: SQL Injection, Code Injection, Cross Site Scripting, URL
Redirect... Hoic cac 16i do viéc cdu hinh hé théng khong an toan nhu dé duong din
Vao trang quan tri hé théng la mac dinh, tai khoan mac dinh. ..

Fuzzer can c6 dau vao la dia chi IP hay domain cia website cho viéc xac
dinh d6i twong fuzzing.

2. Xac dinh vi tri dau vao

Mot &ng dung web nhan cac yéu cau, dit lidu tir nguoi dung théng qua cac
URL hoic truong biéu mau. Cac yéu cau cua ngudi diung duoc chuyén thanh cac
goi tin theo giao thac HTTP va dua toi Web Server. Cac trudng trong phan tiéu dé
cua goi tin sé dugc chen dir liéu fuzzing.

Fuzzer thyc hién cudc thir nghiém théng qua phan tiéu dé khac nhau cua giao
thae HTTP cua website d6, do vay, viéc thuc hién thu thap duoc toan dién cac diém
dau vao la cac URL, trudng biéu mau giup cho Fuzzer di vao duoc cac ngoc ngach

cua website va thuc hién fuzzing.
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3. Sinh du liéu Fuzz

Muyc tiéu caa fuzzing 1a cung cap dit liéu bat thuong thong qua dau vao cho
muc tiéu ma no6 thuong khong mong doi nhan duoc.

Giai doan nay duoc xem la quan trong nhét trong fuzzing.Ngay nay, né duoc
nghién ciru va phat trién dang ké bai cac nha khoa hoc.Muc dich cia mot fuzzer la
dé kiém tra sy ton tai cua 15 héng bao mat trén cac dau vao cua tng dung. Do do,
fuzzer phai tao ra dit liéu thir nghiém ma ¢ cac mtc d6 ma sau do nd co thé dugc
théng qua vao muc tiéu ang dung dau vao. Dir liéu duoc tao ra cd thé dang file nhi
phan (Binary files), file vin ban (Text files) duoc tao ra lap di 1ap lai vao thoi diém
bat dau cua mdi lan test [16].

4. Chen dir liu fuzz va thuc thi cdc truy van

Server nam bat dir liéu tir tiéu dé duoc gui bai khach hang dé thuc hién mot
s6 nhiém vu & phia may chia.Cac dir liéu lan luot dugc chén vao cac truong phan
tiéu dé cua HTTP Request.

Céc truong tiéu dé sau day c6 thé dugc chen dir lieu fuzz:

- Query parameters

- Path

- Accept language

- Cookie

- User-Agent

- POST Data

Vi dy, ung dung s& dua vao gia tri user-agent la admin hay user dé quyét
dinh ndi dung s& duoc chuyén lai cho nguoi dung.Néu tng dung khéng thuc hién
x4c nhan hop 1& dau vao chudi user-agent, n6 cé thé bi ké tin cong khai thac Sau
khi tham sé dau vao va dit liéu fuzzing da sin sang, d6 1a luc dé guri no téi dich.

5. Theo ddi va ghi chép

Khi bo fuzzer bat dau fuzzing, fuzzer theo déi muc tiéu va doi cho @ng dung
gap phai tinh trang 16i hay phan @ng bat thuong do nhitng dir liéu khéng thich hop

duogc truyén dén. Tinh trang 15i va di lidu gay ra 15i s& duoc ghi lai.
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Duya vao cac thong bao 15i dugc phan hdi lai bai tng dung va ma HTTP. M4
trang thai 403 chi ra rang tai nguyén ma ban dang ¢ géng truy cap bi han ché va
ban khong duoc phép xem nd, ma 156i 404 ndi rang trang web ban dang c6 ging truy
cap khdng kha dung va ma 15i 500 cho biét 156i may cha noi bo.

6. Phén tich va khai thac

Giai doan nay, khong don thuan céc fuzzers phat hién cac 16 hong qua viéc
fuzzing ma phai dinh nghia cac 16 hong duoc phat hién. Diéu nay c6 ¥ nghia hét suc
quan trong trong viéc phan tich va bao céo 16 hong.Dé béo cdo 16 hong doi hoi
Fuzzer hiéu rd vé hoat dong xt Iy va duogc tich hop vao su kién phan loai 16 hong tu
dong.

Ung dung web sé& phan héi lai véi cac théng bao 15i cua ang dung nhu thong
bao 16i SQL cho 16 hong SQL Injection, cac dic trung cua dit lieu fuzz trong 15
hong XSS, truy nhap thanh céng cho 16 hong LFI,... Bang cach sir dung nay, Fuzzer
can ctr vao nhimg dic trung quy dinh trudc ma phat hién 16 héng.

2.2. Co ché phat hién 16 hong bao mat véi ky thuat Fuzzing
2.2.1. Thu thdp cdc diém ddu vao

Pé c6 thé kiém thir va phat hién cac 16 hong cua hé thdng, fuzzer can xac
dinh dugc cac diém dau vao caa hé thong. Cac diém dau vao thuong la cac duong
dan, cac form nhap dir liéu cia hé thdng va cac théng tin trén cac truong cua header
cua goi tin HTTP.

Tir tap hop cac diém dau vao cua website, fuzzer mai cé thé thuc hién kiém
tra va phat hién cac 16 hong ton tai trén hé thong.
2.2.1.1.  Co ché trich xuat URL tir ma HTML

HTML la ngbn ngit cho giao dién cua website, ching danh dau bang thé
(tag) va st dung céc thé khac nhau dé dinh dang ndi dung cia mét trang web.
Nhitng thé nay duoc chaa trong hai ddu ngoac don <tén thé>. Vi du, thé <htmI> c6
thé dong twong tng la </html> va thé <body> cé thé dong tuwong ung la </body> ...

Thu thap thdng tin (web crawler) l1a qua trinh 1iy thng tin tir website, trich

Xuat ra nhitng thong tin ngudi s dung can, dong thoi cling tim nhiing lién két co
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trong trang web d6 va ty dong truy cap vao nhirg duong dan d6. N6 lan luot di tur
lien két nay dén céc lién két khac va thu thap tat ca cac dir liéu cua toan bo website.

Nguyén ly thu thap cac diém dau vao cua website ciing twong tuw nhu vay, nd
la qua trinh thu thap cac URL va form nhap dir liéu dua trén viéc phan tich cac ma
HTML tra vé sau mdi yéu cau. Pon gian no 1a qua trinh boc tach tirng thé trong ma
HTML tra vé& dé tim cac URL cua website trong do.

Qua trinh thu thap dau vao dua trén cac thudc tinh va thé trong HTML, danh
sach cac thugc tinh nay dugc dua ra trong bang 2.1:

Bang 2.1.Céc thudc tinh va cac thé di kém c6 chira cac URL cia hé théng

Thugc tinh Cac thé co chira théng tin URL

et Nam trong ma HTML. Céc thé ma chwa thudc tinh href thi gia trj cua
href chinh la mot URL.

src Nam trong ma HTML, ma javascript.

site Nam trong ma HTML, gia tri cua bién co chira site 1a mot duong dan.

action Nam trong ma HTML, nam trong thé <form>.

location Nam trong ma Javascript.

http:// C6 chtra théng tin “http://” ciing xac dinh duong dan.

Thu thap céac form trong cac thé <form> ctia md@ HTML, cac thé <input> c6
cac thugc tinh name trong form la cac bién mang gia tri dau vao cho lién két trong
thuoc tinh action.

Véi javascript, thuc hién tim kiém céc lién két dua trén biéu thirc chinh quy
(Regular Expression).
2.2.1.2.  Phuwong phap thu thap

Web crawler

Web crawler 1a cac chuong trinh khai thac so do cau trdc cia web bang cach

chuyén tir trang web nay sang trang web khac.
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Hinh 2.3. So' d6 ciia mét crawler

Ban dau, dong co chu yéu thuc day viéc thiét ké cac web crawler 1a viéc 1y
ra ndi dung céc trang web va thém ching hoac thé hién cua chling vao cac kho chira
cuc bo. Cac kho chira nay, sau d6 s& dap ung cac tng dung cu thé chang han mét hé
thong tim kiém trén Web. O dang don gian nhat, mot chuong trinh crawler s& bat
dau tir mot dia chi nguon khoi dau nao d6 va sir dung céc lién két ngoai trong trang
web d6 dé mo rong ra cac trang tiép theo. Qua trinh nay tiép tuc vai cac trang web
méi, cac trang nay lai cung cap cac lién két ngoai khac dé di theo. Ctr nhu vay cho
t6i khi dat t6i mot sé lwong trang web xac dinh hoac mot muc tiéu nao d6 dat duoc.
Phia sau su md ta mot cach don gian nay 1a mot mang cac van dé phic tap co lién
quan nhu viéc két ndi mang, cac tiéu chuan vé mot URL, viéc duyét céc trang
HTML va céch thirc dé giao tiép véi cac Server ¢ xa. Trén thuc té, cac thé he web
crawler gan ddy, co thé coi 1a mot trong nhitng phan phtc tap nhat cua hé théng ma
n6 di kém [2].
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Hinh 2.3 biéu dién d thi caa mot crawler tuan tu co ban. Mot chuong trinh
crawler bao gdm mot danh sach cac URL chua dugc tham goi 1a hang doi URL.
Danh sach nay dugc khoi tao bai cac URL hat nhan dd dwoc cung cip boi ngudi
dung hoac cac chuwong trinh khac. Mdi vong lap crawling bao gom:

- Lay ra URL can dugc duyét tiép theo tir hang doi URL, nap trang web
tuong tng véi URL d6 bang giao thac HTTP.

- Duyét trang web vira tai vé dé Iy ra cac tir URL va céc thdng tin ma ang
dung can.

- Cudi cung, thém cac trang URL chua duoc thim vao hang doi URL va thyc
hién vong lap tiép theo.

Trudce khi cac URL dugc thém vao frontier chldng sé dugc gan cho mot dé do
thé hién danh gia hiéu qua khi tham trang web twong @tng voi URL do.

Qua trinh crawling co thé két thiic khi mot sé lwgng nhat dinh céc trang web
d3 duoc tai. Néu chuong trinh crawler d3 sin sang dé duyét mét trang web khéc va
trang thai caa frontier 1a rong, mot tin hiéu trang thai két thic (dead-end) s& duoc
giri cho crawler. Chuong trinh crawler s& khong c6 trang web méi dé tai va no sé
dung lai [2].

Quy trinh thu thdp diém dau vao

Mot chuong trinh Fuzzer can phai c¢d tap hop cac diém dau vao (noi thuc
hién chén dit liéu fuzz) dé phuc vu cho qua trinh fuzzing va tim kiém 15 hong. Dya
trén mo hinh web crawler, nguyén tic thu thap toan bo cac diém dau vao cia mot
website cling nhu vay, hay néi cach khac Crawler 1a mot phan ciia Fuzzer nhung di
lieu can thu thap khong chi URL ma can thu thap céc bién va dir liéu truyén trén
moi duong dan do.

Ban dau Fuzzer thuc hién duyét trang web véi URL gdc, sau khi trang web
da duoc tai vé, Fuzzer duyét noi dung cia nd dé lay ra cac thong tin sé dugc nap tre
lai va giup dinh huéng viéc di theo cac dudng dan tiép theo. Viéc duyét noi dung
don gian chi bao ham viéc trich ra ca&c URL ma trang web chi t6i hay cd thé bao

gom cac budc dé chuan hoa cac URL duoc lay ra.
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- Input: Budng dan géc cua website (http://www.domain.com).
- Output: Toan bo cac lién két trong website (danh sach URL cuébi).
M0 hinh thu thap URL theo ma HTML dugc m6 ta nhu trong hinh 2.4,

Yéu cau Phan hoi
A
A 4
URL/robots.txt
URL/sitemap.xml Phé n tIICh
URL
) ma HTML
URL goc q URL -
Hang doi URL
A 4
A
URL
A 4
, Danh sach
K"‘ N
() 7 URL cudi

Hinh 2.4. M6 hinh thu thip URL theo ma HTML
Hang doi URL la mdt hang doi chia danh sach cac trang web chua dugc
tham hay no6 la mét danh sach chira cac ntt chua dugc mo rong. Ching dugc luu trix
nhu 13 c4c cau trac dir liéu trong bo nhé trong. Hang doi nay ¢ kich thudc gidi han
nén can mot co ché dé quyét dinh URL nao can bi loai bo khi sé lwong trong hang
doi nay dat téi gioi han va nd cé thé bi diy nhanh hon so véi s6 luong trang web

duoc duyét. Véi sé luong uée tinh trung binh co khoang 7 dén 10 lién két trong mot
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trang web thi viéc hang doi c6 thé bi ddy nhanh hon 1a diéu d& hiéu. Do vay, diéu
can thiét la phai dam bao rang khong thém cac url Iap lai vao hang doi, can c6 mot
co ché tim kiém va trich xuat cac URL méi trong noi dung trang web dang dugc
duyét.

Tai mot thoi diém, chuong trinh ¢6 thé gap van dé thu dugc mot s luong 16n
cac URL khac nhau nhung chiing cung tro vé mét trang web. C6 thé giai quyét van
dé nay bang cach loai bo cac trang web khéng nam trén mot tén mién xac dinh.
Diéu nay dam bao rang moi chudi gom k URL lién tiép duoc lay ra thi chi trich xuat
mét dia chi URL chuan héa. Diéu nay s& tranh duoc viéc phai truy cap va lay noi
dung mét trang web qua nhiéu lan va noi dung cac trang web dugc tai o xu huéng
khac biét nhau.

Pé thu dugc noi dung trang web, can phai giri mot yéu cau HTTP tai trang
web yéu cau va doc cac dap ang. Fuzzer can phai co mot thoi gian quy dinh truéc
dé tranh cho viéc lang phi qua nhiéu thoi gian dé thuc hién truy cap toi may cha
web c6 do tré cao hay kich thudc noi dung web qua Ion. Trén thuc té, chuong trinh
can phai loai bo cac tép tin khéng lién quan c6 nodi dung nhu anh, nhac,... Chang
cling duyét cac header dé lay ma trang thai ciia trang web va luu thoi gian tré dé xac
dinh thoi gian cap nhat caa website.

Cac budc thu thap URL mot hé théng website theo md hinh 2.4:

- Buédc 1: Khai tao hang doi véi 1 phan tir 14 URL géc. Khai tao danh sach
URL cudi dé luu cac URL cudi ciing cua hé thdng.

- Bué6c 2: Fuzzer thém vao URL géc /robots.txt, /sitemap.xml,... va dua vao
hang doi. Thuc hién viéc ldy URL tir hang doi va giri yéu cau dén web server.

- Buéc 3: Phan tich md HTML tra vé tir Server va loc lay URL trong céac
thugc tinh cua cac thé trong md HTML.

- Budc 4: Nhan URL thu dugc tir buge 3 va thuc hién kiém tra (URL check)
nhu sau:

+ Pua vao trong hang doi néu URL nay khéng trung hoic tuong duong véi

URL nao trong cac URL da duyét va cac URL trong hang doi.
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+ Pua vao trong danh sach URL cudi néu URL nay khong trung hoic tuong
duong v6i URL nao trong danh sach cac URL da thu dugc (danh sach URL cubi).

+ Loai bo trong cac truong hop con lai.

- Buéc 5: Kiém tra néu hang doi rdng thi két thiic. Néu hang doi khéng rdng
thi quay lai B2.

M6 hinh duoc xay dung di dan t&i mot s van dé va diéu do6 can thiét phai c6
cac giai phap nham giai quyét cac van dé trong qua trinh hoat dong cia chuong
trinh:

1. Thoi gian gisi han: Néu server khdng tra 1oi thi chuwong trinh s& bi dong
bang. Vi thé Fuzzer can xir 1y trudng hop may cha web khong tra 1oi sau 1 khoang
thoi gian quy dinh bang cach don gian 1a quy dinh thoi gian cho.

2. Truy cap lap lai: Xay ra khi fuzzer thyc hién gui yéu cau lap lai trang web
da duoc xir Iy trudc do, chuwong trinh c6 thé bi roi vao vong lap vinh vién. Vi thé
can phai c6 phuong phap danh dau nhitng lién két da xu 1y.Pon gian nhat 1a luu lai
lien két da xir 1y, trugc khi thém vao hang doi mot lién két mai thi so sanh véi
nhiing lién két da xir Iy trudc.

3. Bo sot duong dan: Vi viéc chi mot duong dan goc duy nhat lam cho viéc
quét khé khan hon hodc bo sét cac duong dan ma no khong lién két voi duong dan
ta dang c6. Vi vay, Fuzzer phai thyc hién mé rong duong dan gbc bang cach lay cac
cau trac thu muc tai cac tép tin mic dinh cua website: robots.txt, sitemap.xml,...

Tép tin robots.txt chira cac thu muc va tép tin ma website quy dinh cho phép
hay cam cac chuong trinh (bot) cua cac cong cu tim kiém danh chi muc mét khu
vuc nao dé trong website. Nguyén tic nay cung cap cho cac nha quan tri web thong
bao vé quyén truy nhap tép tin trén may chi.N6 cung cip cac chinh sach truy cap
cho cac User-agent khac nhau. Vi vay ta c6 thé lay cac duong din twong tng théng
qua viéc phan tich ma ngudn cua tép tin robots.txt.

Sitemap (con duoc goi 1a so d6 ciia mot trang web) 1a mot tap tin van ban c6
chua tt ca cac URL cua mot trang web.Sitemap con c6 thé chira cac siéu dit liéu vé

mdi URL thdng bao sé& dugc giri ¢én cho ban khi né méi dugc cap nhat.
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User-agent: *

Disallow: fajax/
Disallow: fblog/
Disallow: fcache/s

Disallow: fdownload,
Disallow: fembed/
Disallow: fhtmls/
Disallow: fjson/
Disallow: flink/s
Disallow: flog/
Disallow: flogin/
Disallow: Sshares
Disallow: fsuggest.,
Disallow: ftest/
Disallow: fthongbaos
Disallow: fwip-ftree/S
Disallow: fxhr/
Disallow: f=xml/
Sitemap: http://mp3.zing.vn/sitemap.xml

Hinh 2.5. Cac dudng dan tir tép tin robots.txt
4. Puong dan tuong duong: Lién tuc truy Xuat tdi tat ca cac duong dan tuong
tu nhau ma chi khac gia tri truyén vao cua bién trén duong dan. Piéu nay lam ting
sb lugng yéu cau giri khong can thiét.
Cau triic mot duong dan:

http://buigiap.com/pathl/index.php?a=1&b=2#endpage

Giao L . . , Phan
Tén mien Cong Pwong dan Truy van
thac manh

http buigiap.com 80 pathl/index.php varl=a & endpage

var2=b

Puong dan twong dwong 1a cac duong dan hoan toan giong nhau vé cac
thanh phan trén n6 ma chi khac vé cac gia tri duoc truyén vao. Phan truy van va
phan manh 1a khac nhau, tuy nhién trong phan truy van céac bién la giéng nhau.
Trong qua trinh fuzzing, diéu nay giap lam tranh cac truong hop kiém thir cac
duong dan cung mang lai mot két qua nhu nhau.

Fuzzer can phai c6 budc kiém tra xem trong danh sach URL cudi xem c6 ton
tai URL tuwong dwong ctia nd khdng, néu khéng ton tai thi mai thuc hién viéc thém

URL nay vao URL cubi. Vi du xét 2 duong dan nhu sau:
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Lién két 1:

http://www.domain.com/index.php?varl=1&var2=abc#endpage

Lién két 2:

http://www.domain.com/index.php?varl=2&var2=cde#endpage

Day 1a 2 duong dan twong duong boi cé cac thanh phan giéng nhau vé giao
thiec, tén mién, dudng dan va cac bién.

Trong qua trinh kiém thir, fuzzer thuc hién chén dir liéu fuzz vao cac bién
trén duong dan, nén voi cac duong dan twong duong sau khi chén dir liéu fuzz thi
chung hoan toan giéng nhau va két qua cho cudc tan cong kiém thtr 13 nhu nhau. Vi
vay, viéc loc va loai bo cac duong dan twong duong 1a hét sic can thiét trong qué
trinh thuc hién fuzzing.

Mot sb vi du vé viéc loc va loai bo duong din twong duong khi thuc hién
fuzzing duoc trinh bay chi tiét trong bang 2.2:

Bang 2.2. Vi du trong fuzzing duwdong din twong dwong

URL Néi dung dwong dan

URL1 http://www.domain.com/index.php?varl=1

URL2 http://www.domain.com/index.php?varl=2

URL3 http://www.domain.com/index.php?varl=3

Fuzzing 1 | http://www.domain.com/index.php?varl=[Fuzz]

URL4 http://www.domain.com/index.php?action=home&varl=1
URLS http://www.domain.com/index.php?action=news&varl=2
URLG6 http://www.domain.com/index.php?action=main&varl=3

Fuzzing 2 | http://www.domain.com/index.php?action=[Fuzz]&varl=[Fuzz]

Véi cac duong dan tuong duong chiing dugc thay thé nhu sau:
(URL1, URL2, URL3) =>Fuzzing 1
(URL4, URLS5, URLG6) => Fuzzing 2
Viéc loai bo cac duong din twong duong giup cho qua trinh kiém thir

website giam thoi gian dang ké va giam ton hao tai nguyén cua hé théng.
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2.2.2. Nguyén Iy chen dir ligu fuzz
2.2.2.1.  Chen dir liéu vao phuwong thuc GET
Puong dan (URL) ¢6 2 loai chinh:
- Loai 1: URL c6 chira cac bién truyén gia tri vao cho web.
- Loai 2: URL khéng chtra cac bién truy van ma chi tro dén cac tép tin trén
hé thong.
Bang 2.3. Chen dir liéu fuzzing vao URL

Loai URL 1

URL http://localhost/index.php?varl=a

URL http://localhost/index.php?varl=[Fuzzing]
Fuzzing

Viduy http://localhost/index.php?varl="onmousecover=alert(“signature”) foo="
(XSS)

Loai URL 2

URL http://localhost/index.php

URL http://localhost/index.php?[Fuzzing] hoic phai doan bién (id, act, page...
Fuzzing |)
http://localhost/index.php?id=[Fuzzing]

Vi du http://localhost/index.php?”onmouseover=alert(“XSS”’)foo="
(XSS) http://localhost/index.php?id="onmouseover=alert(“XSS”") foo="
http://localhost/index.php?act="onmouseover=alert(“XSS”) foo="

Véi tiing loai 16 hong, kiém thir vién can xay dung riéng nhiing tap di liéu
fuzz cho tung loai 16 hong khai thac. Bo dit liéu c6 chat luong va do bao phi cang
cao thi cang d& phat hién cac 16 hong. Dé thuc hién viéc kiém tra va phét hién cac 15
hong, phai cheén tat ca cac dit lieu fuzzing vao tat ca cac diém dau vao hé thong thu
dugc trude khi thuc hién viéc gui yéu cau. Nguyén tic chén fuzzing vao cac URL:
2.2.2.2.  Chen dir liéu vao phuong thirc POST

Déi voi cac duong din thu duoc 13 FORM POST (str dung phuong thirc
POST dé truyén dit liéu) ching ta cd thé thuc hién hoan toan twong tu, dir lidu
Fuzzing duoc chén vao cac bién trong Form Data cta goéi tin request.

Nguyén tic chén dir liéu vao data post:



http://fuzzing.vn/index.php?var1=a
http://fuzzing.vn/index.php?var1
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Bang 2.4. Cheén dir ligu fuzzing vao phwong thirc POST

Kiéu FORM POST

URL

POST /index.php HTTP/1.1

Host: localhost

User-Agent: Mozilla/5.0 (Windows NT 6.3; WOW64)
Accept: text/html; charset=utf-8

Accept-Encoding: gzip, deflate

Accept-Language: vi

act=a&id=1

URL
Fuzzing

POST /index.php HTTP/1.1

Host: localhost

User-Agent: Mozilla/5.0 (Windows NT 6.3; WOW64)
Accept: text/html

Accept-Encoding: gzip, deflate

Accept-Language: vi

act=[Fuzzing]&id=[Fuzzing]

Vi du
(SQLI)

POST /index.php HTTP/1.1

Host: localhost

User-Agent: Mozilla/5.0 (Windows NT 6.3; WOW64)
Accept: text/html

Accept-Encoding: gzip, deflate

Accept-Language: vi

act=[Fuzzing]&id=-1 or 1=1-- -

2.2.3. Phwong phdp phét hién 16 hong bao mat

Sau khi da thu thap duoc cac diém dau vao cua hé théng, Fuzzer bit dau xu
ly danh séch cac muc tiéu dau vao. Fuzzer thuc hién duyét timg truong dit liéu fuzz
cua tung loai 16 hong véi tirng biéu mau yéu cau. D6i vai mdi biéu mau web, cac
dia chi dugc trich (hay muc tiéu) va phuong thiec (GET hoac POST), chiing can cur
dwa trén phan loai trong qua trinh thu thap dwoc st dung dé giri cac noi dung yéu
cau. Sau mot cudc tan cong kiém thir, thanh phan phan tich 16 hong bao mat thuc
hién phan tich két qua tra vé véi cac phan tng cua may chi. Mot thanh phan phan
tich sir dung tiéu chuan dap ung tan cong cu thé va tir khoa dé tinh toén gia tri tin

cay dé dua ra cac quyét dinh vé mot cudc tin cdng co thanh cong va ton tai 15 hong

hay khéng.




34

M® hinh phat hién 15 hong trong Fuzzing dugc mo ta nhu hinh dudi:

Yéu cau kém di liéu
Fuzzing

h 4

Loai di¥ liéu

M3 HTML phan hdi

Fuzzing

Hinh 2.6. M hinh phan tich phat hién 16 hang

| Lay di¥ lieu nhan

dang 16 héng

| Phan tich 16 héng

bao mat

Danh sach 16 héng

Céc budc thu thap URL mét hé théng website:

Budc 1: Xac dinh loai Fuzzing dang duoc thuc hién cho loai 15 hong nao, tir

d6, lay ra cac mau nhan dang loai 16 hong do.

Budc 2: Nhan HTTP Response tir Web Server va thuc hién phat hién 16 hong

bao mat bang cach phan tich, dbi sanh két qua tra vé vai cac mau nhan dang loai 16

hong. Néu trang voi mau nhan dang thi két luan co ton tai 16 hong.

Budc 3: Pua ra bao cao 15 hdng bao mat website.

Can ctr dua trén loai 16 hong dang dwoc kiém tra ma Fuzzer thyc hién tim

kiém cac dic trung cua 16 héng d6 trong két qua tra v&. Fuzzer ciing can phai duyét

header va luu thoi gian tra vé dé xac dinh trang thai cua website d6.Viéc kiém tra

cac ma dic trung va ngoai 18 1a rat quan trong trong qua trinh phan tich va phat hién

16 hong.Thu thap va thng ké vé thoi gian timeout va cac ma trang thai ciing rat hitu

ich cho viéc xac dinh cac van dé nay sinh.
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Cé4c ngdn ngit 1ap trinh hién dai nhu C#, Java cung cap cac co ché don gian
cung nhiéu giao dién l4p trinh dé tai cac trang web. Nhung viéc st dung ngén ngir
bac cao phai hét scc mém déo bai c6 thé s& kho tim ra cac 15i ¢ bac thap.

2.2.4. Phadt hi¢gn 16 hong dwa trén ddic trung

Véi mdi loai 16 héng chung mang nhirg dic trung khac, vi vay can phai c6
nhitng co ché phan tich két qua tra vé khac nhau. Fuzzer dwa trén nhimg dic diém
nhan dang vé 16 hong ma danh gia va dua ra két luan mot giao dich co ton tai 16
hong hay khéng.

Dua trén nhitng dic diém cua ting loai 16 hong ma bo dix lieu fuzz va
phuong phap kiém thtr ap dung cho chung. K¥ thuat cua ting phuong phap nay
duoc mo ta nhu ¢ bang 2.5:

Bang 2.5. Co ché phat hién cac 16 hang hé théng

Phwong phap L& hong ap M6 ta ky thuat
dung
Dua trén thong | File Inclusion, | Dua vao két qua thong bao 16i cua hé thong ta

bao mé trang
thai cua hé

thdng

Path Traversal,

Configuration,

c6 thé biét dugc hé thdng co thyc thi doan dir
lieu fuzzing dau vao hay khdng hoic URL d6
c6 ton tai hay khong.

Vi du: Khi tim mot URL mac dinh cua hé
théng. Néu n6 tra vé gia tri 1on hon hodc bang
200 va nho hon 300. Thi ¢6 nghia la URL do

1a ton tai.

Dua trén cac

SQL Injection,

Véi tirng loai 16 hong twong ng fuzzer phai

16i cua hé Xpath phan tich va tim kiém cac théng bao 18i tuong

théng Injection, Code | &ng Vi request trong cac ma HTML tra vé.
Injection, Vi du: Cac thdng bao 15i vé SQL Injection
LDAP duoc mo ta trong bang 2.6.
Injection, ...

Dua trén su Cross Site Chtt ky dugc dinh kém véi dir liéu fuzzing,
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xuat hién caa | Script néu dit liéu fuzzing nay duoc thuc thi s& xuat
chir ky hién chir ky do.
Vi du: Dt liéu thuc thi Fuzzing la:
<script>alert("XSS");</script>
Néu doan script nay duoc thuc thi s& co hop
thoai thong bao chir ky “XSS”.
Duva trén viéc | Blind SQLI, Thuce hién so séanh két qua cua 2 request khi
so sanh cac két | Blind Xpath thuc hién cheén 2 doan dir liéu fuzzing mang

qua cua Injection, Blind | gia tri ddi 1ap nhau.
HTML nhan Command Vi du: SQL Injection véi 2 mau dau vao la:
duoc. Injection, ... -1’ or 1=1 -- - mang gia tri dung

-1’ or 1=2 -- - mang gia tri sai
Duva trén viéc | Blind SQL Thuc hién kiém tra thoi gian nhan dugc phan
kiém trathoi | Injection hoi ciia may cha sau khi thyc thi yéu cau co
gian phan hoi chén dir lieu fuzzing.
tir hé théng. Vi du: SQL Injection sir dung k§ thuat Time

Base:

"and sleep(10) -- -

Véi viéc chén vao doan fuzzing trén néu ung
dung c6 15i Blind SQL injection trong bién

nay thi hé thong sé bi sleep(10) giay.

Vi du vé mau nhan dang cuaa 16 hong SQL Injection dwa trén ky thuat nhan

dang I3 tra vé tir hé théng. Bang 2.6 bao gom nhitng cum Ky tu dic trung cho tat ca

cac loai hé thdng 1a Apache, ISS, Tomcat,.. ma n6 cé thé tra vé.
Bang 2.6. Cac mau thong bao 16i tir SQL

PAau vao Cé4c thong bao 15i tir hé théng
' 1. mysql_fetch_array | mysgl_num_rows | mysql_fetch_array | Error
" at line near | You have an error in your SQL syntax | mySQL error
\xBF with query | on MySQL result index | mysql_query | supplied
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) argument is not a valid MySQL result resource in.

") 2. SQL command not properly ended | SQLEXxception | Supplied
or1=1 argument is not a valid PostgreSQL result | Syntax error in query
Yorl expression | The error occurred in | Unterminated string constant |

%27 invalid query | is not allowed to access.

3. \[Microsoft\]\[ODBC Microsoft Access Driver\]
4. ASP\.NET is configured to show verbose error messages |
Microsoft OLE DB Provider for ODBC Drivers[\S\s]*error
5. java\.sqI\.SQLEXxception\: Syntax error or access violation
6. XPathException
7. Dynamic SQL Error
8. DB2 SQL error\:

2.2.5. Phdt hién 16 héng dwa trén cdu hinh

Trong mdi hé théng ludn cé nhitng thanh phan can duoc bao mat va né anh
huong t6i su sinh ton cia ca hé théng. Mot hé théng website ciing nhu vay, khi trién
khai can phai bao mat nhitng thong tin quan trong, dic biét la cac thanh phan trang
quan tri. Mot sé thanh phan quan trong va nguyén nhan can lam 16 lot thong tin hé
théng:

- Cac duong dan tai tép tin cau hinh hé théng hién thi trong ma HTML hay
dé mac dinh khi sir dung ma nguon me.

- Céc tép tin cau hinh hé thdong, tép tin du phong khong dugc phan quyeén.

- Cac duong dan mac dinh trong cac nén tang ang dung (phpMyadmin,
manager.html...)

- Danh sach cac thu muc va tép tin hién thi ra bén ngoai do khong co tép tin
index hay default mac dinh.

- Cau hinh tai khoan, mat khau mic dinh, khong thay doi so véi ban dau.

Mot tap dir liéu fuzz bao gém tén cac thu muc va tép tin mic dinh cua hé
théng no tao thanh cac duong dan ngiu nhién dé tim kiém chinh xac trang quan tri,

c4c tép tin mo rong du phong, c4c tép tin cdu hinh, mic dinh cta hé théng. Khi d6
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dé phat hién nhitng 13i vé ciu hinh nay, fuzzer can phai gui cac yéu cau kém theo
cac truong nam trong bo dir liéu fuzz caa 16 hong nay, sau dé thuc hién kiém tra ma
trang thai tra vé cua hé thong va ma ngudn HTML. M4 trang thai tra vé 200 cho
nhitng truy cap thanh cdng, 404 cho cac truy cap that bai hay 302 chuyén huéng
truy cap do khéng ton tai tai nguyén d6. Khi d6 fuzzer hoan toan co thé phan tich,
danh gia viéc ton tai céac 13i vé& cau hinh mic dinh ndy. Mot s6 phuong phap phan
tich két qua tra vé dé phat hién céc I15i cau hinh mac dinh dwoc trinh nay trong bang
2.7:

Bang 2.7. Phat hién céc 16i do cau hinh

Kiéu 16i M0 ta k¥ thuat phat hién
Directory Puong dan duoc phén tach thanh cac duong dan tré téi cac thu
Listing muc nham thuc hién kiém tra cac duong dan nay co hién thi

danh sach cac tép tin nam trong né hay khéng.

Puoc xac dinh dua trén 2 dic diém:

- MA4 trang thai tra vé tir 200 dén 299.

- Trong m& HTML tra vé c6 chtra cac tir khoa “index of”” hoic
“parent directory”.

Manager Path | Thuc hién tan cong phong doan dudng dan téi trang quan tri
website bang cach giri C4c yéu cau véi cac dudng dan tro toi
trang quan tri nhu /admin, /administrator, /manager, ...

Xac dinh dya trén 2 dic diém chinh la

- Ma trang thai tra vé tir 200 dén 299. M6t s6 truong hop can
kiém tra ma trang thai tir 300 dén 399.

- Trong ma HTML tra vé c6 chtra form dang nhap, ma truong
nhan dang chinh la type = “password”.

Tép tin cau Thuc hién gui yéu cau t6i cac duong dan thu muc va noi thém
hinh tén cac tép tin cau hinh nhu .htaccess,... Truy cap vao duong
dan file cdu hinh.

Xéc dinh dya trén dic diém:

- M4 trang théi tra vé tir 200 dén 299

- Ma HTML c6 chira cac tir khéa twong (ng cua cac tép tin cau

hinh.
Tép tin Back- | Twong tu nhu tan cdng thir nghiém vao cac tép tin cau hinh. Cac
up URL duoc tré dén tép tin cac extension mic dinh cua update tép

tin (.back, ~, .bak...)
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Dic diém nhan dang chinh 1a ma trang thai tra vé tir 200 dén
299.

Tai khoan, mat | Ban chat cua cudc tan cong vao tai khoan, mat khau caa mot
khau mic dinh | website a n6 ¢ géng st dung thuat toan vét can cho thuc hién
dang nhap t6i khi dat dwoc diéu mong mudn. Né cha yéu duoc
st dung dé tan cong vao tai khoan quan tri, nguoi dung va tai
khoan co s& dir liéu.

Xac dinh dya trén dic diém:

- M4 trang thai tra vé 1a 302 cho sy chuyén huéng khi xac thyuc
thanh cong.

- Ma HTML khac so véi giao dién dang nhap.

2.3. Trinh bay vé céng cu lién quan ky thudt Fuzzing.

Phuong phap kiém tra fuzzer chu yéu duoc tmg dung trong viéc thiét ké cac
tool dé kiém tra 13i bao mat Web.
2.3.1. Nguyén tic thuc hién:

Dua vao cac phén tich cac 16 hong ¢ trén ma cac nha phét trién s& thiét ké bo
dir liéu fuzzing pht hop nham phat hién t6i da cac 16 hong bao mat website. Sau d6
cac cong cu st dung phuong phép fuzzing dé kiém tra 18i bao mat s& khong thuc
hién vi¢c quét cAu tric thu muc va tap tin cia ing dung web, ma s€ 1a tap hop tat cac
16i d3 duoc cong bd dbi voi tung g dung web cu thé va thuc hién dé trinh dén ung
dung web xem thtr img dung d6 c6 bi mic cac 18i bao mat hay khong? Vi du, mot
fuzzer kiém tra tit ca cac 16i bao mat lién quan dén ng dung cong thong tin dién tir
Joomla thi n6 s& tap hop tt ca cac 16i bao mat lién quan dén ung dung Joomla va
thuc hién d¢€ trinh khi nguoi kiém tra cung cép.

2.3.2. Mét s6 Tool tiéu biéu
2.3.2.1. Nikto (http://cirt.net/nikto2)

Nikto [20] la mot trong nhitng cong cu thuc hién fuzzer cac 151 bao mat tot nhat
va nhanh nhat hién nay. V6i co sé dir liéu cAp nhat hang trim 16i bao mat dugc xuat
hién hing ngay. Dic biét 1a Nikto dwoc sir dung hoan toan mién phi va c6 kha ning
tiy bién cao. Nikto ciing 12 mot trong nhitng cong cu duoc insecure.org binh chon

mot trong nhitng coéng cu quét 16i bao mat web t6t nhat trong 10 cong cu. Ngoai ra,


http://cirt.net/nikto2
http://insecure.org/
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Nikto cho phép ngudi sir dung tiiy bién viét cac thanh phan va nhung két voi Nikto
dé thuc thi. Hon nita, Nikto ciing hd trg nhiéu dinh dang cua nhiing chuong trinh

quét 16i bao mat khac nhu: Nmap, Nessus.

Thu Apr 4, 3:21PM

root@kali: ~

2.3.2.2. AppScan (http://www.ibm.com/software/awdtools/appscan/)
Mot cong cu thuong mai tap hop 16n céc 16i bao mat cho tirng tng dung web

riéng biét.

.} Demositetestscan - IBM Raticnal AppScan - D et Sy
File Ednt Vaew Scan Tools Help
. = F ‘..-: -l
O . J : =] ~ |l © . ..4 o O @
Scan Manual Explore Scan Configuration Report Find Scan Log PowerTools Analyze JavaScrnpt Issues Tasks Data

[Grf Based | Content Based A Descendng
S My Applicstion (159 380 variants) for BeEpidemo testhite ret
o.testfire.net/ (28 Bypass Using SQL Injection

s Mext b

O szue rfomaton | @ Advmory |« Fix Recommendaton | «* Request/Resporse

‘i Authentication Bypass Using SQL Injection (2)

uid hitp //demo testiire net/bank/login. 3spx

Total number of iIssues: 159 © passw Bpiidemo. teatine net/Daniflopin. s px


http://www.ibm.com/software/awdtools/appscan/
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2.3.2.3. Acunetix Web Vulnerability Scanner (WVS)

Cong cu nay kiém tra tit ca cac 16 hong web, bao gdm SQL Injection, Cross
Site Scripting va nhiéu 16 hong khac [22]. Acunetix str dung k¥ thuét phén tich dong
v6i hudng tiép can dua trén phong doan, st dung thuét toan Fuzzing. Ban dau
Module Crawler phan tich toan b trang web bing cach 1am theo tit ca cac lién két
trén trang web. Sau d6, WVS s& vach ra cdu trac trang web va hién thi théng tin chi
tiét vé mdi tap tin. Sau qua trinh thu thap thong tin, WVS tu dong hién thi mot loat
cac 16 hong c6 thé bi tan cong trén mdi trang duge tim thay. Khi cac 16 hong dugc
tim thay, Acunetix WVS bao céo vé 16 hong nay. Duéi ddy 1a mot giao dién cua

phan mém Acunetix duoc danh gia thir nghiém:

Cross Sie Scripting =3
=
™

e e

e

2.3.2.4. MiniFuzz File Fuzzer

Chiéu theo chinh sach SDL, mdt trong nhitng cong doan bat budc khi kiém tra
(test) ing dung 13 fuzzing, tic 13 kiém tra bang cac dit liéu ddu vao ngiu nhién.
Minifuzz File Fuzzer 1a cong cu kiém tra mo (fuzzy testing) co ban [23], dugc phat
trién nham cho phép cac chuyén gia khong thudc linh vyuc an toan, khong co kién
thirc vé kiém tra mo cling co thé thuc hién duoc viée kiém tra nay. Cong cu nay dua
t6i ddu vao clia mg dung dugc kiém tra cic gia tri khac nhau nham tim ra nhiing

ngoai I¢ chua dugc xu ly.
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2.3.2.5. SDL Regex Fuzzer

La cong cu kiém tra mo céc biéu thirc chinh quy (Regex), SDL Regex Fuzzer
[24] cho phép kiém tra cac biéu thuc chinh quy dé phat hién cic 16 hong loai “tir
chdi dich vu”. Day 1a nhiém vu khong don gidn bdi cac biéu thtrc chinh quy thuong
chtra cac ménh dé c6 do phirc tap ham mii vé thoi gian. Cac biéu thirc dang nay c6
thé bi loi dung dé thyuc hién tin cong tu chéi dich vu.Cong cu SDL Regex Fuzzer
cho phép tim kiém va chi ra su c6 mit cia cac biéu thirc nguy hiém nay ngay trong

qua trinh phat trién tmg dung.
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Két luin chwong 2

Trong chuong 2, v&i pham vi nam trong linh vyc kiém thir bao mat website,
k¥ thuat Fuzzing dd duoc trinh bay mét cach chi tiét. Clng véi d6 1a cac nguyén 1y
va phuong phap phat hién 16 hong bao mat web.

CAac noi dung chinh di trinh bay trong chuong gém:

- Trinh bay téng quan v& mé hinh va quy trinh thuc hién Fuzzing. Cho thiy
rang, quy trinh nay ciing twong tu nhu quy trinh kiém thir phan mém nhung né s
dung cac phuong thirc, dic trung phat hién va bo dir liéu danh riéng cho kiém thi
website.

- C4c phan thu thap diém dau vao, chén dir liéu fuzzing, phuong phap phat
hién 16 hong: day 1a ba giai doan quan trong nhat trong quy trinh fuzzing kiém thir
bao mat website. Thu thap diém dau vao va chén dit liéu 13 giai doan khai dau cho
mot cudc tan cong Kiém thir, chiing thu thap nhiing vi tri chén di liéu va lan luot
thuc hién chén céc dir liéu nay. Phuong phap phat hién 1a mot phan trong giai doan
phan tich 16 hong, dy 1a nhiing can ¢ gilp cho Fuzzer c¢é thé nhan dang 15 hong
t6n tai trong két qua tra vé caa cac luot truy van.

Pay 1a ndi dung nghién ctu quan trong cho viéc dua ra toan bo chi tiét ky
thuat, quy trinh thuc hién xay dung mét tng dung kiém tra va phat hién 16 hong bao
mat web.

Chuong 3 tiép theo sé& trinh bay viéc ung dung k¥ thuat Fuzzing vao kiém

thir 16 héng bao mat website cho mot ngan hang cu thé.
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CHUONG 3. UNG DUNG KIEM THU LO HONG BAO MAT WEBSITE
CHO NGAN HANG NGOAI THUONG LAO DAl CHUNG (BCEL)

3.1. Ly do chon website ngan hang BCEL

Ngéan hang BCELLa mot trong 26 NHTM dang hoat dong tai nu6c CHDCND
Lao, ngén hang BCELduoc thanh Iap tir nam 1975. Pay la mot trong nhitng ngan
hang duoc thanh 1ap sém nhat tai nuéc CHDCND Lao, danh dau sy ra doi va phat
trién cua linh vuc ngan hang tir khi nuéc CHDCND Lao duogc thanh lap. Giai doan
dau tir nam 1975 dén nim 1989 NHNT hoat dong véi tu cach 1a mot chi nhanh cua
NHNN. Trong giai doan ndy Ngan hang BCEL la ngan hang duy nhat duoc cap
phép kinh doanh quéc té trong linh vic ngan hang. Mét trong nhitng dic trung cua
trong hoat dong cua Ngan hang BCEL 1a ngan hang duoc giao nhiém vu quan ly cac
ngudn von hd trg va von vay truc tiép nuéc ngoai ma cac qudc gia hoac cac to qudc
té danh cho nuéc CHDCND Lao.

Tir nam 1989, khi Pang va Nha nudc Lao chi truong tai cau tric lai nén kinh
té Lao ciing 1a lac linh vuc ngan hang c6 nhiéu thay d6i mang tinh budc ngoat. Doi
v6i Ngan hang BCEL, nam 1989 danh dau thoi ky bat dau hoat dong doc 1ap véi tu
cach la ngan hang thuong mai nha nudc theo cac quy dinh cua Luat Quan ly cac
ngan hang thuong mai (sau d6 duoc thay thé bang Luat Ngan hang thuong mai nim
2006) va chiu su quan ly, giam sat truc tiép cia NHNN Lao.

Nhitng ndm 1997, cac nén kinh té trong khu vyc chau A - Thai Binh Duong,
trong d6 c¢6 nén kinh té Lao chiu anh huang manh mé cua cudc khing hoang kinh té
- tai chinh. Diéu nay ciing anh huong khdng nho dén sy phaét trién cua linh vuc ngan
hang noi chung va hoat dong cia NHNT riéng. Nhung bang su nd luc ctia minh va
su hd tro ciia Chinh phu Lao, NHNN Lao, Ngan hang BCEL d3 ting budc vuot qua
cudc khung hoang d6. Vi su lanh dao cua NHNN Lao, Ngén hang BCEL va nhirng
ngan hang con lai da gop phan thyc hién tét chinh séch tién té quc gia, 1a kénh huy
dong von va cap tin dung cha yéu cho nén kinh té Lao. Dé c6 duoc nhitng thanh tyu

noi trén, Ngan hang BCEL d4 tién hanh cai to, co ciu lai té chtc va hoat dong, tng
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dung cdng nghé hién dai vao quan ly va kinh doanh phuc vu tét nhat cho nhu cau
cua khach hang, da gitap cho Ngan hang BCEL vuot qua cudc khung hoang trén mét
cach nhanh chéng.

Nhu vay véi hon 47 nam phét trién cta minh, luc ndo Ngan hang BCEL ciing
khing dinh va giit viing vai trd 12 mot trong nhitng ngén hang thuong mai hang dau
tai nu6c CHDCND Lao, dong gop rat nhiéu cho nén kinh té Lao, danh dwgc niém
tin va khang dinh duoc uy tin dbi voi cac quéc gia, to chirc qudc té va cac ngan
hang thuong mai cuia cac quéc gia trén thé gigi.

Website ngan hang BCEL chira nhiéu thdng tin nhay cam cua khach hang, can
duoc bao vé chdng cac xam nhap cua tin tic. Ban chat cac Website khi phat trién
ludn ton tai cac 16 hong bao mat. Do vay, viéc ra soat va kiém tra cac 15 hong bao
mat trén cac Website ngan hang BCEL Iuén dugc quan tam.

Van dé bao mat Website ngan hang BCEL ndi riéng va ngan hang ¢ Lao noi
chung van chua dugc cac co quan, doanh nghiép ¢ Lo chi trong dau tu. Khong
phai tat ca cac t6 chuc, doanh nghiép déu co thé trang bi diy du ciing nhu c6 thé
dam bao an toan, bao mat théng tin mot cach toan dién. Viéc kiém thir 16 hdng bao
mat Website ngan hang BCEL no6i riéng va ngan hang ¢ Lao ndi chung rat can thiét
vi s& gop phan phat hién cac 16 hong va gilp khic phuc, va cac 15i bao mat nay.
Nhiéu k¥ thuat kiém thir, song ki thuat kiém thir hop den (Black-Box) cu thé 1a k§
thuat Fuzzing (thuoc loai kiém thir Black-Box) 1a quan trong nhat. Mac du khong
mai, song méi dugc quan tdm tir vai nam nay do cac wu viét so véi cac ky thuat
truyén thong da biét.

Viéc kiém tha phan mém hién nay da phan dugc thuc hién mot cach tha cong,
khong c6 hiéu qua cao trong viéc phét hién nhing 16 hong an ninh tiém tang. Ky
thuat Fuzzing trong kiém thir 16 hdng bao mat Website ngan hang BCEL chinh 1a
mét giai phap cho véan dé trén. V6i kha niang tu dong hoa cao clng vai co ché phat
hién 16 hong hiéu qua, cong nghé nay duoc rat nhiéu hang quan tam sir dung. Tuy

k¥ thuat fuzzing da duoc ap dung trong nhiéu linh vuc, song viéc ap dung ky thuat
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nay vao kiém thir 16 hdng bao mat website van con c6 nhitng van dé can nghién cau
do su phat trién cua linh vuc an toan thdng tin.
3.2. Xay dwng &ng dung kiém thir fuzzing cho website ngan hang BCEL
3.2.1. So do kién triic irng dung
< Kién tric chwong trinh wng dung

Ung dung xay dung theo mot kién tric linh hoat, bao gém céc tang, trong
mdi ting c6 cac thanh phan xua 1y riéng biét. Véi giao dién dd hoa, ngudi dung c6
thé cau hinh don 1¢ hay két hop cho mot cudc tan cong. Véi kién tric phan tang,
chuong trinh dwoc chia lam 2 tang chinh:

- Tang 1: Tang giao dién, c6 nhiém vu hién thi két qua xur ly 1én giao dién
cho ngudi dung xem két qua:

+ Cac URL thu thap dugc cua mot website.

+ Hién thi cac thdng bao vé 15 hong ton tai trén website, dwa ra cac khuyén
nghi va bién phép khic phuc cuaa ting 16 hong.

- Tang 2: Tang xu 1y, dam nhiém xu ly toan bo hoat dong cua wng dung.
Tang nay duoc phan tach thanh céc thanh phan dam nhiém tung xu ly riéng biét,
bao gom: thanh phan thu thap diém dau vao, thanh phan tan cong, thanh phan x Iy.
Tang nay c6 nhiém vu:

+ Xt ly cac thong tin tra loi tr may cha va thu thap toan bo URL va céc
diém dau vao.

+ Thuc hién cudc tan cdng thir nghiém Fuzzing vao tat ca cac diém dau vao
thu thap duogc.

+ Phan tich cac phan hdi tra vé cta cudc tan cong Fuzzing, xac dinh sy ton
tai cua 16 hong va dua ra két qua.

Kién tric phan tang cua tng dung kiém tra 16 héng bao mat website duoc md
ta nhu hinh 3.1 dudi day:
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Hinh 3.1. Kién tric phan tang caa wng dung

3.2.2 Xdy dung vrng dung
¢ NgOn ngir sir dung
C# la mot trong nhitng ngdn ngir lap trinh duoc sir dung rong rai nhat. i
kém véi framework .NET nén C# duoc hd tro nhiéu tinh niang, c6 thé tao ra nhitng
chuong trinh hay hé thbng manh m&. C# duoc miéu ta 14 ngdn ngir c6 duoc sy can

bang gitta C++, Visual Basic, Delphi va Java.

Pé xay dyng mot cong cu kiém tra 16 hong bao mat website don gian, than
thién véi ngudi dung, ching ta can xay dung né véi giao dién GUL. C# 1a mot ngon
ngir 1ap trinh hudng dbi twong duoc phat trién bai Microsoft, hoat dong dua trén
framework .NET cua Windows. C# duoc sir dung dé xay dung tng dung nay véi 3
Iy do chinh nhu sau:

- C# cho phép thiét ké vai giao dién dd hoa GUI chuyén nghiép.

- C# cung cap mot sé 1dp, thu vién hd tro cho viéc giri va nhan goi tin mang.

- N6 cung cap co ché lap trinh xt ly khong dong bo phu hop cho xay dung
ing dung can trao d6i nhiéu goi tin.

Nhuoc diém ton tai khi sir dung C# d6 la né gan lién véi nén tang Windows

ma khé chuyén sang st dung tai cac nén tang khac.


https://vi.wikipedia.org/wiki/Visual_Basic
https://vi.wikipedia.org/wiki/Delphi_(ng%C3%B4n_ng%E1%BB%AF_l%E1%BA%ADp_tr%C3%ACnh)
https://vi.wikipedia.org/wiki/Java_(ng%C3%B4n_ng%E1%BB%AF_l%E1%BA%ADp_tr%C3%ACnh)
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% Giao tiép giira tng dung va may chi web

- ~ - ~
TCP Client Tcp
Socket Server
- i Web
Fuzzer I L P
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. - . -

Hinh 3.2. Giao tiép giita Fuzzer va Server

Giao tiép gitra tng dung va may chu la giao tiép gitta client va server. Trong
d6 client két ndi dén server theo kiéu stream socket. Giao tiép giira may chu web
Véi chuong trinh Fuzzer.

C# cung cap 16p WebClient bao gom céc chirc nang xur 1y yéu cau va phan
hoi HTTP.N6 dap tng day du cac chirc nang dé xu Iy cac yéu cau cua mot Fuzzer,
C # cung cap cac 16p HTTPWebRequest va HTTPWebResponse.Céc 16p nay tién
loi va c6 nhiéu chirc nang tién tién nhu kha niang str dung proxy.Nhung né lai khong
phu hop dé xay dung mot Fuzzer véi sé luong request rat 16n.Thay vao do, 16p
TepClient duoc thiét ké cho bat ky gdi tin TCP nao.Céc l6p va ham tiéu chuan co
san khong pht hop véi nhu cau xir ly dir liéu can thiét.bé xay dung mot Fuzzer,
diéu can thiét phai kiém soat hoan toan yéu cau HTTP tho, ma diéu d6 nhiéu 16p c6
san lai khong cung cap véi mirc do chi tiét.

% Xir ly bat dong bd

Mot giao dich str dung socket dong bd bi chan hay cé do tré 16n, diéu nay co
nghia I yéu cau hozc phan hoi dang gap phai su cham tré trong giao dich. Nhu vay
may chu hay may khach sé dung lai va cho doi cho giao dich @6 hoan thanh truéc
khi thuc hién mét giao dich tiép theo. V&i mot tng dung Fuzzer, qua trinh fuzzing
duogc thuc hién dya trén bo dit lidu bat thuong, nhu vay mot sé yéu cau giri di co
kha ning cao xay ra sé& bi chan hay xay ra sy c6.Mét fuzzer khdng thé ding im cho
doi mot giao dich co thé khong bao gio thanh cong, diéu d6 lam cho Fuzzer hoat

dong khong hiéu qua.Socket vai khong ddng bo khoi dong cac ludng riéng biét dé
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xir Iy va sir dung chirc ning goi lai & bao hiéu mot giao dich hoan thanh.Diéu nay

cho phép cac su ki¢n khac duogc xir ly ma khong bi gian doan.

Synchronous Asynchronous
| Requestl1 —; —»| Requestl [
Response 1 [
- | —®| Request2 |
-t
» Request 2 —¢
-t Response 1
Response 2
-t l - Response 2

Hinh 3.3. Xir ly dong bé va bat dong b
% Lap trinh xir ly bat déng b

Socket xir Iy bat dong bo dugc mé ta dudi doan ma sau:

TcpClient client;
NetworkStream stream;

ClientState cs;

client = new TcpClient();
client.Connect(reqHost, Convert. Tolnt32(tbxPort. Text));
stream = client.GetStream();

cs = new ClientState(stream, reqBytes);

|AsyncResult result = stream.BeginWrite(cs.ByteBuffer, 0,
cs.ByteBuffer.Length, new AsyncCallback(OnWriteComplete), cs);

result. AsyncWaitHandle.WaitOne();
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Sau khi tao mot Client TCP va NetworkSteam, chung goi phuong thirc
BeginWrite() véi 5 d6i s6 nhu sau:

- Byte[] array: Mot bo dém chua ludng dit liéu mudn gii.

- Int offset: Vi tri trong b dém dé bat dau giri dix liéu.

- Int numBytes: S byte ddi da dé ghi gui dit liéu.

- AsyncCallback userCallback: Phuong thic goi lai, s& dugc goi khi két ndi
hoan tat.

- Object stateObject: Mot dbi tugng dé phan biét yéu cau viét khong dong bo
nay tir cac yéu cau khac.

AsyncWaitHandle.WaitOne() lam cho su kién lang nghe bi khoa cho téi khi
yéu cau duoc gui thanh cdng. Tai thoi diém d6, chic nang goi lai s& dwoc thuc hién

bang ma 1énh sau:

ClientState cs = (ClientState)ar.AsyncState;
cs.NetStream.EndWrite();

Khi ching tdi viét xong yéu cau cua chung toi dén ludng mang, ching toi s&

c6 thé nhan duoc két qua tir may chu:

result = stream.BeginRead(cs.ByteBuffer, cs.TotalBytes,
cs.ByteBuffer.Length - cs.TotalBytes, new AsyncCallback(OnReadComplete), cs);

Tai thoi diém nay, ching ta co thé goi socket khong dong bo mot lan nira
nhung tot hon hét 1a s dung khoang thoi gian nén s dung dé nhan phan hoi.
Ching ta goi phuong thitc BeginRead(), lay cac d6i s6 gidong nhu phuong thic
BeginWrite(), st dung ham OnReadComplete() nhu 1a phuong thac goi lai cua

ching ta:

public void OnReadComplete(IAsyncResult ar)

{
cs.NetStream.BeginRead(cs.ByteBuffer, cs. TotalBytes, cs.ByteBuffer.Length

- ¢s. TotalBytes, new AsyncCallback(OnReadComplete), cs);
by
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Ching ta c6 thé bt diu OnReadComplete() bing cach tao mot bo dém thoi
gian (readTimeout) s& goi ReadDone.Set() néu dat dén khoang thoi gian cho do
ngudi dung xac dinh. Diéu ndy cho phép ching ta dam bao ring mét giao dich
khéng hoat dong v6 han néu viéc nhan phan hdi khong dugc hoan thanh. Né cung
cap cho nguoi dung mot phuong tién dé kiém soat do dai thoi gian tré.

3.2.3. Xdy dwng cdc thanh phan chinh ciia vng dung kiém thir

Dua trén kién tric caa chuong trinh, &ng dung bao gdm 3 phan chinh. Dau
tién la thanh phan thu thap diém dau vao, né sé thu thap toan bo cac lién két trong
website. Sau d6, thanh phan tan cong thuc hién cac cudc tin cong vao muc tiéu nay.
Cubi cuing, thanh phan phan tich thyc hién kiém tra két qua tra vé bai cac ang dung
web dé xac dinh 16 hong ton tai:

% Thanh phan thu thap diém dau vao:

public wvoid AFCrawling()

{
string defaultreqCrawl = "GET [path] HTTP/1.1\r\nAccept: */*\r\nAccept-Language: vi-vn\r\nPragma: no-cache

string path = "", method = "GET";
string request e )
string pthside "
string host = "";

El

int lstcrawledcount = @;

string urlroot = tbxURLtarget.Text;

int arrayEnd, arrayCount = @;

ArraylList crawlArray = new Arraylist();

List<URL> lstcrawlArray = new List<URL>();

List<URL> 1stformPOST = new List<URL>();

//Thay host

host = gethost(urlroot);

string requestl = defaultreqCrawl.Replace("localhost”, host);

path = getpth(urlroot);

if (path == "/")

{
crawlArray.Add(getfile(urlroot) + getparameter(urlroot));

crawlArray.Add("robots.txt");
crawlArray.Add("sitemap.xml");

Hinh 3.4. Thanh phan thu thap diém diu vao
Pé thuc hién mot phién 1am viéc véi thanh phan thu thap diém dau vao, tng
dung can dwoc bit dau voi mot dia chi website goe. N6 duoc bat dau nhu 14 mot
diém khai dau, trinh thu thap diém dau vao lap lai qua trinh thuc hién thu thap tat ca
c4c lién két va cac biéu mau web trong suét qua trinh xu 1y. Dé giam sé luong thuc
hién gui yéu cau, thanh phan thu thap diém dau vao loc va loai bo cac lién két

khong thudc tén mién géc ma nguoi ding nhap, ké ca tén mién phu.
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Ciing giéng nhu nhitng trinh thu thap dir liéu, chung ciing c¢6 nhirng tdy chon
cau hinh cho qué trinh thuc hién. Thanh phan thu thap diém dau vao duoc xay dung
tach biét trong phan thu thap tha cdng va trong ca qua trinh tu dong quét 15 hong.

Hinh 3.4 m6 ta mot phan doan m& ham thyc hién chic ning Crawling bang
ngén ngir C#:
< Thanh phan tan cong (thanh phan giri mau kiém thir):

Thanh phan tan cong thuc chat Ia thanh phan tao cac mau yéu cau kiém thir
gui toi may chu Website theo k¥ thuat fuzzing.

private void btnStartAttack Click(cbject sender, EventArgs e)
{

int sqlicount = @, xsscount = @, ficount = @;

//CRAWLING

btnStartAttack.Text = "Crawling...";

AFCrawling();

//FILTER AND REPLACE DATA FUZZING

btnStartAttack.Text = "Filtering...";

int AFurlfuzzcount = AFurlfuzzing.Count;

for (int 1 = @; i < AFurlfuzzcount; i++)

{
for (int § = i + 1; j < AFurlfuzzcount; j++)
{
if (AFreplaceprt(AFurlfuzzing[i].Data.ToString()) == AFreplaceprt(AFurlfuzzing[j].Data.ToString()))
{
AFurlfuzzing.RemoveAt(j);
i--;

if (AFurlfuzzing[i].Data.ToString().Contains("[Fuzzing]"))
{

Hinh 3.5. Thanh phan tan cong

Sau qua trinh thu thap cac diém dau vao dugc hoan thanh, ung dung bat dau
xtr ly danh sach cac muc tiéu tin céng nay. Thanh phan tin cdng thuc hién quét
tirng muc tiéu vai moi biéu mau ¢ trén trang web. V&i mdi muc tiéu biéu mau web
hay lién két duoc trich, di cung véi phuong thitc 14 GET hay POST, céc truong
thong s6 caa mot goi tin HTTP s& duoc sir dung dé giri ndi dung yéu cau fuzzing.
Sau d6, tiry thudc vao cudc tan cdng thuc té ma gia tri trén cac truong duoc thay doi
cho pht hop. Cudi cliing yéu cau sé dugc giri 1én may chi xac dinh bang phuong
thirc GET hay POST yéu cau.
% Thanh phan phan tich:

Sau mét cudc tan cdng vao cac muc tidu cua mot website, cac phan hoi gui
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tra vé cho ung dung. Cong viéc IGc nay thudc vé thanh phan phan tich, né thuc hién
phan tich va giai thich cac phan ung tir may chu. Dua trén céc tiéu chuan tan cong
cu thé, tir khoa dé tim kiém cac biéu hién caa 16 hong ma cudc tin cong d6 dang
thuc hién va tinh toan dua ra quyét dinh cudc tin cong d6 da thanh cong, website co
ton tai 15 hong.

public bool parseSQLi(string response)
{

bool rtn5QLi = false;

Read SQLText = null;

ArrayList SQLArray = null;

int arraykEnd, arrayCount = 8,

SQLText = new Read("detectSQLi.txt");
SQLArray = SQLText.readFile();
arraybnd = SQLArray.Count;

while (arrayCount < arrayEnd)

{
if (response.Contains(SQLArray[arrayCount].ToString()))
rtnSQLL = true;
break;
}
arrayCount++;
}

Hinh 3.6. Thanh phan phan tich

3.3. Xay dung kich ban thir nghiém kiém thir 16 hong bao mat website ngan
hang BCEL.

¢ Cai dat ing dung thi nghiém

Ung dung kiém tra 156 hong website duoc xay dung véi cac phan chinh 1a:
Fuzzing Manual - thuc hién fuzzing tha céng, Crawler URL - thu thap URL
website, Auto Fuzzing & Scan Vulnerability - tw dong quét va phan tich 16 hong
website. Nguoi dung cai dat cac thdng sé chung nhu Port dé két ndi, Timeout cho
thoi gian chd doi phan hoi caa yéu cau.

% Chirc nang dat thiz cong Fuzzing

Cho phép nguoi st dung c6 thé thyc hién fuzzing thi céng véi bo dir ligu
Fuzz c6 san trén hé théng. Noi dung Request Headers dugc nguoi ding tiy chinh

theo y mudn.
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Nguoi dung tu cai dit cac thong sé cho qué trinh ndy bang cach nhap chuot
phai vao Request Header tai vi tri muén chén théng s, mot hop thoai bao gom céc
lya chon vé Add Header, Add Fuzz Type nhu hinh 3.7. Sau khi hoan thanh céc

thong sb, nhan Request dé thuc hién chirc ning nay.

" Add Header 3 Default Headers
| Add Fuzz Type »

Accept

Accept-Encoding
Accept-Language

Authorization 3
Hinh 3.7. Danh séach cac théng s tuy chen

Két qua tra vé I1a danh sach cac phan hoi tir may cha tra vé nam trong

Responses, ngudi ding ¢ thé nhap chon dé xem chi tiét cac truy van duoc hién thi

tai cac hop thoai dudi cung.

Hinh 3.8 m0 ta giao dién cua Fuzzing Manual cho qué trinh quét tha cong:

Fuzzing Manual | Crawler URL | Auto Fuzzing 8 Scan Vulnerability Bary 50 Tz EEEm
Host |152.168.1.128 Request
Reguest Headers
GET /Apple/index php 7ac=chitietdid=IPNO3[SQL] HTTP/1.1
Accept: =/~
Accept-Language: vi-vn
Pragma: no-cache
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; 5W1: InfoPath.1)

Host: 192.168.1.128
Proxy-Connection: Keep-Alive
Responses
Mo.  Status Host Request ~
0 200 152.168.1.128 GET /Apple/index php?ac=chitietdid=IPN03 HTTP./1.1
1 200 192.168.1.128 GET /Apple/index php?ac=chitist&id=IPN03 or 1=1 HTTP/1.1
2 200 152.168.1.128 GET /Apple/index php ?ac=chitietdid=IPN03sutton’ or "1" ="1 HTTP/1.1
3 200 152.168.1.128 GET /Apple/index php?ac=chitict&id=IPN03suttan” or ¥%'=%" HTTP./1.1
4 200 152.168.1.128 GET /Applefindex php ?ac=chitiet8id=IPN03 orlike "% HTTPA1.1
5 200 152.168.1.128 GET /Apple/index php?ac=chitict&id=IPN03"%200R HTTP/1.1
[ 200 152.168.1.128 GET /Apple/index php?ac=chitietdid=IPN03 or 1 = 0HTTP/1.1
7 200 152.168.1.128 GET /Apple/index php?ac=chitictéid=IPNO3" HTTP/1.1
8 200 152.168.1.128 GET /Appleindex. php?ac=chitiet8id=IPN03" or 1=1--HTTP/1.1 Bl
Raw Request | Raw Response | HTML | Page show
GET #Apple/index php?ac=chitiet&id=IPMN03 HTTP/1.1
Accept: =~
Accept-Language: vi-vn
Pragma: nocache
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; 5V1; InfoPath.1)
Host: 152.168.1.128
Procey-Connection: Keep-Alive|

Hinh 3.8. Giao dién Fuzzing thi céng
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s Chirc nang cao thong tin URL (Crawler URL)

Chure nang nay dé ngudi dung thyc hién chirc ning crawl tach biét khoi qué
trinh Fuzzing, thu thap toan bo cac lién két khac nhau cua mot website.

Pé str dung chirc nang nay, nguoi ding chi can nhan chon Crawler URL va
nhap dia chi website mong muén vao URL root. Sau d6 nhin nut Start Crawl dé bit
dau qua trinh thu thap. Qua trinh nay dién ra trong thoi gian kha dai, tuy do phuc
tap cua website.

Két qua tra vé 1a danh sach cac duong dan khac nhau cua website ma nguoi

ding nhap. N6 dugc tach thanh cac thanh phan khéac nhau: Path, Method, Parameter
Query,...

Fuzzing Manual | Crawler URL | Auto Fuzzing & Scan Vulnerability Fort: |80 Timeout (Miliseconds): | 5000
URL rost  [182 168 1 128/Apple Start Crawl
URL Requesting
Mo. Status Method URL &2
I 200 GET /Appleindes php?ac=news
7 200 GET /Applefindes php?ac=chitiet &id =MC001
2 200 GET /Apple findesc php ?ac=chitiet &id =MCO02
) 200 GET /Ppple.findes php ?ac=chitict &id =MCO03
10 zo0 GET /Ppple.findesx php ?ac=chitict &id =MCO04
11 zo0 GET /Pppleindex php ?ac=chitict&id=IPNO3
12 200 GET /Apple findex php ?ac=chitiet &id =IPND4
13 200 GET /Apple findex php ?ac=chitiet&id =IPNO8
14 200 GET /Apple findex php ?ac=chitiet&id =IPNO5
15 200 GET /Apple findex php ?ac=chitiet&id =IPNO7
16 200 GET /Appleindex php?ac—chitiet&id=IPNOG -
List URL Crawed
No Path Method Parameter Query &
3 /Bpple findex php GET Zac=iphone
4 /Apple/indesc php GET Pac—watch
5 /Apple/indecc.php GET Zac—rews
& /Apple/indec.php ?ac—timkiem POST btseach-[Fuzzingléseach=[Fuzzing]
7 /Apple/inde.php GET ZPac—chitiet&id=MCDO1
8 /Apple/indec.php GET Pac—chitiet&id-MC002
9 #Applesindex.php GET Zac=chitietdid=-MC003
10 #Applesindex.php GET Zac=chitietdid=-MC004
1 #Applesindex.php GET Zac=chitictdid=IPN03
12 #Applesindex.php GET Zac=chitiet&id=IPN04
12 /AppleAndescphp GET Pac=chitict&id=IPNO2
14 /ApplefAndescphp GET Pac=chitict&id=IPNO5
15 /ApplefAndescphp GET Pac=chitict&id=IPNO7
16 /Applefindescphp GET Pac=chitict&id=IPNOE -
< >

Hinh 3.9. Giao dién Crawler URL
% Chirc nang dat Fuzzy tw déng va quét diém yéu Website
Dit Fuzzy tu dong (Auto Fuzzing) va quét diém yéu (Scan Vulnerability)
bao gom 2 thanh phan chinh I1a Crawling va Fuzzing.Hai thanh phan nay thuc hién
c4c chirc ning 1a thu thap diém dau vao, thyc thi tan cong va phan tich 16 hong.
Chtric nang nay dugc mo ta nhu hinh 3.10.
Vi chirc ning ndy, qua trinh thuc thi dién ra s& hoan toan tu dong Nguoi

ding chi can nhap dia chi website can ra quét 16 hong, sau d6 nhap vao nut Start dé
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thue hién quét. Qua trinh quét 16 hong dién ra qua cac giai doan Crawling, Filtering,
Fuzzing va khi hoan thanh s& hién thi Done.

Két qua tra vé 1a danh sach céc 15 hong ton tai trén website d6. Danh sach
c4c 15 hong nay dugc thé hién qua ciu trac thu muc cay, véi mdi nit chinh 1a mot
loai 15 héng va mdi nat con 1a mét 15 hong.

Nguoi dung c6 thé nhin chon ting 16 hong dé xem chi tiét vé 16 hong va
cach khic phuc 16 hong d6.Céc thong tin chi tiét vé ting 16 hong dugc md ta trong

Info Vulnerablity va cach khac phuc 16 hong nay duoc md ta trong phan How to fix.

G Fuzzing Website = =
Fuzzing Manual | Crawler URL | Auto Fuzzing & Scan Vulnerability Port: 80 Timeout {Miliseconds): |5000

URL Target 152.168.1.128/Apple./ Fuzzing___
Processing
Mo Status Method Path Parameter Payload Fuzzing ~ ~
5 GET AAppleindex php Zac=news
3 POST #Applesindex.php 7ac=timkiem bdseach=[Fuzzingléseach=[Fuzzing]
7 GET /Ppplefindex php Pac=chitict&id=MC001
8 GET /Appleindex.php Fac=chitiet&id=MCO02
9 GET AApplefindex php ZPac=chitict&id=MC003
10 GET /Pppleindex.ohp Pac=chitist&id=MC004
11 GET /Ppplefindex php Pac=chitict&id=IPNO2
12 GET /Appleindex.php Fac=chitietsid=IPNO4
13 GET AApplefindex php ZPac=chitictaid=IPNO2
14 GET /Pppleindex.ohp Pac=chitict&id=IPNO5
15 GET /Ppplefindex php Pac=chitict&id=IPNO7
16 GET /Apoleindex.oho Fac=chitietsid=IPNOE @
< >
Report

Vulnerabilities Info Vulnerability | How to fix

=1 SQL Injection

| - 50L Injection Base: hitp://192.168.1.128/Apple/index php ?ac-chitist&id=IF |>fﬂ55 vulnerability found =t website "”': o timiem

=1+ Cross Script Site Data > alert (XS5): </ script>

[l<SS - Reflected: hitp//192.168.1.128/Apple/index. php ?ac=timkiem Meth:
This eny serious, hackers = advartage of it to take
lover the session and forge the user. It is especially serious with administrators.
< >

Hinh 3.10. Giao dién Auto Fuzzing & Scan Vulnerability
- Thuc thi voi tat ca cc loai fuzzing ma chwa kiém soat duoc diém dau vao
nao phl hop véi loai tan cong nao.
- B6 dir liéu Fuzzing chua da dang dé phat hién duoc tat ca cac loai I6i.
s Xay dung kich ban thi# nghiém cho #ng dung
Kich ban:
1. Budc 1: Thiét lap mot website thir nghiém (gia 1ap cho website ngan hang
BCEL).
Do diéu kién khdng thuc hién duoc truc tiép trén website ngan hang BCEL
nén luan van dat thu mot website mo phong website thuong mai véi dia chi:
http://127.0.0.1 /Apple/
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Két qua thr nghiém nhiam muc dich thé hién kha ning thuc hién cua tng
dung cho bat ky mot website ndo. Do d6, hoan toan c6 thé ap dung cho
website cua ngan hang BCEL trong thuc té.
2. Bu6c 2: Website chira sin mot sé 16 hong bao mat phuc vu cho kiém tha.
Tay theo c6 thé thiét lap tuy y cac 15 hdng bao mat.
3. Budc 3: Thuc hién chay tng dung kiém thir Fuzzing dé thu két qua phan hoi
tu Website.
4. Budc 4: Quan sat két qua phan tich cua ung dung, théng ké, danh gia két
qua.
3.4. Thuc hién kiém thir, danh gia két qua
Thiét Igp va thuec thi kich ban thi: nghiém
Dir liéu dau vao 12 mot website co dia chi: http://127.0.0.1 /Apple/
Thong tin vé may cha web: Windows (St dung goéi XAMPP),Apache2.4.xx,
MariaDB 10.4.xx, PHP 7.4.xX.

All Products

Hinh 3.11. Website kiém thir nghiém
Két qud kiém thir quan sat, théng ké diroc
Quaé trinh thuc hién chirc nang Auto Fuzzing & Scan Vulnerability trong
tung giai doan nhu sau:

Bang 3.1. Két qua qué trinh thu thap

STT | Quatrinh | Sélwongtruy | Thei gian Két qua
van thuc thi
1 Crawling 19 ~444ms Thu dugc 19 URL
2 Filtering 17 ~205ms Loc con 17 URL
3 Fuzzing 17 ~759ms Phat hién 3 15 hong




58

Két qua sau qué trinh thuc hién Fuzzing phét hién duoc 21 15 hong: 14 15
hong SQL Injection va 7 16 hong XSS. Chi tiét cac 16 hong duoc md ta chi tiét trong
bang sau:

Bang 3.2. Danh sach cac 1§ héng phéat hién

STT L6 hong URL Co sé Dir liéu fuzz
1 | SQL Injection http://127.0.0.1/apple/index.php?ac '
=chitiet&id=ACx

2 Cross Script Site | http://127.0.0.1/apple/index.php?ac "><script>
=timkiem&s=<query> alert("XSS");
</script>

Tong thoi gian qua trinh thyc hién khoang 1.5 gidy.

=
Fuzzing Manual Crawiler URL  Auto Fuzzing & Scan Vulnerability Port 80 Timeout (millseconds) | S000
URL Target |http//127.0.0.1/ apple/ ] Fuzzing ...
Processing
No Status Methoa Path Pammeters ~
o 200 oK GET hittp:/ / 127.0.0.1/ apple/ index. php7ac=chitiet S8ii=ACS Pac=chitiet&a=ACS
1 200 oK GET hitp:/ / 127.0.0. 1/ apple/ index. php?ac=timk iemas=iPhone Zac=timkiemSs=iPhone
2 200 oK GET hitp:/ / 127.0.0.1/ apple/ index php7ac=chitietSia=AC3 Zac=chitietSia=AC3
3 200 Ok GET hittp:/ / 127.0.0.1/ apple/ index. php7ac =chitietSid=AC 1 Zac=chitiet&d=AC1
a 200 oK GET hitp:/ 7 127.0.0.1/ apple/ index. php?ac=chitietSk=AC4 Zac=chitietSia=ACS
s 200 Ok GET hitp:/ / 127.0.0. 1/ apple/ index. php7ac=c hitietSid=AC2 7ac=chitiet&Bia=AC2
6 200 OK GET hittp:/ / 127.0.0.1/ apple/ index. php?ac =buySid =9 2ac=buySid=9
7 200 OK GET Nip:/ 7 127.0.0.1/ apple/ iIndex. php?ac=buySika=7 7ac=buySia=7
8 200 oK GET Nt/ / 127.0.0.1/ apple/ index. php7ec =buySid=8 7ac=buySia=8
° 200 oK GET hittp:/ / 127.0.0.1/ apple/ index php?ac=buy8ikd=10 ?ac=buy8id=10 ‘
10 200 Ok GET nitp:/ 7 127.0.0.1/ apple/ index. php?ac=buySia=11 Zac=buySis=11
11 200 OK GET hitp:/ / 127.0.0. 1/ apple/ index. php7ac =buySid=12 Fac=buySia=12 ‘
12 200 OK GET hittp:/ / 127.0.0.1/ appile/ index. php?ac=buy&id=1 Zac=buysid=1
13 200 oK oFT NI/ 7 127 0 0 17 nonted indes nhn?ac =t oRid=s et A= b
< >
Report
hp://127.0.0.1 php7ac "% 200r % 201ike%2 ~
h1p://127.0.0.1 php 2% 3Cscript%3Eale
h1p://127.0.0.1 i php7ac — % 3E%ICSCript® See
ntp://127.0.0.1 php %22 +aler(XSS%:
http://127.0.0.1 php -8
hitp://127.0.0.1 php?ac ~2%200RE

20Injected ) %3Cs scApt%3ES
Method: GET

hitp://127.0.0.1 php Vo IE % 22°% IE% 3C

=) Cross Site Scriptin This vulnerability is very serfous, hackers con take advantage of it to

hitp://127.0.0. 1/applefindex_php?ac=timkiem&s=%3C/textarea%3 take over the session and forge the user. It is especialy serous with
hittp://127.0.0. 1/apple/index. php7ac=timkiemas =% 3E% 22% 3E%3 asdministrators.

hitp://127.0.0.1 php? 3Cscriptt

hitp://127.0.0. V/applefindex php?ac=tmkiemas =% 3Cscript%3Eal

htp:/127.0.0.1 php =63Cscriptss3Eal

hitp://127.0.0. 1/applefindex. php?ac=timkiemas =% 3E%22% 3E% 3.
Ntp://127.0.0. 1/apple/index php7ac=timkiemas=—%3E%3Cscript «
< >

Hinh 3.12. Danh sach cac 16 hong website thir nghiém
Kiém tra lai cac 15 hong vira phét hién duoc, ta thay rang céc 16 hong nay

hoan toan ton tai. Poan ma "><script>alert("XSS"); </script> duoc thyc thi sau khi

chén vao noi dung tim kiém cuia website:

Hinh 3.13. L§ hong XSS dwoc phat hién
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Kiém tra 156 hong SQL Injection vai tham s <, két qua thu duoc:

B @ = - * 9

are @ leam @ GemeDev [ #Bs @ Github [ Edtor @ Lynda 4 Yourinformation

MacBook

Light. Years ahead.

All Products

Fatal error: Uncaught mysqli_sql_exception: You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for
the right syntax to use near "AC2" at line 1 in C:\webserver\htdocs\apple\index.php:86 Stack trace: #0 C:\webserver\htdocs\apple\index.php(86):
mysqli_query(Object(mysgli), 'SELECT * FROM p...") #1 {main} thrown in C:W.__ -—--—r\htdocs\apple\index.php on line 86

Hinh 3.14. L§ hong SQL Injection
Danh gia
Uu diém
- Phan mém sau khi xay dung va thuc thi da kiém tra va phat hién dugc mot
s6 16 hong nghiém trong cua website.
- Téc do thu thap diém dau vao va thyc thi tan céng trén website thi nghiém
nhanh.
- Phét hién céc loai 15 hdng c6 d6 chinh xac cao.
- Cho phép ngudi ding cé thé thyc hién timg cong doan tan cong va phat
hién 15 hong.
Nhwoc diém
- Qué trinh crawling tai mot sb website truc tuyén con cham so véi mot sé
phan mém chuyén nghiép.
- Qua4 trinh loc diém dau vao tuong tu con chua chinh xac, véi mot s6
website c6 thiét ké dac biét thi kha nang bo sot 12 16n.
- Chuong trinh méi chi hd trg kiém thir trén cac dudong dan phuong thic

GET, chua hd tro tat ca cac phuong thirc cia HTTP.
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- Cac mau kiém thir con han ché, chwa 4p dung dugc cdc mau phuc tap nhu
Blind SQL Injection.

- Thuc thi véi tat ca cac loai fuzzing ma chua kiém soat dwgc diém dau vao
nao phi hop véi loai tan cdng nao.

- B6 dir liéu Fuzzing chua da dang dé phat hién duoc tat ca cac loai 16i.
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KET LUAN

Ngay nay, bao mat Website ngan hang dang ngay cang mo rong va phat trién
manh mg&, vi vay van dé kiém tht 156 hdng bao mat Website ngan hang ciing ngay
cang dugc quan tdm va trd trong. N6 trg thanh yéu té quyét dinh sinh ton caa mot
website hay hon nira la ciia ca mét to chire, doanh nghiép dung sau né.

Kiém thir 16 héng bao mat Website ngan hang da tré thanh mot hoat dong
khdng thé thiéu trong qua trinh xay dung va van hanh, nham dam bao hoat dong va
quyét dinh chét luong cua website. Viéc lya chon phuong phéap kiém thir 12 k¥ thuat
Fuzzing gilp cho viéc kiém tht 15 hdng bao mat Website ngan hang tro nén hiéu
qua, giam chi phi va thoi gian.

Sau khoang thoi gian nghién ctu va thuc hién luan vin, theo yéu cau ban dau
dat ra la nghién cau ky thuat Fuzzing va ap dung trong kiém thir 16 hong bao mat
Website ngan hang, luan vian da dat dugc nhiing két qua nhu sau:

- C6 két qua nghién ctu co sd Iy thuyét vé website, cach thac hoat dong,
phan loai 16 hong bao mat website va giai phap khac phuc cho ting loai 16 hong, tao
nén tang cho viéc nghién ciru phuong thirc phét hién 156 hdng bao mat web trong
ngbn ngt may.

- Trinh bay tong quan vé cac phuong phap kiém thir phan mém nhu kiém thir
hop den, hop tring, hop xam. Pi sau nghién ciu ky thuat Fuzzing trong phuong
phap kiém thir 16 hong bao mat Website.

- Nghién ciu ap dung k¥ thuat Fuzzing vao ang dung kiém thir 16 hong bao
mat Website ngan hang BCEL.

Mot sb huéng phét trién cua luan vin trong quéa trinh thyuc hién tiép theo c6
thé 1a:

- Nghién ctu va ap dung mot sé ky thuat trong cac phuong phap kiém thir
hop trang, hop xam nham tan dung trong viéc thuc hién kiém tha khi da biét cau

trdc hay c6 san ma ngudn cua website.
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- Phat trién, nang cap va mé rong cac truong hop xir Iy cho viéc thuc hién
kiém tht trén mé hinh bai toan website rong hon, phirc tap hon. Phét trién sau hon

dé bao mat & muc hé théng mang va dich vu.
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turong ddng 11% toan bo ndi dung luan van. Ban luan vin kiém tra qua phan mém la
ban cang luan van da nop dé bao vé trudc hoi dong. Néu sai toi xin chiu cac hinh

thac Ky luat theo quy dinh hién hanh caa Hoc vién.

Ha Noi, ngay 07 thang 07 nam 2022

Tac gia luan vin

VIENGOUDOM XAYAVONG



K&t qua kiém tra trung lap #92650 KiemTraTaiLieu

¥ KiémTraTaiLiéu

BAO CAO KIEM TRA TRUNG LAP

Thong tin tai liéu

Tén tai liéu: NGHIEN CUU KY THUAT FUZZING TRONG KIEM THU LO

' HONG BAO MAT WEBSITE NGAN HANG-VIENGOUDOM
XAYAVONG

Tac gia: VIENGOUDOM XAYAVONG

Diém trung lap: 1

Thoi gian tai 1én: 21:54 15/05/2022

Théi gian sinh bao cdo: ~ 09:09 16/05/2022

Cac trang kiém tra: 79/79 trang

K&t qua kiém tra trung 13p

O o o)
11% 89% 0% 0%
C6 89% ndi C6 0% ndi dung P
dur}g khéng ngudi dgng loai r?gt%’ngoéggﬂg
C6 11% ndi dung triing tring lap tris -
lap

Nguon trung I3p tiéu biéu

123docz.net tailieu.vn

Giang vién huéng dan Hoc vién



