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MO PAU
1.Tinh cép thiét caa deé tai

Website ngan hang chira nhiéu thdng tin nhay cam cua khach hang, can dugc bao vé
chdng céc xam nhap cua tin tic. Ban chat cac Website khi phat trién ludn ton tai cac 15 hong
bao mat. Do vay, viéc ra soat va kiém tra cac 16 hong bao mat trén cac Website ngan hang
luén dugc quan tam.

Tuy nhién, van dé bao mat Website ngan hang néi chung va & Lo ndi riéng van chua
duoc cac co quan, doanh nghiép ¢ Lao chi trong dau tu.

Viéc kiém thtr phan mém hién nay da phan duoc thuc hién mét cach thu céng, khdng c6
hiéu qua cao trong viéc phat hién nhitng 16 hong an ninh tiém tang. Ky thuat Fuzzing trong
kiém thir 16 hong bao mat Website ngan hang chinh 1a mét giai phap cho van dé trén. Véi kha
ning ty dong hda cao cing véi co ché phat hién 16 héng hiéu qua, céng nghé nay duoc rat
nhiéu hdng quan tdm su dung. Tuy K¥ thuat fuzzing di duoc &p dung trong nhiéu linh vuc,
song viéc ap dung k¥ thuat nay vao kiém thir 16 hdng bao mat website van con cé nhitng van
dé can nghién cau do su phét trién cia linh vuc an toan thang tin.

Xuat phat tir thuc té trén, em da lua chon dé tai “Nghién cizu ky thugt Fuzzing trong
kiém thiz 16 hang bao mdt Website ngan hang” thuoc pham vi cac van dé da néu dé 1am luan
van.

2. Tong quan vé van dé nghién ciru

> Vé van dé 16 hong bao mat cia website

L hong website 1a nhirng diém yéu cua hé théng website ma tin tic cé thé loi dung dé
khai thac nham thu thap thdng tin vé hé thong, tan cong lay cap thong tin, tn cong vao nguoi
ding hé thong hay tan cong chiém quyén diéu khién hé théng website.

> Vé ky thuat Fuzzing

Trong linh vuc an ninh tng dung, Fuzzing hay kiém thir mo (fuzz testing) 1a mot ky
thuat thudc kiém thir hop den (black box), phat hién 13i caa phan mém bing cach ty dong
hoac ban ty dong cung cap dit liéu dau vao khéng hop 1é, khong mong doi hay ngau nhién
vao phan mém. Phan mém s& duoc giam sat va ghi lai cac truong hop ngoai 1& nhu 16i ma
khong duoc thyc thi, tai nguyén that thoat,... nham xéac dinh cac hanh vi bat thuong, phat hién
cac 16 hong bao mat tiém an caa phan mém.

Hién nay, di c6 mot sé nghién ctru va tng dung k§y thuat Fuzzing trong kiém thir phan
mém. Tuy nhién, viéc tng dung k¥ thuat Fuzzing trong kiém thir bao mat tu dong cac Website
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noi chung va Website ngan hang néi riéng chua duoc quan tam nhiéu, song viéc ap dung Ky
thuat nay vao kiém thir 15 hdng bao mat website van con cé nhirng van dé can nghién ciru do
su phét trién cua linh vic an toan thang tin.
3. Muc dich nghién cau

Muc tiéu nghién ctru caa luan vin 1a: Nghién ctu, khao sat, tim hiéu vé nhiing 16 hng
bao mat phd bién trong website, cu thé 1a website mot ngan hang; tim hiéu vé kiém thir 16
hong bao mat website va ky thuat Fuzzing trong kiém thir 15 héng bao mat website ngan hang;
thuc hién thur nghiém.
4. Péi twong va pham vi nghién ciu

Péi tuong nghién cau: Ky thuat Fuzzing trong kiém thir 16 hong bao mat trén website
mot ngan hang.

Pham vi nghién cttu: Website mgt ngan hang.
5. Phuwong phap nghién ctru

- Phuong phap nghién ctiu ly thuyét: Nghién ctu tai liéu lién quan dén cac 16 hong bao
mat da duoc cong bd hién nay, cac ky thuat Fuzzing trong bao mat website.

- Phuong phéap khao sat: Nghién cau tim hiéu cac 16 hong bao mat dién hinh trén website,
ki thuat kiém thu; phan tich danh gia cong cu tha nghiém.

- Phuong phép nghién ctu thyc nghiém: Thuc hién tha nghiém véi mot cong cu kiém
thir.
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CHUONG 1. TONG QUAN VE KIEM THU WEBSITE

1.1. Cac khai niém co' ban vé hoat déng cia website (ngan hang), 16 hdng bao mat trén website
1.1.1. Cdc khdi niém co ban vé hoat dgng ciia website (ngan hang)

Website la mot tap hop cac trang web, thudng chi nam trong mot tén mién hoac tén mién
phu trén World Wide Web cua Internet. Mot trang web Ia tap tin HTML hozc XHTML c6 thé
truy nhap dung giao thirc HTTP. Website c6 thé duoc xay dung tir cac tép tin HTML (website
tinh) hodc van hanh bing cac CMS chay trén may chu (website dong).

Mot Website thuong dugc bao gdm bai 04 phan chinh:

- Source code: Ma ngudn website, chtra tép 1énh trich xudt HTML.

- Hosting: BO nh¢ luu trit website.

- Database: Dir 1iéu n01 dung website.

- Domain: Tén mién cua website, thuc chat mot website khéng can dén tén mién né van
c6 thé hoat dong binh thuong vi nd c6 dia chi IP.

Mét tng dung web thudng c6 kién tric gdom:

Explorer
Google

Mozilla

Hinh 1.1. Kién trdc mét ing dung web
Viéc phan 16p trong kién triic web tao ra cac hoat dong don gian nhung c6 lién két chat

ché gitra cac 16p. N6 giup cho ngudi quan tri dé dang trién khai, van hanh va chii dong trong
phong, chdng cac cudc tan cong.Vi du nhu 16p tng dung c6 16i nhung hé théng, co sé dir liéu
duoc cau hinh dam bao thi hacker kho cd thé khai théc va 1am anh huong téi hé théng.

Hoat dong cua maot rng dung web la sy tuong tac gita trinh khach vai web server.
Dudi day 1a m6 hinh hoat dong ctia mot ing dung web:
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ASF FPHP, ...

I.E.
Metscape
COipera

Hinh 1.2. M6 hinh hoat dong cia mot wng dung web



» MO0 td hogt dong ciia website

Trinh duyét tao mot HTTP Request giri may chu web thong qua cac phuong thirc GET,
POST,... ctia giao thirc HTTP, yéu cau cung cap hoac xt Iy tai nguyén thong tin. Dia chi cua
tai nguyén yéu cau duoc xac dinh trong dinh dang URL.

Sau khi nhan duogc truy van tir trinh khach, may cha web xac dinh sy ton tai cua tai
nguyén duoc yéu cau. Néu yéu cau can thiép cac quyén truy cap cua tai nguyén thi may cha
web tir chdi truy van va tra vé canh bao thich hop. Néu yéu cau la hop 18, luc ndy may chu cé
thé cho thuc thi mot chuong trinh dugc xay dung tir ngon ngit nhu Perl, C/C++,... hoic may
chu yéu cau bo bién dich thyc thi cac trang PHP, ASP, JSP, ... theo yéu cau caa may khach.

Khi may cha web dinh danh duoc tai nguyén, né thuc hién hanh dong chi ra trong
request method va tao ra response tra vé cho may khach 1 luong dir liéu c6 dinh dang theo
giao thac HTTP, n6 gom 2 phan:

- Header md ta cac thong tin vé goi dir lidu va cac thudc tinh, trang théi trao doi giira
trinh duyét va WebServer.

- Body Ia phan noi dung dix liéu ma Server giri vé Client, n6 c6 thé 1a mot file HTML,
mat hinh anh, mot doan phim hay mét vin ban bt ki.

Khi giao dich hoan tat, may cha web thuc hién ghi vao tép tin nhat ky mo ta giao dich
vua thuc hién.

1.1.2. Lé hong bdo mdt website
% Pinh nghia 16 hong bao mat

L3 hong bao mat trén mot hé thong 1a cac diém yéu cd thé tao ra su ngung tré cua dich
vu, thém quyén ddi véi nguoi sir dung hoic cho phép céc truy nhap khéng hop phap vao hé
thdng.

< L& héng website

L5 hdng website 13 nhitng diém yéu cua hé théng website ma tin tic c6 thé loi dung dé
khai thac nham thu thap thdng tin vé hé thdng, tan cong lay cap thong tin, tin cong vao nguoi
ding hé thong hay tan cong chiém quyén diéu khién hé théng website.

1.2. Nghién ciru vé cac ky thuat kiém thir (hop trang, hop den, hgp xam).
1.2.1. Kiém thé hgp den

La phuong phap kiém thtr duoc thuc hién ma khong biét dugc cau trac va hanh vi bén
trong caa phan mém, 1a cach kiém thir ma hé thdng dugc xem nhu mét chiéc hop den, khong
cach nao nhin thay phia bén trong cai hop [14].



Output >

Input > Black box

Hinh 1.3. Kiém thir hop den
1.2.2. Kiém tha hép tring
La phuong phap kiém thir trai nguoc hoan toan vai kiém thir hop den, n6 cho phép
kiém tra cau trac bén trong caa mot phan mém véi muc dich dam bao rang tat ca cac ma lénh,

thuat toan va diéu kién s& duoc thuc hién it nhat 1 1an.

| Input(i) > :::r(iin<t1((?’)‘%,d”,i) | Output(i) >

Hinh 1.4. Kiém thir hop triang
1.2.3. Kiém the hép xdm
La su két hop cua kiém thir hop den va hop tring. Trong Kiém thir hop xam, cau tric
bén trong san pham chi duoc biét mot phan, nguoi kiém thir ¢d thé truy cap vao cau tric di
liéu bén trong va thuat toan cua chuong trinh véi muc dich 1a dé thiét ké dau vao, nhung khi

kiém tra thi nhu & mtc hop den.

| Input > Gray box | Output>

Hinh 1.5. Kiém thir hgp xam

1.2.4. Kiém thé website

Kiém thi website 1a mot thanh phan trong kiém thir phan mém nhung tap trung vao
cac ung dung web, nham dam bao cac tng dung web hoat dong mot cach hiéu qua, chinh xac
va dap ang duoc nhu cau cua khach hang.
1.2.5. Fuzzing

Fuzzing 1a mot trong nhiing k§ thuat caa kiém thir hop den, khong doi hoi quyeén truy
cap vao ma ngudn. Do dé, né ¢ kha nang tim thay 15i mot cach nhanh chong va tranh duoc
viéc phai xem ma ngudn.
1.3. Tim hiéu vé yéu ciu va kha ning caa ky thuat Fuzzing ap dung cho kiém thir 1§
hong bao mat website ngan hang
1.3.1. Lich s

Fuzzing c¢6 ngudn goc tir nam 1988, boi gido su Barton Miller, tai Pai hoc Wisconsin
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Ong cung sinh vién caa minh thyc hién mot dy an mang tén “Operating System Utility
Program Reliability - The Fuzz Generator” dé kiém tra mtc d6 chiu dung cua cac eng dung
Unix, do tin cay caa ma ngudn. Dy an duoc thuc hién bang cach thir nghiém tan céng hé
thdng véi cac dit liu dau vao khong hop 18, bat ngo hodc ngiu nhién & cac cip do khac nhau,
nham nd luc dé kham phé cac hanh vi bat ngo hodc va thit bai cua hé théng, bao gém: treo
hé théng, khong khang dinh ma, 10 ri bd nhé... Dy an ciling cung cap bo g& 18i va cong cu dé
xac dinh nguyén nhan va thé loai cua mdi két qua phat hién.

Niam 1991, cic cong cu crashme da duoc phat hanh, duoc dung dé kiém tra d6 tin cay
ctia hé diéu hanh Unix bang céch thuc hién 1énh may ngau nhién. Trong nim 1995, mot fuzzer
c6 giao dién GUI da duoc sir dung dé thir nghiém céc cong cu, giao thirc mang va cac API hé
théng thu vién.

Niam 2002, Microsoft da quyét dinh dau tu cho nhom sang lap PROTOS. Niam 2003,
cac thanh vién cua nhoém da thanh 1ap Codenomicon, mét cong ty chuyén thiét ké va phat
trién cac san pham fuzzing thuong mai.

Niam 2012, Google di cong bd ClusterFuzz, mot ha tang k§y thuat fuzzing dua trén dam
may cho cac thanh phan bao mat quan trong cua céc trinh duyét web Chromium

Niam 2016, Microsoft da cong bd du an Springfield, mot dich vu thir nghiém Fuzzing
dua trén dién toan dam may cho viéc tim kiém an ninh 15i nghiém trong trong phan mém.

Niam 2016, Google d3 cong bé OSS-Fuzz, mét chwong trinh ma ngudén mé dugc phat
trién duya trén 2 du an ClusterFuzz va Springfield, cho phép fuzzing lién tuc phan mém ma
ngudn ma. Giap cho cac ma ngudn ma dam bao an toan, bao mat.

Pén nay, khong chi cac hang 16n thyc hién nghién ciru ma con cé nhiéu dy an ma
nguon mé da duoc phat trién va tmg dung rong réi trong cong dong ngudi sir dung.

1.3.2. Phan logi Fuzzing

Phan loai fuzzing c6 thé tiy thudc vao bo dir lidu fuzz, muc tiéu fuzzing hay phuong

phép fuzzing,...
1.3.3. Uu nhwoc diém cia Fuzzing

Uu diém

- Két qua str dung kiém thir Fuzzing hiéu qua hon khi sir dung cac phuong phéap kiém
thur khac.

- Kiém thtr Fuzzing chi theo di cac trudng hop ma két qua tra vé 6 su bat thuong hay
hanh vi khéng mong muén.

- La mét loai kiém tha hop den nén c6 thé thyc hién kiém thir cho cac wng dung khdng


https://en.wikipedia.org/wiki/Debugging
https://www.chromium.org/Home/chromium-security/bugs/using-clusterfuzz
https://en.wikipedia.org/wiki/Chromium_web_browser
https://www.microsoft.com/en-us/springfield/
https://testing.googleblog.com/2016/12/announcing-oss-fuzz-continuous-fuzzing.html
https://www.chromium.org/Home/chromium-security/bugs/using-clusterfuzz
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biét ma nguon bén trong, vi vay né thuong tim ra dugc cac 16 hong nghiém trong va hau hét
la nhitng 16 héng ma tin tic thuong khai thac.

- Cac qué trinh Fuzzing thudng c6 lugng dau vao thir nghiém rét 16n, d6 bao phu rong
nén hiéu qua trong viéc tim kiém céc 16 hdng.

Nhuge diém

- Khé ¢6 thé kiém thir toan dién va tim thay duoc tat ca cac 18i trong mot chuong trinh
16N, nhitng 161 doi hoi kiém thi vién phai thuc hién phan tich tinh.

- Fuzzing nam trong phwong phap kiém thir hop den nén khong cung cap nhiéu kién
thirc vé hoat dong noi bo cua cac phan mém.

- V6i chuong trinh c6 cac dau vao phic tap dé tim ra cac 161 doi hoi phai tbn nhiéu
thoi gian, boi véi mdi bién dang fuzzing phai thir N vector fuzz va phai tao ra mot fuzzer du
thong minh dé phan tich cac két qua tra vé.

- Fuzzing hoat dong khong hiéu qua trong cac chuong trinh c6 cac két qua tra vé khdng
c6 cac ma 15i hay cac dau hiéu bat thuong.

1.3.4. Lwa chen Fuzzing cho kiém tra 16 hong website

Lya chon k¥ thuat Fuzzing, kiém thir hop den dé xay dung tng dung quét 15 hong
website, ta c6 thé quét bat ky mot trang web hodc mét tng dung web, khong phu thudc vao
cdng nghé hoic cac ngdn ngit 1ap trinh ma né sir dung. N6 chi yéu kiém tht mot trang web
hoac mot ang dung web ma khdng can bat ky kién thirc vé cach ma trang web lam viéc, giéng
mot ké tan cong thuc su. Nén khi cac quan tri vién, nhitng ngudi truc tiép quan ly va theo doi
tinh hinh hoat dong cac website hoic nhirng nguoi kiém thir web sir dung phuong phéap nay
dé kiém thir s& giup chuong trinh ngin chin trude duoc tan cdng tir hacker.

Két luan chwong 1

Chuong dau tién da trinh bay toan bo co so Iy thuyét cé lién quan téi website va kiém
thir website. Cac noi dung nay da 1am rd va dua ra duoc van dé nghién cau cia toan bo do an,
d6 1316 héng bao mat website va ky thuat Fuzzing trong phat hién cac 16 hdng bao mat.

- Trinh bay cac khai niém co ban c6 lién quan nhu website, 16 hong bao mat, kiém thir,
fuzzing,.. Pay 1 cic khai niém co tao nén tang ban dau cho cac nghién ciu va phat trién d6
an.

- C4c loai 16 hong website, phan nay da trinh bay vé viéc phan loai cac 16 hong website,
cach phat hién va phong chdng véi tirng loai 16 hong. Py 1a nhitng dic trung phat hién 16
hdng cho viéc xay dung phan mém. Phan nay s& dugc néu chi tiét trong chuong 2.

- K§ thuat Fuzzing, phan nay da trinh bay khai quat vé lich s, phan loai va uu nhugc
diém cua ky thuat Fuzzing trong kiém thir bao mat.
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CHUONG 2. KY THUAT FUZZING TRONG KIEM THU LO HONG BAO MAT
WEBSITE

2.1. Trinh bay cu thé vé mé hinh, nguyén ly hoat déng caa ky thuat Fuzzing
2.1.1. M6 hinh Fuzzing

Qua trinh kiém thir chit yéu duoc thuc trén cac diém dau vao caa hé thdng, cu thé cac
truong di lidu cua request headers duoc gui qua phuong thuc truyén dit liéu caa HTTP, cha
yéu la phuong thirc GET, POST. Fuzzer s& phai thuc hién viéc thu thap toan bo cac diém dau
vao cua hé théng trude khi thuc hién fuzzing. M6 hinh duoc mé ta nhw hinh 2.1:

Payload Fuzzing

Héder peace Reguest
Request Fuzzing
Web

Fuzzer

P Responses
—Result Analysis -
Vulnerability

Hinh 2.1. M6 hinh Fuzzing cho wng dung web

Server

2.1.2. Quy trinh Fuzzing trong kiém ths bdo mat website
Tuy thudc vao cac nhan td khac nhau, viéc lya chon cach tiép can Fuzzing c6 thé khac

nhau. Tuy nhién, vé co ban Fuzzing c6 cac giai doan nhu sau:

Xac dinh Xac dinh vi Sinh di¥ liéu

muc tiéu tri dau vao Fuzz
Phan tich va Theo ddi va Chen di¥ liéu

khai thac ghi chép va thwc thi

Hinh 2.2. Quy trinh Fuzzing
2.2. Co ché phat hién 16 hong bao mat véi k§y thuat Fuzzing
2.2.1. Thu thdp cdc diém dau vao
2.2.1.1.  Co ché trich xuat URL tzr ma HTML
Qua trinh thu thap dau vao dua trén céac thudc tinh va thé trong HTML, danh sach cac

thudce tinh nay duoc dua ra trong bang 2.1:
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Bang 2.1.C4c thugc tinh va cac thé di kém cé chira cac URL caa hé théng

Thugc tinh Céc thé co chira thong tin URL

href Nam trong ma HTML. Céc thé ma chia thudc tinh href thi gia tri cua
href chinh la mot URL.

src Nam trong ma HTML, ma javascript.

site Nam trong ma HTML, gia tri cua bién c6 chira site 1a mot duong dan.

action Nam trong ma HTML, nam trong thé <form>.

location Nam trong ma Javascript.

http:// C6 chura thong tin “http://” cling Xac dinh duong dan.

Thu thap cac form trong cac thé <form> cua md@ HTML, cac thé <input> c6 cac thudc
tinh name trong form la cac bién mang gi4 tri ¢au vao cho lién két trong thudc tinh action.

Véi javascript, thuc hién tim kiém céc lién két dya trén biéu thac chinh quy (Regular
Expression).
2.2.1.2. Phurong phap thu thap

Web crawler

Web crawler 13 cac chuong trinh khai thac so dd ciu tric cua web bang cach chuyén
tir trang web nay sang trang web khac.

Quy trinh thu thdp diém dau vao

Ban dau Fuzzer thuc hién duyét trang web véi URL géc, sau khi trang web di duoc
tai vé, Fuzzer duyét noi dung ciia no dé lay ra cac thong tin s& duoc nap tré lai va gitp dinh
huéng viée di theo cac duong dan tiép theo. Viéc duyét ndi dung don gian chi bao ham viéc
trich ra cac URL ma trang web chi téi hay c6 thé bao gdm cac budc dé chuan héa cac URL

duoc lay ra.

Yéu cau Phan hoi

URL/robots.txt

URL/sitemap.xml Phén tl’Ch
URL ~
URL gbc UT,L_I ma HTML
Hang doi URL

Danh sach
URL cudi

Kiém tra

Hinh 2.4. M6 hinh thu thap URL theo ma HTML
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2.2.2. Nguyén ly chen dir ligu fuzz
2.2.2.1. Chen di liéu vao phuwong thirc GET
Puong dan (URL) ¢ 2 loai chinh:
- Loai 1: URL c6 chtra cac bién truyén gia tri vao cho web.
- Loai 2: URL khéng chtra cac bién truy van ma chi tro dén cac tép tin trén hé thng.
Bang 2.3. Chén dir li¢u fuzzing vao URL

Loai URL 1
URL http://localhost/index.php?varl=a
URLFuzzing | http://localhost/index.php?varl=[Fuzzing]
Vi du (XSS) | http://localhost/index.php?varl="onmouseover=alert(“signature”) foo="
Loai URL 2
URL http://localhost/index.php
URLFuzzing | http://localhost/index.php?[Fuzzing] hoic phai doan bién (id, act, page... )
http://localhost/index.php?id=[Fuzzing]
Vi du (XSS) | http://localhost/index.php?”’onmouseover=alert(‘“XSS”)foo="
http://localhost/index.php?1d="onmouseover=alert(“XSS”) foo="
http://localhost/index.php?act="onmouseover=alert(“XSS”) foo="
Véi ting loai 16 hong, kiém thir vién can xay dung riéng nhiing tap di liéu fuzz cho

ting loai 16 hong khai thac. Bo dit liéu c6 chat lwgng va do bao phu cang cao thi cang dé phat
hién cac 16 hong. Dé thyuc hién viéc kiém tra va phét hién céc 16 hong, phai chén tat ca cac dir
lieu fuzzing vao tat ca cac diém dau vao hé thong thu duge trude khi thuc hién viéc giri yéu
cau. Nguyeén tic cheén fuzzing vao cac URL:
2.2.2.2.  Chen dir lieu vao phuong thirc POST
Nguyeén tac cheén dir liéu vao data post:
Bang 2.4. Cheén dir ligu fuzzing vao phwong thirc POST

Kiéu FORM POST
URL POST /index.php HTTP/1.1
Host: localhost
User-Agent: Mozilla/5.0 (Windows NT 6.3; WOW64)
Accept: text/html; charset=utf-8
Accept-Encoding: gzip, deflate
Accept-Language: vi
act=a&id=1
URL POST /index.php HTTP/1.1
Fuzzing | Host: localhost
User-Agent: Mozilla/5.0 (Windows NT 6.3; WOWG64)
Accept: text/html
Accept-Encoding: gzip, deflate
Accept-Language: vi
act=[Fuzzing]&id=[Fuzzing]



http://fuzzing.vn/index.php?var1=a
http://fuzzing.vn/index.php?var1
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Vi du POST /index.php HTTP/1.1

(SQLi) | Host: localhost

User-Agent: Mozilla/5.0 (Windows NT 6.3; WOWG64)
Accept: text/html

Accept-Encoding: gzip, deflate

Accept-Language: vi

act=[Fuzzing]&id=-1 or 1=1-- -

2.2.3. Phwong phdp phat hign 16 héng bdo mat

M0 hinh phat hién 16 hong trong Fuzzing dugc md ta nhu hinh dudi:

Yéu cau kém di¥ liéu

Fuzzing
M3 HTML phan hoi
i dir lié ay dir lie 5 Phan tich 16 hén . .
Loai dl,.l’ liéu | LAy d&¥ ILeu Ar:nhan | a t’C (.3 ong | Danh sich 15 héng
Fuzzing dang 16 hong bao mat

Hinh 2.6. M hinh phan tich phat hién 16 hang
Can ctr dua trén loai 16 hong dang dugc kiém tra ma Fuzzer thuc hién tim kiém cac
dic trung cua 15 hdng do6 trong két qua tra vé. Fuzzer ciing can phai duyét header va luu thoi
gian tra vé dé xac dinh trang thai cia website d6.Viéc kiém tra cac ma dic trung va ngoai 1é
la rat quan trong trong qua trinh phan tich va phat hién 16 hong.
2.2.4. Phdt hign 16 héng dwa trén dic trung
Dua trén nhitng dic diém cua tiung loai 16 hdng ma bo dir liéu fuzz va phuwong phap
kiém thir ap dung cho chiing. K§ thuat cua timg phuong phap nay duoc md ta nhu & bang 2.5:
Bang 2.5. Co ché phat hién cac 16 hang hé thong

Phwong phap L6 hong ap Mo ta ky thuat
dung
Dua trén théng | File Inclusion, Dua vao két qua théng bao 16i caa hé thong ta co
bao ma trang Path Traversal, | thé biét duoc hé thdng c6 thyc thi doan dit liéu
thai cua hé Configuration, ... | fuzzing dau vao hay khéng hoic URL d6 c6 ton tai
thong hay khéng.
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Vi du: Khi tim mét URL mic dinh cua hé thong.
Néu né tra vé gié tri Ion hon hoic bang 200 va nho
hon 300. Thi c¢6 nghia 1a URL d6 14 ton tai.

Dua trén cac 16i
cua hé thong

SQL Injection,
Xpath Injection,
Code Injection,
LDAP Injection,

Vi ting loai 16 hong twong tng fuzzer phai phan
tich va tim kiém céac thong bao 13i trong ng Véi
request trong cac ma HTML tra vé.

Vi du: Cac théng bao 15i vé SQL Injection dugc
mo ta trong bang 2.6.

Dua trén su xuit
hién cua chir ky

Cross Site Script

Chit ky duoc dinh kém véi dit liéu fuzzing, néu dir
liéu fuzzing nay duoc thyc thi s& xuat hién chit ky do.
Vi du: Dir liéu thyc thi Fuzzing la:
<script>alert("XSS");</script>

Néu doan script nay dugc thuc thi s& co hop thoai
thong bao chir ky “XSS”.

Dua trén viéc so | Blind SQLI, Thuc hién so sanh két qua cua 2 request khi thuc
sénh cac két qua | Blind Xpath hién chén 2 doan dir liéu fuzzing mang gia tri doi
cua HTML nhan | Injection, Blind | lap nhau.

duoc. Command Vi du: SQL Injection véi 2 mau dau vao la:

Injection, ... -1’ or 1=1 -- - mang gia tri dung
-1’ or 1=2 -- - mang gia tri sai

Dua trén viéc Blind SQL Thuc hién kiém tra thoi gian nhan dugc phan hoi
kiém tra thoi Injection ciia may chi sau khi thuc thi yéu cau cé chén di

gian phan hoi tir
hé thong.

licu fuzzing.

Vi du: SQL Injection st dung k¥ thuat Time Base:
"and sleep(10) -- -

Véi viéc chén vao doan fuzzing trén néu ang dung
c6 15i Blind SQL injection trong bién nay thi hé
thdng sé bi sleep(10) giay.

2.2.5. Phdt hi¢n 16 hong dua trén cdu hinh
Mot s6 phuong phap phan tich két qua tra vé dé phat hién cac 16i cau hinh mic dinh
duoc trinh nay trong bang 2.7:

Bang 2.7. Phat hién céc 16i do ciu hinh

Kiéu 16i M0 ta k¥ thuat phat hién

Director | BPuong dan duoc phan tach thanh cac duong dan tré téi cac thu muc nham thuc
y hién kiém tra cac dudng dan nay cé hién thi danh sach cac tép tin nam trong né
Listing | hay khong.

Puoc xac dinh dya trén 2 dic diém:
- M4 trang théi tra vé tir 200 dén 299.
- Trong md HTML tra vé c6 chtra cac tir khoa “index of” hoac “parent directory”.
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Manage | Thuc hién tan cong phong doan dudng dan toi trang quan tri website bang cach
r Path guri CAC YBu cau véi cac duong dan tro téi trang quan tri nhu /admin,
/administrator, /manager,...
Xac dinh dya trén 2 dic diém chinh la
- M3 trang thai tra vé tir 200 dén 299. Mot s trudng hop can kiém tra ma trang
thai tir 300 dén 399.
- Trong ma HTML tra vé c6 chtra form dang nhap, ma truong nhan dang chinh Ia
type = “password”.
Tép tin | Thuc hién giri yéu cau toi cac dudng dan thu muc va ndi thém tén cac tép tin cau
cau hinh nhu .htaccess,... Truy cdp vao duong dan file cau hinh.
hinh Xac dinh dua trén dac diém:
- M3 trang théi tra vé tir 200 dén 299
- M3 HTML c6 chira cac tir khoa twong (g caa cac tép tin cau hinh.
Tép tin | Twong ty nhu tan cong thir nghiém vao cac tép tin cau hinh. Cac URL duoc tro
Back-up | dén tép tin cac extension mic dinh cua update tép tin (.back, ~, .bak...)
Dic diém nhan dang chinh la ma trang thai tra vé tir 200 dén 299.
Tai Ban chat cia cudc tan cong vao tai khoan, mat khau cua mot website 1a no ¢6
khoan, | gang sur dung thuat toan vét can cho thyuc hién diang nhap t6i khi dat duoc diéu
mat mong mudn. N6 chii yéu duoc str dung dé tin cong vao tai khoan quan tri, ngudi
khau dung va tai khoan co s¢ dit ligu.
mac Xac dinh duya trén dac diém:
dinh - M4 trang thai tra vé la 302 cho sy chuyén hudng khi xac thuc thanh cong.
- Ma HTML khac so véi giao dién dang nhap.

2.3.Trinh bay vé cong cu lién quan kj thudt Fuzzing.

2.3.1. Nguyén tic thwc hién:

Duya vao cac phan tich cac 16 hong o trén ma cac nha phét trién s& thiét ké bo dit licu
fuzzing pht hop nham phat hién tdi da cac 16 hong bao mat website. Sau d6 cac cong cu si
dung phuong phap fuzzing dé kiém tra 15i bao mat s& khong thyc hién viéc quét ciu triic thu
muc va tip tin cta ing dung web, ma s& 1a tdp hop tit cac 15i di duoc cong bd dbi véi timg
g dung web cu thé va thyc hién d¢ trinh d¢én ing dung web xem thir tng dung d6 c6 bi mac
cac 16i bao mat hay khong?

2.3.2. M{t 56 tool tiéu biéu
2.3.2.1. Nikto (http://cirt.net/nikto2)

Nikto la mot trong nhitng cong cu thyc hién fuzzer cac 16i bao mat tdt nhat va nhanh nhét
hién nay. Vi co s dit liéu cap nhat hang trim 16i bao mat duoc xuat hién hﬁng ngay. Pac biét
1a Nikto dugc sir dung hoan toan mién phi va c6 kha ning tiy bién cao. Nikto ciing 1a mot
trong nhitng cong cu dugc insecure.org binh chon mot trong nhitng cong cu quét 16i bao mat

web tt nhat trong 10 cong cu.


http://cirt.net/nikto2
http://insecure.org/
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2.3.2.2 AppScan (http://www.ibm.com/software/awdtools/appscan/)
Mot cong cu thuong mai tap hop 16n cac 16i bao mat cho ting ung dung web riéng biét.

() Demositetestscan - IBM Rational AppScan | S
File Edit Veew Scan Tools Help

o B = B Lo M O . < e o
Tasks Data

Scan Manuasl Explore  Scan Configuration Report Find Scanlog PowerTools Anstyze JavaS<ript Isues

=0 A
Urf Based | Contert Based Ay

Top idemo testh

Coscandng
S0 vanants) foc

re ret”

s Using SQL Injection

s Mext b

O ssue Ffomaton @ Advesory | o Fix Recommendaton | «® Reguest/Response

; Authentication Bypass Using SQL Injection (2)

cns.a
- et
>
.
. ® uid hitp /idemo testiire net/bani/login 3spx
S —
Total number of issues: 159 © passw hitp/idemo testhire net/bank/ogin. aspx

2.3.2.3. Acunetix Web Vulnerability Scanner (WVS)

Cong cu nay kiém tra tit ca cac 16 hong web, bao gdbm SQL Injection, Cross Site
Scripting va nhiéu 16 hong khac [22]. Acunetix st dung k¥ thuét phan tich dong v6i hudng tiép
can dya trén phong doan, sir dung thuét toan Fuzzing. Ban dau Module Crawler phan tich toan
bd trang web bang cach lam theo tat ca cac lién két trén trang web. Sau d6, WVS s& vach ra cau
trdic trang web va hién thi thong tin chi tiét vé mdi tap tin. Sau qua trinh thu thap thong tin, WVS tir
dong hién thi mét loat cac 16 héng ¢6 thé bi tin cong trén moi trang dugc tim théy.
2.3.2.4. MiniFuzz File Fuzzer

Chiéu theo chinh sich SDL, mét trong nhiing cong doan bat budc khi kiém tra (test) tng
dung 13 fuzzing, tirc 13 kiém tra bang cac dir liéu dau vao ngau nhién. Minifuzz File Fuzzer 1a
cong cu kiém tra mo (fuzzy testing) co ban, dugc phat trién nham cho phép cac chuyén gia
khong thudc linh vire an toan, khong co kién thirc vé kiém tra mo cling c¢6 thé thuc hién duoc
viéc kiém tra nay. Cong cu ndy dwa toi dau vao ctia tng dung dugc kiém tra cac gia tri khac
nhau nham tim ra nhiing ngoai 1& chua dugc xu 1y.
2.3.2.5. SDL Regex Fuzzer

La cong cu kiém tra mo céc biéu thirc chinh quy (Regex), SDL Regex Fuzzer [24] cho
phép kiém tra cac biéu thirc chinh quy dé phat hién cac 16 hong loai “tir chéi dich vu”.

Két luan chuwong 2

Trongchuong 2, v&i pham vi nam trong linh vuc kiém thir bao mat website, ky thuat
Fuzzing d3 duoc trinh bay mét cach chi tiét. Cung véi do6 1a cac nguyén 1y va phuong phap
phat hién 15 hdng bao mat web.

Céc ndi dung chinh da trinh bay trong chuong gom:

- Trinh bay tong quan vé md hinh va quy trinh thyc hién Fuzzing. Cho thay rang, quy
trinh ndy ciing twong tu nhu quy trinh kiém thir phan mém nhung né sir dung cac phuong
thirc, dic trung phat hién va bo dix liéu danh riéng cho kiém thir website.

- Céc phan thu thap diém dau vao, chén dit liéu fuzzing, phuwong phap phat hién 16 hong


http://www.ibm.com/software/awdtools/appscan/
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CHUONG 3. UNG DUNG KIEM THU LO HONG BAO MAT WEBSITE CHO
NGAN HANG NGOAI THUONG LAO PAI CHUNG (BCEL)

3.1. Ly do chon website ngan hang BCEL

Website ngan hang BCEL chira nhiéu thdng tin nhay cam caa khach hang, can duoc bao
vé chéng cac xam nhap cua tin tic. Ban chat cac Website khi phat trién luén ton tai céc 15
hong bao mat. Do vy, viéc ra soat va kiém tra cac 16 hong bao mat trén cac Website ngan
hang BCEL lu6n dugc quan tam.

Vén dé bao mat Website ngan hang BCEL néi riéng va ngan hang ¢ Lao ndi chung van
chua dugc cac co quan, doanh nghiép & Lao chu trong dau tu. Khong phai tat ca cac to chic,
doanh nghiép déu c6 thé trang bi diy du ciing nhu c¢6 thé dam bao an toan, bao mat thong tin
mot cach toan dién.

Viéc kiém thir phan mém hién nay da phan duogc thuc hién mot cach tha cong, khong co
hiéu qua cao trong viéc phat hién nhitng 16 hong an ninh tiém tang. Ky thuat Fuzzing trong
kiém thu 16 hong bao mat Website ngan hang BCEL chinh 1a mét giai phap cho van dé trén.
3.2. Xay dung &ng dung kiém thir fuzzying cho website ngan hang BCEL
3.2.1. So db kién triic teng dung

< Kién tric chwong trinh @ng dung

MAY CHU WEB

A A

v A 4
Mo::lule_’fhu Module tan Module phan
thap diém ~ .

Sa R coHng tich
dau vao
TANG 2
v
Hién thi k&t qua Théng bao 16 hdng
TANG 1

U’'NG DUNG FUZZER

Hinh 3.1. Kién tric phan tang cha #ng dung
3.2.2. Xdy dung wrng dung
% NgOn ngir sir dung
C# duoc sur dung dé xay dyng ¢ng dung nay véi 3 1y do chinh nhu sau:
- C# cho phép thiét ké véi giao dién do hoa GUI chuyén nghiép.
- C# cung cap mot s6 16p, thu vién hd trg cho viéc giri va nhan goi tin mang.
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- N6 cung cip co ché lap trinh xir Iy khong dong bd phu hop cho xay dyng ¢ng dung
can trao doi nhiéu goi tin.
Nhuoc diém ton tai khi st dung C# d6 1a no gan lién vai nén tang Windows ma kho
chuyén sang sir dung tai cac nén tang khac.
< Giao tiép giira tng dung va may chi web

—— —
TCP Client rcp
Socket Server
L i Web
Fuzzer e mm oo
Server
~— -

Hinh 3.2. Giao tiép giita Fuzzer va Server

Giao tiép gitra tng dung va may chu la giao tiép gitra client va server. Trong d6 client
két ndi dén server theo kiéu stream socket. Giao tiép gita may cha web véi chuong trinh
Fuzzer.

C# cung cap I6p WebClient bao gdm cac chirc ning xir Iy yéu cau va phan hoi
HTTP.N6 dép ung day du cac chirc ning dé xur ly cac yéu cau cia mot Fuzzer, C # cung cap
cac lop HTTPWebRequest va HTTPWebResponse.C4c 16p nay tién lgi va ¢d nhiéu chirc ning
tién tién nhu kha niang sir dung proxy.Nhung né lai khong phu hop dé xay dung mot Fuzzer
Vi s6 lugng request rat 16n. Thay vao do, 16p TepClient dugc thiét ké cho bat ky g6i tin TCP
na0.Cac 16p va ham tiéu chuan co san khdng phi hop véi nhu cau xu ly dit liéu can thiét.Dé
xay dung mot Fuzzer, diéu can thiét phai kiém soat hoan toan yéu cau HTTP tho, ma diéu d6
nhiéu 16p c6 san lai khdng cung cap véi muc do chi tiét.

< Xir ly bat dong b

Lap trinh bat ddng bo thuong duoc sir dung trong cac xir ly tiém an do tré vé mit thoi
gian, nhu viéc truy cap toi website, viéc truy cap tai nguyén cua mot website thuong co sy
cham tré. Vi vay, dé tranh lang phi thoi gian va hiéu nang trong giri yéu cau va nhan phan hoi
thi 1ap trinh bat dong bo la mot giai phap téi wu. Lap trinh bat dong bo dugc md ta nhu hinh
3.3.

Synchronous Asynchronous

\4

\i

Request1l [

Request 1 —+

Response 1

- |

4

Request2 [

Y

Request 2 —;

Response 2

Response 1

-t | -t Response 2

Hinh 3.3. Xir ly dong bd va bat dong bd
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< Lap trinh xir ly bat dong bd
Socket xt Iy bat dong bd duogc md ta dudi doan ma sau:

TcpClient client;
NetworkStream stream;
ClientState cs;

client = new TcpClient();

client.Connect(reqHost, Convert. Tolnt32(tbxPort. Text));

stream = client.GetStream();

cs = new ClientState(stream, reqBytes);

IAsyncResult result = stream.BeginWrite(cs.ByteBuffer, 0, cs.ByteBuffer.Length,
new AsyncCallback(OnWriteComplete), cs);

result. AsyncWaitHandle.WaitOne();
Sau khi tao mét Client TCP va NetworkSteam, ching goi phuong thirc BeginWrite()

Vvéi 5 d6i s6 nhu sau:
- Byte[] array: Mot bo dém chaa ludng dit liéu mudn gi.
- Int offset: Vj tri trong bo dém dé bat dau giri dir liéu.
- Int numBytes: Sé byte ddi da dé ghi guri dit liéu.
- AsyncCallback userCallback: Phuong thirc goi lai, s& duoc goi khi két ndi hoan tat.
- Object stateObject: Mot ddi twong dé phan biét yéu cau viét khong déng bo nay tir
cac yéu cau khac.
3.2.3. Xdy dung cdc thanh phan chinh ciia irng dung kiém thir

< Thanh phan thu thap diém diu vao:

public void AFCrawling()

{
string defaultreqCrawl = "GET [path] HTTP/1.1\r\nAccept: */*\r\nAccept-lLanguage: vi-vn\r\nPragma: no-cache’'
string path = "", method = "GET";
string request = ”";. )
string pthside = "";
string host = "";
int lstcrawledcount = @;
string urlroot = tbxURLtarget.Text;
int arrayEnd, arrayCount = @;

ArraylList crawlArray = new Arraylist();

List<URL> lstcrawlArray = new List<URL>();

List<URL> lstformPOST = new List<URL>();

/{Thay hest

host = gethost(urlroot);

string requestl = defaultreqCrawl.Replace("localhost”, host);

path = getpth(urlroot);

if (path == "/")

{
crawlArray.Add(getfile(urlroot) + getparameter(urlroot));
crawlArray.Add("robots.txt");
crawlArray.Add("sitemap.xml"”);

Hinh 3.4. Thanh phan thu thap diém dau vao
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Pé thyc hién mot phién lam viéc véi thanh phan thu thap diém dau vao, (g dung can
duoc bit dau voi mot dia chi website goc. N6 dwoc bit dau nhu 1a méot diém khoi dau, trinh
thu thap diém dau vao lap lai qua trinh thuc hién thu thap tat ca cac lién két va cac biéu mau
web trong suét qué trinh xt Iy. Dé giam sé luong thuc hién giri yéu cau, thanh phan thu thap
diém dau vao loc va loai bo cac lién két khong thudc tén mién géc ma nguoi ding nhap, ké
ca tén mién phu.
< Thanh phan tin cdng (thanh phan giri mau kiém thi):

Thanh phan tan cong thuc chat Ia thanh phan tao cac mau yéu cau kiém ther gui toi
may chu Website theo k¥ thuat fuzzying.

private void btnStartAttack Click(cbject sender, EventArgs e)
{

int sqlicount = @, xsscount = @, ficount = @;

//CRAWLING

btnStartAttack.Text = "Crawling...";

AFCrawling();

//FILTER AND REPLACE DATA FUZZING

btnStartAttack.Text = "Filtering...";

int AFurlfuzzcount = AFurlfuzzing.Count;

for (int 1 = @; i < AFurlfuzzcount; i++)

{

for (int § = i + 1; j < AFurlfuzzcount; j++)

{
if (AFreplaceprt(AFurlfuzzing[i].Data.ToString()) == AFreplaceprt(AFurlfuzzing[j].Data.ToString()))

{
AFurlfuzzing.RemoveAt(j);
SR
if (AFurlfuzzing[i].Data.ToString().Contains("[Fuzzing]"))
{

Hinh 3.5. Thanh phan tan cong

Sau qué trinh thu thap cac diém dau vao dugc hoan thanh, tng dung bat dau xi Iy danh
sach cac muc tiéu tan cong nay. Thanh phan tin cdng thuc hién quét tirng muc tiéu voi mai
biéu mau c6 trén trang web. Vi mdi muc tiéu biéu mau web hay lién két dugc trich, di cting
v6i phuong thirc 14 GET hay POST, cac trudng thong sé cia mot géi tin HTTP s& duoc sir
dung dé giri noi dung yéu cau fuzzing.
< Thanh phan phan tich:

Sau mot cudc tan cong vao cac muc tidu caa mot website, cac phan hdi gui tra vé cho
rng dung. Cong viéc lGc nay thudc vé thanh phan phan tich, nd thuc hién phan tich va giai
thich cac phan @ng tir may chu. Duya trén cac tiéu chuan tan cdng cu thé, tir khoa dé tim kiém
cac biéu hién caa 16 hdng ma cudc tn cong d6 dang thuc hién va tinh toan dua ra quyét dinh

cudc tan cong d6 da thanh cong, website co ton tai 15 hong.
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public bool parseSQLi(string response)
{

bool rtnSQLL = false;

Read SQLText = null,

ArrayList SQLArray = null;

int arrayEnd, arrayCount = 8;

SQLText = new Read("detectSQLi.txt");
SQLArray = SQLText.readFile();
arrayEnd = SQLArray.Count;
while (arrayCount < arrayEnd)
{
if (response.Contains(SQLArray[arrayCount].ToString()))
{
rtnSQLi = true;
break;
}
arrayCount++;

)
Hinh 3.6. Thanh phan phan tich

3.3. Xay dwng kich ban thir nghiém kiém thir 16 hong bao mat website ngan hang BCEL.

% Cai dat irng dung thi nghiém

Ung dung kiém tra 15 hong website dugc xay dung véi cac phan chinh la: Fuzzing

Manual - thuc hién fuzzing thua cong, Crawler URL - thu thap URL website, Auto Fuzzing &

Scan Vulnerability - tu dong quét va phan tich 16 hong website. Nguoi dung cai dat cac thdng

s6 chung nhu Port dé két ndi, Timeout cho thai gian cho doi phan hdi cua yéu cau.

% Chirc nang dat thu cong Fuzzing

Nguoi dung tu cai dit cac thong sé cho qué trinh nay bang cach nhap chudt phai vao

Request Header tai vi tri mudn chén théng s6, mot hop thoai bao gom cac lya chon vé Add

Header, Add Fuzz Type. Sau khi hoan thanh céc thong s6, nhan Request dé thyuc hién chic

nang nay.

Hinh 3.8 m0 ta giao dién cua Fuzzing Manual cho qué trinh queét tha céng:

Fuzzing Manual | Crawler URL | Auto Fuzzing & Scan Vulnerability, Port- |80 Timeout (Miliseconds): | 5000
Host | 132.168.1.128 Request
Request Headers
GET /Apple.indesx php Zac=chitist&id=IPNO3[SQL] HTTP/1.1
|Accept: */”

Accept-Language: vivn
Pragma: no-cache
User-Agent: Mozillz/4.0 (compatible: MSIE €.0: Windows NT 5.1: SV1: InfoPath.1)
Host: 192.168.1.128
Prosy-Connection: Keep-Alive
Responses
Mo.  Status Host Request
0 200 192.168.1.128 GET /Apple/index.php?ac=chitiet&id=IPNO3" HTTP/1.1
1 200 192.168.1.128 GET /Apple/index php?ac=chitiet &id=IPND3" or 1=1 HTTF/1.1
2 200 192.168.1.128 GET /Apple/index php ?ac=chitiet &id=|PND3sutton’ or 1" ="1 HTTP/1.1
3 200 192.168.1.128 GET /Apple/index.php7ac=chitiet&id=IPNDJsutton’ or X'=%' HTTP/1.1
4 200 192.168.1.128 GET /Apple/index php?ac=chitiet &id=IPN03" or like "% HTTP/1.1
5 200 192.168.1.128 GET /Apple/index php7ac=chitiet &id=/PN03"%200R HTTP/1.1
6 200 192.168.1.128 GET /Apple/index.php 7ac=chitiet3id=IPN03 or 1 = 0 HTTP/1.1
7 200 192.168.1.128 GET /Apple/index php?ac=chitiet&id=IPND3" HTTP/1.1
8 200 192.168.1.128 GET /Apple/index php?ac=chitiet &id=IPND3" or 1=1--HTTP/1.1

Raw Request | Raw Response | HTML | Page show

[GET /Apple/index.php ?ac=chitiet&id=IPND3 HTTP/1.1
Accept: =/~

|\Accept-Language: vivm
Pragma: no-cache

ser-Agent: Mozilla,/4 0 (compatible: MSIE 6.0: Windows NT 5.1; SV1: InfoPath_1)
Host: 192.168.1.128

Proxy-Connection: Keep-Alivel

(=

b3

Hinh 3.8. Giao dién Fuzzing thi cong
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% Chirc nang cao thong tin URL (Crawler URL)

Dé sir dung chirc ning nay, nguoi dung chi can nhan chon Crawler URL va nhap dia
chi website mong mudn vao URL root. Sau d6 nhan nut Start Crawl dé bat dau qué trinh thu
thap. Qua trinh nay dién ra trong thoi gian kha dai, tuy do phuc tap cua website.

Két qua tra vé 1a danh sach cac duong dan khac nhau cta website ma ngudi dung nhap.
N6 duoc tach thanh cac thanh phan khac nhau: Path, Method, Parameter Query,...

% Chire nang dat Fuzzy tw dong va quét diém yéu Website

Nguoi ding c6 thé nhan chon ting 16 hdng dé xem chi tiét vé 15 hong va cach khic
phuc 15 hong d6.Céc thong tin chi tiét vé ting 16 hong duoc md ta trong Info Vulnerablity va
cach khic phuc 16 hong nay dugc mé ta trong phan How to fix.

£ Fuzzing Website - =
Fuzzing Manual | Crawler URL | Auto Fuzzing & Scan Vulnerability Port: [80 Timeout (Miliseconds): 5000

URL Target | 192.168.1.128/Aople/ Fuzzing. .
Processing
Ne. Status Method Path Parameter Payload Fuzzng  *
5 GET /Apple findex php
s POST /Apple findex phpac timkiem Fuzzsing&seach —[Fuzzing]
7 GET /Apple findex php £id-MC001
2 GET /Applesindex.php Tac—chitist &id=MC002
3 GET /Apple/index php 2ac=chitist &id=MC003
10 GET /Appleindex php Fac=chitict &id=MC004
1 GET /Apple findex php Fac=chitist&id=IPNO3
1z GET /Apple sindex php Fac=chitist&id=IPNO4.
13 GET /Apple findex php Fac-chitistéid=IPNOE
s GET JApple findex php id—IPNOS.
15 GET /Applesindex.php Tac=chitict&id=IPNOT
16 GET /Apple /index oho 2ac-chitict8id=IPNOG =
< >
Report

Vunerabiltiss Info Vulnerability | How to fix
& SQL Injection
- SQL Injection Base: http://192.162.1.128/Apple/indss shp Zac—chitistaid—If| | XSS vuinerabity found at webstelink:
=3-Cross Scrpt Stte = t (XSS). </ script>
PSS - Reflect=d: hitp:/192. 168.1.128,/Apple.indet. php 2sc—timkiem
an take advartage of it to take
pecially serous with administrators
< >

Hinh 3.10. Giao dién Auto Fuzzing & Scan Vulnerability

- Thuc thi véi tat ca c4c loai fuzzing ma chua kiém soat duoc diém dau vao nao phi
hop vai loai tan cong nao.

- B6 dir liéu Fuzzing chua da dang dé phat hién duoc tt ca cac loai I5i.
3.4. Thuc hién kiém thir, danh gia két qua

Thiét lap va theec thi kich ban thi nghiém

Dit liéu dau vao 1a mot website co dia chi: http://127.0.0.1 /Apple/

Thong tin vé may cha web: Windows (Sir dung goéi XAMPP), Apache2.4.xx, MariaDB
10.4.xx, PHP 7.4.xx.

MacBook

Light. Years ahead

<"

Hinh 3.11. Website kiém thir nghiém

All Products
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Két qua kiém thi quan sét, thdng ké duroc

Qua trinh thyuc hién chirc nang Auto Fuzzing & Scan Vulnerability trong tirng giai doan

nhu sau:
Bang 3.1. Két qua qué trinh thu thap
STT | Quatrinh | Sélwgng truy | Thai gian Két qua
van thwec thi
1 Crawling 19 ~444ms Thu dugc 19 URL
2 Filtering 17 ~205ms Loc con 17 URL
3 Fuzzing 17 ~759ms Phat hién 3 156 hong

Két qua sau qua trinh thuc hién Fuzzing phat hién duoc 21 16 hong: 14 156 hong SQL
Injection va 7 15 hong XSS. Chi tiét cac 16 hong duoc md ta chi tiét trong bang sau:
Bang 3.2. Danh sach cac 18 hong phat hién

STT L6 hong URL Co sé Dir lidu fuzz
1 | SQL Injection http://127.0.0.1/apple/index.php?ac '
=chitiet&id=ACx
2 | Cross Script Site | http://127.0.0.1/apple/index.php?ac "><script>
=timkiem&s=<query> alert("XSS"),
</script>

Tong thoi gian qua trinh thyc hién khoang 1.5 gidy.

Hinh 3.12. Danh séch céc 16 hdng website thir nghiém
Kiém tra lai cac 16 hong vira phét hién duoc, ta thiy rang cac 16 hong nay hoan toan
ton tai. Poan ma "><script>alert("XSS"); </script> duoc thuc thi sau khi chén vao néi dung

tim kiém cua website:

127.0.0.1/applefindex.php?ac=1i X

<« X M ® 127001 @ a

Viotal B2 Viotal 2 WeTransfer [l] transfersh /3 FirefoxSend 3 localhost

i & 1y
127.0.0.1 says (@ Editor @ 1y

XSS

Hinh 3.13. L§ hong XSS dwoc phat hién
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Kiém tra 156 hong SQL Injection vai tham sé ¢, két qua thu duoc:

@ 127001

2 Fiefoxsend [ localhost @ 1D Ransomware il Leam

MacBook

Light. Years ahead.

All Products

Fatal error: Uncaught mysqli_sql_exception: You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for
the right syntax to use near "AC2" at line 1 in C:\webserver\htdocs\apple\index.php:86 Stack trace: #0 C:\webserver\htdocs\apple\index.php(86):
mysqli_query(Object(mysqli), 'SELECT * FROM p...") #1 {main} thrown in C:W. ... -—- -—r\htdocs\apple\i php on line 86

Hinh 3.14. L§ héng SQL Injection

Danh gia
Uu diém
- Phan mém sau khi xay dung va thuc thi da kiém tra va phat hién dugc mot sé 16 hong
nghiém trong cua website.
- Téc d6 thu thap diém dau vao va thuc thi tan cong trén website thir nghiém nhanh.
- Phat hién cac loai 16 hong c6 d6 chinh xéc cao.
- Cho phép ngudi ding cé thé thuc hién timg cong doan tan cong va phét hién 16 hong.
Nhuwoe diém
- Qua trinh crawling tai mot sé website tric tuyén con cham so véi mot sé phan mém
chuyén nghigp.
- Qué trinh loc diém dau vao twong ty con chua chinh xéc, véi mot sé website c6 thiét
ké dic biét thi kha ning bo s6t 1a 16n.
- Chuong trinh méi chi hd tro kiém thir trén cac duong dan phuong thitc GET, chua
hd tro tat ca cac phwong thic cia HTTP.
- Cac mau kiém thir con han ché, chua 4p dung dugc cac mau phic tap nhu Blind SQL
Injection.
- Thyc thi véi tat ca cac loai fuzzing ma chwa kiém soat duoc diém dau vao nao pha
hop vai loai tan cng nao.

- B6 dir liéu Fuzzing chua da dang dé phat hién duoc tt ca cac loai I5i.
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KET LUAN

Ngay nay, bao mat Website ngan hang dang ngay cang mé rong va phat trién manh
mé, vi vay van dé kiém thir 16 hong bao mat Website ngan hang ciing ngay cang duoc quan
tdm va trd trong. N6 tré thanh yéu té quyét dinh sinh ton cia mot website hay hon nita 1a cua
ca mot to chuc, doanh nghiép dang sau né.

Kiém thir 16 hong bao mat Website ngan hang da trd thanh mot hoat dong khdng thé
thiéu trong qua trinh xay dyng va van hanh, nhaim dam bao hoat déng va quyét dinh chat
lwong cua website. Viéc lya chon phwong phap kiém thtr 1a k§ thuat Fuzzing gilp cho viéc
kiém thir 16 hong bao mat Website ngan hang tré nén hiéu qua, giam chi phi va thai gian.

Sau khoang thoi gian nghién citu va thuc hién luan van, theo yéu cau ban dau dit ra 1a
nghién cau ki thuat Fuzzing va ap dung trong kiém tht 16 hong bao mat Website ngan hang,
luan van da dat duoc nhitng két qua nhu sau:

- C6 két qua nghién ciru co so ly thuyét vé website, cach thizc hoat dong, phan loai 15
hong bao mat website va giai phap khic phuc cho ting loai 15 héng, tao nén tang cho viéc
nghién ciru phuong thic phat hién 16 hong bao mat web trong ngdn ngir may.

- Trinh bay tong quan vé cac phuong phéap kiém thir phan mém nhu kiém thir hop den,
hop trang, hop xam. Pi sau nghién ctu k¥ thuat Fuzzing trong phuong phap kiém thir 16 hong
bao mat Website.

- Nghién ctu &p dung ky thuat Fuzzing vao tng dung kiém thir 16 hong bao mat
Website ngan hang BCEL.

Mot s6 hudng phét trién cua luan vin trong qua trinh thuc hién tiép theo c6 thé la:

- Nghién ciru va ap dung mot sé k¥ thuat trong cac phwong phap kiém thir hop trang,
hop xam nham tan dung trong viéc thuc hién kiém tht khi da biét cu tric hay c6 sin ma
nguon caa website.

- Phét trién, nang cap va mo rong cac trudng hop xir ly cho viéc thuc hién kiém thi
trén moé hinh bai toan website rong hon, phirc tap hon. Phat trién sdu hon dé bao mat & muc

hé théng mang va dich vu.
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