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LOI MO DAU

Cung Véi sy bung né Internet nhu hién nay va nhu cau st dung hé thong
mang ngady cang gia ting, khong gian dia chi IPv4 bét dau bi gisi han. Giai phap
dua ra 1a thiét ké lai dinh dang dia chi IP, cho phép nhiéu dia chi IP hon nira (cu thé
la IPv6). Tuy nhién giai phap nay van dang khé khan trong qua trinh trién khai tai
nhitng md hinh mang thuc té cia cac t6 chiic doanh nghiép ciing nhu cac ho gia
dinh. Do d6 giai phép tot nhat Ia sir dung dén k¥ thuat NAT.

NAT tai mac nha cung cap dich vu 1a mot giai phap kha thi. Tén ky thuat cia
CGNAT dé cap dén cach hoat dong caa céng nghé, ngudi ding cudi duoc chi dinh
mot dia chi IP khéng thé dinh tuyén cong khai ma di qua mot mang trung gian duoc
diéu hanh boi nha cung cip bang théng rong. Piéu ndy cho phép cac mang cua
khach hang (v6i khong gian dia chi mang noi bo cua riéng ho) dinh tuyén qua nhom
dia chi IPv4 Internet cong cong cua ISP dé truy cap Internet. Bang céch chia sé dia
chi IP cdng cong cho nhiéu dia chi IP riéng. Do d6, NAT di trg thanh mot giai phép
quan trong dé kéo dai thoi gian st dung dia chi IPv4 va chuyén d6i thanh cong sang
IPv6. Céac nha cung cip bang thong rong trén toan thé gidi hién dang trién khai
NAT dé chia s¢é mot dia chi IP toan cau duy nhat giita nhiéu nguoi dang ky.

Noi dung luan van d& cap dén cac van dé ky thuat CGNAT, giai phap trién
khai CGNAT trong mang bing rong ¢ dinh cua Tap doan Buu chinh Vién thdng
Viét Nam - VNPT.

B6 cuc caa luan vin duoc trinh bay nhu sau:
- Chuong 1 trinh bay tong quan vé NAT, khé khin trong qua trinh chuyén doi
IPv4 sang IPv6.
- Chuong 2 trinh bay k¥ thuat trién khai CGNAT va cau hinh trén mot s6 dong
thiét bi.
- Chuong 3 trinh bay giai phap trién khai CGNAT trong mang VNPT.



CHUONG1 TONG QUAN VE NAT

1.1  Gioi thiéu vé NAT
Két ndi Internet hién dai ngay nay déu phai st dung dén ky thuit NAT. NAT cho
phép mot (hay nhiéu) dia chi IP ndi mién duoc anh xa voi mot (hay nhiéu) dia chi

IP ngoai mién.

Dia chi IP 1a chudi s6 ¢ chiéu dai 32 bit (IPv4) hodc 128 bit (IPv6) dung dé dinh
danh mot thiét bi mang trén hé thé)ng mang giup ching nhan dién va lié€n lac voi
nhau. Trong mdt mo hinh mang, mdi mét thiét bi mang chi c6 mot dia chi IP duy

nhét.

Cung v6i su bung nd Internet nhu hién nay va nhu ciu sir dung hé théng mang ngay
cang gia ting, khong gian dia chi IPv4 bat dau bi gidi han. Giai phap dua ra 1a thiét
ké lai dinh dang dia chi IP, cho phép nhiéu dia chi IP hon nita (cu thé 1a IPv6). Tuy
nhién giai phap nay van dang khé khin trong qua trinh trién khai tai nhitng mé hinh
mang thyc té cta cac t6 chirc doanh nghiép ciing nhu cac ho gia dinh. Do d6 giai
phap tt nhit 13 sir dung dén k¥ thuat NAT. NAT cho phép mot thiét bi nhu bo dinh
tuyén - Router hoat dong nhu mot thiét bi dai dién trung gian gitra Internet va mang
ndi bg, cho phép cac thiét bi trong mang ndi by dugc két ndi ra ngoai mang internet
v6i thiét bi dai dién 12 Router thyc hién chtrc ning NAT [8].

1.1.1 Nhiém vu ctia NAT

NAT gidng nhu mot Router, chuyén tiép cac goi tin giita nhitng 10p mang khac
nhau trén mot mang 16n. NAT dich hay thay d6i mot hodc ca hai dia chi bén trong
mot goi tin khi goi tin d6 di qua mot Router, hay mot so thiét bi khac. Thong thuong
NAT thudng thay doi dia chi thuong 1a dia chi riéng (IP Private) cua mot két ndi
mang thanh dia chi cong cong (IP Public).

NAT ciing c6 thé coi nhu mét Firewall (twong lira) co ban. NAT duy tri mot bang
thong tin vé mdi goi tin duoc guri qua. Khi mot may tinh trén mang két nbi dén 1
website trén Internet header cua dia chi IP ngudn duoc thay thé bang dia chi Public

d3 duoc cAu hinh sén trén NAT sever, sau khi c6 gdi tin tré vé NAT dwa vao bang



ghi ma n6 da luu vé cc goi tin, thay dbi dja chi IP dich thanh dia chi caa PC trong
mang va chuyén tiép di. Thong qua co ché d6 quan tri mang c6 kha nang loc cac goi
tin duoc gui dén hay gui tir mot dia chi IP va cho phép hay ngin truy cap dén mot
port cu thé [6].
Trién khai NAT c6 thé thuc hién tai cac vi tri:

- Thuc hién NAT tai thiét bi ddu cudi khach hang

- Thyc hién NAT tai nha cung cép dich vu.
1.1.2 Thuc hién NAT tai thiét bi dau cudi khach hang
Static NAT (NAT tinh):

Inside

SIS

( %'92.168.1.0/24

Server
& SA: 192.168.1.100

.100

Outside

SA:202.1.1.10 =

R Internet

NAT table
192.168.1.100 - 202.1.1.10

Hinh 1-1: Static NAT
Static NAT (NAT tinh) 1a phuong thac NAT mot - mot. Mot IP trong mang ndi b,
mang khach hang sé duoc anh xa vai mot IP cong cong.
NAT tinh duoc st dung khi thiét bi can truy cap tir bén ngoai mang.
Trong hinh 1-1 Static NAT (NAT tinh), dia chi IP cua may tinh la 192.168.1.100
ludn dugc Router bién dich dén dia chi IP 202.1.1.10.
Dynamic NAT (NAT d¢ng):
Dynamic NAT duoc dung dé anh xa mot dia chi IP ndy sang mét dia chi khac mot
cach tu dong, thong thuong la anh xa tir mot dia chi cuc bé sang mot dia chi dugc
dang ky. Bat ky mot dia chi IP ndo niam trong dai dia chi IP cdng cong da duoc dinh

trude déu cd thé dugce gan mot thiét bi bén trong mang.



Inside Outside

-

I Internet
B |

Pool: 202.1.1.177 - 202.1.1.185

NAT table
192.168.1.10-202.1.1.177
192.168.1.11 - 202.1.1.179
192.168.1.12-202.1.1.178

Hinh 1-2: Dynamic NAT
NAT Overload:

NAT Overload 1a mét dang cua Dynamic NAT (NAT dong), n6 thuc hién anh xa
nhiéu dia chi IP thanh mot dia chi (many - to - one) va sir dung cac dia chi sb cong
khac nhau dé phan biét cho timg chuyén doi. NAT Overload con c6 tén goi 1a PAT
(Port Address Translation). Chi sé céng duoc mé hoa 16 bit, do d6 c6 téi 65536 dia

chi ndi b c6 thé dugc chuyén doi sang mot dia chi cong cong.

202.1.1.177/24

B Internet

NAT table
192.168.1.10 - 202.1.1.177:1030
192.168.1.11 -202.1.1.177:1031
192.168.1.12-202.1.1.177:1032

Hinh 1-3: Nat Overload



1.1.3 Thuc hién NAT tai nha cung cip dich vu

Carrier Grade Network Address Translation (CGN) — Dich dia chi mang tai nha

cung cép dich vu.

Dbia chi la yéu t6 co ban ddi voi cach thire hoat dong cua Internet. Sy phat trién vuot
bac cua Internet dd dan dén viéc Internet hét dia chi & dinh dang hién tai, IPv4. Sy
phat trién nay da duoc du doan tir 1au va mdt dinh dang ké nhiém, duoc goi la IPvo6,

da san sang dugc ap dung.

Tuy nhién, qua trinh chuyén doi tir IPv4 sang IPv6 sé& mét nhiéu nam. Qua trinh
chuyén d6i s& yéu cau nang cip cac tng dung Internet, thiét bi, dich vu, thiét bi dién
tir tiéu dung va mang. Trong qua trinh chuyén d6i nay, cac nha khai thac mang s&
chay cac mang ma IPv4 va IPv6 cung tdn tai. C6 mot sb lugng 16n cac co ché
chuyén d6i IPv4 sang IPv6, tit ca déu van yéu cau dia chi IPv4, mic du khong gian

dia chi IPv4 sép can kiét.

Do d6, diéu quan trong 1a phai tim cach st dung toi da cac dia chi IPv4 c6 sin. Mot
phuong phap dé tiét kiém tai nguyén IPv4 1a st dung phuwong phap dich dia chi
mang tai nha cung cép dich vu (CG-NAT) [1]

o e

1Pv4 Network CPE

Private customer
IPv4 Network

Hinh 1-4: M6 hinh CGNAT



1.2 Qua trinh chuyén d6i IPv4 sang IPv6

Sy bung nd cua Internet trong nhitng nam gan ddy di din dén ngudn tai nguyén dia
chi Internet IPv4 duoc tiéu thu mot cach nhanh chong. Vi tong s6 khoang 4 ty dia
chi IPv4, cong déng Internet toan cau di can kiét. Viéc chuyén sang st dung thé hé
dia chi mé&i IPv6 thay thé cho IPv4 dang 1a mot yéu cau cép thiét, vira dé nham dam
bao cho sy phat trién lién tuc cua hoat dong Internet, vira phat huy cac loi thé vuot
troi vé cong nghé mai ciia IPv6 so voi IPv4. Thuc té nhitng nim vira qua, trong khi
nhiéu nude da trién khai cung cép dich vu trén IPv6 thi tai Viét Nam, nhan thirc cua
nhiéu co quan, to chtic, doanh nghiép vé su can thiét phai chuyén d6i sang st dung
IPv6 van con han ché, viéc dang ky st dung IPv6 tai Vi¢t Nam con tién trién rat

cham.

IPv6 1a giai phap cho van dé dia chi IP. Py khong phai 1a mot tiéu chuan mdi,
nhung 1a mot tiéu chuan da bi bo qua phan 16n trong nhitng nim gan day do van con
qua nhiéu dia chi IPv4. Viéc tiép tuc bé qua IPv6 co thé gy ra bat ky van dé tiém
an nao bao gom khong thé chuyén sang IPv6 khi khong con sy lua chon, mét hoan
toan két ndi voi Internet va khong con kha ning canh tranh véi cac to chtrc khac c6
hé théng di sin sang cho IPv6 dé chuyén sang thé hé tiép theo cua dia chi va su

dung Internet.

IPv4 va IPv6 co thé cung ton tai trong mot mang va diéu nay rat tét vi qua trinh
chuyén d6i s& mat nhiéu nim. Céc to chirc s& phai hd tro ca hai it nhat trong thoi
gian tam thoi dé duy tri hoat dong Internet lién tuc. Ky thuat hd tro ca hai phién ban
IP ciing mot lac duge goi 1a Dual-stacking. Né duoc phat trién do nhitng han ché
ctia phién ban IPv4, IPv4 va v6 khong tuong thich va khong thé néi chuyén voi
nhau. Vi vy, hd trg cho ca hai phai duoc duy tri dé st dung chung cting mét lic
trong qua trinh chuyén dich. Dich chuyén qua nhanh hodc chi hd trg cai nay hay céi

kia s€ mat mot sO két noi hodc lién lac cho dén khi hoan tat qua trinh chuyén doi



toan cau day du. D€ ho trg cac t6 chuc thuc hién viéc chuyén doi nay, cac gidi phap

Quan 1y Pia chi IP (IPAM) s& duoc trién khai [7].
Thach thirc trong viéc chuyén déi sang IPv6:

Cho dén nay cac nha mang cung cip dich vu Internet da dugc ciu hinh dé cip phat
IPv6 cho cac to chiic va ca nhan, nhung trong qua trinh chuyén d6i IPv4 sang IPv6

tai cac to chirc va ca nhan van con gdp rat nhicu van dé 16n [11]:

Viéc chuyén sang IPv6 s& tén nhiéu thoi gian va cong strc, nhung c6 thé d& dang
hon nhiéu véi viéc 1ap ké hoach hop 1y. Cac cong cu nhu IPAM s& trg thanh tiéu
chuan, nhung né ciing s& phu thudc rat nhidu vao kién thirc ctia ciia cac to chirc vé
hé thong ciia minh va murc d6 1én ké hoach k¥ ludng. Co6 mot s6 yéu to can xem xét

khi 1ap ké hoach chuyén doi IPv4 sang IPv6.
Twong thich phan cieng va phan mém:

Phai dam bao rﬁng thiét bi hién c6 trong mang cua t chuc, gia dinh, dac biét la thiét
bi truyén thong cbt 161 két ndi mang, phai c6 kha ning hd tro IPv6. Diéu ndy c6 thé
don gian nhu mot ban va hodc ning cip phan sun hodc c6 thé yéu cau phan clng
hodc phan mém hoan toan mai. Néu no 13 quan trong va can thiét, can xac dinh
ngay thay vi tim hiéu khi né khong hoat dong. Tuy nhién, tinh dén nam 2020, tat ca
cac hé diéu hanh chinh déu hd trg IPv6. Cac ung dung phan mém duogc phét trién
noi bd hodc ngudn thuong mai, c6 thé phai xir Iy mot yéu té khac vi IPv6 co thé
khong duoc hd tro trong chinh tng dung d6. T6 chitc va ca nhan c6 thé can xem xét

viéc nang cap phan mém cua minh.
Do dai va Khoi luwong dia chi IPv6:

[Pv6 ¢ dang thap luc phan va cuc ky 1on, c6 nghia 1a khong than thién voi nguoi
dung. Ngay ca cac quan trj vién mang va nhitng ngudi rat quen thudc voi viée quan

Iy may tinh va mang cling c6 thé s€ gap khé khan, cudi cung gay ra 161 va cac van



dé lién tuc. DO dai cua dia chi cling s€ gay ra van dé cho cac dich vu DHCP va
DNS, c6 nghia la can c¢6 kha nang xu ly viéc dat tén va dia chi IPv6 (DHCP6 da

duogc xac dinh 1a wu tién).
Giao dién dia chi IPv6:.

Dia chi IPv6 ciing da thay doi so voi IPv4 va quan tri vién phai hiéu sy thay doi nay
trong trudng hop yéu cau nhiéu dia chi trén mot giao dién, cling nhu tu 1am quen
v6i tir vung méi. Co rat nhiéu loai dia chi méi twong tu nhu nhitng gi chung ta biét
ngay nay. Vi du nhu dija chi unicast toan cau chi ra mot dia chi cong cong duy nht.
Dia chi IP riéng duy nhét cuc bo 1a dia chi unicast riéng tu duy nhat khéng c6 hai
dia chi trén mang. Pia chi lién két cuc bd tuong ty nhu dia chi IPv4 khong thé dinh
tuyén va khong roi khoi mang. Dia chi loopback “:1" twong dong voi dia chi
127.0.0.1, dugc dinh nghia 1a chi loopback, nhdm muc dich kiém tra chdng giao
thire TCP/IP ¢6 hoat dong tot hay khong, nd c¢é cung chirc niang nhung khac nhau ¢

cach biéu dién dia chi.
Xép chong kép véi IPv4 va IPv6:

Dual-stacking c6 nghia 1a chay IPv4 va IPv6 trong cling mot mang. N6 cung cap
cho céc thiét bj twong thich IPv6 sy lra chon dé sir dung va mic du van bi giéi han
& 56 luong dia chi IPv4 c6 sén, nhung loi fch cua viéc trién khai IPv6 di sin sang dé
chuyén d6i. Pay 1a méi truong ma cac té chirc ¢ thé sé chay trude khi chuyén hoan
toan sang IPv6. C6 céc tly chon khac nhu “6to4” truyén IPv6 qua IPv4 nhung cd

cling giéi han vé sé luong dia chi IPv4.
Cac buwéc dé thie hién chuyén d6i IPv4 sang IPv6.
Buéc 1 — Xdc dinh mang IP ciia t6 chire, c¢d nhdn muén chuyén doi.

Budc dau tién, va tinh ning IPAM dang chi ¥, 1a x4c dinh. IPAM trudc tién co thé

xac dinh pham vi IPv4 hién c6, dugc str dung va kha dung trén mang thong qua viéc



st dung mot cong cu tu dong. Co thé tién hanh kiém ké k¥ ludng cic nit trén mang
(cac nut 1a PC, mdy in, bat ctr thir gi duoc cdm vao mang). Piéu nay sé cho phép
IPAM xac dinh IPv6 d3 san sang, duoc kich hoat va khong twong thich. Thong tin
chi tiét s& bao gébm nhimg gi can duoc nang cip hodc thay thé lién quan dén phan
cimg va phan mém. Giai doan cudi cung cia qua trinh xac dinh dé cap dén DHCP
va DNS, dam bao twong thich véi IPv6 va c6 thé phan giai va phan phdi dia chi
[Pv6. Muc tiéu cua viéc xac dinh IPAM la biét mang cua t6 chirc c4 nhan nhu thé
nao va kha ning cua né doi vdi IPv6 tot hon hay té hon dé c6 thé 1ap ké hoach ngay
bay giod, khong muodn hon khi thoi gian ngimg hoat dong tré nén nhiéu hon. Thach
thirc v6i cac chirc niang xac dinh mang IP 14 yéu cau quyén truy cdp san sang vao
toan bd mang dé c6 hiéu qua. Pidu quan trong 13 ciing phai ddnh gia cac tiiy chon ¢
thé mo rong hon. Ly tudng nhat 13 hé thong IPAM sé tich hop voi hé thong giam sat
mang hién c6 dé dién dir liéu IP va thiét bi. Néu c6 thé, hé thong IPAM nén co tuy
chon tich hop vé&i RIR va thiét bj dinh tuyén dé hiéu thém vé khdi IP nao dang duoc

tinh trén mang.
Buoc 2 - Lap ké hoach trién khai IPv6

Budc tiép theo 13 1ap ké hoach sir dung chinh sach va thong tin xac dinh IPAM ma
dang sir dung trong to chirc va ca nhan. Xac dinh nhimng th cAn mua dé nang cap
hodc thay thé phﬁn cung hodc phﬁn mém, cac 16p dao tao dé hd tro quan tri vién va
ngudi dung, hodc ké hoach yéu cau to chic hoan chinh ¢ cip do cao. Xac dinh
nhiing gi phai thay d6i hodc sira d6i, va cach tot nhat dé hoan thanh nhitng nhiém vu
nay véi thoi gian va chi phi thip nhét.

Budce 3 - Lap moé hinh mang Dual-stacking

Khi qua trinh x4c dinh va 1dp mo hinh da hoan thanh. T chirc, c4 nhan s& xac dinh
IPV6 s& ¢ cai nhin tong thé khi mang ctia minh chuyén dich sang IPv6, cac thiét bi

can chay Dual-stacking trong giai doan chuyén doi. Piéu quan trong 13 st dung mo

hinh hoa dé xac dinh nhiing tac dong trong viéc trién khai dia chi IPv6 trén mang,
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6 thé can thay ddi dbi véi bo dinh tuyén, giao dién, chinh sach bao mat, ... Cac
cong cu IPAM sé hd tro anh xa dit liéu IP tdi cac phong ban, mirc d§ uu tién hoac
co s& ha tang bang cach sir dung ban d6 truc quan va mé hinh cia co sé ha ting méi

tiém nang.
Bude 4 - Anh xa IPv4 va IPv6 vé&i nhau

Vi viéc 1ap mo hinh hoan chinh va cach IPv6 s€ duoc trién khai vao mang, chuyén
sang viéc 1ap ban dd, 4nh xa cac thiét bi IPv4 tGi dia chi IPv6 cua ching va ngugc
lai. Vai tro cua IPAM trong budc nay 1a hd trg mang IPv4 hién tai va mang IPv6
chay dong thoi, Trong giai doan trién khai nay, cac to chirc ciing c6 thé thay doi IP
ctia ho néu ho muén, vi cac dia chi cling dang dugc anh xa tai thoi diém nay. Tuy

nhién, can can than. Su ¢6 c6 thé xay ra néu moi thir khéng duoc anh xa chinh xac.
Budéc 5 - Thuce hién Ké hoach, M6 hinh va Ldp ban do

Sau khi cac giai doan lap ké hoach d3 hoan thanh, di dén luc thuc hién tinh nang
dual-stacking. Cac thanh phan chinh & day dang str dung tat ca thong tin IPAM cho
dén thoi diém nay va tuan theo ké hoach d¢é trién khai thanh cong. Tt nhién, khong
ai c6 thé lap ké hoach cho moi thtr, va c6 thé xay ra sai sot du da lén ké hoach can
than nhat, hoic ¢ thé phat sinh nhitng trudng hop khong luong trude duge. IPAM
cling sin sang hd tro tai ddy bang cach nhanh chong dinh ciu hinh cac phan doan
dia chi IPv6 mdi, phan doan nay s€ hoat dong tu dong do DNS IPv6 1a mot ph?ln
cua qua trinh trién khai. Néu khong, s€ can duge thue hién thu cong. Sau khi thuc
hién, diéu quan trong 1a phai kiém tra cac tinh nang mang dé dam bao chiing hoat
dong binh thuong. Cac muc nhu chinh sach bao mat va cac hé théng phu thuoc 1Pv4
cu thé khac c6 thé can duoc sira doi dé giai quyét moi van dé vé két ndi hoic 15

hong bao mat.

Buoc 6 - Quan ly mang Dual-Stacked Network mori.
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Tat ca cac du 4n va trién khai déu yéu cau bao tri va viéc chuyén dich IP nay ciing
tuong tu. Tiép tuc sir dung IPAM dé theo ddi va quan 1y dia chi IPv6 va mang s&
giam bot thoi gian va nd luc can thiét dé quan Iy mang mang Dual-Stacked va mang
IPv6. Bfmg cach st dung mot $6 cong cuy tuong tu dugc st dung trong qua trinh
trién khai ciing s& hiru ich dé khic phuc v6 sd van dé tir két ndi chung dén cac van
dé vé bao mat va tuan thu chinh sach. Viéc tich hop cac dich vu DNS va DHCP véi
IPAM ciing s& cung cap nhiéu thong tin hon nita thong qua giai phap IPAM, nang

cao tim quan trong va chirc niang ciia n6 doi véi to chc.
1.3 Két luan chuwong 1

Tinh dén nam 2018, tat ca niam RIR dd hét dia chi IPv4. Viéc chuyén ddi toan bd
sang dia chi IPv6 mang lai rai ro cho to chirc trong viéc gian doan lién lac va mat
doanh thu ciing nhu khach hang tiém ning do cac thiét bi mang trong ha tang cia to
chtic va doanh nghiép chua hoa toan san sang trién khai két ndi toan b sang IPv6.
Viéc chuyén ddi can dua ra ké hoach cu thé, tirng budc dé chuyén ddi. Mac du vay,
viéc thuc hién nhiém vy nay van doi hoi thoi gian va nd luc tir phia t6 chtre. HO tro
viée lap ké hoach va tirng budc thuc hién, cac to chirc ¢6 thé st dung cac cong cu dé

giam sat va quan 1y 19 trinh chuyén d6i ciia hé thong.

Nhim hd trg khach hang trong giai doan chuyén ddi hé théng tir IPv4 sang IPV6,
cac to chire cung cdp dich vu mang thuong trién khai hé théng dich dia chi tai phia
nha mang dé hd trg khach hang cia minh kéo dai thoi gian s dung dia chi IPv4 va
c6 thoi gian dé chuyén d6i hé théng mang sang IPv6, tai phia khach hang viéc
chuyén ddi s& mat nhiéu thoi gian can ¢6 10 trinh va ké hoach cu thé, phu thudc vao
kinh phi dau tu cua t6 chirc, ca nhan bo ra dé chuyén ddi hé thdng. Giai phap dugc
c4c nha cung cdp dich vu Vién thong — Cong nghé thong tin trién khai d6 la
CGNAT (Carrier Grade Network Address Translation).
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CHUONG 2 GIAI PHAP CGNAT

2.1  Khainiém CGNAT
Carrier-grade NAT (CGN hay CGNAT) NAT con duogc goi la NAT quy md 16n
(LSN), l1a mét loai dich dia chi mang (NAT) dé sir dung trong thiét ké mang IPv4.
Vai CGNAT, cac mang phia khach hang dac biét la cac mang dan cu, dugc dinh
cau hinh voi cac dia chi mang riéng duoc dich sang dia chi IPv4 cong cong bang
c4c thiét bi NAT trung gian duoc dit trong mang caa nha cung cap dich vy ISP, cho
phép chia sé cac nhém nho dia chi cong cong gitra nhiéu két cudi phia khach hang.
Diéu nay thay doi chirc ning NAT va cau hinh caa no tir co so ctia khach hang sang
mang cua nha cung cap dich vu Internet (mac di NAT "thong thuong" tai co so cua
khach hang thuong s& duoc sir dung). NAT mic nha cung cap dich vu thuong dugc
sir dung dé giam thiéu tinh trang can kiét dia chi IPv4 [1], [11], [12].

Private IPv4
Network

Subscribers CPE
drivate 1Pv4
Private IPv IPv4 Internet
— Access Network
CG-NAT
Private IPv4
1 Network

CPE

Private IPv4 > | Private |Pv4 > | Public IPv4 >

Hinh 2-1: Carrier-grade NAT

Subscribers

Mot kich ban sir dung cua CGN d3 duoc gan nhan 1a NAT444, vi mot sé két ndi cua
khach hang véi dich vu Internet trén Internet cong cong sé di qua ba mién dia chi
IPv4 khac nhau: mang riéng cua khéch hang, mang riéng cua nha cung cap dich vu

va Internet cong cong.
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Mot kich ban CGN khac Ia Dual-Stack Lite, trong d6 mang cta nha cung cép dich
vu st dung IPv6 va do d6 chi can hai mién dia chi IPv4.

Néu ISP trién khai CGN va str dung khong gian dja chi RFC 1918 (dia chi thuoc
RFC 1918 khong c6 kha ning dinh tuyén trén mang Internet cong cong, con goi la
dia chi private) dé danh s6 cac cong cua khach hang, nguy co xung dot dia chi va do
d6 131 dinh tuyén s& phét sinh khi mang khach hang d3 sir dung khong gian dia chi
RFC 1918.

Nhuwoe diém

NAT cap nha cung cap dich vy thudng ngian khong cho khach hang ISP st dung
chuyén tiép cong, vi qué trinh dich dia chi mang (NAT) thuong duoc thyc hién
bang cach &nh xa céc cong cua thiét bi NAT trong mang véi cac cong khac trong
giao dién bén ngoai. Piéu nay duogc thuc hién dé bo dinh tuyén cé thé anh xa cac
phan hoi dén dung thiét bi; trong mang NAT cap nha cung cap dich vy, mac di bo
dinh tuyén ¢ dau cudi ctia nguoi tieu dung cé thé dugc dinh ciu hinh dé chuyén tiép
cong, nhung "bd dinh tuyén chinh cua ISP, chay CGN, s& chin chuyén tiép cong
nay vi cong thuc té s& khdng phai la cong duge dinh ciu hinh bai ngudi tiéu dung.
Trong trudng hop cAm luwu lwong truy cap duwa trén dia chi IP, hé théng c6 thé chan
lwu luong truy cap cua ngudi ding gui thu rac bang cach ciAm dia chi IP cua nguoi
ding. Néu nguoi dung dé tinh co sir dung NAT cap nha cung cap dich vy, nhiing
nguoi dung khac chia sé cung dia chi cong khai véi nguoi gui spam s€ bi chan
nham.

2.2 Trién khai vé ky thuat

2.2.1 Taisao can CGNAT

Internet duoc thiét ké véi mdi may chu hoic nit dugc gan mot hoic nhiéu dia chi
IPv4 duy nhét trén toan ciu. Vao giita nhitng nam 1990, rd rang khéng gian dia chi
IPv4 khong du cho Internet ngay cang phat trién va né sé can kiét néu khong thuc
hién hanh dong. Két qua 13, cac dia chi bat dau duogc chia sé. Chia sé dia chi duoc
thuc hién bang cach st dung mot ki thuat goi 1a Dich dia chi mang (NAT). Ngay
nay hinh thirc NAT nay duoc goi 1a NAT44. NAT44 da tri hoan viéc can Kiét khong
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gian dja chi IPv4 trong hon mot thap ky, gidp tiét kiém Internet mot cach hiéu qua.
NAT44 chi tri hodn viéc can Kkiét khong gian dia chi IPv4. Sy gia ting nguoi dung
Internet va cac ung dung va dich vu Internet méi tiép tuc doi hoi sé luong dia chi
IPv4 cong cong ngay cang ting. Ban than NAT44 yéu cau mot nhom dia chi 1Pv4
toan cau c6 thé duogc chia sé. Vi vay, mac du NAT44 1am cham viéc tiéu thy dia chi
IPv4, nhung n6 van tiéu thy dia chi IPv4.
NAT céap do nha cung cap dich vu (CGN), con duogc goi 1a NAT quy mé 16n (LSN)
hoic NAT444, 13 mot ki thuat cho phép sir dung it dia chi IPv4 cong cong hon dé
hd tro nhiéu khach hang hon [12].
CGNAT va IPv6
IPV6 14 giai phap l1au dai duy nhat cho van dé can kiét dia chi. IPv6 1a dang duoc
trién khai rong réi. Gio day, cac trang web va nha cung cap dich vu I6n nhu Google,
Facebook, Akamai, Netflix di hd tro IPv6, cac ISP & nuéc ngoai nhan thay rang co
ta1 33% luu luong cua nguoi cai dat Dual-stacking 1a Tuu lugng IPV6.
Sy cham tré trong viéc trién khai IPv6 c6 nghia 13 IPv4 van duoc yéu cau rong rai
boi céc dich vu va tng dung chi IPv4. Piéu nay c6 nghia 1a IPv4 phai tiép tuc duoc
hd tro trong nhiéu nim mic du dia chi IPv4 da can kiét. CGN s& dong mot vai trd
quan trong trong viéc cho phép cac ISP cung cip dich vu IPv4 cho khach hang
trong qua trinh chuyén doi sang 1Pv6.
Cé4c kich ban trién khai CGN
CGN khong thich hop cho tit ca cac truong hop thiéu dia chi IPv4. CGN cha yéu 1a
mot cong cu dé ISP trién khai trong mang truy cap cua ho.
CGN thich hep cho:
- Mang truy cap - d6i véi mang truy cap di dong nhiéu hon so véi mang truy
cap cb dinh.
- Truy cap Internet co ban - cung cap quyén truy cap vao mang co ban va duoc
thiét Iap tét.
- Céc giao thtc Internet - chang han nhu thu dién tr va cac dich vu World
Wide Web co ban.
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Truy cap may khéch - d6 1a cac két ndi duoc khai tao tir mang phia thué bao.
CGN khéng thich hop cho:
- Mang cua nha cung cap dich vu - cung cap két ndi Internet backhaul
- Mang cua nha cung cip noi dung - vi du: luu trit tng dung, dich vu dam may
va luu trir web)
- Khach hang doanh nghiép
- ISP cung cap dich vu cho doanh nghiép
CGN rat khé thich hop cho:
- Céc thué bao mudn két ndi va kinh doanh truc tiép trén nén tang internet
- Nhimng ngudi dang ky ¢6 nhu cau mang nang cao hon - vi du: web-cam, truy
cap tir xa va VPN,
- Nguoi dang ky sir dung cac ang dung ngang hang - bao gom maot sé tro choi
nhiéu nguoi choi
Diéu quan trong 12 CGN khdng thé &p dung cho nhiéu loai nguoi dung cudi. Bat ky
ngudi ding cudi ndo yéu cau mot hoiac nhiéu dia chi IPv4 cong khai déu khong
duogc dat sau CGN. Ching bao gém nhiéu doanh nghiép yéu cau dia chi IPv4 cong
cong dé van hanh céc dich vu Internet cong cong.
Pong luwe dé trién khai CGN
Pong luc chinh dé trién khai CGN 1a su khan hiém dia chi IPv4 dang chua dugc
giai quyét. Cac ISP ¢6 Iy do kinh té va k¥ thuat dé kéo dai nhom dia chi IPv4 cua
ho. Véi viée tai nguyén dia chi IPv4 dang tré nén khan hiém, dich dja chi mang tai
cap nha cung cap dich vu cho phép nha cung cap dich vu trién khai phwong phéap dé
kéo dai thoi gian sir dung cua thiét bi chi IPv4 va thiét bi mang yéu cau IPv4 trong
thoi gian nha mang va c4c to chic ca nhan va doanh nghiép chua cé du thiét bi cung
cap két ndi IPV6.
2.2.2 Ky thuat thyuc hién CGNAT
Cac nha cung cap dich vu, bao gdm ISP, cap bing théng rong va cac nha khai thac

di dong, da sém yéu cau mot cong nghé dé hd tro khach hang tiép tuc sir dung dugc
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IPv4 trudc khi toan mang dugc chay IPv6, dap ang mot sé yéu cau vé hiéu suat va
tinh nang riéng tai khach hang.

NAT quy md 16n (LSN) hoic NAT 444. NAT cap song mang (CGNAT) la mot
cdng nghé hoan thién dé trién khai

Public IPwv4
Address

CGMAT/LSN

FPrivate IPv4
»r—
Address

Privata IPv4 Natwork

Pt
-

EI Consumer

—— HAT Private

I I IPv4 Address

Enterprise Mobile user Clients
NATA4 MATT44 NAT444

Hinh 2-2: Céac kich ban trién khai chung cho NAT44 va NAT444
Trong khi NAT tiéu chuan dich dia chi IPv4 riéng thanh dia chi IPv4 céng khai,
NAT cép d6 nha cung cap dich vu (CGNAT) thém mét 16p dich bo sung. Diéu nay
cho phép ISP duy tri dia chi IPv4 cong khai cua riéng ISP, théng thuong, NAT cip
song mang (CGNAT) dugc sir dung trong kich ban NAT 444 [4],[5], nghia la:

Tur khach hang (st dung IPv4 private) di dén ISP (st dung IPv4 private). Tir dja chi

IPv4 private ctua ISP s€ dugc dich sang IPv4 public va di ra ngoai mang Internet.
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Két qua cua viéc trién khai NAT444 (private to private to public) 1a n6 cho phép
nhiéu khach hang c6 khong gian dia chi mang noi bo caa riéng ho dinh tuyén qua
khong gian dia chi mang noi bo cua ISP va chia sé dia chi IPv4 Internet cong cong
duy nhat caa ISP dé truy cap vao Internet

Trién khai NAT444

So dd hinh 2-3 cho thay viéc trién khai NAT444 (private, private, public) véi ba
mang khach hang, tat ca déu sir dung cting mot khong gian dia chi IPv4 noi bo véi
cac dia chi IPv4 bén ngoai danh riéng cho ISP dung chung mot dia chi IPv4 cong

cong.

Private Public

—— BB
_@/

Hinh 2-3: CGNAT trién khai NAT444 véi dich dia chi mang private to private to

public

Trong chuong 1 di trinh bay v& NAT truyén théng (NAT Overload) duoc goi l1a
NAT44 vi n6 dich mot dia chi IPv4 cho mot dia chi IPv4 khac (4 thanh 4). Véi
CGNAT goi 1a NAT444, con duoc goi la NAT cap do nha cung cap (CGN) tai mot
thoi diém va hién duoc goi 1a NAT quy md 16n (LSN) NAT bo ba (IPv4 dén IPv4
dén IPv4). Ky thuat nay thuc hién nhan doi NAT, c6 nghia 14 ting gip doi su can
thiép véi luu lwong mang va can tré nguyén tic trong suét tir dau cudi nay dén dau

cudi kia.
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Internet

[ NAT444
. gateway

Host CPE

Hinh 2-4: M6 hinh NAT 444

Phan tich moé hinh NAT 444 trong hinh 2-4
NAT quy md I6n cho IPv4 s& duoc trién khai xép chdng kép véi IPv6 toan cau
(“cong khai”).
NAT Quy md I6n thém mot 16p NAT thir hai va do d6 mét khu vuc thir hai la "'riéng
tu". Pidu nay da tiét kiém duoc IPv4 Public.
NAT444 [am tram trong thém tat ca cac van dé ma NAT44 truyén thong di dua ra.
Ngoai viéc thém 16p NAT thir hai gay ra cac van dé Ion véi viéc thuc thi Rule va
ghi log cling nhu vi tri dia 1y da dwoc cap phat cua IPv4 (tat ca la do nhiéu khach
hang khac nhau dirng sau mét dia chi nha cung cap). Ngoai ra can phai d6i mat voi
thuc té 12 16p thir hai cia NAT sé khong tham gia vao UPnP, NAT-PMP hoic céc
giao thure truyén tai NAT dua trén mang LAN khéc. Khdng cé ISP (Nha cung cap
dich vu Internet) nao s& mé bo dinh tuyén cua riéng ho (hoic cac thiét bi mang
khac) dé khach hang kiém soat - d6 chinh xac 1a nhitng gi cac giao thirc nay yéu
cau. Vi don gian 1a khéng an toan va rai ro mot khach hang c6 thé anh huong dén
dich vu caa khach hang khac la qué Ié6n. Cac tng dung sé khéng bi anh hudng baoi
NAT 444 va con hoat dong tt nhu sau:

o Web browsing

e Emalil



19

o FTP download
o Small files
« BitTorrent and Limewire
o Leeching (download)
« Skype video and voice calls
+ Instant messaging
« Facebook and Twitter chat
Mot s6 trng dung sé& c6 thé anh huong khi trién khai CGNAT:
o FTP download
o Large files
« BitTorrent and Limewire
o Seeding (upload)
o On-line gaming
o Xhbox
o PlayStation
o Etc.
« Video streaming
o Hulu
o Netflix
o Slingcatcher
o Etc.
o Webcam
o Remote viewing
o Tunneling
o b6tod
o Teredo
o Etc.
o VPN & Encryption
o IPSec
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o SSL
« VoIP

o Limited ALG/SIP support
Pé giai quyét nhimg kho khan va ton tai trén, giai phap ding duy nhét 12 trién khai
IPv6. Pay 1a 1y do tai sao md hinh NAT444 bao gom IPv6 toan ciu, cac nha cung
cap dich vu s& hd tro téi da khach hang cua minh trong truong hop bat budc phai sir
dung IPv4 nén giai phap CGNAT van sé trién khai tai cac ISP, song hanh clng véi
CGNAT céc ISP s& trién khai dual-stack, thuc hién kiém soat va phan loai luu
lwgng tai cac ving bién, néu thiét bi hd trg IPV6 s& duoc day thang vao mién IPv6,
nhitng thiét bi IPv4 s& dugc chuyén qua CGNAT, do can dat dugc 2 muyc dich, vira
hd tro cac khach hang con chwa thé thay doi hé thong mang sang IPv6, vira dam bao
dugc kha nang thiéu hut IPv4 nén giai phap CGNAT van can duoc trién khai va ton
tai cho dén khi mang Internet sir dung thuan I1PVv6.

 omae 3
BRAS

_____________________ iBGP ==weeeee.
--- o ““““
RF —\ -
CPE CORE @
l I ——————
Default ™ _,"
-~ -/ s
4
Default .“_

route
route "
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Hinh 2-5: Ludng lwu lweng tir khach hang ra Internet qua CGNAT

Thiét ké dam bao du phong
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Line Card
Line Card
Service Card

Service Card

Service Card

Service Card

Hinh 2-6: Thiét ké dw phong cho hé théng CGNAT

Thiét ké ti wu hoa tuyén duong di qua mang
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Hinh 2-7: T6i wu héa tuyén dwong

Trién khai CGNAT can dam bao cac chi tiéu:

Mang di dong, doanh nghiép Ién, t6 chirc gido duc dai hoc va ISP doi hoi kha ning

NAT cap d6 nha cung cidp (CGNAT) phuc tap hon nhiéu so véi mang nguoi tiéu

dung va doanh nghiép nhé vi chung ciing c6 cic yéu cau quan trong vé hiéu suat, do

tin cay va kha nang quan ly.
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Hiéu sudt - Céc giai phap NAT cip do nha cung cap dich vu phai hd trg hang triéu
két ndi mang dong thoi.

M¢ réng quy md - Cac giai phap cua nha cung cap dich vu phai ¢ kha ning mo
rong quy mé dong, bo sung thém thong luong néu can ma khong 1am gian doan luu
lugng mang hién co.

Tinh sdn sang cao - Céac giai phap NAT cip do nha cung cip dich vu yéu cau tinh
kha dung rat cao 24/7, khong c6 gian doan dich vu cho ngudi dung. Diéu nay yéu
cau chuyén doi du phong lién mach trong truong hop c6 bat ky 15i thanh phan nao
Vi tinh nang bao toan phién.

Quan Iy tai trung tam - Cac giai phap NAT cap do nha cung cap dich vu phai c6 kha
nang tich hop Vi cac nén tang quan ly mang trung tim chinh va co so ha ting dé
ghi nhat ky (Log) phuc vu cho viéc giam sét va phan tich su ¢ cling nhu ning luc
mang ludi.

Advanced Logging - Tat ca céac thiét bi két ndi vai Internet tao ra vo sé phién, do do,
viéc theo dbi tat ca cac phién s& tao ra mot lwong I6n thong bao trong nhat ky. Céc
giai phap NAT cép d6 nha cung cap dich vu phai cung cap cac ky thuat nang cao dé
giam khéi luong nhat Ky, chang han nhu phan chia cong, ghi nhat ky bang khong va
ghi nhat ky gon nhe ciing nhu loc dé cung cap thong tin chi tiét c6 lién quan, cé thé
hanh dong.

Bdo mdt — Rat quan trong ddi véi viéc trién khai CGNAT 14 yéu cau vé bao mat va
phong tha chuy@n sau cu thé chdng lai cac cudc tin cong nhu cac cudc tin cong tir
chéi dich vy phan tan (DDoS) duoc nham muc tiéu vao nhém CGNAT.

Han ngach ngwoi ding - Kha ning quan tri vién giéi han sé luong céng TCP va
UDP c6 thé dugc sir dung boi mot thué bao 1a rat quan trong trong méi truong ISP
va Nha cung cdp mang di dong dé duy tri sy cong bang trong viéc chia sé tai
nguyén giita cac thué bao. Néu khong duoc quan ly, két ndi cho nhitng thué bao,
khach hang cd thé dé dang bi xam pham bai nhitng ké tan cong bén ngoai.

Cac nha cung cap dich vu can thuc hién chién lugc dich dia chi mang bao gom ca

ké hoach ngan han dé giai quyét viéc duy tri phan bé dia chi IPv4 hién c6 va ké
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hoach dai han dé chuyén dbi lién mach sang co s& ha ting IPv6. Didu nay doi hoi
mot giai phap cung cip mot tap hop manh mé cac kha nang Dich dia chi mang cap
nha cung cap dich vu va giai quyét toan bo vong doi cua qua trinh chuyén ddi tur
IPv4 sang IPVG.

2.3 Mot s6 dong thiét bi dé thwe hién giai phap CGNAT tai cac ISP

Pé trién khai giai phap CGNAT tai c4c ISP, cac hang thiét bi thuong duoc st dung
nhu Huawei, Juniper, Cisco [9], [10].

Thiét bi Huawei:

Hinh 2-8: Huawei MEG0 Series

Dong MEG0 la mot loat cac cong diéu khién da dich vu - mot loai May chu truy cap
tir xa bang thong rong (BRAS) - duoc Huawei phat trién dé phuc vu nhu mot nén
tang cho viéc quan ly va truy cap théng nhat cia nguoi ding va phi hop nhit cho
céc nganh nhu phat thanh truyén hinh, truyén hinh va giéo duc. Dya trén nén tang
2T, dong san pham nay dinh tuyén dung luong 16n (480G) cong véi dich vu NAT
dung luong lon (160G)

CO thé trién khai NAT vai chat luong tt véi cac dich vu sau:

Web Authentication:

Trong giai phap xéac thuc Web, mot dia chi duoc cp cho ngudi dung dé truy cap
trang web cong thong tin. Sau khi nguoi ding nhap tén nguoi dung va mat khau
dang nhap, may cha RADIUS xéc thuc may khach. Néu xac thyc thanh céng, may

khach y8u cau mot dia chi khac dé nguoi ding truy cap vao mang bén ngoai. Khi
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ngudi dung can chuyén sang ché do ngoai tuyén, ung dung khach ciing bat dau mot
y&u cau ngoai tuyén
BoD
Bing thong theo yéu cau (BoD) la mot dich vy gid tri gia ting c6 tinh niang phan bd
bang théng dong. Khi nguoi ding can diéu chinh biang thong di ding ky, ho c6 thé
tu dong kich hoat hoac huy kich hoat dich vu BoD thong qua may chu Portal. Theo
cach nay, cac bang thong da ding ky duoc thay d6i dong ma khong can su can thiép
cua céc nha khai thac.
DDA
Destination address accounting (DAA) thuc hién tinh toan phan biét, gigi han ty 1é
va lap lich vu tién dya trén dia chi dich luu luong truy cap.
DAA c6 thé dugc sir dung trong cac tinh hubng sau trong NAT444:
DAA dugc str dung dé thay doi loai dich vu va nhom ngudi ding ciing duoc thay
d6i twong ung.
DAA duoc sir dung dé ting téc bing thong, vdi nhom ngudi ding khong bi thay
d6i. Thay vao d6, bing thong cia nguoi ding duoc didu chinh bang cach sir dung
mau dich vu DAA.
Enhanced dynamic service gateway (EDSG)
Cong dich vu dong nang cao (EDSG), mot cai tién cho DAA, xac dinh doc 1ap mot
phan luu lugng truy cap cia ngudi dung va thyuc hién gidi han toc dg, tinh toan va
quan 1y doc lap cho luu lugng truy cap.
Cdu hinh CGNAT trén thiét bi Huawei
Bat chirc ning chuyén tiép goi IPv6:

<CGN> system-view

[CGN] ipv6
Pit ché d6 chon bang bam thanh ché d6 bam dua trén dia chi nguon:

[CGN] firewall hash-mode source-only
Dinh cau hinh dia chi IP cho giao dién va thém giao dién vao ving bao mat:

[CGN] interface GigabitEthernet 1/0/0
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[CGN-GigabitEthernet1/0/0] ip address 1.1.1.1 255.255.255.0
[CGN-GigabitEthernet1/0/0] quit

[CGN] firewall zone untrust

[CGN-zone-untrust] add interface GigabitEthernet 1/0/0
[CGN-zone-untrust] quit

binh ciu hinh chinh sach bao mat. Dinh cau hinh chinh sach bao mat chinh sach 1

cho phép guri cac goi tir mang riéng dén mang cong cong:
[CGN] security-policy
[CGN-policy-security] rule name policyl
[CGN-policy-security-policyl] source-zone trust
[CGN-policy-security-policyl] destination-zone untrust
[CGN-policy-security-policyl] destination-address 1.1.1.0 24
[CGN-policy-security-policyl] destination-address 5000:: 64
[CGN-policy-security-policyl] action permit
[CGN-policy-security-policyl1] quit

Céu hinh NAT d¢ dich dia chi IPv4 riéng cia nha cung cap dich vu thanh dia chi

IPv4 cong khai:
[CGN] nat address-group addressgroupl
[CGN-address-group-addressgroupl] mode pat
[CGN-address-group-addressgroupl] route enable
[CGN-address-group-addressgroupl] section 1 1.1.2.1 1.1.2.5
[CGN-address-group-addressgroupl] port-block-size 256
[CGN-address-group-addressgroupl] quit

binh ciu chinh sach NAT:
[CGN] nat-policy
[CGN-policy-nat] rule name policy nat_1
[CGN-policy-nat-rule-policy_nat_1] source-zone trust
[CGN-policy-nat-rule-policy_nat_1] destination-zone untrust

[CGN-policy-nat-rule-policy nat_1] source-address 10.1.1.0 24
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[CGN-policy-nat-rule-policy_nat_1] action  source-nat  address-group
addressgroupl
[CGN-policy-nat-rule-policy _nat_1] quit
[CGN-policy-nat] quit
Thiét bi Juniper:
Hé diéu hanh Junos cho phép ngudi ding trién khai va mé rong cac giai phéap
CGNAT (NAT quy mé 16n) caa ho dya trén loai giao dién dich vu dwoc sir dung dé

trién khai.

PR

Hinh 2-9: Juniper MX Series

Nén tang dinh tuyén chung MX960 5G la mét bo dinh tuyén canh duoc téi wu hoa
Ethernet. B dinh tuyén MX960 cho phép mét loat cac tng dung va dich vu danh
cho doanh nghiép va dan cu, bao gdm dich vu VPN va truyén tai toc d6 cao, dich vu
nhiéu nguoi s dung bing thong rong thé hé tiép theo, Internet téc do cao, chic
nang CGNAT.

Khung MX960 cung cip kha nang dy phong va kha niang phuc hoi. Hé théng phan
ctng hoan toan du phong, bao gdm bo ngudn, khay quat, Pong co dinh tuyén va
Bang diéu khién cong tac.

B6 dinh tuyén MX960). Ba bd dinh tuyén c6 thé duoc xép chong 1én nhau trong
mét gia. Bo dinh tuyén cung cap 14 khe cim c6 thé chta 11 hoic 12 B tap trung

cong day dic (DPC) hoic Bo tap trung cong mo-dun (MPC), sau Bo tap trung PIC
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linh hoat (FPC) va hai Bang diéu khién chuyén mach (SCB) trong ciu hinh khéng
du phong.
Bo6 dinh tuyén MX960 cung cap cdng suat két cu chuyén mach tong hop 1én dén
10,56 Tbps, véi thong luong toe do duong truyén trén 264 coéng Ethernet 10-
Gigabit, 22 c6ng 100-Gigabit Ethernet va 44 cong 10-Gigabit Ethernet va 66 cong
40-Gigabit Ethernet .
Nén tang dinh tuyén da ning MX960 hd trg SDN di duoc chang minh trong nha
cung cap dich vy, mang céap, di dong va trung tam dix liéu I6n nhat thé gigi. Cung
cap dung luong hé théng 1én dén 12 Tbps, vai su hd tro cho cac giao dién 10GbE,
40GbE, 100GbE va 400GbE mat do cao.
MultiServices Denser Port Concentrator (MS-DPC) — Goéi dich vu 16p 3 dugc su
dung dé cau hinh NAT cho cac PIC dich vy thich tng MS-DPC. Can phai cau hinh
goi dich vu 16p 3 trudc khi thuc hién NAT trén MS-DPC. Giai phap nay cung cap
chtrc nang NAT cho cac dong MS-DPC, MS-MPC va MS-MIC.
Cdu hinh CGNAT trén thiét bj Juniper:
juniper@HNI-CGNAT1_REO> show configuration services | no-more
service-set CGNAT {
inactive: syslog {
mode stream;
source-address 123.29.4.29:
stream SYSLOG_CGNAT {
category session-open;
category session-close;
host {
123.29.11.91;
port 514,
log-tag HNI-CGNAT-01;
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b
service-set-options {
inactivity-non-tcp-timeout 300;
session-timeout 86400;
max-sessions-per-subscriber 2048;
tcp-session {
tcp-tickles 3;
inactivity-tcp-timeout 1800;

ignore-errors tcp;

}
nat-rule-sets CGNAT-RULE;

next-hop-service {
inside-service-interface ams0.10;

outside-service-interface ams0.20;

b
nat {

source {
pool TNN-PUBLIC {
address {
14.191.28.0/24;
14.191.29.0/24;

¥

port {
automatic {

random-allocation;
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mapping-timeout 120;
rule-set CGNAT-RULE {
rule TNN-ALG {
match {
source-address-name TNN-PRIVATE;
application [ junos-sip junos-pptp junos-ftp junos-rtsp junos-traceroute
junos-icmp-all junos-ike junos-dns-udp junos-dns-tcp J;
¥
then {
source-nat {

pool {
TNN-PUBLIC;

}
mapping-type address-pooling-paired;

}
rule TNN-INTERNET {

match {

source-address-name TNN-PRIVATE;
b
then {

source-nat {

pool {
TNN-PUBLIC;

}
mapping-type address-pooling-paired;
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b
address-book {

global {
address TNN-POOL2-PRIVATE 113.188.192.0/19;
address-set TNN-PRIVATE {
address TNN-POOL1-PRIVATE;
address TNN-POOL2-PRIVATE;

}

Thiét bi Cisco:

Déi voi thiét bi Cisco, cac dong thiét bi can chay hé diéu hanh Cisco 10S XR
software Release 3.9.1 hoic cao hon dé cung cap chirc ning CGNAT.

Vi du dong san pham Cisco ASR 1000 Router series:

Hinh 2-10: Cisco ASR 1000 Router series
Ddi véi thiét bi Cisco, CGN dugc kich hoat trén mode toan cuc. Cau hinh NAT cii

phai duoc x6a trudc khi bat CGN. Tinh ning gi dugc bat bang lénh:



31

ASR1000(config)# ip nat settings mode cgn
2.4 Két luan chwong 2

Trong chuong nay da trinh bay vé khai niem CGNAT, ky thuat trién khai
CGNAT tai nha cung cip dich vu. Phan tich nhitng ki thuat NAT 444, nhitng dich
vu khéng anh huong, nhirng dich vu ¢6 kha nang bi anh huong. Phan tich nhiing luu
y can quan tam khi trién khai hé thdng CGNAT nhu Hiéu suat thiét bi, kha nang sin
sang, kha nang quan Iy tap trung, kha nang bao mat hé cia hé théng cling nhu
phuong phép quan tri rai ro dé dam bao an toan mang lugi khi trién khai hé théng.
Trong chuong 2 ciing da gigi thiéu mot sé hang thiét bi duoc cac nha cung cap dich
vu Vién thdng, céng nghé thng tin co thé sir dung trén mang dé cung cp chiic ning
CGNAT nhu Huawei, Juniper, Cisco.
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CHUONG 3 TRIEN KHAI CGNAT TRONG MANG BANG
RONG CO PINH CUA VNPT

3.1  Giai phap trién khai CGNAT trong mang VNPT

Muc dich trién khai CGNAT trong mang VNPT

Hé théng CGNAT duoc trién khai nham muc dich giai quyét van dé can kiét dia chi
IPv4 public cip cho thué bao Internet trong khi hién nay céc dich vu/tng dung st
dung IPv4 van con pho bién.

Phwong an trién khai

M@ hinh két néi

Mang bang rong VNPT dugc to chirc thanh 3 ving 16n. Ha Noi, Thanh phé. Ho Chi
Minh, Ba Néng va can thuc hién trién khai ca 03 vung.

Thiét bi CGNAT trong mdi viing phuc vu thué bao Internet caa céac tinh/Thanh phé
thudc ving do, khong du phong gitta cac vung dé giam mic do phutc tap dinh tuyén
lrulugng, tranh xung dot dia chi IP.

Céc thiét bi CGNAT trong mdi ving ¢am bao du phong cho nhau.
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Hinh 3-1: Két ndi thiét bi CGNAT tai ving Ha Noi
C4c thiét bi CGNAT duoc quy hoach va gén truc tiép vao mién PE tai Ha Noi, tur

thiét bi PE s& két ndi vao Router core P Ha Noi dé di vao mang Internet.

Hinh 3-2: Két ndi thiét bi CGNAT tai viing thanh phé Hd Chi Minh
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Cac thiét bi CGNAT duogc quy hoach va gan truc tiép vao mién PE tai HO Chi
Minh, tir thiét bi PE s& két néi vao Router core P H5 Chi Minh dé di vao mang

Internet.
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Hinh 3-3: Két ndi thiét bi CGNAT tai viing Pa Niing
Cac thiét bi CGNAT duoc quy hoach va gén truc tiép vao mién PE tai Ba Néng, tir
thiét bi PE sé& két ndi vao Router core P Da Nang dé di vao mang Internet.

Cac vung duoc két ndi v6i nhau nhu Hinh 3-4: Két ndi cac ving
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e Ao MANE che Bw/TE
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ittt aide B 5P verg Aot Da Nang

Hinh 3-4: Két néi CGNAT tai 3 viing
Ba ving duoc két ndi voi nhau boi cac P tai, Ha Noi, Pa Ning, Thanh phé Ho Chi
Minh.
Cép dia chi IP cho thué bao
Thué bao CGNAT duoc cép dia chi IP theo mé hinh dual-stack, nhan dong thoi dia
chi IPv4 private va dia chi IPv6.
M6 hinh lwu lweng dich vu
Dich vu Internet
Luu luong IPv4 private duoc truyén tai qua thiét bi CGNAT dé thuc hién NAT
[Pv4 private thanh IPv4 public trudc khi ra Internet 1PvA4.
Luu lugng IPv6 dugc truyén tai truc tiép v6i Internet IPv6 nhu moé hinh dualstack
hién nay VNPT dang trién khai.
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MyTV OTT

Hinh 3-6: M6 hinh dich vu Internet tai cac tinh/Thanh phé

Két néi véi Google Cache, MyTV OTT:
Khi thyc hién trién khai CGNAT trong mang, diéu rat can quan tam 1a dinh tuyén
cac luu luong khong can thiét phai di qua CGNAT dé tranh anh hudng dén nang luc
CGNAT va chit luong dich vu cua khach hang. Nhu ddi voi cac dich vu IPv,
Google Cache, MyTV OTT.
Luu lugng IPv4 private va IPv6 duoc truyén tai truc tiép vai cac hé thong Cache.
Luu lugng IPv4 private duoc truyén tai truc tiép véi hé théng MyTV OTT.
Trién khai cac két ndi dé xu 1y hudéng tuyén cho céc dich vy nay can trién khai nhu
sau:

~ Phan tach luu lugng MyTV OTT

- Phan tach luu lugng IPv6

- Phén tach luu luong dén cac Cache
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Hinh 3-7: M6 hinh két néi Google Cache, MyTV OTT tai Ha Ngi, thanh phé Hé Chi
Minh
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Hinh 3-8: M6 hinh két ndi Google Cache, MyTV OTT tai cé4c tinh/Thanh phé
K& hoach thuc hién:
Giai doan 1: Trién khai nhanh dé giai phong dia chi IPv4 public phuc vu phét trién

thué bao FiberVNN mai.
Giai doan 2: Trién khai toan mang.
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3.2 Cai dat thuc hién.
Giai doagn 1:
Thuc hién nhanh trong giai doan dau trién khai CGNAT dé giai phong khoang
100.000 dia chi IPv4 public phuc vu phét trién thué bao FiberVNN mdi.
Han ché tac dong dén mang ludi, thiét bi ONT (két cudi mang quang), khéng anh
huong dén chat lwong dich vu dang cung cap cho thué bao.
Cac bo phan k¥ thuat phdi hop thyc hién thuan loi, thoi gian trién khai nhanh
Phuong an thuc hién:
Phan bo tam thoi 01 dai dia chi IPv4 public danh cho thué bao NAT (tam goi 1a dia
chi "IP before NAT").
ONT (két cudi mang quang), cua thué bao NAT dugc BRAS/BNG cap "IP before
NAT", vé ban chat chinh 14 dia chi IPv4 public nén khéng anh huéng dén hoat dong
binh thuong ciaa ONT hién tai.
Thiét bi CGNAT thuc hién NAT "IP before NAT" thanh IPv4 public thong thudng
dé két ndi ra Internet.
Dai dia chi "IP before NAT" duoc st dung lai ¢ cac viing ma khong gay xung dot
dia chi va tiét kiém tai nguyén.
Dia chi va luu luong IPv6 dugc cap phét, truyén tai nhu mé hinh hién nay.
Cac buac thuc hién
- Quy hoach dia chi "IP before NAT", IPv4 public trén CGNAT
- Khai béo dai dia chi "IP before NAT" trén cac BRAS/BNG cung cip cho
thué bao NAT tai mot sé tinh thanh phé.
- Ra so4t CSDL sb luong thué bao va cac goi cude ki thuat cua céc thué bao
dé lya chon thué bao chuyén sang NAT:
- Chi chuyén cac thué bao Fiber16 str dung IP dong (khdng chuyén IP tinh)
- Théng ké danh séch céc thué bao theo tinh/TP (dé chuyén theo timg budc
tranh anh huong dién rong).

- Cau hinh thiét bi mang cung cap IPpool va VRF cho thué bao Fiber16.
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- Tao céc profile trén VISA, hé théng DPHSXKD,.... twong tng voi cac profile
cua goi Fiber16 (nhung thém thong tin CGNAT: Pool-IP va VRF).

- Cap nhat/diéu chinh hé théng VISA, CSDL, hd trg cung cap dich vu cho thué
bao NAT.

- C4u hinh thiét bi mang thuc hién NAT.

- Thu nghiém chuyén khoang 10 thué bao dé danh gia chat luong dich vu.

- Luya chon, chuyén d6i dan dan cac thué bao FiberVNN goi cudéc thap, dich

vu don gian tai 05 tinh/TP sang st dung NAT.

Muc tiéu giai phdng khoang 100.000 dia chi IPv4 public.

Giai dogn 2: Trién khai toan mang

Pham vi trién khai:

Trién khai trén toan mang, quy mo trién khai tai ting tinh/Thanh phé cin c tinh
hinh phét trién dich vu thuc té.

Muc tiéu:

- Hoan thién hé théng k¥ thuat: ONT, CGNAT, céc hé théng CNTT hd tro.

- Hoan thién quy trinh cung cap dich vy, hd trg khach hang, xi 1y su ¢6

- Trién khai giai phap CGNAT toan trinh.

- Pap ung cung cap dich vu cho khoang 1.400.000 thué bao, phan b sé lugng thué
bao qua CGNAT tai 03 vung.

Phuong an:

- Quy hoach dai dia chi IPv4 private va IPv4 public danh cho thué bao NAT.

- ONT (két cudi mang quang), cua thué bao NAT duoc BRAS/BNG cip IPv4
private.

- Thiét bi CGNAT thyc hién NAT dia chi IPv4 private thanh dia chi IPv4 public dé
két ndi ra Internet.

- Dai dia chi IPv4 private duoc sir dung lai ¢ cac ving ma khong gdy xung dot dia

chi va tiét kiém tai nguyén.
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- Dja chi va luu luong IPv6 dugc cip phat, truyén tai tir thiét bi dau cudi, dén cac
router hd trg IPv6 trong mang core, di vao cac bang dinh tuyén IPv6 va ra ngoai
internet.
Cac buadc thuc hién
- Quy hoach dia chi IPv4 public trén cac node CGNAT.
- Quy hoach dia chi IPv4 private cap cho thué bao NAT tai cé4c tinh/TP.
- Quy hoach dia chi IPv6 cho thué bao NAT dé thuan tién cho viéc quan Iy,
phan biét vai thué bao FiberVNN khac (néu can).
- Cap nhat firmware ONT cho phép nhan dai dia chi IPv4 private NAT trén
giao dién WAN cua ONT.
- Cap nhat firmware ONT cho phép nhan dai dia chi IPv4 private trén giao
dien WAN ctua ONT phuc vu cac hé thong quan ly
- Trén giao dién WAN ONT, chan cac dai dia chi IPv4 public khéng phai cta
VNPT va chan céc dai dia chi IPv4 private ngoai cac dai quy hoach.
- Phuong 4n két ndi cac node CGNAT véi mang VN2, dinh tuyén luu luong
gitra CGNAT vai Google Cache, MyTV CDN.
- Phuong an phan tai thué bao, du phong sy co gitta cac node trong 1 cum
CGNAT.
- Danh gia hoat dong cua ONT va chat luong dich vu khi ONT nhan dia chi
IPv4 private trén giao dién WAN.
- Theo ddi chat lwong dich vu, tong hop cé4c tinh hudng, su ¢ k¥ thuat, c6 thé
xay ra dé luu y hudng dan cac don vi khi trién khai thuc té trén mang ludi.
- Hoan thién firmware (néu can).
Cau hinh trén thiét bi Juniper MX960 dong vai tro CGNAT
juniper@HNI-CGNAT1_REO> show configuration services | no-more | display set
set services service-set CGNAT syslog mode stream
set services service-set CGNAT syslog source-address 123.29.4.29
set services service-set CGNAT syslog stream SYSLOG_CGNAT category session-

open
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set services service-set CGNAT syslog stream SYSLOG_CGNAT category session-
close

set services service-set CGNAT syslog stream SYSLOG_CGNAT host
123.29.11.91

set services service-set CGNAT syslog stream SYSLOG_CGNAT host port 514

set services service-set CGNAT syslog stream SYSLOG_CGNAT host log-tag
HNI-CGNAT-01

deactivate services service-set CGNAT syslog

set services service-set CGNAT service-set-options inactivity-non-tcp-timeout 300
set services service-set CGNAT service-set-options session-timeout 86400

set services service-set CGNAT service-set-options max-sessions-per-subscriber
2048

set services service-set CGNAT service-set-options tcp-session tcp-tickles 3

set services service-set CGNAT service-set-options tcp-session inactivity-tcp-
timeout 1800

set services service-set CGNAT service-set-options tcp-session ignore-errors tcp

set services service-set CGNAT nat-rule-sets CGNAT-RULE

set services service-set CGNAT next-hop-service inside-service-interface ams0.10
set services service-set CGNAT next-hop-service outside-service-interface ams0.20
set services nat source pool TNN-PUBLIC address 14.191.28.0/24

set services nat source pool TNN-PUBLIC address 14.191.29.0/24

set services nat source pool TNN-PUBLIC port automatic random-allocation

set services nat source pool TNN-PUBLIC mapping-timeout 120

set services nat source rule-set CGNAT-RULE rule TNN-ALG match source-
address-name TNN-PRIVATE

set services nat source rule-set CGNAT-RULE rule TNN-ALG match application
junos-sip

set services nat source rule-set CGNAT-RULE rule TNN-ALG match application
junos-pptp
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set services nat source rule-set CGNAT-RULE rule TNN-ALG match application
junos-ftp

set services nat source rule-set CGNAT-RULE rule TNN-ALG match application
junos-rtsp

set services nat source rule-set CGNAT-RULE rule TNN-ALG match application
junos-traceroute

set services nat source rule-set CGNAT-RULE rule TNN-ALG match application
junos-icmp-all

set services nat source rule-set CGNAT-RULE rule TNN-ALG match application
junos-ike

set services nat source rule-set CGNAT-RULE rule TNN-ALG match application
junos-dns-udp

set services nat source rule-set CGNAT-RULE rule TNN-ALG match application
junos-dns-tcp

set services nat source rule-set CGNAT-RULE rule TNN-ALG then source-nat pool
TNN-PUBLIC

set services nat source rule-set CGNAT-RULE rule TNN-ALG then source-nat
mapping-type address-pooling-paired

set services nat source rule-set CGNAT-RULE rule TNN-INTERNET match
source-address-name TNN-PRIVATE

set services nat source rule-set CGNAT-RULE rule TNN-INTERNET then source-
nat pool TNN-PUBLIC

set services nat source rule-set CGNAT-RULE rule TNN-INTERNET then source-
nat mapping-type address-pooling-paired

set services nat source rule-set CGNAT-RULE match-direction input

set services address-book global address TNN-POOL2-PRIVATE 113.188.192.0/19
set services address-book global address-set TNN-PRIVATE address TNN-POOL1-
PRIVATE
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set services address-book global address-set TNN-PRIVATE address TNN-POOL2-
PRIVATE

3.3 Danh gia tinh hiéu qua cua giii phap

Thuc hién giai phap CGNAT, VNPT da thuc hién giai phong dugc khoang
1.400.000 dia chi IPv4. Cac hudng luu Iugng IPv6, Google Cache dugc dam bao,
khdng xay ra hién twgng suy giam chat luong do dugc di theo hudéng tuyén khéc.

- Luu luong IPv6 duoc khai bao trong sudt khi di qua CGNAT bang céach cau hinh
tai route tai PE tinh.

- Luu lugng IPv4 GGC dugc khai bao trong sudt khi di qua CGNAT bang céch cau
hinh tai route tai PE tinh.

- Luu luong IPv4 con lai, bao gom ca luu lugng MyTV OTT duoc dich dia chi
mang qua cac thiét bi CGNAT.

IPv4 private

T T .
IPv4 pnvate bypass

" Google Cache

Hinh 3-9: Huéng di ctia cac lwu lwgng cac thué bao CGNAT

Trong giai doan chuyén d6i mang sang IPv6, khdng phai tit ca cac té chirc, khéch
hang sin sang thuc hién duoc viéc chuyén doi, chinh vi vay song hanh cung véi
khéch hang, cac nha cung cip dich vy, giai phap trién khai dé dam bao duogc viéc

van cung cap IPv4 cho khach hang va hd trg khach hang dan chuyén d6i sang IPv6.



44

3.4 Kétluan chwong 3
Trong chuong nay da trinh bay vé giai phép trién khai CGNAT trong mang bing
rong cb dinh cia VNPT

- Phan tich rd ké hoach, phuong phap trién khai

- M@ hinh dich vu lién quan sau trién khai.

- Phén tich rd tirng giai doan thuc hién.

- Muc tiéu caa mdi giai doan.

Pua ra cach cai dit cho céc thiét bi CGNAT tai c4c ving.
Tong két danh gia lai giai phéap trién khai CGNAT.
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KET LUAN

Nhu cau st dung hé thdng mang ngdy cang gia ting, khong gian dia chi IPv4
bit dau bi giéi han. Giai phap dua ra 1a thiét ké lai dinh dang dia chi IP, cho phép
nhiéu dja chi IP hon nita (cu thé 1a IPv6). Tuy nhién giai phap nay van dang kho
khan trong qua trinh trién khai tai nhitng md hinh mang thuc té caa céc to chuc
doanh nghiép ciing nhu cac ho gia dinh. Do dé giai phap tét nhat 13 sir dung dén ky
thuat NAT.

NAT tai mac nha cung cap dich vu 1a mot giai phap kha thi. Tén ky thuat cua
CGNAT dé cap dén cach hoat dong caa cong nghé, ngudi ding cudi duoc chi dinh
mot dia chi IP khéng thé dinh tuyén cong khai ma di qua mot mang trung gian duoc
diéu hanh boi nha cung cip bang théng rong. Piéu ndy cho phép cac mang cua
khach hang (v6i khong gian dia chi mang noi bo cua riéng ho) dinh tuyén qua nhom
dia chi IPv4 Internet cong cong cua ISP dé truy cap Internet. Bang céch chia sé dia
chi IP cdng cong cho nhiéu dia chi IP riéng. Do d6, NAT di trg thanh mot giai phép
quan trong dé kéo dai thoi gian st dung dia chi IPv4 va chuyén d6i thanh cong sang
IPv6. Céac nha cung cip bang thong rong trén toan thé gidi hién dang trién khai
NAT dé chia s¢é mot dia chi IP toan cau duy nhat giita nhiéu nguoi dang ky.

Luan van da thuc hién nghién ctu:

- Viéc chuyén doi toan bd sang dia chi IPv6 mang lai rai ro dang ké cho to
chtc trong viéc mat lién lac va mat doanh thu ciing nhu khach hang tiém
nang. Can than trong 1a bat dau 1ap ké hoach cho twong lai. Mic du vay, viéc
thyc hién nhiém vu nay van doi hoi thoi gian va nd luc tir phia td chtrc. Mang
phai dugc phan tich va lap ké hoach cho mang IPv6. IPAM c6 thé hd trg viée
nay bang cach st dung mot sb cong cu ty dong.

- Trong giai doan chuyén dbi nay, khong phai tat ca cac to chic, khach hang
san sang thuc hién dwgc viéc chuyén dbi, chinh vi vay song hanh cling véi

khach hang, cac nha cung cip dich vu can cd nhitng giai phap trién khai dé
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dam bao duoc viéc cung cap dich vu cho khach hang va hd trg khach hang
dan chuyén d6i sang IPv6. Giai phap duoc cac nha cung cap dich vu Vién
thdng — Codng nghé thong tin trién khai d6 1a CGNAT (Carrier Grade
Network Address Translation).

- Trinh bay vé khai niém CGNAT, k§y thuat trién khai CGNAT lai nha cung
cap dich vu. Phan tich nhitng ki thuat NAT 444, nhitng dich vu khéng anh
huong, nhitng dich vu c6 kha ning bi anh huéng ciing nhitng luu ¥ can quan
tam khi trién khai hé thong CGNAT nhu Hiéu suat thiét bi, kha ning sin
sang, kha nang quan Iy tap trung, kha ning bao mat hé caa hé thdng ciing
nhu phuong. Trong chuong 2 ciing di gidi thieu mot s6 hang thiét bi duoc
cac nha cung cap dich vu vién théng, cong nghé théng tin c6 thé str dung trén
mang dé cung cap chirc ning CGNAT nhu Huawei, Juniper, Cisco.

- Giai phap trién khai CGNAT trong mang bang rong ¢o dinh cua VNPT
Phan tich rd ké hoach, phwong phap trién khai. M6 hinh dich vy lién quan
sau trién khai. Phan tich rd timg giai doan thuc hién. Muc tiéu cua mdi giai
doan. Pua ra cach cai dit cho céc thiét bi CGNAT tai cac ving.Tong két
danh gia lai giai phap trién khai CGNAT.

Tuy nhién, do viéc trién khai CGNAT méi bit dau duoc thuc hién, viéc danh gia
duoc két qua thuc hién co dat dugc muc tiéu dé ra vé dam bao chat lwong dich vu
khong, toi s& tiép tuc tim hiéu va nghién ctru, danh gia lai trong thoi gian trién khai

1 ndm t6i day dé tiép tuc hoan thién nghién ciru cua minh.
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