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MO DAU

1. Ly do chon dé tai.

Cach mang cong nghiép 4.0 mang dén rat nhiéu nhitng thay doi nhanh chong vé cong
nghiép trén toan thé gidi, dic biét 1a mé ra cac cong nghé cua twong lai. Mot trong sb cac
cong nghé dugc phat trién rit manh trong cach mang coéng nghiép 4.0 1a Internet van vat
(Internet of thing — IoT). Cac thiét bj IoT c6 ddc diém 14 han ché vé tai nguyén, ning luc xir
ly thép va bd nhé nhd. Sy thiéu hut cic co ché va tiéu chuin bao mat din dén rat nhiéu 15
héng trén thiét bi IoT duoc khai thac. Mot trong s6 céc kich ban tan cong phé bién 14 ké tan
cong s€ su dung cac thiét bi IoT kiém soat duoc tré thanh mot phﬁn ctua mot IoT botnet. Do
do, viéc dam bao an toan thong tin cho cac thiét bi IoT d3 va dang 1a mét chu dé duoc nghién
ctru rat nhidu trén thé gidi.

Hé thong phat hién va canh bio ma doc IoT Botnet di va dang duoc phat trién boi cac
nha nghién ciru cling nhu cac hing san xuat phan mém/phan cing trén thé giéi. Trong d6 TS.
Ngb Quéc Diing dd dwa ra mot giai phap hé thdng gom tién xir 1y, xtr 1y, phat hién canh béo
va ngan chin cac cudc tin cong mang nham vao céac thiét bi IoT ¢& nhé phi hop vai cac thiét
bi IoT phd bién tai Viét Nam.
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Mo hinh tong quan hé thong tw dong phat hién, canh bédo va ngan chdn tan cong mang
nham vao cdc thiét bi IoT c& nhé sir dung mang ludi tdc tir thong minh.

Bai toan dit ra khi trién khai hé thong 13 tai mot mang ndi bo, néu mot IoT-Analyzer bi
qua tai thi mang ndi bd n6 chiu trach nhi¢m s€ co6 nguy co mét an toan bao mat. Do d6 can ¢o
co ché xir 1y khi mot IoT-Analyzer qua tai va dua ra hudéng giai quyét dwa vao cac IoT-
Analyzer khac khong bi qua tai. Bang huéng nghién ciru ndy, hoc vién da chon dé tai “Nghién
ciru xdy dwng gidi phdp phén tin dong trong hé thong phan tich mi dong IoT Botnet dwa
trén KAFKA va KSQL” nham cai thién nhuoc diém cta hé thong.

2. Téng quan vé dé tai nghién ciru.
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Hién nay, c6 rat nhiéu cic nghién cru va khao sat vé hé thong xur 1y phan tin nham tang
hi€u qua cua viéc xu 1y dir liéu. HARUNA ISAH va cong su [1] da trinh bay nghién ctru so
sanh vé cac khung phan tich va xir 1y ludng dir lidu phan tan va danh gia quan trong vé cac
khung xir Iy ludng dit liéu phan tan ma ngudén mo dai dién (Storm, Spark Streaming, Flink,
Kafka Streams) va mi ngudén thwong mai (IBM Streams). Supun Kamburugamuve va
Geoffrey Fox [2] da dua ra danh gia mot hé thong xtr Iy ludng truc tuyén trén hai khia canh
doc 1ap. Khia canh thtr nhét, c6 mot API 1ap trinh dé phat trién cac tng dung xt 1y ludng truc
tuyén va khia canh con lai 12 c6 mét cong cu thuc thi thuc thi img dung xir Iy ludng truc tuyén.

Céc chuong trinh ma nguén mo phd bién dé xtr 1y ludng dit liéu trén thé gidi nhu Apache
Spark, Apache Flink, Apache Kafka. Apache Kafka 1a mot nén tang xur 1y ludng truc tuyén
phan tan. Kafka hd tro cho nhiéu kiéu xir 1y ludng, gitp giai quyét cac van dé khé khin ma
g dung gip phai: xir Iy dit liéu khong theo thir tu, xir 1y lai dau vao khi thay d6i ma, thuc
hién tinh toan trang thai, v.v. KSQL 14 cong cu xir 1y ludng cho phép xtr 1y dit liu thoi gian
thuc dua trén Apache Kafka.

3. Muc dich nghién ctru.

Nghién ctru va xdy dung giai phap phan tan dong dua trén nén tang cac cong nghé mdi,
cu thé 1a Kafka va KSQL nham t6i vu hoa kha nang phan tich va phat hién ma doc IoT Botnet.

4. P6i twong va pham vi nghién ciru.

- Péi tuong nghién ctru: Hé thdng xtr Iy phan tan dong trén nén tang cong nghé Kafka,
KSQL...

- Pham vi nghién ctru: Hé thong phan tich ma doc IoT Botnet.

5. Phwong phap nghién ctru.

- Phuong phap nghién ciru Iy thuyét: Phan tich va tong hop céc tai liéu lién quan dén dé
tai. Phan loai va hé théng hod 1y thuyét cac két qua nghién ctru hién tai nhu bai béo, két qua
nghién ciru khoa hoc vé phén tan dong, phén tich va phét hién ma doc IoT botnet.

- Phuong phap nghién ctru thuc tién: Str dung phuong phap thuc nghiém khoa hoc dé
xdy dung, danh gia giai phap phén tan dong.
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CHUONG 1. COSO LY THUYET

Trong su phat trién manh mé& ctia nén cong nghiép 4.0, internet van vat la mot linh vyc
d3 va dang dugc nghién ctru va ing dung rong rii. Trong nhitng ndm gan day, sy bung nd vé
s6 lugng cua thiét bi IoT gitip con ngudi rat nhidu trong doi séng ciing nhur nhidu nganh cong
nghié¢p. Tuy nhién bén canh uu diém vuot troi vé ung dung, cac thiét bi ToT cling co6 cac dac
diém lién quan dén bao mét ma hacker c6 thé khai thac. Vé6i s6 luong thiét bi IoT ting truéng
ting ngay, viéc nghién ctru cac bién phap bao mat cho thiét bj IoT dang rat duoc quan tim
hién nay. Ngoai viéc xay dung hé théng phan tich va phat hién ma doc, t6i wu hiéu ning hé
thong dé co thé phat hién sém ma doc cling 1a mot cong viée rat quan trong. Trong chuong
nay, luan vin sé& trinh bay tong quan vé ma doc IoT botnet va mo hinh hé théng phan tich,
phat hién ma ddc IoT botnet.

Thanh phd
thong minh

Giam sat Nha théng
thién tai minh

Ung dung

cua IoT
Ludi dién
théng minh

Nha may Trang trai
théng minh théng min

Hinh 1.1: Ung dung ciia IoT trong thuc té

1.1 Tong quan ma doc loT Botnet
1.1.1 Cac khai niém trong IoT

Hién nay khai niém vé IoT c6 rat nhiéu cach giai thich khac nhau dugc cac t chirc
dua ra, mot trong cac to chirc uy tin trén thé gisi 1a Lién minh Vién thong thé gi¢i (ITU —
International Telecommunication Union) [2] d dua ra mot khai niém twong dbi hoan chinh
vé ToT. Khai niém IoT theo ITU duoc phat biéu nhu sau: “Internet of things la mét co so ha
tang mang tinh toan cau cho xd héi thong tin, mang dén nhitng dich vu tién tién bang cdch
két néi cac “do vat” (ca vat ly lan do) dua trén sy {on tai ciia thong tin, dua trén kha nang
twong tac ciia cdc théng tin dé va dwa trén cdc cong nghé truyén théng. Théng qua viéc khai
théc kha nang nhdn biét, thu thdp xir Iy dit liéu, cong nghé cdc hé thong IoT tdn dung moi thir
dé cung cdp dich vu cho tdt ca cdc logi vng dung khéc nhau, dong thoi bao dam tinh bao mdt
va quyén riéng tw”. Trong khuon kho luan van va phut hop véi noi dung nghién ciru, hoc vién
dua ra khai niém thiét bi IoT nhu sau:

Pinh nghia 1: Thiét bi IoT 1a nhiing thyuc thé vat Iy hodc 4o hoa da kién truc, c6 cac
dic diém cu thé nhu tai nguyén han ché, nho gon dé phuc vu muc cac dich khac nhau, c6 kha
nang xur 1y dir liéu, két ndi va chia sé thong tin vé6i cac thuc thé khac.



a) Kién truc cia loT

Ké tir khi nhitng nghién ctru dau tién vé IoT duoc thuc hién, kién tric ba 16p da 1a mé
hinh tong quan cho cac tng dung IoT. Lép nhan thic: Ban than cic cam bién nam trén 16p
nay. Dit li€u c6 thé duoc thu thap tu bét ky ) luong cam bién nao trén thiét bi duoc két ndi.
L6p mang: Lép mang mé ta luong 16n dir liéu dang di chuyén trong Gng dung. Lép nay két
ndi cac thiét bi khac nhau va gui dit liéu dén cac dich vu back-end thich hop.Lép tng dung:
Lé6p tmg dung 1a nhitng gi ngudi dung nhin thiy. Day co thé 1a mot tmg dung dé diéu khién
mdt thiét bi trong hé sinh thai nha thong minh hodc mot bang diéu khién hién thi trang thai
cta céc thiét bi 1a mot phén cua hé théng.
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Hinh 1.2: Cac 16p trong kién tric IoT

Physical Objects

2

Thing

Thing » Internet Gateway Edge/Fog computing

Thing

Hinh 1.3: Kién tric cia hé thong IoT theo bon giai doan

Kién triic Internet of Things duogc thé hién trong hinh 1.3 sir dung cach tiép can bon
giai doan: (1) Thiét bj (Device/Thing): Céc thiét bi nay c6 thé 13 cam bién hoic thiét b truyén
dong trong 16p nhan thirc (Perceptron). (2) Cong Internet (Internet Gateway): Cong Internet
s& nhan dir liéu tho tir thiét bi va xir 1y trude khi giri 1én dam may. (3) DPién toan bién hoic
swong mu (Edge/Fog computing): Dé xtr Iy dit liéu nhanh nhét c6 thé ma khong can dén cac
thuc thé trong dién toan dam may. (4) Pam may hoic trung tim dit liéu (Cloud or datacenter):
Céc 16p ung dung va nghiép vu nam trong giai doan nay, noi cic phin mém quan 1y c6 thé
duogc cung cap thong qua dit lidu dugce luu trir trén dam may.
b) Dic diém cia thiét bj 10T

Thiét bi IoT c6 cac tmg dung khac nhau, nén chiing ciing s& c6 rat nhiéu dic diém khac
nhau. Tuy nhién cac thiét bi IoT c6 mét sb dic diém chung duogc trinh bay trong phan nay.
Khac v6i nhitng thiét bi trén Internet thong thudng, thiét bi IoT ¢ cac diac diém nhu sau:

- Tinh khoéng dong nhat
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Tai nguyén han ché va thiét bi nho gon

Thay d6i dong
Quy m6 mé rong lén

Tinh két ndi lién thong
1.1.2 Ma dgc IoT Botnet
a) Khéi niém ma doc
Trude hét, thuat ngir ma doc ndi chung trong khoa hoc may tinh duoc Cisco [5] dinh
nghia nhu sau: “Phan mém déc hai (malware), viét tdt cia “malicious software”, dé cdp dén

bdt ky phan mém xdam nhdp nao dwoc phdt trién béi téi pham mang (thuong dwoc goi la “tin
tic”) @é danh cap dir liéu va lam hong hodc phd hity mdy tinh va hé thong mdy tinh. Vi du vé
phan mém ddc hai phé bién bao gom vi rit, sdu, vi rit Trojan, phdn mém gian diép, phan
mém qudng cdo va ransomware”.

Botnet ¢ thé duoc dinh nghia 1a mdt tap hop céc thiét bi bi xam nhdp dugc goi la bot
chay ma doc va duogc kiém soat boi quan tri vién dugc goi la botmaster. Thong thuong, mat
mang botnet bao gém ba thanh phﬁn chinh: ké tin cong; Co sé ha tﬁng ddc hai; cac bot.

b) Ma dgc 10T botnet

Ma ddc IoT botnet 1a loai ma doc duoc tin tac phat trién trén nén tang [oT. TrendMicro
[6] dua ra khai niém IoT botnet “Mang botnet loT la mot mang ludi cac thiét bi duoc két noi
voi Internet van vat (IoT), dién hinh la cdc bé dinh tuyén, dd bi nhiém phdn mem déc hai (cu
thé la phcin meém déc hai loT botnet) va roi vao tam kiém sodt ciia cdc tac nhan doc hai. Cdc
mang botnet loT duoc biét dén véi viéc dwoc sir dung ae phat dong cac cudc tan cong tur choi
dich vu (DDoS) phdn tan vao cdc thuc thé muc tiéu dé lam gian doan hoat dong va dich vu
cua ho”.

C6 nhiéu nghién ctru vé IoT botnet [9]-[11] chi ra ring IoT botnet hoat dong qua ba
giai doan chinh nhu sau:

Giai doan 1: Giai doan quét:

Giai doan 2: Giai doan lan truyén:

Giai doan 3: Giai doan tan cong:

1.2 Tong quan hé thong phan tich va phat hién ma doc IoT Botnet
1.2.1 Cac phwong phap phan tich va phat hién ma doc IoT Botnet

Hién nay, cac phuong phap phat hién ma doc duwoc nghién ciru va ap dung trén thé giéi
duogc chia thanh ba loai chinh nhu sau: (1) cac phuong phap phat hién dya trén tri tu¢ nhan
tao (Al-based), (2) cac phuong phap phat hién dya trén hanh vi (behavior-based) va (3) cac
phuong phap phat hién dya trén diu hiéu (signature-based).



Phuong phap phat hién
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Hinh 1.3: Cac phwong phap phat hién ma doc IoT botnet

Qua trinh md xé ma doc dé hiéu cach thirc hoat dong, xac dinh chirc ning, nguén goc
va tac dong tiém 4n ctia nd duoc goi la phan tich ma doc. Co6 hai cach tiép can co ban dé phan
tich ma ddc loT botnet: (1) phan tich tinh, (2) phan tich dong va (3) phan tich lai.
1.2.2 Hoc may trong phat hién ma doc IoT Botnet

Tri tué nhan tao da va dang dugc nghién ctru ing dung rong rai trong cac linh vuyc,
trong d6 c6 bao mat trong IoT. Cac phuong phap hoc may duoc ap dung dé phat hién cac
cudc tan cong sém dua trén cac dir li¢u dac trung cia hé théng hoac tap tin. Céc thuat toan
hoc may duoc chia lam 3 loai, g@)m:

- Hoc c6 giam sat (Supervised learning)

- Hoc khong gidm séat (Unsupervised learning)

- Hoc tang cuong (RL)
1.2.3 M6 hinh hé thong phan tich va phat hién ma doc IoT Botnet

O khuén kho luan van nay, hoc vién trinh bay mé hinh hé thong phan tich va phat hién
mi doc do hoc vién va nhom ciia T.S Ngo Qubc Diing da nghién ciru bao gom chi tiét vé giai
doan tién xtr 1y dir li¢u, co ché phan loai dya trén vecto tinh nang va mo hinh hoc tap cung cb
dé cai thién phat hién tan cong zero-day. Mo hinh téng quan h¢ théng duoc minh hoa tai hinh
1.7.

loT Benign

loT Botnet Detector %
1 f ELF
% System Calls Coll F“é'::f;;fg:‘"s Machine
ELF J l_ Learning Detector

I ifi
Dataset Classifier oo

Adverarial Samples laT Botnet
Generator

Learning Agent

Hinh 1.4. M6 hinh hé thong phan tich va phat hién mi déc IoT botnet
Mo hinh duoc dé xuat bao gdm nam thanh phan chinh: Bo thu thap 1énh goi hé thong
(SCC — System Calls Collector), Bo trich xuit vecto tinh ning (FVE — Feature Vectors
Extractor), BO phat hién Botnet IoT (IBD — IoT Botnet Dectector), B tao mau dbi nghich
(ASG — Adversarial Samples Generator), Tac nhan hoc tang cuong (RLA — Reinforcement
learning). Hoat d6ng ctia md hinh dugc chia thanh hai giai doan: (1) Giai doan dau tién 13 giai
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doan phan loai hoc may ma IBD sé& dugc dao tao béng cach str dung cac by phan loai hoc may
khac nhau. (2) Giai doan thr hai 1a cai thién phan loai,

1.3. Tong quan giai phap xir 1y phan tan dong

1.3.1. Cac dinh nghia vé hé théng phan tan.

Hé thé)ng phan tan hién nay dugc dinh nghia theo nhiéu céch, trong d6 c6 mot s6 dinh
nghia tuong ddi tong quat nhu cua tac gia George Coulouris va cong su [17] di dinh nghia:
“hé théng phan tan la mot hé thong trong dé cdc thanh phan phan citng hodc phan mém dwoc
két néi mang dwoc giao tiép va diéu phéi tac vu qua cdch truyén cdc message.”. Tac gia
Andrew S. Tanenbaum va cong su [18] di dua ra dinh nghia vé hé théng phan tan nhu sau:
“Mot hé thong phdn tan la mét tdp hop cdc may tinh déc ldp nhung & phia nguwoi ding cia
nhin nhdan nhu mot hé théng mach lac duy nhat.”. Qua cac dinh nghia khac nhau vé hé théng
phan tan, trong khuon kho luan vin, hoc vién dinh nghia hé thong phan tan nhu sau:

Pinh nghia 3: Hé thong phan tan 13 hé thong ma cac may tinh duoc két ndi véi nhau,
trong d6 cac tac vu dugc diéu phdi xtr Iy phan tan giita cac may va & phia nguoi dung thi nhin
nhan nhu mot hé théng déng nhat.

1.3.2 Céc thanh phin trong mot h¢ thong phan tin

Trong hé thong phan tan, viéc chia sé bd nhd va co ché lién lac giita cac thanh phan
trong hé thong 1a hai yéu t6 quan trong nhat. Cin cir theo mot sé dinh nghia, khai niém va cac
dic diém cua hé thong phan tan thi co ché lién lac gita cac cau phan (ca phan cing va phan
mém) trong hé thong phan tan 13 yéu t6 quan trong nhat. Néu coi mirc triru twong thap nhat
trong hé thong phan tan 1a murc tién trinh (process) thi co ché lién lac giira cac cAu phan cia
hé thong phan tan 1a IPC — Inter Process Communication Hinh 1.10 minh hoa mé hinh cta
mot hé thdng phan tan.

Frameworks for | |
Distributed

| Networking and
P alled Hoatchwoa v

Hinh 1.5 Mé hinh phén 16p ciia h¢ thong phén tan.

Hai md hinh chinh thudc co ché lién lac IPC 1a md hinh chia sé bo nhd (shared
memory) — véi nhiém vu dinh nghia, cép phat va khoi tao khu vuc b nhé luu trir chung — va
m6 hinh truyén nhan thong diép (message passing) — v6i nhiém vu truyén tai thong diép giira
céc tién trinh.

1.3.3. Tong quan vé ly thuyét can bing tai.

Load balancing (can bang tai) 1a mot phuong phap phan phdi khdi lwong tai trén nhiéu
may tinh hoac mot cum may tinh dé c6 thé sir dung tdi wu cac nguén luc, tbi da hoa thong
lwong, giam thoi gian dap Gmg va tranh tinh trang qua tai trén mdy chi. Loi ich ctia cAn bang
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tai nhu sau: Tang do tin cdy va kha nang du phong cho hé thon, Tang tinh bao mat cho h¢
thdng, Kha ning mé rong hé thong.
a) Can bang tdi phan ciing va can bang tdi phan mem.

Bo cAn bang tai phin cing 1a mot thiét bi phan cing c6 hé didu hanh chuyén biét
phan phdi luu luong tmg dung web trén mot cum may chil tng dung. Dé dam bao hiéu suit
t6i wu, bd can bang tai phan cing phan phdi luu lugng truy cap theo cac quy tic tiuy chinh dé
cac may chu ung dung khong bi qua tai.

Software
— > @ i€ 7! LoadBalancer < 7:

U

: Hardware : - :
: Load Balancer : i Application :
e - 3 Servers :

Clients
(End Users)

Hinh 1.6 B cin bang tai phin ctng va phin mém.

Cén bang tai phan mém Cén bang tai phin mém cung cap chirc ning twong ty cla
can bang tai phan cimg, nhung né khong yéu cau thiét bi can bang tai chuyén dung. Phan
mém can bang tai c6 thé chay trén may chu thong thuong hoic tham chi 13 may chi ao.

b) Cin bang tdi tinh: Thuat toan cin bang tai 1a "tinh" khi n6 khong tinh dén trang thai cta
hé théng dé phan phdi céc tac vu. Qua do, trang thai hé thong bao gom cac thudc do nhu muc
tai (va doi khi 1a qua tai) cia mot s6 bo xur 1y nhat dinh.

¢) Can bang tai déng.: Cac thuat toan can bang tai dong tinh dén tai trong hién tai cua ting
don vi tinh toan (con goi 1a cac nat) trong hé théng.

Thuat ngit “phdn tan dong” str dung trong luan vin duoc hiéu nhu 13 cach thitc phan
tan xur ly céac tac vy trong mot hé théng mot cach dong nham tang tde do xur 1y va tranh viéc
tac nghén dir liéu, qué tai hé thong.

Két luan Chwong 1

Trong khuon kh cua luan vin, hoc vién tp trung nghién ciru va ap dung hudng can
bang tai dong dé ap dung cho xtr Iy phan tan trong IoT Analyzer nham ning cao hiéu qua viéc
phén tich va phat hién ma doc IoT botnet.
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CHUONG 2. UNG DUNG GIAI PHAP PHAN TAN PONG TRONG
HE THONG PHAN TiCH MA PQC IOT BOTNET.

Trong chuong 2, hoc vién sé trinh bay vé bai toan phéan tdn dong trong hé théng phan
tich mi dong IoT botnet nham ting cudng hiu ning xt Iy cua toan hé théng. Tir nhirng kién
thirc quan trong vé can bang xtr 1y, hoc vién dua ra phan tich, thiét ké va xay dung mé hinh
xur 1y bai toan s dung Apache Katka va KSQL.

2.1. Phéat biéu bai toan

Tai moi truong thyc té, sd luong thiét bi IoT 14 rat 16n va viéc phan tich khéi luong dir
liéu cho toan bo cac thiét bi [oT doi hoi mot hé théng duoc tdi vu tot va c6 kha nang can béng
nang luc xtr Iy. Bai toan hoc vién dit ra 14 1am thé nao dé IoT Analyzer bj qua tai c¢6 thé phan
tan cac tac vu cho mot thiét bi loT Analyzer khac vo1 muc dich lam cho hé¢ théng khong bi
tac nghén va gian doan.

USER LAYER PROXIMITY PUBLIC
MNETWORK NETWORK

PHYSICAL
ry
loT DEVICE
USER ‘

NTERMNET

CPU 100%

END USER RAM 1002%

APPLICATION

P

dispersion

Hinh 2.1. Bai toan phén tin xir Iy tac vu trong kich ban mét thiét bi IoT Analyzer qua tai.
2.1.1 Phén tich bai toan.

Trong phan phén tich bai toan, hoc vién dua ra mot sé nhiém vu can phai giai quyét
trong bai toan, tir d6 dua ra cac yéu cau cu thé dé tim kiém giai phap phu hop.
Bang 2.1 Cac yéu ciu bai toan.

Cac budéce Yéu ciu
Xt Iy ddu vao | - Giam sat, thu thap thong tin tai cta thiét bi IoT Analyzer.

- Dinh nghia ngudng qua tai cua thiét bj IoT Analyzer.
- Ty dong kich hoat khi bi qua tai.
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Xu ly dir liéu - Phéan tan tinh hodc phan tan dong
- Hb tro giri dit lidu giita cac thiét bi [oT Analyzer
- Hd tro kich hoat va dimng giri dir liéu giita céc thiét bi IoT Analyzer

Pau ra - Hé thong khong bi gian doan.
- Tang ning lyc xir 1y cta hé thong
2.1.2 Khao sat, danh gia cac giai phap.

Céc thuat toan hd tro can bang ning luc xir 1y dong trén thé gisi di va dang duoc
nghién ctru va tmg dung cu thé. Qua khao sat cic nam gan day, mot sd giai phap cong trinh
khoa hoc da dugc cong bd duge trinh bay trong phan dudi.

a) Thugdt toan Biased Random Sampling
b) Thugdt toan Active Clustering
¢) Thugt toan Honey Bee Foraging [23]
d) Thugt toan Ant Colony Optimization (ACO)
Céc thuat toan trinh bay bén trén déu giai quyét dugc bai toan can bang tai véi cac

cach thurc hoat dong va xtr 1y khac nhau. Tuy nhién cac thuat toan nay khi ap dung vao bai
toan phan tan dong ap dung trong hé théng phan tich va phat hién ma doc IoT thi chua giai
quyét triét dé viéc phan tan dong. Trong phan tiép theo, hoc vién dé xuat mot mé hinh trong
do, khi mot nut bi qua tai nd sé 1a nut cha va chu dong chon cac nuat c6 tai thép hon dé chia sé
tac vu.
2.2. M6 hinh dé xuat

DPé d¢am bao cac yéu cau bai toan, hoc vién dua ra mo hinh dé xuit duge minh hoa tai
hinh 2.2. M6 hinh gom 2 thanh phan chinh gom Center Server va cac IoT Analyzer. Cac thanh
phan va hoat dong ctia hé théng duoc mé ta chi tiét & phan sau.

Training
Dataset
Predicted model
Center Server
o
Information-topic I I (%) CONFLUENT
H
Dashboard L
4
a\

socket-server } [lacat!on—strateg‘, ]

——

1 (
socket-server location-strategy
L = J loT Agent

transfer-strategy |

) Lo s 1 §

| Bkatka || ] Bkafka |-

ning plot
10T Analyzer #1 10T Analyzer #2

5.
j ML-model + infomation- ML-model + infomation-
L predict strategy U] predict strategy
T
L
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Hinh 2.2 Mé hinh @& xuit

2.2.1. Céc thanh phan trong md hinh

Tt nhitng Yéu cau chirc ning trong mé hinh, ¢ thé liét ké ra cac hoat dong chinh cua
md hinh va cac chu thé d6i twong ngudi dung twong tng. Cac d6i tuong chinh tham gia vao
hé thong nay gom: Thiét bi phan tich cuc bd (IoT Analyzer); May chu giam sat trung tim
(Center Server): Dt liéu hanh vi luéng mang thu thip tur cac thiét bi IoT ¢& nho di duogc
chuén hoa.
2.2.2. Pic ta yéu cau chi tiét
a) Yéu cdu chirc ning
1) Chirc nang “Cau hinh giéi han tai nguyén hé thdng tai may chu trung tim”
2) Chirc nang “Thu thap dit liéu tai nguyén hé thong tai may chu cuc bo”
3) Chirc nang “Guri yéu cau hd trg tir may chi bi qua tai vé may chu trung tim”
4) Chirc ning “Cap nhat danh sach tai nguyén hé théng tai may chi trung tim”
5) Chirc nang “Xir 1y yéu cau hd tro qua tai tai IoT Analyzer”
6) Churc ning “Giri dit liéu chua xtr 1y téi may chu hd tro”
7) Chtric nang “Xu 1y dir liéu nhan tir may chu bi qua tai”
b) Y&u cdu phi chite ning
Yéu cau dit ra 1a phai phat trién dugc hé thong thoa mén cac yéu cau phi chirc ning sau:
- Hd tro doc céc tép dit liéu Iuu trit theo bang ma Unicode.
- HO tro da nén tang hé diéu hanh pho bién danh cho may chu phan tich bao gom: Windows,
Linux, Unix,...
- H tro kha nang sao luu, khoi phuc dit liéu luu trit khi gip su cd.
2.3. Ung dung Kafka va KSQL trong xay dwng giai phap xir Iy phan tan déng
2.3.1 Khao sat mdt sé cong cu message broker c6 san.

Dé thuc hién duoc cong viéc xu ly ban tin (message), hoc vién dua ra mét s6 tiéu chi
lga chon cong cu trong luan van nhu sau: Ma nguén ma, kha nang luu trir va xa ly dir 1iéu
16n tbt, c6 kha ning chiu 15i tbt, c6 kha nang mé rong, hi¢u nang tHt.

Application 2
Message Broker

Application 1

Application 3

Application 4

Trong khuén kho luan vin, hoc vién danh gia 3 cong cu nay va chon mot cong cu phu
hop nhit dé Gmg dung vao giai phap can bang tai dong.
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Cong cu Kha ning mé rong B6 nhé Phwong thirc giao
tiép
RabbitMQ | Dua trén cau hinh va tai | H tro ca luu tin nhan l1au | HO trg ca one-to-
nguyén, kha nang xtr ly | dai (persistent message) one va one-to-many
khoang 50 nghin va nhét thoi (transient
message/giay. message)
Redis C6 thé xur 1y 1én dén 1 Dir liéu duoc lwu tai bd | HO trg ca one-to-
tri¢u message/giay. nhé trong (in-memory one va one-to-many
database).
Kafka Co thé xur 1y Ién dén 1 HO tro ca luu tin nhan 1au | HO trg one-to-many
triéu message/giay. dai (persistent message)
va nhat thoi (transient
message)

Duya vao bang so sanh bén trén cho thay cong cu Kafka 1a mot cong cu phu hop nhat
s0 voi cac cong cu con lai. Kafka c6 kha nang xu 1y dit liéu 16n tét, kha nang luu trit tin nhin
lau dai, ngoai ra Kafka co kha niang hd tro rat tot xir 1y bat dong bo véi ngon ngit python. Mot
diém loi thé cua Kafka d6 1a hd tro KSQL, mét cong cu hd trg truy van thong tin luéng dir
ligu (data stream) tuong tu nhu truy van co s& dir liéu quan h¢. Do d6 hoc vién lya chon cong
cu Kafka va KSQL dé ung dung giai phap phan tan dong trong luan van. Phan tiép theo s&
mo ta chi tiét cong cu Kafka va KSQL.

2.3.1 Lwa chon cong cu Kafka va cong cu KSQL.

Nén tang trao doi thong diép Apache Kafka: Apache Kafka [28] 1a mot nén tang xur 1y
stream ma ngudn md dugc phat trién boi Apache Software Foundation dugc viét bang ngon
ngit 1ap trinh Scala va Java. Kafka cho hé thong truyén tai dir liéu phan tan. Kafka luu trit
thong diép trong cac chil dé (topic) duoc phan ving va sao chép qua nhiéu broker trong mot
cum (Cluster). Publisher (ngudn giri thong tin) giri thong diép dén cac topic ma ngudn nhan
thong tin (consumer) di ding ky dé doc thong diép.

Producer Producer Producer

N S

Kafka Cluster

Topic Topic Topic
[Partition| [Partition| [Partition|
[Partition| [Parition| [Partition|
|Partition| [Parition|

4 N

Consumer Consumer Consumer

Hinh 2.3. Kién tric truyén tai thong tin ciia Apache Kafka
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KSQL cho phép xir Iy va phan tich dir lidu truyén tryc tuyén theo thoi gian thuc c6
trong nén tang Apache Kafka. Néi cach khac, KSQL cung cip mot khung twong tac dé thuc
hién cac hoat dong Xur 1y Luéng nhu Téng hop dir li€u, Loc, Két hop, Sessionization,
Windowing
2.3.2 Hoat dong cia mo hinh.

a) May cha trung tdm
May chu trung tdm c6 hai nhi€ém vu chinh 1a (1) thuc hién dao tao mo hinh hoc may

]
1 Center Server loT Analyzer
i
E System call Feature Machine learning | Adversarial Reinforcement ML-Model
1 collector Extractor model sample generator| learning agent
H
i | | H H | H
i i i ] i ]
pommmmmm s monee B e e e o | H
1 ] | ] ] ] ] ] ]
1 ] (| i ] ] ] i ]
i - Raw data | |System call graph H
i @—' El g p—_ Feature '.rf:clur._= Benign E
i E Results E
i ] : . . L ]
i i Target machine learning mogde! training phase Mal\'.'arei
| 1
: A N

new system call graph
Adversarial sample

4

H — ]
S Raw data |
raining g System call graph i

1

1

1

1

1

]

1

]

1

]

-
Feature '.ret:lor__ Benign
- - Reszults
Aplversarial learnir|g|phase — "
e e E  —— I —— o Malware_ [ [ ____________] -

Hinh 2.4 M hinh huén luyén hoc may phan tich va phat hién mi dgc IoT botnet

Mo dun theo ddi, luu trit thong tin tai cua hé thong duoc coi 14 trai tim cta hé thong.
Mo dun nay duoc st dung platform Confluent [29] trong d6 tich hgp san cong cu Kafka va
KSQL.

b) Thiét bi phan tich IoT Analyzer

CéAu trac cua IoT Analyzer dugc minh hoa tai gff)m 5 thanh phém chinh: socket-server
chiu trach nhiém nhan/gwi dir liéu. ML-model + predict: 1a m6 hinh hoc may xur ly cac dir
liéu nhan dugc tir IoT Agent. Information-strategy 1a mo dun thu thap thong tin trang thai
ctia hé thong. Location-strategy 1a mé dun xtr 1y truy van 1én may chu tap trung dé yéu cau
chia sé tac vu khi bi qua tai. Transfer-strategy la mé dun truyén nhan dir li€u chua duoc xur
1y tir mot [oT Analyzer qua tai sang mot [oT Analyzer khac dugc chon tir location-stategy.
¢) Thiét bi 10T Agent

Thiét bj IoT Agent 13 cac thiét bi IoT c6 kha ning thu thap thong tin hoat dong cia né
va giri 1én cho IoT Analyzer. Cac thong tin dugc sir dung 13 cac 1énh goi hé thong (system
call) dugc gui 1én cho IoT Analyzer bang mot TCP socket.

d) Co ché can bang tdi.

Thuét toan can bang tai bao gdm mét sé thanh phan twong tac theo nhiéu cach khac
nhau dé phan phdi lai cac cong viée di glri cia ngudi dung giita cac nut ciia hé thong phan
tan. Cac bude gom: (1) Do tai cuc bo: Tai mdi nut, mot co ché phai dugc cung cip dé dua ra
wée tinh tot vé tai cuc bd hién tai. (2) Chinh sach thong tin: Thanh phén nay chiu trach nhi¢m
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trao d6i va duy tri thong tin cuc by hodc nhém nit khac nhu murc tai, khdi lugng cong viée
hoic tai trung binh trén toan bo hé thdng. (3) Chinh sach chuyén giao: Thanh phan nay quyét
dinh thoi diém c6 loi khi chuyén mot quy trinh tir khdi lugng cong viée cuc bd va chon quy
trinh nao dé chuyén cac tac vu. (4) Chinh sach dam phan: Khi mot nat qua tai quyét dinh rang

mot nut khac 1a nit chuyén giao phu hop
Khi loT Analyzer hoat dong trong trang thai khong bi qua tai (load < threshold), luong
cong viéc dugc mo ta trong hinh 2.5. Cu thé cac bude thuc hién nhu sau:

i o L
loT Agent Raw data Task assignment' .
; =

Dashboard

Budc 1: IoT Analyzer cdp nhat trang thai hé thong cta né thuong xuyén cho may
chu trung tam qua Information Strategy
Budce 2: ToT Agent guri dir liéu chua dugc xtr 1y 1én cho IoT Analyzer. Dit li¢u
nay 1a cac tép thyc thi 1énh goi hé thdng dugc xir Iy thanh cac do thi. (system call
graph).
Budc 3: IoT Analyzer nhan dir liéu bang socket-server va thdng bao rang hé thong
can xur 1y dir lidu.
Budc 4: Information Strategy s& kiém tra trang thai hé thong, két qua tra vé hé
thong dang & trang thai khong bi qua tai. Diéu kién dé hé thdng & trang thai khong
bi qua tai:

(CPUusage < threshold|RAMusage < threshold)
Trong dé threshold = 90%.
Budc 5: M6 dun hoc may s€ thuc hién phan tich va dua ra dir 1iéu nhan dugc cé
phai ma doc hay khong va phan hoi lai.
Budc 6: IoT Analyzer s& guri két qua dén cho Dashboard.

Information . . ; Information
socket-server Strategy TransferStrategy | LocationSirategy ML-Model Topic
r Updatej_nfc-rmation periodic_i_ _i_

1
System status: OK
Predict request

Fredicied results

[y .

Predicted results

- Hinh 2.5 Luru b hoat dong ciia hé thong ¢ trang thai trong tai
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10T ANALYZER#1 10T ANALYZER#2
Information . " , r Information y Information . . r
socket-server Sirategy TransferStrategy | LocationStrategy ML-Mode! Tooic socket-server Sategy TransferStrategy | LocationSirategy ML-Model
M j_ j_ Uudatej_murmanon periud\ci j_ M j_ j_ i j_
Raw data | |Task assignment

e

ystem status: NO
|

Check available target support node:

Check available target supportinode
I I
List supported nods

—
Candidated node
Send request support [raw data)
‘ | Request predict data

Predicted results Result

Predicted resulis

Hinh 2.6 Lwu dd hoat dong ciia hé thong khi mét node bi qua tai

Khi mgt nut bi qua tai (load>threshold), luéng cong vi¢c s€ dugc thyc hién nhu sau:
information-stategy chay trén tirng IoT Analyzer duy tri viéc cap nhat tinh trang tai nguyén
hé thong trén may chu trung tam.

Budce 1: IoT Analyzer cap nhat trang thai ciia n6 dinh ky cho may chu trung tam
qua Information Strategy.
Budc 2: IoT Agent giri dir liéu chua duoc xtr 1y vé ntt IoT Analyzer. Information
Strategy kiém tra trang thai hé thong c6 bi qua tai hay khong. Diéu kién dé hé thong
khong bi qua tai nhu sau:

(CP Uusage < threshold|RAMusage < threshold)
Trong doé threshold = 90%.
Budc 3: socket-server goi location-stategy dé tim kiém nut dap tmg yéu cau tinh
toan.
Budc 4: location-strategy thuc hién tim kiém nat du diéu kién chuyén giao dap tng
duogc nhu cau tinh toan (dua trén RAM, CPU va do tré mang). Location-strategy sir
dung KSQL API dé truy vén di lidu trong topic information-stategy nam trén may
chu trung tAm va nhan vé danh sach cac nit co thé dap ung duoc.
Budc 5: IoT Analyzer bi qua tai tién hanh 1énh ping t6i cac nut trong danh sach
trén, nit co két qua ping thap nhit s& duoc chon dé phan phdi tac vu.
Budc 6: transfer-stategy truyén thong tin tir nlit qua tai sang ndt tir xa st dung
Kafka.
Budc 7: Nut tr xa xtr 1y dit 1i€u va tinh toan, sau doé tra vé nit qua tai.

Két luan chuong 2.
Chuong 2 hoc vién da trinh bay vé bai toan phan tan dong can xir 1y trong hé théng
phan tich ma doc IoT botnet, tir d6 dua ra nhitng phan tich, yéu cau cta hé théng. Hoc vién

cling d3 dé xuit mot mo hinh phan tan dong nham giai quyét bai toan néu trén. Cu thé trong
chuong 2 da trinh bay:

- Khao sat, danh gia cac thuat toan hd trg phan tan dong va can bang tai dong.

- Phan tich, thiét ké chirc ning phan tan dong giita cac thiét bi IoT Analyzer.

- Lua chon sir dung cac cong nghé méi dé tich hop giai phap hd tro can bang tai
dong va phan tan nang luc xir 1y giita cac thiét bi IoT Analyzer.



16

CHUONG 3. THU NGHIEM VA PANH GIA.

Trong chuong 3, hoc vién sé trinh bay vé cach thirc xay dung méi trudng thir nghiém
va két qua danh gia mé hinh. Céc kich ban va thong sé danh gia ciing duge dinh nghia dé dua
ra wu nhugc diém cia mo hinh dé xuat. Cudi cing ciia chuong s& trinh bay két qua thir nghiém
va két luan.

3.1. Méi trwong thir nghiém
3.1.1 H¢ théng thi nghiém

Hé thong thir nghiém bao gdm Maéy chu trung tim, hai may chi dong vai tro IoT
Analyzer, 1 may tram dong vai tro nhu [oT Agent va 1 may tram dong vai tro nhu may chu
Dashboard. Tét ca cac may déu sir dung chung mot hé théng mang va duoc két ndi voi nhau
thong qua mot bo chuyén mach. Trén may chu trung tim s& dugc cai dit Confluent platform
cho Kafka va KSQL, trén cac may IoT Analyzer dugc cai dit Kafka dé truyén cac thong tin
tai va dir liéu. Mo hinh thtr nghi¢ém dugc minh hoa trong hinh 3.1.

sl o

.= 192.168.2.10

1

loT loT
Analyzers2 Analyzer
192.168.2.9 192.168.2.8

loT Agent
192.168.2.6

1

7

DASHBOARD
192.168.25

Hinh 3.1 M6 hinh thir nghiém

Céc thong s6 phan cing cta hé thdng nhu sau: Cau hinh may chu trung tam gém CPU
Intel Xeon E5-2689V1 @2.6GHz + 32GB RAM + GPU RX570 4GB GDDR5 Ubuntu 20.04
LTS, ciu hinh may IoT Analyzer gdm CPU Intel Core I5 8300H @2.3GHz + 16GB RAM +
GPU GTX1050Ti 4GB GDDR5 Ubuntu 20.04 LTS.
3.1.2 Qua trinh trién khai gidi phdp dé xuit
Tai may chi trung tim: Cai dat platform confluent trong do tich hgp cong cu Kafka va
KSQL.
Budce 1: Cai dat cong cu Docker va Docker compose
Budc 2: Tao file docker-compose.yml mo ta cac container dich vu cua Kafka.
Budc 3: Truy cap vao giao dién GUI va tao cac Topic.
Tai IoT Analyzer: Thuc hién chay cac module cho giai phép can bang tai. Khi mot IoT
Agent giri file dén IoT Analyzer, socket server s& nhan file va bat dau thyc hién xir 1y.
Budc 1: Copy source code dén IoT Analyzer.
Puong dan source code: https://github.com/huunguyen95/distributed-model-thesis
Budc 2: Chay module Information Strategy dé giri thong tin tai nguyen cho mdy chu trung
tam bang cau l1énh: “nohup python3 InformationStrategy.py &
Budc 3: Chay module socket server bang cau 1énh: “nohup python3 socker server.py &”
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Budc 4: Chay module TransferStategy bang cau 1énh: “TransferStategy faust -A
data_process_app worker -/ info”
Tai IoT Agent: Khoi chay module giri file bang cau 1énh: “python3 socket client.py”. Dix
liéu duoc gui chura trong client data/test.
3.2. Kich ban thir nghiém va b tiéu chi danh gia
3.2.1 Kich ban thir nghiém
Tai phén thir nghiém, hoc vién st dung 250 tép 1é€nh goi hé thé)ng dudi dang dd thi
(system call graph). Cac tép nay dugc gui tir phia IoT Agent cho IoT Analyzer, c6 dinh dang
“ adjlist” va nang toi da 9.9 MB.
a) Kich ban véi trwong hop thir nghiém chwa dp dung phan tan tac va.
Kich ban 1: Khi loT Analyzer 1am viéc ¢ trang thai khong qua tai.
Budc 1: Thuc hién déy dir li€u chua duogc xtr 1y tir [oT Agent.
Budc 2. Thuc hién phan tich trén IoT Analyzer.
Budc 3: Thu thap két qua.
Kich ban 2: Khi IoT Analyzer qua tai CPU va RAM.,
Budc 1: Tao méi trudng gia lap diy CPU sir dung thu vién stress.
apt install stress-ng
stress-ng --vm-bytes $(awk ‘/MemAuvailable/{printf "%d\n", $2 * 0.9;}' <
/proc/meminfo)k --vm-keep -m 1
Budc 2: Thuce hién déy dit liéu chua duoc xu 1y tir [oT Agent.

Buéc 3. IoT Analyzer bi qué tai nhung van phai xur 1y tac vu.
Budc 4: Thu thap két qua.
b) Kich ban véi trwong hep thar nghiém ap dung mo hinh phan tan tac va.
Kich ban 3: Khi IoT Analyzer qua tai CPU va RAM.,
Budc 1: Tao méi trudng gia 1ap diy CPU sir dung thu vién stress.
apt install stress-ng
stress-ng --vm-bytes $(awk ‘/MemAuvailable/{printf "%d\n", $2 * 0.9;}' <
/proc/meminfo)k --vm-keep -m 1
Budc 2: Thuc hién déy dr 1iéu chua dugc xur ly tir [oT Agent.
Buéc 3. IoT Analyzer bi qué tai s& phan tan tic vu cho IoT Analyzer khac ranh r6i thong qua
mo hinh.
Budc 4: Thu thap két qua.
3.2.2 Tiéu chi danh gia
Muc dich ctia b can bang tai ¢6 2 tiéu chi chinh d6 la:

- Pam bao tinh sin sang cua hé thong.
- Pam bao dugc viée xir Iy lvu luong traffic 1on cua tmg dung ma khong bi mat
dich vu.

V61 muc dich néu trén, c¢6 rat nhi€u cac tiéu chi dé danh gia sy hi¢u qua ctia bg can
bang tai nhu do dac cac thong so vé tai nguyén st dung (resource ultilization), d6 tré (latency),
chi phi (cost), ....



Tuy nhién, trong khuon kho cua luan vin, dé chimg minh sy hiéu qua cua giai phap
cin bang tai dong c6 thé giai quyét duoc bai toan dd néu & muc 2.1 khong, hoc vién danh gia
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su hiéu qua cta giai phap theo mot sé thong sé nhu sau:

- Tong thoi gian xir Iy mot lugng cong viée gibng nhau (R): Gid tri cua tong thoi gian

phan hdi khi thuc hién céac tac vu trén [oT Analyzer.

- Kha ning xir 1y ctia hé thdng (S): Puoc tinh 1a khdi lugng dir lidu dugc xir 1y trong

R =T1+T2+"'+Tn
Trong doé: T; 1a thoi gian xt ly tac vu thir i

mot khoang thoi gian.

_ Task (MB)
"~ Time (s)

- Hai gia tri nay nay s€ dugc ghi lai va danh gia qua céac kich ban khac nhau.
3.3. Két qua va danh gia
3.3.1. Kich ban 1

Tai kich ban 1, két qua cho thay khi mot nit IoT Analyzer & trang thai 1am viéc binh
thuong xur 1y 250 tép tin mat 3721 gidy (twong duong 1 gio 2 phut 1 gidy). Thoi gian xir 1y
trung binh mét tép tin vao khoang 15 gidy. Hinh 3.2 mo ta thoi gian xtr 1y cua mot IoT
Analyzer véi s6 luong cac tép tin dau vao. Hinh 3.3 mé ta thoi gian xtr Iy mot tép tin véi kich
thudc khac nhau. Cudi cung hinh 3.4 cho thay khéi lwong dir liéu hé théng xtr Iy trong 1 gidy

khi khong bi qua tai.
Case 1 - Handling time per job
4000
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2
S 2000
(S
[}
“ 1000 Time
0
O NI MO NN N AN N AN M AN N AN N O
HANN < TN ON00ODO A AN ANMS N O ON0OODOO A NS
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Number of jobs
Hinh 3.2 Kich ban 1: Thoi gian xir ly trén so lwgng cac tép tin dau vao.
Case 1 - Handling time per file size
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Hinh 3.3 Kich ban 1: Thoi gian xir 1y ing véi kich ¢& ciia dir li¢u diu vao.
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Case 1 - Volume handling per second
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Hinh 3.4 Kich ban 1: Khéi lwgng xir 1y ing véi kich ¢& tép dir liéu dau vao.

3.3.2. Kich bdn 2

Tai kich ban 2, khi hé thng bi qua tai cho thay két qua xir Iy cham di rat dang ké. Tai
ctia hé thong khi dang xtr Iy: CPU 100%, RAM 92%. Khi hé thong xtr 1y chdm 14 mbi tiém
tang vé bao mat trong hé thong. IoT Analyzer ¢ trang thai qua tai xir 1y 69 tép tin mat 7674
gidy (twong duong 2 gio 7 phit 54 gidy) gan gip doi so voi kich ban 1 va hiéu suat kém rét
nhiéu. Thoi gian xir 1y trung binh mot tép tin vao khoang 1 phit 56 gidy. Hinh 3.5 mé ta thoi
gian xur Iy ciia mot IoT Analyzer véi s6 luong céc tép tin dau vao. Hinh 3.6 mé ta thoi gian
xtr Iy mot tép tin véi kich thudce khac nhau. Cubi cung hinh 3.7 cho thay khéi luong dit liéu
hé thong xir 1y trong 1 gidy khi bi qua tai.

Case 2- Handling time per job
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Hinh 3.5 Kich ban 2: Thoi gian xir Iy trén s lwong cac tép tin dau vao.

Case 2 -Handling time per file size

Seconds
[eNeoloNoNe)
OO OK
oON U
oulphWw
O wWo

O 0 00 O 0 w1 MO < N < &N O O N 00 1 00 00 < I «+H < _T|me
- O M O NN N = 1N 00 O OW A O & < O MmO N O 0 O 0 o
< ST S < OO NS 0 S AN 0O N S N 0O S &N 0O O O O
T = = N N N N O M 0 0 O N O < N OO M~ NN WU
n n £ 4« o N O n m n O 0 O
N N < O 0 0 OO O N N N O
™ = - - M

file size

Hinh 3.6 Kich ban 2: Thoi gian xir 1y ing véi kich ¢& ciia dir li¢u diu vao.



20

Case 2 - Volume handling per second
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Hinh 3.7 Kich ban 2: Khéi lwong xir 1y ing véi Kich c& tép dix liéu dau vao.

3.3.3. Kich bdn 3

Tai kich ban 3, khi hé théng bi qua tai da déy cac tac vu cho mét nut IoT Analyzer
khéc. Viéc nay khong lam gian doan qua trinh phan tich va phat hién ma doc IoT botnet cua
hé thdng, mat khac c6 thé tdi wu tai nguyén ranh roi. Tai cia hé thong khi dang xtr 1y: CPU
100%, RAM 92%, nut IoT Analyzer dich khong bi qua tdi c6 CPU, RAM < 90%. loT
Analyzer & trang thai qua tai xir Iy 250 tép tin mat 4608 gidy (tuong duong 1 gio 16 phit 46
gidy). Thoi gian xtr Iy trung binh mét tép tin vao khoang 18 gidy. Hinh 3.8 mo ta thoi gian xtr
1y ctia mot IoT Analyzer voi s lugng céc tép tin ddu vao. Hinh 3.9 mé ta thoi gian xtr Iy mot
tép tin v6i kich thude khac nhau. Hinh 3.10 cho thdy khéi lwong dir liéu hé thong xir Iy trong
1 gidy khi bi qua tai. Cubi cing Hinh 3.11 14 biéu d6 so sanh gitta cac kich ban, cho thay hiéu
qué ctia viéc phan tan tic vu trong hé thong.

Case 3 - Handling time per job
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Hinh 3.8 Kich ban 3: Thai gian xir ly trén so lwgng cac tép tin dau vao.
Case 3 - Handling time per file size
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Hinh 3.9 Kich ban 3: Thoi gian xir 1y éng véi kich ¢ ciia dir liéu dau vao.

Case 3 - Volume handling per second
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file size
Hinh 3.10 Kich ban 3: Khoi lwgng xir ly &ng véi kich ¢6 tép dir liéu dau vao.
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Hinh 3.11 So sanh hi¢u qua giira khi ap dung giai phap phan tan dong (kich ban 2) va khi
khong ap dung gidi phap phan tan djong.
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Bang 3.1 So sanh két qua giira ap dung giai phap phén tan dong (kich ban 2) va khi khong ap
dung giai phap phan tan dong.

Kich | S6 lwgng tép Téong thoi Trung binh thoi | SO byte xit Iy trung binh
ban tin xir ly gian xir ly gian xir ly trong 1 giay

1 250 1:02:01 0:15 33573.13

2 69 2:07:54 1:56 10940.48

3 250 1:16:48 0:19 27383.72

Két luan chwong 3.

Trong chuong nay, hoc vién di dua ra méi trudng thir nghiém sat v6i thyuc té nhat dbi

v6éi md hinh dé xuét. Ngoai ra, hoc vién da dua ra mdt s6 kich ban thuc nghiém trong trudong
hop khong ¢ co ché can bing tai va co ¢ ché can bang tai. Pong thoi dua ra cac tham s dé
danh gia kha nang phén tan tac vu cia hé thong. Két qua dat duoc khi thir nghiém tuong d6i
kha quan khi 4p dung co ché phan tan tic vu nham tang cudong kha ning phat hién ma doc
mot cach nhanh chong. Piéu nay ciing cho thiy tiém ning cia mo hinh va cé thé duoc tdi uu,
sira d6i va phat trién trong tuwong lai.
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KET LUAN
Qua thoi gian nghién ciru, tim hiéu, tiép can cac tri thirc vé linh vic bao mat
trong IoT, dac biét 1a phat hi¢n ma doc IoT Botnet, luan van da dua ra moé hinh phat hién ma
doc [oT Botnet, dugc cong b tai hoi nghi Computer Science On-line Conference thir 11 ndm
2022. Pic biét, dé nang cao kha nang cia hé thong khi thiét bi IoT Analyzer bi qua tai, luan
van da dua ra mo hinh phan tan dong nhim phan tan tac vu va thuc hién phan tich ma doc
mdt cach nhanh chéng nhat. Luan van “Nghién ciru xdy dung giai phap phan tan dong trong
hé thdng phan tich mi doc IoT botnet dura trén kafka va ksql” dd dugc hoc vién hoan thanh
va dat dugc cac muc ti€u nghién ctiru. Cac van dé duoc trinh bay bao gém:
- Téng quan co so ly thuyét ma doc trong [oT, ma doc IoT botnet, tir d6 dua ra
mot moé hinh phan tich va phat hién ma doc IoT Botnet.
- Tbng quan vé giai phap phan tan noi chung, dic biét 1a hé théng phéan tan dong
duogc ap dung rat nhiu trong viéc tranh qué tai ngdy nay.
- Trinh bay vé bai toan can xir Iy trong md hinh phén tich va phat hién ma doc
[oT botnet va dua ra mot moé hinh giai phdp phan tan dong tac vu dua trén cac
cong nghé méi nhat hién nay 1a Kafka va KSQL.
- Cudi cung, luan vin trinh bay moi trudng thir nghiém hé thong, xay dung chi
tiét cac kich ban danh gia cling nhu bo tham sb danh gia.

Qua két qua thir nghiém cho thay, hiéu niang ctia hé thong phan tich va phat hién ma
doc dugc dam bao khi st dung co ché phan tan tac vu dong. Tur 46 co thé nang cao do tin cay
va kha nang phan tich, phat hi¢n ma doc IoT botnet trén cac thiét bi [oT. Thur nghi¢m cho két
qua twong d6i kha quan va cho thiy tiém ning tmg dung ctia mé hinh trong twong lai. Tuy
nhién, m6 hinh trong luan van cling can cai thién khi dit liéu IoT mé rong ra rat 1én va mo
hinh hoc may can duoc cap nhat. Trong twong lai, hoc vién sé tiép tuc nghién ctru va téi uu
md hinh bang cach ap dung cac giai phap xur 1y dit liéu 16n cling nhu mé hinh hoc may hién
dai dé dem lai nhitng hiéu qua t6t hon.

Trén day 1a mot sé két luan va huéng nghién ciru cia luan van. Hoc vién xin chan
thanh cam on cac quy thay, c6 di hudng dan khoa hoc va phan bién dé gitip hoc vién hoan
thién nhiing thiéu st trong luan vin ciing nhu dinh huéng cho viéc phat trién dé tai trong
tuong lai.



