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LOI CAM DOAN

T6i cam doan luan van vé6i dé tai “Nghién ciru xdy dung giai phdp phdan
tan déng trong hé thong phan tich ma déc IoT botnet dya trén Kafka va KSOL
la cong trinh nghién ctru cua riéng toi.

Céc sb liéu, két qua néu trong luan van 13 trung thuc va chua timg dugc ai
cong bd trong bat ky cong trinh nao khac.

Tac gid luan van ky va ghi ro ho tén



LOI CAM ON

Trong qua trinh nghién ciru, tim hiéu va thuc hién luan van nay, hoc vién da
nhan dugc su gitp d& rat nhiét tinh cua TS. Ngd Qudc Diing. Hoc vién xin chan thanh
cam on thay d3 bo cong stre gitip dinh hudng, thyuc hién va hoan thanh duoc luan vin
nay.

Hoc vién xin chan thanh cam on cac thﬁy/cé khoa Sau dai hoc va cac thﬁy/cé
khoa Cong Nghé Thong Tin 1-Hoc Vién Cong Nghé Buu Chinh Vién Thong d3 dao
tao vé kién thtrc, vin hoa cho hoc vién, cung cép cic nén tang dé ap dung hoan thanh
luan van nay.

Cudi cung, hoc vién xin cdm on gia dinh va ban be tao diéu kién thuan loi,
gitip & hoc vién trong sudt qua trinh hoc tap tai Hoc Vién Cong Nghé Buu Chinh
Vién Thong ciing nhur qua trinh nghién ctru luan vin nay.

Hoc vién xin chan thanh cam on!

Ha No6i, ngay thang nam
Hoc Vvién

Nguyén Qudc Hiru
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MO DAU
1. Ly do chon d@é tai.

Céach mang cong nghiép 4.0 mang dén rat nhiéu nhitng thay d6i nhanh chong vé
cong nghiép trén toan thé gidi, dic biét 1a mo ra cac cong nghé cua twong lai. Mot
trong sb cac cong nghé duge phat trién rat manh trong cich mang cong nghiép 4.0 1a
Internet van vat (Internet of thing — [oT). Mang luéi van vat két ndi Internet hodc 1a
mang lu6i thiét bi két ndi Internet viét tat 1a IoT 1a mot kich ban cua thé gidi, khi ma
mdi d6 vat, con nguoi dugc cung cép mot dinh danh cta riéng minh, va tat ca c6 kha
nang truyén tai, trao doi thong tin, dit liéu qua mot mang duy nhat ma khong can dén
su twong tac truc tiép gitta ngudi voi ngudi, hay ngudi véi mdy tinh. IoT di phat trién
tir su hdi tu cua cong nghé khong day, cong nghé vi co dién tir va Internet. N6i don
gian 1a mot tap hop cac thiét bi c¢6 kha nang két ndi v6i nhau, véi Internet va véi thé
gidi bén ngoai dé thuc hién mot cong viéc ndo d6. Song song véi su phat trién rat
nhanh vé mit cong nghé, cac thiét bj IoT cling c6 co rat nhiéu cac nhugce diém can
khic phuc, mot trong s6 cac nhuge diém rat 16n cua thiét bi IoT 1a bao mat. Cac thiét
bi IoT ¢6 dic diém 1a han ché vé tai nguyén, ning luc xu 1y thap va bo nhé nho. Boi
vi thiét bi IoT phai dap tmg véi rat nhiéu loai méi truong khac nhau, diéu nay lam
cho thiét bi IoT phai d6i mit voi thach thirc vé phat trién cac giai phap bao mat. Su
thiéu hut cac co ché va tiéu chuan bao mat dan dén rat nhiéu 16 héng trén thiét bi [oT
duoc khai thac. Khi ké tan cong kiém soat duoc mot sd luong 16n thiét bi IoT s& rat
nguy hiém bai co thé giy ra nhirng cudc tan cong 16n va cuc 16n. Mot trong sb cac
kich ban tan cong pho bién 13 ké tan cong s& sir dung cac thiét bi IoT kiém soat duoc
tr& thanh mot phan ctia mot IoT botnet. Bang cach do, ké tan cong c6 thé tao ra va
mo rong IoT botnet, sau d6 st dung trong cac cudc tan cong trén khong gian mang
khac nhau. Cac cudc tin cong cua IoT botnet c6 thé giy ra hau qua rat nghiém trong.
Viéc dam bao an toan thong tin cho cac thiét bj IoT da va dang 1a mot chu dé duoc
nghién ctru rat nhiéu trén thé gidi.

Hé théng phat hién va canh bao mi doc IoT Botnet di va dang dugc phat trién

bdi cac nha nghién ctru cling nhu cic hang san xuat phan mém/phan cting trén the



gidi. Trong d6 TS. Ngd Qudc Diing d3 dua ra mot giai phap hé thong gém tién xur 1y,
xtr 1y, phat hién canh bao va ngin chin cic cudc tin cong mang nham vao cac thiét
bi IoT ¢& nhé phu hop véi cac thiét bi IoT phd bién tai Viét Nam. M6 hinh ctia hé
théng duoc mo ta trong Hinh 1. Tir nhitng dir liéu thu dugc tai cac thiét bi IoT, phan
hé xtr 1y va phan tich dit liéu (IoT-Analyzer) tién hanh phan tich va canh bao cac nguy
co an ninh mang trudc khi giri vé may chil giam sat tip trung. Mdi diém phan tich
nay gdm 2 mo dun chinh:

+ Mo dun tién xir 1y va chuan hoa dit liéu thu thap duoc tir cac thiét bi dudi

su quan 1y cua timg diém trong hé thong;
+ Mo dun 4p dung mo hinh hoc may trong viéc phan tich va phat hién céc

nguy co tan cong mang.
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Mo hinh téng quan hé thong tw dong phat hién, canh bédo va ngan chdn tan cong
mang nham vao cdc thiét bi IoT ¢& nhé sir dung mang i téc tir théng minh.
Bai toan dit ra khi trién khai hé théng la tai mot mang noi bo, néu mot [oT-

Analyzer bi qua tai thi mang ndi by no6 chiu trach nhi€ém s€ c6 nguy co mat an toan



bao mat. Do d6 can c6 co ché xir Iy khi mot IoT-Analyzer qué tai va dua ra hudng
giai quyét dua vao cac 10T-Analyzer khac khong bi qua tai. Bang huéng nghién ctru
nay, hoc vién da chon dé tai “Nghién ciru xdy dwng gidi phdp phan tin dpng trong
hé thong phén tich ma dong IoT Botnet dwa trén KAFKA va KSQL” nham cai thién
nhuoc diém cua hé théng.

2. Tong quan vé dé tai nghién ciru.

Hién nay, co rat nhiéu cac nghién ctru va khao sat vé hé thong xir Iy phan tan
nham tang hiéu qua cua viéc xir 1y dir liéu. HARUNA ISAH va cong sy [1] da trinh
bay nghién ctru so sanh vé cac khung phan tich va xir Iy ludng dir liéu phan tan va
danh gia quan trong vé cac khung xir Iy ludng dit liéu phan tdn ma ngudn mo dai dién
(Storm, Spark Streaming, Flink, Kafka Streams) va md ngudn thwong mai (IBM
Streams). Nghién ctru ciing bao cao vé kién tric phan tich da ludng co thé dong vai
tro 1a hudng dan cho céc to chirc va ca nhan c6 ké hoach trién khai khung phan tich
va xir 1y ludng dit liéu theo thoi gian thyc. Supun Kamburugamuve va Geoffrey Fox
[2] d4 dua ra danh gia mot hé thong xir Iy ludng truc tuyén trén hai khia canh doc lap.
Khia canh thi nhat, c6 mot API lap trinh dé phat trién cac tng dung xir Iy ludng truc
tuyén va khia canh con lai 12 c6 mot cong cu thuc thi thyc thi ing dung xir 1y ludng
truc tuyén.

Céc chuong trinh ma ngudn mé pho bién dé xu 1y ludng dir liu trén thé gidi
nhu Apache Spark, Apache Flink, Apache Kafka. Apache Kafka 13 mot nén tang xtr
1y ludng truc tuyén phan tan. P6i voi cac thay doi phirc tap, Kafka cung cap API
STREAMS dugc tich hop day du. Api Streams cho phép tng dung hoat dong nhu
mot bo xur 1y luéng, su dung 1u6ng dau vao tir mdt hodc nhidu chu dé va tao luéng
dau ra thanh mot hodc nhiu chu dé dau ra, chuyén lu6ng dau vao thanh lu6ng dau ra
mot cach hidu qua. Kafka hd trg cho nhiéu kiéu xtr Iy ludng, giup giai quyét cac van
dé kho khin ma Gng dung gip phai: xir Iy dit liéu khong theo tht tu, xir 1y lai dau vao
khi thay d6i ma, thuc hién tinh toan trang thai, v.v. KSQL 14 cong cu xir Iy ludng cho
phép xir 1y dit liéu thoi gian thyc dya trén Apache Kafka. N6 cung cap mot giao dién

SQL tuong tac manh mé&, d& sir dung dé xtr 1y ludng trén Kafka ma khong can phai



viét mi bang ngdn ngit 14p trinh nhu Java hodc Python. KSQL c6 kha ning mé rong,
dan hoi, chju duoc 16i va hd trg mot loat cac hoat dong xur ly luéng truc myén, bao
gdm loc dit liéu, chuyén d6i, tong hop, ndi, cira s6 va phién.

bé giai quyét bai toan da néu trong muc 1, muc ti€u cua hoc vién la nghién ctru
va dé xuit mo hinh xur Iy phan tan dong trong hé thong phan tich ma doc IoT Botnet
dura trén nén tang cac cong cu Kafka, KSQL...

3. Muc dich nghién ciru.

Nghién ciru va xay dung giai phap phan tan dong dua trén nén tang cic cong
nghé moi, cu thé 1a Kafka va KSQL nham tbi wu hoa kha ning phén tich va phat hién
ma doc IoT Botnet.

4. Pbi twong va pham vi nghién ciru.

- P6i tugng nghién ctiru: Hé thong xir 1y phan tan dong trén nén tang cong nghé
Kafka, KSQL...

- Pham vi nghién ctru: Hé thong phan tich ma doc IoT Botnet.

5. Phwong phap nghién ciru.

- Phuong phap nghién ctru 1y thuyét: Phan tich va tong hop cac tai lidu lién quan
dén dé tai. Phan loai va hé thong hoa 1y thuyét cac két qua nghién ctru hién tai nhu
bai bao, két qua nghién ciru khoa hoc vé phan tan dong, phan tich va phat hién ma
doc IoT botnet.

- Phuong phap nghién ciru thuc tién: Stir dung phuong phap thuc nghiém khoa
hoc dé xay dung, danh gia giai phap phan tan dong.



1.11

CHUONG 1. COSO LY THUYET

Trong su phat trién manh m@ cua nén cong nghi¢p 4.0, internet van vat 1a mot
linh vuc d3 va dang duoc nghién ctru va ung dung rong rdi. Trong nhitng nim gin
day, su bung nd vé sd luong cua thiét bj 10T gitp con ngudi rat nhidu trong doi séng
cling nhu nhiéu nganh cong nghiép. Tuy nhién bén canh uwu diém vuot troi vé tng
dung, cac thiét bi [oT cling co6 cac dac diém lién quan dén bao mat ma hacker c6 thé
khai thac. Vi sd luong thiét bi IoT ting trudng timg ngdy, viéc nghién ctru cac bién
phép bao mat cho thiét bj IoT dang rat dugc quan tam hién nay. Ngoai viéc xay dung
hé théng phan tich va phat hién ma doc, t6i wu hiéu ning hé thong dé c6 thé phat hién
som mi doc ciing 13 mot cong viée rat quan trong. Trong chuong nay, ludn van s&
trinh bay tong quan vé mi doc IoT botnet va md hinh hé thong phén tich, phat hién

ma doc IoT botnet.
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Hinh 1.1: Ung dung ciia IoT trong thuec té

1.1 Tong quan mi doc IoT Botnet
Cac khdi niém trong loT

Internet of Things 1a mot y twong da duoc dua ra tir 1au, tuy nhién cho dén
nam 1999 méi chinh thirc dugc dua ra boi Kevin Ashton [1] — Giam déc diéu hanh
cua vién Auto-ID cta Vién cong nghé Massachusets (MIT - Massachusetts Institute
of Technology). Trong d6 céc thiét bi dugc trang bi Radio Frequency Indentification
(RFID) la diéu kién tién quyét cho thiét bi IoT vao thoi diém d6. Cum tir Internet of
Things dé chi cac ddi tuong co6 thé gan nhan (tagged), quan 1y va theo dai.



Hi¢n nay khai niém vé 10T ¢6 rat nhiéu cach giai thich khac nhau duoc cac td
chtrc dua ra, mét trong cac to chirc uy tin trén thé gidi 13 Lién minh Vién thong thé
gi6i (ITU — International Telecommunication Union) [2] da dua ra mot khai niém
tuong ddi hoan chinh vé IoT. Khai niém IoT theo ITU duoc phét biéu nhu sau:
“Internet of things 1& mét co sé ha tang mang tinh toan cau cho xa héi théng tin,
mang dén nhitng dich vu tién tién bang cdch két néi cdc “do vat” (cd vét 1y lan do)
dira trén sw ton tai cia thong tin, dua trén kha nang twong tic cia cdc thong tin do
va dya trén cdc cong nghé truyén thong. Thong qua viéc khai thdc kha néing nhdn
biét, thu thap xir 1y dit liéu, cong nghé cdc hé thong IoT tin dung moi thir dé cung cdp
dich vu cho tdt cd cdc loai ung dung khac nhau, déng thoi bao dam tinh bao mat va
quyén riéng tr”. Nhin chung, cac khai niém vé IoT c6 thé chua ddng bo trén thé gioi,
tuy nhién vé co ban 1a xoay quanh céc thiét bi c6 két ndi voi nhau dé thyc hién mot
muc dich nhat dinh cho con nguoi.

Ttr dinh nghia vé IoT néi chung chi ra mot mang ludi cac vat (things) két ndi
va twong tac véi nhau, vay cac vat (things) 1a gi va cy thé dugc tmg dung nhu thé nao
trong doi séng va cac linh vuc khac? Trong cum tir ‘ToT’, tir ‘thing’ biéu thi mot thuc
thé vat 1y hodc 4o hoa ¢ chirc ning nhat dinh. Day c6 thé 1a thiét bi gia dung, cong
ngh¢ deo dugc, hé théng an ninh hodc céac thiét bi dugc két ndi/két ndi khac. Trong
mdi truong tmg dung ciia IoT, cac thiét bi IoT dong vai tro 1a thyc thé thiét yéu va da
kién trac. Tir d6, trong khuon kho luén van va phu hop voi ndi dung nghién ctru, hoc
vién dua ra khai niém thiét bi IoT nhu sau:

Pinh nghia 1: Thiét bi IoT 14 nhiing thuc thé vat 1y hodc 4o hoa da kién tric,
¢ cac dic diém cu thé nhu tai nguyén han ché, nho gon dé phuc vu muc cac dich
khac nhau, c6 kha ning xir Iy dit liéu, két ndi va chia sé thong tin véi cac thuc thé
khéc.

Trong thuc té, co rat nhiéu loai thiét bi IoT dién hinh nhu camera, thiét bi dinh
tuyén, ti vi, may in, cdm bién, déng h, dién thoai, .... Thiét bi IoT duoc ap dung
trong da sb cac linh vyc hién nay va khéng con qué xa la tai Viét Nam. Tiém ning
cta ToT trén thé gidi 1a rat 1on va dang dugc nghién ctru Gmg dung rong rai nhu nha
thong minh, thanh phé thong minh, trang trai théng minh, nha may thong minh, luéi

dién thong minh, y té. Cac thiét bi IoT hién nay chua c6 mot tiéu chuan nao dé san



xuét va phat trién, vi vy thiét bi IoT c6 da kién trac vi xir 1y, da hé diéu hanh va phd
bién nhét la cac bién thé clia hé diéu hanh Linux.
a) Kién triic ciia IoT

Ké tir khi nhiing nghién ctru dau tién vé IoT dugc thuc hién, kién trac ba 16p
d3 1a md hinh tong quan cho cac tng dung IoT. Ba 16p 13 Nhén thtc (hodc Thiét bi),
Mang va Ung dung.

L6p nhan thire: Ban than cac cam bién nam trén 16p nay. Day 1a noi bit ngudn
cta dir liéu. Dir liéu c6 thé dugc thu thap tir bat ky s lwong cam bién nao trén thiét
bi duoc két ndi. Céc thiét bi truyén dong, hoat dong dua trén moi truong cia ching,
cling nam & 16p nay cia kién tric.

L&p mang: Lép mang mo ta luong 16n di liéu dang di chuyén trong Gng dung.
L6p nay két ndi cac thiét bi khac nhau va giri dit liéu dén cac dich vu back-end thich
hop.

Lé6p tng dung: Lop tmg dung 13 nhitng gi ngudi dung nhin thdy. Day c6 thé 1a
mot rng dung dé diéu khién mot thiét bi trong hé sinh thai nha thong minh hodac mot

bang diéu khién hién thi trang thai cia cac thiét bi 1a mot phan cua hé thong.
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Hinh 1.2: Cac 16p trong kién tric IoT



Kién trac Internet of Things duoc thé hién trong hinh 1.3 sir dung cach tiép
can bén giai doan. Kién tric nady mé ta cac khdi xay dung khac nhau tao thanh giai
phap 10T. Vit (thing) co thé 1a bat ky thiét bi, dit liéu hodc ddi tuong thong minh nao
va tat ca nhitng thir ndy déu duogc két ndi voi ddm may thong qua mot cong chu yéu
la internet. C4c thanh phan riéng 1é nhu nhu quan 1y thiét bi, phan tich, truc quan hoéa,
v.V. duoc sir dung dé quan 1y dit liéu voi su trg gitip cua Dir li€u 16n duoc sir dung dé
lwu trir dir ligu.

Thing

Thing » Internet Gateway Edge/Fog computing

Hinh 1.3: Kién triic ciia hé thong IoT theo bon giai doan

Thiét bi (Device/Thing): Giai doan nay 1a vé cac thiét bi thuc té trong cac giai
phap ToT. Cac thiét bi nay c6 thé 1a cam bién hodc thiét bi truyén dong trong 16p nhan
thire (Perceptron). Cac thiét bi d6 sé& tao ra dit liéu (trong trudng hop cam bién) hoic
hoat dong trén mdi trudng cua ching (trong trudng hop bd truyén dong). Dir lidu
dugc tao ra dugc chuyén ddi dudi dang k§y thuat sé va truyén dén cong két ndi internet.
Trir khi phai dua ra quyét dinh quan trong, dir liéu thudong dugc giri ¢ trang thai tho
dén giai doan tiép theo do tai nguyén cta chinh thiét bj c6 han.

Cong Internet (Internet Gateway): Cong Internet s& nhan dir liéu thé tir thiét bi
va xtr Iy trude khi giri 1én ddm may. Cong két ndi internet nay c6 thé duoc gan vat ly
vao thiét bi hodic mot thiét bi doc 1ap co thé giao tiép v&i cac cam bién qua mang cong
sut thap va chuyén tiép dir liéu dén internet.

Dién toan bién hoic swong mu (Edge/Fog computing): Dé xu 1y dit liéu nhanh
nhat c6 thé ma khong can dén cac thyc thé trong dién toan dam may. Diéu nay sé& cho
phép phén tich dir liéu nhanh chéng va xac dinh xem c6 diéu gi can cha ¥ ngay lap

tic hay khong. Lp nay thuong chi quan tim dén dir liéu gan day dugc yéu cau cho



cac hoat dong quan trong vé thdi gian. Mot s6 qua trinh xt 1y trude ciing c6 thé dugc
thyc hién & giai doan nay, dé han ché dit liéu cudi cung dugc chuyén 1én dam may.

DPam may hoic trung tam dir liéu (Cloud or datacenter): Trong giai doan cudi
cung nay, dir liéu duogc luu trir dé xir Iy sau. Cac 16p Gng dung va nghiép vu nam
trong giai doan nay, noi cac phan mém quéan 1y c6 thé dugc cung cip thong qua di
li¢u dugc luu trit trén ddm may. Phan tich sau hoac cac hoat dong st dung nhiéu tai
nguyén nhu dao tao may hoc s€ xay ra ¢ giai doan nay.

b) Pic diém ciia thiét bi IoT

Thiét bi IoT ¢6 cac ing dung khac nhau, nén chung ciing s& c6 rat nhiéu dic
diém khac nhau. Tuy nhién cac thiét bi IoT c6 mot s6 dic diém chung dugc trinh bay
trong phan nay. Khac véi nhitng thiét bi trén Internet thong thuong, thiét bi IoT ¢6
cac dic diém nhu sau:

Tinh khong dong nhat: Cac thiét bi trong IoT 1a khong dong nhat vi dua trén
rat nhiéu nén tang phan cing va mang. Cac thiét bi nay co thé trao doi, tuong tac
thong tin voi thiét bi khac hodc cac nén tang dich vu khac thong qua cac mang khac
nhau. Do dich vu va muc dich san xuit khac nhau, cac nha san xuét s dung céc phén
ctimg khac nhau. Cac vi xtr 1y duoc cac nha san xuat phan ctng toi uu khac so véi
may tinh ca nhan, cac thiét bi ToT st dung cac kién tric vi xu 1y ¢& nhé nhu: MIPS,
ARM, PowerPC, MIPSEL, ... Cac giao thirc két ndi trong mang IoT ciing dugc sir
dung khac nhau nhu: mang di d6ng, mang dién rong cong suét thap (Low Power Wide
Area Networks), mang Zigbee va cac giao thirc ludi, Bluetooth, Wi-Fi, RFID, ...

Tai nguyén han ché va thiét bi nho gon: Nham muc dich ti thiéu hoa chi phi
san xuat va lam cho thiét bi c6 kich thudc nho gon, cac phan cting khong can thiét
trong cac thiét bi IoT dugc loai bo mot cach triét dé. Do d6 cac thiét bi IoT bi han ché
rat nhiéu vé tai nguyén nhu bd nhé thip, ning luc tinh toan thip.

Thay doi dong: Cac trang thai ciia thiét bi IoT c6 thé thay doi dong vé cac
trang thai nhu ngu, thue, két ndi, ngét két ndi dua vao cac bdi canh 1am viée cling nhu
vi tri, van tdc cta thiét bj. Thém nita, sd luong thiét bi trong mang ciling luén luon can

phai thay d6i mot cach linh hoat.
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Quy m6 mo rong 1on: Sb luong céac thiét bi IoT ngdy cang duge mé rong va
tang 1én mot cach nhanh chong. S6 lugng nay 16n hon sb lwong cac may tinh st dung
Internet rat nhiéu. Trong béo cdo cta Cisco [3], dén nim 2023 s& co t&i 29 ty thiét bi
IoT trén toan cau.

Tinh két ndi lién théng: Véi cac hé thdng IoT, tat ca moi vat dugc két ndi lién
thong véi thong tin toan cau va ha tang lién lac.

1.1.2 Ma déc 10T Botnet

Nhu da trinh bay & phﬁn trén, dua vao dic diém thiét bi IoT c6 kha nang bi
khai thac va tan cong 1a rat 1on. Dya vao bao cdo clia Unit 42, Palo Alto Networks
[4] trong s6 hon 1,2 triéu thiét bi ho di nghién ctru, c6 dén 98% tat ca cac luu luong
truy cap IoT khong duoc ma hod, luu lwong nay c6 thé mang dir liéu ca nhin va cac
thong tin nhay cam trong mang. Ciing trong bo co nay c6 dén 57% thiét bi IoT dé
bi tAn cong & murc do nghiém trong trung binh hodc cao, 1a mdt moi truong tiem nang
cho céc ké tan cong.

a) Khdi ni¢m ma djc

Trudce hét, thuat ngit ma doc nodi chung trong khoa hoc may tinh dugc Cisco
[5] dinh nghia nhu sau: “Phdn mém déc hai (malware), viét tit ciia “malicious
software”, dé cdp dén bat ky phan mém xam nhdp ndo dwoc phdt trién béi téi pham
mang (thuwong dwoc goi la “tin tic”) dé danh cdp dit liéu va lam hong hodc phad hiy
may tinh va hé théng mdy tinh. Vi du vé phan mém déc hai phé bién bao gom vi riit,
sdu, vi rit Trojan, phan mém gidn diép, phan mém qudng cdo va ransomware”. Mot
cach téng quat, ma doc 1a mot chuong trinh hodc mdt doan ma dugc tin tac bﬁng mot
cach bi mat chén vao cac hé thé)ng may tinh vo1 muc dich doc hai.

Botnet c6 thé dugc dinh nghia 1a mdt tap hop cac thiét bi bi xAm nhap dugc
goi la bot chay ma doc va duogc kiém soat boi quan tri vién dugc goi l1a botmaster.
Thong thuong, mot mang botnet bao gdm ba thanh phan chinh: ké tan cong; co sé ha

tang doc hai; cac bot.
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Hinh 1.4: Phan tich cic mdi de doa hang dau trong IoT [4]

b) Ma doc IoT botnet

Ma doc 1oT botnet 1a loai ma doc duge tin tac phat trién trén nén tang IoT.
TrendMicro [6] dua ra khai niém IoT botnet “Mang botnet IoT la mét mang ludi cac
thiét bi dwoc két néi véi Internet van vit (loT), dién hinh la cac b dinh tuyén, da bi
nhiém ph&n mém doc hai (cu thé la phﬁn mém doc hai loT botnet) va roi vao tam
kiém sodt ciia cée tac nhéan doc hai. Cée mang botnet loT dwoc biét dén véi viéc dwoc
sir dung dé phat déng cdc cudc tan cong tiv choi dich vu (DDoS) phdn tan vao cdc
thure thé muc tiéu dé lam gian doan hoat dong va dich vu cua ho ™.

Vi sy phat trién nhanh va manh mé nén tang [oT hi¢n nay, ) luong thiét bi
IoT dang dugc sir dung ting lién tuc va vuot qua s lugng may tinh truyén thong rat
nhiéu. Do d6, anh hudng khi bi IoT botnet tan cong 1a rat 16n. Trong nhitng nim gan
day, mot trong nhitng cudc tdn cong tir chdi dich vu phan tan (DDoS) 16n nhét st
dung mang botnet IoT vao Dyn, cong ty cung cip DNS vao nim 2016 [7]. Chlng tin
cong trang web ciia Dyn véi cac yéu cau dugce xac nhan 1,2 terabit mdi gidy. Mang
botnet IoT tré nén phd bién do tac dong khong thé bo qua cua nd, duoc goi 1a Mirai
[8]. Cac thiét bi IoT khong dong nhét, viéc phat hién 16 hong IoT ciing nhu 0T Botnet

tro nén kho khan. Vi vay, phat hién [oT Botnet 1a mgt huéng nghién ctru rét can thiét.
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C6 nhiéu nghién ctru vé IoT botnet [9]-[11] chi ra ring IoT botnet hoat dong
qua ba giai doan chinh nhu sau:

Giai doan 1: Giai doan quét: Dé xac dinh vi tri ctia mot thiét bi dé bi tin cong,
mot bot (hoac ma doc hai) thuc hién quét va do tham. Botmaster quét cac thiét bi [oT
dé bi tdn cong. Mot khi n6 tim thiy no, né bit dau lay nhiém ma doc thong qua khai
thac 15 hong. Khi thiét bi bi xAm pham, no s& trd thanh mot bot va bat dau giao tiép
v6i botmaster. Thong qua viée str dung thong tin dang nhap yéu hodc khai thac cac
16 hong da biét ciia cac thiét bi IoT, bot s& tin cong dén cac nan nhan mai.

Giai doan 2: Giai doan lan truyén: Mot phién ban phu hop cta bot duoc cai
dat va thuc thi dua trén kién tric cua thiét bi dé bi tin cong. Thong thuong, dé duoc
quyén kiém soat hoan toan, bot s& dimg cac qua trinh lién két vé6i dich vu lién quan
dé x6a bat ky phan mém doc hai nao khac phan mém doc hai trude d6 va khoa cac
cong vao chinh nd. Mi doc lan truyén dé mo rong mang botnet IoT cang nhanh cang
tt. Trong giai doan ndy, cac bot van dang chd 1énh tir botmaster.

Giai doan 3: Giai doan tan cong: Thuc hién cac hoat dong doc hai nhu DDoS,
khai thac tién dién tir va thu rac. Ké tn cong bat dau cudc tan cong bang cach gui
cac 1énh thong qua may cha chi huy va diéu khién dén tat ca cac bot duge phan phdi
dé kich hoat cudc tan cong. Do do, céac bot bat dau cudc tn cong sau khi nhan dugc
cac 1énh gidng hét nhau.

Hiéu duogc cach thirc hoat dong cua cac botnet trén Internet 13 rat quan trong
dé tim ra nhirg cach phat hién méi, hiéu qua va xir Iy chung nham han ché thiét hai.
Hiéu hoat dong cta cic bot nay mot cach toan dién hon sé& gitip chng lai cac cudc
tan cong va gitt cho khong gian mang trong sach, tir d6 gilp dam bao an ninh cia
Internet. Hau hét cac ma doc 10T botnet déu c6 cac budc lam viée tuong ty nhau.

Hinh 1.5 minh hoa cach hoat dong cua cac botnet IoT.
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Hinh 1.5: So' @ ludng tin cong ciia mot IoT botnet [11]

Céc bién ching ma doc IoT botnet hién nay ngay cang tién hoa va tinh vi hon,

da s0 dugc phat trién dya vao mot s0 co s& ma doc ma nguoén mo. Mot s6 co s& ma

ddc dugc Trend Micro phan tich [12] va 14 co s& dé phat trién hau hét cac ma doc IoT

botnet hi¢n nay.

Kaiten (hay con goi 1a Tsunami) duogc cho 1a it dugc biét dén nhét trong ba co

s& mat ma. Tuy nhién, co s& ma nay, la ma ngudén mé tir nam 2001, van con pho bién

trong gidi toi pham mang. Kaiten iy lan bang cac dich vu Telnet, cAc bién thé gan

day ctia n6 c6 tinh ning tiéu diét bot dé 1am sach bat ky su 14y nhiém nao khéc trude

do.

Qbot: Mic du méi hon Kaiten, nhung Qbot ciing 13 mot ho phan mém doc hai

botnet 10T twong di cii. N6 xudt hién 1an dau tién vao nam 2008, nhung né van con

phd bién trong gidi toi pham mang. N6 con duge goi la Bashlite, Gafgyt, Lizkebab,
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hozc Torlus. Gidng nhu Kaiten’s, cac bién thé cua Qbot c6 tinh ning diét bot giup g&
cai dit cac phan mém doc hai botnet khéc.

Mirai: Mirai 12 co s& phd bién nhit va duoc biét dén nhiéu nhat trong sé ba
co s&é ma. N6 ndi 1én vao nam 2016, khi nd tao dung dugc tén tudi sau khi danh sap
cac trang web va dich vu 16n. N6 duoc thiét ké nhu mot cong cu DDoS dé ban va
duoc st dung dé nham muc tiéu dén céc game thu. Mot s6 bién thé ciia Mirai c6 kha
nang don dep cac phan mém lay nhiém cii hon va hoan toan doc quyén mot thiét bi.
1.2 Toéng quan hé théng phan tich va phat hién ma doc loT Botnet
1.2.1 Cac phwong phdp phén tich va phdt hién ma doc IoT Botnet

Hién nay, cac phuong phap phat hién ma ddc duoc nghién ctru va ap dung trén
thé giéi dugc chia thanh ba loai chinh nhu sau: (1) cac phuwong phap phat hién dua
trén tri tué¢ nhan tao (Al-based), (2) cac phuong phap phat hién dya trén hanh vi
(behavior-based) va (3) cac phwong phap phat hién dua trén ddu hiéu (signature-
based).

Khai niém déng sau tri tué nhan tao va cac nhanh cua né (hoc may va hoc sau),
cung cip mot thuat toan c6 thé phan tich thong tin va nhan dang cac mau, tir d6 xay
dung mot mo hinh ma may c6 thé str dung dé phan tich thong tin ma n6 chua timg
thdy trudc day. Thuat toan hoc lién tuc va co thé dua ra cac quyét dinh dang tin cay
lap di 1ap lai khi cac hé thong cung cap nhiéu dit liéu huan luyén cho mé hinh. Phuong
phé&p phat hién dua trén tri tué nhan tao str dung cac dac trung cia ma doc tir d6 dua
ra mot mé hinh du doan va phat hién soém ma ddc. Cac mo hinh duoc st dung trong
phat hién IoT botnet dua trén cac thudt todn hoc may nhu hoc c6 giam sat, hoc khong
giam sat, hoc sau.

Céac phuong phap (2) khong st dung thuat toan tri tué nhan tao va thay vao do
stt dung cac phuong phap dua trén dic diém k§y thuat dé phat hién. Néi chung, mot
phuong phéap phat hién dic diém k§ thuat phy thudc vao thong sé k§ thuat mo ta hanh
vi du kién. N6 c6 thé phat hién cc cudc tin cong chua tirng gip phai trude d6 va co
ty 1¢ duong tinh gia thap, nhung né c6 nhuoc diém 1a kém hiéu qua hon cac phuong

phap phat hién bat thudng va tén nhiéu thoi gian hon.
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Cac phuong phap dua trén ddu hiéu (3) giit lai co s6 dit liéu cua cac ki thuat
xam nhap d3 biét (chit ky tn cong) va phat hién sy xdm nhap bang cach so sanh cic
hanh vi v6i co so dit liéu. Chiing phat hién chinh x4c cac cudc tin cong da biét va
yéu cau it tai nguyén hon dé phat hién cac cudc xdm nhap. Ching c6 nhuge diém la
khong hiéu qua trong viéc phat hién cc cudc tin cong khong xac dinh hodc bién thé

mai cua ma doc.

Phurong phdp phat hién
m& ddc loT botnet

h h J h

Dira trén tri tué nhan tao ‘ Dira trénm hanh vi ‘ ‘ Dua trén dau hiéu ‘
¥ h J ¥
‘ Phén tich tinh ‘ ‘ Phén tich ddng ‘ ‘ Phéan tich lai ‘

Hinh 1.6: Cac phwong phap phat hién ma dc IoT botnet

Qua trinh md xé ma doc dé hiéu cach thirc hoat dong, xac dinh chuc nang,
ngudn gdc va tac dong tiém an cua né dugc goi 1a phan tich ma doc. Véi hang tridu
mi doc méi va cac phién ban bién ddi ctia cac ma doc da phat hién trudce do, tong sd
mi doc ma cac nha phan tich bao mat gip phai da tang Ién rat 16n trong nhitng nam
qua. C6 hai céach tiép cén co ban dé phéan tich ma doc IoT botnet: (1) phén tich tinh,
(2) phan tich dong va (3) phan tich lai. Phan tich tinh lién quan dén viéc kiém tra phan
mém ddc hai ma khong can chay n6. Mat khac, phan tich dong lién quan dén viéc
chay c&c phan mém doc hai c6 c4c dic diém hé thdng nhu thé nao va phén tich lai 1a
su két hop gitra phan tich tinh véi phan tich dong.

Phan tich tinh bao gém viéc kiém tra ma hodc cau tric cua tép thuc thi ma
khong thyc thi ma doc. Loai phan tich nay co thé x4c nhan xem mot tép c6 doc hai
hay khong, cung cép thong tin vé chiic nang va ciing c6 thé duoc str dung dé tao ra

mot bg chir ky don gian.
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Phan tich dong lién quan dén viéc thyuc thi chwong trinh va giam sat hanh vi
clia n6 trén hé thong. Khong giéng nhu phan tich tinh, né theo ddi cac hanh dong thuc
duogc thue hién boi chuong trinh.

Céch tiép can phan tich lai két hop giita phan tich tinh va phan tich dong.
Trong khi mdi cach tiép can déu c6 vu diém va han ché nhat dinh, cach tiép can phan
tich lai c6 thé két hop cac wu diém cua ca phan tich tinh va phén tich dong. Khi d6 c6
thé nang cao hi¢u qua cua vi¢c phat hién ma doc loT botnet. Cac ddc trung ciia phan
tich tinh va phan tich dong duoc str dung, sau do két hop lai béng mot thuat toan hoac
mo hinh nhat dinh dé ra dic trung sau khi phan tich lai. Tuy nhién phan tich lai cling
¢6 nhuoc diém, do két hop giira cac cach tiép can nén phan tich lai phirc tap hon so
v6i cac cach phan tich con lai. Ngoai ra viéc két hop ndy ciing can khong gian luu trit
va tai nguyén tinh todn 16n.

Bang 1.1 So sanh giira cac phwong phap phan tich ma dgc IoT botnet

nghé, phén mém hd tro
dich nguoc.

thuc thi ma doc.

- Kh6 md phong day du
cac kién tric phan cliig
loT.

Phin tich tinh Phin tich dong Phan tich lai
Uu | - Phan tich chi tiét cac | - Thuc thi chuwong trinh | - Két hop wu diém vé
diém | tap tin, doan ma va dua | dé theo doi va quyét | dic trung cua hai
ra cau trac ma doc. dinh tap tin c6 phai ma | phuong phap.
- Khong can thyc thi | doc khong. - Két qua phan tich
ma doc. tong quat vé ma doc
hon.
Han |- Can dich nguoc mi |- C6 nguy co mat an | - Kién trac xur ly phuc
ché | may nén can cac cong | toan hé théng do phai | tap hon.

- Can nhiéu khong gian
luu trir va tai nguyén
tinh toan.

1.2.2 Hoc may trong phdt hién ma déc loT Botnet

Tri tu¢ nhan tao da va dang dugc nghién ctiru ing dung rong rai trong cac linh
vue, trong d6 c6 bao mat trong IoT. Cac phuwong phap hoc may duogc ap dung dé phat
hién cac cudc tan cong som dua trén cac dir li¢u ddc trung cua hé théng hodc tép tin.
M3 doc IoT hién nay c6 rat nhiéu bién ching tinh vi va sb luong 16n, vi vay cac mé
hinh hoc may ciing can duoc cdp nhat thuong xuyén. Cac thuat toan hoc may dugc

chia lam 3 loai, gém:
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- Hoc c6 giam sat (Supervised learning) la nhiém vu hoc may hoc mét ham
chtrc nang anh xa dau vao dén dau ra dua trén cac cap dau vao - dau ra huan luyén.
Mo hinh hoc may dua ra mot ham chire ning tir dir liéu dao tao duge gin nhin. Hoc
c6 giam sat thudong duoc st dung trong cac bai toan phan 16p, hoi quy.

- Hoc khong giam sat (Unsupervised learning) 1a trong qué trinh hoc, thuat
toan hoc cac mau tir dit liéu khong duoc ga"m nhan. Qua trinh hoc xay dung moé hinh
tim kiém cau tric hodc phan ra cac cum c6 dic trung tuong d6i gidng nhau. Hoc
khong giam sat thuong dugc sir dung trong céc bai toan phan cum.

- Hoc tang cuong (RL) 1a mét loai k¥ thuat hoc may cho phép cac tac tir (agent)
hoc trong méi trudng tuong tac bang cach thir va sai bang cach st dung phan hoi tir
cac hanh dong va kinh nghiém cua chinh né.

Mot s6 nghién ctru ing dung hoc may trong phat hién ma doc IoT botnet nhu
tac gia Nguyen va cong sy [13] da dé xuat mot nd lyc sir dung phuong phép phan tich
lai. Co ché tich phan, quy trinh tién xir Iy va phén loai dua trén céc tinh ning tuong
t4c ¢ dd thi thong tin chudi co thé in duogc (do thi PSI) va d6 thi goi hé théng (SCG).
B phan loai dugc sir dung thuat toan hoc may c6 gidm sat bao gém Cay quyét dinh
(DT), k-Nearest Neighbor (KNN), SVM (hat nhan RBF) va Rirng ngau nhién (RF).

Véi hoc khong giam sat, c6 mot s cong trinh nhu cua tac gia Ozawa va cong
su trong bai bao [14], cac tac gia di gidi thiéu mot phuong phap st dung hoc quy téc
két hop dé tim ra tir dit liéu dugc thu thap trén quy mo 16n tir cac darknet, véi mot
luéng 16n, tinh d@)ng nhét cua cac cudc tn cong. Ho co thé phat hién ra cac hanh vi
tan cong may chu lién quan dén cac nhém phan mém doc hai duoc cong nhan bang
cach phat hién ra su di xtmg trong cac d4u hiéu lién quan dén IoT, chang han nhu
cong dich, loai hoat dong va kich thudc cira s6 TCP.

Cubi cing, v6i hoc ting cudng ciing duoc tmg dung dé ting cudng mo hinh
hoc may phat hién IoT botnet nhu cong trinh cua tac gia Ngo va cong su [13] da dé
Xuat mot cach tiép can st dung md hinh hoc tang cuong dé tao ra cac mau doi nghich
sau d6 huin luyén bd phan loai hoc may dd thi PSI. M6 hinh nay duogc danh gia béng
tap dit liéu voi 10010 mau do thi PSI bao gdm 6165 mau botnet IoT va 3845 miu
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lanh tinh. BO phan loai dat d chinh xac 95,13% va tir 40% dén 94,10% sau khi dugc
huan luyén bang cach thém hon 4083 mau ddi nghich vao tap dit liéu gbc.
1.2.3 Mé hinh hé thong phén tich va phdt hign ma dic IoT Botnet

O khuon kho ludn vin nay, hoc vién trinh bay mé hinh hé théng phén tich va
phat hién ma doc do hoc vién va nhom cua T.S Ngoé Qudc Diing da nghién ctru bao
gdm chi tiét vé giai doan tién xur 1y dir liéu, co ché phan loai dua trén vecto tinh nang
va md hinh hoc tap ciing c¢b dé cai thién phat hién tan cong zero-day. M6 hinh tong
quan hé théng dugc minh hoa tai hinh 1.7.

IoT Benign

loT Botnet Detector %
i |
" " Feature Vectors
Sy Calls C Machine
ELF | l

E: .
xtractor Learning Detector

* Classifier
@
!

Adverarial Samples loT Botnet
Generator

Dataset

Learning Agent
Hinh 1.7. M6 hinh h¢ théng phan tich va phat hién ma doc IoT botnet

M6 hinh duoc dé xuat bao gdm nam thanh phan chinh: Bo thu thap 1énh goi
hé théng (SCC — System Calls Collector), Bo trich xuit vecto tinh niang (FVE —
Feature Vectors Extractor), Bo phat hi¢én Botnet [oT (IBD — loT Botnet Dectector),
Bo tao mau dbi nghich (ASG — Adversarial Samples Generator), Tac nhan hoc ting
cuong (RLA — Reinforcement learning). Hoat dong ctia mo hinh dugc chia thanh hai
giai doan:

(1) Giai doan dau tién 1a giai doan phan loai hoc may ma IBD sé& dugc dao tao
bang cach st dung cic bo phan loai hoc may khac nhau. Thir nhat, phan tich dong
dugc st dung dé xur Iy tap dir ligu. Cac t€p Pinh dang lién két mo rong (ELF -
Extensible Linking Format) dugc SCC xir Iy bang cach sir dung méi truong sandbox,
tir d6, d6 thi 1énh goi hé thdng 1a két qua dau ra ctia sandbox. Céc 1énh goi hé thong
d6 dugc FVE phan tich bang thuat toan graph2vec [15, p. 2]. Sau dé, dir liéu do hoa

cia SCG duoc bién d6i thanh vector dic trung voi kich thude ¢d dinh. Bude cudi
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cung cua giai doan nay, IBD st dung mot s6 thuat toan hoc may dé phan loai dir liéu
nay 1a lanh tinh hay phan mém doc hai.

(2) Giai doan thir hai 13 cai thién phan loai, IBD dugc phat trién bang cach hoc
tang cuong dé phat hién cudc tin cong zero-day. Ban dau, RLA st dung phuong phap
hoc tang cuong dé tim ra cach tot nhit dé tao mot cau trac dd thi goi h¢ thé)ng moi.
Sau d6, ASG két hop db thi cudc goi hé théng phan mém doc hai ban dau voi do thi
lénh goi hé thong méi tir RLA. Dé dam bao cac thudc tinh doc hai cia mi doc, ASG
thém d6 thi 1énh goi méi tir RLA vao nit dau tién cta d6 thi 1énh goi ma doc dé tao
mdt mau SCG chua duoc huin luyén. Tiép theo, mau SCG méi chua dugc huin luyén
dugc phan tich va trich xut cac vecto dic trung gidng nhu giai doan dau. Sau do,
IBD thyc hién phan loai cac mau SCG méi duoc tao ra. Két qua cua IBD la phﬁn
thuong tra vé RLA, két qua c6 thé 1a dwong néu mau d6i nghich ndy gay ra su phan
loai sai tir IBD va nguoc lai. Cubi cing 12 ddnh gia mo hinh bang cach st dung bo dir
lidu thir nghiém v&i cac miu zero-day dé danh gia hiéu qua va do chinh xéac. Chi tiét
qué trinh xt Iy ctia m6 hinh nhu sau:

a) B¢ thu thap lénh goi hé thong (SCC — System Calls Collector):

Phuong phap phan tich dong duoc sir dung dé theo ddi hanh vi doc hai cia
IoT Botnet va thu thap nhat ky cudc goi hé théng. Ban dau, cac tép ELF duoc thuc
thi trong mdi truong sandbox cé cac thude tinh twong tu véi thiét bi IoT. Va daura la
ban ghi dir liéu cudc goi hé théng mang theo thong tin cudc goi ctia hé théng. Lénh
goi hé thdng nay ghi lai su tuvong tac cia mang botnet IoT voi cac hanh vi doc hai
nhu cb gang quét cong, tan cong brute-force, ¢ gang két ndi vdi may chit C&C, phat
hién cac thiét bi khac thong qua cac cong dich vu mé khac nhau. Bé dam bao diéu
kién tot nhat ctia IoT Botnet, hop cat yéu cau kha nang hd trg da kién tric, cung cap
thu vién dong, trinh gia lap yéu cau may cha C&C. Do dé, hoc vién da sir dung V-
Sandbox [16] dé thu thap thong tin vé hanh vi doc hai. Sau d6, cac tép nhat ky cudc
goi hé thong dugc xtr 1y dé tao SCG. Trong khuon khé ludn vin, mot SCG duge dinh

nghia nhu sau:
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Pinh nghia 2: SCG la mét dé thi ¢é hudng dwoce dinh nghia la Ggeq(V, E)
trong do:

-V la céac dinh duwoc thiét ldp bai cac 1énh goi hé thang véi id tién trinh, tén

Va doi sé.

- E latdp cac canh ma méi canh néi tir dinh v; d@én dinh v; cia do thj phan
anh moi quan hé cua hai Iénh goi hé thong. Vai khuyén, né chi duroc tinh
la mot canh.

Budc tiép theo, SCG duoc trich xuat thong qua dit lidu cudc goi hé thong bang
cach xem thur tu cudc goi cua mau dau vao tir V-Sandbox. SCG bao gém cac dinh
dugc gan nhin id quy trinh (PID), tén, ddi sé va cac canh la két ndi giita cac dinh.
Nhanh d6 thi voi quy trinh con nay hoan toan ¢ thé phén tich dé phat hién hanh vi
cua IoT Botnet. Hinh 1.8 minh hoa phén mém doc hai SCG bt dau tir 1énh goi hé

théng execve().
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Hinh 1.8. Do thi cac 1¢nh goi hé thong ciia mdt tép tin ELF chira ma ddc.
b) Trich xudt cac vecto ddic trung ciia do thi lénh goi hé thong.

Pé thich tmg v6i dau vao ctia bd phan loai hoc may, dit liéu SCG thé hién duéi
dang vecto dac trung voi do dai ¢b dinh v6i muc dich trich xuit dac trung dir li¢u
cling nhu giam thiéu thoi gian va chi phi tinh toan. Tai day, hoc vién di s dung k¥
thuat nhung do thi (graph embedding) dé giai quyét van dé mdi SCG mang thudc tinh

ctia moi t&p ELF dau vao vdi s6 dinh va so canh khic nhau. Toan bo dd thi duoc



21

chuyén d6i thanh mét vecto dic trung, sau d6 nd duoc cung cap cho cac bd phan loai
hoc may. Trong khuon kho bai béo, hoc vién st dung framework Graph2vec [15] do
Narayanan va cOng su dé xuét. Tac gia coi toan bd dd thi 1a mot tai lidu va cac dd thi
con gdc xung quanh moi nut trong dd thi 13 mot tir, xir Iy d6 thi bang cach md rong
phuong phéap Skipgram cho vin ban (Doc2vec). Viée nhung dd thi duoc hoc theo
phuong phap hoc khong giam sat.

Trong giai doan dau tién, cac d6 thi 1énh goi hé thdng ban dau duoc tao bai
SCC duoc trich xuat thanh vector dic trung va sau doé tr¢ thanh dau vao cua bo phan
loai. Mat khéc, trong giai doan tht hai, FVE s¢€ trich xuét cac vecto dic trung tur cac
mau ddi nghich c¢6 chtra d6 thi 1énh goi hé thong da stra doi va dua chling vao bo phan

loai mot 1an nita. Viéc trich xuét tinh nang dugc minh hoa nhu Hinh 1.9.

graph2vec L -
(Skipgram) ”

System call graph Feature vectors
n-dimension

Hinh 1.9. Trich xuét vector dic trung ciia do thi 1énh goi hé thong

¢) Hoc tang cuong

Tac tr hoc tang cuong duoc su dung trong giai doan thir hai, s€ cai thién trinh
phan loai béng cach s dung mau doi nghich, c6 chirc nang tao dd thi 1énh goi hé
théng méi. Sau d6 cung cip dd thi 1énh goi hé théng méi cho ASG. Db thi 1énh goi
hé théng ban dau dugc tao voi tat ca cac dinh 1a 1énh goi hé théng lanh tinh. Sau do,
RLA cb ging sira doi dd thi 1énh goi hé théng nay bang cach thém cac dinh va canh
gia dé tao ra mot do thi 1énh goi hé théng lanh tinh méi. Dé tim ra phuong phap tao
d6 thi t6i wu, mo hinh hoc ting cuong duoc ap dung 1a Q-learning. M6 hinh hoc ting
cuong xac dinh nhu sau:

- M@i truong (Environment) c6 trach nhiém tra lai phan thuong cho tac tu.

Sy twong tac caa moi trudng Vai tac tir biang cach dua ra phan thuang 16n
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khi tac tir thuc hién mot s6 hanh dong khién IBD phan loai két qua sai va
néu khong s& trirng phat tac tir bang phan thuong am.

- Hanh dong (Action) 1a phuong phap tac tir chon dé stra doi cau trdc cua do
thi bang cach them mét s6 canh vao db thi. Tap hop hanh dong 1a A =
{a,,a,,as, ...,a,} twong tng thém mot s6 canh vao dinh a.

- Trang thai (State) 1a tap cac dinh cua d6 thi 1énh goi hé théng ban dau. Tap
trang thai 1a S = {X,, X4, ..., Xy} trong d6 N 1a sb dinh. Téac tir chuyén
sang trang thai méi sau khi thuc hién mét hanh dong. Trang thai dugc coi
la trang théi két thic khi 1énh goi hé thong mai ¢ thé danh lra bo phan
loai hodc vuot qua s6 budc nhat dinh.

- Phan thuong (Reward) r 1a 1 khoan thuong ma tac tir nhan dugc khi thyc
hién mot hanh dong. Néu IBD phan loai két qua sai v&i hanh dong cua tac
tr, thi d6 12 hanh dong dung va tac tir sé nhan duoc phan thuong dwong (r
= 1000). Nguoc lai, véi mdi vong lap va IBD phan loai két qua dang, hinh

phat s¢ duoc dat ra vai r =-1.

Muc dich cia mé hinh hoc ting cudng 1a 1am cho IBD phén loai sai bang cach
tao ra dd thi goi h¢ théng lanh tinh gia maoi. Do thi cude goi hé¢ théng nay duoc két
hop véi @6 thi cudc goi hé théng ma doc ban dau trong giai doan dau tién va sau do
trich xuét thanh vecto dic trung, cudi ciing dugc cung cap cho bo phan loai.

d) Phdn lop sw dung cdc thudt toan hoc may.

Sau khi tap dir liéu duoc FVE xir Iy trude, dau vao ctia bo phan loai 1a céac
vecto dac trung cé do dai ¢ dinh. Cudi cung, tap dir liéu chuin hoa duoc cung cép
cho bo phan loai hoc may dé huan luyén va thir nghiém. Trong bai bio nay sir dung
cac nhip thuit toan hoc may c6 giam sat phd bién nhu Naive Bayes (NB), SVM,
KNN, Cay quyét dinh (Decision Tree), Rung ngau nhién (Random Forest).

B6 phan loai di dwoc huan luyén theo hai giai doan dé cai thién kha ning phéat
hién cudc tin cong zero-day. Thua nhét, tap dit liéu mac dinh duogc cung cép cho cac
bd phan loai, cac mau loT Botnet da biét cua tap dir liéu mac dinh sau do co thé duoc

phat hién bdi cac bg phan loai. Cudi cung, tap dir licu mdi1 dugec RLA va ASG sua
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d6i nhung van giit nguyén hanh vi doc hai, duoc cung cip cho bd phan loai. Tap dit
lidu d6i nghich méi c6 thé cai thién kha nang phat hién tan cong zero-day.

1.3. Tong quan giai phap xir Iy phan tan dong

1.3.1. Cic dinh nghia vé hé thong phén tan.

Véi viée xu Iy mot luwong 16n dit liéu va can tai nguyén tinh todn 16n, viéc thiét
ké va xay dung mot hé thong can bang ning luc giita cac thiét bj [oT Analyzer dua
trén nén tang hé thong phan tan 1a rat can thiét. Hé théng phan tan hién nay dugc dinh
nghia theo nhiéu cach, trong d6 c¢6 mot sé dinh nghia twong ddi tong quat nhu cua tac
gia George Coulouris va cong su [17] da dinh nghia: “hé thong phan tan la mét hé
théng trong dé cdc thanh phdn phan cimg hodc phan mém dwoc két noi mang dwoc
giao tiép va diéu phoi tic vy qua cach truyén cac message.”. Tac gia Andrew S.
Tanenbaum va cong su [18] da dua ra dinh nghia vé hé thong phan tan nhu sau: “Mgt
hé thong phdn tan la mét tdp hop cdc mady tinh déc ldp nhung & phia NQueoi ding ciia
nhin nhan nhw mot hé théng mach lac duy nhat.”. Qua cac dinh nghia khac nhau vé
hé théng phan tan, trong khuon kho luan van, hoc vién dinh nghia h¢ théng phan tan
nhu sau:

Pinh nghia 3: Hé thong phan tan 12 hé thdng ma cic mdy tinh dugc két ndi
v6i nhau, trong dé céac tac vu dugc didu phdi xtr 1y phan tan gira cac may va ¢ phia
nguoi dung thi nhin nhan nhu mét hé théng déng nhét.

Céc hé thdng tinh toan song song chi 1a mot trudng hop cu thé cua tinh toan
phan tan. Trong tinh toan song song, su song song dat dugc thong qua vi¢c chia chd
mot khoi 1énh 16n thanh nhiéu 1énh con va thyc thi cac 1énh con nay dong thoi trén
nhiéu nhan xir Iy ctia CPU
1.3.2 Cdc thanh phén trong mét hé thong phén tin

Trong hé thong phan tan, viéc chia sé bd nhd va co ché lién lac giira cac thanh
phan trong hé thdng 1 hai yéu t6 quan trong nhét. Cin ctr theo mdt sé dinh nghia,
khai niém va cac dic diém cta hé thong phan tan thi co ché lién lac giita cac cdu phan
(ca phan ciimg va phan mém) trong h¢ thong phan tan 13 yéu to quan trong nhat. Néu

coi mirc triru twong thip nhit trong hé théng phan tan 1 mic tién trinh (process) thi
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co ché lién lac giita cac cdu phan cia hé thdng phén tan 1a IPC — Inter Process

Communication Hinh 1.10 minh hoa mé hinh cta mot hé thdng phan tan.

] Pl
Frameworks for | | '}E & TTttizzz| Applications } 5 J—
Distributed K2~ RN - Sl -

Programming * .-

l‘ e
IPC Primitives for g
Control and Data O

Networking and \N \V/ m ”
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Hinh 1.10 Mé hinh phan 16p ciia hé thong phén tin.

Co ché lién lac gitra cac thanh phan trong hé thong phan tan tai 16p trung gian
(middle ware) duoc trién khai co ché Inter Process Communuication (IPC). Tai ddy,
16p triru twong thap nhat ciia hé théng phan tan duoc coi 1a muc tién trinh (process).
IPC duoc coi 1a trung tAm cua tit ca cac hé thong phan tan va vi vai tro ndi bat cia
no, rat nhiéu tai liéu nghién ctru da timg dugc thyuc hién dya trén cac phuong phép va
co ché cua IPC. Hai mé hinh chinh thudc co ché lién lac IPC 1a m6 hinh chia sé bd
nhé (shared memory) — v&i nhiém vy dinh nghia, cép phat va khéi tao khu vuc bd
nhé luu trit chung — va mé hinh truyén nhan thong diép (message passing) — véi
nhiém vu truyén tai thong diép gitta cac tién trinh. Ca hai mé hinh IPC trén déu duoc
sir dung pho bién trong cic hé diéu hanh. M6 hinh truyén nhan thong diép (message
passing) to ra hitu ich cho viéc trao d6i dit liéu dung lwong nho va dé thue hién hon
trong hé thong phan tan (distributed system). Nguoc lai, m6 hinh chia s¢ b nh¢
(shared memory) c6 thé dat toc do xtr Iy nhanh hon mé hinh truyén nhan dir liéu
(message passing) vi cic hé thong truyén thong diép thuong thuc hién thong qua
system call (ton nhiéu thoi gian hon va phai cé sy can thiép ctia kernel — nhan h¢ diéu

hanh).
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Hinh 1.11 Hai mé hinh co ban cia IPC
a) Mo hinh chia sé bg nho (shared-memory system)

CAc tién trinh duogc dat trong cac khong gian dia chi khac nhau dé khéng anh
huong t6i nhau. Han ché chinh cta sy ¢6 1ap nay 1a néu mot tién trinh yéu cau truyén
mot sb dit liéu cho mot tién trinh khac, dit liéu phai duoc sao chép, day co thé 1a mot
hoat dong twong ddi ton thoi gian cho mot lwong dit lidu to 16n. Pé xur 1y van dé do,
bd nhd chia sé dugc st dung. Nhu tén cua nd, thong qua bo nhd chia sé, hai hoac
nhiéu tién trinh ¢ quyén truy cap vao cung mot vi tri by nhd va co thé truyén dtr liéu.
B6 nhé chia sé khong xir 1y cac van dé dong thoi cho céc tién trinh lién quan. Dé dat
duge muc tiéu ndy, n6 thuong khai thiac cac ky thuat kiém soat dong thoi nhu
Semaphore. Mot trong nhiing lgi ich dédng ké cta chia sé¢ bd nhé 1a khi céc tién trinh
trao d6i mot luong 16n dir licu.

C0 hai loai chia sé by nhd s€ dugc nghién ctru nhu sau:

- Anh xa tép tin (Mapped file): viing caa bo nhg ao thudc vé tién trinh
duoc &nh xa vao céc tép. Theo cach néi khac, doc hoic ghi vao cac phan bo nhg do
duoc anh xa t6i doc hoidc ghi cac hoat dong vao tép. Céch tiép can nay 1a loai anh xa
mac dinh. Co hai loai &nh xa tép tin nhu sau: (1) Persisted: Trong loai nay, khi qua

trinh cudi cing bi cham dut, dit liéu duoc luu vao tép ngudn trén dia. Cac tép anh xa
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bo nhé nay pha hop dé quan Iy céac tép ngudn Ion. (2) Non-Persisted: Trong loai nay,
khi tién trinh cudi cting 1am viéc véi mot tép duoc két thic, dit liéu s& bi x6a. Céc tép
anh xa b nhé nay thuan tién khi bo nhé duoc chia sé duoc sir dung dé giao tiép gitra
céc tién trinh.

- Anh xa v6 danh (Anonymous Mapping): Trong loai anh xa nay, khu
vuc cia bo nhé ao thudce so hitu caa mot tién trinh dugc anh xa. Cac noi dung duoc
dit thanh 0. Anh xa nay giéng nhu phan bé b nhd dong. Bo nhé trong mot anh xa
tién trinh c6 thé duoc chia sé vai cac anh xa lién quan dén cac tién trinh khac. Biéu
nay c6 thé duoc thuc hién thdng qua hai cach tiép can: (1) Néu mot phan doan cua
mot tép duoc anh xa bai hai tién trinh, cing mét trang bo nhé vt ly duoc chia sé bai
chdng. (2) Néu mét tién trinh con duoc xay dung, nd ké thira cac anh xa thudc vé cha
me cua no lién két véi ciing mot trang cua bo nhé vat Iy caa cha me do. Khi bat ky
stra d6i ndo duoc thuc hién trén dir liéu trong tién trinh con, cac trang khac nhau sé&
duoc thuc hién tién trinh con. Khi hai hoic nhiéu tién trinh chia sé cing mét trang,
mdi tién trinh cé thé phat hién cac thay ddi trong noi dung trang duoc thuc hién bai

cac tién trinh khac tiy thudc vao loai anh xa.

b) M6 hinh truyén thong diép (massage passing)

Bén canh viéc dung mo hinh chia sé by nh¢ - shared memory, mét cach khac
dé lién két cac tién trinh lai v6i nhau 1 st dung co ché truyén nhan thong diép -
message passing. Trong IPC, md hinh truyén thong diép cling dugc nghién ciru dé
lién két cac tién trinh v6i nhau. Trong mé hinh truyén thong diép, cac tién trinh giao
tiép bang cach truyén tin nhin chi bang hai thao tac: Giri va nhan. Khai niém truyén
thong diép c6 vé tuong déi don gian, nhung nd doi hoi nhiéu tiiy chon thiét ké phai
duogc thue hién. C6 nhiéu phuong phap truyén thong diép trong d6 c¢6 2 cach thirc 1a
két ndi truc tiép va két ndi gian tiép.

Co ché truyén nhan thong diép (message passing) cung cip mot phuong phap
cho phép cac tién trinh lién lac va d6ng bo ma khong can chia s¢ khong gian bo nhé

ctia nhau. Diéu nay dic biét hitu ich trong nhitng hé co sé dir liéu phan tan (distributed
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database), noi ma céc tién trinh nim trén cic may tinh khac nhau két néi qua hé thong
mang.

Tién trinh gui tin c6 thé cb dinh hodc bién ddi vé kich thuée. Vi dy, néu 2 tién
trinh P va Q mudn trao d6i, cac tin can phai duoc giri va nhan gitra hai dau: mot lién
két truyén tin phai tn tai giita hai process.

Céc hé théng hoat dong dua trén truyén nhan thong diép gém 2 cach thire: két
ndi trirc tiép va két ndi gian tiép. Do d6, day 1a tang déng vai trd quan trong nhat
trong viéc thé hién tinh phan tan ctia hé thong dudi goc do phan mém
1.3.3. Tong quan vé Iy thuyét cin bang tdi.

Load balancing (can bang tai) 12 mot phwong phap phan phéi khoi luong tai
trén nhiéu may tinh hodac mot cum may tinh dé co thé st dung tdi wu céac nguén luc,
t6i da hoa thong luong, giam thoi gian dap tng va tranh tinh trang qua tai trén may
chu. Loi ich ctia can bang tai giup cin bang tai 1am ting kha ning dap tng, tranh tinh
trang qua tai cia hé thong may tinh, dong thoi duy tri tinh linh hoat va kha nang mo
rong cho hé théng. So v&i nhitng hé thong khong sir dung can bang tai, hé thong six
dung can bang tai té ra uu viét hon hian vé nhiéu mat nhu: trai nghiém khach hang,
tdc do xir 1y, tinh sin sang cua dich vy... Cu thé nhu sau:

Tang do tin cdy va kha nang di phong cho hé thong: st dung can bang tai gitp
tang tinh san sang (availability) cho hé théng, dong thdi dam bao cho ngudi dung
khong bi gidn doan dich vu khi xay ra 161 su ¢6 16i tai mot diém cung cép dich vu.

Tang tinh bao mdt cho hé théng: théng thuong khi ngudi ding giri yéu cau
dich vu dén hé théng, yéu cau d6 s& duoc xu 1y trén bd can béng tai, sau do6 thanh
phan can bang tai mé&i chuyén tiép cac yéu cau cho cic may chii bén trong. Nhu vay
c6 thé ngan chian ngudi dung giao tiép truc tiép voi cac may chu, an cac thong tin va
cAu tric mang ndi by, ngan ngra cac cudc tAn cong trén mang hoac céac dich vu khong
lién quan dang hoat dong trén cac cong khac.

Kha ndng mé réng hé thong: su ting vot dot bién bat thuong cua luu lwong

truy cap gdy anh huong rat 16n dén higu suat va téc do xtr Iy cia hé théng may chi,
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can bang tai cung cip kha ning thém nhiéu server hon vao nhdm dé quan Iy cac luong
request ngay cang tang.
a) Cin bang tdi phin cieng va can bang tdi phian mém.

B can bing tii phin ctmg 1a mot thiét bi phan cimg c6 hé diéu hanh chuyén
biét phan phdi luu lwong Gtmg dung web trén mot cum may chi Gng dung. Dé dam
bao hiéu suét t6i wu, bd can bang tai phan ctng phan phdi luu lrong truy cp theo cac

quy tic tiy chinh dé cdc may cha tng dung khong bi qua tai.

ooooooooooooooooooooo

........................

: : : Software :
< 2 @ i€ LoadBalancer :<—:
/ Internet  : : (6 o000] N . 6
--------------------- : I : : :
:  Hardware @ ~
Load Balancer : : Application :
L. ; : Servers
Clients
(End Users)

Hinh 1.12 B§ cAn bing tii phan cirng va phin mém.

Theo kién trac truyén thong, bo can bang tai phan cliig va may chi ing dung
duoc trién khai trong cac trung tam dir liéu tai chd va sd lugng bo can béng tai phu
thudc vao luong luu luong truy cap cao diém dy kién. BO can bang tai thuong duoc
trién khai theo cip trong trudng hop mot bo bi 16i. Mot bd can bang tai phan cing
nam gitra Iuu lugng dén va cac may chu ndi bo, vé co ban hoat dong nhu mdt “canh
st luu lwong”. Khi khach hang truy cép trang web, trude tién chung duoc giri dén bo
can bang tai, sau d6 chuyén hudng khach hang dén cac may chu khac nhau. Hau hét
cac doanh nghiép ciing trién khai bd can bang tai va may chii & nhiéu vi tri, mot quy
trinh duoc goi 13 can bing tai may chi toan cau (GSLB). GSLB khong chi cung cap
thoi gian phan hoi duoc t6i wu hda ma con dam bao tinh sin sang cao trong cac tinh

huéng khoi phuc sau tham hoa. Néu mot trung tam dir li¢u bi 16i, hé théng GSLB co6
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thé chuyén huéng luu lwong mang dén cac trang web co sin khéac, giam thiéu tac
dong dén nguoi dung cudi.

Cén bang tai phin mém 14 cach quan tri vién dinh tuyén luu luong mang dén
cac may chit khac nhau. BO cin bang tai danh gid cac yéu cdu cta khach hang bang
cach kiém tra cac dic diém cip ung dung (dia chi IP, tiéu d&¢ HTTP va ndi dung cua
yéu cau). Sau d6, bo can bing tai s& xem xét cac may chi va xac dinh may chi nao
s& giri yéu cau dén. Can bang tai phan mém thudong duoc cung cip dudi dang mot
chtic ning cta bo diéu khién phan phdi tng dung chay trén may chu tiéu chuan hoic
may 4o0. Can bang tai phdn mém cung cip chirc ning tuong ti ctia can bang tai phan
ctig, nhung n6 khong yéu cau thiét bi can bang tai chuyén dung. Phan mém can bang
tai c6 thé chay trén may chu thong thuong hoic tham chi 13 may chu ao.

b) Cén bang tdi tinh.

Thuat toan cin bang tai 1a "tinh" khi n6 khong tinh dén trang thai ciia hé thong
dé phan phdi cac tac vu. Qua do, trang thai hé thong bao gdbm cac thudc do nhu mirc
tai (va doi khi 1 qu4 tai) ciia mot sd bd xtr Iy nhat dinh. Thay vao d6, cac gia dinh vé
hé théng tong thé duoc dua ra trudc, chang han nhu thoi gian dén va yéu cau tai
nguyén cua cac tac vu dén. Ngoai ra, so luong bo xir 1y, cong suat va téc do truyén
thong tuong tmg cta chung ciing dugc biét dén. Do d0, can bang tai tinh nham muc
dich lién két mot tap hop cac nhiém vu da biét véi cac bo xir 1y ¢ san dé giam thiéu
mot chirc nang hiéu suat nhat dinh. Bi quyét nam ¢ khai niém cta chirc niang hiéu
suat nay.

Céc k¥ thuat can bang tai tinh thudng duoc tip trung xung quanh mot bo dinh
tuyén, phan phdi tai va t6i vu hoa chirc ning hoat dong. Viéc giam thiéu nay c6 thé
tinh dén thong tin lién quan dén cac nhiém vy duoc phan phdi va tinh toan thoi gian
thuc hién du kién.

Uu diém ciia thuat toan tinh 1 chiing dé thiét lap va cuc ky hiéu qua trong
truong hop cac tac vu kha thuong xuyén (chang han nhu xir 1y cac yéu cau HTTP tir
mot trang web). Tuy nhién, van c6 mot s6 phuong sai thong ké trong viéc phan cong

nhiém vu c6 thé dan dén qua tai cho mot s6 don vi tinh toan.
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Céc thuat toan tinh thich hop cho cac hé thdng c6 sy bién thién cua tai. Trong
thuat toan tinh, luu lugng dugc phan chia ddng déu giita cdc may chi. Thuit toan ndy
yéu cAu mot kién thirc vé tai nguyén hé théng, hiéu suit cua bo xtt 1y dugc xac dinh
khi bat dau thuc thi, do d6 quyét dinh chuyén tai khong phy thudc vé trang thai hién
tai cua hé théng. Tuy nhién, tai trong tinh cac thuat toan can b.'?mg c6 mdt nhuoc diém
la cac nhiém vu chi dugc gan cho bd xur 1y hodc cac may sau khi n6 dugc tao va khong
thé chuyén cac nhiém vu trong qua trinh thyuc thi sang bat ky may khac dé can bang
tai.
¢) Cin bang tdi dgng.

Cac thuat toan can béng tai dong tinh dén tai trong hién tai cua tirng don vi
tinh toan (con goi 1a cac nut) trong hé thng. Theo cach tiép cin nay, cic tic vu co
thé duoc di chuyén dong tir mot nat qua tai sang mot nit thiéu tai dé nhan duoc qua
trinh xtr 1y nhanh hon. Mic du céc thuét toan nay phirc tap hon nhiéu dé thiét ké,
nhung ching c6 thé tao ra két qua tuyét voi, dic biét, khi thoi gian thuc hién thay doi
rat nhiéu tir nhiém vu nay sang nhiém vu khéc.

Kién tric can bang tai dong c6 thé mang tinh mo-dun hon vi khong bat budc
phai c6 mot nat cu thé danh riéng cho viéc phan phdi cong viée. Khi cac tac vu duge
chi dinh duy nhat cho mot b xtr 1y theo trang thai ctia n6 tai mot thoi diém nhat dinh,
d6 1a nhiém vu duy nhat. Mit khac, néu cac nhiém vu c¢6 thé duoc phan phdi lai vinh
vién theo trang thai cua hé théng va su phat trién cua no, thi diéu nay duoc goi la
phan cong dong. RS rang, thudt toan can bang tai yéu cau qua nhidu thong tin lién lac
dé dat duoc cac quyét dinh ctia nd c6 nguy co lam chim qua trinh giai quyét van dé
tong thé.

Trong thuat toan dong, may chil chiu tai it nhat va c6 do tré dudng truyén phu
hop trong toan bd mang hodc hé thdng dugc tim kiém va uu tién dé can bang tai. D6i
v6i giao tiép thoi gian thyuc véi mang 1a can thiét ¢6 thé tang luu hrong truy cap trong
hé théng. Pay, trang thai hién tai cia h¢ théng duoc st dung dé dua ra quyét dinh
quan 1y tai. Cac thuat toan dong phan tng véi hé thong hién tai thuc té trang thai

trong viéc dua ra cac quyét dinh chuyén tai. Ké tir khi trang thai hién tai ctia hé théng
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duogc str dung dé dua ra cac quyét dinh cn bang tai dong, cac quy trinh duoc phép di
chuyén tir mot may duogc st dung qua mirc dong dén mot may chua dugc sir dung
trong thoi gian thyec.

Thuat ngit “phén tan dong” sir dung trong luan vin duoc hiéu nhu 14 cach thirc
phan tan xir 1y cac tac vu trong mot hé thong mot cach dong nham ting téc do xur Iy
va tranh viéc tic nghén dit liéu, qu4 tai hé thong.

Két luan Chuong 1

Trong khudn khé cia luan vin, hoc vién tip trung nghién ctru va ap dung

huéng can bang tai dong dé ap dung cho xir 1y phan tan trong IoT Analyzer nhim

nang cao hi€u qua viéc phan tich va phat hién ma ddc IoT botnet.



32

CHUONG 2. UNG DUNG GIAI PHAP PHAN TAN PONG
TRONG HE THONG PHAN TiCH MA PQC IOT BOTNET.

Trong chuong 2, hoc vién s& trinh bay vé bai toan phan tan dong trong hé
théng phan tich ma dong IoT botnet nham ting cudng hiéu ning xir 1y cta toan hé
théng. Tir nhitng kién thirc quan trong vé can bang xt 1y, hoc vién dua ra phan tich,
thiét ké va xdy dyng mé hinh xt Iy bai toan str dung Apache Kafka va KSQL.

2.1. Phat biéu bai toan

Tai moi trudng thyc té, s6 lugng thiét bi IoT 12 rat 16n va viéc phan tich khéi
luong dit liéu cho toan b céc thiét bi IoT doi hoi mot hé théng duoc t6i wu tot va o
kha nang can bang nang luc xtr Iy. Vi kich ban mot thiét bi IoT Analyzer quéan 1y va
thu thap dit liéu tir nhiéu thiét bi IoT, khi IoT Analyzer bi qu4 tai thi s& cAn mot co
ché dé xir 1y van dé nay. Bai toan hoc vién dit ra 1 lam thé nao dé IoT Analyzer bi
qua tai co thé phan tan céc tac vu cho mat thiét bj IoT Analyzer khac v41 myc dich
1am cho hé thong khong bj tic nghén va gian doan.

Pau vao cla bai toan sé 1a cac dir lidu cua thiét bi IoT duoc gui cho IoT
Analyzer trong kich ban mot thiét bi IoT Analyzer bi qué tai. Pau ra ctia bai toan s&
la viéc phan chia tai cho mot thiét bi [oT Analyzer khac. Yéu cau cua bai toan s& can
mét co ché phan tan tac vu va dam bao xur ly dugc mot luong 16n dir li€u tir cac thiét

bi IoT. M6 hinh bai toan dwoc minh hoa tai hinh 2.1.
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Hinh 2.1. Bai toan phén tan xir Iy tac vu trong kich ban mot thiét bi IoT Analyzer qua
tai.
2.1.1 Phan tich bai toan.
Trong phan phén tich bai toan, hoc vién dwa ra mot s6 nhiém vu can phai giai
quyét trong bai toan, tir ¢ dua ra cac yéu cau cu thé dé tim kiém giai phap phu hop.
Dau tién, phai xem xét dén dau vao cua bai toan 13 kich ban khi mot thiét bi
IoT Analyzer bi qua tai. Thuat ngit “qué tai” trong khuon kho bai toan s& dugc hiéu
1a thiét bi IoT Analyzer vugt mot ngudng tai vé % tai vé CPU va % bo nhd RAM sir

dung. Do d6 giai phap dua ra can c6 phin hé giam sat, thu thap thong tin cta cac thiét
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bi [oT Analyzer. Viéc xem xét mot thiét bi IoT Analyzer la bi qua tai dugc dinh nghia
b1 quan tri vién.

Tiép theo, viéc xir Iy mot thiét bi IoT Analyzer bi qua tai s& duoc xtr Iy nhu
thé ndo. C6 hai cach tiép can dé phan tan nang lyc xur 1y giita cac IoT Analyzer la
phan tan tinh va phan tan dong. Phan tan tinh 1a phuong phéap xur 1y khi khong tinh
dén trang thai tai hién tai ctia hé thong dé phan phdi tac vu. Thay vi d6, phan tan tinh
dua ra cac giai dinh vé hé théng trude va phan chia tai theo cac thuat toan nhét dinh.
Céch tiép can khac 13 phan tan dong, hé thong sé& truy xuat cac thong tin vé tai tai cic
nGt tinh toan, tir d6 dua ra cac quyét dinh phén chia tai cho cc nat it tai tir mot nat
qua tai. Phan tan dong cho kha nang phan chia tac vu mot cach mém déo hon va c6
thé ting tc qua trinh xir 1y. Tuy nhién giai phap phan tan dong sé& phirc tap hon do
can céc thong tin do luong hé thong ciling nhu thuét toan chia sé tai.

Giai phap cho viéc phan chia tai yéu cau phai c6 kha niang kich hoat qua trinh
guri dit lidu gitra cac thiét bj IoT Analyzer khi bi qu4 tai. Qu4 trinh kich hoat nay duoc
thuc hién tu dong khi ngudng gii han vé str dung tai nguyén trén mot thiét bi IoT
Analyzer dugc kich hoat. Song song v6i d6, cach thirc truyén va nhan dir lidu gitra
cac ToT Analyzer ciing can duoc xem xét dé khong lam cham qua trinh xir 1y trong
hé théng. Bang 2.1 mo ta cac yéu cau khi phén tich bai toan.

Bang 2.1 Cac yéu ciu bai toan.

Cac buoc Yéu cau

Xt Iy ddu vao | - Giam sat, thu thap thong tin tai cua thiét bi IoT Analyzer.
- Pinh nghia ngudng qua tai cua thiét bi IoT Analyzer.
- Ty dong kich hoat khi bi qua tai.

Xu ly dit liéu | - Phan tan tinh hodc phan tan dong
- Ho tro giri dit liéu giita cac thiét bj [oT Analyzer
- H{ trg kich hoat va ding gui dir liéu giita cac thiét bi IoT

Analyzer

Pau ra - Hé thong khong bi gian doan.

- Tang nang lyc xir 1y ctia hé théng
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2.1.2 Khdo sat, danh gida cdc gidi phdp.

Céc thuat toan hd trg can bang ning lyc xir Iy dong trén thé gidi da va dang
dugc nghién ciru va ing dung cu thé. Qua khao sat cac nim gan ddy, mot sd giai phap
cong trinh khoa hoc di dugc cong bd duoc trinh bay trong phan dudi.

a) Thudt toan Biased Random Sampling

Céch tiép can nay [19] sir dung mot do thi a0 dé can bang tai trong hé thong
dua trén ludi. Trong cach tiép can nay, mdi nut trong biéu d6 dai dién cho mot may
chi mirc do trong ciia mdi nut dai dién cho sb luong tai nguyén mién phi cua né.
Mang duogc xay dung béng céch tao lién két gifra cac nat dugc chon ngﬁu nhién. Khi
mot nat nhan duoc mot cong viéc mai, mic do trong giam xudng dé cho thiy rang
cac tai nguyén kha dung bi gidm di va khi nat hoan thanh cong viéc, mic do trong
ctia n6 duoc tiang 1én dé cho thay rang hién c6 nhiéu tai nguyén hon.

Qua trinh ting va giam dugc thuc hién thong qua ldy mau ngiu nhién. Moi
thtr s& bat dau tai nat nhan cong viéc va tiép tuc v6i ngudi hang x6m duoc chon ngau
nhién ctia nd. Hiéu qua cua viéc phan bo tai ting 1én khi chiéu dai di bo tang 1én, w.
Thuc nghiém [19] cho thiy ring ngudng 'w' hiéu qua 13 khoang log (n) budc, trong
do6 n 1a kich thudc mang.

Khi mdt nat nhan dugc mot cong viée, no s€ thuc thi nd néu d6 dai hién tai
ctia cong viée 16n hon hodc bang ngudng do dai. Néu khong, gia tri w ctia cong viée
duogc ting 1én va nd duogc giri dén mot hang x6m ngiu nhién, do d6 tiép tuc phuong
phap 1dy miu ngau nhién. Phién ban cai tién ctia thuat todn nay [20] phan bd yéu cau
moi cho nat duoc tai it nhat trong budc ngau nhién. O day s6 luong tai nguyén mién
phi dong vai tro 1a tham s dé can bang tai. Do dé, yéu cau méi duoc phan b cho
nut c6 s6 lugng tai nguyén mién phi t6i da.

b) Thudt toan Active Clustering

Kién truc dugc dé xuat 1a phi tap trung, do d6 loai bé van dé tic nghén trong
mang. No ciing tinh dén van dé can bang tai trén mot mang khong dong nhat. Mang
duoc chia thanh cac cum bﬁng cach sir dung thuat toan phan cum sao cho moi nut

(chu) trong mang thudc vé chinh xac mot cum. Céc niat méi tham gia vao mang dugc
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chi dinh mot cum hién c6 hodc mdt cum maoi trong trudong hop cum bi chiém hoan
toan dya trén chién lugc phan nhém dugc st dung. M3i cum c6 it nhat mot nat Giao
tiép Lién cum (ICC). Do d6, kha ning mé rong cua kién trdc phu thudc vao ky thuat
phan cum. Vi¢c phan cum dugc thuc hién trong céc giai doan ban dau trong khi mang
dang dugc khoi tao. Cac loai niit va chire nang cua ching nhu sau.

Slave la phén tr tinh todn cuia mang. Viéc xur 1y cac tac vu dugc thuc hién
trong cac phan tir nay. Mdi Slave dugc két ndi truc tiép voi chinh xac may chi Master.
Vi hé thdng ban dau d3 coi 1a mot mang khong dong nhat, nén kha ning tinh toan cia
céc Slave c6 thé khac nhau trén toan mang. Thudt toan str dung céac thudc tinh sau cua
cac Slave dé quyét dinh yéu tb tdi wu ctia viée tinh toan tac vu: b nhé kha dung, bo
nhé kha dung va bang thong kha dung. Slave cap nhat dinh ky tong thé ctia n6 voi
cac gia tri gin day nhét cta cac tham sd trén. May chu Matser 1 mot may tinh toan
quyét dinh chinh sach can bang tai ctia cic tac vu gilta cic nit phu va chon mot nit
phu dé thyc hién céac tac vu. Nut chinh duy tri mot bang phan phdi tai gitra cac Slave.
Mobi muc ciia bang md ta tai trén phy twong ung. Bang nay dugc cap nhat mdi khi cai
chu giao mot nhi€ém vu maé1 cho mdt phu hoac khi mdt tac vu cti dugc hoan thanh trén
mot sd nat phy va két qua duoc giri lai cho cai chinh. Mdi cum ¢6 it nhat mot Lién

Nt Giao tiép cum (ICC), dugc dinh nghia 1a nat chinh nim cach mét nit ICC
ciia cum khac mot budc nhay. Thuat toan cin bing tai nay chia thanh hai phan tuy
thudc vao loai nat va giao tiép gitta chung. Cac bo phan nay duoc goi 13: (1) Phan bod
tai giira cac ban chinh; va (2) Phan phéi tai tir cha dén phu.
¢) Thudt toan Honey Bee Foraging

Trong [21], [22].c4n bang tai duoc trinh bay nhu mdt nghién ctru dién hinh,
pht hop vé6i cho kién trdc dich vu chung. Mé phong thuit toan cin bang tai dwa trén
t6 ong,theo nghién ctru [23] da duoc st dung & 16p tng dung dé phan bd tai nguyén
t6i wu. Cong viéc da kiém tra viéc phan bo cac may chu trong SOA quy mé 16n; phan
bd may chua cho cac ing dung Web dé t6i da hoa dung luong va hiéu qua sir dung.
Céc nha nghién ctru thudng coi mot kich ban nhu vy c6 thé ap dung cao cho Dién
toan dam may va viéc ap dung mo hinh tra tién cho mdi lan sir dung (dién toan tién
ich).
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Thuat toan duoc st dung trong bai bao ndy tuan theo thuat toan [23] dé diéu
phéi cac may chu luu trir Dich vu Web. Pay 1a mot trong s6 cac ing dung dugc lay
cam hung tir hanh vi dugc cho 1a ciia mot dan ong méat kiém #n va thu hoach thtrc an.

K¥ thuat léy cam hang tir sinh hoc nay hién dugc st dung nhu mot thuat toan
tim kiém trong nhiéu ing dung may tinh khac nhau. Nhu vay, khi ap dung dé can
br:ing tai; khi nhu ciu vé Dich vu Web dao dong, nén phan bod dong cac may chu dé
diéu chinh hé thdng theo nhu ciu. K§ thuat can bang tai dyua trén honeybee duoc coi
1a str dung mot tap hop cac may cha duoc sip xép thanh cac may cha do, mdi may
phuc vu mot hang doi yéu cau dich vu 40. Loi nhuin duoc tinh theo mdi may chu
phuc vu yéu cau tir hang doi - dai dién cho thuéc do chét luong cua nhitng con ong.
Thudc do loi nhuan nay dugc tinh toan dya trén “chi phi” cia may chu trong viéc
phuc vu may chu 4o (vi du: thoi gian CPU di str dung), c6 tinh dén “phan thuéng”
do méy chii 40 phan b cho thoi gian ctia né (md hinh doanh thu loai dich vu). Tuwong
tu, “san nhay” cua to ong duoc phan anh trong mot bang can bang tai khong gian chia
sé duoc phan phdi. Bang can bang tai ndy ciing dugc st dung dé truyén dat khai niém
vé loi nhuén thudc dia toan cau (trén méi mdy chu 40); mot thude do vé mirc do hiéu
qua cta cac ngudn luc dang dugc st dung. Tuy thudc vao cac yéu cau ctia mién cu
thé, day c6 thé 1a tong hop don gian cta thoi gian nhan rdi (ling phi) CPU ciia may
chu riéng 1€ hoac cé thé bao gém cac chi s6 khac, chéng han nhu d6 dai hang doi dich
vu trung binh. Tong quan cap cao vé su tuwong tac gitta cac mdy chu (dugc nhom
thanh hai may chu “d0”), hang doi dich vu ma chung phuc vu va bang can béng tai
duogc chia sé duoc hién thi bén dudi trong Hinh 2.2 [23].

May chii 40, hoat dong can bang tai va mdi may chii dam nhan mot vai trd ong cu thé
v6i xéac sudt px hodc pr. Nhiing gia tri ndy duoc st dung dé bét chude thude dia ong
mat, theo d6 mot sb lugng ong nhét dinh dugc gilr lai lam thirc dn chan nuoi - dé
kham pha (px); chtr khong phai 1a ngudi thu hoach - dé khai thac cac ngudn hién co.
May chu dap tng yéu cau thanh cong s& ding trén bang can bang tai v4i xac sudt pr.
May chii ¢6 thé chon ngiu nhién hang doi cia may chii 40 v6i xac suat px (kham
ph4), néu khong sé& kiém tra. Tém lai, cdc may chu nhan réi (ong chd doi) tudn theo

mot trong hai kiéu hanh vi: may chi doc bang can bang tai s& theo ddi thong bao da
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chon, sau d6 phuc vu yéu cau; do d6 bat chude hanh vi thu hoach. Mot may chu khong
doc bang can bang tai s& quay lai hanh vi kiém an; phuc vu yéu cau hang doi ctia may

chu 4o ngau nhién.

Requests A\ /

Post Adverts

Service: A
Switch :
Requests "' - i - T 1 Post Adverts
A [ ~| T T e Service 1D
Users: A ) \ N~ »»_‘ — | — r W= Duration Time
< /— { ﬁ [ service1o
T = | Read Advert
R = 3 : L Advert Board
SPpom ‘ Virtualise Bl Rkt
(downtime) —r 3 ve
Y \ 7 f""—»: "l | Service ID ‘ ‘
1 | 7% = :-1”*_, 1
Switch N el /a\-lce ID
. — — ==y | e = T Duration Time

N —

Users: B/ \

Service: B

Hinh 2.2. May chi 40 va bang théng béo

Mot may chu thyc thi s& hoan thanh yéu cau va tinh toan loi nhuan ciia may
chu 4o chi dugce phuc vu. May chu di hoan thanh (ttc 12 ong quay lai) anh huéng dén
hanh vi ctia hé théng béng cach so sanh lgi nhuan duogc tinh toan cuia no voi lo1 nhuan
thudc dia trén bang can bang tai, sau d6 diéu chinh px (kiém soat ty 1& kham pha /
khai thac) va lgi nhuan thudc dia cho phu hop. Néu lgi nhuan duoc tinh 13 cao, thi
may chu quay trd lai may cht 4o hién tai; dang mot thong bao cho né theo xac suit
pr. Néu loi nhuan thip, thi may chu s& quay lai trang thai nhan rdi/cho doi duge mé
ta & trén. Ban dau, moi may chu déu bat dau voi hanh vi kham pha/kiém an va khi
cac yéu cau duoc phuc vy, hanh vi huéng dan thong bao/waggle-dance bat dau xuat
hién. Vi mot phuong phap tinh toan lgi nhuan manh mé, mé hinh hanh vi nay cung
cap mot co ché giao tiép toan cau va phan tan; dam bao cdc may chi 4o “sinh 16i” co
vé hip dan va duoc phan b cho cac may chu co sin.
d) Thudt toan Ant Colony Optimization (ACO)

ACO dugc lay cam hung tir cac dan kién lam viéc cung nhau trong hanh vi
kiém an. Trén thyc té, nhitng con kién that da truyén cam himg cho nhiéu nha nghién

clru trong cong viée cuia ho [24], [25], va cach tiép cin kién di dwoc nhidu nha nghién
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ctru sir dung dé giai quyét vin dé trong nhiéu linh vyc khac nhau. Cach tiép can nay
dugc goi theo tén cua ngudn cam himg ACO. Kién 1am viéc cung nhau dé tim kiém
ngudn thirc dn méi va ddng thoi sir dung ngudn thie an hién co dé chuyén thirc an vé
0.

Nest Fac

(@ b

)y

Hinh 2.3 .M hinh dan kién hoat dong

Khi phat hién ra rang nhiing con kién d¢ lai dau vét pheromone khi di chuyén
tir nGit nay sang nut khac. Bing cach di theo cac dudng mon pheromone, kién sau do
d3 dén ngudn thirc dn. Cudng do ciia pheromone c6 thé thay doi tuy thudc vao nhiéu
yéu t6 khac nhau nhu chét lugng ngudn thirc in, khoang cach thirc an,... Kién su
dung nhitng dudng mon pheromone nay dé chon nat tiép theo. Nhirng con kién tham
chi c6 thé stra d6i duong di khi gip bat ky chudng ngai vat nio trén dudng di cua
ching. Hinh 2.3 dua ra mot ¥ tudng ngin gon vé kich ban nay. Hién tuong nay cua
kién d dugc str dung trong nhiéu thuat toan dé t6i wu hoa noi cac kién di theo nhau
thong qua mot mang ludi cac duong din pheromone. Nhiing con kién khi di chuyén
tir nat nay sang nut khac s& cap nhat dau vét pheromone ctia con dudng do, vi vay
mot con dudng tré nén kha thi hon néu c6 nhiéu con kién di qua né. Nhitng con dudng
¢ cudng do pheromone cao nhét c6 khoang cach ngan nhét gitra diém va ngudn thirc
an t6t nhat.

Cac chuyén dong cua nhitng con kién nay cap nhat mot cach doc 1ap mot bo
giai phap. Di chuyén ctia kién trong hé théng nay néi chung c6 hai kiéu:

1) Di chuyén vé phia trudc - Trong kiéu di chuyén nay, kién di chuyén dé 1ay

thire an hodc tim kiém ngudn thirc an.

2) Di chuyén Iui - Trong kiéu di chuyén nay, kién sau khi nhat thic an tir

nguodn thirc n s€ bay vé to dé du trir thirc &n cta ching.
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ACO la mét thuit toan duy nhat vi mét sé 1y do nhu giai phap t6i wu dugc xay
dung khong phai bai mot thuc thé don 1é ma 13 nhiéu thue thé khac nhau, di qua chiéu
dai va chiéu rong ciia mang va sau d6 nhitng giai phap nay riéng 1é xay dung dya trén
mot giai phap. Nhidu nha nghién ciru [26] dé cai thién két qua cling di ing bién theo
hién tugng cap nhat pheromone cia ACO. N6 da dugc cac nha nghién ctru st dung

dé cai thién cac nhi€ém vu khac nhau nhu 1ap lich tdc vu hodc t61 vu hoa trong mang

A e
vé tinh [27].
I Initialize Pheromone table. ants I
I Declare a Threshoid level for nodes l
d A
'I Ants move through nodes
Is
timer{ant]
>Counter
Is the load
on node <
threshold
NO YES
N4
>| Traverse to the node Traverse to the node
with mmnimum FP with maximum TP
Update pheromone Update pheromone
tables of both the nodes tables of both the nodes
Is the Node Is the
NO
- underload? Node
Overioad?

Reassign resources

4' Reassign resources l

Hinh 2.4. Thuét toan ACO

Céc thuat toan trinh bay bén trén déu giai quyét duoc bai toan can bang tai véi
cac céch thtrc hoat dong va xur 1y khac nhau. Tuy nhién cac thuat toan nay khi 4p dung

vao bai toan phan tan dong ap dung trong hé thong phan tich va phat hién ma doc loT
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thi chua giai quyét triét dé viéc phan tan dong. Trong phan tiép theo, hoc vién dé xuit
mot mo hinh trong do, khi mgt nut bi qua tai no s€ 1a nat chu va chu dong chon céc
nut c6 tai thip hon dé chia sé tac vu.
2.2. M6 hinh dé xuat

Pé dam bao cac yéu cau bai toan, hoc vién dua ra md hinh dé xuét dugc minh
hoa tai hinh 2.5. M6 hinh gdém 2 thanh phan chinh gém Center Server va cac IoT

Analyzer. Cac thanh phan va hoat dong cua hé thong dugc mé ta chi tiét & phan sau.

S/

Training
Dataset

Predicted model

Center Server
"
Dashboard
. .
E\
|

socket-server

-/

1ocauon»slrateg\']

——

1 [ e
10T Agent socket-server location-strategy |
N L ' J IoT Agent

> transfer-strategy | transfer-strategy
5.
j ML-model + infomation- ML-model + infomation-
L predict strategy 1L predict strategy
: % 1T ;

kafk I | kafk |
A distributed streaming plotform L A distributed streaming plotform I

10T Analyzer #1 10T Analyzer #2

Hinh 2.5 M hinh @& xut
2.2.1. Cdc thanh phdn trong mé hinh
Tur nhitng yéu cau chirc ning trong mé hinh, co thé liét ké ra cac hoat dong
chinh ctia mo hinh va cac chu thé dbi twong ngudi ding twong tng. Chi tiét cac hoat
dong chinh duoc trinh bay trong Bang 2.2. Céc ddi twong chinh tham gia vao hé théng

nay gom:
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- Thiét bi phan tich cuc bd (IoT Analyzer): Thiét bi ma hoa dir liéu, kiém tra dir liéu
dugc ma hoa, gui dir 1iéu duge ma hoa vé may chu trung tam. Thiét bi loT Analyzer
¢6 chirc ning cp nhat tri thirc an toan thong tin, xir 1y dit liéu 16n va huin luyén mo
hinh hoc may/hoc sau phat hién tin cong mang.

- M4y chu giam sat trung tam (Center Server): May chu trung tam thuc hién quan tri

hé théng, giam sat tip trung, phan phdi tai nguyén hé thong,.

- Dir liéu hanh vi ludng mang thu thap tir cac thiét bi IoT ¢& nhé da duoc chuan hoa.

Bang 2.2 Danh sich cic hoat dong chinh ciia hé thong

STT H¢ thon'g Poi twong Sw kién, hanh vi
twong tac * t
Thuc hién viéc theo doi giam sat, 1iy
loT Thong tin  tai dui ligu, thong tin ve tai nguyén cua h?
1 Analvzer neuven hé thén thong tai may chu loT Analyzer va
y UYen 1€ 0N | thyc hign kiém tra dir liéu trén thiét bj
[oT c6 bi nhiém ma ddc hay khong.
5 Center Céu hinh gi6i han | Thyc thi cAu hinh gidi han tai nguyén
Server tai nguyén cta hé thong tai may chu Center Server
Da,mh osach Acac‘: Thuec thi cdp nhat danh sach tai nguyén
may chicucbdva | .« s . , R
Center n ; +. | h¢ thong cuia tirng may chu cuc bo IoT
3 thong tin  tai o , A
Server 1A A Analyzer tai may chu trung tdm Center
nguyén hé thong
- . Server
cua tung may
loT Thong tin  ti Thuc thlAgu’l yeu cau ho trg va t%long tin
4 NP tai nguyén h¢ thong t61 may chu Center
Analyzer nguyén h¢ thong
Server
5 Center Yéu cau hd tro | Thuc hién 1y thong tin may chu cuc bo
Server qua tai ho tro guri vé IoT Analyzer bi qua tai
Thong tin May | oot i licu Tudng mang va hanh vi t6i
loT chu ho trg, dit liéu | A NPT \
6 A . | may chu ho tr¢ du trén thong tin ma
Analyzer luong mang va | , A an %
hanh vi may chu trung tdm da cung cap.
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Hé thong

STT . Poi twong Sw kién, hanh vi
twong tac
Thp ng tl,n q.may Thuc hién viéc nhan dr liéu lu(‘”)ng
chu bi qua tai, dir LT o s 1AL ax LA
loT A X mang va hanh vi, xtr 1y dir li¢u da nhan
" | Analyzer | liu ludng mang | o 45 liew da xir Iy t6i may chi bi
y va hanh vi duge | V2 BI GHHS y y chu bl
A qua ta1
cung cap

2.2.2. Pdc td yéu cdu chi tiét

a) Yéu cdu chirc ning

1) Chtic nang “Cau hinh gi6i han tai nguyén hé thong tai may chu trung tim”

- M6 ta: Quan tri vién kich hoat chirc nang cau hinh giéi han tai nguyén hé thong tai
loT Analyzer

- Dir liéu dau vao: Dir liéu, cau hinh gidi han tai nguyén hé thong tai loT Analyzer

- Xt ly dit lidu: Cau hinh gi6i han tai nguyén hé thong tai 10T Analyzer truéc khi
thue hién thu thap tai nguyén hé théng. Khi ngudng tai nguyén dugc ciu hinh, hé
thong sé thyuc hién giam sat va dua ra két qua qua tai hay khong dua trén ngudng.

(CPUusage < threshold|RAMusage < threshold)

- Két qua dau ra: Hé thong luu cau hinh gidi han tai nguyén hé thong tai 10T Analyzer
thanh cong.

2) Chirc nang “Thu thap dir liéu tai nguyén hé thong tai may chu cuc bo”

- M6 ta: May chu trung tim thu thap dit liéu tai nguyén hé thong tai may chu cuc bo.
- Dit liéu dau vao: 1énh dé thu thap dit liéu tai nguyén hé théng tai may chi cuc bo.

- Xt ly dit lidu: Hé thong chay 1énh dé thu thap dit liéu tai nguyén hé thong tai may
chu cuc bd tuong ung.

- Két qua dau ra: Thu thap va gui thong tin tai nguyén hé thdng téi may chu trung
tam thanh cong.

- Thuat toan:

Khai tao cau hinh ngudng tai nguyén hé thong: CPUnreshoiar RAM threshola
While True:

Ham xtr 1y thu thap hostname (get_hostname()).

Ham xtr ly thu thap IP (get_private_IP()).

Ham xtr 1y thu thap dia chi MAC (get_mac_address()).
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Ham xtr 1y thu thap % CPU str dung (get_cpu_percent()).
Ham xtr ly thu thap % RAM su dung (get_ram_used()).
Néu % CPU s dung va % RAM st dung nam trong ngudng;
Trang thai hé théng = OK (System status = OK)
Nguoc lai: Trang thai hé thong = NOK (System status = NOK)
Gui cac thong tin hé thdng cho may chu trung tAm gém (host name, IP, MAC,
%CPU, % RAM, trang thai hé thong).
Cho 1 giay.
3) Chirc nang “Guri yéu cau ho trg tir may chi bi qué tai vé may chu trung tim”

- M6 ta: May chu trung tim khoéa dir lidu vé may chu cuc bd.

- Dit liéu dau vao: Khéa di dugc diém tra va duoc danh gia tot.

- X1t Iy dit liéu: Guri yéu cau hd tro tir may chu bi qué tai vé may chu trung tim.

- Két qua dau ra: Giri yéu cau hd tro tir may chi bi qua tai vé may chu trung tam thanh
cong.

Thuat toan:

Khai tao cau hinh ngudng tai nguyén hé théng: CPUnreshoid» RAM threshold
Néu c6 yéu cau xur 1y dir liéu tir [oT Agent (Task assignment == True):
Néu trang thai hé thong bi qua tai (System status == NOK):
Guri yéu ciu hd tro dén may chu trung tam (Check available support
node).
Nguoc lai: Xt Iy tai may chu loT Analyzer cuc bo (Predict Request to ML-

model )

4) Chirc ning “Cap nhat danh sach tai nguyén hé thong tai may chu trung tim”

- M0 ta: Cap nhat danh sach tai nguyén hé thong tai may cha trung tam.

- Dt liéu dau vao: tai nguyén hé thong.

- Xir Iy dir liéu: Hé thong cho phép tu dong cap nhat danh sach tai nguyén hé thong
tai may chu trung tam.

- Két qua dau ra: Cap nhat danh sach tai nguyén hé thong tai may chu trung tm thanh
cong.

- Thuat toan:
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Khoi tao: Cac IoT Analyzer gui thong tin tai nguyén cho may chu trung tam.
Thuc hién cap nhat thong tin tai nguyén hé thong theo chu ky.
Néu c6 yéu cau xir Iy qua tai tir [oT Analyzer:

Guri danh sach thong tin tai nguyén hé thong cho IoT Analyzer

5) Chirc nang “Xir Iy yéu cau hd tro qué tai tai IoT Analyzer”
- M6 ta: Xt 1y yéu cau hd trg qua tai.

- Dit liéu dau vao: yéu cau hd tro qua.

- X1t Iy dit liu: X1 1y yéu cau ho tro qua tai.

- Két qua dau ra: Xt Iy yéu cau ho tro qué tai thanh cong.

- Thuat toan:

Khoi tao: Trang thai hé théng
Néu nhan dugc yéu cau hd trg xtr Iy qua tai tir nat khéc:
Kiém tra trang thai h¢ théng cuc bd.
Néu trang thai hé théng cuc bo = OK:
Nhan théng tin chua duge xtr I tir nat yéu cau hd tro.
Goi mo6 dun hoc may thyc hién phan tich va phat hi¢n ma doc xtr Iy dir ligu.
Tra két qua vé nut bi qua tai.

Nguoc lai: Tt chéi yéu cau xu ly.

6) Chuc ning “Gtri dit liéu chua xtr 1y téi may chu hd tro”

- M0 ta: Gui dit liéu chua xir Iy t&i may chi hd tro.

- Dit liéu dau vao: Dit liéu ludng mang va hanh vi chua duoc xt 1y; Thong tin may
chu ho tro.

- Xtr Iy dit liéu: Hé thong cho phép gui dit liéu chua xtr 1y t6i may cha hd tro.

- Két qua dau ra: Hé thong gui dir liéu chua xu 1y t6i may cha hd trg thanh cong.

7) Chirc nang “Xur ly dit liéu nhén tor may chu bi qua tai”

- M0 ta: Xir 1y dir liéu nhan tir may chu bi qua tai.

- Dir ligu dau vao: Dir lidu ludng mang va hanh vi chua dugc xir y; Thong tin may

chu bi qua tai.



- Xur Iy dir liéu: Xt 1y dir liéu nhan tir may chu bi qua tai.
- Két qua dau ra: Hé thong xir 1y dir liéu nhan tir may chi bi qua tai thanh cong
b) Yéu cau phi chivc ning
Yéu cau dit ra 1 phai phat trién dugc hé thong théa man cc yéu cau phi chirc ning
Sau:
- HO tro doc céc tép dit liéu luu trit theo bang ma Unicode.
- Hb tro da nén tang hé didu hanh phd bién danh cho may chua phén tich bao gom:
Windows, Linux, Unix,...
- Hd tro kha ning sao luu, khoi phyc dit liéu luu trit khi gip su cd.
2.3. Ung dung Kafka va KSQL trong xdy dwng giai phap xir Iy phin tin
dong
2.3.1 Khdo sdt mot sé cong cu message broker cé sdn.

Pé thyuc hién duoc cong viéc xur Iy ban tin (message), hoc vién dua ra mot sb
tiéu chi lya chon cong cy trong luan vin nhu sau: Ma nguén mé, kha nang luu trit va

xtr 1y dit liéu 16n t6t, c6 kha nang chiu 15i tét, c6 kha ning mé rong, hidu ning tot.

Application 2
Message Broker

Application 1

Application 3

Application 4

Trén thé gidi hién nay c6 rat nhiéu cong cu phan phdi ban tin (message broker)
duogc ap dung rit nhiéu trong cac doanh nghiép va san phim thuong mai. Mot s6 cong
cu co thé ké dén ma Redis, RabbitMQ, Kafka. Trong khuon kho luan vin, hoc vién
danh gia 3 cong cu nay va chon mot cong cu phii hgp nhét dé img dung vao giai phap

can bang tai dong.
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Coéng cu Kha ning mé rong B) nhé Phwong thire
giao tiep
RabbitMQ | Dya trén cau hinh va | HO tr¢ ca luu tin nhan | HO tro ca one-to-

tai nguyén, kha nang | l1au dai (persistent one va one-to-
xur Iy khoang 50 nghin | message) va nhat thoi | many
message/giay. (transient message)

Redis Co thé xtr Iy 1én dén 1 | Dir liéu duoc luu tai bo | HO trg ca one-to-
triéu message/giay. nhd trong (in-memory | one va one-to-

database). many

Kafka Cothé xurlylén dén 1 | HO tro ca luu tin nhan | HO tro one-to-

triéu message/giay. lau dai (persistent many

message) va nhat thoi
(transient message)
Dua vao bang so sanh bén trén cho thay cong cu Kafka la mot cong cu phu

hop nhét so véi cac cong cu con lai. Kafka c6 kha nang xir Iy di liéu 16n t6t, kha ning
Iwu trir tin nhan 1au dai, ngoai ra Kafka c6 kha nang hd tro rat tot xir 1y bat dong bo
vo1 ngdn nglt python. Mt diém 1oi thé cua Kafka dé 1a hd tro KSQL, mot cong cu
hd tro truy van thong tin ludng dir liéu (data stream) tuong tu nhu truy van co so dix
liu quan hé. Do d6 hoc vién Iya chon cong cu Kafka va KSQL dé tng dung giai phap
phan tan dong trong luan van. Phan tiép theo s& md ta chi tiét cong cu Kafka va
KSQL.

2.3.2 Lwa chon cong cu Kafka va cong cu KSQL.

Nén tang trao doi thong diép Apache Kafka: Apache Kafka [28] 1a mot nén
tang xir 1y stream ma ngudn mé duoc phat trién boi Apache Software Foundation
dugc viét bang ngdn ngit lap trinh Scala va Java. Kafka cho hé théng truyén tai dix
liéu phan tan. Kafka luu tri thong diép trong cac chu dé (topic) duoc phan ving va
sao chép qua nhiéu broker trong mot cum (Cluster). Publisher (ngudn giri thong tin)
guri thong diép dén cac topic ma ngudn nhan théng tin (consumer) di ding ky dé doc
thong diép. Kafka hoat dong tot nhu mot sy thay thé cho mot hé théng giri thong tin
(broker) truyén thong hon. So véi hau hét cac hé thong broker, Kafka c6 thong luong
t6t hon, kha nang phan ving dir liéu luu trir thong diép, tich hop kha ning sao chép
va khoi phyc thong diép khi xay ra 18i dudng truyén, khién né trd thanh mot giai phap

t6t cho cac ung dung xir 1y thong diép quy mé 16n.
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Producer ‘ ‘ Producer | ‘ Producer

/

Topic Topic Topic

|Par‘tition‘ [F’anition|
|Par‘tition‘ [Paﬁltl0h| Partition
|Par‘tition‘ ‘F’artition|

~

| Consumer ‘ ‘ Consumer | ‘ Consumer |

Kafka Cluster

Hinh 2.6. Kién tric truyén tai thong tin ciia Apache Kafka

Thong bao 12 mang byte (v6i String, JISON va Avro 1a cac dinh dang pho bién

nhat). Néu mot thong diép c6 khoa, Kafka dam bao rang tat ca cac thong diép c6 cling

khoéa déu nam trong cung mot phan vung. Consumer c6 thé dugc gdp chung vao mot

nhém consumer. Moi consumer trong mgt nhom consumer s€ doc tin nhan tir mot tap

hop con duy nhat ctia cdc phan ving trong mdi topic ma chung dang ky. Mdi thong

di€p dugc gri dén mot consumer trong nhdm va tat ca cac thong di€p co cung khoa

dén cung mot consumer. Kafka khong theo ddi tin nhan nao da dugce doc boi timg

consumer. Kafka luu git tit ca cac tin nhan trong mot khoang thoi gian hitu han va

consumer co trach nhiém theo doi vi tri cua chiing trén moi topic.

Kafka c6 cac churc nang nhu:

Xt 1y luong 16n dit liéu;

Xtr Iy dit liéu tir nhiéu ngudn va nhiéu dinh dang;

C6 kha nang hoat dong mot cach lién mach véi cac phén mém khac;
Xt 1y dir liéu thoi gian thuc ngay khi tiép nhan;

Cho phép bén nhan va bén giri hoat dong doc lap tai cac thoi diém khac
nhau;

HO trg cdc ngdn ngir 1ap trinh nhu Java, C hoic Python. H trg cdc ngon
ngtr front-end nhu HTML, CSS va JavaScript;

C6 thé hoat dong dya trén di€n toan dam may;

C6 do tré nho gitra dir liéu dau vao va phan hoi;

Cho phép dit liéu va thong diép tich hop truc tiép vao cac Gmg dung sir
dung API;
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- Pham vi tich hop tiéu chuan cho cac nha cung cap dit liéu bén thir nhit,

thtr hai va thir ba;

Kha nang kiém soat quyén truy cap tép/thu muc cia nguoi dung hoac
nhoém, quyén chia sé¢ bén ngoai, chinh sach chinh stra, gi¢i han vi tri

thiét bi, chia sé theo thiét bi...;

Phét hién cac bat thuong vé chtrc ning, kha ning tiép cin cua ngudi
dung, ludng luu lugng truy cip va gia mao;
- Chu dong theo ddi trang thai clia cac tram 1am viéc tai chd hodc tir xa;

Uu diém cua Kafka bao gom:

Kha ning truyén thong diép nhanh va dang tin cay;

H) tro xir 1y dit liéu song song;

Phan chia dit li¢u hop ly;

C6 kha nang md rong quy mo xir 1y dit liéu cho nhiéu nguoi dung;

Co cong déng hd tro k¥ thuat dong ddo va cap nhat;

Mién phi (Open-source).

Nhuoc diém ctua Kafka cu thé gém:
- Giao di¢én nguoi dung chua dugc tbt, van duédi dang cua ) dong 1énh;
- Qua trinh cai dat va sir dung c6 thé hoi phtc tap véi ngudi dung khong

chuyeén.

KSQL 1a mot co s¢ dir liéu dugc xay dung ¢6 muc dich cho cac ing dung xur
Iy ludng. N6 hop nhat nhiéu thanh phan duoc tim thay trong hau hét moi kién triic xtr
1y ludng. Piéu d6 rat quan trong vi hau hét tat ca cac kién tric phat truc tuyén ngay
nay déu 1a cac giai phap timg phan duogc két hop véi nhau tir cac dy an khac nhau. O
muc toi thiéu, can mot hé théng con dé thu thap cac su kién tur cac nguén dir liéu hién
c6, mot hé thong khac dé luu trit chung, mot hé théng khac dé xur 1y chung va mot hé
thong khac dé phuc vu cac truy van chdng lai cac dir liéu tong hop. Viée tich hop

ting hé théng con c6 thé kho khan.
KSQL cho phép xur 1y va phan tich dir liéu truyén truc tuyén theo thoi gian
thuc co trong nén tang Apache Kafka. Néi cach khac, KSQL cung cap mét khung
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tuong tac dé thuc hién cac hoat dong Xir Iy Ludng nhu Téng hop dit liéu, Loc, Két
hop, Sessionization, Windowing va hon thé nita. Hon nita, thuc thi truy van bang
KSQL twong ty nhu chay truy van SQL trong Co sé dit liéu quan hé. Cac 1énh chinh
ciia KSQL nhu SELECT, LIMIT, JOIN va WHERE giéng nhu cac 1énh cé trong
SQL. Kafka duoc sir dung trong cac ing dung khac nhau dé xir Iy hodc phan tich dir
liéu truyén truc tuyén, bao gdm gidm sat lién tuc, phan tich phét truc tuyén theo thoi
gian thuc, tich hop dit liéu truc tuyén, phat hién bat thudng, tham do dir liéu va loc
tuy y.
Céc truong hop phu hop dé tng dung KSQL:
- Giam sat thoi gian thyc va phan tich thoi gian thyc: KSQL ¢6 thé dugc
st dung dé theo ddi thoi gian thuc va phan tich thoi gian thuc trén di
liéu.
- Bao mat va phat hién bat thuong: Trong KSQL, ¢6 thé xac dinh céc
truy van tong hop va phét hién bat thuong trén céc ludng thoi gian thuc.
- Tich hop dit liéu truc tuyén: Sir dung KSQL, cac nhém hé thdng co thé

hop nhét céc ludng dit liéu khac nhau trong thoi gian thuc.

Hoat dong cia KSQL nhu sau: KSQL chtra quy trinh may chu thyc thi cac
truy van cua Kafka. Mot tp hop cac quy trinh nay c6 thé dugc chay dudi dang Kafka
Cluster. Néu muén ting thém sirc manh xtr 1y, chi can khoi chay cac phién ban khac
ctia May chu KSQL nay. Ngoai ra, cic mdy cha nay c6 kha ning chiu 18i, do d6, néu
mot trong s6 chiing bat thuong, may chi con lai sé tiép quan cong viéc ciia chiing.
Thu tuc truy van rat don gian va n6 dugc thyc hién véi giao dién dong 1énh KSQL
(CLI), giao dién nay s& giri truy van dén cum qua API REST. Dong 1énh KSQL 1a
mot cong cuy hiru ich dé kiém tra tit ca cac chu dé Kafka hién co, tao luéng va bang

cling nhu kiém tra tién trinh cta céc truy van nay.
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2.3.3 Hoat dong ciia mé hinh.
a) Mdy chii trung tim

May chu trung tdm c6 hai nhiém vu chinh Ia (1) thuc hién dao tao mo hinh hoc
may dé phat hién ma doc IoT Botnet va (2) theo doi, luu trir thong tin tai cla tat ca
hé thdng.

M6 dun dao tao m6 hinh hoc may: M6 hinh phan tich va phat hién ma doc
duogc str dung tai phan 1.2.3. Tap dataset gom 1107 mau trong d6 c6 507 mau ma doc
va 600 mau lanh tinh dugc thu thap tai IoTPOT. Két qua thuc nghiém cho théy mo
hinh c¢6 kha ning phat hién ma doc 1én dén 88.94% va c6 kha nang phat hién cac ma
ddc zero-day. Sau khi mo hinh duogc huéin luyén s€ dugc luu lai va gui vé cac IoT
Analyzer qua quan tri vién. Tai cac IoT Analyzer s€ c6 kha nang dya vao mo hinh da

huan luyén dé phat hién cac ma doc dua trén thong tin IoT Agent giri 1én.

‘ Center Server

loT Analyzer
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Hinh 2.7 M6 hinh huin luyén hoc may phén tich va phat hién mi doc IoT botnet
Biang 2.3 Két qua danh gia mé hinh phat hi¢n va phan tich ma dgc.

Machine learning ACC TPR  FPR  Precision F1-Score AUC  Detect new malwares

classifier

NB 0.7101 05198 0.05 0.9291 0.6667  0.8649 25/107
DT 0.8378 0.7665 0.0722 0.9305 0.8406  0.8471 63/107
KNN 0.8673 0.7797 0.0222 0.9779 0.8676  0.9358 65/107
SVM 0.8894 .8282 0.0333 0.9691  0.8931  0.9738 73/107

RF 0.8550 (.7753 0.0444 0.9565  0.8564  0.9549 66/107
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M6 dun theo doi, Iuu trir thong tin tai cua hé¢ théng duoc coi la trai tim caa hé
théng. M6 dun nay duoc sir dung platform Confluent [29] trong d6 tich hop sin cong
cu Kafka va KSQL. Tai day, cac Kafka broker thu thap cac thong tin trang thai tai
ctia hé thong giri 1én thong qua Kafka producer va luu lai trong KSQL nhiam phuc vu
viéc luu trit thong tin. Théng tin dwoc luwu tai Kafka Topic, tir d6 khi c¢6 bat ky yéu
cau xur Iy tir cac IoT Analyzer, cic message trong d6 c6 thong tin trang thai tai cta
cac IoT Analyzer & trang thai ranh r6i s& dugc tra ve.

Trén may chu trung tdm, cac Kafka broker va Kafka topic nhu sau:

- Kafka broker: Thuc hién tao cac topic chira thong tin, tai cac IoT Analyzer s¢€ la
Kafka consumer va Kafka producer gtri va nhan thong tin tir Kafka broker.
- Kafka topic: Information-topic duoc tao dé luu trit thong tin tai ciia toan bo hé thong.

Kafka topic dugc minh hoa nhu & hinh :

Topics

Topic name Status Partitions Production (last 5 mins) Consumption (last 5 mins) Followers Observers Last produced

default ksql_processing_log © Healthy 1 - - T

docker-connect-configs ® Healthy 1 OB/s 0B/s 1 0 May 16 2022, 6

docker-connect-offsets ¢ Healthy 25 - 0B/s

Healthy .
docker-connect-status ° Tty 5 - OB/s

Healthy
information-strategy-center-server ° e 1 94B/s 189B/s 1

location-strategy-center-server ¢ Healthy 1 0B/s 0B/s 1 o] May 15 2022,17

off-load-results ® Healthy 1 - - T

off-load-tasks ® Healthy ] - . 1

Hinh 2.8 Kafka Topic tai may chi trung tim.
b) Thiét bi phdn tich 10T Analyzer
Céu trac ciia IoT Analyzer dugce minh hoa tai hinh 2.9 gdm 5 thanh phan chinh:
- socket-server chiu trach nhiém nhan dir liéu chua duoc xur 1y tir IoT Agent va luu
lai tai IoT Analyzer. Sau khi dit liéu duoc phén tich va danh gia, két qua s& dugc

socket-server tra vé mot may chi Dashboard.
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- ML-model + predict: 1a m6 hinh hoc may xtr Iy cac dir li¢u nhan dugc ti IoT Agent,
phan tich va dua ra danh gid dir liéu c6 phai ma doc hay khong. M6 hinh hoc may
nay duogc cap nhat tr phia may chu trung tam.

- information-strategy 12 mo dun thu thap thong tin trang thai cta hé thong, sau do sir
dung Kafka producer truyén message gdm cac thong tin hé thdng cua n6 1én may chi
trung tam.

- location-strategy 1a mé dun xt 1y truy van 1én may chu tap trung dé yéu ciu chia sé
tac vu khi bi qua tai. M6 dun nay cling sé€ chiu trach nhi¢m chon ra IoT Analyzer nao
dé day cac tac vu sang.

- transfer-strategy 1a mo dun truyén nhéan dit liéu chua duoc xir Iy tir mot IoT Analyzer

qua tai sang mot [oT Analyzer khac dugc chon tur location-stategy.

~

A

.‘{ socket-server ] {ocation-strategy

A

3.

Y

~

2.

transfer-strategy

A

"y

A4

ML-model + infomation-
predict strategy
b

L g A distributed slre-ctmmg platform l_

10T Analyzer #1

Y

Hinh 2.9 Cac m6 dun trong IoT Analyzer
c) Thiét bi IoT Agent
Thiét bj IoT Agent 1a cac thiét bi IoT c6 kha ning thu thap thong tin hoat dong
cua nd va gui lén cho IoT Analyzer. Cac thong tin dugc su dung 1a cac Iénh goi hé

thong (system call) dugc giri 16n cho IoT Analyzer bang mot TCP socket.
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2379:execve|("./00ddda62167baalda0802ecee5hIf663",
237%ioctl(0,_SNDCTL_TMR _TI!

0ddda62167baalda0802ecee5bot6".. ), [/~ 13 vars_¥/])
ASE_or_TCGETS,_0xbea3bc80)

2379:ioctl{1,_SNDCTL_TMR_TIM

B79:waitd(2380, hwwan&‘r&‘wwsmvw
37*71«)
2egpr@ o

/
2351:.1("/')

2381:s@id32(0)
2381:setresyf@82(-1, 0, -1)

2381:rt_sigaction{SIGPIPE,_{SIG_IGN,_[PIPE],

ASE_or_TCGETS,_Oxbea3bcs0)
. 0x1al80, 0, 0, 0)

_RESTART]OX4000000},_{SIG_IGN,_[],_0},_8)
2381:rek

2381:socket{PF_INET, S

_SIREAN IPPROTO_IP)

LQJMLB;%' 1.'6\ OxdeZ:u:ZU .
R e U

X 5 °z'z fuLL._s)
2381:nanosleep{{5, {Z _956962000})

Hinh 2.10 Do thi I¢nh goi hé thong ciia mot malware
d) Co ché cin béng tii.

Thuat toan can bang tai bao gdbm mot sd thanh phan twong tac theo nhiéu cach
khac nhau dé phan phdi lai cac cong viéc da giri cia nguoi dung giita cic nit cia hé
théng phan tan. Muc tiéu la cai thién hi¢u suat hé théng béng cach chia sé toan bd strc
manh tinh toan c6 sdn. C6 thé xac dinh ba thanh phﬁn chinh: chinh sach thu thap
thong tin, chinh sach kiém soat chuyén giao va chinh sach kiém soat dia diém/dam
phan.

Po tai cuc bd: Tai mdi nat, mdt co ché phai dugc cung cép dé dua ra uée
tinh tot vé tai cuc bo hién tai. Cac lya chon thay thé do tai cuc bd duoc mé ta trong
tai liéu bao gém: chi s6 "tai trung binh" dugc cung cp bai 1énh thir vién psutil trong
Python.

- Chinh sach thong tin: Thanh phan nay chiu trich nhiém trao d6i va duy tri
thong tin cuc bd hodac nhoém nut khac nhu mure tai, khdi lugng cong vi¢c hodc tai trung
binh trén toan by hé théng. N cling chiu trach nhi¢m vé tan suat cap nhat thong tin
trang thai, cach thuc trao doi thong tin nay giita cac nat khac nhau, sé lugng nat tham
gia trao d6i va luong thong tin cung cp dé thuc hién phén tan tac vu. N6 phai duy tri
thong tin nhat quan vé trang thai toan ciu tai cac diém kiém soat duoc phan phdi. Co

hai loai k¥ thuat cap nhat thong tin toan cau: cap nhat dinh ky cac bang thong tin st
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dung co ché phat tin hoic cap nhat thong tin theo yéu cau dya trén ky thuat tham do.
Mot vi du ctia ki thuat thi hai 12 viéc truy van cac nat 1an can khi nat d6 khong hoat
dong. Trong khudn khé luan vin, mé hinh dé xuat s& sir dung co ché cap nhait thong
tin thur hai.

- Chinh sach chuyén giao: Thanh phan nay quyét dinh thoi diém c6 loi khi
chuyén mét quy trinh tir khdi lwong cong viée cuc bd va chon quy trinh ndo dé chuyén
cac tac vu. Nuat qua tai chon mgt nit chua qua tai dé chuyén, dua trén thong tin cuc
bd, thong tin tir xa dugc duy tri cuc b hoac c6 dugc trong qua trinh thuong lugng
v6i cac niat khac. Chinh sach chuyén giao ciing chiu trach nhiém yéu cau chuyén cong
viée tir cac nut khac khi nut cuc bo sap khong hoat dong. Chinh sach chuyén giao 1a
thanh phan t6i thiéu can thiét dé trién khai chién lugc can bang tai, cac budc cta chinh
sach chuyén giao:

+ Nut khoi dong qua trinh can bang tai? C6 ba cach dé chi dinh diéu kién cua
nut bat dau qué trinh phan phdi lai tai: nut giri (qué tai) ¢b gang day cac tac vu
cho nut nguoi nhan hodc nut chua qua tai ¢ gang kéo cong viéc hodc chuyén
d6i dong giita hai cong viéc day hodc kéo bat ctr khi ndo phu hop. Trudng hop
nay duoc goi 1 can bang tai bat dau dbi xtmg. Trong mo hinh dé xuét, viéc
nat bt dau qua trinh phan phdi tac vy 1 nat qua tai.

+ Khi nao thi thuan loi dé chuyén giao hodc nhan cac quy trinh? (1) Cac sy

kién kich hoat can béng tai: Su kién kich hoat phan phéi lai tai st dung mot

chi bao qua tai. Chi bao nay twong tng v4i muirc ngudng cho phép dugc quan
tri vién cau hinh tir trude.

+ Hinh thtrc chuyén giao: Mot cong viéc co thé duogc phan bd cho mot nit tir

xa trude khi n6 bit dau thuc hién. Khi cong vi¢c dugc nut tir xa hoan thanh s€

tra két qua vé nut bi qua tai.

- Chinh sach dam phén: Khi mot niit qua tai quyét dinh rang mot nut khac 1a
ndt chuyén giao phu hop (v6i ngudng tai duge cau hinh/bo nhé RAM hodc do tré
mang), nd s& tham gia vao modt qua trinh ghép ndi. Qua trinh ndy bao gém viée tim

kiém do6i tac chuyén giao, chuyén céac dir li¢u chua dugc xir Iy cho nut s¢ dugc phan



phéi tac vu. Quy tic lya chon niit chuyén giao dwa trén chi bao tai duoc luu trén may
chu trung tam. Kiém tra nat c6 kha nang phan chia tac vu la viéc chon nt c6 gia tri

nho nhét trong sé mot tap cac nit kha dung.

loT Agent

Dashboard

R
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10T ANALYZER#1
Information ) ) ) }
sockei-server Strategy TransferStrategy | LocationSirategy ML-Model
B _i_ _i_ Updatejpformation peric:-dic_i_

aw data

]

Task assignment

Center Server

Information
Topic

]
i
]
]
i

A

k=
=i

stem status: OK

Predict request

Khi IoT Analyzer hoat dong trong trang thai khong bi qua tai (load <

threshold), ludng coéng viéc dugec mo ta trong hinh 2.11. Cu thé cac budc thuc hién

nhu sau:

e

Hinh 2.11 Lwu d0 hoat ddng ciia hé thong & trang thai trong tai

Budc 1: 10T Analyzer cip nhat trang thai hé théng cua né thudng xuyén

Predicted resulis

Predicted resulis

cho may chu trung tdm qua Information Strategy

Budc 2: 10T Agent guri dit liéu chua dugc xir ly 1€n cho 10T Analyzer. Di

liéu nay 1a céc tép thuc thi 1énh goi hé théng duoc xur Iy thanh cac db thi.

(system call graph).

Budc 3: 10T Analyzer nhan dir liéu bang socket-server va théng béo rang

hé thdng can xu ly dit liéu.

Budc 4: Information Strategy s& kiém tra trang thai hé théng, két qua tra

vé hé thdng dang & trang thai khong bi qué tai. Diéu kién dé hé théng ¢

trang thai khong bi qua tai:

(CPUusage < threshold|RAMusage < threshold)
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Trong dé threshold = 90%.
- Budc 5: M6 dun hoc may sé thuc hién phén tich va dwua ra dit liéu nhan
duoc ¢6 phai ma doc hay khong va phan hoi lai.

- Budc 6: 10T Analyzer s& gui két qua dén cho Dashboard.

10T ANALYZER#1 IOT ANALYZER#2

Information
Strategy

Information
Topic

Information
Strategy

socket-server TransferStrategy | LocationStrategy ML-Mode! socket-server TransferStrategy | LocationStrategy

ML-Model ‘

i H Update | periodic | 1 H i i i
10T Agent Raw dala | |Task assignment .

ket
ystem status NO
Check available target support node

Check available target supportinode

— Lis! supported node
Candidated node
Siend request support [raw dats]

Reguest predict data
Fredicted resuts

Predictad results

Hinh 2.12 Lwu d0 hoat ddng ciia hé thong khi mdt node bi qua tai
Khi mdt nut bi qua tai (load>threshold), luéng cong viéc s€ dugc thuc hi¢n
nhu sau: information-stategy chay trén ting IoT Analyzer duy tri vi¢c cap nhat tinh
trang tai nguyén hé thong trén may chi trung tam.
- Budc 1: 10T Analyzer cap nhat trang thai cia no dinh ky cho may chu trung
tam qua Information Strategy.
- Budc 2: loT Agent gui dit liéu chua dugc xir ly vé nat 1oT Analyzer.
Information Strategy kiém tra trang thai hé thong co bi qua tai hay khong.
Diéu kién dé hé thong khong bi quéa tai nhu sau:
(CPUusage < threshold|RAMusage < threshold)
Trong do threshold = 90%.
- Budc 3: socket-server goi location-stategy dé tim kiém nut dap ung yéu
cau tinh toan.
- Budc 4: location-strategy thuc hién tim kiém nat da diéu kién chuyén giao
dap tmg dugc nhu cau tinh todn (dwa trén RAM, CPU va do tré mang).
Location-strategy sir dung KSQL API dé truy van dix liéu trong topic
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information-stategy nam trén may chu trung tm va nhan vé danh sach cac
nGt co thé dap ung duoc.
- Budc 5: 10T Analyzer bi qué tai tién hanh 1énh ping t6i cac nat trong danh
sach trén, nGt c6 két qua ping thap nhat s& duoc chon dé phan phdi tac vu.
- Budc 6: transfer-stategy truyén thdng tin tir ndt qué tai sang nat tir xa sir
dung Kafka.

- Budc 7: NGt tir xa xir ly dit liéu va tinh toan, sau d6 tra vé nit qué tai.

Sending state Load = threshold

Trigger condition:

Load balancing Threshold Load = threshold

Receiving state UNDERLOAD Load = threshold

Hinh 2.13 Ving tai va trang thai cin bang tai trén mét nut IoT Analyzer
Két luan chwong 2.

Chuong 2 hoc vién di trinh bay vé bai toan phan tan dong can xt Iy trong hé
thong phan tich ma doc IoT botnet, tir 46 dua ra nhitng phan tich, yéu cau ciia hé
théng. Hoc vién ciling di dé xuit mot mo hinh phén tan dong nham giai quyét bai toan
néu trén. Cu thé trong chuong 2 di trinh bay:

- Khao sat, danh gia cac thuat todn hd tro phan tan dong va can bang tai
dong.

- Phan tich, thiét ké chirc ning phan tan dong giira cac thiét bi loT
Analyzer.

- Lua chon sir dung cac cong nghé maéi dé tich hop giai phap hd tro can

bang tai dong va phan tan ning luc xu ly gitta cac thiét bi 10T Analyzer.
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CHUONG 3. THU NGHIEM VA PANH GIA.

Trong chuong 3, hoc vién s& trinh bay vé cach thirc xdy dung méi truong thir
nghiém va két qua danh gia mo hinh. V&i mo hinh dé xuat, hé thong thir nghiém s&
dugce mé ta chi tiét trong chwong nay nhiam danh gia chinh xac ning lyc ciia mé hinh.
Cac kich ban va thong s6 danh gia ciing dugc dinh nghia dé dua ra vu nhuoc diém
ctia mo hinh d& xuat. Cudi ciing cua chuong sé trinh bay két qua thir nghiém va két
luan.

3.1. Méi trwong thir nghiém
3.1.1 H¢ thong thir nghiém

Hé thong thir nghiém bao gom May chii trung tim, hai may chii dong vai tro
IoT Analyzer, 1 may tram dong vai tro nhu IoT Agent va 1 may tram dong vai tro
nhu may cha Dashboard. Tat ca cic mdy déu st dung chung mot hé thdng mang va
dugc két ndi v6i nhau thong qua mot b chuyén mach. Trén may chu trung tim sé
duogc cai dat Confluent platform cho Kafka va KSQL, trén cac may IoT Analyzer
duogc cai dat Kafka dé truyén cac thong tin tai va dir liéu. M6 hinh thir nghiém duoc
minh hoa trong hinh 3.1. Bang 3.1 md ta chi tiét hé thong thir nghiém.
= o

= 192.163.2.10

=

loT loT
Analyzers2 Analyzer
192.168.2.9 192 168.2.8
—— — = =
1 1 1l
1P ’ ——L I
4| — B -
loT Agent
192.168.2.6

DASHBOARD
192.168.2.5

Hinh 3.1 M6 hinh thir nghiém
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Bang 3.1 Théng tin chi tiét h¢ thong thir nghiém.

Server Hardware Repository OS

May chu trung tam | CPU Intel Xeon E5- | Docker, Ubuntu 20.04
2689V1 @2.6GHz + | Confluent, LTS
32GB RAM + GPU | Docker-
RX570 4GB | compose,
GDDR5 Python, Java

0T Analyzer Intel Core 15 8300H | Kafka, Ubuntu 20.04
@2.3GHz + 16GB | Python LTS

RAM + GPU
GTX1050Ti 4GB

GDDR5
loT Agent Intel Core 15 8300H Ubuntu 20.04
@2.3GHz + 16GB LTS

RAM + GPU
GTX1050Ti 4GB
GDDR5

3.1.2. Qud trinh trién khai gidi phdp dé xuit

Tai may chi trung tam: Cai dat platform confluent trong do tich hop cong cu
Kafka va KSQL.

Budc 1: Cai dat cong cu Docker va Docker compose

Budc 2: Tao file docker-compose.yml mo ta cac container dich vu ctia Kafka.

Budc 3: Truy cap vao giao dién GUI va tao cac Topic.

Tai ToT Analyzer: Thuc hién chay cac module cho giai phap can bang tai. Khi mot
IoT Agent guri file dén IoT Analyzer, socket server s& nhan file va bat dau thuc hién
xu ly.

Budc 1: Copy source code dén IoT Analyzer.

DPudng dan source code: https://github.com/huunguyen95/distributed-model-thesis
Budc 2: Chay module Information Strategy dé giri thong tin tai nguyen cho may
chu trung tdm bang cau 1énh: “nohup python3 InformationStrategy.py &

Budc 3: Chay module socket server bang cau 1énh: “nohup python3

socker server.py &”

Budc 4: Chay module TransferStategy bang cau lénh: “TransferStategy faust -A

data_process_app worker -/ info”
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Tai IoT Agent: Khoi chay module giri file bang cu 1énh: “python3
socket client.py”. Dit li¢u dugc gui chira trong client data/test.
3.2. Kich ban thir nghiém va b tiéu chi danh gia
3.2.1 Kich bdn thir nghiém
Tai phﬁn thir nghi€m, hoc vién str dung 250 t&p Iénh goi hé théng dudi dang
d6 thi (system call graph). Cac tép nay dugc gui tir phia [oT Agent cho loT Analyzer,
c¢6 dinh dang “.adjlist” va nang toi da 9.9 MB.
a) Kich bdan voi truwong hop thur nghiém chwa ap dung phdn tan tdc vu.
Kich ban 1: Khi loT Analyzer lam viéc ¢ trang thai khong qua tai.
Budc 1: Thuc hién déy dir liéu chua dugce xur 1y ti [oT Agent.

(base) root@center-server:/home/center/Master_prj/distributed-model-thesis/src/agent# python3 socket_client.
OK@Welcome to the File Server.

Uploading: ./client_data/scg/data/test/0a1830c9206118843062d06d668c89622b88bea97fdb189e80b060d50905e7e3.ad]
[RECEIVED] FILE NAME

UPLOADED: 0a31830c9206118843062d06d668c89622b88bea97fdb189e80b060d50905e7e3.adjlist

OK@Welcome to the File Server.

Uploading: ./client_data/scg/data/test/0c3583b5cd35e822cc0d9f2fca77c3ee7fa7208e7028d3f38cc623f51e165218.adj
[RECEIVED] FILE NAME

UPLOADED: 0c3583b5cd35e822cc0d9f2fca77c3ee7fa7208e7028d3f38cc623f51e165218.adjlist

OK@Welcome to the File Server.

Uploading: ./client_data/scg/data/test/0c8848d7211ccedc4f06af9a00086598d59186820a37cf1c91ccba®0552950b1.ad]j
[RECEIVED] FILE NAME

UPLOADED: 0c8848d7211ccedc4f06af9a00086598d59186820a37cf1c91ccbaf0552950b1.adjlist

Budc 2. Thuc hién phéan tich trén [oT Analyzer.

off-load-results

Overview  Messages  Schema  Configuration

Producers m ( | [umooofiser [ v [ @ ofset

Bytes in/sec - |

+ Produce a new message to this topic
Consumers

. partition offset timestamp timestampType headers key value
Message fields

3d8128.. NBa4d2 Newest

CREATE_TIME n

CREATE_TIME n 722

. NBf722ddf3397.

1652662122630 CREATE_TIME [

REATE_TIME [

CREATE_TIME [

CREATE_TIME [

1 1652662077304 CREATE_TIME [

JSON csv Download

Budc 3: Thu thap két qua.
Kich ban 2: Khi [oT Analyzer qua tai CPU va RAM.
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Budc 1: Tao méi trudng gia lap diy CPU sir dung thu vién stress.

apt install stress-ng
stress-ng --vm-bytes $(awk ‘/MemAvailable/{printf "%d\n", $2 * 0.9;}' <
/proc/meminfo)k --vm-keep -m 1

Budc 2: Thuc hién day dir liéu chua duge xur 1y tr [oT Agent.

(base) root@center-server:/home/center /Master_prj/distributed-model-thesis/src/agent# python3 socket_client.py
OK@Welcome to the File Server.

Uploading: ./client_data/scg/data/test/0a1830c9206118843062d06d668c89622b88bead7fdb189e80b060d50905e7e3.adjlist
[RECEIVED] FILE NAME

UPLOADED: 0a1830c9206118843062d06d668c89622b88bead97fdb189e80b060d50905e7e3.adjlist

OK@Welcome to the File Server.

Uploading: ./client_data/scg/data/test/0c3583b5cd35e822cc0d9f2fca77c3ee7fa7208e7028d3f38cc623f51e165218.adjlist
[RECEIVED] FILE NAME

UPLOADED: 0c3583b5cd35e822cc0d9f2fca77c3ee7fa7208e7028d3f38cc623f51e165218.adjlist

OK@Welcome to the File Server.

Uploading: ./client_data/scg/data/test/0c8848d7211ccedc4f06af9a00086598d59186820a37cf1c91ccbad0552950b1.adjlist
[RECEIVED] FILE NAME

UPLOADED: 0c8848d7211ccedc4f06af9a00086598d59186820a37¢cf1c91ccbad0552950b1.adjlist

Buéc 3. IoT Analyzer bi qua tai nhung van phai xur 1y tac vu.

information-strategy-center-server

Overview  Messages  Schema  Configuration
Producers u [ ] [ Jump to offset ‘ ~ ‘ offset EE]
Bytes in/sec 0

=+ Produce a new message to this topic
Consumers

Bytesoutisec 0

A~ Value Header Key
Message fields —_—

Budc 4: Thu thap két qua.
b) Kich ban voi truwong hop thu nghiém ap dung mo hinh phan tan tac vu.
Kich ban 3: Khi loT Analyzer qua tai CPU va RAM.

Budc 1: Tao méi trudng gia lap diy CPU sir dung thu vién stress.

apt install stress-ng
stress-ng --vm-bytes $(awk ‘/MemAvailable/{printf "%d\n", $2 * 0.9;}' <
/proc/meminfo)k --vm-keep -m 1

Budc 2: Thuc hién déy dir liéu chua dugc xur ly tr [oT Agent.
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(base) root@center-server:/home/center /Master_prj/distributed-model-thesis/src/agent# python3 socket_client.py
OK@Welcome to the File Server.

Uploading: ./client_data/scg/data/test/0a1830c9206118843062d06d668c89622b88bead7fdb189e80b060d50905e7e3.adjlist
[RECEIVED] FILE NAME

UPLOADED: 0a1830c9206118843062d06d668c89622b88bea97fdb189e80b060d50905e7e3.adjlist

OK@Welcome to the File Server.

Uploading: ./client_data/scg/data/test/0c3583b5cd35e822cc0d9f2fca77c3ee7fa7208e7028d3f38cc623f51e165218.adjlist
[RECEIVED] FILE NAME

UPLOADED: 0c3583b5cd35e822cc0d9f2fca77c3ee7fa7208e7028d3f38cc623f51e165218.adjlist
OK@Welcome to the File Server.

Uploading: ./client_data/scg/data/test/0c8848d7211ccedc4f06af9a00086598d59186820a37cf1c91ccbad0552950b1.adjlist
[RECEIVED] FILE NAME

UPLOADED: 0c8848d7211ccedc4f06af9a00086598d59186820a37¢cf1c91ccbad0552950b1.adjlist

Buéc 3. IoT Analyzer bi qua tai s& phan tan tic vu cho IoT Analyzer khéc ranh rdi

thédng qua mo6 hinh.

information-strategy-center-server

Overview Messages Sehema Cenfiguration

Producers CHE ) Comwome [~ oo a-

Consumers

Message fields Partitian

==2[END TIMER
NE TASK] c68aab2B63751aelhf693feee?Ba?82? . adjlist

zerver_dataslocal- fdebcPcefbdblaa25%e49572dcad?17a..adjlist
98
== =SYSTEM OVERLOAD AND REQUEST SUPPORI=

{BrokerConnection node_id=bootstrap—# host=192.168.2.8:9§
connecting> [IPv4 (*192.168.2.8', 989251>: connecting to 192.168.2.8:9892 [{’192.168.2.8', 9892> IPv4]

Probing node hootstrap—8 bhroker version

{BrokerConnection node_id=bootstrap—8 host=192.168.2.8:9§

connecting> [IPv4 (°192_168.2.8°',. 2@892>1>: Connection complete.
Broker rsion identified as 2.5.8
Set configuration api_wversion=(2, 5, B> to skip auto chec

rzion requests on startup
DOME setting up Kafka Producer
SEND request to target node
{BrokerConnection node_id=8 host=192.168.2.8:9892 <{connec
> [IPv4 ('192.168.2.8', 9892>1>: connecting to 192.168.2.8:9892 [{'192.168.2.8"', 9892)> IPv4]l
{BrokerConnection node_id=8 host=192.168.2.8:9892 <{connec
> [IPv4 (*192.168.2.8°, 9892>1>: Connection complete.
{BrokerConnection node_id=bootstrap—@ host=192.168.2.8:9§
connected> [IPv4 (*192.168.2.8', 9892>1>: Closing connection.
{BrokerConnection node_id=8 host=192.168.2.8:9892 <{connec
[IPv4 ('192.168.2.8"'. 9892>1>: Closing connection.
HANDLING FILE server_data-local-8f3d86c28ec5956fc36335dcb627f7c
6BchSdld4ac6B8Bh?a?412c9h5%cal .adjlist with node: 192.168.2.8

zerver_dataslocal /5f30d4f h19ddB4c568he?17661e5e5f1 . adjlist
496

Budc 4: Thu thap két qua.

off-load-results

Producers n " - = u

Consumers

Message fields
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3.2.2 Tiéu chi danh gid
Muc dich cua b0 can béng tai co 2 ti€u chi chinh do la:
- Pam bao tinh sin sang caa hé thng.
- Bam bao duoc viéc xtr Iy Iuu lugng traffic I6n caa tng dung ma khéng
bi mat dich vu.

Véi muc dich néu trén, c6 rat nhidu cac tiéu chi dé danh gia su hiéu qua cua
bd can bang tai nhu do dac cac thong sb vé tai nguyén st dung (resource ultilization),
do tré (latency), chi phi (cost), ....

Tuy nhién, trong khuon kho cta luan van, dé chimg minh sy hiéu qua cia giai
phap can bang tai dong co thé giai quyét duoc bai toan da néu ¢ muc 2.1 khong, hoc
vién danh gia su hiéu qua cta giai phap theo mot sd théng sé nhu sau:

- Tong thoi gian xir Iy mot lugng cong viée gidng nhau (R): Gid trj cua tong

thoi gian phan hoi khi thuc hién céc tac vy trén IoT Analyzer.

R=T,+T,+-+T,
Trong do: T; 1a thoi gian xtr ly tac vu thi i

- Kha ning xir Iy cta hé théng (S): Puoc tinh 13 khdi luong dit liéu dugc xir

1y trong mdt khoang thoi gian.

Task (MB)
~ Time (s)

- Hai gia tri ndy nay s€ dugc ghi lai va danh gia qua céc kich ban khac nhau.
3.3. Két qué va danh gia
3.3.1. Kich ban 1

Tai kich ban 1, két qua cho théy khi mét nat [oT Analyzer & trang thai lam
viéc binh thudng xtr Iy 250 tép tin mat 3721 gidy (twong duong 1 gid 2 phut 1 gidy).
Thoi gian xtr Iy trung binh mét tép tin vao khoang 15 gidy. Khéi luong xtr Iy cua tép
tin 16n ciing gan twong duong tép tin nho cho thay hé thong dang hoan toan c6 thé xir
1y dugc cac t¢p dir licu khi tai nguyén cho phép. Hinh 3.2 m6 ta thoi gian xu ly cta
mot IoT Analyzer véi s6 luong céc tép tin dau vao. Hinh 3.3 mo ta thoi gian xtr 1y
mot tép tin v6i kich thude khac nhau. Cubi ciing hinh 3.4 cho thay khéi lugng dit lidu

hé théng xur 1y trong 1 gidy khi khong bi qué tai.
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Case 1 - Handling time per job
4000
«» 3000
2
S 2000
(S}
(]
0
TN MO AN N dONNU M AdANNDNMOdAANN N AN M- O
HANN TN ON0O0ONNDO AT AN AN MNMSTS WM OWONODNDOOdHI AN
™ A A AN AN AN NN NN
Number of jobs
Hinh 3.2 Kich ban 1: Thoi gian xir ly trén so lwgng cac tép tin dau vao.
Case 1 - Handling time per file size
0:00:52
0:00:43
48 0:00:35
S 0:00:26
(]
& 0:00:17
0:00:09 ——Time
0:00:00
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I AN AN NN OO N T INDNINDN 00 MO O0OM A0 AN MmO
N N O S 1IN Modd N1 OO O
NM N < O 0 O - NI~ O
™ = = - - N
file size
Hinh 3.3 Kich ban 1: Thoi gian xir ly irng vo6i kich ¢& cia dir li¢u dau vao.
Case 1 - Volume handling per second
3500.00
3000.00
& 2500.00
" 2000.00
= 1500.00
1000.00
500.00 e Bytes/s
0.00 y
O VT O AN M AN TSN MOW OWMOo O N - O W
O MM ANSONOMW ONSE TN OOOWMONO S 0 S O N
N AN <IN OO NSNS ONOOODDDST NN OO S 0 WO O
o A T AN AN OO NN <TNDNNNO0O MO O0OM— 0 AN MO
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NM N < O 00O A NN~ O
N - - N
file size

Hinh 3.4 Kich ban 1: Khoi lwong xir Iy vng véi kich c& tép dir liéu dau vao.
3.3.2. Kich bdn 2
Tai kich ban 2, khi hé théng bi qué tai cho thdy két qua xur Iy cham di rat dang
ké. Tai ctia hé thong khi dang xtr Iy: CPU 100%, RAM 92%. Khi hé théng xir Iy chdm

13 mdi tiém tang vé bao mat trong hé théng. IoT Analyzer & trang thai qua tai xir 1y 69
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tép tin mat 7674 gidy (trong duwong 2 gid 7 phit 54 gidy) gan gip doi so véi kich ban
1 va hiéu suat kém rat nhiéu. Thoi gian xtr I trung binh mot tép tin vao khoang 1 pht
56 gidy. Hinh 3.5 mo ta thoi gian xtr Iy ctia mot IoT Analyzer véi s6 luong cac tép tin
dau vao. Hinh 3.6 mo ta thoi gian xir Iy mot tép tin voi kich thudc khac nhau. Cubi

cuing hinh 3.7 cho thiy khéi lwong dir liéu hé thong xir Iy trong 1 gidy khi bi qua tai.

Case 2- Handling time per job

10000

5000
e Time

0

Seconds

1357 91113151719212325272931333537394143454749515355575961636567
Number of jobs

Hinh 3.5 Kich ban 2: Thoi gian xir Iy trén s6 lwong cac tép tin dau vao.

Case 2 -Handling time per file size

L, 0:11:31
g 0:08:38
8 0:05:46
@ 0:02:53
wmv
0:00:00
O 0 00 W 0 —w M < N S &N O W N 00 — 00 0 S N o S — Time
- O M O N N «=H 1N 00 O W «" 0O < < O O N O 0 O o0 o
< T S OO NSNS 00 N0 N S N0 ST N 0O OnNn OISO
Y =4 H 4 MmN M N O M 0 0 W~ O < NN O N N N 0
n n < 4« . N O 0 N 1n O 0 O
N N < O 0 0 OO O N 1 I~ O
™I = = - M
file size
Hinh 3.6 Kich ban 2: Thoi gian xir ly &ng véi kich ¢6 cta dir liéu dau vao.
Case 2 - Volume handling per second
1200.00
1000.00
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< ST T O NSNS0 AN 0N S N0 S N O O n O N O
T o " N MmN N O M 0 0 OSSN O I N OO NN W
n N ¢ 4« O N O O N 1n O 0 O
N N < W 00 0 OO O N In N O
™I =~ = - M
file size

Hinh 3.7 Kich ban 2: Khéi lrgng xir 1y wng véi kich ¢ tép dir liéu diu vao.
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3.3.3. Kich bdn 3

Tai kich ban 3, khi hé théng bi qua tai da déy cac tac vu cho mdot nut IoT

Analyzer khac. Viéc nay khong lam gian doan qua trinh phan tich va phat hién ma

doc IoT botnet cua hé théng, mit khac c6 thé tdi wu tai nguyén ranh 1oi. Tai cua hé
thdng khi dang xtr 1y: CPU 100%, RAM 92%, niit IoT Analyzer dich khong bi qué
tai c6 CPU, RAM < 90%. IoT Analyzer & trang thai qua tai xir Iy 250 tép tin mat 4608

gidy (twong duong 1 gio 16 phuat 46 gidy). Thoi gian xur 1y trung binh mét tép tin vao

khoang 18 gidy. Hinh 3.8 mé ta thoi gian xtr 1y ctia mot IoT Analyzer véi sd lugng

cac tép tin dau vao. Hinh 3.9 mé ta thoi gian xtr Iy mot tép tin voi kich thude khac

nhau. Hinh 3.10 cho thay khéi luong dir liéu hé thong xtr 1y trong 1 gidy khi bi qua

tai. Cudi cting Hinh 3.11 13 biéu dd so sanh giita cac kich ban, cho thay hiéu qua cia

viéc phan tan tac vu trong hé thong.

Case 3 - Handling time per job
5000
4000
(%2}
2 3000
S
S 2000
“ 1000 Time
0
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Number of jobs
Hinh 3.8 Kich ban 3: Thoi gian xir ly trén so lwgng cac tép tin dau vao.
Case 3 - Handling time per file size
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file size

Hinh 3.9 Kich ban 3: Thoi gian xir 1y tng véi kich ¢& ciia dir li¢u diu vao.
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Case 3 - Volume handling per second
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Hinh 3.10 Kich ban 3: Khoi lwgng xir ly &ng véi kich c¢& tép dir li€u dau vao.
Handling time per job
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Hinh 3.11 So sanh hiéu qua giira khi ap dung giai phap phan tan djng (kich ban 2) va
khi khong ap dung gidi phap phan tan dong.
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Bang 3.2 So sanh két qua giira 4p dung giai phap phén tan dong (kich ban 2) va khi
khong ap dung gidi phap phan tan dfng.

Kich | S6 lwong tép | Tong thoi Trung binh S6 byte xir 1y trung

ban | tinxily | gianxily | thoigianxiely | binh trong 1 gidy
1 250 1:02:01 0:15 33573.13
2 69 2:07:54 1:56 10940.48
3 250 1:16:48 0:19 27383.72

Két luan chwong 3.

Trong chuwong nay, hoc vién di dua ra méi truong thir nghiém st véi thuc té
nhat dbi véi mo hinh dé xuit. Ngoai ra, hoc vién da dua ra mot sb kich ban thuc
nghiém trong trudong hop khong c6 co ché can bang tai va c6 co ché can bang tai.
Pong thoi dua ra cac tham sb dé danh gia kha nang phén tan tac vu cua hé thong. Két
qua dat duoc khi thir nghiém twong ddi kha quan khi 4p dung co ché phén tan tac vu
nham ting cudng kha ning phat hién ma doc mot cach nhanh chong. Diéu nay ciing
cho thiy tiém ning cia mo hinh va c6 thé duoc toi wu, sira doi va phat trién trong

tuong lai.
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KET LUAN

Qua thoi gian nghién ctru, tim hiéu, tiép can céc tri thirc vé linh vuc bao
mat trong loT, dac biét la phat hién ma doc loT Botnet, luan van da dua ra mo hinh
phat hién ma doc IoT Botnet, dugc cong b tai hoi nghi Computer Science On-line
Conference thir 11 ndm 2022. Dic biét, dé nang cao kha ning ctia hé thdng khi thiét
bi IoT Analyzer bi qua tai, ludn vin d3 dua ra mé hinh phéan tan dong nhim phén tan
tac vu va thuc hién phan tich ma doc mot cach nhanh chong nhét. Luan vin “Nghién
ctru xay dung giai phap phan tan dong trong hé thdng phéan tich ma doc IoT botnet
dua trén kafka va ksql” da dugc hoc vién hoan thanh va dat dugc cac muc ti€u nghién
ctru. Cac van dé dugc trinh bay bao gom:

- Tong quan co s& ly thuyét ma doc trong IoT, ma doc 10T botnet, tir d6 dua ra
mot md hinh phan tich va phat hién ma doéc loT Botnet.

- Tbng quan vé giai phap phan tan noi chung, dac biét 1a hé thong phén tan dong
duoc &p dung rat nhiéu trong viéc tranh qua tai ngay nay.

- Trinh bay vé bai toan can xu ly trong mé hinh phan tich va phat hién ma doc
IoT botnet va dua ra mot mé hinh giai phap phan tan dong tac vu dua trén cac
cdng nghé maéi nhat hién nay 1a Kafka va KSQL.

- Cuébi cing, luan van trinh bay mai truong thir nghiém hé thong, xay dung chi
tiét cac kich ban danh gia cling nhu bo tham s6 dénh gia.

Qua két qua thir nghiém cho thdy, hiéu ning ctia hé thong phan tich va phat hién
mi doc duoge dam bao khi sir dung co ché phan tan tac vu dong. Tir d6 co thé nang cao
do tin cay va kha nang phan tich, phat hién ma doc loT botnet trén cac thiét bi IoT. Thur
nghiém cho két qua twong dbi kha quan va cho thiy tiém ning tmg dung cia mo hinh
trong twong lai. Tuy nhién, mo hinh trong luan van ciing can cai thién khi dir liéu IoT
mo rong ra rat 16n va mé hinh hoc may can duoc cap nhat. Trong twong lai, hoc vién s&
tiép tuc nghién ctru va tdi vu mo hinh bang cach ap dung cac giai phap xur 1y dit liéu 16n
cling nhu mé6 hinh hoc may hién dai dé dem lai nhiing hi¢u qua tbt hon.

Trén day 13 mot s6 két luan va huéng nghién ciru cta luan van. Hoc vién xin
chan thanh cam on cac quy thay, c6 da huéng dan khoa hoc va phan bién dé gitp hoc
Vién hoan thién nhiing thiéu sét trong luan vin ciing nhu dinh hudéng cho viéc phat

trién d¢é tai trong twong lai.



71

DANH MUC TAI LIEU THAM KHAO
Tiéng Anh

[1] K. Ashton, ‘That “Internet of Things” Thing’, p. 1.

[8] C. Kolias, G. Kambourakis, A. Stavrou, and J. Voas, ‘DDoS in the IoT: Mirai
and other botnets’, Computer, vol. 50, no. 7, pp. 80-84, 2017.

[9] P. Beltran-Garcia, E. Aguirre-Anaya, P. J. Escamilla-Ambrosio, and R. Acosta-
Bermejo, ‘IoT Botnets’, Telematics and Computing - 8th International
Congress, WITCOM 2019, Proceedings, pp. 247-257, Jan. 2019, doi:
10.1007/978-3-030-33229-7_21.

[10] H. Alzahrani, M. Abulkhair, and E. Alkayal, ‘A Multi-Class Neural Network
Model for Rapid Detection of IoT Botnet Attacks’, International Journal of
Advanced Computer Science and Applications, vol. 11, Jan. 2020, doi:
10.14569/1JACSA.2020.0110783.

[11] M. Wazzan, D. Algazzawi, O. Bamasaq, A. Albeshri, and L. Cheng, ‘Internet of
Things Botnet Detection Approaches: Analysis and Recommendations for
Future Research’, Applied Sciences, vol. 11, no. 12, Art. no. 12, Jan. 2021, doi:
10.3390/app11125713.

[12] S. Hilt, “‘Worm War: The Botnet Battle for IoT Territory’, p. 30.

[13] Q.-D. Ngo, H.-T. Nguyen, H.-A. Tran, and D.-H. Nguyen, ‘IoT Botnet detection
based on the integration of static and dynamic vector features’, in 2020 IEEE
Eighth International Conference on Communications and Electronics (ICCE),
2021, pp. 540-545.

[14] A study of IoT malware activities using association rule learning for darknet
sensor data | International Journal of Information  Security’.
https://dl.acm.org/doi/abs/10.1007/s10207-019-00439-w (accessed Apr. 25,
2022).



72

[15] A. Narayanan, M. Chandramohan, R. Venkatesan, L. Chen, Y. Liu, and S.
Jaiswal, ‘graph2vec: Learning distributed representations of graphs’, arXiv
preprint arXiv:1707.05005, 2017.

[16] H.-V. Le and Q.-D. Ngo, ‘V-sandbox for dynamic analysis [oT botnet’, IEEE
Access, vol. 8, pp. 145768-145786, 2020.

[17] J. D. G. Coulouris, ‘Distributed Systems: Concepts and Design’, DISTRIBUTED
SYSTEMS, p. 1067.

[18] A. S. Tanenbaum and M. van Steen, Distributed systems: principles and
paradigms, 2nd ed. Upper Saddle Rliver, NJ: Pearson Prentice Hall, 2007.

[19] M. Randles, D. Lamb, and A. Taleb-Bendiab, ‘A Comparative Study into
Distributed Load Balancing Algorithms for Cloud Computing’, in Proceedings
of the 2010 IEEE 24th International Conference on Advanced Information
Networking and Applications Workshops, USA, Apr. 2010, pp. 551-556. doi:
10.1109/WAINA.2010.85.

[20] ‘Biased random walks on resource network graphs for load balancing | The
Journal of Supercomputing’. https://dl.acm.org/doi/10.1007/s11227-009-0366-6
(accessed Jul. 16, 2021).

[21] M. Randles, A. Taleb-Bendiab, and D. Lamb, ‘Cross Layer Dynamics in Self-
Organising Service Oriented Architectures’, in Self-Organizing Systems, Berlin,
Heidelberg, 2008, pp. 293-298. doi: 10.1007/978-3-540-92157-8 28.

[22] M. Randles, A. Taleb-Bendiab, and D. Lamb, ‘Scalable Self-Governance Using
Service Communities as Ambients’, in 2009 Congress on Services - |, Jul. 2009,
pp. 813-820. doi: 10.1109/SERVICES-1.2009.93.

[23] ‘On Honey Bees and Dynamic Server Allocation in Internet Hosting Centers -
Sunil Nakrani, Craig Tovey, 2004°.
https://journals.sagepub.com/doi/abs/10.1177/105971230401200308 (accessed
Jul. 16, 2021).

[24] M. Dorigo, V. Maniezzo, and A. Colorni, ‘Ant system: optimization by a colony

of cooperating agents’, IEEE Transactions on Systems, Man, and Cybernetics,



73

Part B (Cybernetics), vol. 26, no. 1, pp. 29-41, Feb. 1996, doi:
10.1109/3477.484436.

[25] ‘Ant colony optimization | IEEE Journals & Magazine | IEEE Xplore’.
https://ieeexplore.ieee.org/abstract/document/4129846/ (accessed Jul. 16,
2021).

[26] ‘A new pheromone updating strategy in ant colony optimization | IEEE
Conference Publication | IEEE Xplore’.
https://ieeexplore.ieee.org/abstract/document/1380766 (accessed Jul. 16, 2021).

[27] C.-W. Chiang, Y.-C. Lee, C.-N. Lee, and T.-Y. Chou, ‘Ant colony optimisation
for task matching and scheduling’, IEE Proceedings - Computers and Digital
Techniques, vol. 153, no. 6, pp. 373-380, Nov. 2006, doi: 10.1049/ip-
cdt:20050196.

Website

[2] “Y.2060 : Overview of the Internet of things’. https:/www.itu.int/rec/T-REC-
Y.2060-201206-1 (accessed Apr. 16, 2022).

[3] ‘Cisco Annual Internet Report - Cisco Annual Internet Report (2018-2023)
White Paper’, Cisco.
https://www.cisco.com/c/en/us/solutions/collateral/executive-
perspectives/annual-internet-report/white-paper-c11-741490.html (accessed
Feb. 23, 2022).

[4] <2020 Unit 42 IoT Threat Report 2020 Unit 42 IoT Threat Report’, Unit42, Mar.
10, 2020. https://unit42.paloaltonetworks.com/iot-threat-report-2020/ (accessed
Apr. 20, 2022).

[5] ‘What is  Malware? -  Definition and  Examples’,  Cisco.
https://www.cisco.com/c/en/us/products/security/advanced-malware-

protection/what-is-malware.html (accessed Apr. 21, 2022).



74

[6] ‘IoT Botnet - Definition’.
https://www.trendmicro.com/vinfo/us/security/definition/iot-botnet  (accessed
Apr. 21, 2022).

[7] ‘ToT role in Dyn cyberattack | Kaspersky official blog’.
https://www.kaspersky.com/blog/attack-on-dyn-explained/13325/  (accessed
Feb. 23, 2022).

[28] ‘Apache Kafka’, Apache Kafka. https://kafka.apache.org/ (accessed Dec. 18,
2020).

[29] ‘Quick Start for Confluent Platform | Confluent Documentation’.
https://docs.confluent.io/platform/current/quickstart/ce-docker-quickstart.html
(accessed May 11, 2022).



75

PHU LUC

Mi ngudn chuong trinh chinh:

import 0s
import shutil
import socket
import threading
import queue
import time

from psutil import cpu_percent, virtual memory
import logging

import coloredlogs

from TransferStategy import TransferStrategy

from LocationStategy import LocationStrategy

from InformationStategy import InformationStrategy
from dotenv import load_dotenv

from concurrent.futures import ThreadPoolExecutor

coloredlogs.install()
load_dotenv(dotenv_path=".env")
This module have responsibility:

1. Receive raw data from loT Agent
2. Send result to dashboard

OFFLOAD_TASKS_TOPIC = os.environ.get("TOPIC_OFF_LOAD_TASKS")
OFFLOAD_RESULT_TOPIC = os.environ.get("TOPIC_OFF_LOAD _result")
KAFKA_PORT = os.environ.get("KAFKA_PORT")

DASHBOARD = os.environ.get("DASHBOARD")

DASHBOARD_PORT = os.environ.get("DASHBOARD_PORT")

transfer = TransferStrategy()
location = LocationStrategy()
location.create_ksql_stream()
info = InformationStrategy()

IP ="192.168.2.9"
PORT = 4456
ADDR = (IP, PORT)
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size = 4096

format_encode = "utf-8"

server_data_path = "server_data/local”

print("[STARTING] Server is starting™)

server = socket.socket(socket. AF_INET, socket. SOCK_STREAM)
server.bind(ADDR)

server.listen()

print(f"[LISTENING] Server is listening on {IP}:{PORT}.")
g_tasks = queue.Queue()

def active_socket_server():

location.create_ksgl_stream()

#executor = ThreadPoolExecutor(1)

while True:
conn, addr = server.accept()
#thread = threading. Thread(target=handle_client, args=(conn, addr))
#thread.start()
print(f"[ACTIVE CONNECTIONS] {threading.active_count() - 1}")
conn.send("OK@Welcome to the File Server.".encode(format_encode))
name = conn.recv(size).decode(format_encode)
print(f'[RECEIVING] {name}")

conn.send("[RECEIVED] FILE NAME".encode(format_encode))
name = name.split("/")[-1]
filepath = os.path.join(server_data_path, name)
#os.system("'rm -rf ./server_data/local/*")
with open(filepath, "w") as f:
while True:
text = conn.recv(size).decode(format_encode)
# print(text)
f.write(text)
if not text:
break
f.close()
# self.task_state = True
##add filename into queue
g_tasks.put(filepath)
logging.info(filepath)
print(q_tasks.gsize())
#thread = threading. Thread(target=handle_data(filepath)) #, args=(f"{filepath}"))
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#thread.start()

#executor.submit(handle_data, (filepath))
print(f"[DISCONNECTED] {addr} disconnected™)
conn.close()

|ogginglwarning(f": === == == === == == == 1[STAR
TING TIMER][TASK] {name}\n")

#if q_tasks.qgsize() !'=0:
# handle_data(q_tasks.get())

def handle_client(conn, addr):
while True:
print(f"'[NEW CONNECTION] {addr} connected.")
conn.send("OK@Welcome to the File Server.".encode(format_encode))
name = conn.recv(size).decode(format_encode)
print(f'[RECEIVING] {name}")

conn.send("[RECEIVED] FILE NAME".encode(format_encode))
name = name.split("/")[-1]
filepath = os.path.join(server_data_path, name)
#os.system("'rm -rf ./server_data/local/*")
with open(filepath, "w") as f:
while True:
text = conn.recv(size).decode(format_encode)
# print(text)
f.write(text)
if not text:
break
f.close()
# self.task_state = True
##add filename into queue
q_tasks.put(filepath)
print(f"[DISCONNECTED] {addr} disconnected™)
conn.close()
#print(f"[TASK] {name}\n*)

def handle_data(filepath):
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with open(filepath, "r") as f:
data = f.read()
f.close()
src_ip = info.get_private_ip()
name = filepath.split("/")[-1]
key info =src_ip+":"+name
##Check system state overload or not
if cpu_percent() > 101.0 and virtual_memory()[2] > 90.0:
logging.warning("'=================SYSTEM OVERLOAD AND
REQUEST SUPPORT==================")
#location.create_ksql_stream()
#location.query_candidates_with_low _latency()
choosen_node = location.select_the best()[1][0]
transfer.kafka_publish_data(kafka_broker_ip=choosen_node,
kafka_port=KAFKA_PORT,
data_key=key info,
data_value=data)
logging.info("HANDLING FILE %s with node: %s" % (qg_tasks.get(),
choosen_node))

else:
logging.info("'=============SYSTEM UNDERLOAD AND HANDLE
REQUEST BY ITS SELF============")

os.system("rm -rf ./server_data/test_dataset/test_tasks/*")

shutil.copyfile(filepath, f"./server_data/test_dataset/test_tasks/{name}")

0s.system(*python3.8 ./Graph2vec.py")

o0s.system("python3.8 ./defensive_model.py")

with open("./result/pred_result.txt", "r") as f:

pred_result = f.read()

f.close()

transfer.kafka_publish_data(kafka_broker ip="192.168.2.9",
topic=OFFLOAD_RESULT_TOPIC, data_key=name, data_value=pred_result)

transfer.kafka_publish_data(kafka_broker ip="192.168.2.10",
topic=OFFLOAD_RESULT_TOPIC, data_key=name, data_value=pred_result)

|ogging.info("::::::::::::::::::::::::::::: == == ===

[END TIMER][DONE TASK] %s" % name)

def while_():
while True:
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#logging.info(f'=============={(_tasks.qsize()}============="
if q_tasks.qgsize() > 0:

file_path = g_tasks.get()

print(file_path)

print(q_tasks.gsize())

handle_data(file_path)

def main():
executor = ThreadPoolExecutor(1)
executor.submit(while )
active_socket_server()

if _name__ =="_main__"™
main()




