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MO PAU
1. Ly do chon dé tai

Trong nhitng nam gan day, su phat trién nhanh chong ctia nganh Cong nghé
thong tin (CNTT) d3 mang lai nhiéu tién ich trong cudc séng. Moi cong viéc trd
nén nhe nhang, nhanh chdong va tién 191 hon nho s6 hoa. Ung dung cua CNTT dugc
ap dung vao hau hét cac cong viéc hang ngay, tur di chg, mua sdm hang hoa, hoc
tap, lam viéc, cac dich vu cong. R4t nhiéu doanh nghi¢p, co quan nha nudc da va
dang tién hanh chuyén doi s6, nhim dem cac tng dung CNTT vao phuc vu cong
viéc mot cach triét dé. Tuy nhién, cung véi nhiing loi ich do6, su phat trién cta
CNTT cling mang dén mot loai hinh toi pham moi — to1 pham st dung cong
nghé cao. Vi du dién hinh 13 nhimg vu tin cong vao cac hé thong may chi, cai
cdm ma ddc, virus, mi hoa céc thong tin nhay cam dé doi tién chudc, hodc nguy
hiém hon 13 xAm pham an ninh quéc phong. Cac hinh thirc tdn cong mang ngay
cang tinh vi hon, va khong chi trén méi trudng Internet, nhitng hé thong mang noi
bd, mang dién rong dung duong truyén riéng ciing c6 nguy co bi tdn cong rat cao.

Ddi v6i cac cong ty 16n, viéc bi tn cong mang ndi bd co thé gay thiét hai lon
vé& mat tién bac, con d6i véi cac co quan nha nudc, muc do thiét hai co thé 16n hon
rat nhiéu, thAm chi c6 thé anh huong toi nén an ninh Qudc gia. Chinh vi thé, viéc
nghién ctru vé cac phuong phéap tin céng mang, ciing nhu cac bién phap dé phong
thu 12 v6 cung can thiét va 1a nhu cau cip bach hién nay. Tt nhitng 1y do nhu vay,
hoc vién lira chon dé tai: “NGHIEN CUU KY THUAT TAN CONG MANG NOI
BO VA PHUONG PHAP PHONG CHONG”.

2. Tong quan vé dé tai nghién ciru

Hién nay cac phuong phap tin cong mang va cach ngin chin dugc phd bién
khé nhiéu trén Internet, mot nguoi co chut it kién thirc v& CNTT cling co thé tu hoc
cach tAn cong mang trén YouTube. Tuy nhién, hiu hét cac phuwong phap nay déu ap
dung trén nén tang Internet, va ddi twong chu yéu 1a ngudi dung cudi, véi cac muc

tiéu nhu cai ma quang cao, di¢u huéng nguodi dung dén trang web gia mao, virus ma



hoa doi tién chudc, 14y thong tin ca nhén, thé tin dung, tai khoan ngan hang. Con dbi
v6i cac mang ndi bd, khong co két ndi Internet, hodc két ndi mot phﬁn vO1 Internet
thi cac phuong phap tin cong va phong thu lai c6 su khac biét. Khac biét tir cac
phuong phap tin céng, muc tiéu tin céng va muc dich tin cong.

Déi véi cac co quan, doanh nghiép sir dung mang ndi bo thudng thiéu sy phong
bi va dau tu lién quan dén viéc chdng tin cong mang. Ly do chinh 13 chu quan vé viéc
khong két ndi Internet thi khong thé tan cong dugc. Quan niém trén 13 khong chinh
xéc, cac phuong phap tin cong mang ndi bd van cé thé thyuc hién duoc du khong co
két ndi t6i Internet, hodc thong qua cac ving trung gian gitra mang ndi bo va Internet,
hodc thong qua cac thiét bi ngoai vi, nhu USB, dia CD,.... Mit khac, da phﬁn cac vu
tan cong mang déu xay ra roi thi phia nan nhan méi biét, nén thuong roi vao tinh
trang bi dong, lo khéc phuc su ¢d. Chinh vi thé can ¢c6 nhitng giai phap dé co thé chu
dong chéng tin cong, phat hién trong qua trinh tin cong, tranh viéc ludn phai di sau
dé don dep hau qua.

Dé tai nghién ciru cac phuong phap tin cong mang ndi bd va phuong phap
phong chong s& tap trung vao phan tich khai quat vé mang ndi b, phan tich cac
phuong phap tin cong qua mang LAN dong thoi chi ra cac diém manh, diém yéu cua
phuong phap d6 va cach dé phong tha hiéu qua nhat. Cing véi d6 1 nghién ciru mot
s6 phuong phéap chdng tin cong chu dong.

3. Muc dich nghién ciru

- Tim hiéu vé mang ndi bo.

- Nghién ctru mot s6 k¥ thuat tin cong mang nodi b va phuong phap chéng tdn
cong mang noi ba.

- Nghién ctru mot s6 phuong phap dé chu dong phong chéng tin cong mang ndi
bo.

- Xay dung m6 hinh thir nghiém, 1én kich ban va tién hanh tin céng, phong
chdng.

4. P6i twong va pham vi nghién ctru



- DPbi tuong: mang ndi b mang dién rong cuia doanh nghiép 16m, cach phong
chdng va giai phap chu dong chdng tin cong.
- Pham vi: mot s6 k¥ thudt tan cong mang nodi bd va cach phong chéng.

5. Phwong phap nghién ctru

Lu4n vin tip trung vao nghién ctru va tim hiéu vé Iy thuyét cua cac ky thuat
tan cong. Bén canh d6 1a khai thac sir dung mot s6 phan mém may tinh. Va cubi ciing
1a thyc nghi€m trén mé hinh mang.

6. Ciu triic ctia luin vin
- Chuong 1 trinh bay Tong quan vé mang ndi bd
- Chuong 2 tan cong man ndi bd va giai phap chdng tan cong

- Chuong 3 thuc nghiém va danh gia

CHUONG 1: TONG QUAN VE MANG NOI BO
1.1. Giéi thiéu vé mang ndi bd
1.1.1. Mang ngi bg la gi
Mot mang ndi bo 1a mdt mang riéng cho cac ca nhan cia mot td chue. Thoéng
thuong, mot loat thong tin va dich vu c6 san trén mang ndi bo ctiia mot td chirc khong

duoc cong khai cho tat ca moi ngudi, khong giéng nhu Internet.
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Hinh 1.1. Mang néi bo



1.1.2. Cach sir dung trong hé thng mang ndi bd
Ngay nay, mang ndi b dang duoc sir dung dé cung cép cac cong cu, tinh ning,
vi du nhu cdng tac dé tao diéu kién lam viéc theo nhoém va hoi nghi truc tiép, hoac

cac thu muc cong ty, cac cong cu quan ly san pham , quan ly du an , v.v..

e

Hinh 1.2. Cach sir dung trong hé thong mang ndi bo

1.1.3. Loi ich ciia h¢ thong mang ndi b
- Ning suit lao dong, linh hoat vé thoi gian, giao tiép dé dang, cai thién quy trinh
lam viéc, tiét kiém vé chi phi.
- Panén tang va dé cap nhat ngay lap tirc.
1.2. Cong nghé truyén din mang diy Ethernet
1.2.1. Khii niém vé Ethernet
Ethernet 1a mot cong nghé mang truyén gdm céac cong nghé mang dua trén
khung dit li¢u (frame-based) danh cho mang LAN.
1.2.2. Ethernet 13 mét cong nghé mang thiét bi va rong rai
Ngay nay mic di c¢6 nhidu céng nghé LAN ra doi nhung Ethernet van 1a
cong nghé duogc str dung rong rii nhat. Vao nim 1993, cac nha phan tich di thong
ké c6 khoang hon 45 triéu niit mang Ethernet da va dang duoc sir dung trén toan thé

gioi.



1.2.3. Lich sir phat trién ciia Ethernet

Ethernet da dugc phat minh ra tai trung tdm nghién ctru Xerox Palo Alto vao

nhiing ndm 1971 boi tién si Robert M. Metcalfe. Ban dau, Ethernet dugc thiét ké véi

muc dich chinh 1 phyuc vu nghién ctru trong hé théng quan 1y cong ty.

1.2.4. Cac thanh phan ciia Ethernet
Hé thong Ethernet bao gom 3 thanh phan co ban :

- O hé thdng ¢ trung gian truyén tin hiéu Ethernet giita cic mdy tinh véi nhau.

- Nhém thiét bi trung gian s& dong vai tro 1a giao dién Ethernet lam cho nhiéu

may tinh c6 thé két ndi téi cing 1 kénh.

- Con cac khung Ethernet s& dong vai tro 1a cac bit chuan dé luan chuyén dir

liéu trén Ethernet.
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Hinh 1.3. Cac thanh phan ciia Ethernet

1.2.5. Hoat dong cua Ethernet

Cac may Ethernet (con duoc goi 1a may tram) hoat dong doc 1ap véi tat ca cac

tram khéc trén mang va khong c6 mot tram diéu khién trung tam.
1.2.6. Suw khac nhau giira Internet va Ethernet

Ethernet:



Cong nghé mang duogc coi 1a tiéu chuan nhat hién nay va duoc st dung trong
hau hét cac cong ty kinh doanh. Ethernet cho phép truyén dit liéu dang chudi véi toc
d6 10 megabit mdi gidy, voi thong sb thuc té tir 2 dén 3 megabit mdi gidy.

Internet

Hé théng bao gdm cac mdy tinh trong mot mang dugc két ndi voi nhau trén
toan thé gidi, cho phép cac dich vu truyén dit liéu nhu dang nhép tir xa, truyén va guri
tap tin email. Internet 1 mot cach két ndi cac mang may tinh dé ban c6 thé nhin thiy
btrc tranh toan canh vé cach thirc hoat dong cua tirng hé thong.

1.3. K§ thuat chuyén mach trong mang néi bo
1.3.1. Khai niém chuyén mach

Chuyén mach:

- Chuyén mach kénh 1a mot k§ thuat chuyén mach thiét lap mot duong dan riéng
gilta ngudi giri va ngudi nhan. Trong K thuat chuyén mach, mot khi két ndi
duoc thiét 1ap thi duong dan danh riéng s& van ton tai cho dén khi két nbi bi
ngat. Chuyén mach kénh trong mang hoat dong theo cach twong ty nhu hoat

dong cua dién thoai. Mot duong dan end-to-end hoan chinh phai tdn tai trudc

khi qua trinh giao tiép dién ra.
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Hinh 1.4. Giao tiép thong qua chuyén mach

1.3.2. Cac cong nghé chuyén mach

Chuyén mach phan chia khong gian:



Chuyén mach phan chia khong gian 1a mot céng nghé chuyén mach kénh trong
d6 mot duong truyén duy nhét duoc thuc hién trong mot b chuyén mach b:ing cach

st dung mot tap hop cac diém chéo riéng biét vé mit vat ly.

Chuyén mach théng diép

Chuyén mach thong diép 1a mot ki thuat chuyén mach trong d6 thong diép
duoc chuyén nhu moét don vi hoan chinh va duogc dinh tuyén qua cac nut trung gian
ma tai d6 nd dugc luu trit va chuyén tiép.

Chuyén mach géi

Chuyén mach g6i 13 mot k¥ thuat chuyén mach trong d6 thong diép dugc giri
trong mot lan, nhung n6 duge chia thanh nhidu phan nhoé hon va ching dugc giri riéng
1é. Néu bat ky goi ndo bi thiéu hodc bi hong, thi thong béo s& dugc giri di dé gui lai
tin nhan. Néu dat duoc thtr tu chinh xac cia cac g61, thi thong bao xac nhan s& dugc

gui.

Hinh 1.5. Chuyén mach géi

1.4. Két luin Chuong 1

Két thac Chuong 1, luan van dd nghién ciru tong quan vé mang ndi bo va cac
k¥ thuat st dung trong mang ndi b, bao gém: khai niém mang ndi bo, lgi ich cua
mang ndi bg, kha niém vé cong nghé Ethernet va cac k¥ thuat lién quan. Ngoai ra,
luan vén ciing dd nghién cru va tim hiéu vé chuyén mach va mot sé cong nghé chuyén

mach.



Tt nhitng nghién ctru vé mang ndi bd va cac ky thuat chuyén mach, hoc vién
nhan théy mang ndi bo cod cAu trac rat phtic tap va co nhiéu thiét bi ciu thanh mot
mang noi bo. Déng thoi cac ky thuat chuyén mach ciling rat da dang va ton tai nhiéu
nhugc diém. Piéu nay dan dén viéc nguy co bi tAn céng mang thong qua céc thiét b
thanh phﬁn va trong chinh cac k¥ thuat chuyén mach, dinh tuyén. Chinh vi vay vi vay,
can phai nghién ctru cac phuong thic tin cong mang ndi bo dé dua ra giai phap phong

chdng.

CHUONG 2: TAN CONG MANG NOI BO VA GIAI PHAP
PHONG CHONG

2.1. Tong quan vé an toan bao mat thong tin

An ninh mang ngay cang tré nén quan trong hon khi di¢n thoai thong
minh, mdy tinh va may tinh bang tr¢ thanh mot phan khong thé thiéu trong cong
viéc hang ngay va cudc séng ca nhan. Mtrc ¢ phu thudc vao cac cong cu truc
tuyén trong cac khia canh khac nhau cta hoat dong kinh doanh — tir mang xa
hoi va tiép thi qua email dén luu trix dit liéu nhan vién va khach hang trén dam
mAy — dit ra nhu cau bd sung trong viéc bao vé nhiing thong tin quy gid nay.

Khi ngdy cang c6 nhiéu cong ty nhan thirc dwgc tAm quan trong cua viéc bao
vé tai nguyén cua ho va thuc hién dao tao vé an ninh mang, thi tin tdc va td1 pham
mang ciing dang phat trién cac hinh thic tan cong khac ngay cang tinh vi hon.

C6 nam loai tin cong mang phd bién nhat: Malware, Phishing, Denial of

Service (DoS), Man in the middle (MitM), Zero-day attack.

2.2. Mot s6 ky thuit tin cong mang ndi bd
2.2.1.T4n cong sir dung phan mém ddc hai (Malware)

Cac cudc tin cong bang phan mém doc hai 1a hinh thirc phd bién va phd bién
nhat. Chiing bao gdm phan mém gian diép (gian diép), ransomware (ma doc) va sau
(phan mém doc hai c6 thé 1ay lan sang cac thiét bi khac). Nhiing ké tin cong thudng

st dung cac 10 hong bdo mat dé nham muc ti€éu nguoi dung.



2.2.2. T4n cong gia mao (Phishing)

Phishing 12 mét kiéu tdn cong chiém duoc 10ng tin cia nguoi dung bang cach
mao danh mot ca nhan hoic to chirc hop phap, thudng thong qua tin nhan vin ban
hoac email.

2.2.3. TAn cong tir chdi dich vu (DoS va DDoS)

Mot cude tAn cong DDos s& chiém doat tai nguyén (resource) cia hé thong
khién n6 khong thé phan hdi cac yéu cau dich vu. Cudc tin cong DDoS ciing 13 mot
cudc tn cong vao tai nguyén cua hé théng, nhung né duoc thyc hién tir mot sd lugng

16n cac host khac ma bi nhi€ém phan mém ddc hai do hacker ki€ém soat.

ATTACKED SERVER

Hinh 2.1. T4n céng DDoS

2.2.4. TAn cong co s& dir liéu (SQL injection)

K¢ thn cong “ tiém ” mot doan ma doc hai vao co s¢ dir li¢u sir dung ngoén ngtr
truy van c6 cau trac( SQL), muc dich 1a khién may chu tra vé nhimng thong tin quan
trong ma khong dugc tiét 16. Cac cudc tin cong SQL injection duoc xuat phat tir 1

hong cua website.
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Hinh 2.2. Tén cong co sé dir lidu

2.2.5. Khai théc 16 hong Zero-day (Zero day attack)

L3 hong Zero-day ( hay con goi la 0-day vulnerabilities) 1a cac 15 chua dugc
cong bd, cac nha cung cap phan mém chua biét t6i do d6 chua c6 ban va chinh thirc.
Do d6, viéc khai thac cac 16 hong méi nhu vay 1a cuc ky nguy hiém va khong thé
doan trudc, dong thoi co thé gy ra hiu qua nghiém trong cho ngudi dung va chinh

nha xuat ban san pham.

L6 hong méi T v
L4 g
O A example.com

Ngudi ding

CSDL
L& héng da biét

Hinh 2.3. Khai thac 16 hong Zero-day

2.2.6. Tin céng Man in the middle (MitM)
Mot tin cong MitM xay ra khi mot hacker tu chén vao giira cac giao tiép cia
client va server. Duéi day 1a mot s6 kiéu tin cong man-in-the-middle pho bién:

Session hijacking (chiém quyén diéu khién)
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Hinh 2.4. Tin céng Man in the middle

2.2.7. Cac loai khac

Ngoai ra, con c6 nhiéu hinh thirc tn céng mang khac nhu tan cong chudi cung
mg, tAn céng email, v.v. M&i hinh thtc tin cong déu c6 nhimg dic diém riéng, ngay
cang phirc tap va tinh vi budc cac c4 nhan, to chtc phai thudng xuyén canh giac va
ludn cap nhat cac cong nghé phong chong méi.
2.3. Mt sb giai phap phong chong tan cong mang ndi bd
2.3.1. Str dung twong lira (Firewall)
2.3.1.1. Khai niém

Firewall 1a thut ngir xuét phat tir trong phong chay chira chay cong trinh xay
dung, ngudi ta da thiét ké ra cac birc tuong co chirc ning chdng chay lan. Thuét ngi
nay duoc ap dung vao an toan thong tin, Firewall c6 tic dung 1a mot hé thdng phong
thu, bao vé dit liéu khoi su tin cong, va la “chét chan”, kiém soat thong tin ra vao hé
thng, han ché nhiing truy cip trai phép.
2.3.1.2. Twong lira cirng

Tudng lira cing hay Hardware Firewall 1a thuat ngit chi cac thiét bi phan cing
c6 chirc nang kiém tra tat ca cac dit liéu di qua va chan cac goi dir liéu nguy hiém,
hoic cac truy cap khong mong mudn. Tuong lira cing thudng duoc dat tai phia ngoai

cua mang ndi by, don dir li¢u tir ngoai trude khi duge dua vao trong mang ndi bo.
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Hinh 2.5. M6 ta co ban vi tri ctia twong lira cirng trong mang

2.3.1.3. Twong lira mém
Tudng lira mém 13 cac phan mém c6 chic ning kiém soat truy cp tir bén

ngoai, chan céc truy cap trai phép, cac ma doc, v.v...

. AYS Firewall 2.1 2%
i Welcome to Quick Security page of AVS Firewall!
@ NetwarkRules Select security mode: tore options
B_R" Regblry Defender « off 4l the connections are alowed that makes your computer more vunerable.
0 Custom Al the connections are contralled by your own rules,
RR). | Entbeniver High #ll the connections 2re rejected.

'Q‘ﬂ Parent Control
[ on | Registry Defender

This compenent protects regstry From being tore ootions
B pnitering ek b btk midified by malisious software,
: e Anti-banner
il goraes 2 This conpanent: blocks the undesirable web page Hareaotions
content and advertising stuf in programs.
._J Journal
e Parent Control
This component lmis the fsk of web sites alowed . Mare optiorrs
Sedtings S 1o ba viswed.
Apout

Hinh 2.6. Phin mém tuong lira AVS Firewall

2.3.2. Cong nghé phat hién va ngin chian xam nhap IDS/IPS
2.3.2.1. Phat hién xam nhap IDS

Hé thong phat hién xdm nhép IDS (Intrusion Detection System) 1a nhitng
phan mém, cong cu c6 kha ning giam sat mang, phat hién nhiing bt thuong, cac

hanh vi trai phép, cd ging xam nhép vao hé thong.
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Hinh 2.7. M6 hinh dién ti hé théng IDS

2.3.2.2. Ngan chan xam nhap IPS

Hé théng ngin chan xam nhap IPS (Intrusion Prevention System) 1a nhiing
phan mém, cong cu c6 kha ning theo ddi, ngan chin kip thoi nhitng hanh vi tan cong,
xam nhap mang ndi bo.
2.3.3. Mang riéng 40 VPN

Mang riéng 40 VPN — Virtual Private Network tao ra cac két néi mang riéng
tu giira cc thiét bi trén moi trudng Intranet. VPN duogc dung dé giri nhan dir liéu mot

cach an toan va an danh qua cac mang cong cong.

M& hinh may chd VPN

may tinh mdhéa  maychd khéngmidhoa Intemet
VPN

Hinh 2.8. M6 hinh VPN

2.3.4. Mang LAN a0 VLAN



14

Mang LAN 40 VLAN — Virtual Local Area Network 1a mdt nhém cac thiét bi
mang va thiét bj dau cudi, duoc gom lai mot cach logic, dua theo cac yéu t dac trung
nhu chire nang, bo phan, vi tri dia 1y, itng dung...

2.3.5. Cac bién phap khac
2.4. Két luan Chuong 2

Trong Chuong 2, ludn vin da trinh bay mot sé vin dé nhu: tong quan vé an
toan va bao mat thong tin, mot ) ky thuat tan cong mang ndi bod phé bién nhu:
Malware, Phising, DoS va DDoS, SQL injection, Zero-day attack, MitM. Ngoai ra
luan vin con dua ra mot s6 giai phap chéng tin cong man ndi bo nhu Firewall,
IDS/IPS, VPN, VLAN va mdt s6 bién phép lién quan dén yéu té con nguoi.

Tuy nhién do cac phuong phap tin cong ngay cang tinh vi va lién tuc thay doi,
nén viéc phong chdng ciing vi vy ma gip nhiéu kho khan, do dé can cé su thir nghiém

va danh gia.

CHUONG 3: THUC NGHIEM VA PANH GIA
3.1. Phin mém hd tr¢ thue nghiém
3.1.1. Cong cu gia lap EVE-NG
EVE-NG (viét tit cia Emulated Virtual Environment — Next Generation)la
mot trong cic cong cu gia 1ap (emulator) tot nhat hién nay. Cliing cac tinh ning cua
UnetLab , Eve-ng c6 thé gia 1ap dugc rat nhiéu loai thiét b mang dang dugc st

dung rong rai nhu router, switch cua Cisco, Juniper, v.v...

3.1.2. H¢ diéu hanh Kali Linux

Hé diéu hanh Kali Linux cung cap giai phap thir nghiém tan cong rat tot d6i
v6i1 cac mo hinh gid 1ap. Vi céac thu vién co san, viéc thur nghi¢m tan cong s€ dién
ra rat nhanh chéng, khong mét qua nhiéu thoi gian chuan bi, tir d6 ¢6 thé tap trung

vao viéc kiém tra 15 hong cta hé thong va tim phuong 4n phong thu.

3.2. Cai dit va trién khai mé hinh
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Hinh 3.1. M6 hinh thir nghiém

3.3. Kich ban thir nghiém
Tén cong noi bd theo 3 kich ban:
v' MAC-Overflow.
v" ARP- Poisoning.

Tan cong tir bén ngoai vao hé thong:

v Access-Cracking.

3.3. Tién hanh tn cong va phong thii trén mé hinh thir nghiém
3.3.1. K§ thuit tAn cong MAC-Overflow
3.3.1.3. T4n céng lam tran bang MAC

Tén cong lam tran bang MAC dua vao diém yéu cua thiét bi chuyén mach cu
thé 1a thiét bi Switch: bang MAC chi ¢6 thé chita duwgc mot sé hitu han cac anh xa
(nhu switch Catalysh 6000 co thé chira t6i da 1a 128.000 anh xa) va cac anh xa niy
khong phai ton tai mai trong bang MAC.
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Mac 8

MAC C

Hinh 3.2. Minh hea biang MAC

3.3.1.4. Phuwong thirc tAn cong MAC-Overflow
Attacker ndm bén trong sau khi da chiém quyén hodc nhan vién di bi mua
chudc , gian diép truc tiép tin cong tir bén trong ving inside:

1721601
111250

1721802 . (on) SYSLOG-cloud-wimware!
(oe) (o
W Telnet SERVER-S. D, o =2 2
'™ omes -
g 1125

GATE: stopped

5 PC-2: stated x

172160024 S5

SW14; startad

(e0)
fokenu ‘,j 11125
Iy = g

1000254 @ Ficowal

111024
10.0.01 i .
' 192 168 200 024 =
ASOM clodd vwared (s0eo7] S
»swis (200 N KA
-m) \
1821682001 b '
|

\ WimideAttacer
A
« 19216820013/

Hinh 3.3. So' @6 tong quan kich ban MAC Overflow trén Eve-ng

Bang MAC trudc khi bi tan cong :
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P SW14 — O ®

Hinh 3.4. Hién thi bang MAC thiét bi SW14 ban déu

Xuét hién cac MAC gid mao dugc Kali gui lién tuc :

EP root@kali: fhome/kali — O =

Hinh 3.5. M4y attacker giri lién tuc cac dia chi MAC gia mao

Ta thay xuét hién rat nhiéu MAC gia mao traffic tir cong E0/1:

- Str dung cau 1énh clear dé x04 cac MAC gia mao
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Hinh 3.6. Clear bang MAC trén SW14

3.3.1.5 Giai phap phong vé
Giai phap ta sir dung port security bang cau lénh cho SW4 :
Giai phap port security trén mot cong nay chi cho 1 sé lwgng MAC nhit dinh
nao d6 dé két ndi vao va néu c6 nhiéu MAC gui két ndi va s& shutdown cong:
3.3.2. K§ thuit tan cong ARP-Poisoning
3.3.2.1. L hong ciia ARP

ARP (viét tat ciia Address Resolution Protocol) 1a mot giao thirc truyén thong

duoc su dung phé) bién dé tim ra cac dia chi tﬁng lién két dit liéu tir cac dia chi mang.
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SYSLOG-cloud!-wmware1

1.1.1.252 » 111251 ‘\

,
=2 i = A
m |

,

[T B PrivateSERVER] B PUbUICSERVER T W internet-SERVER-6 i

(o) NG
T

==
— o D
L E GATE Internet-cloud 1-vmware1

192.1 i r
Loz 1SRTE02025(Gon) e i
m 192.168.200.0124 =

—cmm

10000724

= =3
W inside-HOST il
1000.1

’ \

=) 2 ,

»Swid \ o %

\ » Linux ’
~ 192168.200 13
(=00 o

L ———
»PC2

Hinh 3.7. So d6 bai lab tin cong ARP-Poisoning

Theo so d6 trén ta tap trung cho 2 thiét bi 1a PC-2, Local-Server-3 va thiét bi
GATE doéng vai trd 13 may chi DHCP cép phét ip 1an luot 1 Local-SERVER-3:
192.168.172.131 va PC-2: 192.168.172.132. Tiép theo tir may Kali ta thuc hién tin

cong ARP-Poisoning v6i cong cu Ettercap:
Ettercap

e B

HostList x Targets X
Target 2

Delete Add

ocaldomain"

ocaldomain”

"localdomain”

Hinh 3.8. Trén may attacker add 2 muc tiéu PC2 va Local Server3

Sau khi thuc hién tin cong, ta xem thong tin arp cua 2 thiét bi nan nhan déu

thdy cac thiét bi cing 1 dia chi MAC, & déy chinh 1a dja chi MAC cua may Kali:
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Hinh 3.9. Kiém tra bang MAC ciia cac thiét bi nan nhan

3.3.2.3. Giai phap
Giai phap ¢ day la ta st dung ip snooping trén Switch14 véi muc dich 1a chan céac

g6i arp gia mao clia ké tin cong. Cau hinh trén SW14 nhu sau:
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Hinh 3.10. Céu hinh ip snooping trén SW14 dé phong vé

Sau khi c4u hinh may kali thyc hién tan cong lai sé xuét hién cac dong thong bao

chin g6i ARP cua cong e0/1 SW14:

Hinh 3.11. T4n cong lai 1in nira tir may Attacker thAy SW14 hién canh bao

Va dia chi MAC cua 2 thiét bi PC-2 va Local-SERVER-3 khong bi thay doi
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m

(min)

]

W oW
h

Hinh 3.13. Kiém tra lai bang Mac cia thiét bi Local-Server3 thiy binh thuong

3.3.3. Phuong thirc tin cong Access-Cracking

Viéc hé théng muc ti€u su dung cac cAu hinh duoc thiét 1ap mac dinh bdi nha
san xudt thiét bi phan cimg hay phdn mém lam cho viéc tAn cong vao muc tiéu dé tré
nén dé dang hon bao gio hét.
3.3.3.1. Tan cong Access-Cracking

Kiéu tn coéng nay muc dich 1a do tham céc thiét bi bén trong hé théng mang
stt dung k§ thuat Nmap dé do duogc cac thong tin vé thiét bi, phién ban, hé diéu
hanh,... va sau d6 tién hanh do tai khoan mat khau st dung Hydra dé bé khoa mat

khau.
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‘@ linux@kali: ~ = O x

Hinh 3.14. Sir dung Nmap do thong tin ciia thiét bi thong qua IP

Phat hién duogc router mo céng 23 telnet may kali thyc hién do tai khoan mat khéu
dé xam nhap bang cach nhip cau 1énh nhu sau:

hydra -1 admin -P /usr/share/wordlists/rockyou.txt.gz telnet://192.168.229.130

P linux@kali: ~ - O x

not be connected

Hinh 3.15. Do thanh cong tai khoin va mat khiu dé truy cip vao thiét bi GATE
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3.3.3.2 Giai phap

Giai phéap cho kiéu tin cong nay 1a ta thuc hién lap thiét bi tuong ltra va cu
hinh dting cac luat dé chin cac luu luong trai phép truy cdp vao hé thong mang hoic
van hanh thiét bi router tich hop tinh ning cta Firewall va cau hinh cac chinh sach
cu thé khéng cho phép céc thiét bi bén ngoai c6 thé giao tiép dugc dén Router.
3.4. Huéng phat trién

Sau khi da thyc hién thanh thao cac cong cu trén hé diéu hanh Kali Linux va
trau doi dugc k¥ niang 1ap trinh v6i ngon ngir Python thi hoan toan c¢6 thé xay dung
riéng mot Gmg dung hodc mot trang web dé sir dung pentest cho hé thong. Hoic c6
thé tap hop cac cong cu danh gia an toan thong tin cho nguoi dung véi muc dich hoc

tap dé sir dung, tham khao va trién khai tai noi lam viéc.

3.5. Két luan Chuong 3
Trong Chuong 3, luan van da trinh bay phan thyc nghiém mé phong tan cong
va chong tdn cong v6i 3 phuong thirc.
v MAC-Overflow.
v" ARP- Poisoning.
v Access-Cracking.

DPdng thoi véi mbi phuong phap tin cong, hoc vién da trinh bay phuong phap
dé phong chdng va thuc nghiém phong chdng, két qua dat dwgc 1a da ngin duoc
phuong phap tan cong d6. Tir @6 cho thay hiéu qua cua cong tac phong chdng tin

cong trong mang noi bg.
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KET LUAN

Trong pham vi nghién ctru, luan van da gidi thiéu téng quan vé mang noi bg,
mot s6 cong nghé 181 st dung trong mang ndi bd. Gidi thi€u so bd vé céc phuong
phap tin cong vao mot mang ndi bo, dong thoi dua ra mot sd giai phap dé phong
chdng tan cong. Dua trén co so d6 dé tién hanh thyc nghiém moé phong hé théng mang
n6i bo va thuc hién tin cong bang 03 phuong phap tin cong mang (02 phuong phap
tan cong tir bén trong va 01 phuong phap tin cong tir bén ngoai).

Bam sat theo muc tiéu va nhiém vu cta dé tai, luan van da thu duge mot sb két
qua nhu:

v' M6 phéng dugc mé hinh mang thiét ké trén céng cu EVE-NG.
v" Tim hiéu duoc cac 16 hdng vé mit cdu hinh ciing nhu céc kiéu tin cong phd
bién.

v" Thanh thao mét s6 cong cu co san trén hé diéu hanh Kali Linux.

v" Dua ra dugc cac giai phap ngan chan cac cudc tan cong.

Nhitng han ché con ton tai

% Do kinh nghiém thyc té chua dugc nhiéu, kién thirc vé 16 hong con han ché,
va thoi gian ¢6 han, do vay chua khai thac dugc thém nhiéu céc kiéu tin
cong moi.

¢ Chua van dung duogc nhiéu cong cu dé tao ra mi khai thac hodc cong cu

khong 6 san dé thuc hién tan cong va phong chong.
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