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LOI CAM DOAN

Tbi tén 1a Nguyén Quang Anh, xin cam doan: Luén van Thac si K§ thuat “Nghién
ctru ky thuét tn cong mang nodi bd va phuwong phap phong chéng” ddy 1a cong trinh nghién
clru cua tac gia dudi sy huéng dan cua PSG.TS. DS Xuin Cho. Cac két qua nghién ctru
trong luan vin 14 trung thuc, khong sao chép bat ky tir mot ngudn nao va dudi bat ky hinh

thirc nao. Cac ngudn tai liéu tham khao di dugc trich din va ghi ngudn dung quy dinh.

Tac gia cia ludn van

Nguyén Quang Anh



i

LOI CAM ON

Vi 1ong bi€t on sdu sac, to1 xin gui 161 cam on chan thanh téi nhitng nguoi da giap

dd to1 trong qua trinh hoc tap, nghién ctru khoa hoc.
To1 xin chan thanh cam on:

Trudc hét toi xin cam on thiy PGS.TS. B Xuan Cho di nhiét tinh huéng dan truyén
dat nhimg kinh nghiém quy bau va giup d& toi tir nhitng ngay bat diu huéng din dén ngay

béo vé.
Tiép theo, toi xin cam on cac thiy co giang vién trong Truong Hoc vién Cong nghé
Buu chinh Vién thong da tan tinh gidng day, truyén dat nhiing kién thirc quy bau.

To6i xin trdn trong cam on don vi noi t6i cong tac va lam viéc da tao moi di€u kién

thudn g1 cho t61 trong thoi gian hoc cao hoc.

Cudi cung, to1 xin cam on gia dinh, dong nghiép, ban bé da luon dong hanh, c6 vii

va gitip do to61 hoan thanh luan van nay.
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LOI NOI PAU

Trong nhiing ndm gan day, sy phat trién nhanh chong cua nganh Cong nghé
thong tin (CNTT) di mang lai nhiéu tién ich trong cudc séng. Moi cong viéc trd nén
nhe nhang, nhanh chéng va tién 1gi hon nho sb hoa. Ung dung ctia CNTT duoc ap
dung vao hau hét cac cong viéc hang ngay, tir di chg, mua sdm hang hoa, hoc tap, lam
viéc, cac dich vu cong. Rét nhiéu doanh nghiép, co quan nha nudc da va dang tién
hanh chuyén d6i s6, nham dem céc ung dung CNTT vao phuc vu cong viéc mot cach
tri¢t dé. Tuy nhién, cung véi nhiing loi ich d6, sy phat trién cia CNTT ciing mang
dén mot loai hinh toi pham méi — t01 pham st dung cong nghé cao. Vi du dién
hinh 1a nhiing vu tin cong vao cac h¢ théng may chu, cai cAm ma ddc, virus, mi hoa
cac thong tin nhay cam dé doi tién chudc, hodc nguy hiém hon 1 xAm pham an ninh
qudc phong. Cac hinh thirc tan cong mang ngdy cang tinh vi hon, va khong chi trén
moi truong Internet, nhitng hé théng mang ndi by, mang dién rdng dung duong truyén

riéng cling c6 nguy co bi tdn cong rat cao.

Dbi v6i cac cong ty 16n, viéc bi tan cong mang ndi bd cod thé gay thiét hai lon
vé mat tién bac, con ddi véi cac co quan nha nudc, mac do thiét hai co thé 16n hon
rat nhiéu, thAm chi c6 thé anh huong toi nén an ninh Qudc gia. Chinh vi thé, viéc
nghién ctru vé cac phuong phéap tin céng mang, ciing nhu cac bién phap dé phong
thu 12 v6 cung can thiét va 1a nhu cau cip bach hién nay. Tir nhitng 1y do nhu vay,
hoc vién lia chon dé tai: “NGHIEN CUU KY THUAT TAN CONG MANG NOI
BO VA PHUONG PHAP PHONG CHONG”.



TONG QUAN VE PE TAI NGHIEN CUU

Hién nay cac phuong phép tin cong mang va cach ngin chin dugc phd bién
khé nhiéu trén Internet, mot nguodi co chut it kién thirc v& CNTT cling co thé tu hoc
céch tin cong mang trén YouTube. Tuy nhién, hau hét cic phuong phap nay déu ap
dung trén nén tang Internet, va ddi twong chu yéu 1a ngudi dung cudi, véi cac muc
tiéu nhu cai ma quang cdo, diéu huéng ngudi dung dén trang web gia mao, virus ma
hoa doi tién chudc, 14y thong tin ca nhén, thé tin dung, tai khoan ngan hang. Con dbi
v6i cac mang ndi bd, khong co két ndi Internet, hodc két ndi mot phﬁn vO1 Internet
thi cac phuong phap tin cong va phong thu lai c6 su khac biét. Khac biét tir cac

phuong phap tan cong, muc tiéu tan cong va muc dich tan cong.

Déi véi cac t chie, doanh nghiép sir dung mang ndi bo thuong thiéu sy phong
bi va dau tu lién quan dén viéc chdng tin cong mang. Ly do chinh 13 cht quan vé viéc
khong két ndi Internet thi khong thé tan cong duge. Quan niém trén 1a khong chinh
xac, cac phuong phap tan cong mang ndi bo van c6 thé thuc hién duoc du khong c6
két ndi t6i Internet, hodc thong qua cac ving trung gian gitta mang ndi bo va Internet,
hoac thong qua cac thiét bi ngoai vi, nhu USB, dia CD, v.v.... Mit khac, da phén cac
vu tn cong mang déu xdy ra roi thi phia nan nhan méi biét, nén thuong roi vao tinh
trang bi dong, lo khéc phuc su ¢d. Chinh vi thé can c6 nhitng giai phap dé co thé chu
dong chong tan cong, phat hién trong qué trinh tan cong, tranh viéc ludn phai di sau

dé don dep hau qua.

Dé tai nghién ctru cac phuong phap tin céng mang ndi bd va phuong phap
phong chéng s& tap trung vao phan tich khai quat vé mang ndi bo, phan tich cac
phuong phap tdn cong qua mang LAN ddng thdi chi ra cac diém manh, diém yéu cua
phuong phap d6 va cach dé phong tha hiéu qua nhat. Cing véi d6 1 nghién ciru mot

s6 phuong phéap chdng tin cong chu dong.



CHUONG 1: TONG QUAN VE MANG NOI BO

1.1. Gié6i thi¢u vé mang ndi bp
1.1.1. Mang ngi bg la gi

Mot mang ndi bo 1a mét mang riéng cho cac ca nhan ciia mot td chue. Thoéng
thuong, mot loat thong tin va dich vu c6 san trén mang ndi bo ctiia mot td chirc khong
duoc cong khai cho tit ca moi ngudi, khong gidng nhu Internet. Mang ndi bo cua
cong ty co thé tao thanh mot ddu mdi quan trong trong giao tiép va cong tac ndi bo,
12 mot diém cung cip thong tin 1am viée tap trung dé cac ca nhan c6 thé truy cap cac
tai nguyén bén trong va bén ngoai. Mang ndi bo thudng duogc thiét 1ap voi cac cong
nghé danh cho mang cuc bd (LAN) va mang dién rong (WAN). Nhiéu mang ndi bd
hién dai c6 cong cu tim kiém, ho so nguodi dung, danh ba, blog, tng dung di dong c6

thong bao va lap ké hoach cho céc sy kién cua cong ty, td chire do.

Hinh 1.1. Mang néi bo

Khong phai moi c& nhan trong t6 chirc déu dugc cap quyén truy cap vao mang
ndi b, chi nhitng ngudi dugce cap phép médi c6 quyén truy cap. Mot s6 cad nhan dugce

phan loai truy cap duya trén loai cong viée, c6 thé khong c6 nhu cau truy cap thong tin



trén mang ndi bg, trong d6 thuong lién quan dén dao tao, cung cap thong tin san

pham, chinh sach, quy dinh va cac thong tin lién quan dén t6 chirc.

Hinh 1.2. Xay dung mang ndi b

Mang ndi b tir cac to chie khac nhau thudng khong duoc két ndi v6i nhau.
Chi khi nao céc té chirc nay dong ¥ chia sé thong tin, thi méi c6 két ndi dén co s ha
tﬁng cua nhau nhu cidc may chu, data center. Mang ndi by cua mot t6 chire duoc phat
trién va diéu hanh boi cic c4 nhan cua chinh t6 chic d6, hodc thué cac don vi chuyén

mon vé xay dung mang ndi ba.

1.1.2. Cach sir dung trong hé thong mang ndi bd
Ngay nay, mang ndi bd duoc str dung dé cung cp cac cong cu, tinh ning, vi
du nhu cong tac dé tao diéu kién 1am viéc theo nhom va hdi nghi truc tiép, hodc cac

thu muc cong ty, cac cong cu quan ly san pham, quan ly du an, v.v...



Mang ndi bo ciing dang dugc sir dung lam nén tang dé thay d6i van hoa trong

cong ty va doanh nghiép.

Hinh 1.3. Ung dung trong hé théng mang ndi bd

Trong mang ndi b cac luu lugng truy cép cling thudong tuong tu nhu luu lugng
truy cap public va c6 thé duoc giam sat va phan tich bang cach sir dung phan mém
theo doi gidm sat. Khdo sat cua nguoi dung cling cai thién hi¢u qué trang web cua

mang noi bd.

Céc cong ty 1on cho phép ngudi dung truy cap vao Internet thong qua cac may
chu Proxy (Proxy Server). Chiing ¢ kha ning sang loc cac thong diép dén va di, gitr
gin an toan mang. Khi mot phan ctia mang ndi bd dugc cap phép cho cac khach hang
va ddi tac bén ngoai cong ty, nd s& trd thanh mot phan cia Internet. Cac mang ndi bd
khi ndy s& co cac gate way dé két ndi dén Internet. Cac cong ty st dung mang ndi bd
c6 thé giri thong bao riéng qua mang cong cong, sir dung ma hoa hodc giai ma dic
biét va cac bién phap, chinh sach bao mat khac dé két néi mot phan cia mang ndi bo

cua ho véi cac mang khac.



Céac doi phat trién, bién tdp va ngudi st dung phai 1am viée cung nhau dé tao
ra cac dich vu trén mang ndi bg. Thong thuong, mot mang ndi bo dugc quan ly boi
cac bd phan truyén thong, CIO hodc nhan su cua cac td chure 16n hodc 1a sy két hop

tat ca cac to chuc nay.

Mot mang ndi bo déi khi co the phirc tap hon nhi€u so véi cac mang cong cong
cua chinh ho, do sy da dang va pham vi 16n ctia ndi dung va s6 lugng nit. Mang noi

bo va viéc sir dung chiing dang phat trién nhanh chong,

1.1.3. Loi ich ciia hé thng mang ndi bd

- Ning suit lao dong: Mang ndi bo c6 thé gitip ngudi ding dinh vi, xem thong
tin nhanh hon va sir dung cac tng dung lién quan dén vai trd va cong viéc cia
ho. Gitip phan nao cai thién nang sut lao dong.

- Linh hoat vé thoi gian: Mang ndi bd cho phép cac to chire phan phdi thong
tin cho cac nhan vién trén co s khi can thiét. Con nhan vién c6 thé lién két voi
thong tin lién quan mot cach thuan tién, thay vi phai tim kiém va sép Xép mot
cach 16n x0n qua email.

- Giao tiép dé& dang: Mang ndi bd co thé dong vai tro 1a céng cu quan trong dé
lién lac, giao tiép trong mot td chure, céac sang kién chién luogc c6 pham vi toan
cAu trong tat ca cac to chirc. Thong tin c6 thé dé dang truyén dat, sang kién va
muc dich cta sang kién can dat dugc va ai dang thuc day sang kién, két qua dat
duge. Mot s6 vi du vé giao tiép la tro chuyén qua email hoac cac cong cu chat,
hoi nghi truyén hinh.

- Xay dwng website: Cho phép thong tin kién thirc doanh nghiép cé tinh chét
phuc tap duoc duy tri va d& dang truy cép trong toan cong ty bang cach sir
dung cac tmg dung website. Vi du bao gdbm: huéng din nhan vién, quyén loi,
chinh sach cong ty, ngudn cip thong tin hodc tai lidu dao tao, cd thé dugce truy
cap bang cac tiéu chuan Internet phd bién. Thong qua website, cic cong ty co
thé dé dang cap nhat va diéu chinh céac chinh sach, noi dung céc tai liéu, va

nhan vién co thé truc ti€p xem va tai cac phién ban mdi nhat.



Hoat dong kinh doanh va quén ly kinh doanh: Mang ndi b¢ ciing dang duoc
st dung nhu mot nén tang dé phat trién va trién khai cac ung dung hd trg cac
hoat dong quan ly, bao cdo, thong ké cuia doanh nghiép.

Quy trinh 1am viéc: giam d6 cham tré, chéng han nhu ty dong 1€n lich hop
hoic 1én ké hoach nghi phép, nhic nhd cong viée, cham diém KPI

Tiét kiém vé chi phi: Nguoi dung c6 thé xem thong tin va dit liéu qua trinh
duyét web thay vi duy tri cac tai li€u trén giéy nhu trude, danh ba dién thoai
ndi bd va biéu mau trung dung bang gidy in. Diéu nay giup tiét kiém chi phi
kinh doanh cho viéc in 4n, sao chép tai liéu va gop phan gitp bao vé méi truong
cling nhu chi phi bao tri cac tai li¢u.

Ting cwong vé hop tic: Cac thong tin c6 thé dé dang truy cap boi tat ca nguoi
dung duogc Uy quyén va cho phép 1am viéc theo nhom. Ciing c6 thé giao tiép
trong thoi gian thuc té théng qua cac cong cu tich hop cta bén tht ba, ching
han nhu thong diép tin nhin tic thoi, thuc dy chia sé y tuong va loai bo cac
kho khin trong giao tiép dé giup ting nang suét ciia cong ty.

Pa nén tang: Cu thé 13 cac trinh duyét web tuan thu tiéu chuan c6 san cho cac
hé diéu hanh Windows, UNIX, Mac va Linux.

Puoc xiy dung cho ddi twong: Cac cong ty dua ra thong sd ki thuat, do do
c6 thé cho phép cac nha phat trién mang ndi bd xay dung cac ing dung chi phai
hoat dong trén trinh duyét. Do Intranet 1a danh riéng cho mét s6 nguoi ding
(yéu clu xac thuc co s¢ dit liéu hodc mang trude khi truy cép), biét chinh xac
nguoi dang can thi¢p, co thé c4 nhan hoa mang ndi by dua trén vai tro (chuc
danh, by phan) hodc chi ca nhan.

Quing ba vin héa cong ty: Tt ca ngudi dung déu c6 kha ning xem cting mot
thong tin trong hé théng mang noi bo.

Cip nhat ngay 1ap tic: Khi giao tiép véi ngudi dung ¢ bat ky phuwong dién
nao vi du nhu thong s6 k¥ thudt, mang ndi bg giip cho nhan vién co thé cap

nhat ngay nhing thay d6i méi nhét.



1.2. Cong nghé truyén din mang diy Ethernet
1.2.1. Khai niém vé Ethernet

Ethernet 1a mot cong nghé mang truyén gdm cac cong nghé mang dya
trén khung dir liéu (frame-based) danh cho mang LAN. Cai tén Ethernet xuét
phat tir khai niém cua vat ly (Ether).

Ethernet 1 dinh nghia cho céc chuan néi day va phat tin hiéu ¢ ting vat
1y, hai phuong tién dé truy nhap mang tai phan MAC (dé diéu khién truy nhap
moi truong truyén dan) trén tang lién két dit liéu, va mot dinh dang chung cho

viéc danh cac dia chi.

Ethernet 1 mot cong nghé mang cuc bd (LAN) nham chuyén céc thong

tin dir liéu gitta cac may tinh v6i toe do tir 10 dén 100 triéu bit mot giy (Mbps).

Hién nay, cong nghé Ethernet dugc st dung nhiéu nhét 13 cong nghé su
dung 1a cap d6i xoan 100Mbps. V&i cong nghé truyén thong 13 100Mbps st
dung cap dong truc, cap quang, mang khong day. Do d6 tbc 6 chuan cho hé

théng Ethernet hién nay sé& 1a 100Mbps.

1.2.2. Ethernet 13 mgt cong nghé mang thiét bi va rong rai

Ngay nay mic du c6 nhiéu cong nghé LAN ra doi nhung Ethernet van 13
cong nghé duogc str dung rong rdi nhat. Vao nim 2018, cac nha phan tich di thong
ké c6 khoang hon 350 tri¢u nut mang Giga Ethernet da va dang dugc stir dung trén
toan thé gidi, con Ethernet 100Mpbs da pho cap dén hon 80% dan s6 thé gii (Theo

Viavi Solutions).

K& tir khi Ethernet ra doi, cac ddc tinh vé ki thuat va trinh tu dé xay dung nén
mot mang ndi b da tré nén dé tiép can hon ddi voi tat ca moi nguoi. Cung vaoi dac
tinh dé sir dung d3 tao nén nhiing hé théng mang ndi bd rong 16n va la su bat dau cho

viéc ing dung rong rai ciia Ethernet trong cac nén cong nghiép hién dai.



Ngay nay, cac nha san xuit cho may tinh thudng trang bi cho san phim cua
ho thiét bi 100Mbps Ethernet khién cho thiét bj cta ho c6 thé sin sang két ndi vao
mang Ethernet. Va khi chuan Ethernet 100Mbps di trd nén rat phd bién thi may tinh
duoc trang bi cac thiét bi Ethernet hoat dong ¢ ca hai tbe do 10Mbps, 100Mbps.
Nhirng quan tri vién mang Ethernet ngay nay can thiét phai biét két hop mot s6 luong
16n cac may tinh lai voi nhau bang cong nghé mang qua thiét bi trung gian. Vi st
dung chuin chung nhu viy, nén cac thiét bi du san xuét bdi cac hing khac nhau ciing

deu co thé két ndi mot cach dé dang.

1.2.3. Lich sir phat trién ciia Ethernet

Ethernet da duoc phat minh ra tai trung tdm nghién ctru Xerox Palo Alto vao
nhiing ndm 1971 boi tién si Robert M. Metcalfe. Ban dau, Ethernet dugc thiét ké véi
muc dich chinh 14 phuc vu nghién ciru trong hé théng quan 1y cong ty. Tram Ethernet
dau tién chay véi téc do xap xi 1a 3Mbps. Nam 1980, Ethernet dugc chinh thirc cong
b bai lién minh DEC-Intel-Xerox (DIX). N§ luc nay da chuyén “tién than Ethernet”
trd thanh mot hé thong ma Ethernet va ¢ chat lwong véi toc do 1én téi 10Mbps. Cong
ngh¢ Ethernet sau d6 da dugc ban ti€u chuin LAN cua Vién ky thuat dién va dién tr
thé gioi (IEEE 802) cong nhan. Chuan IEEE di dugc thanh 1ap 1an dau tién vao nim
1985, v6i tidu dé “IEEE 802.3 khuyén nghi vé 16p vat Iy va phuong thirc truy nhap
da truy nhap song mang phat hién va cham”. Chuan IEEE d3 duoc thira nhan bai t6

chtrc tiéu chudn hoa cua thé gigi (ISO).

Chuén IEEE cung cap Ethernet kiéu hé thdng dua trén nén 1a cong nghé DIX
Ethernet. Tt ca cac hé théng Ethernet tir nam 1985 trg di déu duge xay dung dua
trén tiéu chuan IEEE 802.3. N6i chinh xac hon, chiing ta dd dya trén cong nghé “IEEE
802.3 CSMA/CD”.

Chuan 802.3 duoc ning cép timg budc bao gdm céc tiéu chuan cong nghé mai.
T d6, nam 1985 Ethernet da dugc tdng cuong suc manh cua cong ngh¢ 10Mbps (vi

du cap xoan) ciing nhu cac khuyén nghi méi vé mang Fast Ethernet 100Mbps.
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1.2.4. Cac thanh phan ciia Ethernet
Hé thong Ethernet bao gdm 3 thanh phan co ban:

- O hé théng & trung gian truyén tin hiéu Ethernet giita cac may tinh voi nhau.

- Nhom thiét bi trung gian s& dong vai tro 1 giao dién Ethernet lam cho nhiéu
may tinh c6 thé két ndi t6i cung 1 kénh.

- Con cac khung Ethernet s& dong vai tro 1a cac bit chuan dé luan chuyén dir

liéu trén Ethernet.

Sau day s& miéu ta quy tic thiét 1ap cho cac thanh phan dau tién, cac mang
truyén thong vat li va thiét 1ap quy tic truy cap trung gian cho Ethernet va cac khung

Ethernet.

BACKBONE
ETHERNET SWYTTw

Ethernet ==, i Ethernet
= | Switch

Hinh 1.4. Cac thanh phan ciia Ethernet

1.2.5. Hoat dong cua Ethernet
Cac may Ethernet (con duoc goi 1a may tram) hoat dong doc 1ap véi tit ca cac
tram khac trén mang va khong c6 mot tram diéu khién trung tam. Tat ca tram déu két

ndi v6i Ethernet thong qua mot dudng truyén chung hay con goi 1a trung gian. Sau
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d6 dé gui dit liéu trude tién tram can ling nghe xem kénh ¢6 ranh rdi khong, néu ranh
thi mdéi gui di cac géi (dir lidu).

Dé tham gia duoc vao truyén 1a bang nhau dbi voi mdi tram. Tire 14 khong co
su uu tién thi sy thAm nhap vao kénh chung duoc quyét dinh b&i nhom diéu khién
truy nhdp trung gian (con dugc goi la Medium Access Control-MAC) sé duogc dat
trong mdi tram, tr 36 MAC thuc thi dyua trén co so su phat hi¢n va cham séng mang

(CSMA/CD).
-Giao thirc CSMA/CD.
- Xung dot
-Truyén dir liéu

1.2.6. Suw khac nhau giira Internet va Ethernet

Ethernet:

Cong ngh¢ mang dugc coi 1a ti€u chuin nhat hién nay va dugc str dung trong
hau hét cac cong ty kinh doanh. Cac may tinh dugc két ndi v6i nhau thong qua 1 loai
cap dac biét va 1 thiét bj goi 1a mecca Do sur dung tde do cao trong k¥ thuat truyén
co ban (kénh don). Ethernet cho phép truyén dit liéu dang chudi véi tdc do 10megabit
mdi gidy, v6i thong sé thuc té tir 2 dén 3megabit mdi gidy. Ethernet st dung k¥ thuat
tham nhép nhiéu mdi bang cam nhan song mang do xung dot (CSMA/ CD) dé dé
phong khung luéi cho mang khi cé hai thiét bi dong thoi c6 gang thim nhap mang.

Internet

Hé théng bao gdm cac mdy tinh trong mot mang dugc két ndi voi nhau trén
toan thé gidi, cho phép cac dich vu truyén dit liéu nhu dang nhap tir xa, truyén va gui
tap tin email. Internet 1 mot cach két ndi cac mang méy tinh dé chiing ta c¢6 thé nhin

thdy birc tranh toan canh vé cach thirc hoat dong cua timg hé théng.

Hau nhu ai cling c6 thé tham gia Internet. Ngay nay dich vu Internet da tré nén

pho bién va trd thanh nhu cau hang ngay cia moi nguoi. Thong qua cac nha cung cap
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dich vu ISP (Internet Service Provider) hoic cac cong ty vién thong st dung mang
khéng gidy 3G, 4G, 5G. Ngay nay ngudi dung Internet con c6 thé két ndi tai nhiing

noi hoang vu thong qua chao v¢ tinh Starlink ctua cong ty Tesla.

1.3. K§ thuat chuyén mach trong mang néi bo
1.3.1. Khai niém chuyén mach

Chuyén mach:

- Chuyén mach kénh 1a mot k§ thuat thiét 1ap mot dudng dan riéng gitra ngudi
glri va ngudi nhan.

- Trong Ky thuat chuyén mach, mot khi két ndi duoc thiét lap thi duong dan
danh riéng s& van ton tai cho dén khi két ndi bi ngat.

- Chuyén mach kénh trong mang hoat dong theo cach tuong tu nhu hoat dong
cua dién thoai.

- Mot dudng dan end-to-end hoan chinh phai ton tai trudce khi qua trinh giao tiép
dién ra.

- Dbi voi ki thuat chuyén mach kénh, khi ngudi dung mudn giri dit liéu, thoai,
video, tin hi¢u yéu cau duoc guri dén may thu thi may thu s& gui lai bao nhan
dé dam bao tinh kha dung cta duong dan chuyén dung. Sau khi nhan duogc xéac
nhan, dudng din danh riéng s& chuyén dir lidu.

- Chuyén mach kénh duoc sir dung trong mang cong cong. N6 duoc sir dung dé
truyén giong noi.

- Dit liéu ¢d dinh ¢6 thé duge chuyén tai mot thoi diém trong cong ngh¢ chuyén

mach kénbh.
Giao tiép thong qua chuyén mach kénh cé 3 pha:

- Thanh lap mach
- Truyén dit liéu

- Ngit két néi mach
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Hinh 1.5. Giao tiép théng qua chuyén mach

1.3.2. Cac cong nghé chuyén mach

Chuyén mach phén chia khong gian:

- Chuyén mach phan chia khong gian 1 mot cong nghé chuyén mach kénh trong
d6 mot duong truyén duy nhét dugce thuc hién trong mot bo chuyén mach béng
cach sir dung mot tap hop cac diém chéo riéng biét vé mat vat ly.

- C6 thé dat duoc Chuyén d6i Phan chia Khong gian bang cach st dung chuyén
mach thanh ngang. Chuyén mach thanh ngang 1a mot diém giao nhau bang
kim loai hoac céng ban dan c6 thé dugc bat hodc tit boi mot bd phan diéu
khién.

- Chuyén mach Crossbar duoc thuc hién bz"mg cach str dung chit ban dan. Vi
du, chuyén mach xa ngang Xilinx sir dung FPGA.

- Chuyén mach phan chia khong gian c6 toc do cao, dung lugng 16n va chuyén

mach khong chan.
Chuyén mach phin chia khong gian c6 thé dwgc phan loai theo hai cach:

- Chuyén mach xa ngang

- Chuyén mach da tang
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Chuyén mach Crossbar
Chuyén mach Crossbar 13 chuyén mach c6 n dudng vao va n duong ra. Chuyén

mach xa ngang c6 n2 diém giao nhau dugc goi la diém giao nhau.
Nhuwoc diém cta chuyén mach Crossbar:

S6 luong cac diém giao nhau ting 18n khi s lwong cac tram dugc ting 1én. Do
d6, no tré nén rat dat ddi voi mot chuyén mach 16n. Giai phap cho diéu nay 1 sir dung

mot chuyén mach nhiéu tang.

Chuyén mach da ting

Chuyén mach da tang dugc thyc hién bang cach chia chuyén mach xa ngang
thanh cac don vi nho hon va sau d6 két nbi chung véi nhau. N6 1am giam s6 luong
céc diém giao nhau. Néu mot duong dan khong thanh cong, thi s& c6 san duong dan

khac.
Uu diém cia chuyén mach:

- Trong trudng hop cua ki thuat Chuyén mach, kénh lién lac duoc danh riéng.

- N6 c6 bang thong cb dinh.
Nhugc diém ciia chuyén mach:

- Khi dudng din danh riéng duoc thiét 1ap, d6 tré duy nhat xay ra ddi véi toc do
truyén dir lidu.

- Mét mot thoi gian dai dé thiét 1ap két ndi, khoang 10 gidy trong d6 khong cd
dit liéu nao c6 thé duoc truyén.

- N6 dit hon cac k¥ thuat chuyén mach khac vi can c6 mot dudng din danh
riéng cho mdi két noi.

- N6 khéng hiéu qua dé st dung vi mot khi duong dan duoc thiét 1ap va khong
c6 dit lidu nao dugc truyén di, thi dung lwong ciia dudng din s& bi lang phi.

- Trong trudng hop ndy, két ndi 1a danh riéng, do d6 khong thé truyén dir liéu

nao khic ngay ca khi kénh mién phi.
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Chuyén mach thong diép
Chuyén mach thong diép 1a mot ki thuat chuyén mach trong d6 thong diép
duoc chuyén nhu mot don vi hoan chinh va dugc dinh tuyén qua cac nat trung gian

ma tai d6 né dugc luu trir va chuyén tiép.

Trong k¥ thuat chuyén mach thong diép, khong co thiét 14p duong dan riéng
gitra nguoi giri va ngudi nhan.

Dia chi dich dugc thém vao tin nhan. Chuyén mach thong diép cung cap mot
dinh tuyén dong vi thong bao duge dinh tuyén qua cac nit trung gian dua trén thong

tin c6 san trong thong bao.

Chuyén mach thong diép dugc 1ap trinh theo cach dé chung c6 thé cung cap
cac tuyén duong hiéu qua nhat. Mdi va moi nut déu luu trit toan bo thong diép va sau
d6 chuyén tiép né dén nut tiép theo. Loai mang ndy duoc goi 1a mang cira hang va
mang chuyén tiép. Chuyén mach thong diép coi mdi tin nhin nhu mot thuc thé doc

lap.

Hinh 1.6. Chuyén mach théng diép

Uu diém Chuyén mach thong diép:

- Kénh dir liéu duoc chia sé giita cac thiét bi giao tiép gitip cho cai thién hiéu
qua st dung bang thong.

- Tiéc nghén giao thong co thé dugc giam bot vi thong bao duoc luu trit tam thoi

trong cac nut.
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- Uu tién tin nhin c6 thé duoc sir dung dé quan 1y mang.
- Kich thuéc cua tin nhin duoc giri qua mang c6 thé khac nhau. Do dé, né hd

trg dit 1i€u co kich thudc khong gidi han.
Nhugc diém ciia Chuyén mach théng diép

- Céc chuyén mach tin nhdn phai duoc trang bi du dung luong dé cho phép
chung luu tin nhén cho dén khi tin nhin duoc chuyén tiép.
- Do tré 1au c6 thé xay ra do phuong tién luu trit va chuyén tiép dugc cung cip

bai ki thuat chuyén mach ban tin.

Chuyén mach géi

Chuyén mach géi 1a mot ky thuat chuyén mach trong d6 thong diép duogc gui
trong mot 1an, nhung né duge chia thanh nhiéu phan nhé hon va chung duoc giri riéng
1€.

Thong diép duoc chia thanh cac phin nhod hon dugc goi la cac gbi va cac goi

duogc cung cép mot s6 duy nhét dé xac dinh thi tu cta chung & dau nhan.

MBOi gbi chira mot s6 thong tin trong tiéu dé cua né nhu dia chi ngudn, dia chi
dich va sb tht tw. Cac goi s& di chuyén trén mang, di theo dudng ngin nhat co thé.

TAt ca cac g61 dugc tap hop lai & dau nhan theo dang thu tu.
Néu bit ky goi nao bi thiéu hoidc bi hong, thi thong bao s& dugc giri di dé gui
lai tin nhin. Néu dat duoc thtr tu chinh xac cta cac 261, thi thong bao xac nhan sé&

dugc gui.

Hinh 1.7. Chuyén mach géi
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Cac phwong phap chuyén ddi goi
C6 hai cach tiép can dé chuyén d6i goi:
Chuyén mach géi dir li¢u:

N6 13 mot cong nghé chuyén mach goi trong d6 gbi duoc biét dén nhu mot goi
dit lidu, duoc coi nhu mot thuc thé doc 1ap. Mbi g61 chtra thong tin vé dich va bo

chuyén mach sir dung thong tin nay dé chuyén goi dén dung dich.

Céc goi dugc tap hop lai & dau nhén theo ding tha tu. Trong ky thuat chuyén
mach géi dir lidu, duong dan khong ¢ dinh. Céac nut trung gian thyc hién cac quyét
dinh dinh tuyén dé chuyén tiép cac goi tin. Datagram Packet Switching con dugc goi

1 chuyén mach khong két ndi.
Chuyén mach do

Chuyén mach 4o con duoc goi 14 chuyén mach hudng két ndi. Trong truong
hop Chuyén mach kénh 4o, mot 10 trinh du kién trude duoc thiét 1ap trudce khi cac
thong diép dugc gui di. Cac goi yéu cau cude goi va chip nhan cude goi duoc sir
dung d¢ thiét 1ap két ndi gitra ngudi glri va nguoi nhan. Trong truong hop nay, duong

dan dugc ¢ dinh trong khoang thoi gian ciia mot két ndi logic.

Hay hiéu khai niém chuyén mach 4o qua so do:
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Hinh 1.8. Chuyén mach io

Trong so d6 trén, A va B lan luot 1a nguoi giri va ngudi nhan. 1 va 2 1a céac
nut. Cac goi yéu cAu cudc goi va chép nhan cudc goi duoc st dung dé thiét 1ap Kkét
nbi giita nguoi giri va ngudi nhan. Khi mot tuyén duong duoc thiét 1ap, dir liéu s&
duoc chuyén. Sau khi truyén dir liéu, ngudi nhan s& gui tin hiéu bao nhan rang tin
nhéin d3 duoc nhan. Néu nguoi dung mudbn chidm dut két ndi, mot tin hiéu rd rang s¢€

duoc gui cho viéc cham dut.
Uu diém cta chuyén mach géi:

- Hiéu qua vé chi phi: Trong k¥ thuat chuyén mach goi, cac thiét bi chuyén mach
khéng yéu cau bo nhd thir cip 16n dé luu trit cac goi, do d6 chi phi duge giam thiéu
& mdt mirc dd nao do. Do do, co thé noi réng ky thuat chuyén mach goi 1a mét ky
thuat tiét kiém chi phi.

- Pang tin cay: Néu bat ky nit nao dang ban, thi cac goi tin c¢6 thé duoc dinh
tuyén lai. Didu nay dam bao rang k¥ thuat chuyén mach géi cung cip thong tin lién

lac dang tin cdy.
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- Hiéu qua: Chuyén mach goi 1a mot k§ thuat hiéu qua. N6 khong yéu ciu bt
ky duong dan thiét 1ap nao trudce khi truyén va nhiéu ngudi ding cé thé sir dung cliing

mot kénh lién lac dong thoi, do d6 sir dung rat hiéu qua bang thong c6 sin.
Nhugc diém ciia chuyén mach géi:

- K§¥ thuat chuyén mach géi khong thé dugc thuc hién trong nhitng tmg dung
yéu cau do tré thép va dich vu chat lugng cao.

- Cac giao thire dugc sir dung trong k¥ thuét chuyén mach géi rt phuc tap va
do1 hoi chi phi thyc hién cao.

- Néu mang bi qua tai hodc bi hong, thi n6 yéu cu truyén lai cac goi bi méat. N6

cling c6 thé dan dén viéc mat thong tin quan trong néu céc 15i khong dugc khéi phuc.

1.4. Két luin Chuong 1

Két thac Chuong 1, ludn vin dd nghién ciru tong quan vé mang ndi bd va cac
k¥ thuat st dung trong mang ndi b, bao gém: khai niém mang ndi bo, lgi ich cua
mang ndi bg, kha niém vé cong nghé Ethernet va cac k¥ thuat lién quan. Ngoai ra,
luan vin ciing dd nghién ciru va tim hiéu vé chuyén mach va mot sé cong nghé chuyén

mach.

Tt nhitng nghién ctru vé mang ndi bd va cac ky thuat chuyén mach, hoc vién
nhan th'ély mang ndi bo cod cAu trac rat phtrc tap va co nhiéu thiét bi cau thanh mot
mang ndi bo. Pong thoi cac ki thuat chuyén mach ciing rat da dang va ton tai nhiéu
nhugc diém. Diéu nay din dén viéc nguy co bi tin cong mang thong qua cac thiét bi
thanh phﬁn va trong chinh cac k¥ thuat chuyén mach, dinh tuyén. Chinh vi vay vi vay,
can phai nghién ctru cac phurong thirc tan cong mang noi bo dé dua ra giai phap phong

chdng.
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CHUONG 2: TAN CONG MANG NOI BO VA GIAI PHAP
PHONG CHONG

2.1. Tong quan vé an toan bao mit thong tin

An ninh mang ngay cang tré nén quan trong hon khi dién thoai thong minh,
may tinh va may tinh bang tré thanh mot phan khong thé thiéu trong cong viéc hang
ngay va cudc sdng ca nhan. Mic d6 phu thude vao cic cong cu truc tuyén trong cac
khia canh khac nhau cua hoat dong kinh doanh — tir mang xa héi va tiép thi qua email
dén lvu trir dir liéu nhan vién va khach hang trén ddm may — dit ra nhu cau bd sung
trong viéc bao vé nhitng thong tin quy gia nay.

Su phu thudc vao cac cong cu sd khién nhiéu doanh nghiép gip rui ro tir cac
cudc tan cong mang. Kién thirc vitng chic vé an ninh mang 1a chia khoa & day, vi cac
cudc tan cong nhu vay van khong nglmg phat trién va ngiy cang tinh vi hon. Nan
nhan ciia cac cudc tin cong mang cé thé co nguy co:

- MAt dit liéu nhay cam

- Tbn thét tai chinh do trom cép dir liéu

- Chi phi cao cho viéc khoéi phuc dit li€u bi danh cép
- Mat di danh tiéng

- Dbong ctra (trong truong hgp nghiém trong)

Vi su phat trién cta viéc st dung Internet, cac cong cu truc tuyén va cac thiét
bi lién quan, tdi pham mang da lan rong trong cac td chuc, doanh nghiép. Vi an ninh
mang khong c6 giai phap chung cho tit ca, ching ta cin xem xét cac linh vuc khac
nhau c6 lién quan dén doanh nghiép cua minh, dir li€u va noi né dugc luu trir truc
tuyén.

C6 nhiéu loai tAn céng mang cong khai va 4m thim — ca hai déu duoc thiét ké
dé 1am gian doan hoat dong ctia doanh nghiép, td chirc theo nhiéu cach thic khac
nhau. Khi ngdy cang c6 nhiéu cong ty nhan thirc duge tim quan trong ciia viée bao
v¢€ tai nguyén cua ho va thuc hién dao tao vé an ninh mang, thi tin tdc va toi pham

mang ciing dang phat trién cac hinh thirc tin cong khac ngay cang tinh vi hon.
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Bing cach cép nhat kién thirc cia minh, chung ta c6 thé bao vé doanh nghiép

ctia minh khoi chung tot hon. C6 niam loai tAn céng mang phd bién nht:

Malware: La mot 16 héng trén hé théng bdo v¢ mang, ch’fmg han nhu phén
mém gian diép, phdn mém tdng tién va vi rat.

Phishing: La nhitng tin nhin doc hai (thuong 13 email) chira cac lién két doc
hai ma khi dugc nhap vao, ching s& giri quyén truy cdp vao thong tin nhay
cam.

Denial of Service (DoS): Tin tic tran ngdp mang hoac hé théng v6i nhiéu
thong tin du thira nham 1am qué tai va budc hé théng phai dirng hoat dong.
Man in the middle (MitM): T6i pham mang 1am gian doan két ndi, thudong
13 qua mang wi-fi cong cong khong an toan va sau d6 danh cip dir liéu nhay
cam.

Zero-day attack: Mot cudc tAn cong it phd bién hon nhung xay ra ngay cang

nhicu gitra viéc cong bo ban cap nhat hoac ban va bao mat va cai dat cua no.

Nhirng kiéu tin cong mang nay c6 thé anh huéng dén nhiéu doanh nghiép,

chdng han nhu quan ca phé c6 mang wi-fi khong an toan hodc cac shop online co

nguy co bi tan cong zero-day.

2.2. Mt s6 ki thuit tan cong mang ndi bd

2.2.1. Tan cong sir dung phan mém ddc hai (Malware)

Cac cudc tan cong bang phan mém ddc hai Ia hinh thirc pho bién va pho bién

nhat. Chiing bao gobm phan mém gian di¢p (gidn di¢p), ransomware (ma doc) va sau

(phan mém doc hai co thé lay lan sang cac thiét bi khac). Nhimng ké tin cong thuong

st dung cac 10 hong bao mat dé nham muc tiéu nguoi dung. N6 c6 thé Itra nan nhan

nhép vao lién két va tu dong cai dat phﬁn mém ddc hai trén may tinh ctia ho. Mot khi

duoc cai dat thanh cong, malware s€ gay ra.

Ngéan can ngudi dung truy cap vao mdt duong link quan trong (ransomware)

Cai dat thém nhirng phﬁn mém doc hai khac
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- Nghe 1én ngudi dung va danh cép dit lidu (spyware)

- Pha hong phan mém, phan cimg, lam gian doan hé théng.

2.2.2. T4n cong gid mao (Phishing)

Phishing 12 mét kiéu tAn cong chiém duoc 10ng tin cua nguoi dung bang cach
mao danh mot c4 nhan hoic t6 chirc hop phap, thudng thong qua tin nhin vin ban
hodc email. Cac cudc tan cong Phishing thudng cd ging danh cip dir liéu va thong
tin nhay cam cua nan nhan, chéng han nhu s thé tin dung va mat khau. Phishing c6
thé 1a mét hinh thuc lira nguoi dung cai dat phén mém ddc hai trén thiét bi cta ho tir

d6. Phishing 14 mot phan trong tan cong malware.

2.2.3. TAn cong tir chdi dich vu (DoS va DDoS)

Mot cudc tin cong DDos sé chiém doat tai nguyén (resource) cua hé théng
khién n6 khong thé phan hdi cac yéu cau dich vu. Cudc tin cong DDoS ciing 1a mot
cudc tin cong vao tai nguyén cua hé théng, nhung n6 duogc thuc hién tr mot sb lugng

16n cac host khac ma bi nhiém phan mém ddc hai do hacker kiém soat.

ATTACKED SERVER

Tan cong distributed denial-of-service (DDoS)

Hinh 2.1. T4n cong DDoS
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Khéng gidng nhu cac cudc tdn cong duge tao ra dé cho phép ké tan cong cd
duoc quyén truy cap, DDoS khéng mang lai loi ich truc tiép cho ké tin cong. D6i véi
mot sd hacker, chi can dat duoc viée tir chdi dich vu 1a du hai long. Tuy nhién, néu
resource bj tAn cong thudc vé mot d6i thu canh tranh kinh doanh, thi lgi ich mang lai
cho ké tAn cong 1a khong hé nho. Mot muc dich khac cua tin cong DDoS c6 thé 1a
dua mot hé théng offline dé c6 thé khéi chay mdt loai tn cong khac. Pién hinh 1a

chiém quyén diéu khién hijacking.

C6 nhiéu kiéu tdn cong DoS va DDoS khac nhau, phd bién nhét 1a tin cong
TCP SYN flood, tin céng Teardrop, tin cong Smurf, tin coéng ping-of-death va
botnet.

T4n cong TCP SYN flood

Trong cudc tin cong ndy, hacker khai thac viéc stir dung bo nhd buffer trong
qua trinh handshake khoi tao phién ban TCP (Transmission Control Protocol). Hacker
1am qua tai queue in-process cua hé thdng muc tiéu voi cac yéu ciu két ndi, nhung
n6 khong phan hoi khi hé thdng muc tiéu tra 11 cac yéu cau d6. Didu nay khién hé
thong muc tiéu hét thoi gian cho doi phan hdi tir thiét bi cua ké tan cong, didu nay

khién hé théng gip su c¢b hodc khong sir dung duoc vi hang doi queue bi day.

aer
b

Spoofed SNY Packet

L

Spoofed SNY Packet

Bot % A

L 4

700 Target

L snv-ack

Tén cong TCP S¥N flood

Hinh 2.2. T4n cong TCP SYN flood
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Tin cong Teardrop

Cudc tan cong nay lam cho cac truong d6 dai va do 1éch phan manh trong cac
g6i Internet Protocol (IP) tuan tu chéng 1én nhau trén host bi tin cong. Mac du h¢
thdng bi tin cong ¢ gang tao lai cac gbi trong qua trinh nay nhung khong thanh cong.

Hé thong muc tiéu sau d6 trd nén nham 1an va bi treo.

Tén cong Teardrop
Hinh 2.3. Tan cong Teardrop

Néu nguoi ding khong co cac ban vé (patch) dé bao vé khoi cudc tin cong

DDoS nay, hiy v6 hiéu héa SMBvV2 va chin cac cong port 139 va 445.

Tén cong Smurf

Smurf Attack

N ICMP Packets
with spoofed IP

3 ICMP Responses

U redirected to victim

Hinh 2.4. T4n céng Smurf
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Dé bao vé thiét bi khoi cudc tdn cong nhu thé nay, ching ta can phai tit cac
broadcast IP dugc phat truc tiép tai cac bd dinh tuyén router. Diéu nay s€ ngan chan
yéu cau broadcast ICMP echo trén céc thiét bi mang. Mot tuy chon khac 1a dinh cAu

hinh hé thdng cudi dé ngin ching phan hoi cac gbi ICMP tir cac dia chi broadcast.
Téin cong Ping of Death
Loai tdn cong nay st dung cac goi IP dé ping mot hé thdng muc tiéu co kich
thude IP t6i da 1a 65,535 byte. Cac gbi IP ¢ kich thudce nay khong duoc cho phép,
vi vay hacker s& phan manh géi IP. Khi hé théng muc tiéu tap hop lai géi tin, né co

thé bi qua tai by dém va cac su co khac.

Ping of Death

How it works

IP fragments [o—:z]
EE. . EE ; f—r=]
[—E]
Attacker Target
system
Ping of Death packet — .

ICMP

20 bytes 8 bytes

Hinh 2.5. Tin céng Ping Of Dead

Botnet

Botnet 1a hang tri¢u hé théng bi nhiém phﬁn mém doc hai dudi su kiém soét
ctia hacker dé thuc hién céac cudc tn cong DDoS. Cac bot hodc hé théng zombie nay
duoc str dung dé thuc hién cac cudc tan cong chdng lai hé théng muc tiéu, thudong
1am qua tai bing théng bandwidth va kha ning xir Iy ctia hé théng muc tiéu. Cac cude
tan cong DDoS nay rat kho truy dau vét vi cac botnet nim & nhiéu vi tri dia Iy khac

nhau.
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Hinh 2.6. T4n cong Botnet

Botnet c6 thé duoc giam thiéu bang cach:

Loc RFC3704, noi ma sé tir chéi luu luong truy cép tur cac dia chi gid mao
(spoof) va gitp dam bao ring luu luong truy cap co thé truy ddu dén ding mang

nguén ctia no. Vi du, bd loc RFC3704 s& dé cac g61 tur dia chi danh sach bogon.

B loc black hole, 1am giam luu lwong truy cap khong mong mudn trudce khi
n6 di vao mang dugc bao vé. Khi mdt cude tAn cong DDoS duogc phat hién, may chu
BGP (Border Gateway Protocol) s& giri cac ban cip nhét routing dén cac bo dinh
tuyén router ISP dé chung dinh tuyén tat ca luu luong truy cap dén cic server nguoi

dung va st dung interface null0 ¢ budc tiép theo.

2.2.4. TAn cong co s& dir liéu (SQL injection)

Ké thn cong “ tiém ” mot doan ma doc hai vao co so dit li¢u sir dung ngon ngir
truy van c6 ciu trac( SQL), myc dich 1a khién may chu tra vé nhitng thong tin quan
trong ma khong dugc tiét 16. Cac cudc tin cong SQL injection duoc xuét phat tir 1
hdng cta website, ké tin cong c6 thé tan cong don gian chi bang cach chén doan ma

doc vao cong cu Tim kiém la da co6 thé tan cong website.
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uuuuuuuuuuu

aaaaaaaaaa

aaaaaaaaaa

Hinh 2.7. Tén cong co sé dir lidu

2.2.5. Khai thac 16 hdng Zero-day (Zero day attack)

L hong Zero-day ( hay con goi 1a 0-day vulnerabilities) 1a cac 16 chua dugc
cong bd, cac nha cung cap phan mém chua biét t6i do d6 chwa c6 ban va chinh thirc.
Do @6, viéc khai thac cac 16 hong méi nhu vay 1a cuc ky nguy hiém va khong thé
doan trudc, dong thoi co thé gy ra hau qua nghiém trong cho ngudi ding va chinh

nha xuat ban san pham.

—

LEhéngmei e %)
0 nong mor

e
-
. example.com

Mgudi dang x !

CSDL
L3 héng d biét

Hinh 2.8. Khai thac 16 hong Zero-day
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2.2.6. TAn cong Man in the middle (MitM)
Mot tin cong MitM xay ra khi mot hacker tu chén vao giira cac giao tiép cia

client va server. Dudi day 1a mot sé kiéu tan cong man-in-the-middle phé bién:
Session hijacking (chiém quyén diéu khién)

Trong ki€u tan cong MitM nay, hacker chiém quyén diéu khién mot phién ban
gifra client va server mang dang tin cay. Vi dy, cudc tan cong co thé dién ra nhu thé

nay:

e May client két ndi véi server.

e May tinh cta hacker gianh dugc quyén kiém soat may client.

e May tinh ciia hacker ngat két ndi may client khoi server.

e Hacker thay thé dia chi IP cua client bang dia chi IP ciia chinh no va
gi4 mao sequence number cua client.

e May tinh ctia hacker tiép tuc trao doi dit liéu véi server va luc do server

tin rang nd van dang giao ti€ép véi may client.

=
[==)
Victim T Server
1P 192.168.1.23 sniffing a legitim session
Attacker

Q ®
Disconnected

Victim Server

DDOS
Attack

Attacker
1P 192.168.1.23

i

Hinh 2.9. T4n cong Man in the middle
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Gia mao IP (IP Spoofing)

Gia mao IP dugc hacker sir dung dé thuyét phuc hé thong rang né dang giao
tiép voi mot thue thé (entity) dang tin cdy, da biét va cung cap cho hacker quyén truy
cap vao hé thdng. Hacker s& giri mot gbi voi dia chi ngudn IP cia mot server dang tin
cdy, da biét thay vi dia chi ngudn IP cta chinh né téi mot host muc tiéu. Host muc

tiéu co thé chap nhan goéi tin d6 va hanh dong theo né.
Replay

M5t cudc tan cong phat lai xay ra khi hacker chan va luu céc tin nhén cii. Sau
d6 ¢b ging giri ching di bang cach mao danh mét trong nhitng ngudi tham gia. Loai
nay cé thé dugc d6i pho dé dang véi viée gidu phién ban thoi gian hoic sb nonce (mot

s6 ngau nhién hodc mot chudi thay doi theo thoi gian).
Replay attack

Original Communication

Cal

User Server
5n|ﬁ¥ Jsplau

(hash) [hash)
Hacker

Hinh 2.10. T4n cong Replay

Hién tai, khong c6 cong nghé hoac cAu hinh duy nhét nao dé ngan chan tat ca
cac cudc tan cong MitM. Néi chung, viéc ma hoa va ching chi sé SSL sé& cung cip
bié€n phap bao v¢ hiéu qua chéng lai cac cudc tin cong MitM, dam bao ca tinh bi mat
va tinh toan ven cua thong tin lién lac. Nhung mét cudc tAn cong man-in-the-middle
c6 thé xAm nhap vao gitra cac giao tiép theo cach ma viéc ma hoa ciing khong giup

ich dugc gi.
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2.2.7. Cac loai khac

Ngoai ra, con c6 nhiéu hinh thirc tin cong mang khac nhu tin cong chudi cung
g, tan cong email, v.v. Mdi hinh thirc tan cong déu c6 nhiing dic diém riéng, ngay
cang phuc tap va tinh vi budc cac ca nhén, t6 chirc phai thuong xuyén canh giac va

ludn cap nhat cac cong nghé phong chéng mai.
2.3. Mt sb giai phap phong chong tan cong mang ndi bd

2.3.1. St dung twong lira (Firewall)
2.3.1.1. Khai niém

Firewall 1a thudt ngir xuat phét tir trong phong chay chita chay cong trinh xay
dung, nguoi ta da thiét ké ra cac birc tudng ¢ chirc nang chong chay lan, dé khi xay
ra hoa hoan, ltra s& bi chin lai tai cac btrc tudng co thiét ké dic biét nay. Thuat ngir
nay duoc ap dung vao an toan thong tin, Firewall co tac dung 1a mot hé théng phong
thu, bao vé dit liéu khoi su tin cong, va la “chét chan”, kiém soat thong tin ra vao hé

théng, han ché nhitng truy cip trai phép.
2.3.1.2. Twong lira cirng

Tudng lira cirng hay Hardware Firewall 1a thuat ngi chi cac thiét bi phan cimg
c6 chirc nang kiém tra tat ca cac dit liéu di qua va chin cac géi dir lidu nguy hiém,
hoic céc truy cap khong mong muén. Tudng lira cirng thuong duoc dit tai phia ngoai

cua mang ndi by, don dir li¢u tir ngoai trude khi duge dua vao trong mang ndi bo.

Trong cac mang nhoé hodc tai gia dinh, céac thiét bi dinh tuyén nhu Router hoac
Modem ciing dugc tich hop tinh ning tudng lia va cling duoc coi nhu mot thiét bi

tuong Itra clirng.
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Hinh 2.11. M6 ti co béan vj tri ciia twong lira cirng trong mang

Uu diém ciia twong lira cing:

- Téc d6 phan hdi nhanh: ¢6 thé xir Iy nhiéu ludng dit lidu ciing luc, phu hop véi
mang co luu lugng truy cap lon.

- Bao mat tot: tuong lira cimg thudng sir dung hé didu hanh riéng va it bi tan
cong, c6 thé thiét 1ap cac quy tic, cac chinh sach dé ngin chin tin cong va han
ché truy cap.

- Linh dong: tudng ltra ctrng 13 mot thanh phan trong mang, nén c6 thé dé dang
duoc quan 1y, co thé thay ddi, tt, hodc cAu hinh lai ma khong lam anh huéng

dén hoat dong cua mang noi bg.
Han che cua twong Iira clirng:

- Gia thanh cao: d¢ trang bi mot thiét bi twong lira cing chuyén dung doi hoi
mot khoan kinh phi twong d6i 16n, vi vy chi phit hop voi nhiing t6 chire, doanh
nghiép c6 quy mo 16n.

- Kho dé quan tri: tuy bao mat rat tt nhung lai yéu cau ngudi quan tri ¢ trinh
d0, dé o thé cAu hinh, tao cac luat, chinh sach cho phu hop véi mang ndi bo

dang st dung
2.3.1.3. Twong liva mém

Tuong Ira mém la cac phan mém c6 chirc nang kiém soat truy cap tr bén
ngoai, chan céc truy cép trai phép, cdc ma doc, v.v... Cac phan mém nay thuong

duoc dong goi va cai dat trén hé diéu hanh hoic tich hop san trén hé diéu hanh (vi
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du nhu Windows Firewall (Windows Defender) di kém hé diéu hanh Windows cia

AYS Firewall 2.1 X
Bain Page : : 1
Welcome to Quick Security page of AVS Firewall!
& NetworkRules Select security mode: Hore ootions
FJ{" Rl Dafercier off Al the connections are aliowed thak makes your compuber more waunerable.
. Custom Al the connections are controlled by your own rules,
(XY Arkheonce: High 4l the: connections are rejected.
B parent Controd
il Registry Defender
=t This component protects regstry from beng More options
= Mpnitoring ek v modified by malicious software
i atistics Fm— Anti-banner
This companent blocks the undesirable web page Mors options
content and advertising stuff in programs.
Jaurnal
b ] Parent Control
This companent lenks the list of web sites allowed Hors options
Setings ek s tobee viewed.
Abouk

Hinh 2.12. Phan mém twong lira AVS Firewall

Uu diém cia twong lira mém:

- D& cai dat, d& cAu hinh: cic phan mém c6 tinh ning tudng lta trén hé didu
hanh déu rat dé cai dat, chi can vai thao tac va khong doi hoi nhiéu k¥ ning dé
c6 thé str dung. Céc ciu hinh ciing thudng dugc ty dong san, c6 thé tuy chinh
néu c6 chuyén mon

- Chi phi ré: tuong lira mém thuong mién phi. Hau hét cac phan mém bao mat
hién nay déu cho cai dit mién phi, ban tra phi s& c6 thém chtrc ning nhung
cling khong quéa dat, phu hop véi nhu cau ca nhan va to chire doanh nghiép

nhd
Han che cua twong Iira mém:

- Bao mat chua cao: vi la cac phén mém gia ré hodc mién phi, nén do bao mat
chua dugc cao, van c6 nhirng 16 hong va s& phai lién tuc cap nhat cac ban va
m&i nhét dé tranh tin cong.

- Linh dong: kho hodc gin nhu khong thé can thiép sdu vao cic quy tic, chinh

sach co san.
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2.3.2. Cong nghé¢ phat hién va ngan chan xam nhap IDS/IPS
2.3.2.1. Phat hién xAm nhap IDS

Hé thong phat hién xdm nhép IDS (Intrusion Detection System) 1a nhitng
phan mém, cong cu c6 kha ning giam sat mang, phat hién nhiing bat thuong, cac
hanh vi trai phép, cd ging xam nhap vao hé thong. IDS c6 thé phat hién va phan
biét duogc tAn cong tir bén trong (mang ndi bo) hay tir bén ngoai (tir cac hacker loi

dung 15 hong bao mat).

Intrwsionw Detectiow System

= Forensic
@ Analysis
IDS
)
7= :, e
= Administrator
A
\ Internet LAN

Hinh 2.13. M6 hinh dién ta hé théng IDS

H¢é théng IDS hoat dong dya trén cac nguy co da biét (tir cac co so dir lidu vé

bdo mat) hodc dua trén su bat thuong khi so sanh luu luong mang.
Chtrc nang chinh cua hé théng IDS:
- Giam sat luu luong mang, va cac hanh vi bat thuong.
- Cénh bao vé nhiing tinh trang bat thuong cho hé thong va quén tri vién.
- Két hop voi cac hé théng giam sat khac, tuong Itra, anti-virus, tao nén mét hé
théng bdo mat hoan chinh cho mot mang ndi bg.

2.3.2.2. Ngan chan xam nhap IPS

Hé théng ngin chin x4m nhap IPS (Intrusion Prevention System) 13 nhiing
phan mém, cong cu c6 kha ning theo ddi, ngin chin kip thoi nhirng hanh vi tin cong,

xam nhap mang ndi bo.
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Chtre ning chinh cta hé thong IPS 1a xac dinh cac méi nguy co, va luu lai log
cac thong tin ndy. Két hop véi cac luat va chinh sach cia tudong lira dé chin cac hoat

dong nay va dua ra bo céo chi tiét.
Hé théng IPS hoat dong twong tu IDS nhung ngoai viéc gidm sat, theo doi, thi

IPS con chii dong ngan chin kip thoi cac hanh vi gay nguy hiém cho hé thong. IPS

va IDS c6 céc tap luat, chinh sach giéng nhau.

Intrusion Detection System (IDS) Intrusion Prevention System (IPS)

Entarnat

&=
= \\:\ /E?, = Frewall 8
Firowall v =
Y o
= -
= . g—
s
E Corporate Network Corporate Network E
Mamagement
Hanngomant
? F 9 F "
Web E-mall Web E-mall
Server
Sorver Server Sevee

Hinh 2.14. Sw khac nhau giira IPS va IDS

2.3.3. Mang riéng 40 VPN

Mang riéng 40 VPN — Virtual Private Network tao ra cac két ndi mang riéng
tu giita cac thiét bi trén moi trudng Intranet. VPN duogc dung dé giri nhan dir liéu mot
cach an toan va 4n danh qua cac mang cong cong. V& co ban VPN s& che diu dia chi
IP ciia ngudi dung va ma héa dir liéu dé nguoi duoc cip quyén méi co thé sir dung

duoc.
Uu diém ctia VPN mang lai:

- Antoan: ngudi giri ¢6 thé ma hoa cac goi dit liéu trude khi giri ching di. Bing
viéc d6, s& han ché duge nhitng ddi tuong xAu truy cap va xem trom goi tin.
Néu c6 1y dugc goi tin nhung khong giai ma dugce thi ciing khong st dung

duoc.
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- Tinh toan ven cua dir li€u: ngudi nhan co thé kiém tra xem tap tin minh nhan
duoc so véi tap tin dugc gui di ¢6 nguyén ven hay khong, c6 thay dbi gi trong
qua trinh giri hay khong.

- Xéc thuc ngudn gdc: ngudi nhan cb thé xac thuce duoc ngudn gde cua cac tip

tin, dam bao dung ngudi giri va ngudn thong tin.

M& hinh may chd VPN

may tinh mdhéa  maychd khéngmidhoa Intemet
VPN

Hinh 2.15. M6 hinh VPN

2.3.4. Mang LAN 40 VLAN
Mang LAN 40 VLAN — Virtual Local Area Network 1a mdt nhém cac thiét bi
mang va thiét bj dau cudi, duoc gom lai mot cach logic, dua theo cac yéu td dac trung

nhu chure nang, bg phan, vi tri dia 1y, img dung...
Loi ich khi st dung VLAN:

- Tiét kiém bing thong cua hé théng mang.

- Tang cudng kha ning bao mét: do co thé tao cac chinh sach, tap luat riéng cho
ting mang VLAN. Céc thiét bj & VLAN khac nhau khong thé truy cép nhau
trr khi dugc nguoi quan tri mang cho phép

- Kha ning mé rong cao: dé dang thém hoic loai thiét bi ra vao mang VLAN
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Hinh 2.16. M6 hinh VLAN trong mang néi bo

2.3.5. Cac bién phap khac

Poi voi ca nhan:

- Khéng nén truy cip vao cac diém Wifi cong cong ma khong can mat khau

- Khéng str dung phian mém bé khoa (crack) trén mang

- Bdo vé mat khau cho c4 nhan béng cach dat mat khau phtc tap, bat tinh nang
bdo mat 2 16p — x&c nhan qua dién thoai,...

- Cap nhat phan mém, cac ban va 15i cta hé diéu hanh 18n cac phién ban méi
nhit va duoc nha san xuat khuyén nghi.

- Can than khi nhan E-mail, kiém tra k¥ tén ngudi giri, canh giac khi click vao
link la, dé phong tranh mail Lira dao chuyén huéng ngudi dung dén cac trang
gid mao.

- Khéng duoc tai cac File khong rd ngudn gde

- Han ché sir dung céc thiét bj ngoai vi nhu Usb dung chung.

- Cai dat phan mém diét Virus uy tin.

P6i véi to chire cong ty, doanh nghiép
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- Nghién ctru va xay dung cac chinh sach bao mat véi cac diéu khoan rd rang,
chi tiét va minh bach.

- Lua chon k¥ phdn mém va di tac, vu tién nhitng phan mém c6 cam két bao
mAt va cap nhat bao mat thuong xuyén, khong nén sir dung phan mém bé
khoéa trong mang ndi bd.

- Céapnhat phén mém, cic ban va bao mat, Firmware thiét bj 1én phién ban
méi nhat duoc nha san xuat khuyén nghi.

- Str dung céc dich vu luu trir ddm may uy tin cho muc dich luvu trir dir licu.

- Can danh gia bao mat va xay dung mot chién lugc an ninh mang téng thé cho
cong ty, bao gdm cac thanh phan: bao mat cho Website, bao mat hé thong may
chi, mang ndi bg...

- Thuong xuyén td chure cac budi hudn luyén, dao tao, trang bi kién thuc vé st

dung Internet an toan cho nhan vién.

2.4. Két luan Chuong 2

Trong Chuong 2, luan vin di trinh bay mot s van dé nhu: téng quan vé an
toan va bao mat thong tin, mot ) ky thuat tan cong mang ndi bod phé bién nhu:
Malware, Phising, DoS va DDoS, SQL injection, Zero-day attack, MitM. Ngoai ra
luan van con dua ra mot sd gidi phap chéng tan cong man ndi bo nhu Firewall,

IDS/IPS, VPN, VLAN va mdt s6 bién phép lién quan dén yéu t6 con nguoi.
Tuy nhién do sd cac phwong phap tin cong ngay cang tinh vi va lién tuc thay

do1, nén viéc phong chong cling vi vady ma gdp nhi¢u khé khan do d6 can c6 su thu

nghiém va danh gia.
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CHUONG 3: THUC NGHIEM VA PANH GIA

3.1. Phan mém hd tro thuc nghiém
3.1.1 Cong cu gia lap EVE-NG

EVE-NG (viét tit cia Emulated Virtual Environment — Next Generation)la
mot trong cac cong cu gia 1ap (emulator) t6t nhit hién nay. Cung céc tinh ning cua
UnetLab, Eve-ng c6 thé gia lap duoc rat nhiéu loai thiét b mang dang duoc st dung
rong rai nhu router, switch cua Cisco (st dung Cisco IOL hodc 10S), thiét bi mang

cua Juniper, nhiéu loai firewall thong dung khac nhu ASA, Pfsense.

Cisco IOL — Cisco IOS on Linux, hoac mot dang khac 1a Cisco IOU — Cisco
I10S on Unixla loai I0S chuyén dung cho viéc test tinh ning cua Cisco dugc viét dé
chay trén nén hé diéu hanh Linux (IOL), cho kién triic i386 hodc trén nén hé diéu
hanh Unix (IOU), cho kién triic Sparc. Cac hé diéu hanh loai nay chi dugc sir dung
cho nodi b cua hing Cisco hodc cho cac khach hang dugce uy quyén va dugc cip
license. Trong thuc té, hai thuat nglt [OL va IOU thuong dugc st dung hoan doi véi

nhau.

Hinh 3.1. Cong cu Emulated Virtual Environment — Next Generation
Uu diém vwot trdi cia EVE-NG

HO trg thém giao dién ngudi dung html5, trién khai thém cac tinh ning telnet,

vnc, va rpd két ndi trén cac thiét bi ma khong can phai mo thém mot TCP port



39

m6i. Diéu nay cho phép dé dang hon trong viéc chay EVE trén cac may chu
server & bat ki dau va cung cip co ché remote dé co thé lam viéc véi nhiéu
nguoi dung hon.

- Céc node di tat gio dd duge phan biét cac node khac thong qua mau sic (mau
xam cho céac node da tit thay vi chi toan mau xanh cho moi node), do d6 co thé
dé dang nhan ra node nao dang chay va node nao d tit.

- UKSM dugc thyc hién va kich hoat mic dinh, 1am giam thiéu dang ké bd nhd
khi so sanh véi Unetlab.

- Nhiéu loai image dugc hd tro hon. Thém vao do, ta co thé tim va loc ra image
khi thém node méi, diéu nay that tuyét voi boi vi néu mot list dai cac image thi

s€ lam ton cong tim image ma minh mong muon.

3.1.2. Hé diéu hanh Kali Linux
Kali cung cap mot loat cac tinh ning khong thé tim thay trén cac ban phan

phéi Linux truyén thong:

- Trén 600 cong cu kiém thtr bao mat hacking, pentest, v.v...

- Céc cong cu thu thap thong tin mang Nmap, Wireshark, v.v...

- Céc cong cu tap trung tan cong, khai thac vao Wifi nhu Aircrack-ng,
Kismet va Pixie.

- Déi v6i cac nhu cau kiém thir tin céng khai thac vao mat khiu s& c6
Hydra, Crunch, Hashcat va John the Ripper.

- Cb rét nhiéu cac cong cu hacking dugc cap nhat lién tuc.
Uu diém
Tinh an toan: Doi ngii phat trién ciia Kali Linux 1a nhiing ca nhan dugc tin

cay duoc cam két v€ cac goi va su tuong tac vdi cac kho luu trir - tat ca duoc thuc

hién bang nhiéu giao thirc bao mat.

Phan hat nhan cua Kali Linux can duoc dua vao cac ban stra 101 mdi nhat dée

dam bao an toan va duoc lién tuc cap nhat dé dé phong nhiém virus.
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H¢ thong ma nguon mé va mién phi: Linux luén phat trién theo mo6 hinh ma
nguon mé nén Kali Linux luén dugc mién phi, va tat nhién tat ca cdc ma nguon cua
Kali Linux ciling 1a ma nguon ma, tat cd moi nguoi co6 thé tuy chinh va thay doi theo

nhu cau.

KALI LINUX

Hinh 3.2. H¢ diéu hanh cung cip cic cong cu kiém thir tin cong Kali Linux

Uu diém vé phan mém va phan cing: Kali c6 thé sit dung cac repository
cua Debian ho tr¢ viéc cai dat dugc nhiéu phan mém va cip nhat phan mém nhanh

chong

Kali Linux lién tuc cai tién kha ning twong thich v&i thiét bj phan cing cua
rat nhiéu loai nhu dién thoai, raspberry, laptop, server, cloud, v.v... c6 thé cai dat trén
bat ki thiét bi nao

Uu diém vé két ndi mang wifi va thiét bi khong day: Kali Lunux hd trg
rat tot cho mang wifi (khong day), diéu nay gitip cac chuyén gia bao mat co thé thuc

hién tan cong va kiém thir kha nang bao mat ctia Wifi.
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Kali Linux dugc cai tién dé hd trg nhiéu thiét bj khong diy nhat co thé, cho
phép n6 hoat dong tdt trén nhiéu loai phan cimg va 1am cho no twong thich véi

nhiéu thiét bi khong day va USB khéc nhau.

S6 lwong phan mém hd tro han ché, khong da dang va thong dung nhu cic

hé diéu hanh khéc.

3.2. Cai dit va trién khai mo hinh
- Tai va cai dat may 4o Eve-Ng trén Vmware

- Man hinh sau khi dang nhép vao eve vdi user: root va password: eve

[ eve-neva.s [[3* Debian 10.x 54-bit

Eve-NG (default root passuword is "eve’)
Use http:/,192.168.172.128~

eve-ng login: root

Password:

Last login: Mon Nov 14 22:50:12 +07 2022 from 192.168.237.1 on pts/0
Welcome to Ubuntu 16.04.2 LTS (GNU-Linux 4.4.14-eve-ng-ukms+ x86_64)

* Documentation: https:ishelp.ubuntu.con

= Management : https:sslandscape.canonical .com
= Support: https:ssubuntu.comsadvantage
rootReve—ng:"H#

Hinh 3.3. Cai dat Eve-ng trén VMware
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- Truy cap http:/IP_Eve/ bang trinh duyét ding nhap vao eve bang

Username: admin va password : eve.

T

192.168.172.128,

2.0.3-59

Signin to start your session

Hinh 3.4. Pang nhip tai khoan sir dung Eve-ng

Sau khi ding nhap vao Eve, import file Lab da dung san:

FManagement » 8 System «

sk File manager Frent position

[ sasoise | IR-Final-Challenge-1b

o (m|elxlalfaaio =i s
b i »
IR (R-Final-Challenge-1b.unl 5 I .‘ ' ;
| - - — =
s
- 2
- - -8
s
Lab Path: /IR-Final-Challenge-1b.unl Description:

Hinh 3.5. Import so' do lab di tao
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M6 hinh mang dugc st dung trong demo:
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B Local-SERVER-3
192.168.200.1

/
~ 192.168.200.13

e

Hinh 3.6. M6 hinh thir nghiém

3.3. Kich ban thir nghiém

Nhu di trinh bay tai Chwong 2, hién nay c6 rat nhiéu hinh thirc tin cong
mang ndi bd, cac hinh thirc tan cong rat tinh vi va ludn thay doi. Tuy nhién trong
pham vi luan van, hoc vién chi co thé thuc nghiém dugc mot ) phuong phap tan
cong, bao gdom:

Tén cong tir trong mang nji bj:

v MAC-Overflow: May attacker s& nim cing mang ndi bo v6i may nan nhan
sau d6 thuc hién tn cong DoS thiét bi Switch ma 2 may dang ndi dan dén
Switch bi sdp ngudn, reset anh huong dén hé théng mang.

v' ARP- Poisoning: Ké tAn cong s& gia mao va tir d6 danh cip thong tin dit liéu

trong ndi b khi cac PC nan nhan giao tiép trong mang ndi bo.

Tan cong twr bén ngoai vao hé thong:
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v Access-Cracking: May attacker & bén ngoai outside sir dung cac cong cu scan
nhu nmap dé do ra duoc dia chi IP public cia cong ty tir d6 do tham duoc
thong tin cua thiét bi va nghién ctru 16 héng dé tin cong vao ving bién. Sau

d6 st dung cong cu Hydra dé bé khoa mat khau xdm nhédp vao hé thong.

Ca 3 phuong phap tin cong trén déu st dung chung mot bai Lab, mot mé hinh

mang dé thyc nghiém (hinh 3.6)

3.3. Tién hanh tn cong va phong thii trén mé hinh thir nghiém

3.3.1. K¥ thuat tan cong MAC-Overflow

3.3.1.1. Téng quan vé tan cong lam tran bang MAC

T4n cong 1am tran ban MAC 1a mét dang tin cong tir chdi dich vu (DoS) véi
muc dich chinh 1a 1am tran bd nhé MAC dan dén thiét bi hoat dong khong chinh xéc
hodc gy gian doan két ndi trong mang noi bo.

Tan cong lam tran bang MAC dua vao diém yéu cta thiét bi chuyén mach cu
thé 1a thiét bi Switch: bang MAC chi co thé chira duge mot sd hitu han cac anh xa
(nhu switch Catalyst 6000 c6 thé chua tbi da 13 128.000 anh xa) va cic 4nh xa ndy
khéng phai ton tai mai trong bang MAC. Sau mot khoang thoi gian nao d6 thuong 1a
300 s néu dia chi nay khong dugc dung trong viéc trao ddi thong tin thi né s& bi g&
b6. Khi bang MAC duoc dién, tit ca thong tin dén s& dugc giri dén tit ca cac cong
ctia nd ngoai trir cdng ma n6 nhan duogc, vi viy chirc ning chuyén mach khong khac

gi chirc nang cia mot thiét bi hub.

Hinh minh hoa duéi ta thiy host C cua attacker giri lién tuc hang loat cac ban
tin c6 dia chi MAC gid mao 1a host X va host Y. Tur d6 switch s€ cap nhat dia chi cta
cac host gia mao nay vao bang MAC. Két qua 1a tir host A gtri tin dén cho host B thi
dia chi ciia B khong ton tai trong bang nén géi tin dugc switch giri ra cac cong cua

n6 va ban tin A chi gui riéng cho B cling s€ dugc chuyén qua C.
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MAC B

MAC C

MAC B

MALC C

Hinh 3.7. Minh hga bang MAC

3.3.1.2. Phuong thirc tin cong MAC-Overflow
Attacker ndm bén trong sau khi da chiém quyén hodc nhan vién di bi mua

chudc, gian diép truc tiép tin cong tir bén trong ving inside:

1721601 e
111250 GATE
1721602
8 Telnet-SERVER- PC.2: started
! SW14 started
B internet SERVER-6
o
’
EIDOD)I . 111253 =
l_.) -
~ EB @ CD —,
Swi3 W GATE Intermet-cloud -vmware
1000254 @ Frewal (vord) |, WOuiteAttacker
111024 ~
10001 o~ 3
' 192 188 200 0/24 =
ASDM-cloudd-vmaares ﬂ@' "
»swis (z00) 3 X KALI

-m = A

192 169.200.1 - _b@ :

! |

Irsida-cloud tvmware 1
V' WinsideAttacker  /
AY ’
192 188200 13

»PC2

Hinh 3.8. So' @6 tong quan Kich ban MAC Overflow trén Eve-ng
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Mo may 4o Kali linux:

Library

O Type here to sea.. ¥
= S m PO
= [ My Computer
[} EVE-NGV2.5
I3 Debian 10 64-b

I Shared VMs

x
{A) Home ) shared vMs [} eve-ng.s [ Debian 10.x 64-bit

File Actions Edit View Help

Home

ettercap-gr

DNS attack

Hinh 3.9. Mé may 40 Kali linux

Muc tiéu tin cong MAC size cua thiét bi switch:

Guri lién tuc MAC gid mao khién treo switch

Switch cling s€ bi tAn cong tur chdi dich vu

Ban MAC bj dién day nén full dan dén cac MAC PC hop 1¢ khong dat duoc
& bang nira -> Swich s& hoat dong kiéu flooding (cac PC trao d6i dit liéu véi
nhau thay vi truyén ding cng thi no chuyén dén cac cong vi khong tim MAC

cac PC kia do hét chd) nén attacker c6 thé nghe 1én.

Bang MAC trudc khi bi tan cong:
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Hinh 3.10. Hién thi bang MAC thiét bi SW14 ban dau

Truy cép terminal may Kali:

v" M6 terminal Kali:

/home/kali

Hinh 3.11. M§& terminal may kali linux
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v’ Cai dat géi dnsiff

Hinh 3.12. Cai dat goi dnsiff

e St dung cau 1énh macof —I ethO

l@ root@kali: fhome/kali i O x

Hinh 3.13. Sir dung I1énh DoS thiét bi SW14

Xuét hién cac MAC g1d mao dugc Kali gui lién tuc:
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@ root@kali: /home/kali — O K

Hinh 3.14. May attacker giri lién tuc cac dia chi MAC gida mao
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Bén SW4 ta chay lai cau 1énh show mac table dé xem MAC address tir cac

cong:

SW14 - O x
o
Vlan

1

[ e et e It Y O et R 2 I 2 I o

Hinh 3.15. Hién thi bing MAC trén SW14 sau khi bi attack

Ta thay xuét hién rat nhiéu MAC gia mao traffic tir cng E0/1:

o Sur dung cau I€nh clear dé x04 cac MAC gia mao

SwWi4 =t O >
=

Hinh 3.16. Clear bang MAC trén SW14
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3.3.1.3 Giai phap phong vé
Giai phép ta sir dung port security bang ciu 1énh cho SW4 :

- interface e0/1

- switchport mode access

- switchport port-security

- switchport port-security maximum 12

- switchport port-security mac-address sticky

- switchport port-security violation shutdown

Giai phap port security trén mot cong nay chi cho 1 sé lwgng MAC nhit dinh

nao do6 dé két noi vao va néu c6 nhieu MAC gui két ndi va s€ shutdown cong:

R SW14 - O X

&

o

Hinh 3.17. Ciu hinh port security trén SW14
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Sau d6 bén kali ta gui lai MAC dia chi gid mao lan nira:

@ root@kali: /home/thang = O Y

Hinh 3.18. Tir may attacker tin cong lai lin 2

Sau d6 kiém tra thdy cong E 0/1 cua SW4 d3 shutdown sau khi nhan qua nhiéu
dia chi MAC gia mao:

Hinh 3.19. Céng Ether0/1 ciia Sw14 tu dong ngit khi thiy diu hiéu attack
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Kiém tra lai dia chi MAC thay khong c6 thay doi bat thudng.

Hinh 3.20. Kiém tra lai bang MAC ciia thiét bi SW14 thay binh thwong

Kiéu tin cong nay c6 2 hiu qua:

Do qua nhiéu traffic dién ddy bang MAC tiéu ton nhiéu 6 nhd RAM (treo
switch), néu trén hé thong that ciing c6 thé xay ra (ddu hiéu la dén trén thiét bi switch
nhap nhay lién tuc va no sé ty restart do can kiét tai nguyén).

Do diy bang MAC nhiéu PC hop 1é két ndi véi nhau va khi trao ddi data véi
nhau thi switch s€ flooding.

3.3.2. K§ thuit tin cong ARP-Poisoning
3.3.2.1. L6 hong ciia ARP

ARP (viét tat ciia Address Resolution Protocol) 1a mot giao thirc truyén thong

duoc su dung phé) bién dé tim ra cac dia chi tﬁng lién két dit liéu tir cac dia chi mang.
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Khi d6 mot gbi tin dwge giri tir mot may dén may khac trong mang ndi bo thi
dia chi IP dich phai duoc giai quyét thanh dia chi MAC dn truyén qua tang lién két
dir liéu. Sau d6 khi biét dugc dia chi IP cua may dich va dia chi MAC cua n6 can truy
cap, mot goi tin 1a broadcast dugc gui di trén mang ndi bo. Goéi nay dugce goi la ARP
request. May destionation v&i IP trong ARP request s€ tra 101 vdi thong tin ARP reply,
n6 chira mot dia chi MAC cho IP d6 ARP 1a m¢t giao thirc phi trang thai.

May chii trong mang s& tu dong Iuu trit bat ki ARP reply nao ma ching c6 thé
nhan dugc, bat ké may khac ¢ yéu cau hay khong. Va ngay ca cac ARP chua hét han
s bi ghi dé khi nhan dugc goéi tin ARP reply méi. Do d6 khong c6 phuong phép nao
trong giao thirc ARP gitip mot may c6 thé xac nhan may ma tir d6 goi tin bat ngudn.

Co ché hoat dong nay chinh 14 16 hong cho phép ARP spoofing xay ra.

3.3.2.2. Phuong thirc tin cong ARP-Poisoning

Trong hé thong mang, ARP spoofing hay ARP poisoning, ARP poisoning
routing 1a mot k¥ thuat théng qua d6 ké tin cong gia mao thong diép ARP trong mang
cuc bo. Muc tiéu s& 1a két hop dia chi MAC cua ké tan cong cung vdi dia chi IP cia
may khac, nhu céng mic dinh (default gateway) 1am cho bat ki lwu luong truy cap

nao danh cho dia chi IP d6 duoc giri dén ké tdn cong ARP spoofing.

Diéu nay cho phép ké tan cong chin cac khung dit lidu trén mang, sira d6i luu
luong hoidc dirng tit ca luu luong. Thudng cudc tin cong nay duoc sit dung nhu mot
mé dau cho cac cude tin cong khac, chéng han nhu tdn cong tir chéi dich vu hodc céc
cudc tin cong danh cap dir liéu. ARP Poisoning 1a mot dang tin cong Man in the

Middle.
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Hinh 3.21. So @6 bai lab tin cong ARP-Poisoning

Theo so d6 trén ta tap trung cho 2 thiét bi 1a PC-2, Local-Server-3 va thiét bi
GATE doéng vai tro 12 may cha DHCP cép phét ip 1an luot 1 Local-SERVER-3:
192.168.172.131 va PC-2: 192.168.172.132. Tiép theo tir may Kali ta thyc hién tin
cong ARP-Poisoning v6i cong cu Ettercap:

Ettercap

Target1 Target 2
192.168.172.131
192.168.172.132

Jatels Delete Add
55.255.255.0 GW 192.168.172.2 DN5 192.168.172.2 "localdomain”

.255.255.0 GW 192.168.172.2 DNS 192.168.172.2 "localdomain”

5
255.255.0 GW 192.168.172.2 DNS 192.168.172.2 "localdomain”

Hinh 3.22. Trén may attacker add 2 muc tiéu PC2 va Local Server3
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Sau khi thuc hién tin cong, ta xem thong tin arp cua 2 thiét bi nan nhan déu

thdy cac thiét bi ciing 1 dia chi MAC, & déy chinh 1a dja chi MAC cua may Kali:

B Local-SERVER-3 . O >
Local

(min)

L I T O O S Y
[ T T S S

Hinh 3.23. Kiém tra bang MAC ciia cac thiét bi nan nhén

Sau d6 thyc hién may PC-2 telnet dén may Local-Server-3:
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Hinh 3.24. Thue hién tir may PC2 telnet dén Local Server 3

Tir day may kali c6 thé thuc hién nghe 1én tai khoan va mat khau st dung cong cu

WireShark:

*ethO - O X
File Edit View Go Capture WGEIEELY Statistics Telephony Wireless Tools Help

B A 3] Display Filters... — Q Q a ﬁ
Display Filter Macros... :
[ telnet Display Filter Expression... E3 -]+
Mo. Time Source )| Lengtk Info =
185 31.531083007 192.16¢ X 68 Telnet Data
187 31.539645059 192.16¢ Apply as Filter | 68 Telnet Data

109 31.731118918 192.16% 60 Telnet Data

119 31.731944906 102.16f Frepare a Filter . 60 Telnet Data
113 34.739113248 192.16¢ Conversation Filter . 60 Telnet Data
114 31.739604976 192.16% - | 68 Telnet Data
115 31.744200997 192.16% Enabled Protocols... Ctri+Shift+E | 68 Telnet Data
128 31.748534953 192.16% D de A | 68 Telnet Data
125 31.867190109 192.16¢ croref. 60 Telnet Data -
177 21 ATROIRLAR 4072 1l.:‘|9 Reload Lua Plugins Ctr|+Sh|f‘t+L [15] Tn?r\nf Nata =
v Frame 137: 172 bytes on win its) on interface eth®, id @
v Ethernet II, Src: aa:bb:cc) SCTP »E0:0e:00:00 (50:00:80:0e:00:00)
v Internet Protocol Version 4g — =
} Transmission Control Protod il > TCP Stream Ctrl+Alt+Shift+T
+ Telnet
Expert Information
50 0@ QB Be BB 02 aa bb cc 01 30 6P BE 0Q 45 cO P o .
B0 9e Se dd @8 02 ff @6 0a Bf c@ a8 c8 65 cb ald .
cB 06 0@ 17 b5 9f 3a 65 7d 05 12 Ze 45 36 50 18 e }- - .EGP
Of ed fc 43 00 02 25 20 42 61 64 20 49 50 20 61 C--% Bad IP a

64 64 T2 65 73 73 20 6f 72 28 68 6T 73 74 20 6e  ddress o v host n
G1 6d 65 ©d @a 25 20 55 Ge Gb Ge GT 77 Ge 208 63 ame - % U nknown c
6F 6d 6d 61 6e 64 208 6f 72 28 63 6f 6d 78 75 74 ommand o r comput
65 72 200 6e 61 6d 65 2c 20 6F 72 200 75 Ge 61 B2 er name, or unab

(O & Telnet: Protocol Packets: 246 * Displayed: 15 (6.1%)  Profile: Default

Hinh 3.25. May attacker sir dung cong cu Wireshark dé nghe lén

Ta c6 thé théy hién tai khoan va mat khau dé telnet dén Local-Server-3:
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Wireshark - Follow TCP Stream (tcp.stream eq 1) - eth0 S

.......... fevewseress . LOGA1-SERVER-3, Implement Security
User Access Verification

Userpamb: = ohiilei i diiain Posaiea e aaddmmiinn
Password: password

Local-SERVER-3#

Hinh 3.26. Attacker do dwgc tai khodn telnet

3.3.2.3. Giai phap
Giai phap ¢ day la ta st dung ip snooping trén Switch14 véi muc dich 1a chan céac

g6i arp gia mao clia ké tin cong. Cau hinh trén SW14 nhu sau:

Hinh 3.27. Céu hinh ip snooping trén SW14 dé phong vé
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Sau khi c4u hinh may kali thuc hién tan cong lai s& xuét hién cac dong thong bao

chin gbi ARP cua cong e0/1 SW14:

Hinh 3.28. T4n cong lai lan nira tir may Attacker thiy SW14 hién cinh bao

Va dia chi MAC ctia 2 thiét bi PC-2 va Local-SERVER-3 khong bi thay doi

wow

Hinh 3.30. Kiém tra lai bang Mac ciia thiét bi Local-Server3 thiy binh thuwong
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3.3.3. Phuong thirc tin cong Access-Cracking
Viéc hé théng muc tiéu sir dung cac cau hinh dugc thiét 1ap mic dinh boi nha
san xudt thiét bi phan cing hay phan mém lam cho viéc tdn cong vao muc tiéu dé tre

nén dé dang hon bao gio hét.

Nhiéu c6ng cu tin cong va cac mi khai thac gia dinh ring muc tiéu dang st
dung cac thiét 1ap mic dinh (default setting). Vi viy, mot trong cac phuong an phong

ngira hiéu qua va khong thé bo qua 1a don gian thay dbi cac thiét 14p mic dinh nay.

Céc rat nhiéu dang thiét 1ap méc dinh nhu: username, password, access code,
path name, folder name, component, service, configuration, setting... Nhiém vu ctia
ta la can biét tit ca cac thiét 14p mic dinh cua cac san pham phan cing va phdn mém
ma minh d3 hodc sap trién khai va ¢ gang thay d6i cac thiét 1ap mic dinh d6 thanh
céc thiét 1ap khac bi mat hon. Ta c6 thé xem trong tai liéu di kém véi san pham va
dich vu hoac tim kiém trén Internet dé biét duogc hé théng cua minh c6 nhiing thiét

lap méc dinh nao.

Vi du sau: thiét 14p mic dinh cho phép hacker c6 thé truy cép va quan 1y router
gia sir c6 tén model 14 ABC-123 ciia nan nhan tir xa c6 thé thong qua HTTP, Telnet,
SSH... 1 username va password mic dinh cua tai khoan c6 quyén quan tri. Hacker
c6 thé tim kiém trén Internet voi tir khoa “default password + ABC-123” 13 ¢6 thé d&

dang biét duoc thiét 1ap mic dinh ma mot sé ngudi dung thuong quén dbi di nay.
Giai phap 1a diéu chinh lai cac Iya chon mic dinh khi ¢6 thé nhur:
— Cb géng tranh cai dat hé diéu hanh 1én cac 6 dia va thu muc mac dinh.
— Pung cai dit cac tng dung, phan mém tdi cac vi tri chudn cua ching. ..

Ta diéu chinh cang nhiéu cac thiét lap mac dinh thi hé théng cua minh s¢€ tré
nén ‘khé tuwong thich’ hon véi cac cong cu va ma khai thac ciia hacker, dong nghia

v6i viée hacker can nhiéu no luc hon d¢€ tan cong vao muc tiéu.
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3.3.3.1. T4n cong Access-Cracking
Kiéu tin cong nay muc dich 1 do tham cac thiét bi bén trong hé théng mang
str dung k¥ thuat Nmap dé do duoc cac thong tin vé thiét bi, phién ban, hé diéu hanh,

v.v... va sau d6 tién hanh do tai khoan mat khau st dung Hydra dé bé khoa mat khau.

i 1.11.252 a5t
172.16.0.0/24 W I’ = \
-
? =
8 § =
@ m | N =
> Prwate—SERVER- 4 P Public:SERVER-1 » Internet-SERVER-6
om ~ (e0/0 ©0/0 e S
172.16.0.254 < = (e00) e ~
- 4 2
10.0/24 1.1.1.254 (0r3) | (¢ 1.1.1.253 / E] \
e
G!ND e;a/z 201 ﬂem (c0r1) ’ ]
sw » GATE Internet-cloud1-vmware1 —

\
13 )
g2 A . 192.168.200.253 (012 \ P Outside-Attacker
1.1.1.0:24 ! ;
: V = i
! oz 192 168 200 0124

s (etho) 7
> pca nE=an
-~ ~
s N
» Local-SERVER3 4 _' A
192.168.200.1 == )
2
— I
A Inside-cloud1-vmware1 —
eOiO \ B Inside-Attacker ’
\
X 18216820013, ©
== P e e T
A
» PC2

Hinh 3.31. So @6 bai lab tin cong Access-Cracking

May kali tir viing ngoai outside c6 dia chi ip 192.168.229.140:

- Nhap lénh ip a dé kiém tra thong tin IP cua card mang may Kali linux

(Attacker)
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22 linux@kali: ~ - O X

UTELY

1 from 189:

Hinh 3.32. Kiém tra dia chi IP ciia may attacker
Tir may kali thuc hién ciu 1énh ping —b 192.168.229.255 (dia chi broadcast) dé do
xem céc thiét bi ndo co thé tra 16i, tir d6 tim ra duge muc tiéu tin cong.

_ Va sau d6 ta thdy xuat hién dia chi IP 192.168.220.130 (dia chi cua thiét bi
router GATE) tra 101:
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R linux@kali: ~ - 0 X

Hinh 3.33. Ping broadcast dé do ra IP ciia thiét bi GATE

Sau d6 thuc hién cau 1énh sir dung nmap (nmap -O -v 192.168.229.130) dé thuc hién
xem chi tiét thiét bi cua dia chi tim thAy (GATE) nhu hé diéu hanh, cong dang mé,
dia chi MAC...
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linux@kali: ~ = O X
B

Hinh 3.34. Sir dung Nmap do thong tin ciia thiét bi thong qua IP

Phat hién duogc router mo céng 23 telnet may kali thyc hién do tai khoan mat khéau

dé xam nhap bang cach nhap cau 1énh nhu sau:

hydra -1 admin -P /usr/share/wordlists/rockyou.txt.gz telnet://192.168.229.130
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linux@kali; ~ B . ”

TELNET p
TELNET
TELNET
TELNET
TELNET p
TELNET
TELNET
TELNET
TELNET p
TELNET
TELNET

08 11:51-

Hinh 3.35. Do thanh cong tai khoin va mat khiu dé truy cip vao thiét bi GATE

Sau khi do duoc tai khoan va mat khau dang nhap attacker thuc hién telnet vao router:

admin

Hinh 3.36. Xam nhap vao thiét bi GATE
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Telnet thanh cong attacker tiép tuc thuc hién ciu 1énh show dé xem céac céng cua thiét

bi co6 thi€t bi nao két noi dén:

linux@kali: ~ = O X

up

adminis

up

Hinh 3.37. Nhip 1énh show ip dé do tham dwoc thong tin hé thong
Sau khi hién thi dugc thong tin dia chi ip cua cac cng router attacker tiép tuc sir dung
cau lénh:
“ip route add 192.168.200.0/24 via 192.168.229.130”

- Muc ti€u dé dan duong cho may attacker vao trong dugc vung ndi bd cé dai

ip 12 192.168.200.0/24:

Hinh 3.38. Thue hi¢n dinh tuyén cho may attacker vao bén trong mang ndi bd
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Sau khi hoan thanh viéc bypass qua vung bién attacker tiép tuc lam lai viéc ping —b

dén dia chi broadcast 192.168.200.255 dé do tham ndi bo thiét bi nao tra 1oi:

@ linux@kali: ~ = E X

Hinh 3.39. Tiép tuc do tham cac thiét bi mang trong ndi b ciia cong ty

Sau d6 thyc hién do tham sir dung nmap véi 1 trong nhing dia chi ip da tra 1oi dé

xem chi tiét thong tin thiét bi nan nhan théng qua IP (nmap -O -v 192.168.200.1):
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@ linux@kali: ~ - 0O X

Hinh 3.40. Tiép tuc l3p lai viéc do tham cac thiét bi méi trong ndi bd

Tir day ta biét duoc hé didu hanh cua thiét bi mdi va co thé biét dugc thiét bi
dang m¢ cong bao nhiéu dé thyc hién do tham va xam nhap tiép gidng nhu kich ban

¢ giai doan dau.

3.3.3.2 Giai phap

Giai phap cho kiéu tin cong nay la ta thyc hién lap thiét bi tuong ltra va ciu
hinh dtng cac luat dé chan cac luu luong trai phép truy cap vao hé thong mang hoic
van hanh thiét bi router tich hop tinh nang cta Firewall va cau hinh cac chinh sach
cu thé khong cho phép cac thiét bj bén ngoai c6 thé giao tiép dugc dén Router. Pic
biét khong dung tinh ning DHCP dé tu dong cap IP cho thiét bi méi cdm vao, chi sir
dung IP tinh va quan 1y chit ché danh sach IP da cip.
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Han ché s6 1an ding nhap va lock out néu cd tinh diing nhép sai qua nhiéu lan.
Déng thoi luu y khi cAu hinh thiét bi méi, cAn x6a hoan toan cac cAu hinh mic dinh,
cac tai khoan root, tai khoan mic dinh cua thiét bi, thay thé béng cac tai khoan khac

co tinh bao mat cao hon.

3.4. Huéng phat trién

Sau khi da thuc hién thanh thao cac cong cu trén hé diéu hanh Kali Linux va
trau doi dugc k¥ ning 1ap trinh v6i ngdn ngir Python thi hoan toan c6 thé xay dung
riéng mot Gmg dung hodc mdt trang web dé sir dung pentest cho hé thdng. Hoic co
thé tap hop cac cong cu danh gia an toan théng tin cho ngudi dung véi muc dich hoc

tap dé sir dung, tham khao va trién khai tai noi lam viéc.

3.5. Két luin Chuwong 3
Trong Chuong 3, luan vin da trinh bay phan thyc nghiém mé phong tan cong

va chéng tan cong véi 3 phuong thirc.
Tan cong noi bd theo 2 kich ban:

v MAC-Overflow: tin cong DoS lam tran bang MAC
v' ARP- Poisoning: tdn cong Man in the Middle dé chén vao vao giita hé théng

nham nghe 1én thong tin
Tan cong tir bén ngoai vao hé thong:

v' Access-Cracking: May tan cong & bén ngoai outside sir dung cac cong cu scan
nhu nmap dé do ra duoc dia chi IP public cua cong ty tir d6 do tham duoc
thong tin cta thiét bi va nghién cru 16 hdng dé tin coéng vao ving bién. Sau d6

sir dung cong cu Hydra dé bé khoa mat khau xaAm nhép vao hé thong.

DPong thoi véi mdi phuong phap tin cong, hoc vién di trinh bay phuong phap dé
phong chdng va thuc nghiém phong chdng, két qua dat duoc 1a d3 ngin duge phuong
phép tan cong d6. Tir 6 cho thdy hiéu qua cta cong tac phong chdng tin cong trong

mang ndi bo.
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KET LUAN

Trong pham vi nghién ctru, luan van da gidi thiéu téng quan vé mang noi bo,
mot s6 cong nghé 181 st dung trong mang ndi bd. Gidi thi€u so bd vé céc phuong
phap tin cong vao mot mang ndi bg, dong thoi dua ra mot s6 giai phap dé phong
chéng tin cong. Dya trén co s d6 dé tién hanh thye nghiém mo phong hé thong mang
noi bd va thyc hién tan cong bang 03 phuong phap tin cong mang (02 phwong phap

tan cong tir bén trong va 01 phuong phap tin cong tir bén ngoai).

Bam sat theo muc ti€u va nhiém vu cua de€ tai, luan van da thu dugc mot so ket

qua nhu:

v' M6 phéong duoc md hinh mang thiét ké trén cong cu EVE-NG.

v' Tim hiéu duoc cac 15 hong vé mit cdu hinh ciing nhu cac kiéu tin cong phd
bién.

v" Thanh thao mét s6 cong cu o6 san trén hé diéu hanh Kali Linux.

v Dua ra duge cac giai phap ngan chin cac cudc tan cong.
Nhitng han ché con ton tai

¢ Do kinh nghiém thuc té chua duoc nhiéu, kién thirc vé 16 héng con han ché,
va thoi gian c6 han, do vay chua khai thac dugc thém nhiéu cac kiéu tin
cong moi.

¢ Chua van dung duogc nhiéu cong cu dé tao ra ma khai thac hodc cong cu

khong ¢ san dé thuc hién tdn cong va phong chdng.
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