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MO DAU

Hién nay, IoT dang ngay cang bung nd va dugc coi 1a mot xu huéng méi. Bén
canh céc tién ich ma IoT mang lai thi IoT ciing ham chta nhitng mdi nguy hai. Trong
nhitng ndm vira qua, [oT ciing dang dan trd thanh muc tiéu hang dau cta gidi hacker
trén toan thé gidi. Vi vay, cac giai phap tng dung an ninh va bao mat cho cac thiét bi
IoT ngay cang duoc quan tim hon. Cac san phdm coéng nghé IoT ngay cang da dang
vé chat luong va bung nd vé sd luong nén hé théng phat hién xam nhap (IDS) hién
dang 14 mot trong nhiing giai phap duoc quan tdm hang dau hién nay nham bao vé
linh hoat, hiéu qua trudc vo van cudc xam nhdp trai phép trén Internet nhim téi cac
thiét bi IoT. O day, chiing ta c6 thé phat hién ngay lap tirc nhitng hanh vi truy nhip
bat thuong khi str dung k¥ thuat hoc may. Thyc hién bang cach thiét 1ap mo hinh dua
vao nhitng thuat todn hoc mdy, thuat toan thong ké hodc mang No ron nhan tao.

Do vay, v6i muc tiéu nghién ctru, tim hiéu va nim bt cac giai phap phat hién
xam nhép hiéu qua cho céc thiét bi IoT gateway, ndi dung luan vian tap trung nghién
ctru, xay dung va thir nghiém giai phap phat hién xam nhap dya trén cong nghé hoc
may cho cac thiét bi IoT gateway.

Luan van dugc trinh bay theo 03 chuong v&i ndi1 dung chinh nhu sau:

- Chwong 1 - Téong quan vé IoT, IoT gateway va cdc ky thudt phdt hién xam
nhdp: Gidi thiéu tong quan vé cong nghé IoT, khai niém, vai trd va vi tri cta
thiét bi IoT gateway, dong thoi trinh bay kién trc, thanh phan va chtic ning
clia cac thanh phan trong hé thong IDS cung kha ning ung dung, trién khai cac
hé théng IDS trén IoT Gateway.

- Chwong 2 - Gidi phdp phdt hién xam nhdp vng dung hoc mdy: Gioi thiéu
téng quan vé giai phap phat hién xdm nhdp cho IoT gateway, dong thoi trinh
bay cac k¥ thuat hoc may co ban st dung trong phat hién xam nhap, mo ta chi
tiét tap dir licu mau, phan tich va lga chon thuat toan hoc may dé hd trg cho
viéc thuc hién danh gia hiéu qua khi ing dung thuat toan hoc may trong phat
hién xam nhap cho IoT gateway.

- Chwong 3 — Thir nghigm hé théng IDS trén IoT gateway: Trinh bay md hinh
phat hién xam nhép trén IoT gateway, xay dung kién trac hé thong phat hién
xam nhap cho IoT gateway dua trén hoc may, dong thoi thiét 1ap thir nghiém
hé théng IDS tng dung giai phap mang No ron va thuat toan Random Forest tir
d6 dua ra két qua danh gia thir nghiém.
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CHUONG 1: TONG QUAN VE IoT, IoT GATEWAY VA KY

THUAT PHAT HIEN XAM NHAP
1.1 Giéi thiéu chung
1.1.1 Cong nghé IoT
ToT duoc viét tit boi cum tir Internet of Things — Cong nghé Internet van vat, mang y
nghia két nbi moi thi v6i Internet. C6 thé khai quat rang Internet of Things dé cap
dén nhiing thiét bi vat 1y & tit ca moi noi c6 kha ning két ndi véi nhau, véi Internet
dé bién moi thtr tr& nén chu dong, thong minh hon. Hién nay chung ta c6 thé bat gip
IoT & khép moi1 noi, vi du nhu xe ty 14i, nha thong minh, thiét bi deo theo ddi strc
khoe.
1.1.2 Cdc thiét bi IoT gateway
Thiét bj duoc str dung dé két ndi cac thiét bi khac voi ddm mAay hay trung tam dir liéu
s& duoc goi 1a IoT gateway. IoT Gateway co thé cung cdp co ché biao mit bo sung
cho mang IoT va dit liéu dugc nd van chuyén. Vi gateway quan 1y thong tin di
chuyén theo cé hai chiéu, do d6 c6 thé bao vé dir liéu khi di chuyén 1én dam may khoi
bi danh cip va han ché cac thiét bi IoT bi xdm pham bdi cac cudc tin cong bén ngoai.
1.1.3 Cdc vin dé an toan théng tin trong 10T
Thiét bi IoT rat dé bi tin cong mang, do d6 néu gip phai tan cong s& hinh thanh
nhitng 16 hong khi tiép xac nhiéu thiét bi, lam hé sinh thai bi 1. Nham hd trg an ninh
mang, cac thiét bi IoT déu thong qua IoT Gateway nhu thém mot 16p bao vé cho hé
sinh thai.
a. Nhing rui ro an ninh trong 0T

- Chua c¢6 mdt giao thirc chung

- Vén dé bao mat ctia cac thiét bj va Gateway

- Khong mat dir liéu

- Tén cong vat ly

- Quyén riéng tu thong tin

b. Nhitng méi de doa an toan thong tin
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- Céc thiét bi chi dugc bao vé bai ma hoa cimg hodc mat khau yéu khi két nbi
véi Internet.
- Céc thiét bi thong minh hién nay rat d& gip phai 16 hong bao mat Zero-day,
co hoi dé cac hacker sinh sbi, nay ng.
- Viéc cong khai cac CVE cua thiét bi IoT nhu Router ciing gdy anh hudng
dén uy tin ctia nha cung cip va ca doanh nghiép.
- Khi lap trinh IoT trén Linux viéc khong biét nhiing thu vién tai vé dung dé
code ciing s& 1a mot van dé hét stc nguy hiém.
1.2 H¢ thong phat hién xaAm nhap (IDS)
1.2.1 Gidi thiéu chung
IDS (Intrusion Detection Systems - Hé thong phat hién xam nhap) 1a mot hé thong co
nhiém vu theo doi, giam sat cling nhu phat hién ra cac hanh vi dang ngo, diéu nay sé
gitip ngan chin sy xAm nhap trai phép vao hé théng thong tin. Muyc dich cua IDS 1a
tim ra va ngin chin cc tin cong gy anh huong dén tinh bao mat, su toan ven thong
tin ctia hé théng. Hon thé nira, IDS con c6 kha ning phan biét giita cac cudc tin cong
tir bén ngoai voi nhitng cudc tin cong ndi bo. Hé théng IDS sé& thu thap thong tir cac
nguon trong hé thdng an ninh sau d6 phan tich nham phat hién su xadm nhap trai phép.
1.2.2 Kién tric 1DS
Hai huéng trién khai hé théng IDS 1a tap trung va phan tan. IDS tich hop cung
Firewall 1a hudng tap trung con khi nhiéu hé théng IDS trong cing 1 mang 16n duoc
két ndi v6i nhau 1a huéng phan tan. C6 2 loai hé thong IDS co ban nhu sau:
- HIDS (Host based IDS): Phat hi¢n xam nhdp duva vao vi¢c st dung dir licu
kiém tra tir mot may tram don.
- NIDS (Network based IDS): Phat hién xam nhap dua vao viéc st dung dir li¢u
tai toan by cac luu thong mang va dir liéu kiém tra tai 1 hodc nhiéu may tram.
1.2.3 Thanh phan chinh ciia hé thong phdt hién xdm nhap
IDS bao gdm 3 thanh phan chinh sau:
- Information collection (thanh phan thu thap goi tin)

- Detection (thanh phan phan tich géi tin)
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- Response (thanh phan phan hoi): khi goi tin duoc phat hién ra 1a mot cudc tin

cong

1.2.4 Chirc nang cua 1DS
Nhitng chirc nang chinh cua IDS:

- IDS c¢6 chic ning giam sat thanh phan can bao vé trong hé thong trudc cac
hoat dong bat thuong.

- IDS céan phan tich hanh vi truy cap, hoat dong, su kién quan trong lién quan
dén thanh phan duoc gidm sat dya vao nhimg hanh vi bat thuong, tap luit,
baseline.

- IDS mang dén nhitng canh bao hiém hoa an toan théng tin. Thay vi ding
nhimg thiét 1ap mic dinh thi can ning cao hon dé chdng lai ké xam nhap.

- IDS ciing phai thong ké va trich xuat bao cio.

Nhiing chirc nang co ban cua IDS:

- IDS s& cung cap 1 cach nhin tong thé vé luu lugng mang.

- IDS ciing gitp nhan dién nhitng hoat dong thaAm nhap hay tdn cong hé thong.

- IDS hd trg kiém tra nhitng su cb xay ra trong hé thong mang.

- IDS con duoc sir dung dé thu gom bang chimg nhu log, event, flow... cho qua
trinh diéu tra cling nhu ddi dau vai cae su ¢ bao mat.

- IDS s& nhén dién duoc nguy co mat an toan thong tin s& xay ra.

- IDS ciing nhanh chéng phat hién ra diém yéu cta hé thng, cac 16 hong trong
chinh sach bao mat.

1.3 Phat hién xAm nhip trong hé thong IoT
1.3.1 Kién triic chung

Kién trac chung cta IoT duoc chia thanh nim 16p bao gdm ba mién, d6 13 mién ung
dung, mién mang va mién vat 1y. Do d6, IoT c6 thé dugc tiy chinh dé phu hop v&i nhu cau cia
cac moi truong thong minh khac nhau.

Tang nhan thic 1a tang phan clmg bao gdm cic cam bién va cac ddi tuong vat 1y & cac
dang khac nhau.

Tang mang 13 ting gitip truyén thong tin tir cac d6i twong vat 1y hodc cam bién dén hé
thdng xir 1y qua cac dudng day an toan bang hé thong truyén thong.

Tang phan mém trung gian chiu trach nhiém quan 1y dich vu trén cac thiét bi IoT dé tao
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két ndi giira cac thiét bi IoT cung cip cung mot dich vu. Hon nita, ting phan mém trung gian luu
trit théng tin dén tir tAing mang trong co sé dit liéu dé tao diéu kién cho viéc ra quyét dinh trén co
s¢ cac hoat dong xur ly thong tin.

Tang Gng dung chiu trach nhiém quan 1y toan cau cic tng dung IoT. Tang tng dung phu
thudc vao thong tin duoc xir 1y trong ting phan mém trung gian.

Tang nghiép vu ciing chiu trach nhiém quan 1y toan cau cac tmg dung IoT ciing nhu quan
1y dich vu trén céc thiét bi IoT.

1.3.2 Moi truwong thong minh

Thuat ngt thong minh dung dé chi kha nang thu nhan va 4p dung kién thirc mét cach tu
chu, thuat ngit moi trudng dung dé chi moi trudng xung quanh.

M®i trudng thong minh cung cip mot s6 tinh ning nhat dinh c6 thé duoc sir dung dé nang
cao chit luong dich vu (QoS) cua cac ung dung nguoi dung. Thong tin thoi gian thuc 1a mot
trong nhitng tinh ning nay. Viéc tich hop mdi truong thong minh va IoT mang dén nhiing co hoi
moi lién quan dén QoS cua cac dich vu va tmg dung. Muyc ti€u cia moi truong thong minh la
1am cho cudc séng ciia con ngudi thodi mai va hiéu qua hon bang cach sir dung cac cam bién.
Béng mang [oT, cidc cam bién co6 thé duoc theo doi va diéu khién tir xa. M6 hinh Internet of
Things (IoT) gan day da phat trién thanh mot cong nghé dé xdy dyng maéi truong thong minh.
Do do, viéc bao mat cac hé théng ToT da tré thanh mdi quan tam chinh.

Vén dé bao mat thong tin va quyén riéng tu duoc coi 1a van dé chinh trong bat ky moi
truong thong minh nao trong thoi dai IoT. Céac 16 hong bao mat trong hé thong IoT tao ra cic
mdi de doa bao mat anh huéng dén cac tng dung thong minh. Hé théng phat hién xdm nhap
(IDS) 1a mdt co ché bao mat hoat dong chil yéu trong 16p mang ctia hé thong IoT.

IDS dugc trién khai cho hé thong IoT s& c6 thé phan tich cac goi dit liéu va tao phan hoi
trong thoi gian thuc, phan tich cac goi dir li¢u trong céc 16p khac nhau cua mang loT vdi cac
ngan xép giao thirc khic nhau va thich tng véi cac cong nghé khac nhau trong moi trudng IoT.
IDS dugc thiét ké cho mdi truong thong minh dya trén IoT s€ hoat dong trong cac diéu kién
nghiém ngat vé kha ning xur 1y thap, phan hoi nhanh va xir 1y dir liéu khdi lugng 16m.

1.4Ung dung giai phap phat hién xAm nhép trén IoT gateway
1.4.1 Cac ky thuat phat hién xam nhdp
C6 2 k¥ thuat phat hi¢én xam nhép co ban la: Hé théng phat hién xam nhép dua trén
d4u hiéu va hé théng phat hién xam nhap dua trén bat thuong.
a. K¥ thuat phat hién xam nhap dua vao d4u hiéu
Phat hién xam nhap dua trén ddu hiéu str dung 1 co sé dit liéu gom: chir ki, mo

hinh ma doc va xam nhép da biét dé€ phat hién ra cac cudc tan cong noi tiéng.
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IDS dya trén dau hiéu nay duoc thiét ké nhim phat hién cac cudc tAn cong,
xam nhap doc hai dua vao kién thuc truge do.
b. K§ thuat phat hién xAm nhép dua vao sy bat thuong
DPéi véi ky thuat phat hién xam nhap dua vao su bat thuong, mau dir liéu s&
dugc tao ra dua trén ditr liéu cua nguoi dung binh thudng va sau do6 dem so
sanh v6i cac mau dit liéu dang co dé phat hién ra diéu bat thuong néu c6. Cac
hanh dong bat thuong s€ dugc phat hién cho viéc xac dinh nhiing cude tAn
cong, dac biét 1a vdi cac cudc tAn cong chua biét. IDS dua vao su bat thuong sé
hoat dong béng cach tao ra mot mo6 hinh hanh vi binh thuong trong moi truong
may tinh da dugc cip nhat lién tuc va dya trén dir 1i€u cia ngudi dung binh
thuong, sau d6 st dung md hinh nay dé phat hién ra bt c sai sot nao so véi
cac hanh vi binh thuong.
1.4.2 Ung dung trong IoT gateway
Luan van s& tip trung md ta 2 hudng tiép can hé thong IDS 1a: Phan loai IDS dua trén

vi tri chién luge va phuong thirc phat hién.
a. Vi tri chién luoc

- MO hinh tap trung: Vi tri IDS tip trung s& duoc dit trong mot thanh phan tap
trung str dung dé phan tich cac goi tin di qua b dinh tuyén bién nim & giira
mién vat Iy va mién mang.

- MO hinh phan tan: Vi tri IDS phan tan dit moi dbi twong vat ly, ¢ day s& dé
xuét hai k¥ thuat nhu chuyén dich phu trg va quyét dinh sém. Muc dich chinh
cta IDS nay la dé giam thiéu cac tai nguyén tinh toan can thiét s dung trong
phat hién xadm nhap.

- M0 hinh lai: Vi trf IDS lai két hop cac khai niém vé vi tri tip trung va phan tan
vao dé tan dung diém manh va tranh di phﬁn nhuoc diém. Cach tiép can dau
tién 1a cho vi tri két hop t6 churc mang thanh cac cum hodc vung, chi nat chinh
ctia mdi cum luu trit mot thé hién IDS.

b. Phuong thirc phat hién
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- Dua vao chit ky: Trong cac cach tiép can dua vao chit ky thi IDS phat hién céc
cudc tan cong dua vao hanh vi ctiia hé théng hodac mang, khop voi chir ky tan
cong da duoc luu ¢ trong co sé dit li¢u cua IDS.

- IDS duya trén su bat thuong: Hay con duoc goi la phat hién dua trén sy kién.
K¥ thuat nay s€ giup xac dinh céc hoat dong ddc hai bﬁng cach phan tich su
kién. Pau tién can xac dinh hanh vi binh thuong cua mang, néu c6 bat ky hoat
dong nao khac véi hanh vi binh thuong thi d4u hiéu d6 1a mot sy xAm nhap.

- Duya vao thong s6 k¥ thuat: K thuat dua vao thong sb k¥ thuat sé hoi giéng
v6i k¥ thuat phat hién bat thuong. Nhung trong k¥ thuat nay, hanh vi binh
thudng ciia mang duoc xac dinh bang tay vi thé no cho ty 1& duong it chinh xéac
hon.

- Phuong phap lai: Phuong phap nay 13 su két hop cua cac khai niém: phat hién
dua trén dau hiéu, dua trén dic diém k¥ thuat va bat thuong dé téi vu hoa uu
diém va giam thiéu di tac dong ctuia nhuoc diém.

1.5Két luan Chuong 1
Chuong 1 gi6i thiéu tong quan vé cong nghé IoT, cac thiét bi [oT gateway ciing nhu
cac van dé an toan thong tin trong IoT. Pong thoi, ndi dung chuong ciing tap trung
trinh bay vé nhimng yéu t6 can trd va hiém hoa ciia IoT ciing nhu khai niém, kién trac
va chirc ning cac thanh phan cta hé théng phat hién xam nhap, cac ki thuat nham
phat hién xam nhap trai phép, dua ra quy trinh chung, thanh phan, mé hinh cua cac

giai phap.
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CHUONG 2: GIAI PHAP PHAT HIEN XAM NHAP UNG DUNG
HQC MAY

2.1 Giéi thiéu chung
Duéi sy phat trién cua cong nghé hoc may, nhiing giai phap phat hién xam nhap hién
d3 va dang dugc cha trong nghién ctru, phat trién ciing nhu ung dung vao thuc té
nham déng gop va cai thién ty 1¢ phat hién, tinh chinh xé4c cling nhu giam di t6i da s6
luong canh bao nham. C6 thé thiy rang bai toan phan biét cac hanh vi truy nhap 1a
binh thuong hay bat thudong va dung dén nhiing tai nguyén cua hé théng 1a mot bai
toan dién hinh trong k¥ thuat hoc may. Dua vao nhiing dic diém cia timg hanh vi thu
thap duoc, hé thong hoc may s& dung 1én md hinh tu dong phan loai dé cho ra két qua
chinh xé4c nhat.
2.2 Mt s6 ky thuit hoc may sir dung trong phat hién xAm nhap
2.2.1 K-Nearest Neighbors
K-NN duoc xem nhu mot phuong phap dé phan 16p cac dbi tugng theo khoang cach
gan nhat gitta d6i tuong can xép 16p (Query point) voi tat ca nhitng dbi tuong khac
trong dit liéu dao tao. KNN duoc st dung dé ap dung vao hai loai ctia bai toan hoc ¢6
giam sat, d6 1a phan 16p, hoi quy. C6 thé thay, két qua du doan cia mot diém dir lidu
moi s€ duoc chi ra truc tiép tir k diém dit liéu gﬁn nhat tai tap dir licu huin luyén. M6
ta thuat toan K-NN:
- X4c dinh gia tri tham sb K (s6 neighbors gan nhat).
- Tinh khoang cach giira ddi twong can phan 16p (Query Point) véi tat ca nhitng dbi
tugng trong training data (thuong st dung khoang cach Euclidean).
- Xép thtr ty khoang cach ting dan va xac dinh K lang giéng gan nhit véi Query
Point.
- Lay toan bo cac 16p cua K lang giéng gan nhat da xac dinh.
- Viéc xac dinh 16p cho Query Point s& phu thudc vao cac 16p cta lang giéng gan

nhét.
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- Trong cac bai toan phan 16p, két qua dau ra s& 1a 16p ma dit liéu thudc vé va phu
thudc vao viéc binh chon cta k diém gan nhét. Pong thoi, trong bai toan hdi quy thi
dau ra ctia mot diém dir liéu s& bang trung binh dau ra cta k diém gan nhat.

Nhitng phuong phap do khoang cach giita cac diém dé tim ra diém gan nhét phd bién
bao gom khoang cach Hamming, khoang cach Manhattan, khoang cach Minkowski.
2.2.2 SVM

SVM (Support Vector Machine) 1a thuat duoc str dung nhiéu trong cc bai toan phan
16p. Y twong ndm & viéc tim ra mot siéu mit phang phan chia cac 16p t6i wu nhat.
Cum tir ‘support vector’ nham chi ra rang cac diém nam gan siéu mat phang nhat néu
bi x0a di c6 thé khién vi tri ctia siéu mat phang bi anh hudng. Pong thoi ta ciing co
gia tri bién (margin) 1a khoang cach gitra support vector va siéu mat phang.

Siéu mit phang cang nam xa céc 16p chimg té dy doan cang chinh xac. Do d6 mic du
c6 thé tim duoc rat nhiéu siéu mat phéng cho mdi bai toan nhung viéc tim kiém duoc
mot siéu mat phéng dé bién 16n nhat van 13 muc tiéu cia SVM. Thuat toan SVM
thuong sé cho ra nhitng két qua khé chinh xéc.

2.2.3 Naive Bayes

Naive Bayes la thuat toan phan 16p dua vao dinh 1y Bayes vé 1y thuyét xac suat. Day
1a thuat toan co thé duogc sir dung cho cac bai toan nhi phan hodc phan 16p nhiéu 16p.
Thuat toan Naive Bayes sé xtr 1y tirng dac trung mét cach doc 1ap, no s€ tinh xac suét
ctia moi dic trung trudc va dua ra du doan dua vao dinh Iy Bayes. Thuat toan Naive
Bayes c6 uu diém don gian va dé hiéu. Thuat toan sé& thich hop voi nhing tap dir liéu
c6 nhiéu dic trung khac nhau do du doan can phu thudc vao xac suét cua cac dic
trung do.

2.2.4 J48 Decision Tree

Thuat toan cdy quyét dinh J48 (J48 Decision Tree): Day la mot cdy phan cip co cu
truc dugc sur dung dé phan 16p céc dbi tuong dua vao day cac luat. Néu dua dit liéu
cho cac ddi tuong bao gdém nhimng thudc tinh cing véi 16p cua no, lac nay J48
Decision Tree sé& sinh ra cac luat nham du doan 16p cta cac dbi tugng chua biét. Diéu
ma thuat toan J48 Decision Tree mudn dat duoc 1a két qua chinh xac nhét véi sb 1an

lwa chon it nhat. Thuat toan cy quyét dinh J48 xir 1y tot cac tap dit liéu 16n ciing nhu
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c6 nhiéu dir li¢u nhiéu, theo doi qua trinh lya chon mot cach tuong minh, do do6 cay

quyét dinh tr thanh thuét toan phd bién.

2.2.5 Random Forest

Thuat toan Random Forest kha thong dung va duge dung nhiéu trong hoc may. Diém
dic biét 1a Random Forest hau nhu khong can xir 1y dit liéu hay 14p mé hinh trude do
nhung van mang lai két qua twong dbi chinh xac. Thuat toan xay dung trén tinh ngiu
nhién va duoc tao ra bai nhiéu ciy quyét dinh.

Thuat toan Random Forest s& coi mdi ciy quyét dinh gidng nhu mét cir tri bo phiéu
doc 1ap. Khi d6 cudi cudc bau cir, cau trd 101 nhan dwoc nhiéu binh chon nhat tir céc
ciy quyét dinh s& 1a cdu tra 101 duoc lra chon. Random Forest c6 mot cach khac dé
chac chan rang tat ca cac cdy quyét dinh s& khong cho cung cau tra 101, d6 13 chon
ngau nhién cac quan sat.

2.2.6 Mang No Ron

a. Khéi niém

Mang no ron nhan tao (ANN) dugc tao nén tir mot s6 lugng 16n cac phan tir no ron
lién két v6i nhau. Tai day, mdi no ron sé& tinh tong nhiing gia tri dau vao véi mdi
trong s6 da hoc duoc, sau do chuyén két qua cho ham tra vé mot gia tri. Chlrc ndng
logistic s& 13 mot lua chon phd bién cho chirc ning kich hoat. Trong d6, bd cuc cua
cac no ron ciing phu thudc vao kién tric mang.

b. Kién tric

Céac mang no ron truyén thdng s& dugc chia thanh ba loai kién trac mang khac nhau
12 mang cp dit 1iéu mot 16p, mang cap dit liéu da 16p va mang hoi quy.

ANN chuyén tiép s& dugc xay dung dua vao mot hodc nhiéu 16p t& bao no ron két nbi
clng vi cac 16p té bao no ron sau, khong co két ndi véi cac 16p trude. Pong thoi ddi
v6i mang chuyén tiép ngudn cap mot 16p thi chi c6 16p dau ra cua cac nit thuc hién
toan bo cac tinh toan. Pbi v6i truong hop nhimg mang chuyén tiép ngudn cap da 16p
thi cac 16p nam giita 16p dau ra va ngudn duogc goi 1a cac 16p an.

C. Qua trinh xtr ly
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Két qua dau ra cia mét ANN 1a giai phap cho mdt van dé cu thé nao d6. Trong sd
lién két thé hién d6 can thiét cua dir liéu dau vao voi tién trinh xtr 1y théng tin. Viéc
thay ddi nhitng trong sb cua dit liéu dau vao dé c6 duoc két qua mong mudn chinh 1a
qué trinh hoc cia ANN. Mang no ron nhan tao duoc huin luyén theo hai k¥ thuat co
ban d6 1a hoc c¢6 giam sat va hoc khong giam sét.

d. Phuong thirc hun luyén

Mang no ron s& c6 ba cach huén luyén chinh 13: Huén luyén theo goi, hun luyén
ngau nhién va huan luyén truc tuyén. Riéng ddi véi hudn luyén truc tuyén thi cac
trong sb cua mang s& dugc cap nhat ngay lap tirc sau khi mot mau dau vao dugc dua
vao mang. Con huan luyén ngiu nhién ciing kha giong v6i huan luyén truc tuyén
nhung & day viéc chon céc mau dau vao dé dua vao mang tu tap huin luyén s€ duoc
thuc hién ngiu nhién. Pbi v4i huan luyén theo goi thi tat ca cac mau dau vao sé duoc
dua vao mang cung lic, sau d6 cdp nhat cac trong s6 mang dong thoi. Trong qué
trinh huan luyén mang, thuat ngir “epoch” duoc ding dé thé hién qua trinh.

2.3 Thuat toan hoc may trén IoT gateway

2.3.1 Phan tich va lwa chon mang No ron

Mang No ron 1a mét md hinh hoc may pho bién, nét dic trung ctia mang No ron 13
kha ning hoc. Mang No ron c6 thé gan diing mdi quan hé twong quan phtc tap giita
cac yéu td dau vao va dau ra cta cac qua trinh can nghién ctru, sau khi di hoc duoc
thi viéc kiém tra doc 1ap thuong s& cho ra két qua tét. Pong thoi, khi da hoc xong,
mang No ron nhén tao c6 thé tinh toan két qua dau ra twong tGng véi bo sb lidu dau
vao mdi. V& mit ciu tric, mang No ron nhan tao 1a mot hé théng gém nhiéu phﬁn to
xur Iy don gian cung hoat dong song song. Tinh nang nay cia ANN cho phép n6 co
thé duoc 4p dung dé giai cac bai toan 16n.

Mang No ron dugc str dung dé giai quyét nhiéu bai toan thudc nhiéu linh vuc cta cac
nganh khac nhau. Dién hinh nhém tmg dung ma mang No ron da duoc 4p dung rat co
hiéu qua 1a bai toan phan 16p: Loai bai toan nay doi hoi giai quyét van dé phan loai
cac d6i tuong quan sat duoc thanh cac nhom dya trén cac dac diém cua cac nhom ddi

tugng d6. Pay 1a dang bai toan co s& cia rat nhiéu bai toan trong thuc té: nhan dang
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chit viét, tiéng noi, phan loai gen, phan loai chat luong san phém,... Do d6 luan van
s& trién khai thu nghiém mang No ron trén bd dit ligu UNSW-NB15.

2.3.2 Phan tich va lwa chon thudt toan Random Forest

Khi so sanh véi cac thuat toan hoc c6 giam sat hién gio nhu Boosting, Baging,
Nearest neighbors, SVM, Mang no ron, C45... C6 thé thdy thuat toan Random Forest
(RF) cho d6 chinh xac phan 16p cao hon. Random Forest phan loai hiéu qua cac cudc
tAn cong vi la mot b phan loai dé)ng bod va hoat dong tdt so vai céc phan loai truyén
théng khac. Vi Random Forest 1a mot thanh vién trong ho thudt toan Decision Tree
vay nén tu tuong chinh ctua RF 1 tao ra nhiéu cdy quyét dinh tir dataset, mdi ciy
quyét dinh s& du doan mot két qua va két qua nao duge nhiéu ciy quyét dinh du doan
nhat thi d6 s& trd thanh két qua cudi cing.

Mot nhém nghién ciru khac da chi ra két qua cua thuat toan Random Forest hiéu qua
hon SVM, Naive Bayes, Decision Tree trén bd dir liéu UNSW-NB15 vdi nhitng chi
sb vuot troi nhu sau:

Bing 2.1: Két qua thir nghiém ciia cac thuit toan

Methods Accurac | Sensitivit | Specificity | Training | Prediction
y y Time Time

Random 97.49 93.53 97.75 5.69 0.08

Forest

SVM 92.28 92.13 91.15 38.91 0.20

Naive Bayes 74.19 92.16 67.82 2.25 0.18

Decision Tree | 95.82 92.52 97.10 4.80 0.13

2.4 Phan tich va lua chon tap dir liéu mau UNSW-NB15

Luan vin s& tmg dung tap dir lieu UNSW-NBI15, day 1a tap dit lidu co dugc sy két
hop ciia dir liéu mang binh thudng va cac phuong thic tin cong hién dai. Céc goi tin
mang tho trong bd dir licu UNSW-NB15 s¢ dugc xay dung nho cong cu IXIA

PerfectStorm ¢ trong Phong thi nghiém Cyber Range ctia Trung tdm An ninh mang
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(ACCS) - Australia dé tao thanh hdn hop cic hoat dong binh thuong trong thuc té
cling nhu téng hop cac hanh vi tAn céng méi.

Vi tong s ban ghi dir liéu 13 2 triéu, va 540.044 ban ghi duogc luu trit trong bdn tép
CSV. Cu thé & day la UNSW-NB15 1.csv, UNSW-NB15 2.csv, UNSW-
NB15_3.csv va UNSW-NB15 4.csv. Moi tinh nang dugc mo ta trong tap tin NUSW-
NB15_features.csv. O day cac tinh ning s& co nhiéu loai khac nhau: Integer, Float,
Binary, Nominal va Timestamp.

2.5 Két luan chwong 2

No1 dung Chuong 2 tip trung trinh bay cac k¥ thuat hoc may co ban st dung trong
cac hé thong phat hién xam nhap. Pong thoi, trong Chuong 2 cac thong tin, phan tich
va lua chon thuét toan hoc may, tap dir liéu mau ciing dugc mo ta chi tiét dé hd tro
cho vi¢c thuc hién thir nghiém va danh gia hi¢u qua khi ing dung thuat todn hoc may

trong phat hién xam nhap trén loT gateway.
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CHUONG 3: THU NGHIEM HE THONG IDS TREN CAC THIET

BI IoT GATEWAY
3.1 M6 hinh phat hién xam nhap trén loT gateway

M6 hinh phét hién xam nhép cho céc thiét bi [oT gateway dua trén hoc may phai thuc
hién phan tich chuyén sau vé luu luong mang, gdm mot sb thanh phan nhu tién xu 1y
dir liéu, xép hang, lya chon tinh ndng, phan 16p hoc may va nhan dang tAn cong.

Budc 1: Tién xt 1y dit liéu.

Budc 2: Xép hang va lya chon tinh nang khéc phuc dir licu dau vao dé tranh sy chénh
1éch dan t6i su sai léch két qua.

Budc 3: Ap dung hoc may phan loai dit liéu tan cong hay dir liéu binh thudng.

Budc 4: Xéc dinh kiéu tan cong dua vao mang No ron.

M6 hinh dé phan loai cac mau tap dit liéu UNSW-NB15 duoc phat trién bang phuong
phéap sir dung mdt mang no ron ngau nhién va chuyén tiép ngudn cap dir liéu. Tai
day, hé thng sé& sir dung thuét toan Random Forest dé phéan loai dau 1a dir liéu binh
thuong va dau 13 dir liéu doc hai. Va tir day dir liéu tin cong sé tiép tuc duogc st dung
dé huan luyén mang no ron dé phan loai thanh nhiing loai tdn cong khac nhau.

3.2 Kién triic phat hién xdm nhép cho IoT gateway duwa trén hoc may

3.2.1 Kién triic gidi phdp IDS sir dung mang No ron

s s . i . _ £anh gia
i | D@ ligu thix nghiém | ! Ma trdn nham lan |,
Phan ! i 5
chia diF i
ligu ! Category

2 i i Mormal

[0,1]

Fuzzers

]
Y | D ligu huén luyén

. . Analysis
1 ChLiérjnhﬁa i i Backdoors
dif liéu DosS
Phan loai Generic
Mang Nov ron > —
D liéu goc 4 Exploits

i Reconnaissance
Bao tao Shellcode

3 Worms

Hinh 3.1: Kién tric tong thé khi ding mang No ron

Cac budc thuc hién nhu sau:
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- Budc 1: D liéu géc lam input dau vao cho thuét toan RF, chuan hoa dit liéu
vé dang [0, 1].

- Budc 2: Phan chia dit li€u thanh dir liéu thtr nghiém va dir licu huin luyén.

- Budc 3: Mang No ron tién hanh dao tao.

- Budc 4: Mang No ron phan loai dir li¢u tAn cong thanh 10 danh muc bao
géom: Normal, Fuzzers, Analysis, Backdoors, DoS, Exploits, Generic,
Reconnaissance, Shellcode, Worms.

- Budc 5: Cudi cing ma tran nham 14n s& danh gia kha ning phan loai cta
mang No ron.

3.2.2 Kién tric gidi phdp IDS sir dung Random Forest

DiF ligu thi nghigm
_______________________ : 3 [Dw doan
i [ &
' :rDanh h
N ; ! id . Bénh gid
: DiF liéu binh thirdng | —» Ma tran nham lan <
i i3 5
Phan ! i
Thuéat todn Random | loai i : Category
Forest 5 | Mormal
X ! | Di liéu tan cong | Fuzzers
1 ' | Analysis
Béo tao [ Backdoors
Dos
Thuét todan Random Fhan loai | Generic
Dif liéu hudn luyén Forest 5 Exploits
] ry Reconnaissance
s Shellcode
4 ‘Worms

Hinh 3.2: Kién tric tong thé khi dung Random Forest

Phan tich cac budc thuc hién:

- Budc 1: Dit liéu huin luyén chinh 13 input dau vao cho thuat toan RF.

- Buoc 2: Thuat toan RF phan loai dir liéu thanh 2 nhém 1a: dir liéu binh
thuong va dir liéu tan cong.

- Budc 3: Dit liéu thir nghiém va két qua phan loai & budc 2 duge Ma tran
nham 1an danh gia dy doan cua thuat toan Random Forest.

- Budc 4: Tai bude nay RF sir dung dit liéu tin cong dé lam dir liéu huan

luyén.



16

- Budc 5: RF sé tiép tuc phan loai dir liéu tAn cong thanh 10 danh muc bao
gom: Normal, Fuzzers, Analysis, Backdoors, DoS, Exploits, Generic,
Reconnaissance, Shellcode va Worms.

- Budc 6: Ma tran nham 14n tiép tuc danh gia kha nang phan loai cua RF &
budc 5 dua vao bd dir li€u thir nghiém.

3.3 Thiét 1ap thir nghiém phat hién xAm nhip dwa trén thuit toan Random
Forest va mang No ron
Qua trinh thyc hién khi str dung mang No ron nhu sau:

- Budce 1: Tién xtr 1y di¥ liéu: Phan loai cac thudc tinh — DictVectorizer cac

thudc tinh nominal — Gop vai cac thude tinh con lai — Normalize tao thanh

294 tinh nang.

- Budc 2: Thyc hién chia dit ligu dé dao tao va kiém tra b dit ligu.

- Bué6c 3: Tiép tuc huan luyén mang No ron véi dit liéu huan luyén nham du

doan, gan nhén cho dir liéu 13 dir liéu tin cong hay dit liéu binh thuong.

- Budc 4: Du doan danh muc tan cong cung véi dit liéu thir nghiém.

- Budc 5: Ap dung cac sb liéu hiéu suat dé do luong mirc d6 hé théng tong quat

hoa dir liéu.

Qua trinh thuc hién khi str dung thuat toan Random Forest nhu sau:

- Budc 1: Tién xtr 1y di¥ liéu: Phan loai cac thudc tinh — DictVectorizer cac
thudc tinh nominal — Gop vdi cac thude tinh con lai — Normalize tao thanh
294 tinh nang.

- Buéc 2: Thyc hién chia dir liéu dé dao tao va kiém tra bo dit li¢u.

- Budc 3: Tiép tuc huén luyén thuat toan Random Forest v&i dir 1iéu huan luyén
nham du doan, gan nhin cho dit liéu 13 dit liéu tn cong hay dir liéu binh
thudng ma khong can két hop sir dung tinh nang.

- Budc 4: Str dung thuat toan Random Forest dé tao cac tinh nang cho dir liéu
thtr nghiém.

- Budc 5: Du doan danh muc tan cong cung véi dir liéu thir nghiém (véi cac

tinh nang dugc tao ra ¢ budc 4).
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- Budc 6: Tiép theo s€ &p dung cac s6 liéu hiéu suét dé do luong muic d hé
thong tong quat hoa dit lidu.
Dir liéu s€ duoc doc tur cac té¢p CSV voi Pandas. Sb lugng 16m dit liéu mang cling 1a
mot thach thirc khong nho trong mdi budce xir 1y.
3.3.1 Tién xir li di¥ ligu
Tién xtr Iy duoc chia thanh hai giai doan. Trong d6 giai doan dau tién dugc mo
ta bén dudi (t€p pre process.py) nhu sau:

- DPoc dir liéu.

Chia dir 1iéu theo cac loai tinh nang.

Chuyén d6i dit liéu thanh ting loai cho phu hop.
Thay thé NaN, bang 0 x6a diém dit liéu.

Sau d6 cat dit liéu danh muc tir cac khoang tréng thtra, dat chir thuong,
vector hoa.

- Binh thuong hoa dir ligu gitra [0, 1].

- Luu vao HDF5.

3.3.2 Phén tach dir li¢u
Giai doan thir hai (t8p create data_sets.py) tién hanh phan tach dit liéu thanh cac
phan huan luyén va thir nghiém. Tong s6 mau st dung: 2.539.739 méu. Dit liéu co
thé dugc chia dé co duoc 70% cho huin luyén (1.777.812 miu) va 30% (761.927
mau) cho thtr nghiém véi mdi danh muc, vi cac danh myc ciing s& rat mat can bang.
Puoc mod ta nhu sau:

-boc dir liéu da xur 1y trude tor HDFS.

-Chia dir liéu thanh cac tap dir liéu thar nghiém va huin luyén khéng chong
chéo.

- Tim cac tinh nang quan trong cho ca hai mé hinh.

- Chon cac tinh ning quan trong nht.

- Luu tap dix liu vao HDF5.
Tiép theo dén budc giam tinh niang. Dit liéu c6 diém nay 294 tinh ning sau khi vector
hoa. ExtraTreesClassifier da dugc sir dung dé chon 10 tinh ning quan trong nhit cho

phan loai tdn cong hay binh thudng (Random Forest) va 25 tinh nidng quan trong nhat
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cho mang No ron. Hinh 3.7 va 3.8 s& minh hoa cho cac tinh ning nao c6 tdm quan
trong trong ca hai nhi€ém vu phan loai.

Chia tung loai dir li¢u thanh dir liéu huén luyén va tht nghiém cho ca thuat toan
Random Forest va mang No ron (NN). Gia tri diém dit liéu chi nham muc dich minh
hoa.

3.4 Panh gia két qua thir nghiém

3.4.1 Két qua khi siv dung mang No ron

C\Windows\system32\cmd.exe

“zero _division  parameter to control this behavior.
_warn_prf(average, modifier, msg start, len(result))
precision recall f1-score support

.00
.00
.21
.06
.04
.72
.00
.00
.00
.00

.00
.00
.04
.89
.07
-39
.93
.00
.00

.00

.00 804
.00 699
4906
13358
7274
64645
2187456
4197

WwWNE=O

(%
0
0
0
0
0
1
0
0
0

OO~ B
(s>~ B~ I I B B B B e B ey
(s> I o~ e o e B T B as I s B e

accuracy = 2283846
macro avg : : < 2283846
veighted avg : : 2283846

Hinh 3.3: Két qua phén loai tin cong (mang No ron)
Két qua cho théy mang No ron hoat dong kha on vai dir lidu nay, do chinh xac
0, 90 cho dit liéu cudc tin cong. Cac 16p tin cong duoc thé hién bang cac sd 0 hay 9.
S6 6 1a mot diém dit liéu binh thuong cta diém s6 va phan con lai ciia cac sd 13 cac
loai tAn céng khac nhau.
Lop 6 hau nhu ludén duge du doan chinh xéac. Precision 1a 1.0 va Recall 1a 0,93. Diéu
ndy cho thay rang 16p 6 (dit liéu binh thuong) c6 cac tinh ning riéng biét trong tap dix

liu.
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3.4.2 Két qud khi diing thudt todn Random Forest

C\Windows\system32\cmd.exe - python fit_neural.py

Training RandomForestClassifier for "attack or not"™ labels...
Testing accuracy...
0.9297181158449388
precision recall f1-score support
1.00 0.93 0.96 2187456
0.38 2 B

9
00 0.55 96390

accuracy 0.93 2283846
macro avg .6¢ -E 0.75 2283846
veighted avg - C .93 0.94 2283846

Hinh 3.4: Két qua phan loai tan cong (Random Forest)

Qua két qua & trén ta c6 thé thdy Random Forest Classifier hoat dong kha tot
v6i dit liéu nay. Piém sé cling s& dugc cai thién hon nita sau khi giam tinh ning ¢
cung mot phan loai. Piém Recall 1a 0.93 cho 16p 0 va 1.00 cho 16p 1. Pong thoi,
Precision cho 16p 1 14 0,38 thap hon 16p 0 13 1.00.

TP (True Positive): 96261

FP (False Positive): 129

TN (True Negative): 2027072
FN (False Negative): 160384

Sau quy trinh xur 1y tap dit liéu miu dé thyc hién danh gia hiéu qua khi st dung
thuat toan hoc may Random Forest c6 thé thdy rang thuat toan Random Forest hoat
dong hiéu qua kha tét trong phan loai tin cong.

3.5 Két luan chwong 3

Chuong 3 trinh bay tng dung trién khai giai phap phat hién xam nhap dua trén
mang No ron va thuat toan Random Forest. Trong chuong 3 da néu ra mo6 hinh phat
hién xam nhap trong IoT gateway, cac kién tric hé thong phat hién xam nhdp, tién
hanh thiét 1ap thir nghiém va dua ra két qua danh gia cudi cing. Cac két qua thu
nghiém cho thay hé théng IDS ung dung giai phap mang No ron c6 thé dat do chinh
xac 90% va tmg dung thuat toan Random Forest thi c6 duoc d6 chinh xac 1én dén
93%.
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KET LUAN

Hé thong phat hién xam nhép hién dang 13 mét trong nhiing giai phap dugc
quan tam hang dau hién nay nham bao vé linh hoat, hiéu qua trudc vo van cudc xam
nhap trai phép trén Internet nham t6i cac thiét bi IoT. Mic du con gap nhiéu thach
thire do cac nguy co tn cong bao mat déu kha phuc tap va kho co thé doan trude
dugc, cac hé thong phat hién xam nhdp tmg dung k¥ thuat hoc may da va dang cho
thay nhiéu tiém nang va thu hit duoc nhiéu sy quan tdm, dau tu va nghién ctru. Trong
tinh hinh d6, viéc nghién ctru, tim hiéu va nam bat cac giai phap phat hién xdm nhéap
hiéu qua cho céc thiét bj IoT gateway dya trén cong nghé hoc mdy 1a rat cap thiét.

Trong khudn kho luan vin nay, hoc vién tap trung nghién ctru van dé an toan
thong tin cho céc thiét bi IoT gateway va cac k¥ thuat phat hién xam nhap tng dung
k¥ thuat hoc may trong IoT, trén co s& do, xay dung va thir nghiém giai phap phat
hién xam nhap st dung cong nghé hoc may trong kich ban tmg dung cho cac thiét bi
IoT gateway. Cac ndi dung chinh dat duoc trong luan vin bao gom:

- Nghién ctru téng quan vé Internet of things, cac thiét bi IoT Gateway,
cac k¥ thuat ma mot hé thong IDS truyén thong str dung dé phat hién xam nhép ciing
nhu 1y thuyét vé cac thuat toan hoc may tng dung trong phat hién xam nhap: KNN,
SVM, Naive Bayes, J48 Decision Tree. Pic biét la thuat toan Random Forest va
mang No ron.

- Nghién ctru vé thuit toan hoc mdy tng dung tiép can trong phat hién
xam nhap, dua ra nhiing giai phap phat hién xam nhap ung dung cho loT Gateway
cling nhu dé xuat mo hinh tmg dung hoc may trong phat hién xAm nhap. Pong thoi
nghién ctiru vé mo hinh, kién trac cia Random Forest va mang No ron nhdm ap dung
vao hé théng phat hién xam nhép giup cai thién ty 1€ phat hién chinh xac cling nhu
giam thiéu ty 1& canh bao nham cta mot hé théng IDS thong thudng.

- Ung dung trién khai thir nghiém giai phap phat hién xdm nhap sir dung
mang No ron va thuat toan Random Forest trén tap dir liéu UNSW-NB15. Thong qua

cac bude xdy dung mo hinh kién trac téng thé va thiét 1ap thir nghiém da cho thay hé
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théng IDS tng dung giai phap mang No ron co thé dat do chinh xac twong dbi
khoang 90% va néu ung dung thuit toan Random Forest thi ¢ thé dat do chinh xéc
1én dén 93%.

Tuy nhién, vi thoi gian nghién cru ngan ciing nhu pham vi cua linh vuc
nghién ctru rong, nén luan vin nay van con nhiéu van dé chua dé cap va chua giai
quyét triét dé. Trong thoi gian téi, em s& tiép tuc nghién ctru thir nghiém két hop véi
cac giai phap pht hop vao hé théng phat hién xAm nhap va cd gang dwa tmg dung vao

thue tién.



