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LOI CAM DOAN
Téi xin cam doan Ludn vin thac si v6i dé tai: “Nghién ctru chit ky s6 ngudng
va kha nang ung dung trong cong nghé Blockchain” dudi sy huéng dan cua thiy gido
- TS. Biang Minh Tuén 13 cong trinh nghién ctru cia riéng t6i. Cac két qua nghién ciru
trong luan van la trung thuc, cac tai li¢u tham khao dugc trich dan déy du.
Ha Noi, ngay 12 thang 05 nam 2022

Hoc vién

Lé Trong Quy



LOI CAM ON

Pau tién, t6i xin dugc gui 101 cdm on sau sdc dén Hoc vién cong nghé Buu
chinh Vién thong néi chung va cac Thay/Co da giang day toi néi riéng, Thay/Co da
truyén dat nhitng kién thtrc va kinh nghiém quy bau trong sudt qua trinh t6i hoc tap
ta1 Hoc vién.

T6i xin dugc guri 10i tri 4n siu sic dén thay gido - TS. Pang Minh Tuan, nguoi
da diu dat va huéng dan t6i trong subt qua trinh thyc hién luan van. Sy chi bao va
dinh hudng cua thay da gitp toi nghién ctru va giai quyét cac van dé mot cach khoa
hoc va diing dan hon.

Tiép theo, t61 xin dugc gui 101 cam on téi bd me, ban gai va anh chi em d@)ng
nghiép da ludén dong vién, giup do to61 vuot qua nhitng kho khan trong hoc tip, cong
viéc va cudc séng.

Trong qua trinh thuc hién luan vin, du di rat cd gang nhung khong thé tranh
khoi nhirng thiéu sot, t6i rit mong nhan dugc su dong goép v kién tir Thay/Co va cac
ban dé luan vin cta t6i duge hoan thién hon.

T61 xin chan thanh cam on!

Ha Noi, ngay 12 thang 05 nam 2022

Hoc vién

Lé Trong Quy



MUC LUC
LOT CAM DOAN ..ottt ses e ettt s sttt naan et anae e, i
15(6) (07N 16 ) [T ii
1Y 16 @ 510 GO iii
DANH MUC CAC THUAT NGU, CHU VIET TAT ..coviereeeeeeeeeeeeeeneeeeesnenns iv
DANH SACH HINH VE ....oooviiieiieceeteeee e sas s senes s v
1S NN Y (0 57N 6 FE PN vi
1. LY d0 ChON A& tA1 ovuecveeercveeeicees ettt sttt sttt 2
2. Tong quan v& VAN dé NGHIBN CIU ........eveveeveeeeeceeeeestese et 2
3. Muc Gich NEHIEN CTU ...o.vveiiiiiii e e 1
4. Dbi trong va pham Vi NGHIBN CIU ......vvevvreeveereveeeeeee st 1
5. Phuong phap nghi€n ClU .......ocvviiiiiii 1
PHAN NOIDUNG ...oooeeeeeeeeeeeeeeeeee e e e et et n s ees s s seesesenn s eeesenessesaseneneseans 4
CHUONG 1: TONG QUAN VE CHU KY SO VA CONG NGHE BLOCKCHAIN
..................................................................................................................................... 4
1.1. TONG qUAN V& ChTE KY SO .ottt ses s s s 4
1.1.1. Chit k¥ O va C4C 1021 ChIt KY S...cvveevieerceeeeiieesecesseee et 4
1.1.2. Chit KY SO AP the....oveveieeiciceceeeeeeese ettt s s 8
1.1.3. Chit KY SO NGUTNE c.eoveeveveeeeeeeesee e seseeies s sesse s sense s s s s 9
L. 1.4, Pa Chilt K oo 12
1.2. Cong ngh¢ BlockChain .........cccoeiiiiiiiiiiiic e 15
1.2.1. Nhitng dic diém chinh ctia BIockchain ..........ocevevevciceecesceeieeee s 15
1.2.2. CAU tric va €0 ChE Noat AONE ......vvveieeeieeeeeeeeeee e 16
1.2.3. Ung dung ctia Blockchain trong thuwrong mai dién ti.........ccoceveeveereerrrrennnes 17
1.3. Mot s6 thuat toan dong thuan trong cong nghé Blockchain ...........co.covvvceneaee, 19
1.3.1. Thut todn dONG thUAN 1A Gl.......eveveeveeeeeeeeeeeeeee e 19

1.3.2. Céc loai thut toan dONg thUAN ...........c..cvevceeeeeeeeese e eeeeeeeeeesee e 20



1.4. Ung dung chit ky sd ngudng vao cong nghé Blockchain trong cac giao dich tai

CRINN 22
LA, VINGUONEZ...eiiiiiiiiiiie ettt 23
1.4.2. Hop d0ng thONE MUNK ... 24
1.5. K&t TUAN CRUONE ...ttt en sttt 24
CHUONG 2: XAY DUNG MO HINH CHU KY SO NGUONG TREN CO SO HE
MAT TREN DUGONG CONG EDWARDS......cooiieeeeeeeeeeeeeeeeeeeeeeeeseeeeeeeeneeans 26
2.1. HEé mat trén duong cong EAWards..........ccocvviiiiiiiiiiiiic e 26
2.1.1. Duong cong EIPLIC ....uuviiiiiiiiiiie ittt 26
2.1.2. H¢ mat trén dudng cong Edwards (EADSA)......c.ooviiiiiiiiiie e 30
2.2. Xay dung md hinh chit k¥ s6 ngudng trén duong cong Edwards ..................... 32
2.3. Phan tich tinh hiéu qua cia mO hinh .........ccccooiiiii e, 35
2.4, K&t TUAN CRUONE .....cvoveeveeveveveeeeeeese ettt ss s st 37
CHUONG 3. UNG DUNG CHU KY SO NGUONG TRONG CONG NGHE
BLOCKCHAIN . ...ttt st sna e nree e 38
3.1. Trién khai thr nghi€m mo hinh.........cccoveveeiveveeseeeeeeee e 38
3.2. Phén tich danh gia wu nhuoc diém ctia MmO hinh .....o.cov.evevceeceeeeceee e, 45
3.3, Kt TUAN CAUONE .....ovoeveeseeeeeeee et s ettt 46
PHAN KET LUAN ..ottt ettt ettt e s et et es s e esesenneeeans 47

TAT LIEU THAM KHAO ....coooeeeeeeeeeeeeeeeeete ettt en et en e en e eeans 48



DANH MUC CAC THUAT NGU, CHU VIET TAT

Viét tit Tiéng Anh Tiéng Viét
EdDSA Edwards-curve Digital ~ |Thuét toan sinh chit ky s6 dua trén dudng
Signature Algorithm cong Edwards
Elliptic Curve Digital Thuat toan sinh chit ky s6 dua trén duong
ECDSA _ _ o
Signature Algorithm cong Elliptic
CA Certificate Authority Nha cung cap ching thuc sd

TSS Threshold Signature Scheme [Luoc d6 chit ky ngudng

PKC Public Key Cryptography [Khoa mé hoa cong khai

MPC Multi-party Computation |Tinh toan nhiéu bén an toan

DKG Distributed Key Generation |Tao khoa phan ta

Multisig Multi-Signature Da chir ky
Distributed Ledger .
DLT S6 cai phan tan
Technology

DSA Digital Signature Algorithm |Giai thuat ky s6




Vi

DANH SACH HINH VE
Hinh 2.1. Minh hoa duong cong EIIPtic .....cccovveiieiiiiiciic e 28
Hinh 2.2. Mo ta phép cong dugc tién hanh trong dudng cong EIliptic .................... 28
Hinh 2.3. M6 ta phép nhan dugc tién hanh trong dudng cong Ellptic ...........co....... 29
Hinh 2.4. Duong cong EAWArdS.........ccocuiiiirieiiinieiinee e 30
Hinh 2.5. So sanh d6 thi biéu dién giita Edwads va EIptic.......cccevevevrrereieneen. 32
Hinh 2.6. So sanh hiéu nang gitra Edwads va EIptic .....cccovvvvivviiinieicsiee e, 32
Hinh 2.7.a) Luong EADSA. b) Ludng ECDSA ......coovvvererseeetereeresesessessesses s 33
Hinh 2.8. So sanh toc d¢ gifta cAc thut todn DAM .......c.evveeveeeeeiieceeee e, 33
Hinh 2.9. Quy trinh cta chit ky s Edwards véi BLAKE2........cccoccvvvvvvnvereieninen, 34
Hinh 2.10. Ham ky st dung thuét todn BLAKE2 ........cccccoviviiiiiiiiiieencsee e, 34
Hinh 2.11. XA4c mMinh Chlf K ....oveiiiiiieie e 35
Hinh 2.12. So sanh thoi gian ky va xac minh giao dich........ccccooceviiiiiiniiiicien, 36
Hinh 2.13. So sanh thoi gian lung xtr Iy va dung luong cache giao dich ............... 36
Hinh 3.1. C4u hinh s6 luong node va ngudng chit ky trong giao dich.................... 38
Hinh 3.2. Cau triic mot EADSA KEY......ovvurviveeieeeeeiiseeieessesissessesessesessessenssssssneesenes 39
Hinh 3.3. C4u hinh ky giao dich bing EADSA ........ccocvvvveveeieiereeeeseseesesseeesienisnens 40
Hinh 3.4. Tao vi qua api cla Zilliga ....ccecveeerieiieiene e 40
Hinh 3.5. Thong tin vi vira tao duogc luu & client db........occooveiiviiiiiiicceee, 41
Hinh 3.6. Nap ZIK tOKeN VAO Vi.....ccoviiiiiiiiiisinie e 42
Hinh 3.7. Kiém tra thong tin vi qua Dev Wallet.........c.ccooevevemrererreeceeressseeeeeienenen. 42
Hinh 3.8. Kiém tra thong tin dia chi va s6 du qua api Zilliga........cooeevevvrverernenen, 42
HINh 3.9. Start demo SEIVEL ..o 43
Hinh 3.10. M code tao giao dich chuyén toKen............ooevvveeeeveieeeeeseeeseseesseeeens 43
Hinh 3.11. Tao moét giao dich gui 1000 ZIL dén MOt Vi KRAC oo 44
Hinh 3.12. Giao dich pass qua nguong 3 chit K¥ .......cccevveviieiieniiie e, 45

Hinh 3.13. Kiém tra giao dich trén viewblock qua mi transactionId ...................... 45



PHAN MO DAU
1. Ly do chon dé tai

Blockchain hi¢n dang 1a xu thé cong nghé cua thoi dai, dang dugce ap dung rat
nhiéu nganh nghé va linh vic khac nhau. C6 nhitng qubc gia hay doanh nghiép 16n
b6 rat nhiéu tién va thoi gian dé dau tu va nghién ciru cong nghé Blockchain bai tinh
ung dung cao va d§ bao mat tuy¢t voi cia no. Trong céc giao dich tai chinh, nguoi
thue hién co thé quan sat trang thai chuyén giao trén Blockchain theo thoi gian thue,
thay vi khong biét tinh trang giao dich nhu thé nao cho dén khi giao dich két thuc, d6
1a van dé thuong xay ra trong cac hé thong hién hanh. Tinh minh bach khong doi khi
ap dung v61 moi gié tri dugce ghi trén Blockchain .

Chir ky s6 1a mot co ché mat ma hoa dugc sir dung dé kiém tra do chan thuc
va tinh toan ven cua dit liéu sd, c6 thé xem né nhu 13 mot phién ban k¥ thuat sb cua
cac chit ky bang tay thong thuong, nhung v6i mire do phirc tap va bao mat cao hon.

Lugc dd Chir ky Ngudng (Threshold Signature Scheme - TSS) 1a mot thuat
toan ma hoda, dugc st dung dé tao khoa phan tan va chit ky. Str dung TSS trén cac
may ciia ngudi dung (may khach) Blockchain 1a mot mé hinh méi ¢6 thé mang dén
nhiéu loi ich, dic biét 1a trong linh vic bao mat. Chir ky ngudng c6 thé nang cao kha
nang bao mat ciia hé thong trong khi van duy tri tinh phéan tan cia Blockchain.

Vi vy tdi xin chon dé tai “Nghién ciru chir ky sé nguwdng va kha ning ing
dung trong cong nghé Blockchain” lam luan van tot nghiép trinh d6 Thac si cua
minh.

2. Tong quan vé vin dé nghién ciru

Thuat toan ddng thuan gitp bao vé Blockchain di dugc ching minh 14 rat
hiéu qua. Tuy nhién véi sy phét trién clia cong nghé, hién nay di c6 mot sé dang tan
cong tiém ning co thé thyc hién dé nhim vao cic mang Blockchain.

Véi viée tmg dung chir ky s6 ngudng vao, chiing ta s& c6 mot tp hop cac bén
cung tham gia vao qu4 trinh tinh toan khéa cong khai, méi bén nam giit mot phan bi
mat ctia khoa ca nhan (cac phan thong tin bi mét dugc giit kin v6i cac bén con lai).

Tir khoa cong khai, chiing ta c6 thé 1dy dugc dia chi cong khai theo cach thirc gidng



nhu & hé thong truyén thong, khién cho Blockchain khéng thé biét dia chi duoc tao
ra nhu thé nao. Co ché nay c6 uu diém 1a khoa c4 nhan s& khong con 1a diém 151 duy
nhat nita, béi vi méi bén chi nim gitt mot phan cua nd. Vi vy cé thé ting tinh an
toan cho cac bén tham gia.

3. Muc dich nghién ciru

Blockchain 13 cong nghé luu trit va truyén tai thong tin dit liéu bang cac khéi
(block) dugc lién két v4i nhau va mé rong theo thoi gian. Tung khéi chira dung cac
thong tin vé thoi gian khoi tao va duge lién két véi cac khdi trude d6. Ban chét cua
Blockchain 1a tinh phi tap trung va y tudng la chia sé su tin tuong gitra cac bén tham
gia trong hé thong.

Lugc do chit ky ngudng 1a giai phap cho van dé noi trén. Myc tiéu nghién ctru
cu thé dugc trinh bay trong luan van nhu sau:

- Nghién ctru vé chit ky s6 ngudng, cong nghé Blockchain.

- Ung dung chit ky s6 ngudng vao céng nghé Blockchain trong cac giao dich

tai chinh.

- Danh gié tinh kha thi.

4. P6i twong va pham vi nghién ciru

Déi twong nghién ctiru: Chit ky s6 ngudng va cong nghé Blockchain.

Pham vi nghién ctru cta luan vin: Co so 1y thuyét lién quan t6i chir ky 0, chir
ky s6 ngudng, cong nghé Blockchain va tng dung chir ky s6 ngudng trong cong nghé
Blockchain.

5. Phwong phap nghién ctiru

Phwong phap nghién ctru ly thuyét

Nghién ctru vé chir ky sd, chir ky sé ngudng va cong nghé Blockchain.

Mot sb thuit toan déng thuan dugc tng dung trong Blockchain va uu diém,
nhuoc diém cua ching.

Str dung céc bai bao, tap chi khoa hoc da cong bd va duoc cong nhan boi hoi

d6ng khoa hoc.



Phwong phap nghién ciru thyc nghiém

Trién khai chir ky sb ngudng trong cong nghé Blockchain



PHAN NOI DUNG
CHUONG 1: TONG QUAN VE CHU KY SO VA CONG
NGHE BLOCKCHAIN
1.1. Tong quan vé chir ky sb
1.1.1. Chir ky s6 va cac loai chir ky s

Chir ky s6 1a mot tap con cia chit ky dién tir. Co thé dung dinh nghia vé chir
ky dién tir cho chir ky sd. Chit ky dién tir 1a thong tin di kém theo dit liéu (vin ban,
hinh anh, video...) nhdm muc dich xac dinh nguoi chu cia dit liéu d6. chit ky sé duoc
tao ra béng su bién ddi mot thong di¢p dir 1iu s dung hé¢ théng mat ma khong doi
xtng, theo d6 ngudi c6 duoc thong diép dir liéu ban dau va khod cong khai cia nguoi
ky c6 thé xac dinh dugc chinh xéc.

Chir ky s6 dong vai trd nhu chir ky d6i véi ca nhan hay con dau ddi v6i doanh
nghiép va duogc thira nhan vé mat phap 1y. Qua trinh st dung chit ky sb bao gdm 2
qua trinh: tao chit ky va kiém tra chit ky.

Cong dung ciia chir ky sé:

- CA&c ca nhén, co quan, t6 chtc, doanh nghiép c6 thé dung chir ky sé nhu
trong nhitng céng cu bao mat cc email cia minh dé thyuc hién viée trao ddi cac thong
tin, gidy to nhanh chong, an toan.

- Céc doanh nghiép c6 thé tién hanh giao dich véi dbi tac ma cac bén khong
can phai tryc tiép gip mit trao d6i cong viée, dau tu chimg khoan, mua ban hang hoa
hodc chuyén cac ho so gidy ma khong phai lo so gia danh hoic mat cip ma chi can
giao dich truc tuyén thi mic do bao mat va an ninh cting cao hon.

- Chit ky s6 duoc sir dung thay cho chit ky théng thuong trong tat ca cac
truong hop giao dich dién tir va ludn bado dam tinh phap 1y tuong duong theo quy
dinh cua luat giao dich dién tr nhu khi ky két hop dong cua cac ca nhan, co quan to
chue.

- Chit ky s c6 thé giup ngudi sir dung thuc hién cac thi tuc hanh chinh nhu

dang ky thanh 14p doanh nghiép, bd sung nganh nghé kinh doanh, thay ddi con du,



thay ddi nguoi dai dién phap luat, ké khai va ndp thué dién tir, ké khai va déng bao
hiém x4 hoi, bao hiém that nghiép, bao hiém tai nan lao dong va bénh nghé nghiép, ...
ma khong can phai truc tiép dén co quan nha nudec.

Uu diém ciia chir ky sé:

- Kha ning xac dinh ngudn gdc: Cac hé thong méat ma hoa khoa cong khai
cho phép mat ma hoa vin ban vé6i khoa bi mat ma chi ¢ ngudi chi cia khoa biét. Bé
stt dung chir ky sd thi van ban can phai dugc ma hoa ham bam (thudng c6 do dai cb
dinh va ngin hon van ban). Sau d6 dung khoa bi mat ciia nguoi chii khoa dé ma hoa,
khi @6 ta duoc chit ky s6. Khi can kiém tra, bén nhan giai ma véi khoa cong khai dé
léy lai ham bam va kiém tra v6i ham bam cua vin ban nhan dugc. Néu hai gia tri nay
kh6p nhau thi bén nhan c6 thé tin tudng ring van ban d6 xuit phat tir ngudi so hiru
khoa bi mat.

- Tinh khong thé pht nhan: Trong giao dich, mot bén c6 thé tir chdi nhan mot
vian ban nao d6 12 do minh gtri. Bé ngin ngira kha ning nay, bén nhan c6 thé yéu cau
bén gtri phai giri kém chit ky s6 v6i van ban. Khi c6 tranh chap, bén nhan s& dung
chit ky ndy nhu mot ching cir dé bén th ba giai quyét.

- Tinh toan ven: Ca hai bén tham gia vao qué trinh thong tin déu c6 thé tin
tudng 1 vin ban khong bi stra doi trong khi truyén vi néu vin ban bi thay d6i thi ham
bam ciing sé& thay ddi va 1ap tic bi phat hién. Quy trinh ma hoa sé& an nodi dung d6i voi
bén thr ba.

- Tinh bao mat cua chir ky sb: V& k§y thuat cong nghé cua chit ky sb 1a dua
trén ha tang ma hoa cong khai (PKI), trong d6 phan quan trong nhat 1a thuat toan ma
hoa cong khai RSA. Cong nghé nay dam bao chit ky sb khi dugc mot nguoi ding nao
d6 tao ra 1a duy nhat, khong thé gia mao duoc va chi c6 ngudi s¢ hiru khoa bi mat
méi c6 thé tao ra duge chir ky s d6 (dd dugc chimg minh vé& mit ki thuat ma hoa).

Cic loai chir ky so:

Hié¢n nay, trén thi truong co6 rat nhiéu loai chit ky s6 da dang tir hinh thure dén

tinh nang st dung, nhi€u Iua chon dan dén ngudi sir dung nén can nhac k¥ trudce khi



tién hanh mua chir ky s6 cho phu hop véi muc dich c4 nhan hay doanh nghiép. Nhin
chung c6 4 loai chit ky s pho bién nhét hién nay gom:

- Chit ky s6 USB token: Hién nay, hau hét cic doanh nghiép van dang sir
dung chit ky s6 USB token cho hoat dong ky sb tai liéu, hop ddng, ching tir ca
Doanh nghiép. Dic diém cua dong chit ky s ndy 1 st dung mét thiét bi phan ctng
(USB token) dé luu trit khoa bi mat gitip tao 14p chit ky s6. Chinh dic diém 4y khién
cho loai chi ky s6 nay xuat hién nhiéu bat cap khong tranh khoi. Chang han nhu USB
token dé that lac hodc xay ra sy c¢o khi két ndi vdi may tinh, chua dap ung dugc nhu
cau stir dung nhiéu ngudi trén 1 token va khong thé kiém soat lich st ky s6. Uu diém
ctia chit ky s6 USB token bao gom nhiing loi ich vuot troi sau:

+ Tinh an toan, bdo mat thong tin cao.

+ Rut gon quy trinh, thu tuc ruom ra khi xin chit ky thuong, tiét kiém thoi
gian.

+ Tiét kiém chi phi gidy to, di lai, cong van x4c nhan chir ky.

+ C6 y nghia phap 1y dugc cong nhan.

+ Ngudn gbc vin ban dugc xac nhan.

- Chir ky s6 Smartcard: Chir ky s6 Smart Card 12 mot loai chit ky sb6 duoc
thiét 1ap san trén thé thong minh, phd bién nhét 1a SIM do timg nha mang phat hang,
1a dang chit ky s6 dugc thiét 1ap sin trén SIM do nha mang phat trién, c6 thé gitp
nguoi sit dung trén thiét bi di dong nhanh chong trong cac hoat dong nhu tra hoa don
dién nudc, ké khai thué thu nhap ca nhan...C6 hai dic diém ndi bat cua chit ky sb
SmartCard so véi cac loai chit ky khac, lién quan dén tich hop thé SIM va thiét bi sir
dung: Chir ky s6 SmartCard dugc tich hop trén sim dién thoai di dong, do cac nha
mang nghién ctru va phat trién va viéc st dung chit ky s6 ndy c6 thé tién hanh ngay
trén thiét bj di dong c4 nhan ma khong phu thudc vao Internet. Uu diém cua chit ky
s SmartCard: tinh linh dong str dung ngay trén thiét bi di dong ctia minh, tich hop
v6i SIM; chi phi thap.

- Chit ky s6 HSM: HSM (Hardware Security Module) 1a mot thiét bi vat 1y

dugc dung dé bao vé va quan 1y cac cip khoa chimg thu sb cho cac tng dung c6 tinh


https://esign.misa.vn/1943/cach-su-dung-chu-ky-so-usb-token/

xac thuyc manh va xur 1y mat ma. V& hinh thiae, HSM dugc san xuét dudi dang mot
card PCI cidm vao may tinh hodc 1a mdt thiét bi phﬁn cung doc lap co két ndi internet.
La mot trong nhitng loai chit ky sb duoc str dung khé phd bién, chit ky s6 HSM mang
nhing dic diém sau:

+ Kha ning xac thuc danh tinh: Chit ky s6 HSM str dung thiét bi phan ctng
HSM dé tao ra va bao vé cip khoa (gdm khéa bi mat va khoa cong khai). Thong qua
chir ky s6 HSM c¢6 thé xac thuc danh tinh chil nhéan cia chit ky.

+ Pam bao tinh toan ven cho vin ban, hop dong, tai liéu da ky trén méi truong
dién tu. Bén canh do, khac véi chit ky s6 USB Token chi hd trg mot nguoi ky tai 1
thoi diém, chir ky sé6 HSM c6 thé linh hoat phan quyén va ky sé nhiéu cing lic mot
cach nhanh chong, dé dang.

+ Khong can ludn mang theo thiét bi HSM bén ngudi, chit ky s6 HSM c6 thé
hd tro ky s truc tuyén thong qua tai khoan online két ndi ma né tao ra.

+ Chit ky s6 HSM dugc cu tao bdi module bao mat phan ctng dat chuan FIPS
140-2, cho kha ning thuc hién ky s6 1én dén 1200 luot ky/ gidy. Pay 1a Iy do gitp
HSM c6 thé dap ung céc tac vu ky s nhiéu, nhanh (ky tu dong).

+ Tuy nhién, nhuoc diém cta chit ky s6 HSM 1a gia thanh kha cao, thudng chi
dung cho doanh nghiép 16n c6 hé théng quan 1y quy mé 16n va co sé ha tang tot. HSM
cho phép nhiéu ngudi cung ky s6 tai cac diém khac nhau nhung thuong gi6i han duéi
20 diém truy cap ky sb.

- Chir ky s6 tir xa: 1a mot loai chit ky sb kiéu méi sir dung cong nghé dam
may (cloud-based) dé ky s6 ma khong can sir dung thém bat ky thiét bi phan ctng
nao. Vi chit ky s6 tir xa, nguoi dung khong con phai ding USB token hay SIM dé
ky nira, thay vao dé co thé ky truc tiép ngay trén may tinh, dién thoai hodc mdy tinh
bang. Nho ¢6 vu diém nay ma ngudi dung c6 thé ky sé moi luc moi noi, ngay ca khi
di cong tac hay 1am viéc tai nha. Ngoai ra, van dé bao mat cling duoc dam bao an
toan tuyét doi bai cong nghé ky s tir xa phai ap dung tiéu chudn chau Au eIDAS vé
“Dinh danh, xac thuc dién tir va dich vu tin cdy” — day dugc coi 1a bd quy dinh hoan

chinh nhét vé dinh danh s6 hién nay. Ap dung thém tinh ning xac thyc 2 yéu té va



dinh danh thiét bj trén dién thoai thi nguoi dung hoan toan co thé yén tam vé bao mat
khi sir dung loai chit ky sd nay.
1.1.2. Chir ky s6 tap thé

Mo hinh chit ky $6 tap thé duoc dé xuit & day co ban dya trén cAu tric cua
mot PKI (Public Key Infrastructure) truyén thong nhdm bao dam céc chirc ning vé
chtng thuc sb cho dbi tugng ap dung 13 céc to chirc ¢6 tu cach phap nhan trong x4
hoi (don vi hanh chinh, co quan nha nudc, doanh nghiép...). Trong mé hinh nay, ddi
tugng ky 12 mot hay mot nhom thanh vién ciia mot to chirc va duge phép ky 1én cac
thong diép dit liéu véi danh nghia thanh vién cua to chirc. Ciing trong mé hinh nay,
CA (Certificate Authority) l1a bo phéan c6 chttc nang bdo dam cac dich vu ching thyc
sb, nhu: chirng nhan mat thyuc thé 1a thanh vién cua to chuc, chting thuc cac thong
diép dir liéu dugc ky boi cac thuc thé 1a thanh vién trong mot t6 chirc, ma CA 1a co
quan chimg thuc thudc t chtrc nay. Tinh hop 1¢ vé& ngudn gbe va tinh toan ven cta
mot thong diép dir liéu & cap do ciia mot t6 chire chi c6 gia tri khi nd da duoc CA
thudc to chire nay chung thuc. Viéc chirng thuc dugc thuc hién bﬁng chir ky cua CA
tuong tu nhu viéc CA chirng thuc khoa cong khai cho cac thuc thé cudi trong cac mo
hinh PKI truyén théng. Trong mé hinh nay, chit ky ctia CA cing véi chit ky ca nhan
ctia cac thuc thé ky hinh thanh nén chir ky tap thé cho mét thong diép dir lidu. Noi
chung, mot CA trong md hinh duoc dé xuét c6 nhiing chitc ning co ban nhu sau:

- Chig nhan tinh hop phép ciia cac thanh vién trong mot to chirc: thyuc chat
la chirng nhéan khoa cong khai va danh tinh (cac thong tin nhén dang) ctia cac thanh
vién trong t6 chirc bing viéc phat hanh Chimg chi khoa cong khai (PKC - Public Key
Certificate). Ngoai ra, CA con cé trach nhiém thu hoi PKC hét han luu hanh hodc vi
pham chinh sach an toan cua t6 chirc.

- Chig thyre ngudn gbc va tinh toan ven ciia cac thong diép: dugc ky boi cac
d6i twong 1a thanh vién cia to chirc ma CA 13 co quan chtng thie cua t6 chic nay.

- Phat hanh, quan ly ching chi khoa cong khai: Trong mo6 hinh chir ky tép
thé, chung chi khoa cong khai (PKC) duoc sir dung dé mot td chirc chimg nhan céc

d6i tugng ky 1a thanh vién ctia n6. Cau triic co ban ciia mot PKC bao gdm khoa cong



khai ctia chi thé chimg chi va cac théng tin khac nhu: thong tin nhan dang cta chu
thé, trang thai hoat dong cia chimg chi, sé hiéu ching chi, thong tin nhan dang cua
CA.,... Khong 1am mat tinh tong quat, & day sir dung thuat ngit thong tin nhan dang
(IDi) ctia d6i twong ky dé dai dién cho cac thanh phan théng tin noi trén . Trong thuc
té, c6 thé sir dung khudn dang chimg chi X.509 cho ching chi khoa cong khai trong
mo hinh méi dé xuit.

- Hinh thanh va kiém tra chit ky sb tap thé: Trong mé hinh dugc dé xuét, chir
ky tap thé hinh thanh trén co sé chit ky cia mot hodc mot nhom doi tuong ky va
chirng nhan ctia CA véi vai tro chirng thuc cia t6 chirc ddi véi mot thong di¢p dir li¢u
can ky.

1.1.3. Chir ky s6 nguéng

Lugc do Chir ky Ngudng (Threshold Signature Scheme - TSS) 1a mot thuat
toan ma hoa bac thép da co tur 1au, dugc sir dung dé tao khoa phan tan va chir ky. St
dung TSS trén cdc may cua nguodi dung (may khéach) blockchain 1a mdt mé hinh mai
c6 thé mang dén nhiéu loi ich, dac biét 1a trong linh vuc bao mat. Tuy nhién, bat chép
nhirng kha ning ndy, TSS van 1a mot cong nghé mdi, boi vay ching ta ciing cin xem
xét nhitng rai ro va han ché ma né dem lai.

Dé hiéu vé TSS, trude hét chung ta can c6 hiéu biét co ban vé cong nghé ma
hoa. Tir thap nién 70, ngay cang nhiéu hé thong Internet sir dung céng nghé ma hoa
bat dbi xtmg, hay con duoc goi 1a Coéng nghé ma khéa cong khai (Public key
cryptography - PKC). PKC sir dung hai khoa: khoa cong khai va khoa ca nhan. Néu
khoa cong khai 1a khéa c6 thé dugc cong khai va bét ky ai ciing c6 thé st dung no,
thi khoa cd nhan 1a mdt thong tin bi mat va dai dién cho tinh bdo mat cua hé théng
mé hoa nay.

M3 hoa va chit ky s6 13 hai tng dung phd bién nhit cua PKC. Ca hai hé thong
mé& hoa va chir ky s6 déu dua trén ba thuat toan nhu sau. Thtr nhét 13 thuat toan tao
cap khoa cong khai va khoda cd nhan, thir hai 1a thuat toan tao van ban ma héa/chir ky,
va thtr ba 14 quy trinh giai ma/xéac thyc. O cac hé thong chit ky s6, thuat toan chir ky

can biét khoa cé nhan dé cé thé tao mot chir ky duy nhat, chi ngudi s¢ hiru né maéi
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biét khoa ca nhan nay. Chir ky nay sau d6 dugc dinh kém véi tin nhin sao cho bat ky
ai c6 khoa cong khai ciing c6 thé xac thuc d6 1a chir ky thuc va chinh xAc.

K¥ thuat tinh toan nhiéu bén (MPC) 12 mot nhanh cia cong nghé ma hoa, k§
thuat nay c6 ngudn goc tir cong trinh ctia Andrew C. Yao gan 40 nim trudc. Trong
MPC, mot tip hop cac bén khong tin tudong 1an nhau cung tinh toan chung mot ham
véi cac dir liu dau vao cua ho ma khong tiét 10 cac dit liéu dau vao do cho cac bén
con lai.

Hay lay mot vi du, gia sir c6 n nhan vién cia mot cong ty mudn biét ai 1a nguoi
dugc tra lwong cao nhit trong s6 ho, tuy nhién khong mudn cho nguoi khac biét mirc
lwong ciia minh. Trong vi du nay, cac dit liéu dau vao ca nhan 13 muc luong, va két
qua dau ra s& 1a tén cta nhan vién duoc tra luong cao nhét. Bang viéc sir dung k¥
thuat MPC, chung ta c6 thé dam bao thong tin vé muc lwong cia mdi ca nhan khong
bi tiét 1o trong qua trinh tinh toan.

Hai thudc tinh cia MPC 1a tinh chinh x4c va tinh riéng tu:

- Tinh chinh xé4c: két qua dugc thuat toan tinh chinh xac (theo ky vong).

- Tinh riéng tu: dit liéu dau vao bi mat ctia mot bén s& khong bi tiét 16 cho
cac bén khéc.

Chung ta s& st dung MPC dé tinh chit ky s6 theo cach phan tan. Hay xem céc
thudc tinh trén dugc ap dung nhu thé nao cho chir ky. Nhu da néi 6 trén, hé théng
chit ky gdm ba budc:

- Tao khoa: budc dau tién ciing 1a budc phirc tap nhat. Chung ta can tao mot
khoa cong khai, khoa nay s& duoc sir dung dé xac thue cac chit ky. Tuy nhién, ching
ta cling can tao ra mot thong tin bi mat cho mdi bén, & day chiing ta s& goi 1a phan
thong tin bi mat. Pé dam bao tinh chinh xac va tinh riéng tu, ham s¢€ xuit mot khoa
cong khai chung cho tat ca cac bén va mot phan thong tin bi mat cho mdi bén dé thoa
mén hai thudc tinh: (1) tinh riéng tu: khong mot bén nao dugc biét phan thong tin bi
mat caa bén khac, va (2) tinh chinh xdc: khoa coéng khai 12 mot ham cua cac phan

thong tin bi mat.
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- Ky tén: budc ndy bao gdbm mot ham tao chir ky. Mdi c4 nhan s& nhap dir
liéu dau vao 1a phan thong tin bi mat ciia minh, phan thong tin ndy 1 du ra ciia budce
thir nhat (tao khoa phan tan). Ngoai ra, c6 mot dit liéu dau vao ma tat ca cac bén déu
c6 thé thay, d6 chinh 1a thong diép can ky tén. Két qua dau ra cua bude nay 1a mot
chit ky s6, thudc tinh tinh riéng tu bao dam rang khong c6 dit liéu bi mat nao bj tiét
10 trong qua trinh tinh toan.

- Xac thyc: thuat todn x4c thuc van gidng nhu trong cong nghé ma hoa co
dién. Bé twong thich véi cac chir ky mot khoa, tat ca nhiing ngudi biét khéa cong
khai déu co thé kiém tra va xac thuc cac chir ky. Pay chinh xac 1 cong viéc cuia cac
node xac thuc blockchain.

Su két hop k¥ thuat tao khoa phan tan (DKG) va ky tén phan tan nay 13 luoc
d6 chit ky ngudng (TSS). Bang cach sir dung TSS, chiing ta s& c6 mot tap hop cac
bén cling tham gia vao qué trinh tinh toan khoa cong khai, mdi bén ndm giit mot phan
bi mat cia khoa ca nhan (cac phan thong tin bi mat duoc giit kin v6i cac bén con lai).
Tir khéa cong khai, chiing ta co6 thé 1ay duoc dia chi cong khai theo cach thirc giéng
nhu & hé thong truyén thong, khién cho blockchain khong thé biét dia chi dugc tao ra
nhu thé nao. Co ché niy c¢6 uu diém 13 khéa c4 nhan s& khong con 1a diém hu hong
duy nhét nita, boi vi mdi bén chi nim giit mot phan cta no.

Quy trinh twong tu dugc st dung khi ky céac giao dich. Khi ky cac giao dich,
thay vi chi mot bén ky voi khoa cd nhan ciia minh, ching ta chay mot quy trinh tao
chir ky phan tan c6 sy tham gia cua nhiéu bén. Nhu vay mdi bén ¢6 thé tao mot chit
ky hop 18, mién 13 ho hanh dong trung thyc. Nhu vay, ching ta da chuyén doi tir tinh
toan cuc bd (mot diém hu hong duy nhat) sang tinh toan tuong tac.

Trong nhiéu nim qua, cac nha nghién ctru da tim ra nhiéu ung dung cua chir
ky s6, va mot sd Gmg dung v6 cing quan trong. Nhu di dé cip ¢ trén, TSS 1a mot
thuat toan ma hoa bac thap da co tir 1au, ¢ kha ning ting cudng bao mat dang ké.
Chung ta c6 thé noi rang nhiéu tinh ning ciia blockchain cé thé dugc thay thé boi cac
ky thuat ma hoa dya trén TSS. C6 thé xay dung cac ing dung phan quyén, cac giai

phap mé rong 16p 2, hoan doi nguyén tir, pha tron, ké thira va cac tinh nang khac trén
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khung TSS. Cubi cing, diéu nay s& cho phép thay thé cac hoat dong van hanh hop
dong thong minh trén chudi dit d6 va rui ro bang cac lya chon thay thé ré tién va
dang tin cdy hon. Mot sé vi du c6 thé ké dén bao gom: Khoa nhiéu budc nhay sir
dung chit ky hai bén mot cach thong minh, va voi mang ludi kénh thanh todn bao mat
va riéng tu hon, né c6 thé dugc sir dung dé thay thé mang ludi Bitcoin lightning
network. ShareLock[10] c6 18 14 giai phap pha tron trén chudi c¢6 chi phi hop 1y nhét
cho Ethereum, dua trén viéc xac thuc mot chit ky ngudng duy nhat.

Trong nhing nim gan day, sd luong cac trién khai TSS da ting 1én dang ké.
Tuy nhién, 1a mot cong nghé kha méi mé, n6 van c6 nhitng han ché va mot sb van dé
can can nhic. So v&i cong nghé ma héa khoa cong khai co dién, cac giao thirc TSS
c6 thé rat phuc tap nhung van chua duoc “kiém thir trén thuc t&”. So véi cac chir ky
s6 don gian, TSS thudng yéu cau cac gia dinh ma hoéa bo sung yéu hon. Do dé, cac
VéC-to tAn cong ma hoéa khong ton tai trong cac thiét lap truyén thong gio day dang
duogc kham pha. Céc ky su vé bdo mat va cac nha mat ma hoc ung dung co thé hd tro
dé trién khai TSS mot cach an toan cho hé théng.
1.1.4. Da chir ky

Multisig 1a viét tat cia multi-signature (da chit ky), 1a mot loai chir ky dién tir
gitp cho hai hoac nhiéu nguoi dung ky vao tai liéu nhu 1a mot nhom. Do do, mdt da
chir ky duogc tao ra bang su két hop cua nhiéu chit ky. Cong nghé da chit ky dang
dugc dung trong thé gi6i tién dién tir, nhung nguyén 1y cta nd da coé mit tir lau trude
khi tao ra Bitcoin. Trong ngit canh cua tién dién tir, cong nghé lan dau tién duoc ap
dung cho cac dia chi tién dién tur trong nam 2012, cudi cung dan dén viéc tao ra cac
vi da chir ky mot ndm sau d6. Pia chi da chit ky c6 thé dugc sir dung trong cac ngit
canh khac nhau, nhung hau hét cac trudng hop str dung déu lién quan dén cac van dé
bao mat. Trong bai ndy, chiing ta s& thao ludn vé viéc sir dung ching trong cac vi da
chir ky.

Su an toan va bao mat cua tién dién tor duoc nhan manh b'fmg cong nghé da
chir ky. Tat ca cac vi da chit ky hoat dong theo kién triic ndy. Theo thiét ké, tat ca cac

vi da chir ky can chir ky M ctia N cho bat ky giao dich nao dé thuc hién. Vi dy, néu
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ban c6 vi da chit ky (Multi Signature wallet) dugc cdu hinh cho 3 trong s6 5 chit ky,
diéu nay c6 nghia 1a d6i v6i bat ky giao dich nao dugc xir Iy, ban sé& can it nhat ba
trong nam chit ky dé phé duyét trudce khi giao dich duoc xac nhén.

Vé khai niém, diéu nay giai thich tai sao vi da chit ky trd thanh cach tot nhat
dé bao vé tién cua ban, dic biét 1a khi ban dang diéu hanh hodc bit dau mot cong
dé)ng hoac dy an khoi dong, va ban lo léng vé viéc dat tit ca quyén luc dé kiém soat
tién trong mot nguoi.

Cach thirc hoat dong

Pé don gian, ching ta c6 thé hinh dung né nhu mdt hop tién giri an toan cé hai
khoéa va hai chia khoa. M6t chia khoa dugc gitr boi Alice va mot chia khoa khac duogc
giit bai Bob. Cach duy nhét c6 thé mo hop 13 phai co ca hai chia khoa cing mét lic,
vi vay, mot ngudi khong thé mé hop ma khong cé sy dong ¥ ciia ngudi khac.

Vé co ban, cac quy duoc luu trit trén mot dia chi da chir ky chi co thé duoc
truy cdp bang cach st dung 2 hoic nhiéu chit ky. Vi vay, viéc sit dung mét vi da chir
ky cho phép nguoi dung tao thém mot 16p bao mat cho quy cua minh. Nhung trudc
khi di xa hon, diéu quan trong 13 phai hiéu nhirg nét co ban ctia mét dia chi Bitcoin
chuan, dua trén don chia khoa thay vi da chia khoa (dia chi mot chia khoa).

Don chia khéa va da chir ky

Thong thuong, Bitcoin dugc luu trir trong mot dia chi ti€u chuan c6 mét chia
khoa, c6 nghia 13 bat ky ai giir chia khoa c4 nhan tuong tng déu c6 thé truy cap vao
quy. Diéu nay co6 nghia 14 chi cAn mot chia khoa dé ky cac giao dich, va bat ky ai co
chia khoa c4 nhan déu c6 thé chuyén coin theo ¥ muén ma khong can cé sy cho phép
ctia bat ky ai khac.

Viéc quan 1y mot dia chi don chia khéa 1a nhanh hon va dé dang hon so véi
mot dia chi da chia khoa, nhung c6 mot sb6 van dé, dic biét 1a lién quan dén bao mat.
Véi viée 6 mot chia khoa duy nhat, quy dugc bao vé bai mot diém chiu 15i duy nhat,
va do 1a 1y do tai sao bon t0i pham mang lién tuc phat trién cac ky thuat lira ddo moi

deé an cap tién ctia nguoi dung tién dién tu.
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Hon nira, cac dia chi don chia khoa khong phai 1a lya chon tdt nhat cho céac
doanh nghiép c6 lién quan dén tién dién tir. Hiy tudng tuong vé trudng hop quy cua
mot cong ty 1on dang dugc luu trir tai mot dia chi tiéu chuén c6 mét chia khoa ca
nhan tuong tng. Piu nay c6 nghia 13 chia khéa ca nhan s& dugc giao phd cho mot
ngudi hodc cho nhidu ngudi cung mot lic — va rd rang d6 khong phai 1a cach an toan
nhét.

Vi da chit ky cung cdp mot giai phap tiém ning cho ca hai van dé nay. Khong
gidng nhu dia chi don chia khoa, quy dugc luu trit trén mot dia chi da chit ky chi co
thé duoc chuyén di néu co da chir ky (duoc tao ra bang cach st dung cac chia khoa
ca nhan khac nhau).

Theo cach cau hinh cho mot dia chi da chit ky, viéc mé khoa co thé yéu ciu
su két hop cua cac chia khoa khic nhau: 2-0f-3 1a phd bién nhat, trong d6 chi c¢6 2
chir ky 1a da dé truy cap vao quy cia mot dia chi 3 chit ky. Tuy nhién, c6 nhiéu bién
thé khac, chang han nhu 2-0f-2, 3-0f-3, 3-0f-4, v.v.

Céc tai khoan da chir ky (multisig) 14 tai khoan Bitcoin khong chuan phd bién
nhét cho dén nay va da dugc st dung tr ndm 2012. Cac dia chi thay vi 1, thi s€ bat
dau bang 3.

Cac tinh nang co ban cua vi da chir ky

Khi tao ra mot trong nhitng vi ndy, ban ¢ thé chon s chit ky s& dugc str dung
hodc ty quyén, va s luong tdi thiéu can thiét dé cho phép mot giao dich. 2 trong sb
3 vi 1a vi da chir cai pho bién nhét duoc tao. Trong trudng hop nay, chiée vi yéu cu
ba chit ky, nhung chi can hai chit ky dé cho phép mot giao dich.

Tinh ning nay thuong hoat dong giéng nhu cach cac ngan hang can ky tén.
Tuy nhién, ké tr khi cong nghé Blockchain khong hoat dong dua trén su tin tudng,
n6 dugc xay dung trén su déng thuan va mat ma, tha khién cho n6é hau nhu khong
thé danh bai. Do d6, mot té chirc hodc ca nhan sé khong thé gilr tién ctia ban mot cach

tly v tai bat cir thoi diém nao.
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1.2. Cong nghé Blockchain

Blockchain 1a mot loai co s& dit li€u, thong tin dugce luu trit trong cac khdi va
lién két voi nhau. Thong tin trong khéi, cac lién két s& duge ma hoa dong thoi cé thé
m& rong theo thoi gian. Mdi khi mot thong tin hodc giao dich méi xdy ra, thong tin
cii s& khong bi mit di ma thay vao d6, thong tin méi s& duge luu vao mot khdi méi
va 1an lugt duge ndi vao khdi cii dé tao thanh mot chudi méi. C6 thé vi Blockchain
nhu mot cudn s cai ghi lai toan bo dir liéu trong hé théng. Blockchain khac voi cac
dir liéu thong thudng & cau trac luu trit dir liéu. Blockchain s& thu thap thong tin di
liéu va nhom chiing thanh cac khéi chira tip hop nhiéu thong tin .C6 thé khang dinh
blockchain 13 mét cong nghé rat manh mé&. N6 cung cap mét 16p dong thuén, 16p nay
t6 chirc va ghi lai cac su kién. Co s¢ ha ting nay cho phép nhiing ngudi dung nhu
chung ta xay dung dugc cc nén kinh té, va tham chi 13 ca cac chinh phii, phan quyén.

Tuy nhién, cong nghé ma héa dugc st dung dé van hanh mét blockchain co
ban c6 thé duogc dwa hoan toan trén cac chir ky sb. Trong blockchain, cac khoa ca
nhan tuong trung cho danh tinh, con chit ky 1a mot tuyén bd hoic mot xac nhan cong
khai ma danh tinh d6 dua ra. Blockchain s& yéu ciu cac tuyén bd dé va xac thuc
ching dua trén mot bd quy tic, bd quy tic nay dam bao cac chit ky chinh xac va
khong thé gid mao duogc.

1.2.1. Nhirng diic diém chinh ciia Blockchain

Blockchain ra doi dé giai quyét nhitng han ché, rai ro phat sinh ctia hé thong
giao dich thong thudng. Chinh vi vay ma cong nghé Blockchain c¢6 nhimng dic diém
ndi bat sau:

- Phén quyén: Blockchain hoat dong ddc 1ap theo cac thuat toan may tinh va
hoan toan khéng chiu su kiém soat cta bt ky t6 chirc nao. Do d6, Blockchain tranh
duoc rai ro tir cac bén thur ba.

- Phan tan: Céac khdi chua cung mot dir li¢u, nhung dugc phan tan ¢ nhiéu
noi khac nhau. Vi vy, néu mot noi nao d6 bi mét hodc bi hong, dir liéu van nam trén

Blockchain.
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- B4t bién: Mot khi dir liéu dugc ghi vao khéi cua chudi khdi, né khong thé
bi thay doi hodc sira doi do cac dic diém cua thuat toan dong thuan va ma hash. Céc
dir liéu duoc lvu trir mai mai.

- Bao mat: Chi ngudi ndm giit khoa riéng tu (private key) moi co thé truy cap
vao dit liéu bén trong Blockchain va truy xuat dit liéu do.

- Minh bach: Cac giao dich trong chudi khéi duge ghi lai va moi nguoi déu
c¢6 thé xem cac giao dich nay. Dua vao d6, c6 thé kiém tra va truy xuét lich sir giao
dich. Moi ngudi tham chi ¢ thé duoc phan quyén dé cho phép ngudi khac truy cap
mot phan thong tin trén Blockchain.

- Tich hop hop dong thong minh: Hop dong théng minh 1a cac k¥ thuat sb
duogc tao boi mot doan code if-this-then-that (IFTTT) trong hé thong cong nghé. Hop
d6ng nay cho phép blockchain ty thyc thi moi thir ma khong can bén thir ba tham gia
vao hé théng. Cac diéu khoan dugc viét trong hop dong thong minh, né dugc thyc thi
khi cac diéu kién trude d6 duge dap Gmg va khong ai c¢6 thé ngan chin hodc hiy bo
no.

- Khong thé pha huy hodc lam gia: V& Iy thuyét, chi c6 mdy tinh luong tir
m&i ¢6 thé can thiép va giai ma blockchain. Blockchain c6 thé bi pha hity hoan toan
khi khong con Internet trén thé gii, nhung tat nhién diéu nay 1a khong thé xay ra.
1.2.2. Cau triic va co ché hoat dong

Blockchain bao gém 2 phan chinh:

- Khdi (Block): cac khéi nay chira dit lidu

- Chudi (Chain): ttrc 1a cac khéi trén lién két voi nhau tao thanh chudi

- MB&i khdi bao gdm 3 thanh phan chinh: Data (Dit liéu), Ma Hash cta khdi
hién tai (Ma ham bam) va Ma Previous Hash (ma Hash khdi trudc do).

- Data (Dit liéu): Cac ban ghi dir liéu d3 xac minh ctia ban dugc bao vé bang
céc thuat todn ma hoa phu thudc vao mdi chudi khdi. Vi dy: thong tin nguoi gui,
ngudi nhan, sb lugng coin da duoc gui. ..

- M3 Hash cta khéi hién tai (M4 ham bam): Pay 1a mot chudi ky tu va sb

duoc tao ngau nhién khong hoan toan gié)ng nhau. N6 dai dién cu thé cho khéi va six
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dung mot thuat toan ma hoa dé ma hoa no. Ma nay dugc st dung dé phat hi¢én cac
thay d6i trong khbi. M3 nay gidong nhu dau van tay cta chung ta, 1a duy nhét, khong
trung nhau.

- Ma Previous Hash (m Hash khéi trudc d6): N6 duge sir dung dé cho céac
khéi lién ké biét khdi ndo & phia trude va khdi nao & sau, dé lién két dung vé6i nhau.
Tuy nhién khéi dau tién, bsi vi khong c6 khédi nao trude nd nén ma Hash cua nd 13
mdt chudi sd 0. Khéi dau tién nay dugc goi la Genesis block tuc la “Khbi nguyén
thay” hay khdi goc.

Hoat dong ciia Blockchain dugc dién ra nhw sau:

Dau tién, thong tin giao dich cua ban sé& dugc ghi lai trén hé théng dé tao ban
ghi hd so. Sau d6, cac may tinh trong hé thong (duwoc goi 1a Node) xac minh xem ban
ghi ctia ban ¢6 hop 1& hay khong theo thuat toan dong thuan trén Blockchain.

Vi du: Ban ghi hd so cho théy ban muébn ban 3 bitcoin => hé théng xac nhan
rang c6 3 bitcoin trong vi ctia ban => ban ghi hop 18.

Néu ban chi ¢6 1 bitcoin => hé théng xac dinh réng vi cia ban khong c6 du
bitcoin cho giao dich => ban ghi khong hop 1¢€.

Tiép theo, cac ban ghi da dugc xac minh c6 gia tri cua ban va mot loat cac ban
ghi da dugc xac minh tir cadc nha giao dich khac s€ dugc nhom lai thanh mot khoi.

Cudi cung, khéi (Block) méi dugce tao duoc s& két ndi khéi trude d6 bang cach
két ndi Previous Hash cua khéi duoc thém vao va két qua 13 tao thanh mot chudi khéi
(Blockchain).

Néu ké trom dot nhap mudn thay do6i bat ky thong tin nao trong Blockchain,
chung phai thay ddi toan bo thong tin ctia khéi va chudi. Piéu d6 gan nhu 1a bat kha
thi va chi can thay d6i nho ciing khién ching ta phat hién ra 156 hong. Vi vay
Blockchain gan nhu an toan tuyét doi.

1.2.3. Ung dung ciia Blockchain trong thwong mai dién tir

Ung dung Blockchain trong bao mit & bao vé dir liéu
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Thuong mai dién tir 1ién quan dén rat nhiéu giao dich tai chinh. D4y 1a noi c6
thé mg dung Blockchain trong viéc lam cho céc giao dich nay an toan hon va nhanh
hon.

Quan 1y dit liéu bang cach st dung blockchain c6 thé gitip tranh rii ro 1o ri dit
liéu do sir dung cong nghé DLT (S céi phan tan) hodc cac cudc tan cong mang. Cong
ngh¢ blockchain cling s€ giup bao mat trang web Thuong mai dién tir cua ban trudc
cac cudc tAn cong mang DDoS.

H¢é thong thanh toan tot hon

Blockchain tré nén ndi bat voi sy xuét hién cta nhiéu loai tién dién tir khac
nhau nhu Bitcoin va Ethereum. Trong vong nhiéu nam, tién dién tr dang dugc coi 1a
mot giai phap thay thé cho cac loai tién té truyén thdng. Nhiéu qudc gia trén thé giéi
ban dau phan dbi viéc su dung tién dién tir hién dang chép nhan no.

- Khong c6 ngudi trung gian: Vi tién dién tir, hau nhu khong ¢ ngudi trung
gian nhu ngén hang, nén tang thanh todn nhu PayPal hodc mang thanh todn nhu Visa,
MasterCard.

- Hé thdng phi tap trung: Khong cé bén thir ba hodc chinh pht nao c6 thé thao
ting hodc thong qua cac giao dich ciia ban. Cac ngan hang hodc chinh phii khéng thé
thdi phong hodc pha gia tién dién tir, cac tinh hudng dia chinh tri ciing khong co bat
ky anh huéng nao dén tién dién tu.

- Dé sir dung: Tién dién tir dé st dung hon cho ca ngudi ban va ngudi mua
Thuong mai dién tir. Nguoi ban dwoc hudng loi tir phi xir 1y thdp hodc bang khong,
khong c6 khoan bdi hoan hoc phi sir dung quéc té va trén hét 14 thiét 1ap nhanh chéng
va dé dang. Nguoi mua duoc hudng loi tir viéc dé dang thanh toan, mang an toan va
khong c6 phi danh dau khi thanh todn bang cc don vi tién té khac.

- Giao dich nhanh hon: Céac khoan thanh toan duoc thuc hién bang tién dién
tir chi mat vai gidy, khong giéng nhu cac loai tién truyén thong c6 thé mat thoi gian,
dic biét 1a trong cac giao dich qudc té. Khong c6 gidi han vé s tién co thé duoc
chuyén hodc thoi gian ma ban c6 thé thuc hién giao dich.

Quan ly chudi cung vng tot hon
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Quan 1y chudi cung Gmg 1a mbi quan tim chinh déi v6i bat ky doanh nghiép
Thuong mai dién tr nao ngoai do.

Viéc tmg dung Blockchain ¢6 tiém ning giam chi phi van chuyén va cung cip
kha ning theo ddi tot hon cho ngudi mua. Nhiéu nha ban 1é truc tuyén 16n dang thir
nghiém va trién khai cac hé thdng blockchain vao chudi cung tng cua ho. Str dung
blockchain trong chudi cung tng ciing c6 thé giam bat cac thu tuc gidy to tha cong
can thiét trong mot sb truong hop. N6 ¢6 thé 1am giam nhu ciu vé hoa don gidy, thay
vao d6, gi tri cta 16 hang c6 thé duoc xac minh bang cach sir dung blockchain.

Quan 1y hang ton kho tét hon

Ung dung Blockchain ciing c¢6 thé giup cai thién quan 1y hang ton kho bang
cach két ndi cac nha kho, nha san xuat, nha cung cap, nha phan phdi va nha ban 1é
trén mot nén tang. Blockchain co thé giup chia sé timg ban ghi cta giao dich trong
mang ciia nguoi ban Thuong mai dién tir. Piéu nay s& mang lai sy minh bach giira
nha cung cdp va ngudi ban dé hiéu rd hon vé nhu ciu san xuit san pham theo nhu
cau. Blockchain ciing c6 thé gitp tranh gia mao dit liéu quan trong nhu ngudn gbc
san pham, kha niang truy xuat ngudn gbc va thoi han hodc hiéu luc cta hang hoa dé
hu hong. Bang cach nay, nd 1am cho hé théng quan 1y hang ton kho téng thé tro nén
manh mé& va tiét kiém chi phi cho cac chi cira hang Thuong mai dién tu.

Co hoi méi trong thwong mai dién ti

Véi sy phd bién ctia blockchain va tién dién tir, nhiéu co hoi méi da xuat hién.
NFT d3 tao ra doanh thu 2,5 ty d6 la chi trong nira dau nam 2021. Viéc Gmg dung
blockchain dd mé ra nhiéu co hdi méi chua timg duge nghi dén trong vai nam tré lai
day. Khéi lugng do cac cho nay tao ra nhiéu hon nhiéu so véi cac cira hang Thuong
mai dién tir truyén thong.

1.3. Mot so thuit toan dong thuin trong cong nghé Blockchain
1.3.1. Thuit toan dong thuin la gi

Déi véi cau trac truyén théng, nhd c6 cac co quan trung wong ma ma sy dong

thuan khong phai 1a vin dé can duoc giai quyét thudng xuyén. Nhung dbi voi

blockchain 1a mot hé thdng phan tan thi nguoc lai. Ting giao diém dong vai tro vira
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12 may chi va ciing 14 noi luu trit data dit liéu. Chinh vi thé, giao diém nay can phai
trao doi data cuing v6i cac giao diém khéc dé tao ra sy dong thuan. Diéu nay dan dén
cac thuat toan dé)ng thuan blockchain ra doi.

Thuat toan déng thuan (Consensus) blockchain dugc hiéu 1a co ché gitp cho
cac nut phan tan, tat ca déu dat dén sy ddng thuan trong hé théng. Bang cach ndy, cac
thuat toan déng thuan dat dugc dg tin cdy trong mang Blockchain va thiét 1ap su tin
ciy giita cac dong nghiép chua biét trong méi trudng may tinh phan tan. Vé co ban,
giao thirc dong thuan dam bao rang moi khbi méi duge thém vao Blockchain 1 phién
ban duy nhit cta sy that duoc tat ca cac nat trong Blockchain dong y.

Cich thirc hoat dong ciia thuit toan dong thuin:

- Déi véi thi truong tap trung, moi van dé déu duoc xtr Iy va thong tin duoc
tap trung boi mot co quan hay con goi 13 co quan trung wong. Thé nhung dbi voi
Blockchain, day 1a mot hé thong phi tap trung, nd pho rong khap cac noi thé gidi.
Blockchain quy tu nhiéu ngudi tham gia trén ca thé gidi va dic biét khong co sy quan
1y ctia bat ky co quan trung wong nio ca.

- Va dé thay thé, Blockchain ton tai nhitng ngudi dong vai trd xac minh cic
giao dich va tho mé tao ra cac khdi mai trén mang ludi. Dé viéc dién ra mét cach
minh bach, chinh x4c va thuyét phuc. Thuat toan dong thuén ra doi. N6 gitip cac hoat
dong dién ra mot cach an toan va chinh xac hon.

1.3.2. Cac loai thuit toan dong thuin

Trong thyc té, c6 rat nhiéu thuat toan dong thuan duoc sir dung. Tuy nhién co
4 thuat toan dong thuan hang dau dugc sir dung pho bién nhat gdm: Bang chimg cong
viéc PoW — Proof of Work, Bang chimg c6 phan PoS — Proof of Stake, Bang ching
iy quyén c6 phan DPoS — Delegated Proof of Stake va Co ché dong thuan chdng gian
lan BFT — Byzantine Fault Tolerance.

Bing ching cong viéc PoW — Proof of Work:

La thuat toan dong thun thanh cong dau tién cho cong nghé blockchain. Hién
nay, Proof of Work vin dang dugc s dung boi Bitcoin va mot sé cic dong

cryptocurrency khac nhu Ethereum, Litecoin, ZCash, Monero va mot sé dong khac.
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Proof of Work doi hoi nhitng ngudi tham gia thuc hién cac cong viée chuyén siu vé
tinh toan nhung lai c6 thé dugc xac minh mot cach dé dang boi nhirng nguoi khac
trong mang. Vi du nhu véi Bitcoin, “thg mo” canh tranh dé thém mot bo giao dich,
duoc got la mot block, vao chudi blockchain toan cau trong mang ludi. Dé lam duoc
diéu nay, ngudi khai thac mo phai 1a ngudi dau tién tim ra “nonce” mot cach chinh
xéac, mot chir sd s& duge ndi vao cudi chudi dé tao mot hash bat dau voi béng mot s6
chir s6 “0”.

Uu diém 16n nhét ciia Proof of Work da duoc ching minh 1a kha ning hoat
dong dugc trong mot thoi gian dai ¢& vao nim — day 13 vu diém vuot troi hon han
cua Proof of Work so véi cac thuat toan déng thuan khac.

Vé khuyét diém, Proof of Work tiéu thy rat nhiéu dién ning cho qua trinh khai
thac mo va thong luong giao dich thap.

Bing chirng c6 phan PoS — Proof of Stake:

Hién nay c6 rat nhiéu dong cryptocurrency dugc tao ra va st dung thuat toan
d6ng thuan Proof of Stake (PoS). Proof of Stake yéu ciu nguoi tham gia “dit coc”
mot phan nhimg ddng cryptocurrency ma ho nam giit trong mang ludi dé xac minh
cac giao dich. Thay vi “dao” bang cach giai quyét nhitng van dé kho khin va phtic
tap doi hoi chuyén sau vé tinh toan dé xac minh céc giao dich, nguoi thg moé s€ dat
coc tién vao cac giao dich bang cach khoa khoan cryptocurrency d6 lai. Tho mo duoc
chon dé hoan thanh block nay thuong duoc lya chon dua trén cac ti€u chi nhu gia tri
ma ho dit vao mang ludi so voi téng gia tri cua mang ludi hodc thoi gian ma khoan
cryptocurrency sé bi khoa hoic tiéu chi khac dé dam bao rang ngudi thg dao phu hop
v6i loi ich 1au dai ctia ca mang ludi.

Hién nay, thuat toan Proof of Stake dugc str dung bdi Peercoin, Decred va
Ethereum ciing dang c6 nhirng dong tac chuyén d6i thuan toan ddng thuin cta minh
tur Proof of Work sang Proof of Stake.

Uu diém ciia Proof of Stake 1 hiéu qua sir dung nang lugng va kha ning ngin
chin cac cudc tAn cong tét hon Proof of Work, tuy nhién wu diém nay chua dugc

ching minh 1a thyc sy hi€u qua khi st dung dé thuc hién cac du 4n 16n.
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Bing chirng ity quyén c6 phin DPoS — Delegated Proof of Stake:

Tuy Delegated Proof of Stake c6 tén twong tu nhu Proof of Stake nhung di vao
chi tiét thi hoat dong cua hai thuat toan nay la hoan toan khac nhau.

Trong DPoS, thay vi phai dit coc dé xac thuc giao dich, nhimg ngudi nim giir
token s& tién hang bd phiéu cho mot nhém duoge chon dé thuc hién vai tro xac nhan
cac giao dich. DPoS van “phan cap” theo ¥ nghia ring tit ca trong mang luéi tham
gia vao viéc lya chon céc nlt nao xac thuc cac giao dich, nhung tap trung theo nghia
mot nhom nhé hon dua ra cac quyét dinh lam ting toc do giao dich va xac minh.

DPoS dam bao su trung thyc va cong bé‘mg bé“mg viéc thuc hién céc hoat dong
b6 phiéu lién tyc va ciing lién tuc x4o tron trong hé thong dé dam bao nhitng nguoi
dugc chon trung thuc va ¢6 trach nhiém.

Uu diém ciia DPoS 1a kha ning md rong va thuc hién qué trinh xa4c minh giao
dich nhanh, nhung c6 khuyét diém 13 n6 chi tip trung vao mot phan va mo hinh quan
tri van chua dugc chimg minh 1a c6 hiéu qua trong mot dy an 1on.

Co ché dong thuin chong gian 1an BFT — Byzantine Fault Tolerance:

BFT 1a mot thuat toan ddng thuan co tinh chét k§ thuat cao. N6i chung, cac
thuat toan déng thuan BFT duoc st dung boi cac du an cryptocurrency ma cho phép
nhitng nguoi thuc hién xac minh quan Iy mdi trang thai cia mot chudi va chia sé cac
thong diép gitta mdi chudi khac dé c6 duoc nhiing ban ghi giao dich chinh xac va
dam bao su trung thuc. Uu diém cta BFT kha nang mo rong va cac giao dich véi chi
phi thap.

1.4. Ung dung chir ky s6 ngudng vio cong nghé Blockchain trong cac giao
dich tai chinh

Phuong thirc ty nhién dé tich hop TSS trén blockchain 14 dé cho cac may khach
(client) trén blockchain tao cac khéa va chir ky bang cach st dung TSS. O day, t6i sir
dung thuat nglr may khach trén blockchain dé mo ta mot tap hop cac 1énh do mot full-
node [11] thuc hién. Trén thuc té, cong nghé TSS cho phép chung ta thay thé tit ca

céc 1énh lién quan dén khoa ca nhan bang cc phép tinh toan phan tan.
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Dé giai thich rd hon, trude hét 61 s& mo ta ngan gon cach thirc tao cac dija chi
trén thiét ké blockchain cb dién. Mot cach don gian, chiing ta co thé tao mot dia chi
méi bang cach tao mot khoa ca nhén, sau d6 tinh toan khoa cong khai tir khoa ca
nhan. Sau d6, chung ta dan xuat dia chi cong khai tir khéa cong khai.

Bay gid, bang cach sir dung TSS, chung ta s& c6 mot tip hop cic bén cing
tham gia vao qua trinh tinh toan khoa cong khai, mdi bén nim gitt mot phan bi mat
ctia khoa ca nhan (cac phan thong tin bi mat duoc gitr kin v6i cac bén con lai). Tur
khoa cong khai, ching ta ¢6 thé lay duoc dia chi cong khai theo cach thire giéng nhu
& hé thdng truyén thong, khién cho blockchain khong thé biét dia chi duoc tao ra nhur
thé ndo. Co ché nay c6 wu diém 1a khoa ca nhan s& khong con 1a diém hu hong duy
nhat nira, bai vi mdi bén chi ndm giit mot phan cua né.

Quy trinh twong ty dugc st dung khi ky cac giao dich. Khi ky cac giao dich,
thay vi chi mot bén ky voi khda cé nhan cua minh, chung ta chay mdt quy trinh tao
chir ky phan tan c6 sy tham gia cua nhiéu bén. Nhu vay mdi bén ¢6 thé tao mot chit
ky hop 1&, mién 13 ho hanh dong trung thyc. Nhu vay, chiing ta da chuyén doi tir tinh
todn cuc bd (mot diém hu hong duy nhét) sang tinh toan tuong tac. Thyc hién tao
khoa phan tan theo cach thirc cho phép céc cau truc tiép can khac nhau: cai dit chung
“t trong tong sd n” s& ¢ thé chdng lai 1én tdi t sy hu hong tiy ¥ trong cac hoat dong
véan hanh lién quan dén khoa ca nhan ma khong anh huong dén tinh bao mat.

1.4.1. Vi ngudong

Co6 mot s6 khac biét gitra vi dua trén cong nghé TSS va vi tién ma hoa. Vi
truyén thong thuong tao mot cum tir chira thong tin khoi phuc (seed phrase) va sir
dung n6 dé din xuét cac dia chi theo phuong thirc tit dinh. Sau d6 ngudi dung cé thé
dung céu trac tat dinh theo cdp bac (hierarchical deterministic - HD) dé 1) xac dinh
cac khoéa céa nhan tuong ting voi céac dia chi cong khai cia vi va ky céc giao dich voi
céc khoa d6 va 2) khoi phuc tat ca cac khoa ctia vi bang cach sir dung cum tir chira
thong tin khoi phuc.

Vi ngudng c6 mot quy trinh phirc tap hon. Mic dii nd ¢6 thé tao mot ciu triic

HD, nhung quy trinh tao ndy phai dugc tinh toan theo cach phan tan, nhu mot giao
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thirc MPC khac. Cac bén phai ciing quyét dinh khoa dugce sir dung tiép theo. Néi cach
khac, mdi bén s& c6 mdt cum tir chira thong tin khoi phuc cia riéng minh. Cac cum
tir chtra thong tin khoi phuc dugc tao riéng biét va ching khong bao gior duoc két hop
v6i nhau dé mot bén khong thé dan xuét cac khoa ca nhan tir thong tin khoi phuc cia
no.

Céc vi dua trén TSS cling ¢6 mot tinh nang bao mat tha vi, tinh ndng nay cho
phép xoay khoa ca nhan ma khong phai thay doi khoa cong khai va dia chi blockchain
twong tmg. Xoay khoa ca nhan, hay con goi 1a chia sé bi mat chi dong, van khong
phai 1a mot giao thie MPC khac str dung cac phan thong tin bi mat lam dit liéu dau
vao va xuat két qua dau ra 1a mot tap hop thong tin bi mat méi. C6 thé xo6a cac phan
thong tin bi mat cii va st dung cac phan thong tin bi mat méi theo cach tuong tu.
1.4.2. Hop dong thong minh

Trong nhiéu nim qua, cac nha nghién ctru da tim ra nhiéu ing dung cua chir
ky s6, va mot sd tmg dung vo cing quan trong. Nhu dd dé cap ¢ trén, TSS 1a mot
thuat toan ma hoa bac thap da co tir 1au, c6 kha ning ting cudng bao mat dang ké.
Chung ta c¢6 thé noi rang nhiéu tinh ning ciia blockchain c¢é thé dugc thay thé bai cac
k¥ thuat ma hoa dya trén TSS. C6 thé xay dung cac ung dung phan quyén, cic giai
phap mé rong 16p 2, hoan d6i nguyén tir, pha tron, ké thira va cac tinh ning khac trén
khung TSS. Cubi ciing, diéu nay s& cho phép thay thé cac hoat dong van hanh hop
ddng thong minh trén chudi dit d6 va rui ro bang cac lya chon thay thé ré tién va
dang tin cdy hon.

Mot s6 vi du co thé ké dén bao gom: Khoa nhiéu budc nhay si dung chir ky
hai bén mot cach thong minh, va véi mang ludi kénh thanh toan bao mat va riéng tu
hon, nd c6 thé dugc s dung dé thay thé mang ludi Bitcoin lightning network.
ShareLock[10] c6 1& 1a giai phap pha tron trén chudi cé chi phi hop 1y nhét cho
Ethereum, dua trén viéc xac thuc mot chit ky ngudng duy nhat.

1.5. Két luan chwong
Trong Chuong 1, t6i dd gidi thiéu vé loai chit ky sd, blockchain va kha ning

ung dung manh mé cua blockchain vao xa hdi néi chung va trong thuong mai dién tu
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noi riéng. Trong chuong tiép theo, ching ta s& di sau vao k¥ thuat duoc st dung trong

chir ky ngudng va ap dung vao blockchain nhu thé nao.



26

CHUONG 2: XAY DUNG MO HINH CHU KY SO NGUONG
TREN CO SO HE MAT TREN PUONG CONG EDWARDS

2.1. H¢ mat trén duong cong Edwards
2.1.1. DPwong cong Elliptic

ECDSA 14 viét tit cua Elliptic Curve Digital Signature Algorithm - thuat toan
sinh chit ky s6 dua trén duong cong Elliptic. ECDSA dugc sir dung dé tao chit ki s6
cho dir liéu, giup chdng lai sy gia mao ciing nhu lam sai 1éch dit liéu, cung cp mot
phuong phép xac thye ma khong anh hudng dén tinh bao mat cia dir liéu gdc. ECDSA
duoc ung dung rong rai trong rat nhiéu linh vuc can tinh bao mat va su riéng tu dir
liéu, dac biét nhu trong Blockchain.

ECDSA la thuat toan ma hod bat d6i ximg. N6 khac vdi cac ma hoa dbi xing
khac nhu AES, ta c6 mot key duy nhat @& ma hoa di lidu va giai ma. N6 dong nghia
v6i viée biét key 1a biét tat ca, va khong biét key thi khong biét gi. ECDSA thi khéc,
n6 cd mot cdp key: private key (Khda bi mat) va public key (Khoa cong khai). Private
key dung dé ma hoa, public key ding dé xac nhan (verify) tinh ding dan caa dir liéu
d3 duoc ma hod nay, va chi vdy ma thoi. Public key khong thé giai ma dugc dit liu
da duoc ma hoa, do do dir licu géc ludén ludn duogc an toan. Sy hiru ich cta no thé
hién & viéc no c6 thé tao ra duogc chit ky sd. Véi mdi van ban, hay giao dich, hay dir
liéu bat ki, ta co thé tao ra duwgc mot dit liéu kém chit ky. Chir ky nay chi co thé duoc
tao ra boi nguoi co thong tin vé khoa bi mat, va bat ¢t ai cling co thé tiép can duoc
khod cong khai dé c6 thé xac minh chit ky nay. Thudc tinh hitu ich nay cia mat ma
bat dbi xtmg cho phép bét cir ai cling c6 thé xac minh moi chir ky trén moi giao dich,
trong khi van dam bao rang chi nhitng chu s¢ hitu khoa bi mat méi c6 thé tao ra duoc
chit ky hop I¢.

Khéa bi mat va khoa cong khai

Khoa bi mat:

Mot khod bi mat - private key chi don thuan 1a mét con s6 duoc chon ra ngau

nhién. Bung nhu cai t€n cua no, private key can duogc gitr bi mat, nén vi¢c chon ra so
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ngau nhién phai vo ciing an toan va dam bao tinh thuc sy ngiu nhién dé tranh cac
cudc tAn cong vét can hay cac cudc tin cong khac nham 1ay duogc private key.

Vi sao private key lai quan trong? Vi né tao ra chit ky, va chimg minh rang dit
lidu, hay tai san thudc vé quyén so hitu ctia nguoi co private key. Chinh vi vay viéc
bao vé private key 1a v6 cliing quan trong. Tuyét doi khong chia sé private key cho ai
khac, va hiy giit private key & mot noi an toan, vi mot khi mét di s& khong thé khoi
phuc lai dugc, déng nghia vo1 viée ta co thé s& mat di toan bod quyén ching thuc véi
dr li€u hay tai san cua ta

Khéa cdng khai:

Khac véi private key, public key duoc cong khai cho tat ca moi ngudi. Public
key dugc tao ra bo1 phép nhan véi private key trong duong cong Elliptic, ta s€ noi 1o
hon & phan tiép theo.

Phép nhan duong cong Elliptic 1a mdt phép toan trap door (cua lat), c6 nghia
1a n6 d& tinh theo mot chiéu (phép nhan) va khong thé tinh duoc theo chiéu nguoc lai
(phép chia). Do d6 ngudi s hitu private key c6 thé dé dang tao ra khoa cong khai va
yén tAm chia sé véi moi ngudi ma khong lo lang rang ai d6 co thé dao nguoc public
key dé chiém lay private key ctia minh.

Ly thuyét ndy tao nén nén tang cho cac chir ky sd an toan va khong thé 1am
gia, vi du dugc dung dé chimg minh quyén so hiru d6i véi Bitcoin hay Ethereum trén
cac mang blockchain.

Pwong cong Elliptic (EC)

Cong thtre cia duong cong Elliptic la:

y2(mod p)=x3+ax+b(mod p)
Duong cong nay c6 cong thuc nhu sau:
y2(mod p)=x3+7(mod p)
VGi p 1a mot s6 nguyeén t6 rat lon p=2265-232-29-28-27-26-24—1
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Hinh 2.1. Minh hoa duong cong Elliptic

C6 2 phép toan quan trong trén duong cong Elliptic: phép cong va phép nhan

Phép cong

Puong cong Elliptic c6 mot tinh chat: "Néu hai diém P va Q nam trén duong
cong, thi diém P+Q ciing s& nam trén duong cong". Piém nay dugc xac dinh nhu sau:

- V& duong thang ndi 2 diém P va Q, dudng thing nay s& cit duong cong tai
mot diém nira.

- Léy doi X{rng cua diém nay qua truc hoanh, ta s€ c6 dugc P+Q.

- Néu 3 diém trén duong cong Elliptic 1a thing hang, thi tong ctia chiing bang 0.

A

-(P+Q)

Zud
S

P
o
P+Q\

Hinh 2.2. M6 ta phép cong dugc tién hanh trong duong cong Elliptic
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Phép nhén

Trén dudng cong Elliptic, viéc nhan mot diém v6i mot hing s khong don
thuan chi 1a 1y ting toa d6 roi nhan 13 xong. Thuc chét, phép nhan ¢ ddy van 1a phép
cong, nhung thuc hién nhiéu 1an ma thai.

Vi dy trong phép toan tinh 3P, ta s& tinh 2P bang cach tinh P+P. Theo cich
cong & bén trén, ta v& duong thang ndi P va P, & day chinh 14 tiép tuyén ctia duong
cong, n6 cit dudng cong tai diém -2P, 1ay dbi ximg qua truc hoanh ta c6 2P. Tiép tuc

v& dudng thang nbi giita 2P va P, cit dudng cong tai -3P, ldy ddi xtng ta co 3P.

A
,-2P
P
3p
\I
/_'3
2P

v

Hinh 2.3. Mo ta phép nhan dugc tién hanh trong dudng cong Elliptic

Do cach tinh toan trén, ta c6 thé dé dang tinh toan dugc phép nhan k*P khi
biétk va P, nhung hoan toan khong thé tinh toan dugc theo chiéu nguoc lai, tirc phép
chia. D6 ciing chinh 12 tinh chat dic trung tha vi ctia ma hoa bat dbi ximg.

Tao Public key

Ta da co6 mot private key 1a mot s6 ngau nhién dA.

Trén duong cong Elliptic ta chon mét diém G, goi 1a diém sinh (generator
point hay reference point).

Public key QA duoc sinh ra bang két qua cua phép nhan:

QA=dAxG

voi1 Bitcoin hay Ethereum thi:
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G=04 79BE667E FI9DCBBAC 55A06295 CE870B07 029BFCDB
2DCE28D9 59F2815B 16F81798 483ADAT77 26A3C465 5DA4FBFC OE1108A8
FD17B448 A6855419 9C47D08F FB10D4B8

Tat nhién QA ciing s& 1a mot diém trén dudng cong Elliptic. Mdi quan hé giita
dA va QA 1a cb dinh, va chi tinh dugc theo mot chiéu tir dA dén QA. Do 1a 1y do tai
sao ta c6 thé sinh ra khoa cong khai tir khoa bi mat va c6 thé chia s¢ khoa cong khai
nay vai tat ca moi nguoi, ma khong thé dung khoa cong khai dé tim nguoc lai vé khoa
bi mat.

2.1.2. H¢ mat trén duong cong Edwards (EdDSA)

T
!

\

-14

Hinh 2.4. BPuong cong Edwards
Puong cong Elliptic 1a mot trong nhitng phuong phap mi héa manh mé& nhat
dang duoc g dung rong rdi ¢ thoi diém hién tai, trong d6 dudng cong Edwards do
Edwards (2007), dang 1a dang & lip m&i nhat va tot nhat. Thuat toan chir ky s6 theo
duong cong elip co thé gitp gui thong tin nhanh hon so v&i nhitng thudt todn hién
nay nhu 1a RSA, DSA hay ElGamal. Khi duoc két hop voi dudng cong Edwards,
thuat toan chit ky k¥ thuat s6 theo dudng cong Edwards (viét tit 1a EdDSA) 1a mot
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sang kién chir ky k¥ thuat sb sir dung nhitng bién thé ctia chit ky Schnorr dya trén
duong cong Edwards dang xoan.

Puong cong Edwards la su té)ng quat cua EC dé dat duoc do bao mat siéu cao
trén thiét bi han ché tai nguyén. N6 c6 kha ning cung cip sy bao vé twong ty voi mot
chiéc chia khoa nho hon. Mot chia khéa nho gitp giam chi phi tinh toan. Chi phi phat
sinh it ton kém hon EC dua trén phép nhan diém, cong diém va cac phép toan vo
hudng trén duong cong Edwards.

Puong cong Edwards thoa man phuong trinh:

X2 +y2 = a2 + a2x2y? (3)

Pay 12 hinh thic ma Harold Edwards[13] di nghién ctru trong bai bao gbc.
Hon nita, Bernstein and Lange ciing d4 xdy dung, nghién ciru va bién ddi cac duong
cong Edwards tdi mot dang don gian hon:

X% +y? = 1+ dx?y? (4)

Khoéng gidng nhu cac duong cong Elliptic khac sir dung cac hop am va tiép
tuyén dé xay dung mot diém, dudng cong Edwards st dung luit cong dudng tron don
vi lam phuong phéap cua no.

Diéu nay chi ra rang néu ¢ (x1, y1) va (x2, y2) trong duong cong Edward,

trong Phuong trinh (3) sau day, (x3, y3) dugc biét 1a suy ra tir cing mot dudng cong:

(z1Y2+22,) Y3 = (1Y —x122)
37 (a(l—ziy229,))

Lo =

7T (@(Hmyey))
(5)

Tuong ty, tinh chat nhan d6i c¢6 thé duoc 4p dung bang cach thay thé (X2, y2)

bang (X1, y1) trong cong thirc cong dé thu duoc cong thire nhan déi (x1, y1) + (x1, y1)

= (x3, y3) nhu trong phuong trinh (6):

o (z1y; +21Y;) ys = (v; —=3)
3= T oo Y3 = T o
(a.(1+2397)) ’ (a.(1-={y7))

(6)
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2.2. Xay dung mé hinh chir ky s6 ngudng trén duwong cong Edwards

Thuat toan chit ky s6 dudng cong Edwards (EdDSA) 1a mét so dd chit ky dién
tr sit dung mot bién thé cua chir ky Schnorr[9]. EADSA manh va don gian hon
ECDSA. EdDSA khong phu thudc vao bd tao sé ngdu nhién. Trong ECDSA, néu hai
chit ky khac nhau dugc tao boi cung mot ) ngéu nhién, khoa riéng s€ bi 1o ri hodc
gy ra sy cd xung dot. Chir ky dugc biéu dién trong Phuong trinh (7) 1a chit ky
Schnorr cia Maxwell et al. (2019), trong do r 1a mot lya chon ngﬁu nhién ciia nguoi
ky va viéc xac minh dugc thyc hién nhu trong phuong trinh:

(R,s)=(rG,r+H (X, R, m)x) (7)

SG=R+H((X,R,m) X (8)

Su hoi tu nay cho théy su can thiét phai c6 mot luoc dd chir ky tét hon. Kha
nang ung dung duong cong Edwards dugc cai thi¢n c6 vé kha thi va la mot giai phap
thay thé kha thi cho so dd hién co.

Dua trén sy so sanh cac tai li¢u dugc khao sat, mot duong cong Edwards va
thuat todn chir ky s6 dua trén duong cong Edwards c6 thé c6 duogc mirc d6 bao mat
cao vo6i kich thuéc khéa nho. Hinh 2.5, 2.6 so sanh sé hoc va hiéu ning cta dudng
cong co ban dé bién minh cho sy lya chon cho duong cong Edwards dé dat duoc tinh

toan toi wu va giam do phirc tap tinh toan.

Pworng cong Phworng trinh Db thi Khdi quat
Edwards x2+y2:1+dx2y2 xA2+y~A2=1-300x"2y"2 nhanh va toan ven
Elliptic y=x +ax+b yr2=x"3-04x +0.7 tin cdy nhung chém vi khong toan ven

Hinh 2.5. So sanh d6 thi biéu dién giita Edwads va Elliptic

Thong so ECDSA EdDSA
S6 lwong khoa 384 10
Thoi gian tao ma (gidy) 0.799 0.0006
Thvi gian ky (gidy) 0.0016 0.0002
Thoi gian xdc thye chir ky (gidy) 0.0082 0.0007

Hinh 2.6. So sanh hi¢u nang gitra Edwads va Elliptic
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Hiéu ning dugc do dac trong hinh 2.5 bai cac phép toan sb hoc co ban , ching
han nhu phép nhan, cong, cong hdn hop, nhan hdn hop, cho thiy ring duong cong
Edwards tot hon dudng cong Elliptic.

Compute Signature

Message m wheiorrzggﬁurof o Rs from r & s from hash Deterministic signature
(m + pubKey + r + pvtKey)
2a
Compute Signature
Message m Compute k Compute hash(m) i eslgte At Non Deterministic

where k=random signature

s is (hash(m) + pvtKey + k)

2b

Hinh 2.7.a) Luéng EdDSA. b) Luéng ECDSA

Luu d6 trong Hinh 2.6 cho thay quy trinh ctia EADSA va ECDSA. EdDSA ¢6
loi thé vé hiéu suét, yéu cau s ngau nhién, kha ning phuc hoi d6i véi cac cude tan
cong kénh bén, va cham, khoéa nhé hon va chitr ky nhé hon, nhu dugc trinh bay boi
Josefsson va Liusvaara (2017) [14].

Viéc HASH (ham bam) dugc thuc hién & nhiéu giai doan trong DSA va mot
ham bam tt hon c6 thé gitp cai thién cong viéc hon nira. Hinh 2.7 cho théy mot
nghién ctru so sanh vé cac ham bam , va c6 thé thiy rang thuat toan BLAKE2 dimg
dau danh sach c6 téc d6 bam nhanh nhat. Hon nita, so sanh dua trén kich thudc va
chiéu dai khéa duoc trinh bay trong Hinh 2.7 chirng minh sy lya chon cua t61 vé

BLAKE2.

Algorithm Hash speed Output Internal state Block Length Word Rounds
MiBps sizeBits size size size size
MD5 632 128 128 512 64 32 64
SHA-0 - 160 160 512 64 32 80
SHA-1 909 160 160 512 o4 32 80
SHA3-224 — 224 1600 1152 - 64 24
SHA3-256 367 256 1600 1088 - 64 24
SHA3-384 — 384 1600 832 - 64 24
SHA3-512 198 512 1600 576 - 64 24
BLAKEZb 947 512 512 1024 128 64 12
BLAKE2s 648 256 256 512 64 32 10

Hinh 2.8. So sanh tdc d giita cac thuat toan bam



34

EdDSA with Blake2
Key generation Sign

| Private key ) ( Message M | TR LR A

ag ,

v ; A4

Blake2 » RHS | R B > Blake2
—T— v y
LHS
PREEEEE - Blake2 <--- | R k=
( Y ] : ¢ - ¢ ‘
Set OR Clear bits : - ‘ H
< ' [ .‘viulpp]v ]( s B [ Mul!ipl) ]

A 4 - ‘ :

| Scalar ) : : ; -

' : Y : :
- Multiply }-eeee- gecaniy - Add Jpsesasie o naiia

( Public key ) S K

' A : A

| ——— E

--------------- Sigmﬁnurc .

Hinh 2.9. Quy trinh ctia chit ky s6 Edwards véi BLAKE2
Trong qua trinh ky, khda ca nhan (pvtKey) va khoa cong khai (pubKey) dugc
tinh toan. Khoa bi mat va message trd thanh dau vao cho chirc nang ky. T6i st dung
ham bam BLAKE dé dat duoc hiéu suit cao trong ham ky, nhu sau
Sign(secret, message)
a = secret
A=pC(pM(a,G))
r = BLAKE2 mod q(prefix + message)
R = pM(r,G)
Rs = pC(R)
h = BLAKE2 mod q(Rs + A + message)
s=(r+h*%)%q

return signature

Hinh 2.10. Ham ky str dung thuat toan BLAKE?2
Trong d6: pC 1 nén diém, pM 1a phép nhan, G dai dién cho cac diém duong

cong va q la nhém con duoc tao ra tr G.
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Trong chirc ndng xac minh dugc trinh bay trong Thuat toan 2.9, khoa cong
khai (pK), thong diép tong hop va chir ky tao thanh dau vao. Pau ra ctia ham nay 1a
Boolean. Do do, no 1a Bung trong truong hop xac minh tich cyc va Sai trong truong
hop x&c minh khong thanh cong.

Verify(pK, message, signature):
len(pK)!=32: AND len(signature)'=64:
A = decompress(publicKey)

Rs = signature [:32]

s = b’ (signature [32:])

h = BLAKE mod q(Rs + pK + message)
sB = pointMultiplication(s,G)

hA = pM(h,A)

pE(sB,pointAdd(R hA)

return pE === TRUE && verifiedTime >= (threshold + 1)

Hinh 2.11. Xac minh chit ky

Trong d6: pK 1a khoa cong khai, pM 13 phép nhan diém, pE 1a diém bang nhau,
G dai dién cho cac diém duong cong va q la tht ty nhom con dugce tao ra tor G,
verifiedTime 14 s 1an x4c minh chit ky, threshold 12 ngudng x4c minh chir ky.
2.3. Phan tich tinh hiéu qua ciia moé hinh

So sanh luge d6 Edwards véi cac phuong phéap chit ky dua trén téng hop va
biéu dién bang db thi thoi gian thyc hién ciia mdi phuong phap dé tinh toan cac chir
ky cho dit liéu. Ludng dir liéu duoc ting tuyén tinh tai cac khoang thoi gian cb dinh
va duoc vé biéu do duya trén thoi gian xir 1y TSign

Tsign = (Tsc — Tss) + TTL
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Hinh 2.13. So sanh thoi gian ludng xt Iy va dung luong cache giao dich

Mo hinh nay da trinh bay mét luoc dd chit ky tong hop dua trén dudng cong
Edwards hiéu suét cao dé dam bao hiéu tinh toan ven cua giao dich. So véi so dd chir
ky ca nhan, gidm 40% dung lugng luu trit, trong khi céc tac vu ky va x4c minh dat
dugc thoi gian xir Iy ngan hon 10% va 13%, tuong tmg so v6i so do chit ky so thong
thuong. Nhitng cai tién nay co tac dong dang ké dén cac yéu t6 khac, ching han nhu
dat dugc muc tang 10% trong tbc do dong giao dich va cai thién viéc xéac thuc

blockchain.
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2.4. Két luan chuwong

X4ac minh nhanh hon: Thuat toan cia EADSA don gian hon ECDSA va ca hai
déu dé hiéu va dé tich hop. Chinh vi sy don gian nay, EADSA c6 hi¢u nang sir dung
nhinh hon ECDSA mot chut.

Kha nang bao mat da dugc ching minh [9]: Chir ky EADSA da dugc chung
minh 14 an toan. Cu thé hon, céac thong tin dugc ma hoa boi nod vo cung kho bi lam
gia va gan nhu bat bién. Mic khéc, chit ky ECDSA di ting bi thay ddi va gdy nén
nhiéu vén dé ddi véi Bitcoin.

Tinh tuyén tinh[9]: Chung ta c6 thé thém vai chir ky EdDSA va két qua van Ia
mot chit ky hop 16. Pidu nay c6 thé giup tiét kiém ning luong tinh toan va hinh thanh
block cho cac cép do xay dung cao hon ma cai thién ca vé hiéu ning 1an tinh bao mat,

nhu 1a giao dich da chit ky, v.v.
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CHUONG 3. UNG DUNG CHU KY SO NGUONG TRONG
CONG NGHE BLOCKCHAIN

3.1. Trién khai thir nghiém mé hinh
Dé trién khai dugc mo hinh trén hé théng blockchain, t61 str dung b0 thu vién:
- TSS-BNB: https://github.com/bnb-chain/tss-lib
- ZenGo-X: https://github.com/ZenGo-X
- Zilliga: https://dev.zilliga.com/
Trong d6 TSS-BNB ho tro tao cac public key EdDSA, ZenGo c¢6 hd tro thuat
toan chit ky sé EdDSA va Zilliga dung dé test mo6 hinh trén hé thdng blockchain

online. Ngon ngir sir dung golang, rust va typescript.
Moi truong cai dat:
- nvmuse 10.16.3
- rustup install nightly-2019-07-10
- rustup override set nightly-2019-07-10

- brew install golang

EXPLORER - test.go ..[signing 60 local party_test.go ../keygen X keygen_c [> D «© ® o - 6o config.go M
v TSS-LIB a > keygen > 60 local_party_test.go > ( Test currel veFixtures test > 60 config.go
v @l eddsa 178 // test pub key, should be on curve and match pkX, pkY
v keygen 179 assert.True(t, pk.IsOnCurve(pkX, pkY), "public key must be on curve" ; j": Copyright © 2019 Binance
eddsa-ke 180 '
0 eddsa-keygen.pb.go 181 /7 public key tests 3 // This file is part of Binance. The full Binance copyright
60 |ocal_party_test.go 182 assert.NotZero(t, u, "u should not be zero" 4 // terms governing use, modification, and rl?dlst!::t}utlurl,_l
60 |ocal_party.go 183 ourPKX, ourPkY := tss.Edwards().ScalarBaseMult(u,Bytes() 5 // file LICENSE at the root of the source code distribution
60 messages.go 184 assert.Equalit, pkX, ourPkX, "pkX should match expected pk derived from u" 6
%0 round_1.go 185 assert.Equallt, pkY, ourPkY, "pkY should match expected pk derived from u" ; package test
T e 1:; t.Log("Public key tests dane. o comst
60 round_3.go 188 // make sure everyone has the same EDDSA public key 18 // To change thes.e parameters, you must first delete th
60 rounds.go 189 for _, ] = range parties - 1 // Then tht? signing and resharing tests will work with
%0 save_data.go 190 assert.Equal t, pkX, Pj.data.EDDSAPUD.X() 127 TestParticipants = 6 )
0 tos_utisgo 191 assert.Equallt, pkY, Pj.data.EDDSAPb.Y() 134 TestThreshold = TestParticipants / 3
- 14
192
b eshariny 5
’ i ing 193 t.Log "Public key distribution test done." 15
> signing 194
> protob 195 /1 test sign/verify
v # test 196 data := make([|byte, 32
i:= '
3 _soden_fixtures 197 for i := range data
198 datali] = byteli
t
v _eddsa_fixtures 199
keygen_data_0.js.. M 200 r, s, err := edwards.Sign(sk, data 4
keygen_data_1json M 201 assert.NoError(t, err, "sign should not throw an error”
keygen_data_2js.. M 202 ok := edwards.Verify &pk, data, r, s
keygen_data_3.s.. M 203 assert,True(t, ok, "signature should be ok"
el 204 t.Log("EDDSA signing test done."
keygen_data_4.js.. M 205
keygen_data_5.js... M 206 t.Logf ("Start goroutines: %d, End goroutines: %d", startGR, runtime.NumGorout:
6o config.go M 207
 utils.go 3?8 break keygen
> Ml tss PROBLEMS (@2 OUTPUT  DEBUGCONSOLE  GITLENS  TERMINA Ga Tests v 55 A X
© _gitignore . ) . . B} . By
: Running tool: fusr/local/bin/go test -timeout 38s -run “TestE2EConcurrentAndSaveFixtures$ github.com/bnb-chain/tss-lib/eddsa/keygen
% g0.mo
% (] ok github, con/bnb-chain/tss-1ib/eddsa/keygen  4.294s L

Hinh 3.1. CAu hinh s luong node va ngudng chit ky trong giao dich


https://github.com/bnb-chain/tss-lib),
https://github.com/ZenGo-X
https://dev.zilliqa.com/
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Genarate keys

$go test -timeout 30s -run ~TestE2EConcurrentAndSaveFixtures$

github.com/bnb-chain/tss-lib/eddsa/keygen

github.com/bnb-chain/tss-lib/eddsa/keygen 4.294s

Theo cAu hinh ban dau véi sb lugng node tham gia 1a 6 thi thudt toan sé tao ra

6 EdDSA key khac nhau nhung EdDSA public key gidng nhau.

test » _eddsa_fixtures > keygen_data_0.json > [ 1BigXj > {}1 > Curve

00~ o R W N e

bbb A R AR AR WWWWWWWWWWRNRNRNRNNRNNNRNRNR BB 2B 2B e e
No U s W N R ®W0eN U s WN R & We N0 kR WN R & 000N R WN RS

You, 47 seconds ago | 1 author (You)

"Xi": 6940032920051971618237154586290704118709611057400840353809825366119983654135,

"ShareID": 68138770796390070789826614227994313430182658324919207196793839566117@5449540,

"Ks": |
6813877079639007078982661422799431343018265832491920719679383956611705449540,
6813877079639007078982661422799431343018265832491920719679383956611705449541,
6813877079639007078982661422799431343018265832491920719679383956611705449542,
6813877079639007078982661422799431343018265832491920719679383956611705449543

Jl

"BigXj": |

"Curve": "ed25519",

"Coords": [
2940355096366338025746787685865202816594102305259133110107400967813205003172,
52058679012884675904552195068707417514721017887057676737863051861624840877360

"Curve": "ed25519",

"Coords": [
13424915876485002478647551186292952062789105367621931493950953174239399584460,
9018807357988455772117296420580409988863636401947185602179379119366445303525

"Curve": "ed25519",

"Coords": [
17916297087181133442490911175685599185831957344071705001508336163278038708039,
1881171364284603344273289057407972149464812401036418938514210005385286900828

"Curve": "ed25519",

"Coords": [
27210125101532429519578110490645007543955773428755044086489761298181261243192,
12285575583910417716435625096865295950852514234309198874544834947328993511716

J ]
"EDDSAPub" :
"Curve": "ed25519",
"Coords": |
12484112934441226766025389730702580181062654300921668582554350978738826866259,
52957100644376393792180393448800223777489864512871381684527282603923121243992

Hinh 3.2. Ciu triic mot EdDSA key



40

v ZILLIQA-JAVASCRIPT-LIBRARY node_modules > @kzen-networks > thresh-sig > native > src > party2 ® eddsa.rs
v & node_modules 56 > eddsa
> ¥} bin 57 0k cx.undefined()
> @ @babe iy
@Dabel
Dabe 59
> W @ethereumjs 60  impl Task for KeyGenTask
> M @ethersproject 61 type Output = String;
> o @evocateur 62 type Error = String;
> ol @jest zj type JsEvent = JsString;
> W @jridgewell 65 fn perform &self) -> Result<Self::Output, Self::Error>
S @Kzen-net S 66 let client_shim = ClientShim::new!self.p1_endpoint.to_string(), None);
v thresh-sig 67 let share = client_lib::eddsa::generate_key &client_shim
> ol .idea 68 .expect ("EdDSA KeyGen failed");
69 Ok serde_json::to_string(&share).unwrap()
> ® demo
70
> W dist 71
v native 72 fn complete/self, mut cx: TaskContext, result: Result<Self::Output, Self::Error>) -> JsResult<Self::JsEvent>
v & src 73 Ok cx.string(result.unwrap())
74
> W partyl
partyl 75
v party2 76
® ecdsa.rs 77 impl Task for SignTask
® eddsa.rs 78 type Output = String;
® mod.rs 79 type Error = String;
80 type JsEvent = JsString;
O schnorr.rs 81
® lib.rs 82 fn perform &self) -> Result<Self::Output, Self::Error>
> W target 83 let client_shim = ClientShim::new!self.pl_endpoint.to_string(), None);
artifacts.json 84 let signature = client_lihk:eddsa::sign
@ buildsrs 85 &client_shim,
g 86 self.msg_hash.clone(),
® Cargo.lock 87 &self.key_pair,
@ Cargo.toml 88 &self.agg_pub_key,
index.node 89 &self.id
> 1 node_modules 90 .expect ("EdDSA signature failed");
91 Ok serde_json::to_string(&signature).unwrap()

Hinh 3.3. C4u hinh ky giao dich bang EdDSA
Dé test duoc qua trinh TSS khi giao dich blockchain, trudce tién ta can tao mot
dia chi vi test. Ta co thé sir dung api ctia Zilliga hodc tao trén trang:

https://dev-wallet.zilliga.com/generate.

async function loadOrCreateWallet
let address;
let encryptedShare;
if (fs.existsSync(ENCRYPTED_SHARE_PATH)
encryptedShare = fs.readFileSync ! ENCRYPTED_SHARE_PATH ;

if (encryptedShare
address = await zilliga.wallet.addByKeystore(encryptedShare, DEFAULT_PASSPHRASE);
else
ensureDirSync(CLIENT_DB_PATH);
address = await zilliqa.wallet.create(); // run two-party key generation and store a share in default account
const encryptedShare = await zilliga.wallet.export(address, DEFAULT_PASSPHRASE);
fs.writeFileSync(ENCRYPTED_SHARE_PATH, encryptedShare);

return address;

Hinh 3.4. Tao vi qua api cua Zilliga


https://dev-wallet.zilliqa.com/generate
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v ZILLIQA-JAVASCRIPT-LIBRARY (3 B O

> Iy .github

v @l client_db
enc-share.json

v db

000054.log

CURRENT
IDENTITY
LOCK
LOG
LOG.old.1651725775000430
LOG.0ld.1651730759884938
LOG.0ld.1651733432933580
LOG.old.1651736162031464
MANIFEST-000053
OPTIONS-000053
OPTIONS-000056

Hinh 3.5. Thong tin vi vira tao dugc luu ¢ client_db
Dung tinh ning Faucet dé deposit 1000 ZIL vao dia chi vi vira tao. Vi can c6

ZIL token dé test dugc giao dich.
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ZIL Faucet

Please run the faucet to receive a small amount of Zil for testing.

To Address

zill4ensaf65ngscyn6zrggkceyehp2z4hx7ekersj

P

reCAPTCHA
Privacy - Terms

\/ I'm not a robot

Run Faucet

Hinh 3.6. Nap ZIK token vao vi
Kiém tra s6 du trong dia chi vi vira tao

Dev Wallet

Account Info
Address
L
(ByStr20: 0xae670ea7549A218241421A016c6499B8542AdCDE)

Public Key
4 Access Wallet 025531349f96341, .. (N

Private Key
€62b6352583dd76a. .. B

Balance C

999.8 ZIL

Hinh 3.7. Kiém tra thong tin vi qua Dev Wallet

VFCs—MacBook—-Pro:Zilliqa—-JavaScript-Library vfcit$ demo/client address
zill4ensafé5ngscynézrggkceyehp2z4hx7eker5]
VFCs—MacBook—Pro:Zilliqa-JavaScript-Library vfcit$ demo/client balance zill4ensa
f65ngscynézrgqgkceyehp2z4hx7eker5j

{ id: 1,
jsonrpc: .
result: { balance: , nonce: Y,
req:
{ url: .
payload:
{ id: 1, jsonrpc: , method: , params: }r}

Hinh 3.8. Kiém tra thong tin dia chi va sé du qua api Zilliga
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[VFCs—-MacBook-Pro:Zilliga-JavaScript-Library vfcit$ demo/server
%, Configured for production.

=> address: 0.0.0.0

=> port: 8000

=> log: critical

=> workers: 8

=> secret key: private-cookies disabled

=> limits: forms = 32KiB

=> keep-alive: 5s

=> tls: disabled
% Rocket has launched from http://0.0.0.0:8000

Hinh 3.9. Start demo server

program
.command( 'transfer <from> <to> <amount>'
.actionfasync (from, to, amount) =>
await loadOrCreateWallet();
const minGasPriceResponse = await zilliga.blockchain.getMinimumGasPrice();
const minGasPrice = new BN(minGasPriceResponse.result);
console.log('Sending... (confirmation may take around a minute)');
zilliga.blockchain.createTransaction(
zilliga.transactions.new(
version: VERSION,
toAddr: to, // should be either a valid checksum or bech32 address
amount: new BN(units.toQalamount, units.Units.Zil)),
gasPrice: minGasPrice,
gasLimit: Long.fromNumber(50),
)
).then((tx) =>
console.log(tx);
).catch((e)=>
| console.log(e)d

)

Hinh 3.10. M code tao giao dich chuyén token
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[VFCs—MacBook-Pro:Zilliqa-JavaScript-Library vfcit$ demo/client transfer zill4ens
afé5ngscynézrggkceyehp2z4hx7eker5j zillc3wqggd9n890uwedwaywls@6r9emlt@O8vyx8zp 10
00
Sending... (confirmation may take around a minute)
Transaction {
code: '',
data: '',
version: 21823489,
toAddr: '0xC45c@434b3395fc765AeE91DFabF432e77F5bdE7 ",
nonce: 2,
pubKey:
'925531341919634197780072a3185375edf9ac97chb620ab65d467efca3adbldb92’,
amount: <BN: 38d7ea4c68000>,
signature:
'45048246388d4c188445T962c69a1f99eabdld3b4cebbd8e2aed2925c59696843593b2fdd8a
4Ledfd14dB8a921f9a9d84Td5¢c0502141d48a6b285a3bd048%a00a’,
gasPrice: <BN: 773594005,
gasLimit: Long { low: 52, high: @, unsigned: false },
receipt: { cumulative_gas: 5@, epoch_num: '4172902', success: true },
provider:
HTTPProvider {
middleware: { request: [Object], response: [Object] },
nodeURL: 'https://dev-api.zilliga.com',
reqMiddleware: Map { 'CreateTransaction' => [Arrayl },
resMiddleware: Map {} },
status: 2,
toDS: false,
blockConfirmation: 4,
eventEmitter:
EventEmitter {
handlers: {},
emitter:
{ on: [Function: onl,
off: [Function: off],
emit: [Function: emit] },
off: [Function: bound offl],
emit: [Function: bound emit],
resolve: [Function],
reject: [Function],
promise: Promise { <pending> },
then: [Function: bound then] },
id:
'019563168f6a80ace48dbee21003228d88187bf227a409dafc60760eddf55509" }

Hinh 3.11. Tao mét giao dich guii 1000 ZIL dén mot vi khac
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Hinh 3.12. Giao dich pass qua ngudng 3 chir ky

Transaction

oY HASH B LaBEL

1,000 ZIL -
0.1 ZIL fee -

5/6/2022, B:40:52 AM (3 minutes ago) 2000000000 Qa

@ ViewBlock

Copyright © 2822 Ashlar

Hinh 3.13. Kiém tra giao dich trén viewblock qua mi transactionld
3.2. Phin tich danh gia wu nhwogc diém ciia mé hinh
Qua thtr nghiém thi diém dau tién ta co6 thé thay duoc 1a tinh doc 1ap cia qua
trinh tao khod, néu 4p dung da chit ky thi kha niang bao mat cuia thuat toan la rat cao.
V& tdc @6 xir 1y thi trong quy mé thir nghiém thi mét giao dich dugc thuc hién trong

khoang 15 gidy. Vi gi6i han vé s6 lwong node do chua du ha tang phan ctimg dé thir
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nghiém trong mang 16n hon nén tdc d6 va hiéu suét cua thuét toan trong pham vi luan
van 1 chip nhan duge. Cac danh gia tir cac ky su phat trién san Binance ciing ddnh
gia thuat toan EdDSA c6 cac vu diém nhu trén.
3.3. Két ludn chuong

Trong nhiing ndm gan dy, sb lugng cic trién khai TSS da ting lén dang ké.
Tuy nhién, 1a mot cong nghé khd méi meé, né van c6 nhitng han ché va mot sb van dé
can cin nhic. So v6i cong nghé mi héa khoa cong khai cd dién, cac giao thirc TSS
c6 thé rat phuc tap nhung van chua duoc “kiém thir trén thuc t&”. So véi cac chit ky
s6 don gian, TSS thudng yéu cau cac gia dinh ma hoéa bo sung yéu hon. Do d9, cac
vector tdn cong ma hoa khong ton tai trong cac thiét 1ap truyén thong gio day dang
dugc kham pha. Hoi thao Breaking Bitcoin Conference nam 2019[12] c6 tim ra mot
s6 18i va chi ra nhitng diém c6 thé cai thién trong thuat todn. San Binance 13 san
blockchain 16n nhét hién nay ciing dang chuan bi tng dung cong nghé chit ky ngudng
dya trén duong cong Edwards, giai doan nay Binance van dang open source code
phan TSS-EdDSA dé cong dong thir nghiém va danh gia. Bén canh d6 mot sé nha
phat trién dd manh dan ap dung thuat toan EADSA dé 1am token nhu Cardano, NANO,
Stellar Lumens, WAVES, Libra.
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PHAN KET LUAN

Trong pham vi luan van da thyc hién nghién ctru vé céc loai chit ky s6, chir
ky ngudng. Thyc hién tim hiéu mot s6 giai thuat ap dung cho bai toan chit ky ngudng
trong Blockchain.

Luan van da thyc hién nghién ctru chit ky ngudng ap dung dudng cong
Edwards, xay dung thir nghiém dé chimg minh tinh kha thi cua thuat toan.

Trong qua trinh nghién ctru, nhiéu han ché duoc phat hién nhung dé giai quyét
doi hoi nén tang tri thirc siu va rong hon. Cac hudng nghién ctru chinh tiép theo dugc
dé xuat nhu sau:

- Nghién ctru vé da chit ky s6 trong chit ky s6 ngudng.
- Nghién ctru cac van d& can cai thién tr Hoi thao Breaking Bitcoin

Conference.
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