HOQC VIEN CONG NGHE BU'U CHINH VIEN THONG

NGUYEN CONG HIEU

NGHIEN CUU XAY DUNG GIAl PHAP PHAT HIEN XAM
NHAP VA UNG DUNG CHO HOQC VIEN THANH THIEU NIEN
VIET NAM

CHUYEN NGANH: KHOA HOC MAY TiNH
MA SO: 8.48.01.01

TOM TAT LUAN VAN THAC ST KY THUAT
(Theo dinh hwong wng dung)

NGUOI HUONG DAN KHOA HQC:

TS. DUONG TRAN PUC

HA NOI - 2022



http://ptit.edu.vn/Default.

Luan van duoc hoan thanh tai:

HOQC VIEN CONG NGHE BUU CHINH VIEN THONG

Nguoi huéng dan khoa hoc: TS. Duong Tran Puc

Phan bién 1: PGS.TS. PHAM THANH GIANG
Phan bién 2: PGS.TS. NGUYEN HA NAM

Luan van s€ dugc bao vé trudc Hoi dff)ng chdm luan vin thac si tai Hoc vién Cong
nghé Buu chinh Vién thong
Vao luc: 14 gio 40 ngay 20 thang 12 nam 2022

C6 thé tim hi€u luan van tai:

- Thu vién cua Hoc vién Cong nghé Buu chinh Vién théng.



1
MO DAU

Cung voi su phat trién ctia mang Internet, mang World Wide Web toan ciu va cac dich
vu trén nén Internet, cac dang tAn cong, xAm nhdp vao cic hé théng mang, may chu va thiét
bi dau cudi ciia nguoi dung cling phét trién & mirc dang lo ngai. Cac dang t6i pham trén khong
gian mang trd nén rat pho bién va luén dimg dau danh sach truy n ctia Cuc Diéu tra lién bang
My (FBI) trong nhitng nim gan day [1]. V& mit dia 1y, Viét Nam trong nhitng nim gan day
luén nam trong top 10 nuée 1a dich bi tAn cong nhiéu nhit [1]. Cac dang ma doc va tan cong,
khai thac cling tang vot trén cac nén tang di dong va IoT. Hang F-Secure udc tinh sd lugng
tAn cong, xAm nhap vao cac thiét bi IoT ting gip 3 1an trong 6 thang dau nim 2019 [2].

Trong s6 cac hé thong phat hién tin cong, xam nhap dang dugc sir dung trén thyc té,
Snort [2] thudc nhom NIDS, 14 hé théng ma mé phat hién tdn céng, xAm nhap mi mé duoc
sir dung rong rai nho kha niang phat hién tot véi tap luat dung sdn gom khoang 3000 luat, hd
trg da nén tang. Tuy vay, viéc quan 1y cac su kién giam sat va két qua phat hién con tuong
d6i han ché cho Snort chi hd tro giao dién quan tri co ban. Trong khi d6, bd cong cu quéan 1y
log ELK [5] hd tro xt 1y, tim kiém va luu trir cac su kién log kha hiéu qua véi giao dién than
thién va dé sir dung. Tir d6, luan vin nay vai dé tai “Nghién ctru xay dung giai phap phat hién
xam nhap va ung dung cho Hoc vién thanh thiéu nién Viét Nam” c¢6 muc tiéu 1a tap trung
nghién ciru va xdy dung giai phap phat hién xAm nhap dua sir dung hé thong phat hién xam
nhdp mang Snort va by cong cu quan 1y log ELK c¢6 kha nang phét hi¢én xam nhap hi¢u qua
vo1 giao di¢n quan tri than thién.

Luan van nay trudc hét tap trung nghién ctru, khao sat mot s6 hé théng phat hién xam
nhép hi¢n c6 trén thi truong. Trén co sé két qua khao sat s€ lya chon hé théng phat hién xam
nhap thich hop két hop véi kha ning quan 1y log hiéu qua cua hé théng ELK cho trién khai

nham tang cuong an toan cho hé thong mang ctia Hoc vién thanh thiéu nién Viét Nam.
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CHUONG 1. TONG QUAN VE XAM NHAP VA PHAT HIEN XAM NHAP

1.1. Téng quan vé Xxam nhap

Chuong I trinh bay vé dinh nghia tin cdng, xam nhap hé thdng, khai quat cac phuong
thire st dung, muc tiéu va tac hai cia no. Tiép d6 s& phan loai cac dang tan cong, xam nhap
va gidi thiéu cac phuong thuc tiéu biéu.
1.1.1. Kha&i quéat vé tdn cong, xam nhdp

Khéi niém tin cdng mang (hodc “tdn céng khéng gian mang”) trong tiéng Anh 1a
Cyber attack (hoac Cyberattack), dugc ghép bai 2 tir: Cyber (thudc khong gian mang internet)
Va attack (Su tn cdng, pha hoai). Tan cdng mang la hanh vi sir dung khdng gian mang, cong
nghé thong tin hoic phuong tién dién tir dé pha hoai, gay gian doan hoat dong ctia mang vién
thdng, mang Internet, mang may tinh, hé thongthdng tin, hé théng xir Iy va diéu khién théng
tin, co s dir liéu, phuong tién dién tir

1.1.2. Gidi thiéu mét sé dgng tdn céng, xam nhdp thwong gap
1.1.2.1 Hinh thic tAn cdng mang bang phan mém déc hai (MalwareAttack)
T4n cong Malware 1a mot trong nhitng hinh thirc tan céng qua mang pho bién nhat hién
nay. Malware bao gom:
- Spyware (phin mém gian diép)
- Ransomware (ma ddc tong tién)
- Virus
- Worm (phan mém ddc hai 13y lan véi toc d6 nhanh)
1.1.2.2  Hinh thic tAn cdng gia mao
Phishing Attack la tan cdng ma trong do tin tac gia mao thanh mdt ca nhan hoac td
chtrc uy tin dé lay long tin ctia nguoi dung. Hacker s& gia mao 1a vi dién tir, ngan hang, trang
giao dich truc tuyén hodc cac cong ty thé tin dung dé lira nguoi dung chia sé cac thong tin
c4 nhan nhu: mat khau giao dich, thé tin dung, tai khoan & mat khau dang nhap va céac thong
tin quan trong khac. Pay 1a tha doan tin cong thuong dung va thuong 13 hoat dong mé dau
cho chudi cac hanh dong tiép theo cua tin tac, tor do, chung danh cép cac dir li¢u nhay cam
nhu tai khodn ngén hang, thé tin dung...
1.1.2.3 Hinh thikc tAn cong trung gian
Tan cong trung gian 1 hinh thic tin tic xen vao giita phién giao dich hay giao tiép
gitra hai d6i twong. Khi dd xam nhap thanh céng, chiing cé thé theo ddi dugc moi hanh vi
ctia nguoi dung. Té hon, chiing c6 thé danh cap duoc toan bé dit liéu trong phién giao dich

d6. Tan cong trung gian dé xay ra khi nan nhan truy cap vao mot mang wifi khong an toan
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1.1.2.4 Hinh thitc tin cdng tir chéi dich vu (DoS & DDoS)
Dos — Denial Of Service duoc dich ra Ia tir chdi dich vy, day 1a mét hinh thac tan cong
kh& phé bién khién cho may tinh muc tiéu khdng thé xu ly kip cac tac vu dan dén qua tai
Ddos — Distributed Denial Of Service dugc dich 1a tir chéi dich vu phan tan, hinh thic
nay 1a mot dang tan cong n& luc 1am sap mot dich vu tric tuyén bang cach 1am tran ngap véi

traffic tir nhiéu ngudn.
Ba loai tin cdng co ban ciia Ddos:
- Volume-based: Luu lwgng truy cép cao dé lam tran bing thong
- Protocol: Khai thac cac tai nguyén may chu

- Application: Tap trung vao cac ing dung web

1.2 Phéat hién xam nhap

1.2.1 Khai quét vé phat hién xam nhap
La quéa trinh giam sét cé4c su kién xay ra trong mang may tinh hoic mot hé théng may tinh va
phan tich dé tim ra cac dau hiéu cua su cd. Cac su ¢b & day co thé 1a cac vi pham hoac cac moi
de doa sap xay ra vi pham chinh sach bao mat, chinh sach sir dung dwoc chap nhan hoic céc
phuong phap bao mat tiéu chuan

1.2.2 Phan loai cac hé théng phat hién xam nhap

1.2.2.1 Hé thong phat hién xam nhap 1a gi?
Cong nghé IPS 1a gi?

Hé thong phong chdng xam nhap ludn ludn giam sat bat thuong ctia mang, dic biét
1a & cac gbi riéng 1, dé tim kiém bat ky cudc tdn cong nguy hiém nao co thé xay ra. N6 thu
thap thong tin vé cac gbi tin nay va bao cdo cho quan tri vién hé théng, nhung né ciing thuc
hién nhimg dong thai phong ngira ciia riéng minh. Néu phat hién bat thuong hoic loai tan

cong khac thi IPS s€ chan cac goi do truy cap vao mang.
IPS c6 thé ngiin chin nhirng loai tin cong nao?

Céc hé théng phong chéng xam nhap co thé bao vé tim kiém va chéng lai nhiéu loai
tan cong nguy hiém. Ching c6 kha ning phat hién va chin cac cudc tan cong tin cong tir
chdi dich vu phan tan (DDoS), tr chéi dich vu (DoS), virus may tinh, worm, bd cong cu

exploit va nhiitng loai phan mém doc hai khac.
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IPS sé lam gi néu né phat hién ra mot cudc tan cong?

Mot hé théng ngan chan xam nhép co thé phat hién nhiéu cudc tin cong khac nhau
bang cach phan tich cac gbi va tim kiém nhitng chit k¥ phdn mém doc hai cy thé, mic du
n6 ciing c6 thé tdn dung kha ning theo ddi hanh vi dé tim kiém hoat dong bat thudng trén
mang, ciing nhu giam st bt ky giao thirc va chinh sach biao mat cap quén tri ndo, ciing nhu

li¢éu ching c6 bi vi pham hay khong.
IDS va IPS c¢6 gi khac nhau?

Hé thong phat hién xam nhap (IDS) va hé thdng ngin chin xam nhap (IPS) déu c6

thé lién quan dén bao mat

Hé thong phat hién xam nhap (IDS) va hé thong ngin chin xam nhap (IPS) déu c6
thé lién quan dén bao mat, nhung ching c6 cic muyc tiéu va phuong tién hoan toan khac

nhau.
1.2.2.2 Hé thong phat hi¢n xAm nhap bao gom cac loai nao?

C6 nhiéu loai IDS khac nhau, mdi loai c6 mot chirc nang va nhi¢m vy riéng tuy nhién
hai loai ph6 bién nhat 1a NIDS va HIDS
a. NIDS (Network-Based IDS)

Hé thong phat hién xdm nhap mang (NIDS) dugc thiét 1ap tai mot diém duoc 1én ké
hoach trong mang dé kiém tra luu luong truy cap tir tit ca céac thiét bi trén mang. NIDS ¢
thé 1 cac hé thng dwra trén phan cimg hoic phan mém, tiy thudc vao nha san xuat hé thong,
c6 thé gin vao cac phuong tién mang khac nhau nhu Ethernet, FDDI va cac phuong tién
khéac

Ut diém ciia NIDS:

+ Quan 1y dugc ca mot network segment (gdm nhiéu host)

+ Trong sudt v6i nguoi sir dung 13n ké tan cong

+ Bao tri va cai dit don gian khong mét nhiéu thoi gian, khdng gay anh hudng gi toi
mang

+ Tranh DOS anh hudng té1 mdt host nao do

+ C6 kha ning xac dinh 15i ¢ ting Network

+ Doc lap véi OS (Operating System)



Nhuwrge diém ciia NIDS:

+ C6 thé xay ra trudong hop bao dong gia

+ Khdng phan tich dugc cac dir liéu da ma hoa (VD: SSL, SSH, IPSec...)

+ NIDS yéu cau phai dugc cap nhat signature mai nhét dé duoc an toan

+ Phat di thong bao cham tré giira thoi diém bi tAn cong véi thoi diém phat bao dong.
Dan dén hé thong co thé di bi ton hai.

+ Khéng thdng béo viéc tin cong c6 thanh cong hay thit bai

+ Han ché 16n nhit 12 gi6i han bang thong. Bo do mang phai nhin hét cac luu
luong mang sau d6 sap xép lai nhitng luu luong d6 rdi phan tich chung. Khi téc do
mang ting thi kha ning cua dau do ciing phai ti 1¢ thuan.

a. HIDS (Hot-Based IDS)

HIDS duoc cai dat cuc bd trén mdt may tinh va do do6 linh hoat hon nhiéu so v6i NIDS.
HIDS c6 thé duogc cai dit trén nhidu loai may tinh cu thé nhu mdy chil, may tram, may tinh
xach tay. HIDS cho phép ban lam vi¢c linh hoat trong cac phan doan mang ma NIDS khong
thé. Luu lugng duoc giri dén may chil duwoc phan tich va chuyén tiép dén may cha luu lugng
néu né khong co6 kha niang doc hai. Trong khi NIDS tham chi con tip trung vao mang 16n
chtra cac host nay. HIDS dic biét hudng tdi cac nén tang ing dung va hudng nhiéu dén thi
truong Windows trong thé gidi mdy tinh, mic du c6 nhimg san phadm hoat dong hiéu qua.
Trén nén tang tmg dung UNIX va nhiéu hé diéu hanh khac.

Uu diém ciia HIDS:

+ C6 thé xac dinh nguoi dung (user) lién quan t6i su kién (event)

+ NIDS khong c6 kha nang phat hién cac cudc tan cong dién ra trén 1 may con HIDS
thi c6 thé

+ C6 thé phan tich cac dit liéu ma hoa

+ Cung cép cac thong tin vé mdy chu (host) trong qua trinh tin céng mdy chi nay.

Nhuwoc diém cia HIDS:

+ Thong tin ciia HIDS khong dang tin cdy khi cudc tin cong vao may chi (host) nay
thanh cong.

+ Néu hé diéu hanh (OS) bi sap do mot cude tan cong, déng thoi HIDS ciing s€ thét
bai

+ HIDS phai duoc thiét 1ap cau hinh trén tirmg may chu (host) can gidm sat

+ HIDS khéng thé phat hién cac cudc do quét mang (Nmap, Netcat ...)
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+ HIDS can st dung tai nguyén trén may chi (host) dé hoat dong

+ Khi bj tn cong tir chdi dich vu DOS, HIDS c6 thé khong hiéu qua

+ Hau hét HIDS dugc phat trién trén hé diéu hanh Window. Tuy nhién mot s6 HIDS
cling chay trén Linux hodc Unix

1.2.3  Céc ky thuat phat hién xam nhap

1.2.3.1 Statistical anomaly detection:

Lién quan dén viéc thu thap di liéu lién quan dén hanh vi cia ngudi dung hop phap
trong mot khoang thoi gian. Sau do, cac bai kiém tra théng ké duoc 4p dung cho hanh vi
dugc quan sat dé xac dinh véi mac d6 tin cay cao xem hanh vi d6 co6 phai la hanh vi cia
nguoi dung hop phap hay khong.

e Phat hién ngudng: Cach tiép can nay lién quan dén viéc xac dinh cac ngudng,
tuy thudc vao nguoi dung, cho tan sudt xuat hién cia cac su kién khac nhau.

e Duya trén ho so: Mot ho so cua hoat dong cia tig nguoi dung dugc phat trién
va stir dung dé phat hién nhiing thay d6i trong hanh vi ctia céc tai khoan ca nhan.

1.2.3.2  Rule-based detection:

Lién quan dén nd luc x4c dinh mot tap hop cac quy tic c6 thé dugc st dung dé quyét
dinh rﬁng mot hanh vi nhat dinh 13 cia mot ké xam nhap.

e Phat hién bit thuong: Cac quy tic dugc phat trién dé phat hién sy sai 1éch so
voi cac mau sir dung trude do.

e Tham nhép nhan dang: Mot phuong phap tiép can hé thong chuyén gia tim
kiém hanh vi dang ngo.

Tom lai, cac phuong phap thong ké ¢ gang xac dinh hanh vi binh thuong hodc dugc
mong doi, trong khi cac phuong phap tiép can dua trén quy tic cb ging xac dinh hanh vi
phu hop.

Vé mit cac loai ké tan cong duoc liét ké trudc do, phat hién bat thuong théng ké co
hiéu qua chdng lai nhitng ké gia mao, nhitng ké khong c6 kha ning bit chudc cac mo hinh
hanh vi ctia cac tai khoan ma ho thich hgp. Mat khac, nhitng k¥ thuat nhu vay cé thé khong
dbi pho duoc voi nhitng ké that bai. Pbi v6i cac cude tin cong nhu vay, cac phuong phap
tiép can dua trén quy tac ¢ thé nhan ra cac su kién va trinh tu, trong ngilr canh, cho théy su
tham nhap. Trong thuc té, mot hé théng c6 thé thé hién sy két hop cua c4 hai cach tiép can

dé co hiéu qua chong lai mot loat cac cudc tan cong.



6

CHUONG 2. CAC HE THONG PHAT HIEN XAM NHAP
VA QUAN LY LOG
2.1 CAC HE THONG PHAT HIEN XAM NHAP
Snort, Suricata, Zeek va IBM Qradar la cac hé théng trong nhiing hé thong phét hién
xam nhap phé bién hién nay sé hitu nhiéu tinh ning ndi bat ciing nhu dugc sir dung rong rai

boi cac co quan, to chirc.
2.1.1 Snort
Snort hoat dong & 3 ché do chinh 1a:

- Ché d6 Sniffer, cho phép Snort doc c4c gai tin trén mang va hién thi ching 1&n man
hinh.

- Ché 6 Packet Logger, s& thuc hién ghi logs cac goi tin thu thap dugc vao 6 dia dudi
dang tép tin van ban hoac tép tin nhi phan.

- V6i ché do Network Intrusion Detection System (NIDS), Snort s& thuc hién giam sat
lwu lwong mang, phan tich va déi chiéu ching véi mot tap luat dugce dinh nghia boi ngudi
dung dé phat hién cac xam nhap. Pay ciing 1a ché do phic tap va nhiéu tiy chinh nhét cua

Snort.

Vé kién trdic caa Snort, bao géom 5 phan chinh nhu sau

-I:l:lhvn_rk Sniffer | Preprocessor D:'E‘Eﬂﬂ“ I‘f‘:;;Tmsf; —':%
ngine
Backbane ’ Log Files/
W il Database

2.1.2 Suricata

Suricata la mot cong cu Gidm sat an ninh mang NSM (Network Security Mornitoring),
phat hién va ngan chan IDS/IPS (Intrusion Detection System/Intrusion Prevention System)
mang hiéu suat cao [4]. Suricata & ma nguén mé duoc phét trién boi OISF (Open Information
Security Foundation) va do cong dong diéu hanh. N6 hoat dong rat tt voi kha nang kiém tra
g6i sau va dbi sanh mau, diéu nay khién Suricata tro nén vo ciing hitu ich trong viéc phat hién

cac mdi de doa va tan cong.



2.1.3 Zeek

Zeek 1a mot cdng cu phan tich luu lwgng mang ma ngudén mé thu dong. Nhiéu nha khai
thac str dung Zeek nhu mot trinh giam sat an ninh mang (NSM) dé hd tro cac cudc diéu tra vé
hoat dong dang ngd hoic doc hai. Zeek ciing hd trg mot loat cac nhiem vu phan tich Iuu lugng
ngoai pham vi bao mat, bao gom do ludng hiéu suat va khic phuc sy cd.

2.1.4 1BM Qradar

IBM Qradar 1a mét hé thong tich hop cac chirc nang thu thap, xt ly, tong hop va luu trit
dir liéu mang trong thoi gian thuc. Qradar str dung dit liéu d6 dé quan ly an ninh mang bang
cach cung cap thong tin va giam sat theo thoi gian thuc, canh bao va hanh vi vi pham ciing
nhu phan tng véi cac méi de doa mang.

Thanh phan va chite niing.

Hoat dong cua nén tang théng minh bao mat Qradar bao gom ba I6p va &p dung cho bat
Ky cau truc trién khai Qradar nao, bat ké quy mé va do phuc tap cia né. So do sau day cho
thay cac 16p tao nén kién tric Qradar .

- Event collector component
- Event processor component
- Magistrate

2.1.5 So sanh céc hé théng phat hién xam nhap

Tiéu chi SNORT SURICATA ZEEK IBM
QRADAR
Luong xt ly Pon ludng Pa luong Pon ludng Pa ludng
Sir dung tai | Trung binh Nhiéu it Nhiéu
nguyén hé théng
Ty 1& bo qua goi | Cao Thap Trung binh Thap
tin khi Iuu luong
it
Ky thuat phat | Signature- Signature- Signature- Signature-
hién xdm nhap | based IDS based IDS based IDS va | based IDS
Anomaly-
based IDS
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tcpdump, csv

Ngoai ra con

tuy chinh dé

Tap luat Str dung céc | Str dung cac Str dung cac|Cdng cu quy
luat tr VRT, | luat tir VRT, luat duoc viét | tic tdy chinh
Emerging Emerging bang chinh | (CRE)
Threat, ciing | Threat. Ngoai | Zeek script
nhu 13 céc tap | ra con ho tro
luat duoc viét | cac luat duoc
boi cong dong | viét bang Lua

script.

Kétqua daura | CA thé ghi két | Cho phép ghi | Mac dinh ghi | Chuyén  tiép
qua dau ra| két qua dau ra | két qua dau ra | dix lieu  t6i
dudi dang | dudi dang Eve | dudi dang | cac muc tiéu
Syslog, json va syslog. | ASCII. C6 thé | ngoai vi, hé

théng  Syslog

hozc unified2. | hd tro diing Lua | ghi dudi dinh | bén ngoai, hé
script dé | dang  JSON |théng  JSON
ldy két qua dau | hoac ghi vao |va cac SIEM
ra SQLite khac.
Hé diéu hanh hd | Linux, Linux, Linux, Linux,
tro FreeBSD, FreeBSD, FreeBSD, Windows
OpenBSD, MacOS, MacOS
MacOS, Windows
Windows

2.2 HE THONG QUAN LY LOG ELK

Hé thong quan |y log ELK hay con goi 1a ELK Stack 12 mot bo suu tap cta ba san

phim mi ngudn mé - Elasticsearch, Logstash, va Kibana [15]. ELK Stack cung cap ghi

nhat ky tap trung dé xac dinh céc su ¢b vai may chu hodc trng dung. N6 cho phép ban tim

kiém tat ca cac ban ghi & mdt noi duy nhat. No ciing gitip tim ra su c0 trong nhiéu may chu

bang cach két ndi cac ban ghi trong mot khung thoi gian cu thé.

- E la viét tit cua ElasticSearch: dung dé luu trit nhat ky.
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- L 1a viét tit cua LogStash: duoc sir dung cho ca van chuyén ciing nhu xt Iy va luu

trit nhat ky.

- K 1a viét tit cua Kibana: 1a mot cong cu truc quan héa (mot giao dién web) duogc
luu trir thong qua Nginx hodc Apache

2.2.1 Elasticsearch

Elasticsearch 1a mot co sé dit liéu NoSQL. N6 duya trén cong cu tim kiém Lucene va nd
duoc xay dung véi RESTful APIS. N6 cung cap trién khai don gian, d6 tin cay ti da va quan
ly dé dang. N6 ciing cung cap CAc truy van nang cao dé thuc hién phan tich chi tiét va luu trir
tat ca dir liéu mot cach tap trung. NG rat hitu ich dé thuc hién tim kiém nhanh céc tai liéu.

Elasticsearch ciing cho phép ban luu trit, tim kiém va phan tich khéi luong 16n di liéu.
NG cha yéu duoc st dung lam cong cu co ban dé cung cap nang lugng cho céac ung dung da
hoan thanh c&c yéu cau tim kiém. N6 da duoc ap dung trong cac nén tang cong cu tim kiém
cho céc tng dung web va di dong hién dai. Ngoai tinh nang tim kiém nhanh, cong cu nay
con cung cap céc phan tich phtc tap va nhiéu tinh ning nang cao.

2.2.2 Logstash

Logstash 1a cong cu duong 6ng thu thap dix liéu. N6 thu thap dir liéu dau vao va cap dix
licu vao Elasticsearch. N6 thu thap tat ca cac loai dit liéu tir cac ngudn khac nhau va l1am cho
no c6 san dé sir dung thém.

Céc tinh ning ctia Logstash bao gom: cac sy kién duoc chuyén qua timg giai doan bang
cach st dung hang doi noi bo, cho phép cac dau vao khac nhau cho nhat ky, loc/phan tich cu
phéap cac nhat ky.

Loi thé ctia Logstash: cung cap tap trung dit liéu, phan tich nhiéu loai di liéu va sy kién
c6 cau truc/phi cau tric, cung cap cac plugin dé két ndi vai nhiéu loai nguon va nén tang dau
vao khéc nhau.

2.2.3 Kibana

Kibana 1a mét cong cu truc quan hoéa dit liéu hoan thanh ngan xép ELK. Cong cu nay
duoc str dung dé tric quan hoa céc tai liéu Elasticsearch va gitp cac nha phat trién co cai nhin
sAu sic vé no. Bang diéu khién Kibana cung cap cac so d6 twong tac, dir liéu khong gian dia
1y va do thi khac nhau dé hinh dung cac quy tac phuc tap. N6 c6 thé duoc st dung dé tim
Kiém, xem va twong tac véi dit lidu duoc luu trix trong cac thu muc Elasticsearch. Kibana gidp
ban thuc hién phan tich di liéu nang cao va truc quan hda di liéu cua ban trong nhiéu bang,

biéu @b va ban dd.


https://www.guru99.com/best-data-visualization-tools.html
https://www.guru99.com/what-is-data-analysis.html
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CHUONG 3.
XAY DUNG VA THU NGHIEM MO HINH GIAI PHAP PHAT HIEN XAM NHAP
DUA TREN SNORT VA ELK CHO HE THONG MANG HQC VIEN THANH
THIEU NIEN VIET NAM

3.1.  Khao sat va trién khai mé hinh
3.1.1 Khio sat hé théng mang tai Hoc vién Thanh thiéu nién Viét Nam

Hinh 3.1 Phéi canh tong thé Hoc vién Thanh thiéu nién Viét Nam

Trudng Hoc vién Thanh thiéu nién Viét Nam duoc xay dung trén dién tich 13 ha bao
gom 163 phong hoc va giang duong dat tiéu chuan, 17 phong thuc hanh, thi nghiém; ngoai
ra con c6 nha tap Pa nang; Phong lam viéc cua Gido su, phd Gido su, giang vién cua co
s dao tao la 50, Trung tam thu vién hién dai véi dién tich trén 640m2 da dua vao str dung;
san bai, 1 tda nha hiéu bo 11 ting dang dwoc xay dung va nhiéu trang thiét bi khac dap
g du nhu cau day hoc

3.1.1.1 So' d6 mang
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Hinh 3.2 M& hinh mang may tinh truong Hoc vién Thanh thiéu nién Viét Nam

Cu thé hé thong mang dugc chia lam cac ving sau:

- Nhém 1:Hé théng may chu

- Nhom 2:May tinh tai cac phong ban, khoa

- Nhém 3:Hé théng may tinh phon thuc hanh

- Nhom 4:May tinh xach tay, dién thoai, may tinh bang

3.1.1.2  Nhikng ton tai cia hé théng mang tai truong.

Hién nay, truong chua duoc cai hé thong tuong lira dé bao vé toan thé may tinh cac
phong ban, cac khu vuc mang tranh khoi cac hiém hoa, nguy co vé an toan théng tin, cac
rai ro ¢ thé anh huong tgi hé thong mang :

- Cé4c cudc tan cdng vao khu vieec DMZ khi ma cac vung dé chay dich vu: DNS, web,
mail.

- Céc tan cbng t6i nguoi dung (Social engineering) trong mang.

- Tan coéng vao mang LAN cua truong

- Tan cong nghe trom trén dudng truyén

- Tén cong tir chdi dich vu vao cac hé théng mang vin phong cua phong, ban.

- Tan cong bang ma doc vao hé thong mang thong qua cac phuong tién khac hoac
ngudi dung. Mang chua c6 hé théng can bang tai, hé théng du phong, vv.. do vay tinh sin
sang cua hé théng con nhiéu diém han ché.

- Xam nhap vat ly t6i céc thiét bi cu thé cua hé thong

3.1.2 M6 hinh trién khai

Hé thong thir nghiém duoc trién khai cai dit gdm 2 mdy nhu sau:



12

- May Kali Linux st dung cac cong cu dé thuc hién cac kich ban tin cong mang dén
may muc tiéu la may Ubuntu chay SNORT va ELK
- May Ubuntu cai dat va cau hinh hé théng phét hién xam nhap SNORT va ELK dé dua
ra canh bao.
e Moi trwong gia lap: VMware Workstation Pro 12
e Thiét lap cau hinh:
v" Client: Windows 10 — Vmnet 11: 192.168.11.12
v' Attacker: Kali Linux 2016.2 — Vmnet 11: 192.168.11.10
v Snort IDS/IPS: CentOS 6.8 — Vmnet 11: 192.168.11.11/24
Vmnet 12: 192.168.10.12/24
v" WEB Server: CentOS 6.8 — Vmnet 12: 192.168.10.13
3.2 Cai dit va cau hinh hé théng phat hién xam nhap
3.2.1. Cai dat snort IDS

v/ Cai @it Package yéu cau:

# yum install -y gcc flex bison zlib* libxml2 libpcap* pcre* tcpdump git libtool curl dag

# yum groupinstall - y "Development Tools"

v' Tai va cai dit céc file cai dat riéng sau:
libdnet-1.12.tgz
libdnet-1.12-6.el6.x86_64.rpm
libdnet-devel-1.12-6.e16.x86_64.rpm

v' Tai file snort mai nhét tai https://snort.org
dag-2.0.6.tar
snort-2.9.8.3.tar

v Bit dau cai dit snort

# cd /usr/local/src
# tar -zxvf /root/ips/daqg-2.0.6.tar.gz
# tar -zxvf /root/ips/snort-2.9.8.3.tar.gz
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# cd dag-2.0.6
# .Iconfigure

# make && make install

# cd /usr/local/src/snort-2.9.8.3
# ./configure

# make && make install

# cd /etc

# mkdir snort

# cd snort

# cp /usr/local/src/snort-2.9.8.3/etc/* .

# tar -zvxf /root/ips/snortrules-snapshot-2983.tar.gz

# touch /etc/snort/rules/white_list.rules /etc/snort/rules/black_list.rules

v CAu hinh snort:

# vim /etc/snort/snort.conf

output alert_unified2: filename snort.alert, limit 128, nostamp

output log_unified2: flename snort.log, limit 128, nostamp

ipvar HOME_NET any > ipvar HOME_NET 192.168.10.0/24

ipvar EXTERNAL_NET any > ipvar EXTERNAL_NET !$SHOME_NET
var RULE_PATH ../rules > var RULE_PATH /etc/snort/rules

var SO_RULE_PATH ../so_rules > var SO_RULE_PATH /etc/snort/so_rules

var PREPROC_RULE_PATH ../preproc_rules > var PREPROC_RULE_PATH
/etc/snort/preproc_rules

var WHITE_LIST_PATH ../rules > var WHITE_LIST_PATH /etc/snort/rules
var BLACK_LIST_PATH ../rules > var BLACK_LIST_PATH /etc/snort/rules

“Esc : wq!” lwu céu hinh vao file.
# cd /usr/local/src

# chown -R snort:snort dag-2.0.6
# chown -R 777 dag-2.0.6
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# chown -R snort:snort snort-2.9.8.3
# chown -R 777 snort-2.9.8.3
# chown -R snort:snort snort_dynamicsrc
# chown -R 777 snort_dynamicsrc
3.2.2. Cai dat snort IPS: snort inline mode
Mé c4u hinh snort inline mode trong snort.conf:
# vim /etc/snort/snort.conf
“## Under Step #2:” Thém dong sau:
config policy_mode:inline
Cau hinh gi4 tri bién DAQ dé chay AFPacket trong inline (IPS) mode:
“## Configure DAQ variables for AFPacket”
config daq: afpacket
config dag_mode: inline
config daqg_dir: /usr/local/lib/daq
config dag_var: buffer_size_mb=128
Luu cau hinh. Thém rule chan ping va kiém tra:
drop icmp any any -> any any (itype:O;msg:"-->Da chan Ping
I":9id:1000002;sid:1000002;rev:1;)

# snort -i ethl:eth2 -A console -c /etc/snort/snort.conf -l /var/log/snort/ -Q

root@Ilocalhost:~ - Token2Shell/MD

192.168.11.10 -> 192.168.10.13

09/05-23:40:26.915513 [**] [1000001:1000001:1] -->Phat hien Ping ! [**] [Priority: @] {ICMP}
192.168.11.10 -> 192.168.10.13

09/05-23:40:26.915920 [Drop] [**] [1000002:1000002:1] -->Da chan Ping ! [**] [Priority: 0] {
ICMP} 192.168.10.13 -> 192.168.11.10

09/05-23:40:26.915933 [Drop] [**] [1000002:1000002:1] -->Da chan Ping ! [**] [Priority: 0] {
ICMP} 192.168.10.13 -> 192.168.11.10

09/05-23:40:27.916241 [**] [1000001:1000001:1] -->Phat hien Ping ! [**] [Priority: @] {ICMP}
192.168.11.10 -> 192.168.10.13

09/05-23:40:27.916195 [**] [1000001:1000001:1] -->Phat hien Ping ! [**] [Priority: ©] {ICMP}
192.168.11.10 -> 192.168.10.13

09/05-23:40:27.916765 [Drop] [**] [1000002:1000002:1] -->Da chan Ping ! [**] [Priority: 0] {
ICMP} 192.168.10.13 -> 192.168.11.10
09/05-23:40:27.916789 [Drop] [**] [1000002:1000002:1] -->Da chan Ping ! [**] [Priority: 0] {
ICMP} 192.168.10.13 -> 192.168.11.10
09/05-23:40:28.918456 [**] [1000001:1000001:1] -->Phat hien Ping ! [**] [Priority: ©] {ICMP}

192.168.11.10 -> 192.168.10.13
09/05-23:40:28.918431 [**] [1000001:1000001:1] -->Phat hien Ping ! [**] [Priority: @] {ICMP}
192.168.11.10 -> 192.168.10.13
09/05-23:40:28.918880 [Drop] [**] [1000002:1000002:1] -->Da chan Ping ! [**] [Priority: 0] {
ICMP} 192.168.10.13 -> 192.168.11.10
09/05-23:40:28.918888 [Drop] [**] [1000002:1000002:1] -->Da chan Ping ! [**] [Priority: 0] {
ICMP} 192.168.10.13 -> 192.168.11.10
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Hinh 3.5 Snort IPS da phat hién va chan (DROP) cac goi PING icmp tir Attacker

Capturing from eth0 [— I~ ]
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

DI;C‘,@- ><ogu"y\vm'yu:%&-ﬂﬁﬂ

~ | Expression... +

No. Time Source Destination Protocol  Length Info
10 2.000811165 192.168.11.10 192.168.10.13 ICMP 98 Echo (ping) request 1d=0x073a, seq=1206/46596,
11 2.000820979  192.168.16.13 ICMP 98 Echo (ping) reply id=8x073a, seq=1206/46596,
12 2.001223440 11.10 192.16 . CM 70 Destination unreachable (Port unreachable)
13 3.000651532 192.168.11.10 98 Echo (ping) request 1id=0x073a, seq=1207/46852,
14 3.001182441 192.168.11.10 ICMP 98 Echo (ping) request 1d=0x073a, seq=1207/46852,
.081192196  192.168.10.13 ICMP 98 Echo (ping) reply id=8x073a, seq=1207/46852,
8 C 70 Destination unreachable (Port unreachable)
3 98 Echo (ping) request 1id=0x073a, seq=1208/47108,
18 4.001013687 192.168.11.10 ICMP 98 Echo (ping) request 1d=0x073a, seq=1208/47108,
19 4.001135574  192.168.16.13 ICMP 98 Echo (ping) reply id=8x073a, seq=1208/47188,
20 4,001418307 1118 192.168.10.13 CM 70 Destination unreachable (Port unreachable)
21 5.000568348 192.168.11.10 98 Echo (ping) request 1id=0x073a, seq=1209/47364,
22 5.001213048 192.168.11.10 ICMP 98 Echo (ping) request id=0x073a, seq=1209/47364,
23 5.001224276  192.168.18.13 ICMP 98 Echo (ping) reply id=8x073a, seq=1209/47364,
24 5,001671387 11.10 192.168.10.13 CM 70 Destination unreachable (Port unreachable)
| 5 5 Q99956426 192 168 11 10 g TCHP 98 Fcho {pinol reguest id=0x0733 lsen=1?1m/a?ﬁ?ﬁ.‘
-
» Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface @
» Ethernet II, Src: Vmware 03:f8:a6 (00:0c:29:03:f8:a6), Dst: Vmware 77:9a:c8 (80:8c:29:77:9a:c8)
» Internet Protocol Version 4, Src: 192.168.11.10, Dst: 192.168.10.13
» Internet Control Message Protocol

. 088553225 192.168.

[O000 80 Oc 29 77 9a cB 00 Oc 29 03 T8 a6 08 00 45 80 .. )w.... )..... [E
00 54 85 e2 40 08 48 01 1e 5f c@ a8 Bb Ba cb a8 T..0.@. ._......
Ba Od B8 B0 ea ed OF 3a B4 b4 46 9c cd 57 fe 35 coocoood oolPoollsl
64 00 08 09 fa 6b 6c 0d 0e 8Ff 10 11 12 13 14 15 ......vv cevnnnnn

Hinh 3.6 Cac géi tin c6 giao thizc ICMP da bi chan (drop) trén may cua Attacker

3.3. Cai dat BASE quan ly phan tich Snort Log trén web

- BASE (Basic Analysis and Security Engine) cung cap mot trang web front-end dé
truy van va phan tich canh bao tir Snort. Céc canh béo sé& giri dén mot co sé dit liéu MySQL,
tinh ning nay dwgc cung cap bai barnyard? .

- Barnyard2 1a mot hé thong dau ra cho Snort, né doc cac ban ghi nhi phan tir snort
str dung dinh dang unified2 va sau d6 no sé& gui lai cac thong tin cua ban ghi nay téi co s&
dir liéu cua user thiét 1ap trong mysql.
>Yéu ciu: di cai san PHP, Mysql, httpd

v/ Cai dit cac goi yéu ciu cho BASE:
# pear channel-update pear.php.net
# pear install Mail Mail_mime
# pear install Numbers_Roman
# pear install Image_Color-1.0.4
# pear install Image_Canvas-0.3.5
# pear install Image_Graph-0.8.0

v" Khéi déng lai snort:

# letc/init.d/snortd restart
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v Cai dat Adodb:
# cd /root/ips

# wget http://jaist.dl.sourceforge.net/project/adodb/adodb-php5-only/adodb-520-for-
php5/adodb-5.20.6.zip

# unzip adodb-5.20.6.zip

# mv adodb5 /var/www/adodb

v' Cai dat BASE:
# cd /root/ips

# wget http://nchc.dl.sourceforge.net/project/secureideas/BASE/base-1.4.5/base-
1.4.5.tar.gz

# mkdir /var/www/html/base
# tar -xzvf /root/ips/base-1.4.5.tar.gz
# cp -r base-1.4.5/* lvar/lwww/html/base
# chown -R snort:snort /var/www/html/base
# cd /var/www/html/base
# cp base_conf.php.dist base conf.php
# chmod 755 /var/lwww/html/base/base_conf.php
# vim /var/www/html/base/base_conf.php
$BASE_urlpath = '/base’;
$DBIlib_path = ‘/var/adodb’;
$alert_dbname = 'snort’;
$alert_host = 'localhost’;
$alert_port = '3306';
$alert_user = 'snort’;
$alert_password = '123456";
# chmod 777 /var/www/html/base
v/ Cau hinh Apache:

# vim /etc/httpd/conf/httpd.conf

Alias /base /var/www/html/base/



<Directory "/var/www/html/base/"">
AllowOverride None
Order allow,deny
Allow from all

</directory>

Alias /adodb/ "/var/adodb/"
<Directory "/var/adodb">
AllowOverride None
Order allow,deny
Allow from all

</Directory>

# vim /etc/httpd/conf.d/base.conf
Alias /base /var/www/html/base/
<directory "/var/www/base/">
AllowOverride None

Order allow,deny

Allow from all

AuthName "Snort IDS"
AuthType Basic

AuthUserFile /etc/snort/base.passwd

Require valid-user

</directory>
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v' Tao file khau dé truy cap web cho database:

# htpasswd -c /etc/snort/base.passwd snortadmin

# service httpd restart

# chcon -R -t httpd_sys_content_t /var/www/html/base/

# chcon -R -h -t httpd_sys_content_t /var/www/adodb

# vim /var/www/html/base/base_main.php

date_default_timezone_set('Asia/Ho_Chi_Minh");
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>Truy cap giao dién web dé cai dat base va quan ly:
http://192.168.0.100/base/base_db_setup.php

Basic Analysis and Security Engine (BASE)

unique listing  Source IP Destination IP
unique listing  Source IP Destination IP
unique listing  Source IP Destination IP

any protocol TCP upp ICMP

any protocol TCP upp

any protocol TCP upp

Search
any protocol TCP uDpP Graph Alert Data
. any protocol TCP upp Graph Alert Detection Time

e i i -
el Siures ¢ Desimition Use Archive Database

- Most recent 15 Unique Alerts
- Most frequent 5 Unique Alerts

Sensors(Total: 1/1 Traffic Profile by Protecol
Unique Alerts: 8 TCP {8%)

Categories: 3 |

Total Number of Alerts: 83

UDP {0%)
& Sro P addrs: 7 l
+ Dest. IP addrs: 28 I ——
+ Unique IP links 33 ICMP (31%)

& Source Ports: 7

o TCP(7) UDP (0}
& Dest Ports: 2

o TCP (2) UDP (0}

Portscan Traffic (60%)

Alert Group Maintenance | Cache & Status | Administration

Kevin Johnson and the BASE Project Team
vanylive )

Hinh 3.7 Giao dién chinh cua BASE trén web
3.4 Cai dat ELK Stack

Server cai dat ¢ day thuc hién trén CentOS 8, trudc tién can dam béo cai

dat Java (openjdk)
yum update -y
yum install java-1.8.0-openjdk-devel -y

Trudce khi tién hanh cai dat cac thanh phﬁn cua Elastic Stack, ta can tai Xuéng va cai dat khoa
cong khai cua Elastic

sudo rpm --import https://artifacts.elastic.co/GPG-KEY-elasticsearch

Thao tac nay sé thém khéa ky cong khai Elasticsearch vao hé théng ciia ban. Khoa nay sé& xac
thuc phan mém Elasticsearch khi ban tai xubng.
Thém kho luu trir Elasticsearch bang cach tao tép cau hinh kho luu tri :
elasticsearch.repo trong thu muc /etc/yum.rpos.d/

cd /etc/yum.repos.d/


https://artifacts.elastic.co/GPG-KEY-elasticsearch
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sudo vim elasticsearch.repo #

nhdp ngi dung sau

> ] root@centos8:/etc/yum.repos.d

File Edit View Search Terminal Help

[elasticstack]

name=Elastic repository for 7.x packages
baseurl=https://artifacts.elastic.co/packages/7.x/yum
gpgcheck=1
gpgkey=https://artifacts.elastic.co/GPG-KEY-elasticsearch
enabled=1

Jautorefresh=1

type=rpm-md

Hinh 3.8 Céu hinh kho luu trit RPM Elasticsearch
Sau d6 cap nhat cac goi trong kho luu trit bang 1énh
dnf update
Tiép theo cai dat va thiét 1ap Elasticsearch
sudo dnf install elasticsearch

Sau khi qué trinh cai dat két thdc, ma va chinh sta dia chi ip may cha trong file

[etc/elasticsearch/elasticsearch.yml
sudo vim /etc/elasticsearch/elasticsearch.ymi

= root@centos8:/etc/yum.repos.d

File Edit View Search Terminal Help

#bootstrap.memory lock: true

|#
i# Make sure that the heap size is set to about half the memory available

i# on the system and that the owner of the process is allowed to use this
[# limit.

|#
l# Elasticsearch performs poorly when the system is swapping the memory.
Metwork ---------ceccmmmrr e e e

l# By default Elasticsearch is only accessible on localhost. Set a different
# address here to expose this node on the network:

#

network.host: localhost

%
# By default Elasticsearch listens for HTTP traffic on the first free port it

# finds starting at 9200. Set a specific HTTP port here:
|#
[lttp.port: 9200

#
# For more informatien, consult the network module documentation.

1#

Hinh 3.9 Cdu hinh dia chi Ip mdy chii cho Elasticsearch
Khai dong lai hé thong, sau d6 khoi dong dich vu elasticsearch dong thoi kich hoat tinh
nang dich vu elasticsearch khi hé théng khoi dong
sudo systemctl start elasticsearch sudo
systemctl enable elasticsearch
Tiép theo, ta cai dat va thiét 1ap Kibana

sudo dnf install kibana
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Thiét 14p cAu hinh cho Kibana trong file kibana.yml tai thu muc
letc/kibana/
Khoi d@ong va kich hoat Kibana sudo
systemctl start kibana sudo
systemctl enable kibana
3.5. Cai dat Filebeat
Cai dat modul Filebeat
yum install filebeat
filebeat modules enable system
filebeat setup
service filebeat start
Theo mac dinh, Filebeat ghi truc tiép file vao Elasticsearch. Dé tuy chinh Filebeat, hay
chinh stra file cdu hinh /etc/filebeat/filebeat.yml.
Sau khi cai dat xong Filebeat khai chay modul Suricata filebeat modules enable suricata
3.6. Mét sb6 phwong thirc tin cong va cach phong chéng
3.6.1. ARP Spoofing Attack
Cach phong chéng: Ma hoa ARP cache
Mot cach c6 thé bao vé chdng lai van dé khong an toan von co trong cic ARP request
va ARP reply 1a thuc hién mét qua trinh kém dong hon. Pay 1a mét tuy chon vi cdc may
tinh Windows cho phép ban c6 thé bd sung cac entry tinh vio ARP cache. Ban c6 thé xem

ARP cache ciia may tinh Windows bang cach mé Commad Prompt va g 1énh arp —a.

& Adrmanistrator: CA\Windows\system32\cmd.exe 7 L'E"J%

Copyright (c)> 2889 Microsoft Corporation. All rights reserved.

IC:\Users\csandersdarp -a

Interface: 172.16.16.128 Axd

Internet Address Physical Address Type

172.16.16.1 80-85-5d-21-99-4¢ dynanic
172.16.16.116 B0-1f-3¢c~-37-el-2a dynanic
172.16.16.149 B0-1a-aB-52-2e-7f dynanic
172.16.16.255 FE-FFE-FF-FE-FE-FF static
224.9.0.22 01-88-5¢-08-80-16 static
224.8.9.251 01-08-5¢-08-80-fh static
224.0.0.252 B31-88-5¢-00-80-fc static
239.255.255.250 01-80-Se-2f-ff-fa static
255.255.255.255 FE-FF-FF-FF-FF-FF static

Hinh 3.10 Xem ARP Cache

C6 thé thém cic entry vao danh sach ndy bang cach sir dung lénh:
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arp —s <IP ADDRESS> <MAC ADDRESS>.

Trong céac trudng hop, noi cau hinh mang cua ban khong may khi thay doi, ban hoan
toan c6 thé tao mot danh sach cac entry ARP tinh va str dung chiing cho céc client thong
qua mot kich ban ty dong. Diéu nay s€ bao dam dugc cac thiét bi s& luén dua vao ARP
cache nd1 bo cua chung thay vi cac ARP request va ARP reply.

3.6.2. SYN Flood Attack

Cach phong chéng: Sir dung Iptables hodc Snort IPS
Str dung Iptables:
# iptables -A INPUT —p tcp --syn —m limit --limit 1/s --limit -burst 3 -] RETURN
Tat ca cac két nbi dén hé théng chi duoc phép theo cac thong sb gidi han sau:
--limit 1/s: Téc d6 truyén goi tin trung binh tdi da 1/s (gidy)
- --limit-burst 3: S5 luong goi tin khoi tao tdi da dugc phép 1a 3
Str dung Snort IPS thém rule sau:
dropt tcp any any -> $SHOME_NET any (msg:"-->Da chan SYN FIN Attack ! "; flags:
S;gid: 2000001;sid:2000001;)
3.6.3. Zero Day Attack
Cach phong chong:

+ Cap nhat ban v4 1.

+ Loc dir liéu tir cong TCP 445 bang tudng lira (iptables).

+ Khoa cong SMB trong registry.

3.6.4. DOS - Ping Of Death Attack
Cach phong chong:

St dung cac tinh nang cho phép dit rate limit trén router/firewall dé han ché s6 luong

packet vao hé théng.
Dung tinh nang loc dit liéu ciia router/firewall dé loai bo cac packet khong mong

muodn, giam luong luu thong trén mang va tai cia may chu.

Str dung Snort IPS va thém rule:

drop icmp any any -> $SHOME_NET any (msg:"-->Da chan Ping Of Dead !";
dsize:>20000; gid:1000002; sid:1000002;rev:1;)
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KET LUAN

Céac két qua dat duoc:

Lu4n vin ndy tap trung nghién ctru vé thu thap, xir ly, phan tich log truy cip, phuc vu
phat hién cac hanh vi bat thuong va nguy co mat an toan thong tin trong cac hé thdng mang.
Cac noi dung da thyc hién trong luan van bao gém:

- Trinh tong quan vé tan cong, xAm nhap mang, cac dang tin cong xam nhap thudng
gip; dong thoi cling dd khai quat vé phat hién xAm nhép cling nhu cac k¥ thuat phat hién
xam nhéap qua do ta c6 cai nhin rd hon vé tin cong, xAm nhap.

- M6 ta mot s6 nén tang vé cong cu xtr 1y va phan tich log truy nhap, tir d6 rat ra so
sanh, danh gia dé tim ra mé hinh trién khai phu hop.

- Trinh bay kién trlc, hoat dong tinh ning cua cac hé thdng xam nhap mang pho bién
hién nay la Snort, Suricata va Zeek. Tir d6, dua ra so sanh vé vu, nhuoc diém cuaa cac hé
théng nay. Gigi thiéu cac hé thong phat hién xam nhap tich hgp IBM QRadar va bo cong
cu quan ly log Elastic Stack.

- Cai dat hé thdng phét hién tin cong, xam nhap mang véi nén tang ma nguon mé nhu
Snort va ELK. Thir nghiém cac kich ban tin cong cu thé va dua ra két qua canh béo khi bi

tan cong.



