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LOI CAM ON

Dé tai “ Nghién ctru xay dung giai phap phat hién xam nhép va tng dung
cho Hoc vién Thanh thiéu nién Viét Nam” 1a ndi dung ma em da nghién ctru
va lam luan van tét nghiép sau thoi gian theo hoc tai Khoa Sau Pai hoc
trudng Hoc vién Buu Chinh Vién Thong. Trong qua trinh nghién ciru va hoan
thanh luan vin, em di nhan dugc rat nhiéu sy quan tam, gitp d cla cac thay
co gido, dong nghiép, gia dinh va ban bé.

Pé ¢6 thé hoan thién duoc luan van thac si ctia minh, trude tién, em xin
bay to long biét on siu sic nhét toi thay - TS.Duong Tran Dtrc. Sy gan giii va
nhiét tinh huéng dan cua thay 1a nguén dong luc rat 1on d6i voi em trong sudt
tho1 gian thuc hién luan van.

Em ciing xin gui 101 cam on chan thanh nhat t4i tat ca cac thay ¢d Hoc
vién Cong nghé Buu chinh vién thong da nhiét tinh giang day, cung cap,
huéng dan cho em nhiing kién thtrc, kinh nghiém trong sudt qua trinh hoc tap.

Pong thoi em ciing xin giri 10i cam on dén nguoi than trong gia dinh, cac
ban hoc vién, déng nghiép noi td1 cong tac da giap do, dong vién, tao diéu
kién tt nhat cho toi trong sudt khoa hoc tai Hoc vién Cong nghé Buu chinh
vién thong dé t6i c6 thé hoan thién tot luan van thac si ciia minh.

TOi xin chan thanh cam on !

Ha Ngi, ngay thang nam 2022

Hoc vién

Nguyén Cong Hiéu



LOI CAM DOAN

T6i cam doan rang, luan vin “Nghién ctru xdy dung giai phap phat hién
xam nhdp va tng dung cho Hoc vién thanh thiéu nién Viét Nam” 1a bai
nghién ctru cta chinh toi. Ngoai trir nhitng tai liéu tham khao duoc trich dan
trong luan vin nay, toi cam két 1a khong co nghién ciru ndo cia ngudi khac
duoc st dung trong luan van ma khong dugc trich dan theo quy dinh. Trong
toan bo ndi dung cua luan van, nhitng diéu duoc trinh bay hodc la cta ca nhan
t61 hodc 1a dugc tong hop tir nhiéu ngudn tai liéu khac nhau. Cac s liéu, két
qua néu trong luan vin 1a ding sy thuc va chua duoc ai cong bd trong bat ky
cong trinh hay luan van nao khac. Luan van ndy chua bao gio duge nop dé
nhan bat ky bang cip ndo tai cac co sd gido duc khac./.

Ha Noi, ngay thang nam 2022

Hoc vién

Nguyén Coéng Hiéu
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MO DPAU
1. Ly do chon deé tai

Cung v6i su phét trién ciia mang Internet, mang World Wide Web toan ciu va
céc dich vu trén nén Internet, cac dang tan cong, xam nhdp vao cac h¢ théng mang,
may cha va thiét bi dau cudi cua ngudi dung cling phat trién & muc dang lo ngai.
Céac dang t6i pham trén khong gian mang trd nén rat phd bién va ludn ding dau
danh sach truy na ctia Cyc Diéu tra lién bang My (FBI) trong nhitng nim gan day
[1]. V& mit dia 1y, Viét Nam trong nhitng nim gan day luén nam trong top 10 nudc
1a dich bj tan cong nhiéu nhét. Cac dang ma ddc va tan cong, khai thac cling tang
vot trén cac nén tang di dong va IoT. Hang F-Secure udc tinh sd luong tan cong,
xam nhap vao céc thiét bi IoT ting gap 3 1an trong 6 thang dau nim 2019 [2]. Ciing
trong khoang thoi gian nay, s6 lugng dang tan cong khong lién quan dén file
(fileless attacks) - mot dang tdn cong tinh vi va nguy hiém méi dugc phat hién trong
thoi gian gan day tang 256%. Trong mo hinh nay, hé théng mang thudng dugc bao
vé bang 16p bao vé thir nhat, gdm tudng lira, cac bién phap kiém soat truy nhap, xac
thie, mi hoa,... Lop bao vé hé thong thir hai 1a host va hé théng phat hién, ngin
chan tin cong mang. Cac hé thong phat hién xam nhap mang (NIDS — Network-
based Intrusion Detection System) duogc st dung dé giam sat va bao vé ca mang,
hodc mot phan doan mang. Cac hé thong phat hién xam nhap host (HIDS — Host-
based Intrusion Detection System) duoc st dung dé bao vé mot may (host), hoic
mot ung dung, hodc dich vu cu thé.

HIDS va NIDS hién déu dang duogc sir dung rong rii va mdi loai c6 nhirng vu
diém, nhuoc diém riéng [1]. Uu diém cia HIDS 14 c6 kha ning phat hién chinh xéac
cac xam nhap va cac hanh vi lam dung trén timg may cu thé do HIDS duoc cai dat
trén tirng may dé giam sat cac sy kién xay ra trong hé théng. Han ché cua HIDS 1a
phai trién khai trén ting may va diéu nay co thé phat sinh chi phi 16n cho cai dat va
bao tri v6i cac hé thdng mang 16n. Nguoc lai, vu diém cua NIDS 1a c¢6 kha ning
giam sat phat hi¢n cac dang xam nhdp cho ca mang, hodc phan doan mang do n6

thuong duoc trién khai tai cong mang va st dung luu luong mang gém cac goi tin



di va dén 1am ngudn dir liéu. Han ché cua NIDS 1a gip nhiéu khé khin khi phai
giam sat céng mang co luu lugng 16n, hodc luu lugng bi ma hoda va cac dang xam
nhép trén cac may khong phat sinh lwu luong qua cong mang. Luan vin nay chon
NIDS dé xay dyng giai phap phat hién xdm nhdp do mién bao vé rong va chi phi
trién khai thap.

Trong sb cac hé thdng phat hién tdn cong, xdm nhdp dang dugc st dung trén
thuc té, Snort [2] thudc nhoém NIDS, 1a hé thong ma md phat hién tan cong, xam
nhap ma mo duoc st dung rong rai nho kha nang phat hién tt voi tap luat dung san
g6m khoang 3000 luat, hd trg da nén tang. Tuy vdy, viéc quan 1y cac su kién gidm
sat va két qua phat hién con twong d6i han ché cho Snort chi hd tro giao dién quan
tri co ban. Trong khi d6, bd cong cu quan 1y log ELK [5] hd tro xt 1y, tim kiém va
luu trit cac su kién log kha hiéu qua voi giao dién than thién va dé sir dung. Tur do,
luan vin nay voi dé tai “Nghién ciru xay dung giai phap phat hién xdm nhap va tng
dung cho Hoc vién thanh thiéu nién Viét Nam” ¢6 muc tiéu 1a tap trung nghién ctru
va xay dung giai phap phat hién xdm nhap dya st dung hé théng phat hién xam
nhap mang Snort va bd cong cu quan 1y log ELK c6 kha nang phat hién xam nhap
hi€u qua vaéi giao di¢n quan tri than thién.

2. Tong quan van dé nghién ctru

Céc hé thong phat hién va ngan chin tin cong, xam nhap (IDS/IPS) di duoc
quan tim nghién ctru, phat trién va tng dung khé rong rai trén thyc té. Nhiém vu
chinh cua cac hé thong phat hién va ngin chin tdn cong, xAm nhdp bao goém [1]:

- Theo dbi cac hanh vi trén mot hé thong dé nhan dang cac dau hiéu cua tan
cong, xam nhap hoac luu lugng mang.

- Ghi log cac hanh vi phat hién cac tan cong, xdm nhap cho phan tich bo sung
sau nay.

- Dung hodc ngan chin cac hanh vi tdn cong, xAm nhap (voi IPS).

- Khi phat hién cac hanh vi tan cong xam nhap s& guri thong bao, canh bao cho

ngudi quan tri dé duoc phat hién kip thoi.



C6 nhiéu hé thdng phat hién va ngin chin tin céng, xAm nhdp mi md va
thuong mai da dugc Uing dung trén thyc té, ch'fmg han nhu Snort, Suricata, Zeek,
Bro, IBM Qradar,... Nhitng hé thong nay c6 tinh ning, mién bao vé va chi phi cai
dat, van hanh rat khac nhau. Cac hé théng mi md, mién phi, nhu Snort, Suricata
thudng c6 kha ning phat hién tot, nhung khé cai dit va bao tri, giao dién quan tri
khé han ché. Nguoc lai, cac hé théng thuong mai nhu IBM Qradar c6 tinh nang
phong pht, giao dién quan tri manh va than thién, nhung chi phi cai ddt va van hanh
16n. Do vay, viéc khdo sat, danh gia dé Iya chon hé théng phu hop voi yéu cau cua
hé théng mang cy thé 1a can thiét.

Luan vin nay trudc hét tap trung nghién ctru, khdo sat mot so hé thong phat
hién xam nhap hién c6 trén thi truong. Trén co s& két qua khao sat s€ lya chon h¢
thong phét hién xam nhap thich hop két hop véi kha niang quan 1y log hiéu qua cua
hé thong ELK cho trién khai nham ting cuong an toan cho hé thong mang ciia Hoc

vién thanh thiéu nién Viét Nam.

3. Muc dich nghién ctru
Luan van nghién ctru, khao sat cac hé théng phat hién xam nhap, hé thong
quan 1y log va trién khai tng dung mot giai phap phat hién xdm nhap phi hop nham

ting cudng an toan cho hé théng mang ciia Hoc vién thanh thiéu nién Viét Nam.

4. Poi twong va pham vi nghién ciru
e D6i twong nghién ctru 14 cic hinh thirc tan cong, xAm nhdp va cac phuong
phap, hé thong phat hién xam nhap.
e Pham vi nghién ctru: Gi6i han trong mang LAN gom cac may chil va cic may

tram chay hé diéu hanh Microsoft Windows hodc Ubuntu Linux.

5. Phwong phap nghién ciru
Luan vin st dung két hop cac phuong phap nghién ciru sau:
e Nghién ctru 1y thuyét: Nghién ctru cac phuong phap va k¥ thut phat hién xam

nhap. Khao sat mot s6 hé théng phat hién xam nhép hién co.



Thue nghiém: Xay dung va trién khai thir nghiém mé hinh giai phap phat hién
xam nhdp dya trén Snort va ELK cho h¢ théng mang Hoc vién thanh thiéu

nién Viét Nam.



CHUONG 1. TONG QUAN VE PHAT HIEN XAM NHAP

1.1. KHAI QUAT VE TAN CONG, XAM NHAP
1.1.1. Péi twong bi tan cong, xam nhap
C6 thé 1a bat cir ai co thong tin bi mat duge luu trit trén mdi trudng mang. Céc
chu thé nay c6 thé 1a doanh nghiép tu nhan, t6 chirc chinh phu hodc phi chinh phu.
Ciing c6 thé 1a cac ca nhan trong thong tin riéng tu ctia ho. Tuy nhién, ddi tugng
phd bién nhat ciia cac vu tin cong mang 1a doanh nghiép. Khi de doa dén cac thong
tin nd1 bd anh hudng dén hiéu qua hoat dong cua doanh nghi¢p. Bd1 muc tiéu chinh
cta hacker 12 lgi nhuan va tim kiém cac lgi ich vat chat.
Hacker co thé tan cong thong qua mang ndi bo (nhu con ngudi, may tinh, thiét
bi...).
Ddi vai yéu td con ngudi, hacker c6 thé tiép can thong qua:
- Phan mém doc hai
- L&i phan mém hoic phan cling
- Ké tin cong & bén trong
- MAt trém céc thiét bi
- Ké tn cong o bén ngoai
- Tai hoa thién nhién
- Gian diép cong nghiép
- Tan cong pha hoai
1.1.2. Muc dich ciia tAn cdng, xam nhap
Thudng nhitng cudc tin cong, xAm nhap ma cac ké xdu hay hacker thuc hién
nham muc dich kiém tién, tim kiém, phat trién cong cu tan cong dé dem lai loi ich
cho c4 nhan hay td chtrc cua ho, Vi trong mot h¢ théng mang may tinh luon ton tai
cac diém yéu (Weakness), cac hacker co thé dwa vao cac khiém khuyét nay dé tan
cong va xAm nhap vao hé thong.
Sb luong cac cudc tin cong, xAm nhdp internet dang ting dan déu theo ting

nam. Trong qué khtr da c6 nhiing cudc tan cong mang tdm vi mo gay anh hudng té



liét hang triéu hé thong trén toan thé gidi, bao gdm ca nhitng cong ty hang dau tir
thong tin ca nhan, bi mat doanh nghié¢p, doi tién chudc, téng tién v.v...

O Viét Nam hién nay, trong bdi canh dich bénh van con phtrc tap, nhiéu hé
thdng thong tin quan trong van tro thinh muc tiéu tan cong cia tin tic. Nhitng nhém
t61 pham nay loi dung tinh hinh dich dién bién phirc tap tdn cong mang vao cic co
quan chirc ning bang cach giri tai liéu gia mao dé phat tin ma doc hay tin cong co
chu dich.

Theo Cuc an ninh mang (B6 Cong an) cho thay Viét Nam trong thoi gian vira
qua phai chiu nhiéu dot tin cong nham vao cic hé thong thong tin cta qudc gia,
xuyén tac, phat tan thong tin sai su that dé chiém doat tai san, lira dao. Céc thiét bi
dé b tan cong nhat thudng 1a dién thoai di dong, IoT.

1.2. GIO1 THIEU MOT SO DANG TAN CONG, XAM NHAP THUONG

GAP

C6 nhiéu kiéu tin cong, xdm nhap mang khac nhau va dugc phan thanh mét sb
loai chinh sau: tin cong chiém quyén “root”, kiéu tham do, tdn cong tu chéi dich vu,
tan cong dicu khién tir xa. Tan cong, xAm nhap mang giy ra hdu qua vo cling ning
né cho cac t6 chirc, doanh nghiép 1 nan nhan cua ching. Duéi day 1a sau hinh thirc
tan cong mang pho bién nhat hién nay
1.2.1. Hinh théc tan c6ng mang bang phan mém doc hai

(MalwareAttack)

Tan cong Malware 1a mot trong nhitng hinh thirc tan cong qua mang phd bién
nhat hién nay. Malware bao gdm:

- Spyware (phan mém gian diép)
- Ransomware (ma doc tong tién)
- Virus
- Worm (phan mém ddc hai lay lan véi toc d6 nhanh)
Thong thudng, Hacker sé tién hanh tin cong ngudi dung thong qua céc 15

héng bao mat. Hodc lira nguodi dung Click vao mot duong Link hoic Email



(Phishing) dé cai ph?m mém ddc hai tyu dong vao may tinh. Mot khi dugc cai dat
thanh cong, Malware s€ gay ra nhirng hdu qua nghiém trong:

- Chin céc truy cap vao hé thong mang va dir liéu quan trong (Ransomware).

- Cai dat thém phan mém doc hai khac vao may tinh nguoi dung.

- Danh cip dit liéu (Spyware).

- Phé hoai phan ctrg, phan mém, 1am hé thdng bi té liét, khong thé hoat dong.

Céc phan
mém dc hai
Cén chuong Khéng cin
trinh chli chuong trinh chi
Back Trojan Adware &

doors bombs horses ktts Spyware Viruses | | Worms | Zombie

Céc phin mdm c6 kha
nédng tw nhan ban
Hinh 1. Céc dang phan mém dgc hai
1.2.2. Hinh thirc tan cong gia mao (Phishing Attack)

Phishing Attack la tan cong ma trong doé tin tac gia mao thanh mot ca nhan
hoic t6 chirc uy tin dé lay long tin clia nguoi dung. Hacker s& gia mao 1a vi dién tir,
ngan hang, trang giao dich truc tuyén hodc cac cong ty thé tin dung dé lira ngudi
dung chia sé cac thong tin cd nhan nhu: mat khéau giao dich, thé tin dung, tai khoan
& mat khau dang nhap va cac thong tin quan trong khac. Day 1a tha doan tan cong
thuong dung va thuong 13 hoat dong mé dau cho chudi cac hanh dong tiép theo cta
tin tic, tir 46, chiing danh cip cac dir liéu nhay cam nhu tai khoan ngan hang, thé tin

dung...



Céc cudc tin cong gia mao thuong dugc thuc hién qua email. Ngudi diung s&
nhan dugc email gia mao mot to chirc/ c4 nhan uy tin véi thong diép vo cling khan
thiét. Thong diép nay yéu cau ngudi dung click vao dudng link tin tic tao ra. Khi
click vao, ngudi dung sé duoc chuyén dén mot website gia mao ¢ giao dién y nhu
website that va dugc yéu cau diang nhap. Khi do, tin tic s& c6 duge théng tin ding
nhap va dit liéu nhay cam khac ctia nguoi dung.

Tan cong Phishing/Social Engineering dién ra rat phd bién, rat nguy hiém do
kho bi phat hién, khé phong tranh hitu hiéu bang bién phéap k¥ thuat; chung tan cong
vao sy chu quan, bat can, hiéu biét han ché hay tinh trang thiéu kiém soat cia nguoi
dung, do d, tin tic hoan toan c6 thé thanh cong ngay ca voi nhitng hé théng bao
mat cao.

Ngoai ra con co cac hinh thirc tin céng gia mao nhu SmiShing ( cling twong tu
nhu Ira ddo qua email nhung né Ira nguoi diing qua tin nhan van ban, nhiéu nguoi
nhan ra duoc email lira ddo tuy nhién it ngudi nghi ngd vé tin nhin SM, diéu nay
lam ting kha niang Ira dao thanh cong) hay Spear Phishing (n6 nham dén mot ca
nhan cu thé, bao g6m mot chudi email duoc thiét ké dé thu hat ho hanh dong) hodc
Whaling (ciing nham vao mdt ¢4 nhan hodc to chirc, d6 thuong 1a ngudi ¢ nhiéu
ther dé mat, chéng han nhu CEO, nguoi noi tiéng, nhan vat chinh tri hodc céac gia
dinh giau c9).

1.2.3. Hinh thirc tan cong trung gian (Man in the middle attack)

Tan cong trung gian 13 hinh thic tin tic xen vao giita phién giao dich hay giao
tiép gitra hai d6i twong. Khi di xAm nhap thanh cong, ching c6 thé theo ddi duoc
moi hanh vi cia nguoi dung. T¢ hon, ching co thé danh cép duoc toan bo dir liéu
trong phién giao dich d6. Tan cong trung gian dé xay ra khi nan nhan truy cap vao
mot mang wifi khong an toan. Hinh 1.3 minh hoa mé hinh tin cong kiéu ngudi
dung gitra trong mot phién truyén file & dang rd (plaintext) st dung giao thicc FTP

gitra may khach (Client) va may chu (Server).



FTP transmits in plaintext

- RN S

man-in-the-middle
attacker

Hinh 2: M hinh tdn cong kiéu nguoi ¢ giia

Server Client

2) Hacker C bat dwoc
céc thong diép A gwiva
gia 1am B. r6i trao d6i
cac khéa cua minh véi
A Saudé Cgialam A
dé thiét lap mot phién
lam viéc vé1 B.

1) Céng ty A thiét
lap mot phién lam
viéc bao mat voi

Congty B

3) B gwi cac thong diép
cho C. C nhan cac
thong diép B gwi. giai
ma, sao chép va chuyén
tiép thong diép (c6 thé
swra doi) cho A.

Hinh 3: Kjch bdn tan cong kiéu nguroi ¢ giira
1.2.4. Hinh thirc tan cong tir chéi dich vu (DoS & DDoS)
a. Tan cong tir chdi dich vu (DoS)

Dos — Denial Of Service duoc dich ra 1a tir chéi dich vy, day la mdt hinh thuc
tan cong kha pho bién khién cho may tinh muc tiéu khong thé xtr 1y kip cac tac vu
dan dén qua tai. Hay néi cach khac muc dich ctua Dos 1a 1am sap mot may chu hoac
mang khién nguoi dung khong thé truy cap vao may chi/mang d6. Hacker thuc hién
diéu nay bang cach tudn  at traffic hodc gui tin ¢d thé kich hoat sy ¢d dén hé théng

mang, may chu,...
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b. TAin cong tir chdi dich vu phén tan (DDoS)

Attacker

4 SYN Flood
Internet

\ s

Slaves

. W ‘ e

B

—

J=
{

/ Target

 d
v

7/

Hinh 4: Tdn cong tr chéi dich vu phan tan

Ddos — Distributed Denial Of Service dugc dich 1a tir chdi dich vu phan tan,
hinh thtc nay la mdt dang tan cong nd lyc lam sdp mot dich vu truc tuyén béng
cach lam tran ngap véi traffic tir nhiéu nguon. Ddos khién cho ngudi bi tan cong
khong thé sir dung mot dich vu nao do, khong thé két ndi véi dich vu internet nao

d6 hodc lam ngung hoat dong cia mot chiéc may tinh, mét mang LAN ndi bo hoac

tham chi ca mot hé théng mang.

Tan cong Ddos manh hon Dos ¢ chd 1a hinh thirc nay c6 thé phan tan dugc tir
nhiéu dai IP khac nhau, khién ngudi bi tin cong kho phat hién dé ngan chan. Ké tan
cong c6 thé sir dung may tinh ctia ban dé tin cong vao cac may tinh khac bang cach

loi dung nhiing 16 hong cua bao mat dé gianh liy quyén diéu khién may tinh cia

ban.

Ba loai tin cong co ban ciia Ddos:

- Volume-based: Luu lugng truy cép cao dé lam tran bing thong

- Protocol: Khai thac cac tai nguyén may chu
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- Application: Tap trung vao cac ung dung web

1.3. PHAT HIEN XAM NHAP
1.3.1. Khai quéat vé phat hién xam nhap

La qua trinh gidm sat cac su kién xay ra trong mang may tinh hodc mot hé
théng may tinh va phén tich dé tim ra cac ddu hiéu cua sy cb. Cac su c¢b ¢ day co
thé 1a cac vi pham hodc cac mbi de doa sép xay ra vi pham chinh sach bao mat,
chinh sach st dung duoc chdp nhan hodc cic phuong phap bao mat tiéu chuan. Vi
du nhu mét dbi tuong tan cong truy cap trai phép vao hé thdng hodc ngudi dung cb
gang gianh thém cac dic quyén ma ho khong dugc phép. Hé théng phat hién xam
nhap (IDS) 13 phan mém hodc thiét bi phan cing tu dong héa qua trinh phat hién

xam nhap.

Intrusion Detection System Intrusion Prevention System

Firewall - Firewall

Attacker

Switch IPS

Management

Siagion Corporate Network Corporate Network

Hinh 5: Vi tri cac hé théng IDS va IPS trong so do mang
1.3.2. Phan loai cac hé théng phat hién xam nhap
a. Heé thong phat hién xAm nhép la gi?
Hé thdng phong chéng xam nhap (Intrusion prevention system, viét tit 1a IPS)
12 mot sb bién phap an ninh mang quan trong nhit ma mang co6 thé c6. IPS duoc
biét dén nhu mot hé théng kiém soat, vi no khong chi phat hi¢n cac mdi de doa tiém

an doi voi hé thong mang va co so ha tang cia nd, ma con tim cach chi dong chan
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bat ky két ndi nao c6 thé 1a mdi de doa. Piéu nay khac véi cac bién phap bao vé thu
dong nhu hé thong phat hién xam nhép.
Cong nghé¢ IPS 1a gi?

Hé théng phong chong xam nhap luon ludn giam sat bat thuong cia mang, dic
biét 1a & cac goi riéng 1, dé tim kiém bét ky cudc tin cong nguy hiém nao cé thé
xay ra. No thu thap thong tin v& cac goi tin ndy va bdo cdo cho quan tri vién hé
théng, nhung né cling thuc hién nhitng dong thai phong ngira cua riéng minh. Néu
phét hién bat thuong hoic loai tan cong khéc thi IPS s& chin cac goi dé truy cap vao
mang.

IPS ¢6 thé thuc hién dong 16 hong bao mat ctia hé thdng cé thé bi khai thac
lién tuc, déng cac diém truy cap vao mang, cling nhu cdu hinh tudng lira thir cip dé
phat hién nhiing loai tan cong nay trong tuong lai, bd sung cac 16p bao mat cho hé
théng phong thu.

Hé thong phong chéng xam nhép lién tuc giam sat luu luong mang

IPS c6 thé ngin chin nhirng loai tin cong nao?

Céac hé théng phong chéng xam nhap co thé bao vé tim kiém va chong lai
nhiéu loai tin cong nguy hiém. Ching c6 kha ning phat hién va chin cac cudc tan
cdng tan cong tir chdi dich vu phan tan (DDoS), tir chéi dich vu (DoS), virus may
tinh, worm, bo cong cu exploit va nhitng loai phan mém doc hai khéc.

IPS sé lam gi néu n6 phat hién ra mét cude tin cong?

Mot hé thdng ngin chin xdm nhap c6 thé phat hién nhiéu cudc tin cong khac
nhau bang cach phan tich cic géi va tim kiém nhiing chir ky phan mém doc hai cu
thé, mic du nd ciing c6 thé tin dung kha ning theo ddi hanh vi dé tim kiém hoat
dong bat thudong trén mang, ciing nhu giam sat bat ky giao thirc va chinh sach bao
mat cip quan tri ndo, cling nhu liéu chung c6 bi vi pham hay khéng.

Néu bat ky phuong phap nao trong s nay phat hién ra mot cudc tan cong tiém
an, IPS ¢ thé ngay 1ap tirc chim dut két ndi dén. Pia chi IP vi pham sau d6 c6 thé
bi chian néu IPS duoc cdu hinh dé lam nhu vay hodc nguoi dung lién két voi né bi

cam truy cép lai vao mang va bat ky tai nguyén nao dugc ket noi.
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IPS ciing c6 thé thay ddi cai dat tuong lura cuc bo dé phat hién lai cac cudc tn
cong nhu vay va tham chi c6 thé loai bd moi tan tich cta cudc tan cong br:ing cach
loai bo nhirng header bi anh huéng boi phan mém doc hai, file dinh kém bi nhiém
virus, cling nhu nhitng lién két doc hai khoi file va email server.

IDS va IPS c6 gi khac nhau?

Intrusion Detection System (IDS) Intrusion Prevention System (IPS)
p—
m- VS -
5 -
BE = e
10§ ' '
E Corporate Network Corporate Network E

Management
Management
= P R =
N ,\/,
Web E-mail Web E-mail
Server Sorver Sorver Sorver

Hinh 6: So sanh IDS va IPS

Hé thong phat hién xam nhap (IDS) va hé thong ngin chin xam nhap (IPS)
déu c6 thé lién quan dén bao mat

Hé théng phat hién xam nhap (IDS) va hé thong ngin chin xam nhap (IPS)
déu c6 thé lién quan dén bao mat, nhung ching c6 cic muc tiéu va phuong tién
hoan toan khac nhau.

C6 nhiéu loai IDS ciing nhu IPS va tat ca chiing déu hoat dong hoi khac nhau
mot chat. Boi voi IDS, ¢6 cac hé théng phat hién xam nhap mang (NIDS), dit tai
cac diém chién lugc trong mang dé phat hién nhiing cudc tan cong tiém an khi
chung dang dién ra trong mang. HIDS hay hé thong phat hién xAm nhip may chu
chay trén cac hé thong va thiét bi riéng 1é, chi giam sat hoat dong trén mang di va

dén hé théng cuy thé do.
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Trong cé hai truong hop, IDS phat hién ra mot cudc tin cong tiém 4n s& thong
bao cho quan tri vién hé théng.

Hé théng IPS s& dong mot vai tro twong tu nhu IDS — va cé thé duoc st dung
két hop dé giam sat mang t6t hon — nhung sé& dong vai tro tich cuc hon trong viéc
bao vé mang. IPS ciing s& thong bao cho quan tri vién néu phat hién cc cudc tan
cong, nhung ching ciing s& thyc hién nhirng hanh dong trimg phat d6i voi bat ky hé
thdng, tai khoan ca nhan hoic 16 hong tuong ltra nao dé dam bao rang cudc tin cong
da bi chan va moi file lién quan bi x6a khdi mang.

Nhu tén goi cho théy, cac hé théng phat hién xam nhap dugc thiét ké dé cho
ban biét liéu c6 kha nang va khi nao mdt cudce tan cong xay ra, dé ban co thé xir ly
van dé theo cach thu cong. Hé théng ngin chin xam nhap duogc thiét ké dé chu dong
bao vé hé théng ctia ban khoi cac cudc tan cong va ngan chan nhiing cude tan cong
trong twong lai théng qua viéc diéu chinh cac thong s6 mang.

Chtrc nang chinh cua IDS

- IDS cho phép ban ting cudng bao mat cho cac thiét bi mang va dir liéu mang
c6 gia tri bang cach gidam sat luu luong mang dang ngd va thong bao dén
ban. Mang cua ban can bao mat manh mé& dé bao vé thong tin hién c6 va
truyén dir liéu mang bén trong va bén ngoai. Cac cudc tdn cong mang ngiy
cang tinh vi va thuong xuyén, vi vay diéu quan trong 1a phai c6 mot hé thong
phat hién xam nhap toan dién va hi¢u qua.

- Hé théng phat hién xaAm nhap gitp to chirc dit liéu mang quan trong. Mang
clia ban tao ra hang tan thong tin mdi ngay thong qua céc hoat dong thuong
xuyén va hé théng phat hién xam nhap co thé gitip ban phan biét hoat dong
nao quan trong hon. Mot hé thong phat hién xam nhap cé thé giup ban khong
phai tim kiém thong tin quan trong ciia hang nghin nhat ky hé thong. Diéu
nay co thé gitip ban tiét kiém thoi gian, giam cong stc thi cong va giam
thiéu 18i ctia con ngudi khi phat hién xam nhap.

- Céc hé théng ngan chin xam nhdp duoc xay dung dé phat hién, sip xép va

canh bao chuyén sau veé luu lugng mang vao/ra, xac dinh chinh xac thong tin
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quan trong nhit. Bing cach loc thong qua luu lwong mang, hé thdng phat
hién xam nhép c6 thé giup xac dinh muc do tuan thi ciia mang va cac thiét
bi cua no.

- IDS dugc tao ra dé téi vu hoa viée phat hién va ngan chdn xam nhap béng
cach loc qua ludng luu luong. Diéu nay c6 thé giup ban tiét kiém thoi gian,
nang luong va tai nguyén trong khi phat hién hoat dong dang ngo trude khi
n6 bién thanh mot mdi de doa toan dién. IDS ciing cung cap kha ning hién
thi cao hon ddi véi luu luong mang, co thé gitp ban chéng lai cac hoat dong
doc hai, xac dinh trang thai tuan thua va cai thién hi¢u suét mang tf)ng thé.
IDS cua ban cang nam bat va hiéu duoc hoat dong doc hai trén mang cua
ban, thi IDS cang c6 thé thich ing véi cac cudc tan cong ngay cang tinh vi.
Hoat dong cua IDS

Sau khi thu thap dit liéu, mot IDS duoc thiét ké dé quan sat luu lugng mang va
match v6i cac mau luu lugngvéi cac cudce tin cong da biét. Thong qua phuong phap
nay (d6i khi duwoc goi 1a twong quan mau hay Pattern Correlation), mot hé thong
ngan chdn xam nhap co thé xac dinh xem hoat dong bat thuong c6 phai la mdt cudc
tan cong mang hay khong.

Mot khi hoat dong dang ngd hodc doc hai dugc phat hién, h¢ théng phat hi¢n
xam nhap s€ gui bao dong dén cac k¥ thuat vién hoac quan tri vién CNTT dugc chi
dinh. Béo dong IDS cho phép ban nhanh chdng bat dau khic phuc sy ¢b va xac dinh
cac ngudn gdc cua van dé hodc phat hién va ngin chin cac tac nhan gy hai trong
qua trinh theo doi cta chung.

Céc hé thong phat hién xam nhap chi yéu sir dung hai phwong phéap phat hién
xam nhap chinh: phat hi¢n xam nhap dua trén chir ky (signature-based intrusion
detection) va phat hién xAm nhap dua trén sy bat thuong (Anomaly-based intrusion
detection).

Phét hién xam nhéap dya trén chir ky duoc thiét ké dé phat hién cac mdi de doa
c6 thé xay ra bang cach so sanh luu lugng mang nhat dinh va dit liéu nhat ky véi

cac mau tan cong hién c6. Nhitng mau nay dugc goi 1a chuodi - sequences (do do co
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tén) va co thé bao gém byte sequences, dugc goi 1a chudi 1énh doc hai. Tinh ning
phat hién dua trén chit ky cho phép ban phat hién va xac dinh chinh xac cac cudc
tan cong da biét.

Phat hién xam nhap dya trén su bat thuong thi nguoc lai — nd dugce thiét ké
dé xac dinh chinh x4c cac cudc tin cong khong xac dinh, ching han nhu phan mém
doc hai moi va thich tmg v6i chiing mét cach nhanh chéng bing cach sir dung may
hoc. Cac k¥ thuat may hoc cho phép IDS tao ra cac duong co sé cua hoat dong dang
tin cay (duoc goi la mo hinh tin cay). Sau d6 so sanh hanh vi méi véi cac mo hinh
tin cdy da dugc xac minh, nhung canh bdo gia van c6 thé xay ra khi str dung IDS
dua trén bat thuong, vi luu lugng mang hop phap chua xac dinh trudce day co thé bi
xac dinh sai 1a hoat dong ddc hai.

Hybrid intrusion detection systems hay Hé thong phat hién xam nhap, 1a su két
hop sir dung tinh ning phat hién xdm nhap dua trén chir ky va dua trén sy bat
thuong dé ting pham vi hé théng ngin chin xam nhap cta ban. Pidu nay cho phép
ban xac dinh cang nhiéu mdi de doa cang tdt. Mot hé théng phat hién xam nhap
toan dién (IDS) co thé hiéu cac k¥ thuat tron tranh ma toi pham mang st dung dé
danh Iira hé théng ngan chan xam nhap nghi ring khong c¢6 mot cudc tan cong nao
dang dién ra.

b. Hé thong phat hién xAm nhéip bao gdom cac loai nao?

C6 nhiéu loai IDS khéac nhau, mdi loai ¢ mdt chirc nang va nhi¢m vu riéng
tuy nhién hai loai pho bién nhat 1a NIDS va HIDS

> NIDS (Network-Based IDS)

Hé théng phét hién xam nhdp mang (NIDS) duogc thiét 1ap tai mot diém duoc
1én ké hoach trong mang dé kiém tra luu luong truy cép tir tit ca cac thiét b trén
mang. NIDS c6 thé 1a cac hé théng dua trén phan cing hodc phan mém, tuy thudc
vao nha san xuat hé thong, co thé gin vao cac phuong tién mang khic nhau nhu
Ethernet, FDDI va cac phuong ti€n khac. Thong thuong, NIDS cé hai giao di¢n
mang, mot dugc su dung dé nghe cac cudc tro chuyén mang & ché do hon hop va

mot duoc st dung dé kiém soat va bao cdo. Trong khi c6 nhiéu nha cung cip NIDS,



tat ca cac hé théng déu co xu huong hoat dong theo mot trong hai cach; NIDS Ia h¢
thong dua trén chit ky hodc dua trén sy bat thuong. Ca hai déu 1a co ché phéan tach
lru lwong truy cap lanh tinh khoi nhitng ngudi anh em doc hai cia né. Cac van dé
tiém an v4i NIDS bao gém qua tai dir liéu mang tdc do cao, kho diéu chinh, mi hoa

va thoi gian tré phat trién chir ky.

INTERNET X

Hinh 7: Mo hinh NIDS

Uu diém ciia NIDS:
- Quan ly duoc ca mot network segment (gdm nhiéu host)
- Trong sudt v6i ngudi str dung 1an ké tin cong
- Bao tri va cai dat don gian khong mat nhiéu thoi gian, khdng gay anh hudng

gi t61 mang

- Tranh DOS anh hudng té1 mét host nao do
- C6 kha nang xac dinh 11 & tang Network
- Doc 1ap véi OS (Operating System)
Nhurge diém ciia NIDS:

Co6 thé xay ra trudng hop bao dong gia

Khdng phén tich duoc cac dir liéu da mé hoa (VD: SSL, SSH, IPSec...)

NIDS yéu cau phai duoc cap nhat signature moi nhat dé duge an toan
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- Phat di théng bao cham tré giita thoi diém bi tan cong voi thoi diém phat bao
dong. Dan dén hé thong c6 thé da bi ton hai.

- Khéng théng bao viéc tan cong cd thanh cong hay that bai

- Han ché 16n nhat 13 gi6i han bang thong. B6 do mang phai nhan hét cac luu
lrong mang sau d6 sip xép lai nhitng luu lugng d6 rdi phan tich ching. Khi
tbc d6 mang tang thi kha ning ctia dau do cling phai ti 1 thun.

» HIDS (Hot-Based IDS)

HIDS duogc cai dat cuc bo trén mot may tinh va do do6 linh hoat hon nhiéu so
v6i NIDS. HIDS c6 thé duoc cai dat trén nhiéu loai mdy tinh cy thé nhu may chu,
may tram, may tinh xach tay. HIDS cho phép ban lam vi¢c linh hoat trong cac phan
doan mang ma NIDS khong thé. Luu luong duoc gii dén may chu duoc phan tich
va chuyén tiép dén may chi luu luong néu né khong c6 kha niang doc hai. Trong khi
NIDS tham chi con tép trung vao mang l6n chira cac host nay. HIDS dac biét hudng
t6i cac nén tang tng dung va hudng nhiéu dén thi truong Windows trong thé gidi
may tinh, mic du c¢6 nhitng san pham hoat dong hiéu qua. Trén nén tang Gmg dung

UNIX va nhiéu hé diéu hanh khac.

INTERNET

Vieb ons
Server

Web Mail
Server Server

| |

= L ] I ) (el R

S eSS HS
HDS

HIDS HIDS HIDS

Hinh 8: M0 hinh HIDS



19

Cong viéc cua HIDS 1a theo ddi cac thay dbi trong hé théng bao gdém: tién
trinh, diu vao, muc st dung CPU, tinh trang RAM, surc khoe hé théng. Cac dir liéu
nay khi thay doi bat thuong hodc ¢ nhitng khac biét kha nghi s& gy ra bao dong.

Uu diém cia HIDS:

- C6 thé x4c dinh nguoi dung (user) lién quan t6i sy kién (event)

- NIDS khéng c6 kha ning phat hién cac cudc tdn cong dién ra trén 1 may con
HIDS thi c6 thé

- €06 thé phan tich cac dit liéu ma hoa

- Cung cap céac thong tin vé may chu (host) trong qué trinh tan cong may chu
nay.

Nhuoc diém ciia HIDS:

- Théng tin cia HIDS khong dang tin cdy khi cudc tdn cong vao may chu
(host) nay thanh céng.

- Néu hé diéu hanh (OS) bi sap do mot cude tan cong, déng thot HIDS cling s€
that bai

- HIDS phai duoc thiét 1ap cau hinh trén timg mdy chu (host) can giam sat

- HIDS khoéng thé phat hién cac cudc do quét mang (Nmap, Netcat ...)

- HIDS can st dung tai nguyén trén may chu (host) dé hoat dong

- Khi bi tan cong tir chdi dich vu DOS, HIDS c¢6 thé khong hiéu qua

- Hau hét HIDS dugc phat trién trén hé diéu hanh Window. Tuy nhién mot )
HIDS ciing chay trén Linux hodc Unix

Vi HIDS phai dugc cai dat trén cac may chi nén quan tri vién gdp kho khan
trong viéc phién ban, bao tri va cdu hinh phan mém, viéc nay ton nhiéu thoi gian va
phirc tap. Thong thudng hé thong chi phan tich lvu luong truy cap trén may chi,
nhung luu luong truy cdp vao mot nhém may chu hodc cac hanh dong tham do nhu
quét cong khong hoat dong. Néu may chi bi xdm nhap, tin tic ¢ thé vo hiéu hoa
HIDS trén méy chii. Sau d6, HIDS bi v6 hiéu hoa. Do d6, HIDS phai cung cip chirc

ning canh bao day du. Pidu nay c6 thé tré thanh mot van dé trong méi truong hdn
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hop khi HIDS can phai tuong thich véi nhiéu hé diéu hanh, vi vay viéc lya chon
HIDS ciing 1a mot van dé quan trong.

1.3.3. Cac k¥ thuat phat hién xam nhap

a. Statistical anomaly detection:

Lién quan dén viéc thu thap di liéu lién quan dén hanh vi cua nguoi dung hop
phap trong mot khoang thoi gian. Sau do, cac bai kiém tra théng ké duoc ap dung
cho hanh vi dugc quan sat dé xac dinh véi muc do tin cay cao xem hanh vi d6 cé
phai 1a hanh vi cia nguoi dung hop phap hay khong.

e Phat hién ngudong: Cach tiép can ndy lién quan dén viéc xac dinh céc
ngudng, tuy thudc vao ngudi dung, cho tan suat xuat hién cia cac su kién
khac nhau.

e Duya trén hd so: Mot ho so ciia hoat dong cua ting nguoi dung dugc phat
trién va st dung dé phat hién nhing thay d6i trong hanh vi ctia cac tai khoan
ca nhan.

b.  Rule-based detection:

Lién quan dén nd luc xac dinh mot tap hop cac quy tic ¢ thé dugc sir dung dé
quyét dinh rang mot hanh vi nhat dinh 1a ciia mot ké xAm nhap.

e Phat hién bat thudng: Céac quy tic dugc phét trién dé phat hién sy sai 1éch so
voi cac mau str dung trudce do.

e Tham nhép nhan dang: Mot phuong phap tiép can hé thong chuyén gia tim
kiém hanh vi dang ngo.

Tom lai, cac phuong phép thong ké cb gang xac dinh hanh vi binh thuong
hoic dugc mong doi, trong khi cac phuong phéap tiép can dua trén quy tic cb ging
xac dinh hanh vi phu hop.

Vé mit cac loai ké tan cong duoc liét ké trudc do, phat hién bat thuong thong
ké c6 hiéu qua chéng lai nhitng ké gia mao, nhitng ké khong c6 kha ning bat chudc
cac mo hinh hanh vi cta cac tai khoan ma ho thich hgp. Mt khéac, nhitng k¥ thuat
nhu vdy c6 thé khong dbi phd duoc véi nhitng ké that bai. Poi véi cac cude tan

cong nhu vy, cac phuong phap tiép can dua trén quy tic c¢6 thé nhén ra cac su kién
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va trinh ty, trong ngit canh, cho thiy su thdm nhép. Trong thuc té, mot hé théng c6
thé thé hién su két hop cua ca hai cach tiép can dé co hi¢u qua chéng lai mot loat

cac cuQc tan cong.

Két luan chwong

Nhu vy, chuong 1 da trinh bay tong quan vé tin coéng, xAm nhép, cac dang
tan cong xam nhap thuong gip; dong thoi chuong 1 ciing da khai quat vé phat hién
xam nhép ciing nhu cic k¥ thuat phat hién xam nhap qua d6 ta c6 cai nhin rd hon vé

tan cong, xam nhap.
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CHUONG 2. CAC HE THONG PHAT HIEN XAM NHAP VA
, QUAN LY LOG
2.1. CAC HE THONG PHAT HIEN XAM NHAP

Nhu dé phan tich trong phan 1.3.2 vé hé théng phat hién tin coéng, xAm nhap
thi IDS 14 hé théng phét hién xdm nhap nham phat hién cac cudc tan cong vao may
tinh hodc cadc may tinh trong mang.

Hé thong ludn quan sét thong tin trén dudng truyén nham phat hién goi tin dua
vao cac dau hiéu trong ndi dung goi tin, hoac su bat thuong trong traffic cia mang.
Khi phéat hién bat thuong hé théng sé& canh bao cho ngudi quan trj hodc cho hé
thong xur 1y

Snort, Suricata, Zeek va IBM Qradar 1a cic hé thong trong nhitng hé thong
phat hién xdm nhap pho bién hién nay so hitu nhiéu tinh ning néi bat ciing nhu
duogc sir dung rong rii boi cac co quan, to chirc.

2.1.1. Snort , , ‘

Snort 1a mot hé thong phong chong xam nhdp mang ma nguoén md, cé kha
nang thyc hién phan tich luu lugng theo thoi gian thuc va ghi nhat ky goi tin trén
mang IP [12]. N6 c6 thé thuc hién phan tich giao thirc, tim kiém/ddi sanh noi dung
va ¢6 thé duoc st dung dé phat hién nhiéu loai tdn cong va tham do, chéng han nhu
tran bo dém, quét céng an, tn cong CGI, tham do SMB, nd luc léy dau van tay hé
diéu hanh va hon thé nira.

Snort hoat dong ¢ 3 ché do chinh 1a:

- Ché do Sniffer, cho phép Snort doc cac g6i tin trén mang va hién thi chiing
Ién man hinh.

- Ché do Packet Logger, s& thuc hién ghi logs cac goi tin thu thap duoc vao 6
dia dudi dang tép tin van ban hoac tép tin nhi phan.

- Véi ché @6 Network Intrusion Detection System (NIDS), Snort s& thuc hién
giam sat luu lwong mang, phan tich va dbi chiéu chiing vai mot tap luat duoc
dinh nghia boi nguoi dung dé phét hién cac xdm nhap. Pay ciing 1a ché d6
phirc tap va nhiéu tiy chinh nhat caa Snort.

V& kién trtic cta Snort, bao gdm 5 phan chinh nhu sau
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—
Network | ——=| Sniffer | Preprocessor Detection AIE”_S; —-"E'h
Backbone | ——% Engine | Logging log. Files/
Packets W Iff Databose

Hinh 9: M6 hinh kién trdc hé thang Snort

Snort bao gobm 5 thanh phan, véi mdi phan c6 mot chirc ning riéng biét. Cac

phan chinh d6 1a:

Packet decoder: Snort c6 thé nhan dir liéu bang cach phan tich mét tép tin
PCAP hoic lay truc tiép tir cam bién dang gidam sat mang. Cac dir liéu nay
sau d6 duoc dua vao packet decoder dé giai ma. Pau tién, né giai ma céc
giao thuc ¢ Data Link Layer, sau do la giao thic IP, va TCP hoac UDP.
Packet decoder c6 thé dua ra canh bao néu n6 phét hién cac header khéng
dung dinh dang, cac tiy chon TCP bat thudng hoic cac van dé tuong tu.
Preprocessor: Preprocessor sé nhan dir liéu tir packet decoder va thuc hién
sap xép hoic dinh dang dir liéu dé Detection Engine c6 thé xu Iy n6 dé dang
hon. N6 ¢6 thé dua ra canh bao, phan loai hoic loai bo mét goi tin truge khi
n6 dugc chuyén toi Detection Engine.

Detection Engine: Pay 1a thanh phan quan trong nhat trong kién trlc cua
Snort. Detection Engine chiu trach nhiém phat hién cac hanh vi xam nhap
trong cac goi tin. Pé lam duoc viéc nay, né thuc hién dbi chiéu tat ca goi tin
dugc nhan véi céc tap luat duoc dinh nghia bai ngudi dung. Néu mét goi tin
tring khop vai bat ky luat nao, Snort s& thuc hién cac hanh dong cu thé duoc
mo ta trong luat, nguoc lai goi tin d6 s€ bi loai bo.

Logging and Alerting System: Bo phan nay s€ sinh ra logs va cac thong diép
canh béo dya trén nhirng gi ma Detection Engine tim thay trong goi tin.
Output Module: Output Module xir Iy cac canh bao va logs dé dua ra két qua

dau ra dudi cac dinh dang khac nhau nhu syslog, tepdump.
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Tap luat 1a thanh phan rat quan trong ctia mot hé théng phat hién xam nhap.
Pay 1a tap sé dinh ra dau hiéu (miu) dé dbi chiéu, so sanh véi dir liéu & dau vao.
Tap luat thudng bao gdm rat nhiéu luat, mdi luat s& gdm hai thanh phan co ban:
Rule Header va Rule Options.
Rule header bao gom cac thong tin sau:
- Rule Action: Cho biét cac hoat dong s€ duoc thuc thi khi “khop” luat
(dynamic, log, alert, pass, active, drop...).
- Protocol: Cho biét giao thirc s& kiém tra (TCP, UDP, ICMP, IP...).
- IP address: Cho biét thong tin vé dia chi IP.
- Port number: Cho biét thong tin vé cong.
- Direction: Cho biét huéng cta di liéu ma duoc so khép.
Rule options chia lam 4 danh muc:
- General: cung cap thong tin chung vé luat (msg, reference, rev, classtype...).
- Payload: Tim kiém noi dung payload cia goi tin (content, offset, depth,
distance, within...).
- Non-payload: Tim kiém noi dung non-payload cua géi tin (tos, id, ttl, ack,
dsize...).
- Post-detection: Pua ra cac phuong phap thuc thi tiép theo (session, logto,
tag...).
Vi du vé luat cua Snort:
alert icmp $SEXTERNAL_NET any -> $HOME NET any (msg: Phat hien
Ping ”; sid:1;)
Phan header bao gom cac hanh dong duoc thyuc hién khi phat hién c6 géi tin
trung khép vai luat, giao thirc ctia goi tin, dia chi, s6 cong ngudn va dich.
alert icmp $SEXTERNAL_NET any -> $HOME_NET any
Phan header ctia luat Snort bat dau v6i hanh dong duoc thuc hién khi d6i chiéu
luat tring khép nhu alert: dua ra canh bao, drop: loai bo géi tin, ... Tiép theo 1a giao
thirc ctia goi tin c6 thé 1a ICMP, TCP, UDP hoic IP. Ké tiép 1a dia chi ngudn, cng

nguodn va chiéu mii tén chi hudéng cia luu lwong ma luat ap dung, cling nhu 1a dia
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chi dich va céng dich. V&i vi du trén, Snort s& thuc hién kiém tra cc g61 tin ICMP
tir dia chi IP bén ngoai voi cong ngudn bat ky toi dia chi IP dang duoc giam sat véi
cong dich bat ky.

(msg:’Phat hien Ping”; sid:1;)

Phan Options mé ta nhitng phan lién quan dén cac goi tin duoc kiém tra. N6
cho Snort chinh x4c nhitng phan can tim kiém va ddi chiéu trong cac goi tin dé dua
ra hanh dong thich hop. Tat ca cac options ctia ludt Snort déu dugc phan cach boi
dau chdm phay (;). Cac tir khoa option duoc phan cach véi d6i sd ciia n6 boi dau hai
cham (©). O vi du trén, Snort s& dua ra thong diép canh bao “Phat hien Ping” néu c6
g61 tin icmp dugc gui tir dia chi IP khac voi dia chi [P dang dugc gidm sat.

Snort hd trg nhiéu hé diéu hanh khac nhau cho phép n6 dé dang trién khai trén
bat cr moi trudng mang nao. Céc ludt ciia Snort cling dugc cap nhat nhanh chong
khi xudt hién cac kiéu tan cong, xam nhap mang madi. Snort s¢ hitu mdt cong d@)ng
nguoi dung 16n, do d6 nhiing van dé trong viéc cai dat, cAu hinh hay tao luat luén
dugc hd tro va giai quyét nhanh chong.

Vi tri ciia Snort trong hé thong mang

Vi tri gitta Router va Firewall

Firewall

Network Sensor

Hinh 10: Snort-sensor dat giiza Router va Firewall

Vi tri trong vung DMZ
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Network Sensor ¥

Hinh 11: Snort-sensor dat trong vung DMZ

Vi tri sau Firewall

Network Sensor

Firewall

Hinh 12: Snort-sensor dat sau Firewall

2.1.2. Suricata
Suricata 1a mgt cong cy Gidm sat an ninh mang NSM (Network Security

Mornitoring), phat hién va ngan chan IDS/IPS (Intrusion Detection
System/Intrusion Prevention System) mang hiéu suat cao [4]. Suricata 1 ma ngudn

mo dugc phat trién boi OISF (Open Information Security Foundation) va do cong



27

dong di€u hanh. N6 hoat dong rat tot voi kha nang kiém tra géi sdu va doi sanh
mau, diéu nay khién Suricata tré nén vo cung hiru ich trong viéc phat hién cac moi

de doa va tan cong.

Network SURICATA
traffic
.
[ Packet Capture ] '

l I)(‘\v'«‘;(i |
|
Y
[Packet Decoding]
\;

Y
-Rules —>[ Detection ] / \
| A £
Y L Detection 1 ] { Detection 2 J

[ Output ] 8 \‘ F » i

Hinh 13: M6 ta so do Suricata

Kién triic ctia Suricata gdm 4 thanh phan co ban: Packet Acquisition; Decode
and Stream app, layer; Detect Modul; Outputs Modul. Buéc dau tién trong qué trinh
xu 1y 1a thu thdp cac goi tin voi module Packet Acquisition. Mudule nay c6 chuc
nang thu thap goi tin tr cong mang va chuyén tiép ching dén dé giai ma goi tin
(Decoder), noi chiu trach nhiém cho vié¢c xac dinh cac loai lién két va chuén hoa dit
liéu cho céc tién trinh khac.

Tiép theo, dir liéu s€ duoc chuyén td1 Stream module. Stream lam nhiém vu
nhom céc dang dir liéu va reassembly cac goi dir lidu. Ké tiép dit liéu duoc dua vao
Detect Modul, noi phan tich géi tin dé phat hién cac tin cong mang dua trén cac dau
hiéu.

Cubi cung, canh bao dugc dua ra khi c6 céc dau hiéu duoc phat hién va dugc
guri to1 Outputs Modul, dit li¢u dau ra c6 thé duoc xac dinh ¢ nhiéu dang khéac nhau.

Tuong tu nhu Snort, cic luat cia Suricata ciing bao gdm hai phan chinh 1a rule

header va rule options. Vi du cua mot ludt trong Suricata: alert icmp



28

SEXTERNAL_NET any -> SHOME NET any (msg:”Phat hien Ping”; sid:2;)
Suricata st dung cac lut tuong tu voi Snort va hoan toan tuong thich vai luét cua
Snort. Do d6, Suricata c6 thé sir dung cac luat ctia Snort dé phat hién tan cong, xAm
nhap mang. Céu tric luat ciia Suricata va Snort 1a hoan toan giéng nhau. Tuy nhién,
lut ctia Suricata van c6 mét vai diém khac v&i Snort. Suricata cho phép dac ta
trong luat mot sb giao thirc cia ting Gng dung nhu http, ftp, ssh, smb, dns,... Cac
giao thirc ting tng dung nay co thé duoc Suricata phat hién ma khéng can chi rd
cong. Trong Snort, dé http_inspects va cac bd tién xir 1y khac duoc ap dung cho luu
lugng mang, né phai qua mot céng da duoc chi dinh trude d6. Suricata hd trg mot
s6 tr khéa HTTP ma Snort khong c6 nhu http user agent, http host,
http_content_type.

Mbt vu diém nira ctia luat Suricata so voi Snort 1a hd trg Lua Script. Nguoi
dung c6 thé str dung tir khoa lua (hodc luajit) trong mot luat dé tham chiéu téi mot
Lua script cho phép linh hoat trong vi¢c truy cap goi tin, payload, HTTP buffers.
Suricata hd trg Lua script cho phép ngudi dung st dung cac ham c6 sdn dé phan
tich goi tin nang cao nham phat hién cac xam nhép phuc tap, khong thé mo ta bang
cu phép luat thong thuong.

Suricata 1a mot cong cu tuyét voi, chi phi thap, gitp cung cp thong tin chi tiét
hon vé mang. Mac du vay, no can dugc xem nhu mot 16p duy nhat trong mot ké
hoach bao mat toan di¢n, thay vi mot giai phap hoan chinh cho cac van dé bao mat.
Mot diém khac biét chinh gifra Suricata va Snort la Suricata c6 kién trac da luéng,
¢ nghia 1a n6 ¢6 thé sir dung nhiéu 15i cing mot lic. Viée st dung nhiéu CPU cho
phép Suricata xtr Iy nhiéu su kién cung luc ma khong phai lam gian doan cac yéu
cau khac. Pa ludng ciing cho phép Suricata can bang tai trén cac CPU, ciing nhu cai
thién hiéu suit tong thé trong phan tich luu lwong mang. Pidu nay 1a thun loi vi né
c6 nghia 13 Suricata c6 thé xir Iy s6 lwong 16n luu lwong truy cap ma khong can cat
giam cac quy tac.

Suricata c¢6 cac phién ban chay trén Windows, Mac, Linux, Unix va FreeBSD

twong thich véi mot loat cac cong cu cua bén thlr ba. N6 st dung cac dinh dang dau
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vao va dau ra tiéu chudn nhu YAML va JSON, cho phép tich hop d& dang véi cac
cong cu nhu Splunk, Kibana va Elasticsearch. Mot 1oi thé quan trong khac cua
Suricata 14 n6 c6 mot cong dong hd tro va phat trién tuyét voi. Ho da cung nhau xay
dung cac ngudn tai nguyén phong pht bao gdm hudng dan cai dat, hudng dan st
dung, cac ciu hoi thudng gip va cach khic phuc.

Suricata c6 thé duogc sir dung trong ba vai trd chinh. Pon gian nhét 1a thiét 1ap
n6 nhu mot IDS dya trén may chu luu trit, gidm sat luu lugng ctia mot may tinh cé
nhén. Piéu nay khong dac bi¢t hi€u qua hoac thuc té, nhung no6 co thé 1a mot cach
tuyét voi dé ai d6 lam quen v&i Suricata. La mot IDS thu dong, Suricata co thé giam
st tit ca luu luong truy cap qua mang va thong bao cho quan tri vién khi gap bat ky
diéu gi doc hai. Khi Suricata dugc thiét 1ap nhu mot IDS ndi tuyén hoat dong va
IPS, nd c6 thé giam sat luu luong dén va di. N6 co thé ngan chan luu luong doc hai
trudc khi xdm nhdp vao mang, cling nhu canh bdo cho quan tri vién.

bat Suricata lam IPS c6 vé 1a lya chon 10 rang nhét - tai sao ban chi mubn
theo ddi luu luong doc hai thay vi chan n6? That khong may, viée trién khai IPS
khong don gian nhu vy - chiing cling thudng chin luu lugng truy cip hop phap néu
ching khong dugce dinh cdu hinh dung cach. C6 thé kha kho khin khi diéu chinh
cac quy tic dé dam bao ring chi ¢ luu luong truy cip doc hai méi bi chin. Néu ban
dang can nhic sir dung Suricata lam IPS, tot nhat nén sir dung né lam IDS trude dé
dam bao rang n6 khong chan bat ky luu lwong quan trong nao.

Suricata la mot cong cu mang IDS hiéu suét cao (Hé théng phat hién xam
nhap), IPS va bao mat mang, dugc phat trién bai OISF, day 1a mot ing dung ma
ngudn mé da nén tang va 1a tai san ctia mot nén tang phi loi nhuan cua cong dong
Open Information Security Foundation (OISF). N6 duoc phat trién khong nham
thay thé hay canh tranh cc cong ty hién c6, nhung n6 s& mang lai nhitng céng nghé
va y tudng mai trong linh vuc an ninh mang.

N6 dua trén mot bd quy tic phat trién bén ngoai dé giam sat luu luong
mang va cung cp canh bao cho ngudi quan trj hé thdng khi xdy ra cac su kién dang

ngo. Puoc thiét ké dé tuong thich véi cac thanh phﬁn bao mat mang hi¢n cd, cung
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cap chirc ning du ra hop nhit va cac tiy chon thu vién c6 thé cim dé chip nhan
cudc goi tir cac tmg dung khac. La mot cong cu da ludng, né cung cip toc do va
hiéu qua cao hon trong viéc phan tich luu luong mang. Ngoai vi¢c tang hiéu qua
ctia phan cting ( phan cing va card mang bi gii han), n6 con duoc xdy dung dé tan
dung kha ning xir 1y cao duoc cung cip boi chip CPU da 16i doi méi.
2.1.3. Zeek

Zeek 1a mot cong cu phan tich luu lugng mang ma nguén mé thu dong. Nhidu
nha khai thac sir dung Zeek nhu mot trinh gidm sat an ninh mang (NSM) dé hd tro
cc cudc diéu tra vé hoat dong dang ngo hodc doc hai. Zeek cling hd trg mot loat
cac nhi¢m vu phan tich luu luong ngoai pham vi bao mat, bao gém do luong hiéu
suét va khic phuc su co.

So do vé Zeek

Zeek Lab Topology

— = __-bridged neton host
Q website Dm***"**sp DHCP ><_ “seesall hosttraffic”

Internet

Host (PC, lap) wifi DHCP

192.168.242.1 ) 192.168.242.0/24
-i/f

1 .
\} browser |
"

192.168.242.XXX : ‘
etho | iff ‘:
}

Vmware Workstation

Hinh 14: So do vé Zeek
Zeek khong phai 1a mot hé thong phat hién xAm nhap dua trén chir ky c6 dién
(IDS); trong khi né ciing hd tro chirc nang tiéu chuan nhu vy, ngén ngit kich ban

ctia Zeek tao diéu kién cho mot pham vi rong hon nhiéu cac phuong phép tiép can
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rat khac nhau dé tim ra hoat dong doc hai. Chung bao gém phat hién lam dung ngir
nghia, phét hién bat thuong va phan tich hanh vi.

Zeek duge tdi wu hoa dé dién gidi luu luong mang va tao nhat ky dua trén luu
luong d6. N6 khong duoc tdi wu hoa dé dbi sanh byte va ngudi dung tim kiém cac
phuong phéap phat hién chit ky s& dugc phuc vu tot hon bang cach thir cac hé thong
phat hién xam nhap nhu Suricata. Zeek cling khong phai 12 mot cong cu phan tich
giao thirc theo nghia ctia Wireshark, tim cach mé ta moi yéu t cua luu luong mang
& cap khung hodc mot hé thong luu trit luu luong & dang bat goi (PCAP). Thay vao
d6, Zeek nam ¢ “phurong tién hai long” thé hién nhat ky mang nho gon nhung ¢ do
trung thyc cao, gitip hiéu & hon vé luu lugng mang va viée sir dung.

Kién truc ciaa Zeek

Output

[ Policy Script Interpreter J

Events

[ Event Engine ]

Packets

Hinh 15: Kién tric cia Zeek
O cép do rat cao, Zeek duoc phan loai vé mit kién trGc thanh hai thanh phén
chinh. Event Engine (phan 15i) c¢6 nhiém vu chuyén ddi cac luu lugng mang ma

Zeek bt duoc thanh mot chudi cac sy kién. Nhiing sy kién ndy phan anh hoat dong
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mang theo cac thuat ngit trung 14p vé chinh sach (policy neutral), nghia 1 chi mé ta
nhirng hoat dong xay ra trén thuc té ma khong xem xét hanh dong dé c6 chap thuan
hay vi pham chinh sach dugc dit ra. Vi du, mdi yéu cAu HTTP sé& duoc chuyén ddi
thanh su kién http_request twong tmg vdi cac mo ta vé dia chi IP, cong, URL dugc
yéu cau va phién ban HTTP duoc st dung. Su kién nay s& khong dua ra bat ky dién
giai gi thém nhu 13 URL duogc yéu cau co phai trang web doc hai hay khong.

Cac su kién trén s€ duoc chuyén to1 thanh phén chinh thir hai cua Zeek la
Policy Script Interpreter c6 nhi€ém vu thuc hi€én mét tap cac trinh xtr Iy sy kién dugc
viét bang ngdn ngir kich ban cua riéng Zeek. Cac kich ban ndy mo ta cac chinh sach
bao mat dé xac dinh cac su kién vi pham va dua ra canh bao cho quan tri vién. Ngon
ngir ctia Zeek hd tro nhiu chirc ning khac nhau, nhung ndi bat nhét 1 cho phép cac
kich ban duy tri trang thai theo thoi gian. Chirc ndng nay cho phép kich ban theo doi
va trong quan sy thay d6i ctia sy kién giita cac két ndi va may chu khac nhau. Cac
kich ban cua Zeek cling co thé tao canh bdo theo thoi gian thyc va thuc thi céac
chuong trinh bén ngoai tiy y nhu 1a kich hoat phan mém phan tng véi mot tan
cong. Zeek cung cAp mot tip cac logs mé rong ghi lai chi tiét cac hoat dong cia
mang. Céc logs nay khong chi bao gom mot ban ghi diy du vé cac két ndi trén
mang ma con ¢ tang Gmg dung nhu cac phién HTTP véi URL duoc yéu cau, cac
headers, va phan hoi ctia may chii; yéu cau DNS va phan hoi, chimg chi SSL,...
Thém vao d6, Zeek ciing tich hop mot sé chirc nang cho viéc phan tich va phat hién
x4m nhap nhu trich xuat cac tap tin tir phién HTTP, thong bao phién ban 16 hong
chtra nguy co, 16 hong trén hé thong mang, phét hién tin cong vét can SSH. Ngoai
ra, v6i viéc st dung ngdn ngit kich ban cia riéng minh, Zeek cung cip cho ngudi
dung nhiéu phuong phap khac nhau dé phat hién hanh vi doc hai, bao gdm phat hién
dua trén chir ky, phat hién dua trén bat thuong va phan tich hanh vi.

2.1.4. IBM Qradar
IBM Qradar 12 mot hé thdng tich hop cac chirc ning thu thap, xr 1y, tong hop

va luu trir dit liéu mang trong thoi gian thyc. Qradar sir dung dir liéu d6 dé quan ly
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mang bang cach cung cp thong tin va giam sat theo thoi gian thuc, canh

bao va hanh vi vi pham ciling nhur phan Gmg véi cac mbi de doa mang.

Thanh phan va chire ning.

Hoat dong cta nén tang thong minh bao mat Qradar bao gém ba 16p va ap

dung cho bat ky ciu truc trién khai Qradar nao, bat ké quy mé va do phuc tap cua

n6. So dd sau ddy cho thiy cac 16p tao nén kién trac Qradar.

- Event collector component

- Event processor component

- Magistrate
QRadar Console User interface
Graphs
— N Reports
: Magistrate
e ———
o Offense management

Magistrate component

Offense storage

§

Event Processor component

Custom Rules Engine
Streaming
Data storage

Event Processor

@w

Console A Offense rules
|
I
I
I
I
|
'

Event Collector Protocol
Event Collector component Llcer_osmg
Parsing, traffic analysis
Coalescing
Log sources Event forwarding

=y~  Eventdata

-
nn®
-
-

Proxy servers @
- |
.- “ d .1 : " " U
; *;-0';] -

W oo = = )

Switch

=1 ggfogervers

| A
Windows servers ‘ k S ! —___ Router
-
!
.
b
»

Einss =

Switch ») ‘, ‘gg !

Hinh 16: Minh hog so do 1BM Qradar
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a. Event Collector Component
Déi voi Event

- Protocol: Nhan céc dit liéu dau ra tir cac giao thc ma ngudn Log ma céc
giao thuc d6 duoc Qradar hd tro trong viéc thu thap cac su kién tir cac thiét bi
ngudn.

- Throttle: Giam sét sé luong su Kién va luu vao hé théng dé quan Iy cap phép
dau vao. Qradar s& cho phép luu lugng céac su kién dau vao cia mdi thiét bi 1a bao
nhiéu.

- Parsing: LAy céc su kién tir cac thiét bi nguon va phan tich.

- Log source traffic analysis & auto discovery: Ap dung phan tich dit liéu céac
su kién. Khi thu thap cac trueong su kién trén cac thiét bi khac nhau, Qradar s& boc
tach cac truong d6 thanh mot chuan chung.

- Coalescing: Su kién duoc phan tich sau d6 két hop lai dua trén céc loai sy
kién phd bién. Khi 4 sy kién dugc nhin thay véi cing mot ngudn IP, IP dich, cong
dich va Tén truy nhap, cac thong diép tiép theo cho dén 10 gidy cua cling mot
khubn mau dugc két hop lai voi nhau. Diéu nay duogc thuc hién dé giam tring lap
dir liéu duoc luu trir.

- Event forwarding: Ap dung quy tic dinh tuyén cho hé thdng, chang han nhu
giri cac tin hiéu dén céc thiét bi ngoai vi, hé théng SysLog bén ngoai, hé thong
JSON, hé théng SIEM khéc... O day dir liéu s& duoc chuyén dén Processor.

Déi vai Flow

- Ludng trang lap: 12 qua trinh loai bo cac trung lap khi nhiéu lusng QFlow
gidng nhau dwoc thu thap cung cap dit liéu cho thiét bj xu 1y ludng.

- Két hop bat ddi xtrng: Chiu trach nhiém vé két hop luong bén trong va ngoai
khi dit liéu dugc cung cip khong dbi xung. Qua trinh nay c6 thé nhan ra cac ludng
tir mdi bén va két hop ching vao trong mot ban ghi. Tuy nhién, d6i khi khong ton
tai dir liéu ¢ hai bén.

- Throttle: Giam sat s su kién va luu vao hé thong dé quan ly cap phép dau

Vao.
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- Chuyén tiép: Ap dung quy tic dinh tuyén cho hé théng, ching han nhu giri
cac tin hiéu dén cac thiét bi ngoai vi, hé thong SysLog bén ngoai, hé théng JSON,
hé thong SIEM khac...

b. Event Processor Component

- Custom Rules Engine: Chiu trach nhiém xu ly cac su kién nhan duoc tu
Qradar va so sanh ching véi cac luat, duy tri theo dai cac hé théng co lién quan dén
su kién theo thoi gian. Tao ra cac thong bao cho nguoi dung va cac vi pham.

- Host profile: Chiu trach nhiém giai quyét cac théng tin tai san tir luon di lidu
thu dong. Ludng cung cip théng tin vé hoat dong mang va cho phép Qradar xay
dung mot co s dir liéu vé tai san.

- Streaming: Chiu trach nhiém cho viéc gui dir liéu su kién thoi gian thuc dén
Console khi nguoi dung dang xem cac sy kién tir tab Log Activity véi thoi gian thyc.

- Storage: Theo thoi gian co so dit liéu cac su kién va ludng duoc luu trir theo
ting phat. Dit liéu duoc luu trir noi su kién dugce xa ly. Nhitng sy kién di vao thiét
bi, chung dugc xtr Iy béi ECS va duoc luu trir cuc bo trén thiét bi trong giai doan
luu trit cua ECS. Khi thu thap Log tir cac Collector, cac Log dugc cho la an toan va
khong an toan (c6 su tan cong) s& dugc luu trit tai Ariel may cha Processor. Riéng
Log khéng an toan (c6 sy tin cong) s& duoc luu tri tai Ariel caa Console.

c. Magistrate
Magistrate Processing Core (MPC) Chiu trach nhiém tuong quan gifta céc
hanh vi vi pham véi céc sy kién dugc giri tir nhiéu Event Processor. Chi ¢c6 Console
moi c6 thanh phan Magistrate

- Offenses rules: Giam sat va tic dong dén cac su kién vi pham, chang han nhu
tao ra cac thong béo emai khi c6 céc sy kién vi pham cac quy tic duoc dé ra.

- Offense management: Cap nhat, quan ly cac hanh vi vi pham. Tiép can cac
hanh vi vi pham dé dwa cho ngudi sir dung cac théng tin vé vi pham qua Tab
Offenses.

- Offense storage: Ghi dit liéu hanh vi vi pham dén mét co so dir liéu. Co so

dir liéu trén Console thuong luu dir cac su kién vi pham.
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2.1.5. So sanh cac hé thong phat hién xAm nhip

Qua nhirng phan tich, danh gia vé khai niém, kién tric cling nhu co ché hoat

dong cua cac hé thong phat hién xAm nhap pho bién hién nay 1a Snort, Suricata va

Zeek, IBM Qradar ta c6 thé so sanh cac hé thong nay theo bang dudi day:

Tiéu chi SNORT SURICATA ZEEK IBM
QRADAR

Ludng xir ly Pon ludng Pa luong Pon luong Pa ludng

Sir dyng tai | Trung binh Nhiéu It Nhiéu

nguyén hé thong

Ty Ié bo qua goi | Cao Thap Trung binh Thap

tin  khi luu

luong it

Ky thuat phat | Signature- Signature- Signature- Signature-

hién xam nhap | based IDS based IDS based IDS va | based IDS

Anomaly-
based IDS

Tap luat Str dung céac | Str dung cac Str dung cac|Cdéng cu quy
luat tr VRT, | luat tr VRT, luat duoc viét | tic tdy chinh
Emerging Emerging bang chinh | (CRE)
Threat, ciing | Threat. Ngoai | Zeek script
nhu 13 céc tap | ra con hd tro
luat duoc viét | cac luat dugc
bai cong | viét bang Lua
dong script,

Két qua dau ra | CO thé ghi két | Cho phép ghi | Mac dinh ghi | Chuyén  tiép
qua dau ra|két qua dau ra|két qua dau ra |[di lieu téi
dudi dang | dudi dang Eve | dudi dang | cac muc tiéu
Syslog, json va syslog. | ASCII. C6 thé | ngoai vi, hé
tcpdump, csv | Ngoai ra con |tly chinh dé|théng Syslog
hoic hé trg ding | ghi dudidinh | bén ngoai, hé
unified?. Lua script dé|dang  JSON |théng  JSON

ldy két qua dau | hoic ghi vao [va cac SIEM
ra SQLite khac.

Hé diéu hanh hé | Linux, Linux, Linux, Linux,

tro FreeBSD, FreeBSD, FreeBSD, Windows
OpenBSD, MacQOS, MacOS
MacOS, Windows
Windows

Bang 1: So sanh cac hé thong phat hién xam nhdp
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2.2. HE THONG QUAN LY LOG ELK
Hé théng quan 1y log ELK hay con goi 1a ELK Stack 1a mot bo suu tap ciia ba
san pham ma ngudn mo - Elasticsearch, Logstash, va Kibana [15]. ELK Stack cung
cip ghi nhat ky tap trung dé xac dinh cac su ¢6 véi may chu hodc tmg dung. N6 cho
phép ban tim kiém tit ca cac ban ghi & mot noi duy nhit. N6 ciing gitp tim ra sy b
trong nhiéu may chu bang cach két ndi cic ban ghi trong mot khung thoi gian cu
thé.
- E la viét tit caa ElasticSearch: dung dé luu trir nhat ky.
- L 1a viét tit ctia LogStash: duogc sir dung cho ca van chuyén cling nhu xtr
1y va luu trir nhéat ky.
- K 1a viét tit cua Kibana: 13 mot cong cu truc quan hoéa (mot giao dién web)
duogc luu trlr thong qua Nginx hoac Apache
Trong cac phién ban méi hon, ELK Stack bo sung thém mot thanh phan méi
12 Beats. N6 c¢6 nhiém vu giri dit liéu thu thap tir logs ciia may chu dén Logstash
hodc Kibana. V&i viéc bd sung thém Beats, ELK Stack cling doi tén thanh Elastic
Stack.

Data Data Storage Visualize
Collection Processing
A ' A ‘
beats
logstash elasticsearch kibana

Hinh 17: Kién tric Elastic Stack
Co ché hoat dong cua Elastic Stack dugc mo tad qua hinh 2.5. Pau tién, cac
logs dugc thu thdp boi cac Beats dugc cai dat ngay trén cac may chu. Beats cung
cép nhiéu ung dung dé thu thap cac loai logs khac nhau. Vi du, Filebeat dugc su
dung dé thu thap dit lidu tir cac tap tin logs, Winlogbeat dung dé thu thap cac logs
su kién trén Windows. Cac logs nay sau d6 c6 thé dugc chuyén téi Logstash hoic

chuyén thang t6i Elasticsearch. Logstash s& thuc hién tong hop cac logs tir cac tng
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dung Beats hodc tir cac ngudn khéc, xtr 1y, chuin héa log va ghi vao co sd dir liéu 1a
Elasticsearch. Khi muén xem logs, ngudi dung truy cdp vao giao dién web cua
Kibana. Kibana s€ doc dit li¢u logs trong Elasticsearch, hién thi 1én giao dién cho

nguoi ding tim kiém, truy van va phan tich.

A
Visualize
—~ i —
W

elasticsearch kibana
=
< Parse &
@ I Enhance
-

| \
| |
| |
| |
| |
| |
) L WINLOGREAT ) logstash

________

Hinh 18: Co ché hoat déng cua Elastic Stack
2.2.1. Elasticsearch

Elasticsearch 12 mdt co s¢ dir 1iéu NoSQL. N6 dua trén cong cu tim kiém
Lucene va n6 duoc xay dung voi RESTful APIS. N6 cung cip trién khai don gian,
do tin cay toi da va quan ly dé dang. N6 ciling cung cap cac truy van ning cao dé
thuc hién phan tich chi tiét va luu trit tat ca dir liéu mot cach tap trung. NO rat hitu
ich dé thyc hién tim kiém nhanh cac tai liéu.

Elasticsearch ciing cho phép ban luu trit, tim kiém va phan tich khéi lwong 16n
dir liéu. N6 chi yéu duoc str dung 1am cong cu co ban dé cung cap ning luong cho
cac ung dung di hoan thanh cac yéu cau tim kiém. N6 da dugc ap dung trong céc
nén tang cong cu tim kiém cho cac tmg dung web va di dong hién dai. Ngoai tinh
nang tim kiém nhanh, céng cu ndy con cung cip cac phéan tich phirc tap va nhiéu

tinh ndng nang cao.
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2.2.2. Logstash

Logstash 1a cong cu dudng ong thu thap dit liéu. N6 thu thap dir liéu dau vao
va céip dir liéu vao Elasticsearch. N6 thu thap tat ca cac loai dit liéu tir cac ngué)n
khac nhau va 1am cho né c6 sin dé sir dung thém.

Céc tinh ning ctia Logstash bao gdm: cac su kién duoc chuyén qua ting giai
doan b@ing cach st dung hang doi ndi bg, cho phép cac dau vao khac nhau cho nhat
ky, loc/phan tich ct phap cac nhat ky.

Loi thé ctia Logstash: cung cap tap trung dit liéu, phan tich nhiéu loai dir liéu
va sy kién co cau tric/phi cdu trac, cung cip cac plugin dé két ndi v6i nhiéu loai
ngudn va nén tang dau vao khac nhau.

2.2.3. Kibana

Kibana 12 mot cong cu truc quan hoa dit liéu hoan thanh ngin xép ELK. Cong
cu nay dugc su dung dé truc quan hoa cac tai liéu Elasticsearch va gitp cac nha
phat trién c6 cai nhin sau sic vé nd. Bang diéu khién Kibana cung cap cac so do
tuong tac, dit liéu khong gian dia Iy va d6 thi khac nhau dé hinh dung cac quy tic
phtec tap. N6 ¢6 thé duoc sir dung dé tim kiém, xem va twong tac véi dir liéu duoc
luu trir trong cac thu muyc Elasticsearch. Kibana gitip ban thuc hi¢n phan tich dir
liéu nang cao va truc quan hoa dir li¢u cua ban trong nhiéu bang, biéu dd va ban do.

Céc tinh ning cta Kibana: cho phép tim kiém thong tin dugc 1ap chi muc
trong thoi gian thuc, co thé tim kiém, xem va tuong tac voi dir liéu dugc luu triv
trong Elasticsearch, thuc hién hién cac truy van trén dit liéu va truc quan hoa két
qua trong biéu do, bang va ban dd, v.v...

Loi thé cua Kibana: dé hinh dung, tich hop hoan toan véi Elasticsearch; cong
cu true quan héa; cung cip kha ning phan tich, 1ap biéu do, tom tit va g& 13i trong
thoi gian thuc; cung cip giao dién than thién v6i ngudi dung.

ElasticSearch, LogStash va Kibana déu dugc phat trién, quan 1y va duy tri boi
cong ty co tén Elastic. Elastic Stack duoc thiét ké dé cho phép ngudi dung ldy dir
lidu tir bat ky ngudn ndo, & bat ky dinh dang nao va tim kiém, phan tich va truc

quan hoéa dit li¢u dé trong thoi gian thyec.
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Két luan chwong

Chuong II di trinh bay vé kién trtc, hoat dong ciing nhu tinh ning cua cac hé
thng phat hién xam nhap mang Snort, Suricata, Zeek. Bén canh d6 chuong nay con
trinh bay vé cac hé thong phat hién xdm nhap tich hop IBM Qradar cho phép tim
kiém, phat hién xam nhap ca hé théng mang va may chu, déng thoi hién thi cac logs
thu thap duoc cho nguoi dung phan tich. Tir d6 dua ra bang so sanh cac hé thong
nay. Cudi cung, chuong II dua ra nhiing giéi thiéu tong quan kién triic, co ché hoat

dong cia bo cong cu thu thap logs Elastic Stack.
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CHUONG 3
XAY DUNG VA THU NGHIEM MO HINH GIAI PHAP
PHAT HIEN XAM NHAP DUA TREN SNORT VA ELK CHO
HE THONG MANG HOQC VIEN THANH THIEU NIEN VIET
NAM

3.1. KHAO SAT VA TRIEN KHAI MO HINH
3.1.1. Khao sat hé théng mang tai Hoc vién Thanh thiéu nién Viét Nam

Hinh 19: Phéi cdnh téng thé hoc vién Thanh thiéu nién Viét Nam

Truong Hoc vién Thanh thiéu nién Viét Nam duoc xay dung trén dién tich 13
ha bao gom 163 phong hoc va giang duong dat tiéu chuan, 17 phong thuc hanh, thi
nghiém; ngoai ra con c¢6 nha tdp Pa nang; Phong lam viéc ctia Gido su, pho Gido
su, giang vién cua co s¢ dao tao la 50, Trung tdm thu vién hi¢n dai voi dién tich
trén 640m2 da dua vao st dung; sin bii, 1 toa nha hiéu bd 11 ting dang dugc xay
dung va nhiéu trang thiét bi khac dap ung di nhu cau day hoc.

Qua khao sat hé thong mang, may tinh tai tredng Hoc vién Thanh thiéu nién
Viét Nam nhan thay viéc can phai dua hé thong phat hién xdm nhép vao sir dung 1a

hét surc can thiét.
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3.1.1.1. So d6 mang

My tinh xich tay, difn
thogl, méy tinh bang

Nhom 1 Miy chi
Nhém 4
[ R g e g g g g g g g g g |
i " | Q&
: 3 : Switch o4
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Phong méy tinh hoc sinh
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Hinh 20: M6 hinh mang mdy tinh trieong Hoc vién Thanh thiéu nién Viét Nam
Cu thé hé théng mang dugc chia lam cac ving sau:
- Nh6m 1:Hé théng may chi
- Nhom 2:May tinh tai cac phong ban, khoa
- Nh6m 3:Hé théng may tinh phon thuc hanh
- Nhom 4:May tinh xach tay, di¢n thoai, may tinh bang
3.1.1.2. Hién trang ha tang may cha

Theo théng ké day du, hé thong may chu ca vat Iy va 4o hoa cung cap cho
cac dich vu cong nghé thong tin ctia ciia Hoc vién Thanh thiéu nién Viét Nam va
cc don vi thanh vién dé phuc vu cong vi¢c

Badng : 86 lwong mdy chii cung cdp cho cdc don vi thue Hoc vién thanh thiéu
nién Viet Nam

Don vi S6 lwong may chii (Vat 1y + 4o héa)

Hoc vién Thanh thiéu nién Viét [3 may chu
Nam
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Trung tim bdi dudng can bd  [2 may chu
Tap chi Thanh nién 2 may chu
Vién Nghién cirtu Thanh nién |2 may chu
Trung tam phat trién k¥ nang |1 may chu
xa ho1

Trung tdm tin hoc ngoai nglt |4 méy chi

Bén canh cac may chu con c6 cac thiét bi mang, thiét bi luu trtr dac thu cling can

phai dugc gidm sat hoat dong thuong xuyén.

3.1.13.

Hién trang nén tang hé diéu hanh va phan mém

Do dich vu cung cép cho Hoc vién thanh thiéu nién Viét Nam va cic don vi
thanh vién la rat nhiéu va da dang nén nén tang h¢ di€u hanh va phan mém sir dung
trong céac dich vu cong nghé thdng tin cling rat phong phu vé chung loai va phién

ban.
a. Hién trang nén tang hé diéu hanh
Window Linux Oracle Solaris| HP-UX Ubuntu
- Window Server |- Linux RedHat 6 |- Solaris 10 - HP-UX 10 |Ubuntu 20.04
2012 - Linux RedHat 7 |- Solaris 11 - HP-UX 11

- Window Server
2016

- Oracle Linux 7

Bang 2: Hién trang nén tang hé dieu hanh dwoc sir dung tai Hoc vién Thanh
thieu nién Viét Nam
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b. Hién trang nén tang phan meém

Co s6 dir liéu | Phan mém l6p | Web Server Http Server | Cén bang tai
gilra

Oracle: 12c, 11g,/Oracle Microsoft 11S Apache Http HA-Proxy
10g Weblogic: 10g, Server

11g, 12c
SQL Server: IBM Apache Tomcat |Oracle Ngnix
2005, 2008 WebSphere \WebCache

Application

Server
MySQL, JBoss Oracle Http KeepAlive
MariaDB Server
PosgreSQL Oracle Service IBM Http Server

Bus 12¢

Bang 3: Hién trang nén tang phan mém dueoc sir dung tai Hoc vién Thanh
thiéu nién Viér Nam va cdc don vi thanh vién

3.1.1.4.

Hién trang quan ly, giam sat hé théng

Hién tai Hoc vién Thanh thiéu nién Viét Nam dang giam sat hé théng mot
cach kha tha cong. Hang ngay nhom tryc hé thong s& thyc hién truy xuat dinh ky (tir
1 d&n 3 lan tuy theo hé théng) vao noi luu dir li¢u log trén cac may chu va thyuc hi¢n
doc, tim cac ma 16i mot cach tha cong theo hudng dan ctia can bo quan tri trén cac
tép dir liéu log d6. Néu phat hién dugc ma 181, can bo truc hé thdng s& gui thu dién
tir thong bao toi can bd quan trj dugc biét dé thyuc hién kiém tra va khic phuc 15i.

Nhan théy voi cach thire kiém tra di liéu log nhu hién nay ton tai cac han

ché sau:

- Céan bo phai truy xuat dit liéu tha cong va phan tan trén cac may chu dé

doc va tim ma 101.

- Viéc tim ki€ém thu cong s& rat cham va c6 thé gay ra nham lan hodc thiéu

sot trong qua trinh ki€ém tra dit li€u log, gy rui ro s€ xay ra su co cho hé¢

théng ma nguoi quan tri khong duoc biét kip thoi.

- Dit liéu log khong dugc tan dung dé xay dung cac bao cdo va phan tich
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dé tim ra nhirng thong tin hitu ich.

- Mat nhiéu nguon luc con nguoi dé thuc hién céc cong viéc doc va tim
kiém 18i thu cdng trong khi c6 thé tu dong hoa dugc cdng viéc ndy, giai
phong dugc nhan lyc.

3.1.1.5. Nhitng ton tai cia hé thdng mang tai truong.

Hién nay, trudng chua duoc cai hé thong tuong lira dé bao vé toan thé may
tinh cac phong ban, cac khu vuc mang tranh khoi cac hiém hoa, nguy co vé an toan
thong tin, cac rai ro c6 thé anh huong t6i hé théng mang:

- C4c cudc tan cong vao khu vuc DMZ khi ma cac vang dé chay dich vu:
DNS, web, mail.

- CA4c tan cong téi nguoi dung (Social engineering) trong mang.

- Tan cong vao mang LAN cia truong

- Téan cdng nghe trom trén duong truyén

- Tén cbng tir chéi dich vu vao cac hé thdng mang van phong ctia phong, ban.

- Tan cdng bang mi doc vao hé théng mang thdng qua cac phuong tién
khac hoic ngudi dung. Mang chua c6 hé théng can bang tai, hé théng du phong,
vv.. do vay tinh sin sang cua hé théng con nhiéu diém han ché.

- Xam nhap vat ly t&i cac thiét bi cu thé caa hé thong
Do d6 viéc trién khai mot hé thong phan mém phat hién xam nhap cho Hoc vién
Thanh thiéu nién Viét Nam la cip bach va can thiét, dua trén danh gia vé nhitng
mat ton tai cia hé théng mang va co sé vat chat, nguon luc caa nha truong luan
vin nay dwa ra mé hinh trién khai thtr nghiém cai dit phan mém Snort dé ap
dung.

3.1.2. M0 hinh trién khai

Hé théng thir nghiém duoc trién khai cai dat gém 2 may nhu sau:

- May Kali Linux st dung cac cong cu dé thuc hién cac kich ban tin cong

mang dén méay muc tiéu 12 may Ubuntu chay SNORT va ELK

- May Ubuntu cai dat va cau hinh hé théng phét hién xam nhap SNORT va

ELK dé dua ra canh béo.
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Moi trwong gia lap: VMware Workstation Pro 12

Thiét 1ap cdu hinh:

Client: Windows 10 — Vmnet 11: 192.168.11.12

Attacker: Kali Linux 2016.2 — Vmnet 11: 192.168.11.10

Snort IDS/IPS: CentOS 6.8 — Vmnet 11: 192.168.11.11/24
Vmnet 12: 192.168.10.12/24

v" WEB Server: CentOS 6.8 — Vmnet 12: 192.168.10.13

3.2. LUA CHON CONG NGHE SU DUNG

Bai toan quan 1y dir li€u tap trung, phat hién va canh bao xam nhap ty dong co

AR NERN

thé dugc thyc hién bang nhiéu giai phap cong nghé khac nhau bao gém ca cac giai
phap phan mém thuong mai va phin mém ma ngudn mé trong sd d6 thi Snort va
ELK 14 noi bat hon ca. Cac tinh ning wu viét cta hai giai phap nay phai ké dén nhu:
Kha nang tim kiém manh mé, xay dung duoc man hinh giam sat thoi gian thyc, bao
cdo, canh bao ngudng, phan tich dir li€u lich str, truy tim vét. ..

Mot s6 nén tang cong nghé duogc sir dung trén nhitng giai phap nay la:

- Ebay - Ethernet

- Verizon - Token Ring
- Netflix - FDDI

- Cissco - Cissco HDLC
- Salesforce ———» - |EEE 802.11
- FICO - SLIP

- Stackoverflow - PPP

- Linkedin - PF

- Accenture - OpenBSD

Hinh 21: Mét sé nén tang cdng nghé duwoc sir dung dé quan ly diz li¢u
M&i giai phap déu cé nhirng wu nhuoc diém va mic do phu hop riéng. Duéi

day 1a bang so sanh vé mét s6 tinh nang cua ba giai phéap trén:

Tinh niang ELK SNORT
Ban quyén - M4 ngudn mé - M5~ngu6n mo
Thuong mai - Mién phi
Ngon ngir Java, JRuby, NodeJS TCP/IP, Novell’IPX
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Dinh dang dit |[JSON ASCII
liéu
D3 phuc tap Can cai dat 3 thanh phén: Can cai dat mot s thu vién

cai dat

ElasticSearch

trudc khi cai Snort
Sau do6 stra mot so6 file cau

Logstash hinh va update thu vién
Kibana dung chung
Do phuc tap t binh
D0 phuc tap trung binh. © phtic tap trung bin
Nén tang ho tro{Unix, Window, Windows, Linux,

Linux, Ubuntu, Solaris

OpenBSD, FreeBSD,
NetBSD, Solaris, HP-UX,
AlX, IRIX, MacOS.

Dinh dang tép
log ho trg

Céc loai tép dir liéu log pho
bién nhu ngnix, http, database,
tomcat, ...

Bat ky dinh dang tép nao
nhu text, CSV, tép log, .

Cong cu van Apache Kafka - MySQL
chuyén dir liéu | RabbitMQ - Oracle
Redis

Tong hop dit  [Tong hop theo 16 va Real-time {Tong hop theo 16 va Real-

liéu time

Kha ning tim [Kha ning tim kiém va phan C6 kha nang phat hién mot

kiém tich manh mé& véi ElasticSearch [sb lugng 16n céac kiéu tham
do, xam nhép khéc nhau
nhu: Buffer overflow, CGI-
attack, do tim h¢ diéu hanh,
ICMP, virus,...

Kha nang xdy [V6i phan mém Kibana trong bg|Tinh ning bao cao, giam sat

dung bao cao,
man hinh giam
sat, triru tugng
hoa dir liéu

giai phap, ELK cho kha nang
dung bao céo, xay dung man
hinh gidm st manh mé, truc

quan.

duoc xay dung san

Bang 4. So sdnh tinh nang cua E.L.K va Snort
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Néu khong sir dung cc giai phap phdn mém ta ciing hoan toan cé thé tu phat
trién code cac thanh phan cia hé thong nhung nhu thé rat tén kém vé ngudn lyc,
thoi gian va hiéu qua mang lai chua chic da cao. Dya vao nhitng phan tich ¢ trén thi
viéc di sau tim hiéu 2 giai phap ma ngudn md ELK va Snort 1a phuong an téi vu
phtt hop nhat v6i nhu cau va hién trang tai Hoc vién Thanh thiéu nién Viét Nam.

3.3. CAI PAT VA CAU HINH HE THONG PHAT HIEN XAM NHAP

Snort 1a gidi phap phan mém Intrusion Detection and Prevention Systems
(IDPS) véi chic nang va chi phi phu hop cho cac doanh nghi¢p tir nho va vira
(SMEs) t6i cac doanh nghiép 16n. Phan mém Snort duoc danh gia cao boi ca nguoi
dung 13n chuyén gia trong linh vuc Network Security Software.Snort 13 phan mém
dugc phat trién boi Martin Roesh dudi dang ma nguén mé vao nim 1998. Snort ban
dau dugc xay dung trén nén Unix nhung sau d6 phat trién sang cac nén tang khac.
Hién tai Snort dang duoc diéu hanh boi Sorucefie va nam trong nhiing nén tang
phat trién nhat cta hing firewall Checkpoint. Snort dugc danh gia rat cao vé kha
nang phat hién xam nhép. Tuy Snort mién phi nhung né lai c¢6 rat nhiéu tinh ning
tuyét voi. Vi kién trac kiéu module, nguoi ding cé thé ty ting cuong tinh ning
cho hé théng Snort ctia minh. Snort ¢6 thé chay trén nhiéu hé thong nhu Windows,
Linux, OpenBSD, FreeBSD, Solaris,...

Hién tai phién ban cip nhat méi nhat cta Snort 1a Snort v3.0 bat dau duoc sir
dung tir nam 2021.

Trong phién ban m&i ctia Snort 3 di duge chuyén sang hé thong thiét 1ap mai,
cung cap c phap don gian héa va cho phép str dung cac tap 1énh dé tao cdu hinh
dong. LualIT dugc sit dung dé xtr Iy cac tép cau hinh va cac plugin dya trén LualIT
c6 cac tiiy chon bo sung cho cac quy tic va hé thong dang ky.

Mot sb diém ndi bat ctia Snort 3 :

e Di thém hd tro tép dé ghi d¢ nhanh cai dat lién quan dén cai dat mac dinh.
e Viéc sir dung snort_config.lua va SNORT LUA PATH di bi ngimg dé don
gian hoa ciu hinh.

o D3 thém hd tro dé tai lai cai dit mot cach nhanh chong.
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e H¢ théng nhat ky su kién méi str dung dinh dang JSON va dé dang tich hop
v6i cac nén tang bén ngoai nhu Elastic Stack.

e Tu dong phat hién cac dich vu dang chay, loai bo su can thiét phai chi dinh
cac cong mang dang hoat dong theo cach thu cong.

e Mi cung cap kha ning str dung céac cdu trac C ++ duge xac dinh trong tiéu
chuan C ++ 14 (hop ngit yéu cau trinh bién dich hd trg C ++ 14).

o Mot bo diéu khién VXLAN méi da duoc thém vao.

e Cai thién tim kiém céc loai noi dung theo ndi dung béng cach st dung cac
trién khai thay thé cap nhat cua thuét toan Boyer-Moore va Hyperscan.

e Khoi chay ting toc bang cach sir dung nhiéu ludng dé bién dich cac nhém
quy téc;

e Di thém mot co ché dang ky méi.

e H¢ théng kiém tra RNA (Nhan thtc mang thoi gian thuc) da dugce thém vao,
hé thdng nay thu thap thong tin vé tai nguyén, may chu, tmg dung va dich vu
c6 san trén mang.

3.3.1. Cai dat snort IDS
v Cai diat Package yéu cau:

# yum install -y gcc flex bison zlib* libxml2 libpcap* pcre* tcpdump git
libtool curl dag

# yum groupinstall - y "Development Tools"

v’ Tai va cai dit cac file cai dat riéng sau:
libdnet-1.12.tgz
libdnet-1.12-6.e16.x86_64.rpm
libdnet-devel-1.12-6.e16.x86_64.rpm

v' Tai file snort méi nhat tai https://snort.org
dag-2.0.6.tar
snort-2.9.8.3.tar
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Céc tuy chon

Phan Rule Option nim ngay sau phan Rule Header va dugc bao boc trong diu
ngodc don. Néu c6 nhiéu option thi cac option s& dugc phan cach voi nhau bang dau
cham phay ”,”. Néu nhiéu option dugc st dung thi cac option niy phai dong thoi
duoc thod man tic 13 theo logic cac option nay lién két véi nhau bang AND.

Moi option duoc dinh nghia bang cac tir khod. Mot s6 cac option con chira cac
tham s6. Noi chung mot option gdm 2 phan: mot tir khoa va mot tham sb, hai phan
nay phan cach nhau bang dau hai chim. Vi du da dung:

msg: "Detected confidented";

msg 13 tir khod con “Detected confidented” 1a tham sb. Sau day 1a chi tiét mot
s6 cac option cua luat Snort.

Tw khoéa ack

Trong header TCP c6 chira trudng Acknowledgement Number voi d§ dai 32
bit. Truong nay c6 ¥ nghia 1a chi ra s6 thir tu tiép theo goi tin TCP ctia bén guri dang
dugc chd dé nhan. Trudng nay chi co y nghia khi ma cd ACK duoc thiét lap.

Céc cong cu nhu Nmap str dung dic diém nay ping mot may. Vi du, né co thé
giri mot goi tin TCP tdi cong 80 voi cd ACK duge bat va sé tha tu 1a 0. Boi vay,
bén nhan s& thay goi tin khong hop 18 va s& giri trd lai géi tin RST. Khi ma Nmap
nhan dugc goi tin RST thi tirc 1a dia chi dich dang “séng”. Phuong phap nay van
lam viéc tot d6i v6i cac may khong tra 1oi goi tin thuoce dang ping

ICMP ECHO REQUEST.

Viay dé kiém tra loai ping TCP nay thi ta c6 thé dung luat nhu sau:

alert tep any any > 192.168.1.0/24 any (flags: A; ack: 0; msg: "TCP ping
detected")

Twr khod classtype

Céc luat c6 thé duoc phan loai va gan cho mot sé chi do wu tién nao do dé
nhom va phan biét ching véi nhau. Dé hiéu 1d hon vé tir khoa nay ta dau tién phai
hiéu dugc file classification.config (duoc bao gdm trong file snort.conf str dung tir

khoa include). Mdi dong trong file classification.config c¢6 cti phap nhu sau:
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config classification: name, description, priority

Trong do:

e name: 1a tén dung dé phan loai, tén nay s& dugc dung voi tir khod classtype
trong cac luat Snort.

e description: mé ta vé loai 16p nay

e priority: 1a mot sb chi d6 wu tién mic dinh cua 16p nay. Do wu tién nay co thé
duogc diéu chinh trong tir khod priority ctia phan option trong ludt cua Snort.

Vi du:

config classification: DOS, Denial of Service Attack, 2

va trong luat:

alert udp any any > 192.168.1.0/24 6838 (msg:"DoS"; content: "server";
classtype: DoS:)

alert udp any any > 192.168.1.0/24 6838 (msg:"DoS"; content: "server";
classtype: DoS; priority: 1;)

Trong cau Iénh thr 2 thi ta da ghi de 1én gia tri priority mac dinh cua 16p da
dinh nghia.

Tur khoa content

Mot dic tinh quan trong ctia Snort 13 né c¢6 kha ning tim mot mau dir liéu bén
trong mot goi tin. Miu nay c6 thé dudi dang chudi ASCII hodc 13 mot chudi nhi
phan duéi dang cac ki tu hé 16. Giéng nhu virus, cic tan cong ciing c6 cac diu hiéu
nhan dang va tir khoa content ndy dung dé tim cac dau hiéu d6 bén trong goi tin. Vi
du:

alert tcp 192.168.1.0/24 any-> [192.168.1.0/24] any (content: "GET""'; msg:
"GET match™;)

Luat trén tim mau “GET” trong phan dir liéu cia tat ca cac goi tin TCP ¢o
ngué)n di tor mang 192.168.1.0/24 va di dén cac dia chi khong thuoc mang do. Tu
“GET” nay rét hay dugc dung trong céc tin cong HTTP.

Mot luat khac ciing thuc hién dang nhiém vy gidng nhu 1énh trén nhung miu

dir liéu lai dudi dang h¢ 16 la:
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alert tcp 192.168.1.0/24 any -> 1[192.168.1.0/24] any (content: "147 45 541",
msg: "GET match™;)

Dé ¥ rang sb 47 & hé 16 chinh 1a bang ki tw ASCII : G va tuong tu 45 13 E va
54 1a T. Ta c6 thé dung ca hai dang trén trong cting mot luat nhung nh¢ 1a phai dé
dang thap luc phan gitra cap ki tu I1.

Tuy nhién khi st dung tir khoa content ta can nhé rang:

Dbi sanh ndi dung s& phai xir 1y tinh toan rat 16n va ta phai hét sirc can nhic
khi str dung nhiéu luat c6 d6i sanh noi dung.

Ta c6 thé sir dung nhiéu tir khoa content trong cting mdt luat dé tim nhiéu dau
hi¢u trong cung mot goi tin.

Déi sanh nodi dung 13 cong viéc rat nhay cam.

C6 3 tir khoa khac hay dugc dung cung véi tir khoa content ding dé bo sung
thém cac diéu kién dé tim kiem la:

e Offset: dung dé xac dinh vi tri bit dau tim kiém (chudi chta trong tir khoa
content ) 1a offset tinh tir ddu phan dir lidu cta géi tin. Vi du sau s& tim chudi
“HTTP" bét dau tir vi tri cach dau doan dit liéu cua géi tin 1a 4 byte:

alert tcp 192.168.1.0/24 any -> any any (content: "HTTP"; offset: 4; msg:
"HTTP matched";)
e Dept : dung dé xac dinh vi tri ma tir d6 Snort s& dung viéc tim kiém. Tt khod
nay cling thuong dugc dung chung véi tir khoa offset vira néu trén. Vi du:
alert tep 192.168.1.0/24 any -> any any (content: "HTTP"; offset: 4; dept:
40; msg: "HTTP matched";).
Tir khoa nay s& gitp cho viéc tiéu ton thoi gian tim kiém khi ma doan dit liéu
trong goi tin 1a kha 16m.

e Content-list: dugc st dung cung voi mot file. Tén file (dugce chi ra trong
phan tham sb cua tir khoa ndy) 13 mot file text chtra danh sach cac chudi can
tim trong phan dir liéu ciia goi tin. Mdi chudi nam trén mot dong riéng biét.
Vi du nhu file test c6 dang nhu sau:

Iltestll
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"Snort" "NIDS"

Va ta c6 luat sau:

alert tep 192.168.1.0/24 any-> any any (content-list: “test";msg: "This is
my Test";).

Ta ciing c6 thé dung ki tu phu dinh ! trude tén file dé canh bao ddi véi cac goi
tin khong tim thiy mot chudi nio trong file do.

T khoa dsize

Dung dé doi sanh theo chiéu dai ciia phan dir liéu. Rat nhiéu tan cong sir dung
16i tran bd dém bang cach giri cac goi tin c6 kich thudce rat 16n. St dung tir khod
nay, ta co thé so sanh do 16n cua phﬁn dir liéu cua goi tin véi mot s6 nao do.

alert ip any any -> 192.168.1.0/24 any (dsize: > 6000; msg: "Goi tin co kich
thuoc lon™";)

Tw khoé flags

Ttr khoa nay duoc dung dé phat hién xem nhiing bit cé flag nao duoc bat (thiét
1ap) trong phan TCP header ciia goi tin. Mdi cd ¢6 thé duoc st dung nhu mot tham

s6 trong tir khoa flags. Sau day 1a mot sb cac co sir dung trong tir khoa flags:

Flag Ki tu tham s6 dung trong luat
cua Snort

FIN (Finish Flag) F
SYN — Sync Flag S

RST - Reset Flag R

PSH — Push Flag P
ACK — Acknowledge A

Flag

URG — Urgent Flag U
Reserved Bit 1 1
Reserved Bit 2 2

No Flag set 0

Bdng 5: Cac cir sir dung voi tir khod flags
Ta c6 thé st dung cac dau +, * va ! dé thuc hién cac phép toan logic AND, OR
va NOT trén céc bit c& mudn kiém tra. Vi du luét sau day s€ phat hi¢n mot hanh
dong quét dung goi tin TCP SYN-FIN: alert tcp any any -> 192.168.1.0/24 any
(flags: SF; msg: "SYNC-FIN packet detected";)
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Tu khoa fragbits

Phan IP header ciia goi tin chtra 3 bit ding dé chdng phan manh va tong hop
cac goi tin IP. Cac bit do la:

e Reserved Bit (RB) dung dé danh cho twong lai.
e Don’t Fragment Bit (DF): néu bit nay dwoc thiét lap thi tc 1a goi tin do
khong bi phan manh.

More Fragments Bit (MF): néu duoc thiét 1ap thi tirc 1a cac phan khac (goi tin
bi phan manh) ctia goi tin van dang con trén duong di ma chua t6i dich. Néu bit nay
khong dugc thiét 1ap thi c6 nghia 13 day 14 phan cudi cung cta géi tin (hodc 1a goi
duy nhét). Piéu nay xuat phat tir nguyén nhin: Noi giri di phai chia goi tin IP thanh
nhiéu doan nho do phu thudéc vao Pon vi truyén dit liéu 16n nhat cho phép
(Maximum Transfer Units - MTU) trén duong truyén. Kich thudc cta géi tin khong
dugc phép vuot qua kich thudc 16n nhit nay. Do vay, bit MF nay gitip bén dich co
thé tong hop lai cac phan khac nhau thanh mét goi tin hoan chinh.

Doi khi céc bit nay bi cac hacker sir dung dé tan cong va khai thac thong tin
trén mang cua ta. Vi duy, bit DF co thé dugc dung dé tim MTU 1én nhét va nho nhét
trén duong di tir ngudn xuét phat dén dich dén.

St dung fragbits, ta co thé kiém tra xem cic bit trén c6 duogc thiét 1ap hay
khong. Vi du luat sau sé phat hién xem bit DF trong goéi tin ICMP ¢6 dugc bat hay
khong: alert icmp any any -> 192.168.1.0/24 any (fragbits: D; msg: "Dont Fragment
bit set™:)

Trong luat nay , D dung cho bit DF, R cho bit du trit va M cho bit MF. Ta
cling c6 thé dung déu phu dinh ! trong ludt nay dé kiém tra khi bit khong duoc bat:
alert icmp any any -> 192.168.1.0/24 any (fragbits: !D; msg: "Dont Fragment bit
not set™:)

v Bit diu cai dit snort

# cd /usr/local/src
# tar -zxvf /root/ips/dag-2.0.6.tar.gz
# tar -zxvf /root/ips/snort-2.9.8.3.tar.gz
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# cd dag-2.0.6
# ./configure
# make && make install

# cd /usr/local/src/snort-2.9.8.3
# ./configure
# make && make install

# cd /etc

# mkdir snort

# cd snort

# cp /usr/local/src/snort-2.9.8.3/etc/* .

# tar -zvxf /root/ips/snortrules-snapshot-2983.tar.gz

# touch /etc/snort/rules/white_list.rules /etc/snort/rules/black_list.rules

v/ Tao user, group, cAp quyén:
# groupadd -g 40000 snort
# useradd snort -u 40000 -d /var/log/snort -s /shin/nologin -c SNORT _IDS -g

snort

# cd /etc/snort
# chown -R snort:snort *

# chown -R snort:snort /var/log/snort

v CAu hinh snort:

# vim /etc/snort/snort.conf

output alert_unified2: filename snort.alert, limit 128, nostamp

output log_unified2: filename snort.log, limit 128, nostamp

ipvar HOME_NET any > ipvar HOME_NET 192.168.10.0/24



56

ipvar EXTERNAL_NET any > ipvar EXTERNAL_NET
ISHOME_NET
var RULE_PATH ../rules >  var RULE_PATH /etc/snort/rules

var SO_RULE_PATH .Iso_rules > var SO_RULE_PATH

/etc/snort/so_rules

var PREPROC_RULE_PATH .Ipreproc_rules > var
PREPROC_RULE_PATH /etc/snort/preproc_rules
var WHITE_LIST_PATH ../rules > var WHITE_LIST _PATH

[etc/snort/rules
var BLACK_LIST _PATH ../rules > var BLACK LIST_PATH

[etc/snort/rules

“Esc : wq!” luu ciu hinh vao file.

# cd /usr/local/src

# chown -R snort:snort dag-2.0.6

# chown -R 777 dag-2.0.6

# chown -R snort:snort snort-2.9.8.3

# chown -R 777 snort-2.9.8.3

# chown -R snort:snort snort_dynamicsrc
# chown -R 777 snort_dynamicsrc

v Khéi dong snort

# cd /usr/local/src/snort-2.9.8.3/rpm

# cp snortd /etc/init.d/snortd

# cp /usr/local/src/snort-2.9.8.3/rpm/snort.sysconfig /etc/sysconfig/snort
# chkconfig --add /etc/init.d/snortd

# chkconfig snortd on

# cd /usr/sbin

# In -s /usr/local/bin/snort snort
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Néu chua c6 directory /var/log/snort thi tao:
# mkdir -p /var/log/snort

Cép quyén:

# chmod 777 snort

# chown -R snort:snort snort

# cd /usr/local/lib

# chown -R snort:snort snort*

# chown -R snort:snort snort_dynamic*
# chown -R snort:snort pkgconfig

# chown -R 777 snort*

# chown -R 777 pkgconfig

# cd /usr/local/bin

# chown -R snort:snort dag-modules-config
# chown -R snort:snort u2*

# chown -R 777 dag-modules-config

# chown 777 u2*

# cd /etc
# chown -R snort:snort snort
# chown -R 777 snort

Tao thu myc dynamicrules:

# mkdir -p /usr/local/lib/snort_dynamicrules

# chown -R snort:snort /usr/local/lib/snort_dynamicrules
# chown -R 777 /usr/local/lib/snort_dynamicrules

v Kiém tra hoat déng caa Snort IDS:
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root@localhost:~ - Token2Shel/MD
Set uid to 40000
--== Initialization Complete ==--

*> Snort! <*
Version 2.9.8.3 GRE (Build 383)
By Martin Roesch & The Snort Team: http://www.snort.org/contacté#team
Copyright (C) 2014-2015 Cisco and/or its affiliates. All rights reserved.
Copyright (C) 1998-2013 Sourcefire, Inc., et al.
Using libpcap version 1.4.0
Using PCRE version: 7.8 2008-09-05
Using ZLIB version: 1.2.3

Rules Engine: SF_SNORT_DETECTION_ENGINE Version 2.6 <Build 1>
Preprocessor Object: SF_SSLPP Version 1.1 <Build 4>
Preprocessor Object: SF_DNS Version 1.1 <Build 4>
Preprocessor Object: SF_IMAP Version 1.8 <Build 1>
Preprocessor Object: SF_SIP Version 1.1 <Build 1>
Preprocessor Object: SF_SDF Version 1.1 <Build 1>
Preprocessor Object: SF_DNP3 Version 1.1 <Build 1>
Preprocessor Object: SF_POP Version 1.0 <Build 1>
Preprocessor Object: SF_MODBUS Version 1.1 <Build 1>
Preprocessor Object: SF_SSH Version 1.1 <Build 3>
Preprocessor Object: SF_FTPTELNET Version 1.2 <Build 13>
Preprocessor Object: SF_SMIP Version 1.1 <Build 9>
Preprocessor Object: SF_GTP Version 1.1 <Build 1>
Preprocessor Object: SF_REPUTATION Version 1.1 <Build 1>
Preprocessor Object: SF_DCERPC2 Version 1.8 <Build 3>

Snort successfully validated the configuration!
Snort exiting
[root@localhost ~]#

Hinh 22: Snort IDS da hoat dong thanh cong
# snort -T -i ethl -u snort -g snort -c /etc/snort/snort.conf
Bat snort ids chay nén:
# snort -A fast -b -D -d -i ethl -u snort -g snort -c /etc/snort/snort.conf -I
Ivar/log/snort

v" Thém rule phat hién ping dé kiém tra hoat dong cia snort ids:

# vim /etc/snort/rules/local.rules
alert icmp any any -> $HOME_NET any (msg:"-->Phat hien
Ping";gid:1000001 sid:1000001;rev:1;)

v Xem canh bao phat hién

# snort -c /etc/snort/snort.conf -i ethl -A console
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root@localhost:~ - Token2Shell/MD

192.168.11. -> 192.168.10.13

0©9/05-23:28:19.767757 [**] [1000001:1000001: -- ! [Priority: {ICMP}
192.168.11. -> 192.168.10.13

09/05-23:28:19.767709 [**] [1000001:1000001:1] -- ! [Priority: {1CMP}
192.168.11. -> 192.168.10.13

©9/05-23:28:20.769679 [**] [1000001:1000001: -~ ! [Priority: {1ICMP}
192.168.11. -> 192.168.10.13

09/05-23:28:20.769640 [**] [1000001:1000001: -- ! *] [Priority: {ICMP}
192.168.11. -> 192.168.10.13

09/05-23:28:21.771149 [**] [1000001:1000001:1] -- ! [Priority: @] {ICMP}
192.168.11. -> 192.168.10.13

09/05-23:28:21.771109 [**] [1000001:1000001: -- ! [Priority: {ICMP}
192.168.11. -> 192.168.10.13

09/05-23:28:22.773423 [**] [1000001:1000001: -- ! [Priority: {1CMP}
192.168.11. -> 192.168.10.13

09/05-23:28:22.773371 [**] [1000001:1000001:1] -- ! [Priority: {1CMP)
192.168.11. -> 192.168.10.13

09/05-23:28:23.775001 [**] [1000001:1000001: -- ! *] [Priority: {ICMP}
192.168.11. -> 192.168.10.13

09/05-23:28:23.774972 [**] [1000001:1000001:1] -- I [**] [Priority: {1CMP}
192.168.11. -> 192.168.10.13

Hinh 23: Snort IDS dé phat hién Ping icmp tir dia chi nguon 192.168.11.10
toi dia chi dich la 192.168.10.13
v' M@t s6 Rules khac:

alert icmp any any -> $HOME_NET 81 (msg:"Scanning Port 81";
sid:1000005;rev:1;)

alert tcp any any -> $HOME_NET 22 (msg:"Scanning Port 22"
sid:1000002;rev:1;)

alert icmp any any -> any any (msg:"UDP Tesing Rule"; sid:1000006;rev:1;)

alert tcp any any -> $SHOME_NET 80 (msg:"HTTP Test!!!"; classtype:not-
suspicious; sid:1000005; rev:1;)

v Xem File Log canh b&o snort:

# snort -A fast -b -D -d -i ethl -u snort -g snort -c /etc/snort/snort.conf -I
Ivar/log/snort

# tail -f /var/log/snort/alert

3.3.2. Cai dat snort IPS: snort inline mode
Mo céu hinh snort inline mode trong snort.conf:

# vim /etc/snort/snort.conf
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“## Under Step #2:” Thém dong sau:

config policy_mode:inline

CAu hinh gié tri bién DAQ dé chay AFPacket trong inline (IPS) mode:

“## Configure DAQ variables for AFPacket”

config daq: afpacket

config dag_mode: inline

config daq_dir: /usr/local/lib/daq

config daq_var: buffer_size_mb=128

Luu cdu hinh. Thém rule chin ping va kiém tra:

drop icmp any any -> any any (itype:O;msg:"-->Da chan Ping
I";gid:1000002;sid:1000002;rev:1;)

# snort -1 eth1:eth2 -A console -c /etc/snort/snort.conf -1 /var/log/snort/ -Q

SSH root@localhost:~ - Token2Shell/MD

192.168.11.10 -> 192.168.10.13

09/05-23:40:26.915513 [**] [1000001:1000001:1] -->Phat hien Ping ! [**] [Priority: @] {ICMP)}
192.168.11.10 -> 192.168.10.13

©9/05-23:40:26.915920 [Drop] [**] [1000002:1000002:1] -->Da chan Ping ! [**] [Priority: 0] {

ICMP} 192.168.10.13 -> 192.168.11.10

09/05-23:40:26.915933 [Drop] [**] [1000002:1000002:1] -->Da chan Ping ! [**] [Priority: 0] {
ICMP} 192.168.10.13 -> 192.168.11.10

09/05-23:40:27.916241 [**] [1000001:1000001:1] -->Phat hien Ping ! [**] [Priority: @] {ICMP}
192.168.11.10 -> 192.168.10.13

09/05-23:40:27.916195 [**] [1000001:1000001:1] -->Phat hien Ping ! [**] [Priority: 8] {ICMP}
192.168.11.10 -> 192.168.10.13

09/05-23:40:27.916765 [Drop] [**] [1000002:1000002:1] -->Da chan Ping ! [**] [Priority: @] {

ICMP} 192.168.10.13 -> 192.168.11.10

09/05-23:40:27.916789 [Drop] [**] [1000002:1000002:1] -->Da chan Ping ! [**] [Priority: 0] {

ICMP} 192.168.10.13 -> 192.168.11.10

©9/05-23:40:28.918456 [**] [1000001:1000001:1] -->Phat hien Ping ! [**] [Priority: @] {ICMP}
192.168.11.10 -> 192.168.10.13

09/05-23:40:28.918431 [**] [1000001:1000001:1] -->Phat hien Ping ! [**] [Priority: 8] {ICMP)}
192.168.11.10 -> 192.168.10.13

09/05-23:40:28.918880 [Drop] [**] [1000002:1000002:1] -->Da chan Ping ! [**] [Priority: @] {
ICMP} 192.168.10.13 -> 192.168.11.10

09/05-23:40:28.918888 [Drop] [**] [1000002:1000002:1] >Da chan Ping ! [**] [Priority: 0] {
ICMP} 192.168.10.13 -> 192.168.11.10

Hinh 24: Snort IPS dd phat hién va chan (DROP) céc goi PING icmp tur
Attacker
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Capturing from eth0 e ® O
File Edt View Go Capture Analyze  Statistics Telephony Wieless Tools  Help
ldlm & 0 © X0 Qe v - B oy il
B £3 - Expression +
No. Time Source Destination Protocel  Length Info $
10 2.000811165% 192.168.11.10 192.168.10.13 ICHP 98 Echo (pang) request 1d=0x073a, 50q=1206/46596,
11 2.000820979 192.168.10.13 192.168.11.10 Icnp 98 Echo (ping) reply 1d#0x073a, seqwl206/46596,

13 3.000651532 192.168.11.10 192.168.10.13 ICNP 98 Echo (ping) request 1d=0x073a, $eq=1207/46852,

14 3.001182441 192.168.11.10 192.168.10.13 1CHp 98 Echo (ping) request 1id=0x073a, 5eq=1207/40852,
15 3.001192156 192.168.10.13 192.168.11.10 ICNP 98 Echo (ping) reply 1d=0x073a, s50q=1207/46852,
17 4.000553225 192.168.11.10 192.168.10.13 ICHP 98 Echo (ping) request 1d=0x073a, s5€q=1208/47108,
18 4.001013687 192.168.11.10 192.168.10.13 ICNP 68 Echo (ping) request 1d=0x073a, seq=1208/47108,
19 4.001135574 192.168.10.13 192.168.11.10 1CNP 98 Echo (ping) reply 1d=0x073a, s0q=1208/47108,
21 5.000568348 192.168.11,10 192.168.10.13 ICNP 98 Echo (ping) request 1d=0x073a, seq=1209/47364,
22 5.001213048 192.168.11.10 192.168.10.13 ICHP 98 Echo (ping) request 1d=0x073a, seq=1209/47364,
23 5.003224276 192.168.10.13 192.168.11.10 ICNP 98 Echo (ping) reply 1d=0x073a, s5eq=1209/47364,

_. = <nmn1n!.wmn v
» W .

» Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface O

» Ethernot II, Src: Veware 03:f8:06 (00:0c:20:03:f8:a6), Dst: Veware_77:9a:c8 (00:0c:29:77:09a:c8)
» Internet Protocol Version 4, Src: 192.168.11.10, Dst: 192.168.10.13

» Internet Control Message Protocol

DOOD 00 O0c 29 77 9a cB OO Oc 2903 f8E ab 08 00O 4508 .. )w.... })ov..n E.
00 54 BS 02 40 00 40 01 1o 5f cO a8 Ob Oa cO a8 A g R AERENS
Oa Od 08 00 on 04 07 3a ©4 b4 46 9¢c cd 57 fo 35 WdaivrwyiovtralleB
04 00 08 090 0a 0b 6c Od Oe Of 10 11 12 13 14 15 .. ..cvir vvrreane

Hinh 25: C&c goi tin co giao thize ICMP da bi chan (drop) trén may cua
Attacker

3.3.3. Cai dat BASE quan ly phan tich Snort Log trén web

- BASE (Basic Analysis and Security Engine) cung cap mot trang web front-
end dé truy van va phan tich canh béo tir Snort. Cac canh bao s& giri dén mot
co s dit liéu MySQL, tinh ning nay duoc cung cip boi barnyard? .

- Barnyard2 13 mot hé théng dau ra cho Snort, n6 doc cac ban ghi nhi phan tir
snort st dung dinh dang unified2 va sau d6 nd s€ gui lai cac thong tin ctua
ban ghi nay t6i co so dit liéu cta user thiét 1ap trong mysql.

>Yéu cau: di cai sén PHP, Mysq], httpd
v/ Cai dit cac goi yéu cau cho BASE:

# pear channel-update pear.php.net

# pear install Mail Mail_mime

# pear install Numbers_Roman

# pear install Image_Color-1.0.4

# pear install Image_Canvas-0.3.5

# pear install Image_Graph-0.8.0
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v" Tao co sé database méi cho snort:
# mysql -u root -p
mysql> create database snort;
mysql> grant select,insert,update,delete,create on snort.* to snort@localhost;
mysql> set password for snort@localhost=PASSWORD('123456");
mysql> flush privileges;

mysql> exit

v/ Céu hinh dinh dang dau ra cia snort log theo dang unified2:
# vim /etc/snort/snort.conf

output unified2: filename snort.u2, limit 128

v’ Cai dat barnyard2:
# cd /root/ips
# wget https://github.com/firnsy/barnyard2/archive/v2-1.13.tar.gz
# tar -xzvf v2-1.13.tar.gz
# cd barnyard2-2-1.13
# autoreconf -fvi -1 ./m4
# ./configure --with-mysql --with-mysql-libraries=/usr/lib64/mysq|
# make && make install
Tao script cho barnyard2 chay startup:
# cp rpm/barnyard2 /etc/init.d/
# chmod +x /etc/init.d/barnyard2
# cp rpm/barnyard2.config /etc/sysconfig/barnyard?2

Create links for Barnyard files and create archive directory:
# In -s /usr/local/etc/barnyard2.conf /etc/snort/barnyard.conf

# In -s /usr/local/bin/barnyard2 /usr/bin/
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# mkdir /var/log/barnyard?2

# chkconfig --add barnyard2

# cp etc/barnyard2.conf /etc/snort/

# mysql -u snort -p snort < schemas/create_mysq|l

# chown snort:snort /var/log/barnyard2

# touch /var/log/barnyard2/barnyard2.waldo

# chown snort:snort /var/log/barnyard2/barnyard2.waldo

# touch /etc/snort/rules/sid-msg.map

# touch /etc/snort/rules/gen-msg.map

# vim /etc/snort/barnyard2.conf

config reference_file: /etc/snort/reference.config

config classification_file: /etc/snort/classification.config

config gen_file: /etc/snort/rules/gen-msg.map

config sid_file: /etc/snort/rules/sid-msg.map

input unified2

config hostname: localhost

config interface: ethO

config alert_with_interface_name

output database: log, mysql, user=snort password=123456 dbname=snort
host=localhost

# vim /etc/init.d/barnyard2

# chkconfig: 2345 70 60

BARNYARD_OPTS="-D -c $CONF -d $SNORTDIR/${INT} -w

SWALDO_FILE -1 $SNORTDIR/${INT} -a $ARCHIVEDIR -f $LOG_FILE -X
$PIDFILE $EXTRA_ARGS"



64

Edit LOG_FILE variable in Barnyard sysconfig file:
# vim /etc/sysconfig/barnyard2
LOG_FILE="snort.log"

# service barnyard2 restart

Xem va kiém tra:
# lusr/local/bin/snort -q -u snort -g snort -c /etc/snort/snort.conf -i ethl:ethO -D

-A console

v" Khéi dong lai snort:
# /etc/init.d/snortd restart

v Cai dat Adodb:
# cd /root/ips
# wget http://jaist.dl.sourceforge.net/project/adodb/adodb-php5-only/adodb-
520-for-php5/adodb-5.20.6.zip
# unzip adodb-5.20.6.zip

# mv adodb5 /var/www/adodb

v' Cai dat BASE:

# cd /root/ips

# wget http://nchc.dl.sourceforge.net/project/secureideas/BASE/base-
1.4.5/base-1.4.5.tar.gz

# mkdir /var/www/html/base

# tar -xzvf /root/ips/base-1.4.5.tar.gz

# cp -r base-1.4.5/* /var/www/html/base

# chown -R snort:snort /var/www/html/base

# cd /var/www/html/base
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# cp base_conf.php.dist base_conf.php
# chmod 755 /var/www/html/base/base_conf.php
# vim /var/www/html/base/base_conf.php
$BASE_urlpath = '/base’;
$DBlib_path = */var/adodb’;
$alert_dbname = 'snort’;
$alert_host = 'localhost’;
$alert_port ='3306';
Salert_user = 'snort’;
$alert_password = '123456';
# chmod 777 /var/www/html/base
v/ Céau hinh Apache:
# vim /etc/httpd/conf/httpd.conf

Alias /base /var/www/html/base/
<Directory "/var/www/html/base/">
AllowOverride None
Order allow,deny
Allow from all

</directory>

Alias /adodb/ "/var/adodb/"
<Directory "/var/adodb">
AllowOverride None
Order allow,deny
Allow from all

</Directory>

# vim /etc/httpd/conf.d/base.conf
Alias /base /var/www/html/base/

<directory "/var/www/base/"">
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AllowOverride None
Order allow,deny
Allow from all
AuthName "Snort IDS"
AuthType Basic
AuthUserFile /etc/snort/base.passwd
Require valid-user
</directory>
v Tao file khau dé truy cap web cho database:
# htpasswd -c /etc/snort/base.passwd snortadmin
# service httpd restart
# chcon -R -t httpd_sys_content_t /var/www/html/base/
# chcon -R -h -t httpd_sys_content_t /var/www/adodb
# vim /var/www/html/base/base_main.php
date_default_timezone_set('Asia/Ho_Chi_Minh');
>Truy cép giao dién web dé cai dit base va quan 1y:

http://192.168.0.100/base/base_db_setup.php
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Hinh 26: Giao dién chinh cua BASE trén web

3.3.4. Cai dat ELK Stack

Server cai dat ¢ day thyc hién trén CentOS 8, trudc tién cAn dam bao cai dat

Java (openjdk)
yum update -y

yum install java-1.8.0-openjdk-devel -y

Trude khi tién hanh cai dat cic thanh phan cua Elastic Stack, ta can tai xuéng

va cai dat khoa cong khai cua Elastic

sudo rpm --import https://artifacts.elastic.co/GPG-KEY-elasticsearch

Thao tac nay s& thém khoa ky cong khai Elasticsearch vao hé thong cua ban.

Khoéa nay s€ xac thyc phan mém Elasticsearch khi ban tai xuong.

Thém kho luu trit Elasticsearch bang cach tao tép cau hinh kho luu tri:

elasticsearch.repo trong thu muc /etc/yum.rpos.d/

cd /etc/yum.repos.d/

sudo vim
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elasticsearch.repo #

nhdp noi dung sau

a root@oentosilete!yum. repos.d

Fle Edit View 5Search Terminal Help

[elasticstack]

namé=Elastic repository for 7.x packages
baseurl=https:/rartifacts.elastic. co/packages,/7. o/ yum
gpgcheck=1

gpgkey=https: /fartifacts.elastic. co/GRG-KEY-elasticsearch
enableds1

sutorefresh=1

type=rpm-nd

Hinh 27: Cdu hinh kho luu trir RPM Elasticsearch
Sau d6 cap nhat cac goi trong kho luu trit bang 1énh
dnf update
Tiép theo cai dat va thiét 1ap Elasticsearch

sudo dnf install elasticsearch

Sau khi qua trinh cai dat két thuc, md va chinh stra dia chi ip may cha trong

file /etc/elasticsearch/elasticsearch.ymi

sudo vim /etc/elasticsearch/elasticsearch.ymi

[~ ] rectificentosifetelnem, ro poi.d

Fle Edn Wiew Sesrch  Temminal  Help

I#bootstrap.memory lock: true

e

# Make sure that the heap size is set to about half the memory available
* on the system and that the owner of the process is allowed to use this
Llimit.

Elasticsearch perfeorms poorly when the system is swapping the mesory.

e T i

By cdefault Elasticsearch £5 only accessible on localhost, et a different
address here Lo expoie This node on the netwsrk;

wetwark, bost: localhost

by default Elasticsearch listens for WITP traffic on the first free pory it
finds starting &1 2200, Set & specific WTTP port here:

hitp.port: 92040
o

¥ For more informstion, consult the network sodule documentaticn.
Ll

Hinh 28: Cdu hinh dia chi Ip may chu cho Elasticsearch

Khoi dong lai h¢ théng, sau do6 khoi dong dich vu elasticsearch déng thoi kich

hoat tinh nang dich vu elasticsearch khi hé théng khéi dong
sudo systemctl start
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elasticsearch sudo systemctl

enable elasticsearch

Tiép theo, ta cai dit va thiét 1ap Kibana

sudo dnf install kibana

Thiét 1ap cau hinh cho Kibana trong file kibana.yml tai thu muc
/etc/kibana/

Khéi dong va kich hoat Kibana

sudo systemctl start kibana

sudo systemctl enable kibana

3.3.5. Cai dat Filebeat

Cai dat modul Filebeat

yum install filebeat

filebeat modules enable

system filebeat setup

service filebeat start

Theo mac dinh, Filebeat ghi truc tiép file vao Elasticsearch. Dé tuy chinh
Filebeat, hiy chinh stra file ciu hinh /etc/filebeat/filebeat.yml.

Sau khi cai dat xong Filebeat khéi chay modul Suricata filebeat modules

enable suricata

3.4. THU NGHIEM KHA NANG PHAN UNG CUA SNORT IDS/IPS

Truy cap vao base http://127.0.0.1/base


http://127.0.0.1/base
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w* Applications Places System @ @GBS ‘W 735em Q)
) Basic Analysis and Security Engine (BASE) 1.4.5 (llllas) - Mozllla Firefox i7e (R
Flle Edit View History Bookmarks Tools Help

@ & v @ O @ e rmpm27.001wasewase_mainphp

[&) Most visited ¥ @) CentOS [JSupport™

SensorsiTotal: 0/ 0 Tratfic Profile by Protocol
Unique Alerts: 0 TCP (0%)

Categories: 0 '

Total Number of Alerts: 0

UDP (0%)
® Src P addrs 0 '

® Dest IP addis 0 =
Unigque IP links 0

ICMP {0%)

® Source Porns 0

Portscan Traffic (0%e)

- o TCP (0) UDP (0) |
® DestPons ¢

- o TCP (0) UDP (0)

Alert Group Maintenance | Cache & Status | Administration

son and“ﬁﬂm BASE P;0|ectTeam

BASE 1.4.5 (ilias) (by Kevin Jo
Built on ACID by Roman Danyhiw )

Done

Hinh 29: Truy cdp vao base
Luc nay chua c6 canh bdo nao vi ta chua khdi chay snort. gid sur ta tao mot

rules voi1 dau hiéu nhu sau:

root@localhost:~ =[5 |

File Edit View Terminal Tabs Help

rooct@localhost:. ~ x | root@localhost. ~ x root@localhost.~ x

GNU nano 1.3.12

Blert icmp any any -> any any (msg:"phat hien thay co may dang ping";sid:10000081;)

Hinh 30: Tqo rules véi ddu hiéu
Sau d6 include n6 vao file /etc/snort inline/snort inline.conf va khéi chay
snort: # snort_inline -c /etc/snort_inline/snort_inline.conf -Q rdi tir mot may khac
ping den vé1 dia chi cia may ping 1a 192.168.1.121 va dia chi cia may IDS la
192.168.1.111 ta c6 két qua sau.
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B © TGP (0) UDP (0)

Alert Group Maintenance | Cache & Status | Administration I

BASE 1.4.5 (has) (by Kevin Johnson and the BASE Project Team

Built on ACID by Roman Danyliw ) >
«% Applications Places System @ e@g@ | so2rm Q)
: Basic Analysis and Security Engine (BASE) : Query Resuits - Mozilla Firefox = 3
Hle Edit View History Bookmarks Jools Help
@ o~ @ (% ﬁ [ [@  http-#/127.0.0.1/base/base_qgry_main phpZnew=1&la |~ [IGl+ I R
[ Most Visited ¥ 9| CentOS [ Support™
L] (3} < Signature > < Timestamp > < Source Address > < Dest. Address > < Layer 4 Proto >
] #0-(12-2841) [snori] phat hien thay co  2010-12-21 192,168.1.121 182.168.1.111 ICMP
may dang ping 20:02:09
[7] #1-({12.2842) [snort] phat hien thay co  2010.12-21 192.168.1.111 192.168.1.121 ICMP =
may dang ping 20:02:09 |
(7] #2-{12-2839) [snort] phat hien thay co  2010-12-21 192.168.1.121 192.168.1.111 ICMP =2
may dang ping 20:02:08
[| #3-(12-2840) [snort] phat hien thay co  2010-12-21 192.168.1.111 192.168.1.121 ICMP
may dang ping ) 20:02:08
7] #4-(12-2837) [snorf] phat hien thay co  2010-12-21 192,168.1.121 192.168.1.111 ICMP
may dang ping 20.02:07
[| #5-(12.2838) [snort] phat hien thay co  2010-12-21 192.168.1.111 192.168.1.121 ICMP
may dang ping 20:02:07
[7] #6-(12-2835) [snort] phat hien thay co  2010-12-21 192.168.1.121 192.168.1.111 ICMP
may dang ping 20:02.06
[7] #7-(12-2836) [snort] phat hien thay co  2010-12-21 192.168.1.111 192.168.1.121 Icmp
may dang ping 20:02:06
[C] #8-(12-2833) [snori] phat hien thay co  2010-12-21 192.168.1.121 192.168.1,111 icMP
may dang ping 20:02:05
] #9-(12-2834) [snort] phat hien thay co  2010-12-21 192,168.1.111 192.168.1,121 ICMP
may dang ping 20:02:05 =]
7] #10-¢12-2831)[snort] phat hien thay co 2010-12-21 192,168.1.121 192.168.1.111 IcMpP b

Hinh 31: Két qua khdi chay Snort
Nhu vay snort IDS da hoat dong tdt, ta thir rules sau cho truong hop phat hi¢n

nmap scan cong.
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»* Applications Paces System @@ %@Q@@ W s2rv Q)
g 82X

root@localhost~ |

File Edit View Terminal Tabs Help

roct@localhost: ~ x | root@localhost: ~ x |root@localhost:~ x

GNU nano 1.3.12 ile: /etc/snort inline/rules/scan.rules Modified

alert tcp SEXTERNAL_NET any -> SHOME _NET any (msg:"SCAN NULL"; flow:stateless; ack:0; flags:@; s
alert tcp SEXTERNAL_NET any -> SHOME_NET any (msg:"SCAN SYN FIN"; flow:stateless; flags:SF,12; r
alert tcp SEXTERNAL _NET any -> SHOME _NET any (msg:"SCAN XMAS"; flow:stateless; flags:SRAFPU,12;
alert tcp SEXTERNAL_NET any -> SHOME_NET any (msqg:"SCAN nmap XMAS"; flow:stateless; flags:FPU,12

sau do include scan.rules vao file /etc/snort_inline/snort_inline.conf

WA AN

Wwnoan

Khoi dong lai snort_inline. tir may tdn cong bat nmap va scan cong ta nhin
duoc két qua. nhu vay snort da thé hién 1a mot IPS

# nmap -sX 192.168.1.111

Starting Nmap 5.00 ( http://nmap.org ) at 2010-12-21 26:29 ICT
All 1060 scanned ports on 192.168.1.111 are open|filtered
MAC Address: 00:0C:29:45:6E:FA (VMware)

Nmap done: 1 IP address (1 host up) scanned i1in 21.45 seconds

vao may snort va xem két qua.

&% Applications PMaces System @ DE NG W™ sy @)
1 Basic Analysis and Security Engine (BASE) 1.4.5 (Illia%) - Mozilla Firefox = &
Ble Edt Yiew History Bookmarks Jools Help

- v @& # ¢ nmp 1127 0.0 1masemase_main pnp ‘ v | |G L

T Most Visted ™ @] CentOS 3 Support™

unigque Alers
Most frequent 5
Unigque Alerts

Sensors/Toml: 1/1 Tratic Profile by Protocol
Unique Alerts: & TCP (39%)
o ey S ——
Totl Number of Alers: 5100
UDP (0%)
® SiciPaddrs 5 [

*® Des P adars 6

* Unigue 1P inks 10 ICMP (61%)

Porscan Trafic (0%)

- o TCP (%) UDP (0 |
Des Pons 1000

® Source Pons 5

- 2 TCP ( 1000) UDIP (0)




73

%% Applications Places System (@ e@@@@ W s3arv Q)
: Basic Analysis and Security Engine (BASE) : Query Results - Mozilla Firefox EED
Fle Edit View History Bookmarks Tools Help
@ o v @ | 6 |nttp.//127.0.0.1/pase/ase_qry_main phpznew=16ia u Cl~ 4
[5i Most Visited ¥ (&) CentOS [ Supporty
Displaying alerts 1-48 of 2020 total =
L] 1D < Signature > < Timestamp > < Source Address > < Dest. Address > < Layerd Proto >|
] #0-(12-5151) [arachNIDS] [snor] 2010-12-21  192.168.1.12147131  192.168.1.11182 TCP =
SCAN nmap XMAS 20:34.28
[7] #1-(12-5152) [arachNIDS] [snori] 2010-12-21 192.168.1.12147131  192.168.1.111:2005 TCP =
SCAN nmap XMAS 20:34.28
(] #2-(12-5153) [arachNIDS] [snori] 2010-12-21  192.168.1.12147131  102.168.1.1117 TCP
SCAN nmap XMAS 20:34.28
[[] #3-(12-5154) [arachNIDS] [snort] 2010-12-21 192.168.1.12147131 192,168.1.111:2607 TCP
SCAN nmap XMAS 20:34:28
[] #4-(12-5155) [arachNIDS] [snoH] 2010-12-21  192.168.1.12147131 192.168.1.111'1149 TP
SCAN nmap XMAS 20:34:28
[7] #5-(12-5156) [arachNIDS] [snort] 2010-12-21 192.168.1.12147131  192.168.1.111'1169 TCP
SCAN nmap XMAS 20:34:28
[7] #6-(12-5157) [arachNIDS] [snort] 2010-12-21 192.168.1.12147131 192.168.1.1118090 TCP
SCAN nmap XMAS 20:34:28
[7] #7-(12-5158) [arachNIDS] [snort] 2010-12-21 192.168.1.12147131  192,168.1.1111023 TCP
SCAN nmap XMAS 20:34:28
7] #8-(12-5159) [arachNIDS] [snort] 2010-12-21 192.168.1.12147131  192,168.1.1111259 TCP
SCAN nmap XMAS 20:34:28

3.5. MOT SO PHUONG THUC TAN CONG VA CACH PHONG CHONG
3.5.1. ARP Spoofing Attack

Day 1a mot hinh thic tin cong Man in the middle (MITM) hién dai c6 xuat sir
lau doi nhat (d6i khi con duge biét dén véi cai tén ARP Poison Routing), tan cong
nay cho phép ké tin cong nam trén cting mot subnet v4i cac nan nhan ctia né co thé
nghe trom tat ca cac luu lugng mang giita cic may tinh nan nhan. Pay 1a loai tin
cong don gian nhét nhung lai 1a mot hinh thirc hiéu qua nhét khi duoc thuc hién boi
ké tan cong.

Khi bi tan cong céc tin hiéu canh bao s& dugc ghi trong file log ctia Snort; sau
d6 Filebeat s& chuyén log sang ELK server dé phén tich qua d6 ngudi quan trj c6
thé nhan biét dé dang

Cach phong chéng: M4 hoa ARP cache

M5t cach c6 thé bao vé chéng lai van dé khong an toan von co trong cac ARP

request va ARP reply la thuc hién mot qua trinh kém dong hon. Pay la mot tay
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chon vi cac may tinh Windows cho phép ban c6 thé bo sung céc entry tinh vao ARP
cache. Ban c6 thé xem ARP cache cuia may tinh Windows bang cach md Commad

Prompt va go I¢nh arp —a.

E Administrator: C\Windows\system32\cmd.exe ool S
Jopyright "nf' 2089 MNicrosoft Corporation. All rights reserved. |

IC:\Users\csandersdarp -a

Interface: 172.16.16.128
Internet Addres: 'hys icé Rddres: Type
172.16.16 .1 ) 21-99-4¢ dynanic

A6.116 17-01-2a dynanic
2-2e-7f dynanic

FF-Ff stat i«

d-v8-16 static

1-88-fh static

B0-08-fc static

e-7f-ff-fa static

FF-FF-FF stat i

Hinh 32: Xem ARP Cache
C6 thé thém céc entry vao danh sach nay bang cach sir dung 1énh:
arp —s <IP ADDRESS> <MAC ADDRESS>.
Trong cac trudng hop, noi ciu hinh mang cta ban khong may khi thay doi,
ban hoan toan c6 thé tao mot danh sach cac entry ARP tinh va sit dung chiing cho
cac client thong qua mdt kich ban ty dong. biéu nay s€ bao ddm duogc cac thiét bi sé

ludn dua vao ARP cache ndi by ctia chiing thay vi cac ARP request va ARP reply.

3.5.2. SYN Flood Attack

Syn flood 13 1 dang tan cong tir chdi dich vu, ké tan cong giri cac goi tin két
ndi SYN dén hé thong. Py 1a 1 loai tAn cong rat phd bién. Loai tAn cong nay s&
nguy hiém néu hé théng cap phét tai nguyén ngay sau khi nhan goéi tin SYN tir ké
tan cong va trude khi nhan géi ACK.

Khi bi tn cong céc tin hiéu canh bao s& duoc ghi trong file log cuia Snort; sau
do6 Filebeat s& chuyén log sang ELK server dé phan tich qua d6 ngudi quan tri co
thé nhan biét dé dang

Cach phong chdng: Sir dung Iptables hodc Snort IPS

Str dung Iptables:
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# iptables -A INPUT —p tcp --syn —m limit --limit 1/s --limit -burst 3 -j
RETURN
Tat ca cac két ndi dén hé théng chi duoc phép theo cac thong sb gi6i han sau:
e --limit 1/s: Toc do truyén goi tin trung binh t6i da 1/s (gidy)
e --limit-burst 3: S6 lwong goi tin khéi tao tdi da dwoc phép 1a 3
Str dung Snort IPS thém rule sau:
dropt tcp any any -> $SHOME_NET any (msg:"-->Da chan SYN FIN Attack !
"; flags: S;gid: 2000001;sid:2000001;)

3.5.3. Zero Day Attack

Zero-day 1a thuat ngit chi sy tin cong hay cac mdi de doa khai thac 16 hong
cia ung dung trong may tinh cai ma chua duoc cong bd va chua duoc sira chira.

"Windows Vista/7:SMB2.0 NEGOTIATE PROTOCOL REQUEST Remote
B.S.0.D." 1a nguyén vin tiéu dé mo ta ma tin cong viét bang Python ma Gaffie dua
1én blog bao mat Seclists.org. Cudc tin céng nhim vao 16i xudt phat tir System
Message Block phién ban 2.0 (SMB2) vén c6 trong Windows Vista, Windows 7 va
Windows Server 2008. Pi siu vao 16i do Gaffie cong bd, nguyén nhan chinh xuat
phat tir cach thire driver srv2.sys xtr Iy cac yéu cau tir may khach trong khi phan
tiéu dé (header) cta 6 "Process Id High" chira dung mot ky tu "&"(mi hexa 13 00
26). Cudc tan cong khong can dén chimg thuc nhan dang, chi cAn cong 445 c6 thé
truy xuat. Mdi lo ngai & day 1a cong 445 thudng duge mé mic dinh trong phan cau
hinh mang ndi bd (LAN) cua Windows.

Khi bi tAn cong cac tin hiéu canh bao s& duoc ghi trong file log ciia Snort; sau
d6 Filebeat s& chuyén log sang ELK server dé phan tich qua d6 ngudi quan tri co
thé nhan biét dé dang

Cach phong chéng:

- Cap nhat ban va 16i.
- Loc dit liéu tir cong TCP 445 bang tuong lira (iptables).
- Khoa cong SMB trong registry.
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3.5.4. DOS - Ping Of Death Attack

Khi tin cong bang Ping of Death, mot géi tin echo dwoc giri ¢6 kich thudc 16n
hon kich thudc cho phép 1a 65,536 bytes. Goi tin s€ bi chia nhé ra thanh céc
segment nho hon, nhung khi may dich rap lai, host dich nhan thiy rang 1a goi tin
qua 16n doi voi buffer bén nhan. Két qua 1a, hé thong khong thé quan 1y ndi tinh
trang bat thudng nay va s& reboot hoic bi treo.

VD : ping 192.168.10.13 -1 65000

Khi bi tin cong céc tin hidu canh bao s& duoc ghi trong file log ciia Snort; sau
d6 Filebeat s& chuyén log sang ELK server dé phéan tich qua d6 ngudi quan tri co
thé nhan biét dé dang

Cach phong chong:

St dung cac tinh ning cho phép dat rate limit trén router/firewall dé han ché
s6 luong packet vao hé thong.

Dung tinh nang loc dir li€u ctua router/firewall dé loai bo céc packet khong
mong mudn, giam luong luu thong trén mang va tai cia may chu.

Str dung Snort IPS va thém rule:

drop icmp any any -> $HOME_NET any (msg:"-->Da chan Ping Of Dead !";
dsize:>20000; gid:1000002; sid:1000002;rev:1;)

Két luan chwong

Chuong 3 da dua ra md hinh thir nghiém giai phap phat hién xdm nhép, dong
thoi ciing trinh bay chi tiét cac cai dat, thiét 1ap hé thong phat hién xadm nhap va tan
cong mang dya trén nén tang ma ngudn md Snort va ELK. Dya trén cac két qua
cho thay hé théng hoat dong 6n dinh, c6 kha ning giam sat va phat hién cac bat
thudng va nguy co an ninh an toan thong tin; déng thoi hé théng cling hd tro cac
tinh ndng quan tri va hién thi dit liéu da dang, tién dung cho nguoi dung cudi.

Ngoai vi¢c uu tién bao mat , phat hi¢n xam nhap mang bé’mg cach st dung
céc phan mém Snort, E.L.K chung ta c6 thé 4p dung thém cic phuong 4n bao mat
thong tin song song nhu: dam bao chinh sach bao vé va quyén riéng tu phu hop

trong hé sinh thai sb ctia minh, thiét 1ap va duy tri cac chinh sach vé sinh an ninh
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mang, dam bdo cai dat cac ban va va cap nhat moi nhét cho thiét bi, mat khau 1a
chua du, nén lay xac thuc da yéu té (MFA) 1am tiéu chuidn modi, st dung Zero
Trust (lién tuc xac thuc ngudi dung va thiét bi (thay vi chi mot 1an), ma héa moi
ndi dung, cip quyén truy nhap ti thiéu can thiét va giéi han thoi lugng truy nhép,
d6ng thoi st dung phan doan dé han ché thiét hai do bat ky vi pham ndo), ting
cuong bao mat lam viéc tir xa, st dung thém nhiing dich vy bdo mat cong nghé

thong tin bén ngoai mot cach hiéu qua.
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KET LUAN
Nhirng dong gop cua luan van:
Lu4n vin nay cung cdp mot sd thong tin hitu ich cho cac nha quan tri hé

thng trong viéc hoan thién, ning cdp an toan thong tin trong cac hé thong mang
tai Hoc vién Thanh thiéu nién Viét Nam bé‘mg cach sir dung phén mém Snort va
ELK.

Céc nha lanh dao co6 thé tham khao mé hinh cic phan mém hé thdng IDS
hodc IPS dé diéu chinh cong tac an toan thong tin trong cac hé théng mang tai don
vi, t6 chirc ctia minh.

Nhin chung, viéc sitr dung cac hé théng phat hién xdm nhap Snort va ELK
tuong ddi co gia tri va dat do tin cay, co thé sir dung lam nén tang dé tham khéo
cho cac nghién ctru khac lién quan.

Cic két qua dat dworc: ‘

Luan van nay tap trung nghién ctru vé thu thap, xir Iy, phan tich log truy cap,
phuc vu phat hién cac hanh vi bat thuong va nguy co mat an toan thong tin trong
cac hé théng mang. Cac ndi dung da thyc hién trong luin van bao gém:

- Trinh téng quan vé tin cong, xAm nhap mang, cic dang tin cong xam nhap
thuong gip; dong thoi ciing da khai quat vé phat hién xAm nhép cling nhu
cac k¥ thuat phat hién xam nhap qua d6 ta c6 cai nhin rd hon vé tin cong,
xam nhap.

- Mo ta mot s nén tang vé cong cu xtr Iy va phan tich log truy nhap, tir d6 rat
ra so sanh, danh gia dé tim ra mo hinh trién khai phu hop.

- Trinh bay kién trtc, hoat dong tinh ning cua cac hé théng xAm nhip mang
pho bién hién nay 1a Snort, Suricata va Zeek. Tir 6, dua ra so sanh vé uu,
nhugc diém ciia cac hé thong nay. Gidi thiéu cac hé thong phat hién xam
nhap tich hop IBM QRadar va bg cong cu quan 1y log Elastic Stack.

- Cai dat hé théng phat hién tin cong, xAm nhap mang v6i nén ting ma ngudn
mo nhu Snort va ELK. Thir nghiém céac kich ban tan cong cu thé va dua ra
két qua canh bao khi bi tin cong.

Huéng phat trién:
Luan van c6 thé duoc phat trién theo cac hudng sau:
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Trién khai thir nghiém mo hinh phat hién tin cong, xdAm nhip mang dwa trén
Snort két hop ELK cho phat hién bat thuong va cac nguy co ATTT trén hé
thong mang thuc. Hoan thién téi wu hoa hé thong dé cé thé phan tich xur 1y
logs nhanh chéng va ting hiéu nang cta hé thong.

Xay dyung va bod sung thém cac tap luat gidm sat, phat hién bat thuong va
cac nguy co ATTT, dam bao kha ning phat hién kip thoi cac nguy co mat
an ninh an toan; dong thoi c6 thé tich hop thém hé théng ngan chin va tan

cong mang, tich hop tinh ndng canh bao qua mail, telegram...
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