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MO DAU

1. Ly do chon deé tai:

Vi su phét trién cua cong nghé k¥ thuét s, hanh trinh mua sim ctia ngudi tiéu ding
ngdy cang phtic tap. Va véi cac doanh nghiép kinh doanh truc tuyén, hiéu hanh vi ngudi
ding 1a diéu cang quan trong. Hiéu duoc hanh vi cia nguoi dung gitip doanh nghiép xdy
dung chién luoc marketing phu hop, tiép thi trén mang x3 hoi, kich thich nhu ciu tiéu dung
cua khach hang.

Log(con dugc goi la nhat ky, hodc dau Vét) 1a cac muc nhép thong tin duoc tao ra boi
cac ung dung hodc h¢ diéu hanh trong qua trinh hoat dong. Hién nay moi ung dung, hé
théng 16n nho déu c6 thuc hién ghi log. Méi nhat ky log thuong duoc tao boi mot hoat dong
hoic sy kién, vi vay né con duoc goi 1a nhat ky su kién. Mot sb trinh tao nhat ky pho bién 1a
hé diéu hanh, thiét bi mang (nhu bd dinh tuyén, tuong lura, v.v.), may chu dich vu (may chu
web, may chu co s¢ dit liéu, may chi DNS, mdy chi Email, v.v.) va cidc chuong trinh ung
dung.Nhitng loi ich ma viéc thu thap, xt Iy va phan tich log mang lai bao gém:

- Kiém tra sy tuan thu cac chinh sach an ninh;

- Hiéu cac hanh vi ctia nguoi dung truc tuyén, trén co sd d6 tdi wu hoa hé théng cho
phuc vu t6t hon cho ngudi ding hoic quang cao truc tuyén.

Nhu vay, viéc xtr ly va phan tich log dem lai nhiéu loi ich, dic biét trong viéc dam
bao an toan thong tin va cai thién chét luong hé théng va cac dich vu kém theo, nhu quang
c4o truc tuyén thong qua viéc phéan tich hanh vi ngudi dung sir dung log. Ngoai ra, khi hé
thdng gip su cb, web log ciing 1a mot ngudn cung cip cac dir liéu quan trong cho quan tri
vién dé tim hiéu nguyén nhan va khic phuc sy cd.

Hién nay c6 nhiéu k¥ thuat va cong cu khac nhau duoc sir dung trong thu thap va
phan tich web log. Pay ciing 1a huéng nghién ctru ciia luan vin nay voi dé tai " Nghién ciru
cdc ky thudt va cong cu phdn tich web log".

2. Tong quan vé van dé nghién ciru:

Céc giai phap xir Iy va phan tich log thuong tap trung thyc hién cac phan viéc:

- Nhan dang mau: nhan dang cac mau xuat hién trong cac ban ghi log.

- Chuan hoa: chuyén cac dang dit liéu log vé mot dang chudn chung cho cac khau xir
Iy tiép theo.

- Phan loai va gan nhin: phan loai cdc ban ghi log va gan nhin ching bang cac tir
khoa.
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- Phan tich tuong quan: 13 k¥ thuat thu thap cac thong diép tir cac hé thong khac nhau
va tim tat ca cc thong di€p thudc vé cung mot su kién.

- Phat hién cac bat thuong nhan tao: k¥ thuat cho phép nhan dang, phat hién cac bat
thudng méi, hodc hiém gip.

3. Muc dich nghién ciru:

Luan vin nghién ctru, khao sat cac k¥ thuat va cong cu phén tich web log va trién
khai thir nghiém mét coéng cu quan 1y va phan tich web log. Cac hé théng quan 1y va phan
tich web log c6 thé duoc st dung cho phat hién cic bat thuong va hanh vi truy cap cia
ngudi ding trong quan tri hé théng va dam bao an toan thong tin.

4. P6i twong va pham vi nghién ctru:

Déi twong nghién ciru

Poi tuong nghién ctu cua ludn van la cac dang web log va cac ky thuat, cong cu
phan tich web log.

Pham vi nghién ciru

Pham vi nghién ctru cua luan van 1a gidi han mot $6 dang web log.

5. Phwong phap nghién ctru:

Luan vin st dung két hop cac phuong phap nghién ciru sau:

Phwong phdp nghién civu ly thuyét

Khao sat cac k¥ thuat va cong cu phan tich web log.

Phwong phap nghién ciru thuc nghiém

Trién khai thir nghiém mot hé théng quan 1y va phan tich log ma md va danh gia két

qua.
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CHUONG 1. TONG QUAN VE WEB LOG VA XU LY WEB LOG

1.1. Tong quan vé web log

1.1.1. Khdi qudt vé web log

Nhat ky truy cdp hay dau vét truy cap, hay nhat ky (goi tat 1a log) 1a danh sach cac
ban ghi ma khi dugc yéu cau truy cép tai nguyén hé théng, hé thong s& ghi lai. Vi du: nhat
ky truy cap web (goi tat 1a nhat ky web log) chira tit ca thong tin khi c6 yéu cau truy cap tai
nguyén cua trang web.Tai nguyén cua trang web c6 thé bao gdm cac miu dinh dang, tép
hinh anh va tép ma JavaScript. Nhat ky web chtra cac thong tin nhu tén ngudi dung, diu
thot gian, yéu cau truy cép, dia chi IP, $6 byte dugc chuyén, trang thai két qua, URL. Céc
tép nhat ky dugc duy tri boi cdc may chu web.

Nhat ky log c6 thé duoc dit & ba noi khac nhau:

» May chu Web

= May chu proxy web

» Trinh duyét may khach

Nhu vay, c6 thé thay rang c6 rat nhiéu nguon dit liéu nhat ky truy cap véi nhiéu hinh
thirc khac nhau. Tuy theo muyc dich str dung ma nguoi quan trj c6 thé ciu hinh hé théng dé
Iwa chon thu thap, quan 1y va luu trit cac thong tin can thiét cho timg loai nhat ky.

1.1.2. Gidi thigu mot sé dang web log

Nhat ky truy cap dugc tao boi hé diéu hanh va cac Gng dung thuong c6 dinh dang
riéng.

NCSA Common Log Format

Dinh dang nhat ky chuin NCSA, hay thuong dugc goi 1a , 1a mot dinh dang t€p nhat
ky dya trén van ban ASCII véi cac trudng cd dinh, vi vay n6 khong thé duoc tuy chinh.

Dinh dang nhat ky web chuin c6 thé duoc dinh cAu hinh béng chudi dinh dang sau:

LogFormat “%h %Il %u %t \”%r\” %>s %b” common CustomLog
logs/access_log common

NCSA Combined Log Format

Dinh dang nhat ky két hop NCSA duogc viét tat 1a Combined Log Format vé co ban
gidng voi Pinh dang nhat ky chuan Common Log Format, ngoai trir nd ¢4 thém hai truong

thong tin bo sung & cudi 1a Referrer (Lién két tham chiéu) va User Agent( May khach ngudi
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dung). Vé6i Apache HTTP Server, dinh dang nay c6 thé duoc cau hinh bﬁng cach st dung
chudi dinh dang nhu sau:

LogFormat "%h %l %u %t \"%r\" %>s %b \"%{Referer}i\'" \"%{User-
agent}\'""'
W3C Extended Log Format
Hién tai, dinh dang nhat ky m& rong W3C Extended Log Format do T6 chirc World

combined CustomLog log/acces_log combined

Wide Web Consortium (W3C) dé xuét 1a dinh dang dugc st dung rong rai nhét va dugc hau
hét cac may chu web hd tro.

Tép nhat ky ¢ dinh dang Nhat ky mé rong W3C Extended Log chira mot tap hop cac
dong vin ban thuan tiy bao gom céc ky tw ASCII (hodc Unicode) tiéu chuan dugc phan tach
bang ddu xudng dong (LF hodc CRLF). Cac Web log nay c6 thé duoc tuy chinh boi ngudi
quan tri vién, c6 thé thém hodc bét cac truong tiy thudce vao thong tin mudn ghi lai.

Microsoft 11S Log Format

Microsoft 1S 1a mdt may chit web chay trén hé diéu hanh Microsoft Windows
Server. Nhu da dé cap, IIS hd trg nhiéu dinh dang nhat ky web khac nhau nhu: Pinh dang
nhat ky web chuan NCSA Common Log Format , Dinh dang nhat ky web mé rong W3C
Extended Log Format, dinh dang nhat ky Microsoft 11S Log Format.

1.2. Tong quan vé xir Iy web log

1.2.1. Khdi qudt vé xir Iy web log

Hé thong phan tich nhat ky log bao gdm ba budc co ban: thu thap, xir 1y va phan tich
nhat ky log. Theo d6, cac khau xtr 1y cu thé gom:

- Collection of Log Data : Pay la budc dau tién trong qua trinh thu thap, xt Iy va
phéan tich nhat ky log. Thu thap dir liéu nhéat ky log 1a viéc thu thap cac ban ghi nhat ky tho
tir cac nguodn tao nhat ky log va chuyén ching dén mét trung tam xur 1y.

- Cleaning of Data: Cac ban ghi log thd c6 thé bao gom mot s dir liéu vo dung
khong mong mudn, khong c6 gi dé 1am véi thi tuc khai thac. Day la khau dé loai bo nhimng
muc khong lién quan hodc du thira ra khoi t¢p nhat ky.

- Convert into Strutured form : Pay 1a budc chuan hoa dir liéu log. Nhat ky log duoc
tao ra tir nhiéu ngudn khac nhau véi nhiéu dinh dang khac nhau. Do d6, nhat ky log can
dugc chuan héa theo dinh dang yéu cau va chuyén doi sang dang c6 cau tric bang cac thuat

toan khai thac dir liéu.
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- Analysis of Data: Pay la budc quan trong nhat trong qué trinh phan tich nhat ky
log. Phén tich nhat ky log 13 viéc trich xuét thong tin quan trong va dua ra két luan vé trang
thai bao mat tir nhat ky thong ké.

- Obtained Results : Day 1a khau két xuat két qua ra giao dién ciia nguoi ding.

1.2.2. Ung dung ciia xir Iy web log

Phan tich nhat ky truy cap thuong dugc thuc hién cho cac muc dich sau: (1) dam bao
an toan thong tin hé thdng, (2) hd trg khic phuc su ¢b hé thong, (3) hd trg diéu tra k¥ thuét
5O va (4) hd tro hiéu hanh vi ctia ngudi ding tryc tuyén.

C6 thé thay, phan tich log truy cap c6 thé hd trg viéc giam sat, kiém tra viéc tuan tha
céc chinh sach bao mat, chinh sach kiém toan cta co quan, td chirc. Hon nita phan tich log
truy cap c6 thé hd trg phan ng lai cdc su ¢d an toan thong tin thong qua viéc hd trg xac
dinh nguyén nhan va yéu to gdy mat an toan.

H5 tro khic sy ¢ hé thong ciing 1a mot trong cac ing dung quan trong cua phan tich
log truy cap. Phan tich log truy cap gitp loai bé bdt cac dir liéu nhiéu, tong hop cac thong
béo 13i riéng 1¢, gitp xac dinh nguyén nhan cta su ¢b hé thong rd rang va chinh xac hon va
trén co sé d6 ngudi quan tri co thé dua ra bién phap khic phuc sy ¢d phu hop.

Phén tich log truy cp ciing c6 thé hd trg diéu tra s6 thong qua viéc 1an vét, xau chudi
cac su ki¢n log riéng 1¢ sir dung cac k¥ thuat khai phé dir liu va phan tich twong quan.

HS tro hiéu dugc hanh vi nguoi dung truc tuyén la mot trong cac muc dich chinh
trong phan tich log truy cap, nhit 1a phan tich log truy cp cac website hay web log. Phan
tich web log c6 thé tao ra cic bao céo sir dung cac trang web cta ngudi dung, bao gom luu
luong truy nhap, cac trang tham chiéu, phan bé nguoi dung theo vi tri dia Iy va luong di
lidu tai xudng. Pong thoi, phan tich log truy cip ciing gitp trich xuat nhiéu thong tin quan
trong vé hanh vi ngudi dung truc tuyén va trén co s d6 cé thé hd trg viée tdi wu hoa
website, nham nang cao chat lugng dich vu cung cap va trai nghiém nguoi ding.

1.3. Két luan chwong

Chuong 1 gi6i thiéu tong quan vé web log, mot s6 dinh dang cta web log, bao gom
cac dang Apache web log, Microsoft IIS log. Chuong nay ciing gi6i thiéu vé van dé phan

tich web log va cac trng dung ctia phan tich web log.
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CHUONG 2. CAC KY THUAT VA CONG CU PHAN TiCH

WEB LOG

2.1. Cac ky thuat phan tich web log

2.1.1. M6 hinh xu ly web log

Mot hé théng xir Iy web log s& phai thuc hién cac budc sau:

- Buée tién xtr Iy va chuan héa dit liéu log

- Budc tim céc pattern

- Budc phan tich pattern

- Budc dy doén, phan tich hanh vi nguoi dung

Buwéc tién xir Iy va chuan hoéa dir liéu log

Trong budc nay, hé thong nhan dir lidu nhat ky thd tir cac ngudn khac nhau, trich
xudt thong tin can thiét va dua nd vé mot dinh dang thong nhat. Ngoai ra, giai doan nay con
c¢6 nhiém vu tién xir Iy mot s6 thong tin nhu: nguoi dung, phién lam viéc... Giai doan nay
bao gém cac budc: Lam sach va gop dit li€u; nhan dang nguoi dung; nhan dang phién; nhan
dang s6 1an xem trang pageview; hoan thanh duong dan.

Budc tim cac pattern

Giai doan nay sir dung cac phuong phap va thuit toan nhu théng ké, hoc may, khai
thac dir liéu, nhan dang mau dé xac dinh cac mau nguoi dung. Trong phan tich nhat ky, cac
mAau pattern co ban can duoc xac dinh bao gdm: Céc trang web yéu thich, thoi gian xem
trung binh trén mdi trang, cac linh vuc quan tim... Trong giai doan nay, cac k¥ thuat phan
tich dit liéu co thé duoc st dung. di¥ li¢u nhu: phan tich théng ké; phan cum; phan 16p; luat
két hop; cac miu tuan ti hodc mo hinh héa phu thude.

Budc phan tich pattern

Giai doan nay chiu trach nhiém phan tich cdc mau pattern duoc tim thdy trong giai
doan trudc, xac dinh cdc mau pattern khong cé nhiéu gi tri va loai bé chiing khoi qua trinh
phan tich nhat ky. Giai doan nay dugc thyuc hi¢n bdi cac truy van SQL, st dung phan tich xtr
ly truc tuyén hodc ciing bang cac k¥ thuat truc quan hoa dir liéu dé loc va phan tich cac mau
pattern.

Budc du doan, phan tich hanh vi ngudéi dung

Sau khi phan tich va loc cac mau pattern, cac mau pattern con lai sé dugc sir dung dé

dua ra két luan vé hanh vi ctia nguoi dung nhu: Cac trang web thudng truy cdp, linh vuc
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quan tam, thoi gian trung binh di xem mdi trang web. Pha nay c6 thé dua ra cac bao cio
thong ké, cac biéu do hinh v& vé hanh vi ciia mot nguoi ding cu thé hodc tong quan cua ca
trang web.

2.1.2. Thu thdp va tién xir Iy

Thu thap web log

Nhat ky web c6 thé dugc tao tai nhidu vi tri khac nhau trong mang, vi viy c6 nhiéu
cach dé thu thap nhat ky web. Nhat ky web co thé duoc nhan tir nhiéu nguén khac nhau
nhu: tur t¢p, tr Internet hodc tur d4u ra cua cac ung dung khac.. Mdt sb nguén cu thé c6 thé
ké ra nhu:

» Nhan cac su kién tir framework Elastic Beats.

= Poc cac két qua truy van tir mot cum Elasticsearch.

= Liy céc su kién tur file log.

= Nhan déu ra cta cac cong cu dong 1énh nhu 1a mot su kién.

» Tao cac su kién dua trén cac ban tin SNMP.

* Poc céc ban tin syslog.

= Poc su kién tir mot TCP socket.

» Boc su ki¢n thong qua UDP.

» Poc su kién thong qua mot UNIX socket.

Nhat ky cé thé dugc luu trén chinh hé théng hoac chuyén sang hé théng khac. Qua
trinh chuyén cac ban ghi duoc tao trong tit ca cac hé théng dén mot moi trudng duy nhit
duoc goi 1a luu trit nhat ky. Tuy nhién, khi két qua duoc phan tich, tat ca cac sy ¢ mdy tinh
duoc ghi lai trong hinh thirc cia mot s lwong 16n cac déng di 1am cho viéc diéu tra toi
pham c6 chu dich hodc sai sot tré nén réat phirc tap.

Viée thu thap web log gap kho khédn vi nhiing 1y do sau:

» Nhat ky dugc tao ra tur nhiéu hé théng véi sb lugng va kich thudc 16n,

» Tao céc loai nhat ky khac nhau tir cac hé théng khac nhau,

» NOi dung nhat ky khac xa nhau.

Tién xir ly

Thong tin duoc truy cip thong qua web 13 khong dong nhat va ban cdu tric hoic
khong ciu trac vé ban chat. Do su khong dong nhat nay, mot tép nhat ky web co thé bao
gdm mot sb cac muc nhat ky khong mong mudn, ma sy hién dién cta chung khéng quan

trong dé khai thac sir dung web. Diéu nay lam cho xir 1y trude tép nhat ky, mot diéu kién
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tién quyét quan trong ddi véi khdm pha cac mo hinh hiéu biét. Muc dich cua tién xur 1y 1a
chuyén ddi dir liéu ludng nhap chudt tho thanh bo hd so nguoi ding . Xir ly trude dir lidu
trinh bay mot ) nhitng thach thitc doc dao dan dén nhiéu thuét toan va k¥ thuat heuristic dé
xu 1y trude cac tac vu nhu hop nhét va 1am sach, nhan dang nguoi dung va phién, ...

Tién xir 1y dir liéu bao gdm bdn giai doan phu :

= Lam sach dir li€u

» Nhén dang nguoi dung

* Nhan dang phién

= Hoan thanh dudng dan

Lam sach dir liéu

Trong qué trinh ndy, tép nhat ky web c6 thé bao gdm mat s dir liéu vo dung khong
mong mudn nhat dinh khong c6 gi dé lam véi thi tuc khai thac.Vi du co thé ké dén nhu:
hinh anh, d6 hoa, da phuong tién.... Do dé, bat budc phai loai bo nhitng muc khong lién
quan khéi tép nhat ky. Khi nhitng dit liéu nay duoc loai bd, kich thudc cua té€p nhat ky duoc
giam thiéu kha nhiéu. C6 ba loai dir liéu khong lién quan hodc du thira cin thiét dé 1am
sach:

» Tai nguyén phu trg dugc nhung trong t¢p HTML

= Cic yéu cau cta ro bt

= Cac yéu cau 16i

Nhdn dang nguoi dung

Nguoi dung 1a duoge xac dinh, 13 ngudi lién hé véi may chi web yéu cau mot sb tai
nguyén trén web. Cac phuong phap khac nhau dugce dé xuit dé nhan dang ngudi ding. Piéu
don gian nhat mot 13 gan id nguoi dung khac nhau cho dia chi IP khac nhau. Trong qué trinh
xac dinh nguoi dung, su ¢ do bd nhé dém c6 thé xay ra.

Nhan dang nguoi dung c6 nghia 14 xac dinh ca nhan ngudi dung bang cach quan sat
dia chi IP ctia ho. Pé xac dinh duy nhét ngudi dung, chiing t6i dé xuat mot sd quy tic: Néu
c6 dia chi IP méi, thi c6 mot ngudi ding méi, néu dia chi IP gidng nhau nhung hé diéu hanh
hoac phﬁn mém duyét web khac nhau, mot gia dinh hop 1y 1a mdi loai tdc nhan khac nhau
cho mot dia chi IP dai dién cho mdt nguoi dung khac.

Trong truong hop trang web duogc truy cap khong c6 co ché xac thuc, phuwong phap

dugc sir dung dé phan biét khach truy cap 1a dya vao cookie. Phwong phéap nay cho két qua
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chinh xac cao, tuy nhién, do lo ngai vé quyén riéng tu, khong phai nguoi dung nao ciing cho
phép trinh duyét luu trit cookie.

Nhdn dang phién

Sau khi xac dinh tirng nguoi dung, phién cia tung nguoi dung dugc lam. Phuong
phap don gian nhat dé xac dinh phién sir dung co ché thoi gian chd. Y nghia cua thoi gian
cho 1a néu thoi gian gitra cac yéu cdu trang vuot qua gidi han nhét dinh, cho biét nguoi dung
dang bit ddu mot phién moi.

Dir liéu duoc xtr 1y loc bd badt cac thong tin nhu trang thai khong thanh cong, cac file
anh, file robot. Ngudi dung dugc dinh danh, phén tich hanh vi. Trong file log, phan xac thuc
ctia user s& duoc ghi lai, tir 46 xac dinh dugc ngudi ding. Tuy nhién, d6i vai cac site khéc,
khong yéu cau vé dang nhap, thi hoan toan khong c6 théng tin nay. Nhung khong phai trong
moi trudng hop déu co thé sir dung, boi mot sd ngudi dung disable cookie trén trinh duyét.
Khi d¢, trudng thong tin vé IP, user agent va site topology s& dugc dung dén dé xac dinh
mot nguoi dung méi bang cac link.

Nhin dang PageView

Viéc xac dinh cac trang ma ngudi ding xem - pageview phu thudc rat nhiéu vao cau
tric cling nhu ndi dung cia trang web. Mdi 1an xem trang c6 thé duoc xem nhu mét tap hop
cac dbi tuong hodc su kién web. Vi du: nhép vao lién két, xem trang san phém, thém san
pham vao gié hang. V&i cac trang web tinh, mdi té¢p HTML twong ung v4i mot 1an xem
trang. Tuy nhién, véi cac trang web dong, mot 1an xem trang cé thé két hop nodi dung tinh va
dong do may chil tao ra dua trén mot tap hop cac tham s6 dau vao. Ngoai ra, chung ta co thé
xem s6 1an xem trang dudi dang tap hop cac trang va dbi twong lién quan dén cing mot linh
vuec.

Hoan thanh dwong dan

C6 kha ning bi thiéu cac trang sau khi x4y dung giao dich do may chu proxy va su
¢d bd nhd dém. Trong diéu kién nhu vay, no tré nén can thiét xac dinh dudng dan truy cap
ctia ngudi dung va thém phan con thiéu nhitng con dudng.

Trong truong hop sir dung niit “BACK?, thi cac thong tin c6 thé khong duoc ghi log.
Do d6 dé tim kiém céc thong tin bi thiéu, thi budc Path complete 14 can thiét. Path complete
dugc thuc hién bang cach phan tich URLs va trudng Refferer trong mot phién cua ngudi

dung. Néu mét trang nao d6 dugc request khong truc tiép tir trang cudi cung, thi lich sir
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phién s& dugc tim kiém va néu trang d6 1a co trong truong referrer URL thi n6 sé duoc thém
vao dé hoan thién log cua truy cap.

XAy dung ciu tric ciia Transactions

Muc ti€u cua xéac dinh phién 1a tao ra cac truong tham chiéu ¢c6 y nghia cho moi mot
user. Dé xac dinh lich sir duyét web va biét mbi quan tim ctiia mot nguoi dung, thi luu v t6i
giao dich travel path va giao dich ndi dung. Phién travel path la mot sy két hop gilta cac
page duogc truy cap thuong xuyén va ndi dung trang web do.

Qua trinh tién xtr Iy va chuan hoa 1am cac cong viéc nhu: 1am sach va hop nhat dir
liéu tur nhiéu nguén khac nhau; nhan dang nguoi dung; nhan dang phién; xac dinh s6 1an
xem trang ... két hop dit liéu dong nhap chudt véi ndi dung trang web hodc dit liéu ca nhan
ngudi ding. Qua trinh ndy cung cép dit liéu tdi uu va nhat quéan dé phan tich nhat ky web
log.

2.1.3. Cac ky thudt phan tich web log

Cac ky thuit nhin dang miu

Phn tich thong ké

Théng ké 1a k¥ thuat pho bién nhét trong phén tich nhat ky log. Bang cach phan tich
tép phién ngudi dung, chung ta c6 thé thyc hién cac phuong phap théng ké khac nhau nhu
tinh trung binh, tan suét ... voi cac bién sd khac nhau nhu: sé trang da xem, s6 luot xem,
thoi gian xem trén moi trang.

Loai phan tich théng ké nay co rat nhiéu thong tin hitu ich dé cai thién hiéu suat hé
théng hodc dé tiép thi, marketing.

Ludt két hop

Phuong phap nay duoc sir dung dé kham pha cac luat két hop gitta cac phan tir dit
lidu trong CSDL. Méu ddu ra cta thuat toan khai pha dir liéu 1a tap luat két hop duoc tim
thay.

Phan lop- Classification

Bai toan phan 16p la quéa trinh phan 16p mot ddi twong dir lidu thanh mot hodc nhiéu
16p cho trudc bang cach sir dung mot mo hinh phan 1ép(model). M6 hinh nay duge xay
dung dya trén mot tap dit liéu da xay dung trude d6 voi cac nhin (hay con goi 1a tap huan
luyén). Phan 16p 14 qua trinh gan nhén cho cac dbi twong dir ligu.

Phdn cum — Clustering
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Phan cum la mdt k¥ thuat rat quan trong trong khai pha dir li€u, no thudc vé 16p
phuong phap Unsupervised Learning trong Hoc may. C6 nhiéu dinh nghia khac nhau vé k¥
thuat nay nhung vé ban chit chung ta c6 thé hiéu phan cum 13 qua trinh tim kiém cac nhém
doi tuong da cho thanh ting cum - cluster, sao cho cac doi tuong trong cung mot cum la
tuong tu nhau , va cac ddi trong trong cac cum khac nhau 13 khong tuong tu.

Phan tich miu

Day 1a bude cubdi cung cia qua trinh phan tich nhat ky log truy cap. Qu4 trinh nay dé
loc ra cac luat hodc mau pattern khong cé nhiéu gia tri d dugc tao trong budc kham pha
mau (Pattern Discovery).

C6 nhiéu phuong phap dé thuc hién viéc nay, mot trong nhitng phuong phap phd
bién va dugc sir dung nhiéu nhat 13 thong qua truy vin SQL hoic ciing c6 thé sir dung phan
tich xir 1y truc tuyén - OLAP.

2.2. Céc cong cu va nén tang phan tich web log

2.2.1. IBM QRadar SIEM

IBM QRadar SIEM (Security Information and Event Management) 13 mot hé théng
duoc thiét ké dé cung cap cho cac nhom bao mat kha niang hién thi tip trung vao cac doanh
nghiép dé bao vé dir liéu. N6 quan 1y thong tin va cac su ¢d bao mat an ninh do IBM, Hoa
Ky phét trién va cung cip. QRadar SIEM (IBM QRadar, 2017) cho phép phat hién cac bat
thudng va mdi de doa véi do chinh xac cao va ty 1 canh bao sai thap théng qua xir Iy va
phan tich dir liéu nhat ky log va luéng mang tir hang nghin thiét bi va tng dung phan tan
trong mang.

Tuy nhién, han ché 16n nhét cuia QRadar SIEM 1a chi phi cai dit ban déu va phi ban
quyén kha 16n nén chua thuc sy phi hop véi cac co quan, to chirc ¢6 mang ludi quy mo vira
va nho va ngudn luc bi gidi han.

2.2.2. Splunk

Splunk (Splunk, 2017) 1a mot phan mém giam sat an ninh mang dya trén phén tich
nhat ky log. Pay la cong cu phan tich va xir Iy nhat ky log rdt manh mé&, dugc cung cap bai
Splunk Inc., Hoa Ky. Splunk v&i hang trim cong cu tich hop sin, cho phép xur Iy nhiéu loai
nhat ky log khac nhau vé6i khéi lugng 16n theo thoi gian thyc. Splunk c6 thé xtr 1y va phan
tich nhat ky log dé dam bao an toan thong tin, ciing nhu trich xuét thong tin dé hd tro cac
hoat dong kinh doanh. Splunk cung cp cac cong cu tim kiém va v& d6 thi cho phép biéu

dién dau ra ¢ nhiéu dinh dang khac nhau. Splunk c6 ba phién ban, bao gom:
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= Splunk Enterprise : Phién ban danh cho cic khach hang c6 nhu cau xir Iy nhat ky
log tai chd voi khéi lugng 16n;

= Splunk Cloud : Phién ban danh cho cac khach hang tai nhat ky log 1én nén tang
dam may cua Splunk dé xt 1y;

= Splunk Light: Phién ban danh cho cac khach hang c6 nhu cau xir 1y nhat ky log tai
chd v6i khéi lwong vira va nho.

Han ché 16n nhat ctia Splunk 1a chi phi ldp dit cao, do mtrc dau tu ban dau cho hé
thong thiét bi chuyén dung rat phic tap. Mot van dé nita 1a phi ban quyén hang nim cia
Splunk ciing rat dit .

2.2.3. ELK Stack

ELK Stack 1a tap hop 3 phan mém di chung v&i nhau, phuc vu cho cong viéc
logging. Ba phan mém nay lan luot 1a:

Elasticsearch: Co s¢ dif liéu dé luu trix, tim kiém va query log

Logstash: Tiép nhan log tir nhiéu ngudn, sau d6 xir 1y log va ghi dit liéu va
Elasticsearch

Kibana: Giao dién dé quan ly, thong ké log. Poc thong tin tir Elasticsearch

ELK Stack 1a mot cong cu tién dung va duoc nhiéu cong ty st dung. Va ly do Ia:

- Poc log tir nhiéu ngudn: Logstash c¢6 thé doc duoc log tir rat nhiéu ngudn, tir log
file cho dén log database cho dén UDP hay REST request.

- Dé tich hop

- Hoan toan mién phi

- Kha ndng tim kiém manh mé&: nho c6 Elasticsearch ma viéc tim kiém dit liéu tré 1én
nhanh chéng hon, so véi nhiéu cong cu khac thi Elasticsearch c¢6 thé néi 1a rat nhanh va
manh mé& dya trén Apache Lucene. N6 tim kiém gin véi thoi gian thuc — Near-Real Time
Searching, diéu nay cho thay tdc d6 tim kiém cuia n6 rat nhanh.

- Kha nang phéan tich di li¢u.

2.2.4. Graylog

Graylog 1a mot nén tang md ngudn mé duoc tich hop day du dé thu thap, 14p chi muc
va phan tich dir liéu c6 cdu trac va phi ciu tric tir hdu nhu bat ky ngudn nao. N6 di duoc
phat trién tir ndm 2010.

Céc thanh phan cua tmg dung Graylog:

» May chu Graylog
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* Giao dién web Graylog

= Mango DB (Thong ké va do thi)

= ElasticSearch (Tin nhin va tim kiém)

Viéc thu thap dir liéu nhat ky log duoc thyc hién rat linh hoat nho sy hd tro cla céc
cong cu thu thap nhét ky ctia bén th ba, chang han nhu beats, fluentd va nxlog. Graylog c6
kha nang phan tich hanh vi ctia nguoi dung, ing dung cho phép phat hién va canh bao
nhing lugt truy cap bat thudng cling nhu trich xuit cac mau hanh vi truy cip dé tdi wu hoa
trang web. Graylog ciing cho phép anh xa tir ID dén tén nguoi dung va anh xa tir dia chi IP
dén vi tri dia 1y.

2.2.5. LOGalyze

LOGalyze (LOGalyze, 2017) 1a mot phan mém ma ngudén mod cho phép giam sat
mang tap trung va quan 1y nhat ky log. LOGalyze hd tro xir Iy nhat ky log tir nhiéu nén tang,
bao gdm nhat ky tir may chi Unix / Linux, Windows va céac thiét bj mang véi xtr 1y, tim
kiém va phat hién bat thudng trong thoi gian thuc. LOGalyze ciing cho phép nguoi dung
xac dinh cac sy kién va canh bao dua trén dir liéu nhat ky log dugc thu thap va xt Iy. Ngoai
ra, LOGalyze con 13 cong cu quan 1y va giam sat mang, giup phat hién cac cap do truy cap
bét thudng va cac su ¢b mang. Tuy nhién, LOGalyze kho c6 kha niang phan tich sdu vé cac
nguy co mét an toan thong tin, chéng han nhu dau hiéu ctia ma doc va cac cudc tin cong
vao cac dich vu va tai nguyén mang. .

2.2.6. So sdnh cdc cong cu va nén ting phan tich web log

Bang 2.1: So sanh cac cong cu va nén tang phén tich web log

Nén tang Uu diém Nhuoe diém

IBM QRadar SIEM

- Ho tro thu thap va xu ly
nhiéu loai log khac nhau véi
khéi luwong 16n va dir liéu tir
ludng mang

- Hd trg phat hién cac bat
thuong, cac nguy co ATTT
v61 d§ chinh xac cao va ty 1€

canh bao sai thap

- Chi phi cai dat ban dau va
phi ban quyén kha 16n

- Poi hoi thiét bi chuyén
dung

- Kho khan trong van hanh va

bao tri.
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Uu diém

Nhugc diém

Splunk

- Hb tro xtr Iy nhiéu dang
nhat ky log khac nhau voi
khéi lwong 1én theo thoi gian
thuc

- Hd tro phan tich nhat ky dé
dam bao an toan thong tin,
cling nhu trich xuat thong tin

hd trg hoat dong kinh doanh

- Chi phi ban quyén, cai dat
va van hanh cao

- Poi hoi thiét bi chuyén
dung

- Kho khan trong van hanh va

bao tri

ELK Stack

- M3 m&, mién phi

- Thu thap duoc log tir rat
nhiéu ngudn khac nhau: log
hé théng, log tng dung, log
thiét bi mang, log snmp, log
tr cac hé théng API
(Application  Programming

Interface)...

-Khong phu hgp cho nhiing
truong hgp ma dir liéu dugc
ghi nhiéu (create, update,
delete)

- Khong hd trg transaction,
khong c6 rang budc quan hé
gitta cac dit liéu dan tdi viéc

dir li€u co thé bi sai.

Graylog

- Nguon mé va mién phi

- Cac ludng cho phép xéc
dinh cac sy kién trong thoi
gian thuc va thuc hién cac
hanh dong.

- Cai dat dé dang

- Chure nang phia may chu co6
thé duoc mé rong thdng qua
cac trinh cdm thém

- Nhat ky co thé dugc bd
sung va phan tich cd phap
bang cach st dung thuat toan
quy trinh toan dién.

- Bang diéu khién dic biét dé

- Khong c6 kha nang phan
tich chuyén sau cac nguy co
mat an toan thong tin, nhu
dau hiéu xuét hién cac dang
mi doc va cac dang tan cong
1én céac dich vu va tai nguyén
mang.

- Hb tro sd luong it

cac loai nhat ky
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Nén tang Uu diém Nhugc diém
xuat nhat ky truc quan
dix liéu va truy van.
- Giao dién tim kiém tryc
quan
- M3 m&, mién phi - Khong c6 kha nang phan
- Cho phép quan ly log va | tich chuyén sau cac nguy co
giam sat mang tap trung mat an toan thong tin, nhu
- Hd tro xir 1y log tir nhiéu | diu hiéu xuét hién cac dang
LOGalyze nén tang ma doc va cac dang tan cong

- H{ tro phat hién bat thudng,

su ¢d theo thoi gian thyc

1én cac dich vu va tai nguyén
mang.
- Khong dugc cdp nhat va ho

tro tir 2013

2.3. Két luén chwong

Chuong 2 gidi thiéu chi tiét cac k¥ thuat xir 1y, phan tich log, bao gdom mé hinh xtr Iy

web log, van dé thu thap va tién xir Iy web log va cac k¥ thuat phan tich web log. Pong thoi,

chuong cling khao sat va so sanh cac wu va nhuoc diém cua mdt s6 nén tang va cong cu

phan tich log pho bién hién nay, bao gdbm IBM Qradar SIEM, Splunk, ELK Stack, GrayLog

va Logalyze.
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CHUONG 3. THU NGHIEM TRIEN KHAI GIAI PHAP PHAN

TiCH WEB LOG SU DUNG ELK STACK

3.1. M6 hinh thir nghiém xir ly va phan tich web log

3.1.1. Gidi thiéu mé hinh hé th(fng

Hé thong x\r 1y va phan tich log dya trén ELK Stack gom céc thanh phan chinh sau:

- Beats 1a cac mé dun thu thip dir liéu log tai cac hé thdng cin giam sat va van
chuyén dir liéu log vé mé dun Logstash. ELK Stack hd trg nhiéu dang beat cho thu thip
nhiéu dang dit liéu khac nhau, nhu filebeat cho thu thap cac dang log ctia hé diéu hanh va
cac ung dung, dich vu, metricbeat cho thu thap cac dir liéu vé hoat dong cua hé théng nhu
tinh hinh st dung CPU, by nhé RAM, packetbeat cho thu thap dir li¢u luu lugng mang...
ELK Stack ciing hd trg thu thap va xir 1y dit liéu tir cac cong cu va thiét biu bao mat nhu
tuong lira, cac hé théng IDS/IPS...

- Logstash 1a mo dun cho phép tap trung va loc, chuan hoa dit liéu thu thap tir ngudn
thong qua cic beat. Logstash hd trg cac dang bo loc nhu grok, chop phép loc va chuan héa
cac dang dir liéu sir dung céc biéu thir chinh qui.

- Elasticsearch 1la m6 dun cho phép luu trit, 1ap chi s6 va tim kiém cac dang dir li¢u
log. Elasticsearch ho tro tim kiém full-text va loc dit liéu sir dung cac bo loc tim kiém.

- Kibana 1a mé dun cho phép phan tich, hién thi dir liéu log theo nhiéu dinh dang
khac nhau, nhu hién thi dudi dang text, cac dang biéu do, dd thi. Ngoai ra Kibana ciing cp
giao dién web than thién, dé str dung cho ngudi dung.

3.1.2. Quy trinh thu thdp, xw ly va phdn tich web log

Dir liéu web log gdm cac dang web log mau trong EKL Stack, IIS log, Apache log
dugc thu thap boi filebeat va van chuyén dén Logstash. Logtask tiép nhan, loc va chuin hoa
log st dung cac b loc grok . Dir li€u log sau chuan hoa duoc dua sang Elasticsearch dé luu
trir, 1ap chi s6 phuc vu tim kiém, phan tich. Cubi cling, dir li€u log duoc biéu dién trén giao
dién cua Kibana theo cac dinh dang khac nhau.

3.1.3. Cai dat ELK Stack va cdac cong cu kém theo

Yéu cau phan cimg va phan mém

H¢ thong thir nghiém duoc trién khai trén may ao chay hé diéu hanh Ubuntu Linux
v6i cac yéu cau phan ctng va phan mém sau:

- Hé thdng chay CPU Intel Core i5, 4GB RAM, 100GB HDD
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- Ubuntu phién ban 16.04

- JDK 1.8 tr¢ lén

- B6 ELK Stack, bao gom filebeat, logstash, elasticsearch va kibana cung céc tién ich
kem theo.

Cai dat

H¢ théng duoc cai dat theo cac budc sau:

Budc 1: Cai dit cac thanh phan nén tang (néu chua co)

- Cai dat JDK 1.8: sudo apt-get install openjdk-8-jre-headless

- Cai dat curl (13 mot cong cu dong 1énh cho phép két ndi va tai mot URL): sudo apt-
get install curl

Budc 2: Cai dit va ciu hinh Elasticsearch

- Cai dat thanh phan Elasticsearch: sudo apt-get install elasticsearch

- Chinh stra cdu hinh Elasticsearch (t6i thiéu 2 tham sd network. host:
192.168.112.150 va http.port: 9200):

sudo pico /etc/elasticsearch/elasticsearch.ymi

- Thiét 1ap cho phép chay tu dong va khoi chay Elasticsearch:

sudo systemctl enable elasticsearch

- sudo systemctl start elasticsearch

- Khi Elasticsearch dugc cai dit, ciu hinh va chay thanh cong, kiém tra bﬁng Iénh
“curl https://192.168.112.150:9200 --cacert /etc/elasticsearch/certs/http_ca.crt -u elastic”.

Budc 3: Cai dit va cau hinh Kibana

- Cai dat thanh phan Kibana: sudo apt-get install kibana

- Chinh stra cau hinh Kibana:

sudo pico /etc/kibana/kibana.yml

- Thiét 14p cho phép chay ty dong va khoi chay Kibana:

sudo systemctl enable kibana

sudo systemctl start kibana

Budc 4: Cai dat va cdu hinh Logstash

- Cai dit thanh phan Logstash: sudo apt-get install logstash

- Chinh stra cau hinh Logstash: sudo pico /etc/logstash/logstash.yml

- B6 sung thém céc file ciu hinh input, filter va output cho Logstash.

- Thiét 14p cho phép chay tu dong va khoi chay Logstash:
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sudo systemctl enable logstash

sudo systemctl start logstash

Budc 5: Cai dit va ciu hinh Filebeat

- Cai dit thanh phan Filebeat: sudo apt-get install filebeat

- Chinh stra cau hinh Filebeat:

sudo pico /etc/filebeat /filebeat.yml

- Thiét 14p cho phép chay tu dong va khoi chay Filebeat:

sudo systemctl enable filebeat

sudo systemctl start filebeat

3.2. Thir nghiém va két qua

3.2.1. Gidi thiéu tap dir liéu web log thir nghi¢m

Luan van st dung dit liéu web log mau cung cip boi ELK Stack va Microsoft IIS log
cho thir nghi¢ém:

- Web log mau gom hon 2100 ban ghi thu thap trong thang 5.2022 (Hinh 3.5).

- Microsoft IIS log gém dir liéu log van hanh website http://infosecptit.com/ontests/
trong 30 ngay (Hinh 3.6).

186.77.13.9 - - [20818-87-368789:54:16.8567] "GET /beats/metricheat/metricheat-6.3.2-amd64.deb HTTP/1.1" 200 1909 "-" "Moz
i11a/4.8 (compatible; MSIE 6.8; Windows NT 5.1; SV1; .NET CLR 1.1.4322)"

254.160.84.19 - - [2018-87-36T09:54:46.979Z] "GET /apm HTTP/1.1" 484 9222 "-" "Mozilla/5.8 (X11; Linux i686) AppleWebKi
t/534.24 (KHTML, like Gecko) Chrome/11.8.696.58 Safari/534.24"

32.288.36.11 - - [2818-B7-38769:56:35.4897] "GET /styles/ad-blocker.css HTTP/1.1" 286 8817 "-" “"Mozilla/5.8 (X11; Linux
x86_64; rv:6.8a1) Gecko/2081108421 Firefox/6.8al"

119.73.176.50 - - [2018-87-30TA9:59:23.5407] "GET /elasticsearch/elasticsearch-6.3.2.zip HTTP/1.1" 288 4691 "-" "Mozill
a/5.8 (X11; Linux x86_64; rv:6.Bal) Gecko/2081108421 Firefox/6.6a1"

215.67.92.146 - - [2018-87-36T10:85:11.698Z] "GET /kibana/kibana-6.3.2-1linux-x86_64.tar.gz HTTP/1.1" 260 8458 "-" "Mozil
1a/5.8 (X11; Linux 1686) AppleNebKit/534.24 (KHTML, like Gecko) Chrome/11.6.696.56 Safari/534.24"

52.185.119.80 - - [2P18-87-30T18:85:40.3157] "GET /elasticsearch/elasticsearch-6.3.2.zip HTTP/1.1" 288 12468 "-" "Mozill
a/4.8 (compatible; MSIE 6.8; Windows NT 5.1; SV1; .NET CLR 1.1.4322)"

73.176.17.223 - - [2018-B7-36T16:07:30.084Z] "GET /enterprise HTTP/1.1" 288 3183 "-" "Mozilla/5.8 (X11; Linux i686) Appl

elebKit/534.24 (KHTML, like Gecko) Chrome/11.8.696.50 Safari/534.24"

155.206.194.40 - - [2818-B7-36T18:10:52.4147] "GET /security-analytics HTTP/1.1" 288 214 "-" "Mozilla/5.8 (X11; Linux i6
86) ApplelebKit/534.24 (KHTML, 1like Gecko) Chrome/11.8.696.50 Safari/534.24"

104.32.6.154 - - [2018-87-30T10:13:00.236Z] "GET /kibana/kibana-6.3.2-windows-x86_64.zip HTTP/1.1" 206 6928 "-" "Mozill
a/5.8 (X11; Linux x86_64; rv:6.8al) Gecko/281108421 Firefox/6.8al1"

Hinh 3.5. Mt s6 ban ghi ciia web log miu cung cip béi ELK
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#Software:
#Version:
#Date:
#Fields: d
2021-06-25
2021-96-25
2021-06-25
2021-06-25
2021-06-25
2021-06-25
2021-06-25
2021-06-25
2021-06-25
2021-06-25
2021-06-25
2021-06-25
2021-06-25
2021-06-25
2021-96-25
2021-06-25
2021-06-25
2021-06-25

Microsoft Internet Information Services 7.5

1.0

ate

17:
17:
17:
17:
17:
17:
17:
17:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

2021-06-25 17:37:03

time s-ip cs-method

37:
37:
42
43
43:
49:;
55:
57:
10:
10:
10:
11:
11:
17:
17:
17:
21:
21:

03
06
06
00
00
47
55
48
46
46
58
14
14
23
23
23
57
57

10.170.100.80
10.170.100.80
10.170.100.80
10.170.100.80
10.170.100.80
10.170.100.80
10.170.100.80
10.170.100.80
10.170.100.80
10.170.100.80
10.170.100.80
10.170.100.80
10.170.100.80
10.170.100.80
10.170.100.80
10.170.100.80
10.170.100.80
10.170.100.80

cs-uri-stem cs-uri-query s-port c-ip cs(User-Ager|
GET /code/login _error.asp - 80 205.169.39.197 Moz
GET /code/login error.asp - 80 205.169.39.197 Mo3
POST /HNAP1/ - 80 112.248.180.27 - - - 2083.162.14d
GET /robots.txt - 80 66.249.79.57 Mozilla/5.0+(cd
GET / - 80 66.249.79.57 Mozilla/5.@+(compatible;+
GET /portal/redlion - 80 192.241.216.242 Mozilla
GET /config/getuser index=0 80 209.141.33.232 Moz
GET /actuator/health - 806 192.241.216.7 Mozilla/y
GET /code/search_error.asp - 80 14.249.78.39 Moz
GET /favicon.ico - 80 14.249.78.39 Mozilla/5.0+(|
POST /code/search_error.asp - 80 14.249.78.39 Mog
GET / - 80 14.249.78.39 Mozilla/5.@+(Windows+NT+]
GET /ontests/student_exam.asp - 80 14.249.78.39 N
GET / - 80 66.102.6.206 Mozilla/5.0+(X11;+Linux+)
GET /ontests/student exam.asp - 80 66.102.6.204 N
GET /favicon.ico - 80 66.102.6.204 Mozilla/5.0+()
GET / - 80 139.162.4.216 Mozilla/5.@+(Windows+NTj
GET /ontests/student_exam.asp - 80 139.162.4.216

Hinh 3.6. Mt s6 ban ghi ciia Microsoft IIS log
3.2.2. M{jt 56 két qua

Duéi day 1a cac giao dién va két qua thir nghiém phan tich web log:

Welcome home

) _

Enterprise Search

Create search experiences with a

refined set of APIs and tools.

Observability

Consolidate your logs, metrics,
application traces, and system
availability with purpose-built Uls.

Get started by adding integrations

Security

Prevent, collect, detect, and respond
to threats for unified protection
across your infrastructure.

Analytics
Explore, visualize, and analyze your
data using a powerful suite of
analytical tools and applications.

To start working with your data, use one of our many ingest options. Collect
data from an app or service, or upload a file. If you're not ready to use your
own data, add a sample data set.

2y Try sample data

® Add integrations

) Upload a file

9, DevTools {8 Stack Management

Management

GA Monitor the stack

@ Manage permissions i

Back up and restore Manage index lifecycles

=&
Track the real-time health and
performance of your

deployment.

Control who has access and
what tasks they can perform.

Save snapshots to a backup
rapository, and restore to
recover index and cluster state.

Define lifecycle policies to
automatically perform
operations as an index ages.

Hinh 3.7. Giao dién trang chi cia Kibana
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Cluster overview

elasticsearch

= Elasticsearch

Overview

Health ® Healthy
Version 8.2.0
Uptime 5 hours
License Basic

E Klbana ® Healthy

BE ~ Last 10 days

Nodes: 1 Indices: 18
Disk Available 87.50% Documents 34,272
54.6 GB | 96.7
GE Disk Usage 67.2 MB
JVM Heap B0.57% Primary 18
310.1 MB | 512.0 Shards
MB
Replica 0
Shards

Overview Instances: 1
Requests 0 Connections 2
Max. 0 ms Memory 2000%
Response Usage 4037 MB /2.0
Time G
Hinh 3.8. Trang thai hoat dgng ciia ELK Stack
Stream

Q Search for log entries... (e.g. host.name:host-1)

@ Cuslomize ¥ Highlights

v Last 30 days

May 16, 2022 event.dataset Message

Showing entries from May 16, 16:56:35

16:56:35.489  sample_web_logs 32.288.36.11 - - [2818-87-38T89:56:35.489Z] "GET /style
s/ad-blocker.css HTTP/1.1" 260 8017 "-" "Mozilla/5.8 (X1
1; Linux x86_64; rv:6.8a1) Gecko/28118421 Firefox/6.8a1"

16:59:23.548 sample_web_logs 119.73.178.58 - - [2018-87-36T09:59:23.548Z] "GET /elast
icsearch/elasticsearch-6.3.2.zip HTTP/1.1" 288 4691 "-"
"Mozilla/5.8 (X11; Linux x86_64; rv:6.0al1) Gecko/2811842
1 Firefox/6.8a1"

17:85:11.6980  sample_web_logs 215.67.92.148 - - [2018-87-36T16:85:11.696Z] "GET /kiban
a/kibana-6.3.2-1linux-x86_64.tar.gz HTTP/1.1" 280 8458 "-
" "Mozilla/5.8 (X11; Linux i686) AppleVebKit/534.24 (KHT
ML, like Gecko) Chrome/11.8.696.58 Safari/S34.24"

17:85:40.315  sample_web_logs 52.185.119.88 - - [2818-87-36T108:85:48.315Z] "GET /elast
icsearch/elasticsearch-6.3.2.zip HTTP/1.1" 288 12468 "-"
"Mozilla/4.8 (compatible; MSIE 6.8; Windows NT 5.1, SV1;
.NET CLR 1.1.4322)"

D Stream live
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Hinh 3.9. Ludng log thu thip trong 30 ngay gin diy




Other 18.79%

%162 SN

Z
%

CN 6%
Other 21.84% IN5.76%
Us
2255
?3!‘* s § Other 15.75%
3

Hinh 3.12. Phéan bd céc loai trinh duyét kém noi may khach truy cip website

Hinh 3.14. Phan bd truy cip cac dia chi URL cuia cac website
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Hinh 3.15. Phén bd céc cip dich - ngudn truy cip theo nudéc

Hinh 3.16. Phin b6 ngudn (client) truy cip theo nwéc
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[Logs] Errors by host

URL ~ Visits v Unique ~ HTTP 4xx ~ & HTTE~ 95thperce ~ Median of | v
https:/felastic-elastic-elastic.org/people/type:astronauts/name:klaus-dietrich-flade/profile 1 1 0.0% n 0B 0B
https:{fwww.elastic.co/products 11 1 0.0% 9.1% 916B 6648
https:/fwww.elastic.co/solutions/enterprise-search 11 1 0.0% 2.1% BBAB 3878
https:{fartifacts.elastic.co/downloads/beats/metricbeat/metricbeat-6.3.2-1686.rpm 77 73 3.9% 6.5% 15KB SKB
https:/fartifacts.clastic.co/downloads/apm-server/apm-server-6.3.2-amd&4.deb 63 62 9.5% 6.3% 10KB GKB
https:ffartifacts.elastic.co/downloads/kibana/kibana-6.3.2-linux-xB6_64.tar.gz 54 53 9.3% 5.6% SKB SKB
https:/fartifacts.elastic.co/downloads/beats/metricbeat/metricbeat-6.3.2-amd64.deb 58 57 5.2% 5.2% 14KB KB
https:/fwww.elastic.co/downloads 81 59 4.9% 4.9% 10KB GBKB
https:{fcdn.clastic-elastic-clastic.org/styles/main.css 42 41 7.0% 4.8% 10KB KB
https:/fartifacts.elastic.co/downloads/apm-serverfapm-server-6.3.2-windows-x86.zip 70 68 5.7% 4.3% 10KB EKB
https:ffartifacts.elastic.co/downloads/kibana/kibana-6.3.2-darwin-x86_64.tar.gz 52 51 5.8% 3.8% 10KB SKB
https:/fwww.elastic.co/downloadsfenterprise =151 55 8.9% 3.6% 14KB EKB

Hinh 3.18. Thong keé 15i truy cap theo host / URL

3.2.3. Nhan xét, danh gida

Mo hinh hé théng xtr 1y va phan tich log thir nghiém sir dung ELK Stack da duoc cai
dat va chay thir thanh cong. Hé théng cung cap cac tinh ning:

- Thu thap dit liéu web log tir cac may chii web sir dung filebeat va van chuyén log vé
may chu ELK.

- Logstash duoc tich hop cac bd loc grok cho phép tién xir Iy va chuan hoa céac loai
dwr liéu web log, nhu IIS log, hodac Apache log.

- Cung cap cac chirc niang quan 1y, 1ap chi sd, luu trit va tim kiém dir liéu web log.

- Phan tich dit liéu log va biéu dién két qua ¢ nhiéu dang biéu dd, dd thi khac nhau c6
tinh minh hoa cao.

- HO tro cac tinh ning phan 16p va phat hién bat thudng trong dit liéu log.

3.3. Két luan chwong

Chuong 3 di mo ta viéc trién khai thir nghiém hé thdng xir Iy va phan tich web log,
bao gdm gidi thiéu mo hinh tong quat ctia hé théng, mo hinh trién khai thir nghiém hé

thdng, van dé cai dat hé thng xtr Iy log dua trén ELK, viéc thir nghiém va cac két qua.
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KET LUAN

Cac két qua dat dwoc

Luéan van tap trung nghién curu, khao sat cac ky thuat va cong cu phan tich web log,
ddng thoi trién khai thir nghiém mot hé thng quan 1y va phan tich log thuwong mai ciing nhu
m3 mé. Cu thé luan véan da thuc hién cac ndi dung sau:

- Gi6i thiéu khai quat vé web log, cac dinh dang web log, van dé xir Iy va phan tich
web log va ing dung cua phan tich web log.

- Trinh bay mo hinh va céc k¥ thuat xtr Iy va phan tich web log.

- Khéo sat mot s6 cong cu xir 1y va phan tich web log thuong mai va md mé tiéu
biéu.

- Xay dung va trién khai thr nghiém mot moé hinh hé thong thu thap, xir Iy va phan
tich log str dung ELK Stack va danh gia két qua.

Huwéng phat trién cia luin vin

Luan vin nay c6 thé dugc phat trién tiép theo cac hudng sau:

- Tich hop thém céc thanh phan thu thap va tién xt 1y log, cho phép xt 1y va phan
tich cac dang web log khac, cling nhung cic dang log ciia hé thong va cac dich vu, ung

dung.



