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LOI CAM ON

Dé hoan thanh chuong trinh cao hoc va viét luan van nay hoc vién da nhan
dugc su huéng din, gitp d& va gép ¥ nhiét tinh cia cac thdy c6 Khoa sau dai hoc,

Hoc vién Cong nghé Buu chinh vién thong.

Trude hét, hoc vién xin chan thanh cam on cac thﬁy, €6 gido, can by thudc
Khoa sau dai hoc, Hoc vién Cong nghé Buu chinh vién thong, dic biét 1a nhiing

thay c6 di tan tinh day bao cho hoc vién trong sudt thoi gian hoc tai truong.

Hoc vién xin chan thanh cam on Thay giao TS Hé Vin Canh, Cuc K§ thuat
nghiép vy, Bo Cong an di danh nhiéu thoi gian va tim huyét huéng dan khoa hoc

cho hoc vién trong qua trinh thuc hién luan van nay.

Nhan day, hoc vién Xin chan thanh cdm on cac anh, cdc chi va céac ban 16p
Cao hoc M19CQIS01-B, chuyén nganh Hé thong thong tin, Hoc vién Cong nghé
Buu chinh vién thong da ludn dong vién, gitip d& va nhiét tinh chia sé véi hoc vién
nhirng kinh nghi¢m hoc tap, cong tac trong sudt khoa hoc.

Cubi ciing, hoc vién mudn giri 151 cam on t&i gia dinh, ban bé, nhitng ngudi
than ludn bén canh va dong vién hoc vién trong sudt qua trinh thyc hién luan vin t6t
nghiép.

Mic du hoc vién da cb gz“'lng hoan thién luan van b::ing tat ca su nhiét tinh va
nang luc ctia minh, song luan van nay khong thé tranh khoi nhitng thiéu sét, kinh

mong duoc su chi dan cia cac quy thay c¢6 va cac ban.

Ha N¢i, ngay 10 thang 9 nam 2021
Hoc vién

Pong Thanh Tu



LOI CAM DOAN

Luan van Thac s1 “TiM HIEU HE THONG DATA WAREHOUSE VA UNG DUNG CUA
CHUNG chuyén nganh Hé thdng thong tin 13 cong trinh cta riéng hoc vién, chua
duoc su dung dé bao vé mot hoc vi nao.

Hoc vién xin cam doan rang sé liéu va két qua nghién ctru trong luan van nay
la trung thuc va khong tring ldp voi cac dé tai khac. Luan van da sir dung thong tin
tir nhiéu nguodn dir liéu khac nhau va céac thong tin trich din trong luan vin da dugc

chi rd nguén goc.

Ha N¢i, ngay 10 thang 9 nam 2021
Tac gia

Pong Thanh T
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MO PAU

Trong thoi dai cach mang cong nghiép 4.0, khi ma nhirmg yéu t6 c¢bt 161 1a Tri
tué nhan tao (AI), van vat két ndi — Internet of Things (IoT) va dit liéu 16n (Big
Data) lu6n 1a xu huéng hang dau gitp tu dong hoa xur tri va trao doi thong tin, dit
lidu. Big Data chtra trong minh rat nhiéu thong tin quy gid ma néu trich xuat thanh
cong, no s& gitp rat nhiéu cho viéce: kinh doanh, nghién ctru khoa hoc, du doan cac
dich bénh sip phat sinh... Chinh vi thé, nhirg dir liéu nay phai dugc thu thap, to
chire, luu trit, tim kiém, chia sé theo mot cach khéac so vdi binh thuong.

Céc doanh nghiép dé c6 duge su thanh cong cuia minh, nhét thiét can vao su
quyét dinh dung din cua cic nha quan tri doanh nghiép, viéc quyét dinh dya trén
nhirng s6 lidu lién quan va cach t6t nhat dé c6 nhanh cac dit liéu lién quan, tim kiém
cac minh ching nay 1a phai c6 mét kho dir liu va do 1a Iy do su ra do1 cua Data
warehouse.

Data warehouse thuc hién qué trinh truy cap dir liéu tir cac ngudn khong
ddng nhat, 1am sach, loc va chuyén d6i dir liéu, luu trit dit liéu theo ciu tric dé dé
dang truy cap, hiéu 3 va st dung. Tu nguén dir liéu o khép moi noi, hé théng s€
kiém so4t va ra quyét dinh cu thé theo yéu cau.

Kho dit liéu 1a mot hudng cong nghé méi duoc st dung phd bién cho cac bai
toan 16n hién nay nhu: y té, bao hiém, ngan hang, dan sd, vién théng.... Viéc xay
dung kho ditr li¢u khong nhiing gitup luu trit mét lugng thong tin 16n hang ngay ma
con giup cho cac nha quan 1y co thé trich rat ngudn tai nguyén mot cach nhanh
chong, chinh x4c. Py ciing 1a kién thirc rat hitu ich va can thiét dé co thé khai thac
ngay mot hiéu qua céc thanh tyu tin hoc.

Véi myc dich, dua nhirng tién bd khoa hoc, cong nghé vao phuc vu cho cudc
song, hoc vién xin chon dé tai nghién ctru “Tim hiéu hé thong Data warehouse va
ung dung cua chung”.

Luan van tdp trung vao nghién ctru tong quan vé Data warehouse va xay

dung mot phan mém Ung dung nham tim ki€ém céc thong tin lién quan dén Bdo hiém



y t& nganh Céng an dugc luu trong co s& dit liéu cua Hé thong thong tin giam dinh
bao hiém y té.
Noi dung cua luan vin bao gom 03 chuong:
Chuong 1: TONG QUAN VE DATA WAREHOUSE
Chuong 2: XAY DUNG THUAT TOAN GIAU THONG TIN MAT TRONG CO SO
DU LIEU DATA WAREHOUSE
Chuong 3: PE XUAT THUAT TOAN GIAU THONG TIN MAT VA UNG
DUNG TRONG NGANH Y TE

Cuoi cung la phan két luan va cac tai li¢u tham khao.



Chuong 1 - TONG QUAN VE DATA WAREHOUSE

1.1. Khai niém CSDL phéan tan, kho dir li¢u
1.1.1. M6 hinh CSDL phéan tan

Co sé dir lidu 1 mot trong nhimng ndi dung rat duge quan tam trong qua trinh
xay dung cac hé thong thong tin, dic biét 1 hé thong thong tin quan 1y.

Co s& dit liéu phan tan (Distributed DataBase — DDB) 1a mét tap hop nhiéu
co so dit liéu co lién d6i logic va duge phan bd trén mot mang may tinh. Vi khai
niém nay, c6 02 thuat ngir quan trong trong cac dinh nghia la “lién dadi logic” va
“phan bd trén mot mang may tinh”.

- Lién ddi logic: Toan bd dir li€u cua co sé dit liéu phan tan ¢ mot s6 cac
thudc tinh rang budc chiing voi nhau. Piéu ndy gitip ta ¢ thé phan biét mot co sd
dir liéu phan tan vé1 mot tap hop co s¢ dit liéu cuc bd hoac cac tap tin luu trit tai cac
vi tri khac nhau trong mot mang may tinh.

- Phan bd trén mot mang may tinh: Toan bd ditr li€u cua co s¢ dit li¢u phan
tan khong dugc luu trit & mot noi ma luu trit trén nhiéu tram thudc mang may tinh.

Diéu nay gitp phén biét co s¢ dit liéu phan tan voi co so dit lidu tap trung don 1é.

Hinh 1.1. So' d6 co sé¢ dir liéu phan tin



HE quan tri co s dir liéu phan tan (Distributed Database Management
System D — DBMS) dugc dinh nghia 1a mot hé théng phdn mém cho phép quan 1y
cac hé co so dir liéu phan tan va 1am cho sy phan tan trd nén “trong subt” ddi voi
nguoi st dung.

H¢ co so dir liéu phan tan (Distributed DataBase System — DDBS) dugc xay
dung dua trén hai cong ngh¢ co ban la co s¢ dir li¢u va mang may tinh. Mot hé co
s¢ dit liu phan tan khong phai 1a mot “tap hop céac tap tin” dugc Itu trir riéng 1€ tai
mdi nit cia mot mang may tinh. Dé tao ra mot hé co s dit liéu phan tan céc tap tin
khong chi co lién déi logic ma chiing con phai ¢6 cdu trac va duoc truy xuit qua
mot giao dién chung. C6 02 h¢ co s& dir liéu phan tan:

- H¢ co s¢ dir li¢u phan tan khong thuan nhat: co s& dit liéu cuc bd & cac noi
(Site) khong dung chung mot h¢ quan tri co s¢ dir licu.

- Hé co s¢ dir li¢u phan tan thuan nhat: co s& dir liéu cuc bd & tat ca cac noi

(Site) déu dung chung mot hé quan tri co so dit liéu.

1.1.2. Pinh nghia kho dir liéu (Data warehouses)

Néu nhu co so dit liéu duoc vi nhu cai ta sach c4 nhan, noi nguoi ta thuong
xuyén tra ctiu, cap nhat, hi¢u dinh, ghi cha vao 18, thém méi hoac chuyén sach di,
thi kho dit liéu lai dugc so sanh véi thu vién qudc gia, noi cac tai liéu kinh dién
duoc dua dén lién tuc dé luu trit va tham khao, khong ai stra chita hodc chuyén
chting qua chd nao khéc ca.

Kho dir liéu (Data warehouse) 14 tuyén tap cac co sd dir liéu tich hop, hudng
chu d&, duoc thiét ké dé hd trg cho chirc ning tro giup quyét dinh. Kho dit liéu
thuong rat 16n t6i hang trim Girabyte hay tham chi hang Terabyte. Kho dit liéu
duogc xay dung dé tién loi cho viée truy cap theo nhiéu nguén, nhiéu kiéu dix liéu
khac nhau sao cho c6 thé két hop dugc ca nhitng Gng dung cua cac cong nghé hién
dai va ké thira duoc tir nhiing h¢ théng dd c6 san tir trude.

Kho dit liéu duoc hiéu 1a kho lwu trit dit liéu bang thiét bj dién tr ciia mot to

chuc. Kho dir liéu chinh 1a hé quan tri co sé dir liéu chuyén dung dé tao bdo céo va



phan tich dir liéu. N6 vira hd tro cac truy van phirc tap, vira 1a diém tap trung dir liéu
tir nhiéu ngudn khac nhau dé c6 duoc thong tin phan tich diy d nhat.
Céu tric cia mot kho dir liéu bao gdm ba tang:
- Tang day: 1a noi cung cap dich vu va lay dir liéu tir nhiéu ngudn khac
nhau, sau d6 chuén héa, lam sach va luu trit dit liéu da tap trung.
- Tﬁng gifra: cung cép cac dich vu dé thuc hién céac thao tac véi kho dit liéu
goi la dich vu OLAP (OLAP server). C6 thé cai dat béng Relational
OLAP, Multidimensional OLAP hay két hop ca hai mé hinh trén Hybrid
OLAP.

- Tang trén cung: noi chira cac cau truy van, bao cdo, phan tich.

Data Source Data Warehlouse Analysis

Hinh 1.2. So d6 chung kho di li¢u

Hinh 1.2 m6 ta kién tric co ban cua Data warehouse, dua trén nguyén tic 1a
xay dyng mot kho dir lidu théng nhat tir nhidu ngudn dir liéu khac nhau dé phuc vu
truy van.

Nhu vay c6 thé thiy, Data warehouse 12 mot co s dit liéu quan hé duoc thiét
ké hudng t6i truy van, phan tich dit liéu mot cach chinh xéac trén tap dir liéu 16n.
Data warehouse con 1a noi luu trir cac dit liéu giao dich c6 tinh lich sir dugc thu
thap, xir Iy tir nhiéu ngudn khac nhau. Data warehouse ngoai mot co s dir liéu, thi
can rat nhiéu thanh phan bd sung dé tao nén mot cu tric hoan chinh, gdm tap hop

cac bo cong cu c6 nhiém vu xur 1y, thu thap va dua dir liéu vao kho, cong cu tao bao



c4o, data mining... Data warehouse 13 yéu t6 co ban, dong vai trd then chdt trong
viéc tap hop, xtr 1y dit liéu tho, do dir liéu co thé dén tir nghiéu ngudn khac nhau,
dan dén viéc dit liéu khong déng nhét. Bén canh d6, khéi luong dir li€u s€ tang
nhanh theo thoi gian, diéu nay din dén qua tai va giam dang ké kha ning truy xuat.
Viéc xay dyng Data warehouse 14 cong doan dau tién va co ban trong qua trinh tich
hop hé théng bao cdo quan tri thong minh, tir d6 hé thdng béo céo cé thé truy xuat,
xtr 1y dir liéu mot cach nhanh chéng va dé dang.

Cong nghé kho dir liéu (Data warehouse Technology) 1a tap cac phuong phap,
k¥ thuat va cac cong cu co thé két hop, hd trg nhau dé cung cip thong tin cho ngudi
str dung trén co s¢ tich hop tir nhiéu ngudn dir liéu, nhidu moi tredng khac nhau.

1.2. Xir ly phén tich true tuyén

Kho dir liéu cho phép ngudi ding & mirc quan 1y, ra quyét dinh thuc hién cac
phép phén tich twong tac voi data biang hé théng xir Iy phan tich truc tuyén (OnLine
Analytical Processing - OLAP). Trong khoa hoc mdy tinh, xir 1y phan tich truc tuyén
12 mot phuong phap dé xir 1y cac truy van vé phan tich khéi luong dir liéu 16n, nhiéu
chiéu ma néu cho thuc thi cic truy vn nay trong hé thdng co s& dir liéu thong

thuong s& khong thé cho két qua hodc s& mét rat nhiéu thoi gian.

Hinh 1.3. So' @6 xir Iy phén tich true tuyén



Can cr vao cach thic luu trit dit liéu, ngudi ta thudng tiép cAn mé hinh dir
lidu da chiéu theo 3 hudng sau:

- OLAP kiéu quan hé (Relational OLAP — ROLAP) luu trit dit liéu trong co
s¢ dir liéu quan h¢, dung cau 1énh SQL dé thuc hién cac tinh nang cua OLAP.

- OLAP da chiéu (Multicdt I6p OLAP — MOLAP) luu trit dit liéu duéi dang
file c6 cAu tric dic thu va thuc hién cac tinh nang OLAP trén cAu tric nay. Mac du
bi han ché vé luong dir liéu luu trit va xt 1y duoc so voi ROLAP, MOLAP thudng
cho hiéu nang tot hon trong cac phép truy van hodc tong hop so lidu vi dit liéu dugc
thiét ké t6i wu cho truy van OLAP trong khi ROLAP phai thong qua co s¢ dit liéu.

- OLAP lai (Hybrid OLAP — HOLAP) két hop hai cong nghé ROLAP va
MOLAP noi trén, tan dung kha nang luu trir cia OLAP va kha ndng xur 1y cua
MOLAP. Vi du HOLAP s& luu dit liéu chi tiét trén co s& dir liéu quan h¢ con dir
liéu tong hop hon dé truy van cho nguoi dung duge Iuu trén khong gian MOLAP.

1.2.1. Cac tinh nang ciia OLAP

Nhu d4 néi ¢ trén, tinh chat co ban cia mo hinh dit liéu da chiéu 1a cho phép
ngudi dung quan sat dir liéu trén nhiéu phuong dién khac nhau, & cac muc do chi
tiét khac nhau. OLAP cung cép mot sb tinh nang cho phép thuc hién diéu do, cu thé:

- Tinh ning nhin xa (roll-up) bién tiéu chi tir mirc chi tiét sang mic tong hop
dé hién thi cho nguoi dung, dugc thuc hién khi di tor muc thép 1én muc cao trong
ciy phéan cap hodc giam sb cit 1op xudng.

- Tinh nang dao sau (drill-down) thuc hién ngugc lai véi nhin xa, tic 1a di tr
murc tong hop cao dén mirc chi tiét hon.

- Tinh ning dao chiéu (pivot hodc rotate) bién hang thanh cot, cot thanh hang
gitip cung cap cho ngudi ding mot cach thé hién dir liéu khac.

- Tinh ning cit 14t mong (slice) thuc hién cit ldy dir liéu mot 16p cit cu thé
trong mot cat 16p.

Ngoai 5 tinh ndng co ban trén, cac by cong cu OLAP trén thi truong cling
cung cip thém mot loat cac tinh ning hd tro khac nhur cac phép toan sé hoc, thong

ké, cac phép toan kinh té. ..



1.2.2. Cdc thanh phin OLAP sir dung

Nhitng thanh phén ma OLAP sir dung dé thyc hién cac dich vu bao gém:

- Nguon dir liéu: cac co s dit liéu OLAP va cac ngudn dit liéu hop 1& khac
chura cac dir liéu 6 thé chuyén doi thanh di liéu OLAP trong kho Iuu trif.

- Kho trung gian: noi luu trix va xir Iy dir liéu duoc tip hop sau d6 duge séip
xép, sang loc va chuyén doi thanh dir liéu OLAP hiru ich.

- MA&y chii lwu triv; cc may tinh chay co so dit liéu lién két chta cac dir liéu
cho kho luu trir va cdc may chu quan ly dir licu OLAP.

- Ung dung théng minh: cac bd cong cu va tng dung thuc hién truy véan dir
lidu OLAP cung cip céac bao céo, thong tin cho nhiing nguoi ra quyét dinh.

- Siéu dir liéu: cac ddi tuong nhu cac bang, biéu trong co sé dir liéu OLAP,
cac khdi trong kho luu trit dit lidu va cac ban ghi ma tng dung tham chiéu tdi cac
doan dir li€u khac nhau.

1.3. Dir liéu Data warehouse

Data warehouse 1a tap hop dit liéu twong ddi 6n dinh, khong hay thay doi,
cap nhat theo thoi gian, dugc tich hop theo hudéng chu dé nham hd tro qua trinh dua
ra quyét dinh vé mit quan ly. Mot Data warehouse dién hinh s&:

- Chira mot sb lugng 16n dir liéu c6 lién quan t6i cac giao dich trong qua kh.

- Puogc t6i uu hoa cho cac thao tac doc trong cac yéu cau truy van dir liéu,
diéu nay doi 1ap v6i céac co sé dir liéu trong cac hé¢ théng xur ly tac vu duoc thiét ké
dé hd tro c4c thao tac thém, xda, stra dir liéu.

- Buoc nap cac dir liéu méi hoac dir liéu dugc cap nhat mot cach dinh ky.

- La nguon dit lidu co ban cho cac ung dung quan tri thong minh (Business
Intelligence - BI).

1.3.1. Cac dic trung cua kho dit liéu

Kho dit liéu 1a mot tap hop dir liéu hudng chu dé, toan ven, khong bi 1o ri
mat mat va c6 gia tri lich st. Cu thé cac tinh chat d6 nhu sau:

- Tinh hudéng chii dé (Subject — oriented) nghia 14 kho dit liéu tap trung vao

viéc phan tich cac yéu ciu quan 1y & nhiéu cAp d6 khac nhau trong quy trinh ra



quyét dinh. Cac yéu ciu phén tich nay thuong rat cu thé. Vi du: cac cdng ty phan
phdi s& quan tam dén tinh hinh kinh doanh, doanh nghiép vién thong quan tim dén
luu luvong dich vu...

- Tinh toan ven (Integrated) giai quyét cac kho khan trong viéc két hop dir
liéu tir nhiéu ngudn dit liéu khac nhau, giai quyét cac sai khac vé tén truong dit lidu
(dir liéu khac nhau nhung tén gidng nhau), ¥ nghia dit liéu (tén gidng nhau nhung
dir liéu khac nhau), dinh dang dit liéu (tén va y nghia giéng nhau nhung kiéu dit liéu
khac nhau).

- Tinh bat bién (Nonvolatile) quy dinh rang dir liéu phai thong nhét theo thoi
gian (bang cach han ché ti da sira doi hodc xoa dif liéu), tir d6 1am tang quy mo di
lidu 1én dang ké (5-10 nim so v&i 2 dén 6 thang nhu co s dit liéu thong thudng)

- Gia tri lich str (Time — varying) 1a kha nang liy cac gia tri khac nhau cia
clng mot thong tin va thoi diém xay ra thay doi. Vi du: thong tin dia chi, email, s6
dién thoai cta khach hang c6 thé thay d6i, nhung viéc thay dbi d6 khong duoc phép
tac dong dén gia tri bao cdo, phan tich thuc hién trudc khi sy thay doi xay ra.

1.3.2. Kién trisc hé thong Data warehouse

Data warehouse 1a mot co s¢ dir liéu quan hé dugc xay dung cho muc dich
truy van va phén tich dir liéu mang tinh lich sir, n6 khong phai 13 loai co s dir liéu
giao dich.

Khac véi co s¢ dir liéu giao dich thong thuong, Data warehouse duogc bod
sung thém bd cong cu két xuat, chuyén d6i va tich hop dit liéu (Extraction
Transformation Loading — ETL) bd phan tich dir liéu truc tuyén OLAP va cic cong
cu quan tri cac tién trinh thu thap dir lidu. Dac biét, Data warehouse duogc td chuc

nang cao theo cac chii dé Data Mart
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Hinh 1.4. Thanh phin co béan ciia Dataware house

> Tang xu ly dit liéu (Extraction Transformation Loading — ETL) 1 ting thap
nhat, an di voi nguoi dung cudi, bao gdm 3 budc:

- Budc thu thap (extract) gom gop dit lidu tir nhiéu nguon khac nhau vé. Céc
nguén nay cé thé 1a co s& dit liéu hé théng nghi¢p vu (MS SQL, mySQL, Oracle,
DB2...), ciing c6 thé 1a file & cac dinh dang khac nhau (CSV, fix-length, excel,
XML...), c6 thé 1a dir liéu ndi bod hodc tir bén ngoai. Mot hé théng xir 1y dit licu tdt
phai dam bao twong thich véi cac nguodn dit liéu thong dung nay.

- Bu6c chudn hod (transform) bién d6i dir liéu tir dinh dang ngudn sang dinh
dang cua kho dir li€u, bao gém cac budc nho:

+ Budc don dep (cleaning) xoa cac ban ghi bi sai, 16i va chuyén hoa dir
lidu vé dinh dang chudn chung.

+ Budc tap hop (integration) cit got dir lidu c6 chung y nghia tir nhiéu
ngudn khac nhau vé mot khung duy nhat.

+ Budc tong hop (aggregation) tong hop dit lidu dua vao do chi tiét cia
kho dir liu.

- Budc nap d liéu (load) ghi dir liéu da duogc chuin hoa vao kho dit liéu.
Budc nay bao gdm ca qua trinh cap nhat thay doi tir hé théng nghiép vu vio kho dir

liéu, dam bao so6 li€u bdo cao luén dugc cap nhat.
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> Tang kho dir liéu (Data warehouse) dimg & trung tdm mot hé théng kho dir
licu lam nhi€ém vy luu trr dr liéu bao quanh tt ca cac hoat dong. Kho dir licu
thudng bao gdbm mot hodc nhiéu phan khu dir liéu, voi mdi phan khu dit liéu chinh
la kho di¥ li¢u thu nhé tap trung vao mot nghi¢p vu nhat dinh nao doé cua doanh
nghi¢p. Ngoai nhiém vu luu trit dir 1iu, tﬁng kho dir liéu con c6 mdt thanh phﬁn
khéc rat quan trong goi la siéu dir liéu (metadata). Siéu dir liéu lai dugc chia lam 2
nhom la nhom siéu dir liéu nghiép vu va siéu dir liéu k¥ thuat.

- Si€u dir liéu nghi€p vu (business metadata) moé ta y nghia dir li€u, cac luat
va rang budc tac dong 1én dir liu.

- Siéu dir liéu k¥ thuat (technical metadata) mo ta cach thirc to chirc, luu trit
va diéu khién dir liéu trong hé thdng mdy tinh.

Trong pham vi kho dir li€u, siéu dir liéu k¥ thuat duoc st dung dé mé ta
thong tin vé kho dit liéu, vé dir liéu nguén va cac tién trinh xur 1y dit liéu. Cu thé:

+ Siéu dir liéu mo ta cu trac kho dir liéu va cac phan khu dir 1liéu & mitrc
logic va muare vat ly. Ngoai ra n6 con chira thong tin bao mat dir liéu va
cac thong tin giam sat.

+ Siéu dir liéu mo ta dir liu ngudn, cling & muc logic va vat Iy

+ Siéu dir liu mo ta céc tién trinh xtr Iy dit liéu, bao gdm ca gdc gac dir
liéu, cac luat thu thap, 1am sach, chuyén ho4 dit liéu.

> Tang khai thac dir lidu (User) chtra cac cong cu cho ngudi dung cudi khai
thac, st dung cac dir liéu trong kho dir li¢u. Mot sb cong cu chinh:

- Bao cao OLAP (OLAP tool) 1a bao cao dong cho phép nguoi dung sir dung
cac tinh ning cia OLAP dé tao bao cao. Céc truy van dot xuat nay duoc goi 13 truy
van tuy bién (adhoc query) vi hé thong khong hé duoc chuan bi trude cho thao tac
ctia ngudi dung. Bao cao OLAP dugce sir dung khi nguoi dung mudn cac thong tin
cat 16p, chuyén sau hodc toan canh trudc khi ra quyét dinh.

- Bao c4o tinh (reporting tool) 13 cic béo cdo co cau truc, format, st dung
truy van duoc dinh nghia trudc do, doi khi bao gém ca biéu dd. Béo cdo tinh duogc

st dung khi nguoi ding muén xem cac thong tin danh gia, diéu hanh.
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- BO cong cu khai pha dir liéu (data mining) cho phép ngudi dung phan tich
dir lidu dé tim ra cac thong tin quy gia con bi an dau, vi du nhu cic xu hudng, céc
mau chung.

Data warchouse va hé théng phan tich dit lidu truc tuyén cung cip cac giai
phap dé giai quyét cac van dé trén. Ddng thoi, Data warchouse ciing cung cip
phuong phap tiép can luu trir s6 lidu tir cac ngudn khac nhau vao mot kho luu trir
duy nhét.

1.3.3. Quy trinh xdy dung kho dir liéu

Extrac | |Filter | |Validat Merg Aggregat
e
T T,
—_— Archive Load
Target ¢ —
(ow)
— —

Hinh 1.5. Cac bwdrc tao 1ap kho dir liéu

Hau hét moi hé théng/du an cong nghé thong tin, chiing ta déu xem xét dua
trén 3 khia canh: cau trac (Structure), dir liéu (Data), tién trinh (Process). Vi vay,
khi xay dung mot hé thong Data warehouse chung ta ciing phai can nhic 3 khia
canh nay.

- Dir liéu-Data:
+Can thong tin gi dé hd tro ra quyét dinh? O cp d6 nao?
+Dir liéu duoc 1ay tir dau? Pinh dang nhu thé nao?
+Do 16n dir lidu? Murc d6 ting tudng dir liéu nhu thé nao? Céan bao nhiéu

khong gian dé chira?
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- CAu trac-Structure:
+Dir liéu can xay dung theo nhitng chiéu nao dé phuc vu qué trinh phan
tich?
+Cau trac dir liéu nao phu hop v6i nhu cau?
- Tién trinh-Process:
+Tién trinh Extract-Load-Transform dugc thuc hién nhu thé nao? Dat &
dau? Lap lich nhu thé nao?
+Tién trinh Aggreation can diéu kién gi dé chay? Entry-point?
+Co nhitng loai ngoai 1 nao can xir 1y? O cap d6 nao?

Tom lai, Data warehouse 1a mot kho dir liéu duoc luu triv bﬁng hé théng dién
tir ciia mot td chire, né duge thiét ké dé hd tro viéc phan tich, tim kiém va lap bao
c40. Data warehouse cung cap cac lgi ich sau téi nhitng ngudi ding:

- Dit liéu duoc to chirc dé tao thuan loi cho cac truy van phan tich chtr khong
phai cho viéc xur Iy céac giao dich.

- Su khac biét vé cau tric dit lidu duge luu trit trén nhiéu nguff)n dir liéu
khong dong nhat s& duoc giai quyét.

- Nhiing quy tic thong nhét s& dugc dp dung khi hop nhat dit liéu tir cac hé
thong khong dong nhit sang Data warehouse.

- Tinh bao mat va hiéu suit co thé dugc cai thién ma khong can phai thuc
hién bét ky sira doi nao trén hé thong dir lidu gbc.

Trong cong nghé cham séc y té va dic biét dbi voi cac hé théng anh tu liéu,
mo hinh gidu tin trong anh rat phu hop trong viéc ung dung kho dit liéu Data
warehouse. O ddy, ngudi ta phan chia dit liéu anh tir tiéu dé nhu 14 tén cia bénh
nhan, ngay, va tén bac si theo doi vv... C6 nhitng luc duong link giira anh va bénh
nhan khong két ndi dugc. Do d6, viée nhing (embedding) tén bénh nhan vao trong
anh c6 do an toan rat cao [1, 6]. M{t cau hoi dat ra 1a viéc nén dir liéu c6 lam anh
hudng dén d6 chinh xac ctia két qua chan doan tir bac si hay khong? Cau tra 1o 1a
khong. Mot van dé khac ndi 1én lién quan dén cong nghé chim soc strc khoe 1a gidu

cac thong diép vao trong cac diy DNA [14]. Piéu nay thudng dugc dung dé bao vé
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cai goi la tri tué trong y hoc nhu 1a sinh hoc phan tir hay dugc goi la cac Gen
(genetics). Hé thong gidu tin mat ciing rat co ¥ nghia dbi véi Data warehouse, mot
trong hé co s& dit liéu chuyén nganh phuc vu nhiéu muc dich khac nhau trong d6 c6
An ninh Qudc gia.

Pé ung dung Data warehouse vio trong linh vuc y té ctia nganh Cong an,
ching ta can bd sung thém phan an toan — bao mat thong tin cho hé théng. Do dic
thu cia nganh y té trong luc lwong vii trang noéi chung va trong nganh y té Cong an

noi riéng. Chuong 2 s€ giai quyét van de€ nay.
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Chwong 2 - XAY DUNG THUAT TOAN GIAU THONG TIN
MAT TRONG CO SO DU LIEU DATA WAREHOUSE

Ta hinh dung Data warehouse nhu 1a mét rimg con ctia mét rimg 16n, gdm
cac cdy can quan tAm ndo dé trong mot rimg. Mdi “cay” trong Data warehouse c6
nhirng dic tinh chung nao d6 nhung ching c6 nhitng dic diém riéng biét can duoc
gitr bi mat. Nhu vay, mdi ciy trong Data warehouse dugc coi nhu 1 mot thong bao
(message) trong do c6 nhitng dir li€u hoan toan dugc cong khai nhung ciing co
nhing dir liéu c6 tinh riéng tu can phai giit bi mat. Van dé dat ra, 1am sao tat ca déu

dugc cong khai ma van gitt dugc bi mat riéng tu?

C6 thé c6 mot sé phuong phap khac nhau dé giai quyét bai toan do, trong
pham vi nghién ctru ctia luan van, hoc vién dé xuat mot phuong phap kha don gian
d6 1a: gidu dit lidu can giit bi mat vao trong anh s6. Nhu vay mdi cdy trong Data
warehouse 1a mot thong diép chtra anh s6. Tir d6, hinh thanh mot hé théng Data

warehouse gdm céc anh sb cung cac quan hé giira ching.

Bai toan dit ra 1a xdy dung mot hé thong giau tin mat trong anh sao cho phan

bao mat dugc bao vé an toan.

2.1. Tong quan vé gidu tin
2.1.1. Khdi niém gidu tin
“Giau tin” 1a mot k¥ thuat nhung (Embedding) mot luong thong tin s6 nao dé
vao trong mot doi tuong dit licu s6 khac. K¥ thuat giéu tin nham hai muc dich: Mot
14, bao mat cho dir liéu duge dem gidu. Hai 13, bao vé cho chinh d6i trgng mang tin
gidu. Hai muc dich khac nhau nay dan dén hai k¥ thuat chu yéu cua gidu tin. D6 1a
gidu tin mat (Steganography) va thity van sé (Watermarking).
- K¥ thuat gidu tin mat (Steganography): Vi muc dich dam bao an toan va
bao mat thong tin duoc gidu. Cac k¥ thuat gidu tin mat tip trung vao viéc sao cho
thong tin gidu duoc nhiéu va ngudi khac khé phat hién ra thong tin c6 duge gidu

bén trong hay khong.



16

- K§ thuat thuy van s (Watermarking): Vi muc dich bao mét cho chinh cac
dbi tuong gidu tin. Pam bao mot s cac yéu cau nhu: tinh bén vimng, khang dinh ban
quyén s& hitu hay phat hién xuyén tac thong tin. ..

Moi trudng gidu tin bao gdm gidu tin trong anh, trong audio, trong video,
trong van ban dang text... Dé thuc hién gidu tin, can xdy dung duogc cac thi tuc gidu
tin. Cac thi tuc nay sé& thuc hién viéc nhiing thong tin can gidu vao méi trudng gidu
tin. Cac thu tuc giéu tin thuong dugc thuc hién voi mot khoa giéng nhu cac hé mat
mi dé tang tinh bao mat. Sau khi gidu tin ta thu dugc ddi tugng chira thong tin gidu
(Steganography) va c6 thé phan phéi ddi trong do trén kénh thong tin.

Gi4u thong tin vao phuong tién chira va tach 1y thong tin 13 hai qua trinh trai
nguoc nhau va c6 thé mé ta qua so dd khdi cta hé thdng trong do:

- Ban tin mat: C6 thé Ia vin ban hodc tép anh hay bat ky mot tép nhi phan nao
trong qua trinh xtr ly, chling ta déu chuyén chiing thanh chudi céc bit.

- Phuong tién chua: la cac file anh, text, audio... dugc dung dé lam méi
trrong nhung tin mat.

- Khoa bi mat K: 1a khoa viét mat tham gia vao qua trinh gidu tin dé ting tinh
bao mat.

- B0 nhtng théng tin: la nhitng chuong trinh, thuét todn nhing tin thuc hién

vi€c giau tin.

- Péu ra: 1a cac phuong tién chia di cé tin gidu trong d6 (dugc goi la

Steganography).

Phwong
tién chlra
(audio,
anh, video)

Phwong
tién chlra
da giau

Hinh 2.1. So' d6 khéi qua trinh gidu tin
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Tach thong tin tir cic phwong tién chira dién ra theo quy trinh nguoc lai. véi
dau ra 1a cac thong tin di dugc gidu vao phuong tién chira. Phuong tién chtra sau

khi tach lay thong tin c6 thé duoc sir dung, quan 1y theo nhimng yéu cau khac nhau.

Phwong tién Bogiai "

nian tin

Kiém
Ban tinmat |- : .
dinh ma

Hinh 2.2. So' d0 khéi qua trinh giai mi

Sau khi nhan duoc ddi tuong la phuong tién chira cé giéu thong tin, qua trinh
giai ma dugc thye hién thong qua mot b gidi ma tuwong rng véi bd nhung thong tin
cung v6i khoa cia qua trinh nhung. Két qua thu duoc gdm phuong tién chira goc va
thong tin dd gidu. Sau do, thong tin d3 gidu s& dugc xu 1y, kiém dinh, so sanh véi
thong tin ban dau.

2.1.2. Ky thudt gidu tin trong dnh

Ngay nay, gidu tin trong anh chiém ti 1¢ 16n nhat hé thong gidu tin trong da
phuong tién. Gidu tin trong anh dugc thuc hi¢n bﬁng cach thay thé mot vai thong tin
it quan trong nhat cta cac diém anh gdc, sao cho chit lwong anh it bi anh hudng
nhit c6 thé.

K§ thuat gidu tin trong anh bao gdm hai qua trinh d6 1a:

> Qua trinh gidu tin vao anh
Dau vao:
- Thong tin gidu: tiy theo muc dich cta ngudi sir dung ma giau
thong tin & day co thé 1a thong diép, hinh anh, video, 4m thanh...
- Anh gbc: 13 anh dugc chon lam méi trudng dé gidu tin.

Pau ra: Anh da gidu dugc tin.

Théng tin
gidu

- P Thuit toan/ky
Anh goc -+ thuat gidu tin

Anh giau tin

y
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> Qua trinh tach tin tir anh giau tin
Dau vao:
- Anh giu tin.
- Khoa che giau.
Pau ra:
- Thong tin dugc che giau.

- Anh d3 tach tin.

Théng

tin dugc
giau

Kiém tra

Anh .| Thuat toan/ky
gidu tin thuat tach tin
A
Khoéa
che
giau

Anh gf')c

Hinh 2.4. So' @b tach tin tir anh gidu tin
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Qua trinh gidi ma dugc thuc hién thong qua thuat toan/ky thuat tach tin
tuong (mg voi thudt toan/ky thuat gidu tin cing véi khoa che gidu cua qua trinh
nhang. Két qua thu duoc gém anh di tach tin va thong tin da gidu. Thong tin di gidu
dugc kiém tra, so sanh voi thong tin ban ddu. Hién nay, di c6 nhiéu thuat toan gidu
thong tin vao anh sb ([5], [9], [10]). Trong pham vi dé tai luan vin hoc vién trinh
bay mot thuat toan do thiy gido hudng din cung hoc vién phat trién dua trén cong
cu toan hoc vé 1y thuyét truong Galoi va ma Hamming stra sai, sau ddy 1a nhirng ndi
dung co so:

2.1.3. Ky thudt gidu tin mat

Trong nhiing nim gan day, nhiéu phuong phap gidu tin mat da duoc dé xuét.
Phan 16n cac phuong phép st dung d6 1a phuong phap thay thé. Nhiing phuong
phap nay c6 gang tap trung khai thac cac bit it y nghia nhat (LSB). Su phat trién ciia
nhiéu Gmg dung d din dén cac k¥ thuat xay dung hé théng Steganography an toan
va bén viing. Tuy theo mirc do ing dung, ngudi ta chia k¥ thuat gidu tin mat thanh
hai 16p. Mot 16p gém cac phuong phap gidu tin mat trong thong tin lién lac va 1op
con lai lién quan dén bao vé ban quyén va xac thyc.

Hién nay, dang ton tai cic phuong phap giau tin sau day:

+ Phuong phap thay thé: thay thé cac phan du thira ciia vat mang dé gidu

thong di€p bi mat.

+ Dung k¥ thuat bién doi mién khong gian: nhing thong tin mat vao mién
tan s6 sau khi da bién do6i mién khong gian sang mién tan sb bang cac
phép bién ddi todn hoc nao do.

+ Cac ky thuat trai pho (Spread spectrum techniques): k¥ thuat nay bat
chuéc y tuong tir thong tin lién lac trai phd (Spread spectrum
Communication).

+ K¥ thuat lam méo vat mang (Distortion techniques).

+ Phuong phép tao vat mang.

+ Phuong phéap thong ké.



20

Tuy nhién, phuong phap dugc dung phd bién hon ca dé 13 02 phuong phap:
gidu tin trong mién khong gian (Spacial Domain) va gidu tin trong mién tan sd

(Frequeney Domain).

Bit-plane Hiding

Frequency Hiding

= | W

Destination

H
LSB

Hidden-Code

Density image image

Hinh 2.5. Gidu tin trong mién khéong gian Hinh 2.6. Gidu tin trong mién tin s6

Hé vat dugc ding dé gidu tin mat pho bién nhét hién nay thudng 1a cac anh
k¥ thuat sd: anh Bitmap va anh JPEG. Trong d6, giau tin trong anh Bitmap (BMP)
1a gidu tin trong mién khong gian con gidu tin trong anh JPEG 1a gidu tin trong mién
tan s6 - hay goi la gidu tin trong mién bién d6i.

O day, dé giau tin trong mién tan s6 ngudi ta phai chuyén mién khong gian
vé mién tan s6 qua phép bién ddi cosine roi rac hodc bién doi furie, bién d6i
wavelet, v.v. Dé don gian trong pham vi dé tai luan van nay hoc vién thyuc hién viéc
gidu tin trong mién khong gian, tirc 13 trong anh Bitmap (BMP).

2.1.3.1. K§¥ thuat giau tin vai khoa bi mat

Dinh nghia 1:

Mot mé hinh gidu tin mat 1a mot bo 5 thanh phan (C, M, K, E, D)= 6

Trong d6: C 1a tap cac anh gdc dung dé giau tin.

M 14 tap céac thong diép bi mat co thé thoa mén diéu kién /M/ < /C/
K 12 khong gian cac khoa cé thé.
E 12 khdng gian cac anh xa ex: C X M X k — C véi mbi k € K.
D 1a khong gian cac anh xa d«: C X k — M thoa man diéu kién:
di (ex (c, m, k), k)=m véimdime M, ceC, ke K

Nhuoc diém ctia mo hinh nay 13 phai giai quyét van dé trao doi khoa K.



21

2.1.3.2. K§ thuat gidu tin vai khda cong khai

Gidng nhu hé mat ma khoa cong khai: khoa cong khai duge ding dé ma hoa
thong diép, con khoa bi mat dugc ding dé giai ma. Khoa cong khai duoc luu trit
trén public database con khoa bi mat dugc ngudi nhan gilt bi mat, coi nhu khoa
riéng cia ngudi nhan.

2.1.3.3. Do an toan cua Hé théng gidu tin mat

Mot hé théng gidu tin mat (Steganography) duoc cho 1a khong an toan néu
ké tan cong co thé chtirng minh dugc sy ton tai cla thong diép mat dang duoc luu
trong anh goc (cover image). Vi vay, mot hé théng Steganography dugc cho 13 an
toan néu ké tn cong bang moi k¥ thuat va cong cu tinh toan van khd c6 thé phat
hién ra su c6 mat cua thong diép mat dang giau trong anh C. Sau ddy, ta s& mo ta do
an toan ciia mot hé théng Steganography bang cic mé ta toan hoc.

% Do an toan hoan hao (Perfect Security) [10]

Cho mot anh cover C tuy y, dugc coi la mot dai lugng ngﬁu nhién vdi phan
b xéc suat Pc(.). Sau khi nhung mot thong diép m vao anh goc C, ta nhan dugc anh
Stego S v6i phan bd xac suét Ps(.). Khi d6, ¢ do tinh khong hiéu qua cta thuit toan

gidu tin dugc ky hiéu la:

Pc(X)

D (Pc " Ps) = Z Pc(x)log2 1)
xeQ

R rang rang D (Pc || Ps) > 0 (xem [3])

Ps(x)

Ta c6 dinh nghia sau:

Dinh nghia 2: Gia st 6 = (C, M, K, E, D) 1a mot hé théng gidu tin mat. Khi
do, hé théng 6 duogc goi la & an toan chéng tai cac tin cong bi dong néu;

D(Pc||Ps)< & (E=0) )

Néu & = 0 thi 6 duoc goi 14 an toan 1y tudng (perfectly). Trong trudng hop
nay, ta c6: D (Pc||Ps) = 0. Theo B dé 1 trong [3] thi lic d6 ta c6 D (Pc||Ps) = 0
<=> P¢(.) = Ps(.). Do d¢, ké tan cong bi dong khong thé phan biét duoc dau 13 anh
C vadaula anh S.
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Dinh Iy 1: C6 ton tai hé thdng Steganography an toan hoan hao?

Chtng minh: Cho C 1a tdp hop céac day bit c6 do dai n, Pe(.) c6 phan bd déu
trén C. Ta ky hiéu e € C la mot thong diép do dai n. Nguoi gui A chon mot day ¢ € C
mot cadch ngau nhién va tinh:

S=Coe )

O day phép cong O & (3) 1a phép XOR. Két qua S ciing c¢6 phin bd déu trén

C. Do d6, Ps(.) = Pc(.). Do vay D (Pc || Ps) = 0. D6 14 diéu can chirg minh.
% Van dé phat hién anh chira thong diép mat (anh Stego)

Gia st f la mot anh xa tir C vao {0,1} duoc ky hiéu f: C—{0,1}, vdi tinh

chat : Ee) = { 1 néu C c6 chira thong diép mat (4)
(e) = ,
0 néu C khong chura thong diép mat

Nguoi ta st dung ham nay dé phan hoach cac anh trong C thanh 2 16p: 16p
gdém cac anh Stego va 10p con lai gdm céc anh cover. Qué trinh phan 16p dua vao
ham f (cho & (4)) c6 nhiéu thuat toan phan 16p cac dbi twong. Song du cho phén 16p
theo thuat toan nao ciing déu pham phai 2 sai lam:

- Sai lam logi 1 (ky hiéu 13 o) 14 sai 1am gay ra khi thyc té 1a 4nh C thudc 16p
thir nhat ttrc 13 16p cac anh gbc nhung ta lai gan cho né thudc 16p thi 2 tic 1a 16p
anh c6 chira thong tin mat (goi 1a x4c suat bac bo gia thuyét dung).

- Sai lam loai 2 (ky hiéu 1a 3) la sai 1am xay ra khi anh e € C c6 thong tin an
nhung ta lai quyét dinh n6 13 anh cover (anh gdc).

Pén nay, khong c6 mot phwong phap phan 16p nio 1am cuc tiéu hoa ca 2 sai
1am néu trén. Do do, nguoi ta mudn ¢ dinh gia tri sai 1am loai 1 a va cuc tiéu hoa
B. Ta co6 dinh 1y sau day:

Dinh 1y 2: Cho 6 1a mot hé théng Steganography théa méan & an toan. Goi p
1a x4c sut dé ké tdn cong khong thé do tim ra théng diép chira trong anh C va a 13
xéc suat dé ké tan cong do tim sai thong diép an sé thoa méan bat dang thirc sau day:

(datp=1—-0 — o cling bé thi B cang 16n).

Trong d6:  d(a, B)< &
d (o, B) = alog> 1%3 + (1-a) logz 1%1 ®)
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Dic biét néu o = 0 (gan nhu khong c6 sai 1am loai 1) khi 6 p>27¢

Chtng minh: dé chirng minh dinh 1y 2 ta phat biéu B6 dé sau day.

B6 dé 1. Cho Qo, Q1 12 hai bién ngau nhién duoc xac dinh trén tap hop Q véi
phan b xac suét 1an luot 1a Po, Por; con flaanh xatr Qvao T : f: Q — T.

Khi d6: D(Pro || Pr1) < D(Pqo || Paa)

Trong d6: Pro, Pt1 1an luot 13 phan bd xac suit cua f(Qo) va f(Q1), chung
minh (xem [10], pp 26-28).

Bay gio ta chiing minh dinh 1y 2.

Xét bién ngau nhién f(C) dugc xac dinh trong (4) va ky hiéu phan bd xéc
suat cua f(e) 1a He. Truong hop f(C) = 1. Ké tdn cong mac sai 1am loai I. Do d6
JJe(1)= a va JJc(0) = 1-a; Néu anh C khong chira thong diép mat thi anh cover ¢o
phan bd xéc suat Ps. Ta lai tinh phan bd xéc suat cua f(S) 1a JJs. Trong truong hop
do, f(S) = 0, ké tan cong mac sai 1am loai II vi anh ta khong do tim duoc thong diép

an trong d0, do vay JJs(0) = p va JJs(1) = 1-B. Vi vay:

Dc[[Js) X Je(q) loge J]C(Q)—'(l-cx)logz Loy alog: — = = d(a,p) (6)
qef0,1} JJs(a) p 1-B

Ap dung Bb & 1. Ta nhan duogc két qua d(o,B) = D(JJc|Js) < D(Pc||Ps) < &
D6 1a diéu can ching minh.
Chi y: 1) Trudong hop 0—0, ta ding quy tic De Loptals’ ta co
lim alog 2 - 0 (0O<B<1).Dodoéd,p)= Iogzi <¢
a—0 1-B B
Hay > 2%
2) B = 1-5 trong d6 & 14 xac suét sai lam loai I
Vidu: 1) Cho & =0,01. Khi do p=0,93 =93%, tic 1a xac suat sai 1am loai II
0=0,03=3%
2) Khi & = 0,001 thi B > 99%, tic 1a x4c suat sai 1am loai IT 1a 1%.

Dinh 1y 2 1 co s¢ dé danh gia chat luong ctia cac thuat toan gidu tin mét.
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2.1.4. Ky thudt gidu tin mdt trong cdc tep dnh Bitmap
Dén nay, da c6 nhicu thuat todn gidu tin an vao cac tép anh, nhung pho bién

nhat hién nay dang duoc Gng dung rong rii trén toan thé gi6i 1a k¥ thuat chén céac
bit thong tin an vao cac bit c6 ¥ nghia thip nhat (Least signifieant Bit — LSB) trong
phan dit liéu anh cta anh Bmp 24 bit mau. Do viéc thay dbi cac bit LSB chi gy ra
su thay d6i nho nhat ctia cac thanh phan mau ma mat thuong khong thé nhan biét
duge sy thay d6i d6. Vay cac tham sb can tinh toan khi 4p dung k¥ thuat chén bit
LSBlagi?

Th nhat, kich ¢& dir liéu mat cin giéu: khi mudn 4n mot doan vin ban hay
mot file dir liéu an bat ky vao mot file anh Bmp nao d6 ching ta cin dam bao rang,
chat luong va kich ¢ cua file anh d6 khong bi thay ddi. Vi vay, do dai téi da cua
doan van hoac tép dir licu an do (tinh ra bit) 12 bao nhiéu dé dat duoc yéu cau dit
ra? Vi phuong phap LSB ngudi ta da tinh duoc do dai toi da cua dit liéu 4n so véi
do dai cac LSB cua dir li€u anh la:

Lmax =~ 12,5% Lbmp

Trong do: Lbmp la d§ dai cua mdt file anh Bitmap mang thong tin. Ttc 1a

khong duoc gidu qua 1 bit dit liéu an vao mot diém anh (pixel).

Thi hai, xac dinh vi tri dit dir liéu an dau tién (goi 1a khoi diém gidu tin):
Khi mubn dit cac bit thong tin 4n vao mét file anh Bitmap, thi van dé dau tién la
phai xem dat théng tin 4n bat dau tir vi tri nao cua file anh 13 tot nhat? Ching ta biét
rang 32 bytes (256 bits) dau tién ciia mot file anh Bitmap dugc danh cho cdu tric
Header ctia n6. Tiép theo cdu trac Header nay 1 cic thong tin vé bang mau cua anh
ma chung ta goi chung céc thanh phan nay 1a phan chira thong tin vé anh, va do vay
chung ta khéng duge chén thong tin 4n vao d6. Do dai clia phan chira thong tin vé
anh nam & byte thu 11 sau cAu tric Header. Do d6, dit liéu 4n chi duoc phép chen
vao phan dit liéu anh cua file anh Bitmap. Hon nira, néu thong tin an dugc chén bat
dau vao vi tri tir Byte dau tién ctia phan dit liéu anh thi tinh bao mat khéng cao. Vi
vay, dé tang d6 bao mat cho dit liéu an thi dit liéu an nén duoc chén bat dau tir phan

dir liéu anh tai mot vi tri ngau nhién lién quan dén mat khau:
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Offset =f (c1, C2, ..., Cn)

Trong do: Cy, Co, ..., cn la ddy con cua day ky ty mat khau do dai N tuc la

n=1,2,...,N.

Vi du: néu N = 4 thi PSW[4] la mot mang céu triic 4 phan tir, véi mdi phan

tu la 1 ky tu ty nhién.

Thir ba, ma hoa thong diép trudc lic nhung vao anh mdi truong. Didu nay
dam bao an toan cho nhing thong diép can co do bao mat cao nhat dé dé phong dbi
phuong c6 thé phat hién va trich chon duoc thong diép trong anh Stego.

2.1.4.1. Giéi thiéu vé cau tric cua anh Bitmap (BMP)

Anh Bitmap duoc phat trién dau tién béi Microsoft Corporation va duoc luu
trit dudi dang doc 1ap véi cac thiét bi luu, cho phép Windows hién thi dit liéu khong
phu thudc vao khung chi dinh mau trén bat ky phan cimg ndo. Tép mé rong mic
dinh cua mdt file anh Bitmap 1a BMP. Anh BMP duoc st dung rong rai trén moi
truong Microsoft Windows va cai ung dung chay trén moéi truong Windows tu
phién ban 3.0 tré 1én. N6i tom lai, mét file anh BMP gdm 3 phan:

- Bitmap Header (tiéu dé anh);

- Palette (bang mau);

- Bitmap Data (dir li¢u anh).

2.1.4.2. Giau tin trong anh mau va da cap xam

Ta biét rang, viéc gidu tin trong anh den-tring dem lai hiéu qua thap vi viéc
bién ddi tir tring sang den (1 sang 0) hoic tir den sang trang (0 sang 1) rat dé tao ra
nhiéu cho anh. Vi vy, nguoi khac dé phat hién duoc anh Stego bang mat thuong.
Hon nita, viéc gidu tin trong anh den tring cho ty 1¢ gidu rat thap. Chang han, mot
buc anh den trang kich ¢& 3x4 chi co thé gidu duoc ti da 1a khoang 10KB dir liu
mat trong khi d6 mot anh 24 mau véi kich ¢& twong tu co thé gidu dugc tdi da 13
200KB. D6 d6, hién nay anh den trang it duoc dung dé giau tin, thay vao d6 ngudi
ta thuong dung anh mau hodc anh da cap xam lam anh méi truong (cover image) dé

giau tin.
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Dé lya chon anh mau va da cip xam 1am anh méi trudng cho viée gidu tin
mat, ching ta quan tdm dén bit it c6 y nghia nhat (Least Signifieant Bit) ma ta ky
hiéu 1a LSB. D6 1a bit c6 it anh huwdng nhit dén mau sic cta anh. Do vay, khi mdi
LSB bi thay d6i thi mau sic cta anh khong thay d6i dang ké so véi anh gdc ban dau
[10]. Nhung lam thé nao dé xac dinh duoc ddu 1a LSB cua mdi diém anh? Viée xéac
dinh LSB ctia mdi diém anh (pixel) ctia mot buc anh phuy thudc vao dinh dang cua
anh d6 va s6 bit mau danh cho mdi diém anh.

Qua trinh gidu thong tin trong anh mau va anh da cap x4m hoan toan tuong
tu nhu dbi v6i anh den-trang, chung chi khac nhau 14 & chd: ddi véi anh mau va da
cép xam, trude hét ta phai chon tir méi pixel dit liéu 4nh LSB dé tao thanh mot anh
nhi phan va duoc goi 1a anh thtr cAp. Ta st dung anh tht cip nay lam anh moi
truong dé gidu tin. Sau do, ta tra lai dung vi tri da trich chon vao anh ban dau dé thu
dugc anh két qua dugc goi 1a anh Stego.

- B6i voi anh 16 bit mau hodc 24 bit mau thi viée xac dinh LSB tuong ddi
don gian. Tuy nhién, d6i voi anh 8 bit mau trd xudng thi cong viée trd nén phrc tap hon.

- P6i v6i anh mau da cip xam thi bang mau cua né da duoc sip, trong do
nhitng cip mau trong bang mau co chi s6 chénh 1éch cang it thi ching cang giéng nhau.

Vi vay, ddi véi loai anh nay thi LSB cta mdi pixel dit liéu anh 1a bit cudi
cung cua mdi pixel dit liéu anh. Qua trinh tich LSB ctia anh da cip xam va thay d6i
cac bit nay bang thuat toan nhu thudt toan giau tin trong anh den trang s& lam cho
chi s6 mau cta mdi diém mau thay doi tang hodc gidm di chi mot don vi. Do do,
diém anh méi s& c6 do sang/tdi cua 6 mau lién trude hodc sau 6 mau cua diém anh
cli va bang mit thuong kho co thé phat hién dugc su thay doi d6. Thuc nghiém da
chi ra rang: ngay ca khi ta dao toan bo cac LSB ciia timg diém anh trong mot anh 8
bit da cap xam thi cling khong thé hién su khac nhau dang ké.

Truong hop anh nhd hon hodc bﬁng 8 bit mau, nhitng anh thudc loai nay bao
gd6m anh 16 mau (4 bit mau) va anh 256 mau (gém 8 bit mau). Khac v4i anh mau da
cAp xam, anh mau véi 4 bit mau hoic 8 bit mau khong phai luén ludn duogc sip xép

bang mau: nhitng mau lién ké nhau (trong bang mau) cé thé rat khac nhau. Chang
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han, mau den va mau tréng 6 thé duogc sép Xép ké nhau. Do d6, viéc xac dinh LSB
13 mot khé khan. Néu chiing ta ctr lam nhu d6i voi anh da cip xam, nghia 1a van 1y
bit cubi cung ctua mdi diém anh dé tao thanh anh thir cap thi mdi khi thay d6i 0 sang
1 (hodc ngugc lai, 1 sang 0) trén anh th cép thi ¢6 thé lam cho mau cta diém anh
gbc va cua anh Stego s& khac nhau rat nhiéu ma mat thudng c6 thé nhan biét dugc
mac du mau cua ching cling chi ting (hodc giam) mot bit ma thoi.

Dé gai quyét van dé nay, ching ta can sap xép lai tht tu cac diém anh trong
bang mau cia anh goc sao cho 2 mau ké nhau s& khac nhau it nhat bang cach so
sanh thanh phan mau cta ting cip diém véi nhau. Tuy nhién, mau cia mot diém
anh 1am mot vecto 3 thanh phan khong sip thir tw nén viéc so sanh chi ¢ tinh tuong
ddi ma théi. Qua trinh sép xép lai bang mau dugc thyc hi¢n nhu sau:

Step 1. Chon mot mau bat ky trong bang mau, gia st d6 1a mau A(x, y, z) dé
dua vao vi tri dau tién trong bang mau, trong d6 ky hiéu x la thanh
phan Red, y 14 thanh phan Green va z 1a thanh phan Blue;

Step 2. Chon mau B(mo, No, po) sao cho: S(A, B(mo, No, po)) = S(A, B) = min
sart [(x —m)® + (y —n) + (- p)°l;

Step 3. Xép mau B(mo, No, Po) canh mau A(x, y, z);

Step 4. Quay lai budc 2 cho dén khi tit ca cic mau cua bang mau da duoc
sap va qua trinh két thiic.

Luu y:

a) Poi véi anh 16 bit mau: Trong thuc té chi dung dén 15 bit cho mdi diém
anh, trong d6 5 bit biéu dién cuong dé cho mau Red; 5 bit biéu dién cuong do cho
mau Green va 5 bit con lai biéu dién cudng d6 cho mau Blue; con 1 bit cudi cing
khong duge dung dén. D6 chinh 1a bit thap nhat ctia Byte thir 2 trong mot cip 2
Byte dé biéu dién mot diém anh. Do 13, LSB ctia anh 16 bit mau.

b) Péi véi danh 24 bit mau: Sit dung 3 Byte cho mdi diém anh. Trong mdi
Byte, bit cang thap cang it anh huong dén mau cua mdi diém anh. Vi vay, bit cudi
cing ctia mdi Byte trong phan dit liéu anh 13 cac LSB cta anh. Nhu vy, cir mot

diém anh ta co thé trich chon duoc 03 bit LSB dé thuc hién viéc giéu tin. Tham chi
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ta co thé st dung duoc nhiéu hon thé dé tao tanh anh thi cép cho viéc giéu tin ma
khong anh hudng dang ké dén chét luong cua anh gdc. Khi d6, luong thong tin gidu
duoc 1a rat 16m, c6 thé dat ty 1€ 1/8 = 12,5% so voi kich ¢& ctia anh géc. Pé dam bao
d6 an toan cao nhat c6 thé, ching ta c6 thé nén (zip) ban thong diép sau d6 ma hoa
két qua r6i dem gidu vao anh.
2.2. Co s6 toan hoc xay dung thuat toan

Trude hét ta ky hiéu: GF(P) 1a truong Galois c6 cap 1a sb nguyén t6 P con
GF(P)[x] 1a khong gian vécto cac da thirc vdi cac hé s6 trén truong GF(P). Khai
niém da thuc nguyén thuy va ing dung:

2.2.1. Dinh nghia 1

Pa thtrc f(x) c6 cdp m trong trudng GF(p) duoc goi 1 da thirc bat kha qui
(irredueible polynomial) néu f(x) khong thé dugc phén tich thanh tich cua cac da
thirc ¢6 cap nho hon m (va > 1) trong trudong GF(q).

Vidy: f(x) = x%+ x + 1; f(x) = x* + x2 + 1 déu 13 nhitng da thic bat kha qui
trong truong GF(2)

2.2.2. Dinh nghia 2

Pa thuc bat kha qui p(x) cdp m duoc goi 13 da thirc nguyén thuy (primitive
polynomial) trong truong GF(P) néu s6 nguyén duong nhé nhat n ma x" — 1 chia hét
cho P(x) phai théa mann=P™ -1

Vi du: da thirc bat kha qui P(x) = x3 + x + 1 1a da thic cdp 3 trong truong
GF(2) 1a da thirc nguyén thity trong truong GF(2) visd nbénhat lan=23-1=7
ma x” — 1 chia hét cho P(x). That vay, x’ —1 = (x3 + x + 1) (x* + X2+ x + 1) va moi
s6 n <7 thi x"— 1 khong thé chia hét cho x3 +x + 1

Trong pham vi d& tai ludn vin nay, hoc vién chi xét cac da thic trong truong
GF(2):

= Pinhly 1. C6 tit ca @ (2™ -1)/m da thirc nguyén thuy cAp m trong trudng

GF(2). Trong do, O (.) 1a ham phi-ole.
= Dinh 1y 2. Tap cac nghiém {ai} cua da thic nguyén thiy P(x) cap m
trong trudng GF(2) s& c¢6 cip 2™ — 1.
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Chirng minh (xem [7])

Bay gio ta gia sir o 1a mot nghiém ciia da thirc nguyén thity P(x) ¢6 cap m la:

P(X) = XM+ amaX™! + ... + ai1x + ao (ch( ¥ ao ludn khac khong) véi ai € GF(2)

Khi d6 P(a) = a™ + am1a™ + ... + ajo + a0 = 0

Tu day, ta suy ra: o™ = -ap — a10. - ... am-10™* [8]

Do aj e GF(2) = {0,1} v6imo11=0, 1, ..., m-1. Trong truong GF(2) thia + b
= a— b nén ta c6 thé viét biéu thirc cho ¢ [8] 1a: a™ = ap + a10. + ... + am-10™* [9]

Do dinh 1y 2, ta suy ra: céc lily thira ctia o ¢6 cap 16n hon hodc bang m c6 thé
dugc biéu dién dudi dang da thirc ¢6 cap nho hon m. Vi a c6 cap 2™ — 1 nén céc lity
thira khac nhau cta o phai ¢c6 2™ — 1 cac biéu dién da thirc phan biét khic khong
dudi dang: P(x) = bo + bia + ... + bm1o™? véi bi € GF(2),1=0, 1, ..., m-1. Nhu
vay, tap hop tt ca cac nghiém cua da thirc nguyén thity cap m cing véi vécto 0 c6
thé duoc xem nhu 13 mot khong gian vécto trén truong GF(2).

Bay gid ta ldy m = 6. Khi d6 khong gian vécto GF(2°) trén truong GFE(2)
chung gom 64 phan tir (ké ca vécto 0). Mdi phan tir 1a mot vécto gdm 6 thanh phan
nhi phan. bé ung dung cho thuat toan giéu tin mat, ta chon mot da thirc nguyén thuy
cip 6 trong truong GE(2).

Dé thay rang P(x) = x® + x + 1 13 mot da thirc nguyén thuy trong truong
GF(2).

Vi vécto (0, 0, 0, 0, 0, 0) khong phai 1a mot nghiém cua da thic P(x) = x8 + x
+ 1, nén ta s& c6 2% — 1 nghiém cua P(x).

Tat ca 63 nghiém cua x® + x + 1 duoc 1ap nhu sau: Ly o 12 mot nghiém tuy
ycuaP(x),tacoal+a+1=0.

Dodd:ol=a+ ;0 =c?+a;0f=a®+o% o =o*+ 0% ol =0’ + o all =
ab + a2 a?=a’ + af; v.v.

Trong khong gian vécto GF(2° - 1) ¢6 6 chiéu nén nd cb co so truc chuin
gém 6 vécto cuc dai doc lap tuyén tinh. 6 vécto cua co sé nay dugc ky hiéu la:

S = {100000, 010000, 001000, 000100, 000010, 000001}

Tat ca vécto d6 trong GF(28 — 1) trir véc to 0 = (000000) duoc thiét 1ap boi

bang Hexss nhu sau:
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/100000100001100010100111101000111001001011011101100110101011111"
010000110001010011110100011100100101101110110011010101111120000
001000011000101001111010001110010010110111011001101010111121000
000100001100010100111101000111001001011011101100110101011111100
0000100001100010100111101000111001001011011101100110101011111120

\90000100001100010100111101000111001001011011101100110?QﬁOl;EEElJ

=>H = [h.1, h.o, ..., h.e3] vai hij € {0,1} va h;j = (hy, hyj, hsj, ..., hej) j=1,63

Két qua chinh dat dugc ¢ chuong 2 1a tien dé dé xay dung mot thuat toan
gidu tin mat c6 do an toan cao, cho phép cai tién dé c6 thé gidu duoc moi thong diép
mat. Thuat toan dugc dé xuét co thé gidu thong diép vao trong anh Bmp, mau da
cAp xam.

Viéc gidu tin trong mién tan sé doi hoi phai chuyén mién khong gian vé mién
tan s6 boi phép bién ddi cosine rdi rac hodc phép bién dbi Furie roi rac hodc bién
d6i Wavelet. Luan van nay khong dé cp t&i van dé nay. Mat khac, dé tang cuong
d6 an toan cho thong diép ta co thé dung thuit toan ma hoa khoa ddi xtimg AES sau
d6 gidu bang mi vao trong anh.

Tuy nhién, trong pham vi dé tai luan vin, hoc vién khong di sau vao van dé
nay Vi ngoai ma hoa con lién quan dén cac van dé trao ddi khda ma kha phuc tap.

Do vay, hoc vién xin dugc bo qua va s€ ti€p tuc nghién ctru sau.
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Chuong 3 - PE XUAT THUAT TOAN GIAU TIN MAT
VA UNG DUNG TRONG NGANH Y TE

"Chuong trinh Chuyén doi s6 quoc gia dén nam 2025, dinh huwdng dén nam
2030" méi dugc Thu tudng Chinh phi phé duyét c6 8 nganh, linh vuc can duge wu
tién chuyén doi sb truéc bao gom: Y té, Gido duc, Tai chinh — Ngan hang, Néng
nghi¢p, Giao thong van tai va logistic, Nang lugng, Tai nguyén va Moi truong, San
xudt cong nghiép. Pay 1a nhimng linh vuc c6 tac dong truc tiép dén xa hoi, lién quan
hang ngay t&1 nguoi dan.

Chuyén d6i sb trong linh vyc y té sé tap trung vao cac nhiém vu nhu: phat
trién nén tang hd trg kham, chita bénh tir xa, xay dung hé théng cham soc suc khoe
va phong bénh dua trén cac cong nghé s, str dung hd so bénh an dién tir, thanh toan
vién phi, hinh thanh céc bénh vién théng minh. Xay dung nén tang quan tri y té
thong minh dya trén céng nghé sd, tich hop thong tin, dit liéu, hinh thanh co s& dir
liéu qudc gia vé y té. Pong thoi, tao hanh lang phap 1y cho kham chita bénh tir xa va
don thudc dién tir nham bao dam ngudi dan co thé tiép xtic v6i bac si nhanh chong,

hiéu qua, giam chi phi va thoi gian van chuyén bénh nhan...

Trong nganh y té COng an, khi tng dung céng nghé thong tin dap tng
chuyén doi s cling dit ra cic yéu cau bao mat dit liéu trong quan 1y, luu trit dit lidu
va trao ddi thong tin qua mang may tinh. Pac biét, can bao dam tinh bi mat mot sb
thong tin ¢4 nhan, do vdy viéc ma hoa céc thong tin cd nhan ngudi bénh trong anh

sO ciing 1a mot trong nhitng nhu cau thyc tién hién nay.

Dua trén cac tim hiéu tai Chuong 1, Chuong 2 hoc vién xin dé xuit thuét
toan gidu tin mat trong co s dir liéu Data warehouse lam tién dé tién téi xay dung
chuong trinh phin mém tim kiém cac thong tin lién quan dén Bao hiém y t& nhim
hién thyc hoa cac nhu cau quan ly, chuyén d6i sé trong linh vyc y té nhu da phan

tich & trén.
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3.1. Thuét toan gidu tin va trich chon tin mat
3.1.1. Thudt todn Gidu tin mgt (embed)
Trén co so ma tran H di duoc xdy dung & chuong 2, ta dé xuat thuat toan
gidu tin mat nhu sau:
Input: Ban théng diép M = (mg mz ms... mn), Mi€ {a, b, c, ..., z}={0, 1, 2,
..., 25}; Anh Bitmap C; khéi diém gidu (diém bit dau dat dit ligu vao dnh C)
Output: Anh Stego S.

Budc 1. Dung thuat toan nén Zip dé nén ban thong diém M, ta duge Zip (M) = X =
(X1, X2, ..., XK);

Budc 2. Chuyén ddy ky tu ctia X thanh diy nhi phan va phan két qua duogc chia
thang timg block c¢6 do dai bang nhau va bang 6 (néu khéi cudi cung khong
bang 6 thi thém vao cac s6 0 cho du 6 bit); két qua dugc ky hidula Y = (yi,
Y2, ..., Yn);

Budc 3. Trich chon 63n cac LSB cua cac pixel dit liéu anh cia C bat dau tir khoi
diém cho truée, ta dugc:

Z=(21,22 ..., 7n), mOi Zi = (Zir Ziz ... zis3) i =1, 2, ..., . Zije{0,1};

Budc 4. Voii=1,2, ..., n, tinh:

Ui = yi O Hzi (where x™ 1a chuyén vi ciia vécto x) va phép toan O 1a phép
cong XOR;

Budc 5. V&i mdi i tim trong ma trdn H ¢6 cot h.i ndo tring véi Ui hay khong néu
khong tim thay thi cho qua va vecto yi dugc gilt nguyén;

Budc 6. Gia sir ¢6 tdn tai mot i ma hi trung v4i ui' thi ta ddo bit thir j ciia vécto zi tai
bit zjj tao thanh bit zjj = Zij O 1 d& nhan duoc vécto zi = (zin, ..., Zi}, Zij+1, ...,
Zie3) va quay lai Buéc 4;

Budc 7. Tra lai tit ca cac bit z = (Zi, 22’, oo Z’n) lan luot dang nhu vi tri da trich chon
z (tuc 1a thay zloéng z vao anh C) ta nhan dugc anh méi S.

3.1.2. Thudt toan Trich chon (extract)
Input: Anh S va khoi diém gidu.
Output: Thong diép mat M.
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Budc 1. Trich chon duoc (zi, zé, oo zn) =/ Vv6izi= (zi'1, Zi’2, e Zi’63) 1=1,2,...,n;
nhu vay: 7= (zi, Zé, oo zésn).
Budc 2. Chia ddy z thanh timg block (mdi block c6 d6 dai 6) ta nhin duoc két qua:
Y =(Y1, Y2, ..., Yn), Yi=(Yi1, Yi2, Vi, Yi4, Yis, YVie) 1= 1,2, ...n;
Bu6c 3. Fori= 1,2, ..., n. Tinh XiT = HYiT ta dugc vécto X = (X1, X, ..., Xn);
Budc 4. Giai nén Zip (unzip): M = unzip (X) 1a théng diép duoc gidu trong anh S.
Chu y: mudn khéi phuc lai anh gbc C ta chi can gidu trd lai thong diép M da
duoc trich chon bit dau tir khoi diém da cho.
3.1.3. Pham vi wng dung va ly do s dung thudt todan
Hoc vién dé xuat thuit toan trén nham muc dich ma héa thong diép 6 bit vao
anh s6 thé BHYT. Khi sir dung thuat toan nay sb luong ky tr dwgc mé hoa da ting
lén tir 31 ky tu (ma hda 5 bit) thanh 63 ky tu (M hda 6 bit) dap ung yéu cau thong
tin can gidu. Ttr ma trin H v6i 63 ma nhi phan (trang 30) ta xay dung dugc bang ma

twong ung voi chir so, chir céi la tinh cu thé nhu sau:

STT | Ky tw | Trma STT | Ky tw | Tir ma STT | Ky tw | Tirma
1 000000 22 u 000110 43 E 100011
2 a 010000 23 \Y; 000011 44 F 100001
3 b 001000 24 w | ele1e1 45 G 101010
4 Cc 000100 25 X 911110 46 H 101011
5 d 000010 26 y |ee1111 47 I 100101
6 e 000001 27 Z 911101 48 J 110001
7 f 010100 28 / 911010 49 K 110010
8 g 001010 29 0 100000 50 L 110111
9 h 000101 30 1 110000 51 M 110011
10 I 010110 31 2 111000 52 N 101001
11 ] 001011 32 3 111100 53 O 110100
12 k 010001 33 4 111110 54 P 111101
13 I 011100 34 5 | 111111 55 Q | 111011
14 m 001110 35 6 101000 56 R 101101
15 n 000111 36 7 101100 57 S 111001
16 0 010111 37 8 101110 58 T 110101
17 p 011111 38 9 101111 59 U 111010
18 q 011011 39 A | 100100 60 \Y 010011
19 r 011001 40 B 100110 61 w 001001

20 S 011000 41 C 100111 62 Y 010010
21 t 001100 42 D 100010 63 Z 001101
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3.1.4. Thur nghiém va danh gid thudt todn
3.1.4.1. Thtr nghiém
Pé so sanh hiéu qua gitra thuat toan dugc dé xuit ¢ trén va thuat toan da
duge cong bd trong [9], hoc vién st dung may tinh cdu hinh CPU Intel core i5-
6200U, 2.3Ghz 8Gb RAM. Thuat toan dugc md phong thuc nghiém boi ngdn ngir
Python.

ol Ung dung mé héa théng diép (6 bits) vao dnh - X
File  Help
g Lam viéc @ Tét may W Trd gitp
{5 Ah Log
Théng tin Nhap thong diép
1-Loai anh: BMP Nguyen Quoc Dung KCN Nam Dong Ha Quang Tri
2-S6 bits / diém anh: 24
3-S6bits anh gbc: 8048568
- 56 bits thana dién: 237
D ., Thong diépmahéa
5-%bitsthaydsi.  0.002945%
000111 001010 000110 001111 000001 000111 A
6-PSNR: 85.35800560 | 011011 000110 010111 000100 000010 000110
000111 001010 010001 000100 000111 000111
010000 001110 000010 010111 000111 001010
Déu thiy van o 000101 010000 011011 000110 010000 000111
nnintn Nni1nn n11001 N10110 Y,
Tenfie | | M&anh  Mihsa
: : o - OMahéa Knéa: |
Gidu théng diép D&u thay van Guii JE—
Nhap déu thay van Chon méu
Mg thong diep Ghi cht: Ban hay luu anh thanh tép méi

Hinh 3.1. Ung dung mi héa thong dié¢p 6 bits vao anh

Két qua thyc nghiém trén 21 anh chan dung, kich thudc 4x6, c6 do phan giai
khoang 300dpi, dinh dang BMP dugc thé hién trong bang 3.1 dudi day:
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TT  Anh SO bit gidu  S6 bit anh gbc Xiac suit thay doi H¢ s6 sai phan
(6bit x s (427x709x24) (Kullback-Leiber)
ky tw giau)
1 img1 252 7265832 0.00003468288284122 | 0.00003468348430000
2 img2 300 7265832 0.00004128914623955 | 0.00004128999865200
3 img3 210 7265832 0.00002890240236768 | 0.00002890282004600
4 img4 204 7265832 0.00002807661944289 | 0.00002807701359500
5 img5 204 7265832 0.00002807661944289 | 0.00002807701359500
6 img6 234 7265832 0.00003220553406685 | 0.00003220605267100
7 img7 252 7265832 0.00003468288284122 | 0.00003468348430000
8 img8 204 7265832 0.00002807661944289 | 0.00002807701359500
9 img9 192 7265832 0.00002642505359331 | 0.00002642540273800
10 | imgl0 216 7265832 0.00002972818529248 | 0.00002972862717900
11 | imgll 228 7265832 0.00003137975114206 | 0.00003138024349200
12 | imgl2 186 7265832 0.00002559927066852 | 0.00002559959833200
13 | imgl3 216 7265832 0.00002972818529248 | 0.00002972862717900
14 | imgl4 246 7265832 0.00003385709991643 | 0.00003385767307500
15 | imgl5 198 7265832 0.00002725083651810 | 0.00002725120782500
16 | imgl6 204 7265832 0.00002807661944289 | 0.00002807701359500
17 | imgl7 210 7265832 0.00002890240236768 | 0.00002890282004600
18 | imgl8 246 7265832 0.00003385709991643 | 0.00003385767307500
19 | imgl9 228 7265832 0.00003137975114206 | 0.00003138024349200
20 | img20 240 7265832 0.00003303131699164 | 0.00003303186253200
21 | img2l 246 7265832 0.00003385709991643 | 0.00003385767307500
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=@="S{ bit gidu (6 bit x 56 ky tv gidu) Tinh hé s6 Kullback-Leiber theo ty 18 %
Hinh 3.2. Biéu do K-L theo so Bit giau tin

3.1.4.2. Panh gia két qua dat duoc

Hiéu qua cua thuat toan giéu tin mat dugc so sanh v6i mot s thuat toan khac
da dugc cong bd dua trén 03 tiéu chi:

- Ty 18 thong tin giau.

- Kha nang kho co thé phat hién thong tin an trong anh

- Téc d6 tinh toan cua thuat toan.

bé danh gia mirc d§ an toan cua thuat toan vura dugc trinh bay & trén, nguoi
ta thuong str dung hai tham sb: Sai s6 binh phuong trung binh — MSE (mean square
error) va phuong phap dé xuit vai hé sb ty 1¢ tin hiéu/tin hiéu tap PSNR (Peak
Signal to Noise Ratio).

PSNR, don vi: deciben (dB), thuong dugc str dung trong nghién ctru xtr 1y hinh anh

PSNR = 10logi0(MAX?/MSE)
Trong d6: MAX 1a gia tri cyc dai cac pixels dir liu cua anh
MSE 1a gia tri trung binh binh phuong cta hiéu (Xij-yjj) twong (g

ctia anh gdc C voi anh Stego c¢6 chira thong tin 4n dugce tinh nhu sau.

m n
MSE = — ZZ )2
= mn (Xij — ¥jj

i=1 j=1
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O déy: xij biéu thi gid tri diém anh gbc, va yij biéu thi gid tri diém anh da
duoc bién doi, m va n 1an lugt 1a chiéu rong va chiéu cao cta anh.

Vi du: Di v6i anh da cAp xam thi mdi pixels gdm 8 bit. Viy MAX =28 -1 =
255. Nhu vay, gia tri PSNR cang 16n cang t6t vi khi d6 chét lugng anh Stego cang
gan vé6i anh gbe C.

Thong thuong, néu PSNR > 37 dB thi hé thong mét ngudi gan nhu khong
phan biét duoc gitta anh gbc va anh khoi phuc. PSNR cang cao thi chat luong anh
khoi phuc cang t6t [5]. Khi hai hinh anh gidng hét nhau, MSE s& bang 0 va PSNR di

dén vo han.

So sanh thuat toan ma hoa thong di€p 5 bits véi thuat toan ma hoc vién dé
Xuit ta ¢ bang két qua 3.2, cho théy thuét toan duoc dé xuit hiéu qua hon thuat

toan ma hoa thong diép 5 bit (theo nghia: c6 d an toan cao hon).

Bang 3.2. Két qua so sanh trén 02 thuit toan

Anh PSNR (5 bit) PSNR (6 bit)
img1l 85,86165545 85,3580056
img2 84,54878612 84,72012207
img3 86,49419564 86,6731153
img4 85,48561541 85,77517996
img5 85,6803354 85,98673009
img6 85,03538319 85,8649406
img7 85,28723396 86,42363524
img8 86,23750818 86,49409422
img9 87,51817624 87,51730782
img10 85,62288864 86,50382186
img11 84,69901003 85,6830928
img12 85,63472104 86,51278891
img13 85,09351819 86,43111066
img14 85,91776568 86,96445253
img15 85,62909132 87,49821391
img16 85,41074633 86,41074956
img17 83,70750898 85,61267362
img18 85,47406771 86,76824509
img19 83,76062826 85,47582899
img20 86,27142682 86,27143321
img21 86,26959417 86,44000422
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3.2. Ung dung trong nganh y té

Theo thong ké, sd gio thuc hién thu tuc hanh chinh trong viéc quan 1y bao
hiém y té (BHYT) giam manh tir 335 gi nim 2014 xubng con xudng con 147 gioy
nam 2018. Thoi han cap thé BHYT tir 7 ngay dugc rat ngin xudng con 5 ngdy
(riéng v6i ngudi hudng tro cip thit nghiép khong qua 2 ngay ké tir ngay nhan du hd
so theo quy dinh), cap lai th¢ BHYT khong thay d6i thong tin duoc thyc hién trong
ngay. V&i viée thyc hién giao dich di¢n tir trong tat ca cac khau tir thu, ndp dén
quan 1y chi tra thi s6 1an thuc hién giao dich dién tir giam tir 12 1an/ndm xudng con
1 1an/nam. Cung v6i vige cai cach thu tuc hanh chinh, nam 2020 va cac nam tiép
theo céc giai phap bao dam diéu kién vé co s& ha ting cong nghé thong tin; thuc
hién giao dich dién tr trén céc linh vuc BHYT s€ duoc trién khai b'?mg nhiéu
phuong tién truc tuyén khac nhau.

Kho dir liéu (Data Warehouse) 13 hé thong dir liéu tip trung duy nhat, day du
va nhat quan duogc tich hop dir li€u tir cac nguén khac nhau; duoc luu trix lich sur lau
dai, nham muc dich théng ké, phan tich, hd tro ra quyét dinh, t6i wu hoa cac hoat
dong cua to chirc ma khong anh huéng dén cac phan mém nghiép vu. Chuong trinh
phan mém tim kiém cac thong tin lién quan dén BHYT thiét Iap theo mé hinh Kho
dir liéu Data Warehouse. Chuong trinh duoc xay dung xuat phat tir yéu cau thuc té:
tong hop sd lidu dé xay dung béo cao theo yéu cau cua Lanh dao cép trén, ciing nhu
phuc vu cong tac chi dao, diéu hanh cua Lanh dao cép trén dua trén thiét ké theo
dinh hudng ldy ddi twong tham gia BHYT lam trung tdm, va tGng dung thong tin
chinh xac.

3.2.1. Phén tich yéu cdu chirc ning cia ieng dung

Trude diy, viée bao co, tong hop sb liéu dé xay dung bao cao theo yéu ciu
cua Lanh dao cép trén cling nhu phuc vu cong tac chi dao, diéu hanh cta Lanh dao
cép trén duoc thuc hién trén cac hé théng phén mém nghiép vu khac nhau. Mdi hé
théng phin mém chua c6 su lién thong, chuin hoa d6i khi ¢ su trung lip dan dén
viéc dit liéu khé duoc dam bao tinh toan ven, chinh xac va duy nhat va trong mot so

truong hop con thiéu. Diéu dé dan dén nhirng kho khin trong viéc tap hop dit liéu,
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dé 1ap cac bao cdo, dua ra cac quyét dinh chién lugc. Thoi gian théng ké sb lidu
ciing kéo dai do phai tong hop tir nhiéu nguén. Véi cong cu cha yéu dé tong hop la
file excel, cac mau bao céo khong theo ti€u chuén, viéc chinh stra, b6 sung, thém
n6i dung bao cao kho co két qua ngay trong khi rat nhidu yéu cau cung cip thong
tin trong thoi gian ngan. Tir thuc trang ctia nhitng han ché trén c6 thé thiy, nhu cau
vé mot kho dir liéu tap trung va hé théng cac cong cu tng dung CNTT chuyén dung
phuc vu cac cong tac thdng ké, bao cdo va hd tro ra quyét dinh 1a can thiét, cap
bach.

Viéc trién khai hé théng Data wearhouse nham xay dung mot kho dir li€u tap
trung vé BHYT cua nganh Cong an la cong cu hd trg ra quyét dinh véi cong nghé
hién dai, tién tién va thong minh s& mang dén nhiéu loi ich hon. Hé théng nay s&
g6p phan cai cach thu tuc hanh chinh, va ing dung cong nghé thong tin trong quan
1y cac hoat dong nghi¢p vu cia BHYT nganh Cong an.

Hé¢ thdng Data warehouse s& dugc van hanh véi hai cau phan chinh: xay
dung mdt kho dir liéu cuia BHYT nganh Cong an; va cac cong cu hd tro 1a cac ung
dung cong nghé thong tin dé cung cip thong tin dir liéu mang tinh chinh xac, toan
ven va duy nhat cho cac cip quan 1y cia BHYT nganh Cong an, ciing nhu mang lai
nhiéu cach thire khai thac dix liéu chuyén nghiép, linh hoat, da dang hon.

3.2.2. Phan tich hé théng

Hién tai, v&i 85 triéu nguoi tham gia BHYT tai Viét Nam nén dit liéu ho gia
dinh tham gia BHYT vai do bao phu gan 100% dan sé n6i chung, riéng voi nganh
Cong an dén nam 2018 can b, chién sy tham gia BHYT da dat 100% quan sb. Dir
licu BHYT duogc xem la mot trong cac hé dit liéu qudc gia Ion va phuc tap hang dau
V6i lugng thong tin dd so, chira dung tat ca thdng tin co ban caa nguoi tham gia
BHYT tir luc sinh ra dén khi mat di, di hoc, di 1am, lich sir kham, chita bénh BHYT,
cac méi lién hé gia dinh dé phuc vu viéc giai quyét ché o quyén loi cho than nhan
can bo chién sf...

Yéu té quan trong nhét trong viéc xay dung hé thong Data warehouse la bat

dau tir dau? Phan tich dir liéu nhu thé nao? DAy ciing la “nat that” can tro khi quyét
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dinh xay dung hé thdng twong tw. Ngudn dit liéu phan tan, dugc luu trit theo nhiéu
cach thuc, tai nhiéu don vi khic nhau, ké ca khi dugc ma héa dé luu trit dién tir
ciing khdng c6 mét chuan thdng nhit la thue trang chung dang dién ra.

T nam 2015, sy “bung nd” tng dung cong nghé thong tin da tao ra sy doi
méi lon. Hé théng co s dir lidu dugc xay dung theo hudng tap trung, st dung
duong truyén Internet dé chuyén dit liéu thay vi chay trén may tram nhu truée day.
Cac dit liéu can duoc chuan hoa theo dinh dang théng nhat dé tao nén hé di liéu tap
trung, duoc cap nhat theo ting ngay. Tuy vay, dé tao lap dugc hé théng kho dit liéu
tap trung cua BHYT toan nganh Céng an dam bao do chinh xac, thi yéu cau cao hon
la dua tat ca cac dit liéu thudc tat ca cac linh vuc nay vao mot “kho” chung, va phai
dam bao duoc truy xuat dé& dang. Vi thé, dir liéu dua vao kho Data warehouse can
phai dugc chuan héa, 1am sach dé luu trir dit liéu da tap trung.

M6 hinh Data warehouse khong méi, nhung ddi véi mdi don vi van hanh sé
c6 nhitng yéu cau khai pha dit liéu & mirc 6 phuc tap khac nhau. Néu coi mdi mot
yéu cau phan tich dir liéu la mot dé bai, thi qua trinh xay dung hé théng Data
warehouse 12 hang trim dé bai khac nhau. Thyc té cho thy, nhu cau tong hop va
phan tich dir liéu cia BHYT nganh Cong an tap trung chu yéu vao mot sd van dé
nhu tong s6 can b, chién sy tham gia BHYT va tong s6 than nhan can bo, chién sy
tham gia BHYT, khéi thong keé, theo ddi xu hudng chi phi kham, chita bénh cia céc
nhém bénh c6 rui ro gian 1an cao theo thdi gian... nham phuc vu cong tac quan 1y,
diéu hanh dugc hiéu qua hon.

Chuong trinh phan mém tim kiém cac thong tin lién quan dén BHYT la phan
mém ung dung tap trung sé duogc cai dat, luu trit tai Cuc Chinh sach- BCA va duoc
trién khai tai cac don vi. Hé thong duogc thiét ké hd trg viéc thong ké, phén tich dir
lidu, thiét 1ap céac bao cdo, hd tro ra quyét dinh cua Lanh dao Nganh. Trong do, hé
thong Data warehouse s& duoc tich hop vdi cac hé théng ngudn nhu sau:

1. Phan mém Thu va quan 1y thé BHYT.

2. Phan mém Xét duyét chinh sach.

3. Phan mém Giam dinh BHYT.
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4. Phan mém K& toan tp trung.

5. Phan mém Cap ma s6 va quan 1y th¢ BHYT.

6. Phan mém Quan 1y nhan su.

7. Phan mém Giao dich dién tur.

8. Phan mém Quan 1y dinh danh va chia sé dir li¢u.

Tir nhitng phén tich néu trén, chuong trinh phin mém tim kiém céc thong tin
lién quan dén BHYT can dugc thiét ké dua trén yéu cu cta 02 nhom nguoi st dung
hé théng Data warehouse.

3.2.2.1. Nhom quan tri hé thong Data warehouse

La tap hop nhiing ngudi st dung c6 chung dic diém, vai tro, tinh chét va
quyén han trong cong tdc quan tri, van hanh hé thong. Trén hé théng Data
warehouse c6 cac nhom quan tri nhu sau:

- Quan trj Gng dung cip Bo: La can b, chién s thudc Cuc Chinh sach duoc
Lanh dao cip trén giao nhiém vu quan tri, van hanh @ng dung tap trung.

- Quan trj ing dung cap Tinh: LA can b, chién sy thuoc Phong Chinh sach
Cong an cac tinh duge Giam ddc Cong an cac tinh giao nhiém vy quén tri, van hanh
ung dung trong dia ban Cong an tinh.

Nhiém vu ctia nhom quan tr1 hé théng Data warchouse:

1. Thyc hién cdp phat, thu hdi, thay ddi quyén truy cap hé thong Data
warehouse cta ngudi st dung.

2.Giam sat, hd tro nguoi sir dung hé théng Data warchouse trén dia ban
quan 1y; phdi hop véi cac don vi lién quan xit 1y cac sy ¢b trong qua trinh
van hanh hé théng Data warehouse.

3.2.2.2. Nhom khai thac céc chi tiéu bdo cao

L& tap hop nhitng nguoi s dung c6 chung dic diém, vai tro, tinh chat va
quyén han thuoc ddi tuong dugc lanh dao don vi giao nhiém vu st dung hé théng
Data warehouse dé su dung h¢ théng khai thac cac chi tiéu, bao cao.

Mot nguoi st dung co thé thuéc mot hodc nhiéu nhom nguodi su dung tuy

theo nhi¢ém vu dugc phan cong. Viéc thay d6i nhom nguoi su dung trén hé théng
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Data warehouse dugc thuc hién trong truong hop ngudi sit dung thay di vai tro, vi
tri viéc 1am trong co quan hodc ludn chuyén gifta cic co quan cta nganh Cong an.

Quy trinh thay d6i nhom ngudi sir dung duge thuc hién theo quy trinh thu
hdi cac quyén thudc nhom ngudi sir dung cii sau d6 cap méi cac quyén thudc nhoém
nguoi st dung moi.

Nhiém vu ctia nhdm nguodi st dung khai thac céc chi tiéu, bao cao:

1.Nhap bo sung dir lidu d6i voi cac chi tiéu khong co dir liéu tir cac hé
thong nguodn vao hé thong Data warehouse.

2.Quan ly cac chi tiéu, cong thure cac bao cao duogc giao.

3.Tao mdi, diéu chinh céc chi tiéu, cong thirc bao cao theo yéu cau quan 1y.

4.Van hanh, khai thac bao céo theo yéu cau quan 1y ding quy dinh.

Dic biét, do dic thu nganh Cong an dit liéu cua hé théng Data werahouse
ngoai tinh chinh x4c va toan ven can phai dugc dam bao & mitc cao nhat vé tinh bao
mat. Trong moi trudng hop, khi phat hién nguy co mat an toan tir phia nguoi st
dung, nguoi phat hién phai thong bao ngay cho Linh dao don vi dé chi dao, kiém
tra va thong bao cho quan tri tng dung cip Bo hodc quan tri ing dung cap Tinh thu
hdi quyén truy cip. Pay ciing 1a nguyén nhan chinh thuat toan gidu thong tin mat
trong co s& dit li¢u Data warehouse da dugc xay dung & trén.

3.2.3. Giao dién ciia hé thong

3.2.3.1. Giao dién dé truy cép hé thong

Quyén truy cap hé thong Data warehouse 13 quyén truy cap gan voi dia chi
hop thu dién tir ctia ngudi st dung dugc cip quyén ding nhip va truy cip vao hé
théng Data warehouse, thuc hién cac nhiém vu duoc giao. Quyén truy cip nay xac
dinh danh tinh, pham vi tc nghiép ctia nguoi sir dung trén hé thdng, bao gdm cac
yéu t6: Tén diang nhap, mat khau dang nhp va cac quyén tuong tng voi nhiém vu
duogc giao.

- Hé théng st dung dit li€u cua Phan mém quan 1y dinh danh va chia s¢ dix

lisu (IAM) dé xac thuc nguoi sit dung khi truy cip vao hé thong Data warehouse.
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Nguoi sir dung duoc cip quyén truy cdp hé thong dung tén va mat khau ding nhap
hé théng IAM dé dang nhép, sir dung hé thong Data warehouse.

- Chi nhitng tai khoan nguoi st dung di duoc thiét 14p, phan quyén trén hé
thdng ing dung méi c6 quyén dang nhap sir dung hé théng Data warehouse.

3.2.3.2. Giao dién dé truy cép béo co

Giao dién dé truy cip bdo cdo 1a cong cu danh cho ngudi dung khai thac,
phan tich va phat trién cac bao cdo phtrc tap, nhiéu trang, nhiéu truy vin véi nhiéu
loai co so dir lidu. Nguoi ding co thé tao bat ky bao céo nio theo cic yéu cau quan
Iy nhu: tong sb thé bao hiém, tong chi hang thang, chi mot 1an hay cac hoat dong
bao cao can doi ké toan. ..

- Cac bao cao tinh: Pugc thiét ké theo yéu cau quan 1y ctua nganh Céng an,
ngudi dung chi can truy cap va thao tac nhap cac tham sb can thiét dé chay bao co
theo yéu cau.

- Céc chu dé Phan tich dong: La cac goi phén tich dugc thiét ké san theo cac
chi tidu va chiéu phan tich theo nhiéu chi dé khac nhau. Phan tich dong cho phép
ngudi dung stir dung giao dién dé tao cac bao cdo, biéu do phén tich siu, danh gia va
tim hiéu céc tac dong dua trén dir liéu thuc té vé cong tac thu, chi, gidam dinh
BHYT, quan 1y thé¢ BHYT... dé dua ra cic quyét dinh cu thé va chinh xac. Ngudi
dung s& chu dong kéo tha dur li¢u can khai thac dua trén cac chi tiéu, chiéu duogc
cung cip trong ting chu dé.

- Bang thong tin tong hop (Dashboard): La mau bang chi tiéu dugc thiét ké
gdm cac bang va biéu dd sb lidu giup ngudi ding c6 cai nhin tir tong quat dén chi
tiét vé cac chi tiéu khac nhau nhu thu, chi, giam dinh BHYT... mdt cach nhanh
chong dé kip thoi dua ra cac quyét dinh.

3.2.4. Ddnh gid hé thong

Hé théng kho dir li¢u phuc vu nhu cau khai thac thong tin bao céo, cung cac

cong cu hd tro phan tich dong gilp cai thién coéng tac bao cdo, thong ké BHYT cua

nganh Coéng an. Cu thé:
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- V6i cac bao cao tong hop co ban tir cac ngudn dir liéu di duoc xiy dung,
nguoi dung nghiép vu hoan toan c6 thé khai thac dir liéu ma khong can phu thudc
qua nhiéu vao d6i ngii can bo k¥ thuit cong nghé thong tin.

- V&i cac bao cao tong hop phan tich phirc tap nho su hd tro cia cac cong cu
phan tich bao céo chuyén dung, cao cap, thoi gian va cong strc thuc hién ciing s&
duogc giam thiéu dang ké.

Nho kha nang phan tich da chiéu, tra ciru thong tin lich st va nhiéu tinh ning
cao cap khac, nguoi dung nghiép vu co thé khai pha dir liéu theo rat nhiéu hudng
tiép can, mot cach linh hoat nhat va tir d6 s& c6 nhirng céi nhin sau sat va tryc quan,
cling nhu phat hién ra nhiéu khia canh thong tin (thuc su “hiéu” nhiing thong tin ma
dir liéu bao ham) ma cac churc nang bao cao théng ké hién tai kho co thé mang lai.
Véi cac tinh nang nay, hé thong s& gop phan giai phong nguoi sir dung, gitp ting
nang suat lao dong, tiét kiém thoi gian dé phuc vu tét hon cac cong tac chuyén mon
thay vi phai thudng xuyén can thiép va tim hiéu, thu thap dir liéu mot cach thu cong
nhu trudce day.

3.2.4.1. Tinh hi¢u qua

Viéc ap dung Data warehouse s& giai quyét duoc van dé tich hop, chia sé di
liéu ma khong phu thudc vao hé diéu hanh va nén tang cong nghé. Bén canh do,
viéc trién khai kho dit liéu 1a nén tang t6t cho BHYT Cong an, gitip lanh dao Y té
nganh Cong an quan 1y, diéu hanh va dua ra quyét dinh mot cach hiéu qua, chinh
xac va kip thoi.

Hiéu qua ma hé thong téng hop va phan tich dit liéu tdp trung mang lai s&
phat huy hon nira khi dugc ting cuong két ndi véi cac hé théng bao cao phuc vu
cho cong tac thong ké, tong hop, phén tich, danh gia... Nham dua ra cac bao céo
phan tich cac cép, hd tro cong tac quan ly chét ché, kip thoi, td chirc thuc hién tro
nén thiét thuc va sau sat hon voi cac dbi tuong tham gia BHYT cuia nganh Cong an.

3.2.4.2. Céc uu va nhuogc diém

Can som trién khai xay dung kho dir liéu boi vi ngudn dit liéu cia BHYT

Cong an ngdy cang 16n, da dang va da boc 16 nhiéu bét cap trong viéc luu trix, quan
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1y, chia sé, khai thac st dung, néu khong bt tay ngay vao viéc xay dung kho dir
lidu, thi Y té Cong an khong nhiing khong han ché dugc bat cap, ma con lam bat
cap tang 1én dén murc s& khong thé kiém soat duoc.

Tuy nhién, qua trinh x4y kho dit liéu s& gap nhiéu khé khin va thach thic
nhu: ¢6 rat nhiéu loai dit liéu trong hé thdng; logic nghiép vu phtc tap; ngudn nhin
lwc chua dap ung duoc yéu cau... Dé giai quyét van dé nay, hoc vién dé xuét giai
phap xay dung kho dir liéu dau vao theo chu dé tir d6 timg budc xay dung kho dir
lidu dau vao tap trung.

1. Viéc xay dung kho dit liéu theo tirng giai doan, trudc tién s€ xay dung kho
dir lidu dau vao theo hudng kho dit liéu chu dé (data mark), sau d6 s& tich hop cac
kho dir liéu chu dé thanh kho dit liéu tap trung. Xay dung kho dir li¢u cia BHYT
nganh Cong an s& dya trén nén tang cong nghé thong tin sin c6 cia BHYT Cong an
nhan dan, d6 12 cong nghé khach/chi. Hé quan tri CSDL thich hop nhat véi cong
nghé khach/chu 1a Microsoft SQL server phién ban 2018. Chuyén d6i dit liéu s& str
dung cong cu c6 sin 1a SQL Server Integration Services ctia Microsoft SQL server.

2. Van dé an ninh, an toan mang va bao mat dir liéu (da duoc dé cap &
chuong II) 1a van dé quan trong, can duoc dau tu déng bd voi cong nghé khach/chu,
hé quan tr1 CSDL.

3. Hon nita, xay dung kho dit liéu cia BHYT nganh Cong an 14 cong viéc rat
16n va moi cua nganh, do dé, can c6 su hd trg k¥ thuat cua chuyén gia c6 kinh

nghi¢m xay dyng kho dir li¢u.
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KET LUAN

Trong toan bd Dé tai ludn van cta minh, em di giai quyét dugc 03 van dé co

ban sau day:

1. Nghién ctru, tim hiéu tong quan vé Data warchouse. Day 1 van dé khong
m&i nhung hién nay né c6 nhiéu tng dung trong thyc tién, dic biét ddi véi an ninh-
quéc phong. Hién tai, luén van d3 trinh bay nhitng nét co ban nhit cia hé théng
Data warehouse voi muyc dich dua vao tng dung trong Nganh Y té - BCA.

2. Tim hiéu va x4y dung mot thuat toan giau tin mat trong méi truong anh ky
thuat sd. Pay 1a mot linh vuc vé an toan — bao mat thong tin hién nay dang phat
trién manh trén thé gi¢i [16]. O Viét Nam ta chi méi c¢6 tng dung trong Nganh
Cong an va chua dugc phat trién nhiéu. Thuat todn ma hoc vién xay dung chu yéu
la sy mé rong cua thuat toan da dugc cong bd trong [7]. Cu thé: hoc vién di tim
hiéu va cai tién thuat toan giu tin 5 bit thanh thuat toan gidu tin 6 bit, dé tang s6
lugng ky tu ma héa (tir 31 ky ty thanh 63 ky ty). Chuong trinh thé hién thuat toan
trén may tinh da cho chay thtr nghiém trén 21 mau (trang 35). Trong do, c¢é so sanh
giita 02 thuat toan va két qua thuat toan cai tién tot hon (trang 37).

3. Pé xuat phuong phap bao vé thong tin trong linh vuc y té bang hé thong
Data warehouse c¢6 bao mat. Chuong nay chi méi phac thao muc dich goi y cho bao
toan thong tin trong nganh Y té - BCA. Ung dung ctia hé thong Data warchouse
méi dimg & viée 1én ¥ tudng xay dung chuong trinh phan mém tim kiém céac thong

tin lién quan dén Bao hiém y té, chua trién khai duoc trong thuc té.

Bén canh nhiing két qua da dat duoc, dé tai nay can dugc tiép tuc phat trién
va hoan thién trong cac nam tiép theo. Do thoi gian nghién cru ¢6 han va trinh do
hiéu biét ctia ban than con nhiéu han ché nén khoa luan cia hoc vién khong tranh
khoi nhitng thiéu s6t. Hoc vién rat mong nhan duoc su gdp y quy bau cia tit ca cac
thay c6 gido dé khoa luan ctia hoc vién duoc hoan thién hon, gop phan dwa luin vin

vao thuc tién.

Hoc vién xin chan thanh cam on!
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PHU LUC

A/ Ham phi-ole G(.) dwgc dinh nghia nhw sau:

Véin 1a s6 ty nhién. Khi d6

?(1)=1

@) = {1 <i<n:ged(i,n) =1}

Trong d6, ged(i, n) 1a wéc s6 chung 16n nhat ctia i va n (i va n nguyén t6 cing
nhau thi ged(i, n) = 1)

Céc tinh chat cia G(n):

Tinh chét 1. @(n) = n. I (1 - L
p/n P
Tinh chat 2. Cho 2 s6 m va n nguyén t6 cung nhau tirc 1a gcd(m, n) = 1.

Khi do, @(m.n) = O(m) . A(n)

) (p 12 wdc sb nguyén t cua n)

Tinh chit 3. Néu n = p 14 s6 nguyén t6 thi @(p) =p — 1

_n
6Ininn

Tinh chit 4. @(n) >
Tinh chit 5. Néu n = p, trong d6 p 13 s6 nguyén td vak >1
thi @(n) = B(p*) = p** (p-1)
Tinh chit 6. Néu ged(a, n) = 1 véi a 1a s6 nguyén duong va n > 2
thi a?™ = 1 modn
Tinh chit 7. Néu p, q 12 2 s6 nguyén t6 khac nhau

thi @(p.q) = (p-1) (g-1)
B/ Chwong trinh nguon ciia thuét toan giau thong tin mat
¢ HAM RANDOM KHOA

public static string RandomKey(int length)
{

const string chars =
"ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789";
return new string(Enumerable.Repeat(chars, length)
.Select(s => s[random.Next(s.Length)]).ToArray());
}
e MAHOA THONG PIEP

private static string[] arrCumTu = new string[] { "tr/loi" };



private static Dictionary<string, string> dicMaHoa

string>()
{

P e e N e R e e N N N e N e N e N e N e N e N e N e N e N e N e N e N e N e B e N e e N e N N e N e N e N e N e N N e T

"000000" },
"010000"},
"001000"},
"000100"},
"000010"},
"000001"},
"910100"},
"001010"},
"000101"},
"910110"},
"001011"},
"910001"},
"911100"},
"001110"},
"000111"},
"910111"},
"911111"},
"911011"},
"911001"},
"911000"},
"001100"},
"000110"},
"000011"},
"910101"},
"911110"},
"001111"},
"911101"},
"911010"},
"100000"},
"110000"},
"111000"},
"111100"},
"111110"},
"111111"},
"101000"},
"101100"},
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new Dictionary<string,
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{ "8", "1le111e"},
{ "9", "lei11i1"},
{ "A", "1loee1lee0"},
{ "B", "leelle"},
{ "c", "1ee111"},
{ "D", "leee1le"},
{ "E", "1lee011"},
{ "F", "loee01"},
{ "6", "le1e1e0"},
{ "H", "le1le11"},
{ "1", "leele1"},
{ "3", "1llee01"},
{ "K", "11lee1e"},
{ "L", "1lle111"},
{ "M", "1l1lee011"},
{ "N", "101001"},
{ "0", "11le1lee"},
{ "p", "111101"},
{ "Q", "1l1e11"},
{ "R", "1l01101"},
{ "T", "111001"},
{ "u", "1llele1"},
{ "v", "1l11e1e0"},
{ "W", "0le011"},
{ "X", "eo01001"},
{ "Y", "olee01e0"},
{ "z", "eo1101"},

public static string MaHoaThongDiep(string text)

{
// text = text.Replace(" ", "*");

text = text.Trim();
text = text.ToLower();
string tu;

int len = arrCumTu.Length;
string[] arrt = text.Split(' ");

string textTemp = "";

for (int i = @; i < arrt.Length; i++)
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{
if (arrt[i] == "ong")
{
arrt[i] = dicMaHoa["ong"];
}
if (i > @) textTemp += " ";
textTemp += arrt[i];
}

for (int i = @; i < len; i++)
{
tu = arrCumTu[i];

textTemp = textTemp.Replace(tu, dicMaHoa[tu]);

foreach (char c in textTemp)

{
if (dicMaHoa.ContainsKey(c.ToString()))
{
textTemp = textTemp.Replace(c.ToString(), dicMaHoa[c.ToString()]
}
}

textTemp = textTemp.Trim();

return textTemp = textTemp.Replace(" ", " ");

e HAM MA HOA VA GIAI MA

private static byte[] _salt =
Encoding.ASCII.GetBytes("jasdh7834y8hfeur73rsharks214");

/17
/17
/17
/17
/17
/17

<summary>

Encrypt the given string using AES. The string can be decrypted using

DecryptStringAES(). The sharedSecret parameters must match.
</summary>
<param name="plainText">The text to encrypt.</param>

<param name="sharedSecret">A password used to generate a key for encryption.</param>
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public static string EncryptStringAES(string plainText, string sharedSecret)

{

_salt);

aesAlg.IV);

if (string.IsNullOrEmpty(plainText))
throw new ArgumentNullException("plainText");
if (string.IsNullOrEmpty(sharedSecret))

throw new ArgumentNullException("sharedSecret");

string outStr = null; //Encrypted string to return
RijndaelManaged aesAlg = null; // RijndaelManaged object used to encrypt the data.

try

{
// generate the key from the shared secret and the salt
Rfc2898DeriveBytes key = new Rfc2898DeriveBytes(sharedSecret,

// Create a RijndaelManaged object
aesAlg = new RijndaelManaged();
aesAlg.Key = key.GetBytes(aesAlg.KeySize / 8);

// Create a decryptor to perform the stream transform.

ICryptoTransform encryptor = aesAlg.CreateEncryptor(aesAlg.Key,

// Create the streams used for encryption.

using (MemoryStream msEncrypt = new MemoryStream())

{
// prepend the IV
msEncrypt.Write(BitConverter.GetBytes(aesAlg.IV.Length), O,

sizeof(int));

msEncrypt.Write(aesAlg.IV, @, aesAlg.IV.Length);
using (CryptoStream csEncrypt = new CryptoStream(msEncrypt,

encryptor, CryptoStreamMode.Write))

{

using (StreamWriter swEncrypt = new StreamWriter(csEncrypt))

{
//Write all data to the stream.

swEncrypt.Write(plainText);
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}
outStr = Convert.ToBase64String(msEncrypt.ToArray());
}
}
finally
{
// Clear the RijndaelManaged object.
if (aesAlg != null)
aesAlg.Clear();
}

// Return the encrypted bytes from the memory stream.

return outStr;

}

/// <summary>

/// Decrypt the given string. Assumes the string was encrypted using

/// EncryptStringAES(), using an identical sharedSecret.

/// </summary>

/// <param name="cipherText">The text to decrypt.</param>

/// <param name="sharedSecret">A password used to generate a key for decryption.</param>

public static string DecryptStringAES(string cipherText, string
sharedSecret)

{

if (string.IsNullOrEmpty(cipherText))
throw new ArgumentNullException("cipherText");
if (string.IsNullOrEmpty(sharedSecret))

throw new ArgumentNullException("sharedSecret");

// Declare the RijndaelManaged object
// used to decrypt the data.
RijndaelManaged aesAlg = null;

// Declare the string used to hold
// the decrypted text.

string plaintext = null;

try
{
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// generate the key from the shared secret and the salt
Rfc2898DeriveBytes key = new Rfc2898DeriveBytes(sharedSecret,
_salt);

// Create the streams used for decryption.
byte[] bytes = Convert.FromBase64String(cipherText);
using (MemoryStream msDecrypt = new MemoryStream(bytes))
{
// Create a RijndaelManaged object
// with the specified key and IV.
aesAlg = new RijndaelManaged();
aesAlg.Key = key.GetBytes(aesAlg.KeySize / 8);
// Get the initialization vector from the encrypted stream
aesAlg.IV = ReadByteArray(msDecrypt);
// Create a decrytor to perform the stream transform.
ICryptoTransform decryptor = aesAlg.CreateDecryptor(aesAlg.Key,
aesAlg.IV);
using (CryptoStream csDecrypt = new CryptoStream(msDecrypt,
decryptor, CryptoStreamMode.Read))

{
using (StreamReader srDecrypt = new StreamReader(csDecrypt))
// Read the decrypted bytes from the decrypting stream
// and place them in a string.
plaintext = srDecrypt.ReadToEnd();
}
}
}
finally
{
// Clear the RijndaelManaged object.
if (aesAlg != null)
aesAlg.Clear();
}

return plaintext;
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public enum State

{

};

Hiding,
Filling With_Zeros

public static Bitmap embedText(string text, Bitmap bmp)

{

// initially, we'll be hiding characters in the image

State state = State.Hiding;

// holds the index of the character that is being hidden

int charIndex = 0;

// holds the value of the character converted to integer

int charValue = 0;

// holds the index of the color element (R or G or B) that is currently being processed

long pixelElementIndex = 0;

// holds the number of trailing zeros that have been added when finishing the process
int zeros = 0;
int charcount = 0;
// hold pixel elements
int R=0, G=0, B = 0;
//ghi thoéng diép tu vi tri x
int y= bmp.Height;
int x = bmp.Width;
// pass through the rows
for (int i = 0; i < y; i++)
{
// pass through each row
for (int j = 0; j < x; j++)
{
// holds the pixel that is currently being processed
Color pixel = bmp.GetPixel(j, 1i);
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// now, clear the least significant bit (LSB) from each pixel element
R = pixel.R - pixel.R % 2;

G
B

pixel.G - pixel.G % 2;

pixel.B - pixel.B % 2;

// for each pixel, pass through its elements (RGB)
for (int n = @; n < 3; n++)
{
// check if new 8 bits has been processed
if (pixelElementIndex % 8 == 0)
{
// check if the whole process has finished
// we can say that it's finished when 8 zeros are added

if (state == State.Filling With_Zeros && zeros == 8)

{
// apply the last pixel on the image
// even if only a part of its elements have been affected
if ((pixelklementIndex - 1) % 3 < 2)
{
bmp.SetPixel(j, i, Color.FromArgb(R, G, B));
}
// return the bitmap with the text hidden in
return bmp;
}

// check if all characters has been hidden

if (charIndex >= text.Length)

{
// start adding zeros to mark the end of the text
state = State.Filling With_Zeros;

}

else

{
// move to the next character and process again
charValue = text[charIndex++];

}
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// check which pixel element has the turn to hide a bit in its LSB
switch (pixelElementIndex % 3)

{
case 0O:
{
if (state == State.Hiding)
{
// the rigntnost bit in the character will be (charValue % 2)
// to put this value instead of the LSB of the pixel element
//just add it to it
// recall that the LSB of the pixel element had been cleared
// before this operation
R += charValue % 2;
// removes the added rightmost bit of the character
// such that next time we can reach the next one
charValue /= 2;
charcount++;
}
} break;
case 1:
{
if (state == State.Hiding)
{
G += charValue % 2;
charValue /= 2;
charcount++;
}
} break;
case 2:
{

if (state == State.Hiding)

{
B += charValue % 2;

charValue /= 2;

charcount++;
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bmp.SetPixel(j, i, Color.FromArgb(R, G, B));
} break;

pixelElementIndex++;

if (state == State.Filling With_Zeros)
{

// increment the value of zeros until it is 8

Zeros++;

return bmp;

public static string extractText(Bitmap bmp)

{

int colorUnitIndex = 0;

int charValue = 0;

// holds the text that will be extracted from the image

string extractedText = String.Empty;

//ghi thoéng diép tu vi tri y

int y =
int x =

/1 pass

bmp.Height;
bmp.Width;

through the rows

for (int i = 0; i < y; i++)

{

// pass through each row

for

{

(int j = @; j <x; j++)

Color pixel = bmp.GetPixel(j, 1i);

// for each pixel, pass through its elements (RGB)

for (int n = 0; n < 3; n++)
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switch (colorUnitIndex % 3)

{
case @:
{
// get the LSB from the pixel element (will be pixel.R % 2)
// then add one bit to the right of the current character
// this can be done by (charValue = charValue * 2)
// replace the added bit (which value is by default 0) with
// the LSB of the pixel element, simply by addition
charValue = charValue * 2 + pixel.R % 2;
} break;
case 1:
{
charValue = charValue * 2 + pixel.G % 2;
} break;
case 2:
{
charValue = charValue * 2 + pixel.B % 2;
} break;
}
colorUnitIndex++;

// if 8 bits has been added, then add the current character to the result text
if (colorUnitIndex % 8 == @)
{

// reverse? of aurse, since each tine the process hegpans an the right (for sinplicity)

charValue = reverseBits(charValue);

// can only be @ if it is the stop character (the 8 zeros)
if (charValue == 0)
{

return extractedText;

// convert the character value from int to char

char ¢ = (char)charvalue;
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// add the current character to the result text

extractedText += c.ToString();

return extractedText;

public static int reverseBits(int n)

{

int result

0;

for (int i

{

0; i < 8; i++)

result = result * 2 + n % 2;

return result;



