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MO DAU

Trai qua gan 250 nam véi ba cudc cach mang cong nghiép, nhiing loi ich ma
cudc cach mang cong nghiép 1an thtr 4 mang lai, khdng chi tao ra bién ddi vé luong
ma ca vé chit dbi véi cudc song, xa hoi loai ngudi. Hién nay, cudc cach mang cong
nghiép 4.0 dang 1am bién ddi nhanh chéng nén cong nghiép & moi quéc gia va dién
ra trén pham vi toan cau. V&i nhiéu thanh phan khac nhau, dic diém ndi bat nhat cua
cudc cach mang cong nghiép lan thir 4 d6 1a viéc dich chuyén cac hé théng may mac
san xuat truyén thong sang cac hé théng tu dong hoa cé kha nang tu hanh mot céch
théng minh (Cyber Physical Systems - CPSs), x0a nhoa bién gigi gitra thyc va ao.
Cac hé thdng nay c6 thé so d6 hoa, gidm sat va quan Iy ca mot nganh cong nghiép
hoan toan théng qua khéng gian mang, nang tinh hiéu qua cta qua trinh san xuat Ién
mot tim cao mai.

Hién nay, cuoc cach mang cong nghiép 4.0 van dang & giai doan so khai. Xu
huéng s6 hoa hay cong cudc chuyén doi sé dang xuét hién & moi linh vuc, moi nganh
kinh té, bao tram ca céng nghiép, ndng nghiép, dich vu; cho téi cac hoat dong thuong
mai, san xuat, phan phdi, luu thong hang héa, cac ha tang trong x& hoi nhu giao thong
van tai, logistics, tai chinh, ngan hang... Trong nhirg budc chuyén d6i do, cong nghé
Van vat két ndi (10T — Internet of Things) phét trién mot cach manh mé va 1a mot
trong nhitng thanh phan khéng thé thiéu caa moi hé thdng hién nay. Cac thiét bi loT
dugc ting dung khdng chi trong trong céng nghiép ma con gop phan cai thién doi
séng ciia con ngudi. Nghién ciru cua Gary David [8] da dy doan rang, vao nam 2020,
t6ng sd lwong céc thiét bi duoc két ndi trén thé gisi s& cham mébc 50 ty thiét bi. Bén
canh d6, theo mot khao sét cua Satista [32], thi trudng thiét bi IoT ciing dang c6 xu
huéng ting nhanh va du doan s& dat tGi gia tri 248 ti d6 la vao cubi nam 2020.

Phan 16n cac thiét bi 10T, vi muc dich trién khai mot cach dé dang trén dién
rong, da duoc san xuat hang loat vai kha nang bao mat kha long 1éo [14]. Trong mot
thoi dai ma cac thiét bi 10T vén phan tan khip noi trén thé gigi, sw kém bao mat cua
nhiing thiét bi nay da tré thanh dich ngam cia vo van cac cudc tan céng bang ma doc.

Trong s6 nhitng cudc tin cong do, loai tin cdng lay lan véi toe do chéc mit nhat va



nguy hiém nhét 1 cac cudc tan cong str dung ma doc 10T Botnet. Trén thuc té, trong
thoi gian gan day, da c6 sy gia ting dang ké vé ca sb lugng 1an mie do cua cac cudc
tan cdng st dung ma doc loT Botnet [6]. C6 thé ké t&i mot cudce tan cong gan day
nhét 1a cudc tan cong tir chéi dich vu phan tan (DDoS) nim 2016 vao hé thong cua
Dyn, mét trong nhitng cng ty cung cap tén mién, cd may chu duoc dit tai My. Day
duoc coi 1a mét trong nhitng cudc tin cong tir chdi dich vu phan tan 16n nhat tir truée
t6i nay voi tée do 1,2 Terabits trén gidy [13]. Ma doc l1oT Botnet Mirai - tha pham
chinh cua cugc tan cong, da lay lan trén Internet thong qua céc thiét bi nhu webcam,
cac thiét bi camera ghi hinh va cac thiét bi dinh tuyén c6 chay mot sé phién ban
BusyBox. Hién nay, c4c loai ma doc loT Botnet phirc tap nhu Mirai dang dan xuat
hién véi mot ty 18 dang bao dong [5]. Tuy nhién, do dic diém han ché vé cac tai
nguyeén trong hé thong, viéc phat hién ma doc IoT Botnet dang ngay cang da dang va
d6i mai 1a cuc ky kho khan. S6 lugng cac nghién cau vé phat hién 1oT Botnet hién
nay van con kha it [4]. Vi vay, ddy co thé coi 1a mot hudng nghién ctu tng dung kha
cap thiét trong tinh hinh hién nay.

Véi nhitng 1y do da dé cap & trén, tdi xin lua chon dé tai “Nghién ciru phuong

phép lai trong phat hién ma doc Botnet trén thiét bi IoT”.



Chwong 1: MA POC 10T BOTNET VA CAC HUONG PHAT
HIEN

1.1. Téng quan vé ma doc 10T va loT Botnet

1.1.1. Khai niém ma doc 10T

Mai doc, gbe tiéng Anh 1a Malware, 1a su két hop cua tir Malicous va Software,
thuong dung dé chi tat ca nhitng phan mém khdng mong mudn. Theo G. McGraw va
G. Morrisett, ma doc 1a bat ky doan mé nao duoc thém, thay d6i hoac xoa bo tir phan
mém cua hé théng nham 1y do gay anh huong hodc phé hoai dén chirc ning cua hé
thong do.

Trong nhitng ndm gan day, dudi su phét trién vii bio cua cdng nghé Internet of
Things (goi tat 1a 10T), cac loai ma doc nham t6i cac thiét bi IoT ciing tang 1én nhanh
chéng. V& ciu tao, thiét bi IoT c6 cac dic trung co ban cia mot hé théng nhing va
khac véi céc thiét bi may vi tinh ¢ cac diém sau:

- V& chuic nang: May vi tinh 12 van nang, con hé nhing 1a chuyén dung.

- V& tai nguy@n: Hé nhing thudng c6 tai nguyén han ché hon nhiéu so véi may
vi tinh hozc chi manh vé mét tiéu chi nao d6 phuc vu chirc ning chuyén dung cua
minh, vi du hoic bo nhé rat 16n, hoic b tinh todn rit nhanh v.v. Nhung thong thuong
dung luong bo nha thap (RAM), bd nha flash bi han ché vé dung luong thudng dugc
str dung dé luu trix trong cac firmware

- V& kién trc phan ctng: Hé nhung thuong rat da dang vé kién tric tuy theo
chic ning ma hé nhing d6 dam nhiém, kién tric bo xir 1y cling khac nhiéu so voi
may Vi tinh. Khong hd trg kién trac x86, thuong st dung kién tric ARM, MIPS,
PowerPC, Sparc. Bo vi xur ly dua trén kién tric MIPS sir dung phé bién trong thiét bi
dinh tuyén Cisco, Linksys, Mikrotk, modem DSL v.v. con bo vi xir ly dua trén nén
ARM (Advanced RISC Machines) dugc st dung phé bién trong dién thoai thong tinh,
TVs, thiét bi di dong.

Nhu vay, ta c6 thé hiéu, ma doc 10T 1a loai ma doc duogc tao ra dé nhim t6i cac

thiét bi 10T, loi dung cac diém yéu san c6 trong 15i kién tric va ma mém kém chat



lwong cua thiét bi dé thuc hién cac hanh déng nhu danh cdp thdng tin c& nhan cua

ngudi sir dung, Xay dung mang botnet hozc tham chi phé hiy ca ha ting mang.

Céc huéng tan cong cia ma doc 10T rat da dang, tuy nhién ching chu yéu nham

vao cac tang vat ly va ting mang cua thiét bi 1oT. Bang 1.1 liét ké 15 kiéu tin cong

cua ma doc IoT, duogc trinh bay trong nghién ctiru ctia Dange va cac cong su [6].

Biang 1.1: Danh sach cach kiéu tin cong ciia ma doc loT

STT K::%”néa” Ting Hoat dong Anh huong
Giam ty 1& signal-to-noise | Tao nén mot cudc tan
1 | Jamming Vatly | khién cho bén thu nhan bi | cong tir chdi dich vu
gian doan
Ké tan cong cung cap mot | Gy mat tinh bi mat
. con duong téi wu toi céc | cua dit lidu
Tan cong ] , o
2 ) Mang | may tram. Tat ca thong tin
sinkhole ) L
di qua duong nay déu co the
bi phuc hoi bai ké tan cong
Can thiép Thay doi, chinh stra chic | Gdy mat tinh toan
3 | vaonit Vat ly | nang hoac dit liéu cua cac | ven cua dir liéu
mang nat mang
Chén vao mét nit mang méi | Gay mat di lidu
hoac diéu khién nit mang
da c6 san khién cho tat ca
. cac nut mang lan can thay
Tan cong N . .
4 Mang | doi bang dinh tuyén va chi
blackhole . ) )
truyen dir liéu qua nat mang
nay. NUt mang nhan dugc
g0i tin s& nging chuyén tiép
goi tin.




Cudc tan cong cd mot hoic
nhiéu nit mang doc hai va

mét dudng ham gitta ching.

Gay mat tinh bi mat
va toan ven cua di

liu

Tan cong ) .
Mang | Nut mang tan cong s€ chan
wormhole . _
bat cac goi tin tor mot dia
diém va truyén ching toi
mét nlt & rat xa.
Mot ndt mang c6 thé cé | GAdy mat tinh toan
. nhiéu dinh danh khac nhau. | ven
Tan cong , o,
) Mang | Cac dinh danh nay co thé
sybil .
duoc dung d¢ gia mao hoac
phat tdn ma doc.
. NGt mang doc hai déng vai | Gy mat tinh riéng tu
Tén cong PR
) tro nhu mot thiet bi dinh | va toan ven cua dir
Selective Mang . R
) tuyén va lya chon goéi tin dé | liéu
Forwarding . )
truyén di hoac loai bo.
Ké tan cong lién tuc gui di | Tao nén mot cude tan
thong diép HELLO dé xac | cong tir chdi dich vu
dinh vi tri cua cac thiét bi
A lan can. Thiét bi nhan duoc
Tan cong L o
Mang | thong diép nay s€ phai danh
Hello flood L .
mot phan tai nguyén dé tra
loi, ddn dén viéc ting luu
lwong mang va tiéu tén ning
lugng.
. Ké tan cong phat lai théng | Gay mat tinh bi mat
Tan cong _ ) ) -
_ diép mot cach bi mat va cé
man-in-the Mang , . ]
] the thay doi ndi dung giao
middle

tiép trong khi hai bén lién




lac van cho rang dang dugc

két ndi truc tiép voi nhau.

Ké tan cong khién cho thiét

Gay mat tinh sin

Tan cong tur bi hoic hé théng mang | sang cua hé théng
10 . Mang G
choi dich vu ngung tré hoat dong doi vai
nguoi dung hop phap.
. Mot hodc nhiéu nit mang | Gdy mat tinh san
Tan cong A s R 4
11 A Mang | doc hai lién tuc gui di cac | sang cua hé thong
gay nghén _ o,
thong diép gay tac nghén.
. Ké tan cong gui lai cac | Gy mat tinh riéng tu
Tan cong . . . )
12 hit Lai Mang | thong tin da bi chan bat trén | cua dix li¢u
phat lai .
duong truyen
o _ .| Thiétbi tiéu tén ning
Muc tiéu chinh cua loai tan N
. A o, _. | lwong nhanh hon dan
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o o dén can nguon va
13 | Sleep Vatly | bi lubn hoat dong va khong
o . .., | ngtng hoat dong. Hé
Deprivation thé di vao trang thai tiet| . .
] thong mat tinh san
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d6 xay dung nén mang ludi
Botnet. Bay la mot chu trinh
tuan hoan, cho dén khi tat ca
cac thiét bi trong hé thdng
mang tré thanh bot. Vi
mang ludi Botnet, ké tan
cong ¢ thé chiém quyén
diéu khién hé théng mang,
hack dir liéu va thuc hién
tan cong tir chdi dich phan

tan.

(Nguon: 1oT Botnet: “The Largest Threat to the loT Network ")

Nhu vy, vé tong thé, ma doc 10T 12 loai md doc c6 cac hoat dong dic trung
nhu: thuc hién tan cong tir chéi dich vu phan tan; ra quét cac cong dang mé cua céc
dich vu IoT nhu FTP, SSH hay Telnet; hay thuc hién tan cng vét can dé chiém quyén
diéu khién thiét bi 1oT.

1.1.2. Phan logi ma déc 10T

Dua trén nhitng dic diém cua thiét bi 10T va céc tinh chat dic trung ctia ma doc,
ta ¢d thé phan loai doc 10T thanh 5 loai nhu sau:

- Worm: Ma doc truy cap hé thong ma khong can quyén nguoi dung va thuc
hién cac hanh vi doc hai tiém tang véi kha nang nhan ban 16n. Sau ma doc cé thé lam
thay doi cac hanh dong binh thuong cua thiét bi. C6 thé iy vi du nhu siu Stuxnet
thuc hién tin cong vao cac bo diéu khién lap trinh & cac nha may dién hat nhan cua
Iran, hodc ma doc Linux.Darlloz véi kha niang 1ay nhiém trén dién rong nhiéu thiét bi
nhu thiét bi 10T dan dung, hop set-up.

- Trojan: La cac doan ma doc xuat hién duéi hinh thirc cac chuong trinh hop 1é.
Sau khi kich hoat, ma doc Trojan sé& tin cong thiét bi chu bang cach tao ra cac cira
hau dé ma doc co thé truy cap dé dang. C6 thé ké dén nhu Trojan SoundMiner véi

kha nang trich xuét dit liéu tir cac thiét bj android.



- Rootkit: Bugc thiét ké dé truy cap tir xa téi thiét bi thdng qua viéc chinh stra
nhan cta hé diéu hanh hoic firmware cua thiét bi. Mot vi du vé ma doc loT Rootkit
la Cloaker, véi kha ning khai thac dic trung cua vi xir Iy ARM dé tu an gidu chinh
no.

- Spyware: M doc 4n minh trong thiét bi dé thu thap théng tin ma ngudi dung
khong biét, dong thoi c6 thé giam sat cac hoat dong web cua thiét bi. Vi du vé ma doc
IoT Spyware nhu ma doc Flame (sKyWIper), mot bién thé cua spyware c6 thé tan
cong dién rong véi muc dich khdng chi danh cap thong tin ma con ling nghe cac tin
hiéu microphone, bat Bluetooth trén thiét bi néu c6 va giri thdng tin do quét duoc téi
thiét bi diéu khién gan nhat cua hacker.

- Botnet: Ma doc nay lay nhidm va khai thac cac thiét bi loT nham thuc hién
cac cudc tan cdng dién rong nhu tan cong tir chdi dich vu phan tan. Cac vi du tiéu
biéu vé ma doc 10T Botnet ¢ thé ké tgi nhu ma doc Linux.Mirai, Linux.Bashlite.

Ngoai ra, c6 thé phan loai ma doc 10T dua trén hinh thac tin cong cua ma doc,
bao gom hai hinh thirc tan cong chinh theo Aohui Wang [3] la: Tan cong vét can
(brute-force) va Tan cong thuc thi ma tir xa (Remote Code Execution — RCE). Trong
d6, tin cdng vét can 1a hinh thic tan cdng chu yéu hién nay. Nguyén nhén 1a do c6
rat nhiéu thiét bi l1oT thuong sir dung céc tai khoan ding nhap va mat khau mic dinh
yéu. Theo mot bao céo cia ESET [34], c6 khoang 15% céc thiét bi dinh tuyén st
dung mat khau yéu véi tai khoan dang nhap “admin”. Hinh thirc tan cong nay co thé
dé dang bi xt ly théng qua viéc ngudi dung tu thay doi tén diang nhap va mat khau
phtic tap hon, hoic cac hang san xuat thiét 1ap mat khau mac dinh an toan hon. Bén
canh d6, hinh thirc T4n cdng thuc thi ma tir xa lai dua trén cac 16 hdng hé théng kho
dugc v& hon nhu buffer-overflow, cac dich vu khong dugc mé hda hoac ma hoa kém...
Do vay, day co thé & hinh thuc tin céng pho bién trong twong lai gan.

1.1.3. Ma déc 10T Botnet va nguy co tdn cong tir chéi dich vu

loT Botnet 1a mot mang luéi dugc tao nén bai cac thiét bi da 1y nhiém loT bot.
V& co ban, chic niang cua IoT bot cling trong tw nhu mot bot truyén thong, tac 1a n6

S& ra quét cac thiét bi c6 chura 16 hdng bao mat, 1ay nhidm va bién thiét bi d6 thanh



mét l0T bot m&i. Mang ludi 10T Botnet s& thudng duge diéu khién boi mot botmaster,
cho phép thuc hién cac hoat dong vai su hd trg caa cac bot nhu tan céng tir chdi dich
vu, phat tan thu rac, tn cong lra dao, click a0 hoic spyware. Nguy@n nhan khién céac
thiét bi 10T bi bién thanh bot chu yéu 1a do thiét chinh sach bao mat, bi 1ay nhiém
virus hoic mé email c6 gan kém ma doc. Cach goi ma doc IoT Botnet duoc dé cap
trong luan van la cach goi chung cho toan b cac loai ma doc 10T dugc botmaster cai
cdm vao cac thiét bi 10T nan nhan va diéu khién ching thuc hién cac hanh dong nhu
tan cong tir chdi dich vu...

Theo nghién ciru cia Allix [15] va cong sy, hau hét ma doc hién nay duoc sinh
ra thdng qua viéc sao chép ma ngudn hoac bién thé cua cing ma doc goc. Piéu nay
cling duoc thé hién kha rd doi véi ma doc 10T Botnet thong qua cac phan tich danh
gia mot sé ho ma doc IoT da thuc hién céc cudc tan cong tir chdi dich vy [13] dudi
day:

- Linux.Hydra: Ma doc dau tién 1ay nhiém trén cac thiét bi loT. Linux.Hydra
Xuat hién vao nam 2008, duoc céng bd & dang ma ngudn. Chic ning cua ma doc 1a
nhim t&i tAn cdng cac thiét bi dua trén nén tang kién trac MIPS.

- PsybOt: Tuong tu nhu ma doc Linux.Hydra, ma doc PsybOt duoc phat hién lay
nhiém trén cac thiét bi dinh tuyén, modem DSL c6 vi xt ly MIPS litte-endian chay
firmware Mipsel Linux vao nam 2009 boi nha nghién ctu bao mat Terry Baume
ngudi Uc. PsybOt di 1ay nhiém hon 100.000 thiét bi va hoat dong dya trén co ché
nhan Iénh tir may chu C&C qua giao thac IRC.

- Chuck Norris: Ngay khi ma doc botnet Psyb0t duoc tao ra, mot mau ma doc
méi da duoc phat trién va tro thanh ddi tha canh tranh trong nam 2010, dwoc goi la
ma doc Chuck Norris (mot gia tri string xuat hién trong tiéu dé cua tap tin ma doc).
M3 doc nay c6 rat nhiéu diém tuong dong véi ma doc PsybOt, vi thé day co thé 1a ma
doc tién hoa ciia PsybOt.

- Tsunami/Kaiten: M3 déc Tsunami la ma doc IRC bot, ho tro viéc thuc hién
nhiéu cau Iénh va chinh sira thong tin cau hinh may cha DNS trén thiét bi da lay

nhiém khién cho luu luong tir thiét bi IoT duoc chuyén hudng téi may chu diéu khién



cua ké tin cdng. Tsunami con co6 thé thuc hién tin cong biang mot sb ki thuat phic
tap nhu HTTP Layer 7 Flood, TCP XMASS.

- Aidra/LightAidra/Zendran: Ma doc lay nhiém va dwa thiét bi vao mang botnet
dua trén IRC, c6 kha ning thuc hién mét sd tan cong co ban SYN Flood va ACL
Flood. M3 ddc nay xuat hién trong khoang 2012, day 1a 3 loai ma doc c6 nhiéu phan
ma nguédn twong tu nhau vi thé c6 thé ghép vao chung mét loai ma doc. Ching cé thé
bién dich dya trén nhiéu kién trac khac nhau nhu MIPS, ARM, PowerPC va lay nhidm
trén céc thiét bi 10T c6 nén tang Linux, khai thac 16 hong CVE-2014-6271.

- Spike/Dofloo/MrBlack/Wrkatk/Sotdas/AES.DdoS: Ma doc nay xuat hién nam
2014, sir dung Agent-handler thay cho IRC-based trong kién tric mang botnet so voéi
cac ma doc trude. Ma doc nay ¢d mot co ché bao dam su bén vitng bang cach gia
mao tap tin etc/rc.local, nham van ton tai khi thiét bi khoi dong lai.

- Bashlite/Lizkebab/Torlus/Gafgyt: Xuat hién vao nam 2014, c6 nhiéu dic diém
tuong tu nhu dong ma doc Spike, mang botnet ma ching xay dung dua trén kién trac
Agent-Handler. Cac hinh thirc tin cong tir chdi dich vy phan tan ciing dua trén mot
s6 ki thuat don gian nhu SYN, UDP, ACK Flood.

- Elknot/BillGates Botnet: DPugc phat hién nam 2015, day la ma doc duoc su
dung kha phd bién tai Trung qudc dé thuc hién tan cong tir chdi dich vu phan tan.
Muc tiéu chinh cua ma doc nay la cac thiét bi SOHO c6 kién trac MIPS, ARM.

- NewAidra/IRCTelnet: Puoc biét dén vai tén goi 1a Linux.IRCTelnet, ma doc
nay duoc két hop dua trén ma ngudn gbc Aidra, giao thic cua Kaiten IRC based, ma
do quét/ma lay nhiém cua BASHLITE va b tir dién tan cong cia Mirai. Tat ca cac
thiét bi nhung dua trén cac kién trac chuan déu cé thé bi lay nhiém bai ma doc nay
va mién ky thuat tan cong I16n nhu TCP XMAS, TCP Flood.

- Mirai: Mirai 1a2 mot phan mém doc hai nén tang Linux trén thiét bi loT. M4
doc ra soét cac thiét bi kém an toan, bién ching thanh mang botnet, rdi sir dung trong
tan cong DDoS, va phat tan théng qua Telnet. Nam 2015, cac nha nghién ciru dén tir
cong ty bao mat Nga Dr.Web da phat hién ra mot loai Trojan méi trén Windows,

dugc thiét ké nham muc dich gitp tin tic phat tan ma doc Mirai sang nhiéu thiét bi



khac nhau. Day 1a mot biéu hién rd nét cua tinh lién két trong phat tan va da nén tang
ctia ma doc trén IoT, d6 ciing 13 1y do Mirai da thuc hién cac vu tin cong tir chéi dich
vu phan tan cé tinh quy mé rat l6n.

- The Moon: Thang 2/2014, tién si Johannes Ullrich ctia Hoc vién k¥ thuat
SANS da phat hién ra mot sdu ma déc méi ¢ tén TheMoon. Ma doc nay tan cong
nham vao cac thiét bi dinh tuyén Linksys E4200, WRT610N, E1000, E2000, E3000,
E1550, E1500. TheMoon khai thac 16 héng qua cau 1énh thuc thi khi chuyén doi gia
tri tham s “ttcp_ip” dugc gui trong mot yéu cau POST. Sau khi khai thac 15 hong

thanh cong, mi doc TheMoon sé& ty tai ma ngudn vé thiét bi thdng qua cau Iénh wget.

Malware DDoS
Name Year  Source Code  Agents CPU Architecture Model ~ Feasible Attacks
Linux.Hydra 2008  Open Source ~ MIPS IRC-Based SYN Flood, UDP Flood
PsybOt 2009  Reverse Eng.  MIPS IRC-Based SYN Flood, UDP Flood, ICMP Flood
Chuck Norris 2010  Reverse Eng.  MIPS IRC-Based SYN Flood, UDP Flood, ACK Flood
Tsunami, Kaiten 2010  Reverse Eng.  MIPS IRC-Based SYN Flood, UDP Flood, ACK-PUSH Flood, HTTP
Layer 7 Flood, TCP XMAS
Aidra, LightAidra, Zendran 2012 Open Source ~ MIPS, MIPSEL, ARM,  IRC-Based SYN Flood, ACK Flood
PPC. SuperH
Spike, Dofloo, MrBlack, 2014 Reverse Eng. MIPS, ARM Agent-Handler SYN Flood, UDP Flood, ICMP Flood, DNS Query
Wrkatk, Sotdas, AES.DdoS Flood, HTTP Layer 7 Flood
BASHLITE, Lizkebab, Torlus, 2014  Open Source ~ MIPS, MIPSEL, ARM,  Agent-Handler SYN Flood, UDP Flood, ACK Flood
Gafgyt PPC, SuperH, SPARC
Elknot, BillGates Botnet 2015  Reverse Eng.  MIPS, ARM Agent-Handler SYN Flood, UDP Flood, ICMP Flood, DNS Query
Flood, DNS Amplification, HTTP Layer 7 Flood,
Other TCP Floods
XOR.DdoS 2015  Reverse Eng. MIPS, ARM, PPC, Agent-Handler SYN Flood, ACK Flood, DNS Query Flood, DNS
SuperH Amplification, Other TCP Floods
LUABOT 2016 Reverse Eng. ARM Agent-Handler HTTP Layer 7 Flood
Remaiten, KTN-RM 2016 Reverse Eng. ARM, MIPS, PPC, IRC-Based SYN Flood, UDP Flood, ACK Flood, HTTP Layer
SuperH 7 Flood|
NewAidra, Linux.IRCTelnet 2016  Reverse Eng.  MIPS, ARM, PPC IRC-Based SYN Flood, ACK Flood, ACK-PUSH Flood, TCP
XMAS, Other TCP Floods
Mirai 2016 Open Source ~ MIPS, MIPSEL, ARM,  Agent-Handler SYN Flood, UDP Flood, ACK Flood, VSE Query
PPC, SuperH, SPARC Flood, DNS Water Torture, GRE IP Flood, GRE

ETH Flood, HTTP Layer 7 Flood

Hinh 1.1: Danh sach ma déc 10T c¢6 kha ning thwc hién tin cong tir chéi dich vu
(Nguon: "Analysis of DDoS-capable loT malwares")
- Bricker bot: Pugc phat hién vao thang 3/2017, ma doc Bricker bot st dung
chung quy trinh tan cong vét can qua cong Telnet caia Mirai [35]. Muc tiéu chinh cua
mi doc ndy nhdm vao cac thiét bi 10T st dung Busy box-linux. Sau khi d4 thanh cong
xam nhap vao thiét bi, ma doc Briker bot s& thuc hién mot chudi cac cau lénh Linux
dan t6i lam sap bo nhé Tuu trit, gian doan cac hoat dong mang va xda sach moi thu

muc trén thiét bi.



- VPNFilter: Pugc phat hién vao thang 5/2018, mang ludi VPNFilter botnet cé
thé thyc hién chirc ning nhu 1am gian doan luu lwong mang, do tim céac thiét bi
SCADA trén hé thng mang va x6a sach firmware dé vd hiéu hoa tam thoi céc thiét
bi 10T. Céc VPNFilter bot duoc két ndi téi mot may cha cé tén mién Ia toknowall.com
dé nhan lénh diéu khién va cac module hd tro [30].

Ké tir khi ma doc Linux.Hydra cong bd ma ngudn, da c6 nhiéu bién thé ma doc
IoT dugc phét trién 18n tir nd nhu Psybot, Chuck Norris va cudi cting la Tsunami. Ké
dén, mot phan ma ngudn cua Tsunami lai duoc sir dung dé phat trién cac ma doc méi
hon 13 Remaiten va LightAidra. Ttr ma doc Bashlite 1a thé hé sau cua LightAidra, ma
doc Mirai da ké thira va phat trién nd tro thanh mot dong ma doc méi véi nhiéu bién
thé da dang. Hai ma doc gan day 1a Bricker bot va VPNFilter ciing ké thira mot s6
tinh chat caa ma doc Mirai. Hinh 1.2 thé hién qua trinh tién hda cua cac ma doc loT
Botnet [19].
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Hinh 1.2: Sy tién hoa ciia ma dgc loT Botnet

(Nguon: “A survey of IoT malware and

detection methods based on static features”)



1.2. Cau trac va nguyén ly hoat ddng ciia ma doc loT Botnet

1.2.1. Cdu tric cia mgng md déc 10T Botnet

M3 doc 10T Botnet str dung ciu triic mang botnet twong tu véi cAc mang botnet
thong thuong, ¢ thé chia ra thanh hai dang 1a mang botnet tap trung va mang botnet
ngang hang. Trong ca hai trudng hop, dau tién, ma doc loT Botnet s& tién hanh tu
dong ra quét hé thdng mang va lay nhidm vao cac thiét bi 10T c6 ton tai 16 hdng bao
mat hoac mat khau yéu. Sau khi dd xam nh4p vao thiét bi, n6 sé& tai xubng mot doan
ma ngudn nhi phan tir may chu ra 1énh va kiém soat (C&C) dé bién thiét bi 10T thanh
bot.

Trong cau trdc mang botnet tap trung, cac may chu C&C sé& c6 dia chi ¢ dinh.
Giao thtrc thudng duoc sir dung trong trudng hop nay 14 IRC va HTTP. Uu diém cua
cau trGc mang botnet tap trung la viéc dé dang trién khai cling nhu quan Iy mang
botnet caa botmaster. Tuy nhién, ciu tric ndy c6 mot nhugc diém 12 trong trudong hop
dia chi may chu C&C bi phat hién, dan t&i viéc bi danh sap hoic ngan chan thiét bi
loT truy cap dén do6 thi mang ma doc 10T Botnet s& bi vo hiéu hoa.

Bén canh do, véi cau trlic mang botnet ngang hang, giao thirc dugc st dung chu
yéu 1a giao thirc P2P. Trong trudng hop ndy, viéc xac dinh dia chi cua may chu C&C
s& kho khan hon va 1am giam kha ning mang botnet bi v hiéu héa. Du vay, cau trdc
nay ciing c¢6 nhugc diém 1a botmaster s& kho xac dinh vi tri va diéu khién cac bot hon
VGi cau trdc mang botnet tap trung.

Ngoai hai thanh phan co ban l1a bot va may chi C&C, cac mang ma doc loT
Botnet thuong s& ¢ thém bdn thanh phan phu bao gom:

- May Scanner duoc sir dung dé ra quét cac 16 hong bao mat trén thiét bi loT.

- May chu Report dé thu thap cac két qua hoic bao céo ra quét tir cac bot hoic
may scanner.

- Méay Loader dugc str dung dé truy cap vao thiét bi IoT sau khi da chiém quyén

diéu khién, chi dan thiét bj tai va thuc thi ma doc.



- May chu phan phéi ma doc 1a noi luu trir c&c tép thuc thi ma ngudn nhi phan
ciia ma doc twong (g V4i nén tang cua tung thiét bi IoT khac nhau nhu ARM, MIPS,
hoic x86... Cac thiét bi 10T bi lay nhiém s& tai ma doc tir day.

Cac chuc ning ctia mdi thanh phan nay cd thé dugc té hop va thuc hién boi mot
thanh phan khéc. Vi du, voi ma doc Mirai, cac bot s& thuc hién ludn viéc ra quét 15
hong bao mat va tan céng tir chéi dich vu ddi véi muc tiéu.

1.2.2. Nguyén ly hogt dong ciia ma doc 10T Botnet

Muc tiéu cha yéu caa cac ma doc 10T Botnet 1a thuc hién tan céng tir chdi dich
vu. Truée khi bat dau, ma doc (bot, may scanner hoic may chu C&C) sé tién hanh ra
quét cac dia chi IP cong khai thdng qua mot s6 cong dich vu ma san nhu céc cong
Telnet, SSH.... Hinh 1.3 m6 ta nguyén ly hoat dong chung ctia ma doc loT Botnet.
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Hinh 1.3: Hoat dong ciia ma dgc loT Botnet
Budc 1: Ma doc (bot hoic may scanner) thuc hién tan cong vét can dé kham
pha tén ding nhap va mat khau duoc thiét 1ap thiéu an toan cua thiét bi 0T hoic thuc
hién tan cong khai thac cac 15 hong bao mat cua thiét bi dé chiém quyén diéu khién
thiét bi.



Budc 2: Sau khi da chiém duoc quyén diéu khién thiét bi, ma doc (bot hoiac may
scanner) s& gui cac thdng tin caa thiét bi loT méi vé may chu Report théng qua mot
cong khéc véi cong né da sir dung dé tan coéng vét can hoic khai thac 16 héng bao
mat.

Budc 3: Thong qua may chu C&C, botmaster s& thuong xuyén kiém tra tinh
trang cua cac thiét bi loT muc tiéu va tinh trang cia mi doc théng qua viéc giao tiép
véi may cha Report théng qua mot kénh truyén bi mat (vi du nhu Tor...).

Budac 4: Sau khi quyét dinh thiét bi 10T nao s& bi lay nhiém, botmaster s& guri di
mét 1énh lay nhidm téi may Loader kém theo cac thdng tin can thiét vé thiét bi loT
s& bi lay nhiém nhu dia chi IP va kién tric phan cang.

Budgc 5: May loader s& truy cap vao thiét bi 10T muc tiéu, ké dén chi dan thiét
bi tai m& nhi phéan tuong wng cua ma doc tir may chii phan phdi ma doc (hoic tir chinh
may loader) va thuc thi nd. Viéc tai ¢d thé théng qua cac céng cu nhu GNU Wget
hodc Giao thuc truyén tap tin don gian (TFTP)... Thong thuong, sau khi mé doc duoc
thuc thi, né s& ngay lap tuc ¢ gang tu bao vé khoi cac ma doc khac bang cach dong
lai cac 16 hong xam nhap khac nhu dich vu Telnet hodc SSH trén thiét bi. Truong hop
mi doc khac duoc phét hién trong thiét bi IoT, ma doc méi s& tim cach tiéu diét doi
tha thdng qua c4c cach thirc khac nhau nhu x6a khoi bo nhé hoic ghi dé 1én. Ké dén,
ma doc cau hinh lai thiét bj dé tro thanh mot phan cua mang botnet. Lic nay, thiét bi
bot méi ¢c6 thé giao tiép vai may chu C&C dé nhan lénh tan cong. Viéc giao tiép duoc
thuc hién bang cach phan giai dia chi tén mién duoc gan kém theo mé thuc thi thay
vi mét dia chi IP ¢6 dinh (vi du trong ma ngudn caa Mirai thi gia tri cia muc nay 1a
cnc.changeme.com...). Nho vao d6, botmaster s& thuan tién hon trong viéc thay doi
dia chi IP ciia may chit C&C theo thoi gian ma khong can phai thay d6i ma nhi phan
hozc thuc hién nhirng giao tiép khéng can thiét.

Budgc 6: Botmaster chi thi tit ca cac bot thuc hién cudc tin cong toi may chu
muc tiéu thdng qua viéc guri di mot cau Iénh don gian tir may chu C&C vaéi cac thong
s6 can thiét nhu kiéu tin cong, thoi gian tan cong, dia chi IP cua céc thiét bi bot va

may chi muc tiéu...



Budc 7: Cac thiét bi bot bt dau tin cong may chu muc tidu véi mot trong sd
nhitng kiéu tin céng di néu trong Hinh 1.1 nhu tidn cdng Generic Routing
Encapsulation (GRE), TCP va HTTP flooding...

Bén canh nguyén ly hoat dong chung cua loT Botnet da dwoc mé ta trong Hinh
1.3, cac mé doc IoT Botnet ciing ludn c6 nhitng dic diém riéng biét trong nguyén ly
hoat dong cua ching. Vi du trudng hop cua ma doc Mirai, xuy@n sudt qua trinh lay
nhiém, n6 luén dé lai nhitng dau vét c6 thé phat hién dugc thong qua mot phan tich
mang don gian [5]. Hoic truong hop cia ma doc LuaBot [33] thi dugc tich hop nhiéu
chic ning phuc tap nhu kénh giao tiép C&C ma hoa va cac tap luat iptables tly bién
dé bao vé nhitng thiét bi ma no da lay nhiém. Ma doc Hajime [36] thi duya trén giao
tiép phan tan hoan toan va tan dung giao thirc bang bam phan tan (DHT) BitTorrent
dé phat hién thiét bi ngang hang va giao thic truyén tai uTorrent dé trao doi dit ligu.
MJi thong diép ciia ma doc Hajime déu dugc ma hoa RC4 va tao chir ky bang mot
cap khéa cong khai va bi mat. Truong hop caa ma doc Bricker bot [35], bang cach
tan dung thong tin ding nhap mic dinh cua dich vu SSH, 18i ciu hinh hoic céc 16
hong bao mat da biét, ma doc nay s& thuc hién cac cudc tan cdng tir chdi dich vu lau
dai (PDoS) thdng qua cac cach thirc bao gom xo6a firmware thiét bi, x6a cac thu muc
trong bo nhé thiét bi hoac tai cau hinh cac tham sé mang.

Ngoai ra, cudc chién tranh gianh quyén kiém soét thiét bi 10T ciling 1a mot dac
diém thuong thiy ¢ cac ma doc 10T Botnet. C6 thé 1y vi du nhu cac ma doc Carna,
Darlloz va Wifatch s& x6a duoc ma doc LightAidra, hoic ho ma doc Mirai cd thé xo6a
dugc ho ma doc Bashlite...[13] Nhiing dic diém nay thé hién r6 tinh nguy hiém cua
mi doc, tdi vu hoa kha ning tdn céng va kha ning chéng x6a bo caa chang ddi voi
cac ma doc khac.

1.3. Cac phuong phap phat hién ma doc l1oT Botnet

Nghién ctu phat hién ma doc 1oT Botnet 14 mot van dé khé thach thac, khi ma
mi doc hién nay dang ngdy cang phat trién dé che dau cac hoat dong kha nghi trong
hé thdng va vuot mit cac chuong trinh do quét. Bé giam thiéu cac thiét hai do chiing

gay ra, mot sé nghién cau vé phat hién ma doc 10T dua trén hoc may di duoc trién



khai. Téng quan lai, ¢ thé chia ra 3 huéng tiép can chinh trong phan tich phat hién
ma doc, bao gom: phat hién dra trén phan tich tinh; phat hién dua trén phén tich dong;
va phat hién dua trén phuong phap lai.

1.3.1. Phét hién ma doc 10T Botnet dua trén phan tich tinh

Phuong phap phan tich tinh 1a phuong phap phan tich, phat hién ma doc, 16 héng
bao mat duya trén nhitng dic trung ctia Cac tap tin chuong trinh ma khdng can thyc thi
chang (trén thiét bi thuc hoic méi trudng md phong). Viéc phan tich nhu vay c6 the
thuc hién trén ma ngudn twong minh hoic cac tap tin nhi phan thuc thi.

Trong huéng tiép can dya trén phén tich tinh, cac dic trung phd bién cia ma
doc nhu: tiéu dé tap tin (header), cac 1i goi ham hé thong, thong tin chudi in (PSI),
FLF (Function Length Frequency), cac thu vién lién két, OpCode (trich xuat tir ma
assembly)... s& duoc trich xuat tir cac tap tin thuc thi dé dwa vao cac thuat toan hoc
may phan loai [1], [10], [12], [18], [21]. Dich nguoc 1a hudng tiép can phd bién dé
trich xuat nhiing thong tin dic trung trén tir mot tap tin thyc thi. Cach thic trich xuat
va xt Iy nhitng dic trung d6 anh huong 16n dén do chinh xac va phic tap cua céc
phuong phap phat hién ma doc 10T, nhimg dic trung d6 co thé duoc chia thanh 02
nhom: dya trén cac dic trung cé cau trac d6 thi va dua trén cac dic trung khong co
cu tric d6 thi, nhu minh hoa & Hinh 1.4,

Céc phuong phéap phat hién ma doc sir dung cac dic trung khong c6 cau tric do
thi nham xay dung cac md hinh phat hién chtra cac thugc tinh cua cau tric tap tin nhi
phan dé phan loai mét tap tin nhi phan 1a ma doc hay lanh tinh. Nhiing phuong phap
nay dua trén trich xuat cac dic trung gdm Opcode, Strings hoac cau tric tap tin phan
biét cac mau ma doc. Nhirng dic trung nay cé thé dugc chia thanh 2 nhom: dic trung
mtic cao va dic trung mic thap. Cu thé, cac dic trung mic thap c6 thé duoc thu thap
tryc tiép tir trong cau tric cua tap tin, trong khi d6 cac dic trung muc cao can sir dung
cac cong cu hod tro phan tach (disassembler) nhu IDA Pro hoic Radare2. Nhirng
nghién ctru biéu dién cac tap tin thyuc thi bang cac dic trung khong o cau tric do thi
s& phu thudc nhiéu vao gié tri cua cac dic trung (vi du 10i goi ham inet_toa) va s&

khong thé mé ta thdng tin ngir nghia phirc tap giita cac dic trung (vi du nhu dit liu



phu thudc trong vong doi ma doc 10T botnet). Bén canh d6 cac nghién ctru stir dung
dic trung khong co cdu tric d6 thi thuong kha yéu véi ma doc sir dung ki thuat gay

rdi nhu ma hoa, chén dit liéu rac...

Phat hién ma doc loT botnet
duwa trén dac trung tinh

1
' v

Phi cau truc dé thi Co cau trac dé thi
(non graph-based) (graph-based)
\ 2 L 4 \ 2 L 4
Murc cao Mtrc thap Function call Obcode araph
(high-level) (low-level) graph P grap
\ 2 L4 A L4
[ String ][ Opcode ][ ELF-header ] [ G'I"V“a'e ]
mage

Hinh 1.4: Phan loai cac dac trung tinh trong phat hién ma doc loT Botnet

(Nguon: “A survey of IoT malware and
detection methods based on static features”)

Mot vai nghién ctru theo hudng phat hién ma doc 10T dya trén phan tich tinh
gan day co thé ké dén nhu:

- Nghién ciru coa HaddadPajouh va cac cong sy [10] dé xuat mot hudng tiép
can st dung hoc sau véi mang no-ron hdi quy (RNN) va cac didc trung tinh trich xuét
tir m& OpCode thuc thi cia ung dung IoT. M6 hinh dé xuat duoc huan luyén vai tap
dir liéu gom 281 mau ma doc va 270 mau lanh tinh, sau d6 duoc kiém tra véi 100
mau mi doc 10T méi théng qua ba ciu hinh mang bo nhé dai - ngan (LSTM) khéc
nhau. Do chinh xac cao nhét ciia mé hinh dé xuat 1a 98,18%.

- Nghién ctru cta Su va cac cong su [12] dua ra mot mé hinh phat hién ma doc
loT Botnet thoi gian thuc thdng qua viéc chuyén doi ma nhi phan cua ma doc sang
dang anh da mirc xam, sau d6 sir dung mang no-ron tich chap (CNN) trong sb nhe

hai 16p dé tu dong trich xut cac dic trung tinh cac birc anh ma doc d6 va dua vao



huan luyén. Mb hinh dwogc thuc nghiém véi tap dir liéu bao gdm 500 mau ma doc va
365 mau lanh tinh, dat dugc do chinh xAc cao nhat 12 94,0%.

- Nghién cru cia Ngb Québc Diing va cac cong su [18] dé xuét hudng tiép can
sir dung céc dic trung tinh tir d6 thi théng tin chudi in (PSI) cho phat hién ma doc
IoT Botnet. Cac dic trung tir d6 thi thong tin chudi in duoc xay dung duya trén db thi
ham goi (Function Call Graph) rat gon, twong trung cho chu trinh hoat dong cua méa
doc 10T Botnet. M6 hinh duoc thir nghiém trén tap di liéu gom 12000 mau véi 7000
mau ma doc IoT Botnet va dat duoc do chinh xéac vao khoang 98,7%.

1.3.2. Phéat hign ma doc 10T Botnet dwa trén phdn tich dong

Phan tich dong la phuong phap phan tich cach hoat dong ciia ma doc khi ma
doc dugce thuc thi. Bang cach giam sat cac hoat dong cua ma doc, cach thuc thuc thi
lay lan nhu thé ndo, n6 két ndi dén dau, cai dat nhitng gi vao hé théng, thay doi thanh
phan nao nham muc dich ngan chin viéc lay nhiém, tao ra cac dau hiéu nhan dang
hiéu qua. Viéc phan tich ma doc doi hoi qua trinh theo di lién tuc va lap di 1ap lai.
Néu thuc hién trén hé thdng thiét bi that s& mat rat nhiéu céng stc va thoi gian. N6
cling c6 thé gay thiét hai 16n cho ca hé thdng. Vi thé, can phai thiét 1ap mot moi truong
an toan cho viéc chay ma doc dé cd thé thu thap thong tin vé ma doc mot cach tot
nhat. K§ thuat nay dya trén nguyén ly 1am viéc sir dung tap luat duoc coi la binh
thuong dé quyét dinh mot chuong trinh ¢6 ¢b y vi pham nhiing tap luat dugc dinh
trudc hay khong.

Trong hudng tiép can phéat hién ma doc 10T Botnet dua trén phan tich dong, tap
tin thue thi ma doc sé duoc cho chay truc tiép trong mot méi trudng thoi gian thuc.
Cac cong cu gidm sét s& duoc sir dung dé trich xuat cac hanh vi ddc trung nhu cac 1oi
goi API (Application Programming Interfaces), cac hanh vi mang, cac thay doi trén
registry hoac viéc sir dung b nhé. .. va sir dung dé phan loai ma doc [11], [20], [27].
Cac moi truong thoi gian thuc cé giam sat thuong dugc st dung trong phan tich dong
nhu cac cong cu xay dung moi truong may ao (virtual machine) hoac sandbox.

Quy trinh phan tich dong théng thudng s& gom cac budc sau:

- Budc 1: Thyec thi tap tin ma doc trong méi truong moé phong.



C4c tap tin thuc thi ma doc trén nén tang thiét bi 10T thdng thudng déu & dinh
dang ELF (Executable and Linkable Format) s€ duoc duwa vao moéi treong mo phong
thiét bi IoT dé tién hanh thuc thi théng qua nhiéu kénh khac nhau nhu SSH, Telnet,
sao chép vao ban anh (image firmware),... Sau do, cac tap tin ELF nay duoc kich
hoat theo nhiéu cach khac nhau, dua trén kinh nghiém cua nguoi phan tich hoic kich
ban cé san.

- Budc 2: Giam sat cac hanh vi cua tap tin ma doc.

Thuc hién giam sat cac hanh vi cua tap tin ELF khi thuc thi trong moi truong
mod phong sau khi dugc kich hoat chay. Cac hanh vi dugc giam sat co ban bao gom:
hanh vi lién quan téi giao thac mang (md cong, tao két ndi, truyén va nhan tép tin,
chuyén huéng két ndi), hanh vi lién quan ti tién trinh (tao tién trinh con, an tién trinh,
tat tién trinh khac), hanh vi goi thuc thi cac chuong trinh khac. Bé giam sat cac hanh
vi nay thuong st dung cac cdng cu dugc cung cap, tich hop san trong cac méi trudng
md phong hoic tu phat trién cac cong cu phu hop véi méi truong nay. Cac cdng cu
thuong duoc su dung nhu: WireShark, TShark, Strace, TCPdump, ProcessMon,
Process Explorer, ProcDOT, Noriben...

- Budc 3: Phat hién cac tac dong tiéu cuc cua tap tin ma doc véi moi truong moé
phong.

Bén canh viéc giam sat toan b6 cac hanh vi cua tap tin ELF, viéc giam sat cac
thay d6i cia moi trudng mo phong ciing giap ich cho viéc phat hién cac ma doc. Doi
khi cac bién thé ma doc che gidu hanh vi du tot dé khdng bi cac cong cu giam sat
hanh vi ghi nhan. Tuy nhién, muyc dich cudi cung cia ma doc la anh hudng tiéu cuc
t6i hé théng nén viéc phat hién cac tac dong tiéu cuc la mot phan quan trong dé phan
biét tép ELF la ma doc hay ma sach. Cac thay ddi nay thong thudng s& nam & cac
nguon tai nguyén hé thong (bang théng mang, bd nhd, nang luc xu Iy tinh toan), cac
tap tin va thu muc (tao tap tin méi, tao thu muc méi dé tai tép tin 1y nhiém), thay doi
cau hinh mic dinh caa hé théng, tao 16 hdng bao mat, cong hau (backdoor). Cac cong
cu thuong dugc s dung nhu: RegShot, Autoruns, Fiddler.

- Budc 4: Lya chon cac dac trung hanh vi doc hai cta tap tin ma doc.



Sau qua trinh giam sat toan bo cac hanh vi va tac hai caa tap tin ELF ddi voi
moi truong mo phong, nguoi phén tich phai xac dinh cac hanh vi dac trung cua tap
tin ELF dé dwa ra quyét dinh d6 1a ma doc hay lanh tinh. Céc dic trung thong thudng
s& dugc lua chon dya trén dic diém cua cac ho ma doc di biét hoac kinh nghiém cua
ngudi phan tich. Vi du: dic trung vé luu lwong mang, tao cong két ndi méi, tao tién
trinh con, thay d6i cau hinh hé théng, tao cdng hau.

- Budc 5: Luu trir cac dac trung hanh vi doc hai phuc vu phat hién ma doc.

Cudi cung, sau khi di lya chon cac dic trung cu thé vé hanh vi doc hai cua ma
doc, ngudi phan tich sé tién hanh xac dinh cac gia trj cua dic trung thong qua thuc
nghiém dé sinh ra mau chir ky dong hodc bao céo vé dic trung hanh vi, qua do sir
dung dé phat hién ma doc.

Mot vai nghién ctru theo hudng phat hién ma doc 10T dua trén phan tich dong
gan day c6 thé ké dén nhu:

- Nghién ctru ctia Jeon va céc cong su [11] dé xuat mé hinh sir dung mang no-
ron tich chap trong moi trudng ao hda long nhau dya trén dam may dé phat hién ma
doc 1oT. Cac dic trung dong theo hanh vi cua tap tin thuc thi ma doc thu duoc trong
méi trudng 40 sé& duoc chuyén do6i thanh dang anh mau RGB, tir d6 thuc hién trich
chon déc trung va phan loai ma ddc. Mo hinh duoc thuc nghiém vai tap dir ligu 1402
mau bao gdm ca ma doc 10T va lanh tinh. Do chinh x4c caa md hinh phét hién dat
duoc 1a 99,28%.

1.3.3. Phat hién md déc 10T Botnet dwa trén phwong phap lai

Trong mdi phurong phéap phan tich tinh va phan tich dong déu c6 nhiing wru diém
va han ché nhat dinh. Bang 1.2 tong hop cac wu nhuoc diém cua timg phuong phap
da néu.

Ta c6 thé thdy, huéng phét hién dya trén phan tich tinh s& c6 loi thé hon trong
viéc hiéu rd cau tric ciia ma doc. Trong khi d6, hudng phan tich dong lai co thé giai
quyét cac ki thuat 1am réi ma doc. Tur d6, san sinh ra mot huéng tiép can nira, véi
muc tiéu van dung dugc uu diém cua ca hai phuong phép trén, d6 chinh 1a phuong

phap lai [7], [20], [21], [27]. Pay ciing la hudng nghién ciu chinh cda luan van.



Bang 1.2: So sanh ciac phwong phap phan tich tinh va dong
trong phat hién ma doc loT Botnet

Phan tich dong

Phan tich tinh

- Quan sat thuc thi cu thé caa mot

chuong trinh dé quyét dinh tap tin Ia

- Phan tich mot céch chi tiét cac tap tin

va dua ra dugc cai nhin tong quét vé tat

Uu | ma doc dé dang ca cac kha nang kich hoat cua chiing
diém | - Phan tich dong hiéu qua hon dbi | - Khong can phai thuc thi ma doc nén
véi ma doc gay roi khong bi anh huong béi tinh da kién
trdc khi xay dung méi truong thuc thi
- Chi ¢6 thé giam sat don ludng thyc | - Phan tich tinh phu thudc nhiéu vao
thi cong ngh¢ dich nguoc
- Lam 19 qua trinh phat hién va phan | - Kho khan khi xtr Iy ma doc sir dung
Han | tich ma doc Ky thuat gay roi
ché |- Co thé gy nguy co mat an toan

cho mang va hé théng
- Khé md phong day du thiét bi loT
(tinh da kién tr(c)

C6 mét sb cach thie thuc hién phuong phap lai khac nhau nhu thuc hién phan
tich tinh dua trén két qua phan tich dong, thuc hién phan tich dong dua trén két qua
phan tich tinh, hoic thuc hién song song ca hai quy trinh phan tich tinh va dong. Bé
dam tinh khach quan trong hai quy trinh phan tich tinh va dong, luan van s€ lya chon
cach thuc hién ca hai quy trinh phén tich tinh va dong song song, sau d6 dya trén két
qua cua hai quy trinh 12 tap cac dic trung tinh va dong dé tich hop ching lai va sir
dung thuat toan hoc may dé huan luyén va phan loai ma doc.

Mot vai nghién ctru theo hudng phat hién ma doc 10T dua trén phuong phap lai
thong qua viéc tich hop cac dic trung dong va dic trung tinh c6 thé ké dén nhu:

- Nghién ctu cua Shijo va cac cong su [20] tich hop cac dic trung tinh 1y tir
PSI va cac dic trung dong lay tir chudi 1oi goi API va chuyén chling sang dang vector

dé huan luyén va phan loai ma doc. M6 hinh phan loai sir dung tap dit liéu gom 997




mau ma doc va 490 mau lanh tinh. Do chinh xé&c cao nhat trong qué trinh thuc nghiém
dat duoc la 98,71%.

- Nghién ctru ciia Chen va céc cong su [27] st dung mang hoc sau dé trich xuét
dic trung tinh tir d6 thi ham goi FCG va dic trung dong trong cac 10i goi API dé phat
hién ma doc. Qua trinh thuc nghiém st dung tap dit liéu gdm 80 ho ma doc va 4519
mau ma doc. Po chinh xac dat duoc cua nghién ciu trong phét hién ma doc nay la
83,17%.

- Nghién ctru cua Islam va cac cong su [21] tich hgp cac vector déc trung tinh
trich xuat tir FLF (Function length frequency) va PSI ciing cac vector dic trung dong
trich xuat tir cac tham so 16i goi API thanh mét vector duy nhat tuong ng véi moi
2939 tép thuc thi dé phan loai ma doc. Két qua thuc nghiém cho ra do chinh xac cao
nhat la 97,05%.

- Nghién ciu ciia Gandora va cac cong sy [7] dé xuat mot framework tich hop
cac dac trung tinh va dong phuc vu cho viéc phan loai ma doc. Trong md hinh, cac
dic trung tinh duoc trich xuat tir sé phan ving kha nghi trong tép thuc thi va tan suat
ham goi, con cac dic trung dong duoc trich xuat tir c4c hoat dong mang va hoat dong
cua tép thyc thi. Tap dit liéu duoc sir dung dé thuc nghiém bao gom 998 miu ma doc
va 428 mau lanh tinh, thu duoc d6 chinh xac cao nhat 1 99,58% véi thuat toan phan

loai Random Forest.



Két luan chwong 1

Noi dung chuong 1 di trinh bay mot cach khai quéat vé ma doc 10T ndi chung
va loT Botnet ndi riéng. Cuing véi dé 1a tong quan vé cac hudng nghién ciru da duoc
van dung dé phan tich, phét hién ma doc loT Botnet.

Trong chuong 1, luan van da dua khai niém, phan loai ciia ma doc 10T ndi chung
va cu thé vé 10T Botnet néi riéng. Tir d6, 1am rd cau tric va cac nguyén ly hoat dong,
lay lan cia ma doc 10T Botnet. Bén canh do, luan vin cling tim hiéu vé mét s huéng
nghién ctru va cac phuong phap da duoc van dung dé phan tich, phat hién ma doc loT
Botnet ciing cac vu diém, nhuoc diém cua ting phwong phap phén tich dong, phan
tich va phan tich lai.

Két qua nghién ciru cta chuong 1 sé& 1a co so dé luan van lya chon xay dung thir

nghiém phuong phap lai trong phat hién ma doc 1oT Botnet & chuong 2.



Chwong 2: PHUONG PHAP LAI TRONG PHAT HIEN MA

POC IOT BOTNET

2.1. Xay dung cac dic trung tinh

2.1.1. Mét sé dic trung tinh trong phait hién mi déc IoT Botnet

Trong phan tich tinh, tuy thudc vao viéc trich chon va xir Iy cac dac trung sé
anh huong dén d6 chinh xac va do phuc tap ciia phuong phap phat hién ma doc loT
Botnet. Dua trén cac nghién ctitu vé phan tich tinh trong phét hién ma doc loT, ta c6
thé liet ké mot sé dic trung tinh [19] ¢6 thé duoc sir dung va mirc do anh hudng cua
ching trong phéat hién ma doc 10T Botnet, bao gom:

- M4 thyc thi (Opcode): 1a mét trong nhirng dic trung thuong duoc sit dung nhat
trong phat hién ma doc. Mot Opcode 1a mot chi 1énh don c6 thé duoc thuc thi boi bo
xtr ly (CPU) md ta cac hanh vi caa mét tép thuc thi. Trong hop ngir assembly, Opcode
thuong la cac I1énh don gian nhu CALL, ADD, MOV.... Bay la dac trung 6 anh huong
kha I6n, thuong phai trai qua cac budc tién xir ly nhu tao thanh cac chudi Opcode
tuan tu, chuyén héa cac Opcode cua tép thuc thi thanh dang vector, hay so sénh tan
suat lap cua mot Opcode trong tép thuc thi,... dé st dung trong phét hién ma doc.

- Cac chudi (String): Mot chudi trong tép thuc thi la mot ddy cac ky tu nhu
“gayfgt” thuong duoc luu trir dudi dinh dang ma ASCII (1 byte/ky tu) hoac méa
Unicode (2 byte/ky tw). M&i mét chudi in (printable string) trong mot tép thuc thi déu
cd thé duoc trich xuat ra cac thdng tin hitu dung nhu dia chi IP, dia chi URL két néi,...
tr d6 xac dinh tép thuc thi ¢ phai ma doc hay khong. Thong tin chudi in PSI 1a dic
trung mic cao va anh huong 16n, can phai thong qua cac budc tién xu 1y nhu xay
dung d6 thi, tao mau chit ky.... dé sir dung trong phét hién ma doc.

- Tiéu dé tap tin ELF (Executable and Linkable format): Dinh dang tap tin ELF
chua trong d6 rat nhiéu thong tin hitu ich cé thé sir dung trong phat hién ma doc, c6
thé ké dén nhu:

+ Entropy dugc coi la thang do hiéu qua kha nang luu trit thdng tin ciia mot tap
tin. Mot tap tin nén co entropy cang cao thi hiéu qua Iuu trir théng tin cua tap tin d6

cang l6n. Day 1a mot trong nhitng théng tin kha hitu ich dé kiém tra hanh vi doc hai



cua tép tin, khi ma entropy cua tép tin cang Ion thi kha nang c6 chira ma doc caa né
cang cao. Tuy nhién, ma doc c6 thé tranh bi phét hién bang cach chén thém di lidu
khéng byte.

+ Thoi diém tap tin duoc tao hoac thoi diém bién dich ciing 1a mot théng tin ¢6
thé hd tro x4c dinh tap tin 1a md doc hay lanh tinh. Céc tap tin chira ma doc thuong
c6 thoi diém khé chung chung nhu trede nim 2007 hoic mot nim la nao do trong khi
thoi diém caa tap tin lanh tinh 13 khé 16 rang. M3 doc 10T Botnet bat dau 1y nhiém
trén thiét bi IoT vao nam 2008. DU vay, dic diém nay chi cd thé hd tro chi khong
gop phan xac dinh chinh xac tap tin c¢6 phai ma doc hay khong.

+ C4c phan viing c6 tén kha nghi ciing c6 thé 1a mot thong tin dé phuc vu cho
Viéc xac dinh ma doc. Nhirng trinh bién dich thong thwong sé dat tén théng dung cho
tung phén vung nhu .data, .text,... Tuy nhién, véi cac tap tin chira ma doc thi tén mot
s6 phan ving thuong sé duoc dat ngiu nhién. Do d6, dic diém nay cd thé xac dinh
tap tin duoc liét ké vao danh sach kha nghi hay khong.

+ Thong tin nén ciing duoc coi 1a mot théng tin hod trg xac dinh tap tin ma doc
hay lanh tinh. Céc tap tin ma doc thuong dugc nén voi muc dich vugt qua cac chuong
trinh phat hién ma doc thong qua mau chit ky hoic tranh bi dich nguoc.

+ Dung luong tap tin ciling c6 thé duoc sir dung nhu mot dic trung, dya trén sy
khac nhau vé dung lwong c6 thé cua tap tin ma doc va lanh tinh. Trong khi ma doc
duogc lap trinh sao cho dung lwong cang nho cang tét dé co thé truyén di nhanh va
hoat dong trong bd nhé gidi han cua thiét bi 10T, thi c4c tap tin lanh tinh thuong c6
dung luong ¢ dinh va phai du dé ¢am bao hoat dong cua thiét bj.

+ CAac thong tin vé tap tin nhu phién ban thiét bi, t&n thiét bi, tén nha san xuét
cling c6 thé sir dung nhu mot dic diém dé phét hién ma doc. Nguyén nhan boi cac tap
tin lanh tinh s& thuong ¢b gang thém day du nhirng thdng tin trén, con tap tin ma doc
thi s& tranh viéc thém vao nhitng thong tin chiém dung luong nay.

Tuy ¢6 nhiéu dic diém c6 thé st dung, nhung nhitng thong tin Iy tir tiéu dé tap
tin ELF duoc coi 1a dic trung mirc thap, va viéc sir dung nhitng dic trung nay dé phan

loai ma doc co thé thiéu chinh xéac néu khong duoc xir ly can than.



- Anh da mtrc x4m: La dang anh ma mdi diém anh ¢ gid tri tir 0 dén 255. Trong
bai toan phat hién ma doc, cac tap tin thuc thi c6 thé dugc phan tich va chuyén doi
sang dang chudi nhi phan 0 va 1, sau d6 két hop cac gia tri nhi phan d6 thanh ca
vector 8-bit thé biéu dién gia tri thap luc phan tir 00 dén FF. Cac vector nay cudi clng
s& duoc chuyén dbi thanh dit liéu anh véi cac diém anh cd gia tri tir 0 dén 255, véi 0
1a diém anh den va 255 1a diém anh trang. Céc bic anh chuyén doi tir tap tin thyc thi
nay c6 thé duoc dua vao mang hoc sau dé xu ly, trich chon dic trung va phén loai.
Tuy duoc phén loai vao dic trung muc thap, nhung loai dic trung nay lai kha hiéu
qua trong phat hién ma doc.

- 6 thi ham goi (FCG) hoac do thi ludng diéu khién (CFG) ciing 1a mot trong
nhitng dic trung kha phd bién trong phén tich tinh. Pay 1a dang d6 thi c6 huéng, biéu
dién tat ca cac huéng thuc thi co thé c6 trong chuong trinh, véi mdi dinh (niit) duoc
thé hién dudi dang mot khéi co ban va mdi canh c6 hudng thé hién ludng diéu khién
kha thi gitta cac khéi co ban. Thong tin ludng diéu khién cé hai dang chinh la ludng
diéu khién ngoai lién tién trinh va ludng diéu khién nai lién tién trinh. D6 thi ludng
diéu khién ngoai lién tién trinh biéu dién cac méi lién két gitra cac ham va cac tién
trinh trong tap tin thuc thi trong mot do thi ludng diéu khién duy nhat. Mat khac, do
thi ludng diéu khién noi lién tién trinh s& duoc biéu dién duéi dang mot tap hop céc
d6 thi ludng diéu khién, vai mdi d6 thi twong wng voi mot tién trinh cua mot ham.
Céc dic trung duogc trich xuét tir d6 thi ludng diéu khién thuong cho ra d6 chinh xac
khé cao trong phén loai ma doc.

- P6 thi théng tin chudi in (PSI) [18] 1a mot hudng tiép can méi trong viéc trich
Xuit cac dic trung tir d6 thi. D thi thé hién duoc chu trinh hoat dong tiéu biéu cua
c4c ma doc loT Botnet. Cac dic trung rat ra tir d6 thi c6 thé sir dung cho qué trinh
phén loai ma ddc va cho ra dg chinh xac kha cao cung thoi gian phén loai nhanh.

2.1.2. Ddc trung tinh dwoc chon cho phwong phap lai

Dua trén nguyén ly hoat dong ciia ma doc 10T Botnet, ta c6 thé thiy, cho du cac

ma doc 10T Botnet ngay cang tién hoa vé ca s6 lugng bién thé 13n chung loai thi hoat



dong caa ching van tuan theo mot quy luat nhat dinh. Ta cd thé tom tit cac quy luat
hoat dong d6 thanh mét chu trinh gdm 5 giai doan nhu sau:

- Giai doan thtr 1: Cac ma doc 10T Botnet ra quét cac thiét bi 0T khac co chira
16 hong bao mat va cd kha ning bi lay nhiém. Céng viéc nay c6 thé duogc thuc hién
mét cach ngau nhién biang cach ra quét cac dia chi IP véi cac cong dich vu quen thudc
nhu Telnet (cong 23 hozc 2323) va SSH (cong 22).

- Giai doan thir 2: Chiém quyén truy nhap vao céc thiét bi théng qua 15 hong
bao mat. Bot s& tién hanh tan cong vét can hoic tin cong khai thac dé tim ra tai khoan
va mat khau ding nhap mic dinh yéu thudng dugc thiét 1ap trén thiét bi IoT nhu
root/root, admin/123,...

- Giai doan thir 3: LAy nhiém thiét bi IoT. Sau khi da truy cap vao thiét bi, bot
s& lay nhiém thong qua mot trinh loader dé tai va thuc thi ma nhi phan twong @ng voi
phién ban botnet. Viéc tai thuwong thong qua cac giao thirc nhu FTP, HTTP hay TFTP.

- Giai doan thr 4: Giao tiép véi may chu C&C thong qua dia chi IP hoic URL.
Ma doc 10T Botnet s& ¢d gang két ndi va truyén tai cac théng tin vé thiét bi nhu dia
chi IP va kién tric phan cang téi may chi Report thdng qua mot cong khéc.

- Giai doan thi 5: Cho Iénh tir may chi C&C. Bot vira lip lai chu trinh [ay nhiém
nhu trén, vira an minh trong thiét bi va doi 1énh tin cong tir may chu C&C.

So sénh véi cac ma doc botnet khac [5], [24], hau nhu tat ca cac giai doan trong
chu trinh hoat dong ctia mé doc IoT Botnet déu dé lai ddu vét cd thé bi phat hién.
Nhitng ddu hiéu nay bao gdm cac dia chi IP, cdc mau tén ding nhap/mat khau, céc
lénh tan cong,... Py c6 thé coi 1a mot dic trung cua riéng ma doc loT Botnet va la
mot hudng kha hiéu qua trong phat hién ma doc loT Botnet.

Vi Iy do @6, luan vin sé& lya chon viéc trich xuat cac dic trung tir do thi thdng
tin chudi in PSI dé lam céc dic trung tinh phuc vy cho phuong phép lai. Day 1a d6 thi
duoc xay dung thé hién cho mét chu trinh hoat dong tiéu biéu ciia ma doc loT Botnet
bao gom 5 giai doan néu trén. Mai thdng tin chudi in s& 1a mot hoat dong ¢ ting giai

doan cua bot. Cac dic trung trich xuat tir dd thi ¢ thé duoc ap dung cho cac thuat



toan hoc may dé tién hanh phan loai ma doc va lanh tinh. Binh nghia cua d6 thi duoc
trinh bay nhu sau [18]:

Pé thi PSI la do thi ¢6 huwong dwge dinh nghia bdi Gpg; = (V, E), V6i:

-V 1A tdp cdc cdc dinh dwoc tao thanh tir cde ham trong do thi ham goi va co
chiza cac théng tin chudi in PSI,

- E latdp cac canh c6 huong {(V;,V;), (Vi, V), ... } thé hign méi quan hé goi va
dwocC goi gira cac ham.

2.1.3. Xay dung tdp dac trung tinh

Sau khi dd xac dinh lya chon viéc trich xuat cac dic trung tinh tir d6 thi thong
tin chudi in PSI, viéc xay dung tap dic trung tinh cho phuong phép lai s& duogc thuc

hién thong qua cac budc dugc thé hién trong Hinh 2.1.

[ \ '/‘\- ,’?, | memn
2 radlni
1 lem_gwc
4. processCmd
\_/;Jl E 5 meschPrompt
IDAYETo; 6 Bt
7. sendHTTP
PSI- graph ] 1 |/\> § SurfThelel .
Genelatlon ‘ J‘Jl . it Graph2vec (0.2711,0.1998, 0.1612,..., 0.2003)
10, seprinif
f\ I/‘\ 11, sockprintf
]' l\]ifl 9 12, getRandomPubliclP

13 prnt
14, it senection
13, contains_fail

16, eotains_suecess

Hinh 2.1: Quy trinh xa@y dwng tap dic trung tinh

Buwéc 1: Tién hanh dich nguoc céc tap tin ELF sir dung cdng cu giai nén UPX
va cong cu dich nguoc IDA Pro dé xay dung d6 thi ham goi FCG.

D6 thi ham goi FCG duoc dinh nghia 1a d6 thi ¢6 huéng G = (V, E), véi V 1a
tap cac dinh twong wng VGi cac ham va E 14 tap c&c canh twong tng véi moi quan hé
goi va duogc goi gitra cAc ham [16]. Thong thuong, trong mdt chuong trinh, sé cé hai
loai ham dugc sur dung la cac ham cuc bo va cac ham ngoai vi. Cac ham cuc bo duoc
thuc thi dé xir Iy cac tac vu trong chuong trinh, con cac ham ngoai vi thuong la cac
ham hé thdng hodc thu vién. Cac ham cuc bo cd thé co rat nhiéu tén goi khéac nhau

cho c¢é du cung mét chirc nang. Trong khi do6, cac ham ngoai vi thuong sé duoc dat



tén thdng nhat trong ca chuong trinh. Bén canh dé, cac ham ngoai vi thong thudng s&
khong goi dén cac ham cuc bo vi ching duoc Iy tir hé théng hoidc cac thu vién ham.

- V6i mbi tap tin thyc thi, trude khi tién hanh dich nguoc, can kiém tra xem tap
tin 6 c¢6 bi nén hay khéng va nén bai cong cu nao. Cong doan nay co thé thuc hién
véi cong cu phat hién tap tin nén Detect It Easy [37].

- Ké dén, néu tap tin duoc xac dinh bi nén thi s& phai sir dung mot sé cong cu
dé hd tro giai nén nhu UPX [38].

- Pbi véi nhitng tap tin dd duoc giai nén, co thé sir dung cong cu dich nguoc
IDA Pro [29] dé iy dugc ma assembly tir ma nhi phan va mot tap hop cac ham xac
dinh cua chuong trinh.

- Pd thi ham goi FCG sé& dugc xay dyng dua trén nhitng thong tin thu duoc bang
thuat toan tim kiém theo chiéu rong [23]. Bat dau tir ham entry point, quan hé goi va
duoc goi gitra cdc ham sé& duogc xac dinh va lan luot dugc thém vao do thi. Vi du vé

mot dd thi c6 chira cac ham cuc bd va ngoai vi dugc biéu dién trong Hinh 2.2.

Local functions Et‘dIt
External functions / l
sub 8049677 sub 804ACTD sub 8048EBE

cimdbmn

Hinh 2.2: Mt phan dé thi ham goi ciia miu mé déc Linux.Mirai
(Nguon: A novel graph-based approach for 10T botnet detection)
Buwéc 2: Xay dung dd thi thdng tin chudi in PSI.
Db thi thong tin chudi in PSI duoc xay dung bang cach lwgc bét cac ham va céc
quan hé trong d6 thi ham goi FCG, chi gir lai nhitng ham va quan hé tuong trung cho

cac quy trinh hoat dong tiéu biéu cia mi doc IoT Botnet. Do d6, do thi thdng tin



chudi in PSI s& c6 sb dinh va canh it hon d6 thi ham goi FCG nhiéu lan, tir 6 giam
bdt d6 phic tap can tinh toan.

- Truée khi xay dung d6 thi PSI, can phai trich xuat tat ca cac théng tin chudi
in tir ma nhi phan cua tap tin bing cach sir dung mot plug-in caa cdng cu IDA Pro.
Cac thdng tin chudi in ndy thuong chira nhitng thdng tin ngit nghia quan trong c6 thé
xac dinh dugc muc dich cua ké tin cong. Vi du cac chudi nhu “/dev/watchdog;
/dev/misc/watchdog” 1udn ludn xuat hién trong ma doc Linux.Mirai thé hién viéc
Botnet ngin khong cho thiét 10T khai dong lai [22]. Trong mét vai truong hop, chudi
duoc trich xut ra c6 thé bi Iam rdi hodc bi ma héa.

- Sau khi lay duoc nhitng thong tin chudi in tir cAc mau tap tin thuc thi, d6 thi
PSI s& duoc xay dung twong (rng Vi tirng mau theo thuat toan [18].

Thuit toan: Xay dung do thi PSI (FCG)
1:KhoitaoV=[],E=]]

2: For mdi dinh v; trong FCG do:

3: Ifexist psi trong v; vav; € V do:
4: V=Vuy,

5. Endif
6
7
8

For mdi canh e; (v}, vy,) do:
If exist psi trong v, va v, & V vae;(vj, vx) € E do:
. V=Vu Vi
9: E=E Ue;(v),vy)
10: End If
11: End for
12: End for
13: Return V, E

Dé d¢am bao sy can bang giira do chinh xac cua thuat toan phan loai va do phic
tap tinh toan, cac ham duoc chon phai chira cac thong tin chudi in véi it nhat 3 ky tu.
Hinh 2.3 cho thy mét vi du cua do thi ham goi FCG va dd thi théng tin chudi in PSI

duoc trich xuat tir ma ngudn caa mot mau ma doc Linux.Bashlite.



I. main

2. readUntil

3. .tem_proc

4. processCmd

5. matchPrompt
6. _flext

7. sendHTTP

8. StartTheLelz

9. zprintf

10. szprintf

11. sockprintf

12. getRandomPublicIP
13. print

14. initConnection
15. contains_fail

16. contains_success

Hinh 2.3: P6 thi FCG va dé thi PSI cihia mdt miu ma doc Linux.Bashlite [18]

Buwéc 3: Chuyén héa d6 thi thong tin chudi in PSI thanh vector dic trung tinh.

Trong db thi PSI, m&i chudi lién két cac hoat dong cua ma doc loT Botnet &
duoc thé hién dudi dang mot d6 thi con. Nhu vay, tat ca cac d6 thi con trong do thi
s& cho thay toan bo hanh vi cia ma doc botnet. Va viéc xem xét tat ca cac do thi con
c6 thé co dé dai dién cho toan bo db thi 1a diéu can thiét.

C6 thé thay, viéc xir Iy méi lién hé gitra toan bo db thi va cac do thi con kha
tuong tu Viéc véi xir ly mot van ban vai cac tir trong van ban d6. Nhu vay, mot ky
thuat xir ly kha phi hop cé thé dung trong truong hop nay la graph2vec [2].
Graph2vec dugc xay dung dua trén y tuong cua doc2vec, sir dung mang skip-gram,
coi toan bd dd thi nhu mot van ban va cac d6 thi con nhu cdc tir trong vin ban.

Graph2vec s& thuc hién xir Iy d6 thi PSI théng qua 3 budc sau:

- LAy mAu va déan nhan lai toan bo cac do thi con. Mdi db thi con 12 mot tap hop
cac dinh t6n tai xung quanh dinh dugc chon. Céc dinh trong db thi con khéng duoc &
xa hon sb canh da chon.

- Huan luyén mé hinh skipgram. Tuong ty vin ban 12 mot tap cac tir, toan b do
thi s& 14 mot tap cac do thi con. M6 hinh skipgram duoc huan luyén dé ti da hoa xac
suat dy doan do thi con ton tai trong do thi dau vao. Do thi dau vao duoc cung cap

dudi dang one-hot vector.



- Tinh to&n céc embedding vector dé cung cap dinh danh cho mdi d6 thi nhu
mét one-hot vector ¢ dau vao. Cac embedding vector Ia két qua cua 16p hidden layer.

Diém manh cua graph2vec nim & viéc thuat todn xem xét va bao toan cu tric
dinh va canh cua toan bo db thi thong qua cac dd thi con. Do d6, cac dd thi cang co
c4u tric gidng nhau thi cac embedding vector twong tng trong khéng gian dic trung
cang gan.

Két qua cua quy trinh nay 1 tap cac one-hot vector véi chiéu dai tuy y tuong
trung cho tap cac do thi PSI cua cac mau tép thuc thi ELF.

2.2. Xay dung cac dac trueng dong

2.2.1. Mgt sé dic trung déng trong phéat hién ma dgc 10T Botnet

Khéc véi phan tich tinh, tinh hiéu qua cua phan tich dong chu yéu xoay quanh
viéc thuc thi ma doc trong méi trueong thoi gian thyc va giam sat hanh vi cua chung.
Qua trinh phan tich dong cang thu thap duoc nhiéu thong tin dic trung vé hanh vi cia
mi doc thi qua trinh viéc phan loai ma doc vé sau s& cang hiéu qua. Mot s6 loai dic
trung dong chu yéu thudng duoc thu thap bao gom: cac 10i goi hé thdng (System call),
thong tin ma rong cua cac loi goi hé thong (EXINFO), luu lugng truy cap mang va
c4c thong tin vé hiéu ning may chi [17]. Thdng tin tém tat vé cac dic trung niy duoc
trinh bay trong Bang 2.1.

Bang 2.1: Cac dac truwng dong thwong dwec sir dung
trong phéat hién ma dgc loT Botnet

> Loai dac
T S Pic trung M0 ta dic trung

trung
T
1 Syscall_time_stamp Timestamp cho mbi system-call
2 Syscall_name Tén cua system-call
3 Syscall_list_arg Céc dbi s cua system-call

System i L
4 call Syscall_ret Giatri tra vé cua system-call

) ID cua tién trinh duoc goi bai tép tin

5 Syscall_pid ELE
6 PID num S4 tién trinh duoc tao bai tép tin ELF
7 EXINEO ex!nfo name Ten_eX|_nf0
8 exinfo_type Loai exinfo




Loai dac

S
T Pic trung M0 ta dic trung
trung
T
9 exinfo path Pudng dan exinfo
10 Net service Loai dich vu (HTTP, FTP, SMTP,...)
11 Net_sbytes S6 byte gui
12| Luu | Net sttl Gié tri thoi gian séng
luong Kich thudc goi tin trung binh gui tur dia
13 truy cap Net_smean chi IP nguén
mang S0 lwong két ndi cua cting mot dia chi
14 Net_ ct_dst_sport_Itm | dich va cong nguon trong 100 ket noi
theo thoi gian cuoi cung.
15 Num User login S6 phién hoat dong cua nguoi ding
16 Total_process_active T?ngASO tién trinh dugc kich hoat trong
- - hé thong
17 Num_process_running | So tién trinh dang chay
18 Num_process_sleeping | Sé tién trinh dang doi
19 Num process_stop S tién trinh dd ngiing
20 Num_process_zombie 89 tién trinh dang cho dé ngung tur tién
- - trinh me
21 CPU_percent_user SSES tram CPU cho cac tién trinh nguoi
29 Hieu CPU_percent_sys fh%ar?gtram CPU cho cac tien trinh hé
nang RIS PP =
23 CPU CPU_percent ni P_tlan ‘Eram cac tien trinh CPU véi uu
tién nang cap NICE
24 CPU_percent ide Phan tram CPU khong st dung
o5 CPU_percent_wait Phan tramAcac tién trinh CPU dang doi
cac hoat dong 1/0
26 CPU_percent_hd_ir Ph?n tr?m CPU phuc vu cho ngat tur
phan cing
27 CPU_percent_st_ir Phim tralm CPU phuc vu cho ngat tur
phan mém
Luong CPU bi trinh gia lap lay tir may
28 CPU_percent_st ao nay cho cac tac vu khac (chay may
a0 khac)
29 Process PID ID cua tién trinh
30| Hiéu |Process User Nguoi dung tién trinh
31 | nangcac | Process_PR Mirc wu tién cia tién trinh
32 | tiéntrinh | Process NI Gia tri NICE cua tién trinh
33 Process Virt B6 nhé ao duoc st dung béi tién trinh




S Loai dic
T U Pic trung M0 ta dic trung
T trung
34 Process RES tE;ﬁ\ Eho thuc duoc st dung bai tién
35 Process SHR Bo6 nhé chia sé cua tién trinh
36 Process S Tr_ang thal Cuil tien t.rlnh: S=sleep
- R=running Z=zombie
Phan tram CPU dugc ding bai tién
37 Process_percent_cpu trinh
Phan tram RAM duoc dung boi tién
38 Process_percent_mem trinh
39 Process time Tong thoi gian hoat dong cua tién trinh
40 Process_comm Tén cua tién trinh
41 Mem total Tong dung lugng nhé cua hé thong
42 Hiéu Mem_used ](:j)lllr?gg luong nhé dang duoc hé thong st
43 nang Mem_free D.ung lwgng nhd con trong
RAM Tong dung 1 h¢ duoc by dém st
44 Mem buff ong dung lugng nno duoc bo dem Su
- dung
45 Swap_total Tf)ngﬂrdung luong bo nhé thay theé trong
hé thong
46 ~ .. | Swap free Dung lugng nhé thay thé con tréng
B nho Dung lugng nhé thay thé hé théng dan
47 | thay thé | Swap_used une wong y ' g dang
su dung
48 Swap_cached ;jl'lcl)r?gg dung lugng cache hé thong sur

(Nguon: V-Sandbox For Dynamic Analysis 10T Botnet)
2.2.2. Lwa chon méi trwong giam sat thoi gian thuc
Lua chon méi trudng thoi gian thuc dé gidm sét va thu thap cac hanh vi dic
trung ciia ma doc ciing 1a mot yéu té hét sirc quan trong trong quy trinh phan tich
dong. Moi truong hoat dong chii yéu cac ma doc 1oT Botnet 1a trén cac thiét bi loT
Vvé6i nhitng giGi han vé tai nguyén va bo nhé. Bén canh do, cac ma doc 1oT Botnet con
c6 kha nang hoat dong trén nhiéu nén tang kién triic khac nhau. Do vay, méi trudng
may 40 hoic sandbox dugc st dung dé md phong giam sat can phai dap ung duoc
mot s6 tiéu chi nhu:

- H& tro nhiéu nén tang kién tric CPU;



- Ty dong cdu hinh méi trudng mé phong dé chay cac tap tin thuc thi;

- Khong gay anh huong dén méi trudng bén ngoai méi trudng md phong;

- Cung cip dugc cac thu vién ma tap tin thuc thi yéu cau dé hoat dong binh
thuong;

- Cung cip mdi trudng mang moé phong dy du cho hoat dong cua ma doc loT
Botnet nhu két ndi voi may chia C&C, truyén va nhan lénh tir may chu C&C;

- Giam sat dugc c&c hanh vi cia ma doc 10T Botnet gay anh hudng téi moi
truong gia 1ap (cac 1oi goi hé thong, thay do6i cua cac tap tin, thu muc, luu lugng truy
c4p mang, hiéu ning phan cang,...)

Hién nay, da c6 mot s6 sandbox co thé tao méi truong mod phong chay céc tap
tin thuc thi cho thiét bi IoT nhu IoTBOX [28], LiSA [31], V-Sandbox [17]... Trong
d6, cong cu IoTBOX dugc xay dung dé phén tich cac ma doc 10T tan cong dya trén
Telnet va hd tro 8 kién tric CPU bao gém MIPS, MIPSEL, PPC, SPARC, ARM,
MIPS64, sh4, and X86. Tuy nhién, loTBOX chi tap trung giam sat cac hanh vi mang
ma khong dé cap dén céac hanh vi khac cia ma doc. Cong cu Linux Sandbox LiSa thi
hd tro phan tich cha yéu cac ma doc Linux chay trén cac kién trac MIPS, ARM, Intel
80386, x86-64, Aarch64. Tuy nhién, cong cu nay lai khong hd trg vai may chi C&C,
thir dong vai tro quan trong trong viéc cho phép cac ma doc 10T Botnet thé hién hanh
vi. Bén canh d6, cac template lién két dong thuong khong thé chay trén LiSA do thiéu
thu vién ho tro.

Vi nhitng Iy do trén, luan van da lya chon cong cu V-sanbox dé mé phong moi
truong thoi gian thuc giam séat cac hanh vi caa ma doc 10T Botnet va trich xuat céc
dic trung hanh vi. Diém manh cua V-sandbox 1a ¢6 thé hd tro bd sung cac thu vién
lien két dong con thiéu, dong thoi cung cap md phong may chi C&C va mot danh
s&ch cac lénh diéu khién thuong gip duoc gui tir may chiu C&C. Thong qua do, moi
trudng moé phong cua V-sandbox c6 thé kich hoat cac hanh vi doc hai cua ma doc loT
Botnet nhu thuc hién tan céng tir chdi dich vu.

Do diém manh cua V-sandbox niam & kha ning kich hoat bd sung cac hanh vi

doc hai ciia ma doc 10T, nén dix liéu cta céc 1oi goi hé thong s& bao gom nhiéu thong



tin hon nhu cac 10i goi két ndi, guri, nhan théng tin,... Vi vay, luan vin s& tap trung
khai théac dit liéu cua céc 1oi goi hé théng dé xay dung tap dic trung dong.

2.2.3. Xay dung tdp dac trung dong

Nhu vay, quy trinh xay dung tap dac trung dong sé dugc thuc hién thdng qua
ba budc nhu duoc thé hién trong Hinh 2.4.
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Hinh 2.4: Quy trinh xay dwng tap dic trung dong

Buwdéc 1: Thuc thi céc tap tin trong méi truong mo truong ¢ giam sat. Cac tép
ELF s& dugc dua vao méi trudng moé phong cua V-sandbox dé giam sat va trich xuat
cac hanh vi dic trung. Két qua dau ra ciia V-sanbox 12 mot tap tin bao céo cac 1oi goi
hé thong ma tép ELF d thé hién trong méi truong sandbox.

Buwéc 2: Dya trén dir liéu béo céo cac 1oi goi hé thong dé xay dung db thi loi
goi hé théng SCG. Cach thirc xay dung d thi nay ciing twong tu Xay dung do thi ham
goi FCG théng qua viéc duyét thir ty cac 161 goi hé thong.

Bu6c 3: Chuyén hoa do thi 10i goi hé théng SCG thanh vector dang trung dong.
Tuong tu viéc chuyén héa cac vector dic trung tinh, cac db thi loi goi hé théng SCG
cling duoc chuyén hda thanh tip cac vector dic trung dong thong qua thuat toan
graph2vec.

Két qua cua quy trinh nay ciing 1a mot tap cac one-hot vector véi chiéu dai tuy
¥ twong trung cho tap cac do thi SCG cua tirng mau tép thuc thi ELF.

2.3. Phuong phap tich hgp dic trung

2.3.1. Lwa chon phwong phdp tich hop dac trung tinh va dong



Nhu da d& cap trong phan 1.3.3, ¢6 rat nhiéu hudng tiép can cho phwong phap
lai trong phét hién ma doc dwa trén viéc tich hop rat nhiéu cac dic trung dugc trich
Xuit tir dac diém cua tép tin nhw Opcodes, chudi cac ky tu, v.v... Tuy nhién, ciing can
phai tinh dén anh huang cua nhimg dic trung dé t6i @6 chinh xéac trong phét hién ma
doc. Rét nhiéu loai dic trung duoc xay dung dua trén chinh ban chat cua ma doc dé
ching c6 thé dugc danh gia mot cach toan dién va han ché phat hién sai. Du vay, khi
tong hop lai tit ca cac dic trung d6 dé phan loai thi chiing chwa han di c6 thé phat
huy duoc hét mac. Trén thuc té, viéc két nhiéu mie dd nhidu khac nhau va su xung
dot dir lieu khién cho do chinh xéac cia phuong phap giam xudng 1a diéu hoan toan
c6 thé xay ra. Vi 1y do d6, luan van di lya chon viéc gigi han chi két hop hai dic
trung cua tap tin thue thi ELF 1a do thi théng tin chudi in PSI va do thi loi goi hé
théng SCG. Céc dd thi dic trung nay da duoc chuyén hda thanh hai tap vector dic
trung tiéu biéu cho hai phuong phap tinh va dong. Hai tap nay co su twong dong vé
khong gian vector do déu dugc chuyén hda théng qua thuat toan graph2vec.

Nhu vay, phuong phap tich hop hai tap dic trung nay can dam bao su don gian
vé dir liéu, tranh nhidu va téi uu thoi gian tinh toan.

Trong céac hudng tich hop vector dic trung, c6 ba hudng tiép can cé thé két hop
c4c loai vector dic trung 1a két qua cua nhitng qué trinh phan tich khac nhau, bao
gom: Early fusion, Late fusion va Intermediate fusion [9].

- Early fusion 1a phuong phap két hop dugc thuc hién & muc dic trung. Cac
vector tir nhiéu tap dic trung khac nhau duoc ni lan luot véi nhau thanh mét vector
dic trung 16m, va sau d6 duoc sir dung 1am dau vao cho thuat toan phan loai.

- Late fusion 1a dang két hop duogc thuc hién sau dbi véi dau ra cua thuat toan
phan loai d6i véi ting tap vector dic trung 1a dau vao. Phuong phap nay huan luyén
ting tap vector dic trung riéng 1é véi tirng md hinh phan loai riéng, sau d6 hop nhat
cac quyét dinh dau ra thong qua cac co ché hop nhat nhu: bo phiéu, lay gié tri cao
nhét, 13y gi4 tri trung binh cao nhat,... Uu diém cia phuong phap late fusion 1a lya

chon dugc m6 hinh phén loai phu hgp cho ting tap vector dac trung riéng.



- Intermediate fusion 13 phuong phap xay dung tap vector dic trung bang céach
hop nhat céc vector dic trung thong qua mot mang hoc su don gian va thuc hién
phan loai.

Trong ba huéng tiép can, phuong phap Intermediate fusion st dung mang hoc
sdu dé phan loai, phuong phap Late fusion thi lai phi hop hon trong trudng hop cac
vector dic trung cac su khac biét rd rang va khong twong ddng vé khdng gian vector.
Do d6 hai phuong phap nay khong phu hop cho tich hop cac dac trung tinh va dong
dé cai thién do chinh xac trong phan loai cua tirg phuong phap tinh va dong riéng lé.
Vi vay, luan van di lya chon sir dung phuong phéap Early fusion dé két hop hai tap
vector dic trung tinh va dong. Do vector dic trung két hop chi ciu thanh tir hai loai
dic trung nén van sé tranh duoc nhidu va dam bao thoi gian huan luyén va phan loai
ngan. Bong thoi, véi viéc van dung thuat toan phan loai hop 1y van sé& c6 thé cho ra
két qua phat hién voi do chinh xéc cao [25].

2.3.2. Xay dung tdp cdc ddac trung lai Qiita tinh va dong

Tap cac dac trung lai gitra tinh va dong duoc xay dung st dung phuong phap
early fusion dé két hop tap vector dic trung tinh trich xuét tir do thi théng tin chudi
in PSI va tap vector dic trung dong trich xuat tir d6 thi loi goi hé thong SCG. Quy
trinh thuc hién duwgc m6 ta nhu trong Hinh 2.5

PSI

_____________________________________

Classifier

Hinh 2.5: Xay dwng tap vector dac trung lai giira tinh va dong



Vector dic trung thu dwoc sau qué trinh két hop s& cé dang:
Vrused = [Upsi»vscg]

Trude khi dwa tap vector dic trung lai vao cc thuat toan phan loai, can phai
thuc hién ky thuat lya chon dic trung. K§ thuat nay khong chi hd trg trong viéc giam
kich thudc dir liéu dé giam thai gian tinh toan, ma con gidp ich trong viéc loai bo céc
dic trung du thtra, gay nhiéu. Thém vao d6, k¥ thuat nay con cho phép tao ra cac mo
hinh hoc may c¢6 do chinh xé&c cao va ngan ngira van dé qua vira dit liéu.

KV thuat lya chon dic trung duoc su dung cho tap vector dac trung lai 1a k¥
thuat chon dic trung bang mé hinh boc véi SVM (Support Vector Machine) tuyén
tinh. Do tap dic trung ctia phuong phép lai khong nhiéu nén viéc sir dung ki thuat
chon dic trung vai mé hinh boc s& cho ra tap dic trung phu hop trong thoi gian ngan.

Tiép theo, tap vector dic trung thu dugc dai dién cho mdi tap tin ELF s& duoc
chuan hoa dé tap dit liéu c6 gié tri ky vong bang khong va do léch chuan bang 1. Nhu
vay, V&i mdi vector x:

X —u
o

Xstandardized =
Véi pu va o 1a lan luot gia tri ky vong va do léch chuan cua tap dit liéu ban dau.
Cudi cung, tap dit liéu sau khi chuan hoa s& duoc dua vao cac mo hinh hoc may phan
loai dé huan luyén va kiém tra.
2.4. Céc thuat toan phan loai ma dgc
Hién nay, c6 rat nhiéu nghién ciru sir dung cac ki thuat hoc may trong phan loai
ma doc [1], [7], [20], [21], [26]. Trong dd, cac thuat toan phan loai nhu thuat toan
Cay quyét dinh (Decision Tree), thuat toan k-lang giéng gan nhat, Support Vector
Machines va Rurng ngau nhién (Random Forest) 1a nhirng thuat toan thuong sé cho ra
do6 chinh x&c cao. Nguyén nhén 1a bai bai toan phat hién ma doc la bai toan phéan loai
hai I6p. Muc tiéu cua bai toan la phan loai dugc mét tép tin thyuc thi ¢ nhan la méa
doc hodc lanh tinh. Do d6, cac thuat todn véi nguyén tic phan chia cac vi du c6 nhan

khac nhau thuong s€ ¢6 do chinh xac cao.



Vi nhiing ly do trén, luan vin da lya chon sir dung bdn thuat toan nay cho bai
toan phan loai ma doc vai tap vector dac trung lai gitra tinh va dong. Dudi day sé
trinh bay so lwgc vé bén thuat toan nay.

2.4.1. Cay quyét dinh (DT)

Cay quyét dinh 1a mot cau tric ra quyét dinh c6 dang cay. Cay quyét dinh nhan
dau vao 1a mot bo gia tri dac trung mé ta mot ddi twong hay mot tinh huéng va tra vé
mot gié tri roi rac. Mdi bo dic trung vao dugc goi 1a mot mau hay mot vi du, dau ra
goi la loai hay nhén phan loai.

Cay quyét dinh duoc biéu dién dudi dang mot cau tric cay. Mai nit trung gian,
tac 1a nat khdng phai nat 14, twong ng vai phép kiém tra mot dac trung. Mi nhanh
phia dudi cua nit d6 twong Gng véi mot gia tri cua dic trung hay mot két qua cua
phép thir. Khac vai nat trung gian, nat 1a khéng chira déc trung ma chira nhdn phén
loai. Bé xac dinh nhan phan loai cho mot mau nao do, ta cho mau chuyén dong tir
goc cay vé phia nut 1a. Tai mdi nut, ddc trung twong (ing vaéi nat dugc kiém tra, tly
theo gié tri ctia thudc tinh d6 ma mau duoc chuyén xuéng nhanh twong g bén dudi.
Qua trinh nay lip lai cho dén khi mau téi duoc nat 14 va duoc nhan nhan phan loai 1a

nhan cua nut 1a twong ung.
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Hinh 2.6: Vi du don gian vé phan loai cay quyét dinh (DT)
Nhiém vu cua thuat todn hoc 1a xay dung cay quyét dinh phi hop vai tap di liéu
huan luyén, tire 12 cay quyét dinh c6 dau ra gidng (nhiéu nhat) véi nhan phan loai cho

trong tap mau. Trong truong hop sé dic trung it, viéc xay dung cay quyét dinh nhu



vy c6 thé thuc hién bang cach liét ké tat cac cay quyét dinh hop 1é va kiém tra dé
chon ra cay phu hop véi dir liéu.

2.4.2. K-lang giéng gan nhat (k-NN)

Cac bo phan loai k-1ang giéng gan nhat dua trén viéc hoc bang su gidng nhau.
Cac mau huén luyén duogc md ta boi cac thudc tinh sé n-chiéu. Mai s dai dién cho
mot diém trong khdng gian n-chiéu. Vi vay tat ca cac mau huan luyén duoc luu trit
trong khéng gian n-chiéu. Khi c6 mot mau chua biét cho trude thi bo phan loai k-lang
giéng gan sé& tim kiém trong khong gian mau k mau huan luyén gan mau chua biét d6
nhat; k mau huan luyén nay 1a k “lang giéng gan nhat” cia mau chua biét. Mau chua

biét duoc phan vao 16p pho bién nhat trong sé k lang giéng gan nhat cua no.

H g ® A 4,
A
. . . A A Anomaly
B BB A @ Uknown
. Normal

Hinh 2.7: Vi du don gian vé phan loai k-lang giéng gan nhat (k-NN)

V¢i phuong phéap nay, véi mdi mot vector dic trung c6 mot nhan, 2 vector co
cuing nhan s& giéng nhau con lai s& khac nhau. Vi mot vector méi n6 s& dugc gan
nhin theo cac vector c6 dic diém gidng nd nhit.

2.4.3. Support Vector Machines (SVM)

Day 1a mot trong nhitng thuat toan hoc may phoé bién nhat. Nguyén tic caa SVM

la tim mat siéu phang phi hop véi 18 cuc dai, tirc 1a khoang céch tir siéu phang téi



nhitng vi du c6 nhan khac nhau 13 16n nhét. Gia str ta c6 mot ham tuyén tinh phan biét
va hai nhan c6 thé phan tach tuyén tinh véi cac gié tri muc tiéu 1a +1 va -1. Mot siéu
phing phan biét phai thoa man:

wx;+wy=0néut; = +1

wxi+wy<0néut;, = —1

Khoang cach tir vector x bt ky t6i siéu phang la |w'x; + wy| / llwl| va khoang
cach t6i goc toa do 1a |wy| / |lwll. Cac vector xac dinh ranh gidi cua 1& duoc goi 1a
cac vector tya (support vector).

SVM la mét thuat toadn khd manh va thuong dugc dung trong cac bai toan phan
loai. Tuy nhién, thuat toan nay yéu cau kha nang tinh toan kha cao dé huan luyén véi
tap dir liéu. Ngoai ra, thuat toan ciing kha nhay véi cac dir liéu nhiéu va thuong gap
phai van dé qua vira dit ligu.

Separaling
Hyperplans

Suppon Yectors

Hinh 2.8: Phan loai véi Support Vector Machines (SVM)
2.4.4. Random Forest (RF)

Random Forest (RF) la thuat toan phan loai bang cach xay dyng nhiéu cay quyét
dinh tir tap dir licu. Moi cay sé duoc xay dung doc 1ap dya trén gia tri cia mot vector
ngau nhién. T4t ca cac cay quyét dinh déu dugc phan bd tuong tu nhu nhau.

Dé xay dung cy, gia sir n 12 s6 cac training observation, va p 1a sé cac dic trung
trong tap huan luyén. Pé xac dinh cac nit quyét dinh cua cay, lay k << p 1a s6 céc
dac trung duoc chon. Sau d6, chon cac mau bootstrap tir n cac observation trong tap

huan luyén va ding cac observation con lai dé wéce tinh 18i cua cdy trong giai doan



kiém tra. Tiép theo, ta chon ngau nhién k dic trung & mot sé nt quyét dinh va tinh
toan cach phan tach tot nhat dya trén k dic trung trong tap huan luyén. So véi céc
thuat toan cay quyét dinh khéc, trong thuat toan nay, cay s& ludn phat trién va khong
bi tia.

Thuat toan Ramdom Forest cd thé xir Iy mét lwong 16n cac dic trung trong tap
dir liéu. Ngoai ra, trong qua trinh xay dung cac cay, ching ciing tao ra su udc lugng
khong mang tinh khuynh huéng cua céac 18i tong quat. Thém vao do, thuat toan con
c6 thé udce tinh kha tét nhitng dit liéu bi thiéu. Han ché cia Ramdom Forest 13 viéc
khong c6 kha ning tai 1ap lai, do qua trinh xay dung cay la ngau nhién. Ngoai ra, viéc
dién giai md hinh cudi cing va cac két qua sau d6 ciing kha kho khan boi s6 luong

I6n cay quyét dinh.
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Hinh 2.9: Phéan loai véi Random Forest (RF)



Két luan chwong 2

Noi dung chuong 2 cta luan vin di trinh bay két qua caa qué trinh nghién ctu,
tim hiéu huéng tiép can dya trén phwong phap lai trong phat hién ma doc loT Botnet.
Huéng tiép can cua phuong phap lai ma luan vin da chon Ia tién hanh phén tich tinh
va dong song song, sau d6 két hop cac dic trung thu duoc thanh mot tap dic trung
lai dung cho phat hién ma déc loT Botnet.

Trong giai doan phan tich tinh, luan van da lya chon st dung cac dac trung tinh
la d6 thi thong tin chudi in (PSI) va sir dung cong cu graph2vec dé trich xuat thanh
cac vector dac trung tinh.

Trong giai doan phan tich dong, luan van da lya chon st dung cong cu V-
Sandbox lam méi trudng giam sat thoi gian thyuc va khai thac dir liéu cua cac 101 goi
hé thong dé xay dung tap dic trung dong. Do thi 16i goi hé théng SCG duoc xay dung
dwa trén céc dir liu 16i goi hé thdng thu thap duoc tir sandbox va théng qua cong cu
graph2vec dé trich xuat thanh cac vector dic trung dong.

Dé tich hop tap cac vector dic trung tinh va dong thanh tap cac vector dic trung
lai, luan van da sir dung phuong phap tich hop dac trung Early fusion. Phuong phap
két hop dic trung nay s& dam bao su don gian vé dit liéu, tranh nhidu va téi wu thoi
gian tinh toan doi véi tap vector dic trung lai.

Trong chuong nay, luan vin ciing lwa chon st dung bén thuat toan phan loai
phl hop cho phuong phép lai thir nghiém, bao gém céc thuat toan: Cay quyét dinh,
K-lang giéng gan nhat, Support Vector Machines va Random Forest.

Mo hinh phuong phap lai thir nghiém dwoc xay dung trong chuong 2 s€ 1a co
so dé tién hanh thyc nghiém va danh gia hiéu qua ciia phuong phap nay duoc tién

hanh trong chuong 3.



Chuong 3: THU NGHIEM VA PANH GIA

3.1. Xay dwng tap dir liéu

3.1.1. Phwong phdp thu thdp cac mdu ma déc 10T Botnet va lanh tinh

Dé dam bao viéc danh gia mo hinh phéan loai mét cach chinh xéac va khach quan
thi vai trd cua tap dir liéu 1a rat quan trong. Do d6, can thu thap cac mau ma doc loT
Botnet va lanh tinh véi s6 lwong du nhiéu va c6 phuong phap gin nhan chinh xéc.

Dua trén tiéu chi d6, tap dit liéu dugc thu thap tir cac ngudn nhu sau:

- B4i voi cac mau ma doc 10T, ¢ hai ngudn thu thap chinh ma luan vin di lya
chon. Ngudn th nhat Ia tir nhém du &n 10TPOT [28]. Du 4n nay da thu thap duoc rat
nhiéu cac mau ma doc trong vong mot nam tir thang 10/2016 dén 10/2017. Va nguon
tht hai la tir VirusShare [39], kho luu trit c&c mau ma doc online phuc vu cho muc
dich nghién cuu.

- P6i vé6i cac mau lanh tinh, luan vin thu thap tir ba nguon, bao gom: trich xuat
tir c4c thiét bi IoT SOHO st dung cong cu binwalk [40], tai vé tir trang web cua céc
hang san xuat thiét bj IoT nhu TP-Link, D-Link, Asus..., ddng thoi thu thap cac mau
tép firmware caa mot sé hing nhu Buffalo, Netgear, Tenda... tir OpenWRT [41].

Sau khi thu thap, cac tép tin s& dugc kiém tra mot 1an nita st dung dich vu
VirusTotal [42] dé dam bao do chinh x4c cua cac nhan ma doc va lanh tinh. Tiép theo,
c4c mau bi tring lip, hu hai hodc khong phai tap tin ELF sé& bi loai bo dé ¢am bao
tinh khach quan cho tap dit liéu. Bén canh d6, dé c6 thé so sanh dugc chinh xac nhat
két qua thuc nghiém ciia phuong phap lai véi hai phuong phap phan tich tinh va dong,
cac mau khong thé dich nguoc trong qué trinh phén tich tinh va khong duoc hd tro
hodc khdng thé thyc thi trong sandbox ciing s& bi loai bo. Do d6, tap dir liéu dat duoc
s& dam bao tinh thong nhat trong thuc nghiém vai timg phuong phap.

3.1.2. M0 ta tap dar ligu

Nhu vay, sau khi thuc hién cac phwong phap trén, tap dit liéu thu dugc bao gom
6520 mau, trong d6 co 4644 mau ma doc loT Botnet va 1876 mau tap tin 10T lanh

tinh. C4&c miu ma doc loT Botnet chu yéu bao gém cac ho ma doc nhu



Bashlite/Gafgyt, Mirai, Tsunami/Kaiten, Spike/Dofloo/MrBlack,... Phan b kién tric
ctia c4&c mau ma doc va lanh tinh duoc thé hién trong Bang 3.1.

Bang 3.1: Phan bé kién tric cua tap dir liéu

Kién trac Mi déc | Lanh tinh
ARM 1180 594
MIPS 1063 1261

Intel 80386 1522 11
x86-64 426 3

PowerPC 453 7
Tong 4644 1876

Tap dix liéu s& duoc chia ra thanh hai tap con phuc vu cho viéc huan luyén va
kiém tra véi ty 1 phan chia lan luot 12 70% va 30%.

3.2. Phwong phap danh gia va cac d§ do sir dung

3.2.1. Phwong phap danh gia

Pé danh gia do chinh x4c cia phuong phap lai trong phat hién ma doc loT
Botnet, luan van s€ thuc nghiém tap vector dac trung lai vai cadc bo phan loai Cay
quyét dinh, K-lang giéng gan nhat, Support Vector Machines va Random Forest. Bén
canh d6, dé so sanh sy noi troi ctia phuong phap lai, luan van ciing s& thuc hién céc
thuc nghiém tuong tu V6i hai tap vector dic trung cta d6 thi thdng tin chudi in PSI
va d6 thi loi goi hé thong SCG riéng biét.

Tat ca cac thuc nghiém duoc thuc hién trén clng mot tap dir liéu da trinh bay
trong phan 3.1 véi ma ngudn duoc Viét bang ngon ngil Python va chay trén may tinh
véi cau hinh Intel Xeon CPU E5-2650 v2 @ 2.60GHz x 4 with 8 GB RAM, hé diéu
hanh Ubuntu 16.04 LTS.

Pé xur ly van dé thiéu can bang giita cac mau ma doc va lanh tinh trong tap di
lieu, cac bo phan loai Cay quyét dinh, Support Vector Machines va Random Forest
s& dugc danh trong s6 cho nhan. Tap huan luyén va tap kiém thir duoc phan chia theo
ty 18 7:3. Céach thic chia ndy s& dam bao ty 18 sb lwong mau dir liéu caa ting nhén

trong hai tap 1 nhu nhau. Qua trinh thuc nghiém dugc thé hién trong Hinh 3.1
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Hinh 3.1: Thwc nghiém phan loai ma dgc

Dau tién, cac miu dugc dua qua xt Iy sinh dir liéu d6 thi PSI va SCG theo quy
trinh nhu d3 trinh bay & chuwong 2. M&i miu twong wng sé lan luot dwoc thu thap di
liéu dd thi PSI va SCG. Hinh 3.2 va 3.3 1a vi du dd thi SCG va PSI cia mot mau ma
doc Mirai.

S6 lwong dinh va canh cua do thi SCG va PSI tly thudc vao tung tép tin ELF
ma s& khac nhau. Vi dd thi PSI thi dinh cua n6 sé 1a cac ham cé chaa chudi in, con
& do thi SCG thi dinh s& 14 cac syscall. Trong giéi han cac mau cua tap dir liéu thi s6
luong dinh d6 thi PSI caa mot mau s& nam trong khoang tir 1 dén 300 dinh. Tuong

tu, d6 thi SCG ciing dugc lya chon sé dinh trung binh vao khoang 300 syscall graph.

—

getpid

getsockname

96006 FORO

Hinh 3.2: Vi du dé thi SCG cia mét miu ma déc Mirai



0: "buf: %s\n",
1: “/bin/sh", "
2: "/proc/cpuin
3: "/proc/cpuin
4: "PING"

5: "i>%eR"

6: "%d.%d.%d.%d
7: “ogin:", “ad
ES:%s"

8: "Failed open
tmp/*,

9: "Failed open
10: "syn", "rst
11: 'PING', 'POI
'ON', 'PROBING',
12: '8.8.8.8',
13: '\t00000000
14: '/usr/sbin/
15: '/bin/sh’',
16: '/bin/sh',
17: '213.136.87
18: '8.8.8.8"',

Hinh 3.3: Vi du dé thi PSI cia mét miu ma doc Mirai

Number of nodes distribution for PSI-Graphs
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Hinh 3.4: Phan bé sb lwgng dé thi PSI cia cac tap miu

Dit liu dd thi PSI va SCG sau d6 s& duoc vector hoa theo phuong phap

graph2vec. Cac vector dic trung do thi PSI va SCG cua tirng mau sé duoc luu trix Voi

s6 chiéu 1a 128 cho mdi loai vector. Sé chiéu 128 cuaa vector 1a két qua caa qua trinh

Xt ly véi thuat todn graph2vec.



name,x_0,x 1,x 2,% 3,% 4,% 5,%x _6é,x 7,x 8,x 9,x 10,x 11,x 12,x 13,x 14,x 15,x 16,x _17,x 18,x 19,x 20,x 21,x 22,x 23,x 24,% 25,x 2
6,x 27,% 28,% 29,x 30,x 31,x 32,x 33,x 34,%x 35,x 36,x 37,%x 38,x 39%9,x 40,x 41,x 42,x 43,%x 44,x 45,x 46,x 47,x 48,x 49,x 50,x 51,x
_52,x 53,x 54,x 55,%_56,x_57,x 58,x 59,x 60,x €l,x 6€2,x €3,x €4,x_65,x_66,x &7,%x _68,x 6%9,x 70,x 71,x 72,x 73,x_74,x 75,x 76,x_ 77
(x_78,% 79,x 80,x 81,x 82,x B3,x B4,x 85,x 86,x 87,x B88,x 89,x 90,x 91,x 9%2,x 93,x 94,x 95,x 96,x 97,x 98,x 99,x 100,x 101,x 102
#%_103,%_104,x_105,x_106,x_107,x_108,x_109,x 110,x 111,x 112,x 113,x 114,x 115,x 116,x_117,x 118,x 119,x 120,x 121,x 122,x 123,x
_124,x 125,x 126,x 127,label

00020d785bc1cB88375balfal72cdcB8dB, -0.5040165185%28345,-1.1464273929555%47,0.335461288690567,-0.23593752086162567,0.00933938194066
2861,-0.09081215411424637,-0.3300916850566864,0.2969736158647809,0.367%8721551858514,-0.5131393074889319,-0.05664492025971413,0.0
07448728196322918,-0.403258442876872314,-0.9598538279533386,0.24354654550552368,0.037357743829468754,0.18927030265331268,0.270815
31286239624,0.190683975815773,0.5916475653648376,-0.7727840542793274,-0.300295889377594,0.0923859104514122,-0.017931772395968437
,0.2389952540397644,-0.7153471112251282,-0.123324684871145%063,-0.22725233435630796,1.051502174949646,0.7508053183555603,0.4899542
033672333,0.0013329550856724381,-0.8963717222213745,0.16636280715465546,0.23958833515644073,-0.02084861323237419,-0.794673919677
7344,0.1776949167251587,-0.4722837205701538,-0.4236235022544861,0.7966594059598474,0.213271319686618042,0.884051079235076%9,-0.037
09666058421135,0.025554442776229713,0.009879720397293568,0.7204540371894836,-0.2882755398750305,0.9211314916610718,-0.4496203660
964966,0.04468568041%20662,-0.4667752320251465,-0.7460538744926453,0.02542713163793087,0.166819646095453644,-0.23770101368427277,
0.07478839159011841,0.17664629220962524,0.06365%46680307388,-0.597266674041748,-0.45621442794799805,-0.16524605453014374,0.0487%
200831055641,0.31449750065680353,-0.5558122396469116,0.7028680859375,0.065466128285695855,-0.113582458187469482,-0.15153858065605164
,0.8188260793685913,-0.09594808518886566,0.19509689509868622,-0.198%0445470809%37,-0.31010350564983826,-0.1682627648115158,-0.65
66764116287231,0.12654802203178406,-0.675706%230079651,-0.16542834043502808,-0.21276366710662842,0.0489247590303421,-0.214005485
1770401,0.6357528567314148,-0.038015659896519516,-0.4626547694206238,0.6421064138412476,-0.024067310616374016,0.1512884348630905
2,0.0660027414560318,-0.25001636147459084,0.21014238893985748,0.2438688576221466,0.30747637152671814,-0.04340427368879318,-0.427
0552098751068, -0.0015745791756594686,-0.2163349637064743,0.21968442540166762,-0.9673%97163772583,0.0088731823489065%94,0.653342485
4278564,-0.19378817081451416,0.24754050374031067,0.5210776329040527,0.09754125773906708,-0.5998378356034241,0.4115445017814636,0
.4614254832267761,-0.44085929347991%434,-0.12049742043018341,-0.27878814535684204,-0.03347545213317871,0.22101482748%852%,-0.2310
8907043933868,0.5659083724021912,0.28111377358436584,-0.5322943925857544,0.089%810716509815,-0.4610731601715088,-0.1000397354364
3951,-0.19491566085134216,-0.11480835825204849,0.05625589781165123,-0.270005%9115886688,-0.585276713371276%,-0.3897859589958191, -
0.6486485004425045,-0.7459108829498251,0

Hinh 3.5: Vi du dif li¢u lwu trir dang vector ciia d6 thj PSI va do thi SCG
Tuy nhién dir liéu vector nay dugc xem 13 mot mau da bién sé va dit lidu nay co
thé duoc biéu dién & dang ma tran voi hang va cot, luan vin thdy rang ma tran thu
dugc c6 cac dic trung vai nhiéu khoang gid tri khac nhau nén can chuan hoa dé dam
bao két qua phan loai, qua trinh chuan hda theo cong thic:
X—u

Xstandardized —
stanaaraitize o

Véi p va o 1a ky vong va do léch chuan cua tap dit liéu ban dau mot cach twong
ung.

Sau do, luan van dua dir liéu vector trén vao cdc md hinh hoc may da lua chon.
Dé da dang bo dit liéu, luan van sir dung k¥ thuat danh gia chéo 5-fold. Trong do,
tham sb duoc danh gia bang cach huan luyén mé hinh trén 4 fold va kiém thtr trén
fold con lai. Cudi cting, md hinh c6 tham sé cho két qua dénh gia trung binh tot nhat
duoc huan luyén trén toan bo tap huan luyén va kiém thi trén bo kiém thir. Toan bo
qué trinh lra chon mé hinh véi tham sé dugc tién hanh tu dong theo code c6 sin véi
két qua dau ra 1a md hinh vai tham sé cho két qua tot nhat. Nguyén Iy cua ky thuat
danh gia chéo k-fold dugc md ta ¢ Hinh 3.6.



Train 93%
i 1
Finall Accuracy = ;Z Accuracy;

=1
Test 91%

Hinh 3.6: Ky thuat danh gia chéo k-fold

Cubi cung, luan van st dung cac mo hinh d3 t6i vu twong @ng Véi tirng thuat
toan dé tién hanh phan loai. Bé giai quyét van dé mat can bang giira s6 luong mau
mi doc va s6 lugng mau lanh tinh, luan vin da st dung thém k¥ thuat danh trong sé
cho nhan. Theo d6, nhin thiéu sb s& duoc danh trong sb cao hon, va thuat toan bi phat
nang hon khi dy doan sai nhan thiéu sé.

Qua trinh diéu chinh siéu tham sé cho cac thuat toan hoc may bang cach tim
kiém siéu tham s6 bang luéi tham sé dugc trinh bay trong Bang 3.2.

Bang 3.2: Bang gia tri tham sé twong &ng véi mdi thuat toan

STT | Thuat toan Tham s6 Gia tri
. Tiéu chi chia - Su dung Entropy
1 Decision Tree o
node - St dung Gini

S6 hang xom [5,100,500]

2 kNN - Uniform: hang x6m la nhu nhau

Trong s6 - Distance: hang x6m gan hon ¢
anh huong 16n hon

SVM (RBF C [0.001,0.001, 0.1,1,10,100,1000]

kernel)

Gamma [0.001,0.001, 0.1,1,10,100,1000]




Tiéu chi chia - Sir dung Entropy
node - Stt dung Gini

4 Random Forest -
SO cay [10,100,1000]
Boostrap [Co, khong]

3.2.2. Cdc dé do siv dung dé danh gid

Tuong tu nhu cac nghién ciru vé phan loai ma doc, ta quy wdc cac khai niém sé
duoc sir dung dé tinh hiéu qua phan loai nhu sau:

- Duong dung (TP): thé hién viéc mot mau ma doc duoc phan loai ding va duoc
gan nhén 1a ma doc.

- Am dtng (TN): thé hién viéc mot miu lanh tinh duoc phan loai dung va duoc
gan nhan 1a 1anh tinh.

- Duong sai (FP): thé hién viéc mot mau lanh tinh duoc phan loai sai va duoc
gan nhin 1a ma doc.

- Am sai (FN): thé hién viéc mot mau ma doc duoc phan loai sai va dugc gan
nhén la lanh tinh.

Dua trén cac quy uéc khai niém TP, TN, FP, FN nhu trén, ta c6 thé tinh ra céc

d6 do duoc dung dé danh gia hiéu qua phan loai nhu sau:
TP+TN
TP+FP+TN+FN
TP
TP+FN
FP
FP+TN
TP
TP+FP

- b6 chinh x&c Accuracy =

- Ty I&¢ duong dung TPR =

- Ty 1€ duong sai FPR =

- D6 chinh xac Precision =

n Precision*TPR
-DPo do F1 = 2 =077

Precision+TPR
Bén canh do, luan van ciing str dung thém d¢ do dién tich phia dudi duong cong
ROC dé danh gia. Day 1a duong cong biéu dién kha ning phan loai cuia mot mé hinh
phan loai tai cac ngudng dua trén hai d6 do duong dting va duong sai. Phan dién tich

phia dudi duong cong ROC va trén truc hoanh c6 gié tri nam trong khoang [0, 1]. Khi



dién tich nay cang lén thi dudng cong ROC ¢6 xu hudng tiém can duong thangy = 1
va kha nang phan loai ciia mé hinh cang tét.

Trong thuc nghiém caa luan van, duong cong ROC va dién tich phia dudi duong
cong ROC dugc tinh toan va vé& sir dung cic ham roc_curve va roc_auc_score ¢ san
trong thu vién sklearn.

3.3. Két qua thwc nghiém

Két qua thuc nghiém cua phuong phép lai vai 4 bo phan loai Cay quyét dinh,
K-lang giéng gan nhat, Support Vector Machines va Random Forest dugc thé hién
trong Bang 3.3. Cac d6 do danh gia 1an luot 1a 6 chinh xac Accuracy, dién tich phia
dudi duong cong ROC, ty I€ duong sai, do chinh xac Precision, ty I¢ duong ding va
do do F1.

Bang 3.3: Két qua thwc nghiém véi phwong phap lai

(%) DT | kNN | SYM | RF
ACC 94.99 | 9857 | 99.18 | 98.52
ROC AUC 93.89 | 97.78 | 98.79 | 97.53
FPR 870 | 409 | 213 | 480
Precision 96.48 | 98.37 | 99.14 | 98.10
TPR 96.48 | 99.64 | 99.71 | 99.86
F1 96.48 | 99.00 | 99.43 | 98.97

Mbi quan hé gitra ty & duong dung va duong sai dugc biéu dién théng qua

duong cong ROC tuong ng véi ting bo phan loai nhu trong Hinh 3.7
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Hinh 3.7: Pwong cong ROC cuaa cac by phan loai
Bén canh thuc nghiém danh gia hiéu qua cia phuong phap lai, cac thuc nghiém
danh gia di voi hai tap vector dic trung ciia d6 thi thong tin chudi in PSI va d6 thi
loi goi hé théng SCG ciing duoc thuc hién dé so sanh. Két qua so sanh caa phurong
phap lai voi hai phuong phap phan tich tinh va dong duoc thé hién trong Bang 3.4.
Bang 3.4: So sanh phwong phap phan tich dong, phan tich tinh va phwong phap lai

(%) PSI SCG Lai
ACC 96.83 98.41 99.18
ROC AUC 96.66 97.75 98.79
FPR 3.73 3.71 2.13
Precision 98.47 98.61 99.14
TPR 97.06 99.2 99.71
F1 97.76 98.91 99.43

3.4. Panh gia va so sanh

Panh gia két qua thuc nghiém ddi véi phuong phap lai trong Bang 3.3, ta ¢6 thé
thiy phuong phép lai tich hop cac dic trung gitra tinh va dong do luan van thuc hién
cd thé phét hién ma doc loT Botnet mot cach khé hiéu qua. Ca bdn bd phan loai déu

cho ty 1& chinh xac cao voi ty 1¢ duong sai thip. Trong d6, mé hinh cho ra két qua



cao nhit la Support Vector Machines véi do chinh 12 99,18% cung ty 1é duong sai
thap vao khoang 2,13%. Dién tich phia dudi duong cong cua bo phan loai Support
Vector Machines ciing 1 cao nhat véi gia tri 98,79%, cho thay bo phan loai khdng bi
bias do s6 lwgng 16n cac mau ma doc trong tap dit liéu. Cac bo phan loai khéc ciing
cho ra két qua twong tu véi do chinh xac cao. Dién tich phia dudi duong cong ROC
I6n, thé hién kha ning phan loai hai nhin ma doc va lanh tinh kha tbt.

Déi voi thuc nghiém riéng Ié vai gitra hai phuong phap phan tich tinh va dong,
két qua ciing cho thay bo phan loai Support Vector Machines cho ra két qua tét nhat
d6i véi ca phuong phap tinh va dong. Bén canh do6, dua trén dir liéu tir Bang 3.4, ta
c6 thé thay phuong phép lai cho ra két qua tot hon so véi viéc sir dung riéng lé ting
tap dic trung tinh va dong cho thuc nghiém. Bong thoi, anh hudng cua hai dic trung
tinh va dong ddi voi diac trung lai cling gan nhu ngang bang nhau, do d6 chinh xéc
khi str dung riéng I¢ tirng dac trung khong c6 su chénh 1éch qua 16n. Nhu vay, viéc
két hop cac dic trung tinh va dong riéng Ié véi anh huong ngang bang nhau trong
trueong hop nay la lya chon phu hop.

Ké dén, luan van tién hanh so sénh md hinh phat hién ma doc loT Botnet sir
dung phuong phap lai da thyc hién véi cdc mo hinh phat hién ma doc loT Botnet
trong mot sé nghién ciru khac nhu st dung dic trung Opcode két hop véi mang no-
ron hoi quy (RNN) caa HaddadPajouh va cac cong su [10]; hay phwong phap sir dung
dic trung anh da maic xam két hop voi mang no-ron tich chap (CNN) cua Su va cac
cong su [12]. Két qua so sanh dugc trinh bay trong Bang 3.5.

Bang 3.5: So sanh véi mét s6 phwong phap khac

Phwong phap ACC (%) | AUC (%) | Precision (%) | TPR (%) | F1 (%)
HaddadPajouh [10] 96,35 96,28 97,74 96,53 97,13
Su [12] 95,13 95,23 96,9 94,67 95,77
Luan van 99,18 98,79 99,14 99,71 99,43

C6 thé thiy phuong phap lai do luan vin thuc hién ciing cho ra két qua cao hon

s0 v&i mot sé phuong phap phat hién ma doc 10T Botnet khac. Két qua nay ciing thé




hién tinh hiéu qua va cai tién caa phuwong phap lai so véi cic phuong phap tinh va

dong don thuan.



Két luan chwong 3

Trong chuong 3, luan vin da trinh bay vé qué trinh thir nghiém va danh gia mo
hinh phuong phép lai d3 trinh bay ¢ chuong 2, bao gdm xay dung tap dit liéu, lua
chon phuong phéap danh gié, tién hanh thir nghiém, va cudi ciing 1a so sanh va dua ra
két luan danh gia.

Tap dix liéu ma luan vian da thu thap dugc bao gdm 6520 mau, trong d6 ¢ 4644
mau ma doc 10T Botnet va 1876 mau tap tin 10T lanh tinh. Tap vector dic trung lai
duoc thuc nghiém véi bon bo phan loai da chon va danh gia dya trén cac 6 do nhu:
d6 chinh xac Accuracy, dién tich phia duéi duong cong ROC, ty 1€ duong sai, do
chinh xéc Precision, ty 1& duong dung va d6 do F1. Bén canh d6, dé thé hién su noi
troi cua phuong phap lai, cac thuyc nghiém twong ty ddi véi hai tap vector tinh va
dong riéng lé ciing dugc thuc hién dé so sanh. Pong thoi, phuong phap lai thir nghiém
cling duoc so sénh véi mot s6 phuong phéap khéc trong phat hién ma doc 10T Botnet.

Két qua danh gia cho thay phwong phap lai thir nghiém c6 do chinh xac khé cao
va ty Ié duong sai thap, c6 kha ning phan loai ma doc va lanh tinh kha tét. Bong thoi,
két qua nay ciing thé hién duoc tinh hiéu qua va cai tién cia phuong phap lai thir

nghiém trong luan van.



KET LUAN VA KIEN NGHI

Sy phat trién manh m& cua mang Internet va dic biét thoi gian gan day la
Internet van vat (10T - Internet of Things) da mang lai cac tién ich phong phu cho
ngudi dung nhu trong truyén nhan di liéu, lién lac, quan ly, theo dai stic khog, thiét
bi tw hanh hay co so ha tang thong minh. Phan tich va phat hién ma doc loT Botnet
trén cac thiét bi loT 1a mot huéng quan trong vé mit ly thuyét ciing nhu tng dung, 1a
co sO nén tang dé ma rong dé nghién cau cho tat ca cac loai ma doc trén thiét bi 10T,
va 1a mot trong nhitng ndi dung quan trong dé phong chéng nguy co tin céng mang
trong hoat dong dam bao an ninh mang, gép phan bao vé an ninh quéc gia, trat tu an
toan xa hoi.

Dé xac dinh pham vi nghién ciu, luan vin da tién hanh nghién ciru cac phuong
phap phan tich, phét hién ma doc Botnet trén thiét bi [oT, dong thoi tim hiéu huéng
tiép can sir dung phuong phép lai trong phat hién ma doc loT Botnet. Md hinh cua
phuong phap lai da duoc tién hanh thuc nghiém véi tap dit liéu cac mau loT Botnet
duoc thu thap trén thuc té. Két qua danh gia da cho thay rd uu thé caa phuong phap
lai 50 V6i cac phuong phap tinh va dong don thuan.

Két qua cua luan van 13 bude dau cho viéc mé rong hudng phat hién ma doc
loT Botnet dua trén phuong phap lai, két hop cac wu diém tét nhat cia cac phuong
phap phan tich tinh va phan tich dong. N6i dung nghién ctru ctaa luan van duoc trinh
bay va cong bd tai Ky yéu hoi nghi qudc té, cu thé 1a“IoT Botnet Detection Based on
the Integration of Static and Dynamic Vector Features ” tai Hoi nghi qudc té 1an thi tam
vé Truyén théng va Dién tir (ICCE 2020) va “Toward an approach using graph-
theoretic for IoT botnet detection” tai Hoi nghi quéc té vé may tinh, mang va Internet
van vat (CNIOT 2021)

Tuy nhién, luan van van con mot s6 han ché trong xay dung tap dic trung lai.
Cu thé 1a nhiing khé khan trong viéc dich nguoc mot s6 mau ma doc ToT Botnet dé
trich xuat dd thi PSI. Bén canh d6, do cong cu V-sandbox méi chi hd tro 5 loai nén
tang kién tric va danh séch cac chi thi cia may chit C&C md phong van con han ché

nén chua thé mé phong duoc hét cac miu ma doc. Ngoai ra, phwong phap tich hop



cac dic trung tinh va dong con kha don gian va chi phi hop khi tich hop sé it cac loai
vector dic trung. Trong trudng hop can tich hop nhiéu loai dic trung cé tinh va dong
thi phwong phap tich hop nay c6 thé s& khong hiéu qua.

Dua trén két qua nghién ctru, ludn van dua ra mot s6 kién nghi cho cac hudéng
phét trién trong twong lai nhu sau:

- Tiép tuc cai thién phuong phap tich hop cac dic trung tinh va dong, dé cd thé
tich hop dugc nhiéu dic trung manh hon, gop phan cai thién do chinh xac ctua phuong
phap phét hién ma doc IoT Botnet ndi riéng va ma doc 10T nbi chung.

- Nghién ctru cac phuong phap phong thu, bao vé cac thiét bi 10T khoi bi lay
nhiém bdi ma doc IoT Botnet noi chung va ma doc 10T ndi chung. Tir d6 xay dung
cac bo cong cu kiém dinh, danh gia do an ninh, an toan caa thiét bi IoT trude khi dua
vao sir dung trong cac hé thong thong tin, nhat 1a cac hé théng thong tin quan trong
vé an ninh quéc gia.

- Nghién ctru cac phuong phap phong, chéng hoat dong tin cdng mang sir dung
mi doc 10T Botnet cua cac ca nhan, t6 chac. Xay dung quy trinh tng pho véi phuong
thirc tin cong mang nay dé xac dinh ngudn géc, loai trir hanh vi tin céng mang va

thu thap céc tai liéu chitng ¢t phuc vu qua trinh diéu tra, truy to.
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PHU LUC
1. Module xay dung do thi PSI:

import os

import sys

import json

import networkx as nx

import pandas as pd

from tgdm import tgdm

from joblib import Parallel, delayed
import multiprocessing

def get node list():
vertices = set ()
mal list = pd.read csv
beg list = pd.read csv
mal = [name[:name.find
beg = [name[:name.find

' '")] for name in mal list]

' '")] for name in beg list]

—~ e~~~

for folder in ['bashlite/', 'mirai/', 'others/', 'benign/']:
path = 'input/psi graph/' + folder
for , , files in os.walk(path):
for file in tgdm(files, desc=folder[:-1]):
if file.replace('.txt', '') in mal or
file.replace('.txt', '') in beg:
fpath = path + file
with open (fpath, 'r') as f:
data = f.read() .split('\n'")
for line in datal[2:-1]:
e = line.split ()
if len(e) ==
vertices.add(e[0]
vertices.add(e[1]
with open('temp/list node psi.txt', 'w')
s

)
)
as f:
f.writelines ('\n'.join(list (vertices)))

def psig():
mal list = pd.read_csv('input/list_malware.csv').values.flatten()
beg list = pd.read_csv('input/list_benign.csv').values.flatten()
mal = [name[:name.find('_')] for name in mal list]
beg = [name[:name.find('_')] for name in beg list]

with open('temp/list node psi.txt') as f:
vertices = f.read().split('\n")

def run(folder):
path = 'input/psi_graph/' + folder
for , , files in os.walk(path):
for file in tgdm(files, desc=folder[:-1]):
if file.replace('.txt', '') in mal or
file.replace('.txt', '') in beg:
G = {'edges': list()}
fpath = path + file
with open (fpath, 'r') as f:
data = f.read() .split('\n")
for line in dataf[2:-1]:

'input/list_malware.csv').values.flatten()
'input/list benign.csv') .values.flatten()



e = line.split ()
if len(e) ==
G['edges'] .append (
[vertices.index (e[0]),
vertices.index (e[1])])
with open ('input/psig/' + file.replace('.txt',

'.Json'), 'w') as f:

json.dump (G, f)

num_cores multiprocessing.cpu_ count ()

folders = ['bashlite/', 'mirai/', 'others/', 'benign/']
results = Parallel(n jobs=num cores) (delayed(run) (i) for i in
folders)
if name == "__main_":
# get node 1ist()
psig()

2. Module xay dung db thi SCG

import os

import sys

import json

import networkx as nx
import pandas as pd
from tgdm import tgdm

def get node list():

vertices = set|()
for label in ['malware', 'benign']:
path = 'input/list ' + label + '.csv'
file list = pd.read csv(path).values.flatten()
root = '/media/ais/data/final report_ ' + label + '/

for folder in tgdm(file list, desc='Get nodes of ' + label):
rp _path = root + folder
for , , files in os.walk(rp path):
for file name in files:
if file name.startswith('strace'):
file path = rp path + '/' + file name
with open(file path, 'r') as f:
data = json.load(f)
for syscall in data:
vertices.add(syscall['name'])
with open('temp/list node.txt', 'w') as f:
f.writelines('\n'.join(list (vertices)))

def scg():
with open('temp/list node.txt') as f:
vertices = f.read().split('\n")

for label in ['malware', 'benign']:
path = 'input/list ' + label + '.csv'
file list = pd.read csv(path).values.flatten ()
root = '/media/ais/data/final report_ ' + label + '/'



for folder in tgdm(file list, desc='Generate SCGs of ' +

label) :
rp_path = root + folder
G = {'edges': list()}
for , , files in os.walk(rp_ path):
for file name in files:
if file name.startswith('strace'):
file path = rp path + '/' + file name
with open(file path, 'r') as f:
data = json.load(f)
u = -1
for syscall in data:
if syscall['name'] != 'fork':
v = vertices.index (syscall['name'])
if u > 0 and u != v and [u, Vv] not in
G['edges']:
G['edges'] .append([u, VvI])
u=v
else:
u = -1
with open ('input/seg/' + folder + '.json', 'w') as f:
json.dump (G, f)
if name == "_main_ ":
# get node 1ist()
scg ()

3. Module graph2vec

""r"Graph2Vec module."""

import json

import glob

import hashlib

import pandas as pd

import networkx as nx

from tgdm import tgdm

from joblib import Parallel, delayed

from param parser import parameter parser

from gensim.models.doc2vec import Doc2Vec, TaggedDocument

class WeisfeilerLehmanMachine:

mrrn

Weisfeiler Lehman feature extractor class.

mrrn

def init (self, graph, features, iterations):
mrmrn
Initialization method which also executes feature extraction.
:param graph: The Nx graph object.
:param features: Feature hash table.
:param iterations: Number of WL iterations.
mrmrn
self.iterations = iterations
self.graph = graph



self.features = features

self.nodes = self.graph.nodes/()

self.extracted features = [str(v) for k, v in features.items()]
self.do recursions()

def do_a recursion(self):
The method does a single WL recursion.
:return new features: The hash table with extracted WL
features.
new features = {}
for node in self.nodes:
nebs = self.graph.neighbors (node)

degs = [self.features[neb] for neb in nebs]

features = [str(self.features[node]) ]+sorted([str(deg) for
deg in degs])

features = "_".join(features)

hash object = hashlib.md5 (features.encode())
hashing = hash object.hexdigest()
new features[node] = hashing
self.extracted features = self.extracted features +
list (new_ features.values())
return new_ features

def do_recursions (self):

mrmrn

The method does a series of WL recursions.

mrrn

for in range(self.iterations):

self.features = self.do_a recursion()

def dataset reader (path):
Function to read the graph and features from a json file.
:param path: The path to the graph json.
:return graph: The graph object.
rreturn features: Features hash table.

:return name: Name of the graph.
mrmrn

name path.replace (".json", "").split ("/")[-1]
data json.load (open (path))
graph = nx.from edgelist (data["edges"])

if "features" in data.keys():
features = data["features'"]
else:
features = nx.degree (graph)

features = {int(k): v for k, v in features.items() }
return graph, features, name

def feature extractor (path, rounds):
Function to extract WL features from a graph.
:param path: The path to the graph json.
:param rounds: Number of WL iterations.
:return doc: Document collection object.



mrrn

graph, features, name = dataset reader (path)

machine = WeisfeilerLehmanMachine (graph, features, rounds)

doc = TaggedDocument (words=machine.extracted features, tags=["g " +
name])

return doc

def save embedding (output path, model, files, dimensions):
mrmrn
Function to save the embedding.
:param output path: Path to the embedding csv.
:param model: The embedding model object.
:param files: The list of files.

:param dimensions: The embedding dimension parameter.
mrmrn

out = []
beg list = pd.read_csv('input/list_benign.csv').values.flatten()
beg = [name[:name.find('_"')] for name in beg list]
for £ in files:
identifier = f.split("/")[-1].replace(".json", "")
# identifier = identifier[:identifier.find(' ')]

label = 0 if identifier in beg else 1
out.append([identifier] + list(model.docvecs["g "+identifier])
+ [labell])

column names = ["name"]+["x "+str(dim) for dim in
range (dimensions)] + ["label"]

out = pd.DataFrame (out, columns=column names)

out = out.sort values(["name"])

out.to_csv(output path, index=None)

def main(args) :
Main function to read the graph list, extract features.
Learn the embedding and save it.
:param args: Object with the arguments.
mrmrn
graphs = glob.glob(args.input path + "*.json")
print ("\nFeature extraction started.\n")
document collections =
Parallel (n_jobs=args.workers) (delayed(feature extractor) (g,
args.wl iterations) for g in tqgdm(graphs))
print ("\nOptimization started.\n")

model = Doc2Vec (document collections,
vector size=args.dimensions,
window=0,
min count=args.min count,
dm=0,
sample=args.down sampling,
workers=args.workers,
epochs=args.epochs,
alpha=args.learning rate)

save embedding (args.output path, model, graphs, args.dimensions)
if name == "_main_ ":
args = parameter parser ()
main (args)



4. Module két hop vector dic trung dong va tinh

import pandas as pd

psi = pd.read csv('output/psig.csv')
scg = pd.read csv('output/scg.csv')

fusion = list ()

for row in psi.values:
name = row[0]
scg_row = scg.loc[scg['name']==name, 'x_O':].values.flatten()
fusion row = list(row[:-1])

fusion row.extend(scg_ row)

fusion.append(fusion_ row)
header = ['name'] + [£'x {i}' for 1 in range(256)] + ['label']
pd.DataFrame (fusion, columns=header).to_csv('output/fusion.csv',
index=None)

5. Module thiét 1ap tham s6 cho céc b phan loai

"""Parameter parser to set the model hyperparameters."""
import argparse

def parameter parser():
A method to parse up command line parameters.
By default it gives an embedding of the partial NCI1 graph dataset.
The default hyperparameters give a good quality representation
without grid search.
Representations are sorted by ID.

mrmrn

parser = argparse.ArgumentParser (description="Run Graph2Vec.")

parser.add argument ("--input-path",
nargs="°?",
default="./dataset/",
help="Input folder with jsons.")

parser.add argument ("--output-path",
nargs="°?",
default="./features/ncil.csv",

help="Embeddings path.")

parser.add argument ("--dimensions",
type=int,
default=128,
help="Number of dimensions. Default is 128.")

parser.add argument ("--workers",
type=int,
default=4,
help="Number of workers. Default is 4.")

parser.add argument ("--epochs",
type=int,



default=10,
help="Number of epochs. Default is 10.")

parser.add argument ("--min-count",
type=int,
default=5,
help="Minimal structural feature count. Default is
5.")

parser.add argument ("--wl-iterations",
type=int,
default=2,
help="Number of Weisfeiler-Lehman iterations.
Default is 2.")

parser.add argument ("--learning-rate",
type=float,
default=0.025,
help="Initial learning rate. Default is 0.025.")

parser.add argument ("--down-sampling",
type=float,
default=0.0001,
help="Down sampling rate of features. Default is
0.0001.")

return parser.parse_args ()

6. Module phan loai huin luyén va danh gia

from  future  import print function

import os

import argparse

import pickle

import numpy as np

import pandas as pd

import matplotlib.pyplot as plt

from time import time

from sklearn.model selection import train test split, GridSearchCVv
from sklearn.feature selection import SelectFromModel
from sklearn.preprocessing import StandardScaler

from sklearn import metrics

from sklearn.neighbors import KNeighborsClassifier
from sklearn.naive bayes import GaussianNB

from sklearn.tree import DecisionTreeClassifier

from sklearn.ensemble import RandomForestClassifier
from sklearn.svm import LinearSVC, SVC

def param parser () :
parser = argparse.ArgumentParser (
description='Machine Learning based Classifiers')

parser.add argument ('--input-path',
nargs='?",
default="./output/scg.csv',
help='Input folder with CSV.')

parser.add argument ('--output-path',



def

nargs='"?",

default='./result/"',

help='Result path.')
parser.add argument ('--seed',

type=int,

default=2020,

help='Random seed. Default is 2020.')
args = parser.parse_args()
return args

report (args, names, y true, y pred):
with open(f'{args.output path}/result.txt', 'w') as f:
for name in names:
clf report = metrics.classification report(
y_truel[name], y pred[name], digits=4)

cnf matrix = metrics.confusion matrix(y truel[name],

y_pred[name])

l\nl

def

def

TN, FP, FN, TP = cnf matrix.ravel()

TPR = TP / (TP + FN)
FPR = FP / (FP + TN)
f.write(str (name) + ':\n')

f.write('Accuracy: %0.4f\n' %
metrics.accuracy score(y true[name], y pred[name]))
f.write('ROC AUC: %0.4f\n' %
metrics.roc_auc_ score(y truel[name], y pred[name]))
f.write ('TPR: %0.4f\nFPR: %0.4f\n' % (TPR, FPR))
f.write('Classification report:\n' + str(clf report) +
)

=

.write ('Confusion matrix:\n' + str(cnf matrix) + '\n')
f.write(64*'='+'\n")

draw_roc(args, names, colors, y true, y pred):

plt.figure ()

for name, color in zip(names, colors):
fpr, tpr, _ = metrics.roc curve(y truel[name], y pred[name])
auc = metrics.roc_auc_score(y truelname], y pred[name])

plt.plot (fpr, tpr, color=color,
label="%s ROC (area = %0.3f)' % (name, auc))

plt.plot ([0, 11, [0, 1], 'r-=")

plt.x1lim([0.0, 1.0])

plt.ylim([0.0, 1.05])

plt.xlabel ('l1-Specificity(False Positive Rate) ')

plt.ylabel ('Sensitivity (True Positive Rate)')
plt.title ('Receiver Operating Characteristic')
plt.legend(loc="lower right")
plt.savefig(f'{args.output path}/roc.png', dpi=300)

load data(args) :

data = pd.read csv(args.input path)
X = data.values[:, 1:-1]

y = data.values[:, -1].astype('int')

X train, X test, y train, y test = train test split(



X, y, random state=args.seed, test size=0.3, stratify=y)

fs = SelectFromModel (
LinearSVC (penalty="11", dual=False,
random state=args.seed).fit (X train, y train), prefit=True)
X = fs.transform(X)

pickle.dump (fs, open(f'{args.output path}model/fs.sav', 'wb'))

scaler = StandardScaler ()
X train = scaler.fit transform(X train)
X test = scaler.transform(X test)

pickle.dump (scaler, open(f'{args.output path}model/scaler.sav',

'wb'))
return X train, y train, X test, y test
def main(args):

y_true = dict()
y_pred = dict()

names = ['Naive Bayes', 'Decision Tree',
'k-Nearest Neighbors', 'SVM', 'Random Forest']
fnames = ['NB', 'DT', 'kNN', 'SVM', 'RF']
classifiers = [
GaussianNB (),

DecisionTreeClassifier (random state=args.seed,
class_weight='balanced'),

KNeighborsClassifier (n jobs=-1),

SVC (random state=args.seed, class weight='balanced'),

RandomForestClassifier (random state=args.seed,

class weight='balanced', n jobs=-1),

]

hyperparam = [
{1},
{'criterion': ['gini', 'entropy'l},
{'n_neighbors': [5, 100, 500], 'weights': ['uniform',

'distance']},
{'C': np.logspace(-3, 3, 7), 'gamma': np.logspace (-3, 3,
{'criterion': ['gini', 'entropy'], 'n_estimators': |
10, 100, 1000], 'bootstrap': [True, Falsel},
]

colors = ['blue', 'orange', 'green', 'red',
'purple’', 'brown', 'pink', 'gray']

print ('Preprocessing data...', end=' ', flush=True)
t = time ()

X train, y train, X test, y test = load data(args)
print ('Done in %0.2f' % (time()-t))

for name, fname, est, hyper in zip(names, fnames, classifiers,

hyperparam) :
print (£'{name}...")
clf = GridSearchCV(est, hyper, cv=5, n jobs=-1)



t = time ()
clf.fit (X train, y train)

print ('\tTraining done in %0.2f' % (time()-t))
t = time ()
y _true[name], vy pred[name] = y test, clf.predict (X test)

print ("\tTesting done in %0.2f' % (time()-t))

acc = 100 * metrics.accuracy score(y true[name], y pred[name])

Q

print ('\tAccuracy: %0.2f' % acc)

pickle.dump (clf, open(f'{args.output path}model/{fname}.sav',
'wb'))

report (args, names, y true, y pred)
draw_roc(args, names, colors, y true, y pred)

if name == '_main_ ':
args = param parser ()
os.mkdir (£'{args.output path}/model/")

main (args)
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