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LOI CAM DOAN

TO6i xin cam doan luan van nay la cong trinh nghién ctru cua ca nhan toi trong
thoi gian qua, duoc thyc hién duéi su huéng dan khoa hoc cua PGS.TS. Lé Hiru
Lap. Moi thong tin, sb liéu dugc sir dung, phan tich trong luan vin 1a két qua nghién
ctru do t6i ty tim hiéu, tham khao nhiing tai liéu, bai viét duoc ding tai trén nhimng
tap chi khoa hoc va cac trang web dugc liét ké trong danh muc tai liéu tham khao.

T6i xin hoan toan chiu trach nhiém néu c6 sy khong trung thuc trong thong
tin st dung trong cong trinh nghién ctru nay.

Ha noi, ngay thang nam 2021

Nguoi cam doan

Nguyén Xuin Giang



LOI CAM ON

Puoc sy déng ¥ cua Hoc vién Cong nghé Buu chinh Vién théng va su dong
¥ cta thiy gido hudng dan PGS.TS. Lé Hiru Lap, hoc vién di thyc hién dé tai luan
van t6t nghiép Thac si: “Nghién ctru giai phap bao mat website cho cac doanh
nghiép vira va nho”.

Dé hoan thanh luan van nay, hoc vién xin chan thanh cam on cac thﬁy co
gido di tan tinh hudng din, giang day trong subt qua trinh hoc tap, nghién ctru va
rén luyén & Hoc vién Cong nghé Buu chinh Vién thong.

Hoc vién xin chan thanh cam on thﬁy gidao PGS.TS. Lé Hitu Lap da tan tinh,
chu d4o huéng dan trong qua trinh thuc hién luan vin nay.

Hoc vién di c6 nhiéu cd géng dé thuc hién luan vdan mot cach hoan chinh
nhat. Tuy nhién, do con nhiéu han ché vé kién thtrc va kinh nghiém nén khong thé
tranh khéi nhitng thiéu sot nhat dinh ma hoc vién chua théiy duoc. Hoc vién rat
mong nhéan duogc su gop ¥ cua quy Thay, Co gido va cac ban dong nghiép dé luan
van duoc hoan chinh hon.

Hoc vién xin tran trong cam on!

Ha Noi, ngay  thang  nam 2021

Hoc vién

Nguyén Xuin Giang
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MO PAU

Trong thoi dai cong nghiép 4.0, van dé an ninh mang ngay cang trd nén noéng
bong v6i hang loat vy tn cong nham vao cac website ciia cac co quan nha nudc va
doanh nghiép, dic biét 1a nhitng doanh nghiép vira va nhd. Theo sb liéu ctia Tong
cuc Thong k&, tinh dén hét nam 2020, ca nude cd khoang 900 nghin doanh nghiép
dang hoat dong, trong do, s6 lwong doanh nghiép vira, nhé va siéu nhod chiém 98%.
Pay s& 1a manh dat mau md cho cac hacker tan cong, 1am nging tré cac dich vu dua
trén nén tang website, gy anh hudng nghiém trong dén kinh té, uy tin va hoat dong
diéu hanh cta cac co quan nha nudc va doanh nghiép.

Céc chuyén gia bao mat da li¢t ké mot s6 cach ma viéc bi tin tic tin cong co
thé gy hai cho cac co quan nha nudc ciing nhu cac doanh nghiép nhu sau [24]:

* Mat leu lieong truy cdp.

Pay 1a mot van dé vo cing quen thudc nhung van chua bao gid bot nghiém
trong. Cung voi viéc cac doanh nghiép tap trung vao nén tang online ciia ho dé dam
bao trai nghiém tién loi va két ndi véi ngudi dung hiéu qua, thoi gian website ngimg
hoat dong c6 thé tuong duwong voi nhitng ton that vo cing 16n. Do ban chat lién tuc
dugc truy cip boi ngudi dung, cic doanh nghiép mua sim truc tuyén dic biét can
chu y trang bi giai phap giam sat va bao v¢ hop 1y.

Miat luu lugng truy cap c6 thé do nhimng 1y do khac nhau, dién hinh 1a do b liét
vao danh sach den ctua cac bo may tim kiém do chtra ma ddc. Google thuc hi¢n viéc
nay bang cach hién dong chit “trang web nay c6 thé bi hack” bén canh két qua tim
kiém kém véi thong bao bao mat toan man hinh khi ngudi dung click vao. Voi
nhiéu website, lugong tiép can ty nhién hau nhu dén tir cac bd may tim kiém. Viéc bi
“chi diém” boi cac bd may tim kiém s& khién mot luong 16n ngudi dung roi khoi
website ma ho dang dinh truy cap.

* Lay lan malware sang may tinh nguoi dung.

Vi sy bung nd cia tién 4o va cong nghé blockchain trong nhiing nim gan

day, cong dong mang di chimg kién nhiing bién thé v6 cting méi mé dang gia nhap



vao kho malware toan cau: malware dao tién do. Loai malware nay khi bi chén vao
website s& ngam dung CPU ctia ngudi ding dé dao dong tién a0 Monero va cac loai
tién 4o khéc cho tin tic.

Diéu xay ra tiép theo 1a mdi khi ngudi ding truy cap website d6, may tinh ctia ho
s€ dot ngot cham di hodc ho s€ duoc trinh di€t virus canh bao vé ma doc ton tai trén
website. Trong truong hop nguodi do khong co trinh duyét virus trong may tinh, chinh
website nay s€ chiu trach nhiém cho viéc dé lay lan malware sang thiét bi cua ho.

* Mat uy tin thuwong hiéu.

Pay 14 van dé that sy 16n. Sau khi tim hiéu vé nhitng van dé trén, hin chung ta
da co cai nhin rd hon réng néu website khong dugc thuc hién bao mat mot cach hi¢u
qua, nguoi dung s& nhanh chéng nim dugce. Ho s& duge canh bao boi bd may tim
kiém, cac ung dung diét virus va phan mé rong trinh duyét. Trai nghiém cua ho voi
website s& khong hé tich cuc.

biéu gi s€ xay ra néu dit liéu cta cac co quan, cac doanh nghi¢p, bi mét vao
tay tin tic? Uy tin cua nhitng don vi nay sé bi anh huong nghiém trong. Con néu
ching ta khong may trd thanh nan nhan cua moét vy 1§ thong tin nhay cdm - nhu
thong tin thanh toan - xur 1y rii ro s& vo cung khé khan va ton kém.

* Ton kém chi phi.

Chot lai, ton that cia mdi hé qua cua viée bi hack website ¢6 thé dugc do bang
nhimg khoan phi ton. Phi don sach malware va phuc hoi dir liéu mai chi 1a bude
dau. Cac chién dich marketing s& phai bi hity bo. Ngudn lyc va thoi gian s& bi lang
phi. Loi nhuan sé& sa sit nghiém trong. Khach hang sé& roi bo dich vu. Tong chi phi
danh cho cac cudc tin cong mang trén toan cau da dat téi con sd 100 ti d6 la M.

Nhu da noi ¢ trén, tin tac cd dong luc vé 1gi nhuén khi thuc hién hack website.
Véi dong luc do, c6 thé khang dinh t6i pham mang s& con ting trudng theo cip sb
nhan trong thoi gian toi.

Thyc té cho thay viéc bao mat website & nhitng doanh nghiép vira va nho
hién nay dang ton tai nhitng yéu kém, van dé an toan bao mat chua dugc quan

tam dung mirc. C6 rat nhiéu li do khién cho tinh trang bao mat website con yéu



kém & Viét Nam noi chung va cac doanh nghiép vira va nhé néi riéng. Dudi day
1a mét s6 1i do chinh:

Thi nhat: ngudn nhan luc céng nghé thong tin mong, dic biét 1a chua co hoic
rat it don vi c6 chuyén vién bao mat phu trach riéng

Thtt hai: Sy nhén thitc han ché vé an toan bao méat cua nguoi su dung

Thi ba: Chi coi trong viéc ding tin va truy cip duoc dén website, chua coi
trong viéc phat hién va phong ngira diém yéu cia website

Thi tu: khong ra quét thuong xuyén cac 16 hong bao mat ctia website va ha
tang cong nghé thong tin cta don vi

Thtr nim: Khong cap nhat thudng xuyén cic ban va 16i cho website, cho hé
thong thong tin cua don vi

Vi vy, van dé nghién ctru cac giai phap bao mat website c6 tinh cip thiét, co
¥ nghia khoa hoc va thyc tién. Tir nhu cau phat trién, doi héi cac co quan, to chirc,
doanh nghiép phai c6 bién phap dam bao an toan cho website cua minh.

Tur nhiing 1y do trén va dac thu cong viéc quan ly nha nudce tai S& Thong tin va
Truyén thong Ha Noi, hoc vién dd chon dé tai “Nghién ctru giai phap bao mat
website cho cac doanh nghiép vira va nhé” cho luan vin tot nghiép trinh d6 dao
tao thac si.

1. Muc dich nghién ctru:

Muc dich chinh cta luan van 1a nghién ciru cac giai phap bao mat website va
danh gia mic do bao mat cua mot website bat ky.

2. Poi twong va pham vi nghién ciru:

- Pbi twong nghién cau cua luan van 13 cac ng dung website va cac van dé
lién quan dén bao mat website.

- Pham vi nghién cuu cta luan van la: cac giai phap bao mat website va danh
gia mirc d6 bao mat ciia mot website bat ky.

3. Phwong phap nghién cuu:

- V& mit ly thuyét: Thu thap, khao sat, phan tich cac tai liéu va thdng tin co

lién quan dén cac bao mat website.



- V& mat thuc nghiém: Khao sat thuc té va danh gid mirc d6 bao mat caa mot
website bat ky.

Bé cuc cua luan vin gdm 3 chuong chinh véi cac ndi dung sau:
Chuong 1: Tong quan bao mit Website

No6i dung ctia Chuong 1 13 tim hiéu cac 151 bao mat va cac phwong thirc tin
cong website cua hacker.
Chwong 2: Cac gidi phap diam bdo an toan thong tin ciia Website

Noi dung ctia Chuong 2 ludn van tip trung nghién ctru cic gidi phap dam bao
an toan thong tin ctia website, trong d6 di sdu vao bién phép tan cong tir chéi dich vu.
Chuwong 3: Panh gia mirc d0 bio mat website clia S¢ Thong tin va Truyén
thong Ha Noi

Chuong 3 cia luan vin tién hanh danh gia mirc do biao mat website S& Thong

tin va Truyén thong Ha Noi va dua ra cc giai phap nang cao bao mat.



CHUONG 1. TONG QUAN VE BAO MAT WEBSITE

Noi dung cua Chuwong 1 sé tim hiéu cac loi bao mdt va cac phwong thuc tan

cong website cua hacker.

1.1. Mét s6 loai website phd bién

C6 nhiéu ti€u chi dé phan loai website, dé phan loai mdt cach tong quan, chinh
xac va day du, hoc vién s€ tap trung vao cac ti€u chi nhu cau tric website, churc

nang, quyén sé hitu va tinh bao mat.
1.1.1. Phén logi theo ciu triic website

Phan loai website theo ciu trac cling co thé hiéu 1a dang dir liéu, cach van
hanh cta trang web. Hién nay c6 02 loai cau triic web bao gdm [5][6]:

Website tinh (static website): Website tinh & day dugc hiéu theo nghia la dir
lidu website khong dugc thay doi thudng xuyén. Loai website nay duoc 1ap trinh
dua trén nén tang HTML, CSS va Javascript. Néu mudn thay d6i noi dung trén
website, quan trj vién phai sira ddi truc tiép trén ma 1énh va chi nhiing ngudi am
hiéu vé ngdn ngir 1ap trinh moi c¢6 thé thyc hién thao tac nay. Chinh vi thé ma

website tinh hién nay khéng dugc sir dung phd bién.

Request

-

-

h‘ :’\)(’3[)"37\“\,‘ lll"

Lhient Web Server

Hinh 1.1 Phwong thirc hoat dong clia website tinh



Website dong (dynamic website): Hau hét cac website hién nay déu thudc cu
tric website dong. Khac véi website tinh, website dong ludn ludn c6 thong tin méi
do cac thong tin nay dwgc cap nhat thuong xuyén béi cac quan tri vién. Cac thong
tin m&1 nay dugce luu vao co s¢ dir licu cua website va dua ra sir dung dua theo yéu
ciu cua ngudi dung. Hién nay c6 nhiéu ngén ngit l4p trinh duoc st dung dé lap

trinh cac website dong nhu HTML, CSS, Javascript, PHP hay ASP.NET...

Chent Web Server

Hinh 1.2 Phwong thic hoat dong ctia website dong
1.1.2. Phan logi theo chirc nang

1.1.2.1. Trang website thuong mai dién tur

Website thuong mai dién tir 1a mét trang web ma moi ngudi ¢ thé truc tiép
mua san pham tir d6. Hau hét cac thuong hiéu san pham 16n va nhiéu thuong hiéu
nho hon déu c6 mot trang web nay. Bat ky trang web nao c6 gio6 hang va can cung
cAp thong tin thanh toan dé mua hang déu thudc loai thurong mai dién tir. Mot sb vi

du dién hinh nhu shopee.vn, tiki.vn, lazada.vn...
1.1.2.2. Website landing page giGi thiéu san pham

Khac voi trang website thuong mai dién tir, mdt trang landing page gidi thi¢u
san pham don gian chi cung cap thong tin vé mot loai san pham, dich vu nao d6 cia

doanh nghiép.



Trang web thudng dugce tao nhanh chdng va ciu trac don gian véi chi mot
muc tiéu 13 cung cip thong tin cho ngudi xem website. Thuong duoc sir dung khi

doanh nghiép ra mat san phém hoac dich vu moi.
1.1.2.3. Trang website gidi tri

bay la dang website cung cép ndi dung phuc vu cho mét nhu cu giai tri cu
thé nao d6, chang han nhu: nghe nhac, xem phim hay choi game. Ngay cang c6
nhiéu trang web gidi tri khac nhau ra doi, nham phuc vu cho nhu cau thu gian, giai

tri ctia nguot1 dung va muc dich kinh doanh cua chu s¢ hiru.
1.1.2.4. Website tin tuc

bay Ia loai website cung cép thong tin van hoa, chinh tri, xa hoi, strc khoe,
gido duc... cho doc gia. Chu so hitu cia dang website nay thuong 1a cac co quan

Nha nudc, hiép hoi, t6 chire, toa soan dugc cép phép.
1.1.2.5. Mang xa hoi

Mang x3 hoi 1a dang website cho phép mdi ca nhan va doanh nghiép tao ra
mot khong gian mang riéng cho chinh minh bang céch tao tai khoan. Mdi tai khoan
s& c6 thé ding tai thong tin, viét nhat ky, chia sé bat cir didu gi ma minh quan tdm
trén trang ca nhan. Phan 16n nguoi dung mang xa hoi 1a dé phuc vu cho nhu cau giai
tri, két ndi, lién lac véi ban bé. Nhirng trang mang x3 hoi phd bién nhat hién nay

nhu: Facebook, Twitter, Instagram, Tumblr, Youtube, Zalo,....
1.1.2.6. Website dién dan

Website dién dan 13 nhiing trang web tip trung nhitng nguoi c6 ciing chung
mot s& thich, cong viéc, tu tudng. Mdi tai khoan s& chia sé thong tin, quan diém cua
minh vé nhitng van dé xung quanh linh vyc ciia dién dan. Khac v6i mang xi hoi,
dién dan mang tinh déng hon va tap trung vao mdt linh vic duy nhat.
1.1.2.7. Website rao vat

Website nay cung cap mot nén tang cho phép khach hang ding tin vé san
phém mudn mua, ban. Khéc biét vdi cac website thuong mai dién tur la sé khong co
giao dich trén website rao vit, ma nhimng giao dich s& duoc thuc hién truc tiép khi

nguoi xem hang va ngudi ban hang dat dugc thda thuan.



1.1.2.8. Website cong thong tin dién tir ciia t6 chire nha miede, chinh phi, trirong

hoc, bénh vién

La nhiing website dai dién cho mot td chic thudc nha nude nhu cc sd, cuc,
vy, by, v&1 muc dich hoat dong 1a cung cép thong tin chinh théng cho nguoi dan vé
hoat dong ciia to chirc nha nuéc. Nhiing website nay thuong duge dang ky tén mién
gov. Nhirng website cia td chirc gido duc nhu cac trudong hoc thudng duge dang ky

tén mién edu.
1.1.3. Phén logi theo quyén sé hitu

Website doanh nghiép: 1a trang web dai dién cho mot doanh nghiép cu thé.
Website dugc tao ra vd1 muc dich gidi thi¢u doanh nghiép, cp nhat thong tin hoat
dong, quang ba san pham dich vu va con rat nhiéu chic ning khac. Tat ca cac don
vi déu c6 nhu cdu quang ba hinh anh ciia minh nén website doanh nghiép dugc xem
12 mot phan khong thé thiéu ddi véi cac cong ty hién nay. Vi du website ctia cong ty

stra Vinamilk: https://www.vinamilk.com.vn

Website ca nhan: Khac voi trang web doanh nghiép, website ca nhan chi thudc
quyén sé hitu ciia mot nguoi ndo do. Loai website ndy chi phd bién v6i nguoi cia
cong ching, nhitng ngudi can quang b hinh anh ca nhan dé phuc vu cho muc dich
thuong mai hay cong viéc. Chéng han nhu: chinh tri gia, ca si, nha thiét ké, nha van,
nha thuyét giang. ..

1.1.4. Phan loagi theo tinh bdao mdt

Tat ca cac website duoc cong bd trén khong gian mang internet déu can duoc
bao mat, nhung tuy vao chirc nang va muc dich hoat dong ma yéu cau muc d6 bao
mit cling khac nhau. Ching ta c6 thé phan loai cic website theo cip do bao mat
nhu sau:
1.1.4.1. Website can tinh bdo mdt thdp

Nhirng trang web dugc liét ké vao phan loai nay thuong 1a nhitng website tinh
hoic cac landing page, chi c6 muc dich cung cip thong tin vé san pham, dich vu cua

doanh nghiép.


https://www.vinamilk.com.vn/

Nhitng trang web dang nay thudng khong khit khe vé tinh bao mat vi nhiing

thong tin cung cap khong mang tinh chat nhay cam.
1.1.4.2. Website can tinh bdo mdt trung binh

Nhing trang web & loai ndy thuong 13 nhitng website chi cung cip théng tin
giai tri, tin ttrc thong thudng nhu trang thong tin dién tir tong hop hodc blog c4 nhan.
Nhitng thong tin can bao mat & nhitng website ndy chi 13 nhiing thong tin vé

hinh anh, bai viét ctia chinh website.
1.1.4.3. Website can tinh bdo mdt cao

Pay thuong 13 nhitng website cung cip cac dich vu nhu mua ban hang hda,
cung cép thong tin c4 nhan, doanh nghiép. C6 thé liét ké cac website thuong mai
dién tir, cac dién dan, mang xa hdi nho.

Nhiing thong tin ctia khach hang nhu thong tin ¢4 nhan, thong tin thanh toan,
hinh anh c4 nhan déu mang tinh chat nhay cam do d6 nhiing trang web nay can tinh
bdo mat cao. Pam bao khong dé ro ri thong tin quan trong, tao co hdi cho hacker tan

cong gay thi¢t hai cho khach hang va doanh nghiép.
1.1.4.4. Website can tinh bao mdt rdt cao

Nhitng website yéu cau tinh bao mat rat cao thuong 1a nhitng website thudc
cac t6 chie chinh phi, nha nude. Nhitng thong tin 13 phat ngon ciia to chirc nha
nudc néu bi tin tic tdn cong giy sai léch s& giy ra nhiing hau qua vo cung
nghiém trong.

Bén canh d6 nhitng mang x3 hoi véi lwong ngudi dung rat 16n nhu facebook,
twitter, youtube, zalo ciing 1a nhiing website can tinh biao mat rat cao. Vi lugng
thong tin ¢4 nhan rt 16n 1én dén hang tri¢u, hang ti thong tin ca nhan. Néu bi tin tic

tan cong va loi dung ciing sé gy ra nhiing thiét hai vo cling 1én.

1.2. Tinh hinh tin cdéng website trén thé giéi va Viét Nam [11][13][14][15]

Trong 9 thang dau nim 2020, bao cao mdi dugc cong bd di ghi nhan xu

hudng tich cuc cia an ninh website trén toan cdu. Cu thé, hé théng CyStack
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Attack Map ghi nhan 343.365 vu tin cong vao website, giam 24,7% so v4i cing
ky nam trude.

Dau hiéu tich cuc con thé hién & xu huéng giam dan theo thoi gian cua cac
cudc tAn cong website trong nim 2020. S6 cudce tAn cong website trong quy 11/2020
va quy I11/2020 giam lan luot 17,1% va 38,8% so véi cung ky nam 2019.

Ciing theo bao cdo, chau A dang 1a diém néng thir hai, chi sau My khi xét t6i
s6 vu tin cong website v6i 113.913 vy, tuong duong 33,2% tong s6 vu tan cong trén
toan cau.

Nhu vay, trong 9 thang dau nam 2020, chau A di nguoc lai xu huéng giam cia
thé gidi khi s vu tan cong website ting 4,1% so vai cung ky nam 2019.

Thdng ké cho thdy, trong s6 cac qudc gia tai chau A, Tho Nhi Ky 1a nudc co
s6 vu tan cong website gia ting manh nhét trong 3 quy dau nim 2020 voi 56.903
vu, ting 31,7% so v&i cung ky nam trude. Thé Nhi Ky ciing ting mot thir hang trén
bang xép hang Top 15 qudc gia bi tin cong website nhiéu nhat trén thé gidi, xép ¢
vi tri tha 2.

Tai Viét Nam, cac hé théng mang va website bi tin cong theo chiéu hudng gia
ting hang nam, khong chi vé s6 luong ma cic phuong phap tin cong ciing lién tuc
duoc hoan thién:

- Nam 2019: Theo théng ké cta ciia Trung tdm Ung ciru khan cap may tinh
Viét Nam (VNCERT), trong nam 2019, trung tdm di ghi nhan 6.219 sy ¢6 tin cong
mang vao cic trang web cua Viét Nam. Trong d6 ¢6 2.155 su cd tin cong lira ddo
(Phishing), 3.824 truong hop su ¢d tin cong thay ddi giao dién (Deface) va 240 su
¢ website bi nhiém mi doc (Malware). So véi cung ky nam 2018, tong s6 su ¢ tan
cong ting 104%. Cu thé, timg loai tdn cong ting giam nhu sau: Phishing ting 141%,
deface tang 109%, riéng malware gidm 26,57%. Bén canh do, hang ngay c6 khoang
gan 100.000 dia chi mang ciia Viét Nam truy van hodc két ndi mang luéi may tinh
ma (botnet).

- Nam 2020: Pai dich Covid-19 bung phat, hang loat doanh nghié€p, co quan,
t6 chic chuyén sang 1am viéc tir xa. Cac phan mém lam viéc truc tuyén duge tim

kiém va download ram rg. Nhiéu don vi budc phdi mé h¢ thong ra internet dé nhan
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vién c6 thé truy cap va 1am viéc tir xa... Diéu nay tao méi trudng cho ké xu khai
thac 16 hong, tan cong, danh cip thong tin.

Trong ndm qua, hang loat vy tdn cong mang quy md 16n dién ra trén toan ciu,
dién hinh nhu vu viéc nha may cua Foxconn bi tin tac tan cong, bi doi 34 triéu USD
tién chudc dir liéu; hay 267 triéu thong tin ngudi dung Facebook duoc rao ban; Intel
bi tin tic tin cong, gay ro ri 20 GB dir li€u bi mat... Mdi day nhét, T-Mobile, mot
trong nhitng nha mang 16n nhéat ctia My ciing da tré thanh nan nhan tiép theo cua
hacker. Theo quan sat ciia Tap doan cong nghé BKAV, tai Viét Nam, nhiéu trang
thuong mai dién tir 16n, mot sd nén tang giao hang truc tuyén cd nhiéu nguoi st
dung, da bi xdm nhap va danh cép dir liéu.

Theo bio cdo an ninh mang website trong 9 thang dau nam 2020 do Cong ty
an toan thong tin CyStack cong bd (La bao cao thong ké va phan tich tinh hinh tan
cong website trén toan thé gi61, bao cdo an ninh website dugc CyStack thuc hién
dinh ky hang quy. Di liéu trong bao céo nay duoc trich xuat tir hé thong CyStack
Attack Map do CyStack nghién ctru va phat trién), hé théng di ghi nhan 343.365 vu
tan cong vao website trén toan thé gigi. Trong d6, chdu A dang 14 diém nong thu
hai, chi sau My v6i 113.913 vu tin cong website, twong duong 33,2% tong sb vu
tan cong trén toan cau, tang 4,1% so véi cung ky nam 2019.

Trong nam 2020, nho thyuc hién nhiéu bién phap phong chdng tan cong mang,
Viét Nam da cai thién dang ké tinh hinh an ninh website so véi nam 2019. Cu thé,
s6 cudc tin cong trong ba quy dau nam 2020 di giam 64,8% so véi cung ky nim
2019, tir 8418 vé mirc 3041 vu. Tong két 9 thang dau nam 2020, Viét Nam ding thir
18 trén ban d6 tAn cong website toan cau. Xét trong 5 quy gan nhat, Viét Nam da
cai thién dang ké an ninh mang website, dic biét 1a quy 1/2020 véi chi 838 vu va
Xép ther 19 trén thé gioi. Sd lugng cudce tan cong website tai Viét Nam tang nhe

trong quy II va quy III 1an luot 13 27,3% va 7,5% so véi quy trude do.

1.3. Cac 16i bao mat phé bién ciia ng dung web vi nguy co mit an toan
thong tin cia cac doanh nghiép
Céc 16 hong bao mat thudng bat ngudn tir cac ing dung web, va hau hét cac

nha quan tri chwa c6 cai nhin tong quan vé bao mat img dung web. Py 1a 1y do din
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t61 s6 lwong cac cudc tin cong trén mang ngay cang nhidu. Sau day 1a mot s 15
bao mat thuong gap trén rng dung web cua cac doanh nghiép [15].

L4 hong 1: L hong XSS

Thong qua 16 hong XSS, ké tan coéng c6 thé chiém quyén diéu khién phién
ngudi ding, g& bo trang web, va c6 thé danh cip thong tin ciia ngudi ding duya trén
trinh duyét. Ban chit cua dang tdn cong nay 1a dwa vao trinh duyét. Tin tic co thé
chén ma JavaScript vao cac trang web c6 16i XSS, khi nguoi dung truy cip vao
nhitng trang web nay, 1dp tirc ma script cua tin tdc s€ hoat dong luu lai thong tin
nguoi dung.

L5 hong 2: Chén ma ddc hai (Injection flaws)

Hacker c6 thé str dung diém yéu cua cac truy van dau vao bén trong ing dung
dé chén thém dit liéu khong an toan, tir d6 may chu c6 thé bi tan cong boi mot sb
dang nhu: SQL Injection, Xpath Injection, XML Injection, Buffer overflow, LDAP
lookups, Shell command Injection.

Hau qua la mot sb hodc tit ca nhirng dir liéu quan trong ctia doanh nghiép s€ bi
hacker truy cap trai phép, chiing c6 thé sira d6i, x6a bo thong tin hodc tham chi loi
dung dé tong tién. Trong céac 16 hong trén, SQL Injejection 1a phuong thirc tn cong
thudng gip nhit trong tmg dung web.

L4 hong 3: Tép tin chira ma doc

Nguy co bi tin cong tiém an véi viéc ma hoa trong tich hop tép tin tir xa (RFI)
c6 thé cho phép ké tin cong tao sy thoa hiép ctia may chil. Dang tin cong bang tép
tin chira ma doc nay co6 thé anh huong dén PHP, XML va bat ky tap tin nao tir
nguoi dung.

L6 hong 4: CSRF

Mot trong nhiing 16 hong bao mat thuong gip trong ing dung web 13 15 hong
CSRF. Loi dung co ché ty dong dang nhap vao mot sb website, tin tic co thé diéu
hudong nguoi dung thuc hién cac doan chira ma ddc, nhung vao cac website ma
nguoi dung dang trong phién lam vi¢c. Tir 6, ma doc s€ chay trén trinh duyét ctua
ngudi ding va hacker sé thuc hién cac hanh vi gian lan. Vi vay, trong mét s dién

dan hoic website khi dang nhap tai khoan, khong nén luu mat khau, tén nguoi dung.
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L4 hong 5: Tham chiéu ddi twong true tiép khong an toan

Méi de doa tiém 4n & ddy 1a nhitng ké tdn cong co thé loi dung nhirng tai liéu
tham khao dé truy cdp vao quyén cua cac ddi twong khac ma khong can su cho
phép. Vi du: A c6 thé mao danh 1a B dé truy cip vao hé théng.

Viéc tham chiéu cac dbi tuong, t€p tin, file, ban ghi co s¢ dir liéu can duoc
thuc hién gian tiép va nhiing thong tin nhay cam nén dugc che gidu. Bén canh do,
viéc phan quyén nha quan tri ciing can cai dit bao mat & ché d6 cao nhat, khong cho
phép nguoi la truy cap trai phép. Mot khi hacker c6 thé xac dinh duogc cau tric
thong tin chuyén tdi server, chung c6 thé thu thap dit liéu ngudi ding, an cip tai
khoan thé tin dung...

L6 hong 6: Ro ri thong tin va xir 1y 16i khong ding cach

Mobi de doa tiém an tir viéc ro ri thong tin va xir 1y 16i khong ding cach
(Broken Authentication and Session Management) c6 thé giup tin tic an cip dit liéu
nhay cam, hodc tién hanh cac cudc tdn cong nghiém trong hon. Mot tmg dung web
khong dugce bao mat tot co thé vo y ro ri thong tin vé cAu hinh, hoat dong bén trong,
hodc vi pham su riéng tu thong qua mot loat cac van dé ung dung.

L3 hong 7: Quan ly xac thwe va quan 1y phién yéu

Khau xéc thuc (authentication) va trao quyén (authorisation) dugc str dung kha
phd bién trong cac tmg dung web. Néu mot trong 2 khau ndy khéng bao mat manh
mé thi day chinh 13 16 hong tiém an gitip tin tic xAm nhap vao hé thong. Mbi de doa
tiém an ¢ day 1a ké tin cong c6 thé thoa hiép mat khau, ma khoa hoic danh tinh
ngudi dung. Pé han ché nguy co tan cong, quan tri vién nén thiét 1ap session that tot.

L5 hong 8: Khong han ché truy nhip vao URL ndi bd

Mot trong nhitng giai phap nham han ché sy tdn cong tir bén trong ndi bd ma
nha quan tri nén lam 1a han ché su truy cap vao cac URL quan trong. Ban c6 thé han
ché dia chi IP, han ché sir dung phan quyén, sy truy cp truc tiép vao URL.

L5 hong 9: Khéong kiém tra sy diéu hwéng va chuyén tiép cia URL

Loi dung so ho ndy, tin tic c6 thé diéu huéng dudng link gde dén mot trang

web hodc 1 ung dung lira ddo hoidc trang web den. Khi click vao duong dan téi
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trang web lira d4o, may tinh cua nguodi dung c6 thé bj nhiém mi doc va hacker sau
d6 c6 thé ép ngudi dung tiét 16 thong tin ca nhan.

L5 hong 10: Sir dung cac 16 hong c6 sin trong thw vién

Thuc té hién nay, mot s6 t6 chirc va doanh nghi¢p Viét Nam chua cap nhat
nhimg ban va 16i trong tng dung web ctia minh, va ¢4 nhan ciing vay. Mot sb 16
xudt phat tir thu vién tng dung, mot sb nim trong plugin cai thém, sé khac & trong
module tng dung. Ciing chinh vi diéu ndy ma hacker nhanh chong khai thac cac 18

hdng bao mat va hang loat ngudi dung, thiét bi bi anh huong.

1.4. C4c phuwong thirc tin cong website pho bién
1.4.1. Gidi thiéu chung

Cac 156 hong bao mat web 1a cac diém yéu cho phép tin tic tin cong danh cap
dir liéu nguoi dung, dit liéu hé thdng, kiém soat ang dung web, hoic tham chi kiém
soat ca hé thdng may chu chay ung dung web.

Hé théng Website ¢6 thé hoat dong va cung cép dich vu cho nguodi dung
thuong trai qua cac giai doan: giai doan thiét ké, giai doan cai dit hé théng va giai
doan trién khai va van hanh khai thac hé thong website. Trong ca ba giai doan déu
c6 thé phat sinh cac 16 hong bao mat.

OWASP 14 mét du &n cong ddong mo hoat dong véi muc dich ting cudng an
toan cho cac ung dung web. Tir nhitng nim 2010 cho dén nay, OWASP khai dong
du an “OWASP Top 10” nham dua ra danh sach 10 15 hong bao mat nghiém trong
nhét trong cac ung dung web. Két qua cua dy 4n nay di duoc céng bd vao nim
2017 nhu sau [19]:

(1) Injection (Chén ma).

(2) Broken Authentication and Session Management (Xac thuc va quan ly
phién yéu).

(3) Cross-Site Scripting (XSS - Thyc thi ma script x4u).

(4) Insecure Direct Object References (Tham chiéu cac ddi tuong truc tiép

khbng an toan).
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(5) Security Misconfiguration (L3i cau hinh an ninh).

(6) Sensitive Data Exposure (RO ri dit liéu nhay cam).

(7) Missing Function Level Access Control (Thiéu kiém soét truy nhap & mic
tinh nang).

(8) Cross-Site Request Forgery (CSRF - Gia mao yéu cau).

(9) Using Components with Known Vulnerabilities (Str dung c&c thanh phan
chua I8 hong da biét).

(10) Unvalidated Redirects and Forwards (Tai dinh huéng va chuyén tiép
khong duogc kiém tra).

Céc tan cong tng dung web c6 thé chia thanh hai dang chinh: tan cong 16 hong

bao mat web va tin cong ha ting mang cung cap dich vu web.
1.4.2. Cdc phwong thirc tin cong website [20] [21]
1.4.2.1. Tan céng SOL injection

SQL injection 1a mot ki thuat cho phép nhitng ké tin cong loi dung 16 hong
trong viéc kiém tra dit liéu nhap trong cac tng dung web va cac thong bao 15i cla
hé quan tri co so dir liéu dé "tiém vao" (inject) va thi hanh cac cdu lénh SQL bat
hop phap (khong dugce ngudi phat trién Gng dung ludng trudc). Hau qua ctia nd rat
tai hai vi n6 cho phép nhiing ké tan cong co thé thyc hién cac thao tac x6a, hiéu
chinh... do c6 toan quyén trén co s& dit liéu cta tng dung, tham chi 13 server ma
tmg dung d6 dang chay. Ldi ndy thuong xdy ra trén cac ung dung web co6 dit lidu
dugce quan 1i bang cac hé quan trj co so di liéu nhu SQL Server, MySQL, Oracle,
DB2, Syshase. C6 4 dang tin cong kiéu SQL injection sau:

- Vuot qua kiém tra luc dang nhap

- Str dung cau 1énh SELECT

- Str dung cau Iénh INSERT

- Sur dung cac Stored-Procedures.
1.4.2.2. Tan céng kiéu Broken Authentication And Session Management

DPiay 1a kiéu tdn cong 16i xac thuc va quan 1y phién lam viéc (Broken

Authentication And Session Management), bao gém nhiing doan chwong trinh kiém
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tra danh tinh va quan ly phién lam viéc cua ngudi st dung thuong hay duoc lam qua
loa khong dung cach. Piéu nay gitp ké tham nhéap c6 thé dn cip mat ma, khoa, ma
ctia cac phién lam viéc (session token) hodc tan dung nhing 18i khac dé gia mao
danh tinh cac nguoi dung khéc.

Quan 1y xé4c thuc va phién bao gdm tit ca cac khia canh xtr Iy xac thuc va
quan ly phién lam vi¢c. Xac thuc la mot khia canh quan trong ctia qué trinh nay,
nhung ngay ca cac co ché xac thuc viing chac cling ¢ thé bi suy yéu do chirc ning
quan 1y c6 khe hé, bao gdm thay doi mat khau, ghi nhé mat khau, thay dbi tai khoan
va nhiéu chtc ning khéac. Vi cic cudc tan cong c6 thé xay ra voi nhiéu tng dung
web nén chtc ning quan 1y tai khoan yéu cau xac thuc lai ngay ca khi nguoi st
dung c6 phién lam viéc hop 1¢. Mot phuong phép xac thuc manh mé€ hon 1a st dung
phan mém va phan ctmg tuy nhién phuong phap nay rat tén kém.

Céc ung dung web thuong phai thiét 1p phién dé theo ddi cac ludng yéu cau
tr nguoi dung, giao thirc HTTP khong hd trg kha ning nay vi vay cic ung dung
web phai tu tao ra nd. Thong thudng méi truong tmg dung web cung cip kha ning
phién nhung nhiéu nha phat trién thich tu ho tao ra mot thé phién cua riéng ho. Tuy
nhién, chirc ning tmg dung lién quan dén quan 1y xac thuc va phién lam viéc
thuong thuc hién mot cach chinh xac, diéu nay cho phép ké tan cong lay dugc mat
khéu, khoéa, thé phién hodc khai thac 15 héng dé thuc hién céc gid mao danh tinh
nguoi dung.

1.4.2.3. Tan céng XSS

Kiéu tin cong thuc thi mi script xdu (XSS) 1a mét trong nhitng ki thuat tin
cong phd bién nhat hién nay, dong thdi né ciing 1a mot trong nhiing van dé bao mat
quan trong d6i v6i cac nha phat trién web va ca nhitng nguoi sit dung web. Bat ki
mot website ndo cho phép nguoi st dung dang thong tin ma khong c6 sy kiém tra
chit ch& cac doan ma nguy hiém thi déu c6 thé tiém an cac 16i XSS.

Cross-Site Scripting hay con duoc goi tat 1a XSS (thay vi goi tat 1a CSS dé
tranh nham 13n véi CSS - Cascading Style Sheet cia HTML) 1a mot ki thuét tin
cong bing cach chén vao cac website dong (ASP, PHP, CGIL JSP ...) nhimg thé
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HTML hay nhitng doan ma script nguy hiém c6 thé gdy nguy hai cho nhitng nguoi
stt dung khéc. Trong d6, nhitng doan ma nguy hiém duoc chén vao hau hét dugc
viét bang cac Client-Site Script nhu JavaScript, JScript, DHTML va ciing c6 thé 1a
ca cac thé HTML. Ki thuat tin cong XSS da nhanh chéng tré thanh mot trong
nhirng 16i phd bién nhit cia Web Applications va mdi de doa cua ching dbi véi

nguoi st dung ngay cang 16n.
1.4.2.4. Tan céng Insecure Direct Object References

Kiéu tin cong dbi twong tham chiéu tryc tiép khong an toan (Insecure Direct
Object References), xdy ra khi nguoi phat trién dé 16 mot tham chiéu dén nhitng doi
tugng trong hé théng nhu cac tap tin, thu muc hay chia khéa dir liéu. Néu chung ta
khong c6 mot hé thong kiém tra truy cap, ké tan cong co thé loi dung nhitng tham
chiéu nay dé truy cap dir liéu mot cach trai phép.

Viéc phan quyén yéu cho phép nguoi dung cé thé truy cap dir liéu cta ngudi
khac. Hacker c6 thé xac dinh duoc cdu trac truy van giri dén server va ¢ thé nhanh

chong thu nhédp dir liéu nhu Credit Card, ma khach hang, théng tin ca nhan.
1.4.2.5. Tan céng Security Misconfiguration

Kiéu tan cong sai sot trong cau hinh bao mat (Security Misconfiguration), nhu
14 mot co ché an ninh tét can phai dinh nghia nhitng hiéu chinh vé an ninh va trién
khai n6 cho cac ung dung, may chu ing dung, may chu web, may cha dir li¢u va
céc ung dung nén tang.

Tat ca nhing thiét 1ap nén duoc dinh nghia, thuc hién va bao tri boi vi rat
nhiéu hé théng khong duoc trién khai véi thiét 1ap an toan mac dinh. Céac hi¢u chinh

cling bao gdm cp nhat phin mém va nhiing thu vién duoc sir dung boi img dung.
1.4.2.6. Tan céng Sensitive Data Exposure

Kiéu tAn cong phoi bay cac dit liéu nhay cam (Sensitive Data Exposure), bao
gdém nhiéu tng dung web khong bao vé dit liéu nhay cam nhu thé tin dung, ma sb

thué va nhitng ma xac thuc bi mat bang cic phuong thic mi hoéa hay bim
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(hashing). Ké tAn cong c6 thé an cip hay thay ddi nhitng dir liéu nhay cam nay va

tién hanh hanh vi trém cép, gian 1an thé tin dung...
1.4.2.7. Tan céng Missing Function Level Access Control

Kiéu tin cong thiéu chirc nang diéu khién truy cdp (Missing Function Level
Access Control) bao gdm gan nhu tit ca cac tng dung web kiém tra quyén truy cp
cap d6 chirc ning trude khi thuc hién chirc ning ma c6 thé nhin thiy trong giao dién
ngudi dung. Tuy nhién, cic Gmg dung can phai thuc hién kiém tra kiém soat truy
cap tuong tu trén may chii khi mdi chiric ning dugc truy cap. Néu yéu cau khong
dugc xac nhan, ké tdn cong s& co thé gia mao yéu cau dé truy cap vao chirc ning
trai phép.
1.4.2.8. Tdn cong CSRF

Kiéu tin cong gia mao yéu cau (CSRF) 1a kiéu tan cong ép budc trinh duyét
web ciia mot nguoi ding da dang nhap gui nhitng yéu cau cac HTTP gia bao gdm
cookie ctia phién truy cap va nhiing thong tin tu dong khac bao gdm thong tin ding
nhap dén mot tng dung web. Diéu nay, cho phép ké tin cong budc trinh duyét web
tao ra nhitng yéu cau dén tmg dung web ma Gmg dung khong thé biét diy 1a nhitng

yéu cau gia mao cta ké tdn cong.
1.4.2.9. Tan céng Using Components with Known Vulnerabilities

Kiéu tan cong s dung thanh phan di ton tai 16 hong (Using Components
with Known Vulnerabilities) bao gém céc 16 hong c6 thé cé trong cic thanh phan
(thanh phan phat trién tng dung) nhu cic thu vién, cac framework, va mo-dun
phan mém khac. Cac thanh phan nay gan nhu luén ludn chay véi quyén cao nhat
trong hé thong. Vi vay, néu bi khai thac, cac thanh phan nay c6 thé giy mat dir
liéu nghiém trong.

Cac ung dung st dung cic thanh phan ton tai 16 hong co6 thé lam suy yéu
phong thil cta hé thong, cho phép mdt loat cac cudc tin cong va anh huong dén

hé théng.
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1.4.2.10. Tdn céng Unvalidated Redirects and Forwards

Kiéu tin cong chuyén huéng va chuyén tiép thiéu kiém tra (Unvalidated
Redirects and Forwards) 1a kiéu tin cong Gng dung web thudong chuyén huéng,
chuyén tiép nguoi ding dén nhimng trang web, website khac va st dung nhiing
thong tin thiéu tin ciy dé xac dinh trang dich dén. Néu khong duoc kiém tra mot
cach can than, ké tin cong co thé loi dung dé chuyén hudng nan nhan dén cac trang
web lira ddo hay trang web chira phdn mém doc hai, hodc chuyén tiép dé truy cap

cac trang trai phép.
1.4.2.11. Tdn céng DoS, DDoS

Tan cong tir choi dich vu (DoS) 12 k¥ thuat tan cong nham khong cho phép céc
truy cdp hop I¢ truy cap té1 mdt dich vy nao do, trong d6 cé dich vu web. Day la
hinh thtrc tin cong website kha pho bién hién nay. DoS khién cho hé théng may chu
web khong thé xu 1y kip cac tac vu va dan dén qua tai mang hodc tran bo dém
(Buffer Overflow). Cac cudc tin cong DOS nay thuong nhim vao cac Web Server
cua cac doanh nghi¢p 16n nhu ngan hang, chinh phu hay la cac trang thuong mai
dién tir. Trong tin cong DoS, cudc tin cong thuong xuit phat tir mot dia diém duy
nhat, tirc 12 n6 s& xuét phat tai mot diém va chi c6 mot dai IP. Tan cong DoS thuong
xay ra tai 16p mang va 16p trng dung.

Tan cong tir chdi dich vu phan tan (DDoS) 1a tan cong DoS nhung tin tic st
dung nhiéu may tinh khéc nhau. Trong dang tan cong DDoS, tin tac thuong tao ra
cac truy cap 4o, két ndi ao théng qua proxy hay chuyén nghiép hon 12 mang botnet
nham danh sap trang web va pha hong co sé dit liéu website.
1.4.2.12. Tan céng APT

Tan cong c6 chu dich (APT) duoc str dung dé mo ta kiéu tan cong dai dang va
¢6 chu dich vao mét thuc thé dugc nhim dén. Thong thuong tan cong APT co6 su
chuén bi ky cang va duoc thyc hién, hd trg bdi mot to chirc hodc cao cép hon la

chinh phu cia mgt nudc nao d6 nham tim kiém thong tin tinh bdo tir ¢ nhan, doanh
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nghiép, chinh pht nudc khac. Tan céng APT c6 thé giy tac hai nghiém trong hon
tan cong DDoS.

Phan tich cac thuat ngir trong APT (Advanced Persistent Threat)

Advanced: thuat ngit nay trong cum tir APT chi cac kiéu tan cong cao cip hon
cac thé loai thong thuong. Trong APT, tin tic sir dung cac malware va cac bién thé
khac nhau dé tién hanh qua mit va xaAm nhap vao hé thong. Khong gidng cac virus
hay chwong trinh doc hai may tinh khac, cac malware nay phan 16n c6 thé qua mat
dugc cac phuong phap bao vé truyén thong khac nhu Firewall, IPS, va phan mém
diét virus.

Persistent: kicu tin cong APT thyc sy bao gio ciing c6 chu dich nhat dinh va
thuat ngit Persistent mang ¥ nghia viéc tn cong ludn theo sat dé dat duge muc dich
clia n6. Muc tiéu tin cong sé& khong bi tan cong ngay tirc thi ma cac ma doc s& di
theo nhiéu duong khac nhau cho dén khi xdm nhap vao hé thong, sau d6 cho thoi
co. Chung chi thyuc sy kich hoat tAn cong khi phat hién ding muc ti€u.

Threat: chi cac méi nguy hai lién quan dén an ninh, an toan thong tin.
Theo théng ké cua FireEye [22], tin cong APT nam trong nhom hiém hoa an toan
thong tin bat dau xuat hién tir giai doan 2010-2011. Pay la phwong thic tin cong da
dang, nhanh chong tao ra cac bién thé dé qua mit cac giai phap an ninh va giy thiét

hai to 16n so voi céc rui ro an ninh khéac nhu virus, spyware.

1.5. Két luin Chwong 1

Trong Chuong 1, luan van da khao sat, phan loai website dua trén nhiéu tiéu
chi, dic biét 1a tiéu chi vé mirc do bao mat. Can ctr vao thuc trang tin cong website
tai Viét Nam va trén thé gi6i trong nhitng nim gan day, luan vin da trinh bay cac 16
héng bio mat phd bién cia ung dung web, cic phuong thirc tin cong website
thudng gip va nguy co mat an toan thong tin website ciia cic doanh nghiép. Tir d6
n6i 1én nhu cau cap thiét ctia viéc dam bao an toan thong tin cho website.

Chuong tiép theo, ludn vin s& nghién ciru cac giai phap dam bao an toan thong

tin cho website.
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CHUONG 2. CAC GIAI PHAP PAM BAO
AN TOAN THONG TIN WEBSITE

Trong Chuong 2 ludn vin sé nghién ciru mot sé giai phdp dam bdo an toan
thong tin cho website, cu thé bao gom cdc ndi dung sau: trién khai hé thong phong
thii, thiét Idp va cau hinh hé thong mdy chii an toan, vdn hanh an todn va phong

chong tan cong tw choi dich vu.

2.1. Trién khai hé thong phong thi

Viéc trién khai hé thong phong thu hop 1y sé gitp phong, chéng va ngin chin
cac cudc tan cong mdt cach hiéu qua. Trong phan nay, luan van s& nghién ctru va
trinh bay mot s6 bién phap nhu t6 chirc mé hinh mang, thiét 1ap tuwong lta, ung

dung phong chéng vi-rit, hé thong phat hién va ngan chin xam nhap.
2.1.1. Té chirc mé hinh mang

Viéc t6 chirc mo hinh mang hop 1y ¢6 anh huong tich cuc dén viéc dam bao
an ninh an toan cho website. Pay 13 co s& dau tién cho viéc xay dung cac hé thong
phong tha va bao vé. Ngoai ra, viéc to chirc mé hinh mang hop 1y c¢6 thé han ché
viéc tAn cong tlr bén trong va bén ngoai mot cach hidu qua.

Trong cdc mod hinh mang hop 1y can phan biét rd rang giita cic ving mang
theo chirc ning va thiét 1ap cac chinh sach an toan thong tin riéng cho timg ving
mang theo yéu cau thyc té

- Vung mang ngoai con goi la mang Internet

- Viing mang DMZ: Pit cac may chu cung cap dich vu tryc tiép ra mang ngoai
nhu web server, mail server, FTP server, v.v..

- Viing mang Server Network: Dt cic may chu khong truc tiép cung cap dich
vu truc tiép ra mang Internet.

- Vung mang Private Network: Dat cac thiét bi mang, may tram va may chu
thudc mang ndi bo cia don vi.

Khi t6 chirc m6 hinh mang can luu y mogt s6 di€ém nhu sau:
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- Nén dat cac may chu web, may chu thu di¢n tr (mail server), cdc may chu
cung cip dich vu ra mang Internet trong ving mang DMZ, nhim tranh c4c tan cong
mang ndi bd hodc gay anh huodng tdi an toan mang ndi bd néu céc may chu nay bi
cudp quyén diéu khién. Chi y khong dit cac may chu chi cung cip dich vu cho
mang ndi bd trong vung mang nay.

- Cac may chu khong truc tiép cung cip dich vu ra mang ngoai nhu may chi
ung dung, may chu co s¢ dir liéu, may chu xac thyc, v.v.. nén dat trong moi truong
mang Server Network dé tranh tin cong truc tiép tir Internet va tir mang ndi bo. D6i
vo1 hé théng thong tin yéu cAu mirc bao mat cao, hodc ¢ nhiéu cum may chu khac
nhau c6 thé chia ving server network thanh cic ving nhé hon doc 1ap dé nang cao
tinh bao mat.

- Can thiét 1ap cac hé thong phong thil nhu: tudng lira, thiét bi phat hién/phong
chéng xam nhap (IDS/IPS) dé bao vé hé thong, chong tan cong va xam nhap trai
phép. Nén dat tuong Itra va IDS/IPS & céc vi tri sau:

e Pit tuong lira giita duong ndi mang Internet v4i cac ving mang khéac
nham han ché tin cong tir bén ngoai vao.

e Dat tuong lra gitra cac vung mang ndi by va mang DMZ nham han ché
c4c tAn cong giira cac ving do.

e Dat IDS/IPS tai ving can 15i bao vé.

Dit cac tudng lta tai nhitng vi tri khac nhau ctia mang, mdi tuong lira lai ¢
nhiing luat riéng dé ngin chin nhiing tan cong ddi voi ving mang d6. Pam bao an
ninh an toan mang nhung khong anh huong nhiéu dén hiéu ning mang. Nén dat mot
Router ngoai cung (Router bién) trude khi két ndi dén nha cung cép dich vu Internet
(ISP) dé loc mot sd luu lwong khong mong mudn va chin nhimg géi tin dén tir

nhirng dia chi IP khong hop I¢.
2.1.2. Thiét Igp twong lira

Tuong ltra 1a mot thiét bi phan cing hodc phan mém hoat dong trong moi
truong may tinh ndi mang nham ngin chin nhitng luu lvong bi cAm badi chinh sach

an ninh ctia mot ¢4 nhan hoac t6 chic. Muc dich st dung tuong Iua la:
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- Bao vé hé théng khi bi tin cong.

- Loc cac két ndi, cac goi tin dya trén chinh sach truy cap noi dung.

- Ap dit cac chinh sach truy cap dbi voi ngudi dung hodc nhoém ngudi dung.

- Ghi lai nhat ky dé hd tro phat hién xam nhép va diéu tra sy cb.

Can thiét 14p cac luat cho tuong lira phu hop véi chinh sach an ninh cua hé
thdng, pht hop véi vi tri va muc dich cua tuong ltra d6. Tudng lira c6 thé gitp ngin
chin céac cudc tin cong, ngan chan cac két ndi cua cac ma doc tir trong ra ngoai,
v.v.. Vi du: thiét lap luat cho tuong Iira tir chdi tat ca cac két ndi tir bén trong may
chu web ra ngoai Internet ngoai trir cac két ndi da duoc thiét 1ap, tuc la chi tu chdi
tat ca cac g61 tin TCP khi xuat hién c& SYN. Diéu nay s€ ngan chan viéc néu tin tic
c6 kha nang chay cac kich ban ma doc trén may chu web thi ciing khong thé cho cac
mi doc ndi nguoc tr may chu web vé may tinh cua tin tac. Mot s6 vi tri ¢6 thé thiét
lap tuong ltra nhu [Hinh 2.1].

Tuy nhién, tuong Ira cing c6 nhitng han ché, nd ¢6 thé lam cham qua trinh két
nbi. Trong mot s trudng hop ddi voi nhitng ngudi co hiéu biét thi c6 thé vuot qua
dugc tuong Itra. Vi vay, can chu trong bao hé hé théng theo chiéu sau.

Twong lira itng dung web (WAF)

Mot tuong lira tng dung web thudng 1a mot phan mém, hay mot thanh phan
nhung duogc cai dat ngay trén may chu phuc vu web. D61 khi tuong Itra tng dung
web ciling duoc cung cip nhu mot thiét bi phan ctng c6 cai dit san phan mém bén
trong. Tuong Itra tng dung web hoat dong b%lng cach st dung mét bo loc voi céac
“luat” dugc dinh nghia trudc hodc do ngudi ding thém vao dé giam sat cac dir lidu
trao doi v6i tmg dung web thong qua giao thirc HTTP. Nhiing quy tic nay giup phat
hién va chan cac truy van nham tan cong vao cac 1di phé bién nhu XSS, SQL
Injection, OS command Injection, Path Traversal, DoS va mot s6 13i khac.

Céc dir liéu di vao hoac di ra khdi ing dung web sé dugc tudong lua ting dung
web kiém tra so sanh véi cac dau hiu dugc dinh nghia sin va quyét dinh cho phép
dir li¢u di qua hodc chan céc dir li€u do lai. Pay la mot qua trinh loc ma cac thiét bi

tuong Itra 16p dudi khong thuc chién dugc. Viée trién khai tuong Itra ng dung web
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s€ phan nao han ché dugc cac sai s6t ciia nguoi lap trinh itng dung web. Cac tuong

Itra timg dung web nén duoc cai san giita mdi 16p trong kién tric web [Hinh 2.2]:

)7,

Ving mang DMZ bén ngoai -
Router bién
/ Tudng Iira
Ving mang DMZ bén trong
"""""'"""""‘-"'""-'-"
5 i
! '
- i
i ' switch
1 ' :
! |
: i
! Mdy chii web, mail, dns, v.v. E
A —.
Tuong lira

un: v co so dir lig

Hinh 2.1. Mot s vi tri c6 thé dat twong lira
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Maiy chu web  May chu mail  May chu dns
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Céc may tram

Hinh 2.2. Vi du vi tri dat twong lira tng dung web
2.1.3. Sur dung cong cu phat hién va ngan chan xam nhap (IDS/IPS)

Céc cong cu phat hién xam nhap (IDS) c6 tinh ning phat hién du hiéu cac
xam nhap trai phép, con cac cong cu ngan chan xam nhap (IPS) c6 tinh nang phat
hién va ngan chin viéc xam nhap trai phép cia tin tic vao hé thong. Nhu cac thiét b
mang, IDS/IPS ciing c6 thé bi tdn cong va chiém quyén kiém soat, do d6 bi vo hiéu
hoéa bai tin tic. Vi vdy, can thiét dam bao thuc hién mot so tiéu chi khi trién khai va
véan hanh, gom:

- X4c dinh cong nghé IDS/IPS d, dang hodc du dinh trién khai.

- X4c dinh cac thanh phan cia IDS/IPS.

- Thiét dat va cdu hinh an toan cho IDS/IPS.
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- X4c dinh vi trf hop 1y dé dat IDS/IPS.
- C6 co ché xay dung, t6 chirc quan 1y hé théng lut.
- Han ché thap nhit cac tinh hudng canh bdo nham hoidc khong canh bao khi

c6 xam nhap.
2.1.3.1. Hé thong phdt hién xam nhdp 1DS

Hé thong phat hién xdm nhap (IDS) 12 mét hé théng phan ctng hodc tng dung
phan mém theo ddi, giam sat va thu thap thong tin tir cac hoat dong ra vao cia
mang. Sau do hé théng s€ phan tich dé tim dau hiéu cua sy xam nhap hoac tan cong
hé thdng trai phép va canh bao dén ngudi quan tri hé thong. Do 6, IDS c6 kha ning
g dung phat hién tin cong website.

Cic thanh phén ciia IDS
Cac thanh phan cta hé thong IDS dugce mé ta trong [Hinh 2.3].

-1
|

i Sensors ! i Analysis } | Knowledge i

I ] I | 1
| | N 1 |
I Hostsensors | i Signature | 1 ! Signatures i
| | Engine | : |
1 1 I
| [ NeTwork sensors | E !
! ; } 1 :
| | Profile } 1| User/system/Net | |
!‘ Application sensors ‘ ! i Engine - ‘ 1 Profile !
I
| ! | | i |
. : e e |

jm— I ______
Response

Passive
Alerts

Hinh 2.3. Cac thanh phan cia hé théng IDS
Hé théng IDS bao gdém cac thanh phan: Thanh phéan thu géi tin (Sensors);
Thanh phan phén tich goi tin (Analysis); Thanh phan tri thirc (Knowledge) hd tro
qua trinh phan tich goi tin va Thanh phan phan hoi (Respontion) xuat cac thong tin
canh bdo.

Phan loai IDS:

Dua trén pham vi giam sat, IDS duoc chia thanh 2 loai:
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(1) Network-based IDS (NIDS): La nhitng IDS gidm sat trén toan by mang.
Nguén thong tin chii yéu ctua NIDS 13 cac géi dir liéu dang luu thong trén mang.
NIDS thuong duoc 1ap dit tai ngd vao ciia mang, c¢6 thé ding trude hoic sau tuong

Itra. [Hinh 2.4] m6 t4 mé hinh hé théng NIDS.

_Flrewall

[ —
sener  Senwr DNS

Hinh 2.4. M6 hinh hé théng NIDS

(2) Host-based IDS (HIDS): La nhirng IDS phat hién xam nhap may chi dugc

cai dat trén cac may tinh (host). [Hinh 2.5] mé ta mo hinh hé théng HIDS.
Web server Mail server File server

— — = —
s = —
HIDS| - kK : ' &

[ < Vung DMZ
Traffic allowed =
—
Traffic blocked = 3 Internal network
@—— 0 X ;
—

Router

Switch
HIDS HIDS

< FE=_ =
Hinh 2.5. M hinh h¢ théng HIDS

HIDS tim kiém d4u hiéu xam nhap vao host cuc bg. Ching tim kiém cac hoat

dong bat thuong, luu luong di giri dén host dugc kiém tra va phén tich trong file log

Iwru lai rdi chuyén qua host néu cam thiy khong c6 dau hiéu dang nghi ngd.
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HIDS thudng dua trén cac tip ludt (rule-based) dé phan tich cac hoat dong.
Nhiém vu chinh ciia HIDS 1a giam sét su thay d6i trén hé théng.

Dua trén k¥ thuat thuc hién, IDS ciing dugc chia thanh 2 loai:

- Signature-based IDS: Signature-based IDS phat hién xdm nhép dya trén diu
hiéu cua hanh vi xdm nhap, thong qua phan tich luu lugng mang va nhat ky hé
théng. K¥ thuit nay doi héi phai duy tri mét co s dit liéu vé cac ddu hiéu xam nhap
(signature database), va co s& dit liéu nay phai dugc cap nhat thudng xuyén moi khi
c6 mot hinh thirc hodc k¥ thuat xam nhap mai.

- Anomaly-based IDS: phat hién xdm nhép bang cach so sanh (mang tinh
théng ké) cac hanh vi hién tai v&i hoat dong binh thuong cua hé thong dé phat
hién cac bt thudng (anomaly) c6 thé 1a ddu hiéu ctua xAm nhap. Vi du, trong diéu
kién binh thuong, luu luong trén mot giao tiép mang cua server 1a vao khoang
25% bang thong cuc dai cua giao tiép. Néu tai mot thoi diém nao do, luu luong
nay dot ngodt tang 1én dén 50% hodc hon nita, thi c6 thé gia dinh rang server dang
bi tan céng DoS.

Hé théng IDS c6 kha ning ung dung phét hién tdn cong website dua trén céc
dir liéu thu thap duoc két hop véi cac k¥ thuat phét hién tan cong.

Snort

Mot trong nhitng phan mém IDS pho bién hién nay 1a Snort [23]. Pay 1a mot
san pham NIDS m3 ngudén mé véi hé thong signature database (goi 13 rule database)
dugc cap nhat thuong xuyén boi nhidu thanh vién trong cong dong Internet.

Snort 1a mdt ing dung IDS hién dai vdi ba chitc nang chinh: chirc nang 1a mot
bo phan lang nghe goi tin, chirc nang luu lai thong tin gbi tin hay chirc nang 1a mot
hé thong phat hién xaAm nhip mang (NIDS). Ngoai ra con c6 rat nhiéu chuong trinh
add-on cho Snort dé co thé quan 1y céc file log, cac tap luat va canh bao cho quan trj
vién khi phat hién sy xdm nhap hé thdng. Tuy khong phai 13 phan 15i cia Snort,
nhung nhiing thanh phan nay cung cip rat nhiéu tinh ning phong phu dé cé dugc

mot hé thdng phat hién va phong chdng xam nhap tdt.
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2.1.3.2. Hé thong ngan chdn xam nhdp IPS

Hé théng phong chéng xam nhap (IPS) 1a mot k¥ thuat, két hop cac vu diém
cua k¥ thudt tuong ltra v6i hé thdng phat hién xam nhap IDS, c6 kha ning phat hién
cac cudc tan cong va tr dong ngin chin cac cudc tan cong nham vao diém yéu cia
hé théng. So d6 hoat dong cua hé théng IPS mé ta trong [Hinh 2.6].

System activities are { Incoming
observable 1| traffic/logs

Data pre-processor

1 Activity data
Detection Y - Normal and intrusive
model(s) Detection algorithm activities have distinct
evidence
Alerts
i Action/Report
De_<:|$|_on ~—  Alert filter —
criteria =

Hinh 2.6. So' @6 hoat déng caa IPS

Y tudng cta cong nghé IPS 1a moi cudc tin cong chdng lai bat cir thanh phan
nao cta dich vu dugc bao vé s& bi 1am chéch hudng bang cac giai phap ngin ngira
xam nhap. Véi “quyén téi thuong”, cac hé thdng phong chéng xam nhap c6 thé
“ndm” 14y bat ctr lvu luvgng nao cia cic goi tin mang va dua ra quyét dinh c6 chi y
— liéu day c6 phai 1a mot cudc tin cong hay mot sy sir dung hop phap — sau dé thuc
hién hanh dong thich hop dé hoan thanh tic vu mét cach tron ven. Két qua cubi
cung 1a mot nhu cau ¢ han dinh cho cac giai phap phat hién hay giam sat xam nhap

mot khi tit ca nhitng gi lién quan dén méi de doa déu bi ngin chin.

Cic kiéu trién khai IPS:

C6 hai kiéu chinh khi trién khai IPS 14 out-of-band IPS va in-line IPS:

- Out-of-band IPS (OOB IPS): Véi h¢ théng nay ludng dir liéu vao hé thong
mang s& ciing di qua dong thoi firewall va IPS. Hé thong IPS c6 thé kiém soat ludng
dir liéu vao, phan tich va phat hién cac dau hiéu cla sy xam nhap. Véi vi tri nay,

OOB IPS ¢6 thé quan 1y firewall, chi ddn n6 chin lai cdc hanh dong nghi ngd.
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- In-line IPS: Vi tri IPS nim trudc firewall, ludng dir liéu phai di qua ching
trude khi téi firewall. Piém khiac chinh so véi OOB IPS 1a c6 thém chic
nang traffic-blocking. Diéu d6 1am cho IPS c6 thé ngin chin luu lwong nguy hiém
nhanh hon so v4i OOB IPS. Tuy nhién vi tri nay s& lam cho téc d6 ludng thong tin

qua ra vao mang cham hon.

Chirc nang chinh va cac Modul trong IPS

IPS c6 hai chirc ning chinh 13 phat hién cac cudc tin cong va chéng lai cac
cudc tan cong d6. Hé thong IPS gom 3 modul chinh: modul phén tich ludng dit liéu,
modul phat hién tin céng, modul phan tng.

- Modul phan tich ludng dit liéu: Modul nay cé nhiém vu lay tat cac géi tin di
dén mang dé phan tich. Thong thudng cac goi tin co dia chi khong phai ctia mot
card mang thi s€ bi card mang d6 huy bé nhung card mang cua IPS duoc dat ¢ ché
d6 thu nhan tat ca. TAt ca cic gbi tin qua ching déu dugc sao chyp, xir 1y, phan tich
dén ting truong thong tin. Bo phén tich doc thong tin timg trudng trong goi tin, xac
dinh chung thudc kiéu g6i tin nao, dich vu gi... Cac thong tin nay duogc chuyén dén
modul phat hién tdn cong.

- Modul phat hién tan cong: Pay 1a modul quan trong nhét trong hé théng c6
nhiém vu phat hién céc cudc tin cong. C6 hai phuwong phap dé phat hién cac cudc
tan cong: Misuse Detection (do su lam dung) va Anomaly Detection (do sy khong
binh thuong).

- Modul phan tng: Khi c6 diu hiéu cua su tin cong hodc tham nhap, modul
phét hi¢n tan cong s€ gui tin hi¢u bao hi¢u céd su tan cong hodc tham nhap dén
modul phan Ung. Lic d6 modul phdn Uing s€ kich hoat twong Itra thyc hi¢n chuc
ning ngin chin cudc tan cong hay canh béo téi nguoi quan tri. Tai modul nay, néu
chi dua ra cac canh bao téi cic nguoi quan tri va ding lai & d6 thi hé thong nay
dugc goi 1a hé thong phong thi bi dong. Modul phan (mg nay tiiy theo hé théng ma
c6 cac chtrc nang va phuong phéap ngén chan khéac nhau.

Hai k¥ thuat ngén chan thuong duoc ap dung:
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- Két thuc tién trinh (Terminate session): Co ché cua k¥ thut nay 1 hé thong
IPS giri cac goi tin nham pha huy tién trinh bi nghi ngo.

- Huy b6 tin cong (Drop attack): K¥ thuat nay dung tuong lira dé hiy bo goi
tin hoac chan duong mot goi tin don, mot phién lam viéc hodc mat luéng thong tin

tan cong.
2.1.3.3. Ung dung hé thong IDS/IPS chéng tin cong web

Cac hé théng IDS/IPS c6 kha ning ung dung phat hién va chdng tan cong
web. Trong [Hinh 2.7] dudi ddy mé ta mo hinh ing dung hé théng IDS/IPS dua trén

Snort chdng tan cong website.

IDS/IPS-Snort
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Hinh 2.7. M6 hinh hé théng IDS/IPS chéng tan cong web sir dung Snort
Nhén xét
Giai phap st dung hé thong IDS/IPS chéng tin cong web 1a giai phap kha hitu
hiéu nham phat hién va chdng tin céng hé thdng website dang hoat dong. Tuy
nhién, viéc phan loai cu thé cac tin cong hé théng website con bi han ché. Khi d6 co
thé dan dén cac bién phap chdng tin cong dua ra ciia hé thdng khong phu hop. Vi
vay, trong phan tiép theo, luan vin s& nghién ctru giai phap tng dung cac k¥ thuat

hoc may dé khic phuc nhugc diém nay.
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2.1.4. Ung dung phong chong vi-rit va bdo vé mdy tinh cd nhén

Viéc cai dit img dung bao vé nhu phan mém diét vi-rat ¢ tac dung rat 16n
trong viéc bao vé hé thé)ng. Chung co6 thé han ché duoc viéc bi cai thém mi doc
trong trudng hop ké tAn cong dd xam nhap duoc vao hé thong, hodc han ché viéc tai
1én nhirng mi dong khi ing dung web bi 16i. Cac chuong trinh diét vi-rat phai thoa
mén cac yéu cau sau:

- Luon ¢ trang thai hoat dong nham dam bao hé théng luon duoc bao vé.

- bam bao tinh toan ven cua tap tin va tai nguyén.

- Quét cac ma doc dinh kem trong thu dién tu.

- Cap nhat dau hiéu nhén dién vi-rat méi nhat.

Dbi v6i mdy tinh ca nhan c6 thé xem xét cai dat phdn mém bao vé an toan may

tinh tich hop thudng bao gdm ca chirc ning chong vi-rat, loc tuong lira c4 nhan.

2.2. Thiét 1ap va cau hinh hé thong may chii an toan

Pay 1 phan rat quan trong trong viéc dam bao van hanh mot website an toan.
Noi dung trong phan ndy s& gitp ngudi quan tri ciu hinh hé thong may chi mot
cach hop ly, giam thiéu kha ning bi ké x4u tin cong vao may chu 1am anh hudng
dén hoat dong cua website. Pé van hanh mot may chu an toan, viéc dau tién phai
lwu ¥ 13 ludn cdp nhét phién ban va ban va m&i nhit cho hé thong. Ngoai ra, véi moi
loai may chii khac nhau s& c6 nhitng bién phép thiét dat va ciu hinh cy thé dé dam

bao van hanh an toan.
2.2.1. Thiét Igp va cdu hinh hé diéu hanh mdy chii

M4y cht ngay nay thuong s dung nhimg hé diéu hanh kha pho bién nhu
Linux, Window, v.v.. viéc bao vé cho may chu la thuc su can thiét. Bé dam bao cho
hé théng hoat dong an toan can thuc hién mét sb bién phap sau:

- Khi cai mot hé théng méi thi phai dam bao mot sé yéu cau sau:

Kha ning hd tro tir cac ban phan phdi (thong tin va 16i, thoi gian cdp nhat,

nang cip, kénh thong tin hd tro ky thuit).
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Kha ning tuong thich véi cac san pham cua bén tht 3 (twong thich giira nhin
hé diéu hanh véi cac tmg dung, cho phép md rong mo-dun).

Kha ning van hanh va st dung hé thdng cua ngudi quan tri (théi quen, k¥
nang st dung, tinh tién dung).

- Cén t6i vu hé diéu hanh vé nhitng mat sau:

Ddi v6i chinh sach mat khau: st dung co ché mat khau manh phtc tap (vi du:
tor 08 ky tu tré 1én va bao gém: ky tu hoa, ky tu thuong, ky tu dac bi¢t va cac chir
s6) nham chong lai cac kiéu tan cong Brute force.

Do6i voi cac dich vu khong can thiét: viéc g bo cac goi, dich vu khong
can thiét s& han ché kha ning tiép can cua ké tin cong va cai thién hiéu ning
ctia hé thong.

Doi v6i didu khién truy cap: chi dinh cac truy cap dugc phép dén hé thong,
gidi han tai khoan duoc phép sir dung quyén quan tri cao nhat.

Doi véi cac két nbi: Str dung két ndi an toan (Vi du: SSH) thay cho cac kénh
két ndi khong an toan nhu Telnet, FTP, v.v..

Do6i v6i tap tin vat 1y: quan 1y hé thong ghi nhat ky (log file) mot cach tap
trung va nhat quan nham phuc vu cho muc dich diéu tra khi c6 sy ¢6 xay ra.

Dbi v6i tai khoan va nhom ngudi dung: G& bo cac tai khoan chwa sir dung
khéi may chu, vo hiéu hoéa tai khoan mac dinh khong st dung, thiét lap mot mat
khau manh cho tai khoan quén tri, giéi han truy cap tir xa.

Dbi v6i tap tin va thu muyc: Tap tin va thu muc phai nam trén phan ving dinh
dang an toan (vi du: NTFS), gi6i han quyén truy cip vao thu muc hodc tip tin cta
hé diéu hanh, gidi han quyén ghi vao thu myc goc d6i véi cac tai khoan khong
thudc nhom quan tri, d6i voi nhitng tai nguyén dugc chia sé: G& bo tit ca cac chia
sé khong str dung (Bao gdm ca chia sé mic dinh).

Déi véi cac ban va 16i: Cap nhat cac phién ban méi nhét, theo ddi thong tin
cap nhat tu nhiéu nguén khac nhau, nén trién khai cap nhat trén hé théng thur

nghi¢m trude khi cap nhat vao hé théng that.
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2.2.2. Thiét Idp va cdu hinh mdy chii teng dung web

Mot s6 may cha duoc str dung kha phd bién trong cac Gmg dung web hién nay
la Apache HTTP, Apache Tomcat, 11S,v.v.. Dé dam bao an toan cho cic may chu
can thuc hién mét sb bién phap nhu sau:

- T6i wu hoa viée st dung cidc mo-dun bang viéc g bo nhitng thanh phan
khong can thiét.

- Gi6i han cac quyén truy cip: Tao cac tai khoan, nhdm nguoi dung riéng
(khac tai khoan nhu Root, Administrator, v.v..) dé thuc thi. Khong cho phép sir
dung cac tai khoan mdc dinh dé dang nhap.

- biéu khién truy cap: Sir dung cac chi muc dé diéu khién qua trinh truy cap
dén cac thu muc hé théng cin han ché quyén truy cap, khong cho phép duyét qua
thu muc gdc.

- G& bo tat ca cac tai nguyén khong can thiét nhu: cac trang html mic dinh,
huéng din str dung, thong tin lién quan vé& may chi, diéu khién trang thai may chu,
thong tin may cha. Trong quéa dinh cai dat c¢6 thé xuét hién cac tng dung mau, tai
liéu huéng dan va mot sd thu muc khong can thiét khac. Vi vay can g& bo cac tap
tin, thu muc nay nham han ché thip nhéat nguy co bi khai thac thong tin lién quan
dén ung dung dang st dung. Bao v¢ cac tdp tin cAu hinh (vi du: .htaccess,
context.xml, server.xml, v.v..).

- T chitc qua trinh ghi nhat ky: Cdu hinh ghi nhat ky 18i, nhat ky truy cap.
DPam béo toan bd thong in cta ngudi dung khi ding nhip vao hé thdng s& déu duoc
ghi lai. TAt ca nhiing dit liéu khi truy cap déu dugc ghi lai trong nhat ky.

- B6i v6i mot sb trang thong tin can ma hoa truy cdp, nén sir dung cac giao
thirc ma hoa nhu SSL hodc TLS nhdm ma héa cac két ndi an toan.

- Gi6i han céc thong tin vé hé thong nhu: thong tin vé cau hinh may chu, thong
tin vé cac phﬁn mém duoc cai dit trén may chu.

- Bao vé ciu hinh may chu: Gidi han truy cap dén thu muc géc, thu muc chira
tap tin cAu hinh cua may chu web, thu muc chira cac tap tin nhat ky, thu muc chtra

cac tap tin thyc thi, thu myc chira rng dung web.
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- Can thiét 1ap han ché céc truy cép tir mang t6i may chu, chin cac tai khoan
vang lai, tai khoan khach mac dinh nham dam bao tinh bao mat cao hon.

- TAt tat ca cac chi tiét thong bao 16i ma c6 kha ning dua ra qua nhiéu thong
tin. Viéc dua ra qué chi tiét cac thong bao 18i co thé dan dén viéc céc tin tic co thé
loi dung dé tim hiéu thong tin vé hé thong.

- Nén cai dit thu muc gdc cia Gmg dung web trén phin ving dia c6 dinh dang
bao mat cao (vi du v&i may chu IIS nén luu trén phan vung NTFS thay vi FAT hay
FAT32, boi vi kha ning kiém soat quyén truy cép trén hé théng tap tin véi phan
vung dinh dang NTFS manh hon so v&i cac dinh dang FAT, FAT32). Khi da cai dat
thu muc gdc trén phan ving c6 dinh dang bao mat cao thi ciing phai thiét lap quyén
truy cap thip nhit cho thu muc gbc nay, tranh truong hop thu muc gbc cua tmg
dung web dugc méac dinh quyén dﬁy du cho moi tai khoan.

- G& b6 nhitng thanh phan khong can thiét duoc cai dit ra khoi may chu web,
vi nhiing thanh phan nay khi bi 13i c6 thé din dén kha ning may chu bi tan cong va
chiém quyén kiém soat mot cach gian tiép.

- Can cai dat bd sung thém nhiéu tinh ning bao vé cho may chu (nhu co thé
cai dat ModSecurity cho may chu Apache, URL scan cho may chu IIS, v.v..).

- Piéu chinh cac thong s6 toi wu. Vi du thiét 1ap tham khao mot vai thong sb
vo1 may chu Apache:

Timeout 100

KeepAlive On

MaxKeepAliveRequest 100

KeepAliveTimeout 15

LimitRequestline 512

LimitRequestFields 100

LimitRequestFieldsize 1024

LimitRequestBody 102400
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2.2.3. Thiét lgp va ciu hinh mdy chii co sé div liéu

Viéc thiét lap va cAu hinh may chu co sé dir liéu an toan la rat quan trong va la
mot qué trinh phirc tap, doi hoi ngudi quan tri phai hiéu 16 vé co so dit liéu dang st
dung. Dé bao vé cho co sd dit liéu an toan can thyc hién mot sd bién phap sau:

- Luon cap nhat phién ban va 16i cho co s& dit liu méi nhét nham tranh céc 13i
d3 duoc cong bd va khai thac.

- G& b6 cac co so dir liéu khong sir dung dén.

- GO bd hodc vo hi€u hda nhiing thu tuc luu trit hoac nhitng ham nhay cam cé
tuong tac voi hé thdng nhiam tranh viée trong tac dén hé thong tir co so dir lidu.

- Tach biét cac co s& dir liéu sur dung cho cac muc dich khac nhau.

- Khoa tat ca cac két ndi tir hé thong hodc tir img dung khac ngoai tmg dung
web va may cha web, khong cho phép bat cir két ndi truc tiép nio tir Internet dén may
chu co so dir liéu.

- CAu hinh ghi nhat ky va theo doi nhat ky hoat dong ctia co sé dir liéu mot cach
hop ly.

- Gi6i han truy cip ddi véi cac tai khoan st dung (Khéng co quyén xda hodc
thay doi cau tric co so dit liu).

- Phéan quyén cho céc tai khoan va céc tap tin hé thong.

- G& bo hoic thay d6i cac tai khoan mic dinh va thiét 1ap mat khau manh cho
cac tai khoan dang str dung.

- C6 co ché sao luu dir liéu dinh ky va ma hoa cac dir liéu sao luu.

- Str dung céac cong cu dé tim kiém 156 hong trén may chi co sé dir lidu (vi du

MBSA cua Microsoft SQL).

2.3. Van hanh an toan

Khi da trién khai va thiét 1ap dugc mdt hé théng an toan thi viéc van hanh hé
théng mot cach an toan 13 vo cing quan trong. Trong phan nay luan vin s& trinh bay

cac ndi dung co ban can thuc hién d€ van hanh mot rng dung web an toan.
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2.3.1. Kiém tra hoat dpng itng dung web an toan

bé dam béo cho ung dung web van hanh an toan, tranh dugc cac nguy co tan
cong tir bén ngoai hé théng co thé tién hanh cac bude co ban sau:

- Kiém tra viéc 16 théng tin nhay cam qua cac cong cu tim kiém, budc nay
nham dam bao ng dung web s& khong hién thi nhiing thong tin riéng nhu phién
ban, ciu tric thu muc, v.v.. 1én két qua cua cong cu tim kiém.

- Kiém tra chirc ning dang xuat, ding nhap c6 hoan thanh ding nhiém vu hay
khong.

- Thiét dit cac quyén truy cap thich hop vao céac tap tin va thu muc nhay cam.
X6ba cac tap tin sao luu dy phong ra khoi hé thong.

- Str dung ma xac nhan va ché d6 mat khau manh nham tranh truong hop vuot
qua mi xac nhan hoic doan mat khau ngin (khong cho phép nguoi dung dat mat
khau yéu).

- Kiém tra qua trinh quéan 1y tai khoan va phién cua ung dung, viéc gui nhiing
thong tin quan trong nhu tén ding nhap va mat khau can duoc mi hoa nhim tranh
tinh trang nghe 1én dit liéu trén dudng truyén. Bén canh d6 viéc cap phat va ma hoa
phién ding nhap cho ngudi dung ciing can ddm bao an toan nham tranh tinh trang
tin tdc doan hay gia mao phién.

- X4c dinh loai ma ngudn hd trg web (PHP, JSP, ASP, v.v..) va nén tang phat
trién web (ma ngudn ma, ty phat trién, v.v..) dé c6 bién phap bao vé hop 1y ciing
nhu cap nhat khic phuc céac 16 héng dugc phat hién.

- Xay dyng hodc trién khai mot hé thdng may chu Proxy dé chic rang cac két
ndi tir bén ngoai vao va tir bén trong ra sé duogc giam sat dé tranh cac mdi de doa
cling nhu diéu tra nguyén nhan khi hé thong bi tin cong.

- Néu c6 nhiéu trang web duoc dit chung trén may chi web, can c6 bién phap
cach ly cac website ndy ra, nham dam bao néu mot trang web bi tn cong va chiém
quyén kiém soat thi cac trang web con lai s& it bi anh hudng.

- Thiét ké trang béo 16i chung dé tra vé cho tit ca cac 161 ma hé thong c6 thé
gip phai. Bién phap nay nham giam nguy co bi tin cong dya theo thong bao 15i cia

ung dung.
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2.3.2. Mt 56 bign phdp irng phd véi tin cong

Khi c6 ddu hiéu cua mét cudc tan cong vao website ciia minh, cac don vi can
c6 nhitng bién phap tmg pho kip thoi 1am suy giam hay ngimg hén cudc tin cong,
cling c6 thé chuyén hudng cudc tin cong. Sau day 13 mot sd bién phéap tong quat:

- Tang cuong kha ning xu Iy cua hé théng, thudng xuyén gia cb cac diém yéu
ctia tng dung. Cép nhét cac ban va 13i ciia hé didu hanh va cc phan mém ngay khi
dugc phat hanh dé tranh viéc khai thac tn cong vao cac 161 nay. Téi wu hoa cac
thuat toan xtr 1y, ma ngudn hé thong dé nang cao kha nang xur 1y.

- Chu trong dau tu ha tAng mang, ting cudng sé luong ciing nhu cdu hinh méy
cht va phan mém an ninh néu cé thé.

- Chii trong cong tac phat hién som cac hanh vi tdn cong. Khi nghi ngd co tan
cong nguoi quan tri can kiém tra trén hé thong nhat ky log ctia may chii, tuong lia,
v.v.. nham phét hién cac dau hiéu bat thuong, tir d6 xac dinh c6 hanh vi tin cong
xay ra hay khong, quy mo, cach thirc thé ndo.

- Khi tdn cong xay ra can co6 bién phap khan cap nham ngan chan, d6i phé voi
cudc tin coéng. Thu thap, phan tich tép tin nhat ky hoat dong nhim truy tim ngudn
gbc tan cong dé co bién phap ngin chin kip thoi. C6 thé chin két ndi, chian ludng
tin tir dia chi tdn cong. V&i tdn cong tir chdi dich vu can tim noi luu trit may chu
diéu khién, xac dinh ip tin cong dé ngin chin.

- Khi cac cudc tan cong do 16i cia phan mém hay thiét bi thi nhanh chong cap
nhat cac ban stra 16i cho hé thong d6 hoic thay thé.

- Thiét 1ap lai chinh sach an ninh cta hé théng noi chung va chinh sach an
ninh cta tudng lira noi riéng, thay d6i cac ngudng dé thuc hién ngin chin tin cong
kip thoi.

- Trong nhiéu trudng hop c6 thé thuc hién chuyén hudéng cudc tan cong dé
giam bét thiét hai, hay c6 thém thoi gian dé ing pho va ngin chin tin cong.

- Thudng xuyén cap nhat trao doi thong tin véi cac co quan c6 chirc niang nhu
Canh sat phong chéng toi pham st dung cong nghé cao. Cuc An toan thong tin - Bo

Thong tin va Truyén thong, VNCERT, nha cung cép dich vu Internet, nha cung cap
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dich vu cho thué may chu, v.v.. dé nhan dugc hd tro can thiét chéng lai cac cudc tn
cong, nhét 1a tin cong tur chéi dich vu. Khi phat hién ra dAu hiéu tan cong hay cudc
tan coéng xay ra ma khong du kha ning phong chdng can bao ngay cho cic co quan
nay dé ho giup dé.

2.3.3. Pao tao dpi ngii nhén lywc vin hanh hé thong

Viéc dam bao an toan an ninh cho cac hé thong website ndi riéng va hé thong
mang ndi chung thi yéu td con ngudi van 1a tinh chat quyét dinh. Do d6, van dé dat
ra 1a can c6 mot doi ngli nhan lyc du nang luc chuyén moén va dao dtc dé van hanh
hé théng mot cach an toan. Vi vay, dao tao nhan lyc van hanh hé théng 12 mot diéu
khong thé thiéu cho bt cr mot hé thong cong nghé thong tin nao. Pé lam dugc didu
nay can thuc hién mét sb noi dung sau:

- Co chinh sach va ngan sach cho viéc dao tao doi ngli nhan lyc an toan thong
tin vé ca nang luc chuyén moén 1an dao dirc nghé nghi¢p. Pac biét, ddi ngli nhan luc
1am cong tac nay can hiéu rd quy dinh vé dao dirc nghé nghiép ddi voi can bo lam
cong tac an toan thong tin ma Hiép hoi an toan thong tin Viét Nam da ban hanh.

- Yéu cau doi ngii nhan luc an toan thong tin thyc hién dung nguyén tic va
quyén han ctia minh. Cé chinh sach ddi voi nhitng nhan vién da két thuc cong viéc
nhu: x6a bo tai khoan, sao chép 6 clng ctia ngudi d6 khi ho nghi viée rdi x6a 6
ctimg d6 cho nguoi khac dung dé 1am bang chimg néu vi pham sau nay.

- Tao diéu kién cho doi ngli nhan lyc an toan thong tin dugc tim hiéu, hoc hoi
va tap hudn nang cao ning luc chuyén mén.

- Can duoc tap trung va dao tao nang cao kinh nghiém mét cach thudng xuyén
vé an toan thong tin cho doi ngii nhan lyc.

- Thuong xuyén phdi hop véi cac co quan nha nude c6 chirc ning vé an toan
thong tin va cac don vi dao tao, hd tro vé an toan thong tin dé trao d6i kinh nghi¢m,

t6 chtrc tham gia tdp huan ning cao k¥ ning vé an toan thong tin.
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2.4. Tn cong tir chdi dich vu va cach phong chdng

Tan cong tir chdi dich vu 14 kiéu tAn cong nham ngan can nhitng nguoi ding
hop 1€ truy cap va st dung vao mét dich vu nao do. Tén cong tur chdi dich vu ¢6 thé
lam ngung hoat dong cua mdt may tinh, m9ot mang ndi bd, tham chi ca mot he¢ théng
mang rat 16n. Bang cach chiém dung mét luong 16n tai nguyén hé thng nhu bing
thong, bd nhé v.v.. hay 1am qua tai tai nguyén hé théng va lam mat kha nang xu 1y
cac yéu cau dich vu tir nhitng nguoi dung hop 18. Mic du tan cong tir chdi dich vu
khong c6 kha nang truy cap vao dit liéu thuc cta hé thong nhitng n6 c6 thé lam gian
doan cac dich vu ma hé théng dé cung cép. Khi dich vu ctia mot hé théng bi tam
ngung hoat dong c6 thé gy ra nhiing thiét hai vo ciing 16n, chang han nhu cac hé
théng phuc vu dién, nudc, cac hé théng giao dich dién tur v.v.. V61 nhitng hé théng
duoc bao mat tot, kho xam nhap, viéc tan cong tu chdi dich vu thuong duoc céc tin
tic sir dung dé tin cong hé thong do.

Tat ca cac hé théng mang may tinh déu c6 mot gi61 han nhét dinh nhu gi61 han
vé bang thong, gidi han vé bd nhd, gidi han vé sd luong yéu cau clia ngudi dung tai
mot thoi diém v.v.. Do d6 nd chi ¢6 thé dap ung mot lugng yéu cu dich vu gidi han
nao dé ma théi. Nhu vay, hau hét cac hé théng mang déu co thé trd thanh muc tiéu
tan cong tur chdi dich vu. Tuy vao cach thirc thyc hién ma tAn cong tur chdi dich vu
dugc biét dudi nhiéu tén goi khac nhau:

- Tan cong tir chéi dich vu cb dién (DoS).

- Tan cong tir chbi dich vu phéan tan (DDoS).

- Tan cong tir chéi dich vu phan xa nhiéu ving (DRDoS).
2.4.1. Tin cong tir chéi dich vu (DoS)

Tan cong tir chbi dich vu (DoS) 1a mét hinh thire tin cong phd bién duoc kha
nhiéu hacker str dung hién nay. Muc dich cta tan céng DoS 1a cb ging chiém bing
thong mang va lam hé thong mang bi ngap, khi d6 hé thong mang s& khong co kha
ning dap tng nhirng dich vu khac cho ngudi dung thong thudng; C ging lam ngit

két ndi gitra hai mdy va ngan chan qua trinh truy cap vao dich vu; Co gang chan
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nguoi dung cu thé vao mot dich vu nao do; CH géng ngan chan céac dich vu khong
cho ngudi khac c6 kha nang truy cap vao. Khi tin cong DoS xay ra, ngudi ding
truy cap vao dich vu dé s€ c6 cam giac nhu dich vu dé dang bi tat, khong hoat dong
hoic hoat dong cham. Pé tin cong tir chdi dich vu DoS, hacker sé& tao ra mot lugng
rat 16n cac truy cdp dén mdy tinh muc tiéu, khién né khong kip xur Iy cac tc vu can
thiét, tir d6 dan dén qua tai va ngirng hoat dong.

Muc tiéu cta cac cudc tdn cong DoS thuong 1 may chu web cua céc to chuc
nhu ngan hang, doanh nghiép, cong ty truyén thong, cac trang bio, mang xa hoi, Cac
hé théng phuc vu dién, nudc, cac hé théng giao dich dién tir v.v.. Tuy nhién, DoS
chi xuét phat tir mét dia diém duy nhat va chi c¢6 1 dai IP nén co thé bi phat hién dé

dang va ngan chan duoc.
2.4.2. Tin cong tir chéi dich vu phén tin (DDoS)

Tan cong tir chdi dich vy phan tan (DDoS) 1a mot dang tin cong tir nhiéu may
tinh t6i mot dich, 1am cho cac yéu cau hop 18 cta nguoi dung binh thuong bi tir
chdi. So véi DoS co dién, stirc mang ctia DDoS ting gap nhiéu lan. Hau hét cac cudc
tan cong DDoS nhdm vao viéc chiém dung bang thong, chiém dung tai nguyén hé
théng, gay nghén mang hé théng, lam cho hé théng ngung hoat dong. Dé thuc hién
DDoS, hacker tim cach chiém dung va diéu khién nhidu may tinh, mang may tinh
trung gian dugc goi 1a botnet (dong vai tro 13 zombie) tir nhiéu noi khong gidi han
vé mat dia Iy dé dong loat guri a0 at cac goi tin v6i sb luong rat 16n téi mot muc tiéu
d3 duoc xac dinh nhim chiém dung tai nguyén va 1am tran ngap dudng truyén cua
muc ti€u do.

Cudc tin cong DDoS s€ duogc thyc hi¢n tir mét h¢ théng may tinh cyuc 16n trén
mang toan cau va thudng dua vao cac dich vu ¢6 sin trén cic may tinh trong mang
botnet. Dang tin cong nay rat kho bi phat hién boi né duoc sinh ra tir nhidu dia chi
IP trén mang Internet. Nhitng géi tin dén tuong ltra c6 thé chan lai, nhung hau hét
ching déu dén tir nhitng dia chi IP chua cé trong cac chinh sach luat cua tuong lira
va 1a nhimg géi tin hoan toan hop 16. Néu c6 mot dia chi IP ngudn tin cong thi c6

thé duoc chin boi tuong lira, bang cach cAm giao tiép véi dia chi nguoén d6. Nhung
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mang botnet c6 hang ngan téi hang trim ngan dia chi IP tAn cong thi diéu nay 1a vo

cung kho khan.
2.4.3. Tin cong tiv chéi dich vu phén xa nhiéu viing (DRDoS)

DRDo0S xut hién vao dau nim 2002, dugc cho 1a mot trong nhirng kiéu tin
cong manh nhét ho DoS. Néu dugc thuc hién bai ké tan cong co tay nghé thi ¢ thé
ha guc bt ctr hé thong nao trong phut chdc.

Muc tiéu chinh ctia DRDoS 14 chiém doat toan bo bang thong clia may chi,
tic 12 1am tic nghén hoan toan dudng két ndi tir may chu vao xuong sbng cia
Internet va tiéu hao tai nguyén may chil. Trong sudt qua trinh may chu bi tin cong
bang DRDoS, khong mot may khach nao cé thé két ndi duoc vao may cha do. Tt
ca cac dich vu chay trén nén TCP/IP nhu DNS, HTTP, FTP, POP3, v.v.. déu bi vo
hiéu hoa.

V& co ban, DRDoS 1a sy phdi hop giita hai kiéu tin céng DoS va DDoS. N6
c6 kiéu tan cong SYN véi mot may tinh don, vira ¢6 sy két hop giita nhiéu may tinh
dé chiém dung bang thong giéng nhu DDoS. Ké tdn cong thuc hién bang cach gia
mao dia chi ciia mdy chti muc tiéu roi gui yéu cau SYN dén cac mdy chi 16n trén
mang, dé cac may chu nay gui cac goi tin SYN/ACK dén may chu muc tiéu. Céc
may chii 16n, duong truyén manh da vo tinh dong vai trd 1a cic may tinh ma cho keé
tan cong nhu trong DDoS. Qua trinh giri ctr 13p lai lién tuc voi nhidu dja chi IP gia
tir ké tin cong, v6i nhidu may chii Ién tham gia nén may chi muc tiéu nhanh chéng
bi qué tai, bang thong bi chiém dung boi cac may chu 16n. Véi kiéu tin cong nay,
tin tic chi cAn mot may tinh voi Modem 56kbps 13 c6 thé danh bai bat cir may chu
ndo trong gidy lat ma khong can chiém doat bat cir may nao dé lam phuong tién

thuc hién tAn cong.
2.4.4. Phan loai tin céng DDoS

Tén cong DDoS cé thé chia ra thanh hai loai chinh 13 tin cong lam can kiét

bang thong va tin cong lam can kiét tai nguyén hé thong.
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Tan cong lam can kiét biang thong duoc thiét ké nhim 1am tran ngip mang
muc tiéu v6i nhitng Iuu luong khong can thiét, véi muc dich ngin chin nhing luu
luong hop 1¢ dén dugc voi hé théng cung cép dich vu ctia muc tiéu. Tan cong lam
can kiét bang thong h¢ théng c6 thé chia ra thanh hai loai: Tén cong lam lut h¢
thong (Flood Attack) va tin cong khuéch dai (Amplification Attack).

Tan cong 1am can kiét tai nguyén 1a kiéu tdn cong trong d6 ké tan cong gui
nhimg gbi tin st dung cac giao thirc sai chirc ning thiét ké, hay giri nhitng goi tin
v6i dung ¥ 1am tac nghén tai nguyén mang, 1am cho cac tai nguyén nay khong phuc
vu duoc nhitng nguoi dung thong thudng khac. Tan cong 1am can kiét tai nguyén c6
hai dang: Khai thac 15 hong trén cac giao thirc (Protocol Exploit Attack) va gui Cac
g6i tin khong dung chuan (Malformed Packet Attack).

Trong khuon khé luan vin, hoc vién xin 1iét ké mot s loai tan cong DDoS ndi
bat nhu sau [11][12]:

SYN Flood:

SYN Flood khai thac diém yéu trong chudi két ndi TCP, duoc goi 1a bét tay ba
chiéu. May chi s& nhan duoc mot thong diép dong bd (SYN) dé bat dau "bat tay".
May chii nhan tin nhan bang cach gui co bao nhan (ACK) tdi may luu trit ban dau,
sau d6 dong két ndi. Tuy nhién, trong mot SYN Flood, tin nhin gia mao duoc g di
va két nbi khong dong, dan dén dich vu sap.

UDP Flood:

UDP (User Datagram Protocol) duoc hiéu 1a giao thirc két ndi khong tin cdy.
Theo d6, UDP Flood sé& tin cong gay ngap lut UDP.

Khi thye hién phuong thiic tin cong nay, hacker s& giri mot lwong 16m cac goi
tin UDP t6i mot sb cong ngau nhién trén server. May chu kiém tra va tra 101 voi
mot ICMP Destination Unreachable (goi tin khong tim thay). Khi s6 lugng yéu cau
UDP vuot qua ngudng cho phép, may chil s& mat kha ning xur 1y request, ddn dén
tinh trang tur chéi dich vu.

HTTP Flood:
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HTTP Flood tin cong, giy qué tai biang cach giri hang loat yéu cau GET hoic
POST hop phép dén may chu. Phuong phap ndy tuy tiéu tén it bang thong hon cac
kiéu tdn cong tir chdi dich vu khac nhung van c6 thé budc may chu sir dung ngudn
tai nguyén toi da dé xu 1y tac vu.

Ping of Death:

Ping of Death 1a k¥ thuat tin cong lam qua tai hé thong mdy chi truc tuyén
bang cach giri dén cac goi tin ICMP c6 kich thudc trén 65.536 byte dén muc tiéu.
Béi kich thudce t€p vuot qua mic cho phép cua goi tin IP nén chiung s€ dugc chia
thanh ting phan nho va giri dén hé théng may dich. Khi dén noi, cac phan nay s&
dugc phép lai thanh mot goi tin hoan chinh vugt quéa kha nang xtr 1y cua hé thong,
gay tran bo nhé dém va khién may chu bi treo. Pay 1a loai DDoS phd bién cach day
hai thap ky nhung d& khong con hiéu qua vao thoi diém hién tai.

Smurf Attack:

Smurf Attack khai thac giao thtrc Internet (IP) va ICMP (Internet Control
Message Protocol) str dung mot chuong trinh phan mém doc hai goi 13 smurf. N6
gia mao mot dia chi IP va va giri cac goi ICMP dén mdy chu, gdy qua tai hé thong.

Fraggle Attack:

Fraggle Attack sir dung mot lugng 16n luu lwong UDP dén may chi. N6 giéng
nhu mét cude tn cong Smurf nhung st dung UDP nhiéu hon 13 ICMP.

Slowloris:

Slowloris cho phép ké tan cong str dung ngudn luc téi thiéu trong mot cude tan
cong va cac muc tiéu trén may cha web. Khi di két ndi voi muc tiéu mong mudn,
Slowloris s& c6 gang giir s6 lién két t6i da trong thoi gian dai. Khi s6 lugng két nbi
cua may chu web dat cuc dai (webserver bi déy két néi), may chu s¢€ bat dau tir chdi
nhirng yéu cau két ndi tiép theo, bao gdm cé request ctia nguoi dung thong thudng.

Application Level Attacks:

Application Level Attacks khai thac 15 hong trong cac tng dung. Muc tiéu cta
loai tAn cong nay khong phai 1a toan bd may chi, ma 1a cac tng dung véi nhitng
diém yéu duoc biét dén. Pay duoc xem 1a loai tan cong tinh vi va giy ra hau qua

16n nhét.
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NTP Amplification:

NTPAmplification khai thac cdc may chu NTP (Network Time Protocol), day
1a kiéu tAn cong khai thac 16 hdng tinh ning Monlist cia may chu NTP (Monlist la
danh sach cac may tinh két ndi véi may cha NTP). Cu thé, hacker s& giri request
yéu cau Monlist dén NTP server bang IP gia. Source IP bi gia mao chinh 14 dia chi
IP cuia mdy tinh muc tiéu. Vi vy, cac NTP server sé& lién tuc giri phan hdi Monlist
vé cho nan nhan. Piéu nay khién hé théng webserver myc ti€u bi qua tai. Vi st
dung IP gia mao va c6 kha niang khuéch dai va sir dung bang thong 16n nén NTP
Amplification 13 mot kiéu tin cong “ném d4 gidu tay” co tinh pha hoai rat cao.

Advanced Persistent DoS (APDoS):

Advanced Persistent DoS (APDoS) 1a mot loai tin cong dugc s dung boi
hacker véi mong mudn giy ra nhiing thiét hai nghiém trong. APDO0S sir dung nhiéu
kiéu tin cong di dé cap nhu HTTP Flood, SYN Flood, v.v...) va thuong tan cong
theo kiéu gtri hang triéu yéu cau/gidy. Cac cudc tan cong cia APDoS co thé kéo dai
hang tuan, phu thudc vao kha ning ciia hacker dé chuyén doi chién thuat bat cir luc
nao va tao ra sy da dang dé tranh cac chinh sach bao vé.

Zero-day DDoS Attacks:

Zero-day DDoS Attacks 1a tén dwgc dit cho cac phwong phap tdn cong
DDoS méi, giy qué tai hé thong bang cach khai thac cac 16 hong chua dugce va

cua may chu.
2.4.5, Phong chéng tin cong tiv chéi dich vu

Nhin chung, tdn cong tir chdi dich vu khong qua kho thuc hién, nhung rat kho
phong chéng do tinh bat ngd va thuong 1a phong chng trong thé bi dong khi su
viéc dd roi. Viée ddi phé bang cach ting cudng “phan cimg” cling 13 giai phéap tot,
nhung thuong xuyén theo ddi dé phat hién va ngin chin kip thoi cac géi tin IP tir
céc ngudn khong tin ciy 1a hiru hidu nhat. Khong c6 mdt cach thirc cu thé ndo co
thé ngan chin hoan toan viéc bi tdn cong DoS/DDoS. Tuy nhién cb vai phuong

phap gitp giam b6t phan nao nguy co trd thanh nan nhin caa DDoS [14]:
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- M6 hinh hé théng can phai dugc xay dung hop 1y, tranh phy thudc 13n nhau
qua muc. Béi khi mot b phéan gap su ¢d s& lam anh hudng téi toan bo hé théng

- Thiét 1ap mét khau manh (strong password) dé bao vé cac thiét bi mang va
cac ngudn tai nguyén quan trong khac.

- Thiét 14p cac mirc xac thyc dbi voi nguoi st dung cling nhu cac ngudn tin
trén mang. Pac bi¢t, nén thiét lap ché d6 xéac thuc khi cap nhat cac thong tin dinh
tuyén giita cac router.

- Xay dung hé thong loc thong tin trén router, firewall... va hé thong bao vé
chéng lai SYN flood.

- Chi kich hoat cac dich vu can thiét, tam thdi vo hiéu hod va dung céc dich vu
chua c6 yéu cau hoic khong sir dung.

- Xay dung hé théng dinh murc, gidi han cho nguoi st dung, nhdm muc dich
ngan ngira truong hop nguoi str dung ac y mudn loi dung cac tai nguyén trén server
dé tan cong chinh server hodc mang va server khac.

- Lién tuc cap nhat, nghién ctru, kiém tra dé phat hién cac 16 héng bao mat va
¢6 bién phéap khac phuc kip thoi.

- Str dung céc bién phap kiém tra hoat dong cua hé théng mét céach lién tuc dé
phat hién ngay nhitng hanh dong bat binh thuong.

- Xay dung va trién khai hé théng dy phong.

- Khi ban phat hién may chu bi tin cong hdy nhanh chéng truy tim dia chi IP
d6 va chan khong cho gtri dit liéu dén may chi.

- Dung tinh ning loc dit lidu cuia router/firewall dé loai bo cac packet khong
mong mudn, giam lugng luu thong trén mang va tai cia may chi.

- Néu bi tan cong do 15i cia phan mém hay thiét bi thi nhanh chéng cap nhat
cac ban stra 18i cho hé thong d6 hoic thay thé.

- Duing mdt s6 co ché, cong cu, phan mém dé chéng lai TCP SYN Flooding.
Tat cac dich vu khac néu cé trén may chi dé giam tai va c thé dap tng tét hon.
Néu duogc c6 thé ning cp cac thiét bi phan cimg dé ning cao kha ning dap tng cua

hé théng hay sir dung thém cac may chu cung tinh nang khac dé phén chia tai.
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C6 rat nhiéu giai phap va y tuéng duoc dua ra nham d6i phé véi cac cude tan
cong kiéu tir chéi dich vy nhu trén. Tuy nhién khong cé giai phap va y tuong nao la
giai quyét triét dé bai toan chdng tan cong tir chdi dich vu. Cac hinh thai khac nhau
clia tAn cong tir chdi dich vu lién tuc xuét hién theo thoi gian, song song véi cac giai
phap ddi pho. Viéc diu tranh véi tin cong tir chdi dich vu 13 mot thuc té thuong
xuyén, viéc lya chon gidi phap nao phu thuoc vao nhan thirc va mac do dau tu cua

moi don vi.

2.5. Pé xuat rng dung cac giai phap dam bao an toan thong tin website

doi véi cac doanh nghi€p vira va nhé

Tuy thude vao quy md, chirc ning va yéu cau tinh bao mat ciia mdi website
chung ta co thé trién khai cac giai phap dam bao an toan thong tin khac nhau.
Nhitng website yéu cu tinh biao mat thap, doi liic chi can mot may chii web véi cau
hinh co ban dugc dit truc tiép trén moi truong mang Internet. Nguoc lai nhimng
website yéu cau tinh bao mat cao thi lai phai két hop t6 chirc mé hinh mang phirc
tap két hop quy trinh van hanh chit ché.

Trong muc nay hoc vién sé& tap trung dé xuat cac giai phap dam bao an toan
thong tin Website cho cac doanh nghiép vira va nho bao gom:

- T6 chitc m6 hinh mang cho hé théng may chi web

- Thiét 1ap tuong lira

- Xay dung cau hinh hé théng may chu, thiét 1ap cac dich vu may chi web nhu
hé diéu hanh, apache, co s dit lidu.

- Xay dung quy trinh van hanh website
2.5.1. Phwong dn t6 chirc mé hinh mang cho hé thong mdy chii web

Xay dyng mo hinh mang bao gdm cum may chu tmg dung web, may chu chira
dir liéu anh CDN va cum may chu chutra co s¢ dir lidu.

May chii tng dung web va may chii chtra dit liéu anh can dugc dit trén ving
mang DMZ. May chu tng dung web duoc cai dit mi ngudn website PHP va diéu

huéng cling nhu xt 1y truy cap bang dich vu Nginx.
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May chi tng dung web chi mé két ndi tir domain va c6 thé truy cap dén may
cha CDN ¢ cung ving mang DMZ dé 1ay dir liéu anh. Dir liéu web duoc 1ay tir co
sO dir liéu thong qua viéc truy cap dén co s& dit liéu tai vung mang ndi bo.

May chu chira co s¢ dir lieu duge dit & vung mang ndi bo cuia doanh nghiép,
duogc cai dit hé quan tri co s dir liéu (MySgl). May cha ndy chi mé cong truy cp
tryc tiép tir IP cua ving mang DMZ - may chi img dung web.

Viéc t6 chirc md hinh mang may chi nhu vay gitip cho website ctia doanh
nghiép c6 thé tranh duoc nhing tan cong truc tiép dén IP cia may cha web va may

chu co s¢ dir liéu tir mo1 truong Internet.
2.5.2. Thiét Igp twong lira cho mdy chii web

May chu img dung web nén st dung VPS h¢ diéu hanh Centos duoc cai dat
dich vu tuong lira Iptables. Vi dich vu Iptables ta ¢ thé thiét 1ap dé mo va dong
truy cap tir cac IP va cong khac nhau. Cu thé ta chi cho phép truy cip may chu web
thong qua truy cap vao website bang céng 80 va 443 tuong tmg v6i giao thic http
va https.

St dung cu hinh trong Iptables chi cho phép truy cap dén may chu théng qua
2 céng trén. Mac dinh nhiing truy cap tu céng khac s€ bi chan nhu SSH, FTP,
SMTP...

# iptables -1 INPUT -p tcp -m tcp --dport 80 -j ACCEPT

# iptables -1 INPUT -p tcp -m tcp --dport 443 -} ACCEPT

2.5.3. Ciu hinh mdy chii web va mdy chii co sé dir ligu

May chu web cua doanh nghi¢p duogc dat & ving mang DMZ véi 2 cum la
cum may chu tng dung duoc cai dat ma ngudn website va may chi CDN chira dit
liéu anh cua web. Trong d6, may chil tng dung web sir dung diéu hudng bang dich
vu Nginx, dé quan 1y truy cap dén website cling nhu tai nguyén.

Dich vu diéu huéng Nginx duoc ciu hinh dé chi mang nodi bd méi truy cip
dugc mo dun quan tri va duyét thu muc tai nguyén ctiia website. Con lai nhiing truy

cap cua khach vang lai s€ chi xem dugc mo6 dun giao di€n ngudi dung. Nhu vay chi
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nhirng ngudi c6 quyén quan tri website va sit dung mang ndi bo ctua doanh nghiép
mo1 duge phép truy cdp vao mod dun quan tri cling nhu duyét thu muc chura tai
nguyén cua website.

Bén canh d6 may chi web cin dugc cai dit dé luu thong tin truy cap cia tat ca
khach théng qua dich vu luu nhét ky cia ma ngudn. Pidu nay cho phép quan tri
vién kiém tra dugc nhimg truy cdp bat thuong hodc nhitng truy cip gip 13i trén
website.

May chu chtra co s¢ dir li€u ciia website dugc dat & moi trudong mang noi bo,
chi cho phép truy cép tir IP ctia may chul mg dung web voi cong 3306 cua hé didu

hanh MySql.
2.5.4. Van hanh website

Dé van hanh website 6n dinh va dam bao tinh bao mat thong tin, doanh nghiép
can xay dung mot doi ngii nhan vién IT va quy trinh van hanh chuyén nghiép.

Doi ngii IT c6 nhiém vu ning cip hé thdng website bao gdm ma ngudn theo
yéu cau tinh ning va phan ciig dap tmg website hoat dong binh thudng. Pong thoi
van hanh website, thudng xuyén kiém tra nhimg truy cip thong qua hé théng
Logging (nhat ky), tim ra va giai quyét nhitng van dé xay ra hang ngay nhu 15i web
hodc c6 tn cong tir tin tic.

Quyén quan trj trén website phai dugc phan chia rd rang, tai khoan riéng dugc
cép cho mdi c4 nhan dé dam bao nhitng hanh dong trén moé dun quan tri déu duoc
ghi lai va gan trach nhiém cho tirng nguoi.

Dir liéu cua website bao gém d@r li€u anh, van ban va dir liéu trong co so dir
lidu can duoc quan tri vién thuong xuyén backup dé dam bao khi co su ¢b xdy ra, c6
thé khoi phuc lai binh thuong mot cach nhanh chéng, tranh mat dir liéu quan trong

ctia hé thong.

2.6. Két luan Chuong 2

Trong Chuong 2, ludn van da khao sat 04 nhém giai phap ddm bao thong tin

cho website, bao gom: trién khai hé thong phong thu, thiét 1ap va ciu hinh hé thong
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mAay chil an toan, van hanh an toan va phong chdng tin cong tir chdi dich vu. Trong
d6, tap trung vao cac giai phap phong chéng tan cong tir chdi dich vu. Tir d6 phan
tich ing dung thuc té cac giai phap cho viéc dam bao an toan Website ciia doanh
nghiép vira va nho, dam bao chi phi hop 1y va murc d6 an toan cin thiét.

Trén co s& d6, trong chuong tiép theo, luan vin sé tién hanh danh gia mic d6
bao mét website cia S& Thong tin va Truyén thong Ha Noi va dua ra cc giai phap

nang cao muc dd bado mat.



o1

CHUONG 3. PANH GIA MUC PQ BAO MAT WEBSITE
CUA SO THONG TIN VA TRUYEN THONG HA NOI

Trong Chuwong 3 ludn van tién hanh danh gid mirc d¢ bdo mdt website S&

Théng tin va Truyén thong Ha Néi va dwa ra cdc giai phdp néng cao bdo mdt.

3.1. Pic diém website ciia doanh nghiép vira va nhé

* V¢é chirc ning

- Cung cap thong tin doanh nghiép, dich vu va san pham cho khach hang tiép
can thong qua Internet.

- Tang kha niang tuong tac gitta doanh nghiép va khach hang nhu tu van khach
hang, 13y y kién dénh gia, phan hoi vé dich vu san pham.

- Tang do uy tin cho doanh nghiép, thu hut thém lugng khach hang tiém ning.

* V& mirc d) bao mat

Website cua cac doanh nghi€p vira va nho (cac website thuong mai di¢n tu,
cac dién dan, mang xa hoi nho...) thuong luu trir, hién thi nhiing thong tin cia
khéach hang nhu thong tin ca nhan, thong tin thanh toan, hinh anh ca nhan. Nhirng
thong tin nay déu mang tich chét nhay cam, do do can muc do bao mat cao.

* V& hé thong

- St dung phan cling server web yéu, khong thiét ké hé théng phong thi, dé
dang bi tan cong DDOS.

- Khong c6 doi quan tri vién cho website, thuong thi chi mot hay vai nguoi
dam nhan nhiém vu lam ndi dung dung chung tai khoan.

- Khong sur dung ching chi SSL, HTTPS.

- Khong bao vé giao dién quan tri vién.

- Str dung nhitng plugin cii, c6 nhiéu 16 hong trong bao mat.

- Tai khoan va mat khau truy cap quyén quan tri vién dé doan.

- Khong sao Iuu dir li¢u website thuong xuyén.
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3.2. Tiéu chi danh gia d¢ bio mat website ciia doanh nghi€p vira va nhé

C6 rat nhiéu cach dé hacker c6 thé tdn cong mot website, cling chinh vi vay
chung ta c6 nhiéu tiéu chi dé danh gia xem website d6 co6 that sy an toan hay khong.

Pé thuan tién cho viéc danh gia mirc do bao mat website va dam bao tinh hi¢u
qua, chinh xac, hoc vién da téng hop va lya chon mdt sb tiéu chi phé bién thuong
dugc st dung dé danh gia d6 bao mat cia website, nhitng tiéu chi nay c6 thé d&
dang danh gia truc quan mirc d6 bao mat ctia mot website ma khong can phai xam
nhap qua sau vao hé thong. Cuy thé nhu sau:

* Kha nang ngan chan spam

Trong khi ndi dung ctia mot bai viét trén website rat tot nhung lai bi nhitng ké
Xau tdn cong bang cach giri nhidu binh luan rac voi ndi dung khong lién quan hodc
cac duong link sang trang web khac. Khong chi & myc binh luan, nhiéu website cho
phép khach hang guri ndi dung cau hoi hodc thic mac 1én hé thdng, ddy ciing 1a mot
noi c6 thé gip nguy co spam ndi dung xau.

Diéu nay vira lam mét tinh uy tin cia website khong chi d6i v6i ngudi dung
ma con d6i vé6i trinh doc cta google robots. Nguy hiém hon, cac duong dan trong
binh luan c6 thé dan dén nhitng website doc hai ma ban khong thé kiém soat.

Do vay mot website can ¢ co ché kiém soét binh luin, danh gia, gui cau hoi
cua nguoi dung, tranh tinh trang spam ndi dung rac.

* Kha ning chong tin cong DDoS

Céc cudc tin cong DDoS hoat dong bang cach tao ra hang loat cac truy van
gid mao td1 trang web muc tiéu. May chu noi dat website khong da kha nang chiu
tai sé nging hoat dong va dua trang web vé trang thai ngoai tuyén. Nguy hiém hon
c¢6 thé tao ra cac 16 hong bao mat dé hacker thyc hién nhimng tin cong xam nhap
hodc nhung ma doc.

* Kha ning chdng tin cong Brute Force

Brute Force 1a kiéu tan cong twong ty nhu DDoS nhung mang tinh tap trung

hon, déu cb ging lip di lip lai nhitng truy van gia mao 1én may chi, nhung kiéu
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Brute Force mang muc dich bé khoa thong tin dang nhép hoac nhiing dir liéu nhay
cam duoc ma hoa cuia website.

Co mot sd cach dé giam thiéu hodc ngan chan nhiing mébi de doa nhu :

Thuc hién theo ddi User Agent trén cac 1an truy van giri biéu mau va giam sat
chung dé biét cac lan thir 1ap lai. Tir d6 loai bo nhimng truy cip vuot qua gi6i han
cho phép.

Tang do phuc tap cho mat khau nhu sir dung ky tu dac biét, khong cho phép
thay d6i mat khau da tring lap, quan 1y thong bao 16i tot hon.

Str dung co ché ching thuc Basic Authentication hodc Digest Authentication

* Kha ning chong tin cong XSS

Mot trong nhirng chién thuét tan cong hay dugc tin tic st dung do la XSS,
muc dich cta tan cong nay la lam hong giao dién trang web, lay cap thong tin tir
cookie.

Bit ky biéu mau nhap thong tin nio trén trang web ciing khong duoc phép
chap nhan thuc thi ma nhung nhu JavaScript. Néu khong thi tmg dung web d6 c6
thé dé bi tan cong boi XSS.

* Kha ning chdng tin cong SQL injection

Pay 1a kiéu tdn cong vo cung pho bién va wa thich khac ma hacker thich str
dung dé truy cép vao co sd dit lidu cua trang web. Hau hét cac co so dir liéu may
cht web duoc quan 1y boi SQL (Mysql, Oracle, MysqlServer, PostgreSql...). Tan
cong nay duoc thyc hién bang cach nhung cac doan mi SQL vao biéu miu nhdp
thong tin, cac thanh cong cu tim kiém trén trang web. Nhiing doan ma doc nay néu
khong duge tién xir Iy trude khi thuc thi trén co so dit liéu s& mang dén rui ro 16n
nhu 10 thong tin nhay cam, tham chi bi x6a dir li¢u.

Dé tranh tin cong SQL Injection, trang web phai ngin chin duoc viéc nhing
m& SQL vao nhiing biéu mau nhap thong tin hay thanh tim kiém trén toan bd
website.

* Trang web c6 chirng chi SSL hay khong?
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Chtng chi SSL hay giao thirc https cung cip cho website mot 16p bao mat cuc
ky tot. N6 ngin chin dé 16 théng tin nhay cam cua khach hang nhu thong tin ding
nhap, thé tin dung hoic nhing thong tin khach hang di nhip vao biéu miu trén
website.

* Trang web c6 sit dung HTTP/2 hay khong?

Khac vé6i http/1.1 dung dit liéu dang text voi hiéu ning va tinh bao mat thap,

http/2 truyén dir liéu dang nhi phan két hop cac phuong thirc ma héa méi gitip tac

vu duogc thyc hién hidu qua va tén kém it thoi gian hon [Hinh 3.1].

SO SANH HTTP 1.1 VA HTTP 2.0

Phién ban mot 2.0 cang o6 thé tuong thich nguoc voi 1.1, nhung dua
trén cong nghé bao mat moi.

MA HOA (HTTPS) Tuy chon Lién tuc (du kién)

CONG NGHE MA HOA Phuong phap Su dung cac phuong
(RC4, Dual_EC_DRBG) phap mot an toan

hon. Vi du : Perfect
Forward Secrecy

CHAT LUONG MA HOA Puoc xac dinh bot Puoc xac dinh cua
may chu nguoi dung (du kién)

NEN TIEU DE Khong Co

MULTIPLEXING: song song
Xu ly mot s6 yéu cau / phan hoi

FULL DULPEX: Du héu duoc truyén
2 huong cung 1 luc

UU TIEN GOI DU LIEU Khong Co
TIN NHAN PHAN HOI TU MAY CHU Khong Co
KE NOI LIEN TUC Khong Co

Khong Co

Khong Co

Hinh 3.1. S0 sanh HTTP 1.1 va HTTP 2.0
* Kha niing chong tin cong 15i chimg thwre yéu (Insufficient Authentication)

Mot s6 trang web cho phép nguoi ding truy cip vao tai nguyén nhay cam ma
khong c6 du quyén. Cu thé, mot user khong phai quyén quan tri nhung van truy cap
dugc vao cac thu muyc luu trir dit liéu quan trong nhu hinh danh khach hang, thong

tin thanh toan, tai liéu du an...



55

Dé ddi pho, can thyc hién thiét 1ap co ché diéu khién truy cip thong qua cac
bd loc nhu .htaccess, nginx.conf (Nginx) hay httpd.conf (Apache)

* Kha niing chdng tin cong liét ké thu muc (Directory Indexing)

Pay 1a chirc nang ciia may chi cho phép liét ké tat ca noi dung bén trong mot
thuy muc ma khong co6 tap tin co s¢ (index.html/ home.html/ default.html). Trong
cac thu muc d6 co thé chira ndi dung quan trong: tap tin co sé dit liéu du phong, tap
tin cAu hinh, tap tin luu trir tam thoi, cac kich ban...

Bién phéap ddi pho véi dang tan cong nay twong tu véi tan cong 18i ching thuc
yéu, can phai thiét 1ap quyén truy cdp vao cac thu muc trén may cha. Hodc chin
tryc tiép tinh nang liét ké thu myc trén may chil web.

* Kha ning chdng tin cong 15 hong tai 1én tép tin thyc thi.

Hacker c6 thé khai thac 15 hong trong tinh ning tai tap tin 1én trén website dé
day cac tap tin chira ma doc, tap tin thuc thi 1én may chi. Sau d6 khéng ché may
chu béng cach thuc thi c4c tap tin vira dugc tai 1én. Nhitng tap tin ma ddc nay dugc
goi 1a WebShell, thuong duoc viét bang ngén ngit 1ap trinh chung véi trang web do.
Chi can tin tic c6 thé tai duoc cac tép tin WebShell nay 1én hé théng cua trang web
muc tiéu thi xem nhu tin tic di c6 toan quyén kiém soat website d6, cho du khong
biét tai khoan va mat khau ciia may chu nay 1a gi.

* Kha nang sao luu dir li€u

Khong mot trang web nao dam bao 100% an toan trudc nhitng tan cong cia
tin tic. Ciing chinh vi 1y do d6, dir liéu ciia mot website hay tng dung web can dugc
sao luu thudng xuyén trong sudt qua trinh hoat dong.

Nhiing dir li¢u can backup bao gff)m: co s¢ dit li€u, dit li€u anh, tap tin dir liéu van
ban, ma nguén. Quan trong hon nita 1a nén tao mot co ché tu dong sao luu, co ché nay

cho phép hé théng tu dong sao luu dif liéu theo lich va Iuu trit & mot noi an toan.

3.3. Panh gia mic d6 bao mat website ciia S¢ Thong tin va Truyén thong
Ha Noi

3.3.1. S6 Théng tin va Truyén thong Ha Ngi va hé thong website

S¢ Thong tin va Truyén thong thanh phd Ha Noi (sau day goi tat 1a So) 1a co

quan chuyén mén thudc Uy ban nhan dan Thanh phd c6 chirc ning tham muu, gitp
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Uy ban nhin dan Thanh phd quan Iy nha nuéc vé: bao chi; xuat ban; buu chinh;
vién thong; tan sd vo tuyén dién; cong nghé thong tin; dién tir; phat thanh va truyén
hinh; thong tin d6i ngoai; ban tin thong tin; thong tin co s&; ha tang thong tin truyén
thong; quang cao trén bao chi, trén moi trudng mang, trén xuat ban phim va quing
c4o tich hop trén cac san pham, dich vu buu chinh, vién thong, cong nghé thong tin.

S& chiu su chi dao, quan 1y vé t6 chirc, bién ché va cong tac ciia Uy ban nhan
dan Thanh phé, déng thoi chiu su chi dao, kiém tra, huong dan vé chuyén mon,
nghiép vu ctia B Thong tin va Truyén thong.

Co céu to chirc ctia S¢ bao gdbm Lanh dao S& (Giam déc va 03 Pho Giam ddc);
07 phong, ban chuyén mon (Van phong S¢, Thanh tra S, Phong Ké hoach - Tai
chinh, Phong Cong nghé théng tin, Phong Bé&o chi - Xuat ban - Truyén thong,
Phong Buu chinh - Vién thong va Phong Thong tin dién tir); 03 don vi su nghiép
truc thudéc S& (Trung tam dir liéu nha nudc, Céng Giao tiép dién tr Ha Noi va
Trung tim Giao dich cong nghé thong tin va truyén thong).

La S¢ nganh din dau toan thanh phd vé mirc d6 ung dung cong nghé thong tin
trong hoat dong quan 1y nha nuéc, S& dang cung cip 28 dich vu cong truc tuyén

murc do 3 trén website cua So tai dia chi https://sotttt.hanoi.gov.vn/, va tich hop trén

cong dich vu cong qubc gia. Ngoai ra, website ciia So ¢6 dat duong dan truc tiép
dén cong dich vu cong ctia thanh phd Ha Noi véi tong sé 1828 thu tuc hanh chinh.

Véi nhitng dac diém website cua doanh nghiép vira va nhé da néu ¢ muc 3.1,
c6 thé nhan thidy mot sb diém tuong dong voi website cia S& Thong tin va Truyén
thong Ha Noi. Cuy thé:

- V& chuc ning: website ciia S cung cdp, cip nhét nhirng thong tin vé& hoat
dong cua so, nhitng van ban chi dao lién quan ctia Thanh phd, nhitng thong tin nay
déu 1a thong tin nhay cam, néu bi tin tic tin cong lam sai I¢ch s€ gay ra hau qua vo
cung nghiém trong, dac bi¢t trong tinh hinh dién bién dich bénh Covid-19 phtrc tap
nhu hién nay.

- V& muc do bao mat: website cua doanh nghi¢p vira va nho va website cua So

déu yéu cau do bao mat cao do chira dung nhitng thong tin nhay cam, quan trong.


https://sotttt.hanoi.gov.vn/

57

- V& hé théng: Maic du website cua So yéu cau do bao mat cao nhung hién tai
van chua dugc quan tam dung myc, chua c6 doi ngli quan tri riéng ma chi c6 mot sb
it nhan sy ddm nhan nhiém vu lam ndi1 dung, thuc hién dang tai nhitng thong tin,
van ban da dugc lanh dao phé duyét.

Nhan thdy nhitng diém tuong dong néu trén, hoc vién di lwa chon danh gia
mirc do bao mat website ctia S& dé phu hop voi yéu cau cia dé tai nhung van c¢d ¥
nghia thyc tién, phuc vu cho cong viéc quan ly nha nudc cua hoc vién tai S& Thong
tin va Truyén thong Ha Noi. [Hinh 3.2] mé ta giao dién trang chu cua website cua

S Thong tin va Truyén thong Ha Noi.

3.3.2. Dinh gid mirc dj bio mat website ciia S¢ Théng tin va Truyén thong
Ha Ngi
V& mit giai phap dam bao an toan thong tin website, thi website ciia S Thong
tin va Truyén thong Ha Noi co ban da tuan theo cac dé xuat nhu trong muc 2.5

(Trinh bay & Chuong 2).

THANH PHO HA NOI

HUONG TOTBAU CU DAT BIEY QUOC HOI KHOA XV VA BAU €U &
b || DAIBIEUHOIDONG NHAN DAN CAC CAP NHIEM K¥ 20212026

DICH VU CONG
TRUC TUYEN MUC 3.4

S& TTATT H& Noi: Siét chit quén Iy, x( Iy nghiém céc trang
théng tin dién 1, mang x3 hdi host ddng khdng dtng gisy phép © vioeo

Thing béo v viée 4ing kY tham du Gedi thisimg chat
lupng qudc gla nam 2021

THANH PHO HA NOL
e

Hinh 3.2. Giao dién trang chii website S& Thong tin va Truyén thong Ha Ni



58

Cung véi nhitng tiéu chi d néu & muc 3.2, hoc vién tién hanh danh gid muc
do bao mat website ciia S& Thong tin va Truyén thong Ha Noi. Cu thé nhu sau:

* Kha nang ngan chin spam

Website ctia S¢ hién chi cung cip mot form cho phép ngudi ding nhap cau

hoi, gbp y ¢ dia chi : https://sotttt.hanoi.gov.vn/dat-cau-hoi.htm

Noi dung biéu mau nhap duoc kiém tra cac kiéu dit liéu twong tng, dong thoi
khi gtri biéu mau can phai dién ma captcha ty dong sinh sau mdi truy cép, néu
captcha khéng khop sé khong thé giri biéu mau thong tin. Noi dung giri 1én hé thong
déu phai qua kiém duyét chir khong hién thi 1én danh sach cau hoi trén giao dién
trang web.

Dénh gia: Website dd co co ché chin spam ndi dung rac trong cac biéu mau

nhép thong tin ngudi dung.

# TRANG CHU  LIEN HE PHAN MEM NOI BG ~ SODPOCONG  LIEN KET HOI DAP Q
Thu dién tir
Trang ct pat
Quan Iy van ban va diéu hanh tac
Gi6i thigu nghiép
al e & THU TUC HANH CHINH
T Phan mém quén Iy CSDL nganh TTTT
S G [ I
Vén bén quén ly Bia chi X TUYEN DUNG
Chién | hoact CONG CHUC
eIt oezQuynasen Thur dién tir * A
Dau tu, déu thau i
S48 dién thoai:
Chuyén muc
Tieu de: *
a2 P—
| \, DICH VI CONG Ni dung: *
TRUC TUYEN MUC 3,4 HANH CHINH
4 TUYEN TRUVEN,
N 1= ewomen ko ove
= :i' Tai li¢u dinh kem: * [(Chon tép | Khéng c6 tép ndo duoc chon P

M@ Captcha:
¥ < ads
w‘. CHUYEN DOI
A

* Khi niing chong tin cong DDoS

May chi ctia website hién dang dung Nginx dé phan tai ciing nhu diéu huéng
truy cap. Véi Nginx cd thé thuc hién dugc mot sb tac vu nham han ché tin cong
DDoS nhu:

Gi6i han tan suét gui cac truy cap tir mot dia chi IP

Gidi han sb luong truy cap tir 1 IP dén mot dia chi bat ky trén website

Chin mét sd IP nghi ngd


https://sotttt.hanoi.gov.vn/dat-cau-hoi.htm
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Gidi han sb luong két ndi dén may chu, néu vuot qua sb lugng truy cap sé tir
chdi yéu cau.

Panh gia: Website da trién khai phan tai bang Nginx, tranh duoc mot phan rii
ro bi tan cong DDoS.

* Kha niing chong tin cong Brute Force

Website ciia S& khong cho phép khach vang lai dang ky hay dang nhap trén h¢
thong. Dong thoi trang quan tri CMS ciing khong cong khai trén mang internet, chi
c6 thé truy van bang mang ndi bo.

Dénh gia: Website khong c6 rui ro bi tin céng BruteForce.

* Kha niing chong tin cong XSS

Tién hanh thir nhung ma script vao biéu mau nhép théng tin cua website 1a
phan dit cAu hoi. Hé thong da chin khong cho phép guri cac thong tin chira doan ma

thuc thi.

SO THONG TIN VA TRUYEN THONG THANH PHO HA NOQI

Hanoi Department of Infomation and Communication

A TRANGCHU  LIENHE  PHAN MEM NOI BO SODPOCONG LIENKET — HOIDAP Q Thir Sau, Ngay 16/04/2021 | 05:03:08

4, 1
Trang chd Dat cau hoi
Gigi thiéu Théng tin khéng cho phép! m
atén: * THU TUC HANH CHINH
Tin tirc sy kién Hoiico: <script> alert("hacker”) </script> -
Vian ban quan ly Nee ol 1980 k3 7
autn'y )
- CONG CHUC
Chién lugc - Quy hoach Dia chi n G4
Dau tu, dau thau Thur dién tie a@gmail cém -y "
Chuyén muc S6 dién thoai = i
Tigu d&: * /) r—
DICH VU CONG Abe Q
TRUC TUYEN MUTC 3,4 A A HANH CHINH
Noi dung: *

<script> alect("hacker”) </script>

] 47 TUYEN TRUYEN,
o ‘7 v ;; — PHO BIEN, GIAO DUC
E ) NGUDI PHAT NGON % It
Tai liéu dinh kem: * Chon tép |aa.txt x —
Ma Captcha: * CHUYEN 90!
4 Captcha 073 ts 8kf (ﬁ"( IPv6
-

BT e
Pénh gia: Website c¢6 kha ning chong tan cong XSS
* Kha ning chéng tin cong SQL Injection
Tai trang tim kiém vin ban trén website: https:/sotttt.hanoi.gov.vn/van-ban-
quan-ly.htm



https://sotttt.hanoi.gov.vn/van-ban-quan-ly.htm
https://sotttt.hanoi.gov.vn/van-ban-quan-ly.htm
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Thuc hién nhap thong tin tim kiém vao truong Tir Khoa voi ndi dung nham
tan cong SQL Injection : ‘OR 1=1"
Hé théng tu dong x6a nhimng ky tu dic biét = va

@& sotttt.hanoi.gov.vn/van-ban-quan-ly.htm?theloai=08&coquan=0&Ilinhvuc=0&keyword=0R%2011 ¢

hybris merchant-site admin document release Feature Log App API Docs PDP - Ca nhan Production cronjob...

Hanoi Department of Infomation and Communication

@ SO THONG TIN VA TRUYEN THONG THANH PHO HA NOI

# TRANGCHU  LIENHE  PHAN MEM NOI BO SODOCONG  LIENKET  HOIDAP Q Thir Séu, Ngay 16/04/20!
Trangchi > Van ban quan Iy

Van béan quy pham phép luat

Tirkhéa TRA CUU
OR M1 ¥ i
Van ban chi dao diéu hanh THUTHC HANKCHIY
Thé loal Co quan ban hanh 3
Lay y kién dy thao VBQPPL 2

Tét ca v Tétca v L. S TUYEN DUNG

J' CONG CHUC

Th tuc hanh chinh Ui e vin Ban /) -l
=Tatch = ¥ CONG KHAI NGAN SACH
DICH VUl CONG -y "‘
TRYC TUYEN MUC 3,4 - e &
HE THONG VAN BAN i
~ . ) ¢ A———
[~News M| THONG TIN S8/ Ponvi  Ngay
=) El NGUOI PHAT NGON Ki Trich yéu ban ban Nguai ky Tai ligu dinh kém HANH CHINH
Mool higu hanh hanh

AL

TUYEN TRUYEN,
1 PHO BIEN, GIAO DUC

Dénh gia : Website d c6 co ché ngin chin tin cong SQL Injection.

* Chung chi SSL

Hién tai website https://sotttt.nanoi.gov.vn/ da co chimg chi SSL, néu truy céap
bang giao thuc http, hé théng tu dong chuyén hudng sang giao thic https thong qua
Nginx.

* Giao thirc Http/2.0

Dung cong cu kiém tra trang web c¢6 hd trg http/2.0 cho trang web, két qua

hién tai website dd ho trg giao thirc http/2.0

@ tools.keycdn.com/http2-test B aQ = B

sokmarks &) Diém béo | theNEX... (== Zalo Web Stock SEO Quan trj website

e HTTP/2 Test

Website Speed Test
VERIFY HTTP/2 SUPPORT
Performance Test @
HTTP Header
Checker URL

HTTP/2 Test
Brotli Test https://sotttt.hanoi.gov.vn/ Test Students and
rotli Test

Teachers, save up
to 60% on Adobe

Network sotttt.hanoi.gov.vn Creative Cloud,

Securit
v HTTP/2 protocol is supported.

Other

ALPN extension is supported


https://sotttt.hanoi.gov.vn/
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* Kha ning chong tan cong dua vao 16i chirng thue yéu

Thuc hién truy van vao dia chi bao mat bang quyén quan tri ma khong co
quyén nay. Hé thong bao 131 403 - Forbidden, nhu vy website dd tranh dugc nguy
co tan cong 18i chimg thuc yéu.

< C ¢ @& ssotttthanoigov.n

# Ungdung Y Bookmarks ) Diémbso|theNEX.. (= ZaloWeb Stock SEO Quén tri website

Server Error

403 - Forbidden: Access is denied.

You do not have permission to view this directory or page using the credentials that you supplied.

* Kha niang chong tin cong liét ké thw muc
Thuc hién cd tinh truy van vao tén mién chira dir liu anh cia website:
https://sotttt.gltns.mediacdn.vn/

Hé théng bao URL khong t6n tai, nhu vay khong thé truy cap cac thu muc
chtra dit liéu ctia website thong qua tan cong liét ké thu muc.

& - C O & sottttgltns.mediacdnvn

i1t Ungdung # Bookmarks ) Diém bdo|theNEX.. (2= Zalo Web Stock SEO Quan tri website

Not Found

The requested URL was not found on the server. If you entered the URL manually please check your spelling and try again.

* Kha niing chéng tin cong tii 1én tap tin thwc thi
Hién website c6 duy nhit mot form cho phép tai tap tin 1én hé thong 1a muc

dat cau hoi tai dia chi : https://sotttt.hanoi.gov.vn/dat-cau-hoi.htm

Tai day, hé thong chi cho phép tai 1én nhiing tap tin dit liéu dinh dang vin ban
bao gém : pdf, doc, docx, xls, xlsx, txt
Thyc hién tai tap tin véi dinh dang thuc thi 1a .exe, h¢ théng bao 16i khong

duoc phép tai lén.


https://sotttt.qltns.mediacdn.vn/
https://sotttt.hanoi.gov.vn/dat-cau-hoi.htm
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SO THONG TIN VA TRUYEN THONG THANH PHO HA NOI

Hanoi Department of Infomation and Communication

A TRANGCHU LIENHE  PHAN MEM NOI BO SODOCONG  LIENKET ~ HOIDAP Q
Trangchli > Datcdu héi
Gidi thigu Dirliéu bat buéc dang tréng hodc tép khéng ding dinh dang (pdf, doc, docx, xls, xlsx,
o | ra ciu |
T arkia THU TUC HANH CHINH
in tirc su kién S
Hows s Nguyen Van A :
Van ban quan ly s . | ,' - m
am sinh: *
1080 LAY
2 CONG CHUC
Chién lroc - Quy hoach n o
Bia chi:
D3 tur, du thau CONG KHAI NGAN SACH
Chuyén muc = B
S5 dién thoai
Banuancca s
DICH VU CONG A
TRUC TUYEN MUC 3,4 Nnap fies; de \ HANH CHINH
Néi dung: *
= Nhap noi dung
! s 1| a4 TUVEN TRUYEN,
THONG TIN 1= mosceuoouc
=357 |l NGUDI PHAT NGON o
Tailiéu dinh kém: * z
: Chon tép | Vega.exe x
[coontée lﬁ‘ CHUYEN D61
M Captcha: * — IPv6
GUY CAUHOI NHAP LAI
- NG DUNG
. CNTT

Nhung khi thuc hién d6i dinh dang cta tap tin thuc thi tir .exe sang .txt (ban
chat van 13 tap tin thuc thi cta hé diéu hanh window). Luac nay thyc hién tai 1én, hé
thong van cho tai 1én thanh cong.

Panh gia: Pay 1a 16i kha nghiém trong, khi hé thong chua phat hién dugc noi
dung file c6 dung theo yéu cau hay khong.

* Sao lwu dir li€éu website

Hién nay website cua S¢ dang c6 cac CronJob tu dong sao luu dir li¢u website

theo lich ¢6 dinh.

3.4. D& xuit mjt sé giai phap ning cao bio mat

Véi nhitng két qua danh gia theo cac tiéu chi dd dua ra, c6 thé thiy website

https://sotttt.hanoi.gov.vn/ cua S& c6 do6 bao mat kha cao, co6 thé tranh dugc

nhitng rai ro tdn céng co ban nhat tir tin tic. Bén canh d6 van c6 nhirng van dé
can khac phuc hodc ting cudng nhu kha ning chdng tin cong DDoS hay kha

ning ngin chin viéc tai 1én tap tin thyc thi. Vi vdy, phan tiép theo cua luin vin


https://sotttt.hanoi.gov.vn/
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s& dé& xuit mot s giai phap dé nang cao tinh bao mat va do an toan ddi véi
website cua So.
3.4.1. Sir dung CloudFlare chong DDo0S cho website

Hién tai website ctia S& chua ¢6 co ché manh mé chéng tan cong DDoS. Do
d6 co thé bd sung mot phuong phap hiéu qua hon thay vi chi sir dung phan tai bang
Nginx.

Mot trong nhitng co ché hiéu qua va dang duogc sitr dung thinh hanh d6 1a
CloudFlare. Truge tién CloudFlare 13 mot dich vu CDN & DDNS két hop dé gia
tang tbc d0 & tinh bao mat cho website. Khi website sir dung CloudFlare, moi
truy xudt dén website d6 s& duoc dinh tuyén qua hé thong thong minh cua
CloudFlare.

[Hinh 3.3] va [Hinh 3.4] du6i day s& gitip hiéu hon vé co ché hoat dong cia
CloudFlare.

Withcut CloudFlare

——————

S

your
nﬂkid
websife

———

Hinh 3.3 Hé théng website khdng sir dung CloudFlare
Website khong str dung CloudFlare, moi truy cap vao website déu 1a truc tiép,
bao gdm truy cap cua khach, ctia cac mdy va ca nhitg mbi nguy co tin cong vao

website.
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With CloudFlare

\7 \ ‘:.
( CloudFlare's ""_

slebally
d:‘sh‘.'(‘ufed
nétwork

-
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website

Hinh 3.4. Hé théng website sir dung CloudFlare
Truong hop sir dung CloudFlare thi moi truy van dén website s& khong con 1a

truy van tryc tiép nita ma phai di qua CloudFlare. Va chi nhimng truy cap tin cdy méi
c6 thé thong qua CloudFlare dé di dén website. Cac truy van bi nghi ngd nhu tan
cong h¢ théng cua céc tin tac, spam bot, tAn cong DDoS... s€ bi ngin chan va loai bo.

Déng tho1 website cling dugc CloudFlare che d4u dia chi IP may chu web,
cling tranh duoc i ro tin cong DDoS.

Dé sir dung CloudFlare cho website, can phai dang ky tai khoan CloudFlare tai
dia chi : https://dash.cloudflare.com/sign-up

Sau d6 tién hanh thay d6i DNS hién tai thanh DNS cua Cloudflare. TAt ca cau

hinh chi can thyc hién trén hé théng CloudFlare, déu c6 hudng dan chi tiét dén tir nha
cung cap.
3.4.2. Chong tin cong tdi lén tap tin thuc thi

Nhu tiéu chi danh gid bio mat - tn cong tai 1én tap tin thuc thi, website clia

S Thong tin va Truyén théng Ha Noi van gip 16i c6 thé tai 1én hé thdng tap tin co


https://dash.cloudflare.com/sign-up
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dinh dang van ban nhung thuc chét 1a tap tin thuc thi (chi can d6i tén m& rong cua
cua tap tin).

Dé ngin chin tai 1én tip tin khong ding dinh dang trong ngdng ngir 1ap trinh
PHP, ta can thém ham kiém tra dya theo MimeType cua tap tin. Cu thé ta can kiém
tra xem tap tin 1én c6 dung dinh dang txt, doc, docs, pdf, xIs, xIsx:

Tuong ung cac MimeType sau :

text/plain

application/msword
application/vnd.openxmlformats officedocument.wordprocessingml.document
application/pdf
application/vnd.ms-excel
application/vnd.openxmlformats-officedocument.spreadsheetml.sheet
Function kiém tra MimeType ctia tap tin :

<?php
$mimetype = mime_content_type($_FILES['file"]['tmp_name");
if(in_array($mimetype, array(application/msword " '
application/vnd.openxmlformats  officedocument.wordprocessingml.document’,
application/pdf’,’ text/plain’,’ application/vnd.ms-excel’,’
application/vnd.openxmlformats-officedocument.spreadsheetml.sheet’))) {
uploadFile();
echo 'OK’;
}else {
echo 'Khong dung dinh dang file!';
}

Nhu vay véi ham kiém tra nay ta da chan dugc viéc tai 1én cac tap tin dir li¢u

v6i tén mo rong 1a tap tin van ban nhung ban chat 13 cac tap tin thuc thi.

3.5. Két luan Chwong 3

Trong Chuong 3, ludn van da gidi thi¢u so lugc vé S& Thong tin va Truyén
thong Ha No6i va h¢ théng website; khdo sat va dua ra bd ti€u chi danh gia mirc do
bao mat website nodi chung, thuc hién danh gia thuc té mic d6 bao mat website clia
S&. Tir 46 dé xuit mot sd giai phap dé ning cao tinh bao mat va do an toan dbi véi

website cua So.
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KET LUAN

Trudc tinh hinh an ninh mang ngay cang tré nén nong béng vadi hang loat vu
tan cong nhidm vao website cua cac co quan nha nudc va doanh nghiép, dac biét 1a
cac doanh nghiép vira va nho véi sé luong ting 1én theo ting ndm va muc do ngay
cang tinh vi, phtrc tap. Nhén ra tinh cip thiét, ¥ nghia khoa hoc va thuc tién ctia van
dé nghién ciru cac giai phap bao mat cho website, hoc vién di chon dé tai “Nghién
ctru gidi phap bao mat website cho cac doanh nghi€p vira va nhé” cho luan van
t6t nghiép trinh do dao tao thac si, phi hop véi dic thu cong viée quan Iy nha nude
tai S& Thong tin va Truyén thong Ha Noi, noi hoc vién dang cong tac.

Hoc vién da tim toi, nghién ciru, tong hop thong tin tir nhiéu ngudn tai liéu trong
va ngoai nudc, cac dién dan vé bao mat thong tin, ciing nhu kinh nghiém quan 1y vé
an ninh thong tin cua hoc vién dé thuc hién cac ndi dung cua luan van. Mac du nhiing
n6i dung vé 1y thuyét ma hoc vién tong hop duoc khong phai 1a méi, nhung né rat co
y nghia ddi véi hoc vién, qua dé hoc vién da dugc hoc hai, trau ddi kién thirc cho ban
than, tao tién dé giip cho hoc vién thuc hién nhitng muc tiéu cao hon trong tuwong lai.
Cung voi1 su huong dan tan tinh cta théy gido hudng dan, luan van da dat duoc mot
s6 két qua sau day:

- Khao sat thuc trang bao mat website tai Viét Nam va trén thé gidi, nghién
ctru tong quan vé bao mat website, cac tiéu chi phan loai website. Tir nhitng kién
thirc tong hop dugc, dua ra tiéu chi moéi dé phan loai website, d6 1a phdin loai
website dwa trén mirc do bdao mat.

- Nghién ctru 04 nhom giai phap dam bao an toan thong tin cho website, bao
gdm: trién khai hé thong phong thu, thiét 14p va cAu hinh hé thong may chu an toan,
van hanh an toan va phong chong tan cong tir chéi dich vu. Trong do, tap trung di
SAu vao cac giai phap phong chdng tin cong tir chdi dich vu. Dé xuit tng dung cac
giai phap dé dam bao anh toan thong tin website cho cac doanh nghiép vira va nho

phu hop véi thyc té, ddm bao an toan va tiét kiém kinh phi.
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- Gidi thiéu so luge vé S& Théng tin va Truyén thong Ha No6i va hé théng
website, khao sat va tong hop ra bo tiéu chi danh gia mirc 46 bao mat website noi
chung, thuc hi¢én danh gia thuc té mirc dd bao mat website ctia S& Thong tin va
Truyén thong Ha Noi. Tir d6 dé xuat mot sd giai phap dé nang cao tinh bao mat va
dd an toan doi voi website cua So.

Qua cé4c két qua danh gia ban dau cho thay, website S¢& Théng tin va Truyén
thong Ha NoO1 c6 d0 bao mat kha cao, co thé tranh duoc nhirng rui ro tAn cong co
ban nhét tir tin tic nhu: c6 kha ning chin spam, chong tan cong Brute Force, XSS,
SQL Injection, chéng tan cong li¢t ké thu muc, 16i chting thuc yéu... Bén canh do6
van con ton tai nhitng han ché nhu kha niang chéng tan cong DDoS va chéng tan
cong tai lén tap tin thyc thi chua cao.

Dé nang cao tinh bao mat va do an toan website ciia S& Thong tin va Truyén
thong Ha Noi, khic phuc nhiing ton tai néu trén, hoc vién da dé xuat thuc hién 02
giai phap. Trong do, giai phap st dung CloudFlare dé chéng tan cong DDoS cho
website va giai phap bo sung thém ham kiém tra trong ngén ngit lap trinh PHP dya
theo MimeType cua tap tin dé kiém tra chinh x4c dinh dang cua tép tin, ngan chan
viéc tai lén tép tin thuc thi.

Trong thoi gian t61, hoc vién s€ lam viéc voi do1 ngli quan tri website ciia S&
Thong tin va Truyén thong Ha Noi dé dé xuat thuc hién cac giai phap nang cao tinh
bao mat néu trén. Pong thoi, ban than hoc vién s& tiép tuc nghién ciru sdu hon linh
vuc an toan thong tin néi chung va bdo mat website ndi riéng, nham phuc vu cho
nhing nhiém vy khic cua S& Thong tin va Truyén thong Ha Noi va cho cong viée

kiém tra, ra soat, xr Iy vi pham trén moi truong mang ma hoc vién dang phu trach.



68

DANH MUC TAI LIEU THAM KHAO

Tiéng Viét

[1] TS. Hoang Xuan Dau (2017) - “Bai giang an toan rng dung web va co sé dir
liéu”, Hoc vién Cong nghé Buu chinh Vién thong.

[2]  ThS. Lé Phic (2010) - “Bai giang an toan va bao mat hé thong thong tin”,
Hoc vién Cong nghé Buu chinh Vién thong.

Tiéng Anh

[3] JEONG, G. et al, “Generic unpacking using entropy analysis”, Malicious and
Unwanted Software (MALWARE), 2010 5th International Conference on.

[4] 1. Ahrmad, A.B. Abdullah, A.S. Alghamdi (2009) - “Application of Artificial
Neural Netword in Detection 0 Probing Attacks”, IEEE, ISEA 2009.

Trang Web

[5] https://phuongnamvina.com/

[6] https://thietkewebso.com/

[7]  http://bkav.com.vn/

[8] http://vncert.gov.vn

[9] http://antoanthongtin.vn/
[10] https://vi.wikipedia.org/

[11] https://quantrimang.com/
[12] https://wiki.matbao.net/

[13] https://resources.cystack.net/
[14] https://vncloud.vn/

[15] https://bizflycloud.vn/

[16] https://www.viethamplus.vn/

[17] https://vietnamnet.vn/
[18] https://sotttt.hanoi.gov.vn/

[19] https://owasp.org/
[20] https://securitybox.vn/



https://phuongnamvina.com/
https://thietkewebso.com/
http://bkav.com.vn/
http://vncert.gov.vn/
http://antoanthongtin.vn/
https://vi.wikipedia.org/
https://quantrimang.com/
https://wiki.matbao.net/
https://resources.cystack.net/
https://vncloud.vn/
https://bizflycloud.vn/
https://www.vietnamplus.vn/
https://vietnamnet.vn/
https://sotttt.hanoi.gov.vn/
https://owasp.org/
https://securitybox.vn/

[21]
[22]
[23]
[24]

69

https://securitydaily.net/

https://www.pfsense.orq/

https://www.snort.org/

https://www.noron.vn/



https://securitydaily.net/
https://www.pfsense.org/
https://www.snort.org/
https://www.noron.vn/

BAN CAM DOAN

Toi cam doan d3 thuc hién viée kiém tra mic do tuong déng ndi dung luan
vin qua phan mém DoIT mét cach trung thuc va dat két qua mic do twong dong
18% toan bd ndi dung ludn van. Ban luan van kiém tra qua phén mém 1a ban cung
luan van da ndp dé bao vé trude hoi dé)ng. Néu sai t6i xin chiu cac hinh thirc ky luat
theo quy dinh hién hanh cua Hoc vién.

Ha Noi, ngay ...... thang ...... nam 2021
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