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MO DAU

Trong thoi dai cong nghiép 4.0, vin dé an ninh mang ngay cang tré nén ndng bong voi
hang loat vu tin cong nhim vao cac website cta cic co quan nha nudc va doanh nghiép, dic
biét 1a nhitng doanh nghiép vira va nho. Theo s lidu ciia Tong cuc Thong ké, tinh dén hét
nam 2020, ca nudc c6 khoang 900 nghin doanh nghiép dang hoat dong, trong do, sb lugng
doanh nghiép vira, nhé va siéu nho chiém 98%. Pay s& 1a manh dat mau m& cho cac hacker
tan cong, lam nging tré cac dich vu dwa trén nén tang website, gdy anh hudng nghiém trong
dén kinh té, uy tin va hoat dong diéu hanh ctia cac co quan nha nude va doanh nghiép.

Cac chuyén gia bao mat da liét ké mot s6 cach ma viée bi tin tic tin cong co thé gay
hai cho cac co quan nha nudc cling nhu cac doanh nghiép nhu sau [24]:

* Mat heu leong truy cdp.

Pay 1a mot van dé vo cing quen thudc nhung van chua bao gid bot nghiém trong.
Clng véi viée cac doanh nghiép tip trung vao nén tang online ctia ho dé dam bao trai
nghiém tién loi va két ndi voi ngudi ding hidu qua, thoi gian website nglmg hoat dong co
thé twong duong v6i nhitng ton thit vo cing 16n. Do ban chit lién tuc dugc truy cap boi
ngudi ding, cac doanh nghiép mua sim truc tuyén dic biét cAn chu ¥ trang bi giai phap
giam sat va bao vé€ hop 1y.

Mit luu luong truy cap c6 thé do nhitng 1y do khac nhau, dién hinh 1a do bi liét vao
danh sach den ctia cac b may tim kiém do chira ma doc. Google thuc hién viéc nay béng
cach hién dong chir “trang web ndy c6 thé bi hack” bén canh két qua tim kiém kém voi
thong bao bao mat toan man hinh khi ngudi dung click vao. V§i nhiéu website, luong tiép
can tu nhién hau nhu dén tir cac bd may tim kiém. Viéc bi “chi diém” bdi cac bd may tim
kiém sé& khién mot luong 16n ngudi dung roi khoi website ma ho dang dinh truy cap.

* Lay lan malware sang may tinh nguoi dung.

Vi sy bung nd cia tién 40 va cong nghé blockchain trong nhitng nim gan déy, cong
d6ng mang da chung kién nhiing bién thé vo cling méi mé dang gia nhap vao kho malware
toan cau: malware ddo tién d0. Loai malware nay khi bi chén vao website s& ngdm dung
CPU cua ngudi ding dé dao dong tién 40 Monero va cac loai tién ao khac cho tin tic.

Diéu xay ra tiép theo 13 mdi khi ngudi ding truy cap website d6, may tinh cua ho s& dot

ngot cham di hodc ho sé duoc trinh diét virus canh b4do vé ma ddc ton tai trén website. Trong



trrong hop nguoi do khong co trinh duyét virus trong may tinh, chinh website nay s€ chiu trach
nhiém cho viéc dé lay lan malware sang thiét bi cta ho.

* Mdt uy tin thwong hiéu.

Day 1a van dé that sy 16n. Sau khi tim hiéu vé nhitng vin dé trén, han ching ta di co
cai nhin r0 hon réng néu website khong dugc thuc hién bao mat mot cach hi¢u qua, nguoi
ding s& nhanh chéng nim dugc. Ho s& dugc canh bao béi bd may tim kiém, cac Gmg dung
diét virus va phan mé& rong trinh duyét. Trai nghiém cua ho véi website s& khong hé tich
cuc.

Piéu gi s& xay ra néu dit liéu cua cic co quan, cac doanh nghiép, bi mét vao tay tin
tic? Uy tin ctia nhitng don vi nay s& bi anh hudng nghiém trong. Con néu ching ta khong
may tr¢ thanh nan nhan ctia mot vu 19 thong tin nhay cdm - nhu thong tin thanh toan - xur ly
rti ro s& v cung khé khin va ton kém.

* Ton kém chi phi.

Chot lai, ton that cia mdi hé qua cua viéc bi hack website co thé duge do béng nhirng
khoan phi ton. Phi don sach malware va phuc hoi dit liéu méi chi 1a budc dau. Cac chién
dich marketing s& phai bi hity bo. Nguon luc va thoi gian sé bi lang phi. Loi nhuén s& sa st
nghiém trong. Khach hang s& roi bo dich vu. Tong chi phi danh cho cac cudc tin cong mang
trén toan cau da dat t6i con s6 100 ti d6 la My.

Nhu da néi & trén, tin tac c6 dong luc vé loi nhuan khi thuc hién hack website. Véi
dong luc do, co thé khéng dinh t01 pham mang s€ con tang truéng theo cﬁp sb6 nhan trong
tho1t gian toi.

Thyc té cho thay viéc bao mat website ¢ nhirng doanh nghiép vira va nho hién nay
dang ton tai nhitng yéu kém, van dé an toan bao mat chua dugc quan tim dung mirc. Co
rat nhiéu li do khién cho tinh trang bao mat website con yéu kém & Viét Nam noi chung
va cac doanh nghiép vira va nho néi riéng. Duéi ddy 1a mot s6 1i do chinh:

Th nhét: nguén nhan lyc cong nghé thong tin mong, dac biét 1a chua c6 hoac rat it
don vi c6 chuyén vién bado mat phu trach riéng

Thi hai: Sy nhén thic han ché vé an toan bao mat cia nguoi su dung

Thur ba: Chi coi trong viéc dang tin va truy cap duogc dén website, chua coi trong viéc
phat hién va phong ngira diém yéu cua website

Thi tu: khong ra quét thuong xuyén cac 16 hdng bao mat ctia website va ha ting cong

nghé thong tin cia don vi
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Thet ndm: Khéng cap nhat thuong xuyén cac ban va 15i cho website, cho hé théng
thong tin ctia don vi

Vi vy, van dé nghién ctru cac giai phap bao mat website co tinh cap thiét, c6 ¥ nghia
khoa hoc va thuc tién. Tir nhu cau phat trién, doi hoi cac co quan, t6 chirc, doanh nghiép
phai c6 bién phap dam bdo an toan cho website ciia minh.

Tir nhitng 1y do trén va dic thu cong viée quan Iy nha nude tai S& Thong tin va Truyén
thong Ha Noi, hoc vién da chon dé tai “Nghién ctru giai phap bio mat website cho cac
doanh nghiép vira va nhé” cho luan vin t6t nghiép trinh do dao tao thac s¥.

* Muc dich nghién ciru:

Muc dich chinh cta luan van la nghién ctru cac giai phap bao mat website va danh gia
murc d6 bao mat ciia mot website bat ky.

* Poi twong va pham vi nghién cieu:

- Béi tuong nghién ctru cua luan van 1a cac ang dung website va cac van dé lién quan
dén bao mat website.

- Pham vi nghién ctru cua luan van la: cac giai phap bao mat website va danh gia muc
d6 bao mat cua mot website bat ky.

* Phwong phap nghién ciru:

- Vé mat ly thuyét: thu thap, khao sat, phan tich cac tai liéu va théng tin ¢ lién quan
dén cac bao mat website.

- V& mit thuc nghiém: khao sat thuc té va danh gia mac do bao mat caa mot website
bat ky.

Bé cuyc cua luan van gdm 3 chwong chinh véi cac noi dung sau:

Chuong 1: Tong quan bio mit Website

No6i dung cta chuong 1 1 tim hiéu cac 16 bao mat va cac phuong thirc tin cong
website cua hacker.

Chuong 2: Cac gidi phap dam bdo an toan thong tin ciia Website

Noi dung cua chuong 2 luan van tap trung nghién ctru cac giai phap dam bao an toan
thong tin ctia website, trong d6 di sdu vao bién phap tin cong tir chdi dich vu.

Chuwong 3: Panh gia mirc d§ bio mat website ciia S¢ Thong tin va Truyén thong
Ha Néi

Chuong 3 cta ludn van tién hanh danh gia mirc d6 bao mat website S& Thong tin va

Truyén thong Ha Noi va dua ra cac giai phap ning cao bao mat.
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CHUONG 1. TONG QUAN VE BAO MAT WEBSITE

Noi dung cua Chuwong 1 sé tim hiéu cdc l6i bao mdt va cac phwong thirc tan cong

website cua hacker.

1.1. Mét s loai website pho bién
1.1.1. Phén logi theo ciu triic website

Website tinh (static website): Website tinh & ddy dugc hiéu theo nghia 1a dir liéu
website khong dugc thay d6i thuong xuyén. Loai website nay dugc 1ap trinh dya trén nén
tang HTML, CSS va Javascript. Néu mudn thay d6i ndi dung trén website, quan trj vién
phai sira d6i truc tiép trén ma lénh va chi nhitng nguoi am hiéu vé ngdn ngit lap trinh méi
c6 thé thuc hién thao tac nay. Chinh vi thé ma website tinh hién nay khong dugc st dung
phd bién.

Website dong (dynamic website): Hau hét cac website hién nay déu thudc cdu tric
website dong. Khac véi website tinh, website dong luén luon c6 thong tin méi do cac thong
tin nay dugc cap nhat thuong xuyén boi cic quan tri vién. Cac thong tin méi nay duoc luu
vao co s& dit lidu ctia website va dua ra str dung dua theo yéu cu ciia ngudi dung. Hién nay
c6 nhiéu ngdn ngir 1ap trinh dugc str dung dé 1ap trinh cac website dong nhu HTML, CSS,
Javascript, PHP hay ASP.NET...

1.1.2. Phan logi theo chirc nang

1.1.2.1. Trang website thwong mai dién tu

1.1.2.2. Website landing page giéi thiéu san pham
1.1.2.3. Trang website giai tri

1.1.2.4. Website tin tirc

1.1.2.5. Mang xa hoi

1.1.2.6. Website dién dan

1.1.2.7. Website rao vat

1.1.2.8. Website cong théng tin dién tir ciia t6 chirc nha nede, chinh phi, truong hoc, bénh

vién



1.1.3. Phén logi theo quyén sé hivu

Website doanh nghiép: 1a trang web dai dién cho mot doanh nghiép cu thé. Website
dugc tao ra v&i myc dich gigi thi€u doanh nghi¢p, cap nhat thong tin hoat dong, quang ba
san ph'flm dich vu va con rat nhiéu chuc nang khac. TAt ca cac don vi déu ¢ nhu ciu quang
b4 hinh anh ctia minh nén website doanh nghiép dugc xem 1a mot phan khong thé thiéu dbi
vol cac cong ty hién nay. Vi du website cua cong ty sita Vinamilk:

https://www.vinamilk.com.vn

Website c4 nhan: Khac voi trang web doanh nghiép, website ca nhan chi thudc quyén
s¢ hitu cia mot ngudi nao do. Loai website nay chi phd bién véi ngudi ciia cong chiing,
nhirng ngudi cAn quang ba hinh anh ¢4 nhan dé phuc vu cho muc dich thwong mai hay cong

viéc. Chang han nhu: chinh tri gia, ca si, nha thiét ké, nha van, nha thuyét giang. ..
1.1.4. Phan loai theo tinh bdao mdt
1.1.4.1. Website can tinh bdo mdt thdp

Nhirng trang web dugc li¢t ké vao phan loai nay thuong la nhitng website tinh hoac
cac landing page, chi c¢6 muc dich cung cdp thong tin vé& san pham, dich vu cua doanh
nghiép.

Nhiing trang web dang nay thudng khong khit khe vé tinh bao mat vi nhitng thong tin

cung cip khong mang tinh chat nhay cam.
1.1.4.2. Website can tinh bdo mdt trung binh

Nhirg trang web & loai ndy thuong 1a nhitng website chi cung cap thong tin giai tri, tin
tirc thong thudng nhu trang thong tin dién tir tong hop hodc blog c4 nhan.
Nhirng thong tin cin bao mat & nhitng website nay chi 1 nhitng thong tin vé hinh anh,

bai viét ctia chinh website.
1.1.4.3. Website can tinh bdo mdt cao

Pay thuong 13 nhitng website cung cip cac dich vu nhu mua ban hang hoa, cung cip
thong tin ca nhan, doanh nghiép. C6 thé liét ké cic website thwong mai dién tir, cac dién
dan, mang xa hoi nho.

Nhirng thong tin cia khach hang nhu thong tin ¢4 nhan, thong tin thanh todn, hinh anh

c4 nhan déu mang tinh chit nhay cam do d6 nhimng trang web nay can tinh bao mat cao.
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Dam bao khong dé ro ri thong tin quan trong, tao co hdi cho hacker tin cong gay thiét hai

cho khach hang va doanh nghiép.
1.1.4.4. Website can tinh bdao mdt rdt cao

Nhitng website yéu cau tinh bao mat rat cao thuong 1a nhirng website thudc cac to
chtrc chinh phu, nha nudc. Nhitng thong tin 12 phat ngdn ctia to chirc nha nude néu bj tin
tic tAn cong giy sai 1éch s& gy ra nhitng hiu qua v6 cing nghiém trong.

Bén canh d6 nhitng mang xa hoi véi luong ngudi dung rat 16n nhu facebook, twitter,
youtube, zalo ciling 1a nhiing website can tinh bao mat rt cao. Vi lugng thong tin c4 nhan rat
16n 1én dén hang triéu, hang ti thong tin ca nhan. Néu bi tin tic tin cong va loi dung ciing s&

gay ra nhirng thiét hai vo cung 16n.

1.2. Tinh hinh tan cong website trén thé gi¢i va Viét Nam

Trong 9 thang dau nam 2020, bao cdo mdi duge cong bd di ghi nhan xu hudng tich
cuc cua an ninh website trén toan cau. Cu thé, hé thong CyStack Attack Map ghi nhan
343.365 vu tan cong vao website, giam 24,7% so véi cung ky nim trudc.

Ciing theo bao cdo, chau A dang 1 diém néng thir hai, chi sau My khi xét t&i s6 vu tan
cong website véi 113.913 vy, trong duong 33,2% tong sb vu tin cong trén toan cau.

Nhu vay, trong 9 thang dau nam 2020, chau A di nguoc lai xu huéng giam cua thé gio1
khi s6 vu tdn cong website ting 4,1% so v6i ciing ky nam 2019.

Tai Viét Nam, cac hé théng mang va website bi tan cong theo chiéu hudéng gia ting
hang niam, khong chi vé sd lwong ma cac phuong phap tin cong ciing lién tuc duoc hoan
thién:

- Nam 2019: Theo thong ké cua ciia Trung tim Ung ctru khan cap may tinh Viét Nam
(VNCERT), trong nam 2019, trung tim da ghi nhan 6.219 su ¢ tin cong mang vao cic
trang web cua Viét Nam. Trong d6 ¢6 2.155 sy ¢6 tdn cong lira dao (Phishing), 3.824 truong
hop su cb tan cong thay doi giao dién (Deface) va 240 sy c6 website bi nhiém mi doc
(Malware). So vé6i cung ky ndm 2018, tong sé su c¢b tin cong ting 104%. Cu thé, ting loai
tAn cong tang giam nhu sau: Phishing tang 141%, deface ting 109%, riéng malware giam
26,57%. Bén canh d6, hang ngay c6 khoang gan 100.000 dia chi mang ctia Viét Nam truy
van hoic két ndi mang ludi may tinh ma (botnet).

- Nam 2020: Dai dich Covid-19 bung phat, hang loat doanh nghiép, co quan, to chuc

chuyén sang lam vi¢c tir xa. Céc phan mém lam viéc truc tuyén dugce tim kiém va download
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ram rd. Nhiéu don vi budc phai mo hé théng ra internet dé nhéan vién c6 thé truy cap va lam
viée tir xa... Diéu ndy tao moi trudng cho ké x4u khai thac 16 hong, tin cong, danh cip
thong tin.

Theo bao cdo an ninh mang website trong 9 thang dau nam 2020 do Cdng ty an toan
thong tin CyStack cong bd (La bao cdo thong ké va phan tich tinh hinh tin cong website
trén toan thé gidi, bao cdo an ninh website dugc CyStack thuc hién dinh ky hang quy. Di
lidu trong bao cdo nay duogc trich xudt tir hé thong CyStack Attack Map do CyStack nghién
ctru va phat trién), hé thong da ghi nhan 343.365 vu tdn cong vao website trén toan thé gioi.
Trong d6, chau A dang 1a diém néng tht hai, chi sau My v6i 113.913 vy tin cong website,
turong duong 33,2% tong sb vu tn cong trén toan cau, ting 4,1% so véi cung ky nim 2019,

Trong nam 2020, nhd thuc hién nhiéu bién phap phong chong tan cong mang, Viét
Nam da cai thién dang ké tinh hinh an ninh website so v&i nam 2019. Cu thé, sd cudc tan
cong trong ba quy dau nam 2020 da giam 64,8% so voi cung ky nam 2019, tir 8418 vé mirc
3041 vu. Tong két 9 thang dau nam 2020, Viét Nam dtng thtr 18 trén ban do tin cong
website toan cau. Xét trong 5 quy gan nhat, Viét Nam di cai thién dang ké an ninh mang
website, ddc biét 1a quy 1/2020 véi chi 838 vu va xép thir 19 trén thé gidi. S6 luong cudc tin
cong website tai Viét Nam ting nhe trong quy II va quy III lan luot 1a 27,3% va 7,5% so
Vo1 quy trude do.

1.3. Cac 18i bao mat phd bién ciia Wng dung web va nguy co' mat an toan thong
tin cia cac doanh nghiép

L4 hong 1: L5 hong XSS

L5 hong 2: Chén ma ddc hai (Injection flaws)

L3 hong 3: Tép tin chira mi déc

L3 hong 4: CSRF

L5 hong 5: Tham chiéu ddi twgng trye tiép khong an toan

L& hong 6: Ro ri thong tin va xir 1y 16i khong ding cach

L6 hong 7: Quan Iy xac thwe va quan 1y phién yéu

L5 hong 8: Khong han ché truy nhap vao URL ndi bd

L6 hong 9: Khong kiém tra sy diéu hwéng va chuyén tiép cia URL

L6 hong 10: Sir dung cac 18 hong c6 siin trong thw vién
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1.4. C4c phwong thic tAn cong website pho bién
1.4.1. Gioi thiéu chung
1.4.2. Cdc phwong thirc tin cong website

1.4.2.1. Tan céng SOL injection

1.4.2.2. Tdn céng kiéu Broken Authentication And Session Management
1.4.2.3. Tan céng XSS

1.4.2.4. Tan céng Insecure Direct Object References

1.4.2.5. Tan céng Security Misconfiguration

1.4.2.6. Tan céng Sensitive Data Exposure

1.4.2.7. Tdn céng Missing Function Level Access Control
1.4.2.8. Tan céng CSRF

1.4.2.9. Tan céng Using Components with Known Vulnerabilities
1.4.2.10. Tdn céng Unvalidated Redirects and Forwards
1.4.2.11. Tdn céng DoS, DDoS

1.4.2.12. Tén céng APT

1.5. Két luan Chwong 1

Trong Chuong 1, luan van da khao sat, phan loai website dua trén nhiéu tiéu chi, dic

biét 1a ti€u chi vé murc d¢ bao mat. Can clr vao thyc trang tan cong website tai Viét Nam va

trén thé gidi trong nhitng nim gan day, luin vin di trinh bay cac 16 hong bao mat phd bién

ctia img dung web, cac phuong thirc tin cong website thudng gip va nguy co mat an toan

thong tin website cia cdc doanh nghi¢p. Tur d6 no61 1€n nhu cau cap thiét cua viéc ddm bao

an toan thong tin cho website.

Chuong tiép theo, luin vin s& nghién ctru cac giai phap dam bao an toan thong tin cho

website.
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CHUONG 2. CAC GIAI PHAP PAM BAO
AN TOAN THONG TIN WEBSITE
Trong Chuwong 2 ludn van sé nghién ciru mét sé gidi phap dam bdo an toan thong tin
cho website, cu thé bao gom cdc néi dung sau: trién khai hé thong phong thi, thiét ldp va cdu
hinh hé thong mdy chii an toan, van hanh an toan va phong chong tan cong tir chéi dich vu.
2.1. Trién khai hé théng phong thi
2.1.1. Té chirc mé hinh mang

2.1.2. Thiét Igp twong liva

2.1.3. Svr dung cong cu phat hién va ngan chdan xam nhap (IDS/IPS)
2.1.3.1. Hé thong phdt hién xam nhdp 1DS

Cic thanh phén ciaa IDS
Céc thanh phan cta hé théng IDS dugc mo ta trong [Hinh 2.3].

-1
i Sensors ! i Analysis i | Knowledge i
I ] I | 1
i [ Hostsensors |1 : Sliét;na_ture - 1 E Signatures i
! ! ngine ! : I
: rﬁm . | ! :
| 1 } I 1
i | Profile ; || User/System/Net | |
| | Application sensors ‘ ! i Engine - ‘ 1 Profile !
| i | ; i |
b ! ] U i

fm— I ______
Response

Hinh 2.1. C4c thanh phan ciia hé thong 1DS
Heé théng IDS bao gdm cac thanh phan: Thanh phan thu géi tin (Sensors); Thanh phan
phan tich g6i tin (Analysis); Thanh phan tri thirc (Knowledge) hd trg qua trinh phan tich goi
tin va Thanh phan phan hdi (Respontion) xuat cac thong tin canh bao.
Snort
Mot trong nhitng phan mém IDS phé bién hién nay 1a Snort. Py 13 mét san pham
NIDS mi ngudn mé véi hé théng signature database (goi 12 rule database) duoc cip nhat

thudng xuyén boi nhiéu thanh vién trong cong dong Internet.
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2.1.3.2. Hé théng ngdn chdn xam nhdp IPS

Hé théng phong chdng xam nhap (IPS) 1a mot ky thuat, két hop cac vu diém cua ky
thuat tuong lira v6i hé théng phat hién xam nhap IDS, c6 kha ning phat hién cac cudc tin

cong va tu dong ngan chan cac cudc tan cong nham vao diém yéu cua hé thong.

Cdc kiéu trién khai IPS:

- Out-of-band IPS (OOB IPS):
- In-line IPS:

2.1.3.3. Ung dung hé thong IDS/IPS chéng tin cong web

2.1.4. Ung dung phong chéng vi-r(t va bdo vé mdy tinh cd nhdin

2.2. Thiét 1ap va cdu hinh hé thong may chii an toan
2.2.1. Thiét lgp va ciu hinh hé diéu hanh mdy chii
2.2.2. Thiét lap va ciu hinh mdy chii trng dung web

2.2.3. Thiét Igp va céu hinh mdy chii co sé dii liéu

2.3. Van hanh an toan
2.3.1. Kiém tra hoat dpng ieng dung web an toan
2.3.2. Mt 56 bign phdp teng pho vii tin cong

2.3.3. Pao tao déi ngii nhin lwc van hanh hé thong

2.4. Tan cong tir chdi dich vu va cach phong chong
2.4.1. Tin cong tie chéi dich vu (DoS)

2.4.2. Tin cong tir chéi dich vu phén tin (DDoS)

2.4.3. Tin cong tir chéi dich vu phdn xq nhiéu viing (DRDoS)
2.4.4. Phan logi tén céng DDoS

Mot sb loai tin cong DDoS ndi bat nhu sau:
SYN Flood:
UDP Flood:
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HTTP Flood:

Ping of Death:

Smurf Attack:

Fraggle Attack:

Slowloris:

Application Level Attacks:

NTP Amplification:

Advanced Persistent DoS (APDoS):
Zero-day DDoS Attacks:

2.4.5. Phong chéng tin cong tiv chéi dich vu

2.5. Pé xuit ing dung cac giai phap dam bao an toan thong tin website ddi véi

cac doanh nghiép vira va nhé
2.5.1. Phirong dn t6 chirc mé hinh mang cho hé thong mdy chii web

Xay dyng mé hinh mang bao gdbm cum may chu img dung web, may chu chira dit liéu
anh CDN va cum may chu chtra co s¢ dir ligu.

May cha tng dung web va may chi chira dir liéu anh can dugc dit trén ving mang
DMZ. May chu tmg dung web duoc cai dat ma ngudn website PHP va diéu huéng ciing nhu
xtt Iy truy cap bang dich vu Nginx.

May chu tng dung web chi mé két nbi tir domain va c6 thé truy cap dén may chu
CDN ¢ cung viung mang DMZ dé 1y dit liéu anh. Dit lidu web duoc 1ay tir co s¢ dir liéu
thong qua viéc truy cap dén co s& dit liéu tai ving mang ndi bo.

May chu chtra co s& dir ligu duge dat & vung mang ndi bd cia doanh nghiép, dugc cai
dat hé quan tri co so dir lidu (MySql). May chii nay chi mo cong truy cap truc tiép tir IP cia
vung mang DMZ - may chu ing dung web.

Viéc to chirc md hinh mang may chi nhu vy gitip cho website clia doanh nghiép c6
thé tranh dugc nhimg tan cong truc tiép dén IP ctia may chit web va may cha co s dit lidu

tor moi truong Internet.
2.5.2. Thiét Igp twong lira cho mdy chii web

May chu ing dung web nén st dung VPS hé diéu hanh Centos dugc cai dat dich vu

tuong lira Iptables. Véi dich Iptables ta c6 thé thiét 1ap dé mé va dong truy cap tir cac IP va
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cong khac nhau. Cu thé ta chi cho phép truy cip mdy chu web théng qua truy cip vao
website bang cong 80 va 443 twong Gmg voi giao thirc http va https.

Str dung c4u hinh trong Iptables chi cho phép truy cip dén may chu thong qua 2 cong
trén. Mac dinh nhiing truy cap tur céng khac sé€ bi chan nhu SSH, FTP, SMTP...

# iptables -1 INPUT -p tcp -m tcp --dport 80 -j ACCEPT

# iptables -1 INPUT -p tcp -m tcp --dport 443 -j ACCEPT

2.5.3. Ciu hinh mdy chii web va mdy chii co sé dir ligu

May chu web cua doanh nghi¢p dugc dit ¢ vung mang DMZ véi 2 cum la cum may
chu ung dung duoc cai dat ma ngudn website va may cha CDN chira dir lidu anh cua web.
Trong d6, may chu Gmg dung web st dung diéu huéng bang dich vu Nginx, dé quan 1y truy
cap dén website ciing nhu tai nguyén.

Dich vu diéu hudéng Nginx dugc cAu hinh dé chi mang ndi bo mai truy cdp dugc mo
dun quan tri va duyé¢t thu muc tai nguyén cua website. Con lai nhitng truy cdp cua khach
vang lai s& chi xem duoc mo dun giao dién ngudi dung. Nhu vay chi nhitng ngudi ¢ quyén
quan tri website va sir dung mang ndi by cua doanh nghiép maoi dugc phép truy cap vao mo
dun quan tri cling nhu duyét thu muc chira tai nguyén cua website.

Bén canh d6 may chit web cin dugc cai dit dé luu théng tin truy cap cia tat ca khach
thong qua dich vu luu nhat ky ciia ma ngudn. Piéu niy cho phép quan tri vién kiém tra dugc
nhitng truy cdp bat thudng hodc nhimng truy cip gip 13 trén website.

May chu chtra co s¢ dir li€u cua website dugce dat & moi truong mang ndi b, chi cho

phép truy cép tir IP cia may chu Gmg dung web véi cong 3306 cua hé diéu hanh MySql.
2.5.4. Vdan hanh website

Pé van hanh website 6n dinh va dam bao tinh bao mat thong tin, doanh nghiép can xay
dung mot do1 ngti nhan vién IT va quy trinh van hanh chuyén nghiép.

Poi ngii IT c¢6 nhiém vu ning cip hé théng website bao gdbm ma ngudn theo yéu ciu
tinh ning va phin cing dap Gng website hoat dong binh thuong. Pong thdi van hanh
website, thudng xuyén kiém tra nhiing truy cap thong qua hé théng Logging (nhat ky), tim
ra va giai quyét nhitng van dé xay ra hang ngay nhu 16i web hoic c6 tdn cong tir tin tic.

Quyén quan trj trén website phai duoc phan chia rd rang, tai khoan riéng duoc cip cho
mdi c4 nhan dé dam bao nhiig hanh dong trén mo dun quan tri déu dugc ghi lai va gan

trach nhiém cho tirng nguoi.
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Dt li¢u ctia website bao gom dit li€u anh, van ban va dir li¢u trong co sé dir li€u can
dugc quan tri vién thuong xuyén backup dé dam bao khi cé su c6 xdy ra, co thé khoi phuc

lai binh thudng mot cach nhanh chéng, tranh mat dit liéu quan trong ctia hé thong.
2.6. Két luAn Chwong 2

Trong Chuong 2, ludn van da khao sat 04 nhom giai phap dam bao thong tin cho
website, bao gom: trién khai hé thdng phong thu, thiét 1ap va ciu hinh hé théng may chu an
toan, van hanh an toan va phong chéng tin cong tir chdi dich vu. Trong d6, tip trung vio
Cac giai phap phong chdng tan cong tir chdi dich vu. Tir d6 phan tich tmg dung thuc té cac
giai phap cho viéc dam bao an toan Website ciia doanh nghiép vira va nhd, ddm bao chi phi
hop 1y va muc do an toan can thiét.

Trén co s do, trong chuong tiép theo, luan vin sé tién hanh danh gid mirc do bao mat
website ciia S& Thong tin va Truyén thong Ha Noi va dua ra cac giai phap ning cao murc do

bao mat.

CHUONG 3. PANH GIA MUC PQ BAO MAT WEBSITE CUA SO
THONG TIN VA TRUYEN THONG HA NOI

Trong Chwong 3 ludn vin tién hanh danh gid mikc d bdao mdt website S¢ Théng tin va

Truyén thong Ha NGi va dwa ra cde gidi phdp ndng cao bdo mat.

3.1. Pic diém website ciia doanh nghiép vira va nhé

* Ve chirc nang
* Ve murc do bao mat

* V& hé thong

3.2. Tiéu chi danh gia do bao mat website ciia doanh nghi€p vira va nhé

* Kha niang ngan chan spam

* Kha ning chdng tin cong DDoS

* Kha ning chéng tin cong Brute Force

* Kha ning chdng tin cong XSS

* Kha ning chéng tin cong SQL injection

* Trang web cé chirng chi SSL hay khong?
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* Trang web c6é stt dung HTTP/2 hay khong?

* Kha ning chdng tin cong 18i chimg thue yéu (Insufficient Authentication)
* Kha ning chdng tin cong liét ké thu muc (Directory Indexing)

* Kha ning chong tin cong 156 hong tai 1én tép tin thue thi.

* Kha nang sao luu dir liéu

3.3. Panh gia mirc d9 bao mat website ciia S& Thong tin va Truyén thong Ha Noi
3.3.1. S6 Théng tin va Truyén thong Ha Noi va hé thong website

S¢ Thong tin va Truyén thong thanh phd Ha Noi (sau day goi tit 13 S&) 1a co quan
chuyén mén thuoc Uy ban nhan dan Thanh phé cé chirc ning tham muu, gitp Uy ban nhan
dan Thanh phd quan 1y nha nudc vé: bao chi; xuat ban; buu chinh; vién thong; tin sé vo
tuyén dién; cong nghé thong tin; dién tir; phat thanh va truyén hinh; thong tin d6i ngoai; ban
tin thong tan; thong tin co so; ha tang thong tin truyén thong; quang cdo trén bao chi, trén
moi trudng mang, trén xuit ban pham va quang cdo tich hop trén cac san pham, dich vu buu
chinh, vién thong, cong nghé thong tin.

S¢ chiu sy chi dao, quan 1y vé td chirc, bién ché va cong tac cua Uy ban nhan dan
Thanh ph6, déng thoi chiu su chi dao, kiém tra, huéng dan vé chuyén moén, nghiép vu ctua
Bo Thong tin va Truyén thong.

La So nganh dan dau toan thanh phd vé mirc d6 Gmg dung cong nghé thong tin trong
hoat dong quan 1y nha nudc, S¢ dang cung cip 28 dich vu cong truc tuyén mic do 3 trén

website ctia So tai dia chi https://sotttt.hanoi.gov.vn/, va tich hop trén cong dich vu cong

qudc gia. Ngoai ra, website cia S& co dat duong din truc tiép dén cong dich vu cong cia
thanh phd Ha Noi voi tong s6 1828 thu tuc hanh chinh.

Vi nhitng dac diém website cua doanh nghiép vura va nho da néu & muc 3.1, co thé
nhan thdy mot sé diém twong ddng v6i website cia S& Thong tin va Truyén thong Ha Noi.
Cu thé:

- V& chuc ning: website ctia S& cung cip, cap nhat nhimg thong tin vé hoat dong cua
sO, nhitng vin ban chi dao lién quan ctia Thanh phd, nhitng thong tin nay déu 1a thong tin
nhay cam, néu bi tin tic tn cong lam sai léch s& gy ra hau qua vo cing nghiém trong, dic
biét trong tinh hinh dién bién dich bénh Covid-19 phuc tap nhu hién nay.

- Vé mirc d6 bao méat: website ctia doanh nghiép vira va nho va website ciia S& déu yéu

cau do bao mat cao do chira dung nhitng thong tin nhay cam, quan trong.


https://sotttt.hanoi.gov.vn/
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-Véhé théng: Maic du website cua S& yéu cAu do bao mat cao nhung hién tai van chua
dugc quan tam dung muc, chua c6 doi ngii quan tri riéng ma chi cé mat sb it nhan sy dam
nhan nhiém vu lam ndi dung, thuc hién ding tai nhiing thong tin, van ban da dugc lanh dao
phé duyét.

Nhan théy nhiing diém tuong déng néu trén, hoc vién da lya chon danh gia mic do
bao mat website ctia S dé phu hop vdi yéu ciu cia dé tai nhung van c6 ¥ nghia thuc tién,
phuc vu cho cdng viéc quan 1y nha nudc cia hoc vién tai S6 Thong tin va Truyén thong
Ha Noi. [Hinh 3.2] m6 ta giao dién trang chii cia website cia So Thong tin va Truyén
thong Ha Noi.

3.3.2. Ddnh gid mirc do bdo mat website ciia S¢ Théong tin va T ruyén thong Ha Ngi

Vé mit giai phap dam bao an toan thong tin website, thi website ciia S Thong tin va
Truyén thong Ha Noi co ban d3 tudn theo cac dé xuit nhu trong muc 2.5 (Trinh bay &
Chuong 2).

THANH PHO HA NQI

HUGNG TOT BAU CU DAI BIEU QUOC HOTKHOA XY VA BAU €T ]“
. 'DAIBIEUHQI DONG NHAN DAN CACCAP NHIEMKY 2021 -2006 "%’

DICH VU CONG
TRUT TUYEN MUT 3,4

S5 TT&TT Ha Noi: Siét chat quén I, xi Iy nghiém céc trang
thong tin dién t, mang xa hdi hoat ddng khdng diing gisly phép

o r phan céng dng ch Dinh
ther Thnn iy Ha

THONG T 340 CHI S ——— ko |
Thong bao v viec dang ky tham dy Gidl thudng chat = 56 Thong tin va Truyén THU TUC HANH CHINH
lupng qudc gia nam 2021 g thong Ha Noi xir phat mot
camhindingsasy it
womcrmammg et | ot o e bun |
LMY a
| CONG CHUC
[1 O
s vin i 2 Ntz 50 Wy 4 o 0 s by i B

TN THANH PHO 1N HOAT DONG CUA NGANK
i s UuyEn thong Viantodn  truyén phuc v ahiEm vy chinh b
8 040 thang Tha d&" nsm
= 20
o Aot e s PhAnLan b 18 €30t ks mo N chinh uy

Hinh 3.1. Giao dién trang chii website S& Thong tin va Truyén thong Ha Ni
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Cung v6i nhitng tiéu chi dd néu ¢ muyc 3.1, hoc vién tién hanh dénh gia mirc d6 bao
mat website ctia S& Thong tin va Truyén thong Ha Noi. Cu thé nhu sau:

* Kha nang ngan chan spam

Website ciia S& hién chi cung cip mdt form cho phép ngudi dung nhap cau héi, gop v

O dia chi : https://sotttt.hanoi.gov.vn/dat-cau-hoi.htm

Noi dung biéu miu nhap duoc kiém tra cac kiéu dit liéu trong Gmg, dong thoi khi gui
biéu miu can phai dién ma captcha tu dong sinh sau mdi truy cép, néu captcha khong khop
s& khong thé guri biéu mau thong tin. Noi dung giri 1én hé thong déu phai qua kiém duyét
cht khong hién thi 1én danh sach cau hoi trén giao dién trang web.

Panh gia: Website dd c6 co ché chin spam ndi dung rac trong cic biéu miu nhap

thong tin nguoi dung.

* Kha ning chdng tin cong DDoS

May chu ctia website hién dang dung Nginx dé phan tai cling nhu diéu hudng truy cip.
Véi Nginx co thé thuc hién duoc mot sb tac vu nham han ché tan cong DDoS nhu :

Gi6i han tan sudt giri cac truy cap tir mot dia chi IP

Gi6i han sb luong truy cap tr 1 IP dén mot dia chi bat ky trén website

Chin mét sd IP nghi ngd

G161 han s6 luong két noi dén may chu, néu vuot qua sé lugng truy cép s€ tir choi yéu

Panh gia : Website di trién khai phan tai bang Nginx, tranh duoc mot phan rai ro bi
tan cong DDOS.

* Kha ning chong tin cong Brute Force

Website ctia S& khong cho phép khach vang lai dang ky hay dang nhéap trén hé thong.
Dong thoi trang quan trj CMS ciing khong cong khai trén mang internet, chi c6 thé truy van
béing mang noi bo.

Danh gia : Website khong co rai ro bi tin cong BruteForce.

* Kha ning chong tan cong XSS

Tién hanh thir nhing ma script vao biéu mau nhap thong tin ciia website 1a phan dat

ciu hoi. Hé thong da chin khong cho phép giri cac thong tin chira doan ma thuc thi.


https://sotttt.hanoi.gov.vn/dat-cau-hoi.htm
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SO THONG TIN VA TRUYEN THONG THANH PHO HA NOI

Hanoi Department of Infomation and Communication

@ TRANGCHU  LIENHE  PHAN MEM NOIBO ~ SOPOCONG LIENKET  HOIDAP Q Thir Sau, Ngay 16/04/2021 | 05:03:08

Trangchl > Dit cau hoi

Gigi thieu Théng tin khéng cho phép! TRA CUU
Tin tire sy kién Ha e ten:= <script> alert("hacker") </script> JESHTUCHANH CHIN
Van bén quén 1y N&m sinh: * 1980 m Fruvtae oyaes |
h - -
- CONG CHUC
Chién lugc - Quy hoach Dia chi: n 1\
3 3u tha én tir * IG KHAI NGAN SACH
Dau tu, dau thau Thu dién tdr a@gmail.cém
Chuyén muc S8 dién thoai: m h-L
Tiéu dé: * A T——
DICH VU CONG Abe
TRUC TUYEN MUTC 3,4 o HANH CHINH
N6i dung: *

<script> alert(“hacker”) </script>

A TUYEN TRUYEN,
| ~NEWS | THONG TIN —  PHOBIEN, GIAO DUC
=77 I} NGUDI PHAT NGON .

C
Tai liéu dinh kem: * aa.txt e
Ma Captcha: * o073 o 8 kf ( @ ::g:zEN 20!

_—
BT e

Panh gia: Website co kha nang chong tin cong XSS

* Kha ning chéng tan cong SQL Injection

Tai trang tim kiém vin ban trén website : https:/sotttt.hanoi.gov.vn/van-ban-quan-
ly.htm

Thyc hién nhap thong tin tim kiém vao truong Tir Khoa voi ndi dung nham tan cong

SQL Injection : ‘OR 1=1"

Hé théng tu dong x6a nhiing ky tu dac biét =va

@& sotttt.hanoi.gov.vn/van-ban-quan-ly.htm?theloai=08&coquan=0&linhvuc=08&keyword=0R%2011 (

hybris merchant-site admin document release Feature Log App API Docs PDP - Cé nhén Production cronjob...

SO THONG TIN VA TRUYEN THONG THANH PHO HA NOI

Hanoi Department of Infomation and Communication

& TRANGCHU  LIENHE  PHAN MEM NOI BO SODOCONG  LIENKET  HOIDAP Q Thir Séu, Ngay 16/04/2021 | 05:11:23
Trang chi Van ban quan Iy
Van ban quy pham phép luét Tirkhéa TRA CUU

ORM .
Van ban chi dao diéu hanh THU TYC HANH CHINH

e Thé loai Co quan ban hanh )

y ¥ kién du thao PPL e Py Py

~Thtca— v _Tétca— v TUYEN DUNG

Th tue hanh chinh Linh vc vain bén 1 (4

~Tatch - * CONG KHAI NGAN SACH

DICH VU CONG g "‘
TRUC TUYEN MUTC 3,4 o s L =

HE THONG VAN BAN

i
) A—rm——
[~ News | THONG TIN s6/ Bonvi  Ngay -
=] il NGUOI PHAT NGON Ki Trich yéu ban ban Nguai ky Tai ligu dinh kem HANH CHINH
hiéu hanh hanh

Panh gia : Website da c6 co ché ngin chin tin cong SQL Injection.

* Chirng chi SSL



https://sotttt.hanoi.gov.vn/van-ban-quan-ly.htm
https://sotttt.hanoi.gov.vn/van-ban-quan-ly.htm
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Hién tai website https://sotttt.hanoi.gov.vn/ dd c6 chimg chi SSL, néu truy cap bing

giao thirc http, hé thong tu dong chuyén hudng sang giao thic https thong qua Nginx.
* Giao thure Http/2.0
Dung cong cu kiém tra trang web c6 hd tro http/2.0 cho trang web, két qua hién tai

website da hd trg giao thirc http/2.0

* Kha ning chong tin cong dua vao 15i chirng thuwe yéu

Thuc hién truy van vao dia chi bao mat bang quyén quéan trj ma khong c6 quyén nay.
Hé thdng bao 16i 403 - Forbidden, nhu vay website dd tranh dugc nguy co tdn cong 16i
chtng thuc yéu.

* Kha ning chong tin cong liét ké thu muc

Thuc hién c¢d tinh truy van vao tén mién chta dit liéu anh cta website:
https://sotttt.qltns.mediacdn.vn/

H¢ théng bao URL khong tdn tai, nhu vay khong thé truy cdp céac thu muc chta dir

lidu ctia website thong qua tin cong liét ké thu muc.

* Nguy co tin cong tai 1én tap tin thue thi
Hién website c6 duy nhat mot form cho phép tai tap tin Ién hé théng la muc dat cau hoi

cho s& thong tin, tai dia chi : https://sotttt.hanoi.gov.vn/dat-cau-hoi.htm

Tai day, hé thong chi cho phép tai 1én nhiing tap tin dit liéu dinh dang vin ban bao
gom : pdf, doc, docx, xls, xIsx, txt
Thuc hién tai tap tin véi dinh dang thuc thi 13 .exe, hé thong bao 16i khong dugc phép

tai 1én.


https://sotttt.hanoi.gov.vn/
https://sotttt.qltns.mediacdn.vn/
https://sotttt.hanoi.gov.vn/dat-cau-hoi.htm
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SO THONG TIN VA TRUYEN THONG THANH PHO HA NOI

Hanoi Department of Infomation and Communication

A TRANGCHU LIENHE  PHAN MEM NOI BO SODOCONG  LIENKET  HOIDAP Q

Trang chil

Gidi thigu Dirliéu bat buéc dang tréng hodc tép khdng ding dinh dang (pdf, doc, docx, xls, xlsx, m
tat)!
Tisitl kig THU TUC HANH CHINH
in tire su kién S ik
e Nguyen Van A

e, 7
Van ban quan ly N - (e TUuYEN DUNG
- CONG CHUC
Chién lugc - Quy hoach LN
Bra chi
Dau tu, dau thau
Thudién tir: *
anguyen@gmail.com
Chuyén muc
S8 dién thoai
R e
DICHIVGOMS: 4 LT Nhap tieu de
TRUC TUYEN MUC 3 4 : A HANH CHINH
Néi dung: *
Nhap noi dung .
s TUYEN TRUVEN,
1= PHO BEN, GIAO DUC
V4
Tailiéu dinh kem: I Chon tap |Vega o % . ek
%" l‘ H
M Captcha: = i > T56% S0 1Pve
= L, =N
GUI CAU HOI NHAP LAI . o

Nhung khi thuc hién déi dinh dang cia tap tin thuc thi tir .exe sang .txt (ban chat van
1a tap tin thuc thi ctia hé diéu hanh window). Luc nay thyc hién tai 1én, hé théng van cho tai
I&n thanh cong.

Panh gia: Pay 1a 16i kha nghiém trong, khi hé thong chua phat hién dugc ndi dung file
c6 dang theo yéu cau hay khong.

* Sao luu dir liéu website

Hién nay website ciia S dang c6 cac CronJob tu dong sao luu dir li¢u website theo

lich ¢ dinh.

3.4. D¢ xuit mjt s gizi phap ning cao bao mat

3.4.1. Sir dung CloudFlare chong DDoS cho website

Hién tai website ctia S chua ¢6 co ché manh mé& chong tan cong DDoS. Do d6 c6 thé
bd sung modt phuwong phap hiéu qua hon thay vi chi st dung phan tai bing Nginx.

Mot trong nhitng co ché hiéu qua va dang duoc str dung thinh hanh d6 1a CloudFlare.
Trude tién CloudFlare 1a mot dich vu CDN & DDNS két hop dé gia ting téc do & tinh bao
mat cho website. Khi website st dung CloudFlare, moi truy xuit dén website d6 s& duoc

dinh tuyén qua hé théng thong minh ctia CloudFlare.
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Truong hop st dung CloudFlare thi moi truy vin dén website s& khong con 1 truy van
tryc tiép nita ma phai di qua CloudFlare. Va chi nhimng truy cdp tin cidy méi co thé thong
qua CloudFlare dé di dén website. Céc truy van bi nghi ngd nhu tn céng hé thong cua cac
tin tdc, spam bot, tan cong DDoS... s€ bi ngdn chan va loai bo.

Pong thoi website ciling duge CloudFlare che déu dia chi IP may chu web, ciing tranh
duogc rai ro tn cong DDoS.

Pé sir dung CloudFlare cho website, cin phai ding ky tai khoan CloudFlare tai dia chi
: https://dash.cloudflare.com/sign-up

Sau d6 tién hanh thay d6i DNS hién tai thanh DNS cua Cloudflare. T4t ca cau hinh chi
can thyc hién trén hé thong CloudFlare, déu c6 hudng dan chi ti€t dén tir nha cung cap.

3.4.2. Chong tin céng tdi lén tap tin thuwe thi

Nhu tiéu chi danh gia bao mat - tan cong tai 1én tap tin thuc thi, website ciia S& Thong
tin va Truyén thong Ha No6i van gip 16i c6 thé tai 1én hé thdng tap tin c6 dinh dang vin ban
nhung thyc chat 13 tap tin thuc thi (chi cAn doi tén md rong ciia cua tap tin).

Dé ngin chin tai 1én tap tin khong ding dinh dang trong ngdng ngit l4p trinh PHP, ta
can thém ham kiém tra dya theo MimeType cia tap tin. Cu thé ta can kiém tra xem tép tin
l1én c6 ding dinh dang txt, doc, docs, pdf, xls, xlsx:

Tuong tng cac MimeType sau :

text/plain
application/msword

application/vnd.openxmlformats officedocument.wordprocessingml.document

application/pdf

application/vnd.ms-excel

application/vnd.openxmlformats-officedocument.spreadsheetml.sheet

Function kiém tra MimeType ctia tap tin :

<?php
$mimetype = mime_content_type($_FILES['file]['tmp_name");
if(in_array($mimetype, array(application/msword B ' application/vnd.openxmlformats

officedocument.wordprocessingml.document’, ' application/pdf',” text/plain’,” application/vnd.ms-excel’,’
application/vnd.openxmlformats-officedocument.spreadsheetml.sheet’))) {

uploadFile();

echo 'OK";

Yelse {
echo 'Khéng ding dinh dang file!’;

}


https://dash.cloudflare.com/sign-up
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Nhu vay véi ham kiém tra nay ta da chan dugc viée tai 1én cac tap tin dir liéu voi tén

mo rong 13 tap tin vin ban nhung ban chat 13 cac tap tin thuc thi.

3.5. Két luan Chwong 3

Trong Chuong 3, luan vin da giéi thiéu so luoc vé So Thong tin va Truyén thong Ha
NoO1 va hé théng website; khdo sat va dua ra bd ti€u chi danh gid mirc d§ bao mat website
no6i chung, thuc hién danh gia thuc té mirc d6 bao mat website ciia S&. Tir d6 dé xuit mot sb

giai phap dé nang cao tinh bdo mat va d§ an toan doi véi website cua S6.
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KET LUAN

Trude tinh hinh an ninh mang ngdy cang tré nén néng bong voi hang loat vu tin cong
nhim vao website ctia cac co quan nha nude va doanh nghiép, dic biét 1a cac doanh nghiép
vira va nho véi sd luong ting 18n theo ting nim va muc d6 ngdy cang tinh vi, phic tap.
Nhan ra tinh cdp thiét, ¥ nghia khoa hoc va thyc tién ctia van dé nghién ctru cac giai phap
bao mat cho website, hoc vién di chon dé tai “Nghién ciru giai phap bio mét website cho
cac doanh nghiép vira va nhé” cho luan vin tét nghiép trinh d6 dao tao thac si, phu hop
v6i dic thu cong viée quan 1y nha nudc tai So Thong tin va Truyén thong Ha Noi, noi hoc
vién dang cong tac.

Hoc vién da tim toi, nghién ctru, tong hop thong tin tir nhiéu ngudn tai liéu trong va
ngoai nudc, cac dién dan vé bao mat thong tin, ciing nhu kinh nghiém quéan 1y vé an ninh
thong tin ctia hoc vién dé thuc hién cac noi dung cua luan van. Mac du nhitng ndi dung vé ly
thuyét ma hoc vién tong hop dugc khong phai 1a mai, nhung né rat co ¥ nghia dbi véi hoc
vién, qua d6 hoc vién da duoc hoc hoi, trau doi kién thirc cho ban than, tao tién dé giup cho
hoc vién thuc hién nhitng muc tiéu cao hon trong twong lai. Cting véi su huéng dan tan tinh
ctia thdy gi4o hudng dan, luan vin da dat duoc mot sé két qua sau day:

- Khao sat thuc trang bao mat website tai Viét Nam va trén thé gidi, nghién ctu tong
quan vé bao mat website, cac tiéu chi phan loai website. Tt nhitng kién thtrc tong hop duoc,
dua ra tiéu chi méi dé phan loai website, d6 1 phdn loai website dwa trén mirc dé bdo mdt.

- Nghién ctru 04 nhdm giai phap dam bao an toan thdng tin cho website, bao gom:
trién khai hé théng phong thii, thiét 1ap va cau hinh hé¢ théng may chi an toan, van hanh an
toan va phong chéng tin cong tir chdi dich vu. Trong d6, tap trung di sdu vao cac giai phap
phong chdng tan cong tir chdi dich vu. Dé xuét img dung cac giai phap dé dam bao anh toan
thdng tin website cho cac doanh nghiép vira va nhé phu hop véi thuc té, dam bao an toan va
tiét kiém kinh phi.

- Gi6i thiéu so luge vé S& Thong tin va Truyén thong Ha Noi va hé thong website,
khao sat va téng hop ra bo tiéu chi danh gia mirc d6 bao mat website néi chung, thuc hién
danh gia thuc té mirc do bao mat website ciia S& Thong tin va Truyén théng Ha Noi. Tir d6

de xuat mot so giai phép dé nang cao tinh bao mat va dé an toan doi véi website cua So.
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Qua céc két qua danh gia ban dau cho thiy, website S¢ Thong tin va Truyén thong Ha
Noi c6 d6 bao mat kha cao, c6 thé tranh duoc nhitng rui ro tan cong co ban nhét tir tin tic
nhu: ¢6 kha niang chian spam, chong tin cong Brute Force, XSS, SQL Injection, chdng tin
cong liét ké thu muc, 16i chimg thuc yéu... Bén canh d6 van con ton tai nhitng han ché nhu
kha nang chéng tan cong DDoS va chéng tan cong tai 1én tap tin thyc thi chua cao.

Dé nang cao tinh bao mat va d6 an toan website ctia S& Thong tin va Truyén thong Ha
Noi, khic phuc nhitng ton tai néu trén, hoc vién da dé xut thuc hién 02 giai phap. Trong do,
giai phap s dung CloudFlare dé chong tin cong DDoS cho website va giai phap bo sung
thém ham kiém tra trong ngén ngit 1ap trinh PHP dua theo MimeType cua tap tin dé kiém
tra chinh xac dinh dang cua tép tin, ngdn chan vi¢c tai 1én tép tin thuc thi.

Trong thoi gian tdi, hoc vién s€ 1am viéc véi doi ngli quan tri website cia S¢ Thong tin
va Truyén thong Ha Noi dé dé xuit thuc hién cac giai phap nang cao tinh bao mét néu trén.
Pong thoi, ban than hoc vién s& tiép tuc nghién ciru sdu hon linh vuc an toan thong tin noi
chung va bao mat website noi riéng, nham phuc vu cho nhitng nhiém vu khac ctia S6 Thong
tin va Truyén thong Ha Noi va cho cong viéc kiém tra, ra soat, xur Iy vi pham trén moi

truong mang ma hoc vién dang phu trach.



