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LOI CAM DOAN
T6i xin cam doan Luan van thac si “Nghién ctru, xay dung phdn mém quan
ly hé thong mang WAN noi tinh Bac Ninh”, 1& cong trinh nghién ctru ciia riéng toi.
Céc s6 liéu, thong tin, trich dan duoc st dung trong Ludn van nay hoan toan chinh
xéc, trung thuec, tin cdy; két qua c6 dugce 1a do qua trinh hoc tip, nghién ctru cta ban
than va su giup d, huéng din tan tinh cia Gido vién huéng din PGS.TS Tran

Quang Anh.

Ha Néi, ngay 10 thang 05 nam 2021

Tac gia luan van

Nguyén Vin Hoang



LOI CAM ON

Pé thuc hién va hoan thanh dé tai nghién ctru khoa hoc nay, em da nhan
duoc su hd tro, gitp do cling nhu quan tdm, dong vién tu nhiéu co quan, t6 chuc va
ca nhan.

Nghién ctru khoa hoc cling dugc hoan thanh dya trén su tham khdo, hoc tap
kinh nghiém tir cac két qua nghién ciru lién quan, cac sach, bio chuyén nganh cua
nhiéu tac gid ¢ cac truong Dai hoc, céac td chirc nghién cuu, t6 chuc chinh tri...Pic
biét hon nita 13 sy hop tac clia can bd phong nghién ciru va phat trién cia Trung tdm
cong nghé thong tin — Vién thong Bic Ninh, su gitp d&, tao diéu kién vé vat chat va
tinh than tir phia gia dinh, ban bé va cac dong nghiép.

Trude tién, em xin gii 16i cam on sau sic dén Thay PGS.TS Tran Quang
Anh, nguoi tryc tiép hudng din khoa hoc di luén danh nhiéu thoi gian, cong strc
huéng dan em trong sudt qua trinh thuc hién nghién ctru va hoan thanh dé tai
nghién ctru khoa hoc.

Em xin tran trong cdm on Ban gidm hi€u nha truong, Khoa sau dai hoc va
Quan hé Qudc té cung toan thé cac thiy c6 khoa Cong nghé thong tin, trudng Hoc
Vién Cong ngh¢ Buu Chinh Vién Thong co s¢ I - Ha Noi da tan tinh truyén dat
nhimng kién thirc quy bau, giup d& em trong qué trinh hoc tip va nghién ciru.

Tuy c6 nhiéu ¢ ging, nhung trong dé tai nghién ctru khoa hoc nay khong
tranh khoi nhitng thiéu sot. Em kinh mong Quy thay cd, cac chuyén gia, dong
nghiép va ban bé nhirng ngudi quan tim dén dé tai, tiép tuc c6 nhimg ¥ kién dong
gop, gitp d& dé dé tai duoc hoan thién hon.

Tran trong cam on!

Tac gia

Nguyén Vin Hoang
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MO PAU

Tai Bic Ninh, Vién thong Bic Ninh d3 ty dau tu ha tAng cdp quang va Cac
thiét bi dau cudi, két ndi cap quang tir router cia mang Truyén sb liéu dén 123 diém
két cudi tai cac s, ban, nganh, huyén thudc tinh Bic Ninh; 20 co quan dai dié¢n,
Vin phong Trung wong, Chinh pha, Qudc héi, cic co quan Bo va ngang Bo tai Bic
Ninh va két ndi 1én mang dudng truc quéc gia, v6i tong s6 gan 100km cap quang
cac loai, bao dam cung cip diy du cac dich vu nhu Internet bing rong, hoi nghi
truyén hinh truc tuyén, truyén dit liéu, VOIP cung cac dich vu gié tri gia ting khéc
dat chét luong tdt.

Véi tinh nang uu viét cua mang WAN | tr sau khi dua vao khai thac su
dung, Vién thong Béc Ninh di phdi hop chit ché véi cac don vi lién quan phuc vu
hang tram phién hop cta cac déng chi lanh dao Trung wong voi cac co quan tham
muu gitp viée tai dia phuong, hop truc tuyén cua chinh phu véi lanh dao tinh Béc
Ninh..., phuc vu cac phién hop cta co quan phong chdng lut bio giam nhe thién tai,
bao dam su diéu hanh, chi dao phong chéng lut bdo, gidm nhe thién tai dugc thong
sudt, nhanh chong, kip thoi, chinh xac

Xuat phat tir yéu cau thyc té, Ap dung phin mém quan ly, giam sat chét
luong hoat dong cac dudng truyén mang WAN vao viéc quan 1y, luan vin co tua
dé: “Nghién ciru, img dung CNTT trong nang cao hiéu qua quan 1y hé théng mang
WAN noi tinh”.



CHUONG I: TONG QUAN VE MO HINH UNG DUNG
CNTT TRONG QUAN LY PUONG TRUYEN MANG WAN
NOI TINH
1.1. Giéi thi¢u vé hién trang quan Iy mang WAN tinh Bic Ninh

1.1.1. Lich swr cia mang WAN

Mang WAN di xuét hién tir nhiing ngay dau cta mang dién toan. Mang
WAN dua trén cac dudong day dién thoai chuyén mach va modem, nhung hién nay
céc tly chon két ndi ciing bao gdm nhiing dudng diy thué bao, khong day, MPLS,
Internet bang thong rong va vé tinh.

Khi cong nghé thay doi, toc do truyén tai ciing viy. Modem 2400bps cta
nhimg ngay dau di phat trién thanh két ndi 40Gbps va 100Gbps ngay nay. Nhing
su gia ting téc d6 nay da cho phép nhiéu thiét bi két ndi véi mang hon, tao diéu
kién cho su bung nd cla may tinh, dién thoai, may tinh bang dugc két ndi va cac
thiét bi Internet of Things nho hon.

Ngoai ra, nhitng cai tién vé téc do di cho phép cac tmg dung sir dung luong
bang théng 16n hon c6 thé truyén qua mang WAN véi tde do siéu cao. Dicu nay da
cho phép cac doanh nghiép trién khai nhitng ing dung nhu hop truc tuyén va sao
luu dir li¢u file 16n. Khong ai co thé nghi dén viéc tién hanh mot cudc hop truc
tuyén qua modem 28kbps, nhung gid day nhan vién c6 thé ngdi ¢ nha va tham gia
vao cac cude hop cua cong ty qua video trén toan cau.

Nhiéu lién két WAN dugc cung cap thong qua cac dich vu clia nha cung cap,
trong do6 luu lugng cua khach hang di qua cac co s& dugce chia sé boi nhitng khach
hang khac. Khach hang ciing c6 thé mua cac lién két chuyén dung chi dugc sir dung
cho luu lugng truy cdp cua mot khach hang. Chung thuong dugc sir dung cho cac
tmg dung nhay cam voi do tré hodc can uvu tién hang dau, c6 nhu cau bing thong
cao nhu hop truc tuyén.

Mang WAN sir dung ha ting truyén dan ciia mot nha cung cip dich vu bén
thtr 3, chu yéu 1a cac cong tydién thoai, dé cung cép dich vu két ndi khoang cach xa.
Céu hinh phé bién nhit cia mot mang WAN bao gém cac thanh phan nhu hinh
dudi. Mot thong di€p duoc khaoi tao tir phia khach hang va dugc gui di boi mot thiét
bi goi 1a DTE t6i nha cung cip dich vu mang WAN. Céc thiét bi DCE & vin phong


https://quantrimang.com/internet-of-things-iot-hay-mang-luoi-van-vat-ket-noi-la-gi-131856

trung tdm ctia nha cung cp dich vu s& “day” goi tin tdi mang WAN, sau d6 di qua
c4c thiét bi chuyén mach dé t6i dich. Céc thiét bi tuong tu & phia ddu nhéan sé& két
thac hanh trinh.,

K&t ndi dén Internet téc

/ d6 cao 45Mbps (T3)

WAN
Router
Mach dit liéu téc d6 cao
9.6K/56K/1.5M(T1)/45Mbps
LAN LAN LAN
Router Router Router

/7 I\ /

N

Ethernet (10Mbp/s) hodc
Token Ring (4-16Mbps)

I ol dhe

Hinh 1.1 So' 6 mang WAN dién hinh
Thiét bj dau cudi dit liéu (DTE - Data Terminal Equipment): Thiét bi & phia

1é cua lién két mang WAN c6 chirc ning gui va nhan dir liéu. DTE duoc dat tai vi

tri cia nguoi thué bao, chinh 1a diém két ndi giita mang LAN cua thué bao va mang
WAN cua nha cung cép dich vu. DTE thong thudong 1a mot bd dinh tuyén (router),
nhung trong mot sd truong hop co thé 1a mot may tinh hay mot bo don kénh
(multiplexer). Cac DTE & dau bén nay s€ thuc hién viéc truyén thong voi thiét bi
DTE twong mg & dau bén kia.

Diém ranh giéi (Damarcation Point): Diém két ndi giira duong day dién thoai
ctia cong ty dién thoai véi dudng diy ciia thué bao. Piém ranh gidi con duoc goi 1a
interface mang hay diém hién dién (point of presence). Thong thudng, khach hang
s& chiu trach nhiém cho tat ca cac thiét bi bén trong diém ranh gi6i va cong ty vién
thong s€ chiu trach nhi¢m vé tt ca cac thiét bi & phia bén kia.

Cép nbi ching cudi (Local Loop): Cap ndi tir Piém ranh gidi t6i Vin phong

trung tdm ctia cong ty dién thoai. Thong thuong d6 13 cap dbi xoan (UTP), nhung



cling c6 thé 1a két hop cap d6i xodn, cap soi quang va cac loai phuong tién truyén
dan khéc.

Vin phong trung tdm (Central Office): Tram tong dai gan nhét, ciing 1 diém
cung cdp dich vu mang WAN gin nhét v6i ngudi thué bao. Vin phong trung tim
cung cip diém vaocho cac cudc goi di vao “dam may mang WAN” va cung cip cac
diém ra cho céac cudc goi tu ddm may mang WAN t61 nguoi st dung dién thoai.
Ngoai ra, né con dong vai tro nhu mot diém chuyén mang dé chuyén cac goi dir liéu
t6i cac van phong trung tdm khac. N6 ciing cung cap dong dién mot chiéu 6n dinh
cho hé théng cap ndi chang cudi dé thiét 1ap mach di¢n.

Thiét bj dong mach dir liéu (DCE — Data Circuit-terminating Equipment):
Thiét bi truyén thong v6i ca DTE va dam may mang WAN. DCE thong thuong 1a
mot bo dinh tuyén cta nha cung cap dich vu ¢é chic ning chuyén tiép dit liéu gitra
khach hang va dam may mang WAN.Theo nghia hep, DTE 1a bt cur thiét bi nao
cung cip tin hiéu xung cho DTE. DCE ciing c6 thé 1a mot thiét bi twong tu DTE
(thuong 1a mét b dinh tuyén) ngoai trir moi loai thiét bi déng mot vai tro riéng.

Pam may mang WAN (WAN cloud): Mot loat cac trung ké, tong dai va vin
phong trung tim tao thanh ha tang truyén din cta cong ty dién thoai. N6 duoc thé
hién trong hinh nhu mét ddm may béi vi ¢é ciu trac vat 1y thay doi thuong xuyén
va chi nhitng nguodi c6 trach nhi€ém quan tri mang mai biét dir liéu s& di t6i dau tai
céc tong dai. Pi v6i khach hang, diéu quan trong 1a dit liéu dd dugc chuyén qua
duong day dé toi dich.

Téng dai chuyén mach goi (Packet-switching exchange): Cac tong dai
chuyén mach trén mang chuyén mach géi cua cong ty vién thong. PSE 1a cac diém

trung gian trong ddm may mang WAN.

1.1.2. Cdc logi hinh két néi trong mang WAN

Khi mot thong diép di chuyén qua ddm may mang WAN, cach thic né di
chuyén tir diém nay t6i diém khac trén duong di ctia n6 sé khac nhau phu thudce vao
két ndi vat 1y va giao thirc str dung. Cac két ndi mang WAN thuong dugc phan
thanh nhiing dang sau:
1.1.2.1. Két ndi danh riéng (Dedicated Connection)

bay la két ndi mang tinh thuong truc, két ndi truc tiép mot thiét bi voi mot
thiét bi khac. Két ndi danh riéng c6 tinh 6n dinh va nhanh nhung co thé rat dat.

Thué mét duong day tir nha cung cdp dich vu mang WAN c6 nghia 13 ban phai tra



tién két ndi ngay ca khi ban khong str dung né. Hon nita, bdi vi cac duong diy danh
riéng thiét 1ap két ndi truc tiép chi gitra 2 diém, nén sd duong day can thiét sé ting
theo ham s& mil céc vi tri can két ndi. Vi du, néu ban mudn két ndi 2 vi tri, ban can
mot dudng ddy nhung mudn két ndi 4 vi tri ban sé& can t6i 6 duong day.
Céc dic trung cua két ndi danh riéng:

Ludn ludn sin co

Str dung dudng day nguoi thué bao thué caa nha cung cap dich vu mang

WAN

Dit hon so v&i cac giai phap mang WAN khéc

Sir dung cac két ndi riéng biét giira cac diém

Str dung két ndi danh riéng khi:
C6 luu luong cao dit liéu luan chuyén qua mang LAN
Can két nbi thuong xuyén
Co it dja diém can két ndi véi nhau

1.1.2.2. Mang chuyén mach (circuit- switched network)
Mang chuyén mach cho ban mot giai phap thay thé déi voi dudng thué riéng
(két nbi danh riéng), cho phép ban sir dung cic duong diy dung chung. Mang
chuyén mach 1am viéc hai chiéu, cho phép thiét 1ap ca cac két ndi quay sb vao (dial-
in) va quay s ra (dial-out).
Khi ban sir dung mang chuyén mach:
May tinh giri dit liéu quay sé vao duong day va két ndi duoc thiét 1ap
May tinh nhan dix liéu gtri xac nhan va khoa duong day
May tinh giri dit liéu truyén dix liéu qua két néi duoc thiét lap
Sau khi hoan tat viéc truyén dir liéu, két ndi duoc giai phong cho nhiing
nguoi st dung khac

Mang chuyén mach sir dung cdc mach do chuyén mach (SVC — switched
virtual circuit). Mot duong truyén dit liéu danh riéng duoc thiét 1ap khi bat dau qua
trinh truyén thong nhd mot loat cac bo chuyén mach dién tir. Con duong riéng nay
s& con cho t&i khi két thiic qua trinh truyén thong).

H¢ théng dién thoai cong cong la mdt mang chuyén mach. Khi ban thuc hién
mot cude goi, PSTN st dung cac bd chuyén mach dé tao ra mot két nbi vat 1y, truc

tiép va danh riéng cho suot thoi gian dién ra cude goi. Khi ban ngung cudc goi, cac



bd chuyén mach giai phong dudng diy cho nhimg ngudi st dung khac. Cac may
tinh két ndi qua mang lam viéc theo cach thirc trong tir nhu vay. Khi may tinh quay
sb6 vao mang, trudc tién con dudng qua mang duogc thiét 1ap dé sau d6 dir liéu sé&
duoc chuyén qua con duong danh riéng tam thoi ndy.
1.1.2.3. Mang chuyén mach géi (packet-swiched)

Mang chuyén goi khong yéu cau mot dudng thué riéng hay duong danh riéng
tam thoi. Thay vao d6, dudng di cua thong diép duoc thiét 1ap mot cach co dong khi
dir liéu chuyén qua mang. Két ndi chuyén mach géi 1a két ndi thuong xuyén bat.
Diéu d6 c6 nghia 1a ban khong can quan tim t6i viée thiét 1ap két ndi hay giir riéng
duong day. Mdi goi tin bao gdm ca thong tin can thiét dé toi dich.

Mang chuyén mach goi c6 nhiing dic trung sau déy:

Thong diép dugc chia thanh nhirng don vi nho, goi la goi

Cac goi duoc chuyén doc 1ap qua lien mang (c6 thé theo nhitng con
duong khac nhau)

Cac goi duoc sap xép lai theo thir ty ban dau tai noi nhan

Thiét bi gui va thiét bi nhan mac dinh xem két néi 1a thuong truc (khéng
can quay sd)

Mang chuyén mach géi sir dung cac mach ao thudng tryc (PVC- permanent
virtual circuit). Mac da PVC gidng nhu két ndi danh riéng, truc tiép, con duong mdi

g6i tin di trong lién mang c6 thé khac nhau.

1.1.3. Cac dich vu mang dién rong
1.1.3.1. PSTN
Mang dién thoai chuyén mach céng cong 1a mang ldu doi nhat va c6 qui md

16n nhét 6 thé sir dung cho truyén thong mang WAN. Cac dic trung ciia PSTN bao
gom:

Day 1a mang chuyén mach, c6 pham vi toan cau

Giao dién v6i PSTN 1a tuwong tu, Vi vay cac may tinh st dung modem dé

két ndi véi PSTN

Téc d6 trén PSTN thudng bi gidi han & ngudng 56 Kbit/s

C6 thé sir dung PSTN khi ¢6 nhu cau (on demand) hay thué mot mach

riéng



1.1.3.2. Buong thué riéng (Leased Line)

D61 voi mot sd cong ty, loi ich ctia mot duong thué riéng cé thé cao hon rat
nhiéu so v6i chi phi phai bo ra. Pudng thué riéng 13 dudng doc 14p va c6 tde do cao
hon so voi dudng PSTN thong thudng. Tuy nhién né kha dat nén thuong chi ¢6 cac
cong ty 16n sir dung. Cac dic trung khac ctia dudng thué riéng bao gom:

Cung cap két ndi thuong xuyén, chét luong 6n dinh
C6 thé bo thém chi phi dé nang cap duong thué riéng

1.1.3.3. X.25

X.25 ra doi vao nhitng nam 1970. Muc dich ban dau cua no 1a két ndi cac
may chii 16n (mainframe) voi cdc may tram (terminal) & xa. Uu diém ciia X.25 so
v6i cac giai phap mang WAN khac 13 n6 c6 co ché kiém tra 16i tich hop sdn. Chon
X.25 néu ban phai st dung duong day twong tu hay chit luong dudng diy khong
Cao.

X.25 1a chuan ctia ITU-T cho truyén thong qua mang WAN sur dung k¥ thuat
chuyén mach goi qua mang dién thoai. Thuat ngr X.25 cling con dugc st dung cho
nhing giao thirc thudc Lép vat 1y va Lop lién két dir liéu dé tao ra mang X.25. Theo
thiét ké ban dau, X.25 sir dung duong diy twong tu dé tao nén mdt mang chuyén
mach goi, mic du mang X.25 ciing c6 thé dugc xay dung trén co sé mot mang sb.
Hién nay, giao thirc X.25 12 mot bo cac qui tic xac dinh cach thirc thiét 1ap va duy
tri két ndi gitta cac DTE va DCE trong mot mang dir liéu cong cong (PDN — public
data network). N6 qui dich cac thiét bi DTE/DCE va PSE (Packet-swiching
exchange) sé truyén dir liéu nhu thé nao.

Tra phi thué bao khi str dung mang X.25

Khi sir dung mang X.25, ban c6 thé tao két ndi t6i PDN qua mot duong
day danh riéng

Mang X.25 hoat dong & téc do 64 Kbit/s (trén dudng tuong tu)

Kich thudc goi tin (goi la frame) trong mang X.25 khong cé dinh

Giao thirc X.25 ¢6 co ché kiém tra va sta 13i rit manh nén n6 c6 thé lam
viéc tuong d6i on dinh trén hé thong duong day dién thoai twong tu cO
chét luong thap

X.25 hién dang dugc str dung rong rai ¢ nhiéu nuéc trén thé gisi noi cac
mang sb chua pho bién ciing nhu chit lvgng dudng day con thap



1.1.3.4. Frame Relay
Frame Relay hiéu qua hon so v&i X.25 va dang dan dan thay thé chuan nay.
Khi st dung Frame Relay, ban tra phi thué dudng day t6i node gan nhét trén mang
Frame Relay. Ban guri dit li¢u qua duong day cua ban va mang Frame Relay s€ dinh
tuyén no toi node gan nhat v6i noi nhan va chuyén dir liéu xudng duong day cia
nguoi nhan. Frame Relay nhanh hon so vdi X.25
Frame Relay 12 mot chuan cho truyén thong trongmang WAN chuyén mach
g6i qua cac duong diy sb chét luong cao. Mot mang Frame Relay c6 cac dic trung
Sau:
C6 nhiéu diém tuwong tu nhu khi trién khai mot mang X.25
C6 co ché kiém tra 16i nhung khong c¢6 co ché khac phuc 15i
Téc do truyén dix liéu co thé Ién toi 1.54 Mbit/s
Cho phép nhiéu kich thudc gai tin khac nhau
C6 thé két ndi nhu mot két ndi duong truc téi mang LAN
C6 thé trién khai qua nhiéu loai dudng két ndi khéac nhau (56K, T-1, T-3)
Hoat dong tai Lp Vat Iy va Lép Lién két dix liéu trong mé hinh OSI.

Khi dang ky str dung dich vu Frame Relay dugc cam két vé& muc dich vu goi
1a CIR (Committed Information Rate). CIR 1a toc do truyén dit liéu t6i da dugc cam
két nhan duoc trén mot mang Frame Relay. Tuy nhién, khi luu luong trén mang
thap, co thé giri dir liéu & tdc d6 nhanh hon CIR. Khi lvu luong trén mang cao, wu
tién s€ danh cho nhiing khach hang c6 mirc CIR cao.
1.1.3.5. ISDN (Intergrated Services Digital Network)

Mot trong nhitng muyc dich ciia ISDN 1a cung cap kha niang truy nhap mang
WAN cho céc ho gia dinh va doanh nghiép sir dung duong cap dong dién thoai. Vi
1y do d6, cac ké hoach trién khai ISDN dau tién da dé xuét thay thé cac duong day
tuong ty dang c6 bang duong day so. Hién nay, viéc chuyén doi tir twong tu sang s6
dang dién ra manh mé trén thé gidi. ISDN cai thién hi¢u nang van hanh so voi
phuong phap truy nhap mang WAN qua duong quay sb va c6 chi phi thap hon so
v6i Frame Relay.

ISDN dinh ra céc tiéu chuan cho viéc sir dung duong day dién thoai tuong tu
cho ca viéc truyén dit liéu sb cling nhu truyén dir li€u tuong tu. Cac dac diém cua
ISDN la:

Cho phép phat quang ba nhiéu kiéu dit liéu (thoai, video, d6 hoa...)



Toc d6 truyén dix liéu va téc do két ndi cao hon so véi két ndi quay sb
truyén thong
1.1.3.6. ATM

ATM (Asynchronous Transfer Mode — Ché d¢ truyén khong dong bd) 13 hé
théng chuyén mach géi tién tién, co6 thé truyén dong thoi di liéu, 4m thanh va hinh
anh sb hoa trén ca mang LAN va mang WAN.

Pay 1a mot trong nhitng phuong phap két néi mang WAN nhanh nhat hién
nay, toc do dat tir 155 Mbit/s dén 622 Mbit/s. Trén thuc té, theo 1y thuyét né c6 thé
hd tro tbe d6 cao hon kha ning hién thoi cua cac phuong tién truyén dan hién nay.
Tuy nhién, toc d6 cao c6 nghia 13 chi phi ciing cao hon, ATM dit hon nhiéu so véi
ISDN, X25 hoic FrameRelay. Cac dic trung cia ATM bao gdm:

Str dung g6i dit ligu (cell) nho, c6 kich thudc ¢ dinh (53 byte), d& xu ly
hon so véi cac goi dir lidu co kich thude thay doi trong X.25 va Frame
Relay.

Téc do truyén dix liéu cao, theo ly thuyét co thé dat 1,2 Gbit/s

Chat luong cao, d6 nhiéu thap nén gan nhu khong can dén viéc kiém tra
15i

C6 thé sir dung véi nhiéu phuong tién truyén dan vat ly khac nhau (cép
ddng truc, cap day xoan, cap soi quang)

CG thé truyén ddng thoi nhiéu loai dit liéu

1.1.4. Hi¢n trang qudn Iy mang WAN tai Tinh Béic Ninh
Hién nay Vién thong Bac Ninh di trién khai mang Wan ndi tinh két ndi tir

168 diém tai cac so, ban nganh, huyén thudc Tinh Béc Ninh; 20 co quan dai dién,
Vin phong Trung wong, Chinh pha, Qudc hoi, cic co quan Bo va ngang Bo tai Bic
Ninh vé Trung tdm tich hop dir liéu

Theo phé duyét caa UBND tinh, Vién Thong Bic Ninh di xdy dung 116
diém va khu vuc song Wifi nham phuc vu nhu cau truy cap théng tin qua Internet
khong day thuan lgi cho co quan, td chirc, nha dau tu, nguoi dan, du khach, vv... tap
trung Vao nhiing vi tri trung tdm, noi tap trung cac co quan, cong so, diém cong
cong tap trung dong nguoi, nhitng vi tri ¢ dong khach du lich, cac diém tham quan,
vv... trong thanh phd Bac Ninh. Cac khu vuc ngoai troi thude cac co quan, don vi
ciia Pang va Nha nuéc thudc tinh, thanh phd va mot s khu vuc cong cong duoc

mién phi 100%. Cac diém con lai phuc vu nguoi ding thé nham dap ing nhu cau
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truy cép thong tin qua Internet khong day thudn loi cho co quan, t6 chirc, nha dau
tu, nguoi dan, du khach.

Tinh Bic Ninh 12 mot trong nhiing tinh trién khai xdy dung mé hinh thanh
phé thong minh dau tién. Mot thanh phd dugc danh gia, cong nhan 14 thanh phd
thdng minh (TPTM) thong qua biéu hién trén 6 linh vuc ¢t 16i: nén kinh té thong
minh, dich chuyén théng minh, méi trudng thong minh, quan tri thong minh, cu dan
thong minh va cudc séng thong minh. Co s& sy thong minh cia timg linh vuc cdt 16
déu dua trén tmg dung cong nghé thong tin va truyén thong.

Trong giai doan tir nay dén nam 2022, tinh Bic Ninh tip trung vao nhing
linh vuc trong yéu phuc vu ngudi dan va doanh nghiép nhu: Linh vyuc thong tin va
truyén thong véi cac nhiém vu trong tdm 13 hoan thanh viéc xay dung chinh quyén
dién tir tinh Bic Ninh; hoan thién cé s ha téng ky thuat cho TPTM; trién khai cac
cam bién va cac thiét bi két ndi; xay dung Trung tdm diéu hanh cho TPTM... Pay
1a linh vyc nén tang, 13 co s& dé cac nganh, linh vuc khéc trién khai xay dung
TPTM. Linh vuc y té: Nang cao stic khoe cong dong théng qua viéc nang cao cong
tac cham soc stc khoe ban dau, déy manh cong tac v¢ sinh an toan thuc phém, ngan
ngira thuc pham ban, nang cao cong tac kham chita bénh véi viée trién khai cac ki
thuat chuyén sau ngang tdm qudc té. Linh vuc gido duc: Pay manh phat trién ning
lyc toan dién cia hoc sinh, sinh vién, gbp phén nang cao chi $6 phat trién con nguoi
ctia tinh, dép (mg ngudn nhéan lyc chit luong cao, dam bao co cdu hop 1y nganh
nghé va trinh d§ trong cac linh vuc dé phuc vu phat trién kinh té - xa hoi cta tinh.
Linh vuc an ninh trat tu: Tang cudng giam sat an ninh cho cdc don vi, cic cong
trinh trong yéu (nha mdy san xuat, cong trinh thiét yéu, khu vui choi, giai tri,...)
nham xay dyng Bac Ninh 1a mot thanh ph an toan d6i voi nguoi dan va du khéach.
Linh vyc tai nguyén moéi truong: Giam sat hoat dong xtr Iy moi truong, thu gom,
van chuyén chat thai trén dia ban tinh chit ché, giup ngin ngira nguy co 6 nhiém tir
cac nha may, lang nghé trén dia ban tinh. Tir d6 nang cao chit luong méi trudng
song cua tinh Bic Ninh.

Hién tai VNPT céc tinh thanh ciing c6 mot sé phin mém giam sat tuong tu,
tuy nhién con rat nhiéu 16i va khé khin trong viéc van hanh trao doi, chua lam chu
duogc cong nghé

1.1.4.1 Ha tang CNTT
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Trung tam tich hop dir liéu di dugc dau tu toan bd co sé ha tang vat 1y, hé
théng may chu, phan mém dam may, hé théng luu trit tap trung, hé thong kho dir
lidu tap trung, cac thiét bi mang, thiét bi bao mat. Toan b cac may chii, cic hé
théng thong tin chuyén nganh cua cic s, ban, nganh s& duoc di chuyén vé trung
tam dit liéu thanh phd thong minh dé quan 1y tap trung va giam thiéu chi phi quan ly
van hanh trang thiét bi cong nghé thong tin cling nhu rui ro trong vin dé an toan
thong tin.
1.1.4.2. Hé thong camera giam sat

P4 trién khai thi diém dyu an lép dat hé théng camera giam sat trén dia ban
thanh phé Bic Ninh l1am co so dé trién khai di 4n camera giam sat dung chung cho
cac co quan. SO Thong tin va Truyén thong trién khai lip dit duoc hon 280 camera
giam sat va giao thdng tai cac co so trong yéu trén dja ban thanh phd Bac Ninh va
cac nat giao théng quan trong. hé théng camera da va dang phat huy hiéu qua tich
cuc 13 rét, gop phan tich cuc trong cong tac bao dam an ninh trat ty va an toan giao
thong trén dia ban
1.1.4.3. Trung tim diéu hanh théng minh

Dy 4n vé linh vuc thanh phé an toan, giao thong théng minh, moi trudng
thong minh dang duoc cic nganh nghién ctru va trién khai. Theo mé hinh kién trac
hé thdng tmg dung coéng nghé thong tin cua Bac Ninh, dir liéu thu nhap tir hé théng
cam biét, hé théng camera, cac thiét bi IoT s& duoc truyén vé luu try tai trung tam
dir liéu thanh phé thong minh. Tai day dir liéu sé tiép tuc dugc phan tich va dua ra
cac du bao, canh bao cho chinh quyén ciing nhu ngudi dan cia thanh phd

bé hé théng hoat dong hi¢u qua thi mang truyén dir liéu Wan noi tinh tir hé
thong camera, cam bién, cac thiét bi IoT vé trung tam dir liéu thanh phé thong minh
1a v cing quan trong. Mang truyén s liéu Wan noi tinh theo mé hinh phén cap
dam bao tinh san sang, kha nang bao mat, tinh linh hoat, c6 kha ning mo rong trong
tuong lai va xay dyng phdn mém dé quan 1y, gidm sat toan bo hoat dong ciia mang
truyén so liéu.

Theo quyét dinh sd 3625/UBND-XDCB ngay 05/12/2016 cia Chu tich
UBND tinh Béc Ninh vé viéc xay dung hé théng mang Wan ndi tinh dam bao mét
cach dong bo. Viéc dau tu gan véi cong tac dio tao, tip hudn chuyén giao, khai thac
va su dung; déng thoi tang cuong an toan, an ninh mang, an toan dir li€u, tirng budc

déap (mg yéu cau trién khai ha ting thong tin ctia toan Tinh.
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Mang truyén s6 liéu Wan ndi tinh hién c6 162 mang cuc bo (LAN) tong c6
khoang hon 2000 may tram, hon 1000 méay xach tay (Binh quin: & cip so ban
nganh, huyén trd 1én mdi can bd c¢6 1 mdy tinh; cip xa, phudng, thi trin: 2 can bo/1
may tinh). Mang truyén s liéu chuyén dung Wan ndi tinh da duoc trién khai dén
100% cac s& ban nghanh, huyén thi va phan 16n cac x3 phudng, thi trin dé két nbi
tryc tiép dén cac ing dung Cong nghé thong tin tai Trung tdm tich hop dir liéu cta
tinh dam bao an toan, bao mat cho viéc truyén dtr liéu, van ban dién tir cua cac co
quan Nha nudc. Hé thong trang thiét bi phan cimg, phan mém phuc vu cho Trung
tam Hanh chinh cong tinh Bac Ninh hoat dong 6n dinh, thong suét dam bao phuc vu
kip thoi cho céc td chire, cong dan dén thyuc hién cac giao dich ddi véi co quan nha
nudc, phu vu kip thoi su chi dao diéu hanh ctia UBND tinh.
1.1.4.4. Ung dung CNTT

Céc ung dung cong nghé thong tin duoc cai dat tai trung tdm tich hop dir liéu
cta tinh dé cac co quan c6 thé sir dung thong qua mang truyén sd liéu Wan ndi tinh
dam bao an toan thong tin

a) Thu dién tur

Thu dién tor dugc st dung rong rai trong mang may tinh ndi bd cia hau hét
cac co quan. Ngoai ra, cic co quan con st dung thu dién tir trén Internet dé trao doi
cac van ban khong mat giira cic co quan voi cac co quan nha nudc va cac to chirc
chinh tri - xa hoi.

b) Giri nhan van ban dién tir

Viéc tmg dung phan mém hé théng thong tin diéu hanh tic nghiép di dugc
thuc hién va di tré 18 16i 1am viéc & hau hét cac co quan, nhét 1a & Van phong
UBND Tinh; thuc hién xtr 1y van ban theo quy trinh khép kin trén mang; giam dugc
30-50% lugng gidy to. 100% cac co quan thuong xuyén thyc hién giri, nhan van ban
trén mang truyén s6 liéu Wan noi tinh. Bén canh viéc quan ly, xu 1y, trao ddi van
ban hién hanh trén mang may tinh ndi b, nhiéu co quan da l[am tdt viéc nhép, quan
1y va tirng budc phuc vu khai thac van ban, tai li€u luu trir, xay dung va tich hgp co
s& dur liéu va co so dir liéu.

c) Trang thong tin dién tir ndi bd

Trang thong tin dién tir cia UBND Tinh Bac Ninh dugc két nbi vao mang
truyén s6 liéu Wan, dang thuc sy tré thanh kénh thong tin hitu hi¢u tuyén truyén,

phd bién duong 16i, chi truong, nghi quyét, chi thi cia Pang, Nha nudc dén moi
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tang 10p nhan dén, ciing nhu tiép thu cac ¥ kién gop y, phan anh, khiéu nai ctia nhan
dan; d4u tranh phan bac céac thong tin sai trai, thu dich cua cac thé luc phan dong vé
Pang, duong 161, chu truong ctua Pang, vé can bd, dang vién, chdng pha cong cudc
xay dung va bdo v¢ dat nude duédi su lanh dao cua Dang.

banh gia quy trinh nghi¢p vu dugc tin hoc hoa trong quan 1y

Ttr sau khi dwa mang Wan ndi tinh vao khai thac st dung, Vién thong Bic
Ninh d3 phdi hop chit ché véi cac don vi lién quan phuc vy hang trim phién hop
ctia cac dong chi lanh dao Trung wong véi cac co quan tham muu giup viée tai dia
phuong, hop truc tuyén cia chinh phu véi lanh dao tinh Bac Ninh. .., phuc vu céc
phién hop ciia co quan phong chéng lut bdo giam nhe thién tai, bao dam su diéu
hanh, chi dao phong chéng lut bdo, giam nhe thién tai duoc théng sudt, nhanh
chong, kip thoi, chinh xac. ..

Tinh Bac Ninh 12 mét tinh cong nghiép trong diém kinh té Bac b, noi tap
trung nhiéu KCN 16n cta nudc ngoai, nén viée tng dung cong nghé thong tin vao
cai cach hanh chinh 13 wu tién hang dau cua lanh dao tinh, nham nang cao chat
luong quan 1y, ciing nhu giai quyét nhanh chong céc thu tuc hanh chinh cho nguoi
dan va cac doanh nghiép trén dia ban tinh. Nay, vdi su hd trg cta mang WAN, su
phuc vu ctia chinh quyén cac cap tai tinh Bic Ninh ddi voi ngudi dan da duoc rat
ngén va trd nén thuén loi hon rt nhiu. Viéc dua vao sir dung mang WAN tai cac
co quan Pang va Nha nudc tai tinh Bic Ninh d3 gop phan vao su da dang hoa cac
loai hinh dich vu trén dia ban tinh, dap ing nhu cau thong tin lién lac ngay cang
ting ctia xd hoi. Véi mang WAN nay, cac cip lanh dao va cac so, ban, nganh,
huyén... c6 moi truong trao doi thong tin thuan loi, nhanh chéng, dac biét tao ra
nhiéu co hoi trong qué trinh hoi nhap, phat trién, déng gop tich cuc hon nita vao
cong cudc xay dung va phat trién kinh té - xa hoi tai Bac Ninh
1.2 M6 hinh quan ly thong tin dwong truyén WAN

Thong qua viéc tim hiéu va phan tich hién trang duong truyén Wan va Wifi
chua c6 hé théng phﬁn mém quan ly, giam sat tap trung. Moi su cd, diéu hanh xur ly,
tong hop bao cao va cac thong tin dudng truyén van quan 1y thi cong. Khong theo
ddi duogc truc tiép cac su c¢b cua dudng truyén mang Wan va Wifi ma phai cho cac
don vi st dung bao su ¢ va viéce tra clru cac thong tin vé duong truyén rat mat thoi
gian gay khé khin trong viéc xtr 1y sy ¢6 anh huéng dén hoat dong Chinh tri, Vin
hoéa KTXH cua tinh
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Nghién ctru, danh gia hién trang quan 1y giam sat cac dudng truyén mang
Wan va Wifi. Tir d6 dé xuat giai phap ung dung CNTT trong viéc ning cao chat
luong quan 1y giam sat cac duong truyén mang Wan va Wifi Bac Ninh, dam bao
yéu cau thong tin lién lac thong sudt 24 gio/ngdy va 7 ngay/tudn, phuc vu tét cac
hoat dong Chinh tri, Van hoa & KTXH hang ngay cua tinh. Hién tai tinh c6 168
duong truyén Wan va 116 thiét bi Wifi ma chua c6 phﬁn mém giam sat toan bg hoat
dong.

Xay dung bd quy trinh hoan chinh vé vai trd chirc ning nhiém vu ciia cac don
vi, b0 phan lién quan trong vi¢c khai thac, quan ly va van hanh mdt cach hiéu qua.

Mdi dau cudi nguoi dung s& duoc cap user/pass, dugc phan quyén theo chirc
nang nhiém vy dé dang nhap va khai thac cac chirc ning ctia phan mém.

Quy trinh béo hong duong truyén Wan va Wifi

BAO
HONG
GLAQ NGUTI BAQ CAD BAO CAD TIEN
XKULY NGUYEN NHAN BOXULY

NGHIEM THU

KET THUC

Hinh 1.2 Quy trinh bao héng trong mang WAN
Chtrc nang, nghiép vu trong quan 1y duong truyén Wan, Wifi

STT Nguwoi sir dung Vai tro

Nhom nghi€p vu sir dung

1 | Chuyén vién cac don vi su - Bao hong duong truyén Wan, Wifi
dung duong truyén Wan - Theo doi trang thai, luu lugng duong
truyén cta don vi

Theo do1 nguyén nhan sy c6 cua don vi
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Theo dbi tién d6 va két qua xir 1y coa

don vi
2 | Chuyén vién S Thong tin - Tao mai, cap nhat thong tin duong
va Truyén Thong truyén Wan, Wifi

Theo ddi giam sat, kiém tra trang thai,
lwu lwong dudng truyén Wan, Wifi cia
tat ca cac don vi

Theo ddi nguyén nhéan su cb cia tat ca
don vi

Theo dbi tién do va két qua xur 1y cua tat
ca don vi

Xem céc bao cao

3 | Nhan vién van hanh mang | - Tao mdi, cap nhat thong tin duong

ciia VNPT Bic Ninh truyén Wan, Wifi

Theo doi1 giam sat trang thai, kiém tra luu
luong dudng truyén Wan, Wifi cta tat ca
cac don vi

Cap nhan nguyén nhan su cb cia tat ca
don vi

Cap nhén tién do va két qua xur 1y cta tat
ca don vi

Xem cac bao cao

Nhém sir dung cip quan tri hé thong

4 | Quan tri h¢ théng Quan tri tai khoan, phan quyén, lich sur truy

cap, sao luu, ...

1.3 Tém tit chwong I

Chuong I dé cap dén kién triic mang, cac thanh phan co ban clia mang. Bén
canh d6 chuong I cling dé cap dén hién trang, mo hinh quan Iy mang WAN cua tai
Tinh Béc Ninh, qua d6 lam tién dé cho viéc xay dung va thiét ké phdn mém quan 1y

mang WAN tai Tinh s€ dugc dé cap dén & chuong I1
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CHUONG II: CAC PHUONG PHAP QUAN LY, GIAM SAT
MANG
2.1 Giéi thiéu vé cac md hinh quéan Iy mang
2.1.1 Qudn ly hién:

Néu h¢ thong quan ly dugc con nguoi khoi tao va quan ly, phuong phap
quan ly mang nay dugc goi la quan 1y hién. Ngudi quan 1y sé khoi tao qué trinh va
thue hién quan 1y trong sudt thoi gian quan 1y, c¢6 thé c6 mot sd chic nang ty dong
hd trg cho cong tac quan 1y ciia nguoi didu hanh hé thong nhung van dugc coi la
phuong phap quan Iy hién. Mot vu diém cua phuong phap quan 1y hién 1a khong
can thiét phai thiét ké chi tiét cac chirc ning quan 1y trong giai doan thiét ké hé
thdng, cac van dé thuc té s& dugc ngudi diéu hanh ra quyét dinh tuy thude vao cac
muc tiéu va diéu kién cy thé trong qua trinh khai thac. Nhu vdy, tién trinh thiét ké
hé thdng s& giam bst do phuc tap va thoi gian. Quan 1y hién hitu dung trong viée
giai quyét cac van dé khong mong mudn xay ra trong qué trinh hoat dong thuc té
ctia hé thong, ddng thoi yéu ciu cac giai phap tot nhat duoc dua ra tir phia nguoi
diéu hanh. Quan 1y hién rat phu hop véi chirc ning quan 1y 16i. Nhuoc diém cua
quan 1y hién 14 bi gi6i han kha ning xtr 1y va sé luong 16i tir chinh nguoi diéu hanh
hé thong. Mic du giam b6t duoc chi phi trong khau thiét ké hé théng nhung lai 1am
tang chi phi cta giai doan diéu hanh hé thng.

Qudn Iy dn: Khi hé thdng tu khoi tao va diéu hanh, phuong phap quan li
nay dugc goi l1a quan li an, tit ca cac chuc nang quan li dugc thuc hién boi céac
module phan ctng va phan mém mot cach tu dong. Sy khac biét v6i phuong phap
quan 1i hién 1a & phuong phap thi hanh. V& mat nguyén tic, hoan toan co thé thuc
hién hai phuong phap quan li trong cting mot hé théng. Vi cac hé thong thong
minh va hé théng chuyén gia hd tro cho phuong phap quan li an, ranh gidi gitta hai
phuong phap quan li dugc thu hep lai. Mot sé van dé 16i can phai duoc giai quyét

bang ca hai phuong phap dong thoi trong ca qué trinh phat hién va stra 16i.
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Trong giai doan thiét ké va diéu khién, cac chirc ning quan li mang duoc
nhin nhan duéi cac gdc do khac nhau. Khi giai doan van hanh hé théng dugc bét
dau, nguoi
su dung va nha quan tri mang phan bi¢t cac chirc nang nguyén thuy va cac chuc
nang quan 1i nham Iya chon phuong phap quan li theo thuc té.

2.1.2 Quadn li tdp trung

Trong tiép can nay chi c6 mot thiét bi quan li thu nhan cac thong tin va diéu
khién toan bo cac thuc thé mang, vi du cac thong tin lién quan téi cac tng dung
duoc luu trir tai mot hé théng quan li don nhu chi ra trén hinh 1.4. Céc chuc nang
quan li dugc thuc hién boi manager (thiét bi quan 1i), kha niang cta hé théng phu
thudc rat 16n vao mirc d6 thong minh ciia manager. Kién tric nay thuong duoc sir
dung rat nhiéu trong mang hién nay, nhit 1a v6i cdac mo hinh doanh nghiép c6 ha
tAng mang riéng va c6 trung tim quan tri mang.

Pé quan 1i diéu hanh cac chirc ning so cip, agent dugc dit vao cac hé thong
bi quan li dé thuc hién cac chuc nang so cép nham hd tro cac chirc nang khéi tao,
giam sat va stra doi cac hanh vi ctia chtrc ning so cap. So véi cac chic ning thudce
manager, chirc ning Agent thuong rat don gian, thong tin trao ddi tir manager t6i
cac agent thong qua cac giao thirc thong tin quan li nhu giao thirc quan li mang don
gian SNMP va giao thtrc thong tin quan 1i chung va dich vu thong tin quan li chung
CMIS/CMIP, cac giao thic nay s& dugc thao luan chi tiét trong chuong 2. Hé thong
quan li tap trung thuong dit trong mot tram lam viéc, néu manage 16i hoic hong thi
toan bo hé thong quan i s& bi té 1iét, néu 16i chi xay ra trong mot phan mang, thi
mot s6 phan tir mang trong ving mang 13i s& khong dugc quan li. Thém vao d6, hé
théng quan i tip trung rat kho mé rong vi mirc do phuc tap cta hé théng ting 1én

rat nhanh.

2.1.3 Qudn Ili phén cdp
Hé thong duoc chia thanh cac ving tuy theo nhiém vu quan 1i tao ra mot hé
théng phan cdp quan li. Trung tAm xir 1y dit tai gbc cia cdy phan cép, va cac hé

thong phan tan duoc dit tai cac nhanh cua cdy. Hé thong xur 1y trung tdm truy nhap
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t&i tat ca cac hé théng nhanh va chi ra cdc nhiém vu phan tan cua nhanh. Kién trac
phan cap sir dung khai niém quan 1i ctia quan li va quan 1i theo ving. M&i mot hé
théng quan li vung chiu trach nhiém quan li trong chinh vung d6 va khong lién quan
td1 cac vung khac.

Trong kién tric phan cip, khong co cac thong tin trao ddi truc tiép giita cac
manager vung. Kién trac ndy rat dé mo rong theo ca chiéu rong 1an chiéu sau cta
cdy phan cip
2.1.4 Qudn li phdn tan

H¢ thong quan 1i phan tan con goi 1a hé thong quan 1i ngang cap va khong co
hé thong trung tam. Cac khdi quan li da chirc nang chiu tranh nhiém trén timg ving
mang va trao d6i thong tin t6i cac hé thong quan 1i khic qua cac giao thic ngang
cip. Céc thiét bi quan i sin sang dua ra cac quyét dinh dbi véi cac chirc ning co sd.
Bang cach quan li phan tan téi cac tram lam viéc trén toan mang, cong tac quan li
mang ting do tin cdy va hiéu ning hé thong trong khi gia truyén thong va tinh toan
giam xudng. TAt ca cac hé théng quan 1i déu thuc hién cting mét kiéu chirc ning co
sO va tuong duong nhau

2.1.5 Phwong phap qudn li lai ghép
Kién triic quan li mang hybrid st dung phuong phap quan 1i gdm: cac thanh

phan quan li trén timg ving va quan li cac quan 1i MOM (Manage Of Manager).
Trén nguyén tac phan cip va mdi quan hé giita cac thanh phan quan 1i ving, thanh
phan quan li vang c6 thé thuc hién nhiém vu quan 1i chéo gitta cac ving. Vi vdy, mo
hinh lai ghép rat thich hop v&i méi trudng cé tinh bién dong 16n do dic tinh mém
déo cua mo hinh nay.
2.1.6 Qudn Ii hwdng déi twong

Muc ti€u cua quan li hudng doi tugng tap trung vao giai quyet cac van dé dac
biét trong quan li tdi nguyén phan tin nhim tao ra mot hé théng quan 1i mang mo
chung d6i véi cac ngudn tai nguyén.

Trong mé hinh thong tin, thuat ngir “déi tugng quan 1i” duoc sir dung nham

triru twong hod cac ngudn tai nguyén vat li va logic cia thanh phan quéan li va bi
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quan li. Viéc truy nhap dén cac ngudn tai nguyén bi quan li phai thong qua cac ddi
tuong quan li va dai dién quan li.

2.1.7 Quén Ii tich hop

Tiép can quan li tich hop dua trén t6 hop ciia quan li phan cap, phan tan va
quan li huéng ddi twong bang cach ap dung kién trac CORBA (Common Object
Request Broken Archictecture). Kién tric CORBA gia thiét cac tap ddi twong phan
mém dugc phin tan trong cic thuc thé c6 kha ning ty didu khién va két hop véi
nhau dé giai quyét cac 15i trong hé théng. Cac d6i twong nay duoc xur 1y qua cac
ngdn ngir huéng ddi twong (vi du nhu Smalltalk, C++ hoidc JAVA). Tap d6i tuong
phan mém truyén théng voi nhau thong qua cac cong nghé phan tan nhu CORBA
hodac méi truong ngoén ngir mé OLE (Open Language Environment).

Két luan: Dé pht hop v6i nhu cau thue té cua dé tai, muc tiéu quan sat canh
bao va cac sy kién mang tir mot vi tri, dé tai 4p dung mé hinh quan 1y tap trung dé
giam sét hé thong
2.2 Gi6i thiéu vé phwong thirc giam sat Poll va Alert

Pay 1a hai phuong thirc co ban ciia cac k¥ thuat giam sat hé thong, nhiéu
phan mém va giao thirc dugc xdy dung dua trén hai phuong thirc nay, trong d6 co
SNMP. Viéc hiéu rd hoat dong cua Poll & Alert va wu nhuoc diém cua ching s&
gitip chiing ta dé dang tim hiéu nguyén tic hoat dong cia cac giao thirc hay phan
mém giam sat. Hodc néu mudn tu phat trién mot co ché giam sat cua riéng minh thi
n6 cling 13 co s& dé gitp ching ta xay dung mot nguyén tic hoat dong dung dan.

2.2.1 Phwong thirc Poll
Nguyén tic hoat dong: Trung tAm giam sat (manager) s& thuong xuyén hoi

thong tin cua thiét bi can giam sat (device). Néu Manager khong hoi thi Device
khong tra 16i, néu Manager héi thi Device phai tra 15i. Bang cach héi thudng xuyén,
Manager s& ludn cap nhat duoc thong tin méi nhat tir Device. Vi du : Nguoi quan 1y
can theo ddi khi nao thg 1am xong viéc. Anh ta cir thudng xuyén héi ngudi tho

“Anh da lam xong chua ?”, va nguoi tho s€ tra 101 “Xong” hoac “Chua”.
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Hinh 2.1 Hinh minh hga phwong thirc Poll

2.2.2 Phwong thirc Alert

Nguyén tic hoat dong: Mdi khi trong Device xdy ra mot sy kién (event)
nao do thi Device s€ tu dong guri thong bao cho Manager, goi 1a Alert. Manager
khong hoi thong tin dinh ky tir Device. Vi du: Nguoi quan 1y can theo ddi tinh hinh
1am viéc cua tho, anh ta yéu cAu ngudi tho théng bao cho minh khi c6 van dé gi d6
xdy ra. Nguoi tho s€ thong bao céac su kién dai loai nhu “Tién d0 d3 hoan thanh

50%”, “Mat dién lac 10h”, “Co dién lai lac 11h”, “Mdi 6 tai nan xay ra”.
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Hinh 2.2 Hinh minh hga phwong thirc Alert

2.2.3 So sanh phwong thirc Poll va Alert.

Hai phuong thirc Poll va Alert 1a hoan toan khac nhau vé co ché. Mot tng
dung giam sat c6 thé sir dung Poll hodc Alert, hodc ca hai, tiy vao yéu ciu cu thé
trong thuc té.

Bang sau so sanh nhitng diém khac biét cta 2 phuong thuc :
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POLL

ALERT

& (6 thé chl dbng 1ay nhitng théng tin can thiét
tlr cac ddi tugng minh quan tam, khéng can Iy
nhiing thdng tin khéng can thiét tir nhirng ngudn
khong guan tam.

&2 Tat ca nhiing event xay ra déu dugc gui vé
Manager. Manager phai ¢ cd ché loc nhiing
event can thiét, hodc Device phai thiét 1ap dugc
cd ché chi gui nhitng event can thiét.

&2 €O thé lap bang trang thai tat ca cac thong tin
cua Device sau khi poll qua mét lugt cac thong tin
dd. VD Device cd mot port down va Manager
dudc khdi ddng sau do, thi Manager s& biét dudc
port dang down sau khi poll qua mot lugt tat ca
cac port.

& Néu khdng co event gi xay ra thi Manager
khong biét dudc trang thai cla Device. VD Device
c0 mot port down va Manager dudc khdi dong
sau do, thi Manager s& khdng thé biét dudc port
dang down.

2 Trong trudng hdp dudng truyén gilta Manager
va Device xay ra gian doan va Device ¢o su thay
ddi, thi Manager s& khéng thé cap nhat. Tuy
nhién khi duting truyén thdng sult trd lai thi
Manager s& cap nhat dugc thong tin mdi nhat do
no luon ludn poll dinh ky.

&? Khi dutng truyén gian doan va Device cd sy
thay ddi thi nd van gui Alert cho Manager, nhung
Alert nay sé khéng thé dén dudc Manager. Sau do
mac di dudng truyén cd théng subt trd lai thi
Manager van khéng thé biét dugc nhimng gi da
Xay ra.

& Chi can cai dat tai Manager dé tro dén tat ca
cac Device. CO thé dé dang thay d6i mét Manager
khac.

&? Phai cai dat tai ting Device dé tro dén
Manager. Khi thay d&i Manager thi phai cai dat lai
trén tat ca Device d€ tro vé Manager mdi.

&) Néu tan sudt poll thap, thdi gian chd gilia 2
chu ky poll (polling interval) dai s& lam Manager
chdm cdp nhét cic thay ddi cua Device. Nghia |3
néu thdng tin Device da thay d6i nhung van chua
dén lugt poll k& tiép thi Manager van gitr nhirng
thong tin ci.

& Ngay khi cd sy kién xay ra thi Device s& gui
Alert dén Manager, do dé Manager lubn lubn co
thdng tin mdi nhat tic thdi.

& C6 thé bo sot cac su kién : khi Device cd thay
dai, sau do thay doi trd lai nhu ban dau trudc khi
dén lugt poll k& tiép thi Manager s& khdng phat
hién dugc.

& Manager sé& dugc théng bdo mdi khi cé su
kién xay ra d Device, do d6 Manager khdng bd sot
bat ky su kién nao.

Hinh 2.3 So sanh 2 phwong thirc

Két ludn: Device chi giri nhitng thong bao mang tinh su kién chir khong gui
nhimng thong tin thuong xuyén thay d6i, n6 ciing s& khong giri Alert néu chang co su
kién gi xdy ra. Chang han khi mot port down/up thi Device s& glri canh béo, con
tong so6 byte truyén qua port d6 s& khong dugc Device giri di vi do 1a thong tin
thuong xuyén thay doi. Mudn lay nhiing thong tin thuong xuyén thay doi thi

Manager phai chu dong di héi Device, nhu vay dé phu hop véi luan van thyc hién

phuong thure Poll

2.3 Giao thirc quan ly mang SMNP

2.3.1 Gioi thiéu giao thiec SNMP

SNMP la “giao thirc quan 1y mang don gian”, dich tir cum tur “Simple

Network Management Protocol”.
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Thé nao 1a giao thirc quan Iy mang don gian ? Giao thtrc 1a mot tap hop céc
thii tuc ma cac bén tham gia can tuan theo dé cé thé giao tiép duoc voi nhau. Trong
linh vuc thong tin, mot giao thirc quy dinh cdu trac, dinh dang (format) ctia dong di
liéu trao d6i v6i nhau va quy dinh trinh ty, tha tuc dé trao ddi dong dir li¢u do. Néu
mot bén tham gia guri dit liéu khong dung dinh dang hoac khong theo trinh tu thi cac
bén khac s& khong hiéu hodc tir chdi trao d6i thong tin. SNMP 1a mot giao thirc, do
d6 né co nhimng quy dinh riéng ma cac thanh phan trong mang phai tuan theo.

Mot thiét bi hiéu duoc va hoat dong tuan theo giao thirc SNMP duoc goi la
“cO hd trg SNMP” (SNMP supported) hoic “twong thich SNMP” (SNMP
compartible).

SNMP dung dé quan 1y, nghia 1a c6 thé theo ddi, c6 thé 1dy thong tin, ¢ thé
duoc thong béo, va cé thé tac dong dé hé théng hoat dong nhu y mudn. VD mot sd
kha ning cua phan mém SNMP :

» Theo ddi téc d6 dudng truyén ciia mot router, biét duoc tong sb byte da

truyén/nhan.

> Lay thong tin may chu dang c6 bao nhiéu 6 cing, mdi 6 cimg con tréng

bao nhiéu.

» Tu dong nhan canh bao khi switch c6 mot port bi down.

> Piéu khién tit (shutdown) cac port trén switch.

SNMP dung dé quan 1y mang, nghia 1a né duoc thiét ké dé chay trén nén
TCP/IP va quan 1y céac thiét bi c6 néi mang TCP/IP. Cac thiét bj mang khong nhat
thiét phai 1a may tinh ma cé thé 1a switch, router, firewall, adsl gateway, va ca mot
s6 phan mém cho phép quan tri bang SNMP. Gia sir ban c6 mot cai may giat c6 thé
nbi mang IP va n6 hd trg SNMP thi ban c6 thé quan 1y né tir xa bang SNMP.

SNMP la giao thirc don gian, do né duge thiét ké don gian trong ciu triic
ban tin va thu tuc hoat dong, va con don gian trong bao mat (ngoai trr SNMP
version 3). Str dung phdn mém SNMP, ngudi quan tri mang c6 thé quan 1y, gidm sat

tap trung tir xa toan mang cua minh.
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2.3.2 Uu diém trong thiét ké ciia SNMP

SNMP dugc thiét ké dé don gian hoa qua trinh quan 1y cac thanh phan trong
mang. Nho @6 cac phan mém SNMP c6 thé dugc phat trién nhanh va tbn it chi phi.

SNMP duoc thiét ké dé co thé mé rong cac chiic ning quan ly, giam sat.
Khong c6 giéi han rang SNMP c6 thé quan 1y duoc cai gi. Khi c6 mot thiét bi méi
v6i cac thude tinh, tinh ning méi thi nguoi ta c6 thé thiét ké “custom” SNMP dé
phuc vu cho riéng minh (trong chuong 3 tac gia s& trinh bay file cau tric dit liéu cta
SNMP).

SNMP duoc thiét ké dé co thé hoat dong doc 1ap véi cac kién trac va co ché
ctia cac thiét bi hd tro SNMP.

Cac thiét bi khac nhau c6 hoat dong khac nhau nhung dap tng SNMP la
gidng nhau. VD ban c6 thé diung 1 phan mém dé theo ddi dung luong 6 cimg con
tréng clia cic may chu chay HDH Windows va Linux; trong khi néu khong ding
SNMP ma lam truc tiép trén cac HDH nay thi ban phai thyc hi¢n theo cac cach khac

nhau.

2.3.3 Nhwoc diém ciia SNMP
> Lam ting luu luong dang ké.
> Khoéng cho phép phan bo tac dong tryc tiép cho cac dai ly.

> Khong c6 sy diéu khién tong hop cua nhiéu noi quan 1y.
2.3.4 Cdc phién bdn cia SNMP

SNMP c¢6 4 phién ban: SNMPv1, SNMPv2c, SNMPv2u va SNMPv3. Céac
phién ban nay khac nhau mdt chat ¢ dinh dang ban tin va phuong thirc hoat dong.
Hién tai SNMPv1 14 pho bién nhat do c6 nhiéu thiét bi twong thich nhat va cé nhiéu
phan mém hd tro nhit. Trong khi d6 chi c6 mét sb thiét bi va phan mém hd tro
SNMPv3.

Nam 1993, SNMP Version 2 (SNMPv2) dugc IETF dua ra véi muc dich giai
quyét van dé ton tai trong SNMPv1 14 co ché dam bao bao mat. SNMPv2 ¢6 nhiéu
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thay d6i so voi SNMPv1 nhu hé trg cc mang trung tAm cap cao, mang phan tan, co
ché bao mat, lam viéc voi khdi dir liéu 16n... Tuy nhién SNMPv2 khong dugc chip
nhan hoan toan boi vi SNMPv2 chua thoa man van dé bao mat va quan tri bai vay
nim 1996 nhitg phan bao mat trong SNMPv2 bi bé qua va SNMPv2 duoc goi 1a
“SNMPV2 trén co s& truyén thong” hay SNMPv2c.

Nam 1998, IETF bat dau dua ra SNMPv3 dugc dinh nghia trong RFCs 2571-
2575. V& ban chat, SNMPv3 m¢ rong dé dat dugc ca hai muc dich 12 bao mat va
quan tri. SNMPv3 ho tro kién triic theo kiéu module dé c6 thé dé dang mé rong.
Nhu thé néu cac giao thuc bdo mat dugc mé rong ching céd thé duogc ho tro bai
SNMPv3 bang cach dinh nghia nhu 13 cac module riéng.

2.3.5 Piéu hanh SNMP

2.3.5.1 Céc thanh phan trong SNMP
Hé thong quan 1y mang dua trén SNMP gém ba thanh phan: bd phan quan li

(manager), dai 1y (agent) va co s¢ dir liu goi la Co s¢ thong tin quan ly (MIB).
Mic di SNMP 1 mét giao thirc quan 1y viéc chuyén giao thong tin giira ba thuc thé
trén, song né ciing dinh nghia mdi quan hé client-server (chu td). ¢ day, nhimg
chuong trinh client 1a by phén quan ly, trong khi client thyc hién & cac thiét bj tir xa
6 thé duoc coi 1a server. Khi d6, co so dit liéu do agent SNMP quan ly 1a dai dién
cho MIP ctia SNMP.

2.3.5.2 B0 phan quan ly (manager)

B6 phan quan 1y 12 mot chuong trinh van hanh trén mot hoac nhiéu may tinh
tram. Tuy thudc vao ciu hinh, mdi bd phan quan i c6 thé dugce ding dé quan 1y mot
mang con, hodc nhiéu bd phan quan 1y ¢ thé duoc dung dé quan 1y cing mdt mang
con hay mot mang chung. Tuong tac thyc sy gitta mot nguoi st dung cudi (end-
user) va bd phan quan 1y duoc duy tri qua viéc st dung mot hodc nhiéu chuong
trinh Ung dung ma cung véi b phan quan 1y, bién mit bang phan cting thanh Tram
quan ly mang (NMS). Ngay nay, trong tho1 ky cac chuong trinh giao dién nguoi su
dung dd hoa (GUI), hau hét nhimg chuong trinh tng dung cung cip mdi trudng cira

s6 chi va click chuot, thuc hién lién van hanh vé&i bd phan quan ly dé tao ra nhitng



27

ban do hoa va biéu do cung cép nhitng tong két hoat dong ctia mang dudi dang thiy
duoc.

Qua bd phéan quan 1y, nhitng yéu cau duoc chuyén t6i mot hodc nhiéu thiét bi
chiu sy quan 1y. Ban ddu SNMP dugc phat trién dé sir dung trén mang TCP/IP va
nhimg mang nay tiép tuc 1dm mang van chuyén cho phan 16n cac san pham quén ly
mang dua trén SNMP. Tuy nhién SNMP ciing ¢ thé dugc chuyén qua NetWare
IPX va nhiing co cau van chuyén khac.

2.3.5.3 Agent

Thiét bi chiu sy quan 1y (Managed device): La mot niit mang ho trg giao thirc
SNMP va thudc vé mang bi quan 1y. Thiét bi c6 nhiém vu thu thap théng tin quan 1y
va luu trit d@& phuc vu cho hé théng quan ly mang. Nhiing thiét bi chiu su quan ly,
d61 khi duoc goi 13 nhitng phan tr mang, c6 thé 1a nhimg b dinh tuyén va may chi
truy cap-Access Server, switch va bridge, hub, may tinh hay la nhitng may in trong
mang.

MGbi thiét bi chiu sy quan 1y bao gdm phdn mém hodc phan sun (firmware)
du6i dang ma phién dich nhitng yéu cdu SNMP va dap tmg ctia nhitng yéu cau do.
Phan mém hodc phén sun nay duoc coi la mgt agent. Mac du mdi thiét bi bit bude
bao gdm mot agent chiu quan 1y tryc tiép, nhitng thiét bi tuong thich khong theo
SNMP ciing ¢6 thé quan 1y duoc néu nhu ching ho tro mét giao thirc quan 1y doc
quyén. Dé thyc hién dugce diéu nay, phai gianh dugc mot agent iy nhiém (proxy
agent). Proxy agent ndy co thé duoc xét nhu mot bd chuyén do6i giao thirc vi né
phién dich nhimg yéu cau SNMP thanh giao thirc quan 1y doc quyén cua thiét bi
khong hoat dong theo giao thirc SNMP.

Mic dit SNMP chil yéu 1a giao thuc dap ung thim do (poll-respond) véi
nhing yéu cau do b phan quan 1y tao ra dan dén nhimng dap tng trong agent, agent
cling c6 kha ning dé& xudng ra mot “dap tmg tu nguyén”. Pap tng tu nguyén nay la
diéu kién canh bao tir viéc giam sat agent véi hoat dong da dugc dinh nghia trude
va chi ra rang d t6i ngudng dinh trude. Dudi sy diéu khién caa SNMP, viéc truyén

canh bao nay dugc coi 1a cai bay (trap).
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2.3.5.4 Co s6 thong tin quan ly — MIB

MGai thiét bi chiu su quan 1y ¢6 thé ¢6 cdu hinh, trang thai va thong tin thong
ké rat da dang, dinh nghia chtic ning va kha niang van hanh cua thiét bi. Thong tin
nay c6 thé bao gom viéc thiét 1ap chuyén mach phan cimg, nhimng gié tri khac nhau
lwu trit trong cac bang ghi nhé dit liéu, bo hd so hodc cac truong thong tin trong hd
so luu trlr ¢ cac file va nhiing bién hoic thanh phan dit liéu tuong ty. Nhin chung,
nhing thanh phan dir liéu nay duoc coi la co s¢ thong tin quan 1y cua thiét bi chiu
su quan ly. Xét riéng, moi thanh phan dit liéu bién dbi duoc coi 1a mot ddi twong bi
quan 1y va bao gém tén, mot hodc nhiéu thudc tinh, va mot tap cac hoat dong
(operation) thuc hién trén ddi twong d6. Vi vay MIB dinh nghia loai thong tin c6 thé
khoéi phuc tir mot thiét bi chiu su quan ly va nhiing b tri (settings) thiét bi ma co
thé diéu khién tir hé thong quan Ii.
2.3.5.5 Céc 1énh co ban trong SNMP

SNMP sir dung céc dich vu chuyén tai dir liéu duoc cung cip boi cac giao
thirc UDP/IP. Mot ting dung ctia Manager phai nhan dang duoc Agent can thong tin
vo1 n6. Mot ing dung cua Agent dugc nhan dang boi dia chi IP cua nd va mot céng
UDP. Mot tng dung Manager dong goéi yéu cau SNMP trong mot UDP/IP, UDP/IP
chtra ma nhan dang cong ngudn, dia chi IP dich va ma nhan dang cong UDP cia né.
Khung UDP s& duogc giri di thong qua thuc thé IP téi hé théng dugce quan 1y, téi do
khung UDP s& dugc phan phéi boi thuc thé UDP téi Agent. Tuong tu cic ban tin
TRAP phai dugc nhan dang bdi cac Manager. Cac ban tin sit dung dia chi IP va ma
nhan dang cong UDP ciia Manager SNMP.

» SNMP sur dung 3 1énh co ban la Read, Write, Trap va mot s6 1énh tuy
bién dé quan 1y thiét bi.
e Lénh Read: Pugc SNMP dung dé doc thong tin tir thiét bi. Cac
thong tin nay duoc
e cung cap qua cac bién SNMP luu trir trén thiét bi va duoc cip nhat

boi thiét bi.
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e Lénh Write: Pugc SNMP dung dé ghi cac thong tin diéu khién 1én
thiét bi bang cach thay doi gia trj cac bién SNMP.

e [Lénh Trap: Dung dé nhan cac su kién gui tu thiét bi dén SNMP. Mdi

khi c6 mot sy kién xdy ra trén thiét bi mot 1énh Trap s€ dugc gui t61 NMS.

SNMP diéu khién, theo ddi thiét bi bang cach thay d6i hodc thu thap thong

tin qua cac bién gia tri luu trén thiét bi. Cac Agent cai dat trén thiét bi twrong tac voi

nhitng chip diéu khién hd tro SNMP dé lay noi dung hodc viét lai noi

dung.
Tram quin trj SNMP SNMP Agent
(Céc tai nguvén dwoce quan tri
Ung dung quan tri Cao dhin

~t dc doi trong

— Ung dung quan trj .[ dwrge SNMP quan tri
= A & A
B 2 %l

O = oW =4 = sl d L

Ela | B =% AR 2
HEITH L -
=|5l5| £ 3l 28

CIEIE 3|2 |4 3

Y v ¥ & r ¥
SNMP Manager o SNMP Agent
UDP Cac théng bao UDP
SNMP
1 13
Cac giao thire Cac giao thire
phu thudec mang phu thude mang

Mang hodc

w

Hinh 2.4 M6 hinh giao thirc hoat dong SNMP
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MANAGER NETWORK AGENT
Get, Set
Get-next, Get-bulk
—> e
Bl TSP .=
o
I L Response
¢
Trap
I
pmmmmmm = i
¢ I
Inform
M NI ¥
—— o
Response e ey

Note 1: Inform is only allowed for dual agent-manager entities
Note 2: Get-bulk and Inform have been added in SNMPv2
Hinh 2.5 Hoat dong ctia giao thirc SNMP

2.3.6 Quan li lién lac gitra management voi cdc agent

Nhin trén phuong dién truyén thong, nha quan 1i (manager) va cic tac nhan
(agent) cling la nhitng nguodi st dung, st dung mot giao thirc ing dung. Giao thirc
quéan 1y yéu cau co ché vén tai dé ho trg tuong tac gitra cac tic nhan va nha quan ly.

Management trudc hét phai xac dinh dugc cac agent ma n6 mudn lién lac. co
thé x4c dinh dugc tmg dung tac nhan bang dia chi IP cua né va cong UDP duge gan
cho n6. Cong UDP 161 dugc danh riéng cho cac agent SNMP. Management goi
lénh SNMP vao mot phong bi UDP/IP. Phong bi nay chira cong ngudn, dia chi IP
dich va cong 161. Mot thuc thé IP tai cho s& chuyén giao khung UDP t&i hé thong
bi quan ly. Tiép d6, mot thuc thé UDP tai chd s& chuyén phat né téi cac agent.
Tuong ty nhu vay, 1énh TRAP ciing can xac dinh nhitng management ma no can
lién hé. Chung str dung dia chi IP ciing nhu cong UDP danh cho mamagement
SNMP, d6 1a cong 162.

2.3.7 Co ché vin chuyén théng tin giita management va agent

Viéc lya chon co ché van chuyén c¢6 tinh truc giao vi giao thire truyén thong

d6. SNMP chi doi hoi co ché truyén tai khong tin cdy dir liéu d6 (datagram) dé
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truyén dua cac PDU (don vi dir liéu giao thirc) giita management va cac agent. Diéu
nay cho phép su anh xa cia SNMP t¢i nhiéu nhom giao thirc. M6 hinh van chuyén
datagram giam duoc do phirc tap cua anh xa tang van chuyén. Tuy nhién, van phai
nhan thirc thz?iy su tham gia cua mot s6 lua chon téng van chuyén. Cac tﬁng van
chuyén khac nhau c6 thé sir dung nhiéu k§y thuat danh dia chi khac nhau. Céc ting
van chuyén khac nhau c6 thé dua ra nhimg han ché quy mé ctia PDU. Anh xa ting
van chuyén c6 trach nhiém phai xir Iy cac van dé danh dia chi, han ché quy mé PDU
va mot s6 tham sb tang van chuyén khac.

Trong phién ban thir hai cia SNMP, ngudi ta sir dung kinh nghiém dé lam
sdc nét va don gian hoéa qua trinh anh xa t6i cac chuan van chuyén khac nhau. Giao
thire quan 1y dugc tach khoi moi truong van chuyén mot cach tryc giao, didu nay
cling dugc khuyén khich sir dung cho bat ctr nhém giao thirc nao.

2.3.8 Bdo vé truyén thong lién lgc gitta management va cdc agent khéi sw
co

Trong diéu kién mang thiéu on dinh va thiéu do tin cdy thi s€ lién lac quan ly
cang trd nén quan trong. Lam thé nao dé cic management lién lac v6i cac agent mot
cach tin cay? Viéc SNMP sir dung co ché UDP dé lién lac da c6 nghia la thiéu di do
tin cdy. SNMP hoan toan dé lai cho chuong trinh management chiu trach nhiém va
xt 1y viéc mat thong tin. Cac 1énh GET, GET-NEXT, va SET déu duoc phic dap
béng mot Iénh GET-RESPONSE. Hé théng co thé dé dang phat hién ra viéc bi mét
mot 1énh khi khong nhan dugc 1énh tra lai. N6 co thé 1ap lai yéu cAu d6 mot 1an nita
hodc c6 nhitng hanh dong khac. Tuy nhién, cdc ban tin TRAP do agent tao ra va
khéng duoc phic dap khang dinh. Khi 1énh TRAP bi thét lac, cic chuong trinh
agent s& khong biét vé diéu d6 (tat nhién 1a management ciing khong hay biét vé
diéu nay). Thong thuong cac ban tin TRAP mang nhiing thong tin hét stiic quan
trong cho management, do vy management can cha ¥ va can bao dam viéc chuyén
phat ching mot cach tin cay.

Mot cau hoi dit ra 1a 1am thé nao dé chuyén phat cac ban tin TRAP tranh mat

mat, that lac? Ta c6 thé thiét ké cho cac agent 1dp lai ban tin TRAP. Bién s6 MIB c6
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thé doc sb lan 1ap lai theo yéu cau. Lénh SET cua management co thé dat cAu hinh
cho bién s6 nay. C6 mdt cach khac 1a agent co thé 1ap lai 1énh TRAP cho dén khi
management dit bién s6 MIB dé cham dut su c6. Hiy ghi nhé ring, ca hai phuong
phap trén déu chi cho ta nhitng giai phap ting phan. Trong trudong hop thir nhét, sb
lan 13p lai c6 thé khong du dé dam bao lién lac mot cach tin cdy. Trong trudng hop
tht hai, mot sy c¢d mang cé thé dan dén viéc hang loat ban tin TRAP bi mét tuy
thudc vao tdc d6 ma cac agent tao ra chiing. Diéu nay lam cho sy ¢d mang tré nén
tram trong hon. Trong ca hai trudng hop, néu ta cAn chuyén phat nhitng ban tin
TRAP t6i nhiéu management, thi c6 thé xdy ra tinh trang khong nhit quéan gitra cac
management hoic xay ra hién tuong that lac thong tin rat phtic tap. Néu céc agent
phai chiu trach nhiém vé thiét ké cho viéc phuc hdi nhiing ban tin TRAP thi cang
lam ting thém d6 phirc tap trong viéc quan 1y cac agent trong moi truong da nha ché
tao.

Nguoi ta ciing di theo dudi cai tién co ché xir 1y ban tin sy ¢d cho phién ban
thir hai cia SNMP. Thtr nhét 12 don nguyén TRAP duoc bo di va thay thé nd bang
mot 1énh

GET/RESPONSE khéng yéu cu. Lénh nay do agent tao ra va chuyén dén
cho “management bay” tai cong UDP-162. Diéu nay phan anh mot quan diém la
nha quan 1y sy ¢b co thé thong nhat cac ban tin sy ¢ rdi tra lai cho cac yéu cau 4o.
Bang cach bo di mot don thé, giao thirc dugc don gian héa. Ngudi ta ciing bd sung
thém mdt co s¢ thong tin quan 1y dac biét TRAP MIB dé théng nhét viée xir ly su
¢d, cac management nhan ban tin vé cac su ¢b nay va viée lip lai dé cai thién do tin
cdy trong chuyén phat thong tin.

2.3.9 Cac phwong thirc cia SNMP

Giao thirc SNMPv1 c6 5 phuong thirc hoat dong, twong tng véi 5 loai ban tin nhu

Sau:
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Ban tin/ phu'dng thi'c | Mo ta tacdung

Manager gifi GetRequest cho agent dé yéu cdu agent cung cdp thing tin

GetRequest
g nao dd duavao ObjectID (trong GetRequest cd chira 0ID)

GetNextRequest Managtir gL'r'iﬂ Getll'\lextbRequ”es.thd ch.L’ra mit EjlbjectID cho agent dé yéu cau
cung cap thing tin nam k& ti€p ObjectID dd trong MIB.

Manager gi SetRequest cho agent d€ d&t gid tri cho dfi twgng cda agent

SetRequest
] dwavao ObjectlD.
GetResponse Agent gifi GetResponse cho Manager dé tra Idi khi nhan dugc
GetRequest/GetNextRequest
Trap Agent ty ddng gl Trap cho Manager khi cd mgt s kién xay ra ddi vdi mgt

object nao d¢ trong agent.

MJi ban tin déu c6 chira OID dé cho biét object mang trong né 1a gi. OID
trong GetRequest cho biét no mubn lay thong tin ciia object nao. OID trong
GetResponse cho biét né mang gia tri ctia object nao. OID trong SetRequest chi ra
n6 mudn thiét 1ap gid tri cho object nao. OID trong Trap chi ra né thong bao sy kién

xdy ra doi véi object nao.

2.3.9.1 GetRequest
Ban tin GetRequest duoc manager gtri dén agent dé 14y mot thong tin nao do.
Trong GetRequest c6 chira OID cuia object muén lay. VD : Mubn Iy thong tin tén
ctia Devicel thi manager giri ban tin GetRequest OID=1.3.6.1.2.1.1.5 dén Devicel,
tién trinh SNMP agent trén Devicel s€ nhan dugc ban tin va tao ban tin tra 101.
Trong mot ban tin GetRequest c6 thé chira nhiéu OID, nghia la ding mot

GetRequest c6 thé 14y vé cung lac nhiéu thong tin.

2.3.9.2 GetNextRequest

Ban tin GetNextRequest cling dung dé 1dy thong tin va ciing c6 chira OID,
tuy nhién n6 dung dé lay thong tin ciia object nam ké tiép object dugc chi ra trong
ban tin.

Tai sao phai c6 phuong thirc GetNextRequest ? Nhu ban da biét khi doc qua
nhing phan trén : mot MIB bao gdm nhiéu OID duoc sap xép thir ty nhung khong
lién tuc, néu biét mot OID thi khong xac dinh dugc OID ké tiép. Do d6 ta can
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GetNextRequest dé 1dy vé gid tri ctia OID ké tiép. Néu thuc hién GetNextRequest

lién tuc thi ta s€ léy duoc toan bo thong tin cua agent.

2.3.9.3 SetRequest
Bén tin SetRequest dugc manager giri cho agent dé thiét lap gia tri cho mot
object nao do.
Vidu:
> Co thé dat lai tén cia mot may tinh hay router bang phan mém SNMP
manager, bang cach gii ban tin SetRequest c6 OID 1a 1.3.6.1.2.1.1.5.0
(sysName.0) va co gié tri 1a tén moi can dit.
> C6 thé shutdown mot port trén switch bang phin mém SNMP manager,
bang cach giri ban tin ¢6 OID 13 1.3.6.1.2.1.2.2.1.7 (ifAdminStatus) va c6 gia tri
1a 2 7. Chi nhitng object c6 quyén READ WRITE méi c6 thé thay d6i dugc gia

tri.

2.3.9.4 GetResponse

Mbi khi SNMP agent nhan dugc cac ban tin GetRequest, GetNextRequest
hay SetRequest thi nd s& giri lai ban tin GetResponse dé tra 15i. Trong ban tin

GetResponse c6 chtra OID cua object dugc request va gia tri cua object do.

2.3.9.5 Trap

Ban tin Trap dugc agent ty dong giri cho manager mdi khi c¢6 su kién xay ra
bén trong agent, cac sy kién nay khong phai la cadc hoat dong thuong xuyén cua
agent ma la cac sy ki€n mang tinh bién ¢d. Vi du : Khi ¢6 mot port down, khi c6
mot nguoi dung login khong thanh cong, hodc khi thiét bi khoi dong lai, agent s&
gui trap cho manager.

Tuy nhién khong phai moi bién cd déu dugc agent gui trap, cling khong phai
moi agent déu guri trap khi xay ra ciing mot bién cb. Viéc agent giri hay khong guri

trap cho bién c6 nao 13 do hing san xuét device/agent quy dinh.



35

Phuong thtrc trap 1a doc 1ap véi cac phuong thuce request/response. SNMP
request/response dung dé quan Iy con SNMP trap dung dé canh bao. Ngudn guri trap
goi 1a Trap Sender va noi nhdn trap goi 1a Trap Receiver. Mot trap sender c¢6 thé
duoc cAu hinh dé gui trap dén nhiéu trap receiver cung lic. C6 2 loai trap : trap phd
bién (generic trap) va trap dic thu (specific trap). Generic trap duoc quy dinh trong
cac chuan SNMP, con specific trap do ngudi dung ty dinh nghia (ngudi dung & day
1a hang san xuat

SNMP device). Loai trap 1a mot s6 nguyén chira trong ban tin trap, dya vao
d6 ma phia nhan trap biét ban tin trap c6 nghia gi.

Theo SNMPv1, generic trap ¢6 7 loai sau : coldStart(0), warmStart(1),
linkDown(2), linkUp(3), authenticationFailure(4), egpNeighborloss(5),
enterpriseSpecific(6).

Gia trji trong ngodc 1a md sd cua cac loai trap. Y nghia cia cac ban tin
generic-trap nhu sau :

+ ColdStart: thong bao rang thiét bi giri ban tin nay dang khoi dong lai
(reinitialize) va cau hinh cia nd ¢ thé bi thay d6i sau khi khai dong.

+ WarmStart: thong bao rang thiét bj giri ban tin nay dang khoi dong lai va
giit nguyén cu hinh cil.

+ LinkDown: thong bao rang thiét bi gii ban tin nay phat hién dugc mot
trong nhitng két ndi truyén thong (communication link) ctia né gip 16i. Trong ban
tin trap c6 tham s6 chi ra ifIndex cua két ndi bi 13i.

+ LinkUp: thong bao ré“mg thiét bi gt ban tin nay phat hién dugc mot
trong nhitng két ndi truyén thong ciia né da khoi phuc tré lai. Trong ban tin trap c6
tham sd chi ra ifIndex cua két ndi duoc khoi phuc.

+ AuthenticationFailure: thong bao riang thiét bi giri ban tin nay da nhan
duoc mot ban tin khong dugce chung thuc thanh cong (ban tin bi ching thuc khong
thanh cong c6 thé thudc nhiéu giao thitc khac nhau nhu telnet, ssh, snmp, ftp, ...).
Thong thudng trap loai ndy xay ra 1a do user dang nhap khong thanh cong vao thiét
bi.
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+ EgpNeighborloss: thong bao rang mot trong sd nhimg “EGP neighbor” 8
cua thiét bi giri trap d bi coi 1a down va quan hé ddi tac (peer relationship) giita 2
bén khong con dugc duy tri.

+ EnterpriseSpecific : thong bao rang ban tin trap nay khong thudc cic
kiéu generic nhu trén ma no6 1a mot loai ban tin do nguoi dung ty dinh nghia.

Nguoi ding c6 thé ty dinh nghia thém céc loai trap dé lam phong phu thém
kha ning canh béo cuia thiét bi nhu : boardFailed, configChanged, powerLoss,
cpuTooHigh, v.v.... Nguoi dung tu quy dinh ¥ nghia va gia tri ctia cac specific trap
nay, va di nhién chi nhiing trap receiver va trap sender hd trg cing mot MIB méi co
thé hiéu y nghia cta specific trap. Do d6 néu ban ding mot phan mém trap receiver
bat ky dé nhén trap cta cdc trap sender bat ky, ban c6 thé doc va hiéu cac generic
trap khi chung xay ra; nhung ban s& khong hiéu y nghia cac specific trap khi ching

hién 1én man hinh vi ban tin trap chi chira nhirng con so.

Manager Agent Manager
, GetRe t ' !
‘ ane > Trap ]
' GetResponse - *
- . Trap !
| - ».
i GetNextReguest i Trap .
\ GetResponse | !
- ] )
i SetRequest i !
! GEtF'.E-SpDI‘ISE'rI‘ :
-

Hinh 2.6 Hinh minh hga cac phuwong thirc SNMPv1

Dbi voi cac phuong thirc Get/Set/Response thi SNMP Agent ling nghe &
port UDP 161, con phuong thirc trap thi SNMP Trap Receiver ling nghe & port
UDP 162.

2.3.10 Cdc co ché bido mit cho SNMP
Mot SNMP management station c6 thé quan ly/giam sat nhiéu SNMP

element, thong qua hoat dong gui request va nhan trap. Tuy nhién mot SNMP
element c6 thé dugc cdu hinh dé chi cho phép cac SNMP management station nao

do6 duoc phép quan ly/gidm sat minh.



37

Céc co ché bao mat don gian nay gom c6 : community string, view va SNMP

access control list.

2.3.10.1 Community string

Community string 1a mot chudi ky tu dwoc cai dit giéng nhau trén ca SNMP
manager va SNMP agent, dong vai trd nhu “mat khau” giita 2 bén khi trao d6i dir
liéu. Community string c¢6 3 loai : Read-community, Write-Community va Trap-
Community.

Khi manager giri GetRequest, GetNextRequest dén agent thi trong ban tin
gui di c6 chira Read-Community. Khi agent nhan dugc ban tin request thi n6 s€ so
sdnh Read-community do manager gui va Read-community ma nd dugc cai dat.
Néu 2 chudi nay gidng nhau, agent s& tra 10i; néu 2 chudi nay khac nhau, agent s&
khong tra 1o1.

+ Write-Community duoc dung trong ban tin SetRequest. Agent chi chép
nhan thay d6i dit liéu khi write-community 2 bén giéng nhau.

+ Trap-community niam trong ban tin trap cta trap sender giri cho trap
receiver. Trap receiver chi nhan va luu trit ban tin trap chi khi trap-community 2
bén giéng nhau, tuy nhién ciing c6 nhiéu trap receiver dugc cau hinh nhén tit ca ban
tin trap ma khong quan tdm dén trap-community.

+ Community string ¢6 3 loai nhu trén nhung cing mét loai co thé c6
nhiéu string khac nhau. Nghia 1a mot agent c6 thé khai bao nhiéu read-community,
nhiéu write-community.

Trén hau hét hé théng, read-community mic dinh 1a “public”, write-
community mac dinh la “private” va trap-community mac dinh 1a “public”.

Community string chi 1a chudi ky tu dang cleartext, do ¢ hoan toan c6 thé bi
nghe 1én khi truyén trén mang. Hon nita, cdic community mic dinh thudng la
“public” va “private” nén néu ngudi quan tri khong thay doi thi chung c6 thé dé
dang bi do ra. Khi community string trong mang bi 10, mét nguoi dung binh thuong
tai mot may tinh nao do6 trong mang c6 thé quan ly/giam sat toan bo cac device co

cung community ma khong duogc sy cho phép ctia ngudi quan tri.
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2.3.10.2 View
Khi manager c6 read-community thi né c6 thé doc toan bd OID cua agent.

Tuy nhién agent c6 thé quy dinh chi cho phép doc mét sé OID c¢6 lién quan nhau,
tic 1a chi doc dugc mot phﬁn cua MIB. Tap con cia MIB nay goi la view, trén
agent cO thé dinh nghia nhiéu view. Vi du : agent c6 thé dinh nghia view
interfaceView bao gdm cac OID lién quan dén interface, storageView bao gdm céac
OID lién quan dén luu trit, hay AllView bao gom tat ca cac OID.

Mot view phai gin lién voi mot community string. Tiy vdo community
string nhan dugc 1a gi ma agent xur 1y trén view tuwong ing. Vi du : agent dinh nghia
read-community “inf” trén view interfaceView, va “sto” trén storageView; khi
manager giri request ldy OID ifNumber v6i community 1a “inf” thi s& duoc dap ung
do ifNumber nam trong interfaceView; néu manager request OID hrStorageSize voi
community “inf’ thi agent s& khong tra 10i do hrStorageSize khong nam trong
interfaceView; nhung néu manager request hrStorageSize v6i community “sto” thi
s& duoc tra 161 do hrStorageSize nim trong storageView.

Viéc dinh nghia cac view nhu thé nao tiy thudc vao timng SNMP agent khac

nhau. C6 nhiéu hé théng khéng hd tro tinh ning view.

2.3.10.3 SNMP access control list

Khi manager giri khong ding community hodc khi OID can lay lai khong
nam trong view cho phép thi agent s& khong tra 15i. Tuy nhién khi community bj 16
thi mot manager nao d6 van request duoc thong tin.

Dé ngin chian hoan toan cac SNMP manager khong duoc phép, ngudi quan
tri c6 thé dung dén SNMP access control list (ACL). SNMP ACL 1a mét danh sach
cac dia chi IP dugc phép quan ly/giam sat agent, n6 chi ap dung riéng cho giao thirc
SNMP va dugc cai trén agent. Néu mot manager c6 IP khong dugc phép trong ACL
guri request thi agent s€ khong xtr 1y, du request c6 community string 1a dung.

Pa s6 cac thiét bi twong thich SNMP déu cho phép thiét 1ap SNMP ACL.
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2.3.11 Céu triic béin tin SNMP
SNMP chay trén nén UDP. Céu tric cia mot ban tin SNMP bao gdm :

version, community va data.

Ethernetframe | Ip packet | UDP packet | SNMP packet

version Community string Data
(GetRequest PDU,
GetNextRequest PDU,
SetRequest PDU,
GetResponse PDU,
Trap PDU)

Hinh 2.7 CAu triic ban tin SNMP

+ Versign 'vl=0,v2c=1,v2u=2,v3=3.
Phan Data trong ban tin SNMP goi 1a PDU (Protocol Data Unit). SNMPv1

c6 5 phuong thtrc hoat dong tuong tng 5 loai PDU. Tuy nhién chi c6 2 loai dinh
dang ban tin 1a PDU va Trap-PDU; trong d6 céc ban tin Get, GetNext, Set,
GetResponse ¢6 cung dinh dang la PDU, con ban tin Trap c6 dinh dang la Trap-
PDU.

2.4 Tém tit chwong II:

Chuong II dé cap dén cac mo hinh quan Iy mang, phuong thirc giam sat Poll
va Alert, di siu vao nghién ctru giao thirc quan Iy mang SMNP bao gdm uu nhuoc
diém, thanh phan, quan 1y lién lac, co ché van chuyén thong tin, co ché bao mat,
phuong thirc truyén tin, cAu tric ban tin .Cac md hinh, phuong thirc, giao thirc nay
chinh 13 tién dé dé xay dung hé thdng quan 1y, giam sat chat luong hoat dong dudng

truyén mang Wan s& duoc dé cap dén ¢ chuong III
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CHUONG Il1: XAY DUNG HE THONG QUAN LY, GIAM
SAT CHAT LUQNG HOAT PONG CAC PUONG TRUYEN
MANG WAN
3.1 Xay dung giam sat tong thé hé thong

Mo hinh hé théng giam sét va so dd két ndi tir cic Agent dén bo phan
quan 1y tap trung dugc mé ta nhu so dd phia dudi.

Database
_ - Laerver

B§ phan quan Iy
{manager)

Web
server

5&,Ban, Mganh

Internet

<D

LIERRLY

wd, phung /
( T THDL )
\.‘_ || _;-"I

Co so thong tin
quan 11 (MIB)

UBND Tinh TTEH
5% TITT VN PT-BH 6

Hinh 3.1 M6 hinh hé thong giam sat va so do két noi

Bé phdn qudn Iy 13 cac may chu co cau hinh cao duoc cai dit
WebServer 1S, sir dung co so dir liéu SQL dong vai tro 1am bo phan quan ly
trong giao thirc quan 1y mang SNMP.

B0 phéan quan 1y chi c6 mdt thiét bi quan 1i thu nhén cac thong tin va
diéu khién toan bd cac thuc thé mang, thuc hién quan 1y tap trung tat ca cac
agent. Tai bg phan quan ly nay lién tuc thyc hi¢n cac I¢nh hoi Xuéng cac
Agent bt budc cic Agent phai tra 16i. Chinh 13 thuc hién phuong thire giam
sat Poll

Cic Agent (thiét bi chiu sw qudn Iy) chinh 1a cac UBND xa phuong, so,

ban, nganh chiu sy quan 1y cia bd phan quan ly. Tai day su dung cac bo dinh
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tuyén va may chu truy nhap (Access Server), switch va bridge, hub, may tinh
hay 1a may in trong mang .Doéng vai tro lam Agent li€n tuc phai tra 101 cac
1énh héi cua bg phan quan ly

Co s6 thong tin qudn Ii — MIB chinh 13 trung tAm tong hop dit liéu.
Trung tam nay c6 nhiém vu chinh Ia luu trit cac cAu hinh, trang thai va thong
tin thong ké dinh nghia chirc ning va kha ning van hanh cta thiét bi. Nham
phuc vu cac thao tac backup/restore cAu hinh cac Agent, luu lai cac trang thai,
thong tin ctia qua khir dé thuc hién xuét bao céo

MG ti hé thong:

Hé thdng s& lién tuc quét cac duong truyén sé lidu va Wifi bang giao
thirc SNMP va IGMP dén céc Agent la thiét bi dit tai cac s&, ban, nganh. Yéu
cau céc Agent trd 101 cac thong tin vé trang thai, tdc do, luu lugng, nhiét do,
CPU. Sau d6 luu trit, tong hop lai cac két qua tai server. Cac thong tin nay
dugc xtr 1y tai server va hién thi 1én phén mém.

Céac may chu nay c6 co ché du phong khi hoat dong va dugc bao vé an
toan dé ngdn cac hoat dong tan cong mang pha hoai. Cu thé s& backup dir liéu

thuong xuyén nham restore khi b tan cong, pha hoai




& Lwru lrong Download/UpLoad trong ngay (Mbps)
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| NGAY ‘ [c1]

Luu lrgng DownLoad/UpLoad trong ngay (Mbps)

© Thong tin chéat lvong duérng truyén WAN: 9440076

Thiét Bi (%) BNH.QVO.QVO 125 HU31 THAM 50 THONG TIN
IP Thiét Bi 101645 Trang thal FORT ue
Tde a6 (M) 100
Loai Thiét Bi S53xx WAC
Slot Chat luong (RxTx) DAT I KEM
Chét lugng (BitrateDs/BitrateUs) TOT  KEM
Pot: 15
higt 3 -255
ONU Thi diém 23-03-20 082920
A . P Dign thé (v) 00
Tham S8 PORT 10.16.4.5:0/0/015
Céng sut I
Vian: | 1463 Déng phin cuc
ipLan:  10.84.13.0 0/8628
11268497489 / 2085131912
IpWan 10.852.132
0/6626

Hinh 3.2 Hinh dnh mé ta phin mém

Moi dau cudi nguoi dung sé dugc cap Tai khoan/Mat khau, dugc phan

quyén theo chirc nang nhiém vu dé diang nhap va khai thac cac chirc ning cua
phan mém.
3.2 Thiét ké hé thong va xiy dung phin mém

Giao dién man hinh ding nhap: Mdi nguoi ding s& dugc cip user/pass, dugc
phan quyén theo chirc nang nhiém vy dé dang nhap va khai thac cac chirc nang cia
phan mém. Dam bao an toan bao mat
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HE THONG QUAN LY DUFONG TRUYEN SO LIEU WAN NOI TINH VA WIFI BAC NINH

2, DANG NHAP

Tai liéu hwéng dan st dung

Hinh 3.3 Hinh anh giao dién dang nhap

Giao dién man hinh chinh: Cho xem ngudi dung c6 thé xem nhung
thong ké tong hop khi vira dang nhap vao chuong trinh

Dit liéu vé user/password duoc luu tai database, khi thuc hién dang
nhap gia tri user/password s& so sanh v&i gia tri hién co tai database dé tra vé
két qua.

- - N - Xin chio,
WWMS - HE THONG QUAN LY DUGNG TRUYEN SO LIEU MANG WAN VA WIFI BAC NINH Ty ouantinéméng

@ Trang chi & Trang chi

ES Quén ij mang WAN v

(# Quanljbiohdng v P~

162 = 0
= Quinljdanhmuc v Dutng WaAN < WIFt
@& Bdocio-Théngké Xem chi tiét © Xem chi tiét ©

&F Quanijhéthéng v

Théng ké sé lwgng dwong WAN - WiFi Trang thai WAN

24
"
DowN, 18

Hinh 3.4 Hinh dnh giao dién man hinh chinh
Sau khi dang nhap thanh céng. Hién thi 1én giao dién Menu chinh bao gbm
cac phan hé, chtrc niang. Pong thoi hién thi cac sd lidu danh gia, thong ké
chung cta hé thong nhim giam sat tong quan
Giao dién Menu: Pugc bo tri theo timg phan hé dé ngudi dung co thé dé dang

su dung
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&f Quanlyhéthong v (= Quan ly danh muc ~ £ Quan Iy mang WAN v

Bon vi - phang ban .. D An v QuAn Ij cac m3 dudng ‘
) WAN
Mo ding v Thiet bi ‘
. - Quan Iy cac dwdng WAN
Nhom quyen - Trang thai WIFI trén ban dé
Nhét ky hé thing - Kiéu canh bao - QuAn Iy cAu hinh dwéng
) X truyén
Thigt 18p trang - Trang thai dudng truyen

] i x i i - Tim k|ém thﬁﬂg Eél ﬂl_.F{)‘l'lg
Thiét 1&p hé thong - Kidu kit nbi truyén WAN

- Hudmg két noi

- Kiéu cong

- Toc d6 duwrdmg truyén

- Loai dwémng fruyén

- Huréng phiéu bdo héng

- MNhan vién x¥ Iy bdo hdng
- Mguyén nhéan bao hdng

- MNhdm nguyén nhin béo
héng

- Két qua x(r I¥ bao héng

- Trang thdi bdo hdng

Hinh 3.5 Hinh énh giao dién menu

3.2.1. Quan ly danh muc
Danh muc don vi
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Chuc ning cho phép thém mdi, cap nhat, x6a , tim kiém danh muc don
Vi

Chtic nang nay nham phan chia thanh cac don vi con dé quan ly vi du
theo tirng Huyén nhu hinh anh

Trang chi Quan Iy danh muc > Co céu td chirc
Danh sach don vi n Théng tin don vi
4 [Tinh Bic Ninh . - .
Thugc donvi® | — Chon cép cha —
Thanh phd Bie Ninh
Thi x& Tir Son
Ma
mg o
H ng T Wa &
i
Cép: Ti Thanh phd

Hinh 3.6 Hinh anh chirc niing quéan ly danh muc
Danh muc thiét bi
Chtic nang cho phép thém méi, cap nhat, x6a , tim kiém thiét bi
Pay chinh 14 cac thiét bi switch dat tai cac tram vién théng. C6 nhiém vu
cau ndi gitta Bo phan quan ly va cac Agent. Trong 1 s6 trudng hop Agent khdng
c6 chirc ning giam sat SNMP. Thiét bi nay s& dam nhiém lam Agent c6 chic
nang giam sat SNMP tai cong cua switch

& Trang chd > Quanly danh muc > Thiét bi ,Tha

56 lrong: 261

STT TEN THIET BI TEN THUONG GOL BIA CHI IP LOAI THIET B DON VI GHI CHU CHIPC NANG
1 BNH.BNHKQVL2SFU12 FU12 - Phuomg Ligu 101653 V22245-0P Thanh phé Bac Ninh &
2 | BNH.BNHVTGMXUZTH 2T11 - Viét Trang 10.16.6.50 9806H Thanh phd Bac Ninh S
3 | BNH.BNHBDTMXU.ZTH 2T11 - Buu Dién Tinh 10.16.6.43 9306H Thanh phé Bic Ninh & o
4 BNHLTIPLGL2SELT Eltex - Phil Luong 10.16.4.245 MESF2324F Huyén Luong Téi & 1
5 | BNH.GBHDLIL2SELN Eltex - Dai Lai 10.16.4233 MESF2324F Huyén Gia Binh S
6 | BNH.TTH.TLO.2SELN Eltex - Tram L& 10.16.4.244 MESF2324F Huyén Thudn Thanh &

BNH.TTHKSN.L2S.EL11 Eltex - Khai Son 10.16.4.243 MESF2324F Huyén Thudn Thanh &
BNH.QVOVTG.L2S EL11 E\tex-\}\étThéng 10.16.4.14 MESF2324F Huyén Qué Vi _/‘ 1]
9 | BNH NXAL25ELT1 Eltex - Ngoc X3 10.16.4.198 MESF2324F Huyén Qué W s
10 Eltex - Cung Kiém 10.16.4.17 MESF2324F Huyén Qué Va &

Hignthi 10 7 tdng s 251 ban ghi -: 3/4 5 6|7 8|3 » M
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Hinh 3.7 Hinh anh chitc ning quan Iy thiét bi

Danh muc trang thai wifi

Chtec ning cho phép thém mai, cap nhat, xda , tim kiém danh muc trang
thai wifi

Tai chic ning nay s& thém stra cac gia tri trang thai cua thiét bi nhu
théng tin firware, théng tin cau hinh

A Trang chi > Quin Ij danh mue > Trang thai Wif
S legng: 11

STT TEN TRANG THAI WIF] CHUFC NANG

Hinh 3.8 Hinh anh chirc niing quan ly trang thai

Danh muc kiéu canh bao

Chirc niang cho phép thém mai, cap nhat, x6a , tim kiém danh muyc kiéu
canh bao

Chuc ning nay sé& thém, phan chia cac canh bao nham phan loai muc do dé
dua ra canh bao hop ly.

Vi du canh b4o Nguy hiém, Dac biét nghiém trong, nghiém trong sé& thuc
hién nhin tin dén céac sb dién thoai ctia cac ca nhan

4 Trang chd > Qudn Ij danh muc > Kidu cdnh bao

S lrgng: 5 n

STT TEN KIEU CANH BAO CHIFC NANG

Hinh 3.9 Hinh anh chirc niing cianh bao
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Danh muc trang thai dwong truyén

Chtic ning cho phép thém méi, cap nhat, x6a , tim kiém danh muc trang
thai duong truyén

Chtc niang nay nham phan loai cac duong truyén nang cao hiéu qua
gidm sat

Vi du: Cac dudng truyén trong muc huy, tam dung s& khong thuc hién
giam sat va dua canh bao ntra
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& Trang cha Quan Ij danh mue » Trang théi dwéng tuyén
56 lrong: 4 n

STT TEN TRANG THAI DFONG TRUYEN CHUFC NANG

Hinh 3.10 Hinh anh chirc ning trang thai

Danh muc kiéu két noi

Chirc ning cho phép thém mai, cap nhat, x6a , tim kiém danh muc kiéu két
noi

Chtrc ning nay phan loai cac két néi phuc vu quan 1y sé lidu

A Trang chi > Quan Iy danh muc » Kidu két ndi
36 lrong: 3 n

STT TEN KIEU KET NI CHUFC NANG

Hinh 3.11 Hinh anh chirc ning chinh sira kiéu két ndi

Danh muc hwéng két ndi

Chtc ning cho phép thém méi, cap nhat, x6a , tim kiém danh muc hudng
két ndi

Chtc niang nay phan loai cac két ndi phuc vu quan Iy sé liéu
sé wong: 3 B

STT TEN HUGNG KET NOIU CHUFC NANG

1
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Hinh 3.12 Hinh dnh chirc niing chinh sira hwéng két noi

Danh muc kiéu cong

Chuc nang cho phép thém méi, cap nhat, x6a , tim kiém danh muc kiéu
cong

Chte nang nay phan loai cac két ndi phuc vu quan Iy sé liéu,

4 Trang end > Quin I danh muc > Kifu efng P
S8 Irgng: 6 n
STT KIEU CONG CHUFC NANG

1 10/1001000Mbps S8

s B

s o

4 E-GE S8

E SO

GE Pl

Hifnthi 10 7 tAng =& & ban gh -

Hinh 3.13 Hinh dnh chitc ning chinh sira kiéu cong

3.2.2. Qudn Iy dwong truyén Wan
Quan ly cac ma duwong Wan

Chtrc ndng quan ly thong tin cadc ma duong Wan cho phép thém, stra, x6a,
tim kiém céc duong truyén Wan

MA BUONG

STT SYSTEM NAME Ty TEN THUE BAO s HOP DONG THIET BI sLoT PORT CHIFC NANG
1 BNH.ENH.INTERNET2 | 251 Dudng intemet 2 BNH.BNH.SHA L25.AL21 Ot
2 BNH.ENH.INTERNET1 | 250 Dudng Infemnet 1 BNH.BNH.SHA L25.AL21 Ot
3 BNH.BNH.THDL 9410689 Trung tm tich hop di ligu: UBND BNH.BNH.SHA L25.FU13 0 18 Ot

tinh Bac Ninh
4 BNH.BNH VKS 9410946 VKS Tinh Bac Ninh DN/MTIOTI20/002/A BNH.BNH.SHA 25 FU13 0 20 O P
5 BNH.BNH VKSEN 9410947 VKS Thanh Phd DN/MT/0T/20/002/8 BNH.BNH.BDTL2S FU13 0 2 O & 1
6 BNH.BNH VKSGBH 9460215 VKS Gia Binh DN/MTIOT/20/002/H BNH.TDU KTD.L2S FU16 0 18 @ P
BNH.TTH VKSTTH 9450219 VKS Thudn Thanh DN/MTI0T7/20/002/G BNH.TTH HCU.L2S FU11 0 8 @ Fii|
8 BNH.YPG.VKSYPG 9430415 VKS Yén Phong DNHTIOTI20/002F BNH.TTH.HCU.L2S FU11 0 2 O st
BNH.TSN.VKSTS 9439863 VKS Tir Son DNHTIOTI20/002/C BNH.TSN.DBG.L25.HU31 0 21 oW R |

Hinh 3.14 Hinh anh chitc ning chinh sira dwong truyén
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Quan Iy cic dwong truyén Wan trén ban do
Chtrc ning quan 1y thong tin dwong Wan trén ban do cho phép thém,

sua, x0a, tim kiém cac duong truyén Wan trén ban do

-— Chon trang thai — - n |

Ban dang xem danh sach: 120158 Budng truyen Wan & Thém méai

Mau xanh 13 dudng truyén Wan dang hoat dong binh thudng

Mau d6 13 dudng truyén Wan dang mat tin hiéu

? G it
= 9
? e
S~ e 7 ? mEm mv
= N e
i Yo Afgniy ” ik Lo
L aoyty g
LR mn
H ® r L

Hinh 3.15 Hinh &nh quan Iy cic dudng truyén Wan trén ban do
Quan Iy c4u hinh dwong truyén
Churc nang cho em xem trang thai, luu lugng, thong tin chat luong, lich su

hong cua dudng truyén Wan
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Hinh 3.16 Hinh dnh quan 1y ciu hinh cac dwdng truyén Wan
Tim kiém
Pé tim kiém ta nhap thong tin lién quan dén dudng truyén Wan nhu don
vi, md dudng truyén... vao 6 tim kiém, hé thong s& tu dong so sanh thong tin
tim kiém nhap vao va tra vé két qua.

-~ Chon frang thai — - n @

Ban dang xem danh sach: 158 Buong truyen Wan

MA BUONG

STT P TEN THUE BAO TRANG THAI % TRANG THAI % Li:vﬁogs e LUgNGUP CHUIC NANG
1 251 Buéng internet 2 DOWN 9 -2 bps -2bps i I
2 250 Buéng Intemet 1 DOWN [ -2bps -2bps 09

9410699 Trung tam tich hop dif iéu: UBND finh Bac Ninh Unknown [ ] Unknown Unknown o9
4 9410946 VKS Tinh Bac Ninh up @ 571.9 Kbps 33.94 Kbps o9
H 9410847 VKS Thanh Pha up ] 11.16 Kbps 1.19 Kbps (i JD]
[ 9460215 VKS Gia Binh up ] 7.33 Kbps 1.62 Kbps (i JD]
9450219 VKS Thugn Thanh up @ 5.4 Kbps 881 bps 69D
9430415 VKS Yén Phong up (] Unknown Unknown 09
E] 9439863 VKS Tir Son up ® 3374 Kbps 35 98 Khps 09
10 9440222 VKS Qué VB up ® 553 Kbps 41Kbps 09

Hinh 3.17 Hinh anh tim kiém cac duwong truyén
Xem luu lwgng
Véi mbi dudng truyén Wan, ta c6 thé xem luu lugng nho cac nit chirc nang
tuong Ung.
Chtic nang cho phép xem luwu lugng ctia dudng truyén Wan trong ngdy theo

N

g0
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[#a |iru Irong DownlLoad/UpLoad trong ngay (Mbps)

NGAY | GI& 130 ¥ ‘
Luu lrgng DownLoad /UpLoad trong ngay tir 13h dén 14h (Mbps)
5
3.45
5 291
2.83
2.13
Z| e g 176
166
1
]
3 15 24 33
& Bidng

Hinh 3.18 Hinh anh chirc ning xem luu lwgng
Xem thong tin chat lwgng dwong truyén
Véi mbi dudng truyén Wan, ta c6 thé xem thong tin chat lugng duong
truyén Wan nhd cic nut chirc ning twong mg.
Chtic nang cho phép xem thong sb k¥ thuat, chat luong cua duong
truyén Wan

© Thong fin chéat lwgng dudng truyén WAN: 9440076

Thiét Bi (%
IP Thiét Bi -
Loai Thigt Bj :
Slot :
Port :
ONU
Tham S8 PORT :
Vian :
IpLan :

IpWan :

BNH.QVO.QVO.L25. HU31

10.16.45

S53xx

n
0

15

10.16.4.5:0/0/0/15

1463

10.84.13.0

10.85.2.132

v THAM 50 THONG TIN
Trang thai PORT up
Tée a6 (Mb) 100
MAC
Chét lrong (ReiTx) DAT/ KEM
Chét lrong (BitrateDs/BifrateUs) TOT { KEM
Nhiét da -255
Thési didm 23-03-20 0§:28:20
Bign thé (V) -.001
Céng sudt I
Déng phén cuc
56 octet 18i (downiup) 0/6626

S0 octet (down/up)

1126849749 / 2085131912

Ti 1€ 16i {downiup)

0/ 6626

Hinh 3.19 Hinh dnh quan 1y chét luwgng truyén din
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3.2.3 Quadn ly dwong WIFI
Quan ly thong tin ma Wifi

Cho phép quén 1y cac diém lap dat Wifi, tim kiém, thém mdi, sira, x0a
thong tin cac diém lap dat Wifi

Ban dang xem danh sach: 32 ma Wifi N Tham mis

STT MA WIFI TEN WIFI Dia chi THIET BI sSLOT PORT ONU CHIFC NANG
1 941061 WVHPT Wifi UBND Thanh pho BNHBNH SHAL2S FU12 0 7 & m
9410529 WVHPT Wifi BNH So Giao théng: Khu virc S& Giao thing BNHBNH SHAL2S FU12 0 20 |
9410614 WHPT Wifi Khu vuc Dén ba chia kho BMH.BNH.SHAL2S.FU12 0 3 & m
4 9410615 WMPT Wifi Khu vuc Céng an Thanh pho BMH.BNH.SHAL2S.FU12 0 23 & 1
9410637 WMPT Wifi Khu vuc Canh sat PCCC dwdng Tran Hung BMH.BNH.SHAL2SFU11 0 24 & 1

Bao

] 9410622 WVHPT Wifi Chung cur '.;L‘,.‘%n Gia Thidu BNHBNHSHAL2S FU11 0 2 & m
9410604 WVHPT Wifi Trung tdm VH Kinh Bic BNHBNHSHAL2S FU11 0 15 & m
9410632 WHPT Wifi Truirng Ngén hang BMH.BNH.SHAL2SFU11 0 22 |
El 9410662 WMPT Wifi Trung tdm Van héa Kinh Bac BMH.BNH.SHAL2SFU11 0 15 & 1
10 9410623 WMPT Wifi Nag3 tu Nguyén Gia Thiéu - L& Van Thinh BMH.BNH.BDTL2S.FU13 0 24 & 1

Hinh 3.20 Hinh 4nh quan Iy cac diém Wifi

Xuat Excel
Dé xuét danh sach cac diém lap dat Wifi sang Excel, bdm vao nat “Xuét

Excel”

Quan Iy thiét bi Wifi
Cho phép quan 1y cac thiét bi Wifi, tim kiém, thém méi, sira, x0a thong tin
céc thiét bi Wifi



Ban dang xem danh sach: 115 thiét bi WIFI

STT Tén AP
1 NOC NHA SO 1: 2113 MINi
2 NOC NHA SO 2:2/13 MINi

3 NOC NHA SO 3:2/13 MINi

4 446 TIEM AN 1: 9410633

5 446 TIEM AN 2° 9410633

[ 60 BIET THU HUB: -9410432
7 BA CHUA KHO: 9410614

kil BAO TANG TINH 1: 9410663
9 BAO TANG TINH 2: 9410663

10 BEMN XE KHACH 1: 9410620

Hinh 3.21 Hinh anh quan ly thiét bi Wifi

Quan ly hiéu suat Wifi

56 Seri

A4F4:C2:21:F3:.CD
AD:B5:18:04:6D:9C
AD:65:18:04:6D:67
A0:85:18:04:6D:6F
ADB5 18046094
ADB5 18046034
AD:BS:18:046F.ET
AD:B5:18:04:6D:98
AD:E3:18:04:6F .04

ADB518.04.3C4E
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Bia chi IP

172.19.24.189
172.19.24.190
172.19.24.191
172.19.29.37
1721929 38
1721924 156
172192573
1721924177
172.19.24.178

172.19.29.58

Phién
ban
phén
mém

240

-— Chon frang thai —

Loai AP

outdoor v1

outdoor v1

outdoor v1

outdoor v1

outdoor vi

outdoor vi

outdoor vi

outdoor v1

outdoor v1

indoor v1

Trang théi

RUNNING
RUNNING
RUNNING
RUNNING
RUNNING
RUNNING
RUNNING
RUNNING
RUNNING

RUNNING

CHIFC NANG

|
S 1
S
|
&1
&S 1
&S 1
& 1
S 1
S

Quan ly hiéu suat Wifi xem duoc cac AP c6 tai CPU cao, nhiét do cao, sb
user online cao, luu lugng Download cao

|l Top 10 CPU

Top AP co tai CPU cao

56 %
W

(8]

o

o
UEMD_TF- UBND_TP- MAT TRAN MG 4
HANH HAMNH TO QUOC VIET TIMH 2:
LANGT3 2: LAMNGT3 1: 1-0410640 TRANG Z 9410883
2410511 9410811 -9410701

il (%5) CPU cao nhét tir 03/0472020 40 10/0472020

Hinh 3.22 Hinh anh quén 1y phan citng CPU

BAD TANG BA CHUA
WHO:
0410614

Tén thiét bi AP

2-0410817

THOMNG KE
2-0410841

TINH

TRUOMNG THUWIEN TINH Y

2-0410801

1-04-10544
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[l Top 10 Temperature

86°C

42 .

28 -

14 .

1}

Top AP c6 nhiét do cao

UBMD_TP-HAMNH LANGT2 10611, 60

UBND_TP- UBND_TP- HNGA# TUONG CONG  UBND_TP- CONG TINHUY  TRUONG

HANH HANH CONGOQ1- DAILTT VIEN HANH WIEM 40410501 DANG
LANGT2 1: LANGT3 2: B410635 3-D410852 MNWC- LANGTS 3: MWC- 2-0410580
B410E11 9410811 B411052-1 9410611  0411052-1

Tén thiét bi AP

ils 58 “C cao nhit tir 01042020 dén 1V04/2020

Hinh 3.23 Hinh idnh quan Iy phan cing nhiét do Wifi

NHA 15
TANG 2-
9210818
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[stdl Top 10 User online -

Top AP co user online cao

S Lser

TRUONG KHUNHA NHA1G6  BACHUA MNGA 4 cong an MNGEA & FIHU NHA NG 4 MHA 16

DaMNG 05V 2- TANG 1- HHO: COMG O thanhpho- LTT-QL3E2 OS5V 1- NGUYEN TANG 2-

1-8410G80 B410828 8410618 9410614 2-8410835 2410515 1-9£10631 8410828 CAOD-THD 9410518
2- 410635

T&n thiét hi AP

ils 5S4 user cnline cac nhat tir 02/04/2020 980 10/04/2020

[l Top 10 Download -

Top AP co lwrgng Download cao

I 1 T T

Wromg Dol &n 1IND4/2020, TRU ONG KE 1-0410841,
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Hinh 3.24 Hinh anh quan ly lvu lwgng Wifi
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Hinh 3.26 Hinh anh quén 1y thiét bi wifi trén ban do

3.3 Tom tit chwong

I11

Chuong III di sdu vao van dé ap dyng mo hinh quan 1y tap trung, phuong

thire giam sat Poll, sir dung giao thirc quan 1y mang SMNP vao thyc té dé thuc hién

giam sat dudng truyén mang WAN. St dung phian mém lam cong cu dé quan 1y,

giam sat canh bao, trang thai, luu luong cua duong truyén
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KET LUAN
> Két qua dat dwoc

o Veély thuyét:
Tim hiéu dugc tong quan vé giao thirc giam sat mang SNMP, cic phuong
thirc gidam sat mang. Uu nhugc diém trong thiét ké cia SNMP, hinh thanh dugc mo
hinh quén 1y tap trung, 4p dung vao thuc té nang cao hiéu qua giam sat

Tim hiéu 1y thuyét va ap dung vao phan mém quan quan Iy mang WAN.

o Vé thyc hanh
Trién khai hé théng giam sat va quan tri mang voi phan mém quan 1y trén
Web Server, thuc hién mét s tién ich gidm sat va quan tri mang co ban.
Xay dung duoc phan mém giam sat, 4p dung vao thuc té dé giam sat mang
WAN tai tinh béc Ninh
Hién Béc Ninh d3 dua phén mém vao van hanh thuc té, buéc dau da giam sat

duoc trang thai, luu lugng cac duong mang WAN tai tinh

> Han ché

Vi thoi gian c¢6 han nén chua tim hiéu hét cic tinh ning cta phan mém. Chua
di sau vao giao thirc SNMP.

Hé théng mang Gng dung phdn mém quan 1y chua phat hién duoc cac 15i
cling nhu cac van dé phat sinh.

Hé thong chua giam sat duoc chat lugng truyén dan nhu rét goi, time phan

hoi cao,...

» Hudéng mé
Péi véi linh viee KH&CN ¢6 lién quan
Ung dung khoa hoc cong nghé tang cuong hiéu luc quan 1y nha nudc, cai cach 18
16i 1am viéc, tao nén mdi truong lam viéc chuyén nghiép, hiéu qua, hién dai gop
phan xdy dung thanh phé thong minh cta tinh

Doi vai to chire chi tri va cac co sé irng dung ket qua nghién ctiru
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Phian mém s& cung cip cho ngudi dung cac sd liéu tong quan ciing nhu s liéu
chi tiét vé tinh hinh hoat dong ctia mang ludi vao bét ky thoi diém nao.

Phan mém lam don gian hoa cong viéc van hanh hang ngay, dong thoi ning cao
tinh chuyén mon cta cac bo phan khai thac st dung.

Déi voi kinh té - x4 hdi va mdi trueong

Tao ra moi truong lam viéc van minh, hién dai; giai phong suc lao dong. Hiéu
qua tng dung khoa hoc cong nghé ciing 1a mot yéu t6 din dén hiéu qua xa hoi. Theo
do, mot moi truong lam viéc van minh, hi¢n dai sé ting budc hinh thanh va mé
rong, gitip 1am giam sirc lao dong dong thoi tang hiéu qua, chat lwong lam viée cta
can bo

Véi viée tmg dung CNTT phuc vy cong tac quan 1y hé théng mang Wan va Wifi
khong nhitng nhan duoc nhing gia tri hitu hinh néu trén, ma con ¢ thé nhan duoc
nhirng gia tri v6 hinh khac, khong thé quy ddi thanh tién duoc, d6 1a tac phong 1am
viéc mdi, chuyén nghiép, hién dai, su gén két cac thanh vién trong co quan..

Pé tai tng dung “Nghién ctu, xdy dung phin mém quan 1y hé thdng mang
WAN ndi tinh Bic Ninh” 1a yéu cau cép thiét trong thuyc hién nhiém vy quan ly
thong tin hién nay; tao su thay ddi tich cuc trong cac quy trinh xir 1y thong tin, xtr Iy
cong viéc, gop ph?m thuc hién tot nhiém vu CNH-HPH cua dat nudc.

Hé théng quan 1y dua vao khai thac s& ning cao hiéu qua cua cong tic quan ly
hé thong mang Wan noi tinh va Wifi dam bao yéu ciu thong tin lién lac va cac phan
mém ung dung nhu: Quan 1y van ban dién tu, hé théng mail cua tinh.... hoat dong
6n dinh, théng subt nang cao hiéu qua hoat dong hanh chinh cta cic co quan trong
Tinh.

Hé thong phuc vu cdng tac quan ly thong tin, 13 budc tmg dung CNTT quan
trong mé dau cho cac Gmg dung tiép theo phu vu xay dung thanh phé thong minh
cua Tinh.

Huéng phat trién nghién ciru
Viée xdy dung Xay dung hé théng quan 1y mang Wan ndi tinh va Wifi phy vu

cong tic quan 1y, nang cao chat lugng mang Wan va Wifi trén dia ban tinh Bac Ninh
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1a can thiét dap Gng yéu cau trudc mat va 1au dai pht hop voi chién luoc phat trién
cong nghé 4.0, gop phan xdy dung thanh phd théng minh cia tinh thiét thuc va hiéu
qua. Trong d6 muc tiéu cta dé tai la: Thiét ké, xdy dung va tmg dung hé thdng quan
Iy giam sat cac duong truyén dit liéu MEGAWAN va Wifi Bic Ninh, gop phan
nang cao hiéu lyc, hiéu qua quan 1y va chat luong mang luéi Vién thong & CNTT
trén dia ban tinh.

Tiép tuc phat trién phén mém va stra cac 16i con ton tai, thuc hién phat trién giam
sat sau hon vé chat luong truyén din va dua ra canh bao sém

Thiét ké va xay dung hé thong quan 1y giam sat cac duong truyén dir liéu va Wifi
Bic Ninh phuc vu cong tac quan ly Nha nuéc vé hé théng vién thong va CNTT trén
dia ban tinh gop phan xay dung thanh phd thong minh
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