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MO PAU
1. Tinh cép thiét cia dé tai

Véi sy gia ting khong ngimg vé s6 lugng cia cac thiét bi IoT, Cisco du doan sé luong thiét bi IoT
két ndi vao Internet s& 1a 50 ti thiét bi vao nam 2020. Cing v&i thyc trang s6 lugng ting 1én nhanh chéng
theo timg nam, nhitng van dé bao mat cho cac thiét bi IoT da dugc cac nha nghién ctru chi ra trong nhiing
nam g?m day. Voi dac diém bi han ché vé tai nguyén, cac thiét bi IoT dan dung thuong c6 muc do bao mat
thép hodc khong tdn tai co ché bao mat co ban. Do thiéu cac bién phap bao mat phu hop, cac thiét bi IoT dan
dung da tré thanh muc tiéu tAn cong phé bién, tao nén mang ludi loT Botnet quy mo 16n va dugc su dung
Va0 Ccéc cudc tin cong mang DDoS. Tiéu biéu, nim 2016 nhiing ké tdn cong dd xam nhap thanh cong
600.000 thiét bi 0T dan su, tao ra mang ludi loT Botnet va thyc hién cac cudc tn cong DDoS voi luu lugng
mang dat mirc 1.1 Tbps.

Cac giai phap phat hién ma doc IoT Botnet hién nay dang tap trung vao viéc phan tich cac chudi dir
liéu hanh vi ddy da (nhu ludng mang, chudi 11 goi hé théng,...) ciia ma doc dé phat hién cac dau hiéu doc
hai tdc dong tdi hé théng thong tin. Tuy nhién, chudi dit liéu hanh vi déy du chi duogc sinh ra khi ma doc da
thuc hién thanh cong cac hanh vi doc hai tic dong toi hé thong. Didu nay dan téi han ché kha ning giam
thiéu tic dong cua ma doc IoT Botnet ddi voi hé thong thong tin. Dé giai quyét van dé nay, mot sé nha
nghién ctru da dua ra y tuong phat hién ma doc trudc khi nd kip thyc hién dﬁy dt hanh vi ciia minh (phat
hién sém) dua trén cac md hinh hoc may, mot huéng nghién ciru kha thi va hiéu qua dé ning cao kha ning

phong chéng ma doc.

Véi muc dich dua nhitng tién bo cong nghé va uing dung nghién ctru vao phuc vu thuc té cudc sdng,
luan van voi dé tai “Phdat hién sém ma déc IoT Botnet trén cdc thiét bi IoT” s& tién hanh nghién ctu, thuc

nghiém va dwa ra mé hinh hoc may phul hop dé phat hién som IoT Botnet.
2. Muc tiéu nghién ciru

Nghién ctru phuong phép phat hién sém mi doc IoT Botnet dia trén cong nghé hoc may va két hop

nhiéu ngudn dir liéu hanh vi ctia ma doc.

3. P6i twong va pham vi nghién ctru

- Poi twong nghién ciru ciia dé tai: Luan vin tip trung vao nghién ctru bai toan phat hién mi doc
[oT Botnet va dugc thuc hién trén cac thiét bi IoT.

- Pham vi nghién ciru ciia dé tai: Trong d6, pham vi nghién ciru & ddy chi tap trung vao phén loai,
phat hién dong ma doc Botnet va cac thiét bi IoT ¢ day tap trung vao dong thiét bi 10T dan dung c6 tai
nguyén han ché nhung rat ph6 bién nhu Router, IP Camera, Smart TV Box, Smart phone, ...

4. N¢i dung va phuong phap nghién ctru

- Noi dung nghién ciru: Dé dat dugc muc tiéu da dé ra ¢ trén, luan vin s& tip trung nghién ctu,
phan tich, danh gia cac ndi dung sau:

+ Nghién ctru, tim hiéu dic diém, sy phat trién ma doc IoT Botnet va bai toan phat hién ma doc loT
Botnet.



+ Khdao sat, phan tich, danh gia cac phuong phap phat hién ma doc IoT Botnet va cac phuong

phap phat hién sém ma ddc dua trén cong nghé hoc may.
+ Ung dung, thtr nghiém mot mo hinh hoc may phu hop dé phat hi¢n sém IoT Botnet.
+ Phan tich va danh gia mo hinh lya chon trén mot tap dit liéu da c6 san.
- Phwong phap nghién ctru
Phuong phép nghién ciru 1y thuyét két hop voi nghién ciru thir nghiém.

+ Nghién ciru ly thuyét: Luan van thyuc hién nghién ciu, khao sat, tong hop, dénh gia cac cong trinh
nghién ciru lién quan & trong va ngoai nude dé phan tich nhitng van dé chua giai quyét, nhitng van dé con
ton tai trong cac phuong phéap phat hién ma doc 10T Botnet

+ Nghién citu thuc nghiém: Tién hanh thu thap, phan tich, tién xu Iy tap dir liéu sir dung cho qua
trinh thuc nghiém, tng dung vao mé hinh hoc may dé danh gia d6 hiéu qua ctia mé hinh, so sanh két qua véi
cac nghién ciru di c¢6 dé nang cao hiu qua phat hién ma doc IoT Botnet

5. Bo cuc luin vin

Luan vin gdm phan mé dau, 3 chuong, phan két luan va kién nghi, tai liéu tham khao véi 66 trang,
trong d6 c6 27 hinh v€, 10 bang va 50 tai liéu tham khao. Cu thé:

Trinh bay tinh cap thiét va ciu trac cta luan an

Chwong 1: Tong quan vé phat hién sém ma doc trén cac thiét bi iot

Chwong 2: Xay dung mo hinh hoc may phat hién sém ma ddc iot botnet

Chuong 3: Thuc nghiém va danh gia

Két luin va kién nghi

Danh muc tai liéu tham khao

CHUONG 1: TONG QUAN VE PHAT HIEN SOM MA PQC TREN CAC THIET BI IOT
1.1. Téng quan vé cac thiét bi 10T va loT Botnet

Cum tr [oT (Internet of Things - Van vat két ndi Internet) lan dau dugc sir dung bdi Kevin Ashton -
nha khoa hoc da sang 1ap ra Trung tam Auto-ID tai Vién cong nghé Massachusets (MIT - Massachusetts
Institute of Technology) vao nam 1999. Theo dinh nghia cua Kevin Ashton, “Internet of Things” 1a “zap hop
cdc thiét bi cam bién va bo diéu khién nhiing dwoc két noi thong qua méi truong mang (cé ddy va khéng
day)”. Véi dinh nghia ciia Kevin Ashton, thuat ngit thiét bi “loT” dugc sir dung dé chi cac thiét bj cam bién
va bd diéu khién nhung dién tur.

Lién minh Vién thong thé gigi (ITU — International Telecommunication Union) ciing d4 dwa ra khai
niém vé “IoT”, khai niém nay da gép phan gitip lam sang t6 hon vé IoT. Theo ITU thi: “Internet of Things l1a
mét co s ha tang todn cau trong xa hoi thong tin, né cho phép cdc dich vu théng minh hoat déng bang cdch
két noi cac vit thé bao gom ca vt Iy va do dira trén cdc cong nghé théng tin truyén thong phii hop hién cé
va dang phat trién”. Véi khai niém duoc néu & trén, 1oT c6 thé duoc nhin nhan trong mot vién canh rong

nhu 14 mot tAm nhin véi nhitng ham y vé cong nghé va xa hoi. Thong qua viéc khai thac nhan dang, thu thap,



xtr Iy dir liéu va kha ning truyén thong, IoT tin dung moi thir dé hd trg cho cac loai tng dung, trong khi duy

tri su riéng tu can thiet.

Theo khai niém cua ITU, van vat (Things) 1a ddi tugng cua thé gidi thue (vat chét ton tai) hodc cua
thé gidi thong tin (thuc thé 40), c6 thé duge xac dinh va tich hop vao mang thong tin, truyén théng hién c6 va

dang phat trién. Van vat (Things) dugc dinh nghia phan thanh hai loai chinh:

- Physical things: Vat thé ton tai trong thé gidi vat chat va c6 kha ning cam nhan, hoat dong tuong
tac tro lai moi truong va két ndi véi cac thuc thé khac. Céc thiét bi dai dién cho loai nay c6 thé ké dén nhu:

cam bién nhiét do, cac ro-bdt cong nghiép, ph?m cung thiét bi nhung gia dung.

- Virtual things: Nhitng thuc thé a0 (khong cam nhéan vat 1y duoc) ton tai trong thé gidi thong tin va
c¢6 kha nang luu trit, xtr Iy va truy cap dit lidu. Mot s6 vi du vé Virtual things c6 thé ké dén nhu: noi dung da

phuong tién, phﬁn mém ung dung va cac dai dién dich vu clia cac vat thé vat 1y (tai khoan ao0).

Theo d6, ITU ciing dua ra khai niém thiét bi IoT 1a “cdc thiét bi cé kha ndng két néi va cé thé cam
nhén thay doi ciia méi truong, twong tac qua co cdu truyén dong, thu thap, lwu trit va xir Iy dir liéu”. Tir khai
niém thiét bj loT nay cho théy réng trong moi truong loT, co rat nhiéu loai thiét bi IoT khéac nhau nhu: dién
thoai di dong thong minh, may tinh cé nhan, d@)ng hd thong minh, smart TV, mdy in, may quét, [P Camera,
thiét bi dinh tuyén, thiét bi gia dung thong minh c6 két ndi Internet,... Cac thiét bi IoT ¢6 médt & moi noi, hau
hét cac nganh nghé, cic mit ciia doi sdng con ngudi nhu y té, quan 1y day truyén san xuét, quan 1y ning
lugng, hé théng giao thong thong minh... Ngoai cac tién ich dem lai va sy c6 mat trong nhiéu mit cta cudc
song, nganh nghé thi cac thiét bi IoT ciing dugce du bao s& dong gdp 16n vao nén kinh té toan cau. Theo bao
céo ctia cong ty IoT Analytics (nha cung cap hang du vé tim hiéu thi truong cho IoT ¢6 tru s & Duc) thi gia
tri kinh té toan cau do IoT mang lai sé& tir 2.700 ty USD cho dén 6.700 ty USD trudc nim 2025.

Dé co6 thé dua ra giai phap phat hién ma doc botnet phu hop cho thiét bi ma luan vin nay hudng t6i,

luan van di sau lam rd nhitng dédc diém cua thiét bi loT c& nhé bao gdom:

- Méi truong hoat déng it chiu sw diéu khién truc tiép ciia con nguwoi: Cac thiét bi IoT c6 tinh di
dong va ty hanh cao theo cac kich ban hoat dong duoc cai dat sin, hiém khi can su diéu khién truc tiép cua

con ngudi (vi du: Thiét bi dinh myén, IP Camera, r6-bdt hat bui trong gia dinh,...).

- Tinh da nén tang phan cieng va phan mém: Khac voi cac thiét bi dién tir truyén thong nhu may tinh
da phan sir dung vi xir 1y kién truc i386 thi cac thiét bj IoT ¢& nhoé thuong sir dung nhiéu loai cac kién trac vi
xir 1y tiéu thu nang lugng thip nhu: MIPS, ARM, PowerPC, SPARC, MIPSEL,...

- Tai nguyén phan cimg han ché: Cac thiét bi IoT ¢& nhé thudng dugc trang bi cic phan cing han
ché tai nguyén nhu dung lugng b nhé it, ning lyc tinh toan nho, niang lwong pin dy trir cho thoi gian hoat
dong ngan.

- Trang thai déng: Trang thai cta céc thiét bi IoT thay doi linh hoat, vi du nhu lic hoat dong va ngu
cho, lac két ndi va ngét két ndi... phu thudc vao hoan canh cta cac thiét bi gém vi tri, chlrc ndng va tbe do di
chuyén.

- Kha nang két néi da kénh: Cac thiét bi ToT c6 kha ning két ndi véi cac thiét bj va ha ting truyén
dan theo nhiéu giao thirc khac nhau nhu Wifi, Bluetooth, Zigbee, Z-wave, LoRa, Lifi,...



1.2. Téng quan ma déc 10T Botnet

Mic du ¢6 rat nhiéu loai ma doc tan cong, lay nhiém cac thiét ToT, nhung xu huéng ma doc botnet
dugce xem 1a pho bién nhat, gy hau qua 16n nhat ddi véi cac thiét bi IoT. Cac hoat dong ctia ma doc IoT
botnet gin ddy cho thdy t6i pham mang dang chuyén hudng loi dung thiét bj IoT dé thuc hién cac cudc tin
cong mang véi sb lwong 16n thiét bi v6i bang thong cuc 16n gy gian doan mang Internet. Hién nay, s6 luong
ma doc duoc ra doi voi muc tidu lay nhiém, tin cong cac thiét bi IoT ¢& nho ngay cang ting, cu thé 1a theo
b4o cao cua hang Kaspersky thi s lugng ma doc trén thiét bi IoT nam 2018 da tang gap hon 37 lan so véi
nam 2016,

Mot cach téng quan, ma doc (tiéng anh 14 Malicious Software/Code) 14 mdt chuong trinh hodc mot
doan mi dugc bi mat chén vao hé thong ngudi dung nhim gy hai hé thong may tinh, hé thong mang, thong

tin dir liéu, ... nhu tinh tin cdy, tinh bio mat, tinh toan ven hodc tinh san sang.

Trong cac loai ma doc xudt hién trén thiét bi IoT ¢ nho, phd bién nhét 1a mi doc IoT Botnet (theo
thdng ké cuia Kaspersky). Tac gia Pamela va cong su di dua ra khai niém IoT Botnet 1a “mdt mang luéi cac
thiét bi IoT ¢ nhé bi xam nhdp va lay nhiém ma doc phuc vu xdy dung Botnet”. Theo khai niém nay két hop
v6i pham vi nghién ctru cta luan van, ma doc loT Botnet c6 thé hiéu 1a loai ma doc cho phép xay dung mang

lu6i Botnet dya trén cac thiét bi [oT ¢& nhé.

Thong qua viéc khao sat cac loai ma doc IoT Botnet da xuét hién dén hién nay, luan van téng quat

lai ma doc IoT Botnet chtra hau hét 2 thanh phin co ban va 4 thanh phan hd tro gom:

- M doc botnet thyc hién tdn cong DDoS khi nhén [énh;

- May chu C&C dé diéu khién ma doc botnet; B6 Scanner dé do quét cac thiét bi IoT méi c6 thé bi
khai thac;

- May chu Reporting c6 chirc nang thu thap cac dir liéu do quét ctia ma doc botnet hodc bd Scanner;
B Loaders dugc st dung dé dang nhap vao cac thiét bi 10T c6 thé bi khai thac, va ra chi thi cho chung tai vé

céc tap tin thyc thi ma doc c6 kién tric pha hop;

- May chii phin phdi ma doc xac dinh vi tri luu trit ma doc s& duogc tai vé boi cac thiét bi IoT di bi
1ay nhiém.

Trén thuc té mot ) mang Botnet c6 thé s& c6 thém hodc giam bot mot sb thanh phﬁn cAu truc, xong
cac thanh phﬁn d6 van thuc hién dﬁy du cac chtrc nang duoc luan van trinh bay bén trén.

V6i nhitng thanh phan d6, co ché hoat dong chung cho hau hét ma doc IoT botnet nhu sau

Buée 1: M3 doc do quét dai dia chi IP ngiu nhién théng qua TCP cdng 23/2323 dé tim kiém cac
thiét bi IoT c6 16 hong bao mat dé xam nhap, 1ay nhiém md rong mang ludi may tinh botnet.

Budre 2: Sau khi do quét dugc thiét bi c6 kha ning xam nhép va da thu thap duoc thong tin dé xac
thuc va leo thang ddc quyén trén thiét bi thi ma doc s& giri nhimg thong tin dic trung ctia thiét bi vé may chii
Report thong qua cac cong dich vu khac

Buwée 3: Ma doc nhan 1énh tir C&C dé kiém tra thong tin dic ta cua thiét bi nhu dia chi IP, kién trac
phan cting (MIPS, ARM, PowerPC, ...)



Buéc 4: Sau khi may chiu C&C tiép nhan thong tin dic ta vé thiét bi thi s& ra 1énh cho may chu
Loader lya chon tap tin thye thi ma doc phu hop.

Buéc 5: May chu Loader giri toi thiét bi mudn xam nhap tap tin ma doc phu hop. Ngay sau khi tap
tin ma doc duoc tai vé va thyc thi trén thiét bi thi ma ddc s€ xoa tap tin thyc thi va chi chay trong bd nhd
RAM dé tranh bi phat hién, déng thoi ma doc sé tit cac dich vu cho phép truy cép tr xa nhu Telnet, SSH, v6

hi€u hoéa cac chirc nang cta tuong lra.

Budce 6 va 7: Thong qua C&C ké tAn cong co thé ra 1énh cho ma doc thuc hién céc tn cong tur chdi
dich vu phan tan bang nhiéu k¥ thuat nhu UDP flood, SYN flood, GRE IP flood... téi mdt myc tiéu cu thé.

Ciing giéng nhu cic loai ma doc truyén thong, su tién hoa ciia ma doc IoT Botnet ciing gia ting theo
su thay ddi cua cong nghé dién toan, cac phuong thic trao ddi dit liéu Internet... Su phure tap va kha nang
pha hoai ctia ma doc da ting 1én ké tir khi cong nghé 10T ra doi v6i hang ngan, hang ty thiét bi IoT duoc két
ndi t6i mang Internet. Qua khao sat cho théy, cac loai ma doc IoT Botnet van dang duoc phat trién, tién hoa
thudng xuyén véi cau tric tinh vi va kha ning bao vé phuc tap hon. Tuy nhién, phan khao sat cac loai ma
ddc van chua dﬁy du boi to1 pham mang thuong xuyén stra ddi va cap nhat cac loai ma doc da biét dé tao ra

cac loai ma doc mdi, khai thac nhiéu loai thiét bi IoT hon.
1.3. Cac nghién ciru lién quan trong phéat hién sém ma déc

Céc phuong phap phat hién ma doc IoT botnet co thé chia thanh 2 hudng tiép can chinh nhu: (1) cac
phuong phap dua trén chir ky (signature-based) va (2) cac phuong phap dua trén hanh vi (behavior-based).
Céc phuong phap dua trén chir ky stir dung mot chudi cac byte co thé 1 ma bam, dugc trich xuat tir ma doc
IoT botnet da biét nhu mot chir ky dai dién ddc trung duy nhit cho mdi tap tin nhan dang mi doc. Phuong
phap dua trén hanh vi yéu cau thuc thi cic tap tin trong mot moi trudng co giam sat va cac hanh vi s& duoc

ghi nhan va kiém tra l1am can ctr d€ phat hién ma doc.

Ngay nay v6i xu huéng ma doc trén thiét bi IoT dic biét ma mi doc IoT botnet dang ting truong
khong nging ca vé sb lugng va bién thé, kéo theo d6 cac dir liéu vé chir ky va hanh vi md doc ciing ting véi
s6 lugng 16n khién viéc xir 1y, phan tich duoc thuc hién bang con nguoi trd nén rat khé khin. Nham khéc
phuc cac van dé trén, hién nay cic nha nghién ctru tiép can cac phuong phap phat hién ma doc dua trén hoc
méy. Phuong phap duya trén hoc may khong sir dung chit ky hay hanh vi ma doc cu thé ma né sir dung cac
dic trung va cac dic trung nay duoc xem 14 thanh phan 15i cta phat hién dua trén hoc may. Thong qua viéc
khéo sat co thé thdy, tat ca cac hudng tiép can trén duoc nhom thanh 2 phuong phap chinh 1 phan tich tinh

(static) va phan tich dong (dynamic).
1.3.1. Phdn tich tinh

Phan tich tinh 14 phuong phép phan tich ni dung ciia ma ngudn ma khong can thyc thi cac tép tin dé
phat hién cac hanh vi nghi van. Phuong phép phan tich tinh cho phép chi tiét hoa toan b ludng diéu khién
(Control Flow Graph — CFG) va ludng dit liéu (Data Flow Graph — DFG) théng qua cac cong cu dich nguoc
mé ngudn nhu IDA Pro, BinDiff... d& phat hién mi doc bang phén tich dic trung nhu ma thuc thi (Opcode),
101 goi ham hé thdng (API calls) hay cac chudi ky tu c6 nghia trong ma ngudn (Printable Strings Information

— PSI). Phuong phép nay cho phép phan tich chi tiét cac tép tin va dwa ra cac kha ning kich hoat ctia ma doc

V6i nhimng nghién ctru dugc khao sat, phan tich tinh dem lai két qua kha quan trong bao mat IoT noi

chung va phat hién ma doc IoT ndi riéng. Tuy nhién, phén tich tinh van ton tai nhiéu han ché cho viéc phan



tich, phat hién ma doc IoT Botnet nhu: Khé ap dung ddi véi ma doc sir dung ki thuat gy rdi (obfuscation)
hoic déng gbi (pack) phiic tap do han ché ctia cong cu Unpack va Debug; Khé thu thap miu ma doc do ma
doc chi luu trir trén RAM thiét bi, va bién mat khi khoi dong lai thiét bi; Két qua dich nguge c6 thé khong
chinh xac do cac tuy chon bién dich khac nhau cua cong cu dich nguoc dbi voi cac nén tang CPU da dang
ctia cac thiét bi IoT. Vi vdy, v6i bai toan phat hién ma doc IoT Botnet trén cac thiét bi IoT hién nay, hudng

tiép can dya trén phan tich tinh trd nén kho thyc hién.
1.3.2. Phan tich dong

Phan tich dong la phuong phap giam sat cac hanh vi trong khi cac tdp tin d6 dang chay, tir d6 phat
hién c6 hay khong cac hanh vi doc hai, bat thuong. Mo6i truong thuce thi cic tép tin thuong 1a mot moi trudng
mo phong (nhu sandbox) hodc cac thiét bi IoT thuc té (nhu cai dat cac tac tir). Nhitng thong tin dugc thu thap
nhu cac hanh vi mc hé théng (syscall, gia tri thanh ghi, dit liéu bd nho), cac hanh vi mirc mang (dir liéu
ludng mang pcap). Phan tich dong s& loai bo duogc cac k§ thudt giy rdi ma ngudn, khong dich nguoc duoc
mé ngudn tép tin thuong gip trong phan tich dong. Tuy nhién, kho khin khi thuc hién phan tich dong 14 viéc
xdy dung mdi trudng cho phép ma doc boc 16 hoan toan cic hanh vi va co kha ning giam sat ddy du cac
hanh vi d6.

Viéc sir dung phan tich dong dé phat hién IoT Botnet c6 thé duoc phén loai theo hai phuong phap
chinh 1a phat hién xam nhdp dua trén dit liéu mang (Network-based Intrusion Detection System — NIDS) va
phéat hién xam nhap dua trén dit liéu may chu (Host-based Intrusion Detection System — HIDS).

Qua viéc khao sat cac nghién ciru trén vé viéc phat hién ma doc Botnet sir dung phwong phap phan
tich dong cho thdy, phan 16n cac nha nghién ctru cha tim vao viéc phat hién ma doc dua trén ludng mang
NIDS. Tuy nhién huéng tiép cin nay chi phét hién dugc IoT botnet khi thiét bi da bi 1iy nhiém va bat dau
truyén thong dén cac may chu 1énh va diéu khién, cac bot khac hodc ching thuc hién tin cong. Hinh thic
hién ma ddc dya trén dit liéu may cha HIDS co thé khic phuc dugc nhugc diém nay. Tuy nhién cac thiét bi
ToT khéc véi cac thiét bi dién toan truyén thong vi chiing han ché vé tai nguyén xt 1y ciing nhu ning luong.
Hon nira v6i su phat trién than tc vé sb lugng ciing nhu sy da dang vé chirc nang khién cho cac thiét bj IoT
tr& nén bat dong nhit ca vé kién trac phan ctng, giao tiép truyén thong ciing nhu trang thai hoat dong. Do
d6, hudng tiép can phat hién ma doc chi bang HIDS 1a kho khin va chua day du.

1.4. M6 ta bai toan

V6i su phat trién nhanh chong cua cac thiét bi ToT trén thé gidi ca vé sb lugng 1an chic ning, moi
truong hoat dong. Do do, cac loai ma ddc IoT Botnet cling dugc tién hoa thich tng voi moi trudng cua nan
nhan va khoé bi phét hién va phan tich hon gitp duy tri hoat dong. Nhiéu loai ma dc IoT Botnet gan day da
dugc thiét ké dé tranh bi phat hién boi cac giai phap bao mat truyén théng hién c6 han nhu phan mém phat
hién va xir Iy mi doc (Anti-virus), hé thong phat hién va xir Iy xAm nhap mang (IDS/IPS), cac bo loc géi tin
bang tuong lira thong thuong (Firewall). Cac giai phap bao mat truyén théng nay chi thuc sy duoc phat hién
dugc mang ludi IoT Botnet khi chung d3 & trong giai doan thuc thi tn cong tir chdi dich vu phén tan (DDoS)
va gy ra hau qua duoc thiy rd. Hién nay ciing di c6 nhidu phuong phap dé phat hién, chdng lai cac cude tan
cong DDoS nhu vay. Tuy nhién, viéc phat hién va chéng lai mang Botnet khi cac cudc tan cong di dién ra 1a
kho khan vi khi d6 mang Botnet da tich trit mot lugng 16n cac bot cho minh. Minh chiing 1a ¢6 thoi diém c6
t1 400.000 thiét bi IoT bi lay nhiém ma ddc Mirai va vu tan cong DDoS dd dwoc ghi nhan véi quy mo 16n

nhét duoc thuc hién béi md doc Mirai ¢o luu luong 1én dén 1.2 Tbps vao nam 2016. Vai $6 luong 16n bot



nhu vay kém theo luu luong tin cong 16n s& d& dang danh bai moi hé théng phan ctng hién nay. Hon thé
nira, giai doan ra quét va xam nhap chiém dung quyén quan tri thiét bi muc tiéu (Budc 1 va 2) cua mang luédi
IoT Botnet dién ra trong thoi gian dai. Néu nhu c6 thé phat hién cac thiét bi IoT ¢& nho bi lay nhidm trudc
khi chang thuc thi 1énh tan cong tir chdi dich vu (Budc 6 va 7) thi s& han ché dwoc hau qua pha hoai cia mi
doc IoT Botnet.

Vé co ban, cac phuong phap phat hién mi doc déu dua trén hai phuong phép chinh 1a phan tich tinh
va dong nhu da trinh bay ¢ trén. Vi nhiing ndi dung khao sat va danh giad duogc ludn van trinh bay bén trén,
luan van lya chon st dung phuong phap phan tich dong dé co thé phat hién sém ma ddc [oT Botnet. Phuong
phap phét hién duoc luan van lya chon s& két hop duoc uu diém cta cac phuong phap phat hién trudc day va

huéng t6i muc tiéu c6 thé phat hién sém mi doc IoT Botnet ngay tir giai doan dau.
Két luan chwong

Trong chuong 1, ludn van da chi ra téng quan vé cac thiét bi IoT ¢ nho, dic diém ma doc [oT
Botnet lay nhiém trén loai thiét bi nay va cac giai phap phat hién ma doc IoT Botnet di dugc cong bd. Tir do,
ndi dung chuong dua ra nhitng van dé con ton tai va dé xuat phuong an giai quyét cac van dé nay. Noi dung

chi tiét phuwong phép giai quyét van dé duoc néu ra tai Chuong 2 ciia luan vin.

CHUONG 2: XAY DUNG MO HINH HQC MAY PHAT HIEN SOM
MA PQC IOT BOTNET

Nhirng nghién ctru lién quan vé van dé phat hién ma doc IoT Botnet da phan sir dung cac dir lidu
dugc thu thap theo thoi gian goi 1a dir liéu chudi thoi gian. Véi s6 luong 16n cac thiét bi IoT thi luong dir liu
thu thap duoc 13 rat 16n va c6 thé gay khé khin trong viée xay dung cic bo phéan loai. Phuong phap phat hién
mé doc ToT thuong duoc xay dung bang cach xay dung mot bd phén loai don 18 trén tap dit liéu thu thap day
du theo chudi thoi gian. Cac phuong phap xay dung bo phan loai khac nhau thuong cé nhiing wu, nhuoc
diém khac nhau, nhung diém chung cta cic md hinh nay chinh 1a khi ma doc da thuc hién toan bo hanh vi
trong hé thong thi méi co thé phat hién duoc, trong thuc té co thé giy hau qua nghiém trong cho hé thdng
néu khong canh bao trudc nguy co. Bé dap ing dugc yéu cau phan loai chinh xac trong viée sir dung cac bd
phan loai hoc may, mé hinh hoc méay cong tac da duoc luan vin dua vao sir dung dé ting hiéu suit du doan
ctia mo hinh. M6 hinh hoc may cdng tac dua ra du doan tir viéc stir dung cac bo phan loai con va téng hop du
doan tir nhitng bd phan loai nay dé dwa ra quyét dinh. Tir nhitng diém da néu trén, trong phan nay luin vin s&
xay dung mo hinh hoc may phat hién sém ma ddc loT Botnet st dung cac b dit liéu c6 dac trung vé thoi
gian cua thiét bi, thyc hién cac phuong phap chon loc va chuan héa dit liéu, 4p dung mé hinh hoc may cong

tac voi cac b phan loai con thich hgp cho bai toan phat hién sém ma doc loT Botnet.
2.1. Tong quan mé hinh hoc may cong tic

Hoc may cong tac 1a qua trinh st dung cac b phan loai va két hop két qua du doan cua cac bo phan
loai nay dé tao nén mot md hinh dua ra quyét dinh phirc tap nhung cai thién hiéu nang du doan hon so véi
cac b phan loai con. Phuong phap két hop cé thé linh hoat dua trén dic trung, hodc Kkét qua phan loai.

Dua vao phuong thirc két hop dit liéu c6 thé chia cac md hinh hoc cong tac thanh 3 nhém chinh:

- Hop nhat sém: 1a phuong phap hop nhat cac dir liéu dau vao bang cach tao ra mot tap dir liéu dai

dién cho cac tap dir liéu con don 1é. Tap dir li¢u dai dién nay duoc sinh ra bang cach noi cac dac trung cta



cac tap dir liéu con vao vdi nhau dé tao thanh tap dir li¢u dai dién c6 chira tat ca céc dac trung cta cac tap di
liéu con. Sau khi da c6 duogc tap dai dién thi m6 hinh phan loai st dung mot thuat toan hoc may duy nhét dé

thuc hién qua trinh phan loai dit liéu dai dién.

- Hop nhit mudn: 1a phuong phap cho phép céac tap hop cac két qua phén loai cia cac bd hoc may
phan loai (Classifier) don 1¢ thong qua ham hop nhét (Fusion). Mdi mét bo dit lidu dic trung dau vao s&
dugc huan luyén va phan loai dua trén cac thudt toan hoc may riéng biét. Két qua phén loai s& dugc téng hop

dé dua ra quyét dinh cubi cuiing.

- Hop nhat trung gian (Intermediate fusion): 1a cach hop nhit cac dic trung qua viée str dung cac 16p
an (Hidden layer). Céc dac trung dau vao s& duge dua vao cac thuat toan hoc may c6 lop an dé tim ra céc dic
trung c6 1ién quan toi muc tiéu phan loai. Két qua phan loai ting bo dit liéu riéng 1é nay s& duoc dua qua 16p

hop nhét va quyét dinh cudi cung ciing str dung mot 16p an dé tong hop két qua.

Céac mo hinh hoc may cong tac ké trén déu c6 uu diém va nhugc diém, bang viéc nghién ciru 1y
thuyét va qua qué trinh thyc nghiém, luan vin da Iya chon st dung phuong phap hop nhat mudn cho bai toan
phat hién sém ma doc loT Botnet va dat dugc hi¢u qua kha quan.

2.2. M6 hinh #ng dung

Trong phan nay, luan vin s& tng dung md hinh hoc may cong tac phat hién sém IoT Botnet. Kién

trac téng quat cia mo hinh duoc biéu dién cu thé trong hinh 2.1.



Tép ELF

v

V-Sandbox

l ., l

DiF liéu thé 1&r goi

D ligu théd sir

Dir liéu théd mang

hé théng dung tai nguyén

l | :

o o Tign xir Iy va chun
Tién x(r Iy va chun Tién xir Iy va chun héa dir ligu
hoa dir ligu héa dir ligu
h 4 h 4 v
Trich chon dac trung Trich chon dac trung Trich chon dac trung
v v v
Tap déc trung Tap déc trung

Tap dac trung mang

Iéri goi hé& théng sir dung tai nguyén

h A h Y

B phén loai Bd phan loai B phan loai

Két qua du doan

Hinh 2.1. Kién trac mé hinh mg dung
Téng quat cia md hinh ¢ 5 thanh phéan chinh dé trich xuat va xir Iy dit liéu giup dua ra quyét dinh:
- B6 phéan thu thap dir li€u;
- B phan tién xtr Iy va chuan hoa dit lidu;
- B6 phan trich chon dac trung;
- Cac bd phat hién dua trén thuat toan hoc may khac nhau;
- B6 tong hop két qua phat hién.

Su khéc biét dé giai quyét van d& phat hién mi doc IoT Botnet trong mé hinh thir nhiém so véi cac
md hinh truyén théng 1a mé hinh thir nghiém st dung méi trudng sandbox (trong trudng hop nay 1a V-
Sandbox) dé 1ay mot phan nho lugng dir liéu dic trung cho cac hanh vi diu tién ciia tép dau vao dang duoc
xir Iy dé thyc hién phén tich va phat hién ma doc thay vi phai dgi ma doc thuc hién day da hanh vi dé thu

thap va xur ly vdi toan bo dir lidu.
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Tdng quan quy trinh xtr Iy va dwa ra quyét dinh cta hé thdng dwoc mé ta nhu sau. Céc dit liéu hanh
vi (bao gdm ludng mang, 10i goi hé thong va sir dung tai nguyén cua thiét bi) cua tép ELF dau vao duoc thu
thap trong moi truong sandbox. Céc dir li€u thu thap dugc nay s€ dugc tién xur ly, chuin hoéa va lua chon céc
dic trung phu hop dé dua vao cac mé hinh bd phan loai st dung thuat toan hoc may. Nhirng du doan cua cac

md hinh hoc may don 1¢ nay sau d6 s& duoc dua vao bo tong hop dé dua ra két luan phén loai cudi cung.
Céc thanh phan va hoat dong cu thé ciia chung s& dugc trinh bay trong phén tiép theo va qua trinh
thuc hién cu thé s& duoc trinh bay trong chuong 3 qua phén thuc nghiém va két qua.

2.2.1. Bg phdn thu thdgp dé ligu

Qua tim hiéu, luén van di tim duoc mot sé6 moi truong dugc xay dung cho viéc thu thap dir liéu hanh
vi trong bai toan phat hién ma doc trén cac thiét bi IoT ¢& nho nhu IOTBOX, Cuckoo, REMNUX, Limon va
V-Sandbox. Mdi mét loai sandbox déu cé nhung vu nhugc diém khéc nhau va cu thé vé su khac biét trong

viéc ho trg thu thap dir liéu cua cac loai sandbox duge md ta trong Bang dudi.

Bang 2.1. Céc tinh ning cia cac md trudng Sandbox

{nh ning Kha niing hd tro Thu thap dir liéu
Pa kién C&C | Thwviénlién | Ludng | Loigoi | Chiém dung

sandbox tric CPU | Server két dong mang | héthéng | tai nguyén
IOTBOX Cé Khéng Khéng Céo Khéng Khéng

Cé Khong Khong Céo Khong Khong
Cuckoo \

day du

REMNUX Khéng Khéng Khéng Khéng Co Khong
Limon Khéng Khdng Khéng Co Co Khong
V-Sandbox Cé Cé Cé Co Co Co

Qua viéc so sanh cac tinh ning ctia cic moi truong Sandbox trong bang trén, dé dang nhan thiy V-
Sandbox co diy du tinh nang hon so v&i cac moi truong sandbox khac. Kién tric tong quan ciia moi truong
V-Sandbox dugc tac gia minh hoa nhu trong Hinh 2.5. Véi dau vao 1a cac tép dinh dang ELF (duoc sir dung
phé bién trong Linux), mdi truomg V-Sandbox tw dong tao moi truong phit hop cho phép tép nay thuc thi va

giam sat cac hanh vi tuong tac v6i hé diéu hanh.

Tur nhung wu diém va tinh ning néu trén, luan vin nhan thdy mdi truong V-Sandbox rat phi hop cho
qué trinh xdy dung moi truong mo phong céac thiét bi IoT dé thu dir liéu hanh vi nham giai quyét bai toan
phat hién sém ma doc.

2.2.2. Bg phan tién xa 1y va chudn hoa di li¢u

Trong bai toan phat hién ma doc IoT Botnet, cac hanh vi thuong dwoc nhirng nha nghién ciru st

dung dé nhan biét diu hiéu cua chung thudng 1a: cac 161 goi hé thdng, cac goi tin trao ddi trong mang va cac
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thay ddi vé tai nguyén cta hé théng. Do dé, ludn van sir dung ba loai hanh vi ph bién ké trén dé thu thap dir

liéu phuc vu cho dénh gi4 kha nang phat hién ma doc loT Botnet cia m6 hinh ting dung.

Nhu da dé cap trong mo ta téng quan vé md hinh tmg dung, dit liéu dua vao mé hinh hoc may dé
phat hién chi la cac hanh vi du tién cua tép thuc thi, khong phai 1a dir li€u toan bd hanh vi ma ddc can thuc
hién. Vi vy, can xac dinh luong dir liéu can thiét 1a bao nhiéu dé c6 kha ning phat hién chinh xac ma doc
[oT Botnet. Dé tra 101 cau hoi nay, luan van da tién hanh khao sat, so sanh su khac nhau trong dir li¢u thu
thap dugc cia ma doc IoT Botnet va tép lanh tinh. Sau khi thu dugc dir liéu tuong tng véi luong dir licu
dugc xac dinh ké trén, luan van tién hanh trich xuat dic trung dé thu dugc bo dir liéu vector lam dau vao cho
cac thudt toan hoc may. Qua trinh xr 1y riéng biét cta mdi loai dit liéu duge trinh bay chi tiét sau day.

- Dir liéu 1o goi hé théng

Tir qua trinh thong ké dit liéu co trong bo dit liéu 101 goi hé thng, luan vin nhan thiy sb luong 10
goi hé théng cua cac t€p thyc thi dir liéu lanh tinh thuong it hon ) luong 161 goi hé théng cua cac tép thuc
thi ¢6 chtra ma ddc, cac tép lanh tinh thuong chi c6 khoang dudi 100 151 goi hé thong mdi 1an thyc thi trong
khi con sb nay ddi voéi cac tép c6 chua ma ddc 1a trén 300. Do vay ludn van chon ngudng 300 161 goi hé
thdng 1am ngudng ngit giam sat cho V-Sandbox va sir dung 300 10i goi hé théng dau tién nay lam dir liéu

cho cac b hoc may huan luyén va kiém thir.

Pé trich xuét dic trung tu dit li€u 101 goi hé théng, luan van st dung dd thi 1oi 201 hé théng (System
Call Graph) dugc dé xuét boi tac gia Lé Hai Viét va cac cong su. Tuy nhién, dit lidu do thi khong thé duoc
huén luyén truc tiép biang cac bo phan loai thong dung. Do d6, dit lidu nay phai duge chuyén vé dudi dang
Véc-to. Qua trinh nay dugc thuc hién thong qua cong cu Graph2vec. Graph2vec la mét k¥ thuat hoc khong
giam sat dé chuyén d6i mot do thi thanh dang véc-to sd dua trén y tuong hudng tiép can cua thut toan
nhung van ban Doc2vec. Theo d6, Graph2vec hoc cach biéu dién céac dd thi bﬁng cach xem toan bo mot dd
thi nhu mot van ban va cac dd thi con nhu cac tir tao nén van ban d6. Két qua thu dugc 1a mot khong gian
véc-to nhung ma cac dd thi co cdu tric giéng nhau thi co véc-to dic trung gan nhau. Dic diém nay gitp cho

cac thuat toan hoc may co thé hoat dong hiéu qua hon trong vi¢c phan loai dd thi.
- Dir liéu ludng mang

Qua trinh thong ké dit liéu c6 trong bo dit lidu ludng mang ciing cho thiy s lugng géi tin sir dung dé
giao tiép giita cac tép lanh tinh ciing it hon céac tép co chira mi doc. Piéu nay c6 thé 1y giai bang 1y thuyét
ctia IoT Botnet vi chung thudng xuyén phai két ndi va nhan 1énh tir may chit C&C, din dén luu lugng truy
cép cao hon binh thuong. Két qua thdng ké cho thdy hau hét cac tép cho sb luong goi tin duge sir dung ndm
& ngudng 50 gbi tin. Do d6, qua trinh phat hién sém str dung ngudng 50 goi tin dau tién dé ngat giam sat va

tién hanh phat hién ma doc.

Dit liéu luéng mang sau khi thu dugc tir moi truong V-Sandbox la cac tép tin dinh dang PCAP. Luan
van st dung cong cu CICFlowMeter dé trich xut dic trung dir li€u tir cac file PCAP nay. Tuy nhién, mét tap
tin PCAP chra nhiéu luéng mang (flow), vi vay dé sinh duoc 1 véc-to duy nhét dai dién cho tap tin PCAP,
ludn van tién hanh két hop thong tin cua cac ludng co trong tép tin PCAP bang cach thdng ké cac dai luong
tong va gia tri 16n nhat. Bo ddc trung bao gdm 48 dic trung thong ké trén va 1 dic trung sd luong ludng
mang trong tap tin PCAP d6. Nhur vay, c6 tat ca 49 ddc trung dugc st dung.

- Dir liéu sir dung tai nguyén h¢ thong
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Théng ké bd dit lidu cho thiy cac tép thue thi md doc thuong yéu ciu sir dung tai nguyén nhidu hon
so véi cac tép thyc thi lanh tinh va biéu hién rd nhat & 20 trang thai tai nguyén hé théng dau tién. Do d6, luan

vian chon ngudng 20 trang thai dau tién 1am ngudng phat hién som.

Dit liéu sir dung tai nguyén thiét bi bao gom chudi nhiéu trang thai hiéu ning lién tiép ciia hé thong.
Dé ¢ thé mo ta lai dit liéu ndy, ludn vin st dung phuong phap thong ké dé dinh nghia cac dic trung duoc sir
dung. Theo d6 thong tin lién quan dén CPU, bd nhé cua cac trang thai s& duoc tinh toan cac dai luong trung
binh cong, d6 1éch chuan, sé 16n nhét, s6 nho nhat. Véi 20 ddc trung thu dugce tir V-Sandbox, luan vin tién

hanh théng ké va thu dugc 80 dic trung theo cac 4 dai luong trén.
2.2.3. B¢ phdn trich chon déc trung

Sau khi trich xut dic trung va véc-to hoa, dir li€u da co thé dua vao cac bd phéan loai dé huan luyén/
kiém thir. Tuy nhién dé nang cao d6 hiéu qua ctia mé hinh, luan vin tién hanh trich chon dic trung dé nang

cao d6 chinh xac, d9 hiéu qua cho mo hinh.
Trich chon déc trung gitip ndng cao do chinh xéc, d6 hi€u qua cho mé hinh vi 2 1y do chinh:

- Trich chon dic trung gitp lugc bo cac ddc trung thira, khong dong gop nhidu vao qué trinh phan
loai ctia mo hinh, ciing nhu cac ddc trung gy nhidu, gay anh huong dén hiéu qua ctia bo phéan loai. Do do,
trich chon dic trung vira gitp nang cao dd chinh xac cho mé hinh, vira giam thiéu tinh trang qua khép
(overfitting). - Trich chon dic trung lam giam chiéu véc-to dic trung dau vao, qua do day nhanh téc do

tinh toan, gitip mo hinh hdi ty nhanh hon.

C6 nhiéu phuong phap trich chon dic trung, luan vin da str dung phwong phap don gian Information

gain va ap dung Ién 2 loai dic trung 1a dit liéu ludng mang va dic trung dir liéu hiéu nang hé thong.

Information Gain 1 dai lugng do do hdn tap hay hon loan ctia dic trung. Trong cdy quyét dinh,
information gain duoc sir dung Iam ti€u chi phan chia mét node. Mot thude tinh c¢6 information gain hay d6
giam entropy Ién s& duoc chon dé chia node, bai vi tinh bat dinh cua thong tin dugc giam xudng nhiéu nhat.
Trong bai toan trich chon dic trung, information gain dwgc sir dung dé do do lién quan cua dic trung A doi
Vi 16p C. Gia tri ctia thong tin chung (mutual information) gitra thugc tinh A va 16p C cang cao thi d6 lién

quan gitta chung cang 16n.
I1(C,A) = H(C) — H(C|A),

Trong d6 H(C) = — Y p(C)logp(C), entropy cua 1op C, va H(C|A) la entropy cua lop € voi diédu
kién thudc tinh A, H(C|A) = Y. p(C|A).logp(C|A).

Luan van tién hanh tinh thong tin chung gitra tAt ca cac dac trung va nhan va thu dugc Két qua sau:

- Pbi véi dic trung mang:

Két qua lya chon dac trung dugce trinh bay ¢ bang 3. Mot $b dac trung cho gia tri thong tin chung
tinh duoc béng 0 1a do nhiing dac trung nay chi c6 1 gia tri duy nhét trong ca bo dir liéu huin luyén. Do do,
nhitng dac trung nay chic chén s& bi loai bo, vi khong dong gop gi vao qua trinh phan loai ctia cac thuat toan
hoc may. Thong qua thuc nghi€m, ludn van da loai bé 35 dac trung va trich chon dugc 14 dac trung cé do

anh huong 16n nhat 1a dau vao cho cac bd phén loai & budc tiép theo.

Bang 2.2. Cac dac trung mang dugc su dung
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STT Pac trung
1 Sum Flow Duration
2 Max Flow Duration
3 Sum Fwd Header Len
4 Sum TotLen Bwd Pkts
5 Sum Bwd Header Len
6 Max Fwd Header Len
7 Sum TotLen Fwd Pkts
8 Max Tot Fwd Pkts
9 Max Bwd Header Len
10 Sum Tot Fwd Pkts
11 Sum Tot Bwd Pkts
12 Sum Init Fwd Win Byts
13 Sum SYN Flag Cnt
14 Max Init Fwd Win Byts

- Pbi véi dic trung hiéu ning hé thong:

Tuong ty nhu trén, van c6 mot sb dac trung chi ¢6 1 gia tri duy nhét trong ca bo dit liéu huan luyén
va chic chin sé& bi loai bo. Thong qua thuc nghiém, Iuan van da loai bo 62 dac trung va chon 18 dédc trung co

d6 anh hudng 16n nhat 1a diu vao cho cac bd phan loai & bude tiép theo.

Bang 2.3. Cac dic trung hiéu ning hé thdng duoc sir dung

STT Pac trung
1 swap_cache_min
2 swap_cache_mean
3 swap_cache_max
4 mem_used _max
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5 mem_free_min

6 mem_buffers_mean

7 mem_used_mean

8 mem_free_mean

9 mem_buffers_max

10 mem_buffers_min

11 mem_used_min

12 mem_free_max

13 swap_cache_std

14 cpu_% _id_mean

15 cpu_% _us_std

16 num_total_sleeping_mean
17 cpu_% sy std

18 num_total_sleeping_std

2.2.4. B¢ téng hop dw dodn

Qua trinh két hop két qua phat hién cac bo phan loai hoc may khac nhau can dén su tham gia cua
mot ham téng hop. Trong hoc may, cic ham tong hop két qua pho bién dugc st dung nhu Voting, Stacking,
Bagging va Boosting. Ludn vin lya chon phuwong phap bau chon (Voting) dé 4p dung cho bai todn phat hién
s6m cua minh dya trén két qua thuc nghiém. Két qua cudi cung ciia mot du doan dugc thuc hién boi da )

“phiéu bau” theo hai chién luoc khac nhau 13 biéu quyét cing (hard voting) va biéu quyét mém (soft voting).
- Biéu quyét ctng: Trong biéu quyét cimg (con dugc goi 1a biéu quyét da sd), mdi bo phan loai riéng
1é dua ra du doan dir liéu dau vao thudc nhan nao va nhan chiém da s du doan sé chién th'fmg.
¥ = mode{C,(x),Cy(x), ..., C, (%)}
Trong d6: Ci(x) 1a két qua du doan (nhén) ciia bd phan 16p thir j
- Biéu quyét mém: Trong biéu quyét mém, mdi bd phan loai riéng 1é dwa ra xac suit du doan dit liéu

d4u vao thudc vé ting nhén twong Gmg. Céc gia tri du doan dugc danh trong s theo mirc d6 quan trong cua

bd phéan loai va dugc téng hop lai. Sau d6, nhan c6 téng X4c suét co trong s6 16n nhit s& duogc chon.

m
y=arg miaxz W;D;j
j=1
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Trong d6: w; 14 trong sb cua két qua du doan (gié tri p) thudc bd phan 16p thi j.

Trong phén thuc nghiém danh gia dugc trinh bay tai chuong 3, luan van st dung biéu quyét mém Vi
cac bo phan loai don 1¢ dugc thuc nghiém déu c6 dau ra 13 xac suét du doan. Ngoai ra biéu quyét mém xem
xét xac suét, mirc do chic chin cua timg b phan loai don 1¢ roi méi quyét dinh nén s& dem lai két qua chinh

xac hon so voi voi viée chi xem xét nhan dy doan cua tirng bd phan loai nhu bi€u quyét cliing.
Keét ludn chwong

Trong chuong nay, luan vin di tng dung md hinh tong quan cho bai toan phat hién sém ma doc IoT
Botnet, mé ta cu thé vé chirc nang, ky thuat st dung va muc dich cua céac thanh ph?m chinh. M6 hinh str dung
mdi trudng sandbox dé thu thap 3 loai dir liéu didc trung dua trén nhitng nén ting nghién ciru ciia cac bén
nghién ctru lién quan dén chu dé duoc dé cap. Nhing dir liéu nay sau d6 duoc phén tich va xt Iy phu hop dé
dua vao cac bd phan loai. M6 hinh cong tac duoc ing dung dé giai quyét bai toan phat hién voi sy két hop dé
tang hiéu nang cho cac bd phan loai don 1é. Két qua trién khai thuc nghi€ém mo hinh vai tap di li€u thuc té

va danh gié so sanh vdi cac nghién ctru da cong bo dugc trinh bay trong chuong ti€p theo cia luén van.

CHUONG 3: THUC NGHIEM VA PANH GIA

Trong chwong nay sé& trinh bay vé tip dir liéu st dung cho qua trinh thuc nghiém, cac budc thyc thi
cu thé tir mo hinh téng quan dé dua ra két qua tir tip dir liéu dau vao. Sau khi thu duoc két qua thuc nghiém
s€ thuc hién danh gid d6 hi€u qua cia mo hinh, cac so sanh két qua véi cac nghién ciru da co va tr do dé ra
phuong huéng nghién ciru phat trién sau nay cho bai toan.

3.1. B§ dir liéu

Pé danh gia két qua hoat dong ctia md hinh ing dung, luan vin str dung tap dit chira 8911 mau bao
gém 5023 ToT Botnet va 3888 mau lanh tinh d duoc thu thap va stir dung cho thuc nghiém. Chia tap dit liu
theo ti 16 70% b dit liéu ding dé huin luyén cac mé hinh va 30% b dir lidu dé kiém nghiém do hiéu qua.

M0 ta vé cac mau trong tap dir li€u dugc mo ta trong bang 3.1
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Béang 3.1. M6 ta bo dir licu

Loai S6 lwong
M3 doc Bashlite 2786
M3 doc Mirai 1510

Ma déc loT Botnet khac (MrBlack, Spike, | 727
Dofloo,...)

Tép lanh tinh 3888

Luan van tién hanh phén tich, thong ké chi tiét va v& biéu do thong ké cua cac dir liéu mi doc ciing
nhu lanh tinh trong bo dir liéu dé tao co s¢ cho viée xac dinh ngudng phat hién sém nhu di trinh bay &
chuong 2: 300 101 goi hé thdng, 20 trang thai tai nguyén hé thong va 50 géi tin ludng mang dau tién. Cac két
qua thong ké nhu hinh dudi.

500 -
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o
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L
‘_

Frequency

~N
o
(=

100 -

o e |

0 200 400 600 800 1000
Number of syscall

Hinh 3.1. Théng ké sb lwong 16i goi hé thong ciia méd doc ToT Botnet

Tién hanh phan tich s6 lwong 151 goi hé thdng cua cic mau trong Dataset trong hinh 3.1 va 3.2, luan
van nhan thay cdc md doc IoT Botnet chu yéu thuong thé hién hanh vi hoat dong dudi ngudng 300 10 goi hé
thdng, trong khi s6 lugng 10i goi hé thong ciia cac tép lanh tinh thé hién ¢ hinh 3.5 tap trung chu yéu dudi
100 16 goi hé thong.
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Hinh 3.2. Thong ké sb lwong 1i goi hé thong ctia tép lanh tinh
Hinh 3.3 cho thay lugng goi tin giao tiép trong ludng mang ctia IoT Botnet tap trung chi yéu dudi 50
g6i tin va c6 mot s6 lugng mau IoT Botnet c6 thé 1én dén 400 goi tin giao tiép ludng mang, trong khi d6

lugng goi tin ctia cac tép lanh tinh thé hién trong hinh 3.4 gin nhu chi dudi ngudng 50 goi tin.
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Hinh 3.3. Thong ké sb luong géi tin mang ctia IoT Botnet
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Hinh 3.4. Théng ké s6 luong géi tin mang ciia tép lanh tinh

V& thong tin yéu cau sir dung tai nguyén cua hé thong, hinh 3.5 cho thiy cac mau IoT Botnet thuong
¢6 lugng yéu cau sir dung tai nguyén hé thong cao, c6 thé 1én dén 100 yéu ciu, nhung chu yéu luong 16n van
tap trung ¢ ngudng 20 yéu ciu str dung tai nguyén. Hinh 3.6 thé hién cac tép lanh tinh thudng khong yéu cau
sir dung tai nguyén nhiéu nhu cic miu IoT Botnet, cac mau nay déu ¢ dudi 20 yéu ciu sir dung tai nguyén

hé théng.
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Hinh 3.5. Thong ké yéu ciu chiém dung tai nguyén hé thong cua IoT Botnet
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Hinh 3.6. Thong ké yéu cau chiém dung tai nguyén hé thong cua tép lanh tinh

Tap di liéu sau khi dugc dua vao bd phan tién xu ly va chuin hoa s& co cac dic trung dugc biéu
dién nhu trong hinh 3.7 — 3.9.

name Num of flow Sum Flow Duratio Max Flow Duratic Sum Tot Fwd Pkts Max Tot Fwd Pkts Sum Tot Bwd Pkts Max Tot Bwd Pkts Sum TotLen Fwd | Max TotLen Fwd | Sum Totlen Bwd  Max Totlen Bwd

06916bd06712bc6652ee54782508da93_1593707152 6 3642 1498 6 1 6 1 270 46 270 46

= 2 1844 1508 2 1 2 1 a0 46 o0 46
017662f341ebe50c7e0d3fd9a826144a_1589905104 2 2254 1644 2 1 2 1 a0 46 0 46
9a983419ddc7ab33507b41e368533bf_1590173095 2 2017 1704 2 1 2 1 a0 46 S0 46
888ccce?05a9450caef48e6cf7901781_1590141182 [} [1] 0 ] o o 0 o o ] o
740cea9b9bdbb761c49270e72f4b77db_1589981287 6 7683 1806 6 1 6 1 270 46 270 46
f1085b90bdd41b23bb18e0ad57e3a266_1593608468 2 1839 990 2 1 2 1 a0 a6 20 a6
ade13c6d0182c53febcIbB486296e483_1590143440 o o 0 o o o 0 o 0 0 o
7535{f0d990b6cfcB8d20dc06f3a7201a_1593511352 2 1724 1478 2 1 2 1 90 46 S0 46
e4c17224id574e62ad0eBae2a8306a26_1590216459 2 1876 1716 2 1 2 1 90 46 50 46
cSceDSebeellea7cO6dc3e4bdd853931_1590172542 2 2345 1955 2 1 2 1 a0 46 90 a6
Bcalec7b22b8bcBfcd36672a62¢1f7e9_1593691094 2 1755 1526 2 1 2 1 90 46 90 46
bf07a7a21d7ffa99bb8aba035db5cdf6_1500162833 2 11074 9801 2 1 2 1 90 46 S0 46
a553e97d88f7b793427685611a528716_1590132757 2 1727 1443 2 1 2 1 90 46 S0 46
91d9701615b7b179a1b7eb666a490374_1590158787 2 10959 10624 2 1 2 1 20 46 139 95
318c43200fc8c71c24ca592e2eda%c 9c_1589946963 2 2633 1357 2 1 2 1 a0 46 o0 46
9ab79e3cf393ae7506653cf2e485268a_1593688609 2 1488 1252 2 1 2 1 a0 46 0 46
462f4c4aebb2a55141264a4a52d54144 1593685252 2 3258 2349 2 1 2 1 90 46 50 46
0056d6b61f45430102109b1e241dbdc8_1589902117 2 1907 1577 2 1 2 1 90 46 S0 46
783692b89d720bd25d2686063028a93b_1593656486 1} 1] 0 o o o 0 [} 1] 0 o
456c81820c4bbbd 705d238c28a7b5709_1589974130 2 12730 10172 2 1 2 1 a0 a6 20 a6
9484c862cb0e7915fd2alc0e36d7a917_1590163775 o [ 0 o a o 0 a o 0 [}

Hinh 3.7. B6 dic trung dir liéu ludng mang chuan hoa theo mé ta dic trung ctia bd dir liéu mang CSE-CIC-
IDS2018

name num_total num_total num_total num_tatal num_total num_total num_total num_tatal num_total num_total num_total num_total num_total num_tatal num_total num_total epu_%_us_epu_%_us_ cpu_%_us cpu_%_us.
06916bd06712bc6652ee547825 2.444444 1.342561 5 1 82.88839 1.099%944 86 82 0 o 0 0 o 0 o 0 26.18889 1.099439 27.9 24.3
ca90adBfefe28c724c2736984d¢ 25 15 4 1 56.5 0.5 57 56 0.5 0.5 1 0 [ 0 0 0 59.65 0.15 59.8 59.5
017662941ebe50c7e0d3fd9a8] 25 1.5 4 1 56.5 0.5 57 56 0 0 o o0 o 0 a ] 59.2 0.1 59.3 59.1
9a983419ddc7ab33507b41e368 3 2.160247 6 1 56.66667 0.942809 58 56 ] ] 0 [} [} (] o 0 59.06667 0.20548 59.3 58.8
88Bccce705a9450caef48e6cf79 3 2 5 1 50 o 50 50 0.5 0.5 1 0 o 0 o 0 59.2 0.1 59.3 59.1
740cea%b9bdbb761c49270e72f 2.533333 1.203698 5 1 52.93333 1.236482 54 50 0 0 0 o 0 [ 0 0 59.96 0.54626 60.7 59
f1085b90bdd4 1b23bb18e9a457 2.5 1.5 4 1 50.5 05 51 50 0.5 a.5 1 0 o 0 a ] 58.4 0.1 58.5 583
ade13c6d0182c53febcabB4862! 3 2 5 1 51.5 15 53 50 ] o 0 [} 0 (] o 0 59.4 0.1 59.5 59.3
7535f0d990bbcfc8d20dc06f3a 2.666667 0.942809 4 2 57 1.414214 59 56 0 0 0 0 0 0 0 0 60 0.244949 60.3 59.7
e4c17224fd574e62ad0e8ae2a8 3.5 0.5 4 3 56 1 57 55 0.5 0.5 1 o 0 [} o 0 59.75 0.15 59.9 59.6
c5ce05ebeellea?c06dc3eqbdd 2 1 3 1 50.5 0.5 51 50 0.5 0.5 1 0 0 0 0 0 5905 0.05 59.1 59
Bcalec7b22bBhcafc436672a62¢ 2.75 0.829156 4 2 80.75 0.829156 82 80 ] 0 o [} o [} o 0 24.675 0.258602 25 243
bf07a7a21d7ffa09bb8ab4035dk 2 1 3 1 56.5 0.5 57 56 0 0 0 0 0 0 0 0 50.7 0.1 59.8 59.6
8553e97d88f7b7934276856f1a! 2.5 0.5 3 2 56 1 57 55 0 o 0 o 0 [ o 0 59.7 0.1 59.8 59.6
91d9701615b7b179a1b7eb666: 4 1 5 3 50.5 15 52 49 ] ] 0 [} [ [ 0 ] 58.15 0.05 58.2 58.1
318c43200fc8c71c24ca592e2e0 25 0.5 3 2 56.5 0.5 57 56 0 0 o 0 0 [} a 0 59.9 0.1 60 59.8
9ab79e3cf393ae7506653cf2e4t 2.75 1.47902 5 1 57 1.224745 59 56 o ] 0 0 [1] [ [ 0 60.125 0.192029 60.4 59.9
462fdcdaebb2a55141264ada52 2.666667 1.699673 5 1 50.66667 0.942809 52 50 0 o 0 0 o 0 o 0 58.06667 0.094281 58.2 58
0056d6b61145430102109b1e24 3 2 5 1 57 1 58 56 ] 0 0 [} [ [ 0 ] 59.85 0.15 60 59.7
783692b89d729bd25d26820630 2 1 3 1 51 1 52 50 a.5 0.5 1 o o [ a 0 58.55 0.05 58.6 58.5
456c81820c4bbbd795d238¢28a 2 1 3 1 51.5 15 53 50 o o 0 [} [} [ o 0 58.8 0.1 58.9 58.7
9484c862chb0e7915fd2a1c0e36: 3 2 5 1 57.5 15 59 56 0 0 0 0 o 0 o 0 52.75 0.05 52.8 52.7
a4dBe93di4fIbaeff6c61593aa 25 15 4 1 50 [ 50 50 0 0 o o 0 0 0 0 58.8 0.1 58.9 58.7
52ee76e2bb81ealdbac6ca2278 3 2 5 1 56.5 0.5 57 56 0.5 0.5 1 o0 o 0 a ] 59.95 0.15 60.1 59.8
f308903a85b05334d5aefb7abd 25 15 4 1 50.5 05 51 50 a5 a5 1 o [} (] o 0 58.75 0.05 58.8 58.7

Hinh 3.8. Bo dic trung dit liéu sir dung tai nguyén chuén hoa theo dau ra cia V-Sandbox
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name #0 #1 # 43 #4 #5 #6 #7 #8 #9 #10 #11 #12 #13 #14 #15 #16 #17 #18 #19

cad22e82a753cc77fd39359¢ 0.417392 -0.03792 0.614784 -0.10077 0.274377 0.03604 0.775788 0.163963 -0.07387 0.201733 0.231688 -0.02996 -0.19174 0.452063 0.362744 -0.33363 0.206744 0.406058 0.407741 0.028207
75b425d4c17e38c482adbb9 -0.14718 0.299331 0.463711 -0.30361 0.04424 0.075229 -0.02438 0.200255 -0.38953 -0.12514 0.010705 0.209225 -0.42184 -0.03995 0.353882 -0.07386 0.0258 0.256283 -0.17373 -0.20575
131857095e18b0ac8a7a92d« -0.00176 -0.00063 -0.00314 -0.00252 -0.00297 -0.00145 0.000528 0.003748 -0.00043 -0.00285 -0.00064 -0.00112 -0.00237 -0.00289 -0.0005 0.003219 -0.00168 0.00141 -0.00225 0.000605
b10365c2ed158f42e0d30421 0.022033 -0.01266 0.446192 -0.4163 0.635272 0.437435 0.385394 0.080333 -0.56905 -0.00684 0.172779 -0.27382 -0.06186 -0.28334 0.176178 0.029936 -0.16532 0.089836 -0.05862 -0.15821
245c9cc38b412e8f44d3b92f  -0.0962 0.433907 1.011162 -0.06523 -0.13495 0.241593 -0.15654 0.367647 -0.10447 -0.03408 0.226747 0.08468 -0.53062 -0.46443 0.395556 -0.30085 -0.12144 0.122074 0.04191 0.204901
d5728c795024c3b222e47fa; -0.28907 0.154219 0.415879 -0.30724 0.029628 0.362739 -0.0734 -0.29989 -0.47756 -0.025 0.09332 0.12423 -0.1446 0.112502 0.43597 0.005839 -0.31836 0.18118 0.051933 -0.04126
5d9dbeade5282a888efc534: -0.01318 0.353012 0.607745 -0.17214 -0.56273 -0.56886 -0.05968 -0.27012 -0.08558 -0.42347 -0.41621 0.161724 -0.23135 -0.18187 0.657714 -0.20444 -0.12053 -0.03243 -0.14843 -0.54647
b71664df5f5e98b55bb9456¢ 0.081088 1.337151 0.361997 -1.40365 0.075783 0.212316 -0.36495 0.543099 -0.41076 -0.08299 -0.18544 -0.45737 0.458539 0.219077 1.182909 0.083035 -0.07689 0.784917 0.143437 -0.58269
d03fb405ac5bbdd7e9408b2! -0.25357 0.193825 0.375461 -0.30972 -0.01456 0.353501 -0.08779 -0.28084 -0.41776 0.012673 0.140692 0.159382 -0.20381 0.097105 0.406815 -0.01846 -0.28706 0.191409 -0.01246 -0.069
9ad8153341fd7ecSceffde66 0.225042 0.519073 0.769218 0.32508 0.162861 0.437172 0.027757 -0.11979 -0.50686 0.203949 -0.11293 0.18567 -0.37332 0.106478 0.635276 -0.24322 -0.16033 0.328741 -0.22825 -0.16233
1673d8017239bc44665dd34. 0.255746 0.237762 0.613032 0.1865 0.587081 0.205936 0.183963 -0.28986 -0.09969 0.029589 -0.03962 0.271528 -0.05857 -0.12939 0.369428 -0.27796 -0.04009 0.460018 -0.35985 0.224411
ea%eb02384e7c682959baa2 -0.14334 0.351151 0.474507 -0.35802 0.055298 0.110998 -0.06229 0.12844 -0.42126 -0.10658 0.048058 0.204316 -0.42517 -0.07929 0.349108 -0.14733 -0.02902 0.300404 -0.16249 -0.19764
9607542fb3a1c70d5687378: 0.034741 0.028888 0.526335 -0.21137 -0.0243 -0.23027 0.145494 0.162151 0.007353 0.249399 0.347631 0.261706 -0.28469 -0.05473 0.662704 -0.15386 -0.17961 0.205242 0.06738 -0.25302
5b7b5ff335d4886f2dec647a -0.10835 0.090265 0.854913 -0.68474 0.007111 -0.02896 -0.19689 -0.05032 -0.20575 -0.58587 -0.21166 -0.01845 -0.04184 -0.00576 0.800238 -0.12428 -0.17744 0.230784 -0.10066 -0.30897
38f4b61c190969bd54a7ba7: 0.03743 0.233955 0.697677 -0.29646 -0.33348 0.125354 -0.34608 0.20325 -0.37535 -0.24818 -0.36015 0.169096 -0.13553 -0.06391 0.58914 0.104786 -0.29931 0.634703 -0.33271 -0.40689
e5727dec18a8c103a57382¢ -0.04429 0.022743 0.416712 -0.46799 0.625582 0.416693 0.347489 0.111736 -0.54602 0.00772 0.178264 -0.34786 -0.08633 -0.26232 0.171659 0.012985 -0.18913 0.057902 -0.043 -0.10319
€208f7d28574298f31a60c53 0.278494 0.091782 0.434803 -0.22934 -0.12764 -0.5359 0.756806 0.038701 -0.33608 0.017152 0.32207 -0.08773 -0.29326 -0.07098 0.349737 -0.13453 0.015086 0.42394 0.206366 -0.28545
74d9494e23calab69e0128a2 0.329144  0.2971 0.207542 -0.51156 0.212242 0.089371 0.061098 0.337489 -0.24993 0.063206 0.365313 0.169767 -0.28018 0.006353 0.665 0.092555 -0.10749 0.052168 0.158571 -0.08997
0c59360fca2ad71ff3ae71dc 0.042912 0.302755 0.973488 -0.20227 -0.02839 0.154709 -0.36625 0.14501 -0.06943 -0.28075 -0.19212 -0.03649 -0.34802 0.461677 0.786784 -0.36884 -0.06095 0.320535 0.030281 0.003158
©673d98a5b9267b2b71a521 -0.26521 0.017313 0.630079 -0.35302 0.179435 0.290078 -0.24522 0.321574 -0.39175 0.048162 -0.22297 0.322941 -0.01256 0.094246 0.859197 -0.29977 -0.12879 0.228327 0.33009 -0.02469
698221d41cc41273e535a15 -0.17145 0.351307 0.398695 -0.3529 0.081661 0.092789 -0.07096 0.195571 -0.44406 -0.12535 -0.0356 0.158482 -0.36695 -0.08849 0.371836 -0.09209 -0.09042 0.290106 -0.11213 -0.18462
6991b61d6b8ac639530e432  -0.3309 0.406627 0.854847 -0.34289 -0.21119 0.175671 -0.18708 -0.03287 -0.10974 -0.43092 -0.34616 0.048189 -0.15165 -0.1064 0.990737 -0.01803 -0.11722 0.277402 -0.0959 -0.54681
04cabeb03cd704266f5518b¢ -0.00161 -0.00353 -0.00072 0.001656 0.000171 -0.00065 -0.00378 0.001249 -0.00025 -0.00066 -0.00094 -0.00011 0.002951 0.002875 0.003075 0.002832 -0.0006 0.002958 0.003743 -0.00051
d4e146cac920b23578c1d16: -0.21588 0.210603 0.494665 -0.29457 0.155683 0.207889 0.054948 0.048882 -0.46316 -0.10894 0.014314 0.142726 -0.28739 -0.19347 0.254745 -0.08465 -0.06045 0.141387 0.037188 -0.09083
6f77993cbe5a2f762d458d52 0.289063 0.305564 0.268342 -0.04281 0.349053 0.092081 0.381969 0.263415 -0.19793 0.24906 -0.16273 0.947429 -0.28368 0.269315 0.61912 -0.10736 0.192682 0.37383 -0.38285 0.04861
147af70b815093d9247e22f¢ 0.014795 0.553409 0.16702 -0.30323 0.415719 -0.04275 0.178464 -0.04967 -0.09156 0.086259 -0.01112 -0.13627 0.266683 -0.17136 0.696277 -0.06352 0.046174 0.185606 -0.24118 -0.12011

Hinh 3.9. Bo dic trung dit liéu 10 goi hé thdng trich xuat cac dic trung tir dd thi SCG thanh vector dic trung
3.2. Midi trudng trién khai thuc nghiém

Qua trinh trién khai thuc nghiém dé danh gia mé hinh dé xuat duogc tién hanh trén may chu véi théng
sb ky thuat co ban gom: Bo vi xir Iy AMD Ryzen 3.6 GHz, 6 cung luu trit HDD dung lwong 1TB, bo nhé
DDR3 32 GB. Luén vin da tim hiéu va st dung cac thuat todn hoc may thuong duoc sir dung hién nay cho
bai toan phat hién ma doc nhu Bagging, ADABoost, Random Forest, GradientBoosting va cac ham hop nhit
khac nhau nhu biéu quyét hay hoi quy tuyén tinh dé chon duogc phuong phap t6i wu nhat. Str dung céc bo
phan loai hop nhat ting kha nang tong hop két qua do cac bd phan loai nay ciing xay dung trén cac thanh
phan hoc yéu hon dé dua ra két qua. Cac thuat toan hoc may don 1é thir nghiém Bagging, Random Forest,
ADABoost, GradientBoosting,... dugc cai dat thong qua ngoén ngit Python véi thu vién Scikit-learn
(Sklearn).

3.3. Két qua thuc nghiém

Luan vin da sir dung cac bo phan loai tong hop nhu Bagging, Random Forest, ADABoost,
GradientBoosting tao duoc td hop 64 cach két hop 4 thuit toan nay va ham hop nhat bau chon, hdi quy tuyén
tinh dé danh gia hiéu qua caa md hinh hoc may cong tac. Tir cac cach két hop céc bo phan loai phd bién cing
V6i sir dung 2 phuong phap hop nhat thu duoc 128 két qua thir nghiém danh gia do chinh xac cua viéc phat
hién ma doc loT Botnet cho mé hinh ing dung dugc mb ta trong Hinh 3.10 va Bang 3.2.

Dua vao két qua thu dwgc md ta trong hinh, ta c6 thé nhan thiy ham hop nhét bau chon c6 hiéu suit
t6t twong dwong vai ham hoi quy tuyén tinh va bg ba thuat toan phan loai hoc may don 1¢ st dung random
forest trén 3 tap dit liéu thudc tinh khac nhau cho két qua tét nhat véi do chinh xac ACC = 99.23% sir dung
phuong phap bau chon. Cac md hinh hoc may da dwoc luan van diéu chinh cac tham sé trén toan bo di lidu
va tién hanh danh gia mo hinh ng dung dua trén cac chi s thu dwoc. Két qua danh gi4a mé hinh @ng dung
trén bo dir liéu dugc trinh bay trong bang 3.2.
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Hinh 3.10. Két qua danh gia cac phuong an két hop thuit toan hoc may

Bang 3.2. D6 chinh xac cac by phan loai hoc may don 1é huén luyén trén bo dir li¢u va Kkét qua téng hop du

doan
D0 chinh xac phan loai dir liéu cua
mo hinh (ACC - %)
_ | Dirtign |
STT Thuit toan Dir . Dir li¢u Hoi
: . |sidung | |
li¢u i 10i goi Bau | quy
A al 7
luong . hé chon | tuyén
nguyén p )
mang . thong tinh
thiet bi
1. Bagging + Bagging + Bagging 89.97 | 98.84 97.2 99.04 | 99.04

2. Bagging + Bagging + Random Forest 89.97 | 98.84 97.78 | 99.08 | 99.18

3. Bagging + Bagging + AdaBoost 89.97 | 98.84 97.2 98.51 | 98.79
4, | .
5. Random Forest + Random Forest +
. 90.07 99.08 97.2 98.99 | 99.08
Bagging
6. Random Forest + Random Forest +

90.07 | 99.08 97.78 | 99.23 | 99.18
Random Forest

7. Random Forest + Random Forest +
90.07 99.08 97.2 98.41 | 98.99
AdaBoost
8. Random Forest + Random Forest +

) ) 90.07 | 99.08 97.69 |98.89 | 98.75
Gradient Tree Boosting
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D¢ chinh xdc phan loai dir liéu cua
mo hinh (ACC - %)

. Dir li¢u o .
STT Thuit toan D . Dir li¢u Hoi
| SUdung oL x
liéu i l1oi goi Bau quy
5 i t
luong . hé chon | tuyén
nguyén . )
mang | . | thong tinh
thiet bi

9. Random Forest + AdaBoost + Bagging 90.07 | 98.65 97.2 98.36 | 97.3

10 | ..ol

M5 hinh sau khi dugc huin luyén xong s€ dugc dua vao van hanh thtr trong hé théng; luan van lya
chon thoi gian thu thdp dir li¢u theo thoi gian thyc 1a 03 gidy (dam bao dé c6 thé thu duge 300 10 goi h¢
thdng, 20 trang thai tai nguyén thiét bi va 50 géi tin ludng mang nhu di phan tich) cho qua trinh thyc thi tép
dau vao va dua ra két qua du doan phan loai tép tin. Két qua chay thyc té duoc minh hoa nhu hinh 3.11 va
3.12:

ais@ais-virtual-machine:~/V-IoT-Sandbox-plus$ python3 run.py ~/Downloads/botnet/ba
V-IoT-Sandbox Plus
Analyzing /home/ais/Downloads/botnet/bashlite/0002a328c42751880bbdd991d6c393e4

Stage 1: Pre-analyze
CPU architecture... Intel 80386
Starting VM...
[sudo] password for ais:
Copying ELF to VM... Done
, no need to check requested libs
Analyzing...
Receiving report... Done
Shutting down VM...

Stage 2: Analyzing with C&C Server
C&C Server detected... 1 IP(s)
Starting VM...
Copying ELF to VM... Done

. Done

Server is listening...
Connected to 192.168.122.1602:59891
recv: b'BUILD SCREAMS\n'
b'!* PING\n'
recv: b'PONG!\n'
b'!* GETLOCALIP\n'
recv: b'My IP: 192.168.122.102\n'
b'!* SCANNER ON\n'
b'!* HOLD 192.168.6.1 80 3\n'
b'!* JUNK 192.168.06.1 80 3\n'
Exception: [Errno 32] Broken pipe

Server closed. Waiting VM...
Receiving report... Done
Shutting down VM

Stage 3: Detection result

Network-based Decision: (Probability: 1.0000)
Performance-based Decision: (Probability: 1.0000)
System Call-based Decision: (Probability: 1.6000)
Final Decision: (Probability: 1.0000)
ais@ais-virtual-machine:~/V-IoT-Sandbox-plus$ ]

Hinh 3.11. Qua trinh phan tich t€p chira ma ddc
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ais@ais-virtual-machine:~/V-Sandbox-Plus$ python3 run.py ~/Downloads/test_elf/cf
043953254a%93ad30440281182d6e9c¢

V-IoT-Sandbox Plus

Analyzing /home/ais/Downloads/test_elf/cf04a95a254a%aada0440281f82d6e9c

Stage 1: Pre-analyze

CPU architecture... MIPS (mipsel)
Starting VM...

Copying ELF to VM... Done
Checking requested libs...

Found missing libs... Moved libs
Analyzing...

Receiving report... Done

Shutting down VM... Done

Stage 2: Analyzing with C&C Server
C&C Server detected... @ IP(s)
Finalizing report... Done

Stage 3: Detection result

Network-based Decision: GN (Probability: 0.4200)
Performance-based Decision: { (Probability: 0.0000)
System Call-based Decisio (Probability: 0.6000)

Final Decision: Probability: 0.1400)
ails@ais-virtual-machine:~/ dbox-Plus$S

Hinh 3.12. Qua trinh phéan tich tép lanh tinh
3.4. Panh gia két qua thuc nghiém

V6i két qua dugc néu ra & phan trén ¢ thé danh gia mé hinh tng dung c6 kha ning phat hién chinh
xéac véi ACC = 99.23%. Két qua thuc nghiém nay cho thdy hiéu qua cta viéc sir dung md hinh hoc may cong
tac cho 3 loai dir liéu hanh vi phd bién trong phat hién loT Botnet. Sir dung Information Gain dé trich chon
dic trung, cach két hop cac bd phan 16p sir dung thuat toan hoc may véi nhau trong mot mé hinh cong tac da
g6p phan lam tang hiéu qua phat hién cia mo hinh. M6 hinh két hop da cho két qua phat hién vuot trdi hon
cac mo hinh hoc may don 1é. Kha niang phat hién sém cta mé hinh ciing dugc thé hién ¢ dac diém chi lay
mdt phan nhé luong dit liéu dic trung cho cac hanh vi diu tién cia tép dau vao dang dugc xtr Iy dé thuc hién
phan tich va phat hién mi doc thay vi phai doi mi doc thyuc hién day du hanh vi dé thu thap va xir 1y voi toan
b dir lidu.

Két luin chwong

Trong chwong niy, luan vin di trinh bay két qua thuc nghiém trién khai mé hinh émg dung dugc mo
ta trong chuong 2 v6i bo dit liéu va nén ting phan cimg, phan mém di kém. Két qua thir nghiém da cho thay
hiéu qua vuot troi cia mé hinh tng dung va kha ning Gmg dung vao giai quyét bai toan phat hién mi doc IoT

Botnet trong thuc té.
KET LUAN VA KIEN NGHI

Cudc cach mang 4.0 va su bing no phét trién vé cong nghg¢, khoa hoc k¥ thuat nhitng nam vira qua
da mang lai rat nhiéu thay doi Ion véi cudc séng nhan loai. Trong cudc phat trién d6, xu huéng Van vat két
ndi 10T ndi mdt cach manh mé va trg thanh mot phan khong thé thiéu trong khong gian sé cia mi ca nhan,
t6 chirc. Céc thiét bi IoT d3, dang va s& tiép tuc duoc sir dung phé bién tai cac t6 chirc, doanh nghiép & nhiéu
qudc gia trén thé gioi, trong d6 c6 ca Viét Nam. S8 luong thiét bi IoT ngay cang ting, ti 18 thuan voi do 1a sb
lwong ma doc, cac cudc tin cong khai thac dem lai thach thirc rat 16n di vai viéc bao dam an ninh, an toan
thdng tin. Song song Vvéi viéc phat trién va mé rong rat nhanh vé sé luong thi cac nha phat trién thiét bi loT
lai khong c6 su quan tam dén van dé bao mat khién nhiing thiét bi nay tro thanh muc tiéu dé dang cho céc
hanh vi tan cong, khai thac. Do d6 viéc nghién ciru, phét trién cac hinh thirc bao vé cac thiét bi loT 1a hoan
toan can thiét, gép phan dam bao an ninh, an toan thong tin trén méi truong mang.
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Trong pham vi nghién cttu vé& phan tich, phét hién ma doc Botnet trén cac thiét bj 10T, luan van da
tién hanh tim hiéu cac phuong phap phan tich, phat hién ma doc Botnet trén thiét bi 10T pho bién hién nay va
sau do xay dung, tng dung thuc nghiém mo hinh hoc may cong tac trong phan tich, phat hién ma doc loT
Botnet. Cu thé, luan van di dat dugc mot sb két qua nhu sau:

- Nghién cuu, lya chon, tng dung va xay dung thir nghiém thanh céng mé hinh hoc may cong tac
trong phén tich va phéat hién ma doc loT Botnet.

- Tht nghiém phat hién ma doc véi cd&c mo hinh hoc may don 1€ va so sanh danh gia vai mo hinh
hoc méay da xay dung. Két qua cho thay hiéu suat phat hién dugc cai thién vuot tri so véi viéc st dung cac

bo hoc may don 1é.

- Pem lai kha ning tng dung trong thyc té khi mé hinh cho ra két qua phat hién trong thoi gian ngan
va chi yéu cau luong dir liéu diu vao nho ngay khi ma doc bat dau thuc hién hanh vi. Do d6 giam thiéu dugc
hau qua cua ma doc gy ra véi thiét bi va hé thdng thong tin.

Két qua cua luan van gép phan bo sung vao cac nghién cau phat hién ma doc loT Botnet dya trén
phuong phép phan tich dong va tiém ning ung dung cao. Mot sé noi dung nghién ciu trong luan vin ciing
dugc chap nhan cong bd trén Ky yéu hoi nghi qudc té lan thir 3 vé Bién tir, truyén thong va khoa hoc may
tinh (ICECCE 2021) véi bai bdo “Adversarial Attack and Defense on Graph-based 10T Botnet Detection
Approach’.

Tuy nhién, luin vin van con mot s han ché, vudng mic & phan xtr 1y sandbox vi khdng gian tai
nguyén yéu cau 16n, thoi gian khéi dong cham. Ngoai ra khi chay V-Sandbox dé thu thap hanh vi dit lidu ctia
mdt s6 mau thi co thé xay ra viéc thyuc hién vong ldp dé thu thap thém dit liéu cho mdi lan chay khién cho

thoi gian xtr Iy 1 mau 1én dén 3 pht.

Dua trén két qua nghién ctu, luan vin dua ra mot s6 kién nghi cho cac huéng phét trién trong tuong
lai nhu sau:

- Tiép tuc nghién ctu, thir nghiém va cai thién phuong phéap két hop cac dic trung va bo phan loai
nham cai thién d6 chinh xac va thoi gian xir ly ciia phuong phap phat hién sém ma doc loT Botnet.

- Nghién ctu, cai tién dé rat ngan thoi gian hoat dong ciia V-Sandbox va lugng tai nguyén yéu cau dé
lam cho md hinh phét hién sém loT Botnet hoat dong hiéu qua hon.



