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MO PAU

Véi sy phat trién nhanh chong cia cac thiét bi IoT trén thé gidi ca vé sb
luong 13n chirc ning, moi trudng hoat dong, cac loai ma doc IoT Botnet ciling duoc
tién hoa manh mé va kho bi phat hién va phan tich hon gitp duy tri hoat dong lay
nhiém, tdn cong mang. Nhiéu loai mé doc IoT Botnet gan day di dugc thiét ké dé
tranh bi phat hién boi cac giai phap bao mat truyén thong hién c6 han nhu phan
mém phat hién va xir Iy ma doc (Anti-virus), hé théng phat hién va xir Iy xam nhéap
mang (IDS/IPS), cac bd loc goi tin bang tudng lira thong thuong (Firewall). Cac
gidi phap bao mat truyén théng nay chi thuc sy dugc phat hién dugc mang ludi loT
Botnet khi chung di & trong giai doan thuc thi tan cong tir chdi dich vu phan tan
(DDO0S) va gay ra hau qua duoc thiy rd nhu gan 400.000 thiét bi IoT bi 1ay nhiém
mi doc Mirai va vu tan cong DDoS da dugc ghi nhan voi quy mo 16n nhat dugc

thyc hién bé1 ma doc Mirai c6 luu lugng 1é€n dén 1.2 Tbps vao nam 2016.

Vé co ban, cac phuong phap phat hién ma doc déu dua trén hai phuong phap
chinh 13 phan tich tinh va dong. Tuy nhién, han ché 16n ctia phan tich tinh 1a kho c6
thé phat hién sém dugc ma doc IoT botnet, chinh vi vdy ludn van lga chon st dung
phuong phap phéan tich dong dé c6 thé phat hién sém ma doc IoT Botnet. Do do,
luan vin thuc hién dé tai “Phdt hi¢n som md doc IoT botnet trén cdc thiét bi IoT”
nham tap trung tim hiéu, ing dung va thuc nghiém phwong phap hiéu qua trong
phat hién sém mi doc IoT botnet, gop phan dam bao an ninh, an toan hé thng

mang néi chung va hé thong mang thiét bi IoT néi riéng.



CHUONG 1: TONG QUAN VE PHAT HIEN SOM MA PQC TREN
CAC THIET BI IOT

1.1. Tong quan vé cac thiét bi 10T va loT Botnet

1.1.1. Téng quan vé thiét bi 10T
1.1.1.1. Khai niém thiét bi loT

Cum tur IoT (Internet of Things - Van vat két ndi Internet) lan dau duoc st
dung b1 Kevin Ashton - nha khoa hoc da sang lap ra Trung tdim Auto-ID tai Vién
cong nghé Massachusets (MIT - Massachusetts Institute of Technology) vao nam
1999. Theo dinh nghia cua Kevin Ashton [1], “Internet of Things” 1a “tdp hop cac
thiét bi cam bién va bé diéu khién nhing dwoc két néi théng qua méi truong mang
(c6 day va khéng day)”. Voi dinh nghia cia Kevin Ashton, thuat ngir thiét bi “loT”

duogc su dung dé chi céac thiét bi cdm bién va bd dieéu khién nhung dién tur.

Ciing theo cach tiép can nay, tir dién Oxford co6 néu “Internet of Things
(danh tix): la sw két ndi théng qua Internet cia cdc thiét bi dién todn nhing trong
cdc doi twong hang ngay cho phép ching cé thé giri va nhan div liéu”. To chirc
IREC (European Research Cluster on the IoT) ciing da dua ra khai niém vé IoT nhu
sau “IoT la mot kién tric toan cau dong, co kha nang tw cau hinh dva trén giao
thitc truyén théng twong tdc tiéu chudn, & dé cdc do vit (gom ca vdt Iy va do) cé
kha ning dinh danh va cdc tinh chat vt Iy va do héa, cé giao dién théng minh va

két hop khéo 1éo véi nhau dé hoa vao hé thong théng tin mang”.

Lién minh Vién thong thé gigi (ITU — International Telecommunication
Union) [2] ciing d4 dua ra khai niém vé “IoT”, khai niém nay da gép phan gitip lam
sang to hon vé IoT. Theo ITU thi: “Internet of Things la mét co sé ha tang toan cau
trong xd hdi théng tin, né cho phép cac dich vu théng minh hoat déng bang cdch két
néi cdc vt thé bao gom cd vit Iy va do dwa trén cdc cong nghé théng tin truyén
théng phit hop hién cé va dang phdt trién” [3]. V6i khai niém dugc néu & trén, IoT

c6 thé dugce nhin nhan trong mot vién canh rong nhu 1a mot tim nhin véi nhing



ham ¥ vé cong nghé va xi hoi. Thong qua viéc khai thac nhan dang, thu thap, xur Iy
dir liéu va kha nang truyén thong, 10T tdn dung moi thir dé hd trg cho céc loai ung

dung, trong khi duy tri sy riéng tu can thiét.

Theo khai niém cua ITU, van vat (Things) 1 d6i tuong cua thé gi6i thuc (vat
chét ton tai) hodc cua thé gidi thong tin (thuc thé 40), c6 thé duoc xac dinh va tich
hop vao mang thong tin, truyén thong hién c6 va dang phat trién. Van vat (Things)

dugc dinh nghia phan thanh hai loai chinh:

- Physical things: Vat thé ton tai trong thé gidi vat chat va c6 kha ning cam
nhan, hoat dong tuong tac tr¢ lai moi truong va két ndi v6i cac thuc thé khac. Cac
thiét bi dai dién cho loai nay co thé ké dén nhu: cam bién nhiét do, cac ro-bot cong

nghiép, phan ctng thiét bi nhiing gia dung.

- Virtual things: Nhimg thuc thé 4o (khong cam nhan vat Iy duogc) ton tai
trong thé giGi thong tin va c6 kha ning luu trix, xtr Iy va truy cap dit liéu. Mot s6 vi
du vé Virtual things c6 thé ké dén nhu: ndi dung da phuong tién, phadn mém Gng

dung va cac dai dién dich vu cua cac vat thé vat 1y (tai khoan a0).

Theo @6, ITU ciing dua ra khai niém thiét bi 10T 1a “cdc thiét bi cé khd ndng
két noi va cé thé cam nhdn thay déi ciia méi truong, twong tdc qua co cdu truyén
dong, thu thdp, luvu triv va xu ly dir lieuw”. Tu khai niém thiét bi ToT nay cho théy
réng trong moi truong 10T, co rat nhiéu loai thiét bi IoT khac nhau nhu: dién thoai
di dong thong minh, may tinh c4 nhan, déng hd thong minh, smart TV, mdy in, may
quét, IP Camera, thiét bi dinh tuyén, thiét bj gia dung thong minh c6 két ndi
Internet,... Cac thiét bi IoT c6 mat & moi noi, hau hét cac nganh nghé, cac mat cua
doi séng con ngudi nhu y té, quan 1y ddy uyén san xuit, quan 1y ning luong, hé
thdng giao thong thong minh... Ngoai céc tién ich dem lai va sy c6 mit trong nhiéu
mit cua cudc song, nganh nghé thi cac thiét bi IoT cling duoc du bao s& dong gop
16n vao nén kinh té toan cau. Theo bao cdo cua cong ty IoT Analytics [4] (nha cung
cAp hang dau vé tim hiéu thi truong cho IoT ¢6 tru s& & Puc) thi gid tri kinh té toan

cau do IoT mang lai s& tir 2.700 ty USD cho dén 6.700 ty USD truéc nim 2025.



1.1.1.2. Phan loai thiét bj l1oT

Hién nay da co nhiéu cach gitip phan loai céac thiét bi ToT duoc dua ra, dua
trén nhiéu tiéu chi khac nhau nhu chtrc ning, nhiém vu, vi tri trong 16p tng dung,...
Tuy nhién, trong luan van nay str dung tiéu chi tai ddc diém tai nguyén phan cing
dugc cung cip cho thiét bi IoT dé phén loai theo dé xuit cua Bencheton [5]. Theo
d6, cac thiét bi IoT dugc phan chia thanh thiét bi c6 phan ctng hiéu ning cao (high-
capacity resource) va phan cimg han ché tai nguyén (constrained resource). Cac
thiét bi c6 phan ciing hiéu ning cao duoc trang bi tai nguyén phan cting c6 niang luc
xtt 1y, lwu trix, truyén tai dir liéu 16n. Cac thiét bi nay thuong duoc biét dén nhu may
tinh c4 nhan, may chu, laptop, may tinh bang, dién thoai thong minh,... i 1ap voi
nhimng thiét bi duoc trang bi phan ctimg hiéu ning cao 1a cac thiét bi c6 phan cimg
han ché tai nguyén bao gom ning luc xir 1y, luu trit, truyén tai dit liéu va nang
lugng dir tri,... Cac thiét bi nay thuong dugc biét dén nhu cam bién méi truong,

thiét bi gia dung thong minh, thiét bi mang dan dung,...

Céc thiét bi IoT c6 phan cig han ché tai nguyén dugc chia thanh ba 16p dya
trén dung luong bd nhé truy xuat ngiu nhién (RAM), dung lugng bd nhd luu trix
(Flash, ROM) va kha nang xtr ly cia CPU (dugc minh hoa trong bang 1.1). Pac
trung cta timg 16p thiét bi IoT c6 phan ctng han ché tai nguyén nay co tic dong
dén kha nang bao mat ciia né va do do, n6 dua ra cac gidi han cho vi¢c &p dung mét
s6 giai phap bao mat.

Bang 1.1. Phan loai thiét bi IoT va kha nang tich hop giai phap bao mat [5]
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capacity két ndi mang,
device) trung tam  diéu
khién nha thong
minh, trung tam
két ndi thiét bi

thong minh,...

Do han ché vé tai nguyén phan cing, cac thiét bi IoT nay khé st dung cac
phuong 4n dam bao an toan thong tin thong thuong cho thiét bi phan ctng hiéu
ning cao di dugc phat trién. Chinh vi vay di din t&i su thiéu hut cac giai phap bao
mat cho nhiing thiét bj nay va tro thanh muc tiéu tan cong wa thich ctia nhitng ké tan
cong trong thoi gian gan day [6]-[8]. Véi 1y do néu trén, pham vi nghién ctru ludn
van Iya chon thiét bi IoT c6 phan cing han ché tai nguyén (goi tat 13 thiét bi IoT c&
nho) dé nghién ctru phat hién cac hanh vi cia ma doc.

1.1.1.3. Bic diém cua thiét bi 10T ¢& nho

Dé co thé dua ra giai phap phat hién ma doc botnet phu hop cho thiét bi ma
luan van nay hudng té1, luan van di sau lam rd nhiing dac diém cua thiét bj [oT c&

nhé bao gom:

- M@i truwong hoat dong it chiu sw diéu khién truc tiép cia con ngwoi: Cac
thiét bi IoT c6 tinh di dong va tu hanh cao theo cac kich ban hoat dong duoc cai dat
san, hiém khi can sy diéu khién truc tiép cua con nguoi (vi du: Thiét bi dinh tuyén,
IP Camera, rd-bot hut bui trong gia dinh,...). Nhitng thiét bi ndy c6 thé truy cap vat
Iy vao nhiéu vi tri va tuy phu thude vao diéu kién moi truong va thuc hién cac
nhiém vu dugc lap trinh san mét cach tu dong. Véi kha nang tu hanh, thu thap va
trao ddi dir liéu gitra cac thiét bi IoT dua trén co so ha tﬁng mang nén cac van dé an
toan bao mat c6 thé ké dén nhu mat an toan thong tin trong giao thirc va tmg dung

trén cac thiét bi IoT 1 co thé xay ra.

- Tinh da nén tang phan cung va phan mém: Khac voi céac thiét bi dién tor

truyén thong nhu may tinh da phan st dung vi xir Iy kién trac 1386 thi cac thiét bi




0T ¢& nho thuong st dung nhiéu loai cac kién tric vi xir 1y tiéu thu ning luong
thép nhu: MIPS, ARM, PowerPC, SPARC, MIPSEL,... Ngoai ra, cdc nha san Xuét
cac thiét bi, cu thé hon 13 cac nha san xuét dén tir Trung Qudc ciing c6 nhirng thay
d6i riéng trong kién trac vi xir 1y clia riéng minh nham giam gia thanh va thyc hién
nhirng muc dich khac nhu tiét kiém ning luong, kich thudc san pham. Ngoai ra, dé
t6i uu cho cac chirc ning phuc vu cho nhu cau cua nguoi sir dung, cic nha san xuét
cling ty minh thay ddi cac phan sun (firmware) va phan mém 16p tmg dung cho phu
hop véi thiét bi cia minh. Piéu nay dan t6i su da dang trong nén ting phan mém

ctia céc thiét bi IoT ¢& nho.

- Tai nguyén phan cirmg han ché: Nhu da trinh bay, cac thiét bi IoT ¢& nho
thudong dugc trang bi cic phan ctimg han ché tai nguyén nham dé céac thiét bi dugc
ban ra véi gia ca thap, giam kich thudc va giam su tiéu hao ning luong. Piéu nay
v6 hinh chung da dan dén céc thiét bi IoT ¢ nho c6 dic diém chung nhu dung
lugng bd nhd it, ndng lyc tinh todn nho, nang luong pin du trir cho thoi gian hoat

dong ngan.

- Trang thdi déng: Trang thai cua cac thiét bi IoT thay di linh hoat, vi du
nhu lac hoat dong va ngu cho, lac két ndi va ngét két ndi... phu thudc vao hoan canh
clia cac thiét bi gSm vi tri, chtrc nang va toc do di chuyén. Hon nira, s luong céc
thiét bi IoT ciing c6 thé thay d6i do kha ning di chuyén cia vat thé mang kém thiét
bi nay.

- Kha nang két noi da kénh: Cac thiét bi IoT c6 kha ning két ndi voi cac thiét
bi va ha ting truyén dan theo nhiéu giao thirc khac nhau nhu Wifi, Bluetooth,

Zigbee, Z-wave, LoRa, Lifi,...

1.1.2. Téng quan vé md dgc 10T Botnet
1.1.2.1. Khai niém ma doc loT Botnet

Mac du c6 rat nhiéu loai ma ddc tan cong, lay nhiém céc thiét loT, nhung xu

huéng ma doc botnet dugc xem 13 phd bién nhat, gay hau qua 16n nhat di véi cac



thiét bi IoT [9]. Cac hoat dong ciia md doc IoT botnet gan day cho thiy toi pham
mang dang chuyén hudng loi dung thiét bi IoT dé thuc hién cac cudc tin cong mang
v6i sb luong 16n thiét bi voi bang thong cuc 16n giy gian doan mang Internet. Hién
nay, s6 luong ma doc duogc ra doi vi muc tiéu lay nhiém, tin cong cac thiét bi IoT
¢& nho ngay cang ting, cu thé 1a theo bao cdo cua hing Kaspersky thi s6 lugng ma
doc trén thiét bi IoT nim 2018 d3 ting gap hon 37 1an so véi nam 2016 [10], minh
hoa & hinh 1.3.
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Hinh 1.1. S6 lugng ma ddc botnet trén cac thiét bi IoT giai doan 2016 — 2018

Trudc khi di vao thuat ngir ma doc IoT botnet thi can tim hiéu thuét nglr ma
doc 10T. Thuat ngit ma doc c6 rat nhidu cach hiéu khac nhau, theo Helenius [11],
mi doc duoc 1a cac chuong trinh duge thiét ké voi muc dich nguoi dung khong
mong mudn. Ed Skoudis va cong su thi cho rang [12] mi doc 1a tip cac cau 1énh
duogc lay nhiém vao mdy tinh nguoi dung dé kiém soat may tinh thyc hién cac hanh
vi doc hai theo muc dich cua ké tn cong. Mot cach téng quan, ma ddc (tiéng anh la
Malicious Software/Code) 1a mdt chuong trinh hodc mot doan ma dugc bi mat chén
vao hé thong ngudi dung nhdm gy hai hé thong may tinh, hé théng mang, thong tin

dir liéu, ... nhu tinh tin cdy, tinh bio mat, tinh toan ven hodc tinh sin sang.
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Trong cac loai ma doc xuét hién trén thiét bi [oT ¢& nho, phé bién nhat 1a ma
doc IoT Botnet (theo thong ké cua Kaspersky [13]). Tac gia Pamela va cong su [14]
da dua ra khai niém IoT Botnet 14 “mot mang luoi cac thiét bi IoT c¢& nhé bi xam
nhdp va ldy nhiém ma déc phuc vu xdy dung Botnet”. Theo khai niém nay két hop
vG1 pham vi nghién ctru cua luan van, ma doc IoT Botnet co thé hiéu 1a loai ma doc
cho phép xay dung mang ludi Botnet dua trén cac thiét bi IoT ¢& nho.

1.1.2.2. Céu tric va nguyén ly hoat dong cua loT Botnet

Thong qua viéc khao sat cac loai ma doc IoT Botnet da xudt hién dén hién

nay, luan vin tong quat lai ma doc IoT Botnet chita hau hét 2 thanh phan co ban va

4 thanh phan hd trg, minh hoa & hinh 1.4.

C&C Server Loader Server Report Server Malware botnet New victim Target Server
1. Scanning and
Brute-force
2. Reporting
3. Checking Status
4. Infecting Command
5. Dowloading
malware binary

6. Attacking Command

7. Attacking

Hinh 1.2. Cac budc trong vong doi cia ma doc loT Botnet

Cac thanh phén g@)m: M3 doc botnet thuc hién tan cong DDoS khi nhan I¢nh;
May chu C&C dé diéu khién ma doc botnet; B6 Scanner dé do quét cac thiét bj IoT
moi ¢ thé bi khai thac; M4y chii Reporting ¢6 chiic nang thu thap cac dir lidu do
quét cia ma doc botnet hodc by Scanner; B Loaders dugc sir dung dé dang nhap
vao cac thiét bi IoT co thé bi khai thac, va ra chi thi cho chung tai vé cac tap tin
thue thi ma doc ¢ kién trac phu hop; May cht phan phdi ma doc xac dinh vi tri luu
trit ma doc s& duoc tai vé& bai cac thiét bi IoT da bi lay nhiém. Trén thuc t& mot sd
mang Botnet ¢6 thé s& c6 thém hodc giam bt mot sé thanh phan cau tric, xong cac

thanh phan d6 van thyc hién diy du cac chirc ning duoc luan vin trinh bay bén trén.
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Véi nhitng thanh phan d6, co ché hoat dong chung cho hau hét ma doc IoT
botnet nhu sau [15]:

Buéc 1: Ma doc do quét dai dia chi IP ngiu nhién thong qua TCP cong
23/2323 dé tim kiém céc thiét bi IoT c6 16 hong bao mat dé xam nhap, 1dy nhiém
mé rong mang ludi may tinh botnet. Sau khi do quét duoc thiét bi co kha ning dé& bi
xam nhap, ma doc IoT tién hanh tin cong vét can vao thiét bi dé leo thang dac
quyén. Viéc thn cong vét can cia ma doc loT Botnet thuong dugc thuc hién dua
trén t6 hop céac tai khoan, mat khau mic dinh c6 sin dugc nhung trong ma ngudn

ma doc. Vi du admin/admin, root/root, admin/123...

Buée 2: Sau khi do quét duge thiét bi c6 kha ning xAm nhap va da thu thap
duogc thong tin dé xac thuc va leo thang dic quyén trén thiét bi (théng qua giao dién
dong 1énh hodc giao dién do hoa), thi ma doc s& giri nhimng thong tin dic trung cia
thiét bi vé may chu Report thong qua cac cong dich vu khac (khong sir dung cong
d3 do quét ban dau), nhimg thong tin dugc giri vé nhu dia chi IP, gia tri cong giao

thre, kién trac thiét bi va tai khoan xac thuc.

Bude 3: Ma doc nhan 1énh tir C&C dé kiém tra thong tin dac ta cua thiét bi
nhu dia chi IP, kién triic phan cting (MIPS, ARM, PowerPC, ...)

Buéc 4: Sau khi may chit C&C tiép nhan thong tin dic ta vé thiét bi thi s& ra
1énh cho may chu Loader lya chon tép tin thuc thi ma doc phu hop.

Budéc 5: May chi Loader giri téi thiét bi mudn xam nhap tap tin ma doc phu
hop. Ngay sau khi tap tin ma doc duoc tai vé va thyc thi trén thiét bi thi ma doc s&
x06a tap tin thyce thi va chi chay trong b0 nh¢ RAM dé tranh bi phat hién, déng thoi
ma doc sé tit cac dich vu cho phép truy cap tur xa nhu Telnet, SSH, v6 hiéu hoa cac
chtrc ning cia tuong lira... Tham chi mot sé ma doc ToT Botnet con tim kiém cac
mi doc khac nham diét ching dé tranh bi anh huong dén tai nguyén thiét bi. Viéc
khoi dong lai thiét bi c6 thé xoa duoc ma doc botnet, nhung viée nay chi duge thuc
hién boi quan tri hé théng hodc quan tri mang. Vi duy, néu thiét bi lay nhiém ma doc

1a cac thiét bi dinh tuyén thi hé thong mang s& bi gian doan khi cac thiét bj dinh
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tuyén khoi dong lai. Hon nira, hanh dong nay c6 thé vi pham chinh sach thoa thuin
mirc d§ phuc vu (SLA — Service Level Agreement) cua cac dich vu co6 do san sang

Cao.

Budc 6 va 7: Thong qua C&C ké tan cong co thé ra 1énh cho ma doc thuc
hién cac tAn cong tir chdi dich vu phan tan bang nhiéu k¥ thuat nhu UDP flood,
SYN flood, GRE IP flood... t&i mot muc tiéu cu thé.

1.1.2.3. Sy tién hoa ciia ma doc loT Botnet

Ciing giong nhu cac loai ma doc truyén thong, sy tién hoa ciia ma doc loT
Botnet ciing gia ting theo sy thay d6i cua cong nghé dién toan, cac phuong thirc
trao doi dir lidu Internet... Su phuc tap va kha nang pha hoai cia ma doc da ting 1én
ké tir khi cong nghé Internet of Things (10T) ra doi v6i hang ngan, hang ty thiét bi
IoT dugc két nbi téi mang Internet. Allix [16] da dua ra y kién cho rang, hau nhu
cac ho ma ddc hién tai dugc tao ra thong qua sao chép ma nguén hoac la ban stra
d6i cia ma doc da co két hop voi su sang tao ciia ngudi viét ma doc. Y kién nay
dugc thé hién lai kha 18 vi ma doc IoT bang viéc khao sat, phan tich, danh gia va
tong hop mot sé nghién ciru nhu [15], [8], [17], [18], [19], [20] thi luan vin dua ra
mot tom tat ngin gon vé su phat trién, tién héa cia ma doc IoT botnet st dung trong

nhirng cudc tan cong DDoS duogc ghi lai gan day.

Linux.Hydra [18] dugc coi 1a mt trong nhitng ma doc phat tan trén thiét bi
ToT sém nhat. LAn ddu ra mit vao nam 2008, v&i muc dich tin cOng vao cac thiét bi
dinh tuyén sir dung vi xtr Iy MIPS. M3 doc nay duoc thiét ké dé 1ay nhiém trén cac
thiét bi IoT va ra lénh cho céac thiét bi nay thuc hién tan cong DDO0S bang k¥ thuat
SYN Flood dya trén IRC (Internet Relay Chat).

PsybOt [19] xuat hién 1an dau vao nam 2009 véi nhiéu diém twong tu véi ma
doc Linux.Hydra nhu c6 muc tiéu la cac thiét bj Router, modem DSL chay trén nén
tang kién tric MIPS. Cac bot ciia mang PsybOt duoc diéu khién boi may chit C&C
thong qua giao thirc IRC dé thuc hién tin cong UDP Flood, ICMP Flood. Sau khi



13

thiét bi bi lay nhiém, botnet PsyOt s& chin truy cip mang cia thiét bi dinh tuyén qua
mot s6 cong TCP nhu 22, 23, 80.

Tsunami/Kaiten [15] [18] 1a mé doc botnet st dung giao thirc IRC dugc tién
hoéa tir ma doc Linux.Hydra véi cac tinh nang tan cong tinh vi nhu HTTP Layer 7
Flood, TCP XMASS, stta ddi cAu hinh DNS Server, ngét tién trinh, tai va thuc thi
cac tap tin, gid mao dia chi IP cua nhiing thiét bi dé bi ton thuong. Tham chi bién
thé cua loai md doc ndy co thé chinh stra vi tri luu trir cac tap tin /etc/init.d/rc.local
nham tu dong thuc thi nhitng tap tin ma doc moi khi nguoi dung ding nhap hoic tai
thu muc /etc/rc.d/rc.local @& dam bao ma doc dugce chay cung hé thong khi khoi
dong [6].

Aidra/LightAidra [18] 1a 2 loai ma doc botnet dua trén IRC xuét hién lan
dau vao nam 2012. LightAidra/Aidra twong ty nhau vé ma ngudn nén ching duoc
Xét vao cung ho ma doc. Pac biét, LightAidra/Aidra cé thé chay trén nhiéu kién trac
vi xtr 1y c6 thé ké dén 1a: MIPS, MIPSEL ARM, PowerPC, x86/86-64 va SuperH.
M4 ddc nay c6 thé khai tao cac cude tan cong tir chdi dich vu str dung cac ky thuat
TCP flood, UDP flood, DNS flood, SYN Flood va ACL Flood. Sau khi da lay
nhiém thanh cong cac thiét bi IoT, ma doc LightAidra/Aidra dugc tai vé thu muc
Ivar/run, /var/tmp trén thiét bi (néu thiét bi str dung kién trac vi xir Iy x86 thi ma doc
s€ luu trong thu muc /tmp) [21], day la 1a vi tri khong luu trit cac tap tin thyuc thi
trén cac hé thong binh thudng boi dir liéu s& bi x6a khi thiét bi khai dong lai.

Linux.Darlloz 1a ma doc dugc hang Symantec phat hién vao nam 2013, ma
doc nay khai thac 16 hong PHP c6 ma CVE-2012-1823. Twong tu nhu LightAidra,
ma doc Linux.Darlloz hd trg nhiéu nén tang kién trac nhu x86, ARM, MIPS, PPC...
Nham chin ngudi dung truy cap t6i thiét bi IoT di lay nhiém, ma doc nay chan cac
luu luong két ndi bang telnet v4i cAu hinh iptable va két thuc tién trinh cua dich vu
telnet trén thiét bj. Ngoai ra, ma doc Linux.Darlloz s& tim cach x0a céc tap tin cla

LightAidra khoi thiét bi da lay nhiém va két thuc cac tién trinh cé ID tién trinh
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(PID) duogc luu trir trong cac tdp tin nhu /var/run/.lightpid, /var/run/.aidrapid va

Ivar/run/lightpid.

Linux.Wifatch 1a mi doc 1ay nhiém trén cac thiét bi IoT c6 kha ning xac
thuc yéu hodc str dung tai khoan va mat khau mic dinh. Khi 1ay nhiém thanh cong
véo thiét bi, ma doc Wifatch s& tim cach loai bo nhitng ma doc khac va ngan chan
truy cép telnet voi thong bao “Telnet da duwoc dong nham tranh 1ay nhiém thiét bi
trong tuong lai. Vui long ngét telnet, thay d6i mat khau két ndi telnet hodc cap nhat
firmware” trong nhat ky cta thiét bi. Linux.Wifatch sit dung mang ngang hang
(P2P) dé cap nhat ma doc va x6a cac ddu vét ma doc luu lai trén thiét bi IoT. Theo
phan tich ctia hing bao mat Symantec [22] thi sau khi 1y nhiém 1én thiét bi, ma doc
Linux.Wifatch ¢ thé thuc hién nhirng hanh vi mé cong hau hoic két ndi toi may

chu C&C thong qua giao thiac TCP.

Spike/Dofloo/MrBlack/Wrkatk/Sotdas/AES.DdoS [18] dugc phat hién vao
giita nim 2014 c¢6 kha niang lay nhiém trén céac thiét bi st dung vi xtr Iy ARM va
MIPS. Thay vi str dung IRC-based dé giao tiép nhu cac loai botnet trudc ddy, dong
mi doc ndy sir dung Agent-handler dé giao tiép véi cac bot. Khac véi cac botnet
trudc ddy, nham duy tri sy 1ay nhiém khi thiét bi khoi dong lai, ma doc nay da sir
dung cach gia mao tap tin etc/rc.local. Hon nita, cai tién ndi bat ciia ma doc nay 1a
sir dung ludng SendInfo dé tinh toan hiéu ning cua thiét bi va gti vé may chu C&C,
khi d6 ké tan cong co thé trién khai mat d6 thuc hién tan cong tu chdi dich vu phan
tan trén moi thiét bi bot hiéu qua voi1 hiéu nang cua ching.

BASHLITE/Gafgyt/Q-Bot/Torlus/Lizkebab/LizardStresser) 1a loai ma
doc xuat hién vao nim 2014. Loai md doc ndy cé cé dic tinh twong ddng véi Spike
nhu sir dung Agent-Handler, c6 thé 1ay nhiém da kién trac phan cimg, thyc hién tin
cdng DDOS bing cac phuong phap phd bién nhu SYN, UDP, TCP ACK Flood.

Remaiten/KTN-RM 1a ma doc IoT c6 nhitng tinh ning két hop gitra ma doc
Tsunami va Bashlite. Remaiten thuc hién 1ay nhiém thiét bi IoT chay trén nén tang

hé diéu hanh Linux bang phuong phap tin cong vét can dua trén danh sach cac tai
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khoan diang nhép, mét khau mic dinh hodc thuong xuyén duoc sir dung. CAC may
cha 1énh va diéu khién (C&C) két ndi, va ra 1énh cho cac bot bang cach st dung
kénh truyén tin IRC. M doc Remaiten cai tién hon so v6i hai ma doc Tsunami va
Bashlite & dic diém c6 thé tuy bién dua trén kién trac thiét bi va phuong thirc tin

cong ma ma doc thuc hién.

Mirai 13 loai ma doc botnet duoc viét bang ngon ngit C (5732 dong ma) va
Google Go (1197 dong m&). Ma doc Mirai st dung nhitng k¥ thuat tin cong DDoS
don gian nhu TCP SYN Flood, UDP Flood, DNS... Tuy nhién, hau qua tin cong
clia mang botnet Mirai dem lai vo ciing 16n khi c6 thdi diém c6 toi 400.000 thiét bi
IoT bi lay nhiém ma doc Mirai va vy tan cong da duoc ghi nhan véi quy md 16n
nhat duoc thuc hién béi ma doc Mirai ¢6 luu lugng 1én dén 1.2 Thps [18] vao nim
2016. Ma ngudn cia botnet Mirai dugc phét trién dé chay cho nhiéu loai vi xir 1y
trén hé diéu hanh Linux vi day 13 nén tang pho bién trén céc thiét bj IoT va hé thong

nhang.

Linux.IRCTelnet 13 ma doc IoT dugc phat trién bang cach két hop ma
nguén cua LightAidra/Aidra, giao thirc IRC cia ma doc Tsunami, cac ky thuat lay
nhiém ctia m3 doc BASHLITE va danh sach xac thuc ciia ma doc Mirai. Ma ddc
duogc thiét ké dé d& dang 1ay nhiém cho cac thiét bi IoT véi cac kién tric vi xur 1y
phé bién. Ma doc Linux.IRCTelnet st dung nhiéu k¥ thuat tan cong nhu TCP
Flood, TCP XMAS, UDP Flood trong ca IPv4 va IPv6.

Hajime la mot ma doc IoT botnet dugc kham pha vao 10/2016 boi cong ty
mang Rapidity [23]. Hajime st dung phuong thirc 1dy nhiém tuong ty mi doc
Mirai. Tuy nhién, kién trac cia ma doc Hajime st dung hoan toan dya trén mé hinh
giao tiép phan tan va sir dung giao thirc bang ma bam phan tan BitTorrent (DHT)
cho phét hién ngang hang va giao thirc giao van uTorrent cho trao d6i dit liéu. Moi
thong diép duoc ma hoéa bang RC4 va duoc ky str dung cac khoa cong khai va riéng
tu. Chinh vi vay, viéc phat hién cidc hanh vi doc hai cia ma doc Hajime hién con

gip nhiéu kho khan.
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BrickerBot 1a mdt ma doc IoT botnet dua trén busybox dugc phat hién baoi
cac nha nghién ctru hang Radware [24] vao 4/2017. Ma doc Brickerbot ¢6 kha nang
lay nhidm va trién khai tdn cong DDoS trén cac thiét bi 10T twong tu nhu Mirai.
Nguy hiém hon, mi doc ndy c6 kha ning pha hity (bricks) céc thiét bi sau khi da lay
nhiém, khién thiét bi d6 khong con st dung duoc nita. Ma doc Brickerbot cb ging
thue hién tin cong tir chdi dich vu cac thiét bi IoT bang nhiéu phuong phap khac
nhau nhu x6a cac tap tin khoi bd nhé, cdu hinh lai thong sé mang, thay do6i

firmware thiét bi...

VNPFilter xuét hién vao nim 2018, 1a ma doc dugc thiét ké dé gay hai dén
cac thiét bi dinh tuyén va cac thiét bi luu trir trén mang nhu thiét bi NAS (Network
Attached Storage) [25] nham dénh cip dir liéu. Khong giéng nhu cac ma doc IoT
khac, VPNFilter 1a ma ddc co6 kha nang ton tai ngay ca khi thiét bi IoT duoc khai

dong lai.

Qua qua trinh danh gia su tién hoa cta céac loai ma doc [oT Botnet trén co s&
phuong thirc truyén thong, vong doi, chic ning ciing nhu mi ngudn. Luan vin da
cho thdy mi doc Linux.Hydra 1a ma doc IoT botnet co kha nang tin cong tir chdi
dich vu phan tan dau tién xuat hién tir nim 2008 véi kién trac twong ddi don gian.
Ké tir khi ma nguén cua ma doc Linux.Hydra dugc cong bd thi cac nha viét ma doc
IoT da ké thira nhitng vu diém va cho ra nhiéu bién thé ma doc IoT Botnet nhu
Psybot, Chuck Norris, Tsunami... Ttr ma doc Tsunami cac nha viét ma doc da phat
trién thanh hai loai ma doc xuit hién gin day nhét 13 Remaiten va LightAidra. Hon
nita, tr md doc Tsunami cac nha viét ma doc da phat trién ra Bashlite va tir ma doc
Bashlite thi ma doc Mirai da ké thira va tién hoa véi nhiéu chirc ning phuc tap hon
v6i cac cude tan cong DDoS quy md 16n téi 1.2 Tbps [18] vao nam 2016. Ké tir do,
mi doc Mirai di tiép tuc duoc phat trién va tién hoa thanh nhiéu bién thé khac nhau
nhu BrickerBot, VPNFilter... Gan day ngoai viéc tan dung cac loi thé cua céc loai
mi doc IoT Botnet trude do, cac nha viét ma doc da tich hop nhiéu tinh ning nguy
hiém va phtrc tap hon trén cac loai ma doc nhu: ma hoa, proxy an danh, rootkit va

kha nang tu huy, x40 tron ma... khién viéc phat hién, phan tich chting khé khin hon
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rat nhiéu. C6 thé ké dén VPNFilter 1a dai dién cho loai ma doc IoT botnet ¢ ciu
truc phtre tap, tinh vi, sit dung céac ky thuat tu v¢ dugc tim théy trong ma doc loT
botnet. Khao sat trén cta luan van cho théy, cac loai ma doc IoT Botnet van dang
dugc phat trién, tién hoa thuong xuyén véi cdu tric tinh vi va kha ning bao vé phirc
tap hon. Tuy nhién, phan khao sat cic loai mi doc bén trén van chua day du boi toi
pham mang thuong xuyén stra ddi va cap nhat cac loai ma doc da biét dé tao ra cac
loai ma doc méi, khai thac nhiéu loai thiét bi IoT hon.

1.2. Cac nghién ciru lién quan trong phéat hién sém ma dgc

Céc phuong phap phat hién ma doc IoT botnet ¢ thé chia thanh 2 huéng tiép
can chinh nhu: (1) cac phuong phap dua trén chit ky (signature-based) va (2) cac
phuong phéap dua trén hanh vi (behavior-based). Cac phuong phap dua trén chir ky
str dung mot chudi cac byte co thé 1a ma bam, duoc trich xuat tir ma doc IoT botnet
d3 biét nhu mot chir ky dai dién dic trung duy nhat cho mdi tap tin nhan dang ma
doc. Ngoai ra, viéc phat hién ma doc dua trén chir ky dem lai kha nang phat hién
dung cao véi cac loai ma doc IoT botnet da dugc biét va phan tich. Tuy nhién, viéc
gia tang lién tuc vé sb lugng cling nhu sy phtrc tap cia ma doc nhu ma doc “zero-
day” va mi doc “unknown” thi phuong phap dua trén chit ky kho c6 thé phat hién
t6t ma doc khi ma sd luong chir ky ma doc ngay cang ting, tham chi bung nd nén
yéu cau khong gian luu trir phai ty 16 thuin véi sé luong chit ky, diéu nay khién chi
phi Iuu trit chit ky ctia md doc rat 16n. Do d6, phuong phap phat hién mi doc dua
trén hanh vi dugc cac nha nghién ciru ap dung va phat trién nham bo qua nhirng han
ché ma phuong phap duya trén chir ky dé lai. Phuong phap dua trén hanh vi yéu cau
thuc thi céc tap tin trong mot moi truong c¢d gidm sat va cac hanh vi s€ duogc ghi
nhan va kiém tra 1am can cir dé phat hién ma doc. Phuong phap nay gilp nhanh
chong hiéu dugc ban chat hanh vi cua tap tin. Pong thoi nhidu ma doc hién nay
dugc xdy dung tir cing ma ngudn thanh cac bién thé vi vay ciu tric tap tin ¢ thé
khac nhau nhung hanh vi co ban khong thay doi. Tuy nhién han ché ctua phuong

phap nay nam & ton kém thoi gian thyc thi va luu trit ddc trung mau hanh vi.
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Ngay nay voi xu huong ma doc trén thiét bi IoT dic biét ma ma doc loT
botnet dang ting trudong khong ngimg ca vé sb luong va bién thé, kéo theo dé cac
dir liéu vé chit ky va hanh vi ma doc ciing ting véi sd luong 16n khién viée xur 1y,
phan tich duoc thyc hién bang con ngudi trd nén rat kho khan. Nham khic phuc cac
van dé trén, hién nay cac nha nghién ctru tiép can cic phuong phap phat hién ma
doc dua trén hoc may. Phuong phap dua trén hoc may khong st dung chir ky hay
hanh vi m3 doc cu thé ma né su dung cac dac trung va cac dac trung nay dugc xem
1a thanh phan 15i cua phat hién dua trén hoc may. Thong qua viéc khao sat c6 thé
thay, tat ca cac hudng tiép can trén dugc nhom thanh 2 phuong phép chinh Ia phan

tich tinh (static) va phan tich dong (dynamic).

1.2.1. Phan tich tinh

Phén tich tinh 13 phuong phap phén tich ndi dung cia mi ngudn ma khong
can thyc thi cac tép tin dé phat hién cac hanh vi nghi van. Phuong phap phan tich
tinh cho phép chi tiét hoa toan bo ludng diéu khién (Control Flow Graph — CFG) va
ludng dit liéu (Data Flow Graph — DFG) thong qua cac cong cu dich nguoc ma
ngudn nhu IDA Pro, BinDiff... dé phat hién ma doc bang phén tich dic trung nhu
ma thuc thi (Opcode), 101 goi ham hé thong (API calls) hay cac chudi ky tu c6 nghia
trong ma ngudn (Printable Strings Information — PSI). Phuong phap nay cho phép

phan tich chi tiét cac tép tin va dua ra cac kha nang kich hoat ciia ma doc [26].

Theo huéng tiép cin nay co thé ké dén phuong phap cta Costin [27] da dé
xuat mot framework dé thu thap, loc, unpack va phan tich tinh firmware quy moé
rong tir d6 gidp phat hién 16 hong bao mat, ma doc. Tuy nhién, nghién ciru trén chi
st dung cac dac trung rdi rac ma khong di vao sy twong tac, lién quan gitra cac dac
trung...Trong khi do, ma doc IoT botnet luén c6 quy trinh hoat dong kha tuong

d6ng nhau va c6 su tuong tac v6i nhau [15], [28].

Yan Shoshitaishvili va cong su [29] ciing dd dé xuét framework Angr trong
bao mat IoT. Angr c6 kha ning xir 1y, phén tich cac firmware thanh cac d6 thi ludng

dieu khién va do thi ludng dir li¢u va st dung bi€u do nay dé tao ra céc lat cat xac
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thue bt dau tir entry-point dén cac diém xéac thuc cua chwong trinh giup phat hién
mi doc duge nhiing hodc cac 16 hong trén firmware. Phuong phap nay cho phép chi
tiét hoa toan bo ludng diéu khién CFG va ludng dit liéu DFG cho ting tap tin hé
thong trong firmware dé tir 46 phat hién ma doc bang k¥ thuat phan tich dic trung
(symbolic execution). Tuy nhién, phuong phap st dung Symbolic Execution chi
pht hop véi viée phén tich cac tap tin hé thong nho, va khong kha thi véi cac tap tin
16n do do phirc tap cao khi xay dung cac dd thi lién quan va thyc thi Symbolic

Execution [27].

Azmoodhe [30] d& d& xuit mot phuong phap phat hién ma doc trén thiét bi
IoT cho quan sy bang hoc sau (Internet of battlefield things - IoBT) dua trén d6 thi
mi Opcode. Pau tién, ho sir dung Objdump dé trich xuét chudi opcode va lwa chon
opcode 2 gram lam dic trung dau vao. Sau d6, Azmoodhe xay dung dd thi ma
Opcode tir cac md Opcodes di chon dua trén biéu dd ludng kiém soat dir liéu
(Control Flow Graph - CFG) cho timg mau. T4c gia di danh gia phuong phap duoc
dé xuat voi tap dit liéu bao gdm 128 mau ma doc va 1078 mau lanh tinh (tt ca cac
tép thuc thi chay trén kién trac ARM) va co két qua phat hién dang 13 99,68%.
Piém han ché ciia dé xuat nay la dataset bi gidi han vé s6 lugng mau va van dé da
kién truc khong duoc xem xét vi két qua thir nghiém chi dwa ra danh gia cho tap dix
liéu cho vi xir Iy ARM. Bén canh d6, cac chudi opcode c6 thé bi gian doan bdi cac
bién thé ma don gian do céc tity chon bién dich khac nhau cho da kién trac vi xt 1y

trén thiét bi ToT.

Tiép d6, Haddad Pajouh [31] ciing dé xuat phuong phap phat hién ma doc
loT Botnet dua trén hoc sau RNN khi phan tich cac OpCodes ctia ma ngudn (tong
quan vé mé hinh dé xuat nhu hinh 1.5). Trong nghién ciru nay, tac gia chu yéu phan
tich cac mau ma doc duoc thuc thi trén phﬁn cung st dung bd vi xir Iy ARM. Sau
d6, tac gia danh gia hiéu sut cua phuong phap dua ra v6i cac bd phan loai hoc may
thong thuong nhu SVM, KNN, Nave Bayes, Decision Tree, Random Forest, Ada-
Boost va phuong phap dé& xuat di cho két qua phat hién tt. Tuy nhién, phuong

phap ctia Haddad Pajouh phu thudc rat nhiéu vao kha ning dich nguoc ma ngudn va
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trich xudt chudi Opcode tir tép tin ELF. Hon nita, phuong phap dé xuét chi thu
nghiém danh gia chii yéu trén céc thiét bi sir dung vi xir Iy ARM, do d6 khong dap

ung dugc yéu cau thyc nghi€ém trén da nén tang kién tric vi xu 1y.

] ] Feature Deep Threat
BLF Parser Extraction Classifier

Unpacking
| ELF File

Selecting | \
| Opcode | | Deep Training
| Occurrence

ARMELF = | Decompiling, et ) i
Files I ELFFile
Creating |
| ELFFile |
| Feature Vector

Deep Net. |
! Tuning

Extracting |
Opcode

Hinh 1.3. M6 hinh phat hién IoT Botnet ctia Haddad Pajouh [31]

Véi nhitng nghién ctru dugc khao sat ¢ trén di cho thay, phan tich tinh dem
lai két qua kha quan trong bao mat IoT néi chung va phat hién ma doc IoT noi
riéng. Tuy nhién, phan tich tinh van tdn tai nhiéu han ché cho viéc phan tich, phat
hién ma doc ToT Botnet nhu: Kho 4p dung ddi véi ma doc st dung k¥ thuat gay roi
(obfuscation) hoic dong goi (pack) phirc tap do han ché cta cong cu Unpack va
Debug; Kho thu thap mau ma doc do ma doc chi luu trit trén RAM thiét bi, va bién
mat khi khoi dong lai thiét bi; Két qua dich nguoc c6 thé khong chinh xac do cac
tuy chon bién dich khac nhau cua cong cu dich nguoc ddi véi cac nén tang CPU da
dang cua cac thiét bi IoT. Vi vay, voi bai toan phat hién ma doc loT Botnet trén cac

thiét bi IoT hién nay, huéng tiép can dya trén phan tich tinh tré nén kho thyc hién.

1.2.2. Phén tich djng

Phan tich dong 1a phuong phap giam sat cac hanh vi trong khi cac tap tin do
dang chay, tir d6 phat hién c6 hay khong cac hanh vi doc hai, bat thuong. Moi
truong thuc thi cac tap tin thuong 1a mdt moi truong moé phong (nhu sandbox) hodc

cac thiét bi IoT thyc té (nhu cai dit cac tac tir). Nhitng thong tin dugc thu thip nhu
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cac hanh vi mtrc hé théng (syscall, gia tri thanh ghi, dit liéu bd nhd), cac hanh vi
mic mang (dir liéu ludng mang pcap). Phan tich dong sé loai bo dugc cac ky thuat
gdy réi mi ngudn, khong dich nguoc duwoc ma ngudn tép tin thuong gip trong phan
tich dong. Tuy nhién, kho khdn khi thuc hién phan tich dong la viéc xdy dung moi
treong cho phép mi doc boc 16 hoan toan cac hanh vi va c6 kha ning giam sat day du
cac hanh vi do.

béi véi vide su dung phén tich dong dé phat hién [oT Botnet co thé duoc
phan loai theo hai phuong phdp chinh 1a phét hi¢n xam nhap dya trén dir li¢u mang
(Network-based Intrusion Detection System — NIDS) va phat hién xdm nhép dua

trén dir liéu cia may (Host-based Intrusion Detection System — HIDS).

Theo huéng phat hién xam nhdp duwa trén dir liéu mang, Doshi [32] da dé
xudt thuét toan phan 16p hoc may st dung luu lwong mang nham phat hién tan cong
DDoS vao hé sinh thai IoT. Muc tiéu ctia phuwong phap dé xuét 1a c¢6 thé phat hién
luu luong tan cong DDoS trén cac nut thiét bi IoT cuc bd béng cach sir dung thuat
toan hoc may vai chi phi st dung tai nguyén thap va c6 do chinh xéc 1én t6i 99%.
bé kiém chirng, cac mod hinh thuat todn hoc may khac nhau da duoc kiém tra va so
sanh bao gém thuat toan KNN, SVM, Decision Tree, Random Forest va ANN. Do
cac thiét bj IoT c6 nhugc diém han ché vé tai nguyén phan cimg, vi vy ching
khong thé chay truc tiép cac giai phap phat hién yéu cau hiéu ning cao. Do dé co
ché phat hién dugc dé xuat thyc hién chinh sach phat hién dya trén phan tich géi tin
mang voi cac dic trung dugc lua chon dé giam chi phi tinh toan. Thudt toan phat

hién da co thé thuc hién phat hién trong thoi gian thyc trén cac thiét bi IoT.

Alrashdi [33] da d& xuat str dung bo dir liéu UNSW-NB15 [34] dé xay dung
NIDS phat hién IoT Botnet trong thanh phd thong minh (smart city) hiéu qua hon,
thay thé bo dit lieu KDD99 d 13i thoi. Alrashdi sir dung giai thuat Random Forest
v6i 12 dac trung duoc chon tir bo dir liéu UNSW-NB15 dé dat dugc d6 chinh xac
99,34%.
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Cardoso [35] da d& xuat hé thong phat hién xam nhap xu 1y sy kién phirc tap
(CEPIDS) cho phép phan tich luu lwong truy cdp theo thoi gian thuc va dugc thiét
ké dat ¢ ria cia hé théng mang. CEPIDS thong qua bo loc su kién sé& theo doi va thu
thap luu lwong mang. Bo xir 1y su kién bao gdbm hai mo-dun, bd phan tich goi tin va
phat hién tin cong, s& phan tich cac gbi luu lugng dua trén cac thudc tinh cia ching
va x4c dinh hanh vi tdn cong trong mang. CEP s& giri cac quy tic téi Action Engine
dé giri thém canh bao vé hoat dong doc hai dang dién ra va chin quyén truy cap vao
cac dich vu lién quan. M6 hinh dé xuat da dugc thu nghiém trén thiét bi Raspberry
Pi dé dam bao ré‘mg no hoat dong tdt trén céc thiét bi ¢ sirc manh tinh toan thép nhu
thiét bi IoT. Mb phoéng cudc tan cong dugc thuc hién trén thiét bi Raspberry Pi 3
Model B, noi str dung CPU, st dung Ram va tdc do gdbi tin dén va sb lugng cac
cudc tan cong dugc xac dinh. Cac IDS ma ngué)n mo hién tai nhw SNORT va BRO
tiéu thu nhiéu tai nguyén RAM va CPU trong khi co ché CEP duoc dé xuit s dung
xtr 1y su kién tiéu ton it tai nguyén hon. Piéu nay cho phép né duoc trién khai trén

céc thiét bi IoT.

Ngoai hudng tiép cin dua trén NIDS duoc trinh bay phia trén, ciing di c6

nhiéu nha nghién tiép can phat hién ma doc theo HIDS.

Massimo Ficco [36] da gidi thiéu mo hinh hoc may phat hién ma doc su
dung chudi 1&i goi API dugc goi bdi cac ing dung trong khi chung dang chay, sau
d6 md hinh hda chlng boi chudi Markov. Mé hinh nay 4p dung céac dic trung theo
thoi gian dé phan loai IoT Botnet. Két qua thuc nghiém ctia phuong phap cho thiy
ty 18 F1 dat dén 89% véi thuat toan Naive Bayes trén bo dit licu gdm 22000 phan
mém lanh tinh va 24000 ma doc. Trong mo hinh nay, Ficco thu thap cac 10i goi API
tir cac mg dung da thyc hién dé xay dung “Call Dependency Graph and Calls tree”.
Tir d6, Ficco da trich xudt dic trung phu hop vao mé hinh hanh vi Markov Chain dé
phan loai IoT Botnet. Tuy nhién, viéc st dung cong cu mobSF [37] dé trich chon
céc dic trung din dén gidi han cta nghién ctru nay chi phi hop véi cac thiét bi
Android, do d6 s& gip kho khin khi mé rong sang cac hé diéu hanh nhing khac cia

thiét bi IoT, méi truong phd bién véi hé diéu hanh Linux.
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Breitenbacher [38] dé xuit HIDS véi tén Hades-IoT IDS, yéu cau ning
luong thap cho céc thiét bi IoT. Hades-IoT IDS sir dung dic trung 101 goi hé thong
(system calls) dé phat hién hanh vi doc hai cia mi doc VP-Nfilter va IoTReaper
trén 7 thiét bi IoT, bao gém cac bo dinh tuyén va [P camera. Kha nang phat hién ma
doc ciia Hades-10T IDS 1a 100% theo cong bd tac gia. Tuy nhién, két qua thu
nghiém trén chi dugc ap dung trén khong gian thir nghiém han ché (7 thiét bj IoT va

hai mau ma doc) nén chua thé két luan duoc hiéu qua ciia phuong phap.

Qua viéc khao sat cac nghién ctru trén vé viée phat hién ma doc Botnet st
dung phuong phéap phan tich dong cho thiy, phan 16n cic nha nghién ctru chu tim
vao viéc phat hién ma doc dua trén luéng mang NIDS. Qua trinh phat hién xam
nhap dya trén ludng mang thudng chi phat hién hanh vi doc hai khi ma thiét bj d3 bi
lay nhiém thanh cong, tr& thainh mot phan cia IoT Botnet va bat dau truyén thong
dén cac may chu 1énh va diéu khién, cac bot khac hoic chung thuc hién tin cong.
Hinh thiérc hién ma doc dua trén dit liéu may cha HIDS c6 thé khic phuc duoc
nhuoc diém nay. Tuy nhién céc thiét bi IoT khac vé6i cac thiét bi dién toan truyén
thdng vi ching han ché vé tai nguyén xir Iy ciing nhu ning luong. Hon nita véi su
phat trién than toc vé sb lugng ciing nhu su da dang vé chic niang khién cho cac
thiét bi IoT trd nén bat dong nhat ca vé kién trac phan cung, giao tiép truyén thong
cling nhu trang thai hoat dong. Do d6, hudng tiép can phat hién ma doc chi bang
HIDS 14 kho khin va chua day du.

1.3. M0 ta bai toan

Véi sy phat trién nhanh chong cia cac thiét bi IoT trén thé gidi ca vé so
lugng 1an chirc nang, moi truong hoat dong. Do do, cac loai ma doc IoT Botnet
cling dugc tién hoa thich tmg v6i mdi trudng ciia nan nhan va kho bi phat hién va
phan tich hon gitp duy tri hoat dong. Nhiéu loai ma doc IoT Botnet gan ddy da
dugc thiét ké dé tranh bi phat hién boi cAc gidi phap bao mat truyén thong hién co
han nhu phan mém phat hién va xtr Iy mé doc (Anti-virus), hé thong phat hién va xtr
ly xdm nhap mang (IDS/IPS), cic bd loc goi tin bang tudng lira thong thudng

(Firewall). Céc giai phap bao mat truyén thdng nay chi thyc su duoc phat hién duoc
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mang lué6i IoT Botnet khi ching d3 & trong giai doan thuc thi tdn céng tir chéi dich
vu phan tan (DD0S) va giy ra hau qua duoc thiy rd. Hién nay cling dd c6 nhiéu
phuong phap dé phat hién, chéng lai cac cudc tin cong DDoS nhu vdy. Tuy nhién,
viéc phat hién va chéng lai mang Botnet khi cac cudc tan cong da dién ra 1a kho
khan vi khi d6 mang Botnet da tich trir mot lugng 16n cac bot cho minh. Minh
chtng 1a c6 thoi diém co t6i 400.000 thiét bi IoT bi lay nhiém ma doc Mirai va vu
tAn cong DDoS da dugc ghi nhan véi quy mo 16n nhét duoc thue hién béi ma doc
Mirai ¢ luu luong 1én dén 1.2 Tbps [18] vao ndm 2016. Vi sb lwong 16n bot nhu
vay kém theo luu luong tAn cong 16n s& d& dang danh bai moi hé thong phan ctng
hién nay. Hon thé nita, giai doan ra quét va xam nhép chiém dung quyén quan tri
thiét bi muc tiéu (Budce 1 va 2) cia mang ludi loT Botnet dién ra trong thoi gian
dai. Néu nhu c6 thé phat hién cac thiét bi IoT ¢& nho bi lay nhiém truéc khi chiing
thuc thi 1énh tin cong tir chdi dich vu (Budc 6 va 7) thi s& han ché duoc hau qua

phé hoai cua ma doc loT Botnet.

Vé co ban, cac phuong phap phat hién ma doc déu dua trén hai phwong phap
chinh 1a phéan tich tinh va dong nhu da trinh bay & trén. V61 nhitng ndi dung khao
sat va danh gia duoc luan van trinh bay bén trén, luan van lua chon st dung phuong
phap phan tich dong dé c6 thé phat hién sém ma doc IoT Botnet. Phuong phap phéat
hién duoc luan vin lya chon s& két hop dugc wu diém cua cac phuong phap phat
hién trude ddy va hudng téi myc tiéu cé thé phat hién sém ma doc IoT Botnet ngay

tir giai doan dau.
Két luin chwong

Trong chuong 1, luan vin di chi ra tong quan vé céac thiét bi IoT ¢& nho, dic
diém ma doc IoT Botnet lay nhiém trén loai thiét bi nay va cac giai phap phat hién
ma doc IoT Botnet da dugc cong bd. Tir d6, ndi dung chuong dua ra nhiing van dé
con ton tai va dé xuat phwong 4n giai quyét cic van dé nay. Noi dung chi tiét

phuong phép giai quyét van dé duge néu ra tai Chuong 2 ctia luan vin.
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CHUONG 2: XAY DUNG MO HINH HQC MAY PHAT HIEN SOM
MA PQC IOT BOTNET

Nhitng nghién ctru lién quan vé van dé phat hién ma doc IoT Botnet da phan
st dung cac dir liéu dugc thu thap theo thoi gian goi 1a dir liéu chudi thoi gian. Voi
) luong 16n cac thiét bi 10T thi luong dir 1iéu thu thap duoc la rat 16n va c6 thé gay
khé khan trong viéc xay dung cac by phan loai. Phuong phap phat hién ma doc [oT
thuong duge xay dung bang cach xay dung mot b phéan loai don 1@ trén tap dit licu
thu thap day du theo chudi thoi gian. Cac phwong phap xay dung bo phan loai khac
nhau thudng c6 nhitng vu, nhuoc diém khac nhau, nhung diém chung cua cac mo
hinh nay chinh 13 khi ma doc da thuc hién toan bd hanh vi trong hé théng thi mai co
thé phat hién duoc, trong thuc té co thé gay hau qua nghiém trong cho hé thdng néu
khong canh bao trude nguy co. Pé dap tmg dugc yéu cau phan loai chinh xac trong
viéc st dung cac bd phan loai hoc may, mo hinh hoc méy cong tadc da dugc luan van
dua vao stir dung dé tang hiéu suat du doan ciia mo hinh. M6 hinh hoc may cong tac
dua ra du doan tur viéc str dung cac bo phan loai con va téng hop dy doan tur nhiing
bd phén loai nay dé dua ra quyét dinh. Tir nhiing diém da néu trén, trong phan nay
luan van sé xay dung moé hinh hoc may phat hién sém ma doc loT Botnet st dung
cac bo dir liéu c6 dac trung vé thoi gian cua thiét bi, thuc hién céc phuong phap
chon loc va chuan hoa dit liéu, ap dung mo hinh hoc may cdng tac véi cac bo phan
loai con thich hop cho bai toan phat hién sém ma doc loT Botnet.

2.1. Tong quan md hinh hec may cong tac

Hoc may cong tac 13 qua trinh st dung cac bd phan loai va két hop két qua
du doan cta cic bo phan loai nay dé tao nén mot moé hinh dua ra quyét dinh phirc
tap nhung cai thién hi€u ndng du doan hon so vdi cac bd phan loai con. Phuong
phéap két hop co thé linh hoat duya trén dic trung, hodc két qua phan loai. C6 mot vai

1y do khién cho mé hinh hoc mdy cong tac c6 thé cai thién kha nang du doan [39]:

- Tranh viéc mo6 hinh qué vura dit li¢u: Khi chi c6 mdt lugng nho dir liu,

thuat toan hoc c6 xu hudng tim ra nhiéu gia thuyét khac nhau dy doan tat ca dir liéu
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huén luyén mét cach hoan héo trong khi dua ra du doan kém cho céc trudng hop
chua nhin thiy. Tinh trung binh cac gia thuyét khac nhau lam giam nguy co chon

mot gia thuyét khong chinh xac va do dé, cai thién hiéu suat dy doan tong thé.

- Loi thé vé viéc tinh toan: Nhitng bo phén loai don 16 thyc hién cac tim kiém
cuc b c6 thé gap kho khan trong t8i uu cuc bo. Bﬁng cach két hop nhiéu bd phan

loai hoc, cac phuong phap tong hop lam giam nguy co dat dugc cuc tiéu cuc bo.

- Biéu dién dit liéu: Gia thuyét t6i wu c6 thé ndm ngoai khong gian ctia bat ky
mo hinh don 1é nao. Bang cach két hop cac mo hinh khic nhau, khong gian tim
kiém c6 thé dugc mo rong va do do, dat dugc su phu hgp hon véi khong gian di
liu.

Dua vao phuong thic két hop dit liéu c6 thé chia cac md hinh hoc cong tac
thanh 3 nhom chinh:

- Hop nhat sém: 1a phuong phap hop nhit cac dit liéu dau vao bang cach tao
ra mot tap dir liéu dai dién cho cac tap dir li¢u con don 1¢€. Tap dir 1iu dai dién nay
dugc sinh ra bang cach ndi cac dic trung ciia cac tap dir liéu con vao voi nhau dé
tao thanh tap dir licu dai dién c6 chura tat ca cac dic trung cua cac tap dir li¢u con.
Sau khi da cO dugc tap dai dién thi mo hinh phéan loai sir dung mét thuéat toan hoc

may duy nhat dé thyc hién qua trinh phan loai dit lidu dai dién.

Feature vector v; Feature vector v, Feature vector vs
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- Hop nh4t mudn: 12 phuwong phéap cho phép céc tap hop cac két qua phan loai
ctia cac bd hoc may phan loai (Classifier) don 1é thong qua ham hop nhét (Fusion).
Mobi mot bo dit liéu dic trung dau vao s& duoc huin luyén va phan loai dua trén céc
thuat toan hoc may riéng biét. Két qua phan loai s& dugc tong hop dé dua ra quyét
dinh cudi cung.

Feature vector v; Feature vector vs Feature vector vs

Classifier 1 Classifier 2 Classifier 3
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Hinh 2.2. M6 hinh hop nhit mudn

- Hop nhét trung gian (Intermediate fusion): 1a cach hop nhit cac dic trung
qua viéc sir dung céc 16p an (Hidden layer). Cac dic trung dau vao sé duoc dua vao
cac thuat toan hoc may c6 16p an dé tim ra cac dic trung co lién quan toi muc tiéu
phan loai. Két qua phan loai timg bd dir liéu riéng 1é nay s& dugc dua qua 16p hop
nhat va quyét dinh cudi cing ciing st dung mot 16p an dé tong hop két qua.

Feature vector v, Feature vector vy Feature vector vy

099.-] 090 | 099
i / /

Hidden 1aym{&£§:. ‘ ((# ’
\

ves ’ Fusion laver

Hidden layer

benign malware

Hinh 2.3. M6 hinh hop nhit trung gian
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Cac m6 hinh hoc may cong tac ké trén déu c6 wu diém va nhuoc diém, bang
viéc nghién ctu ly thuyét va qua qué trinh thyc nghiém, ludn van da lya chon su
dung phuong phap hop nhit mudn cho bai toan phat hién sém mé doc IoT Botnet va
dat dugc hi¢u qua kha quan.

2.2. M6 hinh #ng dung

Trong phan nay, luan vin s& tng dung md hinh hoc médy cong tac phat hién
som IoT Botnet. Kién triic tong quat ciia mo hinh duoc biéu dién cy thé trong hinh
2.4. Tong quat ciia md hinh c6 5 thanh phan chinh dé trich xuat va xu 1y dir liéu

gitip dua ra quyét dinh:
- B0 phan thu thap dir liéu;
- B6 phan tién xir 1y va chuan hoa dit liéu;
- BO phan trich chon dac trung;
- Cac bo phat hién dua trén thuat toan hoc may khac nhau;
- B tong hop két qua phat hién.

Su khac biét dé giai quyét van dé phat hién ma doc IoT Botnet trong mo hinh
thir nhiém so v&i cac md hinh truyén thdng 13 moé hinh thir nghiém s dung méi
truong sandbox (trong trudng hop nay 1a V-Sandbox [40]) dé 1ay mot phan nho
luong dir liéu dic trung cho cac hanh vi dau tién cia tép dau vao dang dugc xt 1y
dé thyc hién phan tich va phat hién ma doc thay vi phai doi ma doc thyc hién day
da hanh vi dé thu thap va xu 1y véi toan bo dir licu.

Tong quan quy trinh xtr Iy va dua ra quyét dinh ctia hé théng dugc mé ta nhu
sau. Cac dit liéu hanh vi (bao gdm ludng mang, 10i goi hé thong va sir dung tai
nguyén cua thiét bi) ctia tép ELF dau vao duogc thu thip trong mdi trudng sandbox.
Céc dir liéu thu thap dugc ndy sé& duogc tién xir 1y, chuan hoa va lya chon cac dic
trung pht hop dé dwa vao cac mé hinh bd phan loai sir dung thuat toan hoc may.
Nhiing du doan ctia cac md hinh hoc may don 1¢é nay sau d6 s€ dugc dua vao bd

tong hop dé dua ra két luan phan loai cudi cung.
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Céc thanh phan va hoat dong cu thé cua ching s& duoc trinh bay trong phan
tiép theo va qua trinh thyc hién cu thé s& dugc trinh bay trong chuong 3 qua phan

thue nghiém va két qua.

Tép ELF V-Sandbox

h 4

| " |

DiF liéu thé léri goi

Dir liéu thé sir

Dir liéu thd mang

hé thing

l | :

dung tai nguyén

o o Tign xir Iy va chudn
Tién x(r Iy va chudn Tién x(r Iy va chuan héa dir liéu
hda dir ligu héa dir ligu
v v k4
Trich chon dac trung Trich chon dac trung Trich chon dac trung
L 4
Tap dac trung Tap dac trung

Tap déc trung mang

Iéri goi hé thdng sir dung tai nguyén

B§ phan loai B& phan loai B& phan loai

Két qua dy doan

Hinh 2.4. Kién trac mé hinh tng dung
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2.2.1. B phan thu thgp dér ligu

Qua tim hiéu, luan van d3 tim duoc mot s6 moi truong dugc xay dung cho
viéc thu thap dir liéu hanh vi trong bai todn phat hién ma doc trén cac thiét bi IoT c&
nho nhu IOTBOX [41], Cuckoo [42], REMNUX [43], Limon [44] va V-Sandbox
[40]. Mbi mot loai sandbox déu co nhung vu nhuoc diém khéac nhau va cu thé vé su
khac biét trong viéc hd tro thu thap dit liéu cua cac loai sandbox dugc mo ta trong

Bang 2.1.

Bang 2.1. C4c tinh ndng cia cac mo trudong Sandbox

Tinh ning Kha ning hd tro Thu thap dir liéu
Chiém
Pa kién C&C Thuw vién Ludng | Loigoi dung tai

Sandbox tric CPU | Server | lién két ddng | mang | hé thong | nguyén hé
thong

IOTBOX [41] Cé Khong Khong Cé Khéng Khéng

Cuckoo [42] Co Khéng Khéng Co K‘héng Khdng

day du

REMNUX [43] Khong Khong Khong Khong Co Khéng

Limon [44] Khéng Khéng Khéng Co Co Khdng

V-Sandbox [40] Céo Céo Co Co Co Co

Qua Vviéc so sanh céc tinh nang cia cac moi truong Sandbox trong bang trén,
dé dang nhan thdy V-Sandbox c6 diy du tinh ning hon so voi cic moéi truong
sandbox khéc. Kién triic tong quan ctia méi truong V-Sandbox dugc tac gia minh
hoa nhu trong Hinh 2.5. Véi dau vao 1a céac tép dinh dang ELF (dugc st dung phé
bién trong Linux), méi trudng V-Sandbox tr dong tao moi trudng phi hop cho phép

tép nay thyc thi va giam sat cac hanh vi twong tac véi hé diéu hanh.

Cu thé, dé thuc hién duoc nhiém vu nay, quy trinh thyc hién trong V-

Sandbox bao gom cac budc sau:
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Buoc 1, t€p ELF dau vao dugc dua vao khdi “ELF Metadata Extraction
component (EME)” dé phan tich tiéu dé tép (file header) nham trich xuat cac thong
tin yéu clu co ban dé c6 thé thue thi duoc bao gé)m: dinh dang t¢p thuc thi, kién trac

vi xtr 1y, loai hé diéu hanh, c6 can thu vién lién két dong hay khong, ...

BurGe 2, cac thong tin yéu ciu co ban cua tép thuc thi do khdi EME trich xuét
dugc chuyén cho khdi “Sandbox Configuration Generation component (SCG)” dé
tu dong sinh c4u hinh khdi tao ban dau cho mdi trudng 4o héa thuc thi tép dau vao.

Céc thong tin cau hinh nay dugc luu trit vao tép cdu hinh (Configuration file).

Buoc 3, moi truong ao hoa “Sandbox Engine component (SE)” duoc ty dong
khoi tao dua trén cac cau hinh dugc luu trix trong “Configuration file”. Tép thuc thi
ELF duoc dua vao méi truong nay dé kich hoat thuc thi va thé hién cac hanh vi caa
minh. Méi truong SE duoc xay dung dua trén nén tang do héa QEMU [45] va tich
hop céc tac tir giam sat hanh vi co ban nhu: ludng mang, 10i goi hé théng, chiém
dung tai nguyén hé théng. Cac yéu cau vé két ndi véi C&C server hay thu vién lién

két dong dugc dap tng thong qua cac khodi “C&C simulator” va “Share Object DB”.

Buoc 4, cac thong tin giam sat do tac tir ghi nhan dugc trong moi truong SE
dugc tién xtr 1y boi khéi “Raw Data Preprocessing component (RDP)” dé xac dinh
ndi dung, yéu cau ciing nhu thong ké cac hanh vi ca tép dau vao. Cac yéu cau bod
sung cta tép thuc thi ddi véi moi trudng 4o hoa (nhu thu vién lién két dong, két nbi
voi C&C server, ...) dugc ghi nhan va cdp nhat tu dong vao t€p “Configuration

file”.

Buéc 5, dua trén cac dit liéu hanh vi va yéu cau cia tép thuc thi d6i voi moi
truong SE, khéi “Sandbox Recomputation component (SR)” tién hanh tinh toan va
ra quyét dinh xem c6 nén chay lai méi truong SE dé thu thap thém dir liéu hanh vi
hay khong. Néu quyét dinh dua ra 13 c6 thi s& chuyén sang budc 3, néu khong thi

chuyén sang buéc tiép theo (budc 6).



Burde 6, béo céo chi tiét vé cac hanh vi duoc giam sat va thu thap tur tép thuc
thi duoc sinh ra bai khéi “Report”. Cac dir li¢u thu thadp dugc minh hoa nhu trong

cac hinh duoi day.

Share C&C simulatar
Ohpect DB
ELF Metadata
DE’:'E'E:Z; t Sancbex Engine
I'EPME:I M camponent o+
ISE)
¥
Sandbox
Configuration
Generalicn Collected
compenent ravi data
8CG)
# REaw Data
Preprocessing
Configuration file component
(RDF)
|
Behavior
Lbdat

Sandbox

Recomputation

companant
(SR
Repor Recamputation Yeg—

Hinh 2.5. Kién trac ctia V-Sandbox [40]
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strace2347json ®

home > sandbonmios > Deskts

0 ) a7152CIDANS T
5 “name*: “clon

~~~~~ 315 7ack0 7h_1338003600 strate23a7 jron

e,

6 “arguments": “child stack=0, flags=CLONE CHILD CLEARTID|CLONE CHILD SETTID|SIGCHLD,
child_tidptr=6x7712c068"

7 +

8 {

9 “timestamp": 1586004608,

18 “return®: *1",

11 “name”: “"socket”,

12 “arguments": “PF_INET, SOCK_RAW, IPPROTO_UDP"

13 }.

14 {

15 “timestamp": 1586004608,

16 "return*: “e",

17 “name*: “setsockopt”,

18 “arguments®: "1, SOL IP, IP HDRINCL, [1], 4"

19 s

20 {

21 "timestamp”: 1586004608,

22 "return®; "548",

23 “name*: "sendto",

24 "arguments”: "1,
V" ENNONA2AA3A\\277\\237\\0\\ 0@\ \ 21\ \2752\\ 300\ \ 25022\ \ 300\ \ 250\ \ 0\ \ 1\\ 212
[\\266~\\2\\18h\\2441\\262\\260\\202\"..., 540, MSG NOSIGNAL, {sa family=AF INET,
sin port=htons{46718), sin addr=inet addr(\"192.168.0.1\")}, 16"

25 2

26 {

27 “timestamp": 1586004608,

Hinh 2.6. Dit liéu 101 goi hé thdng duogc thu thap bai V-Sandbox

sandboxmips:a7192c394957ba17878e3c1f57aca67b_15860046065 tcpdump -c 10 -r tcpdump.pcap
reading from file tcpdump.pcap, link-type EN10MB (Ethernet)

19:50:07.858808 IP 192.168.122.101.59487 > 192.168.122.1.12345: Flags [S], seq 3181798
659, win 14600, options [mss 1460,sackOK,TS val 4294920805 ecr 0,nop,wscale 2], length
e

19:50:07.860616 IP 192.168.122.1.12345 > 192.168.122.101.59487: Flags [S.], seq 356555
1994, ack 3181798660, win 65160, options [mss 1460,sackOK,TS val 2998667613 ecr 429492

0805,nop,wscale 7], length @

19:50:07.864555 IP 192.168.122.101.59487 > 192.168.122.1.12345: Flags [.], ack 1, win
3650, options [nop,nop,TS val 4294920807 ecr 2998667613], length ©

19:50:08.048936 IP 192.168.122.101.59487 > 192.168.122.1.12345: Flags [P.], seq 1:5, a

ck 1, win 3650, options [nop,nop,TS val 4294920853 ecr 2998667613], length 4
19:50:08.649312 IP 192.168.122.1.12345 > 192.168.122.101.59487: Flags [.], ack 5, win
510, options [nop,nop,TS val 2998667802 ecr 4294920853], length ©

19:50:08.651783 IP 192.168.122.101.59487 > 192.168.122.1.12345: Flags [P.], seq 5:6, a

ck 1, win 3650, options [nop,nop,TS val 4294920854 ecr 2998667802), length 1
19:50:08.051953 IP 192.168.122.1.12345 > 192.168.122.101.59487: Flags [.], ack 6, win
516, options [nop,nop,TS val 2998667805 ecr 4294920854], length ©

19:50:08.052096 IP 192.168.122.1.12345 > 192.168.122.101.59487: Flags [P.], seq 1:15,

ack 6, win 518, options [nop,nop,TS val 2998667805 ecr 4294920854], length 14
19:50:08.653260 IP 192.168.122.101.59487 > 192.168.122.1.12345: Flags [.], ack 15, win
3650, options [nop,nop,TS val 4294920855 ecr 2998667805], length ©

19:50:08.230657 IP 192,168.122.101.35419 > 192.168.0.1.46718: UDP, length 512

sandboxmips:a7192c394957ba17878e3c1f57aca67b_15860046065 i

Hinh 2.7. Dt liéu ludng mang dugc thu thap bai V-Sandbox
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top.json L]
L
2 {
“num_total stopped": "0",

4 "process": [],

5 ~Cpu:% stz %0i9Y;

6 "swap_cache": "35156",

7 "mem_used": "52220",

8 "mem_total": "121852",

9 "cpu_%_us": "60.5",

10 "cpu % sy": "37.2%;

11 "swap_total": "492540",
12 "swap free": "0",

13 "num_total zombie": "0",
14 *cpu:% si®y "1.4%,

15 "cpu_%_wa": "0.1",

16 "swap_used": "492540",
17 "num total sleeping": "58",
18 "timestamp": 1586004608,
19 "mem_buffers": "7912",
20 "num_total tasks": " 63",
21 "cpu_%_id": "0.9",

22 "num_total_running": "5",
23 "cpu's hi*: "e.0",

24 “cpu.% ni%: %8.0%;

25 "mem_free": "69632",

26 "num_user login": "0",
27 "load avg": [

28 b L L bt

Hinh 2.8. Dir liéu str dung tai nguyén hé thdng duoc thu thap bai V-Sandbox

Tir nhung vu diém va tinh nang néu trén, luan vin nhan thiy méi truong V-
Sandbox rat phu hop cho qué trinh xay duyng mdi truong mé phong cac thiét bi IoT
dé thu dir liéu hanh vi nham giai quyét bai toan phat hién sém ma doc. Qua trinh mé
phong trén V-Sandbox s€ sir dung bo dir liéu (Dataset) cac tép thuc thi ELF duoc
tac gia Lé Hai Viét thu thap va chia sé [40].

2.2.2. Bé phdn tién xi ly va chudn héa dé liéu

Trong bai toan phat hién ma doc IoT Botnet, cac hanh vi thuong dugc nhitng
nha nghién ctru st dung dé nhan biét dau hiéu cua chung thuong la: cac 101 goi hé
thdng, cac goi tin trao doi trong mang VA cac thay doi vé tai nguyén cua hé thong.
Do d6, luan van sir dung ba loai hanh vi pho bién ké trén dé thu thap dir liéu phuc

vu cho danh gia kha nang phat hién ma doc [oT Botnet cia m6 hinh ing dung.

Nhu d3 dé cap trong mé ta tong quan vé md hinh tng dung, dir liéu dua vao
mo hinh hoc may dé phat hién chi 13 cac hanh vi dau tién cua tép thuc thi, khong
phai 13 dit liéu toan bo hanh vi ma doc can thyc hién. Vi vay, can xéac dinh luong dir

liéu can thiét 12 bao nhiéu dé co6 kha nang phat hién chinh xdc ma doc IoT Botnet.
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Dé tra 16i cau hoi nay, luan vin d3 tién hanh khao sat, so sanh sy khac nhau trong
dir li¢u thu thap dugc ciia ma doc IoT Botnet va tép lanh tinh. Sau khi thu dugc div
liéu tuong ung véi lugng dir liéu dugce xac dinh ké trén, luan van tién hanh trich
xuat dic trung dé thu dugc bd dir liéu vector lam dau vao cho céac thuét toan hoc
may. Qua trinh xur 1y riéng biét ciia mdi loai dit liéu dugc trinh bay chi tiét sau day.

2.2.2.1. Dit liéu 151 goi hé théng

Tu qua trinh théng ké dir liéu c6 trong bo dir li€u 161 goi hé théng, luan van
nhan théy ) luong 161 goi hé théng cua cac té€p thuc thi dir liéu lanh tinh thuong it
hon sd luong 101 goi h¢ théng cua cac t&p thuc thi c6 chtra ma ddc, cac tép lanh tinh
thuong chi co6 khoang dudi 100 10i goi hé théng mdi 1an thyc thi trong khi con sd
nay ddi véi cac tép c6 chtra ma doc la trén 300. Do vay luan van chon ngudng 300
101 goi hé thong lam ngudng ngat giam sat cho V-Sandbox va sir dung 300 10i goi

hé théng dau tién nay lam dir liéu cho cac bd hoc may huan luyén va kiém thu.

Pé trich xuat dic trung tir dir liéu 10i goi hé thong, luan van st dung do thi
161 goi hé thong (System Call Graph) dugc dé xuat boi tac gia Lé Hai Viét va cac
cong su [46]. Theo d6, dd thi 101 goi hé théng dugc dinh nghia nhu sau:

Pinh nghia do thi 16i goi hé thong (SCG): Mét do thi System Call Graph
dwoc dinh nghia la SCG(V, E), trong do:

o V= {w}latdp cdc dinh v; , méi dinh thé hién mét loi goi ham cé ciing tén.
« E ={e; = (v;,v))} latdp cdc canh e; lién két dinh v; véi dinh v; ciia do thi.

Hinh 2.8 minh hoa mét d6 thi 161 goi ham ma luén vin thu duoc.
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Hinh 2.9. Minh hoa mét d6 thi 101 goi ham

Tuy nhién, dit li¢u dd thi khong thé dugc huin luyén truc tiép bﬁng cac bo
phan loai thong dung. Do d6, dit liéu nay phai dugc chuyén vé dudi dang véc-to.
Qua trinh nay dugc thyc hién thong qua cong cu Graph2vec [47]. Graph2vec 1a mot
k¥ thuat hoc khong giam sat dé chuyén doi mot do thi thanh dang véc-to sé dua trén
¥ tuong hudng tiép can cua thuat toan nhung vin ban Doc2vec [48]. Theo do,
Graph2vec hoc cach biéu dién cac do thi bang cach xem toan bd mot do thi nhu mot
van ban va cac dd thi con nhu cac tr tao nén van ban d6. Két qua thu dugc 1a mot
khong gian véc-to nhiing ma cac do thi co cau triic gidng nhau thi c6 véc-to dic
trung gan nhau. Pic diém nay gitp cho cac thudt toan hoc may cé thé hoat dong
hi€u qua hon trong vié¢c phan loai dd thi.

2.2.2.2. Dit liéu ludng mang

Qua trinh thong ké dit liéu co trong bd dit liéu ludng mang ciing cho thiy sb
luong goi tin sir dung dé giao tiép gitra cac tép lanh tinh ciing it hon cac tép c6 chira
mi doc. Piéu nay co thé 1y giai bang 1y thuyét cua IoT Botnet vi chung thuong
xuyén phai két ndi va nhan 1énh tr may chit C&C, dan dén luu luong truy cp cao

hon binh thuong. Két qua théng ké cho thdy hau hét cac tép cho sb luong gbi tin
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dugc sir dung ndm & ngudng 50 gbi tin. Do d6, qua trinh phat hién sém st dung
ngudng 50 gobi tin dau tién dé ngat giam st va tién hanh phat hién ma doc.

Dit liéu ludng mang sau khi thu duoc tir méi trudng V-Sandbox 14 céc tép tin
dinh dang PCAP. Luan vin st dung céng cu CICFlowMeter dé trich xuét dic trung
dit liéu tir cac file PCAP nay. Cong cu da dugc sir dung dé xay dung bd dir liéu
ludng mang CSE-CIC 1DS2018 [49]. Luén vian da sir dung 24 dic trung dugc mo ta
& bang dudi. Tuy nhién, mot tap tin PCAP chta nhiéu ludng mang (flow), vi vay dé
sinh dugc 1 véc-to duy nhat dai dién cho tap tin PCAP, luan van tién hanh két hop
thong tin cua cac ludng c6 trong tép tin PCAP bang cach thong ké cac dai luong
tong va gia tri 1on nhat. B6 dic trung bao gom 48 dic trung thong ké trén va 1 dic
trung s luong ludng mang trong tap tin PCAP d6. Nhu vay, c6 tat ca 49 dic trung

dugc str dung.

Bang 2.2. M6 ta dac trung CSE-CIC dugc st dung

Dac trung Mo ta

fl_dur Do dai luong

tot_fw_pk Tong s gbi tin theo chiéu di

tot_bw_pk Tong s gbi tin theo chiéu vé

tot_|_fw_pkt | Tong kich thudc goi tin theo chiéu di

tot_|_bw_pkt | Tong kich thudc goi tin theo chiéu vé

fw_iat_tot Téng thoi gian giita 2 goi tin dugc gui theo chiéu di

bw_iat_tot Téng thoi gian giita 2 goi tin dugc gui theo chiéu vé

fw_psh_flag LSJcl)D 1;;1 co PSH duoc bat trong goi tin di chuyén theo hudng di (0 cho

S6 1an co PSH dugc bat trong goi tin di chuyén theo hudng vé (0

bw_psh_flag cho UDP)

S 1an co URG duoc bat trong goi tin di chuyén theo hudng di (0

fw_urg_flag cho UDP)

S 1an c& URG duoc bat trong goi tin di chuyén theo hudng vé (0

bw_urg_flag cho UDP)

fw_hdr_len | Kich thudc duoc sir dung cho header theo chiéu di

bw_hdr_len | Kich thuéc dugc sir dung cho header theo chiéu vé
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fin_cnt Sb goi tin v6i FIN

syn_cnt Sb goi tin v6i SYN

rst_cnt Sb goi tin véi RST

pst_cnt S goi tin v6i PUSH

ack_cnt S6 goi tin voi ACK

urg_cnt S6 goi tin véi URG

cwe_cnt S6 goi tin v6i CWE

ece_cnt S6 goi tin véi ECE

fw_win_byt gich thudc cac gbi tin dugc gl trong mot cira s6 ban dau theo chiéu
bw_win_byt \I](éich thudc cac goi tin dugc gui trong mot cira s6 ban dau theo chiéu
Fw_act_pkt | Sé cac goi tin véi it nhat 1 byte cia TCP data payload theo chiéu di

2.2.2.3. Dit liéu str dung tai nguyén hé thong

Théng ké bo dir liéu cho thdy cac tép thuc thi ma doc thudng yéu cau s

dung tai nguyén nhiéu hon so véi cac tép thuc thi lanh tinh va biéu hién rd nhat & 20

trang thai tai nguyén hé thong dau tién. Do d6, luan vin chon ngudng 20 trang thai

dau tién 1am ngudng phat hién sm.

Céc dac trung thu dugc tir viéc chay moi truong V-Sandbox da dugc trinh

bay trong bai bao cia tac gia Lé Hai Viét vé V-Sandbox [40]. Tuy nhién, dit liéu st

dung tai nguyén thiét bi bao gdm chudi nhiéu trang thai hiéu ning lién tiép cua hé

thong. Dé co thé mo ta lai dir liéu nay, luan van st dung phuong phap thong ké dé

dinh nghia cac dic trung duoc sir dung. Theo d6 thong tin lién quan dén CPU, bd

nhd cua céac trang thai s€ dugc tinh toan cac dai lugng trung binh cong, do 1éch

chuan, s6 16n nhat, s6 nho nhat. Vi 20 dic trung cia V-Sandbox (bang 2), luan vin

tién hanh thong ké va thu duoc 80 dic trung theo cac 4 dai luong trén.

Bang 1.3. Dic trung hiéu ning hé théng ciia V-Sandbox

Dac trung

Mo ta

num_total_running | S4 tién trinh dang chay
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num_total_sleeping

S tién trinh dang ngu

num_total_zombie

S6 tién trinh dang ¢ trang thai zombie

num_total_stopped

Sé tién trinh da dung lai

cpu_% us %CPU cho céc tién trinh & user space

cpu_%_sy %CPU cho cic tién trinh & kernel

cpu_% ni %CPU cho céc tién trinh “niced” & user space
cpu_% id %CPU cho cc tién trinh nhan rdi

cpu_% wa %CPU cho céc tién trinh nhan rdi khi cho /0
cpu_% hi %CPU cho cic tién trinh dang dung ngit phan cting
cpu_% _si %CPU cho céc tién trinh dang dung ngit phan mém
cpu_%_st %CPU cho céc tién trinh dang cho phuc vu CPU ao khac
mem_total Téng bo nhd RAM vit 1y

mem_used Luong bd nhd da dugc sir dung

mem_free Luong bd nhd con trong

mem_buffers

Lugng bo nhé dugc danh cho b dém file

swap_total Luong b nhé swap sin co

swap_used Luong b nhd swap da dugce sur dung

swap_free Lugng bd nhé swap con trong

swap_cache Luong b nhd swap dugce sir dung nhu bd nhd cache

2.2.3. B phén trich chen ddc trung

Sau khi trich xuat dac trung va véc-to hoa, dir li¢u da cé thé dua vao cac bo

phan loai dé huan luyén/ kiém thtr. Tuy nhién dé nang cao d6 hiéu qua ctia mo hinh,

luan van tién hanh trich chon dic trung.
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Trich chon dac trung giup nang cao do chinh xéac, d§ hiéu qua cho moé hinh

vi 2 ly do chinh:

- Trich chon dac trung giup lugc bo cac dic trung thiura, khong dong gép
nhiéu vao qua trinh phan loai cia mé hinh, ciing nhu cac dic trung gay nhiéu, giy
anh huong dén hiéu qua cia bd phan loai. Do d9, trich chon dic trung vira gitip
nang cao d0 chinh xdc cho md hinh, vira giam thiéu tinh trang qua khép

(overfitting).

- Trich chon dic trung 1am giam chiéu véc-to dic trung dau vao, qua dé day

nhanh tdc dd tinh toan, gitip mo hinh hoi tu nhanh hon.

C6 nhiéu phuong phép trich chon dic trung, luan vin da sit dung phuong
phap don gian Information gain va ap dung 1én 2 loai dic trung 13 dit liéu ludng

mang va dac trung dir liéu hiéu nang hé théng.

Information Gain 13 dai luong do do hon tap hay hon loan cua dic trung.
Trong ciy quyét dinh, information gain duoc sir dung 1am tiéu chi phan chia mot
node. Mot thudc tinh ¢ information gain hay do giam entropy 16n s& duoc chon dé
chia node, bai vi tinh bat dinh cta thong tin dugc giam xudng nhiéu nhat. Trong bai
toan trich chon dic trung, information gain duoc s dung dé do do lién quan cua
dic trung A ddi vé6i 16p C. Gia trj cta thong tin chung (mutual information) gitra

thuoc tinh A va l6p C cang cao thi d6 lién quan gitra chiing cang 16n.
1(C, 4) = H(C) — H(C|4),

Trong d6 H(C) = — ), p(C)logp(C), entropy cua lop C, va H(C|A) la
entropy cua lép € véi diéu kién thuoc tinh A, H(C|A) = Y. p(C|A).log p(C|A).

Lu4n vin tién hanh tinh thong tin chung gitra tit ca cac dic trung va nhin va

thu duogc két qua sau:
- B6i v6i dic trung mang:

Két qua lua chon dic trung duoc trinh bay & bang 3. Mot s dic trung cho

gi4 tri thong tin chung tinh dugc bang 0 1a do nhitng dic trung nay chi ¢6 1 gié tri
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duy nhét trong ca bo dit liéu huin luyén. Do d6, nhimg dic trung nay chic chin s&

bi loai bo, vi khong dong gop gi vao qua trinh phan loai cta cac thuat toan hoc may.

Bang 2.4. Két qua lya chon dic trung d6i véi dit liéu ludng mang

STT Dac trung Gia trj thong tin chung
1 Sum Flow Duration 0.372012577
2 Max Flow Duration 0.369644832
3 Sum Fwd Header Len 0.346346025
4 Sum TotLen Bwd Pkts 0.345087273
5 Sum Bwd Header Len 0.337106148
6 Max Fwd Header Len 0.32391613
7 Sum TotLen Fwd Pkts 0.309791295
8 Max Tot Fwd Pkts 0.285359729
9 Max Bwd Header Len 0.281949122
10 Sum Tot Fwd Pkts 0.273975118
11 Sum Tot Bwd Pkts 0.272993573
12 Sum Init Fwd Win Byts 0.260047838
13 Sum SYN Flag Cnt 0.253579661
14 Max Init Fwd Win Byts 0.253139496
15 Max Tot Bwd Pkts 0.251793929
16 Max SYN Flag Cnt 0.250833604
17 Num of flow 0.237716803
18 Sum Fwd IAT Tot 0.224904239
19 Sum ACK Flag Cnt 0.222165099
20 Max Init Bwd Win Byts 0.217576474
21 Sum Init Bwd Win Byts 0.216794286
22 Max Fwd IAT Tot 0.216773193
23 Max ACK Flag Cnt 0.213157528
24 Max TotLen Bwd Pkts 0.207378135
25 Max PSH Flag Cnt 0.207333195
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26 Max Bwd IAT Tot 0.200159166
27 Sum PSH Flag Cnt 0.199239229
28 Sum Bwd IAT Tot 0.195212525
29 Max Fwd Act Data Pkts 0.184307592
30 Sum Fwd Act Data Pkts 0.171449815
31 Max TotLen Fwd Pkts 0.160311281
32 Sum RST Flag Cnt 0.010274675
33 Max RST Flag Cnt 0.007822328
34 Sum Bwd URG Flags 0.006036142
35 Max Bwd URG Flags 0.005970236
36 Max FIN Flag Cnt 0.005551485
37 Max Bwd PSH Flags 0.004969663
38 Sum CWE Flag Count 0.004009674
39 Sum URG Flag Cnt 0.003913788
40 Max ECE Flag Cnt 0.00386521
41 Sum Fwd URG Flags 0.001662337
42 Max Fwd PSH Flags 0.001566316
43 Sum Bwd PSH Flags 0.001318452
44 Max CWE Flag Count 0.0000960228779700589
45 Sum Fwd PSH Flags 0

46 Max Fwd URG Flags 0

47 Sum FIN Flag Cnt 0

48 Max URG Flag Cnt 0

49 Sum ECE Flag Cnt 0

Thong qua thuc nghiém, luan van da loai bo 35 dac trung va trich chon

duogcld dac trung c6 d§ anh hudng 16n nhét 1a dau vao cho céac bod phan loai & budc

tiép theo.

Bang 2.5. Két qua thyc nghiém trich chon dic trung ludng mang

S6 lwgng thugc | Bagging | ADABoost

| GradientBoosting | Random Forest
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tinh loai bé

5 0.8997 0.8992 0.8997 0.9001
6 0.8997 0.8992 0.8997 0.9001
7 0.8997 0.8992 0.8997 0.9001
26 0.8997 0.8992 0.8997 0.8998
27 0.8997 0.8992 0.8997 0.8999
28 0.8997 0.8992 0.8997 0.9007
29 0.8997 0.8992 0.8997 0.9002
30 0.8997 0.8992 0.8997 0.9002
31 0.8997 0.8992 0.8997 0.9002
32 0.8997 0.8992 0.8997 0.9002
33 0.8997 0.8992 0.8997 0.9007
34 0.8997 0.8992 0.8997 0.9007
35 0.8997 0.8992 0.8997 0.9007
36 0.8997 0.8992 0.8579 0.9000
37 0.8997 0.8992 0.8579 0.8996
38 0.8997 0.8412 0.8579 0.8996
39 0.8579 0.8412 0.8579 0.8756

- Béi voi dic trung hiéu ning hé thong:

Két qua lua chon dic trung dugc trinh bay ¢ bang 2.6. Tuong tu nhu trén,
van c¢6 mot s6 ddc trung chi ¢6 1 gia tri duy nhat trong ca bo dit liéu huan luyén va

chac chan s€ bi loai bé.

Bang 2.6. Két qua lya chon dic trung ddi v6i dit lidu sir dung tai nguyén hé thong

STT Dac trung Gia tri thong tin chung
1 swap_cache_min 0.510173671
2 swap_cache_mean 0.5050600104371805
3 swap_cache_max 0.498094775282484
4 mem_used_max 0.4682006921112478
5 mem_free_min 0.44960384835297584
6 mem_buffers_mean 0.4116367593785524
7 mem_used_mean 0.39160181365695945
8 mem_free_mean 0.37941985079589613
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9 mem_buffers_max 0.36702565545971266
10 mem_buffers_min 0.3566475702951071
11 mem_used_min 0.3513761994707427
12 mem_free_max 0.3457422988426153
13 swap_cache_std 0.25775071501529534
14 | cpu_%_id_mean 0.243891296447309
15 | cpu_%_us_std 0.2428158822101545
16 num_total_sleeping_mean 0.22561910873929514
17 | cpu_% sy std 0.22061873437034207
18 num_total_sleeping_std 0.21578443811444448
19 num_total_running_std 0.1966289112520896
20 cpu_% _si_mean 0.18947732179435373
21 mem_used_std 0.1839097844563511
22 mem_buffers_std 0.18360125334328004
23 mem_free_std 0.18239427896344584
24 mem_total_max 0.17863128578005938
25 cpu_% _us_mean 0.17328371073594506
26 | cpu % id_std 0.17071013972288296
27 | cpu_%_id_min 0.1671489873452583
28 cpu_% sy mean 0.1669520663549513
29 mem_total_mean 0.16643424937832774
30 mem_total_min 0.16584211482365552
31 swap_total_mean 0.16211295718250573
32 swap_used_min 0.1615541425073912
33 swap_used_max 0.16114490776217094
34 swap_total_max 0.15774251489085955
35 swap_used_mean 0.15698069426121397
36 swap_total_min 0.1562099656595004
37 num_total _running_mean 0.15597401722722304
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38 num_total_sleeping_max 0.15263247480499942
39 cpu_%_id_max 0.1474418118513614
40 num_total_sleeping_min 0.1427537584707077
41 cpu_%_si_std 0.1270362115990633
42 cpu_%_us_max 0.10295535267397304
43 | cpu_%_ si_max 0.09414795844826629
44 | cpu_%_us_min 0.08981474666952849
45 | cpu_% sy max 0.08624582096029121
46 | cpu_%_ si_min 0.07506520008779982
47 num_total zombie_mean 0.06874427881613965
48 num_total zombie_std 0.06433460383002698
49 cpu_%_sy_min 0.060269431721807765
50 cpu_%_wa_mean 0.02212752687258357
51 cpu_%_wa_max 0.018779986

52 cpu_% wa_std 0.017766649

53 num_total zombie max 0.017054818

54 num_total_running_max 0.012111471

55 cpu_% ni_mean 0.008975781

56 num_total zombie_min 0.005855758

57 swap_free_mean 0.004319841

58 | cpu_%_ hi_std 0.004089593

59 num_total_stopped_min 0.003677032

60 cpu_% st_mean 0.003309134

61 cpu_%_st_std 0.002752953

62 cpu_% _ni_max 0.002724151

63 swap_free_max 0.002162291

64 num_total_stopped_max 0.00181426

65 swap_free_min 0.000719225

66 cpu_%_ wa_min 0.000313534
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78 swap_total_std

79 swap_used_std

67 num_total_running_min 0
68 num_total_stopped_mean 0
69 num_total_stopped_std 0
70 cpu_% ni_std 0
71 cpu_% ni_min 0
72 cpu_%_hi_mean 0
73 cpu_%_ hi_max 0
74 cpu_% hi_min 0
75 cpu_% st_max 0
76 cpu_% st_min 0
77 mem_total_std 0

0

0

0

80 swap_free_std

Thong qua thuc nghiém, ludn van da loai bo 62 dac trung va chon 18 dac

trung c¢6 d6 anh hudng 16n nhét 1a dau vao cho cac bd phan loai ¢ budc tiép theo.

Bang 2.7. Két qua thuc nghiém trich chon dic trung dit liéu st dung tai nguyén

thiét b
Soﬁl:l(;r Illfa:l;:,?c Bagging ADABoost | GradientBoosting | Random Forest
14 0.9884 0.9865 0.9865 0.9881
15 0.9884 0.9865 0.9865 0.9881
16 0.9884 0.9865 0.9865 0.9881
17 0.9884 0.9865 0.9884 0.9881
18 0.9884 0.9865 0.9884 0.9881
19 0.9884 0.9865 0.9884 0.9881
20 0.9884 0.9865 0.9884 0.9881
21 0.9884 0.9865 0.9884 0.9881
22 0.9884 0.9865 0.9884 0.9881
23 0.9884 0.9865 0.9884 0.9881
24 0.9884 0.9865 0.9884 0.9881
25 0.9884 0.9865 0.9884 0.9881
57 0.9884 0.9865 0.9884 0.9908
58 0.9884 0.9865 0.9884 0.9865
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59 0.9884 0.9865 0.9884 0.9908
60 0.9884 0.9865 0.9884 0.9865
61 0.9884 0.9865 0.9884 0.9908
62 0.9884 0.9865 0.9884 0.9908
63 0.9884 0.9865 0.9884 0.9884
64 0.9884 0.9865 0.9884 0.9884
65 0.9865 0.9865 0.9865 0.9884
66 0.9865 0.9865 0.9865 0.9884
67 0.9865 0.9865 0.9865 0.9908
68 0.9865 0.9865 0.9865 0.9865
69 0.9865 0.9865 0.9865 0.9884
70 0.9865 0.9865 0.9865 0.9908
71 0.9764 0.9764 0.9865 0.9908
72 0.9764 0.9764 0.9855 0.9878
73 0.9763 0.9762 0.9855 0.9904
74 0.9763 0.9762 0.9855 0.9877

2.2.4. Bé tong hep duw dodn

Quia trinh két hop két qua phat hién cac bo phan loai hoc may khac nhau can
dén sy tham gia ciia mot ham téng hop. Trong hoc mdy, cac ham tong hop két qua
phé bién duoc sir dung nhu Voting, Stacking, Bagging va Boosting. Luan van lua
chon phuong phéap bau chon (Voting) dé ap dung cho bai toan phat hién sém ciia
minh dua trén két qua thuc nghiém. Két qua cudi cung cia mdt dy doan dugc thuc
hién boi da s6 “phiéu bau” theo hai chién luge khac nhau 1a biéu quyét cting (hard
voting) va biéu quyét mém (soft voting).

- Biéu quyét cting: Trong biéu quyét cting (con dugc goi 1a biéu quyét da s6),
mdi bd phan loai riéng 1¢ dua ra du doan dir liéu dau vao thudc nhan ndo va nhén
chiém da s6 dy doan sé& chién thang.

¥ = mode{C,(x), C,(x), ..., Crp,(x)}

Trong d6: Ci(x) 1a két qua du doan (nhin) ctia bo phan 16p thir j

- Biéu quyét mém: Trong biéu quyét mém, mdi bd phan loai riéng 1¢ dua ra
xac sut dy doan dir liéu ddu vao thudc vé tirng nhin twrong tng. C4c gia trj du doan

dugc danh trong s6 theo mirc do quan trong cua bd phan loai va duoc téng hop lai.

Sau do, nhan c6 tong xac suat co trong so 1omn nhat s¢ dugc chon.
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m
y=arg ml_axz W;Dij
j=1

Trong d6: w; 1a trong sb cia két qua du doan (gia tri p) thudc bd phan 16p thir

Trong phan thuc nghiém danh gia dugc trinh bay tai chuong 3, luan van st
dung biéu quyét mém Vi cac bd phan loai don 1¢é dugc thuc nghi¢m déu co dau ra la
xac sudt duy doan. Ngoai ra biéu quyét mém xem xét xac suat, mirc do chic chin cia
tirng bo phan loai don 1é 16i mé&i quyét dinh nén s& dem lai két qua chinh xac hon so

v6i1 voi viée chi xem xét nhan du doan cua tirng bg phan loai nhu biéu quyét clirng.
Keét luan chuwong

Trong chuong nay, ludn vin da Gmg dung mé hinh tong quan cho bai toan
phat hi¢n sém ma ddc [oT Botnet, mo ta cu thé vé chirc nang, k¥ thuat st dung va
muc dich cua cac thanh phan chinh. M6 hinh st dung méi trudng sandbox dé thu
thap 3 loai dir liéu dac trung dua trén nhitng nén tang nghién clru cuia cac bén
nghién ctru lién quan dén chu dé duoc dé cap. Nhimg dir liéu nay sau d6 duoc phan
tich va xtr Iy pht hop dé dua vao cac bd phéan loai. M6 hinh cong tac duoc tng dung
dé giai quyét bai toan phat hién voi su két hop dé ting hiéu ning cho cac b phan
loai don 1¢. Két qua trién khai thyc nghiém mé hinh véi tap dir lidu thyc té va danh
gia so sanh véi cac nghién ciru di cong bd duoc trinh bay trong chuong tiép theo

cua luan van.
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CHUONG 3: THUC NGHIEM VA PANH GIA

Trong chuong ndy sé& trinh bay vé tap dir liéu sir dung cho qué trinh thuc
nghiém, cac budc thuc thi cu thé tir mé hinh tong quan dé dua ra két qua tir tap dir
liéu dau vao. Sau khi thu duoc két qua thuc nghiém s& thuc hién danh gia do hiéu
qua ctua md hinh, cac so sanh két qua voi cac nghién ciru di co va tir 46 dé ra
phuong hudng nghién ciru phat trién sau nay cho bai toan.

3.1. By dir ligu

Pé danh gia két qua hoat dong ctia mé hinh tmg dung, luan vin st dung tap
dir liéu do tac gia Lé Hai Viét thu thap va chia sé [40]. Tap dit liéu nay chira 8911
mau bao gom 5023 IoT Botnet va 3888 méu lanh tinh da dugc thu thap va sir dung
cho thuc nghiém. Chia tap dit liéu theo ti 16 70% bd dit liéu dung dé huan luyén cac
mod hinh va 30% bo dir liéu dé kiém nghiém d6 hiéu qua. Mo ta vé cic mau trong
tap dir liéu dugc mo ta trong bang 3.1 va minh hoa théng ké dua trén 3 loai dir liéu

trong hinh 3.1-3.3.

Bang 3.1. Mo ta bo dir liéu

Loai S6 lwong
Ma doc Bashlite 2786
Ma doc Mirai 1510

Ma doc loT Botnet khac (MrBlack, | 727
Spike, Dofloo,...)

Tép lanh tinh 3888
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name net
2030450160d68521dM95dd2129e82436 18423229586 1eb@3c3c02fdd0885d3c1_1590922273 o
abd8c1756b57 ae2ed003a7034cc10033_1590893149 10677
561c08abf0461fff854aea267defb48f_1590665806 104
d6faf2d4f4e853fabf182114eb098a767edaB2961797 3de3596e376d74b5a315_1090837872 7488
5a579399bcf7a1c61d851e26a7668bc14d423ee6b3ce98d0e89829c92bfd2da64_1590701213 28
4879c5039f56d58c58d1d0ace460af8129a643fd6ebf239493620a2d54fecbeb_1590527576 352
b50979ccbBcchecalfb76O6209007261_159097 3969 23685
TedBdedd70ad331419a505dc62d11ba1225c98b3a59d1bb9b360asebbescfcbe_1590829459 154
c3cf3d4f6a4 TT7I6 18ebf04bed407ih1eb4383673a723¢21727bBee95a15e_1590961890 1

Hinh 3.1. Minh hoa thdng ké tap dit liéu vé ludng mang

name syscall
€030450160d68521di95dd229¢82436 1e42ae29861ebfA3c3c92fdd0885d3c1_1590922273 20
ab48c1756b57ae2ed003a7034cc10033_1590893149 271
561c08abf0461ffB54aea267defb48f_1590665806 5322
défaf2d4f4e853fabf182114eb098a7687edaB29617973de3596e376d74b5a315_ 1590837872 10884
5a579399bcfTa1c61d851e26a768bc14d423ee6b90e98d0e89829c92bfd2daé4_1590701213 886
4879c5039f56d58c58d 1d0ace460af8 129a643fd6cbf238493620a2d54fec6et_1580527576 494
b50979cchBecBecaffb765620950726F 1590973969 274
7edBde4dT0ad33f4 19a505dc62d11ba1225¢88b3a58d1bb9b360asebbeScicbe_1590829459 283

Hinh 3.2. Minh hoa thong ké vé tap dit liéu 10i goi hé thong

name per
€030450160d66521df95dd2f29¢824361e42a229861ebf93c3c92fdd0885d3c1_1590922273 2
ab48¢1756b57ae2ed003a7034cc10033_1580893149 84
561c08abfl461fffa54aea267defh48f_1590665806 76
d6faf2d4i4e8531abf182114eb098a767edaB29617973de3596e376d74b5a315_1590837872 177
5a579399bcf7a1c61d851e26a768bc14d423eefbIce88d0e89829c92bfd2dabd_ 1590701213 17
4879c5039f56d58c58d 1d0ace4680af8 129a643fdBcbf239493620a2d54fecBe6_1590527576 125
b50979ccbBccBecaf6b765620950726f 1590973969 88
Ted8de4d70ad331419a505dc62d11ba1225¢98b3a59d1bbOb360acebBeScicée 1590829459 &0
©3cf3d4f6a4d 77106 18ebf04bed407b1eb4383673a723c21727b8ee95a15e_1590961890 2

Hinh 3.3. Minh hoa théng ké vé tap dit liéu st dung hiéu niang cua hé théng

Lu4n vin tién hanh phan tich, théng ké chi tiét va v& biéu d6 thong ké cua
cac dir liéu ma ddc cling nhu lanh tinh trong bo dir li¢u dé tao co s& cho viée xac
dinh ngudng phat hién sém nhu d3 trinh bay & chuong 2: 300 16 goi hé thdng, 20
trang thai tai nguyén hé théng va 50 géi tin luong mang dau tién. Cac két qua thong

ké nhu hinh dudi.
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Hinh 3.4. Théng ké s6 luong 101 goi hé thdng ctia ma doc 10T Botnet

Tién hanh phan tich s6 lugng 15i goi hé thdng cua cac miu trong Dataset
trong hinh 3.4 va 3.5, luan vin nhan thiy cac mi doc IoT Botnet chil yéu thudng thé
hién hanh vi hoat dong dudi ngudng 300 10i goi hé thdng, trong khi s6 luong 16i goi
hé théng cua cac tép lanh tinh thé hién & hinh 3.5 tap trung chu yéu dudi 100 1o1 goi
hé théng.
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Hinh 3.5. Théng ké s lugng 161 goi hé thong ciia tép lanh tinh
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Hinh 3.6 cho thiy luong goi tin giao tiép trong ludng mang cia IoT Botnet
tap trung chu yéu dudi 50 goi tin va c6 mot s6 lugng miu IoT Botnet co thé 1én dén
400 goi tin giao tiép ludng mang, trong khi d6 lwong géi tin cia cac tép lanh tinh

thé hién trong hinh 3.7 gan nhu chi dudi ngudng 50 géi tin.
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Hinh 3.6. Théng ké s6 lwong goi tin mang cta IoT Botnet
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Hinh 3.7. Théng ké sb luong goi tin mang cua tép lanh tinh
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V& thong tin yéu cau str dung tai nguyén cua hé thdng, hinh 3.8 cho thiy cac
mau IoT Botnet thudng cd lugng yéu cau sir dung tai nguyén hé thong cao, cé thé
1én dén 100 yéu cau, nhung chi yéu luong 16n van tip trung ¢ ngudng 20 yéu cau
st dung tai nguyén. Hinh 3.9 thé hién cac tép lanh tinh thuong khong yéu cau sir
dung tai nguyén nhiéu nhu cac mau IoT Botnet, cic mau nay déu c6 dudi 20 yéu

cau str dung tai nguyén hé thong.
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Hinh 3.8. Thong ké yéu cau chiém dung tai nguyén hé théng cua IoT Botnet
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Hinh 3.9. Théng ké yéu cau chiém dung tai nguyén hé thdng cua tép lanh tinh
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Tap dir liéu sau khi dugc dua vao bd phan tién xur 1y va chuan hoa s€ co6 céc

dic trung dugc biéu dién nhu trong hinh 3.10 - 3.12.

name
06916bd06712bc66520e54782508a03_1593707152
724c2 e 3 ]
017662f941ebe50c7e0d3{d9a826144a_1589905104
9a983419ddc7ab33507b41e368533bf 1500173095
BBBccce705a9450caet48e6ci7901781_1590141182
740ceadbbdbb761c49270e72f4b7 7db_1589981287
f 1b23bb 1
ade13c6d0182¢53febcabBAB6296e483_1590143440
7535f0d990b6cfcBA20dc06f3a7201a_1593511352
24c17224fd574e62ad0e8ae 2a8306a26_1590216459
cSce0Sebeellea7c06dc3e4bdd853931_1590172542
Bca7ec7b22b8bcBica36672a62c1f7e9_1593691094
bf07a7a21d7fa99bb8aba035dbScdfb_1590162833
2553e97d887b7934276856f1a528716_1590132757
9149701615b75179a1b7ebb66a490374_1590158787
318c43200fc8c 71c24ca592e2edadc9c_1589946963
9ab79e3cf393ae7506653cf2e4852683_1593688609
262f4cdaebb2a55141264a4a52054144_1593685252
0056d6b61145430102109b1e241dbdcB_1589902117
254 1
456c81820c4bbbd795d238c28a7b5709_1589974130
9484cB62cb0e7915fd2a1c0e36d75917_1590163775
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Hinh 3.10. B6 dac trung dir liéu luéng mang chuén hoa theo mo ta dic trung cua bo dir
liéu mang CSE-CIC-1DS2018

num_total num_total num_total num_total num_total num_total num_total num_total num_total num_total num_total num_total num_total num_total num_total num_total cpu_%_us

name
06916bd06712bc6652ee547825 2.444444 1.342561
ca90adBfefe28c724c27369844d¢ 25 15
017662f941ebe50c7e0d3fd%a8, 2.5 1.5
9a%83419ddc7ab33507b41e368 3 2.160247
888ccce705a9450caefdBebef78 3 2
740ceadb9bdbb761c49270e72f 2.533333 1.203698
f1085b90bdda1b23bb18e9ad57 2.5 1.5
ade13c6d0182c53febcObB4862! 3 2
7535ff0d990b6cfcBd20dc06f3a 2.666667 0.942809
e4c17224fd574e62ad0eBae2a8 3.5 05
cScebSebeellea7c06dc3edbdd 2 1
Bca7ec7b22bBbeBicd36672a62¢ 2.75 0.829156
bf07a7a21d7ffa99bb8abd035dt 2 1
a553e97dB8f7b7934276856f 1a! 2.5 0.5
91d9701615b7h179a1b7eb666: 4 1
318c43200fcBc71c24cab92e2ec 2.5 05
9ab79e3cf393ae7506653cf2edt 275 147902
462fdcdaebb2a55141264a4a52 2.666667 1.699673
0056d6b61f45430102109b1e24 3 2
783692b89d729bd25d268e0630 2 1
456c81820c4bbbd795d238c28a 2 1
9484cB862cb0e7915fd2alc0e36 3 2
ad4dBed3df4f3b9aeff6c61593aa 25 15
52ee7be2bbBlealdbacbea2 78 3 2
f308903a85b05334d5aefb7ab4: 25 15
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26.18889
59.65
59.2
59.06667
59.2
59.96
58.4
59.4

60

59.75
59.05
24.675
59.7
59.7
58.15
59.9
60.125
58.06667
59.85
58.55
58.8
52.75
58.8
59.95
58.75

Sum Flow Duratic Max Flow Duratic Sum Tot Fwd Pkts Max Tot Fwd Pkts Sum Tot Bwd Pkts Max Tot Bwd Pkts Sum TatLen Fwd f Max TotLen Fwd |Sum Totlen Bwd  Max Totlen Bwd

. cpu_%_us, cpu_%_us, cpu_%_us,

1.099439
0.15

01
0.20548
01
0.54626
01

01
0.244949
0.15
0.05
0.258602
0.1

01

0.05

01
0.192029
0.094281
0.15
0.05

01

0.05

01

0.15
0.05

27.9
59.8
59.3
59.3
59.3
60.7
58.5
59.5
60.3
59.9
59.1

59.8
59.8
58.2

60.4
58.2

58.6
58.9
52.8
58.9
60.1
58.8

24.3
59.5
59.1
58.8
59.1

59
583
59.3
59.7
59.6

59
243
59.6
59.6
58.1
59.8
59.9

59.7
58.5
58.7
52.7
58.7
59.8
58.7

Hinh 3.11. B6 dic trung dit liéu sir dung tai nguyén chuan hoa theo dau ra ctia V-Sandbox

name
ca422e82a753cc77fd39359¢
75b425d4c17e38c482adbb9
31857095e18b0ac8a7a92d«
b10365c2ed158f42e0d30421
245c¢9cc38b412e8f44d3b92f
d5728¢795024c3b222e47fa
5d9dbeade5282a888efc534:
b71664df5f5e98b55bb9456¢
d03fb405ac5bbdd7e9408b2:
9ad8153341fd7ec5ceff4e66
1673d8017239bc44665dd34.
ea%b02384e7c682959baa2
9607542fb3a1c70d5687378

5b7bs5ff335d4886f2dec647a
38f4b61c190969bd54a7ba7:
e5727dec18a8c103a5738f2¢
€208f7d28574298f31a60¢53
74d9494e23cala69e0128a2
0c59360fca2ad71ff3ae71dc

2673d98a5b9267b2b71a521
698221d41cc41273e535a15
6991b61d6b8ac639530e432
04cabeb03cd7042665518b¢
d4e146cac920b23578c1d16:
6f77993cbe5a2f762d458d52
147af70b815093d9247e22f¢

#0

0.417392
-0.14718
-0.00176

0.022033

-0.0962
-0.28907
-0.01318

0.081088
-0.25357

0.225042

0.255746
-0.14334

0.034741
-0.10835

0.03743
-0.04429

0.278494

0.329144

0.042912
-0.26521
-0.17145

0.014795

#1

-0.03792
0.299331

0.519073
0.237762
0.351151
0.028888
0.090265
0.233955
0.022743
0.091782

0.2971
0.302755
0.017313
0.351307
0.406627
-0.00353
0.210603
0.305564
0.553409

#2
0.614784
0.463711

-0.00314
0.446192
1.011162
0.415879
0.607745
0.361997
0.375461
0.769218
0.613032
0.474507
0.526335
0.854913
0.697677
0.416712
0.434803
0.207542
0.973488
0.630079
0.398695
0.854847
-0.00072
0.494665
0.268342

0.16702

#3
-0.10077
-0.30361
-0.00252

-0.4163
-0.06523
-0.30724
-0.17214
-1.40365
-0.30972

0.32508

-0.1865
-0.35802
-0.21137
-0.68474
-0.29646
-0.46799
-0.22934
-0.51156
-0.20227
-0.35302

-0.3529
-0.34289
0.001656
-0.29457
-0.04281
-0.30323

#4

0.274377

0.04424
-0.00297
0.635272
-0.13495
0.029628
-0.56273
0.075783
-0.01456
0.162861
0.587081
0.055298

-0.0243
0.007111
-0.33348
0.625582
-0.12764
0.212242
-0.02839
0.179435
0.081661
-0.21119
0.000171
0.155683
0.349053
0.415719

#5

0.03604
0.075229
-0.00145
0.437435
0.241593
0.362739
-0.56886
0.212316
0.353501
0.437172
0.205936
0.110998
-0.23027
-0.02896
0.125354
0.416693
-0.5359
0.089371
0.154709
0.290078
0.092789
0.175671
-0.00065
0.207889
0.092081
-0.04275

#6

0.775788
-0.02438
0.000528
0.385394
-0.15654

-0.0734
-0.05968
-0.36495
-0.08779
0.027757
0.183963
-0.06229
0.145494
-0.19689
-0.34608
0.347489
0.756806
0.061098
-0.36625
-0.24522
-0.07096
-0.18708
-0.00378
0.054948
0.381969
0.178464

#7

0.163963
0.200255
0.003748
0.080333
0.367647
-0.29989
-0.27012
0.543099
-0.28084
-0.11979
-0.28986
0.12844
0.162151
-0.05032
0.20325
0.111736
0.038701
0.337489
0.14501
0.321574
0.195571
-0.03287
0.001249
0.048882
0.263415
-0.04967

48
-0.07387
-0.38953
-0.00043
-0.56905
-0.10447
-0.47756
-0.08558
-0.41076
-0.41776
-0.50686
-0.09969
-0.42126
0.007353
-0.20575
-0.37535
-0.54602
-0.33608
-0.24993
-0.06943
-0.39175
-0.44406
-0.10974
-0.00025
-0.46316
-0.19793
-0.09156

#9
0.201733
-0.12514
-0.00285
-0.00684
-0.03408
-0.025
-0.42347
-0.08299
0.012673
0.203949
0.029589
-0.10658
0.249399
-0.58587
-0.24818
0.00772
0.017152
0.063206
-0.28075
0.048162
-0.12535
-0.43092
-0.00066
-0.10894
0.24906
0.086259

#10

0.231688
0.010705
-0.00064
0.172779
0.226747
0.09332
-0.41621
-0.18544
0.140692
-0.11293
-0.03962
0.048058
0.347631
-0.21166
-0.36015
0.178264
0.32207
0.365313
-0.19212
-0.22297
-0.0356
-0.34616
-0.00094
0.014314
-0.16273
-0.01112

#11

-0.02996
0.209225
-0.00112
-0.27382
0.08468
0.12423
0.161724
-0.45737
0.159382
0.18567
0.271528
0.204316
0.261706
-0.01845
0.169096
-0.34786
-0.08773
0.169767
-0.03649
0.322941
0.158482
0.048189
-0.00011
0.142726
0.947429
-0.13627

#12

-0.19174
-0.42184
-0.00237
-0.06186
-0.53062
-0.1446
-0.23135
0.458539
-0.20381
-0.37332
-0.05857
-0.42517
-0.28469
-0.04184
-0.13553
-0.08633
-0.29326
-0.28018
-0.34802
-0.01256
-0.36695
-0.15165
0.002951
-0.28739
-0.28368
0.266683

#13

0.452063
-0.03995
-0.00289
-0.28334
-0.46443
0.112502
-0.18187
0.219077
0.097105
0.106478
-0.12939
-0.07929
-0.05473
-0.00576
-0.06391
-0.26232
-0.07098
0.006353
0.461677
0.094246
-0.08849

-0.1064
0.002875
-0.19347
0.269315
-0.17136

#14
0.362744
0.353882

-0.0005
0.176178
0.395556

0.43597
0.657714
1.182909
0.406815
0.635276
0.369428
0.349108
0.662704
0.800238

0.58914
0.171659
0.349737

0.665
0.786784
0.859197
0.371836
0.990737
0.003075
0.254745

0.61912
0.696277

#15
-0.33363
-0.07386

0.003219
0.029936
-0.30085
0.005839
-0.20444
0.083035
-0.01846
-0.24322
-0.27796
-0.14733
-0.15386
-0.12428
0.104786
0.012985
-0.13453
0.092555
-0.36884
-0.29977
-0.09209
-0.01803
0.002832
-0.08465
-0.10736
-0.06352

#16
0.206744
-0.0258
-0.00168
-0.16532
-0.12144
-0.31836
-0.12053
-0.07689
.28706
-0.16033
-0.04009
-0.02902
-0.17961
-0.17744
-0.29931
18913
0.015086
-0.10749
-0.06095
-0.12879
-0.09042
-0.11722
-0.0006
-0.06045
0.192682
0.046174

#17
0.406058
0.256283

0.00141
0.089836
0.122074

0.18118
-0.03243
0.784917
0.191409
0.328741
0.460018
0.300404
0.205242
0.230784
0.634703
0.057902

0.42394
0.052168
0.320535
0.228327
0.290106
0.277402
0.002958
0.141387

0.37383
0.185606

#18
0.407741
-0.17373
-0.00225
-0.05862
0.04191
0.051933
-0.14843
0.143437
-0.01246
-0.22825
-0.35985
-0.16249
0.06738
-0.10066
-0.33271
-0.043
0.206366
0.158571
0.030281
0.33009
-0.11213

-0.24118

Hinh 3.12. Bo dic trung dir liéu 101 goi hé thng trich xuét cac dic trung tir d6 thi SCG

thanh vector dac trung

#19
0.028207
-0.20575
0.000605
-0.15821
0.204901
-0.04126

-0.12011
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3.2. Mi truong trién khai thuc nghiém

Qua trinh trién khai thuc nghiém dé danh gia mé hinh dé xuat duoc tién hanh
trén may cha véi théng sb ky thuat co ban gom: Bo vi xi Iy AMD Ryzen 3.6 GHz,
o cing luu trit HDD dung lugng 1TB, bo nhd DDR3 32 GB. Luan van da tim hiéu
va str dung cac thuat todn hoc may thuong dugc sur dung hién nay cho bai toan phat
hién ma doc nhu Bagging, ADABoost, Random Forest, GradientBoosting va cac
ham hop nhat khac nhau nhu biéu quyét hay hoi quy tuyén tinh dé chon duoc
phuong phap toi wu nhat. Sir dung cac bd phan loai hop nhat ting kha ning tong
hop két qua do céc bo phan loai nay ciing xay dung trén cac thanh phan hoc yéu
hon dé dua ra két qua. Cac thuat toan hoc may don 1¢ thir nghiém Bagging, Random
Forest, ADABoost, GradientBoosting,... dugc cai dat thong qua ngdn ngir Python
véi thu vién Scikit-learn (Sklearn) [50].

3.3. Két qua thuc nghiém

Luan vin di st dung cac bo phan loai tong hop nhu Bagging, Random
Forest, ADABoost, GradientBoosting tao dugc t6 hop 64 cach két hop 4 thuat toan
nay va ham hop nhat bau chon, hoi quy tuyén tinh dé dénh gia hiéu qua caa mé hinh
hoc may cong tac. Tir cac cach két hop céc bo phan loai phd bién ciing véi sir dung
2 phuong phap hop nhat thu duoc 128 két qua thir nghiém danh gia do chinh xac
cua viéc phat hién ma doc 1oT Botnet cho md hinh ing dung dugc mé ta trong Hinh
3.13 va Bang 3.2.

Dua vao két qua thu duoc md ta trong hinh, ta cd thé nhan thay ham hop nhat
bau chon c6 hiéu suat tét trong dwong voi ham hdi quy tuyén tinh va bo ba thuat
toan phén loai hoc may don Ié sir dung random forest trén 3 tap dir liéu thugc tinh
khac nhau cho két qua tét nhat véi do chinh xac ACC = 99.23% sir dung phuong
phap bau chon. Cac mé hinh hoc may da duoc luan van diéu chinh cac tham sé trén
toan bo dir liéu va tién hanh danh gia moé hinh @ng dung dya trén céc chi sé thu
dugc. Két qua danh gia md hinh tng dung trén b dit liéu duoc trinh bay trong bang
3.2.
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Hinh 3.13. Két qua danh gia cac phuong an két hop thuét toan hoc may

3.2. B9 chinh xac cac bg phan loai hoc may don 1¢ huin luyén trén bg dit li¢u

va két qua tong hop dy doan

Do chinh xac phan loai dir liéu cia

md hinh (ACC - %)

Dir li¢u .
Dir Dir liéu Hoi
STT Thuét toan sir dung )
liéu i 101 goi Bau | quy
3 al .
luong . hé chon | tuyén
nguyén )
mang . thong tinh
thiet bi
1. Bagging + Bagging + Bagging 89.97 | 98.84 97.2 99.04 | 99.04
2. Bagging + Bagging + Random Forest 89.97 | 98.84 97.78 |99.08 | 99.18
3. Bagging + Bagging + AdaBoost 89.97 | 98.84 97.2 98.51 | 98.79
4, Bagging + Bagging + Gradient Tree

89.97 | 98.84 97.69 | 98.89 | 98.84

Boosting
5. Bagging + Random Forest + Bagging 89.97 | 99.08 97.2 98.99 | 99.08
6. Bagging + Random Forest + Random
89.97 | 99.08 97.78 | 99.23 | 99.18
Forest
7. Bagging + Random Forest + AdaBoost | 89.97 | 99.08 97.2 98.41 | 98.99
8. Bagging + Random Forest + Gradient
) 89.97 | 99.08 97.69 |98.89 | 98.75
Tree Boosting
9. Bagging + AdaBoost + Bagging 89.97 | 98.65 97.2 98.41 | 97.3
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D¢ chinh xdc phan loai dir liéu caa

mo hinh (ACC - %)

Dir liéu .
Dir Dir li¢u Hoi
STT Thuét toan str dung .
liéu i 1oi goi Bau | quy
X al ‘
luong . hé chon | tuyén
nguyén ; )
mang , thong tinh
thiét bi
10. | Bagging + AdaBoost + Random Forest | 89.97 | 98.65 97.78 | 98.22 | 98.65
11. | Bagging + AdaBoost + AdaBoost 89.97 | 98.65 97.2 92.29 | 93.35
12. | Bagging + AdaBoost + Gradient Tree
) 89.97 | 98.65 97.69 |98.26 | 97.93
Boosting
13. | Bagging + Gradient Tree Boosting +
) 89.97 | 98.65 97.2 98.94 | 98.89
Bagging
14. | Bagging + Gradient Tree Boosting +
89.97 | 98.65 97.78 | 98.75 | 98.99
Random Forest
15. | Bagging + Gradient Tree Boosting +
89.97 | 98.65 97.2 98.84 | 98.7
AdaBoost
16. | Bagging + Gradient Tree Boosting +
] ) 89.97 | 98.65 97.69 98.7 | 98.89
Gradient Tree Boosting
17. | Random Forest + Bagging + Bagging 90.07 | 98.84 97.2 99.04 | 99.04
18. | Random Forest + Bagging + Random
90.07 | 98.84 97.78 | 99.08 | 99.18
Forest
19. | Random Forest + Bagging + AdaBoost | 90.07 | 98.84 97.2 98.51 | 98.79
20. | Random Forest + Bagging + Gradient
) 90.07 | 98.84 97.69 |98.89 | 98.84
Tree Boosting
21. | Random Forest + Random Forest +
) 90.07 | 99.08 97.2 98.99 | 99.08
Bagging
22. | Random Forest + Random Forest +
90.07 | 99.08 97.78 |99.23 | 99.18
Random Forest
23. | Random Forest + Random Forest +
90.07 | 99.08 97.2 98.41 | 98.99
AdaBoost
24. | Random Forest + Random Forest +
) ) 90.07 | 99.08 97.69 | 98.89 | 98.75
Gradient Tree Boosting
25. | Random Forest + AdaBoost + Bagging 90.07 | 98.65 97.2 98.36 | 97.3
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D¢ chinh xdc phan loai dir liéu caa

mo hinh (ACC - %)

Dir liéu .
Dir Dir liéu Hoi
STT Thuét toan str dung .
liéu i 1oi goi Bau | quy
\ al .
luong . hé chon | tuyén
nguyén i )
mang , thong tinh
thiét bi
26. Random Forest + AdaBoost + Random
90.07 98.65 97.78 | 98.22 | 98.65
Forest
27. Random Forest + AdaBoost + AdaBoost | 90.07 98.65 97.2 92.33 | 93.35
28. Random Forest + AdaBoost + Gradient
) 90.07 98.65 97.69 | 98.26 | 97.93
Tree Boosting
29. Random Forest + Gradient Tree
) ) 90.07 98.65 97.2 98.94 | 98.89
Boosting + Bagging
30. Random Forest + Gradient Tree
) 90.07 98.65 97.78 | 98.75 | 98.99
Boosting + Random Forest
31. Random Forest + Gradient Tree
) 90.07 98.65 97.2 98.84 | 98.7
Boosting + AdaBoost
32. Random Forest + Gradient Tree
) ] ) 90.07 98.65 97.69 98.7 | 98.89
Boosting + Gradient Tree Boosting
33. | AdaBoost + Bagging + Bagging 89.92 | 98.84 97.2 98.94 | 98.99
34. | AdaBoost + Bagging + Random Forest | 89.92 | 98.84 97.78 |99.08 | 99.13
35. | AdaBoost + Bagging + AdaBoost 89.92 | 98.84 97.2 98.84 | 98.75
36. | AdaBoost + Bagging + Gradient Tree
) 89.92 98.84 97.69 | 98.94 | 98.75
Boosting
37. | AdaBoost + Random Forest + Bagging 89.92 | 99.08 97.2 98.94 | 99.08
38. AdaBoost + Random Forest + Random
89.92 99.08 97.78 | 98.99 | 99.04
Forest
39. | AdaBoost + Random Forest + AdaBoost | 89.92 99.08 97.2 99.08 | 99.04
40. | AdaBoost + Random Forest + Gradient
) 89.92 99.08 97.69 | 98.75 | 98.55
Tree Boosting
41. | AdaBoost + AdaBoost + Bagging 89.92 | 98.65 97.2 97.49 | 97.11
42, AdaBoost + AdaBoost + Random Forest | 89.92 98.65 97.78 98.31 | 98.02
43, AdaBoost + AdaBoost + AdaBoost 89.92 98.65 97.2 98.84 | 98.26
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D¢ chinh xdc phan loai dir liéu caa

mo hinh (ACC - %)

Dir liéu .
Dir Dir li¢u Hoi
STT Thuét toan str dung .
liéu i 1oi goi Bau | quy
X al ‘
luong . hé chon | tuyén
nguyén ; )
mang , thong tinh
thiét bi
44. | AdaBoost + AdaBoost + Gradient Tree
. 89.92 | 98.65 97.69 |97.83 | 97.73
Boosting
45. | AdaBoost + Gradient Tree Boosting +
) 89.92 | 98.65 97.2 98.94 | 98.89
Bagging
46. | AdaBoost + Gradient Tree Boosting +
89.92 | 98.65 97.78 | 98.94 | 98.99
Random Forest
47. | AdaBoost + Gradient Tree Boosting +
89.92 | 98.65 97.2 98.65 | 98.6
AdaBoost
48. | AdaBoost + Gradient Tree Boosting +
. ) 89.92 | 98.65 97.69 | 99.04 | 98.94
Gradient Tree Boosting
49. | Gradient Tree Boosting + Bagging +
) 89.97 | 98.84 97.2 99.04 | 99.04
Bagging
50. | Gradient Tree Boosting + Bagging +
89.97 | 98.84 97.78 | 99.04 | 99.18
Random Forest
51. | Gradient Tree Boosting + Bagging +
89.97 | 98.84 97.2 98.46 | 98.79
AdaBoost
52. | Gradient Tree Boosting + Bagging +
89.97 | 98.84 97.69 |98.84 | 98.79
Gradient Tree Boosting
53. | Gradient Tree Boosting + Random
) 89.97 | 99.08 97.2 98.99 | 99.08
Forest + Bagging
54. | Gradient Tree Boosting + Random
89.97 | 99.08 97.78 |99.18 | 99.18
Forest + Random Forest
55. | Gradient Tree Boosting + Random
89.97 | 99.08 97.2 98.36 | 98.99
Forest + AdaBoost
56. | Gradient Tree Boosting + Random
] ) 89.97 | 99.08 97.69 |98.84 | 98.7
Forest + Gradient Tree Boosting
57. | Gradient Tree Boosting + AdaBoost + 89.97 | 98.65 97.2 98.26 | 97.3
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D¢ chinh xdc phan loai dir liéu caa

mo hinh (ACC - %)

Boosting + Gradient Tree Boosting

Dir liéu .
Dir Dir li¢u Hoi
STT Thuét toan str dung .
liéu i 1oi goi Bau | quy
X al ‘
luong . hé chon | tuyén
nguyén ; )
mang , thong tinh
thiét bi
Bagging
58. | Gradient Tree Boosting + AdaBoost +
89.97 | 98.65 97.78 | 98.02 | 98.65
Random Forest
59. | Gradient Tree Boosting + AdaBoost +
89.97 | 98.65 97.2 92.48 | 93.15
AdaBoost
60. | Gradient Tree Boosting + AdaBoost +
) ) 89.97 | 98.65 97.69 |98.22 | 97.93
Gradient Tree Boosting
61. | Gradient Tree Boosting + Gradient Tree
. ) 89.97 | 98.65 97.2 98.94 | 98.89
Boosting + Bagging
62. | Gradient Tree Boosting + Gradient Tree
. 89.97 | 98.65 97.78 98.7 | 98.99
Boosting + Random Forest
63. | Gradient Tree Boosting + Gradient Tree
) 89.97 | 98.65 97.2 98.84 | 98.7
Boosting + AdaBoost
64. | Gradient Tree Boosting + Gradient Tree
89.97 | 98.65 97.69 | 98.65 | 98.84

Mo hinh sau khi duoc huan luyén xong s& duoc dua vao van hanh thir trong

hé thdng; luan vin lya chon thoi gian thu thap dit liéu theo thoi gian thyuc 13 03 gidy

(dam bao dé co thé thu duoc 300 151 goi hé thong, 20 trang thai tai nguyén thiét bi

va 50 gbi tin ludng mang nhu di phan tich) cho qua trinh thuc thi tép dau vao va

dua ra két qua du doan phan loai tép tin. Két qua chay thuc té dugc minh hoa nhu

trong cac Hinh 3.14, 3.15.
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ais@ais-virtual-machine:~/V-IoT-Sandbox-plus$ python3 run.py ~/Downloads/botnet/ba
V-IoT-Sandbox Plus
Analyzing /home/ais/Downloads/botnet/bashlite/0002a328c42751880bbdd991d6c393e4

Stage 1: Pre-analyze

CPU architecture... Intel 80386
Starting VM...

[sudo] password for ais:

Copying ELF to VM... Done

Static, no need to check requested
Analyzing...

Receiving report... Done

Shutting down VM... Done

Stage 2: Analyzing with C&C Server
C&C Server detected... 1 IP(s)
Starting VM...
Copying ELF to VM... Done
Moving ip_list... Done
Redirect... OK
Server is listening...
Connected to 192.168.122.1602:59891
recv: b'BUILD SCREAMS\n'
b'!* PING\n'
recv: b'PONG!\n'
b'!* GETLOCALIP\n'
recv: b'My IP: 192.168.122.102\n'
b'!* SCANNER ON\n'
b'!* HOLD 192.168.0.1 80 3\n'
b'!* JUNK 192.168.0.1 80 3\n'
Exception: [Errno 32] Broken pipe

Server closed. Waiting VM...
Receiving report... Done
Shutting down VI

Stage 3: Detection result

Network-based Decision: (Probability: 1.0000)
Performance-based Decision: (Probability: 1.0000)
System Call-based Decision: (Probability: 1.6000)
Final Decision: (Probability: 1.0000)
ais@ais-virtual-machine:~/V-IoT-Sandbox-plus$ I

Hinh 3.14. Qua trinh phan tich tép chira ma doc

ais@ais-virtual-machine:~/V-Sandbox-Plus$ python3 run.py ~/Downloads/test elf/cf
043953254393ad30440281182d6e9¢

V-IoT-Sandbox Plus

Analyzing /home/ais/Downloads/test_elf/cf04a95a254a%9aada0440281f82d6e9c

Stage 1: Pre-analyze

CPU architecture... MIPS (mipsel)
Starting VM...

Copying ELF to VM... Done
Checking requested 1libs...

Found missing libs... Moved libs
Analyzing...

Receiving report... Done

Shutting down V

Stage 2: Analyzing with C&C Server
C&C Server detected... @ IP(s)
Finalizing report... Done

Stage 3: Detection result

Network-based Decision: 3ENIGN (Probability: 0.4200)
Performance-based Decision: B { (Probability: 0.0000)
System Call-based Decision i (Probability: 0.60600)

Final Decision: ENIGN (Probability: 0.1400)
ails@ais-virtual-machine:~/ andbox-Plus$

Hinh 3.15. Qua trinh phan tich tép lanh tinh
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3.4. Panh gia két qua thuc nghiém

Véi két qua dugc néu ra ¢ phan trén c6 thé danh gia mé hinh tng dung c6
kha ning phat hién chinh x4c v6i ACC = 99.23%. Két qua thuc nghiém nay cho
thay hiéu qua ctia viéc str dung mo hinh hoc may cong tac cho 3 loai dit liéu hanh vi
phd bién trong phat hién 10T Botnet. St dung Information Gain dé trich chon dic
trung, cach két hop cac bd phan 16p sir dung thuat toan hoc may voi nhau trong mot
moé hinh cong tac di gdp phan lam ting hiéu qua phat hién cia mo hinh. M6 hinh
két hop da cho két qua phat hién vuot trdi hon cac mé hinh hoc may don 1é. Kha
ning phat hién sém ctia mé hinh ciing dugc thé hién ¢ dic diém chi 14y mot phan
nhoé luong dir li€u dac trung cho cac hanh vi dau tién cua tép dau vao dang duoc xu
Iy dé thuc hién phan tich va phat hién mé doc thay vi phai doi ma doc thuc hién day
du hanh vi dé thu thap va xur ly véi toan bd dir ligu.

Két luin chwong

Trong chuong nay, ludn van da trinh bay két qua thuc nghiém trién khai mo
hinh tng dung dugc mé ta trong chuong 2 véi bd dir liéu va nén tang phan cing,
phan mém di kém. Két qua thir nghiém di cho thiy hiéu qua vuot trdi cia mé hinh
tmg dung va kha ning tng dung vao giai quyét bai toan phat hién ma doc IoT

Botnet trong thuc té.
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KET LUAN VA KIEN NGHI

Cudc cach mang 4.0 va su bung nd phét trién vé cong nghé, khoa hoc k¥
thuat nhitng ndm vira qua dd mang lai rat nhiéu thay d6i 16n véi cudc séng nhan
loai. Trong cudc phat trién do, xu hudng Van vat két ndi 10T noi mot cach manh mé
va tré thanh mot phan khong thé thiéu trong khéng gian sé cua mdi ca nhan, t6
chac. Cac thiét bi IoT d3, dang va s& tiép tuc duoc sir dung phd bién tai cac t6 chuc,
doanh nghiép ¢ nhiéu qubc gia trén thé gidi, trong d6 c6 ca Viét Nam. S6 luong
thiét bi 10T ngay cang tang, ti 16 thuan véi d6 1a s6 lugng ma doc, cac cudc tan cong
khai thac dem lai thach thirc rat 16n ddi vai viéc bao dam an ninh, an toan théng tin.
Song song Vai viéc phat trién va mo rong rat nhanh vé sé luong thi cac nha phat
trién thiét bi 10T lai khong c6 sy quan tim dén van dé bao mat khién nhing thiét bi
nay tré thanh muc tiéu dé dang cho cac hanh vi tan cong, khai thac. Do d6 viéc
nghién cau, phat trién cac hinh thic bao vé cac thiét bi 10T 1a hoan toan can thiét,
g6p phan dam bao an ninh, an toan thong tin trén moi truong mang.

Trong pham vi nghién cttu vé phan tich, phat hién ma doc Botnet trén céac
thiét bi 10T, luan van da tién hanh tim hiéu cac phwong phap phan tich, phat hién
mi doc Botnet trén thiét bi 10T pho bién hién nay va sau d6 xay dung, ung dung
thuc nghiém moé hinh hoc may cong tac trong phén tich, phat hién ma doc loT
Botnet. Cu thé, luan vin d dat duoc mot sé két qua nhu sau:

- Nghién cuu, lya chon, tng dung va xay dung thi nghiém thanh cong mo
hinh hoc may cong tac trong phan tich va phat hi¢n ma déc 10T Botnet.

- Thtr nghiém phat hién ma doc vai cdc mé hinh hoc may don 1é va so sanh
danh gia voi mé hinh hoc may da xdy dung. Két qua cho thiy hiéu suét phat hién
dugc cai thién vuot troi so vai viéc stir dung cac b hoc may don Ié.

- Pem lai kha niang (ng dung trong thuc té khi mé hinh cho ra két qua phat
hién trong thoi gian ngan va chi yéu cau luong dit liéu d¢au vao nho ngay khi ma doc
bat dau thuc hién hanh vi. Do d6 giam thiéu duoc hau qua cua ma doc gay ra véi

thiét bi va hé théng thong tin.
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Két qua cua luan van gop phan bd sung vao cac nghién ctu phat hién ma doc
loT Botnet dya trén phuong phap phan tich dong va tiém niang tng dung cao. Mot
s6 noi dung nghién ciru trong luan vin ciing dugc chap nhan cong bé trén Ky yéu
hoi nghi qudc té 1an thir 3 vé bién ta, truyén thdng va khoa hoc may tinh (ICECCE
2021) véi bai bao “Adversarial Attack and Defense on Graph-based 10T Botnet
Detection Approach”.

Tuy nhién, luan van van con modt sd han ché, vuong méc & phén xu ly
sandbox vi khdng gian tai nguyén yéu cau 16n, thoi gian khoi dong cham. Ngoai ra
khi chay V-Sandbox dé thu thap hanh vi dir liéu ctia mot s6 mau thi co thé xay ra
viéc thuc hién vong lap dé thu thap thém dir liéu cho moi lan chay khién cho thoi
gian xtr Iy 1 mau 1én dén 3 phut.

Dua trén két qua nghién ctu, luan van dua ra mot sb kién nghi cho cac huéng
phét trién trong twong lai nhu sau:

- Tiép tuc nghién cuau, thir nghiém va cai thién phuong phap két hop cac dic
trung va bo phan loai nham cai thién do chinh xac va thoi gian xir Iy caa phuong
phap phat hién sém ma doc 10T Botnet.

- Nghién ctu, cai tién dé rat ngan thoi gian hoat dong cia V-Sandbox va
luong tai nguyén yéu cau dé 1am cho md hinh phat hién sém IoT Botnet hoat dong

hi¢u qua hon.
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