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LOI CAM POAN
T6i xin cam doan luan van nay la két qua nghién ctu cua riéng toi. Viéc sir
dung két qua, trich dan tai liéu tham khao trén cac tap chi, cac trang web tham khao
dam bao theo dung quy dinh. Céac noi dung trich dan va tham khao céc tai liéu, sach
béo, thong tin dugc dang tai trén cac tdc pham, tap chi va trang web theo danh muc tai

liéu tham khao cua luan van.
Ti xin chiu hoan toan trach nhiém cho loi cam doan cua minh.

Tac gia luan van

Nguyén Thé Anh



LO1 CAM ON

Loi dau tién, em xin chan thanh cam on Thay Hoang Trong Minh.

Sau thoi gian hoc tap va trai nghiém, em da rat ra duoc rat nhiéu kinh nghiém
vé cach thirc hoc tap, cach tiép can mén hoc, ki ning lam viéc ma khéng chi don gian
1a doc trong sach vé cd thé cd duoc va mot 1an nira, em xin gui o1 cam on sdu sac nhat
dén Thay da day bao va huéng dan nhitng kién thic chuyén mén can c6 dé em ap
dung tt nhat nhitng gi da duoc hoc.

Trong qud trinh thuc hién, do con thiéu nhiéu kinh nghiém thuc té nén khong
tranh khoi nhitng sai s6t. Em rat mong nhan dugc nhitng y kién dong gop cua Thay dé
giup em trong linh vuc nay dugc hoan thién hon. D6 1a hanh trang quy gia gitp em
hoan thién kién thirc cua minh sau nay.

Em xin chan thanh cam on va tran trong kinh chao!
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DANH MUC CAC TU VIET TAT

Tén tiéng Viét Tén tiéng Anh Tir viét tit

Co so dir lieu CSDL

Mang riéng ao Vitual Private Network VNP

Bo6 luu trir dién du phong | Uninterruptible Power Supplier UPS

Ngon ngit danh dau mo Extensible Markup Language XML

rong

B giao thurc lién mang Internet protocol suite TCP/IP

Mang cuc bo Local Area Network LAN

Chuan mé hoa tién tién Advanced Encryption Standard AES
Windows Communication WCF
Foundation

Hé quan tri co so dir liéu DataBase Management System DBMS




MO PAU

Ngay nay, linh vuc bao mat thong tin dang duoc nghién ctru, phat trién va Gng
dung rong rai trong nhiéu hé thong thong tin nham dam bao mot hé théng c6 tinh bao
mat, tin cdy va sin sang. Dic biét 13 nhitng hé théng co s& dit liéu luu trit 16n hodc
Trung tam tich hop dit lidu can phai cé nhiing giai phap ddm bao an toan va bi mat
trong linh vuc ngan hang, tai chinh, bao hiém. Ngudi ta déu xay dung va trién khai cac
Trung tam tich hop dir liéu nhung viéc nghién ctu cac giai phap dam bao an toan va
bao mat thi chua dugc quan tim nhiéu. Nhung van dé nay ¢ Viét Nam 1a mot trong
van dé méi can dugc quan tim dau tu nghién ciru, chinh vi vy viéc nghién ctru giai
phéap dam bao an toan va bao mat cho Trung tam tich hop dir liéu 1a rit can thiét. Dé
trién khai noi dung trén can tap trung nghién ctru cac van dé an toan bao mat thong tin,
vé cac cong nghé trién khai cho Trung tam tich hop dir liéu vé mé hinh hé thong Trung
tam tich hop dit liéu. Trén co so d6 dé xuat giai phap dam bao bao mat thong tin cho
Trung tAm tich hop dit liéu. Trién khai xay dung giai phap thir nghiém cho mét s ung
dung ddm bdo bdo mat thong tin cho Trung tam tich hop dir liéu cua Cyc Dy tritr Nha
nudc khu vuc Ha Noi.

Noi dung ctia luan vén la:

Nghién ctu vé giai phap dam bao bao mat cho Trung tam tich hop dir liéu la
linh vuc nghién cau méi ¢ Viét Nam. Dé giai quyét cac van dé trén thi dé tai tap trung
VA0 C4C van dé sau:

- Nghién ctu co ban vé an ninh mang, thuat ngd bao mat co ban.

- M0 ta cac cudc tan cdng mang pho bién nhat, bao gdm tan cong Session, tan cong
vi rGt, phan mém ma doc Trojan, tir chdi dich vu va tran bo dém, xac dinh cac bién
phép phong thii co ban chdng lai cac cudc tan cong do

- Pé xuit duoc nhirng giai phap dam bao an toan va bao mat cho Trung tam tich hop
dir lidu.

- Trung tdm CNTT Trién khai xay dung @ng dung tha nghiém dam bao bao mat

théng tin cho Trung tdm tich hop dir liéu cua Cuc Du trit Nha nudc khu vuc Ha Noi.



CHUONG 1 GIOI THIEU VE AN NINH MANG
Muc tiéu cua chuong
= Xac dinh cac mdi nguy hiém phé bién nhat déi véi mang.
= Hiéu co ban vé mang.
= St dung thuat ngir bao mat co ban.

= Tim céch tiép can tét nhat dé bao mat mang cho Cuc Dy trir Nha nuéc khu
vuc Ha Noi.

- Danh gia cac van dé phap 1y s& anh huéng dén cong viéc cua ban véi tu cach
la quan tri vién mang.

= Strdung céc tai nguyén co san dé bao mat mang.

1.1 Giéi thiéu

Viéc tim kiém mot tudn ma khong c6 mot sb vi pham an ninh 16n trong tin tic la
rat kho. May chu web cua truong dai hoc bi tin cong, mdy tinh ciia chinh phi bi tin
cong, dit liéu ctia ngan hang bi xam pham, thong tin stitc khde bi 10 — danh sach van
tiép tuc. C6 vé nhu mdi nam lai tap trung nhiéu hon vao van dé nay. Rat kho dé tim
thiy bat ky ai & bat ky qudc gia nao chua ting nghe vé nhimng diéu nhu trang web bi

tan cong va danh tinh bi danh cap.

Hién nay ciing c¢6 nhiéu dia diém dao tao hon. Nhiéu truong dai hoc cung cip cac
bang cap vé Pam bao thong tin tir cAp dd ctr nhan cho dén cap do tién si. C6 rat nhicu
chuong trinh do tao chimg chi nganh, bao gdm CISSP, CEH cta Hoi dong EC, Mile2
Security, SANS va Security+ ciia CompTIA. Hién nay ciing c6 mét sb trudong dai hoc

cap bang ve an ninh mang, bao gdm ca bang dao tao tur xa.

Bat chap su chu ¥ ndy cua gidi truyén thong va cac co hoi dugc dao tao vé bao
mat, qua nhiéu chuyén gia may tinh - bao gdm moét s luong dang ngac nhién quan tri
mang - khong hiéu rd vé loai mdi de doa ma hé thong mang bi phoi nhiém hodc nhiing
moi de doa nao ¢ nhicu kha nang thyuc sy xay ra. Cac phwong tién truyén thong chinh
thdng tap trung su cht y vao cac vi pham bao mat may tinh nghiém trong nhit hon la

dua ra mot bire tranh chinh xac vé cac tinh hudng de doa hop 1y nhét.

Chuong nay xem xét cac mdi de doa gay ra cho mang, x4ac dinh thuat ngir bao

mat co ban va dit nén tang cho cac khai niém duoc dé cap trong cac chuong tiép theo.
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Cac budc can thiét dé dam bao tinh toan ven va bao mat cua mang cua ban 1a cé
phuong phap va phan 16n da dugc phac thao. VAo thoi diém hoan thanh dé tai nay, co
thé x4c dinh céc cudc tin cong phé bién nhét, gidi thich cach ching dugc thuc hi¢n dé

ngan chan chung va hi€u cach bao mat viéc truyén dir li¢u.

+ Kién thirc co ban vé mang

Trude khi di sau vao cach bao vé mang cua Pon vi, hdy kham phd mang 1a gi co
18 13 mét ¥ tudng hay. D6i voi nhidu doc gia, phan nay s& 1a mot bai danh gia, nhung
d6i voi mot s6 ngudi, né co thé 1a tai lidu moi. Cho du day 1a bai danh gia hay thong
tin méi, viéc tim hiéu k¥ vé mang co ban trudc khi ¢d ging nghién ctru an ninh mang
1a rat quan trong. Ngoai ra, hiy luu y rang day chi 1a mot gidi thiéu ngan gon vé cac

khai niém mang co ban. Nhiéu chi tiét khac khong duoc kham pha trong phan nay.

Mang chi don gian 1a mot cach dé may moc/may tinh giao tiép. O cap do vat 1y,
n6 bao gom tit ca cac may tinh mudn két ndi va cac thiét bi ban sir dung dé két ndi
chung. Cac may riéng 1é duoc két nbi bang két ndi vat 1y (cap loai 5 di vao card giao
dién mang, hodc NIC) hodc khong day. Dé két ndi nhidu may véi nhau, mdi may phai
két ndi voi mot trung tam hodc cong tic, sau d6 cac trung tam/cong tac d6 phai két ndi
vo1 nhau. Trong cac mang 1én hon, mdi mang con dugc két ndi vai cac mang khac
bang mot bo dinh tuyén[1]. Xem xét nhiéu cudc tan cong trong cudn séch nay (bao
gém mot s6 cudc tin cong trong Chuong 2, “Cac loai tn cong”) tip trung vao céac
thiét bi két ndi cac may v6i nhau trén mang (d6 1a bo dinh tuyén, trung tim va thiét bi
chuyén mach). Néu ban thay chuong nay khong du, tai nguyén nay c6 thé duoc hd tro:
http://compnetworking.about.com/od/basicnetworkingconcepts/Networking_Basics_K

ey_Concepts_in_Computer_Networking.htm.

+ C4u trdc mang co ban

Mot s6 diém két ndi phai ton tai gitta mang ndi by va thé gidi bén ngoai. Mot
rao can duoc thiét 1ap gitta mang d6 va Internet, thudng & dang tudng lira. Nhiéu cudc
tan cong dugc thao luan trong cubn sach nay hoat dong dé vuot qua tudng lra va xam

nhédp vao mang.

Ban chat thuc su cua mang 1a giao tiép - cho phép mot may giao tiép v6i may

khac. Tuy nhién, moi con dudng giao tiép cling 1a mot con duong tin cong. Budc dau


http://compnetworking.about.com/od/basicnetworkingconcepts/Networking_Basics_Key_Concepts_in_Computer_Networking.htm
http://compnetworking.about.com/od/basicnetworkingconcepts/Networking_Basics_Key_Concepts_in_Computer_Networking.htm
http://compnetworking.about.com/od/basicnetworkingconcepts/Networking_Basics_Key_Concepts_in_Computer_Networking.htm
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tién dé hiéu cach bao vé mang 13 hiéu biét chi tiét vé cach cac may tinh giao tiép qua

mang.

Céc thé giao dién mang, bd chuyén mach, bo dinh tuyén, trung tAm va tudng lira
d3 dé cap trude ddy 1a nhitng phan vat 1y co ban ciia mot mang. Cach ching duoc két
ndi va dinh dang ching st dung dé giao tiép 1a kién trac mang.

+ Cac goi dir liéu

Sau khi ban di thiét 1ap két nbi voi mang (du 1a mang vat 1y hay khong day), khi
can giri dir lidu. Phan dau tién 1 xac dinh noi ban mudn giri n6. S& bat dau thao luan
vé dia chi IP phién ban 4; chiing ta s& xem xét IPv6 mot chut sau trong chuong nay.
Tat ca cac may tinh (ciing nhu bd dinh tuyén) déu co dia chi IP 1a mot chudi bon so tir
0 dén 255 va dugc phan tach bang diu cham, chang han nhu 192.0.0.5 (luu y rang day
1a dia chi IPv4). Phan thir hai 1a dinh dang dit liéu dé truyén. Tét ca di liéu cudi cing &
dang nhi phan (1 va 0). Dir liéu nhi phan nay dugc dua vao cac géi, tat ca nho hon
khoang 65.000 byte[1]. Mot vai byte dau tién 1a tiéu de. Tiéu dé do cho biét gbi dang
di dau, dén tir dau va c6 bao nhiéu géi nira s& dén nhu mot phan ciia qua trinh truyén
nay. Thuc té co nhiéu hon mot tiéu dé, nhung hi¢n tai, s€ chi thdo luan vé tiéu dé nhu
mot thue thé duy nhat. Mot sb cudc tan cong ma s& nghién ctiru (vi du: gia mao IP) ¢b
gang thay doi tiéu dé ctia cac goi dé cung cap thong tin sai léch. Cac phuong phap tin
cong khac chi don gian 1a ¢d gang danh chin cac goi va doc nodi dung (do d6 lam anh

huong dén dir licu).

Mot gbi co thé c¢6 nhiéu tiéu dé. Trén thuc té, hau hét cac g61 s€ co it nhét ba
tiéu dé. Tiéu dé IP c6 thong tin nhu dia chi IP cho ngudn va dich, ciing nhu géi tin 13
giao thirc ndo. Tiéu d& TCP c6 thong tin nhu sd cong. Tiéu dé& Ethernet co thong tin
nhu dia chi MAC cho ngudn va dich. Néu mot géi dugc ma héa bang Bao mat 16p

truyén tai (TLS), no ciing s& co tiéu dé TLS.

+ Cac dia chi IP

Van dé chinh dau tién can hiéu 1a lam thé nao dé dwa cac goi dén dich thich hop
ctia chiing. Ngay ca mot mang nho ciing c6 nhiéu may tinh c6 kha ning 1a dich cudi
cung cula bat ky goi tin nao dugc giri di. Internet ¢6 hang triéu may tinh trai dai trén

toan cau. Lam thé nao dé ban dam bao rang mot géi tin dén dugc dich thich hop cua
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n6? Van dé khong gidng nhu viée giai quyét mot bic thu va dam bao nd dén dung
diém dén. Hiy bat dau bang cach xem xét dia chi IP phién ban 4 vi n6 1a dia chi phd
bién nhat duoc st dung ngdy nay, nhung phan ndy ciing thao luin ngin gon vé IP

phién ban 6.

Dia chi IP phién ban 4 13 mot chudi bon sé c6 ba chit sb dugce phan tach bang
dau cham. (Vi du 14 107.22.98.198.) Mdi sb c6 ba chit sé phai nam trong khoang tir 0
dén 255. Ban c6 thé thdy rang dia chi 107.22.98.466 s& khong phai 13 dia chi hop 16.
Ly do cho quy tic ndy 1a cac dia chi nay thuc su 1a bdn sé nhi phan: May tinh chi hién
thi ¢ dinh dang thap phan. Nhé lai rang 1 byte I 8 bit (1s va 0s) va s6 nhi phan 8 bit
dugc chuyén doi sang dinh dang thap phan sé nam trong khoang tir 0 dén 255. Tong s6
32 bit c6 nghia 12 c6 khoang 4,2 ty dia chi IP phién ban 4 ton tai.

Dia chi IP cia mot mdy tinh cho ban biét rat nhiéu diéu vé may tinh d6. Byte
dau tién (hodc sd thap phan dau tién) trong mét dia chi cho biét may do6 thudc 16p
mang nao. Bang 1-1 tom tit nim 16p mang.

BANG 1-1 Céc Iép mang

e, Bds T L 24 *
ILLLill
Ml EHEL § 0
4 14 % L3 ¥
o [N = |~
# 21 = &0 —F

« Lép A. 8 bit network trong d6 1 bit dau bang 0 — 24 bit host: 0.0.0.0 dén
126.255.255.255, nhu vay s& cO 127 dai mang, mdi dai mang lép A ¢
dén 16,777,216 host.

« Lép B. 16 bit network trong d6 2 bit dau bang 10 — 16 bit host: 128.0.0.0
dén 191.255.255.255, 16p B ¢ 16,384 dai mang, mdi dai mang lép B sé& c6

tdi da 65,536 host.



« Lo6p C. 24 bit network trong d6 3 bit dau bang 110 — 8 bit host: 192.0.0.0
dén 223.255.255.255, va lép C ¢6 2,097,152 dai mang, mdi dai mang 16p C
s& c0 tdi da 256 host.

« Lép D.4 bit dau bang 1110 — 28 bit dung cho multicast. 224.0.0.0 dén
239.255.255.255

« Lép E.4 bit dau bang 1111 — 28 bit con lai chua rd. 240.0.0.0 dén

255.255.255.255

Niam 16p mang ndy sé trd nén quan trong hon & phin sau ctia cudn sach nay
(hodc nén quyét dinh nghién ctru vé mang & cap do sau hon). Quan sat Bang 1-1 mot
cach cin than, c6 thé s& phat hién ra rang dai IP 1a 127 khong duoc liét ké. Sy thiéu sot
nay l1a do pham vi d6 dugc danh riéng cho thir nghiém. Dia chi IP cua 127.0.0.1 chi
dinh may dang st dung, bat ké dia chi IP dugc chi dinh cia may d6 1a gi. Dia chi nay
thuong duogc goi 1a dia chi 1ap lai. Dia chi d6 s€ dugc sir dung thuong xuyén trong viéc
kiém tra may va NIC cua ching ta. Ching ta s& xem xét viéc st dung né ¢ phan sau

ctia chuong nay trong phan vé céc tién ich mang[1].

Céc 16p cu thé nay rat quan trong vi chung cho biét phan nao cia dia chi dai dién
cho mang va phén nao dai dién cho nut. Vi duy, trong dia chi Lép A, octet dau tién dai
dién cho mang va ba phﬁn con lai dai dién cho nut. Trong dia chi Lép B, hai octet dau
tién dai dién cho mang va hai octet thr hai dai dién cho nut. Va cudi cung, trong dia

chi Lép C, ba octet du tién dai dién cho mang va cubi cung dai dién cho nut.

Ngoai ra con c6 mot sb dia chi IP va dai dia chi IP rit cu thé can biét. Dau tién,
nhu da dé cap trude do, 1a 127.0.0.1, hoic dia chi lip lai. N6 1a mot cach khac dé chi

card giao dién mang cia may tinh dang str dung.

Dia chi IP riéng 1a mot van dé khac can luu y. Mot s6 dai dia chi IP nhat dinh da
duogc chi dinh dé sir dung trong cac mang. Chung khong thé duogc st dung 1am dja chi
IP cong cong nhung cod thé duoc st dung cho cac may tram va may chu ngi bg. Cac
dia chi IP do la

= 10.0.0.10 dén 10.255.255.255

= 172.16.0.0 ¢én 172.31.255.255



= 192.168.0.0 dén 192.168.255.255

D6i khi nhitng ngudi méi st dung mang gip mot s6 kho khin khi hiéu cac dia
chi IP cong cong va riéng tu. Mot tuong tu tét 14 mot toa nha vin phong. Trong mot
tda nha van phong, mdi sé vin phong phai 13 duy nhat. Chi co thé c6 mot 305. Va
trong toda nha d6, néu ban thao luan vé vin phong 305, ngay 1ap tirc ban s& 16 nhitng gi
dang n6i. Nhung c6 nhitng toa nha vin phong khac, nhiéu toa nha c6 vin phong riéng
305 va c6 thé coi dia chi IP riéng 14 s6 van phong. Chung phai 1a duy nhat trong mang

cua chung, nhung c6 thé c6 cdc mang khac c6 cung IP riéng.

Dia chi IP cdng cong giéng nhu dia chi giri thu truyén thong. Chung phai 1a duy
nhat trén toan thé gidi. Khi lién lac tir vin phong nay sang vin phong khac, co thé sir
dung sb6 van phong, nhung dé nhan duoc mot 14 thu dén mot toa nha khac, phai st
dung dia chi gui thu day di. N6 ciling gidéng nhu mang. Co thé giao tiép trong mang
bang dja chi IP riéng, nhung dé giao tiép v6i bat ky may tinh ndo bén ngoai mang,

phai str dung dia chi IP cong cOng.

Mot trong nhiing vai tro cua bo dinh tuyén céng l1a thuc hién cai duoc goi la
dich dia chi mang (NAT). Sir dung NAT, mot b dinh tuyén léy dia chi IP riéng trén
cac goi gui di va thay thé nd bang dia chi IP cong cong cua bd dinh tuyén cong dé goi

c6 thé duoc dinh tuyén qua Internet.

Nhu d3 thao luan vé dia chi mang IP phién ban 4; bay gio' chung ta hiy chuyén
su chu ¥ dén mang con. Néu da quen thudc véi chii dé ndy, vui long b qua phan nay.
Vi moét s6 1y do ma chu dé nay c6 xu huéng mang lai cho sinh vién mang nhiéu rac réi.
Vi vay, chung ta s€ bat dau véi su hiéu biét vé khai niém. Subnetting (dat mat ng mang
con) chi don gian 1a chia nhé mang thanh cac phan nho hon. Vi du: néu ban c6 mang
st dung dia chi IP 192.168.1.X (X 1a bat ky dia chi ndo danh cho may tinh cu thé), thi
da cp phat 255 dia chi IP c6 thé. Diéu gi xy ra néu ban mudn chia né thanh hai mang

con riéng biét? Subnetting 1a cach lam diéu do.

Vé mit ky thuat hon, mat na mang con la mot s6 32 bit duoc gan cho mdi may
cht luu trit dé chia dia chi IP nhi phan 32 bit thanh cdc phin mang va nat. Ciing khong
thé chi nhap bat ky s6 nao mudn. Gia tri du tién cia mit na mang con phai 1a 255; ba

gia tri con lai co thé 1a 255, 254, 252, 248, 240, 224 hodc 128. May tinh sé& 1iy dia chi
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IP mang va mit na mang con va st dung phép toan AND nhi phan dé két hop chung.

C6 thé s& ngac nhién khi biét ring d3 c6 mat na mang con ngay ca khi chua tao
mang con. Néu ban c¢6 dia chi IP Lép C, thi mit na mang con 1a 255.255.255.0. Néu
ban c6 dia chi [P L&p B, thi mdt na mang con 1a 255.255.0.0. Va cudi cung, néu do la

Lép A, mat na mang con la 255.0.0.0[1].

Bay gid hdy nghi vé nhitng con s6 nay trong mdi quan hé véi sé nhi phan. Gia
tri thap phan 255 chuyén doi thanh 11111111 trong hé nhi phan. Vi viy, theo nghia
den, ban dang "che" phén dia chi mang dugc s dung dé xac dinh mang va phén con
lai dugc sir dung dé xac dinh cac nut riéng 1¢. Bay gio néu ban mudn co it hon 255 nit
trong mang con ciia minh, can mot cai gi d6 nhu 255.255.255.240 cho mang con cila
minh. Néu ban chuyén d6i 240 sang nhi phan, n6 1a 11110000. Diéu d6 c6 nghia la ba
octet dau tién va 4 bit dau tién ciia octet cudi cuing xac dinh mang. 4 bit cubi cliing cua
octet cudi cung xac dinh nut. Diéu d6 c6 nghia 13 c6 thé c6 t6i 1111 (¢ dang nhi phén)

hoic 15 (6 dang thap phan) trén mang con nay. Pay 13 ban chit co ban ctia mang con.

Mang con chi cho phép ban sit dung mdt sb mang con gio1 han. Mgt cach tiép
can khac 13 CIDR, hoic dinh tuyén lién mién khong phan 16p. Thay vi xac dinh mit na
mang con, ban c6 dia chi IP theo sau la dau gach chéo va s6. SO d6 c6 thé 1a bat ky )

nao trong khoang tir 0 dén 32, dan dén cac dia chi IP nhu sau:
192.168.1.10/24 (vé co ban 1a dja chi IP Lép C)
192.168.1.10/31 (gidng dia chi IP Lép C voi mit na mang con)

Khi ban sir dung diéu nay, thay vi c6 cac 16p vdi mang con, ban c6 mat na mang
con c6 do dai thay d6i (VLSM) cung cap dia chi IP khong phan 16p. Pay 1a cach pho

bién nhit dé x4c dinh dia chi IP mang ngay nay.

Ban khong nén lo ling rang cac dia chi IP mdi co thé sap hét. Tiéu chuan IP
phién ban 6 di c6 sén va da co cac phuong phap dé mo rong viée st dung dia chi IPv4.
Dia chi IP ¢6 hai nhom: cong khai va riéng tu. Dia chi IP cong cong danh cho cac may
tinh dugc két ndi voi Internet. Khong c6 hai dia chi IP cong cong nao c6 thé gidng
nhau. Tuy nhién, dia chi IP riéng, chang han nhu dia chi trén mang cong ty tu nhan,

phai 14 duy nhét trong mang d6. Khong thanh vin dé néu cic mdy tinh khac trén thé
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gidi c6 cung dia chi IP, boi vi mdy tinh nay khong bao gio duge két ndi véi cac may
tinh khac trén toan thé giéi. Quan tri vién mang thuong sir dung dia chi IP riéng bat
dau bang s 10, ching han nhu 10.102.230.17. Cac dia chi IP riéng khac la
172.16.0.0-172.31.255.255 va 192.168.0.0-192.168.255.255.

Ciing luu y rang mot ISP thudng s&é mua mot nhoém cac dia chi IP cong cong va
gan ching khi ding nhéap. Vi vay, mot ISP ¢6 thé so hiru 1.000 dia chi IP cong cong va
¢6 10.000 khach hang. Bai vi tit ca 10.000 khach hang s& khong truc tuyén cing mot
lac, ISP chi can gan dia chi IP cho khach hang khi ho dang nhap va ISP s& bo chi dinh
dia chi IP khi khach hang dang xuat[2].

IPv6 sir dung dia chi 128 bit (thay vi 32) va sir dung phuong phap danh sb hex
dé tranh cac dia chi dai nhu 132.64.34.26.64.156.143.57.1.3.7.44.122.111.201.5. Vi
du: Pinh dang dia chi hex xuét hién & dang 3FFE:B00:800:2:: C. Diéu nay cung cép
cho ban 2128 dia chi c¢6 thé c6 (nhiéu nghin ty dia chi), vi vay khong c6 kha ning xay ra

tinh trang hét dia chi IP trong tuong lai gan.

Khéng c6 mang con trong IPv6. Thay vao do, nd chi sir dung CIDR. Phan mang
dugc biéu thi bang diu gach chéo theo sau 1a sb bit trong dia chi dugc gan cho phan

mang, chéng han nhu:
/48
/64

C6 mot dia chi 13p lai cho TPv6 va né ¢ thé dugc viét 14 ::/128. Nhitng khéc biét khac
gitta IPv4 va IPv6 dugc mo ta tai day:

= Lién két/may-cuc bo.

= Phién ban IPv6 ctia APIPA cua IPv4 hoidc Binh dia chi IP riéng tu dong. Vi vay,
néu may duoc cu hinh cho cac dia chi dugc gan dong va khdng thé giao tiép voi may
chu DHCP, n6 sé& ty gan cho minh mét dia chi IP chung. DHCP, hoic Giao thic cau
hinh may cha dong, dwoc sir dung dé chi dinh dong cac dia chi IP trong mang[2].

= bia chi IP lién két IPv6/may-cuc bo déu bat dau bang fe80::. Vi vay, néu may tinh
cua ban co dia chi nay, diéu d6 c6 nghia 1a nd khong thé truy cap vao may chu DHCP

va do do tao ra dia chi IP chung cua riéng no.
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= Trang web/mang cuc bo.

= Phién ban IPv6 cua dia chi riéng IPv4. NOi cach khac, day la nhitng dia chi IP
thuc, nhung chung chi hoat dong trén mang cuc bo nay. Ching khong thé dinh tuyén
trén Internet.

- Tat ca dia chi IP trang web/mang cuc bo bat dau bang FE va c6 C dén F cho chir
s6 thap luc phan thtr ba: FEC, FED, FEE hoic FEF.

= DHCPV6 sir dung Co cau hinh dia chi duoc quan Iy (co M).

= Khi dugc dit thanh 1, thiét bi s& st dung DHCPv6 dé c6 duoc dia chi IPv6 trang
thai.

= Co cau hinh trang thai khac (co O).

= Khi dugc dat thanh 1, thiét bi s& sir dung DHCPv6 dé nhan céc cai dat cau hinh
TCP/IP khac. N6i cach khac, nd nén sir dung may chia DHCP dé dat nhirng tha nhu dia

chi IP cua cong va may cha DNS.

+ B9 dinh vi tai nguyén théng nhat

Pbi v6i hau hét moi ngudi, muc dich chinh dé truy cap Internet 1a cac trang web
(nhung c¢6 nhitng thir khac nhu e-mail va tai xubng tép). Néu phai nh¢ dia chi IP va
nhap ching vao, thi viéc luét mang s& rat phirc tap. May man thay, khong can phai 1am
nhu vay, nhap nhitng tén mién cé y nghia ddi véi con ngudi va nhimng tén mién do

duogc dich thanh dia chi IP. Vi du: ta c6 thé nhap www.chuckeasttom.com dé truy cap

trang web. May tinh hoac ISP phai dich tén da nhap (duoc goi 1a Bg dinh vi tai nguyén
théng nhdt hoic URL) thanh dia chi IP. Giao thitc DNS (Dich vu tén mién), duoc gi6i
thi€u cung vadi cac giao thirc khac mot chut sau trong Bang 1-2, x@t Iy qua trinh dich
nay. Vi vay, khi gd mot cai tén co y nghia dbi v6i con nguoi, nhung mdy tinh cia
nguoi st dung dang stir dung mot dia chi IP twong tng dé két nbi. Néu dia chi d6 duoc
tim thay, trinh duyét s& giri mot goi (s dung giao thirc HTTP) dén cong TCP 80. Néu
may tinh dich d6 c6 phan mém ling nghe va phan hdi cac yéu cau d6 (nhu phan mém
may chu web nhu Apache hoac Microsoft Internet Information Services) , sau d6 may
tinh dich sé& tra 161 yéu cau cta trinh duyét ciia ngudi sir dung va giao tiép s& dugc thiét
lap. Phuong phép nay 1a cach cac trang web dugc xem. Néu da timg nhan duoc Ldi
404: Khong tim thiy tép, nhitng gi ban dang thy 13 trinh duyét ctia ban d3 nhan lai

mot goi (tir may chu web) voi ma 161 404, biéu thi rang khong thé tim thiy trang web
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ban yéu cau. May cha web c6 thé guri lai mot loat théng béo 15i cho trinh duyét web,

cho biét cac tinh hudng khéac nhau.

E-mail hoat dong gidng nhu cach truy cap cac trang web. Ung dung e-mail cia
ban s& tim kiém dia chi cua may chu e-mail ctia ban. Sau do, ing dung e-mail cua ban
s& stir dung POP3 dé 14y e-mail dén hoic SMTP dé giri e-mail di cua ban. May chu e-
mail cua ban (co thé 1a tai ISP cua ban hoac cong ty cua ban) sau do sé cd géng giai
quyét dia chi ma ban dang gui dén. Néu ban gi mot cai gi d6 dén

chuckeasttom@yahoo.com va may chu e-mail cua ban sé dich dia chi e-mail d6 thanh

dia chi IP cho may chu e-mail tai yahoo.com, va sau d6 may chu cta ban sé gui e-mail
ctia ban dén d6. Luu ¥ rang cac giao thitc e-mail mai hon di ¢ san; tuy nhién, POP3

van duoc sir dung pho bién nhat[2].

IMAP hién ciing dugc sitr dung rong rii. Giao thic truy cép tin nhin Internet
hoat dong trén cong 143. Uu diém chinh cta IMAP so v6i POP3 1a nd cho phép may
khach chi tai xuéng cac tiéu dé vé may va sau d6 nguoi dung cé thé chon tai day du

thong bao nao. Piéu nay dic biét hitu ich cho dién thoai théng minh.

+ Cac dia chi MAC

Cdc dia chi MAC 13 mot cha dé tha vi. (Ban c6 thé nhan thiy rang MAC ciing 1a
mot 16p con cua 16p lién két dir liéu cua mé hinh OSI.) bia chi MAC la mét dia chi
duy nhét cho mot NIC. Moi NIC trén thé giéi déu c6 mot dia chi duy nhat duoc biéu
thi bang s thap luc phan sau byte. Giao thirc phan giai dia chi (ARP) dugc st dung dé
chuyén d6i dia chi IP thanh dia chi MAC. Vi vdy, khi ban nhap dia chi web, giao thtic
DNS s€ dugc st dung dé dich dia chi d6 thanh dia chi IP. Sau do, giao thirc ARP
chuyén dia chi IP d6 thanh dia chi MAC cu thé cua mot NIC riéng 1€.

+ Céc giao thuc

Cac loai truyén thong khéac nhau tdn tai cho cac muc dich khac nhau. Cac kiéu
truyén thong mang khac nhau dugc goi 1a cdc giao thirc. Vé co ban, mot giao thirc 1a
mot phuong thuc 1ién lac da duogc thoa thuan. Trén thuc té, dinh nghia nay chinh xac la
cach tlr ngit giao thire duge st dung trong cach sir dung tiéu chuan, khong dung may
tinh. Moi giao thuc c6 mdt muc dich cu thé va thuong hoat dong trén mat céng nhat

dinh (nhiéu cong hon mot chut). Bang 1-2 liét ké mot s6 giao thirc quan trong nht.


mailto:chuckeasttom@yahoo.com

12

TABLE 1-2 C4c cong va giao thic logic

Giao thirc Muc dich céng

20 & 21 SSH Secure
FTP  (Giao thuc Dé chuyén cac tap tin giira cac Shell. Mot  cach  an
truyén tép) may tinh. toan/duoc ma hoa dé

Puoc sir dung dé diang nhap tur

truyén tep. 22

Sau d6, ban cd thé sir
dung 23 ddu nhic Iénh
hoic trinh bao dé thuc

Telnet xa vao hé théng. hien cic lénh trén he
théng d6. Phd bién V6i
cac guan tri vién mang.

SM'I;P (Giao .?thuc Gii e-mail. o5

truyén thu don gian)

Lénh truy van dia chi IP muc

WholS tidu dé bidt thang tin. 43

DNS (Dich vu tén Dich cac URL thanh dia chi 53

mién) web.

tFTP ~ (Glao  thic )t dang FTP nhanh hon nhung

truyen tep tam 7 % 69

. kém tin cay hon.

thuong)

HTTP .(Giao thic  Hi&n thi cc trang web. 80

truyén siéu van ban)

Giao thirc Muc dich cong

POP3 (Giao thuc Buu ) _

dién Phién ban 3) Truy xuat e-mail. 110

Dung cho nhém tin mang (nhom

NNTP ] (Giao  thic Usenet). Ban c¢6 thé truy cap

truyén tin trc mang) cac nhém nay trén web qua 119
www.google.com
Mot giao thic cli hon cua

NetBIOS Microsoft dé dit tén hé théng 137,138, 139
trén mang cuc bo.

IRC  (Tro  chuyén

chuyén tiép Internet) Phong tro chuyén. 194
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HTTPS (Bao mat giao .
thac truyén siéu van HTTP dugc ma hoa bang SSL

ban) hoac TLS. 443

SMB (Khéi thong bao Dugc st dung bdé1 Microsoft
may chu) Active Directory.

ICMP (Giao thuc thong Day chi don gidn la cac goi

bdo diéu khién chua thong bdo 101, thong béo

Internet) thong tin va thong bao diéu
khién.

445

Khong ¢ cong cu thé

Can luu ¥ rang danh sach nay khong ddy du. Hang trim giao thirc khac ton tai,
nhung bay gid thao luan vé nhitng giao thirc nay s& du. Tét ca cac giao thirc nay 1a mot
phan cia bd giao thirc duge goi 1a TCP/IP (Trans- Mission Control Protocol/Internet
Protocol). Piéu quan trong nhit dé ban nhén ra 1a giao tiép trén mang dién ra thong
qua céc goi tin va cac goi tin d6 dugc truyén theo cac giao thirc nhat dinh, tiry thudc
vao loai hinh giao tiép dang dién ra. Ban c6 thé ty hoi cong 1a gi. Dung nhdm lan loai
cong nay véi cac két ndi & mat sau may tinh ctia ban, chiang han nhu cong ndi tiép
hodc cong song song[2]. Mot cong trong thuat ngir mang 13 mot tay cam, mot diém két
ndi. N6 1a mot ky hi¢u s6 cho mot con duong lién lac cu thé. Tat ca giao tiép mang, bat
ké cong dugc st dung, di vao may tinh cua ban thong qua két ndi trén NIC cua ban.
Ban c6 thé coi mét cong 1a mot kénh trén TV ctia minh. Ban c6 thé c6 mot day cap vao
TV nhung ban cé thé xem nhiéu kénh. Ban c6 mot cap di vao may tinh ctia minh,

nhung ban c6 thé giao tiép trén nhiéu cong khac nhau.

Vi vdy, buc tranh ma chung ta da vé cho dén nay vé mang 13 mot trong nhiing
may moc duoc két ndi voi nhau qua cap va c6 18 véi cac trung tam/bd chuyén mach/bd
dinh tuyén. Mang truyén thong tin nhi phan trong cic géi st dung cac giao thirc va
céng nhat dinh. Pay 1a mot birc tranh chinh xac vé truyén thong mang, mac du la mot

btrc tranh don gidn.

+ Cac tién ich mang co ban

Bay gid ban di biét dia chi IP va URL 1a gi, ban can phai lam quen véi mot sb
tién ich mang co ban. Ban co thé thuc thi mot sb tién ich mang tur dau nhéc 1énh
(Windows) hodc tir trinh bao (Unix/Linux). Nhiéu nguoi doc dd quen thudc voi

Windows, vi vdy cudc thao luan ctia van ban sé tap trung vao céach thuc thi cac 1énh va
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thao luan chung tir géc do dau nhic 1énh cua Windows. Tuy nhién, can phai nhin
manh rang nhitng tién ich nay c6 sin trong tat ca cac hé diéu hanh. Phan nay bao gdm
cAc tién ich can thiét hodc phé bién.
+ ipconfig

Diéu ddu tién ban mudn 1am 13 ldy thong tin v& hé thdng cua riéng ban. Dé hoan
thanh nhiém vu tim kiém su that nay, ban phai nhan dugc mdt d4u nhic lénh. Trong
Windows, ban thuc hién viéc nay bﬁng cach di t6i menu Bét dau, chon Tt ca chuong
trinh, sau d6 chon Phy kién. Ban ciing c¢6 thé vao Start, Run va gd cmd dé nhan dau
nhic 1énh. Trong Windows 10, ban truy cap Tim kiém va nhap cmd. By gid ban ¢6
thé nhap ipconfig. (Ban c6 thé nhap cing mot 1énh trong Unix hodc Linux bang cach
nhap ifconfig tir shell.) Sau khi nhap ipconfig (ifconfig trong Linux), ban s& thay mot
cai gi d6 giéng nhu Hinh 1-1.

B Administrator: CAWindows\system3Z\cmd.exe =RICE" X

C:\Users\chuck>ipconfig

lWindows IP Configuration

Wireless LAN adapter Wireless Network Connection 2:

Media State : Media disconnected
Connect ion-specific DNS Suffix .

lireless LAN adapter Wireless Network Connection:

. : gateway.Zwire,
6 Address 1&80 éd{( c?b4 92:3 9b43x11

Connection- sgecxfxc DNS Suffix
Link-local 1

IPv4 Address
Subnet Mask :
Default Gateway : 192.168.1.254

Ethernet adapter Local Area Connection:

Media State : Media disconnected
Connection-specific DNS Suffix .

Ethernet adapter VirtualBox Host-Only Network:
Connection-specific DNS Suffix . : X
Link-local IPv6 Address : fe80::851e: deca:6578:af54z49
IPv4 Address : 192.168.56.
Subnet Mask : 255,255, 255 .0
Default Gateway g

Tunnel adapter isatap.gateway.Zwire.net:

Media State " : Media disconnected
Connection-specific DNS Suffix . :

Tunnel adapter Reusable ISATAP Interface (15831C80-8547-4DBC-ASE7-160479674F9B):

Media State : Media disconnected

HINH 1-1 Lénh ipconfig

Lénh nay cung cép cho ban mot s6 thong tin vé két ndi cua ban véi mang (hoac
v6i Internet). Quan trong nhét 13 ban tim ra dia chi IP cta chinh minh. Lénh nay cling
co dia chi IP cho céng mac dinh cta ban, 13 két ndi cua Nguoi dung véi thé gio1 bén
ngoai. Chay lénh ipconfig 1a budc dau tién dé xac dinh cau hinh mang hé thdng cua
ban. Hau hét cac 1énh ma vin ban nay dé cap, bao gé)m ipconfig, c6 mat s6 tham sd

hodc co, c6 thé dugc chuyén cho cac 1énh dé 1am cho mdy tinh hoat dong theo mot
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cach nhit dinh. Ban c6 thé tim hiéu c4c 1énh nay 1a gi bang cach nhap 1énh, theo sau la

dau cach, sau d6 nhap dau cham hoi ddu gach ngang: -

Nhu ban c6 thé théy, ban c6 thé st dung mot ) tuy chon dé tim hiéu cac chi tiét
khac nhau vé cu hinh may tinh ctia minh. Phuong thirc duoc str dung phd bién nhét co

18 12 ipconfig/all, duoc hién thi trong Hinh 1-2.

C:\Users\Administrator>ipconfig 7all
HWindows IP Configuration

Host Name

Primary Dns Suffix

Uode Type

P Routing Enabled
HIH: Proxy Enabled

Ethernet adapter Npcap Loopback Adapter:

Connect ion-specific DNS Suffix

Description

Physical Address

UFLP Enabled

Autocon‘xQuratxon Enabled es _

Link-local IPv6 .ddress ¢ e80: : 3lee: 7155: 63bb: c7b8%22(Preferred)
Autoconf tion IPv ~ess. . 1?2'2 99 184(Preferred)

NetBIOS over Tcpip
Ethernet adapter Ethernet 2:

Media State . .

Connect ion-specific DNS S . i flos-router.home

Description ltek PCle gBh Family Controller #2
Physical Address 14-D1-FA-37-99

DHCP Enabled

Autoconf iguration Enabled

Ethernet adapter Ethernet:

GBE Family Controller
-83-84

2: ber f9e9:3ea0: 2ee7:Sad8(Prefe
9:2 ad8%12(Preferred)

HINH 1-2 Lénh ipconfig/all

Ban c6 thé thiy riang tiy chon ndy cung cip cho ban nhiéu thong tin hon. Vi dy:
ipconfig/all cung cip tén may tinh ctia ban, khi may tinh cta ban lay duoc dia chi IP,

V.V.

+ Lénh ping

Mot 1énh khac thudong duge sir dung 13 ping. ping duoc st dung dé giri mot goi
kiém tra, hodc gbi tiéng vong, dén mot may dé tim hiéu xem may c6 thé truy cap duoc
hay khong va mat bao lau dé géi tin dén dugc may. Cong cu chan doan hiru ich nay c6

thé duoc sir dung trong cac ky thuat hack co ban. Hinh 1-3 cho thay 1énh.
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HINH 1-3 Lénh ping

Hinh nay cho ban biét ring mot goi echo 32 byte di dugc giri dén dich va duoc
tra vé. Ttl ¢6 nghia 14 "thoi gian dé séng." Pon vi thoi gian d6 1a bao nhiéu budc trung
gian, hoic budc nhay, goi tin phai di dén dich trude khi tir bo. Hiy nhé rang Internet |2
mot tap doan rong 16n cliia cac mang lién két v6i nhau. G6i cua ban c6 thé s& khong di
thang dén dich cua no. N6 s& phai mat vai budc dé dén d6. Nhu véi ipconfig, ban co
thé nhap ping -? dé tim ra nhiéu cach khac nhau ma ban c6 thé tinh chinh ping cia
minh.

1.2 M6 hinh OSI
M&6 hinh Két néi Hé thong Mo (OSI) md ta cach cac mang giao tiép (xem Bang
1-3). M6 ta cac giao thirc va hoat dong khac nhau va cho biét cac giao thirc va hoat
dong lién quan voi nhau nhu thé nao. M6 hinh nay duoc chia thanh bay 16p[2]. Ban
dau n6 dugc phat trién boi TO chire Tiéu chuan héa Qubc té (ISO) vao nhitng nim
1980.
BANG 1-3 M6 hinh OSI
Lop Mo ta Cac giao thuc
Application Lép nay giao dién truc tiép vai cac ung POP, SMTP,

dung va thuc hién céc dich vu ttng dung DNS, FTP, Telnet
chung cho céc quy trinh ttng dung.

Presentation Lép trinh bay giai téa mdi quan tam cua Telnet, Biéu dién
l6p ¢ng dung lién quan dén su khéc biétct dix  lieu  mang
phap trong biéu dién di liéu trong hé théng (NDR), Giao thuc

ngudi ding cudi. trinh  bay nhe
(LPP)
Session Lép phién cung cip co ché quan Iy cusc NetBIOS

dbi thoai giira cac quy trinh wng dung cua
ngudi ding cudi.

Transport Lép nay cung cap kha ning kiém soat giao TCP, UDP
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tiép dau cudi.
Network Lép nay dinh tuyén thong tin trong mang. 1P, ARP, ICMP

Data link Lép nay mo ta to chac hop Iy cua cac bit SLIP, PPP
dir liéu duoc truyén trén mot phuong tién
cu thé. Lop lien két dir lieu duoc chia
thanh hai 16p con: 16p Diéu khién truy cap
phuong tién (MAC) va I6p Diéu khién lién
két Idgic (LLC).

Physical Lop nay mo ta C'fic dac tinh vat ly cua cac |EEE 1394, DSL,
phuong tién truyén thong khac nhau, cing ISDN
nhu cac dic tinhw dién va dién giai cac tin
hiéu duoc trao (ziéi. NOi cach khéc, lop vat
ly Ia NIC thuc té, cap Ethernet, v.v.

Nhiéu sinh vién mang ghi nhé mé hinh nay. it nhat 12 ghi nhé tén ciia bay 16p va
hiéu co ban nhing gi chung lam 13 tot. Tr goc d6 bao mat, ban cang hiéu nhiéu vé
truyén thong mang, thi kha ning phong thu ciia ban cang tinh vi hon. Piéu quan trong
nhat dé ban hiéu 1a m6 hinh nay mé td mot hé thdng phan cap cia giao tiép. Mot 16p
chi giao tiép voi 16p ngay trén nd hodc bén dudi né.

Piéu nay cé y nghia gi ddi véi an ninh mang?

Lu4n vin nay dé cip dén van dé bao mat tir nhidu goc do, nhung cudi cung chi c6
ba dia diém ton tai dé tdn cong va do do ba dia diém bao mat (luu ¥ day khong phai 1a
vé cac vecto tin cong, trong s6 d6 c6 rt nhiéu):
= Ban than dir liéu: Sau khi dit liéu roi khoi mang , cac goi rat d& bi danh chin va
tham chi bj thay doi. Phan sau cua cubn sach nay, trong qué trinh thao luan vé ma hoa
va mang riéng 4o, chiing ta s& hoc cach bao mat dix liéu nay. Dit liéu ciing c6 thé bi tan
cong khi dugc luu trir trén may tinh.
= Cac diém két ndi mang: Cho du d6 1a bd dinh tuyén hay tuong hira, bat ky noi nao
ma may tinh nay két ndi véi may tinh khac déu 1a noi c6 thé bi tin cong va phai duoc
bao vé. Khi xem xét tinh bao mat caa hé thdng, trudc tién ching ta nén xem xét cac
diém két néi.
= Con ngudi: Con nguoi ludn tiém 4n nguy co an ninh. C6 thé do thiéu hiéu biét, co
¥ d6 xau hozc do 16i don gian, moi ngudi trén hé thong c6 thé xam pham tinh bao mat

cua hé théng.
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Khi ban tiép tuc cubn sach nay, dimg quén muc dich co ban, d6 13 bao mat cac mang
va dit liéu chiing luu trit va truyén.
1.3 Panh gia cac mdi de doa co thé xay ra ddi véi mang

Trude khi c6 thé kham phéa chu dé bao mat may tinh, trudce tién phai hinh thanh
mot danh gid thuc té vé cac méi de doa ddi v6i cac hé thong do. Tir khoa 1 thiee té. RG
rang ngudi ta co thé hinh dung ra mot sé nguy hiém tiém 4n rat phuc tap va k¥ thuat
cao. Tuy nhién, 1a mdt chuyén gia an ninh mang, ban phai tip trung su chil y va ngudn
luc ctia minh - vao nhiing nguy co c6 thé xay ra. Trude khi di sau vao cac mdi de doa
cu thé, hdy cung tim hiéu vé kha ning xay ra cic cudc tan cong, thudc bat ky loai nio,

trén hé thong[2] .

Vé van dé nay, duong nhu c6 hai thai d§ cuc doan dbi voi bao mat may tinh.
Quan diém dau tién cho réng c6 rat it moi nguy hiém hodc mdi de doa thuc sy ton tai
d6i voi hé thdng may tinh va phan 16n tin tirc tidu cuc chi don gian 1 sy phan anh cia
su hoang loan khong chinh dang. Nhitng ngudi c6 thai d6 nay thuong nghi rang chi
thuc hién cac bién phap phong ngira bao mat t6i thiéu sé dam bao an toan cho hé thong
ctia ho. That khong may, mot s6 ngudi ¢ céc vi tri ra quyét dinh lai giit quan diém nay.
Tam 1y phd bién cua nhitng nguoi nay 13, "Néu may tinh/t chic cta chung t6i chua bi

tan cong cho dén nay, chung t61 phai dugc bao mat."
+ Phan loai cac moi de doa

Mang cta ban chic chéan phai ddi mat véi cac moi de doa bao mat thuc sy va
nhimg mbi de doa nay co thé tu biéu hién dudi nhiéu hinh thirc khac nhau. C6 nhiéu
cach khac nhau ma ngudi ta c6 thé chon dé phan loai cac méi de doa khac nhau d6i
vo1 hé théng ctia ban. Ban ¢6 thé chon phan loai chung theo thiét hai gy ra, muc do
k¥ ning can thiét dé thuc hién cudc tin cong, hodc tham chi c6 thé theo dong co dang
sau cudc tin cong. Vi muc dich ctiia minh, chung t6i phan loai cac cudc tn cong bang
nhing gi ching thyc su lam. Dya trén triét Iy do, hau hét cic cudc tan cong c6 thé
duogc phan loai thanh mét trong ba 16p rong:

= Xam nhap
- Chgm ‘
= Phan mém doc hai

Hinh 1-6 cho thay ba loai. Danh muc xdm nhdp bao gém cac cudc tan cong



19

nhim vi pham bao mat va truy cap trai phép vao hé théng. Nhom tin coéng ndy bao
gdém bat ky nd luc ndo nhim dat duwoc quyén truy cap trai phép vao hé thong. Pay
thuong 14 nhitng gi tin tic lam. Loai tdn cong thir hai, ngin chin, bao gdm céc cudc
tan cong duoc thiét ké dé ngin chin truy cip hop phap vao hé théng. Cac cudc tin
cong chin thudng duoc goi 14 tan cong tir chdi dich vu (hodc don gian 12 DoS). Trong
nhirng kiéu tAn cong nay, muc dich khong phai 1a thuc sy xAm nhép vao hé thong cua

ban ma chi don gian 12 chin ngudi dung hop phép co dugc quyén truy cép.
+ Tir chéi dich vu

Loai tn cong thtr ba 1a ngan chan cac cudc tan cong, mot vi du la tan cong tu
chdi dich vu (DoS). Trong cudc tin cong ndy, ké tan cong khong thuc su truy cap vao
hé théng ma chi don gian 1a chin quyén truy cap vao hé thong tir nhitng ngudi dung
hop phap. Theo 15i ciia Trung tdm diéu phéi CERT (Nhom tng ciru khan cip may
tinh) (nhém Ung pho sy cd bao mat may tinh dau tién), “Mot cudc tan cong 'tu choi
dich vu' duogc dic trung boi mot nd luc rd rang cia nhitng ké tan cong nham ngan chan
nhirng nguoi dung hop phap ciia mét dich vu béng cach st dung dich vu do. ” Mot
phuong phap chin thuong duge sir dung 1a 1am ngap hé thong duoc nham muyc tiéu véi
rat nhiéu yéu cau két ndi sai dén mirc né6 khong thé phan hdi cac yéu cau hop phép.
DoS 1a mot phuong thire tAn cong cuc ky phd bién, chi dimg sau phan mém doc hai.
1.4 Chon Phuwong phap Tiép can An ninh Mang

Céc t6 chic co thé chon tir mot s6 cach tiép can d6i véi an ninh mang. Mot
cach tiép can hodc mé hinh cu thé s& anh hudng dén tit ca cac quyét dinh bao mat tiép
theo va thiét 1ap 4m thanh cho co s& ha tang an ninh mang cta toan to chtrc. Cac mod
hinh an ninh mang co6 thé duoc phan loai theo pham vi cua cac bién phap bdo mat
dugc thyc hién (ngoai vi, phan 16p) hodc mirc do chii dong ciia hé théng[2].

+ Phwong phap tiép can bao mat ngoai vi

Trong cach tiép can bao mat theo chu vi, phan 16n cac nd lyc bao mat déu tap
trung vao chu vi ciia mang. Trong tim nay c6 thé bao gém tuong lira, may chu proxy,
chinh sach mat khau va bét ky cong nghé hoic quy trinh nao khién kha ning truy cap
trai phép vao mang it xay ra hon. it hodc khong co nd luc nao duoce thue hién dé bao

mat cac hé thong trong mang. Trong céach tiép can nay, vanh dai dugc bao dam, nhung
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cac hé théng khac nhau trong vanh dai d6 thuong dé bi ton thuong.

Céch tiép can chu vi ndy rd rang 1 thiéu sot. Vay tai sao mot s6 cong ty lai sir
dung n6? Mot t6 chirc nhé co thé sir dung cach tiép can chu vi néu ho gap kho khan vé
ngan sach hodc quan tri vién mang thiéu kinh nghiém. Phuong phép ndy c6 thé phu
hop véi cac td chirc nho khong luu trit dit liéu nhay cam, nhung né hiém khi hoat dong
trong moi truong cong ty 16n hon.

1.5 Két luan chwong

Céac mdi de doa dbi voi mang ngay cang ting. Chung toi dang thay su gia ting vé
s6 lugng cac cude tan cong hack va vi rdt, cling nhu cac hinh thire tin cong khac. Mbi
nguy ngay cang gia ting ndy cung véi ap luc phap 1y ngay cang ting (ching han nhu
HIPAA va SOX) va cac quan tri vién mang c6 nhu cu ngdy cang cao vé an ninh
mang.

Chuong nay da gi6i thiéu cho ban cac khai niém co ban vé an ninh mang, cac
16p nguy hiém chung va thuat ngit bio mat co ban. Cac chuong tiép theo sé& trinh bay

chi tiét vé thong tin nay.
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CHUONG 2 TAN CONG MANG
Muc tiéu cua churong

= M0 ta céc cudc tin cong mang phd bién nhat, bao gom tan cong Session, tan cong Vi
rat, phan mém ma doc Trojan, tir choi dich vu va tran bo dém.

- Giai thich céach thuc hién cac cudc tn cong nay.

= Xéc dinh cac bién phéap phong thu co ban chdng lai cac cudc tan cong do.
= CAu hinh hé thdng dé ngin chin céc cudc tan cong tir chéi dich vu.

= Cau hinh mot hé théng dé bao vé chéng lai cac cudc tan cong.

= binh cau hinh hé théng dé bao vé khoi cac cudc tan cong tran bo dém.
2.1 Gigi thi¢u

Chuong 1, “Gi61i thi¢u vé An ninh mang”, da gidi thi€u mot s6 moi nguy hiém
chung d6i voi hé théng may tinh va cung cap tong quan vé an ninh mang. Chuong nay
xem xét cac loai tan cong cu thé k§ hon nhiéu. Phan tich céch cac hé thong bi tdn cong
phé) bién nhat. Dic biét s& chl y dén cudc tan cong tu chéi dich vu (DoS). Mbi de doa
nay 1a mot trong nhitng phuwong thic tin cong phé bién nhat trén Internet, vi vay hiéu
cach thuc hoat dong va cach bao vé hé théng chéng lai chung la diéu can than trong
d6i voi cac quan tri vién.

Chuong nay ciing md ta cac cudc tdn cong bang vi rut, cude tdn cong bang phan
mém mi doc Trojan va mot sé phuong phap tan cong it phd bién hon, chang han nhu
tan cong Session va dao duong ham. Trong bao mat thong tin, cau ngan ngir cd "kién
thire 1a sitc manh" khong chi 1a 16i khuyén tt ma con 1a tién dé dé xay dung toan bo
trién vong bao mat.

+ Hiéu cac cudc tan cong tir chdi dich vu

Loai tan cong dau tién can kiém tra 1a tir chdi dich vu (DoS). Nhic lai tur
Chuong 1 ring tin cong tir chdi dich vu 13 bat ky cudc tin cong nao nhim muc dich
tudc quyén st dung hé thdng muyc tiéu cua ngudi dung hop phéap. Loai tan cong nay
khong thue sy ¢b ging xAm nhip vao hé théng hoic 1y thong tin nhay cam. N6 chi
nham muyc dich ngan nguoi ding hop phép truy cap vao mot hé théng nhat dinh. Kiéu
tan cong nay 1a mot trong nhitng kiéu tan cong phd bién nhat. Nhiéu chuyén gia cho

rang n6 qua pho bién vi hau hét cac hinh thirc tin cong tir chdi dich vu déu kha dé thuc
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hién. Su d& dang ma cac cudc tdn cong nay c6 thé duoc thyc hién c6 nghia 13 ngay ca
nhing ké tin cong véi k¥ nang ky thuat t6i thiéu thuong c6 thé thyuc hién thanh cong

viéc tur choi dich vu.

Khai niém co ban cua cudc tin cong tu chdi dich vu dya trén thuc té 1a bat ky
thiét bj nao cling c6 gidi han hoat dong. Thuc té nay ap dung cho tat ca céc thiét bi,
khong chi hé théng may tinh. Vi du, cac cdy cau duoc thiét ké dé giir trong luong &
mot gidi han nhat dinh, may bay ¢ gi6i han vé khoang cach ching c6 thé di chuyén
ma khong can tiép nhién liéu, va 6 to chi co thé ting tbc dén mot diém nhat dinh. Tht
ca cac thiét bi khac nhau nay déu c6 chung mot dic diém: Ching c6 nhiing gidi han vé
nang luc thuc hién céng viéc. May tinh khong khac gi nhitng may nay, hodc bat ky
may nao khac; chung ciing c6 gi6i han. Bat ky hé thong may tinh, may chu web hoic

mang nao ciing chi ¢6 thé xtr Iy mot tai hiru han[2].

Céch xac dinh khéi luong cong viée (va cac gidi han cua nd) khac nhau giita
cic may ndy véi may khac. Khéi luong cong viéc cho mot hé thong may tinh c6 thé
duge xac dinh theo mot sé cach khac nhau, bao gém theo sb lugng ngudi dung phd
bién, kich thudc tép, tbc do truyén dir liéu hodc lugng dir licu dugc luu trit. Vuot qua
bat ky giéi han nao trong s nay sé khién hé théng ngiing phan hoi. Vi du: néu ban ¢
thé 1am ngap mot may chi web v6i nhiéu yéu cau hon muc né cé thé xir Iy, nod sé& bi
qua tai va khong con c6 thé phan hoi cac yéu cau khac nita. Thuc té ndy 1am nén tang
cho cudc tdn cong DoS. Chi can 1am qua tai hé théng véi cac yéu cau va né s& khong
con ¢6 thé phan hoi nhitng nguoi ding hop phap dang cb ging truy cap vao may chu

web.

+ DoS in Action

Khai niém vé mot cude tin cong tu chdi dich vu rit don gian; tuy nhién, hau hét
cac nguyén tic s& dé nim bét hon néu ngudi ta co thé xem mot vi du cu thé. Trong
truong hop nay, ban can mot cach an toan dé mo phong mét cudce tan cong DoS trong
moi truong 16p hoc hodc phong thi nghi€ém. Mot cach don gian dé minh hoa mét cudc
tan cong DoS, dac biét 1a trong bdi canh 16p hoc, lién quan dén viéc sur dung 1énh ping
cing véi mot sd tham sb nhat dinh. (Nhé lai rang gd ping/h hodc ping/? S& hién thi

cho ban tat ca cac tiy chon cho 1énh ping.) Budc dau tién 1a khoi dong dich vu may
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chu web chay trén may tinh s€ duogc st dung lam muc tiéu cho cudc tAn cong nay. Ban
c6 thé sir dung bat ky hé thong hoat dong nido va bat ky may chi web nao ban thich
(ching han nhu Microsoft Internet Information Services hoic Apache HTTP Server).
Apache 13 ban tai xudng mién phi tir www.apache.org. Microsoft Windows 10 di kém
v6i Dich vu Thong tin Internet, vi vay ban s€ khong gap kho khan gi khi tim mot may
chu web dé cai dit va chay[3]. Pdi v6i muc dich ciia phong thi nghiém nay, ban muén
stt dung c6 muc dich mdy cong sudt thip. Mot chiéc may cii hon, c6 1& 13 mot chiée
may tinh xach tay cii hon, s& 13 1y tudng. Ban mudn chon mot may s& d& bi qua tai. Vé
ban chéat, ban dang tim kiém diéu hoan toan nguoc lai voi nhitng gi ban tim kiém khi

thiét 1ap mdt may chu web thuc.

Thiét 1ap mot may chu web thuc su kha don gian. Vi Apache c6 san dudi dang

ban tai xuéng mién phi cho ca Linux va Windows (www.apache.org ), chlng ta hay

kiém tra n6. Lam theo cac budc sau dé cai dit va cdu hinh Apache trén hé thong cua
ban.
Cai dat cho Windows

1 Tai xubng Apache cho Windows tir www.apache.org .

2 Timtrong C: \ Program Files \ Apache Group \ Apache2 \ conf dé tim tép
httpd.conf va m¢ né.

3. bat ServerName = localhost.

4. Luu tép.

5. Tur dau nhac lénh, g httpd start.

Bay gio ban c6 thé mé trinh duyét va xem trang web Apache mic dinh.
Cai dat cho Linux

1 Tai xudng Apache cho Linux (hozc trong nhiéu ban phan phdi Linux, ban c6 thé
chi can thém g6i méay chi web Apache) tir www.apache.org .

2. Tim tép httpd.conf trong / etc / httpd / conf. Khi ban tim thay né, hdy nhap chuot
phai vao n6 va mé né bang trinh soan thao vin ban.

3. Dbat ServerName = localhost.
4. Luu tép.

5. Tu mot shell, gb /etc/init.d/httpd start. My chu s€ khaoi dong va ban nhan dugc
thdng bao OK.


http://www.apache.org/
http://www.apache.org/
http://www.apache.org/
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6. Mo trinh duyét caa ban va truy cap http: // localhost /.

Ban s& thiy trang web mic dinh cta Apache.

Khi ban d3 sin sang dit may chu ciua minh hoat dong (c6 thé truy cap dugc tir

cac PC khac), trong tép /etc/httpd/conf/httpd.conf, hdy thay d6i cac cai dit sau:

Néu ban dang sur dung cac phién ban May chu Windows 7 hodc 2008 hodc 2012, ban
cling c6 thé chon sir dung Dich vu Thong tin Internet cia Microsoft 1am may chu web

cua minh.

Ban thuc hién cudc tin cong thuc sy bang 1énh ping. Néu ban khong nhé cach
sit dung 1énh ping, ban nén luu ¥ rang viéc nhap ping/h tai ddu nhac 1énh sé& hién thi
tat ca cac tiiy chon cho 1énh ping. Céc tiy chon dé str dung trong bai tp nay 1a -w va -
t. Tty chon -w X&c dinh bao nhiéu mili gidy tién ich ping s& doi phan hoi tir myc tiéu.
Trong truong hop nay, hay dat tuy chon do6 thanh -0, vi vay né khong cho doi gi ca.
Tuy chon -t huéng dan tién ich ping tiép tuc giri cac goi cho dén khi duge yéu cau
dimg mot cach rd rang[3]. Mot tiy chon b sung, tily chon -1, cho phép nguoi dung
thay doi kich thudc cta goéi ma ban co thé giri. Hiy nhé rang mot goéi TCP chi ¢6 thé
c6 kich thudc hiru han, vi vy ban s& dat cac goi ndy gan nhu 16n nhat ma ban co thé
gui.

Tai ddu nhac 1énh trong Windows 10 (d6 1a trinh bao trong Unix / Linux), nhap ping
<dja chi ciia mdy dich & ddy> -1 65000 -w 0 -t. Phan hoi ctia may phai tuong tu nhu
phan héi trong Hinh 2-1. Luu ¥ rang trong hinh, toi dang ping dia chi loopback cho
may cua chinh t6i. Ban s& mudn thay thé dia chi cia mdy ma ban dang chay may chu

web.

\/Command Prompt - ping 127.0.0.1 -1 65000 -w 0 -t

IC:\Oping 127.0.0.1 -1 65808 -v B -t
with 65888 bytes of
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HINH 2-1 Ping tir ddu nhic lénh

Piéu gi dang xay ra khi chudi ping ndy dang duoc thuc thi 1a mot may duy nhat
nay lién tuc ping dén may muc tiéu. Tai thoi diém nay, viéc chi c6 mot may trong 16p
hoc hodc phong thi nghiém ping trén may cha web s& khong anh huong xau dén may
chu web. Diéu nay 1a do mirc luu lvong d6 nam trong kha ning ctia may chi web muc
tiéu. Tuy nhién, sau khi khién cac may khac ping may chu theo cach tuong ty, ban s&
bat ddu danh thué dung lugng ctia may muc tiéu. Néu ban c6 du sé may ping dén muc
tidu, cudi ciing ban s& dat dén ngudng ma may muc tiéu s& nglng phan hdi cac yéu cu
va ban s& khong thé truy cép trang web dugc nita. S6 lugng may sé can dé dat dén
ngudng nay tly thudc vao may chit web ban dang sir dung. Tac gia nay di tién hanh
thi nghiém cuy thé nay trong cic 16p hoc. Trong nhimng tinh hudng d6, may chu web
Apache dang dugc chay trén may tinh xach tay Pentium III chay Windows 7, chi véi 1
gigabyte. Trong truong hop do, chi can khoang 25 may dong thoi ping dé lam cho may
cht web ngimg phan hdi c4c yéu cau hop phap. Ngay ca khi thir nghiém nay khong

lam héng may, it nhat n6 sé khién n6 phan hoi cham hon.

DDoS dang tr¢ nén phé bién hon; trén thuc t&, né hién 13 kiéu tin cong DoS phé
bién nhat. Hau hét cac vi dy trong thé gidi thuc ma chiing ta s& xem xét & phan sau clia
chuong ndy 1a cac cudc tin cong DDoS. Hai 1y do ma hinh thtrc tAn cong tir chdi dich
vu nay dang tré nén pho bién hon bao gom:
= Qua tai mot hé théng muc tiéu s& dé thuc hién hon néu ban c6 nhiéu hon mét may
dang tan cdng nd. Véi cac may chu méi hon c6 kha nang xtr ly khéi lwong cdng viéc
cao hon nhiéu, viéc thuc hién mot cudc tan céng DoS chi tir mot may tré nén kho khian
hon.
= N6 cho phép ké tan cong thuc hién cudc tan cong tir may cua nguoi khéac, do d6 bao
vé tinh an danh cua anh ta. Viéc khai dong mét cudc tan cong tir chinh may caa mot
ngudi ¢d thé gap rai ro vi mdi géi tin déu ¢ kha ning bi truy ngugc vé ngudn cua no.
Diéu niy c6 nghia 12 gan nhu chic chan bi bat béi cac co quan chirc nang.

Khai niém co ban dang sau mot cudc tan cong DoS rat don gian. Van dé thuc sy ddi
v6i ké tin cong 13 tranh bi bat. Phan tiép theo xem xét mot s6 kiéu tan cong DoS cuy thé

va xem x¢€t cac nghién ctru dién hinh cu thé.
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+ Bao vé bang Cac khdi vi moé (Micro Block)

Céc khdi vi md tim céch tranh SYN Lut bang cach thay doi cach may chi phan
bd bo nhé cho bat ky yéu cau két ndi nhit dinh nao. Thay vi cAp phat mot ddi twong
két ndi hoan chinh, may chu dugc thay d6i dé né chi cip phat mot ban ghi vi md. Cac
trién khai méi hon cua k¥ thuat nay phan bo it nhét 1 16 byte cho dbi twong SYN dén.
Céc chi tiét cu thé vé cach thiét 1ap cac khdi vi mo 1a danh riéng cho mot hé diéu hanh
nhat dinh[4]. Pay 1a mot k¥ thuat it phd bién hon. Nhiéu quan tri vién mang tham chi
khong nhan thic dugc kha nang nay.

+ Tan cong Smurf

Cudc tin cong Smurf 13 mot kiéu tdn cong DoS phd bién. N6 dugc dit tén theo
ng dung lan dau tién duoc sir dung dé thuc hién cudc tan cong ndy. ach tan cong nay
vira thong minh vira don gian. Khé khin 16n nhat 1 bat dau cac géi trén mang dich.
Diéu nay c6 thé dugc thuc hién thong qua mot sé phan mém nhu vi-rit hodc phan

mém mi doc Trojan s& bat dau guri cac gbi tin. Hinh 2-4 minh hoa cudc tan cong nay.

DENIAL OF SERVICE ATTACK

. AN .
= . ‘ TARGET SERVER
o~ BN \ -

ATTACKER

ZOMBIES

HINH 2-2 Cudc tan cong Smurf
Cudc tan cong cua Smurf 1a mot vi du vé su sdng tao ma mot s6 bén doc hai c6
thé st dung. D6i khi n6 duogc coi 1a twong duong k¥ thuit s cta qua trinh sinh hoc
trong bénh r6i loan tu mién dich. V&i nhitng r6i loan nhu vay, hé théng mién dich s&
tan cong chinh co thé ctia bénh nhan. Trong mot cude tin cdng Smurf, mang thuc hién

mot cude tan cong DoS trén mot trong cac hé théng cta chinh né. Su thong minh cua
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phuong phép nay cho thay 1y do tai sao diéu quan trong 14 ban phai cb ging lam viéc
mot cach sang tao va co tu duy cau tién néu ban chiu trach nhiém vé bao mat hé théng
trong mang ctiia minh. Thi pham cta cac cudc tin cong may tinh 1a nhimg ngudi sang
tao, lién tuc phat trién cac ky thuat méi. Néu cach phong thu cia ban kém sang tao va
khon khéo hon so véi hanh vi tn cong cua ké tin cong, thi viéc hé thong cua ban bi
xam pham chi la van dé thoi gian. Ban c6 thé bao vé khoi cudc tin cong cua Smurf
theo hai cach:

= Phuong phap truc tiép nhat la cau hinh tat ca cac bo dinh tuyén caa ban dé ching
khdng chuyén tiép bat ky goi tin quang ba truc tiép ndo. Cac goi tin nay 1a nén tang
ctia cudc tin céng Smurf, va néu cac bo dinh tuyén khong chuyén tiép ching, thi cudc
tan cong duoc chta trong mot mang con[4].

= Céch tiép can thu hai duoc dé cap siu hon & phan sau ciia chuong nay. Bai vi cudc
tan c¢éng Smurf duoc khai chay tir phan mém dugc phan phdi théng qua méot phan
mém ma doc Trojan, viéc ngan chin viéc phan phéi ban dau dé s& ngin chin cudc tan
cdng[5]. Cac chinh sach cdm nhan vién tai xuéng tng dung va bao vé hé thdng bang
may quét vi rit phi hop c6 thé di mot chang duong dai dé bao vé hé théng khoi phan

mém ma doc Trojan, va do d6 1a cudc tan céng cua Smurf.

St dung mdy chu proxy ciing 1a diéu bat budc. May chu proxy c6 thé an dia chi
IP ndi bd cta mdy tinh cua ban, diéu nay giup hé théng cta ban it bi tin cong hon rat
nhiéu trudc cudc tin cong ciia Smurf, kham pha chi tiét cac may cha proxy va tudng

Itra, mot cong cu quan trong khac.

+ Tir choi dich vu phan anh phan tan

Nhu d3 néu trude day, cac cude tan cong tir chdi dich vu phan tan dang tré nén
phé bién hon. Hau hét cac cudc tan cong nhu vay dua vao viéc co6 dugc nhiéu may
khac nhau (may chu hodc may tram) dé tan cong muc tiéu. Tl chdi dich vu phan anh
phan tan (DRDo0S) 1a mot kiéu tdn céng DoS dic biét. Nhu vé6i tat ca cac cude tin
cong nhu vay, né dugc thuc hién béng cach hacker c6 duge mot sd may dé tan cong
muc tiéu da chon. Tuy nhién, cudc tan cong nay hoat dong hoi khac so véi cac cude
tan cong DoS khéc. Thay vi khién may tinh tin cong muc tiéu, phuong phap nay danh

Itra cac b dinh tuyén Internet tan cong muc ti€u.
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Mot 1y do khién céc cudc tan cong DoS ngdy cang tré nén pho bién 1a do mot s6
cong cu co san dé thuc hién cac cudc tin cong DoS. Céc cbng cu nay cb san rong rii
trén Internet va trong hau hét cac trudng hop déu duoc tai xudng mién phi. Diéu nay
c6 nghia 13 bit ky quan trj vién thin trong nao ciing nén biét vé chung. Ngoai viéc sir
dung rd rang chiing nhu mot cong cu tdn cong, chung ciing c¢6 thé hiru ich dé kiém tra
cac bién phap bao mat chéng DoS[5].

+ T4n cong Low Orbit lon Cannon (LOIC)

Pay c6 18 12 cong cu ndi tiéng nhat, va chic chan 13 mot trong nhimg cong cu

DoS don gian nhat & bat cir ddu. Mot tim kiém don gian trén Internet s& hién thi cho

ban nhiéu trang web ma ban c6 thé tai xudng LOIC tir do.

Trude tién, ban dat URL hoac dia chi IP vao hop dich. Sau dé nhép vao nut
Lock On. Ban c6 thé thay di cai dat lién quan dén phuong phap ban chon, téc do, bao
nhiéu ludng va co doi tra 1oi hay khong. Sau d6, chi can nhap vao nut IMMA

CHARGIN MAH LAZER va cudc tan cong dang duoc tién hanh.

IMMA CHARGIN MAH LAZER

o lamn

HINH 2-3 LOIC
+ Bao vé chdng lai cac cudc tan cong DoS
Khong c6 céch nao dam bao ton tai dé ngdn chin tat ca cac cudc tin cong DoS,
cling nhu khong ¢ cach nao dam bao ton tai dé ngin chin bat ky nd luc hack hoic
mot cudc tin cong mang nao. Tuy nhién, ban co thé thuc hién cac bude dé giam thiéu
nguy hiém. Phan nay xem xét mot s budc ma quan tri vién co thé thuc hién dé lam
cho hé théng cua ho it bi tin cong DoS hon ngoai viée str dung cac cookie SYN va

RST da duoc thao luan trude do.
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Mot trong nhimng diéu dau tién can xem xét 1a cach thire thuc hién cac cudc tan cong
nay. Ching co thé duoc thyc thi thong qua cac goi ICMP duge sir dung dé gui thong
bao 13i trén Internet hodc duoc guri boi cac tién ich ping va theo ddi. Pon gian chi can
cAu hinh tudng lira ctia ban dé tir chdi cac goi ICMP tir bén ngoai mang ciia ban s& 12
mot budc quan trong trong viéc bao v¢é mang cua ban khoi cac cudc tan cong DoS. Vi
cac cudc tAn cong DoS / DDoS c6 thé duoc thuc hién théng qua nhiéu giao thirc khac
nhau, ban ciing ¢6 thé dinh cdu hinh tudng ltra cia minh dé khong cho phép bat ky luu
lwong nao dén, bt ké né xay ra trén giao thirc hodc cong ndo. Pay co vé 1a mot budce

cap tién, nhung no6 chac chan 1a mgt budc an toan.

Néu mang cua ban du 16n dé c6 cac bo dinh tuyén ndi b, thi ban c6 thé dinh
ciu hinh cac bo dinh tuyén d6 dé khoéng cho phép bat ky luu lwong nao khong bat
ngudn tir mang cua ban. Theo cach do, néu cac gbi vuot qua dugc tuong lira clia ban,
chung s& khong duoc truyén khip mang. Boi vi tit ca cac gbi TCP déu co dia chi IP
ngudn, viée xac dinh xem mot goi c¢6 ngudn gde trong mang hay tir bén ngoai mang
khong kho. Mot kha nang khac 1a vo hiéu hoa cac chuong trinh phat song IP dugc dinh
hudng trén tit ca cac bo dinh tuyén. Pidu nay ngian khong cho bd dinh tuyén gui cac
g6i quang ba dén tit ca cic may trong mang, do d6 ngin chin nhiéu cudc tin cong

DoS.

Vi nhiéu cudc tan cong DoS phén tan phu thudc vao viéc cac may tinh “khong
chu ¥’ duoc st dung lam diém khai chay, mot cach dé gidm cac cudc tan cong nhu
vy 1a bao vé may tinh cua ban chdng lai cic cudc tin cong cta vi-rit / sdu va phan
mém mi doc Trojan. Bao v¢ chéng lai nhitng cudc tan cong nay s€& dugc thio luan &
phan sau cta chuong nay, nhung hién tai ba diém quan trong can nhd 1a:
= Ludn st dung phan mém quét vi-rt va cap nhat phan mém nay.
= Ludn cap nhat cac ban véa hé diéu hanh va phan mém.
= C06 chinh sach to chirc quy dinh rang nhan vién khong thé tai bat cir thir gi xudng
may cua ho trir khi nhan vién CNTT da xo6a ndi dung tai xuéng.

Khéng c6 bude nao trong sé nhitng bude nay sé gitp mang cua ban hoan toan
an toan khoi trd thanh nan nhan cia mot cudc tan cong DoS hodc 1a diém khoi dong

cho mot cudc tan cong, nhung chung s& gitip giam kha ning x4y ra mot trong hai budc



30

ndy. Mot ngudn tdt cho cha d& nay 1a trang web cua Vién SANS tai
www.sans.org/dosstep/. Trang web nay c6 nhiéu meo hay vé viéc ngin chin cic cudc

tan cong DoS.

+ B4o vé chong lai cac cugc tan cong tran by dém

Céc cudc tin cong bang virus, DoS va Phan mém ma doc Trojan c6 1& 13 nhitng
cach phd bién nhit dé tan cong hé théng, nhung chiing khong phai 1a nhitng phuong
phép tin coéng duy nhét hién c6. Mot cach khac dé tdn cong hé thdng duoc goi 1a tin
cong tran by dém (hay tran bo dém). Mot sb chuyén gia cho ré‘mg tran by dém xay ra
thuong xuyén, néu khong mudn néi 1a thuong xuyén hon so véi cude tan cong DoS,
nhung diéu nay hién nay it dang hon so véi cach ddy vai nam. Tan cong tran bo dém
dugc thiét ké dé dua nhiéu dit liéu vao bo dém hon so véi bd dém duoc thiét ké dé luu
giit. Tuy nhién, hiy nhd lai rang it nhat mot con sau di s dung tran bo dém dé lay
nhiém cho cic may duoc nham muc tiéu. Diéu ndy c6 nghia 1a mic du mbi de doa nay

c6 thé it hon truéc day, nhung né van 1a mot moi de doa rat thuc té[5].

Bit ky chuong trinh nao giao tiép voi Internet hodc mang riéng déu phai nhan
mét sb dit liéu. Dir lidu nay dugc luu trit, it nhét 13 tam thoi, trong mot khong gian
trong bo nhd duge goi 1a bo dém. Néu 1ap trinh vién da viét ung dung can than, bo
dém sé& cit b6t hodc tir chdi bat ky thong tin nao vuogt qua gidi han bo dém. Véi sb
lugng Gmg dung co6 thé dang chay trén hé théng dich va sb luong bd dém trong mdi
tmg dung, kha ning c6 it nhat mot bo dém khong duoc ghi dang cach 1a du dang ké dé
gy ra bat ky quan tri vién hé thong than trong nao. Mot ngudi c6 k¥ ning lap trinh
vira phai c6 thé viét mot chuong trinh ¢6 muc dich ghi nhiéu dit liéu vao bd dém hon
murc ¢6 thé chira. Vi du: néu bd dém co6 thé chira 1024 byte dit liéu va ban ¢ gang lap

day n6 v4i 2048 byte, thi 1024 byte bd sung sau d6 chi duoc tai vao bd nhd.

Néu dir liéu b6 sung thyc sy 1a mot chuong trinh doc hai, thi nd vira dugc tai
vao bd nhd va dang chay trén hé théng dich. Hoac c¢o 1€ thu pham chi mudn 1am ngap
bd nhé cuia may muc tiéu, do d6 ghi dé cac muc khac hién c6 trong bd nhé va khién

ching bi hong. Du bﬁng cach nao, tran bd dém 1a mot cude thn cong rat nghiém trong.

May mén thay, cac cudc tan cong tran bd dém kho thuc hién hon mot chit so vdi DoS

hodc virus tap 1énh MS Outlook don gian. Dé tao ra mot cude tin cong tran bo dém,



31

mot tin tac phai c6 kién thac lam viéc tot vé mot sb ngdn ngilr 1ap trinh (C hodc C ++
thudng duge chon) va hiéu hé diéu hanh/img dung muc tiéu du dé biét liéu n6 c6 diém

yéu vé tran bo dém hay khong va lam thé ndo anh ay c6 thé khai thac diém yéu.

Kha nang bi tAn cong tran bo dém hoan toan phu thudc vao céc 16i phﬁn mém.
Mot chuong trinh dugc viét hoan hao sé khong cho phép tran by dém. Bdi vi sy hoan
hao 1 khong thé, cach phong thi t6t nhat chdng lai cac cudc tan cong tran bo dém 1a
thudng xuyén va phan mém dé cac 16 hong duoc stra chita khi nha cung cap phat hién

ra 15 hong..

+ Bao vé chdng lai xam nhap Session

Mot hinh thirc tin cong khac 1a tn cong Session hodc chiém quyén diéu khién.
Chiém quyén diéu khién phién TCP 1a mot qua trinh ma tin tic chiém quyén diéu
khién phién TCP giita hai may. Bdi vi x4c thuc thudng chi duge thuc hién khi bat dau
phién TCP, diéu ndy cho phép hacker xdm nhdp vao ludng giao tiép va kiém soat
phién. Vi du, mot ngudi c6 thé ding nhap vao mot may tinh tir xa. Sau khi ¢ 4y da
thiét 1ap két ndi voi may chi, tin tic co thé sir dung tin cong Session dé chiém ldy

phién d6 va do d6 c6 quyén truy cép vao may muyc tiéu.

Mot phuong phap phd bién dé tin cong Session 1a st dung cac goi IP duoc dinh
tuyén ngudn. Picu nay cho phép tin tic tai diém A trén mang tham gia vao cudc tro

chuyén giita B va C bang cach khuyén khich cac goi IP di qua méy cua tin tic.

Loai tan cong Session phd bién nhét 1a “tdn céng man-in-the-middle”. Trong
truong hop nay, mot tin tdc st dung mat sb loai chuong trinh danh hoi goi tin dé chi
can nghe cac dudng truyén giita hai may tinh, 1ay bat ky thong tin nio ma anh ta hoic

c0 ta muon nhung khong thuc sy lam gian doan cudc tro chuyén.

Mot thanh phén phé bién cta mot cude tn cong nhu vay la thyc hién mot cudc
tan cong DoS chdng lai mot diém cudi dé ngan né phan hoi. Boi vi diém cudi dé
khong con phan hoi nifa, tin tic gio ddy co thé can thiép vao may cua chinh minh dé
duy tri diém cudi d6. Muc dich ctia viéc chiém quyén diéu khién két ndi 1a khai thac su
tin tudng va gianh quyén truy cap vao mot hé théng ma néu khong thi mot hé thong s&

khong c6 quyén truy cap.
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2.2 Cac Virut

Theo dinh nghia, virus may tinh 1a mot chuong trinh ty sao chép. Noi chung,
virus cling c6 mot s chirc ning khé chiu khac, nhung kha ning tu sao chép va lay lan

nhanh chong 1a nhitng dau hi¢u noi bat cua no.

Hay xem xét virus Slammer khét tiéng va tac dong cua viéc quét nhanh, khdi
luong 16n ciia né. Bt ky loai vi-rit nao 1ay lan nhanh déu c6 thé lam giam chirc ning
va kha ning dap Gmg ctia mang[7]. N6 c6 thé dan dén qua nhiéu luu luong mang va
ngin mang hoat dong binh thuong. Chi don gian bang cach vuot qua tai luu lugng ma
mot mang duge thiét ké dé thyc hién, mang c6 thé tam thoi khong hoat dong.

+ Virus lay lan nhu thé nao?

Ban di thay vi-r(t c6 thé tic dong dén hé thong bi nhidm nhu thé ndo va da xem
xét mot vai truong hop thuc té. RS rang chia khoa dé ngan chan vi rat may tinh 1 ngan
khong cho n6 1y lan sang cac may tinh khac. D¢ lam dugc diéu niy, ban phai hiéu rd

vé cach thuc lay lan cua vi rat. Virus thuong 13y lan theo mot trong hai cach.

Pau tién 1a quét mdy tinh dé tim céc két ndi voi mang va sau d6 sao chép chinh
n6 sang cac may khac trén mang ma may d6 co quyén truy cip. Pay 1a cach hiéu qua
nhat dé vi rat 1ay lan va 1a phuong thiic 1ay lan dién hinh cua sdu. Tuy nhién, phuong
phap nay doi héi ky nang lap trinh cao hon cac phuong phap khac. Phuong phap thur
hai va pho bién hon 13 doc s6 dia chi e-mail va tu gui cho moi nguoi trong d6. Lap
trinh cho loai virus nay la mot cong viéc nhéd nhat, diéu nay giai thich tai sao viéc su

dung n6 lai phd bién nhu vay.

Phuong phap thir hai, cho dén nay, 1a phuong phap pho bién nhat dé lay lan vi-
rt va Microsoft Outlook c6 thé 1a mot chuong trinh e-mail thudng gip phai cac cudc
tan cong vi-rit nhu vay. Ly do khong phai 14 qua nhiéu 15i bao mat trong Outlook vi
n6 1a sy d& dang 1am viéc véi Outlook. Tét ca cac san phdm Microsoft Office déu duoc
tao ra dé mot 1ap trinh vién hop phéap cé thé truy cap vao nhiéu dbi twong bén trong
cta ung dung d6 va do d6 dé dang tao cac img dung tich hop cac ung dung trong bo
Microsoft Office. Vi du: mot lap trinh vién c6 thé viét mot Gmg dung truy cap tai liéu
Word, nhap bang tinh Excel, sau d6 sit dung Outlook dé tu dong gui tai liéu két qua

qua e-mail cho cac bén quan tim. Microsoft d 1am rat tot khi 1am cho qua trinh nay
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tré nén rat d& dang. D& hoan thanh céc tac vu nay thuong chi cAn mot lwong 1ap trinh
t6i thiéu. Trong truong hop cua Outlook, viée tham chiéu Outlook va giri e-mail can it
hon nim dong ma dé thuc hién[7]. Diéu nay c6 nghia 1a mot chuwong trinh thyuc sy co
thé khién chinh Outlook guri e-mail ma ngudi dung khong hé hay biét. Nhiéu vi du ma

trén Internet cho théy chinh xac cach thyc hién viéc nay, mién phi.

Tuy nhién, mot loai vi rat dén, sau khi n6 & trén mot hé théng, né s& cd ging
lay lan. Trong nhiéu truong hop, vi-rat cling ¢d ging gdy ra mot sd tac hai cho hé
théng. Sau khi vi-rat c6 trong hé théng, né c6 thé lam bat ctr didu gi ma mot chuong
trinh hop phap c6 thé 1am. Diéu d6 c6 nghia 1a né co thé c6 kha ning xoa tép, thay doi
cai dat hé théng hoac gay ra tac hai khac. Khong thé phoéng dai mbi de doa tir sy tin
cong cua virus. Hay danh chit thoi gian dé xem xét mot sé dot bung phat vi rat, xem
cach ching hoat dong va mo ta thiét hai ma chung gay ra. Mot s6 trong s6 nay 1a cil
hon, mot sé gan day.

+ Virus Sobig

Vi rit Sobig 13 mot vi rat cii hon nhung n6 1a mot vi du dién hinh vé cach vi rit
lay lan. Mot diéu thu vi vé loai virus nay 13 cach tiép can da phuong thitc ma né lay
lan. Noi1 cach khac, né da str dung nhiéu hon mot co ché dé lay lan va lay nhiém cho
cac may moi. Sobig tu sao chép vao bat ky 6 dia dung chung ndo trén mang va né ty
giri qua e-mail cho moi nguoi trong s6 dia chi. Do cach tiép can ndy, Sobig co thé
duogc phan loai nhu mdt loai sau chir khong chi don gian 1a mdt loai vi rat. Kha nang
lay lan da phuong thirc ndy c6 nghia 12 Sobig dic biét déc hai - mot thuat ngit biéu thi

rang virus 1ay lan nhanh chéng va dé dang lay nhiém cic muc tiéu mdi.

Kha ning lay lan da phuong thirc nay 1a 1y do tai sao viéc dam bao rang mdi ngudi
trong to chirc ctia ban duge canh bao vé cac chinh sach va quy trinh bao mat phu hop
1a rat quan trong. Chi cAn mot ngudi trong mang khong may mé duoc e-mail c¢6 chira
virus Sobig, né khéng chi 1dy nhiém cho mdy dé ma con cho moi 6 dia dung chung
trén mang ma ngudi ndy c6 thé truy cap.

Gibng nhu hau hét cac cudc tin cong bang vi-rat phan tan qua e-mail, cudc tn
cong ndy c6 cac dau hiéu nhan biét trong chii dé hodc tiéu dé cua e-mail c6 thé duoc

st dung dé xac dinh e-mail 1a mdt email bi nhiém vi rat. Email s€ c6 tiéu d€ nhu “day
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1a mau” hodc “tai liu” va khuyén khich ban mé tép dinh kém. Sau do6, virus da tu sao
chép vao thu muc hé thong Windows. Mot s bién thé ciia Sobig khién may tinh tai
xudng tép tir Internet, sau do6 s& gy ra su cb in. Mot s6 mdy in mang s& chi bit dau in
rac. Bién thé Sobig.E tham chi con dugc ghi vao sé ding ky Windows, khién vi rat
dugc dua vao khoi dong may tinh. Nhitng dic diém phire tap ndy chi ra rang ngudi tao
ra Sobig biét cach truy cép s6 ding ky Windows, truy cap cic 6 dia dung chung, thay
d6i khoi dong Windows va truy cap Outlook.

Mot phuong phap ma c4 nhan t6i str dung va khuyén nghi cho tit ca cac quan tri
vién bao mat 13 thuong xuyén guri e-mail cho moi ngudi trong t6 chirc cta ban dé
thong bao cho ho biét cac dau hiéu can canh giac trong e-mail. C4c trang web nhu
www.f-secure.com liét ké cac loai virus hién tai va nhitng gi can tim trong e-mail. Toi
tom tat danh sach ndy va gii mot hodc hai 1an mdi thang cho moi ngudi trong to chirc
cua toi. Béng cach do, tit ca cac thanh vién cua to chic déu nhan thirc duoc nhiing e-
mail ma ho chéc chin khong nén md. Néu ban két hop diéu nay vaéi viée than trong

truéc nhitng e-mail bat ngd, ban c6 thé giam dang ké kha ning bi nhiém vi-r(t.

Loai virus dic biét nay dd lan rong va 1ay nhiém rat nhiéu mang dén ndi chi
riéng viéc sao chép nhiéu lan ciia virus da dir khién mot s6 mang roi vao bé tic. Virus
nay khong phé hay cac tip tin hoic 1am hong hé thng, nhung né tao ra du luu luong
truy cdp dé pha huy cac mang bi nhiém virus. Ban than vi rat ¢ mtc d6 nguy bién
trung binh. Sau khi n6 ra mét, nhiéu bién thé bt diu moc 18n, lam phtrc tap thém tinh

hinh.
2.3 Giai phéap bao mat trong SQL Server
2.3.1 Gioi thigu CSDL SQL Server

SQL Server 1a mot hé théng quan tri co s& dit liéu quan hé (RDBMS-Relation
Database Management System) do Microsoft phat hanh, sir dung cac 1énh Transact-
SQL dé trao d6i dir liéu gitra Client PC va Server.

Mot s6 dic tinh caa SQL Server:

Cho phép quan tri mot hé CSDL 16n (1én dén vai TB., c¢6 toc do xur 1y dir licu

nhanh va dap tng yéu ciu trong thoi gian cho phép.
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Cho phép nhiéu nguoi dung cing lac khai thac dbi véi mot CSDL va quan tri CSDL
(hang ngan user).

C6 hé théng phan quyén bao mat twong thich di v6i hé thdng bao mait cua
cong nghé NT (Network Technology) va tich hop voi hé thdng bao mat cia Windows
NT hoac st dung hé théng bao v¢ doc lap cua SQLServer.

Hd tro trong viéc trién khai CSDL phan tan va phat trién Gmg dung trén mang internet.
Cho phép 1ap trinh két ndi v6i nhiéu ngon ngir khac thong dung dé xay dung tng dung
nhu C#, VB,...
Stur dung cac cau 1énh truy van dir liéu Transaction-SQL.
b. M6 hinh hoat déong cua SQL Server trén mgng may tinh

SQL server la hé quan tri CSDL hoat dong trén mang va co thé thuc hién trao

d6i dir liéu theo nhiéu mo hinh mang khéac nhau, theo nhiéu giao thirc va phuong thirc

truyén tin khac nhau. Puoc chia thanh:

Két ndi trén desktop: C6 thé ¢ trén cuing mot may tinh véi SQL Server hodc két nbi

qua mang LAN.

Két ndi qua mang dién rong: Thong qua dudng truyén trén mang xa dé két ndi

dén SQL Server.

Két ndi qua mang Internet: Cac ting dung két ndi thong qua may chu Internet,

cac dich vu IS dé thuc hién ung dung trén Internet (vi du C#NET, VB.NET,...).

Trén mot may desktop thi so d6 két ndi trao do6i dit liéu duoc thé hién:

Desktop computer

\ i Client Client Client :
I ' application applicakion applicanon |

SOL Server

- -

Databases
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Hinh 2.4 M6 hinh desktop.

Theo mé hinh nay thi trén mot desktop c6 nhiéu tng dung va mdi tng dung cd

thé thuc hién thao tac voi nhiéu CSDL khac nhau.

Client computer

OLE DB ODBC DB-Library EITIbEd.dEE! S0L E
1| application application application application
. I I [ I
|| SOL Server SOL Server SOL Server SOL Server
'|OLE DB provider| | ODBC driver DE-Library.dll DB-Library.di

[ [ | [
Client Met-Library

Server computer

Hinh 2.5 M6 hinh client/server
Véi mé hinh client/server thi tng dung trao d6i voi SQL Server theo so dd sau:

SQL Server cho phép cac tmg dung két ndi theo cac phuong thirc sau: ODBC,
OLEDB, DB-Library, Embedded SQL, d6 14 nhitng phwong thirc két ndi hiru ich cho

cac nha phat trién tng dung. Nhung néu xét cu thé hon:
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OLE DB i ODBC i DB-Library i
NE applice;tion E . applicl:atiu:un E g aF'l:l|il|:atiu:|n E
E OLE DB Provider E : SOL Server E : SOL Server E
! for SOL Server : ! ODBC driver ! 1| DB-Libramy DLL :
' [ i i | i ' | i
i Cliert Mamed Fipes ; ' Client Multiprotocal ; ' Client TCPAP ;
0 Met-Library 0 0 Met-Library 0 1|Sockets Met-Library|
MLink, MNetBell TCP/AP
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Hinh 2.6 Md hinh client/server chi tiét.

SQL Server c6 thé thuc hién trao doi dir liéu véi cac ing dung theo nhiéu giao
thirc truyén tin khac nhau nhu TCP/IP, Name Pipes..., va cac ung dung c6 thé sir dung
nhiéu phuong thtc két ndi khac nhau (OLEDB, ODBC,...).

M5 hinh két ndi tng dung trén mang Internet:

Néu xét riéng cac tmg dung két nbi véi SQL Server trén mang internet thi cac
may chit SQL Server s& duoc quan 1y théng qua cac hé théng may chii mang va hé
diéu hanh mang, cac ung dung (IIS, COM+, ASP.NET..) s& thong qua may chii mang

két n6i dén SQL Server[7], md hinh nay c6 thé dugc &p dung trén mang ndi bo, mang

COM+

Business Sernvices Tier

[rata Sernvices Tier

SOL Server 2000 S0L Server 2000 S0L Serwer 2000
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dién rong, img dung dugc khai thac trén trinh duyét....:
Hinh 2.7 M6 hinh két ndi tng dung trén mang Internet.
Céc van dé bao mat trong CSDL SQL Server:

Cac md hinh thyc hién trao d6i dir lidu cua SQL Server theo nhiéu mé hinh
mang khac nhau, theo nhiéu giao thirc va phuong thirc truyén tin khac nhau, chinh vi

vy can phai quan tim dén van dé bao mat trong CSDL SQL Server bao gdm c6:
Bao mat trong moi truong mang.

Bao mat tai cho.

Bao mat trong mdi truong mang:

SQL Server st dung k¥ thuat SSL dé thuc hién viéc két ndi gitra client va
server. Pugc phat trién bai Netscape, ngay nay giao thitc Secure Socket Layer (SSL)
da dugc st dung rong rai trén World Wide Web trong viéc xac thuc va ma hoa thong
tin giita client va server. T6 chic IETF (Internet Engineering Task Force ) da chuan
hoa SSL va dit lai tén 1a TLS (Transport Layer Security). Mic du 1a c6 su thay doi vé
tén nhung TSL chi 1a m§t phién ban méi cua SSL. Phién ban TSL 1.0 tuong duong véi
phién ban SSL 3.1. Tuy nhién SSL 1a thuat ngr dugc st dung rong rai hon. SSL
duoc thiét ké nhu 13 mot giao thic riéng cho van dé bao mat c6 thé hd tro cho rét
nhiéu tmg dung. Giao thirc SSL hoat dong bén trén TCP/IP va bén dudi cac giao thic
tmg dung ting cao hon nhu 1a HTTP (Hyper Text Transport Protocol), IMAP (
Internet Messaging Access Protocol) va FTP (File Transport Protocol). Trong khi SSL
co thé sir dung dé hd trg cac giao dich an toan cho rat nhiéu ung dung khac nhau trén

Internet, thi hién nay SSL duogc st dung chinh cho cac giao dich trén Web.

SSL khong phai 1a mot giao thirc don 1€, ma 1a mdt tap cac thu tuc da duoc
chuan hoa dé thuc hién cic nhiém vu bao mat sau:
1. Xéc thuc server: Cho phép nguoi sir dung xac thuc dugc server muén két ndi. Lac
nay, phia browser sit dung céc ky thuat ma hoa cong khai dé chic chan rang
certificate va public ID cua server 1a c6 gia tri va duoc cap phat boi mot CA
(certificate authority) trong danh sach cac CA dang tin cay cua client. Diéu nay rat

quan trong d6i vai nguoi dung. Vi du nhu khi gii ma sé credit card qua mang thi
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nguoi ding thuc sy mudn kiém tra liéu server s& nhan thong tin nay c6 dung 1a server
ma ho dinh gui dén khéng.

2. Xac thuc Client: Cho phép phia server xéac thuc dugc ngudi sir dung mudn két ndi.
Phia server ciing sir dung cac ki thuat ma ho4 cong khai dé kiém tra xem certificate va
public 1D cua server c6 gia tri hay khéng va duoc cip phat boi mot CA (certificate
authority) trong danh sach cac CA dang tin cdy cua server khong. Piéu nay rat quan
trong ddi véi cac nha cung cap. Vi du nhu khi mot ngan hang dinh gui cac thong tin tai
chinh mang tinh bao mat tgi khach hang thi ho rat muén kiém tra dinh danh cia nguoi
nhan.

3. M4 hod két ndi: Tat ca cac thong tin trao doi giira client va server dugc ma hoa trén
duong truyén nham nang cao kha nang bao mat. Piéu nay rat quan trong ddi véi ca hai
bén khi c6 cé4c giao dich mang tinh riéng tu. Ngoai ra, tat ca cac dix liéu duoc guri di
trén mot két ndi SSL da dugc ma hoéd con duoc bao vé nhd co ché tu dong phét hién
C4C X40 tron, thay ddi trong di liéu. (46 1a cac thuat toan bam - hash algorithm).

4. Giao thirc SSL bao gém 2 giao thtc con: giao thiac SSL record va giao thuc SSL
handshake. Giao thirc SSL record xac dinh cac dinh dang dung dé truyén di liéu. Giao
thirc SSL handshake (goi 1a giao thuc bit tay) s& s dung SSL record protocol dé trao

d6i mot sé thong tin gitra server va client vao lan dau tién thiét 1ap két ndi SSL.
Cac thuat toAn mé hoa dung trong SSL:

Cac thuat toan ma hoa (cryptographic algorithm hay con goi 1a cipher) la cac
ham toan hoc duoc str dung dé mé hoa va giai ma thong tin. Giao thirc SSL hd tro rat
nhiéu céc thuat toan ma hoa, duoc sir dung dé thyuc hién cac cong viéc trong qua trinh
xac thuc server va client, truyén tai cac certificates va thiét 1ap cac khod cua tung
phién giao dich (sesion key). Client va server ¢ thé hd tro cac bd mat mi (cipher
suite) khac nhau tuy thudc vao nhiéu yéu t6 nhoj phién ban SSL dang dung, chinh sach
clia cong ty vé do dai khoa ma ho cam thay chip nhan duoc - diéu nay lién quan dén

murc d§ bao mét cua thong tin,...
Cac thuat toan SSL hd tro:

o DES (Data Encryption Standard): La mot thuat toan ma hoa c6 chiéu dai khoa 1a 56
bit.
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e 3-DES (Triple-DES): La thuat toan ma hoa c6 d6 dai khoa gap 3 lan d6 dai khoé
trong ma hoa DES.

e DSA (Digital Signature Algorithm): La mét phan trong chuan vé xéc thuc sé dang
dugc chinh pha My sir dung.

e KEA (Key Exchange Algorithm): La mét thuat toan trao doi khoa dang duoc chinh
phia My st dung.

e MD5 (Message Digest algorithm): Puoc phat thién boi Rivest.

e RSA: la thuat toan ma hoa cdng khai dung cho ca qua trinh xac thuc va ma hoa dir
liéu dugc Rivest, Shamir, and Adleman phat trién.

e RSA key exchange: La thuit toan trao ddi khoé dung trong SSL dua trén thuat toan
RSA.

e RC2 and RC4: La cac thuat toan ma hoa duoc phét trién boi Rivest ding cho RSA
Data Security.

e SHA-1 (Secure Hash Algorithm): La mét thuat toan bam dang duogc chinh phu My
sur dung.
Cac thuat toan trao doi khod nhu KEA, RSA key exchange duoc str dung dé 2 bén
client va server xac 1ap khoa dbi ximg ma ho s& sir dung trong subt phién giao dich
SSL. Va thuat toan dugc sir dung phd bién 12 RSA key exchange.

Céc phién ban SSL 2.0 va SSL 3.0 hd trg cho hau hét cac bo ma hod. Ngudi
quan tri co thé tuy chon bd ma hoa s€ dung cho ca client va server. Khi mot client va
server trao d6i thong tin trong giai doan bt tay (handshake), ho s& xac dinh bé ma hoa

manh nhat c6 thé va sir dung ching trong phién giao dich SSL.
Céc bo ma hoa sur dung thuat toan trao d6i khoa RSA:

Pay la danh sach cac bo ma hoé dugc hd tro trong SSL ma sir dung thuat todn trao doi

kho& RSA va duoc liét ké kha ning bao mat tir manh dén yéu.

Manh nhét:

Thuat toan ma hoéa 3- DES, thuat toan xac thuc SHA-1.

Manbh:
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o Thuat toan ma hod RC4 (vai d6 dai khoa 128 bit), thuat toan xac thuc MD5.
o Thuat toan ma hod RC2 (vai d6 dai khoa 128 bit), thuat toan xac thuc MD5.
o Thuat toan ma hod DES (véi d6 dai khoa 56 bit), thuat toan xac thuc SHAL.

Tuong d6i manh:
o Thuat toan ma hoa RC4 (véi d6 dai khoa 40 bit), thuat toan xac thuc MD5.
Thuat toan ma hoa RC2 (vai do dai khoa 40 bit), thuat toan xac thuc MD5.

Yéu nhét:

o Khoéng mé hoa thdng tin, chi dung thuat toan xac thyc MD5.
Chu y: Khi néi cac thuat toan ma hoa RC4 va RC2 c¢6 d6 dai khoa méa hoa la 40 bit thi
thue chat do dai khoa van 13 128 bit nhung chi ¢ 40 bit dugc dung dé ma hoa.

SSL handshake

Giao thirc SSL st dung két hop 2 loai ma hod d6i ximg va cong khai. Sir dung
mi hoa d6i xing nhanh hon rat nhiéu so vdi ma hoa cong khai khi truyén dir liéu,
nhung ma hoé cong khai lai 1a giai phap tot nhat trong qua trinh xac thuc. Mot giao
dich SSL thuong bat dau boi qué trinh “bat tay” giira hai bén (SSL handshake). Cac
budc trong qua trinh “bit tay” c6 thé tom tit nhu sau:
1. Client s& guri cho server sb phién ban SSL dang dung, cac tham s6 cua thuat toan ma
hod, dit liéu duoc tao ra ngiu nhién (d6 chinh 1a digital signature) va mot sb théng tin
khac ma server can dé thiét lap két ndi vai client.
2. Server gui cho client s6 phién ban SSL dang dung, cac tham sé cua thuat toan ma
hod, dir liéu duoc tao ra ngau nhién va mot sé thdng tin khac ma client can dé thiét lap
két ndi vai server. Ngoai ra server ciing gui certificate cua no dén client, va yéu cau
certificate cua client néu can.
3. Client str dung maot sé théng tin ma server giri dén dé xéac thuc server. Néu nhu
server khong duogc xac thuc thi ngudi st dung s& duoc canh bdo va khi dé két noi
khdng duoc thiét 1ap. Con néu nhu xac thuc duoc server thi phia client s& thuc hién
tiép budc 4.
4. Str dung tat ca cac thdng tin duoc tao ra trong giai doan bat tay & trén, client (cung

véi su cong tac cuaa server va phu thuoc vao thuat toan dugc s dung) sé tao ra
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premaster secret cho phién Iam viéc, ma hoé bang khoa cong khai (public key) ma
server gui dén trong certificate & budc 2, va giri dén server.

5. Néu server c6 yéu cau xac thuc client, thi phia client s& danh dau vao phan théng tin
riéng chi lién quan dén qua trinh “bat tay” ndy ma hai bén déu biét. Trong truong hop
nay, client s& guri ca théng tin dwoc danh diu va certificate cia minh cing Voi
premaster secret da dugc ma hod téi server.

6. Server sé xac thuc client. Truong hop client khéng duoc xac thuc, phién lam viéc sé
bi ngat. Con néu client duoc xac thuc thanh cdng, server s& sir dung khod bi mat
(private key) dé giai md premaster secret, sau d6 thuc hién mot sé budc dé tao ra
master secret.

7. Client va server s& str dung master secret dé tao ra cic session key, d6 chinh 1a cac
khoa doi xting dugc sir dung dé ma hoa va giai ma cac thong tin trong phién lam viéc
va kiém tra tinh toan ven di liéu.

8. Client s& giri mot 101 nhan dén server théng bao rang cac message tiép theo s& duogc
ma hoé bang session key. Sau d6 né gui mot 10i nhan dd dugc ma hoa dé théng bao
rang phia client da két thiic giai doan “bat tay”.

9. Server ciing gtri mot 161 nhin dén client thdng béo rang cac message tiép theo s&
dugc ma hoé bang session key. Sau d6 nd giri mét 16i nhan da duoc ma hda dé thdng
bao rang server da két thuc giai doan “bat tay”.

10. Lic nay giai doan “bat tay” da hoan thanh, va phién lam viéc SSL bat dau. Ca hai
phia client va server s& sir dung cac session key dé ma hoa va giai ma théng tin trao

d6i gitra hai bén, va kiém tra tinh toan ven dix liéu[8].
Chtrng chi khoa cong khai X.509:

Chung chi X.509 1a dinh dang ching chi dugc sir dung pho bién va dugc hau hét cac
nha cung cip san pham PKI trién khai.

Chung chi khoa cong khai X.509 dugc Hoi vién thong quoc té (ITU) dua ra lan dau
tién nam 1988 nhu 1a mdt bo phan cua dich vu thu muc X.500.

Chung chi gom 2 phan: Phan d4u l1a nhiing trudng co ban can thiét phai co trong

chung chi. Phan the hai chtra thém mat s6 trudng phuy, nhiing trudng phu nay dugc goi
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1a trudng mé rong dung dé xac dinh va dap tng nhirng yéu cau bo sung ciia hé thong.

Nhitng trrong co ban cua chirng chi X.509:
o Version: Xac dinh sb phién ban caa ching chi.
o Certificate Serial Number: Do CA gan, 1 dinh danh duy nhat cua ching chi.
o Signature Algorithm ID: Chi ra thuat toan CA st dung dé ky sé chung chi. C6
thé 1a thuat toan RSA hay DSA...
o Issuer: Chi ra CA cap va ky chtng chi.
o Validity Period: Khoang thoi gian chang chi ¢ hiéu luc. Truong nay xac dinh
thoi gian chiing chi bat dau cé hiéu luc va thoi diém hét han.

o Subject: Xac dinh thuc thé ma khoa cong khai cua thuc thé nay dugc xac nhan.

Tén cta subject phai duy nhat d6i véi mdi thuc thé CA xac nhan.
o Subject public key information: Chira khoa cong khai va nhitng tham sé lién
quan; xac dinh thuat todn (vi du RSA hay DSA. duoc su dung cung véi khoa.
o Issuer Unique ID (Optional): La truong khong bat bugc, truong nay cho phép
st dung lai t&n ngudi cap. Truong nay hiém duoc st dung trong trién khai thuc té.
o Extensions (Optional): Chi c6 trong chung chi v.3.

o Certification Authority™s Digital Signature: Chit ky s6 cua CA duoc tinh tir
nhitng thong tin trén ching chi vaéi khod riéng va thuat toan ky sé dwoc chi ra

trong truong Signature Algorithm Identifier cia ching chi.

Ngoai ra chimg chi X.509 con mot sé truong mé rong, phin mé rong 14 nhimng
thong tin vé cac thudc tinh can thiét dugc dua vao dé gian nhitng thudc tinh nay véi
nguoi sir dung hay khoa cong khai. Nhitng thong tin trong phan mé rong thudong dugc
dung dé quan 1y xac thyc phan cap, chinh sach chimg chi, thong tin vé ching chi bi
thu hdi...N6 ciing ¢ thé dugc sir dung dé dinh nghia phin mo rong riéng chia nhiing
thdng tin dic trung cho cong dong nhat dinh. Mdi trudng mé rong trong chimg chi
duoc thiét ké véi co “critical” hodc “uncritical”.

Tinh toan ven cta ching chi dugc dam bao bang chir ky s6 ciia CA trén ching
chi. Khoa cong khai cia CA dugc phan phdi dén nguoi sir dung chimg chi theo mot sb

co ché bao mat trude khi thuc hién cac thao tac PKI. Nguoi str dung kiém tra hiéu luc
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ctia chimg chi duogc cap véi chir ky sd cia CA va khoa cong khai ciia CA.

Nguoi st dung bat ky co thé trao d6i véi CA dé chung nhan, va ciing chi co
CA méi c6 thé sira chirng nhan. Vi khong thé bi gid mao nén ching nhan co thé duoc
dat trong thu muc cong cong. Néu ca hai nguoi st dung chia sé chung CA thi ho dugc
gia thiét 13 biét khoa cong khai cia CA dé. Va cac CA ciing can phai tao nén so dd
phan cip dé trao doi chirmg nhan véi nhau. Str dung chirng nhan lién két cac thanh vién
clia so d0 dé c6 duoc chimg nhan ciia cac CA khac. Mdi CA c6 thé gui tiép cac chung
nhén cua minh cho cac Client va c6 thé gui lai ching nhan ctia minh cho cha cua no.
MGdi Client tin tuéng cic ching nhan cta cha. Co thé kiém chimg nhan bét ky ciia mot
CA cho nguoi sit dung bang cac CA trong so d6 phan cip. Gidy ching nhan c¢6 chu ky
st dung, c6 thé thu hoi trude thoi han trong nhiing trudng hop can thiét nhu khoa riéng
clia nguoi sir dung bi 19, ngudi dung khong tiép tuc dugce ching nhan boi CA dé, gidy
chirng nhan cia CA bi lam hai. No6i chung CA bao tri danh sach cac ching nhén bi thu
ho6i. Nguoi sir dung c6 thé kiém tra lai cac ching nhan d bi thu hoi. X509 bao gdm ba
thu tuc xac thuc tuy chon la: Xac thuc mot chiéu, xac thuc hai chiéu, xac thuc ba
chiéu. Moi thu tuc déu sir dung cac chit ky khoa cong khai.

Xéc thuc 1 chiéu: Mot chidu X—Y duoc sir dung dé thiét Iap danh tinh cua X va
rang ban tin 1a tir X, ban tin dugc giri cho Y tinh toan ven ngudn cua ban tin. Ban tin
cd thé bao gom ca nhan thoi gian, ky hiéu dic trung cua ban tin, danh tinh caa Y va nd
dugc ky boi X. C6 thé bao gom mat s théng tin bo sung cho Y nhu khoa phién.

Xac thuc 2 chiéu: Hai ban tin X—Y va Y—X duoc thiét 1ap, ngoai ban tin tir X
dén Y, con co thém viéc xac thuc danh tinh caa Y va tra 1oi t Y, tra 10 nay danh cho
X, tinh todn ven va ngudn géc cuaa tra 1oi. Tra loi bao gdm ca ky hiéu dic tropng cua
mau tin tir X, ca nhan thoi gian va ky hiéu dac trung tra loi tir Y. CO thé bao gom mot
s6 bd sung cho X.

Xac thue 3 chiéu: Ba mau tin X—Y, Y—X va X—Y duoc thiét 1ap nhung khdng
c6 ddng hd ddng bo. Ngoai hai chiéu nhu trén con c6 tra 1oi lai tir X d¢én Y chaa ban

sao ky hiéu dic trung cua tra loi tir Y, tic 12 cac nhan thoi gian ma khong can kiém tra.
Béo mat tai chd:

Khi nguoi dung mudn két ndi toi CSDL thi qué trinh ndy s& dugc thuc hién
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theo hai giai doan sau
1. Kiém tra két ndi, giai doan nay xay ra khi nguoi dung cb gang két ndi vao CSDL thi
server s& chap nhan hay tir chdi két néi nay dua trén viéc nhan dang duoc ngudi ding.
Va server chi chap nhan néu thong tin nay gui dén servé 1a hop 1¢ thi server méi chap
nhan, nguoc lai thi server s& cdm truy cap. Néu dugc chap nhan, két ndi s& chuyén
sang giai doan cho doi yéu cau phia client. Phia client s& cung cap thong tin can thiét
dé server xéac thuc ngudi ding bao gom cé user name, password va dia chi server.
2. Kiém tra yéu cau, giai doan ndy s& xay ra khi ma nguoi ding mudn thuc hién céc
yéu cau dén CSDL, sau khi thiét 1ap két ndi, mdi yéu cau s& phai di qua tién trinh va
do d6 sé& gii han 1am viéc. Khi c6 yéu cau duoc dua ra thi SQL Server s& kiém tra
xem user da duoc phan quyén & muc user chua, néu c6 thi nguoi dung duoc phép lam
viéc trén CSDL cua SQL Server.

Céc bién phap tac nghiép chi mang tin chat van hanh, cac chinh sach thao téc,
diéu khoan,.. ctia ngudi dung dbi véi CSDL. C6 mét s6 bién phap nhu:
1. V@ hiéu céc tai khoan mic dinh (dién hinh nhu tai khoan sa..
2. Moi ngudi dung truy cap CSDL bét budc phai c6 tai khoan.
3. Thay d6i cau hinh cong TCP/IP mic dinh dén CSDL (mic dinh 1a 1433).
4. Khong cap cac quyén processor, super cho nguoi ding khong phai la quan tri.
5. Khong cap cac dac quyén truy cap file cho nguoi dung khéng phai quan tri.
2.4. Két luan chwong

Chuong nay da xem xét cac mbi de doa phé bién nhat ddi voi hé théng cua ban:
tan cong vi rat, tin cong tir chdi dich vu, phan mém ma doc Trojan, chiém quyén diéu
khién phién va tin cong tran bo dém. Cac mbi nguy hiém khac nhu danh cip danh tinh
va lra dao (sir dung e-mail gia va céc trang web dé thu thap thong tin ngudi dung cudi
c6 thé dugce str dung dé danh cap danh tinh va gian 1an) dang xay ra thuong xuyén hon,
nhung khong de doa truc tiép dén t6 chirc mang nhu ho 1am véi cac ca nhan. D6 1a 1y
do tai sao chuong ndy tip trung vao cac cudc tin cong ma nd di gy ra — ching la

mMoOi quan tdm nhat d6i véi an ninh mang.

Trong mdi trudng hop, cic co ché phong vé khac nhau thudc mét trong hai loai: ki
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thuat hoac thu tuc. Phong vé k¥ thuat 1a nhitng hang muc ban c6 thé cai dat hodc cau
hinh dé 1am cho hé théng cta minh an toan hon. Piéu nay bao gdm nhimg thir nhu
khéi vi mo, cookie RST, tinh chinh ngin xép va phin mém chéng vi-rat. Cac bién
phép bao vé theo thi tuc lién quan dén viéc sira d6i hanh vi cua nguoi dung cudi dé
ting cuong bao mat. Cac bién phap nhu viy bao gom khong tai xudng cac tép dang
ngd va khoéng mé cac tép dinh kém chwa duoc xac minh. Khi ban doc qua cudn sach
nay, ban s& phat hién ra rang phong thi mang phai duoc tiép can tir ca hai goc do. Cac
chuong sau cung cip thao luan chi tiét vé cac bién phap bao vé k¥ thudt (twong lira,
trinh quét vi-rut, v.v.) va toan bd cac chuong dugc danh cho cac bién phap phong thu
theo thi tuc (chinh sach va thu tuc). Hiéu rang viéc sir dung ca hai cach tiép can 1a can

thiét dé bao mat mang cua ban la rat quan trong.



47

CHUONG 3: XAY DUNG UNG DUNG

BAO MAT CO SO DU LIEU
3.1. Giéi thiéu hé théng tich hep dir liéu

ISP
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Hinh 3.1 Mo hinh hé théng Data Center.

Trong hinh 3.1 dwa ra cach bd tri van hanh trong Data Center — tap hop trung
tam tai nguyén coéng nghé cao, c6 chuc ning xtr 1y, luu trir dir liéu 6n dinh nhanh
chong. M6 hinh Data Center chuin bao gdm cac thanh phan sau day:

Co s& vat chat: khong gian dat may cha trung tdm can dam bao sach s& dat chudn vé
an toan vé sinh, chong chay.

Cac thiét thi hd tro nham duy tri su sin sang & mic do cao nhat: ngudn dién (UPS —
Uninterruptible Power Sources), may diéu hoa khong khi, thong gi6, hé thong 1am mat
va 6ng x4, cac hé théng an ninh vat 1y, ...

Céc thiét bi IT hd trg cho hoat dong cong nghé thong tin va luu dir liéu cho doanh
nghiép.

Nhén vién diéu hanh gidm sat hoat dong cta thiét bi va co so ha tang.

Thuc té diéu hoa khong khi 14 thiét bi dé 1am mat Data Center va duy tri nhiét
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d6 Data Center luén & muirc 26 dg, cd cd&c may chi CSDL va sao luu phuc vu cho viéce
Iwu trir thong tin, chia sé dit liéu. Ngoai ra thi c6 may chu Web chira Website cua cuc,
may cha Web Service dich vu. Hé thong cap mang két ndi cac may chu CSDL, may

chu Web,... t6i trung tdm van hanh hé thong.

Muc dich cta luan van ciing chi tdp trung vao phan CSDL (may cha CSDL),
bao mat thong tin CSDL nay.

Phong mang co nhiéu router, switch, hub,... Két ndi toi tat ca cac phong trong
Cuc Dy trit Nha nuée khu vuc Ha Noi, két ndi véi cac may chit Web, CSDL... trong

Data Center.

Nhu vdy, qua tim hiéu so lugc vé trung tdm tich hop dir liéu, ching ta da co
mot cai nhin co ban, hinh dung duoc vé mot trung tam tich hop dir liéu. Hiéu mot cach
don gidn thi trung tam tich hop dir liéu 1a mot khu vue ma trong do tich hgp CSDL cua
cac ung dung trong mot co quan, to chirc, doanh nghiép,...va trong d6 c6 cac két ndi
mang, mady chu chay ung dung CSDL...thuc hién viéc trao doi dir liéu gitra to

chtrc,...véi CSDL trung tdm qua mang cuc by, mang Internet...

3.2. Giai phap dam bao an toan tai trung tam

Qua viéc tim hiéu vé trung tam tich hop dir liéu tai Cuc Dy trit Nha nudc khu
vuc Ha Noi thi chung ta thiy rang viéc ap dung cac giai phap dam bao an todn va bao

mat cho trung tm dit liéu da dugc quan tAm va tng dung bao gém:
Vén d& vé an toan vat Iy:

Do trung tdm cua Cuc dugc dit ngay tai try s& nén mot s6 van dé vé bio i da
dugc khic phuc, hé thong chdng sét thi dugc xay dung chung cing véi tda nha trung
tam nén khong c6 van dé gi dang ngai, hé thdng diéu hoa khong khi thi dam bao cho
trung tdm luon gitt dugc nhi¢t d on dinh, hé théng cap mang, tu rack dugc dau tu phu

hop.

Hé thong cung cap dién thi di c6 hé théng UPS du phong, tuy nhién chua c6 hé
théng may nd, cling dé hiéu vi trung tam dat tai Cuc, hé théng dién ludi ludn 6n dinh.
Ngoai ra di c6 cac phuong tién phong chdng chay, hoa hoan, nhung chua cé co ché

phat hién ra su c0, da c6 hé thong an ninh, camera quan sat va nhan vién bao vé truc
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tai cac phong Server...

Vén dé vé dir liéu: Trung tim d3 xay dung, cdu hinh mang riéng 40 VPN cho tét ca
cac phong trong trung tdm, c6 firewall, chinh sach truy cap tdi cac may trong cac

phong, ddm bao dugc mot s6 van dé vé bao mat dir licu...

Tuy nhién thi trong hé thé)ng CSDL c6 mot sb ung dung hién tai chua dugc bao vé vé
dir li€u, cac thong tin luu trit trong CSDL nay thi chua dugc bao ve¢, co thé chinh sira

duoc...

Va luan van tim hiéu cac van dé anh huong dén an ninh CSDL dé ap dung bao

vé CSDL g dung nay.

Hé thong phan mém bao gém: phan mém kiém dinh khi thai tai Co so kiém dinh
khi thai mo t0, xe may (goi 1a Tram) va phan mém quan 1y hé thong kiém dinh khi
thai tai Cuc Du trit Nha nudc khu vee Ha N1 (goi 1a Cuc), 1a cong cu thyc hién kiém
dinh va quan 1y hoat dong kiém dinh khi thai mo to, xe mdy cta cac Tram, quan 1y két
qua kiém dinh, thong tin hanh chinh va k¥ thuét ciia xe mé t6, xe may cua cac Tram,
quan 1y két qua kiém dinh, thong tin hanh chinh va k¥ thuat cia mo t6, xe may dang
lvu hanh va mot s6 van dé khac co lién quan dén kiém soat khi thai mo to, xe may

tham gia luu thong.

Database Server

Ka]
o
s

Hinh 3.2 M6 hinh kién trac hé thong.

Hinh 3.3 mo ta kién trac chung cia tmg dung, trong d6 chia lam hai phan
chinh. Tram (Stations) chiu trdch nhi€ém do khi thai phuong tién thong qua viéc doc tin
hiéu tir may do va tinh toan két qua do luong. Két qua do duoc luu tam thoi vao co s

dir liéu Access cuc bd phuc vu viéc in phiéu kiém dinh. Théng tin vé két qua do duoc
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guri 1én Cyc thong qua Web Service qua mang Internet, May chi lwu thong tin két qua

kiém dinh vao co so dit liéu chinh (Main Database Server) va c6 co s& dit liéu sao luu.

Tat ca céac trao do6i thong tin gitra ing dung va CSDL déu thuc hién trén mang
cong khai, cho nén nguy co cac thong tin nay bi mét, b 10, stra doi trai phép,...trong
qua trinh truyén di 1a rit cao, ngoai ra ké gian c6 thé gia mao Client dé twong tac véi
Server dé thuc hién thay doi thong tin,...bat hop phap, chinh vi vdy dit ra vin dé bao
vé thong tin trao doi giita Client va CSDL va xac thuc giita Client va Server CSDL.

3.3. Phan tich #ng dung

Do tng dung dugc xdy dung trén nén Web va dugc chia lam hai phan 13 co s

dir liéu may tram va may chu, trao d6i thong tin giira Client va Server CSDL:

Phén tich mot cach chi tiét hon, d6i voi mé hinh trao d6i thong tin gitta ing

dung va CSDL thi c6 mdt s6 van dé gip phai nhu sau:

Nhu vay d6i véi mg dung nay dit ra cac bai toan chinh sau:

Xac thuc tng dung Client vai Server.

Bao vé tng dung truy cap CSDL.

Bao vé thong tin trén dudng truyén.

Bao mat thong tin tai CSDL.

> Giai quyét duoc bai toan xac thuc ung dung Client véi Server CSDL nham ngin
chin viéc st dung cac phuong thirc dich vu Web duogc cong khai dé ké gian c6 thé loi
dung dé thay doi, chén, xem, x0a, ... cac thong tin bat hop phap.

> Giai quyét dugc bai toan bao vé tng dung truy cap CSDL nham ngan chin ké gian
loi dung so s& cua (ng dung dé thuc hién tin cong SQL Injection (phia Client) dé thuc
hién cac cau Iénh SQL khdng mong mudn va viéc danh cap thdng tin két ndi CSDL
trong file ciu hinh Web Service, tir d6 truy cap CSDL trai phép nén can phai ma hoa
thdng tin ndy, noi cach khac 1a ngan chin ké gian tan cong CSDL qua mdi truong Gng
dung.

> Giai quyét duoc bai toan bao vé thong tin trén duong truyén nham ngin chan ké
gian tin cong CSLD qua mdi truong mang.

> Giai quyét duoc bai toan bao mat thong tin tai CSDL nhim ngin chin nguy co ké
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gian truy cap dit liéu khong duogc phép.

Nhu vay giai quyét dugc cac bai toan trén thi da han ché tdi thiéu cac nguy co co s
dir liéu tng dung bi tn cong.
3.4. Bao vé co so dir liéu wng dung

Trong chién luge bao mat dit liéu, da s6 cac cdng ty hién nay tap trung ngudn luc
vao bao vé dit lidu trén duong truyén. Trong khi d6 van dé bao vé dit liéu nim trong

co s¢ dir liéu (CSDL, database) chua dugc quan tam dung murc.

Thuc té cho thdy, sy ¢b vé an ninh xdy ra voi CSDL ¢6 thé anh huéng nghiém
trong dén danh tiéng ciia cong ty va quan hé véi khach hang. Sy ¢6 an ninh mét an
ninh cua khach hang gan day xay ra v6i dd phan nao gia ting sy chu y dén cac giai

phéap bao mat CSDL.

Giai phap don gian nhét béo vé dit lidu trong CSDL & muc d6 tap tin, chéng lai
su truy cép trai phép vao céac tap tin CSDL 1a hinh thirc ma héa. Tuy nhién, ma hoa dir
liéu & muc do nay la giai phap mang tinh “dugc an ca, ngd vé khong”, giai phap nay
khong cung cdp muc do bao mat truy cdp dén CSDL & mic d6 bang (table), cot
(column) va dong (row). Mot diém yéu nira cua giai phap nay 1a bat cr ai v6i quyén
truy xuat CSDL déu c6 thé truy cap vao tat ca dit liéu trong CSDL. Diéu nay phat sinh
mot nguy co nghiém trong, cho phép cac ddi twong véi quyén quan tri (admin) truy
cap tat ca cac dir liéu nhay cam. Thém vao d6, giai phap nay bi han ché vi khong cho
phép phan quyén khac nhau cho nguoi st dung CSDL[7].

Giai phép thir hai, d6i nghich véi gidi phap ma héa cap tap tin néu trén, giai
quyét van dé ma hoa ¢ muc tng dung. Giai phap nay xir Iy ma hoa dit liéu trude khi
truyén dir liéu vao CSDL. Nhiing van dé vé quan 1y khéa va quyén truy cap dugc hd
trg boi mg dung. Truy van dir liéu dén CSDL s& tra két qua dit liéu & dang ma héa va
dir liéu nay sé dugc giai ma boi tmg dung. Giai phap nay giai quyét dugc van dé phan
tach quyén an ninh va hd trg cac chinh sach an ninh dya trén vai trd (Role Based
Access Control — RBAC). Tuy nhién, xir Iy ma héa trén ting tng dung doi héi su thay
d6i toan dién kién trac cia ung dung, thdm chi doi hoi tng dung phai duoc viét lai.
Day 1a mot van dé dang ké cho cic cong ty c6 nhidu ung dung chay trén nhiéu nén

CSDL khac nhau.
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Tir nhitng phan tich hai giai phap néu trén, c6 thé d& dang nhan thiy mot giai phap bao
mat CSDL ti wu can hd trg cac yéu t6 chinh sau:

1. HO trg ma hoa tai cac muc dir liéu cép bang, cot, hang.

2. HO tro chinh sach an ninh phin quyén truy cap dén mirc dit liéu cot, hd tro RBAC.
3. Co ché ma hoa khong anh huong dén cac ing dung hién tai.

Du6i day 1a hai mo hinh théa man c&c yéu cau trén, dic biét 1 yéu cau thir ba.

Xay dung ting CSDL trung gian

Trong md hinh nay, mot CSDL trung gian (proxy) dugc xdy dung gilta ing
dung va CSDL gbc (So d6 1). CSDL trung gian ndy c6 vai trd ma héa dir liéu trudc
khi cép nhat vao CSDL gbc, dong thoi giai ma dir liéu trude khi cung cép cho tng
dung. CSDL trung gian déng thoi cung cp thém cac chirc ning quan 1y khoa, xac thuc

ngudi ding va cap phép truy cap.

Giai phap nay cho phép tao thém nhiéu chirc ning vé bao mat cho CSDL. Tuy
nhién, mé hinh CSDL trung gian doi hoi xay dung mot tng dung CSDL tai tao tit ca

cac chirc nang cia CSDL goc.

Hién tai, trén thi truong san pham ma hoa CSDL, Secure.Data ctia cong ty Protegrity

(www. Protegrity.com) st dung mo hinh proxy néu trén.

Sir dung co ché siin c6 trong CSDL

Mo hinh nay giai quyét cac van dé ma héa cot dua trén cac co ché sau:

a. Cac ham Stored Procedure trong CSDL cho chirc nang ma hoa va giai ma

b. Sir dung co ché View trong CSDL tao cac bang 4o, thay thé cac bang that di duoc
ma hoa.

c. Co ché “instead of” trigger dugc sir dung nhdm tu dong hoéa qua trinh ma hoa tir
View dén bang gdc.

Trong md hinh nay, dit liéu trong cac bang gbc s& duge ma hoa, tén ciia bang gdc dugc
thay d6i. Mot bang ao (View) duoc tao ra mang tén cta bang gbc, ing dung sé& truy

cap dén bang 4o nay.
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CAc truy xuat dit liéu dén bang gdc s& duoc thay thé bang truy xuit dén bang ao.

Bang 40 duogc tao ra dé mo phong dit liéu trong bang gdc. Khi thuc thi 1énh “select”,
dir liéu s& dugc giai ma cho bang 4o tir bang gdc (dd duoc ma hoa). Khi thuc thi 1énh
“Insert, Update”, “instead of” trigger s& duoc thi hanh va ma hoa dit liéu xudng bang

géc[8] .

Quan 1y phin quyén truy cdp dén cac cot s& dugc quan 1y & cic bang 0. Ngoai cac

quyén co ban do CSDL cung cip, hai quyén truy cdp méi dugc dinh nghia:

1. Nguoi str dung chi duge quyén doc dir liu ¢ dang ma hoa (ciphertext). Quyén nay

phu hop véi nhitng dbi twong can quan Iy CSDL ma khong can doc ndi dung dir lidu.
2. Nguoi str dung duoc quyén doc dit liéu & dang giai ma (plaintext).

Giai phap néu trén c6 loi diém don gian, dé phat trién. Tuy nhién, do cac gi6i han
v€ co ché view, trigger va cach thirc quan tri dir li€u, gidi phap nay c6 nhirng han ché

Sau.

Nhitng cot index khong thé dugc ma hoa, do d6 han ché céac ung dung can hd tro
index, dir liéu ma hoéa co kich thudce 16n so voi dir liéu géc. Su chénh l¢éch nay khong
dang ké dbi v6i cac dir liéu chit (text), nhung rat dang ké d6i véi cac dit lidu sb va

dang nhi phan. Vi du, dir liéu s6 1 byte sé€ bi tang 1én 2 byte sau khi ma hoa.
Téc d6 truy cap CSDL giam do qua trinh thuc thi tang ma hoa

Bio vé wng dung truy xuat CSDL
O day ching ta hiéu 1a Gng dung truy xuat dén CSDL gom hai phan chinh 13
Client (bén sir dung dich vu) va Web Service (bén cung cép dich vu).

1. Nguy co CSDL bj tin cdng SQL Injection:

Bén st dung dich vu Client s€ thyc hién viéc xac thuc nguoi dung trudc khi
dugc phép truy cap hé thong dé thuc hién cac chirc ning, yéu cau xac thuc bao gom cd
nhiing thong tin co ban nhu user name va password, do d6 loi dung “16 hong” nay thi

ké gian c6 thé tn cong Co so dir liéu str dung tin cong SQL Injection.

SQL Injection chinh 1a vi¢c chén doan ma SQL ddc hai (thyc hién cac truy van

khong mong mudn) thong qua giao dién tng dung, c6 thé 1a tng dung Web hoic
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winform. Khi d6 ké gian c6 thé truy cdp vao hé thng, thuc thi cac 1énh SQL dé thay
d6i thong tin nhu thém user, hodc stra doi thong tin trai phép va nghiém trong hon c¢6
thé x0a tat ca céc thong tin quan trong... Vi du ching ta ¢6 doan ma SQL thuc hi¢n
viée truy van dén Co s& dir liéu théng qua giao dién ding nhap. Binh thuong thi cu
lénh truy van xem c6 ngudi ndo trong Co s dit lidu tmg voi thong tin d3 nhap vao

khoéng la:

string sqlemd= “SELECT * FROM tblUser WHERE username= *“*
+ username +7> AND password = ““’+ password + “;

Va két qua ta mong muén la:

SELECT * FROM tblUser WHERE username= ,,nguyenvana“
AND password = ,,nval23*;

Chu y 1a gia tri khi truyén vao s& & dang ndm trong dau nhdy don. Khi d6 néu
c6 thong tin dang nhap trong Co s& dir lidu thi s& tra vé& nguoc lai thi khong. Cau 1énh

truy van don gian hon la:
SELECT COUNT(*) FROM tblUser WHERE username= ,,nguyenvana“
AND password = ,,nval23*;

Ké tin cong co thé nhap bat ky tén dang nhdp nao (ding hoic sai) va mat

khéu c6 chua phﬁn nhu Bb“ OR ,,="*, khi d6 cau I¢nh truy van trén tré thanh:

SELECT COUNT(*) FROM tblUser WHERE username= ,,anyname® AND password
— ”Bb(( OR ,’((2((((;

Cha ¥ 1 khi d6 ménh d¢ diéu kién WHERE thanh ? and For T=>For T=>T
(do phép AND dugc uu tién truéc OR) va tat ca cac dong username/password sé& tra vé

mg dung. Néu tng dung kiém tra thiy néu sé dong 1a >0 thi CSDL bi tan cong.

Nhu vy chiing ta thiy rang ké tin cong di loi dung cach thirc cau 1énh truy van
SQL thuc hién dé trUyén tham s vao va thay ddi cach thue thi cau 1énh. Do d6 viéc
mg dung thiéu viéc kiém tra va kiém soat thong sb dau vao, cu thé ¢ day la khong
kiém so4t chudi dau vao s& 1am ting nguy co Co sd dir liéu bi tn cong. Do d6 dé tranh

viéc bi tan cong Injection thi ing dung phai c6 kha ning kiém tra duoc dau vao nhu
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st dung cac tham sb Parameters (trong .NET str dung cac Parameters khi 1am viéc voi
Sql Command hodc OleDb Command) chir khong sir dung cac cau 1énh SQL truc tiép.
khi d6 .NET s€ tu dong validate kiéu dir liéu va noi dung trudc khi thyc thi cau
1€nh[8].

Vi du nhu trong ing dung st dung cau 1énh SQL.:

String strSQL= “SELECT * FROM tblUser WHERE “+ “username = ,,”+

obj.getUserName() + ““”” + “password = .+ obj.getPassword() + “*;

Céac ham obj.getUserName() va obj.getPassword() s& kiém tra cac thong tin dau
vao, loc cac ky tu khong mong mubén ma né ¢ nguy co gy ra viéc thuc thi mot cau
1énh SQL tiép sau...

Ngoai ra ciing can phai kiém soat cac thong bao 18i, mic dinh thong bao 13i s&
khong hién thi chi tiét. Tranh viéc st dung céc ddu nhay trong dau vao (nhap thong
tin). C6 mot s6 ky tu khac c6 thé gay nhimng van dé nhu:

-- /I Ky tu chu giai SQL.
: Il Ky tu két thic mot cau 1énh SQL.
% /Ky tu trong cau lénh LIKE cua SQL.

Do d6 can phai kiém tra ddu vao xem c6 nhitng ky tu dic biét khong duoc phép
khéng.

Vi du tdn cong SQL Injection sir dung bién, nhoy dé dang nhap: Ké tan cong co
thé nhap bat ky username nao va password 1 ,,OR 1=1-- (cht y 1a ky tu -- 1a ky tu chu
giai, n0 sé két thuc pham vi thyc hi¢n cau 1é€nh phia sau d6). Khi do cau Iénh truy van
trén trd thanh:

SELECT * FROM tblUser WHERE username="anyname"
AND password="" OR 1=1-- ;
Chu ¥ 12 “OR 1=1” c6 thé dinh kém bat ky dau vao nao va dugc danh gia 1a TRUE.
Vi du khac c6 thé gay nguy hiém cho Co s¢ dir liéu nhu ké tan cong thuc
hién viéc xo6a thong tin trong Co sé dit liéu nhu: ké tdn cong co thé nhdp bat ky

username nao va password la:
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DELETE FROM tblUser WHERE username LIKE;

Khi d6 cau 1énh truy véan khi thyc thi s& trg thanh:

SELECT * FROM tblUser WHERE username="anyname* AND password="abc";
DELETE FROM tblUser WHERE username LIKE ,,%";

Khi d6 hé théng s€ thuc thi hai cau 1énh:
SELECT * FROM tblUser WHERE username="anyname "
AND password="abc"'; [/Cau Iénh nay sé khdng tra vé gi.
DELETE FROM tblUser WHERE username LIKE ,,%"; // Tity thugc vao quyén han
theee thi cau lénh ciia ngueoi diing thi nguy co Co sé dir liéu bi tan cong nam & day.
Nghiém trong hon nita, lgi dung kién thirc vé ODBC (Open Database
Connectivity, giita bat ky ngdn ngit nao va bat ky DBMS nao) cho phép thuc thi cau
1énh st dung ky tu ,,| vi du nhu ,,|shell(“cmd /c echo “& char(124) & “format c:”)|*

cau 1énh nay co6 thé s€ xo6a toan bd 6 C: va lam cho hé thong bi sup do.

Ngoai ra gia st mot trang Web nhan dugc mot thong tin ciia mot tram nao dé co

dang nhu: http://www.siteapp.com/ThongTinTramKiemDinh.aspx?ID=2.

Khi d6 thi ching ta s& lién tuong dén cau lénh SQL nhu: SELECT * FROM
tbIThongTinTramKiemDinh WHERE id=5 va néu ta thém thong tin vao dia chi nhu:
http://www.siteapp.com/ThongTinTramKiemDinh.aspx?ID=2 AND 1=1, néu két qua
c6 tra vé thong tin ctia tram d6 thi chic chian ung dung c6 16 hong, hodc chung ta co
thé gui:

http://www.siteapp.com/ThongTinTramKiemDinh.aspx?I1D=2

AND user name()="dbo", néu c6 két qua tra vé thi chung ta biét chic 1a quyén nguoi
dung 1a dbo...

2. Bao vé thong tin truy xuat Co s dir liéu cia Web Service

Ung dung Web Service sé& can sir dung thong tin két ndi toi Co so dir lidu dé
thue hién truy xuét thong tin, tir d6 dap Gng cac yéu cau bén Client. Do d6 nguy co
tiém tang chinh 13 viéc thong tin két ndi bi ké gian dénh cap, vi chudi két ndi chira

thong tin chi tiét vé& Server, thong tin ding nhap vao Co sd dir liéu, néu thong tin nay


http://www.siteapp.com/ThongTinTramKiemDinh.aspx?ID=2
http://www.siteapp.com/ThongTinTramKiemDinh.aspx?ID=2
http://www.siteapp.com/ThongTinTramKiemDinh.aspx?ID=2
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bi 16 ra thi ké gian dé dang truy cép duoc vao Co s& dir liéu, va khi dé thi hau qua s&
khong luong trude, vi vay dé giam nhitng nguy co nay thi thong tin két ndi can phai
dugce mé hoa. Thong tin két ndi Co sd dir liéu trong tmg dung .NET duoc luu trong file

cAu hinh Web.config va c¢6 dang nhu  sau:

<connectionStrings>

<add name="dbconnection" connectionString="Data Source=[AddressServer];Integrated Security=true;Initial
Catalog=[NameDB]; User name=[tendangnhap]; Password=[matkhau]"/>

Trong .NET cung cip sin cac chirc ning cau hinh bao mat dé ma héa va giai
mi mot sd phan trong file cAu hinh Web.config bao gdm:
RSA Protected Configuration Provider: mac dinh trong .NET sir dung thuat todn ma
hoa khoa cong khai RSA dé ma hoa va giai ma thong tin.
Data Protection Confguration Provider: cung cip giao dién ung dung dé ma hda va
giai ma thong tin.

Truong hop trén 13 ma héa duéi dang File System, néu deployed tng dung 1én

host chang han (chay trén IIS) thi chiing ta str dung c phap sau:

Pé ma hoa: aspnet_regiis.exe -pe “connectionStrings” -app “/[Web Service]” trong d6
tham s6 -pe chi ra tng dung dugc xay dung trén nén IIS (tng dung di duoc trién khai

trén 11S).

Dé giai ma: aspnet_regiis.exe -pd “connectionStrings” -app “/[Web Service]”.
Bdo v¢ irng dung May tram
+ Phat hién va ngan chan chuong trinh doc hai:
Phat hién va ngan chan chuong trinh doc hai thong thuong dugc thuc hién béi
cic ung dung bao mat riéng ré nhu tuong lta, chéng virus va chdng spyware.
Tuong lira va kha ning kiém soat chuong trinh - 14 chitrc ning quan trong nhat boi vi
n6 c6 thé kiém soat duoc ludng tin di vao/ra & ving nhan. Chi c6 tuong lira méi co thé
ngin duoc truy cdp trai phép nhu ma doc, kiém soat chuong trinh nao duwgc phép truy
cap mang, va lam cho cic may tram tré6 nén “v0 hinh” ddi véi hacker.
Kha ning chéng virus duoc sir dung dé phat hién va ngan chan sy 1y nhiém cua virus.
Kha niang chong spyware 13 ngin chin sy liy nhiém cia sdu, trojans, adware, va

keystroke loggers. N6 co thé cung cap su bao vé trong thoi gian thyc, chong viéc cai
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dit spyware trén may tram, dong thoi c6 thé phat hién va g& bo spyware da duoc cai
trudc do.

Diéu quan trong d6i véi tit ca cac kha ning trén 1a ngudi quan tri c6 thé kiém
soat tip trung va theo ddi dugc cac mdy tram dé dam bao chung tuin thu véi chinh
sach an ninh.
+ Ma hoa va chbng that thoat dir ligu:
Béao v¢ dit li¢u trén may tram la rat quan trong boi vi nod rat dé bi danh cép hay bi mat.
Kiém soat dé bao vé dir liéu 1a bao gém m3 hoa toan bd 6 cirng, ma hoa thiét bi nh¢ di
dong va kiém soat cac cong/thiét bi trén may tram. Ma hoa c6 thé ap dung cac file

riéng ré, thu muc, toan bo b cung hoac cho thiét bi nhé di dong.

private string SafeSqlLikeClauseL.iteral(string inputSQL)
{

/I Thyc hién cac thay thé sau day:

/I becomes "

/I'[ becomes [[]

/I % becomes [%]

/I _becomes [ ]

string s =

inputSQL;

s = inputSQL.Replace("", ");

s = s.Replace("[", "[[1")

s = s.Replace("%", "[%]");

s = s.Replace("_"

"L1M; return's;
}

Kiém soat cong/thiét bi ngoai vi 1a cong nghé twong d6i méi, cho phép cac t chirc
quan Iy mot cach tap trung cong, thiét bi ngoai vi nao duge phép sir dung trén ting
may tram. Mot o1 ich thyc té 1a ngan can viéc copy dir li¢u dugc bdo vé tir may tinh
t6i mot thiét bi nhd nhu USB. Kiém soat cong ciing ngin chin duoc viée lay lan virus
tir cac thiét bi nhd ngoai vao may tinh roi tir 46 ldy lan ra trong mang cong ty.

Vi du nhu ¢6 ham kiém tra ky tu nhap:

Bdo v¢ irng dung Web Service
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Ngoai phia Client ra thi phia Web Service cung cdp nhirng phuong thirc ma
Client sir dung, trong d6 thyc thi cau Iénh SQL hoac goi Store Procedure, cho nén viéc
thuc thi cac cau 1énh SQL nay sir dung store procedure trong truong hop cau 1énh SQL
khong c6 tham sb thi khong can phai quan tim dén viéc chéng lai SQL Injection, tuy
nhién thi da s céc store procedure ndy can tham s truyén vao, cho nén cin phai cha y

cac tham s0 nay. Vi du nhu c6 doan ma sau st dung tham so truyén vao:

using systermn.Data;

using Systern.Data SqlClient;

using [sqlConnection connection= new $qlConnection{connectionstring))

{
Dataset userDataset= new Dataset();

SqlDatasdapter myCommand = new SqlDatasdapter|"LoginStoredProcedure”, connection);
myCommand. el ectCommand. CommandType = CommandType StoredProcedure,
myCommand. el ectCommand.Parameters add("@u_id", $gl0bTypevarchar, 11);

my Cammand. SelectCommand Parameters["@u_id"] Walue = §5M Text;

Tham sé @u_id 13 tham s ddu vao va nd nhu mét gid tri, khong 1a ma thuc thi, ngoai
ra tham s6 nay ciing dugc kiém tra d6 dai khong qua 11 ky tu, néu qua s& thong bao

101.

CREATE PROC
dbo.runQuerySQL @var text

AS

exec sp_executesql @var GO

Ung dung str dung céc store procedure thyc thi c6 dang nhu:

Mot ung dung st dung tha tuc nhu dang ndy sé& c¢6 nhitng 16 hong nhu néu
tham s cua thi tuc truyén vao bién @var c6 dang nhu DROP TABLE tbITram; thi
trong truong hop nay, bang tblTram sé& bi x6a; Thu tuc thyc thi dudi quyén dbo, va tén
thu tuc (runQuerySQL) sé& cho ké gian biét dugc muc dich sir dung va sé loi dung dé

thue thi cac cau 1énh SQL khac.

Mot van dé nita ciing can chii y dbi voi Web Service 1a thong tin truy xuat
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CSDL nam trong file cdu hinh Web.config, cho nén viéc bao vé thong tin ndy rat quan
trong nham ngin chin ké gian danh cap thong tin va truy xuat vao CSDL, cho nén can
phai m3 hoa thong tin nay. .NET d4 hd tro viéc ma hoa, giai mi nay, cho nén viéc can
1am 14 chi viéc thuc thi cau 1énh ddi véi tng dung[8].
aspnet_regiis.exe -pef “connectionStrings™*D:\Projects 2011\VRService 2.0”
Cha v 1a viéc ma hoa nay khong can phai thay d6i lai ma cta chuong trinh, NET hd
tro hét khi chuong trinh goi dén chudi két ndi, né s& duoc tu dong giai ma.
Bdo mgt Web Service

Do tng dung thyc hién trao doi thong tin trén m6 hinh Web Service nén viéc
bao mat Web Service ¢ thé ap dung & ba cap do:
Platform/transport-level (point-to-point) security.
Application-level (custom) security.
Message-level (end-to-end) security.

Moi phuong phap tiép can déu cé nhimg uu, nhuoc diém khac nhau, viéc lya
chon phuong phap phu thudc vao cac dic diém cua kién trac va nén tang lién quan dén
viéc trao ddi thong diép.

1. Platform/Transport Level (Point-to-Point) Security:

Khi str dung cach nay, gia sir 1a méi trudng str dung 14 hé diéu hanh Windows,

vi du nhu mang cong ty:

- Web Server (11S) cung cap cach xéc thuc Basic, Digest, Integrated va Cerrtificate.

- ASP.NET Web service ké thira mot sé dic tinh cia ASP.NET 1a xac thuc va uy
quyeén.

- SSL va/hoic IPSec c6 thé dugc str dung dé cung cap tinh toan ven va bao mat thdng
diép.

Str dung:

M hinh van chuyén, mic d6 bao mat don gian, day da (chu yéu 1a trong mang
ndi bd), trong do6 co ché van chuyén va cau hinh dau cudi c6 thé duogc kiém soat chat

ché.
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Mot s6 van dé chinh ddi véi mire d6 bao mat van chuyén l1a: An ninh chit ché
va phu thudc vao nén tang, co ché van tai, bén cung cép dich vu an ninh (NTLM,
Kerberos,...) An ninh dugc ap dung tir diém-diém, cho nén khéng cung cip cho viéc
dinh tuyén thong qua cac nit mg dung trung gian. Do céc thong diép can dugce ma hoa
nén cach tiép can nay c6 thé ton kém.

2. Application-level (custom) security:

Véi cach tiép can nay, tng dung c6 cac dic tinh bao mat tiy chinh vi du nhu:

- Mot ang dung c6 thé st dung tiéu dé SOAP tlly chinh dé xac thuc thdng tin véi mdi
y&u cau cua Web service. Mot cach chung hon 1a qua ticket (hay gidy phép) trong tua
dé SOAP.

- Ung dung c6 sy linh hoat trong viéc tao ra déi twong Iprincipal chira cac vai tro.
Diéu nay co6 thé 1a mot 16p tly chinh cua 16p GenericPrincipal duoc cung cap bai
NET Framework.

- Ung dung c6 thé lya chon ma héa nhitng gi can thiét, viéc nay can phai co yéu cau

vé an toan luu trit khoa va nha phat trién can phai co kién thic vé cac APl mat ma.

Mot ki thuat thay thé 13 str dung SSL dé cung cip bao mat va toan ven két hop véi cac
header SOAP tuy chinh dé thuc hién xéc thuc.

Su dung:

Str dung phuong phap nay khi chung ta mudn tan dung loi thé ctia mét lwge d6 Co so

dir liéu hién co6 ctia nguo1 dung va vai tro, dugc stir dung trong irng dung hién tai.
Chung ta mudn ma hoa mot phan cua thong diép, chir khong phai toan bd.
3. Message-level (end-to-end) security:

bay la cach tiép can linh hoat mém déo va manh m& nhat va duoc st dung trong
cac Web service Exhancements cho .NET

WS-Security md ta thong sd ky thuat cai tién thong diép SOAP, cung cip tinh
toan ven, bao mat thong di€p va xac thyec.

Xac thuc dugc cung cép trong thé bao mat theo tiéu @& SOAP. Khong co kiéu

dac ta nao cua token dugc yéu cu bai WS-Security. Cac token bdo mat co thé bao
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gd6m co6 Keberos ticket, X509 certificate hay XML hodc mi thong bao nhi phan. Thong
tin lién lac an toan duoc cung cip bdi chit ky s6 XML dé dam bao cho tinh toan ven
thong diép va ma hoa XML cho bao mat tin nhan[8].

Str dung: WS-Security c6 thé dugc sir dung dé xay dung mot khuon khd cho
viée trao doi thong diép an toan trong méi trudng khong dong bdo Web service.

Mirc do bao mat: Poc 1ap van chuyén, cho phép kién triic an ninh khong dong
nhat, cung cap bao mat diém-diém va dinh tuyén ban tin théng qua cac nat ung dung
trung gian, hd trg nhidu cong nghé ma hoa, hd tro khong thodi thac (non-repudiation).
Do d6 giai phap t6i wu 1a 4p dung Message-level (end-to-end) security cho viéc bao
mat Web service.

Vai ung dung Web Service, xay dung dua trén céng nghé caa Microsoft la Windows
Communication Foundation (WCF).
Bdo mgt di ligu tai Co so dir ligu

Bao mat dir li¢u tai Co s¢ dir li¢u tic 1a nhiing thong tin dugce luu trong Co s&
dir liéu phai dugc ma hoa dé nhitng nguoi khong cé tham quyén khong thé xem dugc.
Do d6 tng dung can phai dap ing duoc nhitng cong viéc nhu:

«  Tha nhit ma héa dit liéu trude khi chén vao Co sé dit liéu.

« Tha hai 1a cho phép hién thi duoc dir liéu dd ma hoa c6 trong Co so dit lidu
dudi dang ban ma.

« Tha ba la hién thi dix liéu trong Co sé dit liéu sau khi di dugc ma hoa.

Ma hoa dir liéu truwéc khi chen vao CSDL:

Thong ti
) Thuat toan ma i (;)ng n <o
qua do khi A
Tram P o e PP =P héa(dang CcSDL
ban ro ban ma)
\ ) Khoa K N~

Hinh 3.3 Ma hoéa dir liéu trude khi chén vao Co s¢ dir lidu.
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Tat ca cac thong tin vé ding ky kiém dinh, thong tin lién quan dén phuong tién ding
ky va cac két qua do khi thai s& dugc ma hoa bang thuat toan AES va luu trong Co s
dir ligu.

Qua trinh chén dir liéu vao CSDL gbm c6 3 giai doan chinh:

1. Giai doan Iy thdng tin tir bén Client gui dén.

2. Giai doan sir dung thuat toan ma hoa AES dé ma hoa dir liéu gui dén véi khoa K.

3. Giai doan lay dit liéu di dwgc ma hoa chén vao CSDL.

Hién thi dir liéu trong Co' s& dir liéu sau khi da dwge ma hoa:

Khi Tram can truy xuit thong tin di dang ky ctia mot phuong tién thi can truy
XuAt thong tin cua phuong tién do trén Van phong Cuc, Thong tin trén cuc do Web
Service giri vé dudi dang ma héa (do thong tin luu trong Co sé dit liéu ¢ dudi dang ma
h6a). Do d6 dé hién thi duoc nhitng thong tin nay thi can phai giai ma véi khoa.

Do d6 qua trinh thuc hién bao gdm c6 nhimg budc sau:

1. Tha nhét la lay dit liéu dudi dang bin méa trong Co sé dit ligu.

2. Thu hai la st dung thuét toan giai ma AES dé giai ma di liéu vira lay véi

khoa giai ma K™ nguoi dung nhap vao.

3. Thirbala hién thi dir liéu da duoc giai ma.

LAy thong tin khéa bi mat:

Thong tin khoa bi mat K s€ duoc luu dudi dang file ma hoa trong cac thiét bi
lru trir nhue USB, CD, thé nhé,...hodc c6 thé nhap truc tiép khoa khi chuong trinh yéu
cau.

Truong hop nhap truc tiép khéa vao trong chuong trinh, chuong trinh s& yéu cau
nhap khéa sau khi xac thuc thanh céng.

Truong hop chwong trinh yéu cau chon thiét bi luu trix file khoa, chon thiét bi nhu
USB, thé nhé. Chuong trinh s& xac thuc théng tin, giai ma lay ra khoa duoc luu trong
file khoa. D4i v6i nhitng thiét bi luu trir khdng c6 sé Serial thi viéc xac thuc file khoa

s& phai ding dén théng tin GUID (Globally Unique IDentifier ) trong chuwong trinh.

Cu thé nhu sau:
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a. Qué trinh tao file khoa luu trong thiét bi c6 serial nhu thé nhé, USB,...
L4y ra ID cua thiét bi. Chon ra mét khoa duoc chi dinh két hop véi thdng tin GUID
cua tng dung roi luu vao file khoa (key.txt).
M4 hoa file khoa bang thuat toan AES véi khda 1a 1D cua thiét bj.
Luu file khoa lai ttng véi thiét bi do.
b. Qua trinh 14y ra khéa trong thiét bi
L4y ra ID cua thiét bi. Giai ma file khoa bang ID cua thiét bi sau d6 tach noi dung
trong file khoa liy ra GUID va so sanh véi GUID cua (ng dung, néu khép nhau thi file
khoa dugcxac thuc. Piéu ndy s& ngan duoc tinh trang file khoa dugc sao chép sang
c4c thiét bj luu trir khac nhau do Serial caa mdi thiét bi Iuu trit 1a duy nhat.
L4y khoéa trong file khoa da dugc giai ma.
3.5 DEMO chuwong trinh

> Nhap tén dang nhap, mat khau, théng tin tram do:

ﬁngnhéthé théng
P
-
e,

-
2
AR A DANG NEAR

7 Nan re
Tén dang nhap: &)

Mat khau

M3 s6 tram: 29v001 May:

Hinh 3.4 Bang nhap.

Qua trinh xac thuc dién ra, qua trinh nay gdm c6 hai cong doan chinh la:
1. Xac thuc May tram véi May cha sir dung k¥ thuat xac thuc SSL.

2. Xac thuc nguoi dung.

Néu qua trinh nay thanh céng thi vao duoc chuong trinh, khong thi khong dugc
vao. Khi ding nhdp thanh cong thi chwong trinh hién thi hop thoai yéu cau nhdp khoa
bi mat. Viéc nhap nay co hai cach 1a nhap tryc tiép bang ban phim hodc théng qua files
khoa luu trong thiét bi Iuu trir nhu USB, Memory Card...Viéc nhap truc tiép doi hoi
phai nhd khoa bi mat va néu khoa phuc tap thi viéc nhap khoa s€ rat kho khan, doi khi
viéc xac thuc ding khoa bi mat cling 1a mdt van dé can cha v vi néu nhap sai thi thong

tin m& hoa hodc giai ma phia Server phuc vu cho viéc hién thi trén Website s& khong
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dung hoidc khong giai ma duoc, cho nén cach nhap khoa duoc luu trong thiét bi luu trit
s& khic phuc duoc diéu nay.

Néu bé qua budc nhap khoa bi mat hodc nhap khong ding (khéa bi mat s&
khong dugc xac thuc) thi van vao dugc chuong trinh nhung s€ khong thé thuc hién
duoc chtrc ning nao nhu ding ky méi phuong tién dén kiém dinh hodc do khi thai cua
phuong tién.

» Man hinh dang ky thong tin:

Truong hop khoa bi mat khong duge nhap. Man hinh hién thi thong tin dang ky

Diing kji théng tin Phuang tién ki€m tra [in dau [
Théng tin khach hang

Ho tén:

Diachi:

Théng tin xe

Loai md 16, xe may: [ESEa)Eis e gRsn) g W=D N T=TTR (o YD XM Zey 3D YPoQyg ~

CzgOXOLaV4bGKWT o1

i gidy ©
S6 khung: Mau son: _ Ngay hét han ching nhan BH: [UREE gl

S6 dong co: dang ky xe: _
Nha san xut: hbo2MpFMEOUuS ~ Noi dang ky:
Thong tin dong cd
Kigu déng cd, xy lanh, 6ng xa: - Hé théng lam mat:
40 - Hé thdng nhién liéu: Hé th&ng xu Iy khi thai: W (C6/Khéng)

Céng suat dong cd (Kw): _ DR UELT IR GETR X 79XmTSHURBAWO!

s& 1a cac thong tin chura dugc giai ma 14y tir co s¢ dit 1iéu hién thi trén man hinh:
Hinh 3.5 Dang ky thong tin phuong tién mdi chua giai ma.

Truong hop khoa bi mat duoc nhap. Man hinh hién thi thong tin dang ky sé& 1a
cac thong tin d3 duogc giai ma sau khi ldy thong tin d3 duoc ma hoa tir co so dit liéu vé

Client va giai ma hién thi trén man hinh:
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-
Bing ky théng tin Phuang tign kiém tra [in d8u IQ
Théng tin khach hang

Bia chi:

Théng tin xe

Loai m6 t6, xe may: pCPRFATIE - Nhan hiéu: DGEMGENGEVAENGEIRE 5/ 1/2011 B~
29H8901 1065 KVRJ - Sd gidy chiing nhan BH: [SIZERRERS
56 khung: SK838388 Mau son: _ Ngay hét han chiing nhan BH: [ESEPDNENES

S6 déng co: 506 gidly dang ky xe:
Nha san xuat: Nai dang ky:
Thong tin dong cd
Kigu déng cd, xy lanh, 6ng xa: Hé théng lam mat:
H& thang nhién lidu: H& théing xil Iy khi thai: B (CéKhong)
Céng suit dong co (Kw): B Tiéu chudn khi thai:

Hinh 3.6 Dang ky thong tin phuong tién méi da giai ma.
Sau khi ding ky thong tin va tién hanh Iuu lai thi thong tin dang ky s& duoc ma
hoa va giri qua Web Service 1én cuc va tién hanh luu lai thong tin nay.
» Thong tin dugc ma hoa trong co so dit ligu:

> Tién hanh dang ky kiém dinh:

Nhap bién s& Phuong tién =]

\A _ . i L8 ]
= ng Tam bang Kiém 29.01V
Ninh Hié€p - Thanh Tri - Ha Noi
Dién thoai: 043293934

Dang kiém vién: Nguyen Van D
Ngay: 1/9/2011

Gig: 9:40:58

Chon bién s5 hodic s& khung xe:

[ x |

Hinh 3.7 Dang ky kiém dinh.
» Thong tin phuong tién da dang ky:

Dbi v6i truong hop chua nhap khoa bi mat thi do thong tin vé bién s cua

phuong tién dugc luu dudi dang ma hoa trong co so dir liéu cho nén ¢ day gia sir biét
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dugc thong tin bién s6 dd duge mi hoa cia mot phuong tién bat ky thi khi nhap théng
tin bién s6 (dang di ma hoa ctia phuong tién nhu xHna9ja==) thi thong tin ding ky cta

phuong tién s€ lay ¢ cuc vé chua dugc giai ma dugc hién thi.

Nguoc lai d6i véi trudng hop khoa bi mat duoc nhap chinh xac thi dé tién hanh
kiém dinh thi chi viéc nhdp bién s thi thong tin bién sd s& dugc mé hoa bang khoa bi
mat va so sanh trong co s& dit liéu, néu ding thi Server sé& tra vé thong tin ding ky cia
phuong tién dudi dang ma hoa va thong tin nay sau d6 s& duoc giai ma bang khoa bi

mét dé hién thi trén man hinh.

Théng tin phireng tién dang ky [

Tram kidm dinh: 29V001 Nhan vién kiém tra: Nguyen Van A
Théng tin v& cha phudng tién, phudng tién va dong cd:
Ho tén: zz19kOpchZjl44n3v+NOYe— 56 loai: CgOXOLaV4bGEWTIm  Tigu chuan khi thai: X79XmTSHURDbJAW
Bia chi: IGETbfwlnQwLc6muGM9gQ— Bl Kigu déng co: SuAESofI8huWeIW1

40
pd3q3zAydC1SRGwEK/f Mau son- zQNbHfBBI06vk3qdg2F7 COng s zZQNbHIBBI0G6vk3qd

Bign s&: Noi cap: pd3q3zAydC1SRGw6K/Mf HE thang Bu: HntvwrzOK7o0%06dp
Kidu PT: kkhzJBEiICW7+DFzQI11 S6 khung: ZQNbHfBBI06vi3qdg2F7 H& théng lam mat: bAIsZBQWKUSIIS
S6 gidy phép PK: Ir'S¥wmhS+LnijTAy: S& déng co: ZQNbHIBBI06vk3qdg2F7 théng xi Iy khi thai:  Khong
Nha SX- hbo2MpFMEOUuSLLgS Ngay dang ky En dau- 10/17/2011 S5 gidy chiing nhan BH- ZQNbHfBBI06vi3qc
Nhan higu: MEkan¥YDXjkMZey3DYP Ngay dang ky hién tai- 10/17/2011 Ngay hét han BH- 10/17/2011

Thong kiem tra gan day nhat:

Tram kidm dinh: Ngay kiém tra: SG tem: _

Ngudi kiém tra: L3n kigm tra: S5 gidy kidm tra:

Chup bién s6 va tién hanh do:
\Z| b Tién hanh do khi thai

Ché& do giam sat tu dong: Pa Tat

—1
Hinh 3.8 Thong tin phuong tién da dang ky chua giai ma.

Thong tin phuong tién da ding ky 13 thong tin duoc lay tir Van phong Cuc (da

ma hoa) vé Tram, sau d6 dugc gidi ma dé hién thi.
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Tram kiém dinh: 29V001 Nhan vién kiém tra:
Théng tin v& cha phudng tién, phudng tién va déng co:
Nguyén Van A S6 loai: 1065 KVRI  Tis e T
Ha Noi

An Giang Mau son: §
, An Giang  cnéoa
Xe 2 banhll S5 khung: SK838388 1am mat: Gio
DK99993 S6 dong co: DC833888 xii ly khithai: ~ Khong
Hon Da Ngay dang ky - 9/1/2011 S 3H: BH388388
Air Blade Ngay dang ky B 9/1/2011 : 9/1/2011

Ngay kiém tra:

Lan kigm tra:

7] [ (] Camm

Chup bién sa va tieén hanh do:

1

Hinh 3.9 Thong tin phuong tién da dang ky da giai ma.

Tuong ty, sau khi do kiém dinh khi thai thi thong tin vé két qua kiém dinh ciing
duoc ma hoéa trude khi gui 1€én mang qua Web Service, sau dé thong tin ma hoa dugc
gtri 1én Van phong Cuc va luu trong Co sé dit ligu.

3.6 Két luan chwong

Trong nhitng nam gan day viéc kiém dinh va kiém dinh khi thai 6 t6, xe may la
viéc rat quan trong, nim trong chwong trinh 1am giam hiéu tng nha kinh, giam b6t xe
6 t0, xe may da qua han sir dung, khong dam bao chat lwong khi thai khi tham gia giao
thong. Trong pham vi han ché cta luan vian da chi ra va gop phan nho bé vao viéc
kiém soat chat lwong khi thai, trong chuong trinh lam giam khi thai nha kinh cua
Chinh phu.

Chuong nay di tim hiéu so luge vé mot trung tdm tich hop dit liéu, cac van dé
an ninh an toan thuong gip phai, nghién ctru mot s giai phap da ap dung trong viéc
dam bao an ninh cho trung tdm va cudi cung 1a myc dich chinh cta luan van.

Chuong 3 g dung mot s giai phap dugc nghién ctru tai chuong 2 dé xay
dung tng dung, dam bao mot s6 yéu cau co ban vé bao vé, bao mat thong tin (& day 1a

bao mat CSDL tng dung).
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KET LUAN

1. Tinh ning ciia luin van:

Bao dam Bao mat cho Trung tim tich hop dit liéu 1a mot vin dé dd va dang
dugc quan tAm. Luan van d nghién ctru mot sd giai phdp dam bao bao mat cho Trung
tam tich hop dir liéu va tng dung mot trong s6 nhirng giai phap d6 xay dung tmg dung
dam bao bao mat cho chuong trinh kiém dinh khi thai cho Cyc Du trit Nha nuée khu
vuc Ha Noi. Trong khi tién hanh x4y dung tmg dung thi két qua phan tich dwa vao viéc
di khao sat thuc trang ing dung hién tai tai trung tam tich hop dir liéu Cuc Dy trit Nha

nudc khu vuc Ha Noi.
Két qua dat dugc cua luan van:

D3 xay dung dugc tmg dung thoa man mot sb yéu cau dit ra nhu:

Xac thyc tng dung May tram vai May chu.

- Bao vé ung dung truy cap Co so dit liéu.

- Bao vé dix liéu trén duong truyén mang céng cong.

- Bao vé dir liéu tai Co so dir ligu.

- Cac tinh nang cia chuong trinh (cap nhat, dang ky, gtri nhan thong tin,...).
2. Han ché cin khic phuc:

Tuy chuong trinh da dat dugc mot s6 yéu cau dat ra. Nhung viéc bao vé thong
tin chua tién hanh triét dé nhu trién khai VPN dé bao vé thong tin theo hudng truyén,...
chuong trinh chi dirng lai viéc thiét lap bao v¢ Co s¢ dit liéu riéng 1€, chua co déng bo
gifra cac May chu Co s¢ dir 1iéu.

3. Huéng phat trién ciia luin vin:

Muc dich ctia dé tai méi chi tp trung vao nghién ctru mét sé van dé dam bao an
toan va bao mat thong tin trong mét trung tam tich hop dir liéu nho, ¢ day la trung tam
cua Cuc Du trit Nha nudc khu vye Ha Noi. Trong tuong lai s€ cai tién céc tinh nang

cua chuong trinh dap g dugc mot s6 van dé da néu trong phan han ché.



70

TAI LIEU THAM KHAO

Tiéng Viét

[1]. Pang Tran Khanh, Phan Trong Nhan, “Bao vé tinh riéng tu cho cac dich vu dua
trén vi tri” Nha xuét ban Dai hoc Quéc gia TP H6 Chi Minh.

[2]. Thai Hong Nhi, Pham Minh Viét (2011), Gio trinh An Toan Théng tin, Nha xuat
ban Khoa hoc va K¥ thuat.

[3]. Pgs.Ts Nguyén Khanh Vin “An Toan Va Bao Mat Hé Thong Thong Tin” - PH
Bach Khoa Ha Noi.

[4]. Trung tdm khoa hoc Ty nhién va Cong nghé Qudc gia (2004), “Thiét ké va xay
dung mang LAN, WAN”.

Tiéng Anh

[5]. M. Gertz, S. Jajodia, “Handbook of Database Security: Applications and Trends,
Springer Verlag, ISBN 978-0-387-48532-4, 2008 Sach tham khao:

[6]. D.C. Knox, “Effective Oracle Database 10g Security by Design”, Oracle Press,
ISBN 0-07-223130-0, 2004

[7]. S. Castano, M. Fugini, G. Martella, and P. Samarati. “Database Security”, ACM
Press & Addison-Wesley, ISBN 0-201-59375-0, 1995

[8]. W. Mao, “Modern Cryptography: Theory and Practice”, 3rd Ed., Prentice Hall,
ISBN 0-13-066943-1, 2003

[9]. T.R. Peltier, J. Peltier, J. Blackley, “Information Security Fundamentals”,
Auerbach Publications, ISBN 0-8493-1957-9, 2005



