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I. MO PAU
1. Tinh cép thiét ciia dé tai

Céc nguy co mat an toan thong tin (ATTT) ngay cang gia ting khong chi vé
s6 lwong, quy mé tin cong ma con vé mirc do nguy hiém cua ching giy ra cho céac
co quan t6 chirc va doanh nghiép. Tai Viét Nam theo théng ké tir Cuc An Toan
Théng Tin thi ndm 2019 trong tong s6 148 cong, trang thong tin dién tir ciia co quan
don vi co tdi 2647 16 hong, diém yéu bao gom: 19 16 hong murc d6 nghiém trong, 52
16 héng & mirc cao, 270 18 hong & mirc trung binh, 924 16 hong & muc thap, 1382 18
hoéng dé 16 thong tin. Piéu nay thé hién cac bién phap, ky thuat nham dam bao
ATTT cho hé théng thong tin cua to chic, co quan di mang lai hiéu qua nhung
chua thuc su tét.

Bén canh do, cling theo théng ké tir cuc An Toan Thong Tin trong ndm 2019
thi ¢6 t6i 95% su cd, nguy co ATTT do 15i cuia ngudi dung trong d6 tan cong lira
déo chiém 96%, tin cong str dung ma doc chiém 92,4%. Dic biét, trong bdo céo
tong két nam 2019 theo y kién cia dai dién Bo Thong Tin va Truyén Thong, tin
cong vao ngudi dung da, van, va sé 1a phuong thirc tin cong hiéu qua nhat.

Hién nay, cac hé thong dam bao ATTT truyén thong nhu: phan mém giam
sat va phat hién ma doc (Anti AV), hé thong tudng lira, hé thong phét hién va ngin
chan xam nhap (IDS/IPS)...mdc du da phat sém phat hién va ngan chin dugc céac
cudc tin cong, nhung van con nhiéu han ché. Pbi v6i cac phan mém Anti AV mic
du da duoc tich hop cac cong nghé phat hién ma doc tién tién dya trén phan tich dau
hiéu va hanh vi két hop véi cong cu 4o hoa.

Tuy nhién, trudc su thay doi lién tuc vé& cach thirc phat tan va tin cong ma
doc thi cac hé théng Anti AV da khong thé mang lai hi¢u qua cao. Dac biét dbi voi
hé théng IDS/IPS dang gap phai nhiing khé khan khi phai giam séat va phan tich
luong dit liéu 16n dé phat hién dau hiéu bat thuong trong mang. Diéu nay dan dén
cac hé thong IDS/IPS thudng chi phat hién va ngan chian duoc tan cong khi ké tan
cong da & giai doan danh cap dir liéu.

Bén canh d6, dic diém chung cua cac hé théng dam bao ATTT truyén thong

1a chwa cung cip nhiéu dich vu tng pho va hd tro xtr 1y cac su ¢d mat ATTT trong



cac hé thong thong tin. Tir nhirng 1y do trén, hoc vién lya chon dé tai “Nghién ctru
phuong phap phat hién tién trinh bat thuong trén may ngudi ding”.
2. Tong quan vé vin dé nghién ciru

Hién nay cac nghién ctru 1y thuyét lién quan dén phat hién tién trinh bét
thudng trén cac may ngudi dung con rat han ché. Tuy nhién, lién quan dén van dé
phat hién ma doc trén may Workstation ngoai cac san phim 13 cac phin mém Anti
Virus thi xuat hién mot sd san pham hd trg Phat hién va Phan hoi Diém cudi
(Endpoint detection & Response- EDR). San pham EDR c6 chirc nang phat hién va
theo ddi cac sy ¢ bat thudng trén Enduser dé tir d6 dua ra cac kich ban tng pho su
cd. Theo d6, c6 mot s6 giai phap va san pham cta EDR nhu sau: San pham EDR
Apex One ciia Trend Micro ¢ kha nang ty dong phat hién va ngan chin nhiéu méi
de doa diém cudi nhit c6 thé, ma khong can bit ¢t su can thi¢p thu cong nao tur
nguodi ding. Apex One ciing s& tién hanh phat hién va ngin chan viéc khai thac 15
hong trong hé diéu hanh trude khi cac mbi de doa xAm nhap vao diém cudi voi cac
ban va 4o ludén duogc cap nhat lién tuc béng tri thong minh nhan tao tor Trend
Micro’s Zero Day Initiative.

Tuong tu nhu Apex One cia Trend Micro, san pham Palo Alto Networks
Traps cua Palo Alto ngin chin ciac mdi de doa trén ednpoint, phdi hop véi bao mat
cloud va network dé ngin chin cic cudc tin cong mang. Traps ngan chin viéc khoi
chay cac tép thuc thi doc hai, tép DLLs va tép Office bang nhiéu phwong phép ngin
ngira, giam bé mit tin cong va ting tinh chinh x4c cla viéc ngin chin phan mém
doc hai. Cach tiép can nay ngan chan phﬁn mém ddc hai d3 biét va chua biét tir viéc
lay nhidm endpoint bang cach két hop: WildFire threat intelligence, Local analysis
via machine learning, WildFire inspection and analysis, Granular child process
protection, Periodic scanning for dormant malware.

Kaspersky EDR c¢6 thé theo doi lién tuc va phan tich cac hién tuong bat
thuong, cac qua trinh kha nghi trén cdc may tram cia nhan vién va phan trng vi cac
mdi de doa & ché d6 thu cong, cling nhu ché do thu dong. Ngoai ra, Kaspersky EDR

cho phép kiém soat cac sy c0 tai cac di€m cudi cua mang, phat hi¢n cac ma doc va



cac hanh vi trai phép khong thé nhan biét & mirc bao vé mang, dong thoi phan Gmg
nhanh véi chung.

Ngoai ra ¢6 mot s giai phap khac nhu: VMware Carbon Black EDR, Falcon,
Malwarebytes Endpoint Detection and Response.
3. Muc dich nghién ciru

- Nghién ctru phuong phéap phat hién tién trinh bat thudng trén may tram.

- Thyc nghiém va danh gia phuong phap phét hién tién trinh trén may tram.
4. Déi twong va pham vi nghién ciru

- Céc giai phap cong ngh¢ EDR.

- Mot s luat phat hién tién trinh bat thuong trén may tram.
5. Phwong phap nghién ciru

Lu4n vin tip trung vao nghién cru va tim hiéu vé 1y thuyét cua cac giai phap
cong nghé EDR. Bén canh do, luan van s¢€ tim hiéu céach thuc dé ap dung tap luat dé

phat hién tién trinh bat thuong trén may nguoi dung sir dung hé diéu hanh Window.

II. NOI DUNG
Du kién luan vin s& duoc ciu tric vai cac chuong nhu sau:
Chuwong 1: Gi6i thi¢u vé hé diéu hanh trong may nguoi ding
1.1. Tong quan vé hé diéu hanh
1.2.  Phan loai hé diéu hanh
1.3.  Két luan chuong 1
Chuwong 2: Nghién ctru phwong phap thu thap tién trinh trén hé diéu hanh
2.1. Mot sd phuong phap va k¥ thuat thu thap tién trinh Windows
2.2, Mot s6 phuong phép va k¥ thuat thu thap tién trinh Linux
2.3. St dung giai phap ELK dé thu thap tién trinh bét thuong
2.4.  Két luan chuong 2
Chuong 3: Cai dit va thir nghiém phat hi¢n tién trinh bat thwong trén may
ngudi dung sit dung hé diéu hanh Window
3.1. Cai dat cAu hinh Elastic Search
3.2.  Cai dat cau hinh Kibana
3.3.  Cai dit va cdu hinh Logstash



3.4. Cai dat cong cu thu thap va van chuyén tién trinh trén hé diéu hanh Windows
3.5.  Cai dat cong cu giam sat tién trinh

3.6. Thuc nghiém va danh gia

3.7. Két luan chuong 3

I1l. KET LUAN LUAN VAN



CHUONG 1: GIOI THIEU VE HE PIEU HANH TRONG MAY
NGUOI DUNG

1.1. Téng quan vé hé diéu hanh
1.1.1. Khai ni¢m vé h¢ diéu hanh

Hé diéu hanh 1a mot hé thong cac chuong trinh hoat dong gitra ngudi st
dung (user) va phan cirng may tinh. Muc tiéu cua hé diéu hanh 1a cung cip mot moi
truong dé nguoi str dung c6 thé thi hanh cac chuong trinh. N6 1am cho may tinh dé
st dung hon, thuin loi hon va hiéu qua hon. Hé diéu hanh 1a mot phan quan trong
cua hau hét cac hé thong may tinh. Mot hé thdng may tinh thuong dugc chia lam
bdn phan chinh: phan cang, hé diéu hanh, cac chwong trinh ng dung va nguoi sir
dung.
1.1.2. Cac chirc ning ciia hé diéu hanh
1.2.1.1. Quan Iy tién trinh

Mot tién trinh 12 mot chuong trinh dang duoc thyc thi. Mot tién trinh phai st
dung tai nguyén nhu thoi gian st dung CPU, bd nhé, tap tin, céc thiét bi nhap xuat
dé hoan tat cong viéc cua nd. Cac tai nguyén nay duoc cung cap khi tién trinh duoc
tao hay trong qua trinh thuc thi.

Vai tro cia hé diéu hanh trong viéc quan ly tién trinh 1a:

- Tao va huy cac tién trinh cta ngudi sir dung va cia hé thong.

- Tam dirng va thyc hién tiép mot tién trinh.

- Cung cap cac co ché ddng bo tién trinh.

- Cung cap cac co ché giao tiép giira cc tién trinh.

- Cung cap co ché kiém soat deadlock.
1.2.1.2. Quan 1y b nhé chinh

Hé diéu hanh c6 nhiing vai tro nhu sau trong viéc quan Iy bo nhé chinh:

- Luu trix thong tin vé cac vi tri trong bé nhg da duoc st dung va tién trinh
nao dang su dung.

- Quyét dinh tién trinh nao duoc nap vao bd nhé chinh, khi b nhé da c6 thé
dung duoc.

- Cap phéat va thu hdi bo nhé khi can thiét.



1.2.1.3. Quan ly bd nhé phu

Vai tro cua hé diéu hanh trong viéc quan ly bo nhé phu:
- Quan ly vung tréng trén dia.

- Binh vi luu trir.

- Lap lich cho dia

1.2.1.4. Quan ly hé thong vao/ra

Mot hé thdng vao/ra bao gdom:

- Thanh phan quan 1y b nhé viing dém, luu trir tam thoi va ving chira.
- Giao tiép diéu khién thiét bi (device driver) tong quét.

- Bo diéu khién cho cac thiét b x4c dinh.

1.2.1.5. Qudn ly hé thang tdp tin

1.1.3.

1.2.
1.2.1.

Vai tro caa hé diéu hanh trong quan Iy tap tin:

- Tao va xda mot tap tin.

- Tao va x6a mot thu muyc.

- Hb tro céc thao tac trén tap tin va thu muc.

- Anh xa tap tin trén hé thong luu trit phu.

- Sao luu dy phong céc tap tin trén cac thiét bi luu trix.
Cac tinh chét co ban ciia hé diéu hanh

Cac hé diéu hanh hién dai ngay nay déu c6 cac tinh chat co ban nhu sau:
- Tin cay

- An toan

- Hiéu qua

- Tong quét theo thoi gian

- Thuan tién

M6t s6 hé diéu hanh trén may nguwoi dung

Gi6i thi¢u vé h¢ diéu hanh Windows

Microsoft Windows Ia tén ciia mot ho hé diéu hanh dua trén giao dién nguoi

dung d6 hoa duoc phét trién va dugc phan phéi boi Microsoft. N6 bao gom mat vai

cac dong hé diéu hanh, mdi trong sé d6 phuc vu mot phan nhét dinh cia nganh cong

nghi¢p may tinh.



1.2.1.1. Quan ly tién trinh trong windows

Mot bo xt Iy trong may tinh chay Windows c6 hai ché do khac nhau: ché do
ngudi ding va ché do kernel. Bo xtr Iy chuyén doi giira hai ché @6 tiy thudc vao
loai mi nao dang chay trén bo xir ly. Cac ung dung chay ¢ ché d6 nguoi dung va
c4c thanh phan hé diéu hanh 16i chay ¢ ché do kernel. Trong khi nhiéu trinh diéu
khién chay & ché do kernel, mot sb trinh diéu khién c6 thé chay & ché d6 nguoi
dung.

User mode: Khi mot chuwong trinh khai tao trén User Mode, Windows s€ tao
mét tién trinh (process) cho chuong trinh d6. Mét tién trinh cung cp cho chuong
trinh d6 mot khong gian dia chi 40 (Virtual address space). Béi vi méi khong gian
dia chi a0 cia mdi tién trinh 1a riéng biét, nén mot chuong trinh kho co thé thé thay
d6i dir liéu thudc vé mot chuong trinh khac. Do mdi chuong trinh chay mét cach cd
lap nhu vay, nén néu mot chuong trinh gap su ¢ thi sy ¢d ndy sé dugc giéi han
trong chuong trinh d6. Nhitng chuong trinh khac va hé diéu hanh s& khdng bi anh
huong. Khong gian dia chi 40 cua mdi tién trinh & User Mode bi giéi han. Mot
chuong trinh chay tai User Mode s€ khong xtr 1y dugc nhirng dia chi ao (Virtual
address) duoc du trir dé st dung boi hé diéu hanh. Su gigi han khong gian dia chi
nham bao vé nhitng chuong trinh khoi viéc xa Iy nham vao nhitng ving dit liu
quan trong, cd thé gay hai téi hé diéu hanh.

Kernel mode: Tat ca cac ma chay trong ché do kernel chia s¢é mot khdng
gian dia chi 40. Diéu nay c6 nghia 13 trinh diéu khién ché do kernel khong bi co lap
Vvéi cac trinh diéu khién khac va chinh hé diéu hanh. Néu trinh diéu khién ché do
kernel vo tinh ghi sai dia chi 40, dir liéu thudc vé hé diéu hanh hoic trinh diéu khién
khac cd thé bi xdm pham. Néu trinh diéu khién ché a6 kernel gap su cd, toan bo hé
diéu hanh s& gap su cb.

- Stack: chaa dir liéu tam thoi, thuong chi chaa dir liéu dung trong thoi gian
rat ngan hoac dung mot lan.

- Heap: day 1a ving bd nhé duoc cip phat dong cho mét tién trinh trong thoi

gian thuec thi.



- Data: chira cac bién global (bién dung chung ¢ cip toan bo chuong trinh)
va static (loai bién ding chung & cap struct).

- Text: bao gébm hoat dong hién tai duoc biéu thi bang gia tri caa Program
Counter va néi dung cua cac thanh ghi trén vi xu ly.

Khi mot tién trinh thuc thi, né c6 thé di qua cac trang thai khac nhau. Céc
giai doan nay c6 thé khac nhau d6i vé6i cac hé diéu hanh khéac nhau va tén cua cac
trang thai nay ciing khong dugc chuan héa cu thé. Nhung nhin chung, mét tién trinh
c6 thé c6 mot trong nam trang thai sau day tai mot thoi diém:

- Start: trang thai khi mot tién trinh duoc tao hodc duoc khai dong lan dau.

- Ready: tién trinh dang chd dé duoc chuyén cho vi xu ly. Thuong thi khi
mot tién trinh khac dang chay, CPU s& khong cho phép mat tién trinh khac xen vao
ma s& phai doi ti lugt dé dam bao tién trinh hién tai da xir 1y xong (luu y, tién trinh
Xt 1y xong khong c6 nghia 13 no sé& két thic). Trang thai nay thuong xuét hién ngay
sau trang thai Start.

- Running: trang thai thyc thi caa tién trinh, khi bo 1ap lich Scheduler da
chuyén nd cho vi xir ly, vi xir ly s& tién hanh thuc hién céc tinh toan hozc chi dan trén
no.

- Wait: trang thai nay xay ra néu tién trinh can chd mot tai nguyén dé cé thé
sir dung, Vi du nhu cho nguoi dung nhap liéu hodc cho doi tép tin dang duoc su
dung bai tién trinh khéac (van dé nay cé thé duoc thao luan lién quan dén xir ly 1/0).

- Terminated: xay ra khi mét tién trinh d3 xu ly xong hoic bi ngit boi yéu
cau tir hé thong hoic nguoi dung, trang thai nay co thé duoc goi 1a Exit.
1.2.1.2. Cdu tric tap tin thyc thi trong Windows

Cau triic co ban cia PE File: Sau day 1a cac phan pho bién va quan trong
nhat trong mot tap tin PE:

- Section.text chira cac huéng dan cho CPU thuc thi. T4t ca cic Section khac
Iuu trit dit lidu va thong tin hd trg. Néi chung, ddy 1a mot Section duy nhat ma c6
thé thyc thi va né 1a section duy nhét chita ma code ctia chuong trinh.

- Section.rdata thuong chita cic thong tin vé cac ham import va export,

nhirng thong tin ndy thudng dugc cung cip bdi hai cong cu Dependency Walker va



Peview. Section nay ciing c6 thé luu trir nhitng dit liéu thudc loai read-only khac
dugc st dung bdi chuong trinh. D61 khi mot tap tin s€ chira mdt Section.idata va
.edata, nhitng Section nay ciing luu trit cac thong tin vé cic ham import va export.

- Section.data chira dit liéu toan b cua chuong trinh, n6 c6 thé truy cép tir
bat ¢t noi nao trong chuong trinh. Dir liéu cuc bd thi khong duge luu trir trong
Section nay hodc & bit ctr noi ndo khéc trong tap tin PE.

- Section.rsrc bao gém cac tai nguyén duoc st dung boi tién trinh thuc thi,
nhiing tai nguyén nay nhu 1a icon, images, menus, va céc strings. Cc Strings co thé
duogc luu trir trong Section.rsrc hodc trong chuong trinh chinh, tuy nhién ching
thudong dugce luu trit trong Section.rsre dé hd tro da ngdn ngit.

1.2.2. Giéi thi¢u vé hé diéu hanh Linux

Linux 14 tén goi cia mot hé diéu hanh may tinh va cling 14 tén hat nhan cua
hé diéu hanh. Phién ban Linux dau tién do Linus Torvalds viét vao nam 1991,
1.2.2.1. Quadn ly tién trinh trong Linux

Nhitng hé thong may tinh ban dau cho phép chi mot chuong trinh dugc thuc
thi tai mot thoi diém. Chuong trinh nay c6 toan quyén diéu khién hé thdng va co
truy Xuat toi tt ca tai nguyén caa hé théng. Nhing hé théng may tinh hién nay cho
phép nhiéu chuong trinh dugc nap vao bo nhd va duoc thuc thi dong hanh.

MJi tién trinh trong Linux dwoc biéu din bang mét cau tric di liéu
task_struct. Linux st dung task vector dé quan ly cac con tro dén céc task_struct,
mic dinh 1a ¢6 512 phan tir.

Khi mot tién trinh duoc tao ra, mot task_struct méi duoc cip phét trong bo
nhd va dugc thém vao vector task. Linux hd tro hai loai tién trinh 1 loai binh
thuong va loai thoi gian thyec.
1.2.2.2. Cdu trdc tdp tin thyc thi trén Linux

CAu tric tap tin thuc thi trén linux cé tén goi la Executable and Linkable
Format (ELF format) 1a dinh dang tap tin tiéu chuan pho bién cho cac tap tin thuc

thi, ma d6i twong, thu vién dung chung va két xuat 16i.
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ELF duoc thiét ké c6 tinh linh hoat, kha ning mé& rong, hd tro da nén tang
cho cac dinh dang va kich thudc dia chi khac nhau. Thiét ké ELF khdng bi gigi han
trong mot bo xir 1y, tap 1énh hoic kién trdc phan ciing cu thé.

Do d6, ELF duoc st dung béi nhiéu hé diéu hanh khac nhu: Solaris, Ubuntu,
OpenBSD, QNX, BeOS, Haiku va Fuchsia.

1.3. Két luan chwong 1

Két thuc chuong 1, luan vin da trinh bay tong quan vé hé diéu hanh, trong d6
trinh bay chi tiét vé hai hé diéu hanh pho bién nhat hién nay 1a Windows va Linux.
MJi hé diéu hanh, luan va di nghién ctru vé cau tric tap tin thyc thi va cach thic
quan ly tién trinh. Trong chuong tiép theo, luan vin s& tap trung nghién cau vé cac

phuong thirc thu thap dit liéu lién quan t6i tién trinh trén hé thong.



11

CHUONG 2: NGHIEN CUU PHUONG PHAP THU THAP TIEN TRINH
TREN HE PIEU HANH

2.1. Mot so6 phwong phap va ky thuit thu thip tién trinh Windows
2.1.1. Process Monitor

Process Monitor 12 cong cu gidm sat va theo ddi danh cho hé diéu hanh
Windows dugc phat trién tir hai cong cu 1a Filemon va Regmon, duoc su dung dé
gidm sat cac tép va hoat dong cua ching. Process Monitor la cong cu gidm sat hé
théng vo ciing manh mg, véi kha ning giam sat cac tap tin, ctra s6 ding ky cua mot
tng dung. Process Monitor c6 kha ning thu thap rat nhiéu di liéu trén may tinh
Windows, dac biét tap trung vao cac hoat dong (Input/Output) sau:

- Registry: lién quan téi cac viéc tao, x0a, truy van registry.

- File System: lién quan t&i hoat dong tao, ghi, x0a tap tin.

- Network: hién thi luu luong TCP/UDP.

- Process: thong tin lién quan téi tién trinh nhu khai tao, x6a, suspend. ..

- Cau hinh: nhitng thng tin lién quan ti bo nhé, thoi gian. ..
2.1.2. System Monitor

Sysmon 14 trinh diéu khién thiét bi va dich vu hé thong Windows, sau khi
duogc cai dat s& ton tai trong toan hé thong dé theo ddi va ghi nhat ky hoat dong cua
hé thdng vao nhat ky su kién cua Windows. Sysmon cung cap thdng tin chi tiét vé
cac process duoc tao, két néi mang va thay doi thoi gian tao tép. Bing cach thu thap
cac su kién ma no tao ra bang Windows Agent Collection hoic cac tc nhan SIEM
va sau d6 phan tich chung dé xac dinh hoat dong doc hai hoic bat thuong, tir d6 tim
hiéu cac ké xam nhap hoat dong trén mang.

Tong quan vé kha ning ciia Sysmon:

- Ghi nhat ky qué trinh tao tién trinh voi day da dong Iénh cho ca tién trinh
hién tai va tién trinh cha.

- Ghi lai gia tri bam cua tap tin khoi tao tién trinh véi gia tri mic dinh la
SHAL, ngoai ra con c6 cac gia tri khac nhuw MD5, SHA256 hoac IMPHASH.

- Luu trit nhiéu gié tri bam.
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- Luu trit giad tri GUID trong qua trinh tao sy kién dé cho phép tong hop,
phan tich sy twong quan giita cac su kién ngay ca khi hé diéu hanh Windows sir
dung lai PID.

- Gi4 tri Session GUID trong mdi su kién dé cho phép téng hop, phan tich
tuong quan cac su Kién trén cung mot phién dang nhap.

- Nhat ky qué trinh tai, qua trinh diéu khién hé thong, thu vién véi chix ky va
gia tri bam cua tung tap tin.

- Luu nhat ky ma, doc 6 dia.

- Luu nhat ky két ndi mang, bao gdom théng tin tién trinh két ndi, dia chi IP,
cong, dia chi két ndi.

- Phét hién céc thay doi vé thoi gian tao tap tin dé thu thong tin lién quan toi
su kién thay doi tap tin. Thay doi thoi gian tao tap tin 1a mot trong nhiing k§ thuat
hay dugc ma doc sur dung.

- Ty dong tai lai ciu hinh néu co thay doi trong registry.

- Co ché loc gilp loai trir cac su kién mot cach linh hoat

- Theo dbi, giam sat hé théng ngay tir khi qué trinh khoi dong dé nam bat
duoc toan bo hoat dong cua céc tién trinh trén hé théng Windows.

Hién tai, Microsoft da phat hanh Sysmon phién ban 11, ngudi ding c6 thé tai
vé tr trang cha cua hé théng microsoft hoic théng qua dia chi:

https://docs.microsoft.com/vi-vn/sysinternals/. Trang web Sysinternals dugc tao ra

tir nim 1996 boi Mark Russinovich dé luu trit cac tién ich hé théng va thong tin k¥
thuat tién tién cia 6ng. Ngay ca nhimg chuyén gia an ninh mang hang dau thé gidi,
hay nha phat trién phan mém Windows, déu truy cap dia chi web nay dé tim cac
tién ich, cong cu lién quan tdi viéc gidm sat Windows.

CA4c tién trinh thu thap dugc bang Sysmon trén Event Viewer:

- Event ID 1: Process creation cung cip théng tin mé rong vé mot process
mai duoc tao.

- Event ID 2: A process changed a file creation time dugc dang ky khi thoi
gian tao tép duoc sira d6i boi mot process su kién nay gilp theo ddi thoi gian tao

thue sy cia mot tap tin. Ké tin cong c6 thé thay ddi thoi gian tao tap tin dé 1am cho


https://docs.microsoft.com/vi-vn/sysinternals/
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no trong gidng nhu n6 da dwogc cai dit voi hé diéu hanh. Luu ¥ rang nhiéu quy trinh
thay d6i hop phap thoi gian tao tép, né khdng nhat thiét chi ra hoat dong doc hai.

- Event 1D 3: Network connection 1a su kién két ndi mang ghi lai cac két ndi
TCP / UDP trén may. N6 bi tit theo mic dinh. Mdi két ndi duoc lién két voi mot
quy trinh thong qua cac truong ProcessID va ProcessGUID. Sy kién nay cling chira
tén may chu ngudn va dich dia chi IP, s port va trang thai IPv6.

- Event ID 4: Sysmon service state changed 1a sy kién thay doi trang théi
dich vu Sysmon (d3 bt dau hoic da dung).

- Event ID 5: Process terminated la qua trinh bao céo su kién khi mot qua
trinh két thdc. N6 cung cip UtcTime, ProcessGuid va ProcessID cua quy trinh.

- Event ID 6: Driver loaded cung cap thdng tin vé driver dang duoc tai trén
hé thong.

- Event ID 7: Image loaded la nhat ky su kién tai hinh anh khi mot module
duoc tai trong mot process cu thé. Sy kién nay nén dwoc cau hinh can than vi giam
st tat ca cac su kién tai hinh anh s& tao ra mot s6 luong 16n cac su kién.

- Event ID 8: CreateRemoteThread su kién CreatRemoteThread phat hién
khi mot tién trinh tao mot ludng trong tién trinh khéc. Ky thuat nay duoc sir dung
boi phan mém doc hai dé tiém ma va an trong cac quy trinh khéc. Su kién chi ra qué
trinh nguén va dich. N6 cung cip théng tin vé ma s& duoc chay trong ludng méi:
StartAddress, StartModule va StartFunction. Luu ¥ rang cac truong StartModule va
StartFunction duoc suy ra, ching c6 thé trong néu dia chi bat ddu nam ngoai cac
module duoc tai hoic cac ham xuat da biét.

- Event ID 9: RawAccessRead su kién RawAccessRead phat hién khi mét qua
trinh tién hanh cac hoat dong doc tir 6 dia bang cach sir dung ky hiéu “\.\”, K§ thuat
nay thudng duoc sir dung bai phan mém doc hai dé loc dir liéu caa cac tép bi khoa dé
doc, cling nhur dé tranh cac cong cu kiém tra truy cap tép. Su kién chi ra qué trinh
nguon va thiét bi dich.

- Event ID 10: ProcessAccess la qua trinh truy cap bao céo su kién khi mot
quy trinh m& ra mot quy trinh khac, mét hoat dong thuong dugc theo sau baoi cac

truy van thdng tin hodc doc va ghi khong gian dia chi cua quy trinh dich. Diéu nay
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cho phép phat hién cac cong cu hack doc noi dung bo nhé cua cac quy trinh nhu
Local Security Agency (Lsass.exe) danh cip thong tin dang nhap dé sir dung trong
cac cudc tin cong Pass-the-Hash. Viéc kich hoat né c6 thé tao ra sé luong ghi nhat
ky dang ké néu c6 céc tién ich chan doan hoat dong lién tuc mé cac quy trinh dé
truy van trang thai cua ching, do d6 thuong chi nén thuc hién véi cac bo loc loai bo
c4c truy cap du kién.

- Event ID 11: FileCreate la hoat dong tao tap tin duoc ghi lai khi mot tap tin
duoc tao hoac ghi de. Su kién nay theo ddi cac vi tri tu khéi dong nhu thu muc
Startup, cling nhu cac thu muc tai xuéng tam thoi va 1a nhitng noi phd bién khién
phan mém doc hai bi loai bo trong qué trinh l1ay nhiém ban dau.

- Event ID 12: RegistryEvent (Object create and delete) khoa dang ky va gia
tri khai tao va xda operations map theo loai su kién nay, c6 thé hitu ich cho viéc
theo ddi cac thay d6i d6i vai cac vi tri tu khai dong cua S6 dang ky hodc phan mém
thay d6i doc hai.

- Event ID 13: RegistryEvent (Value Set) xac dinh stra doi gia tri Registry.
Su kién nay ghi lai gia tri duoc ghi cho cac gia tri Registry cua loai DWORD va
QWORD.

- Event ID 14: RegistryEvent (Key and Value Rename) Registry key va doi
tén operations map thanh loai su kién nay, ghi lai tén méi cua khoa hoac gia tri da
duoc doi tén.

- Event ID 15: FileCreateStreamHash su kién nay ghi lai khi tao mét dong
tép va no tao ra cac su kién ghi lai ham bam noi dung cua tép ma ludng duoc gan
cling nhu ndi dung cua ludng duoc dat tén.

- Event ID 17: PipeEvent (Pipe Created) su kién nay tao ra khi duong 6ng
duoc tao ra. Phan mém doc hai thuong st dung cac duong dng duoc dit tén dé lién
lac gitra cac qua trinh.

- Event ID 18: PipeEvent (Pipe Connected) su kién nay ghi lai khi két ndi

duong éng duogc thuc hién gitta may khach va may chu.
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- Event ID 19: WmiEvent (WmiEventFilter activity detected) khi bo loc su
kién WMI dugc ding ky, day 1a phuong thirc duoc phan mém doc hai sir dung dé
thuc thi, su kién nay sé& ghi lai khdng gian tén WMI, t&n bo loc va biéu thic loc.

- Event ID 20: WmiEvent (WmiEventConsumer activity detected) su kién
nay ghi lai dang ky ctua nguoi tiéu dung WMI, ghi lai tén nguoi dung, nhat ky va
dich dén.

- Event ID 21: WmiEvent (WmiEventConsumerToFilter activity detected)
khi nguoi tiéu ding lién két véi b loc, su kién nay s& ghi lai tén ngudi tiéu ding va
duong dan bo loc.

- Event ID 22: DNSEvent (DNS query) su kién nay tao ra khi mét qué trinh
thuc hién truy van DNS, cho du két qua thanh cong hay that bai, dugc luu trit hay
khong. Su kién nay di duoc thém tr Windows 8.1 vi vay n6 khong co san trén
Windows 7 tré vé truéc.

- Event ID 255: Error sy kién nay duoc tao khi xay ra 15i trong Sysmon.
Chlng c6 thé xay ra néu hé thong chiu tai ning va khong thé thuc hién mot sb
nhiém vu nhat dinh hoic ¢6 16i trong dich vu Sysmon.

2.2. Mot s6 phwong phap va ky thuit thu thap tién trinh Linux

Céu triic co sé caa Linux khéac biét hoan toan so véi Windows. Trong khi
Windows duy tri mot hé théng cu trdc kha chuan, véi cac ban cap nhat va cac
phién ban phan tang, thi Linux lai phuc tap hon rat nhiéu. Puoc viét ban dau bagi
sinh vién Phan Lan I Linus Torvalds, hat nhan Linux ngay nay tro thanh co s¢ cho
tat ca cac hé diéu hanh Linux.

2.2.1. Process Status

Process Status (PS) 1a mot tién ich ctia Unix/Linux dung dé theo ddi, gidm
sat thong tin cua cac tién trinh dang chay trong hé théng. PS duogc st dung dé liet ké
cac tién trinh hién dang chay bao gém ca PID (Process ID) cua tién trinh giup hé
diéu hanh phan biét cac tién trinh chay trén hé thong cung véi mot sb thong tin khac
phu thudc vao cac tuy chon khac nhau.

PS doc thong tin lién quan tdi tién trinh tir tap tin 4o tai duong dan /proc file-

system.
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2.2.2. Top

Top 1a cong cu Unix khac dugc sir dung rong rdi giéng nhu PS va c6 kha
nang cip nhat thong tin tién trinh theo thoi gian thyuc. Top 1a mot trong nhitng cong
cu duoc st dung nhiéu nhét dé theo ddi hiéu suit thoi gian thuc cua cac tién trinh
trong hé théng Unix ké tir khi duoc gi6i thiéu tir nam 1984 trong BSD Unix4.1.
2.2.3. XosView

Xosview OS Monitor (XosView) 1a cong cu giam sat hiéu sudt hé thong thoi
gian thyc cung cip giao dién do hoa cho cac hé théng Unix. Pay 1a cong cu don
gian so voi cac cong cu duge md ta tir trude cho dén nay vi nd khong gidm sat cac
tién trinh don 1, thay vao d6 chi giam st toan bo hé thong.
2.2.4. TreePs

TreePs 13 cong cu giam sat tién trinh thoi gian thuc cung cap d6 hoa cho cac
hé thong Unix chay X Window System. TreePs c6 kha ning ty dong cap nhat thong
tin theo thoi gian thuc vé cac hoat dong cua tién trinh, léy mau dit liéu cho cac tién
trinh hoat déng nhiéu va it hoat dong. TreePs hién thi tat ca cac truong tu cAu trac
cua tién trinh bao gém: thot gian CPU chay, bd nhé hién tai dugc str dung va mot sb
thong tin co ban vé tién trinh nhu ProcessID, tién trinh cha.
2.3.  Két luin chwong 2

Két thuc chuong 2, luan vin da trinh bay dugc vé cac phuong phap, cong cu
thu thap dit liéu nhat ky, thong tin lién quan t6i tién trinh trén hé thong Windows va
Linux. Trong chuong tiép theo luan vin tip trung nghién ctru, xay dung tng dung

phat hién tién trinh doc trén may nguoi dung.
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CHUONG 3. CAI PAT VA THU NGHIEM PHAT HIEN TIEN TRINH BAT
THUONG TREN MAY NGUOI DUNG SU DUNG HE PIEU
HANH WINDOW
3.1. Cai @it cong cu thu thap va van chuyén tién trinh trén h¢ diéu hanh
Window
Dé cai dit Sysmon, luan vin thyc hién tai tip tin cai dat tai dia chi:

https://docs.microsoft.com/en-us/sysinternals/downloads/Sysmon va su dung tap tin cai

dat Sysmon dugc cac chuyén gia an ninh mang cua trung tam tng ctiu sy ¢6 Nhat Ban
(JPCert) tai dia chi: https://github.com/SwiftOnSecurity/Sysmon-config.

<RuleGroup name="" groupRelation—"or™>

<Process ate onmatch="exclude"”

<!--SECTION: Micreosoft Wind

ndows\system32\wermgr.exs" "-queusreporting_sve” </CommandLine> <!--Hind

ystem32\DllHost. /Processid</CommandLine> <!--Wind

<CommandL ystem32\wbem\wmip e.exe -Embedding</CommandLine> <!

<CommandLin ystem3z\wbem\umiprvse.exe -secured -Embedding</CommandLine> <!--win

<CommandLine ¢ :\Windows\system32\wermgr.exe -upload</CommandLine> <!--Windows:Windows error reportin

<CommandLine c >C:\Windows\system32\SearchIndexer.exe /Embedding</CommandLine> <!--Window

<CommandLine < >Ciwindows\system32\wermgr.exe -gueusreporting</CommandLine> <! --Windoy

<CommandLine ¢ >\ 22\C: \Windows\system32\autochk.exe =</CommandlLine> <!--Microsoft:Boot
<Command| >\SystemRoot\System32\smss. exe</CommandLine> <!--Microsoft:Boot
<CommandLine c s">C:\Windows\System32\RuntimeBroker.exe -Embedding</CommandLine> <!

<Image conditi

:\Program Files (x56)\Common Files\microsoft shared\ink\TabTip32.exe</
<Image condition :\Mindows\System32\TokenBrokerCookies .exe</Inage> <!--
<Image conditix sWWindows\System32\plasrv.exe</Image> <!--Wind

<Image condition

s">C:\Windows\System32hwifitask.exe</Image> <!-

<Image condition

s">C:\Windows\system32\CompatTelRunner. exe</Image> <!--Win

<Image condition

<Image conditi
<Image conditi

<Image conditi :\Windows\system32iconhost.exe</Image>

<Image cond >C:\Windows\system32\mobsync.exe</Image>

<Image condition

s">C:\Windows\system32\musiotification. exe</Image> <!

<Image condition

">C:\Windows\system32\musNotificationUx.exe</Image> <!--Wind

<Image condition

">C:\Windows\system32ipowercfg. exe</Image> <!--Microsoft: n management-->

Hinh 3.1. Tdp tin c4u hinh Sysmon
Dé tién hanh cai dat Sysmon vai tap tin cdu hinh cai dat riéng biét, luan van

thuc hién cau Iénh sau:

Sysmon —I —acceptcula —I Sysmonconfig-export.xml

Thuc hién giri dit liéu Sysmon thu thap duoc trén may tinh client vé may chu
phan tich, luan vin st dung céng cu "Winlogbeat" dé thuc hién. Trong d6 cau hinh

cai dat WinlogBeat.yml nhu sau:

winlogbeat.event_logs:

- name: "Microsoft-Windows-Sysmon/Operational
# It is necessary to delete the following default processors configuration:
# processors:

# - script:



https://docs.microsoft.com/en-us/sysinternals/downloads/Sysmon
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# lang: javascript
# id: Sysmon
# file: ${path.home}/module/Sysmon/config/winlogbeat-Sysmon.js

# Configure ElasticSearch Server IP address
output.elasticsearch:

hosts: ["Elasticserach server IP address:9200"]

Hinh 3.5. Cdu hinh WinlogBeat

Sau khi cau hinh thanh c6ng Winlogbeat, thuc hién chay lénh nhu sau dé guri
di liéu nhat ky event caa Sysmon thu thap duoc trén may tinh Windows 7 vé may
chi phan tich dir liéu.

Winlogbeat.exe -e -c winlogbeat.ymi
3.2.  Cai @it cong cu giam sat tién trinh

bé xay dung co so dit liéu vé tién trinh doc, luan van st dung cac dau hiéu
thu thap tir Virustotal. Cac thanh phﬁn gém: ma bam cua ma doc, IP doc, domain
doc... bé xay dung co so dir liéu dAu hiéu nham phat hién tién trinh doc, trong bao
cdo nay tac gia su dung cong cu MongoDB.

MongoDB c6 thé cai dat trén nhiéu hé diéu hanh khac nhau nhung trong dé
tai nay Ubuntu s& dugc chon 1am hé diéu hanh dé xay dung méi truong phat trién hé
thdng, do tinh phd bién, mién phi va dé tuy chinh.

3.2.1. Cai dat Mongo DB

Dé cai dat MongoDB trén Ubuntu can thuc hién cac budc sau:

- Buéc 1: Thém MongoDB public GPG key

- Budc 2: Thém MongoDB repository vao thu muc sources.list.d

- Budc 3: Cap nhat repositories

- Budc 4: Cai dat MongoDB

- Budc 5: Chay MongoDB
3.2.2. Ciu hinh Mongo DB

File cau hinh ctia MongoDB dugc luu ¢ trong thu muc /etc/mongod.conf, va

duoc viét dudi dinh dang YAML.
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3.2.3. Truy van MongoDB sir dung Python

Trude khi sir dung can cai dit python va python-pip. Sau d6 chay l1énh sau dé
cai dat pymongo dé két ndi v6i MongoDB: sudo pip install pymongo.
3.3.  Thuc nghiém va danh gia

Cu thé, nhitng ngay gan day, tin tic d3 phat tan ma doc qua thu dién tir co
dinh kém tap tin word c6 tiéu dé “Chi Thi cua Thu tuong nguyen xuan phuc.Ink” gia
dang thong bao ctia Thu tudng Chinh pha vé dich COVID-19.

Bang 3.2. Théng tin chi tiét vé ma déc sik dung

Taptinma | bbbeb1a937274825b0434414fa2d9ec629ba846h1e3e33a59c613b54d37
doc 5e4d2.rar

Hash 60C89B54029442C5E131F01FFO08F84C9

Dinh dang Tap tin rar sau khi giai nén ra tap tin “Chi Thi cua thu tuong nguyen

tap tin xuan phuc.lnk”

Pia chi tai https://app.any.run/tasks/dd877b4d-8b36-48c0-af07-ce37fd9fee7b/

ma doc

Tién hanh tai tap tin ma doc va gidi nén trén may tinh client, ludn van nhan
duogc tap tin “Chi thi cua thu tuong nguyen xuan phuc.lnk” Phan tich so bd tap tin
ma doc, luan van nhan dinh tap tin File.Ink l1a dinh dang file Ink cia Windows Fake
icon va tén file dé danh ltra nguoi dung. Sau khi thuc hién chay tap tin ma doc, luan
van truy cap may chu phan tich dir liéu dé tim kiém thong tin vé tién trinh “Chi Thi
cua thu tuong nguyen xuan phuc .Ink”, luan van thu dugc thong tin vé tién trinh ma
doc duoc khoit tao nhu sau:

create_process on WIN-VLSHODCUGCF@2020-06-14

Keyword Fash Total: 319

chithithu tuong

Number UtcTime 4 Type Process Related

47 2020-06-14 00:46:01.063 create_process — C\Windows\System32\cmd.eve

nguyen xuan phuclChi Thi cua thu tuong nguyen xuan

phuc.ink”

Hinh 3.13. Tién trinh ma doc dwoc khéi tao
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Kiém tra dir liéu event log do Sysmon luu dit lai c¢6 thong tin vé tién trinh
nhu sau: ParentProcessGuild: {cd262058-6cda-5ee5-5493-210000000000}, thuc
hién chay commandline: C:\Windows\system32\cmd.exe /lc for %X in
(C:\Users\ADMINI~1\AppData\Local\Temp=C:\Users\Administrator) do for /f
"delims==" %i in (‘dir "%x\Chi Thi cua thu tuong nguyen xuan phuc.Ink" /s /b") do

start mshta.exe "%i"

Event 1, Sysmon
General lDewls |

e, aE L ¥ C
CurrenDirectory: CUsersiAdministraton
User: WIN-VLSHODCUGCR\Administrator
LogonGuk: (cd262058-6714-5665-33dd-030000000000}

Logonid: (x3dd3a

TerminatSessionld: 1

Hintegritylevel: High

Hashes: MD5=E2FE656ATIDBFACAFD70201E74238DA0,SHA2S6
DRANSS I ROERRIBLAAL LR B 200 RA N O LRR

Pacentimage; CA\Windows\System32\cmd.exe

ParemtCommandLing: C\Windows\system32\cmd.exe /¢ for %x in (C\Users\ADMINI-1\AppData\Local\Temp =C\Users\Administrator) do foe /f “delims==" %

BEEGOC1 792806 IMPHASH = B750528718507976083843CC449A5655

| i (e “Sx\Chi Thi cua thu tuong nguyen xuan phuciak” /s /b) do start mshta.exe “%i” y
Log Name: Microsoft-Windows-Sysmon/Operational

Source: Sysmon Logged: 6/14/2020 T:1841 AM

Event ID: 1 Task Category. Process Create (nde: ProcessCreate)

Level Information Keywords:

User: SYSTEM Computer.  WIN-VLSHODCUGCF

OpCode: nfo

More Information:  Event Log Online.

Hinh 3.14. Event tién trinh md déc chay Sysmon thu thip

Sau event Process Create, Sysmon luu trit dugc thém hai event lién quan to1

File Created nhu sau:

Level | Date and Time | Source | Event ID| Task Category
(D/information 6/14/2020 7:18:41 AM Sysmon 11 Fle created (rule; FleCreate)
Hnformation 6/14/2020 7:18:41 AW Sysmon 1 Process Create (rule; Proces..,
wmmm—é;‘, \ 1142020 7:18:41 AM Sysmon 1 Process Create (e Proces...
(D Information 6/14/2020 7:18:41 AM Sysmon 1 Process Create (1ul: Proces..
(i)Information 6/14/20207:18:41 AM Sysmon 1 Process Create (rule; Proces..,
(D/information 6/14/2020 7:18:41 AM Sysmon 11 Fle created (rule; FleCreate)
(D1rformation 6/14/2020 7:18:41 AM Sysmon 11 Fle created (rule; FleCreate)
Anformation 6/14/20207:18:41 AM Sysmon 11 Fie created (ule: FleCreate)

Hinh 3.15. Event lién quan tién trinh ma doc

Kiém tra thong tin vé hai event nay ta c6 duogc tur tap tin doc, ma ddc da thuc
hién tao ra hai tip tin co tén 13 3.exe va http dil.dll tai duong dan:
Clusers\Admin~1\AppData\Local\Temp\. Event c6 gia tri ProcessGuild triung va&i

gia tri ParentProcessGuild cua tap tin ma doc.
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Event 11, Sysmon

General | Details |

File created:

RuleName: EXE

UtcTime: 2020-06-14 00:18:41.461

|ProcessGuid: [cd262058-6cel-Sees-caba- 2100000000001 |
[Processld: 2832

Image: C\Windows\system32\mshta.exe

TargetFilename: C\Users\ADMINI~1\AppData\Local\Temp\3.exe
CreationUtcTime: 2020-06-14 00:18:41.461

Log Name: Microsoft-Windows-Sysmon/Operational

Source: Sysmon Logged: 6/14/2020 7:18:41 AM

Event ID: 11 Task Category: File created (rule: FileCreate)
Level: Information Keywords:

User: SYSTEM Computer: WIN-VLSHODCUGBCF
OpCode: Info

More Information: Event Log Online

Hinh 3.16. Event lién quan toi tao tdp tin cua tiéen trinh ma déc
Thuyc hién tim kiém dit liéu trén hé théng, luan van nhan théy thong qua tap
tin ioc vé ddu hiéu nhan biét ma doc, hé théng da phat hién duoc rat nhiéu su kién
lién quan téi tién trinh ma doc nay.

Events Search Alert

Date 06/04/2020 10:26 PM > 07/04/2020 10:26 PM

Field Hash ~ 2BC6F235946FDE94D2634C7A2F24C1BA < DEL
Field ProcessNa 3 < DEL
Conjunetion AND ~ ~ ADD l [ Save as detection rule ] [ Load rule file ] & iocjson Load IOC file

UtcTime Hostname User Event ID Description image

2020-06-14 00:18:41.539

£ WIN-VLSHODCUGCF SYSTEM 1

eate_process 4o C:\Users\ADMINI~1\AppData\Local\Temp\3.exe

2020-06-14 00:18:41.539 £ WIN-VLSHODCUSCF SYSTEM 1 create_process €= Ci\Users\ADMINI~1\AppDataiLocal\Temp\3.exe
2020-06-1400:21:36.074 €0 WIN-VLSHODCUBCF SYSTEM 1 create_process 4> C:\UserstADMINI~1\AppData\Lecal\Temp\3.exe
2020-06-14 00:21:36.079 §o WIN-VLSHODCUECF SYSTEM 1 create_process 4o C'\Users\ADMINI~1\AppData\Local\Temp\3.exe
2020-06-14 00:29:34.700 €2 WIN-VLSHODCUECF SYSTEM 1 create_process £ Ci\Users\ADMINI~T\AppData\Local\Temp\3.exe
2020-06-14 00:29:34.700 €0 WIN-VLSHODCUBCF SYSTEM 1 create_process 4> C:\UserstADMINI~1\AppData\Lecal\Temp\3.exe
2020-06-14 00:29:46.015 §o WIN-VLSHODCUECF SYSTEM 1 create_process ¢o Cr\Users\ADMINI~1\AppData\Local\Temp\3.exe
2020-06-14 00:29:46.062 €2 WIN-VLSHODCUECF SYSTEM 1 create_process £ Ci\Users\ADMINI~T\AppData\Local\Temp\3.exe

Hinh 3.17. Xdc dinh tién trinh djc théng qua tdp tin IOC

Phan tich chi tiét vao sy kién CREATE PROCESS nay cho thay tién trinh

sau khi goi tap tin cmd.exe d goi them hai tién trinh khac d6 1a:

“Clusers\Admin~1\AppData\Local\Temp\3.exe” va
“Clusers\Admin~1\AppData\Local\Temp\http_dIl.dIl”

nhu hinh dudi day:
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{CD262058-7349-5EES-9312-300000000000} on WIN-VLSHODCUECF@2020-06-14

Layout Left to Right Vo Keyword Hash

P
0O
"
_ \ 4
@ _@selsAUMNI~1 |AppDatalLocallTemp\3.exe
LA AL it /._‘
(:\Windows CWindows .(0
\System32\ \Systema3l
omd.exe mshta.exe K_/
C:\Users ADMINI-1\AppDatalLocaltTempintip_dl.dl

Hinh 3.18. Hé tho”'ng xdy dung lai tién trinh hoat dong ma doc

Kiém tra thong tin chi tiét vé sy kién nay cho thay sau khi chay tap tin ma
doc, ma doc thuc hién tao ra 2 tap tin méi 1a 3.exe va http dll.dll tai dudng din

Clusers\Admin~1\AppData\Local\Temp\ nhu hinh dudi day:

{CD262058-7349-5EE5-9312-300000000000} on WIN-VLSHODCUGCF @2020-06-14

Keyword Hash

Total: 3

Number Date Type Source Process Relevant Event Data
mshta.exe
"C\Users\Administrator\Desktop\exeinfopelExeinfoPe
\bbbeh1a93727482500434414fa2d%ec629baddbh1e

] 2020-06-14 00:46:01.063 create_process  C:\Windows\System32iemd.exe A
3e33a59c613b54d375e4d2\Chi Thi cua thu tuong
nguyen xuan phuc\Chi Thi cua thu tuong nguyen xuan
phucnk”

438 2020-06-14 00:46:01.250 create_file C\Windows\system32\mshta.exe C\Users\ADMINI~1\AppDatalLocalTemp\3.exe

439 2020-06-14 00:46:01.266 create_file C\Windows\system32\mshta.exe C:\Users\ADMINI~1\AppDatalLocal\ Temp\http_dll.dll

Rows per page: 100 v
Hinh 3.19. Hé théng hién thi thong tin tién trinh ma déc tao 02 tdp tin

Kiém tra thong tin chi tiét vé tap tin 3.exe, ludn van nhan théy tap tin 3.exe

thuc hién tao registry va goi tap tin unsecapp.exe nhu sau:
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C:\Users\A
dministrat
oriMicroso
ft Malware
Protectio
nydylunsec
app.exe

C\Windows C\Users\A
\System3z2\ DMINI~1\Ap
wbemWmiPr pDatailLoca P
VSE exe NTemp\3.e
xe N Eee |

N

HKINS-1-5-21-2184325914-3229825648-366422901-500\Software \MicrosoftWindows\CurrentVersion\Run\Microsoft Malware Protectionydy
Hinh 3.20. Hé thong hién thi thong tin chi tiét doi voi tdp tin 3.exe

Thong tin chi tiét vé su kién ddi véi tap tin 3.exe cho théy r0 ma Hash cua

tap tin ciing nhu tién trinh cha da goi tap tin.

Sysmon Event ID: 1

CurrentDirectory:C:\Windows\system32|

CommandLine:C:\Users\ADMIMI~T\AppDatalLocal\Temp\3.exe
Hashes:MD5=28C6F235946FD694D2634CTA2F24C1BA,SHAZ56=C3159D4F85CEBB4C4AOF7EA9208928E729A30DDDA4FEADTEC
6257C7D01984763,IMPHASH=B90DFE2BA0SFBA497EA4242CFSB5DEFCS
ParentProcessGuid:{CD262058-6713-5EE5-1004-030000000000}
ParentCommandLine:C:\Windows\system32\wbem\wmiprvse.exe y

Hinh 3.21. Hé tho”'ng hién thi thong tin vé sur kién tdp tin 3.exe

Kiém tra thong tin vé két ndi network, luan vin khong thu thap dugc thong
tin vé két ndi may chua diéu khién cua ma doc nay, qua phén tich so sanh véi két qua
phan tich duoc cong b, nhan thiy tén mién may chi diéu khién da khong con hoat
dong do d6 ma doc khong thuc hién két ndi thanh cong dan dén hé thong khong ghi
nhan duoc sy kién nay. Nhu vay, qua viéc su dung cong cu thu thap, phan tich tién
trinh dya trén su kién event cia Sysmon, ludn van da trién khai phan tich va nhan

dién duoc tap tin ma ddc.

3.4. Kétluin chwong 3
Trinh bay téng quan vé mg dung phat hién tién trinh bat thuong trén may
ngudi ding bao gdm: hé thdng thu thap trén may ngudi dung va hé thong giam sat

tién trinh.
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M0 ta chi tiét cach thuac xay dung va cai dat hé théng thu thap dir liéu trén
may nguoi dung.

Thuc hién kiém thtr hé thong phat hién tién trinh bat thuong st dung tap dau
hiéu.
KET LUAN LUAN VAN

Trén nhitng két qua da lam duoc luan vin c6 thé nghién ctru va phat trién
theo cac hudng sau:

- Nghién ctru va ap dung mot sé6 phuong phap phéan tich hanh vi bat thuong
cua tién trinh dé phat hién ma doc.

- Tim hiéu mét s6 cong nghé cho viéc thu thap tién trinh trén may ngudi

dung str dung cac hé diéu hanh khéc.



