HOC VIEN CONG NGHE BUU CHINH VIEN THONG

NGUYEN ANH MINH

NGHIEN CUU PHUONG PHAP PHAN TiCH, PHAT

HIEN TRUY CAP BAT THUONG DUA TREN TAP
NHAT KY WEB

LUAN VAN THAC SY KY THUAT
( Theo dinh hwong ng dung)

Ha Ni - 2021




HOQC VIEN CONG NGHE BUU CHINH VIEN THONG

NGUYEN ANH MINH

NGHIEN CUU PHUONG PHAP PHAN TICH, PHAT
HIEN TRUY CAP BAT THUONG DUA TREN TAP
NHAT KY WEB

Chuyén nganh: Hé thong thong tin
Ma so: 8480104

LUAN VAN THAC SY KY THUAT
( Theo dinh hwong ing dung)

NGUOI HUONG DAN KHOA HOQC
PGS.TSKH. HOANG PANG HAI

Ha N@gi - 2021




LOI CAM POAN
To61 cam doan day la cong trinh nghién ctru ctia riéng toi.
Céc sb lidu, két qua néu trong luan van la trung thyc va chua ting dugc ai cong

bd trong bt ky coéng trinh nao khac.

Nguoi viét luan van

Nguyén Anh Minh



LOI CAM ON
Luan van nay da khép lai qua trinh hoc tap, nghién ctru caa hoc vién tai Hoc vién
Cong nghé Buu chinh Vién théng. Hoc vién xin bay to su biét on sau sic téi Thay hudng
dan, PGS.TSKH.Hoang Piang Hai da dinh hudng nghién ciu va tan tinh gitp d, truc
tiép chi bao trong sudt qua trinh thyc hién luan van. Bong thoi hoc vién ciing xin bay to
long biét on Lanh dao Hoc vién, cac thay c6 ciia Khoa Pao tao sau dai hoc, Khoa Cong
nghé théng tin 1 tai Hoc vién Cong nghé Buu chinh Vién thong.

Tran trong!

Ha Noi, thang 5 nam 2021

Hoc vién

Nguyén Anh Minh
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MO DAU

Ngay nay, khoa hoc cdng nghé ngay cang phat trién, viéc phong, chdng toi pham
st dung cdng nghé cao, chién tranh trén khéng gian mang la vén dé toan cau duoc nhiéu
qudc gia trong d6 c6 Viét Nam xac dinh 1a mét trong nhitng nhiém vu trong tdm trong
viéc phat trién va bao vé dat nuéc.

Trung tam ung ctu khan cap may tinh Viét Nam (VNCERT) chi ra rang chi trong
thang 11 caa ndm 2017, da c6 téi gan 600 vu tan cong, trong d6 248 sy ¢b Phishing (tan
cong lira dao), 232 sy cb Deface (tan cong thay doi giao dién) va 117 sy cb Malware (cai
mi doc).. May chu Web 12 mot thanh phan rat quan trong, 12 muc tiéu cua rat nhiéu céac
cudc tan cdng. Vi vay, viéc phan tich cac file log, tir &6 phat hién céc truy cap bat thuong
vao may chua Web 1a mét nhu cau thyc té dugc dat ra, gitip phan doan nguy co xay ra cac
cudcC tan céng vao may cha Web.

Dua vao yéu cau thuc tién dit ra, t6i da chon dé tai “nghién ciru phwong phap
phan tich, phat hién truy cip bat thwong dwa trén tip nhat ky web”. Pay la dé tai
c¢6 ¥ nghia thyc tién dbi voi linh vuc an toan théng tin néi chung va bao dam an toan cho
may chu Web ndi riéng. Hién tai, nhiing cude tan cong vao cac hé¢ théng mang va h¢
théng méay chu Web dang dién ra hang ngay trén toan thé gidi. Vi vay, day 1a mot van
dé co tinh cip thiét, can phai dugc nghién ctru.

Phat hién truy cap bat thuong 1a buéc quan trong dé phét hién ra tan cong vao
may chit Web. Day 1a budc co so dé thuc hién cac budc tiép theo trong viéc dam bao an
toan dich vu Web, phat hién cac hanh dong xam nhap trai phép, cac tin cong vao may
chu Web.

Nguyén 1y chung dé phét hién bat thuong 1a xay dung mot tap dau hiéu binh
thuong cua hé théng (trong diéu kién hoat dong binh thudng, khong c6 tan cong), tiép
d6 thu thap cac hanh vi truy cap vao may chu, so sanh véi tap dau hiéu binh thuong da

Iuu sdn. Néu c6 su khac biét nghia 13 c6 hanh vi truy cap bat thuong.



Déi véi may chu Web, khi thiét 1ap hé théng cé thé tao tap dau hiéu binh thuong
va luu trit trong may (cd thé trén mot may tinh & ngoai may chi). Moi hanh vi truy cap
vao may chu Web déu duoc ghi vao Logfile vi du nhu Weblog. Thuc hién thu dit ligu
logfile va phan tich s& co thé thu duoc va tach ra nhitng thong tin can thiét dé phat hién
truy cap bat thuong.

Bai luan vian gdm 4 chuong chinh véi nhitng néi dung sau:
Chuong 1: May cht web va cac van dé an toan web

Chuong 2: Phan tich bt thuong dua vao nhat ky may chi web
Chuong 3: Phét hién truy cap bat thuong vao may chi web

Chuong 4: Thti nghiém



CHUONG 1
MAY CHU WEB VA CAC VAN DPE VE AN TOAN WEB

1.1.  Téng quan vé 16 hong bao mat Web

1.1.1. Gidi thigu vé may cha web

Phan mém may cha hozc phan ctiing danh riéng dé chay cac phan mém trén may
chua c6 kha nang cung cap céc dich vu World Wide Web duoc goi 1a may cha Web (Web
server). CAc y&u cau (request) tir cac client (m6 hinh server - client) duoc Web server xir
ly théng qua giao thuc HTTP va mét s giao thuc lién quan khéc [1].

May cha Web thudng c6 dung lugng 16n, tée do cao, luu trir thong tin nhu mot
ngéan hang chtra dir liéu, nhitng website cung véi nhitng thong tin lién quan khac, vi du
nhu cac chuong trinh dich vu va cac file Multimedia, v.v.

May chit Web ¢6 kha niang giri dén may khach nhiing trang Web théng qua moi
treong Internet (hoac Intranet) qua giao thiac HTTP (Hypertext Transfer Protocol) — giao
thire duoc thiét ké dé gui cac file dén trinh duyét Web (Web Browser), va c4c giao thic
khac.

Cac may chi Web déu c6 mot tn mién (Domain Name) hodc mét dia chi IP (IP
Address). Vi du khi dua https://gldt.ptit.edu.vn/ vao dong dia chi trén trinh duyét nghia
la giri mot yéu cau dén mot may chu Web ¢ Domain Name 4 gldt.ptit.edu.vn.

Bat ky may tinh — may chii ndo ciing c6 thé trg thanh mot may cha Web néu cai
dat 1én nd mot phan mém Web Server va c6 két ndi vao Internet. Khi may tinh ciia nguoi
dung két nbi dén Web Server va gui yéu cau truy cap vao cac thdng tin trén maot trang
Web nao d6, Web Server s& nhan yéu cau va gui lai trinh duyét cia nguoi dung nhirng
thong tin ma ngudi ding mong mudn.

Gidng nhu nhitng phan mém khac, phan mém may chu Web ciing chi 1a mot tng

dung phan mém. Pham mém may chu Web duogc cai dit va chay trén may tinh — may


https://vi.wikipedia.org/wiki/M%C3%A1y_ch%E1%BB%A7
https://vi.wikipedia.org/wiki/World_Wide_Web
https://vi.wikipedia.org/wiki/Hypertext_Transfer_Protocol

cha ding dé 1am Web Server. Nho chuong trinh ndy, ngudi ding cé thé truy cap vao céac
théng tin cua trang Web tir mot may tinh khac ¢ trén mang (Internet, Intranet).

Phan mém may chu Web c6 thé diéu khién viéc két ndi vao co sé dit liéu (CSDL)
hay duoc tich hop véi CSDL dé truy cap va tai thong tin tir CSDL 18n céc trang Web va
truyén tai chung dén ngudi dung.

May chit Web thudng sé hoat dong 24/24 gid dé phuc vu cho viéc cung cap thong
tin lién tuc. Vi tri dat may chi Web déng vai tro quan trong trong chat lwong va toc do

truyén thong tin tir may cha Web dén may tinh truy cap [2].

1.1.2. Céc thanh phdn co ban ciia may chi web

Nhu da néu ¢ trén, mot may chu Web bao gém mot phﬁn mém Web server cai dat
trén mdt may tinh hoac may chu.

May tinh hodc may chu (server) 1a thiét bi phan ctng can thiét dé cai dit phan
mém Web server. Tlly vao pham vi ing dung, yéu cau cung cap dich vu, phan cirg may
chu c6 thé c6 cau hinh tir don gian dén phtc tap. Quan trong d6i voi hiéu ning ctia may
chti Web 14 téc d6 CPU, dung luong dia ctng luu trit va téc do két ndi mang.

Ngoai ra dé may chit Web hoat dong, con can thém cac thanh phan quan trong
khac la may chu co s& dir liéu (Database server) va may chu ung dung (Application
server). Trong mot hé may cha Web don gian, hai thanh phan néu trén c6 thé ciing dugc
cai dat trén mot phan cimg may tinh/may chu.

Hinh 1.1 1a kién trac don gian cho mot hé thong may cha Web. Web server bao
gd6m thanh phan giao dién Web (Presentation layer hay Web interface), thanh phan giao
dién CSDL (Database interface). May chit CSDL c6 thé dit ngoai may tinh cai Web
Server, dugc két ndi v6i nhau qua giao dién TCP/IP. Giao dién giira may chit Web va
trinh duy¢t ctia nguoi dung (Web Browser) dugc thuc hién qua két ndi HTTP hoic
HTTPS. Toan bd hoat dong cia may chu Web dugc ghi vao nhat ky (Log file) phuc vu

cho viéc theo ddi, giam sat hoat dong va tim 161).
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Hinh 1.1 Kién trac hé théng caa Web Server

1.2.  Céc 16 hong bao mat Web

1.2.1. Khai niém 16 héng bdo mat

Lo hong bao mat (Security Vulnerability): 1a mot di€ém yéu trong hé thong cho
phép ké tan cong khai tic gay ton hai dén an ninh, an toan hé thong.

Lo héng bao mat Web co thé lién quan dén tinh toan ven, bi mat, sin sang

Nhitng nguy co tiém an, d6i véi an toan tng dung web dén tir nhiéu nguyén nhan
khéach quan va chu quan sau day:

- Tai hoa bat ngo: tac dong dén tir bén ngoai, anh huong & muc vat ly cua trang
web nhu hoa hoan, dong dat, 1 lut, tai nan lao dong...

- Sy ¢6 may tinh: su ¢6 vat ly anh huong dén van hanh cia trang web nhu mat
dién, hong phan cing, thiét bi ndi mang truc trac, moi trudng van hanh khong dam bao,...

- Sy ¢b vo tinh: sy ¢6 anh huong dén hé théng do yéu té con nguoi nhu thiéu kién
thirc vé bao mat, chu quan, cau tha trong khau quan ly hé théng....

- Sy ¢6 ¢6 chu y: hoat dong phé hoai, khai thac tan cong l1am anh hudng dén an
toan cua trang web, bao gom t6i pham mang sir dung cong nghé cao, nhan vién mau
thuan vai td chtic, ndi gidn ban thong tin dé nhan hdi 16, nhan vién bi danh lira tai khoan

hé thong...



Phai tbn nhiéu thoi gian va cong suc dé loai bo cac mdi de doa trén. Trudc hét,
can nhan thic day da va rd rang vé hiém hoa nay, sau d6 1én ké hoach thuc hién va phong

tranh rui ro thich hop truéc mdi loai nguy co.

1.2.2. Cac logi 16 héng phé bién ciia Web
- Cac loai 16 héng Web phé bién theo OWASP

Hiéu rd 16 hong bao mat 1a mot viée co ¥ nghia t6i quan trong. OWASP (Open
Web Application Security Project) la mot dy an ma vé bao mat tng dung web nham dam
bao cac tng dung web mét cach an toan. Hang nim OWASP cong bd 10 16 hong phd
bién nhat cia tng dung web trong nam d6. Danh sach nay ludén duoc cap nhat thudng
xuyén do thay ddi vé anh huong cua cac 16 hong. Theo OWASP nam 2013, 10 15 hong
bao mat Web nghiém trong nhat 1a:

+ Chén ma (Injection):

Sai sot trong nhap liéu, vi du SQL injection, OS injection, LDAP injection...
Thong tin khdng chinh xac duoc dua vao cung véi cac dir liéu dau vao nhu mot phan
ctia cau truy van. Tin tic loi dung 16 hong nay dé thuc hién cac Iénh khdng hop phap hay
truy cap cac dix liéu trai phép.

+ L&i xac thwc, quan ly phién (Broken Authentication and Session Management):

L& hong nay cho phép tin tic loi dung dé lay password, khda hay phién lam viéc,
tur d6 gia mao phién lam viéc va danh tinh cta nguoi dung.

+ L&i chéo trang-XSS (Cross-Site Scripting):

Nguyén nhan ton tai 16 hong nay la do khdng kiém soét di liéu nhap vao can than.
Cac dir lidu cua ké tan cong giri dén trinh duyét web ma khéng can xac nhan. Diéu nay
cho phép hén thuc thi cac kich ban trén trinh duyét web cta nan nhan, thay d6i noi dung,
chuyén huéng trang web hay 14y phién 1am viéc duoc ngudi dung luu trén trinh duyét...
+ Tham chiéu truc tiép ddi twong khong an toan (Insecure Direct Object

References):



Nha phét trién tng dung web dua ra tham chiéu ¢én mot d6i twong bén trong ¢ng
dung chang han nhu 13 maot tap tin, mot thu muc hay mot khoa co so dit lieu. Néu qué
trinh tham chiéu nay khéng dugc kiém tra an toan, hacker cé thé dya vao dé tham chiéu
dén cac dir lieu khong dugc cap quyén truy cap
+ Céu hinh bao mat kém (Security Misconfigtiration):

Mot hé thdng bao mat tét can trang bi cho may chu tng dung, khung &ng dung,
may chu co s dit liéu, nén tang... cac bién phap bao mat an toan, can thiét va lién két
véi nhau. Viéc ndy nham giam nguy co bi ké tan cong khai thac vao wang dung, c6 thé dé
16 nhitng théng tin bi mat khi trao d6i cac gai tin.

+ Lo dir liéu nhay cam (Sensitive Data Exposure):

Céc dir lidu nhay cam nhu thé visa, tai khoan banking, mat khau tai khoan mang
x& hoi... néu khdng luu trir va bao vé an toan, ké gian c6 thé danh cip hoic chinh sta
nhitng thong tin nay. Dit liéu nhay cam can dugc luu trir va bao vé mot cach can than,
nén ma hoa va sao luu dinh ky.

+ Thiéu kiém soat truy cap mic chirc ning (Missing Function Level Access
Control):

Trong viéc phan quyén quan tri cac mic, néu thiéu cac diéu khoan s& dan dén
viéc tin tic c6 thé tim ra cac diém yéu trén hé théng hay loi dung dé thay d6i phan quyén.
+ Gia mao yéu cau lién két trang (Cross-Site Request Forgery - CSRF):

Loi dung so hd cua nan nhan, ké tan cong cd thé giing by khién nan nhan truy
cap vao trang Web gia mao ma khdng hé hay biét. Hau qua c6 thé 1a mat tién, 16 thong
tin c& nhan hay mat tai khoan ngan hang, tai khoan mang xa hoi, ...

+ Sir dung 16 hdng da biét (Using Known Vulnerable Components):

Tin tic st dung cac thu vién, plugin, module... chira cac 16 hong da duoc cong

bd, tir d6 tan cong vao hé théng mot cach nhanh chong.

+ Chuyén hwéng khdng an toan (Unvalidated Redirects and Forwards):



Chuyén huéng ngudi dung dén mot dudng dan bén ngoai cé thé bj tin tic loi

dung dé chuyén huéng ngudi dung dén duong dan duoc han chuan bi sin

OWASP Top 10 - 2013 > 4 OWASP Top 10 - 2017

A1 - Injection =» A1:2017-Injection

A2 - Broken Authentication and Session Management = =» A2:2017-Broken Authentication

A3 - Cross-Site Scripting (XSS) 3 A3:2017-Sensitive Data Exposure

A4 - Insecure Direct Object References [Merged+A7] |J A4:2017-XML External Entities (XXE) [NEW]

A5 - Security Misconfiguration 3 A5:2017-Broken Access Control [Merged]

A6 - Sensitive Data Exposure 7} A6:2017-Security Misconfiguration

A7 — Missing Function Level Access Contr [Merged+A4] | J A7:2017-Cross-Site Scripting (XSS)

A8 - Cross-Site Request Forgery (CSRF) A8:2017-Insecure Deserialization [NEW, Community]

A9 - Using Components with Known Vulnerabilities =» A9:2017-Using Components with Known Vulnerabilities

A10 - Unvalidated Redirects and Forwards

(x]

A10:2017-Insufficient Logging&Monitoring [NEW,Comm.]

Hinh 1.2. C&c 16 hong biao mat phé bién nhét
1.3.  Tan cdng vao may chi Web

1.3.1. Gigi thigu vé tén cong vao may chi Web

Tan cong vao mdy chu Web la hinh thue ké tan cong tim cach khai thac cac 1o
hong da biét hodc chua biét trén may chiit Web nham danh cap thong tin tir may chu, pha
hoai hoat dong hodc gy gian doan, ngung tré dich vu Web. Ddi tuong bi tan cong co
thé 1a ca nhan, doanh nghiép, t6 chirc hodc co quan nha nudc.

Ké tn cong co6 thé dung cong cu bét gbi tin ty dong, ra quét cac 16 hong trong hé
théng, queét céng, va kiém tra cac dich vu dang chay v6i muc dich 1a tham do, thu thap
thong tin vé hé thdng. Thong qua cac 16 hong trong dich vu web, dudng truyén, dich vu
xéc thuc, ké tAn cong co thé dé dang truy cap vao céc tai khoan ciia quan tri vién nhu
trong co s& dit liéu, website, tng dung, phdn mém quan 1y... dé 1iy di nhiing thong tin,

dix liéu quan trong.



Tin tic c6 thé quiy pha hoat dong bang cach xéa dit liéu, mi héa dir liéu, tong
tién cha s hitu may chu dé lay lai dugc dir liéu can thiét. Ngoai ra, phuong phap xam
nhap nhu email Itra ddo, duong link la, thong bao tring thuong gia mao thong qua cac
duong link ma doc cling 1a mot k§ thuét dugc tin tdc 4p dung thuong xuyén.

Véi kiéu tn cong DDoS, ké tin cong sé& giri hang loat nhitng yéu cau véi sb luong
cuc 16n (vuot qua kha ning xir 1y t6i hé théng nan nhan), lam cho hoat dong cua hé
théng may chit Web bi tam ding

Vi du vé tan cong may chi Web: Trong cting mot hé théng may chi Web ndi bo,
ké tdn cong c6 thé xam nhap vao hé thong Web ciia cong ty bang cach dong vai nhu mot
nguoi dung that trong hé théng, sau do tién hanh xam nhap vao tép chtra tai li€u bi mat

cua cong ty. Tin tdc c6 thé rat sach ti€n, hoac thay doi cac con so, an file...

5

Web Server Web Application Database

\
- 9- [T O -

=i

Web Attacks Client (User)

Hinh 1.3. M hinh tin cdng mang theo phwong phap truy cap truc tiép
Céc tan cong co6 thé giy ra nhitng thiét hai, tac dong 16n dén hoat dong cia mot

to chuec.
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- Danh tiéng c6 thé bi hiy hoai: tin tic chinh stra cac ndi dung trén trang web
thanh cac thong tin vi pham phap luat hodc lién két dén mot trang web khiéu dam.

= Tin tic c6 thé loi dung cac may chu web dé cai dat phén mém ddc hai. Céc
phan mém doc hai dugc tai vé may tinh cua ngudi dung cé thé 1a virus, Trojan, worm
hozc phan mém botnet, v..v...

= Dir liéu nguoi dung bi 16 lot: co thé dan dén kinh doanh suy giam hodc bi kién

boi nhitng ngudi ding cung cip thong tin ctia ho cho t6 chic.

1.3.2. Mgt sé logi tin céng dién hinh vao may chi Web
= Téan cong chuyén dich thu myc (Directory traversal attacks). Day 1a loai tan

cong khai thac 18i trong may chii web dé truy cap trai phép vao cac tép tin va thu muc.
Khi tin tac di dat dugc quyén truy cap, ching c6 thé dang tai nhitng thong tin nhay cam,
thyc thi 1énh trén may chu hodc cai dat phén mém doc hai.

= Téan cong tir chbi dich vu (Denial of Service Attacks). V&i kiéu tin cong nay,
may chii web c6 thé bi sap hodc trd nén khong cé tinh sin ding cho ngudi sir dung hop
phép.

= Téan cong chiém gitr hé thong tén mién (Domain Name System Hijacking). Cac
thiét 1ap DNS duoc thay d6i dé tro dén trang web cua ké tan cong. Tt ca luu luong 18 ra
phai dugc giri dén may chu web bi chuyén sai hudng.

= Tén cdng nghe lén (Sniffing). Dir liéu khong ma hoa guri qua mang c6 thé bi
chin va duoc sir dung dé truy cap trai phép vao may chii web dé nghe 1én thong tin.

- Tén cong gia mao (Phishing). Ké tin cong gia cac trang web va chuyén huéng
dén mot trang web gia mao.

= Tén cong dau doc (Pharming). 1a mot loai tin cong mang lién quan dén viéc
chuyén huéng luu lwong truy cap web tir trang hop phap sang mot trang gia mao. Trang
gia mao nay duoc thiét ké dé trong gidng nhu trang web hop phéap, do d6 ngudi ding sé
bi ltra khi dang nhap va nhap thdng tin chi tiét cia minh vao d6. Nhiing chi tiét nay sau

d6 duogc thu thap bai cac "pharmer” va str dung cho céac hoat dong bat hop phap.
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Tan cong thay giao dién (Defacement). K¢ tn cong thay thé trang web cua t6

chtrc v&1 mot trang khac c6 chtra tén, hinh anh va c6 thé bao gdm nhac nén va tin nhan

cua ké tan cong.

1.3.3. M4t sé bién phdp dién hinh chéng tdn cong vao may chi Web
Céc bién phap chdng tin cong vao may cha Web co thé duge phén loai theo: cac

bién phép quan ly va céac bién phap k¥ thuat.

Céc bién phap quan 1y bao trim pham vi kha rong tir: bao vé vat Iy cho dén céac

chinh sach bao mat trong t6 chirc, quan 1y. Cac bién phap k¥ thuat ciing rat da dang, tir

viéc ma hoa dir liéu, Iuu trit du phong va bao vé dit liéu hé thong, bao vé ha tang thiét bi

va duong truyén, cap nhat phén mém, st dung céc thiét bi bao vé nhu tuong ltra, hé théng

chong tan cong,...

Nhin chung, mot sb bién phap co ban c6 thé liét ké gdbm:

5069).

Cap nhat va cai dat cac ban va 16i thudng xuyén dé giup dam bao cac may chu.
B4o mat cac cai dit va cAu hinh cua hé diéu hanh.

Bao mat cac cai dit va cau hinh cia phan mém may chu web.

Str dung cac cong cu nhu Snort, Nmap, Scanner Access Now Easy (SANE).
Str dung firewall.

Str dung phén mém diét virus, md doc nhu BKAV, Kaspersky,...

V6 hi€u hoa chirc ndng quan tri tur xa.

Xoa cac tai khoan méc dinh va khong st dung khoi hé théng.

Cong va cai dat mic dinh (nhu FTP & cong 21) nén duoc thay d6i (cong FTP

Céc bién phap bao v¢ theo chiéu sau bao gom: bao vé vong ngoai vdi tuong lira,

tiép dén 1 vong trong voi hé théng phét hién va ngan chan xam nhap trai phép (IDS/ISP),

bao vé mién DMZ. Vanh dai bao vé tiép theo 13 hé théng chéng virus, ma doc. Tiép dén
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la bao vé cuc bd vé6i viée kiém soat, xac thuc truy cap (login) vao hé théng dir liéu,
CSDL. Cudi cung 1a 16p bao v¢ cac tng dung, dich vu Web.

Céc bién phap ra quét, kiém tra thuong xuyén cac 16 hong bao mat may chit Web
cling dong vai tro quan trong trong ting cudng bao mat, chéng tdn cong. Ngoai ra, quan
tri hé théng c6 thé tit cac dich vu khong can thiét dé han ché t6i da kha nang khai thac

cua tin tac.

Firewall

Spam filter
Anti-virus
Upgrades
Updates
tess manage

Encryption
Manitorin
ser traini

Hinh 1.4 Cac bién phap bio vé theo chiéu sau

1.4.  Két luan chuong
Trong chuong nay, luan van da trinh bay vé cac noi dung: giGi thiéu vé may chu

Web, cac thanh phan co ban caa may chit Web. Ngoai ra luan van ciing da trinh bay vé

cac 16 hong bao mat Web, cac loai tin cong vao may chu Web.
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CHUONG 2
PHAN TiCH BAT THUONG DUA VAO NHAT KY MAY CHU
WEB
2.1 Mt s6 nén tang Apache, 11S, Nginx
o Neén tiang Apache

Apache 13 mot may cha Web phd bién nhét trén thé gidi cho phép thiét 1ap mot
website d& dang khong tn nhiéu cong sirc. Cac doanh nghiép nho, cac tmg dung quy
mod nhé thuong chon may chi web nay

C6 thé cai dit mot trang tin WordPress trén may chii Apache Web Server ma
khong phai tily chinh bat cir gi. Hon nita, Apache server hoat dong t6t v&i cac hé thong
quan tri ndi dung 16n trén thé giéi nhu Joomla, Drupal, ..., web frameworks (Django,
Laravel, etc.), va cac ngon ngit 1ap trinh khac. Diéu nay giup Apache giit viing vi tri s
mot trong s6 cac nén tang web hosting, dic biét 1a d6i voi VPS hodc shared hosting.

Apache 1a phin mém Web Server mién phi mi nguén mo, dang chiém
khoang 46% thi phan trang Web trén toan thé gidi. Tén day du cua Apache 1a Apache
HTTP Server, duoc diéu hanh va phat trién bai cong ty Apache Software Foundation.

Apache Web Server 13 Iyra chon wu viét dé tao ra mot website on dinh va co thé
tuy chinh linh hoat

« Nén tang IIS

ITS (viét tat ciia Internet Information Services) duoc dinh kém ciing véi cac phién
ban cia Windows. IIS gém cac dich vu may chu chay trén nén hé diéu hanh Window,
cung cip va phan phdi cac thong tin 1én mang. IIS gdm c6 nhiéu dich vu khac nhau nhu
Web Server, FTP Server...

Céc thanh phan chinh ciia IIS nhu sau.

+ Khéi quan tri IIS (IIS Manager):
IIS Manager dung dé quan trj IIS Server. N6 quan 1y tai nguyén cac file, thu muc

va céc thiét 1ap cho cac ung dung nhu vé security, performance va cac tinh ndng khac.


http://hostinger.vn/huong-dan/joomla
https://www.hostinger.vn/huong-dan/drupal/
https://www.hostinger.vn/vps-gia-re
https://www.hostinger.vn/web-hosting-gia-re
https://w3techs.com/technologies/details/ws-apache/all/all
https://httpd.apache.org/
https://httpd.apache.org/
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+ Khdi chinh sach kiém toan (Audit Policy):

Can thiét 1ap Audit Policy trén IIS Server trong méi truong lam viéc dam bao toan
bo thong tin ciia ngudi dung khi log vao hé thdng s& déu duoc ghi lai. Tt ca nhitng dit
liéu duogc truy cap déu duoc log lai.

+ Khdi cip quyén nguoi dung (User Rights Assignments):

Can cai dit “Deny access to this computer from the network”. Cai dit nay quyét
dinh nhitng ngudi ding nao bi cAm truy cap t6i IIS Server tir mang.

Thiét lap khién cho tai khoan nguoi dung s€ bi han ché va dam bao tinh bao mat
cao hon. Dién hinh 14 c4c cau hinh: ANONOYMOUS LOGON, Built-in Administrator,
Suport_388945a0, ..

+ Khdi nhat ky su kién (Event Log):

Trén IS Servers, toan bo cac su kién can luu lai theo mot thé théng nhat véi cac
tham s tuy vao yéu cau. Qua trinh dang nhap vao hé théng va ghi lai nhimng dbi tuong
duoc truy cap 14 hai yéu ciu can dugc ghi lai (ké ca 16i hay khong trong qua trinh dang
nhép).

+ Khdi dich vu hé théng (SYSTEM Services):
Cac dich vu trong Microsoft Windows Server can duoc thiét 1ap & ché do tu dong
gom:
e HTTP SSL
e |IS Admin Service
e World Wide Web Publishing Service
+ Thiét 1ap quyén trong IIS (11S Web Site Permissions):

IIS c6 thé thiét 1ap Website permissions dé quyét dinh cho phép hay khong
nhirng hanh dong truy cap vao website. Mot s& quyén c6 thé gan trong Web Site
Permissions

« Read: Chi dugc xem cac noi dung va cac thudc tinh cta cac thu muc hoac tap tin.

« Write: C6 kha ning thay doi noi dung va thugc tinh caa cac thu muc hoac tap tin.
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« Log Visits: Ghi lai truy cap cua nguoi dung vao Website
« Excute: Thyc thi script.
« Nén tang Nginx

Nginx 1a mét nén tang may chi Web st dung phd bién giao thac HTTP, HTTPS,
SMTP, POP3, IMAP ddng thoi tao can bang tai. Nginx chi trong vao viéc phuc vu sé
lwong 16n két ndi dong thoi, sir dung bd nhé thap va dat hiéu suat cao. Nginx c6 su 6n
dinh 16n, cau hinh don gian, nhiéu tinh ning va tiét kiém tai nguyeén.

Khong gidng cac nén tang may cha khac, thay vi dua vao ludng (threads) dé xur
ly c4c truy van (request), Nginx st dung kién trac hudng su kién (event-driven) khdng
ddng bo va c6 kha nang md rong. Do hiéu sudt cao va yéu cau bd nhé thap, Nginx van
nén duoc sir dung ngay ca khi khong can phai xir Iy hang ngan truy van dong thoi. Nginx
¢6 thé dugce sir dung trén may chii ciu hinh thdp nhat cho dén mot hé thong 16n nhu trén
dam may.

2.2 Phuong phap ghi nhat ky may cha Web

2.2.1 Nguyén tac hoat dgng ciia may cha Web
Trinh duyét cia ngwéi dung
két néi dén server
va giri yéu ciu két néi

ql [11] y

May tinh cia nguéi dung
chay trinh duyét web

Web Server

Server tra loi
lai yéu cau

Hinh 2.1 Cac bwéc trong tién trinh truyén tai web


https://blog-xtraffic.pep.vn/nginx-la-gi/
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HTTP MODEL

Client . Server
Q} GET ~ TP1.1>

b W e o

Client

POST /login HITP/1.1

B

IHTTP/l.l 421 Unauthorized

Hinh 2.2. Yéu cau, phan héi caia HTTP

Nguyén tic hoat dong co ban ctia may chit Web duoc thé hién trén hinh 2.1. Nguoi
dung g dong dia chi may cha Web vao trinh duyét web va an Enter, trang web sé& hién
thi trén man hinh may tinh ngudi ding. Dé trang web c6 thé hién thi dugc thi co ché hoat
dong cua may chit web duogc thé hién qua cac budc co ban trong tién trinh truyén tai
trang web dén man hinh ngudi ding nhu sau:

Tién trinh co ban:

Browser thuc hién két ndi t6iWeb server, yéu cAu mot trang web va nhén lai no.
Trinh tu ting budc xay ra nhu sau:

Trinh duyét web tach dia chi cia mot website lam 3 phén nhu sau:

- Tén giao thuc: “http”

- Tén mién ctia may chu web: “gldt.ptit.edu.vn/”

- Tén tép HTML.: “web-server.htm”
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* Trinh duyét giri yéu cau két ndi téi may chit Web (ban tin HTTP request).

* May chi Web tra 101 bang ban tin HTTP response.

* Can clr thong tin trong ban tin yéu cau, may chit Web lién hé v6i may chu tén
mién (DNS Server) dé chuyén doi tén mién “https://qldt.ptit.edu.vn/” ra dia chi IP
tuong tng. Tiép theo, trinh duyét giri tiép mot két ndi téi may chu ctia website 6 dia chi
IP nay qua cong 80. Nho giao thie HTTP, browser giri yéu cau GET dén may chu, yéu
cau tép HTML “web-server.htm”.

Luu y: mot cookies cling dugc giri kém tir trinh duyét web dén may chu.

Sau do, mot file van ban c6 cac thé HTML sé dugc may chu gui dén trinh duyét
web clia may yéu cau (may chu cling giri kém theo mot cookies khac t6i trinh duyét web,
cookies ndy dugc ghi trén dau trang ctia mdi trang web).

Céc thé¢ HTML sé duoc trinh duyét web doc dé xac dinh dinh dang (cach thtrc
trinh bay) trang web va hién thi ndi dung ra trén man hinh yéu cau.

Trong giao thie HTTP nguyén ban, can cung cip day du duong din tén tép. Vi
du nhu “/” hodc “/tén tép.htm”. Sau do, giao thuc s¢€ tu diéu chinh dé cho ra mét dia chi
URL day du. Céc cdng ty kinh doanh dich vu luu trit ¢ thé luu trir nhiéu tén mién ao
(virtual domains) nho viéc nay. C6 nghia 1a c6 thé c¢6 nhiéu tén mién cliing ton tai trén
mot may chu va st dung cung moét dia chi [P duy nhat. Vi dy, trén may chu cua Hoc vién
Cong nghé Buu chinh Vién thong, dia chi IP 12 123.30.171.25, nhung no c6 rat nhiéu tén
mién khac nhau cing ton tai.

Nhiéu may chu web thém vao mot s6 ché do bao mat trong tién trinh xtr 1y. Viduy,
khi ta truy cap vao mot trang web va trinh duyét dua ra mot hop hoi thoai yéu cau nhap
tén truy cdp va mat khau, luc nay trang web ma ta truy cip di duoc bao vé bang mat
khau.

M4y cht web hd tro ngudi quan 1y trang web duy tri mot danh sach bao gdm tén
va password cho phép nhiing ngudi duge phép truy cép vao trang web. V6i may chu web

chuyén nghiép, yéu cau mic do bao mat 16n vi du nhu: chi cho két néi da dugc ma hoa
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gifta may chu va trinh duyét. Do d6 nhing thong tin nhay cam nhu password... c6 thé
dugc truyén tai 1én Internet.

Bén trén 1a nhitng van dé co ban vé cach thirc hoat dong cua may chu Web dé
truyén tai cac trang web chuan, hay con goi 1a trang web tinh. Cac trang web tinh 13
nhirng trang web khong thay ddi (Chi thay d6i khi ngudi tao ra thay doi lai).

2.2.2 Giao thirc HTTP

HTTP (HyperText Transfer Protocol) c6 nghia 1a giao thirc truyén tai siéu vin
ban, 1a mot trong nam giao thirc chuan cia mang Internet, dung dé lién hé thong tin giita
may chu Web va may st dung dich vu (Web client hay Web browser) trong m6 hinh
Client-Server dung cho World Wide Web-WWW. HTTP la mét giao thirc ing dung ctia
b giao thirc TCP/IP. HTTP nam trong ting Application Layer, duoc sit dung dé truyén
tai noi dung trang Web tir Web Server dén trinh duyét Web & Client.

Request-Response 13 co ché hoat dong chinh cia HTTP: Web Client s& giri
Request dén may chii web, may chi web xir 1y va tra vé cho Web Client Response

Phién ban hoan chinh dau tién ctia HTTP 1a HTTP 0.9 (Ra doi nam 1991), tiép
theo A HTTP 1.0 (1996), HTTP 1.1 (1997) va méi nhat 1a HTTP 2.0. Céac phién ban
sau ra doi thay thé phién ban trudc, ké thira nhitng chirc ning cbt 13i ctia phién ban trudc
nhung c6 nhiéu cai tién va bd sung. Hién nay, HTTP 2.0 chua duoc dung phd bién do
con kha méi va cac doanh nghiép Web khong tién chuyén déi. Vi vay, giao thirc HTTP
phé bién nhat van dang 1a HTTP 1.1. HTTP 1.0 van con dugc wa chudng trong nhiéu
trong hé théng Proxy va mot sb tng dung cii (wget).

Pic diém ndi bat cia HTTP 14 “phi trang thai” (Stateless), co nghia 1a mdi request
dugc xem la mot phién giao dich ddc 1ap, khong luu gitr bat ky thong tin nao lién quan
dén cac request trudc do6 cling nhu cac phién lam viée trudc.

Phwong thirc truy van (Request Method) phd dung cia HTTP gom: GET,
HEAD, POST, PUT, DELETE, TRACE, OPTIONS, CONNECT, PATCH. Ngoai


https://vi.wikipedia.org/wiki/Internet
https://vi.wikipedia.org/wiki/World_Wide_Web
https://vi.wikipedia.org/wiki/TCP/IP
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Method, URI (Pia chi dinh danh cua tai nguyén), HTTP Version thi trong Request
Header c6 mot sd trudong thong dung sau:

o Accept: loai néi dung co thé nhan duoc tur thong di¢p response. Vi du:
text/plain, text/html...

« Accept-Encoding: cac kiéu nén duoc chip nhin. Vi du: gzip, deflate, xz, exi. ..

« Connection: diéu khién két nbi. Vi du: keep-alive, Upgrade...

« Cookie: thong tin HTTP Cookie tur server.

« User-Agent: thong tin vé user agent cia ngudi dung.

Hai phuong thirc dugc str dung nhiéu nhat trong HTTP request 1a GET va POST.
Véi GET, cau truy van s& duoc dinh kém vao duong din caa HTTP request. Vi du:
/?username="abc” &password="def”. Mot s6 dic diém cua phuong thirc GET nhu sau.

« GET request c6 thé dugc cached, bookmark va Iuu trong lich sir cua trinh
duyét.

« GET request bi gidi han vé chiéu dai vi chiéu dai cia URL 1a c6 han.

« GET request khdng nén dung véi dit liéu quan trong, chi ding dé nhan dir lidu.

Nguoc lai, véi POST thi cdu truy van s& dugc giri trong phan message body cta
HTTP request, mot s6 dic diém cua POST nhu sau.

o POST khong thé cached, bookmark hay luu trong lich stt trinh duyét.

o D3 dai cua POST khong bi gidi han.
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GET / HTTP/1.1

Host: www.utest.com
User-Agent: Mozilla/5.0
Accept: text/html, */*
Accept-Language: en-US, en
Connection: close

Hinh 2.3. Request
Response Code

Response Code chi ra trang thai ctia mot Response khi phan hdi mot request tir
Web Client - Thanh cong hay that bai? C6 15i hay khong? Ldi & dau?

HTTP/1.1 200 OK

Connection: close

Date: Thu, 06 Aug 1998 12:00:15 GMT
Server: Apache/1.3.0 (Unix)
Last-Modified: Mon, 22 Jun 1998 ....
Content-Length: 6821

Content-Type: text/html

data data data data data

Hinh 2.4. Response
Céc thong bao 15i cy thé nhu sau.
« 1xx - Informational
o 2XxX - Success (200 - OK, 202 - Accepted, 204 - No Content)
o 3xx - Redirection (301 Moved Permanently: tai nguyén da duoc chuyén hoan
toan t6i dia chi Location trong HTTP response. 303 See other: tai nguyén da dugc chuyén
tam thoi t6i dia chi Location trong HTTP response. 304 Not Modified: tai nguyén khong

thay d6i tir 1an cubi client request, nén client c6 thé sir dung di luu trong cache.)
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o 4xx - Client Error (400 - Bad Request, 401 - Unauthorized, 403 - Forbidden,
404 - Not Found, 405 - Method Not Allowed, 408 - Request Timeout, 429 - Too many
requests)

5xx - Server Error (500 - Internal Server Error, 503 - Service Unavailable, 504 -
Gateway Timeout, 509 - Bandwidth Limit Exceed)

2.2.3. Ghi nhat ky (Web log)

Web log chinh la céc tép nhat ky tu dong duoc tao va duy tri bai mot may cha
Web. Mdi lan truy cap vao trang Web, bao gom madi lan xem mét tai lieu HTML, hinh
anh hodc cac doi twong cua website déu duoc web server ghi lai. Cac may chi web nhu
IIS, Apache hay Nginx déu co cac web log file dé ghi lai cac nhat ky hoat dong cua
website.

Dinh dang tép nhat ky web thd chi yéu 1a mot dong vian ban cho mdi 1an truy cap
vao trang web. Diéu nay chira thong tin vé ai da ghé tham trang web, noi ho truy cap va
chinh x&c nhirng gi ho dang lam trén trang web.

V6i webserver ¢o 2 dang log file quan trong:

-Log truy cap (access log) ghi lai nhiing thong tin nguoi dung truy cap vao
website.

- Log 16i (error log) ghi lai cac canh bao céac 16i xay ra véi dich vu lién quan web
Server.

e Access_log:

Tat ca nhitng yéu cau duoc xir ly bai server duoc ghi lai & Access_log.
CustomLog directive diéu khién vi tri va noi dung cua access log. C6 thé dinh dang noi
dung cua tap tin access_log bang cach dung LogFormat directive. LogFormat chira
nhitng thong tin server can theo ddi dé ghi lai trong access log.

e Error_log:
Error log 14 noi ma httpd s& giri nhitng thong tin nhan dang va bat ky 15i nao gap

phai trong quéa trinh xir Iy nhitng yéu cau. Tap tin ndy 13 noi can xem xét dau tién khi
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gap nhitng 16i khai dong httpd hay nhitng thao tac cua server, vi né luu nhitng thong tin

chi tiét vé 135i va céch stra 16i. Binh dang cua tap tin error_log khéng bi b6 budc.

e Dinh dang céac tép log:

+ Ddi véi Access_log:

Pé thay ddi dinh dang access log, cd thé dung directive log_format. Chi thi nay

mic dinh nam trong block http {...}. Dé xem duoc log format vi du nhu caia Nginx, cé

thé vao chi dan thu muc /etc/nginx/nginx.conf (ddi véi hé diéu hanh CentOS va Ubuntu).

dung.

Mau log_format mic dinh trong Nginx 13 access combined nhu sau:

log_format combined 'Sremote_addr - Sremote_user [Stime_local] '

"Srequest" Sstatus Sbody _bytes_sent '

",
’

""Shttp_referer" "Shttp_user_agent

Chi thi log_format dé dinh dang access log cho Nginx, ¥ nghia cac bién nhu sau:

$remote_addr dia chi IP truy cap website cia ngudoi dung.

$remote_user ghi lai tai khoan truy cap web néu trang web c6 xac thuc nguoi

$time_local thoi gian nguoi dung truy cap.

$request doan dau cua request.

$status trang thai cua response.

$body_bytes sent kich thudc body ma server response.
$http_referer URL duoc tham chiéu.

$http_user_agent thdng tin trinh duyét, hé diéu hanh ma nguoi ding truy cap.

Duéi day 1a vi du vé mot ban ghi log trong Access_log (sample log):

117.65.256.123 - - [/Dec/2020:06:02:11 +0700] "GET /wp-content/plugins/wp-tab-widget-
pro/css/font-awesome.min.css HTTP/1.1" 200 7027 "https://portal.ptit.edu.vn/gioi-
thieu/.html" "Mozilla/5.0 (Windows NT 5.1) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/47.0.2526.106 Safari/537.36"

+ Poi véi Error_log:
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Log nay dé ghi lai thdng tin céc 13i cai dat ciu hinh hay don gian chi 1a nhitng
canh bao gitra Web Server va cac dich vu ciaa no.
Vi du mot ban ghi trong file error_log trén may chu Web Apache nhu sau:

[Fri Jan 08 17:12:44 2020] [error] [client 127.0.0.1] client denied by server
configuration: /export/home/live/ap/htdocs/test
Cot dau tién chi ra ngay gio truy cap nay duoc tao ra. Cot thi 2 chi ra day 1a truy

cap 15i. Cot thar 3 hién thi dia chi IP cua client tao ra 15i. Tiép theo 1a message c6 noi
dung chi ra rang viéc truy cap cua client bi tir chéi vi server duoc ciu hinh nhu vay. Tiép
dén 1a duong dan caa document ma client can truy cap.

Trong may chu Web Nginx, thuc hién ghi error_log bang cach thém chi thi
error_log vao block http {...} nhu sau.

server {

error_log /var/log/nginx/error.log error;

}
Cu phap chung cua error log la:
error_log log_file log_level

Trong do:

e emerg log & level nay mang tinh khan cap, dang nhu server gan nhu da sap.

e alert canh bao c4c van can can duoc xu ly ngay.

e crit c4c van d& quan trong nhung khong nhét thiét phai xtr ly ngay 1ap tirc, dé
theo do6i thém.

e error ghi lai thong tin 15i nhu dang nhap hodc cdu hinh sai, mic do thip hon
crit.

e warn & muc do canh bao khong phai 15i.

e notice dé thong bao cai gi do.

e info ghi thdng tin hé théng, khéng c6 gi ca.
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e debug ghi lai tit ca moi thir, dung dé do 15i.

Vi du cac trwong trong mot file log trén may chi IIS nhw sau:

Date, Time, ClientlIP, UserName , ServerlP, Method , UriStem , UriQuery , TimeTaken , Htt
pStatus , Win32Status, ServerPort, UserAgent, HttpSubStatus, and Referer
2.3. Phwong phap phén tich dwa trén kiém thir

Kiém thu 16 hdng bao mat dbi véi tng dung web chinh 13 viéc 1am thé nao dé cé
thé chi ra nhitng 16 hong dang ton tai trén hé thong mot cach day di va khoa hoc nhét.
Cong viéc nay la mot cong viéc rat kho khan. Chinh vi vy, nguoi ta da tim cach dua ra
cac phuong phép k¥ thuat kiém thir &€ nham don gian hoé cong viéc nay, dong thoi dam
bao du tin cay rang hé théng sau khi dugc kiém thar s& c6 dugc mot bao céo day du va
chinh xéc nhat c6 the.

Céc phuong phap kiém tht 16 hong bao mat pho bién hién nay 1a: kiém thir hop
den, hop trang va hop xam. Cac phuong phap kiém thtr trén déu c6 nhitng wu, nhuoc

diém va déu co thé ap dung cho céc 16 hong bao mat may chu Web.

« Phuong phap kiém thir hop den

Kiém thtr hop den (Black Box Testing) duya trén dau vao va dau ra cua hé thong
dé kiém thir. Phuong phéap nay khdng can biét m& nguén bén trong nhu nio.

Véi phuong phéap kiém thir hop den, cac 16 hong bao mat trén ung dung web thuc
hién kiém thir cac tng dung tir bén ngoai, phia giao dién nguoi ding. Tac 1a quan sat cac
dir liéu dugc chuyén dén ng dung va cac dir liéu tir tng dung xuat ra ma khdng biét ma
ngudn hay hé théng bén trong. Qua trinh chuyén dir liéu tir bén ngoai dén ung dung c6

thé thuc hién bang cach st dung cdng cu ty dong hoic bang phuong phap thu cong

« Phuong phap kiém thir hop tring
Kiém thir hop tring (White Box Testing) dura vao thuat toan, cau tric ma ngudn
cua chuong trinh. Muc dich cia phuong phap nay 1a dé chac chan rang tat ca cac cau

lénh va diéu kién s& duogc thuc hién it nhat mot lan.
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Viéc kiém thir cac 15 hdng bao mat trén tng dung web duoc thuc hién théng qua
viéc phan tich, tim kiém 15i truc tiép trén ma ngudn cta ¢ng dung. Phuong phap nay
thudng duoc thuc hién boi nha phét trién. Qua trinh xac dinh 15 héng dya trén ma ngudn
c6 thé dugc thuc hién tha cdng hoic bang cong cu ty dong. Viéc thuc hién tha cong voéi
s6 luong l6n cac dong 1énh cé cau tric phuc tap s& gap rat nhiéu kho khin. Do do, rat
can phai c6 cong cu hd trg cho kiém thir vién dé phan loai, tiép can nhanh chéng nhiing
diém ma ang dung c6 kha ning bi 16i. Khi kiém thtr, cac cong cu s& tién hanh quét toan
bo ma nguon cua ing dung va dua trén tap nhan biét cac ham, cac chi dan c6 kha ning
gay ra 13i bai ngén ngir l4p trinh phét trién ang dung web. Mot ¢éng cu mién phi duoc
sir dung rat pho bién dé quét ma nguon 1a AppCodeScan do Blueinjy Solutions Pvt. Ltd.
phat trién.

« Phwong phap kiém thir hop xam
Kiém thir hop xam (Grey Box Testing) duoc st dung dé kiém thir khi nhirng théng
tin dugc biét bén trong hé thong mang tinh han ché. Thuc chat day 1a phuong phéap két
hop giita kiém thir Black Box Testing va White Box Testing. Trong phuong phap nay,
kiém thir vién c6 thé duoc xem tai lidu thiét ké, truy cap CSDL. Vi nhitng thong tin c6
duoc, kiém thtr vién co thé c6 kich ban kiém thir tot hon khi 1én ké hoach kiém thu. Viéc
kiém thtr c6 thé duogc tién hanh véi vai tro ngudi dung cudi hodc nha phét trién phan

N
A

mem.

« Phan tich, so sanh cic phwong phap kiém thir 16 hong
Ba phuong phap kiém thir 156 hong bao mat nhu d trinh bay trong phan trén nhin
chung déu c6 wu va nhuoc diém riéng va déu co thé ap dung trong viéc kiém thtr céc 16
hong bao mat may chu Web.
Viéc lya chon phuong phéap kiém thir phu thude vao diéu kién thuc té. Chang han,
mot té chirc ty phat trién mot ung dung web tir khau thiét ké dén viéc 1ap trinh, cac

chuyén gia c6 du nang luc (1ap trinh an toan) thi kiém thtr bang White Box Testing la
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phu hop. Thuc té, phan 16n cac website chi dugc xay dung dé dam bao c4c chic ning
cho muc dich sir dung va chua qua budc kiém thir tinh bao mat trude khi dua vao st
dung. Hon nira cac 1ap trinh vién thuong khdng c6 k¥ nang lap trinh an toan, do d6 ngay
ca nhitng nha phat trién ciing khong c6 di nang luc dé kiém tha vé cac diém yéu an toan.

Phuong phap kiém thir hop xam ciing c6 nhiing loi thé nhat dinh. Tuy nhién, chinh
nhitng loi thé d6 doi khi din dén nhitng sai s6t trong khi kiém thir. Vi ngudi kiém thir s&
khong dam bao tinh khach quan, rat knd c6 thé nhin nhan  trén quan diém cia ké tan
cong.

Dbi voi kiém thir hop den, ngudi kiém thir hoan toan dimg trén quan diém keé tan
cong, day 1a mot yéu cau rat quan trong trong qua trinh kiém thir, vi muc tiéu cua viéc
kiém thir 1a tim ra nhitng diém yéu ma tir d6 ké tin cong cd thé xam nhap vao hé thong.
Mt khac, viéc chi phi vé thoi gian cling nhu vé tai chinh s& nam trong pham vi cho phép
d6i véi nhiéu to chire. P6i voi nhitng 16 hong dién hinh, cac cong cu ngay nay co thé xéac
dinh chinh xac dén 100%.

Nhu d phan tich ¢ trén, kiém thtr theo phuong phap hop den 1a pht hop nhat trong diéu
kién thuc té hién nay. Phuong phap nay s& dugc chon di sau trong luan vin va s& dugc
trinh bay chi tiét hon & phan dudi.

2.4. Phwong phap phén tich truy cip bit thwong dwa vao nhat ky di ghi

CAc truy cap bat thuong vao mot may chit Web co nguy co 1a mot cudc tin cong,
do vay viéc phat hién truy cap bat thuong vao mot may chit Web co vai trd quan trong
trong viéc phat hién sém tin cong vao may chu Web [1, 7].

Mot truy cap bat thuong dugc dinh nghia 1a mot hanh vi “khac bi¢t” so vdi cac
hanh vi truy cip binh thudng khéc [1]. Theo dinh nghia nay, tit ca truy cap binh thuong
vao mdt may chu Web dugc dinh nghia tir trude thong qua cac chinh sach truy cap duogc
thiét 1ap trong cau hinh may chu. Nhitng chinh sach ndy quy dinh cu hinh may chi, cau
tric thu myc va cac tép, cac dich vu c6 thé cung cap boi hé théng, cac giao thic c6 thé

st dung, cac cong két noi dugc mé cho tung loai dich vu twong ing, cac quyén truy cap
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dugc cung cip cho timg phan 16p ngudi dung va ngudi quan tri. Moi truy cip vi pham
céc chinh sach trén duoc goi 13 truy cap bat thudng vao may chit Web. Pinh nghia nay
s& xuyén sudt toan bai luin vin trong qua trinh xay dung va thir nghiém phat hién truy
cap bat thuong thong qua nhat ky hé thong may chu. [6]

Vi du vé truy cap bat thudng vao may chu Web nhu sau.

Vi du 1: May chu Web cung cip quyén quan tri cac thu muc va tép. Ngudi dung
bén ngoai chi dugc quyén truy cip dén thu muc cip quyén Public (vi du tép index.html)
va dugc truy cap qua giao thitc HTTP, cong 80. Khi nguoi dung c6 tinh vi pham chinh
sach, truy cap sau hon vao thu muc khéc ctua hé¢ théng hodc tim céach truy cap qua mot
cong khac cong 80, may chu Web sé& thong bao 16i va ghi hanh vi bat thuong nay vao
nhat ky hé théng (Weblog).

Vi du 2: May chu Web ghi nhan mot hanh vi nhéap cac dir liéu bat thuong vao
phan dang nhap, vi du nhu qua s6 lugng ky tu cho phép. Hanh vi bat thuong nay co thé
1a ddu hiéu tdn cong chén ma (SQL Injection).

Vi dy 3: May chit Web c6 thé ghi nhan hang loat truy cép vao cac dia chi va cac
cong khac nhau cta hé thong. Pay 1a ddu hiéu ra quét hé théng dé khai thac thong tin, 1a
giai doan bat dau ciia mot cudc tin cong footprinting.

Vi du 4: May chu Web ghi nhan hién tugng mot doan ma script dugc cai vao ban
tin POST/ Request giri dén tir trinh duyét ngudi ding. Pay 1 rat c6 thé 1a mot cude tan
cong ma doc.

Theo nguyén tic, c6 hai cach dé phat hién truy cap bat thuong vao may chit Web.
Phuong phép truyén théng 1a sir dung hé thong phat hién xam nhap (IDS — Intrusion
Detection Systems). Theo cach nay, hé thong IDS dugc cdu hinh véi mot tap ludt (tap
dau hiéu — con goi 13 Signature) hd trg cho viéc phat hién xam nhap trai phép [2, 4]. Tuy
nhién, han ché cia phuong phap nay 1a phai biét cac dau hiéu tin cong tir trude. Mit
khac, v6i sy gia ting clia cac tin cong mdi, tap dau hiéu s& phai cap nhat lién tuc theo

thoi gian.



28

Céch thir hai 1a phat hién cac hanh vi bat thudng, nghia 13 cac hanh vi vi pham
chinh sach an ninh cta hé théng. Hé théng phat hién co thé dugc ciu hinh theo mot sb
mau c6 san va tu cap nhat theo qua trinh phat hién cac hanh vi vi pham méi. Mot cach
khac, hé théng co thé duy tri viéc phat hién trén co s& phat hién cac vi pham ddi véi cac
chinh sach an ninh d3 dit truée. Theo cach nay, hé thong phat hién c6 thé sir dung cac
tap nhat ky ghi lai 16i truy cip do may chi Web ghi lién tuc theo thoi gian va thuc hién
phan tich dé phat hién cac truy cap bat thuong. Nhitng hanh vi bat thuong 1a dau hiéu
tiém an ctia mot tin cong may chit Web.

2.5 Két luan chwong

Trong chuong 2, luan van da trinh bay vé mot s6 nén tang Apache, 11S, Nginx.
Tiép 0, bai da trinh bay vé phuwong phap ghi nhat ky may chi Web, Phurong phap phan
tich duya trén kiém tha, Phuong phép phan tich truy cap bat thuong dua vao nhat ky da
ghi.
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CHUONG 3:

PHAT HIEN TRUY CAP BAT THUONG VAO MAY CHU WEB

3.1. Quy trinh va nguyén tic phat hién bat thwong truy cap web
3.1.1. Pham vi phan tich, phat hi¢n truy cdp bdt thwong vao may chi Web

Ta can thu thap dir liéu tr Weblog dé thuc hién nhiém vu phat hién truy cap bat
thudng vao may chu Web. V& mit nguyén tic, c6 thé thu thap duoc cac nhat ky (access
log, error log, v.v... goi chung la Weblog) tir may chi Web, trang tin, mang no6i chung
va cac log truy cap cac dich vu mang. Tuy nhién, trong khudn kho, luan van chi tap trung
vao viéc thu thap va phan tich Weblog dé phat hién truy cdp bat thuong vao may chu
Web.

Qua qué trinh x@ 1y, phan tich dir liéu log thd thu thap duoc, ta ¢ thé trich xuét
duogc cac thong tin quan trong vé dau hiéu, kha nang xuat hién ctia cac hanh vi truy cap
bat thuong. Tir két qua phan tich, ta phat hién dau hiéu truy cap bt thuong co thé giup
nhan biét cac loai ma doc, tan cong, xam nhap vao h¢ théng may chu Web.

Hién c6 rat nhiéu céng cu, phan mém va hé théng phuc vu cho viéc thu thap, xu
ly, phan tich va phat hién diu hiéu truy cap bat thuong vao may chu Web. Trong khudn
kho cua bai, luan van khong di vao chi tiét trinh bay cac cong cu phan mém va hé théng
d3 c6, ma chi trinh by khai quéat mot sé phwong phap, cong cu dién hinh. Trén co sé do,
phan tiép theo caa chuong 2 sé& trinh bay theo céac noi dung sau: kién trdc hé thong, cau
trac va dinh dang cia Weblog, phuong phap thu thap dit ligu Weblog, phuong phap trich
chon miu va dic trung, phuong phap phan tich phét hién bét thuong.

3.1.2. Quy trinh va nguyén tdc phat hién ’
bé quan tri mot Website hiéu qua, tranh nguy co xay ra cac cudc tan céng vao
may chi Web. May cht web ghi log, cin ci log ¢6 thé phan tich, xir ly, thng ké, canh
béo.
So d6 thiét ké hé thong phan tich, phat hién truy cap bat thuang vao may cha Web

dugc mo ta nhu sau:
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Khéi phan Thong ke,
<—> | canh bao

tich log

Weblog Parser

Weblog: Khéi nay dic ta ghi weblog, ghi lai théng tin vé cac sy kién xay ra trong
truy cap may chi, bao gom cac su kién truy cap bat thuong.

Parse: La khdi xt Iy so bo, dinh dang Weblog va truyén vé trung tm phan tich.

Khdi phan tich Log: Phan tich dau hiéu bat thuong cua Weblog

Khdi thong ké, canh bao: Pua ra théng ké, canh bao: Sau khi di phan tich filelog
dua ra théng ké céc truy cap bat thuong bang dia chi IP...tir 6 canh béo tin cong may

chu web.

3.1.3. Tham khao mét s6 m6 hinh kién tric hé théng
Hién nay, c6 nhiéu nén tang va cong cu xu 1y, phan tich log truy cap thuong mai

cling nhu ma mé duge cung cip nhu IBM QRadar SIEM, Splunk, Sumo Logic, VNCS
Web Monitoring, Logstash, Graylog, LOGalyze, Webalizer... Dé tham khao cac mé hinh
kién trac ndy, phan sau ddy khao sat chi tiét tinh ning, cac wu nhugc diém cua cac nén
tang va cong cu ké trén. Céc tiéu chi quan trong dugc xem xét bao gdm: 1) Kha niang thu
thap, xtr Iy cac dang log truy cép tir nhiéu ngudn; 2) Kha ning phat hién va canh bao céac
truy cap bat thuong va cic dang tin cong, xdm nhap vao hé théng Web; 3) Kha ning
quan 1y, Iuu trir, tim kiém log va tao cac dang béo c4o, thong ké [7].
« IBM QRadar SIEM
QRadar SIEM (Security Information and Event Management) 1a hé théng quan

Iy cac thong tin va su ¢d an ninh duoc phat trién va cung cp boi hing IBM.
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Hinh 3.1. Nguyén ly hoat dgng cia IBM QRadar SIEM

QRadar SIEM c6 cac tinh ning tiéu biéu nhu sau:

+ Kha nang phat hién gid mao, cac nguy co bén trong va bén ngoai;
+ Thuc hién viéc chuin hoa va twong quan cac su kién tirc thoi;

+ Kha ning theo ddi va lién két cac su cd va nguy co;

+ C6 thé dé dang mé rong tinh nang luu trit, xir 1.

Tuy nhién, QRadar SIEM c6 han ché 16n 1a chi phi cai dit ban dau va phi ban
quyén kha 16n, nén khong thuc su thich hop véi cac co quan, t6 chic co hé thong mang
c6 quy mo vira va nhé véi ngudn luc han ché [9].

o Splunk

Splunk 14 mdt nén tang xir 1y va phan tich log rat manh, dugc cung cp boi hing
Splunk Inc., Hoa Ky. Splunk c6 hang trim cong cu tich hop, cho phép xtr 1y nhiéu loai
log khac nhau voi khéi luong 16n theo thoi gian thyc. Pé phuc vu dam bao an toan thong
tin, Splunk c6 thé xu 1y, phan tich log, cling nhu trich rat thong tin hd tro cho cac hoat
dong kinh doanh. Splunk cung cip cac cong cu tim kiém va biéu d6 cho phép biéu dién

két qua dau ra theo nhiéu dang. Hinh 3.2 hién thi man hinh thng ké ctia Splunk
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Hinh 3.2. Théng ké cia Splunk

Chi phi cai dat 16n 13 han ché 16n nhét caa Splunk, do khoan dau tu ban dau cho
hé thong thiét bi chuyén dung c6 d6 phirc tap cao. Mot van dé khac 1a phi ban quyén
hang nam cua Splunk ciing rat dit do (udc tinh ¢é thé 1én dén hang chuc ngan do-la
M$ mdi nam), nén Splunk ciing khdng thuc sy thich hop véi cac co quan, t6 chirc c6

hé thdng mang ¢ quy md vira va nhé véi nguon luc han ché [9].

e Sumo Logic
Sumo Logic 1a mét dich vu phan tich, xir Iy va quan 1y log trén nén tang dién toan
dam may. Sumo Logic ¢6 vu diém 1a cung cap nhiéu tinh ning va c6 kha nang xu ly
nhiéu loai log, dong thoi viéc cai dat cling twong ddi dé dang do Sumo Logic dya trén

nén tang dién toan dam may, khong doi hoi thiét bi chuyén dung. Log duoc thu thap tir
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hé thdng cua khach hang st dung cac Agent/Collector va duoc tai 18n hé thong xir ly
va phan tich cua Sumo Logic. Nhuoc diém 16n nhat cia Sumo Logic 1a viéc phai tai
khdi lwong 16n log (cd thé 1én dén hang chuc GB/ngay) tir hé théng sinh log 1&n hé
thdng dich vu Sumo Logic dé xir Iy. Viéc nay doi hoi chi phi 16n cho duong truyén, c6
thé gay ra cham tré trong qué trinh xt 1y va tiém an nguy co 1o ri dit liéu nhay cam

chua trong log [9].

« H¢ thong giam sat Web ciia VNCS

VNCS Web monitoring 1a giai phap cho phép gidm sét nhiéu Website dong thoi
dua trén thu thap, xir ly va phan tich log truy cap sir dung nén tang Splunk do Céng ty
c6 phan Coéng nghé An ninh khoéng gian mang Viét Nam phat trién.

Hinh 2.3 1a2 mot man hinh théng ké cua VNCS Web monitoring VNCS Web
monitoring thu thap Web log tir cac may chu can giam sat, sau d6 chuyén vé hé thong
trung tdm dé xur ly, phan tich. Hé thong nay cho phép quan ly log tap trung, hd trg phan
tich log thu cong dé tim su cd, hd trg giam sat va canh bao trang thai hoat dong cua
Website, hd tro phat hién cac dang tin cong thay d6i noi dung, thay doi giao dién, tin
cong chén ma SQL (SQL Injection - SQL.), tan cong chén ma script lién mién (Cross
Site Scripting - XSS) va phat hién ma doc trén Website. Han ché cia VNCS Web

monitoring la chi cé kha nang xur ly va phéan tich Web log [9].
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Hinh 3.3. Théng ké ciia VNCS Web monitoring
3.2 Thu thap théng tin nhat ky web cho phat hién bit thwong
3.2.1. Cdu tric Weblog

Tép nhat ky Weblog ¢ dinh dang chuan CLF (Common Log File), chira cac
dong thong diép cho mdi mot goi HTTP request, ciu tao nhu sau:

Host Ident Authuser Date Request Status Bytes

Trong do: .
e Host: Tén mién day du cua client hoac IP

« Ident: Néu chi thj IdentityCheck duoc Kich hoat va client chay identd, thi day 1a
théng tin nhan dang duoc client bao cao

« Authuser: Néu URL y&u cau xac thuc HTTP thi tén ngudoi dung 12 gia tri cua ma
théng bao nay

« Date: Ngay va gio thuc hién yéu cau

« Request: DONg y&u cau cua client, dwoc dat trong dau ngoic kép ()

« Status: M4 trang thai (gém ba chi s6)

« Bytes: s bytes trong d6i twong tra vé cho client, ngoai trir cic HTTP header

« M&i yéu cau c6 thé chira cac cac dir lieu bd sung nhu duong lién két hozc chudi
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Ky tu ctia ngudi dung.

Néu ma théng bao khong c6 gia tri, thi ma thong bao dugc biéu thi bing mot dau
gach ngang (-). Vi du:
192.168.0.111 - uche [21/Dec/2020:12:30:45 +0700] "GET/index.html HTTP/1.1"
200

Giai thich chi tiét cac truwong:

Bang 3.1. Giai thich chi tiét cac trwong trong Weblog

Tén
truong Gia tri miu Mo ta

bia chi IP hodc tén may chu cua
ung dung khach HTTP da dua ra

host 192.168.0.111 yéu cau
Ma dinh danh giao thitc may chu
xac thuc (RFC 931) cho may
khach; truong nay hiém khi duoc
stt dung. Néu khéng st dung né

identd - duoc cho la "-".

Tén nguoi dung dugc xéc thuc
HTTP (qua bat tay phan hoi
401); day 1a hop thoai dang nhap va
mat khau ngudi dung thay trén mot
sd trang web, trai ngugc voi biéu
mau ding nhap duoc nhing trong
trang Web, noi thong tin ID cua
nguoi dung dugc luu trir trong
username uche phién phia may chi. Néu khong




36

Tén
truong Gia tri miu Mo ta
duoc su dung (vi du, khi yéu cau
cho mot nguon tai nguyén khéng
han ché) né dugc cho 1a "-"
Ngay thi gio thi muai gio, theo dinh
[21/Dec/2020:08:53:33 dang [dd /MMM /yyyy: hh: mm:
date/time +0700] ss + -hhmm]
Hang dau cia yéu cau HTTP, bao
gom phuong thuc ("GET"), tai
request "GET /index.html nguyén dugc yéu cau va phién ban
line HTTP/1.1" giao thuc HTTP
M s6 dugc sir dung trong phan hoi
dé biéu thi yéu cau cua yéu cau, vi
du dé chi ra thanh cong, that bai,
status chuyén huéng hodc yéu cdu xac
code 200 thuc
S6 byte duoc qhuyén trong phan
bytes than cua phan hoi
* Pinh dang log két hop
1 192.168.0.111 - uche [21/Dec/2020:08:53:33 +0700] "GET /index.html

2HTTP/1.1" 200
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3 2345
4 "http://www.google.com/" "Mozilla/5.0 (X11; U; Win64 x64; en-US;
5rv:1.9a8)

Gecko/2007100619

GranParadiso/3.0a8" "USERID=Anhminh;IMPID=12345"
Dinh dang nhat ky két hop 1a dinh dang chung cong véi ba trudng bd sung — lién
két gidi thiéu, tic nhan ngudi dung va cookie.
Cac truong bd sung trong mot dong dinh dang log dugc két hop

Bang 3.2. Giai thich chi tiét cac treong bd sung

Tén
truong Gia tri mau M5 ta
Khi nguoi dung theo mot lién
két tir trang nay dén trang khéc,
trang nay thudng bao cdo dén
trang web thir hai ma URL da
referrer "http://www.google.com/" gidi thiéu.
Chudi cung cap thong tin vé tac
"Mozilla /5.0 (X11; U; nhan nguoi dung da thyc hién
Win64 x64; en-US; rv: yéu cau (vi du: phién ban trinh
user 1.9a8) Gecko / 2007100619 duyét hoac trinh thu thap thong
agent GranParadiso / 3.0a8" tin web)
Cap khoa / gia tri thuc té cta
bat ky cookie nao dugc giri boi
"USERID = Anhminh; may chit HTTP c6 thé giri lai
cookie IMPID = 12345" cho méy khach trong phan hoi.

3.2.2. Thu thdp thdng tin tir logfile hé théng
Trong mot hé théng mang 16n, ngudi quan tri thuong phai thu thap mot lugng dir

liéu 16n nhu log thiét bi, hé théng, cac thong di€p canh bdo, diéu khién duoc tao ra trén
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mang ludi boi cac thiét bi hodc ing dung. Nhitng dir liéu ndy thuong phirc tap va da
dang vi trong hé théng c6 rat nhiéu thiét bi tham gia vao. Cac hé diéu hanh khac nhau
vo1 cdc may chu cling tao ra mot lugng 16n dir licu log. Ngoai ra con c6 cac log cua
nhiing tmg dung hoat dong trén hé théng.

Mot s loai logfile h¢ théng sau:

- Firewall logs: La noi ghi lai trang thai hoat dong cua Firewall, cac két ndi ra vao
hé thdng, cac hanh dong ma Firewall di cho phép hoic khong dbi véi timg két ndi, thong
tin vé ngudn va dich két ndi,v.v...

- STB logs: La cac log mé ta lai nhirg hoat dong ctia ngudi dung cudi nhu bat,
tat STB, yéu cau ndi dung, v.v...

- Router syslogs: Pugc tao boi cac router, mo ta mot loat cac su kién dugc router
ghi lai.

Céc log tng dung, dac biét 1a cac log tng dung web, cho phép khai thac dir licu
khi ngudi dung truy cdp may chu web dé thuc hién mot s6 hanh dong nhu ding ky goi
dich vu truyén hinh, dang ky va st dung dich vu gia tri gia tdng, v.v...Cac log tng dung

khac c6 thé dugc st dung cho nhitng yéu cau cu the.

3.2.3. Thu thgp thong tin tir cOng cu
Céc phuong phap phan tich tap tin nhat ky thi cong & phat hién tin cong theo

dau hiéu ludn 1a cac phuong phap hiéu qua vé mat két qua, tuy nhién s& mat rat nhiéu
thoi gian va cong stc dé phan tich log file, vi log file thuong chira rat nhiéu dong nhat
ky. Vi vay Regular expression la lya chon phu hop.

Regular (Regex) cho phép xir 1y cac chudi ky tu linh hoat, hiéu qua va manh mé.
Regex cho phép mo ta va phan tich chudi ky tw véi cac ban mau twong ty nhu mot ngon
ngir l4p trinh nho nho. Regex c6 trong nhiéu dang cong cu, nhung sttc manh cta nd chi
dugc the hién toi da khi 1a 1 phan cia mot ngdn ngir 1ap trinh.

Duéi day 1a vi du mot doan code viét bang python, sir dung Regular Expression

trong viéc phan tich tap tin nhat ky web phat hién tin cong XSS.



39

import 0s, sys, re

from collections import
Counter from subprocess
import call

PATH =
sys.argv[1]
TYPE =
sys.argv|[2]

iIf TYPE =="access"
log = "access.log

elif TYPE == "error"
log ='error.log’

f=
open(PATH+log,
'r") ipList =[]
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xss_match="(.+(POST\s+|GET\s+|HEAD\s+|PUT\s+|OPTION\s+).+?=.+?((S|
s)(Cl)(RINAN(PIp)(TII(S]

Ele)(LID(FIPI(A[)(LIN(E|e)(RIN(T]t)).+?HTTP/[0-9]\.[0-9].+)"
time. egéx - re compiiel (0.9 BY0.SHH0-9H 25

date_regex =

re.compile("((\d{2}\d{4})/(\d{2}\w{3})/(\d{2}\d{4}))(?:

\:\s+)") ip_regex = "(\d{1,3R\\d{1,3\.\d{1,3)\.\d{1,3})"

ip_regsearch = re.compile(ip_regex)
xss_payload_regex=re.compile("((POST\s+|GET\s+|HEAD\s+|PUT\s+|OPTIO
N\s+).+?=.+?((S|s)(C]c)(
RINAD)(PIP)(THI(SIs)(E[e)(LINFIDI(AJa)(LINE[)RINCTIIGI (AlR)(VIV)(Ala)(

SIs)(CIe) (RN (PIp)(T
)\':S|z§<|>|3)((5|g))((s IS))S.JB?)IEI'IEI'P/[O-9]\. [0-9].4)")

for line in f.read().split('\n"):

If re.match(xss_match, line):

dateData = date_regex.search(line)

timeData = time_regex.search(line)

ipData = ip_regsearch.search(line) if
re.match(xss_match, line):

payloadType = "XSS"

payloadData = xss_payload_regex.search(line)

print "["+payloadType+"] "+dateData.group(0)+" | "+timeData.group(0)+"|"+
ipData.group(0)+" | "+payloadData.group(0)
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amninder@pop-os: :

5. g '\" to find out all the fruits name that has
full name

Output:

Chico fruit

Custard apple

Goji berry

Juniper y

Miracle fruit

Purple mang
Salal berry

Hinh 3.4. Két qua sau khi #ng dung Regex
3.3. Két luan chwong
Trong chuong 3, luan vin da trinh bay vé quy trinh va nguyén tic phat hién bat

thuong truy cap Web va mot s6 md hinh kién tric hé thong. Tiép do, bai da trinh bay vé

cau tric Weblog, thu thap thong tin tir logfile va cong cu.
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CHUONG 4: THU NGHIEM
4.1. Gigi thiéu cong cu Weblog Expert

C6 mot sé cdng cu thu thap thong tin logflie hé théng phd bién ma ngudn mé nhu:
FireStats, Open Web Analytics, Weblog Expert, Go Access, Web Forensik,.... Tuy
nhién trong bai luan vin nay, tac gia lua chon phan mém Weblog Expert.

WebLog Expert 12 mot chuong trinh phan tich nhat ky truy cap nhanh va manh
mé. NG s& cung cap thong tin vé khach truy cap trang web: thong ké hoat dong, duong
dan duogc truy cap, duong din théng qua trang web, thdng tin vé trang, cong cu tim
kiém, trinh duyét, hé diéu hanh,.... Chuong trinh gitip tao ra cac béo céo dé doc bao
gom thong tin dudi dang vin ban (bang) va biéu do.

4.2. M6 hinh hé théng may chit Web thir nghigm 7

Qua khao sat tai cac hé thong may chu Web cai dat ¢ cac co quan, cé thé nhan
thay c6 mot sé dic diém chung nhu sau:

- Tuy mirc d6 dau tu vé ha ting CNTT khac nhau tai mdi diém phu thudc vao diéu
kién, quy mé, pham vi, song may chia Web thuong duoc dat trong phan vang mang co
bao vé DMZ (Demilitarized Zone). Phan vung mang nay cho phép moi truy cap tir mang
Internet, nghia 1a tir bat ky may tinh nao. Pay 1a phan viing mang c6 nhiéu nguy co tan
cong.

- Cac phan viing mang khac gdm phan viing mang truc tao két ndi gitta cac hé thong
I6n, mang LAN cua cac phong ban truc thudc, phan viing mang quan tri hé théng, phan
vung mang riéng, phan vung mang luu trit noi b, v.v.

- Cac may chu trng dung, may chu co sé dit liéu, may chu Email, may chua dich vu
cong cling thuong duoc dat trong mién mang DMZ ¢6 bao vé. Mot sé may cha co sé di
liéu va may chu DHCP duoc dat trong phan vung mang néi bo. May cha quan tri hé

thng thudng dit trong phan ving quan tri.
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- Phan vung mang riéng thuong danh cho nhitng dich vu dac biét khac. Phan vung
nay thudng gom cac may tram noi bo, phuc vu cac hoat dong quan tri hanh chinh va
thdng tin noi bo.

Luan vian tap trung vao may chu Web, 13 noi sé& tién hanh cai dit cong cu thu thap
va phan tich Weblog. Do vay, luan van chi tap trung vao phan vung mang DMZ, noi dat
may cha Web va két ndi cia phan viing nay véi Internet. Phan viing nay c6 thé cé mot
s6 thiét bi bao vé nhu tuwong lta, IDS/IPS tly vao mirc d6 dau tu ha ting CNTT cua céc
co quan t6 chirc. May chit Web c6 thé gom ca tuong hira 16p ang dung (Web Application
Firewal - WAF) va DNS server, noi c6 thé thu thap dit liéu giam sét hoat dong cua may
chu Web.

Tur nhing Iy do trén, luan vin xdy dung mé hinh hé théng thir nghiém véi may cha Web

nhu trén hinh 4.1 nhu sau.
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Hinh 4.1. M6 hinh thir nghiém phan tich Weblog may cha Web

May chi Web c6 cdu hinh nhu sau:
- Phan citng may chu: Dual Intel Xeon, 8 Core, 20 Threads, toc d6 2 x 2.1 GHz,
dia cung 1.2 TB.
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- Phian mém: Hé diéu hanh may chu la Microsoft Windows Server 2012 R2. Hé¢
thdng WebServer dugc xay dung trén nén tang may chi Web Microsoft 11S, st
dung MySQL.

Cong cu thu thap va phan tich Weblog duoc chon thir nghiém 1a:
- Thir nghiém phan tich, phat hién bat thuong sir dung cong cu Weblog Expert.

4.3. Thir nghiém phan tich, phat hién bat thwong véi cong cu Weblog Expert
B4o c4o mau Weblog Expert dé nhan y tuang chung vé nhiéu thong tin khac nhau

vé viéc str dung trang web ma né cé thé cung cap:

Daily Page Access

40
35
30
25
20 -
15
10
5

Visitors

0
11/09/2020 111172020 1171372020 1121572020
Date

Hinh 4.2. Bao cao céac truy cap trang hang ngay caa Weblog Expert
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Bang 4.1. Théng ké bao céo ciaa Weblog Expert

Summary
Hits
Total Hits 3250
Visitor Hits 3112
Spider Hits 88
Average Hits per Day 470
Average Hits per Visitor 6.54
Cached Requests 0
Failed Requests 15
Page Views
Total Page Views 1022
Average Page Views per Day 145
Average Page Views per Visitor 1.98
Visitors
Total Visitors 504
Average Visitors per Day 74
Total Unique Ips 426
Bandwidth
Total Bandwidth 964.36 MB
Visitor Bandwidth 884.31 MB
Spider Bandwidth 18.51 MB
Average Bandwidth per Day 144.91 MB
Average Bandwidth per Hit 305.63 KB
Average Bandwidth per Visitor 2.08 MB

Trinh phan tich nhat ky c6 thé tao bao céo ¢ dinh dang HTML, PDF va CSV. N6
cling bao gdm mot may chu web hd trg cac bao cao HTML dong.

WebLog Expert c6 thé phan tich nhat ky caa cac may cha web Apache, 11S va
Nginx. N6 cd thé doc cac tép nhat ky nén GZ va ZIP, do d6 s& khong can giai nén ching
theo céch thu cong.

Trinh thu thuat tich hop s& gilp ta nhanh chéng va dé dang tao tiéu st cho trang
web va phan tich no.

* Tinh ning, dic diém cua WebLog Expert

- Vé béo céo

+ Thong ké chung



47

+ Thdng ké hoat dong: hang ngay, theo gid trong ngdy, theo ngdy trong tuan, theo
tuan va theo thang.

+ Truy cép thong ké: thong ké cho trang, tép, hinh anh, thu muc, truy van, thoi
gian xem, trang nhap, trang thoat, thu bi tra lai, dudng dan qua trang web, loai tép, mién
40 va may chi can bang tai.

+ Théng tin vé khach truy cap: may chu, tén mién cip cao nhat, qudc gia, tiéu
bang, thanh phé, nguoi dung dugce xac thuc, d§ phan giai man hinh, d sdu mau va ngén
ngtr.

+ Lién két gi6i thiéu: giéi thiéu cac trang web, URL, cong cu tim kiém (bao gom
thong tin vé cum tir tim kiém va tir khoa)

+ Trinh duyét, hé diéu hanh, loai thiét bi va so liéu thong ké

+ Thong tin vé 16i: loai 151, thong tin 15i chi tiét

+ Thong ké muc tiéu

+ S liéu thong ké tép di theo ddi

+ Béo co 16p phu nhap

+ Hd tro bao cio tiy chinh

- Bo lgc

+ B0 loc (truy cap nhat ky): tép, truy van, may chu, lién két gi6i1 thi¢u, ma trang
thai, phuong thirc, céng, may chu, hé diéu hanh, trinh duyét, loai thiét bi, spider, tdc nhan
nguodi ding, ngdy trong tuan, gid trong ngdy, qudc gia, tiéu bang, thanh phd, t6 chirc,
nguoi dung dugce xac thuc, mién a0, thoi gian thyc hién

+ B9 loc khach truy cap: khach truy cap da truy cap tép cu thé, khach truy cap c6
trang nhap cu thé, khach truy cp c6 trang thoat cu thé, khach truy cap dén tir URL gi6i

thiéu cu thé, khach truy cap dén tir mot cong cu / cum tur tim kiém cu thé.
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4.4. Mot sb két qua thir nghiém véi Weblog Expert
Sau day 1a mot s6 két qua thir nghiém phat hién bat thuong voi céng cu Weblog

Expert.

Hinh 4.3 mo ta cac truy cap vao Web theo tirng ngay, trong d6 luu lugng truy cap

PhP c6 do tang dot bién thé hién mot tan cong Web.
. pay

Daily Visitors

WVishors

12h2r20 1232020 1214/2020 1215/2020

0
12/09/2020 121072020 12A1/2020
Date

Daily Hits

Hits

1214/ 2020 121552020

=

1212020 12127020 1213/2020
Date

12/09/ 2020 1210/2020

Hinh 4.3. M6 ta truy cap Web theo tirng ngay
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By Hour of Day

Activity by Hour of Day

2
=
001 2 3 45 6 7 8 9 1011213141516 17 18 19 20 21 22 23
Hour
Activity by Hour of Day
Hour Hits Page Views Visitors Bandwidth (KB)

00:00 - 00:59 104 32 15 38,110
01:00 - 01:59 53 20 10 24,162
02:00 - 02:59 50 13 7 6,124
03:00 - 03:59 94 28 14 19.703
04:00 - 04:59 61 16 8 14,067
05:00 - 05:59 24 7 4 5.656
06:00 - 06:59 114 27 13 25,342
07.00 - 07:59 29 " L 8,301
08:00 - 08:59 47 19 10 8.601
09:00 - 09:59 15 a3 16 9.840
10:00 - 10:59 184 55 kil 29,269
11:00 - 11:59 156 64 30 54423

Hinh 4.4. Céc hanh vi truy cap théng ké theo gio trong ngay

By Month

Activity by Month
500 '
450 [
400
350
« 300
£
& 250
200 1
150
100 7
50
0 ?
Apr 2020
Month
Activity by Month
Month Hits Page Views Visitors (KB)
Apr2020 3,135 957 489 876,415
Total 3,136 957 489 876,415

Hinh 4.5 Cé&c hanh vi truy cap theo thang

4.5. Két luan chwong
Trong chuong 4, luan vin da trinh bay vé mot s két qua thir nghiém phan tich

Weblog phat hién truy cap bt thuong vao may chi Web. Luan vin di trinh bay cu thé
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mot s6 dic ta dir lieu Weblog may cha ghi nhian duoc, trinh bay tom tit vé cong cu
Weblog Expert dung dé thu thap, phan tich dau hiéu Weblog. Tiép d6, bai da trinh bay

mét s6 két qua thir nghiém.
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KET LUAN
Viéc phan tich logfile dé phat hién cac truy cap bat thuong vao may chi Web 1a

mét budc quan trong dé du doan nguy co xay ra cac cudc tin céng vao may chu Web.

Hién nay cd rat nhiéu phuong phap phét hién truy cap bat thuong dua trén nguyén
tic xay dung mot tap dau hiéu binh thuong cua hé thdng, sau d6 thu thap cac hanh vi
truy cap vao may cha rdi so sanh véi tap dau hiéu binh thudng da c6. Mot hanh vi truy
cap duoc coi 13 khac thuong khi hanh vi d6 khac véi tap dau hiéu binh thuong.

Muc dich cta luan van 12 nghién cau vé van dé truy cap bat thuong vao may chu
Web, cac phuong phap thu thap di liéu Weblog va phat hién dau hiéu bat thuong.

Céc két qua nghién ctru dat duoc trong bai gom:

- Nghién ctru tong quan vé may chu web, 16 hong bao mat.

- Nghién ctru phuong phap ghi nhat ky may chi web, phan tich truy cap bat
thuong

- Nghién ctru nguyén tac phét hién truy cap bat thuong Web

- Ung dung phan mém Weblog Expert trong viéc thu thap, phan tich logfile tir

may chu web.
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Ngudn tring I3p tiéu biéu [text.123doc.org, vi.wikipedia.org, viblo.asia]

(*) Két qua tring 13p phu thude vao diF liBu hé thdng tai thei didm kidm tra
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