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MO PAU

1. Ly do chon dé tai

Trong thai ky cach mang cong nghiép 4.0, cong nghé Ao hoa dugc phat trién nhu vii bio
va noi 1én vé tinh tiét kiém, co dong, tién loi. Cong nghé Ao hoa duoc tao ra dé giao tiép trung gian
giira hé thong may chu vat ly va phan mém chay trén nd, cho phép mot may vat ly c6 thé tao thanh
nhiéu may 4o logic va doc lap. Mot may chii 4o twong tng mot hé théng cé hé diéu hanh chay riéng
va cac tng dung chay doc lap.

Giai phép sir dung c6ng nghé Ao hda sé& giai quyét van dé chi phi va hiéu suat hoat dong
ciia may cha bang viéc giam chi phi ha ting phan cing va van hanh, st dung téi wu nguon tai
nguyén. Thong qua ha tang Ao hoa trién khai cac may cha nhanh hon, dé dang, don gian hoa viéc
quan ly ha tang bang cach quan ly tap trung va tu dong héa chu trinh 1am viéc.

Tién loi la vay nhung thach thtc vé an ninh mang va bao mat ciing duoc ting 1én véi hang
loat vu tan cdng nham vao mang noi bo c6 két néi Internet cua cac co quan nha nudc va doanh
nghiép. Khi dit liéu quan trong bi danh cip c6 thé din dén nhitng ton that vd ciing nghiém trong,
gay nguy hai dén doanh nghiép, tip doan, nha nudc. ..

Céc vu tan cdng nham vao cac may tinh ¢ mit trén moi trudng mang Internet, cac ha tang
Ao hda, céc dich vu dang hoat dong, 16n nhu Google, Apple, IBM, nhiéu truong hoc, co quan nha
nude, ngan hang, ... R4t nhiéu vu tan cdng véi quy md khong 16 6 téi hang chuc nghin, trim
nghin may tinh bj tin cong. Hon nita nhitng con sé nay chi la phan ndi, nhiéu cudc tan cong khdng
dugc cdng bé hoic théng bao vi nhiéu ly do, trong d6 c¢6 thé dén ndi lo mit uy tin hoic nhiéu tinh
hudng quan tri vién hé théng khong hé hay biét nhitng vu tan cdng nhim vao hé thng cua ho.

Nhiing vu tdn cong ting 1én nhanh chong, cong voi do chuyén nghiép caa Hacker ciing
dugc tang 1én. O Viét Nam nam cac hé théng mang va Website bi tin cong theo chiéu huéng gia
tang: 2016 hang hang khéng Vietnam Airlines bi tin cong, Hacker lay cip hon 400.000 dir liéu
khéch hang. Theo thdng ké cua Trung tam Ung ciu sy ¢ may tinh Viét Nam (VNCERT) da ¢
hon 9.300 vu tdn cdng mang nhiam vao cac Website caa Viét Nam trong nim 2018. So v&i nim
2017 voi 9.964 sy ¢d tan cong thi cac cudc tin cong mang di co xu hudng giam di nhung giam
khong dang ké. Theo bdo céo an ninh website méi nhat dwgc thuc hién bai CyStack, co6 hon
560.000 vu tin cong vao cac website trén toan cau trong nim 2019. Viét Nam xép tha 11 trén toan
cau vé6i 9.300 website bi xdm pham. Trong thang 5/2020, Trung tdm Giam sat an toan khdng gian
mang qudc gia thuoc Bo TT&TT dd ghi nhan dugc 439 cudc tan cong mang vao cac hé thong
théng tin tai Viét Nam.

Tir nhu cau phat trién cong nghé Ao hda cho ha tang mang, may chua va dich vu, doi héi

céc hé thong két nbi vao mang Internet phai dam bao an toan thdng tin trong qué trinh két néi. Boi



vay, hoc vién da lya chon d& tai: ""Nghién ciu giai phap bao mat may chi 4o trong hé thong ao
hoa va &ng dung tai Vién Khoa hec cong nghé sang tao Viét Nam™ cho luan van tét nghiép
trinh d6 dao tao thac si.

2. Tong quan ndi dung nghién ctru

Cong nghé Ao hoa (Virtualization): ra doi vao nhiing ning 1960s trong cac mdy tinh
Mainframe, cac thiét bi phan cang, may cha, ha ting mang, hé théng luu trit... va hon thé nira.
Nhung dé xét sy phat trién vuot bac va bung no thi tir nam 2000 vé6i sy tham gia cua cac hang nhu
VMWare, CITRIX, Microsft.... Téi nim 2010 OpenStack (nguon mg) ra doi dong gop vao sy soi
dong cua cua cong dong cong nghé Ao hoa.

Thuat ngit Ao hoa (Virtualization) dé cap dén hanh dong tao ra phién ban “Ao” (cht khéng
phai thuc té) cua phan mém, phan ciing hay mot cai gi d6, bao gdm ca mot tap tai nguyén vé mang
may tinh... nhung khong hé bi han ché.

Céc thanh phan thong thudng ciia mot hé thdng Ao hda: Tai nguyén vat ly (may chu vat ly,
CPU, RAM, 6 dia cing, card mang...) Nhiém vu la chia tai nguyén cap cho cac may ao. Tiép theo
1a phan mém Ao héa (Hypervisor) s& cung cap truy cap cho mdi méay cha ao dén tai nguyén cua
méy chu vat Iy, 1ap ké hoach va phan chia tai nguyén vat ly cho cac may chu a0, cung cap giao dién
quan ly cho céc méy chu ao. K& tiép 1a hé diéu hanh khéach (Guest Operating System) duogc cai dit
trén mot may chu ao, thao tic nhu & trén hé diéu hanh théng thuong. Cubi ciing 1a méay 4o (Virtual
Machine) hoat dong nhu mot may cha vat 1y thong thuong véi tai nguyén riéng, giao dién riéng, hé
diéu hanh riéng, phuc vu nhu cau doc l1ap cua cac dich vu nhu: Website, Email, File, DNS,
DHCP....

Trong phan mém Ao héa (Hypervisor) cung cip cong nghé Ao hda vé ha ting mang
(Virtual Networks), cho phép két ndi gitra Switch vat ly, ha tang vat Iy tir bén ngoai vao bén trong
Switch a0. Cac may chu ao hoat c6 dich vu chay (Web, Mail, File...) hoat dong doc lap nhu cac
may cha vat ly. Trén Switch a0 c6 thé tach VLAN (Virtual Local Area Network), dat cac hé thong
teong lra mém, dat hé thong phét hién xam nhap, hé thong chdng tan cong (IDS/IPS) gilp chdng
lai c&c cugc tan cong tir bén ngoai vao hé thong dich vu bén trong. Pac biét khi xay ra tin cong, c6
thé chuyén hé thdng méy chi a0 sang viing méi nhanh chéng ma khéng can phai rat day, hoic ngat
toan bo hé théng. Ngoai ra c6 thé dit cac hé thng may chu theo ddi, giam sat, truy vét rat thuan
tién trong ha ting Ao hoa.

Khi xay dung mot hé théng twong lira ding dé bao vé hé théng may chu 4o ching ta c6
nhiéu giai phap nhu st dung tuong lira cang nhu ASA cua Cisco, RSX cua Juniper, Checkpoint,
Fortigate hodc cua Microsoft nhu TMG... nhung chi phi rat dat tién vi phai mua ca phan cing. Céc

hang van hd trg hé diéu hanh chay trén may chu 4o, chi can cai 1&n, gan key ban quyén 1a chay binh



thuong, khong phai mua thiét bi vat ly, tiét kiém rat nhiu chi phi.

Nhiing thuan loi va tién ich vé& cong nghé Ao hoa la vay nhung khong phai khdng ¢ khé
khan. Viéc kho khin 16n nhit 1a s tiép can cong nghé, 1am cha cdng nghé, dic biét 1a khé khin vé
t6i uvu bao mat cho may cha trén nén tang Ao hoa. Ngudi quan tri vién phai hiéu tir ha ting vat ly,
nén tang cdng nghé Ao hoa, dich vu trién khai, co ché va chinh sach bao mat, chinh sach vé con
ngudi. Va van dé nay van duoc tiép tuc nghién ciru ca vé mat Iy thuyét 1an trién khai ang dung.

3. Muc tiéu nghién ciru

Muc tiéu nghién ctru ciia luan vin 1a khao sat cac yéu cau va giai phap bao mat may chu do
trong hé thong Ao hoa dong thoi dé xuét giai phap bao mat may chu 4o trong hé théng Ao hoa tai
Vién Khoa hoc cong nghé sédng tao Viét Nam c6 kha ndng trién khai ap dung trong thuc té.

4. P6i twong va pham vi nghién ctru

Dbi twong nghién cau cua luan vian 1a Ao héa va cac van dé lién quan dén bao mat may chi
4o trong hé théng Ao hoéa.

Pham vi nghién ctru caa luan vin 1a cac giai phap bao mat may chu ao trong hé théng Ao
hoa va ang dung cho hé théng may chu Ao héa tai Vién Khoa hoc cong nghé sang tao Viét Nam.

5. Phwong phap nghién ciru

- Vé ly thuyét: Thu thap thdng tin tir tai lidu, khao sét, phan tich thuc té va théng tin c6 lién
quan dén bao mat may chu ao trong hé thong Ao héa.

- Vé thirc nghiém: Khao sét thuc té tai Vién Khoa hoc cong nghé sang tao Viét Nam va dé
XUt c4c giai phap bao mat may chu 4o trong hé théng Ao héa cua Vién Khoa hoc céng nghé sang
tao Viét Nam phu hop.

6. B6 cuc luin vin

Lugn van dwoc trinh bay trong 3 chuong:

Chuwong 1 cuia lugn van sé nghién ciu, khao séat tong quan vé cong nghé Ao hoa va cac cac yéu cau
bdo mdt doi véi may chu do chay trén nén tang Ao héa.

Chuwong 2 cua ludn van tdp trung nghién cizu cac gidgi phap bdo mdt déi véi may chii do
chay trén nén tang Ao héa.

Churong 3 cua ludgn van sé khao sat vé hé thong 4o hoa tai Vién Khoa hoc cong nghé sang
tao Viét Nam (dd cé hay chwa cé) va dé xudt img dung, xay dung ciing nhir dwa cdc gidi phdap da
nghién ciru trong chwong 2 cho hé thong may chai ¢o tgi Vién Khoa hoc cong nghé sang tqo Viét

Nam.



Chuwong 1. TONG QUAN CONG NGHE AO HOA VA YEU CAU BAO MAT MAY CHU AO

Chuwong 1 ciia ludn van sé nghién ciru, khdo sdt tong quan vé cong nghé Ao héa va céc cdc
yéu cau bdo mdt doi véi mdy chii do chay trén nén tang Ao héa. Noi dung trinh bay trong chuwong 1
bao gom nhw sau:

1.1 Téng quan vé cdng nghé Ao hoa va céac van dé lién quan

1.1.1 Gidi thiéu téng quang vé cac cong nghé do hoa

1.1.1.1 Gigi thiéu chung

Trong linh vyc dién toan, thuat ngit “Virtualization” d& cap dén hanh dong tao ra phién ban
“Ao” ciia phan mém, phan ciing hay mot cai gi do, bao gdm ca mot tap tai nguyén vé mang may
tinh... nhung khong hé bi han ché.
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Hinh 1.1: Gidi thiéu mé hinh hé thang do hoa phé bién

Tai sao can 40 héa: Giam thiéu chi phi bao dudng, twong thich véi nhiéu tng dung, hé diéu
hanh dong thoi, tap trung cho kiém soét va quan tri, d& dang trong sao luu va khdi phuc, khai thac
nhiéu hon vé cong suit hoat dong phan ciing, chuyén di cac méy 4o ké ca khi dang hoat dong,
nang cao d6 san sang cho hé thdng va la budc dém dé thyuc hién “Pién toan dam may”.

1.1.1.2 Gidi thiéu mét sé dang do héa may cha

- Full Virtualization: tiéng viét goi 1a Ao hda toan phan, cdng nghé 4o hda nay tao ra mot
méy cha that véi day du tat ca cac tinh ning bao gdm input/output, operations, interrupts, memory

access ...
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Hinh 1.2: Cdu tric lién két c&c tang cua do héa toan phan
- Para — Virtualization: tiéng viét goi la a0 hda mot phan, ky thuat nay van duoc diéu khién
bang mot Hypervisor, cac may chua ao khi 1am viéc s& twong tac truc tiép xudng ha tang phan ctng
ma khong phai tuong qua qua moéi trudng Hypervisor, qua do s& tao ra téc do xur 1y nhanh hon.

Nhung nhugc diém sé& & cac may chi 40 s& kho cai dit va cdu hinh hon.
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Hinh 1.3: Cdu tric lién két cac tang cua ¢o hda mét phan
- OS level Virtualization: Tiéng viét goi 1a Ao hoa hé diéu hanh, 1a phuong phap ao héa
méi cho phép nhan cua hé diéu hanh hd tro nhidu instances duoc cach ly dua trén hé diéu hanh c6
san cho nhiéu nguoi dung khac nhau. Viéc bao tri nhanh nén moi nguoi hay dung, nhét la trong

linh vuc Hosting.

1.1.1.3 Moi trwong do hoa
MB&i truwdng 40 héa trén nén tang Window: cdng nghé 4o héa thé hé méi cua



Microsoft tao ra c6 tén 1a Hyper — V, phuc vu khai thac phan ciing may chu 64 bit thé hé mai, linh
hoat, manh m& va c6 thé trién khai dugc nhiéu cip do khac nhau.

Céc may a0 do Hyper-V tao ra s& rat thuan tién trong diéu chinh cau hinh, cé thé mé rong
dung lugng Ién, tiy chinh CPU da nhan. Mai truong Hypervisor hd trg than thién bang giao dién
dd hoa gilip quan tri vién co thé tiy chinh va cu hinh thuan tién cac tinh ning khac. CAc may 40 s&
tuong tac voi phan cing qua méi truong Hypervisor va ap dung theo Full Virtualization.

Mboi trwong 4o hda trén Linux: Kernel — based Virtual Machine (KVM) la moét trinh quan
Iy 40 hoa phan cimg dugc xay dung trén nén nhan Linux. KVM la giai phap 40 hoa toan phan danh
cho nhirng phan cang trén nén tang 32 bit va 64 bit caa VT —X hay AMD.

M&éi trwong a0 hoa trén nén tang VMware vSphere: VMWare tao ra 2 phién ban cho moi
truong Server va moi truong Client. Trong phan nay chi xét téi moi truong Server goi 1a VMware
vSphere. Khi trién khai hé théng nd s& tao ra mot méi truong Hypervisor dé quan ly va phan chia
tai nguyén cho cac may ao.

MB&bi trudng a0 hoa trén nén tang OpenStack: OpenStack la phan mém ma ngudn ma,
dung dé trién khai dién toan dam may, bao gdm ddm mdy cong cong va ddm may riéng. OpenStack
dugc thiét ké theo 16i module, méi phan dam nhan nhitng cong viéc khac nhau cua hé thong quan
ly 40 hoa. OpenStack khdng phai 1a mot du &n don 1¢ ma 1a mot nhom céc dy &n ngudn mé tap hop
nhiéu cong nghé a0 hoa, hd tro cho viéc xay dung ha taing dam mdy coéng cong va dam may riéng
hoan chinh.

OpenStack bao gém mét sb thanh phan chinh: Dashboard, Compute, Object storage, Image
storage, Block storage, Network, Identity. Mdi thanh phan c6 nhiéu plugin bén trong thyc hién
nhitng tac vu chuyén biét, tit ca cac thanh phan déu c6 mot plugin cung cip API dé giao tiép voi
nhau va giao tiép véi nguoi ding.

1.1.2 Cac méi de doa va phwong thirc tdn cong h¢ théng do hoa

1.1.2.1 Nhieng méi de doa téi an toan thong tin

Gidi thiéu vé kiéu de doa khdng c6 ciu trac: thuong 1a nhiing hanh vi xam nhap hé thdng
40 hoa trai phép mot cach don 1¢, khdng c6 té chire. Trén Internet cd rat nhiéu céng cu c6 thé hack
va rat nhiéu script c6 san. Chi can ai mudn tim hiéu c6 thé tai ching vé va sir dung thir dé nghién
ctru trén mang noi bo caa cong ty.

Gidi thiéu vé kiéu de doa c6 cau tric: 1a nhiing céch thic tan cong hoic xam nhap hé
thdng mang trai phép hozc hé théng may chu ao, c6 dong co va ki thuat cao. Hacker tin cong theo
kiéu nay hoat dong doc 1ap hoic theo tirng nhém. Nhiing ké tin cong nay thuong c6 ky ning phat

trién ung dung va st dung céc ki thuat phirc tap nham xam nhap vao muc tiéu c¢é cha dich. Nhiing



dong co cua cac hinh thic tan cdng nay thi cé rat nhiéu muc dich. Chiang han nhu c6 thé vi tién
hoac hoat @ong chinh tri d6i khi 1a tirc gian hay béo thu.

Nhitng méi de doa tir bén ngoai: la nhitng cudc tin cong duoc tao ra khi Hacker khdng co
mot quyén nao kiém soat trong hé théng. Nguoi ding c6 thé bi tan cong trén toan thé gisi thong
qua mang Internet. Nhitng méi de doa tir bén ngoai nay thuong la méi de doa nguy hiém, cac chu
doan nghiép sé hitu mang LAN va hé thdng a0 hda thuong phai bo rat nhiéu tién va thoi gian dé
bao vé hé théng.

Nhirng méi de dea tir bén trong hé théng: la kiéu tan cong duoc thyc hién tir mot cé nhan
hoac mot té chirc o mot sé quyén truy cap vao hé théng mang noi bo caa cong ty, hé théng ao hoa.
Nhiing cach tin cong nay thuong tir bén trong, duoc thuc hién tir mot vi tri tin cay trong mang noi
bo, rat khd phong chéng bai doi khi chinh 13 cac nhan vién truy cap mang roi tan cong.

1.1.2.2 Nhitng céch thec tan cong hé théng do hoa

Céch thic lay cip thong tin bang kiéu tAn cong Packet Sniffers

Chuong trinh ng dung nay tao ra ding dé bat giir cac cac goi tin luu chuyén trén hé thong
mang, hé thng mang a0 héa hoic trén mot mién mang riéng. Kiéu Sniffer thuong dwoc dung phan
tich luu lwong (traffic). Néu mot sé wng dung khdng ma hoa ma g dir liéu dudi dang clear text
(telnet, POP3, FTP, SMTP,...) thi phin mém sniffer ciing 1a mot cong cu gitp cho hacker bét duoc
cac thong tin nhay cam nhu 1a username, password, tir d6 c6 thé ding nhap vao cac hé théng may
chu ao.

Céch thirc 1ay cip mat khiu bing Password attack

Hacker thuong tin cong lay cip mat khiu bing cic phuong phap nhu: kiéu brute-force
attack, hay chuong trinh Trojan Horse, hoic IP spoofing, va packet sniffer. B6i voi kiéu ding
packet sniffer hodc IP spoofing c6 thé liy duoc tai khoan va mat khau (user account va password),
nhu cac Hacker lai thuong st dung kiéu brute-force dé 14y tai khoan va mat khau hon.

Phwong phap tin cong thong qua Mail Relay

Néu may chu ao chay dich vu Email khong cau hinh theo chuan hoic tai khoan va mat khau
ctia ngudi ding sir dung mail bi 16. Cac Hacker thuong loi dung may chi 4o chay dich vu Email dé
gui rat nhidu mail cing IGc gay ngap bang thong mang, va pha hoai cac hé théng email khéc.

Céch thikc tAn cong bang Virus va phan mém Trojan Horse

Nhitng nguy hiém cua cac may chu ao, may workstation va ngudi dung dau cudi l1a nhiing
tan cong virus va Trojan (thuong goi 1a Trojan horse). Phan mém Virus thuong 1a ¢6 hai, ching
dugc dinh kém vao cac chuong trinh thyc thi dé thuc hién mot cach thic phé hai nao d6. Con phan
mém Trojan horse thi hoat dong theo kiéu gian diép, nghe Ién va lay cap thong tin.

1.2 Ung dung céng nghé¢ Ao héa



1.2.1 Chay c&c phan mém va céc dich vu cii

Khi may chu caa doanh nghiép da dugc nang cap 1én hé didu hanh méi nhét nhung lai c6
thém nhiing chuong trinh, phin mém khéng tuong thich vai hé diéu hanh mai ma chi c6 thé chay
dugc trén h¢ diéu hanh cii. Viéc tao ra may chu 40 véi hé diéu hanh cii dé chuong trinh, phan mém
¢6 thé hoat dong duoc la giai phap ti wu nhat.

1.2.2 Kiém tra di liéu nghi nhiém virus

May chu Ia trung tdm xt Iy céc dir liéu, théng tin cua toan bo doanh nghiép. Néu may chu bi
nhidm virut thi toan bo cac dir liéu, thdng tin cua doanh nghiép déu bi anh huong. Mot maéi truong
40 gitp kiém tra dir liéu hoan toan tach biét véi méi truong hoat dong caa may chu la giai phap can
thiét va dich vy thué vps hién nay duoc danh gia cao do hé théng duoc cac chuyén gia ky thuat
giam sét, 4p dung cac bién phap bao vé tién tién nhat

1.2.3 Truy cdp website an toan hon

Sy phat trién manh mé caa cong nghé thdng tin va internet tao nén nhitng méi nguy co tiém
an nham gay tac dong xau dén dir liéu: tin cong, danh cip dit liéu...Dé an toan cho hé théng may
chu, doanh nghiép, nguoi quan tri may chu nén truy cap website tir may chu ao

1.2.4 Chgy thir nghiém phan mém méi

Maéi trudng gia 1ap cia may chi ao khéng chi gitip ngudi dung kiém tra cac dix liéu nghi
nhim virut, ding dé truy cap website mot cach an toan ma con dung dé chay cac phan mém méi,
hay kiém thir cc thiét lap méi.

1.2.5 Chay 2 diéu hanh song song

Céc chuong trinh tng dung cia doanh nghiép khdng phai chuong trinh, phan mém nao ciing
c6 thé hoat dong duoc trén hé diéu hanh Windows hay Linux. Dung méy cha ¢6 nhiéu hon 1 hé
diéu hanh gitp doanh nghiép dé dang c6 duoc cac chuong trinh, phan mém, tng dung phi hop voi
nhu cau sir dung cua doanh nghiép

1.2.6 Chgy cac may cha qudn ly dich vu

Ung dung cua céng nghé 40 hoa chinh 1a nhitng loi ich chinh ma doanh nghiép c6 duoc khi
40 hda may chu dé tao ra may chua a0. Ngoai ra, doanh nghiép c6 thé tao ra may chua ao dé 1am may
chu game, may chu mail, Web, DNS, File...

1.3 Céc yéu cau bao mat chung cho may chi 40 trén nén tang Ao héa

1.3.1 Y&u cdu bdo mdt vé ha tang mang va may chii o

Pam bao tinh sin sang cua hé thdng mang: dam bao ha ting 40 hoat phai hoat dong dwoc
24/7.

DPam bao tinh bén viing: phai chiu tai va chdng lai dwoc cac cudc tin cdng nodi bo tir mang

LAN hoic cac cudc tan cong tir bén ngoai, ludn ludn kiém soat dugc hoat dong cua cac dich vu.



DPam bao vé do tin cdy: trong khi hé théng hoat dong, ha ting a0 40 hda va may cha a0 ludn
phai duge dam bao va kiém soat dugc viéc truy cap cia ngudi ding 1a hop phép, tranh cac rui ro
xay ra gay mat an toan.

Khi xay dung hé théng a0 héa va méay chii 40 ta can niam duoc chu trinh bao mat gom céac
giai doan: Bao mat an ninh ha tan mang va ha tang ao hoa (Secure); giam sat ha ting a0 hoa va cac
may cha hoat dong (Monitor); ludn ludn thuc hién kiém tra cac 1i va nhirng 16 hong phét sin trong
hé théng (Test); ludn ludn phai cai tién va nang cap cac chinh sach phu hop (Improve).

1.3.2 Nhitng yéu cau co ban bao mdt may chii do

Khi xay dung ha ting 40 héa va may chii 40 viéc nguoi dung thuong xuyén truy cap cac di
liéu dé lam viéc ciing c¢6 nguy co mat an toan dir liéu. Ching ta can dam bao cac yéu cau nhu sau:

Dix liéu ludn phai sin sang: hé thong di liéu trén may chii ao hay trén may chu thong thuong
cling déu phai ¢am bao dap ung 24/7.

Dir liéu ludn phai toan ven: khi truy cap hodc van chuyén qua duong truyén thi dir liéu ludn
phai duoc toan ven, khong bi chinh sira hozc bi thay ddi bat hop phép.

Céc dich vu trén may chu ao ludn ludn phai dugc ma hoa va kiém soét.

1.4 Tinh hinh bao mat may chi 40 trong hé théng Ao héa tai Viét Nam va c4c vin dé
lién quan dén bao mat may chi 4o trong thuc té

1.4.1 Tinh hinh bdo mdt may chai do trong hé thong 4o héa tai Viet Nam

Cong nghé 40 hoa ngay cang mot phat trién, rat nhidu nén tang khac nhau duoc tao ra, vira
thuan tién cho cac doanh nghiép nhung ciing tiém 4n rat nhiéu do6 rui ro va cac mdi nguy hai xung
quang. Viéc trién khai Ao hda lam giam chi phi, tiét kiém dugc rat nhiéu thanh phan khéc nhau,
tang ché do hoat dong 24/7, nén mutrc do phd cap téi cac doanh nghiép ciing s& rat rong rai. Tuy
nhién s& c6 nhiéu hé théng khdng c6 ché d6 bao vé tuong ltra, hodc cac chinh sach phan quyén,
chinh sach cho ngudi ding trén ha ting may chu 40, & 14 noi béo bd cho cac Hacker tan cong hoic
nhitng nguoi tap lam Hacker ciing c6 thé d& giang khai thac.

1.4.2 Vién dé lién quan dén bdo mgt may cha do trong theec té

Théng ké cua Trung tim Giam sat an toan khéng gian mang quéc gia, Cuc An toan théng
tin, Bo TT&TT ciing cho thdy, tinh tir ddu nam nay dén hét thang 5/2020, tong s6 cudc tan cong
mang vao c&c hé théng thong tin tai Viét Nam dan dén sé su b 1a 1.495 cudc, giam 43,9% so so
Véi cling ky 5 thang dau nam 2019.

Thong ké ciia Cuc An toan thong tin (Bo Thong tin va Truyén théng) ghi nhan 3 thang dau
nim nay da c6 1.271 cudc tin céng mang gay ra su ¢b vao cac hé théng thong tin tai Viét Nam.

Céc thong tin ndi trén 1a rat nguy hiém néu ha ting 40 héa phét trién ting toc, nhung cac

doanh nghiép khong dura ra dugc cac phuwong 4n bao vé va bao mat tir ha tang 40 hoa 18n téi may
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chu s& gay thiét hai 16n toi doanh nghiép. Tir d6 chung ta thay viéc bao mat cho hé thbng mang noi
b6, hé thong mang 4o hda, may chu a0 va cac dich vu chay trén may chu 4o, tai Viét Nam va trén
thé gigi cang rat cap thiét.

1.5 Két luan chwong 1

Chuong 1 cua luan vin da nghién ciu, khao sat tong quan vé cong nghé Ao hoa va céac cac
yéu cau bao mat ddi véi may chu ao chay trén nén tang Ao héa, ciing nhu tinh hinh bao mat may
chu a0 trong hé théng Ao hoa tai Viét Nam va cac van dé lién quan dén bao mat may chu ao trong
thuc té.

Chuwong 2: NGHIEN CUU GIAI PHAP BAO MAT MAY CHU AO TRONG HE THONG
AO HOA

Churong 2 ciia ludn van tdp trung nghién cizu cac giai phap bao mdr doi véi may chui o chay
trén nén tang Ao héa.

2.1 Giai phap sir dung cong nghé VLAN dé tach cac Switch 4o trong ha ting Ao hoa
(Hypervisor)

VLAN hay con goi la Virtual LAN la viét tit caa Virtual Local Area Network, duoc hiéu 1a
cdng nghé mang LAN ao0. Cho phép tach Switch vat Iy thanh nhiéu Switch ao logic, ting d6 bao
mat giita cac phong ban, chdng bio Broadcast ciing nhu thun tién quan ly theo tirng vang.

2.1.1 VLAN dwyorc chia thanh 5 logi

- Data VLAN: 1a VLAN phd bién nhat, duoc dung cho cac két ndi ciia nguoi dung.

- Default VLAN: 1a VLAN mic dinh tit ca cac Switch déu ¢ va khai tao tit ca cac cong cua
Switch déu nam trong VLAN nay. VLAN mic dinh cia Switch Cisco 12 VLAN 1 va ching ta
khong thé thay ddi tén hay x6a VLAN nay.

- Native VLAN: 12 VLAN duy nhét trén Switch ma Frame xuét phét tir n6 khi di qua duong
truyén chung cho cac VLAN (duong Trunk) khong phai dong goi thém truong VLAN ID. Mac
dinh Native VLAN trén mdi Switch cisco 1a VLAN1.

- VLAN quan ly: 1a bat cir VLAN nao ma ching ta cdu hinh dia chi IP cho interface VLAN
tuong mg. Dia chi IP nay dugc sir dung dé telnet t6i Switch va diéu hanh hoat dong cua Switch tir
Xa.

- VLAN voice: 1a mot VLAN c6 do uu tién cao nhat vi Voice 1a mot VLAN ung dung thoi
gian thyc. (mang nghén voice van chay duoc).

2.1.2 Tir 5 logi VLAN duwoc chia thanh 3 kiéu

- Static VLAN: 12 VLAN tinh phén chia theo cong. Cim may vao céng nao thi nd s& theo
VLAN do.
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Dynamic VLAN: quy dinh theo dia chi MAC, trén Switch gan MAC: 111111 la cua PC1
thuoc VLAN 10 thi Pcl c6 cam vao bat ki cong nao trén Switch né van thuoec VLAN 10. Bé gén
dugc MAC vao VLAN thi ta phai c6 mot VMPS Server (VLAN Mangerment Policy Server)

- Voice VLAN: chi danh riéng cho dix liéu Voice.

2.2 Giai phap sir dung hé théng phat hién va ngin chin xam nhap IDS/IPS dé bao vé hé
théng may cha ao

Trong hé théng mang chung ta thuong cd cac hé théng IDS/IPS dat trén cac Firewall cung.
Mot s6 sir dung Server vat 1y dé cai cac hé diéu hanh tuong lia nhu Pfsense dé bao vé hé thong
mang. Dbi voi ha tang vat Iy mot Firewall s& bao vé ca mot hé théng mang bén trong dan téi c6 thé
bi cham hoac xir Iy cung ldc nhiéu tac vu. Mudn xir Iy nhanh thi phai mua nhitng goi License rat
cao cho céac Firewall cing.

Dé tang d6 an toan hon chung ta s& dit mot hé théng IDS/IPS bén trong khu viuc DMZ dé
sém phét hién riéng theo cac dich vu quan trong. Mot sé giai phap ré tién nhung dat hiéu qua cao
nhu ding Snort cua Pfsense, dugc danh gia rat hiéu qua.

2.3 Giai phap xay dwng h¢ théng twong lira mém Fortinet dé bao vé cac may chia 40

Fortinet la bo tuong hra cang cua hiang FortiGate, duoc tich hop rat nhiéu tinh ning cho phép
ngan chin va phat hién hoic loc cac nguy hiém cho mang caa cong ty rat hiéu qua.

2.3.1 Céac chike ning chinh ciia twromg lika Fortinet bao gom

- Bao mat két ndi:

- Tich hgp bao mat cho ung dung:

- Bao mat trng dung

2.3.2 Phan luéng céc khu viec

Tuy nhién, dé c6 thé nang cao kha ning cua firewall, & cac doanh nghiép hay trudng hoc,
nén phan hé théng mang ra thanh 3 khu vuc, gom:

- Internal: Gom cac may client bén trong noi bo

- Perimeter: Gom céc may chu caa ndi bo nhu may chu web, mail, database,..

- External: Mang bén ngoai néi bo

2.4 giai phap phan quyén dir ligu, mé cong twong lira cho phép nguoi ding truy cap
thanh cong tir mang ndi b ciia doanh nghiép vao hé thong dir liéu trén may chii 40

Viéc xay dung tai khoan nguoi dung ciia mdi cong ty, doanh nghiép cho phép quan Iy viéc
truy cap va phan phdi cac dir liéu tly vao timg muc dich ca nhan cta nhimg nguoi sir dung, tranh
treong hop ro ri cac théng tin quan trong hay cac hoat dong pha hoai dix liéu khac.

2.5 Mt sb giai phap mé rong khac

2.5.1 Gidi phap si dung phan mém chéng Virus
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Rat nhiéu k§ thuat vién cua doanh nghiép bé qua budc nay, dic biét 1a cai trén may cha va
méy chu 40. Cac may chu a0 di tach biét voi hé thdng mang noi bo va dua vao khu vuc DMZ,
nhung viéc ngudi dung truy cap téi thi ti 18 lay lan Virus qua cac File tai liéu van c6 thé xay ra cao.
Dic biét nhitng Hacker ho chén cac Trojan vao trong File va giri t6i thu muc ngudi dung rdi lay
qua File tir nguoi dung day 1én may chu ao.

2.5.2 Ldp chinh sach an toan théng tin cho hé thong

Mot chinh sach an toan thong tin cho hé thong (hay con goi 1a chinh sach con ngudi) phai
goém nhiéu cac chinh sach duoc két hop véi nhau va duoc tuan tha nghiém ngat dé c6 thé tao hiéu
qua cao nhat. Cac chinh sach thuong cé trong mot chinh séch an toan thong tin cho hé théng 1a:

Chinh sach nhan vién ngi bo

- Pau tién phai c6 chinh sach cap nhan, cang cao chuyén mén str dung cdng nghé thdng tin
va an toan khi sir dung Internet. Phai nim duogc phuong phap khong dé 16 mat khau, phuong phap
kiém tra link gan Trojan, va tuyét d6i khong diang nhap vao nhiing trang web den, web phan
dong. ... Pong thoi dao tao nang cao k§ nang st dung nghiép vy may tinh.

Chinh sach cho khach hang

Khi khach hang dén doanh nghiép thi hé théng phai ¢ nhiing tai khoan ding nhap riéng,
phai dwa vao ving mang c6 hé théng Firewall kiém soat cao do, c6 ché doc loc, phat hién Virus,
phét hién xam nhap dé dam bao ho khéng thé vuot qua duoc nhitng b tuong bao vé hé théng cua
doanh nghiép. C6 thé tach VLAN dé ho dung riéng, dic biét khdng cap tai khoan vao thang dit liéu
trung tdm cua doanh nghiép.

Chinh sach cho cac ddi tac

Vi ddi tac co thé phai can tai thiét 1ap mot kénh truyén riéng hoic tao ra cac két ndi bang
VPN va c6 IPSEC. Ngoai ra nhiing thiét bi cua ddi tac dem toi ciing phai dat vao ving riéng nhu
cim USB vao may chii quét Virus trudc rdi méi cho phép sao luu hodc Copy tai liéu.

Chinh sach Quan ly tai san va thiét bi

Phai c6 phan mém giam sat va quan ly tai san vé ca phan cang 1an phan mém, ddi véi phan
ctmg thi quy dinh may nao dung chung, may nao ding riéng dé tach khu vuc. DI voi phan mém
thi phai quy dinh phong ban va quyén truy cap, hé thong ghi log & cac khu vuc do.

2.7 Két luan chwong 2

Chuong 2 cua luan vian da nghién ciru cac giai phap bao mat dbi vai may chu ao chay trén
nén tang Ao héa va nhiing chinh séach hd tro cho nguoi ding khi truy cap va phai tuan thu cac
chinh séch an toan thdng tin cua cong ty. Can phai phéi hop cac chinh sach lai tao chudi lién két thi

MGi ting gia tri cao, chong lai mat mat dir liéu va anh huong téi hoat dong ciia doanh nghiép.
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Chuong 3: PE XUAT GIAI PHAP BAO MAT MAY CHU AO TRONG HE THONG AO
HOA TAI VIEN KHOA HQC CONG NGHE SANG TAO VIET NAM
3.1 Khio sat thuc trang thue té vé h¢ thong Ao héa tai Vién Khoa hoc cong nghé sing
tao Viét Nam
3.1.1 Chikc ning, trang thiét bi va mé hinh hi¢n c6 ciia hé thong mang Vién Khoa hoc
cong nghé sang tao Viét Nam

l l
- W

Quan Iy Ernal Euan Iy File, nhan

Quan Iy web

Tang 1 - VLAN 10
\I’ SW 3750 —-— .
"l¢ L3 -
SW 3750
Ting2 - VLAN 11 * N
Mz i —vn mi
| FTTH sn\lhps ' ['c =5 - !§
Router 3725
. Tang3 - VLAN 12 ‘* ) i
Heé thong mang hién tai cua g’—» Fax
Vién Khoa hoc Cong nghé Sang tao Viét Nam 5= =
Hinh 3.1: M6 hinh mang hién tai Vién Khoa hoc Céng nghé Sdang tao Viét Nam

Hé théng mang hién tai dang sir dung kién trc méd hinh mang Client - Server nham chia s¢
dit liéu tir cAc may chu toi cac may con. Véi kién trdc mang hinh sao & céc tang, ta sé dat duoc toc

d6 nhanh nhit c6 thé, kiém soat tét khi xay ra 13i ciing nhu mé rong tiy y mudn trong toan hé
thdng.

Ha tAng mang dugc phan cap: méy tinh cta cac phong ban s& két ndi téi cac Switch cua cac
tang, tir Switch cac tang két ndi toi Switch tong cua toa nha. Switch tong két néi tsi Router 3725
roi ra ngoai Internet.

Hé théng may chi Web, Mail, File két ndi vao Core Switch. Hé théng Core Switch két ndi
ra Router 3725 dé ra ngoai Internet

- SO lugng phong ban va cac don vi truc thugc st dung may tinh 1a 7
- T6ng s6 may tinh cho can bo nhén vién 1a 110

- SO lugng may chu a4 08 may dat tap trung: 2 may quan ly File Server, 3 may chu chay
Website cua Vién (https://www.victs.vn) va cac phong ban, 3 may chu chay dich vu: Email, DHCP
va DNS.
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- S6 lugng Switch layer 3 1a: 2 Switch 3750

- S6 lugng Switch & cac tang 1a 6 Access Switch.

- S6 lugng tong dai ndi bo dang IP 1a 1

- S6 lugng Camera sir dung 18 chiéc.

- S6 lugng dudng truyén 1a 1 ra ngoai Internet: Fpt (FTTH)

3.1.2 Yéu cdu sir dung

- Hé thong phai ludn két ndi dugc Internet.

- Hé thng Firewall phai bao vé hé thong may chu va nguoi dung 24/7 .

- Céc dich vu File, Mail, Web luén phai 6n dinh dé can b nhan vién trong Vién c6 thé sir
dung. Ludn ludn kiém soat duoc sé lugng ngudi truy cap dich vu.

- Dir liéu tai cac phong ban phai duoc tap trung, khong phan tan, dé quan ly, dugc phén
quyén phu hop véi chuc trach.

- Kha ning cung tng cao, dap tng dugc mot lugng Ion két ndi vao trong hay ra ngoai
mang ma van giir duoc sy 6n dinh.

- Tiét kiém dién niang va cac chi phi t6i wu nhat cho phong may chi.

- Phai ¢6 sao luu va Backup dir liéu nhanh chéng.

- Thuan tién mé rong hé thdng trong tuong lai.

3.1.3 Hign trang cdc vin dé lién quan trong qud trinh vin hanh, khai thac mang mdy
tinh tai Vién Khoa hoc Cong nghé Sdang tao Viét Nam

- Hé théng hién tai hoat dong rat on dinh va chua xay ra sy ¢b gi 16n, nhung hién tai hé
thdng khong co Firewall dé bao vé hé thong mang LAN va hé théng may chi. Khi c¢6 nhiing
Hacker hodc mot sé ngudi co ¥ d6 xau tan cong thi hé théng khong co6 phuong an hodc giai phap
phong chdng ciing nhu dua ra co ché dy phong.

- C6 toi 8 may chu chay céc dich vu, ciing nhu cac dich vu dang chay la 6n dinh va rét tét,
nhung néu mot may cha xay ra hong hoc dot ngot thi dich vu do phai tam ding. Ngoai ra khi hoc
vién sir dung pham mém do ludng hiéu ning hoat dong ciia cac may chu thi luong CPU, RAM, O
cirng con tréng trén cac may chu 1a rat nhiéu (chi hoat dong tim 35% c6ng suat so véi cau hinh vat
1¥).

- Ngoai ra hé thdng khdng c6 dich vu phét hién tin cong sém hoic dua ra canh b4o sém dé
k¥ thuat vién kip thoi dua ra nhitng tinh hudng xu ly 1am giam thiét hai khi hé thdng bi tan cong.

3.2 Kién nghi dé xuit cac giai phap biao mat may chii 40 trong h¢ thong Ao héa tai
Vién Khoa hoc cong nghé sang tao Viét Nam

Dé dam bao bao mat cho hé thong va tiét kiém tai nguyén ciing nhu nang cao hiéu qua lam

viéc cuia cAc may chu trong hé théng mang, t6i xin dé xuét giai phap nhu sau:
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3.2.1 Gidi phap hg tang mang

Str dung Firewall Fortinet 140D thay thé Router 3725, vira dinh tuyén vira bao mat hé
thdng mang. Trén Fortinet 140D ta tach thanh 3 khu vuc: mang LAN, Mang WAN va DMZ. Khu
vuc DMZ s& xay dung ha ting Ao hoa rdi tao ra cac may chua ao dé cai dit cac dich vu.

Khu vuc mang LAN da sur dung Switch Cisco 3750 c6 tinh nang dinh tuyén va da tach
VLAN chi can bat tinh ning dinh tuyén d6 vé Default Root va tré ra cong két ndi voi Fortinet
140D la tin hiéu s& truyén vé duoc Firewall.

Khu vir WAN can b sung thém maot duong Internet, mot dudng binh thuong s& phuc vu
cho mang LAN di ra ngoai, va mot duong dé tir bén ngoai truy cap vao ha ting may chu ao, khi
mot dudng XAy ra su ¢ thi dudng con lai c6 thé du phong cho nhau tang tinh 6n dinh.

Déi voi khu v mang DMZ, trén Switch 3750 ta bat tinh ning Default Root va tro vé cong
két ndi véi Fortinet 140D. Dong thoi tach VLAN twong tng véi sé VLAN bén trong ha tang ao
hoa. Trong ha ting ao hoa ta ciing tich VLAN va bat tinh ning Trunking ctia Switch do dé ddng bo
vai Switch vat ly bén ngoai.

Céc may chu a0 hda chi can cim vao VLAN trong Switch 4o va Port twong ung 12 s& két
ndi dugc ra ngoai.

Dé sém phét hién xam nhép va tan cong (IDS/IPS) vao ha tang may chu 4o, ta s& tao ra mot
méy chu 40 va cai tuong hra mém Pfsense, sau d6 cai dit Snort trén Pfsense, ling nghe trén Switch
3750.

Tang 1 - VLAN 10 *
—— i

i
L)

/
Bt

SW 3750

SW 3750

Ting2 - VLAN 11 *
s FaxM
—_— ! -
———

Firewall Fortinet 140D

Ting3 - VLAN 12 *
& i
—

LB

- A .
=0
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Hinh 3.2: Hé théng mang du kién cua Vién Khoa hoc cong nghé Sang tao Viét Nam

3.2.2 Gigi thigu mgt sé gidi phap an toan di ligu

Dé dam bao an toan dir liéu em s& duing mét s6 phuwong 4n nhu sau:

- Thuc hién phan quyén truy cap dit liéu: i voi cac phong ban ta s& phan quyén tuy theo
ting yéu cau cua phong ban d6. Nhung chi nhan vién trong phong ban d6 méi xem dugc dir lidu
cua ho, cac phong ban khac khong xem dugc.

- Thyc hién dat lich Sao Iuu dit liéu dinh ky va khdi phuc dir liéu khi bi hong hoic xay ra
su ¢d. Tinh ndng nay c6 san trén Windows Server va hoat dong rat hidu qua.

- Ddi v6i may chu chay hé diéu hanh Linux thi ta cd thé dung Snapshort trén LVM
(Logical Volume Manager).

- O tirng phong ban ching ta ¢ thé dat mat khau hozc mé héa di liéu cho tirng phong ban
d6 néu can thiét.

- Sao luu dit liéu 1én Cloud cua Google hoac mét s dich vu Cloud ciing 1a mét giai phéap
rat tét.

- Ngoai ra can sir dung ban quyén cho nhitng phan mém diét virus trén may nguoi ding
cling nhu trén méay cha ao dé tranh bi virus gay hai ti dir liéu.

3.2.3 Gidi thiéu gidgi phdp cho nguwoi sir dung

- M&i nguoi ding can phai ty bao vé mat khau, thdng tin vé tai khoan trén Local hoic may
ca nhan dugc tham gia vao Domain.

Ngudi dung ludn ludn phai tudn tha chinh séch an ninh cua hé théng mét cach nghiém
ngat, dong thoi két hop véi nhitng chinh sach ki luat caa Vién khi xdy ra su ¢ lién quan téi nguoi
dung.

Thuc hién ngau nhién nhitg phuong an co ban nhu do xda file, do cac cudc tan cong bang
tay dé tim ra tha pham ngay bén trong hé théng.

3.3 Thuc hién thir nghiém va danh gia mdt sé giai phap bao mat hé théng Ao hoa

3.3.1 Nhang ngi dung thec hi¢gn tha nghiém

- Trién khai tuong hra Fortinet va tach 3 khu vue dong thoi cho phép ngudi ding tir trong
LAN truy cap ra Internet va truy cap vao dich vu Web trong hé théng may chu ao, ddng thoi Public
Web ra ngoai Internet.

- Cai dat ha tang a0 h6a bang VMWare ESXi, Vcenter ban 5.5

- C4u hinh VLAN trén Switch 3750 khu vec DMZ va dong bo véi Switch 4o trong ha tang
a0 hoa cuia VMWare ESXi va VCenter.

- Tao may chu 40 trén ha tang ao héa.

- Thuc hién cau hinh dich vu Snort trén may chu Pfsense.
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- Phan quyén truy cap dir liéu trén may chu File Server.

- Sao luu dix liéu trén File Server.

(1) Két qua trién khai twong lira Fortinet va tach 3 khu vuc
- Public thanh cong Web ra ngoai mang

Edit Policy

Policy Type ® Firewall VPN

Policy Subtype & Address User Identity Device Identity
Incoming Interface ports (WAN) s
Source Address =] all o
Qutgoing Interface portd (DMZ) -
Destination Address Publish Website o
Schedule T always -
Service o HTTP -/
Action w BACCEPT -

«| Enable NAT
# Use Destination Interface Address Fixed Port

Use Dynamic IP Pool C

ck to add...

Hinh 3.8: Tu trong DMZ ta thuec hién Publish Web ra ngoai mang
- Két qua Ping d thanh cong sau khi thyuc hién két ndi va Public va sir dung cong cu Nmap

dé quét thanh céng Port dau ngoai.

'inging =, . .
teply fro . ywie ime Ams

teply from .B: : i me - TTL=44
teply from . : ime=H TTL=44
teply from & 8.8: by ? time TTL=44

3 = 4, Lost
trip es in milli
Minimum 64dms, Maximum = &4dms, Av

Hinh 3.9: Sau khi cau hinh Fortinet chiing ta sé ping kiém tra

- Dung Nmap thwc hién Scan Port ta c6 két qua:

STATE SERVICE

open http
Hinh 3.10: Test Public Web ¢ ddu ngoai bang Nmap.
(2) Két qua cai dit thanh cong ha tang ao hoa biang VMWare ESXi, Vcenter
- Cai thanh cong va két tir vSphere Client va ESXi
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What is a Host?

A host is a computer that uses virtualization software, such Virtual Machines A
as ESX or ESXI, to run virtual machines. Hosts provide the 2
CPU and memory resources that virtual machines use and
give virtual machines access to storage and network
connectivity.

You can add a virtual machine to a host by creating a new
one or by deploying a virtual appliance.

The easiest way to add a virtual machine is to deploy a

virtual appliance. A virtual appliance is a pre-built virtual

machine with an operating system and software already b
installed A new virflial marhine will need an nneratinn

Recent Tasks Mame, Target or Status contains: - I Clear X

Name | Target | Status | Details | Initiated by | Requested Start Ti...— | Start Time | Completed
@ Auto power On E 66.0.0.6 @ Compleed roat 5/15/2021 9:40:30 AM 5/15/2021 9:40:30 AM 5/15/2021 9:
£ >

|E Tasks | |Eva|uat\on Mode: 60 days remaining |I'DD‘t A4

Hinh 3.20: Sau khi cai dat thanh cong ESXi va két noi tir vSphere Client

Qua trinh cai dat VVcenter 5.5

- Can chuan bi mot Hé diéu hanh Windows Server 2012

- Yéu cau phan ciing

Dé cai vCenter 5 Ching ta tao mot may chu tdi thiéu c6: 2 CPU 64-bit hoic 1 CPU 64-bit
core i3 hoic hoic cao hon.

Ngoai ra c6 thé cai vCenter I&n 1 Server vat ly hoac 1 Server 4o, chling ta nén cd téi thiéu
4Gh RAM néu chi cai vCenter Server,

Chung ta can 4GB 6 cang néu chi cai vCenter Server, 60 — 100GB néu vCenter Server,
vCenter Single Sign-On va vCenter Inventory Service cung cai dit I&n cing 1 server. yéu cau dia
ctrng c6 thé con cao hon nita néu database cua ching ta cuing trén server nay.

- Sau khi cai dit thanh cong, ching ta didng nhap ban vSphere Client
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a VCENTER - vSphere Client - olEX
File Edt View Inventory Adminstration Plug-ins Help
(- €) Home b g Inventory b [ Hosts and Custers &1-
[.0 *
(7} VCENTER

§) Create a datacenter

Welcome to vCenter Server

contains ail invento
machines. You might n
companies might use mu

Drganizational units in their ¢

To get started, click Create a datacenter

Recent Tasks Narme, Target or Stats contains: ~ |
Hinh 3.29: két qud sau khi cai dat va dang nhdp thanh cong

(3) C4u hinh VLAN trén Switch 3750 khu viee DMZ va dong b véi Switch 4o trong
ha tang a0 héa cia VMWare ESXi va VCenter

CAu hinh chia VLAN trén Switch 3750

SWC(config)#vlan 22

SWC(config-vlan)#name VLAN22

SWC(config-vlan)#vlan 23

SWC(config-vlan)#name VLAN23

SWC(config-vlan)#exit

SWC(config)#

SWC(config)#int range f0/1-5

SWC(config-if-range)#switchport trunk encapsulation dotlq

SWC(config-if-range)#switchport mode trunk

SWC(config-if-range)#exit

SWC(config)#

SWC(config)#int vlan 1

SWC(config-if)#ip add 10.0.0.254 255.255.255.0

SWC(config-if)#ip helper-address 10.0.0.6

SWC(config-if)#no shut

SWC(config-if)#exit

SWC(config)#

SWC(config)#int vlan 22

SWC(config-if)#ip add 22.0.0.254 255.255.255.0

SWC(config-if)#ip helper-address 10.0.0.6
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SWC(config-if)#no shut

SWC(config-if)#exit

SWC(config)#

SWC(config)#int vlan 23

SWC(config-if)#ip add 23.0.0.254 255.255.255.0
SWC(config-if)#ip helper-address 10.0.0.6
SWC(config-if)#no shut

SWC(config-if)#exit

SWC(config)#

SWC(config)#ip routing (cho phép dinh tuyén)
SWC(config)#ip route 0.0.0.0 0.0.0.0 10.0.0.1 (dwong ra Internet VLAN1)
SWC(config)#

Két qua CAu hinh thanh cong VLAN trén Switch a0 cia vCenter

(%) SRV12-01 - vSphere Client

File Edit View Inventory Administration Plug-ins Help

‘E} Home [ E'lj Inventory [ g Metworking

B 3 SRV12-01

= VICTS

g VM Network i iy Summary | Ports | Virtual Machines | Hosts | Tasks & Events
O = CORE-VLAN22
S CORE-VICTS-DVUplinks-25
2, dvPortGroup
B VLAN22 A distributed port group is a port group associated with a
= CORE-VLANZ3 vSphere Distributed Switch and specifies port
&5 CORE-VLAN23-DVUplinks-28 | configuration options for each member port. Distributed
i dvPortGroup2 port groups define how a connection is made through the
12 [VIAN23] vSphere Distributed Switch fo the network.

What is a distributed port group?

Basic Tasks

&% Manage this distributed port group

Hinh 3.37: Tgo thanh céng VLAN22 va VLAN23

(4) Két qua tao thanh cong may chii 40 trén ha ting a0 héa bang vCenter va Up thanh
cong File ISO 1én dé cuin bi cai dit
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@ Pfsense - Virtual Machine Properties

— O s
Hardware IOpﬁcns | Resources | Profiles | vservices | Virtual Machine Version: 8
—Device Status
[ show Al Devices Add... | Remove | Connected
Hardware | Summary | [¥ Connect at pawer on
M 1536 MB
. Emary —Device Type
[d crus 1 oo .
Video card Video card _Clle_nt DS ~
= VMCI device Restricted -
@ SCSI controller 0 L5I Logic Parallel
L. CD/DVD drive 1 (edited) [datastore1] pfSens... |
= Harddisk1 Virtual Disk -
& Floppydrivel Client Device
BB Network adapter 1 VM Network I =]

% Datastore IS0 File

[[datastore 1] pfSense-CE-2.5. 1-RELE

— Virtual Device Node
¢ |IDE (1:0) €D/DVD drive 1 |

Hinh 3.46: chon Datastore I1SO File va Browse toi File 1SO
- Chon Datastore Brower réi chon Upload file va dua file ISO 1én

8 8 ‘@ Home b g Inventory b [ Datastores and Datastore Clusters ‘@jv search Inj
B [ SRVI2-01 datastore1
B [ vicTs
& [datastorel [ e Summary ' Virtual Machines |Hosts | Performance | Cenfiguration | Tasks &Events "Alarms |Permissions | Storage Views
(@ Datastore Browser - [datastorel] - u] X
Wh
+
a @ BB BB X @
mMag Falders | search | [datastore1] /
MalED Name Size | Type | Path | Modif
Pc’r'w!f ) sddsf € sddst Folder [datastore1] sddsf
NF: ) pheense £ Pfsemse Folder [datastore1] Ffsense
You
mot
can (& Uploading... - X
D:WsO\pfSense-CE-2.5. 1-RELEASE-amd64.iso
Bag
From D:[S0\pfSense-CE-2.5. 1-RELEASE-amd64.iso to [datastore1]
ﬁj pfSense-CE-2. 5. 1-RELEASE-amd64.iso
NNNENEERER
0 minute(s) and 8 second(s)remaining v
v

Hinh 3.48: Upload File 1SO Ién hé thong L tri
- Qué trinh cai dat hé diéu hanh Pfsense hoic Windows Server hoic Linux tir phan nay tro
di déu gidng nhu cai may chi binh thuong.
(5) Két qua cai dit thanh cong Snort trén Pfsense va tao ling nghe trén cong WAN
- Sau khi cu hinh xong chiing ta bét trang thai Snort trén Interface
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Services / Snort/ Interfaces (2]

nort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt

Interface Settings Overview

Interface Snort Status Pattern Match Blocking Mode Description Actions

WAN (em0) & Ce® AC-BNFA DISABLED WAN Pa

Hinh 3.54: Snort trén Interface WAN da dwoc bt

(6) Phan quyén truy cap dir liéu trén may cha File Server

Khai dong thanh cong dich vu Quota sau khi cau hinh

Buwéc 9: khéi dong quota

[root@victs ~]# quotaon -avug

/dev/sdbl [/Data]: group quotas turned on

/dev/sdbl [/Data]: user quotas turned on

Budéc 10: Sir dung WinSCP kiém tra dung luong

Bwéc 11: Xem thdng tin vé quota

$ quota -u nam # user nam

$ quota -g staff # nhom staff

Dé thong ké thdng tin quota vé cac nhém va user ban ding

# theo ngudi dung$ repquota -au

# theo nhom $ repquota -ag

# tat ca $ repquota -agu

(7) Sao lwu dir li¢u trén File Server

Sao lwu trén CentOS

Déi voi méay chu chay hé didu hanh Linux, trong d6 c6 CentOS ta dung Snapshort cua
LVM (Logical Volume Manager)

- Tao 6 snapshot

#lvcreate -L 1GB -s -n IT-snap /dev/vg-victs/victsl (vg=vg-victs, lv=victsl)

Céc thanh phan cau lénh:

-L 1GB: bit dung lugng cho 6 snapshot

-s: Tao snapshot

-n: Tao tén cho snapshot

victs-snap: Tén snapshot

/devivicts/IT : Volume can snapshot

Cai dit va cau hinh Sao lwu trén Windows thanh cong
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- Sau khi cai dat thanh cong Window Server Backup

= wbadmin - [Windows Server Backup (Local)]
File Action View Help
= | (= d

@ Windows Server Backup (1
@ Local Backup
Backup your important data to a local or online location

Local Backup

Last Backup Status:
Next Backup Time:

Number of available backups:

Online Backup

You can subscribe to Windows Azure Backup to backup your critical data autornatically.

Hinh 3.57: Giao di¢n Window Server Backup

3.3.2 Sau khi thi nghiém ta c6 két qud

Nhiing két qua thir nghiém déu cho két qua kha quan, 6n dinh va dap mg dwoc cac yéu cau
bao mat cho méy chu 4o ciing nhu ha tang 40 hoa.

Céc giai phap da cai dat thir nghiém c6 thé dap ung cho hé théng may cha 4o hoéa tai Vién
Khoa hoc cong nghé sang tao Viét Nam va dap tmg duoc nhitng nhu cau trong qua trinh van hanh
va quan ly tai Vién.

3.4 Két luan chwong 3

Chuong 3 cua luan van da khao sat mang néi bo tai Vién Khoa hoc cdng nghé sang tao
Viét Nam, c4c van dé nay sinh trong qua trinh sir dung va cac yéu cau trong bao mat hé théng may
cha a0 nham dap tng nhu cau cia Vién Khoa hoc cong nghé séng tao Viét Nam.

Luan vin ciing d& xuat giai phap bao mat may chu ao trong hé thong ao hoa va tng dung
tai Vién Khoa hoc cong nghé sang tao Viét Nam. Qua két qua tir thir nghiém hoan toan pha hop Vi

nhitng yéu cau dat ra tir ban dau.

KET LUAN
Véi muyc tiéu nghién ctru, 4p dung bao mat may chu 4o trong hé thdng 4o héa va wng dung
tai Vién Khoa hoc cong nghé sang tao Viét Nam, luan vin du kién dat duoc mot sb két qua sau
day:
- Téng quan coéng nghé 4o hoa va yéu cau bao mat may chu ao.
- Nghién ctru cac giai phap bao mat may chu 4o trong hé thong 4o hoa
- Dé xuét giai phap bao mat may chu ao trong hé théng 40 hoa tai Vién khoa hoc cong nghé

sang tao Viét Nam
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Hudéng phat trién tiép theo:

Hoc vién s& tiép tuc nghién ciru, hoan thién, t6i wu giai phap hon nira dé co6 thé bao mat
maéy chu 4o trong hé thdng 4o héa va tng dung tai Vién Khoa hoc cong nghé sang tao Viét Nam: &
mirc cao. Hoc vién s& nghién ctru thém cong nghé tri tué nhan tao (Al) dé 4p dung vao viéc phét

hién c&c hanh vi tan cong.



