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MO DAU

1. Ly do chon dé tai

Trong thoi ky cach mang cong nghiép 4.0, cdng nghé Ao hoa duoc phét trién
nhu vii bdo va ndi 18n vé tinh tiét kiém, co dong, tién lgi. Cong nghé Ao hoa dugc
tao ra dé giao tiép trung gian gitra hé thdng may cha vat ly va phan mém chay trén
nod, cho phép mot may vat ly co thé tao thanh nhiéu may 4o logic va doc lap. Mot
may chu 40 twong tng mot hé théng c6 hé diéu hanh chay riéng va cac ung dung
chay doc lap.

Giai phap str dung cong nghé Ao hoa s& giai quyét van dé chi phi va hiéu
suat hoat dong cua may chu bang viéc giam chi phi ha tang phan cang va van hanh,
str dung tbi wu ngudn tai nguyén. Théng qua ha tang Ao héa trién khai cac may cha
nhanh hon, dé dang, don gian hoa viéc quan ly ha tang bang cach quan ly tap trung
va tu dong hoéa chu trinh lam viéc.

Tién loi 12 vay nhung thach thic vé an ninh mang va bao mat ciing dugc ting
I&n véi hang loat vu tin céng nham vao mang ndi bo c6 két ndi Internet cua cac co
quan nha nuéc va doanh nghiép. Khi dit liéu quan trong bi danh cap cé thé dan dén
nhitng ton that vd cling nghiém trong, gay nguy hai dén doanh nghiép, tap doan, nha
nudc...

Cac vy tan cong nham vao cac may tinh c6 mat trén moi trudng mang
Internet, cac ha tang Ao hda, c4c dich vu dang hoat dong, 16n nhu Google, Apple,
IBM, nhiéu truong hoc, co quan nha nude, ngan hang, ... R4t nhiéu vy tan cong Voi
quy mé khong 16 ¢6 ti hang chuc nghin, trim nghin may tinh bi tin cong. Hon nira
nhitng con s nay chi 1a phan néi, nhiéu cudc tin cong khong dwoc cong bd hoac
thong béo vi nhiéu 1y do, trong d6 c6 thé dén ndi lo mat uy tin hoic nhiéu tinh
hudng quan tri vién hé théng khdng hé hay biét nhitng vu tan cong nham vao hé
théng cua ho.

Nhitng vu tin cong ting 1én nhanh chong, cong véi dd chuyén nghiép cua
Hacker ciing duoc tang 1én. O Viét Nam nam cac hé théng mang va Website bi tan

cdng theo chiéu huéng gia ting: 2016 hing hang khong Vietnam Airlines bi tan



cdng, Hacker 14y cap hon 400.000 dir liéu khach hang. Theo thdng ké cua Trung
tam Ung ctu sy ¢6 may tinh Viét Nam (VNCERT) d3 c6 hon 9.300 vu tan céng
mang nhiam vao cac Website cia Viét Nam trong nim 2018. So véi nam 2017 véi
9.964 sy cb tan cong thi cac cudc tin céng mang dd c6 xu huéng giam di nhung
giam khong dang ké. Theo bao céo an ninh website méi nhat dugc thuc hién boi
CyStack, c¢6 hon 560.000 vu tin cdng vao cac website trén toan ciu trong nim
2019. Viét Nam xép thir 11 trén toan cau véi 9.300 website bi xam pham. Trong
thang 5/2020, Trung tdm Giam sat an toan khdng gian mang quéc gia thuoc Bo
TT&TT da ghi nhan dugc 439 cudc tin cdng mang vao cac hé thdng thong tin tai
Viét Nam.

Tir nhu cau phét trién cdng nghé Ao hoa cho ha ting mang, may chu va dich
vy, doi hoi cac hé thong két ndi vao mang Internet phai dam bao an toan théng tin
trong qué trinh két néi. Bai vay, hoc vién di lya chon dé tai: "'Nghién ciu giai
phap bao mat may cha 4o trong hé théng 4o hoa va wng dung tai Vién Khoa
hoc cong nghé sang tao Viét Nam' cho luan van tét nghiép trinh d6 dao tao thac

S1.

2. Tong quan ndi dung nghién ciru

Cong nghé Ao hoa (Virtualization): ra doi vao nhirng nang 1960s trong céac
may tinh Mainframe, céc thiét bi phan cing, may chu, ha tang mang, hé théng luu
trit... va hon thé nita. Nhung dé xét sy phét trién vuot bac va bung né thi tir nim
2000 véi sy tham gia cua cac hdng nhu VMWare, CITRIX, Microsft.... Téi nam
2010 OpenStack (nguén maé) ra doi dong gop vao su sb6i dong cua cua cong dong
cdng nghé Ao hoa.

Thuat ngit Ao héa (Virtualization) dé cap dén hanh dong tao ra phién ban
“Ao” (chtr khong phai thuc t&) cua phan mém, phan cang hay mot cai gi do, bao
gom ca mot tap tai nguyén vé mang mdy tinh... nhung khong hé bi han ché.

Cac thanh phan théng thuong cia moét hé thdng Ao héa: Tai nguyén vt ly
(may chu vat ly, CPU, RAM, 6 dia cung, card mang...) Nhiém vu |a chia tai nguyén

cap cho cac may 0. Tiép theo 12 phan mém Ao héa (Hypervisor) s& cung cap truy



cap cho mdi may chu 4o dén tai nguyén caua may chu vat Iy, 1ap ké hoach va phan
chia tai nguyén vat ly cho cac may chu 4o, cung cap giao dién quan ly cho cac may
cha a0. K& tiép 1a hé diéu hanh khach (Guest Operating System) duoc cai dit trén
moét may chu 4o, thao tac nhu & trén hé diéu hanh thong thuong. Cudi cing la may
ao (Virtual Machine) hoat dong nhu mot may chu vat ly thong thuong voi tai
nguyén riéng, giao dién riéng, hé diéu hanh riéng, phuc vu nhu cau doc lap cua cac
dich vu nhu: Website, Email, File, DNS, DHCP....

Trong phan mém Ao hoéa (Hypervisor) cung cap cong nghé Ao hda vé ha
tang mang (Virtual Networks), cho phép két ndi gitra Switch vat Iy, ha tang vat ly tur
bén ngoai vao bén trong Switch ao. Cac may chu ao hoat cé dich vu chay (Web,
Mail, File...) hoat dong doc 1ap nhu cac may chu vat ly. Trén Switch ao c6 thé tach
VLAN (Virtual Local Area Network), dat cac hé thong twong lra mém, dat hé
théng phat hién xam nhap, hé thong chong tan cong (IDS/IPS) gidp chdng lai cac
cudc tan cdng tir bén ngoai vao hé théng dich vu bén trong. Dac biét khi xay ra tan
cong, ¢ thé chuyén hé thong may chii a0 sang viing mai nhanh chéng ma khang
can phai rat day, hoic ngat toan bo hé thong. Ngoai ra co thé dit cac hé théng may
chua theo d&i, giam sat, truy vét rat thuan tién trong ha ting Ao héa.

Khi xay dung mot hé thdng tuong lira ding dé bao vé hé thdng may chu ao
ching ta c6 nhiéu giai phap nhu sir dung twong hra cing nhu ASA cua Cisco, RSX
cua Juniper, Checkpoint, Fortigate hoac cua Microsoft nhu TMG... nhung chi phi
rat dat tién vi phai mua ca phan ctiing. Céac hang van hd trg hé didu hanh chay trén
may chi 40, chi can cai I&n, gan key ban quyén la chay binh thuong, khdng phai
mua thiét bi vat Iy, tiét kiém rat nhiéu chi phi.

Nhitng thuan lgi va tién ich vé cong nghé Ao hda la vay nhung khong phai
khong c6 khé khan. Viéc kho khan 16n nhat la sy tiép can cong nghé, 1am chua cong
nghé, dic biét 1a khé khin vé tdi uvu bao mat cho may chu trén nén tang Ao hda.
Nguoi quan tri vién phai hiéu tir ha tang vat ly, nén tang céng nghé Ao hda, dich vu
trién khai, co ché va chinh sach bao mat, chinh séch vé con nguoi. Va van dé nay

van duoc tiép tuc nghién ciu ca vé mat Iy thuyét 1an trién khai ang dung.



3. Muc tiéu nghién ctru

Muc tiéu nghién ctru cta ludn van 13 khao sat cac yéu cau va giai phap bao
mat may chil 4o trong hé théng Ao hoéa dong thoi dé xuat giai phap bao mat may
chu ao trong h¢ théng Ao hoa tai Vién Khoa hoc cong nghé sang tao Viét Nam co

kha ning trién khai 4p dung trong thuc té.

4. Pbi twong va pham vi nghién ciru

Péi tuong nghién ctu cia luan van 1a Ao hoa va cac van dé lién quan dén
bao mat may chu o trong hé thong Ao hoa.

Pham vi nghién ctru cua luan van la cac giai phap bao mat may chu ao trong
hé théng Ao hoa va ung dung cho hé thong may chi Ao hoa tai Vién Khoa hoc

cong ngh¢ sang tao Viét Nam.

5. Phwong phap nghién ciru

- Vé Iy thuyét: Thu thap thong tin tir tai liéu, khao sat, phan tich thuc té va
thong tin c6 lién quan dén bao mat may cha 4o trong hé théng Ao hoa.

- Vé thec nghiém: Khao sat thyuc té tai Vién Khoa hoc cong nghé sang tao
Viét Nam va dé xuét cac giai phap bao mat may chu ao trong hé théng Ao héa cua

Vién Khoa hoc cong nghé sang tao Viét Nam phu hop.

6. Bo cuc luin viin

Ludn van dwoc trinh bay trong 3 chuong:
Churong 1 cua ludn van sé nghién ciru, khao sét tong quan vé cong nghé 4o héa va
CAc CAC yBu cau bdo mdt dai véi may chu do chay trén nén tang Ao hoa.

Churong 2 cua ludn van tdp trung nghién cizu cac gidi phap bao mdr doi Véi
may chii do chay trén nén tang 4o hoa.

Churong 3 cua lugn vin sé khao sat vé hé thong 4o hoa tai Vién Khoa hoc
cdng nghé sang tao Viét Nam (dd c¢é hay chira ¢é) va dé xuat ing dung, xay dung
ciing nhw dwa C&c gidi phdp da nghién citu trong chirong 2 cho hé thong may chu

ao tai Vién Khoa hoc c6ng nghé sang tgo Viét Nam.



Chwong 1. TONG QUAN CONG NGHE AO HOA VA YEU
CAU BAO MAT MAY CHU AO
Chuong 1 cia ludn vin sé nghién ciru, khdo sdt tong quan vé cong nghé Ao
héa va cdc cdc yéu cau bdo mdt doi véi may chii do chay trén nén tang Ao héa. Néi

dung trinh bay trong chirong I bao gém nhw sau:
1.1 Tong quan vé cong nghé Ao héa va cac van dé lién quan

1.1.1 Gigi thigu téng quang vé cac cdng nghé do hoa
1.1.1.1 Gig1 thi¢u chung

Ao hoa c6 tén tiéng anh thuong goi 1a “Virtualization”: ra doi vao khoang
1960s trong cac may tinh Mainframe.

Trong linh vuc dién toén, thuat ngir “Virtualization” dé cap dén hanh dong tao
ra phién ban “Ao” ctia phan mém, phan ctiing hay mot cai gi d6, bao gom ca mot tap
tai nguyén vé mang mady tinh... nhung khong hé bi han ché.

Cong nghé tao ra I6p trung gian giira hé thdng phan mém va phan ciing chay
trén nd duoc goi 1a Ao héa. Cong nghé ao hda cho phép gop nhiéu may cha vat ly &
dang don 1¢ thanh nhiéu may chu Logic, déng thoi cac may chi Logic nay c6 thé

chay cac (ng dung trén cac hé diéu hanh doc lap.

::::ilnes > " "« "gr&g’
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a Ethernet\ (~ Channel )

b’ e -
= ;.,}g\o Eg

iscsl NFS Network Fibre Channel
storage storage storage

Hinh 1.1: Giéi thiéu mé hinh hé théng 4o hoa phé bién [8]



Tai sao can 40 héa: Giam thiéu chi phi bao dudng, twong thich véi nhiéu tng
dung, hé diéu hanh ddng thoi, tap trung cho kiém sot va quan tri, dé dang trong sao
lru va khéi phuc, khai thac nhiéu hon vé cong suat hoat dong phan cang, chuyén
d6i cac may ao ké ca khi dang hoat dong, nang cao do san sang cho hé thong va la
budc dém dé thuc hién “Bién toan dam may”.

1.1.1.2 Giédi thigu mét sé dgng do hda may chii

Ao héa may cha thuong dugc xay dung theo 3 dang: 40 hda toan phan, 40 hoa
mot phan va ao hoa hé diéu hanh.

- Full Virtualization: tiéng viét goi 12 Ao hoa toan phan, céng nghé 40 hoa
nay tao ra mot may cha that voi day dua tat ca cac tinh nang bao gom input/output,
operations, interrupts, memory access ... Cac may chu ao s¢ duoc chay nhitng hé
diéu hanh riéng va duoc cap rieng CPU, RAM, dung luong luu trit va bang thong
mang. C4c may 4o hoan toan nam doc l1ap voi 16p Hardware va s& giao tiép Voi
Hypervisor, nén téc do s& bi cham hon vi phai qua Binary translation. Cac ban
nguén mo hd trg nhu: KVM, KQEMU, VIRTUABOX. Ban thuong mai: VMware,
Microsoft (Hyper-V).

Application Ring 3
| (unmodified)

—] Guest OS Ring 1

O |
\) | p”"f'legedl. Ring O

»  diiver ,,;?;’M Hypervisor
‘ v
H/W

Hinh 1.2: Céu truc lién két cac tAng cia a0 hoa toan phan [8]
- Para — Virtualization: tiéng viét goi 1a 40 héa mét phan, ki thuat nay van

duge diéu khién bang mot Hypervisor, cac may chii ao khi 1am viéc s& tuong tac



tryc tiép xudng ha ting phan ciing ma khdng phai twong qua qua moéi trudng
Hypervisor, qua d6 s& tao ra tc do xur 1y nhanh hon. Nhung nhuoc diém sé 1a cac
may chi 40 s& kho cai dat va cdu hinh hon. M6t sé hé diéu hanh xay dung theo kiéu
Para — Virtualization Xen Server, VMWare Server va Hyper-V cua Microsoft.
Trinh diéu khién hypervisor st dung mét kernel don dé quan ly cac may cha 4o va
cho phép ching chay ddng thoi trén méay cha vat Iy ban dau.
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Hinh 1.3: Céu truc lién két cac ting cia 40 hda mét phan [8]
- OS level Virtualization: Tiéng viét goi 12 Ao hda hé diéu hanh, 1a phuong

phap 40 héa mai cho phép nhan cua hé diéu hanh hd tro nhiéu instances duoc cach
ly dya trén hé diéu hanh cé sin cho nhiéu ngudi dung khac nhau. Viéc bao tri nhanh
nén moi ngudi hay dung, nhat 1a trong linh vuc Hosting. OpenVZ, Virtuozzo, Linux
— VServer, Solaris Zones, va FreeBSD Jails hd tro loai 40 hda nay. Loai 40 héa nay
chi ton tai trén hé diéu hanh Linux, 40 héa hé diéu hanh rat hitu ich cho cac cong ty
may chu Web.

1.1.1.3 Méi trwong do hoa

M&éi truong 40 hda trén nén tang Window: cong nghé 4o hoa thé hé méi cua



Microsoft tao ra c6 tén la Hyper — V, phuc vu khai thac phan ctiing may chu 64 bit
thé hé méi, linh hoat, manh mé& va c6 thé trién khai duoc nhiéu cap do khéac nhau.

Cac may a0 do Hyper-V tao ra s& rat thuan tién trong diéu chinh cau hinh, c6
thé ma rong dung lugng 16n, tly chinh CPU da nhan. Méi trudng Hypervisor hd tro
than thién bang giao dién do hoa gilp quan tri vién c6 thé tiy chinh va ciu hinh
thuan tién cac tinh ning khac. CAc may 4o s& twong tac voi phan cing qua moi
troeong Hypervisor va ap dung theo Full Virtualization.

Mboi trwong ao hoa trén Linux: Kernel — based Virtual Machine (KVM) la
mét trinh quan ly 40 héa phan ciang duoc xay dung trén nén nhan Linux. KVM la
giai phap ao hda toan phan danh cho nhitng phan ctng trén nén tang 32 bit va 64 bit
cuaa VT —X hay AMD.

Str dung KVM, mot may cha vat Iy c6 thé chay nhiéu may ao trén do voi
nhitng hé diéu hanh khac nhau nhu GNU/Linux, Window hay bat ky mot hé diéu
hanh ndo. Mdi may 4o c6 nhitng phan ctiing 4o riéng nhu thé mang, dia cing, hay
thé d6 hoa.

Phan cang hd tro KVM nguyén ban hd trg cac bo xir ly 32 bit nhu S/390,
PowerPC, IA — 64. KVM yéu cau bo xt Iy may chi a0 hd tro 40 héa VT — x cho b
xu ly cua Intel va AMD — V cho b xt ly AMD.

Mbéi trudong ao hoa trén nén tang VMware vSphere: VMWare tao ra 2
phién ban cho méi truong Server va moi truong Client. Trong phan nay chi xét téi
moi trudng Server goi 1a VMware vSphere. Khi trién khai hé théng n6 s& tao ra mot
moéi trudng Hypervisor dé quan ly va phan chia tai nguyén cho cac may ao. Céc
may 40 chi bi méi truong Hypervisor quan Iy con khi hoat dong s& tuong tac thing
xudng tai nguyén vat ly cua may chu ma khéng phai dwa qua moéi trudng
Hypervisor, gilp tan dung téi da hiéu suat hoat dong ctia may cha vat ly va cac may
a0, dong thoi ciing thuan tién quan 1y hon.

M&éi tredng a0 hda trén nén tang OpenStack: OpenStack 1a phan mém ma
ngudn ma, dung dé trién khai dién toan ddam may, bao gdbm dam mdy cong cong va

dam may riéng. OpenStack dugc thiét ké theo 16i module, mdi phan dam nhan



nhitng cdng viéc khac nhau cua hé théng quan ly a0 hoéa. OpenStack khong phai la
mot du an don 1¢ ma 12 mot nhoém cac du &n ngudn maé tap hop nhiéu cong nghé ao
hoa, hd trg cho viéc xay dung ha ting dam may cong cong va ddm mAy riéng hoan
chinh.

OpenStack bao géom mét sé thanh phan chinh: Dashboard, Compute, Object
storage, Image storage, Block storage, Network, Identity. Mdi thanh phan c6 nhiéu
plugin bén trong thuc hién nhiing tac vu chuyén biét, tat ca cac thanh phan déu c6
mét plugin cung cap API dé giao tiép vai nhau va giao tiép vai ngudi ding.

OpenStack Glance quan ly cac anh dia 40. Glance hd trg cac anh Raw,
VirtualBox (VDI), Qemu (qcow?2) va VMWare (vmdk, ovf). Nguoi ding cé thé
thuc hién: cap nhat thém cac anh dia 40, cdu hinh va diéu khién viéc truy cap vao

chung.

1.1.2 C&c méi de doa va phwong thirc tdn cong hé théng do hoa

1.1.2.1 Nhéeng méi de dpa téi an toan thong tin

Gi6i thigu vé kiéu de doa khong co cau trac: thuong 1a nhiing hanh vi xam
nhap hé théng ao hoa trai phép mot cach don 1¢, khdng co to chic. Trén Internet ¢6
rat nhidu cdng cu co thé hack va rat nhiéu script c6 san. Chi can ai muén tim hiéu c6
thé tai ching vé va sir dung thir dé nghién ctu trén mang noi bo cua cong ty. Rat
nhiéu nguoi lai thich véi viéc tan cong va xam nhap vao hé thong ao hda va thu
thach cac hanh dong vuot tuong lira di ra khoi tim bao vé. Pa phan tan cong khong
¢ ciu trac déu duoc gay ra boi Script Kiddies hay nhitng ngudi c6 trinh do thap
hozc vira phai vira phai. Nhiing cudc tin cong d6 thuong vi so thich ca nhan, nhung
cling c6 nhiéu cudc tan cong co y dd xau dé lay cap thong tin. Cac truong hop do s&
c6 anh huong nghiém trong dén hé thdng 40 hoa va cac chu thé so hiru mang. Nhiéu
lic, chi can c6 mot doan ma doc 1a c6 thé pha huy chirc nang ciia mang noi bo va hé
théng may chu dang chay trén cac nén tang 4o hoa.

Gi6i thiéu vé kiéu de doa c6 cau truc: 1a nhitng céch thic tin cdng hoac xam

nhap hé thng mang trai phép hoic hé thong may chu a0, c6 dong co va k¥ thuat

cao. Hacker tan cong theo kiéu nay hoat dong doc lap hoic theo tirng nhém. Nhiing
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ké tan cong nay thuong c6 k§ ning phat trién tng dung va st dung cac ki thuat
phtic tap nham xam nhap vao muc tiéu c6 chia dich. Nhitng dong co cua cac hinh
thire tin cdng nay thi c6 rat nhiéu muc dich. Chang han nhu c6 thé vi tién hoic hoat
dong chinh tri doi khi 1a tirc gian hay bao thi. Cac nhém toi pham, cac déi tac, ddi
thu canh tranh hay cac té chic sic toc thué cac hacker dé thuc hién cac cudc tan
codng, kiém soat dang structured threat. Nhitng cudc tan cong vao hé thdng thuong
c6 nhiéu muc dich tir trude, qua do co thé lay dugc ma ngudn cua nhitng ddi thu
canh tranh véi nhau.

Nhitng dong co d6 c6 1a gi, thi cac cudc tin cong nhu vay rat co thé gay hau
qua nghiém trong, cd thé gay nén su pha hiy cho toan hé théng mang va hé thong
40 hoa cua doanh nghiép hoic céc t6 chuc.

Nhirng méi de doa tir bén ngoai: 1a nhitng cudc tin cong duoc tao ra khi
Hacker khéng c6 mot quyén nao kiém soat trong hé théng. Ngudi ding ¢ thé bj tan
cdng trén toan thé gioi théng qua mang Internet. Nhitng méi de doa tir bén ngoai
nay thuong 1a méi de doa nguy hiém, cac chi doan nghiép s¢ hitu mang LAN va hé
théng 40 hoa thudng phai bo rat nhiéu tién va thoi gian dé bao vé hé théng.

Nhirng méi de doa tir bén trong hé thong: 1a kiéu tin cong dugc thuc hién
tir mot c& nhan hodc mot td chirc c6 mot sé quyén truy cap vao hé théng mang noi
bo cua cong ty, hé théng ao héa. Nhiing cach tan cong nay thuong tir bén trong,
duogc thyc hién tir mot vi tri tin cay trong mang ndi b, rat khd phong chéng boi doi
khi chinh 1a cac nhan vién truy cap mang rdi tin cong. Nhung néu c6 hé théng giam
sat va phan tich sé rat dé bat duoc cac dbi twong nay.

1.1.2.2 Nhiéng cach thac tdn cong hé théng do hoa

Cé4ch thikc 14y cip thong tin bang kiéu tan cong Packet Sniffers

Chuong trinh &ng dung ndy tao ra dung dé bat gitr cac cac goi tin luu chuyén
trén hé théng mang, hé thong mang 4o hoa hoic trén mot mién mang riéng. Kiéu
Sniffer thuong duoc ding phan tich luu lugng (traffic). Néu mot sb tng dung khdng
ma héa ma guri dit liéu dudi dang clear text (telnet, POP3, FTP, SMTP,...) thi phan
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mém sniffer ciing 13 mot cdng cu gilp cho hacker bit duoc c4c thdng tin nhay cam
nhu 12 username, password, tir d6 c6 thé dang nhap vao céc hé théng may chu ao.

Ca4ch thikc 1ay cap mat khau bing Password attack

Hacker thuong tan cdng lay cap mat khau bang cac phwong phap nhu: kiéu
brute-force attack, hay chwong trinh Trojan Horse, hoac IP spoofing, va packet
sniffer. Bi vai kiéu dung packet sniffer hoic IP spoofing c6 thé ldy dwoc tai khoan
va mat khau (user account va password), nhu cac Hacker lai thuong st dung kiéu
brute-force dé Iy tai khoan va mat khau hon. Cach thuc tan céng brute-force duoc
thuc hién bang phuong phap ding mét chuong trinh chay trén hé théng mang, sau
d6 c6 gang login vao céc phan chia sé tai nguyén trén may chu 4o.

Phwong phap tan cong théng qua Mail Relay

Néu may chu 4o chay dich vu Email khdng cau hinh theo chuan hoic tai
khoan va mat khau cua nguoi ding st dung mail bi 16. Cac Hacker thuong loi dung
may chu 4o chay dich vy Email dé guri rat nhiéu mail cing lic gay ngap bang thong
mang, va pha hoai cac hé thong email khac. Pac biét kiéu gan thém nhitng doan
script trong mail, cac hacker c6 thé gay ra cac cudc tin cong Spam dong thoi voi
kha nang tan cbng gian tiép dén cac may chu chira Database noi bo cua cong ty
hoic cac cudc tin cong DoS vao mot muc tiéu nao dé co cha dich.
Céch thirc tan cdng tang ang dung

Hacker tan cong vao tang ung dung duoc thuc hién bang rat nhiéu cach khac
nhau. Nhitng cach thdng dung nhét thuong 13 tan cong vao cac diém yéu cua cac
phan mém nhu HTTP, hoic FTP. C4ac nguyén nhan chi yéu cua cac cudc tan cong
tang (ng dung la chdng st dung c&c cong duoc ma boi tuong lira cua hé théng . Vi
du Hacker thuong tan cong dich vu Web server bang cach s dung mot sé phan
mém quét port 80 sau d6 tin cdng hoac dich vu mail server qua port 25.

Cé4ch thikc tAn cong bang Virus va phan mém Trojan Horse

Nhitng nguy hiém cia cac may cha 40, may workstation va ngudi ding dau
cudi 1a nhitng tin céng virus va Trojan (thuong goi 12 Trojan horse). Phan mém

Virus thuong 1 ¢6 hai, chung dugc dinh kém vao cac chuong trinh thyc thi dé thyc
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hién mot cach thirc phé hai nao d6. Con phan mém Trojan horse thi hoat déng theo
kiéu gian diép, nghe lén va lay cip thong tin.
1.2 Ung dung cong nghé Ao hoa
1.2.1 Chay c&c phan mém va cac dich vu cii
Khi may chi caa doanh nghiép da duoc nang cap lén hé diéu hanh méi nhat
nhung lai ¢ thém nhitng chuong trinh, phan mém khéng twong thich véi hé didu
hanh mé&i ma chi ¢6 thé chay duoc trén hé diéu hanh cii. Viéc tao ra may cha 4o véi
hé diéu hanh cii dé chuong trinh, phan mém c6 thé hoat dong duoc 1a giai phap toi
wu nhat.
1.2.2 Kiém tra dé liéu nghi nhiém virus
May chu la trung tdm xur ly cac dir liéu, thong tin cua toan bé doanh nghiép.
Néu may chu bi nhidm virut thi toan bo cac dit liéu, théng tin caa doanh nghiép déu
bi anh hudng. Mot mdi truong ao giup kiém tra dit liéu hoan toan tach biét voi moi
truong hoat dong cua may cha 1a giai phap can thiét va dich vu thué vps hién nay
dugc danh gia cao do hé thdng duoc cac chuyén gia k¥ thuat giam sat, 4p dung cac
bién phap bao vé tién tién nhat
1.2.3 Truy cdp website an toan hon
Sy phat trién manh mé cua cong nghé thdng tin va internet tao nén nhirng mdi
nguy co tiém an nhiam gay tic dong xau dén dir lidu: tan coéng, danh cap dir
licu...Dé an toan cho hé théng may chu, doanh nghiép, nguoi quan tri may chi nén
truy cap website tir may chu ao
1.2.4 Chay théz nghi¢gm phan mém mgi
M®i truong gia 1ap ciia may chii a0 khong chi gitp ngudi ding kiém tra cc dit
liu nghi nhidm virut, dung dé truy cap website mot cach an todn ma con dung dé
chay cac phan mém mai, hay kiém thu céc thiét 1ap moi.
1.2.5 Chay 2 diéu hanh song song
Céc chuong trinh ¢ng dung cua doanh nghiép khong phai chuong trinh, phan

mém nao ciing ¢ thé hoat dong duoc trén hé diéu hanh Windows hay Linux. Dung
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may cha c6 nhiéu hon 1 hé diéu hanh gilp doanh nghiép d& dang c6 duoc cac
chuong trinh, phan mém, tng dung phu hop véi nhu cau sir dung caa doanh nghiép
1.2.6 Chay cac may chs quan ly dich vu

Ung dung cua céng nghé 40 hoa chinh 1a nhitng loi ich chinh ma doanh nghiép
c¢6 duoc khi 40 hda may chu dé tao ra may chu ao. Ngoai ra, doanh nghiép c6 thé
tao ra may chu o dé lam may chi game, may chu mail, Web, DNS, File...

1.3 Céc yéu cau bao mat chung cho may chii 40 trén nén tang Ao
hoa
1.3.1 Y&u cau bdo mdt vé ha tang mgng va may chii do

Khi khai thac ha ting 40 hda hay ha ting mang LAN, déu c6 nhitng phét sinh
nguy co vé 16 héng bao mat. Thai ki cong nghé phat trién nhanh chéng, cac cong cu
va ky thuat tan cong vao hé théng mang ciing cang dé& dang hon. Khi cac quan tri
vién xay dung va quan ly hé théng, néu sap xép hoic cau hinh khong dung céch
cling cang gdp phan tao ra céac 16 hong. Bic biét hé thng va ha tang ao hoa lai cang
phtic tap, ngudi quan tri khéng kiém soat tot s& co nhiéu 16i va 15 hong kém theo
dang sau, tao méi truang thuan tién cho cac hacker tan cong.

Bao mat ha ting may chu a0, ha tang 40 hoa, ha ting mang ndi bo cua cong ty
da tro thanh van dé hang dau trong quan Iy van hanh. Khi thiét ké can vu tién mot
s6 van dé sau: Ung dung cdng nghé VLAN d¢é tach cac Switch ao trong ha tang Ao
hoa (Hypervisor). Tao ra hé théng phat hién xAm nhap va chin xAm nhap cho may
chu 4o0. Xay dung hé thdng tuong lra mém dé bao vé cac may chu ao. Bong thoi
phai tuan thu cac yéu cau:

Pam bao tinh sin sang cua hé thong mang: dam bao ha tang 40 hoat phai hoat
dong dugc 24/7.

DPam bao tinh bén virng: phai chiu tai va chong lai dugc cac cudc tan cong noi
bo tir mang LAN hoic cac cudc tin cong tir bén ngoai, ludn ludn kiém soat duoc

hoat dong cua cac dich vu.
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DPam bao vé d6 tin cay: trong khi hé théng hoat dong, ha ting 40 4o hda va
may chua 4o ludn phai duoc dam bao va kiém soat dugc viéc truy cap cua ngudi
dung 12 hop phép, tranh cac rai ro xay ra gay mat an toan.

Khi xay dung hé théng a0 héa va may chu 4o ta can nam dugc chu trinh bao
mat gém cac giai doan: Bao mat an ninh ha tin mang va ha tang ao hoa (Secure);
gidm sat ha ting a0 hoa va cac may chu hoat dong (Monitor); ludn ludn thuc hién
kiém tra c4c 13i va nhiing 15 héng phat sin trong hé thong (Test); ludn ludn phai cai
tién va nang cap cac chinh sach ph hop (Improve).

Nhitng phuong phap sau hay ap dung dé bao vé ha ting a0 héa va may cha 4o:
Xéc thuc va chiing thuc: 1a nhan dang cac dau hiéu cua ngudoi ding théng qua cac
quyén st dung va truy cap hé thong ciing nhu dich vu. Dit liéu ludn phai duoc ma
hoa: str dung cac ung dung ma héa dir liéu hoic cac thuat toan phi hop dé dir liéu
truyén di vira duoc toan ven vira an todn va xac thyc, chinh xac. Hé thng tuong lira
lubn phai duoc hoat dong. Trién khai cap nhat dé va 13i cac dich vu hoic ung dung
dang chay.

Thuce hién giam sat hé théng mang va ha tang 4o hoa: hé théng bao vé an ninh
cua hé thong mang xay dung xong va dua vao van hanh, viéc can thiét tiép theo 1a
phai giam sat hé thong hoat dong. Theo ddi qua trinh dang nhap, truy cap tir phia
nguoi dung vao dich vy, theo ddi hiéu ning hoat dong cua ha ting 40 hoa. Phét hién
xam nhap va kiém soat cac chwong trinh hay dich vu la bi kich hoat.

Thuc hién kiém tra an ninh hé théng: qua céc chinh sach va cac phan mém
viéc ra soét lai cac diém yéu, cac chinh sach chua hop 1y, dong thoi thuc hién céc
cudc tan cong thir nghiém dé dua ra cac mirc danh gia hé thdng, qua d6 do luong
dugc sirc khoe cuaa hé théng mang, hé thong ao héa va cac may chu 4o hoat dong.

Thue hién cai tién hé thdng khi can thiét: nhitng dich vy, phan mém hoic céc
chinh s&ch chay trén ha tang ao héa da bi 16i thoi, viéc dua ra muac do cai tién, nang
cap ludn 1a diéu quan trong va then chét. N6 lién quan téi dix lidu, kinh phi va nhiéu
chinh sach kém theo. Qua d6 ching ta phai 1ap ké hoach r3 rang trudc ldc trién
khai.
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1.3.2 Nhing yéu cdau ce ban bdo mdt may cha do
Khi xay dung ha ting 40 hoa va may chu 4o viéc ngudi dung thudng xuyén
truy cap cac di liéu dé 1am viéc ciing c6 nguy co mat an toan di liéu. Ching ta can
dam bao cé4c yéu cau nhu sau:
Dit liéu ludn phai sin sang: hé théng dit liéu trén may chua 4o hay trén may cha
thong thuong cling déu phai dam bao dap ung 24/7.
Dix liéu ludn phai toan ven: khi truy cap hoic van chuyén qua dudng truyén thi
dir liéu ludn phai duoc toan ven, khong bi chinh sira hoic bi thay doi bat hop phép.
Cac dich vy trén may chi 40 lubn ludn phai dugc ma hda va kiém soét.
1.4 Tinh hinh bao mat may chii 40 trong hé thong Ao hoa tai Viét
Nam va cic véan dé lién quan dén bao mét may chii 4o trong thuec té
1.4.1 Tinh hinh bdo mdt may chai do trong hé théng Ao hda tai Viét
Nam

Cong nghé a0 hda ngay cang mot phét trién, rat nhiéu nén tang khac nhau
duoc tao ra, vira thuan tién cho cac doanh nghiép nhung ciing tiém an rat nhiéu do
rai ro va cac moi nguy hai xung quang. Viéc trién khai Ao héa lam giam chi phi,
tiét kiém duoc rat nhiéu thanh phan khac nhau, ting ché d6 hoat dong 24/7, nén
mtc d6 phé cap toi cac doanh nghiép ciing s& rat rong rai. Tuy nhién s& c6 nhiéu hé
théng khong c6 ché do bao vé tuong lia, hoic cac chinh sach phan quyén, chinh
sach cho nguoi dung trén ha tang may chu a0, s& 1a noi béo bd cho cac Hacker tan
céng hoic nhitng ngudi tap lam Hacker ciing c6 thé dé giang khai thac. Thuc té ¢
Viét Nam sb vy tan cong tir bén ngoai Internet vao doanh nghiép dang 1a con sb
khong 16, trong lic moi ngudi chu quan 1a ding 40 héa s& bao mat va khong ai khai
thac dugc sé& 1 rat nguy hiém. Xét tir ha tang a0 hda tsi cac dich vu chay trén may
cha 40 déu c6 16 héng bo vay ching ta can phai ¢ giai phap bao vé cho doanh
nghiép néu khong s& phai chiu hau qua vo cung 16n.

1.4.2 Vlén dé lién quan dén bdo mat may chii do trong theec té
Nhitng b4o céo théng ké caa hang Microsoft, Viét Nam 1a nhirng nuée dung

dau trong 05 nudc todn cau vé nguy co nhiém ma doc. Khu vire Dong Nam A c6 02
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nuéc 1a Viét Nam va Indonesia. Ca hai nuéc 6 ty [é bi nhiém ma doc roi vao
khoang 46% & quy 11/2016, cao gap doi so véi trung binh 21% toan thé gigi.

Tai Viét Nam, Cuc An toan thdng tin — B Thong tin & Truyén théng da ghi
nhan trong nim 2018 ¢4 10.220 cudc tan céng mang vao cac hé thdng thong tin tai
Viét Nam. Trong 6 thang ddu nim 2019 di c6 téng sé 3.159 cudc tan cong mang
vao cac hé thdng thdng tin tai Viét Nam.

Théng ké cua Trung tdm Giam sat an toan khong gian mang quéc gia, Cuc An
toan thdng tin, Bo TT&TT ciing cho thdy, tinh tr diu nim nay dén hét thang
5/2020, tong sb cudc tan cdng mang vao cac hé thdng thong tin tai Viét Nam dan
dén sb su 6 1a 1.495 cudc, giam 43,9% so so véi cing ky 5 thang dau nam 2019.

Théng ké cia Cuc An toan théng tin (Bo Thong tin va Truyén thong) ghi nhan
3 thang dau nam nay da ¢ 1.271 cudc tan cong mang gay ra su ¢6 vao cac hé thong
thong tin tai Viét Nam.

Céc thong tin noi trén 1a rat nguy hiém néu ha tang 4o hoa phat trién ting tc,
nhung cac doanh nghiép khéng dua ra dugc cac phuong an bao vé va bao mat tir ha
tang ao hoa Ién téi may chu s& gay thiét hai 16n toi doanh nghiép. Tir d6 chung ta
thay viéc bao mat cho hé thong mang noi bo, hé thbng mang ao hda, may cha ao va
céc dich vu chay trén may chu ao, tai Viét Nam va trén thé gigi cang rat cap thiét.

1.5 Két ludn chwong 1

Chuong 1 cua luan van da nghién cau, khao sat tong quan vé cong nghé Ao
hoa va cac cac yéu cau bao mat doi vai may chu 4o chay trén nén tang Ao hoa, ciing
nhu tinh hinh bao mat may cha ao trong hé théng Ao hoa tai Viét Nam va céc van

dé lién quan dén bao mat may chu 4o trong thuc té.
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Chwong 2: NGHIEN CUU GIAI PHAP BAO MAT MAY CHU
AO TRONG HE THONG AO HOA

Churong 2 cua ludn van tdp trung nghién cizu cac gidi phap bdo mdt doi véi
may chu ¢o chay trén nén tang 4o héa.

2.1 Giai phap sir dung cong nghé VLAN dé tich cac Switch 40
trong ha t?mg Ao héa (Hypervisor)

VLAN hay con goi 12 Virtual LAN 12 viét tit cua Virtual Local Area Network,
dugc hiéu 1a cong nghé mang LAN 4o0. Cho phép tach Switch vat ly thanh nhiéu
Switch 4o logic, ting d6 bao mat giira cac phong ban, chéng bdo Broadcast ciing
nhu thuan tién quan ly theo tirng vung.

VLAN thuong biét tgi khi cdu hinh trén cac Switch Layer 2 hoic Swtich
Layer 3 vat ly. Khong nhitng vay ma trong cdng nghé Ao hoa ciing hd tro céc
Switch 4o giong hét logic nhu Switch vat Iy, cho phép taich VLAN, hd tro cong
nghé Trunking rat tét. Trén nén tang 4o hda, hé théng Switch ao con co dong va
thuan tién quan ly, cau hinh hon ca ngoai Switch vat ly. S6 cong Switch ao cd thé
Ién t6i trén hang nghin cng ao0. Thuan tién cho chia VLAN trong nhiéu truong hop
phuec tap.

Server vat ly thong thuong thi Card mang khoang 100Mbps, cling cé loai
1Gbps, nhung d6i vudi méi trudng ao hda cac Card ao thuong 1a 1Gbps va co thé
lén téi 8Gbps khi dung Etherchannel, ddy dugc xem la tinh nang rat tot khi gop
cong 40 vira tiét kiem Card vat Iy vira ting kha ning xtu ly. Ngoai ra nhitng may chi
quan trong vé dir lidu ta c6 thé ciam vao mot VLAN trong ha ting a0 hoa va tro
Gateway t6i cong cua Firewall ¢é dam bao hé thdng duoc bao mat va an toan.

2.1.1 VLAN dwgc chia thanh 5 logi

- Data VLAN: 1a VLAN phé bién nhat, duoc ding cho céc két ndi caa nguoi
dung.

- Default VLAN: 1a VLAN mic dinh tit ca cac Switch déu c6 va khai tao tat
ca cac cong cua Switch déu nam trong VLAN nay. VLAN mic dinh cua Switch
Cisco 12 VLAN 1 va ching ta khdng thé thay d6i tén hay x6a VLAN nay.
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- Native VLAN: 1a VLAN duy nhét trén Switch ma Frame xuét phat tir n6 khi
di qua duong truyén chung cho cac VLAN (duong Trunk) khdng phai dong goi
thém truong VLAN ID. Mic dinh Native VLAN trén mdi Switch cisco 1a VLANLI.

- VLAN quan ly: 1a bat cir VLAN ndo ma chdng ta cau hinh dia chi IP cho
interface VLAN tuong ung. Dia chi IP nay duoc sir dung dé telnet t6i Switch va
diéu hanh hoat dong caa Switch tir xa.

- VLAN voice: 1a mot VLAN c6 dd wu tién cao nhat vi Voice 1a mot VLAN
rng dung thai gian thuc. (mang nghén voice van chay duoc).

2.1.2 Tir 5 logi VLAN dwoc chia thanh 3 kiéu

- Static VLAN: 1a VLAN tinh phan chia theo cong. Cam may vao cdng nao thi
no sé theo VLAN do.

Dynamic VLAN: quy dinh theo dia chi MAC, trén Switch gan MAC: 111111
la cua PC1 thuoc VLAN 10 thi Pcl c6 cidm vao bat ki cong nao trén Switch n6 van
thuoc VLAN 10. Bé gan dugc MAC vao VLAN thi ta phai c6 mot VMPS Server
(VLAN Mangerment Policy Server)

- Voice VLAN: chi danh riéng cho dir li¢u Voice.

Qua viéc phan tich va tim hiéu vé cong nghé VLAN Hoc vién thay rat nhiéu
vu diém nén di lua chon cdng nghé nay: Pa phan VLAN d4 tich hop trong cac thiét
bi ngay nay va chi can bat I&n cau hinh I1a chay. Ché d6 bao mat cho cac phong ban
|4 rat cao, tranh duoc xung dot ludng di dir liéu caa cac phong ban.

2.2 Giai phap sir dung hé thong phat hién va ngin chin xAm nhip
IDS/IPS dé bao vé hé thong may chi do

Trong hé théng mang thudng c6 cac hé théng IDS/IPS dit trén cac Firewall
cing. Mot s6 st dung Server vat 1y dé cai cac hé diéu hanh tuong lira nhu Pfsense
dé bao vé hé théng mang. D4i vé6i ha tang vat ly mot Firewall s& bao vé ca mot hé
théng mang bén trong dan téi c6 thé bi cham hoidc xa Iy cung luc nhiéu tac vu.
Muén xir Iy nhanh thi phai mua nhitng géi License rat cao cho céc Firewall ctng.

Dé dam bao bao mat cho ha tang a0 hoéa can xay dung mot Frewall bao vé

ngoai cung, May chu ao (VPS) bén trong ciing lubn can riéng mot hé théng tuong
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lra bao vé chuyén biét. Lac nay hé théng VPS cai dit Firewall nhu Pfsense s& rat
hiéu qua. Vira giip phan ludng nguoi ding vira tap trung ding vao muc dich sir
dung, ting hiéu ning va cong suit, ddng thoi tao nhiéu 16p bao vé cho hé théng may
chu hon.

Lac ndy May chu cai dit firewall hodc Firewall cieng can c6 2 hoic 3 Card
mang (thudng 1a 3 tré 1&n), mot Card ciam vao cong External ra ngoai internet, mot
cong cam vao Internal phia mang ngudi dung va mot cong cam vao DMZ khu vuc
c6 may chii can bao vé. Trén Firewall Ilc nay ta s& bat tinh nang IDS/IPS dé bao vé
hé théng may chu bén trong.

Théng qua viéc phan tich vé IDS/IPS Hoc vién di chon Snort ctia Pfsense dé
tng dung vi: Snort dugc tich hop trén Pfsense nén mién phi, cong déng nguon mo
lién tuc cap nhat cac chinh sach va co ché phat hién mai nhat, hiéu qua ciing duoc
danh gia rat cao theo tiéu chuan bao mat.

2.3 Giai phap xdy dung hé thong twdng lira mém Fortinet dé bao vé
cac may chu a0

Fortinet 12 bo tuong lira ciing cua hing FortiGate, duoc tich hop rat nhiéu tinh
nang cho phép ngin chan va phat hién hoic loc cac nguy hiém cho mang cua cong
ty rat hiéu qua.

2.3.1 Céc chire néing chinh cia fwong lira Fortinet bao gom

- B4o mat két ndi:

+ Chéng lai cac cudc truy cap trai phép va phan ludng truy cap.

+ Tao ra nhitng duong riéng ao cho phép truy cap bao mat toi tai nguyén quan
trong trong cong ty.

- Tich hop bao mat cho wng dung:

+ Kiém soét c4c dich vu va ang dung quan trong, quét 16 hong va dua ra
phuong an vi 1.

+ Tach va ngan rat tét cac ma doc lay lan trong mang.

- Bao mat &ng dung:
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+ Web Filtering: Ngin cdm truy xuat dén nhitng dia chi dang ngo, lra dao,
spam hoac chura néi dung doc hai hoac chaa cac noi dung vi pham chinh sach bao
mat cua t6 chuc.

+ Antispam: loc va loai bo cac thu rac.

+ Kiém soat tng dung: ngin hoic gisi han truyén thdng cua mot s ¢ng dung
phd bién (IM, P2P...), ¢ kha ning nhan dién 1800 ¢ng dung; kiém so4t luu luong
ung dung.

Dic diém noi bat cua Firewall cing Fortinet vuot 18n trén cac Firewall mém
(c4c firewall cai dit theo dang ¢ng dung trén server) 1a tinh 6n dinh, kha ning xir ly
cao, duoc chuyén biét hoa, khéng gidi han s6 lwong ngudi ding va bing thong 16n.
Do d6 nd ciing c6 gia thanh kha cao tury theo cu hinh.

2.3.2 Phan luéng cac khu vuc

Tuy nhién, dé c6 thé nang cao kha ning cua firewall, & cac doanh nghiép hay
truong hoc, nén phan hé théng mang ra thanh 3 khu vyc, gom:

- Internal: Gom céc may client bén trong noi bo

- Perimeter: Gom cac may chu caa noi bo nhu may chu web, mail, database, ..

- External: Mang bén ngoai noi bo

Tai sao lai phai phan ra thanh 3 khu vuc nay. D6 1a boi vi néu xép chung céc
may chii va client cing mot khu vuc, khi xay ra sy ¢6 tan cong tir bén ngoai hay
phét tan virus tir bén trong, su cd sé& lay sang cac may cha va l1am hong ca hé théng
mang.

Firewall Fortinet s& dat nd & trung tAm, nhu mot cau ndi diéu khién céac ludng
théng tin cho phép truy cap hay khéng truy cap.

- O Internal, ta s& mo firewall cho phép méy bén trong truy cap ra bén ngoai
External va Perimeter dé lay thong tin.

- O Perimeter, ta s& ma cho phép truy cap ra bén ngoai External.

Sau khi cdu hinh nhu trén, c6 thé giup hé théng tranh viéc bi tin cong vao

server, hay tranh lay nhiém virus tir cac may client sang server.
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Gia du, khi trong client giri mot goi tin ra bén ngoai mang, Firewall Fortinet sé
ma& cong cho goi tin d6 ra ngoai. Sau khi dén server bén ngoai va ho giri lai mét goi
tin, firewall s& mé cong dé cho goi tin d6 dén duoc may client vira méi giri ra ngoai.
D6 1a dé cho bén trong két ndi ra ngoai mang binh thuong. Nhung khi xay ra tan
cdng, ho s& chi c6 thé tin cong vao trong client, nhung khong thé tin cdng vao
server do ta khéng cd két ndi nao cho phép cac géi tin bén ngoai External duogc truy
cap vao trong Perimeter. Viéc lay lan virus théng qua céac goi tin bén trong mang
noi bo cling vay, do & khu vuc riéng biét nén su 1y lan sé& bi giam thiéu hoic c6 thé
tranh duoc néu phat hién va xu 1y dung phwong phép.

Sau khi phan tich vé tuong lta Fortinet, Hoc vién quyét dinh lya chon vi ch
phi dau tu, xay dung tuong ltra Fortinet Ia rat phi hop. Ngoai ra tuong lira Fortinet
rat manh trong viéc loc va diét Virus di qua.

2.4 Giai phap phan quyén dir liéu, mé cong twong lira cho phép
ngwoi dung truy cap thanh cong tir mang noi bo ciia doanh nghi€p vao hé
thong dir li¢u trén may chi do

Viéc xay dung tai khoan nguoi dung cua mdi cong ty, doanh nghiép cho phép
quan ly viéc truy cap va phan phéi cac dir liéu tiy vao tirng muc dich ca nhan cua
nhitng ngudi st dung, tranh truong hop ro ri cac thong tin quan trong hay cac hoat
dong phé hoai dir liéu khac.

Dé vao duogc hé théng thi phai dang nhap bang tai khoan dang va mat khau.
Dua vao thong tin tai khoan ma hé quan tri co so dit liéu s& xac minh dé cho phép
hay tir chdi quyén duoc truy cap vao co s dit lidu.

Sau khi xay dung danh s&ch tai khoan nguoi ding, ching ta can phan tai
khoan ra cac phong ban khac nhau tuy vao tirng phong ban mét. Viéc phan chia vao
cac phong ban giup quan ly céc théng tin ma tung nhan vién trong phong ban do
dugc phép truy cap hay khong. Chang han ta phan ra 2 phong ban 1a 1T va Sale, sau
d6 trén may chu ta tao 2 thu muc ciing 13 IT va Sale, roi ta phan quyén cho phép cac
tai khoan ¢ 2 phong ban nay truy cap vao thu muc ctia phong ban d6 nhung khong
duogc truy cap vao phong ban con lai. D6 1a cach hiéu qua dé quan ly dit liéu, tranh

viéc that thoat va cac truong hop khéng mong mudn.
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Do phan theo phong ban nén céc thu muc chtra dit liéu ciing can phai duoc loc
ki ndi dung dé dua vao cac thu muc thich hop, c¢6 hé théng nham dé quan ly, kiém
soat cac dau muc thdng tin theo ting phong ban.

Ngoai ra hé théng co s& dir liéu con xay dung thém ban phan quyén truy cap
dit liéu, tdy vao chirc vu nhu truéng phong, giam dbc, gido vién,... ma ta cho phép
cac quyén co ban ddi véi dir liéu 1a: Doc, stra, X6a, bd sung hoic khong cho phép
truy cap. Chang han nhan vién chi duoc phép xem, bd sung dit liéu, con trudng
phong méi ¢ quyén stra, x6a cac dit liéu d6. Pay hay con goi 1a phan tang quyén
truy cap co so dir ligu.

2.5 Mt s giai phap mé rong khac
2.5.1 Gidgi phap si# dung phan mém chéng Virus

Rat nhiéu ky thuat vién cua doanh nghiép bo qua budc nay, dic biét 1 cai trén
may cha va may chu 40. Cac may chii 40 da tach biét voi hé thong mang noi bo va
dua vao khu vec DMZ, nhung viéc nguoi dung truy cap téi thi ti 1€ 1ay lan Virus
qua cac File tai liéu van c6 thé xay ra cao. Dac biét nhitng Hacker ho chén cac
Trojan vao trong File va giri ti thu muc nguoi ding roi 1y qua File tir nguoi ding
day 1én may chi 40. Qua d6 chiing ta van phai can cai chuong trinh diét Virus trén
may chu o dé quét va dua ra canh bao sém nhat. Nhiing phan mém cho may cha
phd bién nhu: BKAV, AVIRA, Kaspersky....

2.5.2 Ldp chinh sach an toan théng tin cho hé théng

Mot chinh sach an toan thdng tin cho hé thdng (hay con goi la chinh séch con
ngudi) phai gom nhiéu cac chinh sach duoc két hop véi nhau va dugc tuan tha
nghiém ngit dé co thé tao hiéu qua cao nhat. Cac chinh sach thudng c6 trong mot
chinh sach an toan thdng tin cho hé théng la:

Chinh sach nhan vién ngi b

- Pau tién phai c¢d chinh sach cap nhan, cang cao chuyén mén sir dung cong
nghé théng tin va an toan khi st dung Internet. Phai nam dugc phuwong phap khong

dé 16 mat khau, phuong phap kiém tra link gan Trojan, va tuyét dbi khong ding
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nhap vao nhimg trang web den, web phan dong.... Bdng thoi dao tao nang cao ky
nang st dung nghiép vu may tinh.

- Phan quyén thu muc cho cac phong ban, hudng dan va nim bat dugc céach
truy cap dir liéu.

- Pua ra nhitng ché tai, nhitng quy dinh bang vin ban dé moi ngudi tuan tha
va ky vao d6, khi xay ra s& xét theo tirng quyén loi, nghia vu dé nhic nha, xir phat.

Chinh sach cho khach hang

Khi khach hang dén doanh nghiép thi hé théng phai ¢ nhitng tai khoan dang
nhap riéng, phai dwa vao ving mang c6 hé thong Firewall kiém soat cao do, ¢6 ché
doc loc, phét hién Virus, phat hién xam nhap dé d¢am bao ho khdng thé vuot qua
duoc nhitng birc tudng bao vé hé thdng caa doanh nghiép. C6 thé tach VLAN dé ho
ding riéng, dac biét khdng cap tai khoan vao thang dit liéu trung tdm cua doanh
nghiép.

Chinh sach cho cac ddi tac

Véi ddi tac c6 thé phai can tai thiét 1ap mot kénh truyén riéng hoic tao ra cac
két ndi bang VPN va c6 IPSEC. Ngoai ra nhitng thiét bi cua doi tdc dem toi ciing
phai dit vao vung riéng nhu cam USB vao may cha quét Virus truéc réi méi cho
phép sao luu hoac Copy tai liéu.

Chinh sach Quan ly tai san va thiét bi

Phai c6 phan mém giam sat va quan Iy tai san vé ca phan cang 1an phan mém,
d6i véi phan cang thi quy dinh mdy nao dung chung, may nao dung riéng dé tach
khu vuc. P6i vai phan mém thi phai quy dinh phong ban va quyén truy cap, hé
thdng ghi log & cac khu vyc do.

Céc thiét bi duoc ban giao phai c6 ngay gio, trang thai, dir liéu va mot sé tinh
nang kém theo.

Lip dat hé théng Camera bo sung cho viéc giam sét.

Xac dinh nhitng rii ro va nguy co tir d6 dwa ra phwong 4n cu thé.
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2.7 Két luén chwong 2
Chuong 2 cta luan van da nghién ctru cac giai phap bao mat déi véi may cha
a0 chay trén nén tang Ao hoa va nhiing chinh sach hd tro cho ngudi dung khi truy
cap va phai tuan tha cac chinh sach an toan théng tin cua cong ty. Can phai phdi
hop cac chinh sach lai tao chudi lién két thi méi tang gia tri cao, chéng lai mat mat

dir liéu va anh huong téi hoat dong cua doanh nghiép.
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Chuwong 3: PE XUAT GIAI PHAP BAO MAT MAY CHU AO
TRONG HE THONG AO HOA TAI VIEN KHOA HQC
CONG NGHE SANG TAO VIET NAM

Churong nay sé khdo sat vé hé thong Ao héa tai Vién Khoa hoc céng nghé
sdang tao Viét Nam va dé xudt iing dung, xdy dung ciing nhw dwa cdc gidi phdp da
nghién cieu trong chwong 2 cho hé thong mdy chii do tai Vién Khoa hoc céng nghé
sang tqo Viét Nam.

3.1 Khao sat thwe trang thuc té vé hé thong Ao hoa tai Vién Khoa
hoc cong nghé sang tao Viét Nam

3.1.1 Chikc ndng, trang thiét bj va mo hinh hign c6 ciia hé théng mang
Vién Khoa hec cong nghé sang tgo Viét Nam

" E N

Quan |y Ernal Quan Iyweh uan ry File, nhan

I—J Tang 1 - VLAN 10
‘I’ SW 3750
%
/ SW 3750
\ ing 2 -
| FTTHSO0Mbps ['¢ ==
Router 3725
. Tang3 - VLAN 12
Heé thong mang hién tai cua
Vién Khoa hoc Cong nghé Sang tao Viét Nam

Hinh 3.1: M6 hinh mang hién tai Vién Khoa hoc Cong nghé Sang tao Viét Nam
Hé thdng mang hién tai dang sir dung kién tric md hinh mang Client - Server
nham chia sé dix liéu tir cdc may chu téi cac may con. Véi kién tric mang hinh sao
& CAC tang, ta s& dat duoc tdc d6 nhanh nhat c6 thé, kiém soét tot khi xay ra 15i ciing

nhu mé rong tly y mudn trong toan hé thong.
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Ha tang mang duoc phan cip: may tinh cua cac phong ban s& két ndi t6i cac
Switch cua céc tang, tir Switch céc tang két ndi tgi Switch téng cua toa nha. Switch
t6ng két ndi t&i Router 3725 rdi ra ngoai Internet.

Hé thong may cha Web, Mail, File két néi vao Core Switch. Hé thong Core
Switch két néi ra Router 3725 dé ra ngoai Internet.

- S6 lugng phong ban va cac don vi truc thudc sir dung may tinh 12 7.

- Tong sé may tinh cho can bo nhan vién 1a 110.

- S6 lugng may chi 1a 08 may dat tap trung: 2 may quan ly File Server, 3
may chu chay Website cua Vién (https://www.victs.vn) va cac phong ban, 3 may
chu chay dich vu: Email, DHCP va DNS.

- Sb lugng Switch layer 3 1a: 2 Switch 3750

- Sb lugng Switch & cac tang 1a 6 Access Switch.

- Sb luong tong dai noi bo dung 1P 1a 1

- S6 lugng Camera sir dung 18 chiéc.

- S6 luong duong truyén 1a 1 ra ngoai Internet: Fpt (FTTH)

3.1.2 Yéu cdu si dung

- Hé thdng phai ludn két ndi duoc Internet.

- Hé thong Firewall phai bao vé hé théng may chu va ngudi dung 24/7 .

- C4c dich vu File, Mail, Web luén phai 6n dinh dé can bo nhan vién trong
Vién c6 thé sir dung. Ludn ludn kiém soat duoc sé lwong nguoi truy cap dich vu.

- Dir liéu tai cac phong ban phai dugc tap trung, khéng phan tan, dé quan ly,
dugc phan quyén phd hop véi chuc trach.

- Kha ning cung g cao, dap tmg duoc mot lwong Ion két ndi vao trong hay
ra ngoai mang ma van giir duoc su 6n dinh.

- Tiét kiém dién ning va cac chi phi tdi vu nhat cho phong may chu.

- Phai ¢6 sao luu va Backup dit liéu nhanh chéng.

- Thuan tién mé rong hé thdng trong twong lai.
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3.1.3 Hién trang céc vdn dé lién quan trong qua trinh vgn hanh, khai
thac mang may tinh tai Viégn Khoa hgc Cong nghé Sang teo Viét Nam

- Hé thdng hién tai hoat dong rat 6n dinh va chua xay ra su ¢b gi 16n, nhung
hién tai hé thong khong c6 Firewall dé bao vé hé théng mang LAN va hé théng may
cha. Khi c6 nhitng Hacker hoic mét sé ngudi co6 ¥ dd xau tin cong thi hé thdng
khong c6 phuong an hoic giai phap phong chéng ciing nhu dua ra co ché dy phong.

- C6 t6i 8 may chu chay cac dich vu, cling nhu cac dich vu dang chay 1a 6n
dinh va rat tt, nhung néu mot may cha xay ra hong hoc dot ngot thi dich vu d6 phai
tam ding. Ngoai ra khi hoc vién st dung pham mém do luong hiéu nang hoat dong
ctia cac may chu thi lugng CPU, RAM, O cung con tréng trén cac may cha Ia rat
nhiéu (chi hoat dong tam 35% c6ng suat so Vi cau hinh vat Iy).

- Ngoai ra hé théng khong cé dich vu phat hién tin cong sém hoic dua ra
canh béo sém dé ki thuat vién kip thoi dua ra nhitng tinh hudng xu ly 1am giam

thiét hai khi hé théng bi tan cong.

3.2 Kién nghi dé xuat cac giai phap bao mat may chii 4o trong hé
thong Ao héa tai Vién Khoa hoc cong nghé sang tao Viét Nam

Dé dam bao bao mat cho hé théng va tiét kiém tai nguyén ciing nhu ning cao
hiéu qua 1am viéc cua cac may cha trong hé théng mang, t6i xin dé xuat giai phap

nhu sau:

3.2.1 Gidi phap ha tang mang

Str dung Firewall Fortinet 140D thay thé Router 3725, vira dinh tuyén vira
bao mat hé théng mang. Trén Fortinet 140D ta tach thanh 3 khu vuc: mang LAN,
Mang WAN va DMZ. Khu vuc DMZ s& xay dung ha ting Ao hda rdi tao ra céac
may chi ao dé cai dit cac dich vu.

Khu vuc mang LAN di st dung Switch Cisco 3750 c6 tinh ning dinh tuyén
va da tach VLAN chi can bat tinh ning dinh tuyén d6 vé Default Root va tro ra

cong két ndi véi Fortinet 140D 14 tin hiéu s& truyén vé dugc Firewall.
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Khu vie WAN can bé sung thém mot duong Internet, mot dudng binh thuong
s& phuc vu cho mang LAN di ra ngoai, va mot duong dé tir bén ngoai truy cap vao
ha tang may chu 4o, khi mot dudng xay ra su ¢ thi dudng con lai ¢ thé du phong
cho nhau tang tinh 6n dinh.

Déi véi khu vu mang DMZ, trén Switch 3750 ta bt tinh ning Default Root
va tré vé cong két ndi voi Fortinet 140D. Ddng thoi tach VLAN twong wng voi s6
VLAN bén trong ha ting 40 héa. Trong ha tang ao hoa ta ciing tich VLAN va bat
tinh ning Trunking ctia Switch a0 dé dong bo vai Switch vat Iy bén ngoai.

Cac may chu a0 hoa chi can cam vao VLAN trong Switch 4o va Port turong
ng 1 s& két ndi duoc ra ngoai.

Pé sém phat hién xam nhap va tan cong (IDS/IPS) vao ha tang may chu ao,
ta s& tao ra mot may chu 40 va cai teong lira mém Pfsense, sau d6 cai dat Snort trén

Pfsense, ling nghe trén Switch 3750.

Tang1- VLAN 10

&=

nf 2
B

.n
&

SW 3750

SW 3750
WAN
Viettel -- Tang2 - VLAN 11

FTTH 80Mbps -. i - g_. !

! VNPT LAN
FTTH 80Mbps —-_.

.n
®

IE) 3
B

f

Firewall Fortinet 140D

Tang3 - VLAN 12

&5 ¢

.n
| %

o8
n

b
el

Hinh 3.2: Hé théng mang du kién cia Vién Khoa hoc cong nghé Sang tao Viét Nam

3.2.2 Gidi thigu mét sé gidi phap an toan da liéu
Pé dam bao an toan dix liéu em s& ding mot s6 phuong an nhu sau:



29

- Thuc hién phan quyén truy cap di liéu: Boi véi cac phong ban ta s& phan
quyén tly theo tirng yéu cau cia phong ban d6. Nhung chi nhan vién trong phong
ban d6 méi xem dugc dit liéu cua ho, cac phong ban khac khong xem duoc.

- Thuc hién dat lich Sao luu dir liéu dinh ky va khéi phuc dir liéu khi bi hong
hodc xay ra sy cd. Tinh ning nay co san trén Windows Server va hoat dong rat hiéu
qua.

- B4i voi may chu chay hé diéu hanh Linux thi ta c6 thé ding Snapshort trén
LVM (Logical Volume Manager).

- O tirng phong ban ching ta c6 thé dat mat khau hoic ma hoéa dii liéu cho
tirng phong ban d6 néu can thiét.

- Sao luu dir liéu 1én Cloud cua Google hoic mot sé dich vu Cloud ciing 1a
mot giai phap rat tét.

- Ngoai ra can sir dung ban quyén cho nhiing phan mém diét virus trén may

nguoi ding ciing nhu trén may cha ao dé tranh bi virus gay hai tai di liéu.

3.2.3 Gigi thigu gidi phdp cho ngwoi sir dung

- Mdi nguoi dung can phai ty bao vé mat khau, thdng tin vé tai khoan trén
Local hoac may ca nhan dugc tham gia vao Domain.

Nguoi dung luén ludn phai tuan thu chinh sach an ninh cia hé thong mot
cach nghiém ngit, dong thoi két hop véi nhitng chinh sach ki luat caa Vién khi xay
ra sy ¢b lién quan toi nguoi dung.

Thuc hién ngau nhién nhitng phuong an co ban nhur do x6a file, do cac cuoc
tan cong bang tay dé tim ra thu pham ngay bén trong hé théng.

3.3 Thuc hién thir nghiém va danh gia mét so giai phap bao mat hé
thong Ao hoa

3.3.1 Nhang ngi dung thazec hién thi nghiém

- Trién khai twong lra Fortinet va tach 3 khu vuc ddng thoi cho phép ngudi
ding tir trong LAN truy cap ra Internet va truy cap vao dich vu Web trong hé théng
may chu a0, dong thoi Public Web ra ngoai Internet.

- Cai dat ha tang ao héa bang VMWare ESXi, VVcenter ban 5.5
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- Cau hinh VLAN trén Switch 3750 khu vuc DMZ va dong bo véi Switch ao
trong ha tang 40 héa cia VMWare ESXi va VVCenter.

- Tao may chu 40 trén ha ting 40 héa.

- Thuc hién céu hinh dich vu Snort trén may chu Pfsense.

- Phan quyén truy cap dix liéu trén may chu File Server.

- Sao luu dir liéu trén File Server.

(1) Trién khai twong lira Fortinet va tach 3 khu vuc

Trong phan thuc hién cau hinh sé& chia 1am 3 khu vyc: phia mang WAN (2
duong mang), khu vuc mang LAN va khu vuec DMZ, tao cac Rule can thiét.

Qua trinh chia cac khu vuc gidp dé quan ly ludng truy cap, dong thoi tranh
duogc lay lan tryc tiép ma doc va chéng lai nhitng dot tin céng tir bén ngoai vao
hozc bén trong toi hé thong may chu.

Cac budéc trién khai:

- Pang nhap vao Firewall Fortinet sau d6 st dung cau lénh “get system
interface physical” dé xem cac théng tin trén Interface. Ngoai ra ta ciing co thé dang

nhap qua giao dién Web dé cau hinh. Ching ta vao phan Interface dé cau hinh:
[ vMame | Type | TIP/Netmask |

PING, HTTPS, S5H, SNMP, HTTF,

porti  (vlani1) Physical 11.0.0.1 255.255.255.0
FING, HTTFS, S5H, SNMP, HTTP,
portz  (vianiz) Physical 12.0.0.1 255.255.255.0 A
PING, HTTFS, S5H, SNMP, HTTP,
ports  (vlani3) Physical 13.0.0.1 255.255.255.0 A
portd  (DMZ) Physical 20.0.0.1 255.255.255.0
ports  (WANI) Physical 10.0.0.20 255.255.255.0 RLTep Rty 25 Sl b
TELNET
porté  (WAN2) Physical 9.0.0.10 255.255.255.0 PING, HWPST'EELSNEFSNMP' HTTF,

Hinh 3.3: C4u hinh cac Interface
- Trong Static Router, chling ta thuc hién cau hinh theo cac buéc sau:

Edit Static Route

Device ports (WAN) ¥

Gateway 10.0.0.1

Distance 10 (1-255, Default=10)

Priority 0 (0-4204967295)

Comments ‘Write a comment... ~ | 0/253

0K | Cancel
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T S T S T S

0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

10.0.0.1
9.0.0.1

Hinh 3.4: Két qua sau khi chinh Static Route
- Trong phan Policy thuc hién thiét lap Rule, mo cac két ndi di tir VLAN

sang khu vuc DMZ va WANL, con tir DMZ ra duoc 2 WAN (Bit tinh nang NAT ).

1 portl ports
port2
port3
2 portl port4
port2
port3
3 port4 ports
E port4 port6

=l all

=l all

=l all
=l all

=] all I always 7 ALL
=] all I always 7 ALL
=l all I always I ALL
=l all I always I ALL

Hinh 3.5: C4u hinh céc Policy

v Accept

v Accept

v Accept

v Accept

- Thuc hién Publish Website tir trong DMZ ra ngoai Internet: vao Virtual IPs,

thuc hién tao mot Virtual 1P Mapping.

MName
Comments
Extarnal Interface
Type

Source Address Filter
External IP Address/Range
Mapped IP Address/Range

« Port Forwarding
Protocol

External Service Port

Map to Port

Publish web

Write a comment... ¥ | 07255
ports (WAN) v

Static NAT

10.0.0.50 -(10.0.0.50
20.0.0.100 - 20.0.0.100

& TCP uDp SCTP
80 - |80
B0 - |80

| 0K | Cancel

Hinh 3.6: Thuc hién Edit Virtual 1P Mapping
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- Thuc hién Edit VIP Group

Group Name Publish Website
Comments Writ > | 0
Interface port5S (WAN)
Members Publish Web L
OK | Cancel

Hinh 3.7: dat tén Publish Website
- Thuc hién thém Rule méi trong phan Policy dé Public Web ra dia chi IP

bén ngoai.

Policy Type &) Firewall VPN

Policy Subtype # Address User Identity Device Identity

Incoming Interface ports (WAaN) w
Source Address = all o
Qutgoing Interface portd (DMZ) s
Destination Address Publish Website s/
Schedule T always -
Service ~ HTTP -/
Action v BCCEPT -

«| Enable NAT
® Use Destination Interface Address Fixed Port

Use Dynamic IP Pool Click to add...

Hinh 3.8: Twr trong DMZ ta thuc hién Publish Web ra ngoai mang
- Pé kiém tra cau hinh thanh coéng hay chua ching ta thuc hién lénh Ping

8.8.8.8 va sir dung cong cu Nmap dé quét Port dau ngoai (néu xanh s& I thanh

cong)

aximum = 6dms,

Hinh 3.9: Sau khi cau hinh Fortinet ching ta sé ping kiém tra
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- DUng Nmap thwc hién Scan Port ta c6 két qua:

PORT STATE SERVICE
80/tcp open http

Hinh 3.10: Test Public Web & diu ngoai bang Nmap.
Khi Public may chu 4o ciing thuc hién giéng Public Web gitp nhan vién c6

thé truy cap téi dit liéu cia may chu ao.

Panh gia giai phap dwa trén két qua trién khai:

- Tinh chinh xac: hé thong tuong lira ciia Fortinet dua ra bao cdo ¢ do chinh
X4c cao vé bao mat. Gilp phat hién sém cac cudc tan cong truc tiép vao hé thong.

- Tinh hiéu qua: c6 d6 hiéu qua cao, dam bao bang thong dir liéu nguoi dung
ra vao hiéu qua. Khi hé théng duogc chia cac khu vuc giap dé quan ly ludng truy
cap, dong thoi tranh duoc lay lan tryc tiép ma doc va chong lai nhitng dot tan cong
tir bén ngoai vao hozc bén trong toi hé théng may chu.

- Tinh bao mat va an toan: duoc danh gia cao vé tinh bao mat, Khi dung phan
mém Scanport thi cac Port déu dong va dam bao yéu cau.

- Sur hai 1ong: giao dién d& cau hinh va quan tri, tinh twong thich cao.

(2) Cai dat ha ting 40 hoa bang VMWare ESXi, Vcenter

Pau tién ching ta tai file ISO cuia ESXi 5.5 va File VVcenter 5.5 vé, tao Boot
tir CD hoac USB

Qua trinh cai dat ESXi 5.5

- Load cac file can thiét
Loading ESXi installer

oad img fthoot . HBO
img /b, bBao

i|||| useropls.gz
1 Jk . hiBa
a . b
ata-pata.vib

Hinh 3.11: Load file chinh khi cai dat
- Théng tin phan cimg
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Hinh 3.12: Thong tin phan cimg dwoc hién thi
- Nhén [Enter]

Helcome to the VMuare ESXi 5.0.0 Installation

VMuare ESXi 5.0.8 installs on most systems but only
systemns on VMuare’s Compatibility Guide are supported.

Consult the VMuare Compatibility Guide at:
http://uuu.vauare .con/resources/conpat ibility

Select the operation to perforn.

Hinh 3.13: Pé tiép tuc cai dit ESXi ta Enter
- Nhén F11 & ddng y cac diéu khoan

Use the arrow keys to scroll the EULA text

Hinh 3.14: Chon F11 dé tiép tuc
- Chon 6 ctng dé cai dit vSphere ESXi 5.0
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Viuware, WHuware Virtwval 5 (mpx.vnmhbal :CO:TB:LB) 10.80 GiB

(Esc) Cancel (F1) Details (FS) Refresh (Enter) Cont inue

Hinh 3.15: chon 6 cirng dé cai dit
- Sau d6 nhap Password cho quyén Root.

Passuwords match.

(Esc) Cancel (F9) Back (Enter) Continue

Hinh 3.16: nhap mat khiu cho Root
- Qué trinh cai dit bat dau.

Hinh 3.17: Qua trinh cai dit duwgc thyc hién
- Sau khi cai dat xong chon Enter dé khai dong lai
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(Enter) Reboot

Hinh 3.18: Sau khi cai

dat xong tai khéi dong lai

- Sau khi khoi dong lai ban vao cau hinh Card mang

Systen Customizotion Conf igure Ranogenent Metuork
Conf lgure Possword Mo tnane
Conf igure Lockdown Mode banbe it

IP Mixess
192.168.15.218

Test
i it
ot esnost g Ot foms
View Systen Logs

View Support Infornat lon
Reset Systen Conf igurat lon

Hinh 3.19: chgn Configure Management Network
- C4u hinh Ipv4 cho ESXi Server: 66.0.0.6/24

- C4u hinh DNS tr6 vé 8.8.8.8
- Sau khi cau hinh xong thi kho dong lai va dung vSphere Client két néi vao
hé théng may chu ESXi ta c6 két qua:

(%) 66.0.0.6 - vSphere Client - O X
File Edit View Inventory Administration Plug-ins Help
B8 ‘g Home b gf Inventory b [l Inventory
4+
& &
. A
What is a Host?
A host is a computer that uses virtualization software, such Virtual Machines A
as ESX or ESXI, to run virtual machines. Hosts provide the
CPU and memory resources that virtual machines use and
give virtual machines access fo storage and network
connectivity.
‘You can add a virtual machine to a host by creating a new
one or by deploying a virtual appliance.
The easiest way to add a virtual machine is to deploy a
virtual appliance. A virtual appliance is a pre-built virtual
machine with an operating system and software already
inctalled A new virtlial marhine will need an nneratinn
>
Recent Tasks Name, Target or Status contains: ~ Clear %X
Name | Target | Status | Details | Initiated by | Reguested Start Ti... — | Start Time | Completed "
¥4 Autopoweron 66.0.0.6 @ Completsd root 5/15/20219:40:30 AM  5/15/2021 9:40:30 AM  5/15/2021 9
< >
[£ Tasks | |Evalustion Mode: 60 days remaining |root 4

Hinh 3.20: Sau khi cai dit thanh cong ESXi va két néi tir vSphere Client
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Qua trinh cai dat VVcenter 5.5

- Can chuan bi mot Hé diéu hanh Windows Server 2012

- Yéu cau phan ciing

Dé cai vCenter 5 Chling ta tao mot may chu tdi thiéu c6: 2 CPU 64-bit hoic
1 CPU 64-bit core i3 hoac hoic cao hon.

Ngoai ra cd thé cai vCenter 1&n 1 Server vat ly hoic 1 Server ao, ching ta
nén cd tbi thiéu 4Gb RAM néu chi cai vCenter Server,

Chung ta can 4GB 6 ciing néu chi cai vCenter Server, 60 — 100GB néu
vCenter Server, vCenter Single Sign-On va vCenter Inventory Service cung cai dat
l&n cing 1 server. yéu cau dia ctng c6 thé con cao hon nita néu database cua ching
ta cung trén server nay.

- Cho File Boot bang USB hoic file ISO vao tién hanh cai dat
2 - cEHE

vmware vSphere' 5.5

VMware vCenter Installer

Vidware vCenter Server Simple Install

Simple Install Simple install instaiis vCenter Single Sign-On, vSphere Web Client, vCenter inventory

Senvdce, and vCenter Server on the same host or virtual machine.
Custom Install

vCenter Single Sign-On Alternalively, to customize the location and set up of each component, use the Custom
| Install method to install the components separately Install components in this order

vSphera Web Client

vCenter Inventory Senice

vCenler Server

Viware vCenter Desktop Chient

VMware vSphere Chent -
For alist of information you need to install these components, see the instaliation chacklist

Vitware vCenter Support Tools htp iwww vmware cominfo?id=1266

vSphere Update Manager

Prerequisites
vSphere ESXi Dump Collector None

vSphere Syslog Collector

vEphere Autlo Deploy

vSphere Authenbication Proxy

Host Agent Pre-Upgrade Checker
vCenter Certiicate Automation Tool

Explore Media Exit

Hinh 3.21: Cai dat Vmware vCenter
- Chung ta dat mau khau cho tai khoan Administrator
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vCenter Single Sign-On Information

Set the password for administrator account in default domain

Domain Mame: Ivsphere.loal
User name: I.ﬁ\dministrator
Password: || ssssessREEe |
Confirm Password: ” LTI |

Back || Next | [ Ccancel

Hinh 3.22: Pit mat khau cho tai khoan Administrator

- Pé tiép tuc qua trinh cai dit ta chon Next va qua trinh bit dau:

Installing VMware vCenter Inventory Service
The program features you selected are being installed.

Please wait while the InstallShield Wizard installs vMware vCenter Inventory
Service. This may take several minutes.

Status:

Copying new files

Hinh 3.23: Bit dau cai dit
- Tiép theo chon Install a Microsoft SQL Server 2008
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Database Options
Select an QDBC data source for wCenter Server,

vCenter Server requires a database.

® Install a Microsoft SQL Server 2008 Express instance
This option anly suports deployments with up to 5 hosts ar 50 virtual machines

() Use an existing supported database

Datz Source Mame (DEM): | (Enter a 64-bit system DSM)

MOTE: There is no DS thak =n be used. WMweare vCenber Server requires a G-k
sysiem DS with supporied Eypes of dafabeses and versions of drivers.

Installshield

Hinh 3.24: chgn vCenDB
- Phan Fully Qualified Domain Name dé mic dinh va chon Next

vCenter Server Service

Enter the vCenter Server service account information.

By default, the vCenter Server service runs in the Windows Local System account. To run
the wCenter Server service in another administrative user service account, deselect the
chedkbox and provide the account credentials.

[#] Use Windows Local System Account

Account name: IAdministrabJr
Account password: ||
Fully Qualified Domain Mame: ISF‘.'I.l'lE—Ul

SECURITY ADVISORY: The vCenter Server installer grants the "Loag on as a service” right
to the account you spedify.

InstallShield

| <Back ||  mMext> || cancel |
e

Hinh 3.25: Néu ban c6 tén mién day da thi thuc hién dién tai day
- bién mat khau Administrator tring véi mat khau ban dau khai tao
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vCenter Single Sign On Information
Register vCenter Server with vCenter Single Sign On (550).

S50 administrator user name: |administrator@'vsphere.lnml

S50 administrator password:

Lookup Service URL:

|htt|:|s:HEG.U.U.Q:?Wﬂathpservicefsdk

InstallShield

Hinh 3.26: Pién mat khdu Administrator ban dau khéi tao
- Trong phan vCenter Inventory Service URL nhé Port: 10443 chon Next

vCenter Inventory Service Information.

Enter wCenter Inventory Service information.

vCenter Server requires the following information to register with YMware vCenter Inventory
Service, Make sure both vCenter Inventory Service and Lookup Service are running.

Lookup Service URL:
|htt|:|s:,."f66.0.ﬂ.9:?444,|'1cnlmpservicefsdk

vCenter Inventory Service URL:

Example: https://server.mydomain.com; 10443

InstallShield

Hinh 3.27: Port 10443
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- Thuc hién cai dat vCenter Server

@ VMware vCenter Installer =88] %

vmware vSphere® 5.5

VMware vCenter Server VMware® vCenter Server™

Simple Install o0 and

ong virtual

Custom Install

Installing VMware vCenter Server

vCenter Single Sign-0f
vSphere Web Client

vCenter Inventory Se

The program features you selected are being installed. Linked Mode

Please wait while the installation wizard installs VMware vCenter Server. n checklist
This may take several minutes,

VMware vCenter Desktop
VMware vSphere Client

VMware vCenter Support
vSphere Update Manager]
wSphere ESXi Dump Coll
wSphere Syslog Collector|

Status:
Starting services

vSphere Auto Deploy
vSphere Authentication Py
Host Agent Pre-Uparade |1 1rstalishield

vCenter Certificate Autom)

Install

Hinh 3.28: thuc hién cai dat vCenter Server
- Sau khi cai dit thanh cong, chiing ta ddng nhap ban vSphere Client

File Edit View Inventory Adminstration Plug-ins Help
B B | rome » g iventoy b [ Hostsand Gustens Bg] sexrch toventory Q
¢ B
E; VCENTER
L) Datacenters  Virtual Machines . Hosts  Tasks ASvents . Alarmz . Permissions ' Maps
~
) Create a datacenter
Welcome to vCenter Server
You're ready to set up vCenler Server The first step is
creating a datacenter
A datacenter contains all inventory objects such as hosts and
virtual machines. You might need only one datacenter. Large
companies might use multiple datacenters to represent
organizational units in their enterprise
v
To get started, click Create a datacenter X
< >
Recent Tasks Narme, Target or Status contains: ~ Clear X

Hinh 3.29: két qua sau khi cai dit va ding nhap thanh céng
Panh gia giai phap dwa trén két qua trién khai:
- Tinh chinh xé4c: khi cai dat hé théng rat khéng xay ra 13i, khdng phai sta

hodc bd sung, twong thich cao v&i phan ctng.
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- Tinh hiéu qua: khi tich hop thanh cong dem lai hiéu ning hoat dong rat tét,
tao su lién két va dich chuyén may chu truc tiép ma khong bi ding hoic treo dich
vu.

- Tinh bao mat va an toan: ha ting 40 héa cuia VMWare duoc cac hdng, cac
chuyén gia danh gia 13 c6 d6 bao mat cao vé cau tric hé théng.

- Sy hai long: giao dién don gian gilp thuan tién cai dat, dé dung va quan tri.

(3) Cau hinh VLAN trén Switch 3750 khu vwe DMZ va déng bd véi
Switch 4o trong ha ting 4o hoa cia VMWare ESXi va VCenter

CAu hinh chia VLAN trén Switch 3750

SWC(config)#vlan 22

SWC(config-vlan)#name VLAN22

SWC(config-vlan)#vlan 23

SWC(config-vlan)#name VLAN23

SWC(config-vlan)#exit

SWC(config)#

SWC(config)#int range f0/1-5

SWC(config-if-range)#switchport trunk encapsulation dotlq

SWC(config-if-range)#switchport mode trunk

SWC(config-if-range)#exit

SWC(config)#

SWC(config)#int vlan 1

SWC(config-if)#ip add 10.0.0.254 255.255.255.0

SWC(config-if)#ip helper-address 10.0.0.6

SWC(config-if)#no shut

SWC(config-if)#exit

SWC(config)#

SWC(config)#int vlan 22

SWC(config-if)#ip add 22.0.0.254 255.255.255.0

SWC(config-if)#ip helper-address 10.0.0.6
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SWC(config-if)#no shut

SWC(config-if)#exit

SWC(config)#

SWC(config)#int vlan 23

SWC(config-if)#ip add 23.0.0.254 255.255.255.0
SWC(config-if)#ip helper-address 10.0.0.6
SWC(config-if)#no shut

SWC(config-if)#exit

SWC(config)#

SWC(config)#ip routing (cho phép dinh tuyén)
SWC(config)#ip route 0.0.0.0 0.0.0.0 10.0.0.1 (duong ra Internet VLAN1)
SWC(config)#

Cau hinh VLAN trén Switch ao caa vCenter

- Trén vSphere Client ta chon Home rdi chon Networking

(%) SRV12-01 - vSphere Client - m] X
P!
File Edit View Inventory Administration Plug-ins Help
@ £ | f) Home 58] = Search Inventar: Q
Inventory
= B ® 8 €
Q e
Search Hosts and Clusters VMs and Datastores and Networking
Templates Datastore Clusters
Administration
@ =) - -
s 2 a8 5 2 &
Raoles Sessions Licensing System Logs vCenter Server wCenter Solutions ~ Storage Providers ~ vCenter Service
Settings Manager Status
Management
) ; P i ) @5 Y
Scheduled Tasks Events Maps Host Profiles VM Storage Customization
Profile Specifications
Manager
Recent Tasks Mame, Target or Status contains: - Clear %
Name Target Status Details Initiated by vCenter Server Requested Start Ti... = | Start Time Cor A
¥ Add standalone host B victs @ Completed VSPHERELO.. [ SRViz-D1 5/15/2021 10:01:53 ..  5/15/2021 10:01:53 .. 5/1!
Q Rename datacenter J—,‘_‘ NewDatacenter @& Completed VSPHERE.LO... E SRV12-01 5/15/202110:01:20 ...  5/15/202110:01:20 ... 51,
< >
& Tasks @ Alarms Evaluation Mode: 60 days remaining  [VSPHERE.LOCAL\Administrator
— — =!

Hinh 3.30: chgn Networking
- Tao Switch ao dat tén la VLAN22: Chon New vSphre Distributed Switch
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(3 SRV12-01 - vSphere Client

File Edit View Inventery Administration Plug-ins Help

Home b g Inventory b @ Metworking

e
New Folder Ctrl+F
i New Cluster... Crl+L close tab [X] ~
#  New Datastore Cluster ler view in the vSphere Client. Other
E"  AddHost.. Ctrl+H h as Virtual Machines and
&' New Virtual Machine... Ctrl«N nd Datastore Clusters, and Networks,
= New VSphere Distri Switch..  Ctrl<K ‘ al inventory that build on or support
gtacenters, hosts, and virtual
Add Datastore... to use other views in the vSphere
Rescan for Datastores... Bsic inventory in the Host and
B Migrate Virtual Machine Networking...
Add Permission... Ctrl+P nventory, click View Hosts and
Alarm »
Open in New Window... Ctrl+Alt+N ters
Remove
Rename
v
Recent Tasks Name, Target or Status contains: ~ Clear X
Name | Target | status | Details | Initiated by | vCenter Server | Requested Start Ti... = | Start Time | Completed Time [ A
¥ Add standalone host g victs @ completsd VSPHERELO.. (3 SRV12-01 5/15/2021 10:22:34 5/15/2021 10:22:34 ... 5/15/2021 10:23:05 ..
¥ Rename datacenter NewDatacenter &  Completed VSPHERELO... [l SRV12-01 5/15/2021 10: 5/15/202110:20:57 ...  5/15/2021 10:20:57 ..
¥ Create datacenter & sRviz0n @ Completed VSPHERELO.. (5 SRV12-01 5/15/2021 10: 5/15/2021 10:20:46 ... 5(15/2021 10:20:46 ..,

[€ Tasks @ Alarms |

[Evaluation Mode: 60 days remaining [VSPHERE.LOCAL\Administrator

Hinh 3.31: Tao Switch a0 VLAN22

- bat tén Switch a0 la VLAN22

@ Create vSphere Distributed Switch

General Properties
Spedfy the vSphere distributed switch properties.

- [m] X

vSphere Distributed Switch Version: 5.5.0

General

Select VDS Version

General Properties Mame:
Add Hosts and Physical Adapters

Ready to Complete Mumber of uplink ports:

Maximum number of physical adapters per host

CORE-VLAN22

Your part groups will go here.

ElUplink ports
B3 dvUplink1(0 Hosts)
&4 dvUplink2 (0 Hosts)

Help |

< Back Cancel

| Mext = I

Hinh 3.32: it tén cho Core-VLAN22
- Gan Card mang tuong tng cong ra Switch vay ly
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(&) Create vSphere Distributed Switch - O x

Add Hosts and Physical Adapters vSphere Distributed Switch Version: 5.5.0
Select hosts and physical adapters to add to the new vSphere distributed switch.

Select VDS Version When do you want to add hosts and their physical adapters to the new vSphere distributed switch?
General Properties & Addnow
Add Hosts and Physical Adapters  ~ Add later
Ready to Complete
Settings... View Incompatible Hosts. ..
Host/Physical adapters In use by switch Settings
B B e60.06 View Details..
Select physical adapters
@ vmnict - View Details...
Oem vmnic2 - View Details...

Help < Back | Next > I Cancel

Hinh 3.33: gan card mang vmnicl
- Chon Finish

(%) Create vSphere Distributed Switch - m] *

Ready to Complete vSphere Distributed Switch Version: 5.5.0
Verify the settings for the new vSphere distributed switch.

Select VDS Version

General Properties

Add Hosts and Physical Adapters
Ready to Complete

W automatically create a default port group

CORE-VLAN22

@ dvPortGroup = Uplink poris

VLAN ID: - [= 4 dvUplink1 (1 Host)
Virtual Machines (0} [ vmnicl 66.0.0.6

&3 dvuplink2 (1 Host)

1 New Port 66.0.0.6

Help < Back | Finish I Cancel

Hinh 3.34: Tw d§ng tao Port mic dinh
- Thuc hién tao Port Group cho VLAN22
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(5) SRV12-01 - wSphere Client

- [m} x
File Edit View Inventory Administration Plug-ins Help
‘g} Home b g8 Tnventory b @ Networkng | |8 search Inventory ‘ql
A
B B vicTs
& Vi etwork Summary | Networks [ Ports | Resource Allocation | Configuration | Virtual Machines | Hosts | Tasks & Events | Alarms | Permissions
& & [COREVICTS| close tab [£]
&, corevi{dl  Add Host el b ewiteh? 2
& @vPertGr{ [ Manage Hosts... Ctrl+G
S Niew Port Groupe: s as a single virtual switch
& M Port G allows virtual machines to
anage Fort Groups. iguration as they migrate
& Edit Settings
[  Migrate Virtual Machine Netwarking... vSphere
9 9 figuration consists of Distributed
Alarm * place at the datacenter
Open in New Window...  Cerlealtely | SWICNES are created,
oups are added to
Remoue e second part takes
Rename t ports and networking
services are associated with vSphere Distributed Switches
either through individual host networking configuration or
using host profiles. The third part takes place at the virtual
machine level, where virtual machine NICs are connected
to distributed port groups either through individual virtual
maching NIC configuration or by migrating virtual machine
networking from the vSphere Distributed Switch itself.
Explore Further V)
3 > | Basic Tasks

Recent Tasks. Name, Target or Status contains: ~ Clear %
Name | Target | Status | Details | Initiated by | vCenter Server | Requested Start Ti... — | Start Time | Completed Time |
&3 AddDistributed PortG.. @m COREVICTS @ Completed VSPHERELO.. () SRV12-01 5/15/2021 10:31:00 5/15/2021 10:31:01 .. 5/15/2021 10:31:01 ..

g CreateavSphere Distri.. VICTS @ Complet=d VSPHERELO... [) SRVI2-01 5/15/2021 10:30:56 .. 5/15/2021 10:30:56 5/15/2021 10:30:59

# Addstandalone host VICTS @ Completed VSPHERELO... [ SRV1201 5/15/2021 10:22:34...  5/15/2021 10:22:34 5/15/2021 10:23:05

[ Tasks @ Marms | |Evaluation Mode: 60 days remaining |VSPHERE LOCAL 4

Hinh 3.35: Tao Port Group

- Tao Port Group cho VLAN22

(&) Create Distributed Port Group - m} x

Properties
How do you want to identify this network?

Properties [ Properties
Ready to Complete Name: IVLANZZ
Mumber of Ports: 128 =
VLAN type: I\ﬂ_ AN _I
VLAN ID:
2 :

Help | = Back | Next = I Cancel

Hinh 3.36: Pat tén va tao Port 22
- Twong ty thyuc hién tao VLAN 23
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(%) SRV12-01 - vSphere Client

File Edit View Inventory Administration Plug-ins Help

E B Q Home I gf Inventory [ Q MNetworking

= @ SRV12-01 VLANZ3
Bl [y vicTs
8 VM Network eC g £l Summary | Ports | Virtual Machines | Hosts | Tasks & Events

O = CORE-VLAN22
Bl CORE-VICTS-DVUplinks-25
%’ dvPortGroup
2, vLAN22 A distributed port group is & port group associated with a
= CORE-VLANZ23 vSphere Distributed Switch and specifies port
@, CORE-VLAN23-DVUplinks-28 | configuration options for each member port. Distributed

i dvPortGroup2 port groups define how a connection is made through the
12 [VILANR3] vSphere Distributed Switch to the network.

What is a distributed port group?

Basic Tasks

& Manage this distributed port group

Hinh 3.37: Tao thanh cdng VLAN22 va VLAN23

Panh gia giai phap dwa trén két qua trién khai:

- Tinh chinh x&c: di liéu truyén qua két ndi gitra VLAN trén ha tang 4o hoa
véi Switch vat ly 6n dinh. St dung phan mém do luong thay khong bi mat goi tin.

- Tinh hiéu qua: Giai phap nay gidp tiét kiém rat nhiéu Switch vat ly. C6 thé
ting giam bang thong 1én toi 8Gbps bang cong nghé etherchannel, ciing nhu nang
cap rat thuan tién.

- Tinh bao mat va an toan: giira cac ving khi tich VLAN két ndi theo ludng
c6 do bao mat rat cao, ngudi diung bén VLAN nay s& khéng truy cap dugc sang
VLAN khac.

- Sy hai long: dong bd ha tang ao hda trén Switch ao cia VMWare va Switch
vat ly dem lai gi4 tri cao va tiét kiém chi phi ciing nhu tinh gon trong hé thong,
thuan tién trong viéc quan tri va diéu chinh, nhanh chéng khi can nang cap.

(4) Tao may chi 40 trén ha ting 40 hoa bang vCenter

- Tur Hosts and Clusters chon Server 66.0.0.6 sau do phai chuot thuc hién

chon tao may ao mai (New Virtual Machine)
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(&) SRV12-01 - vSphere Client - x
File Edit View Inventory Administration Plug-ins Help
|@ Home b gf] Inventory b Hosts and Clusters ‘ 58] =] Search Inventory |Q|
+
& & 38
o [ SRVI2-01 66.0.0.6 VMware ESXi, 5.5.0, 1331820 | Evaluation (60 days remaining)
B [y vicTs
[ [0 Summary | Virtual Machines | Resource Allocation | Performance | Configuration | Tasks & Events | A
51 New Virtual Machine... Ctrl+N ~
ﬁ New Resource Pool... Ctrl+0 Add a host 9 Add a virtual machine Complete set-up
% MNew vApp... Ctrl+A
Disconnect
B  EnterMaintenance Mode are computer that, like a physical Virtae
Rescan for Datastores... ng system and applications.
Add Permission... CirleP hine to the vCenter Server by v |
- A mporting a virtual appliance. ] Q
TR , fds an operating system installed on
ux. A virtual appliance is a pre-built . 7]
@ Shut Down erating system and software already ‘ >
@ Enter Standby Mode
Ba Reboot >
Recent Tasks @ Poweron Name, Target or Status contains: I Clear X
< . .
Hinh 3.38: Chon New Virtual Machine
TR ” \
- Chon trang thai tuy chinh la Custom
(&) Create New Virtual Machine - O *

Configuration
Select the configuration for the virtual machine

Configuration Configuration

Mame and Location P B

Storage Typical

Virtual Machine Version Create a new virtual machine with the most comman devices and configuration options.

Guest Operating System

CPUs #* Custom

:Ie;nory; Create a virtual machine with additional devices or spedific configuration options.
etworl

SCSI Controller

Select a Disk

Ready to Complete

Hinh 3.39: Chon Custom
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- bat tén cho may chu ao la Pfsense

(%) Create Mew Virtual Machine - O *

MName and Location
Spedify a name and location for this virtual machine

Configuration Mame:

Name and Location |Pfsense|

Storage

Virtual Machine Version Virtual machine (VM) names may contain up to 80 characters and they must be unique within each

Center 5 VM folder.
Guest Operating System VI-Snter server =

CPLI

: Inventory Location:
Memory =
Metwork A=) | VICTS

Hinh 3.40: Pat tén cho may chi ao
- Trong Guest Operating System ban c6 thé chon c4c hé diéu hanh Windows,

hodc Linux. Ta cai dat tuong lira Pfsense sé chon Other va chon FreeBSD (64-bit).

(&) Create New Virtual Machine — O =

Guest Operating System Virtual Machine Version: 8
Specify the guest operating system to use with this virtual machine

Confiquration
Mame and Location
Storage " windows
Virtual Machine Version

Guest Operating System:

Guest Operating System £ Linux

CPUs * Other [

Memory i

Network Version:

SCSI Controller Apple Mac 05 X 10.7 (54+bit) |

Select a Disk Apple Mac 05 X 10.7 (64-bit)

Ready to Complete Apple Mac 0S X 10,7 (32-bit) ppropriate defaults for

Apple Mac 05 X 10.6 (54-bit)
Apple Mac 05 X 10.6 (32-bit]
FreeBSD (64-bit)

FreeBSD (32-bit)

IBM 052 (terminated)

Movell NetWare 6.x (terminated)
Movell NetWare 5.1 (terminated)
Cradle Solaris 11 (54-bit)

Cradle Solaris 10 (54-bit)

Cradle Solaris 10 (32-bit)

Sun Microsystems Solaris 9

Sun Microsystems Solaris 8

SCO OpenServer 6 {Jegacy)

SCO OpenServer 5 (legacy)
SCO UnixWare 7 {legacy)
Serenity Systems eComStation 2
Serenity Systems eComStation 1
Other (64-bit)

Other (32-bit)

Help | < Back | Next = I Cancel

B

Hinh 3.41: chon FreeBSD 64-bit
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Dé lang nghe cac cudc tan cong tir ngodi vao hé may chu ESXi thi chon VM

Network

(&) Create New Virtual Machine — O *

Network Virtual Machine Version: 8
Which network connections will be used by the virtual machine?

Confiquration —Create Metwork Connections
Mame and Location
Storage How many NICs do you want to connect? Il vI
Virtual Machine Version

Guest Operating System . %%T:rcé:t
CPUs E o Adapter

Memory
Network NIC L [VM Network ~| [ -

SCSI Controller
Select a Disk
Ready to Complete

Hinh 3.42: lwa chon céng ling nghe

- Chon 6 cuing la 20G va chon ché d6 gan cang dung lugng 6 la Thick
Provision Lazy Zeroed

(%) Create New Virtual Machine - O *

Create a Disk virtual Machine Version: &
Specify the virtual disk size and provisioning policy

Configuration — Capadity
Mame and Location =

Disk Size: I 20 E GB
Storage ISk stze =
Virtual Machine Version ) o
Guest Operating System ~ Disk Provisioning
CPUs % Thick Provision Lazy Zeroed
Memory
Network " Thick Provision Eager Zeroed
SCSI Controller " Thin Provision
Select a Disk

Create a Disk
Advanced Options
Ready to Complete * Store with the virtual machine

—Location

" Spedify a datastore or datastore duster:

Hinh 3.43: chon ché d cho 6 cing 40
- Sau khi tao 6 a0 va Finish thi ta vao may chu ao Pfsense chon chudt phai
vao Edit settings
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(&) SRV12-01 - vSphere Client — O *
File Edit View Inventory Administration Plug-ins Help
ﬁ E |@ Home D o Inventory b [3] Hosts and Clusters | &= Search Inventary Q
n b 6B GDReERS e
El [ SRV12-01
B [y victs
E 66.0.0.6 [ R &l s Summary | Resource Allocation | Performance | Tasks & Events | Alarms | Console | Permissions | M
Bfe
Pfsen:
@ lj‘ Power 3 X ~
Guest v I
Snapshot v Jre computer that, like a
B Open Console perating system and Virty
stem installed on a virtual
(3 Edit Seftings... yerating system. 4§
Eﬂ Migrate... . " (’\h{
e et e Is an isolated computing Cluster )
AR S Irfual machines as deskiop or d\’
28 Clone.. 5 testing environments, or to =
Template » pNS- b
Fault Tolerance y fchines run on hosts or
run many virtual machines.
VM Storage Profile 3
Add Permission... Ctrl+P 3 Datacer v
vCenter Server
Alarm 2 >
Recent Tasks Report Performance... Name, Target or Status contains: ~ Clear X
Name Rename tails | Initiated by ‘ vCenter Server | Requested Start Ti... — ‘ Start Time
@ Create virtual machi Open in Mew Window... Crl+Alt+N VSPHERE.LO... @ SRV12-01 5/17/2021 5:28:56 PM 5/17/2021 5:2¢
Remove from Inventory
< Delete from Disk >
77 Tasks @ Alarms | |Evaluation Mode: 58 days |VSPHERE LOCALAdministrator /|

Hinh 3.44: chon Edit settings
- Chon CD/DVD va tich vao Connect at Power on va tich vao Datastore 1SO
File va Browse t6i File 1ISO

[ZJ Pfsense - Virtual Machine Properties

- O *
Hardware | options | Resources | Profies | vaervices | Virtual Machine Version: &
—Device Status

™ Show All Devices Add... | Remove | I con

Hardware | Summary | ¥ Connectat power on

g S:LT;W 1536 MB —Device Type

Video card Video card " Client Device

&= VMCI device Restricted

@ SCSI controller 0 LSI LogicParallel
(25 CD/DVD drive 1 (edited) [datastore1] pfSens... |

& Hard disk1 wirtual Disk W TP

& Floppy drive 1 Client Device

EB Network adapter1 WM Network I LI

% Datastore 150 File
|[datasmre 1] pfSense-CE-2.5. 1-RELE

—Mode

% Ppassthr

— Virtual Device Node
¢ |1DE (1:0) CO/DVD drive 1

=l

Hinh 3.45: chgn Datastore 1SO File va Browse téi File ISO
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- Pé dua dugc File ISO vao hé théng 4o hoa ta chon Home rdi vao
Datastores and Datastore Clusters

(&) SRV12-01 - vSphere Client

m} X
File Edit View Inventory Administration Plug-ins Help
g 8 ‘@ Home | ‘@j +| Search Inventory |Q |
Inventory ~
QA ® 5 8 e
Search Hosts and Clusters WMs and Datastores and Networking
Templates Datastore Clusters
Administration
B ) C X
) = 54 ? &2
Roles Sessions Licensing System Logs vCenter Server vCenter Solutions  Storage Providers
Settings Manager
Management
® I & & & &
Srhediled Tasks Fuents Mans Hast Prafiles WM Starans Fuistamization v
Recent Tasks Name, Target or Status contains: Clear x
Name | Target ‘ Status | Details | Initiated by | wCenter Server | Requested Start Ti... — ‘ Start Time
@ Create virtual machine VICTS @ Completed WSPHERE.LO... @ SRV12-01 5/17/2021 5:28:56 PM 5/17/2021 5:2¢

< >
7 Tasks @ Marms | |Evaluation Mode: 52 days remaining | VSPHERE.LOCAL\Administrator A

73

Hinh 3.46: chon Datastores and Datastore Clusters
- Chon Datastore Brower réi chon Upload file va dua file ISO Ién

a8 m Home b g Tnventory b [ Datastores and Datastore Clusters Hm’jv‘iea\ch[m
B [ SRViZ-01
2 VICTS
" @ [dotmstorel T summary | Virtual Machines | Hosts | Performance | Configuration | Tasks &Events | Alarms
Datastore Browser - [datastore - o x
Wh|
+
@ B8 8B x| @
Maq Folders | search | [datastore1] /
OPE e @ ¢ Nam Size | Type [Path | Modif
phy| L sdd.sf [l sdast Folder [datastore1] .sddsf
ﬁ?: £ phiense B Pfsense Folder [datastore1] Pfsense
You
mouy
can (& Uploading. — X
D:\ISO\pfSense-CE-2.5. 1-RELEASE -amd64.is0
Bas
From D:\I50\pfSense-CE-2.5. 1-RELEASE -amd64.iso to [datastore]
at pfSense-CE-2.5. 1-RELEASE-amds4.iso
NNNNENERER
0 minute(s) and 8 second(s) remaining >
r T

Hinh 3.47: Upload File ISO Ién hé théng Iw trix
- Qua trinh cai dat hé diéu hanh Pfsense hoic Windows Server hoic Linux tir

phan nay tro di déu gidng nhu cai may chu binh thuong.
(5) Cau hinh Snort trén Pfsense
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- Tu giao dién chinh cua Pfsense sau khi cai dat xong ta chon System va
chon Package Manager roi chon Available Packages

Elisense

COMMUNITY EDITION

Status / Dashboard

+ @
System Information P -1~ Netgate Services And Support (- Y x]
Name it.victs.com
Contracttype  Commun
User admin@66.0.0.252 (Local Database) Commun
System VMware Virtual Machine

MlotgatelDevcallDISSS TS 79500143335 NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES

BIOS Vendor: Phoenix Technologies LTD
Version: 6.00 B
Release Date: Tue Jul 30 2013 If you purchased your pfSense gateway firewall appliance from
Nelgate and elected Community Support at the point of sale or
Version 2.5.1-RELEASE (amd64) installed pfSense on your own hardware, you have access {o

Hinh 3.48: Giao dién ciia Pfsense ding nhap bing trinh duyét Web
- Chon xuéng Snort chon cai dit.

pfSense-pkg-snort installation successfully completed.

Installed Packages  Available Packages Package Installer

Package Installation

a1l repositories are up to date. -
The following 5 package(s) will be affected (of ® checked):
Mew packages to be INSTALLED:

daq: 2.2.2_3 [pfSense]

libdnet: 1.13_3 [pfSense]

libpcap: 1.9.1_1 [pfSense]

pfSense-pkg-snort: 4.1.3_5 [pfSense]

snort: 2.9.17.1 [pfSense]

Hinh 3.49: Cai dat goi thanh cong
- Chon Global Settings va chon Rule VRT va GPLv2

Snort Interfaces  Global Settings  Updates  Alerts  Blocked Pass Lists Suppress IPLists  SIDMgmt LogMgmt Sync

Snort Subscriber Rules

Enable Snort VRT Click to enable download of Snort free Registered User or paid Subscriber rules

Sign Up for a free Registered User Rules Account
Sign Up for paid Snort Subscriber Rule Set (by Talos)

Snort Oinkmaster

Cod
ode Obtain a snort.org Oinkmaster code and paste it here. (Paste the code only and not the URL!)

Snort GPLv2 Community Rules

Enable Snort GPLv2 Click to enable download of Snort GPLv2 Community rules

The Snort Community Ruleset is a GPLv2 Talos certified ruleset that is distributed free of charge without any Snort
Subscriber License restrictions. This ruleset is updated daily and is a subset of the subscriber ruleset.

Hinh 3.50: Chen Rule Snort VRT, GPLv2
- Chuyén sang cai dit va Update Rule



SnortInterfaces  Global Settings  Updates  Alerts Blocked PassLists Suppress IPLists SIDMgmt LogMgmt Sync

Installed Rule Set MD5 Signature

Rule Set Name/Publisher

MDS5 Signature Hash MDS5 Signature Date
Snort Subscriber Ruleset Not Enabled Not Enabled
Snort GPLv2 Community Rules Not Enabled Not Enabled
Emerging Threats Open Rules Not Enabled Not Enabled
Snort OpenApplD Detectors Not Enabled Not Enabled
Snort ApplD Open Text Rules Not Enabled Not Enabled

Update Your Rule Set
Last Update May-17 2021 20:39 Result: Success

Update Rules

Click UPDATE RULES to check for and automatically apply any new pested updates for selected rules packages. Clicking

FORCE UPDATE will zero out the MDS5 hashes and force the download and application of the latest versions of the enabled
rules packages

Hinh 3.51: Update Rule
- Chon Snort Interface vao WAN Settings tich vao Send Alerts System Log

Snort Interfaces  Global Settings  Updates  Alerts  Blocked Pass Lists

Suppress IPLists  SIDMgmt LogMgmt Sync

WAN Settings ~ WAN Categories  WAN Rules ~ WAN Variables ~WAN Preprocs  WAN IPRep  WAN Logs

General Settings

Enable Enable interface

Interface WAN (ema) v
Choose the interface where this Snort instance will inspect traffic.
Description WAN
Enter a meaningful description here for your reference.
Snap Length 1518
Enter the desired interface snaplen value in bytes. Default is 1518 and is suitable for most applications.
Alert Settings

Send Alerts to

Snort will send Alerts to the firewall's system log. Default is Not Checked
System Log

Hinh 3.52: Bat tinh nang giri canh béo
- Sau khi cau hinh xong ching ta bat trang thai Snort trén Interface

Services / Snort/ Interfaces

SnortInterfaces  Global Settings ~ Updates  Alerts  Blocked

Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Syne

Interface Settings Overview

Interface Snort Status Pattern Match Blocking Mode Description

WAN (em0) & C® AC-BNFA DISABLED

Actions

WAN Vil

Hinh 3.53: Snort trén Interface WAN da dwgc bat
Panh gia giai phap dwa trén két qua trién khai:
- Tinh chinh xé4c cua phan mém: dwa trén cac thong tin tir dién dan trang bao

mat va so sanh vai hé thng Fortinet thi do chinh xac cua Snort duwoc danh gia cao.
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Snort phét hién, dua ra canh bao nhanh chdong va ghi lai log. Nguoi dung truy cap
vao dich vu bén trong may cha da bat va ghi dugc mot sé dia chi IP. Khi do trén
thuc té thi chua bi nhd phién trong khi truy do luong.

- Tinh hiéu qua: hiéu suét cua Snort trén Pfsense tét, chiu tai dugc nhiéu truy
cap truc tiép di qua (sé lugng 16n hon chwa do luong duge vi chua c6 hé thdng du
l6n dé do ludng).

- Tinh bao mat va an toan: Vi 1a nguén mé nén khéng cd cam két khi cai dat,
va mi code khong kiém soat duoc, nén da dit vao nhiing ving dit liéu khéng qué
quan trong dat két qua canh béo cao.

- Su hai 1ong: giao dién quan ly dé dung, thuan tién trong cau hinh va quan
tri.

(6) Phan quyén truy cap dir liéu trén may cha File Server

Pé ting su an toan va bao mat trong luu trir dit liéu em s dung may chu
CentOS tao thu muc va phan quyén, dong thoi két hop véi Qouta dé gisi han dung
luong st dung hodc luu trit s6 file cua nguoi dung nhu sau:

Buwdéc 1: Thuc hién tao mot thu muc c6 tén data

[root@victs ~]# mkdir /Data

Buwéc 2: mount thu muc data vao 6 dia vira tao

[root@victs ~]# mount /dev/sdbl /Data

Buéc 3: stra file fstab dé thiét 1ap ¢ dinh duong Mount

[root@victs ~]# vi /etc/fstab

Edit file vi fstab:

/dev/sdbl  /Data ext4 defaults,usrquota,grpquota 00

Bwéc 4: mount lai cho thu muc nhan chiic nang quota

[root@victs ~]# mount -0 remount /Data

Tiép tuc: (ban 6.5 phai cai thém quota: yum install quota)

[root@Vvicts ~] #chcon --reference=/var /Data (phai c6 lénh nay. Néu khéng

thuc hién quotacheck trén 6.5 s& bj 15i)

[root@Vvicts ~]#quotacheck -mcug /Data
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[root@victs ~]# Is -1 /Data (dé xem thu muc data da c6 quota chua).
Buwéc 5: phan quyén cho thu muc data

[root@victs ~]# chmod 755 /Data

Buwéc 6: tao 2 user anln va jenIn kém pass dé test chirc niang va cac group
[root@victs ~]# useradd anin

[root@victs ~]# useradd jenIn

[root@victs ~]# password anin

[root@victs ~]# password jenin

[root@victs ~]# groupadd IT

[root@victs ~]# groupadd Sale

[root@victs ~]# usermod -g IT anln

[root@victs ~]# usermod -g Sale jenin

Bwéc 7: Gan group vao thu muc va phan quyén truy cap deé test
[root@victs ~]# mkdir /Data/IT

[root@victs ~]# mkdir /Data/Sale

[root@victs ~]# chgrp IT /Data/IT

[root@victs ~]# chgrp Sale /Data/Sale

[root@victs ~]# chmod 070 /Data/IT

[root@victs ~]# chmod 070 /Data/Sale

Buwéc 8: cap han ngach vé luong file cho user jenln (c6 thé lam véi Group)
[root@victs ~]# edquota -u jenIn

Disk quotas for user jenin (uid 501):

Filesystem Dblocks  soft  hard inodes soft hard
/dev/sdbl 0 0 0 0 3 5

Chu y don vi quy doi:

bit: 0 1: 1Byte=8 bit, 1KB=1024 Byte, 1IMB=1024 KB, 1GB=1024M
1GB=1000x1000x1000 Byte

2000 = 2MB vi na tinh theo KB

Buwéc 9: khai dong quota
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[root@victs ~]# quotaon -avug

/dev/sdbl [/Data]: group quotas turned on

/dev/sdbl [/Data]: user quotas turned on

Budéc 10: Sir dung WinSCP kiém tra dung luong

Buwéc 11: Xem thong tin vé quota

$ quota -u nam # user nam

$ quota -g staff # nhom staff

Dé thdng ké thong tin quota vé cac nhdm va user ban dung

# theo ngudi dung$ repquota -au

# theo nhom $ repquota -ag

# tat ca $ repquota -agu

Panh gia giai phap dwa trén két qua trién khai:

- Tinh chinh xé&c cua giai phap phan quyén trén may chu file server: dat do
chinh xéc cao, khi phan quyén thi chi ai méi vao dugc phong ban d6, va dung luong
ctia nguoi dung ciing chi luu trir ding nhu nhitng gi thiét 1ap tir ban quan tri.

- Tinh hiéu qua: hiéu qua cao vi luu trir dugc trén may cha Linux, may chay
khdng bi treo khi copy file 16n vao va ché do hoat dong on dinh.

- Tinh bao mat va an toan: dat d6 an toan cao khi phan quyén, moi ngudi
khong truy cap chéo dugc cua nhau.

- Sy hai 10ng: cdu hinh thuan tién, dé ding.

(7) Sao luu dir ligu trén File Server

Sao luu trén CentOS

Dbi voi may cha chay hé didu hanh Linux, trong d6 c6 CentOS ta dung
Snapshort cua LVM (Logical Volume Manager)

- Tao 6 snapshot

#lvcreate -L 1GB -s -n IT-snap /dev/vg-victs/victsl (vg=vg-victs, lv=victsl)

Cac thanh phan cau lénh:

-L 1GB: it dung luong cho 6 snapshot

-s: Tao snapshot
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-n: Tao tén cho snapshot

victs-snap: Tén snapshot
/dev/victs/IT : Volume can snapshot
Sao luu trén Windows

Chung ta can chuan bi mot 6 cing trong dé Backup trén Windows Server

4 Devices and drives (3)
e Local Disk (C:)

= -

Mew Volume (E:)

Hinh 3.54: Tao phan vung méi lwu trir Backup



59

DESTINATION SERVER

Installation progress WIN-RSDEOT2275E dainam.dnu.sdun

View installation progress

0 Starting installation

Windows Server Backup

Hinh 3.55: Cai dat Window Server Backup
- Sau do ta khoi dong Window Server Backup
= wbadmin- [Windows Server Backup (Local] |

File Action View Help

@ =| (= 5=

mg“ﬂi’;’f;:ﬁ':“"“" 5| Windows Server Backup (Local)

Backup your important data to a local or online location

Local Backup

Last Backup Status:
Next Backup Time:

Number of available backups:

Online Backup

You can subscribe to Windows Azure Backup to backup your critical data autornatically.

Hinh 3.56: Giao dién Window Server Backup
- Ta chon Backup Once, trong nay c6 2 lya chon nhung s& chon Custom dé

Backup Folder Data c6 dit liéu.

- Sau d6 chon noi luu trix roi chon Backup



60

e Backup Once Wizard x|

»
w4 _
— Select Backup Destination

S

Backup Options Select a volume to store the backup. An external disk attached to this computer is listed

Select Backup Configurat... as a volume.

Select Items for Backup Backup destination: Mew Volume (E:) V]

Specify Destination Type Total space in backup destination: 19.53 GB

Select Backup Destination Free space in backup destination: 19.43 GB

Confirmation

Backup Progress

(v [ e ]

Hinh 3.57: Chon & dia luu trir Backup

3.3.2 Sau khi thé# nghigm ta c6 két qud

Nhitng két qua tht nghiém déu cho két qua kha quan, 6n dinh va dap tng
dugc cac yéu cau bao mat cho may chi ao ciing nhu ha tang ao hoa.

Cac giai phap da cai dat tha nghiém cé thé dap ung cho hé thdng may chu ao
hoa tai Vién Khoa hoc céng nghé sang tao Viét Nam va dap trng dugc nhirng nhu
cau trong qua trinh van hanh va quan ly tai Vién.

3.4 Két luan chwong 3

Chuong 3 cua luan van da khao sat mang ndi bo tai Vién Khoa hoc cong
nghé sang tao Viét Nam, cac van dé nay sinh trong qué trinh sir dung va cac yéu cau
trong bao mat hé théng may chu 40 nham dap @ng nhu cau cua Vién Khoa hoc cong
nghé sang tao Viét Nam.

Luan vin ciing dé xuat giai phap bao mat may chu 4o trong hé thdng ao hoa
va g dung tai Vién Khoa hoc cdng nghé sang tao Viét Nam. Qua két qua tir thir

nghiém hoan toan phi hop véi nhitng yéu cau dat ra tir ban dau.
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KET LUAN

Véi muc tiéu nghién ctru, 4p dung bao mat may cha 4o trong hé théng ao héa
va tng dung tai Vién Khoa hoc cong nghé sang tao Viét Nam, luan van du kién dat
duge mot s6 két qua sau day:

- Tong quan cong nghé 4o hoa va yéu cau bao mat may chu ao.

- Nghién ctru C4c giai phap bao mat may chu 4o trong hé thong ao hoa

- Pé xuit giai phap bao mat may chu 4o trong hé thong 4o hoa tai Vién khoa
hoc cong ngh¢ sang tao Vi¢t Nam

Huéng phat trién tiép theo:

Hoc vién s& tiép tuc nghién ctru, hoan thién, tdi wu giai phap hon nira dé c6
thé bao mat may chu 4o trong hé thong a0 hoa va ung dung tai Vién Khoa hoc cong
nghé sang tao Viét Nam: & murc cao. Hoc vién s€ nghién ctru thém céng nghé tri tué

nhan tao (Al) dé ap dung vao viéc phat hién c4c hanh vi tdn cong.



62

IV. DANH MUC TAI LIEU THAM KHAO

Tai li€u trong nudc

[1]

[2]

3]

[4]

[5]

Hoang Xuan Dau (2007) - Bdi gidng an toan bdo mdt hé thong thong tin.
Hoc vién Cong nghé Buu chinh Vién thong

PGS.TSKH. Hoang Pang Hai (2018) - Qudn ly an toan thdng tin - Hoc
vién Cong nghé Buu chinh Vién thong. Nha xuét ban Khoa hoc K¥ thuét
Tran Cong Can (2019) — M6 phong mang may tinh Truong Pai hoc Khanh
Hoa — Truong Pai hoc Khanh Hoa

Phuong Minh Nam (2010) - Nguy co mdt an ninh, an toan théng tin, dit
liéu va mét sé giai phdp khdc phuc —Bo Cong An

Tran Vin Kha (2008) — Firewall trong Linux bang Iptables

Tai li€u nguwdc ngoai

[6]

[7]
[8]
[9]
[10]
[11]
[12]
[13]
[14]
[15]

[16]

[17]

Arne Mikalsen and Per Borgesen (2002) - Local Area Network
Management - Design n Security. University College Norway

Certified Ethical Hacker — Ec Council

Ebook - VMware vSphere 5 Install, Configure, Manage

Ebook - Sybex.Mastering.VMware.vSphere.5.Sep.2011

Ebook - Securing VMware ESX servers

Documentation for Ussuri (May 2020) - https://docs.openstack.org
Certified Information System Security Professional — Microsoft

Cisco Certified Network Associate — Cisco Academy

David Miller et al (2010) Security Information and Event Management
Eliud Ir. Eliud Aganze (2014) - Design Implementation And Management
Of Secured LAN MSc. Jomokenyatta University of Agriculture And
Technology.

Gert De Laet, Gert Schauwers (2004) - Network Security Fundamentals.
Publisher Cisco Press.

Helling (2015) - Home Network Security. Eindhoven University of



[18]
[19]
[20]
[21]
[22]
[23]

[24]

[25]
[26]

63

Techonogy.

IETF RFC 1701: Generic Routing Encapsulation (GRE)

IETF RFC 2637: Point - to - Point Tunneling Protocol (PPTP)

IETF RFC 2661: Layer Two Tunnuling Protocol (L2TP)

Jan Vykopal (2008) - Security Analysis of a Computer Network. Masaryk
University Faculty of Informatics.

Kaiyuan Yang (2011) - Bachelor’s Thesis. Abstract Turku University of
Applied Sciences.

Kevin Wey Kaye Tham (2006) - Dev Security Service For Network
Architectures. PhD Quyeesland University of Technology.

Overview of Virtual Private Networks and IPSec Technologies - Cisco
System.

R.C.Sreijl (2000) - Analysis of Managed Virtual Private Network

Tamirat Atsemegiorgis (20130 - Building a Secure Local Area Network.
Helsinki Metropolia University of Applied Sciences.

Tai liéu tir Internet:

[27]
[28]
[29]

[30]

[31]

[32]

[33]
[34]

http://www.cisco.com/go/vpn

http://www.Ipi.org/
http://www.vjst.vn/vn/tin-tuc/2653/big-data-va-ung-dung-trong-bao-mat-
thong-tin.aspx
https://ictnews.viethamnet.vn/cntt/bao-mat/nua-dau-nam-2019-so-cuoc-
tan-cong-mang-vao-cac-he-thong-thong-tin-viet-nam-tiep-tuc-giam-
184932.
https://securitydaily.net/splunk-cong-cu-toan-nang-cho-cac-chuyen-gia-
giam-sat-an-ninh-mang/
https://trendmicro.ctydtp.vn/10-vu-tan-cong-internet-lon-nhat-lich-
su.htmi
https://vnetwork.vn/vi/news/10-thong-ke-ve-an-ninh-mang-2019

https://www.elastic.co/elk-stack/


http://www.cisco.com/go/vpn
http://www.cisco.com/go/vpn
http://www.cisco.com/go/vpn
http://www.cisco.com/go/vpn
http://www.lpi.org/
http://www.lpi.org/
http://www.lpi.org/
http://www.lpi.org/
http://www.lpi.org/
http://www.lpi.org/
https://ictnews.vietnamnet.vn/cntt/bao-mat/nua-dau-nam-2019-so-cuoc-tan-cong-mang-vao-cac-he-thong-thong-tin-viet-nam-tiep-tuc-giam-184932.%20%20Ng%C3%A0y%2029/4/2020
https://ictnews.vietnamnet.vn/cntt/bao-mat/nua-dau-nam-2019-so-cuoc-tan-cong-mang-vao-cac-he-thong-thong-tin-viet-nam-tiep-tuc-giam-184932.%20%20Ng%C3%A0y%2029/4/2020
https://ictnews.vietnamnet.vn/cntt/bao-mat/nua-dau-nam-2019-so-cuoc-tan-cong-mang-vao-cac-he-thong-thong-tin-viet-nam-tiep-tuc-giam-184932.%20%20Ng%C3%A0y%2029/4/2020
https://ictnews.vietnamnet.vn/cntt/bao-mat/nua-dau-nam-2019-so-cuoc-tan-cong-mang-vao-cac-he-thong-thong-tin-viet-nam-tiep-tuc-giam-184932.%20%20Ng%C3%A0y%2029/4/2020
https://ictnews.vietnamnet.vn/cntt/bao-mat/nua-dau-nam-2019-so-cuoc-tan-cong-mang-vao-cac-he-thong-thong-tin-viet-nam-tiep-tuc-giam-184932.%20%20Ng%C3%A0y%2029/4/2020
https://ictnews.vietnamnet.vn/cntt/bao-mat/nua-dau-nam-2019-so-cuoc-tan-cong-mang-vao-cac-he-thong-thong-tin-viet-nam-tiep-tuc-giam-184932.%20%20Ng%C3%A0y%2029/4/2020
https://ictnews.vietnamnet.vn/cntt/bao-mat/nua-dau-nam-2019-so-cuoc-tan-cong-mang-vao-cac-he-thong-thong-tin-viet-nam-tiep-tuc-giam-184932.%20%20Ng%C3%A0y%2029/4/2020
https://ictnews.vietnamnet.vn/cntt/bao-mat/nua-dau-nam-2019-so-cuoc-tan-cong-mang-vao-cac-he-thong-thong-tin-viet-nam-tiep-tuc-giam-184932.%20%20Ng%C3%A0y%2029/4/2020
https://ictnews.vietnamnet.vn/cntt/bao-mat/nua-dau-nam-2019-so-cuoc-tan-cong-mang-vao-cac-he-thong-thong-tin-viet-nam-tiep-tuc-giam-184932.%20%20Ng%C3%A0y%2029/4/2020
https://ictnews.vietnamnet.vn/cntt/bao-mat/nua-dau-nam-2019-so-cuoc-tan-cong-mang-vao-cac-he-thong-thong-tin-viet-nam-tiep-tuc-giam-184932.%20%20Ng%C3%A0y%2029/4/2020
https://ictnews.vietnamnet.vn/cntt/bao-mat/nua-dau-nam-2019-so-cuoc-tan-cong-mang-vao-cac-he-thong-thong-tin-viet-nam-tiep-tuc-giam-184932.%20%20Ng%C3%A0y%2029/4/2020
https://ictnews.vietnamnet.vn/cntt/bao-mat/nua-dau-nam-2019-so-cuoc-tan-cong-mang-vao-cac-he-thong-thong-tin-viet-nam-tiep-tuc-giam-184932.%20%20Ng%C3%A0y%2029/4/2020
https://ictnews.vietnamnet.vn/cntt/bao-mat/nua-dau-nam-2019-so-cuoc-tan-cong-mang-vao-cac-he-thong-thong-tin-viet-nam-tiep-tuc-giam-184932.%20%20Ng%C3%A0y%2029/4/2020
https://ictnews.vietnamnet.vn/cntt/bao-mat/nua-dau-nam-2019-so-cuoc-tan-cong-mang-vao-cac-he-thong-thong-tin-viet-nam-tiep-tuc-giam-184932.%20%20Ng%C3%A0y%2029/4/2020
https://ictnews.vietnamnet.vn/cntt/bao-mat/nua-dau-nam-2019-so-cuoc-tan-cong-mang-vao-cac-he-thong-thong-tin-viet-nam-tiep-tuc-giam-184932.%20%20Ng%C3%A0y%2029/4/2020
https://ictnews.vietnamnet.vn/cntt/bao-mat/nua-dau-nam-2019-so-cuoc-tan-cong-mang-vao-cac-he-thong-thong-tin-viet-nam-tiep-tuc-giam-184932.%20%20Ng%C3%A0y%2029/4/2020
https://ictnews.vietnamnet.vn/cntt/bao-mat/nua-dau-nam-2019-so-cuoc-tan-cong-mang-vao-cac-he-thong-thong-tin-viet-nam-tiep-tuc-giam-184932.%20%20Ng%C3%A0y%2029/4/2020
https://ictnews.vietnamnet.vn/cntt/bao-mat/nua-dau-nam-2019-so-cuoc-tan-cong-mang-vao-cac-he-thong-thong-tin-viet-nam-tiep-tuc-giam-184932.%20%20Ng%C3%A0y%2029/4/2020
https://ictnews.vietnamnet.vn/cntt/bao-mat/nua-dau-nam-2019-so-cuoc-tan-cong-mang-vao-cac-he-thong-thong-tin-viet-nam-tiep-tuc-giam-184932.%20%20Ng%C3%A0y%2029/4/2020
https://ictnews.vietnamnet.vn/cntt/bao-mat/nua-dau-nam-2019-so-cuoc-tan-cong-mang-vao-cac-he-thong-thong-tin-viet-nam-tiep-tuc-giam-184932.%20%20Ng%C3%A0y%2029/4/2020
https://trendmicro.ctydtp.vn/10-vu-tan-cong-internet-lon-nhat-lich-su.html
https://trendmicro.ctydtp.vn/10-vu-tan-cong-internet-lon-nhat-lich-su.html
https://trendmicro.ctydtp.vn/10-vu-tan-cong-internet-lon-nhat-lich-su.html
https://trendmicro.ctydtp.vn/10-vu-tan-cong-internet-lon-nhat-lich-su.html
https://trendmicro.ctydtp.vn/10-vu-tan-cong-internet-lon-nhat-lich-su.html
https://trendmicro.ctydtp.vn/10-vu-tan-cong-internet-lon-nhat-lich-su.html
https://trendmicro.ctydtp.vn/10-vu-tan-cong-internet-lon-nhat-lich-su.html
https://trendmicro.ctydtp.vn/10-vu-tan-cong-internet-lon-nhat-lich-su.html
https://trendmicro.ctydtp.vn/10-vu-tan-cong-internet-lon-nhat-lich-su.html
https://trendmicro.ctydtp.vn/10-vu-tan-cong-internet-lon-nhat-lich-su.html
https://trendmicro.ctydtp.vn/10-vu-tan-cong-internet-lon-nhat-lich-su.html
https://trendmicro.ctydtp.vn/10-vu-tan-cong-internet-lon-nhat-lich-su.html
https://vnetwork.vn/vi/news/10-thong-ke-ve-an-ninh-mang-2019
https://vnetwork.vn/vi/news/10-thong-ke-ve-an-ninh-mang-2019
https://vnetwork.vn/vi/news/10-thong-ke-ve-an-ninh-mang-2019
https://vnetwork.vn/vi/news/10-thong-ke-ve-an-ninh-mang-2019
https://www.elastic.co/elk-stack/
https://www.elastic.co/elk-stack/
https://www.elastic.co/elk-stack/
https://www.elastic.co/elk-stack/
https://www.elastic.co/elk-stack/
https://www.elastic.co/elk-stack/

[35]
[36]

https://www.elastic.co/products

https://www.snort.org/

64


https://www.elastic.co/products
https://www.elastic.co/products
https://www.elastic.co/products
https://www.elastic.co/products
https://www.snort.org/
https://www.snort.org/
https://www.snort.org/
https://www.snort.org/
https://www.snort.org/
https://www.snort.org/

