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Trang

DANH SACH CAU TRUNG LAP

Cau trung lap

HQC VIEN CONG NGHE BUU CHINH
VIEN THONG

NGHIEN CUU GIAI PHAP PHAT HIEN
XAM

HQC VIEN CONG NGHE BU'U CHINH
VIEN THONG

NGHIEN CUU GIAI PHAP PHAT HIEN
XAM

Ngudn

Hoc vién Céng nghé Bwu chinh Vién
théng Ha NGi 17

https://text.123doc.org/document/
4781200-hoan-thien-cong-tac-quan-ly-du-
an-dau-tu-xay-dung-tai-ban-quan-ly-du-
an-quan-bac-tu-liem-thanh-pho-ha-noi-
tt.htm

Do yéu cau thuc té trén ti lwa chon dé

tai nghién ctru khoa hoc l1a N ghi én ctru
giai phap phat hién xam nhap trai phép

cho may tinh tham gia mang

https://text.123doc.org/document/
3520589-nghien-cuu-giai-phap-phat-hien-
xam-nhap-trai-phep-cho-may-tinh-tham-
gia-mang.htm

Hoc vién Céng nghé Bwu chinh Vién
théng Ha Noi 17

https://text.123doc.org/document/
4781200-hoan-thien-cong-tac-quan-ly-du-
an-dau-tu-xay-dung-tai-ban-quan-ly-du-
an-quan-bac-tu-liem-thanh-pho-ha-noi-
tt.htm

Do yéu cau thuc té trén toi lwa chon dé

tai nghién ctru khoa hoc l1a N ghi én ctru
gidi phap phat hién xam nhap trai phép

cho may tinh tham gia mang

https://text.123doc.org/document/
3520589-nghien-cuu-giai-phap-phat-hien-
xam-nhap-trai-phep-cho-may-tinh-tham-
gia-mang.htm

Diém

100

100

100

100



Trang

Cau trung lap

CHUYEN NGANH : HE THONG THONG
TIN

Téi cam doan day |1a san phdm nghién
ctru cla riéng toi.

Céc sb liéu, két qua néu trong luan van
la trung thirc va chua tirng dworc ai cong
bo trong bat ky céng trinh nao khac.

Toi xin chju trach nhiém vé luan van cla
minh.

Nguén DPiém

nbsp Bao Cao Thuc Tap Kiém Soat Noi
Bo Hé Thong ERP TRUONG DAI HOC
MO THANH PHO HO CHi MINH KHOA
CONG NGHE THONG TIN HO VA TEN
TAC GIA LE TH] TU HOAN KIEM SOAT
NOI BO HE THONG ERP TAI CONG TY
TNHH PHAN MEM 3S BAO CAO THUC
TAP TOT NGHIEP Nganh Céng Nghé
Théng Tin Hwéng chuyén nganh Hé
Théng Théng Tin Quan Ly Lop DH 13
TK 02 GIAO VIEN HUYONG DAN N gu
yén Thj Mai Trang Thanh phé Hb Chi
Minh N&m 2016 LO'I CAM ON Pau tién
em xin gli I cdm on chan thanh dén
Quy thay c6 trwdng Dai hoc M& da tan
tinh trong qua trinh gidng day va truyén
dat kién thirc cho em trong suét théi gian
hoc tap tai trwdng

100

https://text.123doc.org/document/
4781624-bao-cao-thuc-tap-kiem-soat-noi-
bo-he-thong-erp.htm

NGUYEN THI HONG HUONG HA NOI

2017 LO'I CAM BOAN Téi xin cam doan

day la s&n phdm nghién ciru doc lap cua

riéng toi 76

https://text.123doc.org/document/
4744988-xay-dung-ung-dung-tin-tuc-
video-tren-nen-tang-android-tt.htm

Cac sb liéu két qua néu trong luan van la
trung thye va chwa tivng duwgrc ai cong bo
trong bét ky cdng trinh nao khac Pa
Nang ngay thang ndm Ngwdi cam doan
Bang T rvong Hanh N gu yén MUC LUC 100
MO DBAU 1 CHUONG 1
https://text.123doc.org/document/
4620331-phat-trien-thuong-hieu-vinafor-
da-nang.htm

T6i xin chju trach nhiém vé luan van cta

minh

https: 100
ps://text.123doc.org/document/

3310446-cai-toi-tru-tinh-trong-tho-nguyen-

quang-thieu.htm



Trang Cau trung lap

MUC LUC LOI CAM

ON e

LOI CAM

DOAN .o
5

i MUC

LUC ettt
5

i DANH MUC VIET

TAT e

DANH MUC HINH

ANH. oo
5

vii MO
5 DAU .o

1 CHUONG I.

Ngudn

Ha Noi ngay 06 thang 06 ndm 2016 TAC
GIA LUAN VAN N gu yé&n Thj Bich Ngoc
2 MUC LUC LOI CAM ON i LOI CAM
DOAN ii DANH MUC CH( VIET TAT vi
DANH MUC CAC BANG vii DANH MUC
HINH VE viii MO BAU 6 CHQJONG |

https://text.123doc.org/document/
4729627-dspace-at-vnu-nghien-cuu-de-
xuat-giai-phap-quan-ly-tong-hop-chat-
thai-ran-sinh-haotj-tai-huyen-thanh-oai-
thanh-pho-ha-noi.htm

Ha ndi thang 9 nam 2011 Tac gia Hoang
Ngoc Thanh ii MUC LUC TRANG PHU
BIA LOI CAM ON i MUC LUC ii DANH
MUC CAC KY HIEU VA TU VIET TAT ii
DANH MUC CAC BANG vii DANH MUC
CAC HINH viii DAT VANDE 1 Chwon g
1 TONG QUAN VE VAN DE NGHIEN
CUuU311

https://text.123doc.org/document/
4422445-nghien-cuu-sinh-truong-dac-
diem-lam-hoc-va-kha-nang-tich-luy-
cacbon-cua-rung-keo-lai-acacia-hybrid-
trong-thuan-loai-tai-cong-ty-lam-nghiep-
ben-hai-tin.htm

Két qua cuia nghién ctru la xay dwng
thanh cong mang luéi dién doi voi cac
|&p dbi twong tram dién cot dién dwdng
day dan dién ciing nhw thé hién dwoc
cac diém phan b trung tam gitp ngudi
s dung dé dang trong viéc quan ly hién
trang cac co s& vat chat va phan bb
nhan Iyc theo mang Iwéi dién giam thiéu
chi phi tiét kiém thoi gian ii MUC LUC
LOI CAM ON i TOM TAT ii MUC LUC iii
DANH MUC VIET TAT v DANH MUC
BANG BIEU vi DANH MUC HINH ANH
vii CHQIONG 1

https://text.123doc.org/document/
3754835-ung-dung-gis-phan-bo-mang-
luoi-dien-theo-nhan-luc-tinh-binh-
duong.htm

VIl MO BAU 1 CHUONG | TONG QUAN
CAC VAN DE CAN NGHIEN CU'U 4 1 1

Diém

100

100

100

100
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Cau trung lap

TONG QUAN VE XAM NHAP VA PHAT
HIEN XAM NHAP...2

CAC HE THONG PHAT HIEN XAM

Ngudn

https://text.123doc.org/document/
4555568-ta-thi-xuan-pdf.htm

C hw on g nay trinh bay tbng quan vé
xam nhap va phat hién xam pham 1 1

https://text.123doc.org/document/

4490861-danh-gia-hieu-nang-mot-so-

thuat-toan-phan-lop-cho-phat-hien-xam-
nhap-tt.htm

Cac hé thér]g c6 nhiém vu nhq) vay daoc
goi la hé thong phat hién xam nhap 1 3 1

https://text.123doc.org/document/
4729605-dspace-at-vnu-danh-gia-hieu-
qua-mot-so-thuat-toan-trong-phat-hien-
xam-nhap-mang.htm

Diém

84

85



Trang

Cau trung lap

Ngudn

NG&i dung cua luan van 3 CHUONG 1
TONG QUAN VE THI CONG XAY
DUNG CONG TRINH V QUAN LY CHI
PHi THI CONG XAY DUNG CONG
TRINH 4 1 1 Téng quan vé thi cdng xay
dwng cong trinh va quan ly thi cong xay
dwng céng trinh 4 1 1 1 Téng quan vé thi
cong xay dwng cong trinh 4 1 1 2 Téng
quan vé quan ly thi cdng xay dwng cong
trinh 5 1 2 Chi phi va quan ly chi phi thi
cbng xay dwng cdng trinh 8 1 2 1 Chi phi
thi céng xay dwng céng trinh 8 1 2 2
Quan ly chi phi thi cong xay dwng céng
trinh 15 1 3 Nhi*ng nhan t6 anh hwéng
dén cong tac quan ly chi phi thi cong xay
dwng céng trinh 20 1 3 1 C4c nhan t6
bén trong doanh nghiép 20 1 3 2 Cac
nhan t6 bén ngoai doanh nghiép 22 1 4
Két luan chuvong | 22 CHUONG 2
NGHIEN ClYU THU'C TRANG QUAN LY
CHI PHi TRONG QUA TRINH THI
CONG XAY DUNG CONG TRINH TAI
TONG CONG TY XAY DUNG CONG
TRINH GIAO THONG 4 24 2 1 Giéi thiéu
chung vé Tdng cong ty Xay dwng cong
trinh giao théng 4 24 2 1 1 Gidi thiéu
chung 24 2 1 2 Chtrc nang nhiém vy
nganh nghé kinh doanh ctia Téng cong
ty 26 2 2 Thyec trang céng tac quan ly chi
phi trong qua trinh thi céng xay dwng
cong trinh tai Tdng coéng ty Xay dwng
cbng trinh giao théng 4 trong nhirng nam
qua 27 2 2 1 M6 hinh quan ly va chirc
nang nhiém vu bd may ctia Tdng cong ty
27 2 2 2 Tinh hinh thwe hién dw an cuta
Tdng coéng ty tr ndm 2009 20123422 3
Thwc trang cong tac quan ly chi phi trong
qua trinh thi cong xay dwng 39 2 3 Bbanh
gia cong tac quan ly chi phi thi cdng xay
dwng cbng trinh trong th&i gian qua 44 2
3 1 Nhirng két qua dat dwoc 44 2 3 2
Nhirng ton tai trong cdng tac quan ly chi
phi thi céng xay dwng cdng trinh va
nguyén nhén 45 2 4 Két luén chuwong I
51 CHUONG 3 BE XUAT GIAI PHAP
QUAN LY CHI PHI TRONG QUA TRINH
THI CONG TAI TONG CONG TY XAY
DUNG CONG TRINH GIAO THONG 452
3 1 Binh hwéng thi céng xay dwng cac
cong trinh tai Tdng coéng ty xay dwng
cbng trinh giao thdng 4 trong thoi gian téi

Diém
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Cau trung lap

Ngudn

52 3 1 1 Chién lwgc phat trién ctia Téng
cong ty dén nam 2015 va 202052 3 1 2
Noi dung chién lwoc phat trién tbng céng
ty 55 3 2 Nhirng thuan lgi kho khan trong
va nhirng co hdi thach thire trong hoat
ddng thi cdng xay dwng cac cong trinh tai
Tdng cong ty Xay dwng codng trinh giao
thong 4 59 3 2 1 Thuan lgi 59 3 2 2 Kho
khan 60 3 2 3 Nhirng co hdi thach thirc
61 3 3 bé xuat mét so giai phap tang
cwdng cong tac quan ly chi phi trong qua
trinh thi cdng xay dwng cbng trinh tai
tbng cong ty xay dung cong trinh glao
théng 4 62 3 3 1 Co s& dé xuat cac giai
phap quan ly chi phi trong qua trinh thi
cbng xay dwng cdng trinh 62 3 3 2 Cac
gidi phap tang cuwdng cong tac quan ly
chi phi trong qua trinh thi céng xay dwng
cong trinh tai Téng cong ty xay dung
cbng trinh giao thong 4 62 3 3 3 Ung
dung bai toan ti wu tim phwong an van
chuyén trén cong trweng 85 3 4 Két luan
chwong Il 94 KET LUAN V KIEN NGH|
96 DANH MUC BANG Bang 2 1 Nang
Iwrc kinh nghiém ctia Téng cong ty 35
Bang 2 2 Thong tin tai chinh Tong cong
ty trong 3 nam 36 Bang 2 3 Cac dy an
dién hinh ctia Téng cong ty 37 Bang 2 4
Vat tw thi cong ctia Tdng cong ty 43
Bang 2 5 M6t s6 Dinh murc khéng phu
hop AF 33320 AF 33330 47 Bang 2 6
Mét sé Binh murc khong phu hop AF
33410 48 Bang 3 1 Noi dung cua chien
lwgc phat trien Tong céng ty 54 Bang 3 2
Bang tinh don gia xay dwng chi tiét tong
quat 72 Bang 3 4 Bang nang suét thuc
nghiém 83 Bang 3 5 Khéi lwgng dat dap
tlr cac diém cép 89 Bang 3 6 Khoi lvong
d4t dap dén cac diém nhan 89 Bang 3 7
Téng hop khéi lwong dat cla cac diém
cép va nhan 89 Bang 3 8 Pudng van
chuyén cla céac diém cap va nhan 90
Bang 3 9 Bon gia cwdc van chuyén cho
cong tac van chuyén dat 91 DANH MUC
HINH Hinh 2 1 So @4 t6 chirc T6ng cong
ty 28 Hinh 2 2 Gia trj san lwgng cua
Tong Cong ty qua cac nam 35 Hinh 3 1
So db van chuyén tir 1 diém cap dén
nhiéu diém nhan 86 Hinh 3 2 So’ d6 van
chuyén tlr mot sb diém cip dén mot
diém nhan 86 Hinh 3 3 So d6 van

Diém



Trang Cau trung lap

KET
LUAN .o,
63 DANH MUC CAC TAI LIEU THAM
KHAO oo
64 v

6
Ky hiéu Tén Tiéng Anh Y nghia Tiéng
Viét

7
ARP Address Resolution Protocol Giao
thirc phan giai dia chi

7

Co6ng nghé mé phéng hinh anh bang
7 may tinh

Nguén DPiém
chuyén tr mot s6 diém cap dén mot sb

diém nhan 87 Hinh 3 4 So do van

chuyén dat twv diem cap dén diém nhan

88 1 MO bAU 1

https://text.123doc.org/document/
2291609-de-xuat-mot-so-giai-phap-quan-
ly-chi-phi-trong-qua-trinh-thi-cong-nham-
giam-gia-thanh-cong-trinh-tai-tong-cong-
ty-xay-dung-cong-trinh-giao-thong-4.htm

CAC DE XUAT VA KIEN NGH| CUA EM
VE CONG TY NHAM NANG CAO HIEU
QUA TRONG CONG TAC QUAN TR|
LU'C LWONG BAN HANG 62 KET LUAN
63 Danh mUc céc tai liEu tham khAo 64
SVTH D6 Nhat Tan Khéa luan tét nghiép
GVHD ThS Ho N gu yén Khoa LO| MO
PAU 1

90

https://text.123doc.org/document/
4826566-giai-phap-nang-cao-cong-tac-
quan-tri-luc-luong-ban-hang-tai-cong-ty-
tnhh-trung-tam-dich-vu-total-viet-nam.htm

2MB4 XY ampY SVTH Lé Thj Héng
Thanh Lé&p K45E6 Khoa luan tét nghiép
GVHD ThS N gu yén N gu yét Nga
DANH MUC TU VIET TAT Ky hiéu Tén
tiéng anh Y nghia 9 It EE 9

73
https://text.123doc.org/document/
2574911-giai-phap-vuot-rao-can-moi-
truong-nham-day-manh-xuat-khau-hang-
may-tre-dan-sang-thi-truong-nhat-ban-
cua-cong-ty-tnhh-hong-tien.htm

ARP Address ResolutionProtocol
giao thirc ARP giao thirc phan giai dia
chi ATM Asynch ro no us T ran sfer
Model Ché d6 T ru yén tai Bat dong bo
BGP Bor de r Ga te way P ro to co | giao 100
thire cong noi bién
https://text.123doc.org/document/
4327182-tim-hieu-ve-giam-sat-va-danh-
gia-mang.htm

T6i mudn mang hoi 4m va truc giac cla
nhirng blrc vé tay t¢i cong nghé mo
phdng hinh anh bang may tinh

100
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Cau trung lap

Ngudn

https://vi.wikipedia.org/wiki/Ngu&i
téc may

dep

Diém
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Cau trung lap

CPU Central Processing Unit BO xtr ly
trung tam

Ngudn

10151 Communitystring19152
View 20 1 5 3 SNMP Access Con tro |
List 21 CHUWONG Il PHAN MEM QUAN
LY HE THONG MANG ZABBIX 23
CHUONG Il TRIEN KHAI PHAN MEN
QUAN LY HE THONG MANG ZABBIX
25 KET LUAN 44 TAI LIEU THAM KHAO
45 Khoa Khoa hoc may tinh Lép CCMM
07 A N gu yén Thanh Hwng Quan Iy hé
thdng mang cho doanh nghiép béng
phan mém Zab bi x 5 DANH MUC HiNH
ANH Hinh 1 Cac phwong thirc cta
SNMP 17 Hinh 2 CAu trdc bang tin
SNMP 21 Hinh 3 P hw on g thirc giam
sat Poll 22 Hinh 4 P hw on g thire giam
sat Alert 22 Hinh 5 Cai dat hé diéu hanh
CentOS 6 5 trén may ao 25 Hinh 6 Khai
bao cac théng so6 can thiét khi cai
CentOS 25 Hinh 7 Cai Repo trén
CentOS 26 Hinh 8 Cai dat A pa che cho
may chu 26 Hinh 9 Cai hé co s& di liéu
MySQL 27 Hinh 10 Cai dat PHP 27 Hinh
11 Cai dat Repo cho Zab bi x 2 4 27
Hinh 12 Chon phién ban phu hop néu cai
tlr Source trén website ctia Zab bi x 28
Hinh 13 Cai Zab bi x tr Pakages 28 Hinh
14 Cai d&t Zab bi x Agent dé quan ly
théng tin clia may chid 28 Hinh 15 CAu
hinh dia chi may chu cho Agent 29 Hinh
16 Céu hinh lai thei gian cho Zab bi x 29
Hinh 17 Import cac Da ta ba se mac dinh
ctia Zab bi x 30 Hinh 18 C4u hinh céac
théng sb cho Zab bi x Ser ve r 30 Hinh
19 Giao dién cai dat ctia Zab bix 2 4 31
Hinh 20 Giao dién kiém tra cac cau hinh
cla Zab bi x 32 Hinh 21 Giao dién khai
bao c& s& di¥ liéu va tai khodn mat khau
32 Hinh 22 Giao dién khai bao ip céng va
tén may chd 33 Hinh 23 Giao dién kiém
tra lai théng tin triwde khi cai dat 33 Hinh
24 Giao dién sau khi cai dat thanh céng
34 Hinh 25 Giao dién dang nhap cltia Zab
bi x 2 4 34 Hinh 26 Giao dién sau khi
dang nhap thanh cong 35 Hinh 27 Khéi
dong Zab bi x Ser ve r dé tiép nhan cac
thoéng tin ttr Agent 35 Hinh 28 Giao dién
thdng tin CPU cua may chu 35 Hinh 29
Giao dién théng tin RAM ctia may chu 36
Khoa Khoa hoc may tinh L&p CCMM 07
A N gu yén Thanh Hwng Quan ly hé
thdng mang cho doanh nghiép bang

Diém

100
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DDOS Distributed Denial of Service

Ngudn

phan mém Zab bi x 6 Hinh 30 Giao dién
thong tin hiéu nang ctia may chu 36 Hinh
31 Cai dat SSMTP 36 Hinh 32 G&ri mail
bang sc ri pt 37 Khoa Khoa hoc may tinh
Lép CCMM 07 A N gu yén Thanh Hung
Quan ly hé théng mang cho doanh
nghiép bang phan mém Zab bi x 7 DANH
MUC CAC TU VIET TAT Tw viét tat Giai
thich SNMP S im p le Network M an ag
em ent P ro to co | giao thirc quan ly
mang don gidn HDH Hé diéu hanh
SNMPv 2 Phién ban thir 2 SNMPv 3
Phién ban thr 3 CPU CPU Cen tra | P ro
ces sin g Unit B6 x& ly trung tam RAM R
an dom Access M em ory bd nh& truy
xuét ngau nhién IETF Inte rne t En gi ne
e ri ng Task Force tam dich la Lwc
Lwong Quan Ly Ky Thuat

https://text.123doc.org/document/

4309760-quan-ly-he-thong-mang-cho-
doanh-nghiep-bang-phan-mem-

zabbix.htm

Lwu N&i dung Text Tan céng DDOS va
Phén tich cac ky thuat Anti DDoS
DISTRIBUTED DENIAL OF SERVICE
DDOS GIOI THIEU Dis tri bu te d De nia
| Of Ser vi ce DDoS la ky thuat tAn coéng
lam cac ISP lo au gi¢i hacker chinh
théng thi khong cong nhan DdosS la ky
thuat tan céng chinh thong

http://tailieu.vn/doc/tan-cong-ddos-va-

phan-tich-cac-ky-thuat-anti-

ddos-639101.html

Diém

100
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Cau trung lap

Téan céng twr chdi dich vu phan tan

DNS Domain Name Servers Hé thong
phan giai tén mien

Ngudn

Do d6 hé théng sé khong con tai nguyén
dé phuc vu cac yéu cau sau Hinh thire
chd yéu cta kiéu nay tan cong tir chi
dich vu phan tan Loai 2 Lam cho hé
thdng bi treo té liét do tAn cong vao dac
diém clia hé thdng hoac I6i vé an toan
thong tin Tin tac loi dung ké h® an toan
thong tin ctia hé théng dé gwvi cac yéu
cau hoac cac gdi tin khong hop 1€ khong
dung theo tiéu chudn mét cach co y
khién cho hé thdng bi tAn cdng khi nhan
dwoc yéu cau hay goi tin C hu yén dé an
toan mang www A the na Edu Vn Trang
2 nay x ly khéng dung hoac khong theo
trinh tw da dworc thiét ké dan dén sw sup
dd ctia chinh hé théng d6 Pién hinh 13
kiéu tan cong Ping of Death hodc SYN
Flood 2 Cac cach thirc tan cong 2 1 Tan
cbng théng qua két ndi SYN Flood At ta
ck Puwoc xem 1a mét trong nhivng kiéu
tdn cong DoS kinh dién nhat

https://text.123doc.org/document/

4756887-de-tai-phong-chong-dos-

ddos.htm

DSL Di gi ta | Subsc ri be r Line Baiong
day thué bao s6 13 cdng nghé phuc vy
mang truy nhap truyen dan gilra khach
hang va nha cung cép dich vu truyén tai
trén daiong day dién thoai DNS D om ai
n Name Sys tem Hé thong phan giai tén
mién DHCP DiffServ Dy na mi ¢ Host
Confi gu ra tion P ro to co | giao thirc
cau hinh doéng may chu Diffe ren tia te d
se r vi ces Cac dich vu khac biét Ex ten
dedBinary Coded Decimallinter
chang e Code ma EBCDIC trao di mé
rong cla sb thap phan dagioc ma hoa
bang nhi phan 5 Tim hiéu vé giam sat va
danh gia mang Lé Gia Vinh EIGRP E
nhan ced IGRP FDDI Fiber Dis tri bu te d
Data In te rface giao dién sé liéu phan bd
theo cap quang FTP File T ran sfer P ro
to co | Giao thirc truyén tap tin GTP GTP
la mot nhém giao thire truyén théng dwa
trén nén cong nghé IP

https://text.123doc.org/document/
4327182-tim-hieu-ve-giam-sat-va-danh-
gia-mang.htm

Diém

100

71
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DOS Denial of Service Tan cong t chdi
dich vu

Ngudn

Kiéu tAn cong sé khién cho hé théng
khong thé s dung dworc vi tai nguyén da
bi str dung hét khéng con tién trinh dé
thwe thi nira 2 3 KHAI NIEM DDOS
DISTRIBUTED DENIAL OF SERVICE
Tén cong tir chdi dich vu DoS nham muc
dich ngan can ngwoi dung truy cap hop
phap vao hé théng may tinh hay hé
thdng mang cua vi ¢ tim

https://text.123doc.org/document/
2448535-tim-hieu-tan-cong-ddos-va-
cach-phong-chong.htm

Diém

88



Trang

Cau trung lap

FTP File Transfer Protocol Giao thirc
truyén tai tap tin

Ngudn

CAC TU VIET TAT T viét tét Tir day du
Giadi nghia AAL2 ATM a da p ta ti on
layer type 2 L&p thich (rng ATM kiéu 2
Abis in te rface be tween BSC and BTS
in GSM ne tworks Giao dién gitra BSC
va BTS trong mang GSM ALCAP access
link con tro | app li ca ti on part Phan (rng
dung diéu khién lién két truy nhap AM
ack no w le dge mode in RLC Ché d6
bao nhéan trong RLC AMR a da p ti ve
multi rate Pa téc d6 thich &ng BCH b roa
d ca st chan ne | Kénh quang ba BLER
Block Error Rate Ty I& 16i khdi BSC base
s ta ti on con tro | le r Khéi diéu khién
tram gbc BSS base s ta ti on su bsys tem
Phan hé tram gbc BSSMAP base s ta ti
on su bsys tem ma na g em ent app li ca
ti on part Phan (rng dung quan ly phan
hé tram goc CCPCH co m mon con tro |
p hy si ca | chan ne | Kénh vat ly diéu
khién chung CPICH co m mon pilot chan
ne | Kénh hoa tiéu chung CRC cyclicre
du n dan cy check Kiérp dw vong CS cir
cui t swit che d C huy én mach kénh
DCCH de di ca te d con tro | chan ne |
Kénh diéu khién chuyén dung DCH de di
ca te d chan ne | Kénh danh riéng DPCH
de di cate d p hy sical chan ne | Kénh
vat ly danh riéng DRNC drift radio ne
twork con tro | le r Drift RNC DSCH do
wn lin k s ha re d chan ne | Kénh chia sé
duweng xuébng DTAP di re ct tra nsfer app
li ca ti on part Phan &ng dung truyén tai
trwc tiép DTCH de di ca te d tra ffic chan
ne | Kénh lwu lvgng danh riéng EDGE e
nhan ced data rates for GSM e vo lu ti on
EDGE la cong nghé dwgc st dung lam
tién dé dé tién 1én cong nghé 3G FACH
forward access chan ne | Kénh truy nhap
dwong xudng FDD f re quen cy di vi si on
du p le x Song cdng chia theo tan sb FP
frame pro to co | Giao thire khung FTP
file tra nsfer pro to co | Giao thirc truyén
tai tap tin Gb GPRS in te rface be tween
SGSN and GSM BSS Giao dién gilra
SGSN va hé thdng tram gébc GSM
GERAN GSM EDGE radio access ne
twork Mang truy nhap vé tuyén GSM
EDGE GGSN ga te way GPRS su pport
node Nut dinh tuyén GPRS GMSC ga te
way MSC Tdng dai vo tuyén cdng GSM

Diém
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Trang

Cau trung lap

Nguén DPiém

G lo ba | Sys tem for Mo bi le C om mu ni
ca ti on Hé théng thong tin di dong toan
cau HLR home lo ca tion re gi s te r BO
ghi dinh vi thwéng tra HO handover C
huy én giao HSDPA high speed do wn lin
k pa c ke t access Truy cap géi duwong
xudng téc d6 cao HS DSCH high speed
do wn lin k s ha re d chan ne | Kénh chia
sé dworng xubng téc dod cao IFHO inter f
re quen cy hard han do ve r C huy én
giao cirng gilra cac tan s6 INFHHO intra f
re quen cy hard han do ve r C huy én
giao ctrng trong tdn s IP In te r ne t pro
to col Giao thtrcinternetITU Internna
tional Te le co m mu ni ca ti on Union
Lién minh vién théng quéc té KPI key pe
rfor man ce in di ca to r Bo tham sb chét
lwgng mang co ban MAC me di um
access con tro | me s sa ge au then ti ca
ti on code Diéu khién truy nhap moi
trrdng MMS mu | ti me di a me s sa gin
g se r vi ce Dich vu nhan tin da phwong
tién MOC mobile o ri gi na te d call Cubc
goi di MSC mobile swit chi ng cen tre
Trung tdm chuyén mach di dong MTC
mobile te r mi na te d call Cudc goi dén
NAS non access s tra tum Tap hop cac
giao thtrc khong lién quan tryec tiep dén
phan truy nhap mang NBAP Node B app
li ca ti on part Phan *ng dung node B
Node B UMTS base s ta ti on Tram gbc
cta UMTS OMC o pe ration and main
ten an ce cen tre Trung tdm khai thac va
bao dwéng P CCPCH primary com
mon con tro | p hy si ca | chan ne | Kénh
vat ly diéu khién chung so cdp PCH pa
gin g chan ne | Kénh tim goi PDP pa c ke
tdataprotocoleg

https://text.123doc.org/document/
4325020-nghien-cuu-xay-dung-cac-chi-
tieu-va-bai-do-danh-gia-chat-luong-mang-
truy-nhap-wcdma-cua-he-thong-3g.htm



Trang Cau trung lap

GNU/GPL GNU General Public License

Giay phép phan mém ty do

Hé théng phat hién xam nhap host

Ngudn

nhé phai Logo GPLv 3 nhé phai 200px
Biéu trwng Hec ke rt ctia GNU Giéy phép
Cong cong GNU tiéng Anh GNU Ge ne
ra | Pub li c Licen se viét tit GNU GPL
hay chi GPL |a gidy phép phdn mém tw
do duwgc str dung rong rai dam bao cho
ngwdi dung cudi ti do chay nghién ctru
stra dbi va chia sé phan mém

https://vi.wikipedia.org/wiki/Giay phép
Céng cong GNU

Va cac Céu port clia cac dich vu thira
nay tré thanh diém yéu cho cac tan cong
DoS tran hinh b6 dém hoéac tranh sw xac
thwe Mire Cac cong nghé maéi con non
yéu c6 thé bj tAn cong bé gay hodc mét
didu (rng khién déi véi cac dich vu dung
Mot s& van dé bado mat cho mang VolP
nhw s dung IP Sec chi ky sb fi re wall
hé théng phat hién xam nhap mang
NIDS Network In tru si on De te c ti on
Sys tem hé Hoc vién Bang Tuan Hung
11 Luan vén thac si C hw on g 1 Téng
quan vé cong nghé VolP théng phat hién
xam nhap Host Host based In tru si on
De te c ti on Sys tem duwgc xady dwng va
phan nao han ché dwoc sw pha hoai tw
bén ngoai 172

https://text.123doc.org/document/
4327046-nghien-cuu-cong-nghe-voip-va-
ung-dung-vao-trien-khai-tong-dai-cho-
doanh.htm

Diém
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Trang

Cau trung lap

HTTP Hypertext Transfer Protocol

Ngudn

Giao thtrc HTTP HYPERTEXT
TRANSFER PROTOCOL Giao thirc cta
tang wng dung cho Web Giao thirc
truyén théng gitra Ser ve r va C li ent
Phuc vu cho dich vu WWW World Wide
Web Phia C li ent Phia Ser ve r Tiép
nhan cac yéu cau va dap ¢ng ching GUi
két qua cho C li ent Gti cac yéu cau Tiép
nhan két qua Biéu dién cac doi twong 8
Slide 8 of 21 Co s¢& ly thuyét 2 6 Qua
trinh trao ddi théng diép C lientb ro w se
r thiét 1ap lién két t&i web se r ve r TCP
con ne c tion qua cbng 80 mac dinh Ser
ve r dong y két ndi accept Cac thdng
diép HTTP me s sa ges dwoc trao doi
gitra b ro w se r va se r ve r Ngat két nbi
9 Slide 9 of 21 Co s& ly thuyét 3 6 Vidu
Gia str ngwoi dung truy cap URL www
hau1 edu cs index htm trang web co text
va 10 hinh anh jpeg 1a http c li ent thiét
lap lién két TCP v&i http se r ve r pro
cess tai dia chi www hau1 edu vn céng
80 ngam dinh v&i http se r ve r 1b http se
r ve r tai may phuc vu www hau1 edu vn
ch& yéu cau két nbi TCP tai cdng 80
chép nhan két néi réi théng bao vai c li
ent 2 http c li ent gt http re que stme s
sa ge bao gom ca URL t&i TCP con ne ¢
tion so c ke t 3 http se r ve r nhan re que
st me s sa ge tao ra http re spon se me s
sa ge c6 chira cac dbi twong duoc yéu
cau roi gtvi vao so ¢ ke t 10 Slide 10 of
21 Co'so ly thuyét4 64 httpserve r
ngat lién két 5 http c li ent nhén re spon
se me s sa ge c6 chtra html file hién thi
html

https://text.123doc.org/document/

1475844-bao-cao-tot-nghiep-xay-dung-
bo-cong-cu-giam-sat-hinh-anh-qua-
camera.htm

Diém
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Trang

Cau trung lap

ICMP Internet Control Message Protocol

Nguén DPiém

ARP duwoc dung trong tat ca nhirng
trro'ng hop mét nut trén mét mang TCP
IP can biét dia chi MAC clia mét nat khac
trén cung mang vat ly b DICH VU ICMP
INTERNET CONTROL MESSAGE
PROTOCOL Dich vu ICMP la dich vy
thdng bao diéu khién mang né hé tro cho
IP vi IP khéng c6 co ché kiém soat 16i va
kiém soat lubng di¥ liéu nén ludn di kém
v&i ICMP né dinh nghia mét tap cac
thdng diép 16i s& glri vé cac host khi mot
ro u te r hay mét host khéng thé xi ly
mot IP da ta g ram thanh céng s dung
lénh kiém tra mang ping ¢ DICH VU
DHCP DYNAMIC HOST
CONFIGURATION PROTOCOL Dy na
mi ¢ Host Configuration Protocol
DHCP giao thtre cau hinh dong may chu
la mét giao thirc cau hinh ty dong dia chi
IP

100

https://text.123doc.org/document/
3184456-thiet-ke-he-thong-thuc-hanh-
mang-peer-to-peer.htm



Trang

Cau trung lap

Giao thirc Thong diép Diéu khién Internet
IDS Intrusion Detection System Hé thong
phat hién xam nhéap

Ngudn

Két chuwong 59 KET LUAN 60 TAI LIEU
THAM KHAO 61 iv DANH MUC TU VIET
TAT Viét tat Tiéng Anh Tiéng Viét IDS In
tru si on De te c ti on Sys tem Hé théng
phat hién xam nhap NIDS Network In tru
si on De te c ti on Sys tem Hé théng phat
hién xam nhap cho mang HIDS Host In
tru si on De te c ti on Sys tem Hé théng
phat hién xam nhap cho may tram SMTP
S im p le Network M an ag em ent P ro to
co | Giao thrc quan ly mang don gian
DNS D om ai n Name Sys tem Hé théng
tén mién FPT File T ran sfer P ro to co |
Giao thire truyén tai file IP Interne t P
ro to co | Giao thirc mang Inte rne t TCP
IP T ran s miss ion Contro| P rotocol
InternetProtocolBdgiaothrcinter
netTCPIPICMP InternetControl
Mes sa ge P ro to co | Giao thirc thdng
diép diéu khién In te r ne t UDP User Da
ta g ram P ro to co | Giao thirc goi di¥ liéu
ngwoi dung MIB M an ag em ent Infor
ma ti on Base Thong tin quan ly co s&
MIDAS Mul ti cs In tru si on De te c ti on
and A le r tin g Sys tem Hé thdng da phat
hién xadm nhap va ¢ anh bao IDES In tru
si on De te c ti on Ex pe rt Sys tem Hé
chuyén gia phat hién xadm nhap AAFID
Au to no mo us A gen ts For In tru si on
De te c ti on Tac nhan ty tri phat hién
xam nhap NIDES Next Ge neration In
tru si on De te c ti on Ex pe rt Sys tem Hé
chuyén gia phat hi én xadm nhap thé hé
tiép theo FDDI Fiber Dis tri bu te d Data
In te rface Giao dién phan tan dir liéu
quang v HDLC High Level Data Link Con
tro | Giao thirc diéu khién lién két dir lieu
SLIP SerialLineInternetProtocol
Giao thtre In te r ne t qua duwdng mo de
rm PPP Point to Point P ro to co | Giao
thtrc diém diém PF Pac ke t Fil te r Loc
gai tin RB Re se r ve d Bit Bit dw phong
DF Don t F ra g men t Bit Bit khéng bi
phan manh MF More F ra g men ts Bit
Bit bi phan manh MTU Ma xi mum T ran
s miss ion Unit Don vj truyén téi da TTL
Time To Live Thoi gian song vi DANH
SACH HINH VE Hinh 1 1 Mé hinh chirc
nang IDS 9 Hinh 1 2 Cac HIDS trong hé
théng mang 12 Hinh 1 3 Cac NIDS trong
hé théng mang 13 Hinh 1 5 Cac buéc xt

Diém
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Trang

Cau trung lap

IRC Internet Relay Chat Giao thirc IRC

Nguén DPiém

ly ctia Cisco IDS 14 Hinh 2 1 Kién tric
IDS 17 Hinh 2 2 M6t md hinh phat hién
lam dung dién hinh 24 Hinh 2 3 M hinh
phat hién bat thwong 27 Hinh 3 1 Kién
trdc cda Snort 33 Hinh 3 2 Giai ma gdéi tin
E the r ne t 34 Hinh 3 3 CAu truc luat cla
Snort 38 Hinh 3 4 Hea de r luat ctia
Snort 38 Hinh 3 5 M hinh hé théng phat
hién xam nhap Snort cdng ty PAMA 49
Hinh 3 6 Kh&i dong Snort lam viéc voi
MySQL 53 Hinh 3 7 M6 hinh th& nghiém
54 Hinh 3 8 Canh bao S can Port trén
Base 55 Hinh 3 9 Chi tiét cac canh bao S
can Port 56 Hinh 3 10 Mail gtvi vé canh
bao S can Port 56 Hinh 3 11 Canh bao
Alert ttr Snort théng qua BASE 57 Hinh 3
12 Canh bao c¢6 tdn cong UDP FLOOD
57 Hinh 3 13 Chi tiét cdnh bao UDP
FLOOD 58 Hinh 3 14 Cac canh bao
dwoc giri vé email 58 Hinh 3 15 Canh
bao vé UDP FLOOD dugc glri vé email
59 DANH SACH CAC BANG Bang 3 2
Cac co sir dung voi tir khoa Flags 46 1.
MO BAU Hién nay cung v&i s phat trién
manh mé cla mang in te r ne t dam bao
an toan thong tin dang tré thanh mét yéu
cau quan trong thiét yéu dbi véi linh v
phat trién cdng nghé théng tin cling nhw
trong moi hoat déng kinh té xa hoi

https://text.123doc.org/document/
1393684-luan-van-thac-si-ky-thuat-
nghien-cuu-cac-ky-thuat-phat-hien-dot-
nhap-mang-va-xay-dung-mo-hinh-ung-
dung-dua-tren-snort.htm

Down loa d Pal ta IkSce ne Gia ca Mién

phi IceC ha t Giao thirc IRC Inte rne t

Relay Chat van con ton tai va van con cé

rat nhiéu ngu’o’l st dung n6 dé chat va

trao ddi cac file hang ngay 91

https://text.123doc.org/document/
1972454 -giao-trinh-tin-hoc-16-cong-cu-
tro-giup-cho-e-mail-va-im-doc.htm



Trang

Cau trung lap

LAN Local Area Network Mang cuc b6

Ngudn

Tai liéu tham khdo 9 Danh muc céc ti
viét tat Tir viét tat T gbc Nghia tiéng
Viét AG Access Ga te way Cbng truy
nhap AS App li ca ti on Ser ve r May chu
trng dung AS F AS Func ti on Chirc nang
may cha rng dung ATM Asynch ro no us
T ran sfer Mode Ché dd chuyén giao
khong dong bd CA Call Agent Tac nhén
cudc goi FS Fea tu re Ser ve r May chu
chtrc nang IN In te | li gen t Network
Mang théng minh INAP IN App li ca tion
P ro to co | Giao thirc r'ng dung mang IN
IPInternetProtocol Giaothtc Inter
ne t ISDN Inte g ra te d Ser vice Digita
I Network Mang s0 lién két da dich vu
ISP In te r ne t Ser vi ce P ro vi de r Nha
cung cap dichvuInternetITUITUT In
ternational Tele com mu nication
Union ITU Te le co m Sec to r Lién minh
Vién thong Quéc té bd phan tiéu chuan
hoa vién théng cta ITU IW F In te rwor ki
ng Func ti on Chirc nang lién két mang
LAN Local Area Network Mang cuc bd
M2UA MTP level 2 User Adaptaion T
ong thich v&i ng &i dung muirc 2
MEGACO MEdia GA te way COn tro | le
r Giao thirc diéu khién cdng ph ong tién
MG Media Ga te way Cbng ph ong tién
MGC Media Ga te way Con tro le r BO
diéu khién céng ph ong tién MGC F
MGC Func ti on Chirc nang MGC MGCP
Media Ga te way ControlProtocoll
Giao thirc diéu khién cong | ul ong MG F
MG Func ti on Chirc nang cong MG T
viét tit T gbc Nghia tiéng Viét MPLS
Mul ti P ro to co | Label Swit chi ng C huy
&n mach nhan da giao thirc NGN Next
Ge ne ra ti on Network Mang thé hé sau
PBX P ri va te B ran ch eX chang e Téng
dai nhanh PRI P ri ma ry Rate In te rface
Giao dién téc do so cdp PSDN Pub li ¢
Swit che d Data Network Mang di¥ liéu
chuyén mach céng cong PSTN Pub li ¢
Swit che d Te le pho ne Network Mang
dién thoai chuyén mach céng cong R F
Rou tin g Func ti on Chirc nang dinh
tuyén RTCP Real Time T ran sport Con
tro | P ro to co | Giao thirc diéu khién
truyén tai thoi gian thwe RTP Real Time
T ran sport P ro to co | Giao thirc truyén
tai thoi gian thwec SPC StoredProg

Diém
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Trang

Cau trung lap

Dia chi diéu khién truy nhap méi trwong

Ngudn

ram me Con tro | Biéu khién theo ch ong
trinh | u trlr SG Sig na | lin g Ga te way
Cbng bao hiéu SIP Ses sion Intiation P
ro to co | Giao thirc khéi dau phién SIP T
SessionintiationProtocolforTele
pho ny Phan mé rdng giao thirc SIP
danh cho thoai SNMP S im p le Network
M an ag em ent P ro to co | Giao thirc
quan ly mang don gian SS7 Sig na lin g
Sys tem No7 Hé thong bao hiéu s6 7
SUA SCCP User A da ta ti on Thich trng
ng &i dung SCCP TCP T ran s miss ion
Con tro | P ro to co | Giao thirc diéu khién
truyén tai TDM Time Di vi sion Mu tip le
xin g Ghép kénh theo th&i gian TGW
Trunk Ga te Way Céng trung ké UDP
User Da ta g ram P ro to co | Giao thirc
gai tin ng &i dung VolP Voice over IP
Thoai qua mang IP WAN Wide Area
Network Mang dién rong T6 viOt t t WDM
T6 géc Wa ve leng ht Di vi si on Mul ti p
le xin g NghUa tiOng ViOt GhPp k?nh ph
n chia theo b ic s&ng Danh muc cac hinh
v& Hinh 1 Cac thanh phan chinh cla
mang vién théng Erro r

https://text.123doc.org/document/
4734199-dspace-at-vnu-nghien-cuu-ung-
dung-cong-nghe-chuyen-mach-mem-
softswitch-tren-mang-ngn-viet-nam.htm

Hai phwong tién dé truy nhap tai phan
MAC diéu khién truy nhap moi trwérng
truyén dan cla tang lién két dir liu va
mot dinh dang chung cho viéc dinh dia chi

https://text.123doc.org/document/
4550536-tim-hieu-ve-mang-internet.htm

Diém
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Trang

Cau trung lap

NIC Network Interface Card Card giao
tiep mang

Ngudn

Nguwoi thwe hién VO DUNG MUC LUC
LO1 CAM ON B LOI CAM DOAN C MUC
LUC D BANG TU VIET TAT G LOI MO
DAU | CHUONG 1 1 HIEN TRANG
MANG VIEN THONG VIET NAM VA XU
HUONG PHAT TRIEN MANG TRUY
NHAP CUA THE GIOI 1 1 1 Gidi thiéu
chwong 1 1 2 Hién trang mang truyén B
thdng clda Viet Nam 112 1 T ru yén dan
Quéc Té 1122 T ruyén dan Quéc Gia
1123 Truyéndannditinh2 13 Sy
phat trién cta lwu lwong 2 1 4 Xu hwéng
phét trién hién nay 3 1 5 Mang truy nhap
thé hé sau 4 1 6 So sanh gilra cac giai
phap truy nhap va thj trwdng mang
quang thy ddng toan cau 5 Bang 1 1 Thj
trwong mang quang thu dong toan cau
2003 2008 5 1 7 Két luén chwong 7
CHUONG 2 8 MANG TRUY NHAP
QUANG THU BONG PON 8 2 1 Gi¢i
thiéu chwong 8 2 2 Tdng quang vé coéng
nghé PON 8 2 2 1 B tach ghép quang 9
2 22 Cac dau cudi mang PON 11223
M6 hinh PON 11 2 2 4 WDM va TDM
PON 13 2 3 Két luan chwong 15
CHUONG 3 16 CONG NGHE
ETHERNET 16 3 1 Gi¢i thiéu chwong 16
32 Tbng quan vé Ethernet17 33 Cac
phan t&r cia mang Ethernet17 3 4
Kién tric mé hinh mang Ethernet 18 3
5 Quan hé vat ly gitra IEEE 802 3 va md
hinh tham chiéu ISO 19 3 6 L&p con
MAC E therne t 21 3 6 1 Dang khung
cobadncliaEthernet21362Sw
truyén khung div liéu 223621 T ru yén
don cébng phwong thirc truy nhap CSMA
CD 23362 2T ruyén song cdng mot
céach tiép can dé hiéu qua mang cao hon
2437 LopvatlyEthernet2438
Quan hé gitra I&p vatly E the rne tva
md hinh tham chiéu ISO 25 3 9 Két luan
chwong 26 CHUONG 4 27 MANG TRUY
CAP QUANG THU DONG ETHERNET
EPON 27 4 1 Gi¢i thiéu chwong 27 4 2
Loi ich cia mang truy cap quang thu
dong E the rne t PON 27 4 3 Mang truy
cap quang thu déng EPON 28 4 3 1 N gu
yén ly hoat déng 28 4 3 2 Giao thirc diéu
khién da diém MPCP Multi Point Con tro
I P rotocol304 33 EPON véi kién tric
802 34 4 3 3 1 Point to Point E mu la i

Diém



Trang

Cau trung lap

Ngudn

on 354 3 3 2 Share Me di um E mu la ti
on 36 4 4 Két luan chwong 37 CHUONG
539 KHAO SAT TRE VA CAC
PHUONG PHAP PHAN PHOI BANG
THONG TRONG EPON 39 5 1 Gi¢i thiéu
chwong 39 5 2 M6 hinh ciia EPON 39 5
3 Thuat toan In te r le a ve d Pol lin g 41
5 4 Ké hoach phan b bang thong cira.
sO truyén cwc dai 44 5 5 Cac thanh phan
cua tré goi 46 5 6 Cap phat bang thdng
cb dinh 47 5 7 Cép phat bang théng can
dbi 48 5 8 Sy cép phat bang théng theo
quyén wu tién 49 5 9 SLA aware p DBA
50 5 10 SLA aware A da p ti ve DBA 52 5
11 Két luan chwvong 53 CHUONG 6 54
GIAO DIEN CHUONG TRINH MO
PHONG VA KET QUA TiNH TOAN 54 6
1 Gi¢i thiéu chwong 54 6 2 Giao dién
chinh cda chwong trinh mé phdéng 54 6 3
Giao dién thé hién mé phdng qua trinh
truyén dir liéu tir OLT dén cac ONU
huéng xudng 55 6 4 Giao dién mé phong
qua trinh truyén di liéu tir cac ONU dén
OLT huong Ién 56 6 5 Cap phat bang
thong truyen tai theo ty 1 lwong bytes cé
trong hang dgi cho tirng ONU 56 6 6 Ty
l&é cap phat bang théng cho cac ONU 58
6 7 Thuat toan phan b bang théng theo
ty 1& bytes c6 trong hang doi dwa trén
tinh wu tién ctia dich vu 58 6 8 Thuat
toan tinh toan tré trong mang truy nhap
quang EPON 63 6 9 Két luan chwong 65
KET LUAN VA HUONG PHAT TRIEN
DE TAI Il TAI LIEU THAM KHAO 11l PHU
LUC V BANG TU VIET TAT TU VIET
TAT TEN TIENG ANH TEN TIENG VIET
A DBA Adaptive DynamicBan
dwidth Al lo ca ti on Cép phat bang théng
thich ng di¥ liéu ATM Asynchronous T
ran sfer Mode Ché d6 truyén dj boi
CSMA CD Carrri er Sense Mul tip le
Access with Col i si on De te ct Ba truy
nhap cadm nhan séng mang cé phat hién
xung dot DA Des ti na ti on Add re ss Dia
chi dich DCE Data C om mu ni ca tion E
qui p men t Thiét bj giao dich di liéu
DTE Data Ter mi na | E qui p men t Thiét
bi di¥ liéu dau cudi DSL Di gi ta | Subsc ri
be r Line Buwdng day thué bao s6 EMS E
le men t M an ag em ent Sys tem Hé
thdng quan ly EPON E the r ne t Pas si

Diém



Trang

Cau trung lap

Ngudn

ve Op ti ca | Network Mang quang thu
dong E the r ne t FCS Frame Check Se
quen ce Kiém tra khung tuan tw FR
Frame Relay Céng nghé Frame Relay
FSAN Full Ser vi ce Access Network
Mang truy cap dich vu day da FTTB
Fiber To The B ui | di ng S¢i quang dén
tdba nha FTTC Fiber To The Curb Soi
quang dén cum thué bao FTTH Fiber To
The Home Se¢i quang dén tan nha thué
bao IEEE Ins titu te of E le c trica |l and
E le c tro ni cs En gi ne ers Hiép hdi cac
ky sw dién va dién tl thé gi&i ID In de n ti
fy Des ti na ti on Chi dinh dia chi dich IP
InternetProtocol Giaothlcinter
ne t ISDN In te g ra te d Ser vi ces Di gi
ta | Network Mang tich hop dich vu sé
ITUInternational Tele co m mu nica
ti on Union Lién hiép vién théong quéc té
LAN Local Area Network Mang cuc b6
LLC Lo gi ca | Link Con tro | Biéu khién
két néi logic MAN Me tro po li tan Area
Network Mang khu vic tha d6 MAC
Media Access Con tro | Lép diéu khién
truy nhap phwong tién MDI Me di um De
pe nt de nt In te rface Giao dién phu
thuéc phuwong tién MIl Me di um In de pe
nt de nt In te rface Giao dién déc lap
phwong tién MPCP Mul ti P oi nt Con tro
| P ro to co | Giao thire digu khién da
diém MPtP Mul ti P oi nt to Point Mé hinh
diém da diém NGN Next Ge ne ra ti on
Network Mang thé hé sau NIC Network
In te rface Card Card giao tiép mang
OLT Op ti cal Line Ter mi na | Két cudi
dwong truyén quang ONU Op tica |
Network Unit Bon vi mang quang PC Per
so na |l C om pu te r May vi tinh PCS P
hy si cal Co ding Sub lay er L&p con ma
hoa vat ly PDH P le si o cho ro no us Di
gi ta | Hie ra rc hy Phan cép sé can déng
bdé PMA P hy si ca |l Me di um At ta ch
men t L&p con thudce 16p vat ly PON Pas
si ve Op ti ca | Network Mang quang thu
dong POTS Plain Old Te le pho ny Sys
tem Hé théng dién thoai kiéu cti PRE P
re am b le Mao dau PtP Point to Point
M6 hinh diém diém PtPE Point to Point E
mu la ti on PtMP Point to Multi Point M6
hinh diém da diém QoS Qua li ty of Ser
vi ce Chat lwong dich vu SA Source Add

Diém
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Hé thdng phat hién xam nhap mang

Ky hiéu Tén Tiéng Anh Y nghia Tiéng
Viét

Nguén DPiém

re ss Dia chi nguén SDH Syn cho ro no
us Di gi ta | Hie ra rc hy Phan cép sb
ddng bé SDM Space Di vi si on Mul ti p
le xin g Ghép kénh phan chia theo khéng
gian SFD Start of Frame De limite r
Byte xac dinh sy bat dau khung SLA
DBA Ser vi ce Level Ag re em ent Dy na
mi ¢ B an dwidth Al lo ca ti on C4p phat
bang thong dong theo mirc dich vu cam
két SBA S ta ti ¢ B an dwidth Al lo ca ti
on cap phat bang théng cb dinh SP DBA
S trict P riority Dy na mic B an dwidth
Al'lo ca ti on Cap phat bang thong dong
theo ché do wu tién SLA Ser vi ce Level
Ag re em ent Cam két mirc d6 dich vu
SME S ha re d Me di um E mu la ti on
SONET Synchoronous Optical
Network Mang quang déng bdé TDM Time
Di vi si on Mul ti p le xin g Ghép kénh
phan chia theo th&i gian WAN Wide Area
Network Mang truy nhap dién rong LOI
MO DAU Mang dwérng truc Bédc Nam
nwéce ta st dung mang Ring cap quang
SDH 20 Gbps

https://text.123doc.org/document/
1213866-do-an-mang-truy-nhap-quang-
thu-dong-ethernet-pon-potx.htm

nbsp N ghi &n ctru trién khai hé théng

phat hién xam nhap mang véi phan mém

ma ngudn mé Snort In li ne 1 LOI CAM

ON Trwéc tién téi xin givi 1&i cdm on

chan thanh dén thay gido da hwéng dan

t6i hoan thanh dé an nay 100

https://text.123doc.org/document/

4573914-nghien-cuu-trien-khai-he-thong-

phat-hien-xam-nhap-mang-voi-phan-
mem-ma-nguon-mo-snort-inline.htm

2MB4XYampY SVTH Lé Thj Héng

Thanh L&p K45E6 Khoa luan tot nghiép

GVHD ThS N gu yén N gu yét Nga 73
DANH MUC TU VIET TAT Ky hiéu Tén

tiéng anh Y nghia 9 It EE 9
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Nguén DPiém

https://text.123doc.org/document/
2574911-giai-phap-vuot-rao-can-moi-
truong-nham-day-manh-xuat-khau-hang-
may-tre-dan-sang-thi-truong-nhat-ban-
cua-cong-ty-tnhh-hong-tien.htm
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Bo tiéu chuédn bao mat di¥ liéu thé thanh
toan

Nguén DPiém
Thuat nglr va cac tir viét tat Viét tat Y
Nghia Al Tri tué nhan tao Ar ti ficial In te |
li gen ce API Giao dién Iap trinh trng
dung App lica tion P rogram min g In
te rface Bl Bao cao quan tri théng minh
Bu sine ss Inte | ligen ce BPMN Mo
hinh va ky hiéu quy trinh nghiép vu Bu si
ne ss P ro cess Model and No ta ti on
CMND Chtrng minh nhén dan CSDL Co
s& di¥ liéu CSF Khung an toan théng tin
khéng gianmang Cy berse curity F ra
me work DC DR Trung tam di liéu
phong ngtra thdm hoa Data Cen te r Di
sa s te r Re co ve ry DIP Hé théng tich
hop di¥ liéu DataIntergration P la
tform DSP Nén tang dich vu di¥ liéu Data
Ser vi ce P la tform ESB Truc lién théng
En te rp ri se Ser vi ce Bus GIS Hé théng
thong tin dia Iy ban d6 s6 G eo g ra phi ¢
Infor ma ti on Sys tem GPS Hé thong
dinh vi toan cau G lo ba | Po si ti o ni ng
Sys tem GUI Giao dién ngudi dung dd
hoa G ra phi ca | User In te rface laaS
Dién toan dam may & mac ha tang Infra
structureasaserviceICT Céng
nghé théng tin va truyén thdng Infor ma ti
on and C om mu ni ca tion Tech no lo
gie s loT Van vatkétndilnternetof T
hin gs 1ISO Hé thdng quan ly chéat lvong
Inte rnational OrganizationforS 38
tan da r di za ti on LGSP Nén tang tich
hop chia sé cap tinh Local Go ve rn men
t Ser vi ce P la tform MIS Kho di¥ liéu
thong tin quan ly tdng hop M an ag em
ent Infor ma ti on Sys tem NGSP Céng
két n6i qudc giaNational Go vern
men t Ser vi ce P la tform NIST Vién Tiéu
chuén va Ky thuat Quéc gia Na ti o na |
Ins ti tu te of S tan da rds and Tech no lo
gy NOC Trung tdm diéu hanh hé théng
mang Network O perations Center
PaaS Dién toan dam may & mdc nén
tang P la tform as a se r vi ce PCCC
Phong chay chira chay PCI DSS Tiéu
chuén bdo mat di liéu thé thanh toan
Pay men t Card In du stry Data Se cu ri
ty S tan da rd PPP Dau tw theo hinh thic
dbi tac cong tw Pub lic P riva te P art ne
rs hi p SMS Dich vu tin nhan ngén Short
Mes sa ge Ser vi ces SOA Kién tric
hwéng dich vu Service Oriente d Ar
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POC Proof of Concept Chirng minh khai
niém

Nguén DPiém

chi te c tu re SOC Trung tdm An toan
théng tin Se cu ri ty O pe ra ti ons Cen te
r SSO Hé théng dinh danh va xac thuc
nguwdi dung tép trung S in g le Sign On

https://thuvienphapluat.vn/van-ban/Cong-

nghe-thong-tin/Quyet-dinh-4250-QD-
UBND-2018-Kien-truc-Chinh-quyen-dien-

tu-Ho-Chi-Minh-402815.aspx

Hién FPT da bat dau thiét 1ap quan hé
cap cao voi cac doi tac quoc té cung tich
cwc tham gia phat trién san xuét va
thwong mai hda PoC proof of con cept_
chirng minh khai niém va dich vu chuyén
2. X 100
doi so

https://techinsight.com.vn/thoai-von-da-
nganh-fpt-tap-trung-toan-luc-vao-cong-
nghe/
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PPP Point-to-point Protocol Giao thirc
mang ngang hang

Ngudn

Diém bang chi Ngay thang 11 ndm 2008
Gido vién phan bién Muc luc B an tét
nghiép Muc luc Muc luc 1 Muc luc Do an
tét nghiép 1 Danh muc hinh vé& 2 Danh
muc hinh vé& D an tét nghiép 2 Thuat
nglr viét tat 4 Thuat nglr viét tit D6 an tot
nghiép 4 L&i noi dau 5 Loi noi dé,u Do an
tot nghiép 5 C hw on g 1 Ly thuyét chung
vé mang ngang hang6 C hwong 1Ly
thuyét chung vé mang ngang hang B06 an
t6t nghiép 8 C hw on g 2 Ly thuyét vé
Bang badm phén tan DHT 24 Chw on g 2
Ly thuyét chung vé bang bam phan tan
DHT D an tét nghiép 24 Chvong 3 P
hw on g phap nghién clru mang ngang
hang 44 C hw on g 3 P hw on g phap
nghién ctu mang ngang hang Do an tét
nghiép 44 C hw on g 4 Banh gia hiéu
nang mét sb DHT 56 C hw on g 4 Banh
gia hiéu nang mét s DHT D0 an tot
nghiép 56 Két luan 75 Két luan Do an tét
nghiép 75 Tai liéu tham khao 76 Tai liéu
tham khao D6 an tét nghiép 76 N gu yén
Thé Tung B 04 VT 1 1 Danh muc hinh vé
Do an tbt nghiép Danh muc hinh vé& Hinh
1 1 Hé thdng mang 6 Hinh 1 2 Hé théng
mang chud khach 7 Hinh 1 3 Mang ngang
hang 8 Hinh 1 4 Mang ngang hang hoan
toan 11 Hinh 1 5 Mang lai ghép 12 Hinh
1 6 Mang lai ghép vé&i chi s6 hoa tap
trung 13 Hinh 1 7 Mang lai ghép v&i chi
s6 hoa phan tan 13 Hinh 1 8 Co ché
danh muc tap trung 14 Hinh 1 9 Co ché
yéu cau lién tuc 15 Hinh 1 10 Co ché
bang bam phan tan 15 Hinh 1 11 Mang E
don ke y 20 Hinh 1 12Mang G nu tel la
21 Hinh 1 13 Mang Naps te r 22 Hinh 1
14 Tim kiém trén mang Naps te r 23
Hinh 2 1 Chlrc nang chinh cua DHT 25
Hinh 2 2 Khong gian ID ctia mang Chord
N 64 27 Hinh 2 3 Cac item lwu trén mang
Chord 27 Hinh 2 4 Qua trinh node tham
gia vao mang Chord 33 Hinh 2 5 Qua
trinh node roi khdi mang Chord 34 Hinh
2 6 Khéng gian ID clia mang Ka de m lia
N 16 35 Hinh 2 7 Cac k bu c ke t cia mo6t
node 35 Hinh 2 8 Bang dinh tuyén cta
node 110 37 Hinh 2 9 Qua trinh node
tham gia vao mang Ke li ps 39 Hinh 2 10
Bang dinh tuyén ctia mét node trong
mang Ta pe stry 40 Hinh 2 11 Cac muc

Diém
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Ngudn

lién két ctia node 4227 41 Hinh 2 12
DPuwong di cia mét me s sa ge tir node
5230 t&i node 42AD 41 Hinh 2 13 Cac
ban sao dwoc dinh tuyén t&i root node
4377 42 Hinh 2 14 C&c node truy van
dén node lwu item gan nh4t 42 Hinh 3 1
Minh hoa NS 2 47 Hinh 3 2 Minh hoa
PeerS im 48 Hinh 3 3 Minh hoa P la ne
tS im 49 Hinh 3 4 Minh hoa OMNet 51
Hinh 3 5 Minh hoa O ve rS im 52 Hinh 3
6 Minh hoa GPS 53 N gu yén Thé Tung
D 04 VT 1 2 Danh muc hinh vé Db an tét
nghiép Hinh 3 7 Minh hoa P 2 PS im 55
Hinh 4 1 Minh hoa mé hinh thuc té 57
Hinh 4 2 Hoat déng cia P 2 PS im 58
Hinh 4 3 Lwu d6 xac dinh nguwéng churn
rate 62 Hinh 4 4 N guwdng churn rate
Chord hoat déng t6t 62 Hinh 4 5 N
gudng churn rate Ka de m lia hoat dong
tot 63 Hinh 4 6 N gwdng churn rate Ke i
ps hoat déng tét 63 Hinh 4 7 N gudng
churn rate Ta pe stry hoat dong tét 64
Hinh 4 8 Hiéu nang Chord v¢&i churn rate
rat cao 65 Hinh 4 9 Hiéu nang Ka de m
lia v&i churn rate rat cao 65 Hinh 4 10
Hiéu nang Ke li ps v&i churn rate rat cao
66 Hinh 4 11 Hiéu nang Ta pe stry voi
churn rate rat cao 66 Hinh 4 12 So sanh
cac DHT véi churn rate 60s 67 Hinh 4 13
So sanh cac DHT v&i churn rate 300s 67
Hinh 4 14 Anh hwéng cla base ddi voi
Chord 68 Hinh 4 15 Anh huéng cta pns
ti me r dbi véi Chord 68 Hinh 4 16 Anh
hwéng cla alpha dbi véi Ka de m lia 69
Hinh 4 17 Anh hwéng cda s ta bi li ze
timer déi v&i Ka de m lia 69 Hinh 4 18
Anh hwéng clia round in te r va | dbi véi
Ke li ps 70 Hinh 4 19 Anh hwéng cltia n
con ta cts dbi véi Ke li ps 70 Hinh 4 20
Anh hwéng clia s ta b ti me r déi véi Ta
pe stry 71 Hinh 4 21 Anh hwéng cla
base ddi v&i Ta pe stry 71 Hinh 4 22
Tinh kha mé& ciia Chord 72 Hinh 4 23
Tinh kha mé cua Ka de m lia 72 Hinh 4
24 Tinh kha mé& cta Ke li ps 73 Hinh 4
25 Tinh kha mé& ctia Ta pe stry 73 N gu
yén Thé Tung D 04 VT 1 3 Thuat ngl®
viét tat D6 an tét nghiép Thuat ngir viét
tat Tlr viét tat Tiéng Anh Tiéng Viét CLI C
om man d Line In te rface Giao dién
dong |énh DHT Dis tri bu te d Hash Table

Diém
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Nguén DPiém

Bang bam phan tan FAQ F re quently
Asked Ques ti ons Cac cau haéi thudng
gap FTP File T ran sfer P ro to co | Giao
thire truyén file GUI G ra phi ca | User In
te rface Giao dién d6 hoa ICQ | seek you
C hw on g trinh may tinh nhan tin tic
thoi trén Inte rne t ID | de n ti fier S6
nhan dang IP In te r ne t P ro to co | Giao
thbccmang InternetIPv6InternetP
ro to co | ve r si on 6 Giao thitrc IP phién
ban 6 JXTA Jux ta po se Giao thirc mang
ngang hang ma ngudn mé cta Sun Mic
ro sys tem s MAC Media Access Con tro
| Diéu khién Truy nhap Vat Iy MIT Mas sa
chu se tts Ins ti tu te of Tech no lo gy Hoc
vién ki thuat Ma sa chu se t Mi OSPF
Open S ho r te st Path First Dwdng di
ngan nhat mé& dau tién P2P Peer to Peer
Mang ngang hang PDA Per so na | Di gi
ta | As si s tan t May tro ly ca nhan ky
thuat s PPP Point to Point P ro to co |
Giao thire diém nbi diém PVC Perfor
man ce ve r su s Cost Hiéu nang doi voi
chi phi RIP Rou tin g Infor ma ti on P ro
to co | Giao thirc dinh tuyén théng tin
RTT Round Trip Time Th&i gian di hét
moét vong SHA Se cu re Hash Al gori
thm Thuat toan bam an toan SETI
Search for ExtraterrestrialIntelli
gen ce Dy an tim kiém nén van minh
ngoai trai dat TCL Tool C om man d L an
gu age B0 cbéng cu lap trinh dong [énh
TCP T ran s miss ion Con tro | P ro to co
| Giao thirc diéu khién truyén dan UDP
User Da ta g ram P ro to co | Giao thirc
goi di¥ liéu ngwoi dung VoD Video on D
em an d Video theo y&u cau N gu yén
Thé Tung D 04 VT 1 4 L&i ndi dau Db an
t6t nghiép Li néi dau K hodng muoi
nam tré lai day thé gi¢i da ching kién sw
bung nd cta In te r ne t bang théng rong
cung vai no la sy phat trién manh mé
clia cac rng dung peer to peer

https://text.123doc.org/document/
1339403-do-an-danh-gia-hieu-nang-mot-
so-giao-thuc-dht-trong-mang-ngang-
hang.htm
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RAM Random Access Memory Bo nh¢&
truy xuat ngau nhién

Nguén DPiém

IV DANH MUC THUAT NGO’ CHU' VIET
TAT Viét tat Tiéng Anh Tiéng Viét ACK
Ack no w le dg em ent Bdo nhan ADV Ad
ve r ti se men t based MAC MAC quang
céo AP Access Point Diém truy nhap
BSS Basic Ser vi ce Set Diém dich vu co
ban BTS Base T ran sceiver S ta tion
Tram thu phat song di ddng Code Di vi si
on Mul ti p le Access DPa truy nhap da
nguw®i dung phan chia theo ma G lo ba |
Po si ti 0 ni ng Sys tem Hé thdng dinh vi
toan cdu Low Energy AdaptiveClus
te ri ng Hie ra rc hy Phan bac twong
thich nang lwong thdp Level mu ltica s
tin g s che me MAC dwa trén viéc phan
cép da dworng Media Access Con tro |
Diéu khién truy nhap méi tredng Node
Ac ti va ti on Mul ti p le Access Nut kich
hoat nhiéu truy cap Network allocation
Vec to r Vec to r thoi gian chiém gil 100
mang Power aware me di um access
with Nang lwong bao hiéu trong truy si g
na | lin g nhap trung binh QoS Qua li ty
Of Ser vi ce Chét lwong dich vu RAM R
an dom Access M em ory B6 nh& truy
xuét ngau nhién ROM Read Only M em
ory B nhé chi doc S MAC Sen so r MAC
MAC dwa trén sen so r TDMA Time Di vi
sionmu I ti p le Access T MAC Time out
MAC CDMA GPS LEACH LMS MAC
MAC NAMA NAV PAMAS Da truy nhap
phan chia theo th&i gian MAC dwa trén
khoang thoi gian time out V MUC LUC
LOI CAM BOAN

https://text.123doc.org/document/
4490556-nghien-cuu-giao-thuc-dinh-
tuyen-ho-tro-hieu-qua-nang-luong-trong-
mang-wsn-lv-thac-si.htm
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SEM security event management quan ly
sw kién bdo mat

Ngudn

Hwéng phat trién gidi phap mé rong
hoan thién hé thbng GSANM 64 TAI
LIEU THAM KHAO 66 5 DANH MUC TU
VIET TAT STT Thuéat Ngir Tw Viét Tat
Giai thich ttr nglr 1 AD Ac ti ve Dire c to
ry Mic ro so ft 2 APT Ad van ced Per si s
tent Th re at 3 ATANTT An toan an ninh
thong tin 4 ATTT An toan thong tin 5
BGP Giao thirc dinh tuyén Bor de r Ga te
way Protoco | 6 BTTTT BO Thong tin va
T ru yén théng 7 CATP Céng an thanh
phé 8 CGI Chuén két ndi chwong trinh
trng dung véi web se rve r C om mon
Ga te way In te rface 9 CIFS C om mon
Inte rne t File Sys tem 10 CNTT Céng
nghé Théng tin 11 CPU B0 xtr ly trung
tam Cen tra | P ro ces sin g Unit 12
CSDL Co s¢ dir liéu 13 DDoS Tan cong
ttr choi dich vu phan tan Dis tri bu te d
De nia | of Ser vi ce 14 DHCP Giao thuc
céu hinh déng may chi Dy na mi ¢ Host
15 DNS Hé théng tén mién Dom ain
Name Sys tem 16 DoS Tan cong tw choi
dich vu De nia | of Ser vi ce 17 ESM En
terprise Security Management 18
FTP Giao thirc truyén tap tin File T ran
sfer P ro to co | 19 GSANM Giam sat an
ninh mang 20 GSM Hé thdng théng tin di
dong toan cau G lo ba | Sys tem for Mo
bi le C om mu ni ca ti ons 21 GUI Giao
dién nguoi dung dé hoa G ra phica
User In te rface 22 HOST May cha 23
HTML Ngbén ngi¥ danh dau siéu van ban
Hy pe rText Markup L an gu age 24
HTTP Giao thirc truyén siéu van ban Hy
pertextTransferProtocol 625
ICMP Giao thirc ban tin diéu khién In te r
netinternetControl Mes sagePro
to co 126 ID Dinh danh | de n ti fier 27
IDS Hé théng phat hién xam nhap In tru
si on De te c ti on Sys tem 28 IM Tin
nh&n nhanh Ins tan t Mes sa gin g 29
IMAP Giao thure truy cap théng diép In te
rnetinternet301SOlInternational
Organizationfor Standardization
31 LAN Local Area Network mang cuc b6
32 LDAP Lightweight Di re c to ry Access
P ro to co I 33 NAS Network At ta che d
S to ra ge 34 NFS Network File Sys tem
35 NIST NationalIns titu te of S tan
da rds and Tech no lo gy Vién Tiéu

Diém
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Ngudn

chuan va Ki thuat Quéc gia Hoa Ky 36
NIST SP NIST S pe cial Pub li ca ti on 37
POP3 Post Office P ro to co | 3 giao thirc
nhan thw dién t&r 38 RAID Re dundan't
Array of In de pe n de nt Disks 39 SAN S
to ra ge Area Network 40 SCAP Se cu ri
tyContentAutomationProtocol
Giao thirc ty dong bao mat ndi dung 41
SEM Se cu rity Event M an ag em ent
Quan ly Sy kién Bao mat 42 SIEM Se cu
ri ty Infor ma ti on and Event M an ag em
ent Quan ly Théng tin va Sy kién Bao
mat 43 SIM Se cu ri ty Infor ma tion M
an ag em ent Quan ly Thong tin Bao mat
44 SMTP S im p le Mail T ran sfer P ro to
co | giao thirc chuan guvi thw dién tor 45
TTDT Théng tin Dién t&r 46 TTTHDL
Trung Tam Tich hgp D@ liéu 50 VPN Vir
tua | P ri va te Network mang riéng ao 51
WAN Wide area ne twork mang dién
réng 7 DANH MUC HINH VE Hinh 1 1
Thanh phan va chirc ndng cla hé théng
GSANM 18 Hinh 2 1 M6 hinh hoat dong
hé thong GSANM tai phong quan ly xuat
nhap canh 25 Hinh 2 2 So d6 logic mang
tdng thé tai Phong Quan ly xuat nhap
canh CATP 31 Hinh 3 1 ArcSight SIEM 4
buéc dé ddm bao an toan 47 Hinh 3 2
Mau di liéu nhat ky dang nguyén thay
49 Hinh 3 3 Mau d liéu nhat ky sau khi
dwoc ArcSight chuan héa 49 Hinh 3 4
ArcSight chuan héa nhat ky thanh 1 dinh
dang chung CEF 49 Hinh 3 5 Cac ky
thuat ArcSight sir dung dé phan tich
twong quan Cor re la ti on 50 Hinh 3 6
ArcSight | de n ti ty View 51 Hinh 37
ArcSight phan tich va phat hién T ro j an
and Botnetdetection152Hinh 38
ArcSight phan tich va phat hién T ro j an
and Bot netde te ction 2 52 Hinh 3 9
ArcSight Use cases 53 Hinh 3 10 Giao
dién theo doéi ArcSight Dash boa rd 54
Hinh 3 11 Giam sat bung nd WORM
trong mang 54 Hinh 3 12 Giam sat viéc
phat tan Ma déc trong hé théng 55 Hinh
3 13 Giao dién quan ly théng bao canh
b&o an ninh 56 Hinh 3 14 M6 hinh trién
khai logic cua giai phap 57 Hinh 3 15
MA&u canh b&o tinh trang mét két nbi
cbng mang tai man hinh giam sat 59
Hinh 3 16 M4u thw dién t& canh bao tinh

Diém
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Security Information and Event

Nguén DPiém

trang mat két néi cdng mang 59 Hinh 3
17 M&u béo céo cac canh bao cla Fire
wall 60 Hinh 3 18 MAu bdo cao Vmwa re
E ven ts 61 Hinh 3 19 M&u canh bao
Brute Force Login 62 Hinh 3 20 M&u bao
cao Trend Micro spam rules 63 8 DANH
MUC BANG BIEU Bang 2 1 Théng tin
cAn nam bét khi giam sat mot TTTHDL 9
CHUONG MO PAU 1

https://text.123doc.org/document/
4745146-nghien-cuu-thiet-ke-va-trien-
khai-giai-phap-giam-sat-cho-he-thong-an-
ninh-thong-tin-cua-phong-quan-ly-xuat-
nhap-canh-cong-an-thanh-pho-ha-noi.htm

DAl HOC QUOC GIA HA NOI TRUONG
DAl HOC CONG NGHE Bui Anh Quyét
TIM HIEU VA TRIEN KHAI CONG NGHE
QUAN LY THONG TIN VA SU KIEN AN
NINH KHOA LUAN TOT NGHIEP DBAI
HOC HE CHINH QUY Nganh Céng Nghé
Théng Tin HA NOI 2014 BAI HOC
QUOC GIA HA NOI TRUONG BAI HOC
CONG NGHE Bui Anh Quyét TIM HIEU
VA TRIEN KHAI CONG NGHE QUAN LY
THONG TIN VA SU KIEN AN NINH
KHOA LUAN TOT NGHIEP BAI HOC HE
CHINH QUY Nganh Céng Nghé Théng
Tin Can bd hwéng dan Thac siDoan
Minh P hw on g HA NOI 2014 VIETNAM
NATIONAL UNIVERSITY HANOI
UNIVERSITY OF ENGINEERING AND
TECHNOLOGY Bui Anh Quyet STUDY
AND IMPLEMENT SECURITY
INFORMATION AND EVENT
MANAGEMENT Major FACULTY OF
INFORMATION TECHNOLOGY Su pe r
vi so r DOAN MINH PHUONG HA NOI
2014 i TOM TAT Tém tat Cung véi sw
phat trién cta xa hdi viéc (ng dung Cong
nghé thong tin vao d&i song va lam viéc
ngay cang dwoc phat trién va nang cao
hiéu qua

100

KHOA_LUAN-tonghop.pdf
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Quan ly théng tin va sw kién bao mat

Ngudn

Hwéng phat trién gidi phap mé rong
hoan thién hé thbng GSANM 64 TAI
LIEU THAM KHAO 66 5 DANH MUC TU
VIET TAT STT Thuéat Ngir Tw Viét Tat
Giai thich ttr nglr 1 AD Ac ti ve Dire c to
ry Mic ro so ft 2 APT Ad van ced Per si s
tent Th re at 3 ATANTT An toan an ninh
thong tin 4 ATTT An toan thong tin 5
BGP Giao thirc dinh tuyén Bor de r Ga te
way Protoco | 6 BTTTT BO Thong tin va
T ru yén théng 7 CATP Céng an thanh
phé 8 CGI Chuén két ndi chwong trinh
trng dung véi web se rve r C om mon
Ga te way In te rface 9 CIFS C om mon
Inte rne t File Sys tem 10 CNTT Céng
nghé Théng tin 11 CPU B0 xtr ly trung
tam Cen tra | P ro ces sin g Unit 12
CSDL Co s¢ dir liéu 13 DDoS Tan cong
ttr choi dich vu phan tan Dis tri bu te d
De nia | of Ser vi ce 14 DHCP Giao thuc
céu hinh déng may chi Dy na mi ¢ Host
15 DNS Hé théng tén mién Dom ain
Name Sys tem 16 DoS Tan cong tw choi
dich vu De nia | of Ser vi ce 17 ESM En
terprise Security Management 18
FTP Giao thirc truyén tap tin File T ran
sfer P ro to co | 19 GSANM Giam sat an
ninh mang 20 GSM Hé thdng théng tin di
dong toan cau G lo ba | Sys tem for Mo
bi le C om mu ni ca ti ons 21 GUI Giao
dién nguoi dung dé hoa G ra phica
User In te rface 22 HOST May cha 23
HTML Ngbén ngi¥ danh dau siéu van ban
Hy pe rText Markup L an gu age 24
HTTP Giao thirc truyén siéu van ban Hy
pertextTransferProtocol 625
ICMP Giao thirc ban tin diéu khién In te r
netinternetControl Mes sagePro
to co 126 ID Dinh danh | de n ti fier 27
IDS Hé théng phat hién xam nhap In tru
si on De te c ti on Sys tem 28 IM Tin
nh&n nhanh Ins tan t Mes sa gin g 29
IMAP Giao thure truy cap théng diép In te
rnetinternet301SOlInternational
Organizationfor Standardization
31 LAN Local Area Network mang cuc b6
32 LDAP Lightweight Di re c to ry Access
P ro to co I 33 NAS Network At ta che d
S to ra ge 34 NFS Network File Sys tem
35 NIST NationalIns titu te of S tan
da rds and Tech no lo gy Vién Tiéu
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chuan va Ki thuat Quéc gia Hoa Ky 36
NIST SP NIST S pe cial Pub li ca ti on 37
POP3 Post Office P ro to co | 3 giao thirc
nhan thw dién t&r 38 RAID Re dundan't
Array of In de pe n de nt Disks 39 SAN S
to ra ge Area Network 40 SCAP Se cu ri
tyContentAutomationProtocol
Giao thirc ty dong bao mat ndi dung 41
SEM Se cu rity Event M an ag em ent
Quan ly Sy kién Bao mat 42 SIEM Se cu
ri ty Infor ma ti on and Event M an ag em
ent Quan ly Théng tin va Sy kién Bao
mat 43 SIM Se cu ri ty Infor ma tion M
an ag em ent Quan ly Thong tin Bao mat
44 SMTP S im p le Mail T ran sfer P ro to
co | giao thirc chuan guvi thw dién tor 45
TTDT Théng tin Dién t&r 46 TTTHDL
Trung Tam Tich hgp D@ liéu 50 VPN Vir
tua | P ri va te Network mang riéng ao 51
WAN Wide area ne twork mang dién
réng 7 DANH MUC HINH VE Hinh 1 1
Thanh phan va chirc ndng cla hé théng
GSANM 18 Hinh 2 1 M6 hinh hoat dong
hé thong GSANM tai phong quan ly xuat
nhap canh 25 Hinh 2 2 So d6 logic mang
tdng thé tai Phong Quan ly xuat nhap
canh CATP 31 Hinh 3 1 ArcSight SIEM 4
buéc dé ddm bao an toan 47 Hinh 3 2
Mau di liéu nhat ky dang nguyén thay
49 Hinh 3 3 Mau d liéu nhat ky sau khi
dwoc ArcSight chuan héa 49 Hinh 3 4
ArcSight chuan héa nhat ky thanh 1 dinh
dang chung CEF 49 Hinh 3 5 Cac ky
thuat ArcSight sir dung dé phan tich
twong quan Cor re la ti on 50 Hinh 3 6
ArcSight | de n ti ty View 51 Hinh 37
ArcSight phan tich va phat hién T ro j an
and Botnetdetection152Hinh 38
ArcSight phan tich va phat hién T ro j an
and Bot netde te ction 2 52 Hinh 3 9
ArcSight Use cases 53 Hinh 3 10 Giao
dién theo doéi ArcSight Dash boa rd 54
Hinh 3 11 Giam sat bung nd WORM
trong mang 54 Hinh 3 12 Giam sat viéc
phat tan Ma déc trong hé théng 55 Hinh
3 13 Giao dién quan ly théng bao canh
b&o an ninh 56 Hinh 3 14 M6 hinh trién
khai logic cua giai phap 57 Hinh 3 15
MA&u canh b&o tinh trang mét két nbi
cbng mang tai man hinh giam sat 59
Hinh 3 16 M4u thw dién t& canh bao tinh
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trang mat két néi cdng mang 59 Hinh 3
17 M&u béo céo cac canh bao cla Fire
wall 60 Hinh 3 18 MAu bdo cao Vmwa re
E ven ts 61 Hinh 3 19 M&u canh bao
Brute Force Login 62 Hinh 3 20 M&u bao
cao Trend Micro spam rules 63 8 DANH
MUC BANG BIEU Bang 2 1 Théng tin
cAn nam bét khi giam sat mot TTTHDL 9
CHUONG MO PAU 1

https://text.123doc.org/document/
4745146-nghien-cuu-thiet-ke-va-trien-
khai-giai-phap-giam-sat-cho-he-thong-an-
ninh-thong-tin-cua-phong-quan-ly-xuat-
nhap-canh-cong-an-thanh-pho-ha-noi.htm
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Giao thirc giam sat mang don gian

Ngudn

Nghé An thang 12 nam 2011 Nhém sinh
vién Bwdng Minh Danh N gu yén Hiru
Anh SVTH éng Minh Danh N gu yOn H u
Anh GVHD N gu yOn C ng NhEt2 & n
Teét nghi Op Qu n Iy hO théng m ng MUC
LUC LOI NOI DAU 1 CHUONG | TONG
QUAN VE GIAO THU'C SNMP 5 1 1 Hai
phwong thirc giam séat Poll va Alert 6 1 1
1PhvongthecPoll6112Phwong
thire Alert 6 1 2 Gigi thiéu giao thire
SNMP 7 1 2 1 Uu diém trong thiét ké cla
SNMP 8 1 2 2 Nhuwoc diém cia SNMP 8
1 2 3 Cac phién ban cia SNMP 8 1 3
Diéu hanh SNMP 9 1 3 1 Céc thanh
phan trong SNMP 9 1 3 2 B6 phan quan
lymanager9133Agent10134Co
s& thong tin quan ly MIB 10 1 3 5 Cac
Iénh co ban trong SNMP 11 1 4 Quan li
lién lac githa ma na g em ent v&i cac
agent 13 1 5 Co ché van chuyén théng
tin giltla ma nagementvaagent 1316
B&o vé truyén théng lién lac gitba ma na
g em ent va cac agent khoi sy c6 1317
Cac phwong thirc cia SNMP 151 7 1
GetRe que st 15 1 7 2 GetNextRe que st
1517 3 SetRequest16174
GetRespon se 16 17 5 Trap 16 1 8 Cac
co ché bao méat cho SNMP 1818 1C
ommunitystring18182 View 1918
3 SNMP access con tro | list 20 1 9 C4u
tric ban tin SNMP 20 CHUONG |l
TONG QUAN VE PHAN MEM GIAM
SAT VA QUAN TRI MANG
SOLARWINDS 21 2 1 Gii thiéu vé so la
r win ds 21 2 2 Cac chlrc nang quan tri
cla So lar win ds 21 2 3 Cai dat va ciu
hinh So la r win ds Orion NetWork Perfor
man ce Mo ni to r 22 2 3 1 Gigi thiéu vé
Orion Network Porfor man ce Mo nitor
NPM 22 2 4 Cai d&t va ciu hinh 232 4 1
Yéu cau can thiét trwdc khi cai dat 23 2 4
2 Cai dat 24 2 4 3 Céu hinh 28
CHUONG Ill HUONG DAN SU DUNG
CAC TINH NANG CHINH TRONG
SOLARWINDS ORION NETWORK
PERFORMANCE MONITOR NPM 32 3 1
DPang Nhap Lan Dau Tién 32 3 2 Giao
Dién Chinh Cla C hw on g Trinh 323 3
Gi¢i Thiéu Giao Dién Home 33331 S
um ma ry 33 3 3 2 Group 35 SVTH éng
Minh Danh N gu yOn H u Anh GVHD N

Diém
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gu yOn C ng NhEt 3 & n Tét nghi Op Qu
nly hOthengmng333Top1035334
Event sy kién 36 3 3 5 A le rts canh bao
36336 Syslog 36337 Trap bay 16i 37
3 4 Gidi thiéu giao dién Network 37 3 4 1
Wirele ss 37 34 2 VSAN Virtual S to
ra ge Area Network 37 34 3 O verview
37 3 5 Thwc hanh giam sat mang véi So
la r win ds NPM 43 3 5 1 M6 hinh gia lap
43 3 52 Thuc hién tim kiém phat hién
thiét bi mang st dung Network Sonar W
in zad 43 3 5 3 Thiét 1ap mot cadnh bao A
le rts 49 SVTH éng Minh Danh N gu yOn
H u Anh GVHD N gu yOn C ng NhEt 4 &
n Tét nghi Op Qu n ly hO théng m ng
MUC LUC HINH ANH Hinh 1 1 Minh hoa
co ché Poll 6 Hinh 1 2 Minh hoa co ché
Alert 7 Hinh 1 3 M6 hinh giao thirc hoat
dong SNMP 12 Hinh 1 4 Hoat déng cua
giao thtrc SNMP 12 Hinh 1 5 Hinh minh
hoa cac phuwong thirc SNMPv 1 18 Hinh
1 6 CAu tric ban tin SNMP 20 Hinh 2 7
Giao dién bat dau cai dat NPM 25 Hinh 2
8 Dién Email dé dang ky trudc khi bat
dau cai dat 25 Hinh 2 9 Bat dau cai dat
25 Hinh 2 10 Chon dwéng dan dé lwu
thw muc cai dat 26 Hinh 2 11 Lwa chon
cai dat 26 Hinh 2 12 Qua trinh cai dat
cac goi cau hinh 27 Hinh 2 13 Cai d&t
thanh cong 27 Hinh 2 14 Giao dién dang
nhap quan ly So la r win ds 28 Hinh 2 15
Puong dan dén tién ich ciu hinh 28
Hinh 216 Lwa chon cac thanh phan duoc
cau hinh 29 Hinh 2 17 Lwa chon kiéu
chirng thwe 29 Hinh 2 18 Str dung CSDL
hién hanh 30 Hinh 2 19 Lwa chon tuy
chon kich hoat hay khong kich hoat
ching thwee 30 Hinh 2 20 Lya chon dich
vu mudn cai dat 31 Hinh 2 21 Qua trinh
cau hinh 31 Hinh 3 22 Giao dién dang
nhap 32 CHUONG | TONG QUAN VE
GIAO THU'C SNMP Muc dich cta
chwong nay la cung cép cho ching ta
nhirng khai niém co ban nhat vé giao
thirc quan li mang don gian SNMP cac
thanh phan chirc ndng va phwong thirc
hoat dong cla giao thirc
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http://123doc.org/document/870206-tim-
hieu-giao-thuc-snmp-va-trien-khai-he-
thong-giam-sat-va-quan-tri-he-thong-
mang-solarwinds-orion-network-
performance-monitor.htm?page=4
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SSH Secure Shell Giao thirc SSH

Ngudn

NGO BA HUNG Email nb hung cit ctu
edu vn Quan tri Linux tr xa Quan trj tiv
xa Can mot tai khoan trén may tinh Ser
ve r bang nhap tlr xa Bang nhap vao Ser
ve r v@i tai khoan da cé bang mot moét
phan mém thuc thi trén mot may tinh
tram Thwc hién cac thao tac qua}n tri
twong tw nhw dang nhép trwce tiép taise r
ve r Copy di¥ liéu gilra cac may tinh
Thyce thi chwong trinh trén mét may tinh
khac 07 08 12 Ngbé B4 Hung Khoa CNTT
amp TT DH Céan Tho' 2 Quan tr Linux t
xa M6t sO phan mem quan trj tiv xa Cl
khéng bao mat mat khau khéng ma hoa r
lo gin te | ne t Bang nhap twr xa rcp ftp
Copy di liéu rexec Thye thi chwong
trinh tr xa An toan ma hoa dir liéu chirng
thwc 07 08 12 Giao thirc SSH Se cu re
SHell O pe nSSH B6 phan mém cai dat
SSH Ngb Ba Hung Khoa CNTT amp TT
PH Can Tho 3 Quan tri Linux tr xa SSH
Se cu re SHell Giao thirc truy cap may
tinh tr xa an toan Mé hinh C li ent Ser ve
r trén nén TCP Cdng 22 SSH 1 Tatu Y16
nen U ni ve r si ty of Hel sin ki 1995 Mot
giao thirc cho truyén tai chirng thuwec an
toan SSH 2 RFC 4251 07 08 12 Gom
cac giao thirc cho truyen tai chirng thue
noi ket St dung méa hoa céng khai cho
chirng thiee ngwdi dung va may tinh Ngb
Ba Hung Khoa CNTT amp TT BPH Céan
Tho 4 Quan tri Linux tir xa http su pport
suso com supki SSH Tu to ria | for Linux
07 08 12 Ngb Ba Hung Khoa CNTT amp
TT PH Can Tho 5 Quan trj Linux tvr xa
http su pport suso com supki SSH Tu to
ria | for Linux 07 08 12 Ngb Ba Hung
Khoa CNTT amp TT DH Can Tho 6
Quan trj Linux ttr xa Loi diém cia SSH
T&ng cwong bdo mat nhe Kénh truyén
dwoc mé hoa Chirng thire nguoi dung ¢
li ent se r ve r Cung cép kénh giao tiép
an toan 07 08 12 Tao kénh giao tiép an
toan chia sé cho nhiéu ung dung glua 2
dau cu0| nho do giam so lwong cong mé&
trén mbi dau cubi B sung co ché an
toan cho cac giao thirc khéng an toan
Ng6 Ba Hung Khoa CNTT amp TT bH
Can Tho 7 Quan tri Linux tir xa Ma hoéa
cong khai Buwoc str dung trong SSH Cap
khda céng khai ca nhan Khda céng khai

Diém
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Pub li ¢ key Dung d& ma di liéu g&i Coé
thé truyén trén kénh truyén coéng cong
ma khoéng anh hwéng dén tinh bado mat
cla d¥ liéu da ma hdéa Khoa ca nhan P ri
va te key 07 08 12 Dung dé giai ma div
liéu Phai gilr bi mat Ngbé Ba Hung Khoa
CNTT amp TT PH Can Tho 8 Quan tri
Linux tir xa O pe nSSH http www o pe
nssh org B6 céng cu cai dat SSH li cen
se BSD Ser ve r sshd C li ent ssh r lo gin
te | ne t scp rep sftp ftp ssh add ssh
agent ssh ke y si gn ssh ke ys can ssh ke
y gen vasftpserver Hb tro nhiéu hé
dieu hanh khac nhau 07 08 12 Linux So
laris Fre eBSD AIX HP UX

https://text.123doc.org/document/
4649801-www-tinhgiac-com-ssh.htm
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TCP Transmission Control Protocol Giao
thirc TCP

Ngudn

Hai Phong ngay thang Sinh vién nam
2015 MUC LUC DANH MUC CAC CHU
VIET TAT VA KY HIEU iii DANH MUC
CAC BANG v DANH MUC CAC HINH vi
MO DAU 1 CHQJONG 1 TONG QUAN
VE CONG NGHE MOBILE IP 3 1 1 GIO|
THIEU VE DIA CHI IP 31 2 BO GIAO
THUC TCP IP 3 1 3 GIAO THUC IPV6 5
14 TRIEN KHAI IPV6 VAO THUC TE 8
1 4 1 Hién trang IPv6 trén thé gi¢i 8 14 2
Thuc day va phat trién IPv6 tai Viét Nam
1115 CONG NGHE MOBILE IP 1215
1 Gi6i thiéu vé Mo bile IP 12 1 52 Céac
thanh phan ctia Mo bile IPv6 13153
Céc dac tinh ni bat ctia Mo bi le IPV6 so
v&i Mo bi le IPv4 14 CHQIONG 2 GIAO
THU'C MOBILE IPV6 16 2 1 CAU TRUC
DIA CHI IPV6 16 2 1 1 Khong gian dia
chi 16 2 1 2 Biéu dién dia chi IPv6 16 2 1
3 Phan loai dia chi IPv6 17 2 2 CAU
TRUC DU LIEU MOBILE IPV6 1922 1
B inding Cache 1922 2B inding Up
da te List 21 2 2 3 Home Agent List 21 2
3 CAC BAN TIN VA CAC TUY CHON
TRONG MOBILE IPV6 222 3 1 Dinh
dang goi tin Mo bi le IPv6 23 2 3 2 Tuy
chon Home Add re ss cho Des ti na ti on
Options Header252 3 3 Type 2 Rou
tin g Hea de r 26 2 3 4 Cac ban tin
ICMPv 6 cho Mo bi le IPv6 27 CHQIONG
3 PHAN TICH HOAT DONG CUA
MOBILE IPV6 31 3 1 SU TRAO BOI
BAN TIN MOBILE IPV6 31 3 1 1 Trao déi
di¥ liéu gitka mét nat di dong va mét nut
dbi tac 31 3 1 2 Duy tri rang budc 33 3 1
3 Phat hién dai dién thaiong tra 37 3 1 4
Phat hién tién t6 di dong 39 3 2 HOAT
DONG CUA MOBILE IPV6 41 3 2 1 Khi
gan véi lien két thqong tra 41 3 2 2 Di
chuyén ttr lién két thaiong tra dén lién két
ngoai 42 3 2 3 Nut di dong thay dbi dia
chi thaiong tri ctia n6 44 3 2 4 Di chuyén
tir lién két ngoai dén mot lién két ngoai
khac 45 3 2 5 Nut di dong tre lai mang
thaong trd 48 KET LUAN 50 TAI LIEU
THAM KHAO 51 ii DANH MUC CAC
CHU VIET TAT VA KY HIEU APNIC
Asia Pacific Network Infor ma ti on Cen
te r Trung tam théng tin mang chau A
Thai Binh Daong ARIN A me ri can Re gi
stry for In te r ne t N um be rs Co quan
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dang ky sb hiéu In te r ne t khu vuc Béc
My ARP Addre ssRe solution P roto
co | Giao th&rc phan giai dia chi ATM
Asynch ro no us T ran sfer Mode Ché d6
truyén khéng dong bé Cor re spon de nt
Node Nut d6i tac CNA Cor re spon de nt
Node Add re ss Dia chi ctia nut ddi tac
CoA Care of Add re ss Dia chi tam trd Dy
na mi ¢ Host Configuration Protocol
Giao thtrc cau hinh ddng may chu D om
ai n Name Sys tem Hé théng tén mién
Encapsulating Se curity Pay load
Cung cap kha nang bao mat va bao vé
tinh toan ven cla di liéu Fast H an do ve
rs Mo bi le IPv6 Co’ ché chuyén giao
nhanh IPv6 FTP File T ran sfer P ro to co
| Giao thirc truyén di liéu tép tin HA
Home Agent Dai dién thaijong trd Home
Agent Add re ss Dia chi dai dién thaiong
trd Hie ra r chi ca | Mo bi le IPv6 Co ché
chuyén giao phan cap IPv6 HoA Home
Add re ss Dia chi thaqong tri IANA In te r
ne t As signed N um be rs Au tho ri ty
T4 chirc cap phat s hiéu In te r ne t toan
cau ICMP Interne t Con tro | Mes sa ge
P ro to co | Giao thirc théng bao diéu
khién cla tang lién mang Inte rne t En
gi ne e ri ng Task Force Lwc lgiong
chuyén trach quan ly ky thuat Interne t
CN DHCP DNS ESP FMIPv 6 HAA
HMIPv 6 IETF iii In te r ne t Group M an
ag em ent P ro to co | Giao thirc quan ly
nhém In te r ne t Key Ex chang e Co ché
trao ddi khéa InternetinternetP ro
tocol GiaothcInternetlIPsecinter
ne t P roto co | Se cu ri ty Bao mat trong
giao th'c mang IPv4 InternetP ro to
colversion4 GiaothtrcInternet
phién ban 4 IPv6 InternetP rotocoll
ve r si on 6 Giao thirc In te r ne t phién
ban 6 ISOC In te r ne t Socie ty Hiép hoi
In te r ne t quéc té Latin A me ri can and
CaribbeaninternetAddre sse s Re
gi stry Co quan dang ky dia chiIn te r ne
t khu viec Nam My Media Access Con tro
| Diéu khién truy nhap truyén théng Mo bi
le Node Nut di dong Per so na | Digital
As si s tan t Thiét bi hd tro ky thuat s ca
nhan Qua li ty of Ser vi ce Chét lgiong
dich vu Re que st For C om men ts Chudi
cac ban ghi nhé dajoc dé xuét va choy
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kién Rou tin g Information P roto co |
Giao thirc dinh tuyén théng tin theo
vecto khoang cach RIPE NCC Re se au
x IP Eu ro pe ens Network Coor di na ti
on Cen tre Trung tam diéu phéi mang
lq1&i In te r ne t chau Au va Trung Bong
SMTP S im p le Mail T ran sfer P ro to co
| Giao thirc truyén tha; don gidn SNMP S
im p le Network M anagementP ro to
co | Giao th&rc quan ly mang don gian
TCP T ran s miss ion Con tro | P ro to co
| Giao thirc diéu khién giao van T ri vi al
File T ran sfer P ro to co | Giao thirc
truyén tép tin théng thaiong User Da ta g
ram P ro to co | Giao thirc géi di¥ liéu
nga|®i dung Viet nam In te r ne t Network
Informa tion Center Trungtaminter
ne t Viét Nam IGMP IKE IP LACNIC
MAC MN PDAs QoS RFC RIP TFTP
UDP VNNIC iv DANH MUC CAC BANG
S6 bang Tén bang Trang 1 1 Sw khac
biét gitra dia chi IPv6 va IPv4 7 1 2 Banh
gia qua trinh trién khai IPv6 clia mot sb
quéc gia hang dau va cac quéc gia trong
khu vc Dong Nam A tinh dén thang 11
2015 9 1 3 Panh gia tinh hinh trién khai
IPv6 clia mét sb qudc gia tai thoi diém
thang 3 2014 10 1 4 So sanh ti |& trién
khai IPv6 trong nam 2014 va 2015 cia
mot sb qudc gia 10 2 1 Pham vi cla dia
chi IPv6 mu ti ca st 18 2 2 B6 nh& B in di
ng Cache Mo bi le IPv6 20 v DANH MUC
CAC HINH Sé hinh Tén hinh Trang 1 1
M6 hinh phan tang TCP IP 4 1 2 Tinh
hinh trién khai IPv6 trén thé gi¢i 8 1 3
Céc thanh phan ctia mang Mo bi le IPv6
13 2 1 Céu truc chung cua dia chi IPv6
16 2 2 CAu truc dia chi IPv6 mu ti ca st
18 2 3 M6 t& daiong di ctia gdi tin dén dia
chiany ca st 19 2 4 Céu tric tiéu dé mé
réng Mo bi li ty 23 2 5 Qua trinh dinh
tuyén phan hdi Re tu rn Rou ta bi lity P
ro ce du re 24 2 6 CAu tric cla Des ti na
tion Op tions Heade r 26 2 7 Cau trdc
cUa tiéu dé Type 2 Rou tin g 27 2 8 C4u
trdc ban tin Home Agent Add re ss Dis co
ve ry Re que st 28 2 9 C4u tric ban tin
Home Agent Add re ss Dis co ve ry
Reply 28 2 10 Cau trac ban tin Mo bi le P
re fix So li ci ta ti on 29 2 11 C4u tric ban
tin Mo bi le P re fix Ad ve r ti se men t 30
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3 1 3 2 Cap nhat rang budc gtvi tlr nat di
dong dén dai dién thaong tra Ban tin duy
tri rang budc gtvi tir dai dién thqidng tru
dén nut di dong 34 35 3 3 Cap nhat rang
buéc daioc gwri tir nat di déng den nut doi
tac 35 3 4 Duy tri rang budc gwi ttr nat
dbi tac dén nut di déng 36 3 5 ICMPv 6
Home Agent Add re ss Dis co ve ry Re
que st dgiorc gwi tr nat di déng 37 3 6
ICMPv 6 Home Agent Add re ss Dis co
ve ry Reply dajoc gvi ttr dai dién thajong
tra 38 vi 3 7 ICMPv 6 Mo bi le P re fix So
li ci ta ti on dajoc gtvi tr nat di dong 39 3
8ICMPv6 MobilePrefix Advertis
men t dajo'c giri tir dai dién thaong tra 40
3 9 Bang ky CoA vai dai dién thadng tru
43 3 10 Nut di dong chgyén dén lién két
ngoai mé&i 47 vii MO DAU Ngay nay voi
sy phat trién nhanh chong cuia cong
nghé va truyén théng ching ta cé thé dé
dang trao ddi thong tin xt& ly céng viéc
théng qua céc thiét bj nhqy dién thoai di
déng may tinh bang may tinh xach tay
MG&i mét thiét bi dién tir khi hoat dong
trén hé thong mang In te r ne t can st
dung mét dia chi IP dé dinh danh va lién
lac v&i nhau

https://text.123doc.org/document/
4483717-nghien-cuu-cong-nghe-mobile-
ipv6-di-sau-phan-tich-hoat-dong-cua-
giao-thuc.htm
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UDP User Datagram Protocol Giao thirc
UCP

Ngudn

N gu yé&n Van Tuan Sé héa b&i Trung
tdm Hoc liéu Dai hoc Thai N gu yén http
www Irc tnu edu vn iv MUC LUC LOI
CAM DOAN i LOI CAM ON iii MUC LUC
iv DANH MUC CAC KY HIEU CHU VIET
TAT vi DANH MUC CAC BANG ix DANH
MUC HINH VE x MO BAU 1 CHQJONG |
TONG QUAN VE CHAT LQJONG DICH
VU CUA LUONG AM THANH TRUC
TUYEN 3 1 1 Chét lgjong dich vu Qua i
tyof Servicetréninternet3 111
Khai niém vé chat laqjong dich vu QoS 3 1
12 Cac tham s6 QoS 4 1 1 3 Cac
nguyén nhan anh hqéng dén chat lgiong
dichvu 5113 1N guyénnhan tré
Delay 5113 2 N gu yén nhan cta bién
thién trfa Jitter61 133N guyénnhan
cta mat goi pa c ke t loss 8 1 1 4 Nhirng
diéu kién QoS cho ludng am thanh thoi
gian thwc 9114 1 Théng lgqong Th ro
ughput91142Tré Delay 101143
Bién thién tré Delay Jitter 11114 4 Do
tin cay Re lia bility 11 1 2 Giao thirc da
phaiongtiéntréninternet11121
Giao thire TCP T ran s mi si on Con tro |
Protocol13 122 Giao thec UDP
USER DATAGRAM PROTOCOL 16 1 2
3 Giao thirc truyén théng thai gian thye
RTP Real Time T ran sport Pro to co |
17 1 3 4 Giao thirc thoi gian thye RTSP
Real Time StreamProtocol20135
Giao thire diéu khién truyén théng thoi
gian thwc RTCP Real Time T ran sport
Con tro | P ro to co | 23 CHOJONG |l
CHAT LQIONG DICH VU LUONG AM
THANH TREN INTERNET 25 2 1 QoS
I&p ’ng dung 252 1 1 T ru yén goi 25 2
1 2 Piéu chinh 16i Forward Error Cor re ¢
tion 27 2 1 3 Sy thich ng A da p ta ti on
28214 B6 dém nhan Recei ve r bu ffe ri
ng 29 2 2 QoS I&p mang 30 Sé hoa bai
Trung tdm Hoc liéu Dai hoc Thai N gu
yén http www Irc thu edu vn v 2 2 1 Banh
dau quyén qu tién taong dbi 30 2 2 2
Dich vu danh d4u 31 2 2 3 Dich vu tich
hop IntServ 31 2 2 3 1 Khai quat vé
IntServ 31 2 2 3 2 Thanh phan va
nguyeén tac hoat dong cta IntServ 33 2 2
3 3 Diéu khién dich vu QoS 352235
Giao thure gilr traiéc tai nguyén RSVP 35
2236 RSVPvalIntServ412237du

Diém



Trang

Cau trung lap

Ngudn

diém va Nhayoc diém cla IntServ RSVP
42 2 2 4 Dich vu phan biét 42224 1N
gu yén tac co ban cla DiffServ 4222 4
2 Cac murc chét lgiong dich vu cung cap
b&i DiffServ 44 2 2 4 3 Kha nang linh
hoat ctia DiffServ 46 2 2 4 4 M6 hinh cua
DiffServ 46 2 2 4 5 Tac déng tirng chang
47 2 2 4 6 Vung mang dich vu phan biét
50 2 2 4 7 Phan b bang théng 512 2 4
8 Qlu diém amp Nhajoc diém cla
DiffServ 51 2 2 5 C huy én mach nhan IP
52 CHQJONG Ill THU NGHIEM UNG
DUNG WEBAUDIO VOl GIAO THUC
RTSP 53 3 1 M6 hinh vng dung Web
Audio 53 3 2 C4u hinh hé théng Web
Audio 56 3 3 Banh gia chat lgiong hé
thdng 60 3 4 Danh gia két qua thuc
nghiém 68 KET LUAN 69 TAI LIEU
THAM KHAO 70 S6 hoéa béi Trung tam
Hoc liéu Dai hoc Thai N gu yén http www
Irc tnu edu vn vi DANH MUC CAC KY
HIEU CHU VIET TAT ACK ANSI
ADPCM API ACK no w le dg men t A me
rican National S tan dards Ins ti tu te
A da p ti ve Diffe ren tia | Pulse Code Mo
dulationApplicationP rogram ming
In te rface Xac nhan dap (rng Vién tiéu
chuén quéc gia My diéu xung ma PCM vi
sai thich (rng Giao dién lap trinh tng
dung ARJ Ad miss ion ReJect Tty chdi
yéu cau dang nhap ARQ Ad miss ion
ReQuest Yéu cau dang nhap ATM
Asynch ro no us T ran sfer Mode BRQ B
an dwith ReQuest Yéu cau bang tan
CCSCommonChannelSignaling
Bao hiéu kénh chung Code Excite d L in
ear Dy bao tuyén tinh dwoc thwe hién P
re di ¢ ti on bang ma CODEC Code and
DECo de ¢ Ma hoa va giai ma CQ Cus
tom Que ui ng Xép hang tuy bién CRC
Cyc li c Re du n dan cy Check Kiém tra
dd du thwra c6 chu ky DCF Di se nga ge
ConFirm Xac nhan huy bé lién két CELP
DPCM DNS Diffe ren tia | Pulse Code Mo
du la tion D om ai n Name Ser ve r P hw
on g thire truyén tai khéng ddng bo diéu
xung ma vi sai May cha dich vy tén mién
Sé héa béi Trung tam Hoc liéu Dai hoc
Thai N gu yén http www Irc tnu edu vn vii
DTX ETSI Dis con ti nu ous T ran s miss
ion Eu ro pe an te le co m mu ni ca ti ons

Diém
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Cau trung lap

Ngudn

S tan da rds Ins ti tu te Ky thuat truyén
gian doan Vién tiéu chuén vién théng
chau Au Forward Error Cor re c ti on
Hiéu chinh 16i trwdc First In First Out Que
ui ng Xép hang vao truéc ra trwéc FIN
FINal Bit danh d4u se g men t cudi cung
FTP File T ran sfer P ro to co | Giao thtre
truyen file GQOS Gua ran te ed Qua li ty
of Ser vi ce Bado dam chat lwgng dich vu
HTTP Hyper Text T ran sfer P ro to co |
Giao thirc truyén tai siéu van ban FEC
FIFO Que ui ng ICMP In te r ne t Con tro
| Mes sa ge P ro to co | Giao thirc ban tin
diéu khiénInternetIPInternetP ro
to co | Giao thirc In te r ne t IRQ Infor ma
ti on ReQuest Yéu cau théng tin ISDN in
te g ra te d Ser vi ce Di gi ta | Network
Mang sb da dich vu ISP In te r ne t Ser vi
ce P ro vi de r Nha cung cép dich vu In te
r ne t Kbps Ki lo bi t per se con d Kil bit
trén giay LAN Local Area Network Mang
néi hat LPC Line P re di ct Coder B6 ma
hoa dw bao tuyén tinh LRQ Lo ca ti on
ReQuest Yéu cau dinh vi Mbps Me ga bi
t per se con d Méga bit trén 1 gidy MOS
Mean O pi ni on Score Diém danh gia
trung binh MPE Mul ti Pul se Exci te B
kich thich da xung MTU Maximum T
ran sfer Unit NGN Next Ge ne ra ti on
Network Mang thé hé sau OSI Open Sys
tem In te r con ne c ti on M6 hinh két ndi
cac hé théng mé Kich thuwéc tbi da cla
mot don vi truyén tai S6 héa béi Trung
tdm Hoc liéu Dai hoc Thai N gu yén http
www Irc tnu edu vn viii OSPF Open S ho
r te st Path First M& dwérng ngan nhéat
d4u tién PC Per so na | C om pu te r May
tinh ca nhan PCM Pulse Code Mo du la i
on Piéu ché xung ma PPP Point to Point
P ro to co | Giao thirc diém téi diém PQ
P ri o ri ty Que ui ng Xép hang theo mirc
wu tién PSH PuSH Bit PUSH QoS Qual li
ty of Ser vi ce Chét lwong dich vu RTCP
Real Time Con tro | P ro to co | Giao thirc
diéu khién thoi gian thwe RTP Real Time
P ro to co | Giao thirc théi gian thwc
RTSP Real Time Stream P rotocol
Giao thire lubng thoi gian thuwe RTSP
RED R an dom Early De te c ti on phat
hién s&m ngau nhién SDP Ses si on
Descrip tion P ro to co | Giao thirc miéu



Trang

Cau trung lap

Ngudn

ta phién SIP Ses si on | nitiation P ro to
co | Giao thirc khéi dau phién SMTP S
im p le Mail T ran sfer P ro to co | Giao
thire truyén tai mail STM Synch ro no us
T ran fer Mode Ché d6 truyén tai ddng bo
SYN SYNch ro nu os bit Bit ddng bd TCP
T ran s miss ion Control P roto col
Giao thirc diéu khién truyén tai TELNET
TELNET Giao thtrc truy nhap tir xa VolP
Voice overInterne t P ro to co | Thoai
truyén qua giao thrc In te r ne t WFQ
Weigh te d Fair Que ui ng Xép hang theo
cong bang trong s6 SO hoéa béi Trung
tdm Hoc liéu Dai hoc Thai N gu yén http
www Irc tnu edu vn ix DANH MUC CAC
BANG Bang 1 1 4 1a Chét lwgng Voice
ma hoa va thong lwong 10 Bang 1 1 4 1b
Chat lwong CD mé hoa va théng lwong
10 Bang 1 3 5 M6 hinh phwong thire
RTSP huwéng di va yéu cau 23 Bang 2 1
1 Gai tin O ve r he ad ctia Ma héa Audio
khac nhau va co ché truyén 27 Bang?2 2
3 5a Cac kiéu va thudc tinh bao lwu 39
Bang 2 2 3 6a Cac tham so clia cac doi
twong CL khac nhau 42 Bang2 2 3 6b
Cac tham sb cua dich vu dwoc cam két
Rspec 42 Bang 2 2 4 5a Céc loai AF 49
Bang 3 3a Chat lwgng truyen géi tin D
em an d 60 Bang 3 3b Chat lwvgng &m
thanh truyén nhan géi tin B roa d ca s tin
g 60 S6 héa bdi Trung tam Hoc liéu Dai
hoc Thai N gu yén http www Irc tnu edu
vn x DANH MUC HINH VE Hinh 1132
Phéan cum gai tin 6 Hinh 2 1 C4c giao
thtre va dich vu da phwong tién 13 Hinh
1 2 1a Hoat déng cuta giao thirc TCP
trong viéc cung cap két ndi 13 Hinh 1 2
1b Khudn dang TCP Seg men t 14 Hinh
12 2 Khuén dang UDP Da ta g ram 16
Hinh 1 2 3a Khudn dang phan cb dinh
goi tin RTP 18 Hinh 1 2 3b Khuén dang
phan mé rong RTP 19 Hinh 2 1 4 wéc
tinh phat lai go6i tin 30 Hinh 2 2 3 2a M6
hinh dich vu IntServ 33 Hinh22 3 2b
Kién trac IntServ 34 Hinh 2 2 3 2¢c Vi du
vé hoat ddng clia mang IntServ 34 Hinh
2 2 3 5a Cac chirc nang RSVP tai Host
va Rou te r 36 Hinh 2 2 3 5b Hoat déng
cla RSVP 37 Hinh 2 2 3 5¢ Hoat dong
cta thuat toan gau thé IP 40 Hinh 22 3
5d Hoat ddng cla gau thé két hop voi

Diém



Trang

Cau trung lap

Nguén DPiém

chinh stra téc d6 dinh 41 Hinh 2 2 3 5e
Phan loai ban tin cho ludng lwvu lwong
tuan tha va cac géi tin BE 41 Hinh2 2 4
1a M6 hinh téng quat cla DiffServ 44
Hinh 2 2 4 4a T rwdng dich vu phan biét
DS 47 Hinh 2 2 4 4b M6 hinh DiffServ tai
bién va |16i mang 47 Hinh 2 2 4 5a C huy
én tiép nhanh ma héa moét lwa chon hang
doi don 48 Hinh 2 2 4 5b C huy én tiép
dwoc dam bao ma hoéa Iép dich vu va
murc wu tién loai bé goi 49 Hinh 2 2 4 6a
Mang dich vu phan biét 50 Hinh 2 2 4 6b
Phan loai gdi tin va kiém tra lwu lwong 50
Hinh 3 1a M6 hinh tdng quan mé phdéng
WebAu di 0 54 Hinh 3 1b Cac giao thirc
hd tro' qua trinh truyén nhan Audio 55 Sé
héa béi Trung tdm Hoc liéu Pai hoc Thai
N gu yén http www Irc tnu edu vn data
error

https://text.123doc.org/document/
4203709-dam-bao-chat-luong-cho-luong-
am-thanh-truc-tuyen.htm



Trang

Cau trung lap

VPN Virtual Private Network Mang riéng
ao

Nguén DPiém
DES Data Encryp tion Stan dard
Chuén ma hoa di liéu ESP Encapsula
ti on Se cu ri ty Pay loa d Bong géi tai tin
antoan GRE Ge neric Routing Encap
su la ti on Giao thirc déng géi dinh tuyén
chung ID | de n ti ty Nhan dang IKE In te
r ne t Key Ex chang e Giao thirc trao dbi
khéalnternetIPInternetProtocol
Giao thic Inte rne t IPX In te r ne t Pac
ke t Ex chang e Giao thirc trao di goi In
te r ne t L2F Layer 2 Forwar di ng Giao
thirc chuyén tiép I6p 2 L2TP Layer 2 Tun
ne lin g P ro to co | Giao thirc dinh
dwéng ham 16p 2 LAC L2TP Access
Concen tra to r B6 tap trung truy nhap
giao thirc L2TP LAN Local Area Network
Mang cuc bd LNS L2TP Network Ser ve r
May chi phuc vu L2TP NAS Network
Access Ser ve r May chu truy cap mang
NetBEIU NetBIOS E nhan ced User In te
rface Giao thirc ngwdi dung mé rong
trong NetBIOS OSI Open System s In te
r con ne ¢ ti on Md hinh lién két cac hé
théng mé& PPP Point to Point P ro to co |
Giao thirc diém nbi diém PPTP Point to
Point Tun ne | P ro to co | Giao thirc
dwéng ham diém ndi diém PSTN Pub li ¢
Swit che d Te le pho ne Network Mang
dién thoai chuyén mach cong cong QoS
Qua li ty of Ser vi ce Chat lwgng dich vu 100
RADIUS R em o te Au then ti ca ti on
Dialln User Ser vi ce Dich vu ngudi st
dung quay so xac thie tlr xa SVTH Mai
Quoc Hung VTO6A 2 Tim hiéu ky thuat
Iwu lwgng trong mang khong day RSA
Chir cai dau cia 3tac gid laRive st S
ha mi r Ad lem an Thuat toan ma hoéa
cbng khai SA Se cu ri ty As so cia ti on
Lién két an ninh SHA Se cu re Hash Al
go ri thm Thuat toan phan tach bao mat
SPI Se cu ri ty Pa ra me te rs Index Chi
sb thdng sb an ninh TACACS Ter mina |
Access Con tro | le r Access Con tro |
Sys tem Hé théng diéu khién truy nhap
cta bd diéu khién truy nhap dau cudi
TCP T ran s miss ion Con tro | P ro to co
| Giao thirc diéu khién truyén thong UDP
User Da ta g ram P ro to co | Giao thtrc
di¥ liéu d6 ngudi str dung VPN Vir tua | P
ri va te Network Mang riéng ao WAN
Wide Area Network Mang dién réng



Trang

Cau trung lap

Ngudn

SVTH Mai Quéc Hiung VTO6A 3 Tim hiéu
ky thuat lwu lweng trong mang khdng
day DANH MUC HINH ANH Hinh 1 Mét
s6 chuan théng dung 14 Hinh 2

https://text.123doc.org/document/

4303649-tim-hieu-ky-thuat-luu-luong-

trong-mang-khong-day-wlan.htm

Diém
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Cau trung lap

...................................... 9 Hinh 2.1:Mb ta
so dob cla

SO e
18 Hinh 2.2:Mb ta so dé Suricata.

Ngudn

Ché dd bao vé chuong trinh 198 2012
ICDREC SG8V1 Hwéng dan st dung 5
Néi dung Muc luc hinh Hinh 1 1 So do
chan 14 Hinh 1 2 So dd khéi cia SG8V1
16 Hinh 2 1 Cac bwéc thye hién 1énh 17
Hinh 2 2 Hoat dong thwc hién Iénh v&i
kién tric khéng c6 pi pe line 18 Hinh 2 3
Thuwe hién 1énh véi kién tric cé pi pe li ne
18 Hinh 2 4 Thyc hién 1énh thwong véi
kién tric duwong éng 18 Hinh 2 5 Thuc
hién 1énh by pa ss véi kién truc duwong
6ng 19 Hinh 2 6 Thyc hién Iénh ré nhanh
don chu ky vé&i kién truc dwong 6ng 19
Hinh 2 7 Thwc hién Iénh ré nhanh 2 chu
ky v&i kién tric dwong 6ng 20 Hinh 3 1
M6 ta clock trong ché d6 nghi 21 Hinh 3
2 M6 ta trwdng hop CPU wake up va
thwe hién tiép tuc qua trinh trwéc dé 22
Hinh 3 3 M6 ta trwong hop CPU wake up
va vao chuong trinh ngét 22 Hinh 3 4
Stack va cac thanh ghi lién quan 24 Hinh
4 1 Mach két ndi dén chan RST 27 Hinh
4 2 Mach reset ngoai 29 Hinh 5 1 Ban db
dia chi ctia bd nh& dir liéu 30 Hinh 5 2
Stack va cac thanh ghi lién quan 32 Hinh
6 1 CAu trdc bd nhé div liéu 33 Hinh 6 2
St dung thanh ghi BS dé chon bang 34
Hinh 9 1 Cell chuén ctia IO PAD 57 Hinh
9 2 M6 ta mot két ndi Port co ban 59
Hinh9 3 10 PortA 60 Hinh9 4 10 PortB 0
1 va PortB 4 dung chung v&i T im er 0 61
Hinh9 5 10 PortB 2 3 dung chung vo&i
UART 61 Hinh9 6 10 PortB 5 7 dung
chung v&i bé 1ap trinh FLASH 62 Hinh9 7
IO PortC 0 1 dung chung v&i UART1 64
Hinh9 8 IO PortC 2 3 dung chung v&i
PWM 64 Hinh9 9 IO PortC 4 5 dung
chung v&i SPI 64 Hinh9 10 10 PortC 6 7
dung chung vé&i SPI1 65 Hinh 9 11 10
PortD 0 3 dung chung v&i ngat ngoai 67
Hinh 9 12 IO PortD 4 5 dung chung v&i
12C 67 Hinh 9 13 IO PortD 6 dung chung
v@i Cap tu re C om pa re 68 Hinh 9 14 IO
PortD 7 dung chung v&i T im er 1 68
Hinh 10 1 M ta& khdi Watch do g Timer
70 Hinh 11 1 M6 ta so dd khdi T im er 0
73 Hinh 12 1 M6 ta so db khdi Timer 1
77 Hinh 12 2 So d6 clia khoi bat sy kién
80 Hinh 12 3 So’ dé cua khdi so sanh sy
kién 80 Hinh 13 1 So’ dd khéi Timer x
Timer 2 hodc Timer 3 83 Hinh 14 1 So

Diém
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Ngudn

dd cua khdéi PWM x 87 Hinh 14 2 Dang
séng PWM 89 H inh 15 1 So d6 khéi SPI
91 Hinh 15 2 So d6 két ndi ctia SPI 95
Hinh 15 3 cac ché do truyén di liéu cla
SPI1 95 Hinh 15 4 dang s6ng cta SPI
slave CKP 0 CKE 1 98 Hinh 15 5 déng
bé tin hiéu SP1 SSx 98 Hinh 16 1 Két nbi
cac thiéet bj dén bus 12C 108 2012
ICDREC SG8V1 Huwéng dan sl dung 6
Noi dung Hinh 16 2 Khung truyén véi dia
chi 7 bit & ché do Mas te r truyén 109
Hinh 16 3 Khung truyén v&i dia chi 10 bit
& ché dé Mas te r truyén 110 Hinh 16 4
Khung truyén v&i dia chi 7 bit & ché d6
Mas te r nhan 111 Hinh 16 5 Khung
truyén v&i dia chi 10 bit & ché d6 Mas te
r nhan 113 Hinh 16 6 Béng bd clock 114
Hinh 16 7 Phan x& 115 Hinh 16 8 Dinh
th&i cla qua trinh tao sw kién Start 116
Hinh 16 9 Dinh th&i cia qua trinh tao sw
kién Re pe at Start 117 Hinh 16 10 Dinh
thoi clia qua trinh tao sw kién Stop 117
Hinh 16 11 Xung dé bus khi tao Start 1
118 Hinh 16 12 Xung d6 bus khi tao Start
2 118 Hinh 16 13 Xung d6 bus khi tao Re
pe at Start 1 119 Hinh 16 14 Xung d6
bus khi tao Re pe at Start 2 119 Hinh 16
15 Xung dé bus khi tao Re pe at Start 3
119 Hinh 16 16 Xung d6 bus khi tao Stop
119 Hinh 16 17 Xung d6t bus trong qua
trinh truyén nhan dir liéu 120 Hinh 16 18
Dia chi 7 bit 122 Hinh 16 19 Dinh dia chi
ché do 10 bit 124 Hinh 16 20 Dang séng
I2C Mas te r phat 127 Hinh 16 21 Dang
séng 12C Mas te r nhan 128 Hinh 16 22
Dang séng 12C Slave nhan ché do6 7 bit
dia chi 129 Hinh 16 23 Dang so6ng 12C
Slave phat ché dd 7 bit dia chi 130 Hinh
16 24 Dang séng I12C Slave nhan ché do
10 bit dia chi 131 Hinh 16 25 Dang séng
I2C Slave phat ché dé 10 bit dia chi 132
Hinh 17 1 Cac thanh phan chinh cla
ngoai vi UART 133 Hinh 17 2 Xung lay
mau di liéu va xung dich di liéu tinh
theo hé s6 N 144 Hinh 17 3 Xung lay
mau dir liéu va xung dich di liéu véi N 0
144 Hinh 17 4 Xung lay m&u dir liéu va
xung dich di¥ liéu v&i N 1 145 Hinh 17 5
Lay mau di liéu v&i N 0 145 Hinh 17 6
L&y mau di liéu v&i N 0 145 Hinh 17 7
Dich di liéu 146 Hinh 17 8 Minh hoa céu

Diém
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Cau trung lap

Ngudn

tric co ban cha bd truyén UART 147
Hinh 17 9 T ru yén mét khung dw liéu
148 Hinh 17 10 T ru yén lién tuc 149
Hinh 17 11 CAu trac cia UART nhan 150
Hinh 17 12 UART tiép nhan 152 Hinh 18
1 So dd khéi ngoai vi ADC 153 Hinh 18 2
Gian db thoi gian cho hoat dong cla
ADC 158 Hinh 18 3 Lan chuyén dbi dau
tién sau khi bit ADON ADCON 1 7 dwogc
tich cwc 158 Hinh 18 4 M6 hinh ngd vao
ctia ADC 160 H inh 20 1 So d6 két nébi
bd nap 197 2012 ICDREC SG8V1
Hwéng dan st dung 7 Néi dung Muc luc
bang Bang 1 1 M6 ta chan 15 Bang 4 1
Diéu kién reset cho cac thanh ghi dac
biét 28 Bang 6 1 Cac thanh ghi chirc
nang dac biét 36 Bang 9 1 M6 ta chan
clia mét 10 PAD 57 Bang 9 2 Mé ta chiéu
58 Bang 9 3 M6 ta bang nhan di liéu 58
Bang 9 4 Thanh ghi DIRA 60 Bang 9 5
M6 ta thanh ghi PORTA 60 Bang 9 6
Chtrc nang cua PortB 62 Bang 9 7
Thanh ghi DIRB 62 Bang9 8 M¢ ta thanh
ghi PORTB 63 Bang 9 9 Chic nang cua
PortC 65 Bang 9 10 Thanh ghi DIRC 65
Bang9 11 Chirc nang PORTC 66 Bang9
12 Chrc nang cua PortD 68 Bang 9 13
Thanh ghi DIRD 69 Bang 9 14 M6 ta
chirc nang PORTD 69 Bang 10 1 M6 ta
thanh ghi WT 0 CON 70 Bang 11 1 Mé ta
thanh ghi WT 0 CON 74 Bang 11 2 M6 ta
thanh ghi TOREG 75 Bang 12 1 M6 ta
thanh ghi TICON 81 Bang 12 2 M6 ta
thanh ghi T1IRH 82 Bang 12 3 M6 ta
thanh ghi T1RL 82 Bang 12 4 M6 ta
thanh ghi CCRH 82 Bang 12 5 M6 ta
thanh ghi CCRL 82 Bang 13 1 M6 ta
thanh ghi TxCON 85 Bang 13 2 M6 ta
thanh ghi TxRH 85 Bang 13 3 M6 ta
thanh ghi TxRL 86 Bang 13 4 M6 ta
thanh ghi TxPRH 86 Bang 13 5 M6 ta
thanh ghi TxPRL 86 Bang 14 1 M6 ta
thanh ghi PWMxCON 90 Bang 14 2 M6
ta thanh ghi PWMxRL 90 Bang 15 1
Thanh ghi SPI 92 Bang 15 2 Thanh ghi
diéu khién SPI SPICON 92 Béng 15 3
Thanh ghi trang thai SPI SPISTA 93
Bang 16 1 M6 ta thanh ghi12 CCON 1 &
ché d6 Mas te r 99 Bang 16 2 M6 ta
thanh ghi | 2 CCON 1 & ché do Slave
100 Bang 18 1

Diém
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23 Hinh 2.3:Minh hoa so d5 OSSEC.

Nguén DPiém

https://text.123doc.org/document/
4333249-ebook-huong-dan-su-dung-vi-
dieu-khien-8-bit-sg8v1-phan-1.htm

Trén hinh 2 3 minh hoa so' do hé diéu
khién PCS 7 vé&i Bo diéu khién 1a PLC S7
400 cua Siem ens

73
https://text.123doc.org/document/
4323153-thiet-ke-he-thong-dieu-khien-
trung-tam-phan-phoi-khi-gdc-phu-my.htm



Trang

Cau trung lap

31 Hinh 2.6:Minh hoa so d6 Security
Onion.

Ngudn

Tac gia Pham Van Danh IV DANH MUC
CAC HINH VE Hinh 1 1 Kién tric hé
théng GNSS 3 Hinh 1 2 So d6 khéi bod
thu RF 4 Hinh 1 3 C4u tric cla mot thiét
bi MOS 5 Hinh 1 4 Sy két ndi chat nén 6
Hinh 1 5 a thiét bi PMOS don gian b
PMOS bén trong n well 7 Hinh 1 6 Dac
tuyén V A ctia MOSFET 8 Hinh 2 1 Hoat
déng ctia bd ADC 2 10 Hinh 2 2 Bap rng
cua bo ADC ly twéng 2 11 Hinh 2 3 Sai
s6 d6 léch dwong 3 13 Hinh 2 4 Sai s6
khuéch dai dwong 3 14 Hinh 2 5 Minh
hoa sai s0 kich thuwéc bdo hoa 3 14 Hinh
2 6 Minh hoa vé& d6 phi tuyén vi phan 3
15 Hinh 2 7 Sai tir ma & ADC 3 bit do
DNL qua Ién 3 16 Hinh 2 8 INL cua mét
bé ADC 3 bit 3 17 Hinh 2 9 Spu ri ous
Free Dy na mi c Range 5 19 Hinh 2 10
Kién truc b ADC truyén théng 6 20 Hinh
2 11 Lwu d0 thuat toan bo kién truc ADC
dé& nghi 22 Hinh 2 12 Kién tric bo ADC 4
bit d& nghi 7 23 Hinh 2 13 Kién tric SAR
ADCs don gian 9 24 Hinh 2 14 Minh hoa
nhwoc diém clia SAR ADC so véi Flash
ADC 26 Hinh 2 15 Kién tric SAR c¢6 kha
nang dong bo CLK 28 Hinh 3 1 M6 hinh
co ban cla bd so sanh 29 Hinh 3 2 So
d6 khdi bd so sanh 30 Hinh 3 3 Bac
tuyén truyén dat cta b so sanh 31 Hinh
34 CacthamsbcuaComparatorly
twédng 32 Hinh 3 5 Input C om mon Mode
Vol ta ge 33 Hinh 3 6 Tham s6 Gain B an
dwidth Op amp 34 V Hinh 3 7 Tham sb
slew rate 34 Hinh 3 8 Tham sb vo | ta ge
swing 35 Hinh 3 9 C4u tric bd so sanh
CMOS SR Latch 37 Hinh 3 10 Co ché
phoéng xa cda tu & M6 9 38 Hinh 3 11
Hinh minh hoa tin hiéu INV1 INV2 cla
khbi CMOS latch 39 Hinh 3 12 Kién tric
co m pa ra to r ddng bé xung CLK 39
Hinh 3 13 Hinh minh hoa qua trinh tao
xung CLK1 tr xung CLKO 40 Hinh 4 1
CAu tric bé co m para tor CMOS SR
latch 42 Hinh 4 2 Quy trinh thiét ké cho
mach 4 bit flash ADC dang néi tiép 43
Hinh 4 3 Céch tinh thoi gian tré cua
mach 44 Hinh 4 4 Anh huéng cla Vg1
t&i tré ctia mach 45 Hinh 4 5 Anh huéng
cua kich thwéc s6 fin ger ctia M1 t&i tré
clGia mach 45 Hinh 4 6 Xac dinh sé fin
ger N2 va N3 cua M2 va M3 46 Hinh 4 7

Diém



Trang

Cau trung lap

Ngudn

Minh hoa M4 M5 trén CMOS SR latch 47
Hinh 4 8 Xac dinh N4 N5 cua M4 M5 47
Hinh 4 9 Xac dinh kich thwéc cla tirng f
in ger N6 N7 48 Hinh 4 10 Xac dinh kich
thwdc cia N8 N9 49 Hinh 4 11 Khéi
NOR?2 a va Khéi in ve r te r b 50 Hinh 4
12 Mach nguyén ly MUX 21 a va két qua
mo6 phéng MUX 2 1 b 51 Hinh 4 13 So
dd bd MUX 41 a va Két qua mé phdng
MUX 4 1 b 52 Hinh 4 14 So d6 bd MUX
81 a két qua mé phdng MUX 81 b 53
Hinh 4 15 Mach nguyén ly cta 4 bit flash
ADC 54 Hinh 4 16 S&r dung xung ramp
tai dau vao ADC 55 Hinh 4 17 Tham sb
DNL va INL cta 4 bit flash ADC dang néi
tiép 56 Hinh 4 18 Két qua dang séng sau
khi qua b DAC ly twéng 57 Hinh 4 19
Két qua dat dwoc sau khi bién déi Fou ri
er 58 Hinh 4 20 Hinh minh hoa th( tw
trén dwai cac layer 61 Hinh 4 21 So d6
stich di ag ram ctia kh6i NAND3 62 Hinh
4 22 Mach nguyén ly cdng login AND ba
d4u vao 62 VI Hinh 4 23 Hinh minh hoa
so d6 share gate khi thiét ké AND3 63
Hinh 4 24 So d6 thiét ké AND3 m&i méi
tra n si s to r gédm hai f in ger 63 Hinh 4
25 Minh hoa cac linh kién CMOS co ban
64 Hinh 4 26 Thiét ké la you t ca khdi
com parator65Hinh 4 27 So db la
you t khdi mux21 65 Hinh 4 28 So db la
you t khéi ADC 66 VII DANH SACH
BANG BIEU Bang 2 1 Bang téng két so
sanh wu va nhwoc diém gilra cac kién
trac ADC 25 Bang 3 1 Bang so sanh
tham sb clia co m para to r ly twéng va
thwe té 32 Bang 3 2 Bang trang thai cta
SR latch 38 Bang 4 1 Bang yéu cau thiét
ké cho cAu tric 4 bit flash ADC dang ndi
tiep 41 Bang 4 2 Bang trang thai cho b6
MUX 2 1 51 Bang 4 3 Bang trang thai
cho bé MUX 4 1 52 Bang 4 4 Bang trang
thai cho b MUX 81 53 Bang 4 5 Bang
cac gia tri DNL va INL 55 Bang 4 6 Bang
két qua dat dwoc clia mach 4 bit flash
ADC dang néi tiép 58 Bang 4 7 Bang so
sanh cac két qua vdi cac bai bao cong
bd IEEE 59 Bang 4 8 so sanh hai céu
tric 4 bit flash ADC dang néi tiép Se ri es
Flash ADC va 4 bit flash ADC truyén
théng Co ven ti o na | Flash ADC 69 VIII
DANH SACH CAC TU VIET TAT ADC

Diém
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Nguén DPiém

GNSS GPS RF LNA CMOS MOSFET
NMOS AnalogtoDigitalConverter
GlobalNavigation Satellite Sys
tem G lo ba | Po si ti 0 ni ng Sys tem
Radio F re quen cy Low Noise Amp li fier
C om p le men ta ry Metal Oxide Semii
con du c to r Metal oxide se mi con du c
to r B chuyén dbi twong tw s6 Hé thng
vé tinh dan duong toan cau Hé thong
dinh vi toan cau Tan so vo tuyén K hu
éch dai tap am thap Céng nghé st dung
trong thiét ké IC field effect Transistor
cam (rng

https://text.123doc.org/document/
4002952-nghien-cuu-va-thiet-ke-ic-
chuyen-mach-adc.htm



Trang

Cau trung lap

Hinh 3.6:Kiém tra thanh phan NIDS.

Ngudn

11 2 Phan loai 2 1 3 hdi Wu nhuwoc diém
va tdm quan trong cta gach khéng nung
dbi v&i van dé kinh té xa 3 1 4 Tinh hinh
san xuat va st dung gach khéng nung &
Viét Nam 12 4 1 5 Tinh hinh san xuét
gach khéng nung trén thé gi¢i 126 1 6
Muc tiéu ctia dé tai 7 C hw on g Il CO
SO LY THUYET 102 1 Co s& héa ly 10
2 1 1 Ban chét cla chat két dinh xi mang
Portland XMP 1102 1 1 1 Qua trinh
doéng rén ctia XMP 1 10 2 1 2 Ban chét
cta cbt liéu 132 1 3 P hw on g phap tao
hinh 14 2 1 4 Quy trinh bdo dwéng gach
sau khi tao hinh 2152 2 Co s& cac
phwong phap nghién ctru 16 2 2 1 Xac
dinh thanh phan héa bang huynh quang
tiaXXRF16222D6hutvoi1622 3
Xac dinh thanh phan hat 16 2 2 4 Xac
dinh thanh phan héa bang phwong phap
phd hdng ngoai IR 17 2 2 5 Xac dinh
thanh phan khoang bang phwong phap
nhiéu xa tia X XRD 4 17 2 2 6 Phan tich
nhiét vi sai DTA 4 18 2 2 7 Quan sat bé
mat kinh hién vi dién t quét SEM 4 18 2
2 8 Xac dinh tinh chét co’ ly clia san
phim 3 18 C hw on g Il NGUYEN LIEU
193 1Cbtlieu19311BUNdd19312
Da mi 26 iv 3 2 Chét két dinh 26 3 3 Phu
gia 26 C hwr on g IV THUC NGHIEM VA
KET QUA 31 4 1 Quy trinh tién hanh thi
nghiém31411Soddchung31412T
hu yét minh so d6 chung 32 4 2 Thi
nghiém 32 4 2 1 Khéo sat lwgng chét két
dinh xi m&ng Ha Long PCB 40 can st
dung 32 4 2 2 Khao sat dd 4m tao hinh
34 4 2 3 Khdo sat ap lwc ép 354 2 3 Xac
dinh pH cta bun dé va xi than 36 4 2 4
Tinh thanh phan phéi liéu 38 4 2 5 Do do
bén san pham 39 4 2 51 Do bén ubn 3
394 252D bén nén 348 4 2 6 Kiém
tra thanh phan khoang ctia mau cé
cwdng dd nén cao 50 4 2 7 Kiém tra pH
clia san sau cung 51 4 2 7 1 Kiém tra do
giam pH cda bun do khi cho xi than vao
514 2 7 2 So sanh pH cuia phéi liéu ban
dau va pH cla san phdm 52 C hw on g vV
KET LUAN VA KIEN NGHI 55 5 1 Két
luan 55 5 2 Kién nghi 55 TAI LIEU THAM
KHAO 57 Phu luc A Két qua do do hut
voi ctia xi than 58 Phu luc B Két qua do
dd bén udn cta cac mau gach 59 Phu

Diém



Trang

Cau trung lap

Ngudn

luc C Phd nhiéu xa tia X 62 v DANH
SACH HINH VE Hinh 1 1 Mét s loai
gach khoéng nung trén thj trwdng hién
nay 1 Hinh 1 2 M6t sé chiing loai gach
khéng nung hién nay 8 Hinh 2 1 Co ché
po ly me r héa clia dat 8 14 Hinh 3 1 Cac
dang tén tai ctia B au xi t trong tw nhién
20 Hinh 3 2 Quy trinh luyén nhém béng
cong nghé Bayer 20 Hinh 3 3 Phb héng
ngoai ctia bun dé 21 Hinh 3 4 Phé nhiéu
xa tia X cia bun dé 22 Hinh 3 5 Biéu db
biéu thj pH ctia bun d6 tng voi tirng
lugng nwoc cu thé 24 Hinh 3 6 Két qua
phan tich c& hat ctia bun dé bang
phwong phap Lazer 25 Hinh 3 7 Phd
nhiéu xa tia X XRD cGia mau xi than 28
Hinh 4 1 So’ d6 chung cutia qua trinh tién
hanh thi nghiém 31 Hinh 4 2 Biéu d6
biéu thi cwng d6 ubn clia mau &ng voi
teng ham lwgng xi mang 33 Hinh 4 3
Biéu dd biéu thi d6 bén ubn clia mau tng
VvGi trng 4o am tao hinh 34 Hinh 4 4
Biéu dd biéu thi d6 bén ubn clia mau tng
voi tirng ap lwc tao hinh mau 35 Hinh 4 5
Biéu dd biéu thi pH ctia bun d3 trng v6i
tirng lwong nwdc cu thé 36 Hinh 4 6 Biéu
dd biéu thi pH ctia xi than &ng véi tlng
lwong nuwoc cu the 37 Hinh 4 7 Bieu do
biéu thi d6 bén ubn cla cac mau khong
chiva @& mi & 8 ngay tudi 41 Hinh 4 8
Biéu dd biéu thi d6 bén ubn clha cac mau
cO chira da mi & 8 ngay tu0| 42 Hinh 4 9
Biéu dd biéu thi d6 bén ubn clia mau chi
chiva xi mé&ng va bun dé & 28 ngay tudi
43 Hinh 4 10 Biéu do biéu thj dé bén ubn
cla cac mau khéng chira da mi & 8 ngay
tudi 45 Hinh 4 11 Biéu dd biéu thi d6 bén
udn ctia cac mau cé chiva 1 da mi & 28
ngay tudi 46 Hinh 4 12 Biéu dé biéu thj
do bén udn cla cac mau c6 chra 2 da
mi & 28 ngay tudi 47 Hinh 4 13 Biéu d6
biéu thi cwdng d6 nén cla cac td mau 20
5128va2052 2849 Hinh 4 14 Phé
nhiéu xa tia X ctia t6 mau 20 5 1 28 50
Hinh 4 15 Biéu dd biéu thi pH ctia 40g
bun dé khi tang lwgng xi than cho vao 52
vi DANH SACH BANG BIEU Bang 3 1
Cac khoang t6n tai trong quang B au xi t
19 Bang 3 2 Thanh phan hoéa cta bun dé
21 Bang 3 3 pH cta bun dé ng voi
100ml nwéc 23 Bang 3 4 pH cla bun dé

Diém
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Ngudn

rng v&i 200ml nwéec 23 Bang 3 5 pH cua
bun dé trng véi 300ml nwéc 23 Bang 3 6
Céac thong sb ky thuat clia xi mang Ha
Long PCB 40 26 Bang 3 7 Thanh phan
hoda cta xi 27 Bang 3 8 D6 hut voi caa xi
than 29 Bang 4 1 Cudng do ubn & 28
ngay tudi ciia cac mau rng voi trng
lwong xi mang trong thanh phan phdi liéu
33 Bang 4 2 E)o bén ubn clia mau (rng
véi tirng d6 am tao hinh khac nhau 34
Bang 4 3 D6 bén ubn clia mau &ng voi
ttrng ap lwc ép tao hinh 35 Bang 4 4 pH
clia bun dé trng véi 100ml nwéc 36 Bang
4 5 pH cha bun dé (rng v&i 200ml nwéc
36 Bang 4 6 pH cta bun dé ng voi
300ml nwée 36 Bang 4 7 pH cua xi than
trng v&i 100ml H20 37 Bang 4 8 pH cua
xi than (rng v&i 200ml H20 37 Bang 4 9
pH cua xi than &ng v&i 300ml H20 37
Bang 4 10 Thanh phan phéi liéu 38 Bang
4 11 D6 bén udn trung binh clia cac mau
khong chira da mi & 8 ngay tudi 40 Bang
4 12 Do bén udn trung binh ctia cac mau
cO chira da mi & 8 ngay tudi 41 Bang 4
13 P& bén udn trung binh cla cac mau
chi chira xi mang va bun dé & 28 ngay
tudi 43 Bang 4 14 D6 bén ubn trung binh
clia cac mau khong chira da mi & 28
ngay tudi 44 Bang 4 15 B0 bén uon trung
binh ctia cac mau co chira 1 da mi & 28
ngay tudi 45 Bang 4 16 Do bén udn trung
binh clia cac mau co chira 2 da mi & 28
ngay tudi 47 Bang 4 17 D6 bén nén cla
t6 mau 20 5 1 28 49 vii Bang 4 18 Do
bé&n nén ctia td mau 20 5 2 28 49 Bang 4
19 pH cla 40g bun dé khi tang lwong xi
than cho vao 51 Bang 4 20 pH cla phdi
li&u ban dau va ctia san pham cé thanh
phan phéi liéu 20 xi than 5 xi mang 1 da
mi 42 ngay tudi 53 Bang 4 21 pH cla
phéi liéu ban dau va ctia san pham co
thanh phan phéi liéu 20 xi than 5 xi mang
2 da mi 42 ngay tudi 53 viii C hwon g |
TONG QUAN 1 1 Gach khéng nung la gi

https://text.123doc.org/document/

3924389-nghien-cuu-gach-khong-nung-

tu-bun-do-thuyet-minh.htm

Diém
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Cac cudc tan cong co thé dén tlr nhiéu
hy’é’ng theo cac cach khac nhau, do dé
can phai dua ra cac chinh sach va bién
phap dé phong can thiét.

12

Muc dich cudi cuing clia an toan bdo mat
hé thong théng tin va tai nguyén theo cac
yéu cau sau: - Dam bdo tinh bi mat
(Confidentiality): Théng tin khéng thé bi
truy nhép trai phép bdi nhivng nguoi
khong cé thdm quyén.

12

- Bam bao tinh nguyén ven (Intergrity):
Thong tin khdng the bi stra doi, bj lam gia
b&i nhirng nguwdi khdng c6 tham quyen.

12

Nguén DPiém
Cac cudc tan cong co thé dén tir nhiéu
hwéng theo cac cach khac nhau do do
can phai dwa ra cac chinh sach va bién
phap dé phong can thiét

100
http://123doc.org/document/1080878-tai-
lieu-luan-van-xay-dung-he-thong-phat-
hien-xam-nhap-bang-phan-mem-snort-
pot.htm?pageh=1

Muc dich cudi cling clia an toan bao mat
hé thong théng tin va tai nguyén theo cac
yéu cau sau Dam bao tinh tin cay Confi
de n tia li ty Théng tin khéng thé bi truy
nhap trai phép b&i nhirng ngwdi khdong
c6 thdm quyén Bam bao tinh nguyén ven
in te g ri ty Thong tin khéng thé bi stra
ddi bj lam gia b&i nhirtng ngudi khdng cd
thdm quyén Dam bao tinh san sang A vai
la bi li ty Théng tin luén sén sang dé dap 92
(rng st dung cho nguo’l c6 thdm quyén
Dam bao tinh khéng thé tir chéi Non re
pu di a ti on Théng tin dwoc cam két vé
mat phap luat ctia nguoi cung cap

https://text.123doc.org/document/

2311662-xay-dung-he-thong-phat-hien-
xam-nhap-bat-thuong-voi-phan-mem-
snort.htm

N6i chung dam bao an toan thong tin
trong moi linh vc 1a phai ddm bao dwoc
cac yéu cau sau Dam bao tinh bi mat
Confi de n tia li ty Théng tin khéng thé bi
truy nhap trai phép béi nhirng ngu i
khéng co6 thdm quyén Dam bao tinh
nguyén ven In te g ri ty Théng tin khéng
thé bi stra dbi bi lam gia béi nhiing
nguwoi khong c6 thdm quyén Bam bao
tinh san sang A vai la bi li ty Thong tin 88
ludn s&n sang dé dap *’ng nhu cau st
dung cho nguoi c6 thdm quyén Dam bao
tinh khéng thé tlr chbi Non re pu di a i
on Théng tin dwgc cam két vé mat phap
luat clia ngudi cung cap

https://text.123doc.org/document/
2976100-mat-ma-va-an-toan-thong-tin-
tren-mang-may-tinh.htm



Trang

12

12

12

13

14

Cau trung lap

- Bam bao tinh san sang (Availability):
Théng tin luén sén sang dé dap ng st
dung cho nguoi c6 thdm quyén.

- Bam bao tinh khdng thé tir chdi (Non-
repudiation): Théng tin dwoc cam két ve
mat phap luat ciia ngwdi cung cap.

Chuwong II: Cac hé théng phat hién xam
nhap.

TONG QUAN VE XAM NHAP VA PHAT
HIEN

3 cho t6i pham mang hoat déng.

Ngudn

Dam bao tinh san sang A vai la bi li ty
Thoéng tin luén san sang dé dap tng st
dung cho ngwoi c6 tham quyén 51 2

https://text.123doc.org/document/103518-
nghien-cuu-van-de-xac-thuc-trong-he-
thong-thanh-toan-dien-tu.htm

N6i chung dam bao an toan théng tin
trong moi linh vc 1a phai ddm bao dwoc
cac yéu cau sau Dam bao tinh bi mat
Confi de n tia li ty Théng tin khéng thé bi
truy nhap trai phép béi nhirng ngu i
khéng co6 thdm quyén Dam bao tinh
nguyén ven In te g ri ty Théng tin khéng
thé bi stra dbi bi lam gia bdi nhiing
nguwoi khong c6 thdm quyén Bam bao
tinh san sang A vai la bi li ty Thong tin
ludn s&n sang dé dap *’ng nhu cau st
dung cho nguoi c6 thdm quyén Dam bao
tinh khong thé tlr chbi Non re pu di a i
on Théng tin dwgc cam két vé mat phap
luat clia ngudi cung cap

https://text.123doc.org/document/
2976100-mat-ma-va-an-toan-thong-tin-
tren-mang-may-tinh.htm

Cac hé théng c6 nhiém vu nha vay dajoc
goi la hé thong phat hién xam nhap 1 3 1

https://text.123doc.org/document/
4729605-dspace-at-vnu-danh-gia-hieu-
qua-mot-so-thuat-toan-trong-phat-hien-
xam-nhap-mang.htm

C hw on g nay trinh bay tdng quan vé
xam nhap va phat hién xam pham 1 1

https://text.123doc.org/document/
4490861-danh-gia-hieu-nang-mot-so-
thuat-toan-phan-lop-cho-phat-hien-xam-
nhap-tt.ntm

Trao lwu mang x& hoi va pham vi rong
mé& cla né dang tré thanh manh dat mau
m& cho t6i pham mang hoat déng

https://quantrimang.com/panda-labs-du-
doan-nguy-co-bao-mat-nam-2011-73974

Diém

100

100
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1.1.1. Khai quat vé tAn cong, xam nhap

14

Tan céng mang la hanh vi st dung
khéng gian mang, cdng nghé théng tin
hoac phwong tién dién tdr dé pha hoai,
gay gian doan hoat dong cla mang vién
thdng, mang Internet, ‘mang may tinh, hé

14 thong théng tin, hé thong Xt ly va diéu
khién théng tin, co s& dir liéu, phwong
tién dién tov.

1.1.2. Cac dang tan céng, xam nhap
mang

15

Nguén DPiém
TONG QUAN VE TAN CONG CHEN MA
SQL VA CAC BIEN PHAP PHONG
CHONG 1 1 1 1 1 Khai quat vé tAn céng
chén ma SQL Gidi thiéu tAn cong chén
ma SQL 111 1 SQL Injec tion la gi
Trong nhirng n&m gan day cac trng dung 76
web cé xu huéng tré thanh phd bién
https://text.123doc.org/document/
4020970-nghien-cuu-ve-phat-hien-tan-
cong-chen-ma-sql-dua-tren-phan-tich-cu-
phap-cau-lenh.htm

Tén cdng mang la hanh vi st dung

khoéng gian mang cong nghé thong tin

hoac phuwong tién dién tk dé pha hoai

gay gian doan hoat dong cta mang vién

thong mang In te r ne t mang may tinh hé

thong théng tin hé thong Xt ly va diéu 100
khién théng tin co s& di liéu phuong

tién dién t&r 9

https://thuvienphapluat.vn/van-ban/Cong-
nghe-thong-tin/Law-24-2018-QH14-
Cybersecurity-388829.aspx

LQ'TiCH CUA IDS 10 1 7 CAC DANG
TAN CONG XAM NHAP MANG 1117 1

https://text.123doc.org/document/ 71
4327155-phat-hien-xam-nhap-cac-dang-
tan-cong-ma-doc-su-dung-ky-thuat-khai-
pha-du-lieu.htm



Trang

Cau trung lap

1.1.2.1. Tan cong tir chéi dich vu - DOS

Ngudn

nbsp N ghi én ctu van dé tan cong
DDoS trong iot D6 an tét nghiép Dai hoc
MUC LUC LOI CAM ON i MUC LUC i
THUAT NGU VIET TAT iv DANH MUC
HINH VE vii MO BAU 1 CHQIONG |
TONG QUAN INTERNET OF THINGS 2
11 KHAI NIEM INTERNET OF THINGS
2 11 1 Lich s hinh thanh 2 1 1 2 Binh
nghia Inte rne tof T hings 3 1 2 KIEN
TRUC INTERNET OF THINGS 5 1 3
CAC DAC TiNH CO BAN CUA )
INTERNET OF THINGS 6 1 4 YEU CAU
O MUC CAO BOI VOI MOT HE THONG
|IOT 7 15 ’NG DUNG CUA INTERNET
OF THINGS 8 1 6 XU HQJONG PHAT
TRIEN CUA IOT 26 1 7 KET LUAN
CHQJONG 28 CHQJONG 2 TRINH BAY
CAC KY THUAT TAN CONG DDOS 30 2
1 TAN CONG TU CHOI DICH VU DOS
30 2 1 1 Gi6i thiéu vé DoS 30 2 1 2 Lich
st cac cudc tAn cong va phat trién cta
DoS 30 2 1 3 Dong co clia tan cong DoS
31 2 1 4 Muc dich cua tan cong DoS va
hiém hoa 32 2 1 5 Cac hinh thirc tn
cong DoS co ban 33 2 2 TAN CONG TU
CHOI DICH VU PHAN TAN DDOS 35 2
2 1 Gi¢i thiéu DDoS 35 2 2 2 Bac tinh
cua tan cong DDoS 36 2 2 3 Kién truc
tan cong DDoS 37 Hoang Manh Tuan D
13 VT 7.ii D6 an t6t nghiép Dai hoc 2 3
TAN CONG DDOS PHAN CHIEU
DRDOS 39 24 BOTNET 40 2 4 1 Gigi
thiéu vé bot va bo t ne t 40 2 4 2 Vai trd
clia bot va bo t ne t trong tan cong DDoS
42 2 5 KET LUAN CHQJONG 43
CHQJONG 3 NGUY CO TAN CONG
DDOS TRONG IOT 44 3 1 BPAC TiNH
CUA IOT LIEN QUAN BEN NGUY CO
TAN CONG DDOS 44 3 1 1 Bac tinh bao
mat kém cla thiét bi loT 46 3 1 2 Pac
tinh khéng déng nhat cua loT 48 3 2
CAC GIAI PHAP PHONG NGUA 50 3 2
1 Tang caong bao mat thiét bj loT 50 3 2
2 Bao mat dinh tuyén I&p mang loT 51 3
2 3 Bdo mat tAng trng dung 52 3 3 BAO
VE H IOT TRQ|OC DDOS VO
MECSHIELD FRAMEWORK 54 3 3 1
Gi¢i thiéu MECs hi eld f ra me work 54 3
32 Mang H loT hé trg MEC 55 3 3 3 Cac
van dé an ninh lién quan 57 3 3 4 MECs
hi eld f ra me work 59 3 3 5 Banh gia

Diém
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Ngudn

hiéu suét 63 3 4 KET LUAN CHQJONG
68 KET LUAN 69 TAI LIEU THAM KHAO
70 Hoang Manh Tuan D 13 VT 7iii D6 an
t6t nghiép Dai hoc THUAT NGO’ VIET
TAT AAL Am bient As sisted Living
Ciphe rB lo ck C ha in in g Méi trqdng
hd tro cudc sdng AES Ad van ced
Encryp ti on S tan da rd Tiéu chuan ma
hoa tién tien AOSP And roi d Open
Source P ro ject Dy an ma ngudon m¢
And roid APl App lication Progmra
min g In te rface Giao dién chq) on g trinh
trng dung CNTT Cbng nghé théng tin
CPU Cen tra | P ro ces sin g Unit Khbi x(r
ly trung tdm DDoS Dis tri bu te d De nia |
of Ser vi ce T chdi dich vu phan tan
DoS De nia | of Ser vi ce Tt chdi dich vu
DNS D om ai n Name Sys tem Hé théng
tén mién DRDoS Dis tri bu te d Ref le c ti
on De nia | of Ser vi ce Tt chdi dich vu
phan chiéu phan tan ECCDH El lip tical
Cur ve d Cryp to g rap hy Diffie Hell man
Méat ma daiong cong El li p ti ¢ theo co
ché Diffie Hell man H loT He te ro gen eo
us loT loT khéng ddng bd IACAC | de n ti
ty Au then ti ca ti on and Con tro | Access
Capacity IEEEInstitute of Ele ctrica
| and E le c tro ni cs En gi ne ers Hoang
Manh Tuin D 13 VT 7 Vién ky nghé Dién
va bién t&r iv Db an tét nghiép Pai hoc
[ICIndustriallnternetConsortium
Hiép hdi In te r ne t Céng nghiép IoE In
te r ne t of E ne rgys Mang lgi¢i nang
lajong két ndi Inte rne t IoT In te r ne t of
T hin gs Mang lqi&i van vat két nbi Inte r
netIPv6InternetProtocolversion
6 Giao thirc lién mang thé hé 6 IRC In te
r ne t Relay Chat Gido thirc chat chuyén
tiep Inte rne t OIC Open Inte rne t Con
so r ti um Hiép hdi In te r ne t mé& M2M
Ma chi ne to Ma chi ne May dén may
MAC Mes sa ge Au then ti ca ti on Code
Ma xac thwc ban tin MEC Mo bi le Edge
C om pu tin g Tinh toan canh di ddng PC
Per so na | C om pu te r May tinh ca
nhan RPL Rou tin g for Low power and
Lossy Networks Dinh tuyén cho mang
nang laiong thp va mat mat RSA Thuat
toan ma hoéa céng khai RSA SDNFV
Softwa re Def in ed Network Func ti on
Vir tua li za ti on Ao héa chirc nang mang

Diém



Trang

Cau trung lap

Nguén DPiém

daioc dinh nghia b&i phan mém SOM
Self Or ga ni z in g Map Ban db tu t6
chtrc SHA Se cu re Hash Al go ri thm
Giai thuat bam an toan SSL Se cu re Soc
ke ts Layer Giao thirc bao mat mang
SSL VLAN Vir tua | Local Access
Network Mang truy nhap cuc bd ao
Hoang Manh Tuan D 13 VT 7 v D6 an tbt
nghiép Pai hoc WSN Wire le sssensor
ne twork Hoang Manh Tudn D 13 VT 7
Mang cam bién khong day vi D6 an tot
nghiép Dai hoc DANH MUC HINH VE
Hinh 1 1 Hinh minh hoa tiéu chi cta In te
rne tof T hin gs 4 Hinh 1 2 Théng ké
cua loT A na ly ti cs cac dw an loT dajoc
chia sé toan cau 100 Hinh 2 1 Kién truc
tan cong DDoS tryc tiép 37 Hinh 2 2
Kién tric tAn cong DDoS gian tiép hay
phan chiéu 38 Hinh 2 3 M6 hinh t 4n
céng DDoS phan chiéu DNS 40 Hinh 3 1
Xac thyc va ma héa dir liéu 51 Hinh 3 2
Cau truc tra) ng bdo mat trong RPL 52
Hinh 3 3 T ru yén thdong I&p wng dung
loT v&i bao mat CoAP 53 Hinh 3 4 Cac
kich ban tan cong DDoS trong mang H
loT hé tro MEC 55 Hinh 3 5 MECs hi eld
f ra me work cho H loT 60 Hinh 3 6 Thoi
gian phan &rng dén cac murc tan céng
khac nhau 66 Hinh 3 7 Ty Ié phat hién va
DO chinh xac trong phéan loai lgu lgong
béat thaio'ng v&i ban d& SOM 66 Hinh 3 8
Tiéu tén CPU trong bo diéu khién daj&i
cac cubc tan cong DDoS 67 Hoang
Manh Tuén D 13 VT 7 vii D6 an t6t
nghiép Dai hoc MO’ DAU Cudc cach
mang cong nghiép lan thi ta] 4 va dang
dén

https://text.123doc.org/document/
4818472-nghien-cuu-van-de-tan-cong-
ddos-trong-iot.htm
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Mac du phwong tién dé tién hanh, dong
co, muc tiéu cla tan coéng tir chdi dich vu
c6 thé khac nhau, nhwng néi chung né
gbm c6 s phdi hop, sy cb y cia mot
ngwdi hay nhiéu nguei dé mot trang, hay
hé théng mang khoéng thé str dung, 1am
gian doan, hodc lam cho hé thdng dé
cham di mét cach dang ké voi nguoi
dung binh thwdng, bang cach lam qua tai
tai nguyén cua hé thong.

Tha doan phd bién nhét 1a tr may cla
hacker gtri dong loat mét lwgng Ion
request hay yéu cau truy cap t&i may
chud, lam5 cho may cha cla bi qua tai,
khong thé hién thj két qua hodc tén rat
nhiéu théi gian dé gl lai response.

1.1.2.2. Tt chéi dich vy phan tan — DDOS

Diém khac biét Ion nhét gitra DOS va
DDOS la thay vi gt request trwc tiep tw
may minh, hacker sé st dung cac may
da bj hack t trwérc dé dong loat giri
lwong I&n request va yéu cau truy cap toi
may chu.

Ngudn

Mac du phwong tién dé tién hanh dong
co muc tiéu cda tan cong tir chdi dich vu
c6 thé khac nhau nhwng néi chung né
gbm co s phdi hop si cb gang ac y cla
mot ngwdi hay nhiéu ngudi dé mét trang
hay hé thdng mang khéng thé st dung
lam gian doan hoac lam cho hé thdéng dé
cham di mét cach dégng ké v&i nguoi
dung binh thwdng bang cach lam qua tai
tai nguyén cua hé thong

https://text.123doc.org/document/
4571460-bai-bao-cao-on-tap-tin-hoc-dai-
cuong-chuong-9-10-11.htm

Tha doan phd bién nhét 1a tir may cua
hacker gvi dong loat mét lwgng I&n re
que st hay yéu cau truy cap t¢i may chi
lam cho may chu ctia Web si te bi qua tai
khong thé hién thj két qua hoac tén rat
nhiéu thdi gian dé gtvi lai re spon se nhw
hién twgng cla

https://viblo.asia/p/dos-vs-ddos-tan-cong-
va-phong-thu-PwRkgmQAGEd

Tha pham c6 thé gay ra nhiéu anh
hwéng béi tan cong tir chdi dich vu phan
tan DDoS 1 1 2 2 M6 hinh va cac budc
tan cong 1 1 2 2 1 Céac bwéc tan cong
Go6m 3 giai doan tAn c6ng bang DDoS
Giai doan chuan bi Chuén bj cong cu
quan trong clia cudc tan cébng cong cu
nay théng thwong hoat dong theo mo
hinhclientserver

https://text.123doc.org/document/

3816852-giai-phap-phong-chong-tan-

cong-ddos-tren-snort.htm

la thay vi gl re que st truc tiép tr may
minh hacker sé st dung cac may da bi
hack tir trwé'c d& ddng loat gtvi lwong Ion
re que st va yéu cau truy cap téi may chi

https://viblo.asia/p/dos-vs-ddos-tan-cong-
va-phong-thu-PwRkgmQAGEd

Diém

98

100

84

79



Trang

16
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Hinh 1.1: Minh hoa t&n cédng Dos/DDos.

Nguén DPiém

Két luan cha on g 3 37 KET LUAN 38
DANH MUC TAI LIEU THAM KHAO 39 v
DANH MUC CAC THUAT NGU’ CAC
CHU VIET TAT CPU Centra | P ro ces
sin g Unit Bo xt& ly trung tdm DDoS Dis
tri bu te d De nia | of Ser vi ce Tan céng
tr chdi dich vu phan tan DNS D om ai n
Name Sys tem Hé thdng phan giai tén
mién Do$S De nia | of Ser vi ce Tan cong
tor ché dich vu HTTP Hy pe rte xt T ran
sfer P ro to co | Giao thirc truyén tai siéu
van ban Hy pe r te xt T ran sfer P ro to co
| Giao thirc truyen tai siéu van ban an Se
cure toan In te rne t Con tro | Mes sa ge
Giao thirc théong béo diéu khién mang P
rotocolinternetIDS Intru sion De te
c ti on Sys tem Hé théng phat hién xam
nhép IP In te r ne t P ro to co | Giao thire
kétndilnternetIPSIntrusion Pre
ven ti on Sys tem Hé théng phong chéng
xam nhap P2P Peer to peer Mang ngang
hang SIP Ses sion | nitiation P ro to co
| Giao thrc khéi tao phién SMTP S im p
le Mail T ran sfer P ro to co | SYN Synch
ro ni za ti on Bdng bd héa TCP T ran
sport Con tro | P ro to co | Giao the diéu
khién truyén van UDP User Da ta g ram
P ro to co | Giao thirc goi di liéu ngaq|oi 73
dung HTTPS ICMP Giao thirc truyen tai
tha) dién t&r don gian vi DANH MUC CAC
HINH VE DO THI Hinh 1 1 Minh hoa ky
thuat tAn céng Buffer O ve rf lo w 5 Hinh
1 2 Minh hoa tAn céng kiéu Smurf 6 Hinh
1 3 Minh hoa tan cdng SYN flo ods 8
Hinh 1 4 Kién truc tan cong DDoS truc
tiép 10 Hinh 1 5 Kién trGc tAn cong DDoS
gian tiép hay phan chiéu 11 Hinh 2 1 Mé
hinh phat hién tdn cong DDoS dwa trén
en tro py cta IP nguén 27 Hinh 3 1 En
tro py ctia cac gdi tin hop phap theo cira
s6 thoi gian 31 Hinh 3 2 En tro py clia
laju lajong hén hop véi clva sb 2 gidy 32
Hinh 3 3 En tro py cla lauu laong hén
hop véi clra s6 5 gidy 33 Hinh 3 4 En tro
py cua lgiu lgigng mang binh thaiong voi
ctra s6 100 goi tin 34 Hinh 3 5 En tro py.
cua laqu Ia]cyng mang hén hop véi clra sb
1000 géi tin 35 Hinh 3 6 En tro py cua
laju Io](yng mang hén hop v&i clra sb
10000 géi tin 35 Hinh 3 7 M6 hinh hé
thdng phat hién tan céng DDoS online
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Khi mdt may tinh & bén ngoai hé théng
mang gia mao la mét may tinh dang tin
cay trong hé théng, hanh déng nay cua
ké tan cong dwoc goi la gia mao IP (IP

Dé truy cap vao hé théng mang, may tinh
bén ngoai phai “gianh” dwoc mot dia chi
IP tin cay trén hé thong mang.

Trong mang may tinh, gia mao giao thirc
ARP (ARP cache poisoning, hay ARP
poison routing), la mét ky thuat qua do ke
tan coéng gia thong diép ARP trong mang
cuc bo.Muc tiéu la két hop dia chi MAC
cua ké tan cong voi dia chi IP cia may
chu lam cho bat ky lwu lwgng truy cép
nao danh cho dia chi IP d6 dwgc gri dén
ké tAn cdng.Gia mao giao thirc ARP cd
thé cho phép ké tan céng chén cac
khung d@ liéu trén mang, stra dbi lvu
lwong, hoac dirng tat ca lwu lvong.

- Chiém phién théng qua kich ban -
Cross-site scripting (XSS) la mot ky thuat
tAn cong bang cach chén vao nhirng
website dong (ASP, PHP, CGl, ...)
nhirng thé HTML hay nhirng doan ma
script nguy hiém c6 thé gay hai cho
nhirng ngwoi str dung.

Nguén DPiém

dwa trén en tro py 37 1 LOI MO PAU 1

https://text.123doc.org/document/
4020966-nghien-cuu-phat-hien-tan-cong-
ddos-dua-tren-ip-entropy.htm

Khi mét may tinh & bén ngoai hé théng

mang cua ban gia vo la mét may tinh

dang tin cay trong hé thdng hanh déng

nay cla ké tan céng dwoc goi la IP

Spoofing 78

https://quantrimang.com/ip-spoofing-la-gi-
va-tan-cong-tu-choi-dich-vu-dos-la-
gi-124029

Dé truy cap vao hé théng mang cta ban
may tinh bén ngoai phai gianh dwgc mét
dia chi IP tin cay trén hé thong mang

93
https://quantrimang.com/s?q=thietbiso
+mo+hop+lg+isai+phien+ban+chong
+nuoc+cua+g2+108480&p=54

Trong mang may tinh ARP spoof in g
ARP cache p oi so ni ng hay ARP p oi
son ro u tin g Ia mot ky thuat qua dé ké
tan coéng gia thong diép ARP trong mang
cuc bd N6i chung muc tiéu 1a két hop dia
chi MAC cua ké tan cong véi dia chi IP
clia may chi khac chang han nhw cong.
mac dinh de f au It ga te way lam cho bat
ky lwu lwgng truy cap nao danh cho dia
chi IP d6 dwoc glri dén ké tan cong ARP
spoof in g cé thé cho phép ké tan cong
chan cac khung di¥ liéu trén mang stra
ddi lwu lwong hodc dirng tat ca lwu lwong

100

https://vi.wikipedia.org/wiki/ARP spoofing

Khai niém Hinh 2 1 Minh hoa XSS Cross

Site Sc ri p tin g hay con dworc viét tat [a

XSS 1a mét ky thuat tAn cong béng cach

chén vao nhirng website déng ASP PHP

CGI nhirng thé HTML hay nhirng doan

ma sc ri pt nguy hiém c6 thé gay hai cho 83
nhirng ngwoi str dung khac

https://text.123doc.org/document/
3574922-tim-hieu-ve-tan-cong-xss-va-
cach-phong-thu.htm
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XSS 13 loai tAn cong phd bién nhat va
dang thuc sw de doa t&i rat nhiéu nguoi
dung web hién nay.

Tran b nhé dém xay ra trén nhiéu hé
diéu hanh, dic biét 1a trén UNIX va
Windows, va trén nhiéu trng dung khac
nhau nhw web, mail, ftp, dns, telnet, ssh,
database, ...

1.1.3. Cac dang tan cong, xam nhap host

1.2. Tdng quan vé& phat hién xam nhap

Nguén DPiém
XSS 13 loai tAn cong phd bién nhat va

dang thuc sw de doa t&i rat nhiéu _nguoi

dung web hién nay do d6 minh viét bai

nay de glup moi ngwdi co cai nhin vé loai 100
hinh t&n cong lay

https://viblo.asia:443/p/tan-cong-xss-va-
cach-phong-chong-L4x5x0905BM

Tran bd dém xay ra trén nhiéu hé diéu
hanh dac biét Ia trén UNIX va W in do ws
va trén nhiéu &ng dung khac nhau nhw
web mail ftp dns te | ne t ssh da ta ba se
Thang 8 2001 s&u may tinh Code Red da
khién thé gii thiét hai hang ti USD ciing
bat ngudn tr mét 16 hdng tran bo dém
trong phan mém may chu Mic ro so ft In
te r ne t Infor ma ti on Ser ve r IIS

92

https://text.123doc.org/document/
2603752-nghien-cuu-va-xay-dung-
phuong-phap-chong-tan-cong-tran-
stack.htm

C6 thé chia cac dang tAn cong xam nhap
thanh 4 loai chinh nhw sau Gia mao Fab
ri ca ti ons Gid mao théng tin thwong dé
danh ltra ngwoi ding thong thwong
Chan bat In te rcep ti ons Lién quan dén
viéc nghe tréom trén duéng truyén va
chuyén hwéng thdng tin dé sir dung trai
phép Gay ngét quang In te r ru p ti ons
Gay ngét kénh truyén théng ngan can 71
viéc truyén dir liéu Stra d6i Mo di fi ca ti
ons Lién quan dén viéc stra dbi thong tin
trén dwong truyén hodc stra déi div liéu
file113

https://text.123doc.org/document/
4583906-phat-hien-xam-nhap-mang-dua-
tren-phan-tich-sau-goi-tin.htm

Mot s& mbi de doa 1a c¢b y nhung mot sé

khac c6 thé chi la ngau nhién hodc vo

tinh 7 D6 an tét nghiép Pai hoc mang C

hw on g 1 Tédng quan vé phat hién xam

nhap 1112 80

https://text.123doc.org/document/
4583906-phat-hien-xam-nhap-mang-dua-
tren-phan-tich-sau-goi-tin.htm
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1.2.1. Khai quat vé phat hién xam nhap

Ngudn

Ha No6i ngay 28 thang 5 nam 2017 Tac
gia luan van bang ngoc Danh iii MUC
LUC LOI CAM ON i LOI CAM DOAN i
DANH MUC CAC KY HIEU VA CHU
VIET TAT v DANH MUC CAC HINH VE
SO DO vi LOI MO DAU 1 CHUONG 1
TONG QUAN VE SAU MANG VA
PHONG CHONG 2 1 1 Khai quat vé cac
phan mém déc hai 2 1 1 1 Dinh nghia 2 1
12 Phanloai 2 1 1 3 Tac hai clia cac
phan mém doc hai 13 1 2 Khai quat vé
sau mang va co ché lay nhiém 151 2 1
Khai niém 1512 2 Lichs* 1512 3
Phan loai 16 1 2 4 Cach thirc lam viéc
cla sau 17 1 2 5 Mot sb loai sau dién
hinh 18 1 3 Phong chéng sau mang va
cac phan mém déc hai khac 21131 P
hw on g phap phong chong virus 21 1 3
2 P hw on g phap phong chéng Worm 21
1 4 Két chwong 22 CHUONG 2 CAC KY
THUAT QUET CUA SAU MANG VA
CAC PHUONG PHAP PHAT HIEN 23 2
1 Cac ky thuat quét ctia sdu mang 23 2 1
1 Quét ngau nhién co6 chon loc 23 2 1 2
Quét dinh tuyén 25 2 1 3 Quét kiéu chia
dé tri 27 2 1 4 Quét kiéu két hop 29215
Quét toan b6 29 iv 2 1 6 So sanh cac
phwong phap quét clia sdu mang 30 2 2
Cac phwong phap phat hién sau mang
31 2 2 1 Khai quat vé cac phwong phap
phat hién sdu mang 312 2 2 Cac
phwong phap phat hién sdu mang 33 2 2
3 So sanh cac phwong phap phat hién
sau mang 38 2 3 Két chuong 38
CHUONG 3 THU NGHIEM PHAT HIEN
SAU MANG 39 3 1 Gi¢i thiéu md hinh
phat hién sdu mang dwa trén twong quan
ngudn dich 39 3 2 Cai dat th& nghiém 41
321 Tap di liéu va tién xt ly di liéu 41
3 2 2 Két qua phat hién 42 3 3 Két
chwong 43 KET LUAN 44 DANH MUC
CAC TAI LIEU THAM KHAO 45 v DANH
MUC CAC KY HIEU VA CHU VIET TAT
Chir viét tit AAWP ACK API BGP BIOS
AnalyticalActi ve Worm P ro pa ga ti
on Ack no w le dg em ent App lica ti on
P ro g ram min g In te rface Bor de r Ga
te way P ro to co | Basic Input Output
Sys tem CERT C om pu ter E me r gen
cy Respon se Team CPU DDOS DNS
DOS HDD IANA IDS IRC Cen tral P ro

Diém
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Ngudn

ces sin g Unit Dis tri bu te d De nia | of
Ser vi ce D om ai n Name Sys tem De
nia | of Ser vi ce NIST P2P RAM SYN
Nghia tiéng anh Hard Disk Drive Inte r
ne t As si g ne dN um be rsAu tho ri ty In
trusionDetection SystemiInternet
Relay Chat Na ti o na | Ins ti tu te of S tan
da rds and Tech no lo gy Peer to Peer R
an dom Access M em ory The Synch ro
nousldleCharacterldleracter
Nghia tiéng viét Phan tich sau hoat déng
lan truyén Tra 1i trong qua trinh bat tay
3 bwdc Giao tiep 1ap trinh trng dung Giao
thire dinh tuyen Iwu lwgng Hé thong Bau
vao Dau ra Co ban Trung tam trng ctru
khan cip may tinh Bon vi x ly trung tam
Tan cong twr chdi dich vu phan tan Hé
thdng phan giai t&n Tan cong tir chdi
dich vu O dfa cirng truyén thong Té chirc
cap phat sb hiéu In te r ne t Hé thong
phat hién xam nhap Chat chuyén tiép In
te r ne t Vién tiéu chuén va céng nghé
quoc gia Hoa Ky Mang ngang hang B
nhé truy cap ngau nhién Ky tw dong bo
héa vi DANH MUC CAC HINH VE SO
DO SO HIEU Bang 1 1 Hinh 1 1 Hinh 2 1
Hinh 2 2 Bang 2 2 Hinh 2 3 Hinh 2 4
Hinh 2 5 Hinh 2 6 Hinh 2 7 TEN HINH
VE Phan loai phdn mém doc hai cla
NIST Phan loai phan mém ddc hai cia
Peter Szor So sdnh m6 hinh AAWP va
Wea ve r So sanh téc dé lan truyén cta
quét ngau nhién va quét ngau nhién cé
Iwa chon So sanh cac phwong phap phat
hién sau mang So sanh téc do lan truyén
cta ky thuat quét ngau nhién va quét
dinh tuyén So sanh tdc d6 lan truyén cla
ky thuat quét ngéu nhién va quét chia ¢é
tri So sanh toc do6 lan truyen cla ky thuat
quét ngau nhién va hoan toan TRANG 3
7 27 28 41 30 32 33 35 Hinh 3 2 So sanh
cac phuwong phap quét clia sdu mang So
dd mo ta hé théng phat hién worm Sy
bién dbi ciia s6 nan nhan trong trwéong
hop quét ngau nhién va quét dinh tuyén
M6 hinh quét tim dich lay nhiém clia sau
mang Lwu dd cai dat thuat toan phat hién
sau mang dwa trén twong quan nguén
dich Hinh 3 3 M6t ban ghi logs thu thap
duwoc tir twong Itka 41 Hinh 3 4 Trich mét
sb ban ghi trich xuat tir logs tweng Itra

Diém
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Phat hién xam nhap con la kha nang
nhan dang xadm nhap do cac ca nhan gay
ra, bao gém: nhirng nguoi str dung hé
thong bat hgp phap (“t6i pham may tinh”
- hacker) va nhirng ngw¢i str dung hop
phap nhwng lai lam dung cac dac quyén
clia minh “de

Nguén DPiém
41 Hinh 3 5 K&t qua phat hién cac cap

twong quan ngudn dich 42 Hinh 2 8 Hinh
3136383940 1L0I MO DAU Sau

mang Network worms la mét trong cac

loai phdn mém ddc hai Malwa re c6 tbc

do lay lan rat nhanh va kha nang tan pha

I&n

https://text.123doc.org/document/
4490641-nghien-cuu-cac-ky-thuat-quet-
cua-sau-mang-va-cac-phuong-phap-phat-
hien-lv-thac-si.htm

Phat hién xam nhap la kha nang nhan
dang xam nhap do cac ca nhan gay ra
bao gébm nhitng ngwdi st dung hé thng
bat hop phap t6i pham may tinh hacker
va nhirng ngui str dung hop phap
nhwng lai lam dung cac ddc quyén cla 95
minh de doa bén trong
https://text.123doc.org/document/
3759558-bai-giang-mon-an-toan-co-so-
du-lieu-phat-hien-xam-nhap-co-so-du-
lieu-trai-phep-nguyen-phuong-tam.htm
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1.2.2.1. Phat hién xa&m nhap mang (NIDS
- Network -based IDS)

Ngudn

S6 hoa Trung tam Hoc liéu DHTN http_
www Irc tnu edu vn i MUC LUC MO PAU
4 Cha on g 1 KHAI QUAT BAI TOAN
PHAT HIEN XAM NHAP 1 1 Binh nghia
phat xdm nhéap 1 1 1 Binh nghia 1 1 2 Sy
khac IDS IPS 1 2 Cac thanh phan chirc
hé thdng phat tham nhap 5 1 2 1 Thanh
phan thu thap géi tin 6 1 2 2 Thanh phan
phét géi tin 6 1 2 3 Thanh phan phan hoi
1 3 Phan loai phat xdm nhép 1 3 1
Network based IDS NIDS 7 1 3 2 Host
based IDS HIDS 9 11 1 4 1 Mb hinh phat
lam dung 11 1 4 2 M6 hinh phat bat
thwong 12 1 4 3 So sanh hai mé hinh 15
Chaj on g 2 PHAT HIEN XAM NHAP
DUA TREN THUAT TOAN K MEANS 17
2 1 Thuat todan Kmeans 17 2 1 1 Cac
khai niém 17 21 2 Thuattoan 202 1 3
Nhuwoc diém K Means cach khac phuc
35 2 2 Thuét toan K means v&i phat xam
nhap 35 2 2 1 Phan tich tap liéu kiém the
35 2 2 2 M6 hinh phat bat thweng dwa
thuat toan K means 39 Chaj on g 3 XAY
DUNG CHQJONG TRINH PHAT HIEN
XAM NHAP DUA TREN THUAT TOAN K
MEANS 47 3 1 M6 ta toan 47 3 2 M6 ta
liéu déu vao 47 3 2 1 M6 ta thudc tinh file
liéu dau vao 48 3 2 2 Giam so lwvgng ghi
liéu dau vao 50 3 3 Cai dat thuat toan K
Means thir nghiém phan cum phan t di
biét 53 3 3 1 Gigi thiéu mbi tredng cai
dat 53 3 3 2 Cac chirc chwong trinh 53 3
4 Nhan xét danh gia chwong trinh tht
nghiém 59 KET LUAN VA HQJONG
NGHIEN CU'U 60 TAI LIEU THAM
KHAO 61 PHAN PHU LUC 62 Sb hoa
Trung tdm Hoc liéu BDHTN http www Irc
tnu edu vn ii DANH MUC HINH ANH
Hinh 1 1 Cac vi tri dat IDS mang 4 Hinh
1 2 Mb hinh kién trac hé théng phat xam
nhap IDS Hinh 1 3 M6 hinh NIDS Hinh 2
1 Vi du phan nhém déi twong 17 Hinh 2
2 Cac thiét lap dé xac dinh ranh gi¢i cum
ban dau 18 Hinh 2 3 Mé t& d6 do khoang
cach dbi twong 19 Hinh 2 4 So d6 thuat
toan phén nhém K Means 21 Hinh 2 5
M6 ta trwc quan trinh phan cum liéu 22
Hinh 2 6 Biéu dién di twong mat phang
toa dd x y 25 Hinh 2 7 Biéu dién déi
twong phan t& trung tAm mat phéng toa
doé x y 26 Hinh 2 8 Biéu dién dbi twong

Diém
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Ngudn

phan t& trung tdm mét phang toa d x y
Vong lap 1 29 Hinh 2 9 Biéu dién ddi
twong phan t&r trung tAm mat phang toa
dd x y 31 Vong lap 2 31 Hinh 2 10 Biéu
dién déi twong phan t& trung tam mat
phéng toa dd x y Vong 13p 3 33 Hinh 2
11 M6 hinh hé théng phat bat thuwdng st
dung thuat toan K means 40 Hinh 2 12
Bbn quan hé céng 42 Hinh 2 13 M6 ta
hoat dong médun téng hop 44 Hinh 3 1
Giam s ghi cho file dau vao chuong
trinh 51 Hinh 3 2 Xem chinh stra cho file
d4u vao chwong trinh can 52 Hinh 3 3
D@ liéu chwong trinh mé& No te pa d 52
Hinh 3 5 Giao dién chon liéu 54 Hinh 3 6
Hién thi chi tiét liéu dau vao 55 Hinh 3 7
Form thwc thuat toan K Means 56 Hinh 3
8 Két thue thuat toan K Means 57 Hinh 3
9 S6 ghi két ndi thudc cum 58 Hinh 3 10
Két thwe thuat toan K Means véi liéu co
494020 ghi két néi 58 Sé hoéa Trung tam
Hoc liéu BDHTN http www Irc tnu edu vn iii
DANH MUC BANG Bang 2 1 Danh muc
déi twong 24 Bang 2 2 Bang biéu dién
thudc tinh mat phang x y 24 Bang 2 3
Kh&i tao phan t&r trong tdm 25 Bang 2 4
Bang khoang cach Euc li de an vong Iap
1 28 Bang 2 5 Tim khoang cach khoang
cach Vong lap 1 28 Bang 2 6 Két phan
nhém déi twong vong lap 1 28 Bang 2 7
Phan t&r trong tam vong lap 1 29 Bang 2
8 Bang khoang cach Euc li de an Voéng
Iap 2 30 Bang 2 9 Tim khodng cach
khoang cach Vong lap 2 30 Bang 2 10
Két phan nhém ddi twong vong 1ap 2 31
Bang 2 11 Phan tt trong tdm vong lap 2
31 Bang 2 12 Bang khoang cach Euc li
de an vong lap 3 32 Bang 2 13 Tim
khoang cach khoang cach vong lap 3 32
Bang 2 14 Két phan nhém déi twong
vong 1ap 3 33 Bang 2 15 Phan t trong
tam vong 13p 3 33 Bang 2 16 Két phan
nhém déi twong vong lap 4 34 Bang 2 17
Bang két phan nhém thudc 34 Bang 2 18
danh sach canh bao chwa rat gon 45
Bang 2 19 Danh sach canh bao sau rat
gon 46 Bang 3 1 Cac thudc tinh nhém
chiva tat thudc tinh c6 tir két néi TCP IP
48 Bang 3 2 Cac thudc tinh Iwu thong
nhém bao gbém thudc tinh ma tinh toan
v&i khodng thoi gian ctra sb 49 Bang 3 2

Diém



Trang

Cau trung lap

Ngudn

Céc thudc tinh ndi dung 49 Sé hoéa Trung
tdm Hoc lieu DHTN http www Irc tnu edu
vn iv BANG TU VIET TAT IDS IPS In tru
si on De te c ti on Sys tem In tru si on P
re ven ti on Sys tem s HIDS Host based
IDS NIDS Network based IDS Sé hoa
Trung tdm Hoc liéu BDHTN http www Irc
tnu edu vn MO DAU Ngay nay hé thdng
mang may tinh tré nén phd blen rng
dung hau hét hoat ddng kinh té xa hoi
nwéc ta Tuy nhién mang may tinh phai
duong dau vai nhiéu thach thire dac biét
van de an toan bao mat liéu ‘mang Trong
méi de doa an ninh mang viéc xam nhap
mang dé thay dbi thong tin 14y cap liéu
pha hoai ha ting mang nghiém trong
Chinh vay viéc phat ngan chan xam
nhép mang may tinh cha de quan tam
nghién ctru phat trién ng dung manh
mé Phat ngan chan hiéu xac dinh xam
nhap ngan chan cach nhanh xay Hién
phwong phap phat truy nhap trai phép
hoan hao ki thuat xam nhap ngay tinh vi
luén dcx)i'Khilphu’cmg phap phat xam
nhap biet dén ké xam nhap stra chien
lwoc thir kiéu xam nhap Chinh lwa chon
chd d& means dé tai nghién ctru cho luan
van CAu tric luan van bao gém chuong
sau Cha on g 1 C hw on g trinh bay kién
thirc phat xadm nhap nhw dinh nghia
thanh phan chirc hé thdng phan loai
phuong phap phat xam nhap Chajon g 2
C hw on g trinh bay viéc phat xdam nhap
dwa thuat toan K means Néi dung thuat
toan vi du minh hoa thuat toan tap liéu
kiém thr md hinh phat xam nhap duva
thuat toan K means Chgyon g 3 C hw on
g két cai dat toan phat xam nhap duya
thuat toan k means SO hda Trung tdm
Hoc liéu DPHTN http www Irc thu edu vn
Cha on g KHAI QUAT BAI TOAN PHAT
HIEN XAM NHAP 1 1 Dinh nghia phat
xam nhap 1 1 1 Binh nghia Hé théng
phat xam nhap IDS hé théng c6 nhiém
vu theo déi phat cé thé ngan can xam
nhap hanh vi khai thac trai phép tai
nguyén hé thdng bdo vé ma dan dén viéc
lam tdn hai dén tinh bao mat tinh toan
ven tinh sé&n sang hé théng 6 Hé théng
IDS thu thap théng tin tlr nhiéu ngudn hé
thdng bao vé sau tién hanh phan tich

Diém



Trang

Cau trung lap

Ngudn

thong tin theo cach khac dé phat xam
nhap trai phép Khi hé théng IDS cé kha
ngan chan nguy xam nhap ma phat goi
hé théng phong chéng xam nhap hay
IPS Hinh sau minh hoa vij tri thuwdng cai
dat IDS mang Hinh 1 1 Cac vi tri dat IDS
mang 1 1 2 Sw khac IDS IPS Co6 thé
nhan théy khac biét hai khai niém tén goi
phat hién ngan chan Cac hé thdng IDS
thiét ké v&i muc dich cha yéu phat canh
bao nguy xam nhap mang may tinh bao
vé do hé,théng IPS kha phat tw hanh
ddng chong lai S6 héa Trung tdm Hoc
liéu BPHTN http www Irc thu edu vn 53
Mbi dong twong (rng véi gia tri déi twong
luan van dong thé liéu ghi két ndi Cac gia
tri thudc tinh cach dau 3 3 Cai dat thuat
toan K Means th&r nghiém phan cum
phan ti dj biét 3 3 1 Gidi thiéu moi
traqong cai dat C hw on g trinh viét ngén
nglr C Net Visu al S tu di o 2010 st
dung phién Net F ra me work 4 0 Cac
thudc tinh liéu dau vao lwu thanh trwong
liéu chwong trinh Iwu trlr hé quan tri s&
liéu Sql Ser ve r 2008 R2 Thuét toan K
mean thuat toan kinh dién cai dat st
dung rong rai Trong ta s&r dung thw vién
thuat toan K Means (rng dung cho toan
phat cum di biét thw vién sir dung cé tén
IKVM O pe nJDK Core diIl IKVM O pe
nJDK Util dil IKVM O pe nJDK Text dll
IKVM Run ti me JNI dll Weka$S ha rp dIl 3
3 2 Cac chtrc chq on g trinh Laju d6 thwe
chqy on g trinh SO héa Trung tdm Hoc
liéu BPHTN http www Irc thu edu vn 54 a
Poc file liéu dau vao Cho phép nhap liéu
tr tép c6 cAu tric mé ta muc 3 2 Trwéc
nhap liéu cho chwong trinh ngwdi dun
chinh stra giao dié phan mém Weka Dé
nhap liéu ngwdi dung nhéan vao nut Chon
sau tim dén tép liéu co cau trac lwu tri
may tinh c6 dudi dang arff Sau chon tép
liéu 14y thong tin can thiét thudc tinh thuc
dwa vao s& liéu hién thi Ién nhom Chi tiét
liéu dé& phuc vu cho viéc thwc thuat toan
dé dang Hinh 3 5 Giao dién chon liéu b
Chi tiét liéu Nhom chi tiét liéu hién thi
théng tin ghi két néi file liéu dau vao sb
dong thr tw ghi cot thudc tinh chi tiét noi
dung liéu ghi Do sé lwong ghi liéu dau
thwéng I&n nén viéc hién thj chi tiét liéu

Diém



Trang

Cau trung lap

Ngudn

thwe véi sé lwong nhd dé tranh anh
hwéng téi tbc dd thwe thi Mac dinh liéu
hién thi d&t ttr t&i 100 Néu mudn xem chi
tiét ghi ta danh sé vao te xt bo x liéu tw
dén nhéan hién thj d& xem Sé hoéa Trung
tdm Hoc liéu BDHTN http www Irc thu edu
vn 55 Hinh 3 6 Hién thj chi tiét liéu dau
vao Sau chon file liéu dau vao ta click
vao bu t ton Thwc KMe an s dé chuyén
sang form thwc thuat toan phan cum ghi
thédng thwong di biét ¢ Tham sb phan
cum K Means Cho phép ngudi dung
nhap tham sb diéu khién cho thuat toan
K Means bao gébm s6 cum can phan
Theo phéan tich chwong viéc phéan cum
phat phan tr di biét ta chon sé cum can
phan C hu on g trinh cho phép thwc ham
khoéng cach theo Euc li d Sau lya chon
day dd tham sO ngwoi dung nhan nat
Thuwe K Means dé chuwong trinh xi ly
tinh toan S hoa Trung tdm Hoc liéu
DPHTN http www Irc tnu edu vn 56 Hinh 3
7 Form thuc thuat toan K Means Do sb
lugng ghi I6n nén viéc thwe hét khoang
phat may tinh c6 cau hinh CPU Ce le ro
n D 1 6GHZ nh&é Ram 1GB cho liéu c6
49402 ghi két néi Va khoang 20 phut cho
lieu c6 49402 ghi 1 10 liéu KDD day du
Sau thire xong thuat toan thong tin chi
tiét phan cum ghi hién thj bang bén trai
Ta chon chi tiét phan cum tr ghi x dén 'y
chon hién thi d& xem chi tiét khoéng
Thong tin s6 1an 1&p téng binh phwong 16i
khai tinh khoang cach Euc li d cum hién
thi K&t phan cum K Means phia bén phai
form Cac gia tri bi thay gia tri trung binh
tinh lai trong tdm cho cum S6 hoa Trung
tam Hoc liéu DHTN http www Irc tnu edu
vn 57 Hinh 3 8 Két thyc thuat toan K
Means Bang phan cum cho ta théng tin
chi tiét trong tam thudc tinh cum sb ghi
cum T ta nhan thiy théng tin cum thé
nhiéu biéu cum ghi di biét lay vi du nhw
dang nhép khong thanh cbng login gia tri
0 S6 giay két ndi du ra ti on ngén sb két
ndi t&i host thdi diém khoan thoi gian s
trwdc voi sd két ndi téi cd loai dich vu
thoi diém khoan thoi gian s truéc 16n
biéu cho céng v v Con phan tir danh dau
la ghi két ndi binh thwdng Viéc nhan biét
cum binh thudng di biét phu thudc vao

Diém



Trang

Cau trung lap

Ngudn

gia tri thudc tinh vao sé hay thuat toan K
Means kha nhan biét cum cé gia tri thudc
tinh thubéc dang O cubi bang phan cum
théng sb ti 1& ghi thuéc cum binh thwéng
hay di biét cu thé sé6 ghi cum Sé hoéa
Trung tdm Hoc liéu DHTN http www Irc
tnu edu vn 58 Hinh 3 9 Sé ghi két ndi
thudc cum Anh cho ta thay két thuc thuat
toan K Means liéu I1&n 49402 ghi 1 10
liéu KDD cup Két cho thay cum liéu danh
s cum chira ghi két néi thong thwong
cum liéu danh cum ghi két nbi dij biét
Hinh 3 10 Két thyc thuat toan K Means
véi liéu c6 494020 ghi két ndi S6 hoa
Trung tdm Hoc liéu BHTN http www Irc
tnu edu vn 59 Ngoai chuong trinh cho
phép lwu két dinh dang file text ta nhan
vao Lwu két file chon dwdng dan tén file
save 3 4 Nhan xét danh gia chq on g
trinh th&r nghiém C hw on g trinh cai dat
dwa thuat toan K Meana st dung hai
ham khoang cach phd bién khoang cach
Euc lid Cho phép nguwoi dung tay chon
s0O cum K hoang cach t0i da seed thong
sb anh hwéng téi sb 1an 1&p dé két cudi
Két thu phan t& phan theo cum danh sé
tr dén s6 cum Nhuoc diém chwong trinh
két hién thi chwa truc quan Sb hoéa Trung
tam Hoc liéu DHTN http www Irc tnu edu
vn 60 KET LUAN VA HQJONG NGHIEN
CUU KET LUAN Trong luan van tim hiéu
nghién ctru s6 van dé sau Lun van trinh
bay ly thuyét cong mang kiéu céng phan
cum liéu thuat toan K Means phan cum
liéu dwa vao cum trung tdm dé &ng dung
vao phan cum phan tu di biét két néi Gidi
thiéu cAu tric thudc tinh liéu KDD Cup
1999 phwong phap gidm sb ghi liéu dau
vao Luan van cai dat thuat toan phan
cum K means dé& minh hoa cho viéc phan
loai két ndi théng thweng di biét Tuy
nhién chwong trinh c6 nhiéu han ché két
hién thi chwa truc quan dinh dang tép hé
tro' dau vao tép arff HQJONG NGHIEN
CUU Trong twong lai dé tai phat trién
theo hwdng nghién ciru phan thu thap
truc tiép ghi két ndi tr mang thuc phan
loai c6 modul phat dau két ndi thong
thwong dau ket ndi di biét ttr canh bao
két néi khéng an toan lvong ghi két ndi
thudc nhom di biét xuat nhiéu Sé hoa

Diém
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Nguén DPiém

Trung tdm Hoc liéu DHTN http www Irc
tnu edu vn 61 TAI LIEU THAM KHAO
Tiéng viét 1 Vi Lan P hw on g N ghi én
clru cai dat sé giai thuat phan cum phan
I&p 2006 Pai hoc Bach khoa Ha Noi 2
Hoang Thi Toan 2012 N ghi én ctru s&
liéu KDD 99 trng dung cho bao mat
mang Dé tai nghién ctru khoa hoc Tiéng
Anh 3 Han J and K am be r M Data M in
in g Concepts and Tech ni que s 3rd E di
ti on Mor gan K au f man A ca de mic
Press 2011 4 Tapas K an ung o An
Efficient K Means C lustering Al gori
thm A naly sis and Imp le men ta ti on
2002 5 And re w Moore K means and Hie
rarchicalClustering TutorialS lide
s http www2 cs cmu edu awm tu to ria Is
km e an s html 6 IATAC In tru si on De te
c tion Sys tem s The Infor ma ti on As su
rance TechnologyAnalysisCenter
Sixth E di ti on Sep tem be r 25 2009 7
Ger ha rd M unz Sa Li Georg Carle Wil
he Im S chi ckard T ra ffic A no ma ly De
te c tion Using KMeans C lustering U
ni ve r si ty of Tue bin gen Ger many
2008 S6 hoa Trung tam Hoc liéu DHTN
http www Irc tnu edu vn 62 PHAN PHU
LUC Xt ly giao dién nguwdi dung phan
thuat toan K Means using using using
using using using using using using
using using using using using using Sys
tem Confi gu ra ti on Sys tem weka
Weka$S ha rp weka core weka c lu s te re
rs weka core ma tri x Sys tem Col le c ti
ons Ge ne ri ¢ Sys tem C om po nen tMo
de | Sys tem Data System D rawing
Sys tem Ling Sys tem Text Sys tem W in
do ws Forms Sys tem IO na me s pa ce
GSSL pub li ¢ partial class frmM ai n
Form pub li ¢ s tri ng sFile Path pub lic
int as si gn men ts pub li ¢ frmM ai n | ni
tia li zeC om po nen t p ri va te void btnT
hu cHien Click object sen de r E ven
tArgs e int number OfC lu s te rs Con ve
rtToInt16 txtNum ClusterTextScrip
tin g Fi le Sys tem Object MyFi le new Sc
ri p tin g Fi le Sys tem Object s tri ng sFi
le N am e Scrip tin g TextS tre am s tri
ng sCon ten ts s tri ng strR Sé héa Trung
tdm Hoc liéu BDHTN msgS tre am http
www Irc tnu edu vn 63 Ins tan ces insts



Trang

Cau trung lap

Ngudn

new Ins tan ces new java io Buffe re
dRea de r new java io Fi le Rea de r sFi
le Path weka fil te rs un su pe r vi se d at
tri bu te S tri ngToN om in al fil te r new
weka fil te rs un su pe r vi se d at tri bu te
S tringToN om in al fil te r se tAt tri bu te
R ang e first fil te r se tinputFor ma t insts
weka fil te rs Fil te r u se Fil te r insts fil te
rSimple KMeanskmeansnewSim
p le KMe an s km e an s se tSeed Con
ve rt Tolnt 16 txtSeed Text This is the im
portantparametertosetkme ansse
tP re se r ve Ins tan cesOr de r true km e
an s se tN um C lu s te rs number OfC lu
sterskmeansbuildC lustererinsts
ClusterEvaluationevalnew Cluste
rEvaluationevalsetClustererkme
ansevalevaluate Clusterernew lns
tan ces insts km e an s getC lu s te rCen
tro ids sCon ten ts eval c lu s te rRe su
ItsToS tri ng sFile N am e D DE TAl
THAC Sl BoCai M an gu on IDS
KDDCupOutPut txt msgS tre am MyFi le
C re a te TextFi le sFile N am e true true
msgS tre am Write sCon ten ts msgS tre
am Close sCon ten ts msgS tre am MyFi
le O pe nTextFile sFile Name Scrip
tin g IOMo de ForRea di ng fal se Scrip
tingTristate Tristate TrueintiOs
tri ng words words File ReadAllL in es sFi
le Name Encoding DefaultforiOi
words Lengthiii1stringtwordsi
TrimtReplacetReplacetReplacet
Rep lacetReplacetReplacestring
strlv t Split S6 héa Trung tam Hoc liéu
DPHTN http www Irc tnu edu vn 64 t t Rep
la ce At tri bu te Thubc tinh tt Rep la ce
NumberofiterationSélanlaptt
Replace Missingvaluesgloballyre
p la ced with mean mode Toan gia tri bi
thay trung binh mode tt Rep la ce Full
Data Di¥ liéu day dittReplace Clus
te rcen tro ids Trong tdm cum tt Rep la
ceClusterCumttReplaceWithinc
lustersumofsquarederrors Tdng
binh phwong 16i cumttReplace Clus
te re d Ins tan ces Cac cum phan ifi 11
ListViewl tem Ivt new ListViewl tem S6
ghiforintjOjstrlvL engthjif strlv E le
men tAt | ToS tri ng
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24

24

24

Cau trung lap

NIDS cung cép di¥ liéu vé hiéu suat
mang ndi bd, tdng hop lai cac goi tin va
phan tich chung.

Diém yéu cta NIDS Ia gay anh huong
dén bang thdbng mang do trwc tiep truy
cap vao lwu théng mang.NIDS khéng
duoc dinh lwong ding vé kha nang xt ly
sé tré thanh mét nut ¢ chai gay ach tac
trong mang.

Ngoai ra NIDS con gap khé khan véi cac
van dé giao thirc truyén nhw viéc phan
tach gai tin (IP fragmentation), hay viéc
diéu chinh théng sb TTL trong géi tin IP.

Ngudn

http://123doc.org/document/3339212-
phat-hien-xam-nhap-dua-tren-thuat-toan-
kmeans.htm

NIDS cung cép dir liéu vé hiéu suat
mang ndi bd tap hop lai cac goi tin va
phan tich chang

https://text.123doc.org/document/

1797837-chuong-1-tong-quan-ve-he-

thong-phat-hien-xam-nhap.htm

Trong hé théng NIDS cac Sen so r duoc
d&t & cac diém can kiém tra trong mang
thwong la tredc mién DMZ hodc & vung
bién ctia mang cac Sen so r bat tat ca
cac goi tin lwu théng trén mang va phan
tich ndi dung bén trong cua tirng go6i dé
phat hién cac d4u hiéu tan cong trong
mang 21 Hinh 1 6 Hoat dong cta HIDS
XAY DUNG HE THONG PHAT HIEN
XAM NHAP BAT THUONG VOI PHAN
MEM SNORT Diém yéu cta NIDS la gay
anh huwdng dén bang théng mang do
truc tiép truy cap vao lwu théng mang
NIDS khéng dwoc dinh lwgng ding vé
kha n&ng xtr ly s& tré thanh mét nat ¢
chai gay ach tac trong mang

https://text.123doc.org/document/

2311662-xay-dung-he-thong-phat-hien-
xam-nhap-bat-thuong-voi-phan-mem-
snort.htm

Ngoai ra NIDS con gap kho khan voi cac
van dé giao thirc truyén nhw viéc phan
tach goi tin IP fra g men ta ti on hay viéc
diéu chinh théng sb TTL trong géi tin IP
14 Hinh 1 6 Hoat déng ctia HIDS Hinh 1
7 Hoat dong cua NIDS HIDS NIDS Tinh
quan tri thap

https://text.123doc.org/document/
1080878-tai-lieu-luan-van-xay-dung-he-
thong-phat-hien-xam-nhap-bang-phan-
mem-snort-pot.htm

Diém

87

100

100



Trang

Cau trung lap

1.2.2.2. Phat hién xadm nhap host (HIDS
— Host -based IDS)

Ngudn

S6 hoa Trung tam Hoc liéu DHTN http_
www Irc tnu edu vn i MUC LUC MO PAU
4 Cha on g 1 KHAI QUAT BAI TOAN
PHAT HIEN XAM NHAP 1 1 Binh nghia
phat xdm nhéap 1 1 1 Binh nghia 1 1 2 Sy
khac IDS IPS 1 2 Cac thanh phan chirc
hé thdng phat tham nhap 5 1 2 1 Thanh
phan thu thap géi tin 6 1 2 2 Thanh phan
phét géi tin 6 1 2 3 Thanh phan phan hoi
1 3 Phan loai phat xdm nhép 1 3 1
Network based IDS NIDS 7 1 3 2 Host
based IDS HIDS 9 11 1 4 1 Mb hinh phat
lam dung 11 1 4 2 M6 hinh phat bat
thwong 12 1 4 3 So sanh hai mé hinh 15
Chaj on g 2 PHAT HIEN XAM NHAP
DUA TREN THUAT TOAN K MEANS 17
2 1 Thuat todan Kmeans 17 2 1 1 Cac
khai niém 17 21 2 Thuattoan 202 1 3
Nhuwoc diém K Means cach khac phuc
35 2 2 Thuét toan K means v&i phat xam
nhap 35 2 2 1 Phan tich tap liéu kiém the
35 2 2 2 M6 hinh phat bat thweng dwa
thuat toan K means 39 Chaj on g 3 XAY
DUNG CHQJONG TRINH PHAT HIEN
XAM NHAP DUA TREN THUAT TOAN K
MEANS 47 3 1 M6 ta toan 47 3 2 M6 ta
liéu déu vao 47 3 2 1 M6 ta thudc tinh file
liéu dau vao 48 3 2 2 Giam so lwvgng ghi
liéu dau vao 50 3 3 Cai dat thuat toan K
Means thir nghiém phan cum phan t di
biét 53 3 3 1 Gigi thiéu mbi tredng cai
dat 53 3 3 2 Cac chirc chwong trinh 53 3
4 Nhan xét danh gia chwong trinh tht
nghiém 59 KET LUAN VA HQJONG
NGHIEN CU'U 60 TAI LIEU THAM
KHAO 61 PHAN PHU LUC 62 Sb hoa
Trung tdm Hoc liéu BDHTN http www Irc
tnu edu vn ii DANH MUC HINH ANH
Hinh 1 1 Cac vi tri dat IDS mang 4 Hinh
1 2 Mb hinh kién trac hé théng phat xam
nhap IDS Hinh 1 3 M6 hinh NIDS Hinh 2
1 Vi du phan nhém déi twong 17 Hinh 2
2 Cac thiét lap dé xac dinh ranh gi¢i cum
ban dau 18 Hinh 2 3 Mé t& d6 do khoang
cach dbi twong 19 Hinh 2 4 So d6 thuat
toan phén nhém K Means 21 Hinh 2 5
M6 ta trwc quan trinh phan cum liéu 22
Hinh 2 6 Biéu dién di twong mat phang
toa dd x y 25 Hinh 2 7 Biéu dién déi
twong phan t& trung tAm mat phéng toa
doé x y 26 Hinh 2 8 Biéu dién dbi twong

Diém
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Cau trung lap

Ngudn

phan t& trung tdm mét phang toa d x y
Vong lap 1 29 Hinh 2 9 Biéu dién ddi
twong phan t&r trung tAm mat phang toa
dd x y 31 Vong lap 2 31 Hinh 2 10 Biéu
dién déi twong phan t& trung tam mat
phéng toa dd x y Vong 13p 3 33 Hinh 2
11 M6 hinh hé théng phat bat thuwdng st
dung thuat toan K means 40 Hinh 2 12
Bbn quan hé céng 42 Hinh 2 13 M6 ta
hoat dong médun téng hop 44 Hinh 3 1
Giam s ghi cho file dau vao chuong
trinh 51 Hinh 3 2 Xem chinh stra cho file
d4u vao chwong trinh can 52 Hinh 3 3
D@ liéu chwong trinh mé& No te pa d 52
Hinh 3 5 Giao dién chon liéu 54 Hinh 3 6
Hién thi chi tiét liéu dau vao 55 Hinh 3 7
Form thwc thuat toan K Means 56 Hinh 3
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9 S6 ghi két ndi thudc cum 58 Hinh 3 10
Két thwe thuat toan K Means véi liéu co
494020 ghi két néi 58 Sé hoéa Trung tam
Hoc liéu BDHTN http www Irc tnu edu vn iii
DANH MUC BANG Bang 2 1 Danh muc
déi twong 24 Bang 2 2 Bang biéu dién
thudc tinh mat phang x y 24 Bang 2 3
Kh&i tao phan t&r trong tdm 25 Bang 2 4
Bang khoang cach Euc li de an vong Iap
1 28 Bang 2 5 Tim khoang cach khoang
cach Vong lap 1 28 Bang 2 6 Két phan
nhém déi twong vong lap 1 28 Bang 2 7
Phan t&r trong tam vong lap 1 29 Bang 2
8 Bang khoang cach Euc li de an Voéng
Iap 2 30 Bang 2 9 Tim khodng cach
khoang cach Vong lap 2 30 Bang 2 10
Két phan nhém ddi twong vong 1ap 2 31
Bang 2 11 Phan tt trong tdm vong lap 2
31 Bang 2 12 Bang khoang cach Euc li
de an vong lap 3 32 Bang 2 13 Tim
khoang cach khoang cach vong lap 3 32
Bang 2 14 Két phan nhém déi twong
vong 1ap 3 33 Bang 2 15 Phan t trong
tam vong 13p 3 33 Bang 2 16 Két phan
nhém déi twong vong lap 4 34 Bang 2 17
Bang két phan nhém thudc 34 Bang 2 18
danh sach canh bao chwa rat gon 45
Bang 2 19 Danh sach canh bao sau rat
gon 46 Bang 3 1 Cac thudc tinh nhém
chiva tat thudc tinh c6 tir két néi TCP IP
48 Bang 3 2 Cac thudc tinh Iwu thong
nhém bao gbém thudc tinh ma tinh toan
v&i khodng thoi gian ctra sb 49 Bang 3 2
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Céc thudc tinh ndi dung 49 Sé hoéa Trung
tdm Hoc lieu DHTN http www Irc tnu edu
vn iv BANG TU VIET TAT IDS IPS In tru
si on De te c ti on Sys tem In tru si on P
re ven ti on Sys tem s HIDS Host based
IDS NIDS Network based IDS Sé hoa
Trung tdm Hoc liéu BDHTN http www Irc
tnu edu vn MO DAU Ngay nay hé thdng
mang may tinh tré nén phd blen rng
dung hau hét hoat ddng kinh té xa hoi
nwéc ta Tuy nhién mang may tinh phai
duong dau vai nhiéu thach thire dac biét
van de an toan bao mat liéu ‘mang Trong
méi de doa an ninh mang viéc xam nhap
mang dé thay dbi thong tin 14y cap liéu
pha hoai ha ting mang nghiém trong
Chinh vay viéc phat ngan chan xam
nhép mang may tinh cha de quan tam
nghién ctru phat trién ng dung manh
mé Phat ngan chan hiéu xac dinh xam
nhap ngan chan cach nhanh xay Hién
phwong phap phat truy nhap trai phép
hoan hao ki thuat xam nhap ngay tinh vi
luén dcx)i'Khilphu’cmg phap phat xam
nhap biet dén ké xam nhap stra chien
lwoc thir kiéu xam nhap Chinh lwa chon
chd d& means dé tai nghién ctru cho luan
van CAu tric luan van bao gém chuong
sau Cha on g 1 C hw on g trinh bay kién
thirc phat xadm nhap nhw dinh nghia
thanh phan chirc hé thdng phan loai
phuong phap phat xam nhap Chajon g 2
C hw on g trinh bay viéc phat xdam nhap
dwa thuat toan K means Néi dung thuat
toan vi du minh hoa thuat toan tap liéu
kiém thr md hinh phat xam nhap duva
thuat toan K means Chgyon g 3 C hw on
g két cai dat toan phat xam nhap duya
thuat toan k means SO hda Trung tdm
Hoc liéu DPHTN http www Irc thu edu vn
Cha on g KHAI QUAT BAI TOAN PHAT
HIEN XAM NHAP 1 1 Dinh nghia phat
xam nhap 1 1 1 Binh nghia Hé théng
phat xam nhap IDS hé théng c6 nhiém
vu theo déi phat cé thé ngan can xam
nhap hanh vi khai thac trai phép tai
nguyén hé thdng bdo vé ma dan dén viéc
lam tdn hai dén tinh bao mat tinh toan
ven tinh sé&n sang hé théng 6 Hé théng
IDS thu thap théng tin tlr nhiéu ngudn hé
thdng bao vé sau tién hanh phan tich
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thong tin theo cach khac dé phat xam
nhap trai phép Khi hé théng IDS cé kha
ngan chan nguy xam nhap ma phat goi
hé théng phong chéng xam nhap hay
IPS Hinh sau minh hoa vij tri thuwdng cai
dat IDS mang Hinh 1 1 Cac vi tri dat IDS
mang 1 1 2 Sw khac IDS IPS Co6 thé
nhan théy khac biét hai khai niém tén goi
phat hién ngan chan Cac hé thdng IDS
thiét ké v&i muc dich cha yéu phat canh
bao nguy xam nhap mang may tinh bao
vé do hé,théng IPS kha phat tw hanh
ddng chong lai S6 héa Trung tdm Hoc
liéu BPHTN http www Irc thu edu vn 53
Mbi dong twong (rng véi gia tri déi twong
luan van dong thé liéu ghi két ndi Cac gia
tri thudc tinh cach dau 3 3 Cai dat thuat
toan K Means th&r nghiém phan cum
phan ti dj biét 3 3 1 Gidi thiéu moi
traqong cai dat C hw on g trinh viét ngén
nglr C Net Visu al S tu di o 2010 st
dung phién Net F ra me work 4 0 Cac
thudc tinh liéu dau vao lwu thanh trwong
liéu chwong trinh Iwu trlr hé quan tri s&
liéu Sql Ser ve r 2008 R2 Thuét toan K
mean thuat toan kinh dién cai dat st
dung rong rai Trong ta s&r dung thw vién
thuat toan K Means (rng dung cho toan
phat cum di biét thw vién sir dung cé tén
IKVM O pe nJDK Core diIl IKVM O pe
nJDK Util dil IKVM O pe nJDK Text dll
IKVM Run ti me JNI dll Weka$S ha rp dIl 3
3 2 Cac chtrc chq on g trinh Laju d6 thwe
chqy on g trinh SO héa Trung tdm Hoc
liéu BPHTN http www Irc thu edu vn 54 a
Poc file liéu dau vao Cho phép nhap liéu
tr tép c6 cAu tric mé ta muc 3 2 Trwéc
nhap liéu cho chwong trinh ngwdi dun
chinh stra giao dié phan mém Weka Dé
nhap liéu ngwdi dung nhéan vao nut Chon
sau tim dén tép liéu co cau trac lwu tri
may tinh c6 dudi dang arff Sau chon tép
liéu 14y thong tin can thiét thudc tinh thuc
dwa vao s& liéu hién thi Ién nhom Chi tiét
liéu dé& phuc vu cho viéc thwc thuat toan
dé dang Hinh 3 5 Giao dién chon liéu b
Chi tiét liéu Nhom chi tiét liéu hién thi
théng tin ghi két néi file liéu dau vao sb
dong thr tw ghi cot thudc tinh chi tiét noi
dung liéu ghi Do sé lwong ghi liéu dau
thwéng I&n nén viéc hién thj chi tiét liéu

Diém



Trang

Cau trung lap

Ngudn

thwe véi sé lwong nhd dé tranh anh
hwéng téi tbc dd thwe thi Mac dinh liéu
hién thi d&t ttr t&i 100 Néu mudn xem chi
tiét ghi ta danh sé vao te xt bo x liéu tw
dén nhéan hién thj d& xem Sé hoéa Trung
tdm Hoc liéu BDHTN http www Irc thu edu
vn 55 Hinh 3 6 Hién thj chi tiét liéu dau
vao Sau chon file liéu dau vao ta click
vao bu t ton Thwc KMe an s dé chuyén
sang form thwc thuat toan phan cum ghi
thédng thwong di biét ¢ Tham sb phan
cum K Means Cho phép ngudi dung
nhap tham sb diéu khién cho thuat toan
K Means bao gébm s6 cum can phan
Theo phéan tich chwong viéc phéan cum
phat phan tr di biét ta chon sé cum can
phan C hu on g trinh cho phép thwc ham
khoéng cach theo Euc li d Sau lya chon
day dd tham sO ngwoi dung nhan nat
Thuwe K Means dé chuwong trinh xi ly
tinh toan S hoa Trung tdm Hoc liéu
DPHTN http www Irc tnu edu vn 56 Hinh 3
7 Form thuc thuat toan K Means Do sb
lugng ghi I6n nén viéc thwe hét khoang
phat may tinh c6 cau hinh CPU Ce le ro
n D 1 6GHZ nh&é Ram 1GB cho liéu c6
49402 ghi két néi Va khoang 20 phut cho
lieu c6 49402 ghi 1 10 liéu KDD day du
Sau thire xong thuat toan thong tin chi
tiét phan cum ghi hién thj bang bén trai
Ta chon chi tiét phan cum tr ghi x dén 'y
chon hién thi d& xem chi tiét khoéng
Thong tin s6 1an 1&p téng binh phwong 16i
khai tinh khoang cach Euc li d cum hién
thi K&t phan cum K Means phia bén phai
form Cac gia tri bi thay gia tri trung binh
tinh lai trong tdm cho cum S6 hoa Trung
tam Hoc liéu DHTN http www Irc tnu edu
vn 57 Hinh 3 8 Két thyc thuat toan K
Means Bang phan cum cho ta théng tin
chi tiét trong tam thudc tinh cum sb ghi
cum T ta nhan thiy théng tin cum thé
nhiéu biéu cum ghi di biét lay vi du nhw
dang nhép khong thanh cbng login gia tri
0 S6 giay két ndi du ra ti on ngén sb két
ndi t&i host thdi diém khoan thoi gian s
trwdc voi sd két ndi téi cd loai dich vu
thoi diém khoan thoi gian s truéc 16n
biéu cho céng v v Con phan tir danh dau
la ghi két ndi binh thwdng Viéc nhan biét
cum binh thudng di biét phu thudc vao
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gia tri thudc tinh vao sé hay thuat toan K
Means kha nhan biét cum cé gia tri thudc
tinh thubéc dang O cubi bang phan cum
théng sb ti 1& ghi thuéc cum binh thwéng
hay di biét cu thé sé6 ghi cum Sé hoéa
Trung tdm Hoc liéu DHTN http www Irc
tnu edu vn 58 Hinh 3 9 Sé ghi két ndi
thudc cum Anh cho ta thay két thuc thuat
toan K Means liéu I1&n 49402 ghi 1 10
liéu KDD cup Két cho thay cum liéu danh
s cum chira ghi két néi thong thwong
cum liéu danh cum ghi két nbi dij biét
Hinh 3 10 Két thyc thuat toan K Means
véi liéu c6 494020 ghi két ndi S6 hoa
Trung tdm Hoc liéu BHTN http www Irc
tnu edu vn 59 Ngoai chuong trinh cho
phép lwu két dinh dang file text ta nhan
vao Lwu két file chon dwdng dan tén file
save 3 4 Nhan xét danh gia chq on g
trinh th&r nghiém C hw on g trinh cai dat
dwa thuat toan K Meana st dung hai
ham khoang cach phd bién khoang cach
Euc lid Cho phép nguwoi dung tay chon
s0O cum K hoang cach t0i da seed thong
sb anh hwéng téi sb 1an 1&p dé két cudi
Két thu phan t& phan theo cum danh sé
tr dén s6 cum Nhuoc diém chwong trinh
két hién thi chwa truc quan Sb hoéa Trung
tam Hoc liéu DHTN http www Irc tnu edu
vn 60 KET LUAN VA HQJONG NGHIEN
CUU KET LUAN Trong luan van tim hiéu
nghién ctru s6 van dé sau Lun van trinh
bay ly thuyét cong mang kiéu céng phan
cum liéu thuat toan K Means phan cum
liéu dwa vao cum trung tdm dé &ng dung
vao phan cum phan tu di biét két néi Gidi
thiéu cAu tric thudc tinh liéu KDD Cup
1999 phwong phap gidm sb ghi liéu dau
vao Luan van cai dat thuat toan phan
cum K means dé& minh hoa cho viéc phan
loai két ndi théng thweng di biét Tuy
nhién chwong trinh c6 nhiéu han ché két
hién thi chwa truc quan dinh dang tép hé
tro' dau vao tép arff HQJONG NGHIEN
CUU Trong twong lai dé tai phat trién
theo hwdng nghién ciru phan thu thap
truc tiép ghi két ndi tr mang thuc phan
loai c6 modul phat dau két ndi thong
thwong dau ket ndi di biét ttr canh bao
két néi khéng an toan lvong ghi két ndi
thudc nhom di biét xuat nhiéu Sé hoa
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Trung tdm Hoc liéu DHTN http www Irc
tnu edu vn 61 TAI LIEU THAM KHAO
Tiéng viét 1 Vi Lan P hw on g N ghi én
clru cai dat sé giai thuat phan cum phan
I&p 2006 Pai hoc Bach khoa Ha Noi 2
Hoang Thi Toan 2012 N ghi én ctru s&
liéu KDD 99 trng dung cho bao mat
mang Dé tai nghién ctru khoa hoc Tiéng
Anh 3 Han J and K am be r M Data M in
in g Concepts and Tech ni que s 3rd E di
ti on Mor gan K au f man A ca de mic
Press 2011 4 Tapas K an ung o An
Efficient K Means C lustering Al gori
thm A naly sis and Imp le men ta ti on
2002 5 And re w Moore K means and Hie
rarchicalClustering TutorialS lide
s http www2 cs cmu edu awm tu to ria Is
km e an s html 6 IATAC In tru si on De te
c tion Sys tem s The Infor ma ti on As su
rance TechnologyAnalysisCenter
Sixth E di ti on Sep tem be r 25 2009 7
Ger ha rd M unz Sa Li Georg Carle Wil
he Im S chi ckard T ra ffic A no ma ly De
te c tion Using KMeans C lustering U
ni ve r si ty of Tue bin gen Ger many
2008 S6 hoa Trung tam Hoc liéu DHTN
http www Irc tnu edu vn 62 PHAN PHU
LUC Xt ly giao dién nguwdi dung phan
thuat toan K Means using using using
using using using using using using
using using using using using using Sys
tem Confi gu ra ti on Sys tem weka
Weka$S ha rp weka core weka c lu s te re
rs weka core ma tri x Sys tem Col le c ti
ons Ge ne ri ¢ Sys tem C om po nen tMo
de | Sys tem Data System D rawing
Sys tem Ling Sys tem Text Sys tem W in
do ws Forms Sys tem IO na me s pa ce
GSSL pub li ¢ partial class frmM ai n
Form pub li ¢ s tri ng sFile Path pub lic
int as si gn men ts pub li ¢ frmM ai n | ni
tia li zeC om po nen t p ri va te void btnT
hu cHien Click object sen de r E ven
tArgs e int number OfC lu s te rs Con ve
rtToInt16 txtNum ClusterTextScrip
tin g Fi le Sys tem Object MyFi le new Sc
ri p tin g Fi le Sys tem Object s tri ng sFi
le N am e Scrip tin g TextS tre am s tri
ng sCon ten ts s tri ng strR Sé héa Trung
tdm Hoc liéu BDHTN msgS tre am http
www Irc tnu edu vn 63 Ins tan ces insts
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new Ins tan ces new java io Buffe re
dRea de r new java io Fi le Rea de r sFi
le Path weka fil te rs un su pe r vi se d at
tri bu te S tri ngToN om in al fil te r new
weka fil te rs un su pe r vi se d at tri bu te
S tringToN om in al fil te r se tAt tri bu te
R ang e first fil te r se tinputFor ma t insts
weka fil te rs Fil te r u se Fil te r insts fil te
rSimple KMeanskmeansnewSim
p le KMe an s km e an s se tSeed Con
ve rt Tolnt 16 txtSeed Text This is the im
portantparametertosetkme ansse
tP re se r ve Ins tan cesOr de r true km e
an s se tN um C lu s te rs number OfC lu
sterskmeansbuildC lustererinsts
ClusterEvaluationevalnew Cluste
rEvaluationevalsetClustererkme
ansevalevaluate Clusterernew lns
tan ces insts km e an s getC lu s te rCen
tro ids sCon ten ts eval c lu s te rRe su
ItsToS tri ng sFile N am e D DE TAl
THAC Sl BoCai M an gu on IDS
KDDCupOutPut txt msgS tre am MyFi le
C re a te TextFi le sFile N am e true true
msgS tre am Write sCon ten ts msgS tre
am Close sCon ten ts msgS tre am MyFi
le O pe nTextFile sFile Name Scrip
tin g IOMo de ForRea di ng fal se Scrip
tingTristate Tristate TrueintiOs
tri ng words words File ReadAllL in es sFi
le Name Encoding DefaultforiOi
words Lengthiii1stringtwordsi
TrimtReplacetReplacetReplacet
Rep lacetReplacetReplacestring
strlv t Split S6 héa Trung tam Hoc liéu
DPHTN http www Irc tnu edu vn 64 t t Rep
la ce At tri bu te Thubc tinh tt Rep la ce
NumberofiterationSélanlaptt
Replace Missingvaluesgloballyre
p la ced with mean mode Toan gia tri bi
thay trung binh mode tt Rep la ce Full
Data Di¥ liéu day dittReplace Clus
te rcen tro ids Trong tdm cum tt Rep la
ceClusterCumttReplaceWithinc
lustersumofsquarederrors Tdng
binh phwong 16i cumttReplace Clus
te re d Ins tan ces Cac cum phan ifi 11
ListViewl tem Ivt new ListViewl tem S6
ghiforintjOjstrlvL engthjif strlv E le
men tAt | ToS tri ng
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Cau trung lap

Nhing hé thdng Host-based Ia kiéu IDS
dwoc nghién clru va trién khai dau
tién.Bang cach cai dat nhirng phan mém
IDS trén cac may tram (goi la Agent),
HIDS cé

14 thé giam sat toan bd hoat dong clia
hé thdng, cac log file va lwu théng mang
di t&i tieng may tram.

IDS kiém tra lwu thdng mang dang duoc
chuyén den may tram, bao vé may tram
théng qua viéc ngan chan cac gai tin
nghi ngd.HIDS c6 kha nang kiém tra
hoat déng dang nhap vao may tram, tim
kiém cac hoat dong khong binh thuwong
nhw do tim mat khau, leo thang dac
quyén.Ngoai ra HIDS con c6 thé giam
séat sau vao bén trong Hé diéu hanh cua
may tram dé kiém tra tinh toan ven cta
nhan hé diéu hanh, file lwu tri trong hé
théng.

Ngudn

http://123doc.org/document/3339212-
phat-hien-xam-nhap-dua-tren-thuat-toan-
kmeans.htm

No6i mot cach ngén gon Host based IDS
giam sat di¥ liéu trén nhirng may tinh
riéng lé trong khi Network based IDS
giam sat lvu théng ctia mét hé théng
mang 1 2 2 1 Host based IDS HIDS
Nhirng hé thdng Host based 1 kiéu IDS
dwoc nghién ciru va trién khai dau tién
Bang cach cai d&t nhirng phdn mém IDS
trén cac may tram goi la Agent HIDS c¢6
thé giam sat toan bo hoat dong cta hé
théng cac log file va lwu théng mang di
téi teng may tram

https://text.123doc.org/document/

2311662-xay-dung-he-thong-phat-hien-
xam-nhap-bat-thuong-voi-phan-mem-
short.htm

Bang cach cai dat nhivng phan mém IDS
trén cac may tram goi la agent Host
based IDS c6 thé giam sat toan bd hoat
doéng cua hé théng cac log file va lwu
théng mang di t&i tvng may tram

https://text.123doc.org/document/
3746237-su-dung-ky-thuat-khai-pha-du-
lieu-de-xay-dung-he-thong-phat-hien-
xam-nhap-trai-phep.htm

HIDS kiém tra lwvu théng mang dang
dwoc chuyén dén may tram bao vé may
tram thdng qua viéc ngan chan cac goi
tin nghi ngd HIDS c6 kha nang kiém tra
hoat dong dang nhap vao may tram tim
kiém cac hoat déng khéng binh thuwdng
nhw do tim pa ssword leo thang dac
quyén Ngoai ra HIDS con cé thé giam
séat sau vao bén trong Hé diéu hanh cla
may tram dé kiém tra tinh toan ven vaa
Nhan hé diéu hanh file lwu trie trong hé
théng

https://text.123doc.org/document/

2311662-xay-dung-he-thong-phat-hien-
xam-nhap-bat-thuong-voi-phan-mem-
short.htm
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Hé théng IDS c6 hiéu quéa cao khi phat
hién viéc ngwoi dung str dung sai céac tai
nguyén trén mang.

Néu ngudi dung cb gang thwc hién cac
hanh vi khong hop phap thi nhirng hé
thdng HIDS théng thwéng phat hién va
tap hop théng tin thich hop nhat va
nhanh nh4t.Diém yéu cla HIDS la cbng
kénh.

V&i vai ngan may tram trén mét mang
I&n, viéc thu thap va tap hop cac théng
tin may tinh d&c biét riéng biét cho méi
may riéng Ié la khéng cé hiéu qua.

Ngoai ra, néu tha pham vé hiéu hoa viéc
thu thap d liéu trén may tinh thi HIDS
trén may do sé khdng con co6 y nghia.

Nguén DPiém
C6 kha n&ng kiém tra hoat dong déng

nhap vao may tram tim kiém céac hoat
dongkhéngbinhthwdngnhuwdot
impasswordleothangogbtuwog

v do t pa sswo d eo tag dac quyén Hé

thdng IDS c6 hiéu qua cao khi phat hién

viéc Hé théng IDS c6 hiéu quéa cao khi 100
phat hién viéc ngwoi dung st dung sai

cac tai nguyén trén mang

https://text.123doc.org/document/
2044799-chuong-ix-he-thong-phat-hien-
va-ngan-chan-xam-nhap-potx.htm

Néu ngudi dung cb gang thwe hién cac
hanh vi khdng hgp phap thi nhirng hé
thdng HIDS théng thwéng phat hién va
tap hop théng tin thich hop nhat va
nhanh nhét 18 Hinh 1 3 M6 hinh HIDS
Loi thé ctia HIDS C6 kha nang xac dinh
user lién quan t¢i mot event HIDS c6 kha
nang phat hién cac cudc tan cong dién ra
trén mot may NIDS khdng c6 kha nang
nay C6 thé phan tich cac di¥ liéu ma hoa 100
Cung cép céc théng tin vé host trong luc
cudc tan cong dién ra trén host nay Han
ché cta HIDS biém yéu cta HIDS Ia
cong kénh

https://text.123doc.org/document/
3746237-su-dung-ky-thuat-khai-pha-du-
lieu-de-xay-dung-he-thong-phat-hien-
xam-nhap-trai-phep.htm

V&i vai ngan may tram trén mét mang
I&n viéc thu thap va tap hop cac thong tin
may tinh d&c biét riéng biét cho méi may
riéng lé la khéng co hiéu qua

100
https://text.123doc.org/document/
2311662-xay-dung-he-thong-phat-hien-
xam-nhap-bat-thuong-voi-phan-mem-
snort.htm

Ngoai ra néu tha pham vé hiéu hoa viéc
thu thap d liéu trén may tinh thi HIDS
trén may doé sé khbéng con cé y nghia 13
Foo te r Page 19 of 133

100
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Phat hién xam nhap dua trén dau hiéu
va dwa trén bat thwdng.

25

1.2.3.1. Phat hién xam nhap dwa trén
dau hiéu

25

Ngudn

https://text.123doc.org/document/
4250633-luan-van-xay-dung-he-thong-
phat-hien-xam-nhap-bang-phan-mem-
short.htm

Phat hién xam nhap trai phép tiép can
bang pha on g phap hoc may Ma chi ne
Lear ni ng Ap pro ach Hé théng phat hién
xam nhap dwa trén bat thwdng c6 2 wu
diém chinh so v&i hé théng dya trén dau
hiéu

https://text.123doc.org/document/
4020963-nghien-cuu-cac-phuong-phap-
hoc-may-va-ung-dung-trong-phat-hien-
xam-nhap-trai-phep.htm

Téac gia N gu yén Thj Thu Hién 4 Danh
muc cac ky hiéu cac chir viét tat 1 Tw
Tiéng Anh viét t&t ID In tru si on De te c ti
on Phat hién xam nhap 2 IDS In tru si on
De te ¢ ti on Sys tem Hé théng phat hién
xam nhap 3 NIDS Network based IDS Hé
thdng phat hién xam nhap dwa STT
Tiéng Viét trén mang 4 HIDS Host based
IDS Hé théng phat hién xam nhéap dwa
trén host 5 DoS De nia | Of Ser vi ce Tan
cong tir chdi dich vu 6 DDoS Dis tri bu te
d De nia | Of Ser vi ce Tan cong t chdi
dich vu phan tan 7 SBIDS Sig na tu re
Based IDS Hé théng phat hién xam nhap
duwa trén dau hiéu 8 ABIDS A no ma ly
Based IDS Hé thong phat hién xam nhap
dwa trén bét thaiong 9 CUSUM C um u la
ti ve SUM 10 KPDL Thuat toan cong tich
luy Data min in g Khai pha di liéu 11
ADAM Audit Data Analy sisand Minin
g Khai pha va phan tich di liéu kiém
toan 12 SOM Self Or ga ni z in g Maps
13ICMP Internet14 TCP Con tro |
Ban db tw tb chirc Mes sa ge Giao thirc
thong diép diéu khiéen ProtocollInter
netT ran s mission C omu nication
Giao thtre diéu khién truyén van P ro to
col 15 UDP UserDatagramProtocol
Giao thirc khong lién két 16 SFD SYN F
lo o di ng de te c ti on Phat hién tin cong
SYN flo o di ng 5 Danh muc cac bang
Bang 3 1

Diém

78

71



Trang

25

25

25

Cau trung lap

Phat hién xam nhap dwa trén dau hiéu
cua hanh vi xdm nhap (Signature-based

Ky thuat nay doi hoi phai duy tri mot co
s& di¥ liéu vé cac dau hiéu xam nhap
(signature database), va co s& di liéu
nay phai dwgc cap nhat thwong xuyén
moi khi ¢ mét hinh thirc hoac ky thuat
xam nhap maoi.

Signature-based IDS la hé st dung dinh
nghia triru twong dé mé ta ve tan cong
goi la dau hiéu.

Ngudn

https://text.123doc.org/document/
4327911-nghien-cuu-thu-nghiem-cac-
phuong-phap-phat-hien-xam-nhap-trai-
phep-dua-tren-phat-hien-bat-thuong.htm

Phan loai IDS theo pham vi giam sa t
Networ based IDS NIDS La nhirng IDS
giam sat trén toan bé mang Host based
IDS HIDS La nhirng IDS giam sat hoat
doéng cua tirng may tinh riéng biét Phan
loai IDS theo ky thuét thwc hién Sig na tu
re based IDS phat hién xam nhap dwa
trén dau hiéu ctia hanh vi xam nhap A no
ma ly based IDS phat hién xam nhap
bang cach so sanh cac hanh vi hién 11 2
0

Slide bao cao.pdf

Ky thuat nay doi hoi phai duy tri mot co
s& di¥ liéu vé cac dau hiéu xam nhap si g
na tu re da ta ba se va co s& di liéu nay
phai dwoc cap nhat thwong xuyén mbi
khi c6 mot hinh thirc hoac ky thuat xam
nhap méi

https://viblo.asia:443/p/tim-hieu-ve-he-
thong-phat-hien-xam-nhap-ossec-phan-i-
m68Z03JzKkG

Hinh 1 8 Kno w le dge based IDS 16 1 2
2 3 2 Sig na tu re based IDS Sig na tu re
based IDS la hé S‘l’J’ dung dinh nghta trieu
twong dé mo ta vé tan cong goi la dau
hiéu

https://text.123doc.org/document/
3969147-luan-van-xay-dung-he-thong-
phat-hien-xam-nhap-bang-phan-mem-
short.htm

Diém

89

100

100



Trang

25

26

26

26

Cau trung lap

DAu hiéu bao gdm mét nhém cac théng
tin can thiét dé mo ta kiéu tan cong.Vi du
nhuw hé théng mang IDS c6 thé lwu tri
trong co s& di¥ liéu ndi dung15 cac goi
tin cé lién quan dén kiéu tan cong da
biét. Thwdng thi dau hiéu dwoc luu &
dang cho phép so sanh tryc tiép voi
thdng tin cé trong chudi sw kién.

Trong qua trinh x ly, sy kién dwoc so
sanh v&i cac muc trong file dau hiéu, néu
thay c6 sw gibng nhau thi hé tao ra canh
bao.Signature-based IDS hién nay rat
thdng dung vi chung de phét trién, cho
phan hoi chinh xac vé canh bao va
thwdngyéu cau it tai nguyén tinh toan.

Tuy nhién, ching c6 nhitng diém yéu
sau:- M6 ta ve cudc tan cong thwong &
murc d6 thap, kho hiéu.

- Mbi cudc tan cong hay bién thé cta no
deu can thém dau hiéu dwa vao co s¢
di liéu, nén kich c& clia n6 sé trd nén rat
I&n.

Ngudn

DAu hiéu bao gém mét nhém céc théng
tin can thiét & mo ta kiéu tan cong Vi du
nhw hé ne twork IDS c6 thé lwu trir trong
co s¢ di liéu ndi dung cac goi tin cd lién
quan dén kiéu tan cong da biét Vi du nhw
hé ne twork IDS c6 thé lwu trir trong co
s& di liéu ndi dung cac gai tin co lién
quan dén kiéu tan cong da biét T hwong
thi dau hiéu dworc lwvu & dang cho phép
so sanh trye tiép v&i thong tin co trong
chubi sw kién

https://text.123doc.org/document/
4229276-thiet-bi-an-ninh-mang.htm

Trong qua trinh xt ly sw kién dwoc so
sanh v&i cac muc trong file dau hiéu néu
thay c6 sw gibng nhau thi hé tao ra canh
bao Sig na tu re based IDS hién nay rat
thong dung vi chung de phat trién cho
phan hoi chinh xac vé canh bao va
thwdng yéu cau it tai nguyén tinh toan

https://text.123doc.org/document/

2311662-xay-dung-he-thong-phat-hien-
xam-nhap-bat-thuong-voi-phan-mem-
snort.htm

Tuy nhién chiing c6 nhivng diém yéu sau
M6 t& vé cudc tan cong thudng & mirc
d6 thap kho hiéu Mbi cudc tan cong hay
bién thé clia né déu can thém dau hiéu
dwa vao co s¢ dir liéu nén kich c& cla
nd sé tré nén rat I&n Dau hiéu cang cu
thé thi cang tao ra it canh bao nham
nhwng cang kho phat hién nhirng bién
thé cta no

https://text.123doc.org/document/
4229276-thiet-bi-an-ninh-mang.htm

M&i cudc tan cong hay bién thé clia no
deu can thém dau hiéu dwa vao co s¢
d liéu nén kich c® cla no sé tr& nén rat
I&n

https://text.123doc.org/document/
2426413-ung-dung-ban-do-tu-to-chuc-
som-self-organizing-map-phat-hien-phat-
tan-virus-may-tinh-qua-hanh-vi.htm

Diém

100

100

100

100



Trang Cau trung lap
- DAu hiéu cang cu thé, thi cang tao ra it

canh bao nham, nhwng cang kho phat
hién nhirng bién thé cla né.

26

Ngudn

Tuy nhién chting c6 nhitng diém yéu sau
M6 t& vé cudc tan cong thuwdng & mirc
dd thap khé hiéu Méi cudc tan cong hay
bién thé clia n6 déu can thém d4u hiéu
dwa vao co s& di¥ liéu nén kich c& cla
no sé tré nén rat Ién DAu hiéu cang cu
thé thi cang tao ra it cdnh bao nham
nhwng cang khé phat hién nhirng bién
thé cia n6

https://text.123doc.org/document/
4229276-thiet-bi-an-ninh-mang.htm

Diém

100



Trang

Cau trung lap

1.2.3.2. Phat hién xam nhap dwa trén bét
thuwdng

Ngudn

Thuat toan One class SVM PHU LUC 02
CONG TRINH KHOA HOC DA CONG
BO 75 75 78 82 83 vi DANH MUC CAC
KY HIEU CAC CH( VIET TAT Viét tat
Thuat ngl¥ Y nghia Bo di¥ liéu nghién
ctru phat hién xam nhap trai phép
DARPA Defen se Ad van ced Cuc dv an
nghién ctru cao cap Bé qudc phong Re
se arch P ro ject A gen cy My B6 di¥ liéu
nghién ctru phat hién xam nhap trai
DARPA Da ta se t phép cia DARPA Hé
thdng phat hién xam nhap trai phép trén
HIDS Network Based IDS may chu IDS
In tru si on De te c ti on Sys tem s Hé
thong phat hién xadm nhap trai phép ISCX
Infor ma ti on Se cu ri ty Trung tam
nghién ctru vé an toan théng tin ctia Cen
te r of Excel len ce trwdng dai hoc New B
run swick Bo di liéu nghién ctru phat
hién xam nhap trai ISCX Da ta se t phép
ctua ISCX K NN K Nea re st Neigh bo r
Thuat toan hoc may K lang giéng gan
nhat ML Ma chi ne Lear ni ng Hoc may
Binh dang di lieu dwgc thu thap qua
viéc bat Netf lo w gilr goi tin & dang Flow
Heé théng phat hién xam nhap trai phép
trén NIDS Network Based IDS mang
SVM Support Vec to r Ma chi ne Thuat
toan hoc may May hé tro' Vec to r Dinh
dang d liéu dwoc thu thap qua viéc bat
Tcp du mp gitr géi tin & dang Pac ke t
Phan mém hoc may cua trwéng dai hoc
Weka W ai ka to Da ta se t vii DANH
SACH BANG Bang 3 1 Cac nhém xam
nhap trai phép trong dir liéu DARPA 46
Bang 3 2 B6 di¥ liéu ISCX 47 Bang 3 3
Cac théng sbé co ban cla bo dir liéu ne tf
lo w may chu Pas ca | 50 Bang 3 4 S6
lwong tan cong tr tirPng may chu téi may
chi Pas ca | 51 Bang 3 5 S6 lwong tan
cong theo cac cbng dich t&éi may chi Pas
ca |l 51 Bang 3 6 Cac théng sb co ban
cta b dir liéu ISCX Netf lo w 52 Bang 3
7 Sb lwong tAn cong theo cac cdng dich
v&i bd di¥ liéu ISCX 52 Bang 3 8 Cac dac
trwng Iwa chon trong phat hién xam nhap
trai phép 53 Bang 3 9 Thong tin bo di
lieu thtr nghiém DARPA Netf lo w may
chu Pas ca | 53 Bang 3 10 Théng tin bd
di¥ liéu thtr nghiém ISCX Netf lo w ngay
14 6 53 Bang 3 11 Confu si on Ma tri x

Diém



Trang

Cau trung lap

Ngudn

55 Bang 3 12 Banh gia két qua thir
nghiém v&i bd dir liéu DARPA Netf lo w
57 Bang 3 13 Danh gia két qua thiy
nghiém v&i bd div liéu ISCX Netf lo w 58
viii DANH SACH HINH VE Hinh 1 1 D&
li&u can phan I&p 8 Hinh 1 2 Minh hoa
bién clia mét cach phan Iép 8 Hinh 1 3
Minh hoa bién cwc dai cta bai toan phan
I&p 9 Hinh 1 4 Mat phang phan tach theo
Cac gia trj ve c to r phap tuyén va
nguwdng 10 Hinh 1 5 Minh hoa d réng
cua bién 11 Hinh 1 6 Minh hoa dwdng
vién cla bién 12 Hinh 1 7 Vi du bai toan
phan loai tuyén tinh khéng tach biét 16
Hinh 1 8 Cac diém 16i ctia di¥ liéu 17
Hinh 1 9 Anh hwéng ctia tham sé C dén
bai toan phan I&p 17 Hinh 1 10 C huy én
ddi khéng gian biéu dién 20 Hinh 1 11
Khéng gian dau vao 21 Hinh 1 12 Khéng
gian dac trweng 21 Hinh 1 13 Hinh K lang
giéng gan nhat 24 Hinh 2 1 Céc thanh
phan cla hé théng IPS 32 Hinh 2 2 Hé
thdng Network based IDS NIDS 34 Hinh
2 3 Hé théng Host based IDS HIDS 36
Hinh 2 4 Hé théng Mi su se De te ¢ ti on
37 Hinh 2 5 Hé théng Anomaly De te ¢
ti on 38 Hinh 2 6 Kién tric cta hé théng
phat hién xam nhap dwa trén bat thuong
40 Hinh 3 1 M6 hinh kiém thir v&i thuat
toan hoc may cé giam sat 44 Hinh 3 2
M6 hinh kiém th(r v&i thuat toan hoc may
khong co giam sat 45 Hinh 3 3 So o[6)
chuyén doi di¥ liéu 48 Hinh 3 4 Vi du
minh hoa vé dwong ROC 56 Hinh 3 5 So
sanh do chinh xac AC cula cac thuat toan
hoc may v&i bd dir liéu DARPA Netf lo w
57 Hinh 3 6 So sanh d6 chinh xac AC
culia cac thuat toan hoc may voi bd div
liéu ISCX Netf lo w 58 Hinh 0 1 Chuén
héa dir liéu P ro to co | DARPA Netf lo w
v&i Disc re ti ze 63 Hinh 0 2 Chuén héa
dir liéu Pac ke t DARPA Netf lo w v&i
Disc re ti ze 63 Hinh 0 3 Chuan héa di
liéu Octet DARPA Netf lo w v&i Disc re ti
ze 64 Hinh 0 4 Chuan hoa di liéu P ro to
co | DARPA Netf lo w v&i Nor ma li ze 64
Hinh 0 5 Chuan hoa di¥ liéu Pac ke ts
DARPA Netf lo w v&i Nor ma li ze 65
Hinh 0 6 Chuén héa di¥ liéu Oc te ts
DARPA Netf lo w v&i Nor ma li ze 65
Hinh 0 7 Chuan héa di¥ liéu P ro to co |

Diém



Trang

26

Cau trung lap

Thwdng la cach so sanh cac hanh vi hién
tai v&i hoat dong binh thwong cia hé
théng dé phat hién cac bat thuwong
(anomaly) c6 thé la dau hiéu cia xam
nhap.

Ngudn

ISCX Netf lo w v&i Disc re ti ze 66 Hinh 0
8 Chuan hoa di¥ liéu Pac ke t ISCX Netf
lo w v&i Disc re ti ze 66 Hinh 0 9 Chuén
héa dir liéu Octet ISCX Netf lo w v&i Disc
re ti ze 67 Hinh 0 10 Chuan héa di liéu
P ro to co | ISCX Netf lo w vé&i Nor ma i
ze 67 ix Hinh 0 11 Chuan hoa di liéu
Pac ke ts ISCX Netf lo w v&i Nor ma li ze
68 Hinh 0 12 Chuéan héa di liéu Oc te ts
ISCX Netf lo w v&i Nor ma li ze 68 Hinh 0
13 ROC cua thuéat toan K NN v&i K 1 voi
bo dir liéu DARPA Netf lo w 69 Hinh 0 14
ROC cua thuat toan K NN voi K 4 voi bo
d¥ liéu DARPA Netflow 70 Hinh 0 15
ROC cua thuat toan SVM L in ear v&i bd
dir liéu DARPA Netflow 71 Hinh 0 16
ROC cua thuat toan SVM Po ly no mi na
| v&i bd di¥ lieu DARPA Netf lo w 72 Hinh
0 17 ROC cua thuat toan SVM RBF voi
bo di¥ liéu DARPA Netflow 73 Hinh 0 18
ROC cua thuat toan SVM Sig moi d v&i
b6 dir liéu DARPA Netf lo w 74 Hinh 0 19
Két qua phan loai véi thuat toan One
class SVM vé&i b6 dir liéu DARPA Netf lo
w 75 Hinh 0 20 ROC cua thuat toan K
NN v&i K 1 v&i bo dir liéu ISCX Netf low
75 Hinh 0 21 ROC cuia thuat toan K NN
v&i K 4 v&i bo div liéu ISCX Netflow 77
Hinh 0 22 ROC cua thuat toan SVM L in
ear v&i bo dir liéu ISCX Netf low 78
Hinh 0 23 ROC cua thuat toan SVM Po
ly no mi na | v&i b6 dir liéu ISCX Netf lo
w 79 Hinh 0 24 ROC cua thuat toan SVM
RBF vé&i bo dir liéu ISCX Netf lo w 80
Hinh 0 25 ROC cua thuat toan SVM Sig
moi d v&i bo dir liéu ISCX Netf lo w 81
Hinh 0 26 Két qua phan loai v&i thuat
toan One class SVM v&i bo di liéu ISCX
Netf lo w 82 MO DAU 1

https://text.123doc.org/document/
4020962-nghien-cuu-cac-phuong-phap-
hoc-may-va-ung-dung-trong-phat-hien-
xam-nhap-trai-phep.htm

phat hién xam nhap bang cach so sanh
mang tinh théng ké cac hanh vi hién tai
v&i hoat ddng binh thwdng clia hé théng
dé phat hién cac bat thuong an om aly
c6 thé 1a du hiéu cia xam nhap

Diém

89



Trang

Cau trung lap

Ngudn

https://viblo.asia/p/tim-hieu-ve-he-thong-
phat-hien-xam-nhap-ossec-phan-i-
m68Z203JzKkG

Diém



Trang

27

Cau trung lap

Chuwong nay cung cp mot cai nhin téng
quan vé xam nhap va phat hién xam
nhap.

Nguén DPiém
Cac cbng cu do quét dwoc 4 dang 3
Céch phat hién Phat hién bang cac pro fi
le bat thwdng hoac sy vi pham chinh
sach an ninh Phat hién bang cac pro fi le
b4t thwdng hodc sw vi pham cac chinh
sach an ninh Tham nhap vao hé théng
Phat hién bang cach giam sat mot s6
hanh vi diéu khién 4 Ro ri théng tin 5 Tan
cong tir chdi dich vu 6 Ma doc hai dac
biét Phat hién bang cach giam sat viéc
st dung tai nguyén bat thwong Phat hién
bang cach giam kho khan dbi véi mot hé
théng mang 16n nhiéu dich vu trong khi
céac cudc tan cong ngay cang da dang
hon Dé khac phuc diém yéu nay nguoi
ta str dung mét ky thuat phat hién xam
nhap méi la Ky thuat dwa trén bat
thwong 21 CHUONG 2 HE THONG IDS
DUA TREN PHAT HIEN BAT THUONG
Hé théng phat hién bat thuwong gidng cac
hé thdng IDS truyén théng & ché né ciing
hudng dén viéc kiém soat va phat hién
s&m cac dau hiéu sy kién dwoc phét
hién b&i cac Sen so r trong mét co s& di
liéu va sir dung mot hé thong cac luat dé
dwa ra cac canh bao trén cac suv kién an
ninh nhan dwoc cho hé théng hoac cho
ngwoi quan tri A le rts Con so le T ra ffic
Network Sen so r En gi ne Hinh 1 4
Thanh phan ctia mét hé théng IDS 10
Nhuw vay hé thdng IDS hoat déng theo co
ché phat hién va canh bao Cac Sen so r
la bo phan dwgrce bo tri trén hé thong tai
nhirng cru ap dung vao Hé thong phat
hién xam nhap trai phép Uu diém vuot 77
tréi cia phwong phap nay la kha nang
x@ ly khoi lwong di liéu Ién cé thé phuc
vu cho cac hé thdng thoi gian thuc Hé
thong IDS s&r dung KPDL ciing dwoc
chia theo 2 huwéng chinh la phat hién
dwa trén hanh vi lam dung va phat hién
bat thwong Trong hwéng phat hién dwa
trén hanh vi lam dung cac mau trong tap
d¥ liéu dwoc gan nhan la binh dung tai
nguyén bét thuworng Phat hién cac hanh vi
bat thwerng vi pham chinh sach an ninh
st dung cac d&c quyén bat thwong 2 4
Dir liéu phat hién bat thwerng Nguon di
liéu dong vai trd quan trong trong
phwong phap phat hién bat thuwong Sb
li&u chinh xac vé tinh trang hoat déng



Trang

28

28

28

Cau trung lap

CAC HE THONG PHAT HIEN XAM
NHAP

Trong chwong nay sé cho chung ta cai
nhin tdng quan vé IDS bao gdm ca
nhirng diém manh va diém yéu cta
chung.

Chung ta sé& dé cap dén ca Network IDS
va ca Host IDS.

Ngudn

clia mang sé c6 tinh chat quyét dinh dén
viéc cac bat thwdng co dwoc phat hién
hay khéng Do ban chét ctia phuong
phap phat hién bat nay cung cap mot cai
nhin tdng quan vé Hé théng phat hién
xam nhap trai phép IDS Trwdce tinh hinh
méat an toan an ninh mang ngay cang gia
tang doi héi cac hé théng may tinh phai
c6 mét chién lwoc phong thi theo chiéu
sau nhiéu I&p Hé théng IDS 1a mot sw bd
sung can thiét cho cac thiét bj Fi re wall
cO chirc nang phat hién va canh bao
trwdc cac dau hiéu tan cong 1én hé thong
mang giup cho ngwoi quan tri chd

http://123doc.org/document/1080878-tai-
lieu-luan-van-xay-dung-he-thong-phat-
hien-xam-nhap-bang-phan-mem-snort-
pot.htm?pageh=1

Cac hé thér]g ¢6 nhiém vu nhq) vay daoc
goi la hé thong phat hién xam nhap 1 3 1

https://text.123doc.org/document/
4729605-dspace-at-vnu-danh-gia-hieu-
qua-mot-so-thuat-toan-trong-phat-hien-
xam-nhap-mang.htm

Trong chwong nay sé cho chung ta cai
nhin tdng quan vé IDS bao gém ca
nhirng diém manh va diém yéu cta
chung

http://123doc.org/document/4960-he-
thong-phat-hien-xam-nhap.htm

Chung ta sé& dé cap dén ca ne twork IDS

nhiéu khi dwoc dé cap dén nhw 1 s ni ffer
va cd host IDS phan tich log kiém tra tich
hop va nhiéu tht khac

https://text.123doc.org/document/
1024285-tai-lieu-he-thong-phat-hien-xam-
nhap-idss-doc.htm

Diém

100

100

87



Trang

28

Cau trung lap

Sw khac nhau chu yéu gitra NIDS va
HIDS dé la di¥ liéu ma né tim kiem.

Nguén DPiém

NFR HID In tru de r Alert Sinh vién thwc
hién Hoang Thanh Tung Lép T ru yén
théng va mang may tinh 18 N ghi én ctru
va trién khai hé théng phat hién xam
nhap mang Hinh 1 8 M6 hinh HIDS 3
Hyb ri d IDS Sy khac nhau chu yéu gitra
NIDS va HIDS d6 la di¥ liéu ma no6 tim
kiém NIDS nhin vao toan canh cac
chuyén dich trén mang trong khi host IDS
thi quan sat cac host hé diéu hanh va
cac rng dung Vay nhirng thuan tién
duong t(uyén nhirng mang ao va nhirng
s rac roi khac Thém vao do la sy ma
hoa phan tich di¥ liéu cling lam cho qua
trinh hoat dong cua IDS bi can tré Béi
vay nhw trén da naoi IDS hién nay va
trong twong lai thwdng dwoc giam sat
dwa trén mot host cd dinh Sinh vién thuc
hién Hoang Thanh Tung Lép T ru yén
thong va mang may tinh 23 N ghi én ctru
va trién khai hé théng phat hién xam
nhap mang 4 Hién thi di> Xem thém Xem
thém NGHIEN ctru va TRIEN KHAI hé
THONG PHAT HIEN xam NHAP MANG
NGHIEN ctru va TRIEN KHAI hé
THONG PHAT HIEN xam NHAP MANG
NGHIEN ctru va TRIEN KHAI hé
THONG PHAT HIEN xam NHAP MANG
Binh luan vé tai liéu nghi en cuu va trien
khai he thong phat hien xam nhap mang
Tai liéu moéi dang Dé thi mén toan 16p 10
chuyén HAI DUONG nam 2012 1410
Beé thi mon toan I6p 10 chuyén HOA 100
BINH nam 2012 1 17 0 Bé thi mon toan
I&p 10 chuyén NGHE AN nam 2012 1 28
0 Pap an dé thi mén toan I&p 10 chuyén
TAY NINH nam 2012 1 20 0 Bap an dé
thi mén toan I&p 10 chuyén VINH PHUC
nam 2012 1 21 0 D& thi vao Iép 10 mén
toan tinh Quang Tri nam 20121170
DPap an dé thi mén toan I1&p 10 chuyén
pho théng nang khiéu tp HS chi minh
nam 2012 1 23 0 Dé thi vao Iép 10 mén
toan tinh Can Tho ndm 2012 1 27 0 Tai
liéu m&i ban Tap dé thi chon hoc sinh
giéi I6p 9 mén lich str kém dap an chi tiét
9500 Tap dé thi chon hoc sinh gi(’)i I&p 9
mon tiéng anh kém dap an chi tiet 107 0
0 Tap dé thi chon hoc sinh gidi Iép 9 mén
sinh kém dap an chi tiét 94 0 0 Tap dé thi
chon hoc sinh gidi I&p 9 mén nglr van



Trang

28

Cau trung lap

2.1. Céac hé thdng phat hién xam nhap
mang

Nguén DPiém

kém dap an chi tiét 77 0 0 Bé xuét cac
giai phap dé nang cao chét lwgng va thoi
han cac cong trinh do Cong ty 208 thwec
hién 119 0 0 Tap dé thi chon hoc sinh
gi6i I&p 9 mdn toan kém dap an chi tiét
70 0 0 NOI DUNG 6n THI CUOI ky mén
hoc tv TWONG hé CHi MINH 32 0 0 BE
CUONG NGUYEN ly 1 THE GIOI QUAN
va PHUONG PHAP LUAN TRIET hoc
clia CHU NGHIA méac LENIN 30 0 0 Muc
luc 1

http://123doc.org/document/976012-
nghien-cuu-va-trien-khai-he-thong-phat-
hien-xam-nhap-mang.htm?page=7

Bién Hoa ngay 20 thang 12 nam 2012
Hoc vién N gu y&n Quéc Doanh MUC
LUC LOI CAM ON LOI CAM DOAN
DANH MUC CAC TU VIET TAT DANH
MUC CAC HINH Trang CHQIONG 1 MO
PDAU 111 Gioithieudétai1111Lydo
chon dé tai 1 1 1 2 Muc tiéu clta dé tai 2
1 1 3 Céc giai doan thyc hién dé tai 3 1 2
Déi tajong pham vi nghién clru cta dé tai
3121 Cac hé hoc3122Hoc giam sat
4 12 3 Hoc khdng giam sat4 1 2 4 Ban
dd tw td chivc SOM 5 1 2 3 Sau may tinh
va cac hé théng dich 5 1 3 Cu trac
chung luadn ludnvan 614 Y nghia thwc
tién cua dé tai 7 CHQIONG 2 TIM HIEU
HE THONG PHAT HIEN XAM NHAP 9 2
1 Khai niém 9 2 2 Céac thanh phan va
chtrc ndng cla IDS 9 2 2 1 Thanh phan 88
thu thap géi tin 11 2 2 2 Thanh phan phat
hién goi tin 11 2 2 3 Thanh phan phan
héi 11 2 3 Phéan loai IDS 122 3 1
Network Base IDS NIDS 12 2 3 2 Host
Based IDS HIDS 13 2 4 Hé thdng phat
hién xam nhap theo dau hiéu cho trqiéc
Mi su se based IDS va hé thong phat
hién xam nhap bat thqong A no ma ly
based IDS 14 2 4 1 Mi su se based sys
tem 14 24 2 A no ma ly based sys tem
152 5 Phan loai cac dau hiéu 16 2 5 1
Phat hién dau hiéu bat thajong 16 2 5 2
Céac mau hanh vi théng thaiong phat hién
béat thaiong 16 2 5 3 Cac dau hiéu cod
hanh vi bat thajng phat hién dau hiéu 17
CHQIONG 3 BAN BO TU TO CHUC 20
31



Trang

28

28

Cau trung lap

Ngoai ra con cé nhiéu chwong trinh thém
vao dé cung cap nhirng cach khac nhau
nhdm muc dich ghi d4u va quan ly logfile
cua Snort, thém va bao tri tap luat, thong
bao cho ngwoi quan tri hé thong khi cé
nhirng traffic gay hai dwoc nhan ra...Co
nhiéu cach dé sir dung Snort trong thiét
ké bdo mat cla cong ty.

Thoéng thwong Snort chi str dung TCP/IP
nhwng nhirng phan thém vao c6 thé mé&
réng kha nang cung cép céac loai ngén
nglr khac .

Ngudn

https://text.123doc.org/document/
2424986-luan-van-thac-si-cong-nghe-
thong-tin-ung-dung-ban-do-tu-to-chuc-
som-self-organizing-map-phat-hien-phat-
tan-virus-may-tinh-qua-hanh-vi.htm

Ngoai ra con cé nhiéu chwong trinh thém
vao dé cung cip nhirng cach khac nhau
nham muc dich ghi diu va quéan ly lo dfi
le cha Snort thém va bao tri tap luat
théng bao cho ngwoi quan tri hé thong
khi c6 nhirng tra ffic gay hai dwg'c nhan
ra C6 nhiéu cach dé sir dung Snort trong
thiét k& bdo mat ctia cong ty 44 T héng
thuwong Snort chi str dung TCP IP nhwng
nhirng phan thém vao co6 thé mé rong
kha n&ng cung cap cac loai ngdn ng
khac nhw No ve Il IPX

Do Thanh Hung_K47CA_M.TTMT.pdf
Théng thuwéng Snort chi st dung TCP IP
nhwng nhitng phan thém vao cé thé m&
rong kha nang cung cap cac loai ngén
ngl khac nhw No ve Il IPX

Do Thanh Hung_K47CA_M.TTMT.pdf

Diém

100

100



Trang

29

Cau trung lap

2.1.1.2. Thanh phan va chirc ndng

Ngudn

nbsp N ghi én ctu lya chon don pha ché
hop ly cia hé ul tra d ri | khi khoan qua
tang sét hoat tinh B&o céo thuc tap tbt
nghiép Trang 1 MUC LUC LOI CAM ON
3 MO DAU 4 DANH MUC CAC HINH VE
TRONG BO AN 5 DANH MUC CAC
BANG BIEU TRONG DO AN 6 BANG
QUY BOI BON VI S DUNG TRONG
DO AN 6 CHUONG 1 TONG QUAN VE
DUNG DICH KHOAN 8 1 1 Khai niém va
chirc nang cua dung dich khoan 8 1 1 1
Khainiém 8112 Chcnang81121
Lam sach day va van chuyén mun khoan
8 11 2 2 Gilr mun khoan lo’ Itrng khi
nglrng tuan hoan 9 1 1 2 3 Lam mat boi
tron bé dung cu khoan 101124 Tao
phan ap gilr 6n dinh thanh giéng khoan
tranh hién twong dau khi nwéc vao giéng
khoan 11 1 1 2 5 Sét héa thanh giéng
khoan 11 112 6 T ru yén nang lwong
cho tua bin khoan 121 1 2 7 Cac chirc
ndng khac 13 1 2 Céc tinh chét cla dung
dich khoan 13 1 2 1 Trong lwgng riéng y
13122DJ thainwéc B 14123 D6
nhét phéu T 14 1 2 4 DO nhét déo PV 14
125 Lwc cat dong YP 14 1 2 6 Lyc cét
tinh © 15127 Néng dé pharan M 151 2
8 Do pH 15 1 3 Thanh phan va phan loai
151 3 1 Thanh phan 15 1 3 2 Phan loai
17 1 4 Cac phwong phap tuan hoan
dung dich 18 1 4 1 Tuan hoan thuan 19
Béao cao thuc tap tét nghiép Trang 2 1 4
2 Tuan hoan nghich 19 1 4 3 Tuan hoan
cuc bd 20 1 5 Gia cong héa hoc dung
dich khoan 20 1 5 1 Muc dich cua gia
céng héa hoc 20 1 5 2 M6t s6 héa pham
dién hinh trong gia cong héa hoc dung
dich khoan 20 2 1 Pac diém dia chat Viét
nam 22 2 1 1 Méi lien hé chung nhét
gitra diéu kién dia chéat va thiét ké hé
dung dich khoan 22 CHUONG 3 bAC
DIEM CAC HE DUNG DICH SU DUNG
RONG RAI HIEN NAY 30 3 1 C4ac hé
dung dich thwong stv dung 30 CHUONG
4 NGHIEN CUU LUA CHON BON PHA
CHE HOP LY CUA HE ULTRADRIL 34 4
1 Gidi thiéu chung véhéultradril 34 4
11 M6 ta chung 34 4 1 2 Thanh phén hé
va chirc ndng cla cac chét trong hé 38 4
2 N ghi én ctvu la chon don pha ché
hop ly cia hé Ultradril 39 4 2 1 Nhiém

Diém

93



Trang
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29
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Hinh 2.1:Mé ta so db cta Snort

Snort ¢ 5 thanh phan chinh nhw sau:-
B6 giai ma gai tin - Packet Decoder

Nguén DPiém

vu va phwong phap nghién clru cach pha
ché mét mau dung dich khoan 39 4 2 2
Cach xac dinh va tinh toan cac théng sb
414 2 2 1 Céc théng s6 lwu bién 41 4 2
2 2 D6 thai nwdc & diéu kién thuwong 42
4 2 2 3 D thai nwdc & didu kién nhiét do
cao ap suadtcao 444224 Do PH 464 2
3 Két qua thi nghiém 47 4 2 3 1 Két qua
do dd thai nwdc & diéu kién thwong 55 4
2 3 2 Po d6 thai nwée & diéu kién nhiét
d6 cao ap suét cao 56 4 2 3 3 Po tinh
chét lwu bién clia cac don pha ché 57 4
2 4 Lya chon don pha ché hop ly 60
KET LUAN 61 TAI LIEU THAM KHAO 62
Béao cao thuc tap tét nghiép Trang 3 LOI
CAMONEmxingilicnBaR banch
nhi m khoa Héa va Céng Ngh Thc Phm
o cong ty TNHH Dung d ch khoan va d
ch v ging khoan DMC WS ukinttnht
choemcthctpvaanttnghip

https://text.123doc.org/document/
2980725-nghien-cuu-lua-chon-don-pha-
che-hop-ly-cua-he-ultradril-khi-khoan-
qua-tang-set-hoat-tinh.htm

Hinh 2 1 mé ta so d6 ctia mét hé théng

may dothé 212
https://text.123doc.org/document/ 87
4394195-phuong-phap-phan-tich-dien-
hoa-va-ung-dung.htm

Snort hd tro kha ndng hoat déng trén cac
giao thirc sau E the r ne t 802 11 Token
Ring FDDI Cisco HDLC SLIP PPP va PF
cta O pe nBSD 2 Kién truc cGa Snort
Snort cé 5 thanh phan chinh nhw sau B
gidi ma goi tin Pac ke t De co de r Cac
bo tién xtr ly P re P ro ces se rs May phat
hién De te c ti on En gi ne Hé thdng canh 100
bao va ghidau Log gingand Alerting
Sys tem M6dun xuét Output Mo du le s
So dd sau biéu dién quan hé gitra cac
thanh phan cta Snort

https://text.123doc.org/document/
3374292-cac-he-thong-phat-hien-xam-
nhap-dua-tren-dau-hieu.htm



Trang

29

29

29

29

Cau trung lap

Cac goi dir liéu di vao qua cac cbng giao
tiép mang, cac cong giao tiép nay cé thé
la: Ethernet, SLIP, PPP...

Va dwoc giai ma béi bo giai ma gai tin
(packet decoder), trong do xac dinh giao
thirc dwoc str dung cho goi tin va di liéu
phu hgp véi hanh vi dwgc cho phép cla
phan giao thirc clia chung.

Packet Decoder cé thé tao ra cac canh
bao riéng cta minh dya trén phan
header cla giao thirc, cac goi tin qua dai,
bat thuwdng hoac khdng chinh xac cac
tuy chon TCP dworc thiét 1ap trong phan
header.

Sau khi di¥ liéu du’c_yc,giéi ma dung,
chung sé duwgc gri den bo phan tien x
ly (preprocessor).

Nguén DPiém
M6t Snort IDS co ban gdm céc thanh

phan chinh sau 2 AN TOAN NG DUNG

WEB VA CO SO DU LIEU NHOM 2 Cac

thanh phan chinh ctia Snort IDS Pac ke t

De co de r bd phan giai ma géi tin Cac

goi di liéu di vao qua cac cong giao tiép 100
mang cac cong giao tiép nay cé thé la E

the rne t SLIP ppp

https://text.123doc.org/document/
4544345-bao-cao-tim-hieu-he-thong-phat-
hien-xam-nhap-snort-ids.htm

Va dwoc giai ma bédi Pac ke t De code r

trong dé xac dinh giao thirc dugc st

dung cho gdi tin va di lieu phu hop voi

hanh vi dwgc cho phép cla phan giao

thirc clia ching 86

https://text.123doc.org/document/
4517074-cai-dat-mot-he-thong-idsips-
dua-tren-phan-mem.htm

Pac ke t De co de r c6 thé tao ra cac .

canh bao riéng ctia minh dwa trén phan

he a de r cla giao thirc cac goi tin qua

dai b4t thuweng hoac khong chinh xac

cac tuy chon TCP duwoc thiét lap trong 100
phan he ader

https://text.123doc.org/document/
4544345-bao-cao-tim-hieu-he-thong-phat-
hien-xam-nhap-snort-ids.htm

Sau khi di¥ liéu dwoc gidi ma dung chung
sé dwoc giri dén bd phan tien xr ly P re
pro ces sor

100
https://text.123doc.org/document/
4517074-cai-dat-mot-he-thong-idsips-
dua-tren-phan-mem.htm



Trang
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29

Cau trung lap

- Céac bo tién x(r ly — PreProcessers

Céc bo tién x(r ly (Preprocessor) |a
nhirng thanh phan hodc plug-in cé thé sir
dung cho Snort dé sap xép, chinh stra
cac goi di liéu trwde khi bd phan
Detection Engine lam viéc v&i chung.Mot
sb Preprocessor cling thyc hién phat
hién dau hiéu di thwérng bang cach tim
trong phan tiéu dé ctia géi tin va tao ra
cac canh bo.19 dung dé tai hop goi tin
cho cac gai tin c6 kich thuwdc In.Ngoai
ra né con giai ma cac goi tin da dwgc ma
hoa trwdc khi chuyén dén bo phan
Detection Engine.

Ngudn

Snort hd tro kha nang hoat ddng trén cac
giao thtrc sau E the r ne t 802 11 Token
Ring FDDI Cisco HDLC SLIP PPP va PF
ctia O pe nBSD 2 Kién tric ciia Snort
Snort ¢6 5 thanh phan chinh nhw sau B6
giai ma goi tin Pac ke t De co de r Cac
bo tién xtr ly P re P ro ces se rs May phat
hién De te c ti on En gi ne Hé théng canh
bao va ghi dau Log ging and A le r tin g
Sys tem M&dun xuat Output Mo du le s
So dd sau biéu dién quan hé gitra cac
thanh phan cta Snort

https://text.123doc.org/document/
3374292-cac-he-thong-phat-hien-xam-
nhap-dua-tren-dau-hieu.htm

Sau khi di¥ liéu dwoc giai ma dang chung
sé duwoc glri dén bd phan tién x ly p re
pro ces so r P re pro ces so r by phén
tién xor ly Cac P re pro ces so r la nhirng
thanh phan hoac plug in cé thé s dung
cho Snort dé sap xép chinh stra cac goi
dir liéu trwde khi bd phan De te ¢ ti on En
gi ne lam viéc vé&i ching Mot sb P re pro
ces so r cling thyc hién phat hién dau
hiéu di thuwdng bang cach tim trong phan
tiéu dé cla gai tin va tao ra cac canh bao
P re pro ces so r con dung dé tai hop goi
tin cho cac goai tin co kich thwéc Ion
Ngoai ra né con gidi ma cac gc’)i tin da
dwoc ma hoa trwée khi chuyén dén bd
phan De te c ti on En gi ne De te c ti on
En gi ne bd phan kiém tra De te ¢ ti on
En gi ne la b phan quan trong nhat cta
Snort

https://text.123doc.org/document/
4544345-bao-cao-tim-hieu-he-thong-phat-
hien-xam-nhap-snort-ids.htm

Diém

100

100
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30

30

30

Cau trung lap

Detection Engine la bd phan quan trong
nhét ctia Snort. Trach nhiém cuta né 1a
phat hién bét ki d4u hiéu tan cong nao
ton tai trong géi tin béng cach str dung
cac rule dé doi chiéu véi thong tin trong
goi tin.Detection Engine c6 thé phan chia
goi tin va ap dung rule cho cac phan
khac nhau cua géi tin.

Khi bé phén detection engine phat hién
ra cac dau hiéu tn cong thi n6 sé théng
bao cho bd phan canh bao va nhat

ky( Logging and Alerting System).

Cac ghi nhan, thong bao c6 thé duoc Ivu
dwdi dang van ban hodc moét s6 dinh
dang khac.

Nguén DPiém
Ngoai ra né con giai ma cac goéi tin da
dwoc ma hoéa truwdc khi chuyén dén bo
phan De te c ti on En gi ne De te c ti on
En gi ne bd phén kiém tra De te c ti on
En gi ne la bd phan quan trong nhat cla
Snort Trach nhiém cua né la phat hién
bat ki d4u hiéu tan cdng nao ton tai trong
gai tin bang cach sr dung cac rule dé doi
chiéu vé&i théng tin trong gai tin Néu goi
tin [a phu hop v&i rule hanh dong thich
hop dwoc thue hién Hiéu suat hoat dong
clia bd phan nay phuy thudc céc yéu to
nhw so lwgng rule cau hinh may ma
Snort dang chay toc d6 bus sir dung cho 100
may Snort lvu lvgng mang 3 AN TOAN
UNG DUNG WEB VA CO SO DU LIEU
NHOM 2 De te c ti on En gi ne c6 thé
phan chia gdi tin va ap dung rule cho cac
phan khac nhau cua goi tin Log gin g and
A le r tin g Sys tem B phan ghi nhan va
théng bao Khi bé phan de te c ti on eng
in e phat hién ra cac d4u hiéu tan cong
thi n6 sé théng bao cho bd phan Log gin
gand Ale rtin g Sys tem

https://text.123doc.org/document/
4544345-bao-cao-tim-hieu-he-thong-phat-
hien-xam-nhap-snort-ids.htm

Mo du le log va canh bao Log gin g and

Ale rtin g Sys tem Khi b phan de te c ti

on eng in e phat hién ra cac dau hiéu tan

cbng thi n6 sé thdng bao cho bd phan

Log gingand A le r tin g Sys tem 79

https://text.123doc.org/document/
2630808-tieu-luan-mon-hoc-an-ninh-
mang-cau-hinh-he-thong-ids.htm

Cac ghi nhan thdng bao c6 thé dwoc lwu

dwéi dang van ban hodc mét sb dinh

dang khac Output Mo du le s bd phan

dau ra B phan dau ra ctia Snort phu

thudc vao viéc ta ghi cac ghi nhan théng 100
bao theo cach thirc nao

https://text.123doc.org/document/
4544345-bao-cao-tim-hieu-he-thong-phat-
hien-xam-nhap-snort-ids.htm



Trang Cau trung lap
Mac dinh thi chang duwoc lwu tai thw
muc /var/log/snort.

30

B& phan dau ra cta Snort phy thudc vao
viéc ta ghi cac ghi nhan, théng bao theo
cach thirc n20.C6 thé ciu hinh bo phan
nay dé thwe hién cac chire nang sau: -
Lwu cac ghi nhan va théng bao theo dinh
dang file van ban hoac co s& dir liéu.

30

- Glri cac thoéng diép dén hé thdng ghi
log.

30

Nguén DPiém
Mac dinh thi chang duwoc lwu tai thw muc

var log snort
https://text.123doc.org/document/ 100
4517074-cai-dat-mot-he-thong-idsips-
dua-tren-phan-mem.htm

Cac ghi nhan thdng bao c6 thé dwoc lwu
dwéi dang van ban hodc mét sb dinh
dang khac Output Mo du le s bd phan
dau ra B phan dau ra ctia Snort phu
thudc vao viéc ta ghi cac ghi nhan théng
bao theo cach thirc nao Co thé cau hinh
bd phan nay dé thuc hién cac chirc ndng
sau Lwu cac ghi nhan va théng bao theo
dinh dang cac file van ban hoac vao co
s& di¥ liéu Gwri thong tin SNMP Gri cac
théng diép dén hé théng ghi log Lwu cac 100
ghi nhan va théng bao vao co sé dir liéu
MySQL O ra c le hinh trén Rou te r Fi re
wall 1 4 Chinh stra cau Rules Ciing
giong nhw virus hau hét cac hoat dong
tan céng hay xam nhap déu cé cac dau
hiéu riéng

https://text.123doc.org/document/
4544345-bao-cao-tim-hieu-he-thong-phat-
hien-xam-nhap-snort-ids.htm

C6 thé cAu hinh bo phan nay dé thuc

hién cac chirc nang sau Guri thong tin

SNMP Gri cac théng diép dén hé théng

ghi log Lwu céac ghi nhan va théng bao

vao co s& dir liéu My SQL Oracle

Chinh sira cu hinh trén Rou te r Fire 100
wall lll 122

https://text.123doc.org/document/
4517074-cai-dat-mot-he-thong-idsips-
dua-tren-phan-mem.htm



Trang Cau trung lap

- Lwu céac ghi nhan va théng bao vao co
s& dir liéu (MySQL, Oracle...).

30
- Chinh stra c4u hinh trén Router,
Firewall.
30
Snort c6 4 ché d6 hoat dong nhu sau:
30

Ngudn

C6 thé cAu hinh bd phan nay dé thuc
hién cac chirc nang sau Lwu cac ghi
nhan va théng bao theo dinh dang cac
file van ban hoac vao co s¢ dir liéu Gl
thong tin SNMP Gri cac thong diép den
hé thdng ghi log Lwu cac ghi nhan va
théng bao vao co s& dir liéu MySQL O ra
c le hinh trén Rou te r Fire wall 1 4
Chinh stra cu Rules Ciing giéng nhw
virus hau hét cac hoat dong tan céng hay
xam nhap déu cé cac diu hiéu riéng

https://text.123doc.org/document/
4544345-bao-cao-tim-hieu-he-thong-phat-
hien-xam-nhap-snort-ids.htm

C6 thé cAu hinh bo phan nay dé thuc
hién cac chirc nang sau Guri thong tin
SNMP Gri cac théng diép dén hé thdng
ghi log Lwu céac ghi nhan va théng bao
vao co s di¥ liéu My SQL Oracle
Chinh stra ciu hinh trén Rou te r Fire
wall lll 122

https://text.123doc.org/document/
4517074-cai-dat-mot-he-thong-idsips-
dua-tren-phan-mem.htm

Output modul sé loai bé cac gai tin ghi
log hay sinh ra cadnh bao Snort c6 4 ché
doé hoat dong nhw sau S ni ffer mode &
ché d6 nay snort sé& I&ng nghe va doc
cac gai tin trén mang sau doé sé trinh bay
két qua trén giao dién hién thj

https://text.123doc.org/document/
3374292-cac-he-thong-phat-hien-xam-
nhap-dua-tren-dau-hieu.htm

Diém

100

100

100



Trang

30

30

Cau trung lap

- Ché d6 danh hoi - Sniffer mode: & ché
dé nay Snort sé lang nghe va doc cac goi
tin trén mang sau do sé trinh bay két qua
trén giao dién hién thi.

- Ché d6 phat hién xam nhap mang -
Network instruction detect system
(NIDS): day la ché dd hoat ddng manh
mé va duoc ap dung nhiéu nhét, khi hoat
dong & ché do NIDS Snort sé phan tich
cac goi tin luan chuyén trén mang va so
sanh voi

Nguén DPiém
Snort c6 4 ché dd hoat dong khac nhau

dé 1a 21 Tim hiéu vé cac phan mém phat

hién va phong chéng xam nhap trai phép

S ni ffer mode & ché dd nay snort sé I&ng

nghe va doc cac géi tin trén mang sau do

sé trinh bay két qua trén giao dién hién

thi Pac ke t Logger mode lwu trir cac goi

tin trong cac tap tin log Network in s tru ¢

ti on de te ct sys tem NIDS day la ché do

hoat ddng manh mé va dwoc ap dung

nhiéu nhat khi hoat déng & ché dd NIDS

Snort sé phan tich cac goi tin luan 89
chuyén trén mang va so sanh voi cac

théng tin dwoc dinh nghia cla nguoi

dung dé tir d6 c6 nhirng hanh déng

twong (rng nhw théng bao cho quan tri

mang khi xay ra tinh huéng quét 16i do

cac hacker at ta c ke r tién hanh hay

canh bao virus

https://text.123doc.org/document/
2540750-tim-hieu-ve-cac-phan-mem-
phat-hien-va-phong-chong-xam-nhap-trai-
phep.htm

Snort c6 4 ché d6 hoat dong khac nhau
dé la 21 Tim hiéu vé cac phan mém phat
hién va phong chdng xam nhap trai phép
S ni ffer mode & ché dd nay snort sé lang
nghe va doc cac gdi tin trén mang sau do
sé trinh bay két qua trén giao dién hién
thi Pac ke t Logger mode Iwu trir cac goi
tin trong cac tap tin log Network in s tru ¢
ti on de te ct sys tem NIDS day la ché do
hoat ddng manh mé va dwoc ap dung
nhiéu nhat khi hoat ddng & ché dé NIDS
Snort sé phan tich cac goi tin luan 83
chuyén trén mang va so sanh va&i cac
thong tin dwoc dinh nghia ciia ngudi
dung dé tir d6 ¢ nhirng hanh déng
twong rng nhw thong bao cho quan tri
mang khi xay ra tinh hudng quét 16i do
céac hacker at ta ¢ ke r tién hanh hay
canh bao virus

https://text.123doc.org/document/
2540750-tim-hieu-ve-cac-phan-mem-
phat-hien-va-phong-chong-xam-nhap-trai-
phep.htm



Trang Cau trung lap
20 cac thong tin dwgc dinh nghta cua
ngwoi dung dé tr dé co nhirng hanh
dong twong ng.

31

Ngudn

Network in s tru c ti on de te ct sys tem
NIDS day la ché do hoat ddng manh mé
va duwoc ap dung nhiéu nhat khi hoat
déng & NIDS mode Snort sé phan tich
cac goi tin luan chuyén trén mang va so
sanh voi cac thong tin dwgc dinh nghia
cla ngwdi dung dé tir dé c6 nhivng hanh
dong twong trng nhw thdng bao cho
quan tri mang khi xay ra tinh huong quét
I6i do cac hacker at ta ¢ ke r tién hanh
hay canh bao virus

https://text.123doc.org/document/

3374292-cac-he-thong-phat-hien-xam-

nhap-dua-tren-dau-hieu.htm

Diém

94



Trang

31

Cau trung lap

2.1.1.3. Wu nhwoc diém cda Snort a.

Ngudn

B6 cuc clia Khéa luan 3 PHAN NOI
DUNG 5 CHUONG 1 5 KHAI QUAT VE
THU VIEN QUOC GIA VIET NAM 5 VA
VAI TRO CUA KHUNG PHAN LOAI 5
TRONG PHAN LOAI TAI LIEU 5 1 1 Khai
quat vé Thw vién Quéc gia Viét Nam 5 1
1 1 Qua trinh hinh thanh va phat trién 5 1
1 2 Chtrc nang nhiém vy 1111 3 Co
céu tb chirc di ngli can bd 14 11 3 1
Co céu tb chirc 14 1 1 3 2 Doi ngii can
bé 16 1 14 Vén tai liéu 16 1 2 Vai trd cla
khung phéan loai trong phéan loai tai liéu
tai Thw vién Quéc gia Viét Nam 18
CHUONG 2 20 QUA TRINH NGHIEN
CUU VA NG DUNG KHUNG PHAN
LOAI TAI THU VIEN QUOC GIA VIET
NAM TU 1954 DEN NAY 20 2 1 Tinh
hinh s dung khung phan loai trwvéc khi
ap dung DDC 1954 2002 20 2 1 1 Khung
phan loai Trung tiéu hinh 1954 1960 20 2
111 Hoan canh xa h6i 20 2 1 1 2 Qua
trinh nghién ctru va rng dung Khung
Trung tiéu hinh 21 2 1 1 3 Uu nhugc
diém ctia Khung phan loai Trung tiéu
hinh 23 2 1 2 Khung phan loai 19 I16p
1960 1983 24 2 1 2 1 Hoan canh xa hoi
24 2 1 2 2 Qua trinh nghién ctru va st
dung Bang phén loai 1916p 252123
Uu nhuoc diem cta Bang phan loai 19
I6p 32 2 1 3 Khung phéan loai BBK 1983
2002 33 2 1 3 1 Hoan canh xa hi 33 2 1
3 2 Qua trinh nghién ctru va rng dung
Khung BBK tai Thw vién Quéc gia 33 2 1
3 3 Wu nhuwoc diém cta Khung phan loai
BBK 37 2 2 Tinh hinh ap dung khung
phan loai DDC 2003 dén nay 38 2 2 1
Hoan canh xa hoi 38 2 2 2 Qua trinh
nghién ctru va (rng dung Khung phan
loai DDC 3922 2 1 An ban DDC 14 rut
gon 452222 Anban DDC 23 50
CHUONG 3 54 MOT SO NHAN XET VA
GIAI PHAP NANG CAO CHAT LUONG
SU DUNG KHUNG PHAN LOAI TAI
THU VIEN QUOC GIA VIET NAM 54 3 1
Nhan xét chung qua trinh s&r dung Khung
phan loai tai TVQGVN 54 3 2 Mét s6 giai
phap nang cao chét lwgng trong qua
trinh s dung Khung phan loai 55 PHAN
KET LUAN 60 PHAN MO DBAU 1

Diém

76



Trang Cau trung lap
- C6 mét cong d(‘“)ng cua ngudi str dung
va cac nha phat trién.
31
- C6 thé xady ra trwdng hop bao dong gia,
tire 1a khéng cé dau hiéu bat thwdng ma
31

Nguén DPiém
https://text.123doc.org/document/
4171196-nghien-cuu-ung-dung-khung-
phan-loai-tai-thu-vien-quoc-gia-viet-nam-
tu-1954-den-nay.htm

Hon nira cac thong tin dang nhap phai

dang tin cay va bao mat 1 4 2 Bao mat

trong hoc truc tuyén E le ar ni ng C6 rét

nhiéu nguén hé théng mé e le ar ni ng cé

thé duoc cai dat dé dang va cé mét cong

d(“)xng I&n ngudi str dung va cac nha phat 78
trien

https://text.123doc.org/document/

3012256-nghien-cuu-va-trien-khai-bao-
mat-he-thong-elearning-cho-truong-dai-

hoc-dien-luc.htm

Han ché ctia NIDS C6 thé xay ra trwdng
hop bao déng gia tirc 1a khdng c6 dau
hiéu b4t thwerng ma IDS van bao Khéng
thé phan tich dwoc cac lwvu lwong da
dwoc ma héa nhw SSH IPSec SSL Hé
Théng Phat Hién Va Ngan Chan Xam
Nhap V&i Snort va IPTab le s Van Binh
Quan 0021 Trang 6 NIDS doi hdi phai
lubn dugc cap nhat cac dau hiéu tan
céng mé&i nhat dé thwc sy hoat ddng 100
hiéu qua Khong thé cho biét viéc mang bi
tan cong cé thanh céng hay khéng dé
nguwdi quan tri tién hanh bao tri hé théng
Mbt trong nhirng han ché la gi¢i han
bang thong

http://123doc.org/document/1037857-he-
thong-phat-hien-va-ngan-chan-xam-nhap-
voi-short-va-iptables.htm



Trang

31

31

31

31

Cau trung lap

- Khoéng phan tich dwoc cac lwu lvgng
dwoc ma héa nhw SSH, IPSec, SSL,

v... - NIDS doi héi phai luén dwgc cap
nhat cac dau hiéu tAn cdng méi nhat dé
thyc sw hoat dong hiéu qua.

- Khéng thé cho biét viéc mang bi tan
cong co thanh céng hay khong.

- Mét trong nhirng han ché Ia gi&i han
bang théng.

Nhung b6 thu thap di liéu phai thu thap
tat ca lwu lwong mang, sép xép lai va
phan tich chung.

Nguén DPiém

Han ché ctia NIDS C6 thé xay ra trwdng
hop bao déng gia tirc 1a khdng c6 dau
hiéu bat thwérng ma IDS van bao Khéng
thé phan tich dwoc cac lwvu lwong da
duwoc ma héa nhw SSH IPSec SSL Van
Dinh Quan 0021 Trang 5 Hé Théng Phat
Hién Va Ngan Chan Xam Nhap Vi
Snort va IPTab le s NIDS doi héi phai
lubn dugc cap nhat cac dau hiéu tan
céng méi nhat dé thwe sy hoat dong 86
hiéu qua Khong thé cho biét viéc mang bi
tan cong co thanh céng hay khéng dé
nguwdi quan tri tién hanh bao tri hé théng
Mét trong nhirng han ché la gi¢i han
bang thong

https://text.123doc.org/document/
2861261-he-thong-phat-hien-va-ngan-
chan-xam-nhap-voi-snort-va-iptables.htm

Han ché ctia NIDS C6 thé xay ra truong
hop bao dong gia trc la khéng c6 dau
hiéu bat thwérng ma IDS van bao Khéng
thé phan tich dwoc cac lwu lwong da
dwoc ma héa nhw SSH IPSec SSL Hé
Théng Phat Hién Va Ngan Chan Xam
Nhap V&i Snort va IPTab le s Van Binh
Quéan 0021 Trang 6 NIDS doi hoi phai
ludn dwoc cap nhat cac dau hiéu tan
céng ma&i nhat dé thuc sw hoat dong 100
hiéu qua Khong thé cho biét viéc mang bi
tan cong co thanh coéng hay khong dé
ngwoi quan tri tién hanh bao tri hé théng
M6t trong nhirng han ché la gi&i han
bang thdng

http://123doc.org/document/1037857-he-
thong-phat-hien-va-ngan-chan-xam-nhap-
voi-short-va-iptables.htm

Khéng cho biét viéc at ta ck co thanh
cébng hay khéng Mot trong nhirng han
ché 1a gi¢i han bang théng

100
https://text.123doc.org/document/
3581730-giam-sat-tap-trung-ma-nguon-
mo-ossim.htm

Nhung b6 thu thap di liéu phai thu thap
tat ca lwu lwong mang sap xép lai va 100
phan tich chang



Trang
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32

32

32

Cau trung lap

21 1én thi kha nang cua b thu thap
thdng tin cling vay.

Mbt giai phap la phai dam bao cho mang
dwoc thiét ké chinh xac.

Suricata la mét hé thdng phat hién xam
nhap dwa trén ma nguén mé.

Co6ng cu nay dwoc phat trién khong
nham canh tranh hay thay thé cac céng
cu hién cd, nhwng né mang lai nhirng y
twdng va cong nghé mai trong linh vc
an ninh mang.Suricata la céng cu IDS/
IPS (Intrusion Detection System /
Intrusion Prevention System) phat hién
va ngan chan xam nhap dwa trén luat dé
theo doi lwvu lwgng mang va cung cap
canh bao dén ngwoi quan tri hé thong khi
co s kién dang ngo xay ra.

Ngudn

https://text.123doc.org/document/
2861261-he-thong-phat-hien-va-ngan-
chan-xam-nhap-voi-snort-va-iptables.htm

Khi tbc d6 mang tang lén thi kha nang
cua bd thu thap thong tin cling vay

http://123doc.org/document/1037857-he-
thong-phat-hien-va-ngan-chan-xam-nhap-
voi-short-va-iptables.htm

Mot giai phap la phai dam bao cho mang
duoc thiét ké chinh xac

https://text.123doc.org/document/
2861261-he-thong-phat-hien-va-ngan-
chan-xam-nhap-voi-snort-va-iptables.htm

Gidi thiéu vé Su ri ca ta Su ri ca ta la mot
hé thong phat hién xam nhap dwa trén
ma nguon mé&

https://text.123doc.org/document/
4210277-nghien-cuu-cac-chuc-nang-cua-
tuong-lua-the-he-moi-suricata-va-ung-

dung-trong-mang-noi-bo-doanh-

nghiep.htm

Co6ng cu nay dwoc phat trién khong
nham canh tranh hay thay thé cac coéng
tu hién cé nhwng n6 sé mang lai nhirng y
twdng va cong nghé mai trong linh vc
an ninh mang Su ri ca ta la cong cu IDS
IPS In tru si on De te c ti on Sys tem In
tru si on P re ven ti on Sys tem phat hién
va ngan chan xam nhap dwa trén luat dé
theo doi lvu lvgng mang va cung cap
canh bao dén ngwoi quan tri hé thong khi
c6 sw kién dang ngo xay ra

https://text.123doc.org/document/
4724755-he-thong-phat-hien-xam-nhap-
mang-suricata.htm

Diém

91
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100

100



Trang
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32

Cau trung lap

N6 duoc thiét ké dé twong thich véi cac
thanh phan an ninh mang hién c6.Ban
phat hanh dau tién chay trén nén tang
linux 2.6 c6 hé tro' ndi tuyén (inline) va
cau hinh giam sat lwu lwong thu dong cé
kha nang xt ly lvu lwong 1én dén
gigabit.Suricata 1a cong cu IDS/IPS mién
phi trong khi né van cung cap nhirng lva
chon kha nang mé rong cho cac kién
trdc an ninh mang phtrc tap nhat.

La mot cong cu da ludng, Suricata cung
cap tang toc do6 va hiéu qua trong viéc
phan tich lwu lwgng mang.

Ngoai viéc tdng hiéu qua phan cirng (Vi
phan cing va card mang gi¢i han), cong
cu nay duwoc xay dyng dé tan dung kha
nang x& ly cao dwgc cung cap bdi chip
CPU da I6i mé&i nhat.

Nguén DPiém
N6 duwoc thiét ké dé twong thich véi cac

thanh phan an ninh mang hién cé Ban

phat hanh dau tién chay trén nén tang

linux 2 6 c6 hé tro noi tuyén inli ne va

cau hinh giam sat lwvu lwong thu dong co

kha nang x ly lwu lwong 1én dén gi ga bi

t Su ri ca ta la cong cu IDS IPS mién phi

trong khi né van cung céap nhirng la 100
chon kha nang mé rong cho cac kién

tric an ninh mang phtrc tap nhat

https://text.123doc.org/document/
4210277-nghien-cuu-cac-chuc-nang-cua-
tuong-lua-the-he-moi-suricata-va-ung-
dung-trong-mang-noi-bo-doanh-
nghiep.htm

La mét cdng cu da ludng Su ri ca ta cung
cép tang téc do va hiéu qua trong viéc
phéan tich lwvu lwgng mang

100
https://text.123doc.org/document/
4724755-he-thong-phat-hien-xam-nhap-
mang-suricata.htm

Ngoai viéc tdng hiéu qua phan cirng voi
phan ctng va card mang gi¢i han céng
cu nay duoc xay dng dé tan dung kha
nang x& ly cao dwgc cung cap boi chip
CPU da I8i mé&i nhat

100
https://text.123doc.org/document/
4210277-nghien-cuu-cac-chuc-nang-cua-
tuong-lua-the-he-moi-suricata-va-ung-
dung-trong-mang-noi-bo-doanh-
nghiep.htm



Trang

32

Cau trung lap

2.1.2.2. Thanh phan va chirc ndng cla
Suricata

Nguén DPiém

H6 Chi Minh ngay thang 04 nam 2011
NGUYEN NGOC HANH MUC LUC
CHUONG 1 CO SO Li LUAN 1 1 Phan
khuc thi trwdng 1 1 1 1 Khai niém vé thi
trwong 1 1 1 2 Cac tiéu thie phan khuc
thi trwdng 1 1 1 2 1 Phan khuc thj trwvdng
theo nguwi tieu dung 2 1 1 2 2 Phan
khuc thj trwdng doanh nghiép 71123
Phan khuc thj treong quoc té 7 1 1 3 Cac
nguyén tac khi phat trién phan khuc thj
trwdng 9 1 1 4 Loi ich cua viéc phan
khac 10 1 2 T6 chirc hoat déng Mar ke r
tin g tai doanh nghiép 11 1 2 1 Khai niém
11 1 2 2 Thanh phan va chirc néng cta
Mar ke r tin g Mix 13 1 2 2 1 San pham
131222 Gia 15122 3 Phan Phbi 18 1
2 2 4 Hinh thtrc chiéu thi 19 1 3 Ma tran
SWOT 21 1 3 1 Phan tich SWOT 211 3
2 Phan tich SWOT trong kinh doanh 22 1
3 3 Nbi dung ma tran SWOT 2213 3 1
Piém manh 221332 Diémyéu22133
3 Co héi 231334 Nguy Co 23
CHUONG 2 THU'C TRANG HOAT
DONG MARKERTING TAI CONG TY
TNHH TM DV VIEN THONG AN BAO 2
1 Gidi thiéu cong ty 24 2 1 1 Qua trinh
phét trién ctia cong ty 25 2 1 2 Co céu td
chtre 26 2 1 3 Quy trinh hoat ddng kinh
doanh 27 2 1 4 Két qua hoat dong kinh
doanh ctia Céng ty TNHH TM DV Vién
Thong An Bao 28 2 2 Thyc trang hoat
dong marke rting 3322 1 San pham
va khach hang 34 22 2 P hv on g thirc
xac dinh gia 35 2 2 3 Hé thdng phan phdi
36 224 P huv on g phap quang cao
khuyén mai va dich vu hau mai cia coéng
ty 37 2 3 Nhirng thuan lgi va khé khan
clia cong ty 38 2 3 1 Phan tich SWOT tai
cong ty TNHH TM DV Vién Thong An
Bao 38 2 3 2 Thuan lgi va khé khan 41
CHUONG 3 GIAI PHAP HOAN THIEN
HOAT DONG MARKERTING TAI CONG
TY TNHH TMDV VIEN THONG AN BAO
3 1 Co sé& giai phap 43 3 1 1 Thi trwdng
hién tai 43 3 1 2 Dw bao thi trvdng tvong
lai 45 3 1 3 Xac dinh si* ménh muc tiéu
46 3 2 Gidi phap 47 3 2 1 Giai phap san
phdm 47 3 2 2 Giai phap gia 48 32 3
Giai phap phéan phoi 50 3 2 4 Hoat dong
khuyén méi chiéu thi 51 KIEN NGH| 54
KET LUAN 55 Tai liéu tham khao 56

89



Trang
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32

33

Cau trung lap

Suricata dwoc phét trién dua trén Snort
nén nd van gil» nguyén kién tric bén
trong cla Snort.Kién tric cla né c6
nhiéu thanh phan, v&i méi thanh phan cé
mét chirc nang riéng.

Packet Sniffer la mot thiét bj phan cing
hoac phan mém dwoc dat vao trong
mang.

Packet Sniffer cé thé dwoc st dung voi
cac muc dich nhu:

Ngudn

Khoa luan tét nghiép GVHD ThS Ngb
Ngoc Cwong SVTH N gu yén Ngoc Hanh
DANH MUC CAC TU VIET TAT 1 www
ta p chi cong san org vn asp

https://text.123doc.org/document/
2456903-giai-phap-hoan-thien-hoat-dong-
marketing-tai-cong-ty-tnhh-tm-dv-vien-
thong-an-bao.htm

Kién tric ctia Su ri ca ta Su ri ca ta dwoc
phat trién dwa trén snort nén né van gitr
nguyén kién truc bén trong ctia snort
Kién tric clia né c6 nhiéu thanh phan voi
méi thanh phan c6 mét chirc nang riéng

https://text.123doc.org/document/
2244895-xay-dung-he-thong-suricata.htm

Hinh 2 4 Qua trinh xt Iy géi 17 TRIEN
KHAI HE IDS SNORT TREN HE PIEU
HANH LINUX B6 pa c ke t s ni ffer Bd
Pac ke t S ni ffer B6 bat goi la mét thiét bj
phan cing hay phan mém duwoc dat vao
trong hé thong lam nhiém vu bat Iwu
lweng ra vao trong mang

https://text.123doc.org/document/
4902856-trien-khai-he-thong-ids-snort-
tren-he-dieu-hanh-linux.htm

Tuy nhién khéng nén nham lan gitra cac
van dé dinh gia chuyén nhwong véi cac
van dé trén thué hodc tranh thué tham
chi cac chinh séach dinh gia chuyén
nhuwong cé thé dwoc st dung véi cac
muc dich nhw vy OECD Report 1979
Diéu rat quan trong & day la can phai
phén biét dwgc thuat nglr dinh gia
chuyén nhuwong va ap dat gia chuyén
nhuwong

https://text.123doc.org/document/

3168216-kiem-toan-hoat-dong-chuyen-
gia-cua-cac-cong-ty-da-quoc-gia-viet-
nam.htm

Diém

100
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Trang Cau trung lap

- Phan tich mang va troubleshooting.

33
Phéan tich di¥ liéu - The Preprocessors
33
Céc luat co thé dwoc chia thanh 2 phan:
33
ICMP...), dia chi IP ngudn, dia chi IP dich
va port.
33

Ngudn

Twong phan phan tich mang va chon
tuyén dwoc dung phd bién nhat trong
quy hoach giao théng va quy hoach va
quan ly moi trwdng str dung vang dém
va xtr ly choéng 16p

https://text.123doc.org/document/
2576367-tiep-can-gis-chuyen-doi-du-lieu-
cad-phuc-vu-quy-hoach-va-quan-ly-do-
thi.htm

Trén thuwc té cong ty phan tich dir liéu
The Daily Viz théng ké & My ngay déng
nguwoi chao doi nhatlangay 99va 199
twong ng v&i thoi diém thy thaila 17 12
va 27 12

http://baophapluat.vn/song-khoe/vi-sao-
nhieu-em-be-duoc-thu-thai-vao-giang-
sinh-371271.html

Than ctia con ngwdi bao gdbm mét triéu
don vi chirc nang dwoc goi la cac ne ph
ro n co thé dwoc chia thanh 2 phan chirc
nang cau than déng vai tro loc tr san
ph&m huyét twong dwoc goi la nwéc tiéu
loat d4u va 6ng than tai hap thu hau hét
nwéec tiéu loat dau

https://text.123doc.org/document/
4314139-nghien-cuu-he-protein-nuoc-
tieu-benh-nhan-ghep-than-co-bien-chung-
thai-ghep-cap-tinh.htm

Phan he a de r 3o chira 3 trvong trong
IP he a de r dia chi IP nguon dia chi IP
dich va trwdng chiéu dai cia UDP

http://voer.edu.vn/c/tang-van-chuyen-
trong-mang-internet/476ccb99/bd424f7f

Diém
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Trang Cau trung lap

C6 thé gri cdnh bao théng qua SMB
(Server

34

Hinh 2.2:M6 ta so dd Suricata.

34

Ngudn

Use case Danh sach yéu thich duoc chia
thanh cac use case nhoé hon use case
Xem danh sach yéu thich use case
Thém dia diém cé dat FAirBox vao danh
sach yéu thich va use case Xoa dia diém
c6 dat FAirBox trong danh sach yéu thich
14 Méi quan hé gilra use case G canh
bao thong qua no ti fi ca ti on va use
case Bang ky canh bao la moi quan hé
ex ten d do diéu kién dé actor Ser vi ce
c6 thé glri cdnh bao d6 1a ngudi ding
phai dang ky canh bao 2 2 4

CC_PhamManhCuong_CNTT4.pdf

Ngaioc lai MOSFET kénh N ¢c6 hai miéng
ban dan loai N d&t trén nén ban dan loai
P 212N guyénly hoat ddng cla
MOSFET Hinh 2 2 mé ta so db nguyén ly
hoat déng cia MOSFET

https://text.123doc.org/document/
3594607-ky-thuat-thiet-ke-mach-giam-
cong-suat-ro-trong-vi-mach-so-dung-
cong-nghe-45nm.htm

Diém

73

85



Trang

34

Cau trung lap

2.1.2.3. Wu nhwoc diém cda Suricata a.

Ngudn

B6 cuc clia Khéa luan 3 PHAN NOI
DUNG 5 CHUONG 1 5 KHAI QUAT VE
THU VIEN QUOC GIA VIET NAM 5 VA
VAI TRO CUA KHUNG PHAN LOAI 5
TRONG PHAN LOAI TAI LIEU 5 1 1 Khai
quat vé Thw vién Quéc gia Viét Nam 5 1
1 1 Qua trinh hinh thanh va phat trién 5 1
1 2 Chtrc nang nhiém vy 1111 3 Co
céu tb chirc di ngli can bd 14 11 3 1
Co céu tb chirc 14 1 1 3 2 Doi ngii can
bé 16 1 14 Vén tai liéu 16 1 2 Vai trd cla
khung phéan loai trong phéan loai tai liéu
tai Thw vién Quéc gia Viét Nam 18
CHUONG 2 20 QUA TRINH NGHIEN
CUU VA NG DUNG KHUNG PHAN
LOAI TAI THU VIEN QUOC GIA VIET
NAM TU 1954 DEN NAY 20 2 1 Tinh
hinh s dung khung phan loai trwvéc khi
ap dung DDC 1954 2002 20 2 1 1 Khung
phan loai Trung tiéu hinh 1954 1960 20 2
111 Hoan canh xa h6i 20 2 1 1 2 Qua
trinh nghién ctru va rng dung Khung
Trung tiéu hinh 21 2 1 1 3 Uu nhugc
diém ctia Khung phan loai Trung tiéu
hinh 23 2 1 2 Khung phan loai 19 I16p
1960 1983 24 2 1 2 1 Hoan canh xa hoi
24 2 1 2 2 Qua trinh nghién ctru va st
dung Bang phén loai 1916p 252123
Uu nhuoc diem cta Bang phan loai 19
I6p 32 2 1 3 Khung phéan loai BBK 1983
2002 33 2 1 3 1 Hoan canh xa hi 33 2 1
3 2 Qua trinh nghién ctru va rng dung
Khung BBK tai Thw vién Quéc gia 33 2 1
3 3 Wu nhuwoc diém cta Khung phan loai
BBK 37 2 2 Tinh hinh ap dung khung
phan loai DDC 2003 dén nay 38 2 2 1
Hoan canh xa hoi 38 2 2 2 Qua trinh
nghién ctru va (rng dung Khung phan
loai DDC 3922 2 1 An ban DDC 14 rut
gon 452222 Anban DDC 23 50
CHUONG 3 54 MOT SO NHAN XET VA
GIAI PHAP NANG CAO CHAT LUONG
SU DUNG KHUNG PHAN LOAI TAI
THU VIEN QUOC GIA VIET NAM 54 3 1
Nhan xét chung qua trinh s&r dung Khung
phan loai tai TVQGVN 54 3 2 Mét s6 giai
phap nang cao chét lwgng trong qua
trinh s dung Khung phan loai 55 PHAN
KET LUAN 60 PHAN MO DBAU 1

Diém
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35

Cau trung lap

24 - D& dang c4u hinh: Suricata lam viéc
nhw thé ndo, tap tin cu hinh & dau, cac
luat nhw thé nao ngudi quan tri déu coé
thé biét va ciu hinh theo y minh duoc.

- Suricata 1a phan mém ma nguén mé:
Sricata dwoc phat hanh dwéi gidy phép
GNU/GPL diéu nay c6 nghia la bat c ai
cling co thé sir dung Suricata mét cach
mién phi du d6 Ia doanh nghiép hay
nguwoi dung ca nhan.

Ngudn

https://text.123doc.org/document/
4171196-nghien-cuu-ung-dung-khung-
phan-loai-tai-thu-vien-quoc-gia-viet-nam-
tu-1954-den-nay.htm

Kha nang tw déng phat hién cac giao
thirc phd bién nhw HTTP dé phan tich va
tim ra cac méi nguy hiém nhw ma doc
hay cac két ndi téi may cha doc hai
ngoai D& dang c&u hinh Su ri ca ta lam
viéc nhuw thé nao tap tin cau hinh & dau
céac luat nhu thé nao ngudi quan tri déu
c6 thé biét va cau hinh theo y minh duoc

https://text.123doc.org/document/
4724755-he-thong-phat-hien-xam-nhap-
mang-suricata.htm

Ké ca viéc tao ra cac luat mai Suri ca ta
la phdn mém ma nguén mé& S ri ca ta
dwoc phat hanh duai gidy phép GNU
GPL diéu nay c6 nghia la béat ct ai cling
c6 thé sir dung Su ri ca ta mét cach mién
phi du do la doanh nghiép hay nguoi
dung ca nhan

https://text.123doc.org/document/
4210277-nghien-cuu-cac-chuc-nang-cua-
tuong-lua-the-he-moi-suricata-va-ung-
dung-trong-mang-noi-bo-doanh-
nghiep.htm

Diém
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Cau trung lap

2.2. Cac hé thdng phat hién xam nhap
host

Ngudn

Tac gia luan van N gu yén P hw on g
Thwe MUC LUC MO DAU 6 1 1 Hién
trang vé an ninh mang 1 1 1 1 Hién trang
vé an ninh mang trong nwéc 1112 Sé
liéu khdo sat vé an toan théng tin tai Viét
Nam 2 1 2 Sw can thiét phai co an ninh
mang va cac yéu t can bdové 2 12 1
Sw can thiét phai co an ninh mang 2 1 2
2 Cac yéu t6 can bdo vé 2 12 3 M6 hinh
pho ng vé theo chiéu sdu 3 1 3 Chinh
sach an toan an ninh mang 3 1 3 1 Khai
niém chinh sach an ninh mang 3 1 3 2
Cau truc an toan an ninhmang 313 3
Chinh sach an toan an ninhmang 3 1 4
P huw on g phap phat hién va pho ng
chdng xam nhap 4 1 4 1 Xac dinh méi de
doa4 14 2P hwongphap pho ng
chéng xam nhap 4 C hw on g 2 HE
THONG PHAT HIEN VA PHONG
CHONG XAM NHAP IDS IPS62 1 IDS 6
211 Khainiém6213Céngnghé 821
4 Phanloai922IPS 9222 Uunhuwoc
diém 92 2 3 Cong nghé 10 2 2 4 Phan
loai 10 2 3 So sanh IDS va IPS 102 3 1
Sw giébng nhau 10 2 3 2 Sw khac nhau 11
2 4 P hv on g phap phat hién xam nhap
12 2 4 1 Phat hién dau hiéu khéng binh
thwdng 12 2 4 2 Phat hién dwa theo
hanh vi bat thwong 12 2 4 3 Phat hién
déu hiéu co hanh vi xau 13 2 4 4 Phat
hién dwa vao twong quan cac mau tham
sb 13 2 5 M6t sb giai phap IDS IPS
thwong mai 13 2 5 1 Gidi phap cu a
Cisco 13252 Gidiphap cua ISS P ro
ven tia 132 5 3 Gidi phapcua NFR 14 C
hw on g 3 TRIEN KHAI VA DANH GIA
THU NGHIEM GIAI PHAP CISCO IPS
14 3 1 Gidi thiéu kién tric hé thong 14 3
11 Kién trac chung cu a cac hé thdng
IPS 14 3 2 C4c yéu cau trién khai 14 3 2
1 Cac yéu cau vé bao mat 14322Yéu
cau vé phan cirng phan mém 15 3 3 Xay
dwng m6 hinh mang th&r nghiém 16 3 3 1
Thiét ké mé hinh mang th&r nghiém 16 3
3 2 Trién khai cai dat 16 3 3 3 Trién khai
céu hinh 16 3 3 4 Sir dung IPS ngan
chan tan coéng theo yéu cau vé bao mat
17 3 4 Tuy chinh cac tham sb pho ng
chdng tan cong 20 3 4 1 Diéu chinh tham
s6 canh bao 20 3 4 2 Tuy chinh cu s tom
atomicsignature 2034 3 Tuy chinh

Diém
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OSSEC dwa trén log ma ngudn mé,
mién phi, da nén tang c6 thé mé rong va
cd nhiéu co ché bao mat khac
nhau.OSSEC c6 thé phat hién xam nhap
bang ca chi¥ ky hodc dau hiéu bat
thwong.

Nguén DPiém

customstreamsignature22344
Tuy chinhcustomhttpsignature 22 3
5 Danh gia két qua thir nghiém 22 3 5 1
Két qua dat dwoc 22 3 52 Nhan xét va
danh gia 23 3 5 3 Binh hwdng nghién
ctvu 24 DANH MUC TAI LIEU THAM
KHAO 25 DANH MUC THUAT NGU
CHU VIET TAT Chi viét Nghia tiéng
Anh Nghta tiéng Viét tat In tru sion P re
ven ti on Hé thong ngan chan xam IPS
Sys tem nhap In tru si on De te c ti on Hé
thdng phat hién xam IDS Sys tem nhap
CNTT Cbng nghé théng tin Inte rne t Se
cu ri ty ISS Hé théng bao mat mang Sys
tem s DMZ D em i li ta ri zed Zone Vung
phi quan s In te r ne t Ser vi ce Nha
cung cdpdichvuISPProviderinter
netlinternationStandardISOTé
chirc tiéu chuan québc té Or ga ni za ti on
LAN Local Area Network Mang cuc b6 T
ran s miss ion Con tro | Giao thirc kiém
soat truyén TCP P ro to co | tin MO’ DAU
Ngay nay hé thong mang may tinh da tre
nén rat pho bién trong hau hét cac hoat
dong kinh té xa hoi

http://tailieu.vn/doc/tom-tat-luan-van-thac-

si-nghien-cuu-trien-khai-he-thong-phat-

hien-va-phong-chong-xam-nhap-ids-
ips-1624319.html

OSSEC la hé théng phat hién xam nhap

dwa trén host HIDS dwa trén log ma

nguon mé& mién phi da nén tang co thé

m& réng va cé nhiéu co ché bao mat

khac nhau OSSEC cé thé phat hién xam

nhap bang ca chir ky hoac dau hiéu bat 100
thuwdng

https://viblo.asia/p/tim-hieu-ve-he-thong-
phat-hien-xam-nhap-ossec-phan-i-
m68Z03JzKkG
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Cau trung lap

Céc dau hiéu binh thwong va bat thwong
dwoc mo ta trong b luat clia
OSSEC.OSSEC c6 mét cdng cu phan
tich va twong quan manh mé, tich hop
giam séat va phan tich log, kiém tra tinh
toan ven cua file, kiém tra registry cla
Windows, thwc thi chinh sach tap trung,
gidm sat chinh sach, phat hién rootkit,
canh bao thoi gian thye va phan (rng
mot cach chd dong cudc tan cong dang
dién ra.25 hanh déng nay ciing c6 thé
dwoc dinh nghia trwéc bang luat trong
OSSEC.Ngoai viéc duoc trién khai nhw
mot HIDS, né thwong dwoc st dung nhw
mét cong cu phan tich log, theo dbi va
phan tich cac ban ghi lai, IDS, cac may
chi Web va cac ban ghi xac thuc.

Ngudn

Céc dau hiéu binh thworng va bat thwong
dwoc mo ta trong b luat cia OSSEC
OSSEC c6 mét cdng cu phén tich va
twong quan manh mé tich hgp giam sat
va phan tich log kiém tra tinh toan ven
cua file kiém tra re gi stry ctia W in do ws
thiee thi chinh sach tap trung giam sat
chinh sach phat hién ro ot ki t cdnh bao
thoi gian thye va phan (rng mot cach chu
dong cudc tan cdng dang dién ra Cac
hanh déng nay ciing c6 thé dwoc dinh
nghta trudc bang luat trong OSSEC dé
OSSEC hoat dong theo y muon cua
ngwoi quan tri Ngoai viéc dwgec trien khai
nhuw mot HIDS né thuwdng dwoc sir dung
nhw mét cdng cu phan tich log theo doi
va phan tich cac ban ghi lai IDS cac may
chd Web va cac ban ghi xac thyc

https://viblo.asia:443/p/tim-hieu-ve-he-
thong-phat-hien-xam-nhap-ossec-phan-i-
m68Z03JzKkG

Diém
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OSSEC chay trén hau hét cac hé diéu
hanh, bao gom Linux, OpenBSD,

36

FreeBSD, Mac OS X, Sun Solaris va
Microsoft Windows.

36

Nguén DPiém

Tuy nhién mét diéu tuyét voi ctia nén
tang Ec li p se 1a né chay trén hau hét
cac hé diéu hanh bao gédm W in do ws 98
ME 2000 XP Linux So la ri s AIX HP UX
va tham chi ca Mac OS X 1 cua 15 Trang
sau V& dau trang s ta ti ¢ con ten t url
http www ibm com de ve lo pe rworks js
artra tin g SITE ID 70 Zo ne Céng nghé
Java Article ID 423961 Tu to ria ITit le
Nhap mén lap trinh Ja va pub li sh date
03282013 au tho r 1 email roy ro yw mi |
le r co mau tho r 1 email cc Muc luc Gi ¢i
thiéu K héi dong C ac khai niém OOPN
gon nglr Java dang sau vé bé ngoai L ap
trinh hwédng doi twgng véi cdng nghé Ja
va b 6i twong Java dau tién clia ban T
hé m hanh vi T huec thi diéu kién C ac bo
suwu tap Col le c ti ons Nang cap doi 74
twong cua ban C ac tng dung Ja va Viet
ma lénh Java tot Tom tat Tai ngu yén D
i nét vé tac gid1 ctia 15 Trang sau In
trang nay Chia sé trang nay Chia sé
trang nay Face bo ok L in ke dInTwit te r
De li ciousDigg Hwéng dan C ac ngudn
RSST hich Phan anh vé néi dung khéng
thich hop tiéng Anh Diéu khoan st dung
T hdéng bao clia bén thr ba Tinh riéng tw
T in h tiép can tiéng Anh Trang hé tro’ dai
hoc A ca de mi ¢ | ni tia ti ve tiéng Anh
Céng danh cho sinh vién tiéng Anh Chon
ngbn nglr Eng lishO O OO O
PycckunPor tu gu és B ra si| Es pa
nolViét

https://www.ibm.com/developerworks/vn/
edu/j-introjava/

OSSEC chay trén hau hét cac hé diéu

Agent hanh bao gdm ca Linux O pe

nBSD F re eBSD Mac OS X Sun So la ri

s va Mic ro so ft Vai tro cla agent la tap

hop théng tin ctia host va giri vé ossec

server 87

https://text.123doc.org/document/
3756146-nghien-cuu-va-xay-dung-he-
quan-ly-luat-ho-tro-phat-hien-tan-cong-
mang-cho-ma-nguon-mo-ossec.htm



Trang

36

Cau trung lap

2.2.1.2. Thanh phan va chirc ndng

Nguén DPiém

H6 Chi Minh ngay thang 04 nam 2011
NGUYEN NGOC HANH MUC LUC
CHUONG 1 CO SO Li LUAN 1 1 Phan
khuc thi trwdng 1 1 1 1 Khai niém vé thi
trwong 1 1 1 2 Cac tiéu thie phan khuc
thi trwdng 1 1 1 2 1 Phan khuc thj trwvdng
theo nguwi tieu dung 2 1 1 2 2 Phan
khuc thj trwdng doanh nghiép 71123
Phan khuc thj treong quoc té 7 1 1 3 Cac
nguyén tac khi phat trién phan khuc thj
trwdng 9 1 1 4 Loi ich cua viéc phan
khac 10 1 2 T6 chirc hoat déng Mar ke r
tin g tai doanh nghiép 11 1 2 1 Khai niém
11 1 2 2 Thanh phan va chirc néng cta
Mar ke r tin g Mix 13 1 2 2 1 San pham
131222 Gia 15122 3 Phan Phbi 18 1
2 2 4 Hinh thtrc chiéu thi 19 1 3 Ma tran
SWOT 21 1 3 1 Phan tich SWOT 211 3
2 Phan tich SWOT trong kinh doanh 22 1
3 3 Nbi dung ma tran SWOT 2213 3 1
Piém manh 221332 Diémyéu22133
3 Co héi 231334 Nguy Co 23
CHUONG 2 THU'C TRANG HOAT
DONG MARKERTING TAI CONG TY
TNHH TM DV VIEN THONG AN BAO 2
1 Gidi thiéu cong ty 24 2 1 1 Qua trinh
phét trién ctia cong ty 25 2 1 2 Co céu td
chtre 26 2 1 3 Quy trinh hoat ddng kinh
doanh 27 2 1 4 Két qua hoat dong kinh
doanh ctia Céng ty TNHH TM DV Vién
Thong An Bao 28 2 2 Thyc trang hoat
dong marke rting 3322 1 San pham
va khach hang 34 22 2 P hv on g thirc
xac dinh gia 35 2 2 3 Hé thdng phan phdi
36 224 P huv on g phap quang cao
khuyén mai va dich vu hau mai cia coéng
ty 37 2 3 Nhirng thuan lgi va khé khan
clia cong ty 38 2 3 1 Phan tich SWOT tai
cong ty TNHH TM DV Vién Thong An
Bao 38 2 3 2 Thuan lgi va khé khan 41
CHUONG 3 GIAI PHAP HOAN THIEN
HOAT DONG MARKERTING TAI CONG
TY TNHH TMDV VIEN THONG AN BAO
3 1 Co sé& giai phap 43 3 1 1 Thi trwdng
hién tai 43 3 1 2 Dw bao thi trvdng tvong
lai 45 3 1 3 Xac dinh si* ménh muc tiéu
46 3 2 Gidi phap 47 3 2 1 Giai phap san
phdm 47 3 2 2 Giai phap gia 48 32 3
Giai phap phéan phoi 50 3 2 4 Hoat dong
khuyén méi chiéu thi 51 KIEN NGH| 54
KET LUAN 55 Tai liéu tham khao 56

93
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Hinh 2.3:Minh hoa so d6 OSSEC.

36

Phat hién cac thay déi déi véi hé théng.

37

Ngudn

Khoa luan tét nghiép GVHD ThS Ngb
Ngoc Cwong SVTH N gu yén Ngoc Hanh
DANH MUC CAC TU VIET TAT 1 www
ta p chi cong san org vn asp

https://text.123doc.org/document/
2456903-giai-phap-hoan-thien-hoat-dong-
marketing-tai-cong-ty-tnhh-tm-dv-vien-
thong-an-bao.htm

Trén hinh 2 3 minh hoa so d6 hé diéu
khién PCS 7 vai B diéu khién la PLC S7
400 cua Siem ens

https://text.123doc.org/document/
4323153-thiet-ke-he-thong-dieu-khien-
trung-tam-phan-phoi-khi-gdc-phu-my.htm

hanh vi nhac nhé clia uac duoc diéu
chinh théng qua mét s li de r bar véi bon
vi tri co thé Iwa chon always no ti fy ban
s& nhan dwoc cac nhac nhé cla uac khi
cai dét,phé,m méem hoe}c thwc hién cac
thay doi doi véi hé thong no ti fy only
when pro g ram s try to make chang es
ban sé& nhan dwoc cac nhac nhd néu mot
chwong trinh nao d6 yéu cau cac dac
quyéen nang cao tuy nhién sé khong khi
ban thyc hién cac thay doi doi véi cac
thiét lap ctia windows mac dinh no ti fy
only when pro g ram s try to make chang
es do not dim the de sk top giébng nhw
mac dinh ngoai tir se cu re de sk top bi
v6 hiéu hoa trong khi nhic nh& never no
ti fy ban khéng dwoc nhdc nhé khi thay
dbi cac thiét 1ap windows ho&c khi cai dat
phan mém mai khéng duoc tién clr siv
dung hinh 2 mét s li de r bar cho phép
ban diéu khién uac nhac nhé ban nhw
thé nao trong windows 7 sw nang cao
trong bitlo c ke rbitlockermotsan
ph&m c6 trong vista phién ban en te rp ri
se va ul ti ma te cho phép ban méa hoa
toan bd cac phan vung bang aes st
dung tru s te d p la tform mo du le tpm
chip cé trong mét s may tinh hodc usb
key

http://123doc.org/document/888352-tai-
lieu-nhung-diem-moi-trong-bao-mat-cua-
windows-7-pptx.htm

Diém

85

87



Trang

37
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2.2.1.3. Wu nhuoc diém cda Ossec a.

Nguén DPiém

Kiém thtrtinh Staticte sting 8132
Kiém ther ddng Dy namictesting 914
Kiém thlr phan mém tw dong 10 14 1 Uu
nhwoc diém cla kiém thir tw dong 10 1 4
2 Ap dung kiém thr tw dong 11 vii 15
Céac buwdc xay dwng kiém thir tw dong 11
CHUONG 2 TONG QUAN VE CONG
CU KIEM THU SELENIUM IDE 13 2 1
Tbéng quan vé Se le nium 132 1 1 Lich
st hinh thanh 13 2 1 2 Déc diém clia Se
le ni um 14 2 1 3 Uu nhwoc diém cua Se
le nium 152 2 Céng cu Se le ni um IDE
16 2 2 1 Giéi thiéu 16 2 2 2 Dac diém
cla Se le nium IDE 17 2 2 3 Cai dat Se 76
le ni um IDE 18 2 2 4 Tinh nang cua Se
le nium IDE 20 2 2 5 Cach xay dwng
trwng hop kiém thir 24 2 2 6 Cac 1énh
Se le ni um IDE co ban 27 CHUONG 3
XAY DUNG NG DUNG NHAP MON
HOC BANG KY CHO SINH VIEN 29 3 1
Thiét ké co s dir liéu 29 3 2 Xay dung
trng dung 30 32 1

https://text.123doc.org/document/
4315047-trien-khai-kiem-thu-cac-ung-
dung-cua-selenium-ide-tren-nhieu-trinh-
duyet.htm
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2.2.2.2. Thanh phan va chirc ndng

Nguén DPiém

H6 Chi Minh ngay thang 04 nam 2011
NGUYEN NGOC HANH MUC LUC
CHUONG 1 CO SO Li LUAN 1 1 Phan
khuc thi trwdng 1 1 1 1 Khai niém vé thi
trwong 1 1 1 2 Cac tiéu thie phan khuc
thi trwdng 1 1 1 2 1 Phan khuc thj trwvdng
theo nguwi tieu dung 2 1 1 2 2 Phan
khuc thj trwdng doanh nghiép 71123
Phan khuc thj treong quoc té 7 1 1 3 Cac
nguyén tac khi phat trién phan khuc thj
trwdng 9 1 1 4 Loi ich cua viéc phan
khac 10 1 2 T6 chirc hoat déng Mar ke r
tin g tai doanh nghiép 11 1 2 1 Khai niém
11 1 2 2 Thanh phan va chirc néng cta
Mar ke r tin g Mix 13 1 2 2 1 San pham
131222 Gia 15122 3 Phan Phbi 18 1
2 2 4 Hinh thtrc chiéu thi 19 1 3 Ma tran
SWOT 21 1 3 1 Phan tich SWOT 211 3
2 Phan tich SWOT trong kinh doanh 22 1
3 3 Nbi dung ma tran SWOT 2213 3 1
Piém manh 221332 Diémyéu22133
3 Co héi 231334 Nguy Co 23
CHUONG 2 THU'C TRANG HOAT
DONG MARKERTING TAI CONG TY
TNHH TM DV VIEN THONG AN BAO 2
1 Gidi thiéu cong ty 24 2 1 1 Qua trinh
phét trién ctia cong ty 25 2 1 2 Co céu td
chtre 26 2 1 3 Quy trinh hoat ddng kinh
doanh 27 2 1 4 Két qua hoat dong kinh
doanh ctia Céng ty TNHH TM DV Vién
Thong An Bao 28 2 2 Thyc trang hoat
dong marke rting 3322 1 San pham
va khach hang 34 22 2 P hv on g thirc
xac dinh gia 35 2 2 3 Hé thdng phan phdi
36 224 P huv on g phap quang cao
khuyén mai va dich vu hau mai cia coéng
ty 37 2 3 Nhirng thuan lgi va khé khan
clia cong ty 38 2 3 1 Phan tich SWOT tai
cong ty TNHH TM DV Vién Thong An
Bao 38 2 3 2 Thuan lgi va khé khan 41
CHUONG 3 GIAI PHAP HOAN THIEN
HOAT DONG MARKERTING TAI CONG
TY TNHH TMDV VIEN THONG AN BAO
3 1 Co sé& giai phap 43 3 1 1 Thi trwdng
hién tai 43 3 1 2 Dw bao thi trvdng tvong
lai 45 3 1 3 Xac dinh si* ménh muc tiéu
46 3 2 Gidi phap 47 3 2 1 Giai phap san
phdm 47 3 2 2 Giai phap gia 48 32 3
Giai phap phéan phoi 50 3 2 4 Hoat dong
khuyén méi chiéu thi 51 KIEN NGH| 54
KET LUAN 55 Tai liéu tham khao 56
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2.3. Céac hé thdng phat hién xam nhap
tich hop

Ngudn

Khoa luan tét nghiép GVHD ThS Ngb
Ngoc Cwong SVTH N gu yén Ngoc Hanh
DANH MUC CAC TU VIET TAT 1 www
ta p chi cong san org vn asp

https://text.123doc.org/document/
2456903-giai-phap-hoan-thien-hoat-dong-
marketing-tai-cong-ty-tnhh-tm-dv-vien-
thong-an-bao.htm

Hinh 2 2 Mét vi du vé hé IDS 11 Hoc
Vién Pham Van Dung Lép Mang Va T ru
yén D Liéu M 12 CQCT 01 B N ghi én
c hé théng phat hién xam nhap IDS
Hinh 2 3 Cac thanh phan chinh ctia mét
hé IDS Céc hé théng IDS c6 thé dugc
trién khai theo 2 hwédng la tap trung va
phan tan

https://text.123doc.org/document/
2563757-nghien-cuu-he-thong-phat-hien-
xam-nhap-ids.htm

Diém
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2.3.1.2. Thanh phan va chirc ndng

Nguén DPiém

H6 Chi Minh ngay thang 04 nam 2011
NGUYEN NGOC HANH MUC LUC
CHUONG 1 CO SO Li LUAN 1 1 Phan
khuc thi trwdng 1 1 1 1 Khai niém vé thi
trwong 1 1 1 2 Cac tiéu thie phan khuc
thi trwdng 1 1 1 2 1 Phan khuc thj trwvdng
theo nguwi tieu dung 2 1 1 2 2 Phan
khuc thj trwdng doanh nghiép 71123
Phan khuc thj treong quoc té 7 1 1 3 Cac
nguyén tac khi phat trién phan khuc thj
trwdng 9 1 1 4 Loi ich cua viéc phan
khac 10 1 2 T6 chirc hoat déng Mar ke r
tin g tai doanh nghiép 11 1 2 1 Khai niém
11 1 2 2 Thanh phan va chirc néng cta
Mar ke r tin g Mix 13 1 2 2 1 San pham
131222 Gia 15122 3 Phan Phbi 18 1
2 2 4 Hinh thtrc chiéu thi 19 1 3 Ma tran
SWOT 21 1 3 1 Phan tich SWOT 211 3
2 Phan tich SWOT trong kinh doanh 22 1
3 3 Nbi dung ma tran SWOT 2213 3 1
Piém manh 221332 Diémyéu22133
3 Co héi 231334 Nguy Co 23
CHUONG 2 THU'C TRANG HOAT
DONG MARKERTING TAI CONG TY
TNHH TM DV VIEN THONG AN BAO 2
1 Gidi thiéu cong ty 24 2 1 1 Qua trinh
phét trién ctia cong ty 25 2 1 2 Co céu td
chtre 26 2 1 3 Quy trinh hoat ddng kinh
doanh 27 2 1 4 Két qua hoat dong kinh
doanh ctia Céng ty TNHH TM DV Vién
Thong An Bao 28 2 2 Thyc trang hoat
dong marke rting 3322 1 San pham
va khach hang 34 22 2 P hv on g thirc
xac dinh gia 35 2 2 3 Hé thdng phan phdi
36 224 P huv on g phap quang cao
khuyén mai va dich vu hau mai cia coéng
ty 37 2 3 Nhirng thuan lgi va khé khan
clia cong ty 38 2 3 1 Phan tich SWOT tai
cong ty TNHH TM DV Vién Thong An
Bao 38 2 3 2 Thuan lgi va khé khan 41
CHUONG 3 GIAI PHAP HOAN THIEN
HOAT DONG MARKERTING TAI CONG
TY TNHH TMDV VIEN THONG AN BAO
3 1 Co sé& giai phap 43 3 1 1 Thi trwdng
hién tai 43 3 1 2 Dw bao thi trvdng tvong
lai 45 3 1 3 Xac dinh si* ménh muc tiéu
46 3 2 Gidi phap 47 3 2 1 Giai phap san
phdm 47 3 2 2 Giai phap gia 48 32 3
Giai phap phéan phoi 50 3 2 4 Hoat dong
khuyén méi chiéu thi 51 KIEN NGH| 54
KET LUAN 55 Tai liéu tham khao 56
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Hinh 2.5:Minh hoa so d6 IBM Qradar.

Ngudn

Tac gia Pham Van Danh IV DANH MUC
CAC HINH VE Hinh 1 1 Kién tric hé
théng GNSS 3 Hinh 1 2 So d6 khéi bod
thu RF 4 Hinh 1 3 C4u tric cla mot thiét
bi MOS 5 Hinh 1 4 Sy két ndi chat nén 6
Hinh 1 5 a thiét bi PMOS don gian b
PMOS bén trong n well 7 Hinh 1 6 Dac
tuyén V A ctia MOSFET 8 Hinh 2 1 Hoat
déng ctia bd ADC 2 10 Hinh 2 2 Bap rng
cua bo ADC ly twéng 2 11 Hinh 2 3 Sai
s6 d6 léch dwong 3 13 Hinh 2 4 Sai s6
khuéch dai dwong 3 14 Hinh 2 5 Minh
hoa sai s0 kich thuwéc bdo hoa 3 14 Hinh
2 6 Minh hoa vé& d6 phi tuyén vi phan 3
15 Hinh 2 7 Sai tir ma & ADC 3 bit do
DNL qua Ién 3 16 Hinh 2 8 INL cua mét
bé ADC 3 bit 3 17 Hinh 2 9 Spu ri ous
Free Dy na mi c Range 5 19 Hinh 2 10
Kién truc b ADC truyén théng 6 20 Hinh
2 11 Lwu d0 thuat toan bo kién truc ADC
dé& nghi 22 Hinh 2 12 Kién tric bo ADC 4
bit d& nghi 7 23 Hinh 2 13 Kién tric SAR
ADCs don gian 9 24 Hinh 2 14 Minh hoa
nhwoc diém clia SAR ADC so véi Flash
ADC 26 Hinh 2 15 Kién tric SAR c¢6 kha
nang dong bo CLK 28 Hinh 3 1 M6 hinh
co ban cla bd so sanh 29 Hinh 3 2 So
d6 khdi bd so sanh 30 Hinh 3 3 Bac
tuyén truyén dat cta b so sanh 31 Hinh
34 CacthamsbcuaComparatorly
twédng 32 Hinh 3 5 Input C om mon Mode
Vol ta ge 33 Hinh 3 6 Tham s6 Gain B an
dwidth Op amp 34 V Hinh 3 7 Tham sb
slew rate 34 Hinh 3 8 Tham sb vo | ta ge
swing 35 Hinh 3 9 C4u tric bd so sanh
CMOS SR Latch 37 Hinh 3 10 Co ché
phoéng xa cda tu & M6 9 38 Hinh 3 11
Hinh minh hoa tin hiéu INV1 INV2 cla
khbi CMOS latch 39 Hinh 3 12 Kién tric
co m pa ra to r ddng bé xung CLK 39
Hinh 3 13 Hinh minh hoa qua trinh tao
xung CLK1 tr xung CLKO 40 Hinh 4 1
CAu tric bé co m para tor CMOS SR
latch 42 Hinh 4 2 Quy trinh thiét ké cho
mach 4 bit flash ADC dang néi tiép 43
Hinh 4 3 Céch tinh thoi gian tré cua
mach 44 Hinh 4 4 Anh huéng cla Vg1
t&i tré ctia mach 45 Hinh 4 5 Anh huéng
cua kich thwéc s6 fin ger ctia M1 t&i tré
clGia mach 45 Hinh 4 6 Xac dinh sé fin
ger N2 va N3 cua M2 va M3 46 Hinh 4 7

Diém



Trang

Cau trung lap

Ngudn

Minh hoa M4 M5 trén CMOS SR latch 47
Hinh 4 8 Xac dinh N4 N5 cua M4 M5 47
Hinh 4 9 Xac dinh kich thwéc cla tirng f
in ger N6 N7 48 Hinh 4 10 Xac dinh kich
thwdc cia N8 N9 49 Hinh 4 11 Khéi
NOR?2 a va Khéi in ve r te r b 50 Hinh 4
12 Mach nguyén ly MUX 21 a va két qua
mo6 phéng MUX 2 1 b 51 Hinh 4 13 So
dd bd MUX 41 a va Két qua mé phdng
MUX 4 1 b 52 Hinh 4 14 So d6 bd MUX
81 a két qua mé phdng MUX 81 b 53
Hinh 4 15 Mach nguyén ly cta 4 bit flash
ADC 54 Hinh 4 16 S&r dung xung ramp
tai dau vao ADC 55 Hinh 4 17 Tham sb
DNL va INL cta 4 bit flash ADC dang néi
tiép 56 Hinh 4 18 Két qua dang séng sau
khi qua b DAC ly twéng 57 Hinh 4 19
Két qua dat dwoc sau khi bién déi Fou ri
er 58 Hinh 4 20 Hinh minh hoa th( tw
trén dwai cac layer 61 Hinh 4 21 So d6
stich di ag ram ctia kh6i NAND3 62 Hinh
4 22 Mach nguyén ly cdng login AND ba
d4u vao 62 VI Hinh 4 23 Hinh minh hoa
so d6 share gate khi thiét ké AND3 63
Hinh 4 24 So d6 thiét ké AND3 m&i méi
tra n si s to r gédm hai f in ger 63 Hinh 4
25 Minh hoa cac linh kién CMOS co ban
64 Hinh 4 26 Thiét ké la you t ca khdi
com parator65Hinh 4 27 So db la
you t khdi mux21 65 Hinh 4 28 So db la
you t khéi ADC 66 VII DANH SACH
BANG BIEU Bang 2 1 Bang téng két so
sanh wu va nhwoc diém gilra cac kién
trac ADC 25 Bang 3 1 Bang so sanh
tham sb clia co m para to r ly twéng va
thwe té 32 Bang 3 2 Bang trang thai cta
SR latch 38 Bang 4 1 Bang yéu cau thiét
ké cho cAu tric 4 bit flash ADC dang ndi
tiep 41 Bang 4 2 Bang trang thai cho b6
MUX 2 1 51 Bang 4 3 Bang trang thai
cho bé MUX 4 1 52 Bang 4 4 Bang trang
thai cho b MUX 81 53 Bang 4 5 Bang
cac gia tri DNL va INL 55 Bang 4 6 Bang
két qua dat dwoc clia mach 4 bit flash
ADC dang néi tiép 58 Bang 4 7 Bang so
sanh cac két qua vdi cac bai bao cong
bd IEEE 59 Bang 4 8 so sanh hai céu
tric 4 bit flash ADC dang néi tiép Se ri es
Flash ADC va 4 bit flash ADC truyén
théng Co ven ti o na | Flash ADC 69 VIII
DANH SACH CAC TU VIET TAT ADC
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tem G lo ba | Po si ti 0 ni ng Sys tem
Radio F re quen cy Low Noise Amp li fier
C om p le men ta ry Metal Oxide Semii
con du c to r Metal oxide se mi con du c
to r B chuyén dbi twong tw s6 Hé thng
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dinh vi toan cau Tan so vo tuyén K hu
éch dai tap am thap Céng nghé st dung
trong thiét ké IC field effect Transistor
cam (rng
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2.3.2.2. Thanh phan va chirc ndng

Nguén DPiém

H6 Chi Minh ngay thang 04 nam 2011
NGUYEN NGOC HANH MUC LUC
CHUONG 1 CO SO Li LUAN 1 1 Phan
khuc thi trwdng 1 1 1 1 Khai niém vé thi
trwong 1 1 1 2 Cac tiéu thie phan khuc
thi trwdng 1 1 1 2 1 Phan khuc thj trwvdng
theo nguwi tieu dung 2 1 1 2 2 Phan
khuc thj trwdng doanh nghiép 71123
Phan khuc thj treong quoc té 7 1 1 3 Cac
nguyén tac khi phat trién phan khuc thj
trwdng 9 1 1 4 Loi ich cua viéc phan
khac 10 1 2 T6 chirc hoat déng Mar ke r
tin g tai doanh nghiép 11 1 2 1 Khai niém
11 1 2 2 Thanh phan va chirc néng cta
Mar ke r tin g Mix 13 1 2 2 1 San pham
131222 Gia 15122 3 Phan Phbi 18 1
2 2 4 Hinh thtrc chiéu thi 19 1 3 Ma tran
SWOT 21 1 3 1 Phan tich SWOT 211 3
2 Phan tich SWOT trong kinh doanh 22 1
3 3 Nbi dung ma tran SWOT 2213 3 1
Piém manh 221332 Diémyéu22133
3 Co héi 231334 Nguy Co 23
CHUONG 2 THU'C TRANG HOAT
DONG MARKERTING TAI CONG TY
TNHH TM DV VIEN THONG AN BAO 2
1 Gidi thiéu cong ty 24 2 1 1 Qua trinh
phét trién ctia cong ty 25 2 1 2 Co céu td
chtre 26 2 1 3 Quy trinh hoat ddng kinh
doanh 27 2 1 4 Két qua hoat dong kinh
doanh ctia Céng ty TNHH TM DV Vién
Thong An Bao 28 2 2 Thyc trang hoat
dong marke rting 3322 1 San pham
va khach hang 34 22 2 P hv on g thirc
xac dinh gia 35 2 2 3 Hé thdng phan phdi
36 224 P huv on g phap quang cao
khuyén mai va dich vu hau mai cia coéng
ty 37 2 3 Nhirng thuan lgi va khé khan
clia cong ty 38 2 3 1 Phan tich SWOT tai
cong ty TNHH TM DV Vién Thong An
Bao 38 2 3 2 Thuan lgi va khé khan 41
CHUONG 3 GIAI PHAP HOAN THIEN
HOAT DONG MARKERTING TAI CONG
TY TNHH TMDV VIEN THONG AN BAO
3 1 Co sé& giai phap 43 3 1 1 Thi trwdng
hién tai 43 3 1 2 Dw bao thi trvdng tvong
lai 45 3 1 3 Xac dinh si* ménh muc tiéu
46 3 2 Gidi phap 47 3 2 1 Giai phap san
phdm 47 3 2 2 Giai phap gia 48 32 3
Giai phap phéan phoi 50 3 2 4 Hoat dong
khuyén méi chiéu thi 51 KIEN NGH| 54
KET LUAN 55 Tai liéu tham khao 56
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Hinh 2.6:Minh hoa so’ d& Security Onion.

Ngudn

Tac gia Pham Van Danh IV DANH MUC
CAC HINH VE Hinh 1 1 Kién tric hé
théng GNSS 3 Hinh 1 2 So d6 khéi bod
thu RF 4 Hinh 1 3 C4u tric cla mot thiét
bi MOS 5 Hinh 1 4 Sy két ndi chat nén 6
Hinh 1 5 a thiét bi PMOS don gian b
PMOS bén trong n well 7 Hinh 1 6 Dac
tuyén V A ctia MOSFET 8 Hinh 2 1 Hoat
déng ctia bd ADC 2 10 Hinh 2 2 Bap rng
cua bo ADC ly twéng 2 11 Hinh 2 3 Sai
s6 d6 léch dwong 3 13 Hinh 2 4 Sai s6
khuéch dai dwong 3 14 Hinh 2 5 Minh
hoa sai s0 kich thuwéc bdo hoa 3 14 Hinh
2 6 Minh hoa vé& d6 phi tuyén vi phan 3
15 Hinh 2 7 Sai tir ma & ADC 3 bit do
DNL qua Ién 3 16 Hinh 2 8 INL cua mét
bé ADC 3 bit 3 17 Hinh 2 9 Spu ri ous
Free Dy na mi c Range 5 19 Hinh 2 10
Kién truc b ADC truyén théng 6 20 Hinh
2 11 Lwu d0 thuat toan bo kién truc ADC
dé& nghi 22 Hinh 2 12 Kién tric bo ADC 4
bit d& nghi 7 23 Hinh 2 13 Kién tric SAR
ADCs don gian 9 24 Hinh 2 14 Minh hoa
nhwoc diém clia SAR ADC so véi Flash
ADC 26 Hinh 2 15 Kién tric SAR c¢6 kha
nang dong bo CLK 28 Hinh 3 1 M6 hinh
co ban cla bd so sanh 29 Hinh 3 2 So
d6 khdi bd so sanh 30 Hinh 3 3 Bac
tuyén truyén dat cta b so sanh 31 Hinh
34 CacthamsbcuaComparatorly
twédng 32 Hinh 3 5 Input C om mon Mode
Vol ta ge 33 Hinh 3 6 Tham s6 Gain B an
dwidth Op amp 34 V Hinh 3 7 Tham sb
slew rate 34 Hinh 3 8 Tham sb vo | ta ge
swing 35 Hinh 3 9 C4u tric bd so sanh
CMOS SR Latch 37 Hinh 3 10 Co ché
phoéng xa cda tu & M6 9 38 Hinh 3 11
Hinh minh hoa tin hiéu INV1 INV2 cla
khbi CMOS latch 39 Hinh 3 12 Kién tric
co m pa ra to r ddng bé xung CLK 39
Hinh 3 13 Hinh minh hoa qua trinh tao
xung CLK1 tr xung CLKO 40 Hinh 4 1
CAu tric bé co m para tor CMOS SR
latch 42 Hinh 4 2 Quy trinh thiét ké cho
mach 4 bit flash ADC dang néi tiép 43
Hinh 4 3 Céch tinh thoi gian tré cua
mach 44 Hinh 4 4 Anh huéng cla Vg1
t&i tré ctia mach 45 Hinh 4 5 Anh huéng
cua kich thwéc s6 fin ger ctia M1 t&i tré
clGia mach 45 Hinh 4 6 Xac dinh sé fin
ger N2 va N3 cua M2 va M3 46 Hinh 4 7
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Ngudn

Minh hoa M4 M5 trén CMOS SR latch 47
Hinh 4 8 Xac dinh N4 N5 cua M4 M5 47
Hinh 4 9 Xac dinh kich thwéc cla tirng f
in ger N6 N7 48 Hinh 4 10 Xac dinh kich
thwdc cia N8 N9 49 Hinh 4 11 Khéi
NOR?2 a va Khéi in ve r te r b 50 Hinh 4
12 Mach nguyén ly MUX 21 a va két qua
mo6 phéng MUX 2 1 b 51 Hinh 4 13 So
dd bd MUX 41 a va Két qua mé phdng
MUX 4 1 b 52 Hinh 4 14 So d6 bd MUX
81 a két qua mé phdng MUX 81 b 53
Hinh 4 15 Mach nguyén ly cta 4 bit flash
ADC 54 Hinh 4 16 S&r dung xung ramp
tai dau vao ADC 55 Hinh 4 17 Tham sb
DNL va INL cta 4 bit flash ADC dang néi
tiép 56 Hinh 4 18 Két qua dang séng sau
khi qua b DAC ly twéng 57 Hinh 4 19
Két qua dat dwoc sau khi bién déi Fou ri
er 58 Hinh 4 20 Hinh minh hoa th( tw
trén dwai cac layer 61 Hinh 4 21 So d6
stich di ag ram ctia kh6i NAND3 62 Hinh
4 22 Mach nguyén ly cdng login AND ba
d4u vao 62 VI Hinh 4 23 Hinh minh hoa
so d6 share gate khi thiét ké AND3 63
Hinh 4 24 So d6 thiét ké AND3 m&i méi
tra n si s to r gédm hai f in ger 63 Hinh 4
25 Minh hoa cac linh kién CMOS co ban
64 Hinh 4 26 Thiét ké la you t ca khdi
com parator65Hinh 4 27 So db la
you t khdi mux21 65 Hinh 4 28 So db la
you t khéi ADC 66 VII DANH SACH
BANG BIEU Bang 2 1 Bang téng két so
sanh wu va nhwoc diém gilra cac kién
trac ADC 25 Bang 3 1 Bang so sanh
tham sb clia co m para to r ly twéng va
thwe té 32 Bang 3 2 Bang trang thai cta
SR latch 38 Bang 4 1 Bang yéu cau thiét
ké cho cAu tric 4 bit flash ADC dang ndi
tiep 41 Bang 4 2 Bang trang thai cho b6
MUX 2 1 51 Bang 4 3 Bang trang thai
cho bé MUX 4 1 52 Bang 4 4 Bang trang
thai cho b MUX 81 53 Bang 4 5 Bang
cac gia tri DNL va INL 55 Bang 4 6 Bang
két qua dat dwoc clia mach 4 bit flash
ADC dang néi tiép 58 Bang 4 7 Bang so
sanh cac két qua vdi cac bai bao cong
bd IEEE 59 Bang 4 8 so sanh hai céu
tric 4 bit flash ADC dang néi tiép Se ri es
Flash ADC va 4 bit flash ADC truyén
théng Co ven ti o na | Flash ADC 69 VIII
DANH SACH CAC TU VIET TAT ADC
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con du c to r Metal oxide se mi con du c
to r B chuyén dbi twong tw s6 Hé thng
vé tinh dan duong toan cau Hé thong
dinh vi toan cau Tan so vo tuyén K hu
éch dai tap am thap Céng nghé st dung
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2.4. Phan tich so sanh cac hé théng phat
hién xadm nhap

Ngudn

Mac du kinh té ¢ nhiéu kh khan do chiu
anh hwdng ¢ a cudc kh ng hoang kinh té
toan hoat déng xam nhap tir cac may
chu nghi ngd Hé thdng phat hién xam
nhap mém Ciing twong tw nhw trong
phan céng nghé cu a IDS Hé thdng phat
hién xam nhap cirng cisco Cisco cung
cap nhiéu loai thiét bi phat hién xam
nhap co nhiéu nén cam bién cho phép
quyét dinh vj tri t6t nhat dé giam sat hoat
ddng xam nhap cho hé thdng 2 2 4 Phan
loai 2 2 4 1 IPS ngoai lubng P ro mi s cu
ous Mode IPS 2 2 4 2 IPS trong lubng In
line IPS2 3 Sosanh IDSva IPS 2 3 1 Sy
giéng nhau 11 Déu 1a hé théng phat hién
xam nhap dung hé théng phan cirng
hodc phan mém co chirc nang tw dong
theo doi cac sw kién 3<ay ra trén hé thong
may tinh phan tich dé phat hién ra cac
van de lién quan dén an ninh bao méat
Khi ma sé vu tan céng dét nhap vao cac
hé théng may tinh mang ngay cang tang
hé thong phat hién xam nhap cang coy
nghia 2 2 2 1 Phat hién sy bat thwéong
10222 2 Kiém tra lam phat222 3
Kiém tra cac chinh sach 2 2 2 4 Phan
tich giao thire 2 2 3 Céng nghé Chu dong
bao vé tai nguyén hé thong mang la xu
hwéng mai nhat trong bao mat Hau hét
cac hé thong phat hién xam nhap IDS
thu dong giam sat hé théng cho cac dau
hiéu cu a hoat déng xadm nhap Khi hoat
dong xam nhap duwgc phat hién IDS cung
cap kha nang cho viéc pho ng chong kho
khan va huwéng gidi quyét khi trién khai
hé thdng pho ng chdng xam nhap trén
mot hé théng mang thuc té 3 52 Nhan
xét va danh gia Uu diém Sau khi nghién
ctru tim hiéu cdng nghé pho ng chong
xam nhap IDS IPS qua mét trong do ng
thiét bj dién hinh cu a Cisco IDS 4215
em nhan thay thiét bi nay co kha nang
pho ng chéng dwoc hau hét cac tan cong
trong tAm hiéu biét cu a cac hacker binh
thwéng hién nay cu a cac hé théng IPS
M6t hé thdng IPS 12 co thé thwce hién
nhanh chinh xac dwa ra cac théng bao
hop ly phan tich dwoc toan bo thong
Iuong cam bién tbi da ngan chan thanh
céng va chinh sach quan Iy mém déo 2 4
P hw on g phap phat hién xam nhap 2 4

Diém
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Kha nang phan tich mang ma héa

49
Nhan biét mét cudc tAn céng cé thanh
cong hay khong ?

50
Bao vé chdng lai cac cudc tn cong cé
cha dich

50

Nguén DPiém

1 Phat hién d4u hiéu khéng binh thuwong
Heé théng phat hién xam nhap phai co
kha nang phan biét gilra cac hoat déng
théng thwdng cu a nguwdi dung va hoat

http://123doc.org/document/1040698-
nghien-cuu-trien-khai-he-thong-phat-hien-
va-phong-chong-xam-nhap-ids-ps.htm?
page=4

Chtrc nang phan tich mang trong céng
cu nay cling c6 kha nang phan tich cac
giao thirc ma héa nhw HTTP va SSH 1
va chtra cac bd loc d& ndm bat théng tin
tlr mot loat cac co ché xac thwe 1 6 73
https://text.123doc.org/document/
4794717-nghien-cuu-mot-so-ky-thuat-be-
khoa-mat-khau-va-thu-nghiem-tren-
gpu.htm

Khac voi NIDS hoat dong cliing voi cac

b cam bién sen so r ¢6 nhiém vu giam

sat va ngan chan cac cubc tan cong trén

mot ne twork se g men t hay trén toan hé

thdng mang HIDS thwong dwoc cai dat

va giam sét cac hoat dong trén moi may

tinh doc 1ap nén no co thé xac dinh xem 79
mét cudce tan céng cé thanh cdng hay

khéng dwa vao nhirng anh hwéng trén

hé théng

https://text.123doc.org/document/
4079912-bao-cao-ve-snort-tren-
window.htm

Muc tiéu chung cta Group |B tai Viét

Nam la cung cap cho cac té chirc chinh

pht va doanh nghiép sw bao vé chong lai

cac cugc tan cbng c6 cha dich phan

m@m ddc hai 16 hOng zero day va cac

moi de doa mang khac 100

https://vnreview.vn/headlines-detail/-/
headline/co-quan-nha-nuoc-phai-hop-tac-
de-phong-chong-nguy-co-bi-tan-cong-
mang
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S dung tai nguyén may tinh ctia may
cha

50

B& sung thanh phan Khéng Khéng
Khéng Khéng Co Co

50

Nguén DPiém

Ngoai ra theo ty 1& s lwong nguoi dung
tang nhiéu tai nguyén may tinh ctia may
chu 14 can thiét gay ra sy kho khan trong
viéc nhan ra cac doi twong trong mot thoi
gian thuc

73
https://text.123doc.org/document/
4205840-ap-dung-thuat-toan-surf-va-svm-
trong-viec-xay-dung-ung-dung-quan-ly-
dinh-duong-dua-tren-nen-tang-
android.htm

Déi voi cai tién vé pham vi dbi twong
bang hdi ctia cudc Diéu tra lao déng viéc
lam do TCTK thwe hién nam 2007 da
duwoc thiét ké nham Lan dau tién & Viét
Nam tinh toan dwgc lao ddng dang lam
viéc trong khu vire kinh té phi chinh thire
va lao dong phi chinh thirc & qui mé rong
hon bao gom ca céng viéc chinh va céng
viéc lam thém theo dung dinh nghia do
T chirc lao ddng thé gidi dwa ra ILO
1993 va 2002 va céac dac tinh ctia né Xac
dinh san xuét kinh doanh cda hd va cac
don vi s&n xuét phi chinh thirc d& phdng
vén & giai doan 2 16 Biéu 2 2 Cac dac
diém chinh cta cuéc Diéu tra lao dong
viéc lam do TCTK tién hanh nam 2007
va diéu tra bién ddng dan s6 ngudn lao
dong va ke hoach hoa gia dinh 2008
Nam Thoi gian dieu tra DOi twong dieu
tra Thiét ké mau Téng sb tinh Téng sb 71
don vij diéu tra S6 ho ly thuyét Sb ho
thwe té S6 ho dwoc héi lai NGi dung
Bang hoéi SO lwgng cau hdi That nghiép
Thiéu viéc 1am C6 viéc lam nganh nghé
tinh trang cdng viéc Thanh phan kinh té
Qui m6 doanh nghiép Thu nhap hang
thang Cong viéc phu Két qua Xuét ban
pham Bao cao két qua Tai liéu phan tich
2007 Thang 8 H6 ca nhan 2008 Thang 4
H6 ca nhan 64 5 768 173 040 170 090
Khong 64 3 840 380 000 Chwa c6 Co 1
phan 60 C6 C6 C6 15 Thj trwdng lao
déng Co6 Co6 Co6 C6 Co Co6 Co 1 phan
Khong Khong Khong Co Co Chuwa co
Chuwa c6 Nguon Diéu tra lao dong viéc
lam n&m 2007 Diéu tra bién dong dan sb
ngudn lao ddng va ké hoach hoa gia dinh
2008 Téng cuc Théng ké Tinh toan cla
tac gia
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Nguén DPiém

https://text.123doc.org/document/

4926711-dieu-tra-lao-dong-viec-lam-o-
viet-nam-danh-gia-nhung-cuoc-dieu-tra-

da-thuc-hien-va-khuyen-nghi-cho-thiet-ke-

cuoc-dieu-tra-moi.htm
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Kha nang thich nghi trong cac nén &ng
dung

Ngudn

So sanh gilra NIDS va HIDS Chirc nang
HIDS NIDS Céc danh gia Ca hai déu bao
vé khi user hoat déng khi trong mang
LAN Bao vé ngoai mang LAN Dé dang
cho viéc quan tri Tinh linh hoat HIDS la
hé théng linh hoat hon Gia thanh HIDS 14
hé thdng wu tiét kiém hon néu chon dung
san pham D& dang trong viéc b sung
Bao tao ngan han can thiet HIDS yéu
cau viéc dao tao it hon NIDS Téng gia
thanh HIDS tiéu tén it hon Bang tan can
yéu cau trong LAN 0 2 Network o ve r he
ad 12 Bang tan can yéu cau Inte r ne t
Cac yéu cau ve cong mé rong Bao vé
trong mang LAN Chu ky nang cap cho
cac c li ent Kha nang thich nghi trong cac
nén (rng dung Ché do quét thanh ghi cuc
bo Chi c6 HIDS Twong dwong nhw nhau
xét vé boi canh quan tri chung Ca hai
twong dwong nhau NIDS s dung bang
tan LAN rong con HIDS thi khdng NIDS
can 2 yéu cau bang tan mang déi voi bat
ky mang LAN nao Ca hai deu can bang
tan In te r ne t dé cap nhat kip thoi cac
file mau NIDS yéu cau phai kich hoat mé&
réng céng dé dam bao lwu lwong LAN
cta ban dwoc quét HIDS nang cép tat ca
céc c li ent vai mét file mau trung tam
NIDS c6 kha nang thich nghi trong cac
nén &ng dung hon Chi HIDS méi cé thé
thwe hién cac kiéu quét nay Ban ghi Ca
hai hé théng dé c6 chirc nang ban ghi
Chtre nang canh bao Ca hai hé thong
déu co chirc nang canh bao cho tirng ca
nhan va quan tri vién Quét PAN Chi c6
HIDS quét cac vung mang ca nhan cla
ban Chi cac tinh nang NIDS m¢&i c6
phwong thirc nay Loai bd goi tin 14 Chirc
nang HIDS NIDS Céac danh gia Kién thirc
chuy&n mén Can nhiéu kién thirc chuyén
mon khi cai dat va st dung NIDS dbi voi
toan bd van dé bao mat mang cla ban
Quan ly tap trung NIDS c6 chiém wu thé
hon Kha nang vo hiéu héa cac hé so rui
ro Kha nang cap nhat Cac nut phat hién
nhiéu doan mang LAN NIDS cé hé sé rui
ro nhiéu hon so véi HIDS Ré rang kha
nang nang cap phan mém la dé hon
phan cirng

Diém
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3.1.2. Cac yéu cau phan cirng va phan
méem

Ngudn

https://text.123doc.org/document/
3816855-he-thong-phong-chong-xam-
nhap-mang-snort.htm

Tay tlrng loai ca me ra ma yeu cau ciu
hinh phan ctrng va phan mém khac nhau
Hinh 2 1 C am e ra 3D Real sen se F200
Yéu cau phan ctrng B vi xt ly Intel Core
thé hé th&» 4 Haswell 8GB dung lwong )
cing Intel RealSen se C am e ra cong
két ndi USB 3 0 Yéu can phan mém Hé
diéu hanh 64 bit Mic ro so ft W in do ws 8
1 hoac 10 Microso ft Visual Studio
2010 2015 véi goi cap nhat méi nhat F ra
me work Mic ro so ft NET 4 0 danh cho C
Unity PRO 4 1 0 Mét trong sb cac phién
ban trinh duyét sau Mic ro so ft Inte r ne
tExplorer 1109600 12 Mic ro so ft
Edge 20 10240 16384 0 Goog le Ch ro
me 42 0 2311 Mozil la Fi re fox 37 0 Java
JDK 170110 penCL 12 Cac ngbn
nglr 1ap trinh dwoc Intel RealSen se SDK
hé tro C C Java Ja va Scri pt C UWP 2 2
Thw vién ma nguén m& SDK Thuw vién
SDK cua ca me ra 3D Intel Real sen se
la mét thw vién gobm cac dinh nghia tiéu
chudn va céac thuat toan nhan dién déi
twong

https://text.123doc.org/document/
4339436-tim-hieu-camera-3d-ung-dung-
lap-trinh-giao-tiep-giua-nguoi-va-may-
bang-cac-cu-chi-cua-tay.htm

Diém
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Security Onion chi hé tro' kién tric
x86-64.

Ngudn

Thang tiép theo trang mang Ars Tech ni
ca giri mot bai viét théng bao rang doi
ngi phat trién KDE mudn chuyén tw
KHTML sang WebKit 13 Phat trién sau
nay sra stka ma ngudn Vao thang 11
n&m 2007 dy an théng bao rang da hoan
thanh hé tro’ cho cac phwong tién chirc
nang cta HTML 5 cho phép cac doan
video nhung duwgc dwng hinh va diéu
khién trong WebKit 14 Vao ngay 2 thang
6 2008 dy an WebKit théng bao rang ho
da viét lai Ja va Sc ri ptCo re thanh S qui
r re IFish mét trinh théng dich by te co de
15 16 Dy an tiép tuc phat trién né thanh
S qui r re IFish Ex tre me viét tat SFX ra
mat vao ngay 18 thang 9 2008 hoat déng
bang cach bién dich Ja va Sc ri pt thanh
ma may viéc tlr bo thong dich by te co de
da giup tang toc cac doan ma Ja va Sc ri
pt 17 Trwée day SFX chi ho tro kién tric
x86 nhwng vao cubdi thang 1 nam 2009
SFX da c6 thé chay trong Mac OS X voi
kién tric x86 64 va no6 da vuwot qua tat ca
cac bai kiem tra trén nén tang nay 18 St
dung stra stta ma nguon WebKit dugc
s dung nhw 1a mdt ¢cd may dwng hinh
cho Safa ri chay trén Mac OS X W in do
ws va iP ho ne OS

https://vi.wikipedia.org/wiki/WebKit

Diém
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Hinh 3.6:Kiém tra thanh phan NIDS.

Ngudn

11 2 Phan loai 2 1 3 hdi Wu nhuwoc diém
va tdm quan trong cta gach khéng nung
dbi v&i van dé kinh té xa 3 1 4 Tinh hinh
san xuat va st dung gach khéng nung &
Viét Nam 12 4 1 5 Tinh hinh san xuét
gach khéng nung trén thé gi¢i 126 1 6
Muc tiéu ctia dé tai 7 C hw on g Il CO
SO LY THUYET 102 1 Co s& héa ly 10
2 1 1 Ban chét cla chat két dinh xi mang
Portland XMP 1102 1 1 1 Qua trinh
doéng rén ctia XMP 1 10 2 1 2 Ban chét
cta cbt liéu 132 1 3 P hw on g phap tao
hinh 14 2 1 4 Quy trinh bdo dwéng gach
sau khi tao hinh 2152 2 Co s& cac
phwong phap nghién ctru 16 2 2 1 Xac
dinh thanh phan héa bang huynh quang
tiaXXRF16222D6hutvoi1622 3
Xac dinh thanh phan hat 16 2 2 4 Xac
dinh thanh phan héa bang phwong phap
phd hdng ngoai IR 17 2 2 5 Xac dinh
thanh phan khoang bang phwong phap
nhiéu xa tia X XRD 4 17 2 2 6 Phan tich
nhiét vi sai DTA 4 18 2 2 7 Quan sat bé
mat kinh hién vi dién t quét SEM 4 18 2
2 8 Xac dinh tinh chét co’ ly clia san
phim 3 18 C hw on g Il NGUYEN LIEU
193 1Cbtlieu19311BUNdd19312
Da mi 26 iv 3 2 Chét két dinh 26 3 3 Phu
gia 26 C hwr on g IV THUC NGHIEM VA
KET QUA 31 4 1 Quy trinh tién hanh thi
nghiém31411Soddchung31412T
hu yét minh so d6 chung 32 4 2 Thi
nghiém 32 4 2 1 Khéo sat lwgng chét két
dinh xi m&ng Ha Long PCB 40 can st
dung 32 4 2 2 Khao sat dd 4m tao hinh
34 4 2 3 Khdo sat ap lwc ép 354 2 3 Xac
dinh pH cta bun dé va xi than 36 4 2 4
Tinh thanh phan phéi liéu 38 4 2 5 Do do
bén san pham 39 4 2 51 Do bén ubn 3
394 252D bén nén 348 4 2 6 Kiém
tra thanh phan khoang ctia mau cé
cwdng dd nén cao 50 4 2 7 Kiém tra pH
clia san sau cung 51 4 2 7 1 Kiém tra do
giam pH cda bun do khi cho xi than vao
514 2 7 2 So sanh pH cuia phéi liéu ban
dau va pH cla san phdm 52 C hw on g vV
KET LUAN VA KIEN NGHI 55 5 1 Két
luan 55 5 2 Kién nghi 55 TAI LIEU THAM
KHAO 57 Phu luc A Két qua do do hut
voi ctia xi than 58 Phu luc B Két qua do
dd bén udn cta cac mau gach 59 Phu

Diém
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Ngudn

luc C Phd nhiéu xa tia X 62 v DANH
SACH HINH VE Hinh 1 1 Mét s loai
gach khoéng nung trén thj trwdng hién
nay 1 Hinh 1 2 M6t sé chiing loai gach
khéng nung hién nay 8 Hinh 2 1 Co ché
po ly me r héa clia dat 8 14 Hinh 3 1 Cac
dang tén tai ctia B au xi t trong tw nhién
20 Hinh 3 2 Quy trinh luyén nhém béng
cong nghé Bayer 20 Hinh 3 3 Phb héng
ngoai ctia bun dé 21 Hinh 3 4 Phé nhiéu
xa tia X cia bun dé 22 Hinh 3 5 Biéu db
biéu thj pH ctia bun d6 tng voi tirng
lugng nwoc cu thé 24 Hinh 3 6 Két qua
phan tich c& hat ctia bun dé bang
phwong phap Lazer 25 Hinh 3 7 Phd
nhiéu xa tia X XRD cGia mau xi than 28
Hinh 4 1 So’ d6 chung cutia qua trinh tién
hanh thi nghiém 31 Hinh 4 2 Biéu d6
biéu thi cwng d6 ubn clia mau &ng voi
teng ham lwgng xi mang 33 Hinh 4 3
Biéu dd biéu thi d6 bén ubn clia mau tng
VvGi trng 4o am tao hinh 34 Hinh 4 4
Biéu dd biéu thi d6 bén ubn clia mau tng
voi tirng ap lwc tao hinh mau 35 Hinh 4 5
Biéu dd biéu thi pH ctia bun d3 trng v6i
tirng lwong nwdc cu thé 36 Hinh 4 6 Biéu
dd biéu thi pH ctia xi than &ng véi tlng
lwong nuwoc cu the 37 Hinh 4 7 Bieu do
biéu thi d6 bén ubn cla cac mau khong
chiva @& mi & 8 ngay tudi 41 Hinh 4 8
Biéu dd biéu thi d6 bén ubn clha cac mau
cO chira da mi & 8 ngay tu0| 42 Hinh 4 9
Biéu dd biéu thi d6 bén ubn clia mau chi
chiva xi mé&ng va bun dé & 28 ngay tudi
43 Hinh 4 10 Biéu do biéu thj dé bén ubn
cla cac mau khéng chira da mi & 8 ngay
tudi 45 Hinh 4 11 Biéu dd biéu thi d6 bén
udn ctia cac mau cé chiva 1 da mi & 28
ngay tudi 46 Hinh 4 12 Biéu dé biéu thj
do bén udn cla cac mau c6 chra 2 da
mi & 28 ngay tudi 47 Hinh 4 13 Biéu d6
biéu thi cwdng d6 nén cla cac td mau 20
5128va2052 2849 Hinh 4 14 Phé
nhiéu xa tia X ctia t6 mau 20 5 1 28 50
Hinh 4 15 Biéu dd biéu thi pH ctia 40g
bun dé khi tang lwgng xi than cho vao 52
vi DANH SACH BANG BIEU Bang 3 1
Cac khoang t6n tai trong quang B au xi t
19 Bang 3 2 Thanh phan hoéa cta bun dé
21 Bang 3 3 pH cta bun dé ng voi
100ml nwéc 23 Bang 3 4 pH cla bun dé
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Ngudn

rng v&i 200ml nwéec 23 Bang 3 5 pH cua
bun dé trng véi 300ml nwéc 23 Bang 3 6
Céac thong sb ky thuat clia xi mang Ha
Long PCB 40 26 Bang 3 7 Thanh phan
hoda cta xi 27 Bang 3 8 D6 hut voi caa xi
than 29 Bang 4 1 Cudng do ubn & 28
ngay tudi ciia cac mau rng voi trng
lwong xi mang trong thanh phan phdi liéu
33 Bang 4 2 E)o bén ubn clia mau (rng
véi tirng d6 am tao hinh khac nhau 34
Bang 4 3 D6 bén ubn clia mau &ng voi
ttrng ap lwc ép tao hinh 35 Bang 4 4 pH
clia bun dé trng véi 100ml nwéc 36 Bang
4 5 pH cha bun dé (rng v&i 200ml nwéc
36 Bang 4 6 pH cta bun dé ng voi
300ml nwée 36 Bang 4 7 pH cua xi than
trng v&i 100ml H20 37 Bang 4 8 pH cua
xi than (rng v&i 200ml H20 37 Bang 4 9
pH cua xi than &ng v&i 300ml H20 37
Bang 4 10 Thanh phan phéi liéu 38 Bang
4 11 D6 bén udn trung binh clia cac mau
khong chira da mi & 8 ngay tudi 40 Bang
4 12 Do bén udn trung binh ctia cac mau
cO chira da mi & 8 ngay tudi 41 Bang 4
13 P& bén udn trung binh cla cac mau
chi chira xi mang va bun dé & 28 ngay
tudi 43 Bang 4 14 D6 bén ubn trung binh
clia cac mau khong chira da mi & 28
ngay tudi 44 Bang 4 15 B0 bén uon trung
binh ctia cac mau co chira 1 da mi & 28
ngay tudi 45 Bang 4 16 Do bén udn trung
binh clia cac mau co chira 2 da mi & 28
ngay tudi 47 Bang 4 17 D6 bén nén cla
t6 mau 20 5 1 28 49 vii Bang 4 18 Do
bé&n nén ctia td mau 20 5 2 28 49 Bang 4
19 pH cla 40g bun dé khi tang lwong xi
than cho vao 51 Bang 4 20 pH cla phdi
li&u ban dau va ctia san pham cé thanh
phan phéi liéu 20 xi than 5 xi mang 1 da
mi 42 ngay tudi 53 Bang 4 21 pH cla
phéi liéu ban dau va ctia san pham co
thanh phan phéi liéu 20 xi than 5 xi mang
2 da mi 42 ngay tudi 53 viii C hwon g |
TONG QUAN 1 1 Gach khéng nung la gi

https://text.123doc.org/document/

3924389-nghien-cuu-gach-khong-nung-

tu-bun-do-thuyet-minh.htm

Diém
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Diéu nay c6 thé dan dén hau qua khong
mong muon.

Ngudn

trong nghiép vu giao nhan va kiém tra
hang hoa ngay truwdc khi hang hoa nhap
cang cong ty giao trach nhiém chuén bj
chirng tir cho can bd nghiép vu d6i véi
hop ddng nhap khau truc tiép cong ty
thwdng thué doanh nghiép chuyén giao
nhan dam nhiém cho nén hoan toan co
thé yén tam chat lwong dbi véi cac don
dat hang nhap khau uj/ thac cong ty da
két h0’p dwoc khau tiép nhan hang nhap
khau vGOi nghiép vu giao hang nang cao
doi sbng cdong nhan vién cu thé hon
trong quy trinh nghiép vu nhap khau
cong ty da c6 nhirng wu diém trong
nghiép vu mé thuw tin dung cong ty
thwdng nhap khau theo hinh thirc uy
thac cho nén sau khi nhan dwoc thong
bao clia cong ty don vi dat hang trong
nwdc co trach nhiém chuyen tién ky quy
cho cong ty ding han dé cong ty tién
hanh mé | ¢ cho kip tién dd giao hang
cho nén céng ty khédng phai qua nhan
hang cua ngan hang doanh nghlep nay
sé tién hanh van chuyen |6 hang nay vé
kho cuiia cong ty & xuan dinh hoac hwng
yén cong ty chi viéc chuén bj kho dé
nhan hang va lam tha tuc lwu kho 16
hang dé sau mét ngay tiép nhan va van
chuyén hang hoa doanh nghiép van tai
sé giao lai toan bé cac chirng tir giao
nhan can thiét ddm bao cho tan héng ha
co thé giai quy t ndt cac tha tuc con lai
doi vai 16 hang nhap toi da 120 ngay ké
tlr ngay thh hoan tat viéc giao hang 2 3 6
khiéu nai va xt ly vi pham hop déng
thuwdng trong qua trinh giao nhan hang
hoa néu thay hang hoa c6 diu hiéu bi
tbn that cong ty hodc cac doanh nghiép
thay mét cong ty dé nhan hang sé moi
cong ty giam dinh dé c6 thé khiéu nai
nguwdi ban ngwoi chuyén ché hay nguwoi
bao hiém khi phat hién hang bi d6 v&
ho&c hw hong cong ty lap bién ban hang
dd phong & cong ty tnhh tan hdng ha
nhw vay quy trinh nghiép vu nhap khau
hang hoa phai trai qua cac bwéc tuan
theo mét trinh tw va cd lién quan chat
ché véi nhau du mot sai s6t nhé cling co
thé dan dén hau qua khoéng mong muén
cho nén cdng ty hoan thanh tét tat ca cac
khau khéng dé& moét 16i IAm nhé xay ra bat

Diém

84



Trang

63

Cau trung lap

Két qua thu dwoc nhw hinh sau:

Nguén DPiém

dau tir khau tiép nhan hang hoa diéu nay
glup cho cbng tac giao nhan hang hoa
cua cong ty di&n ra hop déng nhap khau
theo diéu kién c f cho nén bén ban khéng
c6 nghia vu mua bao hiém cho hang hoa
nhwng viéc mua bao hiém cho hang hoa
la rat can thiét dac biét la hang hoa van
chuyén bang duong bién do thién tai
cuwop bién viéc mua bao hiém hang hoa
nhap khau gitp coéng ty chuyén giao rdi
ro ctia minh cho cac coéng ty bdo hiém
mdrc phi bao hiém khéng cao ma céng ty
c6 thé dugc an tam khi hang hoa xay
hiém khi c6 ton that xay ra cho nén cong
ty tien hanh xem xét ky lwdng dam bao
tinh chinh xac 2 3 3 lam thu tuc hai quan
viéc lam thu tuc hai quan cho 16 hang
nhap khau clia cdng ty tan hong ha kha
don gian hang hoa cua cong ty thwong
nhap khau theo diéu kién cfr cho nén
ngwdi ban nwéc ngoai sé tién hanh thué
tau tiép theo bén ban sé& fax chirng tir
giao hang cho cong ty va gui tiep mét bd
chirng tir goc

http://123doc.org/document/685401-
chuong-2-phan-tich-quy-trinh-nghiep-vu-
nhap-khau-hang-hoa-o-cong-ty-tnhh-tan-
hong-ha.htm

Két qua thu dwoc nhw hinh sau Tubi Thu

nhap Dwéi 100 000 Twr 100 000 dén 399

599 Trén 400 000 Dwéi406 95 T 40

dén 54 18 19 8 Trén 54 11 12 17 V6i

murc y nghla 1 kiém dinh gia thiét cho

rang tudi va mire thu nhap cé quan hé 100
v@i nhau hay khdng

https://text.123doc.org/document/
3038740-bao-cao-bai-tap-lon-xac-suat-
thong-ke.htm
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3.3.1.3. Tan cong giao thirc FTP

Ngudn

P hw on g phap wa te r ma r ki ng dung
bién dbi Wa ve le ts 61 4 4 1 Ly do dung
phén tichwavelet61442Watermar
ki ng dung phén tichwavelet6244 3
Wa te r ma r ki ng anh sé dung bién ddi
Wa ve le ts 65 4 4 3 1 Qua trinh nhung
wa te r ma rk 66 4 4 3 2 Qua trinh trich
wa te rma rk 66 4 4 3 3 Kiém tra tinh
bén virng 66 C huw on g V Cac dang tan
cbng 69 5 1 Khai quat vé tan céng 69 v 5
2 Van dé bao mat 71 5 3 Phan loai tan
cong cdy 7153 1 Tan cong loai bd R
emovalattack 72532 Tan cong hinh
hoc Geome tricattack 73533 Tan
cbng ma héa Cryp to g ra phi c at ta ck
7353 4 Tan cong giao thirc Pro to ca |
atta ck 74 5 4 So lwoc bién phap chéng
lai nhitng ké tAn cong 74 5 5 Gii thiéu
vé chuan nén JPEG 76 5 6 Gidi thiéu vé
chuén nén JPEG 2000 77 Chw on g 6
Giai thuat mé phdng 78 6 1 Lwu db giai
thuat 78 6 2 Cac buwdéc thye hién 83 C hw
on g 7 Két qua wa te r ma r ki ng trong
mién wa ve le ts 84 7 1 Giao dién
chwong trinh 84 7 2 Khao sat qua trinh
wa te r ma r ki ng trong trweo'ng hgp chuwa
bi tAn cong 87 7 2 1 Khdo sat viéc lyc
chon anh wa te rma rk 87 7 2 2 Khao sat
viéc Iwa chon kich thuéc anh gbc 89 7 2
3 Khao sat viéc Iwa chon bang tan nhung
90 7 2 4 Khao sat viéc lwa chon cac ho
wa ve le ts 92 7 3 Khao sat anh sau wa
te r ma r ki ng bi tAn cong 957 3 1 Tan
coéng bang nén JPEG 95 7 3 2 Tan cong
bang nén JPEG 2000 95 7 3 3 Tan cong
bang cac thao tac xtr ly anh 96 vi Két
luén va huéng phat trién 99 Tai lieu tham
khao vii DANH MUC CAC KY HIEU CAC
CHU VIET TAT CWT Con ti nu ous Wa
ve le t T ran sform Bién d6i Wa ve le t
lién tuc DCT Discre te Cosine T ran
sform Bién ddi Co si ne roi rac DES Data
Encryp tion S tan da rd Chuan mat ma
héa dir liéu DFT Discre te Fourier T ran
sform Bién dbi Fou ri er roi rac DVD Di gi
ta | Ver sa ti le Disc Bia quang DWT Disc
re te Wa ve le t T ran sform Bién d6i Wa
ve le t roi rac EZW Em be dde d Ze ro
tre e Wa ve le t Wa ve le t cay zero HVS
Human vi su al sys tem Hé théng cdm
nhan nhin & ngwdi IDWT In ve rt Disc re
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Nguén DPiém

te Wa ve le t T ran sform Bién dbi Wa ve
le t r&i rac ngwoc JPEG Joint P hoto g
ra phi ¢ Ex pe rts Group Chuan nén anh
JPEG quéc té JPEG 200 JointPhoto g
ra phi ¢ Ex pe rts Group 2000 Chuén nén
anh JPEG 2000 MRA Multi Re so lu ti on
A naly si s Phan tich da phan giai MSE
Mean S qua re Error Sai s6 binh phwong
trung binh PSNR Peak Sig na | to Noise
Ratio Ti sé dinh tin hiéu trén nhiéu QMF
Quard ra tu re Mirro r Fil te rs B0 loc
guong cau t&¢ phwong RSA Ri ve st S ha
mi r va Ad lem an P hw on g phap bao
mat di liéu STFT Short Time Fourier T
ran sform Bién ddi Fou ri er thdi gian
ngan WDT Wa ve le t De co mpo si ti on
Tree Cay phan giai Wa ve le t viii DANH
MUC CAC BANG Bang 7 1 Anh sau khi
nhing wa te r ma rk twong tng voi 6 anh
goc MSE PSNR va céac gia tri twong
quan voi wa te rma rk la co py ri ght 101
Bang 7 2 Anh wa te r ma rk trich MSE
PSNR va hé s6 twong quan véiwa te r
ma rk 1a Copy ri ght 102 Bang 7 3 Anh
sau khi nhung twong rng 5 wa te r ma rk
khac nhau vao anh gbéc Lena MSE PSNR
va cac gia tri twong quan 103 Bang 7 4
Anh sau khi nhing twong &rng 4 anh gbc
¢6 kich thwéc khac nhau MSE PSNR va
cac gia tri twong quan v&i wa te r ma rk
la S qua re 104 Bang 7 5 Anh sau khi
nhung anh s qua re vao anh f lo wer
MSE PSNR va cac gia tri twong quan voi
cac bang tan nhing khac nhau 107 Bang
7 6 Anh sau khi nhiing &nh s qua re vao
anh f lo wer MSE PSNR va cac gia tri
twong quan v&i cac ham phéan tich wa ve
le t khac nhau 108 Béng 7 7 Anh trich
MSE PSNR va twong quan gi(ra wa te r
ma rk trich va wa te r ma rk sau khi tan
cong JPEG v&i cac ti 1é nén khac nhau
ciaanhgbcflowerwatermarklas
qua re 110 Bang 7 8 Anh trich MSE
PSNR va twong quan gitra wa te r ma rk
trich va wa te r ma rk sau khi tdn céng
JPEG 2000 v¢i cac ti 1é nén khac nhau
ciaanhgbcflowerwatermarklas
qua re 111 Bang 7 9 Anh trich MSE
PSNR va cac hé sb twong quan sau khi
tan cong JPEG 2000 sau mét sb tan
coéng x& ly anh 112 ix DANH MUC CAC
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Ngudn

HINH VE DO THI Hinh 1 1 M6 hinh gidu
thong tin trong anh trang 4 Hinh 1 2
Phéan loai wa te rmar king 9 Hinh 1 3
Phan loai cac thuat toan wa te r ma r ki
ng dwa trén mién bién dbi dung cho qua
trinh nhing wa te r ma r ki ng 10 Hinh 1
4 Phan loai thuat toan wa te r ma r ki ng
dwa vao (rng dung cta wa te r ma r ki ng
11 Hinh 2 1 M6 hinh giu di liéu dang
tbng quat 15 Hinh 2 2 M6 hinh tbng quat
giai doan nhidng dir liéu 17 Hinh 2 3 M6
hinh phan phéi anh watermarked 18
Hinh 2 4 M6 hinh trich anhwatermar
ke d 19 Hinh 2 5 M6 hinh giai doan phat
hién wa te r ma rk 20 Hinh 2 6 M6 ta do
nhay twong phan 23 Hinh 2 7 M6 ta ham
mat dé chéi 24 Hinh 2 8 Hiéu (rng Mach
band 24 Hinh 3 1 Bién d6i Fou ri er 33
Hinh 3 2 Bién D6i Fou ri er thoi gian
ngén 35 Hinh 3 3 Bién d6i Wa ve le t 38
Hinh 3 4 M6 ta cac mién bién déi cta tin
hiéu 38 Hinh 3 5 Séng sin vawa ve le t
39 Hinh 3 6 C4c thanh phan séng sin voi
cac tan s6 khac nhau 40 Hinh 3 7 Cac
thanh phan wa ve le t twong rng v&i cac
ti 18 va vi tri khac nhau 41 Hinh 3 8 Bién
déi wa ve le t r&vi rac cla tin hiéu 44 Hinh
3 9 Qua trinh phan tich tin hiéu dung
bién d6i DWT moét chiéu 44 x Hinh 3 10
Minh hoa DWT hai chiéu cho anh 45
Hinh 3 11 Phan tich tin hiéu da mirc 46
Hinh 3 12 Minh hoa DWT kiéu dya di ¢
murc 3 46 Hinh 3 13 Qua trinh phéan tich
va tdng hop da mirc dung DWT 47 Hinh
3 14 B6 loc hai kénh cho day ma héa va
gidi ma mot chiéu 48 Hinh 3 15 Ham y t
cta bién dbi Haar 50 Hinh 3 16 Ham y t
cla ho bién ddi D au be chies n vdin 2
34 551 Hinh 3 17 M6t vai ham y t cla
cac cap ho bién ddi Bior tho go na | 52
Hinh 3 18 Ham y t cGia ho bién dbi C oi f
le ts 52 Hinh 3 19 M6t vao ham y t clia
ho bién ddi Sym le ts 53 Hinh 3 20 Ham
y t clia bién d6i Mor le t 53 Hinh 3 21
Ham g t cGa bién déi Me xi can Hat 54
Hinh 3 22 Ham y t cGa bién d6i Meyer
54 Hinh 4 1 Khbi 8x8 anh riing cay 57
Hinh 4 2 So' d6 khéi qua trinh tao wa te r
ma rk 59 Hinh 4 3 So' d6 wa te r ma r ki
ng tébng quat dung Wa ve le t 61 Hinh 4 4
Két qua phan tich DWT &nh 63 Hinh 4 5

Diém



Trang

74

Cau trung lap

Hwéng phat trién cla luan van:

Nguén DPiém

So d6 thwe hién nhing wa te r ma rk 66
Hinh 4 6 So dé thwc hién trich wa te r
ma rk 67 Hinh 4 7 So' d6 mé ta anh wa te
rmar ke d trong thuc té 68 Hinh 5 1 Cac
tan cong l1én anh wa te rmar ke d 70
Hinh 5 2 Phan loai tAn céng vé y 72 Hinh
6 1 Lwu d6 giai thuat qua trinh nhing wa
te r ma rk 76 xi Hinh 6 2 Lwu d6 giai
thuat qua trinh trich wa te rma rk 77
Hinh 6 3 Lwu dd giai thuat phan tich wa
ve le t 1D da mirc 78 Hinh 6 4 Lwu d6
giai thuat khoi phuc wa ve le t 1D da mirc
78 Hinh 6 5 Lwu d6 giai thuat phan tich
wa ve le t 2D da mirc 79 Hinh 6 6 Lwu db
giadi thuat khoi phuc wa ve le t 2D da murc
80 Hinh 7 1 Giao dién mé phéng wa te r
ma r ki ng &nh s6 dung wa ve le ts 84
Hinh 7 2 Qua trinh nhung anh co py ri
ght vao trong anh gbc Lena 85 Hinh 7 3
PSNR Cor re la ti on cia anh nhdng voi
céac bang tan khac nhau 92 Hinh 7 4
PSNR Cor re la ti on anh nhing twong
trng voi cac ham wa ve le ts khac nhau
Haar db1 db2 db3 sym2 bior1 1 bior1 3
94 xii MO’ DAU Su phét trién cta kj
thuat nén nhw la nén JPEG MPEG va
JPEG 2000 27 31 cho phép st dung phd
bién cac rng dung da phwong tién

https://text.123doc.org/document/
2307993-watermarking-dung-wavelets-
doi-voi-anh-so.htm

Cong khai cong tac thiét ké dd thj trén co
s¢ lay y kien cta cong dong dan cuw 95
Thanh lap Ban quan ly cac dw an ve thiét
ké db thi cho tuyén va khu viwc Khu pho
cii 1an can P hw on g hwéng phat trién
cua luén van Pham vi nghién ciru moi
dau chi c6 tinh chat de xuat cac giai
phap can phai nghién ctru sédu hon mét 100
s0 van dé Khao sat khoa hoc diéu tra
toan dién théng qua phiéu y kién cua
ngwoi dan tw van cla chuyén gia

https://text.123doc.org/document/
4337250-to-chuc-khong-gian-kien-truc-
canh-quan-tuyen-duong-van-phuc-quan-
ba-dinh-thanh-pho-ha-noi-tt.htm



Trang

75

75

Trang

DANH MUC CAC TAI LIEU THAM KHAO

Nha xuét ban Théng tin va Truyén théng,

2020.

Cau trung lap

Céau trung lap

Ngudn

Tuy nhién khé cé thé néi rang thich lam
viéc v&i ngudi lanh dao uy tin hay lam
viéc v&i nguoi 1anh dao cai cach béi vi
con tly thudc vao hoan canh thyc té tai
m&i thoi diém khac nhau clia sy phat
trién t& chive DANH MUC CAC TAI LIEU
THAM KHAO 1

https://text.123doc.org/document/
4392505-bai-tap-phat-trien-kha-nang-
lanh-dao-47.htm

Cubn sach Phap luat dat dai trong hoat
dong nghé luat sw tac giad N gu yén Minh
Hang cha bién Nha xuat ban Théng tin
va truyén théng 2013

https://text.123doc.org/document/
4306863-hop-dong-chuyen-nhuong-
quyen-su-dung-dat-o-theo-phap-luat-hien-
hanh-cua-viet-nam.htm

Nguén

Diém

100

87

Ly do



