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MO PAU

Hién nay céac cudc tin cdng xam nhap ngay cang tan dung céc 16 hong, diém yéu cua hé
thdng mot cach tinh vi, gay ra méi de doa téi sy an toan thng tin. Cac cudc tan cong co thé
dén tir nhiéu hudng theo cac cach khac nhau, do dé can phai dua ra cac chinh sach va bién
phap dé phong can thiét. Muc dich cudi cling caa an toan bao mat hé thdng thong tin va tai
nguyén theo cac yéu cau sau:[1]

- Pam bao tinh bi mat (Confidentiality): Thong tin khdng thé bi truy nhap
tréi phép bai nhitg ngudi khdng ¢ tham quyén.

- Pam bao tinh nguyén ven (Intergrity): Thong tin khéng thé bi sira ddi, bi
lam gia boi nhimg nguoi khdng ¢ tham quyen.

- Bam bao tinh sin ding (Availability): Théng tin ludn sin sang dé dap
ng str dung cho ngudi c6 tham quyén.

- Pam bao tinh khong thé tir chi (Non-repudiation): Théng tin dugc cam
két v& mat phap luat caa ngudi cung cap.

Lu4n vin nay nghién cttu cac vé xam nhap hé thdng théng tin va céc giai phap phat hién
xam nhap hé théng, phan tich dic tinh, phuong thic hoat dong, danh gia vu nhuoc diém va
tinh ¢ng dung trong thuc té. Luan vin bao gém 3 chwong véi noi dung sau:

Chuong I: Téng quan vé& xam nhap va phat hiém xam nhap. Trinh bay tong quan xam
nhap, cac dang tan cong xam nhap va hé thong phat hién xam nhap.

Chuong II: C4c hé thong phat hién xam nhap. Trinh bay cac hé théng phét hién xam nhap
mang, Xam nhap host va xam nhap tich hop. Gigi thiéu mot s6 hé thong tiéu biéu, thanh phan,
chtic nang va so sanh cac hé théng nay.

Chuong IIT: Thir nghiém trién khai giai phap phét hién xam nhap tich hop Security Onion
cho mang LAN. Trinh bay vé cac budc trién khai, cai dat thanh phan phat hién xam nhap cua
hé théng Security Onion. Thir nghiém chay thtr voi mot sb kich ban tan cong xam nhap pho

bién.
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CHUONG |. TONG QUAN VE XAM NHAP VA PHAT HIEN XAM
NHAP

Chirong I trinh bay vé dinh nghia tan cdng, xam nhdp hé thong, khdi quat cdc phwong
thize sir dung, muc tiéu va tac hai cua né. Tiép dé sé phan logi cac dang tdn cong, xam nhdp
va gidi thiéu cdc phwong thirc tiéu biéu.

1.1. Tong quan vé xam nhap

Trong sudt nhitng nam qua, chung ta da ching kién su bling n6 cua mang Internet thuong
mai, gieo mam cho mang k§ thuat s6 toan ciu co tinh twong tac, di tao ra nhitng thi tir email
dén viéc chira bénh tir xa, tir trinh duyét dén cac mang xa hoi, tir ngan hang truc tuyén cho
dén thuong mai dién tir rat phé bién va tién dung.

Véi nhiing budc dbi méi dang ké cua cong nghé mang da gitp ching ta d& dang thu thap
va chia sé¢ thong tin hon va mang lai rat nhiéu gia tri cho con nguoi. Khi nhitng céng nghé
nay ngay cang phd bién rong ri, chi phi d6i méi giam xudng, dong nghia vai viéc ngudi tiéu
ding, cac doanh nghiép vira va nho, tham chi rit nho co co hdi ddi mai, sang tao trén cuing
nén tang nhu cac doanh nghiép 16n.

Tuy nhién, bén canh nhiing lgi ich rat Ién d6i véi ca nhan, x4 hoi va doanh nghiép do céc
cudc cach mang sé mang lai thi hanh dong pha hoai, trom cip va chia ré dén gian diép va cb
tinh phé hoai ciing ty nhién ton tai trong mdi trudng ky thuat sé méi.

To6i pham mang tuong tu nhu cac loai t6i pham khac, déu c6 thu pham va nan nhan. Dé
thuc hién hanh vi pham toi ching can c6 dong co, co hoi va phuong tién. Khi céng nghé ngay
cang phé bién va ngay cang duoc st dung nhiéu trong cac hoat déng hang ngay cua quéc gia,
doanh nghiép va ca nhan, thi ngay cang nhiéu co hoi cho téi pham mang hoat dong. Khi kha
nang truy cap va két ndi dé dang hon, phuong tién va co hoi cho cac hanh vi pham toi mang
cling tang 1én. Trudc thoi dai Internet, rat it nguoi biét cach s dung may tinh va cd rat it ly
do dé “tin cong” chiing. Ngay nay, c6 thé dé dang truy cap Internet tir thiét bi di dong thdng
minh, nén phuong tién va co hoi ciing tir d6 ting 1én dang ké. Hién nay moi nguoi déu dugc
két ndi v6i nhau va c6 nhiéu cach su dung khong gian 4o phuc vu ca muc dich ca nhan va
thuong mai, ca muc dich tot va xAu.

1.1.1. Khai quéat vé tdan cong, xam nhap

Tat ca cac hinh thuc truy cap vao mot hé thong may tinh, website, co so dit liéu, ha tang
mang, thiét bi cia mét ca nhan hoic t6 chtc thdng qua mang Internet véi nhitng muc dich

nhit dinh duogc coi 1a xdm nhap mang.
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Khai niém tan cong mang (hodc “tin céng khdng gian mang ) trong tiéng Anh 1a Cyber
attack (hoac Cyberattack), duoc ghép baoi 2 tu: Cyber (thuéc khéng gian mang internet)
va attack (su tan cdng, pha hoai). Tan céng mang Ia hanh vi sir dung khdng gian mang, cong
nghé thong tin hoic phuong tién dién tar dé pha hoai, giy gian doan hoat dong caa mang vién
thdng, mang Internet, mang may tinh, hé théng thong tin, hé thong xu 1y va diéu khién théng
tin, co so dir liéu, phuong tién dién ti.[2]

1.1.2. Céc dgng tdn cdng, xam nhdp mang

Tan cong mang la qua trinh x&m nhap trai phép vao hé théng mang vién thong, mang
Internet, mang may tinh, hé thong thong tin, hé thong xir 1y va diéu khién thong tin, co s& di
liéu, phuong tién dién tir nham chiém duoc mat khau, dit liéu, quyén truy cap hé théng thong
tin tir d6 ké tin cdng co thé khai thac théng tin sir dung vao muc dich trai phép.[3] Diéu nay
c6 thé gay ra can trg, rdi loan, 1am t@ liét, gian doan, ngung tré hoat dong chua sé hitu cua hé
thdng mang khién ho mat thoi gian, ngudn luc va tién bac. Va khong ai an toan 100% trudc
C4C cudc tan cong mang.

Tan cong mang cha yéu qua cac phuong thic phd bién sau:

1.1.2.1.  Tdn cbng tir chai dich vy - DOS

Tan cong tir chéi dich vu 1a mot hanh dong tan cdng khién server hoic tai nguyén mang
khong kha dung vdi nguoi dung, thong thuong la lam gian doan tam thoi dich vu cia mot
host két ndi Internet.

1.1.2.2.  Tirchéi dich vu phan tan — DDOS

DDOS la mot phuong phép tin cong dén server bing cach sir dung nhiéu thiét bi, may
tinh khac nhau dé danh sap server. Hién tuong tin cong DDOS la khi c6 rat nhiéu truy cap
vao cuing 1 ldc, 1am cho dich vu bi gian doan, khdng sir dung duoc server. Doi twong tan cong
DDOS khong chi sir dung may tinh ciia minh dé tan cdng, ma chinh may tinh ctia nguoi ding
cling c¢6 thé dang duogc sir dung dé tan cong. Piém khéc biét 16n nhat giita DOS va DDOS la
thay vi gui request truc tiép tir may minh, hacker s& sir dung cac may da bi hack tir trudc dé
dong loat gui lugng 16n request va yéu cau truy cap toi may chi.

1.1.2.3.  Tan cbng thdng qua thu thdp goi tin - Sniffing Attack

Thu thap goi tin 1a qua trinh theo di va nam bat tat ca cac goi dir liéu dang di qua mot
mang may tinh. Cac goi tin danh gia (packet sniffers) duoc st dung dé theo ddi luu lugng dit
liéu di qua mang. Chung duoc goi 1a bo phan tich giao thic mang. Nhiing ké tan cong sir dung

cac cong cu danh gia goi nay dé nam bat céc goi dit liéu trong mang. C6 nhiéu loai cong cu
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do tim khac nhau duoc st dung va ching bao gdm Wireshark ,Ettercap , Better CAP,
Tepdump,WinDump , V.v.

1.1.2.4. Tan cbng ra quét cong dich vy, do tim 14 héng

L& hinh thtc tin cong nham thu thap cac théng tin vé hé thong muc tiéu, tir d6 phat hién
ra cac diém yéu. Cach thirc ma ké tan cong tién hanh nhu sau: dau tién ding k§y thuat ping dé
kiém tra xem hé thdng nan nhan dang c6 nhimg dia chi IP nao dang hoat dong. Sau d6 ké tan
cong sé& kiém tra nhitng dich vu dang chay, nhitng cong dang mo trén nhiing dia chi IP tim
thdy & trén. Cong cu ma ké tan cdng thudng sir dung & budc nay 13 Nmap.

1.1.2.5. Tdn cbng vao tai khodn, mdt khau

T4n cong vao tai khoan, mat khau hay T4an cong brute force 1a mot trong nhitng phuong
phap hack don gian va it phirc tap nhat. Pay 1a kiéu tan cong thu cong va khong cé nhiéu ki
thuat phuc tap: thir doan mat khéau vo sb 1an dé tim ra mat khau dung. K¢ tan cong cd géng
gianh quyén truy cdp vao tai khoan nguoi ding bang cach doan tén username/email va mat
khau. Thong thuong, dong co dang sau brute force attack 13 str dung tai khoan bi vi pham dé
thuc hién mot cudc tin cong quy mo 1on, danh cép dir li¢u nhay cam, tat hé théng hodc két
hop ca ba yéu té ndy voi nhau.

1.1.2.6. Tdn cong théng qua gid mao - Spoofing Attack

Khi thu thap, ké tin céng quan sét luu lwong dit liéu caa mang va bt céc goi dir liéu bang
cach str dung trinh danh gi& g6i. Ké tan cdng s& gia mao danh cip thong tin ding nhap cua
ngudi ding dé khai thac véi tu cach 13 ngudi dung hop phap.

- Gia mao dia chi IP

- Gia mao giao thiac ARP

- Gia mao gidi thiéu

- Gia mao dia ly

1.1.2.7.  Tan cbng chiém quyén diéu khién phién hoat déng - Session Hijacking

Tan cong phién 1a qua trinh chiém lay mot phién (session) dang hoat dong, muc dich nham
vuot qua qua trinh chang thyc truy cap khong hop 1é vao dich vu caa mot hé thong may tinh.

C6 4 phuong phap chinh dugc sir dung tan céng chiém phién hoat dong la:

- C dinh phién

- Chiém phién théng qua goi tin

- Chiém phién théng qua kich ban

- Chiém phién thdng qua quyén diéu khién trinh duyét
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1.1.2.8. Tan cbng qua I4i tran b nhé dém - Buffer Overflow Attack

Tan cong thong qua 151 tran bo nhd dém 14 khi ké xam nhap cung cap cac bién dau vao
hay dit liéu vuot quéa kha niang xu ly cua chuong trinh 1am cho hé théng bi treo dan dén tur
chdi dich vu, tir 36 ké xam nhap sé lgi dung chén céc thuc thi trai phép nham thuc hién cac
doan ma nguy hiém tir xa. Pa phan céc 15i tran bo nhd dém din dén viéc chiém quyén diéu
khién toan bo trén hé thong nén day 1a mot kiéu tan cong thuong duogc sir dung. Tran bo nhé
dém xay ra trén nhiéu hé diéu hanh, dic biét 1a trén UNIX va Windows, va trén nhiéu ung
dung khac nhau nhu web, mail, ftp, dns, telnet, ssh, database, ...

1.1.3. Céc dgng tdn cdng, xam nhdp host

Tan cong xam nhap host 12 cudc tin cdng nham muc tiéu vao mot hé théng hodc may cha
cu thé vi du: may tinh xéach tay, may tinh dé ban, dién thoai théng minh, v.v. Theo thng ké
trong nam 2020, thé gidi c6 t6i 57% céc cudc tin cdng vao may chu 12 vi rat, 21% Ia trojan
va 2% la sau, cung véi nhiing loai khac trong d6 o 5,6 ty tin céng bang phan mém doc hai,
304,6 triéu cudc tin cdng ransomware, 56,9 triéu cudc tan cdng phan mém doc hai loT, 81,9
triéu Cac cudc tan cdng Cryptojacking, 3,8 triéu méi de doa ma hda. [9]

1.1.3.1.  Tdn c6ng qua phan mém déc haj - Self Propagating Programs

Day la phuong thuc tin cdng xdm nhap may cha phé bién nhét.

Céc phan mém doc hai (Self-Propagating Programs) chu yéu bao gom [4][6]:

- Virut,

- Sau.

- Trojans.

- Hybrids va Céc hinh thac khéc.

- Ransomware.

- Phan mém doc hai khong can tép.

- Phan mém quang céo.

- Phan mém gian diép.

- Bots va Botnets.

- Rootkits.

1.1.3.2.  Tan c6ng khai thac cac 16 hong hé diéu hanh, phan mém

Tén cong khai thac cac 16 hong hé diéu hanh, phan mém 14 lgi dung nhiing 16i hodc diém

yéu trén h¢ diéu hanh hay phan mém ctia méy tinh, thiét bi router, modem hodc trong cac ting
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dung duoc cai dat dé khai thac (exploit) tai nguyén phuc vu cho muc dich vi pham céc chinh
sach bao mat.

1.2. Tong quan vé phat hién xam nhap

Cung véi su phat trién ngay cang I6n cua hé thdng thong tin trén nén tang két ndi toan
cau, ké xam nhap ciing phat trién qua nhiéu phuong thic va che gidu tinh vi hon khién nguoi
ding mang hay céc phuong tién CNTT rat khd c6 thé tu phét hién. Cac hé thbng mang, may
chu can phét hién 16 hong khai thac xam nhap va su xam nhap trude khi ké tn cong tac dong
anh huong dén hé thong.

1.2.1. Khai quat vé phéat hién xam nhap

Phat hién xam nhap 1a qua trinh giam sat cac su kién (biéu hién) xuat hién trong mot hé
thdng mang hoac trén mot may tinh va phan tich cac dau hiéu co thé 1a sy xam pham hoic
mbi de doa sap xay ra xam pham cac chinh sach an toan an ninh hoic cac chuan an toan cua
mang hoac may tinh .[3]

Phat hién xam nhap con la kha ning nhan dang xam nhap do cac c& nhan gay ra, bao gom:
nhitng ngudi st dung hé théng bat hop phap (“t6i pham mdy tinh” - hacker) va nhimng ngudi
st dung hop phap nhung lai lam dung cac dic quyén caa minh “de doa bén trong” nham pha
v dén tinh toan ven, tinh sin sang, tinh tin cdy cua cac co ché bao mat hé théng mang hoic
may chu.

1.2.2. Phét hign xam nhdp maeng va phat hi¢én xam nhdgp host

Hé thong IDS dya theo kiéu pham vi gidm sat dwgc phan 1am 2 loai 1a: Phat hién xam
nhap mang va phat hién xadm nhap host.[3]

1.2.2.1. Phat hién xadm nhdp mang (NIDS - Network -based IDS)

NIDS thuong duoc dit tai ngd vao ciia mang, c6 thé ding trudc hodc sau firewall trong
cac hé thdng mang dé giam sat goi tin trao doi giita cac thiét bi. Hé thong nay sé quét tat ca
thong tin ra - vao caa hé thong. NIDS cung cap dir liéu vé hiéu suat mang noi bo, tong hop
lai cac goi tin va phan tich chung.

1.2.2.2. Phat hién xadm nhdp host (HIDS — Host -based IDS)

Nhitng hé thong Host-based Ia kiéu IDS duoc nghién ciu va trién khai dau tién. Bang céach
cai dat nhiing phan mém IDS trén cac may tram (goi 12 Agent), HIDS c6 thé giam sét toan bo
hoat dong cua hé thong, cac log file va luu théng mang di téi tirng may tram. 1DS kiém tra
lru thong mang dang dugc chuyén dén may tram, bao vé may tram thong qua viéc ngan chan

cac goi tin nghi ngd. HIDS ¢ kha nang kiém tra hoat dong dang nhap vao may tram, tim
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kiém céc hoat dong khong binh thudng nhu do tim mat khau, leo thang dac quyén. Ngoai ra
HIDS con cd thé giam sat sau vao bén trong Hé diéu hanh caa may tram dé kiém tra tinh toan
ven ctia nhan hé diéu hanh, file luu trix trong hé théng.

1.2.3. Phét hién xam nhdp dea trén ddu hi¢u va dea trén bdt thwong

Hé thong IDS dura theo céc trién khai ki thuat thyuc hién dugc phan 1am 2 loai la: Phat hién
xam nhap dua trén dau hiéu va dua trén bat thuong.

1.2.3.1.  Phéat hién xam nhdp dwa trén ddu hiéu

Phat hién xam nhap dwa trén du hiéu caa hanh vi xam nhap (Signature-based 1DS) thdng
qua phan tich luu lwong mang va nhat ky hé théng. Ky thuat nay doi hoi phai duy tri mot co
s& dir liéu vé cac dau hiéu xam nhap (signature database), va co so dir liéu ndy phai duoc cap
nhat thuong xuyén moi khi c6 mét hinh thirc hoic ki thuat xam nhap mai.

1.2.3.2.  Phéat hién xam nhdp dua trén bdt thiwong

Phat hién dwa trén bat thuong (Anomaly-based 1DS) 13 qua trinh so sanh cc dinh nghia
ctia hoat dong dugc xem xét binh thudng so vai sy kién quan sat duoc dé xac dinh cac sai
Iéch quan trong. Thuong la cach so sanh cac hanh vi hién tai voi hoat dong binh thuong cua
hé théng dé phat hién cac bat thuong (anomaly) c6 thé 1a dau hiéu cia xam nhap.

1.3. Két luan Chwong |

Chuong ndy cung cip mot cai nhin tong quan vé xam nhap va phat hién xam nhap. Qua
d6 biét dugc muc dich va tac hai cua tin cong xam nhap va gisi thiéu cac hé théng phat hién
xam nhap phan tich cac dau hiéu caa su xam nhap hoic méi de doa sip xay ra dén cac chinh
sach an toan may tinh, hodc cac chuan an toan.

Tir d6 ¢6 phan loai cac hé thong phat hién xam nhap theo kiéu pham vi giam sat va theo

cac kiéu trién khai ky thuat thuc hién.
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CHUONG Il. CAC HE THONG PHAT HIEN XAM NHAP

Trong chwong nay sé cho ching ta cai nhin tong quan vé IDS bao gom ca nhitng diém
Manh va diém yéu cua ching. Ching ta sé dé cdp dén ca Network IDS va ca Host 1DS. Su
khac nhau chu yéu giiza NIDS va HIDS d6 la dir liéu ma n6 tim kiém. Bén canh dé chwong
nay ciing tim hiéu mét sé hé thang phat hién xam nhdp tiéu biéu nhuw: Snort, Suricata, OSSEC,
SolarWinds Security Event Manager, IBM Qradar, Security Onion.

2.1. C&c hé thong phat hién xam nhap mang

Céac hé théng phat hién xAm nhap mang sé& theo ddi luu luong va phén tich cac gbi
tin truyén trong mang ctia hé thong. Snort va Suricata 13 hai hé thong phat hién xam
nhap mang c6 cac thanh phan va tinh ning noi bat.

2.1.1. Snort

2.1.1.1. Snortlagi?

Snort 1a mot hé théng ma ngudon ma phat hién va ngin chan xam nhap mang mién phi. N6
st dung ngdn ngir dya trén quy tac, thuc hién phan tich giao thirc, tim kiém két hop noi dung
va c6 thé dugc sir dung dé phat hién nhiéu loai tan cong va tham do khac nhau, ching han
nhu buffer overflows, stealth port scans, CGI attacks, SMB probes, OS fingerprinting
attempts ....[7]

2.1.1.2.  Thanh phan va chitc ning

Snort ¢d 5 thanh phan chinh nhu sau:

- Bo giai ma goi tin - Packet Decoder.

- Céc bo tién xir ly — PreProcessers

- May phat hién - Detection Engine

- Hé théng canh bao va nhat ky - Logging and Alerting System

- Mbdun xuét - Output Modules

B6 phan dau ra cua Snort phu thudc vao viéc ta ghi cac ghi nhan, thong bao theo cach thic
nao. C6 thé cau hinh bd phan nay dé thyc hién cac chiic ning sau:

- Luu cac ghi nhan va thong bao theo dinh dang file van ban hoac co s¢ dir li¢u.

- Guri thong tin SNMP.

- Gui cac théng diép dén hé thong ghi log.

- Luu cac ghi nhén va thong bao vao co s¢ dir licu (MySQL, Oracle...).

- Chinh stra cau hinh trén Router, Firewall.



Snort ¢6 4 ché do hoat dong nhu sau:

- Ché d6 danh gié gai tin - Sniffer mode: ¢ ché d6 nay Snort s& danh gia va doc céc gai tin
trén mang sau do sé trinh bay két qua trén giao dién hién thi.

- Ché @6 luu nhat ky goi tin - Packet Logger mode: luu trit c&c gai tin trong cac tap tin
log.

- Ché do phat hién xam nhap mang - Network instruction detect system (NIDS): day 1a
ché d6 hoat dong manh mé va dugc &p dung nhiéu nhat, khi hoat dong & ché d6 NIDS Snort
s& phan tich c4c goi tin luan chuyén trén mang va so sanh véi cac thong tin dugc dinh nghia
ctia ngudi ding dé tir d6 ¢6 nhimg hanh dong tuong ung.

- Ché d6 ndi tuyén - Inline mode: khi trién khai Snort trén Linux thi ching ta c6 thé cau
hinh Snort dé phan tich cac goi tin tir cac bang IP (iptables) thay vi thu vién anh chup goi
(libpcap) do d6 iptable co thé théng qua cac goi tin theo luat Snort.

2.1.1.3.  Uu nhwoc diém cia Snort

a. Uudiém

- Snort 14 phan mém mi ngudn mé, hoat ddng 24/7 theo thoi gian that.

- Chay trén nhiéu nén tang khac nhau: Khong chi chay trén cac hé diéu hanh nguén mé
nhu GNU/Linux ma Snort con c6 thé chay dugc trén cac nén tang thuong mai nhu Microsoft
Windows, Solaris, HP-UX...

- Cac luat ctia Snort thudng xuyén duge bd sung va cip nhat cac hinh thirc xAm nhap méi.

- C6 kha nang phat hién mot sb luong 16n cac kiéu tham do, xAm nhép khac nhau nhu:
buffer oveflow, CGI-Atack, Scan, ICMP, Virus...

- C6 mot cong dong cua ngudi st dung va cic nha phat trién.

- C6 rét nhiéu add-on ma khong phai 1 thanh phan cua Snort, nhung cung cap thém cac
tinh niing va dé sir dung.

- Snort khong can phai thay thé bat ky co so ha tang an ninh hién co.

b. Nhugc diém

- Co thé xay ra truong hop bao dong gia, tirc 1a khong c6 dau hiéu bat thudng ma IDS van
béao (False Positive).

- Khong phan tich dugc céac luu lugng dugc ma hoa nhu SSH, IPSec, SSL, v.v...

- NIDS doi hoi phai luén duge cap nhat cac dau hiéu tan cong mdi nhét dé thuc su hoat
dong hiéu qua.

- Khong thé cho biét viéc mang bi tin cong c6 thanh cong hay khong.
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- Mot trong nhitng han ché 13 giéi han bing thong. Nhimng b thu thap dir liéu phai thu
thap tat ca luu lugng mang, sap xép lai va phan tich chiing. Khi toc d6 mang ting 1én thi kha
ning cta bo thu thap thong tin ciing viy. Mot giai phéap 1a phai dam bao cho mang dugc thiét
ké chinh xac.

2.1.2. Suricata

2.1.2.1. Suricata la gi?

Suricata 1a mot hé thdng phét hién xam nhap dua trén ma ngudn mg. N6 dugc phat trién
bai Open Information Security Foundation (OISF). Cong cu nay duoc phat trién khdng nham
canh tranh hay thay thé cac cong cu hién c6, nhung né mang lai nhimg y teéng va cong nghé
mai trong linh vuc an ninh mang.

Suricata la cong cu IDS/IPS (Intrusion Detection System / Intrusion Prevention System)
phat hién va ngin chin xam nhap dwa trén luat dé theo ddi luu leong mang va cung cap canh
bao dén ngudi quan tri hé thdng khi ¢ su kién dang ngd xay ra. N6 duoc thiét ké dé tuong
thich voi cac thanh phan an ninh mang hién cé. Ban phat hanh dau tién chay trén nén tang
linux 2.6 ¢6 hd tro nodi tuyén (inline) va ciu hinh giam sat luu luegng thu dong c6 kha nang xir
1y Ivu lwong 1én dén gigabit. Suricata 1a cong cu IDS/IPS mién phi trong khi nd van cung cp
nhitng lua chon kha ning mé rong cho cac kién trdc an ninh mang phuc tap nhat.

2.1.2.2.  Thanh phdn va chizc ndng cia Suricata

Suricata dugc phat trién dwa trén Snort nén né van giir nguyén kién trac bén trong cia
Snort. Kién trac ctia né c6 nhiéu thanh phan, v6i mdi thanh phin c6 mot chirc ning riéng.

Kién trac cua Suricata gdbm 4 phan co ban sau:

a. DPanh gia va giai ma goéi tin - The Sniffer (Packet Decoder).
b. Phan tich dir li¢u - The Preprocessors. [6]
C. May phat hién - The Detection Engine.
Céc luat c6 thé dugce chia thanh 2 phén:
Phan Hearder: gém cac hanh dong (log/ alert), loai giao thicc (TCP, UDP, ICMP...),
dia chi IP nguén, dia chi IP dich va port.
Phéan Options: 1a phan ndi dung ciia goi tin dugc tao ra dé phu hop voi luat.
Luat 1a phan quan trong ma bat ctr ai tim hiéu vé Suricata can phai nim rd.
d. Xuat két qua - The Output gobm hai modules:
Modul Alert/ Logging
Modul két xuat thong tin
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2.1.2.3.  Uu nhuoc diém cua Suricata
a. Uu diém

-Dé dang cAu hinh: Suricata 1am viéc nhu thé nao, tap tin cAu hinh & dau, cac luat nhu thé
nao ngudi quan tri déu co thé biét va cau hinh theo y minh dugc.

- Suricata 14 phan mém ma ngudn mo: Sricata duoc phat hanh duéi gidy phép GNU/GPL
diéu nay c6 nghia 1a bat cr ai ciing co thé str dung Suricata mot cach mién phi du d6 1a doanh
nghiép hay ngudi ding ca nhan. Ngoai ra vi 1a phan mém mi ngudn mé nén Suricata ¢ mot
cong dong ngudi sir dung 16n.

- Chay trén nhiéu nén tang khac nhau: Chay trén cac hé diéu hanh nguén mé nhu Linux,
CentOS. Debian, Fedora, FreeBSD, Window, Mac OS X...

- Luat cua Suricata thuong xuyén dugc cap nhat: Cac luét cua Suricata thuong xuyén dugc
bd sung va cip nhat cac hinh thirc xdm nhap moi.

b. Nhugc diém

- Viéc kiém tra noi dung cua moi g6i mang la cuc ky ton CPU, dic biét 1a d6i véi tai luu
lwong nhiéu gigabit. Va day thuong 12 yéu td han ché trong hiéu suat Suricata: xir ly goi tin
trén CPU.

2.2. C4c hé théng phéat hién xam nhap host

Céc hé théng phat hién xAm nhép host s& theo ddi lwu lwong va phén tich log trén céc
client duoc lién két dén hé théng. OSSEC va Suricata 13 hai hé thong phat hién xAm nhép host
tiéu biéu.

2.2.1. OSSEC

2.2.1.1. OSSEC lagi?

OSSEC Ia phan mém ma ngudn mé gilp phat hién xam nhap dwa trén host (HIDS) .
OSSEC dua trén log ma nguon mé, mién phi, da nén tang c6 thé ma rong va cé nhiéu co ché
bao mat khac nhau. OSSEC c6 thé phét hién xam nhap bang ca chit ky hoic dau hiéu bat
thuong. Céac dau hiéu binh thuong va bat thuong dugc mé ta trong bo luat cua OSSEC.
OSSEC c6 mot cong cu phan tich va tuong quan manh mé, tich hgp gidm sat va phan tich log,
kiém tra tinh toan ven cua file, kiém tra registry cia Windows, thuc thi chinh sach tap trung,
gidm sat chinh sach, phat hién rootkit, canh bao thoi gian thuc va phan tng mét cach chua
dong cudc tan cong dang dién ra. Cac hanh dong nay ciing c¢6 thé dugc dinh nghia trudc bang
luat trong OSSEC. Ngoai viéc duoc trién khai nhu mot HIDS, nd thudng duoc sir dung nhu

mot cong cu phén tich log, theo dbi va phén tich cac ban ghi lai, IDS, cdc may chu Web va
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cac ban ghi xéac thuc. OSSEC chay trén hau hét cac hé diéu hanh, bao gdm Linux, OpenBSD,
FreeBSD, Mac OS X, Sun Solaris va Microsoft Windows.[11]

2.2.1.2.  Thanh phan va chitc ning

Céc thanh phan va chtic nang chu yéu cia OSSEC a:

Log based Intrusion Detection (LIDs) and Log Monitoring:

Rootkit and Malware Detection:

File Integrity Monitoring (FIM):

Phat hién cac thay d6i dbi voi hé théng.

Active Response:

System Inventory:

- Ossec thuong hoat dong theo mé hinh Server-Agent/Agentless ¢ thé cai trén cac moi
truong OS sau:

+ Manager (Server) 1a noi luu trit co so dit liéu cua viéc kiém tra tinh toan ven file
.Quan 1y, luu tat ca cac rule, decoder (b6 giai ma), cu hinh chinh.

+ Agent 1a 1 phan mém duoc cai dat trén may client gidp thu thap cac thong tin va gui
cho Server dé phan tich, thong ké. Agent cung cip mét s6 thong tin duoc thu thap theo thoi
gian thuc.

+ Agentless 1a cac hé théng khong cai dugc g6i Ossec-agent. Trén cac Agentless nay
c6 thé thuc hién viéc kiém tra tinh toan ven, gitp monitor firewall, router hay tham chi ca hé
théng Unix.

+ Ao hoa/ VMware - Ossec cho phép cai dit agent trén cac guest OS (May 40). Ossec
cling giam sat viéc login, logouts va cac 15i bén trong ESX Server. Ngoai ra no ciing canh bao
néu bat ky tly chon cau hinh khong an toan nao duoc bat.

+ Firewalls, switches and routers la thiét bi twong ty nhu cac Agentless, Ossec ¢ thé
nhan va phan tich nhat ky hé thong tir nhiéu firewall, switch, router.

2.2.1.3.  Uu nhuwoc diém cua Ossec
a. Uu diém
- Ossec hd tro cai dit da nén tang (Linux, Mac OS, Window, Solaris).
- Chire niang Canh béo thoi gian thuc ( Real-time Alert ) két hop véi smtp, sms, syslog sé&
cho phép ngudi ding nhan canh béo trén cac thiét bi ¢6 hd tro email.
- Ngoai ra tinh ning Active-respone cé thé gidp block cudc tan cong ngay lap tuc.
- C6 thé tich hop vai cac hé théng hién dai (SIM/SEM)
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- M0 hinh Server — Agent/Agentless, cho phép Server dé dang quan ly tap trung céac chinh
sach trén nhiéu OS.

- Ossec hé tro giam sat trén ca agent, agentless (Client khong cai dat dwroc goi agent) nhu
cac thiét bi router, firewall.

b. Nhuoc diém

- Kha ning nang cap cua Ossec kha phuc tap va twong dbi khé khian. Cac quy tic cii s& bi
x6a hoic bi quy tic méi ghi dé sau khi nang cap hé thong.

2.2.2. SolarWinds Security Event Manager

2.2.2.1.  SolarWinds Security Event Manager la gi?

SolarWinds® Security Event Manager (SEM) 1a mot phan mém giai phap giam séat phat
hién xam nhap host dugc phay trién boi cong ty SolarWinds Inc. SolarWinds SEM thu thap
dir liéu nhat ky trong hé thdng mang tir hai tai nguyén: Thiét bi Agents - 1a mét ¢ng dung
phan mém thu thap va chuan hoéa di liéu nhat ky truée khi nd duoc giri dén Trinh quan ly
SEM va cc thiét bi Non Agent - nhitng thiét bi giri dir liéu nhat ky truc tiép dén Trinh quan
ly SEM dé chuan hoa va xu 1y.

Sau khi chuan héa, Trinh quan Iy SEM xi Iy dit liéu rdi so sanh tuong quan dit liéu dya
trén cac quy tic do ngudi dung xac dinh va bo loc canh béo cuc bd, ddng thoi bat dau cac
hanh dong lién quan khi cé thé. [8]

2.2.2.2.  Thanh phan va chic ning

Mot cai dit SEM hoan chinh bao gdm céc thanh phan sau:

- Trinh quan ly SEM (hoac SEM VM), thu thap va xu ly théng tin nhat ky va su
kién. Thanh phan nay duoc cai dit dau tién.

- Phan mém may tinh dé ban hoic tng dung web cho phép xem thong tin SEM tir may
tinh dé ban hoic may tinh xach tay.

Trinh quan 1y SEM la trang diéu khién tong quat caa mot thiét bi dua trén Linux. Trinh
quan ly SEM thu thap va xir ly thong tin nhat ky va sy kién. N6 bao gom cac hé théng nhan
Linux duoc thy bién lai két hop voi cac va dich vu may chi Syslog va may thu bly SNMP.
Dir liéu thong tin dugc nén va toi wu hoa cho tim kiém tai may cha web théng qua cac co ché
so sanh tuong quan

SEM chédp nhan dau vao cua thiét bj bang giao thirc TCP va UDP. SEM Agent duoc cai
dat trén may tram, may chua va céc thiét bi mang khac. N6 thu thap va chuan hoéa dix liéu nhat

ky trong thoi gian thuc nhu Nhat ky sy kién Windows, nhiéu loai nhat ky co s¢ dir liéu va
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nhat ky cuc bo trén mdi thiét bi va truyén dit liéu d6 qua TCP t&i Trinh quan ly SEM. Nhat
ky hé théng truyén thong diép qua TCP t6i Trinh quan ly SEM. TCP dugc wu tién hon UDP
vi TCP dam bao céc thong diép dén duoc nguyén ven.
2.2.2.3.  Uu nhuoc diém cua SolarWinds Security Event Manager
a. Uu diém

- Mét trong nhiing tinh nang déng gia nhat cua SolarWinds SEM Ia cho phép thu thap nhat
ky tir hau hét moi ngudn dix liéu, st dung nhiéu loai xac thuc va thu thap va kha ning chuan
hoa nhat ky tir cac hé thdng khac nhau thanh mét dinh dang chung.

- So voi cac hé théng khac, SolarWinds SEM tuong d6i dé dang dé thiét 1ap chay va st
dung, céc thiét bi 4o ciing rat dé bao tri.

- SolarWinds SEM cho phép tlly chinh trang tong quan mdi nguoi dung dé c6 thé nhanh
chéng tim thay théng tin lién quan dén vj tri caa minh.

b. Nhugc diém

- Mic du thiét 1ap ban dau kha don gian, nhung cac tiy chinh d6i bao cao dé dinh cau hinh
chinh xac cac canh béo thich hop lai twong ddi phic tap.

- Tinh ning canh béo qua email v&i SolarWinds s& giri mot sb luong I6n email canh bao
trang lap.

2.3. C4c hé théng phat hién xam nhap tich hop

2.3.1. IBM Qradar

2.3.1.1. IBM Qradar la gi?

IBM QRadar 1a dong san pham dugc cung cip boi hé diéu hanh bao mat thong minh doc
quyén cua IBM - SIOS. Danh sach san pham bao gom Trinh quan Iy 15 hong QRadar (QRadar
Vulnerability Manager) dé quét mang va phét hién 16 hong, C6 van QRadar vi Watson
(QRadar Advisor with Watson), Phan tich hanh vi nguoi dung QRadar (QRadar User
Behavior Analysis), Trinh quan ly rai ro QRadar (QRadar Risk Manager), Quan ly su kién va
bao mat thdng tin Qradar (QRadar SIEM), va nhiéu hon thé nita. T4t ca cac san pham nay
hoat dong trén mot nén tang chung dam bao viéc dé dang tich hop, kha nang mé rong, ciing
nhu don gian bang cach cung cap nhiéu chirc nang va san pham trong trai nghiém nguoi dung
tong thé. Bang cach hop nhat cac sy kién nhat ky va dit liéu ludng mang tir thiét bi, diém cudi
va ting dung duoc phan phdi trén toan mang, QRadar thu thap tat ca cac théng tin khac nhau
nay va tong hop céc su kién lién quan thanh cac canh béo duy nhat dé tiang tbc do phan tich

va khac phuc su ¢6.[5]
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2.3.1.2.  Thanh phan va chitc ning

Céc thanh phan kién trlc cua giai phap dugc mo ta dudi day:

Bang diéu khién QRadar - QRadar Console 1a mot phan trung tm cuaa giai phap cung cap
giao dién ngudi dung, thong tin tai san, trang téng quan, béo cdo, xam nhép ciing nhu cac
chtrc ning quan tri. N6 hoat dong nhu mét co s& dir liéu tong thé vai cac ban sao tly chon
duoc trién khai trén Bo xtr Iy su kién (EP) dé sao luu va khoi phuc ty dong. Bang diéu khién
nhan dit lidu tir EP di qua B6 loc tran dé dam bao rang ludng dit liéu dén dap tng cac quy tac.
Céc sy kién tiép theo di duoc danh dau dé diéu tra thém hoic vi pham duoc tao ra s& dugc
chuyén cho thanh phan danh gia (Magistrate). Cac danh gia s& dua twong quan cac su kién
trén céc bo xir Iy sy kién (Event Processor). Cac danh gia nay duoc chuyén théng qua Ariel
Proxy Server, mot phan cua bang diéu khién, thu thap thdng tin tir Ariel Query.

May chu Bo xt ly sy kién EP s& quan ly tat ca cac su kién va ludng da kich hoat viéc tao
ra hanh vi pham toi. Cong cu phét hién di thuong (ADE) ciing 1a mét phan cua bang diéu
khién, n6 tim kiém mé-dun tich lity trén BO xt Iy su kién dé tim cac diém bat thuong cd thé
xay ra. ADE sir dung ba loai quy tic:

- Quy tic ngudng - kiém tra pham vi sé chang han nhu truyén dit liéu di 16n.

- Su bt thudng - thay doi trong hanh vi so véi khung thoi gian dai hon, tac 13 hoat dong
dich vu méi.

- Hanh vi - su khéc biét so vé&i cling mét thoi diém trong ngay hoic tuan trude do, tic 1a
cac van dé vé quy trinh sao luu.

Cubi cuing, May cha quan ly thdng tin 16 hong bao mat chiu trach nhiém duy tri tai san, co
so dir liéu.

Bo xtr ly su kién - Event Processor.

B thu thap su kién - Event Collector.

Bo thu thap ludng - Flow Collector

- So sanh chit ky - so sanh chudi trong tai trong, ho trg ca chit ky tiy chinh

- So sanh dya trén cong - tic 1a cong 443 duoc xac dinh 1a HTTPS.

C6 hai thanh phan tlly chon khac trong kién triic SIEM: Ndt dit liéu QRadar (QRadar Data
Node) va May chi ing dung QRadar (QRadar App Host). Nt dir liéu cung cap kha ning luu
trir va xir Iy cho viéc trién khai QRadar. May chu tng dung 1a may chu duoc quan ly chuyén
dung cung cap tai nguyén CPU va bo nhé dé chay céc ang dung.

IBM Security App Exchange.
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QRadar Phan tich hanh vi ngudi dung (QRadar User Behaviour Analytics UBA).

2.3.1.3.  Uu nhuoc diém cua IBM Qradar
a. Uu diém

- Giai phép cua IBM hd trg cac tiy chon trién khai Tinh kha dung cao (Hight Availability-
HA) cho ca thiét bi vat ly va thiét bi 40 v6i phuong phép tiép can may chu chinh va phu duoc
két hop thanh mot cum, trong d6 may chi phu & trang thai chd va trong truong hop may chi
chinh bi 16i s& dam nhan chirc nang trién khai.

- IBM QRadar c6 kha nang luu trit nhidu ngudi thué trong mot lan trién khai. Mién duoc
tao cho mdi ngudi thué lién két cac ngudn dit liéu voi chiing va cach ly méi truong cia ngudi
thué vai nhau.

- IBM cung cép tai liéu dic biét cho ting khia canh cta san pham, ddy 1a mot loi thé 16n
dé hiéu giai phap, trién khai va quan tri no.

b. Nhugc diém

- Déi v6i ngudi st dung, QRadar ¢6 kién trac hoi phirc tap khién viéc quan ly tt ca céc
bo phan trong ciu trac tuong dbi khé khian.

- Céc yéu cau c4u hinh may dap umg ddi véi hé thdng la kha cao.

2.3.2. Security Onion

Doug Burks bt ddu xay dung Security Onion dya trén mot dy 4n mé va mién phi vao nim
2008 dé cung cAp mot nén tang toan dién dé phat hién xam nhap, giam sat an ninh mang va
quan ly nhat ky. Vao nam 2014, Security Onion Solutions, LLC chinh thirc dugc thanh lap.
Security Onion duoc phan phdi va duy tri béi Security Onion Solutions, LLC.[10]

2.3.2.1.  Security Onion la gi?

Security Onion 13 mét ban phan phdi Linux mién phi va mé dé tim kiém méi de doa, giam
s4t an ninh doanh nghiép va quan Iy nhat ky. N6 bao gom TheHive , Playbook va Sigma, Fleet
va osquery , CyberChef , Elasticsearch , Logstash , Kibana , Suricata , Zeek , Wazuh va nhiéu
cong cu bao mat khac. Cac chuong trinh nay ton tai va dugc phét trién nhu cac giai phap hoat
dong doc lap. Nhung vi muc dich chuyén biét cao, khdng phai tat ca cac ban phan phdi Linux
déu duoc tich hop nhirng cong cu trén. V4, viée cai dat tat ca cong cu tir nhiéu ma nguon khéc
nhau kha kho khin. Security Onion da giai quyét van dé nay rat hiéu qua va thanh cong.
Security Onion ¢6 cdng cu dé cung cap cho van dé bao mat hé thong mang va may chu.

Security Onion ¢6 thé dugc st dung lam Hé thng phét hién xam nhap (IDS) két hop NIDS
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va HIDS. Ngudi dung chi can thong qua cac budc cai dat mot hé thong duy nhat, sau d6 da
c6 thé sur dung tat ca cac cong cu dugc tich hop san trong Security Onion.[10]

Security Onion thuong dugc st dung dé theo ddi luu lugng truy cap tir phia trong va ngoai
hé théng nham phat hién cac xam nhap vao mai trudng, thiét 1ap 1énh va kiém soat hoic co
thé 1a xam nhap dir liéu. Security Onion ¢ thé sir dung nhat ky tir cac may chu va may tram
trong hé théng dé sau d6 ngudi quan tri ¢d thé tim kiém trén tat ca cac mang va nhat ky luu
trir cung mot luc.

2.3.2.2.  Thanh phan va chizc ning

Security Onion két hop lién mach ba chic ning chinh 1a:

- Chup toan bo goi tin trong hé théng.

- Phat hién mang va diém cudi trong hé théng.

- Cong cu phéan tich manh me.

Chup toan b goi tin

Phat hién mang va diém cudi.

- Phét hién x&m nhap mang - NIDS.

- Siéu dir liéu giao thuc - Protocol metadata.

- Phét hién xdm nhap host — HIDS

Céac cong cu phan tich - Analysis Tools. Hién Security Onion da tich hgp chat ché cac
cong cu sau:

- Security Onion Console (SOC).

- TheHive.

- Kibana).

- CyberChef.

- Playbook.

2.3.2.3.  Uu nhuwoc diém cua Security Onion

a. Uu diém

- Security Onion 1a mot phan mém hoan toan mién phi sir dung nhan hé diéu hanh ma
ngudén mé Linux véi mot cong ddng hd tro 1on.

- Security Onion tich hgp mot loat ¢éng cu bao mat linh hoat cao bao gém cac cong cu
quan Iy cam bién, bo phan tich luu lwong va b do tim goi tin duge cai dat san va cé thé duoc
van hanh ma khong can bat ky phan mém IDS / IPS bé sung nao.

- Security Onion dugc cap nhat thuong xuyén dé cai thién mic d6 bao mat.
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b. Nhugc diém

Ngoai nhimg uu diém trén Security Onion van con ton tai mot vai diém yéu sau:

- Security Onion chua hd trg Wi-Fi dé quan Iy mang.

- Quan trj vién can bo sung kién thirc dé tim hiéu cac cong cu khac nhau dé st dung hiéu
qua ban phan phdi Security Onion.

- Khéng c6 sao luu ty dong cac tép cau hinh ngoai trir cac quy tic. Dé sao luu duoc nguoi
ding can sir dung phan mém cua bén thi ba.

2.4. Phan tich so sanh cac hé thong phat hién xam nhap

IDS 1a mot cdng nghé bao mat duoc tao ra nham xac dinh va cd lap cac hanh vi xam nhap
hé théng may tinh. Mdi hé thong IDS khac nhau s& c6 cach tiép can khac nhau. Do d6 cac
chuyén gia bao mat can lya chon IDS phi hop cho hé théng may tinh cu thé cua minh. Diéu
nay khé phic tap boi hién tai dang c6 vo sb cac giai phap trén thi trudong. Cac tiéu chi, dic
tinh s& duoc lya chon, x4c dinh dé so sanh va danh gia cac cach giai phap khac nhau.

2.5. Két luan Chuong 1T

Chuong nay di liét k& mot sé cong cu phat hién xam nhap tiéu biéu cua cac loai mé hinh
hé thdng phat hién xam nhap mang, host va hé thong phét hién xam nhap tich hop. Qua d6
phan tich cdng nghé, cac thanh phan va chirc ning ctia mdi cdng cu. Cubi cing 1 so sanh uu,

nhuoc diém cua céc cdng cu cling nhu tirng md hinh hé thdng phét hién xam nhap.
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CHUONG IIl. THU NGHIEM TRIEN KHAI GIAI PHAP PHAT
HIEN XAM NHAP TICH HQP SECURITY ONION CHO MANG
LAN

Chuong 111 sé di sdu vao mgt giai phap phat hién xam nhdp tich hop tiéu bié:u la
Security Onion. Trong chwong mé ta cdc budc trien khai thanh phan mgt hé thong Security
Onion co ban va cac kich ban tan céng thi nghiém, tir dé danh gia ket qua dat duoc.

3.1. M@ hinh trién khai

3.1.1. So db trién khai hé théng Security Onion cho bdo médt mang LAN

So db trién khai Security Onion co ban gom 3 thanh phan chinh:

- Hé théng mang bao g?)m Internet, firewall, router, switch: 14 noi Security Onion léng
nghe cac cudc tAn cong tir cac cong cua bd chuyén mach.

- Hé théng Security Onion: 14 thanh phan chinh cta so d6 dugc dit sau 16p mang.

- Hé théng may cha: gdm cic may chu hodc may ngudi dung trong hé théng mang.

3.1.2. Céc yéu cdu phdn cing va phan mém

3.1.2.1.  Yéu cau phan cing

Security Onion chi hd trg kién tric x86-64. Dé cai dit Security Onion yéu cau hé théng

ti thiéu 1a CPU 4 Cores va RAM 8GB.

3.1.2.2.  Yéu cau phan mém

Pé cai dat Security Onion, can tai xudng file 1SO Security Onion hoic tai xuéng file 1SO
Ubuntu 16.x tiéu chuan roi thém PPA Security Onion va cac goi thanh phan.

3.2. Trién khai Security Onion cho mang LAN

Cic buéc cai dgt h¢ thong Security Onion

3.2.1. Trién khai thanh phdn phat hi¢gn xam nhgp mang — NIDS

Sau khi hoan thanh cai dat Security Onion thi hé thong da dugc chay nhu IDS. Security
Onion ¢ thé chay Snort hoic Suricata lam Hé thong phat hién xam nhap mang (NIDS).
3.2.2. Trién khai thanh phan phat hign xam nhgp host — HIDS

Ngoai cac thanh phan phét hién xAm nhap mang, Security Onion ciing c6 thé thu thap nhat

ky tir cac diém cudi. Security Onion str dung Beat, OSSEC/ Wazuh va Sysmon lam thanh phan

phat hién xam nhap host (HIDS).

3.2.3. Trién khai thanh phan giao di¢n va quan tri
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Security Onion st dung Elastic Stack dé tong hop dit liéu tir cac thanh phan hé thong sau
d6 phan tich va hién thi truc quan dit liéu d6 theo thoi gian thyc. Elastic Stack tich hop cho
Security Onion bao gdm céc ngan thanh phan 13 Elasticsearch, Logstash va Kibana.

3.3. M@t s6 kich ban thir nghiém, két qua va danh gia

3.3.1. Mgt sé kich ban thiz nghiém phat hién tdén céng, xam nhdp

Céc kich ban thtr nghiém phét hién tan cong, xam nhap vao hé thdng duoc xay dung trén
nén Oracle VM VirtualBox bao gdom may chii Security Onion phién ban 16.04, may tinh client
Windows 10, va may tinh tin cong Kali Linux.

3.3.1.1. Tan cong do cong

Kich ban nay ké xam nhap sé& str dung may tinh Kali Linux tién hanh do tim cac cong dang
dugc m& trén mdy tinh Windows. D6i twong s& st dung Nmap do tim trén dia chi
192.168.56.102 ciia may tinh Windows va nhan thay cac cong 135/TCP cua dich vu msrpc,
cong 138/TCP cua dich vu netbios-ssn va cong 445/TCP cua dich vy microsoft-ds dang mo.

3.3.1.2.  Tancong Dos

Kich ban nay ké xam nhap s& sir dung Hping3 tir may tinh Kali Linux thyc hién tin cong
Dos dén may tinh Windows. Ngoai ra dbi twong s& gia mao dia chi tan céng 12 192.168.56.104.

3.3.1.3.  Tan cong giao thic FTP

Kich ban nay ké xam nhap sé tién hanh quét cac thdng tin, mat khau dang nhap caa ngudi
dung tai may chu FTP trén may tinh Windows.

3.3.1.4.  Tdn cong quét 16 hong Web Server

Kich ban nay ké tin cong s& quét dé tim cac 15 hdng nham xam nhap hé théng Webserver
tur may tinh Kali Linux.

Sau khi biét dugc théng tin cia trang web, dbi tuong tiép tuc st dung cong cu Wpscan dé
tim cac 16 hong caa may chi Web.

3.3.1.5.  Khai thac 16 héng Eternalblue Windows

Kich ban nay ké xam nhap s& quét va khai thac Eternalblue, 156 hong ms17-010 cua
Windows. L& hong nay chinh Ia nguyén nhan khién WannaCry c6 thé lay lan manh mé. Béi
tugng sé st dung cong cu Metasploit trén may tinh Linux dé khai thac 16 hong nay.

3.3.2. Céc két qua

Sau khi phat hién cac tinh hudng xam nhap hé thong, Sercurity Onion s& tong hop logs va
chuyén qua mot bo phan tich chung sau d6 xuét ra cac canh bao. Ngudi ding sé st dung giao

dién Kibana hodc Squert dugc tich hop sin trong goi cai dat Sercurity Onion dé ¢ thé xem
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chi tiét, thdng ké phan tich hay xuat ra bao cdo. Giao dién chinh cua thanh phan quan trj s&
hién thi tong s6 luong canh bao, biéu d6 phan b theo thoi gian va cac thong tin chinh cua
canh béo.

Sau c4c cudc tan cdng ¢ trén, Security Onion déu phét hién duoc tic thi va dua ra canh
bao realtime ngay trén giao dién quan tri. Trong ldc cac cudc tin cong dién ra, Security Onion
van hoat dong tét dé duy tri su 6n dinh cia hé thong mang. Tuy nhién, khi tin cong ddng thoi
nhiéu phuong thirc khac nhau ciing mét lic, hé théng thir nghiém da sir dung CPU & mac tdi
da 90~100%, cac goi tin danh gia ciing phan hoi két qua cham hon.

3.3.3. Nhdn xét, danh gia.

Security Onion chinh 1a mot ban phdi mién phi hoan chinh tich hop cac cong cu dé thu
thap va phan tich dir liéu hanh vi cac hoat dong trong hé thong mang theo thoi gian thuc, qua
d6 canh bao dén ngudi quan tri dé cd cac bién phap xi 1y kip thoi. Bén canh dé viéc tich hop
day du cong cu va hién thi toan bo phan tich tai mot trang quan tri s& gitp cho ngudi quan tri
tiét kiem thoi gian va hién qua hon.

Security Onion thuc hién thu thap dir liéu tai cac diém xac dinh:

- X4c dinh cac diém yéu ton tai trong hé théng mang.

- X4c dinh céc nguy co co thé anh hudng dén hé théng.

- X4c dinh ngudn dir liéu can thiét va phan tich nguon di liéu thu thap duoc.

- Thiét 1ap trich xuat dit liéu TAP trén dudng truyén dé thu thap di liéu goi tin.

Sau khi thu thap dix liéu, Security Onion tién hanh xt ly dit liéu qua céc cong cu duoc tich
hop sén trong gbi cai dat théng qua cac quy tic dugc xay dung sin. Cac dit liéu duoc phan
tich bao gom:

Duya trén mang:

- Dit liéu goi tin day du.

- Dir liéu phién truy cap.

- Dir liéu théng ké bang thong.

- Dir liéu canh bao NIDS dya vao luat ¢é sin va dau hiéu bat thuong.

Dua trén may client:

- Dt liéu nhat ky OS.

- Dt liéu canh bao virus.

- Dt liéu canh bao HIDS.

- Dir liéu nhat ky Firewall.
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Tuy nhién, ngoai nhitng diém manh caa Security Onion con ton tai mot s6 nhuoc diém
nhu giao dién quan tri teong d6i phic tap va viéc tly bién cac quy tic rat kho khan, doi hoi
nhiéu thoi gian va kién thic hon vé hé théng. Ngoai ra, Security Onion chua c6 kha ning
back up dix liéu tu dong. Véi nhitng diém néu ¢ trén Security Onion chi thich hop véi cac hé
thdng vira va nho c6 ngudn kinh phi thap.

3.4. Két luan Chwong 111

Chuong nay tap trung vao viéc cai dit va trién khai hé théng Security Onion. Tai chuong
nay gigi thiéu chi tiét hon vé& yéu cau cau tric, md hinh thiét 1ap co ban cho hé théng Security
Onion. Viéc tich hop cac thanh phan NIDS, HIDS, giao dién quan tri ciing duoc 1am rd tai
chuong nay. Céc kich ban xam nhap hé théng ciing dugc chuan bi dé danh gia vé kha ning

hoat dong cua hé théng phat hién xam nhap Security Onion.
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KET LUAN

Luén van dat dwgc cac sau:

- Muc dich cua dé tai huéng nghién ciru tong quan nhat vé xam nhap va phét hién xam
nhap hé théng thdng tin trong mang LAN. Phan biét cac phuong thirc tin céng va cac giai
phap bao mat tiéu biéu.

- Bén canh d6 luén vin ciing tap trung chi tiét vao hé thong phét hién xam nhap Security
Onion tich hop thanh phan phat hién xdm nhap mang va host. Qua d6 cung cip cho quan tri
vién hé théng mot bo cong cu day da nham theo ddi, phat hién som va canh béo cac dau hiéu
xa&m nhap véi chi phi hgp ly.

- Qua cac nghién cau ly thuyét, luan vin ciing nén cac budc cai dat hé thdng Sercurity
Onion trong mot md hinh mang LAN don gian. Cac kich ban tan cong ciing dugc xay dung
trong bai ludn dé xem xét kha ning hoat dong va danh gia tinh kha thi cua hé théng.

Huwéng phat trién caa luan vin:

- Xay dung céc tap quy tic cua hé thdng twong thich véi théi quen hoat dong cua nguoi
ding trong mang LAN, loai bé nhitng canh bao khdng can thiét tranh 1ang phi tai nguyén cua
hé théng.

- Téi vu giao dién hién thi cua Kibana dé ngudi quan tri hé thong nhanh chéng tiép can

xt ly canh bao va d& dang théng k8, tao cac bao cao dinh ky.
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