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LOTI NOI PAU

Hién nay co s& ha tang vién thong duoc xay dung kha dong bo. Kinh té s6
dugc hinh thanh, phat trién nhanh, ngdy cang trd thanh b phan quan trong ctia nén
kinh té; cong nghé sé dugc 4p dung trong cac nganh céng nghiép, nong nghiép va
dich vu; xuét hién ngay cang nhiéu hinh thtc kinh doanh, dich vu mdi, xuyeén quéc
gia, dua trén nén tang cong nghé sb va Internet dang tao nhiéu co hdi viée lam, thu
nhap, tién ich, nang cao chit luong cudc séng ctia ngudi dan.

Trong khi d6 viéc két ndi lién thong, chia sé dit liéu giita cac Bo , nganh ,dja
phuong (BNDP) dang gip rat nhiéu kho khan khi str dung cac hé thong mang riéng
biét voi cac Hé thdng thong tin (HTTT) rdi rac, phan tan. Trong khi d6 Chinh phu
dién tir hudng toi Chinh phu s6 doi hoi 1a mé hinh chinh phu dwa trén dit liéu va st
dung tri tué nhén tao. Viéc két ndi trén mot nén mang bing rong duy nhat, timg dung
chuyén doi IPv6 dé phuc vu cho cac tng dung IoT sip t6i bung nd va két ndi hiéu
qua cac HTTT.

Vi vay, em chon dé tai "NGHIEN CUU VA BE XUAT MO HINH HA TANG
SO BANG RONG PHUC VU CHINH PHU PIEN TU TAI VIET NAM" 1am luan
van tot nghiép thac si ctia minh.

Dé tai nay tap trung nghién ctru vé cac mé hinh kién tric co sé ha tang sd phuc
vu Chinh phu dién tir huéng t&i chinh phu sb. Qua d6 xay dung dugce ciac mé hinh
phu hop véi diéu kién va hoan canh Viét Nam, ap dung tai Cuc Buu dién Trung uvong.

Trong qué trinh nghién ctru dé tai, em xin chan thanh cam on thay PGS.TS.
LE NHAT THANG va thiy PGS.TS. TRAN MINH TUAN

Cac thﬁy da nhiét tinh gidng day, tao nhiéu diéu kién dé em vira hoc, vira lam
va hoan thanh cac nodi dung luin vin véi nhitng kién thirc méi sau rong. Trong qua
trinh nghién cru con nhiéu thiéu sot, khong tranh khoi nhitng nham 1an d6i voi mot
vai thuat ngit chuyén sau, kinh mong dugc cac thiy gop y dé em hoan thién luan van
mét cach tdt hon.

Em xin chan thanh cam on!

Hoc vién

Pao Xuin Diing



CHUONG 1: TONG QUAN VE CO SO HA TANG SO
BANG RONG PHUC VU CHINH PHU PIEN TU

1.1. Khai niém chung vé ha ting s6

Ha tang s6 1a chia khoa dé phat trién kinh té sb va xa hoi sb. Ha tang s6 bao
gdm céc hé théng phan cimg va phan mém cho phép cac hé thong thong tin hoat dong,
tuong tac va trao doi thong tin voi nhau . Ha ting s phat trién chinh pha sé chinh 1a
ha ting vién thong két hop cac nén tang, cong nghé dién toan ddm may, tri tué nhan
tao...dé cung cap cac dich vu vé ha ting cho Chinh phu .

Ha tﬁng s6 1a ha tﬁng ma tao ra, trao d6i va sit dung dir 1iéu hoac thong tin nhu
mot thanh phan trong hoat dong ctia né. Ha tAng sb bao gdm cac cdu tric vat 1y, cac
hé théng mang, cap, cac hé théng phén mém, tiéu chuan dit liéu va cac giao thtc cling
nhu ban than dir li€u cua chinh no.

1.2. Ha tang s6 - ITU (2019)

Theo Lién minh Vién théng qudc t& ITU (International Telecommunication
Union) (2019) [1]: ha tang sb 1a sy lién két phan cung vét Iy va phidn mém, ma qua
d6 cho phép hé thdng thong tin va truyén thong c6 thé van hanh xuyén sudt. Ha ting
s6 bao gom:

- Mang duong truc (backbone) Internet;
- Ha ting bang rong cb dinh;

- Ha tang va mang ludi truyén thong di dong;

- Céc vé tinh truyén thong bing rong;

- Ha tang dién toan dadm may va dir liu;

11 o
e 11217001 00101010
- Céc thiét bi nguoi dung cudi, nhu: dién thoai ~  “"M1000000101 01000
A A o Ay ““1101010100000
di dong cam tay, may tinh, thi€t bi modem, 0901610101010 009

wifi va mang bluetooth;
- Céc nén tang phan mém, bao gom cac hé diéu hanh va céc giao di¢n 1ap trinh Gng

dung;



- Céc thiét bi mang ngoai bién, cac thiét bi va phﬁn mém IoT.

1.3. Ha tang sé - AlIB (2020)
Mo hinh ha tang sé theo nhur Ngan hang dau tu co s ha tang chau A (AlIB)

dugc mo ta dudi day:

Conr;(:](étlw’[y Storage and
Hard transportation processing

Soft Terminals and Services and
devices applications

Hinh 1.1: M6 hinh Ngan hang dau tu co sé ha ting chau A AIIB
AlIB (2020) bao gom:
+ Phan cing:
Connectivity and transportation: Két ndi va van chuyén dit liéu
Storage and processing: Iftu trir va xtr 1y thong tin dir licu
+ Phan mém:
Terminals and devices: cac thiét bi dau cudi

Services and applications: cung cap dich vu va ng dung cta dit liéu



1.4. Céc thanh phan cia CSHT sé bing réng phuc vu chinh phi dién tir
Céc thanh phan cta co so ha tang sd bing rong phuc vu Chinh phu dién tir

dugc minh hoa & hinh vé dudi day

CHINHPHU SO & KINH TESO

HATANG SO

Thiét bj Dir liéu Ung dung Phép ly Nhan hyc

Hinh 1.2: Cac thanh phin ciia co sé ha ting s6 bing rong

I’J’ng dung

Ha tang sé dem lai céc loi ich, hiéu qua quan Iy kinh té, xa hoi cho dén
quan ly Nha nudc

Dir liéu

-Xay dung cac co s¢ dir liéu tir Trung wong xudng tdi cac Bo, nganh dia
phuong, ha tang ctia Chinh phu s6 va kinh té s6.

- Sir dung dién toan ddm may dé luu trit va xu 1y dir liéu

Két ndi

- Mang Truyén sé liéu chuyén ding (TSLCD) da két ndi dén cong gateway
ctia 100% B0, nganh, Tinh/ Thanh phé (TP).

- 92,06% Tinh/TP; 71% B9, nganh san sang két ndi vao mang TSLCD.

Thiét bi

- Trién khai thiét bi chuyén mach, dinh tuyén 16p phan phéi tai 27 tinh, thanh
phd.



- Két ni phan ving Trung tam dit liéu (TTDL) Viettel, VNPT dang cung cap
dich vu hosting cho cac BNDP vao mang TSLCD.

Nhan lwe

- Co ban dap tng, tuy nhién nhan lyc mong, phai kiém nhiém nhiéu viéc khac.

Phép ly

- B6 sung, hoan thién cac co sé phap khi khi mé rong két ndi cia mang TSLCD
dén mang WAN cua bo, nganh, dia phuong, mang Internet, Trung tam dit liéu cua
bd, nganh, dia phuong va cta cac doanh nghiép cung cép dich vu vién thong.
1.5. Co sé ha tang sé biang rong trong khung kién tric Chinh pha dién tir
1.5.1. Khung kién trac Chinh pha dién ti# Vigt Nam [2]

Chinh phu dién tir trong khung kién tric két ndi cua mang TSLCD dén mang
WAN cua Bo, nganh, dia phuong, mang Lan duoc thé hién & qua mo hinh 1.3 dudi




Hinh 1.3: M hinh tong quat Chinh phii di¢n tir Viét Nam

1.5.2. Cac thanh phan

Nguwoi sir dung

L& cac tac nhan tham gia str dung dich vu CPDT, bao gdm nguoi dan, doanh
nghi¢p, can by, cong churc va céc td chirc, c4 nhén lién quan.

Keénh giao tiép

La moi truong, cong cu giup Ngudi sir dung twong tac véi cac co quan, to chirc
thudc Chinh phu dé st dung cac dich vu CPDT. Qua mdi truong Internet, Nguoi st
dung c6 thé st dung cac kénh giao tiép sau: Cong Dich vu cong truc tuyén (& qudc
gia la Cong Dich vu cdng quéc gia, & cac Bo, nganh, dia phuong 1a Céng Dich vu cong
cap Bo, cp tinh), Cong/Trang thdng tin dién tir cac Bo, nganh, dia phuong thong qua
giao dién Web hoac Mobile; Kiosk tra ctru thong tin. Ngoai mdi trueong Internet, Nguoi
str dung ¢4 thé str dung céc kénh khac nhu thoai, SMS hodc truc tiép tai Trung tim
hanh chinh cong hoac B phan moétctra, ...

Ha tang k¥ thuit — cong nghé

Ha tang k¥ thut — cong nghé bao gdm cac thanh phan ky thuat Coéng nghé
thong tin (CNTT) nhu PC, luu trit, ha tAng truyén din LAN, WAN, ha tang k¥ thuat
dung chung nhu trung tdm dir liéu — Data Center (DC),. Phu thudc vao hién trang,
nhu cau c6 thé ap dung cac giai phap cong nghé k¥ thuat tién tién cho phl hop nhu
Cloud Computing hay cac xu hudng, giai phap luu trir, phan tich dir liéu nhu Big Data,
Data lake, Tri tué€ nhan tao,...

Trén quy mo qudc gia, cac hé thong CPPT sir dung Mang TSLCD dé két nbi,
truyén tai thong tin dir lieu CPPT; két ndi giita Nén tang tich hop, chia sé dir liéu véi

cac Nén tang tich hop, chia sé dir liéu LGSP cua cac B9, nganh, dia phuong.
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Hinh 1.4: M6 hinh tham chiéu ha ting truyén din

Céc ung dung két néi mang cdng cong duoc truyén tai qua ha tang Internet do
doanh nghiép vién thong cung cép;

Céc tmg dung chuyén dung duoc truyén tai qua ha ting Mang TSLCD cuia céc
co quan Pang va Nha nudc;

Céc tmg dung riéng ndi bo cac Bo, nganh, dia phuong duoc truyén tai qua mang
riéng ndi bd cac B, nganh, dia phuong tu xay dung;

Hé théng may chu tmg dung tai c4c phan hé Mang Internet, Mang TSLCD,
Mang riéng ndi bd dugc phén tach riéng vé mat vat Iy nhung dugc phép dong bo vé
co so dit liéu dé dap tmg tat ca cac bai toan ciia CPDT.

An toan théng tin

An toan théng tin (ATTT) 14 thanh phan xuyén subt, 14 diéu kién bao dam trién
khai cac thanh phan caa CPDT. Noi dung bao dam ATTT bao gdm cic ndi dung
chinh nhu: bao vé an toan thiét bi, an toan mang, an toan h¢ théng, an toan ung dung
CNTT, an toan dit liéu, quan 1y va gidm sat. Cac ndi dung nay can dugc trién khai
dong b tai cac cap dap ing nhu cau thuc té va xu thé phat trién cong nghé. Noi dung

An toan thong tin CPDT thé hién nhu sau:
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Hinh 1.5: So' db tong quat an toan thong tin trong CPPT

So db tong quat an toan thong tin bao gdom:

M6 hinh ATTT hé thong NGSP:

Hé théng nay bao gém cac dich vu, tmg dung c6 thé chia sé, dung chung cip
qudc gia dé két ndi, lién thong cac hé thong thong tin & quy mé Qudc gia. Pay 1a hé
thdng quan trong trong Khung CPDT Viét Nam, viéc bao dam ATTT cho hé thdng
nay la diéu kién tién quyét, bao dam cho su thanh cong va phat trién cua CPDT.

Mo hinh ATTT cho NGSP bao gdom cac thanh phén sau:

An toan thang tin thanh.phan.nén tang NGSP

Dich vu cudn K e - 2 1 R 4E
Dich v thir mue s Quan 1V t3i khoan Quan IV nén tang
dinh danh
Dich vu cdp auvén o . . . g
T ) CAng van nén tang Dich vu ddng ki Dich vy xac thire
Dich vy gid tri gia vt Dich v tean dai Dich v thanh
ting e e S dit liéu toan dién tir




Hinh 1.6: M6 hinh ATTT thanh phan NGSP

Mb hinh ATTT cap B9, nganh, cip tinh, thanh phé trwc thudc Trung wong

Trong mdi B, nganh, cép tinh, thanh phd tryc thudc Trung wong 12 mot Co
quan diéu tra (CQDT) thu nhé cia CPDT bao gdm gan nhu day du cac thanh phan
trong Khung CPPT. Céc thanh phan ATTT vi thé ciing dugc tham chiéu twong tu So
dd tong quat ATTT, cac Bo, nganh dia phuong tir d6 s& ¢6 cin ct Xy duyng md hinh
ATTT phu hop cho hé thdng ctia minh.
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Hinh 1.7: M6 hinh hé thong giam sit ATKGM quoc gia

Noi dung thanh phan bao gém:
- Cac thong tin su kién két ndi cung cép cac thanh phan tir cac Trung tim
giam sat diéu hanh ATTT ciia cac co quan to cht lién quan
- CAc trung tim phén tich, xir Iy va canh bao som, cac hé théng giam sat diéu
hanh ctia cac nha cung cp ISP, cac t6 chirc khac cua Chinh phi, co quan
chuyén tréach.

- Cac 6 chirc két ndi lién quan phan tich va xu 1y diéu hanh ra quyét dinh
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- Trung tAm phén tich tong hop, chuyén sau vao gdm nhiéu cac thanhphan
chi tiét nhu: Thanh phan hd trg gidm sét, do quét danh gia, tong hop chuyén
sau,...

- Chu dong trong cong tac giam sat va canh bao cac van dé vé an toanthéng
tin dam bao phat hién sdm tin cong cac diém yéu, 16 hong bao mat dang ton
tai trén hé théng. Vi¢c phat hién sém va kip thoi cac nguy co va rui ro an
toanthong tin s& gitp cho don vi han ché dugc cac mat mat do viéc mat an
toan thong tin ciing nhu tiét kiém cac chi phi khic phuc va xu 1y su cb.
Ngoai ra cong tac giam sat hd trg don vi c6 duge mot bire tranh vé tinh trang
cac van dé lién quan t6i an toan thdng tin dang dién ra trong don vi. Viéc
giam sét va canh b4o an toan thong tin can duoc thyc hién mot cach lién tuc
theo thoi gian thyc. Mot s tac dungcua viéc giam sat va canh bao an toan
thong tin.

- H{ tro quan tri mang biét duoc nhitng gi dang dién ra trén hé théng.

- Phat hién kip thoi cac tAn cong mang xuét phat tir Internet ciing nhu cac tin
cong xuit phat trong noi bo.

- Phat hién kip thoi cac diém yéu, 15 hong bao mét cia cac thiét bi, tmg dung
va dich vu trong h¢ théng.

- Phéat hién kip thoi su 1ay nhim mé doc trong hé thdng mang, cac may tinh bj
nhiém ma ddc, cac may tinh bi tinh nghi 13 thanh vién cia mang may tinh
ma (botnet).

- Giam sat, ngan chan viéc that thoat dir lidu.

- Giam sat viéc tuan thu chinh sach an ninh trong hé thong.

Xay dung va trién khai mot hé thong giam sat an toan thong tin dong mot vai
trd qua trong trong viéc biao dam an toan thong tin néi riéng ciing nhu gbp phan xay
dung CPDT néi chung.

Giam st an toan thong tin thuong bao gdm 3 giai doan:

Thu thap dir liéu
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Thuec hién thu thap tat ca cac dir liéu lién quan c6 thé can thiét dé phan tich. Cac
dir liéu thu thap ¢ déy tap trung nhiéu 13 cac nhat ky (log) cua cac thiét bi mang, thiét
bi du cubi, phﬁn mém, ung dung, co s¢ dir li€u, thong tin Ve trang thai cua h¢ théng,
luu lugng mang,...

Phén tich dir liéu

Sau khi thu thap dugc tat ca cac nguén dit liéu can thiét thi cong viéc tiép theo
can trién khai thuc hién 12 phan tich dir liéu. Cac ngudn dit liéu thu thap duoc 13 rat 16n,
tr nhiéu céac nguén, dinh dang cach thtic thé hién khéac nhau do vay trudce khi thuc
hién phan tich thong thuong phai c6 budc trung gian dé dong bo, chuan héa dir liéu
va phan tich tuong quan toan bd dit li¢u thu thdp dugc. Thong thuong viéc nay dugc
thuc hién bdi céc thudt todn va ing dung hd tro. Phan cbt 16 trong qua trinh phan tich
dir liéu lai ndm & yéu t6 con ngudi. O bude ndy cac hé thdng thuat toan va tng dung
chi ¢6 thé dua ra duoc mot s cac phan tich co ban dé tim ra van dé con yéu té quyét
dinh t&i viée phét hién ra mot van dé, sy cd, tan cong... lai ndm & ngit canh cua dit
liéu, ma chi c6 con ngudi méi cé thé hiéu rd duoc ngit canh do.

Canh bao

Sau qua trinh phén tich dir liéu, phat hién ra duoc cc van dé thi viéc tiép theo
can thyc hién 13 bao cdo van dé nay dé xu 1y kip thoi.

Hé théng nay déng vai trd quan trong trong viéc bao dam tinh sin sang cua hé
thng. Hé théng nay cho phép ngudi quan tri gidm sat toan bo hoat dong cua hé thong,
trang thai thiét bi, dua ra cac phan tich, canh bao khi hé théng, thiét bi c6 su ¢d hodc
qua tai. Pay 1a mot giai phap quan 1y ha tang CNTT tich hop dua trén mot kién trdc
hop nhat, cung cap cac chirc ning quan ly dong nhét d6i véi co sd ha ting CNTT phiic
hop nhu May chu/Mang/Co s¢ dir liéu/WAS/Ung dung va cac dich vu ctia don vi.

Pé dap co thé giam sat, bao dam hoat dong an toan cho hé thong, hé thong
giam sat can dap tng duogc cac yéu cau ky thuat sau:

- Giam sat cAu hinh, thiét 1ap, quan tri trén nén tang Web, luu thong tin giam

sat duogc tir cac hé thong CNTT vao CSDL Oracle.
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- Tinh ning gidm sat may chu, thiét bi mang, CSDL, Web server cing véi
cac chtrc ning giam sat duoc xay dung theo kiéu modun, tich hop tat sin c6
trén may chu gidm sat gilp viéc ty chinh hay nang cip, mo rong sau nay
mot cach dé dang, linh hoat.

- Giao dién d6 hoa quan tri téng thé hé théng. Mai dbi tuong dd hoa hién thj
c6 cac tham sé giam sét phai xay dung thanh 16p dbi tuong con thuan tién
cho viéc giam sat. Mau sic canh bao phai hién thi 1én trén cac d6i twong dd
hoa v&i mau sic khic nhau véi cac mirc canh bao va dé phat hién.

- Cac thanh phan giam sat 15i, hiéu ning, cau hinh, tng dung web 13 mot san
pham thdng nhat, khéng phai 14 cac san phim phan mém riéng 1¢ duoc tich
hop lai dam bao tinh théng nhét trong viéc quan tri.

M6 hinh an toan ha tang k¥ thuat Quéc gia:

DPam bao an toan ha tang k¥ thut Q

udc gia 1a dam bao cho hoat dong cua cic co sé ha tang thong tin, trong d6
bao gdm dam bao an toan cho ca phan cting va phin mém hoat dong theo céc tiéu
chuén k§y thuat do Nha nuéc ban hanh; ngin ngira kha ning loi dung mang va céc co
s& ha tang théng tin dé thuc hién cac hanh vi trai phép gy hai cho cong dong, pham
phap hay khing bd; dam bao cac tinh chét bi mat, toan ven, chinh xéc, sin sang phuc

vu cta thong tin trong luu trit, xir Iy va truyén tai trén mang.

M rlé a
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Hinh 1.8: M6 hinh an toan ha ting k¥ thuét

Nén tang tich hop, chia sé dir liéu
Nén tang tich hop, chia sé dit liéu phuc vu muc tiéu tich hop, trao doi thong giira
cac hé thdng thong tin va co sd dit licu.
Nén tang chia sé, tich hop di liéu dap tmg cac yéu cau:
Puogc phat trién va van hanh v&i cac tiéu chuin minh bach cho phép cac Bo
nganh, dia phuong dé dang két ndi ma khdng phu thudc vao céng nghé va tranh tao
uu thé doc quyén cho don vi cung cép dich vu.
Su hoat dong va céu trac ha tAng cong nghé thong tin, hé thong thong tin va co s&
dir liéu cua timg bo, nganh, dia phuong, don vi hanh chinh khéng thay doi.
C6 hiéu ning cao dé xir Iy khéi luong 16n thong tin trao dbi gitra cac don vi hanh
chinh, ddng thdi dap tmg dugc kha ning mé rong, ting trudng trong tuong lai.
Cung cap kha ning bao mat, tin cdy trong trao doi thong tin nhu bao dam cac
tinh nang vé dinh danh, xac thuc, ching thuc dién tir, ma hoa ban tin, chéng chdi
bo...
Phai c¢6 kha nang phuc hdi tw nhién (kha nang khdi phuc hé théng khi xay ra 15i
phan cting, phan mém hodc 18i van hanh), tranh hinh thanh mot diém 15i tap trung
c6 thé anh huong dén toan bo hé thong.
Cung cip kha nang két ndi vai cac nén tang tich hop ndi b cua cac Bo, nganh,
dia phuong (LGSP) néu dap tng yéu cau.
C6 kha nang truyén dir liéu an toan trén mang Truyén sd liéu chuyén ding cia
cac co quan DPang, Nha nudc va trén mang Internet (stir dung cac cong cu méd hoa

xac thyc trong nudc).



14

C6 kha nang tich hop véi bat ky hé théng thong tin dugc phat trién trén cac ngon
ngir 1ap trinh khac nhau nhu C#, Java, C++, PHP, Python, ...

Céc thanh phan cua nén tang cho phép hoat dong duoc trén cac may chu vat 1y
va may chu do, hoat dong duoc ca trén cac chuong trinh phén mém mi nguén
m¢ duge cung cAp mién phi (hé thong van hanh, hé théng quan Iy co s di liéu,
may chu tng dung...).

Pham vi trién khai khong gi6i han vé dia 1y, dit liéu c6 thé trao doi ndi bo toan
qudc hay lién quéc gia khi ¢6 nhu cau.

Céc don vi tham gia hé thdng phai dugc trang bi thiét bi theo yéu cau, cac may
chu nay phai tuan theo cac tiéu chuan k¥ thudt phu hop véi nén tang.

Hé théng duoc trién khai trén mang truyén sé liéu chuyén ding cia cac co quan
Pang, nha nudc, c¢6 thé hoat dong trén méi trudng Internet khi ¢ nhu cau. Do
vay hé théng phai dap mg yéu ciu vé truyén tai dir liéu trén cac méi trudng
mang khéac nhau nhung van bao dam vé tc d6 va an toan bao mat dit liéu duong
truyén.

Viée ky sd v6i cac ban tin phai duoc thuc hién sir dung cac giai phap ma hoa
duogc kiém dinh va dap tng céc tiéu chuan k¥ thuit va twong thich voi tat ca cac
nha cung cfip dich vu ching thyuc dién ta.

Nén tang tich hop, chia sé LGSP ciia cac Bd, nganh, dia phwong

Thanh phan nay dé tich hop, chia sé cac HTTT, CSDL trong ndi bd cac Bo,
nganh, dia phuong va giita cac Bo, nganh, dia phuong véi nhau qua Nén tang tich hop,
chia sé dir liéu néu dap tmg yéu cau. Cac LGSP gom céc dich vu co ban gidng nhau
nhu dich vu nén tang, dich vu van hanh, dich vu tich hop, dich vu thong tin;

LGSP cac Bo, cac tinh dong vai trd 1a nén tang két ndi, chia sé cho céc cuc, vu,
vién va cac co quan nha nudc truc thudc Bo va cac So, nganh, quan, huyén thudc cac
tinh, thanh phd. Vi nén tang ndy, théng tin nghiép vu c6 thé dugc trao ddi theo chiéu
ngang va theo chiéu doc giira cac co quan Nha nudc thudc Bo. Thanh phan nay ciing

hoat dong nhu mot céng nghi¢p vu, cung véi cac dich vu cr?ip Bo dé trao doi théng tin
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v6i cac Bo, tinh khac hodc véi cac co quan Pang, cac hé thong thong tin ctia doanh
nghiép, hay t6 chirc khac khi can thiét.
Cong Dich vu cong Qudc gia
Cong Dich vu céng Qudc gia do Vian phong Chinh phu xdy dung va thong
nhat quan 1y trén co so tich hop, trao ddi dir liéu vé thu tuc hanh chinh, hé so giai
quyét thu tuc hanh chinh véi CSDL qubc gia vé thu tuc hanh chinh, cac CSDL Qudc
gia, CSDL chuyén nganh va tich hop dich vu cong truc tuyén v6i Hé théng thong tin
mot ctra dién tir cAp bo, cip tinh. Cong DVC Qudc gia thue hién theo Quyét dinh s
247/QD-TTg ngay 12/3/2019 cta Thu tuéng Chinh phil phé duyét Bé an Cong Dich
vu cong Qudc gia.
CSDL Quédc gia , 9 , ,
Bao gom cac CSDL Quoc gia uu tién trién khai theo Quyét dinh s6 714/Qb-
TTg cta Tha tudng Chinh phu: CSDL Quéc gia vé din cu, ding ky doanh nghiép, tai
chinh, bao hiém, CSDL dit dai Qudc gia. Va mét sé CSDL quan trong khac: CSDL
Qudc gia vé an sinh x4 hoi, ho tich dién tir, tai nguyén moéi trudong, khéng gian dia ly,

CSDL Qudc gia vé quy hoach, cac du an dau tu, CSDL can bd cong chirc, vién chirc.

1.6. Két luan chwong 1

Ha tang sb phuc vu Chinh phu sb 1a mot thanh phan quan trong trong Quy
hoach ha ting TT&TT. Cac thanh phan cta ha ting sb phuc vu chinh phu sé lién quan
va tac dong 13n nhau, nhu két ndi lién thong phai di cung chia sé dit 1iéu va phai duoc
dam bao bdi phap luat.

Xay dung ha tﬁng s6 12 viéc can kién tri, sy tham gia cua toan bd h¢ théng
chinh tri, doanh nghiép va nguoi dan tir trung wong dén dia phuong. Phai c6 khung
phap 1y cho ha tang s6 (luat vé dit lidu, bao vé thong tin c4 nhan). Viéc xdy dung ha
tang sb can phai dugc nang cao nhan thirc va tap trung xay dung ha tang sd, coi ddy

la cdc nhi€ém vu hang dau trong thoi chuyén doi so.
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CHUONG 2: KHAO SAT MOT SO MO HINH KET NOI
MANG CUA CAC BNDPP PHUC VU CPPT

2.1. Hién trang Ha tang ky thuat CNTT [3]

Theo b&o cdo Chinh phu dién tir Quy 1V/2019, ha ting k¥ thudt cong nghé

thong tin va tmg dung céng nghé thong tin phuc vu cong tic quan 1y diéu hanh cia

co quan nha nudc nhu sau:

Vé Ha tang ky thudt cong nghé thong tin
Bang 2.1: Ha tang k¥ thuat CNTT

TT Tiéu chi B9, co quan Co quan | Tinh, thanh phd
ngang B0 (*1) | thugc Chinh truc thugc
phu (*2) Trung wong (*3)
1 |Ty 1é CQNN da két ndi voi 95% 96% 90,40%
mang di¢n rong (WAN)
2 | Ti 1€ bd/tinh
- Co6 trung tam dir liu (Data 86,36% 66,66% (4/6) | 90,48% (57/63)
center) (19/22) 33,33% (2/6) | 46,03% (29/63)
- Co trung tam dir li¢u du 54,55% 100% (6/6) | 53,97% (34/63)
phong (12/22)
- C6 phong may chu 68,18%
(15/22)
3 | Ti 1¢ bo/tinh da trién khai mo 72,73% 83,33% (5/6) | 63,49% (40/63)
hinh dién toan dam may (16/22)

Vé trién khai itng dung cong nghé théng tin phuc vu céng tic quén Iy diéu

hanh cua co quan nha nwoc

Bang 2.2: Trién khai tng dung CNTT phuc vu quan Iy diéu hanh.

thu dién tir chinh thirc

TT Tiéu chi B§, co' quan Co quan thudc | Tinh, thanh phd
ngang B¢ (*1) | Chinh phi (*2) | truc thugc Trung
wong (*3)
1 |Tilé CBCC duoc cap tai khoan 98% 97% 93,42%

Heé théng Quan 1y vin ban va diéu hanh (QLVBDH)
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TT Tiéu chi B§, co' quan Co quan thudc | Tinh, thanh phé
ngang Bo (*1) | Chinh phu (¥2) | truc thugc Trung
wong (*3)
- Ti 1¢ BO/Tinh chi c6 mét HE| 81,82% (18/22) 100% (6/6) 73,02% (46/63)
thong QLVBDH dung chung
- Ti 18 Bo/Tinh 6 nhiéu h¢ thong | 18,18% (4/22) - 26,98% (17/63)
QLVBDH (c6 thé 1a cac Hé thong
QLVBDH dung chung, dung
riéng)
3 |Su dung chir ky so: Ti I¢ cac 92% 83,08% 91,07%
CQNN duogc cap chung thu so
4 |Phin mém Mot ctra dién tir
Ti 16 co quan d3 trién khai 54,55% (12/22) - 100% (63/63)
5 |Ti 1é co quan dd ban hanh Kién| 86,36% (19/22) | 33,33% (2/6) 96,82% (61/63)
trdc Chinh phu dién tir

Tuy nhién, da sb cac TTDL déu chua dat tiu chuin qubc gia TCVN
9250:2012 vé TTDL, yéu cau vé ha tang k¥ thuat vién thong hoic tiéu chuan Qudc té
nhu uptime, TIA-942...

V& trién khai DPTPM, nam 2019, c6 16/22 (72,73%) Bo, co quan ngang b, c6
5/6 (83,33%) co quan thuéc Chinh phu va 40/63 (63,49%) tinh, thanh phd truc thude
Trung wong d3 trién khai it nhat mot trong s6 cac dich vu cung cép ha tang thiét bi
(laaS - Infrastructure as a Service), dich vu cung cip nén tang van hanh (Paa$S -
Platform as a Service) va dich vu cung cip phan mém ting dung (Saa$ - Software as
a Service).

Cac Bo, co quan ngang B0, co quan thudc Chinh phu, tinh, thanh phd truc
thudc Trung uong ¢ co so ha tang tng dung CNTT duogc danh gia cao nhu: By Ké
hoach va Pau tu, BO Tai chinh, Ngan hang Nha nudc Viét Nam, Bao hiém xa hoi
Viét Nam, Thong tan x4 Viét Nam, Ha Noi, ba Niang, Lam D@)ng, Lao Cai, Khanh
Hoa, Binh Duong, Quang Ninh...
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Tai cac B, co quan ngang B, két qua danh gia vé ha tang k¥ thuat CNTT cia
19 B, co quan ngang Bo (trir B6 Qudc phong, B6 Cong an va Van phong Chinh phi)
duoc thé hién tai bang sau:

Biang 2.3: Két qua danh gia ha ting k§ thuat CNTT

TT B0, co quan ngang B{ Nam 2018 Nam 2017
1 Ngan hang Nha nudc Viét Nam 01 (0,825) 03 (0,810)
2 | Bo Nong nghiép va Phat trién néng thon 02 (0,803) 18 (0,560)
3 | Bo Ké hoach va Pau tu 03 (0,775) 01 (0,875)
3 B6 Khoa hoc va Cong nghé 03 (0,775) 05 (0,773)
5 | Bo Tai chinh 05 (0,751) 02 (0,820)
6 | BO Tu phap 06 (0,750) 07 (0,765)
7 | Bo Xay dung 07 (0,725) 09 (0,748)
7 |BoYté 07 (0,725) 11 (0,711)
9 Bo Thong tin va Truyén thong 09 (0,721) 10 (0,729)
10 | B Gido duc va Pao tao 10 (0,690) 06 (0,771)
11 | Thanh tra Chinh phu 11 (0,675) 19 (0,384)
12 | B§ Ngoai giao 12 (0,650) 04 (0,789)
12 | B¢ Lao dong - Thuong binh va Xa Hoi 12 (0,650) 08 (0,760)
12 | B6 Vian héa - Thé thao va Du lich 12 (0,650) 14 (0,682)
15 | Bo Noi vu 15 (0,638) 13 (0,705)
16 | BO Tai nguyén va Moi truong 16 (0,617) 11 (0,711)
17 | B Giao thong van tai 17 (0,517) 17 (0,574)
18 | By Cong Thuong 18 (0,499) 15 (0,631)
19 | Uy ban Dan toc 19 (0,279) 16 (0,593)
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Biéu d6 ti 1& cac B9, co quan ngang Bo phan theo cac muc Tét (chi sb dat tir
0,8 trd 1én), Kha (chi s6 dat tir 0,65 dén dudi 0,8) va Trung binh (chi s6 dat dui 0,65)
vé Chi s6 Ha tang ky thuat CNTT duoc thé hién tai hinh sau:

Ha tang k{ thudt CNTT
0% B3%

60%
50%
40%

_ 26% m 2018
20% _

11%
0%
0% -

Tét (chisd=0.8) Kha (0.65=chisd=0.Jrung binh (0.65<=chi s4)

Hinh 2.1: Biéu db ti 1¢ cac B, co' quan ngang Bo theo Chi s6 Ha ting ky thuat CNTT

Nhu véy c6 thé thiy ha ting CNTT cua cac Bo, Co quan ngang Bo dugc phan
thanh 03 nhém: Nhom Tét (c6 chi s6>0.8) bao gdm 02 Bo (Ngan hang nha nudc Viét
Nam, B6 Nong nghiép va Phat trién Nong thon), nhom Kha (c6 chi s tir 0,65 dén
0,8) bao gém 12 Bo, co quan ngang B va nhom Trung binh (c6 chi sé duéi 0,65)
bao gdm 5 don vi.

Tai cac co quan thudc Chinh phu, két qua danh gid vé ha ting k§ thuat CNTT
cua 7 co quan thudc Chinh phu duoc thé hién tai bang sau:

Bang 2.4: Két qua danh gia ha ting ky thuat CNTT ciia co’ quan thudc Chinh phi

TT Co quan thu¢c Chinh phu Nam 2018 Nam 2017
1 | Bao hiém Xa hoi Viét Nam 01 (0,850) 01 (0,925)
2 | Thong tin xi Viét Nam 02 (0,725) 02 (0,754)
3 | Pai Truyén hinh Viét Nam 03 (0,576) 03 (0,603)
4 | Ban Quan ly Lang Chu tich H6 Chi Minh 04 (0,460) -

5 | Vién Han 1am Khoa hoc va Xa hoi Viét Nam 05 (0,385) 05 (0,484)
6 | Vién Han lam Khoa hoc va Cong ngh¢ Viét Nam 06 (0,320) 04 (0,488)
7 | Pai Tiéng noi Viét Nam 07 (0,301) 06 (0,478)
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Biéu d6 ti 1& cac co quan thugc Chinh phu phéan theo cac mirc Tot (chi sé dat

tir 0,8 tré 1én), Kha (chi s6 dat tir 0,65 dén dudi 0,8) va Trung binh (chi sé dat duéi
0,65) vé Chi s6 Ha tang k§ thuat CNTT duogc thé hién tai hinh sau:

Ha tang ki thuat CNTT

71.4%

......

20.0% 14.3% 14:3%

Tét (chisd =0.8) Kha (0.65=chis6=0.8) Trung binh (0.65<chisa)

Hinh 2.2: Biéu db ti 1¢ cac co quan thudc Chinh phii theo Chi s6 HTKT CNTT

Nhu vy c6 thé thiy ha ting CNTT cua cac co quan thuéc Chinh phu duoc

phan thanh 03 nhém: Nhém Tét (co6 chi s6>0.8) chi ¢6 01 co quan (Bao hiém Xa hoi

Viét Nam), nhém Kha (cé chi sb tir 0,65 dén 0,8) ciing chi ¢6 01 co quan va nhém

Trung binh (c6 chi s6 dudi 0,65) bao gdm 5 don vi.

Tai cac tinh, thanh phd truc thudc Trung wong, két qua danh gia vé ha tang k¥

thuat CNTT dugc thé hién tai bang sau:
Bang 0.5: Két qua danh gia vé HTKT CNTT tai cac tinh, thanh phé truc thugc TW

TT Tinh, thanh phd Niim 2018 Niim 2017
1 | TP. Pa Ning 01 (0,900) 04 (0,803)
1 | Béc Ninh 01 (0,900) 08 (0,787)
3 | Thanh Hoa 03 (0,895) 18 (0,737)
4 | Bic Giang 04 (0,875) 39 (0,535)
5 | Thira Thién - Hué 05 (0,865) 12 (0,773)
6 | Ddng Nai 06 (0,850) 11 (0,776)
6 | Khanh Hoa 06 (0,850) 03 (0,813)
8 | Dék Nong 08 (0,841) 26 (0,684)
9 | BicKan 09 (0,839) 13 (0,763)
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TT Tinh, thanh phd Nim 2018 Nim 2017
10 | Tay Ninh 10 (0,830) 23 (0,704)
11 | Lang Son 11 (0,823) 55 (0,438)
12 | Quang Binh 12 (0,818) 52 (0,444)
13 | Thai Nguyén 13 (0,803) 24 (0,698)
13 | Vinh Phuc 13 (0,803) 38 (0,536)
15 | Ha Tinh 15 (0,801) 26 (0,684)
16 | Binh Duong 16 (0,800) 05 (0,802)
17 | Pha Tho 17 (0,799) 22 (0,707)
18 | Lam DPéng 18 (0,775) 01 (0,822)
19 | Hoa Binh 19 (0,764) 57 (0,425)
20 | Kon Tum 20 (0,759) 51 (0,447)
21 | Quang Ninh 21 (0,750) 06 (0,795)
21 | TP. Ha Noi 21 (0,750) 07 (0,793)
23 | Ha Giang 23 (0,745) 32 (0,648)
24 | Hai Duong 24 (0,742) 09 (0,785)
24 | Lao Cai 24 (0,742) 02 (0,814)
26 | TP. H6 Chi Minh 26 (0,725) 10 (0,783)
27 | Hung Yén 27 (0,712) 53 (0,440)
28 | Yén Bai 28 (0,703) 36 (0,558)
29 | Hau Giang 29 (0,702) 62 (0,359)
30 | Ninh Binh 30 (0,700) 48 (0,479)
31 | CaMau 31 (0,694) 45 (0,486)
32 | Thai Binh 32 (0,693) 16 (0,742)
33 | Ninh Thuan 33 (0,692) 40 (0,533)
34 | Quang Nam 34 (0,687) 54 (0,439)
35 | bik Lik 35 (0,686) 49 (0,467)
36 | PhaYeén 36 (0,680) 44 (0,493)
37 | Nghé An 37 (0,677) 18 (0,737)
38 | Binh Thuin 38 (0,675) 35 (0,566)
39 | Binh Pinh 39 (0,669) 41 (0,531)
40 | Quang Ngii 40 (0,662) 49 (0,467)
41 | BaRia- Ving Tau 41 (0,655) 14 (0,752)
42 | Vinh Long 42 (0,649) 30 (0,658)
43 | HaNam 43 (0,648) 28 (0,675)
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TT Tinh, thanh phd Nim 2018 Nim 2017
44 | TP. Can Tho 44 (0,641) 20 (0,726)
45 | Gia Lai 45 (0,638) 24 (0,698)
46 | Tién Giang 46 (0,632) 17 (0,741)
47 | Long An 47 (0,629) 47 (0,481)
48 | Cao Biang 48 (0,627) 43 (0,496)
49 | Soc Trang 49 (0,619) 42 (0,511)
50 | Pién Bién 50 (0,610) 61 (0,391)
51 | Quang Tri 51 (0,598) 31 (0,649)
52 | Bac Liéu 52 (0,585) 34 (0,610)
53 | TP. Hai Phong 53 (0,584) 59 (0,406)
54 | SonlLa 54 (0,579) 29 (0,666)
55 | Tra Vinh 55 (0,563) 37 (0,546)
56 | Pong Thap 56 (0,554) 21 (0,723)
57 | AnGiang 57 (0,550) 15 (0,746)
58 | Binh Phudc 58 (0,524) 63 (0,313)
59 | Nam Pinh 59 (0,481) 60 (0,395)
60 | Kién Giang 60 (0,451) 33 (0,624)
61 | Tuyén Quang 61 (0,432) 46 (0,485)
62 | Lai Chau 62 (0,418) 56 (0,426)
63 | Bén Tre 63 (0,400) 58 (0,419)

Biéu db ti 18 cac tinh, thanh phd truc thudc Trung wong phan theo cac muc Tot
(chi s6 dat tir 0,8 trd 1én), Kha (chi sb dat tir 0,65 dén dudi 0,8) va Trung binh (chi sb
dat dudi 0,65) vé Chi s6 Ha tﬁng k¥ thuat CNTT duoc thé hién tai hinh sau:
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Ha tang k¥ thuat CNTT

m 2018

45.0%
30.7%
40.0%
34.9%

35.0%

30.0% 25.4%

25.0%

20.0%

15.0%

10.0%

5.0%

0.0%

TGt (chisd=0.8) Kh4 (0.65=chisd=0.8) Trung binh (0.65=chisd)

Hinh 2.3: Biéu db ti 1¢ cac tinh, TP truc thuéc TW theo Chi s6 HTKT CNTT

Nhu vay c6 thé thdy ha ting CNTT cua cac tinh, thanh phé truc thuéc Trung

wong duoc phan thanh 03 nhom: Nhom tét (co chi sé >0.8) chi co 16 dia phuong,

nhom Khé (c6 chi s tir 0,65 dén 0,8) c6 25 dia phwong va nhém Trung binh (c6 chi

s6 dudi 0,65) bao gdm 2 dia phuong.

Theo bao cao CPDT Quy 1V/2019 cua Bo TT&TT, tong hop vé cac chi sé ha

tang ki thuat CNTT cua cac Bo, co quan ngang B0, co quan thudc Chinh phu, cac

tinh, thanh phé truc thudc Trung wong nhu sau:

Bang 2.6: Ty 16 CQNN theo tiéu chi két néi CNTT

TT Tiéu chi B§, co' quan Co quan thudc | Tinh, thanh phd
ngang B¢ (*1) | Chinh phu (*2) | truc thufc Trung
wong (*3)
1 |Ty 1é CQNN da két nbi voi mang 95% 96% 90,40%
dién rong (WAN)
2 | Til¢ bo/tinh
- C6 trung tam di li¢u (Data center) | 86,36% (19/22) 66,66% (4/6) 90,48% (57/63)
- C6 trung tam dir liéu du phong 54,55% (12/22) 33,33% (2/6) 46,03% (29/63)
- C6 phong may chu 68,18% (15/22) 100% (6/6) 53,97% (34/63)
3 | Ti 1& bo/tinh d trién khai mo hinh | 72,73% (16/22) 83,33% (5/6) 63,49% (40/63)

dién toan ddm may
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Nhu vdy c6 thé nhan thiy hau hét cac B, co quan ngang Bo (19/22), co quan
thuoc Chinh phu (4/6), tinh, thanh phé truc thudc Trung wong (57/63) da trién khai
TTDL. Tuy nhién ty 18 tinh, thianh phd c6 TTDL du phong dé bao dam cac cho su
hoat dong 6n dinh cac hé théng van con chua cao (12/22 cac B9, co quan ngang BJ;
2/6 co quan thudc Chinh phi; 34/63 tinh, thanh phd).

Ngoai ra, tir Bang bén trén, v6i viéc phan 16n mdi B9, nganh, dia phuong va
cac don vi truc thudc ty du tu va trién khai TTDL hodc PMC dan t6i s6 lugng TTDL
va PMC trong ca nudc hién dang rat 16n.

Diéu nay cho thay tong s6 lugng TTDL va PMC trong ca nudc la khong nho.
Tuy nhién, theo khéo sat, danh gia cia Bo TTTT, hau hét cac TTDL va PMC nay déu
chua bao dam theo tiéu chuan TCVN 9250:2012 vé Trung tim dit liéu — Yéu cau vé
ha ting k¥ thuét vién théng, dic biét 1a chua co cac phuong an du phong, khoi phuc
tham hoa dap @ng yéu cau bao dam su hoat dong 6n dinh, lién tuc an toan, an ninh
mang cua cac HTTT, CSDL déit tai cac ha tﬁng ky thuat cia cac bg, nganh, dia
phuong, dic biét trong qué trinh cung cap dich vu dién tir cho ngudi dan ciing nhu
trong hoat dong quan 1y, cong tac chuyén mon, nghiép vu. Van dé duy tri dich vu va
bao dam dich vu thong sudt, on dinh, lién tuc va an toan an ninh can duoc quan tam
va chu trong.

2.2. Hién trang ha ting mang ciia cac co quan Nha nwéc

Mang TSLCD duoc xay dung giai doan 2008-2010, sir dung céng nghé chuyén
mach nhin da giao thirc (IP/MPLS), cac két ndi déu dam bao tinh dung riéng, an toan,
du phong cao dam bao hoat dong lién tuc va thong subt 24/7.

Bo TT&TT dang quan 1y, van hanh Mang TSLCD cép I két ndi dén céc co
quan cép Trung vong gém: VPCP, VPTW, VPQH, VP CTN, cac Ban, Bg, nganh va
63 Tinh iy, UBND, HDND cap tinh.
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Hinh 2.4: M@ hinh téng thé mang TSLCD cuia cic co quan Pang, Nha nuéc

Dé dap tmg nhiém vu két ndi cac hé thng thong tin, co s& dir liéu cua co quan
nha nudc, trong thoi gian qua, mang dugc nang cip biang thong, dam bao luu lugng
truyén tai khong sir dung vuot ngudng 50%; bo sung dia chi IPv6 sin sang cip phat
va cung cip dich vu trén toan mang. Céc bién phap ting cudng an toan, bao mat duoc
trién khai, da b sung cac két ndi dy phong (du phong 1+1 két ndi kénh Metronet lién
tinh tr 60 tinh, thanh phd vé 03 trung tim mién, du phong cac két ndi toi 26
Bo/Nganh, UBND tinh, thanh phd); di ding ky cip do 5 an toan thong tin cho mang
TSLCD cép I; Ba hoan thanh co ban cac quy dinh, huéng dan vé chinh sach két néi,
an toan thong tin, quan 1y tai nguyén cho cac hé théng thong tin két ndi vao mang
TSLCD.

Bo TT&TT da hoan thién thiét ké mang, trong do ¢6 1o trinh mé rong pham vi
phuc vu dap tng trién khai cac nhiém vu Chinh pha dién tir dén ndm 2025, nang cap
cong nghé mang 1én thé hé mai (Segment Routing, kién tric SDN), b6 sung cac giai
phap an toan thong tin dap tng cap d6 5, nang cip bang thong ha tang truyén dan két
nbi mang 16i...

Mang TSLCD cap II do doanh nghiép vién thong quan 1y, van hanh hodc mang

do by, nganh, dia phuong tu trién khai tuan tha céac quy dinh két ndi, an toan thong
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tin, quan 1y tai nguyén... cia Bo TT&TT. Mang cip II két nbi dén Quan/Huyén,

S6¢/Ban/Nganh, xd/phudng theo nhu cau cta don vi st dung.

Ty 16 CQNN da két ndi vai mang dién rong (WAN)
97%
S6%
95%
D43
93%
92%
91%

50%
B9%
BB%
BT

B, co quanngang B4 Co quanthudc Chinh pha Tinh, thanh phd truc thude
Trung wong

m12-2019

Hinh 2.5: Biéu db ti 1¢ cac tinh, thanh pho trung wong da két ndi véi mang dién réng
Tuy nhién, ha ting mang trong cac co quan Nha nudc hién tai con ton tai mot
sb han ché nhu sau:

- Vén d& quy hoach, d4nh sé dia chi Internet cho mang ctia cac Bo, nganh, dia phuong,
chuyén d6i IPv6 dé 6n dinh va phat trién mang CPDT;

- Cén tai céu trac mang, léy dia chi IP doc lap va két ndi mang doc 1ap cua cac bo,
nganh, dia phuong v&i cac ISP dé trién khai hiéu qua CPDT;

- Pam bao an toan cho cac hé thdng sir dung tén mién .gov.vn, trién khai dong bo bao
mat tén mién DNSSEC;

- Kétndi cac ha tﬁng mang CPDT, cac IDC, Trung tam tich hop dit li¢u cac bd, nganh,
dia phuong vao hé thong Tram trung chuyén Internet quc gia VNIX, dam bao hoat
dong an toan, 6n dinh cho mang CPDT.

2.3. M6 hinh tong quan vé két néi mang ciia BNPP phuc vu CPPT [4]

Phan h¢ TTDL cua BNDP:

- Két nbi mang: két ndi truc tiép vao mang TSLCD [13] qua ha tAng mang truyén tai
cta DNVT hoic két ndi vé try so BNDP.

- T6 chttc TTDL: phén thanh phan ving HTTT chuyén dung va HTTT cong cong:
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o HTTT chuyén dung: két ndi vao mang TSLCD dé dong bdo CSDL giita cac
HTTT chuyén ding va két ndi tir can bd, cong chirc 1én HTTT.
o HTTT cong cong: két ndi multi-home qua cac ISP va VNIX dé ngudi dan, doanh
nghi¢p truy cap vao HTTT.
Phdn hé mang WAN ciia BNPP: két ni tap trung luu luong vé TTDL ctia BNDP
hodc qua thiét b tap trung ctia DNVT.
Phan hé mang LAN cua don vi truc thuoc BNDP: c6 2 két ndi:
- Két ndi mang TSLCD cap II hoic qua két ndi WAN BNDP tu trién khai.
- Két ndi Internet qua diém tap trung Internet cia CQNN tai DNVT hodc tip trung tai
TTDL cua BNDP.

L~ /-Mang\  Hg méng,

Intermet < [DNS quéc’| [ miy chi |
( gin VN | | tén mién |
- \ -DNS |\ géc (DNS/

\Caching/ . Root) /

Truwimg hop
TTTHDL dat _
tai tru s& BNDP

‘-‘\"';s"'ljm;“\/w / |

Saspor 3

D Ning
Trwing hop
. TTTHDL khéng dit Hé thiing
Mang truyé tai tru s BNDP kifm soit
tai DNVT ATTT

N\ / H¢ thing
/ { et e\ 4 Than viing HTTT kiém soit Phan ving HTTT
Hangi /. Mang TSLCD ,“Bi::' _ chuyén ding ATTT cong cing
e st i

11§ théng
ki¢m soit

T
J TRUNG TAM DU LIEU BNDP

Trwimg hap tip
trung lwu lwgng vé
TTDL ciia BNDP :

S - Mang TSLCD cap
Lruimg hop tip 11/ Mang WAN
trung lru hrgng qua BNDP ty trién

khai

ﬁ Internet -
—— e
" Diém tip trung
- Internet ciia
CE Rout

e HE thing CQNN
Ghi chu: 7 G kiém sodit
———— Truimg hop TTTHDL khéng dit tai try s BNDP

thiét bj ciun DNVT =

p——
————— Truimg hop TTTHDL dit tai tru s BNDP A
Truémg hep tip trung hru lwgng mang WAN Q’; A
BNDP qua thiét bi cia DNVT Mang LAN tai huyén,
Truomg hop tip trung hru lugng mang WAN BNDP xdi, s, nganh...

vé TTDL cua BNDP

Hinh 2.6: M hinh téng quan két n6i mang LAN, WAN, Trung tim di liéu

T T

7 H§ thing VNIX <
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2.4. C4c mo hinh tham chiéu két néi mang BNDP

2.4.1. Md hinh két ngi TTDL vao mang TSLCD

2.4.1.1. M6 hinh 01: két n6i phan ving TTDL ctia DNVT phuc vu BNDP vé
tru s BNDP

Mo hinh két nbi phan ving TTDL ctiia DNVT phuc vu BNDP vé tru s BNDP
12 mo hinh st dung trong trudng hop TTDL cua DNVT chuwa da diéu kién két ndi
truc tiép vao mang TSLCD.

Pé trién khai mé hinh nay, DNVT can trién khai kénh két ndi bang cap quang
tryc tiép, qua thiét 1ap kénh L2/L3VPN qua ha tAing mang cia DNVT hoic kénh IPSec
VPN qua Internet tir TTDL ctia DNVT vé tru s BNDP.

Céc yéu cau co ban:

- BNDP cin dap tng cac quy dinh tai Diéu 6 Thong tu s6 27/2017TT-BTTTT
ngay 20/10/2019 vé quan 1y, van hanh, két ndi, st dung va bao dam ATTT
trén mang TSLCD [9] va Phu luc 1 Thong tu sé 12/2019/TT-BTTTT ngay
5/11/2019 vé stra d6i, bd sung mot sb diéu cua Thong tu sb 27/2017TT-
BTTTT ngay 20/10/2019 vé quan 1y, van hanh, két ndi, st dung va bao dam
ATTT trén mang TSLCD.[10]

- BNDP chiju trach nhiém céc vén dé lién quan dén an toan bao mat khi két nbi

vao mang TSLCD.
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Hinh 2.7: Két n6i phan ving TTDL ciia DNVT phuc vu BNDP vé tru s BNDP

2.4.1.2. Mb hinh 02: két ndi truc tiép phan vang TTDL ctia DNVT phuc vu
BNDP vao mang TSLCD [14]

Mo hinh két ndi truc tiép phan ving TTDL ciia DNVT phuc vu BNDP vao
mang TSLCD 13 mé hinh st dung trong trudng hop TTDL ctia DNVT du diéu kién
két ndi truc tiép vao mang TSLCD.

Pé trién khai mo hinh nay, DNVT can trién khai kénh két ndi bang cap quang
tryc tiép vao mang TSLCD cép I hodc qua két ndi trung ké voi mang TSLCD cép 1
cua Cuc BbTW.

Céc yéu cau co ban:

- TTDL ctia DNVT can dap ung cac quy dinh vé TTDL phuc vu BNDP.

- DNVT can phan tach khu vuc riéng tai TTDL phuc vu BNDP véi khu vuc

tai TTDL phuc vu muc dich thuong mai cho ngudi dan, to chtic, doanh

nghiép.
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- Tai khu vuc TTDL phuc vu BNDP: can phan tach phan ving HTTT chuyén
dung va phan vung HTTT cong cOng.

_, b lrgng ddng b CSOL gika céc

. Luru lurgeng truy cdp tr edn b, céng
chifc vao HTTT clz BNBP
Ly lrgng truy cdp tir nguii dan,
doarh nahiép vao HTTT cia BYEP

Hinh 2.8: Két néi true tiép phan ving TTDL ciia DNVT phuc vu BNPP vao mang TSLCD

2.4.1.3. M6 hinh 03: két n6i TTDL cia BNDP vao mang TSLCD

Mo hinh két ndi TTDL cia BNDP vao mang TSLCD la mé hinh sir dung trong
truomg hop cac BNDP ¢6 TTDL riéng dit tai tru s& ciia BNDP. Két ndi tir TTDL ciia
BNDP vao mang TSLCD str dung kénh truyén mang TSLCD séin c6 ciia BNDP.
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MANG TRUYEN S8 LIEU CHUYEN DUNG CAP | - CUC BUU BIEN TRUNG UONG
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MANG TRUYEN TAI CUA DOANH NG H‘IEP\VIEN THONG/
MANG WAN BNBP TY TRIEN KH)\k

ROUTER BIEN

ROUTER BIEN ROUTER BIEN

==
dos || ss8

Ngudi diing Ngwoi ding

TTDL cila tinh dt tai & TTTT BON VI TRUCTHUGC B/N/DP  DON V| TRYC THUGC B/N/BP

Ghi chii:
-————

Lwu lwgng truy cap tir cdn bd, céng
chifc vao HTTT ciia BNDP

— - . Lvu lwgng truy cip ur nguei dan,
P Goanh nghiep vao HTTT ciia BNOP

Hinh 2.9: Két n6i TTDL ciia BNDP vao mang TSLCD

Céc yéu ciu co ban:
- BNDP céan phén tach phan ving HTTT chuyén ding va phan ving HTTT cong
cong.
- Pi voi phan vang HTTT chuyén dung:
o Kétndivao mang TSLCD sir dung IP private do Cuc BDTW quy hoach (Trong
truong hop bi trung IP thi ¢ phuong 4n phdi hop xir 1y d6i voi BNDP).
o Phan ving HTTT chuyén dung dé dong bo co s dit liéu v6i HTTT ctia Chinh
phu, BNDP khéc va két ndi tir can bo, cong chirc dén HTTT chuyén dung.
- - P6i voi phan ving HTTT c6ng cong:
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o + Phan ving HTTT céng cong phuc vu ngudi dan, to chirc, doanh nghiép truy
cap dén HTTT cong cong.
o + Su dung AS/IP ddc 1ap do VNNIC cép, két ndi Internet theo co ché multi-
home t&i mot hodc nhiéu ISP, két ndi vao VNIX.
2.4.2. M6 hinh 04: két néi Internet tgi TTDL
2.4.2.1. M6 hinh két ndi Internet tai TTDL [5]

Két ndi Internet tai TTDL duoc thé hién nhu sau:

I
e H@ théng VNIX
Ming TSLCD
H¢ thng Liém
SOt ATTT

Phin vang HTTT HE théng kiém Phin ving HTTT
chuyén ding sodt ATTT cong cdng
Y fagld o
;';‘Sf'-sl ;;E?r‘g.s'
N o S
3 5 ]
38 S5
S S

TRUNG TAM DU LIEU BNBI®

Hinh 2.10: Két ndi Internet tai TTDL
Phéan hé Internet cia TTDL quy hoach cung cip céac dich vu chung cho cac
hoat dong cia BNDP, bao gom cac ung dung, cong thong tin BNDP, cac dich vu web
khac, co so dit liéu, cac hé théng théng tin dung chung nhu DNS, thu dién tr

(email)...

Phan hé Internet can dugc quy hoach theo kién tric ciia mot mang doc lap, két

nbi da huéng (multi-home), tig budc chuyén doi IPv6:
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- Mang doc 1ap: 1a mang st dung vung dia chi IP mang Public va $6 hi¢u mang
ASN doc 1ap. Tai Viét Nam dia chi [P va ASN dugc quan ly cép phat boi
Trung tam Internet Vi¢t Nam (VNNIC),.

- Két ndi da huéng (multi-home): mot hé théng mang doc lap s& ¢ kha ning
két n6i nhiéu hudng (peering hodc transit) voi cac mang doc lap khac, véi
cac DNVT (ISP) khéac dé két ndi vao mang Internet, khi c6 su ¢ hudng nay
s€ tu dong chay theo hudng khac va ngugc lai ma khong bi gian doan dich
vu, dong thoi c6 thé linh hoat trong diéu hudéng dé sir dung hiéu qua bing
thong két ndi trén cac kénh truyén theo nhu cau.

- Chuyén d6i IPv6: Quy hoach mang dam bao hoat dong song song IPv4, IPV6,
c6 10 trinh ting budc chuyén doi tir IPv4 sang IPv6, tién toi dimng sir dung
IPv4.

2.4.2.2. Giai phap két nbi da huéng voi ISP va Tram trung chuyén Internet qudc
gia VNIX

Hé théng mang TTDL két ndi Internet cAn duoc thiét ké theo mé hinh phan

tang, bao gdm cac khéi nhu sau:

- Tang dinh tuyén: khéi Router Gateway két ndi dinh tuyén da hudng cho toan bd
hé théng mang véi cac ISP, tram trung chuyén Internet qudc gia VNIX.

- Tang an toan an ninh : khdi Firewall/IPS dam bao an toan tong thé cho hé thdng
mang, bao vé hé théng mang va cac phin ving quan 1y phia trong mang.

- Tang chuyén mach : kh6i Hé thong chuyén mach (Switch) két ndi giita cac tang,
cac phan vung quan 1y va cac hé thong thiét bi may chiw.

- Tang may chii : khéi Server farm 1a cac may chi, tng dung, thiét bi luu trit, sao

luu...
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Firewall

Switch

Server Farm
Su dung
IPv4/TPv6

)

il

PublicZone ServerZone

Hinh 2.11: Két ndi da huwéng véi ISP va VNIX

Cdc phuong dn dé két noi Internet TTDL nhur sau:
- Phuong 4n két ndi Internet qua cac DNVT (ISP): phan hé Internet cia TTDL két

ndi (peering, transit) voi mot hodc hodc nhiéu cac ISP dé trao d6i luu luong hoic
transit di Internet theo nhu cau.

- Phuong 4n dau n6i VNIX: Hé thong tram trung chuyén Internet quéc gia VNIX
duogc quan ly boi Trung tam Internet Viét nam (VNNIC), hién tai duogc trién khai
tai 3 diém Ha Noi, Pa Ning va Tp. H6 Chi Minh. VNIX cho phép cic mang co
quan, t6 chirc, doanh nghiép su dung sb hiéu mang ASN va dia chi IP doc 1ap do
VNNIC cip phat két ndi dén dé trao doi luu luong Internet. Pbi v6i phan hé
Internet ctia TTDL c¢6 thé két ndi VNIX theo 2 mé hinh nhu sau:
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o Két nbi da phuong dé trao d6i luu lugng Internet trong nudc: Vi md
hinh nay khi két ndi vdi VNIX phan hé Internet ciia TTDL chi can thiét
lap mot kénh két ndi vat 1y, cu hinh dinh tuyén eBGP ngang hang
(peering) voi thiét bi quan 1y dinh tuyén (route server) ctia VNIX 1a ¢
thé két ndi trao doi luu lugng truc tiép voi tat ca cac thanh vién khac,
hién ¢6 21 thanh vién 1a cac ISP, ICP, IDC, mang cua co quan nha nudc,
chinh phu, mang DNS qudc gia, DNS ROOT ... dang két néi VNIX.

o Két ndi song phuong : Trén co s¢ kénh két ndi vat Iy toi VNIX, ngoai
viéc két ndi da phuong MLPA nhu trén thi BNDP ¢6 thé thoa thuan két
nbi song phuong BLPA vdi cc thanh vién khac hién c6 tai VNIX dé
trao doi luu luong riéng hodc transit qua mang khac. C6 thé thoa thuan
v6i cac ISP dang két ndi vao VNIX dé transit luu luong Internet qubc
té ngay tai VNIX thay vi phai thué thém kénh vat Iy dén ISP.

C6 thé két hop hai phuong an két ni trén (qua ISP va VNIX) dam bao tinh
san sang cho hé thong, tiét kiém chi phi duong truyén va ting chit luong két ndi dich
vu cho hé thong phan mang két ndi Internet cho cac to chirc BNDP.

Quy hoach dia chi IP (IPv4/IPv6):

Hé théng mang BNDP cin phai phan ving v6i muc dich, mirc d6 an toan khac
nhau dé quan 1y; va quy hoach dia chi IP cho toan bd ha ting CNTT dam bao hiéu
qua, lién tuc, tranh bi phan manh, dap tng nhu cdu st dung trong timg khdi va dam
bao kha ning mé rong trong twong lai ma khong can quy hoach, thay ddi lai dja chi
va chinh sach dinh tuyén.

St dung dia chi IPv4, IPv6 va s6 hiéu mang doc lap (ASN) do VNNIC cap dé
quy hoach, phan bo trong phan hé Internet cia TTDL, khong dung dia chi IP private
két hop véi NAT dé cung cép cac dich vy ra Internet. BNDP s& dang ky vi VNNIC
01 s hiéu mang, 01 vung dia chi IPv4 (2°16 = 512 dia chi) va 01 vung dia chi IPv6
/32 hodc /48 (twong duong véi 232 dia chi hodc 248 dia chi). Tir d6 c6 thé chia
thanh cac vung dia chi nho hon tuy theo nhu cau, vi du

- Cac phan ving mang cho cac tmg dung két ndi truc tiép Internet: DMZ-1,

DMZ-2: /25 dia chi IPv4 (27 = 128 dia chi), /56 dia chi IPv6
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- Cac phan vung CSDL, Middleware: /26 dia chi IPv4 (2°6=64 dia chi), /64
dia chi IPvo6.

- Phan ving NOC/SOC: /27 dia chi IPv4, /64 dia chi IPv6.

- Phéan ving két ndi bén ngoai t6i cac ISP: /29 dia chi IPv4, /64 dia chi IPv6.

- Dy phong dia chi cho cac phan ving c6 thé phat sinh trong tuong lai.

Peering (eBGP)
/23 TPv4
/48 TPv6

Outsite (két ndi)

/29 TPv4
/64 IPv6
ASN Pic Iap
123 TPv4 J
48 TPV6 g

Server Farm

St dung
IPv4/IPv6 _.@
DMZ-1 DMZ-2 Database NOC
125 TPv4 /25 TPv4 126 TPv4 127 TPv4
e fs8TPVS [S6IPV6 ______ fBiIeve _____Is6IPV6_ |

Hinh 2.12: Quy hoach dia chi IPv6



Chuyén doi IPv6:
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Dia chi IPv4 d hét, khong con du dé phat trién mang Internet, vi viy can phai

chuyén doi sang IPv6. Viéc trién khai chuyén d6i IPv6 khuyén nghi theo phuwong an
song song IPv4/IPv6 (dual-stack), sau nay tién téi chi dung IPv6 (IPv6 only).

"!\" r ~ e A »
l% " 10 buéc chuyén déi IPv6 cho hé thong CNTT, Internet
’ \ ,
A cac co quan Nha nudc
Lap ké hoach . a i
= ; Chuyén i IPv6 cho Tan Chuyén d&i IPvé Hoan thi¢n
ﬁ:: h'.’;"h Tai nguyén tam tich hop di lidu két néi WAN t6i - Chuyén di todn
3 fu;mg luén, dich * Dang ky dia chi IPve, - H¢ thing mang 161, két nd Internet; cic don vi Z:_hé théng IT ndt
Dio tao, vu (thidebi, phin | | 1PV 6 hitu mang ASN - He thing DNS; - M rong trién khai Chuyén 881 cic
truyén thong mén; ha ting, hé dbc lp: - Cong thong tin (Website dudi tén mang LAN; i :h..h“:yu ‘:6 k;l‘n:;n
- Tip hudin, d3o tao, chuidn théng DNS, ) % Quy hogch dja chi cha: Smién _gov.vn), dich vu cong truc ¢ -Thyc hidn churyén I Internet con lai;
bi nhin s - Lip ké hogch, + Hé théng dich v, IDC, lluyén l ddi hd trg dbng thoi AR 'g.
- Truyén thong, ning cao phuong 4n iéng Cloud.. 3- Cic dich vu Internet co bin: Email, ll’vi/vaﬁ cho mang ;h : Y. < "'l: o
nhdn thic thé, chi tiét. + He thong quin Iy; ph.in mém dng dun{, 0ol b, | két nGi dién rong I mang ‘;’”
; leh&\ngMih}. } (WAN). |0 msupmom)

GIAIDOAN1- CHUAN Bl

GIAI DOAN 2 - KET NOI, THU NGHIEM ? ? E
) () () (Y R ) S
c.uu DOAN 3 - CHUYEN POI CHINH nu,c

— il Y, s Y. . A

4 sf 4 \ ( < oz
{ Ka nédi, dmh luyén +|  Phin mém, Thi nglném ing ‘ Danh gid
- Lam vidc voi ISP: - ting d dung, dich vu - Dinh gid san thiy
f ng agng i H
4 Yéu cdu dudng truyén Internet hd g ® - Thit nghiém (ng dung | ngh:zm
déng thisi IPvA//IPVS; - Yéu clu don vi IPv6 cho phin mang két - Xdy dung ké hoach
|+ Yeu clu quing bi vitng dia chi IPve f““b cip Ph?‘ mém, ndi Internet , dich vu DNS lxép theo. 4
Lua don vi trén Internet todn ciu; ! ung dung gidi phip, | | vi Website quy md nhd; \‘ — ¥, ¥
- Két i IPV6 wii mang s6 liéu chuyén || | thué ngodi dich vu ! - Thit nghigm véi cic he . —— g
;du,,& }1 CNTThdtrgddng | | théng mang LAN vi Wifi Thong tin, tai liéu hudng dan:
~ e | thisi IPv4//IPve; 1 két néi Internet sit dung https://www.ynnic.vn/ipvé/
Vememnm- —— } dung IPv6.

Hinh 2.13: L$ trinh chuyén déi IPv6
V& co ban CQNN thuc hién theo 10 trinh chuyén ddi 3 giai doan:

(1) Giai doan I — Giai doan chudn bi:

Buée 1: Dao tao, truyén thong: To chire tip hudn, dao tao, chudn bi nhén sy;
Truyén thong ndi by, nang cao nhan thirc cho cac Lanh dao co quan, don vi va céc
don vi, ca nhan lién quan.

Buoc 2: Lap ké hoach: Ra soat téng thé, danh gia thuc trang mang ludi va dich
vu cho viéc chuyén doi ; Panh gia pham vi, quy moé chuyén d6i cho hé théng may
chu, dich vu, phﬁn mém va may tinh van phong dé ho trg IPV6. Lap ké hoach, phuong
an tong thé, chi tiét.
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Bude 3: Chuan bi tai nguyén dia chi: Dang ky dia chi [Pv4, [Pv6, ASN doc
1ap tir Trung tAm Internet Viét Nam — Bo Thong tin va Truyén thong. Quy hoach dia
chi cho: hé théng dich vy, IDC, Cloud ...; Hé théng quan 1y; Hé théng IT noi bo.

(2) Giai doan II — Két noi, thir nghiém:

Buéc 4: Két néi, dinh tuyén: Lam viéc v6i ISP, VNIX vé két ndi dinh tuyén
Internet hd trg déng thot [Pv4/IPv6; Lam viéc véi Cuc Buu dién Trung uong dé trién
khai két ndi IPv6 v6i mang TSLCD.

Bu6c 5: Phan mém, vmg dung: Lam viéc véi cac don vi cung cap dich vy, phan
mém gidi phép, cac don vi cung cép dich vu CNTT thué ngoai ddm bao hd tro
IPv4/1PVv6

Buoc 6: Thir nghiém ung dung, dich vu: Thir nghiém ung dung IPv6 cho phan
mang két ndi Internet, dich vu DNS va Website quy mo nho; cac hé théng LAN va
Wifi két ndi Internet sir dung IPV6.

Buée 7: Panh gid: Danh gia sau thtr nghiém; cac van dé gip phai, cach giai
quyét, rat kinh nghiém trudce khi trién khai chinh thirc. Xay dung ké hoach tiép theo.

(3) Giai doan III — Chuyén doi chinh thirc

Bu6e 8: Chuyén doi IPv6 cho TTDL: Thyc hién chuyén d6i chinh thirc cac hé
thdng, dich vu: Hé thong mang 161, mang két ndi Internet; Hé théng DNS; Cong thong
tin dién tir (dic biét 1a Website dudi tén mién .gov.vn), dich vu cong truc tuyén; Cac
dich vu Internet co ban: Email, ph'?m mém ung dung noi bg...

Bu6e 9: Chuyén doi IPv6 két néi WAN t6i cdc don vi: M6 rong trién khai IPv6
cho mang LAN,WAN.

Buée 10: Hoan thién céng tac chuyén doi IPv6: Chuyén doi cac hé thong IT
noi bo; Chuyén ddi cac dich vu c6 két ndi Internet con lai; Sin sang trién khai mang

thuan IPv6 (IPv6 only).
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2.4.3. M6 hinh 05: két néi mang WAN ciia Bg, nganh vao mgng TSLCD [6]
M5 hinh két n6i mang WAN cua bd, nganh vao mang TSLCD la m6 hinh két
ndi truc tiép cac don vi tryc thudc by, nganh Ién diém tap trung mang WAN cua B9,
nganh (thong thuong 1a tru s¢ chinh hodc TTDL cua bd, nganh).
Céc yéu cau co ban:

- Trén ha tang mang TSLCD cp II (trong trudng hop B, nganh va cac don vi truc
thude c6 két ndi mang TSLCD cép IT) hodc ha téng mang WAN cua B9, nganh
(trong truong hop b, nganh ty trién khai ha ting mang WAN riéng): tao két ndi
diém — da diém tir cac don vi truc thude vé diém tap trung mang WAN cua B9,
nganh.

- Tai diém tap trung mang WAN cua bg, nganh: thyc hién chuyén tiép luu lugong tir

cac don vi truc thudc dén cac ung dung tai TTDL cua B9, nganh.
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Hinh 2.14: Mé hinh két néi mang WAN ciia Bd, nganh vao mang TSLCD

2.4.4. Két ni mang WAN ciia dia phwong vao mang TSLCD
2.4.4.1. Mo hinh 06: tap trung luu lugng WAN va Internet vé diém quan 1y tap
trung cua dia phuong

Mo hinh tap trung luu lugng WAN va Internet vé diém quan 1y tip trung cta
dia phuong 1a mé hinh st dung trong truong hop cac dia phuong c6 nhu cau trién

khai Internet tap trung cho cac don vi truc thudc.
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Céc yéu cau co ban:

- Trén ha ting mang TSLCD cép II (trong trudng hop dia phuwong va cac don vi truc
thudc c6 két ndi mang TSLCD cép II) hodc ha ting mang WAN cua dia phuong
(trong truong hop dia phuong tu trién khai ha ting mang WAN riéng): tao két n6i
diém — da diém tir cac don vi truc thudc vé diém tap trung mang WAN cua dia
phuong.

- Tai diém tap trung mang WAN cua dja phuong thuc hién:

o Chuyén tiép luu luong tir cac don vi truc thudc dén céc ung dung tai TTDL
cua dia phuong.
o Chuyén tiép luu lugng két ndi Internet cta cac don vi truc thudce qua kénh két

ndi Internet tai diém tap trung.
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Ghi chi:
-t}— — = Luulwo'ng WAN va Internet

Hinh 2.15: Mé hinh tip trung lwu lwgng WAN va Internet vé diém quan Iy tip trung
cua dia phuong
2.4.4.2. M6 hinh 07: chi tip trung luu luong WAN vé diém quan 1y tap trung
cua dia phuong
Mo hinh tap trung luu luong WAN vé diém quan 1y tip trung cta dia phuong
1a m6 hinh sir dung trong trudng hop cac dia phuong khong c6 nhu cau trién khai
Internet tap trung cho cac don vi truc thude.

Céc yéu cau co ban:
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- Trén ha ting mang TSLCD cép II (trong trudng hop dia phuwong va cac don vi truc
thudc c6 két ndi mang TSLCD cap II) hodc ha ting mang WAN cua dia phuong
(trong trudng hop dia phuong tur trién khai ha ting mang WAN riéng): tao két ndi
diém — da diém tir cac don vi truc thudc vé diém tap trung mang WAN cua dia
phuong.

- Tai diém tap trung mang WAN cta dia phuong thuc hién chuyén tiép luu luong tir
céc don vi truc thudc dén cac ung dung tai TTDL cua dia phuong.

- Péi véi luu lugng Internet: thyc hién ré nhanh truc tiép tai céng két ndi cua cac

don vi truc thudc.
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Hinh 2.16:_ Mé hinh chi tap trung luu hrgng WAN vé diém quan 1y tip trung dia
phuong
2.4.4.3. M6 hinh 08: tap trung luu lugng vé diém quan 1y tap trung cia DNVT
Phuong phap tap trung luu lugng vé diém quan 1y tép trung cia DNVT duoc

thé hién nhu mo hinh sau:
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Hinh 2.17: Tap trung luu lwgng vé diém quan Iy tip trung cia DNVT
Mo hinh tap trung luu lugng WAN vé diém quan 1y tép trung ciia DNVT la
md hinh st dung trong trudng hop cac dia phuong khong co du trang thiét bi dé thiét
lap diém tap trung mang WAN cua dia phuong.

Céc yéu cau co ban:
- Trén ha ting mang TSLCD cap II: tao két ndi diém — da diém tir cac don vi truc

thudc vé diém tap trung mang WAN ciia dia phuong tai DNVT.
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- Tai diém tap trung mang WAN cua dia phuong tai DNVT thuc hién chuyén tiép
luu lugng tir cac don vi truc thudc dén cac ung dung tai TTDL cua dia phuong.
- Péi véi luu lugng Internet: thyc hién ré nhanh truc tiép tai cé)ng két ndi cua cac
don vi truc thudc.
2.4.5. M6 hinh 09: két néi mang LAN ciia don vi truc thugc BNPP vio mang
TSLCD [6]
Két ndi mang LAN cua don vi truc thuoc BNDP vao mang TSLCD dugc mo

ta nhu hinh vé dudi day:

MANG TRUYEN S8 LIEU CHUYEN DUNG CAP | - CUC BU'U BIEN TRUNG UONG

DPIEM TAP TRUNG MANG WAN BNDP
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Ghi cha:
~#— — P Luuluong WAN

~@— — P Luuluong Internet
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Hinh 2.18: Két ndi mang LAN ciia don vi truc thugc BNDP vao mang TSLCD
Mo hinh két néi mang LAN vao mang TSLCD la mé hinh sir dung trong
truong hop cac don vi khong c6 HTTT (thudng 13 cac diém quan/huyén, x3/phudng).
Céc yéu cau co ban:

- Tai cong két ndi ctia don vi: thuc hién tach riéng phan hé két ndi Internet (IP Public
do VNNIC quy hoach) va phan hé két n6i mang TSLCD (IP private do Cuc BDTW
quy hoach).

- Tai phan hé LAN: 1 may tinh stir dung dong thoi 2 két ndi Internet va TSLCD (IP
do don vi sir dung quy hoach).

- Trén ha ting mang ctia DNVT cung cap két ndi Internet cho don vi: can trién khai
diém tap trung Internet cho cac CQNN dé quan 1y tap trung luu luong Internet cta
cac CQNN tai dia phuong.

2.5. M6 hinh hé théng DNS

2.5.1. M6 hinh 10: Hé théng DNS qudn Iy tén mién <abc>.gov.vn ciia BNPP
[5]

2.5.1.1. Phan cdp tén mién va may chi quan 1y tén mién:

- Cac BNDP déu c6 tén mién <abc>.gov.vn dé trién khai cac dich vu: email, cong
thong tin, dich vu cong truc tuyén, 1 ctra dién t1, ...

- Cac BNDP can c6 hé thong may chu tén mién DNS dé quan 1y cac tén mién cua

minh theo hinh v€ dudi day:
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}.\ . «“r ICANN
S
Root Server
N . VN VNNIC
S
.vn, .gov.vn, ...
DNS Server
(DNS Quéc gia .VN)
° - <abc>.gov.vn Bo, Nganh, Bia Phuong
S
<abc>.gov.vn
DNS Server
- Zone tén mién
Chuyén giao
——  May chu DNS quan ly

Hinh 2.19: Hé théng DNS quan Iy tén mién <abc>.gov.vn ciia BNDP
2.5.1.2. M6 hinh khuyén nghi:
Khuyén nghi mé hinh tong thé vé DNS quan 1y tén mién <abc>.gov.vn theo

hinh vé nhu sau:
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.vn, .gov.vn, ... \\;
DNS Server \“\"% - -
(DNS Quoc gia .VN) \ TRUNG TAM DU LIEU BNDP
\
\

ISP/DNS Hosting/Nha dang ky tén
mién .vn

<abc>.gov.vn
DNS Primary

oeld ugAny)
1
1 }
1
|
V4
T
|
|
|
|
|
|
|
|
|
|
|
|
|
\

<abc>.gov.vn
DNS Secondary

Hinh 2.20: M6 hinh tong thé DNS quan ly tén mién <abc>.gov.vn
BNDP s& ¢6 tdi thiéu 02 may chu DNS dé quan 1y tén mién, may chu chinh
(Master) dit tai TTDL, may chil phu (secondary) dit thué tai ISP/Pon vi cung cap

dich vu DNS Hosting. Hoat dong truy cép tén mién www.<abc>.gov.vn nhu sau:

Root Server

.vn, .gov.vn, ...
DNS §erver
Web server (DNS Quoc gia .VN)
www.<abc>.gov.vn

<abc>.gov.vn
9 DNS Server
(Authoritative DNS)
é 1
8
Internet User Local DNS Server

(DNS Caching)

Hinh 2.21: Hoat ddng truy cip tén mién www.<abc>.gov.vn
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Chuong trinh trén may ngudi sir dung (mdy client) giri yéu cau tim kiém dia
chi IP tmg vé6i tén mién <abc>.gov.vn téi may chu quan 1y tén mién cuc bd Local
DNS Server (DNS Caching) thuoc mang cia nd. May chit DNS Caching s€ thuc hién
qua trinh truy van dé quy tim kiém thong tin dia chi IP ctia tén mién va tra 101 cho

client dé truy cép website www.<abc>.gov.vn.

Céc yéu cau cu thé:

- May chiit DNS: t6i thiéu 02 may chit DNS véi dia chi IP khiac nhau quan 1y tén
mién dat & 02 mang doc 1ap khac nhau: tai TTDL cua BNDP va tai cac don vi cung
cép dich vu nhu ISP, DNS Hosting hodc nha dang ky tén mién .vn.

- 01 may chu DNS Primary (Master) quan ly dit li¢u chinh, toan bd khai béo cac ban
ghi dich vu nhu <www, mail, edoc>.gov.vn dugc thuc hién trén may chu nay.

- 01- 02 may chit DNS Secondary (Slave): duoc dong bd véi may cha master theo
co ché zone transfer, st dung TSIG dé dam bao an toan (XFR + TSIG). Co ché
TSIG (transaction signature) 1a qué trinh sit dung chung ma bao mat chia sé gitra
may cha DNS Primary va DNS Secondary dé dam bao giao tiép giita cac may chu
DNS duoc xac thuec.

o <abc>.gov.vn <abc>.gov.vn
Co s dir ligu DNS Primary DNS Secondary

synC—>XFR + TSIG m XFR + TSI
-
5
T

<abc>.gov.vn
DNS Secondary

Hinh 2.22: Pong b CSDL may chit DNS Primary va Secondary

X
2
J}O

- Ghi nhat ky hoat dong, phan mém giam sat DNS, phan tich log DNS.
Trién khai DNSSEC, dong vai tro ky DNSSEC cho tén mién dé dam bao an

toan tén mién. Cac cong viéc thuc hién s€ 1a tao ra cac khoa DNSSEC va ky 1én zone
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tén mién <abc>.gov.vn. Giri cap nhat ding ky ban ghi chuyén giao (Deligation Signer

- DS) 1én hé théng DNS quéc gia do VNNIC quan 1y thong qua cac nha ding ky tén

mién .vn
DNSSEC: ky DNSSEC cho
tén mién <abc>.gov.vn
Client <abc>.gov.vn <abc>.gov.vn
DNS Caching Authoritative DNS
\ query _ g recursive query _ g
validated response authentic response
Non-validated Non-authentic
Attacker Attacker

Hinh 2.23: Trién khai DNSSec
2.5.2. M6 hinh 11: Hé théng may cha t&n mién dém (DNS Caching)
2.5.2.1. Su can thiét:

Phuc vu truy cép cac dich vu Internet st dung tén mién, truy van tén mién .VN
va tén mién quédc té cua cac thiét bi (may tinh dé ban, may tinh xach tay, thiét bi di
dong...) trong mang cua cac don vi (BNDP).

Quan 1y thiét 1ap chinh sach truy cdp tén mién tip trung, hé théng DNS
Caching c6 thé két hop véi cac hé théng ATTT khac dé bao vé chéng mi doc,
botnet....
2.5.2.2. M6 hinh khuyén nghi:

Khuyén nghi mé hinh tong thé vé DNS Caching cho BNDP nhu sau:
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VNIX/Nude ngoai

-

Root Server

|
|

—Zone transfer
|

<abc>.gov.vn

|
<abe>govn | | DNS Secondary

DNS Primary | 1
J |

ISP/DNS Hosting/Nha dang

|
i [— i
: Yy i ky tén mién .vn
1 |
| N I
! o) <ebegovn |
| DNS Caching !
! I
VNNIC : |
|

vn, .gov.vn, ...
DNS Server
(DNS Qudc gia .VN)

Hinh 2.24: M6 hinh tong thé DNS Caching cho BNDP

- Céc thiét bi (may tinh dé ban, may tinh xach tay, thiét bi di dong, ...) trong mang
cua cac don vi (BNDP) trudce khi két ndi st dung dich vu (nd1 bd hoac trén Internet)
thi viéc dau tién 1a phai két ni, truy van tén mién dé tim kiém thong tin dja chi IP
cta dich vu can két ndi dén.

- Hé thong DNS Caching s& di tim kiém va tra 16i cc thong tin vé tén mién cho cic
thiét bi trong mang cua cac don vi dang yéu cau nhu hinh v& trén.

Céc yéu cau cu thé:

- May chu DNS: t6i thiéu 02 may chit DNS Caching véi dja chi IP khac nhau dat tai
trung tam TTDL cua BNDP. 02 may chu hoat dong Active-Active, dam bao kha
ning du phong néng, khi 01 may chu bi 16i hodc hong hoc van con 01 may chu
con lai hoat dong, dam bao khong bi gian doan.

- Hé thong c6 thé duoc thiét 1ap theo co ché dé quy (recursive), tirc 12 s& di tim kiém
cau tra 101 tir cac may chu DNS khac dé tra 10i cho may tram (client). Hodc hé
thong c6 thé duoc thiét 1ap theo co ché caching forwarder (chuyén tiép) dé chuyén

tiép toan bo két ndi, truy van tén mién dén hé théng DNS Caching khéc.
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- Hé thdng chi phuc vu cac truy van tén mién tir cac thiét bi (may tinh dé ban, may
tinh xach tay, thiét bi di dong, ...) trong mang cua cac don vi, khong tiép nhan
phuc vu cac truy van tén mién tir bén ngoai.

- Toan bd céc thiét bi (mdy tinh dé ban, mdy tinh xach tay, thiét bi dong, ...) trong
mang cta don vi phai dugc cau hinh dé st dung hé théng DNS Caching nay.

- Ghi nhat ky hoat dong, phan mém giam sat DNS, phan tich log DNS.

- Trién khai DNSSEC, dong vai trd xac thuc (validation) dé dam bao an toan tén
mién: DNS Caching hd trg DNSSEC ¢6 vai trd rat quan trong, gitip bao vé nguoi
st dung, chdng lai viéc gia mao cac phan hdi truy van tén mién théng quan viéc

xac thuc chir ky so trén cac ban ghi DNS ¢6 trong cau tra 161 truy van tén mién.

DNSSEC: bat chirc nang xac
thuc DNSSEC (validation)

'

Client <abc>.gov.vn <abc>.gov.vn
DNS Caching Authoritative DNS

query _ g recursive query - g
~ validated response - authentic response
ﬁ Non-validated Non-authentic

Attacker Attacker

Hinh 2.25: Trién khai DNSSec
2.6. Két luan chwong 2
Qua khao sat, viéc két ndi mang ctia cic BNDP van con phu thudc vao ha tﬁng
k¥ thudt & mic do trung binh va kha, dac biét cac co quan thuoc Chinh phu co ty 1€
dat trung binh 1én t61 hon 70%. Céac co quan ngang BS hoac co quan thu¢c Chinh phu
O ty 1€ dat chi s6 tot dudi 15%. Trong khi d6, cac tinh thanh co déu hon & ca ba nhom
Tét, kha va Trung binh nhung ) lugng tinh, thanh dat tot lai thép nhét. Do sy thiéu

dong bo nay, viéc xay dung cac md hinh két ndi mang gap kho khin dang ké.
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Cu thé 1a c6 cac mé hinh dya trén truong hop TTDL c6 dat tai tru s6é BNDP
hay khéng hoic 13 dua trén viéc tap trung luu lwong vé TTDL ctia BNDP hoic tap
trung luu lugng qua thiét bi cia DNVT. Tong két ¢6 11 mé hinh 16n nho khac nhau
dugc thuc hién phuc vu cho mdi nhiém vu di duoc miéu ta du qua Chuong 2 kem
thuyét minh vé cac yéu cau cu thé.

Mo hinh 01/02: két ndi phan ving TTDL ctia DNVT phuc vu BNDP vé tru s¢
BNDP/ hoac vao mang TSLCD

M0 hinh 03: Két néi TTDL ctia BNDP vao mang TSLCD

M6 hinh 04: Internet tai TTDL (M6 hinh va giai phap)

Mo hinh 05: WAN cuta B9, Nganh vao TSLCD;

M6 hinh 06 (07)/08: Tap trung luu lwong WAN (va Internet) vé diém quén 1y
tap trung cua dia phuong / hodc cia DNVT

M6 hinh 09: Két ndi LAN cua dv truc thuoc BNDP vao mang TSLCD

M6 hinh 10: Hé thong DNS quén 1y tén mién cia BNDP

M6 hinh 11: Hé théng DNS Caching

Tir cac mo hinh trén , chiing ta s& c6 dwoc mé hinh myc tiéu 1a mo hinh chuan,
dap tmg cac yéu cau vé ATTT, duge sir dung trong trudng hop cac BNDP c6 day du

cac diéu kién, trang thiét bi dé trién khai.
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CHUONG 3: NGHIEN CUU, PE XUAT MO HINH MUC
TIEU KET NOI MANG CUA BNDPP PHUC VU CPPT
HUONG TOI CHINH PHU SO TAI CUC BUU DIEN TW

3.1. M6 hinh muc tiéu két néi mang ciia BNDPP phuc vu CPPT hwéng téi
Chinh phii so.
3.1.1. M6 hinh magng hoan chinh [7 ]
- Tai mdi Trung tAm ving gdm cac thanh phan sau:
o Trung tam dir liu:

e Hinh thanh Trung tdm dir liéu tai TP.HCM chay Active/Active vadi
Trung tdm dir liéu Ha Noi.

e Hinh thanh Trung tdm dir liéu du phong (DR Site) tai khu vuc ngoai
thanh Ha No6i dé du phong trong truong hop ¢d tham hoa xay ra ddi véi
Trung tdm di liéu tai Ha Noi va Tp.HCM.

o Trung tdm diéu khién, van hanh mang (NOC) va Trung tam giam sat ATTT
tap trung (SOC): dat tai Trung tdm vung tai Ha Noi. Ngoai ra tai Tp.HCM,
Pa Ning va du phong DR Site 13 noi quan Iy tap trung cuia cac khu vuc nén
can trién khai cac hé théng dam bao an toan cho hé thong két ndi, quan ly tai
day.

o Két ndi thiét bj mang 16i:

e Nang tbc do két ndi 2 mat phang Core (HN-HCM. HCM-BN, BN- HN)
tir STM-4 Ién thanh téc d6 tdi thieu 10GE s dung C&c tuyén cap
quang truyén din riéng ciia Cuc BPTW.

e Cac két ndi con lai trong mang Core (IGR Router-Core Switch, Core
Switch-Core Router, Agg Router-Core Router): nang cap lén 10GE

quang.
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Hinh 3.1: So d6 tong quan mang TSLCD
Két ndi cac vong Metro Ring tai Ha Noi, HCM, Pa Néng:
o Nang cip téc do két ndi Ién téi thiéu 10Gbps sir dung tuyén cap quang
truyén dan riéng cia Cuc BDTW.
Két ndi khach hang xudng cac Access Switch dé phan tach chirc ning giita

16p phan phdi (Distribution) va 16p truy nhap (Access).
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Hinh 3.2: Két ndi cac V(‘)ng Metro Ring tai Ha noi, Pa Ning va TP HCM
Két ndi tai cac Tinh/TP:

o Kétnbi tir Core xubng cac Tinh/TP: thay thé cac két ndi 50/100/200Mbps va
3E1 hién tai thanh cac két ndi téc do tdi thiéu 10GE st dung tuyén cép quang
truyén dan riéng cia Cuc BDTW.

o Kétnbitir thiét bi bién mang TSLCD tai Tinh/TP dén cac don vi sir dung:

e Kétnbi cap quang truc tiép dén UBND, HDND, Tinh uy.
e Két ndi dén cac So/Ban/Nganh truc thudce tinh, Quin/Huyén, x3/phudng

qua ha tAng mang Metro ctia Doanh nghiép vién thong tai cac Tinh/TP.

Xa/
Phuéng

S&/Ban/

Pé&n mang Core

o GE T
Mang truyén
Mang Metro dan

GE
GE

PE Router @L‘ PE Router
Ge GE
GE GE E E

UBND Tinh Gy HBND

Hinh 3.3: Két néi tai cac Tinh/TP
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Tir d6 ta s& ¢ so d6 tong thé mang TSLCD sau khi thiét ké:
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Ghi chi:
- -» L hrgng diéu khién (control traffic)

Hinh 3.4: So' d6 tong thé mang TSLCD

Tir cac mo hinh tham chiéu tai Chuong 2 trén thi chiung ta c6 dugc mdt mo

hinh muc tiéu vé két ndi mang ciia BNBP phuc vu CPDT (hinh 3.5).
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g'gm':
<~ —p Ly leong WAN va Internet

Hinh 3.5: Mé hinh muc tiéu mang TDSL cip 2

Mo hinh muc tiéu 1a mé hinh chuan, dap tmg cac yéu cau vé ATTT, dugc st

dung trong trudng hop cac BNDP c6 day du cac diu kién, trang thiét bi dé trién khai.
Céc yéu ciu co ban:

- Trén ha ting mang TSLCD cép II (trong truong hgp BNDP va cac don vi tryc

thudc c6 két ndi mang TSLCD cép I1) hodc ha ting mang WAN ciia BNDP (trong

truong hop BNDP tu trién khai ha ting mang WAN riéng): tao két ndi diém — da

diém tir cac don vi truc thude vé diém tap trung mang WAN cua BNDP.
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- Tai diém tap trung mang WAN ciia BNDP thyc hién:
o Chuyén tiép luu lugng tir cac don vi truc thudc dén cac tng dung tai HTTT
chuyén dung cia BNDP dat tai TTDL ctia DNVT.
o) Chuyén tiép luu lugng két ndi Internet cta cac don vi truc thudce qua kénh
két ndi Internet tai diém tap trung.
- Cong ngh¢

Mang TSLCD duoc trién khai tir nim 2006 str dung cdng nghé chuyén mach
nhan da giao thic (IP/MPLS), day la cong nghé chuyén mach tién tién ¢ thoi diém
nay. Dén thoi diém hién tai, trén thé gii da thir nghiém, dua vao ap dung cac cong
nghé chuyén mach 13i thé hé méi (Segment Routing két hop SDN), ké thira, chuyén
d6i tir nén tang IP/MPLS. Trong thiét ké mang TSLCSD giai doan nay, Cuc BDTW
s& tiép tuc trién khai nang cao ning luc mang TSLCD theo dinh huéng cac céng nghé
mai nay.

Kién tric SDN nhu 13 1 giai phap dé cung cdp 1 mang “hoi tu” nhu vay. SDN
la 1 kién trGc linh hoat, d& quan ly, hiéu suét cao va thich nghi tét, khién kién tric
nay 1y tuéng cho cac tng dung doi hoi bing théng cao va can su linh hoat hién nay.
Trong SDN, phan diéu khién mang duoc tach ra khoi phan chuyén tiép va co thé 1ap
trinh truc tiép duge. SDN cho phép cac tai nguyén mang dugc cip phét theo phuong
thire linh hoat cao, cho phép du phong nhanh. Cong nghé NFV (Network Functions
Virtualization) chinh la viéc ao hda cac chirc nang mang va ATTT nhu NAT, load
balancer, firewall... dé dat duoc tinh linh dong cao ciing nhu thic ddy viéc trién khai
cac dich vu méi trong linh vuc cung cép dich vu mang

- Tinh nang

Cac thiét bi 16p 16i, 16p phan phdi va 16p truy nhap cia mang TSLCD hd tro cac
tinh nang chinh sau:

- Hb tro 40 hda cac chirc ning mang va ATTT nhu bién dich dia chi mang (NAT),
can bang tai (load balancer), twong lira (firewall), dinh tuyén (router), chuyén

mach (switch)... dé dat duoc tinh linh dong cao cling nhu thuc day viéc trién khai
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cac dich vu méi trong linh vuc cung cip dich vu mang; dong thoi tang cuong an
toan théng tin trén mang TSLCD thdng qua viéc tich hop cac chirc ning bao mat
vao cac thiét bi mang TSLCD (thay cho viéc trién khai cac thiét bi phan cting vt
1y ro1 rac).

- HO tro trién khai giao thire dinh tuyén theo phan doan mang (Segment Routing)
trén mang TSLCD gilp don gian hda viéc ciu hinh mang ludi, trién khai nhanh
chong cac dich vu trén mang TSLCD.

- HJ tro quan tri tp trung mit phang diéu khién qua bd diéu khién tap trung
(controller) theo kién trac SDN gitp tip trung héa chirc ning mit phang diéu
khién vé c4c Trung tdm dir liéu cia Cuc BDTW, giai phong chic ning mit phang
diéu khién trén cac thiét bi 16p 16i, 16p phan phdi, 16p truy nhap ctia mang TSLCD
dé tang hi¢u nang hoat dong cua thiét bi.

- HJ tro da loai hinh giao dién két ndi téc do cao 1/10/100Gbps dé dam bao bang
thdng mang dap Gmg yéu cau trién khai cac bai toan Chinh phu dién ti.

3.2 L trinh chuyén déi tir ha tang vién thong phuc vu Chinh pha dién tir

hién nay té&i moé hinh muc tiéu ha tang sé biang réng cho Chinh pha dién

twr thoi gian téi.

3.2.1. Giai dogn 2019-2020: nang cao ndng luc, chét lweng dich vu, an toan

thong tin Mgng TSLCD

- Nang cao nang luc, chét luong dich vu Mang TSLCD

o Pé nang cao ning lyc mang theo yéu cau cia VP Chinh phu, Cuc BBTW du
kién trién khai bd sung céc thiét bi méi dé dam bao dy phong 1+1 vé duong
truyén, thiét bi dén cac diém b9, nganh, dia phuong phuc vu két ndi Chinh
phu dién tu; cu thé:

e Trang bi bo sung 03 thiét bi chuyén mach, dinh tuyén mang 101 tai 3
Trung tdm vung tao thanh 02 vong Ring mang 10i;

e Trangbi bo sung 63 thiét bi chuyén mach, dinh tuyén mang truy nhap tai
63 Tinh/TP dé du phong 1+1;
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e Bb sung kénh truyén du phong tur thiét bi chuyén mach, dinh tuyén mang
truy nhdp dén cac diém bo, nganh, dia phuong phuc vu két ndi Chinh pha
dién tir.

- Tién d trién khai dy kién: giai doan 2019-2020, trong do:
o Niam 2019: trién khai vong Ring mang 15i tai 3 Trung tim ving va 27
Tinh/TP trong diém;
o Nam 2020: trién khai mang truy nhap tai 36 Tinh/TP con lai.
- Giai phap két ndi giira cac thiét bi cli/méi cia mang;

PHAN MANG TSLCD NANG CAP BO SUNG

|
|
I ROUTER ROUTER :
| 2 ]
! Lo !
| |
| |
|
| |
| ROUTER
| TINHC
- -0
| -
|
/ ROUTER R.I?::EBR
TINH A ! ()
=S | = :
< )( @'/\a —
?‘E ~ [:] Thiét bi mang TSLCD hién tai
ROUTER g ROUTER =
. o r~="gs :
S MANG TSLCD HIEN TAI TINHD J B6 sung méi

Hinh 3.6: Giai phap két néi mang TSLCD cii
Sau khi trién khai két ndi giira thiét bi cii/méi, c4c thiét bi mang I8i tai 3 Trung
tAm ving, mang truy nhap tai 63 Tinh/TP déu dugc du phong 1+1; dam bao dap tng
cac yéu cau sau:

- Pam bao nang cao chat lugng dich vu dap mg yéu cau: cac thiét bi méi trang bi
tinh ning hd tro lya chon nhiéu loai hinh chat lugng dich vu (QoS) ddi véi timg
dich vu cu thé; giap ap dung ché d6 QoS phu hop cho tirng bai toan cu thé (nhu
yéu cau vé thoi gian thuc cho luu luong thoai, yéu cau bang thong cao cho truyén
dir ligu...).

- Pam bao nang cao niang luc cho Mang TSLCD: cac thiét bj méi trang bi hd trg

cac giao dién bang thong toc dd cao 10/100Gbps cung cap toc do truyén dir lidu
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cao, kha ning két ndi 16n nham dap vmg nhu ciu ngdy cang cao vé bang thong
mang cho trién khai cac bai toan Chinh phu dién tu.

- Tang cuong an toan két néi cho Mang TSLCD: ddm bao cac két nbi chinh cta
Mang TSLCD déu duoc du phong 1+1, giam thiéu ti da thoi gian gian doan dich
vu khi ¢6 su ¢d xay ra ddi vai cac két ndi Mang TSLCD.

3.2.2. Giai doan 2021-2025: hoan thign md hinh két néi Mang TSLCD ddp
#ng yéu cau phuc vu Chinh pha dign tie

Mang TSLCD sir dung dé két ndi, truyén tai thong tin dir liéu Chinh phu dién
tir; két ndi gitra nén tang tich hop, chia sé¢ dit liéu qudc gia (NGSP) véi cac nén tang

tich hop, chia sé dir li€u cua cac bg, nganh, dia phuong (LGSP).

Hinh 3.7: Ha tang két ndi ,truyén tai thong tin dir liéu Chinh pha dién tir

Ung dung K&t ndi mang
cong cong

G2B/G2E | G2C ‘

Ung dung

Access

- Céc g dung két n6i mang céng cong dugc truyén tai qua ha ting mang Internet
cho cac doanh nghiép vién thong cung cap.
- Céc g dung chuyén dung dugc truyén tai qua ha ting Mang TSLCD, bao gom:
o Két nbi G2G: két nbi giira hé thong théng tin ctia cac co quan Nha nude véi
nhau.
o Kétndi G2E: két ndi tir can by, cdng chirc dén hé thdng théng tin cta co quan

Nha nude.
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o Cac tng dung riéng ndi bo cua bd, nganh dia phuong: dugce truyén tai qua ha
tang Mang TSLCD hodc mang riéng ndi bo cua bo, nganh dia phuong tu xay
dung.

Mb hinh tong thé mang TSLCD Ia ha tang cin ban phuc vu Chinh phi
dién tu:

To6ng thé mang TSLCD duoc md ta nhu sau :

HTTTBG A HTTTBG B HTTTT/TPA
&t {5
&= &= &=

i
(

/
_
e
= /
Mang TSLSCD :
== = | o Nosh
. udc gia —
R HE Chi thich
@ £ Két ndi G2G (gilva cACHTTT bg,
t— = nganh, dia phwong voi nhau)
Can bo, & Két néi tir LGSP tai bd, nganh,
cong choee — dia phuong Ién NGSP
BOA Két nditly can bd, CC IEnHTTT
: e b6, nganh, dia phreng

Hinh 3.8: M hinh tong thé mang TSLCD
Mang TSLCD déng vai tro ha tang truyén tai dé chuyén tiép luu luong cho
cac két ndi sau:
- Két ndi G2G: két ndi giira cac Hé thong thong tin tai cac bd, nganh, dia phuwong
v&i nhau.
- Két ndi lién thong tir cac LGSP tai bo, nganh, dia phuong 1én truc NGSP quéc
gia.
- Két ndi tir can bo, cong chuc dén Hé théng thong tin tai cac bd, nganh, dia
phuong.

Ta c6 md hinh két ndi chi tiét tai cac B9, nganh, dia phwong (hinh 3.9)
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M6 hinh mang tai 1 B6/Nganh/Dia phwong

Bo/Nganh/Dia phwong

3

VPN Remote
Access

{ hé
\ c DMz
e

h§
DMz

Phin

private

Phan

public

M ; S ]
{ Phén

; Phan
/ hékét |
\ m néilien |

X s théng

————————— Luu lugng external

— = — . — K&t ndi intra-agency

K&t ndi inter-agency

/ ‘ \\\
< i
& I N ||
d &

Bo/Neganh/Pia phuong khic

Hinh 3.9: M6 hinh két ndi chi tiét tai cac bd, nganh, dia phwong

Tai mbi bd, nganh, dia phuong s& c6 cac phan hé két ndi sau:

58

ot

-
F
Pon
- =y true
7 thuge
~N
N ‘s

- Phan h¢ WAN (két ndi tr cac don vi truc thudc 18n tru s& chinh): str dung mang

WAN néi bo do bd, nganh, dia phuwong tu trién khai. Trong trudng hop bo, nganh,

dia phuong chwa c6 mang WAN riéng; dé xuit sir dung két néi Mang TSLCD dé

trién khai mang WAN noi bg.

- Phén hé két ndi lién thong (két ndi lién thong Hé thdng thong tin giita cac bo,

nganh, dia phuong): két néi qua Mang TSLCD.

- Phén hé DMZ public (két ndi tir can bo, cong chirc dén Hé thong thong tin cua

bd, nganh, dia phuong): két néi chinh qua mang Internet ctia cac DNVT trong

nudc..

Duéi ddy 1a mo hinh truc két ndi lién thong NGSP-LGSP tai b, nganh, dia

phuong (hinh 3.10).
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Kéendi Kot nie
chink| dyphiag

e hiug LOSP i Do
Phis b Froat-end : e Npamd Aa phoimg
due pablic triw !
myng lnternnt 4 NGSP va LGSP
cong chp digh vy tH Koot 2dd qua
wpwni dia, doand waeg TSLCD
Froat-Ead ung dysg
mot o dafe tir, cong
4Kk vy clog : Twwsg bea

LGSP trém
wmang TSLCD ‘
Backend ki ——
Bhic djch vy
NGsP

Hinh 3.10: M6 hinh két néi lién thong NGSP-LGSP tai B, nganh, dia phuwong
Tai truc LGSP cua B9, nganh, dia phuong sé€ c6 2 phan hé:

- Phan hé back-end (két ndi tir truc LGSP cua bo, nganh, dia phuong lén truc
NGSP qudc gia): két ndi qua ha tang Mang TSLCD.

- Phan hé fron-end (cung cép dich vu tir bd, nganh, dia phuong dén nguoi dan,
doanh nghiép, can bo, cdng chuc): két ndi chinh qua mang Internet cia cac
DNVT trong nudc. Trong trudng hop két ndi DNVT gip su ¢d, sir dung két ndi
private Mang TSLCD dé cén b, cong chuc truy cap dén Hé théng thdng tin cia
bd, nganh, dia phuong.



67

Cac may chu ing dung tai phan hé front-end (két ndi mang cdng cong) va phan
hé back-end (két ndi Mang TSLCD) tich biét vé mit vét Iy, nhung duoc phép dong

bo vé co s& dir liéu.

3.3. Mét s6 md hinh trién khai cu thé tai Cuc Buu dién Trung wong

3.3.1. Pé xudt lwa chen cdng nghé

T nhitng phan tich va céc s6 liéu tham khao néu trén, Cuc BPTW dé xuat sir

dung Segment Routing MPLS két hop SDN dé trién khai cho mang TSLCD, vi cé4c

ly do sau:

Segment Routing MPLS ban chét van 13 su tiép ndi cua cong nghé MPLS dé tan
dung cac vu diém cta cong nghé MPLS hién tai.

Segment Routing gitip don gian héa cau hinh mang dé tich hop tot v6i SDN hd
trg trién khai giai phap 40 hoa mang trong tuong lai (giup linh hoat, thuan tién
trong viéc trién khai cac dich vu trén mang luéi).

Cong nghé NFV (Network Functions Virtualization) chinh 1a viéc 4o hoa cac chic
nang mang va ATTT nhu NAT, load balancer, firewall,... dé dat duoc tinh linh
dong cao ciing nhu thiic dy viée trién khai cac dich vu méi trong linh vuc cung
cép dich vu mang.

Tai trung tAm dit liéu trong thiét ké mang TSLCD twong lai dd bao gém céc hé
thng bao dam ATTT dé dam béo tiéu chi cap do 5 va quan 1y van hanh theo tiéu
chuén ISO27001, cung v&i d6 giai doan 3 s& trién khai giai phap 4o hoa cac thiét
bi bién mang va thiét bi dau cudi bao gém ca chiic ning tuong lira va ngin ngira
xam nhap bang cong nghé NFV gép phan nang cao bao dam ATTT tai cac tinh,
thanh. Giai phap a0 hoa nay ciing duoc quan 1y van hanh bang hé thong Security

Controller dit tai trung tam dir liéu dé ting cudng an toan an ninh mang.

3.3.2. Tinh toan bang thong, dung lwgng mang

- Dich vu truc lién thong vin ban dién tir (VBPT) qudc gia:

Truc lién théng VBBT qudc gia di chinh thirc khai truong tir thang 3/2019.

Truc lién thdng VBDT qudc gia két ndi tir Van phong Chinh phu dén cac UBND
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tinh/thanh, cac B va co quan ngang Bo dé truyén nhan van ban. Ngay 5/4/2019,
VPCP di c6 cdng vin s6 124/TTTH-ATANTT vé viéc Tang cudng bao dam chit

luong mang TSLCD phuc vu gtri, nhan van ban dién tir trén truc lién thong van ban

qudc gia [8]. Trong d6, dé nghi Cuc BDTW dam bao chat luong dich vu kénh truyén

tir c4c diém mang TSLCD cap I t6i thiéu 50Mbps.

- Dy kién lwu lwong trén mang luéi:

Dy kién két ndi luwu hrong Trién khai VBPT két néi tir UBND, B§/Nganh Ién VPCP

va Trién khai VBDT két ndi tir Cuc/Vu/Vién 1én Bd/Nganh

Giai doan 2020-2025:
Bang 3.1: Trién khai VBPT két néi tir UBND, Bd/Nganh 1én VPCP

CPE > | PE tinh - o
H,u’(m’g PE > Core Core vung -> PE Core - Core Core HN - | SW Metro Ghi chi
ket noi | tinh/SW viing tinh > Agg HN 03 ->)
Metro VPCP
Core HNI: Luu
Luu 420Mbps / 28 tinh | HNI - BDNG: lugng
lwon Core DNG: | 195Mbps truyén tai
dw ® | soMbps | 50Mbps 195Mbps / 13 tinh | HNI - HCM: | 2#9MPps | 845Mbps tinz véi
kién Core HCM: | 330Mbps concurre
330Mbps / 22 tinh nt 30%

Bing 3.2: Trién khai VBPT két ndi tir Cuc/Vu/Vién 1én B§/Nganh

, , ->
Hudéng két noi CPE ->SW SW Metro — SW Metro Ghi chu
Metro
Luu lwgng dy | 00 315Mbps (du kién 105 Cuc/Vu/ | Luu luong truyén tai
kién P Vién két ndi dén 1 SW Metro) concurrent 30%

Két ndi tir Cuc/Vu/Vién 1én Bo/N ganh (két ndi tir S6/Ban/N ganh, Quan/Huyén

1én UBND tinh trong ngi tinh, khong phat sinh luu lugng 1én Core mang TSLCD):
Giai doan 2020-2025: két ndi tir xa/phudng 1én UBND tinh trong ndi tinh,

khong phét sinh Ivu Iugng 1én Core mang TSLCD.
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- Dich vu truyén hinh héi nghi (THHN)

Trong nim 2019, Chinh phu di c6 thir nghiém trién khai hé théng THHN
dén cap xa phudng voi sb lugng cac diém 1én t6i 700 diém (st dung ha ting VNPT).

Ngoai hé thong THHN cta Chinh phu, cac Ban Pang ciing dang trién khai
THHN dé phuc vu giao ban truc tuyén. Hién tai, Cuc BDTW dang phuc vu hé thong
giao ban truc tuyén cho cac co quan Pang: VPTW, Ban T6 chitc TW, Ban Tuyén
gido TW, Ban Dan van TW, Uy ban Kiém tra TW.
- Du kién lwu lwong trén mang lwéi:

Giai doan 2020-2025: trién khai THHN 700 diém:

Bang 3.3: Trién khai THHN 2021-2025

Huéng | CPE -> PE (T::)I:': _ Core viing -> PE tinh | Core—cCore | 0 HNI- g\?\? I\l_/lne\lt:'o
kétndi | PE Tinh - g mn - Agg HNI

vung 03

(zlv(l)f;‘) Core HNI: (560- HNI - BNG:
L e kFi)én 672)Mbps / 28 tinh | (260-
| :;l oMbos | Khotno 10. | COT¢ PNG: (260- 312)Mbps (1,260- (1,260-
d“’-ki? P 1o fﬁ 312)Mbps / 13 tinh | HNI-HCM: | 1,512)Mbps | 1,512)Mbps
widen huyéﬁ Core HCM: (440- (440-

trong tinh) 528)Mbps / 22 tinh 528)Mbps

3.3.3 Cac bai toan phuc vu CPDT

Hién tai, Cuc THH dang du thao khung kién trdc CPDT phién ban 2. Sau
khi khung kién tric CPDT phién ban 2 chinh thic ban hanh, cac bai toan phuc vu
CPPT (twong tu truc lién thong VBPT quéc gia) dy kién truyén tai qua mang TSLCD
nhu: hé thong thong tin bao c4o qudc gia, hé théng tham van chinh sach, hé thong
cong dich vu cdng qudc gia. ..

Tuong tu yéu cau doi voi bai toan truc lién thdng VBDT quéc gia, du kién
luu lwgng 100Mbps/don vi cho cac bai toan con lai phuc vu CPDT.

- Dy Kkién luu lwong trén mang luéi:
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Biang 3.4: Trién khai phuc vu CPDT 2020-2025

CPE-> | pE (inh e
H}r(m’g PE > Core Core vung -> PE Core - Core Core HN - | SW Metro Ghi cha
két noi | tinh/SW ving tinh > Agg HN 03 >
Metro VPCP
- Core HNI: L luong
Luu 840Mbps/ 28 tinh | HNI - DNG: N
lugng - Core DNG: | 390Mbps tfuyen ta,‘?
du 100Mbps | 100Mbps 390Mbps/ 13 tinh | HNI - HCM: 1,157Mbps | 1,157Mbps | tinh véi
kién - Core HCM: | 660Mbps ggr;/(;urrent
660Mbps/ 22 tinh

3.3.4. Mang thong tin di¢n rgng (TTDR) ciia Pdang

Hién tai, toan bo cac don vi thuéc mang TTDR cua Pang da sir dung kénh

truyén mang TSLCD dé trao ddi dir liéu. Trong thoi gian t6i, Cuc BBTW s& phdi

hop véi VPTW Dang dé t6i vu dinh tuyén mang TTDR cta Dang dé dam bao an

toan, bao mat.

- Dy kién luu hrong trén mang luéi:

Bing 3.5: Trién khai mang TTDR 2020-2025

H’Lr('m,g CPE -> >l():l::)r£“\;ll‘:r;g Corevung -> PE| Core vung <> ~9 Vlli/rlft:: . Ghi chu
két noi| PE tinh tinh Agg vung
7.2Mbps -Core  HNI: | -Core HNI<-> | - Agg HNI <-> SW
(du kién | 61Mbps 28 | Agg HNI: 61Mbps| Metro HNI: 61Mbps Luu
Luu khoang 12 | tinh - Core DNG <- | - Agg DNG <-> SW
lwgng 2Mbps quan/huyé | - Core DNG: | > Agg DNG: Metro DNG: 28Mbps lu(;)'ngw
du n trong 1 | 28Mbps / 13 | 28Mbps - Agg HCM <-> SW t?:;‘i;?‘
kién tinh) tinh - Core HCM <- | Metro HCM: 48Mbps| -
-Core HCM: | > Agg HCM: t 30%
48Mbps [/ 22 | 48Mbps
tinh

- Dy phong phit trién dich vu

Ngoai cac dich vu trén, mang TSLCD hién dang cung cap cac dich vu khéc
theo Théng tu 27/2017/TT-BTTTT [9] nhu: dich vu mang riéng ao, dich vu thué

may chu do... Do vay, viéc tinh toan bang thdng cho céac dich vu nay 1a hét sirc can
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thiét d¢ dam bao dap ung ning luc mang TSLCD phuc vu cic co quan Pang, Nha
nuac.
- Dy kién luu lwong trén mang lwéi:

Biang 3.6: Trién khai dich vu khac trén mang TSLCD 2025

CPE -> Core Agg ->
Huéng PE PE tinh -> | Core vung -> PE SW S
s B - >
két ndi | tinh/SW | Core viing tinh Core - Core AHN L | Metro3 Ghi chd
Metro 99 > VPCP
- Core HNI:
Luu ?gu'\i?:j 302Mbps / 28 tinh | HNI - DNG: tLIE‘y‘en: ;f ong
lwong i - Core DNG: | 140Mbps . .
du 10Mbps khf:}ﬁg l?n 140Mbps / 13 tinh | HNI - HCM: 680Mbps | 680Mbps ;I'cl)r:::urrentvm
kién qUANALYEN | core HOM: 238Mbps
trong tinh) . 30%
238Mbps / 22 tinh

Nhu ciu phat trién thué bao phuc vu CPPT
Bang 3.7: Nhu cau phat trién thué bao phuc vu CPDT

Tong so diém Bé sune thiét bi Bo sung kénh truyén

hién tai phuc Nhu ciu S6 diém b sung C%’E : (Metronet ndi tinh 02
vu CPDPT Mbps)
1.781 12.567 10.786 10.786 10.786

Dy kién lwu lwgng trén mang lwéi:
Bang 3.8: Luu luwgng du kién dich vu khac trén mang TSLCD

CPE >
Hudng PE PE tinh -> N ) Lo
P -> -
ket néi | tinh/SW Core ving Core vung -> PE tinh Core - Core Ghicha
Metro
:“‘;‘1'1 LQ%ME}?SQ(@ Core HNI: 857Mbps / 28 tinh 3H9l\éll\/|b SDNG: Luu lugng truyén
duuj g 2Mbps llsrll diéc;inf Core BDNG: 398Mbps / 13 tinh NI -pH cM: tai  tinh  vai
! ) , : 0
Kién tinh) Core HCM: 673Mbps / 22 tinh 673Mbps concurrent 30%

3.3.5. Tong hep dew bao nhu cdu bang théng trén Mang TSLCD giai dogn
2020- 2025
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Du bao lwu lwgng giai doan 2019-2020 (Mbps)

Du b&o luwu lwgng giai doan 2021-2025 (Mbps)

. 2 . Lo TT . Ponvi | TT | TT Agg
STT Dich vu trién khai D:lmnvlj“ tinh — [TT ving -| Mang Ag_g%/$n9 MAN |sirdung| tinh | ving |Mang | Ving | MAN
Y8~ | TT | TTtinh | I5i . Ring | -TT |-TT|-TT| 18I | -TT | Ring
TT tinh | . vung . N . N
vung tinh | vung | tinh vung
1 | Dich vy Truc lién théng VBDT 50 50 420 330 945 | (945+315) | 50 50 | 420 | 330 | 945 | (945+315)
2 | Dich vu THHN 6 6 168 132 378 378 2 24 | 672 | 528 | 1,512 1,512
3 | Céc dich vu phuc vu CPDT 20 20 168 132 378 378 100 | 100 | 840 | 660 | 1,157 1,157
4 | Mang TTDR ctia Pang 2 7 61 - 61 61 2 7 61 - 61 61
5 | Dy phong phét trién dich vu 10 36 302 238 680 680 10 36 | 302 | 238 | 680 680
6 | Nhu cau phat trién thué bao phuc vy - - - - - - 2 102 | 857 | 673 - -
Chinh phu Dién tir
-> Téng luu hrgng mang 88 119 | 1,119 | 832 | 2,442 2,757 166 | 319 | 3,152 | 2,429 | 4,355 | 4,670
Pé xuit giao dién két ndi GE GE | (1+1)GE| 1GE | (2+1)GE| (2+1)GE | GE GE | 10GE | 10GE | 10GE | 10GE

Ghi chl: Ky hiéu “-: bang thong khong phét sinh nhiéu, ning lyc mang cua giai doan trude du dap tng.
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Hién trang muc do san sang két ndi vao mé hinh Cuc BDTW (Két néi TTDL
cua BNDP, DNVT vao Mang TSLCD)
- TTDL ctia DNVT (md hinh 1 va 2):

o Quy dinh phép 1y theo: (1) Phuy lyc 1 Thong tu 12/2019/TT-BTTTT vé yéu cau
ATTT co ban d6i v6i hé thong thong tin két ndi vao mang TSLCD:; (2) Cong
van 1694/BTTTT-CATTT [11]; (3) Cong van 486/CATTT-ATHTT.[12]

o Can phan tach phan hé phuc vu CQNN va phéan hé coéng cong (Viéc phan tach
vat 1y hay logic tuy thudc vao cép do ATTT cua HTTT dat tai TTDL: cép do 4,5
can phén tach vat 1y, cip d6 3 phan tach logic));

- TTDL cua BN, BP (m6 hinh 3): Quy dinh phap ly theo Phu luc 2 Thong tu

12/2019/TT-BTTTT [10].

— BAO DAM CAC YEU CAU TRUGC KHI KET NGI TTDL CUA BNDP. DNVT
v' Hién tai mang TSLCD da két nc"iiédé'n IDC cua Viettel va VNPT

Két ndi mang WAN cua BNDP vao Mang TSLCD

mmm) MUC DO SAN SANG CUA BO, NGANH " »4p tg tieu chi
1

= Dap (rng tiéu chi
2

= Dap (rng tiéu chi
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Hinh 3.11: Két ndi WAN ciia BNDP vao mang TSLCD
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Hinh 3.11 thé hién mic do sin sang két néi mang WAN cua Bo , nganh dia

phuong va mang TSLCD

KPI vé Ha ting sé phat trién Chinh phii s6 ¢

100% CONN tir cdp TW — cdp
huyén két n8i vao mang TSLCD

100% BNDP c6 mang WAN két
ndi vao mang TSLCD

30% cac nén tang dung chung cla
QG st dyng ha tang s6

50% CQNN c&p x3 két n8i vao mang
TSLED

30% BNDP trién khai TTDL trén nén
tang DTPM (tu trién khai ho3c thué
dich vu)

50% cac nén tang dung chung ctia

QG st dung ha tang s6

70% CQNN cip x3 k&t n8i vdo mang
TsLce

70% BNDP trién khai TTDL trén nén
tang DTDM (tu trién khai ho3c thué
dich vu)

100% cac nén tang dung chung cta
QG st dung ha téng s6

100% CQNN cip x3 k&t néi vao
mang-TSLCD

100% BNDP trién khai TTDL trén nén
tang DTDM (tu trién khai hodc thué
dich vuy)

Hinh 3.12: KPI vé ha ting s6 phat trién CPS
Hinh 3.12 thé hién cac muc tiéu két ndi ha ting s phat trién chinh phu s trong giai
doan 2020-2025

a. Két ndi mang mang WAN, TTDL ciia BNDPP vao mang TSLCD: khao sat
hién trang mang WAN cta BNDP, két hop voi don vi chuyén trach vé& CNTT ctiia BNDP
dé két ndi mang WAN, TTDL ciia BNDP vao mang TSLCD bao dam thong két ndi dén
cac diém dau cubi cua khach hang.

b. Két ndi TTDL cita DNVT vao mang TSLCD: lam viéc v6i cac DNVT dang
cung cép dich vu hosting cho cac BNDP bao dam cac yéu ciu trude khi két ndi TTDL
cua DNVT vao mang TSLCD (hién tai mang TSLCD da két ndi dén IDC cua hai tap
doan Viettel va VNPT).

c. Két noi dén H¢ thong VNIX: xay dung phuong an trao ddi, lam viéc v6i Trung
tam Internet Viét Nam dé thong nhét cic giai phap, yéu cau két ndi hé thong VNIX vao

mang TSLCD.
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HA TANG SO PHAT TRIEN CHINH PHU SO

Fibre Optics
WiFi

Ha tdng WAN BNDP

TTDL cia BNDP

4G/5G

MHO05-08

Ha tdng mang TSLCD

MHO01-02 ~

TTDL cCia DNVT ~

Hinh 3.13: So' @6 Ha ting s6 phat trién chinh phii s6

L trinh thye hién chuyén d6i tir ha tang vién thong phuc vu Chinh pha
dién tir hién nay téi mé hinh muc tiéu ha ting so bing rong cho Chinh phi
dién tir thoi gian toi.

2020

- Trién khai thiét bi chuyén mach, dinh tuyén 16p phan phéi tai 36 tinh, thanh phé
con lai, tao thanh mang s dung cong nghé Segment Routing hoan chinh tai 63 tinh,
thanh phd.

- Két n6i mang TSLCD dén hé théng VNIX quc gia.

- T6i uu hé thdng giam sat mang (NOC), két ndi dén trung tim giam sat CPDT
(EOC)

2021-2022: Trién khai nang cap Trung tAm giam sat, diéu hanh mang (NOC).
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2023-2024: Hé thdng thiét bi chuyén mach dinh tuyén 16p 161, vong MAN-Ring
mang TSLCD
2025: Cung cdp dich vu mang TSLCD theo kién triic mang dinh nghia phan mém

(SDN).

2021-2022: Nang cép, hién dai hoa ha téng nha tram Cuc BBTW (ngu@)n du
phong, hé thong diéu hoa chinh xac...)

2023-2024

-Trién khai Trung tim Dit liéu tai Buu dién T78, thanh phd HCM

-Trién khai nang cip hé théng TTDL tai Cau Gidy Ha Noi

-Trién khai hé théng TTDL dy phong tai DR-Site

2025: Cung cip cac dich vu ha ting (PaaS: Platform as a service) trién khai cac
nén tang dung chung ctia B6 TT&TT va cac tmg dung Chinh phu dién tir tai Trung tam
dir ligu
3.4. Két luan chwong 3

Chuong 3 di dua ra mot sd y kién dé xuét vé cac mo hinh muc tiéu nham két ndi
mang cia BNDP phuc vu CPDT. Noi dung chi tiét d3 dua ra cac so d6 nham dua ra giai

phap trong tdm phét trién Chinh phu dién ttr giai doan 2019-2020, dinh huéng dén 2025.

Cu thé:

- Giai doan 2019-2020: Nang cao ning lyuc, chét luong dich vu Mang truyén s liéu
chuyén ding (Mang TSLCD) ciia co quan Pang, Nha nudc, Xac dinh day 1a ha tang
truyén dan cin ban trong két nbi cac hé thong thong tin Chinh phu dién tir va lién
thong, chia sé dir liu.

- Giai doan 2020-2025: tiép tuc mé rong Mang TSLCD dé dap ung cac yéu cau sau:

o Phat trién cac hé thong nén tang phat trién Chinh phu dién ti, co so dir liéu quoc
gia vé Tai chinh, dat dai va tich hop, chia sé dir liéu v6i cac hé thong thong tin,
co so dir licu cuia B9, nganh, dia phuong.

o Két ndi, chia sé dit liéu céng dich vu cong quéc gia voi céng dich vu cong, H¢

thong thong tin mot cira dién tir cap bo, cap tinh.
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o Trién khai nhan rong Hé thong thong tin phuc vu hop va xt 1y coéng viéc cia
Chinh pht dén Uy ban nhan dan cip tinh, cap huyén.

- Tir d6 c6 thé bao dam dudng truyén Mang TSLCD cap I thong subt, 6n dinh dép tng
yéu cau gtri, nhan van ban dién tir; xdy dung phuong an trién khai mé rong Mang
TSLCD; hd tro két ndi mang ctia cac bd, nganh, dia phuong voi Mang TSLCD cap
| va hoan thanh cac nhiém vu cu thé:

o Giai doan 2019-2020: thiét ké Mang TSLCD hoan chinh phuc vy Chinh phu
dién ttr; Nang cao chét luong dich vu, mo rong két ndi dén cac hé thdng mang
clia C&c co quan Qudc hoi, Mit tran T6 qudc Viét Nam, c4c t6 chire chinh tri x4
hoi, cac Tap doan, Téng cong ty Nha nudc, cac Bo/Nganh va cac quan, huyén,
thi xa chua cd két noi.

o Giai doan 2020-2025: trién khai Mang TSLCD theo thiét ké m¢i; Nang cao chat
luong dich vy, mé rong két ndi Mang TSLCD dé cdp phuong, x4 va cac dbi

tuong theo yéu ciu cua cac bai toan, ing dung Chinh phu dién tir.
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KET LUAN

Trong giai doan bung nd phat trién khoa hoc cong nghé ky thuat dac bi¢t 1a hé
thng thong tin, nhu cau ctia ngudi dan ddi véi Chinh phu dién tir 1a da dang va phong
phu vira dap tng nhu cau vira thiic diy nén dan tri phat trién nhanh chong hon. Bé phuc
vu cho nhu cau ndy, ha ting mang truyén s6 liéu chuyén dung 1a diéu thiét yéu Tuy nhién,
viéc tbi wu hoa tai nguyén, dam bao an toan thong tin an ninh mang 13 diéu bat budc phai
nghién cuu.

Luan vin da tim hiéu nhimng co s& 1y thuyét, cac thanh phan trong co so ha ting
ctia nén chinh phu s, kinh té sé ciing nhu cac thanh phan cta ha tang s6 bang rong phu
hop véi chinh phu dién tir Viét Nam. C6 rat nhiéu thanh phan dé lam tiéu chi xay dung
mot co sé ha tﬁng $6 dap ung yéu cau cho hoat dong cua Chinh phu dién tir. Vi vay, viéc
xay dung mo hinh ha tang sé bing rong phuc vu cac B, nganh, dia phuong 1a khong
don gian vira phai dam bao hiéu qua vé mit truyén dit liéu, vira dam bao an toan thong
tin, kinh té, lai vira hiéu qua vé mat kinh té. Cho nén hé théng can dua trén nén mang
truyén s lidu chuyén dung tai Viét Nam

Qua tim hiéu va khao sat thyc té, hién trang Ha tang k¥ thut cong nghé thong tin
tai Viét Nam con nhiéu thiéu x6t, ty 16 két ndi dit liéu giira cac co quan chinh quyén vira
yéu vé s6 luong 1an chit lugng. Mic du van ¢ su dam bao vé truyén din bang thong
rong boi cong nghé chuyén mach nhin da giao thie (IP/MPLS) v6i thoi gian 24/7 an
toan va on dinh, nhung dén nay dudi nhu cau ngay cang cao ciia luu luong thong tin, sy
phat trién dan sb cung cac thiét bi dau cudi, nhu cau s6 hda moi dir liéu nén két qua la ha
té”mg mang hién tai con can hoan thién hon nira.

Cac mo hinh két néi & timg phan ving cling dugce nghién ciru va trinh bay nham
tim hiéu mot cach cin k& cac yéu cau thiét yéu cho mdi mé hinh dé tinh toén cac phuong
an hiéu qua, dua ra mé hinh muc tiéu & phén dé xuét.

Cudi cung, lun van tim hiéu, phan tich nghién ctru nham d& xuat mo hinh,
phuong 4n hi¢u qua nhét phu hop nhét dé dam bao phuc vu cac cong viéc truyén s6 liéu,

hinh anh, thong tin... gitta cac B9, nganh, dia phuong mot cach t61 wu nhat.
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Va dé dap ung dugc tinh kha thi, ludn van ciing dua ra 16 trinh chuyén doi ha
tang cho phu hop cing véi cac Iya chon vé cong nghé, du doan bang thong, dung luong

mang cho mdi dich vu caa CPPT.

Huéng nghién ct tiép theo s& 1a viéc két ndi toi da cac HTTT, CSDL ctia Chinh
phu dé tich hop, chia s¢é dir li¢u, kién tao tai nguyén s6 nhim tao ra kha nang khai théc
toan bo hé théng dir licu quéc gia phuc vu chi dao, diéu hanh cua co quan nha nudc va
nhu cdu cua t6 chire, c4 nhan. Pong thoi, ké thira va khai thac téi da nang luc CNTT (ha
tang k¥ thuat, duong truyén, tng dung...) hién c6 va tao ra moi truong va hé sinh thai
CNTT an toan, linh hoat trong qua trinh xdy dung, phat trién CPDT, hudng t&i Chinh

phu s0, nén kinh té so.
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BAN CAM DOAN
Toi cam doan d3 thuc hién viée kiém tra mirc d6 tuong déng ndi dung ludn van
qua phan mém Dolt mét cach trung thuc va dat két qua murc d6 twong dong 8% toan bd
n6i dung luan van. Ban luan vin kiém tra qua phan mém 14 ban ctng luin vin di nop dé
bao vé trude hoi ddng. Néu sai toi xin chiu cac hinh thirc ky luat theo quy dinh hién hanh
cua Hoc vién.
HaNoi, ngay  thdng  ndm 2020

Hoc vién cao hoc
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Cau (doan) ngudi dung phan héi
Phan tram cau (doan) hé théng khong kiém tra
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