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LOTNOI DAU
Hién nay co s& ha tang vién thong dugc xay dung kha dong bo. Kinh té€ s6 dugc hinh

thanh, phat trién nhanh, ngdy cang trd thanh bo phan quan trong cia nén kinh té; cong nghé
sb duoc ap dung trong cac nganh cong nghiép, néng nghiép va dich vy; xuat hién ngay cang
nhiéu hinh thtrc kinh doanh, dich vu méi, xuyén qubc gia, dya trén nén tang cong nghé sb
va Internet dang tao nhiéu co hoi viéc lam, thu nhap, tién ich, nang cao chét luong cudc
song ctia ngudi dan.

Trong khi d6 viéc két ndi lién thong, chia sé dir liéu giita cac BNDP dang gip rat
nhiéu kho khan khi str dung cac hé thong mang riéng biét vdi cac HTTT roi rac, phéan tan.
Trong khi ¢6 Chinh phu dién tir hudng tdi Chinh phu sé doi hoi 1a mé hinh chinh phii dya
trén dit liéu va st dung tri tu¢ nhan tao. Viéc két ndi trén mot nén mang bang rong duy nhét,
mg dung chuyén d6i IPv6 dé phuc vu cho cac img dung IoT sip t6i bung nd va két ndi hiéu
qua cac HTTT.

Vi vy, em chon dé tai "NGHIEN CUU VA BPE XUAT MO HINH HA TANG SO
BANG RONG PHUC VU CHINH PHU DIEN TU CHO CAC BQ, NGANH, DIA
PHUONG TREN NEN MANG TRUYEN SO LIEU CHUYEN DUNG TAI VIET NAM".

Dé tai nay tap trung nghién ctru vé cic mo hinh kién trac co s ha tang sd phuc vu Chinh
phu dién tir hudng t6i chinh phu sb. Qua d6 xay dung dugce cac md hinh phu hop véi didu
kién va hoan canh Viét Nam, 4p dung tai Cuc Buu dién Trung wong. Luin vin gém co 3
chuong v&i noi dung tom tat cu thé nhu sau:

Chuong 1: Tong quan vé co sé ha ting so bing rong phuc vu chinh phii dién ti

Chuong 2: Khéo sat mot sé mé hinh két néi mang ciia cic BNPP phuc vu CPPT
Chuwong 3: Nghién civu, dé xudt mé hinh muc tiéu két néi mang ciia BNPP phuc vu

CPPT hwdng t6i Chinh phii sé tai Cuc Buu dién Trung wong
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Chuwong 1: Tong quan vé co sé ha ting so bing rong phuc vu chinh phii dién tiv

1.1. Khai niém chung vé ha ting s6

Ha tang s6 1a chia khoa dé phat trién kinh té s6 va x4 hoi s6. Ha tang s6 bao gdm cac
hé thdng phan cting va phan mém cho phép cac hé théng thong tin hoat dong, tuong tic va
trao d6i thong tin v6i nhau . Ha tang s6 phat trién chinh phu sé chinh 14 ha ting vién thong
két hop céc nén tang, cong nghé dién toan ddm may, tri tu¢ nhan tao.. .dé cung cép cac dich
vu vé ha téng cho Chinh phu .

Ha tﬁng s6 1a ha t?mg ma tao ra, trao doi va st dung dir liéu hodc thong tin nhu mot
thanh phan trong hoat dong cta né. Ha ting sé bao gdm cac ciu trac vat 1y, cac hé thong
mang, cap, cac hé théng phén mém, tiéu chuan dit liéu va céac giao thuc cling nhu ban than
dir 1iéu cua chinh no.

1.2 . Cac thanh phin ctia CSHT s6 bang rong phuc vu chinh pha dién tir

CHINH PHU SO & KINH TE SO

HATANG SO

Thiét bj Két ndi Ung dung Phdp Iy Nhan Ic

Hinh 0.1: Cac thanh phin ciia co sé ha tan sé bing rong

I'J'ng dung
Ha tan s6 dem lai cac loi ich, hiéu qua quan kinh té, xd hoi cho dén quan 1y nha nuéc
Dir li¢u
-Xay dung cac co so dit liéu tir Trung wong xudng tdi cac Bo, nganh dia phuong, ha
tang cua chinh phu s6 va kinh té sd.
- Str dung dién toan dam may dé luu trit va xir 1y dit lidu
Két ndi
- Mang TSLCD da két ndi dén cong gateway ctia 100% B0, nganh, Tinh/TP.
- 92,06% Tinh/TP; 71% B, nganh san sang két ndi vao mang TSLCD.



Thiét bi

- Trién khai thiét bi chuyén mach, dinh tuyén 16p phan phdi tai 27 tinh, thanh phd

- Két ndi phan ving TTDL Viettel, VNPT dang cung cdp dich vu hosting cho cac
BNDP vao mang TSLCD
Nhéan lue

- Co ban dap tng, tuy nhién nhan lyc mong, phai kiém nhiém nhiéu viéc khac
Phap ly

- B6 sung, hoan thién cac co s phap khi khi mé rong két ndi cia mang TSLCD dén
mang WAN cua b, nganh, dia phuong, mang Internet, Trung tdm dir li¢u cta bd, nganh,

dia phuong va ctia cac doanh nghiép cung cip dich vu vién thong.

1.3 Co’ s& ha ting s6 bang rong trong Khung kién tric chinh phu dién tir

Hinh 0.2: Mé hinh tong quat CPPT Viét Nam

Cic thanh phan trong khung kién triic :
- Nguoi su dung

- Kénh giao tiép

- Ha tang k¥ thuét — cong nghé

- An toan thong tin

- Nén tang tich hop, chia sé dit liéu
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- Nén tang tich hop, chia s¢ LGSP cua cac Bg, nganh, dia phuong

- Cong Dich vu cong qudc gia

- CSDL quéc gia
KET LUAN CHUONG 1

Ha tang s6 phuc vu Chinh phu s6 1a mot thanh phan quan trong trong Quy hoach ha
tang TT&&TT. Céc thanh phan cua ha ting s6 phuc vu chinh phu sé lién quan va tac dong
1an nhau, nhu két ndi lién thong phai di cung chia sé dit liéu va phai duoc dam bao boi phap
luat.

Xay dung ha téng s6 12 viéc can kién tri, sy tham gia cua toan bo hé théng chinh tri,
doanh nghiép va ngudi dan tir trung wong dén dia phuong. Phai ¢6 khung phéap 1y cho ha
tang s6 (luat vé dir lidu, bao vé thong tin c4 nhan). Viéc xay dung ha tang s6 can phai dugc
nang cao nhan thirc va tap trung xiy dung ha ting s, coi ddy 1a cac nhiém vy hang dau

trong thoi chuyén doi sd.



Chuwong 2: Khio sat mdt s6 mé hinh két ndéi mang ciia caic BNDPP phuc vu CPPT

2.1 Hién trang Ha tang ky thuat CNTT

Ha tang k¥ thuat CNTT
TT Tiéu chi Bd, co'quan | Co quan thudc | Tinh, thanh phd
ngang B§ (*1) Chinh phu truc thugc Trung
(*2) wong (*3)
1 | Ty 1é CQNN da két ndi voi mang 95% 96% 90,40%
dién rong (WAN)
2 | Til¢ bo/tinh
- C6 trung tam di liéu (Data center) | 86,36% (19/22) | 66,66% (4/6) 90,48% (57/63)
- C6 trung tam dir liu du phong | 54,55% (12/22) | 33,33% (2/6) 46,03% (29/63)
- C6 phong may chu 68,18% (15/22) 100% (6/6) 53,97% (34/63)
3 | Tilé bo/tinh da trién khai mo 72,73% (16/22) | 83,33% (5/6) 63,49% (40/63)
hinh dién toan ddm may
Trién khai tng dung CNTT phuc vu quan Iy diéu hanh.
TT Tiéu chi Bo, co quan Co quan thudc | Tinh, thanh phd
ngang B¢ (*1) | Chinh phi (*2) |trwe thu¢c Trung
wong (*3)
1 |Tilé CBCC duoc cap tai khoan 98% 97% 93,42%
thu dién tir chinh thirc
2 |Heé théng Quan 1y vin ban va diéu hanh (QLVBDH)
- Ti1¢ BO/Tinh chi c6 mot He 81,82% (18/22) 100% (6/6) 73,02% (46/63)
thong QLVBDH dung chung
- Ti 18 Bo/Tinh ¢ nhiéu hé thong | 18,18% (4/22) - 26,98% (17/63)
QLVBDH (c0 thé 1a cac He
thong QLVBDH dung chung,
dung riéng)
3 | St dung chit ky so: Ti 1¢ cac 92% 83,08% 91,07%
CQNN dugc cap chung thu so
4 | Phan mém Mot cira dién tir
Ti 1& co quan d4 trién khai 54,55% (12/22) - 100% (63/63)
5 | Tilé co quan da ban hanh Kién | 86,36% (19/22) 33,33% (2/6) 96,82% (61/63)
trac Chinh phu dién tir
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Tuy nhién, da sé cac TTDL déu chua dat tiéu chuan qudc gia TCVN 9250:2012 vé
TTDL, yéu cau vé ha ting k¥ thuit vién thong hodc tiéu chuin Qudc té nhu uptime, TIA-
942...

V& trién khai DPTPM, niam 2019, c¢6 16/22 (72,73%) B, co quan ngang b, co 5/6
(83,33%) co quan thudc Chinh phu va 40/63 (63,49%) tinh, thanh phd tryc thudc Trung
wong di trién khai it nhit mot trong sé cac dich vu cung cip ha ting thiét bi (IaaS -
Infrastructure as a Service), dich vu cung cép nén tang van hanh (PaaS - Platform as a

Service) va dich vu cung cip phan mém tng dung (Saa$ - Software as a Service).

2.2 Hién trang ha ting mang cta cac co’ quan Nha nwéc

Mang TSLCD duoc xay dung giai doan 2008-2010, st dung cong nghé chuyén mach
nhan da giao thirc (IP/MPLS), cac két ndi déu dam bao tinh ding riéng, an toan, dy phong
cao dam bao hoat dong lién tuc va thong subt 24/7.

Bo TT&TT dang quan 1y, van hanh Mang TSLCD cip I két ndi dén céc co quan cap
Trung wong gébm: VPCP, VPTW, VPQH, VP CTN, cic Ban, bd, nganh va 63 Tinh 1y,
UBND, HDND cép tinh.

veTw i i" Ve chis tich murée
VPCP Iﬁ '] ,,/“‘H_i 'l
W \ //
Mang TSLCD cap |
. (Cuc BDTW) "/"Ji g CucEoTW
i ii7 S
P g =

XafPhueng e . / j Tinh /“i g .

' ht - 6/Ban/Nganh TW

‘j"i ] /// \
y _Aduan/Huyén \\\\ ///, “ L
] \ " MangTSLCD cdp thgd
XafPhwemg ,‘!‘Li " Il (DNVT) Cuc/vy/vien

S&r/Ban/Nganh cdp
tinh

Hinh 2.2 M hinh tong thé mang TSLCD ciia cic co quan Pang, Nha nuwéc

Pé dap ung nhiém vu két ndi cac hé thong thong tin, co so dit liéu cla co quan nha
nuée, trong thdi gian qua, mang dugc nang cip bing thong, dam bao luu luong truyén tai
khong sir dung vuot ngudng 50%; bo sung dia chi IPv6 sin sang cap phat va cung cap dich
vu trén toan mang. Cac bién phap ting cudng an toan, bao mat duogc trién khai, d3 b sung
cac két ndi du phong (du phong 1+1 két ndi kénh Metronet lién tinh tir 60 tinh, thanh phé vé
03 trung tim mién, du phong cac két ndi toi 26 Bo/Nganh, UBND tinh, thanh phd); da ding
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ky cap do 5 an toan thong tin cho mang TSLCD cip I; P4 hoan thanh co ban cac quy dinh,
huéng dan vé chinh sach két ni, an toan théng tin, quan 1y tai nguyén cho cac hé thong
thong tin két nbi vao mang TSLCD.

2.3. M6 hinh tong quan vé két néi mang cia BNDP phuc vu CPDT
Phan hé TTDL ciia BNDP:

- Két nbi mang: két ndi truc tiép vao mang TSLCD qua ha ting mang truyén tai ciaa DNVT
hodc két ndi vé tru s BNDP.
- T6 chirc TTDL: phan thanh phan ving HTTT chuyén dung va HTTT cong cong;
o HTTT chuyén dung: két ndi vao mang TSLCD dé dong bo CSDL gitta cac HTTT
chuyén dung va két ndi tir can bd, cong chirc 1én HTTT.
o HTTT cong cong: két ndéi multi-home qua cac ISP va VNIX dé ngudi dan, doanh
nghiép truy cap vao HTTT.
Phén hé mang WAN ciia BNPP: két ndi tap trung luu luong vé TTDL cia BNDP
hodc qua thiét bi tap trung ciia DNVT.
Phén hé mang LAN ciia don vi triee thugc BNDP: ¢6 2 két noi:
- Két n6i mang TSLCD cép II hoic qua két n6i WAN BNDP tir trién khai.
- Két ndi Internet qua diém tap trung Internet cua CQNN tai DNVT hodc tap trung tai TTDL
cua BNDP.

CES00

. Truimg hep
Hl}‘ tlmn‘g TTTHDL dat
Q kiém svit tai try s BNDP
ATTT
004

Truwimg hop
TTTHDL khéng dit

= HE thing
tai tru s BNDP ;

kiém soit
ATTT

s

HE théng

HiS

Phin ving ITTT

. chuyén ding

ST b [

kiém soit
ATTT

11§ thing

kiém soat
ATTT

Phin ving HITT
cong cing

Xl

TRUNG TAM DU LIEU BNDP

Truong hop tip

Truomg hop Gp
lromg vé

Bxop |
|

trung lvu

TTDL cia

Mang TSLCD cép

CE nouh‘%

HE théng

rung o g g s
thiét bj ciia DNVT = Kkhai —

é Intermet -~

" Diém la_ip‘trn‘n'g' -

CQNN
Ghi chu: é kiém soit
Trwimg hop TTTHDL khéng dit tai try so BNDP r
:)ATTT
1 55 BNDP a o
rung hwu lugng mang WAN ‘m; e

bi ctia DNV

2 p trung lwu lugng mang WAN BNDP
ve TTDL ciia BNDP

Mang LAN tai huyén,

xdi, s, nganh...

Hinh 2.3: M6 hinh tong quan két n6i mang LAN, WAN, Trung tim dir li¢u



8

2.4. Cac m6 hinh tham chiéu két néi mang BNDP
2.4.1. M6 hinh két noi TTDL vao mang TSLCD

Cotatcd 11 mo hinh ‘
Mo hinh 01/02: két néi phan vung TTDL cia DNVT phuc vu BNDP vé tru so

BNDP/ hoac vao mang TSLCD

Mo hinh 03: Két néi TTDL cia BNDP vao mang TSLCD

M0 hinh 04: Internet tai TTDL (M6 hinh va giai phap)

Mo hinh 05: WAN cua Bg, Nganh vao TSLCD;

Mo hinh 06 (07)/08: Tap trung luu lugng WAN (va Internet) vé diém quan 1y tap
trung cua dia phuong / hoac cia DNVT

MBS hinh 09: Két ndi LAN cua dv truc thuéc BNDP vao mang TSLCD

Mo hinh 10: Hé théng DNS quan 1y tén mién ciia BNDP

Mo hinh 11: Hé théng DNS Caching

Duéi diy em xin trinh bay qua vé 4 mé hinh duoc coi la quan trong va thé hién 1d

nhat vé két ndi TTDL vao mang TSLCD nhu sau

2.4.1.1. M0 hinh 01: két ngi phan viing TTDL ciia DNVT phuc vu BNDP vé tru s¢ BNDP
Mo hinh két n6i phan vung TTDL ciia DNVT phuc vu BNDP vé tru s6 BNDP 1a m6

hinh st dung trong truong hop TTDL ctia DNVT chua du diéu kién két ndi truc tiép vao
mang TSLCD.

Pé trién khai mé hinh nay, DNVT can trién khai kénh két ndi bang cap quang truc
tiép, qua thiét 1ap kénh L2/L3VPN qua ha tang mang ctia DNVT hoic kénh IPSec VPN qua
Internet tir TTDL ctia DNVT vé tru sé BNDP.

Céc yéu cau co ban:

- BNDP can déap tng cac quy dinh tai Diéu 6 Thong tu s6 27/2017TT-BTTTT ngay
20/10/2019 v& quan 1y, van hanh, két ndi, sor dung va bao dam ATTT trén mang
TSLCD va Phu lyc 1 Thong tu s6 12/2019/TT-BTTTT ngay 5/11/2019 vé stra doi,
bd sung mot s6 diéu ctia Thong tu s6 27/2017TT-BTTTT ngay 20/10/2019 vé quan
1y, van hanh, két ndi, str dung va bao ddm ATTT trén mang TSLCD.

- BNDP chiu trach nhiém cac van dé lién quan dén an toan bao mat khi két ndi vao

mang TSLCD.



Trusi BNDP 4
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Hinh 2.4.1: Két n6i phan ving TTDL ciia DNVT phuc vu BNDP vé tru s¢ BNDP

2.4.1.2. M6 hinh 02: két néi truc tiép phan ving TTDL ciza DNVT phuc v BNPP vio
mgng TSLCD )
M6 hinh két noi truc ti€ép phan ving TTDL cia DNVT phuc vu BNDP vao mang

TSLCD 1a mé hinh sir dung trong truong hop TTDL ciia DNVT du diéu kién két ndi truc
tiép vao mang TSLCD.

Pé trién khai mé hinh nay, DNVT can trién khai kénh két ndi bang cap quang truc
tiép vao mang TSLCD cép I hodc qua két ndi trung ké voi mang TSLCD cép I ciia Cuc
BDTW.

Céc yéu cau co ban:

- TTDL cua DNVT can dap tng cac quy dinh vé TTDL phuc vu BNDP.

- DNVT can phan tach khu vuc riéng tai TTDL phuc vu BNDP vé6i khu vuc tai TTDL

phuc vu muc dich thuong mai cho nguoi dén, to chirc, doanh nghiép.

- Tai khu vyc TTDL phuc vu BNDP: can phan tach phan viung HTTT chuyén dung

va phan vung HTTT cong cOng.
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Hinh 2.4.2: Két noi trye tiép phan viing TTDL ciia DNVT phuc vu BNDP vao mang TSLCD
2.4.1.3. M6 hinh 03: két néi TTDL ciia BNDP vao mang TSLCD
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Hinh 2.4.3: Két n6i TTDL ciia BNDP vao mang TSLCD
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Mo hinh két néi TTDL ctia BNPP vao mang TSLCD la mé hinh st dung trong
truong hop cac BNDP ¢ TTDL riéng dit tai tru s¢ cia BNDP. Két ndi tir TTDL ctia BNDP
vao mang TSLCD sir dung kénh truyén mang TSLCD sén c6 ciia BNDP.

Céc yéu cau co ban:

- BNPP can phan tach phan ving HTTT chuyén dung va phan ving HTTT cong cong.
- D6i v6i phan ving HTTT chuyén dung:
o Két ndi vao mang TSLCD sir dung IP private do Cuc BDTW quy hoach (Trong
truong hop bi trang IP thi c6 phuong an phdi hop xir Iy d6i voi BNDP).
o Phan ving HTTT chuyén dung dé dong bd co sé dit liéu véi HTTT caa Chinh phu,
BNDP khac va két ndi tir can bd, cong chirc dén HTTT chuyén dung.
- - P6i voi phan ving HTTT cong cong:
o + Phan ving HTTT cong cong phuc vu ngudi déan, to chirc, doanh nghiép truy cap
dén HTTT cong cong.
o + Str dung AS/IP doc 1ap do VNNIC cap, két ndi Internet theo co ché multi-home t&i
mot hogc nhiéu ISP, két nbi vao VNIX.
2.4.2. M6 hinh 04: két noi Internet tai TTDL

2.4.2.1. M6 hinh két néi Internet ciia TTDL

. H@é théng VNIX
Miang TSLCD \ e
HE théng Liém
soat ATIT

Phin vimg HTTT H¢ thiing kiém Phin ving HTTT
chuyén dimg it ATTT cong cong

o,
SN

&

e |
5 3' 5
N o E
~ IS £
o s g
[-a | '*'

0207

A A

VLLLL,

TRUNG TANM DIV LIEU BNDP

Hinh 2.4.4: Két noi Internet tai TTDL
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Phén hé Internet cia TTDL quy hoach cung cép céc dich vu chung cho cac hoat dong
cia BNDP, bao gdm cac tng dung, cong thong tin BNDP, cac dich vu web khac, co s dit
lidu, cac hé thong thong tin ding chung nhu DNS, thu dién tir (email). ..

Phan hé Internet can duoc quy hoach theo kién trac ciia mot mang doc lap, két ndi da
huéng (multi-home), timg budc chuyén dbi IPv6:

- Mang doc 1ap: 1a mang str dung vung dia chi IP mang Public va s6 hiéu mang ASN
doc lap. Tai Viét Nam dia chi IP va ASN duoc quan 1y cap phat boi Trung tim
Internet Viét Nam (VNNIC),.

- Két n6i da hudng (multi-home): mot hé thong mang doc 1ap s& co kha niang két ndi
nhiéu hudng (peering hodc transit) véi cac mang doc lap khac, véi cac DNVT (ISP)
khac dé két nbi vao mang Internet, khi ¢ su c¢6 hudng nay sé ty dong chay theo
hudng khac va nguoc lai ma khong bi gidn doan dich vy, déng thoi ¢6 thé linh hoat
trong diéu huéng dé s dung hiéu qua bing thong két ndi trén cac kénh truyén theo
nhu cau.

- Chuyén doi IPv6: Quy hoach mang dam bao hoat dong song song [Pv4, IPv6, c6 10

trinh tirg budc chuyén doi tir IPv4 sang IPv6, tién toi dimg sir dung IPv4.

KET LUAN CHUONG 2
Chuong 2 nay di 1am rd dugc vé hién trang cia mang TSLCH hién tay & cac bo ,
nganh dja phuong . Pong thoi ciing gidi thiéu 11 mé hinh két ndi TTDL vao mang
TSLCD
Mo hinh 01/02: két ndi phan ving TTDL ciia DNVT phuc vu BNDP vé tru so
BNDP/ hodc vao mang TSLCD
Mo hinh 03: Két néi TTDL ctia BNDP vao mang TSLCD
MO hinh 04: Internet tai TTDL (M6 hinh va giai phap)
Mo hinh 05: WAN cua Bg, Nganh vao TSLCD;
Mo hinh 06 (07)/08: T4p trung luu luong WAN (va Internet) vé diém quan 1y tap
trung cua dia phuong / hoac cuia DNVT
MBS hinh 09: Két ndi LAN cua dv truc thuéc BNDP vao mang TSLCD
Mo hinh 10: Hé théng DNS quan 1y tén mién cia BNDP
Mo hinh 11: Hé théng DNS Caching
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Chuwong 3: Nghién ctru, @ xuat mo hinh muc tiéu két n6i mang ciia BNDP phuc
vu CPDT hudng téi Chinh phi so tai Cuc Buu dién Trung wong
3.1 M6 hinh muc tiéu két ndi mang ciia BNDP phuc vu CPPT hwéng téi Chinh phu
sO.
3.1.1. M6 hinh mang hoan chinh

- Tai mdi Trung tdm ving gdm céc thanh phéan sau:

o Trung tam dir ligu:

e Hinh thanh Trung tdm dir li¢u tai TP.HCM chay Active/Active vdi Trung tam
dir liéu Ha Néi.

e Hinh thanh Trung tdm dir liéu du phong (DR Site) tai khu vuc ngoai thanh Ha
Noi dé du phong trong truong hop c¢6 tham hoa xay ra dbi véi Trung tam dir
liéu tai Ha N¢i va Tp.HCM.

o Trung tim diéu khién, van hanh mang (NOC) va Trung tim gidm sat ATTT tap
trung (SOC): dat tai Trung tam vung tai Ha Noi. Ngoai ra tai Tp.HCM, ba Nﬁng va
du phong DR Site 14 noi quan 1y tip trung cta cac khu vy nén can trién khai cac hé
théng dam bao an toan cho hé thdng két ndi, quan 1y tai day.

o Két ndi thiét bi mang 1061:

e Nang téc do két n6i 2 mat phang Core (HN-HCM. HCM-BN, BN- HN) tir
STM-4 1én thanh tc d6 t6i thieu 10GE sir dung C4c tuyén cap quang truyén
dan riéng ctia Cuc BDTW.

e Cac két nbi con lai trong mang Core (IGR Router-Core Switch, Core Switch-

Core Router, Agg Router-Core Router): nang cap lén 10GE quang.
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Hinh 3.1: So' d6 tong quan mang TSLCD
Ket noi cac vong Metro Ring tai Ha Noi, HCM, Pa Nang:
o Nang cap toc do két ndi Ién t6i thicu 10Gbps sir dung tuyén cap quang truyén
dan riéng cua Cuc BDTW.
o Két ndi khach hang xubng cac Access Switch dé phan tach chirc ning gitra 16p phan

phéi (Distribution) va 16p truy nhap (Access).
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Hinh 3.2: Két ndi cac vong Metro Ring tai Ha ndi, Pa Ning va TP HCM
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Hinh 3.3: Két néi tai cac Tinh/TP
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Hinh 3.4: So' db tong thé mang TSLCD
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T cdc mo hinh tham chiéu tai Chuong 2 trén thi ching ta ¢6 dugc mot mo hinh muc tiéu vé

két ndi mang cua BNDP phuc vu CPDT

Mo hinh muc tiéu

MANG TRUYEN SO LIEU CHUYEN DUNG CAP | - CUC BU'U DIEN TRUNG UO'NG LeA

Phin viing HTTT | Phan viing HTTT
chuyén ding | congchng
TTPL cia DNVT

MANG BACKBONE
LIEN TiNH
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2 AP Pablic - a e a
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ROUTER BIEN

CAP QUANG
L | TRUNG KE (1+1)
=

MANG TRUYEN SO LIEU CHUYEN DUNG CAP Il

ROUTER BIEN

i
__ — MANG TRUYEN TAI CUA DOANH NGHIEP VIEN THONG/
MANG WAN BNBP TU' TRIEN KHAI

ROUTER BiEN - V . S ROUTER BitN

(~008) 008~ || S04 =T=1%]
DIEM TAP TRUNG MANG WAN

DON V| TRUC THUQC A DON V| TRYC THUOC B

Ghi chi:
<~ —p Luuluong WAN va Internet

Hinh 3.5: M6 hinh muc tiéu mang TDSL cép 2

Mo hinh muc tiéu 1a mé hinh chuan, dap ung céc yéu cau vé ATTT, duoc sir dung trong
truong hop cac BNDP ¢ day du cac diéu kién, trang thiét bi dé trién khai.

Céc yéu cau co ban:
Trén ha tang mang TSLCD cip II (trong trudng hop BNDP va cac don vi truc thude co

két ndi mang TSLCD cip 1) hodc ha tang mang WAN ciia BNDP (trong truong hop
BNDP tu trién khai ha tﬁng mang WAN riéng): tao két ndi diém — da diém tr cac don vi
truc thudc vé diém tap trung mang WAN cua BNDP.
Tai diém tap trung mang WAN cua BNDP thuc hién:
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o Chuyén tiép luu lugng tir cac don vi truc thudc dén cac ung dung tai HTTT chuyén
dung cia BNDP dat tai TTDL cia DNVT.
o} Chuyén tiép luu lugng két ndi Internet cua cac don vi truc thudc qua kénh két ndi
Internet tai diém tip trung.
- Cong nghé
Mang TSLCD duoc trién khai tir nim 2006 sir dung Cong nghé chuyen mach nhan da glao
thirc (IP/ MPLS) day la cong nghé chuyen mach tién tién & thoi diém nay. Dén thoi diém
hién tai, trén thé gi6i da thir nghiém, dua vao ap dung cac cong nghe chuyen mach 101 thé
hé méi (Segment Routing két hop SDN), ké thura, chuyen doi tr nen tang IP/MPLS. Trong
thiét ké mang TSLCSD giai doan nay, Cuc BDTW s¢ tlep tuc trién khai néang cao nang luc
mang TSLCD theo dinh hudng cac cong nghé méi nay.

Kién tric SDN nhu 12 1 gidi phap dé cung cap 1 mang “hoi tu” nhu vay. SDN Ia 1 kién
trGc linh hoat, dé quan ly, hiéu suat cao va thich nghi tot, khien kién tric nay ly tuéng cho
cac ung dung doi hoi bang thong cao va can sy linh hoat hién nay. Trong SDN, phéan diéu
khién mang duoc tach ra khéi phan chuyén ti€p va co the lap trinh tryc tiep duge. SDN cho
phép cac tai nguyén mang dugc cap phéat theo phuong thirc linh hoat cao, cho phép du
phong nhanh. Céng nghé NFV (Network Functions Virtualization) chinh la viéc ao hda cac

chirc nang mang vé} ATTT nhu NAT, load balancer, firewall... d¢ dat dugc tinh linh dong
cao cling nhu thuc day viéc trién khai cac dich vu mdéi trong linh vyc cung cap dich vu mang
- Tinh nang
C4c thiét bi 16p 18, 16p phan phdi va 16p truy nhap ctiia mang TSLCD hd trg cac tinh ning
chinh sau:

- HO trg 40 hoa céac chirc ning mang va ATTT nhu bién dich dia chi mang (NAT), can
bang tai (load balancer), tuong ltra (firewall), dinh tuyén (router), chuyén mach
(switch)... dé dat duoc tinh linh dong cao ciing nhu thic day viéc trién khai cac dich vu
moi trong linh vuc cung cdp dich vu mang; dong thoi ting cudng an toan thong tin trén
mang TSLCD théng qua viéc tich hop cac chirc ning bao mat vao cac thiét bi mang
TSLCD (thay cho viéc trién khai cac thiét bi phan cimg vat 1y roi rac).

- HO tro trién khai giao thic dinh tuyén theo phan doan mang (Segment Routing) trén
mang TSLCD gitip don gian hoa viéc cau hinh mang luéi, trién khai nhanh chdong cac
dich vu trén mang TSLCD.

- HO tro quan tri tip trung mat phang diéu khién qua bd diéu khién tap trung (controller)
theo kién trac SDN gitp tap trung hoéa chiic ning mit phang diéu khién vé cac Trung
tam dit liéu cia Cuc BDTW, giai phong chic ning mit phang diéu khién trén cac thiét
bi 16p 131, 16p phan phdi, 16p truy nhap ctia mang TSLCD dé tang hiéu ning hoat dong
cua thiét bi.
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- HO trg da loai hinh giao dién két nbi téc do cao 1/10/100Gbps dé dam bao bang thong
mang dap ng yéu cau trién khai c4c bai todn Chinh phu dién tu.
3.2 L§ trinh chuyén doi tir ha tang vién thong phuc vu Chinh phi dién tir hién nay téi
mO6 hinh muc tiéu ha tang so bang rgng cho Chinh phu dién ti thoi gian té.
3.2.1. Giai dogn 2019-2020: nang cao néng lwc, chit lirong dich vu, an toan thong tin
Mang TSLCD
- Nang cao nang luc, chat luong dich vu Mang TSLCD
o Pé nang cao ning luc mang theo yéu cau cia VP Chinh pht, Cuc BPTW du kién
trién khai bd sung cac thiét bi méi dé dam bao dy phong 1+1 vé dudng truyén, thiét
bi dén cac diém bo, nganh, dia phuong phuc vu két ndi Chinh phu dién tu; cu thé:
e Trang bi bo sung 03 thiét bi chuyén mach, dinh tuyén mang 101 tai 3 Trung tam
vung tao thanh 02 vong Ring mang 161
e Trang bi bo sung 63 thiét bi chuyén mach, dinh myén mang truy nhap tai 63
Tinh/TP dé du phong 1+1;
e B0 sung kénh truyén du phong tir thiét bi chuyén mach, dinh tuyén mang truy
nhép dén cac diém bo, nganh, dia phuong phuc vu két ndi Chinh phu dién tur.
- Tién @6 trién khai dy kién: giai doan 2019-2020, trong do:
o Nam 2019: triénﬁ khai vong Ring mang 161 tai 3 Trung tam vung va 27
Tinh/TP trong diém:;
o Nam 2020: trién khai mang truy nhap tai 36 Tinh/TP con lai.

- Giai phép két noi gitra cac thiét bi cli/mdi cua mang:

Mang 13i 10N
1
/ — " — ><

TINHB
TINH A
S =) & -
ﬁ@ Chi thich
vqb :I Thiét bi mang TSLCD hién tai
ROUTER 2 ROUTER —— .
e MANG TSLCD HIEN TAI TINHD :’___. Bb sung méi

Hinh 3.6: Giai phap két néi mang TSLCD cii
Sau khi trién khai két ndi giira thiét bi cii/méi, cac thiét bi mang 16i tai 3 Trung tam vung,
mang truy nhap tai 63 Tinh/TP déu dugc dy phong 1+1; dam bao dap tng cic yéu cau sau:
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- Pam bao nang cao chat lugng dich vu dap tng yéu cau: cac thiét bi moi trang bi tinh
ning hd trg lua chon nhiéu loai hinh chét luong dich vu (QoS) dbi voi tung dich vu cu
thé; gitp ap dung ché d6 QoS phu hop cho ting bai toan cu thé (nhu yéu cau vé thoi
gian thuc cho luu lugng thoai, yéu ciu bing thong cao cho truyén dit lidu...).

- bam bao nang cao nang lyc cho Mang TSLCD: cac thiét bi méi trang bi hd trg cac giao
dién bang thong téc do cao 10/100Gbps cung cap toc do truyén dir liéu cao, kha ning
két n6i 16n nham dap (mg nhu cau ngay cang cao vé bang théng mang cho trién khai cac
bai toan Chinh phu dién ttr.

- Tiang cuong an toan két nbi cho Mang TSLCD: dam bao cac két ndi chinh cia Mang
TSLCD déu duogc dy phong 1+1, giam thiéu t6i da thoi gian gian doan dich vu khi c6 su
cb xay ra ddi véi cac két ndi Mang TSLCD.

3.2.2. Giai dogn 2021-2025: hoan thi¢gn mé hinh két néi Mang TSLCD ddp itng yéu cau
phuc vu Chinh phu dién tir

Mang TSLCD sir dung dé két ndi, truyen tai thdng tin dit ligu Chinh phu dién tir; két ndi
gitra nén tang tich hop, chia s¢ dir liéu quoc gia (NGSP) véi cac nén tang tich hop, chia sé
dir li€u cua céc bd, nganh, dia phuong (LGSP).

Ung dung K&t ndi mang
cong cong

G2B/G2E | G2C ‘

Ung dung

Access

Hinh 3.7: Ha tang két ndi , truyén tai thong tin dir liu Chinh phi di¢n tir
- Céc tng dung két nbi mang coéng cong dugc truyén tai qua ha ting mang Internet cho
cac doanh nghiép vién thong cung cip.
- Céc tmg dung chuyén ding duoc truyén tai qua ha tang Mang TSLCD, bao gom:
o Két ndi G2G: két nbi giira hé thong thong tin cta cac co quan Nha nude véi nhau.
o Két ndi G2E: két ndi tir can bd, cong chirc dén hé thong thong tin cta co quan Nha

nuadc.
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o Céc ung dung riéng ndi bd cua bd, nganh dia phuong: dugc truyén tai qua ha tang
Mang TSLCD hoac mang riéng ndi bo ctia bg, nganh dia phuong tu xay dung.
M® hinh tong thé mang TSLCD la ha ting can ban phuc vy Chinh phu dién tir:

HTTTBG A HTTTBO B HTTTT/TPA
S [~ =~}
ez st ey
\-/ U ’
/
_-
—
— 4
/
Mang TSLSCD .
== S
(=] = |\ Truc NGSP
. udc gia e
N e Chi thich
@; g, il Két ndi G2G (gilva CACHTTT b,
A ﬁ nganh, dia phwong véi nhau)
Cén bd, Két ndi ti LGSP tai bd, nganh,
cong chirc < = ia phuong Ién NGSP
5 Két nditly cén bs, CC IEnHTTT
BOA .%’ bd, nganh, dia phureng

Hinh 3.8: M6 hinh tong thé mang TSLCD
Mang TSLCD déng vai trd ha tang truyén tai dé chuyén tiép luu luong cho céac két ndi sau:
- Két ndi G2G: két ndi gilra cac Hé théng thong tin tai cac by, nganh, dia phuong véi
nhau.
- Két ndi lién thong tir cac LGSP tai bo, nganh, dia phuong 1én truc NGSP qudc gia.
- Két ndi tir can bo, cong chirc dén Hé thong thong tin tai cac bd, nganh, dia phuong.

KET LUAN CHUONG 3

Chuong 3 da dwa ra mot sd ¥ kién dé xuat vé cac mo hinh muc tiéu nham két ndi mang cua
BNDP phuc vu CPDT. Noi dung chi tiét di dua ra cac so ¢6 nham dua ra giai phap trong
tam phaét trién Chinh phu dién tir giai doan 2019-2020, dinh huéng dén 2025. Cu thé:

- Giai doan 2019-2020: Nang cao nang luc, chét luong dich vu Mang truyén sb litu
chuyén dung (Mang TSLCD) ciia co quan Pang, Nha nudc, xac dinh day 1a ha tang
truyén din can ban trong két ndi cac hé thong thong tin Chinh phu dién tir va lién thong,
chia sé dir liéu.

- Giai doan 2020-2025: tiép tuc mé rong Mang TSLCD dé dép tng cac yéu ciu sau:

o Phat trién cac hé thdng nén tang phat trién Chinh phu dién tr, co s& dit liéu qudc gia
vé Tai chinh, dat dai va tich hop, chia sé dit liéu voi cac hé thdng thong tin, co s

dir liéu cua bd, nganh, dia phuong.
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o Két nbi, chia sé dir liéu céng dich vu cong quéc gia voi céng dich vu cong, H¢
thong thong tin mot cira dién tir cip bo, cip tinh.
o Trién khai nhan rong Hé théng thong tin phuc vu hop va xtr Iy céng viéc ctia Chinh
phu dén Uy ban nhén dan cép tinh, cip huyén.

Tt do co thé bao dam dudng truyén Mang TSLCD cap I thong subt, 6n dinh dap tmg yéu
cau giri, nhan vin ban dién tir; xay dung phwong 4n trién khai mé rong Mang TSLCD;



