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MO PAU
1. Ly do chon dé tai:

Cung véi sy phat trién manh mé cua khoa hoc cong nghé, dac biét
la cdng nghé thong tin va dién tir vién thdng, nhu cau trao ddi thong
tin va dir li¢u ctia con nguoi ngay cang cao. Mang may tinh dong vai
trd quan trong trong moi linh vuc cua cudc sdng. Bén canh nén tang
mang may tinh cd day, mang may tinh khdng day ngay tir khi ra doi
da thé hién nhitng wu diém vuot troi vé tinh tién dung, linh hoat va
don gian. Mic di mang méy tinh khong day da ton tai tir 1au, nhung
chung da dat duoc sy phét trién ndi bat trong thoi dai cong nghé dién
tir, va chiu anh huong sau sic cua nén kinh té va vat ly hién dai. Ngay
nay, mang khong day da tré nén thiét thyc trong cudc séng. Ching
ta chi can cac thiét bj nhu dién thoai théng minh, may tinh xéch tay,
PDA hoic bat ky phuong thiic truy cap mang khong day nao l1a co
thé truy cdp mang tai nha, co quan, tredng hoc, vin phong va nhiing
noi khac.... B4t cir noi nao trong pham vi phu séng cua mang. Do
tinh chat trao doi thdng tin trong khdng gian truyén dan nén kha ning
ro ri thong tin 1a rat cao. Néu ching ta khong khac phuc diém yéu
nay, moi truong mang khdng day sé tro thanh muc tiéu cta céac
hacker xam nhap, gy thét thoat théng tin va tién bac. Vi vay, bao
mat théng tin 1a mot vin dé dang thu hut rat nhidu sy quan tam. Voi
su phat trién ciia mang khong day, can phat trién kha ning bao mat
dé cung cap cho nguoi ding théng tin hiéu qua va dang tin cay.

Vi vay, viéc két néi mang noi bo caa co quan té chirc minh vao
mang Internet ma khong c6 c4c bién phap dam bao an ninh s& dan dén
nguy co mét an toan thong tin va dir liéu cao. Pé nang cao tinh bao
mat cho hé théng mang ndi bd phuc vu cho nhu cau cdng viéc, giang
day hoc tap cua truong Pai hoc Ha Noi, hoc vién chon dé tai: “GIAl
PHAP BAO MAT HE THONG WLAN, AP DUNG CHO MANG
TRUONG PAI HOC HA NOI”.

2. Téng quan vén dé nghién ciu

Noi dung chinh cia luan vin nay 1a qua trinh nghién ctu, tim hiéu
dé tir d6 duc két ra duoc nhirng yéu t6 dam bao tinh bao mat cho hé
théng mang WLAN:
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- Nam bét dwoc mot sé phuong phap tan cong hé thong mang
thudng gap va cac giai phap bao mat dé co duoc cach thuc phong
chéng, cach xir ly sy ¢b va khic phuc sau su ¢ mot cach nhanh nhét.

- Dé xuét giai phap nang cao tinh bao mat cho hé théng mang
cua Truong Dai hoc Ha Noi.

3. Muc tiéu nghién ciru ciia dé tai

Muc tiéu nghién ctu ciia luan vin 1a nghién ctru Ky thuat tin cong
mang WLAN, c4c giai phap dam bao an toan mang WLAN va dé xuat
giai phap nang cao d6 bao mat cho mang WLAN tai truong Dai hoc
Ha Noi.

4. Pbi twong va pham vi nghién ciu cia dé tai

- Béi tugng nghién ctiru caa luan van 1a mang WLAN va cac van
dé lién quan dén bao mat mang WLAN.

- Pham vi nghién ciru cuia luan van la cac giai phap bao mat mang
WLAN va ung dung cho mang WLAN tai truong Pai hoc Ha Noi.

5. Phwong phap nghién ciru cia dé tai

- V& mat ly thuyét: Thu thap, khao sat, nghién ctru cac tai liéu va
thong tin c6 lién quan dén bao mat mang WLAN.

- V& mit thuc nghiém: Khao séat hé thong mang WLAN noi bd
Truong Pai hoc Ha Noi va dé xuit giai phap bao mat cho hé théng
mang.

6. B6 cuc luan viin

Luan van chia lam 3 chuong chinh:

Chuwong 1: Téng quan vé mang khong diy & Nguy co' tin
cdng mang.

1.1 Giéi thiéu va WLAN

1.2 Céc chuan mang théng dung ciia WLAN

1.3 Co sé ha tAing md hinh mang WLAN

1.4 Cac nguy co tAn cong mang WLAN

1.5 Két chwong

Chuong 2: Cac giai phap bao mét trong mang WLAN

2.1 Giéi thigu

2.2 Xac thuc qua méa héa Wifi: WEP; WPA; WPA2; WPA3

2.3 Xéac thuc Wifi bang Radius Server

2.3 Két chwong



Chuwong 3: B4o mat mang WLAN ciia Hanu bang chieng thuc
Radius Server

3.1 Khao sat mang WLAN Dai Hoc Ha Noi

3.2 Pé xuit cac gidi phap bao mat cho mang WLAN tai
trwong Pai hoc Ha Noi

3.3 Cai dit

3.4 Thir nghiém va danh gia két qua

3.5 Két chwrong

Trong qua trinh thyc hién luan vin, mac di ban than di ¢ gang
thu thap tai liéu, cung cb kién thirc... nhung luan van van con nhiing
han ché nhat dinh. Hoc vién rat mong nhan dugc sy chi day, déng goép
tan tinh cua cac thdy, c¢6 dé luan vin cua hoc vién dugc hoan thién va
¢6 tinh wng dung cao hon trong thyc tién.
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CHUONG I - TONG QUAN VE MANG WLAN & NGUY CO
TAN CONG MANG
1.1 — Giéi thigu vé mang WLAN

Cong nghé WLAN xuat hién vao cudi nhitng nam 1990, khi cac
nha san xuat gioi thiéu céc san pham hoat dong & dai tin 900MHz.
Cac giai phap nay cung cap téc do truyen dir liéu 1Mbps, thap hon
nhiéu so véi tbc d6 10Mbps caa hau hét cac mang c6 day hién thoi.

Nam 1997, IEEE (Vién K¥ su Dién va Dién tir) da phé duyét
chuan 802.11, va n6 con dugc goi 1a WIFI (Wireless Fidelity) cua
WLAN. Chuan 802.11 hd trg ba phuong phap truyen dir liéu, bao
gém mot phuong phap truyén tin hiéu vo tuyén o tan s6 2.4 GHz.

Vao nam 1999, IEEE da thong qua hai cach trién khai chuan
802.11, thong qua cac phuong thuc truyén 8.2.11a va 802.11b. Céc
thiét bi 802.11b phat song véi toc do 2.4GHz, cung cip toc do truyén
tai 1én dén 11Mbps. So v&i mang c6 day, muc dich cua viéc tao IEEE
802.11b la cung cap hiéu qua, théng luong va bao mat.

Pau nam 2003, IEEE cong bd mat tiéu chuan khac la 802.11g,
c6 thé truyén thong tin ¢ dai tin 2.4GHz va 5GHz. Chuan 802.11g
c6 thé tang tc do truyén dir liéu 1én 54Mbps. Ngoai ra, cac san pham
st dung chuan 802.11¢g ciing c6 thé twong thich véi céc thiét bi
802.11b. Ngay nay, chuan 802.11g di dat dén téc d6 108Mbps-
300Mbps.

Vao cubi nam 2009, chuan 802.11n d3 duoc IEEE phé duyét dé
st dung chinh thirc va I1a san pham tiéu chuan dugc chang nhan bai
Wi-Fi Alliance. Muc tiéu chinh cua cong nghé nay 1a ting téc do
truyén tai va pham vi hoat dong cua thiét bj bang cach két hop cong
nghé tién tién.

Chuan 802.11ac dugc phat hanh vao nim 2013 va duoc goi la
Wi-Fi 5. 802.11ac sir dung cong nghé khong day bang tan kép dé hd
trg két ndi dong thoi trén hai bang tan 2.4 GHz va 5 GHz. 802.11ac
cung cap kha ning tuong thich ngugc voi cac chuan 802.11b,
802.11g va 802.11n, d6ng thoi c6 bang thong 1én tGi 1300 Mbps trén
bing tan 5 GHz va 450 Mbps trén bang tan 2.4 GHz.

Chuan 802.11ax dwoc goi la Wi-Fi 6, 12 phién ban méi nhat
dugc chinh thirc 4p dung vao ngay 16 thang 9 nam 2019. Chuan két
ndi khong day thé hé thir sdu cung cip cho ngudi ding nén tang két



ndi mdi mang dén nhiéu cai tién déng gia, trong d6 quan trong nhat
la tbc @6 truy cap nhanh, bing thong 16n va do tré thip, so véi san
pham thé hé truéc wu viét hon nhiéu lan. B vai mot loat cac wng
dung hién dang yéu cau tdc do truyén ngay cang cao, diéu nay da dat
duoc mot budc tién 16n: phat truc tuyén phim d6 phan giai cuc cao
lén dén 4K, 8K; ing dung/phan mém thuong mai; choi trd choi truc
tuyén, hop truc tuyén. .. c6 thé giup nguoi dung nhan duoc nhiéu lgi
ich nhat tir cai tién nay.
1.2 - Céc chuan mang théng dung cia WLAN

Céc chuan cia WLAN duoc Hoc vién Ky nghé Dién va Dién tir
IEEE (Institute of Electrical and Electronics Engineers) qui chuan va
thong nhat trén toan thé gioi.
1.2.1 - Chuan 802.11

Pay 1a tiéu chuan dau tién cho hé thong mang khong day. Toc do
truyén tir 1 dén 2 Mbps va hoat dong ¢ dai tan 2.4GHz. Tiéu chuén
bao gom tat ca cac cong nghé truyén dan hién tai, bao gdm phé chudi
truc tiép (DSS), trai phd nhay tan (FHSS) va tia hdng ngoai. Chuan
802.11 1a mét trong hai chuan mé ta hoat dong cua song truyén (FHSS)
trong mang khong day Chi phan cang phu hop véi chuan 802.11 méi
c6 thé str dung hé théng bang séng mang nay.
1.2.2 - Chudn 802.11a

IEEE da b sung va phé duyét tiéu chuan vao thang 9 nam 1999
dé cung cap mot tiéu chuan c6 thé hoat dong & téc do cao hon (tir 20
dén 54 Mbit/s) trén bang tan 5 GHz mai. Cac hé thdng tuan thu tiéu
chuan nay hoat dong ¢ bang tan 5.15 dén 5.25 GHz va 5.75 dén 5.825
GHz vai téc do dir liéu 1én dén 54 Mbit/s. Tiéu chuan sir dung cong
nghé diéu ché OFDM - Ghép kénh phan chia theo tan s truc giao)
dé dat duoc tdc d6 dir liéu cao hon va kha nang chdng nhiéu da duong
t5t hon.
1.2.3 - Chudn 802.11b

Gidng nhu tiéu chuan IEEE 802.11a, 16p vat Iy ciing da thay doi
S0 vai tiéu chuan IEEE.802.11. Cac hé thdng tuan tha tiéu chuan nay
hoat dong & dai tan 2.400 dén 2.483 GHz va hd trg céc dich vu thoai,
dit ligu va hinh anh vai téc d6 toi da 11 Mbit/s. Tiéu chuan xac dinh
moi trudng truyén DSSS véi tée do dir lieu 11 Mbit/s, 5,5 Mbit/s,
2Mbit/s va 1 Mbit/s.



WLAN tuan thit IEEE 802.11b phil hop V6i cac méi truong dong
duc va cac khu vuc rong 16n, chang han nhu cac toa nha, nha may,
nha kho va trung tam phan phdi... Khoang cach hoat dong cia hé
théng khoang 100 mét.

1.2.4 — Chuin 802.11g

Céc hé thong tuan theo tiéu chuan nay hoat dong trén bang tan
2.4 GHz va c6 thé dat téc do 54 Mbit/s. Gidng nhu IEEE 802.11a,
IEEE 802.11g ciing st dung céng nghé diéu ché OFDM dé dat duoc
téc do cao hon. Ngoai ra, cac hé théng tuan thu IEEE 802.11g tuong
thich nguoc véi cac hé théng IEEE 802.11b vi ching thuc hién tat
ca cac chire nang IEEE 802.11b can thiét va cho phép cac may khéch
cia hé théng tuan theo hé théng IEEE 802.11b va chuan AP cua
IEEE 802.11g.

1.2.5 - Chudn 802.11n

Chuan 802.11n di dwoc vién IEEE phé duyét dé st dung chinh
thirc, ddng thoi ciing di vuot qua thir nghiém va chirng nhan cua Lién
minh Wi-Fi (Wi-Fi Alliance) cho céc san pham tiéu chuan. Chang
nhan Wi-Fi 802.11n la mét ban cap nhat bd sung mot s6 tinh ning
tuy chon cho ban du thao 802.11n 2.0 (ban nhap 2.0) do Wi-Fi
Alliance dua ra vao thang 6 nam 2007.

V& ly thuyét, chuan 802.11n cho phép két ni & téc do 300 Mbps
(1én dén 600 Mbps), nhanh hon 6 1an va mé rong ving phu séng so
véi toe do dinh Iy thuyét cua cac chuan truée d6 nhu 802.11g/a.
802.11n (54 Mbps), 1a mang Wi-Fi dau tién cé thé canh tranh véi
mang c6 day 100Mbps vé hiéu suat. Chuan 802.11n c6 thé hoat dong
& tan s 2.4GHz va 5GHz, nguoi ta Ky vong rang no c6 thé giam bt
tinh trang "qué tai" & cac chuan trude day.

1.2.6 Chudn 802.11ac (tén goi WiFi 5)

802.11ac 1a chuidn WiFi méi nhét va phd bién nhit hién nay.
802.11ac st dung cong nghé khong day bang tan kép dé hd tro két
nbi dong thoi trén bang tan 2.4 GHz va 5 GHz. 802.11ac cung cip
kha ning twong thich voi cac chuan 802.11b, 802.11g va 802.11n,
bang thong cua bing tan 5 GHz 1én dén 1300 Mbps va bing thong
ctia 2.4 GHz 1én dén 450 Mbps.



Wi-Fi 802.11ac c6 thé gui nhiéu ludng khong gian nhung cho
phép nhiéu dng-ten tiép can nhidu ngudi ding va nhiéu thiét bi khac
nhau trén ciing mot dai tan ciing mot lic.

Tam phu song rong hon. Wi-Fi 802.11ac ¢6 pham vi 16n hon va
tbc d0 mang nhanh hon cac chuan mang khéac. Néu sir dung trong céac
toa nha cao tang, co thé giam bét cac bo lap va bo lap 1ap lai dé giam
thiéu chi phi.

1.2.7 Chudn 802.11ax (Wi-Fi thé hé thir 6)

Wi-Fi thé hé thtr sau 13 ban cip nhat méi nhat ctia chuan mang
khong day, so voi chuan Wi-Fi trude day, chung ¢ toc do nhanh
hon, dung lugng 16n hon va tiét kiém ning luong hon.

Dic diém cua Wifi 6: Toc d6 cuc nhanh; Nang cao hiéu qué; Didu
ché cip cao hon 1024 — QAM; Symbol OFDM x 4; Do rong kénh
160MHz trén mot luéng; OFDMA — Loai bd hoan toan do tré; 8x8
MU-MIMO: Chuan 802.11ax c6 thé hd trg truyén da nguoi ding
MIMO dudng 1én va dudng xudng bing cach tao nhiéu ludng
802.11ax, do d6 nhan hiéu suit cua 802.1lac béng céch tao ra tbi da
8 ludng theo mot hudng; Target Wake Time: Lap lich két ndi dé giam
thiéu dién ning tiéu thy.

1.3 — Co 86 ha ting mé hinh mang WLAN
1.3.1 - Céu triic co bén ciia mang WLAN
Mang st dung chuan 802.11 gdm c6 4 thanh phan chinh:
e Hé thdng phan phéi (DS)
e Diém truy cap (AP)
e Tan lién lac v tuyén (Wireless Medium)
e Tram (Stattions)
1.3.2 - Piém truy cdp: AP (Access Point)

AP la mot thiét bi song cong, va mirc d6 théng minh cia né
twong duong v6i mot bo chuyén mach Ethernet (Switch) phuc tap.
Cung cép diém truy cap mang cho may khach (client).

Céc ché d9 hoat dong ciaa AP: AP ¢ thé giao tiép voi cac may
khéng day, véi mang c6 day truyén thong va véi cac AP khac. C6 3
Mode hoat dong chinh caa AP: Ché do goc (Root mode); Ché do cau
ndi (Bridge mode); Ché d6 lap (Repeater mode).



1.3.3 — Cdc thiét bi mdy khdch trong mang WLAN
a) Card PCI Wireless:
b) Card PCMCIA Wireless:
c) Card USB Wireless:

1.3.4 - Cac mé hinh mang WLAN

Mang WLAN gém 3 mé hinh co ban nhu sau: M6 hinh mang doc
lap (IBSS) hay con goi la mang Ad hoc; M6 hinh mang co s (BSS);
M hinh mang ma rong (ESS).

1.4 — Céc nguy co tin cong mang WLAN

Hién nay, c6 rat nhiéu cong nghé c6 thé tan cong mang WLAN,
dién hinh 1a céc céng nghé sau:

1.4.1 — Phwong thirc bit gdi tin (Sniffing)

Panh hoi 1a mot khéi niém cu thé cua khéi niém chung "nghe
trom" duoc st dung trong mang may tinh. N6 ¢6 thé 1a phuong phap
don gian nhat, nhung né van hiéu qua dé chong |a| cac cudc tan cong
WLAN. Bit g6i c6 thé hiéu la phuong thirc 13y cip thong tin khi dau
thu nam trong hozc gan ving pha séng. Néu thiét bi khong thuc su
duoc két ndi véi AP dé nhan goi dir liéu, ngay ca khi thiét bi nam
trong hoac gan ving phua séng cua mang, thi cudc tan cong bat goi
s& kho phat hién ra sy hién dién cua thiét bi.

Cac bién phap ngin chan bit goi tin: Vi “bat goi tin” 1a phuong
thire tan cong thu dong nén rat khé phat hién, déng thoi do duong
truyén trén khong phan nén khong thé ngin ké tin cong nghe trom.
Giai phap ¢ day 12 nang cao kha ning ma hoa thong tin dé ké tin cong
khong thé giai ma duoc, va khi d6 thong tin thu dugc s& vo gia tri doi
véi ké tan cong. Cach tot nhat dé ngin chan viée danh hoi 1a st dung
IPSec dé ma hoa thong lugng.

1.4.2 - Tdn céng yéu cdu xdc thuc lai

CAc cudc tan cdng chdng xéc thuc 1a mot cach dé khai thac hiéu
qua cac 15i trong chuan 802.11. Trong mang 802.11, khi mot nlt mai
mudn tham gia vao mang, né phai trai qua qué trinh xac minh danh
tinh va lién két. Khi cac yéu cau dugc dap ung, nlt sé& dugc cap quyén
truy cap vao mang.

Rat d& iy dia chi AP trén mang. Khi ké tin cong biét dia chi
AP, n6 s& sir dung dia chi quang ba dé giri théng bao khir x4c thuc
dén tat ca cac nat trong mang. NGt s& chap nhan théng bao xac minh



chic chin va thyuc hién cac bién phap dé xac minh xem théng bao
huy xac minh c6 dugc gui tir AP hay khong.
1.4.3 - Gid mao AP

Gia mao AP la mot cudc tin cong dién hinh "ngudi ¢ gitra". Pay
la kiéu tan cong ma keé tan cong & giita va danh cap luu lugng gitra
hai nat. Loai tan cdng nay rat manh mé vi ké tan cong co thé tan dung
tat ca luu luong truy cap trong mang. R4t kho dé tao ra mot cudc tan
cdng "man in the middle” trén mang c6 day vi kiéu tan céng nay yéu
cau quyén truy cap thuc té vao lién két. Trong mang khéng day, kiéu
tan cong nay rat dé bj tin cong. Ké tan cdng can tao ra mot AP thu
hat nhidu su lra chon hon cic AP chinh théng. Ban c6 thé dit AP
gia nay bing cach sao chép tat ca cac ciu hinh cua mot AP hop phép:
SSID, dia chi MAC, ...

Kiéu tin cong nay ton tai vi 802.11 khéng yéu cau xac thuc 1an
nhau gitra AP va nit. AP phét téi toan bo mang. Diéu nay rat dé bi
ké tan cong nghe trom, vi vay ké tan cong c6 thé lay duoc tit ca
thong tin ma ching can.

1.4.4 - Tin céng dwa trén sw cim nhan I6p vt Iy

Ké tin cong di sir dung giao thirc chdng va cham CSMA/CA,
khién tat ca ngudi dung ludn nghi rang ¢ mot may tinh trong mang.
Diéu nay khién cac may tinh khac lubn phai doi ké tan cong hoan tat
viéc truyén dix liéu, dan dén tinh trang ngh&n mang.

Mot phuong phap khac 1a stir dung b tao tin hiéu RF. M6t cudc
tan cong tinh vi hon 1a 1am cho card mang vao ché do kiém tra, trong
d6 card mang lién tuc truyén ché do kiém tra. TAt ca cac ndt trong
pham vi cua nat gia déu rat nhay cam véi séng mang, va néu cé nat
gui thi khong ndt ndo sé truyén.

1.4.5 - Tdn céng ngit két néi

Qua trinh tin cong nhu sau:

o Ké tin cong xac dinh muc tiéu (may khach khong day) va
mbi quan hé giira AP va may khach.

o Sau d6, ké tan cong giri mot khung ngat két ndi bang céach
gia mao MAC ngudn va MAC muc tiéu téi AP va may khach tuong
ung.
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o May khach s& nhan duoc cac khung nay va nghi rang khung
bi ngat két nbi dén tir AP. Bong thoi, ké tin cong ciing giri mot khung
hay lién két dén AP.

o Sau khi ngat két ndi mot may khach, ké tan cong tiép tuc thuc
hién thao tac tuong tu trén cac may khach con lai, khién may khach
tu dong ngét két ndi khoi AP.

o Sau khi may khach ngat két ndi, ho s& ngay lap tac két noi
lai véi AP. Ké tan cong tiép tuc gui khung ngat két ndi dén AP va
may khach.

1.5 — Két luan chwong 1

Mang khdng day c6 nhiéu wu diém, tuy nhién hacker c6 thé s&
tan cong dé ldy dir liéu va 1am hong hé théng. Do diéu kién truy cap
ctia mang nay, kha nang tiép can cua cac thiét bi bén ngoai trong khdng
gian quang ba la rat 16n. Dong thoi, kha nang bi nhidu 1a khdng thé
tranh khoi. Bé st dung mang WLAN mét cach an toan, nghién ctu
sAu vé céc giai phap bao mat mang WLAN la rat can thiét. Trong
chuong II ludn van sé trinh bay vé van dé nay.

CHUONG II - CAC GIAI PHAP BAO MAT TRONG MANG
WLAN
2.1 - Giéi thigu

Trong hé théng mang, tinh bao mat va bi mat caa hé thong théng
tin c¢6 vai tro rat quan trong. Thong tin chi c6 gia tri néu no chinh
Xéc, va chi sau khi nguoi c6 thim quyén luu giit thong tin biét duoc
thong tin thi thong tin d6 méi dugc bao mat. Khi ching ta khéng co
thong tin hoic viéc st dung hé théng thong tin khong phai 1a phuong
tién duy nhat dé quan ly va van hanh, bao mat dai khi bi bo qua.
2.1.1 — Tqi sao phdi bdo mat

Mang WLAN vén di khong an toan, nhung du sir dung mang
LAN c6 diy hay WAN ciing khong an toan néu khong c6 phuong
phéap bao mat hiéu qua.

Khi chi phi x&y dung mang WLAN ngay cang glam ngay cang
c6 nhiéu té chic, cong ty va ca nhan sir dung né. Diéu nay chéc chan
s& khién tin tac quay sang tan cong va khai thac 16 hong trén cac nén
tang mang sir dung chuan 802.11. Sniffer c6 thé nam bit giao tiép
mang, chdng cd thé phan tich va danh cip thdng tin quan trong cua
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ngudi ding. Ngoai ra, tin tic ciing c6 thé ldy di dir liéu bi mat cua
cdng ty; Can thiép vao cac giao dich gitra té chic va khach hang dé
ldy théng tin nhay cam; hozc 1am hong hé thong. Nhitng mat mat to
I6n cho t6 chirc, cong ty khong thé do ludng trude duge. Do do, can
thiét 1ap mot mé hinh va chién luoc bao mat.

2.1.2 - Ddnh gid vin dé an toan, bio mdt hé thong

Dé dam bao an ninh cho hé thong mang, can thiét 1ap nhiéu tiéu
chuan dé dénh gia muc do an toan va bao mat caa hé thong mang.

Trén phuong dién logic, hé théng bao mat phai ¢éam bao cac yéu
cau sau: Tinh bi mat (Confidentiality); Tinh x4c thuc (Authentication);
Tinh toan ven (Integrity); Tinh khéng thé pha nhan (Non repudiation);
Tinh khong xac dinh dam bao rang ngudi giri va ngudi nhan khong
thé tir chéi tin nhin da gui; Tinh kha dung (Availability); Mot hé
thng sén sang dam bao co nghia 1a dir liéu ¢ thé duoc truy cap vao
bat ky thoi diém nao mong mudn trong mét thoi gian nhat dinh; Kha
nang diéu khién truy nhap (Access Control).

Trong béi canh an ninh mang, kiém soét truy cap 1a han ché kha
nang truy cap may chii thong qua phuong tién truyén thong. Dé dat
duoc sy kiém soét nay, can phai xac dinh hodc xac minh ting thuc thé
cb géng c6 duoc quyén truy cap dé quyén truy cap caa moi ngudi 6
thé duoc thoa man.

2.2 — Xac thuc qua mé& héa Wifi
2.2.1 - Wired Equivalent Privacy (WEP)

WEP la mét thuat toan don gian st dung PRNG (Pseudo
Random Number Generator) va dong md RC4.

WEP st dung khéa ma hoa 64 bits hoic 128 bits khong doi
(nhung trur di 24 bits dugc st dung cho vecto khai tao khda ma hda,
do d6 d¢ dai khoa chi la 40 hoac 104 bits cho phép truy cap vao mang
va ciing duoc sir dung dé ma héa cac thiét bi truyén dix liéu.

Nhuoc diém I6n nhét cia WEP 12 nd sir dung cac khoa mé hoa tinh.
Khi thiét 1ap co ché WEP cho b dinh tuyén, tat ca cac thiét bi trén mang
s& str dung khoa dé ma hoa tat ca cac goi dir liéu duoc truyén. Nhung
thyc té 13, cac gi dir liéu m& héa nay khong thé tranh khoi viéc bi danh
chan. Do mét sb 13i ky thuat "bi truyén”, ké nghe trom hoan toan c6 thé
danh chin du s6 Iugng goi tin ma hoa dé tim ra khda giai ma 1a gi.
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2.2.2 - WPA (Wi-Fi Protected Access)

Cong nghé mai mang tén WPA (Wi-Fi Protected Access) da ra
doi, khic phuc dugc nhiéu khuyét diém caa WEP.

Mot trong nhitng cai tién quan trong nhat d6i véi WPA 1a viéc
su dung chtic nang Giao thuc toan ven khoa tam thoi (TKIP). WPA
ciing str dung thuat toan RC4 (chang han nhu WEP), nhung str dung
ma hda 128-bit day du. Mot chic ning khac ciia WPA 1a thay doi
khoa caa moi goi.

Co hai ty chon cho WPA: WPA Personal va WPA Enterprise.
Ca hai tly chon nay déu st dung giao thuc TKIP, su khéac biét chi
nam & khéa ma hoa ban dau.

2.2.3 - WPA2 (Wi-Fi Protected Access I1)

Str dung mat thuat toan ma hda manh va duoc goi 12 tiéu chuan
ma hoa nang cao AES. AES sir dung mat mé d6i xing khéi Rijndael,
s dung ma hda 128 bits, 192 bits hoac 256 bits.

Mic du AES dugc coi 1a tot hon nhiéu so véi 128-bit WEP hoac
168-bit DES (Tiéu chuan ma hoa ki thuat s6). Bé dam bao hiéu suét,
qué trinh ma hoa can duoc hoan thanh trong cac thiét bi phan ctng
nhu dugc tich hgp vao chip. Tuy nhién, it ngudi dung mang khong
day quan tdm dén van d& nay. Ngoai ra, hiu hét cac thiét bi cam tay
Wi-Fi va may quét ma vach khéng tuan thu 802.11i.

2.2.4 — WPAS3 (Wi-Fi Protected Access I11)

WPA3 ra doi nham khic phuc nhitng diém yéu ma thé hé tién
nhiém can khéc phuc.

La phién ban ké thira cho thé hé tha ba cia WPA2, phién ban
tha ba nay c6 ba muyc tiéu chinh: cai thién kha nang ma hoa, don gian
hoa viéc st dung va tich hop, d6ng thoi trg thanh maot giai phap manh
mé cho thiét bi loT.

D6i mat véi cac mbi de doa dbi voi hon 400 triéu mang khong
day, WPA3 phai dugc gigi thiéu nhanh chong. Tuy nhién, hién tai,
khdng phai tat ca cac bo dinh tuyén hozc thiét bi déu c6 thé sir dung
WPA3. Do d6, trong twong lai gan, WPA2 s& van 1a mét tiéu chuan
ma cac thiét bi dugc chiing nhan Wi-Fi phai hd tro.
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2.3 — Xé&c thwe Wifi bang RADIUS Server
2.3.1 Téng quan vé giao thirc RADIUS

- Giao thirc RADIUS: RADIUS thuc chat 12 mot giao thirc mang
duoc sir dung dé xac thuc va cho phép ngudi ding truy cap mang tir
Xa.

- RADIUS cho phép xéc thuc tip trung, uy quyén va kiém tra
quyén truy cdp cho mang.

Bao mat WLAN két hop tiéu chuan 802.1x véi xac thuc nguoi
dung trén diém truy cap (AP). May chu thuc hién xac thyc trén nén
tang RADIUS c6 thé 1a mot giai phap tot dé cung cap xéac thuc cho
tiéu chuan 802.1x.

2.3.2 Tinh chit ciia RADIUS

Néu yéu cau dén may chu xéc thuc chinh khéng thanh cong, yéu
cau phai duoc giri dén may cha phu. Bé thuc hién yéu cau nay, mot
ban sao cua yéu cau phai duoc luu trit trén 16p truyén tai dé cho phép
truyén thay thé. Piéu nay c6 nghia 13 phai cd bo dém thoi gian dé
truyén lai.

Trang thai cia RADIUS rét thoai mai, don gian hoa viéc sir dung
UDP. May khach va may chu cd thé thuc hién "truyén” di liéu UDP
tuc thi va cho phép ching truyén cac sy kién cé thé xay ra mot cach
tu nhién thong qua mang.

UDP don gian héa viéc trién khai may chu. Qua trinh xir 1y doc
lap s& duoc tao ra trén may chu cho mdi yéu cau va cac qué trinh xr
ly ndy s& phan hoi truc tiép ¢én NAS cua méy khéach thong qua cac
g6i dit liéu UDP dén 16p truyén tai chinh caa may khéch.

2.3.3 Qud trinh trao doi géi tin

Khi may khach duoc cau hinh dé sir dung RADIUS, mot dau
nhic lénh dé dang ky mang va yéu cau ngudi ding nhap tén nguoi
ding va mat khau.

Ung dung khach s& dwa ra mot "yéu cau truy cap" chira cac
thugc tinh giéng nhau: mat khau ciia ngudi dang, 1D tng dung khach
va ID cong ma ngudi ding s& truy cap. "Yéu cau truy cap” sé duoc
guri ¢én RADIUS qua mang. Néu khong c6 phan hdi trong thai gian
quy dinh, yéu cau s& duoc guri lai. Néu méy chu chinh gap su ¢b hoic
chay theo kiéu vong tron, may khéch c6 thé chuyén tiép yéu cau dén
may chu dyu phong.
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M3di khi may chu RADIUS nhan duoc y&u cau, nd s& xac nhan
viéc guri ctia may khéach.

Néu may khach hop 18, may cha RADIUS s& tim kiém ngudi
ding c6 cung tén trong yéu cau trong co sé dir liéu. RADIUS s& lun
x&c minh mat khau cua ngudi dung va ciing c6 thé xac minh 1D ng
dung khach va ID cong ma ngudi ding duoc phép truy cap.

Méy cha RADIUS c6 thé yéu cau cac may cha khéc xac nhan
yéu cau. RADIUS sau d6 hoat ddng nhu mot may khéch.

Néu bat ky diéu kién nao khong duoc dap tng, may chi
RADIUS sé& guri phan héi "Truy cap bi Tir chdi”, cho biét rang yéu
cau cua nguoi dang khdng hop lé.

Néu tat ca cac diéu kién duoc dép tng va may chi RADIUS
mudbn giri yéu cau phan hoi cua nguoi dung, RADIUS sé& gui phan
hoi "yéu cau truy cap" (access-challenge). Client s& nhan access-
challenge, va néu né dugc trang bi challenge/ response, nd sé hién thi
thdng bao nhic nho user tra 10i yéu cau. Sau do client s& gui lai (re-
submit) “y8u cau truy cap” (original access-request) vai mot sb hiéu
yéu cau (request ID) méi, nhung thudc tinh usename-password dugc
lay tir thong tin vira méi nhap vao, va kém luén ca thudc tinh trang
thai tir access-challenge. RADIUS server c6 thé tra loi mot access-
request bang mot access-accept, access-reject hoic mot access-
challenge khac.

Néu tat ca cac diéu kién trén cudi cung duoc dap @ng, danh séch
gia tri cau hinh cta ngudi dung s& dugc dua vao cau tra 10i “chap
nhan truy cap".

2.3.4 - Xdc thue, cdp phép va kiém toan

Giao thuc dich vu ngudi duing quay sd xac thuc tir xa (RADIUS)
dugc dinh nghia trong RFC 2865 nhu sau: N6 ¢6 kha ning cung cap
xé&c thuc tap trung, ay quyén va kiém soat truy cip (xac thuc, ty
quyén va ké toan-AAA) cho cac phién. Puoc sir dung két hop véi
SLIP va quay s6 PPP vi cac nha cung cap dich vu xac thuc Nha cung
cap dich vu Internet (ISP) dya vao giao thirc nay dé xac thuc nguoi
dung véi Internet.

Danh sach tén nguoi dung va mat khau phai dwoc sir dung dé ay
quyén trong tat ca cac may chu truy cap mang (NAS). Mot yéu cau
truy cap RADIUS sé& chuyén thong tin dén may chu xac thuc, thuong
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la may chu AAA. Trong cau truc hé thong dir liéu nguoi dung, thong
tin va cac diéu kién truy cap c6 thé duoc tap trung vao mot diém
(single point), nha cung cap giai phap NAS c6 kha ning cung cip cac
hé théng quy md Ion.

2.3.5 - Sw bdo mdt va tinh mo rong

Tat ca cac thong bao RADIUS duoc dong gbi boi cac biéu dd
dir liéu UDP, bao gdm céc thong tin nhu: loai théng bao, s thir tu,
do6 dai, trinh xac thyc va cac gia tri thudc tinh khac nhau.

Authenticator: Muc dich cua Authenticator 1 cung cap mot ché
do an toan.

Attribute-Value Pairs: Thong tin dugc mang bai RADIUS dugc
miéu ta trong mot dang Attribute-Value, hd tro nhiéu cong nghé khéc
nhau va nhiéu phuong phap xac thuc khéc nhau. Mot chuan duoc
dinh nghia trong Attribute-Value pairs (cip doi), bao gdm User-Name,
User-Password, NAS-IPAddress, NAS-Port, Service-Type.

2.3.6 - Ap dung RADIUS cho WLAN
Co ché hoat dong:

RADIUS xac dinh quyén truy cdp ciia ngudi dung mang thdng
qua md hinh may khach/may chii. Tuy nhién, trén thuc té, yéu cau
truy cAp mang thudng dugc gui tir hé théng may khach va ngudi
dung hodc diém truy cap WiFi t6i hé thong may cha RADIUS dé xac
thuec.

M4y chi RADIUS thuong 1a sy két hop ciia cic hé thong tao,
duy tri va quan 1y thong tin nhan dang va cung cip cac dich vu xac
thue riéng 16. Do d6, khi nguoi dung muén truy cip mang dugc bao
vé boi giao thirc RADIUS tir xa, ho phai cung cap thong tin xac thuc
phu hop véi dit liéu trong chirc nang thu muc lién két.

Khi nguoi dung mudn truy cép dé cung cap thong tin dang nhap
day du, dir liéu s& duoc truyén tir may khach dén may chu RADIUS
thong qua ngudi yéu cau. Néu thong tin nguoi dung khép voi thong
tin duoc luu trit trong co s& dit liéu lién két, mot thong bao xac thuc
s€ duoc gui tro lai may khach RADIUS dé nguoi ding co thé truy
cap dé két nbi voi mang. Nguoc lai, néu dir liéu khong khép, thong
béo tir chdi s& duoc hién thi.
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2.3.7 - Cdc tiy chon bé sung

Néu chiing ta c6 mot may chu AAA duoc goi la RADIUS trén
mang, n6 cd thé hd tro xac thuc 802.1x va cho phép lua chon loai
EAP.

Néu c6 may chu RADIUS-AAA khéng hd tro 802.1x hoic
khong h tro loai EAP, chiing toi c6 thé lya chon bang cach cap nhat
I&n phién ban phan mém méi hon ctia may chu hodc cai dat may chu
mai.

Viéc sir dung RADIUS cho mang WLAN mang lai su tién lgi
rat cao, d6 1a xac thyuc toan bo hé théng nhiéu diém truy cap, tir d6
dua ra giai phap thong minh hon.

2.3.8 - Lia chon mdy chiit RADIUS nhw thé nao la hop Iy

Trong phan trudc, chiing ta da thiy rang may chi RADIUS cung
cap xac thyuc cho kiém soét truy cap cong 802.1x. Chlng ta can xem
xét cac lya chon trién khai cho cac giai phéap sir dung chuan 802.1x.
Néu viéc trién khai phti hop véi doanh nghiép thi chi phi quan Iy tng
dung nay va chi phi may chu RADIUS sé la bao nhiéu?

Céac doanh nghiép mudn cai thién tinh bao mat cua hé thong
WLAN cua ho, nhung sir dung tiéu chuan 802.1x - do d6, nén chon
trién khai RADIUS.

2.4 — Két luan chwong 2

Xéc thuc Wi-Fi bang may chu Radius 12 mét trong nhitng cong
nghé tién tién nhat hién nay, 1a phuong phap bao mat hiéu qua nhat
dwa trén chuan 802.1x, duoc t6i vu hoa cao va duoc sir dung rong rai
& nudc ta cling nhu nhiéu nudc khéc trén thé gigi. Tuy nhién, chi phi
lya chon méy chu xé&c thuc ngudi dung ciing can dugc can nhic ky
ludng dé tranh that thoat, lang phi cho don vi va doanh nghiép.
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Chuong III: BAO MAT CHO MANG WLAN CUA TRUONG
PAl HQC HA NOI BANG CHUNG THUC RADIUS SERVER

Chirong 3 cuia ludn van sé nghién citu dé xudt mét gidgi phap bao
mdt phu hop cho mang WLAN tai truong Pai hoc Ha Ngi.

3.1 Khao sat mang WLAN Dai Hoc Ha Ngi (sau khi da xin phép va
dugc su dong Y tir 1anh dao nha truong)

3.1.1 M6 hinh kién triic, cdc chikc ning va trang thiét bi mang hién
c6 trong hé thong mang trwong Dai hoc Ha nji

Truong Pai hoc Ha Noi c6 mot moi truong su pham, moi truong
van hoa lanh manh, canh quan xanh, sach, dep, trudng nam trén truc
giao théng chinh vao trung tim thanh phé Ha Noi. Nha truong ¢ quan
thé kién tric va khong gian hién dai va tién ich, cac khu hanh chinh,
giang dudng, thu vién, Ky tlc x4... tat ca dwoc bd tri trén dién tich tong
thé khoang 8 ha.

Hé thong mang may tinh tai truong Pai hoc Ha nodi dugc xay
dung theo md hinh client server, dong thoi véi kién tric mang hinh
sao & CAc tang, ta sé dat duoc toc d6 nhanh nhit co thé va kiém soat
t6t khi xay ra 15i ciing nhu mé rong tdy y mudn. Hién nay tai truong
Pai hoc Ha ndi dang str dung 3 may chu dat tai 3 trung tdm la Nha A,
Nha C, Thu vién cia treong va 1100 may tram. Tai khu vuc mang noi
bo, & mdi toa nha trong trudng Pai hoc Ha Noi déu c¢6 cac Switch duoc
két ndi thang toi Switch tong dé di ra ngoai mang ciing nhu di vao khu
vuc may chu noi bd, cac may chu duoc két ndi voi nhau théng qua
switch Cisco 48 port duong 1000Base LX va 1000 Base TX, cac may
tram két ndi véi may chu thong qua cac Switch Cisco 24 port.

3.1.2. Ung dung mang mdy tinh trong truong Dai hoc Ha nji.

- Tra ciu tai liéu phuc vu cdng viéc hoc tap caa sinh vién va cong
Vviéc cua can bg trong toan truong.

- Sinh vién c6 thé theo ddi thdng tin va tinh hinh hoc tap caa minh
trong thoi gian hoc tai truong théng qua cong thong tin cua nha trudng
(http://hanu.edu.vn).

- Viéc trao ddi thong tin trong toan truong dé dang hon, khi c6
nhitng thong béo, quyét dinh méi déu duoc phd cap cho toan bo CB
trong toan truwong thdng qua trang tac nghiép cua truong
(http://tacnghiep.hanu.vn)
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3.1.3 Nhu cdu siv dung mang WLAN tir thuec tién

- Mic du hé thong mang LAN da twong dbi dap tmg dugc nhu
cau lam viéc, giang day cua can bo va giang vién trong toan truong.
Nhung day thoi ky 10T (Internet of Things) nén chi dung mang LAN
1a chua dii phuc vu cho moi d6i tugng nguoi ding hién nay. Nhu cau
str dung Internet 14 rat 16n, ngoai may tinh dé ban can két ndi Internet
con ca trén Laptop, Ipad, Smart phone.... can két ndi mang & moi ltc
Moi noi trong khuén vién nha Truong dé phuc vu hoc tap, lam viéc va
giai tri ngay cang nhiéu, doi hoi Hé thong phai ludn két ndi dugc
Internet va phai 6n dinh, an toan.

- Khi bung phéat dich COVID - 19 dot dau nim lan ra toan xa hoi,
y&u cau gidn cach xa hoi dé tranh lay nhiém bénh, nhu cau st dung
mang WLAN ¢ ca phong ban, giang duong va khu ky tdc xa phuc vu
cho viéc lam viéc, giang day va hoc tap Online cta can b, giang vién
va sinh vién ngay cang cao.

- Kha ning cung tmg cao, dap ung dugc mot lugng 16n két ndi
vao trong hay ra ngoai mang ma van giir duoc su 6n dinh, an toan la
mot yéu cau bét budc.

- CO kha nang nang cap va cai tao trong tuong lai.

3.1.4 Hién trang cdc vin dé lién quan dén bio mdt trong qud trinh
ste dung thiét bi phdt WLAN tai trwong Pai hoc Ha Nji

Thuc trang:

- Cac don vi trong truong (phong ban, khoa) mudn sir dung wifi
cho muc dich cua can bo don vi minh thi yéu cau bén TT cong nghé
thong tin lap thém thiét bi AP phat wifi riéng cho tirng phong ban
(hoic khoa). Cac thiét bi nay duogc cai dat co thé 1a dat mat khau bao
vé riéng cua don vi minh theo kiéu WPA/WPA2 personal (theo
khuyén co cua nha san xuit) hozc thiét bi khong dat mat khau bao vé
dé thuan tién cho viéc truy cap vao mang caa ngudi dung, sau do thiét
bi dugc cim vao dudng mang LAN noi bo cua truong.

Nguy co: Mét an toan cho ca ngudi ding va co sé dit liéu cia nha
truong la rat lon.

- Khi Wi-Fi khong dung mat khau dé bao vé: Thiét bi truyén tai
dir liéu hoan toan ma va c6 thé bi loi dung, diém phat khdng an toan
va nguy hiém ddi véi dir liéu ca nhan nguoi ding. Diéu nay c6 nghia
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rang moi luu luwgng dugc chuyén tai tir nhitng mang nay, bao gom tin
nhin, mat khiu, van ban,...déu c6 thé bj nhitng ké xau loi dung.

- Khi dit ché d6 bao mat 1a WPA/WPA2 Personal: Chtic ning
thay d6i khoa TKIP duoc sir dung dé tao khoa ma héa dugc phat hién,
néu mot tin tic co thé doan khoa khai tao hoac mot phan cua mat khau,
ho ¢6 thé xac dinh toan bo mat khau va do do co6 thé giai ma di Iiéu

NS lyc dé hack nhung mang nay tuy thu0c vao cai dat bao gém
d6 manh caa mat khau. Vi dy, néu mat khau yeu hoic dé doan duogc
(VI du nhu mat khau thuong hay dat mot dy sé lién tiép hay mot day
sb Iap) thi toi pham sé& dé dang glal ma va bt ki thong tin nao dugc
chuyén tai trén mang nay ciing déu khdng con an toan.

Nhu vay bién phap st dung Wifi hién tai cua cac don vi trong
truong (c6 mat khau va khdng c6 mat khau) déu mat an toan rat cao:
Déi tuong tin cong cd thé nghe 1én, giai ma giao thic ma hoa va doc
duoc ndi dung cia cac goi tin ma trude day dugc cho 1a an toan. Dan
dén, cac thong tin ca nhan, thong tin nhay cam nhu tai khoan ngan
hang, thé tin dung, tai khoan mang xa hoi, thdng tin riéng, noi dung
chat, thu dién tir, hinh anh, video...ctia ngudi dung cé thé bi danh cap
néu duoc truyén qua mang khong day.

Vi nhitng ly do trén, xay dung hé thong bao mat mang WLAN
truong la hét sac can thiét dé bao vé nguoi ding mang khong day va
co s& dir liéu cta nha truong.

3.2 Pé xuit cac giai phap bao mat cho mang WLAN tai truong
Pai hoc Ha Noi

3.2.1 Cac gidi phap bdo mdt mang WLAN hién co tai Hanu
a. Thay doi tén mang (SSID):

b. Thay dbi tén ngudi dung va mat khau:

c. Str dung ma hoa manh dé bao mat wifi:

d. Chon mat khiu manh:

e. Thay d6i mat khau wifi:

f. V6 hi¢u hoa mang khach:

g. Bat tuong lira dé bao mat wifi:

h. Tat WPS:

i. Quan Iy firmware cta bd dinh tuyén:

k. Tét quan 1y tir xa/ dich vu khong can thiét:


https://www.totolink.vn/article/89-firmware-la-gi-firmware-co-giong-software-khong.html
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Trén day chinh la cac cach bao mat WLAN cho mang hién tai cia
HANU. Trong s6 cac cach nay, nén chu ¥ t6i cach ma hoa va dat mat
khau manh. Béi day chinh 1a cach bao mat mang khong day don gian,
an toan va dé thuc hién nht.

3.2.2 Bdo mdt mang WLAN su dung chirng thuc Radius Server tai
Hanu

Xuét phét tir nhitng loi ich rat hiru ich nhu tinh linh dong, thuat
tién trong viéc &p dung mang WLAN vao cac noi cong cong nhu cong
sa, truong hoc. Pac biét 1a truong Pai hoc Ha Noi vai s6 lugng can
bo, giang vién khoang 750 ngudi, sinh vién nha truong cé khoang
10.000 sinh vién céac khéa, cac sinh vién & khu vuc KTX c6 nhu cau
str dung mang internet rat 1on. Hoc vién xin dé xuit 4p dung mé hinh
trién khai mang WLAN véi hinh thic chitng thuc RADIUS cho khu
hanh chinh, giang duong va ky tic x4 truong véi ddi tuong sir dung la
can by, giang vién, va sinh vién cua truong dé quan ly tap trung va
nang cao tinh bdo mat cho ngudi dung va co sd dir liéu cta nha truong.

Véi @i tuong 12 Giang vién, vién chic cua trudng, cac dir lidu
truyén trong mang can cd su bao mat trén duong truyén do do sé to
chire cac d6i twong nay vao cac Group duoc phan quyén va ap dung
cac chinh sach thich hop dap tng nhu ciu bao mat dit liéu truyén trén
Mang cling nhu van d& phan quyén.

Déi véi @i tuong 12 Sinh vién, nhu cau truy cap dé str dung mang
internet 1a chinh nén céac ddi tuong nay sé& duoc td chirc vao cac group
thich hop. Sinh vién ¢ nhu cau sir dung mang WLAN s& duoc cap
user va password. Cap cho cac user ndy khoang thai gian truy cap ciing
nhu c4c van dé vé kiém soat, thu phi...vv
3.2.3 Gidi phap mang

Xay dyng phong may chu tap trung quan Iy WLAN tai ting 3 nha
A str dung chtng thuc Radius Server dé diéu khién va cip quyén truy
cap cho céc user két ndi véi cac AP duoc lap tai cac khu lam viéc,
giang duong va khu ky tic xa sinh vién ciing nhu khuon vién nha
truong.

Dé viéc &p dung giai phép sir dung Radius server duoc kha thi thi
can tinh dén tinh hiéu qua kinh té phu hop, ngoai cac thiét bi & phong
may cha, cac switch chia cong, duong cap quang di cac toa nha,... 1a
can phai c6, dé giam chi phi dau tu cac thiét bi Access Point lap cho
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cac phong ban va giang duong, thu vién,... hoc vién dé xuat cach phan
bd I4p thiét bi tai cac toa nha nhu sau:

Nha A 1a khu hanh chinh c6 cac phong ban Iap 3 hoic 4 chiéc
thiét bi phu hop ngoai hanh lang (riéng khu vuc phong may cha khong
lip thiét bi phat wifi d& dam bao tinh bao mat co so dir liéu cua nha
truong) phuc vu cho can b sir mang WLAN (vi du c6 thé dung TP-
Link Archer C50 dap ung 20-25 nguoi dung).

Céc toa nha giang duong nhu nha B, nha Al, nha C, nha E, DI,
D2, D3, thu vién thi trang bj 1ap 3 hoic 4 thiét bj Access Point ¢ ngoai
hanh lang cac tang, c4c thiét bi nay c6 kha ning dap ung sb luong lon
nguoi dung (vi du nhu dung Wifi Ruckus ZoneFlex AccessPoint 7372
c6 kha nang dap tng dugc 200 nguoi dung cung luc).

Cac khu KTX sinh vién nha D4, D5, D6, D7, D8, D9, D10: Céac
nha nay ban quan ly bé tri c6 6-8 ban sinh vién & 1 phong, nén sé trang
bi cac thiét bi Access Point ré tién hon (nhu TP-Link 840N) vao ting
phong phuc vu du nhu cau sé ngudi dung cho mdi phong.

3.2.4 Mé ti hé théng (thir nghiém)

M0 ta yéu cau:

+ 1 Access Point TP-Links (hoic cua cac hdng khac c6 hd trg
WPA2-Enterprise).

+ 1 pc lam RADIUS server sir dung hé diéu hanh Windows
Server 2012 Data center c6 RAM t6i thiéu 1a 2GB, tao user va
password cho céc client du dinh tham gia vao mang.

+ 1 Laptop c6 card wireless st dung hé diéu hanh Windows 7
dung lam client.

+ Két n6i network gitra access point va Window server 2012 phai
thong sudt, khong bi chin bai firewall.

3.3 - Cai dat

Server phai dugc dat IP va tré Prefer DNS vé chinh no va da duge
nang cap Active Director (AD) rdi.

3.3.1. Cai dt + Ciu hinh Active Directory Certificate Services (CA)
3.3.2. Cai dit NAP va ciu hinh NAP(Network Policy and Access
Services)

3.3.3 Céu trén access point va client
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3.4 Thir nghiém va danh gia két qua
3.4.1 Thir nghiém
3.4.2 Pdnh gid két qua:

Khi bao mat bang phuong phap Radius server ¢ su khac biét
dang ké véi bao mat khi sir dung phuong phap khac 13 1a & hinh thic
c¢6 dugc khda PMK (Pair-wise Master Key): Nhu voi ché d6 bao mat
WPA/WPAZ2 Personal, khda PMK sinh ra tir khoa tinh dugc nhap vao
tha cbng trén AP va cac Station. Con sir dung WPA/WPAZ2 Enterprise
trong phuong phap Radius server, khéa PMK nhan duoc tir qué trinh
xé&c thuc IEEE 802.1x/EAP. Viéc cap phéat khoa nay 1a hoan toan ty
dong va twong ddi an toan. Sau khi d3 xac thyc 1an nhau roi, station va
may chu xac thuc Radius xay dung khéa PMK dua trén cac thong tin
da biét. Khoa nay 1a giéng nhau trén ca station va may chu xac thuc
Radius. May chu x4c thuc Radius sé& tién hanh sao chép mét ban khéa
PMK nay rdi giri vé cho AP. Llc ndy, ca AP va Station déu da nhan
dugc khéa PMK phi hop va cho phép két ndi mang. Bai vay, phuong
phap Radius server s& an toan hon va thich hop véi trién khai hé théng
& qui mo [6n nhu truong hoc, cdng ty.

Cac may client muén vao duoc mang wifi phai tién hanh cai dat,
phai dugc xéac thuc dua vao thdng tin cung cip tir may cha Radius
server. Didu nay dan tGi viéc bao mat cao hon va an toan hon so véi
cac hinh thac bao mat thong thuong. Vi vay sé bao vé nguoi dung
tranh mat mat dir liéu va cac nguy co tan cdng cua cac hacker xam
nhap.

3.5 Két luan chwong 3

Chuong 3 cua luan van da khao sat mang c6 day va khéng day tai
truong Pai hoc Ha Noi, cac van dé nay sinh trong qua trinh sir dung
va cac yéu cau bao mat mang nham dap ung nhu cau dao tao cua nha
truong.

Luan van cling d& xuit mot giai phap bao mat cho mang WLAN
cua truong Pai hoc Ha Noi 1a phuong phap bao mat dung RADIUS
SERVER. Céc két qua thir nghiém cho thay céc giai phap bao mat dé
Xuét c6 thé trién khai trong thuc té va phi hop véi cac yéu cau dé ra.
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KET LUAN

Ngay nay, mang khong day di trg nén thiét thuc trong cudc
séng, gitip nguoi dung c6 thé két ndi mang & moi lic, moi noi trong
pham vi phu song cua thiét bi, dap ang nhu cau hoc tap, 1am viéc va
giai tri cua con nguoi.

Di d6i vai tinh tién loi, d6 mat an toan caa mang khong day ciing
Xuat hién dong thoi tao ké ha cho cac Hacker xAm nhap lay cap théng
tin, dir liéu bang cac phuong phap khac nhau, doi hoi can c6 su phét
trién cac giai phap bao mat dé cung cép cho ngudi ding thdng tin
hiéu qua va dang tin cay.

Cac chuan mang va cac phuong phap bao mat mang khong day
duoc phat trién qua ting thoi ky dap wng nhu cau phat trién cua ky
thuat ciing nhu tir thuc té str dung. Hau hét cac thé hé sau déu cai tién
cdng nghé va khic phuc nhitng han ché cua thé hé trude dé vé toe do
cling nhu vé bao mat & nham muc dich phuc vu nhu cau ngudi ding
dat hiéu qua tdt nhat co thé.

Trong cac phuong phap bao mat mang khong day thi phuong
phap biao mat diing méy chu RADIUS duoc xem la higu qua tot nhat
& thoi diém hién nay. RADIUS cho phép xéc thuc tap trung, uy quyén
va kiém tra quyén truy cap cho mang nén mang dén cho nguoi dung
dd an todn bao mat rat cao.

Va&i muc tiéu nghién ciru giai phap bao mat cho mang WLAN
rng dung tai Truong Pai hoc Ha ndi, luan vin da dat dugc mot s6 két
qua sau day:

- Nghién ctiu cac yéu cau bao mat cho mang WLAN.

- Nghién ctru céc giai phap bao mat cho mang WLAN.

- P& xuét céc giai phap bao mat ¢ thé trién khai cho mang ngi
bo tai Truong Pai hoc Ha noi: Str dung phuong phap RADIUS xac
thuc cho céc user khi két ndi vao mang WLAN. Lu4n vin nay hoc vién
da gigi thiéu chi tiét cach cai dat va két qua chay thir nghiém khi st
dung RADIUS trén nén Windows Server 2012.
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Huwong phat trién tiép theo caa luin vin:

e Tim hiéu cac yéu cau, mé hinh khi thiét ké, trién khai va bao
mét hé théng Server RADIUS trong thuc té.

e Tim hiéu, xay dung hé théng phét hién xam nhap cho mang
WLAN va thyc hién tan cong trén hé théng nay.



