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LOI CAM POAN

Hoc vién cam doan dé tai: “GlA1 PHAP BAO MAT HE THONG WLAN, AP
DUNG CHO MANG TRUONG PAl HOC HA NQI” 1a cong trinh nghién ciru cua riéng
hoc vién duégi sy huong dan caa PGS.TS. Lé Hiru Lap.

Cac két qua, phan tich, két luan trong luan van thac sy ndy (ngoai phan duoc
trich dan) déu 1a két qua nghién ctu cua tac gia, cac sb liéu néu trong luan van la

trung thuc va chua tirng dugc céng bd trong bat ky cong trinh nao khac.
Néu sai hoc vién xin hoan toan chiu trach nhiém.

Ha Ngi, ngay 10 thang 11 nam 2020

Tac gia

Pham Huyén Huyén



LOI CAM ON

Loi dau tién cho hoc vién xin giri 10i cam on chan thanh dén cac thay, co gido
thuoc Hoc Vién cong nghé Buu chinh vién thong, Khoa PT sau dai hoc thuoc Hoc
vién Cong nghé Buu chinh vién thong di tan tinh giang day, truyén dat cac noi dung
kién thirc, kinh nghiém quy bau trong sudt qué trinh hoc vién theo hoc tai Hoc vién.
Théng qua nhitng bai hoc quy gia, su kém cap, chi bao va truyén dat nhiét tinh cua
cac thay, cd gilp c& nhan hoc vién trau ddi kién thuc, hoan thién hon nita hé thng
kién thirc chuyén mén, dap ang tét hon yéu cau cong viéc cua don vi minh. Pac
biét, hoc vién xin guri 16i cam on tran thanh ti thay huéng dan khoa hoc PGS.TS.
L& Hiru Lap, Khoa DT sau dai hoc thuoc Hoc vién Cong nghé Buu chinh vién thong
da tam huyét, tan tinh chi bao, huéng dan, cung cap tai liéu va cac noi dung kién thuc
quy bau, d6ng thoi ¢6 sy dinh hudng dang din gilp hoc vién hoan thanh dwoc luan
van nay.

Hoc vién ciing xin duoc by té sy cam on sau sic tdi cac dong nghiép va tap
thé 16p Cao hoc Hé thdng théng tin - Dot 1 ndm 2019 da dong hanh, khich 1& va chia
sé trong sudt qua trinh hoc tap.

Xin trén trong cam on!

Ha Ngi, ngay 10 thang 11 nam 2020
Hoc vién

Pham Huyén Huyén
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MO PAU
1. Ly do chon dé tai:

Cung vai sy phét trién manh mé caa khoa hoc ¢éng nghé, dic biét 1a céng nghé
thong tin va dién tir vién thdng, nhu cau trao ddi thdng tin va dir liéu caa con ngudi
ngay cang cao. Mang may tinh doéng vai tro quan trong trong moi linh vuc cta cugc
séng. Bén canh nén tang mang may tinh c6 day, mang may tinh khéng day ngay tir
khi ra doi da thé hién nhimg vu diém vuot troi vé tinh tién dung, linh hoat va don
gian. Mic di mang mady tinh khong diy da ton tai tir 1au, nhung ching di dat dwoc
sy phat trién néi bat trong thoi dai cdng nghé dién tr, va chiu anh huong sau sac
cua nén kinh té va vat ly hién dai. Ngay nay, mang khong day da trd nén thiét thuc
trong cudc séng. Chung ta chi can céc thiét bi nhu dién thoai théng minh, may tinh
xéach tay, PDA hoic bat ky phuong thac truy cap mang khong day nao 1a c6 thé truy
cap mang tai nha, co quan, truong hoc, vin phong va nhitng noi khéc.... Bat ¢ noi
nao trong pham vi phua séng caa mang. Do tinh chit trao d6i théng tin trong khéng
gian truyén din nén kha ning ro ri thdng tin I rat cao. Néu ching ta khdng khic
phuc diém yéu nay, moi truong mang khdng day sé tré thanh muc tiéu cua cac
hacker xam nhap, gay that thoét thdng tin va tién bac. Vi vy, bao mat thong tin 1a
mot van dé dang thu hut rat nhiéu sy quan tdm. V&i sy phat trién cia mang khong
day, can phat trién kha ning bao mat dé cung cip cho nguoi ding thong tin hiéu
qua va dang tin cay.

Vi vay, viéc két ndi mang noi bd cia co quan té chirc minh vao mang Internet
ma khong c6 cac bién phap dam bao an ninh s& dan dén nguy co mat an toan thdng
tin va dir liéu cao. P& nang cao tinh bao mat cho hé théng mang néi b phuc vu cho
nhu cau céng viéc, giang day hoc tap cua truong Pai hoc Ha Noi, hoc vién chon dé
tai: “GIAl PHAP BAO MAT HE THONG WLAN, AP DUNG CHO MANG
TRUONG PAI HQOC HA NOI”.

2. Toéng quan van dé nghién ciru
Noi dung chinh ciia luan van nay 1a qua trinh nghién ctu, tim hiéu dé tir do

duc két ra dugc nhitng yéu té dam bao tinh bao mat cho hé théng mang WLAN:



- Nam bt duoc mét sé phuong phap tan cdng hé théng mang thuong gap va
cac giai phap bao mat dé co duoc cach thirc phong chéng, cach xu Iy su ¢b va khic
phuc sau sy ¢ mét cach nhanh nhat.

- Dé xuat giai phap nang cao tinh bao mat cho hé thong mang cua Trudng
Dbai hoc Ha Noi.

3. Muc tiéu nghién citu ciia dé tai

Muc tiéu nghién ctu ctia luan van 1a nghién ctu ky thut tin cong mang
WLAN, cé4c giai phap dam bao an toan mang WLAN va dé xuat giai phap nang cao
d6 bao mat cho mang WLAN tai truong Pai hoc Ha Noi.

4. Pdi twogng va pham vi nghién ciru cia dé tai

- Péi tuong nghién ciru cua luan van 1a mang WLAN va cac van dé lién quan
dén bao mat mang WLAN.

- Pham vi nghién ctru cua luan vian la cac giai phap bao mat mang WLAN va
ung dung cho mang WLAN tai truong Pai hoc Ha Noi.

5. Phwong phap nghién ciru ciia dé tai

- Vé mat ly thuyét: Thu thap, khao sat, nghién ciu céc tai liéu va thong tin co
lién quan dén bao mat mang WLAN.

- V& mat thuc nghiém: Khao sat hé théng mang WLAN ndi bo Truong Dai
hoc Ha Noi va dé xuat giai phap bao mat cho hé théng mang.

6. B6 cuc luan vin

Luan van chia lam 3 chuong chinh:

Chuwong 1: Tong quan vé mang khong diy & Nguy co tan cong mang.

1.1 Giéi thiéu va WLAN

1.2 Céc chuan mang théng dung ciia WLAN

1.3 Co sé ha tang moé hinh mang WLAN

1.4 Céc nguy co tan cong mang WLAN

1.5 Két chwong

Chuwong 2: Cac giai phap bao mat trong mang WLAN

2.1 Gi6i thigu



2.2 Xac thuc qua ma héa Wifi: WEP; WPA; WPA2; WPA3

2.3 Xac thuc Wifi bang Radius Server

2.3 Két chwong

Chuong 3: Biao mat mang WLAN cia Hanu bang chieng thwc Radius
Server

3.1 Khao sat mang WLAN Dai Hoc Ha Noi

3.2 Pé xuit cac giai phap bao mat cho mang WLAN tai trwong Pai hoc

Ha Noi

3.3 Cai dit

3.4 Thir nghiém va danh gia két qua

3.5 Két chwong

Trong qua trinh thyc hién luan vin, mic du ban than di ¢b gang thu thap tai
lidu, cung ¢6 kién thiec... nhung luan van van con nhiing han ché nhat dinh. Hoc vién
rat mong nhan duoc sy chi day, dong gop tan tinh cua cac thay, c6 dé luan vin cua

hoc vién dugc hoan thién va cd tinh tng dung cao hon trong thuc tién.



CHUONG | - TONG QUAN VE MANG WLAN & NGUY CO
TAN CONG MANG
1.1- Giéi thiéu vé mang WLAN [2] [8] [6]

Mang cuc bo khong day (WLAN) 1a mang may tinh trong d6 cc thanh phan
mang khdng sir dung diy cap nhu cac mang théng thudng va méi trudng giao tiép
trong mang la khdng khi. Nhiing thanh phan tham gia mang sir dung song dién tir dé
lien lac véi nhau. HS trg mang cho phép ngudi dung di chuyén trong pham vi rong
ma van cd thé két néi mang.

Cong nghé WLAN xuat hién vao cudi nhitng nam 1990, khi cac nha san xuat
gidi thidu cac san pham hoat dong ¢ dai tan 900MHz. Céc giai phap nay cung cap toc
d6 truyén dix liéu 1Mbps, thap hon nhiéu so vai toc do 10Mbps cua hau hét cac mang
cé day hién thoi.

Nam 1992, cac nha san xuat bat dau sir dung dai tan 2.4 GHz dé ban san pham.
Mic di cac san pham nay da co tde do truyén dit liéu cao hon, nhung chung van chua
dugc phat hanh rong rdi. Nhu cau vé kha ning tuong tac thong nhat giira cac thiét bi
c6 tan sb khac nhau da khién maot s t6 chirc phat trién cac tiéu chuan mang khdng
day chung.

Niam 1997, IEEE (Vién K§ su Dién va Dién tir) da phé duyét chuan 802.11,
va no con dugc goi la WIFI (Wireless Fidelity) caa WLAN. Chuan 802.11 hd trg ba
phuong phép truyén dit liéu, bao gdom mét phuong phép truyén tin hiéu vo tuyén &
tan s 2.4 GHz.

Vao nim 1999, IEEE di théng qua hai cach trién khai chuan 802.11, thong
qua cac phuong thuc truyén 8.2.11a va 802.11b. Cac san pham WLAN 802.11b d4
nhanh chéng tro thanh céng nghé khéng day hitu dung. Céc thiét bi 802.11b phat
s6ng véi toe d6 2.4GHz, cung cap tdc do truyén tai 1én dén 11Mbps. So véi mang c6
day, muc dich cua viéc tao IEEE 802.11b 1a cung cap hiéu qua, thong luong va bao
mat.

Pau nam 2003, IEEE céng bd mot tiéu chuan khac la 802.11g, c6 thé truyén
thong tin ¢ dai tan 2.4GHz va 5GHz. Chuan 802.11g c6 thé ting téc do6 truyén dir liéu



lén 54Mbps. Ngoai ra, cac san pham sir dung chuan 802.11g ciing c6 thé twong thich
V6i céc thiét bi 802.11b. Ngay nay, chuan 802.11g da dat dén téc d6 108Mbps-
300Mbps.

V4o cudi naim 2009, chuan 802.11n di dugc IEEE phé duyét dé sir dung chinh
thire va la san pham tiéu chuan duoc ching nhan boi Wi-Fi Alliance. Myc tiéu chinh
cua cdng nghé nay 1a ting tdc d6 truyén tai va pham vi hoat dong cua thiét bi bing
cach két hop cong nghé tién tién. V& ly thuyét, 802.11n cho phép két ndi véi toc do
300Mbps.

Chuan 802.11ac duogc phat hanh vao nim 2013 va dugc goi 1a Wi-Fi 5.
802.11ac sir dung cong nghé khong day bang tan kép dé hd tro két ndi dong thoi trén
hai bang tan 2.4 GHz va 5 GHz. 802.11ac cung cap kha ning tuong thich nguoc véi
cac chuan 802.11b, 802.11g va 802.11n, dong thoi cé bang thong 1én t&i 1300 Mbps
trén bang tan 5 GHz va 450 Mbps trén bang tan 2.4 GHz.

Chuén 802.11ax duoc goi 12 Wi-Fi 6, 12 phién ban mai nhat dugc chinh thic
ap dung vao ngay 16 thang 9 nim 2019. Chuan két néi khong day thé hé thir sdu cung
cap cho nguoi dung nén tang két ndi moi mang dén nhiéu cai tién dang gia, trong d6
quan trong nhat la tbc do truy cap nhanh, bang thong 16n va do tré thap, so véi san
pham thé hé trudc wu viét hon nhiéu lan. DI voi mot loat cac ung dung hién dang
yéu cau toc do truyén ngay cang cao, diéu nay di dat dugc mot budc tién 16n: phat
tryc tuyén phim d6 phan giai cuc cao 1én dén 4K, 8K; ¢ing dung/phan mém thuong
mai; choi trd choi truc tuyén, hop truc tuyén... c6 thé gilp nguoi dung nhan duoc
nhiéu lgi ich nhat tir cai tién nay.

Sau déy ta s& tim hiéu sau hon vé c4c chuan.



1.2 - Céc chuan mang théng dung cia WLAN [2][8][6]
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Hinh 1. 1 Pham vi caa WLAN trong mé hinh OSI

Cac chuan cia WLAN duoc Hoc vién Ky nghé Bién va Bién tir IEEE (Institute
of Electrical and Electronics Engineers) qui chuan va thong nhat trén toan thé giéi.
1.2.1 - Chudn mang 802.11

Pay 14 tiéu chuan dau tién cho hé thong mang khong day. Toc do truyén tir 1
dén 2 Mbps va hoat dong & dai tan 2.4GHz. Tiéu chuan bao gom tat ca cac cong nghé
truyén dan hién tai, bao gdm phé chudi truc tiép (DSS), trai phd nhay tan (FHSS) va
tia hong ngoai. Chuan 802.11 14 mét trong hai chuan mé ta hoat dong cua séng truyén
(FHSS) trong mang khéng day. Chi phan ctng pht hop véi chuan 802.11 méi cd thé
sir dung hé théng bang séng mang nay.
1.2.2 - Chuin mgng 802.11a

IEEE d3 b sung va phé duyét tiéu chuan vao thang 9 nim 1999 dé cung cap
mot tiéu chuan c6 thé hoat dong & toc do cao hon (tir 20 dén 54 Mbit/s) trén bang tan
5 GHz mai. Céc hé thong tuan tha tiéu chuan nay hoat dong ¢ bang tan 5.15 dén 5.25
GHz va 5.75 dén 5.825 GHz véi toc d6 dit lidu 1én dén 54 Mbit/s. Tiéu chuan st dung
cdng nghé diéu ché OFDM (Ghép kénh phan chia theo tan sé truc giao) dé dat duoc
tdc d6 dir liéu cao hon va kha ning chdng nhidu da duong tét hon.

C6 thé str dyng t6i da 8 diém truy cap (truyén trén 8 kénh Non-overlapping,
kénh khong chong chéo phd), ¢ dai tan 2.4GHz chirc nang nay chi st dung duoc 3

diém truy cap (truyén trén 3 kénh khéng chong chéo).



Cac san pham IEEE 802.11a khong tuong thich véi cac san pham IEEE 802.11
va 802.11b vi ching hoat dong ¢ cac dai tan s6 khac nhau. Tuy nhién, cac nha san
xuit chipset dang ¢ ging tao ra nhitng chipset c6 thé hoat dong & ché d¢ 802.11a va
802.11b. Su hop tac nay dugc goi la WiFi5 (WiFi cho céng nghé 5Gbps).

Bang 1. 1 Mt s6 thong s6 ky thuat cia chuin 802.11a

Phé duyét 9/1999
Giai tan 5 Ghz

Téc do truyén dix lieu 54Mbps
Do kha thong 31Mbps
Pham vi phu song (outdoor) ~50m
Pham vi phu song (indoor) ~35m

Ky thuat truy nhap moi truong CSMA/CA
Ky thuat diéu ché OFDM
Phé tan chiém dung 300Mhz

1.2.3 - Chudn mang 802.11b

Gidng nhu tiéu chuan IEEE 802.11a, I6p vat 1y ciing da thay di so vai tiéu
chuan IEEE.802.11. Céc hé théng tuan thu tiéu chuan nay hoat dong o dai tan 2.400
dén 2.483 GHz va hé trg cac dich vy thoai, dir liéu va hinh anh véi toc do téi da 11
Mbit/s. Tiéu chuan xac dinh méi truong truyén DSSS véi toe do dit lidu 11 Mbit/s,
5,5 Mbit/s, 2Mbit/s va 1 Mbit/s.

So véi cac hé thdng tuan tha IEEE 802.11a, cac hé théng tuan thu IEEE
802.11b hoat dong trén dai tan s6 thap hon va c6 kha ning xuyén qua vat thé ctng
cao hon. Cac chirc nang nay lam cho mang WLAN tuan thu IEEE 802.11b phu hop
V6i cac moi truong dong dic va cac khu vuc rong 1on, chang han nhu cac toa nha,
nha méy, nha kho va trung tdm phan phéi... Khoang cach hoat dong caa hé thdng
khoang 100 mét.

IEEE 802.11b 14 tiéu chuan duoc st dung rong rai nhat trong cac mang cuc bo

khong day. Vi bing tan 2.4GHz 1a dai tan ISM (Bang tan vd tuyén duoc cip phép cho



nganh cong nghiép, khoa hoc va y hoc) nén no6 ciling dugc s dung trong cac tiéu
chuan mang khéng day khac. Vi du, Bluetooth va HomeRF khéng phé bién nhu
801.11. Bluetooth duoc thiét ké dé st dung vai cac thiét bi khong day khac ngoai
mang LAN khong day va dugc su dung boi PAN (Mang Khu vuc Ca nhan). Do do,
mang LAN khéng day sir dung tiéu chuan 802.11b va céc thiét bi Bluetooth hoat dong
trong cting mét dai tan.

Bang 1. 2 Mot sb thong sé ky thuét caa chuan 802.11b

Phé duyét 9/1999

Dai tan hoat dong 2,4 GHz

Téc do truyén dir liéu 11 Mbps

Bén kinh phu séng 100m (véi tan s6 11Mbps)
K§ thuat diéu ché FHSS, DSSS

Phé tan chiém dung 83,5 MHz

1.2.4 — Chudn mang 802.11g

Céc hé théng tuan theo tiéu chuan nay hoat dong trén bang tan 2.4 GHz va c6
thé dat toc do 54 Mbit/s. Gidng nhu IEEE 802.11a, IEEE 802.11g ciing st dung cong
nghé diéu ché OFDM dé dat dugc toc d6 cao hon. Ngoai ra, cac hé théng tuan thu
IEEE 802.11g twong thich ngugc véi cac hé thong IEEE 802.11b vi ching thuc hién
tat ca cac chirc nang IEEE 802.11b can thiét va cho phép cac may khach cua hé thong
tuan theo hé théng IEEE 802.11b va chuan AP cua IEEE 802.11g.

Bang 1. 3 Mt sb thong sb ky thuat cia chuin 802.11g

Phé duyét 10/2002

Dai tan truyén di liéu 2,4 GHz

Téc do bit 54 Mbps

Ban kinh phu séng 100m (véi téc d611Mbps)
K3 thuat diéu ché OFDM




1.2.5 — Chudn mang 802.11n

Chuén 802.11n d3 duoc vién IEEE phé duyét dé sir dung chinh thtre, ddng thoi
cling da vuot qua thir nghiém va ching nhan caa Lién minh Wi-Fi (Wi-Fi Alliance)
cho cac san pham tiéu chuan. Chang nhan Wi-Fi 802.11n 1a mot ban cap nhat b sung
mét s6 tinh ning tiy chon cho ban dy thao 802.11n 2.0 (ban nhép 2.0) do Wi-Fi
Alliance dua ra vao thang 6 naim 2007. Cac yéu cau co ban vé bang thong, toc do,
dinh dang khung hinh, kha ning twong thich ngugc khong thay doi.

V& ly thuyét, chuan 802.11n cho phép két néi & téc d6 300 Mbps (1én dén 600
Mbps), nhanh hon 6 1dn v m& rong ving phu song so véi toe do dinh ly thuyét cua
c4c chuan trude d6 nhu 802.11g/a. 802.11n (54 Mbps), 1a mang Wi-Fi dau tién c6 thé
canh tranh véi mang c6 day 100Mbps vé hiéu suat. Chuan 802.11n c6 thé hoat dong
& tan s6 2.4GHz va 5GHz, nguoi ta Ky vong rang no cé thé giam bét tinh trang "qué
tai" & cac chuan trude day.

Thong qua cac thdng s6 ki thuat da dugc phé duyét, MIMO (Hinh 1.2) 1a mot
cong nghé thiét yéu trong cac san pham Wi-Fi 802.11n. Thuong két hop véi ghép
kénh phan chia theo tan s6 truc giao (OFDM). MIMO ¢4 thé dugc ting 1én nhiéu lan
théng qua da phan chia theo khong gian (spatial multiplexing). Chia chudi dir liéu
thanh nhiéu chudi dir liéu nho hon va guri/nhan nhiéu chudi nho hon song song trong
cung mot kénh.

MIMO gilp cai thién pham vi phi song va do tin cay cua thiét bi thong qua
mét ki thuat duoc goi 1a da dang khong gian. Két hop véi cong nghé MIMO 14 2
cdng nghé: STBC (Space Time Block Coding) cai thién kha ning thu/truyén trén
nhiéu anten va ché do HT Duplicate (MCS 32) - Cho phép gtri thém goi tin twong tu
cuing Iac 1én mdi kénh 20MHz khi thiét bi hoat dong & ché d6 40MHz - gilp cai thién
d6 tin cay cua thiét bi phat.
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Access Point

W\

Spatial wptop Spatial

Hinh 1. 2 Hé thong MIMO NxM (N kénh phat va M kénh thu)

Ngoai cong nghé MIMO, thiét bi con c6 thé dugc tich hop cac cong nghé khac
dé tang toc d6. Pau tién 1a cong nghé khoang thoi gian bao vé ngan (SGI) ciing c6
thé tang toc do bang cach giam khoang cach gitta cac biéu tuong (Symbol). Tiép theo
la mot s6 cong nghé 16p vat ly, cac cai tién cia no duoc thiét ké dé giam overhead
(g6i tin mao dau), gop phan cai thién tdc do truc tiép.

Dé giam overhead, 802.11n st dung c6ng nghé két hop khung (FA) két hop
hai hoic nhiéu khung thanh mot khung dé truyén. Chuan 802.11n st dung hai cong
nghé ghép khung: A-MSDU (Pon vi dit liéu dich vu tong hop-MAC) hoic MSDU-
tang kich thudc khung hinh dugc sir dung dé truyén khung hinh qua MAC (Piéu
khién truy cap phuong tién) va A-MPDU (Téng hop-MAC) Pon vi dit liéu giao thic)
-Tang kich thuéc tdi da cua khung 802.11n duoc truyén Ién 64K byte (tiéu chuan
trude do chi la 2304 byte).

1.2.6 Chuin mang 802.11ac (tén goi WiFi 5)

802.11ac 1a chuan WiFi méi nhit va pho bién nhét hién nay. 802.11ac sir dung
cong nghé khong day bang tin kép dé hd trg két ndi dong thoi trén biang tan 2.4 GHz
va 5 GHz. 802.11ac cung cap kha niang twong thich véi cac chuan 802.11b, 802.11g
va 802.11n, bang thong cia bing tin 5 GHz 1én dén 1300 Mbps va bang thong cia
2.4 GHz 1én dén 450 Mbps.

Trong chuin mang Wifi 802.11ac c6 rat nhiéu dic diém va chang 13 vu diém

lgi ich ma loai hinh nay mang lai nhu:
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- Bang thong kénh rong. Boi vy, tbe do truyén dit liéu nhanh hon. Wi-Fi
802.11ac hoat dong trén dai tin 5GHz va hd tro cac kénh véi cac tity chon bang thong
nhu 20MHz, 40MHz, 80MHz hoac 160MHz.

- Mang lai nhiéu ludng dit liéu hon. Néu nhu trén wifi 802.11n, n chiu trach
nhiém truyén tai t6i 4 ludng khong gian (ludng dit liéu 1a qua nhiéu céng nghé anten
(MIMO), thi trén wifi 802.11ac, n6 c¢6 thé xur Iy gap d6i, tirc 1a 8 ludng dit liéu, moi
ludng dir liéu 1 anten s& dugc st dung nén tuwong Gng véi 8 ludng s& ¢ 8 anten.

- H tro Mutil user-MIMO. Néu Wi-Fi 802.11n chi ¢6 thé truyén nhiéu ludng
khong gian, nhung t6i da chi mot dia chi, thi cling c6 thé hiéu rang c6 thé truyén nhiéu
luéng thong tin nhung dit li¢u chi co thé dugc nhan dén mot thiét bi hodc mot nguoi
dung tai mot thoi diém ding lai. Mat khac, Wi-Fi 802.11ac thi khac, chiing c6 thé guri
nhiéu ludng khong gian nhung cho phép nhiéu dng-ten tiép can nhicéu ngudi ding va
nhiéu thiét bi khac nhau trén ciing mét dai tan cung mot liic. Thiét bi khong con phai
cho doi nhu trén Wi-Fi 802.11n va né s& khong gay ra tinh trang nghén c6 chai hay
nhiéu séng. Vi hd tro MIMO nhiéu ngudi ding, diéu nay hoan toan co thé.

- Pham vi bao phu song rong hon. Wi-Fi 802.11ac ¢6 pham vi 1én hon va toc
d6 mang nhanh hon cac chuan mang khac. Néu sir dung trong céc toa nha cao tang,
c6 thé giam bt cac bo 1ap va bo lap lip lai dé giam thiéu chi phi.

Ung dung cua Wi-Fi 802.11ac:

« Téc @6 dudng truyén nhanh hon nén téc d6 duong truyén Internet ciing nhanh
hon. S€ tan dung hét toc do mang.

« N6 ¢6 thé dugc ap dung dé truyén dit liéu giita cac thiét bi trong mang cuc bo
hodc mang gia dinh va toc do caa nd gap nhiéu lan téc do hién nay.

« Giup dam bao ring viéc sir dung Internet 6n dinh va khong bi nhidu hoic bi
gian doan.
1.2.7 Chuén mang 802.11ax (Wi-Fi thé h¢ thir 6)

Wi-Fi thé hé thr sau 1a ban cap nhat méi nhét cua chuin mang khéng day, so
v6i chuan Wi-Fi trude day, chung c¢6 tdc dd nhanh hon, dung lwong 16n hon va tiét

ki€ém nang lugng hon.
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Wi-Fi thé hé thir siu s& dap ing nhu cau phat trién ctia nganh céng nghé thong
tin hién nay va trong twong lai. Theo nguén thong tin, Wifi 6 s& chinh thirc duoc sir
dung vao nam 2019.

Dic diém cua Wifi 6:

- Tbc @6 cuc nhanh: Néu chuan wifi 802.11ac dat 6.9 Gbps thi chuan 802.11ax
s& cung cap cho téc d6 9.6Gbps. Thong qua viéce sir dung két hop 1024-QAM va ting
OFDM symbol time, két ndi téc d6 cao hon c6 thé dat dugc so voi thé hé cii. Ngoai
ra, viing phu séng duge md rong giup ngudi dung xem video 4k muot ma, bit song
wifi d& dang moi noi trong nha hay ké ca nhiing noi héo lanh ma khong hé t6 ra yéu,
nhiéu wifi.

- Nang cao hiéu qua: Dung lugng ctia wifi thé hé thir 6 gap 4 1an thé hé tha 5
va c6 kha ning phan b bang thong t6i wu, ca dudng truyén tai 1én va tai xuéng déu
da thay doi chtrc nang két hop véi MU-MIMO. Do sy thay ddi tich cuc nay, ngay ca
khi c¢6 nhiéu tin hiéu, b dinh tuyén c6 thé két ndi nhiéu thiét bi hon.

— Piéu ché cap cao hon 1024 - QAM: (Hinh 1.3)

Trudc ddy mdi symbol 1024-QAM s& mang 8 bits, bay gio chung s& co 10

bits, va so v6i chuan cii, toc do truyén s€ tang 25%.

802.11ac 802.11ax
2546 QA M 1024 QAM

8 bits per symbol 10 bits per symbol

Hinh 1. 3 Piéu ché 1024 QAM - Chuin mang Wifi 6
- Symbol OFDM x 4: Céc ky hi¢u OFDM va GI dugc st dung boi chuin mang
802.11ax dai hon va séng mang duoc tao ra gap 4 lan so véi chuan 802.11ac. Piéu
nay dong nghia voi viée nd s& gitp mé rong pham vi phu séng, khi sir dung thi tde

d6 WiFi cling s€ nhanh hon cung v6i sy 6n dinh ctia mang WiFi.
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- B0 rong kénh 160MHz trén mot luéng: Chuén mang wifi thé hé tht séu s&
mang dén duong truyén rong hon (d6 rong kénh 1én téi 160MHz, trong khi chuan cii
chi la 8OMHz).

- OFDMA — Loai b6 hoan toan do tré: Chuin 802.11ax st dung cong ngh¢
OFDMA dé truy cap nhanh hon va hiéu qua hon. Ké tir khi OFDMA chia ph6 thanh
cac don vi tai nguyén va phan bd chung cho nhiéu ngudi dung khac nhau, né hoan
toan loai bo do tré, do d6 ting kha ning truy cap dén cac mic cao hon.

- 8x8 MU-MIMO: Chuén 802.11ax c6 thé h tro truyén da ngudi ding MIMO
duong 1én va dudng xudng bang cach tao nhiéu ludng 802.11ax, do d6 nhan hiéu suat
cua 802.11ac bang cach tao ra t6i da 8 luong theo mot hudng. Piéu nay s& hudng
ludng dén nhiéu thiét bi truy cap ddng thoi.

- Target Wake Time: Lich ké:t ndi caa khach hang s& phy thugc vao thoi gian
danh thirc muc tiéu, vi ho sé cho thiét bi biét thoi gian va tan suat giri va nhan di liéu.
Diéu nay s& giam thiéu dién nang tiéu thu.

1.3 — Co sé ha tang md hinh mang WLAN [2][8]
1.3.1 - Céu tricc ciia mang WLAN co ban (Hinh 1.4)

M6t mang str dung chuan 802.11 bao gdm c¢6 4 thanh phan chinh:

e Hé théng phan phéi (DS)

e Piém truy cap (AP)

e Tan lién lac vo tuyén (Wireless Medium)

e Tram (Stations)

=
\\\\x\\\\\\\\

) &
E: prens % Team

Hinh 1. 4 Ciu triic co ban cia mdt mang WLAN

H§¢ thong
phan phoi
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1.3.2 - Diém truy cdp: AP (Hinh 1.5)
AP 13 mot thiét bi song c6ng, va mitc d6 thdng minh caa né twong duong voi

mét bo chuyén mach Ethernet (Switch) phic tap. Cung cp diém truy cap mang cho

\ /

Hinh 1. 5 Access Point TP Link

may khach (client).

Ché @9 hoat dong ca AP:

AP c6 thé giao tiép véi cac may khong day, vai mang co day truyén thong va
véi cac AP khac. AP c6 3 ché do 1am viéc chu yéu:

Ché d¢ goc (Root mode): (Hinh 1.6)

Khi AP duoc két ndi véi dudng truc ¢ day théng qua giao dién c6 day (thuong
la Ethernet), n6 s& str dung ché do goc. Hau hét cac AP s& hd tro cac ché do khac voi
ché do gdc, nhung ché do gbc 1a cau hinh mac dinh cua cac AP. Khi AP duoc két ndi
v6i phan doan mang c6 day thdng qua cong Ethernet cia no, nd sé duoc ciu hinh dé
hoat dong & ché do géc. O ché do root mode, cac AP duoc két ndi voi cing mot hé
théng phan phéi cé day co thé giao tiép voi nhau théng qua phan doan mang c6 day.
May khéch khéng day c6 thé giao tiép véi cac may khach khdng day khac nam trong
cac & khac nhau (& hoic ving phu song AP) thong qua cac AP tuong tng duoc két
ndi véi ching va sau d6 cac AP nay s& giao tiép véi chung. Lién ké nhau qua cac

doan mang hitu tuyén.

Wired Network

\‘ AcessPoint\, \‘
/ - AcessPoint

7/

4 h . (Root Node) \‘ 5 \
/ 2 . \ / . (Root Mode)
{ - \ { i -
| o v | . \

\ . * % | \ . . ‘,i
\ : | / \‘ . . /
/ > /
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e Ché d@o cau ndi (Bridge mode): (Hinh 1.7)

O ché do Bride mode, nguyén Iy hoat dong cua AP hoan toan twong tu nhu
cau ndi khong day. Chi c6 mot sé AP trén thi truong hd tro chirc ning cau nbi, diéu
nay sé& khién gi4 thiét bi tang 1én dang ké. May khéach khong két néi voi Bridge, nhung
sir dung Bridge dé két ndi 2 hoac nhiéu doan mang c6 day vai nhau thong qua két ndi

khong day.

.
Server

——
[ Wired Network

AP
(Bridge Mode)

AP
\ (Bridge Mode)

Wired Network

Hinh 1. 7 Ché d¢ Bridge Mode

e Ché a lap (Repeater mode): (Hinh 1.8)

Trong Repeater mode, AP c6 thé cung cap két ndi khong day nguoc dong téi
mang c6 day thay vi két ndi cé day théng thuong. Nhu trong hinh 1.8, Mot AP hoat
dong nhu ché o6 goc va AP con lai hoat dong nhu mét bo lip khdng day. AP ¢ ché
d6 lap két néi véi may khach dudi dang AP va két néi véi AP nguoc dong véi tu cach
la may khach. Trir khi thuc sy can thiét, chac chan khdng nén sir dung cac AP & ché
d6 1ap lai, vi trong trudng hop ndy, cac 6 xung quanh mdi AP phai tring nhau it nhat
50%. Cau hinh nay Iam giam dang ké pham vi ma may khach c6 thé két néi véi bo
lip AP. Ngoai ra, AP lap lai giao tiép véi may khach va AP nguoc dong thong qua
két ndi khdng day, diéu nay sé lam giam thong luong cua phan doan mang khdng

day.
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——
.
< Server

——
‘ Wired Network

AP
(Root Mode)

3 AP
\F’/ (Repeater Mode)

Hinh 1. 8 Ché d¢ Repeater Mode

1.3.3 — Cdc thiét bi mdy khdch trong mang WLAN
- Card PCI Wireless: (Hinh 1.9)
Pay 1a thanh phan phd bién nhat trong mang WLAN. Puoc sir dung dé két ndi
may khach véi mang khdng day. Cam n6 vao khe PCI trén may tinh. Loai nay thuong

duogc sir dung cho may tinh dé ban két ndi mang khong day.

Hinh 1. 10 Card PCMCIA Wireless

Trude day duoc st dung cho may tinh xé&ch tay (notebook computer) va thiét
bi trg ly k¥ thuat s6 ca nhan PDA (Personal Digital Associasion). Hién nay, do su

phét trién cua cong nghé, PCMCIA Wireless it dugc sir dung do céc nguyén nhan nhu
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may tinh xach tay va PDA... T4t ca cac thiét bi déu c6 Card Wireless tich hop trong
thiét bi.
- Card USB Wireless: (Hinh 1.11)

Do tinh nhé gon va kha niang di dong, mot loai rat phd bién ngay nay duoc st
dung cho céc thiét bi két ndi voi mang khéng day. Chirc ning tuwong tu nhu card
khong diy PCL nhung chuan ciam duoc hd trg 1a USB (Universal Serial Bus). N6 c6
thé duoc thao roi nhanh chéng (khdng can phai lap ¢é dinh nhu thé khéng day PCI)

va hd tro lap vao khi may tinh dang chay.

Hinh 1. 11 Card USB Wireless
1.3.4 - Cac mé hinh mang WLAN
Mang WLAN bao gom 3 mé hinh co ban sau:
e M0 hinh mang doc lap (IBSS) hay con goi la mang Ad hoc.
e M0 hinh mang co so (BSS).
e M0 hinh mang mo rong (ESS).
1.3.4.1 - M6 hinh mang doc lap (IBSS) hay goi mang AD HOC (Hinh 1.12)
Céc tram lam viéc (may tinh hd trg card mang khong day) duoc tap trung trong

mot khong gian nho dé tao thanh mot két ndi ngang hang giira ching. Cac nit di dong

-
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Hinh 1. 12 M6 hinh mang IBSS
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c6 card mang khong day va ching c6 thé giao tiép truc tiép véi nhau ma khdng can
quan tri vién mang. Vi cac mang tam thoi ndy c6 thé duoc thuc hién nhanh chéng va
dé dang, chiing thudng c6 thé dugc thiét 1ap ma khong can cac cong cu hoic ki ning
dic biét, vi vay chdng rét thich hop dé sir dung trong cac hoi nghi thuwong mai hoic
trong cac nhém Iam viéc tam thoi. Tuy nhién, ching c6 thé cé nhugc diém 1a pham
vi phit séng han ché va tat ca ngudi ding phai ling nghe 13n nhau.

e Uu diém: Két ndi ngang hang khdng can diém truy cap, chi phi thap, cau
hinh va cai dat don gian.

e Khuyét diém: Khoang céach gitra c4c may tram bi han ché, s6 luong ngudi
ding ciing han ché, khong thé tich hop vao mang c6 day hién co.
1.3.4.2 - M6 hinh mang co sé (BSS): (Hinh 1.13)

Trong md hinh mang co s&, ca&c may khach mudn giao tiép véi nhau phai sir
dung mot diém truy cap (AP). AP 1a diém trung tam dé quan Iy moi thong tin lién lac
trong mang, do d6 may khach khong thé giao tiép truc tiép nhu trong BSS doc lap.
Pé giao tiép voi nhau, may khach phai giri cac Frame (khung dix liéu) dén AP, sau d6

AP s& gui dén may thu.

=

Sexrver

Hinh 1. 13 Mé hinh mang BSS
e Uu diém: Cac may tram khong thé dugc két ndi truc tiép véi nhau va céc
may tram trén mang khéng day cd thé duoc két ndi vai mang co day.
e Khuyét diém: So véi md hinh Ad-Hoc, chi phi cao va viéc cai dit, ciu hinh

phtc tap hon.
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1.3.4.3 - M6 hinh mang mo rong (ESS): (Hinh 1.14)
Nhiéu mé hinh BSS duoc két hop véi nhau va dugc goi 1a mé hinh mang ESS.

Pay 1a mé hinh st dung 2 hoic nhiéu AP dé két néi mang. Sau do, cac diém truy cap
nay s& duoc két ndi véi nhau dé tré thanh mot mang 16n hon véi pham vi phu song
rong hon, thuan tién va dap trng cho cac khach hang di dong. bam bao hoat dong cua

tat ca cac khach dung.

Internet

Router

= / Switch

g

Hinh 1. 14 M6 hinh mang ESS
1.4 — Cac nguy co tan cdng mang WLAN [5] [7]

Mang mdy tinh khong day ciing c6 nhitng dic diém co ban ciia mang may tinh
nén cac bién phap tan cong va ngin chin trén mang khéng day ciing twong ti nhu
trén mang c6 day. Ngoai ra, do cac dic diém dic biét cia mang khong day trong
khong gian, nd s& phai chiu cac kiéu tan cdng khac nhau va can c6 cac bién phap ngin
chan khac.

Ngay nay, cac cudc tan cdng va phong chéng WLAN da trd thanh van dé duoc
céc chuyén gia trong linh vuc bao mat rat quan tam. Nhiéu giai phap tan cong va
phong thu da dugc dua ra, nhung khong ¢ giai phap nao thuc sy duoc goi 1a bao mat
hoan chinh. Cho dén nay, tit ca cac giai phap bao vé dugc dé xuit 1a trong ddi, co
nghia 14 bao mat trong mang WLAN van c6 thé bi pha v& theo nhiéu cach. Chuong
nay trinh bay vé cac kiéu tn cong pho bién, khéi niém, chic ning tan céng va mot
s6 phuong phap phong chdng trong mang WLAN.

Hién nay, c6 rat nhiéu cong nghé cd thé tin cong mang WLAN, dién hinh 12
cac codng nghé sau:

. Phwong thuc bat goi tin (Sniffing)
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. De-authentication Attack (Tan cong y&u cau xéc thyc lai)

. Replay Attack (T4n cong phat lai)

. Rogue Access Point (Gia mao AP)

. Tan cong dya trén sy cam nhan 16p vat ly

. Disassociation Attack (T4n cong ngat két ndi)

1.4.1 — Phwong thirc bdt géi tin (Sniffing)

DPanh hoi 1a mot khai niém cu thé caa khai niém chung "nghe tréom" duoc sir
dung trong mang may tinh. N6 c6 thé 1a phuong phap don gian nhit, nhung nd van
hiéu qua dé chdng lai cac cudc tan cong WLAN. Bit goi cd thé hiéu 1a phuong thirc
lay cip thong tin khi dau thu nam trong hodc gan ving pha song. Néu thiét bi khéng
thuc su duoc két ndi véi AP dé nhan goi dit liéu, ngay ca khi thiét bi nim trong hoic
gan vung pha séng cia mang, thi cudc tn cong bat goi s& kho phat hién ra su hién
dién cua thiét bi.

Chup goi dit lidu c6 day thudng duoc thyuc hién dya trén céc thiét bi phan cang
mang, chang han nhu sir dung phan mém bat goi dix liéu trén phan diéu khién dau vao
cua card mang may tinh. Ban ciing can biét loai thiét bi phan cting ban muén st dung,
tim cach cai dat phan mém chup géi trén do, v.v. Pdi véi mang khdng day, cac nguyén
tic trén van duoc 4p dung, nhung khong nhat thiét phai sir dung ching, vi c6 nhiéu
cach don gian va dé dang dé lay thong tin. Bai vi ddi véi mang khdng day, théng tin
dugc phat qua phuong tién truyén thong va bat Ky ai ciing c6 thé nhan duoc.

Chuong trinh bat g6i c6 thé giao tiép vai cac trang HTTP, email, chwong trinh
nhan tin tac thoi, phién FTP, phién telnet (néu giao tiép bang van ban rd rang). Mot
s6 chwong trinh c6 thé ldy mat khau trén mang khong day cua trao doi khach-may
cha khi mat khau dugc nhap dé ding nhap. Ciing tir viéc bat goi dix liéu, ¢ thé nam
bat thong tin, phan tich luu lugng mang (phan tich luu lwong), phd nang luong trong
khong gian khu vyc. Tir d6, ké tan cong co thé biét dugc dau 1a song lan truyén tét,
dau 1a lan truyén chua t6t va da thu dugc nhiéu may ¢ dau.

Ngoai viéc tro gilp truc tiép cho qua trinh pha hay, viéc nim bt cac gdi di

liéu con gian tiép tré thanh diéu kién tién quyét cho cac phuong phap pha huy khac.
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Nam bét goi dix liéu 13 co s& cua cac phuwong thire tan cong, chang han nhu danh cip
thong tin, thu thap thong tin vé phan phdi mang (di chuyén), phét hién ma, bé khoa
ma (bé khoa).

Hinh 1.15 1a mot vi du vé Bit gdi tin bang phan mém Wireshark

Hinh 1. 15 Bit g6i tin bang phan mém Wireshark

Céc bién phap ngan chan bt géi tin: Vi “bat goi tin” 1 phuong thirc tan cong
thu dong nén rat kho phat hién, dong thoi do duong truyén trén khéng phan nén khong
thé ngan ké tan cdng nghe trom. Giai phap ¢ day 1 nang cao kha ning ma hoa thong
tin dé ké tin cong khdng thé giai ma duoc, va khi d6 thong tin thu duoc & vo gié tri
d6i vai ké tan cong. Céach tét nhat dé ngan chan viéc danh hoi 1a st dung IPSec dé
ma hoa thong lugng.

1.4.2 - Tén céng yéu cdu xdc thuwe lai: (Hinh 1.16 )

Day 1a mot cach dé khai thac hiéu qua cac I18i trong chuan 802.11. Trong mang
802.11, khi mot ndt méi mudn tham gia vao mang, nd phai trai qua qué trinh xac
minh danh tinh va lién két. Khi cac yéu cau duoc dap (ng, nit s& dugc cap quyén
truy cap vao mang.

Rat dé lay dia chi AP trén mang. Khi ké tan cong biét dia chi AP, no sé& st
dung dia chi quang ba dé guri thong bao khir xac thuc dén tat ca céc nat trong mang.
Nt s& chap nhan théng béo xac minh chic chan va thuc hién cac bién phap dé xéac
minh xem thong bao hiy xac minh c¢6 dugc gui tir AP hay khong.

Budc tiép theo trong qua trinh nay 14 tat ca cac ndt nhan dwoc viéc huy xac

thuc s& két ndi lai, iy quyén lai va lién két lai voi AP. Viéc cac nat ciing lac dugc sta
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chira khién hé théng mang bi tic nghén. Hoic sau khi két ndi lai, ké tan cong sé lién
tuc giri thong bao dén nguoi dung yéu cau xac thuc lai, tir d6 ngin ngudi ding truy

cap mang.

ifself

y

- -
Wireless Client Roger Client

Hinh 1. 16 M6 hinh Deauthentication Attack
1.4.3 - Gid mao AP:

Gia mao AP 1a mét cudc tan cong dién hinh "ngudi ¢ giira". Pay 1a kiéu tin
cong ma keé tan cong & gitra va danh cap luu lugng gitra hai nat. Loai tan céng nay
rat manh mé vi ké tan cong cé thé tan dung tat ca luu luong truy cap trong mang. Rt
kho dé tao ra mot cudc tan céng "man in the middle" trén mang c6 day vi kiéu tan
cdng nay yéu cau quyeén truy cap thuc té vao lién két. Trong mang khong day, kiéu
tan cdng nay rat dé bi tin cong. Ké tan cong can tao ra mot AP thu hit nhiéu sy lra
chon hon cac AP chinh thdng. Ban cd thé dit AP gia ndy bang céch sao chép tat ca
céc cau hinh ciia mot AP hop phéap: SSID, dia chi MAC, ...

Budc tiép theo 1a dé nan nhan thiét 1ap két ndi voi AP gia mao. Phuong phép
dau tién 13 doi nguoi dung két ndi thi cong. Phuong phép thir hai 1a gay ra cac cudc
tan cong tir chéi dich vy DoS trong cac AP chinh thdng, vi vay nguoi ding sé phai
két ndi lai v6i cac AP gia mao. Trong mang 802.11, viéc lya chon AP phu thudc vao
cudng do caa tin hiéu nhan dugc. Piéu duy nhat ma ké tan cong phai lam 1a dam bao
rang AP ctia minh c6 cudng do tin hiéu manh hon. Vi 1y do nay, ké tan cong phai dit
AP ctia minh gan nan nhan hon AP thuc, hoic sir dung cong nghé ang-ten dinh hudng.
Sau khi nan nhan két ndi voi AP gia, nan nhan van hoat dong nhu binh thudng, vi

vay néu nan nhan két ndi véi mot AP hop phap khéc, dir liéu cia nan nhan s& chuyén
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qua AP gia. Khi néi chuyén véi may cha web, ké tin cng s& sir dung mot tién ich dé
ghi lai mat khau caa nan nhan. Bang cach nay, ké tan cong co thé lay duoc tat ca
thong tin ma han mudn ding nhap vao mang chinh thng.

Kiéu tin cdng nay ton tai vi 802.11 khdng yéu cau xac thuc 13n nhau giira AP
va nit. AP phat téi toan bo mang. Diéu nay rat dé bi ké tin cong nghe trom, vi vay
ké tAn cong co thé lay duoc tat ca thdng tin ma ching can. CAc nit trong mang sir
dung WEP dé xé4c thuc cac AP, nhung WEP ciing c6 cac 16 hdng c6 thé bi khai théc.
Ké tan cdng c6 thé nghe trom thdng tin va str dung cong cu phan tich mat khau dé
danh cap mat khau ciia nguoi ding.

1.4.4 - Tin céng dwa trén sw cam nhén I6p vit Iy

Ké tin cong da st dung giao thirc chdng va cham CSMAI/CA, khién tat ca
nguoi dung ludn nghi rang c6 mot may tinh trong mang. Diéu nay khién cac may tinh
khac ludn phai doi ké tan cong hoan tat viéc truyén dit liéu, dan dén tinh trang nghén
mang.

Tan s6 1a mot 16 hong bao mat trong mang khong day. Mic ¢ nguy hiém phu
thudc vao su xuat hién cua 16p vat chat. Mot sb théng sb xac dinh d6 bén cua mang:
cdng suat phat, do nhay caa may thu, tin s6 RF (tan s6 vO tuyén), bang thong va
hudng anten. Trong 802.11, thuat toan da truy cap nhan thixc song mang (CSMA)
duoc sur dung dé tranh va cham.

CSMA Ia mot phan khong thé thiéu caa lop MAC. CSMA duoc str dung dé
dam bao khdng xay ra xung dot dit liéu trén dudng truyén. Cudc tan cong nay khong
sir dung tiéng on dé gay ra 15i trong mang ma n6 sir dung chinh tiéu chuan. C6 nhiéu
cach dé sir dung giao thuc cam bién séng mang vat ly. Mot phuong phap don gian la
lam cho céc nat trén mang tin twong rang hién c6 mot nat dang truyén. Cach dé nhat
dé dat duoc diéu nay la tao mot nit gia giao tiép lién tuc. Mot phuong phap khac 1a
sir dung b tao tin hiéu RF. Mot cudc tan cong tinh vi hon 1a lam cho card mang vao
ché d6 kiém tra, trong d6 card mang lién tuc truyén ché do kiém tra. Tat ca cac nut
trong pham vi caa nit gia déu rat nhay cam voi séng mang, va néu c6 nit gui thi

khong nut nao s& truyeén.
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1.4.5 - Tén céng ngit két noi: (Hinh 1.17)

Qua trinh tdn cong nhu sau:

o Ké tan cong xac dinh myc tiéu (méay khach khong day) va méi quan hé gitra
AP va may khach.

o Sau d6, ké tin cdng guri mot khung ngat két ndi bang cach gia mao MAC
ngudn va MAC muc tiéu t6i AP va may khach twong tng.

o May khéch s& nhan dugc cac khung nay va nghi rang khung bi ngat két néi
dén tir AP. Bong thoi, ké tan cong ciing giri mot khung hay lién két dén AP.

o Sau khi ngét két néi mot may khach, ké tan cong tiép tuc thuc hién thao tac
tuong tu trén cac may khéach con lai, khién may khach tu dong ngat két noi khoi AP.

o Sau khi may khach ngit két néi, ho s& ngay lap tac két ndi lai voi AP. Ké

tan cong tiép tuc gui khung ngat két nbi ¢én AP va may khach.

>
—= //
Wireless Client

{ Broadtcast 'y
‘ From AP to Client ‘
// \\$ //

Wireless Client Roger Client

Hinh 1. 17 M6 hinh Disassociation Attack

Ngoai céc kiéu tan cong mang khdng day néu trén, con mot sb kiéu tan cong
WLAN khéac nhu: Deny of Service Attack (DoS); Man in the middle Attack (MITM);
Active Attack (Tan cong chu dong); Dictionary Attack (Tan cong bang phuong phap
do tir dién); Jamming Attacks (T4n cong chén ép),....
1.5 — Két luan chwong 1

Mang khong day c6 nhiéu vu diém, tuy nhién hacker van cé thé sé& tin cong
dé lay dir liéu va lam hong hé théng. Vi phuong tién truyén dan 1a khéng day nén

viéc dam bao an ninh caa mang cuc bd khong day 14 rat quan trong. Ngay nay, do su
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phd bién cia mang LAN khong day, bao mat da tré thanh mét trong nhimg diém yéu
I6n nhat cia mang WLAN. Do diéu kién truy cap cia mang nay, kha nang tiép can
cua céc thiét bi bén ngoai trong khong gian quang ba 1a rat 16n. Bong thoi, kha ning
bi nhiéu la khong thé tranh khoi. Bé sir dung mang WLAN mét cach an toan, nghién
ctru Su vé céc giai phap bao mat mang WLAN 14 rét can thiét. Trong chuwong II luan

van s& trinh bay vé van dé nay.
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CHUONG II - CAC GIAI PHAP BAO MAT TRONG MANG

WLAN
2.1 - Gigi thigu

Trong hé théng mang, tinh bao mat va bi mat caa hé théng thdng tin cé vai tro
rat quan trong. Théng tin chi c6 gia tri néu né chinh xéc, va chi sau khi ngudi ¢ thim
quyén luu giir théng tin biét dugc thong tin thi thong tin d6 méi dugc bao mat. Khi
ching ta khong c6 thdng tin hoic viéc sir dung hé thdng théng tin khéng phai l1a
phuong tién duy nhat dé quan ly va van hanh, bao mat ddi khi bi bo qua. Tuy nhién,
mat khi hiéu duoc tim quan trong caa tinh bén virng caa hé thong va gia tri thuc cua
thong tin hién ¢, chling ta c6 thé danh gia tinh bao mat va an toan caa hé théng thong
tin & mot mirc d6 nhét dinh. Bé dam bao an toan cho hé théng phai két hop ca yéu to
phan cang, phan mém va con nguoi.

Chuong nay trinh bay cac phuong phap bao mat duoc sir dung trong WLAN,
ciing nhu cac khai niém co ban, phuong phap hoat dong va dic tinh ki thuat cia moi
phuong phap. Bong thoi phan tich vu nhuge diém cua timg phuong phép.

2.1.1 — Nguyén nhan phdi bdo mdt

Mang WLAN vén di khong an toan, nhung du sir dung mang LAN c6 day hay
WAN ciing khong an toan néu khong c6 phuong phap bao mat hiéu qua. Dé két ndi
v6i mang LAN c6 ddy, ngudi ding can truy cap duong truyén qua cap va PC phai
duoc két ndi véi cong mang. Mang khdng day sir dung song vo tuyén truyén xuyén
qua céc vat liéu, do vay, viing phi séng vo tuyén khong chi trong pham vi khéng gian
hep ma c6 thé truy cap mang khong day cuaa cong ty tir bén ngoai tda nha cong ty
bang thiét bi phu hop.

Khi chi phi xay dung mang WLAN ngay cang giam, ngay cang c6 nhiéu to
chuc, cong ty va ca nhan sir dung n6. Biéu ndy chic chin s& khién tin tic quay sang
tan cong va khai thac 15 hong trén cac nén tang mang st dung chuan 802.11. Sniffer
c6 thé nam bit giao tiép mang, chiing c6 thé phan tich va danh cip thong tin quan
trong cua nguoi ding. Ngoai ra, tin tic cling c6 thé lay di dir liéu bi mat caa cong ty;

Can thiép vao cac giao dich giira to chtc va khach hang dé lay thdng tin nhay cam,
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hodc 1am hong hé thdng. Nhirng mat mét to 16n cho té chuec, cong ty khong thé do
ludng trude duoc. Do dé, can thiét 1ap mot mé hinh va chién luoc bao mat.
2.1.2 - Pdnh gid vin dé an toan, bao mdt hé thong

Dé dam bao an ninh cho hé théng mang, can thiét 1ap nhiéu tiéu chuan dé danh
gid mirc do an toan va bao mat cua hé théng mang. Mot sé tiéu chuan da duoc cong
nhan la cac bién phap an ninh mang.

Tir quan diém vat ly, thiét bi phai dép @ng céc yéu ciu sau:

e Co thiét bi dy phong néng dé ddi pho véi cac trudng hop hong hc dot ngot.
C6 thé trao doi nhiét hoan toan hoic mot phan (hot-plug, hot-swap).

e Kha ning nang cap, bo sung phan cing va phan mém.

e Can ngudn dién va cung cap nguoén dién du phong trong trudng hop mat
dot ngot.

e Theo yéu cau ciia méi truong xung quanh: d6 am, nhiét do, chéng sét, chong
chay, v.v.

V& dit liéu:

e Thuc hién cac budc sao luu dir liéu thuong xuyén thay vi khi c6 sy cb.

e Thuc hién céc bién phap luu trir dit liéu tap trung va phi tap trung nham
giam thiéu rai ro chay, no, thién tai, chién tranh va cac truong hop dac biét khac.

Vé mit logic, hé thong bao mat phai dap ang cac yéu cau sau:

e Tinh bi mat (Confidentiality): N6 1a d6i twong han ché quyén truy cap thdng
tin. Ty thudc vao ban chat cua théng tin, mac d6 bao mat c6 thé khéac nhau.

e Tinh x&c thuc (Authentication): Tham gia dam bao théng tin lién lac dang
tin cay. Trong trudng hop caa mét tin nhan (chang han nhu tin hiéu bao dong hoic
canh béo), chire ning cua dich vu ity quyén 1a dam bao rang ngudi nhan tin nhan dén
tir mot ngudn ma no cho 1a ding.

Trong truong hop tuong tac dang dién ra, chang han nhu két ndi gitra thiét bi
dau cudi va may chu, cé hai van dé sau: Tht nhat, khi két ndi duoc bat dau, dich vu
dam bao rang hai thyc thé 1a dang tin cay. Mdi ngudi trong s ho 1a mét thuc thé duoc

x4c dinh. Tha hai, dich vu can dam bao rang két ndi khong bi xé&o tron, vi thuc thé
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thir ba cd thé mao danh mét trong hai phap nhan khong duoc phép truyén hoic nhan
thong diép.

e Tinh toan ven (Integrity): Tinh toan ven dam bao tinh toan ven cua thong
tin va loai bé moi thay déi cé y hoic 1am hong hoic mat thdng tin do 15i thiét bi hoic
phan mém gay ra.

e Tinh khong xac dinh dam bao ring nguoi giri va ngudi nhan khong thé tur
chéi tin nhan da gui. Do d6, khi giri mot tin nhan, nguoi nhan ¢6 thé ching minh rang
tin nhin dé thuc sy duoc gui tir mot ngudi giri hop phap. Twong tu, khi mot tin nhin
dugc nhan, nguoi giri ¢6 thé chitng minh rang né thuc sy duoc nhan boi Mot nguoi
nhan hop I¢.

e Tinh kha dung (Availability)

e Mot hé thdng sin sang dam bao cd nghia 13 dit liéu cd thé duoc truy cap vao
bat ky thoi diém nao mong muén trong maot thoi gian nhat dinh. Cac cudc tan cong
khac nhau c6 thé gay ra mat mat hoac thiéu tinh kha dung cua dich vu. Tinh kha dung
cua dich vu chiing té kha ning ngin ngtra va phuc hdi cac thiét hai cua hé thdng do
cac cudc tan cong gay ra.

e Kha ning diéu khién truy nhap (Access Control): Trong bdi canh an ninh
mang, kiém soat truy cap I1a han ché kha nang truy cap may chi thong qua phuong
tién truyén thong. Bé dat duoc su kiém soét nay, can phai xac dinh hodc xac minh
ting thuc thé ¢b gang c6 duoc quyén truy cap dé quyén truy cap cia moi ngudi cO
thé duoc thoa man.

2.2 — Xac thuc qua ma hoa Wifi [2][8]
2.2.1 - Wired Equivalent Privacy (WEP)

WEP la mét thuat toan don gian sir dung PRNG (Pseudo Random Number
Generator) va dong ma RC4. Vao thang 9 nim 1994, mét s6 ngudi da cong bd ma
ngudn caa no truc tuyén. Mic di ma ngudn hién di co6, RC4 di duogc dang ky bai
RSADSI. Co sé ma RC4 c6 thé ma hda va giai ma rat nhanh, dé thuc hién va da don

gian dé cac nha phéat trién phan mém c6 thé st dung n6 dé ma hda phan mém.
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WEP sir dung khéa mé héa 64 bits hoic 128 bits khong déi (nhung trir di 24
bits dugc stir dung cho vecto khoi tao khoa ma hoa, do d6 do dai khoa chi 1a 40 hoac
104 bits) cho phép truy cap vao mang va ciing dugc sir dung dé ma hoa cac thiét bi
truyén di liéu.

Céc khoa ma hda nay dé dang duoc “bé giy” bai thuat todn brute-force va kiéu
tan codng thir 16i (tria-and-error). Phan mém mién phi nhu Aircrack-ng, Airsnort, hoic
WEP crack, néu hacker thu thap 50 dén 10 triéu goi tin trén mang khong day, n6 sé cho
phép ching bé khéa ma hda. Vi nhitng khda ma hoa 128 bit cling khong kha hon: 24
bit cho khai tao ma hoa nén chi co 104 bit dugc st dung & ma hoa va cach thic ciing
gidng nhu ma héa c6 do dai 64 bits nén ma hoai 128 bits ciing dé dang bi bé khoa.
Ngoai ra, diém yéu cua vector khoi tao khoa ma hoa khién tin tic c6 thé tim thay mat
khau nhanh hon véi it thong tin hon. Nhugc diém 16n nhat cia WEP 1a n6 st dung cac
khoa ma hoa tinh. Khi thiét 1ap co ché WEP cho bo dinh tuyén, tat ca céc thiét bi trén
mang s& sir dung khda dé ma hoa tat ca cac goi dit liéu duoc truyén. Nhung thyc té 13,
cac goi dir lieu ma hoa nay khdng thé tranh khoi viéc bi danh chan. Do mot s6 16i ky
thuat "bf truyén"”, ké nghe trom hoan toan cé thé danh chin du sb lwgng goi tin ma hoa
dé tim ra khoa giai ma 1a gi.

2.2.2 - WPA (Wi-Fi Protected Access)

WEP duoc thiét ké dé bao vé mang khdng day khoi bi nghe trom. Nhung ngay
sau d6 nguoi ta di phat hién ra nhiéu 16 hong trong cong nghé nay. Vi vay, mét cong
nghé mai mang tén WPA (Wi-Fi Protected Access) di ra doi, khic phuc dugc nhiéu
khuyét diém cua WEP.

Mot trong nhiing cai tién quan trong nhat ddi véi WPA 1a viéc sir dung chirc
nang Giao thic toan ven khoa tam thoi (TKIP). WPA cling st dung thuat todn RC4
(chang han nhu WEP), nhung st dung ma hoa 128-bit ddy du. Mot chirc ning khéc
cia WPA 14 thay d6i khda ciia mdi goi. WPA khong thé st dung céc cong cu thu thap
goi dix liéu dé giai ma khda ma hoa. Vi WPA lién tuc thay doi khoa, tin tic s& khdng
bao gio thu thap dua dit lidu mau dé tim mat khau. Ngoai ra, WPA ciing bao gom kiém

tra tinh toan ven cua tin nhin. Do dd, dit liéu khdng thé thay doi trong qua trinh
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chuyén. Mot trong nhitng diém hip dan nhat cua WPA 1a n6 khong yéu cau bat ky
nang cap phan ctng nao. Sir dung WPA dé dé dang va ty do nang cip phan mém cho
hau hét cac thé mang va diém truy cap.

Co hai tuy chon cho WPA: WPA Personal va WPA Enterprise. Ca hai tuy
chon nay déu st dung giao thirc TKIP, sy khac biét chi nim & khoa ma héa ban dau.
WPA Personal thich hop cho mang gia dinh va mang van phong nho, va khoa khai
tao s& dwoc st dung trén cac diém truy cap va thiét bi may tram. WPA doanh nghiép
y&u cau may chua xac thuc va 802.1x cung cip khoa khai tao cho mdi phién.

Mzc d0 Wi-Fi Alliance di ra mat WPA va duoc cho 12 sé& loai bo tat ca cac 16
hong WEP dé bi tin cong, nhung ngudi ding van chua thuc sy tin twong vao WPA.,
C6 mat 15 héng trong WPA, 18i nay chi xay ra trong WPA Personal. Vi chic ning
thay d6i khoa TKIP dugc su dung dé tao khoa ma hoa dugc phét hién, néu mot tin
tac c6 thé doan khoa khoi tao hoac mot phan cia mat khau, ho c6 thé xac dinh toan
bo mat khau va do d6 c6 thé giai ma dit liéu. Tuy nhién, 15 héng nay ciing c6 thé duoc
loai bo bang céach st dung cac khoa khoi tao khong thé doan trude. Didu nay ciing ¢o
nghia 1a cong nghé WPA TKIP chi la mét giai phap tam thoi va chua mang lai mac
d6 bao mat cao nhat.

WPA chi &p dung cho cac cong ty khéng truyén dit liéu "bi mat" vé thuong
mai hoac thong tin nhay cam. WPA cling thich hop cho cc hoat dong hang ngay va
cac k¥ thuat thir nghiém.

2.2.3 - WPA2 (Wi-Fi Protected Access 1)

Giai phép lau dai la st dung Wi-Fi Alliance dugc chirng nhan 802.111 tuong
duong v6i WPA2. WPA2 duogc phat hanh vao nim 2004. Day 1a mét cai tién 16n dbi
véi phan mém ma ching ta phai sir dung trude ddy, né sir dung mot thuat toan ma
hda manh va duoc goi la tiéu chuan ma héa nang cao AES. AES st dung mat ma doi
xang khi Rijndael, sir dung ma hoa 128 bits, 192 bits hozc 256 bits. Bé danh gia tiéu
chuan ma héa nay, NIST da thong qua thuat toan mat ma ddi xirng nay.

Mac du AES dugc coi 12 tot hon nhiéu so véi 128-bit WEP hozc 168-bit DES

(Tiéu chuan ma hoa ky thuat s6). Bé dam bao hiéu suat, qué trinh ma hoa can duoc
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hoan thanh trong céc thiét bi phan cimg nhu duoc tich hop vao chip. Tuy nhién, it
ngudi ding mang khong day quan tim dén van dé nay. Ngoai ra, hau hét cc thiét bi
cam tay Wi-Fi va may quét ma vach khong tuan tha 802.11,i.

2.2.4 — WPA3 (Wi-Fi Protected Access 111)

WPA3 ra d&i nham khéc phuc nhitng diém yéu ma thé hé tién nhiém can khic
phuc.

WPA3 da chinh thirc ra mat vao thang 6 nam 2018, nhung gidng nhu nhiéu
tiéu chuan ky thuat khac, né van dang duoc phéat trién.

La phién ban ké thira cho thé hé tha ba cuia WPA2, phién ban tha ba nay c6 ba
muc tiéu chinh: cai thién kha nang ma hoa, don gian hda viéc sur dung va tich hop,
ddng thoi tro thanh mot giai phap manh mé cho thiét bi l1oT.

Nhu da biét, WPA2 c6 mot van dé 16n, nd cho phép tin tac xam nhap vao mang
khong day nhu mot nguoi dung binh thudng. Thong thudng, loai su ¢d nay sé& do 15i
clia con ngudi trong qua trinh thiét 1ap bo dinh tuyén, nhung khong don gian dé loai
bo. Pay 1a diém yéu cd hitu cua tiéu chuan an toan nén khdng thé khac phuc duoc.

Dbi miat véi cac méi de doa ciia hon 400 triéu mang khong day, WPA3 phai
duogc gigi thidu nhanh chong. Tuy nhién, hién tai khong phai tat ca cac bo dinh tuyén
hoac thiét bi déu c6 thé sir dung WPA3. Do d6, trong twong lai gan, WPA2 s& van la
mat tiéu chuan ma cac thiét bj duoc chirng nhan Wi-Fi phai hd tro.

Nhirng diém méi cia WPA3: WPA3 14 sy cai tién cua nhiéu thay doi lon.
Pay déu la nhitng nang cap dang gia va hitu ich cho ngudi ding nhu:

« Mat khau nguoi ding s& khé bi hack hon: Sir dung tiéu chuan WPA2, ai d6
cd thé thu thap dit liéu da gtri va gui dén thiét bi caa ban qua Wi-Fi, dong thoi giai ma
nd théng qua céac cudc tan cong brute force (lién tuc doan mat khau cho dén khi tim
thidy ma chinh xac). Tuy nhién, d6i voi WPAS3, mat khau dyu doan sé phai duoc xac
minh tryc tiép trong thoi gian thuc boi bo dinh tuyén ma ban dang c6 gang két noi.

« Pon gian hoa viéc két ndi cac thiét bj IoT: WPA3 s& gilp két ndi thiét bi

khong man hinh véi bo dinh tuyén dé dang hon. Vi phién ban méi nay, khdng can
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sir dung dién thoai két néi mang Wi-Fi dé van hanh cac budc két ndi cua ting thiét
bi 10T, tat ca nhitng gi can 1am 13 quét ma QR trén dién thoali.

« Dir litu ma hoa bi danh cip chi c6 thé duoc giai mi trong thoi gian
thuc: Pay 1a mot tinh nang méi, ngay ca khi ké tan cong c6 mat khau chinh xac, n6
s& khong thé ma héa dix liéu bi danh cip tir ngudi dung trong trong lai. Diéu nay 1am
cho moi dit liéu bj tin tic danh cip hoan toan vé dung.

o Céc diém truy cip cong cong s& bao mat hon: WPA3 ciing s& ma hda két
ndi gitra thiét bi cua ban va diém phét song cdng cong (khong can mat khau). Day 1a
mét thay doi 16n, vi WPA2 khong ma hda tin hiéu duoc giri va gui dén cac diém truy
cap mang cdng cong. St dung 16 hong nay, bat ky ai cling c6 thé dé dang tiét 16 théng
tin nhay cam, chang han nhu tai khoan Facebook hoic tin nhin, khi st dung mang
Wi-Fi mién phi.

« Murc 46 ma hoa cao hon cho Wi-Fi cip d6 Doanh nghiép: Theo mic dinh,
khi & trang thai ca nhan hoac gia dinh, WPA3 s& st dung ma hda 128-bit. Tuy nhién,
khi chay ¢ ché do doanh nghiép, WPA3 s& str dung ma hoa 192-bit va thay thé PSK
(Khéa chia s¢ trudc) bang SAE (Xéc thuc dong thoi binh dang).

« Co ché PSK la mét hé thdng cho phép hai thiét bi co cliing thong tin dang
nhap (nhu mat khau) duoc két ndi. Thong tin ding nhap s& dugc ngudi dung chia sé
theo céch thu cong.

« Va SAE Ia mot hé thdng sir dung mat khau dang nhap cung lic, dugc chia
sé vé6i dia chi MAC cua hai thiét bi dé xéc thuc dua trén toan hoc ciaa nhém vong lap
hitu han. Pay c6 phai la kién thirc toan hoc ma ai ciing can hay khéng mubn biét.

« Mic do WPA3 dua vao handshake (bit tay) an toan hon, cac nha nghién
clru bao mat da tim thdy diém yéu trong viéc trién khai sém WPA3-Personal, cho
phép ké tan cong khoi phuc mat khau WiFi bang cach lam dung timing hoic 10 ri
kénh bén dua trén cache. Diéu ndy c6 thé bi lam dung dé danh cap thong tin nhay
cam nhu s6 thé tin dung, mat khau, tin nhan tro chuyén, email, v.v.

« CAac nha nghién ctru nhan thiy ché d6 chuyén tiép d& bj cac cudc tin cong

ha cép, nhitng ké tan cong cod thé lam dung dé thiét 1ap mot AP Itra dao chi hd tro
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WPA2, budc céc thiét bi hd trg WPA3 phai két ndi bang cach st dung bit tay 4 budce
cua WPA2.

o Hon nita, mdt vi tri trung gian 1a khong can thiét dé thuc hién cudc tin cong
ha cap. Thay vao d0, nhirng ké tan cong chi can biét SSID ctia mang WPA3- SAE.

« Céc nha nghién ctru cling mé ta chi tiét hai cudc tin cong kénh bén (side-
channel attacks) dwa trén bd nhé cache (CVE-2019-9494) va tin cong dya trén thoi
gian (CVE-2019-9494), cho phép ké tan cong thyc hién mot cudc tin cong phan ving
mat khau, tuong ty nhu mdt cude tan cong dictionary ngoai tuyén, dé co6 duoc mat
khau Wi-Fi,

« Bén canh d6, cac nha nghién ctru ciing ghi nhan mét cudc tan cong tir chbi
dich vu c6 thé dugc khoi chay bang cach 1am qua tai “AP bang cach khoi déng mot
6 lwong 1om cac bdt tay véi Access Point hd tro WPA3”, bd qua co ché chong tic
nghén ctia SAE dugc cho 1a dé ngan chin cac cudc tan cong Do .

2.3 — Xac thuc Wifi bang RADIUS Server
2.3.1 Tong quan vé giao thirc RADIUS

- Giao thirc RADIUS: RADIUS thuc chat 1a mot giao thirc mang duoc sir dung
dé xac thyuc va cho phép nguoi ding truy cap mang tir xa. RADIUS duoc gidi thiéu
lan dau tién vao nam 1991. Ngay nay, RADIUS van la mot cdng cu quan ly truy cap
ngudi ding mang rat manh mé.

- RADIUS cho phép xac thyc tap trung, iy quyén va kiém tra quyén truy cap
cho mang. Ban dau duoc phat trién cho cai dat két ndi tir xa. Radius hién hd tro may
chu VPN, diém truy cap khong day, xac thuc trao doi Internet, truy cdp DSL va cac
loai truy cap mang khac. RADIUS dugc mo ta trong RFC 2865, "Dich vu nguoi dung
quay sd xéac thyc tir xa (RADIUS), (tiéu chuan du thao IETF) va RFC 2866," Ké toan
RADIUS "(Théng tin).

- Bao mat WLAN két hop tiéu chuan 802.1x véi xac thuc nguoi dung trén
diém truy cap (AP). May chu thuc hién xac thuc trén nén tang RADIUS la mét giai

phap tot dé cung cap xé&c thyuc cho tiéu chuan 802.1x.
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Hinh 2. 1 M6 hinh x&c thwc gitra may khach khong day va may chau RADIUS
2.3.2 Tinh chit ciia RADIUS

RADIUS c6 c4c tinh chat chinh nhu sau:

Néu yéu cau dén may chu xac thuc chinh khdng thanh céng, yéu cau phai duoc
giri dén may chu phu. Bé thuc hién yéu cau ndy, mot ban sao cia yéu cau phai dugc
lwu trix trén 16p truyén tai dé cho phép truyén thay thé. Diéu nay c6 nghia 1a phai c6
bo dém thoi gian dé truyén lai.

Cac yéu cau vé thoi gian cia RADIUS hoan toan khéac véi yéu cau caa TCP.
Mot mat, RADIUS khéng can "phan héi" véi viéc phat hién dir liéu bi mat. Nguoi
ding san sang doi mot vai gidy dé hoan thanh uy quyén. Déi voi TCP, truyén lai
thuong duoc thuc hién dwa trén thoi gian truyén trung binh khéng can thiét (bao gom
ca thoi gian mat xac nhan phan hoi). Mat khac, nguoi ding khong thé doi qua 1au dé
Xac nhan quyén, va viéc chd doi 1a khong hitu ich. Viéc st dung hoan dbi nhanh
chong cac server sé cho phép user truy cap dugc vao mang trude khi ho bo cudc.

Trang thai cia RADIUS rat thoai mai, don gian hoa viéc s dung UDP. Khach
hang va may chi c6 thé dugc diang ky trong hoic ngoai mang. Vi mot 1y do nao do,
hé théng khoi dong lai, vi du: mat dién ... néu c6 mot khoang thai gian cho tt va cau
TCP duogc xéac dinh, cac sy kién bat thuong nay thuong khdng nguy hiém. Tuy nhién,

UDP hoan toan bo qua nhitng van dé dac biét nay. May khach va méy chu cé thé thuc
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hién "truyén" dit liéu UDP tirc thi va cho phép ching truyén céc su kién co thé xay ra
mot cach tu nhién théng qua mang.

UDP don gian hoa viéc trién khai may chu. Trong c&c phién ban trudc, may
cha 12 mot ludng, c6 nghia 14 chi c6 mot yéu cau dugc nhan, xir 1y va tra lai tai mot
thoi diém. Diéu ndy khong thé duoc quan ly trong bdi canh cua cac co ché bao mat
back-end thoi gian thuc. Hang doi yéu cau cua may chua s& diy va trong méi truong
ma hang trim nguoi dugc yéu cau xac nhan quyén mdi phat, thoi gian quay vong cho
c4c yéu cau lau hon nhiéu so véi thoi gian chd doi cia nguoi dung. Do d6, giai phap
duoc lra chon 12 sir dung UDP dé trién khai may chi ¢ ché d6 da ludng. Qué trinh
xur 1y doc 1ap s& duoc tao ra trén may chi cho mdi yéu cau va cac qua trinh xi Iy nay
s& phan hoi truc tiép dén NAS cua may khach thdng qua céac goi dit liéu UDP dén lop
truyén tai chinh caa may khéch.

2.3.3 Qud trinh trao doi géi tin

Khi may khach dwoc cdu hinh dé sir dung RADIUS, bat ky ngudi ding may
khach nao ciing sé& gigi thiéu thong tin dang nhap cho may khach. Pay co thé 1a mot
diu nhic lénh dé ding ky mang va yéu cau nguoi dung nhap tén ngudi ding va mat
khau. Nguoi ding co thé chon sir dung giao thirc thich hop dé thuc hién viéc trinh
bay théng tin nay trong mot géi dix liéu chang han nhu PPP.

Mdi may khach nhan duoc thong tin nhu vay va né cé thé chon sir dung
RADIUS dé xac thuc. Ung dung khéach s& dua ra mot "yéu cau truy cap” chira cac
thugc tinh giéng nhau: mat khau cua nguoi dung, 1D tng dung khach va ID cong ma
nguoi ding sé truy cap. Mat khau da nhap s& bi an (ma héa RSA hoic MD5). "Yéu
cau truy cap" s& duoc gui dén RADIUS qua mang. Néu khdng c6 phan héi trong thoi
gian quy dinh, yéu cau s& duoc gui lai. Néu may chi chinh gap su ¢b hoic chay theo
kiéu vong tron, may khach co thé chuyén tiép yéu cau dén may cha du phong.

MJdi khi may cha RADIUS nhan dugc y&u cau, nd s& xac nhan viéc gui cua
may khach. Céc yéu cau tir khach hang khdng chia sé thong tin bi mat véi RADIUS
s& khong dugc xac nhan va tra 1oi. Néu may khach hop 18, may cha RADIUS s& tim

kiém ngudi ding o cing tén trong yéu cau trong co s dit liéu. Chi muc ngudi ding
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trong co s& dir liéu s& chtra danh sach céc yéu cau can thiét dé cho phép ngudoi dung
truy cap mang. RADIUS s& ludn xac minh mat khau cta ngudi ding va ciing c6 thé
xac minh ID tng dung khach va ID cong ma ngudi dung duoc phép truy cap.

May chu RADIUS c6 thé yéu cau cadc may chu khac xac nhan yéu cau.
RADIUS sau d6 hoat dong nhu mdt may khach.

Néu bat ky diéu kién nao khong duoc dap tng, may chu RADIUS s& giri phan
hoi "Truy cap bi Tir chdi®, cho biét rang yéu cau cua nguoi dung khdng hop 18. May
cha ¢6 thé bao gdm mét thdng béo tin nhin vian ban trong phan tir chdi truy cap dé
may khach cd thé hién thi no cho ngudi dung. Khdng cé thudc tinh nao khac duoc
phép trong quyen truy cap bi tir choi.

Néu tat ca cac diéu kién duoc dap tng va may chu RADIUS muén gui yéu cau
phan hoi cia nguoi ding, RADIUS s& gui phan hoi "yéu cau truy cap” (access-
challenge), n6 c6 thé ¢ dang mat tin nhan vian ban duoc hién thi boi khach hang cho
ngudi ding hoic nd co thé 1a mot thudc tinh trang thai (state attribute). May khach s&
nhan access-challenge, va néu may khéach duoc trang bi challenge/ response, né sé
hién thi thdng bao nhac nha ngudi dung tra o1 yéu cau. Sau d6, may khach sé gui lai
(re-submit) “yéu cau truy cap” (original access-request) véi mot sé hiéu yéu cau
(request ID) méi, nhung thudc tinh tén ngudi dung va mat khau duoc Iy tir thdng tin
vira méi nhap, va bao gom ca thudc tinh trang thai tir access-challenge. May chi
RADIUS c6 thé phan hoi cac yéu cau truy cap véi sy chap nhan truy cap, tir choi
truy cap hoac mot access-challenge khac.

Néu tat ca cac diéu kién trén cudi cung dugc dap tng, danh sach gié tri cau
hinh cua nguoi ding sé dugce dua vao cdu tra 1i “chip nhan truy cap ". Cac gia tri
nay bao gom loai dich vu (SLIP, PPP, Login...) va c4c gia tri can thiét dé cung cap
dich vu. Vi du, d6i v6i SLIP hoidc PPP, c4c gié tri ndy c6 thé 1a dia chi IP, mit na
mang con, phuong phap nén va s loc goi. Trong ché do ky tu, cac gia tri nay co thé

Ia giao thac va tén may chu.
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2.3.4 - X&c thwe, cdp phép va kiém toén

Giao thirc dich vu ngudi dung quay s6 xac thuc tir xa (RADIUS) duoc dinh
nghia trong RFC 2865 nhu sau: n6 c6 kha ning cung cap xac thuc tap trung, iy quyén
va kiém soéat truy cap (xéac thuc, uy quyén va ké toan-AAA) cho cac phién. Puoc st
dung két hop véi SLIP va quay sé PPP vi cac nha cung cip dich vu xac thuc Nha
cung cap dich vu Internet (ISP) dya vao giao thic nay dé xéac thue ngudi dung voi
Internet.

Danh sach tén nguoi dung va mat khau phai duoc si dung dé ay quyén trong
tat ca cac may chu truy cap mang (NAS). Mot yéu cau truy cap RADIUS sé& chuyén
thong tin dén may chii xac thyc, thuong 1a may chu AAA.

Trong cau tric hé thdng, dir liéu nguoi dung, thong tin va cac diéu kién truy
cap c6 thé duoc tap trung vao mot diém (single point), nha cung cap giai phap NAS
c6 kha ning cung cap cac hé théng quy mé lsn.

Khi ngudi ding két ndi, NAS sé& gui théng bao yéu cau truy cap RADIUS
dén may cha AAA, dong thoi truyén thong tin nhu tén ngudi ding va mat khau
théng qua cong duogc chi dinh, NAS identify va thong béo xac thuc.

Sau khi nhan dugc céc thong tin, may chu AAA str dung cac goi dir li¢u duoc
cung cap (chang han nhu NAS identify), trinh xac thuc xac minh xem NAS ¢6 duoc
phép giri cac yéu cau d6 hay khong. Néu cd thé, may chu AAA s& kiém tra thong
tin tén ngudi ding va mat khau ma ngudi ding yéu cau trong co so dir lieu. Néu
kiém tra chinh xéac, nd s& mang mot thong béo trong "yéu cau truy cap" xac dinh
quyén truy cap ciia nguoi dung c6 dugc chap nhan hay khong.

Khi qué trinh xac thyc bat dau duoc st dung, may chia AAA c6 thé s& tra vé
mot RADIUS Access-Challenge mang mot s6 ngau nhién. NAS chuyén thong tin
dén ngudi dung tir xa (trong vi du nay, CHAP duoc str dung). Sau d6, nguoi ding
s& phai tra 10i chinh x4c yéu cau xac nhan (trong vi du nay, yéu cau ma héa mat
khau dugc cung cép), va sau d6 NAS s& chuyén tiép thong béo yéu cau truy cap
RADIUS dén may chi AAA.



38

Néu may chu AAA sau khi kiém tra cac thdng tin ciia ngudi dung hoan toan
thoa man s& cho phép st dung dich vu, nd s& tra vé mot message dang RADIUS
Access-Accept. Néu khdng, may chia AAA s& tra vé thong bao bi tir chbi quyén truy
cap RADIUS va NAS s& ngat két néi véi ngudi dung.

Sau khi nhan dugc mot gai tin Access-Accept va RADIUS Accounting da duoc
thiét 1ap, NAS s& gai mot goi tin RADIUS Accounting-Request (Start) téi may cha
AAA. May chu thém céc théng tin vao tép nhat ky cta nd, vai viéc NAS sé cho phép
phién 1am viéc véi ngudi dung bat dau khi nao, va két thac khi nao. RADIUS Accouting
lam nhiém vu ghi lai qua trinh xé&c thyc cua ngudi ding vao hé thdng, khi két thic phién
lam viéc NAS sé giri mot thong bao RADIUS Accounting-Request (Stop).

2.3.5 - Sw bdo mdt va tinh mo rong

Tat ca cac thong bao RADIUS dugc dong goi bai cac bicu do dir lisu UDP,
bao gom cac thong tin nhu: loai thdng bao, sb thir tu, d6 dai, trinh xac thuc va céac
gia tri thudc tinh khac nhau.

Authenticator: Muc dich ctia Authenticator 1a cung cap mét ché do an toan.
May chit NAS va AAA st dung trinh x4c thue dé hiéu thong tin duoc ma hda cua nhau,
chang han nhu mat khau. Trinh xé&c thuc ciing c6 thé giip NAS phét hién gia mao cac
g6i phan hoi RADIUS. Cubi cung, sir dung trinh xéac thuc dé chuyén d6i mat khau
thanh mot s6 dang dé ngan mat khau ciia ngudi dung bi ro ri trong théng bao RADIUS.

Authenticator gai mot yéu cau truy cap véi mot sé6 ngau nhién. MD5 s& bam
s ngau nhién thanh mot dinh dang riéng biét hoac sir dung n6 1am mat khau nguoi
dung, sau d6 giri n6 thdng qua mot yéu cau truy cap. Sau d6, MDS5 sir dung cling
cac tham s bao mat Authenticator va cac tham s phan hoéi khac dé bam toan bo
phan hoi RADIUS.

Trinh xéc thuc 1am cho giao tiép gitta NAS va may cha AAA duoc bao mat,
nhung néu ké tn cong nam bit dugc ca yéu cau truy cap RADIUS va géi phan hoi
truy cap, mot "cudc tan cong tir dién" c6 thé duoc thyc hién dé phan tich viéc dong
g6i nay. Trong thé gigi thuc kho giai ma, can sir dung cac thong sé dai hon va toan

bo Van dé truyén dan co thé gay hai dugc mé ta trong RFC 3580.
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Attribute-Value Pairs: Thong tin dugc mang bai RADIUS dugc miéu ta trong
mét dang Attribute-Value, hd tro nhiéu cdng nghé khac nhau va nhiéu phuong phap
xéc thuc khac nhau. Mét chuin dugc dinh nghia trong Attribute-Value pairs (cap doi),
bao gom User-Name, User-Password, NAS-IPAddress, NAS-Port, Service-Type.
CAac nha san xuét ciing c6 thé xac dinh céc cip thudc tinh-gié tri dé mang théng tin
cua riéng ho, chang han nhu "nha cung cip cu thé", tat ca cac vi du nay duoc mo ta
trong RFC 2548 - Binh nghi Microsoft Attribute-Value pair trong MS-CHAP.

Ngoai ra, trong nhiéu niam, nhiéu cip "thudc tinh-gia tri" tiéu chuan da duoc
xé4c dinh dé hd tro Giao thuc xac thuc mé rong (EAP). Céc phién ban trude cua giao
thac nay 1a giao thirc quay s6 PAP va CHAP. Ta ciing c6 thé tim thay phién ban méi
nhat cia RADIUS hd trg EAP trong tai liéu RFC 3579. Trong phan nay, t6i sé thao
luan thém vé hd trg xac thuc cho WLAN, vi tiéu chuan EAP duoc str dung cho kiém
soat truy cap cong 802.1x dé kich hoat xéac thuc bén ngoai khdng day.

2.3.6 - Ap dung RADIUS cho WLAN
Co ché hoat dong:

RADIUS xéc dinh quyén truy cip ctia nguoi ding mang thong qua mé hinh
may khach/may chu. Tuy nhién, trén thyc té, yéu cau truy cap mang thudng dugc giri
tir hé théng may khach va nguoi dung hodc diém truy cap WiFi toi hé thong méy chi
RADIUS d¢ x4c thyc.

May chit RADIUS thuong 13 sy két hop cia cac hé théng tao, duy tri va quan
Iy thong tin nhan dang va cung cip cac dich vu xéac thuc riéng 1¢. Do d6, khi nguoi
dung mudn truy cap mang duoc bao vé bdi giao thire RADIUS tir xa, ho phai cung
cAp thong tin xac thyc phi hop véi dit liéu trong chirc nang thu muc lién két.

Khi nguoi ding mudn truy cap dé cung cép thong tin ding nhap day du, dix
lidu s& dugc truyén tir may khach dén may chu RADIUS thong qua nguoi yéu cau.
Néu thong tin ngudi dung khép véi thong tin duge luu tri trong co so dit liéu lién
két, mot thong bao xac thuc s€ dugc gui trd lai may khach RADIUS dé nguoi dung
c6 thé truy cap dé két ndi voi mang. Nguoc lai, néu dit liéu khong khép, thong béo tir

choi s€ duogc hién thi.
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- CAu tric giao thic: Trong mot mang Wireless sir dung 802.1x Port Access
Control, cdc may tram str dung wireless vai vai tro Remote User va Wireless Access
Point 1am viéc nhu mot Network Access Server (NAS). Dé thay thé cho viéc két ndi
dén NAS véi dial-up nhu giao thirc PPP, wireless station két néi dén Access Point
bang viéc sir dung giao thuc 802.11.

Mot qua trinh dugc thuc hién, wireless station giri mot message EAP-Start téi
Access Point. Biém truy cap s& yéu cau tram nhan ra théng tin nay va chuyén no
dén may chu AAA va sir dung thong tin nay 1am thudc tinh cua tén ngudi ding cua
yéu cau truy cap RADIUS.

May chu AAA va tram khdng day hoan thanh qué trinh nay bang cach truyén
thong tin y&u cau truy cip va yéu cau truy cap RADIUS trén diém truy cap. Puoc
xéac dinh & trén 12 mot dang EAP. Thong tin nay duoc truyén trong mot duong ham
TLS dugc ma hoa (Encypted TLS Tunnel).

Néu may cha AAA guri thdng bao chap nhan quyén truy cap, diém truy cap
va tram khodng day sé& hoan tat két néi va sir dung WEP hoac TKIP cho phién dé ma
héa dir liéu. Cho dén luc d6, diém truy cap sé& khdng cadm cac cong va tram khéng
day gui va nhan du liéu tir mang mot cach binh thuong.

Can luu v 1a ma hoa dir liéu tir wireless station ti Access Point khac véi qué
trinh ma hod tr Access Point tai may chu AAA Server (RADIUS Server).

Néu may chit AAA giri mot message Access-Reject, Access Point s& ngat két
ndi téi tram. Tram c6 thé cb gang thtr qua tinh xéac thuc lai, nhung AP s& cam tram
nay khong giri duoc cac goi tin téi cac diém truy cap gan dé. Xin luu y rang tram nay
hoan toan c6 kha ning nghe dit liéu do cac tram khac guri vé - thuc té thi dit liéu duoc
giri qua séng vo tuyén, day 1a cau tra 1oi cho viéc tai sao phai ma hoa dit liéu khi gui
dir liéu trong mang khong day.

Attribute-Value pare bao gém trong message cua RADIUS c6 thé st dung bai
may chu AAA dé quyét dinh phién lam viéc giita Access Point va wireless station,

nhu Sesstion-Timeout hay VLAN Tag (Tunnel-Type=VLAN, Tunnel-Private-
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Group-ID=tag). Thdng tin chinh xac duoc thém vao c6 thé phu thudc vao may chu
AAA hoic diém truy cap va tram dugc sir dung.
2.3.7 - Cdc tuy chon bé sung

Diéu dau tién 1a phai hiéu vai trd caa RADIUS trong qué trinh xac thuc cua
WLAN, phai thiét 1ap mot may chu AAA hd tro interaction.

Néu ching ta c6 mot may cha AAA duoc goi 1d RADIUS trén mang, nd c6
thé hd tro xéac thuc 802.1x va cho phép lwva chon loai EAP. Néu vay, ching ta s&
chuyén sang budc tiép theo.

Néu c6 may cha RADIUS-AAA khéng hd trg 802.1x hodc khong hd tro loai
EAP, chiing tdi c6 thé lya chon bang cach cap nhat 1&én phién ban phan mém méi hon
ctia may chu hodc cai dat may cha méi. Néu ban cai dat mot may chu AAA hd trg
xac thuc 802.1x, ban cd thé sir dung chirc nang proxy RADIUS dé thiét 1ap mot chudi
may chui chia sé ciing mot co s& dir liéu tap trung. N6 ¢d thé dugc str dung dé chuyén
y8u cau xac thuc dén may chu 802.1x da xac thuc.

Trén co sd tap trung - giai phap sit dung RADIUS cho mang WLAN 4 rat
quan trong, bai vi néu mang cua ching ta c6 nhiéu diém truy cap, rat kho dé cau hinh
hé théng riéng biét dé bao vé an ninh cta hé thong. Ngudoi ding c6 thé xac thuc tir
nhiéu diém truy cap khac nhau, nhung diéu nay khdng an toan.

Viéc sir dung RADIUS cho mang WLAN mang lai su tién loi rat cao, d6 1a xac thuc
toan b hé théng nhiéu diém truy cap, tir d6 dua ra giai phap thong minh hon.
2.3.8 - Lwa chon mdy chit RADIUS nhur thé nao la hop Iy

Trong phén trudc, chiing ta da thay rang may chi RADIUS cung cip xac thuc
cho kiém soét truy cap cong 802.1x. Chlng ta can xem Xét cé4c lua chon trién khai
cho cac giai phap st dung chuan 802.1x. Néu viéc trién khai phd hop véi doanh
nghiép thi chi phi quan ly (tng dung nay va chi phi may chu RADIUS s¢ la bao nhiéu?

Cac doanh nghiép muén cai thién tinh bao mat cua hé thong WLAN cua ho,
nhung sir dung tiéu chuan 802.1x - do do, nén chon trién khai RADIUS.

Deploy WPA with Preshared Keys: Nang cap hé théng WLAN hién c6 tir
Quyén riéng tu tvong duong c6 diy (WEP) 1én Truy cap duoc bao vé bang Wi-Fi
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(WPA) ma khong str dung RADIUS nhung st dung khoda chia sé trudc (PSK) hd tro
tiéu chuan 802.1x. Khda chia sé truéc khdng thé xac thyc timg nguoi ding, va do
nhiéu vin d& bao mat nén kha niang chdng lai "tan cong tir dién" rat kém. Néu sir dung
giai phap nay, viéc kinh doanh s& gap nhiéu rai ro hon va chi phd hop véi méi truong
nho nén giai phap WPA-PSK Ia hop ly.

Use Microsoft's RADIUS Server: Néu c6 mot may chu chay Microsoft
Windows Server 2008/2012/2016, c6 thé sir dung Dich vu xac thuc Internet (IAS)
cua Microsoft. Khi 1am viéc trén méi treong Windows thi 1AS can thiét cho cac nha
quan tri hay cac user. Pay ciing 1a mét trong nhirng tinh nang nang cao cua Microsoft
Wireless Provisioning Service.

Install an Open Source RADIUS Server: Néu cé phién ban Windows, mét tiy
chon khéc 1a str dung giai phap phan mém ngudn ma, cé thé tim thay trén trang web
sau: http://www.freeRADIUS.org. Bang cach hd trg 802.1x, Linux, Free hoic
OpenBSD, OSF / Unix hoic Solaris va cac hé diéu hanh ma ngudn mé khac déu cé
thé duoc sir dung lam may chu RADIUS.

Mua mot Commercial RADIUS Server: Béi véi cac giai phap chuyén nghiép
can hd tro day du tat ca cac chirc niang, bao mat va on dinh, ban c6 thé mua cac phién
ban thuong mai ¢6 chirc ning tir c4c nha san xuit khac dé hd trg 802.1x, day 1a mot
may chiu RADIUS chuyén nghiép:

» Ruckus Network - https://www.commscope.com/

» LeapPoint AiroPoint Appliance - http://www.leappoint.com/

» Meetinghouse AEGIS - http://www.mtghouse.com/

» OSC Radiator - http://www.open.com.au/radiator/

» Aradial WiFi - http://www.aradial.com

» Bridgewater Wi-Fi AAA - http://www.bridgewatersystems.com

» Cisco Secure Access Control Server - http://www.cisco.com/

2.4 — Két luan chwong 2
Bao mat WLAN tuong tu nhu bao mat cua cac mang khéac. Bao mat hé théng

phai duoc ap dung cho nhiéu I6p va thiét bi phat hién tin cong phai duoc trién khai.


http://www.leappoint.com/
http://www.mtghouse.com/
http://www.open.com.au/radiator/
http://www.aradial.com/
http://www.bridgewatersystems.com/
http://www.cisco.com/
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Han ché quyén truy cap téi thiéu cia ngudi dung co ban. Dir liéu dd duoc chia sé va
y8u cau xac thuc mai dé truy cap nd. Dix liéu duoc truyén phai dugc ma hoa.

Trén day 1a mot s ky thuat va phuong phap phong chdng tin cong mang
WLAN. Phong thu tin cong 1a twong ddi quan trong va khdng thé phong tha hoan
toan trudc tat ca cac loai tan cong.

Xéc thuc Wi-Fi bang may chi Radius 1a mot trong nhitng céng nghé tién tién
nhét hién nay, 13 phuong phép bao mat hiéu qua nhat dua trén chuan 802.1x, duoc toi
vu hoa cao va dugc st dung rong rdi ¢ nudc ta ciing nhu nhiéu nudc khac trén thé
giéi. Tuy nhién, chi phi lya chon may chu xac thuc nguoi ding ciing can duoc can

nhic ky ludng dé tranh that thoat, 1ang phi cho don vi va doanh nghiép.
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CHUONG |1l - BAO MAT CHO MANG WLAN CUA
TRUONG PAI HOC HA NQI BANG CHUNG THUC RADIUS
SERVER

Chuong 3 cuia ludn van sé nghién cizu dé xuat mét gidgi phap bao mdt ph hop
cho mang WLAN tai truong Pai hoc Ha Ngi.
3.1 Khao sat mang WLAN Dai Hoc Ha N@i (sau khi da xin phép va duoc su
dong Y tir 1anh dao nha truong)
3.1.1 M0 hinh kién triic, cdc chirc ning va trang thiét bi mang hién cé trong hé
thong mang trwong Dai hoc Ha nji

Truong Dai hoc Ha N§i cO mot moi truong su pham, moi truong van hod lanh
manh, canh quan xanh, sach, dep, trudng nam trén truc giao théng chinh vao trung
tam thanh phé Ha Noi. Nha truong c6 quan thé kién tric va khdng gian hién dai va
tién ich, cac khu hanh chinh, giang duong, thu vién, Ky tdc xa... tat ca dugc bé tri trén
dién tich tong thé khoang 8 ha.

- Tong thé khuon vién nha trudng:

Giang/duon

Quén Ha Dong 266 Duong Nguyén Tri - Quin Thanh Xuén - Tp.Ha Noi Trung tam Ha Noi

Hinh 3. 1 Khudn vién trweong DPai hoc Ha Noi
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- M6 hinh mang noi b cua truong Pai hoc Ha Noi:
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Hinh 3. 2 M6 hinh hoat d9ng mang néi b cia trwong Pai hoc Ha Noi

Hé théng mang may tinh tai truong Pai hoc Ha ndi duoc xay dung theo md
hinh client server, dong thoi véi kién tric mang hinh sao & céc tang, ta sé dat duoc
téc 6 nhanh nhat c6 thé va kiém soét tot khi xay ra I8i cling nhu mo rong tdy y muon.
Hién nay tai truong Pai hoc Ha ndi dang stir dung 3 may chu dat tai 3 trung tdm la
Nha A, Nha C, Thu vién cua truong va 1100 may tram. Tai khu vuc mang noi bo, ¢
mdi tdoa nha trong truong Pai hoc Ha Noi déu co cac Switch dugc két ndi thang téi
Switch tong dé di ra ngoai mang ciing nhu di vao khu vuc may chi noi b, cac may
cha duoc két ndi véi nhau théng qua switch Cisco 48 port duong 1000Base LX va
1000 Base TX, cac may tram két ndi véi may cha thdng qua cac Switch Cisco 24
port.

Toan bo cac may tinh trong truong déu duoc két ndi internet thdng qua cac
may chu dat tai nha A, nha C, va Thu vién cdc may chu nay chay hé diéu hanh
windown 2008 Server, hé diéu hanh Linux.... Cac may cha nodi bo ¢é chic ning chta
dich vu cuia nha truong: Mail, Web, File, cung cap DHCP cho cac may tram theo cac
Vlan da dinh quan ly viéc truy cap internet ctia cac may tram.

May chu két néi ra internet théng qua cdc modem cap quang toc do cao cua
cac nha cung cap dich vu internet nhu: FPT, VIETEL VDC, VNPT, CNC.... Khoang
cach tir may chu cua ting co so t6i may xa nhat 1a 100m.

Mot s6 Switch dugc st dung tai truong Pai hoc Ha noi: Switch Cisco 65086,
Switch Cisco 4506, Catalyst 2950, Catalyst 2960....
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3.1.2. Ung dung mang mdy tinh trong trwong Pai hoc Ha ndi.

- Tra ctru tai liéu phuc vu ¢bng viéc hoc tap cua sinh vién va cdng viéc cua can
bo trong toan truong.

- Sinh vién c6 thé theo ddi thong tin va tinh hinh hoc tap cua minh trong thoi
gian hoc tai trudng thdng qua cong thong tin cua nha truong (http://hanu.edu.vn).

- Viéc trao doi thong tin trong toan trudng dé dang hon, khi ¢ nhitng thdng
bao, quyét dinh mai déu duoc phéd cap cho toan bo CB trong toan trudng théng qua
trang tac nghiép cua truong (http://tacnghiep.hanu.vn)

3.1.3 Nhu ciu sir dung mang WLAN ti thuee tién

Theo Chuong trinh hanh dong va néi dung cong tac cua Bang bo Truong Dai
hoc Ha Nbi nhiém ky 2020 — 2025 sé 01-CTr/PU dua ra ngay 04/09/2020 c6 ndi
dung trong tam néu vé van dé cong tac co s¢ vat chat nhu sau: “Dau tu nang cap ha
tang, trang thiét bi cong nghé thong tin, ma rong ving phu song WIFI dé két ndi
thong sudt, thuan tién, hiéu qua trong quan 1y, diéu hanh, ciing nhu thyc hién cac hoat
dong dao tao, nghién ctru, chuyén giao tri thire. Pam bao céc giai phap an toan thong
tin va an ninh mang cho céc hé théng cong nghé thong tin cia Truong”.

- Mic du hé théng mang LAN da twong dbi dap ung duoc nhu cau lam viéc,
giang day cua can bo va giang vién trong toan treong. Nhung day thoi ky 10T (Internet
of Things) nén chi ding mang LAN 1a chua du phuc vu cho moi ddi tugng nguoi
ding hién nay. Nhu cau st dung Internet Ia rat I16n, ngoai may tinh dé ban can két noi
Internet con ca trén Laptop, Ipad, Smart phone.... can két néi mang & moi Iic moi noi
trong khuon vién nha Trudng dé phuc vu hoc tap, lam viéc va giai tri ngay cang nhiéu,
doi hoi Hé thdng phai ludn két ndi duoc Internet va phai 6n dinh, an toan.

- Khi bung phéat dich COVID - 19 dot dau nam lan ra toan x& hoi, yéu cau gidn
céch xa hoi dé tranh 1ay nhiém bénh, nhu cau st dung mang WLAN & ca phong ban,
giang duong va khu ky tdc xa phuc vu cho viéc lam viéc, giang day va hoc tap Online
cua cén bg, giang vién va sinh vién ngay cang cao.

- Kha ning cung Gmg cao, dap tmg duoc mot luong 1on két ndi vao trong hay

ra ngoai mang ma van gitr dugc sy 6n dinh, an toan 12 mot yéu cau bat bugc.
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- C6 kha ning nang cip va cai tao trong tuong lai.

3.1.4 Hién trang cdc vin dé lién quan dén bdo mdt trong qud trinh sir dung thiét bi
phat WLAN tai truwong Dai hoc Ha Ngi

Thuyec trang:

- Cac don vi trong truong (phong ban, khoa) mudn st dung wifi cho muc dich
cua can bd don vi minh thi yéu cau bén TT cdng nghé thdng tin Iap thém thiét bi AP
phét wifi riéng cho tirng phong ban (hoic khoa). Céc thiét bi nay duoc cai dat cé thé
la d3t mat khau bao vé riéng cua don vi minh theo kiéu WPA/WPA2 personal (theo
khuyén céo ctia nha san xuat) hoac thiét bi khong dat mat khau bao vé dé thuan tien
cho viéc truy cap vao mang cua nguoi ding, sau do thiét bi dugc cam vao dudng
mang LAN ndi bo cua truong.

Nguy co: Mat an toan cho ca nguoi ding va co sé dit liéu ciia nha truong l1a
rat lon.

- Khi Wi-Fi khdng dung mat khau dé bao vé: Thiét bi truyén tai dit liéu hoan
toan mé va co thé bi loi dung, diém phat khdng an toan va nguy hiém doi véi dit liéu
c4 nhan nguoi dung. Piu nay c6 nghia rang moi luu lwong dugc chuyén tai tir nhitng
mang nay, bao gém tin nhan, mat khau, van ban,...déu c6 thé bi nhitng ké xau lgi
dung.

- Khi dit ché d6 bao mat 1a WPA/WPA2 Personal: Chirc ning thay d6i khoa
TKIP duoc st dung dé tao khoa mé hoa dugc phat hién, néu mot tin tic co thé doan
khoa khoi tao hoic mot phan cua mat khau, ho c6 thé xac dinh toan bo mat khau va
do d6 c6 thé giai ma dix liéu.

NS hye dé hack nhitng mang nay tly thudc vao cai dat bao gdm d6 manh cua
mat khau. Vi dy, néu mat khau yéu hoac dé doan duoc (vi du nhu mat khau thuong
hay dat mot day s lién tiép hay mot day sé 1ap) thi toi pham s& dé dang giai ma va
bat ki thong tin nao dugc chuyén tai trén mang nay ciing déu khdng con an toan.

Nhu vay bién phap sir dung Wifi hién tai cta cac don vi trong truong (c6 mat
khau va khéng c6 mat khau) déu mat an toan rat cao: Déi tuong tan cong cé thé nghe

Ién, giai m& giao thirc ma hoa va doc dugc ndi dung cua cac goi tin ma trude day
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duoc cho 1a an toan. Dan dén, cac théng tin ca nhan, théng tin nhay cam nhu tai khoan
ngan hang, thé tin dung, tai khoan mang xa hoi, théng tin riéng, néi dung chat, thu
dién tir, hinh anh, video...ctia nguoi dang co thé bi danh cip néu dugc truyén qua
mang khong day.

Vi nhitng Iy do trén, xay dung hé théng bao mat mang WLAN truong la hét
sirc can thiét dé bao vé ngudi ding mang khong day va co sd dit liéu caa nha truong.
3.2 P& xuit cac giai phap bao mat cho mang WLAN tai truong Pai hoc
Ha Noi
3.2.1 Cac gidi phap bdo mdt mang WLAN hién co tai Hanu

Str dung mang khong day wifi 13 xu huéng ctia nhiéu phong ban va khoa hién
nay tat HANU dé phuc vu nhu cau cong viéc. Tuy nhién, xu hudng nay cling tiém an
rat nhiéu nguy co vé tinh bao mat thong tin. Pé nang cao tinh bao mat cho tinh hinh
stt dung WLAN véi co s& vat chat hién tai cua trudng, c6 thé sir dung cac giai phap
sau dé giup cho viéc truy cap internet bang mang khong day dam bao an toan hon.

a. Thay d6i tén mang (SSID):

Nén thay d6i tén mang mic dinh dé tranh trudng hop ké tin cong biét duoc
SSID mic dinh. Mdi san pham wifi khi san xuét ra déu c6 bo dinh tuyén (router) va
ISP. Néu ké tin cong tim ra dugc bd dinh tuyén Router va vao dugc tén mang SSID
ctia ban thi ho s& rat dé dang tin cong. Do d6 viéc thay doi tén mang SSID 1a rat can

thiét @& dam bao an toan khi truy cdp internet bang mang khong day.

Wireless Network Name (SSID) ‘ something creativel ‘
Wireless Channel Auto vl

b. Thay doi tén ngudi ding va mat khau:

Thay ddi tén nguoi ding va thay doi mat khau ciing 13 cach dé bao mat wifi.
Boi thong thuong cac hacker s& thudng thir tin cong mang nha ban bang tén ngudi
ding va mat khau. Néu khong hack dugc thi chung méi 4p dung cach tin céng khéc.
Diéu dic biét 1a cac hacker nay thuong co cong cu dé tra ciru do ra mat khau ciing
nhu tén nguoi dung rat nhanh. Do d6, khong nén dé mat khau qua don gian. Loi

khuyén 13 hiy thay ddi tén ngudi ding va mat khau bang mot diy ky tu kho doan.


https://www.totolink.vn/router.html
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Ciing nén két hop chir hoa chit thuong va cac con s6 dé tao nén mot day tén nguoi
dung va mat khau vo nghia. Di€u nay sé€ khién cho nhitng ké tan cong kho do ra dugc
tén nguoi dung va mat khau hon.

Router Password

Router Username 0000000000000000
Router Password 0000000000000000
Re-enter to confirm | .....Q....Q.Q...{ ’

C. St dung ma hdéa manh dé bao mat wifi:

Khi ding mang wifi can ma hoa. Néu chua diung mi hoa cho mang wifi thi
nhimng ké tin cong rat dé hack wifi. Pé ma hoa bao mat wifi c6 thé chon “WPA2
Personal” cho mang. Ddi véi thuat toan ma hoa nén chon AES va khong nén ding

TKIP. Béi AES sé& cung cip ma hoa manh kho tan cong hon TKIP.

Security Mode WPA2 Personal 2

WPA Algorithms AES ¥

d. Chon mat khau manh:

Céach bao mat wifi don gian la nén ap dung chon mat khau manh cho wifi. Mot
mat khau wifi manh can dam bao mét vai yéu t6 vé do dai (46 dai Iy tuong 1a it nhat
15 ky t), ddy mat khau nén c6 cac ky tu dic biét.

WPA Algorithms AES vl

WPA Shared Key 000000000000000000000000000

e. Thay d6i mat khau wifi:

DU mat khau da rat manh thi sau khoang vai ba thang ban nén d6i mat khau
wifi bang mot cum mat khau khac. Cach lam nay nham dam bao mang wifi duoc bao
mat tuyét dbi.

f. V6 hi¢u hoa mang khéch:

V6 hiéu hoa mang khach ciing 14 cach bao mat mang khong day an toan. Néu

dé mang wifi ché do mo gitp ai ciing c6 thé két ndi wifi ma khong can mat khau. Tuy

nhién cach dé mang khach m¢ nhu nay rat nguy hiém. To6t nhat 1a nén vo hi€u hoa


https://www.totolink.vn/article/29-wep-wpa-wpa2-wpa3-dau-la-loai-bao-mat-wifi-tot-nhat.html
https://www.totolink.vn/article/29-wep-wpa-wpa2-wpa3-dau-la-loai-bao-mat-wifi-tot-nhat.html
https://www.totolink.vn/article/169-cach-doi-mat-khau-wifi-don-gian-nhat.html
https://www.totolink.vn/article/169-cach-doi-mat-khau-wifi-don-gian-nhat.html
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mang khach bang mot diy mat khau riéng. Va sau khi khach roi di thi hiy thay doi
méat khau wifi.
g. Bat tuong lira dé bao mat wifi:

M5t sb bod dinh tuyén wifi s& dugc cai san tuong Itra. Dé bao mat mang khong
day nén bat tuong lra nay 1é€n. Tuong Itra dugc vi nhu hang phong tha giup bao vé
mang khong day. Tudng lira co tic dung quan 1y va loc tit ca cac luu lugng truy cip
vao mang wifi. Tham chi né c6 thé khoa, ngin chin céc truy cap nguy hiém cho mang

khong day.
Firewall Protection

o % = .
SPI Firewall *! Enable Disable

h. Tat WPS:

WPS dugc hiéu 1a mot hé thong dugc két ndi véi wifi dd duge ma hoa ma
khong can sir dung mat khau. Nhuoc diém cua WPS 1a né c6 thé tao diéu kién cho
nhirng ké tan cong d& dang tin céng mang khong day hon. Do d6, hiy tit WPS dé
dam bao an toan t6i da cho mang khong day.

i. Quan ly firmware cia bo dinh tuyén:

B6 dinh tuyén wifi thudng c6 mot hé diéu hanh twong ty nhu may tinh vay.
Nhung hé diéu hanh nay khong thé ty update ctia ban cip nhat bao mat mang khdng
day nhu mot chiéc mdy tinh. Mot s6 bo dinh tuyén cé thé update cac ban cap nhat
firmware tir trén mang. Con céc trudng hop khac thi phai tai cac ban cap nhat xuéng
roi lai tai 1én bd dinh tuyén tir may tinh dé cap nhat cho wifi. Loi khuyén 14 vai ba
thang nén update ban cap nhat cho wifi dinh ky dé dam bao tinh bao mat cho wifi.

Firmware Upgrade
After flashing, reset to Don't reset -

Please select a file to upgrade Browse... No file selected.

K. Tat quan 1y tir xa/ dich vu khong can thiét:
Mot s6 b dinh tuyén cho phép quan 1y tir xa. Diéu nay co thé s& giup quan ly

bd dinh tuyén dé dang hon. Nhung né ciing tiém an nhiéu rai ro va nguy hiém cho


https://www.totolink.vn/article/109-kien-thuc-tong-quan-ve-firewall.html
https://www.totolink.vn/article/89-firmware-la-gi-firmware-co-giong-software-khong.html
https://www.totolink.vn/faq/20.html
https://www.totolink.vn/faq/20.html
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mang khong diy. Bdi nhitng ké tin cong hoan toan c6 thé hack truy cap vao giao dién
quan 1y bd dinh tuyén va xam nhap mang khong day. Do d6, dé dam bao tinh bao mat

wifi ban nén tat dich vu quan 1y tir xa ctia bd dinh tuyén.
Secure Shell

SSHd Enable '*' Disable

System Log

Syslogd Enable '*' Disable

Remote Server

Telnet

Telnet O Enable & pisable

Trén day chinh la cac cach bao mat WLAN cho mang hién tai cia HANU.
Trong sb cac cach nay, nén chl y t&1 cach ma hoa va dat mat khau manh. Boi day
chinh 14 cach bao mat mang khong day don gian, an toan va dé thuc hién nhat.

3.2.2 Bdao mdt mang WLAN sir dung chirng thuc Radius Server tai Hanu

Xuat phat tir nhitng loi ich rat hitu ich nhu tinh linh dong, thuat tién trong viéc
ap dung mang WLAN vao cac noi cong cdng nhu cong so, truong hoc. Bac biét la
truong Pai hoc Ha Noi véi sé lwong cén bo, giang vién khoang 750 nguoi, sinh vién
nha truong co khoang 10.000 sinh vién cac khoa, céc sinh vién ¢ khu vuc KTX ¢6
nhu cau sir dung mang internet rat 16n. Hoc vién xin dé xuét 4p dung mé hinh trién
khai mang WLAN vaéi hinh thiac chiing thuc RADIUS cho khu hanh chinh, giang
duong va ky tic x4 truong véi ddi tuong st dung 1a can bo, giang vién, va sinh vién
cua truong dé quan Iy tap trung va nang cao tinh bao mat cho ngudi dung va co s
dir ligu cua nha truong.

Véi d6i tuong 1a Giang vién, vién chic caa truong, cac dit liéu truyén trong
mang can cd sy bao mat trén duong truyén do do6 sé to chirc cac dbi tuong nay vao
cac Group dugc phan quyén va ap dung cac chinh sach thich hop dap ung nhu cau
bao mat dit lidu truyén trén mang ciing nhu van dé phan quyén.

Déi vé6i dbi twong 1a Sinh vién, nhu cau truy cip dé st dung mang internet 1a

chinh nén cac di twong nay s& dugc to chic vao cac group thich hop. Sinh vién c6
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nhu cau st dung mang WLAN s& duoc cp user va password. Cap cho cac user nay
khoang thoi gian truy cap ciing nhu cac van dé vé kiém soat, thu phi...vv.

Dé quan ly tap trung dit liéu va cac dich vy, dong thoi dam bao an toan thong
tin cho hé théng mang WLAN, hoc vién dé xuat giai phap nhu sau:

3.2.3 Gidi phap mang

Xay dung phong may chu tap trung quan ly WLAN tai ting 3 nha A st dung
chuing thuc Radius Server dé diéu khién va cap quyén truy cap cho cac user két ndi
Vvé6i cac AP duoc lap tai cac khu 1am viéc, giang duong va khu ky tac xa sinh vién
cling nhu khuén vién nha truong.

Pé viéc ap dung giai phap sir dung Radius server duoc kha thi thi can tinh dén
tinh hiéu qua kinh té phd hop, ngoai cac thiét bi & phong may cha, cac switch chia
cong, dudng cap quang di cac toa nha,... 1a can phai co, dé giam chi phi dau tu cac
thiét bi Access Point lap cho cac phong ban va giang duong, thu vién,... hoc vién dé
xuat cach phan bd Iap thiét bi tai cac tda nha nhu sau:

Nha A 1a khu hanh chinh cé cac phong ban lap 3 hoic 4 chiéc thiét bi phu
hop ngoai hanh lang (riéng khu virc phong may chu khdng lip thiét bi phat wifi dé
dam bao tinh bao mat co so dir liéu cua nha truong) phuc vu cho can bo sir mang
WLAN (vi du c6 thé ding TP-Link Archer C50 dap (ng 20-25 ngudi dung).

Céc toa nha giang duong nhu nha B, nha Al, nha C, nha E, D1, D2, D3, thu
vién thi trang bi ldp 3 hoic 4 thiét bi Access Point & ngoai hanh lang cac tang, céc
thiét bi ndy c6 kha ning dap ung sé luong Ion nguoi dung (vi du nhu dung Wifi
Ruckus ZoneFlex AccessPoint 7372 co6 kha nang dap ing duoc 200 nguoi dung cung
luc).

Céac khu KTX sinh vién nha D4, D5, D6, D7, D8, D9, D10: Cac nha nay ban
quan ly bé tri c6 6-8 ban sinh vién & 1 phong, nén s& trang bi cac thiét bj Access Point
ré tién hon (nhu TP-Link 840N) vao tirng phong phuc vu di nhu cau sé nguoi ding

cho mai phong.
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3.2.4 M6 ti hé thong (thir nghiém)

Wired Lan

™. 192.168.1.100 192.168.1.254

Nl(‘ ) O

——————4 —

Access Point RADIUS Server

Hinh 3. 5 Hé thong xac thuc RADIUS cho mang WLAN

M0 ta yéu cau:

+ 1 Access TP-LINK (hoic cua cac hing khac co hd trg WPA2-Enterprise).

+ 1 PC lam RADIUS server sir dung hé diéu hanh Windows Server 2012 R2
Data center c6 RAM tdi thiéu 1a 2GB, tao user va password cho céc client du dinh
tham gia vao mang.

+ 1 Laptop c6 card wireless st dung hé diéu hanh Windows 7 ding lam client.

+ Két ndi network giita access point va Window server 2012 phai thong sudt,
khong bi chan béi firewall.
3.3 — Cai dat

Server phai dugc dat IP va tré Prefer DNS vé chinh n6 (¢ day hoc vién dit IP
1a 192.168.1.254/24) va da duoc nang cap Active Director (AD) roi.
3.3.1. Cdi dit + Ciu hinh Active Directory Certificate Services (CA)

a. Cai dat CA
— Pau tién vao Server Manager> Add Roles and Features

shboard @1 F

)

\>)

e
I Locat Server
s AN serve
-

~  Server Manager * Da

— Chon Active Directory Certificate Services
— Hop thoai Add Roles and Feature Wizard xudt hién chon Add va

bam Next dé tiép tuc
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& Add Roles and Features Wizard

Select server roles

sflsd one or more roles to install on the 54

Add features that are required for Active Directory
Certificate Services?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

|4 Remote Server Administration Tools
4 Role Administration Tools
4 Active Directory Certificate Services Tools
[Tools] Certification Authority Management Tools

[] DHCP Server
[V} DNS Server (Installed)
[] Fax Server

1d Storage Services (2 of 12

‘ 2

L
[] Print and Document Services Include management tools (if applicAg]

[ Remote Access

[[] Remote Desktop Services

— Hop thoai Active Directory Certificate Service xuat hién Click Next dé dén
bude tiép theo.

— Hop thoai Select role service xudt hién ban tick vao Certification
Authority va bdm Next dé tiép tuc.

. esTINATION SERVER
Select role services NP9,
Before You Begin Select thpgrole services to install for Active Directory Certificate Services
! Installation Type Description
|
| Server Selection Certif Authority (CA) is used

Server Roles to issue and manage certificates.
Multiple CAs can be linked to form a
[ Certificate Enrollment Web Service public key infrastructure.

[ Certification Authority Web Enroliment

[] Metwork Device Enrollment Service

[ Certificate Enrollment Policy Web Service

Feztures

ADCS

Confirmation [] Online Responder

24

< Previous Next Install Cancel

— Hop thoai Confirm installation selections xuét hién bam Install.

i i . ) SESTINATION StRVER
Confirm installation selections WIN-LII0PU30BL
Sehie uRecin To install the following roles, role services, o features on selected server, click Install

Installation Type (W] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have

G been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Features

AD €S Active Directory Certificate Services
Certification Authority
Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

Export configuration settings
Specify an alternate source path

| Install

[ cancel

— Sau khi install xong, bam Close dé hoan tit budc cai dat CA.
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b. CAu hinh CA

— Sau khi cai dit xong & Server Manager s& thay ddu cham than bén goc trén
bén tay phai, click vao diu chidm than, Chon Configure Active Directory Certificate

Server On th...

— Hop thoai Credentials xudt hién chon Next
— Hop thoai Roles Services xuat hién, chon Certification Authority va

bam Next dé tiép tuc cau hinh.

AD €5 Configuration | == =

.....

— Hop thoai Setup Type hién ra
+ Tick vao Enterprise CA

+ Click vao Next dé tiép tuc

AD CS Configuration =0 |

1

E ~heinie

2

< Prevos | [ Nest> Cancet

— Sau d6 tick chon Root CA va Click vao Next dé dén budc tiép



S7

- Hop thoai Private key xuét hién chon Create a new private key va Click

vao Next dé dén budc tiép

1
2

— Hop thoai Cryptography xuat hién

+ Select a cryptography provider: Chon RSA#Microsoft Software Key
Storage Provider

+ Key length: 2048

+ Select the hash algrithm for signing certificates issued by this CA:
Chon SHA256

—Va Click vao Next dé dén budc tiép
) AD CS Configuration = | o -

DESTINATION SERVER
Cryptography for CA WIN-SAFHATEOKHFwifihanu.com

1 specify the cryptographic options 2

— Hop thoai CA Name xuét hién chon Next.
— Hop thoai Validity Period xuét hién chon Next.
— Hop thoai Certificate Database xuét hién Chon Next.

—Hop thoai Confirmation xuat hién Chon Configure.
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AD CS Configuration [=1c .

— Hop thoai Results xuét hién chon Close.
3.3.2. Cai diit NAP va céu hinh NAP (Network Policy and Access Services)

a. Cai dat NAP

— Tiép tuc vao Server Manager -> Add Roles and Features.

— Hop thoai Server Roles xuét hién:

+ Tick chon Network Policy and Access Services.

+ Hop thoai Add Role And Feature Wizard xut hién chon Add Features

— Click vao Next dé dén budc tiép.

Add Roles and Features Wizard

— Hop thoai Features xuét hién chon Next dé tiép tuc.

— Hop thoai Network Policy and Access Serivices xuét hién chon Next.

— Hop thoai Role Services xuét hién:

+ Tick chon Network Policy Server va Tick chon Heath Registration
Authority

+ Hop thoai Add Roles and Features Wizard xuét hién chon Add Features.

— Click vao Next dé dén budc tiép
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Add Roles and Features [ Add Roles and Features Wizard =]

— Hop thoai Certification Authority xuat hién chon: Use the local CA to issue

heath certificates for this HRA server sau d6 Click vao Next dé dén budc tiép.

 AddRolesond FeatwresWizara = 1o e

— Hop thoai Authentication Requirements xuit hién chon No, allow

anonymous requests for heath certificates. va Click vao Next dé dén budc tiép.
[ Add Roles and Features Wizard (=& -

2

) ] [ N-I.|. ]

— Hop thoai Server Authentication Certificate xuét hién chon Choose an

.......

existing certificate for SSL encryption (recommended) va Click vao Next dé dén

budc tiép.
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Add Roles and Features Wizard =1

< Previous * Cancat

— Hop thoai Web Server Role (11S) xuat hién chon Next.

— Hop thoai Select role services xuét hién chon Next.

— Hop thoai Confirm Installation Selections xuat hién Chon Install

— Sau khi tién trinh cai dat két thic, bam Close dé hoan tat viéc cai dit NAP.

b. Cau hinh NAP

— Pé apply NAP cho group user, tién hanh tao user va add user d6 vao group
trude. NAP sé apply cho Group.

— Tao GroupWifi: Kich tuan ty cac budc tir 1 dén 6 dé tao Gruop

Serve Manger m;-|

Create a new object...

— Xuét hién hop thoai new object dat tén cho Group: Panh tén va Click OK
New Object - Group =1

8 e it

Groupr
[iferoue |

Group name (pre-Windws 2000):
[iferown |

— Tao user: Kich tuan tu cac bude tir 1 dén 12 nhu hinh sau dé tao user:
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- {0XCas Bm taarYdh

B Users and Com) [ Name Type Descrpion ~
» & B Alowed RO... Security Group... Members in this group ¢...

.

L] om 88, Cont Publsh... Securty Group.. Members of this group.
+ 3 Buitin B, Clonesble D.. Securty Group_. Members of this group ..
v@ :

DNS clients who are per...

sdministrato..
All workstations and ser...
Al domain controllers -

Set tinh chat user cho phép truy cap: Thuc hién tuan ty budc 1 dén 6 nhu sau

File Action View Help N
om0/ XD Bm e TER
‘e Daectory Users and Compus Name Type Decrten FEF L ERE T AL LY
2 Saved Queres &, Adminitrater User
3 wifibanu.com B, Allowed RO Security Group... Membess i this group c.. —
b 2 Buitin B4, CertPublish... Security Group... Members of this geoup .. :“""’:L"
B, Cloneable ... Security Group... Members of this group L. ‘(“’"“
8, Denied ROD... Security Group... Members in this group c... = “"“*'LL
| B Drscmins o DNS s"‘“‘”"
84, DralipdsteP... Securi are per.. “""“ o
84, Domain Ad... Security Group... Designated administrato. &
0 " Omstipdated..
Ko ; . X & Dermsin 2
S8, Domain Gut.. Securty Groug. ANl domain guests :""“' o -
4, Domain Users Security Groug.. Al domain users e
1 B Enterprise A Security Group... Designated administrato... :“""": Secusty Group—. : " Deny sccem
erprise L Security Group... Membess of this group ‘""" T Secusty Geoup... pdl | |1 ot scoom S NP Ntk ek
pPec... Securty Gioup.. Membessn this group .. ..“"‘""R Sacuy Ermup.- | e
User Bustin accaunt for gue. h“""‘"‘ e Cller
B Gt User e
ARAS Addto 3 group. s e
S Resd  Disable Account s of this group Rpreteced s Secunty Goup. W | | St Gk = =
BSche  Reset Pazsword_ ated administrato, :m""‘t Secusty Group.. : © Menrs Catuck v
WG Moe.. s
wind berctthisgroup.. | Bhemedd Sty Gou Ol | 1ty e @ A
i 2 Define IF addmsses to erebie for the
SendMsi R WeRMBem_. Security Group.. MY e |
AT f

WifiGroup Properties 7]l %

Select this object type:
‘Us&vs‘ Service Accounts, Groups, or Other objects. ‘ ‘ Object Types. ‘
From this location:
Hﬁhanu com ‘ ‘ T ‘
jnRMRem, 2d3to s group B
- = Move. ™= e object names to select (xamples) b
- ifihanu com| Names

e




— O day hoc vién di tao user: huyenph 13 thanh vién ctia group WifiGroup, sau

8, Denied ROD_. Secur
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ity Geoup.

S8, Win8MRem... Securty Group.

day hoc vién sé apply NAP vao group nay

— Tai Server Manager click chon NAP, sau dé click chudt phai vao AD
192.168.1.254 — Online — Performance... Chon Network Policy Server dé vao ciu

hinh NAP.

- Hop thoai Network Policy Server xut hién tai Standard Configuration x6

drop down list ra chon RADIUS server for 802.1X Wireless or Wired Connections

WifiGroup Properties | ? I

eof| [Gorwa| Moo Mambar Of | Marsagnd by

Vertars
Name e Drectory Doman Services Foder
& hyeron e com/Users

£ ePedemence Cau
Retrezn

[smetime ooty s [copy

e

- e
@ v Ser\.’er Manag( File Action View Help
@9

iE Dashboard

I Local Server
#5 All Servers

B® ADCS

il AD DS

& DNS

=

W§ File and Storage Services b

o IS

?)‘ @ NP (Local)
b [ RADIUS Clients and Sei
b ] Policies
Filid | W8 Network Access Protection)
B, Accounting

Serd | b Templates Management

WIN-
EVEI

rvers|

— Va Sau d6 chon Configure 802.1X

N\ Vctrioric Access Protection (NAF)

Network Palicy Server

(-]

Network Policy Server {NPS) allows you to create and erforce organization-wide network access p
client health, connection request authentication, and connection request authorization

SIndard Configuration

Seley

afonfiguration scenario from the list and then click the link below to open the scenario wizard

RADIUSServer for 802.1X Wireless or Wired Connections v ‘

RADIUS server for Dial-Up or VPN Connections
HADIUS server for 802. X Wirsless or Wired Connections

R ONEDONENS that <
NPS to authenticate and autherize connections from wireless access paints and authenticating switches (

called gz\us clents).
[ ] Cu\ﬂ@.‘* 1%

B Leammoe

— Hop thoai 802.1X Connections Type xuat hién:

+ Type of 802.1X Connection: Tick chon Secure Wiresless Connections

+ Name: it tén cho Policy.
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— Sau khi chon va dién xong Click vao Next dé dén buéc tiép.

i Configure 802.1X -‘ =[8] x
Fle Adwn ¥ l Select 802.1X Connec tions Type |

— Hop thoai Specify 802.1X Switches xuét hién chon Add dé Add Radius client

(Luu y: Radius client ¢ day chinh 13 access point. Néu c6 1 access point thi
add 1 céi, c6 2 thi add 2, ... néu khong add vao thi access point cho dui ¢6 tinh tro vé
RADIUS Server cling khong stir dung duoc.)

— Sau khi click Add... hop thoai New RADIUS Client xuat hién, can 1am nhu
Sau:

+ Friend Name: Dat tén cho radius client (101 khuyén la nén dat trung véi host
name cua thiét bi wireless s& add vao), & day hoc vién dat tén 1a WIFTHANU

+ Address: Go dia chi IP cua access point vao (¢ day la 192.168.1.100)

+ Tick vao Manual va gd chudi Shared secret vao roi confirm né lai lan nira.
(Lwu ¥ chudi secret ndy dung dé xac thuc giita access point va Radius server, sé dién
n6 vao access point khi cau hinh & phan sau)

+ Va bam OK dé hoan tét viéc Add RADIUS Client.

— Sau khi add RADIUS Client xong bin Next dé qua buéc tiép theo.
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e

File  Action

Vi

«= = @ "

B Pleesespecify 802.Xswitches or Wireless Access Points (RADIUS Clients)

€ NPS (Local)
p ] RADIUS

b =] Policies

Cli

b B Network A
B, Accountin
p Wl Templates

Configure 802.1X

Specify 802.1X Switches

RADIUS clients are network access servers, such as authenticating switches and wireless access poi
RADIUS clients are not cli

ient computers
Ta specify 2 RADIUS client, click Add.

RADIUS clients:

3

Previous

Add...

4

S o

Cancel :

| Settings [ Advanced

Enable this RADIUS client
Selex

md o
Fr ame:

2
[WiFHANU @ |

Address (IP or DNS): §

[192.168.1.100

[ verty.. |

Shared Secret
Select an exising Shared Secrets template:
[None v

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must corfigure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

®) Manual O Generate
ared secret:
[soeess - |
Corfim shared secret: o]

..... N ]

— Hop thoai Configure an Authentication Method xuét hién:

— Type x6 ra chon Microsoft: Protected EAP(PEAP)

— Sau d6 click vao Configure.

+ Hop thoai Edit Protected EAP Properties xuat hién thiy ¢ Eap Types dong

Secured password (EAP-MSCHAP v2) bam OK

— Hop thoai Specify User Groups xuét hién ban vao Add... d¢ Add group cho
phép st dung 802.1X ching thuc wifi (& ddy hoc vién da tao san group tén la

WifiGroup va add account huyenph vao ri).

— Sau khi click vao Add... chon gd tén Group va bam ok.

— Va Click vao Next dé dén budc tiép.

Configure 802.1X

— Hop thoai Configure Traffic Controls xuét hién Click vao Next dé dén budc

tiép.

Specify User Groups
J A ot
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— Hop thoai Completing New 802.1X Secure Wired and Wireless
Connections and RADIUS clients xuat hién chon Finish dé hoan tét.

3.3.3 Cdu hinh trén access point va client

a. C4u hinh trén access point:

— Trudng hop access point hd trg DHCP thi c6 thé tin dung, trong trudng hop
access point khong hd tro thi phai setup DHCP Server dé cép IP cho wifi (trong Lab
nay hoc vién tit chirc nang cAp DHCP trén AP va da ciu hinh dé Window Server cip
DHCP dai tir 192.168.1.150/24 - 192.168.1.180/24 dé cap IP cho Wifi client).

Tai Access Point:

— Truy cép vao access point TP-LINK dé cau hinh theo dia chi: 192.168.1.1

— Sau khi dang nhap vao giao dién quan ly wifi, dat tén cho SSID (¢ day hoc
vién dat tén 1a WIFIHANU c6 dia chi IP 14 192.168.1.100) rdi bAm phan Security dé
c4u hinh ché do bao mat cho AP.

— Tai phan Security phan Wireless Security mode chon WPA/WPA2-
Enterprise (chon Version la WPA2 va Encryption la AES)

+ Primary RADIUS Server tro vé RADIUS server (192.168.1.254)

+ Primary RADIUS Server port: 1812

+ Primary Shared Secret: Go chudi Secret da ding ky trén RADIUS Server.

+ Thuc hién céc budc tir 1 dén 7 theo hinh duéi day

TP-LINK'

Status
Quick Setup
WPS

Wireless Security

Network
Wireless

(> Disable Security

-Wireless 5 * ngs

_Wircless Secunty ) WPAIWPA2 - Personal(Recommended)

_Wireless MAC Filtering Version: WPA2-PSK hd
T — Encryption:
_Wireless Statistics Wireless Password: | 09695771
Guest Network (You can enter ASCII characters between & and 83 or Hexadecimal characters
between & and 64.)
DHcE, 2 Group Key Update Period: Seconds
R eep it default if you are not sure, minimum is 30, 0 means no update)
Security N
% WPAWPA2 - Entefprise

Parental Control -

Version! PA2 v
Access Control
i Encryphige:
S —— Radius Server IP; 192168 1 254
IP & MAC Binding Rad'@ Port. [1512 fligfs935, 0 stands for defautt port 1812)

Radius Password: | 123456

Dynamic DNS
IPv6 Support Group Key Update Period: l:l (in second, minimum is 30, 0 means no update)
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— Sau d6 bam Save rdi 4n Apply dé hoan tit phan ciu hinh trén Access Point.

b. Cai dat trén may Client:

— Tai Client (May Laptop chay Window 7) s& thdy chua c6 SSID nao dugc
dang ky trong phin Manage Wireless Networks. (Luu y: Can phai Add SSID cho no,
néu khong wifi s& khong st dung duoc).

- Tai phﬁn Manage Wireless Networks chon Add dé add SSID vao — Hop thoai
Manual connect to a wireless network, click vao Manual create a network profile.

— O budc nay:

+ GO SSID da dat trén access point tai Network Name.

+ Security type: Chon WPA2-Enterpise hoac WPA2-Enterpise Mix

+ Tick vao Start this connection automatically

+ Va bam Next dé qua budc tiép theo.

— Sau khi c4u hinh xong chon Change connection settings dé tuy chinh lai.

— Tai phan tuy chinh tai tab security lam nhu sau:

+ Security type: Chon WPA2-Enterprise

+ Encryption type: Chon AES

+ Choose a network authentication method: Chon Microsoft: Protected EAP
(PEAP)

+ Sau d6 chon Setting, va hop thoai Protected EAP Properties xuét hién 1am
nhu sau:

= Tick bo Validate server certificate...

= Click Configure va boé chon Automatically use my Windows login name
and password

= Bo Tick chon Enable Fast Reconnect

= Bam OK dé hoan tit & hop thoai Protected EAP Properties

+ Cudi cung bam OK tai hop thoai Wireless Network Properties dé hoan tat
budc add SSID tai client.

+ Thyc hién cac bude tir 1 dén 11 theo hinh dudi day
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§HA (
Successvunylded WIFIHANU 4;: &g:
|
""” o P VeSCrAPe2 roparil
Siecre
# Change connet®on settings Certum CA

Open the connection properties so tha g Class 3Publc Prmary Certficatd &:’:
mes
DigiCert Assured ID Root CA my W . 5
Mrosoft Wrotected EAP (PEAP) -H Settngs | DigiCert Global Root CA ,mm,dw_‘;“ i come

| Remember my credentils for this connection each Nt Gobl Bot 2.
time Tmlogged on ‘ g

9 t Authenteston Method:
Advnced setiogs wmmammvz) =) [confgren:

‘Enable Fast Recomnect

1 [[]Enforce Network Access: mml
Disconnect f server does not present nv
Enable Identity Privacy {

| = T =d e l—w
3.4 Thir nghiém va danh gia két qua
3.4.1 Thir nghiém
— Trén Laptop chon song Wireless c6 SSIDla WIFIHANU go

username/password (da set trén AD nam trong OU Wifi) va bAm OK
— May bao da két nbi wifi SSID WIFIHANU thanh cong.

Currently connected to:

F=s WIFIHANU
Intemnet access

Wireless Network Connection

Network Authentication
Please enter user credentials

WIFIHANU

= |

- Két qua két ndi duoc thé hién & cac thong sé duoc cép bo1 DHCP server

nhu [P, DNS server, Default Gateway...

ton  Renameth
. ok ||| Network Connection Detate
- P Comecton Propety Voue
o oo SO 1P Connectrrty: o Intermet sccess Connectonapechic DN... whihenu com
ntrino(R) Advanc 1Pv6 Comectnaty: o Intermet access Descipton IntelR) Certino ) Advanced-H 6200 A7
Meda state: Enabled Pryscal Aderess 5894566023000
ssio: WIEHAN DHCP Enabied Y.
Duration: 00:04:04 1Pvé Address 182168.1.150
Soect 193.0M0s Pvé Subnet Mask 2552552550
i Lees Obtained Wednosday, November 04, 2020 1.47.14
Soral Queky Lense Expres Thursdy, Noverber 12, 2020 14714 P
[__Detats... | [ wreiessproperves | 1Pv4 Defaut Gatoway  192.168.1.100
——pme 1Pvé DHCP Server 192.168.1.254
Acany 1Pvé DNS Server 192 1681254
~ 1Py WINS Server
sent — I — receves [ | nemosore rep .. Yes
Likiocal PG Addross  foB0:5118: 00423792413
Bytes: 232 15,63 oty
1PV DNS Server
Eoopers ) [ Boeste ] (L Dacrees < .
[ cose ] | (o=

- Trén RADIUS Server, vao Tools =» Event Viewer = Tick nhu hinh dudi,

s& cho thay két qua nhu sau:



+ System

- Provider

[ Name]
[ Guid]
EventIiD
Version
Level
Task
Opcode

Keywords

- TimeCreated
[ SystemTime]
EventRecordID

Correlation

- Execution

[ ProcessID]
[ ThreadID]

Channel
Computer

Security
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1) Event Properties - Event 6278, Microsoft Windows security auditing. -

@® Friendly View O XML View

NASPort 0

ClientName WIFIHANU

ClientlPAddress 192.168.1.100

ProxyPolicyName Secure Wireless Connections
NetworkPolicyName Secure Wireless Connections
AuthenticationProviderWindows

AuthenticationServer WIN-6GT1K1LPD29.wifihanu.com
AuthenticationType PEAP

EAPType Microsoft: Secured password (EAP-MSCHAP

[e] =

v2)
AccountSessionldentifier- &

Microsoft-Windows-Security-Auditing
{54849625-5478-4994-A5BA-3E3B0328C30D}

6278

0

0

12552

0
0x8020000000000000

2020-11-04T21:47:00.694761500Z
5649

520
2396

Security
WIN-6GT1K1LPD29.wifihanu.com
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- EventData

SubjectUserSid S-1-5-21-2538448755-2924557009-2248267489-1106
SubjectUserName huyenph

SubjectDomainName WIFIHANU
FullyQualifiedSubjectUserName WIFIHANU\huyenph
SubjectMachineSID S-1-0-0

SubjectMachineName -
FullyQualifiedSubjectMachineName -
Machinelnventory -

CalledStationID F4-F2-6D-53-9E-FC:WIFIHANU
CallingStationID 58-94-6B-02-30-00
NASIPv4Address 192.168.1.100

NASIPv6Address -

NASIdentifier -

NASPortType Wireless - |IEEE 802.11
NASPort 0

ClientName WIFIHANU

ClientIPAddress 192.168.1.100

ProxyPolicyName Secure Wireless Connections
NetworkPolicyName Secure Wireless Connections
AuthenticationProvider Windows
AuthenticationServer WIN-6GT1K1LPD29.wifihanu.com
AuthenticationType PEAP

EAPType Microsoft: Secured password (EAP-MSCHAP v2)
AccountSessionldentifier -

QuarantineState Full Access
ExtendedQuarantineState -

QuarantineSessionliD -

QuarantineHelpURL -
QuarantineSystemHealthResult -

Chi tiét file log nhw sau:

Log Name:  Security

Source: Microsoft-Windows-Security-Auditing
Date: 11/4/2020 1:47:00 PM

EventID: 6278

Task Category: Network Policy Server

Level: Information

Keywords:  Audit Success

User: N/A

Computer:  WIN-6GT1K1LPD29.wifihanu.com
Description:

Network Policy Server granted full access to a user because the host met the defined health policy.

User:
Security 1D: WIFIHANU\huyenph



Account Name:
Account Domain:

Fully Qualified Account Name:

Client Machine:
Security ID:
Account Name:

Fully Qualified Account Name:

OS-Version:
Called Station Identifier:
Calling Station Identifier:

NAS:
NAS IPv4 Address:
NAS IPv6 Address:
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huyenph
WIFIHANU
WIFIHANU\huyenph

NULL SID

F4-F2-6D-53-9E-FC:WIFIHANU
58-94-6B-02-30-00

192.168.1.100

NAS ldentifier: -
NAS Port-Type: Wireless - IEEE 802.11
NAS Port: 0

RADIUS Client:
Client Friendly Name:
Client IP Address:

WIFIHANU
192.168.1.100

Authentication Details:
Connection Request Policy Name: Secure Wireless Connections
Network Policy Name: Secure Wireless Connections

Authentication Provider: Windows

Authentication Server: WIN-6GT1K1LPD29.wifihanu.com
Authentication Type: PEAP

EAP Type: Microsoft: Secured password (EAP-MSCHAP v2)

Account Session ldentifier: -
Quarantine Information:

Result: Full Access

Extended-Result: -

Session ldentifier: -

Help URL.: -
System Health Validator Result(s):

3.4.2 Pdnh gid két qud:

Khi bao mat bang phuong phap Radius server c6 sy khac biét dang ké voi bao
mat khi sir dung phuong phap khac 1a 1a & hinh thirc ¢6 dugc khdéa PMK (Pair-wise
Master Key): Nhu véi ché do bao mat WPA/WPA2 Personal, khéa PMK sinh ra tir
khoéa tinh dugc nhap vao thu cdng trén AP va cac Station. Con sir dung WPA/WPA?2
Enterprise trong phuong phap Radius server, khéa PMK nhén duoc tir qué trinh xac
thuc IEEE 802.1x/EAP. Viéc cap phat khoa nay 1a hoan toan tu dong va tuong d6i an
toan. Sau khi da xac thuc 1an nhau ri, station va may chi xac thuc Radius xay dung
khoa PMK dua trén cac thong tin da biét. Khda nay 1a giéng nhau trén ca station va

may chu xac thuc Radius. May chi x4c thuc Radius s& tién hanh sao chép mot ban
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khoa PMK nay rdi giri vé cho AP. Lic ndy, ca AP va Station déu di nhan dugc khéa
PMK phu hop va cho phép két ndi mang. Bai vay, phuong phap Radius server sé an
toan hon va thich hop véi trién khai hé thong ¢ qui mé 16n nhu trudng hoc, cong ty.
Cac may client muén vao dwgc mang wifi phai tién hanh cai dat, phai dugc
xéc thuc dwa vao thong tin cung cp tir may chu Radius server. Didu ndy dan tai viéc
bao mat cao hon va an toan hon so véi cac hinh thirc bao mat thong thuong. Vi vay
s& bao vé nguoi dung tranh mat mat di lidu va cac nguy co tan céng cua cac hacker
xam nhap.
3.5 Két luan chuong 3
Chuong 3 cta luan van da khao sat mang cd day va khong day tai truong Dai hoc
Ha Noi, cac van dé nay sinh trong qua trinh sir dung va cac yéu cau bao mat mang

nham dap ng nhu cau dao tao cua nha truong.

Luén van cling dé xuat mot giai phap bao mat cho mang WLAN cua truong Dai
hoc Ha Noi 1a phuong phap bao mat ding RADIUS SERVER. Két qua thir nghiém
cho thay giai phap bao mat duoc dé xuat c6 thé dugc trién khai trén thyc té va phu

hop Vi yéu cau dé ra.
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KET LUAN

Ngay nay, mang khong day da tré nén thiét thuc trong cudc séng, gitp ngudi
ding c6 thé két ndi mang ¢ moi lic, moi noi trong pham vi phi séng cua thiét b,
dap @ng nhu cau hoc tap, 1am viéc va giai tri ciia con ngudi.

Di d6i vai tinh tién loi, d6 mat an toan cua mang khong day ciing xuat hién
dong thoi tao ké ho cho cac Hacker xam nhap ldy cép théng tin, dir liéu bang cac
phuong phap khac nhau, doi hoi can cé sy phat trién céc giai phap bao mat dé cung
cap cho nguoi ding thong tin hiéu qua va dang tin cay.

Cac chuan mang va cac phuong phap bao mat mang khong day duoc phéat
trién qua tirng thoi ky dap tng nhu cau phat trién caa ky thuat cling nhu tir thyc té
st dung. Hau hét cac thé hé sau déu cai tién cong nghé va khac phuc nhitng han ché
cua thé hé trudge dé vé tée do ciing nhu vé bao mat dé nham myc dich phuc vu nhu
cau ngudi dung dat hiéu qua tét nhat co thé.

Trong cac phuong phap bao mat mang khong day thi phwong phap bao mat
ding may chu RADIUS duoc xem 12 hiéu qua tét nhat & thoi diém hién nay. RADIUS
cho phép xéc thuc tap trung, Gy quyén va kiém tra quyén truy cap cho mang nén mang
dén cho nguoi dung do an toan bao mat rat cao.

Vi muc tiéu nghién ctiu giai phap bao mat cho mang WLAN tng dung tai
Truong Pai hoc Ha noi, luan vin da dat duoc mot sé két qua sau day:

- Nghién ctru cac yéu cau bao mat cho mang WLAN.

- Nghién cutru céc giai phap bao mat cho mang WLAN.

- P& xuat cac giai phap bao mat c6 thé trién khai cho mang noi bo tai Truong
Pai hoc Ha noi: Str dung phuong phap RADIUS xac thuc cho céc user khi két néi
vao mang WLAN. Luan van ndy hoc vién da gidi thiéu chi tiét cach cai dat va két qua
chay thir nghiém khi sir dung RADIUS trén nén Windows Server 2012.

Hwéng phét trién tiép theo caa luan vin:

e Tim hiéu céc yéu cau, md hinh khi thiét ké, trién khai va bao mat hé thong
Server RADIUS trong thyc té.
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e Tim hiéu, xay dung hé théng phat hién xam nhap cho mang WLAN va

thue hién tan cong trén hé thong nay.
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