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MO DAU

Trong Cach mang cong nghiép 4.0, “blockchain” (chudi khdi) duge xem la
mot trong nhitng cong nghé "then chdt" cho chuyén doi sd va xay dung nén tang
cong nghé¢ thong tin trong tuong lai.

Vi kha ning chia sé thong tin dit liéu minh bach theo thoi gian thuce té, co
tinh bao mat cao, cong ngh¢ blockchain la mdt trong nhitng xu hudng cong nghé
d6t phé, c6 kha nang img dung rong rii ¢ nhiéu nganh nghé, linh vuc khac nhau.

Ung dung cong nghé Blockchain c6 thé giai quyét duoc mot s6 van dé ma hé
thong tai chinh ngan hang hién nay dang gip phai. Blockchain cung cp mirc do bao
mat cao, minh bach trong céc giao dich ciing nhu chi phi thap. Hon nita, ngudi ding
¢6 thé hoan toan tham gia vao giao dich ma khong can xac thuc bai bén thi 3.

Cong nghé Blockchain thuc sy mé ra tiém nang vo cing 16n trong linh vuc
tai chinh — ngan hang, tac dong khong nho dén quy trinh x4c nhan giao dich, quan
Iy tién mit, toi vu hoa tai san cling nhu cic quy trinh kinh doanh khac. Cong nghé
Blockchain s& gitip giam thiéu thoi gian tir luc dang ky ti lac hoan thanh giao dich
hodc giam thdi gian cho cac giao dich lién ngan hang, chuyén khoan qudc té hoic
xac nhan thong tin ca nhan.

Nhan thdy nhimng tiém ning to 16n cua Blockchain & hién tai va tuwong lai,
em quyét dinh lwa chon dé tai nghién ctru cac ing dung ctia Blockchain cho bai
toan thanh toan phi tién mit trong cac hé thdng tai chinh ngan hang cho béo céo

luan van Thac si cua minh.



CHUONG 1: GIOI THIEU CONG NGHE BLOCK CHAIN

1.1. Toéng quan vé cong nghé Blockchain
1.1.1. Khai niém

Satoshi Nakamoto (mé6t ngudi chwa rd danh tinh) d3 xuit ban mot bai bao
trinh bay giai phap cho vin dé "chi tiéu gap doi" dbi véi tién ky thuat s6 vao nim
2008. Khi d6, 6ng da tiét 16 cong nghé co ban dugc goi 12 blockchain va mot vi du
vé mg dung c6 thé co cua blockchain dudi dang trién khai don gian dugc goi 1a
"Bitcoin",

"Bitcoin" da nhan dugc su chu y rong rai ké tir thoi diém d6. Co ché co ban,
blockchain, ciing da duoc cong nhan va da tim thdy cc tng dung trong cac bdi canh
da dang. That vay, thé giéi da phat hién ra rang cic nguyén tic ciia blockchain hiru
ich trong nhiéu bdi canh va ¢ thé c6 nhiéu bién thé cia viéc trién khai ban dau.

Blockchain 1a mét cong nghé phirc tap va phat trién nhanh chong. Phai mat
nhiéu tri tué sang sudt trong nhiéu niam phat trién, cong voi su két hop ciia nhimng
tién bo trong mat ma, di¢én toan phan tan va kinh té hoc dé tao ra cong ngh¢ hién tai.
Blockchain dugc thiét ké dé chdng lai viéc thay d6i cua dit liéu: Mot khi dit liéu da
dugc cap nhat trong mang thi s& kho c6 thé thay doi duoc néd. Thdng tin di luu
trong Blockchain thi khong thé bi thay dbi va chi dugc bd sung thém khi ¢ su dong
thuan cua tt ca cac nit trong hé thong. Ngay ca khi néu mot phan cia hé théng
Blockchain sap do, nhitng may tinh va nat khac sé& tiép tuc hoat dong dé bao vé
thong tin. Pac biét, Blockchain c6 kha nang truyén tai dit liéu ma khong doi hoi
trung gian dé xac nhan thong tin. Hé thong Blockchain bao gdm nhiéu nit doc 1ap
c6 kha nang xac thuc thong tin.

Cong nghé Blockchain 1a sir két hop cua 3 yéu té dudi déy:

. Mat ma hoc: public key va ham hash function dugc su dung dé dam bao tinh
minh bach, toan ven va riéng tu.

. Mang ngang hang: Mdi mot nit trong mang dugc xem nhu mot client va
cling 14 server dé luu trit ciia ban sao ung dung.

. Ly thuyét tro choi: TAt ca cac nit trong hé thong déu phai tuan thi theo luat



choi ddng thuan (PoW, PoS, ...) nhét dinh va duoc thiic day bai dong luc kinh té.

Ly tudng co ban cua Blockchain 1a phi tip trung (dencentralized), noi cong dong
¢ quyén quyét dinh moi van dé ma khong can mét trung gian (nhu nha nudc, ngan
hang, t6 chirc hanh chinh...). Blockchain dugc vi nhu cubn sb cai phan tan
(distributed ledger) md nguén mé (open source) noi moi thong tin dugc luu trit
minh bach va khong bj stra doi.

Cong nghé Blockchain 1a mot loai chuong trinh dé luu, x4c nhan, van chuyén va
truyén thong dir lidu trong mang thong qua cac nat phin phdi cia riéng né6 ma
khong phu thude vao bén thir ba.

Theo mot cach nao do, blockchain, vdi tu cach 1a mot hé théng phan tan, tu
phu trach chinh né. Viéc tham gia vao hé théng giao dich van bi chi phdi bai cac
quy tac duoc xac dinh trong giao thirc va dugc thuce thi boi tit ca nhitng nguoi tham
gia. Tuy nhién, mgt nguoi tham gia trung thuc s€ dong gop vao viéc thuc thi cac
quy tic giao thirc.

Thir nghiém trong quan tri chudi cho thiy cac phuong phap tiép can dé quan 1y su
phat trién ciia cAu tric phan thuéng va tham chi ca cac quy tic quan tri, dong thoi
han ché su phat trién ctia hé théng va tranh nhitng thay doi 16n trir khi hau hét ngudi
dung dong y.

1.1.2. Mang ngang hang (Peer to Peer Network)

Mang ngang hang 1a mot kién triic mang phan phdi, trong d6 mdi nit tham gia
(may tinh) chia sé tai nguyén phan cimg ctia né nhu may tinh, dung luong luu tri,
lién két mang vé6i nhau.

Vé ban chat, hé thong ngang hang duoc duy tri bdi mot mang ludi ngudi ding
phan tan. Mang nay thuong khong co quan tri vién trung tim hodc may chu vi mdi
nit luu trit mot ban sao cua cac tép va moi nat dong vai trd nhu mot may khach va
may chi cho cic nit khac. Do d6, mdi nut c6 thé tai tép vé tir cac nut khac hodc tai
1én tép cho cac niit khac. Pay la diém khac biét giita cac mang ngang hang véi cac hé
théng may chi-may khach truyén théng hon, trong d6 cac thiét bi may khach tai

xubng cac tép tir mot may chu tap trung.



Trén mang ngang hang, cac thiét bi dugc két ndi chia sé cac tép duogc luu trir
trén 6 ctng ctia chung. St dung cac tng dung phan mém duoc thiét ké dé lam trung
gian cho viéc chia sé dir liéu, nguoi dung c6 thé truy van cac thiét bi khac trén mang
dé tim va tai xudng céc tép. Khi ngudi dung da tai xuéng mot tép, ho c6 thé dong vai
tro 12 ngudn cua tép do.

Noi cach khac, khi mdt nat hoat dong nhu mot may khach, ho tai xuéng dir
li¢u tur cac nut khac trén mang. Nhung khi ho hoat dong nhu mot may chu, ho la
ngudn ma cac nat khac co thé tai xudng dir liéu. Tuy nhién, trén thuc té, cac ndt co
thé thuc hién hai chirc nang cung mot lac (vi du: tai xuéng dir liéu A va tai lén dir liéu
B).Vi mdi nut déu c6 chirc nang luu trit, truyén va nhan tép, mang ngang hang c6 xu
huéng hoat dong nhanh va hiéu qua hon khi cong dong ngudi ding ciia ho phat trién
16n hon. Ngoai ra, kién triic phan tan ctia ho lam cho cac hé thong P2P ¢6 kha ning
chdng lai cac cudc tn cong mang rat cao. Khong gidng nhur cac mo hinh truyén thong,
mang P2P khong c6 su hu hong tai mot diém. Cac tai nguyén nay dugc sir dung dé
cung cap cac dich vu nhu chia sé noi dung va chia sé tap tin va c6 sin cho tat ca cac
nut tryc tiép ma khong can bat ky may chu trung tim nao.

Mot mang ngang hang ding nghia thi khong c¢6 khai niém may chi va may
khach, hay noi cach khac, tit ca cic may tham gia déu binh dang nhu nhau va duoc
goi 1a 1 peer, 1a mot nut mang dong vai trd dong thoi 13 may khach va may chu doi
vdi1 cac may khac trong mang.

Mang ngang hang ciing duoc st dung dé an danh dinh tuyén luu luong mang, may
tinh song song, luu trit tip tin phan tan, chia sé phuong tién truyén théng. Blockchain
sir dung kién tric mang P2P dé dam bao phan tan, phan quyén mang va khong ton tai
mot don vi kiém soat trung tam.

Kién tric ngang hang 1a yéu té cbt 18i ciia cong nghé blockchain - nén tang cua tién
ma hda. C6 nhiéu cach dé phat trién va str dung kién triic ngang hang. Bang cach phan
tan cac s cai giao dich trén mot mang 16n gdm nhiéu nat, kién trac P2P cung cip kha

nang bao mat, phi tip trung va chong kiém duyét.



1.1.3. Block

Block 1a mot don vi trong Blockchain, 13 khéi xay dung nén Blockchain bao gdm cac
giao dich vé1 dir ligu. Mot thg dao thu thap céac giao dich cua mot khoang thoi gian
nhét dinh dé tao thanh mot khéi va tinh toan ham bim méat ma. M3 bam nay phai co
dinh dang cu thé nhu phaicé 4 s6 0 nhu trong Hinh 1.1. Dé c6 dugc loai md bam nay,
ngudi tho dao phai doan mot cach ngu nhién mot sé tiy ¥ dua ra bang bam véi bon
sb khong hang dau. S6 doc doan nay dugc goi la s6 duoc st dung mot 1an hodc sb
mot 1an (nonce). Ngoai ra, qua trinh xac dinh nonce dugc goi la khai thac mo. Mot
khdi mau duoc thé hién trong Hinh 1.1 trong d6 moi khdi c6 mot sd block, nonce,

data va hash.

Block: @ # 1

Nonce:| 72608

Data:

Hash:  0000f727854b50bb95c054b39¢ 1fe5c82e5ebcfadbeb5dc279f56aa96a365e5a

Hinh 1.1: Vi du vé Block

Cac giao dich sau khi dugc gui lén trén mang ludi blockchain sé dugc nhém
vao cac khoi va cac giao dich trong cung 1 khdi (block) dugc coi 1a da xay ra cung
thoi diém. Cac giao dich chua dugc thyc hién trong 1 khdi duge coi 1a chua duge xéc
nhan.

M&i nut c6 thé nhém céc giao dich véi nhau thanh mot khdi va gui nd vao
mang ludi nhu mot ham y cho cac khéi tiép theo duoc gan vao sau do.

Bat ky ntt nao cling co6 thé tao ra mot khdi moi. Vay, cau hdi dat ra la: hé

thdng s& dong thuan véi khéi nao? khéi nao sé 1a khoi tiép theo?
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Hinh 1.2: Mgt chugi cia cac Blocks

bé duoc thém vao blockchain, mdi khdi phai chtra mot doan ma dong vai tro
nhu mot dap an cho mot van dé toan hoc phtc tap dugc tao ra bﬁng ham ma héa bam
khong thé dao nguoc.

Cach duy nhét dé giai quyét van dé toan hoc nhu vy 1a doan cac s6 ngiu
nhién, nhiing s6 khi ma két hop vé1 ndi dung khdi trude tao ra mot két qua da duoc
hé thong dinh nghia. Diéu nay nhiéu khi c6 thé mat khoang mot naim cho mot may
tinh dién hinh véi mot cau hinh co ban c6 thé doan ding cac con s dap an cla van
dé toan hoc nay.

Mang luéi quy dinh mdi khéi dugc tao ra sau mot quing thoi gian 1a n phut mot 1an,
boi vi trong mang ludi ludn c6 mét sd lwong 16n cac may tinh déu tip trung vao viéc
doan ra diy s6 nay. Nt nao giai quyét dugc van dé toan hoc nhu vay s& duge quyén
gin khéi tiép theo 1én trén chudi va giri né t6i toan bd mang ludi.

Vay diéu gi s& xay ra néu hai nut giai quyét cing mot van dé ciing mot luc va truyén
céc khoi két qua ciia chung dong thoi 1én mang ludi? Trong trudng hop niy, ca hai
khéi duoc giri 1én mang ludi va mdi nat s& xay dung cac khéi ké tiép trén khdi ma nd
nhan duoc trudce tién.

Tuy nhién, hé théng blockchain ludn yéu cau mdi nat phai xay dung trén chudi khéi
dai nhat ma n6 nhan duge. Vi vay, néu co su khéng ro6 rang vé viéc block nao 1a khéi
cudi cung thi ngay sau khi khéi tiép theo duoc giai quyét thi mdi nut s& ap dung vao

chudi dai nhat.



1.1.4. Giao dich

Giao dich 1a mot ban ghi chuyén giao tai san (tién té k§ thuat sd, don vi hang ton

kho, v.v...) gilra cac bén. Tuong tu nhu vay s€ la mdt ban ghi trong mot tai khoan

kiém tra cho mdi lan tién da duoc gui hoac thu hoi. Bang 1.1 cho théy mot vi du ti€u

biéu cua mot giao dich. Mai khoi trong mot Blockchain chtra nhiéu giao dich. Mot

giao dich don 1é yéu cau it nhit cic trudng thong tin sau, nhung c6 thé chira nhiéu

hon:
[ ]

Amount: Tong s6 tién cua tai san ki thuat s dé chuyén.

Input: Mot danh sach cac tai san k¥ thuat s6 sé& duge chuyén giao (tong gia
tri bang sd tién). Luu ¥ ring mdi tai san k¥ thuat s6 dugc xac dinh duy nhat
va c6 thé c6 cac gia tri khac nhau tir cac tai san khac. Tuy nhién, khong thé
thém hodc xda tai san khoi céc tai san k¥ thuat s6 hién co. Thay vao do, tai
san k¥ thuat s6 c6 thé duoc chia thanh nhiéu tai san k¥ thuat sé méi (mdi gia
tri nhé hon) hodc duoc két hop dé tao it tai san k¥ thuat s6 m&i hon (mdi gia
tri co gia tri twrong ung cao hon).

Output - Céc tai khoan s& 13 nhitng nguoi nhan tai san k§ thuat s6. Mdi dau
ra chi dinh gié tri dugc chuyén giao cho (cac) chu s¢ hitu méi, danh tinh cia
chu s& hitu méi va mot tap hop cac diéu kién ma chu so hitu méi phai dap
g dé nhan gia tri 6. Néu tai san k¥ thuat s6 dugc cung cap nhiéu hon yéu
cau, cac khoan tién bd sung duoc tra lai cho nguoi guri (ddy 1a mot co ché dé
"thay d6i").

ID giao dich/Hash - Mi nhan dang duy nhét cho mdi giao dich. Mot s
Blockchains s dung mot ID, va mot s6 khac st dung mot hash cua giao dich

cu thé nhu 1a mot dinh danh duy nhat.



Bang 1.1: Vi du vé 1 giao dich

Input Output Amount Total
Transaction Account A Account B 0.0321
ID: Oxalb2c3 Account C 2.5000
2.531

1.1.5. 86 cdi
S6 cai duoce coi 1a mot cudn sb hodc tép tin ghi chép va téng hop céac giao dich.

Trong sudt lich sir, sd ghi chép di dugc str dung dé theo ddi trao ddi hang hoa va

dich vu.
|" -..\
Ledger Bank A Ledger Bank B
Dobit Al, Sond Credit to B, Rof Bl Rocoived from A_Rof Bl
Today's Workd
Transaction A2 Transaction B2
Transaction A3 Transaction B3 |
)
o’
4 == - e [ —— N
Ledger Copy with Bank A Ledger Copy with Bank B |
Deabit Al Crodt B Dobit Al, Crocht 81
Blockchain World
Transaction 2 Transaction 2 |
Transaction 3 Transaction 3 |
. J
N s
- IDENTICAL COPIES —

Hinh 1.2: Sé céi phan tan

Pé ¢6 duogc b tranh vé trang thai cua céc tai khoan tai bat ky thot diém nao, nguoi
ta phai kiém dém tat ca cac giao dich cho dén thoi diém do. Tung cai mot, moi ban
ghi giao dich déu thay d6i trang thai.

Moi giao dich trong s6 cai déu chira mot bo dit liéu tuy y, tuy thudc vao muc dich cua
chling. Trong so cai ghi lai cac giao dich tién t&, s cai c6 thé chira cac dit liéu sau:

e Nguoi gui

e Nguodi nhan

e S tién

e Tin dung / Ghi ng

e Tai li€u tham khao




Cudi cung, dit liéu duoc ghi lai phu thudc vao ciu triic va muc dich cua sé cai.
Diéu nay s& quan trong sau nay, vi viy hiy nhd rang cac giao dich cudi cing 1a cic
phan dit liéu duoc sip xép theo th tu thoi gian.

Xem qua va xt 1y ting giao dich trong s6 cai cho phép chung ta 1y duoc tat ca
cac loai thong tin meta. Diéu nay c6 thé bao gom sb lugng giao dich, hoat dong trén
mdi tai khoan va tit nhién, sé du tai khoan ca nhan. S6 du tai khoan, gidng nhu s du
tai khoan ngan hang cta ban, 1a mot ban trinh bay va tom tét triru trong ctia mot danh
sach cac giao dich.

Mot s6 cai duge thuc hién b:;ing cach str dung mot Blockchain co thé giam thiéu
nhimg van dé nay thong qua viéc sir dung co ché dong thuin phan tan. Cac sb cai
Blockchain s& duoc sao chép va phan phdi giira cac nit trong hé thong.

1.1.6. Blockchain phén phéi phi tip trung

Mirc d6 phi tap trung c6 ¥ nghia rat 16n ddi voi hoat dong cia mang. Vao nim
1964, trude nhirg kham pha va phat trién 16n nhu hé théng ma hoa khoa cong khai
va mang P2P, Paul Baron da xuat ban mot bai bao vé Truyén thong phan tan. Trong
d6, ong di cb gang phan biét giita cac mirc d6 phan quyén da dang. Mang c6 thé 1a

tap trung, phi tap trung hodc phan tan.

/

I\

/| .

Station

CENTRALIZED DECENTRALIZED DISTRIBUTED

Hinh 1.3: Mo hinh phan phéi ciia Blockchain
Trong khai niém cua Baran vé mirc d¢ tap trung, 6ng da xac dinh mdt loat

cac ciu trac lién két mang - tap trung va phan quyén 1 nhimg thudc tinh duoc gidi

thi¢u tir 1au dé mo ta cac h¢ thong va cau tric phan quyén.
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Blockchain 14 sy phan tan cac nit trong mang ngang hang, noi tat ca cac nut
c6 mot ban sao chinh x4c cta Blockchain. Do d6, néu mot muc trong Blockchain
duoc stra ddi va tai st dung, két qua ciia ma bam s¢ tr¢ nén khac so vdi cac nat khac.
Giao dich nay s€ bi vo hiéu vi cac nit khac s€ lam mét hiéu luc ban sao nay. Tuy
nhién, mot tho dao co thé stra d6i mot muc nhap Blockchain va tai khai thac tat ca
cac muc nhap bam trén cac nat phan phdi néu nd ¢ nhiéu quyén luc tinh toan hon
cac tho dao khac két hop.

1.1.7. Smart Contract

Smart Contract la mét thuat nglr mo ta kha nang tu dua ra cac diéu khoan va thuc thi
thoa thuan ctia hé théng may tinh bang cach str dung cong nghé Blockchain. Cac diéu
khoan ctia Smart Contract c¢6 thé coi 1a twong duwong véi mot hop dong phéap 1y va
duoc ghi lai dudi ngdén ngir ciia may tinh. Toan b qua trinh cua Smart Contract dugc

1ap trinh dé thuc hién tu dong va khong thé ¢o su can thi€p tir bén ngoai.

Smart Contract duoc viét ra dé cho phép hai bén c6 thé khdng can xac dinh
danh tinh rd rang c6 thé giao dich hay lam viéc v&i nhau trén Internet ma khong can
théng qua cac bén trung gian. Smart Contract c6 tinh an ninh cao, bdi vi dugc ma
hoa va phan phdi vé cho cac niit. Cach thirc nay dam bao khong bi that lac hay sira
d6i ma khong dugc cho phép.

V& co ban Bitcoin 1 nén tang dau tién hd tro cac Smart Contract, Bitcoin 14 hé thong
c6 thé chuyén gia tri tir ngudi nay sang nguoi khac thong qua cong nghé Blockchain.
Céac may tinh trong hé thdng chi x4c nhan giao dich hop 1¢ khi dap tng cac diéu
kién trong Smart Contract. Tuy nhién Bitcoin chi giéi han & cac trudong hop str dung
giao dich tién t& ma théi. Nguoc lai, Ethereum da cai tién va khic phuc cac han ché
clia Bitcoin va thay thé ngon ngir han ché ciia Bitcoin thanh nhiing ngdn ngit cho
phép c&c nha phét trién viét cac ing dung riéng cta ho dya trén viée 1ap trinh ra cac
Smart Contract.

Smart Contract chi ty dong thuc hién nhiing diéu khoan da duoc lap trinh san tur

trude khi dugc diéu khoan d6 di dap img di nhitng yéu cau can thiét.
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Pau tién, cac diéu khoan trong hop dong s& duogc viét bang ngdn ngit 1ap trinh, sau
do duoc ma hoa va chuyén vao mot block thuoc Blockchain. Sau khi chuyén Vao
block, Smart Contract nay s& dugc phan phdi va sao chép lai boi cac node dang hoat
dong trén nén tang do.
Sau khi c6 nhén 1énh trién khai thi hop dong s& duogc trién khai theo ding nhu diéu
khoan dinh sin. Pong thoi, Smart Contract ciing s& ty dong kiém tra qué trinh thuc
hién nhitng cam két, diéu khoan dwgc néu trong hop dong.
1.2. Mat ma trong Blockchain
1.2.1. Ham bam
Mot thanh phan quan trong cua cong nghé Blockchain 1a sir dung ham bam mat ma
cho nhiéu thao tac, chang han nhu bam noi dung ctia mot khoi. Hashing 1a phuong
phap tinh mot du ra co kich thude ¢d dinh cho mét dau vao co kich thudc gan nhu
bat ky (vi du: tép, van ban hodc hinh anh). Ngay ca su thay d6i nho nhét cia dau
vao s& dan dén két qua khac biét hoan toan. Bang 1.2 cho thay cac vi du don gian
vé diéu nay. Cac thuat toan bam duoc thiét ké theo mot chiéu, khong thé tim ra bat
ky dau vao nao co6 thé cho bat ky dau ra duoc xac dinh truge. Cac thuét toan bam
cling duoc thiét ké dé khong tim ra hai hodc nhiéu dau vao san xuit ciing mot dau
ra.
Mot thuat toan bam duoc st dung nhiéu trong cong nghé Blockchain 1a Thuat toan
bam an toan (SHA) véi kich thudc dau ra 13 256 bit (SHA-256).

Bang 1.2: Vi du vé dau vdo va gid tri tiéu biéu SHA-256

Input SHA-256 Digest Value
Text
1 0x6b86b273ff34fce19d6b804eff5a3f5747adadeaa22f1d49c01e52ddb7
875b4b
2

0x4735e3a265e16eee03f59718b9b5d03019c07d8h6¢c51f90da3a666eec
13ab35

Hello, | Oxdffd6021bb2bd5b0af676290809ec3a53191dd81c7f70a4b28688a362
World 182986f
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Vi ¢6 mot s6 lugng 16n céc gia tri dau vao va mot s6 hitu han cac gia tri co thé xuét
ra, nén c6 thé c6 va cham véi hash (x) = hash (y) (tic 13, bam cta hai dau vao khac
nhau tao ra cing mot gia tri). Tuy nhién, rat khé xay ra doi v6i bat ky dau vao x va
y ndo tao ra ciing mot tiéu chudn dé c6 gia tri trong ngir canh cua hé thdng blockchain
(trong truong hop nay ca hai déu 1a cac giao dich blockchain hop 1) va ciing nhu
dugc tinh twong ddi hop 1y v6i nhau theo thdi gian. Thuét todn bam dugc sir dung
(SHA-256) duogc cho 1a c6 kha niang chdng va cham, vi dé tim ra va cham trong
SHA-256, mot ngudi sé phai thuc hién thudt toan, trung binh khoang 212 1an. Cong
nghé Blockchain M3 hoa bat d6i xing in iy mot danh sach céac giao dich va tao ra
mot "dau van tay" bam cho danh sach. Bét cir ai c6 cing danh sach giao dich déu co
thé tao ra cing mot ddu van tay giéng nhau. Néu mot gia tri trong mot giao dich
trong danh sach thay d6i, thi tiéu chuan cho khdi d6 sé& thay doi, va s& dé dang phat
hién ngay ca mot chut thay d6i nho.
1.2.2. Ma hod bdt doi xirng

M3 hoa khoa bat d6i xtng, 1a mot dang mat ma hoa cho phép nguoi sir dung
trao d6i cac thong tin mat voi nhau ma khong can phai trao do6i cac khoa chung bi
mat trude do. Didu nay dugc thyc hién béng cach sur dung mot cap khoa cé quan h¢
toan hoc vai nhau 1a khoa cong khai (Public Key) va khoa bi mat (Private Key).
Private Key phai duoc giit bi mat tuyét ddi trong khi Public Key duoc phd bién cong
khai. Trong 2 khoa, mét dung dé ma hoa va khoéa con lai duge dung dé gidi ma. Diéu
quan trong ddi voi hé thdng d6 1a khong thé tim ra khoa bi mat néu chi biét khoa
cong khai.
Hé thong mat ma hoa khoa cong khai co thé sir dung v6i nhiéu muc dich khéc nhau
nhu:

* Ma hoa: gilt bi mat thong tin, dir li¢u va chi c6 nguoi cd khoa bi mat moi

c6 thé giai ma duoc.
» Trinh tao chir ky s6: thuc hién kiém tra mot van ban xem cé phai da

duoc tao vo1 mot khoa bi mat nao dé hay khong.
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« Thoa thuén trao doi khoa: cho phép thiét 1ap khoa dung dé trao d6i thong
tin mat gitra 2 bén.
Mot sb thuat toan ma hoa bat ddi ximg phd bién hién nay: Ma hoéa dudng cong
Elliptic, DSS, EIGamal, Diffie-Hellman, , Paillier, RSA (PKCS)...
1.2.3. Con tro bam

Con tr6 bam la con tré thong thuong nhung cé kém theo gia tri bam cua ndi
dung duogc tro tdi. Con tro bam vua trd dén dir liéu vira luu gia tri bam cua dir ligu
d6. Con tro bam dugc su dung dé xay dung cac cau trac dit liéu tuong tu cac cAu
trac dir liéu duoc xay dung bang con tré thong thuong, vi du nhu danh sach lién két
hodc cay nhi phan. Véi gié tri bam cua dir ligu dugc trd toi, con tré bam giup ta kiém
tra rang noi dung ctia thong tin khong bi thay doi.

Khi sir dung con trd bam thay cho con tro thong thudng dé xay dung ciu
trc dir liéu danh sach lién két thi cu tric mai nay duoc goi 1a Blockchain. O cau
tric danh sach lién két théng thuong bao gom mot chudi cac khdi (block), mdi
khéi ndy s& bao gdm dit liéu (data) va mot con tré (pointer) chi vé khdi dang trude
trong chudi, d6i véi cu trac Blockchain thi con tro ngdy dugc thay thé bang con

tro bam (hash pointer).

H( )

prev: H(') prev: H(') | prev: H(')

data data data <

_ Hinh 1.4: Con tré bim
Vi Blockchain, & moi block sé khong chi tro tdi block trudc do6 ma con luu

gia tri bam ctia khdi dugce tré téi, dung gia tri bim nay ta c6 thé kiém tra ndi dung

ctia khéi duoc tro téi khong bi thay doi.
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Véi cdu trac Blockchain nhu vay cho phép chi can luu gia tri cta con tro chi t6i
khéi cudi cung (heade of the list), nhung van chic chin duoc 1a ndi dung cia ca
Blockchain (cac khéi con lai) 1a khong bi thay doi.
1.2.4. Chir ky sé

Chir ky s6 1a mot yéu td xdy dung khac ciia Blockchain. Str dung méat ma
khoa cong khai dé cung cép tinh toan ven, khong truyén lai (nghia vu cta tin nhin
dugc giri va nhan boi cac bén) va tinh xac thyc ciia mot thong diép va nguén. Chir
ky sb ¢o cac thudce tinh trong tu nhu chit ky tay ma chi cé thé dugce phat hanh boi
ngudi phat hanh va dugc xac minh boi nhitng nguoi dung khac. Mot thong di¢p
duogc ki boi chir ky sé ¢6 thé duoc xac minh bdi nhitng nguoi dung khac, nhung
thong diép chi co thé duoc ki boi chu s hitu chir ky. Bén canh do, chir ky sé duoc
tao ra béng cach sir dung mat ma khoéa cong khai. Mat ma khoé cong khai hoac mat
mi bt ddi xtmg str dung khoa chinh 1a su két hop giita khoa cong khai va khoa ca
nhan. Khoa c4 nhan chi dugc luu boi chu s¢ hitu trong khi khéa cong khai dugce
phan phdi cho nhitng nguoi dung khac. Nhitng nguoi dung khac c6 thé ma hoa tin
nhan bang khoa cong khai ciia chi s¢ hitu va chi ¢6 thé giai ma cho chu so hitu bang

khoa ca nhan cua ho.
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Message Digest
Hash (message)

v
- D

Digital Signature
(rs)

Private Key
d

Hinh 1.5: Thugn toan ché ky sé ECDSA
Trong do:

* Message Digest(hash message): Gia tri bAm ma hoa cua thong
diép

* Private key (d): Khoa ca nhan cua nguoi g

« Random Number(K): S6 ngau nhién K — con goi 1a s6 Nonce

» Digital Signature(r,s): Chir ky s6 dugc tao ra nhé thuat toan
ECDSA v¢i 3 yéu t6 dau vao ¢ trén.

Blockchain sir dung thuat toan chir ky sb nhu thuat toan chit ky s6 dua trén
duong cong Elliptic (ECDSA) dé tao ra chit ky sb. Co ba budc dé tao, ky va xac
nhan thong diép c6 chit ky s6. Khoa bi mat (sk) va khoa cong khai (pk) dugc tao ra
bang phuong thire tao khoa 14y kich thudc khoa lam tham s. Cac sk dugc giir chi
bdi chu s hitu va pk duoc phan phdi qua cac nut Blockchain. Thong diép duoc ky
két bang cach str dung sk. Phuong thitc dang nhap lay sk va thong diép nhu dau vao

va tao ra chit ky cua thong diép. Chit ky nay c6 thé dugc xac minh bdi cac nut bang
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cach sir dung phuong phap xac minh 13y pk, thong diép va chir ky 1am dau vao. Néu
két qua tra vé ding thi thong diép s& duoc kiém tra néu khong no s& bi v6 hiéu. Do
do, khoa cong khai dam bao thong di¢p da dugc tao ra bdi chu sé hitu chir ky va voi
su thAm tra cta thong diép, nhin dang ngudi ding duwoc xac minh. St dung
Blockchain phan phdi, nguoi ding khong can cung cap sb an sinh xa hoi, s6 dién
thoai, email cho bat ky mdy chi trung tim hodc co quan nao. Nguoi ding co thé tao
nhan dang k¥ thuét s cta minh va phan phdi khoa cong khai ctia minh t6i mang
phan phdi. Trong Blockchain cic ban sao cua tit ca cac giao dich dugc phan phbi
dén tat ca cac nut, co nghia 1a mot nut c¢6 thé xem tat ca lich sir cua tat ca cac giao
dich. Do d6, mot nut c6 thé quan sat lich str cia ngudi dung va c6 thé lién két hoidc
doan danh tinh. Vi vay, Blockchain cung cép gia mao hon 14 an danh thuc.
1.2.5. Cay Merkle

Blockchain str dung mang P2P, trong d6 mdi nat mang phai c6 cing mot ban
sao cta dir liéu va dir liu méi phai duoc truyén va kiém tra qua mang. Truyén va
xé4c minh dit liéu qua mang P2P t6n nhiéu thoi gian va ton kém vé mat tinh toan. Do
do, cay Merkle dugc st dung, thay vi gii dir li€u chi bam cua dit liéu dugc gui di
va ngudi nhan kiém tra cic bam chdng lai thu muc gbc cua cdy Merkle cho phép
xac minh an toan va xac minh cac cau tric dir liéu 16n hon ciing nhu dam béo tinh
toan ven dit liéu. Cdy Merkle 14 ciy nhij phan cta cac con tré baim dam bao ring tat
ca cac nut phai co cing mot dir liéu khong bi pha hoai, sira doi dir liéu hop phap va
néu mot dir lidu bj thay dbi trong mot nit, thay doi phai duoc truyén dén cac nat
khac trong hé théng. Cay Merkle bao gdm mét s6 lugng 16n cac khdi co chira dir
liéu hoac cac giao dich nhu thé hién trong hinh. Céc khoi nay tao thanh cac 14 cia
cay Merkle va cac khdi giao dich dugc nhoém lai thanh hai cdp, trong do mdi cap co
céc con tro bam twong ing ma cudi cung, lam cho cip d tiép theo cia ciy. Qua
trinh nay duoc lip lai cho dén khi khéi don dat duoc nhu thé hién trong hinh va khéi

don dugc goi la géc bam.
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) Hinh 1.6: Mo hinh minh hea cho cay Merkle Tree
C6 bon giao dich TX1, TX2, TX3 va TX4 ¢ phia duoi cung, bon dit li¢u giao

dich di qua mot ham bam dé tao ra bon gia tri bam. Cac cip gia tri bam duogc két
hop va truyén qua ham bam tao ra hai gia tri bam duy nhét. Hai gia tri bam nay lai
dugc két hop va mot lan nita truyén vao ham bam tao ra mdt gia tri bam duy nhat
ma két qua 1 tao thanh cay Merkle hoan chinh. Cay Merkle cho phép phat hién bét
ky thay doi nao d6i voi bat ky dir liéu nao trong giao dich khdi bang cach chay lai
qué trinh giao dich va so sanh két qua cua gia tri bim nguyén ban. Néu mot nguoi
ding cb gang thay do6i hodc trao d6i mot giao dich & phia dudi, né sé gay ra nhiing
thay doi trong gia trj bdm cta cac nut phia trén, va nhu vy s& hoan toan thay doi
gbc cua cay. Noi cach khac, su bam ciia khdi s& cho két qua 13 mot khdi méi hoan
toan va tro thanh khéi khong hop 18. Dit lidu trong khdi méi nay sé duoc truyén t6i
cac nut khac, nhitng nguoi ding khac s& phat hién ra thay doi bang cach so sanh cac
gi4 tri bam riéng ctia minh. Do d6, bét ki thay ddi nao vdi cac gia tri bam cua cay
Merkle déu dan dén két qua khong hop 18.

1.3.  Phén loai cac hé thong Blockchain

Hé thong Blockchain thuong duge phan chia thanh 3 loai: Public, Private va

Permissioned, trong do:

"\ AN | cay morke
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1.3.1. Blockchain cong khai

Céch rd rang nhat dé van hanh cac giao thtc blockchain 1 & dang cong khai. Pay 1a
cong nghé blockchain ban dau duoc phat minh va van dugc cho 1a dugc tng dung
manh mé& nhét.

Pay 1a loai Blockchain ma bat ky ai ciing c6 quyén doc va ghi dit liéu. Qua trinh xac
thue giao dich trén hé théng Blockchain nay doi hoi phai c¢6 hang nghin (thdm chi
nhiéu hon) nat (Node) tham gia. Vi vy, hé thong Blockchain nay dugc danh gia kha
an toan (vi chi phi dé thuc hién mot vu tin cong vao hé thong 1a kha cao). Pién hinh
cho loai Blockchain nay 1a cac dong tién dién tir nhu Bitcoin, Ethereum. ..

1.3.2. Blockchain bi mdt

C6 nghia 12 quyén truy cap duoc gidi han cho cc thanh vién va cac thanh vién ludn
dugc biét dén nhau. Nhitng nguoi tham gia dugc biét dén véi nhau va ho di quyét
dinh cung nhau thanh lap mot mang ludi.

Nguoi ding chi duge quyén doc dir liéu, khong c6 quyén ghi (quyén nay thudc vé
mot to chire bén thir 3 voi do tin cdy tuyét d6i). Bén thir 3 ¢6 toan quyén quyét dinh
moi thay dbi trén Blockchain. Thoi gian xac thue giao dich ddi véi Private Blockchain
kha nhanh (vi chi cdn mot lugng nho thiét bi tham gia vao giao dich). Ripple 1a mot
dang Private Blockchain, hé thong nay chi can 80% céac nat hoat dong 6n dinh 13 c6
thé tién hanh giao dich.

Ciing c6 kha nang mot s6 nut co cac vai trd hodc dic quyén khac nhau. Nhiing nguoi
tham gia c6 thé tao ra mot cau tric lién két duoc ca hai dong ¥ ma khong mang lai
cho bat ky ngudi tham gia nao mot 1oi thé cu thé khong cong bang.

Mang private Blockchain str dung cac trang thai dugc chia sé va bang chimg mat ma
dé phat hién va day i cc hanh vi khong dang. N6 lam nhu vay theo mét cach doc
dao thich nghi v6i méi trudng ma né duge thiét ké.

1.3.3. Blockchain cip quyén

La hé théng dong va chi danh cho nhitng nguoi duoc phép truy cap. Bat cir ai mubn
xac thuc cac giao dich va/hodc xem dir li¢u trén mang, trudce tién phai dugc central

authority (bd phan trung tim, chiu trach nhiém quan 1y chinh) chéap thuan.
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N6 dic biét hitu ich cho cac ngan hang, cong ty va nhitng to chirc khac phai tuan thu
cac quy dinh va khong mudn mat quyén kiém soat hoan toan dit liéu.
Nhiing loi thé 16n ctia permissioned blockchain 1a chiing co:

e Quyén kiém soat truy cip

e Kha ning tuy bién cao

e Thay d6i thoi gian dé dang hon dé tudn thu cac quy dinh

e Hiéu qua ning luong tét hon

e Kha ning mo rong tot hon
Tuy nhién, chung ciing ¢6 nhitng nhugc diém. D6 1a:

e Téap trung hon

e {t minh bach

e D@ bj tAn cong va thao ting hon

e D& dang kiém duyét hon

e Kho an danh hon
1.4. Cac co ché dong thuan
La mot qua trinh ra quyét dinh ctia nhom trong chinh céc thanh vién trong nhém phat
trién, va déng v hd tro mot quyét dinh vi loi ich t6t nhat cta toan bd nhom. Déng
thuan c6 thé dugc dinh nghia mét cach chuyén nghiép nhu mét giai phap dugc chap
nhén, duoc hd trg, tham chi khi khong phai 1a "su yéu thich" cia mdi ca nhan. Sy
d@)ng thuan dugc dinh nghia boi Merriam-Webster 13, dau tién, nhu 1a thoa thuin
chung, va thir hai 1a, sy doan két nhom niém tin hodc y kién.
No6i mot cach don gian, sy déng thuan 1a mot cach nang dong dé dat duoc thoa thuan
trong mot nhom. Trong khi bo phiéu chi giai quyét cho mot nguyén tic da s6 ma
khong c6 bat ky suy nghi nao vé cam xuc va phuc loi ciia ngudi thiéu s, trong khi
mot su d@)ng thuan dam bao rﬁng mot thoa thuan dat duoc co thé dem lai loi ich cho
toan bd nhom.

Trong mot mang ludi phan tan khong c6 co quan chirc nang, nhitng nguoi

tham gia can mot qua trinh dé dat dugc su d@)ng thuan vé nhiing gi dugc coi la su

that;
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Tir mot quan diém 1y tudong hon, déng thudn c6 thé dugce sir dung boi mot nhom ngudi
rai rac khip thé giéi dé tao ra mot xa hoi binh déng va cong bang hon.

Mot phuong phép tao ra sy ra quyét dinh déng thuan dugc goi la "co ché déng thuan".
1.4.1. Pong thudn theo bang chirng céng viéc.

Trong thuc té khai niém ndy xuat hién trude ca khi tién ma hoa ra doi. Y tuong
nay lan déu duoc cong bd bai Cythia Dwork va Moni Naor vao nim 1993, tuy nhién
cho dén nam 1999, cum tur nay madi dugce hinh thanh.

Satoshi Nakamoto, tac gia cua Bitcoin, nguoi dau tién da da vuot qua dugc
van dé cua Blockchain bang cach str dung bang chirng minh vé cong viéc.

Viéc dé xuét sir dung Proof-of-Work con nham muc dich dé phong mot thé

Iuc ¢ thé ndm trong tay quyén kiém soat ca mot hé thong. Cach giai quyét van dé
d6ng thuan nay khong chi don thuin bang cach sir dung phuong phap mat ma ma con
c6 su két hop cua phan cting may tinh.
Khi mot block md1 duoc tim théy, no s€ dugc cong bd trén toan mang dé cac node
khéc kiém tra. Néu moi tinh toan, giao dich trong block do chinh xac, cac node s€ cap
nhat vao ban sao blockchain (Iedger — sb cai) dang luu trit cuc b tai node d6. Van
dé mau thudn xay ra 1a vi khoang cach dia 1y, c6 thé gdy ra hién tuong cung mét thoi
diém céc node s& Iuu trit hai hodc nhiéu hon céc phién ban blockchain khong dong
nhat. Vi dy, cac nudc & chau My dang c6 chudi blockchain 1a ...P —>A, con cac nude
chau A c¢6 chudi blockchain 1a ...P —B.

Viéc mining (dao) lac nay van dién ra binh thuong. Sau dé, mot block X méi
duoc tim théy tir mot node & khu vuc chau A dang luu tri chudi hién tai la ...P —>B,
va chudi blockchain s& dugc cap nhit lai 1a ... P—>B —X. Khi blockchain méi nay
duoc thong bao dén céc node & khu vuc chau M7, lac nay s€ co sy mau thuan xay ra
1a xuét hién 2 chudi khong dong nhat 1a chudi ...P —A va chudi ... P—>B —X. Theo
luat quy dinh ctia Proof-of-Work, chudi blockchain nao dai hon thi s& thanh chudi
chinh. Do d6, cac node & chau M¥ phai cap nhat lai chudi blockchain mé&ila ... P —
>B —>X. Khi do su théng nhét ctia chudi blockchain trén hé thé)ng duoc dam bao.

Vian dé c6t 16i ctia thuat toan dong thuan theo bang chimg cong viéc 1a phai sir dung
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mot ngudn tai nguyén may tinh 16n va can thiét nhiéu nang lugng dién cung cip cho
hé thong may tinh nhim c6 dwoc dap an t6i vu. Néu nhin vé khia canh sinh théi thi
diéu nay hoan toan khong cé loi chut nao. Cac thg dao phai sir dung qué nhiéu ning
lwong va gdy anh hudng xau dén méi truong. Dé dao duge Bitcoin (hoic cac dong
coin str dung thuat todn dong thuan theo bing chimg coéng viéc) tho dao can phai c6
mot sb lugng 16n sttc manh tinh toan, nhiéu hon sttc manh ma mot may tinh binh
thuong dang c6. Diéu nay s& khién cho cong ddng cac tho dio gom cum lai v6i nhau
hinh thanh nén cac mining-pool. Nhirng thg dao nho 1é sé khong canh tranh dugc voi
cac tho dao 16n hon, tao ra su doc quyén trong khai thac tir cdc nhém tho dao 1on. Vi
v6i strc manh tinh toan 16n hon thi xac suat tim ra dap an dung va nhanh hon thg dao
nho 16 rat nhiéu.

Pong thuan theo bang ching cong viéc va blockchain chimg minh ring mot
tap hop cac nat khong biét hodc nhit thiét phai tin tuong 1an nhau c6 thé tao thanh
mot su dff)ng thuan vé mot tap hop cac su kién. Cac quy trinh don gian cua Bitcoin,
tire 1a logic kinh doanh, thuc thi mot cach déng tin cdy trén mot nén tang phan tan vi
su dong thuan khong quan tdm dén cac yéu t6 dau vao khoi cac nut tan cong hodc
truc trac.

Lich str dugc chia sé dang tin cdy, trang thai duogc chia sé va cac quy trinh hoa
chit ché ma khong cAn mot ngudi luu gitr s6 cai tap trung da truyén cam himg cho
suy nghi méi vé cach xay dung hé thong cho nganh dich vu tai chinh dugc quan 1y.
1.4.2. Péng thudn theo bang chitng cé phan.

Co ché dong thuan theo bang ching cd phan duoc néu y tudng 1an dau tién
trén dién dan bitcointalk.org vao nam 2011, déng coin dau tién st dung thuat toan
dong thuan nay la Peercoin cung v&i ShadowCash, NXT, BlackCoin, NuShares /
NuBits, Qora va Nav Coin vao nam 2012.

Co ché dong thuan theo bang chimg c6 phan ciing c¢6 chung mot muc dich véi
ddng thudn theo bang chimg cong viéc 1a cung cap phuong thirc ddng thuin cho mang
ludi blockchain va chan chan hién tugng 1ap chi. Tuy nhién ching khac nhau ¢ cach

van hanh do dong thuan theo bang chimg c6 phan khong c6 cau db toan hoc nao dé
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giai quyét nhu dong thuan theo bang chimg cong viéc, thay vao d6 nguoi ta tao khoi
dua vao ¢b ph?m. Vi du mdt nguoi trir duge 100 coin trong vi, ngudi khac trit duoc
1000 coin, thi ngudi gitt 1000 coi c6 x4c suat duge chon 1am ngudi xac nhan cao gap
10 1an trong viéc tao ra khdi méi. Vé ban chét s& khong c6 coin nao sinh ra thém, tat
ca coin duoc tao ra ngay tir ban dau. Thuit toan dong thuan theo bang chimg c6 phan
hoat dong khi mot the duc gop ¢6 phan ctiia minh vao dé xac minh cho 1 khéi dao
dich, viéc nay kha don gian va khong yéu cau cau hinh phan cing may tinh mang.
Quy md khai thac sé ti 1& tuyén tinh v&i s6 luong ¢d phan sé hitu. Pidu nay giup
khuyén khich cong dong tham gia vao viéc xac nhan giao dich, tang kha nang phan
quyén va dan chu.

1.4.3. Uy nhiém déong thudn theo bang chirng c6 phan.

Mot phan mo rong cua thuét toan bang chirng c6 phan duoc goi 1 bang chiing
¢6 phan duoc uy quyén (DPoS).

Co ché ddng thuan nay dugc khoi xudng boi Daniel Larimer nha sang lap cta
Bitshares (BTS) dong thoi ong ciing 1a giam ddc cong nghé cua EOS. 1.4.3. Uy
nhiém dong thuan theo bang chimng c6 phan 1a cach thirc dé gia ting toc do giao dich
va tao khéi ciia mang ludi ma vin khong anh huéng dén “ciu trac phan thudng
khuyén khich phi tip trung” co ban cta blockchain. Trong co ché dong thuén theo
bang ching c6 phan co ban, nguoi dung co6 thé dit sb coin cia ho vao viéc staking do
d6 ho c6 quyén xéac thuc cac giao dich, duc ra khdi méi va tim kiém cac phan thuong
khuyén khich lién quan. Con iy nhiém dong thudn theo bang chimg c6 phan 1a mot
bién thé cta dong thuan theo bang ching c6 phan nham muc dich tim kiém cach thirc
dat duoc su déng thuan trong mang ludi mét cach hiéu qua hon.

Nguoi dung bo phiéu chon ra cac chting nhan, 13 cdc ngudi dung tin tudong bau
chon bé cac ngudi dung khéac, dé thuc hiéc viée xac minh cac giao dich. Cac nhan
chtng hang dau 13 nhitng ngudi thu duogc nhiéu phiéu bau nhat va s& c6 quyén xac
minh c4c giao dich cho h¢ théng.

1.4.4. Pong thudn theo bang chirng ity quyén.
Co ché dong thuin dong thuan theo bang ching uy quyén duoc gidi thiéu lan

dau tién boi du an cung tén 1a POA Network (tén trude do 1a Oracle Network). Hién
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nay viéc xay dung mot dich vu/ing dung trén mdt blockchain cong khai (publie
blockchain) gip phai hai van dé 16n 14 rao can k¥ thuat khi tham gia vao mang luéi
va chi phi dau vao dé tham gia twong ddi cao, nén nhiéu doanh nghiép nho va vira s&
bi loai khdi viéc ing dung va hudng lgi tir cong nghé blockchain. V&1 mong mudn
khic phuyc tinh trang trén, du 4n ndy st dung thudt toan ddng thuin theo bang ching
iy quyén nhim muc tiéu don gian hoa qua trinh khoi tao va thyc thi cac Gmg dung
phi tap trung (DApp). dong thoi ting tdc d9, nang cao tinh bao mat va giam chi phi
v6i muc phi phai ching (nhing vu diémtrude day chi xuit hién trén cac private
blockchain) dé tao diéu kién dé dang hon cho cac doanh nghiép nay tiép can vdi cong
nghé blockchain.

Pong thuan theo bang chimg ty quyén 1a mot co ché duoc dung dé kiém
dinh va x4c nhan giao dich bang nhiing node c6 bang chting nhan than tét (khong c6
hanh vi sai tréi ndo truéc do), hodc co dia vi/danh tiéng nhét dinh trong mang ludi,
nghia 13 cac node nay déu phai c6 dang ky danh tinh rd rang tuan theo mét sb yéu cau
vé xac minh ban than, doi hoi phai c6 dia chi chung thuc va khong c6 bat ctr 1y lich
xau nao trong quéa khtr. Pidu nay giam thiéu nhitng tac dong tidu cuc tir cac node xau
dem lai va dam bao cho két qua cudi cung la hop 1€, chinh xéac, khong chiu su thau
tom hodc can thiép cuia bit ki ai. Co ché ddng thuan theo bang chimg Gy quyén chi
sit dung danh tinh nguoi ding lam can ctr duy nhat dé xac minh quyén xac nhan ra
block giao dich m&i ma khong can dén nhing thuat toan “dao/dac”.

Hay noi cach khac, trong co ché theo bing chimg ¢ phan, ¢ phan (stake)
dugc do ludng bang gia tri tién té (s6 lugng coin ma ngudi tham gia staking s& hiru)
thi khai niém cd phén (stake) trong co ché ddng thuan theo bang ching Gy quyén
chinh 1a “danh tinh” cia ngudi xac nhan giao dich. “Danh tinh” ¢ day phai c6 sy
trung khop gitra “dinh danh c4 nhan cia ngudi xac nhan giao dich” vai “tai licu thong
tin nhan than dugc phat hanh chinh thirc trén hé théng” la cua cung mQt ngudi, moi
ngudi dung ctia mang ludi déu biét chic chan rang ngudi thyc hién xac nhan cac giao
dich chinh x4ac 1a nguoi dai dién cho ai. “Thong tin dinh danh — indentity” dugc xem
1a mot loai “co phr:in — stake” va ching c¢6 tinh “khan hiém ddoc nhit” boi vi mot

nguoi chi ¢ thé c6 mot “danh tinh thuc” duy nhat.
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Nguoi dung chi cin cung cap danh tinh va thuét toan cta hé thong s& ty dong thuc
hién toan bd qua trinh cap quyén, tich lily diém uy tin cho dén qua trinh thuc hién
giao dich.

1.5. Phuwong thirc hoat dong cuia Blockchain

Phuong thirc hoat dong ctia Blockchain gdm c6 5 budc: Dinh nghia giao dich,
xacthue giao dich, tao khdi, x4c nhan khéi, chudi khéi.

Dinh nghia giao dich 1a mé6 hinh cta giao dich dugc xéac dinh trude bé1 mang
ludi Blockchain, gdm chit ky sd ctia nguoi giri, trong tai ctia giao dich, khoa cong khai
cua nguoi nhan dugc ki két mat ma voi khoa ki thuét sé dugc bao vé boi nguoi gui.

Xac thyc giao dich 1a qua trinh ma cac nat xac nhan néu mot tai khoan A ¢6
tai san, da s6 du tai san dé thyuc hién giao dich.

Tao khdi 14 qua trinh tao ra khéi bai cac nut tir cac mo giao dich, noi giao
dich dugc nhom lai véi nhau dya trén thoi gian tao.

Xéc nhan khéi 12 qua trinh x4c nhan xem khdi c6 hop 18 khong bang cach
kiém tra PreHash va Nonce.

Chubi khéi 1a qua trinh bo sung khdi cho Blockchain mét khi cac nut dat

duoc su déng thuan.
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Hinh 1.7: Cach hogt déng cia Blockchain

Moét vi du vé cach hoat dong cua cong nghé Blockchain dugc thé hién nhu
trong hinh. Trong d6 user A chuyén mot tai san k¥ thuat s6 sang User B, tai san co
thé 1 tién hodc hop dong thong minh. PAu tién ca hai ngudi dung tao nhin dang sb,
c6 thé goi day 1a mot chiée vi Blockchain riéng cia mdi ngudi dung. A can khoa cé
nhan ctia minh va khoa cong khai ctia B dé tao ra mot giao dich. A nhin khoa cong
khai ctia B bang cach quét ma QR ctia B hodc B giri khoa cong khai téi A thong qua
email. A tao ra giao dich dugc ky két v6i khoa ca nhan cta minh va phat song vao
mang ludi Blockchain. Cac nut trong mang ludi xac nhan giao dich va xac minh
tinh x4c thuc ciia A. Néu xac nhan tht bai, giao dich bi loai bo, con néu xac nhan
thanh cong né s€ dugc nhom lai cung véi giao dich dang cho xtr Iy tir cac mo giao
dich va mot khdi méi s& duoc tao ra. Khoi nay duoc truyén dén cac nut khac va mot
khi dat duoc su déng thuan thi khéi s& dugc thém vao chudi Blockchain trd thanh

vinh vién.
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Cuoi cung, giao dich dugc x4c nhan va tai san dugc chuyén tr A sang B.

Ngoai ra, tiiy thudc vao mang ludi Blockchain, c6 thé mat 2 phut dén 10 phat dé cac

giao dich dugc xac nhan. Vi du: Bitcoin 4.1 mét trung binh 10 phut trong khi

Ethereum 4.3 mét 2 phit dé x4c dinh cac giao dich.

1.8. Uu nhwoc diém ciia cong nghé Blockchain

1.8.1. Uu diém

Tinh minh bach: Céng nghé Blockchain mang dén nhiéu budc tién trong viéce cai
thién tinh minh bach.

Tinh phi tap trung: Cac hé théng duoc xay dung dua trén cong nghé Blockchain
c6 thé hoat dong trén mang ludi may tinh phi tap trung, tir d6 giam thiéu cac rui
ro bi tan cong, thoi gian chét trén may chil va gy that thoat dit lidu.

Loai bo don vi trung gian: Cac hé thong dugc xdy dung dua trén cong nghé
Blockchain cho phép co thé loai bo cac don vu trung gian lién quan dén hoat
dong lap ho so, ghi chép dir liéu va chuyén giao tai san.

Sy tin cay: Cac hé théng x4y dung dua trén cong nghé Blockchain 1am gia ting
niém tin gitra cac bén giao dich nho tinh minh bach duogc cai thién va mang ludi
phi tap trung va dong thoi loai bo dugc cac don vi trung gian khong can thiét.
Tiét kiém chi phi: SO céi thiét 1ap trén nén tang Blockchain cho phép loai bé don
vi trung gian va cac 16p xac nhan trong giao dich. Cac giao dich du can nhiéu sb
cai riéng biét, déu c6 thé thiét 1ap trén mat sO cai chung, ttr d6 gidm thiéu chi phi
kiém nhan, xac thuc va tham tra mot giao dich.

DJ bao mat: DTt liéu nhap vao Blockchain sé khong thé stra doi, qua doé tranh
duogc tinh trang gian 1an qua viéc nguy tao giao dich va gia mao lich st dir liéu.
Cac giao dich dua vao Blockchain s€ tao nén mot lich str hoat dong ro rang minh
bach tir diém khoi dau cua Blockchain, cho phép d& dang thdm tra va kiém ké
moi giao dich

Cong nghé dé tiép can: Cung véi tiém niang tmg dung rong rii, cong nghé
Blockchain con giup viée tao 1ap cac Gmg dung d& dang hon, nho cac bude tién

hién nay nhu nén tang Ethereum, ma khong can phai dau tu qua nhiéu vao co so
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ha ting. Cac ung dung phi tip trung, cic hop dong théng minh va nén tang
Ethereum.

e Tiém ning ung dung rong: Pa phan moi gia tri déu co thé co thé duoc 1ap ho so
dua trén Blockchain va nhidu cong ty trong nhiéu linh vyc cong nghé di phat
trién cac hé thong dua trén cong nghé Blockchain

1.8.2. Nhwoc diém

e Tén cong 51%

Mt cudc tn cong 51% co thé xay ra néu c6 mot don vi kiém soat hon 50% sirc manh
bam ciia mang ludi. Piéu nay s& cho phép don vi nay pha v& mang ludi bang cach c¢d y
ngan chan hoac stra doi viée dat cac giao dich.

Mic du vé mit 1y thuyét 1a c6 thé xay ra, nhung thyc té 1a chua bao gio ¢6 cudc tin cong
51% thanh c6ng nham vao blockchain Bitcoin. Khi mang ludi phat trién 16n hon, bao
mat s& ting 1én va rat kho c6 kha ning co6 thg dao nao d6 s& dau tu sd tién va tai nguyén
16n dé tan cong Bitcoin nén tt hon ca 12 tho ddo s& hanh dong trung thuc dé nhan thuong.
Ngoai ra, mot cudc tin cong 51% thanh coéng s& chi c6 thé stra ddi cac giao dich gan day
nhat trong mot khoang thoi gian ngan vi cac khdi dugce lién két thong qua cac bang ching
mat ma (dé thay doi cac khdi cii hon, sitc manh tinh toan s& 1a khong tudng). Ngoai ra,
blockchain Bitcoin rét linh hoat va s& nhanh chong thich img nhu 1a mot phan tng trudc
mét cudc tin cong.

e Sira d6i dir liéu

Mot nhugc diém khéc ciia cac hé thong blockchain 1a mot khi dir liéu da dwoc thém

vao blockchain thi viéc stra di 13 rat kho. Mic du tinh 6n dinh 1a mot trong nhitng

loi thé ctia blockchain, nhung n6 khong phai lic nio cling tét. Viéc thay doi dit liéu
hoic mi blockchain thudng rat phirc tap va thudng can c6 mét hard fork, trong d6
mot chudi s& bi bo va mot chudi mai duge dua 1én.

e Chia khoa ca nhén

Blockchain str dung mat ma chia khoa cong khai (hoic bat d6i xting) dé cung cép cho

ngudi diing quyén s hitu doi véi cac don vi tién dién tir cia ho (hodc bat ky dir lidu

blockchain nao khac). Mdi tai khoan blockchain (hoic dia chi) c6 hai chia khoa twong
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mg: mot chia khoa chung (c6 thé chia sé) va mot chia khoa ca nhan (can duoc giit bi
mat). Ngudi dung can chia khoa ¢4 nhin dé truy cdp vao tién cua ho, nghia 13 ty ho
dong vai tro nhu mot ngan hang. Néu nguoi dung mat chia khoa ca nhan, tién s& bi
mat va khong thé lam gi hon duoc nira.

e Khong hi¢u qua
Ly do 1a vi dao c6 tinh canh tranh cao va ctr sau muoi phat lai c6 mot ngudi chién
thing nén cong stc cia cac tho moé khac sé bi lang phi. Khi cac tho mé lién tuc ¢
géng tang sic manh tinh toan, ho sé c6 co hdi tim dugc 101 giai hop 1€ cao hon. Do
d6 céc tai nguyén dugc st dung boi mang ludi Bitcoin di ting dang ké trong vai nim
qua, va hién tai lugng dién ti€u thu danh cho bitcoin da vuot qua nhiéu quéc gia,
chéng han nhu Pan Mach, Ireland va Nigeria.

e Luu trir
Céc s0 cai Blockchain co thé phat trién rat 16n theo thoi gian. Blockchain Bitcoin
hién can khoang 200 GB dung luong luu trit. Tbc do tang kich thudc hién tai cuia
blockchain ¢ vé nhu vuot xa toe do ting dung lugng luu trit cta cac 6 dia cing.
Mang luéi ¢6 nguy co mat cac node néu kich thudc ciia so cai 1a qua 16n dé cac ca
nhan tai xudng va luu tri.
Két chwong

Chuong nay di tim hiéu mot s6 khai niém co ban vé cong nghé Blockchain, nhiing
thanh phan co ban ciu tao nén coéng nghé Blockchain nhu ham bam, chit ky sd, cac
co ché dong thuan va cach hoat dong cuia cong nghé nay. Nhiing lgi ich cua cong
nghé Blockchain 1 khong thé phu nhan. Tuy nhién day 13 mot cong nghé méi va dé
hoan thién dugc cac dac tinh ctia cong ngh¢ nay la ca mot bai toan 1au dai. Chuong 2
s& di vao tim hiéu, nghién ctru nén tang Corda R3. Mot nén tang hd trg manh mé viéce

xay dung g dung cho doanh nghiép.
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CHUONG 2: NGHIEN CUU NEN TANG CORDA R3
2.1. Nén tang Corda R3
2.1.1. Gidi thiéu nén ting Corda R3

R3 (R3 LLC) la mot cong ty cong nghé blockchain doanh nghiép. N6 dan dau
mot hé sinh thai gdm hon 300 cong ty ciing nhau xay dung cic tmg dung phéan tin
trén Corda (duoc goi 12 CorDapps) dé st dung trén cac nganh coéng nghiép nhu dich
vu tai chinh, bao hiém, y té, tai chinh thuong mai va tai san k§ thuat sd.
R3 ¢6 tru sé tai thanh phé New York. N6 dugc thanh 1ap vao ndm 2014 béi David E
Rutter. CTO hién tai Ia Richard G. Brown.
Corda 1a mdt nén tang so cai phan tan (distributed ledger). Puoc quan 1y boi to chirc
R3, Corda hudng dén mang doanh nghiép véi cac Gmg dung tai chinh, thwong mai,
bao hiém, y té, chudi cung tng v..v, dugc xdy dung nham giam thiéu cac trd ngai
trong giao dich thuong mai. Corda dugc xay dung dya trén cong ngh¢ DLT
(distributed-ledger-technologies) hay con goi 14 cong nghé s céi phi tap trung, ma
g dung dién hinh 1a cong nghé Blockchain.
Corda 1a mét blockchain dugc cap phép (permissioned blockchain) duoc kiém soat
va phat trién boi R3 va cac t chirc tham gia vao giao dich.
Corda ciing c6 thé ing dung trong xay dung cc nén tang KYC (Know your customer)
nhan dang, xac minh danh tinh khach hang, dd vat. Hién nay, Corda dang duogc tap
trung nghién ctru tai cac doanh nghiép can dén nghiép vu ching thuc s nhu: bao
hiém, ngan hang, td chure tin dung, san Xuét va thuong mai, vv.. mot nén tang dé tao
kha ning tuong tac trong cai dat doanh nghiép. Kha ning mo rong an tuwong, quyén
riéng tu cua giao dich, tinh nhat quan ciia trang thai va tinh linh hoat cta quy trinh
lam viéc phu hop v6i nhiéu loai hinh doanh nghiép bao gém thi trudng von, tai tro
thuong mai, nhan dang k¥ thuat s6, bao hiém, cham soc stc khoe, chinh pht, chudi
cung ung va vién thong.
Corda duogc xay dung nham muc dich ghi lai, quan ly va déng bo hoa cac dir kién
dugc chia sé bai nhitng bén tham gia. CorDapps, 14 nhiing img dung c6 thé duoc xay
dung trén Corda, mé hinh héa chit ché cac quy trinh kinh doanh bat dau voi sy ton

tai cua cac rang budc. O Corda, céc hop déng thyc hién cac thdéa thudn phap ly. Corda
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gitp thuc hién cac hop dong bang cach dé dang thyc hién cac quy trinh kinh doanh
nhu thu thap cac phé duyét va chir ky can thiét s& tao, thuc hién va giao dich cac thoa
thuan rang budc.
Corda hd trg nhiéu co s& dit liéu quan h¢ khac nhau, chi can két ndi thong qua JDBC
(Java Database Connectivity).
Ngoai viéc hd trg cac co sd dir licu khac nhau, Corda linh hoat trong viéc st dung
thuat toan déng thuan. Corda khong c6 h¢ théng déng thuan cb dinh, nd st dung
Notary services nham kiém chimg giao dich, tranh truong hop double spending.
Mang Corda c6 thé c6 mot hodc nhiéu Notary services, mdi Notary services sir dung
cac thuat toan déng thuan khac nhau.
Véi Corda, mdi to chirc duy tri mot sb cai ghi lai cac thoa thuan va vi tri phap 1y cta
cong ty v4i cac ddi tac. Rat nhicu hoat dong gitra cac doanh nghiép lién quan dén viéc
diéu tiét lich str va su kién khac nhau. Sy khong nhat quan 13 khong thé tranh khoi do
su trung 1ap cla cac qua trinh phirc tap. Piéu ndy dan dén viéc giai quyét tranh chip
t6n kém hon nita, ban than n6 dé xay ra sai sot va tén kém.
2.1.2. CorDapp

CorDapps (Corda Distributed Applications) 1a cdc ung dung phan tan chay
trén nén tang Corda. Muc tiéu cia CorDapp 1a cho phép cac nit dat duoc thoa thuin
vé cac ban cap nhat cho so cai. Chung dat duoc muc tiéu nay bang cach xac dinh cac

ludng ma chu s& hitu nit Corda c6 thé goi qua RPC:

RESPONSE

NODE
RPC CALL HTTP REQUEST
INITIAL STEPS
Build tx
sign tx ™\
= [ FLOW
COUNTERPARTY | START
COUNTERPARTY N 4 { API
[ ] INPUT \
MORE STEPS
Check sigs VAULT RPC CALL
NOTARY ..
® NOTARISATION ™
RPC CALL
STORAGE ce
‘ RECORDING R HTTP

Hinh 2.1: Luéng Xz ly trong CorDapp

CorDapps c¢6 dang mdt tap hop cac tép JAR chira cac dinh nghia 16p duoc viét bang
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Java hoac Kotlin.

Céc dinh nghia 16p nay thudng s& bao gdm céac phan tir sau:

. Flow: Xac dinh mét quy trinh dé nut chay, thuong la dé cap nhat s6 cai

. States: Xac dinh cac su kién ma thda thuan dat duoc.

. Contracts: Xac dinh nhitng gi cAu thanh mot ban cap nhat s6 cai hop 1€

. Services: Cung cip céc tién ich ton tai lau dai trong nit

. Serialisation whitelists: Danh sach han ché nhirng loai nat cua s€ nhan dugc.

M3 ngudn ctia CorDapp duoc chia thanh mot hodc nhiéu mé-dun, mbi mo-dun
s€ duoc bién dich thanh mot JAR riéng biét. Két hop cung véi nhau, cac JAR nay dai
dién cho mot CorDapp duy nhat. Thong thudng, mot CorDapp chira tat ca cac 16p
can thiét dé né dugc sir dung doc lap. Tuy nhién, mét s6 CorDapp chi la thu vién cho
cac CorDapp khéc va khong thé chay doc lap.

Mo hinh chung can phai co:

. Mot mo-dun chi chira cac hop dong hodc trang thai ciia CorDapp, ciing nhu
bat ky phu thude bat budc nao.

. M6-dun thir hai chira cac 16p con lai phu thudc vao cac hop dong hodc trang
thai nay

2.1.3. Cdc thiét ldp cai dit méi truwong co ban dé phdt trién CorDapp

. Cai dat Java 8 JDK: Cai dit Java 8 JDK. Corda yéu cau it nhat phién ban
8ul71, nhung hién khong hd tro Java 9 tro 1én cho phién ban Corda nay.

° Cai dat IntelliJ IDEA: IntelliJ 1a mot IDE hé trg manh mé cho viée phat trién
Kotlin va Java.

o Cai dit Git: St dung Git dé Iuu trir CorDapp mau va cung cap quyén kiém soat
cac phién ban.

° Cai dat Gradle.

2.1.4. So sdnh Corda véi cdc nén ting khdc

Corda dugc tao ra tir qué trinh lam viéc sau rong véi cac cong ty tai chinh, ngén hang
va duoc thiét ké véi cac yéu cau cua ho. Tuy nhién, thiét ké do cling duogc l?iy cam

htrng tir cac nén tang trude do.
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Bdng 2.1: So sanh Corda véi mét sé nén tang khdc

Tiéu chi Bitcoin Ethereum Hyperledger | R3 Corda
Fabric

Ngon ngir C++ Solidity(JavaScript, | Golang, Java | Kotlin, JVM

1ap trinh C++, Python) platform

Quan tri Khdng Khdng Linux R3
consortium

Hop dong Co Khong rang budc Khong rang | Rang budc so

théng minh sO cai budc sb cai cai

Thuat toan | Phén tan, c6 | CO phan, cong viéc | Byzantine Notary nodes

dong thuan | phan

Kha nang Co Co Co Co

mo rong

Tién té BTC Ether Khéng co Khéng co

2.2. Dic trung va triét Iy ciia Corda

2.2.1. Tinh cip quyén

Tinh riéng tu cia mang Corda: Corda 1 mot mang cip quyén (gidng nhu Hyperledger

Fabric hay Quorum). Céc node tham gia vao mang can dugc cip phép va dinh danh

day du.

O Corda, c6 mot quy trinh két nap mang chinh xac. Mot tac nhan trén mang Corda

duoc dai dién béi mot nat. Cac nat duoc biét dén véi nhau va hé théng duoc thiét ké

dé tir chdi cac nut trai phép.

Khi cac node bén ngoai muon tham gia vao mang Corda, Node do s€ can phai xac

thuc véi DoorMan (tam dich 1a nguoi gitt ctra). Node maéi s€ dugc tham gia vao mang

khi dugc DoorMan verified va accept.
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2.2.2. Hop dong thong minh trong Corda R3.

Corda ciing c¢6 smart contract nhu cac nén tang khac nhu Ethereum, Hyperledger
Fabric hay Quorum. Tuy nhién, smart contract ciia Corda c6 chut khac biét so vdi cac
nén tang trén.

Tat ca ndi dung, nghiép vu, logic trong smart contract ciia cac nén tang nhu Ethereum
hoan toan do 14p trinh vién quy dinh. Do d6, n6 kha free style, khong thuc su gidng
so voi cac hop dong phap 1y truyén thong.

Corda khéc biét & chd né tap trung vao ngdn ngit phap 1y, quy trinh kinh doanh, cach
giai quyét cac thoa thuan tranh chap va mdi quan tdm cu thé cta cac doanh nghiép.
Trong cac nén tang blockchain néu trén Code 1a luat (Code is Law) thi Corda hudng
t6i triét Iy Luat 1a luat (Law is Law).

Léy vi du nho nho vé giao dich tién mat, smart contract trong corda sé duogc viét dé
kiém tra xem giao dich c6 dang hay khong? Chang han nhu tong gia tri input bang
tong gia tri output. N6 twong tu nhu vai trd cta ké toan, kiém toan vay. Néu khong
thda man cac diéu kién, giao dich s€ bi smart contract reject.

2.2.4. Mang ngang hang

Mang P2P ctia Corda khong c6 viéc boardcast thong tin hay giao dich cho toan mang.
Théng tin, giao dich chi duoc trao doi boi cac bén tham gia. Vi du néu Alice giao
dich vé6i Bob, thi chi Alice va Bob biét vé né, va ¢ thé thém bén co quan quan 1y.
Khong nhu Ethereum, Bitcoin hay phan nao 1a Hyperleder Fabric. Dit liéu trén s6 cai
ctia mang Corda khong dong bd ¢ tit ca cac Node. Vi du dugc mé ta trong hinh bén
dudi, Alice chi giao dich v&i Bob, nén dir li€u, trang thai vé cac giao dich gitra Alice
va Bob chi duogc luu trit & s6 cai cia 2 bén. Nguoc lai, Alice cling khong biét duoc

vé céc giao dich gitra Bob véi Carl, Card véi ED, v..v
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Hinh 2.2: M6 ta luu tri¢ giao dich mgng ngang hang trén Corda
Mang Corda dugc thiét ké dé md rong quy md. Qua trinh hoan tat giao dich

duoc thiét ké dé chay nhanh nhat c6 thé khi mang va phan ctng co ban cho phép.
Qua trinh hoan thién khéng bj rang budc vé mat logic boi co ché tao nhip d6 hoidc
nhu ciu thu thap thoa thuan rong rai nhu dugc tim théy trong cac mang blockchain
dat dugc sy dong thuan. Néu Alice va Bob dong v rang giao dich da duoc hoan tat va
c4c quy trinh khac nhau hoan thanh thi d6 13 giao dich cudi clng.
2.2.4. Hang doi thong diép

Corda str dung AMQP (Advanced Message Queuing Protocol) thong qua TLS
dé truyén thong di¢p trong mang. AMQP chay bat déng b, chiu tai tot, dam bao vé
viéc giri, luu gitr thong diép va hoat dong ma khong can két ndi lién tuc. Khi node
ngoai tuyén, thong diép dugc xép thanh hang doi va giri di khi node online.
2.2.5. UTXO

Corda sir dung mé hinh UTXO cho cac giao dich giéng nhu Bitcoin. Output
cta giao dich nay s& 1a Input cho giao dich ké tiép.
Vi du: Alice c6 103, Alice mudn chuyén cho Bob 1$. Pau vao cua giao dich s€ la
Alice has got $10, dau ra cta giao dich 1a Alice has got $9 va Bob has got $1. Khi
giao dich hoan tat, input s& duoc danh diu 1a Historic (khong thé sir dung lam dau

vao cho cé4c giao dich tiép theo).
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Viéc sap xép sai cac giao dich 1a diéu khong thé xay ra vi mdi giao dich phu
thudc vao sy ton tai ciia cac trang thai dén trude d6 va chi c6 thé duoc thuc hién mot
lan. Co ciu nay giai quyét gon gang van dé chi tiéu gip doi trong khi dat ra nhing
yéu cau téi thiéu cho qua trinh dong thuan.

2.3. Cac khai niém quan trong trong Corda

2.3.1. Cdc trang thdi

Téng hop ciia tat ca cac state dugc nam giir boi tit ca cac nut ciia mang 1a “distributed
ledger state”. Khong c6 so cai trung tam va khong phai tat ca cac nut déu biét tat ca
cac trang thai, vi vay so cai tong thé mang tinh chii quan tir quan diém cua timg nguoi
tham gia. Hau hét cac trang thai duoc tim thay trong it nhat hai nut khac nhau.
Trang thai 1a dir liéu dugc luu trong s6 céi cia mot hay nhiéu node trong 1 thoi diém
nhat dinh, trang thai tai thoi diém d6 1a khong thé thay d6i (immutable).

Trang thai khong thé sira doi truc tiép, thay vao do trang thai s& duoc luu thanh mdi

chudi (goi 1a State sequences). Cac trang thai cii s& duoc danh dau 14 Historic.

2.3.2. Cac giao dich

Giao dich chi viéc ti€u thu cac trang thai va tao ra cac trang thai magi. Cac
giao dich chi c6 hoan thanh toan b hoac khong c6 hi¢u luc. Trong Corda mot giao
dich tham chiéu trang thai dau vao hién tai va trang thai diu ra trong tuong lai. Giao
dich chua duogc cac bén chép nhan dugc goi 1a giao dich dé xuét.

Gia st Alice s& gui tat ca $ 10 cho Bob. Mot giao dich c¢6 thé tham chiéu trang
thai dau vao "Alice c6 10 d6 la" va trang thai dau ra "Bob c6 10 d6 1a". Giao dich tiéu
tén "Alice c6 $ 10" dé trd thanh trang thai lich str. N6 1a mot phén cua qua khir va no
giai thich lich st cta tai khoan Alice. N6 da bién mét vi Alice da giri n6 cho Bob.

Luc nay tién da dugc doi chu.

2.3.9. Nodes
Corda node 1a moéi truong chay may ao Java (Java Virtual Machine run-time),
mdi node trong mang déu c¢6 cho minh mét dinh danh riéng.

Céc thanh phan chinh trong kién triic ciia mot Corda node:
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Persistence layer lam nhi¢m vu luu trir dit ligu gém co?2 phén:

Vault, luu trit trang thai cta s6 cai (hién tai va historic)

Storage service, noi litu trit cac giao dich.

Network interface thuc hién viéc tuong tac védi cac nodes khac trong mang.

RPC interface c6 chirc nang twong tac v6i cac thanh phan khéc trong node.

Service Hub 13 noi trung gian dé twong tac voi cc services trong mang (oracles,
notary)
2.3.3. Commands

C6 nhiéu hinh thtc giao dich khac nhau. Khong chi 1a chuyén tién ma cé thé 1a
d6i tién, hay tién, vv... Commands 14 khai niém gin lién véi 1 giao dich trong Corda

nham mo ta rd muc dich cua giao dich dé.

N = | ; ra
(2 g — ——a
3 <l L
=== " a
Sig A 5ig8
Hinh 2.7: Commands
2.3.4. Flows

Flows 12 mot chudi cac budc dé mot node biét cach cap nhat trang thai cua $0
cai, chéng han nhu phat hanh mét tai san hoac thuc thi mot giao dich. Chéng han,
Flow cua node gui giao dich va node nhan giao dich sé khac nhau. Corda cung

cap Flow Library dé cac node c6 thé implement tiry thudc vao ting truong hop.
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Hinh 2.8: Vi du don gidn vé Corda Flow
2.3.5. Cdc co ché dong thudn

Dbé duge luu vao so cai, giao dich phai dat dugc Validation Consensus lan
Uniqueness Consensus.

Validation Consensus

Validation consensus 12 qua trinh déng thuan nham dam bao cho giao dich déu
duoc ky boi tat ca cac bén tham gia ciing nhu input, output cta giao dich thoa

man logic trong hop dong thong minh.
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Hinh 2.9: Ludng xac thwe giao dich

Uniqueness Consensus
Uniqueness consensus ¢ muc dich nhim ngan chan viéc double-spends (lap chi)
dugc cung cap bdi Notary Services.
Lay vi du Bob ¢6 1.000.000$ trong tai khoan. Bob tao 2 giao dich
Chuyén 1.000.000$ cho Charlie dé doi 1y 800.000£
Chuyén 1.000.000$ cho Dan dé doi 1y 900.000€
Van dé ¢ day 1a 2 giao dich ctia Bob hoan toan théa man Validation Consensus, chi
v6i 1.000.000$ Bob co thé gian 1an va thu vé gap doi sb tién ban dau.
bé ngan chan diéu do, moi giao dich duogc dé xuét can thoa man yéu ciu réng khong
c6 bat ky input ndo trong giao dich da dugc sir dung & mét giao dich khac.
2.3.6. Notary Services

Notary Services 1a mot dich vu trong mang Corda c6 chirc ning chong double
spends. Notary Services c6 thé bao gdm 1 hay nhiéu node, mdi node c6 thé chay cac

thuat toan déng thuan khac nhau.
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Khi mot peer giri giao dich dén Notary Services, c6 2 trudng hop co thé xay
ra. Néu trang thai cua input d c6 trong Notary Map thi service s& throw exception.
Néu trang thai input chwa dugc ghi nhan 1a d sir dung thi Notary Services s& ky va

xac nhan giao dich.

2.3.7. Time-windows
Pung nhur tén goi (cira s6 thoi gian), time-windows 1a khai niém trong cac giao
dich, ap dung voi céc giao dich can duoc thuc hién trong mot khoang thoi gian nhét dinh.
Time-windows c6 3 khoang 1 trudc, trong va sau. Cac bén tham gia c6 thé
quy dinh khoang thoi gian ma giao dich can duoc thyc hién.
Notary Services s& kiém tra thoi gian va reject cac giao dich c6 thoi gian da
bén ngoai time-windows dugc quy dinh.
2.3.8. Oracles
Oracles trong Corda ciing c¢6 ¥ nghia twong tu nhu Oracles trong cic nén ting
blockchain khac nhu Ethereum, Cosmos, vv... 1a dich vu cung cép dir liéu bén
ngoai cho mang (vi du nhu ty gié tién t¢&).
2.3.10. The service hub
Céc chtrc nang cu thé ma service hub cung cap:
e Théng tin vé cic node khac trén mang va cac dich vu chiing cung cap.
e Truy cap vao ndi dung cia vault va storage service.
e Truy cap va tao ra cac cdp public-private key cua node.
e Thong tin vé chinh node chura service hub.

e Thoi gian.
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Hinh 2.11: ServiceHub

2.3.12. Mang Corda

Mang Corda la mot dd thi duoc két nbi dﬁy du. Cling nhu hai hodc nhiéu nguoi tham

gia ngang hang c6 nhiing vai tro dic biét quan trong tao nén mot qua trinh trién khai

hoan chinh.

e MOot ngudi gac cira cung cap viée cap phép va ky ching chi cho mang duoc

cap phép
e Oracles
e Dich vu ban dd mot mang

e Mot hodc nhiéu Notary Services
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Hinh 2.12: Corda Network
Keét chwong

Corda 12 mot tap hop céc dir kién duoc chia sé khong dong déu giira cac thanh phan
trong mang trén co so dinh danh rd rang, mot co sé dir liéu phi tap trung dugc thiét ké
dé sir dung trong méi trudng doanh nghiép. N6 cho phép mét tap dit liéu nhat quan
dugc phéan cap gitta nhiéu niit phan tan 14n nhau, voi cac hop dong thong minh chay
trén JVM cung cip dinh nghia diéu khién truy cap va luoc d6. Hé théng quan 1y danh
tinh dam bao rang cic bén ludn biét ai ho dang tuong tac voi. Cac cong ching vién
dam bao tinh nhanh nhay cua thuat toan ddi v6i cac hé théng dong thuan phan tan va
hé thong hoat dong ma khong can khai thac hodc chudi cua cac khoi.

Kién tric va lva chon chién luge cia Corda huodng dén viec ghi lai va thuc hién
cac thoa thuan tai chinh bao gém ba tdm nhin chinh: tht nhat, cac hd so do hé théng
nay quéan 1y s& chi co thé truy cap duoc ddi voi cc tac nhan co loi ich hop phap trong
tai san va thoa thuan ma ho quan ly. Thur hai, hanh vi cta céc thoa thuan do h¢ théng
quan 1y s& duoc mo ta trong ma may tinh dé cap rd rang va dat duoc tinh hop phap
clia nd tlr vin ban phép Iy bo sung. Va cudi cing, dé dat duoc su chip nhan rong rii
trong cong dong tai chinh, cac phan ciia hé thong phai va s& phai md: ma nguén md,

quy trinh phat trién ma, cac tiéu chuan cong nghiép va cong nghé mo.
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CHUONG 3: UNG DUNG CONG NGHE BLOCKCHAIN

TRONG GIAO DICH CHUYEN TIEN LIEN NGAN HANG

3.1. Ditvan dé

Theo nghién ctru ctia Boston Consulting Group (BCG), gan 53 ty USD di dugc
danh cho céc cong ty fintech va hién cé khoang 3.500 cong ty Fintech trén thé gidi.
Nhitng cong ty ndy hd tro rit nhiéu nganh nghé, trong d6 linh vuc tai chinh - ngan
hang dugc hudng loi nhidu nhat.

Fintech trong linh vuc tai chinh - ngan hang két nbi nguoi cho vay voi nguoi di
vay, thanh toan héa don bang mot tng dung trén smartphone, quan 1y danh muc dau
tu bang robot tu dong... RS rang, Fintech dang thay doi dién mao nganh tai chinh -
ngan hang.

Theo khao sat cia PwC dau nam 2020, ty 1¢ khach hang san sang hop tac véi
cac cong ty fintech trong linh vuc thanh toan chiém 84%, ngan hang dién tir chiém
68%, tai chinh c4 nhan 14 60%, cho vay ca nhan chiém 56%, tiép theo d6 1a tiét kiém,
bao hiém va quan 1y tai san.

Mot s6 nha phan tich tai chinh tin rang, trong twong lai khong xa, blockchain s&
thay thé cac hé théng chuyén khoan ngan hang hién tai.

Céc ngan hang thuong 1a d6i tugng ap dung cong nghé thong tin sém nhét va
ho d 1am rat tét trong viée ty dong hoa cac quy trinh thu cong trude day va s hoa
cac quy trinh vat ly trudc day.

Theo mét cudc khao sat ciia Cong ty Tu van Accenture, hon mot nira cac nha
quan 1y hang dau hién nay thira nhan rang blockchain déng mdt vai trd quan trong
trong sy thanh cong cua cac ngan hang cling nhu cong ty tai chinh. Cac ngan hang
trén toan thé gidi sé& tiét kiém duoc 20 ty USD vao nim 2022 nhd 4p dung cong nghé
blockchain.

Cong nghé Blockchain dang thyc sy mo ra mot tiém ning rat 16n trong linh vuc
tai chinh — ngan hang, n6 c6 tac dong to 16n dén quy trinh x4c nhan giao dich, quan
Iy tién mit, t6i vu hoa tai san ciing nhu cac quy trinh kinh doanh khac. Cong nghé

blockchain s& gitp giam thiéu thoi gian tir lac dang ky t6i luc hoan thanh giao dich
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hodc giam thoi gian cho cac giao dich lién ngan hang, chuyén khoan quéc té hoic xac
nhan thong tin cd nhan.

Trong bdi canh nay, cong nghé blockchain ¢ thé cung cap céc lwa chon kha thi
va hiéu qua hon cho nganh c6ng nghiép chuyén tién.

3.1.1. Xdc dinh bai todn

Dich vu chuyén tién tai Viét Nam duge dinh nghia tai Khoan 7 Piéu 3 Thong
tu 46/2014/TT-NHNN huéng dan vé dich vu thanh toan khong dung tién mat do
Théng déc Ngan hang Nha nude Viét Nam ban hanh nhu sau:

Dich vu chuyén tién 1a viéc to chuc cung tng dich vu thanh toan thuc hién theo
yéu cau ctia bén tra tién nham chuyén mét sd tién nhét dinh cho bén thy huéng. Bén
thu huong co thé 1a bén tra tién. Dich vu chuyén tién bao g6m dich vu chuyén tién
qua tai khoan thanh toan va khong qua tai khoan thanh todn ctia khach hang.

Céc bén tham gia trong phuong thitc chuyén tién

Nguoi tra tién — ngudi mua, ngudi mac ng — hodc ngudi chuyén tién — ngudi
dau tu, kiéu bao chuyén tién vé nudc, ngudi chuyén kinh phi ra nudc ngoai — 1a ngudi
yéu cau ngin hang chuyén tién ra nudc ngoai.

Nguoi huong loi — ngudi ban, cha ng, nguoi tiép nhan von dau tu — hodc 1a
ngudi nao d6 do ngudi chuyén tién chi dinh.

Ngan hang chuyén tién 13 ngan hang & nudc nguoi chuyén tién.

Ngan hang dai Iy cia ngan hang chuyén tién 12 ngan hang ¢ nudc nguoi huong loi.

Tién i T Trung gian T6i NH nhan Hach todn vé
KH thanh toan ian b NH nhan
Thie hién b el | Thychinbéi |
; trung gian . —
NH chuyen , NH nhan
thanh todn

Hinh 3.1: Téng quan luéng chuyén tién lién ngan hang
Cac nghiép vu ngan hang chuyén tién

D061 véi ngén hang ¢6 hai nghiép vu chuyén tién di va chuyén tién dén.

Khi chuyén tién di, nghiép vu ngan hang dién ra theo 4 b wdc: (1) tiép nhan ho so
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xin chuyén tién; (2) Kiém tra hd so chuyén tién di; (3) Lap dién chuyén tién va (4)

Hach toan — Luu ho so. (Hinh 4.2.)

Ti€p nhan ho so xin chuyeén tién

Kiém tra ho so chuyén tién di

Lap di¢n chuyén tién

v

Hach toan, luu ho so

S Hinh 3.2: Nghiép vu chuyén tién di ’
Khi chuyén tién dén, ngan hang thuc hién thanh toan theo ba budc: (1) Ti€ép nhan

1énh chuyén tién; (2) Thanh toan cho nguoi hudng loi va (3) Luu hd so. (Hinh 4.3.)

Tiép nhan 1énh chuyén tién

Thanh toan cho nguoi huong loi

Hinh 3.3: Nghigp vu nhan tién
Theo thong tin trén ngan hang nha nudce, cac hinh thirc chuyén tién truc tuyén hién tai:

Néu chia theo yéu t6 trong hay ngoai ngan hang, c6 2 hinh thuc:

e Chuyén tién toi mot tai khoan cung ngan hang, con goi 1a chuyén khoan noi
bd. Vi hinh thir nay, tién s& “ndi” trén tai khoan nguoi nhan “real time”, vi¢c
xur 1y s€ nhanh hon do giao dich dugc thuc hién trong ha tﬁng ndi bd cua ngan
hang, it xay ra 161, néu c6 16i s& xir Iy quyén loi cho khach hang nhanh chéng

hon
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e Chuyén tién sang mot ngan hang khac, con goi 1a chuyén khoan lién ngan
hang. Véi hinh thirc ndy, ngan hang ngudn s& goi sang cac bén trung giang
nhu NAPAS, Viettel, BIDV, VNPay, NHNN... 1 cac don vi c¢6 két ndi dén
nhiéu ngén hang hoic xay dung két ndi tryc tiép dén cac ngan hang thu hudng
tai Viét Nam thong qua internet.

Néu chia theo yéu t6 thoi gian, c6 2 hinh thuc:

e Chuyén khoan lién ngan hang nhanh, hay con goi 14 chuyén tién 247. Khi
chuyén tién online sang ngan hang khac qua internet banking, hau hét cac
truong hop c6 thé chon hinh thirc chuyén tién nhanh. Con tai sao chuyén khoan
nhanh lai goi 12 chuyén khoan 247? Vi tién s& t4i tai khoan nguoi nhan ngay
1ap tirc, bat ké ban thuc hién 1énh chuyén tién lac nira dém hay ngay nghi 18.

e Chuyén khoan lién ngan hang thuong (Chuyén tién CITAD): Khi chuyén tién
thuong, ngudi chuyén s& phai doi mot thoi gian dé tién t6i tai khoan nguoi
nhéan. Néu ban thuc hién 1énh chuyén tién trong gid hanh chinh ngay lam viéc,
tién s& toi trong vong mot vai gid. Néu 1énh dugc thuc hién ngoai gio hanh
chinh, hodc vao ngay nghi, 1&, tién sé& toi tai khoan ngudi nhin vao sang ngay
1am viéc tiép theo.

Bai toan dit ra & ddy 1a cac ngan hang s& phai xdy dung 1 ha ting va 1 ngudn nhan
Iuc khong 16 dé duy tri va van hanh hé théng chuyén tién nay.

3.1.2. Cdch tiép cén va gidi phdp.

Viéc tng dung cong nghé Blockchain vao viéc chuyén tién lién ngan hang trén thé
gidi da duoc tng dung kha rong rai, ¢6 nhidu giai phap, hé thong Blockchain duge
dua ra.

Muc tiéu chinh cta viéc ung dung chuyén tién qua Blockchain 1a dé don gian héa
toan b quy trinh, g& bod cac bén trung gian khong can thiét. Viéc nay sé gitip viée
chuyén tién thyuc hién dugc dé dang va gan nhu ngay lap tic.

Khac véi cac dich vu mang truyén thong, mang Blockchain khong can dua vao qua
trinh phé duyét giao dich cham chap do phai di qua mot hozc nhiéu bén trung gian va

can nhiéu thao tac tha cong. Thay vao d6 viéc sir dung hé théng Blockchain co thé
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thuc hién céc giao dich tai chinh trén toan thé gidi dua trén mot mang ludi phan tan
gdm nhiéu may tinh. Didu nay c6 nghia 13 mot sé may tinh tham gia vao qua trinh
kiém tra va xéac thuc cac giao dich va qué trinh nay c6 thé dugc thyc hién theo cach
thire phi tip trung va bao mat. So voi hé thong ngin hang truyén thong, cong nghé
blockchain c6 thé mang lai cic giai phap thanh toan nhanh chong va dang tin cay hon
v6i chi phi thdp hon nhiéu.

Corda R3 1a mot framework Blockchain cung cip giai phap thich hop cho van dé nay.
3.2. Xay dung hé thong

3.2.1. Méi trwong phdt trién va cong cu

Hé théng Blockchain dugc xay dung va trién khai trén may tinh c6 cAu hinh phan
cung nhu sau:

Bang 3.1: Cdu hinh phan ciing hé thong

STT | Néidung Thong s6 ky thuat

1 CPU Intel(R) Core (TM) i5-7400 CPU @
3.00GHz (4 CPUs), ~3.0GHz

2 RAM 16384MB RAM

3 Hard Disk 240 GB SSD

4 0S Windows 10 Pro 64-bit (10.0, Build
19041) (19041.vb_release.191206-
1406)

Va thong tin cac phan mém:

Bdng 3.1: Cdc phan mém hé thong

Phan mém Ghi chu

Oracle JDK version 8ul71 hodc cao hon
IDE IntelliJ IDEA, visual code,
Git source control

Gradle

Docker




47

H2 database

DBMS

PHP

Bootstrap

Spring Boot servers

3.2.2. Kién tritc hé thong

Hé théng chuyén tién lién ngan hang qua Blockchain Corda R3 trong nghién ciru

nay duogc xdy dung co ban dya trén 3 yéu té chinh:

e Mang ludi Blockchain Corda R3

e Hé thdng cac ngan hang cd cac node trong Blockchain

e Nguoi dung thudc cac ngan hang do.

Bank A

L] O~

User [

o

Bank B

e O] O

IHH

w0 OF

Hinh 3.4: M6 hinh chuyén tién lién ngan hang qua Blockchain Corda R3

1
Bank C T —_

H\.
.
T
- —_— -
|

Blockehain Corda R3

Bank D

1O

Bank E

1] 0

Bank F

~O o

—
~[ User

*[ User

—
~[ User

Qua do, moi giao dich thuc hién chuyén tién tir User ctia Bank sau khi chuyén

di va trude khi chuyén dén déu dugc xir 1y trén hé thong Blockchain va tra ra két qua

cudi, két qua nay mot lan nita duoc ghi nhan lai trén Bank, nguoi dung c6 thé thuc

hién truy van két qua nay thong qua viéc xay dung cac Business duoc xay dung phia

tir phia cac Bank.

3.2.3. Ddc ta chirc nang

He¢ théng chuyén tién qua Blockchain durgc xay dung bd cac ngan hang thanh vién
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va cum server Blockchain twong tac két qua qua nhau bang API.

User_transfer Bank_Transfer BlockChain_corda r3 Bank_receiver User receiver
1 I
| Login! \_:
| | Process

_ Response
<

:I

i Send_request_transfer

]
| Process

I send_request

Y

1
| process

! Request

! Response !
-“
.3

v

I Result

Y

'€ Response I

Response
-«

Result

-
-

|
|
|
|
|
|
|
|
|
|
|
|
|
| i
| i
| i
| | i
[ | i
I | i
| | i
| | i
1 | i
| | i

User_transfer Bank_Transfer BlockChain_corda r3 Bank_receiver User receiver

Hinh 3.5: Luéng giao dich chuyén tién gia 2 user khac Bank thong qua Blockchain
Corda R3

M0 ta cac budc:

Budce 1: User_transfer thyc hién login vao hé théng Bank_transfer

Budc 2: Bank_transfer tra vé két qua login: Thanh cong hodc thét bai.

Budc 3: Néu két qua login 1a thanh cong User transfer thyc hién 1énh chuyén tién
sang Bank_transfer, Bank_transfer thuc hién xir Iy cic business nhu luu DB, kiém tra
so sanh s6 du... néu két qua xur 1y ok, giri request vao blockchain.

Budc 4: Hé théng Blockchain xtr 1y giao dich, giri két qua cho Bank receiver,
Bank receiver xtr Iy cong tai khoan cho User_receriver va tra két qua cho Blockchain.
Budc 5: Blockchain tra két qua cubi cho Bank_transfer.

Ludng xt Iy ndi bd trong Blockchain Corda R3:

Trong hé thong Blockchain Corda R3 c¢6 thé c6 tir 2 d6i tac trd 1én, lender va

borrower, dé 1 giao dich hoan thanh, ca 2 d6i tac can phai dong thuén va dé xuét giao
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dich. Bé dat dugc sy dong thuan nay, quy trinh phai trai qua mot s budce va ca hai
déu can phai thyc hién ky. Ho muén dat duoc su déng thuan va dat duoc su phat trién

trang thai nay:

Receive Fully Eirlist
g O—o Crpaze 10U Caolipct Signatures Tr:nmd Tranusction "
Start I nd
i i i (-I
' ' i
' .
0 T

Wl WO

Recehe Parialy i
Ritcihe Finaksod
Sagned Wil 10U ipige| SiN TEORSOEA
T Transaction * Q
nif

Create 10U

BT e
(=5

gt

Hinh 3.5: Luéng xi Iy néi bg Blockchain Corda R3

I0OUState

Properties:
- value:
- lender:
- borrower:
- linearld:

Parrticipants:

IOU State Evolution View -  BankA
- BankB

Hinh 3.8: Qud trinh déng thugn va dé xudt giao dich cria cac bén
3.2.4. Cai dit hé théng

Phin cai dit hé thong Blockchain Corda:
Budc 1: M6 cira s6 Terminal ciia Window tai thu muc chtra Project Corda
Budc 2: Chay lénh gradlew.bat deployNodes dé deployNodes
Budc 3: Sau khi build thanh cong thuc hién chay CorDapp bang cau lénh:
call workflows-java\build\nodes\runnodes.bat

Budc 4: Thuc hién chay Spring Boot server tai mdi node bang cau 1énh:
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gradlew.bat runPartyXServer

Véi X 1a tén node.

|2 C\Program Files\Java'jrel.8.0_271\bin\javs.exe -

tening for

tarted with URL htt
i addre host:1eeee
z t:leeel
leee2

ell.
typing ‘'help’.

Hinh 3.9. Giao dién sau khi thac hi¢n khai tao thanh cong node

rdapp-proj

Configuration enregistrée: |Generic: HZ (Embedded) hd

Nom de configuration: |Generi|: H2 (Embedded) Enregistrer || Supprimer
Pilote JDBC: ||:|rg h2 Driver |

URL JDBC: |jdbcihE:TCpZ-".-'ID-:ElIh-DStZEEEDT.-"'IDCIG |

Mom d'utilisateur: |sa |

Mot de passe: | |

Connecter| | Test de connexion

Hinh 3.10: Man hinh ding nhdp vao hé quan tri CSDL blockchain
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| & | E validation automatique (auto commit) “0 0 | Max lignes:

00 8| < |comk ique [ Désactive v | Autoselect [On v | @)

(1 idbe:h2:tep:Mocalhost52807/node Exécuter| Run Selected Complétement automatique | Effacer | Instruction SQL:

@ = DATABASECHANGELOG

= DATABASECHANGELOGLOCK

[ NODE_ATTACHMENTS

= NODE_ATTACHMENTS_CONTRACTS
= NODE_ATTACHMENTS_SIGNERS

E NODE_CHECKPOINTS

=] NODE_CHECKPOINT_BLOBS

= NODE_CONTRACT_UPGRADES

= NODE_FLOW_EXCEPTIONS

#

=

[ NODE_FLOW_WMETADATA

= NODE_FLOW_RESULTS Commandes principales
[ NODE_HASH_TO_KEY
= NODE_IDENTITIES @ Afiche celte page d'aide
= NODE_IDENTITIES_NO_CERT z -
=] NODE_INFOS Affiche I'historique des commandes
= NODE_INFO_HOSTS ) Cirl+Enter |Exécute la cemmande courante

= NODE_INFO_PARTY_CERT
= NODE_LINK_NODEINFO_PARTY
[ NODE_MESSAGE_IDS

Q Shift+Enter Executes the SQOL statement defined by the text selection

Cirl+Space | Complétement automatique

= NODE_NAMED_IDENTITIES I3 Déconnexion de la base de données

=] NODE_NETWORK_PARAMETERS

= NODE_NOTARY_COMMITTED_STATES Exemple de script SQL

= NODE_NOTARY_COMMITTED_TXS

(2 NODE_NOTARY_REQUEST_LOG Effacer une table si elle existe | DROP TABLE IF EXISTS TEST,

= NODE_QUR_KEY_PAIRS Créer ung nouvelle table CREATE TABLE TEST(ID INT PRIMARY KEY,

] NODE_PROPERTIES avec les colonnes ID et NAME NAME VARCHAR(255));,

= NODE_SCHEDULED_STATES Ajouter un nouvel enregistrement INSERT INTO TEST VALUES(1, 'Hello);

= NODE_TRANSACTIONS Ajouter un autre enregistrement |INSERT INTO TEST VALUES(2, 'World')

= i Requéter une table SELECT * FROM TEST ORDER BY ID

PK_HASH_TO_EXT_ID_MAP

i ST.KTE P.f\_RTY_ - Modifier un enregistrement UPDATE TEST SET NAME="Hi' WHERE ID=1

= — Effacer un enregisirement DELETE FROM TEST WHERE ID=2

E VAULT_FUNGIBLE_STATES g LElR

] VAULT_FUNGIBLE_STATES_PARTS Alde
® [ VAULT_LINEAR_STATES . . .
= VAULT_LINEAR_STATES_PARTS Ajouter des pilotes de base de données
[ [ VAULT_STATES i ) X ) ) } )
= VAULT_TRANSACTION_NOTES Des pilotes additionels peuvent étre configurés en déclarant 'emplacement du fichier Jar contenant ces pilotes dans les variables d'environnement H2DRIVERS ou CLASSPATH. Exemple (Win

[ & V_PKEY HASH EX 1D MAP d'environnement H2DRIVERS en C:/Programsthsqldbilibshsgldb jar.

(2] INFORMATION_SCHEMA.
Séquences

® {f Utilisateurs

(D H2 14200 (2013-10-14)

Hinh 3.11. CSDL trong luu trit trong Corda

Phin ha ting cac ngan hang:
- Cai dat docker Desktop trén windows tai dia chi:

https://docs.docker.com/docker-for-windows/install/

- Stra file host cia window:
2. # Edit file host
3. "127.10.0.10 bank-a.local®
4. °127.10.0.11 bank-b.local®

- Khoi dong server docker:
5. # Start Webservice

6. “docker-compose up


https://docs.docker.com/docker-for-windows/install/
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Hinh 3.12. Man hinh dang nhdp bank A

‘;IH'
"
| N

e ¥ (IR ST cooac. TR

Hinh 3.13. Man hinh hién thi thong tin sau khi dang nhdp thanh céng

Hinh 3.14. Man hinh lich s giao dich
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Hinh 3.15. Man hinh chuyén tién

3.3.  Thuc nghiém danh gia
3.3.1. Két qua thir nghiém
Hé thng ngan hang gia 1ap da duoc trién khai va cai dat trén domain:

http://bank-a.local/login.php

http://bank-b.local/login.php

http://bank-c.local/login.php

Hé thong blockchain Corda da duoc trién khai va cai dat trén webservice, bao gbm
1 notary, 3 node 14 thé hién ciia 3 ngén hang trong mang.

http://localhost:50005/

http://localhost:50006/

http://localhost:50007/

Mdi Spring Boot servers ctia Corda R3 blockchain s& bao gdm cac API:
/api/example/me: Tra ra thong tin cia node dang goi vao
VD:
{
me: "O=BankB, L=HaNoi, C=VN"


http://bank-a.local/login.php
http://bank-b.local/login.php
http://bank-c.local/login.php
http://localhost:50005/
http://localhost:50006/
http://localhost:50007/
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/api/example/peers: Tra ra thong tin cac node ngang hang khac trong mang
VD:
{
peers:
[
"O=BankC, L=HaNoi, C=VN",
"O=BankA, L=HaNoi, C=VN"

/api/example/ious: Tra ra thong tin cac giao dich ma cac node da thyc hién

VD:
[

o state:

» data:

* (@class: "com.example.state.IOUState",
= value: 100,
= lender: "O=BankA, L=HaNoi, C=VN",
= borrower: "O=BankB, L=HaNoi, C=VN",
» linearId:
{
= externalld: null,
» id: "84eda4d410-892a-4d72-8af2-
fco9ef8le3be"
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I

= contract: "com.example.contract.IOUContract",
= notary: "O=Notary, L=HaNoi, C=VN",
= encumbrance: null,

= constraint:

{

» (@class: "net.corda.core.contracts.Signatur
eAttachmentConstraint",

» key: "aSg9DsNNvGhYxYygA9wd2eduEAZSAXWgJTbT
Ew3G5d2maAg8vtLE4kZHgCs5jcBIN31cx1lhpsLeqgG2
ngSysVHgcXhbNts6SkRWDaV/7/xNcroMtcbufGUchxre
dBbo6"

I

o ref:

{
» txhash: "A6D14D700BD6B97FF0992376B66365D4A2CC

586E070D3F75FFD64B84CAFOBSOE",

» index: 0

}
e
]
/api/example/create-iou: API tao giao dich chuyén tién
Sau khi thuc hién cai dit va trién khai thanh cong toan by hé théng tur Client,
Webservice Bank va hé thng Blockchain, viéc thuc hién chuyén tién tir hé thong
ngan hang A sang hé théng ngan hang B theo s6 tai khoan duoc thuce hién thanh cong,
lich str giao dich dugc xir Iy va luu trir day du trén hé thong ngan hang chuyén, ngan

hang nhan va Blockchain Corda
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3.3.2. Panh gia két qua
Véi muyc tiéu bai toan dd dua ra, hé thong di hoat dong theo giao thirc P2P di giai
quyét duoc van dé chuyén tién lién ngan hang, thay vi v6i quy trinh cii, tinh x4c thuc
va xtr 1y khi c6 su ¢b khong cao, quy trinh dbi soat cham chap.
Gilip cho ngudi dung thyc hién chuyén tién lién ngan hang nhanh chéng hon.

3.4. Két chwong
Chuong nay di mé ta mot cach truc quan toan bo hé théng ngan hang st dung cong
nghé Blockchain trong linh vuc chuyén tién lién ngan hang, cu thé 13 st dung nén
tang Corda R3 trong viéc xir Iy va xac thyc thong tin chuyén khoan. Véi nhiing tinh
chat cong khai, minh bach va khong d& mao danh, stra ddi, Blockchain 1a 1 khéi viing
chac. Nghiép vu chuyén tién lién ngan hang s& di theo con duong tich hop cong nghé

nay trong mot tuong lai khong xa.
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KET LUAN CHUNG

Cic két qua thu dwoc trong ludn vin

Qua qua trinh nghién ctru vé blockchain va mét sb tmg dung cua céng nghé nay,
cung véi sy gitp do tan tinh cia théy 6 va ban bé, luan van di dat duge mot s két qua nhét
dinh, dua ra cai nhin 16 rang hon vé khai niém blockchain, cai dat duoc hé thé)ng blockchain
va phat trién dugc mot img dung ctia nd trong mang chuyén tién lién ngan hang.
V& mit ndi dung, luan van da dat dugc mot sb két qua sau day:
1. Tim hiéu va nghién ctru 1y thuyét:
« Chi tiét vé cong nghé blockchain va tiém ning cua cong nghé nay.
« Ham bam va chit ky s6, cac k¥ thuat sir dung trong blockchain.
« Tién sb, mét trong nhitng tng dung cua blockchain.
« Cac md hinh chuyén tién lién ngan hang ¢ thoi diém hién tai.
2. Thyc nghi¢m:
« X4y dung mo phong thanh cong mot hé thong chuyén tién lién ngan hang don gian
ap dung framework Corda R3.
Pinh hwéng nghién ciru tiép theo

Do thoi gian chua c6 nhiéu, bén canh céc két qua dat dugc, luan van cling con
nhiéu han ché trong viéc trién khai chuong trinh thyc nghiém. Dé mang blockchain
thuc su hoat dong tdt can co su tham gia cua nhiéu nit va chuong trinh mé phdéng co
s6 nat con han ché. Ngoai ra, h¢ théng can thu nghi¢m céc loai chir ky s6 khac dé so
sanh vé téc do thuc hién cling nhu cai thién hi€u nang ctia hé théng.

Vi cac han ché ké trén, luan vin sé& tiép tuc nghién ctlru cac van dé sau:
. Tiép tuc hoan thién mang blockchain véi nhiéu nat cung hoat dong
« Thtr nghiém cac phuong phap ky sb khac va so sanh vé tbe do xtr 1y, d6 an toan cua
thuat toan dé cai thién hiéu ning va tinh bao mat ciia blockchain.
* B6 sung thém cac nghiép vu can thiét cia nghé thong ngan hang vao hé thong

Blockchain
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PHU LUC

1. Phin source code md ta ludng xir Iy trong Blockchain Corda R3
Ludng giao dich s& duoc khoi tao khi c6 request tir phia Bank gt qua:

Initiator extends FlowLogic<>

1. public static class Initiator extends FlowLogic<SignedTransaction> {

2

3 private final int iouValue;

4, private final Party otherParty;

5

6 private final Step GENERATING_TRANSACTION = new Step("Gen
erating transaction based on new I0OU.");

7. private final Step VERIFYING_TRANSACTION = new Step("Verifyi
ng contract constraints.");

8. private final Step SIGNING_TRANSACTION = new Step("Signing tr
ansaction with our private key.");

9. private final Step GATHERING_SIGS = new Step("Gathering the cou

nterparty's signature.") {
Acceptor extends FlowLogic <>
1. public static class Acceptor extends FlowLogic<SignedTransaction> {
2.

3 private final FlowSession otherPartySession;

4

5 public Acceptor(FlowSession otherPartySession) {
6. this.otherPartySession = otherPartySession;

7 b

8

9 @Suspendable

10. @Override
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11. public SignedTransaction call() throws FlowException {
12. class SignTxFlow extends SignTransactionFlow {
13. private SignTxFlow(FlowSession otherPartyFlow, ProgressTracke

r progressTracker) {

14. super(otherPartyFlow, progressTracker);

15. }

16.

17. @Override

18. protected void checkTransaction(SignedTransaction stx) {

19. requireThat(require -> {

20. ContractState output = stx.getTx().getOutputs().get(0).getData
0;

21. require.using("This must be an 10U transaction.", output inst
anceof IOUState);

22, IOUState iou = (IOUState) output;

23. require.using("l won't accept IOUs with a value over 100.", io
u.getValue() <= 100);

24. return null;

25. b

26. }

27. }

28. final SignTxFlow signTxFlow = new SignTxFlow(otherPartySession

, SignTransactionFlow.Companion.tracker());

29. final SecureHash txId = subFlow(signTxFlow).getld();

30.

31. return subFlow(new ReceiveFinalityFlow(otherPartySession, txld));
32. }

33 }
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34.}

Luu ¥ rang me = getOurldentity () dugc dit ¢ vi tri ngan hang chuyén. Vi vy,

flow ndy phai dugc bat dau boi nguoi chuyén.

1. val iouState = IOUState(

2. value = iouValue,

3. lender = serviceHub.myInfo.legalldentities.first(),

4. borrower = otherParty)

Tao Command véi nhirng ngudi ky dugc yéu cau sign:

1. final Command<lOUContract.Commands.Create> txCommand = new Com
mand<>(

2. new IOUContract. Commands.Create(),

3. ImmutableList.of(iouState.getLender().getOwningKey(), iouStat
e.getBorrower().getOwningKey()));

Lién két I0UState voi IOUContract. Pay 14 noi ma state thuc su chi vao hop

ddng s& xac minh giao dich thay mat cho né.

1. final TransactionBuilder txBuilder = new TransactionBuilder(notary)

2. .addOutputState(iouState, IOUContract.ID)

3. .addCommand(txCommand);

Xac minh cuc bo rang giao dich 14 hop 1.

1. final TransactionBuilder txBuilder = new TransactionBuilder(notary)

2 .addOutputState(iouState, IOUContract.ID)

3. .addCommand(txCommand);

4. txBuilder.verify(getServiceHub());

Ky tén vao né véi chit ky cua bank chuyén

1. .
final SignedTransaction partSignedTx = getServiceHub().signInitial Transact
ion(txBuilder);

Mo phién ngang hang v4i bank nhan

1. FlowSession otherPartySession = initiateFlow(otherParty);
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Yéu cau chir ky tir bank nhan.
1. final SignedTransaction fullySignedTx = subFlow(
2. new CollectSignaturesFlow(partSignedTx, ImmutableSet.of(oth
erPartySession), CollectSignaturesFlow.Companion.tracker()));
Khi nhan dugc giao dich da ky day du va tiép tuc.
Két thuc bang cach gui giao dich cho bank nhan va cho phan hoi.
return subFlow(new FinalityFlow(fullySignedTx, ImmutableSet.of(otherPartySess

ion)));



