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MO DAU
1. Ly do chon dé tai

Trong nhitng nim gan déy, cong nghé thong tin (CNTT) 1a mot trong nhiing
linh vuc phat trién nhanh chong, toan dién va dugc ung dung rong rai trong tat ca
cac linh vuc doi sdng, xa hoi. Khi cac gia tri tir hé théng CNTT mang lai ngay cang
16n, cac nguy co bi hacker tin cong ngay cang cao.

Hién nay da c6 nhiéu giai phap bao dam an toan thong tin cho hé thong CNTT
dd duoc quan tAm nghién ctru va trién khai. Tuy nhién, thyc té, van thudng xuyén cé
cac hé théng bi tAn cong, bi danh cép thong tin, pha hoai gy ra nhitng hau qua vo
cung nghiém trong ddi v6i nhiéu doanh nghiép, co quan nha nudc ciing nhu toan x3a
hoi.

Theo bao céo théng ké cua Microsoft, Viét Nam 1a nhiing nudc dung dau
trong 05 nudc toan cau vé nguy co nhiém mi doc. Khu vuc Pong Nam A c6 02
nude 1a Viét Nam va Indonesia. Ca hai nudc c6 ty 1& bi nhiém ma doc roi vao
khoang 46% & quy 11/2016, cao gip d6i so véi trung binh 21% toan thé gidi [4].

Tai Viét Nam, Cuc An toan thong tin — B6 Thong tin & Truyén thong da ghi
nhan trong nam 2018 ¢4 10.220 cudc tin cong mang vao cic hé thong thong tin tai
Viét Nam. Trong 6 thang dau ndm 2019 d3 c6 tong s6 3.159 cudc tan cong mang
vao cac hé thong thong tin tai Viét Nam [26].

Trudc nhiing thuc trang cép thiét d6, hoc vién xin chon dé tai “Nghién ciru
gidi phdp an toan thong tin va irng dung tai Viégn KHCN Sdng tao Viét Nam” 1am
dé tai luan van nham nghién ctru, dua ra cic giai phap gidm sat an toan thong tin
trong giai doan hién nay.

2. Tong quan vé dé tai nghién ctru

Luan van nghién ctu giai phdp gidm sat an toan thong tin dya trén SIEM
(Security Information and Event Management) 1 hé thong dugc thiét ké nham thu
thap va phan tich nhat ky, cac sy kién an toan thong tin tir cac thiét bi dau cudi va
duogc luu trir tap trung. Hé thong SIEM cho phép phan tich tap trung va bao céo vé
cac sy kién an toan thong tin cta td chuc, phat hién thong qua cac b luét tuong
quan (correlation rule).

H¢ théng SIEM c6 thé phuc vu rat nhiéu cong viéc nhu: Quan ly tép trung,
gidm st an thong tin mang, cai thién hiéu qua trong phuc su cb. Trong Ludn vin s&

tap trung tim hiéu, phan tich, nghién ctru cha dé chinh 1a giam sat an toan thong tin.



Giam sat an toan thong tin 1a vi¢c st dung mot hé théng dé lién tuc theo ddi
mot sd thong tin, xem xét tinh trang hoat dong ctia cac thiét bi, dich vu hé théng do,
canh béo cho quan tri vién trudng hop mang khong hoat dong hoic cé cac su ¢b
khac (tic nghén, sap,...), hanh vi tin cong (dya trén tap luat da dugc cdu hinh), hanh
vi bat thuong ....

Théng thuong mot hé théng CNTT tdi thiéu can c6 may chu (server), dudng
truyén, cac thiét bi két ndi (Repeater, Hub, Switch, Bridge,...), may tinh ngudi dung
(client), card mang (Network Interface Card — NIC) dé két ndi cdc may tinh lai voi
nhau.

Mot hé théng giam sat gdm c6 nhiéu thanh phan:

- Log Source (Ngudn nhat ky/su kién)

- Event Collector: Thanh phﬁn thu thap nhat ky/su kién.

- Event Processor (Xt 1y nhat ky/su kién)

- Magistrate (Thanh phan 15i xuat ra cac bao cdo, canh bao ATTT).

Céc su kién dién ra trong cac thiét bi déu duoc ghi lai trong “log”. Nhiém vu
ctia hé thong giam sat ATTT la st dung Event Collector thu thap log tir Log Source
(thanh phan c6 log) va giri vé co s¢ dit liéu trung tdm. Event Processor phan tich cac
su kién duoc gui vé va bao cho quan tri vién dé co cac hanh dong ung pho thich
hop.

Giai phap gidm sat an toan thong tin c6 kha nang phan tich, canh bao thoi
gian thyc cac sy cd, nguy co mat ATTT ddi v6i hé thdng. Véi giai phap nay, hé
thong quan 1y s& dugc bao dam ATTT & mic cao hon. Va dé hiéu rd giai phap giam
sat an toan thong tin SIEM, can phai nghién ctru ca vé mat 1y thuyét 1an trién khai
ung dung.

3. Muc tiéu nghién ciru cia dé tai

Muc tiéu nghién ctru cta luan vin 1a khao sat cac yéu cau va giai phap an
toan thong tin. Dé dua ra giai phap an toan thong tin cho Vién KHCN Séng tao Viét
Nam c6 kha nang trién khai ap dung trong thuc té.

4. P6i twong va pham vi nghién ciu

- P6i twong nghién ciru: Luan vin nghién ctru vé giai phap an toan thong
tin va cac van dé lién quan t6i giai phap an toan thong tin. Trong d6, Luan van tap
trung vao nghién ctru giai phap Splunk trong viéc xay dung hé thong giam sat, dam
bao an toan thong tin. Cach thirc chudn héa sy kién an toan thong tin va dwa ra canh

bao



- Pham vi nghién ctru: Luan vin nghién ctru mot cach tong quan vé giai phap
an toan thong tin; dac diém, wu diém va nhugc diém cua hé théng. Nghién clru céc
giai phap xdy dung hé thong; cac van dé an toan thong tin tai Vién KHCN Séang tao
Vi¢t Nam va cac gidi phap dam bdo an toan thong tin hién nay.

5. Phuwong phap nghién ciru ciia dé tai
- Vé mat Iy thuyét: Thu thap, khao sat, phan tich céc tai liéu lién quan dén
giai phap toan thong tin.
- Vé mdt thwe nghiém: Khao sat hé théng CNTT cua Vién KHCN Sang tao
Viét Nam va ing dung gidi phdp an toan thong tin tai Vién.
6. B6 cuc luin viin
Luan van dugc trinh bay trong 3 chuong:
Churong 1 ciia ludn vin sé khdo sdt tong quan vé tinh hinh an toan théng tin
va cdc moi de doa an toan thong tin.
Chuwong 2 cua lugn van tdp trung nghién cuu cdc giai phdp an toan thong
tin, tir do sé€ dwa ra giai phap an toan thong tin
Chirong 3 ciia ludn van tdp trung nghién ciru vé hé thong mang Vién KHCN
Sdng tao va dé xudt itng dung gidi phdp an toan théng tin théng qua nghién civu tir
chuwong 2 cho hé théng CNITT cua Vien KHCN Sang tao Viét Nam.



CHUONG 1. TONG QUAN VE AN TOAN THONG TIN

Chirong 1 ciia ludn van sé khado sdt tong quan vé tinh hinh an todn théng tin
va cdc méi de doa an todn théng tin, nhitng yéu cau, khdi niém co ban vé gidm sdt
hé thong mang, cdach img dung ciing nhw cdc yéu cau chung khi trién khai mét hé
théng gidm sdt an toan théng tin. Ngi dung chinh cia chwong 1 bao gom:

1.1 Téng quan chung vé tinh hinh an toan thong tin

Ngay nay & Viét Nam, cic t6 chirc, doanh nghiép déu xdy dung, van hanh
mot hé théng mang cua riéng minh. Hé théng mang gitp gia tang kha nang lam viéc
gilta cac nhan vién, cac don vi véi nhau, gia ting hiéu suit va giup co quan, t6 chirc
hoat dong mdt cach hi¢u qua. Tuy nhién, khi van hanh hé théng mang, cO rat nhiéu
van d& co thé phat sinh 1am anh huong dén kha ning hoat dong cia hé thong.
Nhitng van dé d6 dén tir nhidu nguyén nhan khac nhau, c6 thé 1 hong héc may méc
thiét bi hay 16i do nguoi dung tao ra. Hé théng cang 16n, cac hoat dong dién ra bén
trong hé théng phuc tap, cac vin dé nay sinh ciing cang ting theo. Do d6, hé théng
mang ludn can c6 mot hé théng giam sat an toan thong tin bao quat toan bo cac hoat
dong, cac van dé, c6 thé tic truc, quan ly, dé dang phat hién cac sy cb xay ra bén
trong hé théng, théng qua d6 quan tri vién s& dua ra cc bién phap tmg pho.

Tu tinh hinh trén, viéc xdy dung hé thong gidm sat an toan thong tin dé quan
1y hé thong mang dang ngay cang trd nén cap thiét hon bao gid hét.

1.2. Cac mdi de doa an toan thong tin va phwong thirc tin cong mang

1.2.1 Cdc méi de doa an toan théng tin

- Mbi de doa khong c6 cau truc:

La nhimng hanh vi xdAm nhap mang trai phép mot cach don 1é, khong cé to
chire. Kiéu tan cong ndy c6 rat nhidu cong cu trén internet c6 thé hack va rat nhiéu
script ¢6 sdn. Chi can ai mudn tim hiéu c6 thé tai chung vé va sir dung thir &é nghién
clru trén mang ndi bd cua cong ty. Rat nhiéu ngudi lai thich véi viée tan cong va
xam nhap vao may tinh va thir thach cac hanh dong vuot tuong lira di ra khoi tim
bao vé. Pa phan tdn cong khong co cdu tric déu duoc gy ra boi Script Kiddies hay
nhing ngudi c¢6 trinh d thdp hodc vira phai vira phai. Nhitng cudc tin cong dé c6
thé do s& thich ca nhan, nhung d6i khi ¢6 nhiéu cudc tdn cong co ¥ d6 xdu dé lay
cip thong tin. Cac truong hop d6 s& c6 anh hudng nghiém trong dén hé thong va
cc chu thé s& hitu mang. Tham chi, c6 mgt doan ma doc la co thé pha huy chuc

nang cua mang noi bg.



- Méi de doa c6 ciu trac:

La nhitng cach thtrc tin cong hodc xAm nhap hé théng mang trai phép, co
dong co va k¥ thuat cao. Kiéu nay hoat dong doc lap hoac theo tirng nhom, ching
thuong c6 k¥ nang phat trién ung dung va sir dung cac k¥ thuat phirc tap nham xam
nhap vao muc tiéu c6 chu dich. Muc dich ciia cac hinh thirc tin cong nay co thé vi
tién hodc hoat dong chinh tri, doi khi 1a tirc gidn hay bao thu. Cac nhom toi pham,
cac dbi tac, dbi thu canh tranh hay céc t6 churc sic toc thué cac hacker dé thuc hién
cac cudc tin cong, kiém soat dang structured threat. Nhirng cudc tan cong vao hé
théng thuong c6 nhiéu muc dich tir trude, qua d6 co thé lay duoc ma ngudn cua
nhitng d6i thu canh tranh vi nhau.

Céc cudc tin cong nhu vy rat co thé gdy hau qua nghiém trong, c6 thé gay
nén sy pha hity cho toan hé thong mang cua doanh nghiép hodc céc to chirc.

- Méi de doa tir bén ngoai:

La nhitng cudc tin cong dugc tao ra khi Hacker khong c6 mot quyén nao
kiém soat trong hé thong. Ngudi dung co thé bi tin cong trén toan thé gidi thong
qua mang Internet. Nhitng mdi de doa tir bén ngoai nay thuong 1a mdi de doa nguy
hiém, cac cha doanh nghiép sé hitu mang LAN thudng phai bo rat nhiéu tién va
thoi gian dé bao vé hé thdng.

- Méi de doa tir bén trong hé thong:

La kiéu tan cong dugc thuc hién tr mgt c4 nhan hodc mot td chtrc c6 mot sb
quyén truy cdp vao hé théng mang ndi bd cta cong ty. Nhitng cach tin cong nay
thuong tir bén trong, dugce thuc hién tor mot vi tri tin cdy trong mang ndi bg, rat kho
phong chdng bai d6i khi chinh 1a cac nhan vién truy cip mang roi tin cong. Nhung
néu c6 hé théng giam sat va phan tich s& rat dé bat dugc cac dbi twong nay.

1.2.2 Nhiing cdch thirc tdn cong hé thong mang mdy tinh

- Cach thirc 13y cép thong tin bang kiéu tan cong Packet Sniffers:

Chuong trinh ng dung nay tao ra dung dé bat giir cac cac goi tin luu chuyén
trén hé théng mang hodc trén mot mién mang riéng. Kiéu Sniffer thuong duoc ding
phan tich luu luong (traffic). Néu mot sé ing dung khong ma hoa ma giri dir lidu
dudi dang clear text (telnet, POP3, FTP, SMTP,...) thi phan mém sniffer ciing la
mot cong cu gitp cho hacker bat dugc céac thong tin nhay cdm nhu 1a username,
password, tir d6 ¢ thé ding nhap vao cac hé théng may chu.

- Cach thirc 13y cip mat khau bang Password attack:



Hacker thudng tin cong ldy cip mat khau bang cac phuong phap nhu: kiéu
brute-force attack, chuong trinh Trojan Horse, hoac IP spoofing va packet sniffer.
Ddi vé6i kiéu dung packet sniffer hodc IP spoofing co thé 1ay duoc tai khoan va mat
khau (user account va password), tuy nhién cac Hacker lai thuong st dung kiéu
brute-force dé léy tai khoan va mat khau. Cach thirc tin cong brute-force dugc thuc
hién bang phwong phap ding mét chuong trinh chay trén hé thong mang, sau d6 ¢
ging login vao cac phan chia sé tai nguyén trén may chu.

- Cach thirc tin cong bang Mail Relay:

Phuong phéap nay rat phd bién hién nay. Néu may chu chay dich vu Email
khong cau hinh theo chuan hodc tai khoan va mat khau cta ngudi ding sir dung
mail bi 16. Cac Hacker thuong loi dung may cht Email dé giri rat nhidu mail ciing
lac gay ngap biang thong mang va pha hoai cac hé thong email khac. Pac biét kicu
gan thém nhitng doan script trong mail, cac hacker c6 thé gy ra cac cudc tdn cong
Spam d6ng thoi véi kha ning tin cong gian tiép dén cac may chu chtra Database noi
bd cua cong ty hodc cac cudc tn cong DoS vao mot myc ti€u nao do cé chu dich.

- Cach thirc tin cong tang tng dung:

Hacker tin cong vao tang ung dung dugc thuc hién bang rat nhiéu cach khac
nhau. Nhitng cach thong dung nhit thuong 13 tin cong vao cac diém yéu cua cac
phan mém nhu HTTP hodc FTP. Cac nguyén nhan chu yéu cua cac cudc tin cong
tang (mg dung 1a chung sir dung cac cong duoc md boi tudng lira ciia hé thoéng. Vi
du Hacker thuong tin cong dich vu Web server bang cach sir dung mot s6 phan
mém quét port 80 sau d6 tan cong hodc dich vu mail server qua port 25.

- Cach thirc tan cong bang Virus va phan mém Trojan Horse:

Nhitng nguy hiém cua cdc may workstation va nguoi dung dau cudi 13 nhimng
tan cong virus va Trojan (thudng goi 1a Trojan horse). Phin mém Virus thuong 1a
c6 hai, ching duoc dinh kém vao cac chuong trinh thyuc thi dé thyc hién mot cach
thirc pha hai ndo d6. Con phin mém Trojan horse thi hoat dong theo kiéu gian diép,
nghe 1én va lay cap thong tin.

1.3 Giéi thi¢u tong quan vé hé thong SIEM

1.3.1 Téng quan vé SIEM

SIEM 1a viét tit cia cum tir Securit Information and Event Management
duoc hiéu don gian 13 giai phap quan 1y va phan tich su kién an toan thong tin. La

mot hé thong giam sat an ninh mang tan tién nhat hién nay. N6 tién hanh mot loat



hoat dong nhu thu thap, phan tich, danh gia nhat ky tir moi thiét bi trong hé
thong... Tir 46 cho phép cho ching ta phan tich mot lwong 16n dir liéu dé phat hién
cac cudc tAn cong an ddu dang sau dé cac don vi, co quan co duoc cai nhin toan
canh vé cac su kién an ninh mang.

Hé thong SIEM la giai phap két ndi gitra hai giai phap SIM va SEM. Trong
dé SIM thyc hién viéc thu thap nhat ky va phan tich déng thoi dua ra canh bao.
Nhat ky nay dugc léy tor mady chu, ung dung, thiét bi mang, thiét bi chuyén vé bao
mat. N6 hd trg viéc theo ddi, giam sat hanh dong ngudi dung

SIEM thyc hién viéc xir Iy nhat ky va cac su kién an ninh dugc giri vé tir cac
thiét bi cac thiét bi mang, cac may chu (Server), cac tng dung. SIEM gitp theo ddi
su kién anh ninh cta hé théng va thyc hién cac hanh dong bao vé an toan hé thng.
N6 gbém 2 thanh phan chinh thu thap nhat ky, thanh phan phén tich nhat ky.

Giai phap SIEM dugc xem la céch toan di¢n, hoan chinh va hiéu qua gitp
céc co quan t6 chirc thuc hién viéc gidm sat an toan thong tin cho hé thong. Pay 1a
giai phap duoc ngay cang nhiéu doanh nghiép t6 chic 4p dung nhim dam bao an
toan tuyét ddi va nhét quan, linh hoat trong viéc lép dat va str dung thiét bi cho hé
thdng an ninh mang cong nghé thong tin.

1.3.2. Chirc nang chinh ciia SIEM

- Quan 1y tap trung: SIEM giup tap hop cac dir li¢u thong qua giai phap nhat
ky tap trung. Thiét bi ddu cudi ciia hé thong thuong ghi lai va truyén dir liéu nhat ky
vé may chit SIEM. May chit SIEM nhén nhat ky tir nhiéu médy va tién hanh théng
ké, phan tich va tao ra mot bao céo duy nhat. Nho c6 hé thong niy ma gitp tiét
kiém cong surc trong viéc tap trung dir 1iéu va bao cdo an ninh dinh ky.

- Giam sét an toan mang: Day chinh 1a chirc ning chinh cia SIEM, hé thdng
s€ phat hién duoc cac su c6 ma céc thiét bi thong thuong khong phat hién dugc.
Cung v&i d6 nd b thé cho thdy su twong quan giita cac thiét bi v6i nhau. Hé thong
SIEM s& thay duoc nhitng phan khac nhau cua cac cudc tin cong bai Hacker thong
qua céc thiét bi khac nhau. SIEM s& tién hanh kiém tra va cach ly may chi myc tiéu
clia cudc tan cong.

- Giup ich cho viéc xir 1y su ¢b: SIEM c6 giao dién don gian dé co thé xem
tat ca nhat ky tir nhiéu thiét bi mot cach thuan tién dé khac phuc su c¢é mot cach dé

dang va hi¢u qua.



1.3.3. Cdc thanh phan ciia hé théng

Viéc xay dung hé thong SIEM c6 thé tién hanh theo nhiéu cach, thudng gdm
3 thanh phan chinh nhu sau.

- Thu thap nhat ky ATTT: Phan thu thap ATTT gdm cac giao dién c6 chirc
nang thu thap nhat ky tir moi thiét bi. Sau khi tap hop no s& gui toan bo nhat ky vé
thanh phan phan tich.

- Phan tich va luu trit Log: cac Log dugc tap trung vé va tién hanh phén tich
so sanh. Sau khi thuc hién thudt todn phan tich hé théng s& dua ra cac canh bao can
thiét. Tham chi con ¢ thé phan tich dit liéu trong qua khu.

- Quan tri tap trung: cung cép giao dién quan ly tdp trung cho toan bd hé
thong giam sat an ninh. Hé thong ¢ sin hang ngan miu bao céo dé c6 thé sir dung
ngay.

1.3.4 Kién triic va cdch thivc hoat dong ciia hé thong SIEM

Kién trac cta hé théng SIEM bao gém: Thiét bi nguén; Thu thap log; Phan
tich va chuin hoa log; K¥ thuat twong quan sy kién; Luu trit log (nhat ky); Giam
sat. Cu thé nhu sau:

1.3.4.1 Thiét bi nguén trong kién triic SIEM

Thiét bj nguén: 1a céc thiét bi dau vao cung cép cac dir liéu thu thap cho hé
théng SIEM, n6 nam & vi tri dau tién trong kién tric cua hé théng SIEM dugc biéu
thi trén Hinh 1-1.

Thiétbi | _| Thu thap Phan tich, | _| Ky thudt tuong Luu trit
nguodn nhat ky Chuan hoa quan sy kién nhat ky

Giam Sat

Hinh 1.1: B phén thiét bi nguon
Céc thiét bi nguén c6 thé 1a Firewall, Router, Switch hodc c6 thé 1a nhitng ban
ghi nhat ky tir mot dich vu dang hoat dong. Dic biét nguoi quan tri can phai hiéu ro
nhing nguén log ma minh mudn lay sé& tiét kiém dugc rt nhiéu cong stc, thdi gian

va giam sy phtc tap trong trién khai.



1.3.4.2 Bo phan thu thdp log

Thanh phan thu thap log nam & budc 2 trong ciu tric ciia SIEM (Hinh 1-2).
Co ché thu thap cac ban ghi log s& phu thudc véao timg thiét bi, dich vu dir liéu dau
vao nhung co ban s& c¢6 hai phuong thirc: Phuong thirc day nhat ky (Pull log) va
phuong thirc ty 1y nhat ky (Push log), ngoai ra con c6 tinh ning xay dung nhat ky
dé thu thap (Prebuilt Log collection) va tu tao nhat ky thu thap log (Custom Log
Collection), dong thdi con két hop nhidu cach thu thip log khic (Mixed
Environments).

- Pdy nhdt ky (Pull log)

Nhirng ban ghi log s& dugc dy vé tir cac thiét bi nguén. Phuong phap nay rat
dé dang cAu hinh va cai dat, nguoi quan tri s& thiét 1ap mot bo tiép nhan log, sau d6

két ndi log tir thiét bi ngudn dén bd phan tiép nhan log.

_| Thumip + Phan tich, | _| K§ thuit twong | Lwutmr \
log " | Chuan 'mjaJ "| quan s kién log
| L_.
e _//'/-

Thiét bi
nguon

Giam Sat
Hinh 1.2: B¢ phan thu thap log

Phuong 4n nay doi khi bi that lac g61 tin hodc gui tin khong téi1 dich, dan toi
c6 thé hé thong khong du goi tin dé phén tich va dua ra thong tin sai léch.

Néu Hacker st dung mét cudc tan cong vao hé thdng c6 chit y nhim chdng lai
SIEM thi hacker c6 thé lam sai léch cac thong tin va thém cac dir liéu rac vao
SIEM. Qua d6 ngudi quan tri phai rat hiéu biét vé cac thiét bi giri cac ban ghi log
cho SIEM la diéu rit quan trong, quyét dinh t&i thanh cong cta hé thong.

- L4y nhat ky (Push log)

Nhitng ban ghi log s& duoc hé théng SIEM giri ban tin yéu cau téi thiét b
ngudn va lay ban ghi log vé. Phuong phap Pull log doi hoi SIEM tao ndi tdi cac
thiét bi ngudn dong thoi chu dong 1y nhiing ban ghi tir nhing thiét bi nguén do.

Viéc két ndi dé lay nhiing ban ghi log ctia Pull Log c6 thé 1a nhiéu gid hodc
mot sd phut, do1 khi vai gidy, né phu thudc vao lugng log cua thiét bi nguén it hoac
nhiéu. Luc ndy ngudi quan tri phai hiéu rd khdi luong log & thiét bi ngudn dé céu

hinh thoi gian dé guri log vé hodc dé mic dinh cho SIEM.
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- X4y dyng hé thdng dé thu thap ngudn log

Véi phuong phap nay s& xay dung sin hé thdng, tao ra phuong phap xac thuc
va cac quy tac, giao thirc dé tap hop log. Vi phuwong phap nay thi viéc 1y cac ban
ghi log s& rat don gian. Nhung diém kho cua né 1a nhitng ing dung cé nhiing ban
ghi khong tuan theo quy tic hodc giao thirc s& giap kho khin trong viée thu thap log.

- Xay dung theo phuong phap tu thu thap log

Trong hé thong mang s& c6 rt nhiéu trang thiét bi va cac dong khac nhau, lic
nay ngudn log ciing khac nhau. Nguoi quan tri s& xdy dung mot phuong phép riéng
dé 1ay ban ghi log cung cap cho SIEM. Qua d6 s& kiém soat duoc tt ca cac ngudn
log va ca qua trinh phan tich, tim kiém log.

- Phéi hop nhiéu phuong phép dé thu thap log

Khi hé thong mang c6 nhiéu thiét bi, nhiéu ngudn log d6 v&, nguoi quan tri s&
can nhiéu phuong phép thu thap log. Quan tri vién ¢ thé 1iy log qua Syslog, hoic
co sO dir licu MySQL s& luu céc ban ghi log trong mot t€p tin trén may chu, con
Windows Server s& luu cac log trén 6 C cua hé diéu hanh. Qua cac phuong phap d6
s& can cac giao thirc khac nhau d¢é 1iy log vé.

1.3.4.3 B phdn phan tich va chudn héa log

Thong qua bd phan thu thap log, rit nhiéu kiéu ban ghi khac nhau véi dinh
dang ngudn khac nhau s& dugc chuyén vé SIEM, dé cac ban ghi nay hoat dong hiéu
qua thi hé théng can phai dua vé mot dinh dang chuin duy nhét. Viéc chuyén doi
cac ban ghi nay vé dang chuan dugce thuc hién boi bd phan chuin hoa log (Hinh 1-

3). Khi chuan hoa cac ban ghi, hé théng sé& tong hop va phan tich nhanh hon.

Thiét bi Thu thap Phan tich, K¥ thuat tuong Luu trit
v —=> : —=> 2 :
nguon nhat ky Chuan hoéa ) quan sy kién nhat ky
Giam Sat

Hinh 1.3: B§ phén phan tich, chuin héa log
Md&i mot hé théng khac nhau thi ngudn vao cac ban ghi ciing khac nhau, nhu
Windows Server Event Log & (Hinh 1-4) va log ddng nhap trén Firewall ASA & (Hinh
1-5), ca hai ngudn cho thay déu 1a log ngudi dung ding nhap vao thiét bi. Cac cach
dang nhap vao hé thong 1a khac nhau nhung nhitng hanh dong d6 14 twong tu nhau.
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Tuy nhién nguon log ban d4u cta chung lai 13 hai dinh dang tir 2 nguén thiét bi khac
nhau.

Két qua cac ban ghi log déu duoc chuan hoa va tong hop cudi cing duge day
1én SIEM dé phan tich.

Event
Date Sowce  Securdy ¥
Ture Category.  Account Logon ‘J
Tywe  FabweAud EvertID: 680 $ |
Ugor NT AUTHORITYYSYSTEM B
Compie Lt
Descoption
Logon attempt bye MICROSOFT_AUTHENTICATION_PACXAGE V1_0
Logon account
Source Work slabon |
Ence Code

Fot mote information, see Help and Support Center at
hitp //qo maciosclt com/vdri /everts 310

ok J[_ Concel ]

Hinh 1.4: Log diing nhap trén hé thong may chi windows

Prioity | Hostname | Message
Hinh 1.5: Hé théng firewall ASA hién thi Log ding nhap

Time Date Source Device IP  Event Message  EventID
Address
22:54:53CST  17-Oct-20  192.168.1.1 User login ASA-
sys-6-605005

22:54:53 CST  17-Oct-20  192.168.1.18 User login Security: 680

Hinh 1.6: Log dwoc chuin héa
1.3.4.4 Bo phan ky thudt twong quan sy kién
Pay 14 bo phan tap hop céac tap giao thirc, tap luat, ding dé so sanh, tong hop
va dua ra canh bao. Hé thdng phan tich chuyén nghiép hay khong s& phu thudc vao
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ngudi quan tri dat cac tap luat. Doi khi ngudi quan tri s& tu viét ra cac quy tic phuc

vu phtt hop v6i hé thong hién tai ciia doanh nghiép.

Thle‘g bi |%| Thli tha’p Pha? th}’I, %| K¥ thuat tvong |
nguon | nhat ky Chuan hoa

Giam Sat

Hinh 1.7: By phin twong quan su kién
Chu trinh vé kiém so4t ding nhap:

Théng bao:

*Tii khodn quin
trj déng nhjp tir xa
thianh cong”

Yes Yes

ID téi khodn
quén trj ding
nhjp: "root”
"Administrator”

La ti khoin
“root”

Diy ld mjt
ding nhijp tir xa?

L tii khoan
" Administrator"?

NO No

Thoat khoi
Qui trinh | [*

Hinh 1.8: Kiém so4t qua trinh diing nhip tai khoin (nguodn:internet)
Bo phan twong quan su kién an ninh giup lién két va két ndi cac su kién an
ninh tr nhiéu ngué)n khac nhau thanh mét sy kién an ninh nhanh chong, chinh xac.
Thong qua tuong quan cac su kién an ninh dugc thuc hién chuyén nghiép sé don

gian hoda cac thu tuc tng phod véi céc sy co hé thong.
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Time Event Number  Source Destination Event

10:20:01 CST 1035 192.168.1.200  10.10.10.25 Failed login to server
10:20:02 CST 1036 192.168.1.90  10.10.10.21 Successful login to server
10:20:03 CST 1037 192.168.1.200 10.10.10.25 Failed login to server
10:20:04 CST 1038 192.168.1.91 10.10.10.35 Failed login to server
10:20:05 CST 1039 192.168.1.10  10.10.10.2 Successful login to server
10:20:06 CST 1040 192.168.1.10  10.10.10.3 Successful login to server
10:20:07 CST 1041 192.168.1.200 10.10.10.25 Failed login to server
10:20:08 CST 1042 10.10.10.54 192.168.1.201 Failed login to server
10:20:09 CST 1043 10.10.10.34 192.168.1.10  Failed login to server
10:20:10 CST 1045 192.168.1.200 10.10.1025  Successful login to server

Hinh 1.9: H¢ thong SIEM hién thi su kién co ban
Qua bang sy kién dang nhap cia hé thong, ta thay trong mot thdi gian ngin
nhung c6 lién tuc cac 1an ding nhap. Piéu nay c6 thé do nguoi ding quén mat khau
hodc hé thong dang bi tan cong brute-force t&i may chil. Luc nay hé thong s& dua ra
su canh bao va gui té1 cac bo phén lién quan.

1921681200
Tirme: 10:100001 CST

17 address
192 1681 200
Time : R 1003 CST

1IF address
10.10.10.25

1P address
1921651 . 200
Time: IE1007 CST

I address
192 1651 200
Time : WEIE10 CST

Rule: If there are three - .
failed logins from the
address and then a suce
Alert: “Possible Brute-Force Login

Hinh 1.10: So' 46 minh hoa vé tuwong quan sy kién (ngudn:internet)
Khi hé thong bi tdn cong lién tuc, canh bao giri t6i ngudi quan tri, lac nay
quan tri vién s€ kip thoi theo ddi va dua ra phuong an xtr Iy nhanh chong, phu hop.
Thong qua su kién trong Hinh 1.10, ngudi quan tri c6 thé tu viét mot doan
code dé thuc hién qua trinh kiém tra do.
If [(failed logins >= 3) and then (Successful Login)] from the same source

within 20 seconds = Possible Brute Force Compromise
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1.3.4.5 Bo phan luu trir log
Hé théng thiét bi ngudén nhiéu luong log d6 vé 1én. Liic nay trong SIEM c6
mot bg phén luu lai cac log do dé phuc vu phan tich.

K¥ thuat tuong

.| Luutny \
quan sy kién 7 log

Giam Sat

Céc ban ghi khi dua vé sau khi chuan hoa s€ dugc luu vao trong hé co sé dir

Thiét bj Thuthip | _| Phan tich,
nguon log Chuan hoa

Hinh 1.11: B¢ phén luu trir log
- Str dung hé quan tri co s¢ dir li¢u luu trir log

liéu nhu Oracle, MySQL, SQL hoac cac ung dung co s¢ dir liu l6n khac nhu
Hadoop. Néu xét vé hiéu suat s& rat tot, nhung nhimng tmg dung co sé dir liéu phai
duoc toi wu hoa dé chay voi hé thong SIEM.

- Str dung dinh dang tép tin van ban luu trit log

D61 v6i cach thire luu tri tép tin vin ban thi cac thong tin can phai c6 mot
ranh gi6i phan cach bang dau phay, tab hodc ki hiéu khac. Tir d6 ngudn thong tin dd
vé c6 thé dugc phan tich va doc dung d& giang. Phuong phap nay dé dang cho cac
mg dung bén ngoai dé truy cap dit liéu dé phén tich. Ngoai ra con ngudi ¢ thé doc
dugc va thuan tién phan tich tim kiém va hiéu né.

- Luu trir log dudi dang tap tin nhi phan

Phuong phép luu trit log dudi dinh dang tap tin nhi phan 1a cach sir dung mot
tap tin v6i dinh dang tity chinh dé Iuu trir thong tin.

1.3.4.3 Bo phan giam sat

Thiétbi | _| Thuthdp Phan tich, \_ | Ky thudttuong | Luutri
ngudn | | nhétky Chuén héa ‘ quan sy kién nhat ky
T~
Giam Sat

Hinh 1.12: B6 phan giam sat
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Trong h¢ théng SIEM, céac thong tin tir cac ban ghi nhat ky duoc thé hién trén
nén giao dién Web dé quan ly, gidm sat cac sy ki¢n. Day chinh 1a B phan giam sat.

Thong qua giao dién tmg dung nay cho phép quan tri vién xtr Iy su ¢d hodc
cung cp cai nhin téng quan vé mdi trudng hoat dong cua hé thdng. Trudc kia khi
mudn xtr 1y su ¢b quan tri vién thudng phai doc log cua thiét bi nguén. Nhung véi
SIEM sé tap trung log tai mot noi duy nhat, hé théng s& phén tich cac ban ghi log
khac nhau mot cach d& dang bai vi cac ban ghi d6 da duoc chuan héa cac thong tin
dir ligu.

Trong qua trinh quan 1y va giam sat giao dién diéu khién cta hé théng SIEM,
ngudi quan tri c¢6 thé tiép tuc phat trién ndi dung, cac tap luat dé tim ra thong tin tir
cac sy kién an ninh duoc xir 1y. Vai tro ciia giao dién web sé& hd tro diéu khién va
giao tiép vai cac dir liéu dugc luu trir bén trong hé théng SIEM.

1.4. Két luan chung chwong mét

Trong chwong 1, luan vin da nghién ciru tong quan chung vé an ninh mang,
gidm sat tap trung va cac yéu cau giam sat hé thong mang, ciing nhu cac van dé lién
quan dén hé théng SIEM. Qua d6 ta théy cAu tric hoat dong rat phtc tap bdi co
nhiéu bd phéan hoat dong chuyén biét. Nhung cling tao ra dugc sitc manh téng hop
va phan tich log rat tot, linh hoat, hd tro tdi da cho viéc quan tri hé théng.

Chuong tiép theo sé trinh bay cac giai phap va cach thic ap dung SIEM mot

cach hi¢u qua.
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CHUONG 2. NGHIEN CUU GIAI PHAP AN TOAN THONG TIN

Chuwong 2 cua ludn van tap trung nghién ciru cdc gidi phap giam sat an toan
théng tin, phdn tich mot vai céng cu gidm st thanh phan chuyén biét, tir dé so sanh
va dwa ra cong cu sw dung giai phap giam sat tap trung twe do sé dwa ra giai phap
an toan thong tin.

2.1 Cac gidi phap giam sat an toan thong tin hién nay

2.1.1 Gidai phap HP ArcSight ESM

HP ArcSight Enterprise Security Manager 12 mot san pham trong bo san
pham ArcSight cia HP. H¢ thdng rat hiéu qua vé trong viéc quan 1y va van hanh
phan tich log va co thé xir Iy luong log 16n d6 vé cung hd trg nhiéu dinh dang lay
log khac nhau. Trong hé théng cho phép phan héi nhanh chéng va nhan dang rat
nhanh céc cudc tAn cong tir bén ngoai hé thong mang hodc bén trong.

Hé théng cung cAp mot giai phap tong thé vé cac hoat dong nhu: phén tich
cac mdi tan cong tir bén ngoai ma hackers gy ra hodc cic mdi tan cong tir bén
trong. Ngoai ra con phén tich, phat hién cac rui ro tir cac diém yéu trén cac phan

mém hoac cac dich vu hoat dong.

P Capture

Hinh 2.1: HP ArcSight Enterprise Security Manager (ngudn:internet)
Uu diém:
- Phan tich dir li€u toan dién.
- Canh bao tan cong hoic 13i theo thoi gian thuc.
- C6 thé tim kiém va tao bao céo tong hop.
Nhwoc diém:
- Hiéu niang xu 1y phu thudc vao thiét bi, mudn nang cap phai mua thiét bi

moi.
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- Chi phi dau tu ton kém, dat do.
2.1.2 Gidi phap IBM Security Qradar

IBM QRadar SIEM (Security Information and Event Management — Quan ly
su kién va bao mat thong tin) duoc thiét ké dé cung cép cho cac nhom bao mat kha
nang hién thi tap trung vao dir liéu bao mat toan doanh nghiép va hicu biét sau sic
vé cac mdi de doa uu tién cao nhét.

Budc dau tién, giai phap st dung moét lugng 1on dir li€u trong toan doanh
nghiép dé cung cép cai nhin toan dién vé hoat dong trén khép cac moi truong tai
chd va trén nén tang dam may. Khi dir liéu dugc st dung, QRadar ap dung tri thong
minh bdo mat ty dong, thoi gian thuc dé phat hién va uu tién nhanh chong va chinh
xac cac mdi de doa. Canh bao c6 thé thuc hién cung cip bdi canh 16n hon vao cac
su ¢b tiém an, cho phép cac nha phan tich bao mat phan mg nhanh chéng dé han
ché tac dong cua ké tdn cong. Khong gidng nhu cac giai phap khac, chi QRadar
duogc xay dung c6 muc dich dé giai quyét cac truong hop st dung bao mat va dugc
thiét ké co chu y dé d& dang md rong quy mo véi sy tiy chinh gidi han can co.

QRadar hd trg nhidu céng nghé, tng dung va dich vu dam may dé gitp khach
hang c6 dugc tim nhin toan dién vao hoat dong toan doanh nghiép. Khi dit liéu nay
dugc tap trung, no co thé duoc phan tich tu dong dé xac dinh cac mdi de doa da
biét, sy bat thuong co thé chi ra cac mdi de doa chua biét va rui ro quan trong c6 thé
khién dit liéu nhay cam bi 10.

- Tu dong hoa thong tin bao mdt dé nhanh chong phat hién cdc moi de doa

@ Endpoir Insider threats

Dj 3
Netwg / 2 External
~0 . | h\\\\/\/ threats

i Automated threat detection % \)
E . and prioritization ' .13\\ Jclotid
] . *. /] risks
@ Cloud < I "'\(\:{::(nerablmy

Critical -
data e S [

* Real-time correlation and behavioral anomally detetion
» Threat intelligence and vulnerablilty insight
+» Machine learning, service and user profiling
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Hinh 2.2: Tw dong héa thong tin bio mat phdt hién cdc méi de doa (nguodn:internet)

QRadar SIEM duoc thiét ké dé tu dong phan tich va twong quan hoat dong
trén nhiéu nguc“m dir liéu bao gém nhat ky, sy kién, luéng mang, hoat dong cua
ngudi ding, thong tin vé 16 hong va thong tin vé mdi de doa dé xac dinh cac mbi de
doa da biét va chua biét.

- Phat hién hoat ddng ciia mang, nguoi ding va img dung bat thuong

Khi nhitng ké tdn cong tré nén tinh vi hon trong cac k¥ thuat cia ching, viée
phat hién mbi de doa can phai c6 kha ning phat hién nhiing thay doi nho trong hanh
vi cua mang, nguoi dung hoac hé théng c6 thé chi ra cac mdi de doa nhu thong tin
bi xdm pham hoic fileless malware. QRadar chira nhiéu kha nang phat hién bat
thuong dé xac dinh nhitng thay ddi trong hanh vi c6 thé 1a chi sb ctia mot mdi de
doa chua biét. Va kha niang doc ddo cua QRadar dé giam sat va phan tich luu lugng
tmg dung 16p 7 cho phép nd xac dinh chinh xac hon cac bat thudng ma cac giai
phap khac c6 thé bo 15.

Bang cach tiy chon sir dung QRadar Network Insights nhu mot phan ctia viée
trién khai SIEM, cac t6 chirc ¢ thé hiéu rd hon vé cac hé thdng giao tiép voi nhau,
mg dung nao c6 lién quan va thong tin nao duoc trao doi trong cac goi. Bang cach
twong quan thong tin nay véi hoat dong mang, nhat ky va ngudi dung khac, cac nha
phan tich bdo mat co thé phat hién ra hoat dong mang bat thuong co thé 1a dau hiéu
ctia may chu bi xAm nhap, nguoi dung bi xdm pham hoic nd luc danh cép dir liéu.

- Quan ly viéc tudn thu voi quy tac, ngi dung va bao cdo dwoc xdy dung trieoc

IBM QRadar Security intelligence

Dushbonrd  Offewses  Log Acty [RESEHETIRRERTE Arsets  foports  Adws

Tog 10 Mecupent_Usary joestom | Hesuts By Coant ] top 40 Recpaent_{sars jcusice | Kesuits iy Count

Kafst fe Cragn | Couet |zl ersanee Pachan (=

Dizglas Tos | 00 |

B8 e Dx R

Hinh 2.3: Phdt hi¢n hoat dong ciia mang, ngwoi ding va ting dung bat thuwong
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QRadar cung cap tinh minh bach va kha ning do luong d6i véi viée dap tmg
cac quy dinh va bao cdo vé viéc tuan thu quy dinh. N6 c6 hang trim bao cdo duoc
xay dung trudc va cac mau quy tic cd thé giup cac to chuc dé dang giai quyét cac
yéu cau tuan thii ciia nganh hon.

Dé dang thay déi, mé réng quy mé

Kién trtc linh hoat, c6 thé mé rong cua QRadar dugc thiét ké dé hd tro ca cac
to chtrc 16n va nhé véi nhiéu nhu cau khéc nhau.

Giai phap QRadar SIEM bao gém cac thanh phﬁn sau: b thu su kién, bo xu ly
su kién, bo thu luu luong, bo xir 1y ludng, nut dir liéu (dé luu trir chi phi thap va
tang hiéu suat) va bang diéu khién trung tdm. TAt ca cic thanh phan c6 san nhu
phan ctig, phan mém hoic thiét bi 4o.

2.1.3 Gidi phap Mcafee ESM

Intel Security’s McAfee Enterprise Security Manager (ESM) [a m{t b san
pham quan 1y su kién va thong tin bao mat ciia hang Intel Security’s McAfee. No
duoc thiét ké dudi dang may ao hoac thiét bi va hd tro sd lugng 16n céc san phém
dé tao ra thong tin hitu ich cho cac nha quan tri an ninh.

Mcafee ESM thu thap cac ban ghi trén mot sb luong 16n thiét bi va tich hop
v6i danh ba hoat dong. Ngudi nhan ldy logs va déu dé& dang co hiéu lyc cho ngudi
dung. Tinh ning kiém so4t truy cap va tai khoan nguoi dung dé dang gi6i han nguoi
ding chi c6 quyén truy cap nhitng gi ho thuc su can xem.

Piém dic biét cia san pham Ia tinh ning phan tich twong quan nang cao.
ESM tao ra mdi twong quan giita cac ngudn khac nhau va tim ra yéu té ngoai lai
nhanh nhét c6 thé cing véi cac su kién kha nghi trong hé théng mang. ESM cuc ky
hitu ich cho viéc theo ddi nhanh chong, dé dang cac sy kién bao mat va vi pham
chinh sach. Tinh ning d6 cho phép chiing ta nhin thiy cac ban ghi chinh xac giy ra
canh bao hoac sy kién, cho phép quan tri vién hé théng quyét dinh sy kién c6 déng
g0 xuéng.

McAfee Enterprise Security Manager 1a mot san pham hitu ich tuy nhién gia
thanh twong d6i cao (dit gan gp 10 1an gia cta san pham SIEM) nhung néu c6 diéu
kién mua thi day 14 san pham dang dau tu.

2.1.4 Giai phap MARS cua Cisco

Cisco Security Manager 1a mot doanh nghiép cung cdp cai nhin sau sic va

kiém soat an ninh cua Cisco va céc thiét bi mang. Cisco Security Manager cung cap
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quan 1y an ninh toan dién (c4u hinh va quan 1y su kién) trén mot loat cac thiét bi bao
mat cua Cisco, trong dé c6 Cisco ASA Adaptive Security Appliances, IPS Sensor
gia dung, dinh tuyén dich vu tich hop, Firewall Services Modules, va Cisco Catalyst
6000 Series Switches. Cisco Security Manager cho phép ban quan 1y hiéu qua cac
mang, tr cdc mang nhd, mang ludi rong 1on bao gff)m hang tram cac thiét bi.

Cisco Security MARS giam sat va phan tich cac su kién tir nhidu ngudn, trong
dé co6 5.500 Series Cisco ASA va Cisco Catalyst 6500 Series FWSM. Cisco
Security MARS tich hop vai Cisco Security Manager dé twong quan cac sy kién an
ninh véi cac quy tac cau hinh tuong Itra ma co thé anh hudng dén su kién bao mat.

Nhuoc diém cua dong san pham nay 1 di theo thiét bi phan ctng, khong tiy
chinh va c4u hinh theo yéu cdu cta doanh nghiép dugc ma phai lién lac véi hing dé
chinh trén dong thiét bi cimg.

2.1.5 Gidi phap AlienVault OSSIM

OSSIM 14 mét san pham SIEM mi ngudn md cua AlienVault. OSSIM da
dugc tich hgp mot $6 cong cu bao mat manh mé nhu Snort, ntop, OpenVAS, POf,
PADs, arpwatch, OSSEC,Osiris, Nagios, OCS va Kismet.

Céc log dugc thu thap va dwa vao chuan hoa sau d6 giri dén mot may cha
trung tdm. Tai may chi trung tim s& danh gia céc rui ro, nhitng mdi twong quan va
luwu trit vao trong co so dit liéu. Tiép theo sé& tién hanh xir Iy khi c¢6 két qua s& dua
ra thong bao hodc c6 thé giri email canh bao toi admin.

Trong OSSIM viéc lién két SE 1a mot trong nhiing tinh niang cbt 16i dé phan
phan biét n6 véi hé thong IDS/IPS. N6 gitp giam cac canh bao gia bang cach tuong
quan lién két nhiéu SE khac nhau (Hé thdng s& phan tich nhiéu SE cting mét lic va
d6i chiéu v6i nhau dé dua ra két qua chinh xac nhat) va bao dong cho cac quan tri
vién biét va chi1 y dén cac SE.

2.1.6 Gidi phap Splunk

Splunk 1a mot hé théng giam dya trén vi¢c phan tich Log, n6 thuc hién cac
cong viéc tim kiém log, phan tich va giam sat luong dit liéu 16n cia log sinh ra tir
nhting dich vy dang chay, ha tﬁng mang. H¢ théng Splunk duogc tao ra dua trén nén
tang Lucene va MongoDB, ngoai ra co thé quan 1y trén nén giao dién web truc
quan. Splunk c6 nhirng tinh nang sau:

- Splunk tich hop va hd trg duoc gan nhu hét cac loai log ctia hé thong.

- Cho phép thuc hién thu thap log tir nhiéu ngudn khac nhau d6 vé.
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- Co thé cap nhat dir liéu lién tuc theo thoi gian thyc va dua ra canh béo theo
thoi gian thuc.

- Tdc d6 danh chi myc rat nhanh cho khéi lugng dir liéu 16n d6 ve.

- Co thé cap nhat lién tuc lugng dir licu lon dd vé va 1am viéc rat tét.

- Cung cap thong tin cho ngudi quan tri nhanh chéng dya trén co ché canh
bao va cach tim kiém do ngudi quan tri dat ra.

* Loi thé ciia Splunk so véi cac giai phap SIEM khac

- Linh hoat mém déo khi str dung:

Linh hoat, kha nang m& rong va du linh hoat tur bat ky nguén dir liéu, cac
rmg dung tiy chinh va co sé dit liéu. Splunk ty dong cung cip mét cai nhin chi tiét
theo dong thoi gian cua tat ca cac dit liéu thu thap duoc.

- Piéu tra theo thoi gian thuc:

Splunk cho phép ban xem thong tin thdi gian thyc tir an ninh va thiét bi mang,
hé diéu hanh, co so dit liéu va cac Gmg dung, trén mot thoi gian cho phép cac doi an
ninh dé nhanh chong phat hién va hiéu duge y nghia end-to -end ctia mot sy kién an
ninh.

Splunk s€ giai quyét duoc kho khan cua cac hé théng bao mat hién tai khi
tim kiém va phat hién cac hanh vi nguy hiém dang hoat dong trong hé théng. Véi
kha nang phat hién timg hanh vi bat hop phat nho nhat, Splunk s& giup phat hién
nhimg cudc tin cong tinh vi nham vao hé thng mot cach nhanh chong va hiéu qua
nhat.

- Lién két thong tin theo thoi gian thuc va canh béo:

Twong quan cua thong tin tir bo dit liéu khac nhau c¢6 thé cung cdp cai nhin
sdu sic thém va bdi canh. Splunk c6 thé lién két voi tit ca cac thong tin dir liéu tir
moi ngudn trén hé thdng mot cach nhanh chéng va chinh xac theo thoi gian thuec.

- Splunk 13 phdn mém méi ngudén mo, cd ban khong tinh phi nén khong tén
kém khi trién khai.

- Giai quyét dugc hau hét cic bai toan trong giam sat hé théng mang: giam
sat ha tang, giam sat dich vy, gidm sat an ninh, gidm sat nguoi dung... Pay 1a dic
diém chinh gitp cho Splunk trong twong lai s& dugc cac to chic, doanh nghiép sir

dung dé trién khai hé thong giam sét tap trung bén trong hé thong mang cua ho.
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2.2. Lua chon giii phap Splunk

2.2.1. Gidi thiéu tong quan vé gidi phdp Splunk

Splunk 13 phin mém cho phép tim kiém va duyét logs va cac dir liéu trong
thoi gian thuc. Nguoi dung c6 thé ngay 1ap tirc phat hién ra su ¢b & bét cir tmg dung
nao, hodc ¢ cac may chu va thiét bi; canh béo céc nguy co tiém 4n va bao cdo cac
hoat dong cua cac dich vu va thanh phén khac nhau trong mang.

Splunk 1a mot cong cu dit licu rat linh hoat va kha nang mé rong cho céac dir
liéu may tinh duogc tao ra bdi co s ha tﬁng CNTT. N6 thu thap, 1ap chi myc va khai
thac nhitng dir liéu duoc tao ra tir bat cir nguon nao, dinh dang hoic vi tri bao gom
ca dong goi va cac ung dung tuy chinh, may chu img dung, may chu web, co s¢ dir
liéu, mang, may ao, hypervisors, hé diéu hanh va nhiéu hon nita ma khong can phai

phan tich ca phép tiy chinh, bd diéu hop hodc mét co sd dit lidu trén cac phu tro.

NAT
ﬁ logs TACACS
Wireless Auth % a
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Directory Servers

Hinh 2.4: M6 hinh hoat dong ciia Splunk (ngudn:internet)

Splunk c6 nhitng diém ndi bat nhu sau:
- Giai quyét tét van dé ha ting mang
Splunk cho phép ban tim kiém, canh bao va béo céo trén mang trong thoi
gian thyc trén cac su kién mang va cac giao dich hoan chinh. Bit dau tr hién tuong
bat thuong roi tim ra nguyén nhdn mét cich nhanh chéng véi cac thong tin tir
syslog, SNMP traps, cac cdu hinh va dit liéu netflow. Viéc tich hop Splunk vé&i hé
thdng giam sat cho phép phat hién sdm cac vin dé& va di sau vao tim hiéu cin k&

nguyén nhan cua van de do.
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- Giai quyét tot van dé ao hoa

Ao hoa mang dén nhiéu loi ich khong thé phu nhan, nhung né ciing khién
cho hé thong cang trd nén phirc tap hon. Cac van dé lién quan dén tai nguyén trén
cac may chu vat Iy, may 4o, ning suat hé thong tré nén qua phuc tap, khién cho céac
hé thdng cii khong thé theo kip.

Splunk cung cip mét cai nhin 16 rang xuyén sudt cac hé thong ao hoa. Thu
thap tat ca cac dit liéu tir cac hé théng a0 hoa, hé théng vat 1y, cac phién giao dich roi
tong hop, lién két chung lai voi nhau dé phyuc vu viéc phan tich, tim kiém, tdi wu hé
thong.

- Giam sat hé thong cloud (dam may)

Su phat trién ctia cac co sé ha tﬁng lai d3 tao ra mot thach thirc dbi voi cac
bd phan CNTT phai 1am thé nao dé cac ddi tugng khong nam trong quyén kiém soat
truc tiép cua hg. Voi kha nang phan tich, 1ap chi muc cho moi loai dir li¢u, Splunk
cung cdp mot cai nhin chi tiét, chinh xac vé méi truong dam mAay cua bat ki nha
cung cp nao.

Ngoai viéc cung cdp kha ning hién thi hoat dong vao cac mdi truong dién
toan dam may, Splunk c6 thé cung cdp nhirng thong tin nhu tinh hinh sir dung tai
nguyén ciia khach hang, st dung tai san, quan 1y tai khoan va ké hoach hoat dong.

- Giam sat hé thong Email

Hé thdng tin nhan 1a cuc ki phic tap. Tir truy tim cac tin nhin email dé
quan 1y tun tha va phan tich thu rac va tan cong lira dao, co sé ha tang kha phurc
tap va chuyén sau. Splunk gitip ban tim kiém céc giao dich tin nhan trong thoi gian
thuc trén co sé ha téng cua ban.

- Giam sat may chu

Chi phi quan 1y may chu dang bi day 1én rit cao. Quan Iy tip trung cac may
cht 12 mot van dé khé khan, phai tén quéa nhiéu cac agents dé lay thong tin tir ciing
mot may chii. Nhan dang va chuan doan cac van dé cua may chu lai lién quan dén
viéc truy cdp truc tiép va gdy anh hudng dén hé thong dang chay. Splunk tich hop
logs, c4u hinh, céac traps, metrics vao mdt noi. Tim kiém, phan tich, bao cdo xuyén
sudt hé thong chi trong vai gidy, giai quyét sy c6 mot cach nhanh chong.

- Giam sat g dung

Hé théng phan b tmg dung phic tap c6 thé an chira rit nhiéu 16i. Nhung dé

tim va sua cac 101 nay thi lai 1a mot van dé khong hé don gidn, ti€u ton nhiéu thoi
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gian ciing nhu tién bac. Nhitng nhom phat trién ciing nhu nguoi quan tri khong thé
truy cap vao cac dir liéu ma ho can dé lam viéc. Splunk cho phép diéu tra phan tich
cac van dé mot cach nhanh chong tir khu vuc quan 1y trung tam. Splunk ciing cho
phép nhém phét trién truy cap cac dit liéu ho can dé nhanh chong giai quyét va khic
phuc van dé.

2.2.2 Tinh nang cua giai phap Splunk

2.2.2.1 Quan ly ung dung cua Splunk

- Khic phuc su ¢ nhanh hon:

Splunk gitip giam sy phtec tap bang cach cung cép cho cac nha phat trién dugc
truy cdp vao log ctia ing dung théng qua mot vi tri trung tim ma khong can quyén
truy cdp vao hé théng d6, khic phuc su ¢b van d& mot cach nhanh chéng, giam chi
phi va giam thoi gian dé diéu tra va khic phuc su cb t6i 70%. Ddng thoi, giam sat
toan bd mdi truong ung dung trong thoi gian thuc dé ngin chin cic van dé anh
huong t6i ngudi dung, gitt lai log tir cac sy kién dinh ky dé ngin ngira mat mat.

- Nam dugc hoat dong cua toan bo ung dung:

+ Cho phép truy vét va giam sat cac giao dich ctia ing dung thong qua cac
tang cua kién triic phan tan va tir nhiéu ngudn di liéu.

+ Phat hién cac bat thuong hodc cac van dé trong hoat dong, thoi gian dap ung
va chii dong giai quyét ching trudc khi né anh hudng téi ngudi dung, tng dung.

+ Theo ddi s liéu hoat dong quan trong nhu thoi gian dép tng end-to-end, do
dai thong diép hang doi va dém sb 1an giao dich that bai dé dam bao ung dung dap
g duoc nhu ciu can thiét.

+ Nam duoc toan bd hoat dong cua ung dung trong thoi gian thuc trén toan bd
co s ha ting tng dung.

+ Pat duoc cai nhin toan dién vé cach ma nguoi dung st dung dich vy, tor do
6 thé cung cép dich vu tét hon.

+ Lam phong phu hé théng bang cach thém cac ngudn phi CNTT nhu gia ca
co sO dir li¢u, thong tin khach hang va thong tin vi tri.

+ Khong giéng cac cong cu quan Iy truyén théng, splunk c6 thé index, phan
tich, khai thac dit liéu tir bat ky ting ng dung nao. N6 cung cip 1 gbc nhin trung
tam vé toan bo hé théng co sO ha tﬁng.

+ Ngon ngir tim kiém trong splunk gitip ngudi sir dung so sanh cac su kién,

cac giao dich va chi s hoat dong quan trong khac.
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+ Quyén diéu khién dugc trao cho nhiéu nhém trong mot t6 chirc. Nhitng hiéu
biét vé dir liéu tmg dung c6 thé két hop vé6i thong tin ¢6 ciu trac nhu thong tin user
hodc gia ca thong tin dé doanh nghiép quyét dinh tot hon.

2.2.2.2 Quan ly cac hoat dong cong nghé thong tin

Splunk cung cip mot cach tiép can tét hon, né thu thip va 1ap indexes chura tat
ca dir liéu duoc tao ra boi hé théng CNTT (h¢ théng mang, server, OS, 4o hoa, v.v.).
Splunk hoat dong véi bat ky dir liéu ma may tao ra, bao gém log, file cdu hinh, s6
lidu hiéu suat, SNMP trap va cac tng dung log tuy chinh.

- Giup ndm bat duge hoat dong 4o hoa, hé¢ théng cloud private va public tur
mot giao dién trung tim, dé dang tim dugc ngudn gdc ciia van dé& nhanh hon 70%
ma khong can phai tim kiém trong hé thdng, server hay may ao; Quan 1y hé thong
trong thoi gian thyc, ngin ngira van dé xay ra truéc khi nd anh huong téi nguoi
dung va c6 thém kinh nghiém xu 1y cac sy kién xdy ra dinh ky dé tranh mat mat.

- Tuong quan cac sy kién & tit ca cac tang layer ciia hé théng

Tim cac lién két gitta nguoi st dung, hi¢u suét cac su kién lién quan téi co s&
ha tang dugc cung cap boi splunk két hop phén tich dit liéu thoi gian thuc twong
quan, so sanh voi hang tri€u terabytes dir li¢u lich str. Phan tich phat hién thanh
phan kha nghi c¢6 thé gitip du doan va ngin ngira mat mat hodc van dé vé hiéu ning.

Quan 1y méi trudng dé nhan biét duge su thay dbi, so sanh ngay 1ap tirc dé biét do
thiéu hut hiéu nang cua h¢ théng, nhiing van dé ¢ san hodc van dé bao mat, an ninh.

- Giam chi phi cung cp dich vu CNTT

Str dung strc manh va kha nang mé rong ctua Splunk khong chi cho hoat dong
quan Iy CNTT ma con ding dé hd tro kiém toan, an ninh. Giam sé luong cac cong
cu va k¥ niang can thiét dé duy tri quan Iy co so ha tang phc tap.

- Phan tich hoat dong

+ Splunk phan tich hoat dong toan dién theo nhiéu tang gitp cho dinh huéng
ctia doanh nghiép tot hon tity theo tirng truong hop cu thé.

+ Chu dong trong viéc nhan dién va khic phuc 15i dich vu dé dam bao sy hai
1ong ctia khach hang va giup ting sd lwong khach hang st dung.

+ Nam bat dugc nhiing nguy hiém tiém ting trong qua trinh hoat dong kinh
doanh, giup dat dugc cac muc tiéu kinh doanh bang cach cung cap tdm nhin toan
dién trén toan hé théng cong ngh¢ khong déng nhét, cac dich vu, cach quan ly, 1é€n

ke hoach vé dung lugng, phan tich mirc st dung ciia nguoi dung va nhiéu hon nira.
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- Gidm sdt co s6 ha tang

+ May chii: Splunk cho phép chiing ta ¢ thé chu dong giam sat cac may chu
va hiéu biét sdu hon vé hiéu sut, ciu hinh, truy cdp va cac 18i phat sinh. Tuong
quan hi¢u suat may chu, cac 16i va dir liéu su kién voi ngudi dung, do hoa va ung
dung thanh phan dé ngin ngira va khic phuc 16i. Phan tich va t6i wu hoa chi phi cho
viéc theo dodi dung lugng may chu, bao cao an ninh trong thoi gian thuc.

+ Hé théng luu trir: Splunk c6 thé cho ta tuong quan log, s6 liéu hiéu suét va
cac su kién tir hé théng luu trlr véi may chu, mang va dit li€u tir cac ung dung dé
giai quyét cac van dé va lam ting su hai long ctia khach hang. Str dung cong cu
phan tich manh mé& dé khic phuc su ¢6 trong thoi gian thuc va phan tich hidu suat
hé thong Iuu trir. Giam thoi gian phét trién va cat giam chi phi bang viéc dé dang
tich hop véi cac nha cung cip dich vy luu trit, nhu NetApp va EMC.

+ Hé thong mang: Splunk cho phép ta co thé giam sat va theo ddi dir liu
mang tur cac thiét bi khong day, switch, router, firewall va trén nhiing thiét bi khac
béng cach st dung SNMP, Netflow, syslog, PCAP,...

Chu dong nhan dién cac van dé an ninh mang va thuc hién phan tich van d2.
Twong quan dit liéu mang v6i cac Gmg dung, hé théng luu trit va phan tich may cha
dé gilr cho mang an toan va hoat dong moi luc.

- Splunk cho hé diéu hanh

Splunk va tmg dung ctia splunk c6 thé giup ta:

+ Tuong quan sb liéu hé théng va dir liu su kién véi cac dir liéu o cac tﬁng
cong nghé khac mot cach dé dang. Tim lién két giita van dé hiéu sudt tng dung va
hé diéu hanh, 40 hoa, hé théng luu trir, mang, va co so ha té‘lng may chu.

+ Nam dugc toan bo hoat dong hé thong bang cach cung cap bang diéu khién
trung tAm moi trudng khong dong bo.

+ Theo ddi nhiing thay doi va dam bao an ninh cho mai truong bang cach
gidm sat moi truong dé phat hién nhiing hoat dong bat ngo, thay doi vai tro cua
nguoi s dung, truy cép trai phép,...

- Quan ly ao hoa

+ Co so ha ting a0 hoa tao ra mdi truong ning dong, noi ma tai nguyén méy tinh
nhu may chi, storage, phan cimg mang dugc 4o hoa tir cac ing dung, hé diéu hanh va
nguoi su dung. Moi truong 4o hda phirc tap doi hodi cach tiép can moi voi cac dich vu

CNTT truyén thng nhu xir 1y sy ¢ hiéu suat, quan Iy va phan tich ri ro.
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+ Ung dung a0 hoa ciia Splunk két hop strc manh va tinh ning ctia Splunk
Enterprise duoc thiét ké danh riéng cho cong nghé ao hoéa. Két hop dit liéu ha tang
a0 hoa voi dit lidu ting cong nghé khac s& cho mot gbc nhin bao quat hon vé hé
thong trung tam dir liéu.

+ Splunk App cho a0 hoa co thé twong thich va thu thap dit liéu 4o hoa tir cac
cong nghé 4o hoa nhu WMware vSphere, Citrix XenServer va Microsoft Hyper-V
va cong nghé 4o hoa may tinh ban nhu Citrix XenApp va Citrix XenDesktop.

+ N6 tao cac bao cao da dang, dong nhit vé cac cong nghé ao hoa tir tit ca cac
16p ting dung va co sé ha tang.

+ Gitp cha dong ngin chin, quan 1y vin dé hiéu suit, tic nghén cb chai,
nhiing su kién bt ngo, nhiing thay doi va 15i an ninh bao mat nguy hiém. N6 phan
tich va béo cdo chinh xac giup cho ngudi ding co trai nghiém tdi wu.

+ Tuong quan dir liu 4o hoa, gitp viéc tim ra cac su kién c6 lién quan mot cach
d& dang hon, twong quan cic van dé vé hiéu ning, mang va kién tric hé thong may
chu.

+ Giit lai s6 liéu vé hiéu suat hoat dong ciia may dé theo ddi va phan tich. Thu
thap dit liéu co chiéu siu tir may chu, may 4o, hé thdng may tinh. Cung cap kha
ning hién thi hoat dong va phan tich hoan chinh bang cach xac dinh kha ning cua
may chu, cac may a0 nhan rdi, cac mdy chu sir dung ding muc, strc chira dit lidu,
theo ddi thong ké hiéu suat dé tim mé hinh sir dung va tranh kha ning tic nghén c6
thé.

+ Theo dbi chi tiét su thay ddi ma nguoi dung thyce hién, tu dong hoa céc tac
vu cua vSphere ciing nhu bdo cdo tinh trang céc thanh phé‘ln ao. Cai thién an ninh
bang cach giam sat moi truong dé tim cac hoat dong dang ngd, vai trd clia nguoi sir
dung bi thay doi, truy cap trai phép va nhiéu hon nita.

2.2.2.3 An ninh trong linh vuc CNTT

- Quan ly log

Phan mém Splunk giup khach hang cai thién van dé phén tich dir liéu log dé
quan 1y viéc kinh doanh cta ho tot hon. Splunk ty dong index dir liéu, bat ké c6 cau
tric hay khong cau tric, cho phép ta nhanh chong tim kiém, bao cdo, chan doan cac
hoat dong va cac van dé an ninh mét cach it tén kém hon. Vi Spunk-viéc quan 1y
log s& d& hon bao gio hét.

- Ung dung Splunk danh cho an ninh
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Véi ing dung an ninh cta Splunk ta c6 thé sir dung s liéu thong ké trén bat
ky dir liéu ndo dé tim kiém cac méi de doa tiém an, trong khi van c6 thé giam sat
lién tuc cac mdi de doa da bi phat hién boi nhitng san pham an ninh truyén thng.

Ung dung an ninh Splunk chay & phia trén Splunk Enterprise va cung cip
cong cu dé giam sat, canh bao va phan tich can thiét dé xac dinh va giai quyét cac
mbi de doa dd biét va chua biét. No phu hop véi doi ngli an ninh nhé hodc mot
trung tdm hoat dong bao mat.

Bang diéu khién an ninh cung cdp mét cach xem hoan toan tily bién vai céc tir
khoa bao mat quan trong trong linh vuc an ninh domain. Ung dung an ninh Splunk
chira mot thu vién dung sin cac sb liéu an ninh dé hd trg nguoi dung nhan dién
duoc cac tinh hudng va giam sat lién tuc cac nguy co bao mat trén domain. Va tat ca
thong tin 6 déu dugc thé hién rd trén bang diéu khién Dashboard.

- Tinh nang xem x&t lai cac su kién da xay ra

Cung cp chi tiét quy trinh céng viéc phan tich can thiét. Chi mét click chudt
1a ta c6 thé thay duoc cac dir lidu thd ma tng dung an ninh splunk luu trir va diéu
tra nhan dang mdi nguy hiém cung cap cho nha phan tich an ninh kha ning xem xét
cac mdi de doa dua trén mét loat cac sy kién an ninh. Pon gian chi can chon mot
khung thoi gian sy kién hoac nhiéu su kién dai dién cho nhiing hoat dong dang ngo
va Splunk s€ tu dong hién thi mot ban tom tit md hinh an ninh. Véi 1 ca click
chudt, ta c6 thé xem tat ca cac dit liéu tho duoc dit ra theo thir tu thoi gian, dwa ra 1
c4i nhin tryc tiép cho ddng nghiép hodc tao ra mot tim kiém mai dé xem cac su kién
d3 xuat hién nay co tiép tuc xuat hién hay khong.

- Phan tich va du doan

Nhép vao diém d6 s& hién cac giai phap dé biét dwoc hudng di tuong lai cua
diém d6 va du bao gia tri dua trén mo hinh dit liéu. Chi can chon kiéu dir liéu, bat
ky ddi twong chira kiéu dir liéu d6, kiéu ham trinh dién, thudc tinh va chu ky phan
tich ma ta mudn tao. Danh sach cac méi de doa: Splunk cung cp dich vu out-of-
the-box hd trg cho 18 ma ngué)n mé de doa t6i dit liéu nham tang thém tinh bdo mat
cho hé thdng. Splunk cho phép ta thém ma ngudn mé cia riéng minh va ngudn cung
cép dir li€u thanh toan chi vai vai click chugt ma khong can mot cam két dich vu.
Splunk con cong tac véi trung tdim bao mat Norse Security, mot trung tdm bao mat

uy tin toan cau.
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2.2.3 Thanh phén ciia Splunk
2.2.3.1 Thanh phan thu thdp Log ciia Splunk

Di v6i bd cong cu splunk thi thanh phan thu thap log dugc chia lam ba loai
la: universal forwarder, heavy forwarder va light forwarder.

Universal forwarder la mot streamlined

N6 12 phién ban chuyén dung cta Splunk ma chi chtra cac thanh phan thiét
yéu dé chuyén dit liéu tir may tram dén may server. Pdy 1a phién ban kha gon nhe
dé tich hop trén cac ngudn sinh log chinh vi thé ma n6 khong bao gdm cac tinh ning
nhu 14p chi muc cho dit liéu va tim kiém di liéu.

Heavy forwarder

C6 kich thudc nhé hon mot Splunk indexer nhung van gitt dugc hau hét cac
tinh ning ngoai trir viéc tim kiém cac két qua phan phdi. Va mot sé thanh phan vi
du Web splunk néu can thiét co thé bi vo hiéu hoa dé giam bét kich thude. Mot
heavy forwarder phan tich dir li¢u trude khi chuyén va c6 thé dinh tuyén dir li€u dua
trén cac dic diém nhu nguén va cac loai sy ki¢n. N¢ cling c6 thé danh chi muc cho
dir li€u trén may cuc bg cling nhu chuyén dit liu dén mot splunk dac bi¢t khac.

Light forwarder

Nhing loai dir li¢u duoc chuyén do 1a dir liéu tho, dit liéu chua dugc phan
tich va dit liéu di dugc phan tich. Mdi cong cu chuyén tiép dir liéu cho phép chuyén
cac loai dir li€u khac nhau. Véi universal va light forwarder lam viéc véi dir 1i€u tho
va dir liéu chua dugc phan tich. Con heavy forwarder lam vi¢c voi dir 1i€u thd hoac
dr 1iéu da duoc phan tich.

Véi dir liéu tho thi ludng dir liéu duoc chuyén tiép nhu dir liéu TCP don
thuan. Dir liéu khong dugce chuyén d6i sang dinh dang cua splunk. Thiét bi chuyén
tiép chi lwa chon dit lidu va day ching di. Véi viéc chuyén dit liéu nhu thé nay hiru
ich cho viéc chuyén dit liéu sang hé thong khong phai 1a splunk.

Vi dir liéu khong dugce phan tich thi universal forwarder thyc hi¢n céac tién
trinh t6i thiéu. Mic du dit liéu khong duoc phan tich nhung né van duoc dinh dang
cac thé dé xac dinh nguén, loai nguén, host. No ciing chia cac luéng dir liéu thanh
cac block c¢6 kich thudc 64K. Thuc hién viéc gén nhan thoi gian l1én luéng dir liéu
dé bd phan tiép nhan co thé phan biét dugc dir liu khi ma né khong c6 mot mbc
thoi gian cu thé. Universal forwarder khong xac dinh, kiém tra, va gan thé 1én cac

su kién ca nhan.
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Péi véi dit lidu dd dugc phan tich cong cu heavy forwarder chuyén dbi dir
liéu thanh cac dang dit liéu riéng biét. N6 s& gan thé va chuyén dir liéu dén splunk
indexer. No cling co thé kiém tra cac su kién. Boi vi dir lidu di duogc phan tich, sau
d6 bo phan forwarder c6 thé thuc hién viéc dinh tuyén dir liéu dya trén sy kién dir

liéu, chang han nhu gia tri cia cac truong.

Cac mo6 hinh dir li¢u:

- M6 hinh chuyén tiép dir liéu tdp trung

Indexer

Forwarders

Hinh 2.5: M6 hinh thu thip log tip trung (ngudn: internet)

La mot trong nhitng md hinh phd bién véi nhiéu thiét bi forwarder tir cac
ngudn khac nhau giri dén mot splunk server. Mo hinh nay thudng 13 cac universal
forwarder chuyén tiép dir liéu chua phén tich tir may tram hodc cac thiét bi khong
phai 14 splunk server téi may chi splunk trung tim dé tong hop va danh chi muc
cho dir liéu.
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Indexers \

Forwarders with
Load Balancing

Hinh 2.6: M6 hinh thu thép log cin bing tai(ngudn:internet)

- M6 hinh cén bang tdi

Mo hinh dinh tuyén va loc dir liéu thi cong cu chuyén tiép s& dinh tuyén dir
liéu dén mot hé théng splunk riéng hodc mdt hé théng thir ba dya trén thong tin vé
ngudn, loai ngudén hodc cac miu cd sin trong ban than cac sy kién. Tat nhién hé
thdng nay yéu cau bd cong cu heavy forwarder do can phai phan tich dir liéu dé lay
thong tin. Ta c6 thé loc dir liéu gti di theo yéu cau vi du nhu chi gt di nhirng log
chira xau ki tu error.

2.2.3.2 Thanh phan xu Iy dit liéu ddau vao

Nhitng loai dit liéu dugc dua vao Splunk bao gém: cac sy kién ctia mang,
nguén dit liéu tir hé diéu hanh windows, cac nguén khac.

Cac su kién cuia mang

Splunk c6 thé danh chi muc dit liéu tir bat ki céng mang nao. Vi du, Splunk
c6 thé danh chi muc cho dit lidu tir syslog-nd hodc bét ki tng dung khac c6 chirc
ning chuyén dir liéu theo dinh dang TCP. N6 ciing c6 thé danh chi muc cho dir liéu
& dang UDP nhung ta nén str dung TCP dé nang cao d9 tin cdy cua dir liéu.

N6 cling c6 thé nhan va xur 1y céac su kién SNMP, cac canh b4do dugc dua ra
tlr c4c thiét bi tir xa.

Nguon dit liéu tir windows

Céc phién ban splunk cho windows dinh nghia mét loat cac input (du vao)
riéng biét cho windows. No ciing cung cap viéc danh s trang trong hé thong splunk

dé dinh nghia viéc xac dinh céc loai dau vao riéng biét dac trung cho windows nhu:
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D liéu Windows event log, dit liéu Windows Registry, dir ligu WMI, dir li¢u
Active Directory, dir li¢u tur cac tién ich dugc thiét lap giam sat.

Nguoén dir liéu khdc

Splunk ciing hd trg cac loai ngudn dir liéu nhu: Hang doi First-in, First-out,
dau vao tir cac script: 1ay dit lidu tir cac API va cac giao dién tir cac dir lidu tir xa
khéc, cac tin nhin hang doi, module dau vao: xac dinh kha nang dau vao dé mo
rong céac khung Splunk.

Ngoai nhitng dir liéu dugc dua vao tir cac cong cu forwarder nguoi dung co
thé cdu hinh dé thém dir liéu ma ta mong mudn.

Sau khi d3 nhan duoc dir liéu Splunk tién hanh xir 1i cac su kién dugc chuyén
vao. Céc sy kién 1a cac ban ghi ciia hanh dong dugc luu trir lai trong tap tin nhat ky,
Iwru trit trong cac index. Cac sy kién cung cép thong tin vé& cac hé thdng, tao ra cac
file nhat ky. Dudi ddy 1a mot sy kién ctia hanh dong ding xuat duoc ghi lai:

172.26.34.223-[01/0ct/2020:12:05:27-0700]"GET/trade/app?action=logout
HTTP/1.1" 200 2953

Qud trinh xit li cdc sw ki¢n bao gom

- Pinh dang b6 ki ty cho dir liéu dau vao dé phu hop véi dinh dang ma Splunk
c6 thé xur 1y.

- Qua trinh phan manh céc sy kién

- Géan nhan thoti gian cho cac sy kién.

- Trich xuat dir liéu dé tao cac trudng danh chi muc.

Dinh dang bo ki tw

Nguoi quan tri ¢6 thé cau hinh ngén ngir cho ngudn dit liéu. Splunk cung cip
mot bd ki tu dé hd trg cho viéc chuin hoa quéc té cho viée phat trién Splunk. N6 hd
trg nhidu ngdn ngit bao gdm ca nhimg dinh dang khong thudc chuan UTFS.

Theo mic dinh Splunk 4p dung bo ki ty UTF-8 cho cac ngudn. Néu mot
nguén dir liéu khong thudc dinh dang UTF-8 hoac khong phai tép tin ASCII thi
Splunk s& cb ging chuyén d6i sang dinh dang UTF-8 néu khong ta phai dinh nghia
viéc thiét 1ap ki tu bang cach dat tir khoa CHARSET trong file props.conf.

Cac ki ty da duoc hd tro trong splunk bao gém: UTF-8; UTF-16LE; Latin-1;
BIGS; SHIFT-JIS

Xuw li cac sw kién nhiéu hon mot dong
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Mot vai sy kién chira nhiéu hon mot dong Splunk sé& ty dong xtr Iy céc su
kién nay theo mac dinh. Néu ta ¢6 cac sy kién nhiéu dong ma splunk xtr 1i khong
dung yéu cau can phai cdu hinh dé thay d6i hanh vi phd v& dong cua Splunk.

C6 hai cach dé xur 1y cac su kién ma c6 nhiéu dong:

- Chia nho luéng dir liéu vao cac dong va gop lai thanh céc sy kién:

Céch nay thuong don gian vi n6 thuong co cac thudce tinh co sin dé ta c6 thé
dinh nghia cac quy tic hop nhét dit liéu. Sir dung thudc tinh LINE BREAKER dé
chia dit liéu thanh nhiéu hang sau d¢ thiét 1ap SHOULD LINEMERGE=true va
thiét 1ap cac quy tic hop nhéat dir liéu nhw BREA ONLY BEFORE dé chi ra cach
Splunk lap rap dir liéu d6 thanh cac sy kién.

- Chi chia nho céc ludng dir liéu:

Bang cach si dung tinh ning LINE BREAKER va khong can hop nhat
chung lai. Viéc nay gitip ting toc do danh chi muc trén dit liéu nhung khi lam viéc
v6i cac dir ligu nay s€ kho khan hon. N6 phu hop véi nhitng ngudi quan tri da co
kinh nghiém voi viéc xt 1i dir li€u nay va phai thu thap mot lugng 16n céc log. Véi
cach nay chi can st dung thudc tinh LINE BREAKER va dit
SHOULD LINEMERGE=false.

Vi du viéc chi dinh chia nho su kién

[my custom_sourcetype]

BREAK ONLY BEFORE = "\d+\s*$

Vi cau hinh trén thi n6 chi dinh cho Splunk phén chia cac sy kién bang cach
gia dinh bat ki dong chura céac chi s6 bat dau mot sy kién méi. N6 s& ap dung cho bat
ki loai ngudn dugc dit trong “my_custom_sourcetype”.

Ciu hinh nhan thoi gian (timestamps)

Timestamps 14 rit quan trong d6i v6i Splunk. N6 sir dung nhén thoi gian dé
twong quan cac su kién theo thoi gian, dé tao cac biéu d6 thoi gian trong Web
splunk, va thiét 1ap cac khoang thoi gian cho viée tim kiém.

Splunk gan cac timestamp mot cach tu dong trong thoi gian nd danh chi muc
st dung thong tin tir dit li€u sy kién tho. Néu mot su kién ma khong chira thoi gian
cu thé, n6 s& gan dua theo céc cach thuc khac. Mot vai dir liéu c6 thé can dinh nghia
ra cach danh timestamp.

Trich xudt cdc trwong dwoc danh index trong Splunk

Khi Splunk danh chi muc dir liéu, né phan tich dir liéu trong mot chudi cac

sy kién. Mot phan cua tién trinh ndy, n6 thém mot s6 truong vao su kién dir licu.
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Céc truong d6 bao gdm nhing trudng mic dinh dugc tu dong thém vao va bat ki
trrong nao do nguoi dung dinh nghia.
Qua trinh thém cac truong té1 su kién dugce goi 1a trich xuat truong (field

extraction). Co hai loai field extraction la:

- Indexed field extraction, Splunk luu trit cac trudng nay trong index va coi nd
nhu 1a mot phﬁn cua dir liéu su kién.

- Search-time field extraction, cac truong chi dugc thém vao trong qué trinh
tim kiém ma khong duoc luu trit trong index.

Bang 2.1: Cac truwong trong Index

Loai trwong Danh sach cac trudng Mo ta

Truong ndi | raw, time, indextime cd | Truong nay chira thong tin ma Splunk

bo st dung cho céc tién trinh ndi bd

Truong mic | Host, index, linecount, | Trudng niy cung cap cac théng tin co
dinh coban | punct, source, sourcetype, | ban vé mot sy kién, chiang han nhu
splunk_server, timestamp noi sinh ra su kién, loai dit liéu ma no
chura, vi tri index, c6 bao nhiéu dong

ma ndé chra va né duogc sinh ra khi

nao
Céc truong | Date hour, date_mday, | Cac truong nay cung cip thém thong
thoi gian | Date_minute, Date_mounth, | tin tim kiém cac su kién theo cac
mac dinh Data second, date wday, | timestamp.

date year, date_zone

Khi Splunk danh chi myc dit liéu, né gan thé mdi su kién v6i mot sb truong.
Nhitng truong ndy s€ trd thanh mot phé‘ln cua su kién da dugc danh chi muc. Cac
truong nay dugc tu dong thém vao va dugc xem nhu cac truong mac dinh.

Céc truong mac dinh phuc vu cho mot s6 muc dich. Vi du nhu, truong index
dinh nghia index ma sy kién duoc luu trit, trudng linecount mé ta sé6 dong ma sy
kién do6 chura, va timestamp dinh nghia thoi gian su kién d6 xay ra. Splunk stir dung
gia tri trong mot vai truong dac biét 1a sourcetype, khi danh chi myc dir liéu gitp
tao ra cac sy kién ding. Khi mot dir liéu da dugc danh chi muc, co thé st dung cac
truong mac dinh d6 dé thyc hién viéc tim kiém.

Dinh nghia vé host, source, va sourcetype host
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Mot may chu cua sy kién thuong 13 tén may, dia chi IP, hodc tén mién day du
cia cac may chu mang ma su kién d6 sinh ra. Gia tri may chu cho phép dé dang xac
dinh vi tri dix liéu sinh ra tir cac thiét bi cu thé.

Source: nguén cua su kién 1a tén cua tép tin, lué)ng hodc cac dau vao khac noi
ma cac su kién dugc sinh ra. Céac dir liu dugc gidm sat tur cac t&p tin va thu muc,
gi4 tri cua ngudn 13 cac dudng dan cu thé nhu “/archive/serverl/var/log/messages.0”
hodc “/var/log/”. Gia tri ciia ngudn cho dir liéu tir mang 1a giao thirc, cong chang
han nhu UDP:514.

Sourcetype: cac loai nguén cua mdt su kién l1a dinh dang cua dir li¢u dau vao
ma dir liéu sinh ra, ching han nhu “access_combined” hodc “cisco_syslog”. Loai
nguén xac dinh cac Splunk dinh dang dit ligu.

So sanh gitra source va sourcetype

Ta khong dugc nham 14n giita source va sourcetype, ca hai déu 13 cac truong
mic dinh nhung chiing c6 nhiing diém khac nhau quan trong nhur:

- Source 14 tén cua tép tin, ludng va cac dau vao khac xuat phat tir ngudn gdc
cac su kién dac biét.

- Sourcetype chi rd dinh dang ctia su kién. Splunk sir dung truong nay dé xac
dinh 1am thé nao dé dinh dang ludng dir liéu di vao thanh cac sy kién khac nhau.

Céc sy kién voi cung mot loai nguén 6 thé dén tur cac ngué)n khac nhau. Vi
du ngudi quan tri dang giam sat “source=/var/log/messages” va nhan dau vao syslog
tryc tiép tir udp: 514. Néu tim kiém “sourcetype=linux_syslog”, Splunk s& tra lai
cac su kién tir ca hai ngudn nay.

Phédn doan cdc sw kién (event segmentation)

Segmentation 1a cdi ma Splunk su dung dé pha v& cac su kién thanh cac
phan doan tim kiém tai cc chi sd thoi gian va thoi diém tim kiém. Céc phan doan
¢6 thé dugce chia ra thanh major va minor. Trong d6 céc su ki¢n ban dau c6 thé duge
chia ra thanh céc phan doan 16n goi 1a major va minor la cidc phan doan nho hon
nira dugc chia ra tor major. Vi du dia chi IP 192.168.2.223 1a mdt phan doan major,
va major nay lai dugc pha vd thanh cidc phan doan nhd hon nhu 192 hay mdt nhom
cac phan doan nho nhu 192.168.2.

Nguoi quan tri ¢6 thé dinh nghia cach phan doan cac su kién. Piéu nay 1a rat
quan trong béi vi index-time segmentation anh hudng dén viéc danh chi muc, téc do
tim kiém, kich thudc luu trit va kha ning sir dung tinh ning typehead (Splunk cung

cap cdc muc ma phu hgp véi van ban nhap vao thanh tim kiém). Search-time
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segmentation, mit khac, anh huong dén tdc do tim kiém va kha ning tao cac tim
kiém bang viéc chon cac muc tir két qua duoc hién thi trong Web splunk.

Qua trinh phan doan cac su ki¢n c6 ba loai chinh sau:

Inner segmentation: Pha v& cac su kién thanh cac phan doan nhé nhét c6 thé.
Vi du nhu véi dia chi 192.168.2.223 tién hanh théng qua inner segmentation nd s&
duoc chia thanh 192, 168, 2, 223. Loai phan doan nay dan dau trong viéc danh chi
muc, tim kiém va giam bd nho st dung. Tuy nhién né han ché tinh nang type ahead,
vi vay ngudi dung chi ¢ thé tim kiém & mtrc phan doan nho.

Outer segmentation: Thi ngugc lai véi inner segmentation, véi loai nay thi
Splunk chi danh chi myc cac phan doan 16n (major). Chang han nhu véi dia chi
192.168.2.223 dugc danh chi muc nhu 192.168.2.223 ¢6 nghia 1a khong thé tim
kiém trén tung cum nhd. Ta van co thé sir dung cac ki tu dai dién dé tim kiém trén
céc diém nho. Vi du, Ta co thé tim kiém theo 192.168* két qua tra vé s& hién thi bat
ki su kién c6 dia chi bit du 1a 192.168.

Full segmentation: La su phéi hop cua hai loai phan doan trén. Khi d6 dia
chi IP dugc danh chi muc ¢ ca phan doan 16n va nhé. N6 mang lai hi¢u suat danh
chi muc nhé nhét nhung cung cép nhiéu lya chon cho viéc tim kiém.

Tép tin “segmenters.conf” ¢ trong thu muc “$SPLUNK HOME/etc/system
/default” dinh nghia tit ca cac loai phan doan san c6. Theo mic dinh thi viéc phan
doan danh chi muc duoc thiét lap cho loai indexing, dugc két hop ca inner va outer
segmentation. Phan doan tim kiém duoc thiét 1ap 1a full segmentation.

2.2.3.3 Thanh phan danh chi muc va heu triv

Véi mét luong dir 1i€u 16n dugce truyén tir cac may chu vé may chu tap trung
thi viéc luu trir va tim kiém s& rat khé khan. Boi vay viéc ddu tién sau khi thu thap
duoc log vé s8 phai 1ap chi muc cho dit li¢u va luu trir chung phuc vu cho vi¢c tim
kiém. C6 nhiéu cong cu thyc hién cong viéc nay vi du nhu elastic trong bd cong cu
logstash, hay splunk indexer trong bo cong cu splunk.

Déi voi cong cu splunk thi viée dau tién 1a splunk s& phai cung cip dir liéu,
khi d3 nhan duogc dit liéu n6 s& danh chi s va 1am cho ching sin sang dé tim kiém.
Vi universal indexer dugc tich hop thi splunk s& bién d6i dir liéu thanh mot loat
cac sy kién lién quan dén ting linh vyc tim kiém. Ta c6 thé xir li dit liéu trudc va
sau khi splunk danh chi s6 cho no, nhung diéu nay thuong 1a khong can thiét.

Sau khi dénh index co thé bit dau tim kiém dir liéu, hodc st dung né dé tao

bao cdo, bi€u do, canh bao hodc nhiéu cong viéc khac.
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Nhitng loai dit liéu ma splunk c6 thé danh chi muc thuong 13 bat ki mot loai
dir 1iéu nao nhu windows event logs, webserver log, log tir cac ing dung dang chay,
log tir hé¢ théng mang, log giam sat, tin nhén hang doi, t&p tin archive, hoac bat ki
ngudn nao cé thé hiru ich.

Khi ngudn dir liéu chuyén dit liéu dau vao splunk ngay 1ap tirc danh chi muc
va dua chang dén cac chudi dit liéu dé nguoi dung c6 thé tim kiém ching ngay lap
tire. Néu nhu két qua tim kiém khong théa man yéu cau, ngudi quan tri co thé cau
hinh lai cach danh chi muc sao cho phu hop.

Qua trinh danh index

Event processing xay ra qua hai giai doan 1a phan tich va danh chi muc. Tat
ca dir liéu khi duoc dua dén splunk déu duoc day vao duong dng phan tich nhu cac
khéi 16n khoan 10,000 byte. Trong qua trinh phan tich splunk chuyén d6i cac khoi
nay thanh cac sy kién phul hop, noi ma két thuc tién trinh danh chi muc cho céac su
kién.

Trong qué trinh phan tich, splunk thyc hién mdt vai hanh dong bao gém:
Trich xuét dit liéu dic trung cia moi du kién bao gém host, source, sourcetype.

CAu hinh cac ki tu dé thiét 1ap ma.

Xac dinh viéc cham dt dong st dung quy tac linebreaking. Co nhiéu su kién
ngan chi mot dén hai dong nhung ciing c6 nhiing su kién chiém rét nhiéu dong.

Xéc dinh “tem” thoi gian hodc tao ching néu ching khong ton tai. Trong
cung thoi gian xu 1y “tem” thot gian, splunk xac dinh ranh giéi cac su kién.

Splunk c6 thé thiét lap dé che dau céc su kién nhay cam nhu sb thé tin dung,
sb an sinh x3 hoi. N6 cling c6 thé dugc cdu hinh dé ap dung siéu dir li¢u trong cac
su kién sép tol.

Trong qua trinh danh chi muc, splunk thuc hién céac tién trinh sau:

- Chia nh¢ céc su kién thanh cic phan doan tir d6 phuc vu cho viéc tim kiém.
Ta c6 thé ty dinh nghia kich thudc cia cac phan doan tiy theo nhu cau vé téc do
danh chi myc va tim kiém, ciing nhu chét luong tim kiém va hiéu ning cia dia.

- Xay dung c4u trac dit liéu chi muc. Ghi dit liéu tho va cac file index ra dia.

Dinh nghia Index: Splunk Iuu trit tat ca dir liéu ma n6 xir 1i duéi dang céc
index. Mot index 1a mot tap hop cac co s¢ dir liéu véi cac thu muc con nim &
SLPUNK HOME/var/lib/splunk. Céac index chura hai file 1a dir li¢u thé va file
index.

Cac loai index mac dinh la:
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- Main: tat ca dir liéu xir i dwoc luu trit tai dy trir néu ching khong ap dung
cac quy tac khac.

- _internal: luu trir log cta splunk va céc s6 liéu xtr 1i.

- _audit: chtra céc sy kién lién quan dén su giam sat thay ddi hé théng, kiém
toan, va tat ca cac lich sir tim kiém ctia nguoi ding.

Mot ngudi quan tri splunk co quyén tao mot index, stra ddi hay x6a bo hodc
thay thé mot index di ton tai. Viéc quan li index dugc lam qua Web, CLI, va file
ciu hinh nhu index.conf.

Quan li index

Khi dit liéu dugc thém vao indexer xur 1i va luu trit chiing duéi dang index.
Theo mac dinh nhitng dir 1iéu d6 dugc luu trit trong main index. Tuy nhién nguoi
quan tri co thé cau hinh cac index riéng cho cac loai dir li¢u khac nhau.

Mot index 1a mét tap hop cac thu muc va té€p tin. Cac thu muc index con
dugc goi 1a cac bucket.

Pé xem danh sach cic index trong giao dién quan tri web ta truy nhap vao
settings sau d6 chon Indexes. C6 3 loai index san c6 1a main, _internal, _audit.

Tao ra nhiéu logi index khdc nhau.

Theo mic dinh thi index main s& chia tit ca cac su kién. Indexer cling co
mot vai index dé str dung cho su hoat dong trong ban than hé thdng, cling nhu cho
cac hoat dong khac nhu 1ap chi muc hay ghi lai céc su ki¢n.

Ta c6 thé tao cac index khong han ché trong splunk. Tat ca cac sy kién ma
khong thuéc mot index nao do ngudi dung dinh nghia thi s& dugc diy vao index
main va két qua tim kiém cua ta néu khong chi ra tén index cu thé dat ra thi s& hién
thi cac su kién trong main index.

Viéc tao ra nhiéu logi index cé thé gitp:

Kiém soat duoc ngudi dung truy cap: khi phan quyén cho nguoi dung theo
céc role, ta co thé han ché nguoi dung tim kiém cac thong tin nhay cam.

Néu c6 céc chinh sach khac nhau cho cac dir liéu khac nhau ta c6 thé chuyén
dir liéu tir index nay sang index khac tiy theo nhu cau sir dung cua ta. Mot 1i do
khéc d¢ tao ra nhiéu index 13 né s& rat hitu ich cho viéc tim kiém. Gia sir ta c6 nhiéu
nguén dir 1iéu khac nhau nhu céc sy kién gui tor windows va cac su kién cua mdt
web server trén hé diéu hanh linux. Tat ca dir lidu nay déu dugc luu trir trong cing
mot index thi khi tim kiém cac sy kién trén windows phai tim qua tat ca dit liéu cua

hai nguon, luc nay toc d§ chac chan s€ cham hon rat nhicu.
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Tim kiém index dwoc dinh nghia

Trong qué trinh tim kiém mic dinh cac su kién ta tim s& nim trong main
index, néu muén tim kiém trén cac index riéng phai chi ro tén index mudn tim. Vi
du Iénh tim kiém sau dé tim kiém dir liéu c6 trong index tén 1 win:

index=win userid=henry.gale

Xo6a bo cac index va dit liu trén index C6 nhiéu cach dé xoa bo cac dit li¢u
index hoac tham chi ca mot index hoan chinh tir by indexer.

Xoa dit liéu cii dwa trén cac chinh sach qua han

Khi dir li€u trong mdt index da dat té1 mdt thoi gian nhat dinh hodc khi kich
thude index phat trién téi mic gidi han, nd s& duoc dua vao trang thai dong bing.
Noi ma cac indexer s€ x0a no tir cac index ma n6 duoc luu trir. Trude khi xoa dir
liéu indexer c6 thé di chuyén n6 dén mot noi luu trix. TAt ca nhitng viéc trén déu phu
thudc vao céach ta dinh nghia chinh sach hét han caa minh.

Quan li viéc lwu triv index

Cach lwu trir dir lieu sau khi danh index

Khi indexer 1ap chi muc cho dir li€u, n6 tao ra mot nhém cac file, cac file nay
chtra hai loai dir liéu sau:

- Dt li¢u tho ¢ dang nén (rawdata)
- Céc index (chi sé) anh xa to1 dit li¢u tho, cong thém mot sb file metadata.
(file index).

Thong thudng dir liéu nay duoc thiét 1ap luu trit trong cac thu muc sap xép
theo thoi gian cua dir liéu. Mot s6 thu muc chira dir liéu cii, mot sb khac co thé chira
dit 1iéu méi. Sb lugng cac thu muc cod thé phat trién 1én kha 1o, tuy thudc vao cach
ta gidi han ching.

Sau mdt thoi gian dai, thong thuong la vai ndm, cac indexer s€ xd6a dir li¢u
trong hé thong. Néu can xir Iy mot lugng 16n dir lidu, trong d6 chira nhimng dir lidu
quan trong thi ta can phai c¢6 cac hanh dong dé luu trir dir lidu ndy dé tranh bi x6a
theo mac dinh nhu sao Iuu cac dir liéu do.

Dinh nghia tuéi cua dir liéu:

Mbi mot thu myc index duge xem nhu 1a mot bucket (bo chira).

Mot bucket duoc chuyén qua cic giai doan nhu 13 cac do tudi sau: Hot;
Warm; Cold; Frozen; Thawed.

Mot tudi cua bucket 13 viéc chuyén tr giai doan hi¢n tai sang giai doan két

tiép. D61 v6i dir liéu vira duge dénh index thi né s& di t6i giai doan hot bucket.
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Trong giai doan nay dir lidu c¢6 thé dugc tim kiém va ghi vao. Mot index co thé c6
mot vai hot bucket mé trong cung mdt thoi gian.

Khi mot diéu kién nhat dinh xdy ra (vi du nhu hot bucket dat dén mét kich
thude gidi han hay splunkd dugc khoi dong lai) thi hot bucket s& chuyén sang giai
doan warm bucket va mdt hot bucket s€ duoc tao ra tai vi tri cua n6. Warm bucket
san sang cho viéc tim kiém nhung khong cho phép ghi tiép dit liéu vao. Trong mot
index thi c6 rat nhiéu warm bucket.

Khi mot diéu kién tiép tuc duoc théa man (nhu index dat dén sb luong tbi da
cac warm bucket). Indexer bat ddu cudn tir giai doan warm bucket sang cold, dya
trén tudi cua ching. N6 ludn ludn lwa chon nhitng warm bucket 1au nhat dé chuyén
sang giai doan cold. Sau mét thoi gian quy dinh, cic cold bucket s& chuyén sang
trang thai frozen. Tai thoi diém nay chung s€ dugc luu trir hodac dugc xoa di. pé
dinh nghia cdc chinh sach qua han ta cin chinh sira cac thudc tinh trong file
inputs.conf.

Néu nhu dit liéu flozen duoc luu trit n6 c6 thé duoc khoi phuc lai, d6 1a giai
doan thawed. Giai doan nay cho phép dit liéu dugc phép tim kiém.

Vi tri luu trit cac thu muc index:

M&i mot index s& chiém giit mot thu muc cho riéng chung & trong
“$/SPLUNK _HOME/var/lib/splunk”. Tén cua thu muc gidng nhu tén cta index.
Trong mdi thu muc nay lai chira mot chudi cac thu muc con dugc phan chia theo
cac giai doan cua bucket (hot/warm, cold hodc thawed).

Tt ca cac thu muc trén déu phai c6 quyén ghi.
Sao lvu va luu trir index

e Dbi véi dit lidu da duoc danh chi muc c6 hai cach co ban dé backup la:

e Lién tuc, sao luu gia tang cac dir li€u ¢ giai doan warm (incremental

backup)

e Sao luu tat ca dit liéu, vi du trude khi nang cap indexer (full backup)

e Qua trinh sao luu index

e Sao luu theo cach Incremental backup

Khuyén céo dua ra 1a nén backup tit ca cac warm bucket méi, bang cach sao
lwu gia tang theo sy lwa chon cua ta. Néu ta dang chuyén tiép cac giai doan cua dir
liéu mot cach thuong xuyén ta nén backup cd nhiing thu muc dir li¢u ¢ giai doan

cold dé dam bao khong bi mat mat dir liéu khi chuyén giai doan tir warm sang cold
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ma viéc backup chua kip xdy ra. Néu tén thu muc khong thay do6i khi chuyén doi
giai doan c6 thé chi phai tim kiém cac thu muc backup trong cold bang tén.
Béang sau mo ta vi tri cia cac thu muc:

Bang 2.2: Vij tri luu trit cac thue muc index

Giai doan | Vi tri mic dinh Chuy

Hot $SPLUNK HOME/var/lib/splunk / C6 thé c6 nhiéu thu muc
defaultdb/db/* con cho mdi hot bucket.

Warm $SPLUNK HOME/var/lib/splunk / Cé6 cac thu muc con riéng
defaultdb/db/* bi¢t cho warm bucket

Cold $SPLUNK HOME/var/lib/splunk / C6 nhiéu thu muc con cho
defaultdb/colddb/* 18001091 cold bucket. Khi cac warm

bucket dugc chuyén qua
cold, ching thuc hién di

chuyén cac thu muc nhung

khong dbi tén
Frozen Dit liéu cua frozen sé& bi x6a hodc luu trit | Viéc x6a 1a mic dinh. Néu
trong thu muc ma ta dinh nghia ta cAu hinh thi dir lidu sé&
duoc luu trir
Thawed $SPLUNK HOME/var/lib/splunk / Vi tri cua dir liéu da duoc
defaultdb/thaweddb/* luu trir va sau d6 duoc khoi
phuc lai.

2.2.3.4 Thanh phan canh bdo

Mot canh bao 1a mdt hanh dong duoc kich hoat dya trén céc két qua cda tim
kiém. Khi tao mot canh bao, can dinh nghia mot diéu kién ma kich hoat canh bao
d6. Hanh dong dién hinh 13 giri email dya trén cac két qua tim kiém. Ngoai ra ciing
6 thé chon cac hanh dong khac nhu chay mét doan ma script hoac dua ching vao
trong danh sach cac canh bao. Véi cung mot diéu kién canh bao ¢ thé dua ching
vao nhiéu lya chon khac nhau nhu vira giri mail vira chay script. Bé tranh viéc gui
canh bao qua thuong xuyén, ta ciing co thé giéi han diéu kién cho mot canh béo.
Splunk dinh nghia ba loai canh bao la:

» Per result alert: Dua trén viéc tim kiém thoi gian thuc. Diéu kién kich

hoat 1a bat cir khi ndo viéc tim ki€m tra vé mdt két qua.
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= Scheduled alert. Chay tim kiém theo lich trinh dwoc chi dinh khi tao canh
bdo. Ta dinh nghia cac két qua cua viéc tim kiém dé kich hoat canh bao
do.

= Rolling-window alert. Dya trén viéc tim kiém thoi gian thyc. Diéu kién

kich hoat 13 tap hop cac két qua phu hop cua viéc tim kiém trong mot
khung thoi gian quy dinh.

Tiép theo s& gi6i thiéu chi tiét cac kich ban cta mdi loai canh bao. Dbi véi
per result alert: canh bao khi viéc tim kiém thoi gian thuc tra vé mot két qua phu
hop v6i diéu kién. Thong thuong, ta dinh nghia mot gidi han diéu kién vi vay canh
bao duogc kich hoat chi trong mot khoang thoi gian quy dinh.

Céc vi du vé mot két qua tra vé bao gom cac diéu kién duéi day:

= Kich hoat canh bao cho mdi lan dang nhap 13i.

= Kich hoat canh bdo khi xay ra nhiing loai 16i Iva chon cho bat ki host

nao.

- Canh bao xay ra khi CPU trén host 1én dén gia tri 100% trong mot

khoang thoi gian dai.

Can chu y khi trién khai per result alert trong mot hé thong yéu cau do sin
sang cao. Néu mot mang ngang hang khong sin sang, viéc tim kiém thoi gian thuc
c6 thé khong dugc dam bao. Trong trudng hop nay nén sir dung scheduled alert.

Str dung mot scheduled alert dé dua ra canh bao khi mét lich trinh tim kiém
tra vé cac két qua phu hop voi diéu kién dugc dinh nghia. Mot scheduled alert 1a
hiru ich khi viéc canh bao khong can thiét phai thyc hién ludn,

Mot sb vi du vé scheduled alert:

- Kich hoat canh bao chay hang ngdy, canh bao xay ra khi sé luong két

qua cua ngay do it hon 500.
» Kich hoat canh bdo theo gio, gia sir nhu khi 16i 404 trong mdi gio 16n
hon 100.

Rolling-window alert duoc sir dung dé giam sat cac két qua cua viéc tim
kiém thoi gian trong mot khoang thoi gian duge dinh nghia.

Vi du, giam sat cac két qua trong khoang 10 phut hodc mdi gio. Vi dy nhu:

Mot hanh dong canh bao s& xay ra khi ngudi dung dang nhap 16i 3 1an trong
vong 10 phit. Ta c6 thé thiét 1ap diéu chinh diéu kién dé gidi han viéc guri canh bao

chi mét 1an trong vong mot gio.
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Kich hoat canh bao khi mot may chu khong thé chuyén mot tép tin dén may
chu khac trong vong mot gio. Co thé thiét 1ap diéu chinh diéu kién dé thuc hién
canh bao cho mot gio cho modi may.

Str dung bo diéu chinh dé gioi hgn cdc canh bdo

Mt canh bao co thé duoc kich hoat thuong xuyén dua trén cac két qua ma
viéc tim kiém tra vé. Lich trinh chay mot canh bdo cling co thé kich hoat cac canh
bao thuong xuyén. Pé giam bdt hanh dong nay theo yéu cau ciia ngudi dung c¢é hai
cach sau:

* (Gi61 han thoi gian chay canh bao.

=  Xéc dinh gia tri cac truong ma két qua tim kiém tra ve.

Vi du, mudn tao canh bao khi mot 15i hé théng xdy ra, c6 khoang 20 hoic
hon 20 16i xay ra mdi phat nhung ngudi quan tri chi mudn giri canh bao mot lan
mdi gid. Pé giam bt sd 1an canh bao trong trudng hop ndy can phai cau hinh bd
diéu chinh cho canh bao nay nhu sau:

Budc 1: Tir trang tim kiém nhap vao thong tin sau

index=_internal log_level=ERROR

Budc 2: Chon Save As > Alert

Budc 3: Trong Result Type, chon Real Time dé cAu hinh loai per result alert.

Buoc 4: Chon Next

Budc 5: Chon cac hanh dong mudn kich hoat

Buodc 6: Chon Throttle

Budc 7: Chap log_level dé gidi han canh bao cho truong log_level. Ta co thé
c4u hinh bo diéu chinh dé gidi han nhiéu hon mot truong.

Budce 8: Nhép 1 hour 1a thoi gian gidi han viéc kich hoat canh bao.

Budc 9: Nhép vao Save Ddi vai viée tim kiém theo lich trinh duogc chay
thuong xuyén, ta khong mudn thong bao xay ra cho mdi 1an chay, c¢6 thé ciu hinh
bd diéu chinh dé kiém soat cac canh bao trong mot khung thoi gian dai hon.

Déi véi viée tim kiém theo thoi gian thyc, néu ciu hinh chi canh bao mét lan
cho mdi diéu kién kich hoat, thi ta khong can phai cau hinh bo diéu chinh.

Khi ta cdu hinh bo diéu chinh cho viéc tim kiém theo thoi gian thuc, khi bat
dau c6 thé dat khoang thoi gian dua ra canh bao phu hop, sau d6 co thé mo rong
khoang thoi gian néu can thiét. Viéc nay s& gitp ngin chin nhiéu théng bao cho
mdt hanh dong.
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2.2.4 Cach thirc hoat dong cuia Splunk

- Mitic thap nhat cua kién triic Splunk mé ta cac phuong thirc nhap liéu khac
nhau duoc hd tro bai Splunk. Nhitng phuong thirc nhap nay c6 thé dugc ciu hinh dé
gui dit li€u trén cac by phan loai Splunk.

- Trude khi dir liéu dén duoc cac bo phan loai Splunk, né ¢ thé duoc phan
tich ct phap hoac thao tac, c6 nghia 1a [am sach dir li€u co thé duogc thuc hién néu
can.

- Mot khi dir 1iéu dugc 1ap chi muc trén Splunk, né sé& tién hanh di vao cu thé
dé phan tich dir liéu.

- Splunk hd tro hai loai trién khai: trién khai doc lap va trién khai phan tan.
Tuy thude vao loai trién khai, tim kiém tuong ung dugc thuc hién. Cong cu Splunk
co cac thanh phén bod sung khac ctia quan 1y dit liéu, bao cido va lén ké hoach va
canh bao. Toan bo cong cu Splunk duge tiép xuc voi ngudi dung thong qua Splunk
CLI, Splunk Web Interface, va Splunk SDK, duoc hd trg boi hau hét cac ngdn ngit.

- Splunk cai dat mét quy trinh may chd phan tan trén may chua dugc goi la
splunkd. Qu4 trinh nay c6 trach nhiém 14p chi muc va xur Iy mot sb luong 1én dix
liu théng qua cac ngudn khac nhau. Splunkd c6 kha ning xur 1y sb luong 16n dit
lidu phat tryc tuyén va lap chi muc cho phén tich thoi gian thuc trén mot hodc nhiéu
duong 6ng (Pipeline)

Splunk Architecture

Splunk CL Interface Splunk Web Interface (& Other Interfaces

e o Ve

¢ Distrinuted Search Search Distributed Search >

Deployment I Forward G Cluster
g x

Parse / Extract / Manipulate i x it
Script / Stdout ‘

Hinh 2.7: Co ché hoat dong ciia Splunk (ngudn:internet)

_ Danh sach duéi day 1a cac khdi kién trac splunk:
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« Pipeline: Day 1a mot qua trinh cu hinh don ludng duy nhat nam trong
splunk.

« B vi xir Iy: Ching 13 nhitng ham sd c6 thé tai sir dung c4 nhan hoat dong
trén dir liéu di qua mot dudng 6ng. Puong éng trao d6i dit lidu gitta ho
thong qua mdt hang doi.

- Splunk cho phép nguoi dung tim kiém, diéu hudng va quan 1y dir liéu trén
Splunk Enterprise thong qua giao dién web duogc goi 1a Splunk Web.

- Mot trong nhiing thanh phan quan trong cua kién triic ciia Splunk 14 kho dir
liéu. N6 ¢6 trach nhiém nén va luu trit dix liéu ban dau (nguyén ven). D licu dugce
luu trir trong céac té€p Time Series Index (T SIDX).

- Cac trién khai ctia Splunk Enterprise c6 thé bao gom tir viéc trién khai cac
may chu don (c6 chi s6 vai gigabyte dit liéu mdi ngdy va dugc truy cap boi mot vai
nguoi dung dang tim kiém, phan tich va hinh dung dir liéu) t6i cac trién khai 16n
ctia doanh nghiép & nhiéu trung tam dit liéu, 14p chi muc hang trim terabytes dir liéu
va tim kiém duoc thuc hién boi hang trim ngudi dung. Splunk hd tro giao thirc
truyén thong TCP chuyén tiép dir liéu tir mot may chu Splunk sang mot may khac
dé luu trir dit liéu va cac yéu cau phan phdi va phan phdi dir liéu khac thong qua
giao tiép TCP Splunk-to-Splunk.

Web Browser cul
splunk> hoursago:1 AND 192.168.100 = sgtunk
!
v \
» Live Spunks can
| : i = trigger alens
Saved Searches » Email, RSS, Scripts
b v . :
» Live Searches > » Web & Application server
» Data inputs » Python, AJAX, CSS, XSLT, XML
» Processing properties » C++, Python
| extensions
v v —2 | » Custom data inputs

» Custom processing

|
| » Distributed indexing
| » Distributed search —>

Data input, processing, indexing & search

» C++, Web Services Stores rav
[ 25 raw,

<> compressed data and
indexers
» Files, SAN or NAS

syphank
k.

ey
Mounted Files Remote Files Network Ports Databases Distributed

NFS/SMB sync upP/ICP SQLODBC Data Access
CIFS/AFP sep/fp/rep syslog/ng SsSuTCP
NASSAN bath file logdlogdphp
FIFO copy JINDIMS

SNMP

Hinh 2.8: So' d hoat dong ciia Splunk ( ngudn:internet )
~ Bundles 1a cac thanh phan cua kién tric Splunk luu trit cAu hinh dit liéu dau

vao, tai khoan nguoi dung, tng dung Splunk, tién ich va méi truong khac.
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- Cac Modul 14 nhitng thanh phan cta kién triic Splunk duoc sir dung dé thém
cac tinh ning mdi bang cach sira doi hodc tao bo xir 1y va duong dng (pipeline). Cac
Modul chi 1a cac kich ban tiy chinh va cac phuong phap nhap dir liéu hodc phan mé
rong ¢ thé thém mot tinh ning maéi hodc stra d6i cac tinh ning hién c6 ctia Splunk.

2.3 Két luan chwong 2

Trong chuong 2, ludn van da nghién clru cac giai phap gidm sat an toan
thong tin can phai dap ng va thuc hién. M&i mot giai phap s& giam sat mot thanh
phan nhat dinh trong hé thong mang. Tl cac thanh phan cin giam sat, luan van da
dua ra giai phap ap dung cong cu dé giam sat tip trung trong thuc té.

Trong chuong 3, ludn van s€ ing dung giai phap giam sat an toan thong tin
bang Splunk dé xay dung hé théng giam sat cho hé thong mang Vién Khoa hoc

cong nghé sang tao Vi¢t Nam.
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CHUONG 3. XAY DUNG HE THONG GIAM SAT AN TOAN
THONG TIN CHO HE THONG MANG VIEN KHCN SANG
TAI VIET NAM

Chirong 3 ciia ludn van sé nghién citu dé xudt mét sé gidi phdp an todn
thong tin cho hé thé'ng mang cua Vién Khoa hoc Cong nghé Sang tao Viét Nam.
Ludn van ciing thwe hién mét so thir nghiém danh gid hiéu quad cdc giai phdp an
toan thong tin. Két qua thir nghiém dwroc trinh bay trong phdn phu luc.

3.1 Khao sat mang ngi by Vién KHCN Sang tao Viét Nam

3.1.1 Chirc ning, trang thiét bi va mé hinh hi¢n cé ciia hé thong
mang Viéen KHCN Sang tao Viét Nam

- e -
— - —
g

t Ao I\bu:ESKi’ * Quian lj web ’ puan Iy Fila.nhins*
L—I Ting 1 - VLAN 10 ﬁ ‘Hg
sz SW 3750 ":."_'__' = : ?
oS _
SW 3750

WAN Z\Ibps - Ting 2 - VLAN 11
|/ FTTHsOMbps --

Firewall Pfsense

H¢é thong mang hién tai ciia VICTS
(Vién Khoa hoc céng nghé sang tao Viét Nam)

Hinh 3.1: M6 hinh hoat dong ciia h¢ théng mang tai Vién KHCN Sang tao Viét Nam
Hé¢ théng mang hién tai dang sur dung kién trac md hinh mang Client - Server
nham chia sé dit liéu tir cac may chil toi cac may con. V&i kién trac mang hinh sao
O cac tﬁng, ta s& dat dugc toc dd nhanh nhét c6 thé, kiém soat tot khi xay ra 16i ciing
nhu mé rong tily y mudn trong toan hé thong.
Ha ting mang dugc phan cap: may tinh cua cic phong ban s& két ndi t6i cac
Switch cila cac tang, tir Switch cac tang két ndi téi Switch tong cta toa nha. Switch

tong ket ndi to1 Firewall roi ra ngoai Internet.
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Hé thong may chit Web, Mail, File két ndi vao Core Switch. Hé thong Core
Switch dat sau Firewall nén rat an toan. Tir Firewall s& chia cong ngoai Internet.

V& trang thiét bj va s6 lugng ngudi sir dung:

- S6 lugng phong ban va cac don vi truc thudc sir dung may tinh 1a 8.

- Tong s6 may tinh cho can bd nhan vién 1a 125.

- S6 lwong may chu 1a 08 may dit tap trung: 02 may quan ly File Server, 03
may chu chay Website cia Vién (https://www.victs.vn), 03 may chu chay Tap chi
dién to (donghanhviet.vn) va cac phong ban, 03 may chu chay ao hoéa trén do6 dat
dich vu: Email, DHCP va DNS.

-S6 lugng Firewall 1a: 1 Server cai dich vu Firewall Pfsense c6 4 Card mang

- S6 lugng Switch layer 3 1a: 2 Switch 3750

- S6 luong Switch & cac tda nha va cac tang 1a 21 Access Switch va 3
Distribution Swich.

- S6 luong tong dai noi bo dung IP 1a 1

- S6 lwong Camera sir dung 24 chiéc.

- S6 lwong duong truyén 13 2 ra ngoai Internet: Viettel (wan) va Fpt (FTTH)

3.1.2 Yéu cdu sir dung

- Hé thong phai luon két néi duoc Internet.

- Hé théng Firewall phai bao vé hé théng may chu va ngudi dung 24/7 .

- Cac dich vu File, Mail, Web luén phai on dinh dé can bd nhéan vién trong
Vién va khach hang c6 thé sir dung. Ludn ludn kiém soat dugc sd lwong ngudi truy
cap dich vu.

- Dit liéu tai cac phong ban phai duoc tap trung, khong phan tan, dé quan 1y,
duoc phan quyén phu hop véi chirc trach.

- Kha ning cung ng cao, dap tmg dugc mot lwong 16n két ndi vao trong hay
ra ngoai mang ma van giit duoc sy on dinh.

- C6 kha ndng m¢ rong trong tuong lai.

3.1.3 Hién trang cdc vin dé lién quan trong qud trinh vin hanh, khai
thdac mang may tinh tai Viéen KHCN Sang tao Viét Nam

- Vao thoi gian cao diém tir 6h30 téi 8h30 sang va 13h00 dén 15h00, sb
luong nguoi truy cap may chu 1a rat 16n do thoi diém nay cac doc gia truy cap doc

tin tic tr bao di€n tr do Vién quan ly. Do khong do luong, kiém soat dugc hiéu
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ning cia may chi dan t6i khong phan ludng kip thoi luu luong vé may chii gay ra
cham hodc nghén khi dong nguoi truy cap mot thoi diém.

- Website va phdn mém ctia Vién c6 nhiéu dir liéu quan trong can phai co
giai phap bao mat tdi uu.

- Khéng theo dbi kip thoi Firewal Pfsense din t6i khong kip chin hodc didu
ludng dir liéu khi can thiét.

3.2 Kién nghi dé xuét giai phap giam sat Splunk cho mang may
tinh tai Vién KHCN Sang tao Viét Nam

'

=

» -

~d B - -
— ' - -
b . T *
. — —
E REvN

t Ao hoa: ESXif + Quan l\? web ’ pmin Iy File, nhan 5_*

Server chay SW 3750
Splunk
_—
-
SW 3750

WAN 2\Ibps --. Ting2 - VLAN 11 &
TS —_—

Firewall Pfsense

Tang 1 - VLAN 10

[/
Bl

|
|
n
L
8

=

H¢ théng mang VICTS @——‘ T
(Vién Khoa hoc cong nghé sang tao Viét Nam) - ‘ el B

=]

Hinh 3.2: H¢ thng mang ciia Vién KHCN Sang tao Viét Nam

Dé giam sat tap trung, dong thoi kip danh gia cac trang thai hoat dong cho hé
thdng mang, tac gia dé xut giai phap cai dit bo cong cu giam sat tap trung Slpunk
dé xur 1y cac bai toan can phai giam sat. May chu cai dit Slpunk can xay dung bén
trong h¢ théng may chu, canh cac may chu dich vu khac nhu Web, Mail, File déng
thoi van giam sat duoc Firewall va luu lugng vao ra cta phia ngudi dung tir cac
phong ban. Lam nhu vay vira dé bao vé may chii giam sat do co Firewall bao vé,
vira thuén tién cho viéc gidm sat cac may chu, dich vuy,... cua co quan.

3.3 Cai dit va van hanh hé thong

3.3.1 Cai dat may chu giam sdt tdp trung Splunk

- Truy cap vao file /tmp trén may chu: [root@serverl ~]# cd /tmp/
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- Tai méy chil ta tién hanh tao 1 tai khoan cho Splunk.

[root@serverl tmp]# groupadd splunk

[root@serverl tmp]# useradd -d /opt/splunk -m -g splunk splunk

- Bang nhép va chinh stra thong tin tai khoan.

[root@serverl tmp]# su — splunk

[splunk@serverl tmp]# id uid=1001(splunk) gid=1001(splunk)
group=1001(splunk)

[splunk@serverl tmp]# getconf LONG_BIT

CsplurkBvicts~it “Js id
uld=1000(splunk) gid=1000(Splunk) groups=1000(Splunk) context=unconfined_u:iunconfined_riunconfined_t :50-50:c0,c1023
ésplu#&xcu-n “)s getconf LONG_BIT

CsplurkBvicts=it ~Js |}

Hinh 3.3 CAu hinh théng tin tai khon

- Str dung may tinh c& nhan, truy cap vao trang download Splunk enterprise
tai https://www.splunk.com/en_us/download/splunk-enterprise.html .

- Pang nhép vao tai khan. Néu chua c6 tai khoan, ta tao 1 tai khoan méi véi
cac thong tin dién vao form “Create Your Account”.

- Tai phién ban linux v6i dudi .tgz vé may va sir dung WinSCP dé dua file
vira tai vao dia chi /opt/splunk/ trén server.

[root@server]l tmp]# wget splunk-8.0.5-ala6394ccS5ae-Linux-x84 64.tgz

- Giai nén file vira tao va chuyén dén thu muc /opt/splunk trén server.

[root@serverl tmp]# tar -xvt splunk-8.0.5-ala6394ccS5ae-Linux-x84 64.tgz

splunk/ftr

splunk/include/
splunk/include/python3.7n/
splunk/include/python3.7n/pyconfig.h
splunk/include/copyright .txt
splunk/include/python2.7/
splunk/include/python2 .7 /pyconfig.h
splunk/license-eula. txt

splunk /openssl /

splunk/openssl /copyright .txt

splunk /openssl /openssl .cnf
splunk/openssl /misc/

splunk/openssl /misc/c_issuer

splunk /openssl /misc/c_hash

splunk /openssl /misc/CA.sh

splunk /openssl /misc/c_info
splunk/openssl /misc/tsget
splunk/openssl /misc/CA.pl
splunk/openssl /misc/c_name
splunk/swidtag/
splunk/swidtag/splunk-Splunk-Enterprise-primary.swidtag
splunk/splunk-8,1,0-f57c0%e87251-1inux-2 .6-xB6_64-nanifest
[splunkB@victs—it tmpls

Ready

Hinh 3.4 Giai nén file sau khi tai vé
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[root@serverl tmp]# cp -rp splunk /* /opt/splunk/
[root@serverl tmp]# chown -R splunk: /opt/splunk/

- Pang nhap vao tai khoan splunk va tién hanh cai dat.
[root@server] tmp]# su — splunk

[splunk@serverl ~]$ cd /opt/splunk/bin/
[splunk@serverl bin]$ ./splunk start --accept-license

BIOP2C CUFSL WU SGUTUTIFLOFOL MecLuwe:

CHILOCIELE GO LOF JHbedL OU (6 2CLESU APSU AON (e TU CLEGRUETIT2"

CLOWS CLEQEUNTITE LOL e guTuTafLw oL Scconug

20T 20LOADLE WNE{ CLODIE TU SOUTUTZFLOMOL SCCOMUE GUTUE 20oLiNb" OFPELAT26 Aon cmaod Jof Tu*
INT2 ShbooLe O Pe AONL LTLEE FTWE LAUUTUE (UT2 AGLRTOU Of ZbTry*

FOTANRPATCER2-TE PTUYR "\ZOTMNK 209 —-9CCeb( -] TOeU2e
&n@ﬂw'ﬂ oy Ao

Y by
Bagoory " uoge by =T
Beugngr fedts “bit WOUEOLGZEOLG BAGouUs Ty =TRNOOT
BcangTy woutocywhs bACpous, T EELegE T Foeb] 9rG “hit
LY orwwoid Tugex bt wouliog-3°q bigou 2O oY M ELA AUy
GxOLE FOOY woutoq bLYAGOwGkLE OMOFORE oreLYE A
GPeoUT b 9oL “hA JocKsooy by butrobow BoLNnppeL bt FETGC RO "t
CObALT B “exf JooyreRg bLybay acy acLYbge rEYgpduLops bo
COTqQ)op LOSRE xwb] e b JewTu by bow pobutt W OTLERFMLETCTNEReL WeRreL "B rETgdLope
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Hinh 3.5 Piing nhip vao tai khoin splunk va tién hanh cai dit
Thém cac thong tin tai khoan Splunk can thiét

Done
Chacking filesystes compatibility... Done
Checking conf files for problems...

Done

Checking default conf files for edits,..

Validating installed files against hashes from “/opt/splurk/splunk-8,1,0-f57c0%87251-1 1rux-2 ,6-x06_64-nani fest”
All installed files intact.

All prelininary checks passed,

Starting splunk server daemon (splurkd)...
Gererating a RSA private key

Signature ok
subject=/CN=victs=1t ,com ,vn/O=Splunklser
Getting CA Private Key

vriting RSA key

Dore
( X )

Kaiting for web server at http://127,0,0,1:8000 to be available..... Dene

If you get stuck, we’re here to help,
Lock for answers here: http://docs.splunk .com

The Splurk web interface iz ot hitp://victs=it com .wn:B000

Coplurdivicts=it bunde J§
Besdy SN2 A5 2%

Hinh 3.6 B6 sung cac thong tin cho tai khoan Splunk
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- M& cac port can thiét cho phép may tinh c4 nhan ¢ thé quan 1y Splunk.
firewall-cmd --permanent --zone=public --add-port=8000/tcp --add-
port=8089/tcp --add-port=8191/tcp --add-port=8065/tcp --add-port=9997/tcp
firewall-cmd --reload
- Str dyng trinh duyét web trong may tinh c4 nhén, tién hanh dang nhip
Splunk ctia web véi: https://[dia chi server]:8000
- Thiét 1ap cai dat tai khoan admin cho 1an dau tién sir dung Splunk.
- Sau khi hién thi 1én giao dién chinh ciia Splunk thi ta da hoan tat cai dat.

- Giao dién sau khi cai dit xong

A

Hinh 3.7 Giao di¢n Slunk sau khi cai dat
3.3.2 Lay log tir mdy chii Linux dwa vao Splunk dé phén tich
- Str dung WinSCP dé kiém tra lai vi tri cac file log can thiét trén server.
(thudng cac file log cua server nam tai vi tri /var/log/ ).
- Tai trinh duyét web dang hién thj Splunk ta vao lan lugt cac bude: Chon
Settings va chon Add Data.

Explore Splunk Enterprise

Hinh 3.8 Giao dién tuy chon Add data ctia Splunk
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Tai giao dién Add Data, ta chon Monitor.

Or get data in with the following methods

Hinh 3.9 Giao dién tuy chgn Monitor ctia Splunk
Trong do c6 cac lua chon sau:
File & Directories : Giam sat files va folders.
HTTP Event Collection : Giam sat ludng dit liéu khi di qua HTTP.
TCP/UDP : Giam sat cac céng dich vu.
Scripts : Giam sat céc script.

Ta lua chon vao File & Directories.

Add Data o

Hinh 3.10 Lua chon File & Directories dé iy log
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- Lya chon 1an lugt dén céac dia chi cac file ma ban muén thu thap log (trong
vi du la dia chi /var/log/ ) va lya chon Select.

Select source

Hinh 3.11 Lwa chon cic file dé thu thap log
- Tai giao dién Add Data, ta dua thém cac lya chon can thiét va 4n vao Next.
- Lua chon hoac thay ddi cac thong tin can thiét va nhan Review.

- Thong tin chung hién thi trén Splunk:

CPU Usage: Deployment

Sty

' 619% 4

6.19% 4 1 6.19% 4 1

Hinh 3.12 Hién thi thong tin trén Splunk — giao dién 1
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MU Coven Pogcal | kst ©

- Théng tin vé sir dung CPU:

Modan CPU Unage

FRe——

Mot .

st [y raare

OPJ Unage (N ¢

Hinh 3.13 Hién thi thong tin trén Splunk — giao dién 2

Lo Ay e ©

Hinh 3.14 Théng tin hién thi vé sir dung CPU — giao dién 1
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Hinh 3.15 Théng tin hién thi vé sir dung CPU — giao dién 2

Hinh 3.16 Thong tin hién thi vé sir dung CPU — Giao dién 3

- Pia chi céc key log chinh dugc hién thi trong Splunk

/var/log/message : Thong tin chung vé h¢ thong.

/var/log/auth.log : Cac log vé x4c thyc.

/var/log/kern.log : Céc log vé nhan ctia hé diéu hanh.

/var/log/maillog : Cac log vé may chu email.

/var/log/httpd : Thu muc log truy cép va 15i cua dich vu web Apache.

/var/log/boot.log : Céac log cua qua trinh khéi dong hé théng.

/var/log/mysqld.log : Cac log ctia Mysql.

/var/log/secure : Cac log vé xac thuc.

/var/log/utmp hodc /var/log/wtmp : file luu ban ghi dang nhap.

/var/log/yum.log : Cac log vé file cai dat trén mdy.

- Pia chi cac key log phu dugc hién thi trong Splunk
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/var/log/cron.log : Cac log vé dich vu Crond (dich vu lap trinh chay tu

dong).

/var/log/qmail : Cac log ctia phan mém Qmail.

/var/log/lighttpd : Thu muc log truy cap va 13i cia phan mém Lighttpd.
3.3.3 Ly Log tir mdy chii Firewall Pfsense

- Trén may Centos da cai san Splunk:

Knowledge System

Data

Data u-:;g;

Distributed environment Users and authentication

Hinh 3.17 Giao dién ciu hinh ciia Splunk
- Chon Setting =>Data inputs

Data inputs

Set up data inputs from files and directories, network ports, and scnpted inputs. If you want to set up forwarding and recesving between two Splunk

Type

mstances, go to f

Inputs Actions
Files & directories

';' oad a e, madex 3 local e, or montor an entire gerectory
TCP

Listen on a TCP p ]

LI _l'!

Lgf 1 0n 8 LDP 51 log
Scripts

Run H * aale

Hinh 3.18 Lua chon Data inputs dé 1dy Log tir may chii Firewall Pfsense
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- Chon Add New UDP

Add new

UDP » Add new

JOP port *
514

Source name override

Sat sourcetype *
Manual =

Source type *

Hinh 3.19 Lya chon Add New UDP dé lay Log tir may chi Firewall Pfsense
- Chon port nhan cac goi tin UDP tu client 1a 514, Dat sourcetype 1a Manual,
chon Save

UDP

is » UDP

Successtully saved "514°.

Showing 1-1 of | item Results perpage 26  =|

UDP port & Source type = Status = Actions
Enabled

Hinh 3.20 Giao dién hién thi két qua sau khi lru port
- Splunk s€ nhan cac goi tin UDP tir port 514

- Trén may Pfsense: Vao Status=>System Logs

Status: System logs: General i

baall Fremst [ onco | purtad Auth | 191ec | 90 | v | tond Baduacor | Oponvon 15 | st |
Sl o7 | ostos | messiver | westess

Last 50 systern log entries

Ofc 20 13:11:54 | check_reload_status: Reloadng fiker

Ofc 20 13:11:54 | phoe re.newwani: Resyncing OpenVPN instances for interface WAN

Re 20 11158 | rbev re rosmsanin: Creatinn e invlads wrvind

Hinh 3.21 Lua chon System Logs trén may Pfsense
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- Chon tab Setting

P Protocol Pvd v

This option Is coly used when a nonrdefaul address is chosen s the source sbove. This opltion only expresses » preference; If
an 1P addren: of tha sdected type it not Found on tha choten nterface, the other type will be tried.

¥ Sead log meriages Lo remote iyslog rerver

Rarncte Sythog Servert
!-.h-_-!}_‘, 122 1.1 .20

Sarver 2 |8
Sarver ) B

1P sddrasset of ramscte pydog tervens. o 4 [P pan.

Rarncte Sydog Corterty

e e L L e
Hinh 3.22 Lua chgn Setting trén may Pfsense

- Tich vao 6 Send log Messages to remote syslog server, IP remote server
nhan log 14 193.1.1.30 (may Splunk), tich tiy chon cac log mubn giri qua Splunk,
Chon Save.

- Luu ¥ 1a Pfsense chi giri log bang giao thirc UDP.

- Két qua: Splunk da nhan duoc log tir Pfsense

- Nhén thanh search tim dia chi IP 193.1.1.1 ctia Pfsense

L New Search Soverss | Cose | |
146 everts Joy » | Comglete o 8 & 0 e boder .
verdy © Sty ¥ maal st
. e T e

.

o . . . i Tewe Foonit
» 201020 0':12‘: O BA:5Y 190,100 Ot 20 18:05:01 pf
lected F bty AMS000AM I55.255.0255.095.7TH: WOP, length 11
. ARE wipild
20010720 Ot 20 od:34:% 192.1.1.1 013- 18:35:00 pf: 00 00:00.212%% rule 2O(match
43495000 AM block 1n on let ot Ox0, ttl &4, 14 0, offset O, flags [OF), prote UDP (17
length 33)
Feveiteg Fekdy 193101 wip 514

Hinh 3.23 Tim kiém thanh cong may chii Pfsense trén Splunk - giao dié¢n 1
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2.0%9 events jop = | Comgieie & 3 B F meiideses

Events atiatecy (d Winasahiz atson

date_mauwte cound petcerd

Hinh 3.24 Tim kiém thanh cong may chii Pfsense trén Splunk - giao dién 2
3.3.4 Ly Log tir mdy chii Windows Server
Trén may Window Server 2012:
Cai dat Splunk Forwarder
Chon chép nhén cac diéu khoan ciia splunk sau d6 bAm Next

I; UniversalForwarder - InstallShield Wizard

License Agreement
Please read the following license agreement carefully.

SPLUNK SOFTWARE LICENSE AGREEMENT ;I

THIS SPLUNK SOFTWARE LICENSE AGREEMENT ("fAGREEMENT') GOVERNS
THE INSTALLATION AND USE OF THE SPLUNK SOFTWARE DESCRIBED
HEREIN. THE INSTALLATION AND USE OF THE SPLUNK SOFTWARE WILL BE
SUBJECT TO THE ORDER DOCUMENT(S).

YOU WILL BE REQUIRED TO INDICATE YOUR AGREEMENT TO THESE TERMS
AND CONDITIONS IN ORDER TO DOWNLOAD THE SOFTWARE, REGISTER THE
SOFTWARE WITH SPLUNK AND OBTAIN LICENSE KEYS NECESSARY TO
COMPLETE THE INSTALLATION PROCESS FOR THE SOFTWARE. BY CLICKING +|

(* 1 accept the terms in the license agreement Print |
" Ido not accept the terms in the license agreement

<Back Next > cancel |

Hinh 3.25 Cai dit Splunk Forwarder dé 1y Log tir may chi Windows Server
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Tiép tuc chon Next.

{& UniversalForwarder - InstaliShield Wizard

Destination Folder _
Click Next to install to this folder, or dlick Change to install to a Splun k >
different folder.

- Install UniversalForwarder to:
.fJ C:\Program Files (x86)\SplunkUniversalForwarder\ Change... |

<Back Next > cancel |

Hinh 3.26 Chon chip nhan cic diéu khoén ciia splunk dé cai dat
Nhép vao dia chi cia may chu splunk va port. Luu y: ta chon port trung véi
port s& cau hinh trén Splunk ( Setting > Forwarding and Receive data ) dé dit liéu c6

thé gui qua Splunk.
{& UniversalForwarder - InstallShield Wizard B

This step can be skipped if this information will be provided by a deployment server. If you have
not specified a deployment server, you must spedify a receiving indexer, otherwise this
forwarder will do nothing. The port must be the port the indexer is listening on, not its

management port.

Receiving indexer
Hostname or IP Port
|193.1.1.30 : 10000

Enter the hostname or IP of 3 receiving indexer,  default is 9997
e.g. index.splunk.com

< Back Next > Cancel |

Hinh 3.27 Giao dién nhép dia chi IP va cong két ndi
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Chon myc Remote Windows Data dé giri thong tin cac log, event, va

performance cua DomainController

ﬁg! UniversalForwarder - InstaliShield Wizard B

Let us test the credentials before continuing

Splunk needs the right user context

The permissions Splunk needs to do its job depend primarily on where you want it to get its data
from.

Install Splunk as:

(" Local Data Only

Installs Splunk using the local service account. Most secure, and easiest.
However, you can only get data from this host, or data that is sent to this
host over the network.

(¢ Remote Windows Data

Installs Splunk with a domain account you provide. Allows collection of event
logs and performance metrics from other domain members. This account will
require elevated privileges remotely, and administrative rights locally.

< Back I Next > I Cancel I

Hinh 3.28 Chon Remote Windows Data
Chon loai log ma ta can gidm sat, ta c6 thé tly chinh lai & file sau khi cai dt.

{i§ UniversalForwarder - InstallShield Wizard L

Enable Windows Inputs

Optionally select some basic Windows inputs to enable

Windows Event Logs PerfiMon
[~ Application Log [~ CPULoad
[~ Security Log |~ Memory
[~ Systemlog ™ Disk Space
[~ Forwarded Events Log [~ Network Stats
[~ SetupLog

Active Directory Monitoring

Hinh 3.29 Giao dién lra chon kiéu liy log
Ta chon cai dat Splunk Add-on for Windows.
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i@ UniversalForwarder - InstallShield Wizard

Select a Splunk Technology Add-on for Windows Installation

splunk>

This installation requires the Splunk Technology Add-on for Windows. The Splunk Technology

Add.an for e idac nrads Mwuhmmﬁhﬁmwm vetame and dAata

T I SN A TV WL S [ e T P {onell G313 Tom WinGows sysiems anc G2t

nwswmrmaize&ndatatoﬂ'leCmnlnformamModd

(+ Install the Splunk Technology Add-on for Windows induded with this installer (Recommended)
This installer indudes version 4.6.4-182495 of the Splunk Technology Add-on for
Windows.

" Install an existing local copy of the Spiunk Technology Add-on for Windows

Choose this option if you have a local, customized version of the splunk Technology
Add-on for Windows that you would like to use as part of this installation. You can also
check this option if you have downloaded a more recent version from Splunkbase.

|
GotoSph*Wi‘)dowsTedmologyAddm

<Back Next > cancel |

Hinh 3.30 Giao dién chon Splunk Add-on for Windows
Chon Finish dé két thuc qua trinh cai dat.

{& UniversalForwarder - InstallShield Wizard ]

InstaliShield Wizard Completed

The InstaliShield Wizard has successfully installed
UniversalForwarder. Click the buttons below to learn more or
dick Finish to exit the wizard.

More info on forwarding

More info on distributed security

Provide feedback on Spiunk

Hinh 3.31 Giao dién Ira chon két thiic qua trinh cai d3t
Copy 2 thu muc TA-DNSServer-NT6 va TA-DomainController-NT6 vao thu
muc cau hinh ctia Splunk dé ¢ thé giri cac thong tin téi. Sau d6 ta restart server dé

splunk c6 thé hoat dong.
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learned

, search

. Splunk_TA_windows
SplunkUniversalForwarder

—
7‘0\ erverNIi 6

manControier NT6

. '. "‘\
C

Hinh 3.32 Giao dién luu trir 2 thu muc
Sau khi cai dat xong, ta khdi dong lai windows server va kiém tra tién trinh
da thay Splunk hoat dong

=S

File Options View Help
 Applications Hmmlsﬁvmlm&nmlmmmlml

ismserv.exe SYSTEM 00 1,724K Windows ...
Isass.exe SYSTEM 00 13,932K Local Secu...
Ism.exe SYSTEM 00 1,416 K Local Sess...
Microsoft.Acti... SYSTEM 00 10,568 K Microsoft....
mmc.exe administ... 29 11,776 K Microsoft ...
msdtc.exe NETWO... 00 2,900K Microsoft ...
services.exe SYSTEM 00 4,272K Services a...
smss.exe SYSTEM 00 460K Windows ...
splunk-admon.... administ... 00 4,032K Active Dir...

splunkd.exe *32 a ist... 00 41,920K splunkd se...
splunk-perfmo... administ... 00 5,960 K Performan...
splunk-winevtl... administ... 00 4,368 K Monitor wi...
spoolsv.exe SYSTEM 00 5,448 K Spooler S...
SppsvC.exe NETWO... 00 1,484K Microsoft ...
svchost.exe NETWO... 00 6,528K HostProc...
svchost.exe LOCAL ... 00 5.932K Host Proc... ﬂ

[V show processes from all users End Process |

Processes: 49 (CPU Usage: 29% Physical Memory: 57% 7

Hinh 3.33 Splunk da hoat dong trén Task Manager
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Tai giao dién cua Splunk,

T T T
Home ]
I Mnowledge System
Apps = °"':
o Y
Search & Reporting > i
P

hetprinpiunic localdomain BOOO/ery U&war.;xr(hﬂ.mt& rc.n;ts.{.lt'. : v]
@ root@spiunk. ~/Desktop | @ Home | Splunk - Modill... (] B

Hinh 3.34 Giao dién ciu hinh ciia Splunk

Vao Forwarding and Receiving add thém port 10000 trung véi port luc cai
dat & Windows Server

Receive data Knoutedge
i e and e w; » Recewe dats ) ey
- »
Dratrusted enrenement 1 Usens nd mtembeaton

Hinh 3.35 Céu hinh Receive data thanh cong
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Sau khi sau khi gan port ta, vao Search & Reporting kiém tra dir liéu da dugc

gui qua cho Splunk
Search & Reporting >
Windows -

Splunk App for Windows
Infrastructure

Find More Apps

glhionsge \pe

Hinh 3.36 Giao dién tim kiém ciia Splunk

Két qua tra ra sau khi tim kiém may cha Windows trén Splunk

show 10 = wtries Seatch
Host *  Site 3'!‘"'" Version Master Robes DSA Options Sernces DNS Registation ~ SYSVOL Shared
Windows
ez oo, 22 oo B
Sandard
Showng 110 1 0f 1 entnes ‘>

Hinh 3.37. Giao dié¢n hién thi két qua tim kiém thanh cong may chia Windows

Sphrk App Sr Windows ifrastrctise

(L=} ®  Dotabaw lode Wemory * L

DNS Performanse

chadeane Nomie Whemmry

Hinh 3.38 Giao dién hién thi dich vu DNS chay trén may chi Windows
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» MALLY SN
» PC201T M)

* Putnon framonkipace 1174
o Fetce | icatemand Y14
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o il v, o Tymen 3008
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Sphuri A0 for Wirdows Infrastructire

Hinh 3.39 Giao dién hién thi log ciia may chii Windows trén Splunk

WVICTSDC2012
DCAM2VICTE VN
Defau® Forit Ste Mara
DCAC12VICTE VN

Windows Server 2017
Seanaarg

.2 19200}

-

Hud.ua

49184

36 (Windown Server 2012)

Dottt ot bl

gt ot °
terute Moo @
Cartaran

Ot dnst o ®
Netwars g @
T e phc st
wrdoms Tee @

Do [ antsler
0CI911 L 1

Replcation Performance

[ ]

Hinh 3.40 Giao dién hién thi tong quan cac thong sé ciia may chit Windows

Sphark Aop for Wexiows infrastnucture

DNS Server Status

Strict Pide Parsing
Loose Wildcards
Bind Secondaries
Write Authoritive N3

DCon
DCA12VICTEWN

Window Server JO12

cooccecccee
-
il

) Larver .

[t . Al .
Recursson Performance
Fermas (orae b A gt ¥kt
[ T X Y vaze
Forurwes uary | sk A 1w

Hinh 3.41 Giao dién tong quan hién thi dich vu DNS trén Splunk
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3.3.5 Ly Log tir mdy chii Windows 10 ciia ngwoi diing vé phan tich
Cai dat Splunk Forwarder trén Windows 10

f:? Unrversalf orwarder Setup X

Windows Event Logs Performance Monitor
E"': Apphcaton Logs /‘ O Load

b Security Log 4 Memery

[ System iLog [ sk Space

] Formarded Events Log £ Network Stats

M Setp Log
Active Directory Monitoring

M Enable A0 montorng
Path to monitor

Fle... Drectery...

| [ o - | =] |

Hinh 3.42 Giao dién Iira chon Kiéu Iy log trén Windows 10

fd Uneversalf orwarder Setup - X

If you ntend to use a Splunk deployment server o configure ths UnwversalFormarder, please
speofy the host or 1P, and port (default port s 8089). This s an cptonal step, However,
UrrversalForwarder needs other 3 deployment server of recening ndexer in order %o do
anyTrg

Enter the hostname or [P of your deployment senvey, defout 5 8089
e.9. .ok com

coee o | o]
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Hinh 4.43 Giao dién nhip dia chi IP va cong két ndi

:W Universalf orwarder Setup - X

UniversalFormarder was successfuly installed. Oick the
Duttons Delow 20 learn more or GOk Firsh 10 ext the wizard

More info on formardng

More info on dstrbuted secunity

Provide feedback on Splunk

[ e |

Hinh 3.44 Giao dién Iira chon két thiic qua trinh cai dit trén Windows 10

Két qua:

V6i hién thi cu thé cho cac ding nhap tir may windows 10:
host="desktop-0jgr9dn" "logname=system" source="WinEventLog:System'
"sid=s-1-5"

Hinh 3.45. Giao dién hién thi thong tin tir forwarding
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- Thong tin cac error log

Hinh 3.46 Giao dién hién thi thong tin cic error log

3.4 Thir nghiém va danh gia

3.4.1 Ngi dung thir nghiém

Luan van thyc hién tht nghiém mot sb noi dung sau day

(1) Cai dat may chu giam sat tap trung Splunk

Ta sé& tién hanh cai dat may cha Splunk, noi s& thong tin d6 vé tir cac may
thu thap, luu trit va phan tich chung. Ta cin phai dam bao dudng truyén mang on
dinh, cac két ndi toi cac may giam sat déu khong gip truc tric.

(2) Lay log tir may chu Linux cai dat Splunk dé phan tich

Ta sé& tién hanh cdu hinh may chu Splunk dé ldy Log clia may chi Linux dua
ra phan tich.

(3) Cai dit giam sat 1y Log tir may chu Firewall Pfsense vé phan tich

Ta s& cai dit va cAu hinh ¢ System Logs clia Pfsense va m¢ cong dé ly log
tir may chu Firewall Pfsense vé dé phan tich, ttr d6 ta cé thé theo doi duoc cac hoat
dong vao ra cua hé théng mang.

(4) Lay Log tir may chi Windows Server

Ta s& tién hanh cai dat Cai dat Splunk Forwarder va cu hinh sir dung cong

cu Splunk dé 1ay Log tir may chi Windows Server vao phan tich.
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(5) Lay Log tir may chit Windows 10 cta ngudi ding vé phan tich

Trong phan ndy sé& cai dit va cdu hinh dé 1y Log tir Windows 10 ctia ngudi
dung vé dé phan tich.

3.4.2 Két qua thir nghi¢m va ddnh gid

Phén thir nghiém s& dua ra két qua va trinh bay trong phan phu lyc ctia Luan
van. Cac két qua thir nghiém déu kha quan, van hanh tét cling nhu 6n dinh va dap
g duoc cac nhu ciu giam sat an toan thong tin.

Céc giai phap da thir nghiém c6 thé ing dung cho mang ndi bo tai Vién Khoa
hoc cong ngh¢ sang tao Viét Nam.

3.5 Két luan chwong 3

Chuong 3 cua luan van da khao sat mang ndi bd tai Vién KHCN Sang tao
Viét Nam, cic vin dé nay sinh trong qua trinh sir dung va cic yéu cau trong giam
sat hé théng mang nham dap tmg nhu cAu dao tao cua Vién KHCN Sang tao Viét
Nam.

Luan vin ciing dé xudt giai phap gidm sat an toan thong tin cho hé théng
mang cua Vién KHCN Sang tao Viét Nam. Két qua thir nghiém phu hop véi cac

yéu cau dé ra ban dau.



72

KET LUAN

Két qua du kién dat dwoc ciia luin vin:

Véi myc ti€u nghién ctru, ap dung giai phap giam sat an toan thong tin vao
hé théng CNTT cua Vién KHCN Séng tao Viét Nam, luan van da dat dugc mot sb
két qua sau day:

- Téng quan vé& gidm sat an toan thong tin

- Yéu cau giam sat hé thong an toan thong tin

- Giai phéap gidm sat an toan thong tin Splunk SIEM

- Tang cuong bao ddm ATTT cho hé théng CNTT tai Vién KHCN Séng tao
Viét Nam.

Huwéng phat trién tiép theo:

Hoc vién sé& tiép tuc nghién ciru, hoan thién, t6i vu giai phap hon nita dé co
thé dam bao ATTT cho hé théng CNTT cua Vién KHCN Sang tao Viét Nam & mirc

cao hon nhu sir dung cong nghé AI dé phat hién hanh vi tan cong.
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