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LOI CAM DOAN

Luan van nay la thanh qua caa qua trinh hoc tap nghién ctru cia em cung su giup
d3, khuyén khich cua céc quy thay cd sau 02 nim em theo hoc chuong trinh dao tao
Thac si, chuyén nganh Hé thong théng tin cua truong Hoc vién Cong nghé Buu chinh
Vién théng.

Em cam doan day la cong trinh nghién cttu ctua riéng em. Noi dung cua luan
van c6 tham khao va sir dung mot sé thdng tin, tai liéu tir cac ngudn sach, tap chi duoc
liét ké trong danh muc céc tai liéu tham khao va duoc trich dan hop phap.

Tac gia

Dwong P4 Nhuin



LOI CAM ON

Em xin guri 161 cam on va tri 4n t&i céc thay cd gi&o, can bo caa Hoc vién Cong
nghé Buu chinh Vién thong d3 gitip d5, tao diéu kién tét cho em trong qué trinh hoc
tap va nghién ctru chuong trinh Thac si.

Em xin giri 161 cam on siu sic t6i TS. Hoang Xuan Dau da tan tinh huéng dan,
giup d& va dong vién em dé hoan thanh tét nhat Luan van “PHAT HIEN XAM
NHAP MANG SU DUNG HQC MAY «.

Do vén kién thizc 1y luan va kinh nghiém thuc tién con it nén luan vian khong
tranh khoi nhiing thiéu sot nhat dinh. Em xin tran trong tiép thu cac y kién cua céac
thay, c6 dé luan vian duoc hoan thién hon va c6 nhimg huéng phat trién sau nay.

Tran trong cam on.

Tac gia

Dwong P4 Nhuin



Danh muc cac ky hi€u, cac chir viét tat

Tir viét tat/ Y nghia/ Tir diy da
Ky hi¢u

ANN Mang Noron nhan tao - Artificial Neural Network

AUC MGt phuong phap tinh toan hiéu suat cia mot mo hinh phan loai theo cac
nguong phan loai khac nhau - Area Under The Curve

DAE Phuong phap hoc sau Denoise Autoencoder

DoS Tan cong tir chdi dich vu - Denial of Service

DT Thuat toan hoc may cdy quyét dinh - Decision Tree

FN Sai @m - False Negative

FP Sai duong - False Positive

GD Gradient Descent

HIDS Hé thong phat hién xdm nhap & mirc may — Host Intrusion Detection
System

IDS Heé thong phat hién xam nhép - Intrusion Detection System

KNN Thuét toan k lang giéng ngan nhat - K- nearest Neighbors

NB Thuéat toan Naive Baves

NIDS Heé thong phat hién & mirc mang — Network Intrusion Detection System

R2L Tan cong tir xa dén cuc bo - Remote to Local

RelLU Rectified Linear Unit

RF Thuét toan rimg ngau nhién - Random Forest

ROC Receiver Operating Characteristics

SAE Phuong phap hoc sdu Stacked Autoencoder

SDAE Phuong phép hoc sau Stacked Denoise Autoencoder

SGD Stochastic Gradient Descent

SVM Thuét toan may véc to hd tro - Support Vector Machine

TP bung duong - True Positive

TN bung am - True Negative

U2R

User to Root




Danh muc cac bang

TT Bang Trang
1 | Bang 3.1 Cac thudc tinh cua tap dir liéu Phishing Website Data 47
1 | Bang 3.2 Cac kiéu tan cong trong tip dir liéu NSL-KDD 48
2 | Bang 3.3 Céc thudc tinh cua tap dir licu NSL-KDD 48
3 | Bang 3.2 Bang so sanh AUC gitta su dung SAE, SDAE va khéng su 54

dung d6i vai bo dir liéu Phishing Data Website
3 | Bang 3.19 Bang so sanh AUC gitra sit dung SAE, SDAE va khong st 61

dung cia NSL-KDD




Danh muc céac hinh

TT Hinh danh Trang
1 | Hinh 1.1. Mot s6 chién luge ATTT 17
2 | Hinh 1.2 So do vi tri IDS trong mang 19
3 | Hinh 1.3. Cac NIDS duoc b tri d& giam sat phat hién xam nhap tai | 20

cdng vao mang va cho tirng phan doan mang
4 | Hinh 1.4 St dung két hgp NIDS va HIDS dé giam sat luu lwong mang | 21
va cac host
5 | Hinh 1.5 Giam séat phat hién xam nhap dua trén chi ky 22
6 | Hinh 1.6. Gia tri entropy cua IP nguon cua cac goi tin tir luu lugng hop | 22
phap (phan gié tri cao, déu) va entropy cia IP ngudn cua cac goi tin tix
lwu lugng tan céng DDoS (phan gia tri thap)
7 | Hinh 2.1 So d6 cau trac mang Autoencoder 26
8 | Hinh 2.2 Thanh phan cua Hyperparameter 28
9 | Hinh 2.3 So sanh md hinh phan bo giita cac cau tric sir dung so tang an 29
khac nhau
10 | Hinh 2.4 D6 thi ham mot bién 30
11 | Hinh 2.5 So do biéu dién kha ning hoi ty ciia learning rate khac nhau 31
12 | Hinh 2.6 Biéu d6 duong cong ROC ¢ nhitng ngudng phan loai khac nhau. 33
13 | Hinh 2.7 AUC (Area under the ROC Curve). 33
14 | Hinh 2.8. Cac du doan duogc xép hang theo thir ty tang dan diém héi 33
quy logistic
15 | Hinh 2.9 So d6 mang Undercomplete Autoencoder 35
16 | Hinh 2.10 So db cau trac mang Regularized Autoencoder c6 so nut | 36
tang an 16n hon dau vao
17 | Hinh 2.11 So d6 cau trac mang Stacked Autoencoder 36
18 | Hinh 2.12 So d6 cau trac mang Denoise Autoencoder 38
19 | Hinh 2.13 D6 thi ham Sigmoid 39
20 | Hinh 2.14 So d6 cau tric mang Stacked Denoise Autoencoder 40
21 | Hinh 2.15 M& hinh phét hién tan cong xam nhap 41
22 | Hinh 2.16 M6 hinh phat hién tan cong sau khi da hoan thanh giai doan | 43
huan luyén
23 | Hinh 2.17 Téng thé mé hinh ung dung SAE va SDAE vao phat hién | 44
xam nhap mang
24 | Hinh 3.5 Biéu d6 so sanh AUC giita sir dung SAE va khong st dung | 54

SAE dbi vai dit liéu Phishing Data Website




TT Hinh danh Trang

25 | Hinh 3.6 Biéu do so sanh AUC giira sir dung SDAE va khong sir dung | 55
SDAE d6i véi bo dit liéu Phishing Data Website

26 | Hinh 3.7 Biéu d6 AUC khi huan luyén SAE sir dung thuat toan NB ddi | 55
véi bo dir liéu Phishing Data Website

27 | Hinh 3.8 Biéu d6 AUC khi huan luyén SAE st dung thuat toan KN dbi | 56
véi bo dit liéu Phishing Data Website

28 | Hinh 3.9 Biéu d6 AUC khi huan luyén SAE sir dung thuat toan RF d6i | 56
véi bo dit liéu Phishing Data Website

29 | Hinh 3.10 Biéu d6 AUC khi huan luyén SAE sir dung thuat toan SVM | 57
dbi véi bo dix lieu Phishing Data Website

30 | Hinh 3.11 Biéu do AUC khi huan luyén SAE sir dung thuat toan DT | 57
dbi véi bo dir lieu Phishing Data Website

31 | Hinh 3.12 Biéu @6 AUC khi huan luyén SDAE sir dung thuat toan NB | 58
dbi véi bo dir lieu Phishing Data Website

32 | Hinh 3.13 Biéu d6 AUC khi huan luyén SDAE sir dung thuat toan RF | 58
dbi véi bo dix lieu Phishing Data Website

33 | Hinh 3.14 Biéu d6 AUC khi huan luyén SDAE st dung thuat toan VM | 59
dbi véi bo dir lieu Phishing Data Website

34 | Hinh 3.15 Biéu d6 AUC khi huan luyén SDAE sir dung thuat toan DT | 59
d6i voi bo dir liéu Phishing Data Website

35 | Hinh 3.16 Biéu d6 AUC khi huan luyén SDAE st dung thuat toan KN | 60
ddi voi bo dit lieu Phishing Data Website

36 | Hinh 3.17 Biéu d6 loss function khi huan luyén SAE d6i v6i bo dit liéu | 60
Phishing Website Data

37 | Hinh 3.18 Biéu db loss function khi huan luyén SDAE d6i v6i bo dit | 61
li¢u Phishing Website Data

38 Hinh 3;20 Biéu do so sanh AUC giira st dung SAE va khong sir dung 62
SAE dbi voi bo dit liéu NSL-KDD

29 Hinh 3.21 Biéu do so sanh AUC giita st dung SDAE va khong st dung | 62
SDAE d6i véi bo dir liéu NSL-KDD

40 Hinh 3.22 Biéu d6 loss function khi huan luyén SAE d6i véi bo dir liéu | 63
NSL-KDD

" Hinh 3.23 Biéu db loss function khi huan luyén SDAE dbi v6i bo dit lisu | 63

NSL-KDD




MUC LUC
LOT CAM DOAN .....oiiiiiiiimiiiiiiiiisnsssssssssssisssss s 1
LOI CAMON.........ooovevieeee, s 2
Danh muc cac ky hi€u, cac chir viet tat................ccooeiiii 3
Danh muc €a¢ DANG...........cooiiii 4
PHAN MO B’AU...; ............ P PPN IR 9
1. Tinh cap thiet cia @€ tAl ........cccceeiiieeieiecce e 9
2. TONg quan VAN dé NGNIBN COU ......c..vveeeeeceeeeeeese e 10
3. Muc tiéu NGhiéN CIU CUA @8 TA .......cvoeveceecececeeeeee e 12
4. P6i twong va pham vi nghién ciu cha @& tai .........cccovevevveeeeeeeeeeees 12
5. Phwong phap nghién iU Cla @@ tai .........c.coeveveeeeeieeeeeeeeee e 13
CHUONG 1 TONG QUAN VE PHAT HIEN XAM NHAP MANG................... 14
1.1 Khai quat ve tan cong Xam NhaAp Mang .........ccccceevveve e 14
1.2 Mot sb dang tan cong xam nhap dién hinh vao hé thong CNTT .......... 14
1.2. 2 ASYMMELriC ROULING ..ocvveeiiecic et 15
1.2.2 Buffer Overflow Attacks (Tén cong tran bé dém).........c..cccoevevvveeervenenns 15
1.2.3Common Gateway INnterface SCriPLS ......ccovvvieviiiiniie e 15
1.2.4 Protocol-Specific Attacks (Tan cong theo giao thizc mang)..................... 15
1.2.5 Traffic Flooding (Tédn céng tran lwu lwonNg ManQ) ..........ccoevevveeevernenenns 15
R I (0] - 1 PP PSRRI 16
1.2.7Worms (SAU MAY tiNN) .......ccviieie e 16
1.3 C4c bién phap phong chéng tan cong, xam nhap mang..............cc.cc....... 16
1.3.1. Chién lweC an todn N@ thaNg ...........ccceveveeveeeieeeeeeeeeeeee e 16
1.3.2Tinh logic, khoa hoc, an todn ¢ MaC Ca0 ..........cccccveveeieeiiecee e, 16
1.3.3Quyén téi thiéu (Least PrVIIEgE) .......ccovvevvevereereieeieeeeeeeeeeeseeses s, 17
1.3.4 Phong thai theo chiéu sau (Defense in Depth) .........c.cccoveevvvveeeeveeisnennnns 17
1.3.5Diém that (ChOKE POIN)........coueveeveeveeiciceeeesesee e 17
1.3.6 Lién két yéu nhat (Weakest LinK) ..........cccoveveverrereereeiseessessesssessensesienenn, 17
1.3.7 Ldp triwromg that bai an toan (Fail-Safe Stance)...........c..ccooveveveveeernennens 18
1.3.8Phong tha da dang (Diversity of Defense) ..., 18
1.3.9Don gidn hoa (SIMPLICILY) .oooveieiieeceeee s 18
1.4 Khai quat vé phat hién Xam NhAP Mang .........cccoeevveeeveeeeseeeseeeeennens 18
LALGIGT thIBU........ceoeeeeeeeeeeee e s e 18
LA2 PREANTO@I.....occeeiiiece e 19
1.5 K&t TUAN CRWOME ... 23
CHUONG 2 PHAT HIEN XAM NHAP DUA TREN HQC SAU .......cccooooue. 24
2.1. Khéi quat ve hoC MAy VA hQC SAU.........cceeveiiiiieciccec e 24
2.1.1 KN&i QUAL VE NOC MAY ......oocvvvviiriciice e 24

2.1.2 KNAT QUAL VE NQC SAU.........oeveeveeeeeeeseeeeseeeee e sesenes s 24



2.2 Hoc sau sir dung Autoencoder va ing dung trong tién xi Iy di liéu...... 25
2.2.1 Hoc Sau Si dung AULOENCOUET ........ovveeiiiiiiieieiie e 25
2.2.2Phan 10ai AUTOENCOET .......cvveiieieeie et 35
2.2.3 Ung dung Autoencoder trong tién Xee 1y diz [igU ............ccevvevereeeennnenn, 41
2.3. Xay dwng m6 hinh phét hién xam nhap dwa trén hoc sau..................... 42
2.3.1 Giai do@n NUAN TUYEN ..ot 42
2.3.2 Giai dogn PRALNIEN .......ovoveeeeeeeeeeeee e 43
2.4 KB IUAN CAWONE ...t 45
CHUONG 3 CAI DAT VA THU NGHIEM .........ccocooviiiiieieeeeeeeeeeeeeeeere e 46
3.1. Phwong phap cai dat thir Nghiém ..., 46
3.2. Gioi thiU tAP it HEU.....cevieieieieceeeee e 46
3.2.1Phishing WeDBSIte Data ..........ccccveruiiiiiiiiiie e 47
B.2.2 NSL-KDD ...ttt sttt nne e 47
3.3. Trich chon dic trung st dung AE ... 49
3.3.1 Phwong phap xdy dung mang Noron SAE ... 49
3.3.2 Phwong phap xdy dung mang Noron SDAE ..............ccccooviiiiiiiiinnnnnn, 50
3.4. HUAN lUy@n VA PhAL NN ..o 50
3.4.1 Phwong phap sir dung mang Noron SAE ..., 51
3.4.2 Phwong phap sir dung mang Noron SDAE .............cccocoiviiiiiiiiiicnn, 52
3.5. K&t QUA VA NNAN XEL ..o 53
3.5.1 Két qud ciia bé di ligu Phishing Website Data ...........c.ccooveveeveesereennen, 53
3.5.2 Két qua ciia bg di# 1igu NSL-KDD .........c.ccccovveevererieiersesseesesessensenienenes 61
3.6 KEEIUAN CAMOMIG ..o 64
KET LUAN ..ottt ee sttt ana st s st s st se st s ean s 65

DANH MUC CAC TAI LIEU THAM KHAO .........cooovoiieieeieeesreseses e 66



PHAN MO DAU

1. Tinh cép thiét ciia dé tai

Hién nay, véi su phat trién nhanh chéng cua CNTT ciing nhu ty dong hoa, thé
gidi budc vao ky nguyén 4.0, nhiéu nganh nghé, linh vuc trong xa hoi ap dung, trién
khai c4c ing dung CNTT d¢é ting ning suat lao dong ciing nhu chat lwong san pham.
Céac hé thbng CNTT c6 két ndi Internet ngay cang dwgc mé rong, nhiéu tinh ning,
duoc str dung rat rong rdi va co dong gop rat quan trong vao phat trién kinh té. Tuy
vay, khi cac hé théng CNTT cd két néi Internet dugc ang ngay cang rong rai, nguy co
mat ATTT ciing ngay cang 1on xuat phat tir cac truy cap, xam nhap bat hop phap dé
danh cap thong tin nhay cam, hoac pha hoai hé thdng. Thoi gian gan day, cac vu xam
nhap vao cac hé thdng CNTT trén toan cau dién ra véi tan suat ngay cang nhiéu va
muc do pha hoai ngay cang nghiém trong.

Thang 4 nam 2015, van phong quan 1y nhan sy ciia My phat hién ra rang hé
thong mang cua ho bi hacker xam nhap hé thong ldy di thong tin co gia tri cua it nhat
25,1 tri€u ngudi bao g6m S6 an sinh x3 hoi (SSN), 5,6 triéu dau van tay. Vu viéc da
duogc cac quan chuc lién bang My mo ta 1a mQt trong nhitng vi pham dir liéu chinh
pha nghiém trong nhit trong lich sit Hoa Ky. Vu tin cong nay duoc cho 1a thuc hién
boi cac hacker toi tir Trung Qubc. Tuy nhién Chinh phi Trung Quéc phil nhan moi
lién quan dén vu tin cong mang nay.

Trong nim 2017, Equifax 12 mot trong ba t6 chirc bao cdo tin dung tiéu dung
16n nhat, cung v6i Experian va TransUnion d3 bi hacker xdm nhép vao hé théng may
chu va lay di khoang 209,000 thong tin thé tin dung va sd an sinh x3 hoi. Nguyén
nhan cta vu viéc 1a Equifax d3 khong thuc hién cap nhat cac ban va 16 héng bao mat
ctia nén tang Apache Struts st dung trong hé théng méy chu cua ho.

Xam nhap trai phép co thé dugc thuc hién trong mot thoi gian dai trude khi
chung bi phat hién va d6 1a nhitng gi da xdy ra trong truong hgp cua Marriott Hotels
khi co s¢ dir liéu Starwood ctia hang bi xam nhap. Hacker da xam nhap vao co so dir
liéu va danh cép dir 1iéu cua khoang 500 tri¢u khach hang cua Marriott. Su cb duoc
cho 1a bat dau tir nam 2014. Chinh phit My cho rang vu viéc do cac hacker lién quan
dén chinh phu ctia Trung Quéc, tuy nhién phia Trung Qudc phu nhan cdo budc nay.
Marriott phai d6i mat véi khoan tién phat 123 triéu USD do khong thé bao vé dir lidu
khéch hang.

Trong thang 11/2019, mot su ¢6 nghiém trong trong linh vuc tai chinh - ngan
hang di xdy ra gdy hoang mang du luan, d6 1a sy ¢ 16 02 triéu muc dit liéu caa mot
ngan hang 16n tai Viét Nam. Theo d6, trén dién dan cta gi¢i hacker Raidforums, noi
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chuyén dang va rao ban nhiing co so dir liéu bi hack da tai Ién mot tap tin di liéu
duoc cho 12 ¢d chira thong tin ngudi dung caa mot ngan hang tai Viét Nam bao gom
ma khach hang, ho tén, ngay thang nim sinh, sé dién thoai, email, dia chi nha riéng va
noi cong tac cua khoang 02 tri¢u nguoi Viét Nam.

Trong moét cudctian cdng thu dién tor doanh nghiép (Business email
compromise — BEC) nam 2020, tin tic dd st dung mét sb ky thuat tan cong, lira déo
hét sur tinh vi, phtc tap va dugc to chuc tét dé chiém quyén diéu khién mot sd tai
khoan thu dién tir cao cdp cua ba cong ty tai chinh ¢6 tru s& & Anh va Israel. Sau d6
tin tac ltra ba cdng ty nay chuyén khoan téng cong 1,3 triéu do la cho cac tai khoan
ngan hang cua ching — trong khi cac nan nhin nghi rang ho di chuyén tién theo hop
dong dau tu vai mot s cong ty khoi nghiep.

Nhu vay, anh huong tir nhimg nguy co mat ATTT néi chung tir nhitng hanh vi
xam nhap trai phép noi riéng ngay cang Ién va phic tap. Viéc nghién ciru cac cong
nghé, giai phap dé xay dung céc hé thong phat hién xam nhap (Intrustion Detection
System - IDS) hoat dong hiéu qua, chinh xac 1a rat cap thiét dé c6 thé déi pho véi cac
hanh vi xdm nhap mang trai phép ngay cang phuc tap, tinh vi hién nay.

Trong thoi gian gan day, hoc may (Machine Learing) duoc &p dung, dau tu
phét trién va da giai quyét dugc nhiéu van dé kho khan, phirc tap trong nhiéu linh vuc
cua xa hoi. Do do, t6i da quyét dinh chon dé tai “Phat hign xam nhdp mgng si dung
hoc may” dé c6 co s& nghién ctru xay dung, trién khai hé thong phat hién xam nhap
mang hiéu qua, chinh xac trong mang CNTT tai co quan t6i dang lam viéc.

2. Tong quan van dé nghién ctru

Hoc may (machine learning) 1a mot linh vuc cua tri tué nhan tao lién quan dén
viéc nghién cau va xay dung cac ki thuat cho phép cac hé thdng “hoc” ty dong tir dix
licu dé giai quyét nhitng van dé cu thé. Vi du nhu cac may ¢ thé “hoc” cach phan loai
thu dién tir xem c6 phai thu rac (spam) hay khéng va tu dong xép thu vao thu muc
trong @ng. Trong hoc may, ¢ nhiéu thuat toan dugc &p dung cho viéc “hoc” cua hé
théng nhu: Linear Regression (Hoi quy tuyén tinh), Logistic Regression (Hoi quy
logistic), Linear Discriminant Analysis (Phan tich phan loai tuyén tinh), DT (Decision
Tree- Cay quyét dinh), NB (Naive Bayes), KNN (K-Nearest Neighbors), Hoc Vector
Quantization, SVM (Support Vector Machine), RF (Random Forest) va mang no ron
nhan tao. MJi thuat toan c6 mot vai diém manh, diém yéu riéng va phi hop véi mot
s6 16p bai toan.

Mang no ron nhan tao (Artificial Neural Network — ANN) 1a m6 hinh xu ly
thong tin duoc mé phong dua trén hoat dong cua hé than kinh, bao gom sb lwong 16n
cac neural duoc gan két dé xu ly thong tin. ANN gidng nhu bd nio con nguoi, duoc
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hoc bai kinh nghiém (thdng qua huan luyén), c6 kha ning luu trir nhitng kinh nghiém
hiéu biét (tri thirc) va sir dung nhitng tri thire d6 trong viéc du doan cac dit liéu chua
biét (unseen data).

Deep Learning la mot nhanh caa linh vec Machine Learning dua trén mét tap
hop cac thuat toan dé c6 gang md hinh hda dit liéu triru tuong hda & mic cao bang
cach xtr Iy véi cdu tric phuc tap, hodc bang cach khac nhau bao gdm nhiéu bién ddi
phi tuyén. Mot quan sat (nhu hinh anh) c6 thé duoc biéu dién bang nhiéu cach nhu
mot vector cua c4c gia tri cudng d6 cho mdi diém anh hoic triru twong hon nhu 1 tap
hop cac canh, cac khu vuc hinh dang cu thé,... Mot vai dai dién khién cho viéc hoc
cac nhiém vu dé dang hon. Phuong phap nay da cai thién dang ké céng nghé tién tién
trong nhan dang giong ndi, nhan dang ddi twong tryc quan, phat hién déi tuong va
nhiéu linh vuc khac nhu kham phé thudc va bo gen. Deep learning phat hién ra cau
trdc phic tap trong cac tap dir liéu 16n bang céch st dung thuat toan backpropagation
(lan truyén nguoc) dé chi ra cach mot may nén thay doi cac tham sé bén trong duoc st
dung dé tinh toan biéu dién trong mdi 1op tir biéu dién trong 16p trudc. Deep Learning
da mang lai nhirng dét phé trong viéc xu ly hinh anh, video, nhan dang giong néi va
am thanh. C6t 16i cua Deep Learning bao gdm mé hinh mang neural nhiéu 16p va qué
trinh huan luyén mang dé xac dinh tham s cho mé hinh.

Trong Deep Learning, cé 03 dang hoc chinh la hoc c6 giam sat, hoc nira giam
sat va hoc khong giam sat.

Deep Learning cO rat nhiéu thuat toan nhu Convolutional Neural Network
(CNN), Deep Belief Network (DBN), Deep Neural Netwwork (DNN), Recurrent
Neural Network (RNN), Boltzman Machine (BM) va Autoencoder (AE).

Autoencoder 1a mot loai ANN dung dé hoc khdng c6 giam sat théng qua céc
ma code véi ¥ twong 1a néu mot mé hinh mang neural ¢6 sé6 nit méa trung gian (hidden
layer) nhé hon s6 NGt dau vao thi md hinh d6 sé hoc duogc cac dic tinh an (features)
cua dit liéu. Chinh vi vay ma Autoencoder hoc duoc cach biéu dién cho mot tap dir
licu gitp du doan dau ra tir mot dau vao ban dau. Trong thuc té Autoencoder da duoc
g dung thanh cong dé giam chiéu dit liéu, tat nhién khong 1am mat di cac dac tinh
quan trong cua di lig¢u.

Denoise Autoencoder (DAE) duoc phat trién tir Autoencoder nhung manh mé
hon. Pau vao cua DAE Ia dit liéu bi 1am nhiéu va ching ta s& hoc cac dic trung cua
dir liéu tir dir liéu nhiéu. Nhung sau qua trinh giai ma dau ra s& I1a dir liéu ban dau
trugc khi bi 1am nhiéu. Tir d6, ta cd thé thay kha nang khai quat héa ca DAE t6t hon
S0 véi Autoencoder. Hon nita, DAE c6 thé xép chong 1én nhau dé co duoc feature tot
hon vi vay ta cd ciu trdc Stacked Denoise Autoencoder (SDAE). Viéc dao tao mang
SDAE theo layer-wise vi mdi DAE voi mot hidden layer duoc dao tao doc l1ap. Sau
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khi dao tao mang SDAE, céac 16p giai ma duoc loai bo va cac 16p ma hoda tao ra cac
dic trung duoc dit lai. Vi ¢6 kha ning phuc hoi dir liéu truéc khi bi 1am nhidu nén
DAE thuong dugc dung dé khoi phuc anh va cac di liéu bi hong.

Muc dich cta qué trinh huan luyén mang AE va DAE 1a dé tim duoc weight (trong
s0) dung, cac thuat toan can tim weight dé tao dau ra gidng véi dau vao nhat co thé.

Phat hién xam nhap 1a qué trinh theo ddi cac su kién xay ra trong mot hé théng
may tinh hodc mang may tinh va phan tich ching dé tim ra cac dau hiéu su cb c6 thé
xay ra, d6 1a cac hanh vi hodc cac méi de doa sap xay ra, vi pham céc chinh sach bao
mat, cac chinh sach st dung duoc chap nhan hoic dya trén tiéu chuan bao mat.

Hé thong IDS 1a mot hé thong (co thé 1a thiét bi phan cang hay phan mém) nham
giam sat luu lwong mang theo ddi, thu thap thong tin dé phat hién xam nhap mang va dua
ra canh béo.

Hién nay, nhiéu nghién ciu da ap dung thanh cong cac thuat toan hoc may dé hé
thong 1DS ¢6 kha ning tu hoc va cap nhat cac cudc tan cong méi. Nhung dé han ché béo
dong nham va tang kha nang du doan cac cudc tan cong thi ngoai kha ning tu quyét dinh,
IDS can phai c¢6 tu duy phan tich. Vi vay ta can phai tng dung hoc may vao IDS. Trong dé
tai nay tdi s& sir dung mang hoc sau la Autoencoder (AE) va mét s6 thuat toan hoc may dé
xac dinh tan cng xam nhap mang.

Co hai giai doan trong qué trinh phat hién xdm nhap la: Learning Feature va
Classifier. Trong giai doan Learning Feature, cac dir liéu cua mang sé€ dugc dua vao
cac mang AE va DAE ta s& dugc ma chtra cac dic trung dai dién nhat cua dix lidu. Cac
dic trung nay co6 thé mo ta duoc dir lieu dau vao. Qua trinh nay gidp cho viéc phan
loai nhanh hon va chinh xac hon nhd vao kha nang hoc cia AE va DAE. Ngoai ra, ta
cling c6 thé sir dung mang SDAE (Stacked Denoise Autoencoder) dé khdi phuc duoc
cac dit liéu bi hong. Trong giai doan Classifier, ta s& lay cé4c dix liéu da duoc trich xuat
tur giai doan Learning Feature va sir dung cac thuat toan phan loai nhw SVM, RF, DT,
KNN, NB dé xac dinh dir liéu dau vao 1a binh thudng hay bat thuong.

3. Muc tiéu nghién ciru cia deé tai

Nghién ctru vé mang hoc sdu AE (Autoencoder) va &p dung vao khau tién xir ly
dir lieu trong Hé thong phat hién xam nhap mang (IDS) dé xac dinh tan céng xam
nhap, gop phan ting murc d6 hiéu qua, chinh xac trong hoat dong cua hé théng IDS.

4. P6i twong va pham vi nghién ctru ciia dé tai

Dbi twong nghién ctu cua luan van 13 mang hoc sau AE (Autoencoder) va Hé
thong IDS.

Pham vi nghién ctru cia luan van 1a ap dung AE dé xac dinh mot dit liéu dau
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vao c6 phai la tin cdng xam nhap hay khéng.
5. Phwong phap nghién ciru ciia dé tai
- Vé mdt Iy thuyét:
+ Thu thap, khao sat, phan tich, nghién ctru céc tai liéu va théng tin cé lién

quan dén mot sé hinh thirc tin cong xam nhap mang va mot so phuong phép phat hién
xam nhap mang.

+ Tim hiéu vé mang hoc sdu AE (Autoencoder) va &p dung AE vao vao khau
tién xir ly dix lidu trong hé théng phat hién xdm nhap mang. Sau khau tién xu ly dya
trén AE, str dung mot s thuat toan SVM, RF, KNN, NB, DT dé xac dinh mét sé hanh
vi 1a tan cdng xam nhap mang hay khéng.

- Vé mat thec nghiém:

+ Str dung céac thuat toan SVM, RF, KNN, NB, DT trong mang hoc sau AE
(Autoencoder) trén bo dir liéu NSL-KDD dé xac dinh xam nhap mang.

+ Panh gia, so sanh mirc do hiéu qua khi tng dung AE vao hé théng phat hién
xam nhap mang.
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CHUONG 1
TONG QUAN VE PHAT HIEN XAM NHAP MANG

1.1 Khai quat vé tdn céng xAm nhip mang

Tan cong, xdm nhap 1a mot, hodc mdt chudi cac hanh dong vi pham céc chinh

sach an ninh, an toan cua t6 churc, co quan, gay ton hai dén céac thudc tinh bi mat, toan

ven va san sang cua thong tin, hé thong va mang [1]. Mot cudc tin cong vao hé thong

may tinh hodc cac tai nguyén mang thuong dugc thuc hién bang cach khai thac cac 15

hong bao mat ton tai trong hé thong. Trong thé giéi két ndéi mang sdu va rong hién

nay, hau hét cac dang tan cong, xdm nhap déu dugc thuc hién thong qua hé thong

mang, nhat 1a mang Internet, nén c6 thé xem tan cong, xam nhdp mang dong nhat véi

tdn cong, xAm nhap ndi chung.

C6 thé chia cé4c dang tan cdng, xdm nhap theo muc dich thyc hién thanh 4 loai

chinh nhu sau [1]:

Gia mao (Fabrication) 12 dang tin cdng thuc hién viéc gia mao thdng tin
(email, dia chi IP...) va thuong duoc st dung dé danh Iira ngudi ding thong
thuong;

Chan bit (Interception) la dang tin cong thudng lién quan dén viéc nghe 1én
thong tin trén duong truyén va chuyén huéng thong tin dé st dung tréai phép;
Gay ngat quang (Interruption) dang tan céng lam ngat, hoac cham kénh truyén
thong, hoic lam qué tai hé thong, ngan can viéc truy cap dich vu cia ngudi
dung hop phap;

Stra doi (Modification) dang tin cdng thuc hién viéc stra dbi thong tin trén
duong truyén hoac sta doi dix liéu file.

Theo hinh thtc thuc hién, c6 thé chia cac dang tin cong, xam nhéap thanh 2

kiéu chinh nhu sau:

Tan cong chu dong (Active attack) 1a mot dot nhap, xam nhap vé mat vat Iy
vao hé théng, hoac mang. Cac tin cong cha dong thuc hién sta ddi dir liéu trén
duong truyén, sira doi dix liéu trong file, hoac gianh quyén truy cap trai phép
vao hé théng may tinh hoic hé thdng mang.

Tan cong thu dong (Passive attack) la kiéu tan cong thudong khong gay ra thay
doi trén hé théng. CAc tan cong thu dong dién hinh 1a nghe 1én va gidm sat luu
lugng trén duong truyeén.

1.2 Mt s6 dang tin cong xAm nhép dién hinh vao hé thong CNTT
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1.2.1 Asymmetric Routing

Trong phuong phap ndy, ké tdn cong cb ging sir dung nhiéu hon mét dudng
dan (route) dén thiét bi mang dugc nhim muc tiéu. Y tudng 1a dé cudc tan cong téng
thé tranh bi phat hién bang cach dé mot phan dang ké cac goi tin vi pham bo qua mot
s0 phan doan mang nhét dinh va cdc cam bién xdm nhip mang cua ching. Cac mang
khong duoc thiét 1ap dé dinh tuyén khong ddi xtng s& khong bi anh hudng bai
phuong phap tin cong nay.

1.2.2 Buffer Overflow Attacks (Tdn céng tran bé dém)

Céch tiép can nay cd gang ghi dé cac phan cu thé cua bo nhd may tinh két ndi
mang, thay thé dir liéu binh thuong trong cac vi tri bd nhéd do béng mot b 1énh ma
sau nay sé duoc thuc thi nhu mot phan cia cudc tin cong. Trong hau hét cac truong
hop, muc dich 1a bat dau tinh hudng tir chdi dich vu (DoS) hoic thiét 1ap mot kénh ma
qua d6 ké tAn cong co thé truy cép tir xa vao mang. Viéc thuc hién cac cudc tdn cong
nhu vay kho hon khi cac nha thiét ké mang giit kich thudc bo dém twong ddi nho va /
hodc cai dat logic kiém tra ranh gi¢i xac dinh ma thyc thi hodic do dai chudi URL
trude khi cho phép ghi dit li¢u vao bo dém.

1.2.3 Common Gateway Interface Scripts

Giao dién cong chung (CGI) thudng duge sir dung trong mang dé hd trg twong
tac gitra may chu va may khach trén Web. Nhung né ciing cung cép cac 16 hong dé
dang - chang han nhu "backtracking" - théng qua d6 nhitng ké tin cong co thé truy
cap cac tép hé théng mang duoc cho 13 an toan. Khi hé thong khong xac minh dau vao
hodc kiém tra cac ky tu, tap 1énh CGI bi mat c6 thé dé dang thém nhan thu muc ".."
|

hodc dau "|" cho bat ky tén dudng dan tép nao va do d6 truy cép cac tép khong duogc

phép qua trng dung Web.
1.2.4 Protocol-Specific Attacks (Tén céng theo giao thirc mang)

Khi thyc hién cac hoat dong mang, cac thiét bi tuan theo cac quy tac va thu tuc
cu thé. Céc giao thuc nay - chéng han nhu ARP, IP, TCP, UDP, ICMP va céc giao
thirc mg dung khéc nhau - c¢6 thé v6 tinh dé lai 16 hong cho cac cudc xAm nhap mang
thong qua mao danh giao thtrc ("gid mao") hodc thong bdo giao thirc khong diing dinh
dang. Vi du: Giao thtrc phan gidi dia chi (ARP) khong thuc hi¢n xac thuc trén tin
nhin, cho phép ké tin cong thuc hién cic cudc tin céng "man-in-the-middle”. Cac
cudc tAn cong theo giao thirc cu thé c6 thé d& dang xAm nhap hodc thim chi 1am hong
cac thiét bi dugc nhim muc tiéu trén mang.

1.2.5 Traffic Flooding (Tin céng tran luu lwong mang)

Mot phuong phap xdm nhiap mang khéo 1éo chi don gian 1a nham vao cic hé
thng phat hién xdm nhap mang bang cach tao ra tai trong qua 16n dé hé thong khong
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thé sang loc tt ca dir liéu vao mang. Trong méi trudng mang hdn loan va tic nghén,
nhiing ké tan cong co thé thuc hién mot cudc tin cong khong bi phat hién va tham chi
gay ra tinh trang "khong m¢& dugc" (fail-open) khong bi phat hién.

1.2.6 Trojans

Céc chuong trinh nay ty thé hién 14 lanh tinh (khong c6 nhitng hanh vi an cip,
pha hoai dit liéu) va khéng tu tai tao gidng nhu vi-rat hodc sau. Thay vao dé, ching
md C4c cira hiu cho cac hanh vi tin cong khéc, cho phép nhitng ké tin cong bén ngoai
kiém soat hé thong. Trojan c6 thé dugc dua vao mang tir cac kho luu trir tép truc
tuyén khong bi nghi ngd, dic biét nhat 1a cic hé thong trao d6i tép ngang hang.

1.2.7 Worms (Sau may tinh)

Sau 1a mot loai phan mém doc hai c6 kha nang ty 1ay nhiém tir may ndy sang
may khac ma khong can chuong trinh chu, vat chu, hodc sy trg giip cua nguoi dung.
Khi sau 1ay nhiém vao mot may, nd st dung may nay lam “ban dap” dé tiép tuc ra
quét, tin cong cac mdy khac. Mot trong cac dang sdu phd bién nhat 13 sdu mang
(network worm) str dung két néi mang dé 1ay lan tir may nay sang may khac. Worms
thuong lay lan qua tép dinh kém email hodc giao thirc Tro chuyén chuyén tiép Internet
(IRC). Worms khi khong bi phat tiéu thu nhiéu tai nguyén mang, chang han nhu CPU
hoic bang thong mang, cic hoat dong duoc Uy quyén bi thuc thi qua mic. Mot sd
Worm chu dong tim kiém thong tin bi mat — chéng han nhu cac tép co chira tir khoa
c6 gia tri nhu "tai chinh" hodc "SSN" va truyén dat dit li€u do cho nhiing ké tan cong
dang cho doi bén ngoai mang.

1.3 Céc bién phap phong chéng tin cong, xim nhip mang
1.3.1. Chién liroc an toan hé thong

Xay dung chién lugc an toan hé théng 12 mot bai toan 16n, can nhirng chuyén
gia vé an toan thong tin (ATTT), an ninh mang (ANM) ¢6 kha ning t6 chire, quan 1y
ATTT, quan 1y rii ro c6 thé say ra d6i véi hé thong tai mot s6 thoi diém.

1.3.2 Tinh logic, khoa hoc, an toan 6 mirc cao

Day 1a nhirng yéu té hét strc can thiét d6i voi hé thdng thong tin hién nay. Mot
hé théng phai dam bao tinh logic, khoa hoc va c6 kha ning bao vé tot. Tinh logic,
khoa hoc ngoai viéc bao dam dich vu hé théng chay t6t con gitip rat ngan thoi gian
phan tich, khic phuc su ¢b an toan thong tin.

DPé dam bao cho kha ning bao vé tbt, ngoai viéc dau tu cac trang thiét bi, phan
mém bao dam an toan thong tin, ching ta rat cAn mot lyc luong giam sat ATTT 24/7
dé co thé phan tich, xtr Iy kip thoi cac dau hiéu, nguy co mat ATTT ma céc trang thiét
bi bao dam ATTT khong thé tu dong xur 1y duoc.
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Fail-Safe Stance A——— Least Pri\'ilcge —- @
Diversity of Defense Simplicity

Hinh 1.1. Mt s6 chién luwoc ATTT

1.3.3 Quyén toi thiéu (Least Privilege)

Trong bao dam ATTT, day 1a nguyén tic co ban nhit. Trong nguyén tic nay,
bat ky doi tuong (nguoi dung, admin, thiét bi, ung dung, ...) trong hé théng chi duogc
cap nhitng quyén dé ddi tugng nay thuc hién cac hoat dong trong pham vi cho phép.

1.3.4 Phong thii theo chiéu sdu (Defense in Depth)

Trong chién lugc nay, cac co ché va kiém soat bao mat duoc phan 16p can than
trong toan by mang may tinh dé bao vé tinh bi mat, tinh toan ven va tinh kha dung cua
mang va dit liéu bén trong. Ké tin cong c6 thé vugt qua mot vai co ché hodc 16p bao
mat nhung chua chic c6 thé tin cong thanh cong vao hé thong.

1.3.5 Diém thdt (Choke Point)

Chién lugc nay bugc ké tan cong st dung mot kénh hep, ma quan tri vién co6 thé
giam sat va kiém soat, diéu khién, ting cudng cac hinh thic giam sat, bao dam ATTT
néng cao. Phuong phap nay hoc hai tir mot s6 hé théng thuc té, vi du tram thu phi, may
an ninh tai sié€u thi, may do than nhiét tai San bay, quéy ban v¢é tai rap chiéu phim.

1.3.6 Lién két yéu nhat (Weakest Link)

M&i mot hé thong thong tin ludn c6 nhimg diém yéu. Khong chuyén gia nao
dam khang dinh mot hé thong thong tin nao dé hoan hao vé bao mat, khong thé bi tan
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cong. Thong thudng, ké tin cong thuong tim diém yéu nhét cia hé thong dé tin cong,
do vay ta can phai lién tuc gia ¢, ting cudng bao mat cho cac yéu diém hé thong.
Trong nhiéu hé théng thong tin, con ngudi 1a diém yéu nhat, d& bi khai thac qua d6
hacker c6 thé tdn cong chiém quyén diéu khién hodc pha hoai hé thng.

1.3.7 Ldp trwong thit bai an toan (Fail-Safe Stance)

Trong mot sb trudng hop dic biét, hé thdng théng tin nén c6 co ché that bai an
toan (Fail-Safe Stance). Trong co ché nay, khi hé thong bi sy ¢6 mat ATTT hoic bi
16i, né s& chin cac truy cap tir ca nguoi dung hop phap va nguoi dung bat hop phap
dén khi van dé duoc xur Iy xong. Pay 1a mot hinh thie danh ddi chip nhan duoc.

1.3.8 Phong thii da dang (Diversity of Defense)

Y tuong dang sau su da dang cia hé thong phong thi 13 viéc sir dung cac hé
thong bao mat tir cac nha cung cip khac nhau c6 thé 1am giam nguy co xay ra 15i, 16
hong phd bién hodc 18i cdu hinh anh hudng dén ca hé théng. Tuy nhién, cdn c6 mot sy
can bang vé do phuc tap va chi phi. Viéc mua sam va lap dat nhiéu hé thong khac
nhau s& kho khan hon, mat nhiéu thoi gian hon va ton kém hon so vé6i viéc mua va lap
dat déng bd mot hé théng duy nhét tr mot hang san XUAt.

1.3.9 Don giin héa (Simplicity)

Pon gian hoa 1a yéu té can thiét doi voi hé théng thong tin. C6 02 ly do cho
su can thiét nay nhu sau. Tht nhét, hé thong cang don gian thi cang dé& hiéu. Khi
mot hé thong thong tin ric rdi, khong rd rang vé logic, chung ta khong hiéu dugc nd
van hanh thé nao, ludng dir liéu di nhu thé ndo, chung ta khong thé danh gia dugc nd
c6 an toan hay khong. Thu hai, cac chuong trinh, hé thong cang phuc tap thi nguy co
161, nguy co ton tai 16 hong bao mat cang cao.

1.4 Khai quat vé phat hién xAm nhip mang
1.4.1 Gidi thi¢u

Phat hién xam nhap mang la qua trinh theo doi cac su kién xay ra trong mdt hé
thdng théng tin va phan tich chiing dé tim ra cac déu hiéu xAm nhép trai phép hoic cac
hanh vi tin cong c6 thé xay ra, d6 1a cac hanh vi hodc cac mbi de doa sip xay ra, vi
pham céac chinh sach bao mat, cac chinh sach str dung duoc chép nhan hodc vi pham
tiéu chuan bao mat giy anh huong dén hé théng [2].

Hé thdng phét hién tAn cong, xdm nhép (Intrusion Detection System - IDS) 1a mot
16p bao vé quan trong trong cac 16p dam bao ATTT cho hé thong théng tin va mang theo
md hinh phong thu cé chiéu sau (defence in depth). IDS 14 hé théng phét hién tin cong,
xam nhap. Céac hé théng IDS c6 thé duoc dat trude hodc sau tuong lira trong mo hinh
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mang, tiy theo muc dich sir dung. Hinh 1.7 cung cap vi tri cac hé thong IDS va IPS trong
so dd mang, trong d6 IDS thudng duoc két nbi vao bd switch phia sau tuong lira.

Intrusion Detection System

Attacker

Firewall
IDS

Management ;

Staton Corporate Network

Hinh 1.2 So do vi tri IDS trong mang [1, 129]

Nhiém vu chinh cua cac hé thong 1DS bao gom [2]:

- Giam sat luu lwgng mang hoic cac hanh vi trén mot hé thdng dé nhan dang
cac dau hiéu cua tan cong, xam nhap;

- Khi phat hién cac hanh vi tin céng, xam nhap, thi ghi logs cac hanh vi nay
cho phan tich bo sung sau nay;

- Gui thong bao cho ngudi quan tri vé cac cac hanh vi tan cong, xam nhap da
phat hién duoc.

1.4.2 Phan logi

C6 02 phuong phéap phan loai chinh cac hé théng DS 1a phan loai theo ngudn
dir liéu va phan loai theo phuong phap phan tich dir liéu.

Do6i véi phan loai theo ngudn di liéu, c6 02 loai hé thong IDS.
1.4.2.1 Hé thong phét hién xam nhdp ¢ mi:c mang (Network — based 1DS)
NIDS la mét hé théng doc lap, xac dinh cac truy cap trai phép bang cach kiém

tra cac ludng thong tin trén mang va giam sat nhiéu may. NIDS truy cap vao luong
thong tin trén mang bang céch két ndi vao cac Hub, Switch dugc cau hinh Port
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mirroring hoac sir dung Network tap dé bat céc goi tin, phan tich noi dung cac goi tin
va tir d6 sinh ra cac canh bao hoic phat hién tin cong.

Nhuoc diém cua hé théng NIDS 1 gidi han bang thong va c6 thé xay ra hién
twong tic nghén cé chai khi luu lwong mang st dung & mic cao.

Server Farm

I
PN NIDS Firewall _‘E
I 5

b b
At
DMZ-Partners

Hinh 1.3. Cdc NIDS duwoc bo tri d@é gidm sat phat hién xam nhdp
tai céng vao mgng va cho tung phdn dogn mang [1, 130]

1.4.2.2Hé thong phat hién xam nhdp ¢ mirc may (Host — based 1DS)

HIDS thuong 1a mot phan mém chay trén céc thiét bi dau cudi lam viéc dé
giam sét tat ca cac hoat dong trén may. Hé théng nay phan tich thong tin thu duoc
trong noi bd hé thdng, vi vay nd cung cip mot co ché phan tich toan dién cac hoat
dong va phat hién mot cach chinh xac cac thanh phan tan cong.

Nhuoc diém cua HIDS la viéc thu thap dix liéu xay ra trén mdi may va ghi vao log
do do c6 thé 1am giam hiéu ning mang, anh huéng dén tai nguyén sir dung trén may.
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Hinh 1.4. St dung két hop NIDS va HIDS dé giam sat lueu lirong mang va cac host [1, 131]

Déi véi phan loai theo phuong phéap phén tich dit liéu thi IDS dugc chia lam 02
dang phat hién diu hiéu dya trén chit ky (Signature-based IDS) va dua vao bat thuong
(Anomaly-based IDS)

1.4.2.3 Phét hi¢n xam nhdp dwa trén chez ky (Signature-based I1DS)

Hé thdng 1DS loai ndy dua vao cac dau hiéu cua cac cudc xam nhap. Nhiing
dau hiéu d6 c6 thé 1 thdng tin vé cac két ndi nguy hiém da biét trudgc. Hé théng s& md
hinh hda cac dau hiéu ctua cac cudc xam nhap da biét va bang viéc so sanh thdng tin
ctia cac goi tin dén voi cac dau hiéu nay dé phat hién ra cac hoat dong dang ngd va
dua ra canh béo cho hé théng.

Trong k§y thuat nay can xay dung co sé di liéu cac chit ky, hodc cac dau hiéu
cua cac loai tan céng, xam nhap da biét. Budc tiép theo 1a str dung co s dir liéu cac
chir ky dé giam sat cac hanh vi cua hé thong, hoac mang, va canh bao néu phét hién
chir ky cua tan cong, xam nhap.
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Hinh 1.5. Giam sat phat hién xam nhdp dwa trén chir ky [1, 131]

Uu diém cua ky thuat nay 1a rat hiéu qua trong viéc phat hién tin cong da biét
Vvéi ty 1& canh bao sai thap.

Tuy nhién, nhwoc diém chinh cua ki thuat nay Ia chi phét hién duoc nhiing
cudc tin cong da biét, khdng c6 kha ning phat hién céc tan cong méi hodc chua biét
do chit ky khdng ton tai trong CSDL. Can thuong xuyén cap nhat cac dic trung (dau
hiéu) vé cac cudc tan cdng maéi va thoi gian phat hién ting khi co so dit liéu 1n.

1.4.2.4 Phat hién xam nhdp duwa vao bdt thirong (Anomaly-based 1DS)

Y tudng cua cach tiép can nay xuat phat tir gia thiét “Dau hiéu cua cac cudc tan
cong khac biét voi dau hiéu cia nhiing trang thai mang duoc coi 1a binh thuong”. Khi
do6, viéc phat hién s& dugc tién hanh qua hai giai doan: giai doan huan luyén (pha huan
luyén) va giai doan phat hién (pha phat hién). Tai pha huan luyén s& xay dung mét ho
so vé cac hoat dong binh thuong (théng sé chuan). Sau d6 tai pha phat hién s& tién
hanh so khép cac quan sat (goi tin) véi ho so tir d6 xac dinh dau hiéu bat thuong.
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Hinh 1.6. Gia tr; entropy cua IP nguon cuia c&c goi tin tir lueu hieong hop phép
(phan gid tri cao, déu) va entropy cua IP nguén cia cac goi tin
tor luew lwong tan cong DDoS (phan gid tri thap)
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Uu diém cta ky thuat ndy 13 hiéu qua trong viéc phat hién cac mbi nguy hiém
khong duogc biét trude. Nhimg nim gan diy, hudng tiép can nay dang thu hut rat
nhiéu sy quan tdm cta cac nha nghién ctu. Nhwoc diém cia k§ thuat phat hién dua
trén bat thuong 14 ty 1é canh bao sai thuong cao va doi hoi luong 16n tai nguyén tinh
toan cho xay dung hd so, hodc mo hinh phat hién.

1.5 Két luan chwong

Chuong 1 d3 gidi thiéu tong quan vé xam nhip mang va mot sé dang tin cong
xam nhap mang dién hinh. Ngoai ra, chuong nay ciing gi6i thidu khai quat vé phat
hién xam nhap mang, phan loai phuong phap phat hién xam nhap mang va mot s6 giai
phap phat hién, phong chdng tin cdng xdm nhap mang co ban.

Trong Chuong 2, véi noi dung 1a PHAT HIEN XAM NHAP DUA
TREN HOQC SAU, luan van sé tiép tuc di im hidu khai quéat v& hoc may may va
hoc sau, dong thoi nghién ciru xay dung mé hinh tng dung Autoencoder trong phét
hién xadm nhap mang.
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CHUONG 2
PHAT HIEN XAM NHAP DUA TREN HQC SAU

2.1. Khai quat vé hoc may va hoc sau

2.1.1 Khdi qudt vé hoc mdy

Hoc may (machine learning) 1a mot linh vuc cia tri tué nhan tao lién quan dén viéc
nghién ciru va xay dung cac ki thuat cho phép cac hé thdng "hoc™ tu dong tir dit liéu dé giai
quyét nhitng van dé cu thé [6]. Vi du nhu cac may co thé "hoc" cach phan loai thu dién
tir xem c6 phai thu rac (spam) hay khong va tu dong xép thu vao thu muc twong tGng.
Trong hoc may, c6 nhiéu thuat toan duoc ap dung cho viéc “hoc” ctia hé théng nhu: Linear
Regression (Hdi quy tuyén tinh), Logistic Regression (Ho6i quy logistic), Linear
Discriminant Analysis (Phan tich phan loai tuyén tinh), DT (Decision Tree- Cay quyét
dinh), NB (Naive Bayes), KNN (K-Nearest Neighbors), Hoc Vector Quantization, SVM
(Support Vector Machine), RF (Random Forest) va mang no ron nhan tao. Méi thuat toan
c6 mot vai diém manh, diém yéu riéng va phi hop véi mot sé 16p bai toan.

Mang no ron nhan tao (Artificial Neural Network — ANN) l1a m6 hinh xu ly
thong tin dwoc mé phong dua trén hoat dong cua hé than kinh, bao gom sé lwong 16n
cac neural duoc gan két dé xa ly thong tin [5]. ANN giéng nhu bo ndo con nguoi,
duoc hoc boi kinh nghiém (thdng qua huan luyén), c6 kha nang luu trit nhitng kinh
nghiém hiéu biét (tri thirc) va st dung nhiing tri thire d6 trong viéc du doan céac dir
licu chua biét (unseen data).

2.1.2 Khdi qudt vé hoc siu

Hoc sau (Deep Learning) 1a mot nhanh cua linh vuc Hoc may (Machine Learning)
dua trén mot tap hop cac thuat toan dé cb gang mé hinh hda dir liéu triru tuong héa & muc
cao bang céch xt 1y vai cau tric phuc tap, hodc bang cach khéc nhau bao gdm nhiéu bién doi
phi tuyén. Mot quan sat (nhu hinh anh) c6 thé duoc biéu dign bang nhiéu cich nhu mét
vector ciia cac gié tri cudong do cho mbi diém anh hoic triru tuong hon nhu 13 tip hop cac
canh, cac khu vyc hinh dang cu thé,... Mét vai dai dién khién cho viéc hoc cac nhiém vy dé
dang hon. Phuong phap nay da cai thién dang ké cong nghé tién tién trong nhan dang giong
ndi, nhan dang dbi twong truc quan, phét hién déi trong va nhiéu linh vye khac nhu khdam
phé thudc va bo gen. Deep learning phéat hién ra cau trlic phic tap trong cac tap di liéu I6n
bang cach st dung thuat toan backpropagation (lan truyén nguoc) dé chi ra cach mot may
nén thay ddi cc tham s6 bén trong duoc st dung dé tinh toan biéu dién trong mdi 16p tir biéu
dién trong 16p trudc. Deep Learning d3 mang lai nhimg dot phé trong viéc xt Iy hinh anh,
video, nhan dang giong n6i va &m thanh. Cét I6i ciia Deep Learning bao gdm md hinh mang
neural nhiéu 16p va qué trinh huan luyén mang dé xac dinh tham s6 cho mé hinh [5].
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Trong Deep Learning, cé 03 dang hoc chinh la hoc ¢6 giam sat, hoc nira giam
sat va hoc khdng giam sat.

Deep Learning c6 rat nhiéu thuat toan nhu Convolutional Neural Network (CNN),
Deep Belief Network (DBN), Deep Neural Netwwork (DNN), Recurrent Neural Network
(RNN), Boltzman Machine (BM) va Autoencoder (AE).

2.2 Hoc sau sir dung Autoencoder va irng dung trong tién xir ly dir liéu
2.2.1 Hoc sdu sir dung Autoencoder

2.2.1.1 M6 ta

Autoencoder 1a mot loai ANN dung dé hoc khdng c6 giam sat théng qua céc
ma code véi y tuong 1a néu mot méd hinh mang neural c6 sé nut ma trung gian (tang
an) nho hon s6 NGt dau vao thi mo hinh d6 s& hoc dugc cac dic tinh an (features) cua
dix liéu. Chinh vi vay ma Autoencoder hoc duoc cach biéu didn cho mot tap dit liéu
gitp du doan dau ra tir mot dau vao ban dau. Trong thuc té Autoencoder di duoc ng
dung thanh coéng dé giam chiéu dix liéu, tat nhién khdng lam mat di cac dac tinh quan
trong cua dir liéu.

Cau tric Autoencoder duoc chia thanh bo ma hda va bo giai ma, bao gdm ca
tang dau vao (input layer), ting an (hidden layer), ting dau ra (output layer).
Autoencoder c6 mot hoac nhiéu tang an c6 chirc ning ma héa dé tao ra dir liéu co
chtra cac thudc tinh co ban nhat cé thé md ta day du dir lidu dau vao. Sau do, bo giai
ma tao ra mot su tai thiét caa bo ma hoa dé tao ra dau ra giéng véi dau vao nhat co
thé. Mot autoencoder c6 thé ma hda dir lidu dau vao bang cach c6 01 tang an cé sb nat
nhé hon input layer vi vay budc n6 phai tim ra méi tuong quan gitra cac thanh phan
cua dir lidu dé cd thé tim ra cac thudc tinh chinh, nén dit liéu. Diéu nay tao diéu kién
cho viéc phan loai, truc quan hda, giao tiép va luu trit dit liu. Muc dich cua
autoencoder 12 thir va tim hiéu ham duoc hién thi trong phuong trinh:

h(W,b(x)) ~ X ([11, 179]
Trong d6 W 1a trong sb, b 1a bias. Quéa trinh hoc duoc md ta nhu 13 mot ham
giam thiéu 13i téi thiét lai dix liéu.
Cu thé, 02 phan b ma hoa va giai mé, c6 thé duoc dinh nghia nhu sau:
¢d: X — F

Y F =X (2) [11, 179]
¢, = argmin || X — (¢ 0 ¢) X||?
b,
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Input layer Hidden layer Output layer

“bottleneck”

Hinh 2.1 So dé cdu triic mang Autoencoder [10,4]

Truong hop don gian nhat, khi c6 mot ting an, tang encoder cua autoencoder
lay input x € R? = x va anh xa t6i

z ERP=F:z= §(Wx +b) (3)

z duoc goi 1a code, bién tiém an hoic biéu dién tiém an. Con & 1a mot ham kich
hoat (activation function) nhu sigmoid function (ham toan hoc c6 biéu do hinh chi S
nam ngang). W 1a mot ma tran trong sb va b (bias) 1a vecto sai léch. Sau do, giai doan
giai ma caa autoencoder la ldy z dé tai thiét x gidng x:

x = 8(Wz+b) (4)

O day, 8’, W’ va b> d6i vai bo giai ma cd thé khac vai 8, W, b cia ma hoa tly
thudc vao viéc thiét ké autoencoder.

Autoencoder dugc dao tao dé giam thiéu 13 tai cau tric (nhuw 16i binh phuong),
hay thuong duoc goi la loss function (ham mdat mat - mét phuong phdap danh gid thudt
toan md hinh hda diz ligu. Néu cac duw dodn sai léch qué nhiéu so véi két qua thuc té, loss
function sé co gia tri rat 16n, ham mat mat gitp giam sai s6 trong du dodn):

lx—x'112 = ||1x— & (W' (8(Wx+ b)) +b')||? (5)[10, 4]

MO hinh mang no-ron nhan tao ndi chung va mang Autoencoder néi riéng cho

phép lién két co trong sb cac phan tir phi tuyén (cdc no-ron don 1é) tao nén dang ham
tong hop tir cac ham thanh phan. Do vay, sau mot qué trinh diéu chinh sy lién két
(trong s6) cho phi hop (tzc qué trinh hoc), cac phan tir phi tuyén d6 s& tao nén mot
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ham phi tuyén phic tap c6 kha niang xap xi ham biéu dién qua trinh can nghién ctu
(ham muyc tiéu). Két qua 1a dau ra cua né sé twong tu v6i dau vao cua tap dir liéu dung
dé luyén mang. Khi d¢, ta n6i mang Autoencoder di hoc dugc mdi quan hé twong
quan dau vao - dau ra ctia qua trinh hoc hay mang Autoencoder di hoc duoc cac dic
trung nhét cta di liéu va luu lai mdi quan hé twong quan nay théng qua bo trong sé
lien két giira cac no-ron. Do d6, mang Autoencoder c6 thé tinh toan trén bo sé liéu
dau vao mai dua trén bo trong sé da luu trong qua trinh huan luyén dé dua ra két qua
dau ra twong Gng.

Denoise Autoencoder (DAE) duoc phat trién tir Autoencoder nhung manh mé
hon. Pau vao cua DAE Ia dit liéu bi 1am nhiéu va ching ta s& hoc cac dic trung cua
dir liéu tir dir liéu nhidu. Nhung sau qua trinh giai ma, dau ra s& 1a dit liéu ban dau
trudc khi bi 1am nhiéu.

2.2.1.2 Xdc dinh thugc tinh va siéu tham sé ciia mang

Truéc khi xay dung mot mang dé huan luyén va lay cac dic trung cua dir ligu
ta can phai xac dinh dwoc cac thudc tinh can thiét ciing nhu cac siéu tham sb cua
mang. Py 1a cac yéu t6 can xéac dinh trude dé co thé xay dung dugc mang va huan
luyén mang mot cach tét nhat.

a) Thudc tinh

-Dit lidu cu thé (Data-Specific): Autoencoder chi c6 thé nén dix liéu theo
nhitng gi ma né duoc dao tao. Vi trong qua trinh huan luyén ching da hoc cac dic
trung cua dit liéu da dugc dung trong qua trinh d6, ching khac hoan toan so vai thuat
toan nén dit liéu tiéu chuan nhu gzip. Vi vay ching ta khéng thé mong doi mot mang
autoencoder duogc dao tao bang dir liéu vé chir sé viét tay c6 thé nén dix liéu vé hinh
anh va decode ra duoc hinh anh tuong tu.

- Loss: autoencoder c6 mot tang an h dung dé mo ta mot ma (code) dugc ding
dé dai dién cho dit lidu dau vao. Mang dugc xem nhu bao gom hai phan mét la
encoder function: h = f(x) va mot 1a decoder tao ra mot ban tai cdu trac dau vao r =
g(h). Néu mot autoencoder thanh cong chi don gian 1a hoc cach thiét lap: g(f(x)) = x.
Nhung thay vao dé, autoencoder dugc thiét ké dé khong hoc cach copy hoan hao.
Thong thudng viéc hoc bi han ché, né chi cho phép hoc copy gan ding va chi copy
dau vao gan gidng dit liéu dau vao. Bai vi md hinh budc phai wu tién nhitng khia canh
ctiia dau vao nén copy, né thuong hoc cac thudc tinh hitu ich cua dir liéu.

- Khong giam sat (Unsupervised): dé dao tao mot mang autoencoder ching ta
khong can 1am bat ci diéu gi dac biét chi can dua dit liéu dau vao. Autoencoder duoc
coi 1a mot ki thuat hoc khdng giam sat vi ching khong can nhén (label) danh diu dé
dao tao. Tuy nhién dé chinh xac hon, chung ta tuw gidm sat (supervised) bang cach tu
tao nhan riéng tu dix liéu dao tao.
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b) Siéu tham sé (Hyperparameter)

Hyperparameter 1a nhitng théng sé can phai thiét lap truéc khi xay dung
Autoencoder va DAE nhu s6 tang 4n, sé nat, chon cdng thic loss function sir dung,
kich thuéc ma (code size), learning rate (téc dé hoc), ... Sau khi di xay dung mang va
huan luyén, ta can dwa vao két qua huan luyén dé thay doi cac thong sé 1am sao cho ra
két qua tét nhat. Ngoai ra, ta c6 thé st dung mot s6 ki thuat dé uée luong dugc mot
khoang gia trj tét nht.

Code Size Number of
Layers

Number of
node per
layers

Hinh 2.2 Thanh phdn ciia Hyperparameter

Trude khi dao tao mang Autoencoder, ta can thiét 1ap cac tham sé sau:

- Code size: S6 luong nit trong ting an giita. Kich thudc tang an cang nho thi
dir liéu cang nén nhiéu.

- S6 16p: Ta c6 thé thay nerural network c6 nhiéu tang an hon c6 thé biéu dién
cac function phac tap hon. Tuy nhién, day 1a diéu tét vi ching ta cd thé hoc cach phan
loai dit liéu phuic tap hon va nhugc diém 1a nd qua phuc tap dé huan luyén. Vi du: Md
hinh véi 20 tang 4n phi hop véi tat ca cac loai dit liéu huan luyén nhung tén khé nhiéu
chi phi tai nguyén dé phan chia khdng gian thanh nhiéu viing khac nhau. Mé hinh véi
03 tang 4n chi c6 kha ning dé phan loai dit liéu theo cac viing rong. M6 hinh dit liéu mo
ta dudi dang 02 d6m mau va cac diém mau d6 bén trong ving xanh 1a cac ngoai 18
(hinh dudi). Trong thuc té, md hinh 03 layer c6 thé khai quét hda tét hon trén bo dit lidu
thir nghiém. Vi vay, dua trén nhitng y kién trén ta cé thé thiy duong nhu cac mang
neural nho ¢é thé duoc wa thich hon néu di liéu khdng qua phuc tap dé giam thiéu chi
phi tai nguyén. Trong thuc té, chling ta nén sir dung cac phuong phap dé kiém soét chi
phi thay vi s6 luong 16p neural. Ly do 1a c&c mang neural nhé hon khé huan luyén hon
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VGi cac phuong phap Gradient Descent (thudt toan toi wu héa dweoc sir dung dé giam
thiéu mét sé6 ham bang cach di chuyén lgp di lap lai theo hudéng doc xuong nhanh nhat
dwge xdc dinh bdi gia tri am cua dac. Trong hoc may, ching ta si dung gradient
descent dé cdp nhdt cac tham sé cia md hinh). Céc loss function tuong dbi it cuc tiéu,
nhung lai dé hoi tu hon va lai cho két qua loss function cao. Nguoc lai, cac mang neural
I6n hon chira nhiéu diém cuc tiéu lai cho két qua loss function tét hon nhiéu. Trong
thuc té, néu huan luyén mot mang nho, két qua loss function cudi ciing c6 thé cho mot
phuong sai tot - trong truong hop gap may man va hoi tu & mot diém tét nhung trong
mot sb trudng hop ta bi mac ket & mot trong nhitng diém cuc tiéu xau s& cho két qua
loss function 16n. Mat khéc, néu huan luyén mot mang neural 16n, ta s& c6 duoc cac giai
phap khac nhau va phuong sai mat mét cudi cuing cé thé nho hon nhiéu.
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Hinh 2.3 So sdnh mé hinh phdn bé giita cdc cdu tric sir dung soé tang an khac nhau

- S lwogng nat trén mai 16p: S6 lwong ndt trén mdi 16p giam theo ting 1op tiép
theo cuia encoder va ting tré lai trong decoder. Ngoai ra, encoder va decoder dbi xing
nhau vé cau tric layer.

2.2.1.3 Phuwong phdp hudn luyén mang AE va DAE

a) Phuong phap Loss function

Muc dich cta qua trinh huan luyén mang AE va DAE la dé tim duoc weight
(trong s6) dung, cac thuat toan can tim weight dé tao dau ra giéng vai dau vao nhat co
thé. Phuong trinh dé tinh d¢ sai léch nay dugc goi 1a loss function. Pay 1a 02 loss
function duoc sir dung pho bién

- Loss function root-mean-square error: Do sai léch dugc coi nhu khoang cach
gitra gia tri du doan va gia tri that. Khoang cach cang xa, do sai léch cang cao. Ham
nay chinh 14 tong binh phuong cta su khac biét gira cac bién muc tiéu du doan va
thuc té chia cho sb diém di liéu

MSE= %(i(yi - yi)ZJ (6) [6, 108]
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Trong d6: n 14 sb diém dit liéu, Y. la gia tri du doan thr i, Y; la gia tri that thir i.

Néu céc gia tri diu vao nam trong pham vi [0,1] thi chung ta thuong st dung 15i
binh phuong trung binh.

- Loss funciton entropy: Dung dé tinh d6 sai léch giira du doan dang xac xuét va
gia tri dung. Vi dy, khi thuat todn du doan 80% output la gia tri 1 va 20% output la gia tri
0 trong khi output dung 1 gié tri 1, entropy sé& duoc sir dung dé tinh d6 sai léch.

Cost(ha(x),¥) ={ —log(hg(x)), y =1

—log(1—hg(x)), y =0 (7) [6, 132]

Trong cau tric mang AE va DAE ching ta s& dung loss function root-mean-square
error. Biéu chding ta mudn 1am 1a 1am sao huan luyén mang dé duoc loss function nho nhat.
Diéu d6 dong nghia véi viéc tim vector hé sé w sao cho gia tri cia ham mat mat nay cang
nhé cang tét [7]. Gia tri caa w [am cho ham mat mat dat gié tri nho nhat dugc goi 1a diém
toi wu (optimal point). Bé 1am duoc diéu ndy chling ta can c4c thuat toan t6i uu hoa nhu
Gradient Descent, Adam, Adadelta, RMSprop, Adagrad,...

b) Phuong phap Gradient Descent

Viéc tim cuc tiéu toan cuc (global minimum) caa cc ham mat mét Ia rat phuc tap,
tham chi 1a bat kha thi. Thay vao do, ngudi ta thuong ¢ gang tim cac diém cuc tiéu cuc bo
(local minimum), va & mot mitc d nao dé, coi d6 1a nghiém can tim cta bai toan.

Céac diém local minimum 1a nghiém cua phuong trinh dao ham biang 0. Néu
bang mot cach nao d6 cé thé tim dugc toan bo (hiu han) cac diém cuc tiéu, ta chi can
thay tirng diém local minimum d6 vao ham sé roi tim diém Iam cho ham c6 gia tri nho
nhat. Tuy nhién, trong hau hét cac truong hop, viéc giai phuong trinh dao ham bang 0
la bat kha thi. Nguyén nhan c6 thé dén tir sy phac tap trong dao ham caa phuong
trinh, tir viéc cac diém dix liéu co s6 chiéu 16n, hoac tir viéc ¢ qué nhiéu diém di liéu.

Huéng tiép can pho bién nhat 12 xuat phét tir mot diém ma ching ta coi 1a gan
VvGi nghiém ciia bai toan, sau d6 ding mot phép toan lap dé tién dan dén diém can tim,
tire dén khi dao ham gan véi 0 [8]. Gradient Descent (viét gon 1a GD) va cac bién thé
ctia nd 1a mot trong nhitng phuong phap duoc ding nhiéu nhat.

- Gradient Descent ham mat bién:
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Hinh 2.4 D6 thi ham mét bién

Gia sir xt 1a diém ta tim duoc sau vong lap thir t. Ta can tim mot thuat toan dé
dua X¢vé cang gan x* cang tét.

Néu dao ham cua ham s6 tai xe (x;) > 0 thi x; nam vé bén phai so véi x* (va nguoc
lgi). Dé diém tiép theo x:+ 1 gan véi x* hon, chiing ta can di chuyén x; vé phia bén trai, tac
vé phia am. N6i céc khac, chling ta can di chuyén nguoc dau véi dao ham:

x,+1=x,+ A (8)

Trong do: A 13 mét dai lwong nguoc diu voi dao ham £(x)x: cang xa x* vé phia bén
phai thi f'(xt) cang Ion hon 0 (va nguoc lai).
Xepy = X — Nf(x,) €)]
Trong d6: 1 1a mot s6 duong duoc goi 1a learning rate (tbc do hoc). Dau trir thé
hién viéc chang ta phai di nguoc véi dao ham.

- Gradient Descent ham da bién: Gia sur ta can tim global minimum cho ham
f(0) trong d6 0 la mot vector, thuong duge dung dé ky hiéu tap hop cac tham s cua
mot md hinh can téi wu (trong mgng neural thi cac tham so chinh 1a hé sé w). Pao
ham ctia ham sb dé tai mot diém 0 bat ky duoc ky hiéu 1a Va£(8). Tuong ty nhu ham
01 bién, thuat toan GD cho ham nhiéu bién ciing bt dau bang mot diém du doan 0o,
sau do, & vong lap ther t, quy tic cap nhat Ia:
Bes1 = 8 — MV f(E:) (10)
- Learning rate (toc dé hoc): Toc do hoi tu cia GD phu thudc vao learning rate.
Véi learning rate qua nho toc do hoi tu rat cham. Trong thuc té, khi viéc tinh toan tro
nén phuc tap, learning rate qua thap s& anh huang t6i tbe do cua thuat toan rat nhiéu,
tham chi khong bao gio toi dugc dich.
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Véi learning rate 16n, thuat toan tién rat nhanh toi gan dich sau vai vong lap.
Tuy nhién, thuat toan khdng hoi tu dugc vi budc nhay qua 16n, khién né ca quan

quanh ¢ dich.

Too low

108) |

1)

Just right

1(6)

Too high

A small learning rate
requires many updates
before reaching the

The optimal learning
rate swiftly reaches the
minimum point

Too large of a learning rate
causes drastic updates
which lead to divergent

minimum point behaviors

Hinh 2.5 So do biéu dién kha ndng hoi tu ciia learning rate khac nhau

Viéc lya chon learning rate rat quan trong trong viéc huan luyén mang AE va
DAE. Viéc lya chon gi tri nay phu thudc nhiéu vao bai toan ching ta thuc hién va
phai 1am mét vai thi nghiém dé chon ra gia tri tét nhat. Ngoai ra, tly vao bai toan cua
chiing ta, GD ¢6 thé 1am viéc hiéu qua hon bang céch chon ra learning rate phi hop
hozc chon learning rate khac nhau & mdi vong lap.

c) Stochastic Gradient Descent

Trong thuat toan téi wu GD, c6 rat nhiéu bién thé nhung ta s& chon thuat toén
SGD sir dung trong viéc huan luyén AE va DAE. Trong thuat toan SGD, tai mét thoi
diém, ta chi tinh dao ham cua loss function dua trén mot diém dit liéu xi rdi cap nhat
trong s6 mang duya trén dao ham nady. Viéc nay duoc thuc hién véi ting diém trén toan
bo dir lidu, sau d6 1dp lai qué trinh trén. Thuat todn rat don gian nay trén thyc té lai
lam viéc rat hiéu qua.

MJ3i 1an duyét mot luot qua tat cd cac diém trén toan bo dir liéu duoc goi 1a mot
epoch (giai doan méi). Véi GD thong thuong, mdi epoch ng véi 01 1an cap nhat trong s6
mang noron. Vi SGD, mdi epoch tng vai N 1an cap nhat trong so6 mang véi N 1 s6 diém
dit liéu. Nhin tir mot phia, viéc cap nhat tirng diém cd thé 1am giam di téc do thuc hién mot
epoch. Nhung nhin vao mot mat khac, SGD chi yéu cau mot lwong epoch rat nhé (thwong
la 10 cho ldn dau tién, sau dé khi cé dir liéu méi thi chi can chay dwdi mét epoch la da c6
nghiém tot). Vi vay, SGD phl hop véi bai toan c6 wong co s& dit liéu mang 16n can xa ly
va yéu cau mo hinh thay d6i lién tuc nhu cua chling ta.

Mot diém can luu ¥ d6 1a: Sau mdi epoch, ching ta can shuffle (xao trgn) thi
tu caa cac dir liéu dé dam bao tinh ngiu nhién. Viéc nay ciing anh huéng téi hiéu
ning ctia SGD. V& mit todn hoc, quy tic cap nhat cia SGD 1a:
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w=w — NV, J(w;x:; ;) (11) [6, 294-296]
Trong d6 J(w,Xi,yi) 1a ham mét mét véi 01 cap diém dir liéu (input, label) 1a (xi,yi).

d) Chi s6 AUC (Area Under the ROC Curve): ROC curve (receiver operating
characteristic curve) — duong cong ROC la mot do thi thé hién hiéu suat cua qué
trinh phan loai tai tat ca cac ngudng phan loai. Puong cong nay vé 02 tham sé:

« True Positive Rate (TPR)
« False Positive Rate (FPR)

True Positive Rate dugc tinh theo cong thirc sau: TPR = TP
TP+FN
False Positive Rate (FPR) duoc tinh theo cng thirc sau: FPR = FPFPTN
_I_

TP la gia tri True Positive (dung duong), FN 1a gia tri False Negative (Sai am),
FP 1a gia tri False Postive (Sai duong), TN la gia tri True Negative (Pung am).

Puong cong ROC vé TPR va FPR tai cac ngudng phan loai khac nhau. Cang
giam ngudng phan loai cang nhiéu phan tir positive, vi thé ting ca False Positives va
True Positives. Biéu d6 duéi day thé hién duong cong ROC co ban.

- ’—_—

TP vs. FP rate at

one decision
threshold

TP Rate

/.
/ TP vs. FP rate at
another decision
/ Tthreshold }

/

I'

0 FP Rate 1

Hinh 2.6 Biéu dé duwong cong ROC ¢ nhitng ngudng phan logi khéc nhau.

Dé tinh toan cac diém trén dudng cong ROC, chiing ta ¢ thé danh gia, udc
luong mo hinh hdi quy logistic nhiéu 1an véi nhiéu ngudng phan loai khac nhau
nhung n6 s€ khong hi€u qua. Tuy nhién, c6 mot phuong phap hiéu qua nhu sau: thuat
todn duya trén sap xép goi 1a AUC (Area Under the ROC Curve) c6 thé cung cip thong
tin cho chung ta.

AUC do dién tich phan duéi ctia ca dudng cong ROC (tich phdn tir (0,0) dén (1,1)).
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TP Rate

o

0 FP Rate 1
Hinh 2.7 AUC (Area under the ROC Curve).

AUC cung cap phuong phap danh gia két hop hiéu suat trén tit ca cac ngudng
phan loai kha thi. Mot cach giai thich AUC 1a xac sudt ma mo hinh xép hang mot vi
du positive (dwong tinh) ngau nhién cao hon mot vi du negative (tiéu cuc) ngau nhién.
Vi du: dua ra cac vi du sau, duoc sip xép tir trai sang phai theo thir ty ting dan cua

cac du doan hodi quy logistic:

000000000000000000000000000000 @ Actual Negative
[INNNNNNNNNNNNNNNPNPNPNPNPPPPPPP] ® Actual Positive
I |
0.0 Output of Log. Reg. model 1.0

Hinh 2.8. CAc du dodn diwroc xép hang theo thet tir tang dan diém hai quy logistic

AUC biéu dién x4c suat 01 mau positive ngiu nhién (mau xanh) dugc dit ¢ bén
phai cia 01 mau am tinh (negative) ngau nhién (mau do).

Khoéng gia tri AUC tir 0 d&én 1. 01 md hinh ma su du doan cta n6 1a 100% sai
c6 gié tri AUC 1a 0.0; mdt mo hinh ma sy dy doan cia n6 1a 100% ding thi c6 gié tri
AUCIla1.0

AUC dugc mong muén vi 02 1y do sau day:

- AUC c6 ty 1¢ khong thay doi. Gia tri ndy tinh toan do mirc do xép hang cua
cac du doan thay vi gia trj tuyét ddi cia chung

- AUC c¢o tinh bét bién trong phan loai theo ngudng. N6 do ludng chat luong
ctia cac dy doan clia mo hinh bat ké ngudng phan loai nao duoc chon.

Tuy nhién, ca 02 ly do trén déu di kém véi nhitng luu ¥ c6 thé han ché tinh hitu
ich cia AUC trong mdt s6 trudng hop st dung nhét dinh

- Bat bién ty 18 khong phai ltic ndo cling mong muén. Vi du: Doi khi, ching toi
thuc su can dau ra xac suat dugc hiéu chinh tét va gia tri AUC s¢€ khong cho ta biét vé
diéu do.
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- Bit bién ngudng phan loai khong phai luc nao cling mong mudn. Trong
truong hop c6 su chénh 1éch 16n vé chi phi (cost) cua false negative (Am tinh gia) va
false positive (duwong tinh gia), diéu quan trong 14 phai giam thiéu mot loai 16i phan
loai. Vi du: Khi thuc hién phat hién thu rdc email, ta c6 thé mudn uu tién giam thiéu
cé4c false positive (ngay cé khi diéu d6 dan dén sy gia ting dang ké cac am tinh gia).
AUC khong phai 1a mot sb 1iéu hiru ich cho loai t6i wu hoa nay.

2.2.2 Phdn logi Autoencoder

2.2.2.1 Autoencoder chwa hoan thanh (Undercomplete Autoencoder)

Nhiém vu cua Autoencoder 1a bién ddi dau vao thanh dau ra cua mang sao cho
gidng nhat c6 thé, nhung ching ta thuong khong quan tim dén dau ra cua qué trinh
giai ma (decoder). Thay vao do, trong qua trinh huan luyén autoencoder dé thuc hién
nhiém vu sao chép dau vao s& dan dén céc tang an ta c6 thé hoc duoc céc dic trung
hitu ich caa dir liéu. Mot cach dé c6 duoc cac dic trung hitu ich tir autoencoder la
giam dan sé luong ndt cua cac tang an dé co kich thuéc ma (code) nhé hon.
Autoencoder c6 kich thudc ma it hon kich thudc input dugc goi la undercomplete
Autoencoder. Mot tinh chat undercomplete cua autoencoder 1a nam bét cac dic tinh
dic trung nhét caa di liéu huan luyén.

Do Undercomplete Autoencoder c6 kha nang hoc cac dac trung cua di liu.
Chinh vi vay dit liéu ma dugc sinh ra sé it cac dac trung hon, gilp qué trinh hoc cac
thuat toan sau nay ton it thoi gian va do chinh xac ciling cao hon khi dir liéu ma biéu
dién tét dir liéu dau vao. Chinh vi vay, tdi da chon mang nay dé tang kha ning phan
I6p cua cac thuat toan sau nay.

Muyc tiéu ciia qua trinh hoc dugc mo ta don gian 1a giam thiéu loss function.

Input Hidden Output
Hinh 2.9 So' d6 mang Undercomplete Autoencoder
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2.2.2.2 Regularized Autoencoder (dutoencoder diing quy tic)

Undercomplted autoencoder véi kich thudce ma nhé hon kich thuée dau vao, c6
thé hoc cac dic trung ndi bat nhat cua dit liéu dau vao. Chung ta c6 thé thiy ring
autoencoder khong dugc hoc dugc nhitng dic trung hitu ich néu encoder va decoder
160 (kich thieée va sé lieong I6p trong mang I6m).

Mot van dé twong tu xay ra néu tang an c6 sé luong nit bang véi s6 dau vao, va
trong trudng hop overcomplete (tang dn ¢ kich thiede I6n hon dau vao). Trong nhirng
truong hop nay, qua trinh ma hoa (encoder) tuyén tinh va qua trinh giai ma (decoder)
tuyén tinh c6 thé hoc cach sao chép dau vao thanh dau ra ma khong can hoc bat ctr
diéu gi vé phan phéi dit liéu.

Ta c6 thé hudn luyén bat ky kién triic nao ciia autoencoder thanh céng khi kich
thudc ma va strc chira ciia qua trinh encoder va qua trinh decoder dugc mo hinh hoa
dua trén d6 phirc tap ctia phan phdi dir liéu. Regularized autoencoder cung cap kha
nang nhu vay. Thay vi giéi han sirc chita mé hinh bang cach giir encoder va decoder it
layer va kich thudc ma nho, regularized autoencoder sir dung loss function, khuyén
khich mé hinh c6 cac thudc tinh khac bén canh kha ning sao chép dau vao thanh dau
ra. Cac tinh chat nay bao gom d¢ thua cta biéu dién (sparsity of the representation),
d6 nho dao ham cua biéu dién (smallness of the derivative of the representation),
nhidu hodc thiéu cic dau vao. Regularized autoencoder c6 thé 1a phi tuyén va
overcomplete nhung van c6 thé hoc dugc diéu gi d6 hitu ich vé phan phdi dir liéu.
Trong thuc té chung ta c6 thé tim thay 02 loai Regularized Autoencoder: Sparse
Autoencoder va Denoising Autoencoder (DAE).

Sparse Autoencoder c6 s niit & ting an 16n hon nat dau vao nhung nd van cé
thé hoc dugc cac dic trung tur dit liéu. N6 ¢6 nhuoc diém 12 han ché sao chép dau vao
thanh dau ra. Sparse Autoencoder c6 hinh phat thua thét (sparsity penalty) Q(h) co
gia tri gan bang 0 nhung khong bang khong. Hinh phat thua thét duoc sitr dung bén
canh 13i tai cau triic (reconstruction error) hay loss function. Viéc nay gip tranh
duoc overfitting (hién twong mé hinh tim dwoc QU khép véi div liéu hudn luyén.
Viéc qua khép nay c6 thé dan dén viéc dw dodn nham nhiéu, va chat liwong mé hinh
khéng con tot trén dir liéu test nita).

L=|x-g(f(x))[+Q(h) (12) [6, 505-507]
Sparse Autoencoder 14y cac gia tri cao nhit trong ting 4n va loai bo phan con lai.
Diéu ndy ngin mang sir dung tit ca cic nit an tai cung mot thoi diém.

Péi véi DAE (lam nhiéu dit liéu dau vao trude khi cho vao mang dé huan
luyén), do muc dich cua nghién ctru ndy 13 xdy dung mang c6 thé hoc duoc cac dic
trung cta dit liéu dé ting kha ning phan loai cua cac thuat toan, nén DAE s& dugc xay
dung mang dua theo cau trac mang cta Undercomplete Autoencoder. Sau do, ta co
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thé so sanh xem viéc 1am nhiéu di liéu dau vao ctia DAE c6 thé hoc céc dic trung tdt
hon Undercomplete Autoencoder hay khong.

Hinh 2.10 So dé cdu triic mang Regularized Autoencoder
6 6 niit tang an Ién hon dau vao

2.2.2.3 Stacked Autoencoder (SAE)

Stacked Autoencoder ciing gidng voi Autoencoder binh thuong c6 du 03 thanh
phan chii yéu trong mang la: ting dau vao (input layer), tang an (hidden layer), ting
dau ra (output layer), va ¢ 02 qua trinh la encoder va decoder.

E Encoded

Layer2 Layer Layer1 Layer2 Decoded

Layer1
Input layer y Output layer

Hinh 2.11 So d6 cdu triic mang Stacked Autoencoder
Stacked Autoencoder (SAE) 1a sy xép chong 1én nhau cia AE vi vay nd co

nhiéu ting an hon Regularized Autoencoder va Undercomplete Autoencoder. Ta xem
xét Stacked Autoencoder vai n 16p. Str dung céc ky hiéu Wik, W 2(«), b1k, b1k biéu
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di&n céc tham s6 Wy, W2, ba, b cho tang an thi k. Mot cach tét nhat dé c6 duoc
cac tham s6 cho SAE 1a dao tao theo layer-wise training (dao tao khon ngoan). Truéc
tién, dao tao Iop dau tién co dugc cac tham sé Wi), Wa), bi), b2q). Str dung 16p dau
tién dé chuyén doi data thanh mot vecto. Vecto dau ra cua 16p dau tién nay sé lam dau
vao cho 16p thir hai. Huan luyén 16p thi hai trén vecto cta Iop dau thu duoc cac tham
s6 W1(2) , Wa(2), b1(), b2@@). Ctr nhu vay, sir dung dau ra caa mdi I6p 1am dau vao cho
16p tiép theo.

Viéc xac dinh s ting an va nat mdi 16p duoc sir dung dé xay dung mang SAE
con phu thudc vao sé dic trung cua dit liéu dau vao va qua trinh chay thir nghiém cau
trdc mang. Khi chay thir nghiém, néu loss function chap nhan dugc thi ta s& chon cu
trdc mang nhu vay, néu khdng ta tiép tuc diéu chinh sé tang an va sé nuat mdi I6p dé
duoc két qua tét nhat.

2.2.2.4 Denoise Autoencoder (DAE)

DAE dugc phat trién tir Autoencoder nhung manh mé hon. Pau vao cua DAE
la dit liéu bi l1am nhiéu va chiing ta s& hoc cac dic trung cua dit liéu tir dir liéu nhiéu.
Nhung sau qua trinh giai mé, dau ra sé& I dir liéu ban dau trude khi bi 1am nhidu. Tix
do, ta co thé thay kha ning khai quat hoa ca DAE tt hon so véi Autoencoder. Hon
nita, DAE c6 thé xép chong 1én nhau dé cé duoc feature tét hon. Vi vay, ta c6 cau trdc
Stacked Denoise Autoencoder (SDAE). Pao tao mang SDAE theo layer-wise vi moi
DAE véi mot tang an duoc dao tao doc lap. Sau khi dao tao mang SDAE, cac lop giai
ma duoc loai bo va cac 16p mé hda tao ra cac dac trung duoc gitr lai. Vi co kha nang
phuc héi dit liéu trudce khi bi lam nhidu nén DAE thuong duoc dung dé khdi phuc anh
va cac dir liéu bi hong.

Denoise Autoencoder c¢6 chira 03 16p: ting dau vao (input layer), ting an
(hidden layer) va tang dau ra (output layer), trong d6 tang dau vao va tang an la lop
ma hoa (encoder) con tang dau ra va tang an 1a 16p giai ma (decoder). Cau trdc nay
tuong tu nhu Autoencoder.

V6i dit liéu ban dau ta co thé tao ra mot dit lidu nhiu bang cach dat mot vai
thanh phan vé 0 hodc 1a thém nhiu Gaussian (nhiéu thong ké cé ham mat dé xdc sudt
- probability density function - PDF bdng ham mdt dg xdc sudt ciia phdan phoi chudn)
vao dé lam dit liéu dau vao cho DAE. Khi 1am nhiéu Gaussian ta s& 1éy dit liéu dau
vao cong v6i mot nhan td nhiu (noise factor) nhan voi mét gid tri ngiu nhién
(random) tir 0 dén 1. Gia tri ctia nhan t6 nhidu thudng rat nho. Sau khi co két qua, ta
s& dua céc gia tri vé khoang [0,1].

S6 luwong ndt trong input layer twong ¢ng bang véi sé chiéu cua dir liéu dau
vao. Encoder ciia DAE thu dugc bang ham bién doi phi tuyén:

z= 8(WZ+b) (13)
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Corrupting
Input vector

=

Q.00

Original Input Corrupt Input Hidden Layer Output Layer

Hinh 2.12 So dé cdu triic mang Denoise Autoencoder

Trong d6, z 12 dau ra ctia qué trinh encoder va c6 thé goi né 1a dic trung dai
dién cho dir liéu dau vao hoic goi la code. Zz€ R", nla s6 nit cua tﬁng an, W € R™ |3
trong s tir input layer t6i tng an, d 1a sb chiéu cua dir liéu, b 1a bias, (W % + b) 1a dau
vao ciia tAng an va & 1a ham kich hoat cta ting an. Chlng ta c6 thé chon Sigmod

( 1+e™
trong khodng tir -1 dén 1), ReLU (mdt ham tuyén tinh manh sé xuat dau vao (input)
triec tiép néu né la dwong, néu khéng, né sé xudt ra bang khéng. N6 da tré thanh chire

), tanh (1& ham thay doi ty 1é ciia ham sigmoid, sao cho dau ra ciia né nam

nang kich hogt mac dinh cho nhiéu logi mang no-ron Vi néu mét mé hinh sir dung no

sé dé dang dao tao hon va thuong dat dwoc hiéu sudt tot hon) 1a cac ham hay duoc

chon dé sir dung. Néu ta chon ReLU 1am ham kich hoat trong qua trinh hoc thi ta co:
S(W# + b) = max(0, W& + b) (14)

14

05

Hinh 2.13 D6 th; ham Sigmoid
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Néu nhu gid trj cia W+ b nho hon 0, dau ra cta tang an s& 1a 0. ReLU c6 thé
hoc cac dic trung tot. ReLU c6 thé dao tao mang véi dit liéu 16n nhanh hon va hiéu
qua hon cac ham kich hoat khac.

Qua trinh giai ma hozc tai cdu tric cua DAE sir dung mapping function (thugt toan
trong hoc may hinh thic hda biéu thizc anh xa dir liéu dau vao thanh di liéu dau ra):
x'=8(W'z+b") (15)

Trong d6, x’ € RY 14 dau ra ctia qué trinh giai mi ciia DAE, qua trinh nay tai cdu
trac dit liéu ban dau x trude khi bi lam nhidu. Output layer c6 s6 nit bang véi input layer.
Néu x thay dbi trong (0,1) thi ta chon softplus function (In(1+e*) — la ham ¢6 dao ham
diing bang ham sigmoid) lam ham decoding. Trong qué trinh dao tao DAE ta cd loss
function duoc tinh theo 16i binh phuong trung binh nhung chung ta s& khong tinh theo dir
liéu dau vao trong input layer ma tinh theo dit liéu truéc khi bi lam nhiéu.

Muc ti€u ctia qua trinh hoc 1a giam loss function tim weight phu hgp vi vay ta
can st dung thuat toan tdi wu Stochastic Gradient Descent.

2.2.2.5 Stacked Denoise Autoencoder
DAE c6 thé xép chong 1én nhau dé xay dung deep network (mang hoc sau) c6
nhiéu hon 01 tang an. SDAE bao gom hai phan: encoder va decoder. Trong phan
encoder dau ra cua 16p dau tién dong vai trod 1a dir liéu dau vao caa I6p ma hoa thir hai.
Gia sir ¢6 L 16p an trong encoder, ching ta c6 ham kich hoat cua I6p ma héa thi k:
204 = g(wlstizkg plest) p=01,., L -1 (16)

Véi k = 0 thi z® chinh I dit liéu dau vao X cua input layer. Output caa I6p ma
héa cudi cung z“ 1a cac dic trung tét duoc tao ra trong qua trinh huan luyén mang
SDAE. Trong phan decode, dau ra cua I6p thir nhat 1a dau vao Iép thtr hai, ching ta co
ham kich hoat cua I6p decode thir k:

x 0 = grwle+tdyk ¢ prletl) g —01,..,L -1 (17)

Pau vao cua x©@ caa decode 1a dau ra cua z-. Pau ra cia decode 1 qua trinh tai
cAu tric dit liéu ban dau x.
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Layer 3 Decoder

Layer 2 Encoder

Layer 1 Encoder

X = X + noise
Hinh 2.14 So dé cdu tric mang Stacked Denoise Autoencoder

Muc dich ctia qué trinh huan luyén mang AE va DAE 1a d tim duoc weight (trong
s0) dung, cac thuat toan can tim weight dé tao du ra gidng véi dau vao nhat co thé.

2.2.3 Ung dung Autoencoder trong tién xir Iy dir ligu

Hién nay, nhiéu nghién ciru di ap dung thanh cong cac thuat toan hoc may dé
hé théng IDS c6 kha ning ty hoc va cap nhat cac cudc tin cong mai. Nhung dé han
ché bao dong nham va ting kha nang du doan cac cudc tan cong thi ngoai kha ning tu
quyét dinh, IDS can phai ¢ tu duy phan tich. Vi vy ta can phai tng dung hoc may
vao IDS. Trong dé tai nay tdi s& str dung mang hoc sau la Autoencoder (AE) va mot
s6 thuat toan hoc may dé xac dinh tan céng xam nhap mang.

Viéc tng dung mang hoc sau c6 hai wu diém chinh:

- Thir nhat, két qua cua cac mang hoc sau khong chiu chi phdi caa viéc dinh
nghia cac dic trung cua dit liéu, didu d6 co nghia 1a cac dir liéu dau vao khdng can
phai trai qua cong doan tién xir ly va trich chon céc feature, ching ta c6 thé dua vao
gan nhu 13 di liéu thé.
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- Tht hai, ban than cua cac mang hoc sau van sir dung cac thuat toan thong ké
véi quy md siéu 16n, khi dua vao cang nhiéu dir liéu thi do chinh xéc cang cao.

Co 02 giai doan trong qua trinh phat hién xam nhap la: Learning Feature va
Classifier. Trong giai doan Learning Feature, cac dir li¢u cia mang sé dugc dua vao cac
mang AE va DAE ta s& duoc ma chira cac dic trung dai dién nhat caa di liéu. Céac dic
trung ndy c6 thé md ta duoc dir liéu dau vao. Qua trinh nay gidp cho viéc phan loai
nhanh hon va chinh xac hon nho vao kha nang hoc cua AE va DAE. Ngoai ra, ta cling
c6 thé sir dung mang SDAE (Stacked Denoise Autoencoder) dé khdi phuc dugc cac dit
liéu bi hong. Trong giai doan Classifier, ta s& 13y cac dit liéu da duoc trich xuat tir giai
doan Learning Feature va sur dung cac thuat toan phan loai nhu SVM, RF, DT, KNN,
NB d¢ xac dinh dir liéu dau vao 14 binh thuong hay bat thuong.

2.3. Xay duwng mo hinh phat hién xdm nhip dya trén hoc sau

M6 hinh phat hién tin cdng xam nhap dé xuat duoc trién khai trong 02 giai doan:
(1) giai doan huan luyén va (2) giai doan phat hién. Ta s& dung céc bo di liéu duoc dan
nhin nhu NSS-KDD. Sau d6, ta s& dua tat ca dit liéu s6 va chia dix liéu theo ty 1& 70%
dé huan luyeén (training) va 30% dé kiém thir (test) dé kiém tra mac d6 phat hién chinh
X4c ctia mo hinh sau khi duoc huan luyén.

2.3.1 Giai doan huén luyén

Giai doan ndy s& dugc tién hanh theo cac budc sau nhu biéu dién trén Hinh 2.15
dudi day.

Dt liéu
binh thuong
Dt liéu Tiéen Huan Bo phén
huan luyén Xt Iy " luyén > oai
Dt liu
tan cong

Hinh 2.15: M6 hinh phét hién tan céng xam nhdp: Giai doan huan luyén
- Thu thap dix liéu huan luyén 12 bo dit liéu NSS-KDD gdm dit liéu binh thuong
va dit lidu la tAn cdng xam nhap;
- Dit liéu huan luyén duoc tién xur Iy dé chon va trich xuat cac dic trung st

dung SAE, SDAE. Sau tién xt ly, dir liéu dugc chuyén doi thanh dang véc to.

- Dit liéu huan luyén duéi dang la cac véc to dugc dua vao budc huan luyén dé
xay dung bo phan loai (sir dung cac thudt toan phan logi), hoac mé hinh sir dung cho
giai doan phat hién.
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Cu thé, trong budc chon va trich xuat cac dic trung cua dit liéu dau vao (budc
tien xiz 1), ta can phai huan luyén mang dé mang c6 bo trong s6 phu hop dé cho dix
licu xuét ra trong Iop output giéng vai dir liéu dau vao trong lép input tac loss
function nhé. Nhu vay, budc nay c6 mot s budc con nhu sau:

- Bu6c 1. Chuan bj dir liéu: Dit liéu huan luyén s& duoc chia thanh cac phan
nhu X_train, Y train. Trong d6 X _train 1a dit liéu dwgc dung dé huan luyén, Y _train
la cac nhan caa X_train ¢6 02 loai bao gdom normal: 0 va attack: 1.

- Buéc 2. Xay dyng mang SAE va SDAE: Tu nhiing phuong phap huan luyén
mang AE va DAE, loai Autoencoder va noi dung ng dung Autoencoder trong tién xir Iy
dir liéu, ta c6 mé hinh mang Noron phat hién xd&m nhap mang dua trén SAE va SDAE
duoc xay dung véi cau tric: Input Layer, 02 tang an va tang dau ra (nhuw hinh duwdi). S6
nGt mdi layer phy thudc vao sé luong dic trung caa tirng loai dir liéu. Muc dich cua viéc
huan luyén 1a xac dinh bo trong sb va giam loss function. Vi vay, t6i da chon thuat toan
t6i wu Stochastic Gradient Descent. Trudc khi huan luyén, ta can xac dinh cac tham sé
can thiét trong qua trinh huan luyén: learning rate = 1e - 4, batch_size = 100, num_epoch
= 1000, step = 20 tic 1a mdi lan chay xong 20 epoch.

- Budc 3. Tién hanh huan luyén (trong giai doan tién xit 1y di lidu): Doi Voi
SDAE ta con phai lam nhiéu di lidu trude khi huan luyén. Mai lan huan luyén 20
epoch, mdi epoch huan luyén 100 mau dit liéu.

Sau khi huin luyén xong maot lan, ta xem xét loss function dat tiéu chuan
khong, sau d6 s& sir dung mang SAE va DAE dé chuyén déi X_train thanh Z_train,
chta cac dic trung cua dit liéu. Tiép theo, Z_train, Y_train s& duoc classifier dé hoc
cach phan loai bang cé4c thuat toan phan loai.

- Bué6c 4. Tién hanh phan loai: Sau khi sir dung SAE va SDAE dé c6 dugc cac
dic trung, ta s& sir dung Z_train, Y_train cho cac thuat toan phan loai dé hoc.

Cac hé sd (trong sé) trong md hinh phat hién lién tuc dugc cap nhat dén khi gia
tri sai s6 (duwoc tinh theo chi s6 AUC) trong phét hién dat dén mot gia tri du bé chap
nhan duogc. Sau dé, ta co thé &p dung md hinh phat hién dé kiém thtr trén tap di lieu X
test (30% cua bg dir liéu ban dau)

2.3.2 Giai doan phdt hién

Sau khi hoan thanh giai doan huan luyén, ta s& st dung md hinh phéat hién thu
dugc dé thuc hién ddi voi X test. Giai doan nay duoc tién hanh theo cac budc sau nhu
biéu din trén Hinh 2.16 dudi day
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Dir liéu giam sat

A 4

Tién xu ly dit lidu

|

Phan loai

\ 4

Binh thuong Tan cong
Hinh 2.16: M@ hinh phét hién tan céng xam nhdp: Giai dogn phét hién

+ X test (30% cua bg dir liéu dau vao ban dau) duoc trich chon dic trung (tién
xir Iy) theo md hinh nhan duoc tir giai doan huan luyén. Két qua cua tién xir ly la véc
to duoc sir dung cho budc tiép theo;

+ Véc to duoc phan loai sir dung Bo phan loai (bao gom cac thudt toan phan
logi SVM - Support Vector Machine, DT - Decision Tree, RF - Random Forest, NB -
Naive Baves, K Neighbors) da xay dung trong giai doan huan luyén. Két qua cia budc
nay la trang thai dir liéu dau vao: Binh thudng hoic Tan cong.

Cu thé, cac thuat toan trong Bo phan loai s& tao ra mot Y _predict 13 két qua
phan loai ctia Z_test. Sau do, ta s& so sanh vai Y_test voi Y_predict. Két qua phan loai
s& duoc tinh theo chi s6 AUC dé danh gia mirc do chinh xé&c caa mo hinh phat hién.
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2.4 Két luan chwong

Chuong 2 da tim hiéu khai quat vé hoc may may va hoc sau, ddng thoi nghién
ctu xay dung mo hinh tng dung Autoencoder trong phat hién xdm nhap mang vaéi 02
giai doan: Giai doan huan luyén va giai doan phat hién. Giai doan phat hién str dung
mot sb thuat toan phan loai c6 giam sét.

Trong Chuong 3 CAI PAT VA THU NGHIEM, noi dung chi yéu la gioi
thiéu tap dir liéu dugc str dung dé huan luyén cho hoc may, phuong phap trich chon
dic trung sir dung AE, c&c budc lam trong pha huan luyén va phét hién xam nhap, cac
két qua dugc dung dé danh gia muac do hiéu qua khi st dung AE.



46

CHUONG 3
CAI PAT VA THU NGHIEM

3.1. Phuwong phap cai dat thir nghiém

Dé tién hanh quéa trinh thuc hanh va xay dung hé théng va huan luyén toi su
dung may HP core i7, Ram 16G, 6 citng HDD 1TB. Ngoai ra tdi sir dung ngdn ngit
lap trinh Python 1am ngén ngir dé xay dung hé thdng. Trong ngdn ngit python, c6 hd
tro cac thu vién danh cho deep learning nhu: Tensorflow, sklearn,..., cac thu vién
thao tac dit liéu nhu pandas, numpy;, .. va toi str dung PyQt dé xay dung ung dung.

Tensorflow 1a mét thu vién ma ngudn maé cung cap kha nang xu Iy tinh toan s6
hoc dua trén biéu d6 mo ta sy thay do6i cua dir liéu. Trong do6, cac node la cac phép
tinh toan hoc con cac canh biéu thi ludng di liéu [9]. Tensor Ia cau truc dit liéu trong
tensorflow dai dién cho tat ca cac loai dir liéu. NGi cach khéc, tit ca cac kiéu dit liéu
khi dua vao trong Tensorflow thi déu duoc goi 12 Tensor. Do vay, ta c6 thé hiéu duoc
Tensorflow 1a mot thu vién mé ta, diéu chinh dong chay cua cac Tensor. Tensor c6 03
thudc tinh co ban: 1a rank, shape va type. Rank la sé bac cua tensor. Viéc phan rank
nay khé quan trong vi n6 ddng thoi ciing giup phan loai dir liéu cia Tensor. Shape la
chiéu ciia Tensor. Kiéu dit liéu ciia cac phan tir (elements) trong Tensor. Vi 01 Tensor
chi c6 duy nhat 01 thugc tinh Type nén tir d6 suy ra chi c6 duy nhat mot kiéu Type
duy nhét cho toan bé phan ti ¢é trong Tensor hién tai.

Ngoai thu vién Tensorflow, ta con s dung thu vién Sklearn la thu vién ma
ngudn ma hd tro hau hét cac thuat toan cia hoc may mot cach don gian ma ching ta
khong can phai cai dat, lap trinh lai.

PyQt 1a thu vién Iap trinh giao dién cua python duoc t6i lua chon dé xay dung
rng dung thé hién qua trinh huan luyén mang.

Céc budc tién hanh thi nghiém bao géom:

- Budc 1: Lua chon bd dit liéu va chuan héa dix liéu;

- Budc 2: Xay dung mang SAE va SDAE bing thu vién tensorflow;

- Buéc 3: Huan luyén mang SAE va SDAE va cac thuat toan phan loai véi di
liéu train;

- Budc 4: Cho dit liéu test chay qua mang SAE va SDAE thu dugc mé chira dac
trung. Tiép tuc st dung ma dé thuc hién qua trinh phan 16p cua dit liéu;

- Budc 5: Danh gia két qua va két luan;

3.2. Gi6i thidu tap dit lidu
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3.2.1 Phishing Website Data

Phishing Website Data la bo dir liéu chira cac dac trung quan trong trong viéc
phat hién céc trang bi tin cong phishing (tdn cdng gid mao/ lira ddo). Bo di licu co
téng cong 30 dic trung va 2.456 mau dit lieu, mdi mau dir liéu duoc gan nhan dan 1a
tan cong hoic binh thuong. Cac dic trung bao gom 03 trang thai: Nghi ngo, phishing
va hop phap. Bo dit liéu nay duogc chia chia thanh 02 phan, mét phan dé huin luyén
chiém 70% va mot phan dé testing chiém 30%.

Bang 3.3 Cdc thudc tinh cua tdp dir liéu Phishing Website Data

1 having_IP_Address 16 SFH

2 URL_Length 17 Submitting_to_email

3 Shortening_Service 18 Abnormal_URL

4 having_At_Symbol 19 Redirect

5 double_slash_redirecting 20 on_mouseover

6 Prefix_Suffix 21 RightClick

7 having_Sub_Domain 22 popUpWidnow

8 SSLfinal_State 23 Iframe

9 Domain_registeration_length | 24 age_of _domain

10 Favicon 25 DNSRecord

11 port 26 web_traffic

12 HTTPS_token 27 Page Rank

13 Request URL 28 Google_Index

14 URL_of Anchor 29 Links_pointing_to_page

15 Links_in_tags 30 Statistical_report
3.2.2 NSL-KDD

Tap dit lisu NSL-KDD dung dé huan luyén bao gom 125.973 ban ghi va tap di
licu kiém tra gom 22.544 ban ghi. Mdi ban ghi c6 41 thudc tinh va duoc dan nhan la
binh thudng hodc cudc tin cdng mét cach chinh xac véi mot kiéu tan cong cu thé. Tap
dix liéu huan luyén chira 22 kiéu tan cong va thém 17 kiéu trong dix liéu kiém tra dugc
phan thanh 04 nhém:

- Denial of Service (DoS) gém cac kiéu tin cong nhu: neptune, smurf, pod,
teardrop, ... Trong truong hop nay, ké tan cong 1am cho céc tai nguyén tinh toan hoic bo
nhé qué tai dé xir ly cac yéu cau hop 1¢ hoac tir chdi ngudi ding hop 18 truy cap dich vu;

- Remote to Local (R2L) gdm céc kiéu tin cong nhu: doan mat khau (guess-
passwd), ftp-write, imap, phf, ... Trong trudng hop nay, ké tan cong tuy khong co tai
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khoan nhung c6 kha ning giri cac goi tin dén mot may qua mang, sé khai thac mot sé
15 hdng dé dat duoc quyén truy cap cuc bo nhu 13 ngudi sir dung cua may do;

- User to Root (U2R), gdm cac kiéu tin cong nhu: buffer-overflow, load-module,
perl, rootkit, ... Trong truong hop nay, ké tan cong bat dau vai mot quyén truy cap binh
thudng va sau d6 khai thac mot s6 16 hong dé dat dugc quyén truy cap co day da quyén
(root) trén hé thong.

- Probe, gém cac kiéu tin cong nhu: port-sweep, ip-sweep, nmap, ... Trong
truong hop nay, ké tan cdng nd luc thu thap thdng tin vé mang may tinh nham pha v
kha ning kiém soat an ninh, an toan thong tin caa no.

Bang 3.2 Céc kiéu tan cong trong tdp di# liéu NSL-KDD

Phan lép Tén tan cong S6 ban ghi | Ty 18 %

Normal 67.343 53,45

Probe ipsweep, mscan, nmap, portsweep, saint, | 11.656 9, 26
satan

DoS apache2, back, land, mailbomb, neptune, | 45.927 36, 46
pod, processtable, smurf, teardrop, udpstorm

U2R Buffer_overflow, httptunnel, loadmodule, | 52 0, 04
perl, ps, rootkit, sglattack, xterm

R2L ftp_write, guess_passwd, imap, multihop, | 995 0,79
named, phf, sendmail, snmpgetattack,
snmpguess, spy, warezclient, warezmaster,
worm, xlock, xsnoop

Tong cong 125.973 100

Bdng 3.3 Cac thugc tinh cua tap dir lieu NSL-KDD

1 duration 22 Is_guest_login

2 protocol type 23 Count

3 service 24 Srv_count

4 flag 25 Serror_rate

5 Src_bytes 26 Srv_serror_rate
6 Dst_bytes 27 Rerror_rate

7 land 28 Srv_rerror_rate
8 Wrong_fragment 29 Same_srv_rate

9 urgent 30 Diff_srv_rate
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10 hot 31 Srv_diff_host_rate

11 Num_failed_logins 32 Dst_host_count

12 Logged_in 33 Dst_host_srv_count

13 Num_compromised 34 Dst_host_same_srv_rate

14 Root_shell 35 Dst_host_diff _srv_rate

15 Su_attempted 36 Dst_host_same_src_port_rate
16 Num_root 37 Dst_host_srv_diff_host_rate
17 Num_file_creations 38 Dst_host_serror_rate

18 Num_shells 39 Dst_host_srv_serror_rate

19 Num_access_files 40 Dst_host_rerror_rate

20 Num_outbound_cmds 41 Dst_host_srv_rerror_rate

21 Is_hot_login

3.3. Trich chgn dic trung sir dung AE

Ta xay dung mo6 hinh mang Noron phat hién xdm nhdp mang dua trén SAE va
SDEA ciu triic: Tang dau vao, 02 ting an Va ting dau ra. S6 nit mdi layer phu thudc vao
s6 luong dic trung cua timg loai dit liéu. Ta xac dinh cac tham s can thiét trong qua
trinh hudn luyén: learning rate = 1e - 4, batch_size = 100, num_epoch = 1000, step = 20
tirc 13 mdi lan chay xong 20 epoch.

3.3.1 Phuwong phap xay dung mang Noron SAE

def build(self, input_dim):

self.x = tf.placeholder(name="x", dtype=tf.float32, shape=[None, input_dim])

# Encode

#Xx->2z mean, z_sigma ->z

fl = fc(self.x, self.hidden_layers[0], scope="ae_enc_fcl',
activation_fn=tf.nn.relu)

f3 = fc(f1, self.hidden_layers[1], scope='ae_enc_fc3', activation_fn=tf.nn.relu)

self.z = fc(f3, self.hidden_layers[2], scope="ae_enc_fc5_mu',
activation_fn=None)

# Decode

#2z)y->x_hat

g2 = fc(self.z, self.hidden_layers[1], scope="ae_dec_fc2',

activation_fn=tf.nn.relu)
g3 = fc(g2, self.hidden_layers[0], scope="ae_dec fc3', activation_fn=tf.nn.relu)
self.x_hat = fc(g3, input_dim, scope="ae_dec_fc5', activation_fn=tf.sigmoid)
# Loss
recon_loss = tf.reduce_mean(tf.square(self.x - self.x_hat), 1) # (((self.x -
y)**2).mean(1)).mean()
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self.recon_loss = tf.reduce_mean(recon_loss)

self.train_op = tf.train.AdamOptimizer(
learning_rate=self.learning_rate).minimize(self.recon_loss)

return

3.3.2 Phwong phdp xdy dung mang Noron SDAE
def build(self, input_dim):
self.x = tf.placeholder(name="x', dtype=tf.float32, shape=[None,
input_dim])
Xnoise = self.x + self.noise_factor * tf.random_normal(tf.shape(self.x))
Xnoise = tf.clip_by value(Xnoise, 0., 1.)

# Encode

fl = fc(Xnoise,  self.hidden_layers[0],  scope='dae_enc fcl',
activation_fn=tf.nn.relu)

f2 = fc(f1, self.hidden_layers[1], scope='dae_enc_fc2',
activation_fn=tf.nn.relu)

selfz = fc(f2, self.hidden_ layers[2], scope='dae _enc fc3 mu’,
activation_fn=None)

# Decode

gl = fc(self.z, self.nidden_layers[1], scope='dae_dec fc2',
activation_fn=tf.nn.relu)

g2 = fc(gl, self.hidden_layers[0], scope="dae_dec_fcl',
activation_fn=tf.nn.relu)

self.x_hat = fc(g2, input_dim, scope='dae_dec_xhat',

activation_fn=tf.nn.sigmoid)
recon_loss = tf.reduce_mean(tf.square(self.x - self.x_hat), 1)
self.recon_loss = tf.reduce_mean(recon_loss)
self.train_op = tf.train.AdamOptimizer(
learning_rate=self.learning_rate).minimize(self.recon_loss)
return

3.4. Huin luyén va phat hién
Trong pha huan luyén va phat hién, ta sir dung ham cé sin cta thu vién tensorflow
dé chuyén doi X_train, X_test thanh Z_train, Z_test chira cac dic trung cta dit liéu:
- Khai b4o ham chuyén dbi:
def transformer(self, x):
z = self.sess.run(self.z, feed_dict={self.x: x}) #Function of Tensorflow
return z
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- Chuyén dbi dit liéu

z_train = modell.transformer(X_train)# Chuyen doi du lieu X_train thanh z_train

Z_test = modell.transformer(X_test) }# Chuyen doi du lieu X_test thanh z_test

Sau d6, Z train, Y_train, Z_test, Y_test s& duoc classifier dé hoc cach phan
loai bang cac thuat toan phan loai:

- SVM (Support Vector Machine)

auc_svm, t1 = classifier.svm(z_train, Y_train, z_test, Y_test)

- Decision Tree (DT)
auc_dt, t2 = classifier.decisiontree(z_train, Y_train, z_test, Y_test)

- RF (Random Forest)

auc_rf, t3 = classifier.rf(z_train, Y_train, z_test, Y_test)

- Naive Baves (NB)

auc_nb, t4 = classifier.naive_baves(z_train, Y_train, z_test, Y_test)
- K Neighbors

auc_kn, t5 = classifier.KNeighbors(z_train, Y _train, z_test, Y_test)

3.4.1 Phwong phap sir dung mang Noron SAE
def  AE_trainer(learning_rate=1e-3, batch_size=100, num_epoch=10,
hidden_layers=[7, 4, 2], input_dim=0, step=20, X_train=[], X _test=[], Y_train=[],
Y_test=[], dt=[]):
modell =  AE(learning_rate=learning_rate, batch_size=batch_size,
hidden_layers=hidden_layers, input_dim=input_dim)
for epoch in range(num_epoch):
num_sample = len(X_train)
for iter in range(num_sample // batch_size):
X_mb, = dt.train.next_batch(batch_size)
# Execute the forward and the backward pass and report computed losses
recon_loss = modell.run_single_step(X_mb)
if epoch % step == 0:
print('[Epoch {}] Recon loss: {}'.format(
epoch, recon_loss))
chartcolumn.take_display_traning(‘"Epoch ' + str(epoch) + * Recon loss:
' + str(recon_loss))
# Training Process
z_train = modell.transformer(X_train)
s = time.time()
z_test = modell.transformer(X_test)
e = time.time()
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t tr = (e-s)/float(len(X_test))

# Clasifier process using
auc_svm, t1 = classifier.svm(z_train, Y_train, z_test, Y_test)
auc_dt, t2 = classifier.decisiontree(z_train, Y_train, z_test, Y_test)
auc_rf, t3 = classifier.rf(z_train, Y_train, z_test, Y_test)
auc_nb, t4 = classifier.naive_baves(z_train, Y_train, z_test, Y_test)
auc_kn, t5 = classifier.KNeighbors(z_train, Y_train, z_test, Y_test)
AE_recon_loss_.append(recon_loss)
AE_auc_svm_.append(auc_svm)
AE_auc_dt_.append(auc_dt)
AE_auc_rf _.append(auc_rf)
AE_auc_nb_.append(auc_nb)
AE_auc_kn_.append(auc_kn)
AE_t1 .append((tl + t_tr))
AE_t2 .append((t2 +t_tr))
AE_t3 .append((t3 +t_tr))
AE_t4 .append((t4 + t_tr))
AE_t5 .append((t5 + t_tr))

print(‘Done AE!")
return modell

3.4.2 Phwong phap sir dung mang Noron SDAE
def DAE trainer(learning_rate=1e-3, batch size=100, num_epoch=10,
hidden_layers=[7, 4, 2], input_dim=0, step=20, X_train=[], X _test=[], Y_train=[],
Y_test=[], dt=[], noise_factor=0.25):
modell =  DAE(learning_rate=learning_rate,  batch_size=batch_size,
hidden_layers=hidden_layers, input_dim=input_dim,
noise_factor=noise_factor)
for epoch in range(num_epoch):
num_sample = len(X_train)
for iter in range(num_sample // batch_size):
X_mb, _ = dt.train.next_batch(batch_size)
# Execute the forward and the backward pass and report computed losses
recon_loss = modell.run_single_step(X_mb)
if epoch % step == 0:
chartcolumn.take_display_traning(‘"Epoch ' + str(epoch) + * Recon loss:
' + str(recon_loss))
# Training Process
z_train = modell.transformer(X_train)
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s = time.time()
z_test = modell.transformer(X_test)
e = time.time()
t tr=(e-s)/float(len(X_test))
# Clasifier Process
auc_svm, t1 = classifier.svm(z_train, Y_train, z_test, Y_test)
auc_dt, t2 = classifier.decisiontree(z_train, Y_train, z_test, Y_test)
auc_rf, t3 = classifier.rf(z_train, Y_train, z_test, Y_test)
auc_nb, t4 = classifier.naive_baves(z_train, Y_train, z_test, Y_test)
auc_kn, t5 = classifier.KNeighbors(z_train, Y_train, z_test, Y_test)
DAE _recon_loss_.append(recon_loss)
DAE_auc_svm_.append(auc_svm)
DAE_auc_dt_.append(auc_dt)
DAE_auc_rf_.append(auc_rf)
DAE_auc_nb_.append(auc_nb)
DAE_auc_kn_.append(auc_kn)
DAE_t1_.append((tl + t_tr))
DAE _t2 .append((t2 + t_tr))
DAE t3 .append((t3 + t_tr))
DAE t4 .append((t4 + t_tr))
DAE_t5_.append((t5 + t_tr))

print('Done DAE!")

return modell

3.5. Két qua va nhan xét
3.5.1 Két qud ciia by dii liéu Phishing Website Data

Sau qua trinh xay dung va huan luyén mang SAE va SDAE véi bo dir liéu
Phishing Website Data, t6i da xem xét két qua loss function, AUC cta qua trinh
classifier va nhan thay rang: Khi st dung bo dit liéu Phishing Website Dataset c6 30
feature thi cAu trdc mang t6i wu nhat 1a mang c6 02 tang an va sb luong nat mdi layer 1a
[25, 15]. Tbi da ther huan luyén véi sb lwong tang 4n 1a 03 va 04 hidden va 01 thi két
qua AUC khdng tét bang khi sir dung 02 tang an.

Pé so sanh viéc st dung cac mang SAE va SDAE va khong sir dung mang
trong qué trinh phan loai (classifier), tdi tién hanh d6 chinh xac AUC cua ching. Sau
khi so sanh, t6i nhan thiy rang viéc sir dung mang SAE va SDAE dé hoc cac dic
trung cua dir liéu cho két qua AUC tét hon viéc khdng str dung mang SAE va SDAE.
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Tuy nhién, viéc s dung mang hoc sau ¢ két qua khac nhau d6i véi cac thuat toan
phan loai khac nhau.

Qua bang dit liéu AUC cua b dit liéu Phishing Website Data bén dudi ta c6 thé
nhan thay rang, viéc phan loai cua dit liéu khdng c6 cac dic trung nhan duoc tir SAE
va SDAE c¢6 chi s6 AUC khdng cao bang so véi cac dit liéu dugc hoc cac dic trung
boi SAE va SDAE. bac biét, ddi véi thuat toan Naive Bayes chi s6 AUC tang khoang
20 % ddi véi mang SAE con cac thuat toan khac chi tang tir 02 dén 03%.

Pbi v6i mang SDAE, thuat toan Naive Bayes ting khoang 23% va cac thuat
toan khac cling chi ting tir 02 dén 03 %. Nhung ta c6 thé nhan thay rang chi s6 AUC
cua mang SDAE cao hon mang SAE trong b dir liéu nay.

Bang 3.4 Bang so sanh AUC giira sir dung SAE, SDAE va khong si dung doi véi bg
de lieu Phishing Data Website

Thuattoan  SVM Random Naive K-Neighbors Decision
Deep learning Forest Bayes Tree
Khéng dung 0.909 0.947 0.706 0.944 0.937
SAE 0.930 0.970 0.921 0.970 0.955
SDAE 0.931 0.972 0.930 0.974 0.954

1.0
mmm AUC AE
mm AUC Normal
0.8
0.6
0.4
0.2
0.0
SVM RF NB KN DT

Hinh 3.5 Biéu d6 so sanh AUC giira sir dung SAE va khong si dung SAE di véi dir
ligu Phishing Data Website
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Hinh 3.6 Biéu do so sanh AUC giira siz dung SDAE va khong si dung SDAE doi Véi
bo dir ligu Phishing Data Website
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Sau khi huan luyén mang SAE va SDAE vai dit liéu huan luyén c6 epoch =20
(thuec hién viéc hoc toan bé dir liéu 20 lan), ta tién hanh thuc hién hoc cac dic trung
cua dir liéu test va phan loai ching. Tiép theo, tién hanh tinh AUC dua trén két qua
phan loai. Ta thuc hién téng cong 1000 epoch va dugc két qua nhu nhitng hinh dudi.

Ta nhan thdy quéa trinh phan loai cho két qua twong ddi tét ngay tir nhitng dot
huan luyén dau tién. Véi thuat toan NB va SVM chi s6 AUC cua ca 02 mang déu
khong bién dong nhiéu trong sudt qua trinh nhung nguoc lai cac thuat toan DT, KN va
RF chi s6 AUC bién ddi lién tuc khong on dinh. Dac biét 1a thuat toan DT d6 bién
thién rat nhiéu.

0.925
0.900
0.875

0.850

AUC

0.825

0.800

0.775

0.750

0 200 400 600 800 1000
Epoch

Hinh 3.7 Biéu d@6 AUC khi hudn luyén SAE si dung thudt toan NB
doi véi b dir lieu Phishing Data Website



AUC

AUC

56

0.97

0.96

0.95

0.94

0.93

0.92

0 200 400 GO0 800 1000
Epoch

Hinh 3.8 Biéu do AUC khi hudn luyén SAE si dung thudt toan KN
doi véi bé dir liéu Phishing Data Website
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Hinh 3.9 Biéu @6 AUC khi hudn luyén SAE si dung thudt toan RF
doi véi bé dir liéu Phishing Data Website
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Hinh 3.10 Biéu d6 AUC khi hudn luyén SAE si dung thudt toan SVM
doi véi bé dir liéu Phishing Data Website
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Hinh 3.11 Biéu d6 AUC khi hudn luyén SAE si dung thudt toan DT
doi véi bé dir liéu Phishing Data Website
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Hinh 3.12 Biéu dé AUC khi hudn luyén SDAE si dung thudt toan NB
doi véi bé dir liéu Phishing Data Website

0.97

0.96

0.95

094

0.93

0 200 400 &00 ao0 o000
Epoch

Hinh 3.13 Biéu d6 AUC khi hudn luyén SDAE si dung thudt toan RF
doi véi bé dir liéu Phishing Data Website
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Hinh 3.14 Biéu dé AUC khi hudn luyén SDAE si dung thudt toan SVM
doi véi bé dir liéu Phishing Data Website
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Hinh 3.15 Biéu dé AUC khi hudn luyén SDAE su dung thudt toan DT
doi véi bé dir liéu Phishing Data Website
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Hinh 3.16 Biéu do AUC khi hudn luyén SDAE su dung thudt toan KN
doi véi bo dir liéu Phishing Data Website

Qua db thi ciia ham loss function cta ca 02 mang, ta nhan thay rang kha ning hoi tu
cua ca 02 mang déu rat nhanh, ngay tir epoch dau tién va sau khi cé két qua tét do bién
thién ciia ham loss rat it. Diéu ndy xay ra do ta di ap dung thuat toan t6i wu SGD gitp ham
loss hoi tu nhanh chéng vé diém cuc tiéu. Diéu nay c6 nghia 02 mang SAE va DAE di hoc
cac dic trung rat tot ngay tir nhitg dot huan luyén dau tién. Chinh vi vay, chi s6 AUC ting
nhanh va ta thay rang loss function cia 02 mang gan giéng nhau.
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Hinh 3.17 Biéu do loss function khi hudn luyén SAE
d6i véi b dir liéu Phishing Website Data
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Hinh 3.18 Biéu do loss function khi hudn luyén SDAE
doi véi bé dir liéu Phishing Website Data

3.5.2 Két qud ciia by dir ligu NSL-KDD

Bo dit liéu NSL-KDD bao gém 41 feature nén trong qué trinh huan luyén, toi
da xay dung mang SAE va SDAE véi cau tric 02 tang an (30 va 15 nat). Bo dir liéu
duoc dan 02 loai dan nhan la tin cong va khong tan cong. Thuat toan NB khi sir dung
mang SAE va SDAE véi bo dir liéu NSL-KDD tang rat nhiéu khoang 30% ddi voi ca
02 mang. CAc thuat toan khac ciing ting tir 02 dén 07% ngoai trir thuat toan SVM hau
nhu khong tang.

Bang 3.19 Bang so sanh AUC giita sw dung SAE, SDAE va khong sur dung
doi véi b dir liéu NSL-KDD

Thuat toan SVM Random  Naive K- Decision
Deep learning Forest Bayes Neighbors Tree
Khéng dung 0.789 0.813 0.587 0.777 0.822
SAE 0.854 0.838 0.810 0.844 0.865

SDAE 0.855 0.846 0.815 0.836 0.870
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Hinh 3.20 Biéu do so sanh AUC giiza sir dung SAE va khdng sir dung SAE
doi véi b dir lieu NSL-KDD
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Hinh 3.21 Biéu d6 so sanh AUC gidza sir dung SDAE va khong si dung SDAE
doi véi bg dik ligu NSL-KDD

Ta ciing nhan thay gi4 tri ham loss function cua ca 02 mang khi huan luyén bang
bo dit lisu NSL-KDD ciing hoi ty vé diém cyc tiéu rat nhanh nho thuat toan SGD va d6
bién thién cia mang khong nhiéu. Loss function ciia mang SAE tét hon SDAE.
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Hinh 3.22 Biéu do loss function khi hudn luyén SAE déi véi bé dir liéu NSL-KDD
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Hinh 3.23 Biéu dé loss function khi hudn luyén SDAE d6i v6i bo dir liéu NSL-KDD



64

3.6 Két luan chwong

Trong chuong 3 cua luan vin d3 mé ta chi tiét dix liéu duoc sir dung cho mo
hinh phat hién tan céng xam nhap mang sir dung hoc may, mé ta chi tiét phwong phap
huan luyén va phat hién xam nhap va thong ké cac két qua dat dugc bang nhiéu kich
ban thir nghiém khéc nhau tir d6 rat ra dwgc nhan xét vu diém va nhitng han ché cua
phuong phap hoc may str dung AE.
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KET LUAN

Két qua dat dwoc:

Tir ndi dung cua 3 chuong, ludn van da dat duoc nhitng két qua sau:

Trinh bay khai quat ly thuyét vé xam nhap mang, phat hién xam nhap mang va
mot s6 phuong phap phat hién xam nhap mang.

e Trinh bay khai quat vé hoc may va hoc sau.

«Nghién ctru vé Autoencoder va sir dung dé trich chon dic trung dir liéu giam
sat xam nhap mang, ang dung trong tién xi ly dir liéu.

eDua ra md hinh phat hién tin cdng xam nhap mang va nguyén |y hoat dong
caa moé hinh. Trinh bay qua trinh xt ly dir liéu st dung phuong phap trich chon dac
trung AutoEncoder va dua dir liéu vao huan luyén, phat hién tin cong st dung mot s6
thuat toan hoc may c6 giam sat (SVM - Support Vector Machine, DT - Decision Tree,
RF - Random Forest, NB - Naive Baves, K Neighbors).

e Thir nghiém mo hinh phat hién tan cdng xam nhap mang da duoc xay dung.
Két qua: Tinh hiéu qua cua céc thuat toan NB tét hon rat nhiéu so véi viéc khong sir
dung Autoencoder. Tuy nhién, véi cac thuat toan SVM, DT, RF, KNN, tinh hiéu qua
cua viéc sir dung mang Autoencoder khdng khéc nhiéu so véi khong st dung.

Hwéng phat trién trong twong lai

« Do han ché vé thoi gian va kha nang, luan van méi chi xay dyng 01 mang
Noron cho ca 05 thuat todn hoc may c6 gidm sat nén tinh hiéu qua cta cac thuat toan
ngoai trir thuat toan NB ting rat it so véi viéc khdng s dung Autoencoder. Trong thoi
gian t6i, t6i s& tiép tuc nghién ciu, tim hiéu thém dé cai tién, t6i wu mang véi muc tiéu
taing mirc d6 hiéu qua hon nita d6i véi ting thuat toan.

« Cap nhat thém dir liéu dé phét hién duoc cac loai tin cong xam nhap méi hién nay.
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