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MO DAU

Trong bdi canh cach mang cong nghiép 4.0 dang dién ra manh mé& cung véi
su phét trién cua cac phuong tién truyén tai thong tin lién lac va nhu cau cap nhat,
trao d6i thong tin & moi lac moi noi dang trd nén thiét yéu trong moi linh vuc cia
doi séng x4 hoi da gbp phan thuc ddy su phat trién cac hé thong mang vién thong di
dong, va mang khong day. Trong sé nay phai ké dén mang khong diy WLAN véi
hang loat chuin mang méi dugc phét trién, tiéu biéu 13 IEEE 802.11. WLAN véi
nhiéu loi thé nhu dé két ndi, tinh co dong cao, chi phi dé sir dung cong nghé mang
khong qua dat d6. Va khi cong nghé mang khong day duoc cai thién, thi chi phi
phan cimg ciing thap hon giup cho sé lugng nguoi cai dit mang khong day s& ting
cao hon, kha nang ing dung rong rai hon, nén viéc nghién ctru mang WLAN thuc
su 13 can thiét. Tuy nhién, viéc nghién ctru va trién khai tmg dung cong nghé
WLAN, can phai quan tdm t4i tinh bao mat an toan thong tin. Do méi trudng truyén
dan 1a truyén dan vo tuyén nén WLAN rat dé bi ro ri thong tin va dic biét 1a cac
nguy co bi xdm nhap trai phép. Do d6, cing véi su phat trién cia WLAN can phai
quan tam phat trién cac kha nang bao mat WLAN, cung cap thong tin hiéu qua, tin
ciy cho nguoi stir dung. Pong thoi trén co so nghién ctru xem xét thuc trang van dé
bdo v¢ ngan chan xam nhép trai phép cua mang WLAN, dua ra gidi phap bdo mat

mang WLAN mot cach hiéu qua va phu hop nhat nham ting hiéu ning mang.

Do d6, cung véi sy phat trién cia WLAN chung ta phai quan tAm phat trién
cac kha ning bao mat WLAN an toan, cung cép thong tin hiéu qua, tin ciy cho
nguoi st dung. Pong thoi trén co s& nghién ciru xem xét thyc trang van dé bao vé
ngan chin xam nhap trai phép cia mang WLAN, dé xuat ing dung giai phap bao
mat mang WLAN mot cach hiéu qua va phu hop nhat nham ting hiéu nang. Chinh
vi nhiing 1y do trén, hoc vién quyét dinh chon dé tai: “Phdn tich va thiét ké ting
hiéu nang hé théng mang Wifi tai Trwong Cao ding Ly Thdi T6” 1am luin vin
thac s§. Trong sudt qua trinh nghién ctru va trién khai dé tai, hoc vién nhan thay van

dé hiéu ning ctia mot hé théng mang 13 vo cing quan trong vi né cho chung ta biét



dugc kha ning dap tmg ciing nhu hiéu qua cu thé khi nguoi st dung tham gia vao
hé théng mang. Dua trén thuc té hé théng mang cua Cao d'fmg Ly Thai T trong noi
dung chuong 3 cua luan van hoc vién da di sau va phan tich ky luong céac ky thuat
dé nham ting hiéu nang cho mang WLAN cua truong mot cach hiéu qua nhat.

Noi dung chinh ciia luin vin gom:

Chuong L. Téng quan chung vé& mang khéng diy - WLAN

Chuong II. Cac van dé bao mat trong mang, yéu td anh huong dén hiéu ning

trong mang WLAN

Chuong I11. Phan tich, mé phong ting hiéu ning mang cho hé théng mang

WLAN Truong Cao dang Ly Thai T6



CHUONG 1: TONG QUAN CHUNG VE MANG KHONG
DAY WLAN

1.1 Khai niém va lich sir hinh thanh mang WLAN

WLAN 13 tir viét tit ciia (Wireless Local Area Network) co nghia 1a Mang
cuc bo khong day, no 1a phuong thirc két ndi khong diy cho hai hodc nhiéu thiét bi

st dung séng radio tan sb cao va thudng bao gdm mét diém truy cip dén Internet.

Nhin chung, mang cuc bo khong day (WLAN) cung cép lién lac mang khong
day trong khoang cach ngan bing cach sir dung tin hiéu radio hoic hong ngoai thay
vi cap mang truyén thong. Mang WLAN 13 mot loai mang cuc bo (LAN). Mang
WLAN cho phép ngudi dung di chuyén xung quanh khu vic phu séng, thudng 1a

nha hodc vin phong nho, trong khi van duy tri két ndi mang.

Mang khong day ngay nay bt ngudn tir cic giai doan phat trién cua thong tin
v6 tuyén va nhiing tng dung dién bao va radio. WLAN 1a cong nghé mang do phia
quan d6i trién khai dau tién vao nhitng nam 1990. Béi vi ho can mot phuong tién

don gidn va dé dang, c6 thé bao mat duoc sy trao ddi thong tin trong chién tranh.

Thoi diém cac nha san xuat gi6i thidu san pham hoat dong duéi biang tan
900MHz va téc do truyén dit liéu khi d6 13 1Mbps, thap hon rat nhiéu so véi toc do
10Mbps ctia hau hét cac mang sir dung cap duong thoi. Nhung su phat trién noi bat
cua cong nghé WLAN dat dugc vao ky nguyén ctua cong nghé dién tr va chiu anh
huong 16n ctia nén kinh té hién dai, ciing nhu cac kham pha khoa hoc trong linh vuc

vat 1y hoc.

Nam 1992, cic nha san xuat bat ddu dua ra nhiing san pham sir dung bang
tan 2,4 Ghz, c6 toc do truyén dir liéu cao hon. Tuy nhién chung 1a nhiing giai phap
cla riéng ting nha san xuit va chua duoc cong bd rong rii. Dé théng nhét hoat
dong giita cac thiét bi & nhitng dai tin khac nhau mét s6 to chirc quoc té bat dau

phat trién nhirg chuin mang khong day chung.



Nam 1997, IEEE d3 phé chuin 802.11 va ciing duoc goi véi tén WIFI cho
cac mang WLAN.

Nam 1999, IEEE bd sung cho chuin 802.11 hai phuong phép truyén tin hiéu
1a cac chuan 802.11a va 802.11b. Céc thiét bi 802.11b truyén phat & tan sb 2,4GHz,
cung cap tbc do truyén tin hiéu c6 thé 1én toi 11Mbps, va dugc tao ra nham cung
cap nhimmg dic diém vé tinh hiéu dung, thong luong (throughput) va bao mat dé so

sanh vo1 mang c6 day.

Pau nam 2003, IEEE cong bd thém mot chudn nita 13 802.11¢g ¢6 thé truyén
nhan thong tin ¢ ca hai dai tan 2,4GHz va 5GHz. Chuén 802.11g c6 thé nang téc do
truyén dir liéu 1én t&i 54Mbps. Hon thé nita, nhitng san pham st dung chuan

802.11g ciing c6 thé twong thich véi nhitng thiét bi chuan 802.11b.

Cudi nam 2009, chuan 802.11n da duoc IEEE phé duyét dua vao sit dung
chinh thirc va dugc Hiép hoi Wi-Fi (Wi-Fi Alliance) kiém dinh va cap ching nhan
cho cac san pham dat chuan. Muc tiéu chinh ctia cong nghé nay la ting toc do
truyén va tam phu song cho cac thiét bi bang cach két hop cac cong nghé vuot troi

va tién tién nhat.

~

LAN hiu tuyén USB hdu tuyén
LAN khong day - = USE khong day

Hinh 1.1: So' @ mang LAN pha bién



1.2 Céc tiéu chuin mang thong dung cia WLAN
1.2.1 Tiéu chuin 802.11

Pay 1a chuan diu tién cua hé théng mang khong day. Tc do6 truyén khoang
tir 1 dén 2 Mbps, hoat dong ¢ bing tan 2.4GHz. Chuin nay chta tit ca cong nghé
truyén tai hién hanh bao gdm trai phd chudi truc tiép (DSS), trai phd nhay tan
(FHSS) va hong ngoai. Chuan 802.11 1a mot trong hai chuan miéu ta nhitng thao tac
ctia song truyén (FHSS) trong hé théng mang khong day. IEEE 802.11 bao gom cac

chuan sau:
1.2.2 Tiéu chuén 802.11a

Chuan nay dugc IEEE b sung va phé duyét vao thang 9 nim 1999, sir dung
cung giao thirc 16p lién két dir lidu (Data Link Layer) va dinh dang frame nhu cac
chuan ban dau 802.11-1997, nhung dung ky thuit OFDM (Orthogonal Division
Multiplixing) cho truyén dan 16p vat 1y. Dai tan hoat dong ciia né 1a bang tan 5GHz
va c6 toe do truyén dan t6i da 54Mbps. Do dai tan 2.4GHz di tré nén qua tai (nhiéu
thiét bi dan dung ciing sir dung chung dai tin ndy) nén viéc str dung chuan 802.11a
mang lai mot loi thé dang ké. Tuy nhién, pham vi phu séng hiéu qua cta 802.11a
trong dai tin 5GHz 1a thdp hon so voi cac chuan giao thirc 802.11b/g/n trong dii tan
2,4GHz, do boi tin hiéu hoat dong ¢ dii tin cao hon s& d& dang bi hip thu bai cac
vat thé ran hon nhu tudng, thép, cdy cdi... Tuy nhién, chuan 802.11a va 802.11n lai
it chiu anh hudng cta nhiéu trong dai tin SGHz, do d6 nhiéu liic ching lai c6 pham

vi phu song tuong ty hodc tham chi 16n hon 802.11b/g/n.
1.2.3 Tiéu chudn 802.11b

La chuin mang khong day 802.11 dau tién duoc 4p dung rong rdi. chuan hoat
dong & bang tan 2.4 GHz, 11 Mbps, xac dinh méi trudng truyén din DSSS véi cac
tbc do dir liéu 11 Mbit/s, 5,5 Mbit/s, 2Mbit/s va 1 Mbit/s, n6 chiu anh huong rat
nhiéu tir nhidu do hoat dong cung tan sé véi nhitng thiét bi dan dung khac nhu cac

thiét bi Bluetooth, dién thoai khong day DECT va VolP, 10 vi s6ng... Dai hoat dong



ctia hé thdng khoang c6 pham vi phat song trong nha tir 100 dén 150 feet (1 feet =
0,308m) va toc do truyén 1y thuyét toi da 1a 11 Mbps nhung trén thyuc té chi dat tdi
da 1a 4 dén 6 Mbps. O My, thiét bi hoat déng & day tan nay khong phai dang ky.

1.2.4 Tiéu chuin 802.11g

802.11g 1a budc cai tién ké tiép tir 802.11b va cac hé théng tuan theo chuan
nay hoat dong & bang tan 2,4 GHz va c6 thé dat t6i toc 46 54 Mbit/s. Giéng nhu
IEEE 802.11a, IEEE 802.11g con st dung k¥ thuat diéu ché OFDM dé co thé dat

toc doc cao hon.

Ngoai ra, cac hé théng tudn thi theo IEEE 802.11g c6 kha ning twong thich
nguoc voi cac hé théng theo chuan IEEE 802.11b vi chuing thuc hién tat ca cac chirc
ning bat budc ciia IEEE 802.11b. Pay la chuin cong nghiép tiép theo va mot lan
nita duoc ap dung rong rai cho cac ung dung mang WLAN do toc do truyén tai dir
liéu tang lén.

Tuong ty nhu 802.11b, cac thiét bi 802.11g déu co thé bi anh hudng xuyén
nhiéu tir nhitng thiét bi dan dung khac hoat dong trén dai tan 2.4GHz. Ky thuat
OFDM duogc cho phép tai nhiing toc do trén 20Mbps lam ting dang ké kha ning
NLoS (Non-Line-of-Sight).

1.2.5 Tiéu chuén 802.11n

Chuan 802.11n da duoc IEEE phé duyét dua vao st dung chinh thirc va ciing
d3 duoc Hiép hoi Wi-Fi (Wi-Fi Alliance) kiém dinh va cip chtng nhan cho cac san
phém dat chuén. Cac yéu cau co ban nhu: bang tan, toc do, cac dinh dang khung,

kha ning tuong thich nguoc khong thay doi.

Vé 1y thuyét, chuan 802.11n cho phép két ndi véi téc dd 300 Mbps, tirc 1a
chuan nay nhanh hon khoang 6 1an toc d6 dinh theo 1y thuyét ctia cac chuan trudc
d6 nhu 802.11g/a (54 Mbps) va md rong vung pha song. 802.11n 1a mang Wi-Fi
dau tién c6 thé ung dung canh tranh véi mang c6 day 100Mbps vé mat hi¢u sut.

Chuén 802.11n hoat dong & ca hai tin s6 2,4GHz va 5GHz, N6 c6 thé 1én dén



600Mbps (trén 1y thuyét) khi truyén ddng thoi trén 4 ludng dit liéu va do rong kénh
40MHz. Vi vay 802.11n dang tro thanh tiéu chuan pho bién hién nay.

1.2.6 Tiéu chuin 802.11ac

La chuan Wifi méi nhat duoc IEEE gidi thidu, chuan ac c¢6 hoat dong & bang
tang 5 GHz, v6i ky thuat OFDM va toc d6 tdi da 1én dén 1730Mbps. Chuin duoc
phat trién m& rong tir chuan 802.11n cho céc kénh véi bang thong rong RF (1én dén
160MHz, 80Mhz bét budc), hon thé nita ludng dir liéu dugc truyén di véi cong nghé
da Anten 1én dén 8 ludng dir liéu (Spatial streams), nhiéu ngudi dung MIMO
(multi-user MIMO) va duing cho noi c6 mat dé ngudi ding cao (1én dén 256-QAM).

Chuan Wi-Fi 802.11ac con c6 thé duge ap dung dé truyén dit lidu gitta cac
thiét bi trong mQt mang ndi bd hodc mang gia dinh vdi tdc dd cao hon hién nay.
Mot tng dung dé thay nhét 1a dé stream video Full-HD. Trong mét dot trinh dién,
hdng Netgear di st dung router 802.11ac ctia ho dé truyén 4 bo phim Full-HD cling
lac dén bén chiéc HDTV khéc nhau, diéu khong thé 1am duoc véi chuan Wi-Fi hién
nay. NO gilp qua trinh sao chép dir li¢u gilra may tinh, dién thoai thong minh, may
tinh bang v&i 6 cing mang ciing nhu giira cac thiét bi véi nhau duogc nhanh hon (vé
mat 1y thuyét 1a ton 1/3 thoi gian so voi chuan 802.11n). Va thoi gian chd doi ngin

hon kéo theo thoi lugng pin s€ dai hon bdi ndng luong tiéu thu it hon.
1.2.7 Tiéu chudn 802.11ad

Chuén mang v6 tuyén 802.11ad méi cung cip siéu théng luong va ning luc
mang. Chuan 802.11ad cung cap toc do théng lugng chua timg co 1én t6i 7Gbps
(Theo 1y thuyét, dudng truyén wifi theo chuan 802.11ad c6 thé dat t6i tbc do 7Gbps
hay tham chi 1a 32Gbps cho 802.11ad chuan 2). Tuy nhién, chuan wifi mdi nay c
mot khuyét diém. Do cudng d6 cao nén tim phu séng cia nd kha hep, hep hon
nhiéu so v&i nhimg chuin wifi cii. Dé két ndi véi modem sir dung chuin wifi

802.11ad, ngudi ding phai & gan thiét bi.



Chuén 802.11ad dau tién dugc phat trién boi Lién minh vo tuyén Gigabit
(Wireless Gigabit Alliance), nhung sau d6 t6 chirc ndy sap nhap v6i Lién minh
WiFi (WiFi Alliance), chiu trach nhiém truéc mdi chudn WiFi chinh duoc dua ra,
bao gém 802.11b,g,a,n, va ac. Hién nay, Lién minh WiFi1 da thiét dat phat hanh mot
bo dic ta k§ thuat giao thirc 802.11ad vao diu nim 2014, kha ning sé& tré thanh xu

hudng chinh cho ca ngudi dung va doanh nghiép.

CAC CHUAN WIFI 802.11

Chuan IEEE

Nam phat hanh

Tan sé

Toc db tdi da

Pham vi
trong nha

Pham vi
ngoai troi

Bang 1.1: Bang tong hop cac chuian WiFi 802.11 théng dung
1.2.8 Mt so tiéu chudn khdc

Ngoai cac chudn pho bién trén, IEEE con lap cac nhém 1am viée doc lap dé
b6 sung cac quy dinh vao cac chuan 802.11a, 802.11b, va 802.11g nham nang cao

tinh hi€u qua, kha nang bao mat va phu hop vdi cac chuan ci nhu:

- IEEE 802.11c: B sung viéc truyén thong va trao d6i thong tin gitta LAN
qua cau ndi 16p MAC véi nhau.

- 802.11ah - tao ra cac mang Wifi c6 pham vi m¢ rong vugt ra ngoai tam cua
mang 2.4-5GHz thong thuong.

- 802.114aj - dugc phé chuan nam 2017, duoc sir dung cha yéu ¢ Trung Qudc.



- 802.11ax - dang chd duoc phé chuan, dy 1a trong ndm 2018, néu duoc thong
qua day chinh 1a chuan Wifi 6 dang duoc moi nguoi mong cho.

- 802.11ay - dang chd duoc phé chuan, dy 1 trong nim 2019.

- 802.11F - Inter-Access Point Protocol, dugc dé xuat cho giao tiép giita cac
diém truy cap dé hd trg roaming client (2003).

- 802.11T - du doan Hiéu suit Khong day.

Cac chuan IEEE 802.11F va 802.11T duoc viét hoa chit cai cubi cung dé
phan bi¢t day 1a hai chuén dua trén céc tai liéu doc 1ap, thay vi la sy mo rong / nang
cip cua 802.11, va do d6 chung c6 thé dugc tng dung vao cic moi trudng khac
802.11 (chang han WiMAX — 802.16).

Trong khi d6, 802.11x s€ khong dugc dung nhu mdt ti€u chuan doc 1ap ma s€
b6 trong dé tro dén cac chuan két ndi IEEE 802.11 bat ki. No6i cach khac, 802.11 ¢6
v nghia 1a “mang cuc bd khong day”, va 802.11x mang y nghia “mang cuc bo

khong day theo hinh thirc két ndi nao d6 (a/b/g/n/ac)”.
1.3 Cau triic va md hinh mang WLAN
Mang str dung chudn 802.11 gdm c6 4 thanh phan chinh:

Hé thong phan phdi (Distribution System - DS).

Diém truy cap (Access Point).

MOoi truong truyén tai vo tuyén (Wireless Medium).

-

phin phot
Diém truy Moi truemg Tram
cip khéog gidy "

Hinh 1.2: C4u triic co ban cia mdt mang WLAN.

Tram (Stations).
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Mang WLAN gom 3 mé hinh co ban nhu sau:

e M5 hinh mang doc 1ap (IBSS) hay con goi 12 mang phi lién két (Ad
hoc).

e Mo hinh mang co s& (BSS).

e MO0 hinh mang mé rong (ESS).

1.3.1 M6 hinh mang djc ldap IBSS hay con goi la mang Ad-hoc

Céc tram (may tinh c¢6 hd trg card mang khong diy) tap trung lai trong mot
khong gian nhé dé hinh thanh nén két nbi ngang cép (peer-to-peer) gitta chung. Cac
nut di dong c6 card mang wireless 1a chiing c6 thé trao d6i thong tin truc tiép véi
nhau, khong can phai quan tri mang.

e U diém: Két ndi Peer-to-Peer khong can dung Access Point, yéu cau
cAu hinh thap va cai dat don gian, chi phi thap.

e  Khuyét diém: Khoang cach két ndi giira cac may tram bi gidi han, s6
luong nguoi dung ciing bi gidi han, khong tich hop duoc cing hé théng mang co

day san co.

Hinh 1.3: M6 hinh mang Ad-hoc
1.3.2 M6 hinh mang co sé BSS

Trong md hinh mang co s&, cac Client muodn lién lac véi nhau phai thong qua

Access Point (AP). AP 1a diém trung tdm quan 1y giao tiép trong mang, khi do cac
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Client (may tram) khong thé lién lac truc tiép v6i nhu trong mang doc lap. Dé giao
tiép voi nhau cac Client phai gui cac khung dit liéu dén AP, sau d6 AP s& giri dén
may nhan.

e Uu diém: Céc Client (mdy tram) khong két ndi truc tiép duoc véi
nhau, cac may tram trong mang khong day c6 thé két ndi v6i hé théng mang co day.

e  Khuyét diém: Gia thanh cao, cai dit va ciu hinh phuc tap.

PC
PCI V ‘ 6 Internet
N -
))> Ethernet LAN
/ Router
USB&“ »)) Wireless LAN i'/((( - ,J e
Notebook A \/
Access Point Switch E
: \ [
PC Card 4 ‘ )))/: kqu ;)
‘ Notebook Workstation Server

Hinh 1.4: M6 hinh mang co s&
1.3.3 M0 hinh mang meo régng ESS

Nhiéu mé hinh mang co sé BSS két hop vdi nhau goi 1a mé hinh mang ESS.
La mo hinh sir dung tir 2 AP tré 1én dé két ndi mang. Khi d6 cac AP sé& két ndi véi
nhau thanh mgt mang 16n hon, ¢6 pham vi phu song rong hon, thuan lgi va dap ung

t6t cho cac Client di dong.

Internet

Router

Hinh 1.5: M6 hinh mang mé rong
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1.3.4 Mot s6 mé hinh mang WLAN khac

// \
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Hinh 1.6: M hinh chuyén tiép
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Hinh 1.7: M6 hinh khuyéch dai tin hiéu

Hinh 1.8: M#é hinh diém - diém



13

Hinh 1.9: Mé hinh diém - da diém
1.4 Panh gia wu, nhwge diém va thuc trang mang WLAN hién nay
1.4.1 Uu diém

Do tin cdy cao trong ndi mang ciia cac hd gia dinh, doanh nghiép va sy ting
trudng manh mé ciia mang Internet, cac dich vu truc tuyén, voi loi ich cuaa dir liéu
va tai nguyén dung chung. V&1 mang WLAN, nguoi dung truy cap thong tin dung
chung ma khong can phai tim chd dé cam va cac nha quan 1y mang khong nhat thiét
phai bo sung lp dat thiét 1ap hodc di chuyén ddy ndi. Mang WLAN cung cip cac
hiéu suit sau: kha nang phuc vy, tién nghi, va cac loi thé vé chi phi thép hon hén

cac mang ndi day truyén thong.

e Kha ning lwu dong cai thién hiéu suit va dich vu: Cac hé thong
mang WLAN cung cdp cho su truy cip thong tin thoi gian thuc tai bat ctr dau cho
ngudi ding mang trong khu vuc duoc thiét 1ap. Kha nang luu dong nay hd tro cac
yéu cau vé hiéu suét va dich vu ma mang ndi day khong thé trién khai thuc hién
duoc.

e  Cai dit don gian: Cai dit hé thing mang WLAN nhanh va d& dang.

e Linh hoat trong cai dit: Cong nghé khong diy cho phép két ndi
mang dén cac vi tri ma mang ndi day khong thé trién khai.

e  Giam bét gia thanh sé hiru: Gia thanh dau tu ban dau hé théng phan
ctiimg cho mang WLAN c¢6 gia thanh cao hon céc hé thong phan ciing mang LAN
hiru tuyén, nhung chi phi cai dit toan bo va gia thanh trong qua trinh str dung bao

dudng, stra chira thdp hon dang ké.
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e Tinh linh hoat: Cac hé théng mang WLAN duoc dinh hinh cAu trac
theo cac kiéu lién két mang khac nhau tiiy thudc cac nhu ciu cua cac tmg dung va
cac cai dat cy thé. Cau hinh mang d& dang thay d6i tir cac mang doc 1ap phu hop véi
s6 lwong nho nguoi dung dén cac mang co so ha tang voi hang nghin ngudi ding
trong mot vung rong lon.

e Kha ning mé rong: Kha ning mé rong cua mang khong diy co thé

dap tng ttc thi khi gia ting s6 lwong nguoi st dung.
1.4.2 Nhwoc diém

Cong nghé mang LAN khong ddy, ngoai nhitng tinh ning va nhimng vu diém

duoc dé cap o trén thi ciling ¢ cac nhugc diém nhu:

e  Bio mat: Moi truong truyén dan khong ddy 1a khong gian ty do, nén
kha ning bi tdn cong vao hé thong, nguoi dung 13 rat cao.

e  Pham vi: Véi chuan mang 802.11 méi nhét hién nay, pham vi ng
dung ctia mang WLAN d3 c6 sy thay d6i 16n. Tuy nhién nd van chua thé dap tng
dugc hét nhu cau ciia ngudi ding. Pé mo rong pham vi ving phuc vu can phai trang
bi thém bo 1ap hay diém truy cap, din dén chi phi gia ting. V4i nhitng mo hinh
mang 16n van phai két hop voi mang hitu tuyén c6 day.

e Do tin cdy: Vi sir dung song vo tuyén dé truyén dan nén viéc bi nhiéu,
tin hiéu bi suy giam do tac dong cua vat can va cac thiét bi khac (tudng bé tong, 10
Vi song, tin hiéu radio...) 1a khong tranh khoi. Lam giam déng ké hiéu qua, pham vi
dap ung hoat dong ctia mang.

e Tbéc @: Téc do cua mang khong diy véi cac chuan méi da co cai
thién tuy nhién vin con rat cham so v6i mang sit dung cap (100 Mbps dén hang

Gbps).
1.4.3 Thuc trang mang WLAN hién nay

Trong nhitng nim vira qua cung véi su phét trién manh mé cua Internet va

cac thiét bi mang, sy phat trién cua kinh té thi truong, nhu cau trao ddi thong tin va
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dir lidu cua con ngudi 1a rat 16n. Mang WLAN hién nay d3 tré nén phd bién va rat
gan giii trong cudc séng. Chung ta c6 thé d& dang két nbi st dung mang khong day
tai nhidu dia diém nhu: co quan, trudng hoc, vin phong, quan Cafe, khu vui choi
giai tri... hodc ngay tai nha bang nhiéu thiét bi hién dai nhu: Tivi, laptop, PDA, c4c

thiét bi adroid. Tuy nhién, van con mdt so ton tai nhu:

v Khéng thay d6i mat khiu ciia nha san xuit: Khi cau hinh cac hau
hét déu khong thay d6i mat khau truy cdp ciia nha san xuat. Router rat d& bj xam
nhap va thay ddi ciu hinh.

v" Khong kich hoat cic tinh ning ma héa: khi tinh nang khong duoc
kich hoat, rat c6 thé duing mot s6 phin mém do mat khau dé 1ay nhirng thong tin
phuc vu cho nhimg y d6 xau.

v' Kich hoat phwong phap bio mit cip thap hoic khong kich hoat:
Hién nay mot s6 hé thong mang dang str dung khong hé kich hoat bat ky ché do bao
mat nao. Hodc néu co kich hoat thi cling chi kich hoat ché do bao mat & cép thép
nhu VD: WEP. Piéu nay hoan toan khong nén. Ngudi ngoai mang c6 thé xam nhap

bé khoa va truy cap vao mang [2] [3].
1.5 Két luan Chwong 1

Chuong nay gitp cho chiing ta c6 mot cai nhin tong thé vé sy phét trién cta
mang khong day, cac cong nghé ung dung trong mang khong day. Chiing ta co thé
hiéu mot cach khai quat co ché hoat dong cua mang WLAN, uu, nhugc diém cling

nhu cac mo6 hinh hoat dong cua mang WLAN.

Ngoai ra, chung ta ciing tim hiéu vé chuan 802.11 va cac thé hé chuan mang
802.11 thong dung cho mang WLAN, hiéu dugc nhimg gi dién ra trong qué trinh
thiét 1ap két ndi véi mot hé thong WLAN don gian.

Trong chuong tiép theo chung ta s& nghién ctru thuc trang gdy mat an ninh
an toan ciia mang khong ddy, cach thic tan cong trong mang khong dy, cac tmg
dung k¥ thuat ma hoéa dé bao mat cho mang khong day va mét s6 giai phap cho viée

dam bao an ninh an toan cho mang khong diy ma cu thé 1d WLAN.
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CHUONG 2: CAC VAN PE BAO MAT, YEU TO ANH
HUONG PEN HIEU NANG TRONG MANG WLAN

2.1 Khai quat biao mat trong mang cuc by khong diy WLAN

Trong mang WLAN bao mat 1a mét trong nhitng khuyét diém 16n nhat. Do
diéu kién moi trudng truyén dan thong tin cia loai mang nay, ma kha ning truy cap
két ndi cua cac thiét bi ngoai trong pham vi phat song 13 v6 cing 16n. Pong thoi,
kha ning nhidu song bai cac thiét bi dién tir cling khong thé tranh khoi. Dé an toan

trong sir dung mang WLAN, ching ta can phai bao mat WLAN.

Két ndi mang LAN hitu tuyén nguoi ta sit dung can phai st dung day cap
lam duong truyén, két ndi mot diém két ndi vao mot cong mang. Vi WLAN, ngudi
ding chi can sir dung céac thiét bi két néi cua ho trong ving séng phii ctia mang
khéng day. Viéc quan 1y cac diém két ndi trong mang hiru tuyén 1a don giai. Ving
phu séng cia mang khong day (hay vo tuyén) st dung séng vo tuyén cé thé bao
trim ngoai pham vi gidi han khong bén trong tru s¢ hoac toa nha, nguoi ngoai trong
pham vi phu séng c6 thé truy cap nhd thiét bi thich hop. Do d6 mang khéng day co
thé bi truy cap trai phép tir bén ngoai xam nhap vao hé théng dé an cap thong tin
hozc pha hoai. Giai phap dugc dua ra 1a phai lam sao dé c6 thé bao mat cho mang

nay chéng dugc viée truy cap theo kiéu nay.

Hé thong mang str dung dudng truyén dan hiru tuyén hodc vo tuyén, déu co
nhing 16 hong vé mat k¥ thuat diéu nay cho phép tin tic xadm nhap vao hé thong dé
lay cap thong tin hay pha hoai, do d6 trén thuc té khong c6 mot hé thong mang nao
duogc coi 1a bao mat tuyét ddi. Vi vay, nguoi ta thuong ap dung nhiéu k¥ thuat bao
mat di kém véi cac mang dé bao dam an toan cho mang. DPbi vi mang khong day
c6 thé sir dung cac phuong phap ma hoa dé bao dam tinh bi mat cua thong tin, sir

dung cic co ché ching thyc dé kiém tra tinh hop phap cta ngudi ding.

2.1.1 Nhitng nguy co bio mdt trong mang WLAN bao gom:
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e Moi thiét bj déu c6 thé két ndi téi nhirng diém truy cip dang truyén tin
SSID.

e  Hacker s& ¢ ging tim kiém cac phuong thirc mi hoa dang duoc sir
dung trong qua trinh truyén thong tin trén mang, sau d6 st dung phuong thic giai
ma riéng va lay cac thong tin nhay cam.

e Hacker c6 thé tin cong cac kién trac mang.
2.1.2 Vai tro cua bao mdt mang khong diay WLAN

Bao mat khong diy vo cing quan trong. Pai da sb ching ta déu két ndi mot
thiét bi di dong, nhu dién thoai thong minh, may tinh bang, may tinh xach tay, hoac
cac thiét bi khac, voi bo dinh tuyén tai nhidu thoi diém trong ngay. Hon nita, cac

thiét bi Internet of Things ciling két n6i véi Internet bang WiFi.

R rang khi di trién khai hé thong mang khong day thanh cong thi bao mat 1a
van dé ké tiép can duoc dic biét quan tdm, cong nghé va giai phap bao mat cho
mang WLAN hién tai ciing dang gip nhiéu nan giai, rat nhiéu giai phap cong nghé
da dugc phat trién rodi dua ra nham bao vé an toan cho dir liéu cta hé théng va nguoi
dung. Nhung bang nhitng cong cu phan mém chuyén dung thi cdc Hacker dé dang
pha v& su bao mat nay. Trong truong hop bi tan cong gdy mét an toan vé dit licu thi

ton that vé uy tin 1a rat 16n va co thé dé lai hau qua lau dai.

! Eavesdropper
| WLAN Client

WLAN Client

Hinh 2.1: Truy cap trai phép vao mang khong day
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Béi vi mang Wireless truyén va nhan ditr liéu dya trén song radio va vi AP
phat séng lan truyén trong ban kinh viing phii cho phép nén bat cir thiét bi nao c¢6 hd
trg truy cap Wireless déu co thé bat song nay, song Wireless c6 thé truyén xuyén
qua cac vat liéu nhu bé tong, nhua, sat,. Cho nén rui ro thong tin bi cac Hacker “mii
den” pha hoai hodc nghe 1én rt cao, vi hién tai c6 rat nhiéu cong cy hd tro cho viée
nhan biét va phan tich thong tin cta séng Wireless sau d6 ding thong tin nay co thé

do khoa WEP (nhu AirCrack, AirSnort).

Vi dit liéu dugce truyén qua song vo tuyén khong phai qua cac duong truyén
day mang LAN hitu tuyén nén tinh bao mat cia WLAN can phai giai quyét duoc

cac van dé sau day:

e  Ngin chin thong tin nguoi dung bi tan cong khi thuc hién qua trinh
dam phan xac thuc thong tin truy cap vao mang.

e  Sau khi chimng thuc hoan tat thi phai bao dam sy an toan riéng tu dir
liu duoc truyén di gitta may khach va diém truy cép.

e  Kiém tra chic chan rang nguoi dung dugc phép truy cap vao mang.

RS rang khi truy cdp vao mang khong day ludn tiém 4n ton tai nhitng nguy
hiém vé mat xac thuc va dir lidu giao tiép. Khi bt dau giao tiép thi can xac dinh
quyén giao tiép dé tranh nguoi dung khong duoc phép truy cap vao va sir dung céac
hinh thirc tin cong hé théng mang. Khi di x4c thuc thanh cong thi cac nha quan tri
va hé théng mang can 1a quan 1y viéc giao tiép giira cac may khach voi nhau va voi
diém truy cip sao cho tinh riéng tu vé& dir liéu duoc an toan tuyét dbi va viéc pha
hoai tir cic may khach duoc kiém soat. P6i v6i nguoi sir dung phai dam bao rang
minh dang truy cap vao mot diém truy cap dang tin cay, cac dir liéu trong thiét bi st

dung van dugc dam bao an toan tuyét dbi dé khong co su truy cip bat hop phép.
2.1.3 M6 hinh chung cua bdo mat mang khong diay WLAN

Nhu rat nhiéu tai liéu nghién ctru vé bdo mat trong mang Wireless thi dé co

thé bao mat tdi thiéu, ngudi sir dung va hé théng WLAN can c6 2 thanh phan sau:
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e Authentication - ching thuc cho nguoi dung: quyét dinh cho ai c6 thé
st dung mang WLAN.
e  Encryption - mi hoa dix liéu: cung cép tinh bao mat dit liéu.

Authentication + Encryption = Wireless Security.

Encryption
Encryption
k J — o
S = \ /
_— - - 5 1 .-l._r
k j A m— o
\ T ;
" -
e Authenhicanon
Euthenticahon

Hinh 2.2: Bao mat mang khdng day Wlan

Pé bao mét mang WLAN, can thuc hién qua cac budc:

Authentication — Encryption — 1DS & IPS.

o Chi ¢6 nhitng nguoi dung dugc xéc thuyc méi cé kha nang truy cap
vao mang théng qua cac Access Point.

o Cac phuong thirc md hoa dugc 4p dung trong qua trinh truyén cac
thong tin quan trong.

. Bao mat cac thong tin va canh bao nguy co bao mat bang hé thong
phat hién xam nhap (IDS) va hé théng ngin chin xam nhap (IPS). Xac thuc va bao
mat dit liéu bang cach ma hoa thong tin truyén trén mang [7].

Kién trac WLAN hd trg mé hinh bao mat md va toan dién dwa trén chuan
cong nghiép nhu thé hién ¢ hinh dudi. M&i mot phan tir bén trong mé hinh déu c6

thé c4u hinh theo ngudi quan 1y mang dé thoa mén va phi hop véi nhitng gi ho can.
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@ VPN wireless client connectivity (1PSec)
Firewall Packet filtering/port blocking to protect
enterprise networks from wireless intruders
Mutual authentication between client
@ Authentication dovices, users and the network
(802.1x EAP-TLS using certificates)
Encrypting data to prevent eavesdropping
@ e yasan (Dynamic WEP, 802.1x EAP-TLS and 3DES)
= Authorizing network access to wireless
@ Device Authorization devices (MAC address access control)

Hinh 2.3: M6 hinh bao mat cho mang khéng day

Device Authorisation: Cac Client (may khach) khong diy co6 thé bi ngin
chin theo dia chi MAC cua ho (dia chi phan cimg). EAS (m6t loai Access Server
diéu khién viéc truy cap- cung cap su diéu khién, quan 1y cac dic tinh bao mat tién
tién cho mang khong day, duy tri mot co sé dit lidu cua cac Client khong day dugc

cho phép va cac AP riéng bi¢t khoa hay thong luu lugng phu hop).

Encryption: WLAN ciing hd trg WEP, 3DES va chuan TLS sir dung mi héa

dé tranh nguoi truy cap trom.

Authentication: WLAN hd tro sy iy quyén 1an nhau (bang viéc sit dung
802.1x EAP-TLS) dé bao dam chi c6 cac Client khong day duoc iy quyén moi
dugc truy cdp vao mang. EAS st dung mot RADIUS server bén trong cho sy uy
quyén bang viéc str dung cac ching chi sb. Cac ching chi sé nay c6 thé dat dugc tir
quyén chimg nhan bén trong (CA) hay dugc nhap tir mét CA bén ngoai. Diéu nay
da tang tdi da sy bao mat va giam t6i thiéu cac thu tuc hanh chinh.

Firewall: EAS hop nhét cic cau hinh loc tiy chinh va tuong lia trén cong
dua trén cac chudi Linux IP. Viéc cau hinh tir trudc cho phép cac loai luu lugng

chung dugc cho phép hay khong cho phép.

VPN: EAS bao gom mét IPSec VPN server cho phép cac Client khong day

thiét 1ap cac phién VPN viing chic trén mang.
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2.2. Nguy co' mét an ninh mang
2.2.1 Nhitng nguy hiém cho an ninh mang

Bao mat 13 sy han ché kha ning lam dung tai nguyén va tai san. Bao mat tro
nén dic biét phirc tap trong quan 1y, van hanh nhimg hé thdng théng tin c¢6 sir dung
cac cong cu tin hoc, noi co thé xdy ra va lan tran nhanh chéng viéc lam dung tai
nguyén (cac thong tin di chuyén vo hinh trén mang hodc lwu trit hitu hinh trong cac
vat li¢u) va lam dung tai san (cac may tinh, thiét bi mang, thiét bi ngoai vi, cac phﬁn
mém cta co quan hodc ngudi so hiru hé théng). Han ché & ddy c6 ¥ rang khong thé
triét pha hét ngay viéc lam dung, cho nén can sin sang dé phong moi kha ning xau
v6i cac phuong cach thich hop va chudn bi xtr 1y cac su ¢d néu ¢ viéc lam dung

Xay ra.

Ké tan cong truc tiép c6 thé sir dung cong cu dé tan cong hodc dung ky thuat
riéng dé tan cong pha hoai, 1ay cip thong tin. Pay chinh 13 budc hacker thu thap ma
s6 tai khoan ngan hang, tai khoan e-mail, tai khoan thé tin dung, théng tin bi mat,
hay mat khau hé thong...ctia ngudi hay to chirc bi tn cong. Sau d6 hacker st dung
thong tin nay dé truc loi hodc c6 thé ban lai thong tin. Khi nim dugc mat khau hé
thong trang tin, ké mao danh co6 thé ding nhap vao trang tin nay va thay doi noi
dung trang tin.

Ké tan cong chiém quyén sir dung nhiéu may tinh ndi mang, c6 thé bao gdm
ca may chu. Cac may tinh ndy co thé sir dung dé tin cong tir chdi dich vu website
nao d6 cung lac. Khi c6 qua nhiéu yéu cau dich vu gtri dén cung mét lac, bang
thong t6i website bi nghén, hé thong may chu qua tai dan téi ngung hoat dong.

2.2.2 Mt s6 kiéu tin cong WLAN co bin

Ké tdn cong co thé gy ra bdn loai tdn cong co ban 1a: tin cong bi dong
(passive attack), tin cong chii ddng (Active Attack), tin cong chén ép (Jamming)

va tin cong thu hat (Man-in-the-middle Attack).

2.2.2.1 T4n cong bi dong
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Tan cong bi dong (Passive attack) hay nghe 1én (eavesdropping) c6 1& 1a mot
phuong phap tan cong WLAN don gian nhat nhung lai rat hiéu qua. Tan cong bi
dong 1a kiéu tAn cong khong tac dong truc tiép vao thiét bi nao trén mang, cac thiét
bi trén mang khong biét duoc hoat dong cua no, vi thé kiéu tan cong nay nguy hiém
& chd no rat kho phat hién va khong dé lai mot dau vét ndo. Hacker st dung WLAN
sniffer hay cac ung dung mién phi c6 thé dwoc sir dung dé thu thap thong tin vé
mang khong diy & khoang cach xa bang cach sir dung anten dinh huéng. Viéc lay
trom thong tin trong khong ving phu séng cua cac thiét bi di kho phat hién chu
chua néi dén viée né duoc dit & khoang cach xa va sir dung anten dugc dinh hudéng
tGi noi phat song. Phuong phap nay cho phép hacker giir khoang cach véi hé thong
mang ma khong dé bi phat hién.

®  Swddanh chan.

Su danh chin 1a mot tan cong thu dong vao do tin cay, ¢ day mot thuc thé
dot nhap 1a c6 kha nang doc thong tin gui tor mot thuc thé ngu@m t&i thuc thé dich

(hinh 2.4). Sniffing (tham do) 1a mét vi du cia tin cong danh chin.

Hinh 2.4: Sy danh chan trong mot mang

K¢ dot nhap cd géng nghién ctru hodc tao cach st dung thong tin tir h¢ théng,
nhung khong dnh hudng téi cac tai nguyén hé thong. Sy nhan dang thuc thé ngudn
6 thé bi ngan chdn va sau do6 su dung trong mot tAn cong, hodc ké dot nhap co thé

quan tdm dén cac ndi dung message phat hanh nhu 1a théng tin nhan thyc, cac mat
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khéu, céac so thé tin dung, s& hitu tri tu€¢, hodc céac thong tin nhay cam khac. Ké dot
nhap ciing c6 thé quan tdm dén thyc hién phan tich luu luong trén hé thong dé thu

duoc hodc suy luan ra thong tin tir cac dac trung luu luong.
2.2.2.2 Tén cong chu dong

Tan coéng chu dong (active) 1a tan cong truc tiép vao mot hodc nhiéu thiét b
trén mang, vi du nhu vao AP, STA. Nhitng ké tin cong c6 thé sir dung phuong phap
tan cong chu dong dé thuc hién cac chirc ning trén mang. Cudc tdn cong chi dong
6 thé duge dung dé tim cach truy nhéap téi mot server dé tham do, dé lay nhiing di
liéu quan trong hodc thay ddi cau hinh co so ha ting mang. Kiéu tan cong nay dé
phat hién nhung kha nang pha hoai ctia né rat nhanh va nguy hiém, khi phat hién ra
thi n6 da thuc hién xong qua trinh pha hoai. Bang cach két ndi v6i mang khong day
thong qua AP, hacker c6 thé xdm nhap sau hon vao mang hodc c6 thé thay d6i cau
hinh ctia mang. Vi dy, mot hacker co thé stra d6i dé thém MAC dia chi cua hacker
vao danh sach cho phép cua loc MAC trén AP hay v6 hiéu héa tinh nang loc MAC
gitip cho viéc dot nhap sau nay dé dang hon. Admin tham chi khong biét dugc thay

d6i néu nhu khong kiém tra thuong xuyén.
= Sira dbi.
Stra doi 1a phuong thirc tn cong ma mot thuc thé dot nhap thay doi thong tin

da dugc gui tor mot thuc thé nguén t6i mot thuc thé dich (hinh 2.5). Viéc chén mot

chuong trinh Trojan Horse hoac virus 1a mot vi du cta tan cong stra doi.

- =

Doi tuong dot nhap

Hinh 2.5: T4an cong sira ddi trong mdt mang 802.11
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Phuong thitrc bao mat WEP 1a phuong thic cuc kém cho mét tin cong stra
d6i (modification) ma khong bi phat hién bai vi IV (initialization vector — IV) ting
mot tri s6 va CRC 13 ham tuyén tinh ma né chi sit dung cac phép cong va phép
nhan. Vi vy biéu thtc sau day 1a dung:

Crc(x +y) = crec(x) + crc(y).

Vi viée kiém tra tinh toan ven CRC-32, né c¢6 kha ning thay ddi mot hay
nhiéu bit trong ban tin géc chua ma hoéa va dy doan tong cac bit kiém tra can dé
thay d6i ban tin dé duy tri tinh hop 18 ctia n6. Piéu nay nghia 13 n6 ¢6 kha nang lay
ban tin tir mot thuc thé ngudn sau d6 stra d6i va chén lai chung trong mot ludng dix
liéu khong bi phat hién.

*  Phuc dap
Phiic dap 13 phuong thic tin cong chu dong vao tinh toan ven, ¢ diy mot

nhém dot nhap gui lai thong tin ma da dugc gui tir thuc thé nguff)n t6i thuc thé dich.

CD—d
Dbi twong dot nhap

Hinh 2.6: Tan cong phiic dap trén mdt mang

Phuong thirc bao mat 802.11 co ban khong c6 sy bao vé chéng lai su phtc
dap. N6 khong bao gdm cic ma sd diy hoic cac tem thoi gian. Boi vi cac IV va cac
khoéa c6 thé dugc dung lai, do d6 né co thé phat lai cac ban tin da luu trit cung voi
IV ma khong bi phat hién. Cac goi tin riéng 1€ phai dugc nhan thuc, khong mat ma
hoa. Céac goi tin phai c6 cac ma sd diy hodc cac tem thoi gian.

* Swphdn ung



Sy phan tmg 1a mot tin cong chu dong, & dy cac goi tin duge giri boi mot ké

dot nhap t6i dich (Hinh 2.7). Ké dot nhap kiém tra sy phan tng, thong tin bo sung

D

6 thé duogce tim théy 0 kénh bén canh.

€

Déi tuong dot nhap

Hinh 2.7: Vi du vé tn cdng phan éng
=  Sw phu nhan.

Su pht nhan 1a mot tan cong chu dong dén thudc tinh khong dugc phu nhan
dugc yéu cdu boi ngudn hay dich, nghia 13 ngudn phu nhan viéc giri mot ban tin

hodc thuc thé dich phii nhan viéc nhan ban tin (Hinh 2.8).

-—

“T6i chua bao gio gui “T6i chua bao gio nhan no”

Hinh 2.8: Mt vi du vé phia nhan
Béo mat 802.11 co s¢ khong c6 thudce tinh khong duge phu nhan. Néu khong
c6 thugc tinh khong dugc phu nhén, thi thuc thé nguén c6 thé lién tuc pht nhan viée
guri ban tin va thuce thé dich co thé lién tuc pht nhan viéc nhan ban tin.
2.2.2.3 Tén cong bang cach chén ép (Jamming)
Jamming 1a mét k¥ thuat dugc st dung don gian chi dé lam hong (shut
down) mang khong day cua nguoi st dung. Tuong tu nhu nhiing ké pha hoai su

dung tan cong DoS vao mdt web server 1am nghén server d6 thi mang WLAN ciing



26

c6 thé bi shut down bang cach giy nghén tin hiéu RF. Nhitng tin hiéu giy nghén

nay co thé 1a ¢d y hay vo ¥ va co thé loai bo duoc hay khong loai bo duoc.
. Ngd't.

Ngét 1a mot loai thn cong ma thuc thé dot nhap chan thong tin tor mot thuc

thé gbe t6i mot thue thé dich (Hinh 2.9).

Hinh 2.9: Mét vi du vé ngit

Ké d6t nhap cb ging 1am can kiét bang thong mang bang viéc 1am lut ARP,
phat quang b, 1am Iyt SYN giao thirc diéu khién truyén dan (TCP), lut hang doi va
st dung cac phuong phap lam ngép lut khac...Ké dot nhap cling co thé sir dung mot

s6 co ché vat 1y nhu nhidu RF (Radio Frequency) dé ngat thanh cong mot mang.

Ké tan cong giri disassociation frame bang cach gia mao thuc thé ngudn
Source va Destination MAC dén AP va cic client trong (mg trong mang. Client s&
nhan cic frame nay va nghi rang frame huy két ndi dén tir AP. Pong thoi ké tan
cong ciing giri disassociation frame dén AP. Sau khi d3 ngit két ndi cua mét client,
ké tin cong tiép tuc thuc hién tuwong tu véi cac client con lai Iam cho céc client tu
dong ngit két ndi voi AP. Khi cac clients bi ngat két ndi s& thuc hién két ndi lai véi
AP ngay lap tirc. Ké tan cong tiép tuc guri disassociation frame dén AP va client.

Céc tan cong pha nhan dich vu (DoS).

Tan cong phu nhan dich vu 1a mét hinh thirc tAn cong nham ngan chan nhirng
nguodi dung hop 1€ duoc st dung mot dich vu nao do. Céc cudc tan cong co thé
duoc thue hién nham vao bat ki mot thiét bi mang nao bao gém tAn cong vao cac

thiét bi dinh tuyén, web, thu dién tir va hé thong DN'S.
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C6 5 kiéu tan cong co ban sau day:

= Nham tiéu ton tai nguyén tinh todn nhw bang théng, dung lwong dia
cung hodc thoi gian xu [y.

= Phd vé cdc théng tin cdu hinh nhuw thong tin dinh tuyén.

"  Pha vo cdc trang thdi thong tin nhu viéc tw dong reset lai cac phién
TCP.

= Phd v& cdc thanh phéan vt 1y ciia mang may tinh.

= Lam tdc nghén thong tin lién lac c6 chi dich giita cdc nguoi dimg va

nan nhan dan deén viéc lién lac giita hai bén khong dwoc thong suot.

Mot cudc tan cong tir choi dich vu ¢6 thé bao gom cé viéc thyc thi malware

(phan mém doc hai) nham:

= Lam qud tai nang lyc xit Iy, dan dén hé thong khong thé thuc thi bat ki
mot cong viéc nao khdc.

= Nhitng 16i goi tic thi trong microcode ciia mdy tinh.

= Nhitng 16i goi tirc thi trong chudi chi thi, dan dén may tinh roi vdo
trang thdi hoat dong khong on dinh hodc bi treo.

»  Nhitng 16i ¢6 thé khai thic dwoc & hé diéu hanh dan dén viéc thiéu
thén tai nguyén hodc bi thrashing.

= Gdy tai nan (crash) hé thong.

= Tan céng tir choi dich vu IFrame: trong mét trang HTML ¢6 thé goi
dén mot trang web nao dé véi rat nhiéu yéu cdau va trong rat nhiéu lan cho dén khi
bang thong cua trang web do bi qud han.

»  Cac mang gia mao va tdi dinh huong tram: mot mang 802.11 vo tuyén
rat dé bi anh hwong boi tan cong AP gia mao. Mot AP gia mao dwoc so hitu mot
attacker xac nhan két noi mang va sau do chan luu luwong va co thé thuc hién cdc
tan céng man-in the middle truée khi lwu lwong dwoce phép truyén trén mang. Muc
dich chinh cua mang gia mao la logi bo luu lwong hop I¢é ra khoi WLAN lén trén

mot mang hitu tuyén dé tan cong, sau dé chen lai luu lwong vao mang hop phap.
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Nhu vdy cac AP gia mao c6 thé duoc trién khai dé dang trong cac khu vuc
cong cong. Cac tan cong DoS khong cho phép mot hacker gianh quyén truy nhap
mang, dung hon vé co ban chung lam céc hé thong may tinh kho ¢ thé truy nhap
bang cach lam qua tai cac server hodc mang bang viéc sir dung luu lugng hop 18, vi
vay nguoi sir dung c6 thé khong truy nhap dugc cac tai nguyén. Muc dich 1a dé
ngin chin mang tach khoi viéc cung cip dich vu t6i tit cd moi ngudi. Thong
thuong diéu nay hoan thanh bang cach 1am qué tai mot tai nguyén. Sy qué tai tai
nguyén lam Host tré nén khong dung dugc. Nhiéu loai tin cong nay tuy thudc vao

loai tai nguyén bi chan (khong gian 6 dia, bang thong, cac bo nhd dém).

Pé loai bo kiéu tan cong nay thi yéu cau dau tién 1a phai xac dinh duoc
ngudn tin hiéu RF. Viéc ndy c6 thé 1am bang cach sir dung mot Spectrum Analyzer
(may phan tich pho). Mot cach khac 1a dung cac mg dung Spectrum Analyzer phan

mém kém theo cac san pham WLAN cho client.

Jamming do v y xuat hién thuong xuyén do nhiéu thiét bi khac nhau chia sé
chung bang tan 2.4 ISM véi mang WLAN. Jamming mot cach chi dong thuong
khong phd bién 1am, 1y do 1a boi vi dé thuc hién duoc jamming thi rat tén kém, gia
cta thiét bi rat méc tién, két qua dat duogc chi la tam thoi shut down mang trong thoi

gian ngan.
2.2.2.4 T4n cong thu hat (Man-in-the-middle Attack)

Céc cudc tan cong theo kiéu Man-in-the-Middle Attack gidng nhu mot ngudi
nao d6 gia mao danh tinh dé doc cac tin nhin cta ban. Va ngudi ¢ dau kia tin rang
d6 1a ban, bai vi ké tn cong co thé tra 161 mot cach tich cuc dé trao d6i va thu thap

thém thong tin.

Tan cong theo kiéu Man-in-the-middle 14 trudng hop trong dé hacker sir
dung mot AP dé danh cép cac node di dong bang cach giri tin hiéu RF manh hon AP
hop phap dén cac node d6. Cac node di dong nhan thay c6 AP phat tin hiéu RF t6t
hon nén s& két ndi dén AP gia mao ndy, truyén dit liéu c6 thé 1a nhirng dir liéu nhay

cam dén AP giad mao va hacker c6 toan quyén xu ly.
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Dé 1am cho client két ndi lai dén AP gia mao thi cong sut phat cua AP gia
mao phai cao hon nhiéu so voi AP hop phép trong ving phi song cta nd. Viée két
ndi lai voi AP gia mao dugc xem nhu 13 mot phan cia roaming nén ngudi ding s&

khong hé biét duoc.

Hacker mudn tin cong theo kiéu Man-in-the-middle nay trudc tién phai biét
duogc gia tri SSID 1a cac client dang sir dung (gid tri nay rat d& dang c6 duoc). Sau
d6, hacker phai biét duoc gia tri WEP key néu mang c6 st dung WEP. Két ndi
upstream (v6i mang truc c6 day) tir AP gia mao duoc diéu khién théng qua mot
thiét bi client nhu PC card hay Workgroup Bridge. Nhiéu khi, tin céng Man-in-the-
middle dugc thuc hién chi véi mét laptop va 2 PCMCIA card. Phan mém AP chay
trén may laptop noi PC card dugc st dung nhu 1a mgt AP va mdt PC card thur 2
dugce st dung dé két ndi laptop dén AP hop phép gan d6. Trong cau hinh nay,
laptop chinh la man-in-the-middle (nguoi ¢ gitra), hoat dong gitra client va AP hop
phap. Tir d6 hacker co thé 1dy dugc nhitng thong tin gia tri biang cach str dung cac

sniffer trén may laptop.
*  Gid mao AP (Access Point)

Su lam gid mao 1a mét tan cong ma ké dot nhap gia vo 1a mot thuc thé nguén
(hinh 2.10). Bit chudc cic goi tin va lam gia cic e-mail 13 cac vi du ctia mot tin

cong lam gid mao thong tin.

Ké dot nhap

Hinh 2.10: Sy lam gia mao trong mang
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Access Point gid mao dugc dung dé mo ta nhitng Access Point dugc tao ra
mot cach vo tinh hay ¢ ¥ 1am anh hudng dén hé thong mang hién co. N6 duoc
dung dé chi cac thiét bi khong day hoat dong trai phép ma khéng can quan tdm dén

muc dich str dung.
C6 bdn kiéu gia mao:
= Access Point dwoc cau hinh khéng hoan chinh:

Mot Access Point ¢ thé bat ngo trd thanh 1 thiét bi gia mao do sai sot trong
viéc cdu hinh. Sy thay d6i trong Service Set Identifier (SSID), thiét 1ap xéc thyc,
thiét 1ap ma hoa...diéu nghiém trong nhét 1a chiing s& khong thé ching thyuc cac két

noi néu bi cau hinh sai.
» Access Point gia mao tu cac mang WLAN ldn can:

Céac may khach theo chuan 802.11 tu dong chon Access Point c6 song manh

nhat ma n6 phat hién duoc dé két noi.
» Access Point gia mao do ké tan cong tao ra:

Gid mao AP la ki€u tan cong “man in the middle” c6 dién. Pay la kiéu tan
cong ma tin tdc ding & gitra va trom luu lugng truyén gitra 2 nit. Ki€u tan cong nay

rat manh vi tin tic co6 thé trom tat ca luu luong di qua mang.

Rét kho khin dé tao mot cudc tin cong “man in the middle” trong mang c6
day boi vi kiéu tin cong nay yéu cau truy cap thuc su dén dudng truyén. Trong
mang khong day thi lai rat dé bi tan cong kiéu nay. Tin tic can phai tao ra mot AP
thu hut nhiéu sy lya chon hon AP chinh thdng. AP gia ndy c6 thé duoc thiét lap
bang cach sao chép tit ca cic cdu hinh cia AP chinh théng d6 1a: SSID, dia chi

MAC v.v. Budc tiép theo 13 1am cho nan nhén thuc hién két ndi ti AP gia.

- Céch tht nhat 1a doi cho nguoi dung tu két ni.
- Céch thir hai 13 gdy ra mot cudc tdn cong tir chdi dich vu DoS trong
AP chinh thong do vay ngudi dung sé phai két ndi lai voi AP gia.

» Access Point gia mao duoc thiét ldp boi chinh ngi bo.
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Vi su tién loi cia mang khong day mot sé nhan vién cia cong ty di tu trang
bi Access Point va két ndi chiing vao mang c6 ddy cta cong ty. Do khong hiéu o va
nam viing vé bao mat nén ho vo tinh tao ra mot 15 hong 16n vé bao mat. Nhirng
ngudi la vao cong ty va hacker bén ngoai c6 thé két ndi dén Access Point khong
duogc xac thue dé danh cip bang thong, danh cip thong tin nhay cam cia cong ty, sir

dung hé thong mang cua cong ty tn cong ngudi khac.
= Tdn céng trung gian:

Pé thyc hién mot tan cong trung gian, hai host phai tin chic ring may tinh &
giira 1a mot host khac. Phién ban cii cia tin cong ndy xay ra khi mot nguoi nao dé
thu cac goi tin tir mang roi sira doi chung, sau d6 dua ching tré lai mang.

= Tdn céng gidn diép:

Hoat dong dinh cdu hinh mot thiét bi dé gianh quyén truy nhap mang hoac
chén mat thiét bi vao trong mang cot dé ma gianh quyén truy nhap mang duoc goi
1a tn cong gian diép. Bang cach cai dit cac Card mang vo tuyén trong ving phu
can mang dich, mdt thiét bi co thé dugce dinh cau hinh dé gianh quyén truy nhap.
Céac AP trai phép c6 thé duoc thir cai dat dé 1am cho nguoi stir dung két nbi t6i AP
ctia cac Hacker dung hon 13 phai két ndi tdi AP mang mong doi. Néu cac AP nay

duogc cai dit dang sau tuong ltra, nguy hiém cac tn cong 16n hon rat nhiéu.
= Tan céng cudng birc:

Con duoc goi 1a pha mat khau hay tin cong l1an luot, loai tdn cong nay st
dung mot tir dién va thyc hién thir 1ap di lap lai dé kiém tra mat khau gianh quyén
truy nhap mang. Loai tan cong nay co thé thuc hién duoc thdm chi néu mat khau
nhan thuc duoc thuc hién.

2.3 Kién tric mang WLAN
2.3.1 Kién triic mang WLAN dién hinh

Mang WLAN can dugc bao vé tir nhitng ngudi st dung trén cac AP vo

tuyén. Hinh 2.11 biéu dién mot nhom kién triic ha ting mang Internet két ndi toi
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mot router trén WAN bién. Trén LAN bién cua router, ngudi st dung co thé tuy
chon két n6i mot server ving khong tranh chap (DMZ) ma c6 thé truy nhap tir mot
t6 hop mang trén mot LAN bién. Thong thuong, chirc ning tudng lira duge bao
gdém trong Router. Tuy nhién, AP méi ngiu nhién tao mot duong dé di vao sau

tuong ltra théng qua lién két khong gian.

Firewall

" Tatemdd "%

e \ o
o [ =R A
=
2

Ri ntey

2

Clien

Hinh 2.11: Kién triic WLAN dién hinh
2.3.2 Kién trisc mang WLAN véi gidi phdp twong liva vé tuyén

Kién trac mang c6 thé bi thay d6i bang cach bd xung mot tudng lira vo tuyén
diéu chinh truy nhéap téi LAN bang cach chi cho phép ngudi sir dung qua sau khi ho
da nhan thuc, nhu biéu dién trén hinh 2.12. Mot server DMZ tuy chon hodc mot
céng chan gilr co thé ton tai trén WLAN bién cua mang. Tuong Itra nhan thuc vo
tuyén tach roi WLAN khoi LAN, vi thé su bao vé céac mang tranh bi truy nhap qua
thiét bi vo tuyén. Trong mét giao thirc nhan thuc cé thé mo rong (EAP) 802.11x.
AP s& bao gdm tudng ltra va mot sy bd sung sever dich vu ngudi sir dung tham gia
nhan thyuc tir xa (RADIUS) sé& can duge dinh vi trén LAN., Trong mdt VPN, cac host
LAN tao thanh diém dau cudi ciia VPN tunnel. Ca hai loai tuong ltra s& phai can

mot 16 hong dé mang luu lugng VPN tir WLAN bién va WAN t6i LAN.
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Hinh 2.12: Twong lira nhan thuc vo tuyén bao vé LAN
2.4 Cac phuong thic biao mat trong WLAN

2.4.1 WEP - Wired Equivalent Privacy

WEP la mot hé théng ma hod dung cho viéc bao mat dir liéu cho mang
Wireless, WEP 1 mot phan cua chuan 802.11 gbc va dua trén thuat toan ma hoa
RC4, ma hoa dir liéu 40bit dé ngan chin su truy cip trai phép tir bén ngoai. Thuc té
WEP 1a mét thuat toan dugc dung dé ma hoa va gidi ma dir li¢u.

- Bac tinh k¥ thuat cia WEP:

+ Piéu khién viéc truy cép, ngan chin sy truy cdp cta nhitng Client khong co
khéa phu hop.

+ Sy bao mat nham bao vé dit liéu trén mang bang cach mi hoa ching va chi
cho nhirng Client nao d6 dung khod WEP giai ma.
2.4.2 WPA

WPA (Wi-Fi Protected Access) duoc thiét ké nham thay thé cho WEP vi ¢6

tinh bao mat cao hon. Temporal Key Intergrity Protocol (**IP) con dugc goi la

WPA key hashing 1a mdt sy cai tién dua trén WEP, 13 vi no tu dong thay ddi khoa,
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diéu nay gay khé khin rat nhidu cho cac Attacker do thiy khoa cuia mang. WPA 12
mot giao thirc bao mat cua mod hinh mang khong day WLAN dugc lién minh WI-FI
cong bd vao thang 11 nam 2002 nhim muc dich thay thé giao thirc bao mat yéu kém

WEP ton tai truée do.

Cu thé, WPA ciing str dung thuit toan RC4 nhu WEP, nhung ma hoa diy du
128 bit va danh ra 64 bit cho ching thuc dé tao ra sy bao mat tdt hon, nim 2004
gial phap TKIP (Temporal Key Integrity Protocol-Toan ven khoa tam thoi) duoc
IEEE dua vao WPA nhdm va nhirng van dé bao mat trong cai diat ma dong RC4.
TKIP dung ham bam (hashing) IV dé chéng lai viéc gia mao goi tin, nd cling cung
cap phuong thirc dé kiém tra tinh toan ven ctia MIC (Message Integrity Check- ban
tin phi tuyén) dé dam bao tinh chinh xac cua goi tin. TKIP ctia WPA st dung khoa
dong bang cach dat cho mdi frame mot chudi sb riéng dé chéng lai dang tin cong
gia mao 1am thay d6i khod mat ma cho khoang 10.000 géi tin. Néi cach khac, WPA
thay d6i khoa cho mdi goi tin. Cac cong cu thu thap cac géi tin dé pha khod ma hoé
déu khong thé thyc hién duoc voi WPA. Boi WPA thay doi khod lién tuc nén

hacker khong bao gio thu thap du dit liéu mau dé tim ra mat khau.

WPA bao gdm nhiéu phan ciia 802.11. Tuy nhién, mét s6 cac phan tir khoa
khong dugc bao gSm nhu sy hd trg cho mét thuit toan mat ma mai goi la tiéu chuin
mat mi hoa cap cao (AES), tiéu chudn nay sé& thay thé thuat toan mat ma RC4 co s

khi 802.11i tr& nén pho bién.
Uu diém ciia WPA

= Viéc cai tién hon RC4 cia WEP bang viéc sit dung TKIP di lam cho
WPA ¢6 strc bao mat tot hon, cac khoa khi truyén tin dugc thay ddi lién tuc 1am cho
viéc suy doan khoa cua hacker trd nén khé khin, diéu nay lam yéu t6 bao mat cia
WPA t6t hon.

» Do hd trg viéc kiém tra tinh toan ven nén di liéu duge bao vé tét hon

trén dudng truyeén.
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= Viéc tich hop véi cac may chu xac thue RADIUS dé cho phép quan
1y, kiém toan va khai thac mang WLAN mot cach an toan cao.

= D& dang nang cap cac thiét bi phan cting nhu card mang va AP don
gian bang cach thay doi phan mém diéu khién gitp cho chi phi nang cap khong
dang ké.

Nhwoc diém ciia WPA.

= Véi WPA Personal thi ¢6 thé viéc sir dung ham thay d6i khoa TKIP,
duoc stir dung dé tao ra cac khoa ma hoa néu bi phat hi¢n hacker cé thé doan dugc
khoa kho1 tao hoac mot phén ctia mat khau va ho c6 thé xac dinh dugc toan bo mat
khau, do d6 co thé giai ma duoc dit licu.

= Khong tuong thich v6i hé diéu hanh cil.

=  Khi stt dung WPA-PSK thi viéc cai dat tré nén phuc tap, khong phu
hop cho nguoi dung gia dinh dién hinh.

= TKIP khong loai trir nhitng diém yéu co ban trong bao mat WiFi. Néu
mot attacker tan cong TKIP, hacker khong chi bé giy do tin cdy, ma con diéu khién
truy nhap va nhén thyc.

= WPA van st dung thuat toan RC4 ma c6 thé dé dang bi bé khod boi
tan cong FMS d3 dugc dé xuit boi nhitng nha nghién ctu ¢ truong dai hoc
Berkeley. Hé thong ma hoa RC4 chira dung nhiing khoa yéu (weak keys). Nhiing
khoa yéu nay cho phép truy ra khda ma. Dé co thé tim ra khoa yéu cua RC4, chi can
thu thap mot s6 lwong du théng tin truyén trén kénh truyén khong day.

» Bitin cong tur chdi dich vu (DoS) van con ton tai.

= Ky thuat TKIP ctia WPA chi 1a giai phap tam thoi, chua cung cp mot
phuong thirc bao mat cao nhat. WPA chi thich hop véi nhiing nguoi sit dung ma
khong truyén dir liéu "mat" vé thurong mai, hay cac thong tin nhay cam. WPA-PSK
12 mot bién ban yéu cia WPA ma ¢ d6 né gip van dé vé quan 1y password hoic
chia sé bi mat giira nhiéu nguoi dung. Khi mot ngudi trong nhém (trong cong ty) roi

nhom, mot password/secret méi can phai duoc thiét lap.
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2.4.3 WPA2

WPA?2 1a mot chuan ra doi sau d6 va duoc kiém dinh 1an dau tién vao ngay
1/9/2004. WPA2 dugc NIST (Vién tiéu chuin va cong nghé qudc gia Hoa ky)
khuyén cao sir dung. Trong kién traic WPA2, mdi khach hang st dung mét tén
ngudi dung va mat khau duy nhéat dé xac thyc trén mang khong ddy. WPA?2 str dung
thém thuat toan ma hoa AES.

Tiéu chuan tién nhiém coa AES 1a DES (Digital Encryption Standard), mi
hoa & 168 bit-DES 1a thuat toan ma héa khoi: nd xur 1y ting khoi thong tin ciia ban
16 ¢6 d6 dai xac dinh va bién d6i theo nhimg qua trinh phtc tap dé tro thanh khoi
thong tin cta ban ma c6 do dai khong thay d6i. Trong trudng hop cua DES, d6 dai
mdi khdi 13 64 bit. DES ciing st dung khoa dé ca biét héa qué trinh chuyén dbi.
Nho vay, chi khi biét khoa méi ¢6 thé giai ma dugc vin ban ma. Khéa dung trong
DES c¢6 do dai toan bd 1a 64 bit. Tuy nhién chi c6 56 bit thuc sy dugce str dung; 8 bit
con lai chi dung cho viéc kiém tra. Vi thé, d6 dai thuc té cta khoa chi 1a 56 bit.
Nhiéu tan cong da dugc chi ra cho du DES co6 rat nhiéu vu diém ndi tréi. Thira
hudng cac dic tinh cia tiéu chuan tién nhiém DES thi AES dugc ky vong ap dung
trén pham vi thé gidi, dd duoc nghién ciru rat ki ludng va 1a phuong thirc bao mat
méi nhét va bao mat cao nhat trong ma hoa dir ligu. WPA2 véi AES st dung thuat
toan ma hoa ddi ximg theo khdi Rijndael, sir dung khdi ma hoa 128 bit va 192 bit
hoac 256 bit.

R& rang WPA2 véi AES ciing ¢ cap do bao mat rit cao twong tu nhu chuan
WPA, nham bao vé cho ngudi ding va ngudi quan tri d6i voi tai khoan va dit lidu.
Nhung trén thuc t& WPA2 cung cdp hé thong mi hoéa manh hon so véi WPA.
Khoéng nhu WPA, WPA?2 lai khong tuong thich ngugc; nhitng Router cti hon c6 kha
ning mi hoa WPA véi TKIP khong thé dung dugc WPA2. WPA2 lai tuong thich ca
AES va TKIP va day ciing 1 nhu cau cua cac tdp doan va doanh nghiép c6 quy mo
l6n. WPA2 st dung rat nhiéu thuét toan dé ma hoa dit liéu nhu TKIP, RC4, AES va

mot vai thuat toan khac.
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Uu diém ciia WPA2
=  Giai phap ma hoéa tdi cao véi viée sir dung dong thoi nhiéu thuat toan
mi hoa dit liéu dé mang lai hi€éu qua ma hoa cao nhét, tang do tin cay cua hé théng
WLAN st dung no.
= Do cb co ché cac thuit toan m3 hoa téng hop nén WPA2 lam cho cac
Hacker khong thé suy doan cac khéa ciing nhu bé giy do tin cdy va nim quyén diéu

khién truy nhap va nhan thyc duoc.
Nhwoc diém ciia WPA2

* Ton tai mot s6 tin cong nham vao AES nhu viéc tin cong kénh bén.
Tan cong kénh bén khong tdn cong truc tiép vao thuat toan ma héa ma thay vao do,
tan cong 1én cac h¢ théng thyc hién thuat todn c6 so hd lam 19 dir 1i¢u. Ngoai ra hién
nay mot 16 hong méi duoc phat hién 1 16 hong 196.

= Hau hét cac thiét bi cam tay Wi-Fi, may tinh doi cii va may quét ma
vach déu khong twong thich véi chuin 802.11i.

= Viéc nang cap 1én chuan 802.11i v&i giao thirc bao mat WPA2 doi hoi
phai c¢6 chi phi thay thé thiét bi phan ctng gébm ca AP va Card mang khong day,
diéu nay 1am cho chi phi trién khai hé thong ting va giam kha ning thich Gng cia

céc thiét bi may khach thong dung.
2.4.4 Loc (filtering)

Loc 14 co ché bao mét co ban co thé sir dung cung v61 WEP hodc mdt sb giao
thire khac. Loc hoat dong giéng nhu Access list trén router, cdm nhitng cai khong
mong mudn va cho phép nhitng cai mong mudn. C6 3 kiéu loc co ban co thé dugc

st dung trong wireless lan:

= Loc SSID
= Loc dia chi MAC

» Loc giao thuc

2.4.4.1 Loc SSID
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Loc SSID Filtering 13 mot phuwong phéap loc chi duoc dung cho hau hét cac
diéu khién truy nhap. SSID ctia mot tram WLAN phai khép vai SSID trén AP hoac
ctia cac tram khéac dé chting thuc va lién két Client dé thiét 1ap dich vu. Nhiéu AP

¢6 kha nang lay cac SSID cua cac khung thong tin din dudng beacon frame.

SSID s& dugc ty dong hién thi khi nguodi dung tim kiém céc mang Wi-Fi
xung quanh. Va néu ban thiét 1ap tit SSID thi ngudi dung khac s& khong thé do tim
thdy mang wifi ctia ban hay néi mot cach khac ngudi dung bén ngoai s& khong thé
truy cdp vao mang wifi ciia ban mot cach trai phép. Tuy nhién cac hacker va cac
nguoi dung khéc van ¢6 thé tim théy mang wifi cua ban béng cach chan tin hiéu
truyén tir router dén may cua ban va tir may ctia ban dén router bang cac phan mém

va cong cu can thiét.

Wireless Security

" WPAI WPAZ

*GA/12B It WEP Encryption
*MAC Address Blocking

* Hidden SSI1D

*802. 1 X Authentication

-

RADIUS

o

J
‘ WPA2
o ‘ PSK:cfgsOat12
wEP
Key1:AB312

WPA/BO2Z2 11X
Hinh 2.13: So' @6 hd trg 4n SSID & céc thiét bi dinh tuyén pho bién
2.4.4.2 Loc dia chi MAC

Trudc khi nén céng nghiép Wi-Fi giai quyét duoc nhitng van dé va thiéu sot
ciia WEP (wireless encryption protocol) - cong nghé bao mat bang ma héa, nhiéu
chuyén gia khuyén co str dung thém co ché loc dia chi MAC nham ting cudng bao
mat. Mdi thiét bi Wi-Fi duoc gan duy nhat mot dia chi MAC (Media Access
Control) gdm 12 chit s6 thap luc phan. Dia chi MAC 1a phan “ngam” cua thiét bi
phan ctimg va dugc gri ty dong t6i diém truy cap Wi-Fi mdi khi thiét bi két ndi vao

mang.
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St dung trinh quéan 1y cdu hinh cta diém truy cdp (Access Point - AP), ban
c6 thé 1ap duoc mot danh sach thiét bi an toan (duoc phép truy xuat vao mang) hay
danh sach thiét bi khong duoc phép truy xuat vao mang (black list — danh sach den).
Néu b6 loc dia chi MAC dugc kich hoat, AP chi cho phép cac thiét bi trong danh
sach an toan dugc két ndi vao mang va cam tat ca thiét bi trong danh sach den truy
xuét vao mang, ngay ca khi ban c6 khoa két ndi, bat ké ban dang sir dung giao thirc
két n6i nao.

V&i su xudt hién cua cac giao thirc ma hoa tin cay, trong d6 manh nhét 1a
WPA2 (Wi-Fi Protected Access 1), ching ta it nghe noéi dén loc dia chi MAC hon.
Tuy nhién, tin tic (hacker) cling da tim ra cach dé tin cong giao thirc nay, bang cach

gia mao dia chi cta thiét bi két ndi hay gia mao 1a mot trong s céc thiét bi nay.

[P-MAC Binding List
Internet 172.17.1.4 < 00:50:7F:27:4E:21
\ 172.17.1.17 & 00:16:76:01:14:FF

Not i list 7
Normal mode: Pass

Correct V \J/ Strict mode: Block
8 28

Local User A Local User B Local User C LocalUser D

IP: 1721714 IP: 1721714 IP:172.17.1.11 IP: 17217117
MAC:00:50:7F:27:4E:21 MAC: 00:01:23:aa:bb:cc MAC:00:50:7F:33:31:F9 MAC:00:16:76:01:14:FF

Hinh 2.14: Loc dia chi MAC
Dé thiét 1ap bd loc MAC, ching ta can 1ap danh sach dia chi MAC cho céac
thiét bi c6 nhu cau két ndi vao mang. M3di 1An mudn thém hay x6a mdt thiét bi, ban
phai dang nhap vao trinh quan 1y cau hinh ciia AP. (AP cép doanh nghiép c6 thé cho
phép thuc hién viéc nay bang cau lénh). Néu client c6 dia chi MAC khong nam
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trong danh sach loc dia chi MAC cua AP thi s€ bi AP ngan chan khong cho phép

client d6 két ndi vao mang.

Déi v6i hé théng mang cé nhiéu client thi c6 thé xay dung may chu RADIUS
¢6 chirc nang loc dja chi MAC thay vi ding AP. Cau hinh loc dia chi MAC 1a giai

phap bdo mat c6 tinh mo rdng cao.
2.4.4.3 Loc giao thuc

Mang Lan khong day c6 thé loc cac goi di qua mang dua trén cac giao thirc
tir 10p 2 dén 16p 7. Trong nhiéu truong hop ngudi quan tri nén cai dat loc giao thic

trong moi truong dung chung, vi du trong truong hop sau:

C6 mot nhoém cau ndi khong day duoc dit trén mot Remote building trong
mot mang WLAN cua mdt truong dai hoc ma két ndi lai t&i AP cua tod nha k¥ thuat
trung tam.

Néu cac két ndi nay dugc cai dat voi muc dich dic biét cia sy truy nhap

internet cua nguoi st dung, thi bd loc giao thurc s€ loai trir tat ca cac giao thirc,

ngoai tre HTTP, SMTP, HTTPS, FTP...

E;“ Internet
\_\‘) . y
ROUTER
C )
AP HITTP, HETPs, SMTP, POP3, Wircless
FTP only Workgroup
y Bridge
[": £
<3 <M

Wired Clients

Hinh 2.15: Loc giao thic

Két luén chung vé cdc phwong phap loc

Khi nghién ctu vé cach bao mat mang WLAN béng viéc st dung cac
phuong phép loc, chiing van con kha nhiéu nhiing khuyét diém can phai khac phuc

nhung cac phuong phap ndy van 1a cac phuong phap dugc dung kha phd bién hién
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nay. Cac phuong phap ndy van nén duoc st dung ddi voi cac hé thong khong trién
khai duoc cac giao thirc bao mat khac hodc c6 thé 4p dung phwong phap nay kém

cac giao thurc bao mat khac dé c6 hiéu qua bao mat tdt hon.
2.4.5 WLAN VPN

VPN la cong nghé duge sir dung phd bién hién nay nham cung cip két ndi an
toan va hiéu qua dé truy cip tai nguyén ndi bo cong ty tir bén ngoai thong qua mang
Internet. Mic du sir dung ha tAng mang chia sé nhung chiing ta van bao dam dugc
tinh riéng tu cua dir liéu gidng nhu dang truyén thong trén mot hé thong mang
riéng. Giai phap VPN "mém" thich hop cho s6 luong nguoi ding nho, dé dap ung

s6 luong nguoi dung 16n hon, ¢ thé phai can dén giai phap VPN phan cung.

Mang riéng 40 VPN bao vé mang WLAN béng cach tao ra mot kénh che
chan dit liéu khoi céac truy cap trai phép. VPN tao ra mot tin cdy cao thong qua viéc
str dung mot co ché bao mat nhu IPSec (Internet Protocol Security). IPSec dung céac
thuat todn manh nhu Data Encryption Standard (DES) va Triple DES (3DES) dé ma
hoa dir liéu va dung cac thuat toan khac dé xac thuc g61 dir liéu. IPSec cling sir dung
thé x4c nhan s6 dé xac nhan khéa mi (public key). Khi dugc st dung trén mang

WLAN, céng két ndi ctia VPN dam nhan viéc xéc thuc, dong gobi va ma hoa.
Hién nay VPN c6 hai loai phd bién 1a VPN truy cip tir xa (Remote-Access)
va VPN diém-noi-diém (site-to-site).

VPN truy cép tuir xa con dugc goi la mang Dial-up riéng a0 (VPDN), 1a mot
két ndi nguoi dung dén LAN, thuong 14 nhu cau ctiia mot t6 chirc ¢6 nhiéu nhan vién

can lién h¢ v6i mang riéng cua minh tir rat nhiéu dia diém & xa.

VPN diém-ndi-diém 1a viée st dung mat ma danh cho nhiéu nguoi dé két ndi
nhiéu diém c6 dinh véi nhau thong qua mot mang cong cong nhu Internet. Loai nay
¢ thé dya trén Intranet hodc Extranet. Loai dua trén Intranet: Néu mot cong ty co
nhiéu try s& tham gia vao mot mang riéng duy nhat, ho c6 thé tao ra mot VPN

intranet (VPN noi bo) dé ndi LAN v&i LAN. Loai dya trén Extranet: Khi mot cong
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ty c6 mbi quan hé mat thiét véi mot cong ty khac (vi du nhu dbi tac cung cip, khach
hang.), ho ¢ thé xdy dung mot VPN extranet (VPN md rong) két néi LAN véi

LAN dé nhiéu t6 chic khac nhau c6 thé lam viéc trén mot moi trudng chung.
2.4.6 Nhin thwe va tiéu chudn xdc thuce 802.1x

802.1x 1a mdt chung thuc chuan IEEE, duoc st dung cho mang c6 day lan
khong ddy. La phuong phap dong md dua trén dicu kién ma server AAA xac thyc.
Céc thiét bi mudn di vao mang c6 day duoc goi 1a supplicant. Mot supplicant co thé
sit dung phuong thic EAP dé do ID ciia minh vé&i authentication server. Giita
supplicant va authentication server la authenticator. Authenticator hoat dong nhu
mot switch & trong mang nay. Switch nay st dung giao thic EAP over LAN
(EAPoL) gitra supplicant voi né va RADIUS gilta ndé vdi anthentication server.

Trén mang khong day thi qua trinh twong tuy nhung do6i lai 1a giao thirc

EAPOWLAN.
| g|
Supplicant Authenticator Authentication
Server
Mang cé day hitu tuyén
| ) 4 EI
Supplicant Authenticator Authentication

Server

Mang khéng day vé tuyén

Hinh 2.16: Nhan thuc 802.1x
Qua trinh chimg thue twong tu kiéu chimg thyc mé Sau khi qua trinh chimg
thuc mé ra, 2 bén c6 thé bat dau qua trinh 802.1x. Trong sudt thoi gian nay, “port”
van bi chin va xay ra nhiing diéu sau day:
= Supplicant guri gidy chiimg nhan dén authenticator.

= AP giri thong tin ching thuc dén server thong qua géi tin RADIUS
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= Ludng RADIUS dugc authentication server gtri dén client théng qua

AP.

= Trong sudt qua trinh thay d6i, client va AP sir dung cac key 1a duy
nhat.

= RADIUS server giri mot thong diép truy cép thanh cong dén client véi
mot key seasion WEP.

= AP giir key seasion WEP d6 dé sir dung giita AP va chinh no.

= AP gt key seasion WEP cung voi mét key broadcast/multicast WEP
dén client.

= Client va AP c6 thé str dung key seasion WEP dé ma hoa ludng luu

luong
2.4.7 Bdo mit cép cao (EAP)

EAP 14 chuan cta IETF dua ra vao thang 3/1998 cho két ndi diém-diém. Day
1a phuong thirc xac thyc bao gém yéu cau dinh danh ngudi dung (password,
cetificate...), giao thuc dugc sir dung (MDS5, TLS Transport Layer Security, OTP
One Time Password,...) hd tro tu dong sinh khoa va xac thuc 1an nhau va duoc su

dung thong qua céc loai co ché xac thyc khac nhau.

Trude khi xdic thye ngudi ding

AuthiM :
ﬁ . _ |Authenticator e Directory

USER I

ELUCH\

Sau khi di xdc thye ngudi dung

AuthN
& .~ |authenticator E:Nar Directory
USER \{

Hinh 2.17: M6 hinh hoat dgng xac thwc 802.1x

2.4.8 Phwong phdp phdt hién xam nhdp trong mang khong day (WIDS)
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Muc ti€u cua viéc phat hién xam nhdp 1a xac dinh cac hoat dong trai phép,
dung sai, lam dung d6i voi hé thong may tinh gdy ra bdi ca ngudi dung trong hé
théng 1an ngudi xAm nhép ngoai hé théng. Muc dich cua IDS 1a phat hién va ngin
ngira cac hanh dong pha hoai bao mat hé thong, hodc nhitng hanh dong trong tién
trinh tin cong nhu do tim, quét cac cong. IDS ciing c6 thé phan biét giita nhimng

cudc tAn cong ndi bo (tir nhan vién trong to chirc) va tin cong bén ngoai (tir hacker).
Wireless IDS bao gom:

= Vi tri can phai giam sét (rat chit ché): bén trong va bén ngoai mang.
= Thiét bi va chirc ning gdm phan cimg va phan mém chuyén dung c6
nhiéu tinh nang nhu thu thap dia chi MAC, SSID. Véi dac tinh thiét l1ap cac tram,
tdc do truyén, kénh, trang thai ma hoa.
Nhiém vu
Giam sat va phan tich cac hoat dong cua nguoi ding va hé thong. Nhan dién
cac loai tAn cong da biét.
Xac dinh céac hoat dong bat thuong cua hé théng mang. Xac dinh cac chinh
sach bao mat cho WLAN.
Thu thap tat ca truyén thong trong mang khong day va dua ra cac canh bao
dua trén nhimg dau hiéu da biét hay su bat thuong trong truyén thong.

x .
-t »

Router /_/ e
o Modem

g gr/ - A=

.....lo.ot’.i AR are o -
s m‘ PN e see L AP

=

e ’oMID. % 'o... Sos Sess q'/\P

WADS e, N T T Thl
Sever = T e
~ras----py.... N

LAPTOP

Hinh 2.18: H¢ théng WIDS
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M6 hinh hoat dong:

WIDS téap trung c6 mdt bd tap trung dé thu thap tat ca cac dit liéu cua céc
cam bién mang riéng 1¢ va chuyén ching t&i thiét bi quan 1y trung tdm IDS xtr 1y dit
liéu. Hau hét cac IDS tap trung déu c6 nhiéu cam bién dé c6 thé phat hién xam nhap
trong pham vi toan mang. Cac log file va cac tin hiéu bao dong déu duoc gui vé
thiét bj quan 1y trung tAm, thiét bi nay c6 thé dung quan 1y cling nhu cdp nhat cho
tat ca cac cam bién. WIDS tap trung pht hop voi mang WLAN pham vi rong vi dé
quan ly va hi¢u qua trong viéc xu 1y dir li¢u.

Phan tan: WIDS phan tan thuc hién ca chirc ning cam bién va quan ly. Mo
hinh nay phu hop v6i mang WLAN nho va c6 it Access Point, Wireless IDS phan
tan tiét kiém chi phi hon so véi WIDS tép trung.

2.4.9 Gidi phdp ngdan ngira va phdt hién xam nhdp IDS/IPS

Hé théng ngin nglra xdm nhap mang (NIPS — Network-based Intrusion
Prevention) hat hién tin cong, c6 thé khoi tao cac hanh dong trén thiét bi khac dé
ngan chan tan cong. Nhan ra tin cong bang cach phan tich ban sao cua luu lugng
mang. IPS thuong dugc trién khai trude hodc sau firewall. Khi trién khai IPS trudc
firewall 1a c6 thé bao vé dugc toan bd hé théng bén trong ké ca firewall, vung
DMZ. C6 thé giam thiéu nguy co bi tdn cong tir chdi dich vu d6i vé6i firewall. Khi
trién khai IPS sau firewall ¢6 thé phong tranh dugc mot s kiéu tan cong thdng qua

khai thac diém yéu trén céc thiét bi di dong str dung VPN dé két ndi vao bén trong.

Hé théng ngin ngra xdm nhap host (HIPS — Host-based Intrusion
Prevention) chin dung trudc khi tin cong dén mang bén trong. Cung cip kha ning
bao v¢ mang dua vao dinh danh, phén loai va ngan chan mbi de doa dugc biét hodc
chua biét nhu worm, virus, de doa dén ung dung, ...thuong duoc trién khai véi muc
dich phat hién va ngan chan kip thoi cadc hoat dong tham nhép trén cac host. bé c6
thé ngin chin ngay cac tin cong, HIPS sir dung cong nghé tuwong tu nhu cac giai
phdp antivirus. Ngoai khd nang phat hién ngin ngira cidc hoat dong tham nhap,

HIPS con c6 kha nidng phéat hién sy thay ddi céac tap tin cAu hinh.
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Ly do cén trién khai IPS

Moi thanh phan tham gia trong kién tric mang déu co chic ning, diém
manh, diém yéu khac nhau. Stir dung, khai thac dung muc dich s¢ dem lai hi€u qua
cao. IPS 1a mot trong nhitng thanh phan quan trong trong cac giai phap bao vé hé
thng. Khi trién khai c6 thé giup hé thng:

= Theo ddi cic hoat dong bit thuong ddi v6i hé thong.

= Xic dinh ai dang tic dong dén hé thong va cach thirc nhu thé nao, cac
hoat dong xam nhdp xay ra tai vi tri nao trong céu tric mang.

= Tuong tac véi hé thong firewall dé ngin chin kip thoi cac hoat dong
tham nhap hé thong.

Uu diém, han ché ciia hé¢ thong ngin ngira xAm nhép

Uu diém:

= Cung cép giai phap bao vé tot hon dbi vai tai nguyén hé thong.
= Ngan chan kip thoi céac tAn cong da biét hodc chua dugc biét.
Han ché:
= (6 thé gay ra tinh trang phat hién nham (faulse positives), ¢ thé

khong cho phép cac truy cap hop 18 toi hé thong.

Host-based
IDS/1PS

Network- Server
based IDS/IPS

T T T — Host-based
untrust = oamam @ — IDS/IPS
--- lllll
Firewall Router Server
Host-based
IDS/IPS
Server

Hinh 2.19: Giai phap ngin ngira va phat hién xam nhap IDS/IPS
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Mot so tiéu chi trién khai

= Xéc dinh cong ngh¢ IDS/IPS da, dang hodc du dinh trién khai.

= Xac dinh c4c thanh phan cua IDS/IPS.

= Thiét d4t va cau hinh an toan cho IDS/IPS.

= Xac dinh vi tri hop 1y dé dat IDS/IPS.

= (6 co ché xay dung, t6 chtrc, quan 1y hé thng luat (rule).

= Han ché thap nhit cic tinh hudng canh bao nham (false positive) hoic

khong canh bao khi c6 xam nhép (false negative).
C6 hai kiéu kién trac IPS chinh 1a IPS ngoai ludng va IPS trong ludng.
v IPS ngoai ludng (Promiscuous Mode IPS)

Hé thong IPS ngoai ludng khong can thiép tryc tiép vao ludng dir liéu. Ludng
dir liéu vao hé thong mang s& cung di qua tuong lira va IPS. IPS c¢6 thé kiém soat
ludng dit liéu vao, phan tich va phat hién cac dau hiéu cta sy xAm nhap, tan cong.
Véi vi tri nay, IPS c6 thé quan 1y birc tudng lira, chi ddn né chin lai cic hanh dong

nghi ngd ma khong 1am anh huong dén toc d6 luu thong clia mang.
v IPS trong ludng (In-line IPS)

Vi tri IPS nam trudc bic tuong lira, ludng dit lidu phai di qua IPS trudce khi
t6i birc tuong lira. Diém khac chinh so voi IPS ngoai ludng 1a c6 thém chirc ning
chan luu thong (traffic-blocking). Piéu d6 lam cho IPS ¢6 thé ngin chan ludng giao
thong nguy hiém nhanh hon so véi IPS ngoai luéng(Promiscuous Mode IPS). Tuy

nhién, vi tri nay s€ 1am cho toc do ludng thong tin ra vao mang cham hon.

Véi muc tiéu ngan chin cac cudc tin cong, hé thong IPS phai hoat dong theo
thot gian thuyc. Tdc dd hoat dong cua h¢ théng la mot yéu td rat quan trong. Qua
trinh phat hién xdm nhap phai di nhanh dé c6 thé ngan chin cic cudc tan cong ngay
1ap tc. Néu khong dap Gng duogc diu nay thi cac cudc tan cong da dugc thuc hién

xong va hé thong IPS 13 vo nghia.[7]
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2.5 Céc yéu to gy anh hwong dén hiéu ning cho hé thong mang WLAN
2.5.1 Khai niém hiéu nang mang

Hiéu ning mang 13 mot van dé phirc tap do cac yéu t6 c¢6 thé tong hop dua ra
nham danh gia van d¢ hiéu ning chua thyuc sy rd rang. Tuy nhién, trong thuc té rat
can cb nhitng khai niém ban chat va sat thue tién véi muc tiéu danh gid dugc toan
bo van dé hiéu nang bao gém ca cac yéu td do dac, theo ddi, diéu khién déu duoc
tinh dén. C6 thé so luge khai niém hiéu nang mang nhu sau: Hi€u ndng mang la
hiéu qua va nang luc hoat dong cua hé théng mang. Nhu vay, viéc danh gia hi¢u
nang mang chinh 1a tinh todn va xac dinh hi€u qua, nang luc thuc su cua hé théng
mang trong cac diéu kién khac nhau.

Cac dicu kién duoc st dung trong danh gid hi¢u nang la rat quan trong,
chtng anh hudng truc tiép téi cac két qua thu duoc. Trong cac diéu kién anh hudng
t6i qua trinh danh gia hiéu nang thi kich ban mo ta 1a yéu t6 then chdt quyét dinh
gia tri hi¢éu nang tai diém can do. Trong kich ban can xac dinh cac tham s6 dau vao
r0 rang nhu cac nut tham gia hé théng, thiét bi két ndi, tac nhan tham gia, giao thuc
hoat dong, Gmg dung trién khai, thoi gian thuc hién va rat nhiéu yéu té khac két hop

tao ra mot kich ban hoan thién.
2.5.2 Cdc yéu to gdy anh hwéng dén hiéu ning cho hé thong mang WLAN

Céc yéu t6 gdy anh huong dén hiéu ning cuia mang khong diy bao gom:
Thong luong, Kha ning két ndi, Kha ning mé rong, Cac ky thuat vo tuyén khong
day, Kha nang tuong thich, Bdo mat, Cach sir dung linh hoat.

v" Thong lwgng

Thong luong 13 duge dinh nghia chinh 1a s lugng ciia cac goi dir liéu duoc
truyén bang cach gui va nhan boi ngudi nhan trong thoi gian cho trude. Nhu vy,
dén moét mic d6 du 16n nao do, hiéu nang cua mang phu thudc vao thong lugong
cling nhu ta can mdi goéi dit liéu duoc truyén thanh cong. Thong lugng c6 thé giam
sut néu mang thiét ké khong thich hop, dinh tuyén khong rd rang, mot 16i lién két

hién dién hodc c6 su chat choi trén dudng truyén. Cach tot nhat dé c6 duge thong
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lrong mang hiéu qua nhat 13 phai c6 mét giao thire dinh tuyén tét dé cac lién lac
dién ra mot cach hiéu qua.

v' Kha ning két néi

Mot yéu t6 quan trong ctia hiéu ning mang 1a kha ning két ndi. Kha ning két
ndi nén dugce thuc hién theo cach ma c6 thé tu td chirc trong truong hop xay ra van
dé hodc xuat hién 18i. Bé dat duoc diéu nay can phai phét trién thuat toan diéu khién
cAu hinh va tu t6 chuc.

v" Kh4d ning mé rong

Kha ning mé rong 1a hoan toan can thiét cho mdi mang. Pinh nghia co ban
cho viéc nay 1a khi mang phét trién va c6 thém nhiéu nat kém theo hiéu ning cua
mang khong nén giam. Mot s6 van dé c6 thé xay ra néu mang khong c6 kha ning
mo rong 1 giao thirc dinh tuyén c6 thé khong c¢6 kha ning tim thay duong di dang
tin cay cho viéc truyén dr liéu. Thém vao do, giao thirc van co thé bi 161 v6i két qua
1a thong luong quan trong c6 thé bi giam sut. Vi vdy, can phai co cac k¥ thuat can
thiét dé mo rong céac giao thirc tir ting MAC dén tang Gmg dung.

v' Cic ky thuit vo tuyén khong day

Céac mang khong diy c6 mot quy mo rat rong 16n dua trén cac tin hiéu song
v6 tuyén duge giri dén hodc tir cac niit tham gia vao mang. Vi vay né rat quan trong
va c6 tinh quyét dinh khi ma cac k¥ thuat song v tuyén duogc st dung mot cach hop
1y. Néu k¥ thuat radio c6 hi¢u qua thi viéc mét dir liéu duogc giam xuéng dén mot
muc d6 16n. Hau hét cac van dé xay ra khi radio bi hong khong bat duoc tin hiéu
hodc tim kiém & mot s6 huéng khac. Piéu niy xay ra voi ang ten da huéng khi tin
hiéu truyén x4y ra tinh trang tin tuong vio cc dng ten cing loai va chiing thay doi
tiéu cy lién tuc. Hiéu Gmg nay goi 13 " diéc " c¢6 nghia 1 nguoi nhan dang tim hudng
bén phia ngoai viing phat ctia ngudi giri. Van dé nhu thé nay co thé dugc giai quyét
néu ta str dung ang ten dinh huéng théng minh. Mot giai phap khac 1a lia chon cac
hé théng Multi Input Multi Output hoic dng ten Multi-Radio.

v Kha ning twong thich
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Cac mang khong day c6 kha nang tuong thich vdi ca mesh client va client
thong thuong. biéu nay co thé duogc thuc hién boi cac router vai sy tich hop cua
nhiéu loai mang khong diy khong dong nhat. Ngoai ra cac cong cu quan 1y mang
nay can phai dugc thiét ké theo cach ma ching thuan tién cho cac hoat dong, giam
sat hiéu ning va cac thong sb thiét ké cuia mang dé 1am cho hiéu suét cao hon va
dang tin cay hon.

v' Bdo mit

Topo ciia mang khong didy WLAN 1a dang phan tan. Khi kién trac mang trd
nén phan tan hon thi van dé bao mat trén mang cang gia ting. Cho dén nay vin
chua c6 nhiéu dé an lién quan dén an ninh trén mang khong day. Ly do cho viéc nay
1a khong can phai dua ra cac khoa cong khai cho cac niit. Piéu ndy mang lai nhiéu
hon su lién h¢ khi quan sat dac tinh bao mat ciia mang khong day.

v Céch sit dung linh hoat

Céc thiét ké cua giao thirc phai quan tam nhiéu hon dén quyén tu chu cia cac
mang nhu quan 1y nang luong, tu td chure, tu han gén, va thu tuc chiig thuc nguoi
sir dung dang ky mang nhanh chong. Ngoai ra cac cong cu quan 1y mang yéu cau
phai duoc phat trién dé duy tri c6 hiéu qua hoat dong, gidm sat hiéu ning, ciing nhu
c4u hinh céc thong sb ciia mang khong day. Co ché tu chu trong céac giao thirc bén

canh nhitng cong cu ndy sé& cho phép trién khai cac mang khong day mot cach thanh
cong.

2.5.3 Cdc tham soé dinh gid hi¢u ning

Pé luong hda van dé hiéu nang mang, can thiét phai c6 bo tham sé tiéu
biéu dic trung cho van dé nay. Trong d6, cac tham sb sau day duoc sir dung
nhu nhitng khai niém dién hinh ma nhin vao ching cé thé cho thiy két qua

ctua danh gia hi¢u ndng mang.
2.5.3.1 Tinh san sang (Availability)

Tinh sn sang 13 thudc do dau tién khi xac dinh va danh gia hién trang

mang c6 kha niang phuc vu, dap ung yéu cau hay khong. Tham s nay cho
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phép chi ra ludng thong tin c6 dang duoc chuyén tiép qua hé théng mang hay
bi tic nghén can phai xir ly, cac dich vu mang dang duoc cung cap c6 san
sang cho viéc tra 10 cac yéu cau dua ra. Van dé lién théng gitra cac hé thdng

trong mang ciing dugc dé cap trong tinh sin sang.

Mot trong cac cong cu, phuong phap don gian thuong dugc st dung
khi kiém tra tinh sn sang caa hé thong mang 1a str dung chuong trinh ping.
Chuong trinh khi thuc hién s€ guri cac goi tin dudi giao thiac ICMP téi phia
may can kiém tra va doi két qua tra 1oi, néu co két qua tra loi ching ta co thé

xéac dinh duogc tinh sin sang cua hé thong dich.

Bl D:\Windows\system32\cmd.exe EI@

Microsoft Windows [Uerszion 6.1.76A11
Copyright <c)> 288% Microsoft Corporation. All rights reserved.

m| »

D:xUsers~CongChienXping google_.com

Pinging google.com [216.58.19%.141 with 32 bhytes of data:
58.1979.14:- bytes=32 time=24mz TTL=56
.58.177.14: bytes=32 time=24ms TTL=5&
.58.199.14: bytes=32 time=24mz TTL=56

Reply from 216.58.199.14: hytes=32 time=24ms TTL=56

Ping statistics for 216.58.19%.14:

Packetsz: Sent = 4. Received = 4. Lost = B (B¢ loszs>.
Approximate round trip times in milli—seconds:

Minimum = 24ms, Maximum = 24ms,. Average = 24ms

D:~\Users CongChienr_

Hinh 2.20: Kiém tra tinh sin sang véi chwong trinh ping

Pingla 1 phuong thuc kiém tra két ndi cua hai thiét bi trén duong
truyén bang cach do tong thoi gian giri va phan hoi khi giri mot goi tin chuan
tir thiét bi nguon dén thiét bi dich.

Pon vi ciia ping thuong duoc tinh bang ms.

Trong cac phuong thic trao d6i goi theo phuong thirc TCP thi ngudi ta
thuong dung Ping dé am chi chat luong ciia dudng truyén.

Ping phu thudc vao 3 yéu t6:

+ Két ndi: toc dd mang
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+Piém A: may tinh, dién thoai
+ Piém B: server ctia nha cung cap dich vu

Trong vi du trén, yéu cau guri di da c6 két qua dap ung, trong mot sé
truong hop va tinh hudng thuc té viéc mat goi tin thudng xuyén xay ra, diéu
nay c6 thé do nhiéu nguyén nhan khac nhau, trong d6 c6 mot sé6 nguyén nhan

dién hinh sau:

- Xung ddt xay ra giira cac phan doan mang: Céc giao thirc diéu khién
truy cap dong vai tro quan trong trong qua trinh kiém soat xung dot, viéc lya
chon giao thic phu hop anh huéng Ion téi xir Iy cac gdi tin khi hé théng gap
van dé.

- C4c goi tin bi hay boi cac thiét bi mang: Ma&i thiét bi déu cd nhitng bo
dém nham luu trit nhitng gai tin chua kip xur Iy. Bé kiém soat bo dém, thong
thuong cac thiét bj s& sir dung mét sé giai thuat nham duy tri trat ty cua bo
dém nhu giai thuat DropTail, RED, DDR,... trong cac giai thuat nay ludn ton
tai phuong an hiy goi tin khi thoa man diéu kién huy nham duy tri hoat dong

t6t nhat cho thiét bi, tranh tic nghén va qua thoi gian xu 1y.

multiport 10/100 switch

/

E_ j 100 MB
pac[ejt‘\ 100 MB
buffer

diw

Hinh 2.21: Hién tweng hiiy goi tin trén by dém cua thiét bi

100 MB
10 MB

F

100 MB

2.5.3.2 Thot gian dap img (Response time)
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Khi yéu cau duogc guri t6i, s& c6 mot khoang thai gian danh cho viéc xir
Iy trude khi tra vé két qua, khoang thoi gian nay duoc goi 1a thoi gian dap
tng, bao gdom thoi gian di, thoi gian xur ly yéu cau va thoi gian vé. Pay la
tham sb rat quan trong anh huéng téi qua trinh danh gia kha ning giai quyét
van dé khi cd yéu cau va ha tang truyén thdng. Thoi gian dap ¢ng cham
thuong do kha ning giai quyét van dé cua ung dung, han ché trong truyén va
nhan théng tin trén giao thirc va ha tang truyén théng tin. C6 thé chi ra mot sb

Cc4c yéu td anh huong truc tiép téi thoi gian dép ing nhu sau:

e Qua tai trong cac phan doan mang

Cac 15i xuat hién trén mang

Khiém khuyét khi m¢ rong mang

Xur ly céc théng tin quang bé trén mang chua tot

Thiét bi mang kém chét luong

Qua tai trén cac nut mang

Thoi gian dép tng duoc do bang mili gidy (ms). Théng thuong véi céc
két ndi mang LAN thi thoi gian dap tng nho hon 1 hodc 2 mili gidy, véi cac
két néi mang WAN thoi gian dap (ng c6 thé Ién tai 200 hoac 300 mili gidy l1a
chap nhan duoc, gia tri cu thé tly thudc vao tbe do duong truyén gitra cac hé

théng.
2.5.3.3 Kha nang su dung mang (Network utilization)

Khi hé thdng mang hoat dong, viéc danh gia kha nang stir dung mang la
yéu té quan trong khi can danh gia hiéu ning mang. Hé thong mang cé thé
hoat dong & trang thai binh thudng trong da s6 thoi gian, tuy nhién trong thuc
té thi hé thong cd thé chua hoat dong hét cong suat va kha nang, nhu vay phan
du thira khi xay dung mang chua tinh dén ciing 1a yéu té giam di hiéu ning

cua hé théng. Dé tinh tham s6 kha ning sir dung mang, thong thuong cong
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thire chinh dwgc sir dung 1a phan trim thoi gian st dung mang trong suét thoi
gian hoat dong mang. Trong rat nhiéu tinh hudng, cé nhiing thoi diém hé
théng sir dung 100% cdng suat nhung c6 nhing thoi diém 1a vé 0% cho trang
thai khong c6 yéu cau. Bé tang tinh chinh xac khi xac dinh kha ning st dung
mang, Viéc tinh toan luu lugng dix liéu duoc truyén qua hé thdng trong tong
thoi gian hoat dong da duoc st dung. Gia tri cu thé khi tinh todn con phu
thudc nhiéu vao phuong thirc truyén trén cac két ndi duoc sir dung tai cac
giao dién mang. Thong luwong mang (Network throughput) 1a tong luong dix

liu chuyén tiép qua cac nit can do trong mot thoi diém xac dinh.

Nguoi quan tri hé thbng mang c6 thé xac dinh thong luong mang bang
phuong phap tim nGt ¢6 chai giita 2 diém can do. Bong thoi, trong mot sb tinh
hudng nhiéu nguoi s& khang dinh thong lugng cua hai diém s& dugc xac dinh
bang gié tri bang thong (Bandwidth) tai 2 diém d6. Nhitng diém néu trén Ia

hoan toan khong chinh xac béi 2 ly do chinh sau day:

- Gi4 tri bang thong khong phu thuoc vao thoi gian do va day la khai
niém khac hoan toan vai thong luong.
- Thong luong thuc té phy thudc rat nhiéu vao tong thé két ndi, thiét bi st

dung, ung dung hoat dong, dich vu cung cép cua hé théng tai thoi diém can do.

| sarver |

Ad A
O0 MB

| 10/ 1D0-MB switch ]

10 b8

10-MB hub

nod
0 M8

| 10/ 100-B switch |

I 100 MBE
| Cliant |

Hinh 2.22: P§ phic tap khi xac dinh théng lwgng giira client va server
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2.5.3.4 Kha nang cua bang thong mang (Network bandwidth capacity)

Kha ning cua bang thong 1a mot trong nhiing yéu té dé xac dinh thdng
lugng mang trong thoi diém can do. Tong dung luong bang thong c6 kha
nang gitta hai nGt mang s& anh hudng 16n toi hiéu nang cua mang diéu nay la
kha hién nhién, khi ta két néi mang 100BaseTX thi dwong nhién luon nhanh
hon vai két ndi T1. Tuy nhién viéc xac dinh kha ning ctia bing thong gitta 2
diém can do thuong rat phuc tap do tong thé két ndi cua hé théng tac dong
(md ta tai hinh 2.23), do vay doi hoi phai c6 ki thuat cu thé trong viéc xac
dinh gia tri 16n nhat trong kha nang cua bang thong mang khi hoat dong. C6 2
ky thuat chinh duoc str dung dé xac dinh kha ning bang thong d6 1a k¥ thuat
packet pair/packet train va ki thuat thong ké goi tin.

100-MB : 10-MB 100-MEB

client . . .
awitch awitch awitch

SEMVEr

small small larger packet gap larger packet
packet packet gap preserved

Qap gap
preserved

Hinh 2.23: Minh hoa k§ thuat packet pair/packet train
2.6 Két luain Chuwong 2

Trong chuong II ndy chung ta 3 nghién ctru va danh gia vé cac van dé
bao mat cho mang WLAN, phan tich va danh gia dugc vai tro cua bao mat
trong mang khdng day. Tim hiéu nguy co mat an ninh mang khéng day va
gidi thiéu mét sé dang tan cdng cua mang WLAN, cong véi su di sau va tim
hiéu céc kién trac co ban cia mang WLAN va cac phuong thirc bao mat va
chéng xam nhap trai phép. Cac yéu té gay anh huong dén hiéu ning cho hé
thdng mang WLAN.

Trong chuong III tiép theo chlng ta s& phan tich hién trang hé thong
mang WLAN cua trudng Cao dang Ly Thai To, dua ra gia phap, di siu vao
bién phép cu thé dé tién hanh ting hiéu nang cho mang WLAN.
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CHUONG 3: PHAN TiCH, MO PHONG TANG HIEU NANG
CHO HE THONG MANG WLAN CAO PANG LY THAI TO

3.1 Phan tich hién trang h¢ thong mang WLAN ciia Cao dang Ly Thai T6
3.1.1 Hi¢n trang hé thong mang WLAN

Truong dimg chan trén dia ban Phuong Pinh Bang, Thi xa Tir Son, Tinh Bac
Ninh - mdt thanh phé tré dang trong qué trinh cong nghiép hod manh mé, véi vi tri
déc dia 1a cira ngd thu d6 Ha Noi. Bac Ninh duoc biét dén 13 noi tip trung ctia nhiéu
khu cong nghiép 16n nhu: VSIP, Tién Son, Yén Phong. Pay la cac khu cong nghiép
hoi tu cac doanh nghiép hang du vé cong nghé cao ciing nhu cac doanh nghiép phu
trg cho cac tap doan 16n nhu Samsung, LG, Canon, Héng Hai - cac tap doan hang
nam c6 nhu cau tuyén dung nhan su rat 16n dé phuc vu nghién ctru va phat trién san

xuat.

Hinh 3.1: So' d6 phéi cinh quan trwdng Cao dang Ly Thai To
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Toan thé truong 1a mot khu lién hop hi¢n dai bao gém cac hang muc:

- Van phong nha truong

- Nha Hiéu bd - Hoc chinh

- Nha Hoi1 truong — Giang duong

- Thu vién

- Khu nha xuong thyc hanh

- Ky tuc xa

- Vuon sinh vién, hd c4, Quang truong. ..

Céc hang muc cong trinh duoc két ndi bang hé thdng duong giao thong thuan
loi xen 1an cac khoang san vuon, tiéu canh cdy xanh, vuon hoa. Toan bd cac khoi
nha trong trudng duoc trang bi hé théng didu hoa trung tim st dung cho tat ca
phong hoc, phong 1am viéc véi hé thong diéu khién thong minh van hanh tu dong.
Hé thong loa thong bao, camera IP giam sat... Tat ca cac hé thong van hanh ty dong
va toan by cac hang muc trén duogc ndi mang voi nhau, phong server dugc dit trén
tang 3 nha Hiéu Bo 1 noi chita toan bd cac Server, c6 thé néi phong diéu khién nay

1a dau ndo cta truong Cao dang Ly Thai To.

Toan bd truong duoc trang bi gan 840 mdy tinh cho phong hoc, thu vién va
phong 1am viéc. Phong 1am viéc bao gdm cac phong ban voi gan 100 may tinh nam
tai nha hiéu bo dugc ndi mang véi trung tam dir liéu, Thu vién véi gan 100 may tinh
duoc trang bi hé théng Server riéng phuc vu cho sinh vién tra ctru sach, tai liéu va
tu hoc trén mang, truong con c6 10 phong tu hoc nam tai nha hiéu bd - hoc chinh
duoc trang bi Wifi Free phuc vu cho viéc tu hoc va hé théng phong hoc khoa Tin
hoc va cac 16p tin hoc vin phong véi 8 phong, mdi phong gom 80 may tinh hién dai

cau hinh du dap ung tat ca cac nhu cau cho sinh vién khoéa Tin hoc.

Nha trudng trang bi 02 duong cap quang tdc do cao phuc vu cho viée truy
cap Internet cuia toan trudng, cac thiét bi sé nhu Camera IP, cac Server va viéc phu
song Wifi trong toan b khuon vién truong. 01 dudong phuc vu riéng cho viéc dang

ky hoc va trang chu Website cua truong, 01 duong phuc vu cho riéng thu vién, 01
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duong danh riéng cho phong ban va bd mén truy cip Internet va cudi cung 01

duong chuyén dung cho vi¢c hoc Online, 01 dudong phuc vu cho vi¢c phu song Wifi

toan truong phuc vu cho sinh vién.

Py

D

&

————4

(s}
A
Qo
ot
- E—

|
4

QANGVRN RGN

i

T

iy
fnil

TS

[ Vil

VAY HONG K 20NG

AT

leilin

|
i/

NBcHA
M

¥

]

0 b /
D I'\ ;"l«ogﬁ - 0
/ |
o i i )
1\ iy hg

[
(a=)

— 1
5 JEK
: 00
00 s {
00 %
3 W6 o1+ 8V 2 | N0 EE
k. # z
@nﬁ
| K
00polodon
AREAENREIRR
4 050 000
sEke gEss
0000|0Q00

Hinh 3.3: So @6 mit bang hé théng mang ting 2 — nha Hiéu bd
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Hinh 3.4: S @6 mit bang hé thong mang ting 3 — nha Hiéu bd

V61 mo6 hinh nhu trén nén viéc thiét ké mang cho truong cling da dugc tinh
toan can than va chi tiét dé c6 thé dap tmg duoc nhu cau hién tai va kha ning dé

dang nang cap khi c6 nhu cu phat sinh trong twong lai.
3.1.2 Viin dé bdo mdt mang WLAN tai Cao ding Ly Thdi Té

D¢ 1am ndi bat ro cac yéu cau bdo v€ thong tin tai truong chung ta can phan

tich nguyén nhan ciia sy mat an toan thong tin.

Ngay nay cung v&i su phat trién ctia cac cong nghé mang, thi mang LAN
khong day (WLAN) d3 duogc sir dung rong rai trong nhidu co quan td chic. Loi thé
cia mang khong day chinh 13 viéc sir dung duong truyén vo tuyén, tuy nhién cing
v6i loi thé d6 13 van dé bao mat cho n6 trd nén kho hon. Séng vo tuyén truyén trong

khong gian nén co thé bi truy cap dé dang néu st dung cac thiét bi thich hop.

Cung v6i su phat trién khong ngimg cua Internet va cac dich vu trén Internet,
sO lugng cac vu tan cong trén Internet ciing tang theo cap sé nhan. Trong khi cac
phuong tién thong tin dai ching ngdy cang nhic nhiéu dén Internet véi nhiing kha
nang truy nhap thong tin dudng nhu dén v tin cia no, thi cac tai liéu chuyén mon
bat dau dé cap nhiéu dén van dé bao dam an ninh va an toan dir liéu cho cic may

tinh duoc két ndi vao mang Internet.
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Khong chi sb luong cac cude tin cong ting 1én nhanh chong, ma cac phuong

phap tan cong ciing lién tuc dugc hoan thién. Nhu cau bao vé thong tin cua truong

Cao déng Ly Thai T6 duoc chia thanh ba loai gém: Bao vé dir liéu; Bao vé cac tai

nguyén st dung trén mang va Bao v¢ danh tiéng ctia co quan:

Hién nay hé thong mang tai Cao ddng Ly Thai T6 da dugc trang bi Firewall

ASA5510, 250 may tinh va may chu di trang bi phdn mém diét virat ban quyeén.

Bang 3.1: Bang hién trang hé th6ng mang trweong Cao dang Ly Thai Té

Kha nang dap ing

TT | Giai phap bao mit ciia hé thong
Mirc dap ng cé/khdng
. : Layer 3 - 4 co
1 | Giai phap twong lira (Firewall) Lazer o oG
N May chu 30%
2 | Giai phap dung phan mén di¢t Virut ,ay _— . °
may tram co
N . N Backup/restore doc 1ap co
3 Giai phap luu trit / phuc hoi dir li€u Backup/restore tip chung
Backup/restore - ’ 0
(Backup ) it lich, luu tri khong
G~iéi phap dung cac thiét bi phuc vu
4 | ho trg phong chong tan cong, xam Toan mang khong
nhap (IDS/IPS)
Giai phap giam sat an ninh: Phat
5 | hién may tinh mdi cam vao mang, Vung Server quan trong khong
cac dich vu khong dugc st dung...
6 G}al phap thiét bi phuc vu ho trg Xéc thure tap trung khong
xac thuc
7 Giai phap thiét bi phuc vu ho trg Toan mang khong

kiém tra dnh gia dinh ky

Qua bang tong hop trén va dé timg budc ting hiéu ning mang cling nhu kha

nang bao mat cho hé thong mang WLAN ciia Cao dang Ly Thai T6 thi chung ta can

phai dua ra duoc giai phap c6 kha niang phat hién cac truy cap bat hop phap, nhimng

cudc thn cong vao may chu, dich vu mang nham dam bao cho hé théng hoat dong

c6 tinh bao mat cao. Vi vdy giai phap st dung cong nghé IDS/IPS c6 thé dam

duong nhiém vu nay.
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3.2 Pé xudt cdc phwong phdp ting higu nang cho hé théng mang WLAN
tai Cao ding Ly Thdi Té

Tir thyc trang hé thong mang WLAN dang sir dung tai truong Cao Pang 1y

Thai To dé xuét cac giai phéap tang hidu nang cho hé thong nhu:

- Dbi v6i hé thdng phin cimg mang str dung phan mém VNPT-CAB dé
t6i wu.

- Dbi v6i hé théng phan mém dung cac phuong phap Kiém soat hiéu
ning ctia mang khong day nhu: Dinh tuyén; Chat luong dich vu; Van dé vé an ninh

trong mang khong day.
3.2.1 Sir dung phin mém VNPT-CAB téi wu hé thong mang WLAN
3.2.1.1 Vung phu

Khi trién khai mot mang vo tuyén “indoor”, viéc xac dinh ving phu song 1a
mot van dé co ban. Vung phu soéng dugc xac dinh qua khoang cach ma mot mang
v6 tuyén c6 thé phat va thu & mot tbe do cho trudc theo cic nguyén tic hoat dong

trong bang tan cta nd.

C6 sy nham 13n khi cho rang bang tin hoat dong cuia hé thong cang cao thi
vung phu séng cang nho. Thuc su diéu nay chi dung dbi véi méi trudng “outdoor”
hay cac méi truong khong gian ty do. Moi truong “indoor” thudng c6 nhiéu vat can
hay cac vat hip thu song vo tuyén, do viy khong thé str dung mé hinh khéng gian tu

do d¢€ viéc xac dinh vung phu song ctia mang vo tuyén “indoor”.

Ving phu song ciia mang s& quyét dinh va co anh huoéng truc tiép dén viéc
xac dinh chi phi va dung luong ciia hé thong tirc 14 anh hudng dén tdc d6 truy nhap.
Viéc phan tich, xac dinh ving phil song ciia mot mang vo tuyén “indoor” dua trén
cac bién va tham sb cua hé thong va mo hinh suy hao duong truyén tin hiéu cho cac

mang vO tuyen.

Céc tham s6 hé thdng: ving phu séng duoc tinh toan dua trén gia trj cong

suat phat xa cuc dai cho phép (gia tri EIRP) va do nhay thu danh dinh.
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M6 hinh suy hao duong truyén tin hiéu: ving phu séng ctia mot mang vo
tuyén trong mdi truong “indoor” c6 khac biét dang ké so voi moi truong “outdoor”.
Viéc x4c dinh ving pha séng ndy duoc dya trén mé hinh suy hao cong suit phat
(suy hao nay 1a do bi hap thu béi cac vét can trong mdi truong). Bién d6 suy hao
dugc do nhiéu 1an va duogc sir dung dé diéu chinh trong cac mé hinh suy hao duong
truyén ciia mdi truong khong gian ty do nhdm ting d6 chinh xac trong viée xac dinh
suy hao dudng truyén tin hiéu ddi véi moi trudng “indoor”, qua dé s& xac dinh
chinh x4c hon ving phi séng cia mang. M6 hinh suy hao duong truyén tuyén tinh
dugc chon dé mo ta suy hao dudng truyén trong truong hop may phat va may thu
trong cuing mdt ting. Theo mo hinh nay, suy hao dudng truyén cua mdi truong
“indoor” (tinh theo dB) duoc xac dinh bang suy hao duong truyén ctia khong gian
tu do cong voi mot hé s6 bién d6i theo cu ly. H¢ s6 nay duoc xac dinh thong qua
cac thir nghiém thuc té. Két qua 1a suy hao dudng truyén tin hiéu trung binh duoc

tinh theo cong thure sau:

PL(d, )[dB]=PL, (d, f)+ad

v6i d 1a khoang cach tinh theo don vi mét, f 1a tan s, PL., 14 suy hao duong
truyén cta khong gian tw do va a 13 hé sb suy giam. Thong thuong, a co gia tri
bang 0,47 [dB/m] Vung phu séng cia mang: s& dugc xac dinh théng qua gia tri d
trong cong thiic trén v4i suy hao dudng truyén dugc xac dinh theo cong thirc sau

v6i gia tri clia cac bién va tham sd twong Gmg véi cic bing tan khac nhau.
Pr[dB]=Pt[dB]+Gt[dB]-PL(d, f )[dB]+Gr[dB]
voi  Pr[dB] 1a cong suét thu t6i thiéu dap Gmg yéu cau PER/FER
Pt[dB] la cong suat phat cuc dai cho phép
Gt[dB] la tdng ich anten phat
Gr[dB] la tang ich anten thu

PL(d, f)[dB] la suy hao duong truyén ctia moi truong “indoor”.
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Mot van dé khac nira 1a mdi mot diém truy nhdp trong mang chia sé¢ mot
bang tan cb dinh cho tat ca cac d6i twong sir dung két ndi dén nd. Do vay van dé
quan trong 13 can phai dam bao cai dit s6 diém truy nhap hiéu qua cho mét luong
d6i twong sir dung va luu lugng mong mudn. Tuc 14 can phai can bang gitta ving
phu song véi tée d6 truy nhip cua hé théng. Dé co thé giai quyét van dé nay can
phai nghién ctru vé& mat do ngudi sir dung trong khu vuc lip dit, va phai du bao vé
kha ning mo rong phat trién cua hé thong ciing nhu dy bao nhu ciu ciia ngudi sir

dung trong khu vuc nay trong twong lai [3].
3.2.1.2 Sir dung phan mém VNPT-CAB t6i uu hé thong phan cung

Hiéu ning cia WLAN duoc thiét 1ap cho du hé thong d6 c6 an toan hay
khong. Hi¢u qua cua mot hé théng cling dya vao hi¢u ndng cua no. Vi vy diéu
quan trong 1a mot hé théng khong bao gid xay ra sy ¢b trong mot thoi gian dai va
cac goi dir liéu khong bi mat giita cac nat khac nhau. Péi véi cac TOPO mang
chung, hiéu ning cia mang noéi chung ty 1& nghich voi khoang cach gitta nguon va
dich. Tuy nhién, day khong phai 1a truong hop cia WLAN nhu kha nang mé rong
c6 thé ting hiéu ning badi vi cac nut ciia mang ludi cung cap nhiéu dudng dan giita
ngudn va dich. Cac trudong hop khac khi hiéu niang cia mang giam chinh 13 khi tin

hiéu yéu dan, ngh&n mach trén dudng dan hoic str dung giao thirc khong thich hop.

Str dung phﬁn mém VNPT-CAB dé t6i uu hé théng mang wifi, ddm bdo
cuong do tin hidu tai cac diém trong toa nha t6t nhat co thé véi hé théng phan cimg
hién c6 trong truong.

Phan mém VNPT-CAB 1a phin mém dugc VNPT phat trién, st dung trén
dién thoai di dong. Muc dich dung cho nhéan vién kinh doanh va k¥ thuat str dung
trong cong trong cong tac san xuat kinh doanh. Pang nhap bang USER tap trung do
tap doan VNPT cdp. Ngoai ra phan mém con trang bj tinh ning do kiém song di

dong, Wifi.

Cac modul tinh néng ciia phin mém
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Diéu hanh thi céng

- Tra ctu chi tiét thi cong

- Thu thap thong tin ha ting mang
- Thu thap thong tin thi truong

- Thu thap thong tin hd gia dinh

- Xur 1y phan hdi cta khach hang

- Tin hi¢u mang

- Cam nang VNPT

- Céc bao cao thong ké...

Trong cac modul tinh ning ctia phan mém thi tinh nang Tin hiéu mang duoc

str dung dé do cuong do tin hiéu tir AP dén.

VNPT-Cab 1.3.82

&€ pieu hanh thi cong

6{' Tra ctru chi tiét thi cong

&8 Thu thap théng tin ha tang mang
'ﬁ‘ Thu thap thong tin thj truong
3%¢ Thu thap théng tin hé gia dinh
' Tin hiéu mang

Bl cam nang VNPT

Q Thay d&i thong tin KH

2%% Gigi thiéu va phat trién dich vu

& Khéch hang can cham séc

T Ti€p nhan béo héng

2 [BNH] congdv.bnh - D6 Viét Céong

Hinh 3.5: Chirc ning do kiém séng ciaa phan mém VNPT-CAB

St dung phian mém:
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Phan mém dugc viét ra muc dich st dung phuc vu cho cong tac san xuét dinh
doanh cua céac don vi truc thude tap doan, quan 1y tap trung cac hoat dong san Xuét
kinh doanh cua cac don vi nhu: Stra chita bao hong, 14p hop dong cung cép dich vu,
tra ctru thong tin ha téng mang, nhu cau dich vu, ha téng ddi tha, do kiém chat

luong song di dong, Wifi...

Ap dung sir dung phan mém trong viéc tdi wu phin cimg hé thdng mang
Wifi:
- Ping nhap bang User do Tap doan cap.
- Két ndi dién thoai st dung phén mém dén tung AP.
- Po kiém v6i khoang cach do thir test song tir Client dén AP véi ban
Kinh 1a 20m.

- Dua vao két qua do dich chuyén vi tri AP dén vi tri toi wu nhéat.

< Dodng hd do

Dbng hd do
_—
-

SSID

BSSID

MAC

Téc do

Cudng do
Ma hoéa

Tan sé

-~ 9 o o

Hinh 3.6: Chirc ning do kiém song ciia phan mém VNPT-CAB
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Yéu cau sau khi tdi wu hé théng phan cing mang WLAN. Hé théng WLAN
phu song khap toa nha, co chat luong tin hiéu song dam bao cho cac két ndi tir AP

dén Client. Khoang cach do thir test song tir Client dén AP 13 20m.

Bang 3.2: Két qua do kiém séng bang phan mém VNPT-CAB tai trudmg Cao ding Ly

Thai To
STT SSID Téc do Cuong dd Panh gia
1 Hieubo 11 70 Mbps -47 dBm dat
2 Hieubo 12 67 Mbps -56 dBm dat
3 Hieubo 13 71 Mbps -46 dBm dat
4 Hieubo 21 65 Mbps -57 dBm dat
5 Hieubo 22 72 Mbps -46 dBm dat
6 Hieubo 23 71 Mbps -45 dBm dat
7 Hieubo 31 69 Mbps -52 dBm dat
8 Hieubo 32 70 Mbps -47 dBm dat
9 Hieubo 33 68 Mbps -55 dBm dat
10 Thuvien 72 Mbps -46 dBm dat
11 Quangtruong 73 Mbps -45 dBm dat

3.2.2 Kiém sodt higu ning ciia mang khéng ddy

Thong luong, do tré va ty 1& mat goi tin 14 mot trong nhitng vin dé quan
trong quyét dinh mang hodc truyén thong co tin ciy hay khong. N6 kha rd rang
ngoai kha ning mé rong va cic van dé vé an ninh, vi vy trong phan nay cta luan
van chung ta sé tap trung chu yéu vao cic yéu td co thé tro giup dé co duoc thong
lugng tdt hon va do do6 s& cai thién dugc hiéu nang cua mang. Thong lugng tot s&

lam cho chung ta c6 thé bao mat dir liéu thanh cong tir mot diém nay toi mot diém
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khac. Va mét cach 1am hiéu qua dé ting hiéu ning cua mang chinh 13 thong qua
hiéu qua cta viéc dinh tuyén. Mot yéu t6 khac c6 thé gitip ting cudng thong luong
mang 13 cAn bang tai. Mit cin bing tai co thé xay ra tai mot thoi diém, mot thoi
gian nhat dinh va né s& lam dong luu lugng di tréch hudng. Vi thé diéu nay s& din

dén hién twong tic nghén mang va giam thong luong mang.
3.2.2.1 Tang hi¢u nang cia mang khong day:

Thong luong cua mot mang khong day c6 thé duogc ting 1én bang chinh 3

phuong phap sau:

- Sir dung c6 hiéu qua céc s lidu va cac giao thirc dinh tuyén.
- Str dung su can béng luu luong dé cai thién chat luong dich vu (QoS).
- Tang cudng bao mat va phong chéng xdm mang trai phép dé khong

gy anh hudng t6i thong luong cia hé thong mang.
3.2.2.2 Pinh tuyén:

Dinh tuyén 1a mot qua trinh dé giai quyét tir dau dén cubi con dudng di giira
ngudn va nut dich. Cac dic diém chinh cta dinh tuyén 1a cho phép chung ta truyén
thong tin cdy va dam bao chét lugng dich vu (QoS). Cac nhiém vu quan trong lién
quan dén viéc dinh tuyén 1a dé c6 thé lua chon con duong di tdt nhat ma diéu do
dam bao ré“tng dir liéu sé dat dugc la dang tin cay nhét va chinh x4c nhat tr nguoi
giri dén nguoi nhan. Picu nay dugc thuc hién bang cach chon giao thirc thich hop

ma tranh un tac va do d6 ngan ngura mat dir liéu.

Piéu can quan tim chinh ctia chu dé nay 1a viéc kiém tra cac yéu cau cho
viéc thiét ké va do dac trong cac mang nham hd tro hiéu nang mang cao, chéng han
nhu thong luong cao va do tré cta goi tin 1 thap nhat. Viéc san xuat ra mot phép
phan tich sau sic vé cac diéu kién tién quyét cho viéc thiét ké sb liéu dinh tuyén
trong mang phai dya vao sy am hiéu ciia 2 yéu t6: Cac giao thirc dinh tuyén duoc sir
dung trong mang WLAN va cac dic diém ctia mang WLAN. Pau tién, cc giao

thirc dinh tuyén khac nhau c6 thé dua ra cac chi phi khac nhau theo quan diém
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thong diép va quan 1y mac do phirc tap, can thiét phai biét duoc giao thic dinh
tuyén nao 1a thich hop cho mang khong day. Chinh bang cach nay, viéc thiét ké sd
liéu dinh tuyén phai twong thich v6i hiéu qua cua giao thirc dinh tuyén. Tiép theo 13
dic diém cua mang WLAN, chrflng han nhu tinh chat 6n dinh cta cac nit mang va
tinh chit chia sé cua thiét bi khong day trung gian, diéu nay ciing dit ra nhiing thach

thire cho viée thiét ké cua so 1iéu dinh tuyén.

Céc giao thirc dinh tuyén khac nhau yéu cau viéc thiét ké s6 liéu dinh tuyén
khac nhau. Do d6, diéu kién can thiét dau tién 13 cin nim bit duoc ¥ tudng giao
thirc dinh tuyén nao 1a pht hop cho mang WLAN. Hon thé nira, chiing ta can hiéu
réng nhiing thudc tinh can thiét cua thiét ké sb liéu dinh tuyén nham hd tro viéc
nang cao hién qué giao thirc trong mang WLAN. Kha ning cta giao thic dinh tuyén
cho mang WLAN cé thé dugc chia thanh 2 loai: Pinh tuyén nguén va dinh tuyén
cho timg ching (hop by hop). T4t ca cac giao thirc dinh tuyén nay cé cac chi phi
khac nhau va do phtrc tap quan 1y khac nhau.

Trén ly thuyét, c6 nhiéu giao thirc dinh tuyén dwugc dé xuat trong mang
khéng day ad hoc. Vi WLAN 1a mang multi-hop nén cac giao thtrc thiét ké cho
mang ad hoc ciing 1am viéc t6t trén mang WLAN. Muc tiéu chinh ciia cac giao thirc
nay 14 nhanh chéng thich tng véi su thay ddi ctia duong di chi duong khi duong di
bi gian doan boi su di chuyén ctia cac nat. Céc trién khai hién tai cho mang WLAN
cling st dung céac giao thic dang sur dung cho mang ad hoc nhu AODV ( Ad hoc
On-Demand Distance Vector), DSR ( Dynamic Source Routing) va TBRPF
(Topology Boardcast based on Reverse Path Fowarding)... Tuy nhién, trong mang
khong day, cac router rat it di chuyén va khéng c6 sy rang budc vé ning luong,
trong khi d6 cac client thi 12 co dong va giéi han vé niang luong. Su khac biét nay
can duoc xem xét dé phat trién cac giao thirc hiéu qua ap dung cho mang khong
day. Khi céac lién két trong mang khong day ton tai lau, thi viéc tim ra mot con
duong tin cdy va c6 thong luong cao 13 van dé duoc quan tdm chinh hon 13 viéc

thich img nhanh chong véi 16i dudng truyén & cac mang ad hoc.
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3.2.2.3 Chét luong dich vu (QoS)

QoS 1a viét tat cua Quality of Service (chat lugng dich vu). Pay 1a mot cach
thire diéu khién mirc do uu tién bing thong cua hé théng mang. Hiéu mot cach don
gian 12 QoS c6 nhiém vu truyén tin hiéu véi thoi gian tré tdi thiéu va cung cip luu

lwong bing thong cho nhirng tng dung truyén thong da phuong tién.

Hon hét QoS hoat dong trén tat ca cac téng mang khac nhau cua hé théng
mang. QoS chi hoat dong khi hién twong nghén c¢d chai xdy ra tai bat ky vi tri nao
d6 trong hé thong. Quan trong hon hét 1a nhimng vi tri xdy ra tinh trang nay dugc

thiét 1ap cac thong sé c6 lién quan dén bang thong.

Nghia 13 néu céc thiét 1ap cia QoS ma khi thiét 1ap vuot qua muc bang thong
ma nha cung cp cho phép, nhung luu luong bang thong trén router lai khong duoc
vu tién vi hé thong Gmg dung nghi rang luu luong biang thong nay hoan toan 1a hop
Iy. Tuy nhién, viéc tiép tuc thuc hién hay khong lai khong phai do chung ta quyét

dinh ma 1a do nha cung cép tng dung quyét dinh.

Tuy nhién, néu ty thiét 1ap muc bang thong ctua QoS thap hon so véi tiéu
chuan cua ISP thi c6 nghia 1 ching ta dang tu tao ra nut ¢ chai (Bottleneck) nhan
tao. Nghia 1a cac dich vu s& bi gian doan luu lugng bang thong thap. Khi luu luong
bang thong thap do ndt ¢b chai tao nén thi QoS s& lam ting hiéu suit bang cach
giam do tré va giai phong bing thong.

Nhu vy, sé giup 1am ting hiéu suét str dung mang néi chung. Tuy nhién, can
luu ¥ rang mdi luu luong truy cap khac trong hé thong mang s& c6 mot co ché hoat
dong khac nhau. Co ché hoat dong nay con phu thudc vao luu lugng dé c6 nhay
cam v6i d6 tré hay nhay cam véi bang théng. Trén thuc té thi khi hé théng mang
yéu cau luu luong bang thong tang 1én thi s& xay ra hién twong nghén mang. Vi vay
dé giai quyét duoc van dé nay thi luu luong bang thong phai duge ting 1én hoic

thay thé nhitng thiét bi phan cimg khac.


https://vi.wikipedia.org/wiki/QoS
https://www.totolink.vn/article/88-bang-thong-mang-la-gi-don-vi-do-luong-bang-thong-la-gi.html
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Khi gip phai tinh hudng nay QoS s& uu tién mét sb traffic quan trong hoic
nhing traffic nay s& doi hoi viéc xir 1y nhanh vé thoi gian. Khi d6 QoS sé mo ta

cach chuyén mach cua goi tin dugc dién ra nhu thé nao.

Bang thong internet khi khdng cé QoS (Quality of Service)

D lieu game online theo thdi gian thyre //\/\/ \/\W

Update game,video web,download upload,...

Bang thong internet khi cai dat QoS (Quality of Service)

D liéu game online theo thdi gian thuc

pdate game,video web,download upload,...

Hinh 3.7: Bang thong internet khi khong c6 QoS va cai da QoS

Nhu chiing ta da biét, hién nay biang thong dugc st dung kha pho bién.
Chinh vi vay ma khi dé cap dén modem duong nhu 1a mot didu kha la 1Am. Tuy
nhién ddi voi doanh nghiép nhé hodc ho gia dinh thi ho van dang sir dung modem

dé két nd1 internet.

Bén canh d6, khi sir dung modem thi sé lwong bang thong sé han ché nhung
nguoi dung lai yéu cau luong bang thong 16n. Nhu vay sé& khién viéc thuc hién
truyén thong tin mot cach truc tiép bi gian doan. Tu do s€ khién tdc d6 két ndi cua
may chu gap van dé. Dic biét, co nhiéu sy khac nhau trong tbe do lién két co thé
1am cho dit liéu don & trong hang doi da két ndi véi lién két cham.

Khi d6, QoS sé& bat dau thuc hién vai trd ctia né va diéu chinh luu luong bang
thong. Néu ban cai QoS trén host co chia sé két ndi internet thi host nay s& ghi dé
1én kich thudc ctra s6 nhan. Nhu vay s& lam giam bt cac van dé bi gy ra boi toc
d6 mang khong hop kiéu.
3.2.2.3 Vin dé vé an ninh trong mang khong day

Trong bdi canh toan cau hoa, su bung n6 nhu cau truyén s lidu toc d6 cao va

nhu ciu da dang hod céc loai hinh dich vu cung cép nhu truy nhap Internet, thu dién
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tir, throng mai dién tir, truyén file,. di thuc dy sy phat trién cua cac giai phap
mang cuc bd vo tuyén (WLAN). Muc dich cia WLAN nhiam cung cip thém mot
phuong an lya chon cho khach hang bén cach cac gidi phap nhu xDSL, Ethernet,
GPRS, 3G,. WLAN la mét phan cia giai phap van phong di dong, cho phép ngudi
st dung két ndi mang LAN tir cac khu vire cong cong nhu khach san, san bay va
tham chi c6 thé ngay ca trén cac phuong tién van tai. Tuy nhién, dé két ndi duoc thi
cac khach hang di dong phai ndm trong viing phu séng cia cac AP. Pé dam bao cac
ving duoc phi song hoan toan, cac ISP s& can phai cai dit thém cac diém cung cip
dich vy internet khong day (hotspot) tai cac dia diém chién luoc dé mé rong tam
phu song hién c6. Ngoai ra, trién khai cac diém cung cép dich vu internet khong day
cling lam ting thém céc chi phi lip dit va quan trong hon 1a chi phi van hanh. Mot
s6 router dugc trang bi giao dién c6 day va phuc vu véi muc dich cua mot céng vao
(gateway) dé cung cap két n6i dén Internet. Cac nut nguoi dung co thé hoat dong
nhu cac ndt trung gian cho cac nut 1an cin cua ching dé mé rong thém kha ning két
nbi. Cac tan cong voi mang khong ddy cé thé tir bén ngoai ciing nhu tir bén trong.
Nhitng cudc tin cong tir cic nut bén ngoai co thé dugc ngin chin bang cach dung
dén cac k¥ thuat mat ma nhu ma hoa va xac thuc. Mat khac, cac cudc tan cong bén
trong dugc thuc hién bai cac nat 1a thanh phan cua mang khong diy. Muc dich cta
cac kiéu tan cong 1a nham 1am suy yéu hiéu ning cia mang va giy that thoat thong
tin, do d6 chiing ta can phai c6 co ché hop tac cho phép cac nat khac trong mang
phat hién va c6 thé co 1ap cac nat 16i. Vay chung ta c6 thé két ludn rang tiém ning
thuc sy ciia mang khong day c6 thé khong dugc khai thac ma khong can xem xét ki

cang va quan tdm diang muc trong cac van dé an ninh ndi bo cling nhu bén ngoai.

Chinh vi nhitng ly do trén va dé tang hi€u nang st dung mang ndi by noi
chung va mang WLAN tng dung néi riéng trong khuon vién cia truong Cao dang
Ly Théi T thi giai php quan trong dé bao vé hé théng mang sir dung tinh ning
IDS/IPS, phat hién va ngan chin cac truy cip bat hop phap va cic phuong phap
dinh tuyén cta hé thong dé khong anh huong téi thong lugng ciing nhu hiéu ning

cuia mang.
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Bang 3.3: Cac muc tiéu khéc khi hé théng mang thay doi

STT | Tinh ning Mo Ta
- Thiét bi ‘cc') chirc nang inline fail-open mode, khi c6 sy ¢ vé thiét bi hay
hong nguon dién, thiét bi tu dong bypass traffic, khong lam gian doan

1 Sén san traffic

g - Trién khai thié:[ bi & qhé do IDS tl}i sit dung cong SPAN trén céc thiét bi
switch, router dé do luong traffic can giam sat, khong anh huong téi hoat
dong mang
- Do tré khi xir ly, phan tich goi tin <Ims.

2 Hiéu sudt | - Throughput cua thiét bi i thiéu 1Gbps.

- Hé thdng c6 kha niang luu trit toi thiéu 30 triéu events
Lo - IDS/IPS phai c6 kha nang phat hién va ngén chan cac cudc tan cong, va
3 Khhi E?‘Ang cac truy cap bat hop phap téi hé thong mang.
at men, YRURNY A1 . 1% 1A . Ay 1t . .
rlzgén cﬁén - Thiét bi phai dugc cau hinh update cac 16 hong bao mat, tinh chinh cac
' rule tu dong, phat hién va ngan ngura cac cudc tan cong moi.
o - Giai phap IDS/IPS phai c6 kha nang quan 1y tap trung va phan cap

4 Quan ly
quyén quan tri nhim dap tng mém déo trong quan tri.

- Giai phap quan ly tap trung IDS/IPS phai cho phép quan 1y phan cép, co
kha nang quén ly nhiéu thiét bi IDS/IPS.

5 Mo rong | - Mdi thiét bi IDS/IPS c6 t6i thiéu 8 port 10/100/1000 Mbps. Véi viéc cau
hinh dung SPAN port, c6 thé lya chon VLAN, dai VLAN can giam sat tuy
tung thoi diém
- Phat hién céc cudc tin cong tu bén ngoai nhu Worms, Trojans, Buffer

o overflows, DoS attacks, Backdoor attacks, Spyware, Port, scans, VolP
Tinhnang | attacks, IPv6 attacks, Statistical anomalies, Protocol, anomalies, P2P
6 IPS ba\o Ve | attacks, Blended threats, Zero-day attacks... vao céc server dich vu
cac vun 7 7 7 z
mang J - Sé théAxéc .lép céF qui‘ tac ngér} cha?m cac cudc tan cong hoac xac lap ché
dd tu dong tinh chinh tuy theo céac dich vu
- Pua ra cac bao céo vé cac cude tan cong, cac 16 hong bao mat
Tinh ning - phétNhién va dua ra cac bao cao vé cac cudc tAn cong, cac nguy co bao
IDS phat hién mat, 10 hong an ninh... cua cac server, dich vu ciia cdic VLAN giam sat.
7 céc cudc thn | - phat hién céc cudc tin cong, cic nguy co bio mat. .. tir ngudi ding
cong cho (?éc - Trong truong hop xay ra tan cong tir ngoai vao cdc host trong ving giam
VLANthi€t | g4t thi c6 thé thiét 1ap tinh nang IPS trén thiét bj dé bao vé cdc host ngan
lap giam sat | chin tAn cong tir bén ngoai vao cac vung do
.Tinh ’na“1r17g - RNA gilip phat hién cac nguy co an ninh mang: Network profile (OS,
gu%m S?" caph Servicg:s, Open Ports, Vulnerability, Ho§t stat’ic).ﬂRNA ket hqp voi IPS,
bao tire _thm IDS dé ty dong active/disable cac rules can thiét dé bao vé hé thong mang.
8 (Real time
Network
Awarreness - | Tinh nang Passive Scan cho phép RNA phat hién nguy co an ninh hé
RNA) thong mang ma khong anh hudng téi nang lyc hé thong mang
Tinh nang | - Dua ra nhimg canh béo nhiing vi pham vé chinh séch bao mat. Nhing vi
giam sat h¢ | pham nay c6 thé 1a: mot cudc tin cong nguy hiém xay ra, mot sy cd lién
9 thong (IT quan t&i mot may chu hay mot dich vu.
Policy

complicance)

- Canh bao c6 thé thuc hién qua Email, SNMP hay SYSLOG.
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3.3 M6 phéng ting hiéu ning mang WLAN tai Cao ding Ly Thai To

MO phong dugce thuc hién thong qua cong cy mé phong Cisco SDM
(Security Device Manager) 1a cong cu dé quan 1y thiét bi Router théng qua cong
nghé JAVA. SDM sir dung dé cau hinh Router thong qua cic interface HTTP hodc
HTTPs giup ching ta cdu hinh LAN, WAN va c4c tinh ning bao mat khac cua
Router (ACLs, VPN,...). SDM duoc thiét ké cho nguol quan tri mang hay reseller
SMB ma khong yéu cau ngudi sit dung c6 kinh nghiém nhiéu trong viéc ciu hinh
Router. Viéc ciu hinh Router thong qua SDM gitip cho viée dinh tuyén va can bang
tai trong hé théng mang nham tranh tic nghén dudng truyén mang va duy tri sy 6n

dinh cuia hé thong.

3.3.1 Cdc cong cu cin thiét dé thuwc hign vigc moé phéng

Hé diéu hanh window 7

Phan mém gia 1ap GNS3
Tool SDM cua cisco

May PC phai cai géi java dé hd tro cho SDM

| wm\lﬁr

May oy ocal

il
|
l
|
n l ach thng iy
| :_‘} }’ QQ 'u‘,L’t(l
i l . g
|' ;
| -Fni e udm i * l" 2 —
Totrg e budc & | iy : y
Vier
v

Can bing tM J : ‘ A '
Tudmg Ve sy
B 4 -
1000 ‘.‘bu\l'

E‘B“"‘“ :
3 nhde x =3

Ouong buytn cln | =
béng 1L dy phong ‘ %
' g@ @ 9, AUt AAA |
>

Duln by maeg

Hinh 3.8: M hinh téng thé hé théng mang caa Cao dang Ly Thai T6



74

Management

VLAN Mgt_port IPSADS

-

IPSADS

Iol_mv 2

Hinh 3.9: M6 hinh quan ly tap trung
Thiét 1ap mang quan 1y cho cac thiét bi IDS/IPS: Két ndi cac cong
mangement trén cac thiét bi IDS/IPS véi thiét bi quan 1y. T ddy, thiét bi Quan ly
c6 thé quan 1y tat ca cac thiét bi IDS/IPS.

Captured
Packets

!

i

Sensor with IPS

i

Intrusion Event

Decoders Views

#

Incidents

Preprocessors
Event OFSEC
% Database Firewall
Responses
Rules .
Engine Alerting

Hinh 3.10: M6 hinh nguyén ly hoat déng
Khi géi tin dugce nhan duoc béi thiét bi, goi tin d6 s& dugc:
- Giai ma goi tin bai thanh phan bd giai ma cua thiét bi.
- Sau d6 géi tin s& dugc chuyén vao qua trinh tién xtr Iy.
- Gai tin s€ dugc so sanh véi tap Rules dugc sur dung.
- Qua trinh d6 s€ dua ra dugc mot co so dir licu vé cac su kién.

- Céc su kién d6 c6 thé duoc loc ra thanh cac dang su kién khac nhau.
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Mo ta cac két qua dem lai.
- Tinh nang IPS: Bao v¢ mang trudc cac cudc tan cong mang.
- Tinh ning IDS/IPS két hop véi RNA: Phat hién va phan tich cac bao
cao tinh trang bao mat mang sir dung IDS hay IPS.
- Tinh ning RNA phat hién hé théng mang: Host active, Open Port,

Protocols, Vulnerabilities.

Bang 3.4: Céc két qua dem lai qua mét dot tin cong

Tinh )
STT | hudng bj két qua dem lai
tan cong

Tinh ning RNA cuia thiét bi gitp phat hién cac nguy co an ninh mang:
Network profile (OS, Services, Open Ports, Vulnerability, Host static)

1 Truée | RNA két hop voi IPS, IDS dé ty dong active/disable céc rules can thiét dé
bao v€ hé thong mang

Tinh nang Passive Scan cho phép RNA phat hién nguy co an ninh hé thdng
mang ma khong anh hudng téi nang luc hé thong mang

Phat hién va ngan chin cac cudc tn cong tur bén ngoai nhu Worms,
Trojans, Buffer overflows, DoS attacks, Backdoor attacks, Spyware, Port
scans, VolP attacks, IPv6 attacks, Statistical anomalies, Protocol anomalies,
P2P attacks, Blended threats, Zero-day attacks... vao céac server dich vu.

2 Trong
Co thé xac 1ap cac qui tac ngan chan cac cudc tn cong hodc xac lap ché do
tu dong tinh chinh tuy theo cac dich vu.
Pua ra cc bdo céo vé cac cudc tn cong, cac 16 héng bao mat.
Sourcefire véi hé thdng bao cao day du, thong minh giup nguoi quan tri
phan tich dugc nhitng 4nh hudng dbi véi hé thong sau khi bi tn cong.
RNA két hop véi tinh nang Report thiét 1ap d6 uu tién cho cac Events, tinh
nang nay cho phép giam thiéu dang ké thoi gian phan tich cac Events sau
khi hé thong bi tan cong.

3 Sau RNA phén tich 16 hong bao mat dua ra cac khuyén cao vé vé 16 hong bao

mat cho hé théng.

Tinh nang IT Policy Compliance: Dua ra nhitng canh bao nhitng vi pham vé
chinh sach bao mat. Nhiing vi pham nay c6 thé 1a: mot cude tan cong nguy
hiém xdy ra, mot sy co lién quan t6i mot mdy chu hay mot dich vu. Canh
béo c6 thé thuc hién qua Email, SNMP hay SYSLOG.
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Nhiing s ¢6 khong mong mudn ciia giai phap

Khi trién khai IPS vao mot hé théng mang do6i khi xay ra nhimng su c6 khong
mong mudn nhu: Dich vu mang bi IPS phat hién nham dan dén khong thé hoat dong

duoc. Do1 khi canh bao sai.

Cach giai quyét xem xét cu thé rules ndo cua IPS tac dong téi dich vu nay,

phan tich va cdu hinh lai.

Co diém yéu tuong tu nhu cac bd quét virus (virus scanner), Thiét bi chi c6
thé chéng lai cac cudc tan cong moét cach hi€u qua néu nhu né biét duoc dau hiéu
(signature) cua cac cudc tan cong d6. Dya vao diém ndy, cac hacker "cao thi" co
thé diéu chinh cac cudc tin cong dé thay ddi signature ciia cudc tin cong do. Tir d6

céc cudc tan cong nay co thé "qua mat" dugc sy giam sat cua thiét bi.

Cach giai quyét 1a lién tuc cap nhat ban méi. Néu khong cap nhat lién tuc
ban mai, IDS/IPS bién thanh mot doorstop. Piéu nay c6 nghia 1a danh gia su cam
két dai han cho thi truong IDS/IPS cla cac nha cung cap 1a mot phan quan trong
ctia quyét dinh lya chon nha cung cap. Pay ciing 1a mot viéc khong mong mudbn néu
danh gia nham.

3.3.2 Muc tiéu cua mo phong
Mo phong gitp thiy duogc tinh ning, hoat dong ciing nhu cac bude cdu hinh

IDS/IPS trén router. Thuc hién tinh ning gay ra canh bao néu c6 vi pham.

3.3.3 M6 hinh mo phong

E’

’/,_,EE_EI
&7
=T ey
(===

Router Untrust_

Router Trust

Hinh 3.11: M6 hinh mé phéng
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3.3.4 Cac buéc mé phong

Tai router ips cAu hinh dia chi ip va quiang ba mang dung giao thirc rip

nhu sau:
Router ips(config )#int f0/0
Router ips(config -if)#ip add 192.168.12.2 255.255.255.0
Router ips(config -if)#no shut
Router ips(config -if)#exit
Router ips(config )#int s1/0

Router ips(config -if)#ip add 192.168.23.2 255.255.255.0 Router
ips(config -if)#no shut

Router ips(config -if)#clock rate 64000
Router ips(config -if)#exit
Router ips(config )#router rip
Router ips(config -router)#net 172.16.12.0
Router ips(config -router)#net 172.16.23.0
Tai router trusted va untrusted ¢é cau hinh ip va default route nhw sau:
Trusted router(config)#int f0/0
Trusted router(config-if)#ip add 192.168.12.1 255.255.255.0
Trusted router(config-if)#no shut
Trusted router(configif)#exit

Trusted router(config)#ip router 0.0.0.0 0.0.0.0 192.168.12.2
Untrusted router(config)#int s0/0

Untrusted router(config-if)#ip add 192.168.23.1 255.255.255.0

Untrusted router(config-if)#no shut
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Untrusted router(config-if)#clock rate 64000

Untrusted router(configif)#exit

Untrusted router(config)#ip route 0.0.0.0 0.0.0.0 192.168.23.2 Cho
phép chay SDM trén router ips

Router ips(config )#ip http server
Router ips(config )#ip http secure-server
Router ips(config )#ip http authentication local

Router ips(config )#username cisco privilege 15 password 0 cisco
Router ips(config )#line vty 0 4

Router ips(config-line )#privilege level 15

Router ips(config -line)#login local

Router ips(config -line)#transport input telnet Router ips(config -
line)#transport input telnet ssh

Tai pc chinh ip va default gateway vé router ips(hinh 3.12)

Internet Protocol Version 4 (TCP/IPv4) Properties o

General

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate 1P settings.

Obtain an 1P address automatically
@) Use the following IP address:

1P address: 192 ., 168 , 12 ., 3

Subnet mask: 255 , 255 .255. 0

Default gateway: 192 . 168 , 12 . 2

Hinh 3.12: Cai dat IP va default gateway
Trén pc cai dat goi java va tool SDM cho computer va chay ciscoSDM

Tai man hinh SDM Launcher chon ip cta router ips: 192.168.12.2
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.
l:! SDM Launcher

== =]

SDM will be launched from the PC using the arfuar]n,
default browser. CISCO
Device IP Address or Hosthame : 192.168.12.2 _v_J
[ This device has HTTPS enabled and | wantto use it.

Launch | Close |

Hinh 3.13: IP cia router chay SDM

Man hinh internet explorer xuat hién sau khi bAm Launch & buéc trén, kich
phai chudt chon allow blocked content

@ C\Program Files\Cisco Systems\Cisco SDM\comman\common\launchertm! - Windows Inter.. E}
()= @] fiessicprogamsa0fiesiciscc + | 4| X || ) sing
X @Snaglt B &f

. Favorites

s -]

b= ’e Suggested Sites ¥ {e_\ Web Slice Gallery v ‘

@ C\Program Files\Cisco Systems\Cisc... -~ v [ [@ v Pagev Safetyv Tools~ ‘0"

@ To help protect your security, Internet Explorer has restricted this webpage from running scripts or ActiveX
controls that could access your computer. Click here for ontions..

Allow Blocked Content..

What's the Risk?

X

Information Bar Help

Hinh 3.14: Cho phép chay pop up

Xuat hién canh bao chon yes

'/SecurityWarning o534

. Allowing active content such as script and ActiveX controls can
!~’\1, be useful.

However, active content might also harm your computer.

Are you sure you want to let this file run active content?

e ][]

Hinh 3.15: Canh béo
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Man hinh dang nhap ching thuc xuat hién, dang nhap véi tai khoan va mat

khau co level 15

‘Windows Security

The server 192.168.12.2 at level_15 or view_access requires a username
and password.

Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure
connection).

e = |

] Remember my credentials

[ OK ] I Cancel ]

Hinh 3.16: Chitng thuc tai khoan va mat khau

Xuit hién ctra s6 internet explorer, chon allow blocked content

Security Warning $3 7‘

. Allowing active content such as script and ActiveX controls can
R "\ be useful.

However, active content might also harm your computer.

Are you sure you want to let this file run active content?

e )]

Hinh 3.17: Canh béo

Sau khi nhan yes xuét hién trang load SDM tir router tGi may tinh

%% SDM Launch Page (192.168.12.2) - Windows Internet Explorer P (>

Cisco Router and Security Device Manager (SDM)

Copyright ® 2002 - 2007 Cisco Systems, Inc. ol l hel l e
All rights reserved cisco

Loading Cisco SDM. Please wait ... .

SDM for 192.168.12.2 will open in another window. Do
not close this window until you
exit SDM .

Hinh 3.18: Qua trinh nap SDM
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Xuat hién man hinh ding nhap, tiép tuc dang nhap véi tai khoan va mat khau
level 15

Enter login details to access level_15 or view_access
on /192.168.12.2:

User name: lcsico |

Password: Ioooooo |

Save this password in your password list

| ok || cancel |

Authentication scheme: Basic

Hinh 3.19: Yéu cau chiing thuc tai khoan va mat khau

Man hinh load SDM t6i may tinh bit dau va yéu cau doi username va

password cho lan dau tién sau do dang nhap lai vé1 user méi

[ Cisco Router and Security Device Manager (SOM): 192.168.122 =3 ol )
{ St ' o alvaln
| & o % hom [Jue | W0 2 & 2 cisco

v Frowall Plcies

IPSec (Sne.10-Sae) GRE over IPSec:
Xauth Login Required: Easy VPN Romote:
No. of DMVPN Cheats: Ho. of Active VPN Chents:
[ Ry~ ]
No. of Static Route: Active Signatures:
Oynamic Routing Protocols: Ho. of IPS enabled intertaces:
SOF Varsion:
Sacurity Dashboard

Hinh 3.20: Qua trinh nap ciu hinh tir router I&n sdm
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Giao dién dau tién khi vao ché do cau hinh cho router thong qua giao dié¢n,

chon configure d€ cau hinh cho router ips.

. B U o & 2 aQ ? alvaln
@ i Og '_ - . Refrasy Save m Help cisco
T ot -
—n
i Model Type: Cisco 3040 105 Version: 12 4(53)
Available / Totat Memory(MB): 3128 MB SOM Version: 25
Cisco 3640 Total Flash Capacity:

8ma
Lo Rty TN e

Interfaces and Connocions = Do ()
Total Supported LAN: 1 Total Sepported WAN: 4(Sena)
Confgured LAN interface: 1 Total WAN Comnections: 1HOLC)
DHCP Server: Not Contgurea
o Fwewall Pocios < Inacive ¥
v VPN * Up () £
PSec (Sde-10.Site) ° GRE over WSec: o
Xauth Login Requered: 0 Easy VPN Remote: 0
Ho, of DMVPN Chents: 0 No, of Active VPN Clents: o
o, of Static Route: 0 Active Sgnaturos: 0
Dynamic Routing Protocols: Rir No. of IPS enabled Interfaces: 0
SOF Versios:
Secutity Dashboard

Hinh 3.21: Hién thi cac tinh niing c6 trén router

Kich chon tinh ning instruction prevention dé cu hinh cho IPS, kich chon

“launch ips rule winzard” dé bat dau tao mét luat ips méi.

File Edit View Tools Help
a 2 o I

2 ) . <9
@ Home {%{g} Configure Monitor mte e S Hep cicco

Tasks & Intrusion Prevention System (IPS)

Create IPS | EditIPS | Security Dashboard |

The IPS rule configuration wizard configures IPS rules on an intetrface and also specifies the
location ofthe SDF (signature definition file).

Firewall and ACL

ot
» %) Use Case Scenario
UPHN
0 S Network based Intrusion Prevention
=) IPS rules applied to interface

Security Audit

G 0

Routing

7
[0

NAT

= Launch IPS Rule Wizard...|
Quality of Service

~a

/| A
=1
NAC

Hinh 3.22: Tinh nang IPS trén router
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Cisco SDM yéu cau thong bao su kién IPS qua SDEE dé c4u hinh tinh ning
Cisco IOS IPS, theo méc dinh, thong bao SDEE khong dugc kich hoat. Cisco SDM
s& nhic nhé nguoi dung dé cho phép thong bao su kién IPS qua SDEE chon ok.

'Infom\ation ‘

SDEE notification is not enabled. IPS will enahle SDEE notification so it
can receive SDEE messages.

Information

SDM will open a subscription with the router to get the SDEE events.

=3

Hinh 3.23: Théng bao khi chay ips
Nhép vao "Next" trén dudi ciing cua giao dién dan dén trang tiép theo trong
Wizard IPS. Chon giao dién trong danh sach va danh dau vao 6 trong cho ca hai
huéng trong hay ngoai dbi véi cac giao dién ma mudn kich hoat tinh ning IPS.
Cisco d& nghi cho phép huéng ca trong va ngoai khi kich hoat IPS trén giao dién.
Click "Next" khi da két thic viéc chon lya.

1PS Policies Wizard ===

Welcome to the IPS Policies Wizard

The IPS rule configuration wizard configures IPS rules on an interface and also
specifies the location of the SDF (signature definition file). You must specify the
direction of the traffic that should be scanned. If you do not want all traffic to be
scanned, you should specify the interesting traffic to be scanned. The router loads
the SDF and starts scanning the interesting traffic.

IPS Wizard

This wizard will assist you in configuring the following tasks
= Select the interface to apply the IPS rule.

* Select the traffic flow direction that should be inspected by the IPS rules.

* Specify the location ofthe SDF to be used by the router.

To continue, click Next.

I Next = | I Cancell Help

Hinh 3.24: Huéng din cac buéc cau hinh
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Man hinh tiép theo cho thay vi tri SDF ctua Wizard IPS. Bé cu hinh dia
diém SDF, hay nhap vao "Add." nit bén phai ciia danh sach.

' 1PS Policies Wizard =

SDF Locations

Specify the locations from which the SDF {signature definition file) should be loaded by the
Cisco IOS IPS. If Cisco |10S IPS fails to load the SDF from the first location, it tries the
locations in order until it successfully loads the SDF file.

IPS Wizard

SDF Locations

flashfisdmips.sdf Add...

tipi192.168.12.3
Delete I

Move Down |

If IPS does notfind or fails to load signatures from the specified location, it can

¥ Use Built-In Signatures (as backup)
I
use the Cisco 10S built-in signatures to enable IPS.

<Back | Next= | Finien | cancel| Heip |

Hinh 3.25: M6 ta cach nap signature

Cira s6 “Add a signature location” xuat hién chon secify sdf using url va
chon tftp (dé thyc hién dugc qua trinh copy File.sdf ndy & pc chay tftp ),hodc co thé
qua budc nay dé chon add file.SDF tir pc.

'Add a Signature Location (3|

7+ :Specify SDF onflash::
File Name onflash: v
" Specify SDF using URL:

HIo1aco) | hitp v |

flitep |

EXGmple RUpA0E0 A0 3/mysignature.eart
I autosave

OK Cancel Help

Hinh 3.26: Chen vi tri signature
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K¢é dén man hinh tong két cac qua trinh cau hinh rule va nap signature, chon

finish dé két thic cac budc trén.

,_rIPS Policies Wizard @

4IPS Wizard SAtEupary
9 Please click ‘Finish’ to deliver to router

IPS rule will be applied to the incoming traffic on the following interfaces. -
Serial1/0

Signature File location:
tftp://192.168.12.3

Built-in:Enabled

<Back| Next | Finish I Cancell Help I

Hinh 3.27: Két thlc cac qua trinh cau hinh

bé ki€ém tra cau hinh céc signature dugc nap trén router vao giao dién nhu

hinh SDM Ul Path: Configure-> Intrusion Prevention -> Edit IPS -> Signatures

Tir giao dién nay co thé dinh nghia thém signature sau khi kich hoat default
SDF. C6 thé dinh nghia thém céc signature bang cach chtc niang import. Bé nhap
chit ky méi, chon default SDFs, hodc cac IOS-Sxxx.zip cap nhat tip tin dé nhap chi
ky b6 sung

SDM Ul Path: Configure->Intrusion Prevention -> Edit IPS -> Signatures -
>Import

Chon nat nhan “import” trong thanh coéng cu trén cung cua bang danh sach
chir ky. K& tiép chon “from pc” dé chi duong dan téi file chua ky.

Tai man hinh nay ciing c6 thé chinh lai hoat dong cta chit ky bang cach kich

chon vao chit ky-> action va chon Iya hanh dong muon ¢ day chon alarm.
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L3 Cisco Router and Security Device Manager (SDM): 192.168.12.2 | e 5™
File Edit View Tools Help
@ e | OB coniiue | [ Mot o ] Q 2 thvaalee
- @y Confia [j i ‘ Refresh Save Search Help cisco
(5 lon Prevention System (IPS)
Create IPS | Edit IPS | Security Dashboard |
i -
,,g_,,,gi# P (L 1P Policies 3% Import ~ | View by: Al Signatures w  Criteria:  -.t/A-. v Total[102]
Binections .
) [Zh Global Settings (G Select All | s Add (2] Edit [} Delete . Enable & Disable @& Details
£ 3
S4 a%_u :‘ﬁ[“f”’“ =] [enabied [ 1 | Sigio_[subsia o] acon | Severty | Engine B
Firewall and ACL 5 ategories - 3 SERVICE
o8 © 3106 o aiarm Tow SERVICE SMTP [
L UNIX o 5035 0 alarm high SERVICE HTTP ‘ £
- Windows .
oA © 6054 1 alarm tow SERVICE ONS.
[ General 08 © 6054 0 alarm low SERVICE DNS
fr: Netware E . =
gl © e 0 FTP Improper port alarm medium SERVICEFTP
e e 5117 0| VWY PhiGraupware Cmd Exe alarm high SERVICEHTTP
I Command Executio] =
e Gomerat Atack | = | | e — S
informational © 6103 1| Pro; IR | SERVICE RPC
File Access = Zes
ote Exheuiian o 6103 0 | Pl getsevermyTo » bm SERVICE RPC
Policy Violation o 5050 o | wA high SERVICE HTTP
IDBIEVasion 2150 o F BesterDemes ational ATOMIC ICMP.
1 Other Services © 2 | Tifermational
L1008 © 1000 0 | BAj __ NSDBHelp rm informational ATOMIC IPOPTIONS:
Intrusion Prevention {1 Reconnaissance e N
ram tao long alarm o o
oy motoeat © 1202 0 | DGramtoo long I high THER
- £ Instant Messaging o 5045 0| WA xterm display sttack | alarm high SERVICE HTTP
. L1 Adware/Spyware 3 . - .
Quality of Service by e iab TR © [ 1| DNS Request Al alarm | inform ational SERVICE ONS
O {1 DDos o 6053 0 | DNS Request Al alarm informational SERVICE DNS.
R 3_—'_‘ LT Services | 11na 0 oot e hinh ATOMIC 1 A 1P X
— < i ] D

Hinh 3.28: Hién thi cac signature dwoc nap va cau hinh signature

Luu y: trong qua trinh nap signature thém vao CPU s€ hoat dong cao va
trong lGc nap khong nén lam céc hanh dong khéc s€ lam cho qua trinh nap signature
cham lai. Sau khi chit ky duoc nap c6 mot vai trudng hop khong dugc enable néu

muén c6 thé enable cho phil hop v6i nhu cau can thiét cua hé thong.
3.3.5 Mé phéng cdc giao thirc dinh tuyén DSR ndng cao hiéu ning mang
WLAN

Pé danh gia cac thong sb kich ban mo phong hién trang va dinh tuyén DRS
v6i cac tinh toan tir dit liéu dau vao cia mo phong, hodc c6 thé 1a bién dau vao. N6
khong phu thudc vao giao thirc dinh tuyén hodc qua trinh mo phong.

3.3.5.1 Thong s6 di chuyén
Danh gia sy chuyén dong trong mang bang cach tinh toan di chuyén ciia nat
mang lién quan gitta cac cip nit mang trén mang. Thong s6 nay tuong tmg véi sd
thay d6i lién két trong mo hinh khi ma nat mang di chuyén theo mé hinh dinh trude.
Chuyén dong bao gom ca véan toc va huéng di chuyén, nd dugce tinh véi cling
tdc d6 mau.
3.3.5.2 Thot gian tam dung
MJdi node bat dau di chuyén to mot vi tri ngﬁu nhién té1 mot vi tri dich ngﬁu

nhién véi toc d6 duogce lya chon ngiu nhién trong khoang 0 dén 20my/s. Khi dén duogc
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dich thi mot dich ngau nhién khac s& 13 muc tiéu tiép theo sau mot khoang thoi gian.
Thoi gian tam dirng cia tt ca cac nat trong mod phong duoc sir dung dé danh gia, do
kiém twong ty nhu thong sé chuyén dong. Khi gia tri trung binh cang 1én thi nuat
mang cang it di chuyén trong mang. Trong luin van nay st dung 4 gia tri pause

time khac nhau la: 0, 30, 60, 120s.
3.3.6 Két qud thu dwoc tiv qud trinh mé phong

Khi danh gia anh hudng cua tai trong mang, ta co thé thay déi kich thudc goi
hodc s6 ludng CBR, tuy nhién thay doi toc d6 phan anh chinh xéac hon, ta sir dung 3
tinh hudng sau: 10 goi tin/giay; 15 gdi tin/gidy va 20 goi tin/giay

Véi cac thong so khac dugce thiét 1ap nhu bang dudi day:

Thong sd Gia tri
Pham vi truyén dan 250m
Bang thong 2Mbps
Thot gian mo phong 120s
Kich ¢& méi truong mo phong 670%x670m
Loai luu lugng CBR
Kich thudce goi tin 512 bytes
S0 két ndi 20
4 gia tri cua thoi gian tam dung 0, 30, 60, 120s

3.3.6.1 Két qua mod phong hién trang hiéu ning véi hé théng mang Wifi
truong Cao dang Ly Thai To

Hinh 3.29: M6 phéng hién trang ty I€ goi tin nhan dwec
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Khi khong sir dung giao thire dinh tuyén véi toe d6 gui goi tin 1a 10 goi tin/s
thi ty 1¢ goi tin nhan dugc giam nhanh hon khi thong s di chuyén cao. Tai téc do
15 goi tin/s, 20 go6i tin/s thi gai tin hiy bé nhiéu hon, khi thoi gian tam dimg 13 0 thi
chi c¢6 khoang 30-40% goi tin dugc nhan.

- 10p

Tré trung binh {s)

15p

Hinh 3.30: M6 phéng hién trang tré trung binh dau cudi

Gia tri tré bi anh hudng khi téc d6 goi CBR cao. Bo dém bi ddy nhanh chong
nén goi tin ¢ trong bd dém 1au hon, ta co thé quan sat khi téc do 20 goi tin/giay.
diém khac biét d& thay khi téc do 1a 10 goi tin/gidy. Gid tri tré cao khi thong sb di
chuyén cao hay thoi gian tam ding bang 0 va téc do géi tin 1a 20 goi tin/giay, do bo

dém bi déy nhanh chéng va tham chi duong dinh tuyén ton tai dai hon.

g lworg trung binh (s}

Thon

Hinh 3.31: M6 phéng hién trang thong lweng tir diu cudi
O tdc d6 CBR thép, thong lwong bi anh hudng nhidu boi thong sb di chuyén,
gia tri vao khoang 1.5 kbps. Véi toc @6 CBR cao hon, thong lugng giam khi thong
s6 di chuyén ting, thé hién khi tbc d6 CBR=10 go6i tin/gidy. Pay ciing 1a két qua cua
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s6 lwong goi tin bi roi nhiéu, thim chi v6i CBR=15, 20 gbi tin/gidy, thi bén nhin
gan nhu khéng nhan dugc gai tin.
3.3.6.2 Két qua mo phong st dung phuong phap dinh tuyén DSR nang cao

hi¢u ning

Ot N nhar

\ [
Thdd glan tam dung (s)

Hinh 3.32: M6 phéng dinh tuyén DSR ty I¢ g6i tin nhan dwoc
Khi téc do gui goi tin 1a 10 goi tin/s thi ty 18 géi tin nhan duoc kha cao, véi
thoi gian tam dung béng 120s ty 1€ nhan goi tin nhan duogc Xép xi 100%. Tai téc do
15 goi tin/s, 20 gbi tin/s thi hity bé nhiéu goéi tin hon, khi thoi gian tam dimng 1a 0 thi
chi c6 khoang 60-70% goi tin dugc nhan.

ng binh (5]

Tré trur

Thot glan tam dumg (5)

Hinh 3.33: M6 phéng dinh tuyén DSR tré& trung binh dau cudi
Gia tri tré cao khi thong sd di chuyén cao hay thdi gian tam dimg bang 0 va
toc do goi tin 1a 20 goi tin/gidy, do bd dém dan ddy Ién va duong dinh tuyén ton tai

dai hon. Vi thoi gian tam dimg truyén cang cao thi d6 tré cang giam.
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g leong trung binh (kbps

Thée

Thdn gian tom dimyg ()

Hinh 3.34: M6 phéng dinh tuyén DSR théng lreng tir dau cudi
O tdc d6 CBR thép, thong luong cia DSR khong bi anh hudng nhiéu bai
thong sb di chuyén, gia tri vao khoang 2.5 kbps. Véi tdc 6 CBR cao hon, thong
luong giam khi thong s6 di chuyén ting, thé hién khi tbc d6 CBR=10 goi tin/gidy,
tuy nhién né giam nhe, chi khi toc do dat 15 goi tin/gidy va 20 géi tin/gidy. Pay
cling 1a két qua cua sb lugng goi tin bi roi nhiéu.

3.3.6.3 So sanh danh gia

Bang 3.5: Bang tong hop danh gia cac két qua mo phéng

Thdoi gian tam dirng
K&t qua mb T‘E’;é*i)f’ 0s 30s 60s 120s
phong tingiay) | Hien | Pih | gy | Pinho g, | Pimho pgen | Pimh
tuyén tuyén tuyeén tuyeén
trang | pgr | trame | pgr | e | pgg | MANE | pop
1 10 70% 90% 70% 93% 78% 97% 80% 100%
y 1€ géi tin
n{la'ngdm 15 43% | 70% | 50% | 75% | 55% | 81% | 70% | 90%
20 30% 60% 32% 65% 40% 70% 60% 80%
e 10 0.1s 0.27s 0.1s 0.22s 0.05s 0.2s 0s 0.03s
ré trung
binh dAu cubi | 15 035s | 03s | 025s | 027s | 025s | 0.25s | 0.22s | 0.07s
20 0.4s 0.32s 0.37s 0.27s 0.7s 0.25s 0.6s 0.2s
Thone | 10 0.27s 0.3s 0.3s 0.32s 0.32s 0.37s 0.5s 0.4s
ong lugng
tir dAu cudi 15 035s | 0.32s | 037s | 04s | 04s | 045s | 0.7s | 0.6s
20 0.4s 0.32s 0.45s 0.4s 0.5s 0.47s 0.82s 0.65s

Tir két qua ctia qua trinh mo phong nhan thay:
Ty 1¢ géi tin nhan dwoc: Khi sir dung giao thirc dinh tuyén DSR cao hon rat
nhiéu so vé4i hién trang hiéu nang h¢ théng mang Wifi truong Cao déng Ly Thai Tb.

Khi thoi gian tam ding bang 0 thi giao thirc dinh tuyén DSR thi ty 1¢ nhan dugc géi
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tin nhan duoc vao khoang 60-70% so voi 30-40%. Thoi gian tam dimg bang 120s

thi DSR nhén duoc gan nhu toan bo cac gbi tin giri dén.

Tré trung binh dau cudi: Véi DSR khi truyén cac goi tin véi cac toe do 10
goi tin/gidy, 15 goi tin/gidy va 20 goi tin/gidy do tré khong trénh 1éch nhiéu, thoi
gian tam dirng cang 16n do tré cang giam. Con véi hién trang do tré chi tot nhat voi
tbc do 10 goi tin/gidy, toc d6 15 goi tin/gidy va 20 goi tin/gidy do tré cang 16n.

Thong lwong tir diu cudi: Giao thirc dinh tuyén DSR & téc do 15 goi
tin/gidy, 20 g6i tin/gidy ty 1& goi tin bi rét nhidu. Nhung so véi hién trang khong sir
dung giao thtc dinh tuyén ¢ cung toc d6 thi bén nhan gan nhu khong nhan duoc gbi

tin.

Nhu vy, v6i giao thirc dinh tuyén DSR d3 giai quyét dugc bai toan ting hiéu
nang cho hé thong mang WIFI cho trudng Cao dang Ly Thai T6. Hiéu ning hé

théng mang duoc cai thién t6t hon so véi hién trang ban dau.
3.4 Két luAn Chuong 3

Chuong 3 da trinh bay tom luoc mo phong cong cu phan tich két qua
Tracegraph. Tu d6 tac gid thuc hién chuong trinh mdé phong danh gia hiéu ning
hién trang hé thong mang va khi sir dung giao thtc dinh tuyén DSR. M6 phong déu
thue hién trén mot 6 hinh mang gidng nhau véi cac kich ban duoc xdy dung. Giao
thire DSR thyc hién chuyén tiép cac goi dir liéu twong ddi tt khi ty 1¢ chuyén dong
va téc do di cua node 13 thap. Tuy nhién khi chuyén dong cua cac node ting 18n thi
ty 1¢ goi rot bat dau ting. Hiéu suat cia giao thirc DSR rat t6t khi toan bd node dich
chuyén, mic du giao thirc nay yéu cau sd byte mao dau dinh tuyén ting. Cudi cing
hiéu suit cua giao thire DSR khi tdc do cac node di chuyén va né giam dugc sb byte
mao dau dinh tuyén. Tuy nhién né van yéu cau truyén dan nhiéu géi mao dau dinh
tuyén va & tbc d6 di chuyén cua cac node cao né thuc su tén hon so véi giao thirc

DSR.
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Hé théng phat hién va ngin chin xam nhap rat hiéu qua trong linh vuc bao
mat ciing nhu ting hiéu niang st dung cho hé théng mang cua cac doanh nghiép, t6
chtrc, cong ty c6 nhu ciu bao mat cao. Thong qua viéc md phong c6 thé thiy duoc
cach cai dat va sir dung tinh nang IPS trén router h¢ thong s& gy ra canh bao hay

ngit két ndi néu vi pham chit ky dugc dinh nghia chit ky trén ips router.
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KET LUAN VA HUONG PHAT TRIEN CUA PE TAI

Mang khong day hién nay phét trién rit nhanh d6 13 nhd vao su thuén tién
ctia n6. Hién nay cong nghé khong day, nhat 1a WLAN hién dang duoc tmg dung
ngay cang manh mé trong doi séng. Nhung da s6 moi ngudi déu chi st dung
WLAN & céac linh vyc lién quan dén mdy tinh ma khong biét rang bang séng
WLAN, ngudi ding may tinh dé diéu khién hé thdng dén, quat, may lanh, 10 sudi,
may tudi, hé thong nude (internet of thing)... Nhung vin dé quan trong nhit cia

mang khong day hién nay 14 sy bao mat ciia n6 chua c6 mot giai phép nao on dinh.

Trong dé tai ndy, em da c6 gang tong hop tat ca nhitng co ché bao mat va tat
ca nhitng kién thirc co ban vé Cong nghé mang khong ddy. V&i kha nang nghién
ctru, thoi gian con han ché ciing nhu van dé vé thiét bi phan cting, phan mém cho
mang khong diy nén van con cé nhitng thiéu sot trong dé tai nay. Tuy nhién véi
nhiing gi da nghién cru va tim hiéu thi: Mang khong day 1a mot giai phap hay va
thoi dai, né giup cho ching ta tiét kiém dugc thoi gian cling nhu cong strc trong

viéc lap dit cling nhu st dung.
Trong di€u kién cho phép, cong viéc nghién ctru s€ dugc tiép tuc nhu sau:

- Tim hiéu sau hon k¥ thuat bao mat hién nay dang duoc sir dung phd bién.

- Nghién ctru cac 16 hong va cac cach tan cong mang WLAN dé tim ra phuong
phap bao mat hiéu qua cho mdi nganh gitp cho viéc quan tri va trao déi tai nguyén
gilra cac tram lam viéc trong mang WLAN.

- Ap dung giai phap IPS/IDS vao mang, tir d6 dua ra nhitng mait manh va
nhitng mit con han ché.

Em xin chan thanh cdm on TS Lé Ngoc Thily d3 tin tinh huéng dan, giup d&
em trong thoi gian thue hién dé tai nay va trong qua trinh thyc hién thi luan van van

con c6 nhiéu thiéu sét, mong thay c6 gop y dé em co thé hoan thién tot hon.
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