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MO DAU

Trong bbi canh cach mang cong nghiép 4.0 dang dién ra manh mé& cung véi sy phat
trién ctia cac phuong tién truyén tai thong tin lién lac va nhu cau cip nhit, trao ddi thong tin
& moi liic moi noi dang trd nén thiét yéu trong moi linh vuc ciia doi séng xa hoi dd gop phan
thiic day sy phat trién cac hé thong mang vién théng di dong, va mang khong ddy. Trong s6
nay phai ké dén mang khong didy WLAN véi hang loat chudn mang méi dugc phat trién, tiéu
biéu 1a IEEE 802.11. WLAN véi nhiéu loi thé nhu dé két ndi, tinh co dong cao, chi phi dé sir
dung cong nghé mang khong qua dit do. Va khi cong nghé mang khong day duoc cai thién,
thi chi phi phan ctng ciing thap hon gitp cho s lugng ngudi cai dit mang khong day sé ting
cao hon, kha ning tng dung rong rii hon, nén viéc nghién ciru mang WLAN thuc su 1a can
thiét. Tuy nhién, viéc nghién ctru va trién khai ung dung cong nghé WLAN, can phai quan
tAm toi tinh bao mat an toan thong tin. Do méi truong truyén dan 13 truyén dan vo tuyén nén
WLAN rét dé bi ro ri thong tin va dic biét 1a cdc nguy co bi xdm nhép trai phép. Do dé, cling
v6i su phat trién cia WLAN cin phai quan tAm phat trién cac kha ning bao mat WLAN, cung
cap thong tin hiéu qu4, tin cdy cho nguoi st dung. Pong thoi trén co s¢ nghién ciru xem xét
thuc trang van dé bao vé ngin chin xaAm nhap trai phép ciia mang WLAN, dua ra giai phap

bao mat mang WLAN mot cach hiéu qua va phu hgp nhat nham ting hiéu ning mang.

Do d6, cung v&i su phat trién cia WLAN chung ta phai quan tdm phat trién cac kha
ning bao mat WLAN an toan, cung cap thong tin hiéu qua, tin ciy cho ngudi sir dung. Pong
thoi trén co sé nghién clru xem xét thyc trang van dé bao vé ngan chin xam nhap trai phép
ciia mang WLAN, dé xuat ing dung giai phap bao mat mang WLAN mot cach hiéu qua va
phtt hop nhéat nham ting hiéu nang. Chinh vi nhiing 1y do trén, hoc vién quyét dinh chon dé
tai: “Phdn tich va thiét ké ting hiéu ning hé thong mang Wifi tai Truwong Cao ding Ly
Thdi Té6” 1am luan vin thac s§. Trong sudt qua trinh nghién ctru va trién khai dé tai, hoc vién
nhan thdy van dé hiéu ning ciia mot hé thong mang 14 vo cung quan trong vi nd cho chung ta
biét duoc kha ning dap tmg ciing nhu hiéu qua cu thé khi nguoi sir dung tham gia vao hé
thong mang. Dya trén thuc té hé théng mang cua Cao dang Ly Thai T6 trong ndi dung chuong
3 ctia luéin van hoc vién di di sau va phan tich k¥ ludng cac k¥ thuat dé nham ting hiéu ning

cho mang WLAN cua truong mot cach hi¢u qua nhét.
Noi dung chinh ciia luin viin gom:

Chuong 1. Tong quan chung vé mang khong day - WLAN
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Chuong II. Cac vin dé bao mat trong mang, yéu t6 anh huong dén hiéu niang trong
mang WLAN
Chuong III. Phan tich, mé phong tang hiéu ning mang cho hé thong mang WLAN
Truong Cao dang Ly Thai T6
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CHUONG 1: TONG QUAN CHUNG VE MANG KHONG DAY
WLAN

1.1 Khai niém va lich sir hinh thanh mang WLAN

WLAN la tir viét tit cua (Wireless Local Area Network) c6 nghia 1a Mang cuc bo
khong day, né 1a phuong thirc két ndi khong day cho hai hodc nhiéu thiét bi st dung song

radio tan s6 cao va thudong bao gdbm mot diém truy cap dén Internet.

Mang khong day ngay nay bat ngudn tir cac giai doan phat trién cua thong tin vo tuyén
va nhitng tng dung dién bao va radio. WLAN la cong nghé mang do phia quan déi trién khai
dau tién vao nhitng nam 1990. Boi vi ho can mot phuong tién don gian va dé dang, ¢ thé bao

mat dugc su trao doi thong tin trong chién tranh.

LAN hiu tuyén USB hdu tuyén
LAN khong day - = == USE khong day

Hinh 1.1: So' @ mang LAN pha bién
1.2 CAc tiéu chuin mang thong dung ciia WLAN
Tiéu chudn 802.11
Pay la chuan dau tién ctia hé thong mang khong day. Toc do truyén khoang tir 1 dén 2
Mbps, hoat dong & bing tan 2.4GHz. Chuan nay chia tat ca cong nghé truyén tai hién hanh
bao gdm trai phd chudi truc tiép (DSS), trai phd nhay tan (FHSS) va hong ngoai. Chuan
802.11 1a mot trong hai chuan miéu ta nhiing thao tac ctia song truyén (FHSS) trong hé thong

mang khong day. IEEE 802.11 bao gdm céc chuén sau:



CAC CHUAN WIFI 802.11

Chuan IEEE

Nam phat hanh

Tan sé

Toc d toi da

Pham vi
trong nha

Pham vi
ngoai troi

Bang 1.1: Bang tong hop cic chuin WiFi 802.11 thong dung
MGt so tiéu chudn khdc

Ngoai cac chuan phé bién trén, IEEE con 1ap cac nhom lam viéc doc lap dé bo sung
cac quy dinh vao cac chuan 802.11a, 802.11b, va 802.11g nhdm ning cao tinh hiéu qua, kha

nang bao mat va phu hop vdi cac chuan cii nhu:

- IEEE 802.11c: B6 sung viéc truyén thong va trao doi thong tin gita LAN qua cau nbi
16p MAC v6i nhau.

- 802.11ah - tao ra cac mang Wifi c6 pham vi mo rong vuot ra ngoai tam cla mang 2.4-
5GHz thong thuong.

- 802.114aj - dugc phé chuan nam 2017, duoc st dung cha yéu ¢ Trung Qudc.

- 802.11ax - dang cho dugc phé chun, du 1a trong nam 2018, néu duogc thong qua day
chinh 14 chuan Wifi 6 dang dugc moi ngudi mong cho.

- 802.11ay - dang chd duoc phé chuan, du 13 trong nim 2019.

- 802.11F - Inter-Access Point Protocol, dugc dé xuat cho giao tiép gitta cac diém truy
cap dé hd trg roaming client (2003).

- 802.11T - du doan Hiéu suat Khong day.

Trong khi d6, 802.11x s& khong duoc dung nhu mét tiéu chuan doc 1ap ma s& bo trong
dé tré dén cac chuan két nbi IEEE 802.11 bat ki. Noi cach khac, 802.11 ¢6 ¥ nghia la “mang
cuc bo khong day”, va 802.11x mang ¥ nghia “mang cuc bd khong day theo hinh thirc két ndi
nao do (a/b/g/n/ac)”.



1.3 Cau tric va md hinh mang WLAN
Mang sir dung chudn 802.11 gdm c6 4 thanh phan chinh:

e He¢ thong phan phdi (Distribution System - DS).
e Diém truy cap (Access Point).
e MOoi treong truyén tai vo tuyén (Wireless Medium).

e Tram (Stations).

H§ thing
phin phot

y Moi truemg Tram
p khoog gidy "

Hinh 1.2: Céu triic co ban ciia mét mang WLAN.

Mang WLAN gom 3 mé hinh co ban nhu sau:

e Mo hinh mang doc 1ap (IBSS) hay con goi 1a mang phi lién két (Ad hoc).
e MOo hinh mang co s¢ (BSS).
e MG hinh mang mé rong (ESS).

1.4 Panh gia wu, nhwoe diém va thue trang mang WLAN hién nay
1.4.1 Uu diém

D6 tin cdy cao trong ndi mang cua cac ho gia dinh, doanh nghiép va sy ting trudng
manh mé cua mang Internet, cac dich vu truc tuyén, vo1 loi ich cua dit li€u va tai nguyén dung
chung. Véi mang WLAN, nguoi dung truy cap thong tin ding chung ma khong can phai tim
chd dé cam va cac nha quan ly mang khong nhét thiét phai bo sung lap dat thiét 1ap hoac di
chuyén day ndi. Mang WLAN cung cép céc hiéu suit sau: kha nang phuc vy, tién nghi, va

céc loi thé vé chi phi thap hon han cac mang nbi ddy truyén thong.

e  Kha ning lwu dong cai thién hiéu suat va dich vu: Cac hé thdng mang WLAN
cung cAp cho sy truy cdp thong tin thoi gian thuc tai bat cr dau cho nguoi ding mang trong
khu vue duoc thiét 1ap. Kha nang luu dong nay hd tro cac yéu cau vé hiéu suat va dich vu ma

mang ndi day khong thé trién khai thyc hién dugc.
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e  Cai dit don gian: Cai dit hé thong mang WLAN nhanh va d& dang.

e Linh hoat trong cai dit: Cong nghé khong diy cho phép két néi mang dén cac
vi tri ma mang ndi day khong thé trién khai.

e  Giam b6t gia thanh sé hiru: Gia thanh dau tu ban dau hé thdng phan cimg cho
mang WLAN c6 gi4 thanh cao hon cc hé thong phan ctrng mang LAN hitu tuyén, nhung chi
phi cai dit toan bd va gia thanh trong qua trinh sir dung bao dudng, sira chira thdp hon dang
ké.

e Tinh linh hoat: Cac hé théng mang WLAN duoc dinh hinh cdu trac theo céc
kiéu lién két mang khac nhau tuy thudc cac nhu cAu cua cac ung dung va cac cai dit cu thé.
Céau hinh mang dé dang thay doi tir cic mang doc 1ap phut hop véi s6 lugng nho ngudi dung
dén cic mang co s¢ ha tang v6i hang nghin ngudi ding trong mot ving rong 16n.

e Kha ning mé rong: Kha ning mé rong ciia mang khong day co thé dap ung

tire thi khi gia ting s6 lwong nguoi sir dung.
1.4.2 Nhwoc diém

Cong nghé mang LAN khong ddy, ngoai nhiing tinh ning va nhiing uu diém dugc dé

cap ¢ trén thi cling c6 cac nhugc diém nhu:

e  Bio mit: Moi truong truyén din khong day 1a khong gian tu do, nén kha nang
bi tAn cong vao hé thong, nguoi dung 14 rat cao.

e  Pham vi: Vé6i chuin mang 802.11 m&i nhat hién nay, pham vi tng dung cia
mang WLAN d c6 su thay doi 1on. Tuy nhién n6 van chua thé dap tng dugc hét nhu cau cia
ngudi ding. Pé mé rong pham vi ving phuc vu can phai trang bi thém bo 1ap hay diém truy
cap, dan dén chi phi gia ting. V&i nhing mo hinh mang 16n van phai két hop voi mang hitu
tuyén c6 day.

e  Dé tin cdy: Vi sir dung séng vo tuyén dé truyén dan nén viéc bi nhiéu, tin hiéu
bi suy giam do tac dong clia vat can va cac thiét bi khac (tuong bé tong, 10 vi song, tin hiéu
radio...) 12 khong tranh khoi. Lam giam dang ké hiéu qua, pham vi dap Gng hoat dong cta
mang.

e Tbéc d6: Toc d6 cua mang khong day véi cac chuan méi di c6 cai thién tuy

nhién van con rat chdm so v6i mang str dung cap (100 Mbps dén hang Gbps).

1.4.3 Thuc trang mang WLAN hién nay
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Trong nhitng nim vira qua cung voi sy phét trién manh mé cua Internet va céc thiét bi
mang, su phat trién cta kinh té thi truong, nhu cau trao d6i théng tin va dit liéu ciia con ngudi
1a rat 16n. Mang WLAN hién nay da trd nén pho bién va rat gan giii trong cudc séng. Ching
ta ¢ thé dé dang két ndi sir dung mang khong ddy tai nhiéu dia diém nhu: co quan, truong
hoc, van phong, quan Cafe, khu vui choi giai tri... hodc ngay tai nha bang nhiéu thiét bi hién

dai nhu: Tivi, laptop, PDA, cac thiét bi adroid. Tuy nhién, vin con mot s6 ton tai nhu:

v Khéng thay d6i mat khiu ciia nha san xuit: Khi cau hinh cac hau hét déu
khong thay d6i mat khau truy cap ciia nha san xuat. Router rat dé bi xam nhap va thay dbi cau
hinh.

v" Khong kich hoat cac tinh ning ma héa: khi tinh nang khong dugc kich hoat,
rat c¢6 thé dung mot s6 phan mém do mat khau dé lay nhitng thong tin phuc vu cho nhiing y
do xau.

v' Kich hoat phwong phap bio méat cip thip hoic khong kich hoat: Hién nay
mot s6 hé théng mang dang st dung khong hé kich hoat bat ky ché d6 bao mat nao. Hodc néu
c6 kich hoat thi ciing chi kich hoat ché d6 bao mat & cap thap nhu VD: WEP. Diéu nay hoan

toan khong nén. Ngudi ngoai mang c6 thé xam nhap bé khoa va truy cap vao mang [2] [3].
1.5 Két luan Chuong 1

Chuong nay gitip cho chung ta c6 mot cai nhin tong thé vé su phat trién ctia mang
khong day, cac cong nghé ing dung trong mang khong day. Chung ta c6 thé hiéu mot cach
khai quat co ché hoat dong cua mang WLAN, uu, nhuoc diém cling nhu cac mo hinh hoat

dong cua mang WLAN.

Ngoai ra, chung ta cling tim hiéu vé chuan 802.11 va cac thé hé chuan mang 802.11
thong dung cho mang WLAN, hiéu duoc nhiing gi dién ra trong qua trinh thiét 1ap két ndi véi
mot hé thdng WLAN don gian.

Trong chuong tiép theo chung ta s& nghién ctru thuc trang gy mat an ninh an toan cia
mang khong day, cach thirc tin cong trong mang khong dy, cac ung dung k¥ thuat ma hoa
dé bao mat cho mang khong diy va mot s giai phap cho viéc dam bao an ninh an toan cho

mang khong day ma cy thé 1a WLAN.
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CHUONG 2: CAC VAN PE BAO MAT, YEU TO ANH HUONG
PEN HIEU NANG TRONG MANG WLAN

2.1 Khai quat bao mat trong mang cuc b¢ khong day WLAN

Trong mang WLAN bao mat 13 mot trong nhitng khuyét diém 16n nhat. Do diéu kién
moi truong truyén dan thong tin cia loai mang nay, ma kha niang truy cip két ndi ctia c4c thiét
bi ngoai trong pham vi phat song 1a v6 ciing 16n. Dong thoi, kha ning nhiéu song bai cac thiét
bi dién tir ciing khong thé tranh khéi. D¢ an toan trong st dung mang WLAN, chung ta can
phai bdo mat WLAN.

2.2. Nguy co' mat an ninh mang
2.2.1 Nhitng nguy hiém cho an ninh mang

Bao mat 1a sy han ché kha ning lam dung tai nguyén va tai san. Bao mat trd nén dic
biét phuc tap trong quan 1y, van hanh nhiing hé thong thong tin c6 sir dung cac cong cu tin
hoc, noi ¢6 thé xay ra va lan tran nhanh chéng viéc lam dung tai nguyén (cac thong tin di
chuyén vo hinh trén mang hodc luu trit hitu hinh trong cac vat liéu) va lam dung tai san (cac
may tinh, thiét bi mang, thiét bi ngoai vi, cac phén mém cla co quan hodc ngudi s& hitu h¢
thong). Han ché & day co y rang khong thé triét pha hét ngay viéc lam dung, cho nén can sin
sang dé phong moi kha ning xau voi cac phuong cach thich hop va chuan bi xur 1y cac sy ¢d

néu co viéc lam dung xay ra.

Ké tin cong truc tiép co thé sir dung cong cu dé tan cong hoic dung k¥ thuat riéng dé
tAn cong pha hoai, 14y cip thong tin. Pay chinh 13 budc hacker thu thap ma s6 tai khoan ngan
hang, tai khoan e-mail, tai khoan thé tin dung, thong tin bi mat, hay mat khau hé thong...cua
ngudi hay to chirc bi tin cong. Sau d6 hacker sir dung thong tin nay dé truc loi hodc c6 thé
ban lai thong tin. Khi nam duoc mat khau hé théng trang tin, ké mao danh cé thé dang nhép

vao trang tin nay va thay d6i noi dung trang tin.

K¢ tan cong chiém quyén st dung nhiéu mdy tinh ndéi mang, c6 thé bao gom cd may
chu. Cac may tinh nay co thé st dung dé tan cong tir choi dich vu website nao do cung luc.
Khi c6 qué nhi€u yéu cau dich vu gui dén cung mot lic, bang thong td1 website bi nghén, hé

thong mdy chii qua tai dan t6i ngung hoat dong.



2.3 Kién triic mang WLAN

2.4 Cac phuwong thirc biao mat trong WLAN
2.4.1 WEP - Wired Equivalent Privacy

2.4.2 WPA

2.4.3 WPA2

2.4.4 Loc (filtering)

Loc la co ché bao mat co ban ¢ thé st dung cung vdi WEP hoac mot $6 giao thuc
khac. Loc hoat dong gidng nhu Access list trén router, cim nhing cai khong mong mudn va
cho phép nhiing cai mong mudn. C6 3 kiéu loc co ban c6 thé dugc sir dung trong wireless lan:

= Loc SSID
» Loc dia chi MAC

* Loc giao thic
2.4.5 WLAN VPN
2.4.6 Nhén thuc va tiéu chudn xdc thwe 802.1x
2.4.7 Bdo mdt cip cao (EAP)
2.4.8 Phwong phap phat hién xam nhdp trong mang khong day (WIDS)
2.4.9 Gidi phdp ngdn ngira va phdt hién xam nhdp IDS/IPS

Hé théng ngan ngira xam nhap mang (NIPS — Network-based Intrusion Prevention)
hat hién tan cong, co thé khoi tao cac hanh dong trén thiét bi khac dé ngan chan tan cong.
Nhan ra tan cong bang cach phén tich ban sao cta luu lwong mang. IPS thuong duogc trién
khai trudc hodc sau firewall. Khi trién khai IPS trudce firewall 1a c6 thé bao vé dugc toan bo
hé théng bén trong ké ca firewall, ving DMZ. C6 thé giam thiéu nguy co bi tin cong tir chdi
dich vu ddi véi firewall. Khi trién khai IPS sau firewall c6 thé phong tranh dugc mét sé kiéu
tin cong thong qua khai thac diém yéu trén cac thiét bi di dong str dung VPN dé két ndi vao

bén trong.

Hé théng ngin ngira xam nhap host (HIPS — Host-based Intrusion Prevention) chin

dung trude khi tAn cong dén mang bén trong. Cung cp kha ning bao vé mang dua vao dinh
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danh, phan loai va ngan chan mdi de doa duoc biét hodc chua biét nhu worm, virus, de doa
dén tng dung, ...thuong duoc trién khai voi muc dich phat hién va ngin chin kip thoi cac
hoat dong tham nhép trén cac host. Pé c6 thé ngan chin ngay céc tan cong, HIPS sir dung
cong ngh¢ tuong tu nhu céc giai phap antivirus. Ngoai kha nang phat hién ngan ngura cac hoat
dong tham nhap, HIPS con c6 kha ning phat hién su thay d6i cac tap tin ciu hinh.
2.5 Cac yéu t6 giy anh hwéng dén hiéu ning cho hé thong mang WLAN

2.5.1 Khdi niém hiéu nang mang

Hiéu ning mang 12 mot vin dé phic tap do cac yéu té cé thé tong hop dua ra
nham danh gia van dé hiéu nang chua thuc su rd rang. Tuy nhién, trong thyc té rat can
c6 nhitng khéi niém ban chat va sét thuc tién voi muc tiéu danh gia dugc toan bo van
dé hiéu nang bao gdm ca cac yéu té do dac, theo ddi, diéu khién déu duogc tinh dén. C6
thé so lugc khai niém hiéu nang mang nhu sau: Hiéu nang mang 1a hiéu qud va nding
lwc hoat déng cua hé théng mang. Nhu vay, viéc danh gia hiéu niang mang chinh 1a
tinh toan va xac dinh hiéu qua, nang luc thuc su cua hé théng mang trong cac diéu kién

khac nhau.
2.5.2 Cdc tham so dinh gid hi¢u ning

Dé luong hda van dé hiéu nang mang, can thiét phai c6 bo tham sé tiéu biéu dic
trung cho van dé nay. Trong d6, cac tham s6 sau ddy duoc str dung nhu nhiing Khai
niém dién hinh ma nhin vao ching c6 thé cho thay két qua ctua danh gia hiéu ning

mang.
2.5.2.1 Tinh sin sang (Availability)

Tinh sin sang 1a thudc do dau tién khi xac dinh va danh gia hién trang mang c6
kha nang phuc vu, dap Gng yéu cau hay khéng. Tham sb nay cho phép chi ra ludng
thong tin c6 dang dwoc chuyén tiép qua hé théng mang hay bi tic nghén can phai xu
ly, céc dich vu mang dang dwoc cung cap c6 san sang cho viéc tra 1oi cac yéu cau dua
ra. Van dé lién thong giira cac hé théng trong mang ciing dugc dé cap trong tinh san

sang.

Mot trong cac cdng cu, phuong phap don gian thudng duoc sir dung khi kiém
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tra tinh sin sang cua hé thong mang 1a sir dung chuong trinh ping. Chwong trinh khi
thue hién s& guri cac goi tin dudi giao thirc ICMP t6i phia may can kiém tra va doi két
qua tra 161, néu cd két qua tra 161 ching ta co thé xac dinh duoc tinh san sang caa hé

théng dich.
2.5.2.2 Thoi gian dap img (Response time)

Khi yéu cau duoc gui t6i, s& ¢ mot khoang thoi gian danh cho viéc xt 1y trude
khi tra vé& két qua, khoang thoi gian nay duoc goi 1a thoi gian dap tng, bao gom thoi
gian di, thoi gian xu 1y yéu cau va thoi gian vé. Pay 1a tham sé rat quan trong anh
huong t6i qua trinh danh gia kha ning giai quyét van dé& khi c6 yéu cau va ha tang
truyén thong. Thoi gian dap tng cham thuong do kha ning giai quyét van dé cua tng
dung, han ché trong truyén va nhan théng tin trén giao thtc va ha tang truyén thong

tin. C6 thé chi ra mot s6 cac yéu té anh huong truc tiép téi thoi gian dép ung nhu sau:

e Qua tai trong cac phan doan mang

Cac 13i xuat hién trén mang

Khiém khuyét khi mo rong mang

X ly cac théng tin quang bé trén mang chua tot

Thiét bi mang kém chat luong

Qua tai trén cac nat mang
2.5.2.3 Kha nang st dung mang (Network utilization)

Nguoi quan tri hé thong mang c6 thé xac dinh thong lugng mang bang phuong
phap tim nat c6 chai gitra 2 diém can do. Dong thoi, trong mot sé tinh hudng nhiéu
nguoi s& khang dinh thong lugng caa hai diém sé dugc xac dinh bang gia tri bang thong
(Bandwidth) tai 2 diém d6. Nhitng diém néu trén Ia hoan toan khdng chinh xac bai 2

1y do chinh sau day:

- Gia tri bang thong khong phu thudc vao thoi gian do va day 1a khai niém khac
hoan toan véi thong lugng.
- Thoéng lugng thuc té phy thudc rat nhiéu vao tong thé két ndi, thiét bi sir dung, tng

dung hoat dong, dich vu cung cap cta hé théng tai thoi diém can do.
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Hinh 2.1: D§ phirc tap khi xac dinh thong lwgng giira client va server

2.5.2.4 Kha nang cta bang thong mang (Network bandwidth capacity)

2.6 Két luan Chuong 2

Trong chwong II nay chung ta di nghién ciru va danh gia vé cac van dé bao mat
cho mang WLAN, phan tich va danh gia duoc vai tro cta bao mat trong mang khong
day. Tim hiéu nguy co mat an ninh mang khéng day va gidi thiéu mot sé dang tan cong
ctia mang WLAN, cong Vi sy di sau va tim hiéu cc Kién trac co ban cia mang WLAN
va cac phuong thirc bao mat va chéng xam nhap trai phép. Cac yéu to gay anh huong
dén hiéu ning cho hé théng mang WLAN.

Trong chuong III tiép theo ching ta s& phan tich hién trang hé thong mang
WLAN cua truong Cao dang Ly Thai To, dua ra gia phap, di sau vao bién phép cu thé
dé tién hanh tang hiéu niang cho mang WLAN.
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CHUONG 3: PHAN TiCH, MO PHONG TANG HIEU NANG CHO
HE THONG MANG WLAN CAO PANG LY THAI TO

3.1 Phan tich hién trang h¢ thong mang WLAN ciia Cao dang Ly Thai T6
3.1.1 Hién trang hé thong mang WLAN

Trudng dung chan trén dia ban Phuong Dinh Bang, Thi xa Tir Son, Tinh Béc Ninh -
mot thanh ph6 tré dang trong qua trinh cong nghi€p hod manh mé¢, véi vi tri dic dia 1a cta
ngd thi d6 Ha Noi. Bac Ninh duoc biét dén 1a noi tap trung cua nhiéu khu céng nghiép 16n
nhu: VSIP, Tién Son, Yén Phong. Pay 14 cac khu cong nghi€p hoi tu cac doanh nghiép hang
dau vé cong nghé cao ciing nhu cac doanh nghiép phu tro cho cac tap doan 16n nhu Samsung,
LG, Canon, Hong Hai - cac tap doan hang ndm c6 nhu cau tuyén dung nhén su rat Ién dé phuc

vu nghién ctru va phat trién san xuat.

Hinh 3.1: So' d6 phéi cinh quan trwdng Cao dang Ly Thai To

Toan thé truong 1a mot khu lién hop hién dai bao g(‘A)m cac hang muc:
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- Van phong nha trudong

- Nha Hiéu bd - Hoc chinh

- Nha Hoi truong — Giang duong

- Thu vién

- Khu nha xudéng thyc hanh

- Ky tuc xa

- Vuon sinh vién, ho c4, Quang truong. ..

Céc hang myc cong trinh duoc két nbi bang hé thong dudng giao thong thuan loi xen
1an cac khoang sin vuon, tiéu canh cdy xanh, vuon hoa. Toan bo cac khéi nha trong trudng
duogc trang bi hé thong diéu hoa trung tAm sir dung cho tat ca phong hoc, phong lam viée véi
hé théng diéu khién thong minh van hanh tu dong. Hé thong loa thong bao, camera IP giam
sat... Tt ca cac hé théng van hanh ty dong va toan b cac hang muc trén dugc ndi mang voi
nhau, phong server duogc dit trén téng 3 nha Hiéu B6 13 noi chita toan bd céc Server, co thé

no6i phong diéu khién nay 1a dau nio cia trudng Cao dang Ly Thai TO.

Toan bo trudng duoc trang bi gan 840 mdy tinh cho phong hoc, thu vién va phong lam
viéc. Phong 1am viéc bao gdm cac phong ban vai gan 100 may tinh nam tai nha hiéu bo duoc
nbi mang vai trung tim di liéu, Thu vién véi gan 100 may tinh duogc trang bi hé thong Server
riéng phuc vu cho sinh vién tra ctru sach, tai liéu va tu hoc trén mang, truong con c6 10 phong
tu hoc nam tai nha hiéu bd - hoc chinh dugc trang bi Wifi Free phuc vu cho viéc tu hoc va hé
thdng phong hoc khoa Tin hoc va cac 16p tin hoc vin phong voi 8 phong, mdi phong gom 80

may tinh hién dai cau hinh da dap tng tit ca cac nhu cau cho sinh vién khéa Tin hoc.

Nha trudng trang bi 02 dudng cap quang toc dd cao phuc vu cho viée truy cap Internet
clia toan trudng, cac thiét bi sé nhu Camera IP, cic Server va viéc phu song Wifi trong toan
bd khuon vién truong. 01 duong phuc vu riéng cho viéc dang ky hoc va trang chu Website
cua truong, 01 dudng phuc vu cho riéng thu vién, 01 duong danh riéng cho phong ban va bd
mon truy cp Internet va cudi cing 01 dudng chuyén dung cho viéc hoc Online, 01 duong

phuc vu cho viéc phu song Wifi toan trudong phuc vu cho sinh vién.
3.1.2 Viin d@é bdo mdt mang WLAN tai Cao ding Ly Thdi Té

Hién nay h¢ théng mang tai Cao drfmg Ly Thai T da duogc trang bi Firewall ASA5510,

250 may tinh va may cha da trang bi phan mém diét vir(t ban quyén.
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Bang 3.1: Bang tong hop hién trang hé théng mang trudmg Cao ding Ly Thai Té

Kha nang dap ing

TT | Giai phap bao mit ciia hé théng

Mirc dap ing cé/khong
. . Layer 3 -4 co
1 | Giai phap tuong lua (Firewall) Lazer 4.7 Khong
A a May chu 30%
2 | Giai phap dung phan mén di¢t Virut ’ay - . -
may tram co
Backup/restore doc lap céd

Giai phap luu trit / phuc hoi dit liéu

3 Backup/restore tap chung .
Backup/restore ' ’
(Backup ) it lich, luu trit khong
GNié.i phap dung cac thiét bi phuc vu
4 | ho trg phong chong tan cong, xam Toan mang khong

nhap (IDS/IPS)

Giai phap giam sat an ninh: Phat
5 | hién may tinh mdi cam vao mang, Vung Server quan trong khong
cac dich vu khong dugce st dung...

Giai phap thiét bi phuc vu hd tro

xéc thue Xac thuc tap trung khong

Giai phap thiét bi phuc vu hd tro

| kiém tra dénh gi4 dinh ky

Toan mang khong

Qua bang téng hop trén va dé timg budc ting hiéu ning mang ciing nhu kha ning bao
mat cho hé thong mang WLAN ciia Cao dang Ly Thai T thi chiing ta can phai dua ra duoc
giai phap c6 kha nang phat hién cac truy cap bat hop phéap, nhitng cudc tn cong vao may cha,
dich vu mang nhim dam bao cho hé thdng hoat dong c6 tinh biao mat cao. Vi vay giai phap
str dung cong nghé IDS/IPS c6 thé dam duwong nhiém vu nay.

3.2 Dé xudt cic phwong phdp ting hiéu ning cho hé thong mang WLAN tai Cao
ddng Ly Thdi To

Tir thue trang hé théng mang WLAN dang st dung tai truong Cao Pang Iy Thai T6 dé
Xuat cac giai phap ting hiéu nang cho hé théng nhu:

- D6i v6i hé théng phan cting mang sir dung phan mém VNPT-CAB dé t6i wu.

- D6i voi hé thong phan mém dung cac phuong phap Kiém soat hi¢u ning cta
mang khong day nhu: Dinh tuyén; Chat luong dich vu; Véan dé vé an ninh trong mang khong
day.

3.2.1 Sir dung phin mém VNPT-CAB téi wu hé thong mang WLAN
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3.2.1.1 Vung phu

Khi trién khai mot mang v6 tuyén “indoor”, viéc xac dinh ving pht séng 1a mot van
dé co ban. Ving phu séng duoc xac dinh qua khoang cach ma mot mang vo tuyén cé thé phat
va thu & mot toc do cho trude theo cac nguyén tic hoat dong trong bing tan cua né.
3.2.1.2 Str dung phan mém VNPT-CAB tbi uu hé thong phan clng

St dung phin mém:

Phan mém duoc viét ra muc dich st dung phuc vu cho cong tic san xuét dinh doanh
clia cac don vi truc thude tap doan, quan 1y tap trung cic hoat dong san xuat kinh doanh cta
cac don vi nhu: Sira chita bao hong, 1ap hop dong cung cap dich vu, tra ciru thong tin ha ting
mang, nhu cau dich vy, ha tﬁng dbi tha, do kiém chat lugng song di dong, Wifi...

Ap dung sir dung phan mém trong viéc toi vu phan cing hé théng mang Wifi:

- Ping nhap bang User do Tap doan cap.

- Két ndi dién thoai sir dung phﬁn mém dén tung AP.

- Do kiém véi khoang cach do thir test song tir Client dén AP véi ban kinh 1a
20m.

- Dua vao két qua do dich chuyén vi tri AP dén vi tri t6i uu nht.

SSID

BSSID
MAC

Téc doé
Cuong do
Ma hoa

Tan sé
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Hinh 3.2: Chite ning do kiém song cia phan mém VNPT-CAB

Yéu cau sau khi t6i wu hé thong phan cing mang WLAN. Hé thong WLAN phu séng
khip tod nha, c6 chét luong tin hiéu séng dam bao cho cac két ndi tir AP dén Client. Khoang

cach do thir test song tir Client dén AP 1 20m.

Bing 3.2: Két qua do kiém song cia phan mém VNPT-CAB tai trwdng Cao diang Ly Thai To

STT SSID Téc dd Cuong dd Pinh gia
1 Hieubo 11 70 Mbps -47 dBm dat
2 Hieubo 12 67 Mbps -56 dBm dat
3 Hieubo 13 71 Mbps -46 dBm dat
4 Hieubo 21 65 Mbps -57 dBm dat
5 Hieubo 22 72 Mbps -46 dBm dat
6 Hieubo 23 71 Mbps -45 dBm dat
7 Hieubo 31 69 Mbps -52 dBm dat
8 Hieubo 32 70 Mbps -47 dBm dat
9 Hieubo 33 68 Mbps -55dBm dat
10 Thuvien 72 Mbps -46 dBm dat
11 | Quangtruong 73 Mbps -45 dBm dat

3.2.2 Kiém sodt higu néng ciia mang khong ddy

Thong luong, do tré va ty 16 mat goi tin 1a mot trong nhitng van dé quan trong quyét
dinh mang hodc truyén thong c6 tin cdy hay khong. N6 kha rd rang ngoai kha ning mé rong
va cac van dé vé an ninh, vi vay trong phan niy cta luan vin chung ta s& tap trung chu yéu
vao cac yéu té c6 thé tro gitip dé c6 duogc thong luong tot hon va do d6 s& cai thién duogc hiéu
ning ciia mang. Thong luong tbt s& lam cho chung ta c6 thé bao mat dit liéu thanh cong tir
mot diém nay toi mot diém khac. Va mot cach lam hiéu qua dé ting hiéu niang cia mang chinh
1a thong qua hiéu qua cua viée dinh tuyén. Mot yéu té khac c6 thé gitp ting cudng thong
luong mang 1a can bang tai. Mat cAn bang tai c6 thé xay ra tai mot thoi diém, mot thoi gian
nhit dinh va né s& lam dong luu luong di tréch hudng. Vi thé diéu nay s& dan dén hién tuong

tac nghén mang va giam thong lugng mang.
3.3 M6 phéng ting hiéu ning mang WLAN tai Cao ding Ly Thai To

Mo phong dugc thuc hién thong qua cong cu mod phong Cisco SDM (Security Device
Manager) 12 cong cu dé quan 1y thiét bi Router thong qua cong nghé JAVA. SDM sir dung dé
cau hinh Router thong qua céc interface HTTP hoic HTTPs giup ching ta ciu hinh LAN,
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WAN va céc tinh nang bao mat khéac cia Router (ACLs, VPN,...). SDM duoc thiét ké cho
ngudi quan tri mang hay reseller SMB ma khong yéu cau nguoi sit dung c6 kinh nghiém nhiéu
trong viéc cu hinh Router. Viéc cau hinh Router thong qua SDM gitp cho viéc dinh tuyén
va can bang tai trong hé théng mang nham tranh tic nghén duong truyén mang va duy tri su

6n dinh cta hé théng.
3.3.1 Cic céng cu can thiét dé thuce hién viéc mé phéng

- Hé diéu hanh window 7
- Phan mém gia 1ap GNS3
- Tool SDM cua cisco
- May PC phai cai géi java dé hd trg cho SDM
Thiét 1ap mang quan 1y cho cac thiét bi IDS/IPS: Két ndi cac cong mangement trén cac

thiét bi IDS/IPS véi thiét bi quan 1y. Tir dy, thiét bi Quan 1y c6 thé quan 1y tat ca cac thiét bi

IDS/IPS.
?ﬁ@ Sapures
J

Senssor with IPS

i

2

Intrusion Event

Decoders Views

Incidents

#

Preprocessors

OPSEC
Firewall
Responses

L

Rules
Engine

Alerting

Hinh 3.3: M6 hinh nguyén ly hoat dgng
Khi géi tin duge nhan duoc béi thiét bi, goi tin d6 s& dugc:
- Giai ma goi tin boi thanh phan bo giai ma cua thiét bi.
- Sau d6 goi tin s& dugc chuyén vao qué trinh tién xir 1y.
- G0 tin s€ dugc so sanh voi tap Rules dugc sir dung.
- Qua trinh d6 s& dua ra duge mot co so dit lidu vé cac su kién.

- Céc su kién do c6 thé duoc loc ra thanh cac dang su kién khac nhau.

M0 ta cac két qua dem lai.
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- Tinh nang IPS: Bdo v¢ mang trudce cac cudc tan cong mang.

- Tinh ning IDS/IPS két hop voi RNA: Phat hién va phan tich cac bao cdo tinh
trang bao mat mang s dung IDS hay IPS.

- Tinh ning RNA phét hién hé thong mang: Host active, Open Port, Protocols,

Vulnerabilities.

Bang 3.3: Céc két qua dem lai qua mét dot tin cong

Tinh )
STT | huong bi ket qua dem lai
tan cong

Tinh ning RNA cua thiét bi gitp phat hién cic nguy co an ninh mang;
Network profile (OS, Services, Open Ports, Vulnerability, Host static)

1 Truée | RNA két hop v6i IPS, IDS dé tu dong active/disable cac rules cn thiét dé
béo v€ hé thong mang

Tinh nang Passive Scan cho phép RNA phat hién nguy co an ninh hé thong
mang ma khong anh huong tdi nang luc hé thong mang

Phat hién va ngin chin cac cudc tan cong tir bén ngoai nhu Worms, Trojans,
Buffer overflows, DoS attacks, Backdoor attacks, Spyware, Port scans, VolP
attacks, IPv6 attacks, Statistical anomalies, Protocol anomalies, P2P attacks,
Blended threats, Zero-day attacks... vao cac server dich vu.

2 Trong
Co thé xéac 1ap cac qui tic ngan chin cac cudc tn cong hodc xac lap ché do
tu dong tinh chinh tuy theo céc dich vu.
Pua ra cac bao céo vé cac cudc tn cong, cac 16 héng bao mat.
Sourcefire voi hé théng bao cao day du, thong minh giup ngudi quan tri phén
tich dugc nhitng anh hudng ddi voi hé thong sau khi bi tan cong.
RNA két hop véi tinh nang Report thiét 1ap d6 uu tién cho cac Events, tinh
nang nay cho phép giam thi€u dang ké thdi gian phan tich cac Events sau khi
hé thong bi tan cong.

3 Sau RNA phén tich 15 hong bao mat dua ra cac khuyén céo vé va 16 hong bao mat

cho hé théng.

Tinh néng IT Policy Compliance: Dua ra nhitng canh bao nhitng vi pham vé
chinh sach bao mat. Nhiing vi pham nay c6 thé 1a: mot cude tan cong nguy
hiém xdy ra, mot su ¢0 lién quan t6i mot may chu hay mét dich vu. Canh bao
c6 thé thuc hién qua Email, SNMP hay SYSLOG.

3.3.2 Muc tiéu cua mo phong

Mo phong giup thdy duoc tinh ning, hoat dong ciing nhu cic bude cau hinh IDS/IPS

trén router. Thuc hién tinh ning gdy ra canh bao néu co vi pham.

3.3.3 M6 hinh moé phong
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Hinh 3.4: M6 hinh mé phéng
3.3.6 Két qud thu dwoc tiv qud trinh mé phéng

Khi danh gia anh huéng cua tai trong mang, ta co thé thay doi kich thudc goi hoic sb
ludng CBR, tuy nhién thay d6i téc do phan anh chinh xac hon, ta sir dung 3 tinh huéng sau:
10 gdi tin/giay; 15 gdi tin/giay va 20 goi tin/giay

Véi cac thong sb khac dugce thiét 1ap nhu bang dudi day:

Thong s6 Gia tri
Pham vi truyén dan 250m
Béang thong 2Mbps
Thoi gian m6 phong 120s
Kich cd méi truong mo phong 670x670m
Loai luu lugng CBR
Kich thude goi tin 512 bytes
S0 két ndi 20
4 gia tri cua thoi gian tam dung 0, 30, 60, 120s

3.3.6.1 Két qua mo phong hién trang hiéu ning voi hé théng mang Wifi truong Cao
dang Ly Thai To

el

oo nhan duox

Tho gian tom dumg ()

Hinh 3.5: Ty I g6i tin nhan dwoc - chwa sir dung giao dinh tuyén
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Khi khong sir dung giao thie dinh tuyén véi toe do giri goi tin 1a 10 goi tin/s thi ty 18
g6i tin nhan dwgc giam nhanh hon khi thong s di chuyén cao. Tai tbc do 15 gai tin/s, 20 goi
tin/s thi goi tin hity bé nhiéu hon, khi thoi gian tam dimg 13 0 thi chi c6 khoang 30-40% goi

tin dugc nhan.

Tho glan tam dimg ()

Hinh 3.6: Tré trung binh dau cudi — chwa sir dung giao thirc dinh tuyén

Gia tri tré bi anh huong khi tbc do g61 CBR cao. B§ dém bi dﬁy nhanh chéng nén goi
tin & trong b dém lau hon, ta c6 thé quan sat khi tbc d6 20 goi tin/gidy. diém khac biét dé
thay khi téc do goi tin 1a 10 goi tin/gidy. Gia tri tré cao khi thong sb di chuyén cao hay thoi
gian tam dirng bang 0 va toc do goi tin 1 20 gai tin/gidy, do bd dém bi day nhanh chéng va

tham chi duong dinh tuyén ton tai dai hon.

Juorg trung binh [s)

Thong

Hinh 3.7: Théng lwong tir dau cudi — chwra sir dung giao thirc dinh tuyén
O toc d6 CBR thap, thong lugng bi anh hudng nhiéu béi thong s6 di chuyén, gi tri
vao khoang 1.5 kbps. V&i toc dd CBR cao hon, thong luong giam khi thong sé di chuyén
tang, thé hién khi téc ¢6 CBR=10 g6i tin/giay. Pay ciing 1a két qua cuia s6 lugng géi tin bi roi

nhiéu, tham chi voi CBR=15, 20 g6i tin/gidy, thi bén nhan gan nhu khdng nhan dugc goi tin.

3.3.6.2 Két qua mo phong st dung phuong phap dinh tuyén DSR nang cao hiéu ning
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20t on nhan duoe

\0
Thon glan tam dumnmg (s)

Hinh 3.8: Ty I g6i tin nhan dwoec - dinh tuyén DSR
Khi téc do giri gbi tin 1a 10 géi tin/s thi ty 1& géi tin nhan duge kha cao, vai thoi gian
tam dimg bang 120s ty 1& nhan gbi tin nhan duoc xap xi 100%. Tai téc d6 15 goi tin/s, 20 goi
tin/s thi hily bo nhiéu goi tin hon, khi thoi gian tam dimng 1a 0 thi chi c6 khoang 60-70% goi

tin duoc nhan.

Tré trung binh ()

Thon glan tam domg (s)

Hinh 3.9: Tr& trung binh dau cudi — dinh tuyén DSR
Gia tri tré cao khi thong sb di chuyén cao hay thoi gian tam ding bang 0 va toc do gbi
tin 1a 20 goi tin/gidy, do bo dém dan ddy Ién va dudng dinh tuyén ton tai dai hon. Véi thoi

gian tam ding truyén cang cao thi do tré cang giam.

P-“. 1

legmg trung b
\
\
'
5

Théeg leong trung binh

Hinh 3.10: Théng lweng tir dau cudi — dinh tuyén DSR
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O tdc d6 CBR thap, thong luong cua DSR khong bi anh hudng nhiéu béi théng sé di
chuyén, gié tri vao khoang 2.5 kbps. Véi tdc d6 CBR cao hon, thong lugng giam khi thong
s6 di chuyén ting, thé hién khi tbc 3o CBR=10 géi tin/gidy, tuy nhién n6 giam nhe, chi khi
toc do dat 15 goi tin/gidy va 20 goi tin/gidy. Pay ciing 1a két qua cta sb lugng géi tin bi roi

nhiéu.
3.3.6.3 So sanh danh gia
Tir két qua cua qua trinh mé phong nhén thy:

Ty 1é g6i tin nhan dwgc: Khi st dung giao thirc dinh tuyén DSR cao hon rat nhiéu so
v6i khi khong sir dung giao thirc dinh tuyén. Khi thoi gian tam dimng bang 0 thi giao thuc dinh
tuyén DSR thi ty nhan duoc goi tin nhan duge toan khoang 60-70% so véi 30-40%. Thoi gian

tam dirng bang 120s thi DSR nhan dugc gan nhu toan bd cac gbi tin giri dén.

Tré trung binh diu cudi: Vi DSR khi truyén cac goi tin véi cac toc do 10 gbi
tin/giay, 15 gai tin/gidy va 20 géi tin/gidy do tré khong trénh 1éch nhiéu, thoi gian tam dimg
cang 16n do tré cang giam. Con voi khong str dung dinh tuyén do tré chi tét nhat véi tée do
10 goi tin/giay, tbe do 15 gbi tin/gidy va 20 goi tin/gidy do tré cang 16n.

Théng lwong tir dau cudi: Giao thirc dinh tuyén DSR ¢ toc do 15 goi tin/gidy, 20 gbi
tin/gidy ty 1& goi tin bi rét nhiéu. Nhung so véi khong sir dung giao thirc dinh tuyén ¢ cung

téc do thi bén nhan gan nhu khong nhan duoc goi tin.

Nhu vay, véi giao thire dinh tuyén DSR d3 giai quyét dugc bai toan ting hiéu ning
cho hé théng mang WIFI cho truong Cao dang Ly Thai T6. Hiéu nang hé théng mang dugc

cai thién tot hon so voi hién trang ban dau.
3.4 Két lun Chwong 3

Chuong 3 di trinh bay tom luoc mod phong cong cu phén tich két qua Tracegraph. Tur
do tac gia thyc hién chuong trinh mé phong danh gia hiéu ning khi chwa dinh tuyén va khi
sir dung giao thirc dinh tuyén DSR. M6 phéng déu thyuc hién trén mot do hinh mang gidng
nhau v6i céac kich ban duoc xay dung. Giao thirc DSR thuc hién chuyén tiép cac goi dir liéu
tuong ddi tot khi ty 1& chuyén dong va tdc do di cuia node 1a thap. Tuy nhién khi chuyén dong
ctia cac node ting 1én thi ty 18 goi rét bat dau ting. Hiu sudt cta giao thire DSR rat t6t khi
toan bo node dich chuyén, mac du giao thirc nay yéu cau sé byte mao dau dinh tuyén ting.

Cudi cung hiéu suat cua giao thirc DSR khi toc d§ cac node di chuyén va né gidm duogc so
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byte mao dau dinh tuyén. Tuy nhién n6 van yéu cau truyén dan nhi¢u goéi mao dau dinh tuyén

va ¢ toc do di chuyén cua cac node cao no6 thuc sy ton hon so véi giao thirc DSR.

Hé thong phat hién va ngin chian xam nhap rat hiéu qua trong linh vuc bao mat ciing
nhu ting hiéu niang st dung cho hé thong mang cta cic doanh nghiép, t6 chirc, cong ty cd
nhu cau bao mat cao. Thong qua viéc mé phong c6 thé thiy duoc cach cai dit va sir dung tinh
nang IPS trén router hé thong s& giy ra canh bao hay ngat két ndi néu vi pham chir ky dugc

dinh nghia chir ky trén ips router.
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KET LUAN VA HUONG PHAT TRIEN CUA PE TAI

Mang khéng ddy hién nay phat trién rat nhanh d6 1a nho vao su thuan tién ctia né. Hién
nay cong nghé khong day, nhit 1a WLAN hién dang dugc tng dung ngdy cang manh mé trong
doi séng. Nhung da sé moi ngudi déu chi st dung WLAN & cac linh vuc lién quan dén may
tinh ma khong biét rang bang song WLAN, ngudi ding may tinh dé diéu khién hé théng dén,
quat, may lanh, 10 sudi, mdy tuéi, hé thong nude (internet of thing)... Nhung vin dé quan
trong nhit cia mang khong day hién nay 13 sy bao mat ctia nd chua c6 mot giai phap nao 6n

dinh.

Trong dé tai ndy, em d3 c6 gang tong hop tit ca nhimg co ché bao mat va tit ca nhiing
kién thirc co ban vé Cong nghé mang khong day. Vi kha nang nghién ctru, thoi gian con han
ché ciing nhu van dé vé thiét bi phan cing, phan mém cho mang khong diy nén van con ¢
nhiing thiéu sot trong dé tai nay. Tuy nhién véi nhiing gi da nghién ciru va tim hiéu thi: Mang
khong day 1a mot giai phap hay va thoi dai, né gitip cho chung ta tiét kiém duoc thoi gian

cling nhu cong strc trong viéc lap dat cling nhu st dung.
Trong di€u kién cho phép, cong viéc nghién ctlru s€ dugc tiép tuc nhu sau:

- Tim hiéu sau hon k¥ thuét bao mat hién nay dang duoc sir dung pho bién.

- Nghién ctru cac 16 hong va céc cach tan cong mang WLAN dé tim ra phuong phap bao
mat hiéu qua cho mdi nganh gitip cho viéc quan tri va trao ddi tai nguyén giira cac tram 1am
viéc trong mang WLAN.

- Ap dung giai phap IPS/IDS vao mang, tir 46 dua ra nhitng mit manh va nhitng mat

con han ché.
Em xin chan thanh cAm on TS Lé Ngoc Thity d4 tan tinh huéng dan, gitip d& em trong
thoi gian thyc hién dé tai ndy va trong qué trinh thyc hién thi luan van van con c6 nhiéu thiéu

s6t, mong thay co gop y dé em c6 thé hoan thién tét hon.



26
TAI LIEU THAM KHAO
[1]. Hang HP, Tai liéu giang day ndi bo “Xay dung hé théng mang khong day”.

[2]. Nguyén Khanh Trinh “Tim hiéu vé mang khong day va phat trién dich vu trén
mang khong day” — Luén van thac sy dai hoc Bach Khoa Ha Noi.

[3]. Phan Thanh Vinh “Nguyén ctru giai phap bao mat mang khong day” — Luan van
thac sy Hoc vién K¥ thuat Quan Sy.

[4]. Dr. Eric Cole, Dr. Ronald Krutz, and James W. Conley, Network Security Bible,
Copyright © 2005 by Wiley Publishing, Inc., Indianapolis, Indiana.

[5]. MIR MOHAMMAD SEYED DANESH, A Surveyon Wireless Security protocols

- Faculty of Management — Multimedia University of Malaya.

[6]. Nicolas Sklavos and Xinmiao Zhang 3/2007, Wireless Securiry and Cryptography
— Specifications and Implementations.

[7]. Sybex CWNA Certified Wireless Network Administrator Study Guide Exam
PWO0-100 Sep 2006.

Danh muc cac Website tham khao:
[8]. https: //antoanthongtin.vn

[9]. https: //lwww.ddth.com

[10]. https: //quantrimang.com/

[11]. https: //vnpro.vn/


https://antoanthongtin.vn/
https://quantrimang.com/
https://www.ddth.com/
https://vnpro.vn/

