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PHAN MO PAU

Trong thé giGi hién dai ngay nay, wng dung web ngdy mét tré nén quan trong va la
mot phan khong thé thiéu trén mang Internet. Céc tng dung web, website chiém ty Ié ap dao
trong s6 cac ng dung trén nén Internet. Ciing chinh vi vy ma van dé vé bao mat web ngay

cang tro thanh mot van dé duoc quan tam.

Theo s6 liéu thong ké caa BKAV [11], nam 2019, thiét hai do virus may tinh gay ra
dbi voi nguoi dung Viét Nam di 1én toi 20.892 ty dong (902 triéu USD), vuot xa con s6
14.900 ty dong cua nim 2018. Tong sb luot may tinh bi nhiém ma doc dwgc ghi nhan trong
nam 2019 1én t6i 85,2 triéu luot, ting 3,5% so voi nam 2018. Nam nay ciing tiép tuc ching
kién sy hoanh hanh cua cac loai ma doc ma hoa dir liéu téng tién (ransomware). Sé luong
may tinh bi mat di liéu trong nam 2019 1én t6i 1,8 triéu luot, ting 12% so v4i nam 2018.
Nghiém trong hon, trong sé nay cd rat nhiéu may chu (server) chta dir liéu cia cac co quan.
Khoéng chi gay thiét hai lon, viéc cac may chu bi x6a dir liéu ciing gay dinh tré hoat dong

ctia co quan, doanh nghiép trong nhiéu ngay sau d6, tham chi dén ca thang.

Ddi v6i cac cong ty 10n, nguy co bi tin cong vao hé thdng dong nghia voi viée ho s&
bi thiét hai hang ty USD, uy tin truéc khach hang bi giam sut. Véi cac co quan y té va qubc

phong thi thiét hai con ¢ thé tham khdc hon gap nhiéu lan.

Qua sd liéu trén cho thay tin cong web co ban la cac dang tan cong thuong gap 1én
cac website, web portal va cac (ng dung trén nén web. Cac dang tin céng nay c6 thé bao
gom: tan céng chén ma SQL (SQLi hay SQL Injection), tan cong chén ma& XSS (Cross-Site
Scripting), tan céng duyét duong dan (Path traversal) va tin cong chén dong lénh hé diéu
hanh (CMDi hay Command Injection). Trong s nay, tan cong chén ma SQL la mét trong
cac dang tan cong pho bién va nguy hiém nhat. TUy vao muc do tinh vi, tin cong chén ma
SQL c6 thé cho phép ké tan cong (1) vuot qua cac khau xac thuc ngudi ding, (2) chén, sta
d6i, hoic xoa dit liéu, (3) danh cap cac thong tin trong co so dit liéu va (4) chiém quyén
diéu khién hé théng may chu co s dir liéu [1]. Tan cong XSS cd thé cho phép tin tic danh
cap dir lidu nguoi dung luu trong cookie cua trinh duyét, tir d6 kiém soat tai khoan cua
ngudi ding trén may chu. Theo mot hudng khéc, tan cong duyét duong dan cho phép tin tic
tai hoac truy nhap vao céc file chaa di liéu nhay cam trén cdc may chu va thong qua d6 co
thé xam nhap sau vao hé théng. Tan cong chén dong lénh hé diéu hanh cé thé cho phép tin

tic thuc hién céc 1énh nguy hiém cho phép x6a file, dit liéu trén hé théng nan nhan.
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Mic di cac dang tin cong thuong gap 18n cac website va cac tng dung trén nén web
da duogc biét dén tir 1au va da c6 nhiéu bién phap phong chong duoc nghién ciu, trién khai,
nhu st dung cac bo loc, tuong lira, cac co ché kiém soat truy nhap... Tuy nhién, cic dang
tan cong web co ban van kha phd bién va gay nhiéu thiét hai cho cac trang web, cac cong
thong tin dién tur, cac trang thuong mai dién tir cua cac co quan td chic. Nguyén nhan cua
diéu nay 1a do van c6 nhiéu website va cac ung dung trén nén web khdng ¢, hoic thiéu co
ché loc dir liéu dau vao thuc sy hiéu qua, va/hoic st dung cac mi chuong trinh tron 13n véi
dir liéu, tao diéu kién cho tin tic chén ma doc tin cong hé théng [1]. Viéc xay dung cac bo
loc dia trén cac mau cb dinh thuc su gap khé khan, khi cac mau tan cong lién tuc thay doi
va ngdy cang tinh vi hon. Viéc xay dung cac bd loc phat hién cac dang tan cong web co ban
dua trén hoc may 1a mot hudng giai quyét hiéu qua thay thé cho cac bo loc mau truyén
thong. Theo hudng nghién ciru nay, dé tai luan vin thac si cia hoc vién cé tén “Nghién ciru
phat hién tin cong web co ban dwa trén hoc may sir dung web log” tap trung nghién ctu
van dé phat hién tan cong web co ban dua trén hoc may sir dung web log.

Do con nhiéu han ché vé thoi gian va tai liéu nén dé tai con nhiéu thiéu so6t. Rat mong

nhan duoc sy dong gop cua cac thay cd va cac ban dé dé tai duoc hoan thién hon.

TAi xin chan thanh cam on!

Tong quan vé van dé nghién ciru

Pa c6 nhiéu giai phap phong chéng cac dang tan cong web co ban dugc nghién ciu

va ung dung [1][3]. Céc giai phap thuc té cé thé ké dén gom:

e St dung céc bo loc dé kiém tra va loc dir liéu dau vao. Cac bo loc co thé sir dung
bao gém, loc dwa trén tir khoa, loc dua trén miu va loc dua trén biéu thirc chinh
quy.

e Su dung céc dang tuong lura, hodc proxy ¢ muc ung dung, nhu tuong Itra Gng
dung web (WAF — Web Application Firewall). WAF duoc str dung dé loc tat ca
truy van cua ngudi dung. WAF c6 uvu diém 1a cé thé bao vé dong thoi nhiéu
website va khong doi hoi chinh stra ma ngudn cuia website.

e Két hop sir dung céc bién phap kiém soat truy nhap, phan quyén nguoi dung dé

giam thiéu kha nang bi tdn cong, khai thac.



3
e Su dung cac cong cu theo doi, gidm sat website, tng dung web, nhu cac bd phat

hién xam nhap (IDS).

Trén phuong dién nghién ctiu hoc thuat, c6 thé chia cac dé xuat nghién ctu phat hién
tan céng, xam nhap ndi chung va tan cong web co ban nai riéng thanh 2 nhdm dua trén ky
thuat phat hién: (1) nhdm phét hién dya trén chit ky, mau, hoac luat va (2) nhom phat hién

dwa trén bat thuong.

Phat hién dua trén chit ky (signature), mau (pattern), hozc luat (rule) 1a phuong phéap
phat hién tan céng dua trén viéc tim hay so khép tap chit ky cua cac tan cong da biét voi cac
dir liéu giam sat thu thap duoc. Mot tin cong duoc phat hién khi cé it nhat mot so khép chir
ky thanh cong. K¥ thuat phat hién tin cong, xam nhap dya trén chir ky c6 vu diém la c¢6 kha
ning phat hién nhanh va chinh xac cac dang tan cong da biét. Tuy nhién, ky thuat nay c6
nhuge diém 1a khéng c6 kha nang phat hién cac dang tin cong méi, hay tan cong khai thac
16 hong zero-day do chir ky caa chung chua ton tai trong co so dit liéu. Ngoai ra, viéc xay
dung va cap nhat co so dit liéu chit ky thuong duoc thuc hién tha cdng, nén tén nhiéu cong

suc.

Phat hién tan cdng, xam nhap dua trén bt thuong dua trén gia thiét: cac hanh vi tan
cdng, xam nhdp thirong c6 quan hé chat ché véi cac hanh vi bat thirong. Qué trinh xay dung
va trién khai mot hé thong phét hién xam nhap dua trén bat thuong gom 2 giai doan: (1)
huan luyén va (2) phét hién. Trong giai doan huan luyén, ho so (profile) cua dbi tugng trong
ché do 1am viéc binh thuong dugc xay dung. Bé thuc hién giai doan huan luyén nay, can
giam sat di twong trong mot khoang thoi gian da dai dé thu thap duoc day du di liéu mo ta
cac hanh vi cia doi twong trong diéu kién binh thuong lam dit liéu huan luyén. Tiép theo,
thuc hién huan luyén dir liéu dé xay dung md hinh phét hién, hay hé so cua déi tuong.
Trong giai doan phat hién, thuc hién gidm sat hanh vi hién tai cua hé thong va canh béo néu
c6 khac biét rd nét giira hanh vi hién tai va cac hanh vi luu trong hd so cua dbi tuong. Uu
diém cua phét hién xam nhap dya trén bat thuong la c6 tiém niang phat hién cac loai tan
cong, xam nhap méi ma khodng yéu cau biét truge thong tin vé chung. Tuy nhién, phuong
phap nay co ty & canh bao sai twong ddi cao so véi phuong phap phat hién dua trén chit ky.
Piéu nay lam giam kha niang tng dung thuc té cia phat hién xam nhap dya trén bat thuong.
Ngoai ra, n6 cling tiéu ton nhiéu tai nguyén hé théng cho viéc xay dung hé so ddi twong va

phan tich hanh vi hién tai.
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Phuong phép phat hién tin cong web co ban dua trén hoc may st dung web log thuc
hién trong luan vin thuéc nhom k¥ thuat phat hién dua trén bat thuong. Theo d6, cac URI
truy nhap duogc tach ra tir web log va dugc phan loai bai mot b phan loai da duoc huin
luyén sir dung tap dit liéu da duoc gan nhan. Luan van du kién sir dung cac thuat toan hoc
may c6 giam sat nén cé thé giam thoi gian huan luyén va phat hién.
Muc dich nghién ciru

Luén van nghién cu mot sé thuat todn hoc may cd gidm sét va (ng dung cho viéc

phat hién tin cong web co ban sir dung web log.

Trén co sé dé tién hanh thuc nghiém dé danh gia hiéu qua trong viéc phat hién tan

cdng web co ban ciia mot sé thuat toan hoc may.
Poi twong va pham vi nghién ctru
Péi tuong va pham vi nghién ctru caa luan vin bao gdom:
- Mot sb dang tan cdng web co ban
- Mot sb thuat toan hoc may dé phét hién tan cong
- Web log

- M6t s6 ¢ong cu, phan mém dé thir nghiém va danh gia hiéu qua cac thuat toan hoc

may trong phét hién dua trén Web log.
Phwong phap nghién ciru

- Phuong phép ly thuyét: Khao sat, phan tich céc tai liéu khoa hoc lién quan dén céc

dang tan céng va mot sé thuat todn hoc may.

- Phwong phap thuc nghiém: Sir dung cac cong cu, phan mém dé thir nghiém va danh
gia hiéu qua cac thuat toan hoc may trong phat hién dya trén web log ddi véi bo dir ligu

duoc lya chon.

Trén co s& d6 dénh gia dugc cac wu nhuge diém va tir d6 dinh huéng xay dung dinh

huéng nghién ciu, cai tién mé rong quy trinh, phuong phap.
Céu tric luin vin

Ngoai phan ma dau va két luan, luan vian duge chia thanh 3 chuong:
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Chuwong 1: Tong quan vé cdc dang tin cong vao Website, itng dung Web va cdc gidi phdp

phong chéng

Chuong nay trinh bay vé kién triic Gmg dung web, cic yéu cau vé bao mat, cac hinh
thirc tAn cong vao tmg dung web ciing nhur cach phong chdng bi tn cong cua cac hinh thirc
tin céng phd bién trong cac ndm gan diy dwa theo OWASP. Phan cudi cua chuong 1a céc
bién phap bao mat ing dung web, bao gdm nguyén tic chung va mot s6 bién phap bao mat

cu thé cho tmg dung web.
Chuwong 2: Phdt hign tdn cong WEB dea trén hoc may si dung Web

Trong chuong 2, luin vin s& tiép tuc di tim hiéu vé WEBLOG, khai quat va cac
dang, dong thoi di sdu vao viéc gigi thiéu hoc may va cac thuat toan hoc may, dwa ra mo

hinh phat hién tin cdng website va chi tiét cac khau xi ly dit liéu.
Chwong 3: Cai dat va thir nghiém

Trong chuong 3, ndi dung cha yéu 1a gigi thiéu tap dir liéu duoc st dung dé huan
luyén cho hoc may, cach xir Iy tién dit liéu, cac budc 1am trong pha huan luyén va phan loai
cac dir liéu dau vao. Trinh bay mot s phuong phap dé sir dung huan luyén va phat hién, cac
két qua s& dugc dung dé danh gia mirc d6 hiéu qua khi str dung cic phuong phap hoc may

khac nhau.
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CHUONG 1: TONG QUAN VE CAC DANG TAN CONG

VAO WEBSITE, UNG DUNG WEB VA
CAC GIAI PHAP PHONG CHONG

1.1. Kién Triic Ung Dung Web va Cic Yéu Ciu Bio Mt
1.1.1 Kién tric ing dung web

Mot ¢ng dung web (Web application) c6 thé gom céac thanh phan: May khach
web/trinh duyét web (Web client/web browser), May chua web (HTTP/web server),
URL/URI, Web session va cookie, Bo dién dich va thuc hién cac server script, Cac server
script (CGl — Common Gateway Interface), May chu co s& dit liéu va Ha ting mang TCP/IP

két ndi gitra may khéach va may cha web.

Page

; Request
4
—_—

m -

oot isssweve ..‘,‘ »
Web Browser

|

Hinh 1.1: Kién tric chuin cia ing dung web [1]

Hinh 1.1 biéu dién kién tric chuan cua hé thong tng dung web (hay ngan gon 1 tng
dung web), trong d6 mod ta cac thanh phan cia mot ung dung web va giao tiép giita ching.
Theo d6, cac thanh phan caa mot tng dung web gom Web Browser (Trinh duyét), Web
Server (May chu web), Application Server (May chu ng dung), Data (Kho chra dir liéu —
thuong 1 co so dit liéu), File System (Hé thdng file trén may chi) va External System (Céc
hé théng bén ngoai). Web Browser tao va giri y8u cau vé trang web (Page Request) dén
Web Server. Néu d6 13 yéu cau trang web tinh, Web Server s& doc noi dung trang tir File
System va gui trang web cho Web Browser. Néu dé 1a yéu cau trang web dong, Web Server
s& chuyén yéu cau cho Application Server xir ly. Application Server s& dich va thyc hién ma
script trong trang web dé tao két qua. Application Server ¢ thé can truy nhap Data, File
System, hoic External System dé xu Iy yéu cau. Két qua xt ly yéu cau duoc chuyén lai cho

Web Server dé tao trang web va giri cho Web Browser.
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Cac may chu web phé bién hién nay cd thé ké toi 1a Apache, Nginx, IIS, Tomcat...
Céac ng dung web thi tuy thuoc vao yéu cau trién khai ma cé thé dugc tao nén bai cac ngon
ngt lap trinh khac nhau nhu: C#, Java, Python, PHP, Ruby... Co s¢ dir liéu (Data) sé dong
vai tro luu trit, cung cap théng tin cho ¢ng dung web trong qué trinh xir Iy request. Mot s6
hé quan tri co s dir liéu thudng duoc st dung bao gom: SQL Server, MySQL, MongoDB,
Oracle. Ngoai ra, tiy thudc vao do phuac tap, quy md, yéu cau trong viéc phat trién ma

website cd thé c6 thém nhiéu thanh phan khac nhu Message Queue, Proxy, Cache.
e Giao thuc HTTP
e Giao thuc HTTPS

May khach web va may chu web giao tiép voi nhau bang giao thitc HTTP hoic
HTTPS théng qua phuong thirc yéu cau/dap tmg (Request/Response), trong d6 yéu cau 1a
http request giri tir may khach web 1én may chu web va dap tmg hay phan hoi 13 http
response gui tir may chu web t61 may khach web.

POST
/gen_2047atyp=1&e1=4BTKXYUITNTPuw-pkBoY&ct=sh&v=28m=HV&t=Chs=1&pv=0, 348789283644
6,R,1,7,20,28,92,33:0,R,1,CAc0AA,166,172,600,315:0,R,1,CAc0A0,166,172,600,95:6,6,
Host: www.google.com

User-Agent: Mozilla/5.0 (X11; Linux xB6_64; rv:60.0) Gecko/20100181 Firefox/60.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;0=0.8
Accept-Language: en-US,en;g=6.5

Accept-Encoding: gzip, deflate

Referer: https://www.google, com/

Cookie: 1P _JAR=2019-11-12-82;
NID=191=VROUnwUg5UXmMBBwWNm- 9wCgx LFOelFZY5rX]cDkFgt INwvXxr6REZToRFYLCT21VoPBY1aST
keSALINhsRtkfge0f1VLZPGNdU; ANID=AHWqTULlwobWhb26DpDUzd xiWeZMETWpadSHR1] LHUQAAXWR
Connection: close

Content-Length: 0@

Hinh 1.2: Céu tric ciia http request

HTTP/1.1 284 No Content

Content-Type: text/html; charset=UTF-8

Date: Tue, 12 Nov 2019 B62:11:54 GMT

Server: gws

Content-Length: @

X-X55-Protection: 0

¥-Frame-Options: SAMEORIGIN

Set-Cookie: 1P JAR=2019-11-12-82; expires=Thu, 12-Dec-2019 02:11:54 GMT; path=/;
Alt-Svc: quic=":443"; ma=2592000; v="46,43",h3-0050=":443"; ma=2592008,h3-0049="
ma=2592000,h3-0043=":443"; ma=2592000

Connection: close

Hinh 1.3: Céu tric ciia http reponse



8

1.1.2 Cac yéu cau biao mat irng dung web, website

1.1.2.1. Yéu cau vé cai dat

1.1.2.2. Tat/disable cdc thanh phan mdc dinh
1.1.2.3. Thay doi cdc thanh phan mdc dinh
1.1.2.4. Gioi han truy cap

1.2. Cic Nguy Co va Cic Dang Tin Cong Lén Ung Dung Web

1.2.1 Cac nguy co va cac 16 hong bao mat trong website, irng dung web (TOP 10
OSWAP 2017)

OWASP Top 10 nim 2017 dugc phat hanh cong khai, dya trén cudc tham do, kiém
tra hon 2,3 triéu 16 hong tac dong dén 50000 &ng dung, bao gém 2 ban cap nhat 15 hong quy
md I1on va cap nhat cac kich ban tan céng mai. Phan tiép theo mo ta danh sach Top 10 cia
nam 2017 [8][9][10].

Al — Injection (LJi nhiing ma)

A2 - Broken Authentication and Session Management (L4i xac thuc va qudn
phién yéu)

A3 - Cross-Site Scripting (XSS)

A4 - Broken Access Control (Piéu khién truy nhdp yéu)

A5 - Security Misconfiguration (C4u hinh thiéu an toan)

A6 - Sensitive data exposure (RO ri diz liéu nhay cam)

A7 - Missing function level access control (Lai phan quyén)

A8 - Cross Site Request Forgery (CSRF)

A9 - Using component with known vulnerabilities (S« dung nhitng thw vién,

1#ng dung ton tai 16 héng trude do)
A10- Underprotected APIs (Cac API khong dwroC bao vé)
1.2.2 Mot s6 dang tin cong web co ban

1.2.2.1. Tan céng chén ma SOLi
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Tan cong chén ma SQL (SQL Injection - SQLI) 1a mot ki thuat cho phép keé tan cong
chén ma SQL vao dit liéu guri dén may chu va cudi cing duoc thuc hién trén may chu co so
dir liéu. Ty vao mirc do tinh vi, tan cong chén ma SQL cé thé cho phép ké tan cong (1)
vuot qua cac khau xac thuc ngudoi ding, (2) chén, sta doi, hodc xda dit liéu, (3) danh cap
cac thong tin trong co s dit liéu va (4) chiém quyén diéu khién hé théng may chu co so dit
licu. Tan cdng chén ma SQL la dang tan cong thudng gap ¢ cac tng dung web, cac trang

web c6 két ndi dén co sé dix liéu.

C6 2 nguyén nhan cua 156 hng trong tng dung cho phép thyuc hién tan cdng chén ma
SOL:

- Dt liéu dau vao tir nguoi dung hodc tir cac nguon khac khong duge kiém tra hoac

kiém tra khong k§ ludng;

- Str dung céac cau lénh SQL dong trong tung dung, trong d6 co thao tac ndi dir lidu

nguoi ding voi ma 1énh SQL géc.
1.2.2.2. Tan céng Cross-Site Scriting (XSS)

Téan cdng Cross-Site Scriting (XSS — M4 script lién site, lién mién) 1a mot trong cac
dang tan cong pho bién nhat vao cac tng dung web. XSS xuat hién tir khi trinh duyét bat
dau hd trg ngdn ngir JavaScript (ban dau dwoc goi la LiveScript — trén trinh duyét
Netscape). M4 tin cong XSS duoc nhing trong trang web chay trong long trinh duyét véi
quyén truy nhap cia nguoi ding, c6 thé truy nhap cac thdng tin nhay cam cua ngudi ding
Iru trong trinh duyét. Do md XSS chay trong long trinh duyét nén né mién nhiém véi cac

trinh quét cac phan mém doc hai va céc cong cu bao vé hé thong [6].

XSS ¢6 thé dugc xem 14 mot dang cua chén ma HTML (HTML Injection). Trén thuc
té, ¢d thé thuc hién tan cong bang chén ma HTML ma khong can ma JavaScript va ciing
khong can lién site, hoic lién mién. Ké tan cong khai thac cac 16 héng bao mat dé chén ma
XSS vao trang web, trong do dir liéu web (nhu tén va dia chi email) va mé (cu phap va cac
phan tir nhu <script>) ctia XSS duoc tron 1an vao ma gbc cua trang web.

Tan cong XSS thuong xuét hién khi trang web cho phép ngudi ding nhap dir lidu va
sau d6 hién thi dir liéu 1én trang. Ké tan cong c6 thé khéo léo chén ma script vao trang va

ma script cua ké tan cong duoc thuc hién khi ngudi ding khac tham lai trang web do.
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C6 thé chia tin cdng XSS thanh 3 loai chinh: Stored XSS (XSS luu trit), Reflected
XSS (XSS phan chiéu) va DOM-based/Local XSS (XSS dua trén DOM hoic cuc bo)

1.2.2.3. Duyét dwong dan (Directory traversal)

Directory Traversal 1a mot dang tan cong cho phép tin tic truy ciap dén nhitng chi
muc bi gidi han, thuc thi 1énh bén ngoai chi muc géc caa may chu web. Hinh thic tin cong
nay khéng can st dung mét cdng cu nao ma chi don thuan 1a thao tac véi cac bién ../ (dot-

dot-slash) dé truy cap dén cac file, thu muc, bao gdm ca source code, nhitng file hé thong. ..
1.2.2.4. Tan cong CMDi

OS Command Injection (CMDi) 1a mét 16 hong bao mat web cho phép ké tan cong
c6 thé thyc thi cac 1énh cta hé diéu hanh (OS) tiy ¥ trén may chi dang chay service nao do.
Céc 16 hong CMDi xay ra khi phan mém tich hop dit liéu do ngudi ding quan ly trong mot
lénh, cac dir liéu nay dugc xu ly trong trinh théng dich 1énh. Néu dir liéu khong duogc kiém
tra, mot hacker co thé sir dung cac Ky tu dac biét dé thay do6i lénh dang duoc thyc thi tir d6
ké tan cong c6 thé khai thac, truy xuat thong tin, tin cong sang cac hé thong may chu khac
trong cung ving mang.

1.2.3 Cé&c bién phap bao mat itng dung web, website
1.2.3.1. Nguyén tic chung

Nguyén tic bao mat eng dung web tuan theo nguyén tic chung ctia bao mat an toan
hé théng thdng tin 1a phong vé nhiéu 1op theo chiéu sau (Defense in depth). Hinh 1.4 biéu
dién 3 16p bao mat tng dung web: Lép bao mat mang (Network), Lép bao mat may chu
(Host) va L6op bao mat ung dung (Application). Trong do, 16p bao mat mang thuc hién bao
vé & vong ngoai, 16p bao mat may chu thyc hién bao vé nén tang va 16p bao mat tng dung

thuc hién bao vé dir lidu thdng qua kiém soat quyén truy nhap.

Secure the Netwrork

Secure the Host

Secure the Application

Presentation Business Data Access
Logic Logic Logic

Runtime Services and Components

Platform Services and Components l

Operating System ’
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Hinh 1.4: Cac 16p bao mét irng dung web [1]
Tiép theo tirng 16p bao mat ciing phai dam bao ting nhiém vu cu thé:
% L&p bao mat mang dam bao cung cdp ha ting mang an toan cho giao tiép gitra may
chu va may khach.
% L&p bao mat may chu (Host) c6 nhiém vu dam bao an toan cho cic thanh phan nén
tang trong hé thong.
% Lop bao mat Gng dung co6 trach nhi¢m dam bao an toan cho nguoi dung va dir liéu

ctia nguoi dung luu trong hé thong ing dung web.
1.2.3.2. Mt s6 bién phdp bdo mdt cu thé

1.2.3.2.1. Kiém tra dit liéu dau vao
1.2.3.2.2. Giam thiéu cac giao dién co thé bi tin cong

1.2.3.2.3. Phong vé theo chiéu sau

1.3. Két lugn Chuwong 1

Chuong 1 d3 gidi thiéu tong quan vé kién tric ung dung web, cac yéu bao mat ddi
véi tng dung web, web server. Chuong nay ciing da gidi thiéu céc 16 hong nam trong TOP
10 OWASP 2017 va mét sé 15 hong tan cong web dién hinh hién nay nhu 1a SQLI, XSS,
Duyét duong dan (Directory traversal), CMDi ciing nhu cach phong chéng tuong g doi
véi mdi loai 16 hong cu thé va dbi vai hée théng web néi chung.

Trong chwong 2, véi noi dung 1a PHAT HIEN TAN CONG WEB DUA TREN
HQC MAY SU DUNG WEB LOG, luan vin s& tiép tuc di tim hiéu vé WEBLOG, khéi
quat va cac dang, dong thoi di sau vao viéc gidi thidu hoc may va céc thuat toan hoc may,

dua ra mo hinh phat hién tan cong website va chi tiét cac khau xu ly dix liéu.
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CHUONG 2: PHAT HIEN TAN CONG WEB DUA TREN

HQC MAY SU DUNG WEB LOG

2.1. Tim hiéu vé Web log
2.1.1. Khai quat vé Web log

Web log hay nhat ky web la tép nhat ky tu dong dugc tao va duy tri béi mot may cha
web. Mai 1an nguoi dung truy cap vao trang Web, bao gom tirng ché do xem tai liéu HTML,
hinh anh hodc déi tuong khac déu dugc may chu web ghi lai. Binh dang mot ban ghi nhat
ky web vé co ban 1a mot dong van ban cho mdi lan truy cap vao trang web. Tai liéu nay
chtra thong tin vé nhimg nguoi da truy cap trang web, noi ho dén va chinh xac nhitng gi ho
dang lam trén trang web bao gom mot loat cac muc duoc sap xép theo tha tu thoi gian dao
nguoc, thudng duoc cap nhat thuong xuyén véi thong tin méi vé céc cha dé cu thé.

Céc web server chuan nhu Apache va Microsoft 11S tao thong diép ghi nhat ky theo
mét chuan chung (CLF — common log format). Tép nhat ky CLF chira cac dong thong diép

cho mdéi mot gdi HTTP request theo dinh dang nhu sau:
Host Ident Authuser Date Request Status Bytes
2.1.2. Cac dang web log
v' Tép nhat ky truy cép
v’ Tép nhat ky d6i tuong
v' Tép nhat ky 16i

v' Tép nhat ky gibi thiéu
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Bang 2.1: C4ac loai dinh dang cua tép nhat ky may chi Web

Cac loai
tép nhat Hoat dong binh dang Trich xuit kién thirc
ky
1. Ghi lai tit ca cac | [Wed Oct 11 14:32:52 | Nguoi ding ho so ca
yéu cau ngudi dung | 2000] [error] [Client | nhan Cic mau thuong
Nhat k xu ly boi may cha. | 127.0.0.1] may khéch bi tir | xuyén.
at ky . Lt ,
TruS/ Cf::) 2. Ghi théng tin vé choi boi may chu Str dung bang thong.
| nguoi dung. cau hinh:
/export/home/live/ap/htdocs
Itest
1. Trinh  duyét | "Mozilla/4.0  (compatible; | Phién ban dai ly Hé
Nhat ky | nguoi dung MSIE 4.01; Windows NT)" | diéu hanh duoc sur
tacnhan |5 phian ban trinh dung.
duyét
Danh sach 16i cho | [Wed Oct 11 14:32:52 | C4c loai I6i
nguoi dung yéu cau | 2000] [error] [client Tao dia chi 13i 1P
.| 127.0.0.1] may khach bi tr |
Tep nhat | duec th}IC hién boi chéi boi may chi Ngay va thoi gian xay
ky 15i | may chu. . ra 13i.
cau hinh:
/export/home/live/ap/htdocs
Itest
1.Théng tin vé lién "http://www.google.c | Trinh duyét da str dung
Nhat Ky két. Sm/search?('ql:keyword", Tir khoa.
gidi thiéu | 2. Chuyén huéng /page.html Chuyén huéng noi

khéach truy cap vao
trang web.

dung lién két.

Pinh dang tép nhat ky: Co ba loai dinh dang tép nhat ky

Pinh dang tép nhat ky chung:

Pinh dang tép nhat ky két hop:
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Nhiéu nhat Ky truy cap:

Théng sb tép nhat ky may chii:

Duéi day s& minh hoa trong Bang 2.2, danh sach mot sé théng sé hitu ich cho céc

qua trinh phan tich.

Bang 2.2: Mt sé truong ciia Web log

TT Tén truong Sw miéu ta

DATE Ngay xir Iy yéu cau theo dinh dang yyyy-mm-
dd (nam-thang-ngay)

Gio xu ly yéu cau theo dinh dang hh:mm:ss
(gio:phut:giay)
3 CLIENT_IP bia chi IP cua may khach
4 HTTP_METHOD Phuong thirc HTTP may khach gui yéu cau

2 TIME

Pia chi twong d6i cua trang, vi du
5 URI_STEM
products/search.aspx

Chudi truy van cua trang (HTTP query string).
6 URI_QUERY Vi du: category_id=100&

category desc=Science Fiction Books

M4 trang thai xa ly yéu cau. Vi du 200 1a ma
7 HTTP_STATUS o A
Xt ly yéu cau thanh cong

S6 lwong Byte cua yéu cau (request) may chu
8 | BYTE_RECEIVED o yt Y (request) may
nhan duoc tir may khach

S6 luong Byte cua tra loi (response) may chu
9 BYTE_SENT s yt ) (resp ) may
gui duoc tor may khach

10 TIME_TAKEN Thoi gian xir ly yéu cau tinh bang gidy

2.2. Khai quéat vé Hoc May va cac thuat toan Hoc May
2.2.1. Khai quéat vé hoc may

2.2.1.1. Khai niém
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Hoc may (machine learning) 1a mot linh vuc cua tri tué nhan tao lién quan dén viéc
nghién ciru va xay dung cac ki thuat cho phép cac hé théng "hoc” tu dong tir dit lieu dé giai
quyét nhitng van dé cu thé. Cu thé hon, hoc may la mét phuong phap dé tao ra cac chuong
trinh may tinh bang viéc phan tich céc tap dix liéu (1a khd néng ciia chiwong trinh may tinh
st dung kinh nghiém, quan sat, hodc diz lidu trong qué khit dé cdi thién cong viéc cia minh
trong twong lai thay vi chi thyc hién theo diing c&c quy tdc da dwoc 1ap trinh san). Hoc may
c6 lien quan Ién dén thdng k&, vi ca hai linh vuc déu nghién ctu viéc phan tich di liéu,
nhung khac véi théng ké, hoc may tap trung vao su phirc tap cua cac giai thuat trong viéc
thuc thi tinh toan. [3][13] Nhiéu bai toan suy luan dugc xép vao loai bai toan NP-kho, vi thé
mot phan cua hoc may 1a nghién ctru su phat trién cac giai thuat suy luan xap xi ma co thé

xu 1y dugc.

Qua trinh hoc may don gian duoc hiéu 1a ta cung cap tap dit liéu dé cho thuat toan c6
thé tu hoc ma khong can phai cai dit cac luat quyét dinh. Dé tir d6 ta s& dua cac dir liéu
kiém thir vao dé hé théng dua ra cac két qua nhan dinh dua vao quéa trinh hoc trén tap di
licu huan luyén (qua trinh hoc théng thuong, mot hé théng hoc may can cé kha nang ghi
nho, thich nghi, va dic biét 1a tong quat hda. Téng quat hoa la kha ning cua hé théng hoc
may ra quyét dinh chinh xac trong cac truong hop méi, chua gip, dya trén kinh nghiém hoc

duoc tu dir liéu hodc cac quan sat trudce do).

Hoc may c6 hién nay duoc ap dung rong rai bao gom may truy tim dit liéu, chan
doan y khoa, phat hiénthé tin dung gia, phén tich thi truong chung khoan, phéan loai
cac chudi DNA, nhan dang tiéng néi va chi viét, dich tu dong, choi tro choi va ctr dong ro-
bét (robot locomotion).
2.2.1.2. Phéan loai ky thuat hoc may

Xét theo phuong thuc hoc, céc thuat toan ML duogc chia 1am bén nhém, bao gém
“Hoc c6 giam sat” (Supervised Learning), “Hoc khong giam sat” (Unsupervised Learning),
“Hoc ban giam sat” (hay hoc két hop - Semi-supervised Learning) va “Hoc ting cudng”
(Reinforcement Learning).

e Hoc c6 giam sat
e Hoc khong giam sat

e Hoc ban giam sat


https://vi.wikipedia.org/wiki/Tr%C3%AD_tu%E1%BB%87_nh%C3%A2n_t%E1%BA%A1o
https://vi.wikipedia.org/wiki/Khoa_h%E1%BB%8Dc_Th%E1%BB%91ng_k%C3%AA
https://vi.wikipedia.org/wiki/NP-kh%C3%B3
https://vi.wikipedia.org/wiki/M%C3%A1y_truy_t%C3%ACm_d%E1%BB%AF_li%E1%BB%87u
https://vi.wikipedia.org/wiki/Ch%E1%BA%A9n_%C4%91o%C3%A1n
https://vi.wikipedia.org/wiki/Ch%E1%BA%A9n_%C4%91o%C3%A1n
https://vi.wikipedia.org/w/index.php?title=Th%E1%BA%BB_t%C3%ADn_d%E1%BB%A5ng_gi%E1%BA%A3&action=edit&redlink=1
https://vi.wikipedia.org/wiki/Th%E1%BB%8B_tr%C6%B0%E1%BB%9Dng_ch%E1%BB%A9ng_kho%C3%A1n
https://vi.wikipedia.org/w/index.php?title=Chu%E1%BB%97i_DNA&action=edit&redlink=1
https://vi.wikipedia.org/wiki/Nh%E1%BA%ADn_d%E1%BA%A1ng_ti%E1%BA%BFng_n%C3%B3i
https://vi.wikipedia.org/wiki/Nh%E1%BA%ADn_d%E1%BA%A1ng_ch%E1%BB%AF_vi%E1%BA%BFt_tay
https://vi.wikipedia.org/wiki/D%E1%BB%8Bch_t%E1%BB%B1_%C4%91%E1%BB%99ng
https://vi.wikipedia.org/wiki/Tr%C3%B2_ch%C6%A1i_chi%E1%BA%BFn_l%C6%B0%E1%BB%A3c
https://vi.wikipedia.org/w/index.php?title=C%E1%BB%AD_%C4%91%E1%BB%99ng_r%C3%B4-b%E1%BB%91t&action=edit&redlink=1
https://vi.wikipedia.org/w/index.php?title=C%E1%BB%AD_%C4%91%E1%BB%99ng_r%C3%B4-b%E1%BB%91t&action=edit&redlink=1
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e Hoc tang cuong
2.2.2. Mgt sé thugt todn hec may
2.2.2.1. Naive Bayes

Naive Bayes Classification (NBC) 1a mot thuat toan dua trén dinh ly Bayes vé ly
thuyét xac suit dé dua ra cac phan doan ciing nhu phan loai dit liéu dua trén cac dir liéu
duoc quan sat va théng ké. Naive Bayes Classification 1a mét trong nhitng thuat toan duoc
rng dung rat nhiéu trong céac linh vuc Machine learning dung dé dua cac du doan chinh xéac
nhat dya trén mot tap dix liéu da dwogc thu thap, vi né kha dé hiéu va do chinh xac cao. N6
thudc vao nhdm Supervised Machine Learning Algorithms (thuat toan hoc co giam sat), tic
la may hoc tir cac vi du tir cAc mau dit liéu da co.

Pinh luat Bayes duoc phat biéu nhu sau:

Dinh ly Bayes cho phép tinh xéac suat xay ra caa mot sy kién ngau nhién A khi biét
su kién lién quan B d4 xay ra. X4c suat nay duoc ky hiéu 1a P(A|B), va doc 1 “xé4c suat cua
A néu c6 B”. Pai luong nay duoc goi Xac suat c¢o diéu kién hay xac suat hau nghiém vi nd

duoc rat ra tir gia tri duoc cho cua B hoac phu thudc vao gia tri do.
Cong thic cua dinh luat Bayes [14] duoc phét biéu nhu sau:
P(H|x)=P(H)*P(x|H)/P(x)

Vi:

P(H|x) 13 x4c sudt dé xay ra gia thuyét H voi dau vao 1a tap dir liéu ngiu

nhién can dy doan x.

P (H) 1a x4c suat xay ra cta ban than gia thuyét H ma khoéng quan tim dén x.

P(x|H) la xac suat xay ra x khi bict H xay ra, goi 1a “xac suat ciia x néu c6 H”.

P (x) 14 x4c suat xay ra cia riéng tap dit liéu du doan x.
Téng quat:
P(H|x1...xn)=P(H)P(x1|H)... P(xn|H)/P(x1)... P(xn)

Ung dung:
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1. Real time Prediction: Tdc d6 cua thuit toan phan loai c6 thé giup nd sir dung

trong viéc ra quyét dinh trong thoi gian thuc.

2. Multi class Prediction: Ban chét thuit toan 13 phén loai va du doan rdi chia thanh
nhiéu 16p.

3. Sentiment Analysis: Naive Bayes dugc sir dung trong phan loai ngén ngir tu
nhién va cho két qua tot hon so véi mot sd thuat toan khac. Bén canh d6 con phan
loai dugc spam-mail va nhan dinh dugc binh luén tich cuc hay khong tich cuc trong

mang xa hoi.
4, Recommendation System: cac hé thong goi ¥ hoat dong dua trén dy doan.
2.2.2.2. Cay quyét dinh

Cay quyét dinh (Decision Tree) 1a mot d6 thi cua cac quyét dinh va cac hau qua co
thé ciia n6 (bao gdom rui ro va hao phi tai nguyén). Cay quyét dinh duoc st dung dé xay
dung mot ké hoach nham dat duoc muc tiéu mong mudn. Céc cay quyét dinh dugc dung dé

hd tro qua trinh ra quyét dinh. Cay quyét dinh 1a mot dang dac biét cua cau tric cay.

Hoc bing cay quyét dinh ciing 13 mot phwong phép thong dung trong khai pha dir
licu. Khi d6, cay quyét dinh md ta mot cau trlc cay, trong do, cac 1a dai dién cho cac phan
loai con canh dai dién cho céc két hop cua cac thudc tinh dan toi phan loai do. Mot cay
quyét dinh c6 thé dugc hoc bing cach chia tap hop ngudn thanh cac tap con dwa theo mot
kiém tra gia tri thuoc tinh. Quéa trinh nay duoc lap lai mot cach dé qui cho mdi tap con dan
Xuat. Qua trinh dé qui hoan thanh khi khong thé tiép tuc thuc hién viéc chia tach dwogc nira,

hay khi mot phan loai don ¢ thé 4p dung cho ting phan tir ciia tap con dan xuat.

Play (Y) or Not (N)

outlook?

Hinh 2.3: M6 hinh thuit toan cAy quyét dinh [13]
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Cay quyét dinh c6 2 loai:

Cay hai quy (Regression tree): udc lugng cac ham co gié tri 1a sé thuc thay vi duoc
st dung cho cac nhiém vu phan loai (dinh gia, wdc lwong gia tri cua mot cin nha can giao

ban, khoang thoi gian nam vién caa 1 bénh nhan).

Cay phan logi (Classification tree): dwgc dung trong cac bai todn phan loai két qua

(phan biét gigi tinh, két qua tran dau, ...).
2.2.2.3. Rung ngau nhién

Rung ngau nhién 1a mot thuat toan hoc ¢ giam sat. Rung ngau nhién st dung céc
cay dé lam nén tang. Riing ngau nhién 13 mot tap hop cua cac cay quyét dinh, ma mdi cay
duoc chon theo mot thuat toan dya vao ngau nhién. Rung ngau nhién hoat dong bing cach
danh gia nhiéu cay quyét dinh ngau nhién, va lay ra két qua dugc danh gia tét nhat trong s6
két qua tra vé. M6 hinh rirng ngau nhién rat hiéu qua cho céc bai toan phan loai vi n6 huy
dong cung lic hang trim mo hinh nho hon bén trong véi quy luat khac nhau dé dua ra quyét
dinh cudi cung. M&i md hinh con c6 thé manh yéu khac nhau, nhung theo nguyén tic
“wisdom of the crowd”, ta s& c6 co hoi phan loai chinh xac hon so véi khi sir dung bét ki
mot mo hinh don 1¢ ndo. Mb hinh tiéu biéu co ban cua thuat toan Random Forest dugc biéu

dién nhu hinh sau:

Decision Decision Decision
Tree T, Tree Ty Tree Ty

1| 1'

Random Forest

Hinh 2.4: M6 hinh thuit to4n rirng ngiu nhién [13]

2.3. Phat hién tin cong web dwa trén hec may sir dung web log
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2.3.1. M0 hinh phét hién

M6 hinh phét hién tan cong web co ban dya trén hoc may str dung web log trong luan
van nay duoc trién khai theo 2 giai doan: (1) giai doan huan luyén nhu biéu dién trén Hinh
2.5 va (2) giai doan phét hién nhu biéu dién trén Hinh 2.6. Trong dé, cac URI (Uniform
Resource Indicator) la cac chudi truy nhap duoc boc tach tir web log. Cac URI binh thuong
va URI tan cong dung cho giai doan huan luyén duoc lay tir tap dir lieu miu da dwoc gan

nhan.

Cac URI SN

binh thurdng “ Ditliéu N
huin —»| Tiénxi Iy — f{uﬁﬂ — Mo hinh
CacURI " luyén tuyen phat hién

tan cong

N

Hinh 2.5: M6 hinh phét hién tin cong web co ban: Giai doan huin luyén [2]

Web logs

!

Tach URI
truy nhap

A 4

Tién xir ly

Phat hién

MO0 hinh
phat hién

Binh thwong Bi tan cong
Hinh 2.6: M6 hinh phat hién tin cong web co ban: Giai doan phat hién [2][20]
2.3.2. Cdc giai dogn hudn luyén va phat hign
2.3.2.1. Giai doan huén luyén

Giai doan nay thuc hién xay duyng mé hinh phat hién tir dit liéu huan luyén va gdm

cac budc sau:
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- Thu thap tap di liéu huan luyén
- Tiénxu ly
- Huén luyén
- Kiém thir md hinh phét hién
2.3.2.2. Giai doan phat hién

Giai doan nay thwc hién phén tich cac dong web log nham phat hién cac dau hiéu tin

cong SQLI, XSS, duyét duong dan va chén dong 1énh hé didu hanh va gdm cac budc sau:
- Téach URI truy nhap
- Tiénxu ly
- Phét hién

2.4. Két luan Chwong 2

Chuong 2 da gidi thiéu nhiing hiéu biét co ban vé WEB LOG, cac dang WEB LOG,
hoat dong cling nhu dinh dang cua tirng loai WEB LOG. Ngoai ra chwong 2 ciing gigi thiéu
khai quéat vé hoc may va dua ra mot s6 thuat toan hoc may duoc sir dung dé phat hién tan
cong web nhu Naive Bayes, Cay quyét dinh (Decision Tree), Rirng ngau nhién. Tuy nhién
muc dich cua chwong 2 cha yéu 1a di sau vao viéc trinh bay mo hinh phét hién tan cong

duoc sir dung, cac pha xt 1y trong mé hinh nhu 13 tién xa ly, huan luyén va phat hién.

Trong chuong 3, ndi dung chu yéu la giéi thiéu tap dir liéu duoc st dung dé huan
luyén cho hoc may, cach xir Iy tién dit liéu, cac budc 1am trong pha huan luyén va phan loai
cac dir liéu dau vao. Trinh bay mot s phuong phap dé sir dung huan luyén va phét hién, céc
két qua s& dugc dung dé danh gia mirc d6 hiéu qua khi sir dung cac phuong phap hoc may

khac nhau.
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CHUONG 3: CAI PAT VA THU NGHIEM

3.1. Gioi thiéu tap dir liéu
3.1.1 Tdp da lieu mdu
Tap dir liéu dung cho thir nghiém danh gia mo hinh phat hién la HttpParamsDataset [19].

Tap nay gom cac tham sé truy van HTTP véi 19.304 truy vén binh thudng duoc gan nhén

norm va 11.763 truy van bat thuong duoc gan nhdn anom.

- 10.852 truy van tan cong chén ma SQL duoc gan nhan sqli
- 532 truy van tan cong XSS duoc gan nhan xss
- 89 truy van tan céng chén ma Iénh hé diéu hanh duoc gan nhan cmdi

- 290 truy van tan cong duyét duong dan dugc gan nhan path-traversal.
Tap dir liéu HttpParamsDataset duoc chia thanh 2 phan st dung cho huan luyén va
kiém thir:
- Tap cho huan luyén gom 20.712 truy vén, trong d6 c6 7.842 truy van bat thuong;

- Tap cho kiém thar gom 10.355 truy van, trong d6 ¢6 3.921 truy van bat thuong.

3.1.2 Dér ligu web log thuc

Tap dix liéu web log thuc 1a dit liéu thu thap thuc té tir cdc may cha web. Luan vin st
dung mét phan dit liéu web log thu thap bai dé tai khoa hoc cong nghé cap nha nuéc, mé
s6 KC.01.05/16-20 Error! Reference source not found. thuc hién tai Hoc vién Cong
nghé Buu chinh Vién thong. Web log duoc thu thap va chuan héa theo dinh dang W3C
Extended phuc vu cho phan tich, xu ly.

3.2. Tién xir ly dir liéu
Khau tién xu ly dit liéu nham trich chon va sb hoa cac dic trung cho mdi truy van

HTTP duoc thuc hién theo cac budc dugc mé ta trong phan giéi thiéu mé hinh phét hién &

Chuong 2.

Do ta str dung mdt bd 3-gram chuan dugc xay dung tir viéc 14y tit ca cac phan tir 3-
gram khéc nhau trong quéa trinh phan tach 3-gram cta cac ban ghi cua tip huin luyén gdom
20.712 truy van, chinh vi vay do dai cua by 3-gram chuan nay rt 16m c6 thé 18n t6i vai chuc
nghin phén ttr. Néu thuc hién luu trit, anh xa céc phén tur trén tap chuan nay thi s€ gap kho

khin trong qua trinh ca vé& luu trir va tbe d xr 1y tinh toan. Vi vy, dé qua trinh huan luyén
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duoc dién ra nhanh hon ma khéng mat di tinh chinh x4c thi mé hinh s& str dung mét phuong

phap dé giam chiéu dir liéu bo 3-gram chuan d6 1a Principal Component Analysis (PCA).
3.3. Huén luyén va kiém thir md hinh phat hién

Tap dit liéu huan luyén sau tién xir 1y dwoc sir dung dé huan luyén sir dung thuat toan
cay quyét dinh dé sinh mé hinh phan loai (cu thé 1a thuat toan cay quyét dinh CART duoc
hd tro trong thu vién sk-learn cua Python). M6 hinh duoc luu vao file cho khau kiém thu.
Trong khau kiém the, tap dir liéu kiém thir sau tién xir Iy duoc sir dung dé danh gia do chinh
xac phan loai.

3.4. Thir nghiém, két qua va nhan xét
3.4.1. Lwa chon cong cu tha nghiém
3.4.2. Két qud thiz nghiém

3.4.3. Nhan xét

v' Mb hinh phét hién tan céng web co ban dat do chinh xac phat hién trung binh kha
cao, dat 98.51%. Hau hét cac dang tan cong va trang thai binh thudong déu co do
chinh xé&c phat hién cao, riéng d6 chinh xéac phét hién tan cobng CMDi chi dat 66.67%
do lwong dir liéu huan luyén cho dang tan cong nay kha it. Trén thyuc té, tin cong
CMDi it gap trén dich vu web hon cac dang SQLi, XSS va duyét duong dan.

v' Két qua phat hién thtr trén web log thuc cho thdy md hinh phat hién kha chinh xac
ting loai tan cong. Mo hinh ¢ kha ning phat hién 4 dang tan cong web co ban bao
gom SQL.i va XSS, tan cong duyét dudng dan va CMDi.

3.5. Két luan chwong 3

Trong chuong 3 cua luan van da mo ta chi tiét dir lieu duoc sir dung cho m6 hinh
phat hién tan cong web sir dung hoc may, mo ta chi tiét cac phwong phap huan luyén va phat
hién, thong ké chi tiét cac két qua dat duoc bang nhiéu kich ban thir nghiém khéac nhau tir d6

rit ra duoc nhitng nhan xét wu diém va nhimg han ché ctia phuong phap hoc may sir dung.
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KET LUAN

Két qua dat dwoc:
Tt nd1 dung cua 3 chuong, luan van da dat dugc nhiing két qua sau:

Trinh bay khéi quat vé& tmg dung web, cic yéu ciu bao mat dbi véi ing dung web,
web server, cac loai tin cong web cling nhu dac diém cach khai thac cia loai tin

cong web phd bién va cac bién phap bao mat, cach phong chéng.

Trinh bay cac phuong phap phat hién tdn cong web sir dung hoc mdy, cac thuat
toan hoc may duoc 4p dung cho bai toan phat hién tin cong web. Pua ra mé hinh
phat hién tdn cong web va nguyén 1y hoat dong ciia mo hinh phat hién tdn cong.
Trinh bay qua trinh xtr Iy dit liéu, dua dit liéu vao hudn luyén va phat hién kiém

tra.

Thir nghiém m6 hinh phat hién tan cong web co ban dua trén hoc may véi céac kich

ban cu thé.
Huwéng phat trién trong twong lai

Do han ché vé thdi gian va kha ning, luan vin méi chi thir nghiém mé hinh trén 1
thuat todn hoc may 1a Ciy quyét dinh. Trong tuong lai s& st dung cac thuat toan
khac trong qua trinh huén luyén va phat hién, nhu Naive Bayes, Rirng ngiu nhién

va SVM, tir d6 tim ra thuat toan tdi wu.

Cap nhat thém dir liéu dé phat hién duoc céc loai tan cong moi hién nay cling nhu

cap nhat dugc cach thuc tan cong mai trén cac 160 hong cii.



