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van c¢6 tham khao va sir dung cac tai liéu, thong tin dugc dang tai trén nhiing tap
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Taéi xin hoan toan chiu trach nhiém va chiu moi hinh thic ky luat theo quy

dinh cho |61 cam doan cua minh.

Ha noi, ngay  thang nam 2020
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PHAN MO PAU
1. Ly do chon dé tai

Trong thé gi6i hién dai ngay nay, (tng dung web ngay mét tré nén quan trong
va 1a mot phan khong thé thiéu trén mang Internet. Cac tng dung web, website
chiém ty Ié ap dao trong sé cac tng dung trén nén Internet. Ciing chinh vi vay ma

van dé vé bao mat web ngay cang tré thanh mot van dé dugc quan tam.

Theo s6 liéu thong ké cua BKAV [11], nam 2019, thiét hai do virus may tinh
gy ra ddi v4i nguoi dung Viét Nam da 1én toi 20.892 ty dong (902 tricu USD),
vuot xa con s6 14.900 ty déng cia nam 2018. Tong s6 luot may tinh bi nhiém ma
doc duogc ghi nhan trong nam 2019 1én toi 85,2 triéu luot, taing 3,5% so vdi nam
2018. Nam nay ciing tiép tuc chirng kién sy hoanh hanh cua cac loai ma doc ma hoa
dir liéu téng tién (ransomware). Sé lwong may tinh bi mat dit liéu trong nim 2019
lén t6i 1,8 tridu luot, taing 12% so v&i nam 2018. Nghiém trong hon, trong sd nay c6
rat nhiéu may chu (server) chira dir liéu cia cac co quan. Khong chi gay thiét hai
Ion, viéc cac may chu bi x6a dir liéu cling gay dinh tré hoat dong cua co quan,

doanh nghiép trong nhiéu ngay sau dé, tham chi dén ca thang.

Dbi voi cac cong ty 16n, nguy co bi tin cong vao hé thong dong nghia voi
viéc ho s€ bi thi€t hai hang ty USD, uy tin trudc khach hang bi gidm sut. Véi cac co

quan y té va qudc phong thi thiét hai con c6 thé tham khéc hon gap nhiéu 1an.

Qua sd liéu trén cho thay tin cong web co ban 1a cac dang tan cong thuong
gap Ién cac website, web portal va cac tng dung trén nén web. Cac dang tin cong
nay cé thé bao gom: tan cong chén ma SQL (SQLi hay SQL Injection), tan cong
chén ma XSS (Cross-Site Scripting), tan cong duyét duong dan (Path traversal) va
tan cdng chén dong Iénh hé diéu hanh (CMDi hay Command Injection). Trong s6
nay, tin cong chén ma SQL la mét trong cac dang tan cdng phd bién va nguy hiém
nhat. TQy vao muc do tinh vi, tan cong chén ma SQL c6 thé cho phép ké tan cong
(1) vuot qua cac khau xac thuc ngudi ding, (2) chén, stra d6i, hodc xda dit liéu, (3)

danh cdp cac thong tin trong co s& dit liéu va (4) chiém quyén diéu khién hé thng



may chu co s& dit liéu [1]. Tan cdng XSS c6 thé cho phép tin tic danh cap dit liu
ngudi ding luu trong cookie cua trinh duyét, tir d6 kiém soét tai khoan cua ngudi
dung trén may chu. Theo mét huéng khéc, tin cong duyét duong dan cho phép tin
tac tai hoac truy nhap vao céac file chira dir liéu nhay cam trén cdc may chu va thong
qua d6 co thé xdm nhap sau vao hé thdng. Tan cong chén dong lénh hé diéu hanh c6
thé cho phép tin tic thuc hién cac Iénh nguy hiém cho phép xda file, di liéu trén hé

théng nan nhan.

Mic du c4c dang tan cong thudng gap 1én cac website va cac ang dung trén
nén web da dugc biét dén tir 1au va da c6 nhiéu bién phap phong chong duoc nghién
ctu, trién khai, nhu st dung céac bo loc, tuong lira, cac co ché kiém soéat truy nhap. ..
Tuy nhién, cac dang tin cong web co ban van kha phd bién va gay nhiéu thiét hai
cho cac trang web, céc cong thong tin dién tir, cac trang thwong mai dién tir ciia cac
co quan to chic. Nguyén nhan cua diéu nay l1a do van cé nhiéu website va céc tng
dung trén nén web khong co, hoic thiéu co ché loc dir liéu dau vao thuc su hiéu
qua, va/hoac sir dung cac mé chuong trinh tron 13n voi dit liéu, tao diéu kién cho tin
tic chén ma doc tan cong hé thdng [1]. Viéc xay dung cac bo loc dua trén cac mau
cb dinh thuc su gap kho khan, khi cac mau tan cong lién tuc thay doi va ngay cang
tinh vi hon. Viéc xay dung céc bo loc phat hién cac dang tin cong web co ban dua
trén hoc may 1a mot hudng giai quyét hiéu qua thay thé cho cac b loc mau truyén
théng. Theo hudng nghién ctru nay, dé tai luan van thac si cua hoc vién c6 tén
“Nghién ciru phat hién tan cong web co ban dwa trén hoc may sir dung web
log” tap trung nghién ctiru van dé phét hién tin cong web co ban dua trén hoc may
su dung web log.

Do con nhiéu han ché vé thoi gian va tai liéu nén dé tai con nhiéu thiéu sot.
Rat mong nhin duoc su dong gop cua cac thay cd va cac ban dé dé tai duoc hoan

thién hon.

To6i xin chan thanh cam on!



2. Tong quan vé van deé nghién ciru

D3 c6 nhiéu giai phap phong chong cac dang tin cong web co ban duoc

nghién ctru va tng dung [1][3]. Cac giai phap thuc té co thé ké dén gom:

e Sur dung cac bd loc dé kiém tra va loc dir li¢u dau vao. Cac bo loc c6 the
st dung bao gom, loc dya trén tir khoa, loc dua trén mau va loc dua trén

biéu thirc chinh quy.

e Su dung cic dang tuong lura, hoac proxy ¢ muc tng dung, nhu tuong lura
ung dung web (WAF — Web Application Firewall). WAF dugc st dung
dé loc tat ca truy van cta ngudi dung. WAF c¢6 wu diém 13 c¢6 thé bao vé
dong thoi nhiéu website va khong doi hoi chinh sira md ngudn cia

website.

e Két hop st dung cac bién phap kiém soat truy nhap, phan quyén ngudi

dung dé giam thiéu kha nang bi tin cong, khai thac.

e Sur dung cac cong cu theo doi, giam sat website, tng dung web, nhu cac

bd phat hién xam nhap (IDS).

Trén phuong dién nghién ctiu hoc thuat, c6 thé chia cac dé xuat nghién cau
phat hién tan cdng, xam nhap néi chung va tin cong web co ban noi riéng thanh 2
nhom duya trén k§ thuat phat hién: (1) nhém phat hién dua trén chit ky, mau, hoic

luat va (2) nhém phét hién dua trén bat thuong.

Phat hién dua trén chir ky (signature), mau (pattern), hoic luat (rule) la
phuong phap phat hién tan cong dya trén viéc tim hay so khép tap chir ky cia cac
tan cong da biét véi cac dir liéu giam sét thu thap dugc. Mot tan cong duoc phat
hién khi c6 it nhat mot so khép chix ky thanh céng. Ky thuat phat hién tan céng,
xam nhap dua trén chir ky c¢6 vu diém 1a ¢ kha niang phat hién nhanh va chinh xéac
c4c dang tan cong da biét. Tuy nhién, k¥ thuat nay c6 nhuoc diém 1a khéng cé kha

nang phat hién cac dang tan cong méi, hay tan cong khai thac 156 hong zero-day do



chir ky cua chung chua tdn tai trong co so dit liéu. Ngoai ra, viéc xay dung va cap

nhat co s& dit liéu chit ky thudong duoc thuc hién tha cong, nén ton nhiéu cong sic.

Phat hién tin cong, xam nhap dwa trén bat thuong dya trén gia thiét: cac
hanh vi tan cdng, xam nhdp thirong c6 quan hé chdt ché véi cac hanh vi bat thirong.
Qua trinh xay dyng va trién khai mot hé thong phét hién xam nhap duwa trén bét
thuong gdm 2 giai doan: (1) huan luyén va (2) phat hién [3]. Trong giai doan huin
luyén, hd so (profile) cua ddi twong trong ché do 1am viéc binh thuong dugc xay
dung. Bé thuc hién giai doan huan luyén nay, can giam sat dbi tugng trong mot
khoang thoi gian du dai dé thu thap dugc day du dir liéu mo ta cac hanh vi cua doi
tuong trong diéu Kién binh thuong 1am dit liéu huan luyén. Tiép theo, thuc hién
huan luyén dit liéu dé xay dung md hinh phat hién, hay hd so cua di tugng. Trong
giai doan phat hién, thuc hién giam sat hanh vi hién tai cua hé thong va canh béao
néu c6 khéc biét rd nét gitra hanh vi hién tai va cac hanh vi luu trong ho so coa ddi
tugng. Uu diém cua phat hién xam nhap dua trén bat thuong 13 ¢d tiém ning phat
hién céc loai tan cong, xam nhap mai ma khong yéu cau biét trude théng tin veé
chung. Tuy nhién, phuong phap nay c6 ty 1& canh bao sai twong dbi cao so voi
phuong phap phat hién dua trén chir ky. Piéu nay lam giam kha niang ung dung
thue té cua phét hién xam nhap dua trén bat thuong. Ngoai ra, né ciing tiéu tén
nhiéu tai nguyén hé théng cho viéc xay dung ho so déi tuong va phan tich hanh vi
hién tai.

Phuong phap phat hién tan cong web co ban dua trén hoc may st dung web
log thuc hién trong luan van thudéc nhém k¥ thuat phat hién dya trén bat thuong.
Theo d6, cac URI truy nhap dugc tach ra tir web log va dugc phan loai bai mét bo
phan loai d& dugc huan luyén sir dung tap dit liéu da duoc gan nhan. Luan van du
kién str dung cac thuat todn hoc may c6 gidm sat nén cé thé giam thoi gian huan

luyén va phat hién.



3. Muc dich nghién ctru

Luén vin nghién ciru mot s6 thuat toan hoc may co giam sét va tng dung cho

viéc phét hién tin cong web co ban st dung web log.

Trén co s d6 tién hanh thyc nghiém dé danh gia hiéu qua trong viéc phat

hién tan cong web co ban cua mot sé thuat toan hoc may.
4. Poi twong va pham vi nghién ctru

Péi tuong va pham vi nghién ctiiu caa luan van bao gom:

- Mot sb dang tan cong web co ban

- Mot sb thuat toan hoc may dé phét hién tan cong

- Web log

- M6t s6 cong cu, phan mém dé thir nghiém va danh gia hiéu qua céc thuat
toan hoc may trong phat hién dua trén Web log.

5. Phwong phap nghién ctru

- Phuong phép ly thuyét: Khao sét, phan tich céc tai liéu khoa hoc lién quan
dén cac dang tan cong va mot s6 thuat toan hoc may.

- Phuong phap thuc nghiém: St dung cac cong cy, phan mém dé thir nghiém
va danh gia hiéu qua cac thuat toan hoc may trong phét hién dya trén web log dbi
vai bo dir liéu duoc lya chon.

Trén co so d6 danh gia duoc cac wu, nhuge diém va tir d6 dinh huéng xay

dung dinh huéng nghién ciu, cai tién mé rong quy trinh, phuong phap.



CHUONG 1: TONG QUAN VE CAC DANG TAN CONG
VAO WEBSITE, UNG DUNG WEB VA
CAC GIAI PHAP PHONG CHONG

Chirong nay trinh bay vé kién triic vmg dung web ciing nhir mé hinh, cdc
thanh phan, cach thire hoat ddng, cdch thirc lién két gitta cdc thanh phan dic trung
théng thuong trong mét g dung web va cdc yéu cau vé bdo mdt. Ngodi ra,
chwong con dé cdp dén cdc hinh thirc tdn cong vdo vmg dung web ciing nhw cdch
phong chéng bi tin c¢éng ciia cdc hinh thirc tdn cong phé bién trong cdc nam gan
ddy dwa theo OWASP. Phan cudi ciia chirong trinh bay cdc bién phdp bdo mdt img
dung web, bao gom nguyén tic chung va mot sé bién phdp bdo mdt cu thé cho img

dung web.
1.1. Kién Tric Ung Dung Web va Cac Yéu Cau Bao Mat
1.1.1 Kién tric irng dung web

Dudi goc do chie nang, rng dung Web 1a cac chuong trinh may tinh cho
phép nguoi dung website dang nhap, truy van vao ra dir liéu qua mang Internet trén
trinh duyét Web yéu thich cua ho, mang tinh ky thuat nhiéu hon cé thé giai thich
cac ung dung Web truy van may chu chira noi dung va tao tai lisu Web dong dé
phuc vy yéu cau caa may khéach. Giao dién web dat ra rét it gioi han kha niang ngudi
dung. Thong qua JavaScript, DHTML, Flash va nhitng cong nghé khéc, nhirng
phuong phap chi tng dung mai c¢6 nhu v€ trén man hinh, choi nhac, va dung duoc
ban phim va chuét tat ca déu c6 thé thuc hién duoc. Ung dung web phé bién nho
vao sy ¢ mat vao bat ¢t noi dau cua trinh duyét web va két ndi Internet. Kha ning
cap nhat va bao tri tng dung Web ma khéng phai phan phéi va cai dit phan mém
trén hang ngan may tinh cua ngudi ding ciing 1a mot Iy do cho su phé bién cua no.

Mot ung dung web (Web application) c¢d thé gom cac thanh phan: May
khach web/trinh duyét web (Web client/web browser), May chu web (HTTP/web

server), URL/URI, Web session va cookie, B dién dich va thuc hién cac server



script, Cac server script (CGI — Common Gateway Interface), May chu co so dir

liéu va Ha ting mang TCP/IP két néi gitta may khéach va may cha web.

Page
‘ Request

L
LessmtNe o "\

Web Browser

Hinh 1.1: Kién triic chuén ciia ng dung web [1]

Hinh 1.1 biéu dién kién tric chuan cua hé théng wng dung web (hay ngin
gon la ung dung web), trong d6 mo ta cac thanh phan cia moét ang dung web va
giao tiép gitta ching. Theo d6, cac thanh phan cia mot tng dung web gom Web
Browser (Trinh duyét), Web Server (May chu web), Application Server (May chu
ung dung), Data (Kho chua dir ligu — thuong 1a co s¢ dir ligu), File System (H¢
théng file trén may chu) va External System (Cac hé théng bén ngoai). Web
Browser tao va giri yeu cau vé trang web (Page Request) dén Web Server. Néu d6 1a
yéu cau trang web tinh, Web Server s& doc noi dung trang tir File System va guri
trang web cho Web Browser. Néu d6 1a yéu cau trang web dong, Web Server s&
chuyén yéu cau cho Application Server xir ly. Application Server s& dich va thyc
hién ma script trong trang web dé tao két qua. Application Server c6 thé can truy
nhap Data, File System, hodc External System dé xtr Iy yéu cau. Két qua xu Iy yéu

cau dugc chuyén lai cho Web Server dé tao trang web va giri cho Web Browser.

Cac may cha web phd bién hién nay c6 thé ké t6i 1a Apache, Nginx, IIS,
Tomcat... Cac ung dung web thi tdy thudc vao yéu cau trién khai ma co thé duoc
tao nén boi cac ngdn ngir 1ap trinh khac nhau nhu: C#, Java, Python, PHP, Ruby...
Co so dit liéu (Data) s& dong vai tro luu trit, cung cap thong tin cho &ng dung web

trong qua trinh xir ly request. Mot s6 hé quan tri co so dit liéu thudng duoc sir dung



bao gom: SQL Server, MySQL, MongoDB, Oracle. Ngoai ra, tiy thudc vao do
phtic tap, quy md, yéu cau trong viéc phét trién ma website c6 thé cd thém nhiéu

thanh phan khac nhu Message Queue, Proxy, Cache.
e Giao thuc HTTP

HTTP 14 viét tat caa Hypertext Transfer Protocol hay con goi la giao thuc
truyén tai siéu vin ban, 12 mot trong nim giao thirc chuan cia mang internet, duoc
dung dé lién hé thong tin giita may cung cap dich vu (Web server) va may khéch
web (Web client) trong mé hinh Client/Server. HTTP st dung cong chuan 80 1a mot
giao thac ing dung caa bo giao thirc TCP/IP.

e Giao thuc HTTPS

HTTPS la viét tat cua Hypertext Transfer Protocol Secure, 1a mot giao thirc
két hop gitra giao thirc HTTP va giao thirc bao mat SSL hoac TLS nham muc dich
gia tang tinh an toan cho viéc truyén dir liéu gitta Web server va trinh duyét Web.
Giao thirc HTTPS thuong duoc ding trong cac giao dich nhay cam can tinh bao mat
cao sir dung céc k¥ thuat mat ma trude khi gui gidp bao mat thong tin trao doi tranh
bi nghe Ién va lam dung. Theo mic dinh giao thirc HTTPS sir dung cong 443 dé

truyén dir liéu.

May khach web va may chu web giao tiép voi nhau bang giao thac HTTP
hoic HTTPS thong qua phwong thirc yéu cau/dap tmg (Request/Response), trong d6
yéu cau 1a http request giri tir may khach web 1én may chu web va dap Gmg hay phan
hdi 13 http response gui tir may chii web toi may khach web.

Céu trdc ciia mot http request, nhu mé ta trén Hinh 1.2 gdm céc thanh phan
Sau:

o Method: 1a phuong thtc ma HTTP Request nay st dung, thuong la

GET,POST, ngoai ra con mot ) phuong thttc khac nhu HEAD, PUT,
DELETE, OPTION, CONNECT.



o URI: 1a dja chi dinh danh cua tai nguyén. URI c6 thé 1a ddu *. — HTTP
version: 1a phién ban HTTP dang st dung

o Request headers: cho phép client giri thém cac thong tin bd sung vé
thong diép HTTP request va vé chinh web browser. Mot sé truong
request header thong dung nhu: Accept, Cookie, User-Agent, Content-

Type, Connection...

o Request body: ndi dung web browser giri cho web server (file, ndi dung

dang json, parameter post...)

POST
/gen_2047atyp=1&e1=4BTKXYUITNTPuw-pkBoY&ct=sh&v=28m=HV&t=Cks=1&pv=0, 348789283644
0,R,1,7,20,28,92,33:0,R,1,CAc0AA,166,172,600,315:0,R,1,CAcOAD, 166,172,600,95:6,6,
Host: www.google.com

User-Agent: Mozilla/5.0 (X11; Linux xB6_64; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;0=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: https://www.google, com/

Cookie: 1P_JAR=2019-11-12-02;
NID=191=VROUnwUg5UXmMBBwWNm- 9wCgx LFOelFZYSrX]cDkFgt INwvXxr6REZToRFYLCT21VoPBY1aST
keSAL1NhsREkfge0f1VLZPGNdU; ANID=AHWqTULlwgbWh26DpDUzd x1WeZM&TWpadSHR1] LHUQAAXWR
Connection: close

Content-Length: @

Hinh 1.2: Céu tric caa http request

HTTP/1.1 284 No Content

Content-Type: text/html; charset=UTF-8

Date: Tue, 12 Nov 2019 B2:11:54 GMT

Server: gws

Content-Length: @

X-X55-Protection: 0

¥-Frame-Options: SAMEORIGIN

Set-Cookie: 1P JAR=2019-11-12-82; expilres=Thu, 12-Dec-2019 02:11:54 GMT; path=/;
Alt-Svc: quic=":443"; ma=2592000; v="46,43",h3-0050=":443"; ma=2592000,h3-0643="
ma=2592000,h3-0043=":443"; ma=2592000

Connection: close

Hinh 1.3: Céu tric ciia http reponse

CAu triic ciia mot http response, nhu mo ta trén Hinh 1.3 gdm cac thanh phan

Sau.
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HTTP-version: phién ban HTTP cao nhit ma server hd trg.
Status-Code: ma két qua tra vé.
Reason-Phrase: mé ta vé Status-Code.

Response header: phép web server gtri thém céc thong tin bo sung vé

thong di€ép HTTP response

Response body: noi dung tmg dung web tra vé cho web browser

1.1.2 Cdc yéu ciu bdo mdt irng dung web, website

Trudc nhitng nguy co tiém an vé an ninh mang nhu hién nay dé dam bao tinh

bdo mat va giam thi€u céc rui ro lién quan dén ung dung web can c6 nhiing chinh

sach, tiéu chuan an toan thong tin cho mg dung web, website. Dudi day liét ké mot

s0 y€u cau bao mat ing dung web, website.

1.1.2.1. Yéu cau vé cai dat

e Yéu cau cai dit trén hé diéu hanh an toan, da dugc thiét 1ap cau hinh chinh

sach bao mat dé dam bao ATTT muc hé diéu hanh cho web server.

e Phién ban cai dat phai cap nhat cac ban va ctia nha san xuat dé tranh bi tan

cong qua cac 16 hong da biét.

1.1.2.2. Tat/disable cac thanh phan mic dinh

e GO bd cac thu myc/trang mac dinh nhu: cac trang vi dy, huong dan, cac

trang quan tri web server tir xa, cac trang phuc vu development, debug dé

tranh bi khai thac 16 hong qua cac nodi dung web mic dinh.

e Tit cac Module/Extension nguy hiém khong str dung nhu: cdc module hién

thi thong tin server (module info, status, version), hién thi noi dung thu

muc, cac module xu ly CGI, xur ly webdav dé tranh bi khai khac cac module

extension khong st dung.
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o Tt ché do tu dong trién khai hodc gd 16i trén web server (néu co). Ché 6
tu dong trién khai hodc g0 15 trén web server c6 thé dua ra nhiéu thong tin

nhay cam hodc gdy mat kiém soat vé security.
1.1.2.3. Thay d6i cac thanh phan mic dinh

Thay dbi thong bao 15i mic dinh cia web server. Tranh dé 16 cac thong tin
nhay cam cua hé théng khi xay ra 16i nhu 500, 503. Thay d6i thong tin banner
cua dich vu HTTP, khong dé 1o thong tin phién ban h¢ diéu hanh, web server
dé tranh viéc hacker c6 thé tim ra phién ban web server. Tur do, ho tan cong

vao cac 16 hong 1-days lién quan, di dugc cong bd [12].
1.1.2.4. Gi6i han truy cap

e Chi truy cdp quan tri to xa trong mang ndi by cua doanh nghi¢p va céd
phuong thitc xac thuc nguoi dung. Hacker c6 thé chiém quyén kiém soat
dich vu web qua kénh quan tri tir xa tir ngoai internet. Do d6 cin ¢ lap céac
két ndi quan tri tir xa va c6 cac phuong thirc xac thyc nguoi dung nhu: sir

dung tai khoan/mat khéau, OTP, private key...

e Khong cho phép liét ké file, thu muc dé tranh bi hacker phat hién ra cac

file, thu muc nhay cam cua hé théng.
1.2. Cac Nguy Co va Cac Dang Tan Cong Lén Ung Dung Web

1.2.1 Cdc nguy co va cdc 16 hong bdo mdt trong website, trng dung web

(TOP 10 OWASP 2017)

Open Web Application Security Project (OWASP) [8][9][10] la mét to chuc
bao gdom cac chuyén gia bao mat hang dau thé giéi, chuyén cung cip cac thdng tin
vé nhitng tng dung va rai ro dit ra mot cach truc tiép, khach quan va thuc té nhat.
Tir nam 2013 dén nay, ci 4 nam 1 1an, OWASP lai cong bé danh sach Top 10 céc
rai ro bao mat ang dung 16n nhat, dugc goi 1a OWASP Top 10.
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Danh sach nay duoc coi 1a chuian AppSec va dugc cong dong an ninh mang
tin tudng. Danh sach bao gom thdng tin mai nhat vé cac 15 hong, cac méi de doa va
cudc tin cong cling nhu nhitng thi thuat dé phét hién va khic phuc. Cac thanh vién
du &n 1ap ra danh sach nay dua trén viéc phan tich ti 1& xuét hién va mic do nghiém

trong cua ting méi de doa.

OWASP Top 10 nam 2017 dugc phat hanh cong khai, dua trén cugc tham
do, kiém tra hon 2,3 triéu 16 hong tac dong dén 50000 ng dung, bao gom 2 ban cap
nhat 15 hong quy md 16n va cap nhat cac kich ban tan cong méi. Phan tiép theo mo

ta danh sach Top 10 ctia nam 2017.
Al — Injection (Léi nhiing ma)

Néu tng dung caa ban cé thé nhan dir liéu dau vao nguoi ding dén co so di
liu back-end thi tng dung cua ban c6 thé s& phai doi mat véi cudc tan cong bang
ma nhing. L&i nhing ma (Injection) 1a tap hop céc 16 hong bao mat xay ra khi di
licu dang ngd dugc chén vao ung dung dudi dang Iénh hay truy van. Injection xay
ra do sy thiéu sot trong viéc loc cac dir liéu dau vao khong dang tin cay. Khi ban
truyén céc dir liéu chua duogc loc téi CSDL (Phé bién nhu 16 hong SQL Injection),
t6i trinh duyét (16 hong XSS), téi may chu LDAP (16 hong LDAP Injection hoac toi
bat ctr vi tri ndo khéc. Véan dé 1a ké tan cong c6 thé chén cac doan ma doc dé gay ra

16 lot dit liéu va chiém quyén kiém soéat trinh duyét ciia khach hang.

A2 - Broken Authentication and Session Management (Ldi xac thuc va

quan phién yéu)

Pay 1a nhém cac van dé c6 thé xay ra trong qué trinh xac thuc va quan ly
phién. C6 mot 10i khuyén la khdng nén ty phat trién cac giai phap ma hoa vi rat kho
cd thé 1am duoc chinh xac. Vi khi cac chirc ning cua tng dung dwoc thuc hién
khong chinh xac, tin tic ¢ thé d& dang xam nhap, an cap thdng tin tai khoan, mat
khau va khai thac céc 16 hong khac bang cach sir dung céc chiing chi da danh cap.
Tai khoan mdi nguoi dung ca nhan nén Ia duy nhat, khéng bi trang lap dudi bat ki

hinh thirc ndo. Néu khdng c6 bat ki su quan ly can thiét ndo thi tin tic cé thé lén
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vao, nguy trang thanh nguoi dung dé an cip thdng tin tai khoan, mat khau va sir

dung cho nhirng 1an truy cap sau nay.
A3 - Cross-Site Scripting (XSS)

LS hong XSS 1a mét 16 hong thudng thay trong cac tng dung web. XSS cho
phép tin tic dua cac ma script nhu 1a moét phan cua dau vao cac trang web tir phia
may khach. Khi ddu vao nay khong duoc loc, tin tic c¢d thé st dung cac cong cu
kiém soat truy cip caa ho. Ching thuc hién bing cach danh lira trinh duyét chap
nhan dir liéu tir mot nguon khong dang tin cay dé thuc thi ma doc trén trinh duyét
cta ngudi dung.

Céac ung dung cho phép ngudoi dung nhap dir liéu vao ma khoéng co toan
quyén kiém soat dir liéu ra c6 nguy co bi tan cdng XSS rat cao. Mot cudc tan cong
XSS thanh cong c6 thé gay thiét hai nghiém trong cho cac trang web va ké tan cong
cd thé lay dugc cookie cua ngudi dung trén hé thong hoic hra ngudi dung dén cac
trang web doc hai. Mot s6 kiéu tan cong XSS khac nhu: Stored XSS, DOM Based
XSS va Reflected XSS.

A4 - Broken Access Control (Piéu khién truy nhdp yéu)

Pay 1a truong hop dién hinh cua viéc cho ring dau vao cua nguoi dung 1a tin
cay tir 46 din dén 16 hong bao mat. Dang 13i nay lién quan dén viéc cac kiém soét
truy nhap ddi véi ngudi ding khong duoc thuc hién chat ché. Ké tan cong co thé
khai thac céc I16i dang nay dé truy nhédp trai phép vao céc tinh ning, dit liéu, nhu
truy nhap, hoic sira d6i dir liéu cua ngudi dung khéc, xem cac file nhay cam, thay

d6i quyén truy nhap.

Nguyén nhan 15i kiém soét truy cap xay ra co thé 1a do cac nha phat trién

thuong bi bé tic trong viéc kiém soat truy cap phi hop véi céc quy tic dit ra.
A5 - Security Misconfiguration (Cdu hinh thiéu an toan)

Trong thuc té, may chi web va cdc may chu (ng dung thuong bi cdu hinh

sai. Mot 18i cau hinh may chu web va cac may chu tng dung thudng gap gom:
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0 Chay tng dung khi ché do debug dugc bat.

0 Cho phép liét ké thu muc

0 Str dung phan mém 13i thoi (WordPress plugin, PhpMyAdmin cil)
0 Cai dat cac dich vu khong can thiét.

Véi cau hinh an ninh long 1éo tai c4c tang kién tric cua web nhu nén tang,
framework, may chu, co sé dir liéu va ma tly chinh nén tin tic co6 thé khai thac tan
cdng va cé quyén truy cap dix liéu. Vi thé, tat ca céc tang kién trdc cua web phai

dugc cap nhat thuong xuyén.
A6 - Sensitive data exposure (RO ri di liéu nhay cam)

Nhiéu @ng dung web khong c6 cic co ché du manh dé bao vé cac dit liéu
nhay cam, nhu thong tin thé tin dung, sé an sinh x& hoi va théng tin xac thuc ngudi
ding. Ké tan cong c6 thé danh cap, hoic chinh sira cac théng tin nhay cam dé lam
dung, hoac truc lgi. Vi vay cac dir liéu nhay cam phai dugc ma hda moi lic, bao
gom ca khi guri di va khi luu trit, khong duoc phép c6 ngoai 1¢é nhu thong tin thé tin
dung va mat khau nguoi ding khdng bao gio duoc giri di hodc duge luu trir khong

dugc ma hoa.

Do vay, cac co ché bo sung dé bao vé cac thong tin nhay cam, nhu mé hoa va
han ché quyén truy nhap vao cac files chira théng tin nhay cam (file luu mat
khau,...) 1a rat can thiét, néu khdng s& co thé dan dén viéc vi pham quyén riéng tu &

quy mé 16n va hau qua dé lai ciing s& rat nghiém trong.
A7 - Missing function level access control (Léi phan quyén)

Nhiéu ang dung web kiém tra quyén truy nhiap vao mét tinh niang trudc khi
hién thi tinh nang d6 trén giao dién ngudi dung. Trong khi tng dung can thyc hién
céc phép kiém tra quyén truy nhap trén mdi tinh ning trén may chu khi tinh ning do
duogc truy nhap. Néu cac yéu cau khong duoc Kiém tra ddy du, ké tin cong co thé
lam gia cac yéu cau dé truy nhap vao cac tinh ning ma khong qua khau kiém tra

quyén truy nhap.
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L5 héng nay 1a sai s6t trong van dé phan quyén, khi mot ham dwoc goi trén
may chu, qué trinh phan quyén khong chinh xéac. Cac nha phat trién dya vao thuc té
la phia may chu tao ra giao dién ngudi ding va ho nghi rang khach hang khéng thé
truy cap cac chtrc nang néu khong duoc cung cap bai may chi. Tuy nhién, ké tan
cdng ludn c6 thé yéu cau céac chirc ning “4an” va s& khong bi can trg bai viéc giao
dién nguoi dung khéng cho phép thuc hién cac chirc nang nay. Hay tudng tugng
trong giao dién nguoi dung chi c6 bang diéu khién/admin va nat néu nguoi dung
thuc su 1a quan tri vién. Khong c6 gi ngan can ké tan céng phat hién ra nhiing tinh

nang nay va lam dung n6 néu khdng phan quyén.
A8 - Cross Site Request Forgery (CSRF)

CSRF la dang tin cong ngudi ding web, loi dung co ché tu dong dang nhap
ciia mot s6 website. Ké tan cong lra ngudi dung thuc hién cac doan ma doc, nhing
trong cac trang web binh thuong trong nglr canh nguoi dung dang ¢ trong phién lam
Viéc voi website. Ma doc chay trén trinh duyét cua nguoi dung dang ¢ trong phién

lam viéc c6 thé gilip hacker thuc hién cac giao dich hozc danh cap thong tin.

A9 - Using component with known vulnerabilities (S« dung nhitzng thu

vién, 1ng dung ton tai 16 hong trede do)

Céc thanh phan, bao gém cac thu vién, cac framework va cac mo dun phan
mém hau nhu dwoc chay véi quyén truy nhap day du nhu nguoi dung kich hoat tng
dung. Néu mat thanh phan c6 chaa 16 hong bi khai thac c6 thé gay ra viéc mat mat
nhiéu dir liéu, hoac may chu co thé bi chiém quyén diéu khién. Cac tng dung sir
dung cac thanh phan chira 16 hong da biét c6 thé 1am suy giam kha ning phong vé

cua ttng dung va cho phép thuc hién nhiéu loai tan cong 1én hé théng.

Viéc dung nhiing components, libraries, frameworks khong an toan sé lam
cho ung dung cua ban dé bi khai thac hon. Néu mot thanh phan c6 chira 16 hong bi
khai thac co6 thé gay ra viéc mat mat nhiéu dir liéu, hoic may cha cé thé bi chiém

quyén diéu khién. Viéc str dung nhitng ting dung chira 16 hong da biét c6 thé lam
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suy giam kha ning phong vé cua tng dung va cho phép tin tic thuc hién nhiéu loai

tan cong 1én hé thong.
A10- Underprotected APIs (Cdac API khong dwot bao veé)

API ngay cang tré nén phd bién trong thé giéi tng dung ngay nay bai cac
tng dung thudng duoc viét bang JavaScript va sir dung API dé Iy dit liéu. Do do,
API dong vai tro nhu mot lién két gitra cac nén tang may khéach phac tap va mot
loat cac tng dung hay dich vu web. Tuy nhién, ban than cac API nay thuong khong
dugc bao vé va chira dung nhiéu 16 hong bao mat khién tng dung cua ching ta rat
dé bi tin cong. API ciing chia nhiéu giao thac phuc tap nhu SOAP/XML,
REST/JSON, RPC va GWT ma kiém thtr bao mat khdng thé kiém tra thanh cong,

khién cac API trg thanh diém mu quan trong trong cac té chirc dang st dung ching
1.2.2 M@t sé dang tin cong web co ban
1.2.2.1. Tén cong chén ma SQLi

Tan cong chén ma SQL (SQL Injection - SQLI) 1a mot k¥ thuat cho phép ké
tan cdng chén ma SQL vao dir liéu giri dén may cha va cubi cung duoc thuc hién
trén may cha co so dir lieu [1][5][18]. Tay vao muc do tinh vi, tin cong chén ma
SQL c¢6 thé cho phép ké tan cong (1) vuot qua cac khau xéc thuc nguoi ding, (2)
chén, sira d6i, hoic x06a dir liéu, (3) danh cip cac thong tin trong co s& dit liéu va (4)
chiém quyén diéu khién hé théng may chu co s dit liéu. Tan cong chén ma SQL 1
dang tan cong thuong gap & cac tng dung web, c4c trang web co6 két ndi dén co so
dix liéu.

C6 2 nguyén nhan cua 15 hong trong tng dung cho phép thuc hién tan cong
chen ma SQL.:

- Dit liéu dau vao tir nguoi dung hodc tir cac ngudn khac khong duoc kiém tra
hoac kiém tra khong k¥ ludng;
- St dung céac cau 1énh SQL dong trong tng dung, trong d6 c6 thao tac ndi dir

liéu ngudi dung véi ma 1énh SQL gbc.
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Dé minh hoa k¥ thuét tin cong SQLI, ta gia thiét c6 1 form ding nhap (Log
in) va doan ma xu ly xac thyc nguoi dung luu trong bang co s& dir li¢u

tbl accounts(username, password) cho nhu sau:

<!— Form ddng nhap -->

<form method="post" action="/log in.asp">
Tén ddng nhdp: <input type=text name="username"><br \>
Mat khdu: <input type=password name="password"><br \>
<input type=submit name="login" value="Log In">

</form>

<

o\

' Ma xu ly dang nhdp trong file log in.asp:

' gia thiét da két nbi véi CSDL SQL qua dbéi tuong conn va
bang tbl accounts luu théng tin nguoi dung

Dim username, password, sqglString, rsLogin

' 14y dit 1liéu tu form

username Request.Form ("username")

password Request.Form ("password")

' tao va thuc hién cau truy vén sqgl

sglString = "SELECT * FROM tbl accounts WHERE username='" &
username & "' AND password = '" & password & "'"

set rsLogin = conn.execute (sglString)

if (NOT rsLogin.eof()) then

' cho phép ding nhip, bdt ddu phién lam viéc
else
' tu chdi d&ng nhap, bdo 16i

end if

o°

>

Néu nguoi ding nhap 'admin' vao treong username va 'abe123' vao trudng

password cua form, mé xur ly hoat dong dung:
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- Néu ton tai ngudi dung véi username va password ké trén, hé thong sé& cho

phép dang nhap voi1 thong bao dang nhap thanh cong;

- Néu khong ton tai ngudi dung véi username va password da cung cép, hé

thdng s& tir chdi dang nhap va tra lai thong bao 15i.

Tuy nhién, néu ngudi dung nhap aaaa’ OR 1=1-- vao trudng username va
mot chudi bat ky, ching han 'aaaa' vao truong password cua form, ma xu ly hoat
dong sai va chudi chira cau truy van SQL sé& tro thanh:

SELECT * FROM tbl accounts WHERE username='aaaa' OR 1=1--

' AND password='aaaa'

Cau truy van sé& tra vé moi ban ghi trong bang do thanh phan OR 1=1 lam
cho diéu kién trong ménh ¢¢ WHERE tré 1én ludn dung va phan kiém tra mat khau
da bi loai bo bai ky hiéu (-). Phan Iénh sau ky hiéu (--) dugc coi la ghi chi va
khong dugc thyc hién. Néu trong bang thl_accounts c6 chta it nhat mot ban ghi, ké

tan cong sé luén dang nhap thanh cong vao hé théng.
1.2.2.2. Tan cong Cross-Site Scriting (XSS)

Tan cong Cross-Site Scriting (XSS — M4 script lién site, lién mién) 1a mot
trong cac dang tan cong phé bién nhat vao cac tng dung web. XSS xuat hién tir khi
trinh duyét bat dau hd trg ngbn ngit JavaScript (ban dau dwoc goi 1a LiveScript —
trén trinh duyét Netscape). M4 tan cong XSS dugc nhing trong trang web chay
trong 10ng trinh duyét voi quyén truy nhap cua ngudi ding, cé thé truy nhap céc
théng tin nhay cam cta nguoi dung luu trong trinh duyét. Do md XSS chay trong
long trinh duyét nén n6é mién nhidém vai cac trinh quét cac phan mém doc hai va céc

cong cu bao vé hé thong [6].

XSS ¢6 thé dugc xem la mot dang cua chén md HTML (HTML Injection).
Trén thuc té, c6 thé thuc hién tan cong bang chén md HTML ma khong can ma
JavaScript va cling khong can lién site, hoic lién mién. Ké tan cong khai thac cac 15

hong bao mat dé chén ma XSS vao trang web, trong d6 dit liéu web (nhu tén va dia
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chi email) va ma (ct phép va cac phan tir nhu <script>) ctia XSS dugc tron 1an vao

ma gdc cua trang web.

Tan cong XSS thuong xuat hién khi trang web cho phép ngudi ding nhap dit
liéu va sau d6 hién thi dix liéu Ién trang. Ké tan céng co thé khéo 1éo chén ma script
vao trang va mé script cua ké tan cong duoc thuc hién khi ngudi dung khéac thim lai
trang web d6. Tuy theo muc dich va mirc d6 tinh vi, XSS c6 thé cho phép ké tin

cdng thuc hién cac thao tac sau trén hé théng nan nhan:

+ Panh cip thong tin nhay cam ciia nguoi dung luu trong Cookie cia trinh

duyét
+ Gia mao hop dbi thoai dang nhap dé danh cap mat khau

+ Bit phim gd tir nguoi dung dé dénh cap thong tin vé tai khoan ngan hang,

email, va thong tin dang nhap cac dich vu tra tién,...

+ Su dung trinh duyét dé quét cac cong dich vu trong mang LAN

+ Lén Gt cAu hinh lai b dinh tuyén ndi bd dé bo qua tuong Itra cua mang noi
bo

+ Ty dong thém nguoi dung ngiu nhién vao tai khoan mang xa hoi

+ Tao mdi trudng cho tan cong CSRF.

Nhin chung, ma tan cong HTML/XSS c6 thé dugc chén vao moi vi tri trong

dia chi (URI) va noi dung trang web. Céc vi tri cy thé c6 thé chén ma:
- Céc thanh phan cua URI (URI Components)
- Cac truong nhap li¢u (Form Fields)
- HTTP Request Header & Cookie
- JavaScript Object Notation (JSON)
- Céc thugc tinh cia DOM (Document Object Model)

- CSS (Cascade Style Sheet)
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- Cac noi dung do nguoi dung tao ra.

C6 thé chia tan cong XSS thanh 3 loai chinh: Stored XSS (XSS luu triy),
Reflected XSS (XSS phan chiéu) va DOM-based/Local XSS (XSS dwa trén DOM

hoac cuc bg)
1.2.2.3. Duyét dudng dan (Directory traversal)

Directory Traversal 13 mot dang tan cong cho phép tin tic truy cap dén
nhitng chi muc bi gidi han, thuc thi 1énh bén ngoai chi muc géc cia may cha web
[15]. Hinh thirc tan cong nay khong can sir dung mot cong cu nao ma chi don thuan
la thao tac véi cac bién ../ (dot-dot-slash) dé truy cap dén cac file, thu muc, bao gom

ca source code, nhitng file hé thong. ..

Véi mot hé thdng ton tai 16 hong directory traversal, tin tic c6 thé lgi dung
n6 dé tim ra chi muc géc va truy cap mot phan cua file hé théng. Piéu nay cho phép
tin tic xem nhing file bi gigi han hay nguy hiém hon 1a tin tic c6 thé thuc thi
nhitng [énh manh trén may chu, dan dén xam hai hoan toan hé thong. Chang han, tin
tac cd thé str dung truy van c6 dang nhu sau dé truy cap trai phép vao file “sam” sao

lru tai khoan nguoi dung trong hé diéu hanh Windows:
https://wahh-app.com/scripts/Getlmage.aspx?file=..\..\windows\repair\sam
1.2.2.4. Tan cong CMDi

OS Command Injection (CMDi) la mot 16 hong bao mat web cho phép ké tan
cong c6 thé thuc thi cac 1énh cia hé diéu hanh (OS) tuy ¥ trén may chi dang chay
service nao d6. Cac 16 hong CMDi xay ra khi phan mém tich hop dir liéu do nguoi
dung quan ly trong mét Iénh, cac dir liéu nay dugc xu ly trong trinh théng dich Iénh.
Néu dir liéu khong duoc kiém tra, mot hacker cd thé st dung cac Ky tu dic biet dé
thay d6i Iénh dang duogc thuc thi tir 46 ké tAn cong c6 thé khai thac, truy xuat thong

tin, tn cong sang cac hé thong may chu khac trong cting ving mang [16].
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Vi du tai mot trang doc bao http://readnews.com.vn?news=monday.txt. Hé

théng trén phia server s& thuc hién cau lénh: cat Monday.txt lay dir liéu file

Monday.txt dé truyén tai noi dung cho ngudi ding cén doc.

K¢ tan cong c6 thé st dung céac ky tu ndi lénh thyc thi trén tirng hé diéu hanh

dé thuc thi cac cau 1énh mo ng muén nhu 1a: | Is —al; cat /etc/passwd
1.2.3 CA&c bién phdp bdo mdt irng dung web, website

Pé dam bao tinh bao mat va giam thiéu téi da cac rui ro lién quan dén tng
dung web van dé vé an ninh mang dugc quan tdim hang dau vi vay can c6 nhiing

chinh séch, tiéu chuan an toan théng tin cho ung dung web, website.
1.2.3.1. Nguyén tic chung

Nguyén tic bao mat ang dung web tuan theo nguyén tic chung cua bao mat
an toan hé théng thdng tin 1a phong vé nhiéu op theo chiéu sau (Defense in depth).
Hinh 1.4 biéu di&n 3 16p bao mat tng dung web: Lop bao mat mang (Network), Lop
bao mat may chu (Host) va Lép bao mat ing dung (Application). Trong do, 16p bao
mat mang thuc hién bao vé ¢ vong ngoai, I6p bao mat may chu thuc hién bao vé
nén tang va 16p bao mat ung dung thuc hién bao vé dir liéu thong qua kiém soat
quyén truy nhap.

Secure the Network

Secure the Host

Secure the Application

Presentation Business Data Access
Logic Logic Logic

Runtime Services and Components

Platform Services and Components l

Operating System ‘

Hinh 1.4: Cac 16p bao mét irng dung web [1]


http://readnews.com.vn/?news=monday.txt
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Tiép theo tirng 16p bao mat ciing phai dam bao ting nhiém vu cu thé:

< Lop bao mat mang dam bao cung cip ha tdng mang an toan cho giao tiép
gifta may chu va may khach. Theo d6, cic thiét bi mang can duogc cai dit va cu
hinh theo chuan, dam béo an toan. Cac thiét bi mang thuong dugc sir dung trong 16p

bao mat mang bao gom:
v’ Switch: b chuyén mach
v’ Router: bd dinh tuyén
v Firewall: tuong lira
v IPS/IDS: hé thng ngin chin/phat hién dot nhap.

% Lop bao mat may chu (Host) c6 nhiém vu dam bao an toan cho cac thanh

phan nén tang trong hé thong. Cu thé, 16p bao méat may chi bao gdm:
v’ Bdo mat h¢ diéu hanh
v/ Bao mat co so dit liéu
v' Bao mat cac ph?m mém, dich vu trong hé théng.

% L&p bao mat ng dung c6 trach nhiém dam bao an toan cho nguoi dung va
dir liéu ctia ngudi dung luu trong hé théng tng dung web. Cac van dé c6 lién quan

dén bao mat ung dung bao gom:
v’ Xac thuc, trao quyén cho nguoi dung
v Quan 1y cdu hinh
v/ Kiém tra dit liéu dau vao
v" Quan ly phién lam viéc
v/ M3 hoa dir liéu
v Quan 1y cac ngoai 1€

v" Ghi va quan ly logs.
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1.2.3.2. Mot sb bién phap bao mat cu thé
1.2.3.2.1. Kiém tra dir liéu dau vao

Kiém tra dir liéu ddu vao 12 mot phan viée bat budc thue hién véi moi loai dir
liéu cung cép tor nguotl dung, dic biét voi cac dit lieu tr mang, hodc cac nguén
khéng tin cdy. Co thé ndi, day la mot trong cac phuong phéap tiép can bao mét hiéu
qua nhét cho cac ung dung web. Voi tng dung web, viéc kiém tra dir liéu dau vao
can duoc thuc hién ca trén may khach va may chu. Viéc chi kiém tra dit liéu dau
vao trén may khach (nhu str dung JavaSript) khong thé dam bao chic chin cac dir
liéu 14 hop 1 khi duoc xr 1y trén may chu do ké tdn cong co thé sir dung cac ky
thuét vo hiéu héa bude kiém tra trén may khach nhu tat J avaSript, hodc tu tao ra cac
form nhép liéu riéng. Cac khau can thyc hién trong kiém tra dir liu dau vao, bao
gom: kiém tra kich thudc, dinh dang va trong mot sd trudng hop kiém tra ca noi
dung va su hop 1y cua dir lidu. C6 thé st dung cac bo loc dit lidu dé loc bo cac dir
liéu sai, dir liéu chira ma tan cong, hodac loc chi chép nhan dir liéu dung. Nhin
chung, nén str dung cac bd loc cta cac hang, hodc cac td chirc 16n, nhu bo loc XSS
cua du an OWASP, hoac Microsoft, do cac b loc nay da duoc kiém thur ky va duoc

cong dong danh gia c6 hiéu qua trong mot thoi gian dai.
1.2.3.2.2. Gidm thiéu cdc giao dién cé thé bj tin cong

Giam thiéu cac giao dién c6 thé bi tin cong 13 mot phuong phap tiép cin bao
mat hiéu qua khac cho cac ung dung web. Nguyén tic chung 1a sir dung cac bién
phap kiém soat truy nhap dé han ché dén t6i thiéu viéc ngudi dung truy nhap truc
tiép cac ung dung, dich vu va h¢ théng, néu khong thuc su can thiét. Ch:fmg han, voi1
céc website, nguoi dung Internet chi dugc cap quyén dé truy nhap céac trang web va
bi cAm truy nhap truc tiép vao hé théng co so dir liéu cua website. Moi nguoi dung,
hodc nhém ngudi ding chi duge cap cic quyén truy nhap “vira du” dé ho c6 thé
thuc hién nhiém vu duoc giao. Ngoai ra, c6 thé sir dung hop 1y cac k¥ thuat ma dé
bao mat cac dir liéu nhay cam ciing nhur dit liéu truyén giita may chu va may khach,

nhu st dung giao thiue HTTPS thay cho HTTP.



24

1.2.3.2.3. Phong vé theo chiéu sdu

Phong vé nhiéu 16p theo chiéu sau (Defense in depth) 13 phuong phap tiép
can bao mat hiéu qua cho tmg dung web ndi riéng va cac hé thdng thdng tin noi
chung, cac 16p bao mat thuong duoc sir dung cho tng dung web bao gdm: 16p bao
mat mang, 16p bao mat may chu va 16p bao mat (g dung. Mdi 16p bao mat co tinh
nang tac dung riéng va hd trg cho nhau trong van dé dam bao an toan t6i da cho tmg

dung web.
1.3. Két luan Chuong 1

Chuong 1 da gigi thiéu tong quan vé kién triic ung dung web, cac yéu bao
mat ddi vai tng dung web, web server. Chuong nay ciing da gidi thiéu cac 15 hong
nam trong TOP 10 OWASP 2017 va mét s6 16 hong tan cong web dién hinh hién
nay nhu 1a SQLi, XSS, Duyét duong dan (Directory traversal), CMDi ciing nhu
cach phong chéng tuong tng dbi véi mdi loai 16 hong cu thé va ddi véi hé thdng

web néi chung.

Trong chwong 2, vé6i noi dung 1a PHAT HIEN TAN CONG WEB DUA
TREN HQC MAY SU DUNG WEB LOG, luan vin s& tiép tuc di tim hiéu vé
WEBLOG, khéi quét va cac dang, dong thoi di sau vao viéc gidi thiéu hoc may va
c4c thuat todn hoc may, dua ra mo hinh phat hién tan cong website va chi tiét cac

khau xu ly di ligu.
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CHUONG 2: PHAT HIEN TAN CONG WEB DUA TREN
HQC MAY SU DUNG WEB LOG

Chuong 2 cua ludgn van sé trinh bay khai quat WEB LOG, cac dang WEB
LOG, hoat déng ciing nhw dinh dang cua ting logi WEB LOG, nhitng hiéu biét co
ban. Tiép theo 1 tim hiéu vé hoc may, mét sé thudt toan hoc may sir dung dé phét
hién céc logi tdn cong web. Phan quan trong trong chuwong 2 chinh la dwa ra mé
hinh phat hién tan cong web dwa trén hoc may bao gom so' do thanh phan ciing nhie

nguyén ly hoat dong.
2.1. Tim hiéu vé Web log
2.1.1. Khai quét vé Web log

Web log hay nhat ky web la tép nhat ky tu dong duoc tao va duy tri boi mot
may chi web. Mdi lan nguoi ding truy cap vao trang Web, bao gom ting ché do
xem tai lisu HTML, hinh anh hoic d6i twong khac déu duoc may chu web ghi lai
[17][20]. Pinh dang mot ban ghi nhat ky web vé co ban 1a mot dong van ban cho
mdi 1an truy cap vao trang web. Tai liéu nay chira théng tin vé nhitng nguoi di truy
cap trang web, noi ho dén va chinh xac nhiing gi ho dang 1am trén trang web bao
gom mot loat cac muc duogc sap xép theo thtr ty thoi gian déo nguoc, thuong duoc

cap nhat thuong xuyén vai théng tin méi vé cac chu dé cy thé.

#Software: Microsoft Internet Information Services X.X

#ersion: X

#0ate: 2010-03-24 07:00:01

#Fields: date time s-sitename s-computername s-ip cs-method cs-uri-stem cs-uri-query s-port c¢

2010-03-24 ©7:00:01 2ZZZC941948879 RUFFLES 222.222.222.222 GET / - 8@ - 220.181.7.113 HTTP/1.1

2010-03-24 07:00:32 Z222C941948879 RUFFLES 222.222.222.222 GET /terminal-blank.gif - 80 - 217.
2010-03-24 ©7:00:32 Z222C941948879 RUFFLES 222.222.222.222 GET /grep-options.gif - 80 - 217.2:
2010-03-24 07:00:32 Z2ZZ(941948879 RUFFLES 222.222.222.222 GET /terminal-cat.gif - 80 - 217.2:
2010-03-24 07:00:32 Z222(941948879 RUFFLES 222.222.222.222 GET /terminal-pwd-cd.qif - 80 - 217
2010-03-24 ©7:00:39 Z222(941948879 RUFFLES 222.222.222.222 GET /robots.txt - 80 - 95.55.207.9¢
2010-03-24 07:00:39 ZZZ2(941948879 RUFFLES 222.222.222.222 GET /rss-short.xml - 80 - 173.45.2:
2010-03-24 07:00:43 ZZ2Z(941948879 RUFFLES 222.222.222.222 GET /2009/08/22- things-you-dont-knc
2010-03-24 07:00:44 2222C941948879 RUFFLES 222.222.222.222 GET /screen.css - 80 - 98.88.35.13:
2010-03-24 07:00:44 2722(941948879 RUFFLES 222.222.222.222 GET /img/rss-header-red.gif - 80 -
2010-03-24 07:00:44 Z222(941948879 RUFFLES 222.222.222.222 GET /img/logo.jpg - 80 - 98.88.35.1
2010-03-24 ©7:00:44 7222C941948879 RUFFLES 222.222.222.222 GET /img/input-emailsend.jpg - 89 -
15 | 2010-03-24 07:00:45 ZZZZ(941948879 RUFFLES 222.222.222.222 GET /images/cm-ebook-banner.gif - &
19 2010-03-24 07:00:45 2272(941948879 RUFFLES 222.222.222.222 GET /img/bg.jpg - 80 - 98.88.35.13:
20 | 2010-03-24 z:oe:as 22220941948879 RUFFLES 222.222.222.222 GET /img/bg-top.jpg - 80 - 98.88.3%
21 | 2010-03-24 7:00:45 Z222(941948879 RUFFLES 222.222.222.222 GET /21things/checkout-login.gif -
2010-03-24 07:00:45 Z222(941948879 RUFFLES 222.222.222.222 GET /img/topnav-contact.jpg - 80
2010-03-24 07:00:45 Z222(941948879 RUFFLES 222.222.222.222 GET /21things/portent-email-sub.gif

2010-03-24 ©7:00:45 ZZZZ(941948879 RUFFLES 222.222.222.222 GET /rss-header.jpg - 80 - 98.88.3¢

Hinh 2.1:Cac ban ghi web log sinh béi may chii web Microsoft IIS [20]
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Cac web server chuan nhu Apache va Microsoft 11S tao thong diép ghi nhat

ky theo mét chuan chung (CLF — common log format). Tép nhat ky CLF chira cac

dong thong diép cho mdi mot goi HTTP request theo dinh dang nhu sau:

YV VWV V V¥V

Host Ident Authuser Date Request Status Bytes
Trong do:
Host: Tén mién day du cua client hoic IP

Ident: Néu chi thi IdentityCheck duoc kich hoat va client chay identd, thi day

la thong tin nhan dang dugc client bao cdo

Authuser: Néu URL yéu cau xac thyc HTTP thi tén nguoi dung 1a gia tri cta

md théng béao nay

Date: Ngdy va gio yéu cau

Request: Dong yéu cau cia client, dugc dit trong dau ngoic kép (“ )
Status: M3 trang thai (gdm ba chir s6)

Bytes: sb bytes trong ddi tuong tra vé cho client, ngoai trir cac HTTP header

Moi yéu cau co thé chtra cac cac dir liéu bo sung nhu duong lién két hodc

chudi ky tu ctia ngudi dung.

Néu ma thong bao khdng c6 gia tri, thi ma thong bao dwoc biéu thi bang mot

dau gach ngang ().

Vi du:

192.168.40.131 - - [08/May/2018:08:43:52 -0400] "GET /dvwa/login.php

HTTP/1.1" 200 1289 "-"

"Mozilla/5.0 (X11; Linux x86_64; rv:31.0) Gecko/20100101 Firefox/31.0

Iceweasel/31.8.0"

2.1.2.

Cac dang web log



27

v" Tép nhat ky truy cap
v' Tép nhat ky d6i tuong
v’ Tép nhat ky 16i

v’ Tép nhat ky gi6i thiu

Bang 2.1: C4c loai dinh dang cua tép nhat ky may cha Web

té;:?]chlgtall(y Hoat ddng Pinh dang TrICht);]L:’:IC:t kien
1. Ghi lai tat ca cac | [Wed Oct 11 | Ngudi dung hé so
y8u cau nguoi dung | 14:32:52 2000] [error] | ca& nhan Cac mau
Nhatky | xu ly boi may chu. | [Client 127.0.0.1] may | thuong xuyén.
Truy cap | 2. Ghi thong tin vé | khach bi tir chdi béi | St dung bing
nguoi dung. may chu thong.
cau hinh:
/export/home/live/ap/ht
docs/test
1.  Trinh  duyét | "Mozilla/4.0 Phién ban dai ly
Nhat ky d6i | nguoi ding (compatible; MSIE | H&  diéu hanh
tuong 2. Phién ban trinh | 4.01; Windows NT)" duogc su dung.
duyét
Danh sach 16i cho | [Wed Oct 11 14:32:52 | C4c loai 10i
ngudi ding yéu cau | 2000] [error]  [client | Tao dia chi 13i IP
Tép nhat ky | duoc thuc hién bai | 127.0.0.1] may khach bi | Ngay va thoi gian
15i may chu. tir chdi boi may cha xay ra Idi.
cau hinh:
lexport/home/live/ap/ht
docs/test
1.Théng tin vé lién "http://www.goo | Trinh duyét da st
Nhat ky gioi | két. gle.com/search?q=keyw | dung Tt khoa.
thiéu 2. Chuyén hudng | ord", "/page.html" Chuyén  hudng
khach truy cap vao noi dung lién két.
trang web.

binh dang tép nhat ky: Co ba loai dinh dang tép nhat ky

Pinh dang tép nhat ky chung:
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DPuoc sir dung bai hau hét cac may chu web. Dinh dang cua tép nhat ky nay
duoc chuan hoa va cé thé duoc phan tich boi chuong trinh phén tich web, dinh dang

mau cua loai nay duoc hién thi sau day:

127.0.0.1  user-identifier  frank [10/Oct/2000:13:55:36 -0700] "GET
/apache_pb.gif

HTTP/1.0" 200 2326
Pinh dang tép nhat ky két hep:

Gidng nhu dinh dang tép nhat ky chung nhung c¢é bo sung thong tin hién tai,

nhitng thong tin nay 1a "phan giGi thiéu, phan ddi twong ngudi ding va cookie prt ™.

Nhiéu nhat ky truy cap:

Hay xem xét su két hop cua hai loai truge

Dinh dang tép (nhat ky chung va nhat ky két hop), trong loai dinh dang tép
nay co thé tao nhiéu thu muc cho Nhat ky truy cap, dinh dang miu cta loai nay nhu
dudi day:

Logformat "%h %l %u %t \"%r\" %>s %b"

common

CustomLog logs/access_log common

CustomLog logs/referer_log "%{Referer}i -> %U"

CustomLog logs/agent_log "%{User-agent}i"

Thong s6 tép nhat ky may chi:

Céc tép nhat ky chira cac tham s khac nhau va c6 thé rat hiru ich di voi
nguoi dung dugc céng nhan thudc tinh duyét, nhiéu thudc tinh cé thé duoc thém
hozc bat tiy thudc vao cau hinh may cha va nguoi dung thoa thuan bao mat, mot sb
cookie va thong tin ca nhan c6 thé duoc sir dung nhung ndi chung c6 cac tham sb

phd bién tim thiy trong céc tap tin nhat ky.
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Duéi day s& minh hoa trong Bang 2.2, danh sach mét sé théng sé hitu ich

cho cac qué trinh phan tich.

Bang 2.2: Mt s6 truwong cia Web log

TT Tén treong Sw miéu ta

DATE Ngay xir ly yéu cau theo dinh dang yyyy-mm-
dd (nam-thang-ngay)

Gio xt ly yéu cau theo dinh dang hh:mm:ss
(gio:phat:giay)
3 CLIENT_IP bia chi IP cua may khach
4 HTTP_METHOD Phuong thirc HTTP may khach guri yéu cau

2 TIME

Pia chi twong dbi cua trang, vi du
5 URI_STEM
products/search.aspx

Chudi truy van cuaa trang (HTTP query string).
6 URI_QUERY Vi du: category 1d=100&

category_desc=Science Fiction Books

M4 trang thai xa ly yéu cau. Vi dy 200 1a ma
7 HTTP_STATUS o . A
xur ly yéu cau thanh cong

S6 luong Byte cua yéu cau (reguest) may chu
8 BYTE_RECEIVED nd yt ,y (red ) y
nhan duogc tir may khach

S6 lwong Byte cua tra 16i (response) may chu
9 BYTE_SENT nd yt ) (resp ) may
gui duoc tur may khach

10 TIME_TAKEN Thoi gian xir Iy yéu cau tinh bang giay

2.2. Khai quéat vé Hoc May va cac thuat toan Hoc May
2.2.1. Khai quét vé hoc may
2.2.1.1. Khai niém

Hoc may (machine learning) Ia mét linh vuc cua tri tué nhan tao lién quan

dén viéc nghién ctu va xay dung céc ki thuat cho phép cac hé théng "hoc™ tu dong


https://vi.wikipedia.org/wiki/Tr%C3%AD_tu%E1%BB%87_nh%C3%A2n_t%E1%BA%A1o

30

tir dir liéu dé giai quyét nhitng vin dé cu thé. Cy thé hon, hoc may 1a mét phuong
phap dé tao ra cac chuong trinh may tinh bang viéc phan tich céc tap di liéu (1a kha
nang cua chwong trinh mdy tinh sir dung kinh nghiém, quan sat, hogac dir liéu trong
qué khit dé cai thién cong viéc ciia minh trong twong lai thay vi chi thiec hién theo
diing cdc quy tdc da dwoc 1dp trinh san). Hoc may c6 lién quan 16n dén théng ké, vi
c4 hai linh vuc déu nghién ctu viéc phan tich dir liéu, nhung khac véi thong ké, hoc
may tap trung vao su phuc tap cua céc giai thuat trong viéc thuc thi tinh toan. Nhiéu
bai toan suy luan duoc xép vao loai bai toan NP-kho, vi thé mot phan cua hoc may
la nghién ctu su phét trién céc giai thuat suy luan xap xi ma co thé xt ly duoc
[31[13].

Qua trinh hoc may don gian duoc hiéu Ia ta cung cap tap di liéu dé cho thuat
toan c6 thé tu hoc ma khéng can phai cai dit cac luat quyét dinh. Dé tir d6 ta sé dua
cac dir lidu kiém thtr vao dé hé thong dua ra cac két qua nhan dinh dwa vao qué trinh
hoc trén tap dir liéu huan luyén (qua trinh hoc théng thudng, mot hé théng hoc may
can c6 kha ning ghi nhé, thich nghi, va dic biét la tong quat hda. Tong quat hoa 1a
kha ning cua hé théng hoc may ra quyét dinh chinh xac trong cac truong hop mai,

chua gap, dua trén kinh nghiém hoc duogc tir dit liéu hoac cac quan sat trude do).

Qua trinh hoc may: co ban
Tap hoc I
(Training set

o II Huén luyén
Tap di¥ liéu S S
(Dataset hé thong

Tap thir nghiém
(Test set

Thir nghiém
hé thong
da hoc

Hinh 2.2: Qua trinh hgc may co ban [14]


https://vi.wikipedia.org/wiki/Khoa_h%E1%BB%8Dc_Th%E1%BB%91ng_k%C3%AA
https://vi.wikipedia.org/wiki/NP-kh%C3%B3
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Qua trinh hoc may: toan dién

| Tap hoc I
" |(Training set

Tép di liéu II
(Dataset

Taptdiwu [imTTTTTITTT 1
(Validation set)i~~ | ___1 Yy .
"""""""" Téi wu héa !

cacthamsé |
. (néuco) }
\r—|| S 1 -------
Tap thir nghiém H
(Test j‘ Thir nghiém
hé théng
da hoc

Hinh 2.3: Qua trinh hoc may toan dién [14]

Hoc may c6 hién nay duoc 4p dung rong rii bao gom may truy tim di
liéu, chan doan y khoa, phat hiénthé tin dung gia, phan tich thi trudng chung
khoan, phan loai cécchudi DNA, nhan dang tiéng noivachit viét, dich tu

dong, choi tro choi va cir dong ro-bét (robot locomotion).
2.2.1.2. Phéan loai k¥ thuat hoc may

Xét theo phuwong thirc hoc, cac thuat toan ML duoc chia 1am bén nhém, bao
gom “Hoc c6 giam sat” (Supervised Learning), “Hoc khong giam sat”
(Unsupervised Learning), “Hoc ban giam sat” (hay hoc két hop - Semi-supervised

Learning) va “Hoc tang cuong” (Reinforcement Learning).

e Hoc c6 giam sat: La phuong phap st dung nhitng dir liéu da duoc gan
nhan tr trude dé suy luan ra quan hé gitra dau vao va dau ra. Cac dir liéu
nay duogc goi la dir liéu huén luyén va ching la cap cac dau vao-dau ra.
Hoc c6 giam sat s& xem xét cac tdp huin luyén nay dé tir 46 co thé dua ra
du doan dau ra cho 1 dau vao méi chua gip bao gio. Vi du du doan gia

nha, phan loai email.

e Hoc khong giam sat: hoc phi gidm sat st dung nhitng dir liéu chua dugc

gan nhén tir trude dé suy ludn. Phuong phap nay thudng duge st dung dé


https://vi.wikipedia.org/wiki/M%C3%A1y_truy_t%C3%ACm_d%E1%BB%AF_li%E1%BB%87u
https://vi.wikipedia.org/wiki/M%C3%A1y_truy_t%C3%ACm_d%E1%BB%AF_li%E1%BB%87u
https://vi.wikipedia.org/wiki/Ch%E1%BA%A9n_%C4%91o%C3%A1n
https://vi.wikipedia.org/w/index.php?title=Th%E1%BA%BB_t%C3%ADn_d%E1%BB%A5ng_gi%E1%BA%A3&action=edit&redlink=1
https://vi.wikipedia.org/wiki/Th%E1%BB%8B_tr%C6%B0%E1%BB%9Dng_ch%E1%BB%A9ng_kho%C3%A1n
https://vi.wikipedia.org/wiki/Th%E1%BB%8B_tr%C6%B0%E1%BB%9Dng_ch%E1%BB%A9ng_kho%C3%A1n
https://vi.wikipedia.org/w/index.php?title=Chu%E1%BB%97i_DNA&action=edit&redlink=1
https://vi.wikipedia.org/wiki/Nh%E1%BA%ADn_d%E1%BA%A1ng_ti%E1%BA%BFng_n%C3%B3i
https://vi.wikipedia.org/wiki/Nh%E1%BA%ADn_d%E1%BA%A1ng_ch%E1%BB%AF_vi%E1%BA%BFt_tay
https://vi.wikipedia.org/wiki/D%E1%BB%8Bch_t%E1%BB%B1_%C4%91%E1%BB%99ng
https://vi.wikipedia.org/wiki/D%E1%BB%8Bch_t%E1%BB%B1_%C4%91%E1%BB%99ng
https://vi.wikipedia.org/wiki/Tr%C3%B2_ch%C6%A1i_chi%E1%BA%BFn_l%C6%B0%E1%BB%A3c
https://vi.wikipedia.org/w/index.php?title=C%E1%BB%AD_%C4%91%E1%BB%99ng_r%C3%B4-b%E1%BB%91t&action=edit&redlink=1
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tim c4u trac cua tap dit lidu. Tuy nhién lai khong c6 phuong phap danh gia
duoc cdu trac tim ra duoc 1a ding hay sai. Vi dy nhu phan cym dir li¢u,

triét xuat thanh phan chinh ctia mot chat nao do.

e Hoc ban giam sat: str dung ca dir liéu d3 gan nhin va chua gan nhin dé
huan luyén, dién hinh 12 mét luong nho dix liu c6 gan nhan cing Véi
lwong 16n dir liéu chua gan nhan. Day 1a phuong phap két hop gitra hoc ¢6

giam sat va hoc khong giam sat.

e Hoc tang cuong: Phuong phap hoc tang cuong tap trung vao viéc lam sao
dé cho 1 tac tir trong méi trudong c6 thé hanh dong sao cho liy duoc phan
thuong nhiéu nhat c6 thé. Khac voi hoc co giam sat né khong co cip dix
liéu gan nhan trude lam dau vao va ciing khong ¢ danh gia cac hanh dong

la dung hay sai.
2.2.2. Mgt sé thugt toan hec may
2.2.2.1. Naive Bayes

Naive Bayes Classification (NBC) [14] 1a mét thuat toan dua trén dinh ly
Bayes vé Iy thuyét x4c suat dé dua ra cac phan doan ciing nhu phan loai dir liéu dya
trén céc dir liéu dugc quan sat va thong ké. Naive Bayes Classification 1a mot trong
nhitng thuat toan dwgc (ng dung rit nhiéu trong cac linh vuc Machine learning
ding dé dua cac du doan chinh xac nhat dya trén mét tap dix liéu da duoc thu thap,
vi nd kha dé hiéu va do chinh xac cao. N6 thudc vao nhom Supervised Machine
Learning Algorithms (thuat toan hoc cé gidm sat), tirc la may hoc tir cac vi du tir cac
mau dit liéu da co.

Pinh luat Bayes duoc phét biéu nhu sau:

Dinh ly Bayes cho phép tinh xac suat xay ra cia mot sy kién ngau nhién A
khi biét sy kién lién quan B da xay ra. Xac suat nay duoc ky hiéu 1a P(A|B), va doc

1a “x4c suat cua A néu c6 B”. Pai luong nay dugc goi X4c suat cé diéu kién hay xac
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suit hau nghiém vi n6 duoc rit ra tir gia tri dwoc cho cua B hoidc phu thudc vao gia

tri do.
Theo dinh Ii Bayes, x4c suat xay ra A khi biét B s& phu thudc vao 3 yéu té:

* XA4c suat xay ra A cua riéng no, khong quan tam dén B. Ki hiéu 1a P(A) va
doc 1a xé&c suat cia A. Diy duoc goi 1a xac suat bién duyn hay xac suit tién
nghiém, no 1a “tién nghiém” theo nghia ring n6é khong quan tim dén bit ky thdng

tin nao vé B.

* X4c suat xay ra B cua riéng no, khong quan tam dén A. Ki hiéu la P(B) va
doc 13 “xac sudt caa B”. Dai luong nay con goi la hang sé chuan hda (normalising

constant), vi né ludn giong nhau, khéng phu thudc vao su kién A dang mubn biét.

* X4c suat xay ra B khi biét A xay ra. Ki hiéu 1a P(B|A) va doc 13 “xac suit
cua B néu c6 A”. Pai luong nay goi 1a kha nang (likelihood) xay ra B khi biét A da
xay ra. Cha y khdng nham 1an gira kha nang xay ra B khi biét A va xac suat xay ra
A khi biét B.

Tom lai dinh ly Bayes sé& giUp ta tinh ra xac suat xay ra caa mot gia thuyét
bang céch thu thap cac bang chang nhat quan hoic khdng nhat quéan véi mét gia
thuyét nao d6. Khi cac bang chung tich liy, mic do tin tudng vao mot gia thuyét
thay d6i. Khi c6 du bing chang, mtc do tin tudng nay thudng tré nén rat cao hoic
rat thap, tic 12 Xac xuat say ra gia thuyét s& thay doi thi cac bang chung lién quan
dén no thay doi.

Cong thirc caa dinh luat Bayes [14] dugc phat biéu nhu sau:

P(H[x)=P(H)*P(x|H)/P(x)

Véi:

e P(H|x) 1a xac suit dé xay ra gia thuyét H v&i dau vao 1a tap dir liéu ngiu

nhién can du doan x.



34

e P(H)Ia xac suit xay ra ctia ban than gia thuyét H ma khong quan tim dén

X.
e P(x|H) 1axé4c suit xay ra x khi biét H xay ra, goi 1 “xac suét cia x néu co
H”.
e P(x)laxac suit xay ra cua riéng tap di liéu du doan x.
Tong quat:
P(H|x1...xn)=P(H)P(x1|H)... P(xn|H)/P(x1)... P(xn)
Piém manh Naive Bayes:

o D@ dang va nhanh chéng dé du doan va phan 16p dir liéu thanh cac nhom

khac nhau.
o Du doan da 16p voi do chinh xéc cao
o Naive Bayes thuc hién tot hon so v6i cac mod hinh khic nhu hoi quy va
can it dir liéu training.
Mét sé han ché:

o Khi tién hanh du doan mot tap dir liéu ma khong hé ¢6 trong bo da duoc

training thi xac suat nay duoc xac dinh 1a 0.

o Viéc bo dit liéu vé cac 16p phan loai khong dong déu s& dan dén du doan
sai. Gia su trong mdt cau co hai tir thudc “khen” va “ché” thi hé théng s¢€
du doan n6 nghiéng han mét hudng néu sd luong tap dir liéu da duogc
train trong hé thong chung ta c6 luong tir tich cuc (khen, tot) vuot troi

hon lugng tir khong tich cuc (phé binh, khong tot) hoic nguoc lai.
Ung dung:

1. Real time Prediction: Téc d6 cua thuat toan phan loai ¢ thé gitip no st

dung trong viéc ra quyét dinh trong thoi gian thuec.
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2. Multi class Prediction: Ban cht thuit toan 1a phan loai va dy doan roi

chia thanh nhiéu 16p.

3. Sentiment Analysis: Naive Bayes dugc sir dung trong phan loai ngoén ngir
tw nhién va cho két qua tdt hon so voi mot sd thuét toan khac. Bén canh do6
con phan loai dugc spam-mail va nhan dinh dugc binh luan tich cuc hay

khong tich cuc trong mang xa hoi.

4. Recommendation System: cac hé thong goi ¥ hoat dong dua trén dy

doan.
2.2.2.2. Cay quyét dinh

Cay quyét dinh (Decision Tree) 1a mot do thi ciia cac quyét dinh va cac hau
qua c6 thé cua né (bao gdm rui ro va hao phi tai nguyén). Cay quyét dinh duoc s
dung dé xay dung mot ké hoach nham dat duoc muc tiéu mong mudn. Céc cay
quyét dinh dugc dung dé hd trg qua trinh ra quyét dinh. Cay quyét dinh 1a mot dang

dac biét cua cau tric cay [3].

Trong linh vuc hoc may, cdy quyét dinh 1a mot kiéu md hinh dy béo
(predictive model), nghia 1a mot anh xa tir cc quan sat vé mot su vat/hién tuong toi
cac két luan vé gia tri muyc tiéu cuaa sy vat/hién tuong. M3i mot nat trong (internal
node) twong ng véi mot bién; duong ndi giira nd véi nit con caa nd thé hién mot
gia tri cu thé cho bién d6. Mdi nut 14 dai dién cho gia tri du doan cta bién muc tiéu,
cho trugc céc gia tri cta cac bién dugc biéu dién boi duong di tir nlt goc téi nat 14
d6. Ky thuat hoc may dung trong cay quyét dinh duoc goi 1a hoc bang cay quyét
dinh, hay chi goi véi céi tén ngan gon la cay quyét dinh. Mé hinh duoc biéu dién

trong hinh 2.3 12 mot vi du dic trung cua thuat toan cay quyét dinh.

Hoc bang cay quyét dinh ciing 1a mot phuong phéap thong dung trong khai
pha dir liéu. Khi d6, cay quyét dinh md ta mot cau trac cay, trong do, cac 14 dai dién
cho céc phan loai con canh dai dién cho cac két hop cua cac thuoc tinh dan tai phan

loai d6. M6t cay quyét dinh cé thé duoc hoc bang cach chia tap hop ngudn thanh
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c4c tap con dua theo mot kiém tra gia tri thudc tinh. Qua trinh nay duogc lap lai mot
cach dé qui cho mdi tap con dan xuat. Qua trinh dé qui hoan thanh khi khdng thé
tiép tuc thuc hién viéc chia tach dugc nita, hay khi mot phan loai don co thé ap

dung cho tirng phan tir cia tap con dan xuat.

Play (Y) or Not (N)

Hinh 2.4: M6 hinh thuit toan ciy quyét dinh [13]
Cay quyét dinh cé 2 logi:

Cay hai quy (Regression tree): wdc lwong cac ham co gia tri 1a sé thuc thay
vi dugc st dung cho cac nhiém vu phan loai (dinh gia, udc luong gia tri cia mot

cin nha can giao béan, khoang thoi gian nam vién caa 1 bénh nhan).

Cay phén logi (Classification tree): dugc dung trong cac bai toan phan loai

két qua (phan biét gigi tinh, két qua tran dau, ...).

Uu diém cua thuat toan cay quyét dinh 1a don gian va pho bién. M@ hinh sinh
ra cac quy tic dé hiéu cho nguoi doc, tao ra bo luat vai méi nhanh 1a mot luat cua
cay. Dit liéu dau vao khdng can chuan hoa, cé thé 1am viéc véi cac dir liéu sé va dix
liéu phan loai va c6 thé 1am viéc véi dir liéu 16n. Ngoai ra con c6 thé xac thuc md

hinh biang cach sir dung céc kiém tra thong ke.

Bén canh uu diém, thuat toan con mot sé nhuoc diém di kém nhu 13 mo hinh

phu thudc rat 16n vao dit liéu ta c6, voi mot su thay doi nho trong b di liéu thi cau
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trdc md hinh cay quyét dinh c6 thé thay déi hoan toan. Ngoai ra cay quyét dinh hay

gap van dé overfitting.
2.2.2.3. Rung ngau nhién

Rung ngau nhién 1a mot thuat toan hoc c6 giam sat. Rung ngau nhién sir
dung cac cdy dé 1am nén tang. Rung ngau nhién 1a mot tap hop cua cac cay quyét
dinh, ma médi cay dugc chon theo mat thuat toan dwa vao ngau nhién. Rung ngau
nhién hoat d6ng bang cach danh gia nhiéu cay quyét dinh ngau nhién, va lay ra két
qua dugc danh gia tot nhat trong sé két qua tra vé. M6 hinh rirng ngau nhién rat hiéu
qua cho cac bai toan phén loai vi n6 huy dong cung luc hang tram mé6 hinh nhé hon
bén trong véi quy luat khac nhau dé dua ra quyét dinh cudi cuing. Mai mé hinh con
c6 thé manh yéu khac nhau, nhung theo nguyén tic “wisdom of the crowd”, ta s& c6
co hoi phan loai chinh x4c hon so véi khi sir dung bat ki mot mo hinh don 1é nao.
Md hinh tiéu biéu co ban cua thuat toan Random Forest duoc biéu didn nhu hinh

Sau.

Decision Decision " . a Decision
Tree T, Tree Ty Tree Tyg

| —]

l

Random Forest

Hinh 2.5: M6 hinh thuit toan rirng ngiu nhién [13]

Uu diém cua thuat toan Random Forest 1a c¢6 thé st dung cho ca bai toan
Classification va Regression, 1am viéc duoc véi dir liéu thiéu gi tri. Khi ring c6
nhiéu cay hon thi mé hinh s& tranh dugc viéc bi overfitting so véi md hinh cay

quyét dinh.
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Nhuoc diém cua giai thuat nay 1a tén nhiéu thoi gian thuc hién do phai duyét

nhiéu cay dé tim duoc két qua tét nhat.
2.3. Phat hién tan cong web dwa trén hoc may sir dung web log
2.3.1. M6 hinh phat hién

M6 hinh phat hién tin céng web co ban dya trén hoc may sir dung web log
trong luan vin nay dwogc trién khai theo 2 giai doan: (1) giai doan huan luyén nhu
biéu dién trén Hinh 2.5 va (2) giai doan phét hién nhu biéu dién trén Hinh 2.6.
Trong dé, cac URI (Uniform Resource Indicator) 1a cac chudi truy nhap dugc boc
tach tir web log. Cac URI binh thuong va URI tin cong dung cho giai doan huan

luyén dugc Iy tir tap dir liéu mau da duoc gan nhan [2].

Cac URI
binh thwong . Dilicu

hudn —»| Tién xir ly —» Fu‘:fn —» M0 hinh
CacURT ¥ luyén tyen phéat hién

tan cong

Hinh 2.6: M6 hinh phat hién tin cong web co ban: Giai doan huin luyén [2]

Web logs

|

Tach URI
truy nhap

!

Tién xit 1y

v

Binh thuong Bi tan cong

M6 hinh
phat hién

Hinh 2.7: M6 hinh phat hién tin cong web co ban: Giai doan phat hién [2][20]
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2.3.2. Cdc giai dogn hudn luyén va phat hién
2.3.2.1. Giai doan huan luyén

Giai doan nay thuc hién xay dung mo hinh phat hi¢n tr dir li¢u huin luyén

va gdm cac budc sau:

- Thu thap tap dir liéu huan luyén: D liéu huan luyén dugc ldy tir tap Http
Params Dataset [19]. B¢ dit liéu nay gdm 31.067 URI payload cua céc truy
van web, kém theo do dai, loai tan céng (norm-binh thuong, sqli-tin cong
SQLi, xss-tan c6ng XSS, cmdi-tin cong chén ma Iénh hé diéu hanh, path-
traversal-tan céng duyét duong dan) va nhan (norm - binh thuong, anom-bat
thuong). Tap dit liéu dugc chia thanh 2 phan: phan dix liéu cho huin luyén
go6m hon 20.000 URI payload, phan con lai dé kiém thir.

- Tién xt ly: Khau nay thuc hién vector hoa cac URI payload sir dung phuong
phap 3-gram va sb hoa sir dung phuong phap TF-IDF (tan suit tir - tin suét
tai liu nghich). Tiép theo sir dung phuong phap PCA (Phan tich thanh phan
chinh) dé giam sé chiéu vector xuéng 256 (lya chon qua thuc nghiém).

- Huén luyén: thuc hién huan luyén dir liéu sau tién xa ly st dung thuat toan
cay quyét dinh CART (hd tro bai thu vién Python) dé sinh mé hinh phat hién.
M6 hinh phét hién duoc luu vao file dé sir dung cho giai doan phéat hién.

- Kiém tha mé hinh phat hién: Sir dung tap di liéu kiém tht trong bo dir lidu
Http Params Dataset [19] dé kiém thtr d6 chinh xéac phat hién.

2.3.2.2. Giai doan phat hién

Giai doan nay thyc hién phén tich cac dong web log nham phat hién cac déu
hiéu tin cong SQLI, XSS, duyét duong dan va chén dong 1énh hé diéu hanh va g@)m

cac budc sau:

- Téch URI truy nhap: tir dong web log, tch lay phan dia chi trang (URI stem)
va truy van (URI query) phuc vu phat hién. Day 1a cac thanh phan tin tac
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thuong str dung dé nhung cac doan ma tin cong vao dia chi URL cua trang
web.
- Tién xtr ly: Khau nay thyc hién vector hoa URI truy nhap sir dung phuong
phap 3-gram, TF-IDF va PCA tuong ty nhu trong giai doan huan luyén.
- Phét hién: vector cua URI truy nhap duoc xac dinh 13 binh thuong hay bi tan
cong boi mé hinh phat hién.
2.4, Két luan Chuong 2

Chuong 2 di gigi thiéu nhitng hiéu biét co ban vé WEB LOG, cac dang
WEB LOG, hoat dong cting nhu dinh dang cua tiung loai WEB LOG. Ngoai ra
chuong 2 ciing gidi thiéu khai quat vé hoc may va dua ra mot s6 thuat toan hoc may
dugc st dung dé phéat hién tin cong web nhu Naive Bayes, Cay quyét dinh
(Decision Tree), Rung ngau nhién. Tuy nhién muc dich cua chuong 2 chu yéu la di
sau vao viéc trinh bay mé hinh phat hién tin cong duoc st dung, cac pha xu Iy

trong md hinh nhu 1a tién xir ly, huan luyén va phéat hién.

Trong chuong 3, ndi dung chi yéu 1a gioi thiéu tap dit liéu dugc sir dung dé
huan luyén cho hoc may, cach xu ly tién dir liéu, cac budc 1am trong pha huan luyén
va phan loai cac dir liéu dau vao. Trinh bay mot s phuong phap dé sir dung huan
luyén va phat hién, cac két qua s& dugc dung dé danh gia mic do hiéu qua khi sir

dung cac phuong phap hoc may khac nhau.
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CHUONG 3: CAI PAT VA THU NGHIEM
Trong chwong 3 cua ludn vin sé di trong tdm vao phan cai dat va thir
nghiém dé dwa ra cdc két qua kha ndng phat hién tan cong web dira trén web log
ciia mé hinh hoc mdy. Chi tiét hon vdo timg phan sé la gidi thiéu vé tip dir liéu
duoc su dung dé huan luyén, cac kich ban hudn luyén va danh gida thudt toan de
da ra két qua chinh xdc. Tir nhitng két qua thu dwoc sé rit ra dwoc nhitng nhuwoc
diém ciia mé hinh hoc mdy sir dung dé cdi thién thém két qud va huéng di trong

twong lai.
3.1. Giei thiéu tap dir liéu
3.1.1. Tdp da liéu mdu

Tap dit liédu mau dung cho tha nghiém danh gid mod hinh phat hién la
HttpParamsDataset [19]. Tap nay gom cac tham sb truy van HTTP v&i 19.304 truy
van binh thudng dugc gan nhan norm va 11.763 truy van bt thuong duoc gan nhan
anom. Bang 3.1 cung cap mét s6 ban ghi mau trong tap dix liéu nay. Theo d6, dir
liéu duoc luu trit trong cac file theo dinh dang CSV va mai file co 4 cot tng voi 4
thudc tinh: payload (tai hay chudi truy vén), length (46 dai payload), attack type
(loai tin cdng, gom norm-binh thuong, sqli, xss, cmdi va path-traversal) va label
(nhan, gdm norm-binh thuong va anom-bat thuang). Céc truy van bat thudng gom 4

loai vé6i s6 luong nhu sau:

10.852 truy van tan cong chén ma SQL duoc gan nhan sqli

532 truy van tan cong XSS duoc gan nhan xss

89 truy van tan cong chén ma lénh hé diéu hanh duoc gan nhan cmdi

290 truy vén tan céng duyét duong dan duoc gan nhan path-traversal.
Tap dit liéu HttpParamsDataset duoc chia thanh 2 phan sir dung cho huan
luyén va kiém thr:

- Tap cho huin luyén gdom 20.712 truy vén, trong d6 c6 7.842 truy van bat
thuong;
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- Tap cho kiém thir gdm 10.355 truy vén, trong dé c6 3.921 truy van bt
thuong.
Bing 3.1: Mét sé ban ghi cua tap dir liéu HttpParamsDataset [19]

attack
payload (tai) length label
type
castellanos de zapardiel 24 norm norm
-3136%") or 3400=6002 21 sqli anom
1) as gfzb where 7904=7904;begin )
60 sqli anom
dbms_lock.sleep(5); end--
1)) and
4386=utl_inaddr.get_host_address(chr(113)||chr(113)||c
hr(112)||chr(106)||chr(113)||(select (case when
(L12)]jchr(106)chr(113)](select ( 27 | sqli | anom
(4386=4386) then 1 else 0 end) from
dual)||chr(113)||chr(122)||chr(118)||chr(122)||chr(113))
and (("smnw" like "smnw
-2604)) as sekb where 6897=6897 or 1000=7683 44 sqli anom
1";begin dbms_lock.sleep(5); end and ('jzIr'='jzlr 51 sqli anom
1%")));create or replace function sleep(int) returns int as
'/lib/libc.so.6','sleep’ language 'c’ strict; select sleep(5) 134 sqli anom
and ((("%"="
-1638' or 2724 in
((char(113)+char(113)+char(112)+char(106)+char(113)
+(select (case when (2724=2724) then char(49) else )
203 sqli anom
char(48)
end))+char(113)+char(122)+char(118)+char(122)+char(
113))) and 'xkne'="xkne
1%";call
regexp_substring(repeat(left(crypt_key(char(65)||char(6 104 sqli anom
9)||char(83),null),0),500000000),null)--
tweddle 7 norm norm
sirevici 8 norm norm
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3.1.2. D ligu web log thuc

Dir liéu web log thuc 1a dix liéu thu thap thuc té tir cAc may chu web. Luan
van st dung mot phan dit liéu web log thu thap boi dé tai khoa hoc cdng nghé cap
nha nuéc, ma sé KC.01.05/16-20 [20] thuc hién tai Hoc vién Cong nghé Buu chinh
Vién thong. Web log dugc thu thap va chuan hoéa theo dinh dang W3C Extended
phuc vu cho phan tich, xu ly. Bang 3.2 md ta mot s truong cua web log thuc [20],
trong d6 luan van st dung thong tin tir truong URI QUERY dé phan tich phét hién

tan céng web.

Bang 3.2: Mét sé trudng cia web log thuc [20]

Tén troeong M0 ta

Ngay xir Iy yéu cau theo dinh dang yyyy-mm-dd (nam-

DATE thang-ngay).
TIME Gio xur ly yéu cau theo dinh dang hh:mm:ss (gio:phut:giay)
CLIENT_IP bia chi IP cua may khach.

HTTP METHOD Phuong thuc HTTP may khach giri yéu cau.

URI STEM Dia chi twong dbi cta trang, vi du /products/search.aspx.

Chudi truy van cua trang (HTTP query string). Vi du:

URI_QUERY category_id=100& category_desc=Science Fiction Books.

M4 trang thai xur ly yéu cau. Vi du ma 200 1a xir Iy yéu cau

HTTP_STATUS thanh cong.

S6 luong byte cua yéu cau (Request) may chi nhan duoc tir

BYTE_RECEIVED may khach.

S6 lugng byte cua tra loi (Response) may chu giri duoc tir

BYTE_SENT may khach.

TIME TAKEN Thoi gian xir ly yéu cau tinh bang giay.
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3.2. Tién xi ly dir liéu
Khau tién xtr ly dir liéu nham trich chon va sé hoa cac dic trung cho moi

truy van HTTP dugc thuc hién theo cic bude dugc md ta trong phan gisi thiéu mo
hinh phéat hién & Chuong 2.

Do ta st dung mot bo 3-gram chuin duoc xady dung tur viéc léy tat ca cac
phan tir 3-gram khac nhau trong qué trinh phan tach 3-gram cua cc ban ghi cta tap
huén luyén gém 20.712 truy van, chinh vi viy d6 dai ctia bd 3-gram chuan nay rat
16n c6 thé 18n t6i vai chuc nghin phﬁn ttr. Néu thuc hién luu trit, 4nh xa céac phén tr
trén tap chuan nay thi s& gap kho khin trong qua trinh ca vé luu trit va toe do xir Iy
tinh toan. Vi vdy, dé qua trinh huan luyén dugc dién ra nhanh hon ma khong mat di
tinh chinh xéac thi mé hinh s& st dung mot phuong phap dé giam chiéu dit liéu bo 3-

gram chuan d6 13 Principal Component Analysis (PCA).

Phuong phap PCA nay dya trén quan sat rang dit liéu thuong khong phan b
ngau nhién trong khong gian ma thudng phan bd gan cac duong/mit dac biét nao
d6. PCA s€ dua vao danh sach tap dir liéu 3-gram da phan tach ban dau, sau d6 dua
vao cach phan bd dit liéu cua tap dir ligu 3-gram, PCA s¢€ lva chon ra k phén tir co
tam quan trong trong viéc quyét dinh phan loai, va bé qua nhitng phan tir it quan
trong, khong anh hudng trong viéc quyét dinh phan loai két qua request. Két qua

cua khau tién xu ly 12 vector véi 256 chiéu dai dién cho mdi truy van URI.
3.3. Huén luyén va kiém thir md hinh phat hién

Tap dix liéu huan luyén sau tién xir Iy duoc sir dung dé huan luyén sir dung
thuat toan cay quyét dinh dé sinh mé hinh phan loai (cu thé 1a thuat todn cay quyét
dinh CART duoc hd tro trong thur vién sk-learn cua Python). M6 hinh dugc luu vao
file cho khau kiém thu. Trong khau kiém tht, tap dir liéu kiém thir sau tién xir ly

duoc sir dung dé danh gia d6 chinh xac phan loai.
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Do do duoc sir dung 1a do chinh xac dugc tinh bang sé truy van phan loai
dung chia cho tong sé truy van thuoc mdi loai. o do dugc tinh cho truy van binh
thuong, 4 loai bt thuong va trung binh.

3.4. Thir nghiém, két qua va nhan xét
3.4.1. Lwa chon cong cu tha# nghiém
Viéc cai dat va phat trién céc chuc nang cia mo dun dugc thuc hién s dung
cac nén tang va cong cu sau:
« He¢ diéu hanh Ubuntu 16.04, 64 bit
¢ Ngon ngir 1ap trinh Python 3.5 va céc thu vién kém theo
3.4.2. Két qud thiz nghiém
Céc thu nghiém dugc thuc hién voi mo dun phat hién tan cong SQLi,
XSS, duyét duong dan, CMDi bao gom:
% Thir nghiém d6 chinh xac phat hién véi tap dir lidu kiém thir, két qua cho
nhu trén Bang 3.2
¢ Thir nghiém phat hién trén dir liéu web log thuc, két qua cho nhu trén
Bang 3.3

Bang 3.2: Két qua kiém thir md hinh phat hién tAn cong web co ban sir dung tap dir
lieu kiém thir [19]

$ python3 payload training.py

Overall detection rate = 98.56
Normal correct: 6344 / 6434 = 98.6
SQL1 correct: 3593 / 3617 = 99.34
XSS correct: 152 / 177 = 85.88

CMD1 correct: 22 / 38 = 73.33

Path travel correct: 95 / 97 = 97.94
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Bang 3.3: Mot s6 két qua chi tiét phat hién tan cong web sir dung web log thuc

Loai tAn cong phat hién

Chudi tin cong sir dung

Tan cong SQLi

fpw=(select%20convert(int%2cCHAR(65)))

Tan cong XSS

type=vh01i%27%3e%3cscript%3ealert%281%29%3
c%2fscript%3eo0qg5g

Duyét duong dan

type=../.1..1.1..1..1..]..]..]..]..[etc/passwd %00

Tan cong CMDi

fow=WEB-INF/web.xmI%3f

3.4.3. Nhgn xét

Tu két qua thir nghiém mo hinh phat hién, c6 thé rt ra mot s6 nhan xét sau:

v" M0 hinh phét hién tan céng web co ban dat do chinh xac phat hién trung

binh kha cao, dat 98.51%. Hau hét cac dang tin cong va trang thai binh

thuong déu co do chinh xéac phét hién cao, riéng d6 chinh xac phat hién tan

cong CMDi chi dat 66.67% do luong dit lidu huan luyén cho dang tan cong

nay kha it. Trén thyuc té, tan céng CMDi it gap trén dich vu web hon cac
dang SQLi, XSS va duyét duong dan.

v' Két qua phat hién thu trén web log thuc cho thdy mé hinh phat hién khé

chinh xac ting loai tan cong. M6 hinh cd kha ning phat hién 4 dang tan cong

web co ban bao gom SQL.i va XSS, tin cong duyét duong din va CMDi.

3.5. Két luan chwong 3

Trong chuong 3 cta luan van da mo ta chi tieét dir liéu dugce str dung cho mo

hinh phét hién tin cong web sir dung hoc may, mé ta chi tiét cac phuong phap huan

luyén va phat hién, théng ké chi tiét cac két qua dat dugce bang nhiéu kich ban thir

nghi¢m khac nhau tir @6 rat ra dugc nhitng nhan xét uu diém va nhiing han ché cua

phuong phap hoc may str dung.
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KET LUAN
Két qua dat dwoc:
Tt ndi dung cua 3 chuong, luan van da dat dugc nhiing két qua sau:

Trinh bay khai quat vé irng dung web, cac yéu cau bao mat doéi véi ung
dung web, web server, cac loai tan cong web cling nhu dac diém cach khai
thac cua loai tan cong web pho bién va cac bién phap bao mat, cach phong

chdng.

Trinh bay cac phuong phap phat hién tin cong web str dung hoc may, cac
thuat toan hoc may duoc 4p dung cho bai toan phat hién tan cong web.
Pua ra mo6 hinh phat hién tin cong web va nguyén 1y hoat dong ciia md
hinh phat hién tin céng. Trinh bay qua trinh xir 1y dit liéu, dua dir liéu vao
huan luyén va phat hién kiém tra.

Thir nghiém md hinh phat hién tan cong web co ban dua trén hoc may véi
céc kich ban cu thé.

Huwdng phat trién trong twong lai

Do han ché vé thoi gian va kha nang, ludn van maéi chi thtr nghiém mé
hinh trén 1 thuat toan hoc mdy la Cdy quyét dinh. Trong tuong lai s& st
dung cac thuat toan khac trong qua trinh hudn luyén va phat hién, nhu
Naive Bayes, Ring ngau nhién va SVM, tir d6 tim ra thuét toan t6i uu.
Cép nhat thém dir liéu dé phat hién dugc céc loai tan cong maoi hién nay

cling nhu cép nhat dugc cach thirc tan cong mai trén céac 16 hong cil.
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