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MO DAU

Trong nhiing nim gan day, cong nghé théng tin va truyén thong cd vai tro 16n dbi
v6i su phat trién cua mdi qudc gia, mdi doanh nghiép. Ung dung CNTT&TT ciing co tac
dong khong nho dén doi sdng kinh té, xd hoi cua dai bo phan ngudi dan trén thé gidi.
CNTT&TT ciing gbp phan quan trong trong van dé an ninh va phat trién bén vitng ctia mdi
quéc gia. Do vay, tmg dung CNTT&TT tré thanh mot phan khong thé thiéu trong chién luoc
phat trién cia cac doanh nghiép va cac qudc gia trén thé gidi.

Véi téc do phat trién va ung dung cia CNTT&TT ngay cang nhanh nhu hién nay,
hang ngay c¢6 mot luong 16n thong tin dugc luu trit, truyén tai thong qua céac trang thong tin
dién tir (TTDT) ciing kéo theo nhiéu rai ro vé su mat an toan thong tin. Thiét hai do mat an
ninh an toan trén cac trang TTPT d4 ting rat nhanh va s& anh huong nghiém trong dén su
phat trién kinh té- xa hoi, néu cong tac dam bao an ninh an toan khong dugc trién khai dung
mirc. Boi cac k¥ thuat cua toi pham mang ngay cang cao va tinh vi hon, s luong diém yéu
an ninh ngdy cang tang, sd vu xdm pham an toan mang ngay cang nhiéu.

Trudce nhitng nguy co tdn cong mang ngay cang gia ting vao cac trang TTDT, viéc
bao dam an toan cho trang TTDT 1a hét sirc can thiét. Mot nguy co ¢6 thé xay ra 1 ndi dung
thong tin trén trang c6 thé bi tin tic tdn cong, gia mao bang cach thay doi thong tin. Vi du
gia mao két qua trén trang tin két qua x0 s6 c6 thé gy ra nhitng tac hai rat 16n.

Do viy, viéc nghién ctru phuong phap phat hién thay doi ndi dung trang thong tin
dién tir, cu thé 1a cho mot trang TTDT vé két qua x0 s6 14 hét stre can thiét. Do cling 1a 1y
do hoc vién xin chon dé tai: “Nghién ciru phwong phap phat hién thay doi ndi dung bang
két qua ciia trang tin x4 s6 kién thiét” lam dé tai cho luan vin nghién ciru ctia minh.

Luan vin bao gdm 3 chwong, bd cuc cac chuong va cac muc di kém nhu sau:

Chwong 1: Tong quan vé van dé nghién ciru

Khai ni€m an toan thong tin nham muc dich chinh bao vé cac khia canh tinh bi mat,
toan ven va san sang cua thong tin. Trong d6 tinh toan ven chinh 1a khia canh ma luan vin
nay mudn nghién ctru, dé xac dinh cac nguy co thay doi, gia mao ndi dung trang TTDT.

Chuwong 2: Nghién ctru phwong phap kiém tra phat hién thay déi ndi dung trang
tin x0 s6

bam bdo tinh toan ven cia thong tin, tirc 1a thong tin chi dugc phép x06a hodc stra doi
boi nhitng dbi trong duoc phép va phai dam bao ring théng tin van con chinh xac khi duoc
Iwru trit hay truyén di. Vi du truong hop tinh toan ven ciia thong tin bi pha vd: thay doi két
qua x6 sd trén trang x0 sb kién thiét tir mot dbi twong khong duoc phép din dén nhiéu hé
luy. Chuong nay trinh bay cu thé vé kién trtc, co ché hoat dong cuia trang TTPT cung véi

mo hinh téng quat cho phuong phap kiém tra phat hién gia mao ndi dung trang tin. Bang
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cach trinh bay cu thé phuong phap thu thap thong tin, chon loc ndi dung thong tin can kiém
tra d6i v6i trang TTDT, phan tich cic cong cu thu thap thong tin s& dua ra phuong phap
kiém tra phat hién gia mao noi dung trang két qua x6 sb.

Chuong 3: Cai dat va thir nghiém

Chuong nay nham hién thuyc hoa cac két qua da nghién ctru, sé tién hanh trién khai
thir nghiém thu thap ndi dung thong tin, ghi thong tin, kiém tra phat hién thay ddi noi dung

trang tin két qua x06 so.
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CHUONG 1.TONG QUAN VE VAN PE NGHIEN CU'U.

Khdi niém an toan thong tin nham muc dich chinh béao vé cdc khia canh tinh bi mdt,
todn ven va san sang cua thong tin. Trong do tinh toan ven chinh la khia canh ma ludn van
nay muén nghién ciru, dé xdc dinh cdc nguy co thay doi, gia mao néi dung trang TTPT.

1.1. VAn d@é an toan thong tin: cAn néu cac méi nguy co, tic ddng dén trang
thong tin dién tir noi chung

Cac nguy co de doa an toan thong tin:

- An toan thong tin dugc danh gia bang hai chi sd: xac suit ngin chin cac nguy co va
tho1 gian ddm bao mirc @0 an toan xac dinh.

- Vi thong tin dugc chua trong cac tham sb thong tin ctia vat mang, nén dé dam bao an
toan thong tin, cac tham sd nay phai giit dugc gia tri ciia né trong khoang thoi gian
nhét dinh.

- Thong tin thudng bi de doa iy cap, thay d6i hay bi x6a mot cach vo tinh hay ¢ .

- Pé bao vé thong tin c6 hiéu qua, can wdc lugng gia tri cia nguy co de doa an toan
thong tin. Gia tri cia mot nguy co cu thé dbi voi thanh phan thong tin xem xét dau
tién trong moi trudng hop c6 thé bicu thi dudi dang tich ciia cac thiét hai tiém an do
thuc trang nguy co vé yéu t6 thong tin dau tién vdi xac sudt thuc té thé hién no.

- Viéc nhan gia tri dinh lugng twong dbi chinh xac va khach quan cua cac thanh phan
1a phuc tap.

Tt nhitng phan tich trén day c6 thé thay rang, viéc danh gia mot cach dy du cac
nguy co vé an toan thong tin doi voi ngudn tai nguyén thong tin ctia mdi co quan, to chic
1a budc di can thiét dé co thé xay dung cac chinh sach, giai phap bao vé thong tin mot cach
htru hiéu

1.2.  Van dé biao dam an toan trang TTPT néi chung

Trong cong/trang TTDT thuong cé cac thanh phan cho nguoi diung nhap dir lidu vao
nhu muc dang nhdp, tim kiém, binh luan, lién két dén bai viét, v.v. Ngoai viéc gitp cho
nguoi dung dé dang twong tic véi cong/trang TTPT, cac muc nay néu khong duogc kiém
soat chat ché s€ tré thanh mot nguy co 16n dé tin tic thuc hién cac cudc tan cong. Bdi vay,
truéc khi dwa cong/trang TTDT vao hoat dong chinh thirc can sir dung cac cong cu phan
mém dé tim va kiém tra tt ca cac 16 hong c6 thé bi ké xau khai thac. Tir d6 tim cach khac
phuc nhitng 16 hong trén cong/trang TTDT cua minh dé dam bao an ninh an toan.

Ngoai ra c¢6 thé st dung biéu thirc chinh quy ap dung cho tit ca cac ngdn ngit 1ap
trinh dé thyc hién cac cong viéc nay.

Sau khi d4 xac dinh duoc céc 13i trén cong/trang TTDT clia minh, ciing cin phén loai

dé dua ra nhirng giai phap phong chéng thich hop. Viéc phan loai cac 18i va cac kiéu tin
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cong thanh cac nhom khéac nhau sé& gitip ngudi quén tri dé dang xéac dinh cac nguy co ciing

nhu bién phap ddi phé. Sau ddy 1a mot s 18i phd bién trén cac cong/trang TTDT noi riéng

va tng dung web noi chung, co thé bj khai thac dé tin cong.

1.3.

Tan cong Deface 13 tan cong thay d6i ndi dung, hacker s& thong qua mot diém yéu

Céc 16i Injection
Céc 156i Cross-Site-Scripting (XSS)
Céc 16i quan ly xac thuc va quan ly phién lam viéc
Cac 13i dbi turong tham chiéu khdng an toan
Céc 15i cau hinh thiéu an toan
Céc 13i luu trix dix liéu thiéu an toan.
Céc 15i Cross Site Request Forgery (CSRF)
Cac 15i do rng dung sir dung nhitng thanh phan chira 16i bao mat.
Cac 15i trong viéc kiém soat quyén truy cap
Mot s6 hinh thirc tin cong nham vao SSO.
Nguy co thay déi, gia mao ni dung trang TTDT néi chung.

nao do6 dé thay doi noi dung trang TTPT ciia nan nhan.

C6 rat nhiéu nguyén nhan trang TTPT bi Deface, chii yéu 1a do trang TTDT ton tai

nhi¢u di€m y€u bao mat nghiém trong ma hacker c6 thé upload file Ién server hodc c6 quyén

dang nhap vao trang quan tri trang TTDT (Vi du : SQL Injection). Tham chi néu trang TTDT

trén hosting an toan thudc server bi tin cong thi ciing s& bj tin cong Deface ludn (Local
Attack).

Céc truong hop trang TTDT bi tan cong Deface: 16i SQL injection, 18i XSS (Cross

Site Scripting), 16 hong Remote File Include, 16 hong Local file inclusion, khong cap nhat

phién ban, mat khau quan tri yéu

C @ tansonnhatairportyn

Hacked

Hinh1.1: Man hinh mgt trang TTDT bi tin cong


https://www.digistar.vn/web-hosting/
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1.4. Céc md hinh, phwong phap, k§ thuat lién quan dén thu thap thong tin,
trich chon dir ligu.
Hién nay c6 2 phuong phap chinh dung dé thu thap dit liéu: API va Trang (Sites).
1.4.1. Web Crawler
Mot Web Crawler 1a mdt chuong trinh may tinh cé thé “duyét web“ mot cach ty dong
va theo mdt phuong thirc nao dé dugc xac dinh trudc. Vi la mdt chuong trinh nén qua trinh
“ duyét web* ctia cac web crawler khong hoan toan giéng v6i qua trinh duyét web cua con
nguoi (Web crawler phai sir dung cac phuong thitc dua trén HTTP truc tiép chir khong thong

qua web browser nhu con nguoi).
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Hinh 1.2. So' d6 hoat dong ciia mdt web crawler don giin.

V& ban chat, web crawling chinh 13 qua trinh duyét dé quy mét dd thi ciy ¢ cac node
la cac web page. Tuy thudc vao chién luoc cua crawler, cic node c6 thé duogc duyét theo
chiéu siu hoac duyét theo chiéu rong. Trong thuc té, qua trinh crawling web s€ phai ddi dién
v6i rat nhidu van dé kho khin nhu: kich thuée khong 16 cua word wide web, céc trang web
HTML duoc viét khong chuin, han ché ghé thim mot URL da duoc ghé tham trude do, cac
trang web dong, ndi dung cac trang web dugc cap nhat thuong xuyén,...

1.4.2. Web Scraper

Web Scraper 13 mot thuat ngir dé chi cic phan mém co6 kha ning boc tach va trich
xuét thong tin chira trén cac web page mot cach tu dong. Cong viée nay duoc goi 1a web
scraping, web harvesting hodc web data extraction. Cac web scraper khac véi web crawler
& chd, trong khi web crawler tap trung vao viéc duyét cac trang web théng qua cac lién két
hyperlink, thi web scraper lai tdp trung vao viéc chuyén ddi ndi dung c6 cu tric, sau do
boc tach, trich xut phan thong tin mong mudn va luu trit lai vao cac co so dir liéu hodc
spreadsheet.

Mot sb k thuat duge str dung trong web scraping c6 thé ké ra nhu: so tring, lap trinh
HTTP, phan tich cdu trac DOM.
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Mot s6 ung dung quan trong cua Web Scraping: E-commerce Websites (Website
thurong mai dién tir), content Aggregators (Bo tong hop ndi dung), Marketing and Sales
Campaigns (Chién dich tiép thi va ban hang), search Engine Optimization- SEO (Téi uu
hoa cong cu tim kiém), Data for Machine Learning Project (Dit liéu cho cac du 4n may hoc).

1.4.3. Phan biét Web Crawling va Web Scraping

Web Crawling la qué trinh thu thap thong tin tir cac Website trén mang Internet theo
cac duong links cho trude. Cac Web Crawler s& truy cdp céc links nay dé download toan bo
ndi dung cia trang web ciing nhu tim kiém thém cac dudng links bén trong dé tiép tuc truy
cap va download noi dung tir cac dudng links nay. Dit liéu sau khi duogc tai vé s& duoc danh
chi s6 (indexing) réi luu vao co s dir lidu.

Web Scraping ciing thuc hién viéc tim kiém va thu thap thong tin nhung khac véi
Web Crawling, Web Scraping khong thu thap toan bo thong tin cua mot trang web ma chi
thu thap nhitng thong tin can thiét, phu hop v6i muc dich ctia nguoi dung. Trong Web
Scraping chiing ta ciing phan nao str dung WebCrawler dé thu thap dit liéu, két hop véi Data
Extraction (trich xuat dir liéu) dé tap trung vao cac ndi dung can thiét.

Vi du nhu d6i véi trang amazon.com, Web Crawling s€ thu thap toan bd noi dung
clia trang web nay (tén cac san pham, thong tin chi tiét, bang gia, huéng dan st dung, céc
reviews va comments vé san pham,...). Tuy nhién Web Scraping c6 thé chi thu thap thong
tin vé gia clia cac san pham dé tién hanh so sanh gia nay véi cac trang ban hang online khac.

1.5. M@t so thuat toan kiém tra phat hién thay déi noi dung trang TTPT

1.5.1. Ham bam

1.5.1.1. Giéi thi¢u ham bam

Ham bam (hash function) 1a giai thuat voi dau vao 1a nhitng khéi dir liéu va két qua
dau ra 13 cac gid tri bam twong Gmg v6i mdi gia tri ddu vao. O day gid tri bim c6 thé duoc
coi nhu mot khoa dé phéan biét cac dir liéu véi nhau, tuy van con hién tuong trung khoa hay
con goi 1a dung d6 nhung diéu nay van duoc chip nhan va moi ngudi van dang tim cach dé
cai thién giai thuat nham giam thiéu su dung d6 d6. Dé giam chi phi tinh toan khi tim mot
khéi dir liéu trong mét tip hop, ngudi ta sit dung bang bam.

1.5.1.2. Tinh mot chiéu cta ham bim

Ham bam duoc xem 13 ham mét chiéu khi cho trude gia tri bam, kho co thé tai tao
lai thong diép ban dau, hay con goi 1 “tién anh” (“pre-image”). That vay, voi bai toan tim
“tién anh” twong Umg v4i mot gia tri bam, trong truong hop 1y tudng, can phai thyc hién
ham bam cho khoang 2" thong diép.

Céch tan cong nham tao ra mot thong diép khac véi thong diép ban dau nhung c6 cling

gia tri bam goi 1a tAn cong “tién anh thir hai” (second pre-image attack).
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Ham bam mat ma phai c6 kha nang chong lai cac loai tan cong mat ma, to1 thiéu phai

dam bao co 3 tinh chat sau:
+ Khang tién anh (Pre-image resistance).

+ Khang tién anh thir hai (Second pre-image resistance).
+ Khang xung dot (Collision resistance).
1.5.1.3.

Cau trac ham bam

CAac ham bam hau hét déu c6 chung ciu trac giai thut nhu sau:
+ Cho dit liéu dau vao M c6 do dai bat ky. Co6 thé thém vao M mét s bit dé nhin
duoc dit liéu c6 d6 dai 1a boi ciia hang sé cho trudc. Chia nhé thong diép thanh ting khoi
c6 kich thude bang nhau: M1, Ma, ...Ms
+ Goi H la trang thai c6 kich thudce n bit,
+ Goi f 12 ham dung dé tron khéi dit lidu véi trang thai hién hanh

» - Khoi tao, gan Ho béng mot vector khoi tao nao do
» -Hi= f(Hix Mi) véii=12 3, ...8
+ Hs chinh 1a thong diép rit gon cua thong diép M ban dau

Original message Padding/length
n bits n bits n bits

Ml M2 .ee M!

A 4 Y Y
m bits H, H, H, m bits

H, > f > f — see —> f > H,
Message

digest

Compression

function

Compression

function
Hinh 1.3 So d6 Merkel-Damgard
1.5.2. Thudt todn déi sanh chudi

Compression

function

D61 sanh chudi 1a viéc so sdnh mdt hodc vai chuoi (thuong duge goi 1a mau hodc

pattern) vi toan bo vin ban dé tim ra noi va sé 1an xuét hién cua chudi d6 trong vin ban.
1.5.3. Ddu van tay tai ligu (Document Fingerprint)
Trong khoa hoc may tinh, ddu van tay nhan dang duy nhét dir liéu gdc cho tit ca cac

muc dich thuc tién giéng nhu 13 viéc nhin dang duy nhit ddu van tay ngudi trong thuc té.

Dau van cua tai li€u 1a tap hop cdc ma duogc sinh ra tu cac khoa ndi dung cua tai li¢u do.

Mo6i ma do dugc goi la mot gia tri bam.
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1.5.4. Thugdt todn Rabin Fingerprint

wWwindow size = B
AlklLl7lslzlF / c Hash Values
—dee b i - (illustration only)
, AR N
A|lK|L|7|8|#|F|; » Oxffes89s

y |1
K|L|7|8|#|[F|; |/ - Ox7fcdl2
v |
L|7|8|#|F|,;]|/ —» Ox831765
,
7|8 |# |F|; |/ ; |———p Oxaeffee
Y
g8 |#|F|;|/|.|,|C|—» G©xbsbhadd

Hinh 1.4 Mo ta thuét toan Rabin Fingerprint
1.5.5. Thudt toan Rabin Fingerprint cdi tién
Thuat toan Rabin Fingerprint cai tién ap dung xay dung hé thong giam sat website
nham phét hién kip thoi cac cudc tan cong dé dam bao tinh toan ven cia trang web dong

thoi tao ra thong diép canh bao co y nghia khi trang web da bi tin cong.

1.5.6. Thugdt toan tim sw khac nhau cua hai van bdan "'An O(ND) Difference
Algorithm"*

C6t 16i cuia thuat toan duoc xdy dung bang hai phuong phap:

LCS (Longest common subsequence).

SMS (Shortest Middle Snake).

1.5.7. Thudt toan tim s& khac nhau c#a hai hinh dnh

Viéc tim sy khac nhau ctia hai hinh anh co ban 1a sy so sanh truc tiép cac diém anh
cua hai anh.

+ Cai tién:

Viéc lay thong s cac diém anh trong C# thuong sir dung 2 phuong thirc set va get,
tuy nhién khi ban goi 2 phuong thirc nay hé thong s& Lock anh lai dén khi két thic phuong
thirc vira goi tu dong s€ UnLock anh d6 cho viét truy cap lan sau. Chinh viéc Lock roi
Unlock lién tuc da lam da lam cho viéc xtr Iy anh cham, nhat 12 vé6i anh c6 kich thude 16n.

Vi vay thuét toan co thé cai tién bang cach sir dung k¥ thuat LockBits, luu céc thong

tin cua anh vao mang dé xu ly.



1.6. Két luan chwong

Trong chuong 1 ludn vin néu khai niém tin cong thay dbi noi dung, nguyén nhan va
cach khac phuc cing véi mot s thuat toan phat hién sy thay d6i do.

Viéc bi hacker tan cong 1 diéu khong thé tranh khoi vi ngay ca nhitng 6ng 16n nhu
Google 1an Facebook ciing da tirng phai chao dao vi “nhitng vi khach khong moi ma dén”
nay. Tuy nhién v&i nhiing kién thirc trén, ching ta c6 thé han ché duoc téi 99% cac cudc
xam lang ngoai y mudn d6. Suy cho cung thi tin cong giao dién Deface ciing khong qua ghé

gom.
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CHUONG 2.NGHIEN CUU PHUONG PHAP KIEM TRA PHAT
HIEN THAY POI NOI DUNG TRANG TIN XO SO

Dam bao tinh toan ven cua thong tin, tuc la thong tin chi duwoc phép xoa hodc sua
doi boi nhitng doi twong dwoc phép va phdi dam bdo rdng théng tin van con chinh xdc khi
dwoc hew triv hay truyén di. Vi du truong hop tinh todn ven ciia théng tin bi phd vé: thay doi
két quad x6 sé trén trang xo so kién thiét tir mot doi twong khéng dwoc phép dan dén nhiéu
hé luy. Chirong nay trinh bay cu thé vé kién tric, co ché hoat déng ciia trang TTPT cing
v6i mé hinh tong quat cho phwong phdp kiém tra phat hién gid mao néi dung trang tin.
Bang cdch trinh bay cu thé phwong phdp thu thdp théng tin, chon loc ngi dung théng tin
can kiém tra d6i véi trang TTPT, phan tich cdc cong cu thu thdp thong tin sé dwa ra phirong
phdp kiém tra phat hién gia mao ndi dung trang két qua x6 so.

2.1. Khai quat vé kién tric chung, co ché hoat ddng ciia cac trang TTPT.

(" Web browsers PDA bpowser WAP browser
oo | @ &) &
. 5
4 B
Presentation Services
Port Personalization Search & Collaboration Applicalions =
Server Categorize Workflow
interaration Public & Portlets/ Sercurity &
9 Subscribe Channels SSO
Portal Infrastructure
| U T
-
R r
GEoUrces Portal Structured & Intergated
Database Unstructured Data Database

(S

Hinh 2.1 Mb hinh kién tric Portal
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2.2. M0 hinh tong quat cho phwong phap kiém tra phat hién thay doi noi
dung bang két qua caa trang tin x6 sé.

% Hé thé
? , Or}g Web server
giam sat :

Neauoi su dung 1

|

| |

I |

) | |
bia chi URL L Pi L
. ing

Két qua Ping

Ping thanh

ong
Request u cong

Response

j Anh chup, HTML | |e

Hinh 2.2 Biéu @6 trinh ty kiém tra trang TTPT

Hé théng
,E’ | Web server | | Database
giam sat . .
Nouwdd sur dung I 1

I
] m Ly danh sach Jvebsite

Danh sach website 1

1

1

1

1

1

1 1
1 . N

L Bat dau

F-I
-

. Ping

Két qua Ping

Request -

Response

) T
Anh chup, HTML :
1
I

F o

LAy anh chup, HTMI% An nhét
. >

. N i
Anh chup, HTML gan nhat
1

Canh bao néu co
thay déi

Hinh 2.3 Biéu dd trinh tw so sanh ndi dung
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2.3.  Phén tich, danh gia mdt s6 cong cu thu thap théng tin. Chen mét cong
cu thu thap thong tin.
2.3.1. Hé théng thu thdp di liéu Mercator

A

o | O o

Scm’ » URL Frontier

Y ®

Hinh 2.4 Cac thanh phan chinh ciia Mercator.
2.3.2. Hé théng thu thdp di¥ ligu tir Twitter- TwitterEcho

Cac dich vu truyén théng da phuong tién xi hoi (social media) dd ndi 1én trong vai

4

“AMZOIMAZ ~

A

GIF |l
Stats Loq

Protocol Processing

thap ky gan day, thay d6i cach ma ching ta thong tin véi nhau. Do d6 nhitng nha nghién
clru can xay dung hé théng cho vi¢c thu thap dir li€u d6 hodc 1a sir dung cac API dugc cung
cép bo1 mang xa hoi, hoac 1a thu thap dir li¢u thong qua Web Crawler.

Dic biét mang xi hoi Twitter chira dung ngudn thong tin cho viéc nghién ciru, tir
viéc phan tich tuong tic cua ngudi st dung, phan tich viéc st dung hashtag, va trich dan
URL, phan tich ndi dung cu thé nao do (Vi du: phan tich sy lan truyén cua dich cam, diéu
tra s6 luong ngudi nude ngoai noi tiéng Phap).

2.3.3. Cong cu HTTrack

HTTrack 1a cong cu mién phi cho phép download WWW tir Internet t&i thu muc ndm

trén may tinh. HT Track sap xép cdu trac lién két cua site gdc.
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2.3.4. CONg cu Scrapy:

B vooewre

SPIDERS

e ——
I |
:_—: INTERNET
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REQUESTS

|

I
I
I
:

+

ITEM PIPELINES =~ <——irems

Hinh 2.5 Cac thanh phin ciia cong cu Scrapy
2.4. So sanh thay déi ni dung ma nguon web

Viéc so sanh thay doi noi dung ma nguén, ¢6 thé so sanh toan bd ma nguén hoac chi
so sanh mot phén ndi dung (Vi du: nhitng ndi dung xudt hién trén giao dién, bé qua céc
the...). Hai phan nay déu c6 chung quy trinh, chi khac so sanh mot phan ndi dung can co
thém budc tién xu 1y.

Sau khi c¢6 phan vin ban can so sanh str dung thuat toan Rabin Fingerprint cai tién dé
lay gi tri bim cla van ban dé so sanh ching v&i nhau, néu gia tri bam khac nhau thi hai
vin ban khac va di co su thay doi.

2.5. Chuyén do6i Trang web thanh hinh anh
Trong C# c6 hd tro cong cu giup chuyén doi Trang web thanh hinh anh
2.6. So sanh thay ddi ngi dung hinh anh trang web

Sau khi da c6 hinh anh trang web, st dung Thuat toan tim su khéc nhau ctia hai hinh
anh da cai tién dé tim sy khac nhau giira hai anh, gia tri tra vé 1a mot anh duoc boi dé nhirng
chd thay doi

2.7. Quan ly thoi gian thuc

Str dung coéng cu Timer trong C# dé lién tuc kiém tra sy thay ddi
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2.8. Lwudirliéu
2.9. K&t luan chwong

Nhu d3 gi6i thiéu & Chuong 1, nhitng cudc tin cong thay doi trang TTDT duoc thuc
hién dé xam pham tinh toan ven ctia nd béng nhiéu hinh thiec.

C6 nhiéu bién phap dé gitr cho trang TTDT duoc an toan hon, nhung khéng ¢ bién
phéap nao hoan toan téi wu, boi vi cac cudc tan cong nhu vay khong thé duge ngin chin &
cac 16p (layer) mang cao hon, do d6 nhitng co ché an ninh tét hon can dugc cung cp.

Chuong 2 di dé xuat nghién ctru phuong phap kiém tra phat hién thay d6i noi dung
trang tin x6 s6 nham phat hién kip thoi cac cudc tAn cong (nhu di néu) bang phuong phap
da kiém tra dya trén nhiéu thuét toan nham phat hién thay ddi dé dam bao tinh toan ven cua
trang TTDT.
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CHUONG 3.CAI PAT VA THU NGHIEM

Chwong ndy nham hién thwc héa cdc két qua da nghién ciru, sé tién hanh trién khai
thir nghiém thu thdp néi dung thong tin, ghi thong tin, kiém tra phat hién thay doi ndi dung

trang tin két qua xo so.

3.1. Cai dat cong cu thu thap thong tin.

Vi scrapy 12 mot cong cu tao web spider cuc manh. Rat nhiéu du an va Gng dung st
dung scrapy, vi du nhu 1y toan bo hinh anh ctia mot website, cac bai viét theo danh muc va
theo chu dé, tao bot léy dir liéu nguoi dung nhu sb dién thoai va email trén facebook.. hoic
don gian hon 14 13y két qua s6 x6 kién thiét ... Nén hoc vién da lya chon cong cu nay dé thu
thap noi dung trang TTDT trong khudon kho luan vin nay.

Pé chuan bi cho scrapy chung ta can cai dat nhitng package sau

Cai dat

pip install scrapy

Bit dau project

Trong luan vin ndy s& sit dung scrapy dé lay dir liéu két qua s6 x4 tur trang
TTPT http://xskt.com.vn, néu mudn tao trang web mé dai 1y c6 thé st dung source nay.

Trén virtual environment command line, chay dong sau:

1. scrapy startproject xskt

Scrapy s€ tao mot folder va cac file nhu sau:



https://scrapy.org/
http://xskt.com.vn/
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3.2. Phwong phap thu thap thong tin tir trang TTPT vé két qua xo so.
3.3.  Xay dwng mégt kich ban thw nghiém.

Kich ban: Chay chuong trinh 1 gid, 5 gid, 1 ngay véi thoi gian kiém tra 1a 10 phat/lan,
vung kiém tra 13 vang chira cac ndi dung chinh, ¢6 luu dir liéu ma ngudn, anh chup trang
TTDT voi trang TTDT: http://xskt.com.vn

3.4. Két qua thir nghiém thu thap néi dung théng tin, ghi théng tin, kiém
tra phat hién thay déi ndi dung trang tin két qua xo sé.

Lan 1, chay 1 gio tir 19h00 dén 20h05 ngay 15/2/2020.

STT | Website S6 |S6 | Tinh
lan  |lan | trang
KT |phat |bat
hién | thuong
thay
doi
1 xskt.com.vn 7 0 Khong

Bang 3-1. Két qua thir nghiém lan 1

Lan 2, chay 5 gid tir 14h00 dén 19h05 ngay 16/02/2018
STT | Website S6 |S6 | Tinh
lan  |lan | trang
KT |phat |bat
hién | thuong
thay
doi
1 xskt.com.vn 31 |1 Khéng

Bang 3-2. Két qua thir nghiém lan 2
Lan 3, chay 1 ngay tir 19h00 ngay 17/02/2020 dén 19h05 ngay 18/02/2020
STT | Website S6 |S6 |Tinh
lan  |lan | trang
KT |phéat | bat
hién | thuong
thay
doi
1 xskt.com.vn 145 |1 Khéng

Bang 3-3. Két qua thir nghiém lan 3



http://xskt.com.vn/
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3.5. Phan tich, danh gia két qua thir nghiém.
Hé thong chay 6n dinh, khong bi 161, canh bao chinh xac bang am thanh khi phat hién

thay doi, mirc d6 chiém bd nhé RAM 6n dinh, khong ting khi hé théng chay 1au dai, dung

luong lvu trit dit lidu kiém tra trang TTDT trén 6 ciig trung binh 200KB/1an kiém tra (gom

anh chup, dir li€u luu trong database). Néu tién do kiém tra 10 phﬁt/lén thi 1 ngay 1 trang
TTPT luu dit liéu tén 30MB dung luong.

3.6.

Két luan chwong

Sau khi hoan thanh demo d3 dat duoc két qua nhu sau:

Phat hién duoc tt ca cac thay doi xay ra cia website

Guri canh béo vé email cho quan trj vién mdi khi c6 sy thay doi.

Giao dién tng dung kha thuan tién

Dé& dang cho quan tri vién kiém tra va phat hién vi tri can khic phuc khi ¢ su
co.

Téc do chuong trinh tuong ddi 6n dinh .
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KET LUAN

% Céc két qua dat dugc:

Nghién ctru vé cac giai thuat chinh dugc st dung dé phat hién sy thay ddi vé ndi dung
clia website, giup ting cuong kha ning gidm sat, phat hién va canh bao, nhdm hd tro cho
ngudi quan tri c6 thé phan tng nhanh hon trong céc trudng hop trang TTDT cia minh bi
tan cong.

Nim 13 cac nguy co mat ATTT ddi véi cac trang TTDT, dic biét 1a thay ddi ndi dung.
Tir d6 nghién ctru cac phuong phap thu thap thong tin, cac phuong phap kiém tra tinh toan
ven ciia thong tin dé phan tich, thir nghiém, kiém tra phat hién thay d6i noi dung trang TTDT
vé két qua x0 sb.

< Hudng phat trién:

Tim hiéu thém vé cic tin cong hién dai, c6 nguy co gy ton thuong trang TTPT, va
tim cach khac phuc nham dam bao tinh an toan cta trang TTDT.

Tiép tuc nghién ctru va phén tich bd cong cu Scrapy va nhirng cong cu thu thap thong
tin khac nham phat hién cac diém yéu khac dé khac phuc



