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LOI CAM DOAN

T61 xin cam doan day la cong trinh nghién ctru cua riéng to1 va dudi sy hudng
dan cua PGS.TSKH. Hoang Ding Hai. Cac so liéu, két qua néu trong luan vin 13

trung thuc va chua timg dugc ai cong bo trong bat ky cong trinh nao khac.

Tac gia luan van

VONGSAVANH VANPHATH



LOI CAM ON

Hoc vién xin chan thanh cam on céc thiy c6 trong Khoa Dao tao Sau Pai
hoc, Hoc vién Cong ngh¢ Buu chinh Vién thong da tao diéu kién thuan loi cho hoc
vién trong qué trinh hoc tap va nghién clru. Hoc vién xin chan thanh cam on
PGS.TSKH. Hoang Pang Hai 1a ngudi da tryc tiép tan tinh huéng dan hoc vién
hoan thanh luan van nay.

Hoc vién xin chan thanh cam on cac ban bé da sat canh gitup hoc vién cé
duoc nhirng két qua nhu ngay hom nay.

Dé tai nghién ctru cia luan van c6 ndi dung bao phu rong. Tuy nhién, thoi
gian nghién ctru con han hep. Vi vay, luan van cé thé co nhirng thiéu sé6t. Hoc vién
rat mong nhan dugc sy dong gop ¥ kién cua cac thay c¢o va cac ban.

Xin chéan thanh cam on!

Tac gia luan van

VONGSAVANH VANPHATH
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MO PAU

Trong nhitng nim gan day, cong nghé thong tin va truyén thong c6 vai trd
16n d6i véi su phat trién ciia mdi quéc gia, mdi doanh nghiép. Ung dung CNTT&TT
cling co tdc dong khong nho dén doi séng kinh té, x hoi cua dai bod phan nguoi dan
trén thé gidi. CNTT&TT ciing gop phan quan trong trong van dé an ninh va phat
trién bén virng ctia mdi qubc gia. Do vdy, tng dung CNTT&TT tré thanh mot phan
khong thé thiéu trong chién lugc phat trién cua cic doanh nghiép va cac qubc gia
trén thé gidi.

Véi toc d6 phat trién va ing dung cia CNTT&TT ngay cang nhanh nhu hién
nay, hang ngay c6 mot luong 16n thong tin duoc luu trit, truyén tai théng qua cac
trang thong tin dién tir (TTDT) ciing kéo theo nhiéu rii ro vé sy mat an toan thong
tin. Thiét hai do mat an ninh an toan trén cac trang TTDT d3 ting rat nhanh va sé
anh hudng nghiém trong dén su phat trién kinh té- xa hoi, néu cong tic dam bao an
ninh an toan khong duoc trién khai dung mirc. Béi cac k§ thuat cia téi pham mang
ngay cang cao va tinh vi hon, s6 luong diém yéu an ninh ngay cang ting, sé vu xam
pham an toan mang ngay cang nhiéu.

Trudc nhitng nguy co tin cong mang ngdy cang gia ting vao cac trang TTDT,
viéc bao dam an toan cho trang TTDT 1a hét sttc can thiét. Mot nguy co ¢6 thé xay
ra 12 ndi dung thong tin trén trang co thé bi tin tic tAn cong, gia mao bang cach thay
d6i thong tin. Vi du gia mao két qua trén trang tin két qua x6 sb co thé gay ra nhiing
tac hai rat 1on.

Do vay, viéc nghién ciru phuong phap phéat hién thay d6i noi dung trang
thong tin dién tu, cu thé 1a cho mot trang TTDT vé két qua x6 s6 14 hét strc can thiét.
D6 ciing 1a 1y do hoc vién xin chon dé tai: “Nghién ctru phwong phap phat hi¢n
thay d6i ndi dung bang két qua ciia trang tin x0 s kién thiét” lam d¢ tai cho
luan van nghién ctru ciia minh.

Luan van bao gém 3 chuong, bd cuc cac chuong va cac muc di kém nhu sau:

Chwong 1: Tong quan vé vin dé nghién ciru

Khai ni€m an toan thong tin nham muc dich chinh bao vé cac khia canh tinh
bi mat, toan ven va san sang cua thong tin. Trong d6 tinh toan ven chinh 1a khia
canh ma luan vin ndy mudn nghién ctru, dé xac dinh cac nguy co thay doi, gia mao

ndi dung trang TTDT. Cac ndi dung dy kién:



- Vén dé an toan thong tin: can néu cac mdi nguy co, tic dong dén trang
thong tin dién tir n61 chung.
- Vén dé bao dam an toan trang TTDT néi chung.
- Nguy co thay d6i, gia mao noi dung trang TTDT néi chung. T4c hai.
- Trinh bay vé phuong phap thu thap thong tin tir trang TTDT. Phuong
phép chon loc thé tin, ndi dung théng tin can kiém tra phat hién thay doi.
- Nghién ctru vé cac méd hinh, phuwong phép, k¥ thuat lién quan dén thu
thap thong tin, trich chon dir liéu, kiém tra phat hién thay dbi noi dung
bang két qua cua trang tin x6 s6.
Chuwong 2: Nghién ciru phwong phap kiém tra phat hién thay déi ndi
dung trang tin x6 s6
bam bdo tinh toan ven cua thong tin, tirc 1a thong tin chi dugc phép x6a hodc
stra doi boi nhirng d6i twong dugc phép va phai dam bao rang thong tin van con
chinh x4c khi dugc luu trir hay truyén di. Vi du treong hop tinh toan ven cua thong
tin bi pha v&: thay d6i két qua x6 sb trén trang x6 sb kién thiét tir mot ddi twong
khong duoc phép dan dén nhiéu hé luy. Chuong nay trinh bay cu thé vé kién truc,
co ché hoat dong cua trang TTDT cung véi mo hinh téng quéat cho phuwong phap
kiém tra phat hién gia mao ndi dung trang tin. Bang cach trinh bay cu thé phuwong
phép thu thap thong tin, chon loc ndi dung thong tin can kiém tra dbi véi trang
TTDT, phan tich cic cong cu thu thap thong tin s& dua ra phuong phap kiém tra
phat hién gia mao ndi dung trang két qua x6 sd. Cac nodi dung dy kién:
- Khai quat vé kién trac chung, co ché hoat dong cua céac trang TTDT.
- M@ hinh téng quat cho phuong phap kiém tra phat hién thay d6i ndi dung
bang két qua cua trang tin x6 sb.
- Phuong phap thu thap thong tin tir trang TTDT. Cu thé cho mdt trang
TTDT vé két qua x6 sb.
- Céch thuc 1ap bang dit liéu vé két qua trang tin x6 s.
- Phan tich, danh gia mot sb cong cu thu thap thong tin. Chon mét cong cu
thu thap thong tin (du kién dung bo cong cu Scrapy).
- Phuong phép kiém tra phat hién thay doi bang két qua cua trang tin x6
5.
- Danh gia, nhan xét

Chuong 3: Cai dat va thir nghiém



Chuong nay nham hién thyuc hoa cac két qua d nghién ctru, s& tién hanh trién
khai thtr nghiém thu thap ndi dung thong tin, ghi thong tin, kiém tra phat hién thay
d61 ndi dung trang tin két qua x6 sb. Cac ndi dung du kién:

- Xay dung mot kich ban thir nghiém.

- Két qua thtr nghiém thu thap ndi dung thong tin, ghi thong tin, kiém tra

phat hién thay d6i ndi dung trang tin két qua x6 sb.

- Phan tich, danh gia két qua thir nghiém.



CHUONG 1.TONG QUAN VE VAN PE NGHIEN CU'U.

Khdi niém an toan thong tin nham muc dich chinh bao vé cdc khia canh tinh

bi mdt, toan ven va san sang cua thong tin. Trong do tinh toan ven chinh la khia

canh ma ludn van nay muon nghién ciru, dé xac dinh cdc nguy co thay doi, gia mgo

noi dung trang TTDT.

1.1.

Van dé an toan thong tin: can néu cac moi nguy co, tac dong dén
trang thong tin dién ti noi chung

Thong tin phan anh cac thudc tinh ciia ddi twong vat chat (tin tic vé ngudi,

do vat, su kién, bién ¢, hién tuong va qua trinh) va quan hé gitra chung nén c6 thé

xem thong tin 13 d6i twong nhan thirc va ciing 1a d6i tugng can bao vé. Thong tin

duoc bao vé gdm thong tin mat va thong tin “nhay cam”...

Céc nguy co de doa an toan thong tin:

- An toan thong tin dugc danh gia bang hai chi s6: xac suat ngan chan cac nguy

co va thoi gian dam bao murc do an toan xac dinh. Céc chi s6 nay phu thudc

1an nhau. Trong nhitng bién phap bao vé thong tin cu thé cho trudc, co thé

dam bao mirc do an toan cao hon trong khoang thoi gian ngan hon.

- Vi thong tin duoc chira trong cac tham sb thong tin ctia vat mang, nén dé dam

bdo an toan thong tin, cac tham s6 nay phai gitt dugc gid tri cia no trong

khoang thoi gian nhat dinh. Do tac dong cua nhitng nhan t6 (nhiéu) khac nhau

ma gia tri tham so6 ctia vat mang tin cling khac nhau.

- Théng tin thudng bi de doa 1iy cip, thay d6i hay bi x6a mot cach vo tinh hay

¢ y. Cac nguy co nay thuong duoc thé hién duéi dang:

Nhitng hoat dong cua ké ac y (khai thac thong tin vi muc dich tinh bao
quéc gia, tinh bao thuong mai, vi muc dich ctia nhirng phén tr to1 pham,
cua nhitng nhan vién khong trung thanh...);

Theo do1 cac nguén tin, nghe trom cac cudc noi chuyén riéng va thu trom
cac tin hiéu dm thanh ctia may moéc dang lam viéc;

Chin bt cac truong dién, truong tu, trudng dién tir, cac tin hi¢u dién va
cac buc xa phong xa;

Truyén trai phép vat mang tin dudi dang vat chit ra ngoai co quan, don vi;

Nhiing ngudi nam giir thong tin riéng hodc thong tin mat tiét 16 thong tin;



e Danh mit vt mang tin (tai liéu, vt mang tin dudi dang may moc, mau
nguyén vat liu...);

e Lan truyén trai phép thong tin qua cac trudng va cdc tin hiéu dién xuét
hién ngau nhién ¢ cac thiét bi dién va thiét bi vo tuyén dién, vi cac thiét bi
d6 qua cii hoic san xuit kém chat luong va vi pham cac nguyén tic st
dung;

e Nhirng hong héc do thiét bi, khong thé sitra dugc trong qua trinh lam viée
cua thu thap, xu 1y, luu giit va truyén tin, nhimg 16i do v ¥ cta ngudi
dung tin.

e Anh hudng cua thién tai, su cb vé an toan, anh hudng cua cac loai nhiéu
tu nhién, nhiéu dién cong nghiép, nhiéu dién tur.

- Dé bao vé thong tin c6 hiéu qua, can udc luong gi tri ctia nguy co de doa an
toan thdng tin. Gia tri cia mot nguy co cu thé ddi v6i thanh phan thong tin
xem xét du tién trong moi truong hop cé thé biéu thi dudi dang tich cua céc
thiét hai tiém an do thuc trang nguy co vé yéu t6 thong tin dau tién voi xac
suat thuc té thé hién né.

- Viéc nhan gia tri dinh luong twong d6i chinh xac va khach quan cua cac thanh
phan 1a phtic tap. Viéc danh gia gan ding do 16n ciia nguy co de doa an toan
thong tin c6 thé thuc hién duoc trong nhitng diéu kién va giéi han sau:

e Thir nhat, c6 thé gia thiét thiét hai 16n nhét do thong tin bi danh cap tuong
mg véi gia tri cua thong tin d6. Thyc té, trong truong hop thong tin roi
vao tay doi thu canh tranh thi nguoi sé hitu thong tin c¢6 thé khong nhiing
mat loi nhuan dugc huéng ma con khong thé bu dugc gia thanh san pham.

e Thir hai, trong trudng hop hoan toan khong xac dinh duogc ¥ do cua ké ac
¥ vé khai thac thong tin thi sai s6 du doan 13 nho nhat néu chip nhén gia
mot diéu rd rang 13 gia trj thong tin 16n bao nhiéu va nguy co de doa an
toan théng tin cao bao nhiéu thi cac ngudn luc dé bao vé thong tin cang
phai 16n bay nhiéu.

Tt nhitng phén tich trén day co thé thiy ring, viéc danh gid mot cach day du
cac nguy co vé an toan thong tin di v6i ngudn tai nguyén thong tin ciia mdi co
quan, t6 chtrc 1 bude di can thiét dé co thé xay dung cac chinh sach, giai phap bao

v€ thong tin mdt cach hiru hiéu



1.2. Céc hinh thitc tan cdng mang phé bién

1.2.1. Tdn cdng bang phan mém déc hai (Malware attack)

Téan cong malware 13 hinh thirc phd bién nhit. Malware bao gém spyware
(phan mém gian diép), ransomware (mi doc téng tién), virus va worm (phan mém
doc hai c6 kha ning lay lan nhanh). Thong thudng, tin tic s& tin céng ngudi ding
thong qua cac 16 hong bao mat, ciing c6 thé 13 du dé nguoi ding click vao mét duwong
link hodic email (phishing) dé phan mém doc hai ty dong cai dat vao may tinh. Mot
khi dugc cai dit thanh cong, malware s€ gay ra:

- Ngan can nguoi dung truy cap vao mot file hoac folder quan trong
(ransomware)

- Cai dat thém nhiing phan mém doc hai khac

- Lén It theo ddi ngudi dung va danh cap dit liéu (spyware)

- Lam hu hai phan mém, phan cing, 1am gian doan hé thng.

1.2.2. Tén cdng gig@ mgo (Phishing attack)

Phishing & hinh thirc gia mao thanh mot don vi/ca nhan uy tin dé chiém long
tin ctia ngudi dung, thong thudng qua email. Muc dich ciia tin cong Phishing thuong
12 d4nh cap dir liéu nhay cam nhu thong tin thé tin dung, mat khau, d6i khi phishing
12 mot hinh thirc dé Iira ngudi dung cai dit malware vao thiét bi (khi d6, phishing 1a
mot cong doan trong cudc tin cong malware).

1.2.3. Tdn cong trung gian (Man-in-the-middle attack)

Tan cong trung gian (MitM), hay tdn céng nghe Ién, xay ra khi ké tin cong
x4m nhip vao mot giao dich/su giao tiép giita 2 dbi twong. Khi di chen vao giita
thanh cong, chiing ¢ thé danh céap dit lidu cua giao dich do.

Loai hinh nay xay ra khi:

- Nan nhan truy cap vao mot mang Wifi cong cong khong an toan, ké tin cong co thé
“chen vao giira” thiét bi ciia nan nhan va mang Wifi d6. V6 tinh, nhitng théng tin nan
nhan gui di s& roi vao tay ké tin cong.

- Khi phan mém doc hai duoc cai dit thanh céng vao thiét bi, mot ké tin cong cd thé
dé dang xem va diéu chinh di liéu caa nan nhan.

1.2.4. Tdn cong tir chéi dich vu (DoS va DDoS)

DoS (Denial of Service) 12 hinh thirc tAn cong ma tin tic “danh sap tam thoi”

mot hé théng, may chu, hodc mang ndi bdg. Pé thuc hién duogc diéu nay, ching


https://cystack.net/vi/resource/muon-hinh-van-trang-cac-loai-malware/
https://cystack.net/vi/resource/ransomware-la-gi/

thuong tao ra mot luong traffic/request khong 16 ¢ cung mot thdi diém, khién cho
hé thdng bi qua tai, tir d6 ngudi dung khong thé truy cap vao dich vu trong khoang
thoi gian ma cudc tan cong DoS dién ra.

Mot hinh thirc bién thé ciia DoS 1a DDoS (Distributed Denial of Service): tin
tic str dung mot mang ludi cac may tinh (botnet) dé tAn cong nan nhan. Diéu nguy
hiém 1a chinh cic mdy tinh thudc mang luéi botnet ciing khong biét ban than dang
bi loi dung dé lam cong cuy tan cong. Poc thém: Sy nguy hiém ciia Tan céng DDoS

1.2.5. Tdn céng co sé dir ligu (SQL injection)

Tin tac “tiém” mot doan code ddc hai vao server st dung ngon ngtr truy van
6 cau truc (SQL), muyc dich 1a khién may chii tra vé nhiing thong tin quan trong ma
1& ra khong dugc tiét 1. Cac cudc tin cong SQL injection xuat phat tir cac 16 hong
cua website, doi khi tin tic c6 thé tn cong chi bé“mg cach chén mdt doan ma doc
vao thanh cong cu “Tim kiém” 1a da c6 thé tdn cong website.

1.2.6. Khai thac 16 hang Zero-day (Zero day attack)

L hong Zero-day (0-day vulnerabilities) 1a cac 16 hong bao mat chua dugc
cong bd, cac nha cung cip phan mém chua biét toi, va di nhién, chua c6 ban va
chinh thtrc. Chinh vi thé, viéc khai thic nhimng 16 hong “mdi ra 10” nay vo cung
nguy hiém va kho luong, c6 thé gay hau qua ning né 1én nguoi ding va cho chinh
nha phat hanh san pham.

1.2.7. Cac logi khac

Ngoai ra, con rat nhiéu hinh thirc tin cong mang khac nhu: Tén cong chudi
cung tng, Tan cong Email, T4n cong vao con ngudi, Tan cong ndi bd td chirc, v.v.
M&i hinh thirc tn cong déu c6 nhitng dic tinh riéng, va ching ngay cang tién hoa
phtre tap, tinh vi do1 hoi cac cd nhan, t6 chirc phai lién tuc canh giac & cap nhat cac
cong nghé phong chéng méi.

1.3.  Vén dé bao dam an toan trang TTPT néi chung

Déi v6i cac doanh nghiép, cac co quan, to chire cong/trang TTDT 1a kénh
cung cap thong tin hiéu qua va nhanh chong nhat. Khéng chi dirng lai & viée cung
cAp thong tin, cac cong/trang TTDT con 1a kénh quang b4, giao dich thuong mai va
mua ban rat phd bién hién nay. Ciing chinh dic diém nay, cac cong/trang TTDT
thuong xuyén 1a muc tiéu tin céng cta nhirng ké xau hay tin tic dé khai thac danh
cip cac thong tin lién quan bén trong. Phuong thirc tin cong phd bién 1a khai thac

cac 101 bdo mat trén cac cong/trang TTDT nodi riéng va cac rng dung web noi chung.


https://cystack.net/vi/resource/tan-cong-chuoi-cung-ung-la-gi-va-lam-sao-de-phong-tranh/
https://cystack.net/vi/resource/tan-cong-chuoi-cung-ung-la-gi-va-lam-sao-de-phong-tranh/

Tin tic ¢ thé sir dung nhiéu bién phap khac nhau dé do tim va khai thac cac 15i bao
mat cia ung dung web dé thuc hién cac cudc tan cong.

Trong cong/trang TTDT thudng cé cac thanh phan cho nguoi dung nhap dir
liéu vao nhu muc dang nhap, tim kiém, binh luén, lién két dén bai viét, v.v. Ngoai
viéc gitp cho nguoi dung d& dang twong tac v6i cong/trang TTDT, cac muc nay néu
khong duoc kiém soat chit ché sé& tré thanh mot nguy co 1on dé tin tic thuc hién cac
cudc tan cong. Boi vay, trude khi dua cong/trang TTDT vao hoat dong chinh thic
can st dung cac cong cu phan mém dé tim va kiém tra tat ca cac 16 hong c6 thé bi
ké xau khai thac. Tir d6 tim cach khic phuc nhiing 16 hong trén cong/trang TTDT
ctia minh dé dam bao an ninh an toan. Nhiéu cong cu co6 thé tim va phat hién céc
loai 16 hong bao mat tir nhitng 18i pho bién, dén nhiing 16i it gdp. Co nhitng cong cu
khong chi gitip da soat 16 hong ctia ma ngudn cong/trang TTDT, ma con tim va phat
hién 16 hong bao mat trong viéc thiét 1ap cau hinh may chi.

Ngoai ra c6 thé sir dung biéu thirc chinh quy 4p dung cho tt ca cdc ngon ngir
1ap trinh dé thuc hién céc cong viéc nay. Chéng han nhu st dung biéu thic chinh
quy dé loc siéu ky tu, dé quy dinh gia tri mat khau nhap vao (vi du mat khau phai 8
ky tu tré 1€n va bao gém chir sd, chit hoa, chir thuong, ky tu dac biét, v.v.). Cling
c6 thé dung biéu thire chinh quy dé loc céc tan cong.

Sau khi dd xac dinh duoc cac 1i trén cong/trang TTDT ciia minh, ciing can
phén loai dé dua ra nhitng giai phap phong chdng thich hop. Viéc phan loai cac 15i
va cac kiéu tAn cong thanh cac nhom khac nhau s& giup ngudi quan tri d& dang xac
dinh cac nguy co ciing nhu bién phap dbi phé. Sau day 1a mét sb 15i phd bién trén
cac cong/trang TTPT noi riéng va tmg dung web noi chung, c6 thé bi khai thac dé
tan cong.

- Caéc 16i Injection

Céc 16i Injection cho phép tin tic thyc hién cac kiéu tin cong nhu SQL
Injection, OS Injection, LDAP Injection. Kiéu tin cong nay xay ra khi tin tic giri
cac dit liéu gy hai dén ung dung web. Nhitng dit liéu nay c6 tac dung nhu cac ciu
1énh v&i hé diéu hanh hodc cac ciu truy van vé6i co so dit lidu, co thé lira hé théng
bién dich di vao thuc hién nhitng ma 1énh doc hai hodc gitp ké tin cong truy cap
dén nhing dir liéu quan trong mot cach trai phép. Mot trong nhitng dang pho bién
nhat cia 16i injection 1a 18i “SQLInjection”. L3i nay duoc thuc thi bang cach chén
cac cau truy van SQL vao dit liéu tuong tac gitta may khach va trinh tng dung. Pay

1a 16 hong trong viéc kiém tra dir liéu nhap trong cic ing dung web va cc thong



bao 16i cuia hé quan tri quan tri co s& dit liéu. Tin tic co thé 1oi dung 15 héng nay dé

chén vao va thi hanh nhirng cau 1énh SQL dé khai thac 15i. Qué trinh khai thac 13i

SQL Injection thanh cong c6 thé gitp tin tic 14y dugc cac dit liéu nhay cam trong

co s dit liéu, thay d6i co so dit liéu (thém, x06a, sira), thuc thi cac hanh dong véi

quyén ctiia ngudi quan tri va cao hon c6 thé diéu khién duoc hé diéu hanh may chu.
- Céc 16i Cross-Site-Scripting (XSS)

Cac 16i Cross-Site-Scripting (XSS) xay ra khi mét trng dung web bi 1¢i dung
dé giri nhitng di liéu doc hai dén trinh duyét cia ngudi stir dung. Nhiing 16 hong nay
rat pho bién va xdy ra trong bat ctr phan nao cta ung dung web cé sir dung dir liéu
tir nguoi dung ma khong kiém tra tinh hop 1é. Tin tic tdn cong bang cach chén vao
cac ung dung web dong nhitng th¢ HTML hay nhiing ma Script nguy hiém c6 thé
gay hai cho nhitng nguoi sir dung. Trong dé, nhitng doan ma nguy hiém duoc chén
vao hau hét dugc viét bang cac Client-Site Script nhu JavaScript, JScript, DHTML
va ciing c6 thé 1a ca cac th¢ HTML. Khi mot ngudi st dung kich vao cac lién két,
cac tap tin flash trén cac rng dung web hay dugc guri boi tin tac thi nhirng doan ma
doc s€ dugc thuc thi trén chinh trinh duyét ciia nguoi dung. Hau qua cua tAn cong
dang XSS c6 thé rit nguy hiém, ngudi dung co thé bi chiém quyén diéu khién phién
lam vi¢c ctia minh, bi 10 cac thong tin (cookie, tén dang nhap, mat khéu,...), 16 cac
tap tin cua ca nhan. Tin tdc co thé thyc thi nhiing hanh vi gay hai khac nhu, mao
danh ngudi dung, cai dit cac ma doc trén may ngudi dung, thay doi ndi dung trén
cac trang web hodc chuyén huéng ngudi dung dén cac trang web chita mi doc hai
khac,...

- Caéc 16i quan ly xac thuc va quan ly phién lam viéc

Céc 15i lién quan dén qua trinh quan 1y xac thuc va quan 1y phién lam viéc:
bao gdm tit ca cac yéu td quan Iy xac thue ngudi dung va cac phién truy cap. Xac
thue nguoi dung 12 mot yéu td quan trong trong quy trinh nay, nhung ngay ca nhiing
co ché xac thuc manh nhét van c6 thé bi mic nhitng 15i lién quan dén céac chirc ning
quan 1y xac thyc, bao gé)m thay do6i mat khau, quén mat khau, lvu nhé mat khau &
trinh duyét, cap nhat tai khoan va nhirng chirc nang khac. Xac thyc nguoi dung trén
mg dung web thuong sir dung tén dang nhap va mat khau. Nhitng phuong phap xéac
thuc manh hon bao gém cac giai phap phan cing hodc phan mém dya trén cac token
key hodc dung phwong phap sinh tric hoc (nhan dang van tay, v.v.). Tuy nhién
nhitng phuong phap nay cé phan han ché do gia thanh cao. Mot sé luong 16n 15

trong cac ham quan 1y tai khoan cé thé dan dén méi nguy co 16 tai khoan nguoi
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dung va tham chi la tai khoan ctia nguoi quan tri. Cac iing dung web thuong phai
theo ddi va duy tri phién truy cdp cua ngudi dung nhim phén biét cac truy cap tir
nguoi dung khac nhau. Giao thire HTTP khong cung cip kha ning nay va do d6 tng
dung web phai tu tao co ché nay. Thuong thi, méi trudong phat trién tng dung cung
cAp co ché quan 1y phién truy cdp (thudng 1a dudi hinh thic cookie token), tuy nhién
da sd cac nha lap trinh nghiéng vé phat trién co ché riéng cua ho. Trong ca hai
trudong hop, néu token quan 1y phién truy cap khong duoc bao vé, tin tic ¢ thé an
cap token truy cap tai khoan nguoi khéc.

- Céc I8i ddi twgng tham chiéu khdng an toan

Cac 16i d6i twong tham chiéu khong an toan (Insecure Direct Object

References): xay ra khi ngudi phat trién tng dung web dé 16 mot tham chiéu dén
nhirng ddi tugng trong hé théng nhu cac tap tin, thu muc hay chia khéa dir liéu. Néu
chdng ta khdng c6 mot hé thong kiém tra truy cap, ké x4u c6 thé loi dung nhiing
tham chiéu nay dé truy cdp dit liéu mot cach trai phép. Viéc phan quyén yéu cho
phép ngudi dung cé thé truy cap dir liéu ciia ngudi khac. Trong trudng hop tin cong
tin, tic co thé xac dinh duoc cau tric truy van gui dén may chu va co thé nhanh
chong thu thap dugc dit liéu nhu thé tin dung, ma khach hang, thong tin ca nhan ctua
khach hang. Nguyén nhan la do cac ing dung web thuong xuyén st dung tham
chiéu truc tiép tén hodc khoa ctia mot ddi twong khi xdy dung cac tng dung web va
khong kiém tra k§ nguoi dung that sy ¢ quyén truy cap hay khong. Pay chinh 1a
mau chét din dén cac 16i d6i twong tham chiéu khong an toan.

- C4c 16i cau hinh thiéu an toan

Céc 18i c4u hinh thiéu an toan: cau hinh may chii va cac phan mém hd tro

dich vu web la mot yéu to quan trong trong van dé bao mat cua ung dung. May chu
cung cip nén tang phuc vu cho viéc cung cip ndi dung va cac goi dich ma tng dung
web can st dung, nhu dich vu luu trit, thu dién ti. Nhitng van dé vé ciu hinh cta
may chil c6 thé dan dén van dé bao mat cta tng dung. Hién nay nhiéu tng dung
web duoc luu trir trén cdc may chu di thué hoac cac may chu dugc chia sé, nhitng
nguoi phat trién tng dung web thudng khong nim dugc nhiéu kién thirc vé cdu hinh
may chi, lai thiéu sy lién két v6i bén hd tro trién khai ing dung web trén may chu.
Vi vay, thiéu su thong nhat va lién lac vé phuong hudng bao mat giira hai nhom.
Diéu nay din dén nhiing diém yéu nghiém trong dugc tao ra trén ung dung tir cac
16 hong & ca ing dung web va may chi.

- Céc I8i lwu trix dir liéu thiéu an toan:
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Céc 15 luu trir dir liéu thiéu an toan (Sensitive Data Exposure): Céac dit liéu
nhay cam duogc luu trir khong an toan anh huéng dén hé thong mdy chu ciing nhu
khach hang, chang han nhu thé tin dung, mi sb thué va cac thong tin xac thuc. Tin
tic co thé loi dung nhirng k& ho nay dé danh cip hay stra d6i nhirng dit liéu duoc
bao vé kém, dé gian 1an thé tin dung, trom cép thong tin ca nhan, hodc thuc hién cac
hanh vi pham t6i khac. Cac sai 1am phd bién nhit gay ra 16i ndy chi don gian 1a
khong ma hoa dit liéu nhay cdm ma luu trir nhitng dir liéu d6 ¢ dang van ban thong
thuong, co thé 1a tao khoa, str dung céc thuat toan ma hoa yéu phé) bién, dic biét 1a
cac k¥ thuat bim mat ma yéu. Ciing c6 khi 1a do diém yéu cua trinh duyét, tin tic
c6 thé nghe 1én trén kénh truyén HTTPS va giai ma di liéu thong qua 16 hong.

- Céc 16i Cross Site Request Forgery (CSRF)

CSRF (Cross Site Request Forgery): CSRF khai thac 16i xir 1y phién lam viéc
clia cac trang web. Tin tic c6 thé loi dung ngudi dung dé thyc thi nhirg hanh dong
khong mong mudn ngay trén phién ding nhap cta ho. Thong qua viéc giri ngudi
dung mot lién két qua email hay chat, tin tic c6 thé hudng nguoi dung thue thi mot
s6 hanh dong ngay trén trinh duyét cua nguoi dung (nhu giri bai viét, x6a bai viét
v.v...) Mot cudc tan cong CSRF lira nan nhan giri mot yéu cau HTTP gia mao trén
phién dang nhdp ctia minh kém theo nhiing thong tin xac thuc, ma ing dung nghi 1a
cac yéu cdu cta nan nhan.

- Caéc I8i do wng dung sir dung nhirng thanh phan chira 16i bao mat:

Céc tmg dung duoc str dung c6 cac thanh phan bi 16i ¢6 thé lam suy yéu kha
nang phong thu cua tng dung. Do d6 co thé bi mot loat cac cudc tin cong va cac
tac dong. Cac thanh ph?ln nhu 1a cac thu vién, cac thanh phén mo rong va cac ban
vé 18i ciia cac thanh phan khac hau hét ludn chay véi quyén day da. Néu mot thanh
phén dé bi tin cong duogc khai théc, thi cudc tan cong nhu vay cé thé 1am cho mét
dir liéu nghiém trong hay mét quyén kiém soat mdy chu.

- Caéc I8i trong viéc kiém soat quyén truy cap

Céc 151 trong viéc kiém soat quyén truy cip (Missing Function Level Access
Control) d6i véi nguoi dung trén tng dung web. Hién nay, hau hét cac tmg dung
web c6 chirc nang xac thuc quyén truy cap. Cac chic ning duoc quan |y théng qua
viéc cau hinh va hé thong c6 nhiing khi duoc ciu hinh sai, 1a nguyén nhan dan dén
16i nay. Vi vay, cac ung dung can phai thyc hién viéc kiém tra kiém soét truy cap
d6ng thoi trén may chit khi ma mdi chirc ning duoc truy cap. Néu cac yéu cau khong

duoc xac thuc, nhiing tin tac c6 thé gia mao yéu cau dé truy cép trai phép vao cac



12

chtrc ning ma chiing khong c6 quyén. Nhirng tin tic nay cé thé 1a mot ngudi duoc
cAp quyén trong hé thong.

Chi can thay ddi cac URL hodc mot tham sb dé duge st dung chirc nang dac
quyén, hay nhirng ngudi dung an danh ciing c6 thé truy cip cac trang tin c4 nhin
khéng dugc bao vé. Nhirng chitrc ning quan tri 1a muc tiéu chinh trong kiéu tin cong
nay.

- M@t sé hinh thic tin céng nham vao SSO: tan cdng tran bd dém, chiém
phién 1am viéc (Session Hijacking), tin céng Man in the Midle (MITM).
1.4. Nguy co thay ddi, gia mao ndi dung trang TTPT néi chung.

Tan cong Deface 1 tan cong thay d6i noi dung, hacker s& thong qua mot
diém yéu nao d6 dé thay doi noi dung trang TTDT cta nan nhan. Muc dich cia viéc
dot nhap ma khong dugce xin phép nay 1a :

- Muc dich cao dep: canh bao quan tri vién biét trang TTPT dang ton tai 15
hong bao mat hodc diém yéu nghiém trong. ..

- Muc dich khong dep: chiing t6 ning luc ban than, dang nay rat dé gap nhu
kiéu hacked by...

- Muc dich x4u: thu han, noi dung thay d6i thudng 1a ling ma nan nhan hodc
ndi dung lién quan dén chinh tri, ton gido. ..

C6 rat nhiéu nguyén nhan trang TTDT bi Deface, chu yéu la do trang TTDT
ton tai nhiéu diém yéu bao mat nghiém trong ma hacker c6 thé upload file 1&n server
hodc c6 quyén ding nhap vao trang quan tri trang TTDT (Vi du : SQL Injection).
Tham chi néu trang TTDT trén hosting an toan thudc server bj tan cong thi ciing s&
bi tan cong Deface ludn (Local Attack).

Céc trudng hop trang TTDT bi tin cong Deface: 16i SQL injection, 16i XSS
(Cross Site Scripting), 16 hong Remote File Include, 15 hong Local file inclusion,
khong cap nhat phién ban, mat khau quan tri yéu

Théng thudng hacker tin cong Deface chul yéu vao céc trang mic dinh nhu :
index.php, index.html, home.html, default.html, trangchu.html... thi chi can xtr 1y
céc trang mdc dinh nay trang TTDT s€ hoat dong lai.

Nhung néu hacker khong thay doi ndi dung nhitng file trén thi kho thé phat
hién va s€ nhan dugc canh bao tu viéc truy cdp trang TTDT hodc nha quan 1y
Hosting.


https://www.digistar.vn/web-hosting/
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ul Long Nhin Tin , Va T8l Khdng Hé

Hinh1.1: Man hinh mdt trang TTPT bi tin cong
Céch khic phuc
- Lu6n xem nhirng thong tin nhat ky, file log ciia may chu va truy tim xem,
hacker da lam gi va lam nhu thé nao trén hé thdng cia minh.
- Ngoai ra, ciing c6 thé tham khao 1 sé bién phap khuyén céo:

e Tién hanh scan shell, m3 ddc trén server khi su cd xay ra, xac dinh
nguyén nhan, upload source phién ban méi dé khac phuc.

e Thuong xuyén kiém tra dit liéu trang TTDT (dé y thoi gian tap tin, thu
muc bi thay doi).

e (6 ké hoach backup dir li¢u cu thé hang tudn dé lac can co thé restore
lai ngay.

e Khong nén cai dat caic module, plugin, extension,... khong that su can
thiét va khong rd ngudn gdc ( nén download module, plugin,
extension,... tir CAC trang web uy tin).

Nén do6i mat khau quan trj theo 1 chu ky dinh sin 3 thang/1 1an va luu gitr
can than.
1.5. Céac mé hinh, phwong phap, ky thuit lién quan dén thu thap
thong tin, trich chon dir liu.
Hién nay c6 2 phuong phép chinh ding dé thu thap dir liu: API va Trang
(Sites).
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- Thu thép dir liéu bang cong giao thirc 14p trinh (API): Phuong phap nay duoc
ap dung ddi véi cac global social networks nhu Facebook, Google Plus,
Youtube, Twitter , Instagram. ... trong d6 cic céng cu social listening s& két ndi
voil cac API (Application Programming Interface — Giao di¢én 1ap trinh Ung
dung) cua cac social networks va yéu cau hé théng tra vé nhitng bai viét c6 chira
keywords. Phuong phap nay theo nguyén tic cho phép ly dir liéu cua toan bd
social network, bao gdm céc trang ca nhan, nhung trén thuc té phu thudc vao
su han ché cua cac social networks nay. V61 viéc Facebook han ché organic
reach cho cac chu fanpage va cac nha quang cao, Facebook cling khong tra lai
day du va nhat quan cac bai viét c4 nhan cho Social Listening tool qua API.
Hién tai khong c6 mot thong ké rd rang viéc lay dit liéu bang API c6 thé lay
duogc bao nhiéu % thao luan.

- Thu thap dit liéu theo Sites: Hé thong s& di thu thap dit liéu tir cac ngudn dir
liéu theo trang nhu trang TTDT bao dién tu, forum, Facebook fanpages,
Youtube channels, Instagram pages,.... Phuong phap nay gitup thu thap toan bo
dir li€u cua cac kénh duogc li¢t ké. Viec thu thap dir liéu dugc thyc hién béng 2
cach: Ty dong lan toa va Liét ké danh sach trang (panel).

e Thu thap theo phuong phap li¢t ké trang:

Cong doan xay dung mét social listening platform cho thi trudng méi bat dau
tir viée xay dung mot t6 hop cac trang fanpages mang x4 hoi, bao dién ttr, dién dan,
blogs... cua thi truong d6. Viéc nay thudng ton tir 6 thang dén mot nam. Tir danh
sach cac trang nay, doi ngii data team s& viét cac con nhén (crawlers) dé quét qua
cac trang lién tuc va copy thao luan ngudi dung vé. Crawlers hanh xir nhu mot con
nguoi, ty dong scan ndi dung cua trang, nhan dién dau la bai viét (thread), no1 dung
ctia bai viét bao gdm bai viét dau tién (lead), tic gia (author), ngay gid va cac binh
luan hay phan hoi (comments).

Khac véi Search engine nhan dién toan trang 1a mét dong dir liéu, hé théng
Social Listening nhan dién mdi comment 1a mot dong dit liéu. Nhu hinh minh hoa
dudi day, bai viét nay c6 907 phan hoi, twong duwong véi hé théng ghi nhan 908
dong dit liéu, hay 908 mentions, hay buzz, hay y kién nguoi tiéu dung. Crawlers chi
c6 thé thiy nhitng gi cong ching thay, thu thap duoc nhimng thao luan dé ché do
public, chir khong 1ay dugc cac thao luan private, tuan thu theo luat privacy. Tuy

nhién, crawlers c6 thé ldy duoc thao ludn trong closed Facebook group, bang céac
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dang nhap bang mot member ID cia group do, nhung viéc nay can c6 su dong y cla

admin cua group.
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Hinh 1.2 Hinh minh hoa trang TTPT ma Social Listening nhan di¢n mdi comment
1a m§t dong dir li€u.
Heé thong thu thap toan bd dit lidu c6 trong trang tir qua khir dén hién tai va

lién tuc quay lai cap nhat cac dir liéu méi tao ra trén trang cir 15 phit dén 1 tiéng

mot lan.
Thoi diém thu thap trang
Cap nhat lién tuc cac di¥ liéu
Thu thép di¥ liéu trong trang ngwoc vé qué khie m&i phat sinh trong trang

Hinh 1.3 Dong thoi gian thé hién thoi diém thu thap trang
Phuong phéap thu thip theo trang phu thudc vao 4 yéu tb: dudng truyén
Internet, toc do tra dit liéu cua trang, sy nhan di¢n ndi dung va clu tric trang cua
crawlers va kha ning ngin chin crawlers ctia trang. Céc trang dién dan 16n thudng
c6 sy thay d6i vé cau triic hang nam nén khi crawlers khi gip ciu triic méi khac véi
thiét ké ban dau thi s& dan dén viéc thu thap bi gian doan. Déng thoi cac publishers
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thuong c6 co ché nhan dién va chan viéc thu thap dir li€u ctia may tinh gdy anh
hudng dén biang thong. Cac crawlers ciing thuong xuyén phai cap nhat va nhay tinh
danh dé vuot qua cac co ché chin nay. Vi nhirng 1y do trén, viéc thiéu hay gian doan
dir liéu 1a diéu khong thé tranh khoi voi cac Social Listening tool nén & Buzzmetrics,
mot doi ngli 1ap trinh vién data team phai lam viéc lién tuc dé cap nhat crawlers,
thue hién cac bién phap xtr Iy ngoai tinh hudng chuan dé dam bao day du dir liéu
cho khach hang, dic biét trong cac trudng hop chay chién dich hay xt 1y khiing
hoang.

1.5.1. Web Crawler

Mot Web Crawler 1a mdt chuong trinh may tinh cé thé “duyét web“ mot cach
tu dong va theo mot phuong thirc nao dé dugc xac dinh trude. Vi la mot chuong
trinh nén qué trinh “ duyét web*“ cila cac web crawler khong hoan toan giéng véi
qué trinh duyét web cua con ngudi (Web crawler phai st dung cac phuong thic dua
trén HTTP truc tiép cht khong thong qua web browser nhu con ngudi). Cac web
crawler thuong bat dau véi mot danh sach URL cua cac web page dé ghé tham dau
tién. Khi ghé tham mot URL, crawler sé doc ndi dung web page, tim tat ca cac
hyperlink c6 trong web page do6 va dua cac URL dugc trd tdi bdi cac hyperlink do
vao danh sach URL. Dya vao danh sach URL nay, Crawler lai tiép tuc qua trinh
duyét dé quy dé ghé tham tat ca cac URL chua dugce duyét dén. Qua trinh nay dugc
goi 1a web crawling hoac la web spidering, cac web crawler con dugc goi 1a céac
robot (bot) hodc nhén web (web spider). Thuong thi cac crawler dugc tao ra dé phuc
vu cho mot muc dich, tdc vu nao d6. Vi du cdc may tim kiém (search engine) su
dung crawler dé tai cac web page, cac web page nay sau d6 duogc search engine danh

chi muc dé c6 thé cho két qua nhanh hon khi duoc tim kiém.
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Hinh 1.4. So' @6 hoat dong clia mdt web crawler don gian.

V& ban chit, web crawling chinh 13 qué trinh duyét dé quy mot do thi cay co
cac node 1a cac web page. Tuy thudc vao chién luge ciia crawler, cac node c6 thé
dugc duyét theo chiéu sau hodc duyét theo chiéu rong. Trong thuc té, qua trinh
crawling web s& phai dbi dién vé6i rt nhiéu van dé kho khin nhu: kich thuéc khong
16 ciia word wide web, céc trang web HTML duoc viét khong chuan, han ché ghé
tham mot URL da duoc ghé tham trudce do, cac trang web dong, ndi dung cac trang
web dugc cap nhat thuong xuyén,...

1.5.2. Web Scraper

Céc trang web chu yéu duoc viét bing cac ngdn ngit danh du nhw HTML,
XHTML va dugc nhim dén ddi twong sir dung 13 con ngudi chir khong phai may
tinh. Cac trang web lai chira duyng nhiéu thong tin c6 ich ma con ngudi c6 thé mudn
thu thap va luu trir lai, chinh vi thé ma cac web scraper dugc ra doi. Web Scraper
12 mot thuat ngir dé chi cac phan mém co kha ning boc tach va trich xuat théng tin
chtra trén cac web page mot cach tu dong. Cong viéc nay dugc goi la web scraping,
web harvesting hodc web data extraction. Cac web scraper khac véi web crawler ¢
chd, trong khi web crawler tap trung vao viéc duyét cac trang web thong qua cac
lién két hyperlink, thi web scraper lai tap trung vao viéc chuyén d6i ndi dung c6 cau
triic, sau d6 boc tach, trich xuit phan thong tin mong mudn va luu trit lai vao cac co
s& dit 1iéu hodc spreadsheet. Cac web scraper ciing c6 thé thyc hién thém cac cong
doan phan tich dir li¢u sau khi da trich xuét duogc dé phuc vu cho mdt muc dich nao

d6. Mot sé tng dung cta web scraping bao gdm: so sanh gia ca thi trudng truc



18

tuyén, nghién ctru thi treong, thu thap thong tin dé thong ké, theo ddi thong tin thoi
tiét trén cac website du bao thoi tiét, tong hop tin tirc tir nhiéu website,...
Mot s6 k¥ thuat duge sir dung trong web scraping ¢ thé ké ra nhu:

- So trung: mot k¥ thuat don gian nhung kha hiéu qua dé tim kiém cac phan
ndi dung chit ¢6 sy trong ddng v6i nhau (do ndi dung trang web cha yéu 1a
& dang ky tu). Ky thuit nay thuong sir dung regular expression (biéu thuc
chinh quy) dé so trung va tim kiém.

- Lap trinh HTTP: ta c6 thé liy duoc ndi dung trang web bang cach giri mot
yéu cau HTTP dén web server, ciing giong nhu cach web browser lam. Day
cling 1a mét k¥ thuat dugc st dung bdi cac web clawer.

- Phan tich cau trac DOM : Phan tich noi dung HTML ciia web page va xay
dung mot DOM (Document Object Model), giup scraper cé thé duyét cac
node trén cdy nay va chi iy ra phan noi dung ma né can.

Mot sé ing dung quan trong cia Web Scraping:

- E-commerce Websites (Website thwong mai dién tir): Web Scraping c6 thé
thu thap dir li€u lién quan dic bi¢t dén gid thanh ctia mot san ph'ﬁlm cu thé
tir cac trang web thuong mai dién tir khic nhau dé so sanh.

- Content Aggregators (B6 tong hop ndi dung): Web Scraping dugc sir dung
rong rai bai cac bo tong hop nodi dung nhu bo tdng hop tin tirc (news) va bo
tong hop viéc 1am (job) dé cung cap dir liéu cap nhat cho ngudi dung.

- Marketing and Sales Campaigns (Chién dich tiép thi va ban hang): Web
Scarping c6 thé duoc str dung dé 13y dir liéu nhu email, sé dién thoai,... cho
céc chién dich tiép thi va ban hang.

- Search Engine Optimization- SEO (T6i wu hoa cong cu tim kiém): duoc sir
dung rong rii boi cac cong cu SEO nhu SEMRush, Majestic,... dé cho doanh
nghiép biét cach ho xép hang céc tir khoa tim kiém quan trong.

- Data for Machine Learning Project (Dt li¢u cho cac du an may hoc): Viéc
truy xudt dit liéu cho céc du an may hoc tir Web Scraping.

1.5.3. Phéan biét Web Crawling va Web Scraping

Web Crawling va Web Scraping 1a hai khai niém c¢6 lién quan v&i nhau va
¢ thé c6 nhiéu nguoi nham 1an hodc chua phan biét dugc sy khac nhau gitra hai
khai niém nay. Web Crawling 1a qué trinh thu thap thong tin tir cic Website trén

mang Internet theo cac duong links cho trudc. Cac Web Crawler s€ truy cap cac
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links nay dé download toan bd noi dung cia trang web ciing nhu tim kiém thém cac
duong links bén trong dé tiép tuc truy cap va download noi dung tir cic dudng links
nay. Dit liéu sau khi duoc tai vé& s& duoc danh chi sb (indexing) rdi luu vao co s&
di licu.

Web Scraping ciing thuc hién viéc tim kiém va thu thap thong tin nhung khac
vo1 Web Crawling, Web Scraping khong thu thap toan bd thong tin cua mot trang
web ma chi thu thap nhiing thong tin can thiét, phi hop véi muc dich ciia ngudi
ding. Trong Web Scraping chiing ta ciing phan nao s dung WebCrawler dé thu
thap dir liéu, két hop v6i Data Extraction (trich xuat dir liéu) dé tap trung vao céc
ndi dung can thiét.

Vi du nhu déi véi trang amazon.com, Web Crawling sé& thu thap toan bd noi
dung cta trang web nay (tén cac san pham, thong tin chi tiét, bang gia, huéng din
str dung, cac reviews va comments vé san pham,...). Tuy nhién Web Scraping c6
thé chi thu thap thong tin vé gia cta cac san pham dé tién hanh so sanh gia nay véi
cac trang ban hang online khac.

1.6. M@t s6 thuat toan kiém tra phat hién thay déi ndi dung trang
TTDT
1.6.1. Ham bam
1.6.1.1. Giéi thi¢u ham bam

Ham bam (hash function) 1 giai thuat v&i dau vao 1a nhimg khéi dir lidu va
két qua dau ra 1a cac gia tri bam twong (g véi mdi gia tri dau vao. O day gia tri
bam c6 thé dugc coi nhu mot khoa dé phan biét cac dir liéu v6i nhau, tuy van con
hién tugng tring khoa hay con goi 1a dung d6 nhung diéu nay van dugc chap nhan
va moi ngudi van dang tim cach dé cai thién giai thuat nham giam thiéu sy dung do
d6. bé giam chi phi tinh toan khi tim mot khdi dir liéu trong mot tap hop, nguoi ta
su dung bang bam.

Nhian thdy rang ham bam h khong phai 1a mot song anh. Do d6, vi mot thong
diép m bat ky, ton tai thong diép m’ # m sao cho h(m) = h(m”). Luc nay, ta ndi rang
“co xay ra sy dung do”.

Mot ham bam h duoc goi 12 an toan (hay “it bi dung d6”) khi kho c6 thé xac
dinh dugc (bang cach tinh toan) cip thong diép m va m’ thoa man m # m’ va h(m)
= h(m”). Trén thuc té, cac thuat todn bam 1a ham c6 tinh mot chiéu, tirc 13, khi ¢o

thong diép rat gon rat kho dé xay dung lai thong diép ban dau.
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Cung ta co thé sir dung ham bam dé xac dinh duoc tinh toan ven dit liéu hay
cua thong tin, moi thay doi, du 1a rat nho, trén thong diép cho trude, vi du nhu thay
d6i gié tri 1 bit, déu lam thay ddi thong diép rit gon twong tng. DAy 14 tinh chat kha
hitu ich trong viéc kiém tra chit ky dién tir, ching nhén céc thong diép...

Ham bam 14 nén tang cho nhiéu tmg dung mi hoa. Co nhiéu thuit toan dé
thuc hién ham bam, trong d6, phuong phap SHA-1 va MDS5 thuong duoc sir dung
kha pho bién tir thap nién 1990 dén nay.

Ham bam mat ma tng dung nhiéu trong an ninh thong tin, dién hinh 1 kiém
tra tinh toan ven cua dir liéu, md hoa mat khau, xac minh tép tin, ching thuc thong
diép, chir ky sd, va cac dang ung dung khac ma chira ham bam mat mi bén trong.
Ham bam mat ma con duoc st dung nhu cac ham bam thuong, phuc vu cho bang
bam nhu chiing ta da biét. Vi ma bam cta mot d6i twong 13 duy nhit, ma bam dé co
thé dugc dung nhu diu van tay dé nhan dang ddi tuong. Vi du dé chi ra mot ngudi
st dung, cach tot nhat 1a st dung d4u van tay la ma bam mat ma danh cho nguoi do,
trong khi ma nhan dang kiéu khac c6 thé khong rd rang va bi trang lap.

1.6.1.2. Tinh mot chiéu cia ham bim

Ham bam dugc xem 1a ham mdt chiéu khi cho trude gia tri bam, kho co thé
tai tao lai thong diép ban dau, hay con goi 1a “tién anh” (“pre-image”). That vy,
v6i bai toan tim “tién anh” twong (mg voi mot gia tri bam, trong trudng hop 1y
tuong, can phai thuc hién ham bam cho khoang 2" thong diép.

Céch tAn cong nham tao ra mot théng diép khac v6i thong diép ban dau nhung co
cling gia tri bam goi 13 tAn cong “tién anh thir hai” (second pre-image attack).

Ham bam mat ma phai c6 kha nang chéng lai cac loai tan cong mat ma, tdi
thiéu phai dam bao c6 3 tinh chat sau:

+ Khang tién anh (Pre-image resistance): Vi mot ma bam h bat ky, khé tim
duoc mot thong diép m nao ma h = hash(m). Piéu nay lam chung ta lién tudng t6i
tinh mot chiéu ciia ham sd. Trong goc do ham toan hoc, ma bam 13 anh con thong
diép 1a tao anh cia ma bam, hay goi 14 tién anh. Strc khang cy tdn cong tir anh nguoc
vé tién anh goi 1a khang tién anh. Mot ham bam co6 khang tién anh yéu 1a 16 hong
cho cac cudc tan cong tién anh.

+ Khéang tién anh thir hai (Second pre-image resistance): Vi mot thong
diép m1 bat ky, kho tim duge mot thong diép tht hai mz sao cho m1 # m2 va hash(mi)
= hash(ma). Xac suét xay ra bién c¢d c6 thong diép my nhu thé twong tu bién cb
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“Cung ngay sinh”. Mot ham bam co6 khang tién anh tht hai yéu 1a 16 hong cho cac
cudc tin cong tién anh tha hai.

+ Khéng xung dot (Collision resistance): Kho tim dugc mot cap thong
diép m1 va mz sao cho my # mz va hash(ms) = hash(my). Cip nhu thé duoc goi 1a xung dot
bam méat ma. Tinh chat nay d6i khi con duge goi 1a khang xung dot manh. N6 yéu cau chiéu
dai bam it nhét phai dai hon hai lan so v6i yéu cau cua khang tién anh, néu khong xung dot
c6 thé xay ra boi mot cude tan cong “Ngay sinh”.

1.6.1.3. Cau tric ham bim

Cac ham bam hau hét déu c6 chung ciu truc giai thuat nhu sau:

+ Cho dit liéu dau vao M c6 d6 dai bat ky. C6 thé thém vao M mot s bit dé
nhan duoc dir liéu c6 d6 dai 1a boi cia hang s cho trude. Chia nho thong diép thanh
tirng khi co kich thude bang nhau: M1, My, ... Ms

+ Goi H 1a trang thai ¢6 kich thudce n bit,

+ Goi f 1a ham dung dé tron khi dir liéu véi trang thai hién hanh

> - Khai tao, gan Ho bang mot vector khai tao ndo d6

» -Hi= f(Hix M) véii=12 3 ...,

+ Hs chinh 13 théng diép rat gon cua thong diép M ban dau

Original message Padding/length
7 bits n bits n bits
Ml M2 LR MI
Y Y A4
its .
m bit H, H, H, m bits
Ho F— 1 S T e I o 1,
Message
Compression Compression Compression digest
function function function

Hinh 1.5 So' @6 Merkel-Damgard
Qua trinh biam thyuc hién trén ting khuc dit liéu, mdi khiic duge baim mot sb
vong (sb vong lap dang st dung hién nay 1 64 vong hodc 80 vong). Thuit toan duy
tri cac bién twong Gmg voi cac tir ciia md bam, mdi tir 32 bits hodc 64 bits, mdi vong
thuc hién tinh toan cac bién trén co s& khuc dit liéu va cac thao tac khac. Khac dit
li¢u, tuy theo loai ham bam co thé duoc so ché hoic khong, duoc chia thanh céc
manh nho ¢& 32 bits hodc 64 bits va duge “tron” dan vao cac vong bam. Trong mdi

vong bam, “gia vi” dugc bd sung la hang s6, d61 voi da s6 ham bam hang s6 duoc
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1y tir mot hay hai mang cho trudc, trong d6 c6 mang cac gia tri cia mot ham phi
tuyén hodc mang cua cac sd nguyén té dau tién. Dir liéu dugc “bam” str dung két
hop cac phép toan trén bit. Cubi mot vong, thuat toan thuc hién “tron” dir liéu bﬁng
cach gan mot sb bién dau ra bang véi mot sb bién dau vao nhung hoan vi. Cac bién
v6i gia tri méi lai trd thanh bién dau vao cho vong tiép theo. Chung ta thiy ring dit
liéu duoc bam 1a dit liéu hdn hop, nhung moé ta rd hon thi, thuat toan thyc hién bam
cac bién trong khi tha manh dir liéu va gia vi vao, roi tron cac bién, tinh toan, khoi
tao cac bién cho vong sau, roi lai bam tiép. Khi két thuc tit ca cic vong bam cia
mét khic, khuc dir liéu coi nhu dugc nén vao cac bién.

Viéc tinh toan dugc bat dau véi mot gia tri hash khoi tao, coi nhu ma bam
hién hanh cua khuc dir liéu dau tién. O dau chu ky ctia mot khuc, cac bién duoc gan
v6i cac tir trong tng ctia md bam hién hanh. Sau khi di qua hét cac vong bam, cac
bién két qua duoc cong twong ng vao cac tir cia md bam hién hanh dé tao ra ma
bam mai. Qua trinh bam thyc hién bam di bam lai trén tung khtc dir liéu, ma bam
m&i cta chu ky nay dugc dung 1am ma bam hién hanh cua chu ky tiép theo, cho t6i
khuc cudi cung. Gia tri ndi cac tir cia ma bam sau cung 1a ma két qua cta ham bam.

1.6.2. Thudt todn déi sanh chudi

Ddi sanh chudi 12 viée so sanh mot hodc vai chudi (thudng duge goi 1a mau
hodc pattern) voi toan bd van ban dé tim ra noi va so 1an xuat hién cta chudi d6
trong van ban.

D6i sanh chudi 13 mot chu dé rat quan trong trong linh vuc rong hon ctia xtr
1y vin ban. Céac thuat toan déi sanh chudi 13 nhitng thanh phan co ban duoc st
dung trong viéc trién khai cac phﬁn mém thuc tién ton tai trong hau hét cac hé diéu
hanh. Hon nita, chung 1am ndi bat cac phwong phap 1ap trinh phuc vu nhu 1a céc
mau trong cic linh vuc khac cia khoa hoc may tinh (thiét ké hé théng va phan
mém). Cudi cling, cac thuat toan dbi sanh chudi ciing dong mot vai trd quan trong
trong khoa hoc may tinh 1y thuyét bang cach cung cip nhirng bai toan thach thirc.

1.6.3. Ddu van tay tai ligu (Document Fingerprint)

Trong khoa hoc may tinh, ddu véin tay nhan dang duy nhat dit liéu gbc cho
tat ca cac muc dich thyc tién giéng nhu 1a viéc nhan dang duy nhat dau van tay
nguoi trong thuc té. Dau van cia tai liéu 1a tap hop cac ma duogc sinh ra tu cac

khoa nd1 dung cua tai liéu d6. Mo1 ma d6 dugc goi 1a mdt gia tri bam.
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Théng thudng, ta chon chudi con tir vin ban ban dau sau d6 ap dung mot
ham toan hoc cho mdi chudi con di chon dé tao ra diu van tay tai liéu. Ham nay,
giéng nhu mot ham bam, tao ra mgt gia tri bam. Gia tri bam nay sau d6 dugc luu
trit trong mot chi muc (index) dé truy cdp nhanh khi truy van . Khi mot tai liéu truy
véan (query document) s& duoc so sanh véi tdp hop cac sé nguyén di duoc luu trix
d6, dau van tai liéu cho cac truy van d6 s& duogc tao ra. Pdi véi mdi gia tri bam trong
dau van tay tai liéu, chi muc ciia truy van va mot danh sach cac dau van tay d6i sanh
duoc 14y ra. S6 luong gia tri bam chung gitta ddu van tay truy van va mdi dau van
tay trong tap hop da luu trit xac dinh tai liéu twong ing do.

C6 mot vai phuong phap dé 1ay dau van tay tai liéu dua trén 4 su bién do6i
ctia cac thong sb thiét két sau:

- Chién lugc lya chon (dugc str dung dé chon cac chudi con tir tai liéu da
cho).

- Kich thudc cua cac chudi con (duoc trich ra tur tai ligu).

- S6 luong gié tri bam (duoc str dung dé xdy dung mot tai lidu ddu vén tay).

- Ham Fingerprint (duoc st dung dé tao ra mot gia tri bam tu chudi con trong
tai li€u, nhu 1a cac checksum, ham bam, ham bam mat ma, va chir ki sé).

1.6.4. Thugdt toan Rabin Fingerprint

Thuat toan Rabin Fingerprint 1a mot trong nhiéu thuat toan Fingerprint thyuc
hi¢n khoa cong khai str dung cac da thuc trén mdgt truong gidi han.

Thuéat toan Rabin Fingerprint dién hinh tao ra mot gid tri bam tir chudi con trong cac
trang web (web pages), boi vi ddy 1a mot thut todn nhanh va dé dé thuc thi, va nd ciing di
kém v6i mot phan tich chinh xac toan hoc clia xac suat dung do (hai tap tin c6 dau van
tay giéng nhau).

Thuat todn dugc stir dung trong h¢ théng nhu sau:

Piu vao: Tai lidu (trang web cong khai)

Piu ra: Diu van tay tai liéu (cac gia tri bam cua tai liéu d6)

Budc 1: Bit dau.

Budc 2: Xir 1y vian ban, xod hét tit ca khoang tring va cac ki ty dic biét (nhu:
<, >, %, !, ...) tt md HTML (ma trang web) dé thu duoc mot khoi
vin ban thuan tay (pure text block).

Budc 3: Chia khdi vin ban d3 xir Iy d6 thanh cac chudi con c6 d6 dai K.
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// S6 lwong chudi con c6 dé dai K va sé lwong gid tri bam (md
bam) bang (M-K+1), véi m la kich thude ciia tdi liéu.
Budc 4: Tinh toan gia tri bim d6i voi mdi chudi con bang cach tinh H(P) nhu
Sau:
// H(P) la mét tuyén tinh trong n (n la do dai ciia P)
Khoi tao:
Count=K
Tr=TI[r..r+n-1]
H(S) = S(n) + 2*S(n-1) + 4*S(n-2) + ... + 2"1*S(1)
Do while Count >0
St dung Hp(P) = H(P) mod p nhu 1la mdt gid tri bam
(fingerprint) cua P
Ho(Tr) = [2*Hp(Tr-1) - (2" mod p) * T(r-1) + T(r+n-1)] mod p
//Tinh gid tri bam cho cdc chudi con tiép theo.
Until Count =1
Budc 5: Luu lai cac gia tri bam.
Budc 6: Két thuc.

window size = 8

Hash Values

A|lK|L|7|8|#|F| ]|/ I . .
SN NS N W— -~ (illustration only)
\ A
A|lK|IL|7|8|#]|F]|; » QOxffeBos
y 1
K|L|7 |8 |&|F| |/ » Ox7fcdl2
v | |
L|7|8|#&#|F|; |/ —_— Ox831765
Y |
7|18 |# |F|; |/ ; |———p Oxaeffee
8|#|F|;|/|.|,|C|—> ©xbsh8dd

Hinh 1.6 M6 ta thuit toain Rabin Fingerprint
1.6.5. Thudt toan Rabin Fingerprint cdi tién
Thuat toan Rabin Fingerprint cai tién ap dung xay dung hé thong giam sat

website nham phat hién kip thoi cac cudc tan cong dé dam bao tinh toan ven cua
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trang web dong thoi tao ra thong diép canh bao c6 ¥ nghia khi trang web di bi tin
cong.

Thuét toan cai tién duogc dé xuit trong h¢ théng nhu sau:

Piu vao: Tai lidu (trang web cong khai)

Piu ra: Dau van tay tai liéu (cac gia tri bam cua tai liéu d6)

Budc 1: Bit dau.

Budc 2: Xur Iy van ban, xo4 hét tit ca khoang trang va céac ki tu dic biét (nhu:
<, >, %, !, ...) tr md HTML (mi trang web) dé thu duoc mot khoi
van ban thuan tay (pure text block).

Bude 3: Tir van ban M, chia ra thanh K khéi voi kich thude n mdi khéi (n
nguyén duong)

Buéc 4: Tinh ma bam cho cac chudi con:
Khoi tao:
Tr =T[r..r+n-1];
K=0;
H(S) = S(n) + 2*S(n-1) + 4*S(n-2) + ... + 2"1*S(1);
While (K<m/n)

{
for (r=K*n; r<=K*n+n; r++)
{
Hp(Tr)= (Hp(T\) + T(r)) mod p //Tinh gia tri bam
cho cdc chudi con, p la s6 nguyén té Ién.
by
K++;
by

Budce 5: Luu lai céce gia tri bam.
Budc 6: Két thuc.
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Kich thwéc van ban = 12 ki tw, kich thwéc chudi con =3

A|K|L|7|8|#|F]|;]|/ , | C
i Gia tri mi bam
Y
AlK|L » 486351
718]|# » 657432
Fl;, |/ |/ 832134

¢ |=——= 276219

Hinh 1.7 Minh hoa cai tién giai thuat
1.6.6. Thudt todn tim sw khac nhau cia hai vin ban ""An O(ND)
Difference Algorithm""

Thuat toan nay duogc xudt ban 1an dau tién cach day 30 nam dudi tua dé "An
O(ND) Difference Algorithm and its Variations" cia Eugene Myers, trong cudn
Algorithmica Vol. 1 s6 2, 1986, trang 251. Trong bai ndy, tac gia c6 dé cap dén dinh
nghia cia thuat toan theo cach dé quy, va str dung mot s6 ma ciia ngdn ngit 1ap trinh
hién co.

+ Cach hoat dong:

So sénh céac ky tu cua hai t&p vin ban 1én khong dé thuc hién va c6 xu huéng
cham. Pé viéc so sanh dugc dé& hon, can so sanh duédi dang dAu van, do do, bude
dau tién 1a tinh ddu van cho cac dong vin ban. Néu cac dong van ban giéng hét nhau
thi s& cho cac ddu van giéng nhau va nguoc lai.

C6 mot sb tuy chon cé thé lua chon truée khi tinh ddu van, tuy theo yéu cau
ngudi dung hay tiiy theo mét s6 loai van ban nhu x6a nhiing khoang tréng, x6a cac
tur khoa, id, thé...

Phan chinh cta thuét toan 1a cach so sanh hai mang dau van va tim sy khac

nhau giita chiing. C6t 151 ctia thuat toan duoc x4y dung bang hai phuong phap:
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LCS (Longest common subsequence): La vi¢c thuc hién cac thuat toan chia
dé tri dé giai quyét bai toan tim chudi con chung dai nhat.

SMS (Shortest Middle Snake): Phuong phap tim duong ngin nhat.

+ Cai tién:

Thuit toan gbe thue hién bang cach st dung phuong phép tiép can dé quy,
so sanh cac trinh tu dugc 14p chi muc, va truyén cac phan cia cac chudi nay thanh
cac tham s, trich xuat cac mang con va ndi lai chiing.

Thuit toan cai tién bﬁng cach thém mot s6 ma vao chirc nang LCS dé nhan
duoc két qua ngay lap tirc trén cac mang con giéng nhau, di bi x6a hoan toan hoic
cheén vao thay vi phan tich dé quy chung.

Két qua dugc luu trit trong hai mang chira doi tuong mo ta sy khac biét da
tim thay.

1.6.7. Thudt toan tim sw khac nhau cza hai hinh @nh

Viéc tim sy khac nhau cta hai hinh anh co ban la su so sanh truc tiép cac
diém anh cia hai anh.

+ Cai tién:

Viéc lay thong sb cac diém anh trong C# thudng st dung 2 phuwong thirc set
va get, tuy nhién khi ban goi 2 phuong thirc nay hé théng sé& Lock anh lai dén khi
két thiic phuong thirc vira goi ty dong sé UnLock anh d6 cho viét truy cap l1an sau.
Chinh viéc Lock r6i Unlock lién tuc da lam di 1am cho viée xir 1y &nh cham, nhat
la v&i anh co kich thudce 16n.

Vi vay thudt toan c6 thé cai tién bang cach st dung k¥ thuat LockBits, luu
cac thong tin ctia anh vao mang dé xur 1y.

1.7. K&ét luan chwong

Trong chuong 1 luan vin néu khai niém tan cong thay doi noi dung, nguyén
nhan va cach khic phuc cung v6i mot sb thuat toan phat hién sy thay doi do.

Viéc bi hacker tan cong la diéu khong thé tranh khoi vi ngay ca nhiing ong
16n nhu Google 1an Facebook ciing da ting phai chao dao vi “nhitng vi khach khong
moi ma dén” nay. Tuy nhién véi nhiing kién thirc trén, ching ta c6 thé han ché dugc
tGi 99% cac cude xam ling ngoai ¥ mudn do. Suy cho cung thi tin cong giao dién

Deface cling khong qua ghé gom.
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CHUONG 2.NGHIEN CUU PHUONG PHAP KIEM TRA
PHAT HIEN THAY POI NQI DUNG TRANG TIN XO SO

Dam bao tinh toan ven cua thong tin, turc la thong tin chi duwoc phép xoa hodc
sita doi boi nhitng doi twong dwoe phép va phdi dam bdo rdng théng tin van con
chink xdc khi dwoc hew trie hay truyén di. Vi du truong hop tinh toan ven ciia théng
tin bi phd vé: thay déi két quad xé sé trén trang x6 so6 kién thiét tir mét doi twong
khéng dwoc phép dan dén nhiéu hé lyy. Chwong ndy trinh bay cu thé vé kién tric,
co ché hoat dong cia trang TTPT cing véi mé hinh tong qudt cho phwong phdp
kiém tra phat hién gid mao ndi dung trang tin. Bang cdch trinh bay cu thé phwong
phdp thu thdp théng tin, chon loc ndi dung théng tin can kiém tra déi véi trang
TTPT, phén tich cdc cong cu thu thdp théng tin sé dwa ra phwong phdp kiém tra
phat hién gid mao néi dung trang két quda x6 so.

2.1. Khai quat vé kién tric chung, co ché hoat ddng cia cac trang
TTDT.

Web browsers PDA bpowser WAP browser
w | g® & @

10 1 1

Presentation Services

Portal o Search & . Applications &
Server Personalization Categorize Collaboration Workflow
Intergration Public & Portlets/ Sercurity &
g Subscribe Channels SSO

Portal Infrastructure

1l

I I
wee | & O

Resources
Portal Structured & Intergated
Database Unstructured Data Database

Hinh 2.1 Mé hinh kién tric Portal
Puoc xay dung dva trén md hinh Web ba tang (Web Application 3-tier): ting
trinh dién (Client), ting Gng dung (Portal Server) va ting co s& dit liéu (Enterprise
Resources).
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[1] Téng trinh dién (Client):

Nguoi dung c6 nhiéu lya chon vé nén trinh dién (Internet, Mobile, PDA,...).
Hé théng s& tuy dong goi cac tép cdu hinh sin cho tang nén thong qua 16p
Presentation Services.Tang trinh dién chiu trich nhiém vé cung cdp giao dién cho
nhiéu loai ngudi dung khac nhau, c¢6 nhiém vu lay cic yéu cau, dit liéu tir nguoi
dung, c6 thé dinh dang n6 theo nhitng qui tic don gian (dung cic ngdn ngit Script)
va goi cac thanh phan thich hop tir ting Business Logic dé xur 1y cac yéu cau. Két
qua sau xu ly dugc tra lai cho nguoi dung.

[2] Téng teng dung (Portal Server):

La moi truong hoat dong va 1a noi chira cac tng dung ciia Cong giao tiép
dién tir. La dau moi tiép nhan va xir 1y yéu cau ciia nguoi dung dau cudi, phan tich,
tién xtr 1y yéu cau va chuyén yéu cau di xu Iy cho phan tng dung twong tng xur 1y.
Téng nay bao gém 3 thanh phén chinh: dich vy phuc vu trinh dién, phén ung dung,
kién tric ha ting

- Dich vu phuyc vu trinh dién (Persentation Services): Pam nhan nhiém vu dén
cac yéu cau tir tng trinh dién (yéu cau phia client) va tra vé két qua cho phia
client. Pong thoi ¢ nhiém vu thyc thi cac thanh phan diéu khién trinh dién
ctia ing dung chi ciing nhu thyc thi cac modules giao tiép voi cac Server khac
(Email, LDAP server).

- Phan tng dung (Bussiness Logic): Thuc hién cac quy trinh xtr Iy nghiép vu va
diéu khién. Phan nay bao gém tap cac API dé thuc hién cac luéng cong viéc,
tap cac API dung dé tao ra cac dir liéu va sau d6 thong qua Presentation
Services xuat ra XHTML, HTML, WML, ... tiy theo nén trinh dién ma phia
client yéu cau. Phan nay bao gdm cac khéi chirc nang chinh sau:

Khéi bao mat (Sercurity & SSO — Single Sign-On): Khéi nay bao gdom cac
chtrc ning co ban lién quan dén viéc ding ky, quan 1y tai khoan (tao mdi, stra doi,
X0a, ...) ciia ngudi sir dung hodc nhom nguoi st dung, phan quyén cho ngudi ding
hodc nhoém nguoi dung truy cp téi tai nguyén va dich vu cua hé thong. Véi quan
diém thong tin va dich vu chi duoc truy nhip béi nguoi dung hop 18, Portal can thiét
duy tri hé thong kiém tra va xéac thuc nguoi dung truy cap. Thém nita dé tranh cho
ngudi ding phai nhd qua nhiéu tén va mat khau khi truy nhap tai nguyén cia minh,
Portal cling dugc cai dat kha nang xac thuc mdt ctra theo do nguoi st dung (da nhap
duy nhét dép tng yéu cau sir dung cia mot cong dong ngudi dung mudn chia sé,

trao d6i cac thong tin truc tuyén trén Internet).
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2.2. M0 hinh tong quat cho phwong phap kiém tra phat hién thay doi
ndi dung bang két qua caa trang tin xé sé.

Hé thén,
,g Web server
giam sat '

Newai sir dung |

|
I |

I |

) I |
bia chi URL e P; L
. ing

Két qua Ping

Ping thanh
cong

Anh chup, HTML | Je—REsPORSE

Hinh 2.2 Biéu @ trinh ty kiém tra trang TTDPT

H& théng
,&’ | Web server | | Database
glam sat I I

Ngudi s dung I

I
m Léy danh sich Jvebsite

Danh sach website

I R

1
1
1
1
1
1
1 ||
1 . s
- Bat dau o .
> Ping

Két qua Ping

Request

Response

b -

) T
Anh chup, HTML :
1

|
L4y anh chup, HTMI% An nhit

. R .
Anh chup, HTML gan nhat
1

F 4

Canh bdo néu ¢co
thay déi

Hinh 2.3 Biéu dd trinh tw so sanh ndi dung
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Quan 1y danh sach trang TTPT can kiém tra: gdm céc thong tin vé dia
chi va tén trang TTDT, thoi gian kiém tra, khu vuc kiém tra voi cac

chirc nang:

Thém trang TTDT

Xoa trang TTDT

Stra thong tin trang TTDT

Chuyén trang TTDT thanh hinh anh

Tim ma du vén cua doan d3 chon trong mi ngudn trang TTPDT

Giam sat:

Quan 1y khoang thoi gian giita mdi 1an kiém tra
Céc chirc nang bat dau, tam ding giam sat

So sanh du van

So sanh hinh anh

Churc ndng cai dat cac tuy chinh cho qua trinh giam sat

Hién thi két qua:

Hién thi thong tin trang TTDT

Hién thi hinh anh trang TTDT

So sanh 2 hinh anh khac thoi gian ctia trang TTDT, khoanh vung thay
doi

So sanh 2 mi ngudn khac thoi gian cua trang TTDT, chi ra thay doi

Canh bao

Canh bao bang mau sic
Canh bao bang 4m thanh

Canh béo bang tin nhin

Quan 1y dit liéu hé thong:

Luu dir liéu trang TTDT
Load dir li¢u trang TTDT

Loc dir 1iéu theo ngay
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2.3.  Phén tich, danh gia mét sé cong cu thu thap thdng tin. Chon mét
cdng cu thu thap théng tin (dw kién dung b céng cu Scrapy).
2.3.1. H¢ théng thu thdp di liéu Mercator
Vao nam 1999 hai tac gia Allan Heydon va Marc najork da dé xuat mot kién
trirc cho hé théng thu thap dir liéu Web c6 kha ning mé rong trong bai bao cé tén
“Mervato- A Scalable, Extensible Web Crawler®. Trong bai bao nay, hai tac gia dua
ra mot sd thanh phan yéu cau can c6 d6i voi hé thong thu thap dit liu Web c6 kha
nang mé rong, do la:
- Thanh phan dugc goi 1a URL Frontier cho viéc luu trir danh sach cac
URL can download.
Thanh phan cho viéc giai quyét tén mién va dia chi IP.
Thanh phan cho viéc download trang st dung giao thirc HTTP.
Thanh phan cho viéc trich rat lién két tur tai lieu HTML.
Thanh phan cho viéc kiém tra URL nio d6 da duwoc viéng tham hay

=
Content
Seen?
FPs
= O w1 w0 19

chua.

|19
N = Extractor | Fitter 7| Seen?
¥ . e
E
8 T
N | > FTP g » o, < S
E Counter Log URL
T b Set
< ~= E GIF 2
-+ =i Gopher Stats ™ Log
S
Protocol Processing
Modules Modules

Hinh 2.4 Cac thanh phan chinh ciia Mercator.
(1) Lay 1 URL day du (absolute URL) ra khoi Frontier cho viéc download. Mot
URL day du bat dau voi dinh dang cai ma chi rd giao thirc mang, vi du: http. Trong
Mercator, giao thirc mang dugc cai dit trong “Protocol Modules*. Cac module trong
“Protocol Modules* dugc ciu hinh trong file duoc dinh nghia béi ngudi dung, va
duoc load dong khi hé thdng bat dau tién trinh duyét dir liéu. CAu hinh mic dinh
bao gdm cac giao thitc: HTTP, FTP, Gopher. Dua vao ciu trac URL, hé théng s&

lya chon giao thuc thich hop cho viéc download. Sau d6 n6 stir dung chirc nang fetch
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trong “Protocol Modules“ dé download trang tir Internet (2) va ghi dit liéu download
duoc vao trong RIS (3) str dung “Content Seen* dé kiém tra ndi dung trang (gin véi
URL khac) da dugc viéng tham trude d6 hay chua (4).

Néu di duoc viéng tham, hé théng s& khong xu 1y thém nita, ddng thoi x6a
URL khéi frontier. Dya vao MIME type trong trang download dugc, cdc module
thich hop s& duoc chon dé xu 1y tiép theo (5).

Vi dy, “Link Extracto* va “Tag Counter” stt dung cho MIME text/html, va
GIF Stats xir 1y cac trang co6 MIME 1a image/ gif. V&i MIME text/html hé théng s&
trich rat tat ca cac lién két bén trong n6, mdi lién két dugce chuyén do6i thanh URL
day du, qua “URL Filter” dé kiém tra (6).

Cac URL sau khi qua “URL Filter s& dugc “URL Seen® (7) kiém tra xem
URL da duoc viéng thim hay chua, hoic URL c¢6 nam trong Frontier hay khong.
Néu khong s& bd sung URL méi vao Frontier (8).

2.3.2. Hé théng thu thdp di¥ ligu tar Twitter- TwitterEcho

Céc dich vy truyén thong da phuong tién xi hoi (social media) di noi 1én
trong vai thap ky gan ddy, thay d6i cach ma chung ta thong tin v6i nhau. Do do,
ching tré thanh d6i tugng nghién ciru trong mot vai linh vuc bao gdm thu thap
thong tin, phan tich mang xa hoi, viéc thu thap dit liéu cho dich vu nay thuong la
van dé phuc tap vi cac dich vu thuong khong két ndi truc tiép t6i noi ma dir liéu do
dugc sinh ra, tham chi cho muc dich nghién ctru. Do d6 nhitng nha nghién ctru can
xay dung hé théng cho vi¢c thu thap dit li¢u d6 hodc la str dung cac API dugc cung
cép bo1 mang xa hdi, hoac 1a thu thap dit li¢u thong qua Web Crawler.

bac biét mang xa hoi Twitter chra dung ngué)n thong tin cho viéc nghién
cuu, tir viée phan tich twong tac cia nguoi st dung, phan tich viéc st dung hashtag,
va trich din URL, phan tich ndi dung cu thé nao d6 (Vi du: phan tich su lan truyén
cta dich cam, diéu tra s6 lvgng nguoi nude ngoai ndi tiéng Phap).

Yéu cau k¥ thuat trong TwitterEcho: Ton trong gidi han, van hanh lién tuc,
kha ning mé rong thoi gian thirc, day du dit liéu, tha thir 18i, module hoa.

2.3.3. Cong cu HTTrack

HTTrack la cong cu mién phi cho phép download WWW tir Internet toi thu

muc nam trén may tinh. HTTrack sap x€p cau trtc lién két cua site goc.
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2.3.4. CONng cu Scrapy:

B vooeware

SPIDERS

INTERNET

ITEM PIPELINES ~ «—iTems ENGINE EQUEST
< s scuznuuzn >

—_— o —

Hinh 2.5 Cac thanh phin ciia cong cu Scrapy

2.3.4.1. Thanh phan
Scrapy Engine: Scrapy Engine c6 trach nhiém kiém soat lung dit liéu giira
tat ca cac thanh phﬁn cua hé théng va kich hoat cac sy kién khi mét s6 hanh
dong xdy ra
Scheduler: Giong nhu mot hang doi (queue), scheduler sip xép thi tu cac
URL can download
Dowloader: Thyc hién dowload trang web va cung cap cho engine
Spiders: Spiders 12 class duoc viét boi ngudi dung, chiing c¢é trach nhiém boc
tach dit liéu can thiét va tao cac url méi dé nap lai cho scheduler qua engine.
Item Pipeline: Nhirng dir liéu duoc boc tach tir spiders sé dua tdi day, Item
pipeline c6 nhi¢m vu xtr Iy ching va luu vao co s¢ dir licu
Cac Middlewares: La cac thanh phin ndm giita Engine vé6i cac thanh phan
khac, ching déu c6 muc dich 1a gitp ngudi dung cé thé tuy bién, mé rong
kha ning xir 1y cho cac thanh phan. Vi du: sau khi dowload xong url, ban

mudn tracking, giri thong tin ngay lac d6 thi ban c6 thé viét phan mé rong va
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stra lai cAu hinh dé sau khi Dowloader tai xong trang thi s& thuc hién viéc

tracking.

e Spider middlewares: La thanh phan nim gitta Eninge va Spiders, ching
xtr Iy cac response dau vao cua Spiders va dau ra (item va cac url méi).

e Dowloader middlewares: Nam giita Engine va Dowloader, chung xt 1y
cac request duge ddy vao tir Engine va cac response duoc tao ra tir
Dowloader

e Scheduler middlewares: Nam giita Engine va Scheduler dé xir 1y nhiing
requests giita hai thanh phan
2.3.4.2. Ludng dit liéu

- Khi bat dau crawl mot website, Engine s¢€ xac dinh tén mién va tim vi tri cta
spider d6 va yéu cau spider d6 tim cac URLS déu tién dé crawl

- Engine nhan danh sach cdc URLs déu tién tir spider, giri cho Scheduler dé
sap xép

- Engine yéu cau danh sach cach URLS tiép theo tir Scheduler

- Engine nhin danh sach cac url tiép theo tir Scheduler vao gui dén
Donwloader (requests)

- Downloader nhan request va thuc hién viéc tai trang, sau khi tai xong s¢€ tao
mot response va gui lai Engine

- Respone tir Dowloader s& duoc Engine day qua Spiders dé xu Iy

- Tai Spiders, khi nhan duogc response, chung boc tach thong tin tir response
(tilte, content, author, date publish...) va nhiing url ¢6 kha niang dé crawl va
day lai cho Engine (requests)

- O budc nay, Engine nhan dugc két qua tir Spiders s& thuc hién 2 cong viéc:
day nhiing dir liéu da duoc boc tach téi Item Pipeline dé xir Iy va luu vao
Database, diy nhitng URL mdi (requests) vé Scheduler va quay vé budc 3.
Thong tin trén ciing 14 co s& 1y thuyét cho viée thu thap dir liéu trang TTDT

két qua x0 s6 cua hoc vién duoc trinh bay trong luan vin nay.
Bang cach sir dung cac thuat toan di nghién ctru, toi da xay dung cac ham dé
thuc hién cac cong viéc cu thé:

2.4. So sanh thay déi ndi dung ma nguon web
Viéc so sanh thay d6i noi dung ma ngudn, cé thé so sanh toan bd ma ngudn

hodc chi so sanh mot phan ndi dung (vi du: nhitng ndi dung xuat hi¢n trén giao dién,
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b6 qua cac thé...). Hai phan nay déu c6 chung quy trinh, chi khac so sanh mot phan
ndi dung can cé thém budc tién xir 1y.

Sau khi c6 phan vin ban can so sanh str dung thuét toan Rabin Fingerprint
cai tién dé 14y gia tri bam cua vin ban dé so sanh chung véi nhau, néu gid tri bim
khac nhau thi hai vin ban khac va da c6 sy thay doi.

Rabin Fingerprint cai tién:

class CaitienRB

{
long ht = ©;
long htt = 0;
long Q = 10000007;
long D = 2;
long dM = 1;

public ArrayList mangluu_giatriban = new ArrayList();

public void KR(String text, int K)

{
int m;
m = text.Length;
dM = (dM * D) % Q;
int khoi = 0;
while (khoi < m / K)
{
for (int i = khoi * K; i < khoi * K + K; i++)
{
htt = (htt * D + text[i]) % Q;
}
khoi++;
mangluu_giatriban.Add(htt);
}
}

Néu phat hi¢n sir thay doi, st dung Thuat toan tim sy khac nhau ctia hai van

ban dé tim nhiing chd thay doi:

public static Item[] DiffText(string TextA, string TextB, bool trimSpace,
bool ignoreSpace, bool ignoreCase)

{
Hashtable h = new Hashtable(TextA.Length + TextB.Length);

DiffData DataA = new DiffData(DiffCodes(TextA, h,
trimSpace, ignoreSpace, ignoreCase));

DiffData DataB = new DiffData(DiffCodes(TextB, h,
trimSpace, ignoreSpace, ignoreCase));

h = null;
int MAX = DataA.Length + DataB.Length + 1;
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int[] DownVector = new int[2 * MAX + 2];

int[] UpVector = new int[2 * MAX + 2];

LCS(DataA, 0, DataA.Length, DataB, ©, DataB.Length,
DownVector, UpVector);

Optimize(DataA);

Optimize(DataB);

return CreateDiffs(DataA, DataB);
}

2.5. Chuyén d6i Trang web thanh hinh anh
Trong C# c6 hd trg coéng cu giup chuyén d6i Trang web thanh hinh anh

protected void Capture(object sender, EventArgs e)
{

string url = txtUrl.Text.Trim();

Thread thread = new Thread(delegate()

{

using (WebBrowser browser = new WebBrowser())
{
browser.ScrollBarsEnabled = false;
browser.AllowNavigation = true;
browser.Navigate(url);
browser.Width = 1024;
browser.Height = 768;
browser.DocumentCompleted += new
WebBrowserDocumentCompletedEventHandler (DocumentCompleted);
while (browser.ReadyState != WebBrowserReadyState.Complete)

{
}

System.Windows.Forms.Application.DoEvents();

}

1)
thread.SetApartmentState(ApartmentState.STA);

thread.Start();
thread.Join();

}

private void DocumentCompleted(object sender,
WebBrowserDocumentCompletedEventArgs e)
{
WebBrowser browser = sender as WebBrowser;
using (Bitmap bitmap = new Bitmap(browser.Width, browser.Height))

{

browser.DrawToBitmap(bitmap, new Rectangle(@, @, browser.Width,
browser.Height));
using (MemoryStream stream = new MemoryStream())

{
bitmap.Save(stream, System.Drawing.Imaging.ImageFormat.Png);
byte[] bytes = stream.ToArray();
imgScreenShot.Visible = true;
imgScreenShot.ImageUrl = link + Convert.ToBase64String(bytes);
}
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2.6. So sanh thay ddi ngi dung hinh anh trang web
Sau khi da c6 hinh anh trang web, sit dung Thuat toan tim sy khac nhau ctia
hai hinh anh di cai tién dé tim sy khac nhau gitta hai anh, gia tri trd vé 13 mot anh

duoc bdi d6 nhirng chd thay doi

public Bitmap SoSanh(Image bml, Image bm2)
{
Bitmap bmpl = new Bitmap(bml);
Bitmap bmp2 = new Bitmap(bm2);
int wl = bmpl.Width;
int hl = bmpl.Height;
int w2 = bmp2.Width;
int h2 = bmp2.Height;
int wkq, hkq, x, y;
Color bl, b2;

if (wl < w2) wkg = wl; else wkq = w2;
if (hl1 < h2) hkg = hl; else hkq = h2;
Bitmap bitmap = new Bitmap(wkq, hkq);
bool[,] k = new bool[wkqg, hkq];
bool[,] 1 = new bool[wkqg, hkq];
bool[,] m = new bool[wkqg, hkq];

for (y = 9; y < hkq - 1; y++)
for (x = 0; x < wkg - 1; X++)
k[x, y] = true;

for (y = 0; y < hkg - 1; y++)

{
for (x = 0; x < wkq - 1; x++)
{
bl = bmpl.GetPixel(x, y);
b2 = bmp2.GetPixel(x, y);
bitmap.SetPixel(x, y, Color.FromArgb(bl.R, bl.G,
b1.B));
byte gl = Convert.ToByte(bl.R + bl.G + bl.B);
byte g2 = Convert.ToByte(b2.R + b2.G + b2.B);
if (Math.Abs(gl - g2) > 15) k[x, y] = false;
}
}
for (y = 0; y < hkq - 1; y++)
for (x = 0; x < wkg - 1; Xx++)
if (k[x, y] == false)
{
bl = bmpl.GetPixel(x, y);
bitmap.SetPixel(x, y, Color.FromArgb(255, @, 0));
}
return bitmap;
}

2.7. Quan ly thoi gian thuc

Str dung coéng cy Timer trong C# d¢ lién tyc kiém tra sy thay doi

private void timerl_Tick(object sender, EventArgs e)

{
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}

KiemTra();

2.8. Luu dir ligu

public void

{

public void

{

}

public void
Html, string Ping)

ThemWeb(string Ten, string DiaChi, string ThongTin)

conn.Open();

SQLiteCommand command = conn.CreateCommand();
command.CommandText = SQLInsertWeb;
command.Parameters.AddWithValue("TenWeb", Ten);
command.Parameters.AddWithvValue("DiaChi", DiaChi);
command.Parameters.AddWithValue("ThongTin", ThongTin);
command.ExecuteNonQuery();

conn.Close();

XoaWeb(string Id)

conn.Open();

SQLiteCommand command = conn.CreateCommand();
command.CommandText = SQLDelete;
command.Parameters.AddWithValue("WebId", Id);
command.ExecuteNonQuery();

conn.Close();

ThemLichSu(string WebId, DateTime ThoiGian, string Anh, string

conn.Open();
SQLiteCommand command = conn.CreateCommand();
command.CommandText = "INSERT INTO LichSu(WebId, ThoiGian, Anh,

Html, Ping) VALUES(?, ?, ?, ?, ?2)";

command.Parameters.AddWithvValue("WebId", WebId);
command.Parameters.AddWithvalue("ThoiGian", ThoiGian);
command.Parameters.AddWithvalue("Anh", Anh);
command.Parameters.AddWithValue("Html", Html);
command.Parameters.AddWithvalue("Ping", Ping);
command . ExecuteNonQuery();

conn.Close();

2.9. K&t luan chuwong
Nhu da gi6i thiéu & Chuong 1, nhitng cudc tin cong thay d6i trang TTDT

duge thuc hién dé xAm pham tinh toan ven ctuia né br?mg nhiéu hinh thtec.

C6 nhiéu bién phap dé giir cho trang TTDT duoc an toan hon, nhung khong

c6 bi¢n phap nao hoan toan to1 uu, boi vi cac cudc tan cong nhu vay khong thé duoc

ngin chin & cac 16p (layer) mang cao hon, do d6 nhitng co ché an ninh tét hon can

dugc cung cap.




40

Chuong 2 di dé& xuit nghién ctru phuong phap kiém tra phat hién thay d6i
ndi dung trang tin x6 sd nham phat hién kip thoi cac cudc tin cong (nhu dd néu)
bang phuong phéap da kiém tra dira trén nhiéu thuit toan nham phat hién thay d6i dé

dam bao tinh toan ven cua trang TTDT.
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CHUONG 3.CAI PAT VA THU NGHIEM

Chwong ndy nham hién thwe héa cdc két qua da nghién civu, sé tién hanh
trién khai thir nghiém thu thdp ndi dung thong tin, ghi thong tin, kiém tra phat hién
thay déi néi dung trang tin két qua xé so.

3.1. Co sé chon trang tin két qua x6 $6?

Trong 5 thang dau nam 2020 d3 ghi nhan 1200 cudc tan cong Deface, website
ctia doanh nghiép thuong xuyén 12 myc tiéu tdn cong cua tin tic dé khai thac danh
cap céac thong tin lién quan bén trong. Trang web x6 s kién thiét cling khong 13 mot
ngoai 18. Véi sé luong nguoi truy cap 16n, thong tin két qua x6 sé dang gia hang ty
ddng, thi nguy co bi tdn cong thay ddi két qua x6 sé 1a rat 1on. Chinh vi vay, hoc

vién lya chon hé thong x6 s0 kién thiét cho ludn van ctia minh.

3.2. Cai dat cong cu thu thap thong tin.

Vi scrapy 1a mot cong cu tao web spider cuc manh. Rat nhiéu du an va tng
dung str dung scrapy, vi du nhu 14y toan bo hinh anh ctia mot website, cac bai viét
theo danh muc va theo chu dé, tao bot léy dir li€u nguoi dung nhu sb dién thoai va
email trén facebook.. hoic don gian hon 14 1ay két qua s6 x6 kién thiét ... Nén hoc
vién d3 lya chon cong cu nay dé thu thip ndi dung trang TTDT trong khuon khd
luan van nay.

Dé chuan bi cho scrapy chung ta can cai dit nhitng package sau

Cai dat

pip install scrapy

Bit diu project
Trong ludn vin nay s& sir dung scrapy dé lay dit liéu két qua so6 x4 tir trang
TTDT http://xskt.com.vn, néu mudn tao trang web mé dai 1y co thé st dung source

nay. Trén virtual environment command line, chay dong sau:

1. scrapy startproject xskt

Scrapy s€ tao mot folder va céc file nhu sau:


https://scrapy.org/
http://xskt.com.vn/

42

rrr1 -

Scrapy.cfq: file config project scrapy
Settings.py: file chira settings cho spiders

Middlewares.py: file chtra spider middlewares, la nhitng framework dugc
hook vao scrapy processing.
Items.py: file chua cdu trac cua item ma ban sé& tach dir liéu. Noi don gian
thi n6 1a mdt cai khung, sau khi léy duogc dir li€u tur spiders, s€ dat dir liéu
vao day va xu ly
Pipelines.py: sau khi dat dir liéu vao cho items.py, s€ xur ly & function
process_items trong pipeline. Co thé save vao database, hodc chi tra vé item
do

Folder spiders: 12 noi tao file spider dé chay dit liéu.

3.3. Phuong phap thu thap thong tin tir trang TTPT vé két qua xo
$0.

Khi mudn lay dit liéu ciia mot site nao do, thi diéu quan trong 1a phan tich

céu tric trang TTDT. Nhirng dit lidu ndo trén site d6 ta can lay, c6 nhiing link nao

trén site d6 hd tro 1ay dir liéu dé dang... Bay gio s& phan tich site http://xskt.com.vn

Két qua x6 so dugc chia lam 3 mién, s€ lay mién nam lam vi dy, lam tuong

tu cho cac mién con lai. Khi vao site, kéo xuong sé& thay "Két qua s6 x6 toan quoc".
Tai day s€ click vao mién nam


https://doc.scrapy.org/en/latest/topics/spider-middleware.html
http://xskt.com.vn/
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XSkt.Com.Vn KQXSthif5 An Giang Binh Thuin Tay Ninh BinhDinh Quang Binh Q

()

KET QUA KET QUA X0 sO KIEN THIET TOAN QuUOC xskt.com.vn
XS Mega XSMB Mién Nam Mién Trung Mega 6/45 Power 6/55 Max 4D

Hinh 3.1 Man hinh trang chi trang xo so6 kién thiét
Browser s€ dua Xuéng phan "KQXS Mién Nam". O muc nay s& c6 3 link dan
dén muyc két qua s6 x6: "KQXS Mién Nam" s& dwa dén trang chira két qua mdi nhat
toan mién nam, "Ngay 05/02" dua dén trang chtra két qua theo ngay, "Thir Tu" s&
dua dén két qua s6 x6 ngay thir tu. Dé dé dang ldy dir liéu tir tat ca cac ngay trong
ngay, thang nim sé& chon link tir "Ngay 05/02" va l4y tiép link tir "Ngay 05-02-
2020"

KQXS MIEN NAM NGAY 05/02 (THIF TLF) xski.com.vn

Thir 4 2 ~ ] . -

05/02 Cin Tho o) Bdéng Nai ) So6c Trang o)
G.8 12 85 50
G.7T 049 776 829

1630 2674 2775

G.6 9983 3319 4297

5171 3899 0225

G.5 7909 8155 6926

22945 87999 33501

57619 64235 89613

28931 67567 68512

G.4 56336 99722 49367

32282 06623 39770

17320 50102 01447

17466 66159 71795

o s 17289 05527 95737

’ 53667 63053 00567

G.2 22040 39121 73100

G.1 73234 40917 06593

PB 369663 624832 360834
= Pay du 2 s0 3 sd Lich

XSMM 5-2 XSMM 30 ngay

Hinh 3.2 Két qua x6 s6 mién Nam ngay 5/02/2020
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Link s€ c6 dang la https://xskt.com.vn/ket-qua-x0-so-theo-ngay/mien-nam-
xsmn/5-2-2020.html.

Coding

Bay gid quay lai phan coding, mé file items.py 1én va chinh stra nhu sau:

# -*- coding: utf-8 -*-

# Define here the models for your scraped items
#

# See documentation in:

# http://doc.scrapy.org/en/latest/topics/items.html

import scrapy

class Xsktltem(scrapy.ltem):
# define the fields for your item here like:
# name = scrapy.Field()
xs_info = scrapy.Field()
xs_data = scrapy.Field()
Tao 2 item cho xskt 1a xs_info va xs data. xs_info dung luu trit thir ngay
thang cua bang x6 s, xs_data dung luu trir két qua x6 s6 cac tinh mién nam
Mo file settings.py 1&n va ban hdy thém FEED_FORMAT ¢ cudi file
FEED_FORMAT = "json'
FEED FORMAT cho phép dinh dang di liéu xuét ra theo dang nao, xuat ra & dang
json trong vi du nay
Tiép theo tao file xosokienthiet.py trong folder xskt/xskt/spiders
import scrapy
import calendar
import datetime

from scrapy.spiders import CrawlSpider
from ..items import Xsktltem #1

def get_total date_month(year, month): #2
now = datetime.datetime.now()


https://xskt.com.vn/ket-qua-xo-so-theo-ngay/mien-nam-xsmn/5-2-2020.html
https://xskt.com.vn/ket-qua-xo-so-theo-ngay/mien-nam-xsmn/5-2-2020.html
https://doc.scrapy.org/en/latest/topics/feed-exports.html
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total _date = calendar.monthrange(year, month)[1]

if year == now.year and month == now.month and now.day < total_date:
return now.day

return total_date
1. Import Xsktltem vao spider dé chuan bi d6 dir liéu 1ay duoc vao item
2. Function get total date month s€ tinh toan xem c6 bao nhiéu ngay
trong thang da dwa vao. Néu cing nim va cung thang thi chi liy t&i
ngay hién tai
Tiép tuc ta s& tao class SoxokienthietSpider dé 1y dir liéu tir site xskt.com.vn
class SoxokienthietSpider(CrawlSpider):
name = 'xosokienthiet’
allowed_domains = ['xskt.com.vn'] #1

start_urls =[]

month_to_scrap =1
year_to_scrap = 2020
total_date = get_total_date_month(year_to_scrap, month_to_scrap)

for i in range(1, total_date):
start_urls.append(‘http://xskt.com.vn/ket-qua-xo-so-theo-ngay/mien-
nam-xsmn/'
{0}-{1}-{2} .html'.format(i, month_to_scrap, year_to_scrap)) #2

def parse(self, response): #3
xs_item = Xsktltem()
tmp_data = {}
data_resp = scrapy.Selector(response)

xs_item['xs_info'] = [
# Thu
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data_resp.xpath("//table[@id="MNQ']/tr/th[1]/a/text()").extract_first(),
# Ngay thang
data_resp.xpath(*//table[@id="MNO']/tr/th[1]/text()").extract_first()
1#4

for i in range(2, 5):
# Cac tinh trong bang x6 s6
tmp_location =
data_resp.xpath("//table[@id="MNOQ'}/tr/th[{0}]/a/text()".format(i)).extract_first()
tmp_data[tmp_location] = {}

for j in range(2, 11):
# Cot cac giai tir giai 8 dén giai dic biét
tmp_giai =
data_resp.xpath("//table[@id="MNO']/tr[{0}]/td[1]/text()".format(j)).extract_first()

# Cac s6 trang thuong trong cot theo tinh

tmp_number =
data_resp.xpath("//table[@id="MNO'}/tr[{0}]/td[{1}]//text()".format(j, i)).extract()
tmp_data[tmp_location][tmp_giai] =", ".join(tmp_number)

Xs_item['xs_data’] = tmp_data #5

yield xs_item #6

1. Scrapy cho phép quéan Iy link theo domain dé 1dy dir liéu, nhitng domain ngoai
allowed domain scrapy s€ bd qua.

2. LAy sb ngay tir function get total date month sau d6 dua vao vong lip for.
Pua céc gia tri nhu ngdy, thang, nim vao dé tao mot list cho scrapy chay ldy
dir liéu vao link (http://xskt.com.vn/ket-qua-x0-so-theo-ngay/mien-nam-
xsmn/01-6-2018.html) da phan tich luc trudce.

3. Parse 1a function ké thira tir class CrawlSpider. Function ndy s& parse respone

lay duoc cua ting link trong danh sach trén
4. DPua thir ngay thang duoc phan tich tir xpath vao xs_info. extract_first() sé tra

vé truc tiép gia tri 1a string.


http://xskt.com.vn/ket-qua-xo-so-theo-ngay/mien-nam-xsmn/01-6-2018.html
http://xskt.com.vn/ket-qua-xo-so-theo-ngay/mien-nam-xsmn/01-6-2018.html
https://doc.scrapy.org/en/latest/topics/selectors.html#id1
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5. Tuong tu cho xs_data, dua sb cac giai vao.

6. Yield twong ty nhu return, nhung diém khac biét 13 n6 s& luu lai dit liéu duoc
yield, sau d6 khi két thiic n6 s& tra vé toan bo dit liéu ma chuong trinh di chay.
Can luu ¥ 13 yield khong luu & memory, ma duoc tao ra va dung truc tiép.

Code file xosokienthiet.py s€ nhu sau:
import scrapy

import calendar

import datetime

from scrapy.spiders import CrawlSpider
from ..items import Xsktltem

def get_total_date_month(year, month):
now = datetime.datetime.now()
total_date = calendar.monthrange(year, month)[1]

if year == now.year and month == now.month and now.day < total_date:
return now.day

return total date

class SoxokienthietSpider(CrawlSpider):
name = 'xosokienthiet'
allowed_domains = ['xskt.com.vn']

start_urls =]

month_to_scrap =1
year_to_scrap = 2020
total date = get_total date_month(year to_scrap, month_to_scrap)

for i in range(1, total_date):
start_urls.append(’http://xskt.com.vn/ket-qua-xo-so-theo-ngay/mien-
nam-xsmn/'
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{0}-{1}-{2} .html'.format(i, month_to_scrap, year_to_scrap))

def parse(self, response):
xs_item = Xsktltem()
tmp_data = {}
data_resp = scrapy.Selector(response)

xs_item['xs_info] = [
# Thu

data_resp.xpath("//table[@id="MNQ'])/tr/th[1]/a/text()").extract_first(),
# Ngay thang
data_resp.xpath(*//table[@id="MNO']/tr/th[1]/text()").extract_first(),
self.year_to_scrap

for i in range(2, 5):
# Cac tinh trong bang x6 sb
tmp_location =
data_resp.xpath(*//table[@id="MNO']/tr/th[{0}]/a/text()".format(i)).extract_first()
tmp_data[tmp_location] = {}

for j in range(2, 11):
# Cot cac giai tir giai 8 dén giai dic biét
tmp_giai =
data_resp.xpath("//table[@id="MNO'}/tr[{0}]/td[1]/text()".format(j)).extract_first()

# Cac s6 trang thudng trong cot theo tinh

tmp_number =
data_resp.xpath("//table[@id="MNO']/tr[{0}])/td[{1}]//text()".format(], i)).extract()
tmp_data[tmp_location][tmp_giai] =", ".join(tmp_number)

xs_item['xs_data'] = tmp_data

yield xs_item
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Doan code trong bai viét nay s& liy toan bd két qua x4 sé mién nam trong
thang 1/2020. C6 thé chay thir va export ra file json nhu sau/

scrapy crawl xosokienthiet -0 items.json

Néu mudn luu két qua vao database, phai kich hoat pipeline. S& dung sqlite3
trong vi du nay. Mo file settings.py vao tim ITEM_PIPELINE ra va uncomment

ITEM_PIPELINES = {

'xskt.pipelines.XsktPipeline': 300,

¥

Bay gio hay mo file pipelines.py va chinh stra nhu sau:

# -*- coding: utf-8 -*-

# Define your item pipelines here

#

# Don't forget to add your pipeline to the ITEM_PIPELINES setting
# See: http://doc.scrapy.org/en/latest/topics/item-pipeline.html

from sqlite3 import dbapi2 as sqlite

class XsktPipeline(object):
def __init__(self):
self.connection = sqlite.connect('./xs_database.db")
self.cursor = self.connection.cursor()
self.cursor.execute(CREATE TABLE IF NOT EXISTS kg_xs
'(id INTEGER PRIMARY KEY, xs_thu VARCHAR(80),’
'Xs_ngay_thang VARCHAR(80), XS_nam
VARCHAR(80), xs_data TEXT)')

def process_item(self, item, spider):
self.cursor.execute("select * from kq_xs where xs_thu=? and
Xs_ngay_thang=? and xs_nam=?", (item['xs_info][0], item['xs_info'][1],
item['xs_info'][2]))

result = self.cursor.fetchone()
if not result:
self.cursor.execute(
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"insert into kg_xs (xs_thu, xs_ngay_thang, xs_nam, xs_data)
values (?, 7, ?, ?)",

(item['xs_info'][0], item['xs_info'][1], item['xs_info'][2],
str(item['xs_data'])))

self.connection.commit()
return item
Sau d6 chay command:

scrapy crawl xosokienthiet
Két qua sau khi chay scrapy:

atapases @ p 2 T |ls 8 ®m B Wl v |[xs_databa: ~ | | |&5

Query | History

= xs_database (5QLite 3)
~ EF Tables (1)

» Ellkgxs

EF Views

Grid view | Form view

B 88 B 6|18 & & Total rows loaded: 27
Id xs_thu xs_ngay_thang| xs_nam xs_data

1 1 Thr3 01/05 2018 {'Bac Lieu": {'G.8" '16','G.7" '353, 'G.6": 1283, 2497, 2084', 'G.5" '9561", 'G.4": '67934, ..
2 2/ Thir3 08/05 2018 {Bac Liéu': {'G.8" '44','G.7": '488', 'G.6': '3643, 9439, 4043', 'G.5 '1597", 'G.4': '41892, ...
3 3/Thr2 |07/05 2018 {'Ca Mau': {'G.8" "94', 'G.7":'652', 'G.6": '2907, 2337, 5948', 'G.5": '8170', 'G.4': 13885,

4 4/ CN 06/05 2018 {Pa Lat: {'G.8" '69','G.7" '105', 'G.6'": "4878, 0887, 3578, 'G.5" '5121', 'G.4': 79478, 4...
5 5 Thir4 02/05 2018 {'Can Tho': {'G.8" '29','G.7": '415', 'G.6": '4349, 3660, 7518", 'G.5": '0664', 'G.4":'57233, ...
6 6/Thr4 |09/05 2018 {Can Tho': {{G.8" '45', 'G.7" '253", 'G.6" '7628, 0655, 1867", 'G.5" '0402', 'G.4": '42042, ...
7 7 Thr5 03/05 2018 |{'An Giang" {'G.8" '94','G.7". '794', 'G.6": '0187, 4573, 3878', 'G.5" '3312','G.4" '20138,...
8 8/Thor7 |05/05 2018 {'Binh Phudrc" {'G.8":'67', 'G.7" '965', 'G.6" '1695, 9928, 8916, 'G.5" '7285', 'G.4"1 '847...
9 9/ Thr6 04/05 2018 {Binh Duong" {'G.8 '60", 'G.7": '452", 'G.6" '9257, 7863, 0383, 'G.5': '5972", 'G.4" '596...

Hinh 3.3 Két qua sau khi chay Scrapy

< Phan tich site dé Iy xpath
Dau tién can vao site 1y dir liéu https://xskt.com.vn/ket-qua-xo-so-theo-
ngay/mien-nam-xsmn/5-2-2020.html



https://xskt.com.vn/ket-qua-xo-so-theo-ngay/mien-nam-xsmn/5-2-2020.html
https://xskt.com.vn/ket-qua-xo-so-theo-ngay/mien-nam-xsmn/5-2-2020.html

o1

CH T2 T3 m ™S T8 TT

X0 50 MIEN NAM XSMN THIF TIF NGAY 05102 Nskt.com.un

Thie 4 : 3 . . .

e CanThe +#| DongNai #)| SocTrang 4
G.3 12 85 50
G.7 049 776 829

1630 2674 2775

G.6 9983 3319 4297

5171 3899 0225

G.5 7909 8155 6926

22945 87999 33501

57619 64235 89613

28931 67567 68512

G.4 56336 99722 49367

32282 06623 39770

17320 50102 01447

17466 66159 71795

G3 17289 05527 95737

' 53667 63053 00567

G.2 22040 39121 73100

G.1 73234 40917 06593

DB 369663 624832 360834

#Paydi ©2sé ©3sé Lich

K5MN 5-2 KSMN 30 ngay

Dé 14y thir ta can biét 1a table chtra bang sb nay c6 class hay id gi khac biét
khong, dung Inspector (nhan F12 hodc click phai 1én Tht 4) dé xem
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@ Binh Duong X0 SO MIEN NAM XSMN THUF TU NGAY 05/02 Nski.com.un

tuvituongsovanmenh

B Bac Liéu Thir 4 . . . i B
) 2, 2,
o Binh Phuse e CanTho o)| DéngNai of))| Séc Tring o) . —
FnT XS HOM QUA (THLF BA
= EenTre
G 12 85 50 e
= Binh Thudn B Mien Bac
= Ca Mau G.7 049 776 829 E Binh Phudc
= CanTh
Da'nLaloLé o 1630 2674 2775 E Long An
= £a - Lam £ion
; 9 G.6 9983 3319 4297 o
B Bdng Nai B Pac Nong
5171 3899 0225
" DiAna Than
[w ﬂ Elements  Console  Sources Metwork Performance Memory  Application Security Audits
himl lang="vi
«« k ¢head>.</head> == §8
vn/3j ript
Ve fscrip
a href="#" id="back-to-top” title="V& J&u trang” class="show">&nbsp;</a
P <iframe id="google_nsd_static_frams_9969423@908826" name="google_osd_static_frame" style="display: none; width: @px; height: Bpx;">..</iframe

html  head

Theo hinh trén table nay c6 ca Id va class dé chung ta khai thac. Nhung vi
class s& c6 thé dé bi tring véi cac element khac, nén chung ta s& st dung id. Hay
ghi lai MNO.

Tiép theo ta s& xem téi "Thir 4", ta thay "Thir 4" nam trong table (id = MNO)
> tr > th[l] > a (text). th[1] chi dinh th dau tién trong table
data_resp.xpath("//table[@id="MNQ']/tr/th[1]/a/text()").extract_first()

Tuong tu cho ngay thang sé la table (id = MNO) > tr > th[1] (text)
data_resp.xpath("//table[@id="MNQ']/tr/th[1]/text()").extract_first()

Cac element khac cling lam tuong tu nhu vay.

3.4. Xay dwng mét kich ban thir nghiém.

Kich ban: Chay chuong trinh 1 gid, 5 gid, 1 ngay véi thoi gian kiém tra 1a 10
phGt/lan, ving kiém tra 13 ving chira cac ndi dung chinh, ¢6 luu dit liéu ma ngudn,
anh chup trang TTDT véi trang TTDT: http://xskt.com.vn

3.5. K&t qua thir nghiém thu thap ndi dung théng tin, ghi théng tin,
kiém tra phat hién thay déi ndi dung trang tin két qua xo so.

Lan 1, chay 1 gio tir 19h00 dén 20h05 ngay 15/2/2020.

Bang 3-1. Két qua thir nghiém lan 1
STT | Website S6 |So | Tinh
lan |lan | trang
KT |phat



http://xskt.com.vn/
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hién | bat
thay | thuong
doi

1 xskt.com.vn 7 0 Khong

Lan 2, chay 5 gio tir 14h00 dén 19h05 ngay 16/02/2018

Bang 3-2. Két qua thir nghiém lan 2
STT | Website S6 |S6 | Tinh
lan |lan | trang
KT |phat | bat
hién | thuong
thay
doi
1 xskt.com.vn 31 |1 Khong

Lan 3, chay 1 ngay tir 19h00 ngay 17/02/2020 dén 19h05 ngay 18/02/2020
Bang 3-3. Két qua thir nghiém lan 3
STT | Website S6 [S6 | Tinh
lan  {lan | trang
KT |phat | bat
hién | thuong
thay
doi
1 xskt.com.vn 145 |1 Khéng

3.6. Phan tich, danh gia két qua thir nghiém.

Hé thdng chay 6n dinh, khong bi 18i, canh bao chinh xac bang 4m thanh khi
phat hién thay doi, giri canh bao vé email cho hoc vién mdi khi c6 sy thay d6i, muc
d6 chiém bo nhd RAM 6n dinh, khong ting khi hé thdng chay 1au dai, dung luong
lwu trit dir liéu kiém tra trang TTDT trén 6 ctng trung binh 200KB/lan kiém tra
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(gdm anh chup, dit liéu luu trong database). Néu tién do kiém tra 10 phat/lan thi 1
ngay 1 trang TTPT lwu dit liéu tén 30MB dung lugng.
3.7. K&t luan chwong
Sau khi hoan thanh demo d3 dat duoc két qua nhu sau:
- Phat hién duoc tat ca cac thay ddi xay ra caa website
- Gui canh bao vé email cho quan tri vién mdi khi c6 su thay doi.
- Giao dién ing dung khéa thuan tién
- D& dang cho quan tri vién kiém tra va phat hién vi tri can khac phuc khi
co su cb.
- Tbc d6 chuong trinh twong ddi 6n dinh .
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KET LUAN

% Céac két qua dat duoc:

Nghién ciru vé cac giai thuat chinh dugc stir dung dé phat hién sy thay doi vé
nd1 dung cua website, gitp tang cuong kha nidng giam sat, phat hién va canh bao,
nhiam hd tro cho ngudi quan tri ¢6 thé phan tng nhanh hon trong céc truong hop
trang TTDT ciia minh bi tin cong.

Nam rd cac nguy co mat ATTT ddi véi cac trang TTDT, dic biét 1a thay doi
nd1 dung. Tu d6 nghién ctu cac phuong phép thu thap thong tin, cdc phuong phap
kiém tra tinh toan ven cua thong tin dé phan tich, tht nghiém, kiém tra phat hién
thay d6i noi dung trang TTDT vé két qua x6 sb.

% Hudng phét trién:

Tim hiéu thém vé cac tdn cong hién dai, c6 nguy co gy ton thuong trang
TTDT, va tim cach khic phuc nham dam bao tinh an toan cia trang TTDT.

Tiép tuc nghién ctru va phén tich bo céng cu Scrapy va nhitng cong cu thu
thap thong tin khac nham phat hién cac diém yéu khac dé khic phuc
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