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Téi xin cam doan ludn vin nay 1a két qua nghién ctru cua riéng toi. Viéc sir dung két
qua, trich dan tai liéu tham khao trén cac tap chi, cac trang web tham khao dam bao
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Tac gia luan van
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LOI MO DAU

Pung trudc sy phat trién manh mé caa cong nghé truyén thong, dac biét 1a
trong linh vuc mang mady tinh, ngoai viéc giai quyét van dé vé luu lugng cho mang
thi dja chi cia cac thiét bi mang 1a mot trong nhitng van dé nan giai can phai duoc
quan tdm thuc su. Hién nay, dia chi cia cac may tinh trén Internet dang dugc danh
s6 theo thé hé dia chi phién ban 4 (IPv4) gom 32 bits. Trén 1y thuyét, khong gian
IPv4 bao gom hon 4 ti dia chi. Tuy nhién dung trudc su phat trién manh mé vé sé
luong thiét bi mang nhu vay thi nguy co thiéu hyut khong gian dia chi IPv4 1a diéu s&
khong tranh khoi; cting v6i nhitng han ché trong cong nghé va nhiing nhuogc diém
cua IPv4 di thic day sy ra doi cua mot thé hé dia chi Internet méi 1a IPv6 véi cu
trac dinh tuyén tét hon, hd trg tét hon cho multicast, hd tro bao mat va di dong tét
hon. Hién nay IPv6 di dugc chuan héa va timg budc dua vao ung dung thuc té. Vi
vay hoc vién di chon dé tai luan van ctia minh 1a “Giao thtrc IPv6 va trién khai IPv6
trong mang bang rong VNPT”.

Noi dung luan van dé cap dén cac van dé ki thuét cua dia chi IPv6, giao thtc
ICMPv6 va giao thac NDP. Sau d6 luan van di sau vao nghién citu phuong phap
trién khai giao thirc IPV6 trong mang bang rong caa VNPT Hai Duong.

Bé cuc caa luan vin duoc trinh bay nhu sau:

- Chuong 1 trinh bay tong quan vé IPv6, cu truc tiéu dé IPv6, phan tich su
can thiét phai trién khai IPv6.

- Chuong 2 trinh bay cdu trac dia chi IPv6, giao thiic ICMPV6, giao thirc NDP
va phan tich cac ban tin lién quan.

- Chuong 3 trinh bay giai phéap trién khai IPv6 cho VNPT Hai Duong, trong
d6 dé cap dén cach thuc cp phat dia chi dong tir ISP dén khach hang, chon
lya phuong thic toi wu va dang duoc st dung trong thuc té, dong thoi ciing
thuc hién mé phong toan bo qua trinh cip phét dia chi dong bang phuong
phap DHCPv6-PD.



CHUONG1 BOI CANH, LY DO CAN THIET PHAI
TRIEN KHAI IPV6

1.1  Gi6i thiéu vé IPv6

Giao thirc Internet phién ban 6 (IPv6) duoc thiét ké dé tro thanh giao thirc ké
thira cho IPv4. IPv6 duoc phat trién tir gitra dén cudi nhitng nam 1990 véi khong
gian dia chi 128 bit, dugc viét bang hé thap luc phan. IPv6 khong chi giai quyét vé
mit dia chi ma con cung cép cac kha niang:

- Tu d6ng céu hinh dia chi.

Két ndi End to End khong can NAT (End-to-end reachability without private

addresses and NAT).

- Hb trg tét hon cho viéc di chuyén (Better support for mobility).

- Két ndi mang ngang hang dé dang hon dé tao va duy tri va cac dich vu nhu
VolIP.

- Chét lugng dich vu (Q0S) tré nén tot hon.

1.2 M@t s6 phwong phap chuyén ddi tir IPv4 sang IPv6

IPv4-only Network

L 4 L
IPv6-only Network IPv6-only Network

IPv6-only Network IPv4-only Network

NAT64 Router

Hinh 1.2: Chuyén doi giita IPv4 va IPv6
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IPv6-only Network IPv6-only Network
Native IPv6

Hinh 1.3: Toan bo mang chay IPv6

1.3 Céu tric tiéu dé IPv6
Tiéu dé IPv6

IPv6 duogc dinh nghia trong RFC 2460, Giao thtrc Internet, Phién ban 6
(IPv6). Hinh sau cho thiy cdu trac co ban cua tiéu dé IPv6 hoic d6i khi duoc goi 1a
tiéu dé chinh IPv6. Tiéu dé chinh IPv6 cling co thé bao gém mét hoic nhiéu tiéu dé
ma rong IPv6. Hinh 1.4 mé ta tiéu dé chinh IPv6 13 bit budc va bao gdm céc truong
nhu trén hinh.

IPv6 Header

9 l4 l8 12 16 20 24 28 32 36 40 44 48 52 656 60 63

L 1 L L 1

Hinh 1.4: Tiéu dé \PV6
Tiéu dé chinh IPv6 13 bat budc va bao gdm céc truong sau:

Version (4 bit): Trudng nay chta sb phién ban cua giao thuc Internet. Trong IPV6,
trudng nay ludn cé gia tri 1a 6.

Traffic Class (8 bit): Truong nay co6 cac chirc nang twong tu nhu truong loai dich vu
(ToS) trong tiéu dé IPv4. No c6 cung kich thuéc véi truong ToS trong IPv4, chi
thay d6i tén. Truong Lop luu lugng duoc sir dung dé xac dinh va phan biét giita cac
I6p hoac mac @ wu tién khac nhau cia cac goi IPv6. IPv6 st dung ki thuat Dich vu
khac biét duoc chi dinh trong RFC 2474, Pinh nghia vé truong Differentiated
Services (Trudng DS) trong Tiéu dé IPv4 va IPv6. Sir dung 6 bit cho DSCP cho



phép kha ning danh dau 64 diém. Diéu nay cung cip mic do chi tiét cao hon nhiéu
trong lua chon wu tién so véi 3 bit caa IPvA4.

Flow Label (20 bit): Truong Nhin luu lugng dugc sir dung dé Tag a sequence or
flow of IPv6 packets dugc guri tir mot nguon téi mot hodc nhiéu nat dich. Flow nay
¢6 thé dugc sir dung bai mot ngudn dé gén nhan cho cac chudi gbi ma néd yéu cau
xir ly dic biét boi cac bo dinh tuyén 1Pv6, chang han nhu dich vu thoi gian thuc truec
tuyén. Truong Flow Label dugc sir dung dé giup xac dinh tat ca cac goi trong clng
mot ludng dé dam viéc hiéu qua trong xir 1y tai cac b dinh tuyén IPve.

Payload Length (16 bit): Pay 1a d6 dai tai, noi cach khac 1a phan dit liéu cua goi.
Néu goi IPv6 c6 mét hoic nhiéu tiéu dé mo rong, chiing s& coi 1a mot phan cua tai
trong.

Truong Do dai tai trong IPV6 twong tu nhu truong Tong chiéu dai trong tiéu dé
IPv4, ngoai trir mot khac biét quan trong.

Truong Tong chiéu dai cua IPv4 bao gom ca tiéu dé va dix liéu IPv4, trong khi
truong Do dai tai trong IPv6 chi xac dinh sb luong byte dit liéu, nd khong bao gom
40 byte cua tiéu dé IPv6 chinh.

Tiéu dé IPv4 c6 thé khac nhau vé d6 dai do cac truong Padding va Options, trong
khi tiéu dé IPv6 duoc ¢ dinh & muac 40 byte.

Truong Do dai tai trong 1a 16 bit, cho phép kich thudc tai trong toi da 1a 65.535
byte. IPv6 c6 tiéu dé mé rong Jumbogram dé hd tro kich thude goi 16n hon néu can.
RFC 2675, IPv6 Jumbograms, chi dinh truong 32 bit bd sung dé cho phép truyén
cac goi IPv6 co tai trong trong khoang tir 65.536 dén 4.294.967.295 byte.

Next Header (8 bit): Trudong nay c6 hai loi ich. Chi ra tiéu d& mé rong tiép theo.
Trong tinh hudng khi chi co tiéu dé IPv6 chinh va khong c6 tiéu dé mo rong, trudng
Next Header chi dinh giao thirc duoc mang trong phan dir liéu caa goi IPv6. DPiéu
nay tuong ty nhu trudng Giao thic trong tiéu dé IPv4. Cac gi tri tuong tu duoc sir
dung trong truong Giao thic IPv4 dugc sur dung trong truong Next Header cua
IPv6.



Hop Limit (8 bit): Truong Gidi han Hop, twong duong vdi treong Time to Live
(TTL) trong tiéu dé IPv4.

Source Address (128 bit): Truong nay chira dia chi IP 128 bit cua nguoi khai tao
g6i IPv6. Nhu vé6i IPv4, ddy 1a dia chi cua nat ban dau da giri géi. Pia chi ngudn
phai 1a mot dia chi unicast.

Destination Address (128 bit): Day 1a dia chi IP 128 bit caa dich dén cubi cung du
dinh hogc ngudi nhan goi IPv6. N6 dai dién cho dich dén cudi cung, co thé 1a mot
dia chi unicast hoac multicast. Khéng giong nhu IPv4, khong c6 dia chi quang ba,
tuy nhién, c6 thé 1a mot dia chi multicast cho tat ca cac nut.

1.4  Sw can thiét phai trién khai IPv6

Do sy phat trién nhu vii bdo caa mang va dich vu Internet, nguon IPv4 dan
can Kkiét, dong thoi boc 16 cac han ché ddi véi viéc phat trién cac loai hinh dich vu
hién dai trén Internet. Phién ban dia chi Internet méi IPv6 duoc thiét ké dé thay thé
cho phién ban IPv4, véi muc dich thay thé cho ngudn IPv4 can kiét dé tiép ndi hoat
dong Internet va khac phuc cac nhuoc diém trong thiét ké cua dia chi IPv4.

Dia chi IPv6 c6 chiéu dai 128 bit, biéu dién dudi dang cac cum sb hexa phan
cach boi dau ::. Véi 128 bit chiéu dai, khong gian dia chi IPv6 gdm 128 bit dia chi,
cung cap mot luong dia chi khong 16 cho hoat dong Internet. IPv6 duoc thiét ké véi
nhitng muyc ti€u nhu sau:

e Khong gian dia chi 16n hon va dé dang quan 1y khong gian dia chi.

e Khoi phuc lai nguyén 1y két ndi dau cudi - dau cudi cua Internet va loai bo
hoan toan cong ngh¢ NAT.

e Quan tri TCP/IP d& dang hon: DHCP duoc sir dung trong IPv4 nham giam
c4u hinh tha cong TCP/IP cho host. IPv6 dugc thiét ké véi kha nang tu dong
c4u hinh ma khong can st dung may chu DHCP, hd tro hon nira trong viéc
giam cau hinh thu cong.

e Céu trtc dinh tuyén tét hon: Dinh tuyén IPv6 duoc thiét ké hoan toan phan

7
A

cap.



e HO tro tt hon Multicast: Multicast 14 mot tuy chon cua dia chi IPv4, tuy
nhién kha nang hd tro va tinh phd dung chua cao.

e HJ tro bao mat tét hon: IPv4 duoc thiét ké tai thoi diém chi c6 cac mang
nho, biét rd nhau két ndi véi nhau. Do vay bao mat chua phai 13 mot van dé
dugc quan tim. Song hién nay, bao mat mang internet trg thanh mot van dé
rat 16n, 1a mdi quan tdm hang dau.

e HJ tro tét hon cho di dong: Thoi diém IPv4 duogc thiét ké, chua ton tai khai
niém vé thiét bi IP di dong. Trong thé hé mang méi, dang thiét bi nay ngay
cang phat trién, doi hoi cau tric giao thirc Internet ¢6 sy hd tro tot hon
S lieu thong ké trién khai IPv6 tai Viét Nam tinh dén thang 6 nam 2020
+ Thong ké tai website VNNIX:

S6 luong dia chi IPv6 qui ddi theo don vi /64 da cap: 416620150784 /64 dia
chi.

+ Thong ké IPv6 ctia APNIC (T chtic quan 1y dia chi khu vuc chau A - Thai
Binh Duong):

Trién khai 1Pv6 tai Viét Nam dat 42,90%

1.5 Két luin chwong 1

Chuong nay da dua ra sy han ché cua IPv4, nhitng van dé can thiét phai
chuyén di sang IPv6, mot sb giai phap chuyén doi ngan han va dai han. Trong noi
dung chuong ciing dua ra so sanh su twong dong va su khéac biét giita hai giao thuc.
Tiéu dé IPv6 c6 it trudng hon va don gian hon. Mot s6 trudng chuyén tir IPv4 sang
IPV6 van gitt nguyén, mot s6 trudng c6 thay dbi tén véi su khac biét vé chirc ning,
mot sé truong khac di bi x6a hoan toan va cé truong Flow Label dugc thém vao.
Tiéu d& mé rong 1a mot diém mai cua IPv6, ching cung cip su linh hoat hon va

hiéu qua tot hon cho IPV6.



CHUONG2 CAC GIAO THUC TRONG IPV6
2.1 Dia chiIPv6
2.1.1 Biéu dién dia chi |Pv6

Dia chi IPv6 c6 d6 dai 128 bit va dugc viét dudi dang mot chudi cac chir sb
thap luc phan (hexa). Ctr 4 bit dwoc biéu thi bang mot chit s6 thap luc phan duy
nhat, véi tong sb 32 gid tri thap luc phan. Cac ky tu chir va sé dugc st dung trong
thap luc phan khong phan biét chir hoa chit thuong.

2.1.2 D¢ dai tién té |PV6

Trong IPv4, tién t6 hodc phan mang cua dia chi c6 thé duoc xac dinh bang
mot netmask thap phan, thuong duoc goi la mat na mang con. Vi du: 255.255.255.0
chi ra ring phan mang hoic prefix length cua dia chi IPv4 1a 24bit ngoai cung bén
trai. Nhu duoc dinh nghia trong REC 4291, trong IPV6, viéc thé hién cac tién t6 dia
chi IPv6 tuwong tu nhu cach cac tién té dia chi IPv4 duoc viét theo ky hiéu (CIDR)
dinh tuyén lién ving khong phan 16p. Mét tién t6 dia chi IPv6 (phan mang cua dia
chi) duoc thé hién bang dinh dang sau:

ipv6-address/prefix-length

Prefix-length 1 mot gia tri thap phan cho biét s6 lugng bit tiép giap ngoai
cung bén trai cta dia chi. Prefix-length xac dinh Prefix hoic phan caa dja chi mang.

Vi du: 2001: 0DB8: AA AA: 1111: 0000: 0000: 0000: 0000/64.

Do dai tién t6 /64 xac dinh tién té hay phan mang cua dia chi IPv6. Do dai
tién t6 /64 co nghia 1a con 64 bit khac, d6 1a phan Interface ID cua dia chi IPv6,
duoc goi 1a phan dia chi Host trong IPv4. Mot dai dia chi IPv6 hodc mot route ludn
biéu dién dang: dia chi IPV6/sé bit tién ta.

Vung dia chi FF00::/8 twong wng véi dai dia chi bat dau t
FF00:0:0:0:0:0:0:0 dén FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF.

Vung dia chi 2001:DC8:0:0::/64 twong Gng véi dai dia chi bat dau ti
2001:0DC8:0:0:0:0:0:0 dén 2001:0DC8:0:0:FFFF:FFFF:FFFF:FFFF.



2.1.3 Tém tit vé cdc logi dia chi IPv6

Trong IPv6 khong co dia chi quang ba. IPv6 c6 3 loai dia chi la: Unicast,
Anycast va Multicast.

Pia chi unicast

Mot dia chi unicast xac dinh duy nhit mét giao dién trén thiét bi IPv6. Mot
g6i tin giri dén mot dia chi unicast nod s& dugc gui dén giao dién duoc xac dinh boi
dia chi d6. Mot dia chi IPv6 xac dinh mot giao dién trén may chu chir khong phai
chinh may chu (1 giao di¢n chur khong phai ca cai may chu). Mot giao dién don co
thé c6 nhiéu dja chi IPv6 va ca dia chi IPv4.

C6 mot s6 loai dja chi unicast trong IPv6, dic biét 1a:

Global unicast.

Unique local unicast.

Link-local unicast.

Unspecified address.

Loopback address

Pia chi anycast

Dia chi anycast 1a mot dia chi unicast dugc gan cho mét sb thiét bi. Mot goi
duoc giri dén mot dia chi anycast thi géi tin 6 chi duoc gui dén mot trong cac thiét
bi duoc cau hinh véi dia chi d6. Goi anycast s& duoc chuyén dén thiét bi gan nhat.
Trong IPv6, cac thiét bi dugc gan dia chi anycast duoc dinh cau hinh 16 rang dé
nhan biét rang d6 1a dia chi anycast.

DPia chi multicast

Mot dia chi multicast xac dinh mot nhém giao dién, thuong thudc vé cac
thiét bi khac nhau. Mot goi duoc guri dén mot dia chi multicast s& duoc giri dén tat
ca cac thiét bi dugc xac dinh boi dia chi do. TAt ca cac thanh vién cta nhém
multicast s¢ xur Iy goi. Vi vay, su khac biét gitra mot dia chi anycast va mot dia chi
multicast 13 moét goi anycast chi dwoc giri dén maot thiét bi, trong khi mot goi

multicast guri dén nhiéu thiét bi. Khong c6 dia chi quang ba trong IPv6.



2.1.4 Céu tric ciia dia chi Global Unicast Address (GUA)
Pay 14 nhitng dia chi co thé dinh tuyén toan cau va co thé truy cip trén

Internet IPv6. Chiing twong duong véi cac dia chi IPv4 public.

< 48 Biuts >
o 45 Bits > | 16 Bits > | &4 Bits >
o001 Global Routing Prefix Subnet ID Interface ID

Hinh 2.1: Cdu triic mét dia chi GUA dién hinh

Hinh 2.1 chi ra dia chi unicast dinh danh toan cau duoc bat diu vai 3 bit tién
t6 001. Theo cach thuc biéu dién dang s6 hexa, hién nay hoat dong lién két mang
IPv6 toan cau dang sa dung dia chi thudoc ving 2000::/3 (bat dau tur
2000:0:0:0:0:0:0:0 dén 3FFF.FFFF.FFFF:FFFF.FFFF:FFFF:FFFF:FFFF), do hé
thdng t6 chirc quan 1y dia chi IP qudc té cap phat, phan bo lai cho hoat dong Internet
toan cau. Néu mot dia chi IPv6, duoc bat dau bai 2000::/3, chiing ta biét d6 1a ving
dia chi dinh tuyén toan cau.

Trong thoi gian dau tién sir dung dia chi IPv6, IANA cip phat trong ving
2001::/16 cho hoat dong Internet IPv6. Téi thoi diém hién nay, nhu cau sir dung
IPv6 gia ting, cac ving dia chi khac bat dau duoc cap phat, nhu 2400::/16.

Global Routing Prefix: Global Routing Prefix 14 tién t6 hodc phan mang cua dia chi
duoc chi dinh béi nha cung cap, chang han nhu ISP, cho khach hang hoic Sites.
Mic du khong con khuyén nghi d6 dai tién té cu thé cho cac mang c6 kich thudc
khéac nhau, nhung cdc RIR nhu ARIN van cé chinh sach cho cac End Sites sir dung
tién to 48 bit (/48).

Subnet ID: ID mang con Mot su khac biét 1on gitra dia chi IPv4 va IPv6 1a vi tri
ctia phan mang con cua dia chi. Trong IPv4, cac bit duoc muon tir phan host cua dia
chi dé tao cac mang con. Vi IPv6, ID mang con 1a mot truong riéng biét va khong
phai 1a mot phan cua interface ID.

Nhu hinh 2.2, dia chi IPv6 c6 ID 16bit cho subnet. Diéu nay cho phép co tat ca
65.536 mang con.
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Interface ID: Interface ID x4c dinh duy nhét giao dién trén mang con. Interface ID
64bit cho phép 18,446,744,073,709,551,616 dia chi cho mdi mang con. Thuat ngit
giao dién dugc str dung thay vi host, may chil vi mot may chu duy nhat c6 thé c6 rat
nhiéu giao dién, mdi giao dién lai ¢ 1 hoic nhiéu dia chi IPv6. Mot su khac biét
quan trong khac gitra dia chi IPv6 va dia chi IPv4 la dia chi all-0 va all-1 1a dia chi
giao dién hop 1&. Interface ID IPV6 c6 thé chua tit ca 0 hoic tat ca 1. Trong IPv4, tat
ca 0 trong phan host cua dia chi dugc goi 1a dia chi mang hoic dia chi mang con.

Tat ca 1 trong phan host caa dia chi IPv4 chi ra dia chi quang ba.

/48 /64
i i | | : i i
|
16 bits : 16 bits : 16 bits : 16 bits : 16 bits : 16 bits : 16 bits : 16 bits
Global Routing Prefix Subnet ID Interface ID
3 1 4
2001 : ODB8 : AAAA : 1111 : 0000 : 0000 : 0000 : 0100

Hinh 2.2: Dija chi GUA

Vi du mét topo IPv6 tir viéc dugc cung cap 1 dai /48 nhu hinh 2.3,
2001:0DB8:AAAA:/48

Fa0/n Fa0/0:2

2001:0DB8 AAAA:0001::/64 2001:0DB8AAAA 0004:./64

2001:0DBBAAAA:1:0100 2001:0DBB:AAAA:1:0200 2001:0D88:AAAA 4 4444

Hinh 2.3: IPv6 Topology
Subnetting
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Tuy thudc vao kich thudc cua mang, vé co ban viéc subnetting dia chi IPv6
rat don gian. C6 thé thuc hién theo nhiéu cach, né don gian hon nhiéu so véi viéc
subnetting mot dia chi IPv4,

Piéu quan trong 1a lam rd mot vai thuat ngir dé tranh nham lan. Nhu duoc
minh hoa trong Hinh 2.4, c6 ca Subnet ID va Subnet Prefix. Thuat ngit Subnet ID
dé cap dén noi dung cua trudng 16bit duoc st dung dé phan bod cac mang con riéng

I6. Subnet Prefix dé cap dén Global Routing Prefix va céac bit dia chi Subnet ID.

/48 /64
48 bits y 16bits 64 bits
Global Routing Prefix
(Assigned by ISP) Subnet ID Interface ID

Subnet Prefix
/64

Hinh 2.4: Subnet Prefix

Mot IPV6 site prefix thuong s& co /48 dugc cap phat bai nha cung cap dich
vu ISP. Piéu nay tao ra mot Subnet ID 16 bit cho phép tao 65.536 mang con. Cac
mang con all-0 va all-1 12 cac mang con hop 1é trong IPV6. Viéc cap phat nay ciing
dé dang thiét 1ap 64 bit cho Interface 1D cung cap sb luong interface ID 1a rat Ion
trong mot mang con. Véi 16 bit Subnet ID, cac gia tri c6 thé nam trong khoang tir
0000 dén FFFF. Viéc chia mang con bang cach st dung Subnet 1D 16 bit rat dé thyc
hién.

Mg rgng Subnet Prefix

Viéc chia mang con khéng bi giGi han trong 16-bit Subnet ID. Ciing gidng
nhu véi IPv4, néu mudn mé rong sb luong mang con hoic giam s lwong Host trén
mdi mang con, phai muon bit tir phan danh cho Interface ID. Piéu quan trong can
lwu ¥ 1a thuc té chi ra rang diéu nay chi nén duoc thuc hién trén cac lién két co so
ha ting mang (Két ndi Router - Router...). Bat ky phan doan nao bao gom céc thiét
bi dau cudi déu phai co tién td /64. Do dai tién t6 /64 1a bat budc dé hd tro tu dong

cau hinh dia chi (Stateless Address Autoconfiguration).
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Nhu hinh 2.5, ¢6 thé sir dung prefix length /112, mé rong prefix length gbc
/48 thém 64 bit (bén doan ma), tao cho no6 prefix length 1a /112.

148 112
48 bits 1) 64 bits ¥ 16 bits
Global Routing Prefix
(Assigned by ISP) Subnet ID
. Y JH_J
Subnet Prefix Interface ID

Hinh 2.5: /112 Subnet Prefix

4 Subnet dau tién /64 s& 1a
2001:0DB8:AAAA:0000:0000:0000:0000::/112
2001:0DB8:AAAA:0000:0000:0000:0001::/112
2001:0DB8:AAAA:0000:0000:0000:0002::/112
2001:0DB8:AAAA:0000:0000:0000:0003::/112

Ngay ca khi ma rong Subnet ID, viéc chia mang con rat don gian mién la
chia trén ranh giéi mot sé hecxa (4 bit).
Thuc hign Subnetting ¢ bién ciia Nibble

Néu thuc hién mo rong Subnet ID, c6 nghia 13 str dung céc bit tir Interface
ID, thi cach tot nhit 1a chia mang con trén ranh giGi nibble (s6 hexa 4 bit). Trong
hinh 2.6 mé rong /64 subnet prefix thém 4 bit, mot nibble, thanh /68. Piéu nay lam
tang Subnet ID tir 16 bit 1én 20 bit. Bang cach d6 cho phép nhiéu mang con hon
nhung giam kich thuéc cua Interface ID. Bang cach mo rong Subnet Prefix thém 4

bit hoac mot nibble nhu trong hinh 2.6.

/48 /68
48 bits v 20bits 60 bits
Global Routing Prefix
(Assigned by ISP) Subnet ID Interface ID
Subnet Prefix

/68
Hinh 2.6: Mg rgong /64 subnet prefix thém 4 bit

Dé dang thuc hién subnetting vao bién ctia Nibble (4 bit)



13

2001:0DB8:AAAA:0000:0000::/68
2001:0DB8:AAAA:0000:1000::/68
2001:0DB8:AAAA:1111:2000::/68
bén
2001:0DB8:AAAA:FFFF:F000::/68
Thuc hi¢gn Subnetting trong 1 Nibble
Ddi voi hau hét cac mang cua khach hang, khong nén subnetting vio trong
mot nibble. N6 khong c6 1oi ich gi ma chi lam cho viéc thuc hién va xtr 1y sy ¢6 tro

nén kho khan hon.

/48 170
48 bits v 22bits | 58 bits
Global Routing Prefix
(Assigned by ISP) Subnet ID Interface ID

Subnet Prefix

/70
2001:0DB8:AAAA:0000:0000::/70 0000 Four Bits: The two leftmost
2001:0DB8: AAAA:0000:0800::/70 o100 Dits are part of the Subnet-
ID, whereas the two
2001:0DB8:AAAA:0000:0800::/70 000" |ihimost bits belong to
2001:0DB8:AAAA:0000:0€00::/70 1100 the Interface ID.

Hinh 2.7: Thuc hién Subnetting trong 1 Nibble

Trén hinh 2.7 13 vi du vé 4 subnet d4u tién khi thuc hi¢n chia /70.
2001:0DB8:AAAA:0000:0000::/70
2001:0DB8:AAAA:0000:0400::/70
2001:0DB8:AAAA:0000:0800::/70
2001:0DB8:AAAA:0000:0C00::/70

Mang con dau tién ngay lap tic nhin ra, nhung c6 thé thdy rang mang con
thir hai doi hoi mot chut suy nghi. Dia chi IPV6 sir dung cac gia tri thap luc phan dé
thé hién bang 1 gi tri ta sir dung 4 bit. Vi mudn subnetting /70, nén nira dau cua
chir s6 thap luc phén (2 bit) thuoc vé Subnet ID va nira con lai thudc vé Interface 1D
nhu hinh 2.8.
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Subnetting Within a Nibble Last Digit of Subnet ID
Binary to Hexadecimal

2001:0DB8:AAAA:0000:0000::/70 0000 =

2001:0DB8:AAAA:0000:0400::/70 0100 =

0
%
2001 :0DB8 :AAAA:0000:0800::/70 1000 = 8
2001:0DB8:AAAA:0000:0C00::/70 1100 = C

Hinh 2.8: Subnetting trong Nibble

2.1.5 Ung dung cdc kiéu dia chi trong IPv6
2.1.5.1 Unicast Address

Mot dia chi unicast xac dinh duy nhit mot giao dién trén thiét bi IPv6. Mot
261 dugc gui dén mot dia chi unicast nd s& duoc nhan bai giao dién nao dugc gan
cho dia chi d6. Tuong tu nhu IPv4, dia chi IPv6 nguon phai 1a dia chi unicast. Phan
nay bao gdm céc loai dia chi unicast khac nhau, sau déy 14 tirng loai dia chi unicast:
Global unicast: Mot dia chi IPv6 c6 thé dinh tuyén trong mién Internet, twong tur
nhu cac dia chi public IPv4.
Link-local: Chi duoc sir dung dé lién lac véi cac thiét bi trén cing mot lién két cuc
bo.
Loopback: Mot dia chi khong duoc gan cho bat ky giao dién vat Iy nao va co thé
duoc st dung cho mot host dé guri mot goi IPv6 dén chinh no.
Unspecified address: Chi duoc st dung lam dia chi nguén trong qua trinh chua cap
phéat duoc IPV6.
Unique local: Tuong ty nhu cac dia chi riéng trong IPv4 (RFC 1918). Cac dia chi
nay khong nham muyc dich cé thé dinh tuyén trong Internet. Tuy nhién, khong giong
nhu cac dia chi RFC 1918, cac tién td Unique local c6 x4c suat cuc ky cao 13 duy
nhét trén toan cau.

IPv4 embedded: Nhung 32 bit dia chi IPv4 vao mét dia chi IPv6.
2.1.5.1.1 Global Unicast Address

Con duoc goi 1a dia chi unicast toan cau, c6 thé dinh tuyén toan ciu va cé thé truy

cap trong Internet [Pv6. Ching tuwong duong véi cac dia chi IPv4 public. Chung
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dong mot vai trd quan trong trong kién trac dia chi IPv6. Mot trong nhitng dong luc
chinh dé chuyén sang IPv6 1 sy can kiét IPv4.

Global Routing Prefix Subnet|D Interface ID

001 Range: 2000: 0010 0000 0000 Q00O :
3FFF: 0011 1111 1111 1111 -

Hinh 2.9: Dai dia chi Global unicast

First hextet

Hinh 2.9 cho thiy khong gian dia chi c6 thé duoc phan bd cho Co quan ding ky
Internet khu vuc (RIR) va nha cung cap dich vu Internet (ISP). Py 13 cac phan b
t6i thiéu, co nghia 1a RIR s& nhan dwoc / 23 hoic ngin hon, ISP s& nhan duoc / 32
hodc ngian hon va mét Site s& c6 dugc / 48 hoic ngan hon.

Internet Corporation for Assigned Names and Numbers (ICANN), phan b6 cac khdi
dia chi IPv6 cho 5 chau luc RIR. IANA bit dau bang gia tri nhi phan 001 hoic tién
t6 2000 :: / 3. Vay dai dia chi unicast toan cau tir c6 gia tri 2000 :: / 3 dén 3FFF :: /3
Gia tri tién t6 2000 :: / 3 Trong Nibble dau tién, c6 3 bit dau tién 1a 001x. Bit thir tu,
X, ¢0 thé 12 0 hoic 1. Vay diéu nay din dén trong hextet dau tién 1a 2 (0010) hoic 3
(0011). 12 bit con lai trong hextet (16 bit) c6 thé 1a 0 hodc 1, dugc minh hoa nhu
hinh 2.10

Global Routing Prefix Subnet ID Interface ID

Range:
2000::/64 thru 3fff.fff.fff.fff:.:/64

Hinh 2.10: Dai dia chi Global Unicast
Mot interface c6 thé duoc cap phat nhiéu dia chi IPv6 thudc cing mot mang hoic
cac mang khac nhau.
Mot interface khong nhét thiét phai dwoc ciu hinh dia chi global unicast nhung &
muc toi thiéu, né phai dugc gan véi mot dia chi link local unicast. Néi cach khac,

néu mot interface c6 dia chi global unicast, thi né phai c6 mot dia chi link local
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unicast. Tuy nhién, néu mét giao dién c6 mot dia chi link local unicast, thi né khong
nhat thiét phai co mot dia chi global unicast. Dia chi global unicast dugc thao luan
trong phan tiép theo.

Tuong tu nhu IPv4, dé cau hinh dia chi IPv6 ta cling c6 cac cach la cu hinh tu
d6ng hoic ciu hinh bang nhan cong.

Static Global Unicast

Viéc cau hinh thu cong mot dia chi global c6 mot s6 tuy chon sau:

Static configuration: C4u hinh tinh twong ty nhu c4u hinh dia chi IPv4 tinh. Dia chi
IPv6 va do dai tién t6 déu dugc cau hinh trén giao dién.

EUI-64: Loai cdu hinh nay cho phép ban chi dinh prefix va prefix length trong khi
interface ID duoc tao tu dong.

IP unnumbered: Trong IPv6 tuong tu nhu trong IPv4, n6 cho phép mét giao dién su
dung dia chi IP cia mot giao dién khac tir cing mét thiét bi.

Dynamic IPv6 Address Allocation

Dia chi Global unicast ciing c6 thé dugc cau hinh ty dong, ma khong can bat ky
thao tac cau hinh thi cong nado. Hai cach dé dinh cdu hinh ty dong cac dia chi
Global unicast nhu sau:

Ty dong cdu hinh dia chi khong trang thai (SLAAC): St dung phuong phép nay,
Interface ID dugc tao bang EUI-64 trong khi prefix va prefix length dugc xac dinh
tu cac ban tin ND Router Advertisement.

DHCPv6: Giao thirc cip phat dia chi dong (DHCP) cho IPv6 twong ty nhu DHCP
cho IPv4. Mot thiét bi c¢6 thé ty dong nhan thong tin dia chi IPv6 bang cach st dung
cac dich vu cha DHCPV6 server.

Stateless Address Autoconfiguration (SLAAC) Tu dong cdu hinh dia chi khéng
trang thai:

La phuong phap dau tién trong hai phuong thic tw dong duoc thao luan dé gan dia
chi global unicast cho cac giao dién. SLAAC dugc dinh nghia trong RFC 4862.
SLAAC sir dung dinh dang EUI-64. Bang cach sir dung dia chi MAC Ethernet cua

minh, quy trinh nay cho phép mét thiét bi tao Interface ID (host portion) cua dia chi.
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Két hop voi mot quy trinh khac, Neighbor Discovery Protocol, mot host c¢6 thé xéac
dinh toan bo dia chi global unicast cia né ma khong can bt ky cdu hinh thii cong
hodc may chi DHCPv6 nao. ND (Neighbor Discovery) va SLAAC duoc thao luan
chi tiét hon trong Chuong sau. ND duoc giéi thiéu & day dé hiéu co ban vé SLAAC.
ND duoc dinh nghia trong RFC 4861, Neighbor Discovery trong IPv6. ND st dung
ICMPv6 dé trao ddi cac thong diép can thiét cho cac chirc ning cta nd, cu thé 1a 5
ban tin ICMPV6 mai:

Router Advertisement (RA) messages

Router Solicitation (RS) messages

Neighbor Solicitation (NS) messages

Neighbor Advertisement (NA) messages

Redirect messages

ICMPv6 1a mot giao thirc manh mé& hon nhiéu so véi ICMPv4. ICMPV6 chira cac
chirc nang va cai tién mai. Chi c6 4 ban tin dau tién co lién quan dén SLAAC. Chi
tiét cac ban tin ndy s& duoc dua ra trong chuong tiép theo.

Mot dia chi duoc cau hinh ty dong theo SLAAC sé& ¢ 1 trong cac trang théi sau:
Tentative (D kién): Tinh duy nhét cia dia chi dang trong qué trinh x4c minh. Mot
dia chi duy kién khong dugc coi 1a duge gan cho mot giao dién. Mot giao dién sé loai
bo cac goi da nhan duoc giri dén mot dia chi du kién, nhung chip nhan cac goi
Neighbor Discovery lién quan dén Phat hién dia chi trung 1ip cho dia chi du kién.
(DAD).

Preferred (Uu tién): Dia chi giao dién da duoc xac minh 13 duy nhat. Thiét bi ¢ thé
giri va nhan luu lugng st dung dia chi nay. Khoang thoi gian ma mot dia chi co thé
van ¢ trang thai dy Kién va trang thai uu tién dugc bao gom trong thong bao Router
Advertisement message.

Deprecated: (Khong ding nira): Dia chi duge gan cho giao dién van hop 1é nhung
viéc trién khai khong duoc khuyén khich. Mot dja chi khong ding nita s& khong con
duoc sir dung lam dia chi ngudn trong céc lién lac méi. Mot dia chi khong dung nira

c6 thé tiép tuc duoc sir dung lam dia chi ngudn trong cac lién lac hién co.
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Valid (Hop 1€): Dia chi 1a dia chi uu tién hoac dia chi khong dung nira. M6t dia chi
hop 18 ¢6 thé 1a dia chi ngudn hodc dich ciia goi. Lwong thoi gian ma mot dia chi
van ¢ trang thai du kién va hop 1& dugc bao gom trong thong bao Router
Advertisement message.

Invalid: Dia chi hop 1& tré thanh khong hop 1é khi hét han st dung. Dia chi khong
hop 1é s& khong xuét hién duéi dang dia chi dich hoic dia chi ngudn cua goi.

% ipv6 unicast-routing

©)

NDP Router Solicitation
“Need information
from the router”

@ MAC:00-19-D2-8C-E0-4C

NDP Router Advertisement
Prefix: 2001:DB8:AAAA:1:: >
Prefix-length: /64

Prefix: 2001:DB8:AAAA:1:

EUI-64 Interface 1D: 02-19-D2-FF-FE-8C-E0-4C

Global Unicast Address: 2001:DB8:AAAA:1:0219:D2FF:FESC.E04C
Prefix-length: /64

O)

NDP Neighbor Solicitation Message - DAD
<—| “Is anyone else on this link using the address >
Target IPv6 Address: 2001:DB8:AAAA:1:0219:D2FF:FEBC:E04C

Hinh 2.11: NDP Router Advertisement va Router Solicitation MessageS

Trong hinh 2.11, bd dinh tuyén A dinh ky giri tin nhin ND Router
Advertisement (RA) messages. Cac thong bao RA duoc khoi tao boi cac bd dinh
tuyén dé advertise su hién dién va cac tham sb danh riéng cho lién két cua ching
nhu prefix, prefix length, default gateway, va link maximum transmission unit
(MTU). Router Advertisements duoc giri dén dia chi multicast tat ca cac nat (FF02
;2 1), V& co ban gidng nhu quang ba. Pia chi Multicast s& duoc thao luan sau trong
chuong nay. Router Advertisements duoc gui dinh ky va ciing dé phan hoi lai cac
Router Solicitation (RS) message.

Message RS duoc khoi tao bai cac host dé yéu cau bo dinh tuyén giri Router
Advertisement. Thong diép RS duoc guri dén dia chi multicast cua tat ca cac bo dinh

tuyén (FFO02 :: 2), Massage nay s& duoc xur 1y bai bat ky bo dinh tuyén IPv6 nao
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trén Link. D& b dinh tuyén giri tin nhin Router Advertisement va dé chay giao thuc
dinh tuyén IPv6, nd phai duwoc ciu hinh bang Iénh ipv6 unicast-routing
(RouterA(config)# ipv6 unicast-routing).
Ouy trinh SLAAC bao gom cdc budc sau:
Buéc 1. Nhu dd luu v trong Hinh 2-21, PC-B duoc cu hinh dé tu dong ldy dia chi
IP cua nd. Ké tir khi khai dong, PC-B khong thay thong bao Router Advertisement
message, do d6, no s& gui mot thong bao Router Solicitation message dé thong bao
cho local IPv6 router ring n6 can mot RA message.
Buoc 2. Router A nhan dugc Router Solicitation message va tra 101 vai mot Router
Advertisement. Bao gom trong RA message prefix and prefix length cua link, cing
véi dia chi cta chinh n6 1a default gateway. Dia chi default gateway ma RouterA
truyén ba 1a dia chi link-local address ciia no, khong phai 1a dia chi global unicast
address.
Buéc 3. PC-B nhan Router Advertisement, bao gom prefix and prefix length cho
local network, 2001: DB8: AAAA: 1:: / 64. bia chi MAC cua PC-B 1a 00-19-D2-
8C-E0-4C. Sur dung EUI-64 d3 sta d6i, FF-FE duoc chén gitra OUI va s6 nhan
dang thiét bi cua dia chi MAC. Bit thtr bay duoc lat tir 0 thanh 1, thay d6i gia tri
thap luc phan tht hai tir 0 thanh 2. Két qua 1a, ID giao dién dwoc gan gid tri 64 bit
02-19-D2-FF-FE-8C-E0-4C. PC-B lay tién t6 2001: DB8: AAAA: 1 :: tir Router
Advertisement dé tao dia chi unicast toan cau nim 2001: DB8: AAAA: 1: 02-19-
D2-FF-FE-8C-E0-4C. Dia chi ¢ trang thai tentative (du kién) cho dén khi tinh duy
nhét cua n6 dugc xac minh trong budc tiép theo.
Buéc 4. Vi SLAAC 1a mot quy trinh khong trang théi, nén khong c6 bat ky thiét bi
nao theo ddi tt ca cac dia chi unicast toan cau trén lién két dé ngan ngira tring 1ap.
Vi vy, tiiy thudc vao host @& dam bao rang né da khong tao cho minh mét dija chi
da duoc sir dung bai mot thiét bi khac. Qua trinh ND nay duoc goi 1a Phat hién dia
chi trung 1ap (DAD).

Diéu nay twong tu nhu mot gratuitous ARP request trong IPv4. PC-B g tin
nhan Neighbor Solicitation (NS) twong tu nhu mot yéu cau ARP cua IPv4, véi dia
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chi global unicast 2001: DB8: AAAA: 1: 02-19-D2- FF-FE-8C-E0-4C nhu mot muc
tiéu. Néu mot thiét bi khac co dia chi nay, no sé& tra 10i bang tin nhan Neighbor
Advertising, trong tu nhu tra 161 ARP trong IPv4. Thong diép NS duoc gui dén mot
solicited node multicast address. Muc dich cua dia chi solicited node multicast
address twong tu nhu dia chi quang ba nhung hiéu qua hon nhiéu. Cac dia chi
solicited node multicast address s& duoc thao luan sau trong chuong nay. Néu PC-B
khong nghe thay phan hdi vé tin nhin Neighbor Solicitation dudi dang Neighbor
Advertisement, thi c¢6 thé yén tdm rang dia chi global unicast cua né 1a duy nhét.
bia chi hién dang ¢ trang thai uvu tién (preferred).

Viéc mot host lay thong tin dja chi tu dong st dung SLAAC hoic DHCPV6
tuy thudc vao viéc cdu hinh ban tin Router Advertisement message trong Router.
Thong biao RA c¢6 thé duoc cdu hinh dé chi cho cac thiét bi st dung statefull,
DHCPvV6 thay vi ty dong cau hinh stateless. Kha ning cho phép thiét bi ty dong xac
dinh dija chi global unicast ma khong can méay chit DHCPV6 loi thé dang ké trong
IPv6. Trong mét mang “Internet of things,” cac thiét bi IPv6 nhu webcam va cam
bién chi can duoc bat ngudn va co thé 13y tit ca thong tin dia chi caa chung tir bo
dinh tuyén va xir 1y theo cach dung EUI-64. M6 phong Stateful addressing using
DHCPV6 nhu hinh 2.12.
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RouterA

Stateless Addressing

NDP Router Solicitation
“Need information
from the router”

NDP Router Advertisement |
M Flag: “Use stateful @
services” ——

DHCPv6 Server

DHCPv6 Stateful Addressing

®

DHCPv6 Solicit Message
“I need a DHCPv6 Server.”

@

DHCPv6 Advertise Message
“I'm a DHCPv6 Server.”

®

‘I need addressing inf

DHCPv6 Request Message

ormation.”

®

-

DHCPv6 Reply Message
“Here is your address and other

information.”

(@) Duplicate Address Detection (DAD)

<—{ “Is anyone else on this

address?"

NDP Neighbor Solicitation Message

s link using this >

Hinh 2.12: Stateful addressing using DHCPv6

Cac buwoc nhw sau:

Buwéc 1. PC-B gui ra ban tin Router Solicitation néu né khong nhan dugc ban tin

Router Advertisement

Buoc 2. Router gui ra ban tin Router Advertisements c6 truong 1bit dugc goi la

quan 1y c& cdu hinh dia chi hodc co M:

Khi co nay duge dat thanh 0, n6 sé& thong bao cho cac thiét bi st dung Tu dong cau

hinh dia chi khong trang thai (SLAAC).
Néu co duogc dat thanh 1, n6 cho biét thiét bi can sir dung DHCPV6.

Bay gio PC-B nhan ra rang n6 phai sir dung stateful autoconfiguration, n6 bat dau

qua trinh dé lay thong tin dia chi cta nd tir may chu DHCPVS.

Buréc 3. PC-B gui mot tin nhan DHCPv6 Solicit dén mét dia chi multicast dac biét

danh riéng cho cac may chu DHCPv6 la FF02 :: 1: 2.
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Buéc 4. Mot hoic nhidu may chu DHCPV6 s& phan hdi véi thong bao DHCPv6
Advertise message, cho biét rang ching c6 sin cho dich vu DHCPv6. Néu PC-B
nhan dwoc nhiéu tin DHCPv6 Advertise message tir cac Server khac nhau, s& c6
mot quy trinh tao ra gid tri Tty chon Mdy chii ma né sé& sir dung dé chon may chu
DCHPv6 thich hop
Buéc 5. PC-B s& tra loi may chu dugc chon bang cach giri tin nhdn Request
message dé yéu cau tham sé cau hinh, bao gdm dia chi IP.
Buéc 6. May chu DHCPVG6 tra 10i bang Reply message c6 chta cac dia chi duoc gan
va cac tham sb cau hinh khac twong tu nhu cac thong sé duoc s dung véi DHCP
cho IPv4. Mic du PC-B ¢6 duoc dia chi tir DHCPv6, mot stateful service, no van sé
sir dung quy trinh Phat hién dija chi trang 1ap (DAD) dé dam bao rang khong c6 bat
ky thiét bi nao khac trén lién két sir dung dia chi nay.
Buoc 7. PC-B gui thong bao Neighbor Solicitation (NS) voi dia chi global unicast
méi vira nhan duoc tir DHCPV6 server t6i tat ca cac thiét bi trén lién két. Dia chi
ngudn 12 mot dia chi khong xac dinh (dia chi "::") Dia chi dich 1a solicited node
multicast address, nhu da dé cap trudc do, twong tu nhu dia chi quang ba. Néu bat
ky thiét bi nao trong lién két c6 cung dia chi, thiét bi d6 s& phan hoi véi thong bao
Neighbor Advertisement message.
2.1.5.1.2 Link-local Unicast
La dia chi unicast duoc giéi han trong mot lién két duy nhat. Tinh duy nhat

ctia chung phai dugc xac nhan trén lién két 6. Néi cach khac, cac bo dinh tuyén sé
khong chuyén tiép bat ky goi tin nao co link-local source hoic destination addresses
Link-local Unicast duwoc ciu hinh theo 1 trong 3 cach sau:

- Dynamically st dung EUI-64.

- Tao Random interface ID

- Static manual link-local address

Mot thiét bi co thé tu tao hoan toan dia chi Link-local addresses cua minh ma
khong can may cha DHCPv6 hoic ban tin Router Advertisement message. Nhu
hinh 2.13.
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«— 10 bils = s Remaining 54 bits > 64 bits *
1111 1110 10 Interface ID
LN Fj LY - g
FEBO::/10 EUI-64, Random or Manual Configuration

Hinh 2.13: Link-local Unicast
Str dung prefix va prefix length nay (FE80::/10) s& cung cip pham vi dia chi
link-local tir FE8O :: / 10 dén FEBF :: / 10.
FE80::/ 10 chi ra rang 10 bit dau tién phai khop voi prefix. Prefix 1a FE80, hoac
1111 1110 10 & dang nhi phan. Vi vdy, mién 1a 10bit dau tién nay khop véi nhau,
54 bit con lai ¢ thé co gia tri bat ky. Do d6, hextet dau tién co thé 1a bat ky gié tri
nao trong pham vi FE80 dén FEBF, nhu hinh 2.14.

Link-local Unicast Address Range of First Hextet Range of First Hextet in Binary
(Hexadecimal)

FE80::/10 FE80 1111 1110 1000 0000
FEBF 111111101011 1111

Hinh 2.14: Dai dia chi Link-local Unicast

IPv6 link-local addresses duoc sir dung theo cac cach sau:
- Routers str dyng link-local address cua n6 lam dia chi default gateway trong
Router Advertisements.
- Routers chay céc giao thitc nhu EIGRP cho IPv6 va OSPFv3 sur dung céc dia
chi link-local addresses cta ching dé thiét 1ap cac lién két.
- Céc tuyén dong (Dynamic routes) trong cac bang dinh tuyén IPv6 st dung
link-local address lam dia chi hop tiép theo cua ching.
Dynamic Link-local Address: EUI-64
EUI-64 Theo mic dinh, cac thiét bj ty dong tao dia chi link-local unicast cua riéng
chting ma khong can su hd trg cua thiét bj khac nhu may chi DHCP hoac Router.
Randomly Generated Interface 1Ds
EUI-64 1a mot k¥ thuat thuan tién dé tu dong tao Interface 1D 64bit tir dia chi MAC

48 bit. Tuy nhién, diéu nay gay lo ngai cho mot s6 nguoi dung boi kha ning theo
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ddi dia chi IPv6 thong qua dia chi MAC 48bit dugc str dung dé tao Interface ID. Dé
giam bot méi lo ngai vé quyén riéng tu ndy, cac thiét bi co thé s dung Interface 1D
64bit dugc tao ngau nhién.

Viéc mot thiét bi s dung EUI-64 hay Interface IDs duoc tao ngau nhién déu
phu thudc vao hé didu hanh. Bo dinh tuyén cua Cisco sir dung EUI-64. Cac hé diéu
hanh Windows cii hon XP str dung mét sb ngau nhién cho ID giao dién. Cac hé diéu
hanh Windows méi hon sir dung EUI-64. Xu huéng chung 1a dé cdc h¢ diéu hanh,
may chi tao ngau nhién Interface ID cuia chiing
Static Link-local Address

Dia chi link-local addresses duoc gan dong 1a 1y tuéng cho hau hét cac thiét
bi nhu may chi. Nhuoc diém 12 Interface ID dai, ¢ thé khé nhan biét hoac ghi nhé
khi khac phuc su ¢ hoidc xac minh cac hoat dong mang. Bai vi cac giao thire dinh
tuyén dong nhu EIGRP cho IPv6 va OSPFv3 su dung cac dia chi link-local
addresses dé thiét 1ap cac quan hé lang giéng va chuyén cac thong bao khac, nén
viéc sir dung cac dia chi link-local addresses duoc cdu hinh thii cong s& d& nhan biét
hon.

Link-local Addresses and Duplicate Address Detection

Nhu d3 thao luan trude day voi cac dia chi global unicast, cac thiét bj st
dung Phat hién dia chi trung lap (DAD) dé xem liéu mot thiét bi khac trén lién két
c6 sir dung dia chi ma né sap st dung hay khong. Cho du dia chi link-local address
duoc tao tu dong hay duoc cdu hinh thu cong, trude khi thiét bi st dung dia chi
link-local address, no s& thuc hién DAD dé d¢am bao rang né 1a duy nhét trén lién
két nhu hinh 2.15,
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® ipv6 unicast-routing

0

Link-local address: FE80:: + randomly generated Interface |1D

@

NDP Neighbor Solicitation Message - DAD
<«— “Is anyone else on this link using this link-local address |—>
FE80::50A5:8A35:A5BB:66E17"

Hinh 2.15: Phat hién dia chi Link-local trung lap

Link-local Addresses and Default Gateways

Giao thirc Neighbor Discovery Protocol (ND or NDP da dugc thao luan
trudc d6. St dung ban tin Router Solicitation va Router Advertisement, hosts c6 thé
tu dong lay thong tin dia chi IP, chang han nhu prefix, prefix length, va default
gateway address. Trong hinh 73, PC1 da duoc cau hinh dé tu dong lay dia chi IP
ctia né. PC1 giri thong bao Gigi thiéu Bo dinh tuyén ND va Bo dinh tuyén R1 phan
hoi voi Router Advertisement. Vi PC1 dang chay Windows Vista, thay vi str dung
EUI-64, nd st dung mét s6 ngau nhién cho ID giao dién cua nd va thém prefix tir
ban tin Router Advertisement.
2.1.5.1.3 Loopback Address

Pia chi loopback IPv6 1a dia chi all-0 ngoai trir bit cudi cing, dwoc dat thanh

1. N6 twong dwong voi dia chi loopback 1Pv4 127.0.0.1, biéu dién nhu hinh 2.16.

Representation IPv6 Loopback Address

Preferred 0000:0000:0000:0000:0000:0000:0000:0001
No leading 0Os 0:0:0:0:0:0:0:1
Compressed 1

Hinh 2.16: Biéu dién dia chi IPv6 Loopback
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Dia chi loopback c6 thé duoc st dung boi mot Node dé gui goi IPv6 dén

chinh né, thuong 1a khi kiém tra TCP/IP stack. Piéu nay twong duong véi dia chi

127.0.0.0/8 trong IPv4. Dia chi Loopback c6 cac dic diém sau:

Khong thé gan dia chi loopback cho giao dién vat 1y.

Dia chi loopback chi c6 thé 1a dja chi ngudn néu goéi khéng dugc giri bén
ngoai thiét bj.

Dia chi loopback chi ¢o thé 1a dia chi dich néu géi khong duoc gui bén ngoai
thiét bi.

Mot Router khong bao gid co thé chuyén tiép mot goi cé dia chi dich 1a dia
chi loopback.

Thiét bi phai hiay goéi tin nhan dugc trén interface ma co dia chi dich la dia

chi loopback.

2.1.5.1.4 Unspecified Address

Dia chi unicast khong xac dinh 1a dia chi gom toan bit 0. N6 khong thé dugc

gan cho mdt giao dién. Mot dia chi unicast khong xac dinh dugc s dung lam dia

chi ngudn dé chi ra su tam vang cta mot dia chi (chua lay duoc IP, vi du: dung lam

IP tam trong qua trinh DAD xem c¢6 bi xung dot khong).

Unspecified addresses cé nhitng dic diém sau:

Unspecified addresses c¢6 thé duoc chi dinh cho giao dién vat 1y.

Mot Unspecified addresses cho biét sy vang mat caa mot dia chi.
Unspecified addresses c6 thé duoc sir dung 1am dia chi dich.

Mot Router s& khong bao gid chuyén tiép mot goi co dia chi ngudn 1a dia chi

Unspecified addresses.

2.1.5.1.5 Unique Local Address

bia chi Unique local va con duoc goi la dia chi local IPv6 addresses. Cac dia

chi nay du Kién 13 duy nhat trén toan cau nhung khéng thé dinh tuyén trén Internet

toan cau. Chung phai dugc sir dung trong mot khu vuc han ché hon, chang han nhu

trong mot Site hoic dugc dinh tuyén gitra mot s6 luong han ché cua cac Sites.

Unique local addresses c6 cac dic diém sau:
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- Co6 prefix duy nhét trén toan cau hozc it nhat c6 xac suat duy nhat rat cao.

- Cho phép céc Site dugc két hop hoac két ni riéng tu ma khong c6 xung dot
dia chi hoic yéu cau danh s lai dia chi.

- Poc lap vai bat ky nha cung cap dich vu Internet ndo va c6 thé duoc st dung
trong mot Site ma khéng can két ndi Internet.

- Néu vo6 tinh bi ro ri bén ngoai mét Site bang cach dinh tuyén hoic Hé théng
tén mién (DNS), thi ciing s& khong xay ra xung dot véi bat ky dia chi nao
khac.

- €6 thé dugc st dung giéng nhu mot dia chi unicast toan cau.

2.1.5.1.6 1Pv4 Embedded Address

Dia chi unicast cudi cung 14 dia chi IPv4 Embedded. Dia chi IPv4 Embedded
1a dia chi IPv6 duoc st dung dé gitip chuyén doi tir IPv4 sang IPv6. Cac dia chi nay
duoc sir dung dé thé hién dia chi ciia IPv4 bén trong dia chi IPv6. RFC 4291 dinh
nghia hai loai dia chi IPv4 embedded addresses:

- Dia chi IPv6 tuong thich véi IPv4 (IPv4-Compatible IPv6 Addresses) (khong
con dung nira).

- Dbia chi IPv6 duoc anh xa IPv4 (IPv4-Mapped IPv6 Addresses).

IPv4-Compatible IPv6 Addresses

Dia chi IPv6 tuong thich véi IPv4 duoc s dung bai cac thiét bi dual-stack
hd tro ca IPv4 va IPv6. 96 bit ddu tién dugc dat thanh tat ca 0, bao gébm segment 16
bit, dwoc st dung dé phan biét véi dia chi IPv6 duogc anh xa IPv4. 32 bit cubdi cung
1a dia chi IPv4 dugc thé hién bang ky hiéu thap phan. Vi vay, 96 bit du tién duoc
biéu dién dudi dang thap luc phan véi 32 bit cudi cing chta dia chi IPv4 theo ky
hiéu thap phan. Biéu dién nhu hinh 2.17.



P = 16 Dils = e 32 DS e

0000 ...iinsiiinsusiinissanivass isiessiiivsssiaias 0000 | 0000 W.X.y.Z
Globally unique
IPv4 address in
dotted decimal
32-bit IPv4 address | 209.165.202.158
“* 80 bits P = 16 DilS =P s 32 DS s
0000 0000 0000 0000 0000 0000 209.165.202.158

IPv6 compressed format ::209.165.202.158

Hinh 2.17: IPv4-Compatible IPv6 Address (Deprecated)

bia chi [Pv4 dugc sir dung trong “IPv4-compatible IPv6 address”, phai la dia

chi unicast duy nhét trén toan cau. Pia chi “IPv4-compatible IPv6 address” hiém

khi dugc sir dung va hién khong dung nita. Cac co ché chuyén doi IPV6 hién tai

khong con st dung loai dia chi nay.

IPv4-Mapped IPv6 Addresses

IPv4-Mapped IPv6 Addresses tuong tu nhu dia chi IPv4-Compatible IPv6

Addresses. IPv4-Mapped IPv6 Addresses duoc sir dung dé thé hién dia chi caa céac

thiét bi chi c6 IPv4. Mot thiét bi IPv6 c6 thé sir dung dia chi nay dé gui mot goi dén
mot thiét bi chi c6 IPv4.

Pia chi IPv4-mapped IPv6 address gan giéng véi dia chi IPv4-Mapped 1Pv6

Addresses, ngoai trir phan doan 16bit trude dia chi IPv4 32bit 1a tat ca 1a 1 nhu hinh

2.18
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+ 80 bits P = 16 Dils =P e 32 it e

D000 it s R s M s s e as 0000 | FFFF W.X.y.Z
Globally unique
IPv4 address in
dotted decimal

32-bit IPv4 address 192.168.10.10

A
r -

-« 80 bits P = 16 Dils =P ts 32 Dil§

0000 0000 0000 0000 0000 0000 192.168.10.10

IPv6 compressed format ::FFFF.192.168.10.10
Hinh 2.18: 1Pv4-Mapped IPv6 Addresses
IPv4-Mapped IPv6 Addresses va dia chi IPv4-Compatible IPv6 Addresses

dugc st dung boi cac co ché chuyén doi trén may cha va bd dinh tuyén dé tao
duong ham I1Pv4 cung cap cac goi IPv6 qua mang IPv4. Cac dia chi ndy va cic co
ché chuyén doi sir dung chung s& duoc thao luan chi tiét hon trong chuong chuyén
doi dia chi.
2.1.5.2 Multicast

Multicast 13 mét ki thuat duoc sir dung cho mét thiét bi dé giri mot goi tin
dén nhiéu dich cung luc (mot-nhiéu) trai nguoc véi mot dia chi unicast, gui mot goi
dén mot dich (mot-mot). Nhiéu diém dén co thé 1a nhiéu giao dién trén cing mot
thiét bi nhung chung thuong 14 cac thiét bi khac nhau.

Mot dia chi multicast IPv6 xac dinh mot nhém thiét bi duoc goi 1a nhém
multicast. N¢ 13 twong dwong véi IPv4 cua 224.0.0.0/4. Mot gbi duoc gai dén mot
nhom multicast ludn c6 mot dia chi ngudn unicast. Mot dia chi multicast khong bao

gior co thé 1a dia chi ngudn. Pia chi multicast IPv6 co tién to FFOO :: /8.
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CAu triic cua mot dia chi multicast IPv6. 8bit ddu tién 1a nhitng bit 1 (FF),
tiép theo 13 Co 4 bit va Pham vi 4 bit. Con 112 bit tiép theo dai dién cho ID nhém

(hinh 2.19).
Bbits  4bits 4 bits 112 bits
> > < >
1111 1111 | Flag Scopel Group ID
| S —
FF00:/8 Flag 0 Permanent, well-known multicast address assigned by IANA

1 Non-permanently-assigned (“transient” or “dynamically” assigned)
multicast address

Scope

0 Reserved

1 Interface-Local scope

2 Link-Local scope

3 Unicast-prefix-based address
4 Admin-Local scope

5 Site-Local scope

6 Unassigned

7 Rendezvous Point flag

8 Organization-Local scope
9 Thru D Unassigned

E Global scope

F Reserved

Hinh 2.19: Multicast Address
Co (Flag): Chi thi kiéu dia chi Multicast, c6 2 kiéu dia chi Multicast
Permanent (0): Pay 1a cac dia chi multicast duoc chi dinh boi Co quan cap phat sb
va gan Internet (IANA), s& duoc thao luan trong phan tiép theo.
Nonpermanent (1): Pay 1a cac dia chi multicast dugc gan mot cach linh hoat
Pham vi (Scope): Pham vi 13 trudong 4bit duoc st dung dé xac dinh pham vi cua géi
Multicast. Cac gia tri c6 thé cho pham vi 1
0: Reserved
1: Interface-Local scope
2: Link-Local scope
3: Unicast-Prefix-based address

4: Admin-Local scope
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5: Site-Local scope
6: Unassigned
7: Rendezvous Point flag
8: Organization-Local scope
9: Unassigned
A: Unassigned
B: Unassigned
C: Unassigned
D: Unassigned
E: Global scope
F: Reserved
Truong scope cho phép cac thiét bi xac dinh pham vi caa géi multicast cho
phép cac Router xac dinh muc do lan truyén cia né. Diéu nay cai thién hiéu qua

bang cach loai b6 luu lugng truy cap khoi bén ngoai khu vuc du dinh (hinh 2.20).

E - Global

Internet

8 - Organization-local

5 - Site-local

2 - Link-local

—

- Interface-local

=4

Hinh 2.20: Multicast Scope

Assigned Multicast Addresses:
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IPv6 Multicast Address Assignments day la nhirng dia chi multicast danh riéng cho
cic nhém thiét bi duoc xac dinh trude. Cac dia chi Assigned multicast addresses c6
tién tb FFO0:: / 8

Cung mdt Group ID ¢ thé c6 pham vi khac nhau. Tuy thudc vao pham vi,
mot goi dugc giri dén Group 1D cua tat ca cac Router 0: 0: 0: 0: 0: 2 ¢6 thé duoc
gidi han trén mot lién két don (FF02:: 2) hodc toan bo cac Sites (FFO5 :: 2)
Solicited-Node Multicast Addresses

Ngoai moi dia chi unicast dugc gan cho mot giao dién, mét thiét bi ciing s&
c6 mot dia chi multicast dac biét duoc goi 1a dia chi Solicited-Node Multicast
Addresses. Cac dia chi multicast nay duoc tao tu dong bang cach sir dung anh xa
dia chi unicast cua thiét bi véi prefix 1a prefix FF02:0:0:0:0:1:FF00::/104.

Khong giong nhu IPv4, IPv6 khong co dia chi quang ba. Qua trinh ARP cua
IPv4 s& gui mot quang ba Lop 2 tai tat ca cac thiét bi trén mang khi né chi cé ging
két ndi tai mot thiét bi duy nhat. V&i muc dich 1a bién IPv6 thanh mot giao thuc
hiéu qua hon. Khong can thiét bat cac thiét bj trong mang déu phai xt 1y ban tin
ARP trong khi chi c¢6 1 thiét bi trong mang can xir Iy ban tin ARP d6. (C6 MAC
d6). IPv6’s solicited-node multicast address cung cap mot giai phap hiéu qua hon.
Ban tin IPv6’s solicited-node multicast c6 thé dén moi thiét b trén lién két nhung
khong bat cac thiét bi d6 phai xt 1y noi dung cia goi. Cac IPv6’s solicited-node
multicast address duoc str dung cho hai co ché IPv6 thiét yéu, ca hai phan cua giao
thae Neighbor Discovery Protocol (NDP):

Phdn gidi dia chi (Address resolution)

Tuong dwong véi ARP trong IPv4, mot thiét bi IPv6 giri thong bao Neighbor
Solicitation dén Solicited-node multicast address dé tim hiéu dia chi l6p lién két
(thuong 1a Ethernet address MAC) cua mét thiét bi trén cing mot lién két. Thiét bi
biét dia chi IPv6 cua dich trén lién két d6 nhung can biét dia chi MAC.

Phat hién dia chi trang lap Duplicate Address Detection (DAD)
DAD cho phép moét thiét bi xac minh rang dia chi unicast (hoic anycast) cua

n6, dugc tao bang cach Ty dong cau hinh dia chi khong trang thai (SLAAC), 1a duy
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nhét trén lién két. Mot thong bao Neighbor Solicites duoc gui dén thiét bi dia chi
solicited-node cua thiét bi dé xac dinh xem c6 ai khac ¢ cung dia chi nay khong.
M5 ta nhu hinh 2.21

Unicast/Anycast Address

< 104 bits » €24 Dil§ ——p
A
Global Routing Prefix Sultl))net Interface ID |
1
. l
| 0
Solicited-Node Multicast Address ! lpy
|
I
}
|

FF02 0000 0000 0000 0000 0001 FF

-« 104 bits » €—— 24 bits ——>

FF02:0:0:0:0:1:FF00::/104
Hinh 2.21: Dbia chi Solicited-Node Multicast

bia chi solicited-node multicast duoc tuw dong tao cho moi dia chi unicast
trén thiét bi. Tién td solicited-node multicast FF02: 0: 0: 0: 0: 1: FF0O0 :: / 104 dugc
gan thém 24 bit thir tu thap cua dia chi unicast.
2.1.5.3 Dia chi Anycast

Dia chi anycast IPv6 1a mét dia chi co thé dugc gan cho nhiéu giao dién
(thudng 1a cac thiét bi khac nhau). N6i cach khac, nhiéu thiét bi c6 thé c6 cing mot
dia chi anycast. Mot géi tin dugc gui dén mot dia chi anycast duge dinh tuyén dén
giao dién gan nhit c6 thé co dia chi do, theo bang dinh tuyén cua bo dinh tuyén. Dia
chi Anycast c6 trong ca IPv4 va IPv6, Anycast c6 y nghia va loi ich khi st dung cho
cac dich vu nhu DNS va HTTP nhung van chua phd bién trién khai nhu thiét ké
mong muén.

Khong c6 prefix dac biét cho mét dia chi IPv6 anycast. Dia chi anycast IPv6
sir dung cung dai dia chi voi dia chi unicast toan cau. Mdi thiét bi tham gia s& duoc

c4u hinh dé c6 cung mot dia chi anycast, vi du nhu trong hinh 2.22.
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Cost of 10 is my best

path to s A
2001:db8:abecd:1:1. Cost to Server A =50 ver

2001:db8:abcd:1:1

A=
Destination: ' > Server B
2001:db8:abed:1:1 _—.@‘ Cost to Server B =75 —il

2001:db8:abcd:1:1

Cost to Server C =10 ~— Server C

» 2001:db8:abed:1:1

Hinh 2.22: Vi du vé sir dung dia chi Anycast
2.2 Giao thirc ICMPvV6 va giao thirc Neighbor Discovery Protocol

ICMP 1a mét trong nhitng giao thic ¢t 16i cua bo giao thirc TCP / IP. N6
dugc sir dung boi cac hé didu hanh dé gui tin nhan gitta cac thiét bi. Cac loai théng
bao c6 thé 1a thong bao thong tin hodc thong bao 15i, chang han nhu Echo Request
cho 1énh ping hoic thong bao cho ngudi gui rang Router khong thé chuyén tiép goi.
ICMP duoc sir dung véi cac tng dung nhu ping va traceroute dé kiém tra két ndi
mang giira hai thiét bi.

ICMPv6 duoc mé ta trong RFC 4443. Giao thtc tin nhan diéu khién Internet
(ICMPv6) phién ban 6 (IPv6). ICMPv6 manh hon ICMPV4 rat nhiéu, chita cac chirc
nang va cai tién mai.

Phan nay trinh bay dinh dang thong bao chung cho ICMPv6 bang cach six
dung céc truong Type va Code tuong tu dugc tim thiy trong ICMPv4. N6 kiém tra
hai loai thong bdo ICMPv6, thong bao 16i va thong bao thong tin.

Théng bdo 161 ICMPV6 (Error messages)
Destination Unreachable

Packet Too Big

Time Exceeded

Parameter Problem

Thong bao thong tin sir dung cho Iénh Ping (Information messages for Ping)
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Echo Request

Echo Reply

Thong bdo théng tin s dung cho MLD (Information message for Multicast
Listener Discovery)

Multicast Listener Query

Multicast Listener Report

Multicast Listener Done

Thong bdo thong tin s dung cho ND (Information messages for Neighbor
Discovery)

Router Solicitation Message

Router Advertisement Message

Neighbor Solicitation Message

Neighbor Advertisement Message

Redirect Message

Next

IPv6 Header Header= ICMPv6 Message
58

Code Checksum

Message Body

Hinh 2.23: Khuén dang tong qudt ciia ICMPV6
Hinh 2.23 mé ta dinh dang chung cua ban tin ICMPv6 tuong ty nhu
ICMPv4. Mot tiéu dé IPv6 co gia tri Next Header 1a 58 s& 1a giao thirc ICMPV6.
(Trong IPv4, truong Giao thire dugc dit thanh 1 dé chi ra thong bao ICMPv4). Tiéu
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dé trudc khong nhat thiét phai 1a tiéu d& main IPv6. N6 ciing c6 thé 1a mot trong
nhitng IPv6 extension headers

Ba trwong trong IPv6 massage nhu sau:
Type (8 bit): Cho biét loai tin nhin ICMPv6, ching han nhu Echo Request,
Destination Unreachable, hoac Packet Too Big.
Code (8 bit): Cung cap do chi tiét hon cho trudng Type. Y nghia cia nd s& phu
thudc vao loai tin nhian. Vi du: néu loai thong bao 1a Destination Unreachable,
truong Code s& dua ra 1y do cuy thé tai sao goi khong thé dén dich, vi du: khong thé
truy cap may chu hoic bo dinh tuyén khong cé tuyén dén may cha trong bang dinh
tuyén cta no.
Checksum (16 bit): Puoc st dung dé phat hién I8i dit liéu trong thong diép
ICMPV6 va cac phan cua tiéu dé IPve.
Truong Type duoc sir dung dé nhom cac ICMPv6 messages thanh hai classes:
Error messages (Type = 0 dén 127)
Information messages (Type = 128 dén 255)
Thong bao 16i duoc xac dinh bdi high-order bit 0 (Oxxxxxx) trong truong Loai
thong bao (Type). Diéu nay din dén mot thong bao 16i c¢6 gia tri Loai tir 0 dén 127.
Do d6, thong bao thong tin co bit high-order 1 s& c6 gia tri Loai tir 128 dén 255.
Error messages: Thong bao cho thiét bj vé 1y do tai sao géi tin duoc giri khong thé
duoc gui.
ICMP informational messages: Khong duoc str dung dé bao cao 15 nhung cung cap
thong tin can thiét cho cac chirc nang kiém tra, chan doan va hd tro khac nhau. Hai
ICMP informational messages phé bién duogc tim thiy trong ca ICMP cho IPv4 va
IPv6 14 céc tin nhian Echo Request va Echo Reply duoc sir dung bai Iénh ping.
2.2.1 ICMP Error Messages

Céc thiét bi 16p 3, chang han nhu may chu va bo dinh tuyén, st dung ICMP
Error Messages dé thong bao cho ngudi giri vé 1y do tai sao mot goi khong thé dugc
gui

C6 bon loai thong bao 15i:
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Khéng thé truy cdp dich (Destination Unreachable)
Goi qua lon (Packet too Big)
Quad thoi gian (Time Exceeded)
Vdn dé vé tham so (Parametter Problem)
2.2.1.1 Destination Unreachable

Mot tin nhin ICMPv6 Destination Unreachable dugc giri khi mot goi khong
thé duoc gui dén dich vi 1y do khac hon 1a tic nghén. Cac thong bao phan hdi nay
duogc sir dung dé gitp cung cap mot sé thong tin hiru ich cho ngudi gui vé 1y do tai
sao. Mot bo dinh tuyén hoic tudng lira thuong tao ra cac thong bao Destination
Unreachable messages.

Khuon dang ban tin ICMPv6 Destination Unreachable nhu sau, trong do
truong Type = 1 mo6 t4 nhu hinh 2.24.

8 16 24 32

Type =1 Code Checksum

Unused

As much of invoking packet as possible without the
ICMPvV6 packet exceeding the minimum IPv6 MTU.

Hinh 2.24: ICMPv6 Destination Unreachable Message
C6 mét s6 1y do tai sao unreachable. Trudng Code duoc sir dung dé cung cap
thong tin chi tiét hon vé 1y do goéi khong duogc giri. C6 7 Code:

- Code = 0, No route to destination (Khong c6 tuyén dén dich): Khong thé giri
g6i tin vi bo dinh tuyén khong cé tuyén dén dich nay. Diéu nay chi c6 thé
xay ra néu bo dinh tuyén khong co tuyén mic dinh trong bang dinh tuyén.
Thong bdo nay tuong duong vdi thong bao Network Unreachable message

trong ICMPVA4.
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- Code = 1, Communications with destination administratively prohibited: Goi
bi chan do danh sach kiém soét truy cap hoic loc goi khac
- Code = 2, Beyond scope of source address: Thong bao 16i nay dugc tao khi
dia chi ngudn 1a dia chi link-local address va dia chi dich 1a dia chi global
unicast address.
- Code = 3, Address unreachable: Thong bao 15i nay cho biét da xay ra su ¢b
khi giri g6i vi khong thé truy cap may chii duoc chi dinh trong dia chi dich.
Diéu nay co thé xay ra néu dia chi dich khong thé dugc phan giai thanh dia
chi lién két dir liéu twong tng (dia chi MAC trén mang LAN) hoic dia chi
dich khong chinh xac. Piéu nay twong duong véi tin nhan Host Unreachable
trong ICMPVA4.
- Code = 4, Port unreachable: Thong bao 16i nay xay ra do cong dich duoc chi
dinh trong tiéu dé¢ TCP hoic UDP khong ton tai hodc dich khong nghe trén
cong d6. Vi du: néu mét goi duoc giri v6i cong dich TCP 80 nhung may chu
nhan khong chay dich vu web HTTP, thong bao Port unreachable s€ dugc
truyén di.
- Code =5, Source address failed ingress/egress policy: Thong bao 15i nay cho
biét goi co dia chi ngudn nay bi chin do danh sach kiém soat truy cap hoic
loc goi khac. Code 5 1a tap con cua Code 1.
- Code = 6, Reject route to destination: Thong bdo 16i nay s& xdy ra khi cac
g6i ¢6 prefix cu thé bi chan boi danh sach kiém soat truy cap hoic loc goi
khac. Code 6 1a tap con cua Code 1.
2.2.1.2 Packet Too Big

Mot thay doi dang ké ddi véi IPv6 c6 lién quan dén phan manh va sap xép lai
6i. Trong IPv4, cac bo dinh tuyén c6 thé phan manh mot goi khi don vi truyén téi
da (MTU) cia lién két di nho hon kich thudc cua goi. Thiét bi dich sé chiu trach
nhiém lap rap lai cac goi bi phan manh. Piéu nay 1a khong hiéu qua. IPv6 d loai bo
tac vu nay khoi bo dinh tuyén, chi cho phép ngudn cua géi thuc hién phan manh.
Khi b dinh tuyén IPv6 nhan duoc géi 16n hon MTU ciia giao dién dau ra, bo dinh
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tuyén s& loai bo goi d6 va gui théng bao Goi qua 16n caa ICMPV6 vé ngudn. Thong
bao Packet Too Big bao gdbm kich thugc MTU (s6 byte) caa lién két theo dé ngudn
c6 thé thay ddi kich thudc cua goi dé truyén lai.

Thong bao ICMPv6 Packet Too Big c6 Type =2 va Code = 0. MTU la don
vi truyén toi da cua lién két hop tiép theo. Thong bao ICMPv6 Packet Too Big nay
cling duoc sir dung nhu mét phan cua Path MTU Discovery
Path MTU Discovery

Path MTU Discovery dugc dinh nghia trong RFC 1981, Path MTU
Discovery cho IPv6. Khi mot thiét bi c6 sé lugng gbi 16n dé truyén, tot nhat 1a cac
g6i nay cang 16n cang tot, cho phép it goi hon (Byte to thi s6 lwong goi it di). Piéu
nay doi hoi thiét bi phai biét MTU lién két téi thiéu (MTU nho nhat) cua tat ca cac
lién két trong duong din dén dich. Piéu nay cho phép ngudi gui truyén kich thuéc
g6i 16n nhat c6 thé ma khong cé nguy co bd dinh tuyén lam roi goéi doc theo dudng
dan vi MTU cua lién két giri di ctia né qua nhé. Kich thudc cua goi nay dugc goi la

Puong din MTU (PMTU). Mb ta nhu hinh 2.25.

Source Destination

IPv6 packet size = 1,500 bytes
® -
ICMPv6 Error Message: Packe! Too Big, use MTU 1,350
« ®
IPv6 packet size = 1,350 bytes
©, >
@ Packet Received

Hinh 2.25: Path MTU Discovery
Buéc 1. Mot thiét bi gia dinh rang kich thuéc Puong dan MTU (PMTU) cua goi
bang voi MTU cua lién két giri di ctia nd dén bo dinh tuyén budce dau tién.
Buéc 2. Néu kich thude goi lon hon MTU cua bo dinh tuyén lién két hop tiép theo,
g6i s& bi hiy va thong bao Go6i qua 16n cia ICMPv6 dugc gui tro lai ngudn, bao

gom trong tin nhan 1a MTU cua lién két hop tiép theo.
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Buéc 3. Thiét bi ngudn st dung thong tin trong thong bao Packet Too Big message
dé giam kich thudc goi phu hop voi MTU c¢6 trong message. Thiét bi nguon s& gui
cac goi tiép theo bang MTU nho hon nay.
Buwéc 4. Qua trinh nay cia cac bo dinh tuyén gui cac goi tin ICMPv6 Packet Too
Big va ngudn giam kich thuéc géi tiép tuc cho dén khi goi dén dich.
Bai vi duong dan tir mot ngudn cu thé dén mot dich nhat dinh c6 thé thay ddi, nén
PMTU ciing vay. Vi vy, ¢ thé cac thiét bi ngudn co thé phai ty dong sira d6i kich
thugc PMTU cua cac goi ciia chung. Cac thiét bj khong bat budc phai thuc hién
Path MTU, nhung n6 duoc khuyén nghi trong RFC 4443,
2.2.1.3 Time Exceeded

Truéc khi bd dinh tuyén chuyén tiép goi IPv6, nd sé& giam trudng Hop Limit
di 1. Piéu nay giong hét véi truong TTL trong IPv4 nhung vai tén phan anh rd hon
chire nang caa nd. Néu Hop Limit dan dén 0, géi bi hiy va thong bao ICMPv6 Time
Exceeded duoc gui dén ngudn. Pay 1a mot co ché trong ca IPv4 va IPv6 dé dam bao
rang cac goi khong bi chuyén vo tan trén khiap cac mang.
2.2.1.4 Parameter Problem

Thong bao 18i tham s6 ICMPV6 duoc tao khi thiét bi xur Iy géi tim thay sy ¢6
V6i truong trong tiéu dé IPv6 chinh hodc tidu d& mo rong. Piéu ndy c6 nghia 1a thiét
bi nhan da khong hiéu thong tin trong tidu dé IPv6 va phai loai bo no. Piéu nay xay
ra néu cac thong tin trong tiéu dé ma rong khong hop Ié hoac néu tiéu dé mé rong
khong duoc thiét bi nay hd tro.
2.2.2 ICMP Informational Messages

Céc thiét bi sir dung ICMPV6 error messages dé cho ngudi gui biét 1y do tai
sa0 mot goi khong thé duoc gui. ICMPV6 informational messages duoc sir dung dé
gitp cac thiét bi kham phé va chia sé thong tin voi nhau. Co mot s6 loai messages
thong tin sau:
Si dung bai ping command (RFC 4443):
Echo Request
Echo Reply
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Sir dung cho Multicast Listener Discovery (RFC 2710 and RFC 3810):
Multicast Listener Query

Multicast Listener Report

Multicast Listener Done

Si dung cho Neighbor Discovery (RFC 4861):
Router Solicitation message

Router Advertisement message

Neighbor Solicitation message

Neighbor Advertisement message

Redirect message

2.2.2.1 Echo Request and Echo Reply

La hai thong diép ICMP dugc sir dung bai ping, mot tién ich TCP/IP rat pho
bién. Ping thudng duoc sur dung dé kiém tra két ndi 16p mang gitra hai thiét bi.

Mot thiét bi guri Echo Request dé nhic dich dén tra vé Echo Reply dé xac
minh két néi 16p mang. Néu ngudi gui khong nhan duoc Echo Reply twong @ng,
diéu d6 khong nhat thiét c6 nghia 1a khong thé dén dich. Co thé cac thiét bi mang
noi bo trong dudng dan dang loai bo Echo Request hoic Echo Reply. Ciing c¢6 thé 1a
dich dén khong chap nhan hoic tra loi cac Echo Request.

Cau trac ciia Echo Request va Echo Reply messages giong hét nhau ngoai
trir gia tri trong treong Type. Echo Request co6 truong Type = 128, trong khi Echo
Reply = 129. Truong Code luon duge dat thanh 0, mo6 ta nhu hinh 2.26
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Echo Reply: Type = 128
Echo Request: Type = 129

A

[ “\8 16 24 32
Type = 128 or 129 Code=0 Checksum
Identifier Sequence Number
Data

Hinh 2.26: ICMPV6 Echo Request and Echo Reply Messages

Cdc truwong trong tiéu dé ICMPV6
Type: Trong cho Request, Type = 128 va trong Echo Reply, Type = 129
Code: Bi nguoi nhan bo qua, Code luon 1a 0 cho ca Echo Request va Echo Reply
Checksum: Téng kiém tra xac thuc tiéu d& ICMPV6
Identifier: Truong nay duoc st dung dé giup khép Echo Request va Echo Reply
tuong rng cua ching
Sequence: Trudng nay ciing giup khép voi Echo Request va Echo Reply, cung cap
d6 chi tiét hon mot chut. Echo Request duoc tao véi s thir tu va Echo Reply twong
ing cta nd bao gdm cung s thir ty. Echo Request tiép theo tang sé thar ty 1én 1 va
nguoi nhan s dung cung gia tri d6 trong Tra 161 Echo Reply cia no.
Data: Echo Request thém 0 hoc nhiéu byte di liéu tuy y. Thiét bi nhan sao chép dir
li¢u nay vao Echo Reply va tra lai.
2.2.2.2 Multicast Listener Discovery

Dia chi Multicast dwgc st dung dé giri mot goi hodc nhiéu kha ning 13 mot
ludng goi dén nhiéu thiét bi cing mot lac. Picu nay hiéu qua hon nhiéu so Véi viéc
sao chép cac gbi nay dudi dang truyén phat unicast riéng biét cho mdi dich.

Trong IPv4, viéc quan 1y cac multicast groups dugc thuc hién bang cach sir
dung Giao thirc quan 1y nhém Internet (IGMP). Céc host sir dung IGMP dé tu dong

dang ky trong mot nhém multicast groups trén mot mang cu thé. Diéu nay duoc
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thuc hién bang cach giri cac tin nhin IGMP dén Router multicast groups cuc b cua
chung, théng bao cho Router vé dia chi Multicast ma né muén nhan luu luong.
Router dugc cau hinh ling nghe ban tin IGMP tir Host. Router dinh ky guri cac truy
van dé kham pha multicast groups nao van hoat dong, no1 cach khac, cac nhom co
host van muén nhan luu lwong truy cép cho dia chi multicast d6. Diéu nay cho phép
Router xac dinh dia chi Multicast nao khong hoat dong va khong con host yéu cau
Iwu lwong d6. V6i phién ban dau tién cia IGMP, khong c6 cach nao dé mot host chi
dong roi khoi mot multicast groups, thong bao cho Router rang né mudn roi khoi
nhom d6. IGMPv2 bao gdbm mét co ché doi nhom dé host thong bao cho Router
rang n6 da rat khoi nhém Multicast do.

IPv6 st dung ICMPv6 Multicast Listener Discovery (MLD) cho cung cac
dich vu, dua trén chirc ning cta nd trén IGMPv2. Vi vay, néu ban di quen thudc
v6i IGMP, MLD rat gidng nhau. MLD dugc dinh nghia trong RFC 2710.

Multicast Listener Discovery cho IPv6. MLDv2 da dugc xac dinh trong RFC
3810, Multicast Listener Discovery Phién ban 2 (MLDv2) cho IPv6. Dya trén
IGMPV3, MLDV2 mé rong phién ban MLD dau tién dé hd trg Ngudn phat multicast
cu thé (SSM Source Specific Multicast) va twong thich ngugc véi MLDv1. SSM
cung cap kha ning cho mot host yéu cau cac goi multicast tir mot dja chi ngudn cu
thé. MLDv2 1a phién ban mic dinh cho Cisco 10S.

Co ba logi thong bao MLD:

Multicast Listener Query (Type = decimal 130): Router truyén dinh ky cac thong
béo truy van thanh vién dé xac dinh multicast groups nao van cé thanh vién trén cac
mang duoc gan truc tiép vao Router. C6 hai kiéu con cua Multicast Listener Query
General Query:

Puoc sir dung dé tim hiéu dia chi multicast nao c6 ngudi nghe trén mot lién két.
General Query duoc giri dén dia chi multicast tat ca cac nat pham vi lién két FFO2 ::
1, dén tat ca cac thiét bj IPv6 trén lién két.

Multicast-Address-Specific Query:
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Puoc sir dung dé tim hiéu xem mot dia chi multicast cu thé (multicast group) c6 bat
ky trinh nghe nao trén mot lién két hay khong.
Multicast Listener Report (Type = decimal 131): Thong bao nay dugc guri boi nguoi
nghe dé dang ky mot multicast group. Ngudi nghe c6 thé gui tin nhan nay dé dap lai
mét query hoic c6 thé giri ma khong can cho mét truy van tir Router.
Néu dé tra loi mot truy van, chi mot thanh vién cua multicast group can gui
Multicast Listener Report. Trong MLDv1, cac Multicast Listener Report nay dugc
giri dén dia chi multicast dugc Report. Diéu nay di dugc thay doi trong MLDv2,
Multicast Listener Report dugc giri dén mot dia chi multicast dic biét FF02 :: 16, tat
ca cac Router ¢6 dich vu MLDv2
Multicast Listener Done (Type = decimal 132): Khi ngudi nghe khong con mudn
nhan luu lugng truy cap cho mot multicast group cu thé, nd s& gii mot thong bao
Multicast Listener Done dé thong bao cho Router rang nd s& roi khéi nhoém
multicast d6. Listener Done messages duoc giri dén dia chi multicast caa bd dinh
tuyén trén lién két (FFO2 :: 2).
2.2.2.3 Neighbor Discovery Protocol

(ND hoac NDP) dugc dinh nghia trong RFC 4861, Neighbor Discovery bao
gom cac quy trinh tuong tu tir IPv4 nhu ARP, ICMP Router Discovery va Redirect,
nhung c6 sy khac biét dang ké. ND ciing bao gdm chirc ning méi nhu Phat hién dia
chi trung 1ap (DAD) va Phat hién khong thé truy cap hang xom (NUD). NDP dong
vai trd quan trong trong viéc ty dong cu hinh dia chi IPv6.

Cac thiét bi (hosts va routers) st dung Neighbor Discovery vi cac 1y do sau:
Tu dong cdu hinh dia chi khong trang thai (SLAAC), dé tu dong xac dinh tién té
mang, default gateway va thong tin cdu hinh khac (DNS ..).

Dé xac dinh xem mét dia chi link-local unicast hoic global unicast ma né sap
sir dung da duoc sir dung boi mét thiét bj khac hay chua (DAD).

Dé xac dinh dia chi lién két dir lieu Lop 2 (thuong 1a Ethernet) cta thiét bi
trén mang.

Dé theo ddi nhitng hang x6m nao co thé tiép can.
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Khi bo dinh tuyén hoic duong dan dén bo dinh tuyén bi 15i, Host s& chu
dong tim kiém cac chirc ning thay thé.

C6 nim tin nhin ICMPv6 dugc Neighbor Discovery sir dung:

Router Solicitation message
Router Advertisement message
Neighbor Solicitation message
Neighbor Advertisement message
Redirect message

Phan sau day kiém tra ting loai thong bao va cac phuong thic duoc sir dung
dé xac dinh tién t6, phan giai dia chi va Phat hién dia chi trung 13p.
Router Solicitation va Router Advertisement Messages

Thiét bi IPv6 c6 thé duoc tach thanh hai loai, Router va Host. Messages
Router Solicitation va Router Advertisement 1a giao tiép gitta Host va Router.
Router gui dinh ky tin nhin Router Advertisement hoac tra 1oi khi nhan duogc
massage Router Solicitation tir mot Host trén lién két.

Mot Host giri mot massage Router Solicitation (RS) khi né can prefix, prefix
length, default gateway va cac thong tin khac cho viéc tu dong cdu hinh dia chi
khong trang thai (SLAAC). Piéu nay thuong xay ra khi mot Host vira dugc bat
ngudn va dugc ciu hinh dé tu dong lay dia chi IP. SLAAC c6 thé sir dung dinh dang
EUI-64 hoic tao ngau nhién interface ID 64bit cta dia chi unicast cia n6. Host nhan
dugc prefix va prefix length tir message Router Advertisement (RA). Host c6 thé
doi ban tin RA dinh ky tiép theo hoic giri ban tin RS dé Router s& giri RA khi nhan
duoc RS.

Cac truong trong ICMPv6 ND Router Solicitation Message nhu trong hinh
2.217.
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8 16 24 3z
Type = 133 Code=0 Checksum
Reserved
. Valid Options: .

Source link-layer address

Hinh 2.27: ICMPv6 ND Router Solicitation Message
IPv6 header:

Source address: Pay la dia chi IPv6 da duoc gan cho giao dién gui hoac dia chi
khong xac dinh néu khong c6 dia chi nao dwgc chi dinh. Nhé rang, link-local
addresses dugc thiét bi tao ngau nhién hoic ty dong bang tién té FE80 :: / 10 va tao
Interface 1D bang EUI-64.

Destination address: Pia chi dich thuong la dia chi all-routers multicast address
FF02:: 2.

ICMPVG fields:

Type: Truong Loai dugc dit thanh 133, cho biét day 1a ban tin Router Solicitation
message

Code: Ma dugc dat thanh 0 va bi nguoi nhan bo qua

Checksum: Pay la dé kiém tra tiéu dé ICMPv6

Reserved: Truong nay khong dugc su dung

Source Link Layer Address: Day 1a dia chi 16p lién két 16p 2 (hoic 16p lién két dix
ligu) cua nguoi gui

Router Advertisement message duoc gui dinh ky hoic phan hdi lai mét Router
Solicitation message. N6 duoc sir dung dé cung cap cho Host dia chi va thong tin
c4u hinh khac va 1a méot phan quan trong caa Tu dong cu hinh dia chi khong trang
thai (SLAAC)

Cac truong trong ICMPv6 ND Router Advertisement Message nhuw trong hinh 2.28
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8 16 24 32
Type = 134 Code =0 Checksum
Cur Hop Limit M|O Reserved Router Lifetime

Reachable Time

Retrans Time
. Possible Options: .
a Source link-layer address A
g MTU .

Prefix Information

Hinh 2.28: ICMPv6 ND Router Advertisement Message
IPv6 header:

Source address: Dia chi nguén 1a dia chi lién két cuc bd cua bo dinh tuyén duoc gan
cho giao dién.

Destination address: bia chi dich thuong la dia chi multicast all-nodes multicast
address FF02 :: 1.

Hop limit: Gidi han hop ludn dugc dat thanh 255.

ICMPVG6 fields:

Type: Truong Loai duoc dit thanh 134, cho biét diy la thong bao Router
Advertisement message.

Code: Ma dugc dat thanh 0 va bi ngudi nhan bé qua.

Checksum: Dé kiém tra tiéu dé ICMPVG.

Cur Hop Limit: Day 1a s6 ma bd dinh tuyén khuyén nghi cho cac Host trén mang st
dung lam truong Gigi han Hop cho cac goi IP cta chung. Gia tri 0 c6 nghia 1a bd
dinh tuyén khong dé xuét gii han hop va Host nén xac dinh gia tri ciia chinh né

M Flag: bay la co CAu hinh dija chi duoc quan ly. Khi dugc dat thanh 0, cac Host
trén mang su dung Tu dong ciu hinh dia chi khong trang thai (SLAAC). Khi duoc
dit thanh 1, diéu nay s& thong bao cho Host sir dung cu hinh trang thai (DHCPv6).
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O Flag: DPay 1a c& Cau hinh khac. Khi duoc dit thanh 0, khong c6 thong tin bd sung
nao tir may chi DHCPv6. Khi dugc dit thanh 1, thong bio nay cho Host biét rang
thong tin bd sung s& ldy tir may cha DHCPV6, chang han nhu thong tin lién quan
dén DNS.

Bén canh ¢c& M va co O, Quang céo B dinh tuyén ciing chira ¢ cau hinh dia chi ty
dong hoic co A. Co A cho biét liéu Prefix trong RA c6 thé duwgc st dung cho
SLAAC hay khong. Theo mac dinh, c¢ A duogc dat thanh 1, cho phép st dung
Prefix cho SLAAC.

Reserved: Khong duoc st dung.

Router Lifetime: Thong bao cho Host thoi lugng, tinh bang gidy, rang Router s&
duoc sir dung lam default gateway. Time life = 0 chi ra rang Router khong phai 1a
default gateway. Host 1am méi bo dém thoi gian cia chinh né mdi khi nhan dugc
Router Advertisement.

Reachable Time (Thoi gian c¢6 thé truy cap): Cho biét thoi gian, tinh bang mili gidy,
c6 thé truy cap sau khi nhan duoc xac nhan kha ning tiép can. Pugc st dung boi
Neighbor Unreachability Detection (NUD). Gia tri 0 nghia la Router khong chi dinh
gia tri

Retrans Timer (Hen gio truyén lgi): Thong bao cho Host khoang thoi gian, tinh
bang mili gidy, rang né s& doi truéc khi truyén lai tin nhan Neighbor Solicitation.
Piéu nay duoc st dung trong address resolution va Neighbor Unreachability
Detection (NUD).

Source Link Layer Address: Pay la dia chi 16p lién két 16p 2 (hoic 16p lién két dix
liéu) cua nguoi gui, dia chi MAC Ethernet cua nguoi guri.

MTU: Dé thong bao cho Host don vi truyén téi da (MTU) cho mang. Cac Host sir
dung thong tin nay dé tdi da hoa kich thuéc cua goi IPv6.

Prefix Information: Thong bao cho Host biét prefix (phan mang cua dia chi) va
prefix length (twong ty mat na mang con IPv4) cia mang la gi.

Neighbor Solicitation va Neighbor Advertisement Messages
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Neighbor Solicitation va Neighbor Advertisement Messages 1a hai giao thic st
dung trong ICMPv6 Neighbor Discovery. Cac tin nhin nay dwoc mét thiét bi s
dung dé yéu cau dia chi L6p 2, thong tin link layer address tir mot thiét bi khac trén
cung mang hodc dé cung cdp thong tin nay cho thiét bj yéu cau. Neighbor
Solicitation va Neighbor Advertisement Messages 1a mot phan cua ba quy trinh
quan trong:

Address resolution

Duplicate Address Detection (DAD)

Neighbor Unreachability Detection (NUD)

Neighbor Solicitation va Neighbor Advertisement messages rat giéng voi ARP
Requests va ARP Replies trong IPv4. Neighbor Solicitations dwgc giri dé yéu cau
Lép 2, dia chi l6p lién két cua thiét bi dich trong khi cling cung cap dia chi I6p lién
két cua chinh nd cho muc tiéu. Céac dia chi Iop lién két nay thuong 1a cac dia chi
MAC Ethernet.

Neighbor Advertisements duoc truyén di dé dap lai Neighbor Solicitations va ciing
dugc guri khi nd can thiét dé truyén ba thong tin méi mot cach nhanh chéng. Hay
cung xem cac dinh dang tin nhan Neighbor Solicitation and Neighbor Advertising

va xem chiing duoc sir dung nhu thé nao véi cac quy trinh duoc dé cap trude do.
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8 16 24 32
Type - 135 Code =0 Checksum
Reserved
- = Target Address —
i Options Y

Hinh 2.29: ICMPv6 ND Neighbor Solicitation Message
IPv6 header:

Source address: Pia chi IPv6 d3 duoc gan cho giao dién giri hoic, néu thong bao
nay duoc guri nhu mot phan caa Duplicate Address Detection, dia chi unicast khong
xac dinh

Destination address: Hoac la dia chi solicited node multicast address véi chinh muc
tiéu hoac dia chi dich

Hop limit: Ludn dugc dat thanh 255

ICMPV6 fields:

Type: Bat thanh 135, cho biét ddy 1a tin nhin Neighbor Solicitation

Code: bat thanh 0 va bi nguoi nhan bo qua.

Checksum: Kiém tra tiéu dé¢ ICMPV6.

Reserved: Truong nay khong dugc sir dung.

Target Address: Dia chi IPv6 cua dich, thiét bi ma nguoi gui biét dia chi IPv6
nhung khong phai 1a dia chi 16p 2, 16p lién két. Dia chi khong thé 1a mot dia chi
multicast.

Source Link Layer Address: Lép 2, dia chi 16p lién két cua ngudi giri. Pia chi nay

khong duoc dua vao khi dia chi IPv6 ngudn 1a dia chi khong xac dinh.
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Neighbor Advertisement messages dugc giri d&é phan hdi Neighbor Solicitations

Hinh 2.30 Cac truong trong ND Neighbor Advertisement message:
8 16 24 32

Type - 136 Code =0 Checksum

R|S|O Reserved

L i Target Address

2 Options

Hinh 2.30: ICMPv6 ND Neighbor Advertisement Message

IPv6 header:

Source address: Dia chi IPv6 dugc gan cho giao dién gui.

Destination address: Néu dia chi nguon trong Neighbor Solicitation tuwong tng 1a
mot dia chi unicast khong xac dinh, thi dia chi dich s€ 1a dia chi multicast FF02 :: 1.
Néu khong, dia chi dich s& 1a dia chi ngudn duoc st dung trong message Neighbor
Solicitation.

Hop limit: Gidi han hop luén duoc dat thanh 255

ICMPV6 fields:

Type: Pit thanh 136, cho biét day 1a Neighbor Advertisement message. Code: Pat
thanh 0 va bi ngudi nhan bo qua.

Checksum: Kiém tra tiéu ¢&& ICMPVG.

R (R-bit hodc co B¢ dinh tuyén): Khi bit R duoc dit thanh 1, né cho biét rang nguoi
giri 14 mot bo dinh tuyén. Bit R duoc sitr dung bai Neighbor Unreachability
Recognition dé phat hién bo dinh tuyén thay d6i thanh méy chu.
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S (S-bit hogc Solicited flag): Khi bit S dwoc dit thanh 1, n6 cho biét rang Neighbor
Advertisement nay di dugc giri dé phan hoi lai Neighbor Solicitation. S-bit duoc st
dung nhu mét x4c nhan kha ning tiép can trong Neighbor Unreachability Detection.
O (O-bit hodc co ghi dé): Khi bit O duge dit thanh 1, nd cho biét Neighbor
Advertisement nay sé ghi dé muc nhap bo dém Neighbor hién tai (twong duong véi
bo dém ARP cua IPv4) bing cach cip nhat dia chi Lop 2 duogc luu trong bd nhé
cache cho Pia chi IPv6. Khi khong dugc dat, Neighbor Advertisement nay sé khong
cap nhat dia chi 16p lién két duoc luu trong bd nhd cache ma chi tao mot dia chi néu
chua ton tai.

Reserved: Truong nay khong dugc su dung.

Target Address: Khi Neighbor Advertisement phan hdi véi Neighbor Solicitation,
dia chi dich 1a dia chi IPv6 duoc tim thiy trong truong Pia chi muc tiéu cua
solicitation. No6i cach khac, d6 1a dia chi IPv6 cua thiét bi gui advertisement nay.
Source Link Layer Address: Pay 1a 16p 2, dia chi 16p lién két cua nguoi gui. Khong
c6 gid tri gi khi dia chi IPv6 ngudn 1a dja chi khong xéac dinh.

Redirect Messages

Mot tin nhan chuyén huéng ICMPv6 dugc sir dung dé thong bao cho thiét bj rang
c¢6 bo dinh tuyén cho HOP dau tét hon. N6 hoat dong gidng nhu thong bao Redirect
dugc st dung trong IPv4. Hinh sau cho thay dinh dang cua thong bao Chuyén
huéng ND ICMPVG.
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8 16 24 32
Type - 137 Code =0 Checksum
Reserved
i Target Address =
4 —4
e R —
Destination Address

4= =
o Options .

Hinh 2.31: Cac truong trong ICMPv6 Redirect Message
Hinh 2.31 Mé td cho cdc truong trong tiéu dé IPv6 va ICMPV6 cho ban tin Redirect

nhw sau.:

Type: Gia tri = 137, cho biét day 1a tin nhan Redirect.

Code: Gia tri = 0, bi nguoi nhan bo qua

Checksum: Kiém tra tiéu dé ICMPV6

Reserved: Truong khong st dung

Target Address: Dia chi IPv6 1a hop dau tién tét hon dé sir dung

Destination Address: Dia chi IP cua dich da duoc chuyén huéng dén dija chi dich
Possible Option — Target Link Layer Address: Dia chi 16p lién két cua dia chi dich,
bo dinh tuyén budc tiép theo duge dé xuat. Piéu nay tao thuan loi cho Host khong
phai phan giai dia chi 16p lién két cua bo dinh tuyén khac (b dinh tuyén budc tiép
theo).
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HostH
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Subsequent
IPv6 Packet IPv6 Packets

3
O|CMPV6 Redirect Message

}t “Use Router B” :.l:;
Router A Router B
2 >
IPv6 Packet

Hinh 2.32: ICMPV6 Redirect Message
Bbn bude dé redirect duoc thé hién nhu hinh 2.32.

- Budéc 1. Host H guri gbi dén Router A, Router A dang 13 default gateway cua
Host H.

- Budc 2. Router A chuyén tiép goi nay dén Router B,

- Budéc 3. Router A nhan ra rang day 1a cing mot mang ma né nhan duoc goi,
n6 s& gui tin nhin chuyén huéng ICMPv6 dén Host H, thong bao Vé viéc ¢o
maot Router tét hon.

- Buéc 4. Host H nhan duoc tin nhian Redirect va guri cac tin nhan tiép theo

truc tiép dén Router B.

2.3 Két luin chwong 2

Trong chuong nay da gidi thi¢u 3 loai dia chi IPv6 1a Unicast, Multicast va
Anycast, trinh bay cach biéu dién dia chi IPv6, cac phuong phap rit gon dia chi.
Phan tich cau triic cua cac loai dia chi, cach thic chia mang con trong IPv6 tir d6
phan tich wu nhuoc diém cua cac cach chia

Chuong ndy ciing nghién ciru cac phuong thac cip phat dia chi IPV6 theo
phuong phap cap tinh va phuong phép cip dong. Giao thirc ICMPvV6 va giao thirc
NDP ciing duoc tim hiéu, phan tich khuén dang cia ICMPV6, phan tich cac théng
diép trong ICMPv6. Tim hiéu viéc quan 1y cic nhom multicast, cac loai thong bao
trong MLD. Chuong tiép theo s& thuc hién mé phong qué trinh cp phat dong IPv6
bang phuong phap DHCP-PD.
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CHUONG 3 GIAI PHAP TRIEN KHAI IPV6 CHO VNPT
HAI DUONG

3.1 K& hoach trién khai

Theo 16 trinh Ké hoach hanh déng quéc gia vé IPv6 ban hanh theo Quyét
dinh sb 433/QD-BTTTT ngay 19/3/2011; diéu chinh bé sung theo Quyét dinh s6
1509/QD-BTTTT ngay 20/10/2014 cua Bo truong Bo Thong tin va Truyén thong,
Viét Nam dang ¢ nam cudi caa Ké hoach hanh dong qudc gia vé IPv6. Két qua trién
khai IPv6 Viét Nam d3 dat duoc nhiéu két qua noi bat trén nhidu phuong dién. Cu
thé nhu sau:

Tinh dén thang 7/2019, Viét Nam da c6 hon 9 triéu thué bao FTTH (chu yéu
la thué bao cua Tap doan VNPT, Tap doan Viettel va FPT Telecom); 9 tri¢u thué
bao di dong (cia 03 nha mang I16i nhat Viét Nam gom: Viettel, Vinaphone,
Mobifone) va hon 6.000 Website dudi tén mién “.vn” hoat dong tét véi IPv6; trong
d6 c6 61 Website ctia co quan nha nudc, tiéu biéu c6 cong thong tin ciia B Thong
tin va Truyén thong, B6 Tai nguyén va Méi trudng, UBND Tp. Pa Ning, UBND
Tp. HCM, Pong Nai, nhiéuso TTTT ...

Ty I¢ ing dung IPv6 cua Viét Nam dat 42.90%, Viét Nam dung thir 10 trén
thé gigi, ding sau Malaysia va dung tha 2 khu vuc (nguén APNIC), véi hon
20.000.000 ngudi st dung IPv6 (ngudn Cisco). Mang Internet IPv6 Viét Nam hoat
dong 6n dinh, dich vu IPv6 dugc cung cap rong rii toi nguoi sir dung di gop phan
dam bao cho hoat dong Internet Viét Nam bat kip véi xu thé cong nghé mai.

K& hoach trién khai duoc chia thanh cac giai doan:

GIAI POAN 1 - GIAI POAN CHUAN BI (2011-2012)

Muc tiéu:

- Hoan thanh viéc phd cap kién thic co ban vé IPv6 cho cong dong cong nghé
thong tin va truyén thong. T4t ca cac doanh nghiép Internet, cic to chic, doanh
nghiép 16n c6 ha tang cong nghé thong tin thyuc hién cac chuong trinh dao tao nhan

luc vé IPV6;
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- Hoan thién cac van ban quy pham phép luat, van ban huéng dan vé yéu cau dam
bao thiét bi phai twong thich véi IPv6 va wu tién hd tro trién khai IPv6 cho cac du
an cong nghé thong tin stir dung ngan sach nha nudc.

- Hinh thanh mang thir nghiém IPv6 quéc gia. Thiét lap duong két ndi thuan IPv6 tir
Viét Nam di qudc té;

- T4t ca cac doanh nghiép Internet timg budc chuan bi cac diéu kién can thiét vé ké
hoach, nhan lyc va k¥ thuat dé trién khai IPv6 tai doanh nghiép. Cac doanh nghiép
Internet c6 cung cap ha ting mang hoan thanh viéc thir nghiém IPV6;

- Cac Mang truyén s6 liéu chuyén dung cia cac co quan Pang, Nha nudc duoc dau
ndi thir nghiém va sin sang cho viéc chuyén doi sang I1Pv6;

- Hoan thanh co ban viéc danh gia va chuan bj cac diéu kién can thiét vé kién thuc,
ha tang k¥ thuat va nhan luc phuc vu cho viéc chuyén d6i sang IPV6 tai Viét Nam
GIAI POAN 2 - GIAI POAN KHOI BONG (2013-2015)

Muc tiéu:

- Hinh thanh co s& ha ting mang IPv6 qudc gia;

- Trién khai rong rai viéc cho phép dau ndi va thir nghiém IPv6 trén co sé ha tang
mang IPv6 qudc gia;

- T4t ca cac doanh nghiép Internet sin sang hoat dong song song 1Pv4/IPv6;

- Bat dau cung cap chinh thirc mot sé dich vu trén nén cong nghé IPv6 cho khach
hang;

- Cac t6 chiic, doanh nghiép 16n ¢ ha ting cong nghé thong tin budce dau trién khai
viéc chuyén doi ha tang tir IPv4 sang hd tro song song 1Pv4/IPV6;

- Chinh thtc ap dung IPv6 cho Mang truyén sé liéu chuyén dung cua cac co quan
bang, Nha nudc;

- Mang Internet Viét Nam sn sang cung cip céac dich vu trén nén cong nghé IPV6.
GIAI POAN 3 - GIAI POAN CHUYEN POI (2016-2019)

Muc tiéu:

- Hoan thién va nang c4p mang co s& ha ting IPv6 qudc gia, hoan thién viéc chuyén

d6i mang ludi, dich vu, ang dung, phan mém va thiét bj trén toan bd mang Internet
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Viét Nam, dam bao cho Internet Viét Nam hoat dong mot cach an toan, tin cay véi
dia chi IPv6 (hoan toan tuong thich vai IPV6).

- Mang lué6i cua cac t6 chic, doanh nghiép, Mang cua chuyén ding cua cic co quan
Pang, Nha nude chinh thic sir dung va cung cap dich vu véi IPV6.

3.2  Dich vu trién khai

Vi tde do tang trueong trung binh 200% madt nam, ti I¢ truy cap Internet qua
IPv6 toan cau di dat 26% vao cudi thang 4/2019. Nam 2020, ti & ung dung IPv6
toan cau dat khoang 50% va giao thirc IPv4 s& dan nging hoat dong. Sau hon 11
nim thic day trién khai IPv6, bam sat thuc hién 16 trinh Ké hoach hanh dong québc
gia vé IPv6, Viét Nam duogc danh gia 1a mét trong nhitng nude c6 két qua tét trong
trién khai chuyén doi IPv6. Mang Internet Viét Nam ciing duoc ghi nhan chinh thtc
cung cép trén dién rong cac dich vu tng dung cong nghé thé hé méi trén nén tang
IPV6.

Hién nay ti I¢ tng dung IPv6 cta Viét Nam dat 42,90% véi hon 9 triéu thué
bao cap quang va 9 triéu thué bao di dong sir dung IPv6. Vai két qua nay, Viét Nam
dang th 10 trén toan thé gidi, thir 4 khu vye Chau A - Thai Binh Duong, ding tha
2 khu vuc ASEAN V& ti I tng dung IPV.

Pé hoan thanh Ké hoach hanh dong québc gia vé IPv6, Bo truong Bo Thong
tin va Truyén thong di ban hanh Ké hoach thuc day trién khai IPv6, trong d6 c6 cac
Muc tiéu chinh:

- Thuc day ung dung IPv6 trong co quan nha nudc va doanh nghiép noi
dung sé;

- M6 rong trién khai IPv6 trén mang dich vu di dong 4G LTE/5G;

- Thuc day trién khai IPv6 cho hé théng may chu tén mién (DNS) cua
cac doanh nghiép cung cap dich vu Internet; trién khai hd tro IPV6
trong hé thong may chi tén mién va hé thong cung cap dich vu ding

ky, duy tri tén mién “.VN” ciia cac Nha dang ky.
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- Tiép tuc thuc day doanh nghiép chuyén ddéi hoan toan IPv6 cho thué
bao FTTH; dich vu két ndi cua ISP; ting cudng luu luong két ndi
IPv6 qua Tram trung chuyén luu luong Internet quéc gia (VNIX).

- - Tang cuong vi thé, hinh anh, xép hang cua Viét Nam trong khu vyc
va thé gidi vé cong tac trién khai ung dung IPv6.

Trong ké hoach thuc ddy chuyén d6i IPv6 nam 2019, ting cudong ung dung
trién khai IPv6 trong co quan nha nudc dugc coi la nhiém vu trong tam. Mac du
dich vu IPv6 di dugc cic doanh nghiép trién khai rong rii, mirc d6 ung dung trién
khai IPv6 trong khdi co quan nha nuéc con han ché. Trong khi ngudi st dung
Internet tai Viét Nam da chuyén sang két néi Internet qua IPv6, phan Ion cac cong
thong tin dién tir, dich vu coéng truc tuyén ciia cac co quan nha nudc van duy tri st
dung IPv4.

Theo khao sat cia Ban Cong tac thuc day phat trién IPv6 qudc gia, trong sb
khoang 6.000 Website duéi tén mién “.VN” dang hoat dong tét véi IPV6, méi co 61
Website cua khdi co quan nha nudc. Pay 1a diéu chua phi hop xu thé québc té khi
cac quoc gia khac déu dua cong tac chuyén ddi IPv6 trong mang ludi, dich vu cua
co quan nha nude 1én 1am nhiém vu trong tam (tai My, tiéu chuan vé trién khai 1Pv6
trong mang ludi va tng dung CNTT cta co quan nha nudc duoc cong bd tir nim
2008; tai Trung Quéc, ti I1é Website co quan Nha nudc hoat dong véi IPv6 1a trén
67,7%; 6 Malaysia la trén 50%,...).

Nham dam bao két néi Internet thong sudt, an toan cho hé thdng mang ludi,
dich vu ciia co quan nha nudc, trong van ban giri téi cac Bo, nganh, Uy ban nhan
dan cac tinh, thanh phd truc thudc Trung wong, B6 TT&TT di dé nghi ting cudng
hoat dong trién khai tng dung IPv6 trén mang luéi, dich vu ciia don vi, thong qua
cac hoat dong:

- Xay dung dé an chuyén ddi IPv6 trong ha ting mang ludi, dich vy phu hop
vé6i Ké hoach hanh dong qudc gia vé IPv6 va pht hop véi ké hoach phat trién
chinh phu dién tir, thanh phd thong minh tai dia ban: bé sung hang muc vé

IPv6 trong cac dé an ng dung CNTT; dau tu, mua sam cac thiét bi méi c6
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hd trg cong nghé IPv6; yéu cau hd trg IPv6 ddi véi cac dich vu wng dung
CNTT thué ngoai,...

Kich hoat hd trg IPv6 trén Website chinh va céng thong tin dién tir cua don
VI.

Trién khai chuyén d6i mang luéi va dich vu sang hd tro IPv4/IPv6, dic biét
1a trién khai IPv6 trong hé théng chinh phu dién tir va mang lugi cung cap

dich vu cong truc tuyén mirc do 3, muc do 4.

3.3 Mot s6 phuéng an cap phat IPv6 cho thiét bi dau cudi tir nha cung

cap dich vu

3.4

Kich hoat hd trg IPv6 trén Website chinh va céng thong tin dién tir cua don
Vi.

Trién khai chuyén doi mang luéi va dich vu sang hd tro IPv4/IPv6, dac biét
1a trién khai IPv6 trong hé théng chinh phu dién tir va mang ludi cung cap
dich vu cong truc tuyén mirc d6 3, muc do 4.

Quy hoach dija chi IPv6 theo cac loai hinh dich vu: Bing rong cb dinh, di
dong, khach hang doanh nghiép, IoT...

Trong dai dia chi 16n da quy hoach cho mdi dich vu, tiép tuc quy hoach theo
vung, can ctr thuc té thiét ké mang, chinh sach dinh tuyén, van hanh khai
thac.

Pon vi quy hoach co s& (Tuong tng voi 1 khach hang ho gia dinh) quy
hoach theo dai /64, /60, /56.

Dai dia chi IPv6 khuyén nghi quy hoach theo boi s6 cua 4 dé thuan tién cho
viéc quan ly, phan b tiép cho cac ving thiét bi mang: /64, /60, /56, /52, /48,
144, /40, /136, 132.

Trién khai IPv6 trong mang bing rong VNPT

Ngay 11/1/2017 VNPT ban hanh QP 18/VNPT-CNM Vé viéc ban hanh
nguyén tic quy hoach IPv6 trong giai doan 2016-2020. Noi dung quy hoach
IPv6 theo cac dich vu: Bang rong ¢ dinh, di dong, IoT, khach hang doanh
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nghiép. Toan dai IPv6 cia VNPT dugc quy hoach theo du bao thué bao phat
trién dén 2020.

Ngay 17/7/2019 Ban c6ng nghé mang ban hanh QD 1016/VNPT-CN Ve viéc
b6 sung quy hoach cho dia chi IPv6. Noi dung bd sung quy hoach 1Pv6 cho
thué bao Leaseline. CAp 01 dai 2001:0EE0:0400::/40 cho tong cong ty
Media. Phan b dai cho dich vy IPv6 tinh d6i véi dich vu Fiber VNN cho 3
mién Béc, Trung, Nam.

Ngay 01/8/2019 VNPT NET-KTM dua ra thong bao sé 3196 vé viéc bao cao
thir nghiém cap IPv4, IPv6 tinh giao dién LAN, WAN cho thué bao Fiber
VNN. Cac hé théng Visa, LDAP, Radius str dung 7 thudc tinh dé truyén cac
gia tri dia chi IPv4, IPv6 xudng thué bao. S6 luong dia chi IPv6 dugc cap
nhu sau: 1 IPv6 cho WAN = 1 subnet /64, 1 IPv6 LAN tinh = 1 subnet /56.
Ngay 22/8/2019 Vién thong Ha Noi bao cao két qua thir nghiém Ky thuat cap
[Pv4, IPv6 tinh cho thué bao Fiber VNN dung PPPoE.

Ngay 19/9/2019 Ban cong nghé ban hanh huéng dan sé 4475/VNPT-CN vé
viéc huéng dan cung cip IPv4, IPv6 tinh cho thué bao Fiber VNN ding
PPPOE.

Mo phéng cap phat IPv6 cho diu cudi tir ISP bang gia 1ap EVE-NG

theo phwong phap DHCP-PD

3.5.1 Thuc hién mé phéng viéc cip phdt IPv6 tiv ISP dén khdch hang

Cac phuong thirc gan dia chi IPv6 khac nhau nhu sau:

Manual Assignment
Stateless Address Autoconfiguration (RFC2462)

Stateful DHCPv6
Stateless DHCPv6
DHCPv6-PD

DHCPv6 Prefix Delegation (DHCPv6-PD) la mét phan md rong cua

DHCPv6 va duogc chi dinh trong RFC3633. Classical DHCPv6 thuong dugc tap
trung khi gan tham s tir may chu DHCPv6 dén thiét bi IPv6 Mot vi du thuc té gan
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stateful address "2001: db8 :: 1" tir may chu DHCPv6 dén may khach DHCPv6.
Tuy nhién DHCPv6-PD nhim muc dich gan cac mang con va cac tham sb mang tu
may cha DHCPV6-PD cho may khach DHCPv6-PD. Diéu nay c6 nghia 1a thay vi
chi dinh mét dia chi, DHCPv6-PD sé chi dinh moét tap hop cac "mang con™ IPV6.

Mot vi du c6 thé 1a viéc gan "2001: db8 :: / 60" tir may chu DHCPv6-PD cho
may khach DHCPv6-PD. Diéu nay s& cho phép may khach DHCPv6-PD (thuong 1a
thiét bj CPE) chia khong gian dia chi IPv6 nhan dugc va gan né mét cach linh hoat
cho cac giao dién hd tro IPv6. M6 hinh 3.1 gia 1ap viéc cip phat DHCPv6 Prefix
Delegation (DHCPV6-PD) tir ISP dén khach hang.

L0 2001:DB8:2244:1111:1111/128

B BNG M Internet
e/
@ Link-local: FESD:AAAA
IPv6 Topology GUA: 2001:DBS:2244:A000::1/54

DHCPv6 Prefix Delegation

e0i0
Link-local: FES0::1000
GUA: 2001:DBS8:2244:A000::1000/64

/ Customer Site

i
/" ISP Prefix 2001:DB8:FF00/48

Hinh 3.1: LAB mé phong cdp phat DHCP-PD
Trong md hinh gia 1ap bao gém cac thiét bi:
BNG: Broadband Network Gateway, cung cap két ndi tir BNG xubng Router khach
hang vi cung cip thém 01 dai voi /48 (2001:DB8:FF00;:/48)
Router Customer: nhan 02 dai dia chi IPv6. Mot dai cung cap cho két néi WAN,
mot dai /48 phan dung cho cac phan doan mang khac trong mang khach hang
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C6 thé str dung phan mém EVE-NG, GNS3, Packet tracert. Chon EVE-NG
boi phan mém chay vai image that cua Cisco.
Server, PC1, PC2: Céc thiét bi nhan dia chi IPv6 duoc cap phat ty dong sau khi
Router Customer chia tur /48 ra.
Cdc |énh chinh thuc hi¢n trong Router BNG
BNG (config) #ipv6 unicast-routing
BNG (config) #ipv6é dhcp pool DHCP POOL
BNG (config-dhcpv6) #prefix-delegation pool my prefix pool
BNG (config) #interface Ethernet0/0
BNG (config-if) #ipv6 address FE80::AAAA link-local
BNG (config-if) #ipv6 address 2001:DB8:2244:A000::1/64
BNG (config-if) #ipv6 dhcp server DHCP_ POOL
BNG (config) #ipv6 route 2001:DB8:FF00::/48 Ethernet0/0
FE80::1000
BNG (config) #ipv6 local pool my prefix pool
2001:DB8:FF00::/40 48
Cdc lénh chinh thuc hign trong Router Customer
Customer (config)# ipv6 unicast-routing
Customer (config) #interface Ethernet0/0
Customer (config-if)# ipv6 address FE80::1000 link-local
Customer (config-if)# ipv6 address
2001:DB8:2244:A000::1000/64
Customer (config-if)# ipv6 dhcp client pd ISP PREFIX
Customer (config) #interface Ethernet0/1
Customer (config-if)# ipv6 address ISP PREFIX
::1:0:0:0:1/64
Customer (config) #interface Ethernet(0/2
Customer (config-if)# ipv6 address ISP PREFIX
::2:0:0:0:1/64

Customer (config) #interface Ethernet0/3



63

Customer (config-if)# ipv6 address ISP PREFIX
::3:0:0:0:1/64
Customer (config) #ipv6 route ::/0 Ethernet0/0 FE80::AAAA
Customer (config) #ipv6 route ::/0 Ethernet0/0 FE80::AAAA
Cdc lénh chinh thuc hign trong Server, PC
Server (config)interface EthernetO
Server (config-if) #no ip address
Server (config-if) #ipveo address autoconfig
PCl (config) interface EthernetO
PCl (config-if) #no ip address
PCl (config-if) #ipv6 address autoconfig
PC2 (config) interface EthernetO
PC2 (config-if) #no ip address
PC2 (config-if) #ipv6 address autoconfig
3.5.2 Kiém tra trang thdi va kiém tra két néi
BNG#show ipvé dhcp pool
DHCPv6 pool: DHCP POOL

Prefix pool: my prefix pool

preferred lifetime 604800, valid lifetime

2592000

Active clients: 1
Log bén trén chi ra rang, BNG dang cip DHCP cho 1 Client va dang st dung pool
my_prefix_pool.
BNG#show ipv6 dhcp binding
Client: FE80::1000

DUID: 00030001AABBCC002000

Username : unassigned

VRF : default

Interface : Ethernet0/0
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IA PD: IA ID 0x00030001, T1 302400, T2 483840
Prefix: 2001:DB8:FF00::/48
preferred lifetime 604800, valid lifetime
2592000
expires at Jun 08 2020 06:17 AM (2591414
seconds)
Log trén chi ra Prefix dugc gan cho Client
Customerf#show ipvé dhcp interface
Ethernet0/0 is in client mode
Prefix State is OPEN
Renew will be sent in 3dl1lh
Address State is IDLE
List of known servers:
Reachable via address: FE80::AAAA
DUID: 00030001AABBCC001000
Preference: 0
Configuration parameters:
IA PD: IA ID 0x00030001, T1 302400, T2 483840
Prefix: 2001:DB8:FF00::/48
preferred lifetime 604800, valid
lifetime 2592000
expires at Jun 08 2020 06:35 AM (2591805
seconds)
DNS server: 2001:4860:4860::8888
Domain name: sontv.hdg
Information refresh time: O
Prefix name: ISP PREFIX
Prefix Rapid-Commit: disabled
Address Rapid-Commit: disabled
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O trén, chi ra dd nhan duoc tién té tir ISP, bao gdm mot sb chi tiét khac nhu
may chu DNS va tén mién.
Customerf#show ipv6é general-prefix
IPv6o Prefix ISP PREFIX, acquired via DHCP PD
2001:DB8:FF00::/48 Valid lifetime 2591692, preferred
lifetime 604492
Ethernet0/1 (Address command)
Ethernet0/2 (Address command)
Ethernet0/3 (Address command)
Serverf#show ipv6 interface brief
Ethernet0 [up/up]
FE80::D203:22FF:FEF6:1
2001:DB8:FF00:1:D203:22FF:FEF6:1
PCl#show ipv6 interface brief
EthernetO [up/up]
FE80::D204:72FF:FE27:1
2001:DB8:FF00:2:D204:72FF:FE27:1
PC2#show ipv6 interface brief
EthernetO [up/up]
FE80::D205:73FF:FE3F:1
2001:DB8:FF00:3:D205:73FF:FE3F:1
Kiém tra cdc két noi tir Server
Server#ping 2001:DB8:FF00:1::1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:DB8:FF00:1::1,
timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip
min/avg/max = 0/11/20 ms
Server#ping 2001:DB8:2244:A000::1000



66

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to
2001:DB8:2244:A000::1000, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip
min/avg/max = 0/0/4 ms

Server#ping 2001:DB8:2244:A000::1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001:DB8:2244:A000::

timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip
min/avg/max = 0/4/16 ms

Server#ping 2001:DB8:2244:1111::1111

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to
2001:DB8:2244:1111::1111, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip
min/avg/max = 0/2/8 ms

Kiém tra cdc két nbi tu PCI

PCl#ping 2001:DB8:FF00:2::1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001:DB8:FF00:2::1,
timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip
min/avg/max = 0/12/20 ms

PCl#ping 2001:DB8:2244:A000::1000

Type escape sequence to abort.
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Sending 5, 100-byte ICMP Echos to
2001:DB8:2244:A000::1000, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip
min/avg/max = 0/0/3 ms

PCl#ping 2001:DB8:2244:A000::1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001:DB8:2244:A000:
timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip
min/avg/max = 0/4/15 ms

PCl#ping 2001:DB8:2244:1111::1111

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to
2001:DB8:2244:1111::1111, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip
min/avg/max = 0/2/7 ms

Kiém tra cdc két noi tir PC2

PC2#ping 2001:DB8:FF00:3::1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001:DB8:FF00:3::1,
timeout 1s 2 seconds:

Success rate is 100 percent (5/5), round-trip
min/avg/max = 0/12/18 ms

PC2#ping 2001:DB8:2244:A000::1000

Type escape sequence to abort.

: 1,
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Sending 5, 100-byte ICMP Echos to

2001

:DB8:2244:A000::1000, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip

min/avg/max = 0/0/2 ms

PC2#ping 2001:DB8:2244:A000::1

Type

escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001:DB8:2244:A000::1,

timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip

min/avg/max = 0/4/14 ms
PC2#ping 2001:DB8:2244:1111::1111

Type

escape sequence to abort.

Sending 5, 100-byte ICMP Echos to

2001

:DB8:2244:1111::1111, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip

min/avg/max = 0/2/8 ms

3.6

K¢ét luan chwong 3

Trong chuong 3 da trinh bay ké hoach trién khai IPv6 theo 16 trinh cia quéc

gia. Ké hoach trién khai dwgc chia thanh cac giai doan: chuan bi, khoi dong va

chuyén dbi. Cac dich vu duoc trién khai ciing duoc phan tich dya trén cac muc tiéu

chinh:

Thac day tng dung IPV6 trong co quan nha nudc va doanh nghiép nodi dung
s6.

M& rong trién khai IPv6 trén mang dich vu di dong 4G LTE/5G.

Thac day trién khai IPv6 cho hé théng may chii tén mién (DNS) cia cac

doanh nghiép cung cap dich vu Internet; trién khai hd tro IPv6 trong hé thong
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may chu tén mién va hé théng cung cap dich vu ding ky, duy tri tén mién

“.VN” cua cac Nha dang ky.

Tiép theo trinh bay mot s6 phudng an cip phat IPv6 cho thiét bi dau cudi tur
nha cung cip dich vy, cu thé hoa bang viéc trinh bay viéc trién khai IPv6 trong
mang bing rong VNPT. Phan cudi cung cua chuwong di thuc hién viéc mé phong
cap phat IPv6 cho dau cudi tir ISP bang gia 1ap GNS3, Packet tracert, EVE-NG.
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KET LUAN

Véi toc do phat trién dén chong mit cia INTERNET ngay nay, xu thé cong
nghé hoa toan cau, INTERNET of Things ... thi viéc can kiét tai nguyén dia chi
IPv4 s& khong con xa do vay viéc trién khai IPv6 trén hé thng mang toan cau la
diéu v6 cung can thiét. Nhung viéc chuyén d6i hoan toan sang mang IPv6 tir mang
IPv4 dang chay 6n dinh 1a diéu khong hé don gian, thuc hién trong thoi gian ngan
duoc, viéc chuyén d6i phai dugc thuc hién timg budc, Vi cac phuong phap chuyén
d6i thich hop giita IPv4 va IPv6.

Luan vin da thyc hién nghién ciru duoc ki thuat cap phat IPv6 dong tir ISP
dén cac thiét bi dau cudi tai khach hang t6i wu nhat. Thuc hién gia lap toan bo qua
trinh cdp phét dia chi dé nhan ra dugc nhung wu nhugc diém trong trién khai thuc
té.

Tuy nhién chua c6 dugc danh gia cu thé khi trién khai, 4p dung ngoai thuc
tién do vay thoi gian téi em s& tim hiéu dua trién khai thyc té tai mé hinh mang cua

cong ty dé co cai nhin tot nhat vé phuong phap cap phat dia chi dong kiéu nay.
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