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LOI CAM ON

Loi dau tién, tdi xin giri 101 cam on sau sac nhat dén thay GS. Nguyén Binh,
d3 tan tdm, tan luc huéng dan, dinh hudng cho toi, dong thoi ciing di cung cap
nhiéu tai liéu va tao diéu kién thuan lgi trong sudt qué trinh hoc tap va nghién ciu
dé ti hoan thanh luan vin nay.

T6i xin chan thanh cam on dén céc thay, cd bo mén trong khoa Hé Théong
Théng Tin, Hoc Vién Buu Chinh Vién Thong cung véi lanh dao nha trudong da
nhiét tinh giang day va truyén dat nhitng kién thirc, kinh nghiém quy gié trong sudt
qua trinh hoc tap va ren luyén tai truong.

Do kién thuc va thoi gian ¢6 han nén luan vin s& khdng tranh khoi nhiing
thiéu sot nhat dinh. T6i rit mong nhan dugc nhitng su gop ¥ quy bau cua thay c,
d6ng nghiép va ban be.

Xin chan thanh cdm on!.

Ha Noi, ngay 15 thang 05 nam 2020

Hoc vién thuc hién

Phan DPac Tuan



LOI CAM DOAN

T6i xin cam két cac két qua dat duoc trong luan vin “Nghién cieu hé mat
ElGamal trén trwong da thic” do toi thuc hién dudi sy huéng dan cua GS.
Nguyén Binh.

Trong toan bo noi dung nghién ctu luan vin, cac vin dé duoc trinh bay déu
la nhitng tim hiéu va nghién ciru cia ca nhan toi hoic 12 trich dan cac ngudn tai liéu
va mét s trang web déu duoc dua ra & phan Tai liéu tham khao.

Toéi xin cam doan nhitng 10 trén la su that va chiu moi trach nhiém trugc

thay c6 va hoi dong bao vé luan vin thac si .

Ha Noi, ngay 15 thang 05 nam 2020

Hoc vién thuc hién

Phan Duc Tuan
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MO DAU

1. Tinh cép thiét cia dé tai

Cung v6i su phat trién ciia cong nghé thong tin va truyén thong, mang may
tinh dang trd thanh mot phuong tién diéu hanh thiét yéu trong moi linh vuc hoat
dong cua xd hoi. Viée trao dbi thong tin va dit liéu trong moi trudng mang ngay
cang tré 1én pho bién va dang dan thay thé cac phuong thie truyén tin truc tiép. Khi
ngay cang nhiéu thong tin dugc trao d6i thi nhu cau vé bao mat thong tin dugc dat
ra trong nhiéu nganh va nhiéu linh vuc. Cac tai liéu, vin ban déu dugc ma hoa va
xtr 1y trén may tinh truyén di trong méi truong mang internet 12 khéng an toan. Do
d6 yéu cau c6 mot co ché, giai phap dé bao vé sy an toan va bi mat ciia thong tin
ngay cang can thiét va khong thé thiéu. Mat ma hoc chinh 14 nganh khoa hoc dé giai
quyét van dé nay. Hau nhu moi tng dung déu str dung cac thuat toan mi hoa thong
tin.

Hé mat ma ra doi nham dam bao cac dich vu an toan co ban trén nhu: hé mat
ma véi khoa sé hitu riéng (Private Key Cryptosystems), hé¢ ma voi khoa bi mat
(Secret Key Cryptosystem), hé ma hoa truyén théng (Conventional Cryptosystem)
déu 1a nhitng hé¢ mat ma sir dung ma hoa khoa ddi xung, h¢ mat ma hoa khoa cong
khai. Hé mat ma khoa cong khai cho phép nguoi sir dung trao doi cac thong tin ma
khong can trao d6i khoa chung bi mat. Hé ma hoa khoa cong khai thiét ké sao cho
khoa giai ma khac voi khda ma hoa va nguogce lai. Tac 1a hai khéa nay cd quan hé
v6i nhau vé toan hoc nhung khong thé suy dién dugc ra nhau. Mot trong nhiing
thuat toan ma hoa khoa cong khai dugc phat trién dya trén Hé mat ma ElGamal cho
phép giai quyét cac yéu cau bao mat thong tin, dong thdi viée xac thuc vé ngudn
gdc va tinh toan ven cta théng tin. Ludn vin s& trinh bay vé hé mat EIGamal trén
truong da thirc. Giai quyét bai toan hé¢ EIGamal trén vanh da thic voi hai lily dang
nguyén thuy.

Bai toan Logarit rdi rac trong Zp 14 ddi tugng trong nhiéu cong trinh nghién

ctu va dugc xem la bai todn khé néu p dugc chon can than. Bai toan nay cé nhiéu



ung dung sau sdc trong nhiéu huong khéac nhau cua toan hoc, vat 1y hoc,...dac biét
bai toan Logarit rdi rac 1a co s¢ dé xay dung hé ma khoa cong khai. Day 1a dang bai
toan mot chiéu: bai toan 1ay liy thira c6 thé tinh toan hiéu qua theo thuit toan binh
phuong va nhén, song bai toan ngugc tim s6 mii thi lai khong dé nhu vay.
Dé tai nham nghién cru vé bai toan Logarit roi rac va ung dung giai quyét bai

toan hé mat EIGamal trén vanh da thirc véi hai lily dang nguyén thuy.
2. Muc tiéu, ddi twong, pham vi va phwong phap nghién ciru

Muc tiéu nghién ciru: Tim hiéu bai toan Logarit roi rac va hoat dong cta hé
mat EIGamal. Tim hiéu hé mat EIGamal trén trudng da thirc

Doi twong va pham vi nghién ciru: Hé mat EIGamal 1a d6i tuong nghién ctru
ctia dé tai. Tir d6 s& xay dung hé mat ElGamal trén vanh da thirc v6i hai liy ding
nguyén thuy

Phuwong phap nghién ciru

* Phuwrong phap Iy thuyét

- Tim hiéu nghién ctru vé mat mi, co s toan hoc

- Tim hiéu bai bai toan Logarit roi rac va hé mat ElGamal, thi tuc trao ddi
khoa Diffie-Hellman, phuong phap che dau dit liéu

- Ly thuyét chung vé hé mat khéa cong khai tir 46 dua ra phuong phap che
dau dit liéu méi cia hé mat ElGamal

* Phuong phap thuc nghiém

- Hé mat van giit nguyén cau trac trao doi khoa Diffie-Hellman.

- Trinh bay kiéu che dau dir liéu theo phuong phap nhan va phuong phap
cong cuia hé mat EIGamal.
3. Cu triic ludn vin

Luén van duoc tac gia trinh bay 3 chuong c6 phan mé dau, danh muc tir viét
tat, phan két luan, muc lyc, phan tai liéu tham khao. Cac ndi dung co ban cua luan

van duoc trinh bay theo cu trac nhu sau:



Chuong 1: Kién thirc co s&

Trong chuong nay, luin vin trinh bay khai quat vé mat ma hoc, céc khai
niém trong todn hoc ma cac hé ma hoéa thuong sur dung nhu modulo, nhoém, vanh ,
truong.

Chuong 2: Bai toan Logarit roi rac

Tap trung nghién ciu vé bai toan Logarit roi rac nhu bai toan Logarit trén
truong hitu han , truong sb thue, cac phuong phap giai bai toan Logarit roi rac

Chuong 3: H¢ mat ElGamal trén truong da thirc

Tap trung nghién cu hé mat EIGamal c6 dién va dua ra danh gia caa hé mat,
xay dung hé mat EIGamal trén truong da thac, giai bai todn hé mat EIGamal trén

vanh da thtc véi hai lity dang nguyén thuy.



CHUONG 1. KIEN THUC CO SO

1.1. Khai quat vé mat ma hec

1.1.1. Gidi thigu vé mdt ma hoc

Mat ma hoc 1a nganh khoa hoc ung dung todn hoc vao viéc bién doi thong
tin thanh mot dang khéc véi muc dich che diu néi dung, y nghia théng tin can ma
hoa. Pay 1a mot nganh quan trong va c6 nhiéu tmg dung trong doi séng xa hoi.
Ngay nay, cac ung dung ma hoa va bao mat thong tin dang dugc su dung ngay
cang phd bién hon trong cac linh vuc khac nhau trén thé gisi, tir cac linh vuc an
ninh, quan su, qudc phong..., cho dén cac linh vyc dan sy nhu thuong mai dién ti,
ngan hang...

Cung véi su phat trién cua khoa hoc may tinh va Internet, cac nghién ctru va
trng dung cua khoa hoc mat ma ngay cang tré nén da dang hon, mé ra nhiéu huéng
nghién ctru chuyén sau vao tung linh vuc Gtng dung dac thu véi nhitng dac trung
rieng. Ung dung cua khoa hoc mat ma khdng chi don thuan 1a ma hoa va giai ma
thong tin ma con bao gom nhiéu van dé khac nhau can dugc nghién cau va giai
quyét: ching thuc ngudn goc noi dung thdng tin (k¥ thuat chit ky dién tir), chimg
nhan tinh x&c thuc vé nguoi sé hiru ma khoa (ching nhan khoa cong cong), cac
quy trinh gilp trao doi théng tin va thuc hién giao dich dién tir an toan trén
mang... Nhimng két qua nghién ctu vé mat ma ciing da duoc dua vao trong cac hé
thdng phtic tap hon, két hop véi nhitng k¥ thuat khac dé dap ang yéu cau da dang
cua cac hé théng timg dung khac nhau trong thyc té, vi du nhu hé thdng bo phiéu
bau cir qua mang, hé thong dao tao tir xa, hé théng quan ly an ninh cia cac don vi
v6i huéng tiép can sinh tric hoc, hé théng cung cdp dich vu multimedia trén
mang Vvéi yéu cau cung cap dich vu va bao vé ban quyén so hiru tri tué ddi véi

thdng tin sb...

1.1.2. Van dé vé ma hoa

Mat ma hoc 13 mét linh vyc lién quan véi cac ki thuat ngon ngit va toan hoc dé



dam bao an toan thong tin, cu thé 1a trong thong tin lién lac.

Hién nay co nhiéu ki thuat mat ma khac nhau, mdi ki thuét c6 vu va nhugce diém
riéng. Tuy theo yéu cdu ciia moi truong Gng dung ta dung ki thuat nay hay ki thuat
khéc.

Mat mi ¢ dién cha yéu dung dé che diu dir liéu. Véi mat ma hién dai ngoai
kha ning che ddu dit liéu, con dung dé thuc hién: Ky s, tao giao dién thong diép,
giao thirc bao toan dir li¢u, xac thyc thuc té....

Theo nghia hep, mat ma dung dé bao mat dix liéu, nguoi ta quan niém: Mat ma
hoc 1a moén khoa hoc nghién ctru mat ma: tao ma va phan tich ma (tham ma).

Mat ma dam bao nhiing tinh chét sau:

e Tinh bi mat (Bao mat): Thong tin khong bi 16 doi véi nguoi khong
dugc phép nhan

e Tinh toan ven (Bao toan): Ngin chin hay han ché viéc bo sung, loai bo
va stra chira dir 1iéu khong dugc phép.

e Tinh xac thyc (Chimg thuc): Xac thuc ding thuc thé can két ndi, giao
dich. Xac thyc ding thuc thé ¢6 trach nhiém vé nodi dung thong tin.

e Tinh san sang: Thong tin sin sang cho ngudi dung hop phap.

Tham mi (pha mi) 13 tim nhitng diém yéu hodc khéng an toan trong phuong
thirc mat méd héa. Tham ma c6 thé duoc thuc hién béi nhitng ké tn cong, nham lam
hong hé thdng, hodc boi nhitng nguoi thiét ké ra hé thong (hodc nhitng ngudi khac)
v6i ¥ dinh danh gia d6 an toan cua hé thong.

Hé m3 héa 1 diung mot quy tic nhat dinh dé ma hoa thong tin. Hé ma hoa dugc
dinh nghia 12 mét bd nam thanh phr?m (P,C,K,E,D) thoa man cac tinh chét sau:

e P (Plaintext) 14 tap hop hitu han cac ban 16 c6 thé.
e C (Ciphertext) 14 tap hop hitu han cac ban mi c6 thé.
e K (Key) la tap hop cac ban khoa co thé.

e E (Encrytion) la tdp hop cac quy tic ma hoa c6 thé.



e D (Decrytion) 1a tap hop cac quy tic giai ma co thé.
Qua4 trinh mi hoa duoc tién hanh bang cach ap dung ham toan hoc E 1én thong tin P
( dugc biéu dién dudi dang s6 ) d€ tré thanh thong tin da ma héa C.
Qua4 trinh giai ma dugc tién hanh nguoc lai: 4p dung ham D 1én thong tin C dé duoc

thong tin da giai ma.

Key ki Key k2

: ® : ’ * ’
Plaintext (P” E | Ciphertext _(C_’ > D ‘ Plaintext 'P”

C=Ek(P)

Hinh 1. Qua trinh ma héa va giai ma
C6 hai loai ma hoa: Ma hoa khéa dbi xting va ma hoa khéa bat ddi xing

Hé mat ma dbi xtmg (hay con goi 1a mat ma khoa bi mat): 13 nhimg hé mat
dung chung mot khoa ca trong qué trinh ma hoa dir li¢u va gidi ma dir li¢u. Do do
khoa phai dugc gitr bi mat tuyét déi. Mot sd thuat toan ndi tiéng trong ma hoa dbi
xtng l1a DES, Triple DES (3DES), AES ...

Hé mat ma bat d6i ximg (hay con goi 13 méat ma khoa cong khai): Cac hé mat
nay dung chung mot khoa dé ma hoa sau d6 dung mot khoa khac dé giai ma, nghia la
khoa dé ma hoa va giai ma 1a khac nhau. Cac khoa ndy tao nén timg cap chuyén doi
nguoc nhau va khong c6 khoa nao c6 thé suy duoc tir khoa kia. Khoa ding d¢é ma hoa
6 thé cong khai nhung khoa ding dé giai ma phai giit bi mat. Do dé trong thuat toan
nay c6 hai loai khoa: Khoa dé ma héa duoc goi 1a khoa cong khai — Public Key, khoa
dé giai ma dugc goi 1a khdéa bi mat — Private Key. Mot s6 thuat toan ma hoa cong
khai ndi tiéng: Diffle-Hellman, RSA, EIGamal,...

Trong mo hinh mat ma c6 dién ma cho téi nay van con dugc nghién ctru Alice
(nguoi giri ) va Bob (ngudi nhan) bang cach chon mot khoa bi mat K. Sau d6 Alice
ding khoa K dé ma hoa theo ludt ex va Bod ding chung khoa K d6 dé giai mi theo



luat giai dk. Trong hé mat nay dk hodc ex dé dang nhan duoc vi qué trinh giai ma
tuong tu nhu qua trinh ma hoéa nhung thu tuc khoa thi ngugc lai. Nhuge diém 16m cua
hé mat nay la néu dé 16 ex thi lam cho hé théng mét an toan, chinh vi vay ching ta can
tao ra cho hé¢ mat nay mot kénh an toan. Y tudng xay dung mot h¢ mat khoa cong
khai 1a tim ra mot hé mat c6 kha nang tinh todn duoc dk khi biét duoc ex. Khi Alice
(ngudi giri) chuyén ban tin cho Bob (ngudi nhén) thi chi ¢6 duy nhit Bob méi c6 thé
giai duoc ban tin ndy bang cach sir dung ludt giai ma bi mat dk.

Dé giai quyét van dé phan phdi va thoa thuan khoa, nim 1976 Diffie va
Hellman d3 dua ra khai niém vé hé mat ma khoa cong khai va phuong phép trao doi
cong khai dé tao ra mot khoa bi mat chung. Tinh an toan cua hé¢ mat dugc dam bao
boi 6 khé mot bai toan hoc cu thé (bai toan Logarit roi rac). H¢ mat ma khoa cong
khai con dugc goi la hé mat ma phi ddi xtng st dung mot cap khoa: khoa cong
khai(public key) va khoa bi mat(private key). Khoa cong khai ding dé mi hoa con
khoa bi mat ding dé giai ma.

Mat ma hoa khoa cong khai 1a mét dang mat ma hoa cho phép nguoi st dung
trao d6i cac thong tin mat ma khong can phai trao doi cac khoa chung bi mat trudc
do, duoc thuc hién bﬁng cach sir dung mdt cdp khoa c6 quan hé toan hoc véoi nhau la
khoa cong khai va khoa cé nhan (hay khoéa bi mat). Trong mat ma hoa khoa cong
khai, khoa c4 nhan phai duoc giit bi mat trong khi khoa cong khai dugc phd bién
cong khai. Trong hai khoa, mot ding dé ma hoa va khoa con lai dung dé giai ma.
Diéu quan trong ddi v4i hé thong 1a khong thé tim ra khoa bi mat néu chi biét khoa
cong khai. Hé théng mat ma hoa khoa cong khai co thé st dung véi cac muc dich: Ma
hoa, tao Chir ky s6, Thoa thuan khoéa, cho phép thiét 1ap khoa dung dé trao doi thong
tin mat gitra hai bén. Céc k¥ thuat mat ma hoa khoa cong khai doi hoi khdi lugng tinh
toan nhiéu hon cac k¥ thuat ma hoa khoa déi xting nhung c6 nhiéu vu diém nén duoc

ap dung trong nhiéu (mg dung.



1.2. Co sé toan hoc

1.2.1. Modulo sé hgc

Modulo s6 hoc dd va dang dan tro 1én quan trong trong linh vuc mat ma. Ly
thuyét modulo s hoc duogc str dung trong cac thuat toan ma héa khda cong khai
nhu thuat todn RSA va Diffie-Hellman, c4c thuat toan khoa d6i xung nhu AES,
DES. Uu diém chinh cua viéc st dung modulo sé hoc 1a n6 cho phép ching ta thuc
hién phép nhan nhanh hon. Vi du véi phép toan phuec tap, viéc tinh toan da thirc do
(nhan da thuc) voi mot lwgng sé nguy@n 16n thi viéc st dung modulo sb hoc s& 1am
giam thoi gian tinh todn caa phép toan 16n nay. Ap dung vao tng dung sira ma 16i,
bang viéc sir dung Iy thuyét modulo sé hoc mdi chir s6 cua ma dugc lién két dén céac
phan tir cia trudng hitu han.

Toan tar modulo (mod n) 4nh xa téi tat ca cac s6 nguyén trong tap {0, 1, 2,
...,(n-1)} va tat ca cac phép toan sé hoc duogc thuc thi trong tap hop nay. Ky thuat
nay duoc goi 1a modulo sé hoc.

Tap cac s6 nguyén va cac sé nguyén khac 0 cua mod n duge ky hiéu boi Z,
vaZ.

Vi du: Cong va nhan modulo trén modulo 23

Giasu, 12 +20=(12 +20) mod 23 = 32 mod 23 =9 vi 32 chia cho 23 du 9
Tuong tu phép nhan, 8x9 = 72 mod 23 = 3, vi 72 chia cho 23 du 3

1.2.2. Nhdm, vanh va trwong

Trong dai sé triru twong, chlng ta lam viéc véi cac tap ma cac phan tir duoc
thao tdc mot cach dai sd. Vi dy, ching ta c6 thé néi rang bang cach két hop hai phan
tir cia mot tap theo nhiéu cach khac nhau, ta c6 thé tao ra duoc phan tu tha ba cua
tap hop. T4t ca cac phép toan sé& tuan theo mot sé quy tic cu thé duoc dinh nghia

trong tap. Mot sé dinh nghia:



Nhom:
Mot nhom ky hiéu 1a {G, *}, 1a mot tap G céc phan tir va mot phép két hop 2
ngdi » thoa man cac diéu kién sau:
+ Tinh dong: VabeG:a*beG
+ Tinhkéthop: vabeG: (asb)sc=as(bec)
+ Phantordonvi:3e€G: ase=cea=2a,VaeG

+ Phan tir nghich ddo: va€ G,3la € G:ara'=a'*a=¢

Vi du: Tap sd nguyén Z va phép cong s6 nguyén la mot nhém. Phan tir don
vi 12 0. V&i a € Z thi nghich dao cua a l1a —a. Tap Z ¢ vo han phan tir nén nhém nay

duoc goi la nhdm vé han.

+ Tinhgiaohodn:vabeG:a*b=b-a

Mot nhém dugc goi 1a cyclic néu c6 1 hoic nhiéu phan tir ma c6 thé sinh ra
tat ca cac phan tir trong nhoém, hay c6 noi cach khéc: 3g € G, va € G, 3k, a=g*
Vi du: p 1a s6 nguyén té va (Z”p, X) 12 nhém cyclic.
Nhom cyclic (Z*7, X) véi p = 7, s6 phan tir ciia nhém 12 6. Ta c6, phan tir 3 va
5 1a phan tir sinh cua nhom Z*7 = {1,2,3,4,5,6} céc lily thira ciia 3 modulo 7 14 :
1=362=323=3,4=3*5=3°%6 =33
Vanh :
Mot vanh R, ky hiéu {R, +, x} 1a mét tap cac phan tir va hai phép két hop 2
ngdi, goi 1 phép cong va phép nhan, néu cac tinh chay sau dugc thoa man:
+ R la mét nhém giao hoan theo phép cong
+ Tinh dong dbi voi phép nhan: va,b € R : ab € R (viét tat thay cho diu x)
+ Tinh két hop ddi véi phép nhan: va,b,c € R (ab)c = a(bc)
+ Tinh phan phdi giita phép cong va phép nhan: va,b,c € R

(a+b)c=ac+hbc

a(lb+c)=ab+ac
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T6m lai, trong mot vanh, ching ta c6 thé thuc hién cac phép cong trir, nhan
ma khong ra khoi vanh (két qua cac phép toan cong, trir, nhan thuoc R)
Mot vanh dugc goi 1a vanh giao hoan néu c6 thém tinh giao hoan ddi voi
phép nhan:
+ Tinh giao hoan vai phép nhéan: Va,b € R: ab = ba
Mot vanh duoc goi 12 mién nguyén(integral domain) néu d6 13 vanh giao
hoén va c6 thém hai tinh chat sau:
+ Ton tai phan tir don vi phép nhan: al = la=a
+ Lién quan giira phép nhan va phan tir don vi phép cong:
Néuab=0thia=0hayb=0
Trwong:
Mot truong, ky hiéu {F, + , x} 1a mot tap cac phan tir va hai phép két hop 2
ngdi, goi 1a phép cong va phép nhan, néu céc tinh chat sau dugc thoa man:
+ F 12 mot mién nguy@n (théa mén cac tinh chat trén caa nhém va vanh)
+ Ton tai phan tir nghich dao cua phép nhan:
VaeFa#03aleF: aal=1
Ngin gon, trong mét truong, ching ta cé thé thuc hién cac phép cong, trir
nhan chia ma khong ra khéi truong. Dinh nghia phép chia 1a a/b = a(b™)
1.2.3. Trwong hizu hgn GF(p)
Dua vao phép todn modulo, ching ta xay dung mat tap Zn nhu sau:
Cho mét sé nguyén n: Z, = {0,1,2 ...... ,n-1}

Tuong ty tap s6 nguyén Z, trén tap Zn ta dinh nghia cac phép cong va nhan nhu sau:
Va,b,c € Zy

+ Phép cong: ¢ = a + b => phép cong trong s6 hoc thuong

Néu ¢ = (a + b) mod n => phép cong trong Zn
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+ Phép nhan: ¢ =a.b néu c = (a.b) mod n
D& thiy ring tap Z»clng vaGi phép cong trén thda man cac tinh chat caa mot
nhom giao hoén vai phan tir don vi caa phép cong 12 0
Bén canh do, tap Z» ciing v&i phép cong va phép nhan trén thoa man cac tinh chat
ctia mot mién nguyén vai phan tir don vi caa phép nhan 1a 1
Vi du: V6i n =7 thi phép nh&n va phép cong la nhu sau:

Bang 1: Bang phép cong va phép nhan trén Z7

+ 0 1 2 3 4 5 6 x 0 1 2 3 4 5 6
0O |0 |1 |2 |3 |4 |5 |6 o 0 (0O |0 O (0 |O|O
1 (1 (2 |3 |4 |5 |6 |0 1 /0 |1 |2 (3 |4 |5 |6
2 |2 |3 |4 |5 |6 (0 |1 2 |0 |2 |4 |6 |1 |3 |5
3 13 |4 |5 |6 [0 |1 |2 3 (0 |3 |6 (2 |5 |1 (4
4 14 |5 |6 |0 |1 |2 |3 4 10 (4 |1 |5 |2 |6 |3
5 |5 |6 |0 |1 |2 (3 |4 5 [0 |5 |3 |1 |6 |4 |2
6 |6 |0 |1 |2 |3 (4 |5 6 ([0 |6 |5 |4 |3 |2 |1

Tuy nhién khong phai tap Z» nao ciing théa man tinh chat moi phan tir khac 0
cua Zn phai ¢ phan tr nghich dao ciia phép nhan. Chi c6 vai nhitng n 1a s6 nguyén
t6 thi Z,» mai thoa man tinh chat phan tir nghich dao. Vi du vai n = 8 thi khéng thoa
mén va n = 7 thi thoa man.

Ta dung thuat toan Euclid mg rong dé tim phan tar nghich dao phép nhan

trong tap Zn.
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Nhu vay véi n 1a sb nguyén té thi tap Z, trg thanh mot truong hiru han ma ta
goi 1a trudng Galois. Ky hiéu Z, thanh Z, véi p 1a s6 nguyén t6. Ky hiéu truong hitu
han trén la GF(p).

1.2.4. S6 hoc da thire va trwong hizu han GF(2")

1.2.4.1. Phép toan da thirc thong thuong
Trong dai s, chung ta dinh nghia mét da thirc bac n (n > 0) duéi dang
n

f(x) = apx™+ ap_(x" 1+ -+ a;x +a, = z a;xt
i=0

Trong d6 ai € R, an# 0 duoc goi la cac hé sb. va ta ciing dinh nghia cac phép cong,

trir nhan da thic nhu sau:

Cho f(x) = ¥, a;xt gx) = X", b;xt
+ Phépcong: f(x) + g(x) = Tm¥ (g, + by)xt
+ Phép nhan : f(x) x g(x) = XM c;xt voi ¢ = aghy + ajby_q +
A + akbk

+ Phéptrtr f(x) — g(x) = Y™t "(a; — b;)xt

Trong 3 phép toan trén ta gia dinh a; = 0néui >nvab; = 0néui >m
Phép chia da thirc f(x) cho g(x) ciing twong ty nhu phép chia s nguyén gom maot da
thirc thuong q(x) va mot da thire du r(x). r(x) c6 bac nho hon g(x)

FO_ s T
o 1T 5

f(x) =qx) x g(x) +r(x)
Vidu: f(x) = x3+x24+2, gx)=x*-2x+2

e f)+gx)=x3+2x*—x+3
o f()—gl)=x*+x+1
e f(x)xgx)= x>+3x2—2x+2
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e f(x)/g(x): da thac phan thwong q(x) = x + 2 va da thuc phan du

r(x) =x

Vi cac phép toan cong va nhan nhu trén thi tap cac da thirc ( mdi da thic 14
mot phan tir cua tap) tao thanh mot vanh, véi phan tir don vi cua phép cong 1a da
thirc e(x) = 0 va phan tir don vi ctia phép nhén 1a da thic d(x) = 1
Tuy nhién tap cac da thuc trén khong tao thanh mét truong vi khdng ton tai phan
nghich dao ctaa phép nhan.

+ Dathuc trén tap Zp

Xem xét tap cac da thic W, c6 hé s6 thudc trudng Zp.

n
w, = {f(x) = aixt  voéinz=0,a; € Z,,a, # 0}
i=0
Trén tap W, ta dinh nghia cac phép cong trir, nhan, chia nhu sau :
n

flx) = Z a;x' g(x) = ibzxi

=0
+ Phépcong : f(x) + g(x) = Tm™ (g, + b))«
+ Phép nhan : f(x) X g(x) = X" cixt vbi ¢, = aghy + ajbg_q + -+ +

ay by

+ Phéptrir: f(x) — g(x) = ST (e, — bx!

+ Phépchia: f(x) / g(x) co da thicc thuong la q(x) va da thirc dw la r(x)
Trong do cac phép toan a; + b;, a;b;, a; — b;, a;/ b; duge dinh nghia trong tap Z,,
Vidu: Xét truong Z, = {0,1}

fX)=x"+x+x*+x3+x+1, glx) = x> +x+1
o fx)+gx)= x"+x>+x*
o f(x)—gx)= x"+x>+x*
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e f(X)xgx)=xV+x*+x2+1
e f(x)/g(x) =qx)= x*+1var(x)=0

Trong vi du trén c6 thé xem g(x) va q(x) 1a da thic wéc sb cua da thic f(x).
f(x)= g(x).q(x). Nhitng da thirc f(x) nhu vay duoc goi 1a da thirc khong téi gian. Pa
thire téi gian 1a da thirc chi c6 wdc s6 1a da thuc 1 va chinh né ( khéi niém téi gian
tuong tu nhu khai niém sé nguyén t4 trong tap s ty nhién)

Vi du (Xét truong Z2)

e x3+ x + 1 1a da thuc téi gian
e x*+ 1khdng phai 1a da thac téi gian vi x* +1 = (x + 1)(x3 + x% +
x+1)

Tuong ty nhu khai niém wdéc sé chung 16n nhat cua 2 sé ty nhién, ching ta
cling ¢6 khai niém udc s6 chung I6n nhat cia 2 da thie. Khai niém 16n o day 1a bac
Ion, vidu x3 + 1 I6nhon x? + x + 1
Vi dy : Xét trong truong Z2, USCLN cua hai da thac a(x) = x® + x> + x* + x3 +
x?+x+1vab(x) =x*+x?+x+1laclx) =x3+x2+1

Tuong ty nhu dé tim USCLN cua hai s nguyén, ching ta c6 thé sira doi
thuat toan Euclid dé tim USCLN cua hai da thtc

[**Thudt toan Euclid tinh gcd (a(x), b(x))**/
EUCLID (a(x), b(x))

A(x) = a(x); B(x) = b(x);

While B(x) <> 0do

R(x) = A(x) mod B(x)

A(x) = B(x);
B(x) = R(X);
End while

Return A(x);
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1.2.4.2. Truong hiru han GF(2")

Tuong ty nhu viéc xay dung tap Z, dung phép modulo p véi p 1a sé nguyén
t5, trong phan nay ta s& xay dung mot tap Wpm cac da thire dung phép modulo da
thuec.

Chon mat da thirc m(x) 1a da thuc toi gian trén Z, ¢6 bac 1a n. Tap Wpm bao gom cac

da thurc trén Zp 6 bac nhé hon n. Nhu vay cac da thac thuéc Wpm 6 dang.

n—-1
fx) = Z a;x'véia; € Z,={0,12...,p—1}

i=0
Tap Wpm ¢6 p" phan tu
Vi du:
p =3, n =2 tap Wpm €6 9 phan tir: {0,1,2,x,x+1,x+2,2X, 2x+1,2x+2}
P =2, n =3 tap Wpm 06 8 phan tir: {0,1, X,x+1,x2x2 + 1, x2+x,x2+x+1}
Ta dinh nghia lai phép cong va phép nhan da thirc nhu sau:
+ phép cong, tuong tu nhu phép cong trén W,
+ phép nhén, ciing twong ty nhu phép nhan trén Wp va két qua cudi cung dugc

modulo véi m(x) dé bac caa két qua nho hon n.

Vi m(x) 1a da thtc t6i gian nén tuong tu nhu s6 hoc modulo, céc phan tir trong Wopm
t6n tai phan tir nghich d4o caa phép nhan:
VF(x) € Wy, 3If 71 (x) € Wyt fO)f () = 1

Do ton tai phan tir nghich dao , nén ta c6 thé thuc hién duoc phép chia trong tap
Wpm nhu sau: f(x)/g(x) = f(x)g~*(x)

Lac ndy Wpm thoa man cac tinh chat caa mot treong hitu han va ta ky hiéu truong
hitu han nay 1a GF(p"). Trong ma hda, chling ta chi quan tam dén p = 2 tac truong
da thuc hitu han GF(2") trén Z.

Vi du xét GF(23) chon da thtc bat kha quy m(x) = x2 + x + 1, bang duéi thé hién

phép cong va phép nhan.



Bing 2: Phép cong va phép nhan trén truong hitu han véi da thire x2 + x + 1

X = O +

X+1

X2+ 1
X2 + X

X2+X+1
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0 1 X X+1 G X2+1 x24+x  x+x+l
0 1 X X+1 X2 X2+1 | xX2+x | x?+x+1
1 0 X+1 X X2+ 1 G X2+x+1l | X2+ X
X X+1 0 1 X2+ X | X3+x+1 X2 X2+ 1
X+1 X 1 0 XP4x+1l | X2+ x | X°+1 G
X2 X2+1 | xX2+x | x?+x+1 0 1 X X+1
x2+1 X2 X24+x+1l | X2+ X 1 0 X+1 X
X2+ X | X2+x+1 G X2+ 1 X X+1 0 1
X24x+1 | X2+ x | x2+1 G X+1 X 1 0
0 1 X X+1 G X2+1 X2+ X  Xix+l
0 0 0 0 0 0 0 0
0 1 X X+1 G X2+1 | X2+ X | X%x+1
0 X G X2+x | x+1 1 X2+x+1l | x2+1
0 X+1 X2+Xx | xX2+1 | x3+x+1 X2 1 X
0 G X+1 | X3+x+1 | x?>+X X X2+ 1 1
0 x?+1 1 X2 X X24x+1 | x+1 | xX2+x
0 X2+ X | x?+x+1 1 x2+1 | x+1 X G
0 X2+x+1l | x2+1 X 1 X% + X G X+1

Dé tim phan tir nghich dao cua phép nhén da thirc, ta cling sir dung thuét toan

[*Euclid mo rong twong tu nhw tim nghich dao trong tap Zp */

Thudt toan Euclid mé réng tra vé 2 gia tri

Ged (m(x), b(x))
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Néu ged(m(x), b(x)) = 1; trd vé b™}(x) mod m(x)
Extended_euclid(m(x),b(x))

Al(x) = 1; A2(x) = 0; A3(x) = m(x);

B1(x) = 0; B2(x) = 1; B3(x) = b(x)

while (B3(x) <>0) AND (B3(x)<> 1) do

Q(X) = phadn thuwong ciia A3(x) /B3(X);

T1(x) = A1(X) — Q(x)B1(x)

T2(x) = A2(x) — Q(x)B2(x)

T3(x) = A3(x) — Q(x)B3(x)

Al(x) = B1(x) ; A2(x) = B2(x) ; A3(x) = B3(x) ;
B1(x) = T1(x); B2(x) = T2(x); B3(x) = T3(x);
End while

If B3(x) = 0 then return A3(x) ; no inverse;

If B3(x) = 1 then return 1; B2(x);

1.2.4.3. GF(2") trong mé& hoa

Khi thyc hién ma hoa déi xang hay cong khai, ban rd va ban ma la céc con
s6, viéc ma hoa va giai ma co thé quy vé viéc thuc hién cac phép cong, trir, nhan,
chia. Do d6 ban rd va ban ma phai thugc mot truong nao d6 dé viéc tinh toan khéng
ra khoi truong. Viéc quy ban rd va ban ma vé truong s thuc khong phai 1a phuong
an hiéu qua vi tinh toéan trén sé thuc ton kém nhiéu thoi gian. May tinh chi hiéu qua
khi tinh toan trén cac s6 nguyén dudi dang byte hay bit. Do d6 truong Zp la mot
phuong an duoc tinh dén. Tuy nhién trudng Zp doi hoi p phai 1a mot sé nguyén td,
trong khi d6 néu biéu dién ban rd ban ma theo bit thi s lugng phan tir c6 dang 2" lai
khong phai 1a s6 nguyén t. Vi du, xét tap cac phan tir dugc biéu dién bai cac sd
nguyén 8 bit, nhu vay c6 256 phan tir. Tuy nhién Zzse lai khdng phai 1a mét truong.
Néu ta chon trudng Zos: thi chi sir dung duoc cac sb tir 0 dén 250, cac so tir 251 dén

255 khong tinh toan duoc.
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Trong béi canh d6, viéc str dung trudng GF(2") 12 mot phwong an phu hop vi
truong GF(2") cling c6 2" phan tir. Ta c6 thé anh xa gitta mot ham da thtc trong
GF(2") thanh mot s6 nhi phan twong tng bang cach 1y cac hé sé cua da thic tao
thanh day bit an-1an-2. ....a1d0.

Vi duy xét truong GF(2%) véi da thirc bat kha quy m(x) = x® + x + 1 twong ang Véi s6

nguyén 3 bit nhu sau:

Da thuc trong GF(2%) S6 nguyén tuong ng Thap luc phan

0 000 0

1 001 1

X 010 2

Xx+1 011 3

X2 100 4

X2+ 1 101 5

X% + X 110 6
X2+x+1 111 7

Bang phép cong va bang phép nhéan twong tng la:

o 0ol A W N P O +
o vl M Wl N R O ©
~N BN g N w| o k| P
A N O R O w N
ol o N O k| N w| »W
N R o N o g M B
w| o k| o N M g O
ol w| N v M N o @
RN w0 o N Y
o o0 A W N P O X
o| o o o] o ol ol o
o o A W N | O
~N| R W o AN O N
R N N 0] o w o w
ol N o N w N o b~
w| N N BN | o] o o
Nl w| ol k| N o] o o
A o | N O N o N
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7 |7/6]5]4]|3 10 710 5 |2 6 (4 |3
Bang nghich dao cua phép cong va phep nhan:
a -a
Dang da , Dang da , Dang da ,
thic Dang so6 e Dang so6 i Dang so
0 0 0 0 - -
1 1 1 1 1 1
X 2 X 2 X2+ 1 5
X+1 3 X+1 3 X% + X 6
X2 4 x? 4 X2+x+1 7
X% +1 5 X%+ 1 5 X 2
X2 + X 6 X% + X 6 X+1 3
X+x+1 7 XZ+x+1 7 x? 4
Ngoai ra néu xét bang phép nhan cia Zs
X 0 1 2 3 4 5 6 7
0 0 0 0 0 0 0 0 0
1 0 1 2 3 4 5 6 7
2 0 2 4 6 0 2 4 6
3 0 3 6 1 4 7 2 5
4 0 4 0 4 0 4 0 4
5 0 5 2 7 4 1 6 3
6 0 6 4 2 0 6 4 2
7 0 7 6 5 4 3 2 1

Thi phan bd tan xuét cac sé khong déu. Ta ¢ bang so sénh sau:
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S6 nguyén 112 415|617
Xuat hién trong Zs 4|8 12| 4|8 | 4
Xuathientrong GF(23) |7 |7 |7 |7 |7 |7 |7

w

I

Vi vay néu ding GF(22) thi s& thuan loi hon cho mé hoa, tranh viéc sir dung tan suit

dé pha ma.
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CHUONG 2: BAI TOAN LOGARIT ROI RAC
2.1. Tong quan vé bai toan Logarit roi rac

Bai toan Logarit roi rac 1a sy tiép néi cua phép tinh Logarit trén trudng sé
thue vao cac nhom hiru han. Vi hai sé thuc x,y va co s a>0, a#0, néu a*— y = 0 thi
x duoc goi la Logarit co s6 a caa y, ky hiéu x = logay.

Logarit roi rac 1a bai toan kho (chua biét mot thuat toan hiéu qua nao), trong
khi bai toan nguoc liy thira roi rac lai khdng kho (c6 thé sir dung thuat toan binh
phuong va nhan). Tinh trang nay giéng nhu tinh hinh giita bai toan thira s6 nguyén
va phép nhan céc s nguyén. Chung déu c6 thé dung dé xay dung cau trdc cho mot
hé mat ma.

Nguoi ta thuong chon nhdm G trong mat ma Logarit roi rac [a nhom cyclic
(Z*,) chang han nhu mat md EIGamal, trao doi khoa Diffie — Hellman va chix ki s6
ElGamal.

Ngoai ra con c6 mat méa sir dung Logarit roi rac trong nhom con cyclic cua

cac duong elliptic trén truong hiru han goi 1a mat ma duong cong elliptic

2.2. Bai toan Logarit trén truwong soé thuc R

+ Bai toan thuan: Ham sb y = a* véi a,x € R viéc tinh toan ham mi nay c6 thé duoc
thue hién dé dang bang thuat toan nhan va binh phuong.

+ Bai toan ngugc: Phép tinh ngugc cua ham mi chinh la ham Logarit y = logax,
viéc tinh toan ham nguoc Logarit nay kho khian hon nhiéu so véi ham thuan. Tuy
nhién, ca hai phép mii va Logarit déu 13 cac ham ddng bién cho nén cé thé xac dinh

gia tri twong ddi ciia ham Logarit nhu hinh dudi day:



Hinh 2. Logarit trén trudng so thue
Mot s6 tinh chat cia ham Logarit.

ty= |OgabC = |Ogab + |OgaC
ty= Iogag = logab - logac
+10gal =0

+y =logax! = - logax

2.3. Bai toan Logarit trén trweong hiru han

Xét v6i vanh da thic Zp,™ véi p 1a s6 nguyén té thi theo dinh Iy néu p 1a sb
nguyeén té thi Z 1a mot truong (Zp = GF(2)).
Tap tat ca cac phan tir khac khdng cia truong sé tao nén mot nhém nhan cyclic Zp*
Z,"=27,1{0} = {1,2,...p-1}
+ Bai toan thuan : y = amod p, (a,x € Zp")

Vidu: Xétp=19,a=2tacocac giatri y = a* nhu trong bang dudi day
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Bang 3: Cac gia tri caa y = 2Xmod 19 trén Z 19

x|11(2|3/4 (5 (6|7 |8|9 (1011|1213 |14 15|16 |17

18

2¢12/4/8(16 13 |7|14 |9|18 1715|113 |6 |12|5 |10

Chuy:
+ Néu a 1a mot phan tr nguyén thity thi a* s& di qua tit ca cac phan tir ctia nhom.
+ Néu a 1a phan tr nguyén thuy thi a' cling 13 nguyén thiy v6i (i,p-1) = 1 (p 1a sb
nguyén to).
Trong vi du trén, cac gia tri cia i théa man (1,18) =1 la 1 = (1,5,7,11,13,17). S6
luong céc gi tri cua i bang gia tri ham @(p-1).
Ni= @(p-1)= ¢(18)=6
Cach tinh ham Phi-Eulet ¢ nhu sau:
o(1) =1 va @(n) = (p-1)p*! v6i n 1a liy thira bac k cta s6 nguyén t6 p. Néu
m va n 13 hai s6 nguyén t6 ciing nhau thi ¢(mn) = @(m) . ¢(n)
Néun =pi*. p2....... p* trong d6 cac pj 13 cac s6 nguyén td phan biét thi
@(n) =n[I(1- 1/p) v6ip[n
Nhu vay trong Z*19 ¢6 6 phan tir nguyén thiy:
2=2:13=2514=2";15=211:3=213: 10 = 2V7
Céc phan tir nguyén thily nay tao thanh cac cip nghich dao nhu sau:
(2,10)2 =107
(13,3)<>13 =31
(14,15)14 =157
+ Bai todn ngugc: y = log2x, (3,X € Z7p)

Tu bang trén ta tinh dugc gia tri ham logox nhu sau :
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Bang 4: Cac gia tri log2x(mod 19) trén Z" 10

X 112/3 |4 |5 |6 (7 (8|9 (10(11|12|13|14/15|16|17 |18

2% 2 |48 |16|13|7 (1491817 |15|11|3 |6 (12|5 |10|1

logox {18 (1132 |16|14|6 |3|8 |17|12|15|5 |7 |(11|4 |10|9

Vi 28 =1 nén log.1 = 18
Mot s6 tinh chat cua ham Logarit roi rac a™
+y = logabc = (logab + logac) mod p—1
+y= |Oga§ = (logab - logac) mod p—1
+ loga™x = -logax = p -1 - logaX
+1ogal =0=p-1(vicoi0=p-1)
Nhan xét : Tl hai bang trén ta thdy hai ham thuan va nguoc déu khong phai 1a ham
d6ng bién, khi biét bai toan thuan thi mdi tim dugc bai toan nguge. Do d6 viée giai
bai toan nguoc giéng bai todn vét can, phai thir 1an luot cac trudng hop.
Viéc xac dinh Logarit cia mot phan tir bat ky trong tredng hop 1a bai toan kho giai.
Bai toan thuén :
Cho Z"p voi p 14 s6 nguyén td, a 1a mot phan tir nguyén thay (a € Z*)
Yéu cau tim y = logax véi a,.x € Z7.
Nhén xét: VX € Z"p thi :
- Bai toan c6 nghiém khi a 1a mét phan tir nguyén thay
- Bai toan c6 thé khong c6 nghiém khi a 1a phan tir bat ky
Vi du :Véi trudng hop p = 19 ta da tinh dugc 6 phan tir nguyén thiy nhu trong bang
trén. Ta sé di tim bai toan Logarit roi rac véi co s6 6 phan tir nguyén thiy nay.
Tuy nhién ta ¢ thé ap dung tinh chit ciia ham Logarit roi rac dé tinh Logarit véi co

s0 1a cac cap so6 nghich dao.
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logax = - logaX = p — 1 — logax hay loga'x + logax = p -1

Tic 12 (2,10) 1a cdp s6 nghich dao, khi d6 logiox = p - 1 — logax = 18 — logzx

Tuong tu (13,3) va (14,15) 1a cac cap nghich dao nén logsx = 18 — logisx va logisx
= 18 — logi4x

Véi quy tac nhu trén c6 thé tinh duoc cac gia tri lograrit nhu trong bang duéi day :

Béng 5: Bai toan Logarit roi rac trén Z 19

X 112 |3 |4 |5 |6 |7 |8 |9 |10|11|12|13|14|15|16|17 |18
2% 2 |4 |8 |16|13|7 |14|9 (18|17 |15 /11|33 |6 |12|5 |10 |1
logex (181 (13 |2 |16 |14 |6 (3 |8 |17 (12 |15|5 |7 |11|4 |10 |9
logwox |18 |17 |5 |16 |2 |4 |12 |15|10|1 |6 |3 |13 |11|7 |14|8 |9
13% 13117 |12 |4 14111016186 |2 |7 |15|5 |8 |9 |3 |1
logisx |18 |11 (17 |4 |14 10|12 |15|16|7 |6 |3 |1 |5 |13|8 |2 |9
logex |18 |7 (1 |14(4 |8 |6 (3 |2 |11 (1215|1713 |5 |10|16 |9
14% 1416 |8 (17107 |3 |4 |18|5 |13 |11|2 |9 |12|16|15|1
logwsx {18 |13 (7 |8 (10|12 |6 |3 |14 |5 (1215|111 (17|16 |4 |9
logisx |18 |5 |11 |10 (8 |16|12 154 |13 |6 |3 |7 |17|1 |2 |14 |9

C6 thé tinh 13* théng qua 2* nhu sau :

Ta thay 13 = 25 do d6 13*= 25¢ (mod 19). Tuong tu c¢6 thé tinh dugc 14%= 27

2.4. Logarit rai rac trong treong Galois

Co6 dinh s6 nguyén t6 p, s6 tu nhién n > 1, dat q = p". Gia sir a 1a phan t sinh
cua nhém cyclic F(q)*. Ta mudn giai phuwong trinh a* = b trong trudng F(q). Dé lam
diéu nay ta sur dung cac thuat todn véi mot co sd nhan ti. Ta xem thuat toan index-

caculus sau :
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Y tuwdng cua thuat toan nay Ia tir dang thice

m n
| |xi= | |Yj
i=1 j=1

Céc phan tir x;, yj nam trong truong hitu han Z, thi

m n
D logax; = ) logyy;(mod p —1)
i=1 J

Phuong phap don gian dé tao ra biéu thirc trén — chon phan ti bat ky g e Zp,

tinh u = a% (mod p) va bang cach lya chon chlng ta thir tim sé thoa man diéu kién

w=[]n

Sau .

T trén ta cé thuat toan sau :

Thuat toan index — calculus

Input: cho hai s6 a vab.

Output: Tim logab

Buéc 1. (Tinh toén ban dau). Trudng F(q) dong cau véi F,[x]/f (y), voi
f(¥) € F,[x] la da thirc da thirc bat kha quy bac n. Cho nén bat ky thanh phan cua
truong Fq duoc biéu dién dudi dang da thirc bac khong vuot qua n-1. Va nhan céc
da thtrc nhu vay sé& rut gon theo modulo f(y), diéu nay ching ta da tim hiéu & trudng
s6. Phan tir a; = a@D®D ¢4 bac 1a p -1 va tao thanh Fq*

Budc 2. (Lua chon co s¢ nhan tir). Co s& nhan ta B € Fq thanh lap tir tit ca
cac da thuc g bat kha quy bac khong 16n hon t, t 1a mot s6 tham sb, t < n

Budc 3. (Tim biéu thuc) Lya chon ngdu nhien m<1 , m< q-2 , ta tim cac
gia tri sao cho thoa man biéu thuc

am = ¢ | [ 9% mod F()
g €B

Véi Co € Fp tir ddy tim ra duoc biéu thic
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m = log,c, + Z a,(m)log,g(mod q — 1)
gEeB

& diy logaCo ta di biét, logag ta chwra biét do lon.
Budc 4. (Tim thuat toan cho céc phan tir cua co s¢ nhan t). Khi tim & bude
3 s lugng du 16n cua biéu thirc, ta giai hé phuong trinh tuyén tinh trong vanh Zp-1
va tim ra logag
Budc 5. (Tim Logarit riéng.) Ta tim mot gia tri cia m sao cho:
b x a™ = ¢ [I;ez9P9(mod f(x)) c1€ Fy
Tir ddy tim ra gia tri can tim

log,b = —m+ log,c, + 2 Bqlogeg (mod q — 1)

g €EB

2.5. Cac phuwong phap giai bai toan Logarit roi rac
2.5.1. Thudgt toan vét can

Pay 13 thuat toan ty nhién nhat va kém hiéu qua nhét dé tinh Logarit roi rac.
Nguoi ta ¢t thir tinh « %, a %, « 2, ... cho dén khi nao dat dugc g thi thoi. Phuong
phap nay doi hoi O(n) phép toan nhan véin 1a cip ciia « va do d6 khong hiéu qua

khi n 16n va ro rang 1a ham mii thyc sy theo logn.

2.5.2. Thudt todan budéc di lon budc di nho ( Baby-step giant-step )

Giastm=[ +/n]v6inlacipcia o .

Thuat toan budc di 16n bude di nhd 1a sy thod hi¢p gitra thoi gian va by nhd
ctia phuong phap vét can va dya trén quan sat sau 1a néu g =« * thi chung c6 thé
viét x = im + j voi 0< i,j <m. T d6 a*=a Ma i hay g (a ™) = «l. Viy nén
ngudi ta c6 thé lap bang (j,a ) voi 0 < j <m,

Sau d6 lan luot tinh g (o ™) véi i lan luot chay tir 0 dén m — 1 va tra trong

bang (j, o J) chimg nao c6 duoc dang thirc g (a ™)'= & thi ding lai.
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Thuat toan nay doi hoi khong gian luu trit 1a O( Jn ) phan tir nhom va doi hoi
O(\/; ) phép nhan dé xay dung va O( Jn logn) phép so sanh dé sip xép. Ngoai ra
né ciing can O(+/n ) phép toan nhan va O(~/n ) phép toan tra bang. Tuu chung la

né c6 thoi gian chay O(~/n ) phép toan nhém.

2.5.3. Thudt toan Pohlig — Hellman

Thuat toan nay tin dung loi thé cua phan rd cia cap n ciia nhom G. Gia sir
phan i ciia n = p1®:p2%...p:8 1 phan rd nguyén to cia n. Néu x = logg g thi
cach tiép can nay xac dinh xj = x mod pi® véi 1 < i < r va sau do sir dung thuét
toan Gauss lam viéc voi dinh 1y phan du Trung Hoa dé tim ra x mod n.

MB3i s6 xi dugc tinh theo céc chit s6 lo, I, ..., le, —1 trong biéu dién pi phan ra
ciaxi=lo+hpi+...+1le -1 pei ~1v6i 0 < Ij < pi— 1. Gia sir budc thir j ching ta

da tinh dugc lo, I, ..., lj-1. Do d6 ching ta tinh duge = o o+ hPit -+ P va o
=a"Pi.Dodb g =(p1y)" P/ = (« )i . Tr day |j dwoc tinh Logarit roi rac theo
cosb a clia g .

Khi biét trudc phan rd cta n thi thoi gian chay cua thuat toan Pohlig —
Hellman s& la O(}’ ir:lei(log n+ \/p_, ) cac phép toan nhém. Thuét toan nay chi thuc
su hiéu qua khi udc luong nguyén td pi ciia n trong ddi nhé hay n 1a s6 nguyén min.

Céc thuat toan trén day cho thdy mot diéu 1a chiung déu chay trong thoi gian

ham mil thyc sy theo sd bit diu vao. Chinh vi vy ma ching 1a khong hiéu qua khi

tan cong bai toan Logarit roi rac.

2.5.4. Thudgt todn tinh chi sé ( Index-Calculus)

Thuat toén tinh chi s6 1a thut todn manh nhét duoc biét dén khi dem tan
cong bai toan Logarit roi rac. Khong phai nhém nao ciing c6 thé ap dung thuat toan
tinh chi s6 nhung néu 4p dung duoc thi n6 cho ching ta thoi gian chay 1a ham tiéu

~

mu.
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Thudt todn tinh Logarit roi rac déi véi nhém cyclic:

Padu vao: Phan tir sinh & ctia nhom cyclic G ¢6 cdp n va phan tir g « G.

Pau ra: Logarit rdiracy =logg 5 .

Chon co so phan tich S: Chon tap con S = {p1, p2, ..., pt } cua G sao cho
“mot ty 1¢ dang ké” cuia tat ca cac phan tir ciia G ¢6 thé duge biéu dién hiéu qua nhu
1a tich ctia cac phan tir cta S.

1. Chon cac quan hé tuyén tinh lién quan dén Logarit ctia cac phn tir ctia S.
1.1 Chon s6 ngau nhiénk, 0 < k < n—1vatinh « ¥.

1.2 Thir biéu dién « ¥ thanh tich cac phan tir trong S:
ak=H p’,Ci>0
i=1

Néu thanh cong thi 1y Logarit ca hai vé cia dang thic trén dé dat
dugc quan h¢ tuyén tinh:

t

k= Z cilog,p; (modn)

i=1

2.3 Lap lai cac bude 2.1 va 2.2 chung nao t + ¢ cac quan hé nhu trén dat
duoc (cla s6 tu nhién nho chéng han ¢ = 10 sao cho hé phuong trinh da cho
v6i t + ¢ phuong trinh s& c6 nghiém duy nhat v6i xac xuét cao ).

2. Tim céac Logarit cua cac phuong trinh trong S: Tinh theo mod n giai hé
phuong trinh ¢6 t + ¢ phuong trinh v&i t 4n s6 gidng nhu trén tai budc 2 dé
dat dugc log, p,, voil < i<t

3. Tinhy:

3.1 Chon sb nguyén ngiu nhiénk, 0<i<k <n-1 vatinh g.a*.

3.2 C6 gang biéu dién B." than tich ciia cac phan tir trong S:
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Néu cb ging khong dat két qua thi lap lai budc 4.1. Nguoc lai, 1dy Logarit ca

hai vé cua déng thie thu duoc dé dat duogc :
t
log, B = (H _,dilog, p, - k)mod n
Va do d6 ching ta c6 dugc két qua cua thuat toan 1a:

yz(zt d, log, pi—k)modn.

i=1 !

2.5.4.1. Tinh chi sd trén GF(p)

Déi véi truong GF(p) v6i s6 nguyén to thi co s phan tich duge chon s& 1a t
s6 nguyén té dau tién. Quan hé phan ri trén co sé phan tich duoc sinh ra bang cach
tinh «* mod p va sir dung phép chia thong thuong dé kiém tra xem s6 nguyén nay
c6 1a tich cta cac s6 nguyén td trong S hay khong.

Vi du: Thuét toan tinh Logarit roi rac trén Z229 véi p = 229. Phan ttr sinh «
= 6 ¢o cap n = 228. Xét trudng hop g = 13. Khi logsl3 duoc tinh nhu sau day sir
dung k¥ thuat tinh chi sb:

1. Co s6 phan tich dugc chon la 5 sb nguyén td du tién S = {2,3,5,7,11}.

2. Sau quan hé sau ddy lién quan dén cac phan tir cta co so phan tich da dat

duoc:
61%mod 229 = 180 = 22.32.5
6'%mod 229 = 176=2%.11
6!2mod 229 = 165 =3.5.11
6%2mod 229 = 154 =2.7.11
643mod 229 = 198 = 2.32.11
6°%mod 229 = 210 = 2.3.5.7

Céc quan hé nay mang lai 6 phuong trinh sau day lién quan dén céc phan tir
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trong co s& phan tich:

100 = 2loge2 + 2l0ge3 + logs5 (mod 228)

18 = 4loge2 + logs11 (mod 228)

12 =loge3 + loge5 + l0gs11 (mod 228)

62 = loge2 + loge7 + l0gs11l (mod 228)

143 = loge2 + 2loge3 + loge1l (mod 228)

206 = logs2 + loge3 + l0geb + logs7 (mod 228)
3. Giai hé phuong trinh tuyén tinh c6 sau phuong trinh v6i ndm 4n s6 ching
ta thu duoc 101 giai loge2 = 21, loge3 = 208, loge5 = 98, logs7 = 107 va
logell = 162.
4.Gia st s6 nguyén k = 77 duoc chon thi vi rang f.a* = 13.677 mod 229 =
147 = 3.72
Vva suy ra rang: logel3 = (l0oge3 + 2loge7 — 77 ) mod 228 = 117.

2.5.4.2. Tinh chi s trén GF(2")

Céc phan tir cua truong hitu han F;n duoc biéu dién thanh cic da thirc trén
Z2[x] ¢6 bac cao nhat 1a n — 1 v6i phép nhan duge thuc hién modulo mot da thirc bat
kha quy f(x) co bac n trén Z2[x]. Co s¢ phan tich S duoc chon 1a tap cac da thic bat
kha quy trén Z2[x] c6 bac cao nhat 1a mot can b ndo d6. Quan hé phén tich dugc

k

sinh bang cach tinh «* mod f(x) va st dung phép chia thong thuong dé kiém tra

xem da thirc nay c¢6 la tich cua cac da thure trong S khong.

Vi du: Thuat toan tinh Logarit trén F,,. Da thire f(x) = x” + x + 1 bat kha quy
trén Z,. Tir d6 cac phan tir cia trudng hitu han GF(27) ¢6 cap 128 duoc biéu dién Ia
mot tap cua tat ca cac da thic trén Z[x] c6 bac cao nhét 12 6 véi cac phép nhan
duge thuc hién modulo f(x). Cép cua Fplan=2"-1=127va o« =x1a phan tir
sinh ctia Fy7. Gid st p =x*+x3+x2+x + 1. Khido y = loga g c6 thé dugc tinh

nhu sau st dung k¥ thuat tinh chi sé:
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1. Co s& phan tich dugc chon 14 tap tat ca cac da thirc bat kha quy trén Z2[X]
cobaccaonhdatla3: S={x, x+ 1, x2+x+1,x3+x+1,x3+x2+1}
2. Nam quan hé sau day lién quan dén cac phan tir ciia co so phan tich da
dat duoc:
x*® mod f(x) = x® + x* = x4(x+1)?
X108 mod f(x) = x® + x® + x* + x = x(x+1)’(x®* + x> + 1)
X2 mod f(x) = x8 + x>+ x3 + x2 = x3(x+1)A( x>+ x + 1)
x® mod f(x) = x>+ x2+x+1=(x+1)*(x*+x+1)
X2Pmod f(x) =xC+ x> +x* + X3+ X2+ x+ 1= (X +x+1)(x3+ x2 + 1)
Dé cho thuan tién chung ta ki hiéu p1 = logxX, p2 = logk(x+1), ps = logx(x?
+ X +1), pa = logx(x® + x +1), ps = logx(x® + x? +1). Sau d6 chung ta c6
cac phuong trinh:
18 = 4p1 + 2p2 (mod 127 )
103 = p1 + 2p2 + p3 (Mod 127 )
72 = 2p1 + 2p2 + ps(mod 127 )
45 = 2p; + 2p4 (Mod 127))
121 = ps + p3 (Mod 127 )
3. Giai hé phuong trinh tuyén tinh gdm nam phuong trinh va nim an s
ching ta thu dugc p1 =1, p2 =7, p3 = 56, ps = 34 va ps = 90.
4. Gia sir k = 66 duoc chon thi vi rang:
Ba’ = (X + X0+ X+ x+1)x*mod f(x) = x°+x° + x = x(x* + x+1)°
Va tir day suy ra rang:
log, (x* + x* + x* + x+1) = (p, + 2p, —66) mod127 = 47
Néu chung ta biéu dién ham thoi gian chay cua thuat toan A véi dau vao 1a
céc phan tir cta truong hitu han GF(q) nhu sau déy:

L [a.c]=o(exp((c+o(1))(Ing)*(InIn )" )
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Véi ¢ 1a hiang s6 duong va « 13 hang s6 thoa man 0 < o < 1 thi A khi d6 1a
thuat toan thoi gian tiéu ham mi. Khi « = 0 thi Lq[0,c] 14 da thirc theo Inq con khi
a = 1thi Lg[1,c] 1a da thirc q va nhu vay né 1a mi thuc su theo Ing.

Thuat toan chi sb trén GF(q) trong ca hai trudng hop q = p voi p nguyén t6
va q=2" déu c6 thoi gian chay ky vong 1a Lq[% ,c] v6i c>0 1a hing sb. Thoi gian
chay ky vong ctia thuét toan tinh chi s6 1a tiéu ham mii t5t hon so v6i cac thuat toan
thoi gian chay 1a ham mii thuc su truéc diy nhung chua phai 13 tot nhat ca vé 1y
thuyét va thuc hanh hién nay.

Nguoi ta tim ra nhitng thuat toan 13 bién thé cia thuat toan tinh chi sé theo
nghia sir dung nhitng k¥ thuat toan hoc va moi truong tinh toan dic biét dé thiét ké
thanh céc thuat toan co6 thoi gian chay t6t hon vé ly thuyét va thuc hanh. Mot loai

thuat toan nhu vay chinh 13 thuét toan sang truong sd voi thoi gian chay 1a Lq[l .C]
3

v6i q = p nguyén té va ¢ = 1.923.
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CHUONG 3: HE MAT ELGAMAL TREN TRUONG PA
THUC

3.1. Trao d6i khoa Diffie Hellman

Trao d6i khoa Diffie Hellman 1 so d6 khoa cong khai dau tién duoc dé xuit
boi Diffie va Hellman nam 1976 cung véi khai niém khod cong khai. Sau nay dugce
biét dén boi James Ellis (Anh), ngudi dd dé& xuit bi mat ndm 1970 mé hinh twong
tu. Pay 1a phuong phap thuc té trao d6i cong khai cac khoa mat. Sy ra doi cua giao
thtrc trao doi khoa Diffie — Hellman duoc xem 1a budc mé dau cho linh vuc ma

khoé cong khai. N¢ thiic ddy viéc nghién ctru dé xuét cac ma khoa cong khai.

Alice Bob

Common paint
Secret colours
Public transport
(assume that

mixture separation
is expensive)

i
M

I

A
| @
A \

i

P—--—q

-+

Secret colours

Common secret

Hinh 3. Trao déi khéa Diffie-Hellman
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3.1.1. Bai toan Diffie Hellman:
Cho m6t nhém cac Cyclic hiru han G va cac phan tir

o Khong thé dung dé trao d6i mau tin bét ky.

o Tuy nhién n6 c6 thé thiét lap khoa chung.

o Chi c6 hai ddi tac biét dén.

o Gia tri khoa phu thudc vao cac dbi tac (va cac thong tin vé khoa cong
khai va khoa riéng ctia ho).

o Dua trén phép toan liy thira trong truong hitu han (modulo theo sb
nguyén t6 hodc da thirc) 1a bai toan dé.

o D0 an toan dua trén do kho cuia bai toan tinh Logarit roi rac la bai toan

kho.

3.1.2. Khoi tao Diffie Hellman
e Moi nguoi dung thoa thuan dung tham sé chung:
o S6 nguyén td rat 16n q hoic da thirc.
o o la cin nguyén to cia mod q.
e MJdi nguoi dung (A chang han) tao khoa ctia minh:
o Chon mot khoa mat (s6) ciia A: Xa < (
o Tinh khoa cong khai cua A: Y, = a*4 mod g
o Mbi nguoi dung thong bao cong khai khoa ctia minh Y.
3.1.3. Trao déi khod Diffie Hellman
e Khoa phién dung chung cho hai nguoi st dung A, Bla K,
K,; =a**B modq
= Y,”® mod q (ma B c6 thé tinh)
=Y,4 mod g (Ma A co thé tinh)

e K,y duoc sir dung nhu khoa phién trong so d6 khoa riéng giita A va B
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e A va B lan luot trao d6i v&i nhau, ho c6 khoa chung Kag cho dén khi ho chon
khoa méi.
e Kétham mi can x, do d6 phai giai tinh Logarit roi rac.
Vi du:
Hai ngudi sir dung Alice & Bob muén trao d6i khoa phién:
- Bong ¥ chon s nguyén t6 q =353 va a =3
- Chon céc khoa mat ngau nhién:
A chon x4 =97, B chon xz =233
- Tinh céc khoa cdng khai:
Y, = 3% mod 353 = 40 (Alice)
Yz=3%3mod 353 =248 (Bob)
- Tinh khoé phién chung:
Kag= Y54 mod 353 = 248% = 160 (Alice)

Kas= Y, ® mod 353 = 40%%= 160 (Bob)
3.2. Hé¢ mat ElGamal [3,Tr 294]

3.2.1. Gigi thiéu

Hé ma ElGamal la mot hé mat ma cong khai. HE ma nay dua trén bai toan
Logarit roi rac. Tinh an toan cua hé mad nay dua vao do phuc tap cua bai toan
loogarit.

Hé ElGamal 1a mot bién thé cia so do phan phéi khoa Diffie Hellman, dugc
dua ra nam 1985. So v4i hé md RSA , hé ElGamal khong c6 nhiéu ric rdi vé van dé
ban quyén sir dung.
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=% ' ) Thudt todn khdi tao bd khéa

Sender Receiver

ABCD

| ABCD
[ M3 hoa | : Giai m3 | I

Thuat toan ma héa Elgamal
Thudt todn giai ma Elgamal

private key x
m = e*(d*)* mod p
An toan

Hinh 4. H¢ mat ElIGamal
3.2.2. Thii tuc tgo khoa
Mbi bén lién lac A, B tao cho minh mét ciap khda cong khai va khoa bi mat
nhu sau:
1. Chon s nguyén té du I6n p sao cho sao cho bai toan logarit roi rac trong
Z, la kho giai.
2. Cho g € Zp* 1a phan tir nguyén thiy
3. Chon khoa bi mat x 1a s6 ngau nhién sao cho 1< x < p - 1. Tinh khéa
cong khai y theo cong thuc: y = g* (mod p)
4, Str dung ba gia tri (p, g, y) lam khoa cong khai cta nguoi nhan va gi

chung cho ngudi sir dung can ma hoa théng tin bi mat giri cho minh.

3.2.3. Ma hoa hé ElGamal
Gia sir B can giri ban tin M cho A, B s& thuc hién cac budc sau:
1. B nhan khoa cong khai caa A: (p, 9, Y)
2. B chon sé nguyén k ngau nhién véi 1 < k < p — 1 va tinh gia tri theo cong

thic :

Yy = g¥modp
5 =M(g*)* modp

Khi (A)" mudn tim m tis (d.e) thi phai s dung
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Gia sur ban tin dd dwoc biéu thi dudi dang mot sé6 nguyén M trong dai
(1,...,p-1) Phép tinh mi dwoc tinh bang thuat toan nhan va binh phuong theo
modulo

3.BguibanmaC=(vy,d)choA

Ta nhan thdy ban ma C duogc ghép tir v , & nén né c6 do dai bit bang 2 lan do

dai cua M, day 1a nhuoce diém cua hé mat nay.

3.2.4. Gidi ma h¢ ElGamal
A nhan ban ma C tir B va tién hanh giai ma theo cac budc sau:
1. A sit dung khéa bi mat a dé tinh:
y**mod p = g®* mod p (Viy**? = (¢)*)
2. A khéi phuc ban ré bang cach tinh:
SyPimodp=Mg*g¥=M

3.2.5. Tinh diing ddn cia thugt toan mdt ma hé ElGamal
Thuat toan mat ma ElGamal hoan toan 1a ding dan. Vi cach khoi phuc ban
tin ban dau M bang céach :
Sy modp=Mg*gk=M

Nhu vay, ban ré nhan dugc sau giai ma chinh 13 ban rd ban dau M.

3.2.6. Vi du
Cho hé méd ElGamal c6 p =347, g =23,a=67.

Tatinh y = g2 mod p = 23% mod 347 = 77, tir d6 suy ra khoa cong khai 1a
(p, 9, y) = (347, 23, 77) va khoa bi mat la: a = 67.
Pé ma hoa théng diép ky tu “0”, ta chuyén né thanh sb, chiang han co thé
liy twong tmg CAC chit cai “a” dén “z” vai cac s6 tir 0 dén 25 thi “0” tng véi 14.
V6i M = 14 ta chon s6 ngau nhién k, chang han k = 54 rdi tinh
v =g* mod p = 23% mod 347 = 278.
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Tiép tuc tinh & = M.y* mod p = 14.77%* mod 347 = 59.
Vay ban méa gui di sé€ la (278, 59).

Khi nguoi nhan nhan dugc ban ma (278, 59) sé tién hanh tinh nhu sau: Tinh

y2 mod p = 278% mod 347 = 29 rdi tinh Z1 = 29" mod 347 = 12 Tiép tuc
tinh 6 .y ® mod p = (59. 12) mod 347 = 14.

Do di thoa thuan trude vé viée chuyén doi ky tu nén nguoi nhan doc lai
dugc ky tu “0” 1a ban rd ban dau.

Ta cO nhan xét 1a khi giai ma, ngudi nhan khong hé biét s6 ngau nhién k
ma ngudi giri ding dé ma hoa. Picu d6 ciing co nghia 1a voi cling mot khoa,
cling mot ban rd ¢ thé ¢d nhidu ban ma khac nhau ma nguoi nhan van giai
ma dung.

3.2.7. Tham ma hé ElGamal

Hé mat EIGamal s& bi phd v& néu khoa mat x hoic k ¢ thé tinh duoc. Pé
tinh duoc x hodc k, can phai gidi mot trong hai bai toan logarit roi rac, tuy nhién
vi€c giai bai toan logarit roi1 rac nay 1a vi¢c kho.

Chung ta c6 hai thuat toan dé giai bai toan Logarit rdi rac

- Thuat toan Shanks

- Thuat toan Pohlig — Hellman

Thuat toan Shanks

Thuat toan nay c6 tén goi khac 1a thuat toan thoi gian — by nhé. Tu tudng
ctia thuat toan 1a néu ta ¢ da bo nhd thi c6 thé s dung bo nhd d6 dé giam thoi
gian thuc hién cua thuat toan.

Input: S6 nguyén t6 p, phan tir nguyén thay a ctia Z7p, s6 nguyén tiy

Output: Can tim a sao cho y= amod p

Thuat toan:

Goi m = [ (p-1)¥2 ] (lay phan nguyén)

1.Tinh a™ mod p véi 0 <j <m-1.
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2.S4p xép céac cap (j, a™ mod p) theo a™ mod p va luu vao danh sach L1.

3.Tinhya' mod p, 0 <i<m-1.

4.Sap xép cac cap (i, ya'mod p ) theo ya' mod p va luu vao danh sach L2.

5.Tim trong hai danh séch L1 va L2 xem c6 ton tai cip (j, a™ mod p) va
(i, ya'mod p ) ma a™ mod p =ya'mod p .

6. Tinhx=(mj+1i) mod (p -1)

3.3. Hé mat ElIGamal trén trwong da thic

Dua trén cac hé thdng an toan va ciu tric c6 sin dé xay dung hé mat
ElGamal véi hai lity dang nguyén thay. Ching ta sira d6i kiéu che giau di lidu d6 1a
theo phuong phap nhan va phuong phap cong. Ciing gidng nhu hé mat ElGamal
trong trudng nguyén té Z, nhung ching don gian hon vé mat tinh toan.

Kiéu che d4u dix liéu cé nhiéu cach, kiéu che gidu gbc cua hé mat 1a che giau
kiéu nhan. Vay ching ta c6 thé thém kiéu che giau dit liéu theo kiéu cong. Cong s&
d& hon vé tinh todn nhung vé& mat an toan s& kém hon.

Vanh da thac véi hai liy dang nguyén thuy bat kha quy cé dang
Zo2[X]/(1+x)g(x) véi g(x) 1a da thirc bat kha quy nguyén thity véi bac m

Céac nhom nhan cia vanh bao gom:

+ {X'mod (1+x)g(x)}i=1,2"-1
+ {(x+g(x))" mod (1+x)g(x)

+ 9(x)

+ 0

3.3.1. H¢ ma ElGamal theo phwong phdp céng trén vanh da thuc véi hai
Iy ding
3.3.1.1. Tao khoa

Trong hé ma hoa ElGamal nay, cac khda cong khai va khda bi mat duoc tao

ra nhu sau:
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Buéc 1: A chon vanh da thuc véi hai liy ding nguyén thuy bat kha quy
Z[x]1/(1+x)g(x)
Buwéc 2: A chon a(x) 1a da thuc bat nguyén thay kha quy
Budgc 3: A chon khéa bi mat a 1a sé ngau nhién sao cho 1< a < 2™ — 1. Tinh khéa
cong khai A(x) theo cdng thie o?(x) mod (1+x)g(X)
4. A st dung ba gia tri (Z2[x]/(1+x)g(x), a(x), A(x)) lam khoa cong khai cua ngudi
nhan va giri chung cho ngudi sir dung can ma hda théng tin bi mat giri cho minh.
3.3.1.2. Méahoa
Gia s B ¢ doan théng tin M(x) can giri cho A.
Khi d6 dé gui ban tin M(x) cho A, s& thuc hién cac buéc nhu sau:
Buéc 1: B chon s ngau nhién b théa man 1< a < 2™ — 1, sau d6 B tinh gié tri y(x)
theo cong thuc:
(x) = a”(x) mod (1+X)g(x).
Str dung khoa cong khai cia A dé tinh:
3(x) = (M(x) + A°(x)) mod (1+X)g(x).
Buéc 2: B gui ban ma gom (y(x), 8(x)) dén A
3.3.1.3. Giaima
Dé khoi phuc ban rd ban dau M(X) tir ban ma (y(x), 8(x)) nhan duoc, A sir
dung khoa bi mat a cia minh dé tinh toan va thyuc hién cac bude nhu sau:
M(x) = 8(x) + y*(x) mod (1+x)g(x)
= [M(x) + A°(x) + y*(x) ] mod (1+x)g(x)
= [M(x) + a®°(x) +a?(x) ] mod (1+x)g(x)
=M(x)
3.3.1.4. Vidu
Tao khda

Buéc 1: A chon truong da thirc Zo[X]/(1+X).(x*H+x+1)
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Buéc 2: A chon da thirc bat kha quy nguyén thay a(x) = x3+x+1
Buéc 3: A chon khoa bi mat a = 4 13 s6 ngau nhién. Tinh khoa cong khai
A(X) = (x3+x+1)* mod (1+x).(x*+x+1) =x3+x2+1
Budéc 4: A st dung ba gia tri (Z2[X]/(1+x).(x*+x+1), x3+x+1, x3+x?+1) lam khoa
cbng khai cta nguoi nhan va gui chdng cho B
Ma hoa
Gia sir B mudn gui ban tin M(x) = x* + x2 + 1 cho A
Buéc 1: B chon b =5 vatinh y(x) = (x3+x+1)° = x*+x+1
B st dung khoa cong khai ctia A dé tinh: §(x) = (x* +x2+ 1) + (X3 + x2+ 1)°=0
Buoc 2: B gui ban ma ¢ = [y(x),6(x)] cho A
Giai ma
A nhan ban méa c va tinh M(x) = v3(x) + 6(x)

= (X*x3+1)* + 0 = xH+x?+1

3.3.2. H¢ ma ElGamal theo phwong phdp nhdn trén vanh da thirc voi hai
liy dang

3.3.2.1. Tao khoa

Trong hé ma hda EIGamal nay, cac khda cong khai va khda bi mat dugc tao

ra nhu sau:

Buéc 1: A chon vanh da thac véi hai liiy dang nguyén thuy bat kha quy

Zo[X]/(1+x)g(x)
Buéc 2: A chon a(x) 1a da thirc bat nguyén thity kha quy

Buéc 3: A chon khoa bi mat a 1a s6 ngau nhién sao cho 1< a < 2™ — 1. Tinh khéa

cong khai A(x) = a?(x) mod (1+x)g(x)

Buoc 4: A st dung ba gia tri (Z2[x])/(1+x)g(x), a(x), A(x)) lam khoa cong khai cua

ngudi nhan va giri ching cho ngudi sir dung can ma hoa thong tin bi mat giri cho

minh.
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3.3.2.2. Ma hoa
Gia st B ¢6 doan théng tin M(x) can giri cho A.

Khi d6 dé giri ban tin M(x) cho A, s& thuc hién cac budc nhu sau:
Buéc 1: B chon s ngau nhién b théa man 1< a < 2™ — 1, sau d6 B tinh gié tri y(x)
theo cong thac:
(x) = a”(x) mod (1+X)g(x).
Str dung khoa cong khai cia A dé tinh:
5(x) = M(x).AP(X) mod (1+x)g(X).
Buéc 2: B gui ban md gom (y(x), 8(x)) dén A
3.3.2.3. Giai ma
Dé khoi phuc ban rd ban dau M(X) tir ban ma (y(x), 8(x)) nhan duoc, A sir
dung khoa bi mat a cia minh dé tinh toan va thyuc hién cac bude nhu sau:
M(x) = 8(x) .(v*(x))* mod (1+x)g(x)
= (M(x).A°(x).y*(x)) mod (1+x)g(x)
= M(X).0?®(x).0r?°(x) mod (1+x)g(X)
=M(x)
3.3.2.4. Vidu
Tao khda
Buéc 1: A chon truong da thic Zo[X]/(1+X).(x*H+x+1)
Buéc 2: A chon da thirc bat kha quy nguyén thay: a(x) = x3+x+1
Buoc 3: A chon khda bi mat a =4. Tinh khéa cdng khai
A(X) = (x3+x+1)* mod (1+x).(x*+x+1) =x3+x2+1
Buéc 4: A st dung ba gia tri (Z2[X]/(1+X).(x*+x+1), x3+x+1, x3+x%+1) lam khoa
cong khai va gui chung cho B
Ma hoa

Gia st B mudn gui ban tin M(x) = x* + x2 + 1 cho A
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Buéc 1: B chon b =5 vatinh y(x) = a®(x) =(x3+x+1)° = x*+x?+1

Str dung khoa cong khai cia A va tinh:

3(x) = M(X).AP(x) = M(x).02°(X) = (x*+x%+1)(x3+x%>+1)%° = x>+x+1

Buéc 2: B gui ban ma ¢ = [y(x),8(x)] = [x*+x%+1, x?+x+1] cho A
Gigi ma

A nhan ban ma c va tinh:

M(x) =8(x). Y3(X) = (X* + x + 1)( X% + X + 1) = (x*+x?+1)

3.3.3. D¢ antoan
Hé¢ thdng ElGamal dua trén bai toan Logarit roi rac. Tinh an toan caa no tiy

thudc vao d6 phuc tap caa bai toan Logarit roi rac

Trong bai toan vé hé ElGamal

+ p 1a s6 nguyén t4, a 1a phan tir nguyén thay cua Z*, (p va a 1a ¢ dinh)

+ Bai toan Logarit roi rac c¢é thé duoc phat biéu nhu sau: Tim 1 s mil x duy nhét
(0< x < p -1) sao cho a* =y mod p, véi y thudc Z*, cho trudc.

+ Bai toan c6 thé giai dugc bang phuong phéap vét can (tirc duyét tat ca phan tir x dé
tim x thoa man. Bai toan c6 do phuc tap 12 O(p). Véan dé dit ra 1a néu p rat 16n thi dé
thuc hién phuong phap nay phai can thoi gian rat I16n, do dé khong kha thi dé tim ra

X. H¢ mat an toan, khoé bi tham ma giai ma.
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KET LUAN

Luan van nghién ctu giai quyét bai toan vé ma hoa, giai quyét bai toan ElGamal
trén truong da thac. Tur viéc giai quyét bai toan la nén tang cho nhiéu ung dung
trong thuc té nhu dich vy thwong mai dién tu, chit ky s, ca thé hoa thé trong ngan
hang, bau cir ...
Luan vin dd dat duoc mot sé két qua chinh sau:
e Tim hiéu vé bai toan Logarit roi rac, mot s6 thuat toan giai bai toan Logarit
roi rac.
e Tim hiéu cac phuong phap che dau dit liéu trén vanh Zp, Z,", tir d6 (ing dung
vao hé mat ElGamal trén truong da thirc
e Nghién ctru vé hé mat EIGamal trén truong da thirc voi hai lily dang nguyén

thay va lay vi du minh hoa cu thé

1. Han ché
e Dung lugng b6 nhé danh cho viéc Iuu trir khoa Ion
e Tbc @6 ma hoa cham do phai xir ly va tinh toan gia tri 16n, dé hé mat duoc an
toan thi tham sé bac cua da thtc phai du I6n. Do bac da thirc cang 16n thi do

phurc tap cua bai toan logarit cang lon.

2. Hwéng phat trién
e Ung dung chit ky sd, dich vu thuong mai.
e Két hop kiéu che dau dir liéu khac an toan hon va téc d6 nhanh hon
e Tim hiéu hé mat ElGamal trén vanh da thic v6i nhiéu hon 2 liy dang

nguyén thuy
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