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MO DAU

Cung véi su phat trién cua cong nghé thong tin va truyén théng, mang mdy tinh dang
tr¢ thanh mot phuong tién diéu hanh thiét yéu trong moi linh vuc hoat dong cua xa hoi. Viéc
trao doi thong tin va dit liéu trong moi trudng mang ngay cang tré 1én phd bién va dang dan
thay thé cac phuong thuc truyén tin truc tiép.. Céc tai liéu, van ban déu duoc ma hoa va xtr
Iy trén may tinh truyén di trong méi trudng mang internet 1a khong an toan.

Hé mat ma ra doi nham dam bao cac dich vu an toan co ban trén nhu: hé mat ma véi
khoéa s& hiru riéng (Private Key Cryptosystems), h¢ ma véi khoa bi mat (Secret Key
Cryptosystem), hé ma hoa truyén théng (Conventional Cryptosystem) déu 1a nhitng hé mat
ma st dung ma hoa khoa ddi xung, h¢ mat ma sir dung ma hoa khoa cong khai. H¢ mat ma
khoa cong khai cho phép ngudi sir dung trao ddi cac thong tin ma khong can trao d6i khoa
chung bi mat. Mot trong nhimng thuat toan ma héa khoa cong khai duoc phat trién du trén
Hé mat ma ElGamal cho phép giai quyét cac yéu cau bao mat thong tin, dong thoi viée xéac
thuc vé nguén géc va tinh toan ven cua thong tin. Luan van s¢€ trinh bay vé hé mat ElGamal
trén truong da thirc. Giai quyét bai toan hé ElGamal trén vanh da thirc véi hai lily dang
nguyén thuy.

Pé tai nham nghién ctr vé bai toan Logarit roi rac va tmg dung giai quyét bai toan hé
mat ElGamal trén vanh da thtrc v6i hai lily dang nguyén thuy.

Luan vin duoc tac gia trinh bay 3 chuong c6 phan m¢ dau, danh muc tir viét tat,
phan két luan, muc luc, phan tai liéu tham khao. Céc ndi dung co ban cua luan vin duogc
trinh bay theo cau tric nhu sau:

Chuong 1: Kién thirc co s¢

Chuong 2 Bai toan Logarit roi rac

Chuong 3. H¢ mat ElGamal trén truong da thirc
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CHUONG 1. KIEN THUC CO SO
1.1 Khai quéat vé mat ma hoc

1.1.1 Gidi thigu vé mdt ma hec

Mat ma hoc 1a nganh khoa hoc ¢ng dung toan hoc vao viéc bién doi thdng tin thanh
mét dang khéc véi muc dich che déu néi dung, y nghia thdng tin can ma héa. Day la mot
nganh quan trong va cé nhiéu tmg dung trong doi song xa hoi. Ngay nay, cac tng dung ma
hoa va bao mat thdng tin dang duoc sir dung ngay cang phé bién hon trong céc linh virc
khac nhau trén thé gidi, tir cac linh vuc an ninh, quan su, qudc phong..., cho d&én cac linh

vuc dan su nhu thuong mai dién tir, ngan hang. ..

1.1.2 Vin dé vé ma hoa
Mat ma hoc 1a moét linh vuc lién quan voi cac ki thudt ngdn ngir va toan hoc dé dam
bao an toan thong tin, cu thé 1 trong thong tin lién lac.
Mat ma c¢d dién cha yéu ding dé che dau dir liéu. Vi mat ma hién dai ngoai kha ning
che dau dir liéu, con dung dé thuc hién: Ky s, tao giao dién thong diép, giao thirc bao toan di
liéu, xéac thuc thuc té. ...
Theo nghia hep, mat ma dung dé bao mat dir liéu, ngudi ta quan niém: Mat ma hoc la
mon khoa hoc nghién ctru mat ma: tao ma va phan tich ma (tham ma).
Mat ma dam bao nhitng tinh chat sau:
e Tinh bi mat (Bio mat): Thong tin khong bi 16 ddi véi nguoi khong duoc phép
nhan
e Tinh toan ven (Bao toan): Ngin chin hay han ché viéc bo sung, loai bo va sta
chita dir li¢u khong duoc phép.
e Tinh xéc thuc (Ching thuc): Xéc thuc ding thyuc thé can két ndi, giao dich. Xac
thuc dung thuc thé ¢6 trach nhiém vé noi dung thong tin.
e Tinh san sang: Thong tin san sang cho ngudi dung hop phap.
Tham ma (pha m4) 13 tim nhitng diém yéu hodc khong an toan trong phuong thirc mat
ma hoa.

Hé ma hoa 1a dung mot quy tic nhat dinh dé ma hoa thong tin. Hé ma hoa duoc dinh



3

nghia 12 mot bo nam thanh phan (P,C,K,E,D) thoa mén cac tinh chét sau:
e P (Plaintext) 1a tap hop hitu han cac ban 13 co thé.
e C (Ciphertext) 14 tap hop hitu han cac ban ma co thé.
e K (Key) la tap hop cac ban khoa cé thé.
e E (Encrytion) la tAp hop cac quy tic mé héa co thé.

D (Decrytion) 1a tap hop cac quy tic giai mé co thé.

C6 hai loai ma hoa: Ma héa khoa d6i xtng va ma hoa khoa bat dbi xtng

Hé mat ma ddi xtmg (hay con goi 1a mat ma khoa bi mat): 1a nhitng hé mat ding chung
mot khoa ca trong qua trinh ma hoéa dir liu va giai ma dir liu

Hé mat ma bat ddi xtng (hay con goi 1a mat ma khoa cong khai): Cac hé mat nay dung
chung mot khoa dé ma hoa sau d6 dung mot khoa khac dé giai ma, nghia 1a khoa dé ma hoa
va giai ma la khac nhau.

1.2 Co sé todn hoc

1.2.1 Modulo sé hec

Toan tir modulo (mod n) &nh xa tdi tit ca cac sé nguyén trong tap {0, 1, 2, ....,(n-1)}
va tit ca cac phép toan sé hoc duoc thuc thi trong tap hop ndy. Ky thuat nay duoc goi la
modulo sb hoc.

Tap cac s6 nguyén va cac sé nguyén khac 0 cia mod n duoc ky hiéu bai Z, va Z™,.

1.2.2 Nhém, vanh va truwong
Nhom:
Mot nhom ky hiéu 1a {G, +}, 1a mot tip G céc phan tir va mot phép két hop 2 ngoi »

thoa mén cac diéu kién sau:

+ Tinh dong: Vabe G:a*beG

+ Tinhkéthop: VabeG: (asb)sc=as(bec)

+ Phantordonvi:3e€G: ase=c*a=a,VaeG

+ Phﬁntfrnghichdéo: VaeG,3la eG:a*a'=a'sa=¢

+ Tinhgiaohoan:vabeG:a*b=b-a



4

M6t nhom dugce goi la cyclic néu c6 1 hodc nhiéu phan tir ma co thé sinh ra tat ca cac
phan tir trong nhdm, hay c6 noi cach khac: 3g € G, va € G, 3k, a=g*
Vanh :

Mot vanh R, ky hiéu {R, +, x} 1a mét tap cac phan tir va hai phép két hop 2 ngéi, goi
la phép cong va phép nhan, néu céc tinh chay sau duoc thoa man:
+ R 1a mot nhom Abel theo phép cong
+ Tinh dong ddi véi phép nhan: va,b € R : ab € R (viét tit thay cho dau X)
+ Tinh két hop dbi vai phép nhan: va,b,c € R (ab)c = a(bc)
+ Tinh phan phdi gitra phép cong va phép nhan: va,b,c € R

(a+b)c=ac+hbc
alb+c)=ab+ac

+ Tinh giao hoan véi phép nhéan: va,b € R: ab = ba
+ Ton tai phan tr don vi phép nhan: al = la=a
+ Lién quan gitra phép nhan va phan tir don vi phép cong:
Néuab=0thia=0hayb=0
Truong:

Mot truong, ky hiéu {F, +, x} 1a mot tap cac phan tir va hai phép két hop 2 ngéi, goi
la phép cong va phép nhan, néu céc tinh chat sau duoc thoa man:
+ F 1a mot mién nguyén (thoa man céc tinh chat trén cua nhdm va vanh)
+ Ton tai phan ta nghich dao cia phép nhan:

VaeFa#03aleF:aal=1

1.2.3 Trwong hiu hgn GF(p)
Dua vao phép todn modulo, chdng ta xay dung moét tap Z, nhu sau:
Cho mot sé nguyén n: Z, = {0,1,2 ...... ,n-1}
Tuong ty tap s6 nguyén Z, trén tap Z, ta dinh nghia cac phép cong va nhan nhu sau: Va,b,c
€ Zn
+ Phép cong: ¢ = a + b => phép cong trong s6 hoc thuong

Néu ¢ = (a + b) mod n => phép cong trong Zn
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+ Phép nhan: ¢ = a.b néu ¢ = (a.b) mod n
1.2.4 Sé hoc da thire va trwong hitu han GF(2")

1.2.4.1 Phép toan da thtrc thong thuong

Trong dai s, chung ta dinh nghia mot da thtc bac n (n > 0) duéi dang
n

f(x) = a,x" + ap_(x" 1+ -+ ayx+a, = z a;x!
i=0

Trong d6 ai € R, an# 0 dugc goi la cac hé sb. va ta ciing dinh nghia cac phép cong, trir nhan
da thirc nhu sau:

Cho f(x) = YL, a;x! gx) = Y, bx!

Phép cong: f(x) + g(x) = T ™M (a; + by)x!

Phép nhan : f(x) x g(x) = Y™ cix! véi ¢ = agby + ajbg_; + -+ + ayby

Phép trir f(x) — g(x) = X" (a; — by)x!

Trong 3 phép toan trén ta gia dinh a; = O néui >nvab; = 0néui > m

Phép chia da thtrc f(x) cho g(x) cling twong tu nhu phép chia sb nguyén gdm mét da thic
thuong q(X) va mot da thire du r(x). r(x) ¢6 bac nho hon g(x)

& _ rx
T

f(x) = q(x) x g(x) +r(x)
+ Da thuc trén tap Zp

Xem xét tap cac da thuc W, c6 hé s6 thudc trudong Zp.

n
= {f(X) = z aiXi voin = 0, a; € Zp,an F 0}

i=0
Trén tap W, ta dinh nghia cac phép cong trir, nhan, chia nhu sau :

n

f(x) = Zaixi g(x) = i b;x!
i=0

i=0

Phép cong : f(x) + g(x) = Zmax(m ™ (a; + b))x!
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Phép nhan : f(x) X g(x) = Xt cix! vbi ¢ = agbhy + a;bg_q + -+ + agby
Phép trir : f(x) — g(x) = 28 (a; — by)x!
Phép chia : f(x) / g(x) c6 da thirc thwong la q(x) va da thire du 13 r(x)

Trong do6 cac phép toan a; + b;, a;b;,a; — by, a;/ b; dugc dinh nghia trong tap Z,

1.2.4.2 Truong httu han GF(2")

Tuong tu nhu viéc xay dung tap Z, ding phép modulo p véi p 1a sé nguyén t, trong
phan nay ta s& xay dung mot tap Wpm cac da thirc dung phép modulo da thic.
Chon mat da thirc m(x) 1a da thirc t6i gian trén Z, c6 bac 1a n. Tap Wom bao gdm céc da thirc
trén Z, co bac nho hon n. Nhu vay cac da thirc thuoc Wpom €6 dang.

n-1

f(x) = Z aix'véia; €Z,={01,2...,p—1}

i=0

Tap Wpm ¢4 p" phan tur

1.2.4.3 GF(2") trong méa hoa

Khi thuc hién ma hoa, dbi xirng hay cdng khai, ban rd va ban ma 1 cac con sb, viéc
ma hoa va giai ma cd thé quy vé viéc thuc hién cac phép cong, trir, nhan, chia. Do d6 ban rd
va ban ma phai thuoc mot truong nao dé dé viéc tinh toan khong ra khoi truong. Viéc quy
ban rd va ban ma vé truong sé thuc khdng phai 1a phuong an hiéu qua vi tinh toan trén sé
thuc ton kém nhiéu thoi gian.

Trong béi canh d6, viéc str dung truong GF(2") 1a mot phuong an phit hop vi trudng
GF(2M ciing c6 2" phan tir. Ta c6 thé a4nh xa giita mot ham da thac trong GF(2") thanh mot

s6 nhi phan twong (g bang cach lay cac hé s6 cua da thirc tao thanh day bit an-1an-2.....aiao.
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CHUONG 2: BAI TOAN LOGARIT ROI RAC

2.1 Tong quan vé bai toan Logarit roi rac

Bai toan Logarit roi rac 1a su tiép ndi cua phép tinh logarit trén truong s thuc vao
cac nhom hitu han. Véi hai s6 thuc x,y va co s6 a>0, a#0, néu a* — y = 0 thi x dugc goi la
Logarith co sb a cua y, ky hiéu x = logay.

Logarit roi rac 1a bai toan kho (chua biét mot thuat ton hiéu qua nao), trong khi bai
toan nguoc liy thira roi rac lai khéng khé (c6 thé st dung thuat toan binh phuong va nhén).
Tinh trang nay gidng nhu tinh hinh giita bai toan thira s6 nguyén va phép nhan céc s6

nguyén. Chiing déu c6 thé dung dé xay dung cau tric cho mot hé mat ma.

2.2 Bai toan Logarith trén truwong so thuc R

+ Bai toan thuan: Ham sé y = a*vdi a,x € R viéc tinh toan ham mil nay c6 thé duoc thuc
hién dé& dang bang thuat toan nhan va binh phuong.

+ Bai toan ngugc: Phép tinh nguoc ciia ham mii chinh 1a ham Logarit y = logaX, viéc tinh
toan ham nguoc Logarit nay kho khin hon nhiéu so v&i ham thuan.

Mot sé tinh chat ciia ham Logarithm.

+y =logabc = logab + logac
ty= Iogag = logab - logac
+10ga1 =0

+y = logax! = - logax

2.3 Bai toan Logarit trén trwong hiru han

Xét véi vanh da thic Zp" véi p 1a s6 nguyén té thi theo dinh Iy néu p 1a sé nguyén t6
thi Z 12 mot truong (Zp = GF(2)).
Tap tat ca cac phan ta khac khdng cua trueong sé tao nén mot nhém nhan xyclic Z%
Z2*=27,1{0}={1,2,....p-1}
+ Bai toan thuan : y = a*mod p, (a,x € Z%)

Chuy:
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Néu a 1a mot phan tir nguyén thuy thi a* s& di qua tat ca cac phan tir ciia nhom.

Néu a 13 phan tir nguyén thuy thi a' ciing 13 nguyén thay voi (i,p-1) = 1(p 13 sé nguyén td).
+ Bai toan ngugc: y = log2X, (a,X € Z7p)

Mot sd tinh chat cuia ham Logarit roi rac a

+y = logabc = (logab + logac) mod p— 1
ty= Iogag = (logab - logac) mod p— 1
+loga'x = -logax = p -1 - logax

+10gal =0=p-1(vicoi0=p -1)

2.4 Logarit roi rac trong treong Galois

C6 dinh sé nguyén tb p, sé tu nhién n > 1, dit q = p". Gia sir a la phan tir sinh cua
nhom cyclic F(q)*. Ta mudn giai phuong trinh a* = b trong truong F(q). Pé 1am diéu nay ta
st dung cac thuat toan vai mot co s¢ nhan tu. Ta xem thuat toan index-caculus sau :

Thuét toan index — calculus

Input: cho hai sé a va b.

Output: Tim logab

Buéc 1. (Tinh toan ban dau). Trudng F(q) dong cau véi F,[x]/f(y), véi f(y) €
F,[x] 1a da thire da thic bat kha quy bac n. Cho nén bat ky thanh phan cua truong Fq duoc
biéu dién dudi dang da thiric bac khong vuot quéa n-1. Va nhan cac da thirc nhu vay s& rut
gon theo modulo f(y), diéu nay chung ta da tim hiéu & trudng sb. Phan tir a; = a@ Ve ¢6
bac la p -1 va tao thanh Fq*

Budc 2. (Lua chon co s& nhan tir). Co sd nhan tir B € Fq thanh lap tir tat ca cac da
thirc g bat kha quy bac khong 16m hon t, t 1a mot s6 tham s, t <n

Budc 3. (Tim biéu thuc) Lya chon ngau nhiéen m<1 , m < g-2, ta tim cac gia tri
sao cho thoa mén biéu thic

a™ = ¢ | | g%™ (mod f(y))
g €B

Véi co € Fp tir day tim ra duoc biéu thic

m = log,c, + Z a,(m)log,g(mod q — 1)
geB
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& day logaCo ta da biét, logag ta chua biét do Ion.

Buéc 4. (Tim thuat toan cho cac phan tir cia co so nhan t). Khi tim & budc 3 sd
lwong du 16n cua biéu thic, ta giai hé phuong trinh tuyén tinh trong vanh Zp1 va tim ra
logg

Budc 5. (Tim Logarit riéng.) Ta tim mot gia tri caa m sao cho:

b x a™ = ¢ [lges gPe(mod f(x)) c1€ Fq

Tir day tim ra gid tri can tim

log,b = —m + log,c; + z Bqlogag (mod q — 1)
gEB

2.5 Cac phwong phap giai bai toan Logarith roi rac

2.5.1 Thudt toan vét can
Pay la thuat toan ty nhién nhat va kém hiéu qua nhat dé tinh Logaritth roi rac. Ngudi

ta ctr thir tinh & %, @ %, @ 2, ... cho dén khi ndo dat dugc g thi théi

2.5.2 Thudt todn budc di lon buwéc di nho ( Baby-step giant-step )

Giasitm=[ +/n]voinlacapcia a.

Thuat toan budc di 16n bude di nho 1a sy thod hi¢p gifra thoi gian va by nhéd cua
phuong phap vét can va dua trén quan sat sau la néu g = o * thi chung c6 thé viét x = im
+iv6i0< ij<m. Tudd a*=a ™Malhay g (a ™= o). Vay nén ngudi ta co thé 1ap bang
(,a) voi0 < j<m.

Sau d6 lan luot tinh g (& ™) v6i i lan lugt chay tir 0 dén m — 1 va tra trong bang (j, «J)

chirng nao c6 dugc ding thire g (o ™) = o thi ding lai.

2.5.3 Thudt todan Pohlig — Hellman

Thuat toan nay tan dung loi thé cta phan rd cua cip n ciia nhom G. Gia st phan ra
ciia n = p1%p2%...pr& 13 phan rd nguyén t ctua n. Néu x = logy g thi cach tiép can nay
xac dinh xi = x mod pi®% va&i 1 < i < rva sau d6 stir dung thuat todn Gauss lam viéc véi dinh

Iy phan du Trung Hoa dé tim ra x mod n.
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2.5.4 Thudt todn tinh chi sé ( Index-Calculus)
Thuét toan tinh chi s6 13 thut toan manh nhét dugc biét dén khi dem tin cong bai
toan Logarith roi rac. Khong phai nhom nao ciing c¢6 thé 4p dung thuat toan tinh chi sd

nhung néu ap dung dugc thi né cho ching ta thoi gian chay 1a ham tiéu mil.

2.4.5.1.Tinh chi sb trén GF(p)

Pbi véi truong GF(p) voi sb nguyén tb thi co s phan tich duoc chon s& 13 t s6
nguyén to dau tién. Quan hé phan i trén co sé phén tich dugc sinh ra bang cach tinh o
mod p va str dung phép chia thong thuong dé kiém tra xem s6 nguyén nay c6 1a tich cua cac

sO nguyén t6 trong S hay khong.

2.4.5.2.Tinh chi sb trén GF(2")

Céc phén tir cta truong hitu han F . duoc biéu dién thanh cac da thirc trén Zo[x] c6
béc cao nhit 13 n — 1 v&i phép nhan duoc thuc hién modulo mot da thic bat kha quy f(x) co
béac n trén Zo[x]. Co s phan tich S duoc chon 1a tap cac da thic bat kha quy trén Z2[x] c6
bac cao nhat 1a mot can b ndo d6. Quan hé phan tich dugc sinh bang cach tinh «* mod f(X)
va st dung phép chia thong thuong dé kiém tra xem da thtrc nay c6 1a tich cua cac da thirc

trong S khong.
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CHUONG 3: HE MAT ELGAMAL TREN TRUONG PA THUC

3.1 Trao do6i khoa Diffie-Hellman

Trao ddi khoa Diffie Hellman 13 so d6 khoa cong khai dau tién duoc dé xuat boi
Diffie va Hellman nim 1976 cing v6i khai niém khod cong khai. Sau nay duogc biét dén boi
James Ellis (Anh), ngudi di dé xuat bi mat nim 1970 mo hinh twong ty. Pay 1a phuong
phap thyc té trao doi cong khai cac khoa mat. Sy ra doi ciia giao thic trao d6i khoa Diffie —
Hellman duogc xem 1a bude md dau cho linh vue mi khoa cong cong. NoO thic dély Viéc

nghién ctru dé xuat cac ma khoa cong khai.

3.1.1 Bai toan Diffie — Hellman:
Cho mot nhom cac Cyclic hiru han G va céc phan tir
o Khong thé dung dé trao d6i mau tin bat ky.
o Tuy nhién n6 c6 thé thiét 1ap khoa chung.
o Chi c6 hai doi tac biét dén.
o Gia tri khoa phu thudc vao cac ddi tac (va cac thong tin vé khoa cong khai va
kho4 riéng cua ho).
o Dua trén phép toan lily thira trong truong hitu han (modulo theo sd nguyén td
hoic da thirc) 1a bai toan dé.
o Do an toan dua trén d9 kho cua bai toan tinh Logarith roi rac la bai toan kho.
3.1.2 Khoi tao Diffie Hellman
e Moi nguoi dung théa thuan dung tham sb chung:
o Sbnguyén td rat 16n q hoic da thue.
o a lacdnnguyén t6 cia mod q.
e Mbi nguoi dung (A chang han) tao khoa ctia minh:
o Chon mdt khoa mat (sé) cua A: xa<(
o Tinh khod cong khai ciia A: y, = o’ mod g.
o Moi nguoi dung thong bao cong khai khoa ctia minh ya
3.1.2 Trao doi khod Diffie Hellman
e Khod phién dung chung cho hai nguoi st dung A, B 1a Kas
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K,z =a**B modq
=Y, mod q (ma B c6 thé tinh)
=Y,4 mod g (M A co thé tinh)
e Kag dugc sir dung nhu khoa phién trong so d6 kho4 riéng giita A va B
e A va B lan luot trao d6i véi nhau, ho c6 khoa chung Kag cho dén khi ho chon khoa
moi.

e Kétham mi can x, do d6 phai giai tinh Logarith roi rac.
3.2 Hé mat Elgamal

3.2.1 Gidi thiéu

Hé ma Elgamal Ia mot hé mat ma céng khai. HE mé nay dua trén bai toan Logarit roi
rac. Tinh an toan caa hé ma nay dua vao do phuc tap cua bai toan Logarit.

Hé Elgamal 1a mot bién thé cua so dd phan phéi khoa Diffie — Hellman, duoc doja ra
nam 1985. So voi hé ma RSA , hé Elgamal khdng c6 nhiéu rac rbi vé van dé ban quyeén sir

dung.

=N ' ) Thudt todn khdi tao bd khéa

Sender Receiver

ABCD

| ABCD
‘ M3 hoa I : Giai m3 | I

Thuat todn ma héa Elgamal
Thudt todn giai ma Elgamal

Khi (A) mudo tim m tir (d.e) thi phai sa dung
private key x
m = e*(d*)"* mod p

An toan

Hinh 1. Hé mat ElGamal

3.2.2 Thu tuc tao khoa

M&i bén lién lac A, B tao cho minh mét cap khda cong khai va khoa bi mat nhu sau:
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1. Chon s6 nguyén t6 du 16n p sao cho sao cho bai toan l8garit roi rac trong Zp 1a
khé giai.

2. Cho g € Zp* 1a phan tir nguyén thay

3. Chon khoda bi mat x 14 s6 ngau nhién sao cho 1< x < p - 1. Tinh khoa cong khai y
theo cbng thac: y = g* (mod p)

4. Sir dung ba gia tri (p, g, y) lam khéa céng khai ciia ngudi nhan va guri chdng cho

ngudi sir dung can ma héa thng tin bi mat giri cho minh.

3.2.3 Ma hoa hé Elgamal
Gia st B can gui ban tin M cho A, B s& thuc hién cac budc sau:
1. B nhan khéa cong khai cua A: (p, 9, Y)
2. B chon s6 nguyén k ngau nhién véi 1 < k < p — 1 va tinh gia trj theo cong thuc :

Y= g“modp
& = M(g*)* mod p

Gia st ban tin d3 duoc biéu thi dudi dang mot sb nguyén M trong dai (1,...,p-1) Phép
tinh mil dugc tinh bang thuat toan nhan va binh phuong theo modulo
3.Bguibanma C=(y,d)cho A

Ta nhan thay ban ma C dugc ghép tir v , 8 nén n6 c6 do dai bit bang 2 1an do dai cua

M, day la nhuoc diém cua hé mat nay.

3.2.4 Gidi ma hé Elgamal
A nhan ban m4 C tir B va tién hanh giai ma theo cac budc sau:
1. A str dung khoa bi mat a dé tinh:
y**mod p = g* mod p (Viy**? = (¢)*)
2. A khéi phuc ban rd bang céch tinh:
SyP2modp=Mg*g¥k=M
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3.2.5 Tinh diing din ciia thudt todn mét ma hé Elgamal
Thuat to4n mat ma Elgamal hoan toan 1a dang dan. Véi cach khdi phuc ban tin ban
dau M bang cach :
SyPamodp=Mg*g¥*=M

Nhu vay, ban ré nhan dwoc sau giai ma chinh 13 ban rd ban dau M.
3.2.6 Vidu
Cho hé mad ElGamal c6 p =347, g =23, a=67.

Tatinh y = g mod p = 23% mod 347 = 77, tir d6 suy ra khoa cong khai 1a (p, g, y) =
(347, 23, 77) va khoa bi mat la: a = 67.
Pé ma hoa théng diép Ky tu “0”, ta chuyén n6 thanh sd, chang han co thé 1iy twong
g Céc chit Cai “a” dén “z” v4i cac sb tir 0 dén 25 thi “0” ung véi 14.
Véi M = 14 ta chon s6 ngau nhién k, chang han k = 54 r6i tinh
v =gX mod p = 23% mod 347 = 278.
Tiép tuc tinh & = M.y* mod p = 14.77%* mod 347 = 59.

Vay ban méa guri di s€ la (278, 59).

Khi nguoi nhan nhan dugc ban ma (278, 59) sé tién hanh tinh nhu sau: Tinh y* mod

p = 2785 mod 347 = 29 rdi tinh Z'* = 29 mod 347 = 12 Tiép tuc tinh § .y mod p

= (59. 12) mod 347 = 14.

Do di thoa thuan trude vé viéc chuyén doi Ky tuw nén nguoi nhan doc lai duoc ky
tu “0” 1a ban rd ban dau.

Ta c6 nhan xét 1a khi giai m&, nguoi nhan khdng hé biét s6 ngau nhién k ma nguoi
giri dung dé ma hoa. Piéu d6 ciing ¢ nghia la véi ciing mot khda, cling mot ban rd co

thé c6 nhiéu ban ma khac nhau ma ngudi nhan van giai ma dung.

3.2.7 Tham ma hé Elgamal
H¢ mat Elgamal s€ bi pha vo néu khoa mat x hodc k c6 thé tinh duoc. Dé tinh duogc
x hodc k, cAn phai giai mot trong hai bai toan loogarit roi rac, tuy nhién viéc giai bai
toan 16garit roi rac nay la viéc kho.
Chung ta c6 hai thuat toan dé giai bai toan Logarit roi rac

- Thuat toan Shanks
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- Thuat toan Pohlig — Hellman

Thuat toan Shanks

Thuat todn nay c6 tén goi khac 1a thuat toan thoi gian — by nhé. Tu tudng cua thuat
toan 1a néu ta c6 di bo nhé thi co thé sir dung bd nhé do dé gidm thoi gian thuc hién cua
thuat toan.

Input: S6 nguyén t6 p, phan tir nguyén thiy a ctia Z”p, s nguyén tiy y

Output: Can tim a sao cho y = a mod p

Thuat toan:

Goi m = [ (p-1)¥2 ] (lay phan nguyén)

1.Tinh a™ mod p véi 0 <j <m-1.

2.Sap xép cac cap (j, a™ mod p) theo a™ mod p va luu vao danh sach L1.

3.Tinhya'mod p, 0 <i<m-1.

4.Sap xép cac cap (i, ya'mod p ) theo ya' mod p va luu vao danh sach L2.

5.Tim trong hai danh sach L1 va L2 xem c6 ton tai cdp (j, a™ mod p) va (i, ya™
mod p) ma a™ mod p =ya'modp.

6. Tinh x=(mj +1i) mod (p -1)

3.3 Hé mat elgamal trén trueong da thirc

Dua trén cac hé théng an toan va cau tric c6 san dé xay dung hé mat Elgamal véi hai
lity dang nguyén thity. Chlng ta sira doi kiéu che giau dit liéu d6 1a theo phuong phap nhan
va phuong phap cong. Ciing giébng nhu hé mat Elgamal trong truong nguyén té Z, nhung
chting don gian hon vé mit tinh toan.

Kiéu che dau dir liéu c6 nhiéu cach, kiéu che giau goc cua hé mat 1a che giau kiéu
nhan. Vay ching ta c6 thé thém kiéu che giau di liéu theo kiéu cong. Cong sé& dé hon nhung
vé mit an toan s& kém hon.

Vanh da thirc véi hai lity dang nguy@n thuy bat kha quy cé dang Zz[x])/(1+x)g(x) véi
g(x) 1a da thirc bat kha quy nguyén thuy véi bac m
Céac nhom nhén cua vanh

+ {X'mod (1+x)g(x)}i=1,2"-1
+ {(x+g(x))' mod (1+x)g(x)
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+ 9(X)
+ 0

3.3.1 Hé ma Elgamal theo phwong phdp cong trén vanh da thirc véi hai liiy ding

3.3.1.1. Tao khoa
Trong hé ma héa ElGamal nay, cac khoa cong khai va khoa bi mat dugc tao ra nhu

sau:
Buéc 1: A chon vanh da thic vé6i hai lity dang nguyén thay bat kha quy Zz[x]/(1+x)g(x)
Buéc 2: A chon a(x) 1a da thirc bat nguyén thiy kha quy
Budc 3: A chon khéa bi mat a la sé6 ngau nhién sao cho 1< a < 2™ — 1. Tinh khéa céng khai
A(X) theo cong thire o?(x) mod (1+x)g(x)
4. A sir dung ba gia tri (Z2[x]/(1+x)g(x), a(x), A(x)) lam khoa cdng khai ctia nguoi nhan va
guri chung cho ngudi sir dung can ma hda thng tin bi mat giri cho minh.
3.3.1.2. Mé&hoa
Gia sir B ¢6 doan thong tin M(x) can giri cho A.
Khi d6 dé gui ban tin M(x) cho A, s& thuc hién cac budc nhu sau:
Buwéc 1: B chon sé ngau nhién b théa mén 1< a < 2™ — 1, sau d6 B tinh gi4 tri y(x) theo
cong thtrc:
(x) = a”(x) mod (1+X)g(x).
Str dung khoa cong khai ciia A dé tinh:
3(x) = (M(x) + A°(x)) mod (1+x)g(x).
Buéc 2: B giri ban ma gom (y(x), 5(x)) dén A
3.3.1.3. Gidi ma
Dé khdi phuc ban rd ban dau M(x) tir ban ma (y(x), 8(x)) nhan duoc, A st dung
khoa bi mat a cua minh dé tinh todn va thuc hién cac buée nhu sau:
M(x) = 8(x) + y*(X) mod (1+x)g(X)
= [M(x) + AP(x) +73(x) ] mod (1+x)g(x)
= [M(x) + 02°(x) + o?®(x) ] mod (1+x)g(x)
=M(x)
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33.14. Vidu
Tao khoa

Bueéc 1: A chon truong da thirc Zo[X]/(1+X).(x*H+x+1)
Buéc 2: A chon da thire bat kha quy nguyén thiy a(x) = x3+x+1
Buéc 3: A chon khoa bi méat a = 4 1a sb ngau nhién. Tinh khoa cong khai
A(X) = (x3+x+1)* mod (1+x).(x™x+1) =x3+x2+1
Buéc 4: A sir dung ba gia tri (Z2[X]/(1+X).(x*+x+1), x3+x+1, x3+x?+1) lam khda cong khai
cua ngudi nhan va gui ching cho B
Ma héa
Gia st B mudn gui ban tin M(x) = x* + x2 + 1 cho A
Buéc 1: B chon b =5 va tinh y(x) = (x3+x+1)° = x*4x%+1
B st dung khoa cong khai ciia A dé tinh: §(x) = (x* +x2+ 1) + (¥ + x2 + 1)° =0
Buoc 2: B gui ban ma ¢ = [y(x),0(x)] cho A
Giai ma
A nhan ban ma ¢ va tinh M(x) = y(x) + 6(x)

= (xHx2+1)% + 0 = xHx3+1
3.3.2 H¢ ma Elgamal theo phwong phdp nhén trén vanh da thive véi hai liiy dang

3.3.2.1. Tao khoa
Trong hé ma hdéa EIGamal nay, cac khda cong khai va khéa bi mat dugc tao ra nhu

sau:
Buéc 1: A chon vanh da thirc véi hai liiy dang nguyén thay bat kha quy Z2[x]/(1+x)g(x)
Buéc 2: A chon a(x) 1a da thirc bat nguyén thiy kha quy

Buéc 3: A chon khoa bi mat a 1a s ngau nhién sao cho 1< a < 2™ — 1. Tinh khoa cong khai
A(x) = a?(x) mod (1+x)g(x)

Buéc 4: A sir dung ba gia tri (Zo[x]/(1+x)g(x), a(x), A(x)) lam khoa cong khai ctia nguoi
nhan va giri chiing cho nguoi sir dung can ma hoa théng tin bi mat gai cho minh,

3.3.2.2. Ma hoa
Gia sir B co doan thong tin M(x) can giri cho A.
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Khi d6 dé gui ban tin M(x) cho A, s& thuc hién cac budc nhu sau:
Buwéc 1: B chon sé ngau nhién b théa mén 1< a < 2™ — 1, sau d6 B tinh gi4 tri y(x) theo
cong thuec:
(x) = a”(x) mod (1+x)g(x).
Str dung khéa cong khai cia A dé tinh:
5(x) = M(x).AP(x) mod (1+x)g(X).
Buéc 2: B gui ban md gom (y(x), 8(x)) dén A
3.3.2.3. Gidi ma
Pé khdi phuc ban rd ban dau M(x) tir ban ma (y(x), 8(x)) nhan dwogc, A st dung
khoa bi mat a cua minh dé tinh toan va thuc hién cac buéc nhu sau:
M(x) = 3(x) .(v*(x))* mod (1+x)g(x)
= (M(x).A%(x).y*(x)) mod (1+x)g(x)
= M(x).02(x).0®®(x) mod (1+x)g(X)
= M(x)
33.24.Vidu
Tao khoa
Buéc 1: A chon trudng da thiac Zo[X]/(1+x).(X*+x+1)
Buéc 2: A chon da thire bat kha quy nguyén thity: a(x) = x3+x+1
Buéc 3: A chon khéa bi mat a =4. Tinh khéa cdng khai
A(X) = (x3+x+1)* mod (1+x).(x*+x+1) =x3+x2+1
Buéc 4: A st dung ba gia tri (Zo[x]/(1+x).(x*4+x+1), x3+x+1, x3+x?+1) lam khda cong khai
va gui chdng cho B
Ma hoa
Gia sir B mudn gui ban tin M(x) = x* + x2 + 1 cho A
Buéc 1: Bchonb =5 vatinh y(x) = o®(X) =(x*+x+1)° = x*+x2+1
Str dung khéa cbng khai cua A va tinh:
5(x) = M(x).A%(x) = M(x).02%(X) = (X*+x2+1)(x3+x?+1)% = x>+x+1

Buéc 2: B gtri ban ma ¢ = [y(x),8(x)] = [x*x%+1, x?+x+1] cho A
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Gigi ma
A nhan ban ma c va tinh:

M(x) =38(x). y(X) = (X2 + X + 1)( x? + X + 1) = (x*+x%+1)

3.3.3 bd an toan

Hé théng ElGamal dya trén bai toan Logarit roi rac. Tinh an toan cua né tiy thudc
vao do phuec tap cua bai toan Logarit roi rac
Trong bai toan vé hé ElGamal
+ p 1a s6 nguyén t4, a 1a phan tir nguyén thay cua Z*, (p va a 1a ¢ dinh)
+ Bai toan Logarit roi rac c6 thé duoc phat biéu nhu sau: Tim 1 s6 mii x duy nhat (0< X < p
-1) sao cho @ =y mod p, véi y thugc Z*, cho trudc.
+ Bai toan co thé giai duoc bang phuong phap vét can (tic duyét tat ca phan tar x dé tim x
thoa man. Bai toan c6 do phac tap 1a O(p). Van dé dit ra 1a néu p rat 16n thi dé thuc hién
phuong phap nay phai can thoi gian rat 16n, do d6 khong kha thi dé tim ra x. Hé mat an

toan, khd bi tham ma giai ma.
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KET LUAN

Luén vin di dat dugc mot s6 két qua sau:

- Nghién ctru vé bai toan Logarit roi rac, mot sé thuat todn giai bai toan Logarit roi rac.

- Nghién ctru vé hé mat elgamal trén truong da thic véi hai liy ddng nguyén thay va lay vi
du minh hoa cy thé

- Tim hiéu cac phuong phap che dau dir li¢u trén vanh Z,, Z,", tir 6 tng dung vao hé mat

ElGamal trén truong da thuc



