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MO DAU

Nhu chung ta d3 biét internet 1 mot mang may tinh toan cau do hang nghin
mang may tinh tu khép moi noi ndi lai tao 1én va lugng thué bao internet taing dot
bién, dimg trude su phat trién manh mé vé sé luong thiét bi mang nhu vay thi nguy
co thiéu hut khong gian dia chi IPv4 1a diéu s& khong tranh khoi; cing v6i nhiing
han ché trong cong nghé va nhimng nhuogc diém cua IPv4 da thic day sy ra doi cia
mot thé hé dia chi Internet méi 1a IPV6 véi ciu trac dinh tuyén t6t hon, hd trg tdt
hon cho multicast, hd tro bao mat va di dong tot hon. Quan diém chinh khi thiét ké
IPv6 1a ting budc thay thé 1Pv4, khong tao ra su bién dong 16n ddi vé6i hoat dong
cua mang Internet n6i chung va cua tirng dich vu trén Internet noéi riéng, ddm bao
tinh twong thich tuyét ddi véi mang Internet dung IPv4 hién tai. Nhiing chirc ning
da duoc kiém nghiém thanh cong trong IPv4 s& van duy tri trong IPv6. Nhitng chirc
nang khong dugc str dung trong IPv4 s& bi loai bé va dong thoi trién khai mot sd
chtrc nang mai lién quan dén dia chi, bao mat, va trién khai cac dich vu mai.

Véi luong khach hang bang rong tai Hai Duong twong d6i 16n (khoang
140.000 thué bao) dé tat ca cac thiét bi dau cudi khach hang nay twong thich vai
IPV6 1a rat kho vi mot sb thiét bi dau cudi khach hang khong hd trg IPv6 vay dé ton
tai va hd trg hai giao thuc IPv4 va IPV6 trén cing dudng truyén thi chung ta can
mot giai phat dé giai quyét van dé nay; tuy nhién viéc chuyén d6i IPv4-1Pv6 ciing
can mot co ché bao mat; do vay dé tai em nghin ctu 1a “Chuyén doi 1Pv4-1Pv6
trong mang bang réng VNPT va khia canh bdo mdt lién quan” ; trong dé tai nay em
nghi ctru sdu vé phuong phap chuyén d6i IPv4-1Pv6 bang phuong phap Dual Stack;
dual stack con goi 1a co ché chong giao thuc, 1a co ché co ban nhat cho phép nut
mang dong thoi hd trg ca hai giao thirc IPv4 va IPV6, ¢6 dugc kha niang trén do mot
tram Dual Stack cai dit ca hai giao thuc IPv6 va IPv4; 1y do em chon phuong phap
Dual Stack 1a phwong phap nay dé trién khai.



CHUONG 1: TONG QUAN VE IPV4 VA IPV6

1.1. Tong quan vé IPv4
1.1.1. IPv4

IPV4 (tén tiéng anh 1a Internet Protocol version 4): giao thirc internet phién
ban 4, 1a phién ban tht tu trong qua trinh phat trién cua cac giao thire Internet (IP).
Day 1a phién ban dau tién cua IP dugc st dung rong rii.
Giao thirc nay dugc cong bd boi IETF trong phién ban RFC 791 (thang 9 niam
1981), thay thé cho phién ban RFC 760 (cong bd vao thang 1 nam 1980). Giao thirc
nay ciing duoc chuan hoa boi bd qudc phong My trong phién ban MIL-STD-1777

An IPv4 address (dotted-decimal notation)

172 . 16 .254 . 1
\4 ¥ \4 \4

10101100.00010000.11111110.00000001

| J | J
| |

lOne byte =Eight bits

|
Thirty-two bits (4 x 8), or 4 bytes

Hinh 1. 1: IPv4 dwoc viét duéi dang nhi phan

1.1.2. Céu triic dia chi |PV4
Dia chi IP duoc chia thanh 2 phan 1a network (phan mang) va phan Host
Dia chi IP c6 32 bit nhi phan va dugc chia thanh cac octet (4 cum, 8 bit)
Céc quy tic duoc ap dung khi dit dia chi IP:
- Céc bit phan mang khong dugc phép dit ddng thoi bang 0 ( Vi du: Khong
hop 1& néu dat dia chi 0.0.0.1 véi phan mang 0.0.0 va phan Host 1a 1).


https://en.wikipedia.org/wiki/IPv4
https://www.bkns.vn/ip-la-gi.html

- S& ¢6 mot dia chi mang néu cac bit phan Host dong thoi co gia tri bang 0
(Vi du: Dia chi 192.168.1.1 c6 thé gan cho Host nhung thay gia tri 0 vao
192.168.1.0 s& thanh dia chi mang va khong thé gan cho Host).

- S& ¢6 dia chi Broadcast cho mang néu cac bit phan Host dong thoi bang 1

( Vi du: Mang 192.168.1.0 c6 dia chi 192.168.1.255 1a dia chi Broadcast).

1T 0 00001179011701170001111701011001100

- 32 Bits T
o A

- 32 Bits =
10000011 I 01101100 || 01111010 Il 11001100

-4f—8 Bits =—>» -=—8 Bits —>» -8 Bits —>» -=—38 Bits —>»

131 - 108 - 122 - 204

-8 Bits ———f f— Bits e— —0 Bits m— — Bils ——

Hinh 1. 2: Ciu tric dia chi IPv4

1.1.3. Cac lop ciia dia chi |Pv4
+ Lop A:

- Lép A cua dia chi IPv4 sir dung octet dau lam phan mang va 3 octet sau
lam Host

- 0 ludn duogc chon 12 bit dau cua dia chi l6p A

- Cac dia chi mang 16p A gom 1.0.0.0 => 126.0.0.0

- Mang Lookback 1a 127.0.0.0

- Phan Host gdm 24 bit, mdi mang 16p A c6 224 — 2 Host



Class A: (0-126)

QOctet 1 Octet 2 Octet 3 Octet 4
1 a8 16 24 22

(0] [ | | |

_ het id host id

< > < >

Hinh 1. 3: Lép A cua dia chi IPv4

+Lép B

- Hai octet dau cua dia chi 16p B dugc dung lam phﬁn mang, 2 octet sau dugc
dung lam Host

- 1 va 0 ludn dugc giit cho hai bit dau cua dia chi 16p B

- Pia chi mang 16p B gom 128.0.0.0 dén 191.255.0.0 (tong cong cd 214
mang trong 16p B)

- M6t mang 16p B ¢6 216 — 2 Host vi phan Host ctia 16p nay dai 16 bit

class b
Octet g Octet2 16 Octe-l:.’»?ﬂ O(:tnem‘32
[1]0] | ] | |
net id host id
< > < >
Hinh 1. 4: Lép B cua dia chi IPv4
+ Lop C:

- Pia chi 16p C dung 3 octet dau 1am phan mang va octet sau lam phan Host

-1, 1 va 0 dugc giir cho ba bit dau cua dia chi 16p C

- Mang 16p C bao gdm cac dia chi 192.0.0 dén 223.255.255.0 (tong cong 221
mang trong 16p C)

- M6t mang 16p C c¢6 28 — 2 Host do phan Host cua 16p nay dai 8 bit



class ¢

octet 1 octet 2 octet 3 octet 4

8 16 1)

11 5] |
net id host id

< > < >

Hinh 1. 5 Lép C cia dai chi IPv4

+ Lop D:

- Lép D bao gom cac dia chi tir 224.0.0.0 dén 239.255.255

- Lop D dugc dung lam dia chi Multicast. VD: 224.0.0.5 dung cho OSPF hay
224.0.0.9 dung cho RIPv2
+ Lop E:

- Gom céc dia chi tir dai 240.0.0.0 trg di

- Bia chi 16p E dugc dung véi muc dich du phong
1.1.4. Mét s6 lwu y vé cdc l6p ciia |PV4

- Céc 16 dia chi IP gém A, B, C dwoc dung dé dat cho cac Host

) — Khi muén xac dinh diq chi IP thudc I&p nao, nén quan sat octet & vi tri
dau tién cua dia chi dé. Octet nam trong khoang gia tri t:

1 dén 126: dia chilop A

128 dén 191: dia chi 16p B
192 dén 223: dia chilép C
224 dén 239: dia chilép D

240 dén 255: dia chi lop E



1.1.5. Han ché ciia |Pv4

Hinh 1. 6 Han ché cia IPv4

- Khong c6 bat cir cach thirc bio mét nao di kém trong ciu tric thiét ké
cita dia chi IPv4: Phuong tién hd trg mi hoa dit liéu cling khéng duge tich hop
trong IPv4. Do d6, luu lugng truyén tai giita cac Host khong duoc bao mat ma chi
bao mat phd bién ¢ mirc ung dung. Ap dung IPSec — mot phuong thirc bao mat phd
bién tai tﬁng IP thi viéc bao mat luu lugng dau cudi bi han ché.

- Mot han ché nira ciia IPv4 d6 1a viéc thiéu hut khong gian dia chi: Do
phién ban nay chi str dung 32 bit dé danh dia chi nén khong gian ciia né chi ¢ 232
dia chi. Nhu vay, cung vdi sy bung nd cta internet thi tai nguyén dia chi IPv4 dang
dan can kiét. Phién ban nay gan nhu dap tng khong du so v6i nhu cau st dung.
Pé khic phuc nhitng han ché cua IPv4 dong thoi mang lai nhitng dic tinh méi cho
hoat dong mang thé hé tiép, nguoi ta da dau tu nghién ctru va cho ra doi mot giao
thire internet moi. Giao thtrc IP thé hé méi (thé hé 6: IPv6) ra doi dé khic phuc
nhirg nhuoc diém cua phién ban tién nhiém. IPV6 bao gdm 128 bit, c6 chiéu dai
gap 4 1an so véi dia chi IPv4.
1.2. Cac tinh nang cia IPv6
1.2.1. Dang mao dau géi tin mdi

Phén header cua IPv6 duoc giam xudng mirc tdi thiéu bang viéc chuyén tat
ca cac truong phu hodc khong can thiét xuéng phan header mé rong nam sau phan
IPv6 header. Viéc t6 chirc phan header hop 1y ndy 1am ting hiéu qua xir 1y tai cac
router trung gian. IPv6 header va IPv4 header 1a khong twong thich véi nhau, do d6
cac node phai duoc cai dit ca 2 phién ban IP méi co thé xir Iy cac header khac nhau

nay.



1.2.2. Khong gian dja chi lon hon:

IPV6 str dung 128 bit dé danh dau dia chi nén sé luong dia chi c6 duoc 1a rat
16n khoang 3,4.1038. Vi khong gian dia chi 16n nhu vay cho phép phan chia dia
chi thanh nhiéu mutc khac nhau tir mang tryc, mang trung gian dén dia chi cho mang
riéng cua tung t6 chtrc. Hién tai méi chi c6 mot s6 it cac dia chi dung cho cac host
nén sb luong dia chi du phong cho twong lai 1a rt nhiéu do dé s& khong can phai sir
dung k¥ thuat NAT nira.

1.2.3. Tw dpng ciu hinh dia chi:

Tuong ty nhu IPv4 v6i IPV6 cling cung cdp kha ning cdu hinh dia chi tu
dong st dung DHCP. Pong thoi nd con dua ra kha niang ty dong cau hinh dia chi
khi khong c6 DHCP server. Trong mot mang cac host co thé tu dong cAu hinh dia
chi ciia né bang cach str dung IPV6 prefix nhan dugc tir router (goi 13 dia chi link —
local). Hon nita néu trong mot mang ma khong cé router thi host cling co thé tir
dong cau hinh dia chi link — local cho no dé thong tin véi cac host khac. Véi sy phat
trién nhanh chong cta mang Internet ciing bi han ché boi su phic tap trong viée st
dung nén giao thirc IPv6 dugc xay dung voi tiéu chi don gian dé sir dung ngay ca
v6i ngudi khong hiéu biét vé cong nghé. Piéu nay dua dén mot dic diém cua IPV6
chi yéu cau mot phan nhé cho viéc cdu hinh va bao dudng mang.

1.2.4. An ninh thong tin:

Cac co ché bao mat duoc tdng cuong, cb phén tieu dé& danh cho bao mét
twong g v6i hai ki thuat bao mat trong Ipsec 1a: AH va ESP. Giao thtc IPV6 hd
trg toan b cac tinh nang ctua IPsec va cho phép st dung cac thuat todn ma hoa,
chtng thuc va tinh toan ven dir liéu DAy 1a mot tiéu chuan cho an ninh mang dong
tho1 mo rong kha ndng lam viéc dugc voi nhau cua cac loai san phflm.

1.2.5. Hé tro qos tot hon:
Phan header cta IPV6 dugc dua thém mot sd trudng méi. Trudng Flow Label trong
IPV6 header dugc dung dé nhan dang ludng dit liéu. Tir d6 router cé thé c6 nhiing

chinh sach khac nhau véi cac géi tin ¢6 ludng dir liéu khac nhau. Do truong Flow



Label ndm trong IPv6 header nén QoS van duoc dam bao khi phan tai trong c6 ma
hoa boi IPSec.
1.2.6. Giao thirc mdi cho théng tin giita cdc host lién ké:

Giao thirc kham phé node lién ké (Neighbor Discovery) ctia IPv6 bao gdm
hang loat cac mesage diéu khién dang ICMPv6 nhiam diéu khién su twong tac giira
cac node trong ciing mot mang két ndi. Giao thirc nay thay thé cho cac ban tin phat
quang b4 phéan giai dia chi ARP, ban tin tim kiém router ICMP Router Discovery,
ICMP redirect ciia IPv4 bang cac ban tin unicast va mutlticast Neighbor Discovery.
1.3. Cau tric, phan bo va cach viét dia chi IPv6
1.3.1. Céu triic géi tin \PV6 trong mang lan

Giao thire IPV6 duoc dua ra nhim thay thé giao thirc IPv4 hién nay do d6 nd
gan nhu chi lién quan t6i cac 16p trén trong mo hinh OSI. Pbi véi cac 16p dudi nhu
16p datalink va 16p vat 1y thi khong bi anh hudng. Goi tin IPv6 duogc truyén trong
mang ndi bd LAN co6 cAu tric nhu sau:

Phén header va trailer: phan dugc dong goi cua goi tin IPv6 khi & 16p 2.

IPv6 header: phan mao dau cia goi tin IPV6

Payload (tai trong): mang thong tin cia céc 16p trén.

Link Link
IPv6

layer Header Payload Layer

Header Trailer

Hinh 1. 7 Ciu tric khung ciia IPV6 tai 16p 2 trong mang LAN
Pong goi kiéu Ethernet I1: dang khung truyén dan cia IPV6 co dang nhu hinh
2 véi gia ti cua truong EtherType 1a 0x86DD ( cua IPv4 1a 0x800). Kich thudc cua
g6i tin IPV6 sir dung kiéu dong goi Ethernet II 1a tir 46 t6i 1500 byte. Destination
Address: dia chi MAC nguén, Source Address: dia chi MAC dich.

Deestination Address
(5 Byres)

Source A ddwess
i byres)

Ethertype i
(2 bytes) 8 | DD 048500 = IPy5

Hinh 1. 8: Cu tric khung truyén din IPv6 trong mang Ethernet 11
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1.3.2. Phén bé dia chi |Pv6
Tuong tu nhu IPv4 khong gian dia chi IPv6 cling dugc phan chia dua theo
gi4 trj ctia cac bit dau hay con goi 1 phuong thire dinh dang theo tién té FP (Format

Prefix). Hién tai khong gian dia chi IPv6 duoc dinh dang theo tién t6 nhu bang sau

(theo rfc2373):

Ti trong trong
Phan bd Tién t6 khéong
gian dia chi

Du triv 0000 0000 1/256
Chua gan 0000 0001 1/256
Dy trit phan bo cho NSAP 0000 001 1/128
Du trit phan bo cho IPX 0000 010 1/128
Chua géan 0000 011 1/128
Chua gan 0000 1 1/32
Chua gan 0001 1/16
Cac dia chi danh cho Global Unicast | 001 1/8
Chua gan 010 1/8
Chua gén 011 1/8
Chua gén 100 1/8
Chua gan 101 1/8
Chua gén 110 1/8
Chua gan 1110 1/16
Chua gén 11110 1/32
Chua gan 111110 1/64
Chua gan 1111110 1/128
Chua gan 111111100 1/512
bia chi Link-local Unicast 11111111 10 1/1024
Dia chi Site-local Unicast 1111111111 1/1024
Dia chi Multicast 11111111 1/256

Bang 1. 1: Bang phan bo cac loai dia chi IPv6

Theo su phan bod nay, c6 mot phén duoc danh cho dia chi NSAP, dia chi IPX
va dia chi trong cac mang riéng ao (VPN). Phan con lai ctia khong gian dia chi chua
dugc gan s& duoc sir dung trong twong lai. Nhung phan nay ¢6 thé duoc sir dung dé
mé rong nhitng dia chi dang s dung (nhu thém cac nha cung cap dia chi) hay

nhitng nguoi st dung méi (vi dy nhitng mang cuc bd hay nhiing nguoi dung don



1¢). Cht y raing nhom dia chi anycast khéng duge chi ra & trong bang vi sy phan bd
cua chung da dugc bao trum bo1 khong gian dia chi loai unicast.

Theo su phan bo nay, c6 mot phén duoc danh cho dia chi NSAP, dia chi IPX
va dia chi trong cac mang riéng ao (VPN). Phan con lai ctia khong gian dia chi chua
dugc gan s& duoc sir dung trong twong lai. Nhung phan nay ¢6 thé duoc sir dung dé
mé rong nhitmg dia chi dang st dung (nhu thém cac nha cung cip dia chi) hay
nhitng nguoi st dung méi (vi du nhitng mang cuc by hay nhitng nguoi dung don
1¢). Cht y ring nhom dia chi anycast khéng duge chi ra & trong bang vi sy phan b
cua chung da duoc bao trum bo1 khong gian dia chi loai unicast.

Theo dy dodn c6 khoang 15 % khong gian dia chi s€ dugc st dung vao giai
doan dau, con lai khoang 85 % s& dugc du trit cho tuong lai. Bé quan 1y khong gian
dia chi hiéu qua va hop 1y, cac nha thiét ké giao thirc IPV6 di dua ra hai co ché cap
phéat dia chi nhu sau.
1.4.2.1. Co ché cip phdt chung

Rt kinh nghiém tir viéc phan b dia chi cta IPv4, cac nha thiét ké IPv6 da
xay dung mdt co thé phan bd dia chi hoan toan mé, nghia 1a n6 khong phu thuoc
vao giai doan ban dau, hoan toan c6 thé thay ddi tuy thudc vao nhitng bién dong
trong twong lai vé viéc cip phat va sir dung dia chi cho cac dich vy, cac ving khac
nhau. Mit khéc, nhimg nguoi thiét ké IPv6 da du doan trudc nhitng kha ning co
thé phai stra d6i mot vai diém nhu céu trac cac loai dia chi, mo rong mot s6 loai dia
chi ... trong twong lai. Diéu nay 1a hoan toan dung din ddi véi mot giao thire dang
trong giai doan xay dyng va hoan thién.

Phén loai dia chi IPv6 khong phai chi dé cung cip diy du cac dang khudn
mau va dang tién td cia cac loai dia chi khac nhau. Viéc phan loai dia chi theo cac
dang tién t6 mot mat cho phép céac host nhan dang ra cac loai dia chi. Ung voi moi
loai dia chi cho cac Gmg dung khac nhau. Ching han dia chi c6 dang tién t6
FES80::/16 host s& nhan dang d6 1a dia chi link-local chi dé két nét cac host trong
cung mgt mang ...; hodac vdi dia chi c6 dang tién t& 3FEE::/16 s& hiéu d6 1a dia chi
cua mang 6Bone cung cép. Mat khac, véi dinh dang cac dia chi theo tién tb cling
cho phép don gian trong cac bang dinh tuyén vi khi d6 cac ddu vao cua cac bang
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router s& 13 nhitng tién t6 don gian, chidu dai ctia nd s& bién ddi tir 1 toi 128 bit. Chi
cO ngoai 1¢ duy nhat khi nhirng dia chi d6 1ién quan t&1 nhitng dia chi ddc biét. Cac
host va router thuc su phai nhén ra cac dia chi "muticast", nhitng dia chi nay khong
thé duoc xtr Iy gidng nhu cac dia chi "unicast " va "anycast". Ching ciing phai nhin
ra cac dja chi ddc biét, tiéu biéu nhu dia chi "link local". Trong cau truc ciing dé
danh tién t6 cho céc dia chi tuong thich voi NSAP (dia chi diém truy nhap dich vu
mang: Network service Access Point) va cac dia chi twong thich IPX.
1.4.2.2 Cdp phdt dia chi theo nha cung cip

Theo ciu tric béng phan bd dia chi & trén, mot trong ) nhirng loai dia chi
IPV6 quan trong nhét 1a dang dia chi Global Unicast. Dang dia chi nay cho phép
dinh danh mot giao dién trén mang Internet (mang IPV6) cé tinh duy nhét trén toan
cau. Y nghia loai dia chi nay giéng nhu dia chi IPv4 dinh danh mét host trong mang
Internet hién nay. Khong gian cua dang dia chi Global Unicast 1a rat 16n; dé quan 1y
va phan bd hop 1y cac nha thiét ké IPv6 da dua ra mo hinh phan bd dia chi theo cap
céc nha cung cap dich vu Internet.

Pang dia chi ndy gdm 3 bit tién t6 010 theo sau bdi 5 thanh phin ma mdi
thanh phan nay dugc quan 1y bdi cac nha cung cip dich vu theo cic cip d6 khac
nhau. Tty theo viéc phan bé dia chi cac thanh phan nay c6 mot chiéu dai bién doi.
Diéu nay mot 1an nita cho thay tinh "dong" trong viéc cip phat va quan 1y dia chi
IPV6.

3 bit n bit m bit 0 bit obit | t2>-m-n-o-
p bit

010 ID dang ky ID cua r}ha ID cua thue ID cua ID cua giao
cung cap bao mang con tiep

Hinh 1. 9 Céu tric dia chi IPv6 dang Global Unicast
Thanh phan dau tién 14 ID cta cic nha cung cdp dich vu hang dau tién TLA
(Top Level Aggregation). Ciing giéng nhu IPv4, Co6 ba t6 chiic quan 1y viéc cap
phat dia chi IPv6.
Céc t6 chirc nay cap phat cac gia tri TLA ID dau tién. Cu thé cac to chirc nay

nhu sau:
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Khu vuc Bic My 1a ARIN (American Registry for Internet Numbers), to
chtrc nay quan 1y va dang ky s6 hiéu IP ctia cac khu vuc Bac My, Nam My, Caribe
va mot phan chau Phi.

Khu vuc chau Au 1a NCC (Network Coordinoction Center) ctia RIPE (hiép
hoi mang IP chau Au).

Khu vue chau A va Thai Binh Duong 14 t6 chire APNIC.

Ngoai ra con ¢6 mot to chirc chung c6 thé cp phat dia chi cho cac khu vuc
khéc nhau 1a IANA.

Céc nha cung cip dich vu Internet IPV6 phai c6 mot " ID cia nha cung cap "
tir nhitng nha dang ky trén. Theo ké hoach cap phat dia chi " ID ctia nha cung cap "
1a mot s6 16 bit, 8 bit tiép theo s& duoc cho bang 0 trong giai doan dau, 8 bit nay
chua st dung, duoc dé danh cho cac md rong tuong lai. Chi tiét vé viéc quan 1y va
phan bo dia chi Global Unicast theo cic cip do nha cung cép s& dugc trinh bay
trong phan dia chi Global Unicast.

Trong ciu trac hién tai, nhitng diém ding ky chinh dugc bo sung bdi mot s6
16n cac diém dang ky vung hodc qudc gia vi du French NIC quan 1y boi INRIA cho
cac mang cua Phap, nhitng diém ding ky nay s& khong duoc nhan dang bang mot sb
dang ky, thay vao d6 ho s& nhan duoc pham vi nhan dang ciia cic nha cung cép tir
cac co s¢ dang ky chinh.

Véi ciu trac dang dia chi mdi nay cho phép cac khach hang 16n cé thé co
duoc cac dinh danh ngén hon va diéu d6 s& cho ho kha nang thém vao cac 16p
mang moi trong phan tang mang con cuia ho. Thyc té cac khach hang 16n con c6 thé
doi dugc chap nhan nhu nha cung cdp cua chinh ho va liy dugc ID nha cung cap tir
cac diém dang ky ma khong phai 1é thudc vao nha cung cp dich vu Internet ISP.
1.3.3. Cdch viét dia chi |Pv6

Dia chi IPV6 c6 chiéu dai 128 bit, nén van dé nho dia chi 1a hét st kho khan.
Néu viét theo dang thong thuong cua dia chi IPv4 thi mot dia chi IPv6 c6 16 nhom
6 hé co so 10. Do vay, cac nha thiét ké da chon céach viét 128 bit dia chi thanh 8
nhém, mdi nhom chiém 2 byte, mdi byte biéu dién bang 2 s6 hé 16, mdi nhom ngin
cach nhau boi ddu hai chdm.
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Vi dy: 1080:0000:0000:0000:0008:0800:2000: 417A.

Ky hiéu hexa c6 loi 1a gon gang va nhin dep hon, tuy nhién cach viét nay
dung gay nhiing phirc tap nhat dinh cho nguoi quan 1y hé thong mang, nhin chung
mdi ngudi thuong st dung theo tén cac may tram thay bang cac dia chi (diéu nay
dugc ap dung tir IPv4 khi ma dia chi con don gian hon rat nhiéu).

Mot cach dé lam cho don gian hon 1a cac quy tic cho phép viét tit, vi khoi
diém ban dau chimg to s& khong str dung tat ca 128 bit chiéu dai dia chi do d6 sé& c6
rat nhidu s6 0 & céc bit dau.

Mot cai tién dau tién 12 duoc phép bo qua nhitng sé khong ding trude mdi
thanh phan hé 16, viét 0 thay vi viét day du 0000, vi du viét 8 thay vi 0008, viét 800
thay vi 0800, qua cach viét nay cho chung ta nhiing dia chi ngan gon hon.

Vi du trén: 1080:0:0:0:8:800:2000: 417A.

Ngoai ra xuat hién mot quy tic rat gon khac do 1a quy udc vé viét hai dau hai
cham, trong mot dia chi, mgt nhom lién tiép cac sb 0 co thé duoc thay thé boi hai
hai dau chdm. Vi du: ta c6 thé thay thé 3 nhom sb 0 lién tiép trong vi du tr va dugc
rat gon hon.

1080::8:800:2000:417A

Ttr dia chi viét tit nay, ta c6 thé viét lai dia chi chinh x4c ban dau nhd quy
tic sau: can trai cac s6 bén trai cua dau 2 cham 16p trong dia chi, sau d6 cin phai tat
ca cac s6 bén phai dau 2 chdm va dién diy bang céc s6 0.

Vidu: FEDC:BA98::7654:3210

c6 dia chi day du la: FEDC:BA98:0:0:0:0:7654:3210

Vi du khac:

:FEDC :BA98:7654:3210

c6 dia chi day dila:  0:0:0:0:FEDC:BA98:7654:3210

Quy udc dAu hai dau chdm chi c6 thé duoc st dung mdt 1an v&i mét dia chi.

Vidu 0:0:0:BA98:7654:0:0:0

6 thé duoc viét tit thanh ::BA98:7654:0:0:0 hodc

0:0:0:0:BA98:7654:: nhitng khong thé viét 1a  ::BA98:7654::

vi nhu thé s& gdy nham 1an khi dich ra dia chi day du.
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Mot s6 dia chi IPv6 c¢6 duge hinh thanh bﬁng cach gén 96 bit 0 vao dia chi
IPv4. (Diéu nay dé& dang nhan biét duoc vi khong gidn dia chi IPv4 chi 1a mot tap
con cuia tap dia chi IPv6), d¢ giam nho nguy co nham 1an trong chuyén ddi giira ky
hiéu chdm thap phan cua IPv4 va hai diu cham thap phan cta ky hiéu IPv6, cic nha
thiét ké IPv6 cling da dua ra mdt khuon mau dic biét cho cach viét nhirng dia chi
loai nay nhu sau: Thay vi viét theo cach cta 1 dia chi IPV6 la:

0:0:0:0:0:0:A00:1

ta c6 thé van dé 32 bit cudi theo mau chadm thap phan.

::10.0.0.1

Ngoai ra con co thé viét dia chi mang theo céc tién td 1a céc bit cao cua dia
chi IPv6. Diéu nay co loi trong viéc dinh tuyén, mot dia chi IPv6 theo sau boi mot
dau chéo va mot s6 hé 10 mé ta chiéu dai cac bit tién td. Vi du ky hiéu:

FEDC:BA98:7600::/40

mo ta mot tién t6 dai 40 bit gia tri nhi phan twong tng 1a:

1111111011100101110101001100001110110
1.4. Cac loai dia chi IPv6

1.4.1. Dia chi unicast

Unicast 1a mdt tén maoi thay thé cho kiéu dia chi diém - diém d3 duoc st
dung trong IPv4, loai dia chi nay dugc st dung dé dinh danh cho mot giao dién trén
mang, mot goi dir licu co dia chi dich 1a dang dia chi Unicast s€ duogc chuyén to1
giao dién dinh danh bdi dia chi do6.

bia chi Unicast duoc chia thanh cac nhém nhé nhu sau:

bia chi Global Unicast: dugc s dung dé dinh dang cac giao dién; cho phép
thuc hién két nét cac host trong mang Internet IPv6 toan cau, tinh chat loai dia chi
nay ciing gidng nhu dia chi IPv4 dinh danh mot host trong mang Internet hién nay.

Dia chi Site-local: duogc st dung dé dinh dang cac giao dién; cho phép thuc
hién cac két ndt giita cac host trong mang local.

Dia chi link-local: dugc sir dung dé dinh danh mot giao dién.

Ngoai ra con c6 mdt sb dang dia chi Unicast khac nhu NSAP address, IPX
address.
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1.4.1.1. Dia chi global unicast

Theo REC 2374 md ta cdu tric cac dang dia chi Unicast, dang dia chi nay
dugc st dung dé hd tro cho nhimg nha cung cap dich vy hién dang 1a cac dau mdi
két ndt Internet (cac ISP), ngoai ra dang dia chi nay con dugc st dung dé hd tro cac
nha cung cép dich vu m&i ¢6 nhu ciu két ndt toan cau, ciu trac loai dia chi nay

duge xay dung theo kién tric phan cp rd rang cu thé nhu sau:

3 13 bit 8 bit 24 bit 16 bit 64 bit

FP TLA RES | NLAID |SLAID Interface ID

Hinh 1. 10: Céu tric dang dia chi Unicast
Trong do:
001: Dinh dang tién t6 dbi voi loai dia chi Global Unicast
TLA ID: Binh danh cho nha cung cip cao nhat trong hé théng céac
Nha cung cép dich vu (Top Level Aggregation)
RES: Chua st dung
NLA ID: Dinh danh ctia nha cung cip tiép theo trong hé thdng cic nha cung
cap dich vu (Next Level Aggregation)
SLA ID: Pinh danh céc Site ciia cac khach hang cudi
Interface ID: Dinh danh cta giao tiép ctia cac host trén mang trong site ctia
khach hang cudi; dinh danh nay xac dinh theo chuan EUI-64.
Nhu vay loai dia chi Global Unicast dugc thiét ké phan cép, ciu truc cta nd
dugc chia thanh 3 phan :
48 bits Public Topology
16 bits Site Topology
64 bits dinh danh giao dién
Trong mdi phan c6 thé chia lam nhiéu cp con, hinh sau minh hoa ciu trac

phan cap nay:
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18 hits Site

43 hitz Public Topology 54 bitz Interface Indentifier

Topology
T T T
_d_d_.-"' "\-._____ "'-.._\_\___
.--"'--- ----\-"‘-- ---H"‘--.
.-"'--- -\---\---‘"-\-. --H\""--.
- B bt -
oo 13kt TLAID RES 24 bits NLA 1D 16 bits Subnet
T "
e . s
o S e .
- - o,
MNLA1 Site 1D SLAT Subnet
nbits _~34-n t:[i"f“ga..h_% nbits f}ﬁﬁﬁxﬁhhm
MLAZ Site ID SLAY Subnet
mbits 24 -n-mbits m bitz16 - n - m bitz

Theo hinh trén phan gia tri TLA ID c6 y nghia dinh danh nha cung cip dich
vu IPv6 hang dau trén thé gidi. C6 tong sb 213 = 8192 t6i da cac TLA, dé co duge
mot TLA ID, phai yéu cau xin cip qua mdt sb to chirc qudc té

Céc t6 chirc cip phat TLA ID di trinh bay trong phan phan b dia chi IPV6 &
trén, d6i voi mot ISP (chang han nhu VDC) - trong md hinh nay dong vai trd 1a mot
NLA (Next Level Aggregation) can phai xin cdp gia tri NLA ID ciia minh thong
qua céc t6 chirc TLA, hién nay c6 mot s phuong thire xin cép gia tri NLA ID nhu
Sau:

Xin cip qua 6Bone Community: Khi dé gia tri TLA ID cua to chtic nay 1a
3FFE::/16. 6Bone 1a mot mang thir nghiém IPV6 trén toan ciu, sau khi théa man
mot s6 yéu cau cua to chirc nay 6Bone s& cap phat gia tri NLA ID cho ISP xin cép
dia chi.

Xin cap qua International Regional Internet Registry (RIP).

Gia lap dia chi IPV6 tir dja chi IPV4 - goi 1a 6to4 (C6 thé 6tod), véi phuong
thirc nay thuan loi cho viée thir nghiém két nét IPV6 dua trén nén IPv4, tir mot may
tram st dung dia chi IPv4 ta ¢c6 mot dia chi IPv6 dang Global Unicast nhu sau: TLA
ID c6 tién t& 2002::/16, 32 bits con lai 1a dia chi IPv4 ctia host do.

Dbi v6i mot to chire TLA, sau khi c6 TLA ID c6 thé cap phat tiép dén cac t6
chtrc cip dudi, véi moi TLA cho phép dinh danh t&i 224 céc to chire khac nhau, d6i

v6i cdu tric ciia NLA ID duoc phan ra thanh cac phan nhd, sir dung n bits trong sb
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24 bits NLA dé dinh danh t6 chirc d6, 24 - n bit con lai dung dé dinh danh cac may
tram trong mang.

Mit khac trong phan dia chi NLA ID c6 thé phan thanh cic NLA cap thap
hon dé cho phép cung cip t6i nhiéu site sir dung (end-user-site) khac nhau, d6i véi
mot end-user-site sau khi yéu cau xin dia chi s& nhan duoc cac thong tin vé TLA 1D,
NLA ID, s& gan céc gia tri SLA ID dé dinh danh céc site trong t6 chirc d6 va dé
dinh dang céc subnets trong mang con, gia tri nay ciing twong tu nhu véi phan bd
céc dia chi ddi voi mdi té chirc sau khi nhan dtroc mot vung dia chi trong IPv4,
ngoai tru la $6 lugng mang con trong mot site co thé 1én t&i 65,535 mang con khac
nhau).

Phan con lai trong cau trac dia chi Global Unicast 1a dinh danh giao dién
(Interface ID), dinh danh nay dugc mo ta theo chuan EUI-64, tuy thudc vao chuin
cac giao tiép khac nhau ma cé cac gia tri Interface ID khac nhau. Vi du véi chuan
giao tiép Ethernet co phuong thic tao gid tri Interface ID nhu sau:

64 bits dinh dang EUI-64 duoc xay dung tir 48 bits dia chi MAC cua giao
dién can gan dia chi.

Chén Oxff-fe vao gitra byte thur 3 va byte thir 4 trong dia chi MAC

Thuc hién dao bits ddi véi bit thir 2 trong byte thi nhat cta dia chi MAC

Vi du: Ta c6 dia chi MAC cua moét giao dién nhu sau: 00-60-08-52- 49-d8

Chén Oxff-fe vao vi tri gitra byte 0x08 va 0x52 cua dia chi MAC, do vay to
¢0O dia chi EUI-64 nhu sau: 00-60-00-ff-fe-52-49-d8

Thuc hién dao bit d6i véi bit thap tht hai trong byte dau cua dia chi MAC.
Vi bit thir hai trong byte dau cta dia chi MAC 1a 0 (0000 0000) do vay s& chuyén
thanh 1 (0000 0010), nén byte dau c6 dang 0x02.

Cubi dung ta c6 phan dinh dang EUI-64 nhu sau: 02-60-08-ff-fe-52- 49-d8
véi dia chi MAC: 00-60-08-52-f9-d8.
1.4.1.2. Dia chi local unicast:

bia chi don hudng dung ndi by, dugc st dung cho mot td churc ¢o mang may
tinh riéng (dung ndi bo) chua két ndi v6i mang Internet nhung sin sang két nbi
mang khi can, dia chi nay chia 1am hai loai 13 dia chi Link Local va Site Local.
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Pia chi Link Local: Dung trén mdi lién két cho viéc tu cAu hinh dija chi,
nhan dang duong két néi ndi bo, cac router s& khong chuyén cac goi dir lidu sir dung
Link Local, ching chi cho truyén tin cuc b trén mot doan mang. FP = 1111 1110
10 (FE80::/10), dang dia chi nay mang y nghia twong duong vdi APIPA (Automatic
Private IP Addressing) trong IPv4 dugc tu dong gan ché cic may chay trén nén hé
diéu hanh MS Window véi dai dia chi 169.254.0.0/16, cu trac cla dang dia chi

nay:

10bits 54 bits 64 bits

1111 111010 000...000 interfaca ID

Hinh 1. 12 Céu tric cia dia chi Link-local nhu sau

Gia trj Interface ID dugc mé ta gidng voi dang dia chi Global Unicast, nhung
dia chi nay chi duoc dinh nghia trong pham vi két ndt point-to-point (diém - diém)
va chi 6 thé dugce st dung béi cac tram két ndt vai cung mot lién két hay cling mot
mang dia phuong.

Qui tic dinh tuyén dbi véi dang dia chi link-local: Mgt router khong thé
chuyén bat ky goi tin nao co dia chi ngudn hoic dia chi dich 1a dia chi link-local

Gia st c6 mot mang LAN nhé voi mét it PC két ndi voi nhau va khong can
router, lic do6 s€ dung dia chi Link Local.

Vi du: Két nét tryc tiép 2 may tram dung link-local

Mang LAN IPvG

Nat IPvE A Nut IPvE B

Hinh 1. 13: Hai may tram két noi dung dia chi Link Local
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bia chi Site Local: Puoc dung dé dinh danh céc giao di¢n, cho phép thuc
hién cac két ndi gitra cac may tram trong mang ctia cong ty hodc t6 chirc. Cac router
s& chuyén cac géi tin s dung loai dia chi niy, nhung khong vuot ra ngoai mang
Internet. N6 1a dia chi dung cho viéc thay thé IPv4 trong mang intranet. Vi vay 1y
tuong cho cac t6 chuc khong két ndi t6i internet toan cau. FP = 1111 1110 11
(FECO0::/10). bia chi Site Local tuwong tu nhu cac dai dia chi trong IPv4: 10.0.0.0/8,
172.16.0.0/12, 192.168.0.0/16.

CAu tric dja chi Site Local:

10bits | 38 bits 16 bits 84 bits

1111 1110 11 000...000 | Subnet ID interfaca ID

Hinh 1. 14: Ciu tric dia chi Site-local

Phan gia tri Interface ID dugc mo ta giéng véi dang dia chi Global Unicast
Str dung link-local dé thuc hién két not gifra hai host truc tiép v&1 nhau.

Str dung dia chi Site-local Unicast gén vo1 mot giao dién dé thuc hién céc
lién két vé6i cac host trong mot site.

Quy tic dinh tuyén ddi véi dang dia chi Site-local: Mot router khong thé
chuyén cac goi tin c6 dia chi ngudn hoidc dia chi dich 13 dja chi Site-Local Unicast
ra ngoai mang do. Céc dia chi site local khong thé duoc chon duodng trén toan bo
mang internet. Pham vi cua chiing chi dugc dang bdo pham vi mdt site. Chiing chi
c6 thé dung cho cac chuyén ddi giita hai tram cta cing mot site.

Nhu phén trén da trinh bay, mdt giao dién co thé gém nhiéu loai dia chi khac
nhau. Hinh sau minh hoa cac loai dia chi dugc gan cho mét host néi chung khi thuc

hién két nét toi mang Internet IPV6 (vi du mang 6Bone):

19



6 BONE

Global Unicast (3ffe::/16)
— _.--"_]

Rofiter gite.local Unicast (FFEC::/10)
Link-local Unicast (FE80::/10)

Site-local (FFEC::/10) j Site-local (FFEC::10)
Link-local (FES0::110) Link-local {(FEBO::/10)

Host A Host B

Hinh 1. 15: Céc loai dia chi cin gan d6i véi mot Site vao mang IPv6
1.4.1.3. Pija chi unicast theo chuén ipx
La giao thirc két ndi khong tin cdy (connectionless), dung trao ddi cac goi sd
ligu gilra cdc mang, giao thirc co ban trong h¢ diéu hanh Novell Netware, dja chi
nay gém hai phan: 6 byte dau chta dia chi giao tiép, 4 byte sau chua ID cia
segment (twong tu subnet trong IP), Cdu tric cua dia chi IPX theo chuin cta dia chi

IPV6 c6 dinh dang nhu sau:

7 bit 121 bit

0000 010 Tu dinh nghia

Hinh 1. 16 Céu tric dia chi IPX theo IPVv6
Chi tiét vé loai dja chi IPX theo chuan IPv6 chua dugce xac dinh vi con dang
trong giai doan nghién ctru.
1.4.2. Dia chi anycast
bia chi Anycast dugc gan cho mot nhom céac giao dién (thong thuong la
nhirg nodes khac nhau) va nhitng goi tin c¢6 dia chi ndy s& dugc chuyén dbi giao

dién gan nhat c6 dia chi nay. Khai niém gan nhat ¢ day dua vao khoang cach gan
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nhat xac dinh qua giao thuc dinh tuyén str dung, thay vi gti 1 goi tin dén 1 server
nao do, nd gui goi tin dén dia chi chung ma s€ dugc nhan ra boi tat ca cac loai
server trong loai nao d6, va no tin vao hé thong dinh tuyén dé dua goi tin dén cac
server gan nhét nay.

Trong giao thirc IPv6, dia chi anycast khong c6 cau trac dic biét, cac dia chi
Anycast nim trong mot phan khong gian cta dia chi unicast. Do dé, vé mit ciu trac
dia chi Anycast khong thé phan biét véi dia chi Unicast, Khi nhitng dia chi Unicast
dugc gan nhiéu hon cho mét giao dién no tré thanh dia chi Anycast, ddi voi nhiing
node dugc gan dia chi nay phai dugc cau hinh véi y nghia cua dia chi anycast.

Trong ciu tric cia bat ky mot dia chi anycast déu c6 mot phan tién té P dai
nhat dé xac dinh pham vi (viing) ma dia chi anycast d6 gan cho cac giao dién, theo
cAu trac ndy tién t& P cho phép thuc hién cic qui tic dinh tuyén d6i voi dia chi
anycast nhu sau:

Dbi voi phan phia trong ciia mang (ving): Cac giao dién duoc gan cac dia
chi anycast phai khai bao trong bang dinh tuyén trén router ciia hé thong do6 1a
nhitng muc riéng biét voi nhau.

Dbi v6i giao tiép bén ngoai mang, khai bao trén router chi gdm mot muc 1a
phan tién t6 P (c6 thé hiéu phan tién t6 nay dinh danh cho mdt subnet ctia mang
trong).

Chu ¥: Trong trudng hop phén tién t6 P ctia dia chi anycast 1a mot tap cac gia
tri 0, khi d6 cac giao dién duoc gan dia chi anycast nay khéng nim trong mot ving
("ving" ¢ day duoc hiéu 1a ving logic). Do vdy phai khai bao trén cac bang dinh
tuyén nhu ddi véi dang dia chi Global Unicast (nghia 13 phai khai bao riéng ré timg
giao dién).

Qua co ché dinh tuyén d6i véi dang dia chi Anycast mo ta & trén ta thdy muc
dich thiét ké cua loai dia chi Anycast dé hd trg nhung t6 chirc ma cAu trac mang cta
n6 duge chia theo cau tric phan cap, trong d6 dia chi anycast duge gan cho céac
router - ma cac router nay duogc chia thanh cac vung hay cac "doan", khi mét goi tin
dén router cip cao nhat trong hé thong no s& dugc chuyén dén dong thoi cac router

trong mot "doan”, st dung dia chi anycast c6 nhirng han ché nhu sau:
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Mot dia chi anycast khong dugc st dung lam dia chi nguén cua mot goi tin
IPV6.

Mot dia chi anycast khong dugc phép gan cho mdt host IPv6 do vay no chi
duogc gan cho mot router IPV6.

Co6 mot loai dia chi anycast ddac biét dugc st dung dé dinh danh cho mot

subnet. Cau truc cua loai dia chi nay nhu sau:

N bit 128 —n bit
Subnet prefix 000...00
Hinh 1. 17: Céu tric dia chi anycast

Phan subnet prefix trong cau trac dia chi nay xac dinh mdt lién két cu thé,
tinh chit cua loai dja chi anycast giébng voi dia chi unicast link-local gan cho céc
giao dién trong d6 phan dinh danh giao dién dugc dat 1a 0.

Loai dia chi nay duoc sir dung cho nhitng node can giao tiép dong thoi véi
mot tap cac router trén mang. Vi du nguoi dung di dong c6 nhu cau dong thoi ciing
mot lc giao tiép véi cac may co dinh va véi cac may trong mang di dong.

1.4.3. Dia chi multicast
1.4.3.1. Céu tric chung

bia chi multicast dugc gan cho mgt nhom cac giao di¢n (thong thuong la
nhitng nodes khac nhau), mot géi tin c¢6 dia chi multicast s& dugce chuyén t6i tat ca
cac giao di¢n co6 gan dia chi multicast nay.

Trong IPv6, hoat dong cua cac goi dir li¢u Multicast twong tu nhu & 1Pv4,
mot node IPV6 bat ky c6 thé tiép nhin cac goi tin Multicast c¢6 dia chi Multicast bat
ky hay mot node IPv6 co thé dong thoi tiép nhan nhiéu goi tin véi dia chi Multicast
khac nhau, mot goi tin c6 dia chi Multicast s& chuyén t6i tat ca cac giao dién ¢ gan
dia chi nay.

bia chi Multicast IPv6 khong dugc dung lam dia nguén hay mot dia chi dich
trung gian trong phan header cta cac ban tin dinh tuyén.

Céc thu tuc mdéi cho phép nhan dang dia chi Multicast ma tat ca cac router sé
nhan ra, chung lién két cac ham (chirc ning) ICMP cua IPv4 trong thii tuc ICMPV6,
ching dam bao rang tat ca router c6 thé dinh tuyén cac géi tin Multicast.
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8 bit 4 bit 4 it 112 bit

11111111 Flags Scope Group ID

Hinh 1. 18: Céu tric cia dia chi Multicast
Flag(c0O): 4 bit co thi c6 bit tht 4 dugc dung cho IPV6, 3 bit con lai chua
dugc dinh nghia va dugc gan gia tri 0. Cy thé nhu sau:

0 0 0 T

Néu bit T ¢6 gia tri 1 0 thi dia chi Multicast IPv6 nay 1a dia chi duoc phan
cd dinh boi IANA (dia chi Multicast well-known), néu bit T bang 1 thi dia chi
Multicast nay dugc gan tam thoi khong dugc phan cb dinh.

Scope (pham vi) dugc ma hoa 4 bit, n6 duoc dung dé giéi han pham vi
nhom dia chi Multicast trong mang IPv6, ngoai cac thong tin cé dugce tir giao thirc
dinh tuyén Multicast, cac router phai st dung thém thong tin trong trudng pham vi
dé xét xem c6 tiép tuc chuyén tiép cac goi tin Multicast nita khong. Cac gia tri cla

truong nay nhu sau:

Gia tri Pham vi

0 Chua su dung
Node- local (node c6 pham vi dia phuong)
Link Local (lién két c6 pham vi dia phuong)
Site Local (site c6 pham vi dia phuong)
Organization-local (T6 chiic c6 pham vi dia phuong)
Global (Pham vi tong thé)

T MO |OC1N|F-

Chua str dung

Bang 1. 2: Cac gia tri cia truong pham vi
Vi du: Bia chi Multicast FF02::2 chi c6 pham vi trong link-local, cac router
s& khong thyc hién chuyén tiép géi tin ra khoi két ndi do.
Group IP (nhan dang nhom): nhan dang nhom Multicast 1a duy nhét trong
pham vi xac dinh, bao gém 112 bit, cac dinh danh nhom c6 dinh 1 doc lap voi cac
pham vi, chi c¢6 cac dinh dang tam thdi méi c6 lién quan téi mot pham vi nhét dinh.

Céc dia chi Multicast tor FFO1:: to1 FFOF 1a nhom dia chi dugc danh riéng. Vi du
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xéac dinh tat ca cic node trong pham vi kiéu node-local hodc link-local thi st dung
cac dia chi sau:

FFO1::1 - Dia chi Multicast cho tit ca cic node trong pham vi node-local

FF02::1 - Dia chi Multicast cho tit ca cac node trong pham vi link-local.

Pé xac dinh tat ca cic router trong pham vi site-local, link-local hay node-
local thi st dung cac dia chi sau:

FFO1::2 - Dia chi Multicast cho tit ca cac router trong pham vi node-local.

FF02::2 - DBia chi Multicast cho tit ca cac router trong pham vi link-local.

FF03::2 - Pia chi Multicast cho tit ca cac router trong pham vi site-local.

Véi 112 bit sir dung cho nhan dang nhém do d6 cé thé 6 t6i 2112 nhan dang
nhém khac nhau, tuy nhién do viéc dia chi IPv6 dugc anh xa vao dia chi Multicast
MAC Ethernet nén sir dung 32 bit cudi cting ctia dia chi IPv6 Multicast cho nhin
dang nhém va dat cac bit con lai 1a bit “0”, voi viée st dung 32 bit cudi cua dia chi
IPv6 Multicast mdi mot nhan dang nhém dugc 4nh xa vao mot dia chi MAC

multicast Ethernet duy nhat. Cau tric dia chi Multicast IPv6 bay gio c6 dang nhu

sau:
8 bit 4 bit 4 bit 80 bit 32 bit
1111 Group
1111 Flags Scope 000.... 00 D

Bang 1. 3: Cau triic dia chi Multicast dwoc phan bo lai

1.4.3.2. Pia chi solicited-node

Dang dia chi nay tao diéu kién cho qua trinh phan giai dia chi cta cac node
trong mang mot cach hiéu qua hon, ciing 1a gitp cho qué trinh dinh tuyén thuc hién
hi€u qua hon. Trong IPv4 cac khung mang ndi dung phan giai dia chi ARP Request
dugc giri quang ba tai 16p 2 trong mang t6i tit ca cac node trén phan doan mang d6
cho du node d6 khong st dung giao thire IPv4. V6i IPV6 qua trinh phan giai dia chi
duoc thuc hién bé“mg cac ban tin tim hang x6m (Network Solicitation), tuy nhién
thay bang viéc sé dung cac ban tin tim kiém hang x6m véi dia chi dich 1a dia chi

Multicast cho t4 ca cac node trong pham vi link-local bang cac ban tin ¢ dia chi
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dich 1a Multicast Solicited-node. Diéu nay s& han ché sb luong node trong pham vi
link-local phai nhéan cac ban tin phan giai dia chi. Pia chi multicast Solicited-node
bao gdm 104 bit ddu c6 dang FF02::1 t6i FF00::0/104 va 24 bit cudi cia dia chi
IPV6 s€ dugc phan giai.

Vi du: Mdt node A dugc gan dia chi link-local 1a FE80::2AA:FF:FE28:9C5A
dang tiép nhin cic g6i tin v6éi dia chi multicast dang Solicited-node
FF02::1:FF28:9C5A (phan gach dudi chi 6 s6 hé 16 cudi cing), tai node B thudc
cing mot link-local can phai phan giai dia chi link-local cia node A 1a
FE80:2AA:FF:FE28:9C5A thanh dia chi & 16p 2 tuong ung ctia node B.Node B s€
thyc hién g1 ban tin Network Solicited vd61 dia chi Solicited-node la
FF02::1:FF28:9C5A vao link-local, do node A dang tiép nhan cac goi tin véi dia chi
multicast nay nén né s& xur 1y ban tin tim kiém hang xém nay va giri tra 15 lai bang
ban tin unicast thong bado hang xém (Network Advertisement).

Két qua cua viéc st dung dia chi multicast dang Solicited-node 1a sy phan
giai dia chi trong mot ké nbi hiéu qua hon do khong phai tt ca cac node trong mang
déu phai nhan ban tin yéu cau dia chi. Trong thuc t& do mbi quan hé giita dia chi
MAC trong mang Ethernet va phﬁn nhan dang giao di¢n trong dia chi IPv6 nén dia
chi multicast Solicited-node dong vai trdo nhu mdt dia chi unicast gia (pseudo-
unicast ).

1.4.4. Cac dang dia chi |\Pvé6 khdc
1.4.4.1. Dia chi khong xac dinh:

bia chi 0:0:0:0:0:0:0:0 duoc goi la dia chi khong xac dinh. Pia chi nay
khong that sy dugc gan cho mdét giao dién nao, mot host khi khéi tao co thé st dung
dia chi nay nhu 13 dia chi ngudn ciia né trudc khi né biét duge dia chi that cua no,
mét dia chi khong xac dinh khong bao gior c6 thé dong vai trod 13 dia chi dich trong
ghi tin IPv6 hay trong phan header ctia qua trinh dinh tuyén.
1.4.4.2. Dia chi loopback

bia chi 0:0:0:0:0:0:0:1 dugc goi la dia chi loopback. Mgt nodes c6 thé st
dung dia chi nay dé giri mot goi tin IPV6 cho chinh né, dia chi loopback khéng bao
gid duoc sir dung nhu dia chi ngudn cua bat ky ghi tin IPv6 nao dé gui ra ngoai
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nodes. Mot goi tin voi dia chi loopback 1a dia chi dich s& khéng bao gid c6 thé ra
khoi node do.
1.4.4.3. Pia chi twong thich

Dé phuc vu cho qua trinh chuyén d6i tir IPv4 sang IPv6 va su song song ton
tai cua cd hai loai may tram (host) dung ca hai kiéu dia chi trén, nhirng loai dia chi
sau da duoc dinh nghia:

bia chi IPv4-compatible: dia chi nay c6 dinh dang 0:0:0:0:0:w.X.y.z hay
w.X.y.z (voi w.x.y.z dia chi IPv4), né dugc cac node doi st dung khi giao tiép véi
cac node IPv6 trén ha téng IPv4, ta goi loai nay la dia chi IPv4 tuong thich IPv6, khi
dia chi loai nay dugc s¢ dung lam dia chi IPv6 dich thi cac goi tin IPv6 sé dugc
dong goi cung IPv4 header va giri dén node dich bang ha tang IPv4.

bia chi IPv4-mapped: la dia chi dang 0:0:0:0:0:FFFF:w.x.y.z hodc
:FFFF:w.x.y.z, dugc dung dé chi mot node thuan IPv4 dbi voi mot node IPv6, dia
chi nay ci dugc dung trong viéc mo ta bén trong ma thoi, né6 khong bao gio dugc
dung 1am dia chi nguon hay dia chi dich trong mot géi tin IPv6, dia chi IPv4-
mapped nay duoc sir dung trong vai kiéu trién khai IPv6 khi dong vai trd 1a mot
node thuan IPv4 sang node thuan IPV6.

Dia chi dang 6over4: DPia chi nay la viéc két hop 64 bit tién to hop 1€ cua dia
chi Unicast va dia chi giao dién ::WWXX:YYZZ (v61 WWXX:YYZZ la dia chi
dang hé s6 16 cua dia chi w.x.y.z — dia chi IPv4 géan cho giao di¢n). Vi du: host
duogc gan dia chi IPv4 1a 131.107.4.92 thi dia chi link-lcal 6over4 cua hsot s€ la
FE80::836B:45C. Dia chi dang nay duoc dung cho mdt host khi sir dung co ché
tunnel ty dong 60over4 (xac dinh bé1 RFC 2529).

Dia chi dang 6to4: Pia chi nay bat dau 1a tién t6 2002 va c6 dang nhu sau:
2002: WWXX:YYZZ/48 (Vo1 WWXX:YYZZ la dia chi dang hé s6 16 cua dia chi
W.X.y.Z — dia chi IPv4 gan cho giao di¢n), dia chi nay chi sit dung trong phuong
thirc chuyén d6i theo co ché dudong ham 6to4 .

Dia chi ISATAP: Dia chi ISATAP (Intra-site Automatic Tunnel Addressing
Protocol) nay dugc tao thanh tir 64 bit tién tb hop 1€ cua dia chi unicast va dia chi
giao dién ::0:5EFE:w.x.y.z ( v61 w.x.y.z la dia chi IPv4 gan cho giao dién). Vi du:
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dia chi lik-local ISATAP 1a FE80::5EFE:131.107.4.92, dia chi kiéu ISATAP nay
dugc gan cho mdt hot st dung co ché tunnel tu dong ISATAP, co ché tunnel tu
dong nay duoc xac dinh trong ban thao vé Internet véi tiéu dé ‘Intra-site Automatic
Tunnel Addressing Protocol” (draft-ietf-iatap-06.txt).

1.4.5. Phwong thirc gan dia chi |IPv6

Theo déc ta cua giao thuc IPV6, tat ca cac loai dia chi IPv6 duoc gan cho cac
giao dién, khong gan cho cac nut (khac vdi IPv4), moi dia chi IPV6 loai Unicast (got
tat cua dia chi Unicast) dugc gan cho mot giao dién don, vi mdi giao dién thudc vé
mot nit don nhu vay mdi dia chi Unicast dinh danh mét giao di¢n s€ dinh danh mot
nut.

Céc dia chi IPv6 dugc gan cho mdt nut:

- Mot dia chi link-local cho mdi giao dién gén vo1 host do.

- Céc dia chi Unicast cho mdi giao dién. Co thé 1a mot dia chi site-local va
mot hay nhiéu dia chi global Unicast.

- Méi dia chi loopback cho giao dién loopback(::1).

Mot host IPv6 binh thuong co thé dugc coi mot cach logic 1a da vi tri
(multihome) béi nd cé it nhét 13 hai dia chi. Mot 1a dia chi link-local cho giao tiép
v6i cac trong cung két ndi, hai 1a dia chi site-local hay global unicast dé thong tin
voi cac node khac trong cung mdt site hay ¢ cac site khac. Ngoai ra mgt host con cé
cac dia chi multicast sau:

- FFO1::1 dia chi multicast cho tit ca cac node trong pham vi node-local.

- FF02::1 dia chi multicast cho tat ca cac node trong pham vi link-local.

- Pia chi solicited-node cho mdi mét dia chi Unicast trén mdi giao di¢n

- Cac dia chi multicast dé gia nhap nhoém trén mdi giao dién.

Céc dia chi IPv6 dugc gan cho mdt router:

- Dia chi link-local cho mdi giao dién ctia router.

- Céc dia chi Unicast cho mdi giao dién, c6 thé 1a mot dia chi site-local va
mot hay nhiéu dia chi global unicast.

- Mot dia chi anycast dang Subnet-router

- Céc dia chi anycast khac
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- Bia chi loopback (::1) cho giao dién loopback.

Ngoai ra router con dugc gan cac dia chi multicast nhu sau:

- FFO1::1 dia chi multicast cho tit ca cac node trong pham vi node-local

- FF01::2 dia chi multicast cho tit ca cac router trong pham vi node-local

- FF02::1 dia chi multicast cho tit ca cac node trong pham vi link-local

- FF02::2 dia chi multicast cho tit ca cac router trong pham vi link-local

- FF05::2 dia chi multicast cho tit ca cac router trong pham vi site-local

- Pia chi solicited-node cho moi dia chi Unicast trén moi giao di¢n

- Cac dia chi multicast dé ra nhap nhom trén moi giao dién.

1.5.6. So sanh giita IPv4 va IPV6 vé dia chi

Béang dudi day liét ké sy tuong tng gitra cac khai niém dia chi trong IPv4 va

IPV6.
Khai niém dia chi IPv4 dia chi IPv6
Céc 16p dia chi trén . A oA g
internet Céclop A, B, C Khong ton tai trong IPV6
Dai dia chi multicast 224.0.0.0/4 FF00::/8

Dia chi broadcast

1a dia chi cao nhat thudc
mot phan mang

khong ton tai trong IPv6

Dia chi khong xac dinh  |0.0.0.0 n
Dia chi loopback 127.0.0.1 w1
Céc dia chi IP cong cong |dia chi IP cong cOng Dia chi global unicast
Cac dia chi IP cho mang |10.0.0.0/8, 172.16.0.0/12, | cac dia chi site-local
riéng va 192.168.0.0/16 (FECO0::/48)
pa dia chi t dong 1169 554.0,0/16 Link-local (FE80::/64)
, , Céc khoi 4 chir s0 hé 16
Dang bon chir s6 thap ngan cach nhau boi dau

Cach biéu dién dia chi
(cach viét)

phan ngin bai dau cham.
cac dia chi duoc viét &
dang thap phan c6 ngan
cach bang diu cham.

“:” ¢6 thé thuc hién thu
gon cac sb khong dau
mdi khéi va thay thé cac
khdi mang gia tri 0 lién
tiép bang 2 dau chdm

Cac bit dai dién cho
mang

Dang mdt na mang duoc
viét dudi dang thap phan
hodc theo dang chiéu dai
tién tb

Chi duogc viét ¢ dang
chiéu dai tién to

Béang 1. 4 So sanh dija chi IPv4 va IPv6
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1.5. Két luan Chuong 1

Chuong nay da dua ra sy han ché cua IPv4, nhiing van dé can thiét phai
chuyén d6i sang IPv6, trong ndi dung chuong dua ra cdu tric, phan bo ca cach danh
dia chi IPv6, cac tinh nang va cac loai dia chi IPv6 mang tinh wu viét hon dia chi

IPv4.
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CHUONG 2: CAC GIAI PHAP CHUYEN POI HA TANG TU

IPV4 SANG IPV6
2.1. Muc dich chuyén déi IPv4 — IPv6

Giao thirc IPV6 ¢6 nhiéu vu diém vuot trdi so v6i IPv4, dap ing dugc nhu
cau ph trién cua mang Internet hién tai va trong twong lai. Do d6, giao thirc IPv6 s&
thay thé IPv4. Tuy nhién, khong thé chuyén d6i toan bd cac nat mang IPv4 hién nay
sang IPv6 trong mot thoi gian ngdn, hon nita nhiéu tng dung mang hién tai chwa hd
trg IPv6, theo du bao cua td chic ISOC, IPV6 s& thay thé IPv4 vao khoang 2020-
2030. Cac co ché chuyén ddi (transition mechanism) phai dam bao kha ning twong
tac gifra cac tram, cac ung dung IPv4 hi¢n c6 vdi cac tram va ing dung IPv6. Ngoai
ra cac co ché cling cho phép chuyén tiép cac ludng thong tin IPv6 trén ha tang dinh
tuyén hién co, trong giai doan chuyén doi, diéu quan trong 1 phai dam bao su hoat
dong binh thudng ctia mang IPv4 hién tai. Tir d6 dat ra yéu cau d6i v6i cac cu thé
chuyén d6i:

Viéc thir nghiém IPv6 khong anh huéng dén cac mang IPv4 hién dang hoat
dong két ndt va cac dich vu IPv4 tiép tuc hoat dong binh thuong.

Hiéu nang hoat dong ctia mang IPv4 khong bi anh hudng, giao thic IPV6 chi
tac dong dén cac mang thir nghiém.

Qua trinh chuyén doi dién ra timg budc, khong nhat thiét phai chuyén do6i
toan bo cac nat mang sang giao thirc méi.

Céc co ché chuyén doi phan thanh 3 nhom:

Két ndi cac nat mang IPv6 qua ha tang IPv4 hién c6, co ché nay goi la:
Puong ham (Tunnel).

Két nbi cac nit mang IPv4 véi cac nat mang IPV6, day 1a co ché chuyén
dich (Translation).

Thuc hién hoat dong song song ca IPv4 sang IPv6 trén mdi niit mang, Co
ché nay goi 1a Dual Stack.

Trong co ché duong hiam co céac co ché sau:

Puong him ciu hinh bang tay.
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DPuong ham tir dong: Pudng hdm 6to4, duong ham 6overd, Compatible IPv4
(twong thich IPv4), ISATAP, Tunnel Broker.

Trong co ché chuyén dich co cac co ché:

BIS (Bump into the Stack)

DSTM (Dual Stack Translation Mode)

NAT-PT (Network Address Translation — Protocol Translation)

SOCKs

TCP-UDP Relay

Trong chuong nay sé& tap trung phan tich mot sd co ché duogc str dung phd
bién:

Puong ham 6to4

Puong ham ISATAP

Dual Stack

Mdi co ché c6 vu nhuge diém va pham vi 4p dung khac nhau, tiy ting thoi
diém trong giai doan chuyén doi, mirc d6 sir dung cac co ché chuyén doi s& khac
nhau:

Giai doan dau: Giao thtc IPv4 chiém uu thé, céc mang IPv6 két ndi véi
nhau trén nén ha tng IPv4 hién c6 théng qua cac duong ham IPv6 qua IPv4.

Giai doan tiép theo: Giao thirc IPv4 va IPv6 dugc trién khai vé pham vi
ngang nhau trén mang, cic mang IPv6 két ndi véi nhau qua ha ting dinh tuyén
IPV6, cac mang IPv4 két ndi voi cac mang IPV6 st dung cic phuong thirc chuyén
d6i dia chi giao thirc nhu NAT-PT.

Giai doan cubi: Giao thirc IPv6 chiém wu thé, cac mang IPv4 con lai két ndi
v6i nhau trén ha tang dinh tuyén IPV6 thong qua cac duong ham IPv4 qua IPv6
trude khi chuyén hoan toan sang IPV6.

Tiép sau day s& mo ta mot sd co ché chuyén dbi thong dung.

2.2. Co ché dual stack

Dual Stack con goi 1a co ché chong giao thirc, 14 co ché co ban nhit cho phép
nat mang dong thoi hd tro ca hai giao thirc IPv4 va IPv6, c6 dugc kha ning trén do
mot tram Dual Stack cai dat ca hai giao thic IPv6 va IPv4, tram Dual Stack s€ giao
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tiép bang giao thirc IPv4 v6i cac tram IPv4 va bang giao thic IPV6 voi cac tram

IPv6.

IPv4-IPv6 DIs
Application SEIVET
Data
I I / !
TCP UDP
A ,.-rI
i:\
IPv4 IPvB
Stack Stack
A
Protocol ID | Protocol 1D
(Ethernet) 0x0800 v I 0x86DD (Ethernet)
Network (Ethernet) ¥

Hinh 2. 1: Chong hai giao thirc
2.2.1. Ciu hinh dia chi

Do hoat dong ctia cd hai giao thirc, nut mang kiéu nay can it nhat mot dia chi
IPv4 va mot dia chi IPV6, dia chi IPv4 c6 thé duoc ciu hinh truc tiép hodc thong
qua co ché DHCP, dja chi IPv6 duoc ciu hinh truc tiép hodc thong qua kha nang tu
dong cau hinh dia chi.

Dual stack dap ung duoc hau hét cac yéu cau vé phan giai DNS va lya chon
dia chi. Trang thai mac dinh ma mot nut phai quan sat 1a cac cau hoi DNS phai du
dinh phan giai cho dia chi IPV6 trudc tién va néu khong hop 1& s& quay troi lai dia
chi IPv4, cac node sir dung co ché cua IPv4 (vi du DHCP) dé yéu cau céac dia chi
IPv4 va st dung cac co ché giao thuac IPv6 (vi du tu c4u hinh dia chi khong trang
thai) dé yéu cau dia chi IPv.

2.2.2. Dich vu cung cdp tén mién (dns)
DNS (Domain Name Service) duoc sir dung trong ca IPv4 va IPv6 dé anh xa

gitra tén may va cac dia chi,mot ban ghi tai nguyén maéi goi 1a A6 dugce dinh nghia
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cho IPv6 véi sy hd tro cia mot ban ghi trudc day goi la AAAA, nit mang hd tro
cac tmg dung véi ca hai giao thirc. Chuong trinh tra cru tén mién c6 thé tra ctru
dong thoi ca cac truy van kiéu A 13n kiéu AAAA (A6). Néu két qua tra vé 1 ban ghi
kiéu A, tmg dung s& st dung giao thirc IPv4, néu két qua tra vé 1 ban ghi A6, ing
dung s& str dung giao thtrc IPV6, néu ca hai két qua dugc tra vé, chuong trinh sé& lua
chon tra vé cho ung dung mot trong hai kiéu dia chi hodc ca hai, néu no tra vé ca hai
thi bd phan giai co thé lua chon st dung thr tu dia chi IPv6 trude hodc IPv4 trudce.
2.2.3. Uu diém ciia dual stack

Pay 1a co ché co ban nhat dé nit mang c6 thé hoat dong dong thoi véi ca hai
giao thirc nén n6 duogc hd tro trén nhiéu nén tang hé diéu hanh khac nhau nhu:
FreeBSD, Linux, Solaris, Window.

Co ché nay d& trién khai, cho phép duy tri cac két ndi bang ca hai giao thirc
IPv4, IPV6.

2.2.4. Nhwoe diém ciia dual stack

Céu hinh mang c6 thé st dung hai bang dinh tuyén va hai quy trinh dinh
tuyén thudc hai giao thtrc dinh tuyén, IPV6 co co ché bao mat tich hop con IPv4 thi
lai phai c6 phan mém riéng nén kha ning mé rong kém vi phai str dung dia chi
IPv4.

2.3. Pwong ham IPv6 qua IPv4

Puong ham cho phép két ndi cac nit mang IPV6 qua ha ting dinh tuyén 1Pv4
hién c¢6 vi vay cho phép cac luu lugng IPv6 dugc mang qua IPv4, dudng ham la
chién lugc trién khai quan trong cho ca ISP va cac cong ty trong mang dong ton tai
IPv4 va IPV6.

Puong ham cho phép nha cung cép dich vu cung cp cac dich vu dén tan du
cudi (end-to-end) ma khong phai nang cip ciu triic mang va khong anh huong dén
cac dich vu IPv4 dang c6, duong ham gitp cho cac cong ty co thé lién hoat dong
v6i cac mién IPV6 bi cach ly thong qua cau triic IPv4 hién tai ctia ho hodc dé két nbi

voi mang IPV6 tir xa nhu 1a 6Bone.
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IPv6 over IPv4 ( = il

\ [ocon i mllico oo |
i IPV6 site A
Service provider IPv6 over IPv4 tunnels
IPv4 backbone
~ .
PN JI— °
. { N e
7 \ I
( IPv6 IX ) N el 1
N f - Q”ITITI‘IT

-~ — IPv6 site B

Hinh 2. 2: Trién khai cic dwong ham IPv6 théng qua IPv4

C6 mdt sb co ché duong ham duoc st dung thong dung nhu sau:

Céac duong ham tao thil cong nhu dudng ham IPV6 dugc cau hinh bang tay.
Cac duong ham tu dong : 6to4, Tunnel Broker, ISATAP, ...
Cac tram va céc router IPv6 thuc hién dinh duong ham béng cach goi cac goi
tin IPV6 trong géi tin IPv4. Néu phan loai duong ham theo du cudi thi c6 c6 4 loai:
Puong ham tir router dén router.
Puong ham tir tram tdi router.
Duong ham tir tram toi tram.
Puong ham tir router t6i tram.

Céc cach thyc hién duong ham khac nhau & vi tri ciia dudng ham trong tuyén
duong giira hai nat mang. Trong hai cach dau, goi tin duge dinh duong ham téi mot
router trung gian sau d6 router nay chuyén tiép goéi tin dén dich. Véi hai cach sau,
g6i tin dugc dinh duong ham thing t6i dich.

Dé thyc hién duong ham, hai diém dau dudong ham phai 1a cac nat mang hd
trg ca hai giao thirc. Khi can chuyén tiép goi tin IPV6, diém dau dudong ham sé dong

g6i gbi tin IPv4 bang cach thém phan mé ddu mao dau IPv4 phu hop.
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Khi g6i tin IPv4 dén diém cudi dudong ham, goi tin IPv6 s& dugc tach ra dé
xur 1y tiy theo kiéu duong ham.

Goi tin ban dau:

| IPv6 header | Dit lidu

Goi tin duong ham:

[IPv4 header | IPv6 header | Dit li¢u

Goi tin ra khoi duong him

| IPV6 header | Dit liéu

Hinh 2. 3: Quy trinh chuyén géi tin qua dwong ham

Tiép day ta xét mot s6 dudng ham thong dung.

Céu hinh dwong him tu dong

bic diém cua duong ham tu dong la dia chi diém cubi duong ham duogc xac
dinh mdt cach ty dong. Pudng ham duoc tao ra mot cach tu dong va cling ty dong
mat di.

2.3.1. Co ché ciu hinh tw dpng 6t04

6to4 vé ban chét 1a mot co ché duodng ham tu dong router dén router, cho
phép két ndi cac mang IPV6 voi nhau thong qua ha tang IPv4 ngan cach, cho phép
cac mién IPV6 cach ly c6 thé dugc ndi v6i nhau thong qua mang IPv4, co ché nay
duogc cai dat tai cac router ¢ bién cua mang, moi mién IPv6 phai c6 mdt router Dual
Stack ma né nhan dang duong ham IPv4 boi mot tién té duy nhat trong dia chi
IPV6.

Dia chi IPV6 str dung trong cac mang 6to4 c cdu truc dic biét va dugc cap
phat riéng mot 16p dia chi 6 tién té FP = 001 va gia tri truong TLA = 0x0002 tao
thanh tién t6 dia chi 2002::/16, mdi mang s& 6 tién td chuyén doi mang hinh thanh
bang cach két hop 16 bit tién t chung véi 32 bit dia chi IPv4 cua router twong ung,
tién td nday c6 do 16n 48 bit va c6 thé biu dién dudi dang 2002:VAADDR::/48.
V4ADDR (dia chi IPv4) duoc hién thi dang hé sd 16 dang abcd:efgh.
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6to4 router ~ 6to4 router
/_1pva
e &S—"

twork
I

o 192.168.30.1

IPv6
network
gvj

Network prefix: Network prefix:

2002:c0a8:6301::/48 . 2002:c0a8:1e01::/48

Hinh 2. 4: Co ché 6to4

Khuon dang cia mdt dia chi 6to4 nhu sau:

SLA Interface

FP TLA D D

IPvAADDR

Hinh 2. 5: Khuon dang dija chi 6to4

Host 6to4: Bat ky mot host IPv6 nao dugc cdu hinh it nhat mot dia chi 6to4
(dia chi global véi tién t6 2002::/16). Cac host 6to4 khong yéu cau cau hinh bang
tay va stir dung co ché tu cAu hinh dia chi.

Router 6to4: Mot router 6to4 sir dung giao tiép duong ham 6to4 va duoc st
dung dic trung cho viéc chuyén luu luong cé dia chi 6to4 giita cac host 6to4 trong
mot site hoac cac router 6to4 khac hoac router chuyén tiép 6to4 trén mot 1ién mang
IPvd  (nhu

(encapsulation/decapsulation) goi tin va c6 thé thém yéu cau cdu hinh bang tay.

Intemet). Router nay thyc hién ma hoa/giai ma

Co ché hoat dong:

6to4 ( /Xw\ 6to4
_ router router IPv6e )
network
> \ J

43 ..

~—/ — » IPV6 —

Type: native IPv6
Dst: 2002:c0a8:1e01::1

SN
|

\ /

IPv4 IPv6 IPv6

Type: IPV6 in IPv4 2002:c0a8:1e01::1

Dst: 192.168.30.1

192.168.30.1
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Hinh 2. 6: Co ché hoat ddng 6to4

Khi c6 mdt goi tin IPV6 vai dia chi dich c6 dang 2002::/16 dugc gui dén mot
router 6to4, router 6to4 tach dia chi IPv4 (dia chi IPv4 vira tach duoc chinh la dia
chi IPv4 ccuar router 6to4 dich), boc géi tin IPv6 trong goi tin IPv4 véi dia chi dich
1a dia chi IPv4 vira tich duoc, sau d6 cac géi tin s& duoc chuyén tiép trén ha ting
IPv4, khi router 6to4 dich nhan dugc goi tin, goi tin IPv6 s& duoc tach ra va chuyén
dén nat mang IPv6 dich.

Uu diém cua co ché 6to4:

Céc nut khong bat budc phai dung dia chi IPv6 kiéu tuong thich IPv4 nhu
cac duong ham tuy dong khéc.

Khong can thiét nhiéu cu hinh dic biét nhu dudng hdm ciu hinh bang tay.

Khong bi anh hudng béi cac hé thdng tuong lira cia mang, chi can router ciia
mang cd dia chi IPv4 toan cuc co thé dinh tuyén.

Nhuoc diém:

Chi thuc hién vé1 mot 16p dia chi dac biét.

C6 nguy co bi tn cong theo kiéu ctua duong ham tu dong néu phan dia chi
IPv4ADDR trong dia chi cua goi tin 6to4 1a dia chi broadcast hay multicast.

2.3.2. Co ché ciu hinh tw dpng isatap(intra-site automatic tunnel
addressing protocol)

ISATAP tam dich 1a “giao thirc danh dia chi dudng ham tu dong trong site”,
1a co ché chuyén doi twong ty nhu dudng him 6to4, cho phép viée trién khai tir cac
node IPV6 trong mang IPv4 di c6. Nhung trong co ché nay c6 it nhat mot dau cudi
la tram (vi du nhu may tinh).

DPuong ham ISATAP c¢6 san cho viéc sir dung thong qua cic mang truong sd
(campus) hoidc cho viéc chuyén ddi cac site cuc bd. ISATAP cung cip viée dinh
tuyén IPV6 trong ca hai mién dinh tuyén IPV6 site-local va global va duong ham tu
dong qua céac vi tri ciia mang IPv4 ciia mot site ma khong can su hd trg cia bat ky
mang IPV6 gbc nio.

ISATAP cung cép cac tinh ning sau:
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- Cho phép trién khai cac host IPv6 trong cac site IPv4 ma khong can mo
rong tai gateway bién. Nhu vay no co cac kiéu cdu hinh: tram dén tram, tram dén
router, router dén tram.

- HJ tro ca hai kiéu cdu hinh. dia chi: kiéu khong trang thai va kiéu bang tay.

- Ho tro cac mang riéng (private) IPv4 va mang toan cuc (global) IPv4.

Truyén céc goi tin IPV6 théng qua cac lién két ISATAP:

Céc lién két ISATAP truyén géi tin IPv6 thong qua dudong ham tu dong bang
viéc st dung cAu trac IPv4 nhu 1a mot tﬁng lién két, géi tin IPv6 duogc bao boc tu
dong trong goi tin IPVvA4.

CéAu truc cta bd nhan dang giao tiép ISATAP:

Viéc tao dia chi ISATAP tuan theo mdt quy trinh nhét dinh, dau tién bo nhan
dang giao tiép ISATAP duoc tao ra béng viéc st dung dia chi IPv4 dang:

::0:5EFE:32bit IPv4 (32bit IPv4 dugc chuyén hé s6 16), bo nhan dang giao
tiép nay la duy nhat mot cach cuc bd, nd st dung dé tao ra dja chi ISATAP link-
local va voi dia chi d6 n6 c6 thé truyén tin véi router ISATAP, ISATAP st dung
mét tién to mang 64 bit dé tir 46 cac dia chi ISATAP duoc tao ra. BO nhan dang
giao tiép 64 bit dugc tao ra boi viée két hop 0000:5EFE va dia chi IPv4 cta nut
Dual Stack.

Vi du:

3FFE:0B00:0C18:0001:0:5EFE.192.168.99.1 1a dia chi ISATAP

Boi vi dudng haim ISATAP chi xay ra trong cac dudng bién cua site, do vay

dia chi embeded IPv4 khong can 1a global. Hinh sau chi ra mét vi du vé co ché

duong ham ISATAP:
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== 192.168.2.1
//f\ % fe80:5efe:c0a8:0201

V6 netork |@| TNy 3ffe:b00:ffff: Sefe:c0a8:0201

rEi; 192.168.4.1 = 192.168.3.1
ya—
Fe80::5efe:c0a8:0401 fego 5efe:c0a8:0301

3ffe:b00:ffif::Sefe:c0a8:0401 3ffe:b00:ffff::5efe:c0a8:0301

Hinh 2. 7: Puong him ISATAP
Nhu vay mdi node s& c6 mot dia chi IPv4 va mot (vai) dia chi IPv6 tuong
ung voi IPv4 dugce nhiing vao 32 bit sau cung.
Dia chi tu cdu hinh khong trang thai va Link-local

Céc dia chi ISATAP 1a cac dia chi unicast, sir dung bd nhan dang giao tiép
nhu sau:

Tién t6 link-local, site- _ Dia chi IPv4 cla
local hoac global unicast 0000:5EFE lién két ISATAP

Hinh 2. 8: Dang dia chi ISATAP

Cac dia chi ISATAP: Link-local, site-local, and global dugc tao ra mdt cach
chinh xac (vi du bang viéc tu cdu hinh hodc cdu hinh bang tay). Vi du:
3FFE:IA05:510:1111:0:5EFE:8CAD:8108 c6 mot tién t6

3FFE:1 a05:510:1111::/64 va bd nhan dang giao tiép ISATAP la dia chi IPv4
nhang: “140.173.129.8”. Dia chi trén co thé viét cach khac 1a:

3FFE:1A05:510:1111:0:5EFE:140.173.129.8. Va dia chi ISATAP Link
Local va Site local tuong tng:

FE80::0:5EFE:140.173.129.8 (10 bit dau tién 1a 1111111010)
FECO0::1111:0:5EFE:140.173.129.8 (10 bit dau tién 1a 1111111011 va 16 bit dinh
danh mang con la 1111 1111 1111 1111 dang nhi phan).

Router ISATAP

Viéc str dung dia chi link-local ISATAP cho phép céc host IPv6/IPv4 truyén

tin voi nhau trén ciing mot mang con IPv4, nhung khong truyén tin duge voi cac dia
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chi ndm trén mang con (subnet) khac. Dé truyén tin dugc ra bén ngoai mang con thi
st dung dia chi global. Cac host sir dung dia chi ISATAP phai dinh dudng ham cac

g6i tin tir router ISATAP. Céu hinh nay dugc mé ta nhu hinh sau:

HostA Ha lﬁng IPv4 Ha téng IPvd va
IPv6
ISATAP
ISATAR host Router

Hinh 2. 9: ISATAP Router

Mot router ISATAP 1a mét router IPv6 thuc hién cac chirc nang sau:

Chuyén céc goi tin giita cac host ISATAP trén mot mang con logic (mot
mang IPv4) va cac host trén ciing mang con khic. Cac mang con khac co thé 1a
mang IPv4 hodc mang con trong mat mién (domain) IPV6.

Hoat dong nhu mot router mac dinh cu cac host ISATAP.

Quang ba tién to dia chi dé nhan dang mang con logic trén cac host ISATAP
ma chung dang thudc vé. Cac host ISATAP sir dung tién té dia chi d3 quang ba dé
cAu hinh dia chi global ISATAP.

Céch thtrc hoat dong cua ISATAP:

ISATAP 1a duy nhét trong cich né xu 1y router va tim kiém hang xém
(Neighbor Discovery). Viéc kham pha router ban dau duoc thuc hién thong qua tén
(name lookup). Liic mot giao tiép ISATAP ciia nut ISATAP khéi dong, né sé& thuc
hién tra tén “ISATAP”. Piéu nay s& phan giai dia chi cua tit ca router ISATAP
trong AS (Autonomous System: vung tu tri). Quy trinh nay goi la Potential Router
List (PRL). Nut (node) ISATAP luc d6 s& giri mot ban tin lién két Router (Router
Soicitation) t6i dia chi link-local ISATAP cho mdi router trong PRL. Luc truyén tin
xay ra giita hai nat ISATAP, mot nut s& biét rang dich 1a mot ntit ISATAP dya vaog
bod nhan dang giao tiép. Dua trén tién t0, néu dia chi dich 1a ndm trong AS thi goi tin
IPV6 s& dugc bao boc trong mot goi tin IPv4 va dia chi dich IPv4 s& xuat phat tir dia
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chi IPv4 dugc nhung vao trong dia chi dich IPv6 ISATAP. Néu dja chi dich thudc
AS, goi tin IPV6 s van duoc boc trong IPv4 va dich 1a mot router ISATAP mac
dinh dung cho viéc chuyén tiép géi tin, sau nay ciing ding cho cac goi tin duoc
chuyén t&i dich ma khong phai 1a ISATAP.

Uu diém cua ISATAP:

Cung cip viéc trién khai dan dan IPv6 dé ting budc lip day cac nat IPv6
trong AS. N6 duogc hd tro trén bat clr nén tang nao, lam viéc voi khong gian dia chi
riéng cua IPv4.

Nhuoc diém ctia ISATAP:

Yéu cau nhiéu quy trinh hon cac phuong phap khéac, hién tai khong phai la
mot chuin chinh thirc, mot vai van dé bao mat lién quan dén viéc sir dung router
ISATAP boi cac nat khéng mong mudn (undesirable).

2.4. Co ché dich dia chi (address translation)

Trén day da nghién ctru cac phwong phap chuyén d6i tir IPv4 sang IPV6 bang
cac duong ham ty dong va cau hinh bang tay, cac phuong phép trén duoc st dung
trong truong hop cac tram (host hodc router) IPV6 phai két ndi v6i nhau thong qua
mang IPv4. Riéng co ché dich dia chi lai thuc hién viéc chuyén doi gitra hai mang
nam k& nhau va thuc hién truyén tin giita host chi co IPv4 va cac host chi c6 IPV6.
Sau day 12 mét s6 chuyén doi thong dung cho loai nay.

+ Dstm (dual stack transition mechanism):

DSTM 14 “co ché chuyén doi chong giao thirc”, dua vao viée str dung cac
duong ham IPv4 qua IPv6 dé mang luu lugng trong mot mang IPV6 va cung cap
mot phuong phap dé cap phat mot dia chi IPv4 tam thoi t6i cac nut ¢6 kha nang hd
trg ca IPv4 va IPv6 (nat IPv4/IPv6), DSTM ciing dong thoi 1a mot cach dé tranh

viée str dung NAT trong viée truyén tin voi cac nit va cac tng dung IPV4,
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] 1Pv6 header
B 1Pv4 header

Hinh 2.10: M6 hinh hoat dgng ctiia DSTM
a. CAu triic mot dstm:
May chu DSTM (DSTM Server):
Cép phat dia chi IPv4 trong mang IPv6 cho cac may khach (client).
May khach DSTM (DSTM Client):
La chwong trinh chay trén may khach ma né yéu cau dia chi IPv4 tir may chu
DSTM.
Gateway (Tunnel End Point - TEP):
Pay la diém cudi duong ham thyc hién cong viéc ma hoa/ giai ma goi tin.
DSTM Host:
Hb tro IPv4/IPV6.
Yéu cau va tu cau hinh dia chi IPv4.
Thiét 1ap dudng hadm 4over6 vé phia TEP.
b. Hoat dong ciia cac niut DSTM:
Cdch xdc dinh lic nao thi can mét dia chi |Pv4:
IPv4 1a két qua ciia mot truy van DNS (DNS Query)
Mot img dung mé mot cong 1Pv4,
Cich dé ciu hinh |PV4:
Yéu cau mot dia chi/cong IPv4 tir DSTM Server
CAu hinh giao tiép 4over6 voi gia tri IPv4 vira nhan duoc.
Chuyén tat ca luu luong IPv4 téi giao tiép 4over6
Cdch nut biét dwoc dia chi TEP:
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Céu hinh tinh.

Hoc tur goi tin tra 1601 DNS (DNS Answer) cia may phuc vu DNS.

c. Hoat dong cia DSTM TEP:

Cich né dwoc ciu hinh:

Céu hinh bang tay (khong dugc khuyén nghi)

Thong qua may chu DSTM

CAu hinh déng.

DSTM TEP céu hinh viéc 4nh xa IPv4 va IPv6 va cong

d. Hoat dong ciia may chu DSTM:

Sau khi nhan dugc goi tin truy van thi may chi DSTM tra lai v6i cac tham s
(IPv4, cong, TEP, khoang thoi gian (Duration)) va luu giit ban anh xa giita IPv4 va
IPV6.

Sau day 1a mét vi du dién hinh vé viéc truyén tin gitra mdt Host A (thudc
mang IPv6) va host B (thuéc mang I1Pv4):

A bit dau truyén tin v6i B:

DSTM domain

DSTM server

DNS answer
B=155.54.1.1

L]
:_;

DNS
wry B?

Hinh 2. 11: A s& yéu cAu DNS cho cac tham s6 vé B, DNS sé tra 1oi véi mdt dia chi

IPv4 cua B (155.54.1.10)
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DSTM domain

= DSTM server
TEP

DHCPv6
Response

LA IP=1.1.1.120 ~—
J 6541 [optional] =
TEP=2002:100::1
Time=180s
\/ DNS

Hinh 2. 12: Ban ghi DNS ciia IPv4 sé khéi dong yéu cau DHCP

IPv6

DSTM domain

o DSTM server
TEP

S=2002:100:120
D=2002:100:1 —
K/ Payload DNS

Hinh 2. 13: Géi tin IPv4 s& giri thong qua 4over6 vé phia TEP

DSTM domain

= DSTM server
|Pvﬁ

Payload

N g

Hinh 2. 14: TEP tach géi tin va giri né nhw binh thwong
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DSTM domain

— DSTM server

S=2002:100:1
D=2002:100:120

Payload

_/ B

o DNS

Payload

Hinh 2. 15: Liic 6 TEP da lwu giir viéc anh xa va viéc dinh tuyén ngwoc lai 1a dé
dang

e. Uu diém ciia DSTM:

Trong sudt véi mang: Boi goi tin IPv4 da duoc bao boc trong IPV6, khong
can yéu cau dinh tuyén.

Trong sudt v6i ing dung: Khong can sy thay doi nao dén tmg dung.

DHCPv6 cho phép cap phat dong dia chi IPv4.

Dua vio giao thirc chuan.

Dé quan ly.

d. Nhwoe diém ciia DSTM:

Khéng hd trg dudng truyén dbi xing.

Tré ban dau c6 thé 16n.
2.5. Bién dich NAT-PT (netwokr address translation - otocol translation)

NAT-PT 1a co ché “chuyén déi dia chi mang —chuyén d6i giao thic mang”,
mo ta mot bd chuyén doi IPv6/IPv4, NAT-PT cho phép cac host thuan IPV6 (tirc 13
chi ndm trong mang IPV6) va truyén tin voi cac host thuan IPv4 va nguoc lai. Mot
thiét bi NAT-PT dit tai bién ctia mang IPv4 va IPv6, moi thiét bi NAT-PT chiém
mot ving dia chi global IPv4 c6 kha ning dinh tuyén, ding dé gan tdi cac nat IPv6
mot cach dong. Ngoai viéc chuyén doi dia chi thi cling thuc hién chuyén ddi mao
dau. Néu co khac biét vé dia chi: Dich dia chi IPv4-1Pv6, néu khac biét vé phan mao

dau: Dich giao thtrc thay d6i mao dau goi tin.
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Thiét bi NAT-PT duoc cai dit tai bién gitta mang IPv4 véi IPV6, co ché nay
khong doi hoéi cac cdu hinh dic biét tai cac may tram va sy chuyén doi gdi tin tai

thiét bi NAT-PT hoan toan trong sudt véi nguoi dung.

NAT-PT (v&i cac dai dia
chilPv4)

Mang IPv4

Mang IPv6

Hinh 2. 16: NAT-PT

MBJi thiét bj duy tri mot tap cac dia chi IPv4 dung dé anh xa cac yéu cau dia
chi IPVG6.

NAT-PT c¢6 thé mé rong thanh NAPT-PT ttrc 1a thém kha nang dich sb hiéu
cong. NAPT-PT cho phép st dung mét dia chi IPv4 cho nhiéu phién lam viéc khac
nhau.

NAT-PT cling NAT trong IPv4 khong c6 kha nang hoat dong véi cac goi tin
c¢6 chira dia chi trong phan tai tin, do d6 NAT-PT di kém véi co ché cong tang Gng
dung ALG (Application Layer Gateway), co ché nay cho phép xir 1y cac géi tin (g
v6i timg dich vu nhét dinh nhu DNS hay FTP, ...

2.5.1. Hoat dong cua NAT-PT

Hinh 2.16: trong do IPv6-A c6 dia chi FEDC:BA98::7654:3210, IPv6-B ¢o
dia chi FEDC:BA98::7654:3211 va IPv4-C co6 dia chi 132.146.243.30. va gia su
NAT-PT c6 vung dia chi IPv4 1a 120.130.26.0/24. Cac dia chi trong vung dia chi
c6 thé cip phat theo kiéu 1-1 téi cac dia chi IPV6 trong truong hop sd dia chi IPv6

nho hon hoic bang sb dia chi IPv4, trong trudng hop sau day gia st mang IPV6 co
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s6 nat nhiéu hon so v6i ving IPv4 vi vy ma can co ché cip phat dong. Khi nut
IPv6-A truyén tin v&i nat IPv4-C thi nat A tao ra mot goi tin véi:

Dia chi nguén: FEDC:BA98:7654:3210

Dbia chi dich: Prefix::132.146.243.30

Chu ¥ rang Prefix::/96 dugc quang ba trong mién cut (stub domain) boi
NAT-PT va cac goi tin dugc dua dén Prefix (phan tiép dau) nay s& dugc dinh tuyén
t6i NAT-PT, Prefix duoc cau hinh trudc chi can c6 kha ning dinh tuyén trong mién
cut va vi vy no c6 thé 1a bit cir Prefix ndo c6 kha ning dinh tuyén ma nha quan ly
mang chon.

Néu g6i tin 13 mot goi khoi dau phién, NAT-PT s& gan cho géi tin mot dja
chi IPv4 trong viing cip phat ctia n6 (vi du 120.130.26.10/24 nhu trén), cac tham sb
chuyén ddi s& dugc nhé lai trong khoang thoi gian cia phién.

Goi tin IPv4 sau d6 co dia chi nguff)n 120.130.26.10 va dia chi dich
132.146.243.30. NAT-PT s€ gitr lai trang thai anh xa gitra 120.130.26.10 va
FEDC:BA98::7654:3210 cho viéc truyén tin tiép theo trong cting phién d6 cho dén
khi két thiic phién.

Bét ky luu luong ndo quay nguoc lai tir IPv4 sang IPV6 thudc vé cing mot
phién s¢ dugc nhan ra bdi NAT-PT. NAT-PT sé st dung thong tin trang thai dé
chuyén géi tin, luc nay dia chi ngudn 1a 132.146.243.30 va dja chi dich 1a
120.130.26.10 (phia 1Pv4), NAT-PT s& thay d6i dia chi ngudn thanh
Prefix:132.146.243.30 va dia chi dich 1a FEDC:BA98::7654:3210 (node IPv6-A).
Chu ¥ rang géi tin ndy bay gio co thé duoc chuyén trong cac mang chi IPv6 nhu
binh thuong.

2.5.2. Str dung DNS cho viéc gan dia chi:

Mot dia chi IPv4 gan bo1 NAT-PT to1 mdi nat IPv6 lac NAT-PT nhén dang
diém bt dau cta phién inbound (di vao) hay outbound (di ra ngoai), viéc nhan dang
diém bat dau cia cia mot phién inbound md&i duge thye hién khac so véi outbound.
Tuy nhién ving dia chi IPv4 dugc st dung cho viéc gan cac node IPv6 khong lién
quan dén viéc mot phién outbound khai dau tir mot nut IPv6 hay inbound khéi dau
tor mot nut IPv4.
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Viéc anh xa tén sang dia chi ctia IPv4 dugc luu gitt trong DNS Server (may
phuc vu DNS) véi cac ban ghi A. Con viéc anh xa tir té€n sang dia chi ctuia IPv6 trong
mot DNS Server voi ban ghi AAAA (A6).

Gan dia chi cho céac két nbi dau vao (IPv4 sang IPv6)

DNS DNS DNS DNS

IPv6 Network NAT-PT IPv4 Network

Vung dia chi IPv4

IPV6 IPV6-B IPV4-C

Hinh 2. 17: Truyén tin IPv6 dén IPv4

Nut IPv6-A dia chi IPv6 -> FEDC:BA98::7654:3210

Nut IPv6-B c6 dia chi IPv6 -> FEDC:BA98::7654:3211

Nut IPv4-C c6 dia chi IPv4 ->132.146.243.30

NAT-PT c6 mot ving dia chi bao gdm mang con IPv4: 120.130.26.0/24

Theo hinh trén lic bo phan giai tén cia IPv4-C giri mot yéu cau tim kiém
(lookup) cho nut A, yéu cau lookup duge dwa dén may phuc vu DNS (DNS server)
trén mang IPv6 thong qua router NAT-PT vi DNS bén mang IPv4 khong tim thay
niit. DNS-ALG trén thiét bi NAT-PT s& diéu chinh cac cau hdi DNS cho ban ghi A
di vao mién IPV6 dé thyc hién phan giai tir dia chi nat thanh tén nat (va nguoc lai)
va nguoc lai DNS-ALG s& chuyén cic cau hoi cho ban ghi AAAA (A6) tir mién
IPV6 sang mién IPv4 (Cht ¥ rang gii tin DNS TCP/UDP duoc nhan dang bai sd
cong ngudn va cong dich 1a 53).

Vi du node IPv4-C muén bit ddu mot phién véi node IPV6-A thi nd thuc
hién mot su tra tén (ban ghi A) cho nut A, yéu cau nay s& dugc chuyén téi DNS
vung (mién IPv4) va tir d6 nd duoc chuyén qua DNS server cia mién IPv6, DNS-
ALG sé& dich yéu ciu A thanh yéu cdu AAAA (hoic A6) va s& chuyén qua may
phuc vu DNS trong mién IPV6:

48



Nut A AAAA FEDC:BA98::7654:3210

Sau d6 dia chi nay lai dugc chuyén quay lai may phuc vu DNS (cua IPv6)
va duogc dich ra bo1i DNS-ALG nhu sau:

Nut A 120.130.26.1

DNS-ALG s¢€ gui lai viéc anh xa FEDC:BA98::7654:3210 va 120.130.26.1
trong NAT-PT, ban ghi luc d6 s& chuyén t6i node IPv4-C. Bay gid C co thé bit dau
mot phién lam viéc nhu sau:

Dia chi ngudn: 132.146.243.30, cong TCP ngudn: 1025 va

Dia chi dich: 120.130.26.1, cong TCP dich: 80

Goi tin s& duoc chuyén téi NAT-PT, NAT-PT di gitt anh xa giita
FEDC:BA98::7654:3210 va 120.130.26.1 do d6 ¢ thé chuyén goi tin v4i tham so:

Dia chi ngudn: Prefix::132.146.243.30, cong TCP ngudn: 1025

Dia chi dich: FEDC:BA98::7654:3210, cong TCP dich: 80

Va viéc truyén tin bay gio s& dién ra binh thuong.

2.5.3. Gdn dia chi cho cdc két noi dau ra (IPV6 sang 1Pv4)

Viéc truyén tin tir IPv6 sang IPv4 ciing dugc thuc hién théng qua may phuc
vu DNS & mdi mién (domain), nat A sé& thuc hién tra bang (lookup) niit C thong qua
may phuc vu DNS cuta IPv6, yéu cau nay s& duoc chuyén téi NAT-ALG ¢ router
NAT-PT va chuyén sang may phuc vu DNS ciia IPv4. May phuc vu DNS ¢ IPv4 s&
tra 101 yéu cau va chuyén t6i NAT-ALG, luc nay NAT-ALG s& thém tién to (Prefix)
vao dia chi IPv4 dé thanh dia chi IPv6 va chuyén dia chi ndy t6i nat A. Bay gid nut
A ¢6 thé sir dung IP nay nhu bat ky IP binh thuong nao khac.

2.5.4. Uu diém ciia nat-pt
Quan tri tap trung tai thiét bi NAT-PT.
C6 thé trién khai nhiéu thiét bi NAT-PT dé ting hiéu ning hoat dong.
2.5.5. Nhwoe diém ciia NAT-PT
Tao nén mot diém gay 151 tai thiét bi NAT-PT néu viéc truyén tin 1a qua 16n.
Sy thiéu hut bao mat dau cudi téi dau cudi (end-to-end), do IPv6 hd tro

IPsec nhitng IPv4 khong hd trg, vi vay khong dung IPSEc trong trudng hop nay.
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2.5.6. Pham vi wrng dung

NAT-PT duogc ting dung tai dai bién ciia mang chi c6 cac host IPv6 va mang
chi c6 céc host IPv4.

Theo dang don gian néu NAT-PT khéng hd trg NAT-ALG, s& cung cap mot
su truyén tin gitta mang IPv6 va mang IPv4 véi chi cac phién khoi dau tai cac nut
trong mién IPv6. Trong khi d6 cac phién duoc khoi du tai mién IPv4 s& bi danh
roi.

NAT-PT két nbi voi NAT-ALG sé& cho kha ning truyén tin hai hudng véi
viéc khoi dau phién ¢ IPv4 hoic IPV6.

2.6. Két luan Chuong 2

Trong chwong nay da gidi thiéu mot s6 co ché chuyén doi img véi timg nut
mang: Tunnel; Translation; Dual Stack, bién dich NAT-PT; phan tich wu nhugc
diém cua cac co ché chuyén d6i; phuong phap gan dia chi va gan ciu hinh tu dong

trong qué trinh chuyén doi tir IPv4 - IPV6.
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CHUONG 3: CHUYEN POI IPV4 - IPV6 TRONG MANG

KHACH HANG VNPT HAI DUONG
3.1. Chuyén d6i IPv4 — IPv6 trong mang bing rong vnpt
3.1.1 Mé hinh cung cép dich vu internet tgi vapt hdi dwong.

VNPT Hai Duong la don vi truc thudc tap doan VNPT, cung cép cac dich vu
ctia VNPT tai dia ban Hai Duong, theo chi truong phat trién cua tip doan hién tai
VNPT Hai Duong di quang héa tit ca dudng truyén Internet dén nha khach hang,
hoan thanh muc ti€éu 100% k/h cua VNPT sir dung cac goi FTTH.

VNPT Hai Duong c6 37 thiét bi UPE, 3 thiét bi AGG tao thanh cac ring
MAN-E ndi tinh dung luong céc ring tir 30G dén 50G. 3 AGG c6 500G két ndi dén
5 BRAS thudc mién VN2 ctia Core VNPT, cung hé théng mang quang truy nhap
ndi tinh, VNPT Hai Duong da trién khai cung cap dich vu Fiber dén gan 140.000
khach hang bang hé théng GPON.

Luu luong Internet tir cic BRAS thong qua hé chuyén mach nhin MPLS
trong mién MAN-E s& dén cac UPE, cac OLT GPON két nbi d¢én UPE bang céac
giao dién 1G hoic 10G, méi UPE dugc quy hoach mdt VLAN riéng cho Internet dé
thuén loi cho qua trinh khai thac va xtr 1y 16i. Thong qua mang quang thu dong, cic
ONU két ndi vé OLT, ONU str dung ddng nhat VLAN 11 dé truyén tai két néi OLT
— ONU. Céac ONU sir dung phuwong phap PPPOE xac thuc voi 16p trén dé nhan IP tir
BRAS va é&p cac gidi han luu lugng theo géi da dang ky.

ONU VNPT Hai Duong st dung chi yéu la ONU Igate do VNPT
Technology san xuét, Router ndy c6 cdu hinh manh, dap tng duoc IPv6 — IPv4

Dual — stack.
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Hinh 3. 1: M6 hinh cung cép dich vu Internet VNPT hii Dwong.

Véi tap khach hang ngdy cang mo rong va yéu ciu cao vé chat luong dich
vu, cing su hudng phat trién cua Internet toan cau, VNPT néi chung va VNPT Hai
Duong ndi riéng dinh hudng trién khai IPv6 dén tat ca khach hang, phuong thic
cung cép la IPv6 — IPv4 Dual — Stack.

3.1.2 Phwong dn cung cdp |\Pv6 — IPv4 dual — stack dén khdch hang

Ap dung cac phuong phap dinh tuyén nhu trong mé phong, IPv6 va OSPFv3,
IPv4 va bat OSPFv2, két hop vé1i DHCPv6 tai cac BRAS, hién tai VNPT Hai
Duong di cung cap thanh cong dén mdi ONU mét IPv6/60. Cac thiét bi két ndi truc
tiép voi ONU dugc cap mot IPv6/64.
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VN2 OSPFv3 O3S

EPE1 ~

-
N -

~_ MP-BGPAS 198 _ -~
- -

PFv2

-

1Pv4 address: 113.179.240 56/3

DNS 2001-ee0:26:26
DNS 8.8.8.8
IPv6 Address: 2001:0ee0:438e:7c09:6017:133¢:29¢1:34b4/64
Default Gateway - 123.29.4 103
DHCPvE prefixc delegation: 2001:e20:43a3:c160::/60

IPvE Address Link Local: fe80-:6017-133¢:28¢1:34b4/10

DMS:192 168 1.1
00 gubnet 25

IPv4 192165
Default gateway - 192.163

Hinh 3. 2: M hinh cung cip IPv6-1Pv4 Dual Stack tai VNPT Hai Dwong.
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Hinh 3. 3: CAu hinh thiét bi dau cudi dé trién khai IPv6- IPv4 Dual — Stack

P OKHVI X | & My Drve - Google e x | - B x| @ GoNoNT x + - 8 x

¢ s C a 192168 = u @
VNPT Technology B
A MEMBER OF VNPT m

Device Info

Dovica Info

Product name: iGate GV
Symmetrc CPU Threads B

Build Timestamp:
Soltware Versian:
Uptime:

Type
nteriace Name

P Version
Connection Stanus
Ontine Duration

IP Address

Submet Mask
Delaut Gateway
Primary DNS Server

Socandary ONS Server [IEE
LAN IP Addess 19216011
DotarTime: Tus May 12072414 202
Py I

Type

Interface Name

P Version
Connection Status

(Onfine Duration
1Py Addross

1PG Address Link Local
Default Routar

Primary DNSE Server
Sacandary BN Server

[WAN Delegated Prefic

LAN Dolegated 1Pvi Adaress

Hinh 3. 4: Cac dia chi IP cip cho ONU chay IPv6- IPv4 Dual — Stack

EX C\WINDOWS\system32\cmd.exe - m} X

Hinh 3. 5: IPv6- IPv4 Dual — Stack tai cac PC ciia khach hang.
Sau khi chuyén d6i IPv6- IPv4 Dual — Stack dén k/h, kiém tra két ndi IPv6

va IPv4 dén céc server trong va ngoai nudc.
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Hinh 3. 6: Kiém tra két ndi IPv6 IPv4 dén cac diém test trong va ngoai nudérc.

DPbi voi cac diém dau xa cung st dung IPv6- IPv4 Dual — Stack ( VD:

https://vnexpress.net/) Kiém tra tir PC d3 wu tién sir dung cac két ndi IPV6.
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Hinh 3. 8: Kiém tra routing dén host dau xa dung IPv6- IPv4 Dual — Stack

VNPT Hai Duong da trién khai IPv6- IPv4 Dual — Stack dén toan bo tap
khach hang bao gém ca nhém khach hang ca nhan, k/h doang nghiép trén dia ban
VNPT Hai Duong. Véi cac doanh nghiép 16n cé hé théng mang ndi by phuec tap,
VNPT Hai Duong hd tro khach hang cdu hinh hé thdng theo cic md phong da
chuan bi trude giup k/h sit dung dugc cac uu diém cia hé thong IPv4 va IPv6, ning

cao chit luong va gia tri hinh anh cia VNPT Hai Duong
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3.2. Céu hinh dinh tuyén IPv4 — IPv6 dual-stack trong méi truomg gia
lap.

Thuc hién gia 14p mang VNPT-KH Céu hinh IPv4 — IPv6 Dual — Stack gdm
3 router va 3 may cha dual- stack. X4y dung dinh tuyén trong mang sir dung IPV6
va OSPFv3, cac router bt dual — stack bang cach cdu hinh IPv4 va OSPFv2. Cac
may chu dual- stack thuc hién gtri ca goi IPv4 va IPv6 qua mang VNPT-KH.

VNPT -KH
2001:0DB8:CAFE::/48

20010088 FEED 0001 /64
Link 10 ISP

20010008 cale:0001:0250:568 10840013 20010088 FACE CODE 154
2001 0db8 cale 00010250 561 4e8a 001D Remote Server

Hinh 3. 9: M6 hinh gia lap

3.2.1. Ciu hinh dja chi |PV6:

Mang bao gém ba by dinh tuyén, R1, R2 va R3. Mdi bd dinh myén c6 mot
mang LAN duogc gin vao giao dién Ethernet 0/0:
R1:2001:0db8:cafe:0001::/64
R2: 2001:0db8:cafe:0002::/64
R3: 2001:0db8:cafe:0003::/64

Trong ndi bo, mdi bd dinh tuyén duge két ndi véi mot lién két ndi tiép diém-
diém. Dé giup xac dinh tot hon két ndi ndi tiép, ID mang con bit dau biang a. Ba
mang ndi tiép noi bo la:
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R1 va R2—2001:0db8:cafe:a001:/64
R2 va R2—2001:0db8:cafe:a002:/64
R1 va R3—2001:0db8:cafe:a003:/64
VNPT- KH duoc két ndi véi ISP ctia minh thong qua mang 2001: 0db8:
feed: 0001: / 64. Nhu mot vi du vé mot mdy chil tir xa, bo dinh tuyén ISP ¢6 may
chii 2001: 0db8: face: cOde :: 1/64 duogc két ndi véi giao di¢n Fast Ethernet 0/0. Tat
ca céc dia chi duoc hién thi trong Hinh 3.1 1a cac dia chi unicast toan cau. Tiép theo
cAu hinh cac dia chi unicast toan cau trén mdi b dinh tuyén sau di kiém tra lai cu
hinh trén cac router
R1# conf t
R1(config)# interface fastethernet 0/0
R1(config-if)# IPv6 address 2001:0db8:cafe:0001::1/64
R1(config-if)# exit
R1(config)# interface serial 0/0/0
R1(config-if)# IPv6 address 2001:0db8:cafe:a001::1/64
R1(config-if)# exit www.AdminPro.ir
R1(config)# interface serial 0/0/1
R1(config-if)# IPv6 address 2001:0db8:cafe:a003::1/64
R1(config-if)# end
R1#
R1# show IPv6 interface brief
FastEthernet0/0 [up/up]
FE80::21B:CFF:FEC2:82D8
2001:DB8:CAFE:1::1
Serial0/0/0 [up/up]
FE80::21B:CFF:FEC2:82D8
2001:DB8:CAFE:A001::1
Serial0/0/1 [up/up]
FE80::21B:CFF:FEC2:82D8
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2001:DB8:CAFE:A003::1
R1#

Ta théy Ca dia chi lién két cuc bd va dia chi unicast toan cau ctia mdi giao
dién déu duoc hién thi. Dia chi lién két duogc tao tw dong bang EUI-64 bat clr khi
nao cé dia chi unicast toan cau.

Tuong tuw dbi voi R2 va R3
R2(config)# interface fastethernet 0/0
R2(config-if)# IPv6 address 2001:0db8:cafe:0002::1/64
R2(config-if)# exit
R2(config)# interface serial 0/0/0
R2(config-if)# IPv6 address 2001:0db8:cafe:a001::2/64
R2(config-if)# exit
R2(config)# interface serial 0/0/1
R2(config-if)# IPv6 address 2001:0db8:cafe:a002::1/64
R2(config-if)# end
R2#

R2# show IPv6 interface brief
FastEthernet0/0 [up/up]
FE80::21B:53FF:FE87:C050
2001:DB8:CAFE:2::1
Serial0/0/0 [up/up]
FE80::21B:53FF:FE87:C050
2001:DB8:CAFE:AQ001::2
Serial0/0/1
FE80::21B:53FF:FE87:C050
2001:DB8:CAFE:A002::1
R2#

Dia chi lién két cuc bo duge tao tu dong khi ban gan dia chi unicast toan ciu
cho giao dién. Tru khi dugc dinh cAu hinh tha cong, céac dia chi lién két cuc bo duoc
tao bﬁng tién t6 FESO :: / 10 va ID giao dién st dung EUI-64 hodc gia tri dugc tao
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ngau nhién. Cisco I0S sir dung dinh dang EUI-64. Nhu d3 luu y trudc d6, EUI-64
lién quan dén viéc sir dung dia chi MAC Ethernet 48 bit, chen FFFE vao gitra va 1at
bit thir bay. Pdi voi giao dién ndi tiép, Cisco sir dung dia chi MAC ciia Fast Giao
dién Ethernet. Bd1 vi cac bo dinh tuyén c6 mot giao dién Fast Ethernet duy nhét va
it nhat mot ndi tiép giao dién, didu nay dan dén nhiéu giao dién c6 cung dia chi lién
két cuc bo. Diéu nay duoc chfip nhéan. Dé d& theo ddi tién trinh pho phong, ta dat lai
céc dia chi lién két cuc bo.

R1(config)# interface fastethernet 0/0

R1(config-if)# IPv6 address fe80::1 link-local

R1(config-if)# exit

R1(config)# interface serial 0/0/0

R1(config-if)# IPv6 address fe80::1 link-local

R1(config-if)# exit

R1(config)# interface serial 0/0/1

R1(config-if)# IPv6 address fe80::1 link-local

R1(config-if)# end

R1#

R1# show IPv6 interface brief

FastEthernet0/0

FES0::1

2001:DB8:CAFE:1::1

Serial0/0/0

[up/up]

FES0::1

2001:DB8:CAFE:A001::1

Serial0/0/1

FES0::1

2001:DB8:CAFE:A003::1

R1#

[up/up]

[up/up]

Kich hoat IPv6 trén tirng Interface.
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Router(config-if)# IPv6 enable
3.2.2. Ciu hinh dinh tuyén ospfv3

2001:0D88:CAFE:0002::/84

VNPT-KH el K
2001:0DB8:CAFE:/48
Ser 0100 Ser 0/0N1

Static Route
-
>

Ser 0001 Default Route
2 <
Ser 0110

2001:0D0B8.CAFE:AD03./64
Ser 0/0/1

Ser 0/0/0

| 2
12001:0088:FEED:0001:/64 Faoo |1

Fa 0l
o B |Link to ISP

2001:00B8:CAFE 0001:64 2001:0D088.CAFE 0003: /64 2001:0088:FACE:CODE /64

2001:00B8.FACE:CODE::1/64
Remote Server

Hinh 3. 10: Cau hinh B dinh tuyén R1, R2 va R3 dé chia sé thong tin dinh tuyén sir
dung OSPFv3

Trong mién dinh tuyén IGP. R3 duoc cAu hinh v6i mot myén mac dinh thong
qua bd dinh tuyén ISP.Str dung OSPFv3, cdu hinh R3 dé phan phdi tuyén mic dinh
t6i cac bd dinh tuyén OSPFv3 khac. ISP van duoc dinh cau hinh véi tuyén tinh
2001:0DBS8: CAFE ::/48. Ca ISP va R3 dinh tuyén tinh.

R3(config)# IPv6 route ::/0 serial 0/1/0
ISP(config)# IPv6 route 2001:db8:cafe::/48 serial 0/0/

Lénh dinh tuyén unicast IPv6 dugc sir dung dé cho phép dinh tuyén IPV6 trén
R1. Tiép theo, bit dau qua trinh cAu hinh ctia OSPFV3 trén B dinh tuyén R1 vé1 bo
dinh tuyén IPV6 ospf 1 toan cauchi huy. Lénh nay twong ty nhu 1énh ospf process-id
cua by dinh tuyén dugc st dung trong OSPFv2. GiéngOPSFVZ, id qué trinh trong
OSPFV3 chi c6 y nghia cuc bo va khong can phai giéng nhau trén cac bo dinh tuyén
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khac trong mién OSPF. Trong ché do ciu hinh bd dinh tuyén, 1énh 1d-bo dinh tuyén
duogc sir dung dé ciu hinh ID bo dinh tuyén OSPF. Lénh id bo dinh tuyén OSPF nay
phai duoc ciu hinh trén tit ca cac bo dinh tuyén trong cu trac lién két vi no chua
duoc cau hinh nhu mot dia chi IPv4 trén bat ky giao dién nao. Do do, b dinh tuyén
khong thé tu dong chon ID b dinh tuyén va ID bd dinh tuyén phai theo céach cau
hinh thu cong.

R1(config)# IPv6 unicast-routing

R1(config)# IPv6 router ospf 1

R1(config-rtr)# router-id 10.1.1.1

R1(config-rtr)# exit

R1(config)# interface fastethernet 0/0

R1(config-if)# IPv6 ospf 1 area 0

R1(config-if)# exit

R1(config)# interface serial 0/0/0

R1(config-if)# IPv6 ospf 1 area O

R1(config-if)# exit

R1(config)# interface serial 0/0/1

R1(config-if)# IPv6 ospf 1 area O

R1(config-if)# end

R1#

Céu hinh twong ty v6i R2 va R3:

R2(config)# IPv6 unicast-routing

R2(config)# IPv6 router ospf 1

R2(config-rtr)# router-id 10.2.2.2

R2(config-rtr)# exit

R2(config)# interface fastethernet 0/0

R2(config-if)# IPv6 ospf 1 area 0

R2(config-if)# exit

R2(config)# interface serial 0/0/0

R2(config-if)# IPv6 ospf 1 area O
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R2(config-if)# exit
R2(config)# interface serial 0/0/1
R2(config-if)# IPv6 ospf 1 area 0
R2(config-if)# end
R2#
Dé hoan tat cau hinh cuia OSPFv3, cdu hinh quan ba tuyén mic dinh trén R3
dén cac bo dinh tuyén khac trong Tén mién OSPF. Lénh khai tao thong tin c4u hinh
bo dinh tuyén duoc cau hinh trénR3:
R3(config-rtr)# default-information originate
R3(config-rtr)# end
R3#
3.2.3. Ciu hinh \Pv4 va ospfv2

Bit dau voi Bo dinh tuyén R1, ciu hinh céc dia chi IPv4 trén giao dién Fast
Ethernet ctia nd va ca hai giao dién ndi tiép. Sau khi cic giao dién di duoc cau
hinh, cu hinh dinh tuyén OSPFv2. Cac giao dién R1, cho IPv4 va bat OSPFv2 trén
ca ba giao dién. Py 13 nhitng cdu hinh luén dugc st dung v6i IPv4. Nhu thé IPv6
d3 khong ton tai trén mang.

R1(config)# interface FastEthernet0/0

R1(config-if)# ip address 10.1.0.1 255.255.0.0

R1(config-if)# exit

R1(config)# interface Serial0/0/0

R1(config-if)# ip address 10.10.10.1 255.255.255.252

R1(config-if)# exit

R1(config)# interface Serial0/0/1

R1(config-if)# ip address 10.10.10.9 255.255.255.252

R1(config-if)# exit

R1(config)# router ospf 2

R1(config-rtr)# network 10.1.0.0 0.0.255.255 area 0

R1(config-rtr)# network 10.10.10.0 0.0.0.3 area 0

R1(config-rtr)# network 10.10.10.8 0.0.0.3 area 0
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Kiém tra cau hinh dang chay ctia R1, khong giéng nhu OSPFv2, OSPFv3
khong st dung 1énh mang dé kich hoat OSPF trén giao dién. V&i OSPFv3, 1énh
IPV6 opsf dugc st dung dé kich hoat OSPF tryc tiép trén giao dién.Bo dinh tuyén
R1 1a by dinh tuyén Xép chff)ng kép, do1 mi hai chiéc, mot chiéc cho IPv4 va mot
chiéc cho IPv6. Cau hinh twong tu cho Router R2 va R3:

R2(config)# interface fastethernet 0/0

R2(config-if)# ip address 10.2.0.1 255.255.255.0

I Replaces the OSPFv2 network command:

R2(config-if)# ip ospf 2 area 0

R2(config-if)# exit

R2(config)# interface serial 0/0/0

R2(config-if)# ip address 10.10.10.2 255.255.255.252

I Replaces the OSPFv2 network command:

R2(config-if)# ip ospf 2 area 0

R2(config-if)# exit

R2(config)# interface serial 0/0/1

R2(config-if)# ip address 10.10.10.5 255.255.255.252

I Replaces the OSPFv2 network command:

R2(config-if)# ip ospf 2 area O

R2(config-if)#

Céu hinh dinh tuyén tinh gitta R3 va ISP, sau d6 cdu hinh quan ba tuyén
default route nay trong OSPFv2

R3(config)# ip route 0.0.0.0 0.0.0.0 serial 0/1/0

R3(config)# router ospf 2

R3(config-rtr)# default-information originate
3.2.4. Kiém tra dinh tuyén \Pv4 va |PV6, kiém tra |Pv4 - IPv6 dual — stack

Lénh show ip route dugc st dung dé hién thi tat ca cac tuyén IPv4 dugc két
ndi truc tiép, tinh va dugc hoc dong, trong khi 1énh show IPv6 route dugc sur dung

dé lam twong tu cho cic mang IPV6. Kiém tra cac tuyén hoc qua OSPFv2, OSPFv3.
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R1# show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter
area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type
2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - ISIS level-2
ia - 1S-IS inter area, * - candidate default, U - per-user
static route
0 - ODR, P - periodic downloaded static route
Gateway of last resort is 10.10.10.10 to network 0.0.0.0
10.0.0.0/8 is variably subnetted, 6 subnets, 2 masks
10.10.10.8/30 is directly connected, Serial0/0/1
10.2.0.0/16 [110/65] via 10.10.10.2, 01:20:14, Serial0/0/0
10.3.0.0/16 [110/65] via 10.10.10.10, 01:20:14, Serial0/0/1
10.10.10.0/30 is directly connected, Serial0/0/0
10.1.0.0/16 is directly connected, FastEthernet0/0
10.10.10.4/30 [110/128] via 10.10.10.2, 01:20:14,
Serial0/0/0

O*E2 0.0.0.0/0 [110/1] via 10.10.10.10, 01:15:51, Serial0/0/1

R1#

R1# show IPv6 route

IPv6 Routing Table - 12 entries

Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP

U - Per-user Static route

I11-ISIS L1, 12 -ISIS L2, IA - ISIS interarea, IS - ISIS

summary

O - OSPF intra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 -

OSPF ext 2
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ONL1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external
OE 2::/0 [110/1], tag 1
via FE80::3, Serial0/0/1
C 2001:DB8:CAFE:1::/64 [0/0]
via ::, FastEthernet0/0
3.4 Bao mat trong IPv6

3.4.1 Ip sec (ip security)

Giao thire IPsec duoc lam viée tai ting Network Layer — layer 3 ciia mo
hinh OSI. Céc giao thirc bdo mat trén Internet khac nhu SSL, TLS va SSH, duogc
thuc hién tir tAng transport layer tro 1én (TUr tang 4 téi ting 7 mo hinh OSI). Piéu
nay tao ra tinh mém déo cho IPsec, giao thirc nay c6 thé hoat dong tir tang 4 véi
TCP, UDP, hau hét cac giao thirc sir dung tai ting nay. IPsec c6 mot tinh ning cao
cap hon SSL va cac phuong thirc khac hoat dong tai cac ting trén ciia md hinh OSI.
Véi mot ing dung str dung IPsec ma (code) khong bi thay doi, nhung néu tmg dung
d6 bt budc st dung SSL va céac giao thic bdo mat trén cac téng trén trong mo hinh

OSI thi doan ma mg dung d6 s& bi thay d6i 16n..

Application Layer
Presentation Layer
Session Layer
Transport Layer
Network Layer

Data Link Layer
Physical Layer

Hinh 3. 11: Kién triic mé hinh OSI
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3.4.2. Kién triic ipsec:

[PSec 1a mot giao thirc phirc tap, dya trén nén cta nhiéu k¥ thuét co s& khac
nhau nhu mat ma, xac thuc, trao ddi khoa... Xét vé mat kién trac, IPSec duoc xay
dung dya trén cac thanh phin co ban sau ddy, mdi thanh phan dwgc dinh nghia

trong mot tai li¢u riéng tuong tng:

Kién trac IPSec

L L 4
Giao thirc ESP Giao thirc AH
v L 4
Thuat téan mat ma Thuat tdan xac thuc
> DOl e
Quan ly khoa

Hinh 3. 12: Kién tric IPsec
- Kién trc IPSec (RFC 2401): Quy dinh céc cdu tric, cac khai niém va yéu
cau cua IPSec. - Giao thitc ESP (RFC 2406): M6 ta giao thic ESP, 1a mét giao thirc
mat ma va xac thuc thong tin trong IPSec.
- Giao thirc AH (RFC 2402): Binh nghia m¢t giao thirc khac v4i churc nang
gan gidng ESP. Nhu vay khi trién khai IPSec, ngudi sir dung co thé chon ding ESP
hoic AH, mbi giao thurc ¢6 vu va nhugc diém riéng.
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- Thuat toan mat ma: Pinh nghia cac thuat toan ma hod va gidi ma st dung
trong IPSec. IPSec chil yéu dwra vao cac thudt toan ma hoa ddi xung.

- Thuat toan xac thuc: Pinh nghia cac thuat toan xac thuc thong tin st dung
trong AH va ESP.

- Quan 1y khoa (RFC 2408): M6 ta cac co ché quan 1y va trao d6i kho4 trong
IPSec.

- Mién thuc thi (Domain of Interpretation — DOI): Pinh nghia méi trudng
thue thi IPSec. IPSec khong phai 13 mot cong nghé riéng biét ma 1a sy td hop cua
nhiéu co ché, giao thirc va k¥ thuat khac nhau, trong d6 mdi giao thirc, co ché déu
c6 nhiéu ché d6 hoat dong khac nhau. Viéc xac dinh mot tap cac ché do can thiét dé
trién khai IPSec trong mot tinh hudng cu thé 1a chirc ning ctia mién thuc thi. Xét vé
mat ing dung, IPSec thuc chit 13 mot giao thurc hoat dong song song véi [P nham
cung cip 2 chitc ning co ban ma IP nguyén thuy chua cé, d6 1a ma hoa va xac thuc
goi dir liéu. Mot cach khai quat ¢ thé xem IPSec 1a mot t6 hop gdm hai thanh phan:
-Giao thtrc dong goi, gdbm AH va ESP -Giao thuc trao d6i khoa IKE (Internet Key
Exchange).

3.4.3. Hién trang

IPsec 1a mot phan bat budc cta IPV6, ¢ thé duoc lwa chon khi sir dung IPV4.
Trong khi cac chuan da dugc thiét két cho cac phién ban IP giéng nhau, phd bién
hién nay 13 4p dung va trién khai trén nén tang 1PVv4.

Céc giao thuc [Psec dugc dinh nghia tir RFCs 1825 — 1829, va duogc phé
bién ndm 1995. Nam 1998, duoc ning cap vdi cac phién ban RFC 2401 — 2412, nd
khong tuwong thich v6i chuan 1825 — 1929. Trong thang 12 nam 2005, thé hé thw 3
ctia chuan IPSec, RFC 4301 — 4309. Ciing khong khac nhiéu so v6i chuan RFC
2401 — 2412 nhung thé hé méi dugc cung cp chuan IKE second. Trong thé hé méi
nay IP security ciling duoc viét tat lai 1a IPsec.

Su khac nhau trong quy dinh viét tat trong thé hé dugc quy chuan béi RFC
1825 — 1829 1a ESP con phién ban mdi 1a ESPbis. IPsec dugc cung cap boi

Transport mode (end-to-end) dap ng bao mat giira cdc may tinh giao tiép truc tiép
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v6i nhau hodc sir dung Tunnel mode (portal-to-portal) cho cac giao tiép giita hai
mang v&i nhau va chu yéu duoc sir dung khi két ndi VPN.

IPsec ¢ thé duoc str dung trong cac giao tiép VPN, sir dung rat nhiéu trong
giao tiép. Tuy nhién trong viéc trién khai thuc hién s& c6 su khac nhau giita hai
mode nay.

Giao tiép end-to-end duoc bao mat trong mang Internet dugc phat trién
cham va phai chd doi rat 1au. Mot phan bo 1y do tinh pho thong cta no khéng cao,
hay khong thiét thuc, Public Key Infrastructure (PKI) duoc sir dung trong phuong
thirc nay.

[Psec da dugc gidi thi€u va cung cép cac dich vu bao mat:
1. M3 ho4 qua trinh truyén thong tin
2. bam bao tinh nguyén ven cua dir licu
3. Phai dugc xé4c thuc gitra cac giao tiép
4. Chéng qué trinh replay trong cac phién bao
5. Modes — Cac mode
C6 hai mode khi thyc hién [Psec do 1a: Transport mode va tunnel mode.
Transport Mode (ché do van chuyén) - Transport mode cung cip co ché bao
vé€ cho dir li¢u cua cac 16p cao hon (TCP, UDP hoac ICMP). Trong Transport mode,
phan IPSec header dugc chén vao gitra phan IP header va phan header cia giao thirc
tﬁng trén, nhu hinh mo ta bén dudi, AH va ESP s¢ dugc dat sau IP header nguyén
thiy. Vi vy chi c6 tai (IP payload) 12 duoc mé héa va IP header ban dau 1 dugc
giit nguyén ven. Transport mode c6 thé duoc dung khi ca hai host hd trg IPSec. Ché
do transport nay c6 thuan loi 1a chi thém vao vai bytes cho mdi packets va né ciing
cho phép cac thiét bi trén mang thdy duoc dia chi dich cudi cing cua goi. Kha ning
nay cho phép céac tac vu xu ly ddc biét trén cdc mang trung gian dua trén cac thong
tin trong IP header. Tuy nhién cac thong tin Layer 4 s€ bi ma hoa, 1am gidi han kha

nang kiém tra cua goi.
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Original IP datagram

IP Header Payload

Datagram with IPSec (AH or ESP)in Transport Mode

AH or ESP : ESP
IP Header Header Payload ESP Traller Authentication
le Encrypted | >
” Authenticated (ESP) -
Authenticated (AH)

1

B
-

[PSec Transport-mode — a generic representation

Hinh 3. 13 Mot dai dién chung mé hinh van chuyén IPsec

- Khong giéng Transport mode, Tunnel mode bao v¢ toan bd goi dir lidu.
Toan bo goi dir ligu IP dugc dong gobi trong mdt godi dit ligu IP khac va mot IPSec
header duoc chén vao giita phan dau nguyén ban va phan dau méi cua IP.Toan bd
61 IP ban dau sé& bi dong goi bai AH hodc ESP va mot IP header méi s& duoc bao
boc xung quanh goi dit 1i€u. Toan bd cac goi IP s¢ dugc ma hoa va trd thanh dir liéu
moi cta goi IP mdi. Ché do nay cho phép nhitng thiét bi mang, chang han nhu
router, hoat dong nhu mot [IPSec proxy thuc hién chirc nang ma hoa thay cho host.
Router ngudn s& ma hoa cac packets va chuyén chung doc theo tunnel. Router dich
s& giai ma goi IP ban dau va chuyén nd vé hé thong cudi. Vi vay header méi s& co
dia chi ngudn chinh 1a gateway.

- V6i tunnel hoat dong gitra hai security gateway, dia chi ngudn va dich c6
thé duoc mi héa. Tunnel mode dugc ding khi mot trong hai dau ciia két ndi IPSec
1a security gateway va dia chi dich that sy phia sau cic gateway khong c6 ho tro

IPSec.
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Original IP datagram

IP Header Payload

Tunneled IP datagram

New
IP Header IP Header Payload

Datagram with IPSec (AH or ESP)in Tunnel Mode

MNew AH or ESP . ESP
IP Header | Heager | 'PHeader | Payload ESP Traller Authentication
< Encrypted | o
. Authenticated (ESF) >
Authenticated (AH)
- -

[PSec Tunnel Mode — a generic representation

Hinh 3. 14: Mot dai dién chung mé hinh dwong ham IPsec

3.4.4. Technical details - chi tiét ky thudt

C6 hai giao thirc duwoc phat trién va cung cip bao mat cho cac goi tin clia ca
hai phién ban IPv4 va IPv6:

IP Authentication Header gitip dam bao tinh toan ven va cung cip xac thuc.

IP Encapsulating Security Payload cung cip bao mat, va 13 option ban c6 thé
lya chon ca tinh nang authentication va Integrity dam bao tinh toan ven dir li¢u.

Thuat toan ma hoéd dugc st dung trong IPsec bao g@)m HMAC-SHA1 cho
tinh toan ven dir li¢u (integrity protection), va thuat toan TripleDES-CBC va AES-
CBC cho ma ma hod va ddm bao d¢ an toan cua goi tin. Toan b thuat toan nay
duoc thé hién trong RFC 4305.

a. Authentication Header (AH)

AH duoc str dung trong cac két ndi khong c6 tinh dam bao dir liéu. Hon nira
n6 1 lya chon nham chdng lai cac tin cong replay attack bang cach str dung cong
nghé tin cong sliding windows va discarding older packets. AH bao vé qua trinh

truyén dir liéu khi st dung IP. Trong IPv4, IP header c6 bao gdm TOS, Flags,
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Fragment Offset, TTL, va Header Checksum. AH thyc hién truc tiép trong phan dau

tién cua goi tin IP. dudi day 1a mo hinh ciia AH header.

Cac modes thuc hién

- 15 16 - 23
bit bat bat

0-7 bt

Next Payload

RESERVED
header length

Security parameters index (SPI)

Sequence number

Authentication data (vanable)

Hinh 3. 15: M hinh ciia tiéu dé AH
Y nghia cua timg phan:
Next header
Nhén dang giao thirc trong st dung truyén thong tin.
Payload length
Do 16n cua goi tin AH.

RESERVED

24 - 31

St dung trong tuong lai (cho t&i thoi diém nay né duoc biéu dién

bang cac so 0).

Security parameters index (SPI)

Nhén ra céc thong s6 bao mat, duoc tich hop voi dia chi IP, va nhan

dang cac thuong lugng bao mat duoc két hop véi goi tin.

Sequence number Mot sb tu dong tang 1én mdi goi tin, sir dung nham

chéng lai tin cong dang replay attacks.

Authentication data
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Bao gdm thong sb Integrity check value (ICV) can thiét trong goi tin

xac thuec.

b. Encapsulating Security Payload (ESP)

Giao thirc ESP cung cép xac thuc, do toan ven, dam bao tinh bao mat cho goi
tin. ESP ciing hd trg tinh ning cau hinh st dung trong tinh hudng chi cn bao ma
hoa va chi can cho authentication, nhung st dung ma hoa ma khéng yéu ciu xac
thie khong dam bao tinh bao mat. Khoéng nhu AH, header cua géi tin IP, bao gdm
céc option khac. ESP thuc hién trén top IP sir dung giao thirc IP va mang sb hiéu 50

va AH mang s6 hiéu 51.

16 - 23 24 -
bit 31 bat

0-7hbit 8 - 15 bt

Security parameters index (SPI)

Sequence number

Payload data (variable)

Padding (0-255 bytes)

Pad Nex
Length t Header

Authentication Data (variable)

Hinh 3. 16: Mé hinh giao thirc ESP cung cip xac thuc

Y nghia cta cac phan:
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Security parameters index (SPI)
Nhén ra cac thong sb dugce tich hop voi dia chi IP.

Sequence number

Tu dong ting c6 tac dung chdng tin cong kiéu replay attacks.
Payload data

Cho dit liéu truyén di

Padding

Str dung vai block ma hoa

Pad length

D0 16n cua padding.

Next header

Nhén ra giao thirc duoc sir dung trong qua trinh truyén thong tin.
Authentication data

Bao gém dit liéu dé xac thue cho g0i tin.
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KET LUAN

Viéc chuyén doi dia chi IPv4 sang IPv6 1a xu hudng tit yéu déi véi tat ca
cac nha cung cap dich vu trén thé gi6i cling nhu tai Viét Nam. Tap doan Buu Chinh
vién thong Viét nam noi chung, VNPT — Hai Duong néi riéng can chuan bi sin
phuong an dé chuyén ddi tir IPv4 — IPv6 nhung van dam bao tinh binh thudng cua
hé théng va thué bao, hién nay VNPT Hai Duong cung cép dich vu internet cho
140.000 thué bao céc loai; dé chuan bi chuyén d6i tir giao thic cii IPv4 sang IPv6
vao nam 2021 bang phuong phap dual stack cho luong khach hang trén dong bo
dugc v6i hé thdng van dé 16n nhat khong phai ha ting mang ma 1a thiét bi cung cap
cho nguoi dung cudi (CPEs chua hd trg IPV6. Ngay ca hé théng mang 3G, 4G cua
VNPT Hai Duong hién nay ciing chua hd tro giao thirc méi nay).

- Sau mét thoi gian nghién ctru, luan van cua em da di sau vao phuong an
chuyén ddi IPv4 — IPV6 bang phuong phap dual stack tai mang khach hang VNPT
Hai Duong.

- Két qua qua trinh nghién ctru: hién em d3 thyc hién moé phong cau hinh
chuyén d6i tir IPv4 sang IPV6 bang phuong phap dual stack trong méi trudng gia
1ap va ciing d3 thuc nghiém tai thiét bi dau cudi khach hang, két qua da thu lai két
qua kha quan qua céc bai test, ndi dung mé phong ciing 13 tai liéu tham khao dé
trién khai chuyén doi trong thuc té trong giai doan chuyén doi tai dau cudi khach
hang vao nhirng ndm sau.

- Nam bat duoc co ché bao mat trong IPv6.

- Vi thoi gian nghin ctru c6 han do vay luan van cua em khong tranh duoc
nhimng thiéu sét, em rat kinh mong cac thay tham gia dong gop dé em dugc hoan

thién hon.
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