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LOI MO PAU

Tinh cdp thiét ciia dé tai:

Trong nhitng nam gan day clng véi su bung no cia Internet, cudc cach
mang cong nghiép lan thi 4 dang lan toa tdi moi linh vuc ciia doi song, ung dung
cong ngh¢ thong tin dan thay thé va hd trg con ngudi trong mot s6 cong viée
mang lai hiéu sut cao hon, ti 1& chinh x4c cao hon. Nhleu nén tang cong nghé
mo1 dugc cong bd va ung dung vao thuc té nhu tri tué nhan tao
(Artificial Intelligence - Al), chudi khéi (Blockchain), ... V&i myc tiéu dam bao
tinh an toan, giam thiéu chi phi, dam bao tinh minh bach va xa hon nita la cach
mang hoa vé cac giai phap bao mat, nén tang Blockchain di dugc ra doi.

Blockchain dugc dinh nghia la cong ngh¢ xtr 1y va luu trir dit 1i€éu mot cach
phi tap trung va an toan dya vao hé thong ma hod vo cung phirc tap. Blockchain
dang duoc ung dung ngay cang mo rong trong cac linh vuc tai chinh ngan hang,
logistics, dién tir vién thong, ké toan kiém toan ... voi nhitng vu diém ndi bat.
Cong nghé Blockchain c6 cac dac diém nhu khong the lam gia, bt bién, bao mat,
minh bach, phu hop dé ap dung vao trong linh vuc gido duc nhu cdp vin bang
chtng chi, to chire cac ky thi quan trong.

Tai Viét Nam, trudc thuc trang tinh hinh gian lan trong thi ctr dién ra vo
cung phtre tap, dac biét 1a trong cac ky thi quan trong mang tinh chat quyét dinh
nhu ky thi Trung hoc pho thong quoc gia. Viée gian lan xay ra tir chinh nhirng
nguoi lam cong tac t6 chirc thi va cham thi véi nhimg thu doan hét sirc tinh vi.
Picu nay doi hoi phai ¢ cac giai phap nham han ché tdi ta nhiing sai sot ciing
nhu viéc can thiép trai phép vao két qua cua bai thi, trong d6 bao gom ca nhiing
giai phap nghiép vu cling nhu can co cac giai phap cong nghé mang tinh dot
phat nham han ché tdi da viée gian lan nay. Viéc dam bao tinh minh bach va
tin cay trong ky thi 1a van dé vo ciing quan trong, ddy ciing chinh 1a gia tri c6t 16
ma blockchain mang lai. Dya trén nhimg dét tinh ndi bat ctia minh, cong nghé
Blockchain c6 thé duoc ap dung tir khau xdy dung ngan hang cau hoi, tao dé thi,

thi, nhan két qua, chdm va coéng bd diém thong qua cac hop dong thong
minh (smart contract). Bé 1am rd hon nhitng diém ma Blockchain ¢ thé ap dung
duogc , toi di chon dé tai “Nghién ctru Blockchain va ing dung vio bai toan phong
chdng gian 1an trong thi cir ” cho luan vin ciia minh.

Muc dich nghién cuu.

Muc dich nghién ctru cta dé tai 1a nghién ctru tong quan vé cong nghé
blockchain, nghién ctru vé nguyén tac hoat dong, ing dung cua blockchain doi
vo1 cac hoat dong kinh té va khoa hoc cta x3 hoi. Nghién ctru mot mo hinh, hé
théng Blockchain c6 kha nang han ché tiéu cuc trong cac ky thi. Tir d6 xdy dung
kich ban mo phong cua hé thong dé xuat nham han ché tiéu cuc trong céc ky thi.

Noi dung nghién ciru:
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- Nghién ctru tong quan vé cong nghé blockchain, cic tng dung co ban
trong cong nghé blockchain.

- Nghién ciru vé sb cai, block, giao dich trong blockchain.

- Nghién ciru nén tang Blockchain Hyperledger Fabric va smart contract.

- Nghién ctru va xay dung mé hinh ky thi c6 kha ning han ché tiéu cuc dua
trén cong ngh¢ Blockchain.

Phuong phap nghién cuu:

Tham khao cac cong trinh nghién ctru, bai bao, tai liéu chuyén nganh, tu
d6 dua ra cac kién thirc co ban vé blockchain. Sir dung cac kién thirc nghién ciru
dugc dé dé xuat mo hinh hinh tng dung. Cai dit va thr nghiém thong qua cac
thuc nghiém dé 1am 16 cac van dé can dat duoc trong luan van.

Y nghia khoa hoc va thuc tién:

Vé mit khoa hoc, luan van da cung cép cac kién thirc co ban vé blockchain:
cAu tric mang, block, giao dich, $O cai, phan loai cac hé théng blockchain, di sau
vao phén tich nén tang Hyperledger Fabric

V& mit thyc tién, dé tai co dua ra cic hudng ing dung blockchain trong
doi séng thuc tién, dic biét 1a kha ning tmg dung trong linh vyc gido duc. Viée
ap dung blockchain vao linh vuc giao duc s& gop phan tao ra mot mot ky thi minh
bach, an toan va tin cdy luan vin, mang lai niém tin cho moi nguoi vao két qua
cua ky thi.

Noi dung chinh cua luin van

Chuong 1

Trong chuong nay sé trinh bay cac kién thirc co ban vé Blockchain nhu cau
tric giao dich, cau triic block va m hinh tinh toan dong thuan trén mang P2P.
Nghién ctru co ché déng bo va xir 1y d6 thuan, qua trinh hinh thanh block va vao
s0, phan loai cac mé hinh blockchian. Trong chuong ndy ciing gidi thiéu vé nén
tang blockchain Hyperleger Fabric va m6 hinh ing dung. Néu ra cac tmg dung
ctia Blockchain trong thyc tién, kha ning 4p dung trong bai toan phong chdng
gian 1an thi cu.

Chuong 2

Chuong nay, luan van tap trung phan tich quy trinh t6 chirc thi va phan_
tich cac gian Ian, tiéu cyc c6 thé xay ra trong mot ky thi, tir do Xac dinh cac van
dé can giai quyét, ddng thoi dé xuat mo hinh tng dung dé giai quyét cac van dé
dat ra.

Chuwong 3

Cudi cung, chuong 3 sé& tip trung vao vao phan tich va trinh bay viéc trién
khai mo hinh tmg dung blockchain dé xuat vao mot ky thi cu thé , dwa ra danh
gia két qua thuc nghiém
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NOI DUNG
CHUONG 1: TONG QUAN VE CONG NGHE BLOCKCHAIN
1.1. Giéi thiéu tong quan vé cong nghé Bockchain
1.2. Nguyén ly cau tao cia Blockchain
1.2.1. Cdu truc giao dich

Giao dich (Transaction) la mot thanh phan quan trong trong Blockchain —
Bitcoin. Giao dich 1a cdu trac dir liéu ma hoa hoa su chuyén giao gia tri gitra cac
d6i twong trong Blockchain. Mbi giao dich 13 mot muc ghi chép cong khai trong
Blockchain — con duoc goi 1a s6 cai

TRANSACTION

( T
4 bytes | Version

1-9 bytes SO lwvong input

Inputs 1 hay nhigu input (kich thudc thay doi)

1-9 bytes S3 lrgng output

Outputs 1 hay nhi&u output (kich thuwdc thay déi)

dbytes |) Locktime (Unix timestamp hay block number)
S
l txHash (M3 bam giao dich) l l lockTime |
input (dau vao) output (d3u ra)
prevOut (gay ra cia giao dich trugc) [vame (gia tri) J

IprevTxHash I [ index I

| scriptPubKey (khéa cang khai)|

IscriptSig I
(chif ky ctia ngudi tao giao dich)

[value (gis tri) |

prevOut
[prevTxHash I | index |

[scriptPubKey |

[scriptsig ]

Hinh 1.3 Cau trdc giao dich trong Blockchain

] (Nguon dwa trén hinh dnh tai website readthedocs.io)
1.2.2.Cau trac cua Block

MBJi block trong blockchain dugc xac dinh bﬁng mot ma bam do thuit toan
bam mat ma SHA256 tao ra trong tiéu dé block (block header). Mdi block ciing
tham chiéu dén mét block trudc d6 goi 1a block cha, thong qua mot trudng ¢ tén
“Block Hash trudc” trong tiéu dé block.
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M5i,block chi c6 mot block tro dén, co thé c6 trudng hop r& nhanh, 2 block
cung trd dén 1 block trude nhung dén mdt thoi diém c6 1 nhanh dai hon va khi d6
nhénh ngan hon s€ phai x6a bo va dir licu trén nhanh nay phai rollback tr¢ lai.

: Block 1 i : Block 2 | : Block 3 |
i ! : i ! !
Header cla Block 1 i ! Header cia Block 2 i 1 | Header cia Block 3 i
1 i 1
Hash clia Header ' i | | Hash clia Header l i | | Hash clha Header

trong Block ké trurdc i i [ 7| trong Block ké trudc i 1|7 trong Block ké trdc i

Merkle Root 1 i i Merkle Root 2 | i Merkle Root 3

1
r Y ' i x ! i x

i Transactions trong Block 1 Transactions trong Block 2 i Transactions trong Block 3

H|nh 1.4 L|en két cac block

1.2.3. Cdu triic mang blockchain va mé hinh mgng ngang hang P2P
1.2.4. Cdc co ché dong bg dir lidu va xir Iy dong thudn trén blockchain
1.2.5.Sé cai va qua trinh hinh thanh block
1.2.6. Hop déong thong minh

Smart contracts (Hop déng théng minh) 1a mot thoa thuan hozc tap hop cac
quy tac chi phéi viéc thuc hién giao dich, dugc luu trir trén blockchain va duoc
thuc thi ty dong nhu mot phan caa giao dich
1.3. Phan loai Blockchain

Céc hé thong blockchain hién tai c6 thé duoc phan thanh ba loai: Blockchain
cong cong (public blockchain), blockchain riéng tu (private blockchain) va
blockchain lién két (consortium blockchain). Trong blockchain cong cong, tat ca
dir liéu duoc hién thi cong khai va bat ky ai cling c6 thé tré thanh mot nuit trong
hé théng. Péi véi blockchain lién két thi chi mot nhém cac nit duge chon mai
duoc tham gia vao hé thong. Véi blockchain riéng tu thi chi bao gdm céc nut tir
céc td chire cu thé méi c6 thé tham gia. pé phan biét ro dugc sy khac nhau ctua
ba loai blockchain, Bang dudi day liét ké cac ti€u chi dugc sur dung dé dua ra so
sanh:

Bang 1 So sanh cac loai blockchain
Blockchain Blockchain Blockchain
cong cong lien két riéng tu

Tiéu chi
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Cac nat dugc
chon
C0 thé cong khai

Xac dinh sy

}\ A M A ; h r
dong thuan 0t to churc

Tat ca tho dao

C6 thé cong khai hoac

Quyén doc Cong khai bi han ché

hodc bi han ché
Gan nhu khong thé |C6 thé bi gia

Tinh bat bién C6 thé bi gia mao

214 mao mao
Tinh hiéu qua [Thap Cao Cao
Tinh tap chung [Khbng Mot phan Co
QuaA trinh dong thng can sy cho Phal‘A duogc cap Phai duoc cip quyén
thuan phép quyén

1.4. Nén tang Hyperledger Fabric
1.4.1.  Gidi thi¢u vé Hyperledger

Hyperledger 1a mot du 4n ma ngudn md, né xay dung mot hé sinh thai cac
giai phap va nguoi dung trén nén tang cong nghé blockchain nham giai quyét cac
véan dé trong nganh cong nghiép.

1.4.2. Hyperledger Fabric

Hyperedger Fabric 1a mot trong 5 Framework vé Blockchain nam trong chién
lugc Hyperledger Umbrella cia Linux Foundation.

Cac khai niém co ban
- Identity: MJi tac nhan trong HF bao gém peers, orderer, client, admin, ...
déu c6 mot identity.
- Membership: Membership Service Provider (MSP) cua mot to chic tham
gia - xac dinh CA nao dugc uy quyén cap identity hop 1¢ cho céc thanh vién cua
to chic do.
- Peer: Mot Blochain network bao gém chii yéu céc peer. Peer 1a thanh t6 co
ban cua network.
- Ledger: O cap do don gian nhat, mot blockchain bat bién ghi lai cac giao
dich cap nhat két qua thuc hién giao dich trong mot Ledger.
- The odering service: Hyperledger Fabric c6 mot loai node duoc goi la mét
orderer (hay con duogc goi "ordering node™), thuc hién nhiém vu "consensus™, co
thé 1 chi c6 1 ordering node trong mot network, hoic c6 thé ¢ nhiéu node tao

nén 1 ordering service.
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1.4.3.  Kién tric cia mét mang Hyperleger Fabric

Phan nay s& phac thao cac tinh ning thiét ké chinh trong Hyperledger

Fabric

Y
Ah

i

o)
om L e8 D

Hinh 1.15 Kién tric don gian ciaa mot mang Hyperledger Fabric [10]

N: (Netword) Mang

NC: Network Configuration (Cau hinh ctia mang)
C: Channel (Kénh)

CC: Channel Configuration (C4u hinh cta kénh)
R: Organization (T6 chtc)

O: Orderer Node

P: Peer

S: Smart Contract (Chaincode)

L: Ledger (S6 cai)

CA: Certificate Authority

A: Application, ing dung hay giao dién (web, mobile app) giip nguoi dung

tuong tac v4i hé thdng dé dang hon.

1.4.4. Uu diém ciia Hyperledger

Theo IBM, Hyperledger c6 mét s6 vu diém ndi bat so véi mot s6 nén tang

blockchain khac [7]. Cu thé nhu sau:

Thanh vién dugc cap phép

Mtc d tin cay, kha ning mé rong, hiéu suat

Dit liéu trén co sd can biét (Data on need-to-know basis)
Truy van phong phd trén mot so cai phan tan bat bién
Kién tric mé-dun hd trg cac thanh phan plug-in

Bao vé khda ki thuat s6 va dir liéu nhay cam

1.45. Ung dung ciia blockchain

Véi nhimg wu diém cta minh, Blockchain néi chung va Hyperledger Fabric

néi riéng co thé tmg dung vao nhiéu linh vuc khac nhau trong cudc séng nhu: hé
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thong quan ly Chtng minh nhan dén, bau ctr, hd so y ba, hop dong thong minh,
chudi cung ung, dich vy tai chinh. Phan nay ciing sé& trinh bay cac ung dung cta
blockchain trong gido duc, tinh hinh tmg dung blockchain trong gido duc trén thé
gidi va tiém nang ung dung tai Viét Nam.

Két lugn chwong

Trong chuong 1, luan vin di trinh bay céc kién thic co ban nhat vé hé
thong Blockchain va nén tang Hyperleder Fabric. Cac kién thirc duoc dé cap dén
bao gom: cau tric giao dich, cau tric block, ciu tric mang, co ché dong bo dir
liu va xir Iy dong thuén, kién tric ciia mot mang Hyperledger. Pong thoi trong
chuong nay luan van cung trinh bay cac uu diém cua nén tang Hyperledger
Fabric, vé cac tng dung ctia Hyperledger Fabric trong thyc té.
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CHUONG 2: UNG DUNG HYPERLEDGER FABRIC TRONG BAI
TOAN PHONG CHONG GIAN LAN THI CU
2.1. Bai toan phong chdng gian lan trong thi cir
2.1.1.  Quy trinh té chsec thi
Trong thuc té, mot ky thi c6 thé bao gom quy trinh phirc tap, gdom nhiéu khau
khac nhau. Tuy nhién trong pham vi cua luan van, mot ky thi gia dinh c6 thé dién

ra Vo1 quy trinh nhu sau:

Thanh Iap héi N T .|Quan Iy théng tin N £ AL
déng » Quan ly de thi > thi sinh »  To chure thi
A 4
Théng bao két |, Cap nhat dir liéu | P A R
qua < aiém < Cham thi < Quan ly bai thi

Hinh 2.1 Quy trinh t6 chikc thi
2.1.2.  Ddnh gid mgt sé nguy co gian Idn c6 thé xdy ra trong thi ci

Vi nhiéu khau t6 chire da néu trong phan trude, dac bié trong d6 ¢6 nhiéu khau
c6 su tham gia ctia con ngudi nén hoan toan co thé xay ra tiéu cuc.
- D6 voi dé thi: Co thé xay ra 19, lot dé thi tir can bo ra dé, van chuyén, ...
- Dai voi khau xac thuc thong tin thi sinh: C6 thé xay ra nguy co thi ho do
Xay ra sai sot trong qué trinh xac thyc thong tin thi sinh du thi véi thong tin trén
thé du thi.
- Qua trinh lam bai: C6 thé xay ra quay cop
- Quaé trinh van chuyén va luu trir bai thi: C6 thé xay ra gian lan can thiép
vao dit liéu bai 1am nham thay doi dap an
- Quaé trinh quan ly phach: C6 thé dé 16 lot thong tin phach dan tsi viéc 10
thdng tin thi sinh
- Qué trinh cham thi: C6 thé xay ra sai sot, tiéu cuc dan dén diém sé khong
dung va6i két qua bai 1am
- Qué trinh cap nhat két qua: C6 thé xay ra gian 1an cap nhat sai két qua nhu

nang diém.
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Thuc té cho thay, tai ky thi THPT qudc gia ndm 2018 caa Viét Nam [2], cac
tinh Ha Giang, Son La, Hoa Binh d4 phat hién hon 200 thi sinh duoc nang diém.
Trudc d6, béo chi trong nudc ciing da nhiéu lan phan anh tinh trang gian lan trong
cac ky thi tai cac dia phuong

2.1.3.  Pé xudt gidgi phap nham han ché gian I@n trong thi ci

Pé han ché nhitng gian 1an co thé xay ra trong ky thi, ludn vin dé xuat giai
phap dé giai quyét 1 s6 van dé nhu sau:
- Déi voi dé thi: Dé thi s& duoc khoi tao, luu trir va quan Iy bang co sé di
liéu tap trung. C6 co ché bao vé chdng sao chép, khai théac trai phép.
- Déi véi dit ligu thi sinh: Dit ligu thi sinh s& dugce luu trit s6 hoa. Viéc xac
nhan thong tin thi sinh dwgc thuc hién tu dong, 6 su tro giup cta may tinh va
cong nghé nhan dang.
- Déi véi dir lieu bai thi: Thi sinh s& thyc hién 1am bai trén may tinh. Ngay
sau khi thi sinh nhan nop bai, hé théng tu dong ma hoa va luu trix dit liéu bai lam,
dam boa rat kho hoac khdng thé bi can thiép nham thay doi noi dung. Trong
trudng hop thi tric nghiém, bai 1am cua thi sinh s& duoc cham ty dong. Két qua
bai 1am cua thi sinh ciing duoc tu dong luu trit, han ché sy can thiép trai phép tur
c4c yéu té con nguoi.

Viéc dam bao tinh minh bach va tin cay trong ky thi 1a van dé vé cung quan
trong, ddy ciing chinh 14 gia tri cot 18i ma blockchain mang lai. Giai phap st dung
blockchain vai cac ky thuat md héa va moé hinh ing dung ap dung vao viéc quan
ly bai thi. Céc dit liéu nay s& dugc niém phong bang viéc ma hoa véi tem thoi
gian. Dé can thiép va sira doi, ngudi can thiép can phai boc tem thoi gian nay ra.
Néu mat tem thdi gian ching ta c6 thé dé dang nhan biét di liéu da bi thay doi

2.1.4.  Phgm vi bai toan

Bai toan trng dung blockchain trong cong tac thi cit ¢c6 nhi€ém vu chinh la
to chirc mot ky thi vai hinh thire thi trac nghiém trén may tinh, cac thi sinh s¢ 1a
bai thi trén trang web, két qua s€ dugc cham mot cach tu dong va sau do luu lén



10

trép mang blockchain. Khi thi ‘sinh mubn biét diém thi c6 thé tra ctru trén hé
thong, diém s€ dugc bao dam vé tinh toan ven va minh bach.

Véi dic diém cua cac ky thi 1a bao mat diém cua thi sinh chi c6 ca nhan thi
sinh va nhitng nguoi ¢ tham quyén méi xem duge diém vi vay trong bai toan
nay sé¢ st dung mang private blockchain. Trong do6, Hyperledger Fabric la mot
mang Private Blockchain dién hinh, dugc sinh ra dé phuc vy cho muc dich giao
dich riéng tu giita cac doanh nghiép va c6 thé ap dung trong bai toan nay. Luan
van tap trung giai quyét cho hinh thac thi tric nghiém, d6i véi hinh thic thi tu
luan thi can xem xét va phat trién thém.

2.2. Pé xuat md hinh wng dung Blockchain vao bai toan phong chéng gian
lan trong thi cir

2.2.1. M@ hinh téng thé

Mo hinh tng dung du kién s& bao goém 02 khéi: Khdi ung dung (gdm tng
dung web va 16p trung gian) va khoi mang Blockchain

- Lép trung gian
Ung dung Web g R 24

<}:J\> - o

nghiép vu

J;

g Mang Blockchain

@

i} @

Wil

r )
iii @
2
il @

‘B
')
-0
'3}
B
O

Hinh 2.5 M6 hinh téng thé &ng dung

I'J’ng dung web:

Cung cap giao dién dang Web cho ngudi st dung cudi 1a thi sinh, giam thi,
hoi dong thi. Bén canh d6 bao gdm mot sé chie nang cua hé thong.
Lop trung gian:
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Xt 1y cac nghiép vu chinh cua hé thong (xir Iy thong tin thi sinh, thong tin dé thi,
...), cung cap cac API cho tng dung web va giao tiép voi mang blockchain thong
qua cac API.

L6p nay ciing s& bao gdom CSDL luu trir thong tin ngudi dung (thi sinh, can
b0d) phuc vu dang nhap h¢ théng (chi luu thong tin username, mat khau va mét
sd thong tin khac phuc vu quan 1y ngudi ding cho ung dung web), dit liéu dé thi
Mang blockchain:

Str dung nén tang hyperledger fabric dé luu trit thong tin thi sinh, dir liéu bai
lam va diém s6 cua thi sinh.
2.2.2.  Mang blockchain

Str dung nén tang hyperledger fabric dé luu trit thong tin thi sinh, dir liéu
bai 1am va diém sb cua thi sinh. Dit liéu thi sinh lién két gitra img dung va
mang blockchain 14 mdt ma khoéa riéng dugc sinh tuong ing véi tirng thi sinh
khi thém méi thong tin thi sinh. Ma khéa nay sé& str dung dé cap nhat thong tin

bai 1am, diém s, thong tin thi sinh, truy van thong tin tir ing dung vao mang

blockchain
_uen -==Théng tin phan héi __
Gt el -5
Lé&p trung gian Mang Blockchain
Yéu cau thém thi sinh méi
% AP '\$ X1 createCandidate(...) W
nghiép vu F 3 > . . . o 05 — -
Yéu cau cap nhat diém o = Dir ligu lwu triv
updatePoint(...) (o= [o=) |+ trong mang
) ) R “[:§ B .4 « | blockchain:
[T e == la=) B - Théng tin thi sinh
du ciu ca 2t thang tin thi si . * o - D liéu bai lam
DiF liéu wu W Yéu cau cdp nhat thong tin thi sinh ) . o :  Bidm
trong CSDL irng changeName(..)... raald

dung:
- Thdng tin dang nhép
- Dé thi

Yéu céu cép nhét bai lam
updateAnswers(...)

Hinh 2.6 Ludng dir liéu trae doi giira wng dung va mang blockchain

Xay dung cac phuong thirc hoat dong trén chaincode
2.2.3.  Ungdung web

Cung cap giao dién cho nguoi st dung cudi, bao gom quan tri hé thong, hoi ddng
thi, giam thi, thi sinh. Cac chtrc niang chinh cua hé thng phan chia theo d6i twong

tac dong vao hé théng.
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2.2.4. Lop trung gian
Pay la module c6 chirc nang dam bao cac nghiép vu chinh cta toan bo ng dung.
Lép nay sé& tiép nhan céac yéu cau xu ly tir tng dung web dé thyc hién cac nghiép
vu tuong tng, dam nhan nhiém vu giao tiép vi mang blockchain dé thuc hién
cac cap nhat, truy van théng tin
2.3. Peé xuat mét s6 cong nghé kKhac sir dung dé tiang tinh kha dung caa ing

dung

2.4.1. Docker

2.4.2.  Kubernetes

2.4.3. MongoDB

Két lugn chwong

Trong chuong 2, luan vin da trinh bay tong quan bai toan phong chong
gian 1an trong thi ctr. Cu thé hon, luan vin d3 phén tich quy trinh t6 chirc mot
ky thi, danh gia cac nguy co gian 1an c6 thé xdy ra. Tir 6 ludn vin ciing dé xuét
giai phap dé han ché cac nguy co ndy. Chuong nay ciling xac dinh pham vi bai
toan, tir 46 dé xuat mo hinh tmg dung blockchain, cu thé 12 nén tang
Hyperledger Fabric vao giai quyét bai toan da dat ra. Ngoai ra chuong nay ciing
gidi thiéu va dé xuat mot sd cong nghé dugc phdi hop sir dung dé tang tinh kha
dung cua Umg dung.
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CHUONG 3: TRIEN KHAI THU NGHIEM VA PANH GIA KET QUA
Trén co sé mo hinh da dé xuat trong chuwong trudc, chuong nay luan van sé& trinh
bay mé hinh trién khai thir nghiém trong thuc té va danh gia két qua dat duoc.
Tuy nhién trong khudn kho luan van nay, hé théng thir nghiém chi mang tinh chat
demo, mé phong hoat dong cua hé thong.

3.1. M0 hinh trién khai thir nghiém

3.1.1.  Moéi trwong thir nghiém

Trén thuc té dé trién khai mang blockchain can nhiéu node tham gia dé dam bao
tinh phi tap trung ctia mang, d6i véi ung dung ciing can trién khai trén ha tang c6
kha niang co gidn d& dang dé dam bao tinh kha dung cua hé thdng. Tuy nhién
trong khudn khé cua luan vin, hé thong duogc tha nghiém trén méi truong gia
lap, sir dung 01 may server ¢é cau hinh b nhé 32 GB, chip xu ly 2.5 GHz (8
nhan), 6 cang SSD 512 GB. May chu dugc cai dat nén tang docker va kubenetes
dé phuc vu viéc trién khai cac ung dung web ciing nhu c4c thanh phan trong ha
tang mang blockchain.

3.1.2.  Xay dwng mgng blockchain dua trén nén tang Hyperledger Fabric

Mang blockchain gia 1ap bao gom 2 t6 chirc: To chire gido duc 1(Orgl) va to
chtrc gido duc 2 (Org2), mdi t6 chirc c6 hai node peer0 va peerl. Mot to chirc
quan 1y thi dong vai tro orderer bao gdm mot node orderer.

Mbi node ngang hang st dung co so dir liéu CouchDB dé luu trit théng tin
trong sO cai. Tat ca cac thanh phan duoc trién khai dudi dang cac Container va
chay trén mot may chu nhu di dé cap ¢ phan trén

3.1.3.  Xay dung lop trung gian

Lop trung gian s€ bao gom phan xtr 1y cac logic nghiép vu nhu kiém tra thong
tin thi sinh, kiém tra quyén, quan 1y thong tin dé thi, quan 1y nguoi dung, ...

Thiét két co sé dir liéu

Mo hinh co s¢ dit liéu gdm hai bang co ban la user (chira thong tin dang
nhép cua thi sinh va dethi (chira thong tin dé thi).
Xay dung API Backend
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Cac API duoc xay dung dé cung cép cho tng dung web

3.14.  Xay dwng Ung dung web

Trong pham vi hé théng ther nghiém, tng dung web duoc xay dung dua trén

nén tang Vue.js framework, cling véi mot s6 cong nghé hd trg nhu Boostrap

(c6ng nghé hd tro tao va quan ly giao dién dya trén CSS). Cac céng nghé nay

gilip cho viéc trién khai ung dung mot cach nhanh chéng, dé dang tiép can va sir

dung. Ung dung web s& giao tiép vai lop trung gian théng qua bo AP do 16p nay

cung cap.

3.2. Cai dat va trién khai thir nghiém

3.2.1. Mang Blockchain

Cac budc thuc hién nhu sau:

Cai dat Hyperledger Fabric
Thiét 1ap network
Cai dat chaincode Ién cac node trong channel

Khai tao ledger
3.2.2.  Lop trung gian

Backend dugc xay dung dya trén cac budc co ban nhu sau:

Viét dockerfile

Viét file docker-compoe.yml dé build thanh image:

Sau khi build thanh image thi sé& viét file config cho kubernetes dé day Ién
sever

Sau khi tao xong file thi co thé chay Iénh kubectl create dé chay hai pod trén
Cudi cling 1 tao file service dé quy dinh xem service s& két nét téi pod nao
3.2.3.  Ung dung web

Tao service twong tu nhu 16p trung gian. Bén canh d6 can cau hinh thém web

server (dé xuat st dung ngnix, Gmg dung web server dugc danh gia c6 nhiéu uu
diém dé trién khai trén nén linux, kha nang co gian dé dang.
3.3. Phén tich va danh gia két qua

3.3.1.  Két qua thuc nghiém
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Hé thong duoc test thir nghiém trén ky thi tric nghiém mén Tiéng Anh véi két
qua nhu sau:

Budc 1: Thi sinh diing nhap hé théng

Budc 2: Sau khi ddng nhap thanh cong, hé thong yéu cau thi sinh x4c nhan
thong tin va huéng dan Iam bai. Giam thi thuc hién xac thuc thi sinh du thi

Budce 3: Sau khi xac thuc thanh cong. Thi sinh lya chon mon thi va bat dau
lam bai

Budc 4: Bat dau lam bai

Budc 5: Nop bai, néu hét thoi gian hé¢ théng s€ tu dong nop bai

332.  Ddnh gid
Két qua dat duoc: , .

H¢ thong thur nghiém da giai quyét dugc mot so van deé dat ra nhu:
- Dbi voi dé thi: Pé thi duoc khai tao va luu trit trong CSDL, chi nhiing
nguoi ding c6 quyén méi dugc truy cap vao hé thdng. Moi thao tac truy van, cap
nhat déu duoc ghi log. Chinh vi vay han ché duoc viéc 16 lot thong tin dé thi
- Déi véi dit liéu thi sinh: D liéu thi sinh duoc luu trit trong co so dit liéu.
Khi thi sinh tham du hé théng yéu cau phai thuc hién xac thuc. Biéu nay s& han
ché tinh trang thi ho.
- Dai véi dit liu bai thi: Vi pham vi 1a ky thi tric nghiém, thi sinh s& thuc
hién 1am bai trén may tinh. Ngay sau khi thi sinh nhan nop bai, hé théng tu dong
ma hoa va luu trir dix liéu bai 1am cua thi sinh vao mang blockchain, dam bao rat
kho hoidc khéng thé bi can thiép nham thay doi noi dung. Khi hét gio hé thong tu
dong nop bai nén thi sinh khdng thé gian 1an vé thoi gian thi.

U'u diém

Hé théng thir nghiém da thuc hién duoc cac chic nang co ban cua mot ky
thi trac nghiém. Bam bao quan 1y duogc viéc xac thuc théng tin thi sinh, quan ly
thoi gian lam bai, dac biét 1a viéc luu trir dugc thong tin thi sinh va két qua lam
bai vao mang blockchain d thiét ké. Hé thong da giai quyét dugc mot s6 van dé
gian lan da néu. H¢ thong cling da tinh toan dén kha nang s6 luong I6n thi sinh
tham gia ddng thoi. Hé thong ciing da ap dung dugc mot s6 cdng nghé twong ddi
Ma&i tai thoi diém hién tai nhu vue.js, docker, kubernetes, ...
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Nhwoc diém

Chtc ning trén hé thong con don gian nén can nghién ciru bo sung thém
nhiéu chuc nang dé dam bao dap tmg dugc nhiéu kich ban va quy trinh to chac
thi trong thyc té.

Két lugn chwong
Trong chuong nay luan van da trinh bay qua trinh cai dat, trién khai Gmg

dung thir nghiém. Trén co sé két qua thu duoc, chuong nay ciing dua ra danh gia
cac uu nhuoc diém cua h¢ thong thir nghiém.
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KET LUAN

Sau khi nghién ctru cong ngh¢ blockchain va rng dung vao bai toan phong
chéng gian 1an trong thi ctr, luan van da dat duoc két qua va han ché sau:
Két qua:
- Trinh bay vé su hinh thanh va phat trién caa cdng nghé blockchain.

- Trinh bay vé cac khai niém, thuat ngir, dic diém ky thuat tinh chét cua
blockchain.

- Trinh bay cac thuan toan dong thuan trong blockchain nhu: bang ching c6
phan, bang chiing cong viéc.

- Trinh bay vé nén tang Hyperledger Fabric va chaincode

- Trinh bay cac nguy co gian 1an c6 thé xay ra trong ky thi.

- Trinh bay duoc mé hinh d& xuat ung dung blockchain dé giai quyét bai toén.

- Trinh bay duoc viéc xay dung va trién khai ung dung thi tric nghiém duya trén
nén tang Hyperledger Fabric

Han ché can khic phuc:
- Ung dung con don gian, chua bao quat dugc cac nghiép vu cua mot ky thi

- Quy mé &ng dung méi chi dirng & viéc thir nghiém trén hinh thuc thi trac
nghiém, cho mét b mon.
-S4 t6 chuc, sé node trong md hinh blockchain thir nghiém con it

Huwéng phat trién trong thoi gian téi: o
- Nghién cuu céc giai phap cho phép thuc hién toan trinh tir khau t6 chuc thi,

quan Iy hoi déng, quan ly phach, cong bd két qua, ...

- Nghién ciu mo rong giai phap cho hinh thace thi tu luan

- Mé rong giai phap cho viéc cung cap dich vu tra cau, truy xuét thdng tin két
qua thi ctr.

- Marrong giai phap cho vige cap van bang ching chi tot nghiép sau ky thi nham
han ché tinh trang bang gia, dong thoi giam chi phi luu trix



