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LOI MO PAU

Tinh cdp thiét ciia dé tai:

Trong nhitng ndm gan day clng véi sy bung nd cua Internet, cugc cach mang
cdng nghiép 1an thi 4 dang lan téa toi moi linh vyuc caa doi séng, tng dung cdng nghé
thong tin dan thay thé va hd tro con ngudi trong mot s6 céng viéc mang lai hiéu
suat cao hon, ti & chinh xé4c cao hon. Nhiéu nén tang cdng nghé méi duoc céng bd
va iing dung vao thyc té nhu tri tu¢ nhan tao (Artificial Intelligence - Al), chudi khéi
(Blockchain), ... V&i muc tiéu dam bao tinh an toan, giam thiéu chi phi, dam bao tinh
minh bach va xa hon nita 1a cach mang hda vé cac giai phap bao mat, nén tang
Blockchain da duogc ra doi.

Blockchain dugc dinh nghia la cong nghé xur 1y va luu trir dir liéu mot cach phi
tap trung va an toan dya vao hé thong ma hoa vé cung phuc tap. Blockchain dang
dugc tng dung ngay cang mé rong trong cac linh vuc tai chinh ngan hang, logistics,
dién tir vién thong, ké toan kiém toan ... véi nhimg uu diém noi bat. Cong nghé
Blockchain ¢6 cac dic diém nhu khong thé 1am gia, bat bién, bao mat, minh bach,
phl hop dé &p dung vao trong linh vyc gido duc nhu cip vin bang ching chi, to
chure cac ky thi quan trong.

Tai Viét Nam, truéc thuc trang tinh hinh gian lan trong thi cir dién ra vo cting
phtc tap, dac biét 1a trong cac ky thi quan trong mang tinh chat quyét dinh nhu ky thi
Trung hoc phé thdng québc gia. Viéc gian lan xay ra tir chinh nhitng nguoi 1am cong
tac to chic thi va cham thi véi nhitng thu doan hét stc tinh vi. Diéu nay doi hoi phai
cd cac giai phap nham han ché téi da nhitng sai sot ciing nhu viéc can thiép trai phép
vao két qua cua bai thi, trong d6 bao gom ca nhitng giai phap nghiép vu ciing nhu can
cO céc giai phdp cdng nghé mang tinh dot phatnhimhan ché téi da
nhitng gian 1an nay. Viéc dam bao tinh minh bach va tin cay trong ky thi 12 van dé vo
cling quan trong, day ciing chinh 1a gia tri cot 16i ma blockchain mang lai. Dua trén
nhitng dat tinh ndi bat cua minh, céng nghé Blockchain c6 thé duoc 4p dung

tir khau xay dung ngan hang cau hoi, tao dé thi, thi, nhan két qua, chim va cong b



diém théng qua cac hop ddng théng minh (smart contract). Pé lam rd hon nhitng
diém ma Blockchain c6 thé &p dung duoc, toi da chon dé tai “Nghién ciru Blockchain
va &rng dung vao bai toan phong chéng gian lan trong thi cir ” cho luan vin cua minh.

Muc dich nghién cuu:.

Muc dich nghién ctu cua dé tai 1a nghién ctu tong quan vé céng nghé
blockchain, nghién ciru vé nguy@n tic hoat dong, tng dung cua blockchain ddi véi
cac hoat dong kinh té va khoa hoc cua x& hoi. Nghién citu mot méd hinh, hé thong
Blockchain c6 kha ning han ché tiéu cuc trong céac ky thi. Tir d6 xay dung kich ban
md phong cua hé thong dé xuat nham han ché tiéu cuc trong céc ky thi.

Noi dung nghién cuzu:

- Nghién cau tong quan vé cdng nghé blockchain, cac (ing dung co ban trong
cong nghé blockchain.

- Nghién ctru vé s6 cai, block, giao dich trong blockchain.

- Nghién ciru nén tang Blockchain Hyperledger Fabric va smart contract.

- Nghién ctru va xay dung mé hinh ky thi c6 kha nang han ché tiéu cuc dua trén
céng nghé Blockchain.

Phwong phap nghién cuu:

Tham khao céc cong trinh nghién cuiu, bai bao, tai liéu chuyén nganh, tir d6 dua
ra cac kién thire co ban vé blockchain. Sir dung céc kién thirc nghién ciru dugc dé dé
xuat mo hinh hinh tng dung. Cai dat va thir nghiém thdng qua cac thyc nghiém dé
lam rd c&c van dé can dat duoc trong luan vin.

Y nghia khoa hoc va thyc tién:

V& mit khoa hoc, luan vin da cung cap cac kién thirc co ban vé blockchain: cau
trdc mang, block, giao dich, s6 céi, phan loai cac hé théng blockchain, di sau vao
phan tich nén tang Hyperledger Fabric

V& mit thuc tién, dé tai c6 dua ra cac huéng tng dung blockchain trong doi
séng thyc tién, dac biét 1a kha niang wng dung trong linh vyc gido dyc. Viéc ap dung
blockchain vao linh virc gido duc s& gép phan tao ra mot mot ky thi minh bach, an

toan va tin cdy luan vin, mang lai niém tin cho moi ngudi vao két qua caa ky thi.



Noi dung chinh caa luian van

Chuong 1

Trong chuong nay sé& trinh bay céc kién thirc co ban vé Blockchain nhu cau tric
giao dich, cau tric block va md hinh tinh toan déng thuan trén mang P2P. Nghién
ctru co ché dong bd va xir 1y do thuan, qua trinh hinh thanh block va vao s6, phan loai
cac mod hinh blockchain. Gigi thiéu mo hinh private blockchain Hyperleger Fabric va
mo hinh ng dung. Trong chuong nay ciing néu ra cac tng dung cua Blockchain trong
thuc tién, kha nang ap dung trong bai toan phong chdng gian lan thi cir.

Chuong 2

Chuong nay, luan vin tap trung phan tich quy trinh to chirc thi va phan tich cac
gian 1an, tiéu cuc co thé xay ra trong mot ky thi, tir d6 xac dinh cac van dé can giai
quyét, dong thoi dé xuat mé hinh tng dung dé giai quyét cac van dé dat ra.

Chwong 3

Cubi cuing, chuong 3 s& tap trung vao vao phan tich va trinh bay viéc trién khai
md hinh ung dung blockchain dé xuat vao mot ky thi cu thé, dua ra danh gia két qua

thuc nghiém.



CHUONG 1: TONG QUAN VE CONG NGHE BLOCKCHAIN

1.1. Giéi thiéu téng quan vé cong nghé Bockchain

Blockchain ban dau duoc phat minh va thiét ké bai Satoshi Nakamoto vao nim
2008 va dugc thuc hién hoa vao nam sau d6 vai Bitcoin [3]

Blockchain 1 mé hinh tinh toan mang lué6i, t6 chtrc theo mé hinh phi tap trung,
cac nut mang ndi nhau ting nhom. Blockchain ¢6 dir liéu ghi dudi dang so cai phan
tan, dong bd nhd co ché dong thuan. Blockchain duoc dam bao an ninh bang ham
bam mat ma, chit ky sb va ciu tric luu trit moc xich cac khéi dit liéu. Mdi block chta
dung céc thong tin vé thoi gian khai tao, cac thong tin giao dich va dugc lién két véi
cac khéi truée d6 thong qua con tré hash. Blockchain duoc thiét ké dé chéng lai su
thay doi dir liéu do duoc thiét ké trén nén tang dir liéu phi tdp trung. Thong tin céc
block trong blockchain duoc dam bao toan ven bang ham hash va luu trit trén tat ca
cac ntt, moi nat s& chira thong tin khong thé bi thay doi va chi dugc bd sung thém
khi c6 sy dong thudn cua tit ca cic nat trong hé thong. Ngay ca khi néu mot phan cia
hé théng blockchain sup d6, nhitng may tinh va nit khac sé tiép tuc hoat dong dé bao

v¢ thong tin.

Blockchain
Nén tang dir liéu Di¥ ligu phi tap trung
tap trung Block 0 Node
l l Block 1
Block 2
L
. Block 3

Hinh 1.1 M6 hinh Blockchain



Dic biét blockchain c6 kha ning truyén tai dit liéu ma khong doi hoi trung gian
dé x4c nhan thong tin. Hé thong blockchain bao gdm nhiéu nit doc 1ap c6 kha ning
xéc thuc théng tin ma khong doi hoi "dau hiéu cua niém tin". V& co ban blockchain
1a mot chudi cac may tinh (mdi may tinh 1a mot node) ma tat ca cac nit nay phai chap
thuan mat giao dich (néu giao dich do 1a hop 1€) trudc khi nd cod thé duoc xac nhan
va ghi lai.

V61 blockchain, ngoai viéc co thé trd t6i block trude d6, mdi block con cé thé
Iuwu gia tri digest (gia tri hash) cta khéi duge tro téi. Thong qua viée kiém tra gia tri
hash, chiing ta c6 thé nhan dang khéi duoc tré t6i c6 bi thay d6i hay khong. Cau trac
blockchain nhu vy cho phép chung ta chi can luu gié tri cia con tré chi t6i khoi cubi
cung, déng thoi van kiém soat duge ndi dung cua cac khdi con lai khong bi thay doi.

Genesis block (Block géc)

9-7-

Hash: 128F Hash: 6BQ1 ’ Hash: 3H4Q

Previous hash< 0000 Previous hash: C 128F ) Previous hash:{_ 6BQ1

Hinh 1.2 Cac block trong Blockchain
(Nguon internet)

Trong hinh trén, hash 1a ma bam cua block hién tai, previous hash 12 ma bam
cua block trudc.

Vi du dién hinh cho Blockchain d6 1a Bitcoin. Bitcoin 1a mot tap hop cac khai
niém va cdng nghé tao nén nén tang ctia mot mang ludi tién mat ma.

Tinh chdt cia blockchain
Vé co ban, blockchain c6 céc tinh chat dudi day [6]:

Khong lgp: Co ché ddng thuan phi tap trung cua bitcoin dam bao rang khong c6

giao dich nao bi trang lap.



Tinh bdt bién: Mot khi giao dich duoc ghi lai trong blockchain va gin vao céc
block tiép theo thi giao dich tro nén bt bién. Tinh bat bién duoc dam bao bai stc
manh ctia ning luc tinh toan vi viéc viét lai dir liéu blockchain doi hoi chi phi rat 16n
cho viéc tinh toan dé tao ra “Béng chang cong viéc”.

Tinh trung Idp: Mang bitcoin phi tap trung lan truyén céc giao dich hop 1 bat
ké ngudn gbc hay noi dung cua cac giao dich d6. Diéu nay c6 nghia 1a bat cir ai cling
cd thé tao ra mot giao dich hop 1& véi muc chi phi va do tin cay phu hop, giao dich
c6 thé lan truyén va dua vao blockchain bat ctr Iic nao.

Ngurong thoi gian an toan: Cac co ché dong thuan tir chéi bat ky block nao c6
nhan thoi gian qua xa trong qué khir hoic tuong lai. Piéu nay dam bao rang nhan thoi
gian trén cac block ¢ thé tin cay duoc. Nhan thoi gian cia mot block c¢6 ¥ nghia dam
bao cac giao dich trong block do.

Tinh toan ven: Mot giao dich s& duoc ky boi SIGHASH_ALL hozc cac phan
cua giao dich duoc ky khdng thé bi sira d6i ma khong co chix ky, chinh vi vay dam

bao giao dich khong bi thay doi trong qué trinh truyén di

1.2.  Nguyén ly ciu tao cia Blockchain
1.2.1. Cdu tric giao dich

Giao dich (Transaction) 1a mot thanh phan quan trong trong Blockchain —
Bitcoin. Moi thanh phan khac déu duoc thiét ké nham dam bao rang cac giao dich c6
thé duoc tao ra, lan truyén trén mang, xac thuc va ghi vao so céi (blockchain). Giao
dich 1a cau tric dit liéu ma hoa hoa su chuyén giao gié tri gitra cac ddi tuong trong
Blockchain. Mbi giao dich la mot muc ghi chép cong khai trong Blockchain — con

duoc goi 1a sb céi [4]



TRANSACTION
( S e s s S e e

4 bytes Version

1-9bytes || SO luwonginput

Inputs 1 hay nhigu input (kich thudc thay déi)

1-9bytes || S6luvongoutput

Outputs 1 hay nhi&u output (kich thwdc thay ddi)

4bytes || Locktime (Unix timestamp hay block number)
I txHash (M3 bam giao dich) I [ lockTime l
input (dau vao) output (d3u ra)
prevOut g3y ra cua giao dich trudc) |va|ue (gia tri) I

[prevTxHash | [index |

| scriptPubKey (khéa cong khai)|

[scriptSig l

(chir ky ciia ngudi tao giao dich) Ivalue — ]
prevOut . (gia tri)

[prevTxHash | [index | [scriptPubKey |

[ scriptSig |

Hinh 1.3 Céu truc giao dich trong Blockchain

(Nguon dya trén hinh anh tai website readthedocs.io)

Khi mot node hinh thanh mot giao dich, node d6 sé giri giao dich nay téi cac
node 1an can, timg node trong d6 s& kiém tra tinh hop 1¢ (validate) giao dich nhan
duoc néu hop 18 nod sé& luu vao bo nhé cuc bd (mempool) va chuyén tiép giao dich dé
cho nhitng node 1an can caa minh, céc node 1an can d6 lai tiép tuc kiém tra hop Ié-
lru vao mempool va chuyén tiép, ci nhu vay giao dich dugc lan truyén di toan mang.
Cubi cung giao dich s& duoc déng trong mét block nao d6 va duoc dao boi tho dao
(miner) lac d6 giao dich méi duoc xéac thuc va luu lai trong sb cai blockchain. Giao
dich c6 kich thudc khoang 300-400 bytes (véi hé thdng bitcoin).

MJ3i mot nut trong Blockchain déu phai kiém tra tinh hop 1é cua giao dich, viéc

kiém tra ndy nham nang cao tinh xac thuc caa chi s hitu, ting tinh an toan cho giao



dich. Thuong trong blockchain sé co 2 loai giao dich d6 la Coinbase Transaction va

Regular Transaction.

1.2.2. Cdu truc ciia Block

MJi block trong blockchain duoc xac dinh bang mot ma bam do thuat toan bam

mat ma SHA256 tao ra trong tiéu dé block (block header). Mbi block déu chira mé

bam ctia block trude d6 trong tiéu dé cua chinh nd. Chudi cac ma bam lién két tirng

block t6i block trudc tao thanh mét chudi mit xich di nguoc tro vé cho téi block duoc

tao ra dau tién, goi 1a block géc (genesis block).

MJi block chi c6 mét block tré dén, co thé co truong hop ré nhanh, 2 block cing

tro dén 1 block trude nhung dén mot thoi diém ¢ 1 nhanh dai hon va khi d6 nhanh ngan

hon s€ phai x6a bo va dir liéu trén nhanh nay phai rollback tré lai.

Header cla Block 1

trong Bloc

Hash clia Header

k ké trudc

Merkle

Root 1

F

h

Transactions trong Block 1

Block bao gbm moét tiéu dé dé chira dir liéu, theo sau 13 mot danh séch giao dich.

Block 2

Header cla Block 2

" trong Bloc

| Hash cla Header

k ké trurdc

Merkle

Root 2

A

h

Transactions trong Block 2

Hinh 1.4 Lién két cac block

Block 3

Header clia Block 3

" trong Bloc

| Hash clia Header

k ké trurdc

Merkle

Root 3

F

h

Tranzactions

trong Block 3

Tiéu dé block co kich thudc cé dinh 80 byte, trong khi mét giao dich trung binh chira



t6i thiéu 250 byte va block trung binh chira hon 500 giao dich.

BLOCK

" U
4 bytes

Hinh 1.5 C4u tric block

a. Tiéu dé cua Block

BLOCK HEADER
Version: phién ban ma phan mé&m hodc giao
thi¥c cin phai ndng cap.

Merkle Root: gid tri hash cda gfc (root) trong
cay merkle cla nhi¥ng transaction trong block

| Timestamp: tem thai gian khéi tao block
(seconds from Unix Epoch)

Hinh 1.6 Block header
Tiéu dé cua block bao gom 3 b dir liéu mo ta. Dau tién 12 mot tham chiéu téi
mot ma bam cua block ké trudc, lién két block nay vai block ké trude trong mot mang
blockchain. B¢ siéu dir liéu thir hai, dugc dat tén 1a d6 kho (difficulty), nhén thoi gian
(timestamp), va s nonce (s6 diing maot 1an), s6 nay chinh la théng sé quan trong cua
qua trinh miner (dao). Phan dir liéu ther 3 1a goc cay merkle, mot cau trac dit lidu duoc
sir dung dé anh xa toan bo giao dich trong mot block.
b. Dinh danh block:
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Dinh danh block chinh 14 mi bim mét ma caa nd, 1a mot van tay sé duoc tao ra
bang cach bam tiéu dé cua block hai 1an qua thuat toan SHA256. M bam 32 byte két
qua duoc goi 1a ma bam block — ma bam tiéu dé block. M4 bam cua mét block ludn
ludn xac dinh mot block don 1¢ duy nhét va rd rang, c6 thé duoc tao ra mot cach doc
lap boi bat ky nat nao don gian bang cach bam tiéu dé block.

Mot cach thir hai dé xac dinh mot block 12 bang vi tri cua né trong blockchain,
duoc goi 1a chiéu cao block. Block dau tién tirng duoc tao ra ¢ chiéu cao 13 0.
1.2.3. Cdu tric mgng blockchain va mé hinh mgng ngang hang P2P

a. M6 hinh ngang hang P2P:

Mang ngang hang Peer-2-peer bao gdm rat nhiéu cac nit mang lién két truc tiép véi
nhau, trong do6 mdi nut mang co vai tro va vi tri nhu nhau. Mot vi du vé ung dung cuia
mod hinh nay la Bittorrent, giao thirc chia sé¢ dir li¢u qua Internet ngay nay, hoac
Napster tmg dung chia sé nhac tryc tuyén nhitng nim 1990

Mang ngang hang cho phép hang triéu nguoi st dung c6 thé két ndi véi nhau,
hinh thanh mot khéi khong 16 v6i kha nang tinh toan va bang thong cia tat ca cac

mang gop lai.

Hinh 1.7 M6 hinh tinh toan P2P
Trong mang P2P, do khong ton tai mot don vi trung tam kiém soat thong tin, do
tin cdy ciia mang nay phu thudc vao dg tin cay cua tung ndt mang. Do do, van dé dat
ra phai c6 mot giai phap chia sé thong tin dam bao dugc tinh bén viing cua cac giao
dich va quan 1y dit liéu ngay ca khi khéng c6 duge su trung thuc cua tit ca cac ndt

mang. Blockchain duoc dé cap dén nhu mot giai phap giai quyét viée trién khai mo


http://kipalog.kaopiz.com/uploads/bc4a/8078/network.png
http://kipalog.kaopiz.com/uploads/bc4a/8078/network.png
http://kipalog.kaopiz.com/uploads/bc4a/8078/network.png
http://kipalog.kaopiz.com/uploads/bc4a/8078/network.png
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hinh ngang hang két hop véi cc giai phap ky sb nham huéng t6i kha ning chia sé
khong 16 va xac thuc.
b. C4u tric mang Blockchain:

M® hinh tinh toan P2P trong céng nghé blockchain dugc rng dung mét cach
khoa hoc. Bat cir may tinh nao két ndi voi blockchain Bitcoin dugc coi 1a mét node.
Bét ky cac node nao thyc thi ddy du cac quy tic cua Bitcoin dugc goi 1a “full nodes”
(nat day du). Hau hét cac nodes trén mang 13 cac nodes nho, nhung cac nit diy du
méi 13 xuong séng ciia mang ludi. Nat day du tai vé moi khéi va giao dich, kiém tra
chung theo nguyén tic dong thuan cbt 15i cua Blockchain.

Mbi node x4c minh mdi giao dich va moi khdi n6 nhan duge trude khi chuyén
no sang cac node khéc.

Néu mot giao dich hodc mot khéi vi pham cac quy tic dong thuan (co nghia la
giao dich hodc khdi d6 dugc 1 node xac minh 1a khong hop 1€), né hoan toan bi tir
chdi khoi mang, ngay ca khi moi node khéc trén mang cho rang né 13 hop 18. Pay 1a
mot dic tinh quan trong nhat ctia cic nodes: Chiing thyc hién dung nguyén tac du c6
bat ctr chuyén gi xay ra.

Néu giao dich (hoic khdi) 1a hop 18, node s& luu trit chung lai va chuyén di tat
ca cac node khac trong mang ludi két ndi v6i node d6. Bang cach nay, moi node s&
thuc thi tat ca cac quy tic dong thudn, va ngin khong cho bat ctr ndi dung nao dugc
dua vao pha v cac quy tic do.

1.2.4. Cdc co ché dong bg dong thudn trén blockchain

Pé dam bao tinh bat bién cua di liéu, blockchain st dung co ché dong thuan.

C6 2 co ché ddng thuan trong blockchain 12 PoW(Proof of Work- Bang chimg cong

viéc) va PoS (Proof of Stake - Bang chang c6 phan)

Hinh 1.8 Xir 1y déng thuan
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PoW trong khai thac mé ctia Bitcoin 14y mot dau vao bao gdm Merkle Root (vé
co ban 1a mot ham bam nhi phéan cta tit ca cac giao dich trong khéi), timestamp (dau
thoi gian), khdi bam trude d6 va mot sb thong tin khic cong voi nonce 1a sé ngiu
nhién hoan toan (0->2"31). Néu dau ra két qua trong bam nho hon so véi target (muc
ti€u bam) thi miner s€ nhan dugc ph?m thudng va su déng thuan (khéi moi duogc tao
ra s& duoc thong bao cho toan hé thong).

MJbi nat déu c6 quyén hinh thanh block va g 1én mang, khi hai tram dao cung
hinh thanh block thi s& c6 hién tugng Fork. Tir mot gbc s6 chinh xuét hién hai nhanh
khac nhau, nhu mét phan cia sy déng thuan, phan mém phia may tram blockchain s&
chon nhanh dai nhat 1a nhanh an toan nhat. Cac block nam trén nhanh phu duoc goi
14 slate block.

Véi viéc PoW tiéu tén qua nhiéu nang luong thi duoc dé xuat dé giam dang ké
chi phi. PoS dugc ap dung lan dau trong Peercoin vao 08/2012. Giéng nhu PoW, PoS
cling phai tim ra dép an cua mot cau dé ma hoa nhung do khé & day lai ty 1& nghich
S0 VGi s6 tai san dat cugc caa ndt trong mang [5]. C6 phan ¢ day 1a mot tai khoan bi
khoa voi s6 du nhét dinh thé hién cam két cua nat d6 dé giir cho mang an toan.
1.2.5. Sé céi va qua trinh hinh thanh block

Trong blockchain, sé céi 1a mot danh sach céc giao dich. S céi khéc véi co so
dit liéu truyén thong (CSDL). Véi s6 céi, chling ta chi c6 thé thém giao dich méi vao,
trong khi vai CSDL, ching ta cd thé thém, tiy chinh hozc x6a giao dich. C6 thé dung
CSDL dé tao mot so céi. So cai co nhitng dic diém sau:

- Luu trir dir liéu phan tan.

- Nguoi ding an danh.

- Gan vai thoi gian.

- Céc nut luu trir voi nhau dong thuan vé nguyén tic chia se.

- S6 céi khong thé dao nguoc, diéu nay c6 nghia 1a giao dich khong thé xoéa dugc.
- S0 cai duoc bao mat.

- C6 thé lap trinh duoc.
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Qua trinh hinh thanh céc block la qua trinh ma cac miner (node khai thac), con
goi la qua trinh tim Nounce sé& thuc hién. Trong qua trinh nay giao dich sé duoc cac
miner xép vao trong hang doi goi 1a mempool, giao dich s& duoc gom lai (khoang
300-500 giao dich). Giao dich sé dugc gom theo mot mare d6 vu tién (vi du nhu khoan
phi hoic cac giao dich lau chwa duoc xir 1y) tao thanh mot khéi goi 1a block. Cac
miner s& phat tan toan mang cac block mai dugc tao, thudng va phi sé dugc nhan
duoc sau khi ¢6 100 xac nhan. Cac block sé duoc dao — la qua trinh tinh toan ma hash

hop 1€ cho block (hashBlock< Target).

ID, = BlockHash = Hash256(BlockHeader + Nonce)

Block Header DR
Version 4 bytes Gia tri dieu tiet

BlockHash trurdn 32 byt téc dé Slnh
Block Header ackRash truoc bytes block
Version 4bytes " Merkle Root 32 bytes .
BlockHash trudc 32 bytes — Timestamp 4 bytes ~_
\\'\.
Merkle Root 32 bytes Difficulty A bytes .
A
Timestamp 4bytes — )
Difficulty +bytes ( \ H C Difficulty
Nonce 4bytes — 4 | — . \ Target
thay 1an lwot SHA2562

walels[4sle[7
[ aTeTm] 11T12T13

(1 00 (1 02T1 03]/1 04T1 OST‘I 06T1 07}

Hinh 1.9 Qua trinh khai thac (mining) [3]

Qua trinh x&c nhan mot block méi duoc dién ra nhu sau: nat s& nhan block mai,
kiém tra tinh xac thyuc va ding dan thi phét tan toan mang, néu khong hop Ié thi khdng
phét tan. Tiép theo xda cac giao dich trong hang doi da dwgc xéac thuc trong block
méi nhan dugc. Ting thanh vién s& ndi block nay nhu mét giao dich dugc cong nhan
trong s6 céi blockchain ctia moi thanh vién. Xéac nhan chinh 1a qua trinh dao (mining),
viéc xac nhan ciing xac dinh sb lwong giao dich dang chira. Cuy thé:

0 confirmation: Giao dich da dugc lan truyén trén mang nhung chua vao bat ky
block nao diéu d6 c6 kha ning giao dich khéng thanh céng hoc tiéu tring lap.

1 confirmation: Giao dich duoc chtra trong block méi nhat, nguy co tiéu tring

lap it di ddng ké tuy kho xay ra.
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2 confirmation: Giao dich niam it nhat trong 2 block gan déy, viéc tn cong tro
nén dit do (mat nhiéu tai nguyén tinh toan dé phan nhanh).

6 confirmation: Mang blockchain di mat gan 1h déng hd dé bao vé giao dich
chéng lai hién twong tiéu tring. Giao dich da nam ¢ do sau 6 block va kha ning né bi
thay thé 1a rat thap.

1.2.6. Hop dong théng minh

Smart contracts (Hop dong théng minh) 12 mot thoa thuan hoic tap hop cac quy
tac chi phéi viéc thuc hién giao dich; né dugc luu trit trén blockchain va dugc thuc
thi ty dong nhu mot phan caa giao dich [6]

Hau nhu tat ca cac mo hinh blockchain déu c6 hop dong thong minh dugc tich
hop trong céc giao dich. Vi du trong cac loai tién ma hoa, hop dong thdng minh xac
minh cé4c giao dich dau vao bang cach kiém tra chir ky cta chung. Sau d6, x4c minh
s6 du cua cac dia chi giri c6 khép véi dia chi nhan khéng. Cudi cing, hop déng thong
minh s& &p dung céc thay doi t6i cac trang thai. Ngudi ding ciling c6 thé viét cac hop

d6ng théng minh thyc thi trong giao dich.

CAr Contracth:

Hinh 1.10 Vi du hgp @éng thong minh trong mang blockchain fabcar [10]
1.3. Phan loai Blockchain

Cac hé théng blockchain hién tai c6 thé duoc phan thanh ba loai: Blockchain
cong cong (public blockchain), blockchain riéng tu (private blockchain) va

blockchain lién két (consortium blockchain). Trong blockchain cong cong, tat ca dir
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liéu duoc hién thi cong khai va batky ai ciing c6 thé tré thanh mot nut trong hé thong.

Péi v6i blockchain lién két thi chi mot nhém cac nut duge chon méi duge tham gia

vao hé théng. Vi blockchain riéng tu thi chi bao gém cac nat tir cac td chirc cu thé

méi ¢ thé tham gia. bé phan biét rd dugc su khac nhau cua ba loai blockchain, Bang

dudi day liét ké cac ti€u chi duoc sur dung dé dua ra so sanh:

Bang 1.1 So sanh cac loai blockchain

o Blockchain Blockchain Blockchain
Tiéu chi A o n
cong cong lién ket riéng tw
X&c dinh , o :
. Tat ca tho dao Cac nut duoc chon Mot to chire
sw dong thuan
. i _ C6 thé cong khai C6 thé cong khai
Quyén doc Cong khai , ,
hoac bi han ché hoac bi han ché
] i | Gan nhu khong thé o o
Tinh bat bien . Co0 thé bi gia mao Co0 thé bi gia mao
gia mao
Tinh hi¢u qua Thap Cao Cao
Tinh tap trung Khéng Mot phan Cé

Quéa trinh

dong thuin

Khong can sy cho | Phai duoc cap _ . .
Phai dugc cap quyén

phép quyén
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Xac dinh sw déng thuan: Trong blockchain cong cOng, mdi nit déu c6 thé tham
gia vao qué trinh dong thuan. Véi blockchain lién két thi chi c6 mét tap hop cac nat
duoc chon méi co thé xac nhén tinh hop I¢ cua khdi trong h¢ théng. O blockchain
riéng tu, mot td chirc kiém soat hoan toan dé xac dinh su déng thuén cubi cung.

Quyén doc: Cac giao dich trong mét blockchain cong cong duge hién thi cho
bat ctr ai, nhung & blockchain riéng tu va blockchain lién két thi diéu d6 co thé cau
hinh duoc.

Tinh bdt bién: Do c6 s6 lugng 16n cac nut tham gia qua trinh x4ac nhin nén dir
liéu trong blockchain cong cong gan nhu khong thé sira doi trai phép. Trong khi &
blockchain riéng tu va lién két thi dir liéu c6 thé bi gia mao vi sb lugng nat tham gia
déng thuan han ché.

Tinh hiéu qua: Trong blockchain cong cong do sb lugng nit tham gia vao mang
ludi nén phai mét nhiéu thoi gian dé lan truyén cac giao dich va cac khdi cho toan hé
thong. Picu nay gy ra do tré cao va thong luong cia giao dich bi gidi han. Nguoc
lai, v&i sb lugng nut xac nhan it hon nén blockchain riéng tu va lién két c6 thé hiéu
qua hon.

Tinh tdp trung: O blockchain céng cong cac nut tham gia ddng thuan 1a phi tip
trung, blockchain lién két tap trung mot phan, blockchain riéng tu vi dugc kiém soat
bdi mot nhom duy nhat.

Qud trinh dong thudn [6]: Bat ky ai ciing c6 thé tham gia vao qua trinh dong
thuan trong blockchain cong cong. O blockchain riéng tur va lién két thi chi nhiing ai

dugc cap phép méi duge tham gia qua trinh dong thuén.

Bang 1.2 So sanh gitta m6 hinh Bitcoin, Ethereum va Hyperledger Fabric s¢&
dua ra so sanh mot sb nén tang blockchain dién hinh tuong ung véi cac loai

blockchain da néu & trén
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Bang 1.2 So sanh giira mo hinh Bitcoin, Ethereum va Hyperledger Fabric[5]

. . Hyperledger
Thudc tinh Bitcoin Ethereum _
Fabric
M©é hinh CoOng cong CoOng cong hodc riéng tu Riéng tu
ECDSA,
SHA256, ECDSA,
ECDSA, Keccak256, Patricia
Miat md hoec [RIPEMD160, Ba SHA256,
Merkle tree
se58, Merkle Bucket tree
tree
Cong khai (hé théng cong con
Kha nang truy R ) . . ) .
Cong khai  |g) hodc bi han ché (hé thong ri| Bi han ché
cap dir liéu A
éng tu)

1.4.  Nén tang Hyperledger Fabric
1.4.1. Gidi thiéu vé Hyperledger

Hyperledger 1a mét di &n ma ngudén ma, cung cap mot hé sinh thai cac giai phap
va ngudi dung trén nén tang cong nghé blockchain nham giai quyét cac van dé dac
thu cua tirng doanh nghiép.

Hyperledger thuoc to chic Linux Foundation. Nodels, Alljoyn, Dronecode la
mot s6 du &n ndi tiéng cua Linux Foundation. Muc dich cua Linux Foundation 1a tao
ra mot cong dong cac nha phét trién 1am viéc trén cac du 4n ngudén mé, nham duy tri
su phat trién cua cac du 4n, trong d6, ma nguén du an luén dugc nang cép, stra doi
va phan phéi lai. Tu tuéng cua Hyperledger 13 thé gi6i s& gdm nhiéu kénh thanh toan
(private chain) riéng biét véi céc thi truong khac nhau. Mdi doanh nghiép c¢é nhing
dic trung riéng, nén cac tng dung cho cac doanh nghiép s& can phat trién véi cac quy

tac dugc cd nhan hoa. Du 4n Hyperledger bat dau véi mdt so it cac nha phat trién vao
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cudi nam 2015. Du an dugc bat dau véi cac thir nghiém twong tac gitta tng dung va

mot mang blockchain an toan.

Cach hoat dong ctiia Hyperledger

Trén mang Hyperledger, cac peer lién két truc tiép véi nhau va chi c6 s cai cla
riéng ho dugc cap nhat vé thoa thuan giao dich. Céac bén giup thuc hién giao dich chi
duogc biét mot luong thong tin di dé ho can dé chuyén tiép va cho phép giao dich trén
mang. Sau khi da duoc xac thuc, hai peer s€ duogc két ndi va két qua duoc tra ve.
Trong thoa thuan hai bén ndy, ca hai két qua tra vé phai giéng nhau dé giao dich c6
thé duoc xac nhan. Trong cac giao dich khac v&i nhiéu bén, nhiéu quy tic hon co thé
duoc ap dung.

Nhirng dic diém cia Hyperledger

Trong kién truc ndy, nhitng dic diém déang chu y nhat dugc thé hién trong cac
peer cia mang. Cac peer da dugc chia thanh ba vai tro riéng biét, do la:
- Endorser: Cac endorser la nhitng peer thyc thi cac giao dich trong chaincode
(hop dong thong minh) container va dé xuat giao dich 1én mang dua trén két qua cia
hop ddng thong minh. T4t ca cac endoser peer phai duoc cai dit chaincode.
- Committer: Day 1a nhitng peer khong nhét thiét phai cai dit chaincode, ching
Iuu trit s6 cai day da (full ledger). Su khac biét chinh giita committer peer va endoser
peer 14 viéc committer peer khong thé goi chaincode hoic chay cic ham trong hop
d6ng thong minh.
- Consenters: Cac nat nay chiu trach nhiém diéu hanh su déng thuan cua mang.
Consenters c6 trach nhiém xac nhan cac giao dich va quyét dinh cac giao dich s€ duoc
dua vao so cai.

1.4.2.Hyperledger Fabric

Hyperedger Fabric 12 mot trong 5 Framework vé Blockchain nam trong chién
lugc Hyperledger  Umbrella cua Linux ~ Foundation gdm:  Hyperledger  Indy,
Hyperledger Fabric, Hyperledger Iroha, Hyperledger Sawtooth, Hyperledger Burror.
Hyperledger Fabric duoc xay dung va hd tro bgi cong ty 16n nhu IBM. Hyperledger
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Fabric c6 modularity (tinh mé dun) kha cao nén né cho phép cac doanh nghiép dé
dang plug and play dé xay dung mét tng dung Private Blockchain phi hop cac yéu
cau nghiép vu caa minh.

Céc khai niém co ban trong Hyperledger Fabric [10]

- Identity: MJdi tac nhan trong Hyperledger Fabric bao gém peers, orderer, client,
admin, ... déu c6 mot identity. CAc tac nhan nay sé& st dung identity ciia minh dé trong
tac véi mang, identity d6 duoc cip dudi dang mot X.509 digital certificate. Céc
identity rat quan trong vi né con gilp hé théng xac dinh tac nhan c6 thé thuc hién

nhitng hanh d6ng nao, ¢ quyén truy cap vao nhitng tai nguyén nao caa network.

Certificate

Authority (T8 chifc cdp ching thuc) Principal
A R orheist)
request certificate
Sostiibngs l l l (Khoéa cong khai)
ertificate
: : > == public key
TINATIG [EE———————) issue certificate 6= O-I:I
(Danh séch ching chi bi thu hdi) (Phat hanh chifng thuc) = s
Digital (Khéa bi mat)
Certificate
- ﬁE éE AE aE 65 (Chire thuc s6)

Hinh 1. 11 Identity trong Hyperledger Fabric

Mot Public key Infrastructue (PKI) 1 tap hop cac internet technologies cung cap su
lién lac an toan trong network. Trong mang Hyperledger Fabric, PKI la tap hop
céc Certificate Authorities ciia cac to chirc. Cac Certificate Authorities nay s& cap cho
mdi tac nhan mudn tham gia vao vao mang mat identity.

- Membership: Membership Service Provider (MSP) ctia mét té chirc tham gia -
xac dinh CA nao duoc oy quyén cap identity hop & cho cac thanh vién cua té chuc
do.

- Peer: Mot mang Blockchain bao gém chu yéu céc peer. Peer la thanh té co ban
cua network vi n6 luu trir ban sao cua Smart Contract (Chaincode) va ban sao cua

Ledger. C4c peer cd thé dugc tao, start, stop, tai cau hinh, tham chi 1a x6a.
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Hinh 1. 12 Peers trong Hyperledger Fabric

- Smart contract va chaincode: Smart Contract xac dinh cac quy tac giita cac to

chie khac nhau trong cac hanh déng. Cac tng dung goi mot smart contract dé tao ra

cac giao dich duoc ghi lai két qua trén Ledger.

Td chic ban

ORG1

ng dung:

seller = CORGl;
buyer = ORG2;

transfer (CARl, seller,

buyer) ;

car contract:

query (car) :
get (car) ;

return car;

transfer (car, buyer, seller):
get {car);
car.owner = \f}'l_'l“\-'l;.'[ H
put {car) ;
return car;

update (car, properties):
get (car);
car.colour =
put {car);

return car;

properties.celour;

Td chifc mua

(ng dung:

seller = ORGZ;
buyer = ORG1;
transfer (CARZ,

seller, buyer);

Hinh 1. 13 Prototype don gian ciia mt chaincode

Mot smart contract dinh nghia céc logic giao dich, sau d6 smart contract dugc

dong goi thanh chaincode

- Ledger: Trong mang Hyperledger Fabric, mdi kénh c6 mot ledger bao gom céc

thanh phan nhu sau:



21

Ledger - 58 cai

World State
(DiT ligu trang thai)

Blockchain

H
.

L L LT T T T PR T T e

.

.

.

.

.

.

.

.

wear

——
E m

L bao gém Bva W

B quyé&t dinh W

Hinh 1. 14 Ledger trong Hyperledger Fabric

- The odering service: Hau hét cac mang Public Blockchain, chang han nhu
Ethereum va Bitcoin, bt ky node nao ciing c6 thé tham gia vao qua trinh ddng thuan
(consensus). Hyperledger Fabric thi khac, nd c6 moét loai node duoc goi la orderer
(hay con dugc goi "ordering node™), thuc hién nhiém vu "consensus”, c¢d thé 1a chi c6
mét ordering node trong mot network, hodc ¢ thé ¢ nhiéu node tao nén mot ordering
service. Boi vi thiét ké Hyperledger Fabric Ia dya trén cac thuat toan "deterministic
consensus ", nén bt ky block nao da duogc cac peer validates va duoc tao bai ordering
service thi déu dugc dam bao la chinh xac. Ledger s& khong thé xay ra tinh trang ré
nhanh nhu cac blockchain khac. Ngoai vai tro trén, ordering service con luu trir Cac
thong tin khac nhu t6 chirc nao dwoc phép tao channel, ai ¢ thé thay ddi cac cau hinh
channel, va tat ca hanh dong thay d6i cAu hinh d6 déu phai di qua orderer.

1.4.3. Kién triic ciia mét mang Hyperleger Fabric

Mot mang Hyperledger Fabric don gian bao gom céac thanh phan nhu sau:
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Hinh 1.15 Kién tric don gian cia mdt mang Hyperledger Fabric [10]

N: (Netword) Mang

NC: Network Configuration (C4u hinh caa mang)

C: Channel (Kénh), tap hop céc t6 chirc ¢6 vai trd nhat dinh trong ciing mot quy
trinh kinh doanh. Vi du, trong mot channel vé mua ban xe hoi s& gom c6 2 to chuc
1a: Nha san xuat xe hoi, Nha phan phdi xe hoi.

CC: Channel Configuration (C4u hinh cua kénh)

R: Organization (T6 chirc)

O: Orderer Node: Néu nhu trong Publuc Blockchain, tit ca cac node ciia mang
déu tham gia vao qua trinh dong thuan, thi & Hyperledger Fabric chi c6 Orderer tham
gia vao qua trinh do.

P: Peer, 1a diém tuong tac gitra cac thanh vién trong to chiic twong tng vai kénh,
moi hanh dong cta nguoi dung déu phai di qua peer.

S: Smart Contract (Chaincode) dugc cai dat trén kénh, dinh nghia 1o céc struct,
céc hanh dong ma ngudi ding co thé thyuc hién dé twong tac trang thai cua struct duoc
lwu trong s Cai.

L: Ledger (S6 cai), luu trit trang thai cua cac d6i tuong.

CA: Certificate Authority, phat hanh identity cho ngudi ding hoic node cua to
chire twong ung. Vi du, ngudi ding A 1a thanh vién caa T6 chac R1, khi muén tham

gia vao mang thi s& gui yéu cau dén CAl, sau d6 CAl s& tao ra mot identity gém
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private-key, public-key va cac dic tinh lién quan khéc, sau d6 tra vé cho ngudi ding
A, tir 36 vé sau A dung identity d6 dé thuc hién cac twong tac véi mang, mang sé tu
dong biét d6 1a ngudi dung A dén tir t6 chuc R1.

A: Application, tng dung hay giao dién (web, mobile app ) gitip ngudi dung
tuong tac v6i hé théng dé dang hon.

Tat ca ca thanh phan ¢ trén hoic 1a chay trén docker hozc 1a ching ta cé thé dinh
nghia ching trong code.

1.4.4. Uu diém ciia Hyperledger

Theo IBM, Hyperledger c6 mét sé wu diém ndi bat so véi mot s nén tang
blockchain khac [7]. Cu thé nhu sau:

Thanh vién dwoc cap phép

Hyperledger Fabric 1a mot khung cho cac mang dugc phép (permissioned
networks), noi tat ca nhitng ngudi tham gia c6 danh tinh da biét.

Mikrc d9 tin cdy, kha ning mé rong, hiéu suit

Hyperledger Fabric duoc xay dung trén mot kién triic mé dun, phan tach xir Iy
giao dich thanh ba giai doan: xir Iy va thoa thuan logic phan tan (chudi chudi ma
hoa), dat hang giao dich, va xac nhan giao dich va cam két. Su tach biét nay tao ra
mdt sd loi thé: Mire d6 tin cay va xac minh it hon dugc yéu cAu trén céc loai nat, va
kha ning mo rong va hiéu suat ciia mang duoc t6i wu hoa.

Dir liéu trén co sé can biét (Data on need-to-know basis)

Céc kénh duoc hd tro trong Hyperledger Fabric cho phép dit liéu chi dén cac
bén can biét, dam béao tinh bao mat cua dit liéu.

Truy van phong pht trén mét so cai phan tan bt bién
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Hinh 1. 16 M6 hinh truy van thdng tin trong Fabric [7]

(Trong hinh trén, Fabric client la cdc node cung cdp dich vu, Ordering Service
cung cdp dich vu phé duyét cdc block)

S6 cai 1a ban ghi tudn tu cac chuyén doi trang thai cho tmg dung blockchain.
Mdi giao dich dan dén mot tap hop cac cdp gia tri khoa tai san dugc cam két voi sb
cai khi tao, cap nhat hoac xoa.

Kién triic mé-dun hd tre cac thanh phan plug-in

Tinh md-dun cua kién tric Hyperledger Fabric cho phép c4c nha phat trién dé
dang tich hop, bo sung thém céac thanh phan vao mang blockchain. Mot sé mang da
cong ty di c6 quan Iy danh tinh va mudn st dung lai thay vi xdy dung lai. Cac thanh
phan khéc cua kién tric c6 thé dé dang cam vao bao gom co ché dong thuan hoic ma
hoa, trong d6 mot sé qudc gia co cac tiéu chuin ma hoa riéng.

Bio vé khoa ky thuat s6 va dir liu nhay cam



25

Hb tro HSM (Module bao mat phan cimg) 13 rat quan trong dé bao vé va quan
1y cac khoa k¥ thuat s dé xac thuc manh mé&. Hyperledger Fabric cung cip PKCS11
duogc sira doi va khong stra d6i dé tao khoa, hd trg cac trudng hop nhu quan Iy danh
tinh can dugc bao vé nhidu hon. Pbi voi cac tinh hudng lién quan dén quan 1y danh

tinh, HSM tang kha nang bao v€ khoa va dir liéu nhay cam.

| { 1

Peer | ! Peer 1

M App ( Endorser & |1 1 ( Endorser & UserB |
Committer) | ! : Committer) [ ] 1

] |

Orderer [« Orderer

! }

Orderer [« Orderer
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f f

1 Peer 1 Peer |
1 [ﬂ]—> App ( Endorser & +—>| (Endorser & <—[E] !
| Committer) 1 | Committer) :
I ! II
\

Fabric 1.0 deployment model. Some arrows are omitted for simplicity
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Hinh 1. 17 M6 hinh trién khai Fabric [7]
M6 ta cac thanh phan trong mé hinh trén:

Org 1, 2, 3, 4 1a cac td chirc tham gia mang blockchain

User A, user B, user C, user D 1a ngudi ding trong cac t6 chiic twong ting

App: Ung dung twong tac voi mang blockchain

Peer (Endorser & Commiter): Cac node trong mang lam nhiém vu phé duyét

cac giao dich

Oderer: Cac node trong mang lam nhiém vu hinh thanh cac block
1.5.  Ung dung ciia blockchain

Véi nhitng wu diém caia minh, Blockchain n6i chung va Hyperledger Fabric noi
riéng c6 thé ttng dung vao nhiéu linh vuc khac nhau trong cudc séng nhu: hé thong
quan ly Chting minh nhan dan, bau ci, hd so y ba, hop dong théng minh, chudi cung

ung, dich vu tai chinh, ...[8]
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Ung dung blockchain trong gido duc

Blockchain c6 thé dugc tng dung dé luu trir dit liéu bang diém, qua trinh dao
tao, kinh nghiém thuc té, lich st tuyén dung cua tung cd nhan. Trong thuc té, khi
dang ky tuyén dung hodc xin hoc bong nhiéu, thuong xuyén xay ra tinh hudng tmg
vién dd cung cap thong tin ciia minh khong chinh x4c, da phan 1a ké khai thong tin
cao hon so véi ning lyuc, trinh do, kinh nghiém thuc té ban than nham dap ung du
diéu kién xét/thi tuyén.

Ngoai ra, blockchain con cé thé duoc ung dung dé thuc thi tu dong cac diéu
khoan trong quy ché dio tao thong qua hinh thic hop dong théng minh cua
blockchain. Hop dong thong minh gitp xir Iy van dé “khong giit 101 hira. Khac biét
v6i hop ddng truyén thong, trong hop déng thong minh, mot khi diéu kién duoc dap
ung, viéc da thoa thuan duoc tu dong kich hoat ma khong mdt bén nao céd thé tac
dong can tro, ngan chan dé hop déng khong thuc hién dugc. Vi du néu sinh vién vi
pham mot sb diéu trong nodi quy, hé thong s& ghi nhan va ban hanh cac bién phap ky
luat ma khong co trudng hop ngoai 18. Hodc trong viéc dénh gia chat lugng giang
day, néu da sd sinh vién c6 ¥ kién danh gid mon hoc khong mang lai kién thirc thiét
yéu, thi mon hoc d6 s& duoc t6 chirc, cai tién lai hodc sinh vién tham gia mén hoc dé
s& dugc dang ky hoc mon hoc khac ma khong phai ndp thém tién hoc phi.

Blockchain ciing cung cip mot cach thirc don gian, bao mat dé danh gia ning
luc cia mot ca nhan dua trén cac yéu ciu tuyén sinh dau vao. V&i dic tinh bat bién,
s& rat kho dé gia mao thong tin, vi du nhu tng vién tuyén sinh khai d3 tham gia mot
khoa hoc nhung thuc té lai khong nhu vay; cac nha tuyén sinh s& dé dang xac thuc
dugc thong tin nay qua cong nghé blockchain. Trong viéc tuyén dung gido vién,
blockchain ciing 1 cong cu cho phép tinh minh bach dé lwa chon gi4o vién trong céc
truong hoc, nham bao dam rﬁng gido vién s€ duogc lua chon phu hop véi tinh chit,
n6i dung mén hoc cling nhu cung cap mot danh sach cac mon hoc phit hop voi ning
luec, phém chit cua mdi gido vién.

Blockchain ciing co thé ung dung dé tao ra mot co s& dit liéu bao mat vé dir liéu

hoc tap va diém s6 cho cac hé thdng hoc truc tuyén. Cong nghé chudi khdi s& cho
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phép bao dam an toan thong tin ddi voi da moi loai dbi tuong tur hoc vién, cha me,
gido vién dén céac truong hoc, doanh nghiép.

Thuee té (ng dung blockchain trong gido duc trén thé giéi

Nhiéu trudng dai hoc trén thé gisi da bat dau trién khai cong nghé blockchain
dé theo ddi va luu trit bang diém va bang cip cua sinh vién va théng tin cua cac don
vi ddo tao. Vi du c6 thé ké t&i la du an “Blockcerts” do Phong nghién citu truyén
thong MIT thudc Vién Céng nghé Massachusetts, Hoa Ky phat trién vao nam 2017;
Blockcerts cung cap bang chiing nhan cho cac hoc vién hoan thanh mot sé chuong
trinh ctia MIT dudi dang s6 hoa trén nén bao mat cua blockchain. Truong dai hoc
Nicosia caa Cong hoa Sip cung cap thong tin xac thyc day du cho toan bo chuong
trinh caa ho trén nén tang cdng nghé blockchain. Hay nhu co so dao tao todn cau cua
Sony (Sony Global Education) d& cong bd viéc phat trien chudi khéi moi dé luu trix
cac ban ghi théng tin hoc tap.[9]

Xu hudng nghién ctu, trien khai cong nghé blockchain trong luu trir bang
diém va danh gia hoc sinh trong gido duc phd théng ciing nhan dugc nhiéu quan tam
cua nhiéu nudce trén thé gigi. Cong ty Learning is Earning da dua ra mot phét kién vé
“edublock”, cac khdi dir liéu vé gido duc gom cac thdng tin vé lich st hoc tap cua ca
nhan, cac mdn hoc, bai giang, chi dé, ... ma c4 nhan d6 di ting tham gia va két qua,
diém sb hoc tap cua ho. Cac khdi edublock nay dugc thu thap boi cac hoc vién, cac
trung tam cong dong, ... dé xem xét c& nhan/ang vién ¢ phi hop véi cong viéc giang
day hay khong, tir d6 dua ra quyét dinh moi ca nhan d6 1am viéc cho ho. Phét kién vé
edublock duoc danh gia co tiém nang rat 1on, néu du an thanh cong s&é mang lai tac
dong to 16n cho nganh gi4o duc — dao tao toan cau, va chinh con ngudi s& ¢ thé st
dung hoc van cua minh 1am token (thé xéac thyc) trong thé gidi so.

Blockchain nhu mot hé théng quan Iy mic d6 danh gia sy uy tin trong nghién
ctru khoa hoc. Trong linh vuc gi4o duc — dao tao, viéc cong bé mot cong trinh nghién
ctru khoa hoc chua du dé danh gia chat lugng nghién ctiru, ma con phu thudc vao sb
lwong trich dan. Nha khoa hoc s& c6 nhiéu co hoi thiang tién va tuyén dung néu cong

trinh caa ho duoc trich dan nhiéu lan va danh gia cao boi cac nha chuyén mén co uy
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tin. Vi du, truong dai hoc s& kéo dai thoi gian cip hoc béng cho nghién ctru vién néu
qua trinh nghién ctru cta nguoi d6 dat két qua tot. Vi du khéc, khi co s¢ dao tao trao
giai thuang vé nghién ciu hodc cdng nhan bang cip cho nha khoa hoc, thi twong tng
véi viéc chuyén mot phan chi s uy tin cua minh sang cho nha khoa hoc. Truong hop
nha khoa hoc khi giang day c6 thé chuyén chi s6 uy tin caa minh sang hoc vién khi
hoan thanh tt khoa hoc. Co ché hop dong théng minh cho phép chi tra chi sé uy tin
khi thuc hién trich dan ting phan céc két qua nghién ciu. Bat ctr ai ciing c6 thé ding
c4c thong tin tri tué trén chudi khdi gido duc va néu thong tin tri tu¢ nay duoc trich
dan hoic xac nhan dong nghia véi ngudi d6 s& nhan dugc cac chi sb uy tin tir nguoi
trich dan/xac nhan.

Tiém ning wng dung blockchain trong gi4o duc - daoe tao cia Viét Nam

Trong nhitng nim gan day, gido duc — dao tao ludn la chi dé ndng hoi dugc trao
d6i trong nhitng dién dan vé cai cach giao duc, va dic biét trong nhitng phién Dai
biéu qudc hoi chat van cac thanh vién Chinh phu, gido duc — dao tao dugc dat rat
nhiéu cau hoi doi hoi Chinh phu dua ra nhitng phuong an giai quyét kip thoi. Nhiing
van dé trong nganh gido duc - dao tao Viét Nam gap phai gom:

- Ty 18 that nghiép cao, sinh vién ra truong ngdy mét ting tuy nhién kho khan
trong tim kiém cong viéc

- Thiéu minh bach trong hé thng thi ctr, dién hinh 1a nhitng vu gian lan thi cir
trong Ky thi trung hoc phd théng qudc gia nim 2018

- Ning lic caa mot bo phan gido vién chua dap tng duoc yéu cau.

- Ngoai ra con c6 mot sé van dé khéc nira, tuy nhién chlng ta tap trung vao cac
van dé cd kha ning (ng dung dugc céng nghé blockchain.

Blockchain gitp quan 1y qua trinh dao tao. Vi mdi hoc sinh/sinh vién, toan bo
c4c thdng tin vé qua trinh dao tao ctia minh s& duoc luu trix trén hé thong blockchain,
quan ly tir bang diém, thanh tich, két qua cac ky thi. CAc dir liéu thong tin nay duoc
luu trit an toan, chuan xac va co thé 1a vinh vién. Déi véi cac nha tuyén dung, ho chi
can truy cap va xac minh dit liéu théng tin vé Gng vién trén hé thong, cong viéc tuyén

dung sé rat dé dang; tham chi mot s6 cong ty headhunter (cac cong ty nhan sy chuyén
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di san tim cac (tng Vién tiém ning theo yéu cau cua cac cong ty khach hang) ciing c6
thé str dung dix lidu dugc cong khai trén hé thong nay dé “san tim” nhirng ¢ng vién
phu hop. Diéu nay cho thay blockchain cé kha ning gitp két ndi gitta cac nha tuyén
dung va céc sinh vién ra trudng, tir d6 gop phan giam ty 18 that nghiép cua nudc ta.

Dé giai quyét sy thiéu minh bach trong hé théng thi cir, diéu nay hoan toan nim
trong kha ning ¢ng dung cua blockchain di duoc nhiéu chuyén gia nhan dinh tir truéc
t6i gio. Véi co ché chdng thay doi thdng tin, dix liéu cua blockchain, thi viéc sira diém
hay gian lan thi cir duong nhu da co6 giai phap cu thé.

Co ché hop dong théng minh caa blockchain cho thiy kha ning ¢ng dung gitp
nha truong danh gia nang lyc cia doi ngii gido vién dang lam vi¢c, tir d6 dua ra nhirng

phuong an cai cach phu hop.

Két luan chwong

Trong chuong 1, ludn vin da trinh bay cac kién thizc co ban nhat vé hé théng
Blockchain va nén tang Hyperleder Fabric. Céc kién thirc dugc dé cap dén bao gom:
cau trdc giao dich, cau tric block, cu triic mang, co ché dong bo di liéu va xir ly
d6ng thuan, kién tric caa mot mang Hyperledger. Pong thoi trong chuong nay luan
van ciing trinh bay cac wu diém cua nén tang Hyperledger Fabric, vé cac tng dung

cua Hyperledger Fabric trong thyc té.
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CHUONG 2: UNG DUNG HYPERLEDER FABRIC TRONG
BAlI TOAN PHONG CHONG GIAN LAN THI CU

Trén co sé nhitng vu diém va kha ning tng dung trong linh vuc gido duc di néu
trong chuong trude. Chuong nay luin van sé di sau vao phan tich bai toan phong
chéng gian 1an trong thi ctr, ddng thoi chi ra kha ning wng dung blockchain, cu thé
hon 13 nén tang Hyperledger Faric nham han ché cac gian 1an c6 thé xay ra.

2.1. Bai toan phong chdng gian lan trong thi cir
2.1.1.Quy trinh té chsec thi

Trong thuc té, mot ky thi ¢ thé bao gom quy trinh phuc tap, gom nhiéu khau
khac nhau. Tuy nhién trong pham vi caa luan vin, mot ky thi gia dinh c6 thé dién ra

V61 quy trinh nhu sau:

Thanh 13p héi Quan ly théng tin

déng » Quan ly de thi > thi sinh »  To chire thi
A 4
Théng bao két | Cap nhat dir liéu | £ il g
qua < diém < Cham thi < Quan ly bai thi

Hinh 2. 1 Quy trinh t6 chirc thi
- Thanh lap hoi dong: Thanh lap va quan ly hoi dong thi

- Quan ly dé thi: Bién soan, luu trit, quan Iy ngan hang cau hoi/dé thi
- Quan ly théng tin thi sinh: Lap danh sach thi sinh du thi

- T6 chirc thi: Sap xép phong thi, xac thuc thong tin thi sinh, giam sat thi, cap
phat dé

- Quan ly bai thi: Quan ly bai lam cua thi sinh, quan ly phach

- Cham diém: Thuc hién cham diém bai bai 1am cua thi sinh

- Cap nhat két qua thi: Quan ly phach, cap nhat diém sb cho bai lam cua thi sinh,
phé duyét két qua thi

- Thong béo két qua thi: Thdng béo két qua thi cho thi sinh, hoi déng
Ludng thong tin trao doi chu yéu trong sudt qué trinh thi bao gom: thong tin thi sinh,

dé thi, bai lam cua thi sinh, két qua thi.
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Dau tién thong tin thi sinh dy thi can dugc kiém tra, lwu trit, dbi chiéu trong qué

trinh t6 chuc thi. Ludng thong tin thi sinh duoc md ta trong so d6 dudi day:

Thi sinh Héi déng thi Can b coi thi

| |

Dang ki thi ' i i
A-‘ L Kigm fra, i

1 i

> 1 lwru triF thong tin

Thﬁng tin T Thﬁng fin dl._F thi
sinh Theé dur thi

1

Danh sach
thi sinh dw thi

=]

Ki&m tra ddi chidu théng tin
D thi

e

Trinh Thé dv thi
giay tir thy than

5 |
! :

Cho phep thi
-
i
i

L
i

Hinh 2. 2 Ludng dit liéu théng tin thi sinh

Trong so do trén, thong tin thi sinh dwoc hinh thanh khi thi sinh dang ky du thi.
Céc thong tin vé ho tén, ngay thang nam sinh, qué quéan, truong, 16p, gisi tinh, anh
chan dung dugc thi sinh cung cap cho hdi déng thi dé thuc hién 1am thé du thi va luu
trir ho so. Sau khi kiém tra, néu thong tin hop Ié thi sinh s& dugc cap thé du thi, dong
thoi thong tin thi sinh va phong thi cling dwgc gui cho cén b coi thi dé thuc hién
kiém tra di chiéu. Khi tham gia thi, thi sinh can cung cap thé du thi va hoic giay to
tuy than dé phuc vu viéc ddi chiéu, xac thuc thi sinh. Néu xéac thuc thanh cong, thi
sinh s€ duoc phép du thi.

Bén canh thong tin thi sinh, dé thi ciing 1a mot trong nhitng dix liéu quan trong

trong ky thi. Ludng dit liéu co ban cua dé thi c6 thé dugc minh hoa nhu sau:
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Hinh 2.3 Ludng dit liéu dé thi
Dit ligu dé thi dwoc hinh thanh béi can bo ra dé. Sau d6 duoc hoi dong thi lua
chon, luu trit, van chuyén dén noi to chirc thi. Tiép do, dé thi duoc can bo coi thi kiém
tra va phat cho thi sinh dé thuc hién 1am bai.
Dix lidu quan trong nhét 12 bai thi (bai 1am) cua thi sinh. Ludng thdng tin dix liéu

bai thi dwgc mé ta trong hinh dudi day:

Thi sinh C&n b coi thi Héi dng thi C&n bd cham thi

Thi =inh 1am bai

b "T1__mép bai thi )

Bai thi E Tap hop bai thi

T
'
i
i
i
i
i
i
i
i
i
i
i
i
'
i
i
i
i
i
i
i
'
i
i
i
i
i

——

]
i
i
i
i
i
i
i
i
:|
! Quan ly phach

iao can bé chim thi

Mhip két qua

+ |

[ .
Tra lai bai thi dwoc cham

Tra k&t qua

Hinh 2.4 Ludng dir li¢u bai thi
Trong so d6 trén dix liéu bai thi dugc hinh thanh sau khi thi sinh nop bai cho

can bo coi thi. Sau d6 can b coi thi tap hop cac bai thi caa thi sinh va nop vé hoi
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ddng thi. Tiép theo, hoi ddng thi s& bao quan, luu trir bai thi, thuc hién i 1y phach
va giao can bo cham thi thuc hién viéc cham thi. Can bo cham thi thuc hién cham
va tra lai két qua cham thi cho hoi dong. Hoi dong Kiém tra, luu trir két qua thi va
théng bao két qua cho thi sinh.
2.1.2.Pdnh gid cdc nguy co gian 1@n co thé xay ra trong thi ci

Véi nhiéu khau to chtic di néu trong phan trudc, dic biét trong d6 c6 nhiéu khau
c6 sy tham gia ciia con ngudi nén hoan toan cd thé xay ra tiéu cyc.[1]

-Dbi vai dé thi: CO thé xay ra 16, lot dé thi tir can bo ra dé, van chuyén, ...

-Péi voi khau xac thyc thong tin thi sinh: CO thé xay ra nguy co thi ho do xay
ra sai sot trong qué trinh xac thyc théng tin thi sinh du thi véi thdng tin trén thé du
thi.

- Qua trinh 1am bai: C6 thé xay ra quay cop.

- Qué trinh van chuyén va luu trit bai thi: C6 thé xay ra gian lan can thiép vao
dir liéu bai 1am nham thay doi dap an.

- Qua trinh quan ly phach: C6 thé dé 19 lot théng tin phéach dan téi viéc 1 thong
tin thi sinh.

- Qué trinh cham thi: C6 thé xay ra sai sot, tiéu cuc dan dén diém sb khong dung
vé6i két qua bai lam.

- Qué trinh cap nhat két qua: C6 thé xay ra gian 1an cap nhat sai két qua nhu
nang diém.

Thuec té cho thay, tai ky thi THPT qubc gia nam 2018 caa Viét Nam [2], c4c tinh
Ha Giang, Son La, Hoa Binh da phat hién hon 200 thi sinh dugc nang diém. Truéc
d6, bao chi trong nude ciing da nhiéu lan phan anh tinh trang gian lan trong cac ky
thi tai cac dia phuong.

2.1.3.Dé xudt gidi phap nham han ché gian Ign trong thi ci

Dé han ché tinh trang gian lan trong thi cir, trong nudce cling da c6 nhiéu chuyén
gia d& xuat c4c giai phap cho van dé nay nhu ting cudng ché tai phap luat dé xir Iy vi
pham; thay d6i cac hinh thirc kiém tra, thi ctr; cho phép hé thdng kiém dinh danh gia
doc 1ap; ap dung cac bién phap bao vé nghiém ngat; sir dung cac cong nghé hd tro
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nhu camera giam sat, rng dung tri tué nhan tao... Tuy nhién hién dang dung ¢ muac
¥ tuong va dé xuat hodc chua hoan toan triét dé, van con nhiéu khau quan trong c6
su tham gia cua con ngudi, d6i tuong chinh tao ra gian lan, tiéu cyc.

Tir nhitng nguy co gian 1an nhu da phén tich & trén, luan van xac dinh mét sé
van dé can giai quyét nhu sau:

- Bao mat d¢ thi va dép an

- Xac thuc thong tin thi sinh

- Xac thyc théng tin can bo

- Bbam bao toan ven dir liéu bai thi

- Bao mat thong tin phach

- Tranh can thiép dix liéu diém s

Dé giai quyét cac van dé trén, luan vin dé xuat giai phap nhu sau:

-Péi vai dé thi: Pé thi s& duoc khai tao, Iuu trir va quan Iy bang co so dit lidu
tap trung. Co co ché bao vé chéng sao chép, khai thac trai phép.

- Déi vé6i dit liéu thi sinh: Dit liéu thi sinh s& duoc luu trit s6 hda. Viéc xac nhan
thong tin thi sinh dugc thuc hién tu dong, cd su tro gilp caa may tinh va cdng nghé
nhan dang.

-Péi voi dit liéu bai thi: Thi sinh s& thyc hién 1am bai trén may tinh. Ngay sau
khi thi sinh nhan nop bai, hé théng tu dong ma hoa va luu trix dit liéu bai 1am, dam
bao rat kho hozc khdng thé bi can thiép nham thay doi noi dung. Trong trudng hop
thi trac nghiém, bai 1am cua thi sinh s& duoc cham ty dong. Két qua bai lam cua thi
sinh ciing duoc ty dong luu trit, han ché su can thiép trai phép tir céc yéu td con ngudi.

Viéc dam bao tinh minh bach va tin cay trong ky thi 1a van dé vé cing quan
trong, day ciing chinh 1a gia tri c6t 16i ma blockchain mang lai. Giai phap sur dung
blockchain véi cac ky thuat ma hoa va mo hinh (ng dung &p dung vao viéc quan ly
bai thi. Céc dir liéu nay s& duoc niém phong bing viéc ma hoa véi tem thoi gian. Dé
can thiép va sira doi, nguoi can thiép can phai boc tem thoi gian nay ra. Néu mat tem
thoi gian ching ta c6 thé dé dang nhan biét dit liéu da bi thay ddi.
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2.1.4.Pham vi bai todn

Bai toan ng dung blockchain trong céng tac thi cir 6 nhiém vu chinh 12 to
chac mot ky thi trac nghiém trén may tinh, céc thi sinh s& 1a bai thi trén trang web,
két qua s& duoc cham mot cach tu dong va sau d6 luwu 1&n trén mang blockchain. Khi
thi sinh mudn biét diém thi c6 thé tra ctru trén hé thong, diém s& dugc bao dam vé
tinh toan ven va minh bach.

Véi dic diém cua céc ky thi 1a bao mat diém cua thi sinh chi c6 c& nhan thi sinh
va nhitng ngudi c6 tham quyén méi xem duoc diém vi vay trong bai toan nay sé st
dung mang private blockchain. Trong d6, Hyperledger Fabric la mot mang private
blockchain dién hinh, duoc sinh ra d&é phuc vu cho muc dich giao dich riéng tu giita
cac doanh nghiép va cé thé ap dung trong bai toan nay. Luan vian s& tap trung giai
quyét déi véi hinh thir thi trac nghiém, di véi hinh thic thi tric nghiém s& can phai
xem xét va phat trién thém. Bén canh do, tng dung thi s& duoc thiét ké dé cé thé cho
phép maot luong Ién cac thi sinh thi cting Iic bang viéc st dung bién phap can bang
tai va céac bién phap dam bao tinh kha dung khac.

Viéc gigi han pham vi bai toan 1a co s& can thiét cho viéc lua chon cac phuong
phap phu hop dé giai quyét bai toan.

2.2. Pé xuat mé hinh wng dung Blockchain vao bai toan phong chéng gian
lan thi cr
2.2.1.M6 hinh téng thé

M6 hinh &ng dung du kién s& bao gom 02 khéi: Khéi ting dung (gém wng dung

web va 16p trung gian) va khdi mang Blockchain
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; Lép trung gian
Ung dung Web g P oy

<:(> - v

nghiép vu

Y

E Mang Blockchain

e . 8 y8 '.@'. /\
_ O e O e 8
& |=HE| ot g IBHE ot g [=HE o
NG WS aviin \ WS avAin
Q @ Q > .9, -
Hinh 2.5 Mb hinh téng thé &ng dung
Ung dung web:

Cung cap giao dién dang Web cho ngudi sir dung cudi 1a thi sinh, giam thi, hoi
d6ng thi. Bén canh d6 bao gdm maét sb chirc nang cua hé théng.

Lép trung gian:

Xt Iy cac nghiép vu chinh cta hé thong (xir Iy thong tin thi sinh, thong tin dé
thi, ...), cung cap cac API cho &ng dung web va giao tiép véi mang blockchain thong
qua cac API.

Lép nay ciing s& bao gom CSDL luu trit thong tin ngudi dung (thi sinh, can bo)
phuc vu ding nhap hé thdng (chi luu thong tin username, mat khau va mot s6 thong
tin khac phuc vu quan 1y ngudi ding cho tng dung web), dir liéu dé thi.

Mang blockchain:

Str dung nén tang hyperledger fabric dé luu trix théng tin thi sinh, di liéu bai
lam va diém sé cua thi sinh.
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Trong md hinh trén, tng dung web s& nam trén mot mang riéng dé tranh truy
cap tir bén ngoai va chi co 16p trung gian c6 thé truy cap ra duoc bén ngoai dé gui
diém I1&n mang blochain. Qua trinh trao nhan di liéu phai st dung phwong thirc
HTTPS dé dam bao dit liéu trén dudng truyén.

Dix liéu thi sinh lién két giira tng dung va mang blockchain 13 mot ma khéa
riéng dugc sinh twong tng vai tung thi sinh khi thém mai thong tin thi sinh. Ma khoa
nay s& sir dung dé cap nhat théng tin bai 1am, diém s, thdng tin thi sinh, truy van
théng tin tir tng dung vao mang blockchain. Ludng dit liéu cha yéu trao ddi giira tng

dung va mang blockchain dugc mo ta trong hinh dudi day:

L&p trung gian Mang Blockchain
Yéu cau thém thi sinh mai

API XU Iy createCandidate(...) T~ W

nghiép vu F - » . d . .. i) _ _
Yéu cau cap nhat diém > z % @ Dir liéu lwu triv

updatePointy(...) (o) [om) |+ trong mang

) 3 - R blockchain:
T e ) Py - Thong tin thi sinh

Dt liéu lvu trie Yéu cau cdp nhat thong tin thi sinh : o 3 . 3 - D liéu bai lam

trong CSDL i¥ng changeName(...), -3 ? O S Dl

dung:
- Théng tin déng nh3 .
Cpany g T Yéu cu cap nhat bai lam
updateAnswers(...)

Hinh 2. 6 Ludng dir liéu trao ddi giira tng dung va mang blockchain
Déi véi ky thi thuc té, sé lwong thi sinh tham gia ddng thoi ¢6 thé 16n. Bé dam
bao tinh kha dung cta hé thong can phai tinh dén phuong an can bang tai (load
balancer). P& xuat str dung cdng nghé Kubernetes (s& duoc 1am rd thém trong phan
sau) dé can bang tai, cu thé mo hinh nhu sau: may chu tng dung web va lép trung
gian can duoc trién khai 1én nhiéu may cha va load balancer.

2.2.2.Mgng blockchain

M6 hinh mang blockchain s& bao gém céc té chirc Orgx twong tng véi céc to
chac/don vi ¢6 quyén to chuc ky thi. Mdi to chuac s& bao gdm cac node ngang
hang(peer), cac oderer tuong ng voi cac don vi trong té chac c6 quyén thuc hién
phé duyét két qua thi. Thuc té trién khai s& can dya vao kha ning sin sang vé co s

ha tang cua céc to chic.



Co s& dit liéu thi sinh, bai thi, diém thi s& duoc luu trit trong mang blockchain
str dung co so dir liéu CouchDB (theo dé xuat ciia IBM ddi véi nén tang Hyperledger
Fabric).

Xay dung cac phuong thirc hoat dong trén chaincode:

Truy van tat ca ban ghi thi sinh trén so6 cai

Truy vén thi sinh theo ID

Thém mad1 mot ban ghi vao so cai

Truy van tat ca ban ghi thi sinh trén s6 céi dé xem ban ghi vira dugc thém méi

Thay doi diém ctia mot thi sinh bat ky nao d6

Truy van lai s6 cai va xem su thay doi
2.2.3.Ung dung web
Cung cap giao dién cho ngudi sir dung cudi, bao gém quan tri hé thong, hoi dong

thi, giam thi, thi sinh. Céc chitc nang chinh ciia hé thong phan chia theo ddi tuong tac

L Lwa chon
NOp bai mon thi
Pang nhap
Giam thi Thi sinh
tin thi sinh .o 2
Quan ly de
thi
Tu:dQngtmh < Quan ly
Qi Iam bai > phong thi
— Hé thong Thi sinh
Tuw déng nop
bai Quan ly
giam thi

Hinh 2. 7 Chike niing chinh cia Ung dung web

dong vao hé thong bao gom:

ac nhan thong\ ( Theo ddi ky thi
tin thi sinh

Quan ly thong

- Giam thi: Quan ly thong tin thi sinh, xac nhan thi sinh du thi, theo ddi ky thi.
- Thi sinh: Pang kY, ddng nhap, lya chon mén thi, 1am bai, nop bai, tra cau diém.

- Hoi dong thi: Quan 1y dé thi, quan ly giam thi, quan Iy va thiét 1ap phong thi.
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- Hé théng: Cung cap cac chirc niang cho quan tri hé thong, cac chic ning tu
dong nhu ty dong 1am bai, nop bai, cham diém.

Ung dung web s& giao tiép véi 16p trung gian thong qua API do 16p nay cung
cap

2.2.4. Lop trung gian

Pay la module c6 chirc ndang dam bao cac nghiép vu chinh caa toan bo tng dung.
Lép trung gian s& tiép nhan céc yéu cau xtr Iy tir eng dung web dé thyuc hién céac
nghiép vu twong tng, dam nhan nhiém vu giao tiép véi mang blockchain dé thyc hién

cac cap nhat, truy van thong tin. Module nay s& c6 kién tric nhu sau:

API E Q:{) XU Iy nghiép vu $:| CZO @

(Giao dién Iap trinh (rng dung)

Nén tang ho tro tuong tac véi CSDL @

Mang
l blockchain

Hinh 2. 8 Kién trac lép trung gian
- API: Pay 1a cung cap céc giao dién lap trinh tuong tac véi module Ung dung
web dé thuc hién xir 1y cac nghiép vu lién quan
- Xt ly nghiép vu: Thuc hién cac nghiép vu cua Ky thi nhu: xtr ly théng tin thi
sinh, dé thi, giao tiép véi mang Blockchain
2.3.  Pé xuat mdt sé cong nghé khac sir dung dé ting tinh kha dung cia
ung dung
2.3.1.Docker

Docker la 1 framework (khung lam viéc) hd trg viéc tao moi truong 4o trén may
chu linux (1 loai hé diéu hanh) nhanh gon va don gian. Docker duoc thiét ké dé tao

méi, chay cac ting dung bang céch st dung cac container. Container 1a phuong phap
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a0 hoa & muc hé diéu hanh, cho phép chay mét ing dung cung cac thu vién ma tng
dung d6 phy thudc trong céc tién trinh c6 tai nguyén dugc cach ly. Container gilp
dong goi ma, cdng cu hé théng, cac cau hinh ... cua tng dung vao trong mot khdi duy
nhét goi 1a anh container. Container gitip dam bao wng dung c6 thé trién khai mot cach
nhanh chéng, d6 tin cay cao va nhat quan.

Dokerfile

Docker st dung Dockerfile dé mé ta cac 16p anh, cac cau lénh can thuc hién cho
viéc build anh container. Dockerfile chtra tap hop céc 1énh dé docker c6 thé doc hiéu
va thuc hién dé dong goi thanh mot anh (image) theo yéu cau cua ngudi phat trién.
Dockerfile 12 mot tép van ban chira tat ca cac cau Iénh dé chi dan cho docker xay dung
anh. Bang céach str dung cau lénh docker build, docker sé& tu dong thuc thi cac cau lénh
ma ngudi phét trién soan thao trong dockerfile.

Dockercompose

Docker compose 1a mot céng cu dung dé quan ly va lién két nhiéu containers,
mai container chay 1 service riéng biét nhung phuc vu chung mot ang dung. Docker-
compose c6 dinh dang gidng cac tép yaml (key — value hay khoa — gia tri), chua céc
chi dan dé khoi dong, lién két cac container véi nhau

2.3.2.Kubernetes

Kubernetes (con goi 1a K8s) 1a mot nén tang diéu phdi ma nguon mé duge phat
trién sau hon mot thap ky chay cic ing dung container cia Google. K8s dung dé tu
dong hod viéc quan 1y, co gidn (scaling) va trién khai Gmg dung duéi dang container
hoa.[12]

Céc khai niém trong Kubernetes

Kubernetes Cluster

Mot cluster 1a mot tap cdc may vat ly hay may ao duoc stir dung bai Kubernetes
dé chay cac tng dung. Mot cluster bao gém mot master node (chi) va cac worker
nodes (thyc thi), ngoai ra con ¢ cac thanh phan khac etcd cung cip chirc niang luu

trir phan tan cac gia tri dang key — value, ...



—> Node 1
— Node 2
Kubernetes
Master
— Node 3
— Node n

Hinh 2.9 M hinh node trong kubernetes
Nodes

Mot node la mot may ao hoac may vat ly chay Kubernetes. Nodes hay con goi

la docker host

Kubernetes cho phép d& dang két hop céc node don 1¢ véi nhau tao thanh cac

cum may tinh (Kube cluster) véi siec manh xt ly 16n hon, tang kha nang chiu tai.

\L J/j Node_ 001
CPU: 3000
My

RAM: 64Gb

~ Kube_ Cluster

CPU: 40000 \
RAM: 320Gb

A

N, 2

Hinh 2.10 Két hep cac node trong kubernetes
Pods
Trong kubernetes, Pod 12 mét tap hop céc container duoc trién khai va quan ly
cuing nhau nham thuc hién mot muc dich nao d6. Nhém nay chia sé khong gian luu

trit, dia chi IP véi nhau. Pod thi duoc tao ra hoic x6a tly thudc vao yéu cau cua dy
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an. Pon vi nho nhét cua wng dung chay Kubernetes d6 1a container, nhung don vi
quan 1y co ban nhat thi 12 Pods. Trong Kubernetes, cac pod c6 thé xuat hién hozc bién
mét trén mdi may tly thudc vao tai nguyén hién tai.

Deployment

Deployment trong Kubernetes dung dé phan phdi cac pods cho cac nodes cu
thé, mang tinh du phong.

Véi dac diém ké trén, K8s phu hop dé trién khai cho mé hinh tng dung thi, dam
bao kha ning trién khai nhanh chong, dap ung tinh kha dung cua hé théng.

2.3.3.MongoDB

MongoDB 1a mét hé quan tri co sé dit liéu ma ngudn mé dugce thiét ké theo kiéu
huéng d6i twong trong d6 cac bang duoc cau tric mot cach linh hoat cho phép céc di
liéu luu trén bang khong can phai tudn theo mét dang cau tric nhat dinh nao. Chinh
do cau trac linh hoat nay nén MongoDB ¢6 thé duoc dung dé luu trit cac dir liéu co
cau truc phic tap va da dang va khong cé dinh (hay con goi la Big Data).[11]

Loi thé ciia mongodb so véi cac co sé dir liéu dang quan hé

CAu tric cua mot doi twong 1 rd rang (Dt liéu duoc luu trong céc tai lidu kiéu
JSON)

- Kha ning mé rong dé dang

- C4c truy vén da dang.

- Cap nhat nhanh hon.

Do dé thi ¢6 ciu triic da dang (nhiéu dang cau héi, nhiéu phwong an tra 16i khac
nhau) nén dé xuét s dung mongodb dé luu thong tin dé thi dé ¢am bao tinh linh hoat

vé cAu tric.

Két luan chwong
Trong chuong 2, luan vin di trinh bay tong quan bai toan phong chdng gian lan

trong thi cir. Cu thé hon, luan vin d4 phan tich quy trinh t6 chirc mot ky thi, ddnh gia
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cac nguy co gian 1an ¢d thé xay ra. Tir d6 luan vin ciing dé xuat giai phap dé han ché
cac nguy co nay. Chuong nay ciing xac dinh pham vi bai toan, tir d6 dé xuat mé hinh
ting dung blockchain, cu thé 12 nén tang Hyperledger Fabric vao giai quyét bai toan
d3 dat ra. Ngoai ra chuong nay ciing gidi thiéu va dé xuat mot sé céng nghé duoc

phdi hop sir dung dé tang tinh kha dung cuaa tng dung.
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CHUONG 3: TRIEN KHAI THU NGHIEM VA PANH GIA
KET QUA
Trén co sé md hinh d3 dé xuét trong chuong trude, chuong nay luan vin s&

trinh bay mé hinh trién khai thir nghiém trong thuc té va danh gia két qua dat duoc.
Tuy nhién trong khudn khé luan vin nay, hé théng thir nghiém chi mang tinh chat
demo, mé phong hoat dong cua hé théng.
3.1. M0 hinh trién khai thir nghiém

3.1.1. Méi trwong thar nghiém

Trén thuc té dé trién khai mang blockchain can nhiéu node tham gia dé dam bao
tinh phi tap trung cia mang, dbi vai tng dung ciing can trién khai trén ha ting c6 kha
nang co gian dé dang dé dam bao tinh kha dung cua hé théng. Tuy nhién trong khuon
kho cua luan vin, hé thdng duoc thir nghiém trén méi trudng gia 1ap, st dung 01 may
server ¢6 cau hinh bo nhé 32 GB, chip xt ly 2.5 GHz (8 nhan), 6 cang SSD 512 GB.
May chu duoc cai dit nén tang docker va kubenetes dé phuc vu viéc trién khai céc
ing dung web ciing nhu cac thanh phan trong ha tang mang blockchain

3.1.2. Xay dung mang blockchain dera trén nén tang Hyperledger Fabric

Mang blockchain gia lap bao gdom 2 t6 chirc: T6 chirc gido duc 1(Orgl) va to chic
gido duc 2 (Org2), mdi té chirc c6 hai node peer0 va peerl. Mot t chirc quan 1y thi
dong vai tro orderer bao gdm mot node orderer.
M3di node ngang hang sir dung co s& dir liéu CouchDB d¢ luu trir thong tin trong s6
cai. Tat ca cac thanh phén duoc trién khai dudi dang cac Container va chay trén mdt

may cha nhu da dé cap ¢ phan trén
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T6 chirc Orderer
| orderer
thuc hién giao dich
org1 ) org2

peer0.org1 peer0.org2
Daw | Daw |5

peer1.org1 peer1.org2
Daw |5 Daw |'5

L_/ CouchDB dudc cai trén cac node

E i’i’ -'_;,: Blockchain tai cic node

D Mang blockchain

Hinh 3. 1 M6 hinh mang blockchain sir dung Hyperledger Fabric
Phan nay sé trinh bay thiét ké co so dit liéu luu trix théng tin thi sinh,
chaincode, cac API dé twong tac v6i mang blockchain
Co s6 dir ligu
Théng tin dwoc luu trit trong dit liéu s6 cai ciia mang blockchain bao gom
thong tin thi sinh, thdng tin bai 1am cua thi sinh, diém sé. Di liéu nay c6 dinh dang

nhu sau:

{
HoTen: Luu Quang Pat,

DiaChi: Ha Noi,

MaDuThi: M1815000128,
Cmnd: 123456789,

MaDe: WKJH,
BaiLam:1-A; 2-B; 3-C; 4-D
Diem: 8

Chaincode

Chaincode duoc xay dung dwa trén SDK do IBM cung cap cho nén tang NodelJs.
Mot chaincode s& phai thuc thi cac giao dién bao gom 2 ham: Init va Invoke

Ham Init s& duoc goi mdi khi chaincode duoc instantiate hoic upgrade trong

channel. N6 c6 dang nhu sau:
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func(t*SimpleChaincode) Init(stubshim.ChaincodeStubinterface) pb.Response{}
shim.ChaincodeStublinterface) pb.Response {}

Ham Invoke s& duoc goi mdi khi can truy van dit liéu hoic tao transaction trong

Fabric.

func (t *SimpleChaincode) Invoke(stub shim.ChaincodeStublinterface) pb.Response {}

Ngoai ra, Chaincode s& c6 cac ham dé tuong tac véi dir liéu duoc luu trit trong

s6 cai bao gom:

async getCandidate(ctx, candidateld){...}

async createCandidate(ctx, candidateld, HoTen, GioiTinh, DiaChi, MaDuThi,
NgaySinh, CMT, KT, BaiLam, Diem) {...}

async getAllCandidates(ctx){...}

async changePoint(ctx, Candidateld, newPoin){...}

async changeName(ctx, Candidateld, newName){ ...}

Ngoai ra ta can lap trinh cac API twong tac véi mang blockchain dé cung cap cho
I6p trung gian. Cu thé cac tép query.js va invoke.js thuc hién twong tac voi cac ham
trong chaincode nham truy van hoic thay doi trang thai ciia s6 céi trong kénh.

Xay dwng bd AP @é twong tac véi mang blockchain

Dé twong tac dugc voi mang blochain, hé thdng xay dung mot sé API nhu sau:

ra ciru thong tin
thi sinh

AP

C4p nhat két qui
thi

D06

Hinh 3. 2 API twong tac véi mang blockchain
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- API lay thdng tin mét thi sinh:

Url: https://domain/api/query/id trong d6 id 1a ma du thi caa thi sinh

Method: Get

Header: Authorization: ‘ma bi mat duoc Cép’

Respone: {"CMND":"123456788","DiaChi":"Thai Nguyén", "Diem":"5",
"HoTen™:"Mai Thu Nga", "MaDe":"MVIK", "MaDuThi":"M181S000199",
"NgaySinh":"01/01/1996"}

- API lay danh sach thi sinh:

Url: https://domain/api/queryall

Method: Get

Header: Authorization: ‘ma bi mat duoc Cép

Respone: Chudi JSON chira danh sach thi sinh

- API thém thi sinh:

Url: https://domain/api/create

Method: POST

Param:{"CMND":"123456788","DiaChi":"Thai
Nguyén","Diem™:"5","HoTen":"Mai Thu Nga", "MaDe":"MVIK",
"MaDuThi":"M181S000199", "NgaySinh":"01/01/1996"}

Header: Authorization: ‘ma bi mat duoc Cép’

Respone: {status: True, mss: ‘Thém thanh cong’}

- API cap nhat diém cho thi sinh:

Url: https://domain/api/updatePoint

Method: POST

Param: {“MaDuThi”: “M181S000199”, “Diem”: “5}

Header: Authorization: ‘ma bi mat duoc Cép’

Respone: {status: True, mss: ‘Cap nhat thanh cong’}


https://domain/api/query/id

3.1.3.Xay dung Lap trung gian
Lép trung gian s& bao gdm phan xir Iy céc logic nghiép vu nhu kiém tra théng tin thi
sinh, kiém tra quyén, quan 1y thong tin dé thi, quan 1y ngudi dung, ... Lép trung gian
dugc xay dung sir dung ngbn ngit Python véi Flask framework voi dic diém don

gian, linh hoat, d& dang trién khai.

: 2 | g 2
(Giao dién !é;;dt:’rl‘nh {rng dung) C:[> Xur ly nghiep vu C;'>

Flask framework {I

ask f
Mang
i I blockchain
Luu triF thong tin thi sinh (chi bao [N -

gom ma va cac thong tin phuc vu
dang nhap) va nguoi dung khac, di MongoDB
liéu @é thi

Hinh 3. 3 Kién tric lép trung gian
Thiét két co sé dir ligu
Theo mé hinh dé xuét, 16p trung gian s& sir dung hé quan tri co so dir lidu
Mongodb dé Iuu trir thong tin dang nhap cua thi sinh va ngudi ding khéc, dix liéu dé
thi, ...
Mo hinh co so dir liéu gom hai bang la user (chtra thong tin ding nhap cua thi
sinh va dethi (chira thong tin dé thi).

Bang user o cau triic nhu sau:

Username: M181S000199

Password: 20fb05713e46ca7ed1b1e3675f35a52b

Secret_key: BHGFSEAYDHETDJSY

Create_time: 157337509

Token: udfadfafa-adfasdf-fasdfasdf-ddwdw (Token duoc cip sau khi dang nhap)
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Token_otp: jfdqwr-rrwxgawrf-fawfv (Token opt duoc cap sau khi nhap dang mat khau
dung 1 lan)

}

Cac truong thong tin trong bang user:

- Username: Tén dang nhap la méa du thi

- Password: Mat khau da ma hoa md5 s& dugc cap khi vao phong thi

- Secret_key: Ma bi mat dé tao ma xac thuc

- Token: ma duoc cip khi ding nhap thanh céng dé co thé goi duoc api

- Token_otp: ma dugc cap sau khi xac thuc mat khau mot lan thanh cong, si
dung cting véi ma Token dé ¢ thé goi API

Bang dethi ¢6 ciu trac nhu sau:

Id: Id cua dé thi
Exam: [

{Question: Nbi dung cau hoi, AnsA: Phuong an A, AnsB: Phuong An B, AnsC: phuong
an C, AnsD: phuong an D, TrueAns: Pap an},{...}, ...]

}

Cac truong théng tin trong bang dethi:

-1d: ma d¢, sau khi dang nhap thanh cong thi hé thong sé& lay thong tin ma dé
cua thi sinh trén mang blockchain va truy van dir liéu dé thi cho thi sinh

- Exam: Dé thi

Xay dwng API cho wng dung Web

Cac API nay duogc xay dung dé cung cap cho ¢ng dung web gom mot sé API
sau:

- X&c thyc thong tin nguoi dung

- Lay thong tin d¢ thi

- No6p bai
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- Thém/cap nhat théng tin thi sinh

3.1.4.Xay dung ung dung web
Trong pham vi hé thong thir nghiém, &ng dung web dugc xay dung dua trén nén
tang Vue.js framework, cling véi mot s6 cong nghé hd tro nhu Boostrap (cong nghé
hd tro tao va quan ly giao dién dua trén CSS). Céac cdng nghé nay gidp cho viéc trién
khai tng dung mot cach nhanh chong, dé dang tiép can va st dung. Ung dung web
sé& giao tiép vai 1op trung gian théng qua bo API do 16p nay cung cép.

Kién trdc cua tng dung web s& nhu sau:

cl

Giamthi 3 | Thisinh 3 |

Hdi dbng thi $] Hé thong $]

HTML, Javascrip, Vue.Js Framework E

Hinh 3. 4 Kién tric #ng dung web
3.2. Cai dit va trién khai thir nghiém
3.2.1.Mgng Blockchain
Cai dat Hyperledger Fabric:
curl -sSL http://bit.ly/2ysbOFE | bash -s -- 1.4.2 1.4.2 0.4.15
Thiét 1ap network:
echoy | ./byfn.sh down
echoy | ./byfn.sh up -a -n -s couchdb

Cai dat chaincode Ién cac node trong channel:
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echo "Installing smart contract on peerf.orgl.example.com™
docker exec M\
- CORE PEER LOCALMSPID=CrglMSP %
-2 CORE PEER ADDRESS=peer(.orgl.example.com:T051 A
- CORE PEER MSPCONFIGPATH=S{CRGl MSPCCNFIGPATH}
-e CORE PEER TLS RCOTCERT FILE=S{0ORG1l TLS RCOTCERT FILE}
cli M
peer chaincode install &
-n fabcar M\
-v 1.0 %
-p "SCC_SRC PATH" A\
-1 "S$CC RUNTIME LANGUAGE"™

Hinh 3. 5 Trién khai chaincode 1én cac node

Khéi tao so cai

=2cho "Submitting initLedger transaction to smart contract on mychannel™
zcho "The transaction is sent to the two peers with the chaincode installed
(peerD.orgl.example.com and peer0.org2.example.com) so that chaincode is built before receiving the following requests™
docker exec \
—-& CORE_PEER LOCALMSPID=CrglMSP \
—-& CORE_PEER MSPCONFIGPATH=5{CRG1 MSPCONFIGPATH} \
cli
peer chaincode invoks b
-0 orderer.example.com: 7050 %
-C mychannel %\
-n fabcar \
- '"{"function":"initledgexr","Args":[]J}" \
——waitForEvent Y
——tls %
——cafile ${ORDERER_TLS5 RCOTCERT FILE} “\
—-peerhddresses peerl.orgl.example.com: 7051 \
——peerAddresses peerl.org2,example.com: 9051 \
--tlsRootCertFiles §${ORG1_TLS_ROCTCERT FILE} \
--tlsRootCertFiles §${ORGZ_TLS_ROCTCERT FILE}

Hinh 3.6 Khéi tao so cai
3.2.2.L6p trung gian

Khai tao tép dockerfile

FROM python:3.7-alpine

#RUN echo "deb http://ftp.us.debian.org/debian/ jessie main non-free contrib” >
letc/apt/sources.list && \

# echo "deb http://security.debian.org/ jessie/updates main non-free contrib" >>
letc/apt/sources.list

#

#RUN apt-get update && \
# apt-get clean &&\

# rm -rf /var/lib/apt/lists/*
# Cai code API

RUN mkdir /code

RUN mkdir /code/api
COPY api/ /code/api/
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COPY api/requirements.txt /code/api/

WORKDIR /code/api

#RUN mkdir /code

#RUN mkdir /code/api

#COPY api/ /code/api/

RUN pip install --trusted-host pypi.python.org -r requirements.txt

#RUN apt-get update && apt-get install net-tools && apt-get install -y iputils-ping
RUN pip install -r requirements.txt

CMD ["python", "run.py"]

Khai tao tép docker-compoe.yml dé build thanh image:

version: '3'
services:
api:
container_name: api_flask
build:
context: ../
dockerfile: docker/Dockerfile
ports:
-"0.0.0.0:8000:8000"
environment:
FLASK_ENV: development
restart: unless-stopped

Sau khi déng thanh anh, khoi tao tép ciu hinh dé day Ién may chu. Chay lénh

kubectl create —f dé tao service. Két qua thu dugc nhu hinh dudi day:

NAME TYPE CLUSTEE—IP EXTERNAL-IP PORT(S)
client-1b LoadBalancer 10.106.220.27 <pending> 80:32250/TCP

kubernetes ClusterIP 10.96.0.1 <none> 443/TCP
server-1b LoadBalancer 10.110.162.176 <pending> 8000:32625/TCP

Hinh 3. 7 Két qua tao service l6p trung gian
Trién Khai co sé dir liéu
Nhu d3 dé xuat, co s¢ dir lidu sé st dung mongodb va diing mongo replication
dé dam bao tinh kha dung caa CSDL. M6 hinh thir nghiém s& tao 3 co sé dit liéu trén
3 docker, 1 CSDL lam master (CSDL chu) con 2 CSDL con lai s€ 1am slave (co so

dir liéu thtr cap/Ié thuoc). Khi master mat thi [ap tic mot trong 2 docker con lai s&
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chuyén thanh master thay thé. Ky thi thuc té c6 thé trién khai nhiéu hon 3 docker tuy
vao sd lugng thi sinh tham dy dong thoi.

Sau khi trién khai, két qua thu duoc nhu hinh sau:

- ~ docker ps

[CONTAINER ID IMAGE COMMAND CREATED STATUS

TS NAMES

1080c992bb7f mongo:4.0-xenial "/usr/bin/mongod --b.." 8 days ago Up About a minute

.0.0:27012->27017/tcp localmongo2

ede3lafedals8 mongo:4.0-xenial "/usr/bin/mongod --b.." 8 days ago Up About a minute
.0.0:27013->27017/tcp localmongo3

Scab8bba8ell mongo_mongol "/usr/bin/mongod --b.." 8 days ago Up About a minute
.0.0:27011->27017/tcp localmongol

-

Hinh 3. 8 Két qua replication mongodb
3.2.3.Ung dung web

Tuong ty Vai 16p trung gian, tng dung web ciing duoc to chic thanh cac docker
(chi tiét qué trinh tao docker va trién khai twong tu nhu 16p trung gian). Bén canh d6
can cau hinh thém may cha web (web server) (dé xuat sir dung ngnix, tng dung web
server duoc danh gia c6 nhiéu uu diém dé trién khai trén nén linux, kha ning co gian

dé& dang. Noi dung tép cau hinh nginx.conf:

server {

listen 8080;

root /code;

index index.html;

location / {
include /etc/nginx/mime.types;
try_files $uri $uri/ @rewrites;

i

location @rewrites {
include /etc/nginx/mime.types;
rewrite ~(.+)$ /index.html last;

¥

location ~\.css {
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include /etc/nginx/mime.types;
add_header Content-Type text/css;
¥
location ~\.js {
include /etc/nginx/mime.types;
add_header Content-Type application/x-javascript;
}
location ~* \.(jpglipeg|png|gif|ico|css|js)$ {
include /etc/nginx/mime.types;

expires 1M;

Két qua sau khi trién khai nhu sau:

NAME STATUS RESTARTS
client Running
client-575dfdd98b-2s7kc Running
client-575dfdd98b-vcjw5 Running

client2 Running
server Running
server2 Running
test-pod Error

Hinh 3. 9 C4c pods caa @wng dung web sau khi tao
Giai thich cac tham sé trong hinh trén:
- NAME: Tén cua pod
-READY: Trang thai san sang
- STATUS: Trang théi hién tai (Running 1a dang chay, Error la c6 16i)
-RESTARTS: Sb lan khai dong lai
- AGE: Ngay duoc tao

Céc dich vu (services) sau khi tao:
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NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
client-1b LoadBalancer 10.106.220.27 <pending> 80:32250/TCP

kubernetes ClusterIP 10.96.0.1 <none> 443/TCP
server-1b LoadBalancer 10.110.162.176 <pending> 8000:32625/TCP

Hinh 3. 10 Service sau khi tao bang kubernetes
Giai thich céc tham sé:
- NAME: Tén dich vu
- TYPE: Loai dich vu (¢ day la loadbalancer)
- CLUSTER_IP: dia chi ctia cum
- EXTERNAL-IP: dia chi mang ngoai
- PORT: cong mang ngoai
- AGE: ngay duoc tao

3.3. Phan tich va danh gia két qua
3.3.1.Két qud thuc nghiégm
Hé théng duoc chay thir nghiém véi ky thi tric nghiém mén tiéng Anh cho két
qua nhu sau:

Budc 1: Thi sinh dang nhap hé thong va xac thuc thong tin

(G

Dang nhap dé lam bai thi

K20THPT100

DANG NHAP

Hinh 3.11 Giao dién chirc ning ding nhap
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Budc 2: Sau khi dang nhap thanh cdng, hé théng yéu cau thi sinh xac nhan théng
tin va hudng dan lam bai. Giam thi thuc hién xéc thyc thi sinh du thi
- Xac nhan lai théng tin thi sinh néu ¢ sai st béo lai cho giam thi

®

Buwéc 1

Xac nhan thong tin

Ho tén: Luu Quang Pat
Ngay sinh: 25/10/2002
Qué quan: Ha Noi

Ma dw thi: K20THPT100

Da xac nhan thong tin!

Hinh 3.12 Giao dién chirc ning xac thuc thong tin
- Doc quy dinh va huéng dan 1am bai thi

®

Buwéc 2
Hurong dén 1am ba

Bai thi gom 50 cau héi va 4 dap 4n tra 16, chon dép an ma ban
cho la dang nhat. Thoi gian lam bai 45 phut. Hét thoi gian hé
théng sé tw dong ndp bai

Hinh 3.13 Giao di¢n huwéng dan 1am bai thi

Budc 3: Chon mén thi va bat d¢au 1am bai (trong trudng hop dugc lya chon)

®

Buocd

Hinh 3.14 Giao dién chon mén thi
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Buéc 4: Bt dau lam bai

- A ~
& BAI THI TRAC NHIEM MON TIENG ANH =g
812
5 o
Cau hoi Cautra loi Xoda cau tra o G
I fully understand your comments and bearing those in ..., | have made the appropriate decision.
1 A o Xéa
A : brain B : mind
2 A T Xoa
C : thought D : sense
3 A T Xoa
Cau 3:
4 A T Xoa

As we have all worked very hard this year, 'm hoping that our efforts will bear .....
5 c T Xoa

A : produce B : benefits
6 A T Xoa
C : yields D : fruit
7 c T Xoa
Cau 4:
8 D o Xoa B . :
We all have our .._to bear so | should be grateful if you would stop complaining all the time.
9 Chura tra lai [ X6a A : problems B : situations

Ao e 12 [

Hinh 3.15 Giao dién lam bai thi
Budc 5: Nop bai (trudng hop hét thoi gian quy dinh ma thi sinh chua nop bai, hé
thdng sé& tu dong nop)

Hinh 3.16 Giao dién ngp bai thi

3.3.2.Ddnh gia
Két qua dat dwoc:
Hé théng thir nghiém da giai quyét dugc mot sb van dé dit ra nhu:
-Déi voi dé thi: Dé thi duoc khéi tao va luu trix trong CSDL, chi nhitng ngudi
ding c6 quyén mai dugc truy cap vao hé théng. Moi thao tac truy van, cap nhat déu

duoc ghi nhat ky. Chinh vi vay han ché duoc viéc 16 lot thong tin dé thi
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- Déi voi dit liéu thi sinh: Dit liéu thi sinh duoc luu trit trong co so dit lidu. Khi
thi sinh tham du hé théng yéu cau phai thuc hién xac thuc. Diéu nay sé& han ché tinh
trang thi ho.

- D6i véi dir liu bai thi: V&i pham vi la ky thi trac nghiém, thi sinh s& thyc hién
lam bai trén may tinh. Ngay sau khi thi sinh nhan nop bai, hé thdng ty dong ma hoa
va luu trir dir liéu bai 1am cua thi sinh vao mang blockchain, dam bao rat khé hoic
khdng thé bi can thiép nham thay d6i noi dung. Khi hét gio hé théng tu dong nop bai
nén thi sinh khéng thé gian l1an vé thai gian thi.

U'u diém

Hé thong thir nghiém da thuc hién duoc cac chire ning co ban cua mot ky thi
trac nghiém. Pam bao quan 1y duoc viéc xac thuc théng tin thi sinh, quan Iy thai gian
1am bai, dic biét 1a viéc luu trir dugc thdng tin thi sinh va két qua 1am bai vao mang
blockchain di thiét ké. Hé thong da giai quyét dugc mot sé van dé gian lan dit ra.

Hé thong cling da tinh toan dén kha niang s luong 16n thi sinh tham gia dong
thoi. Hé thong ciing dd 4p dung duoc mot sé cong nghé twong d6i méi tai thoi diém
hién tai nhu vue.js, docker, kubernetes, ...

Nhuge diém

Chtc ning trén hé thdng con don gian nén can nghién ctu bo sung thém nhiéu
chic nang dé dam bao dap tmg duoc nhiéu kich ban va quy trinh t6 chic thi trong
thuc té.

Két luan chwong
Trong chuong nay luan vin di trinh bay qua trinh cai dat, trién khai ang dung
thir nghiém. Trén co s& két qua thu duoc, chuong ndy cling dua ra danh gia cac wu

nhuge diém cua hé thong thir nghiém.
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KET LUAN

Sau khi nghién ctu cdng nghé blockchain va tng dung vao bai toan phong
chéng gian 14n trong thi ct, luan van da dat duoc két qua va han ché sau:

Két qua:

- Trinh bay vé sy hinh thanh va phat trién caa cong nghé blockchain.

-Trinh bay vé cac khéai niém, thuat ngir, dic diém ky thuat tinh chat cua
blockchain.

- Trinh bay cac thuan toan dong thuan trong blockchain nhu: bang chung co
phan, bing chang cong viéc.

- Trinh bay vé nén tang Hyperledger Fabric va chaincode

- Trinh bay cac nguy co gian 1an c6 thé xay ra trong ky thi.

- Trinh bay dugc mé hinh dé xuat ung dung blockchain dé giai quyét bai toan.

- Trinh bay duoc viéc xay dung va trién khai tng dung thi trac nghiém dua trén
nén tang Hyperledger Fabric

Han ché can khic phuc:

- Ung dung con don gian, chua bao quat dugc cac nghiép vu ciia mot ky thi

-Quy md ung dung méi chi ding ¢ viéc thir nghiém trén hinh thuc thi trac
nghiém, cho mot bo mon.

- S6 t6 chirc, s6 node trong md hinh blockchain tha nghiém con it

Huwéng phat trién trong thai gian téi:

- Nghién ctru cac giai phap cho phép thuc hién toan trinh tir khau to chuc thi,
quan Iy hoi ddng, quan ly phach, cong bd két qua, ....

- Nghién cttu mé rong giai phap cho hinh thic thi tu luan

- Mé rong giai phap cho viéc cung cap dich vu tra ctu, truy xut thong tin két
qua thi cu.

- Mé rong giai phap cho viéc cip van bang chiing chi tét nghiép sau ky thi nham

han ché tinh trang bang gia, déng thoi giam chi phi luu trix
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