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LO1 CAM POAN
T6i xin cam doan ludn van “Nghién cizu, so snh mét sé thudt toan cay quyét
dinh trong phat hién cac cugc tdén céng meng trén bg di# ligu kdd99 va unsw-nb15”
la cdng trinh nghién cizu cia bdn than toi; cac so lidu si dung trong ludn van 1a trung
thyec; céc tai lieu tham khdao c6 nguon gac trich dan rd rang; két qua nghién cizu khdng

sao chép cua bat ky cong trinh nao.

Toi xin chiu moi trach nhi¢m va hinh thic Ky ludt theo quy dinh cho loi cam doan

cua toi.

Ha Ngi, ngay  thang  nam 2020
Hoc vién

Lé Anh Tuédn



LOI CAM ON

Trong qué trinh thuc hién luan van nay, Hoc vién ludn nhan duoc su hudng
dan, chi bao rat tan tinh cia Thay TS. Ng6 Quéc Diing, giang vién Khoa Cong nghé
Théng tin 1a can b truc tiép huéng dan khoa hoc. Thay da danh nhiéu thoi gian trong
viéc huéng dan hoc vién cach doc tai liéu, thu thap va danh gia thong tin cung phuong
phap nghién ctru dé hoan thanh mét luan van cao hoc.

Hoc vién xin chan thanh cam on cac Thay, Co gido trong Hoc vién Céng nghé
Buu chinh Vién thong d ludn nhiét tinh giup d& va tao diéu kién tét nhat cho em
trong suét qua trinh hoc tap tai truong.

Xin chan thanh cam on cac anh, cac chi va cac ban hoc vién 16p Cao hoc —
trong Hoc vién da ludn dong vién, giap d& va nhiét tinh chia sé vai em nhirng kinh
nghiém hoc tap, cong tac trong subt khoé hoc.

Hoc vién ciling xin chin thanh cam on céc vi lanh dao va cac ban dong nghiép
tai co quan da ludn tao moi diéu kién tét nhat dé em cé thé hoan thanh tét dep khoa
hoc Cao hoc nay.

Em xin chan thanh cam on!

Ha noi, ngay  thang nam 2020
Hoc vién

Lé Anh Tuin
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LO1 MO PAU
1. Ly do chon dé tai.

Ké tir nhung nam 90 cua thé ky XX, chinh phi tai mot s6 québc gia ciing nhu nhiéu
chuyén gia da bit dau nghién ctu vé& “thanh phd thong minh”, d6 1a viéc xay dung
thanh phé sir dung cac thanh tyu céng nghé thong tin dé thu thap va xir ly di liéu dé
quan Iy tai san va tai nguyén mot cach hiéu qua. Trong nhimg nam gan day, cac qudc
gia d c6 sy quan tAm dic biét toi van dé xay dung thanh phd théng minh do sy thay
d6i vé cong nghé, kinh té va moi truong, vi du vé cac chuwong trinh xay dung thanh
phd thong minh di duoc trién khai tai Singapore, Dubai, Milton Keynes,
Southampton, Barcelona, va Viét Nam.

Dé xay dung mot thanh phé théng minh can ¢6 sy thu thap, két ndi va xir ly mot
luong thong tin khdng 16. Cac thong tin thudng duoc thu thap bang céc cam bién nho
tir ngudi dan, thiét bi va tai san, sau d6 sé duoc tong hop va xtr ly. Do thdng tin can
thu thap 1a rat I6n nén van dé& bao mat va quyén riéng tu c4 nhan 13 mot van dé can
quan tam. Cac hé thong 16n ludn c6 mot hé thdng phong tha da manh dé chong lai hau
hét cac hanh vi tin cong va xam nhap trai phép, song ddi véi cac hé théng nho nhu
c4c sensor thi thuong khéng c6 hé théng phong tha ndo hoic khong du dé dam bao an
toan.

Dau nam 2018, IBM X-Force Red va Threatcare da phat hién ra 17 15 hong “zero-
day” trong cac hé théng cam bién va diéu khién thanh phé thong minh dugc sir dung
tai cac thanh phd trén khap thé gisi. Cac 16 hong nay cho phép hacker truy cap vao va
diéu khién thao tac dix liéu, va chi can mot canh béo sai caa hé théng cam bién c6 thé
gay ra ton hai lon. Tur d6, IBM c¢6 dua ra mot s6 huéng dan d¢é ¢am bao an toan cho
hé thong nhu sau:

+ Thuc hién cac han ché dia chi IP cho nhitng may c6 thé két ndi véi céc thiét

bi, dic biét véi cac thiét bi st dung mang internet cong cong.

+ Tan dung céc cdng cu quét tng dung co ban dé xac dinh cac 16 hong cua thiét

bi.



+ Sir dung cac quy tic bao mat mang dé ngin chin truy cap vao cac hé théng

nhay cam va thuong xuyén thay doi mat khau.

+ V6 hiéu hoa cac tinh ning quan tri tir xa va nhitng cong khong can thiét.

+ Sir dung céac céng cu quan ly su kién dé quét luu luong mang va xac dinh luu

luong truy cap dang ngo.

+ Sir dung hacker mil trang dé thir nghiém do an toan cua hé théng.

Trong d6, phuong phap sir dung céc cong cu quan ly sy kién dé quét luu luong
mang va xac dinh luu lugng truy cap dang ngd duoc coi la bién phap don gian, dé thuc
hién vai cac hé thong nho do c6 chi phi ré, d& trién khai va cai dat.

Thuc té da c6 nhiéu nghién ciu vé phan tich luu lugng mang dé dua ra canh bao.
Tuy nhién cac phuong phéap trén déu c6 cac han ché riéng va dé bi hacker loi dung dé
tranh bi phat hién.

Véi nhiing ly do trén, viéc nghién cau dé tai “Nghién cizu, so sanh mét so thugt
toan cay quyét dinh trong phat hién c&c cugc tan cdng mang trén bg dir liéu kdd99 va

unsw-nb15” s& mang lai y nghia khoa hoc va thuc té trong van dé bao mat va an toan.
2. Muc tiéu, nhiém vu nghién ctu

Muyc tiéu nghién ctiru: Nghién cau vé xay dung mot hé thong phan tich, phat hién
hanh vi tan céng bang phuong phap st dung thuat toan hoc may.

+ Tim hiéu vé viéc thu thap va xi ly dix liéu.

+ Tim hiéu vé cé4c thuat toan cay quyét dinh (Decision Tree) trong hoc may.

+ Sirdung cac thuat toan dé xay dung hé théng phat hién cac cudc tan cong mang

dwa trén di liéu vé luu lwong mang.

Nhiém vu nghién ciu: Dé dat duoc muc tiéu nghién ciru, can thuc hién lan luot

cac nhiém vu sau:

+ Nghién ctru vé hé théng phat hién hanh vi tin cng dura trén phan tich luu lwong
mang.
+ Nghién ctru, xay dung va so sanh nhom thuat toan hoc may Decision Tree trong

viéc phan tich dir liéu mang.



+ Nghién ctru va st dung b dir liéu hanh vi mang kdd99 va unsw-nb15.

+ Tién hanh &p dung vai dit liéu thyuc té va danh gia hiéu qua.
3. Péi tweng va pham vi nghién citu cia dé tai

+ Van dé xay dung hé thong phat hién hanh vi d6i véi thiét bi vira va nho.
+ Str dung bo di liéu hanh vi mang kdd99 va unsw-nb15.

+ Quy trinh xay dung mé hinh hoc may, nhém céc thuat toan Decision Tree.
4. Phwong phap nghién ciru
Pé hoan thanh muc tiéu, luan van da két hop sir dung phuong phap nghién ciu
tai liéu va nghién ciru thyc tién.
4.1. Phwong phdp nghién ciru tai li¢u

- Phuwong phdp phan tich va tong hop Iy thuyét: Luan van da thyc hién phan tich,
t6ng hop mot sb bai bao khoa hoc c6 lién quan dén van dé can nghién ctu duoc dang
trén cac tap chi, hoi nghi uy tin trén thé gi¢i duoc cong dong nghién ciu sir dung.

- Phurong phdp phdn loai va hé thong hda Iy thuyét: Tir nhitng kién thize thu duoc
bang phan tich va tong hop Iy thuyét, luan van da hé théng va sap xép lai cac thdng
tin thu duoc mot cach khoa hoc, dong thoi st dung chiing dé nhan dinh, dénh gia cac
phuong phap di co, tir 46 c6 nhitng dé xuat tim ra cac phuong phap méi téi wu hon

cho bai toan dat ra.

4.2 Phwong phdp nghién ciru thyc tién

- Phurong phdp thuc nghiém khoa hoc: Str dung cac phuong phap di c6 dé ap dung
cho bai toan dit ra, phuong phap nay giup kiém chiing tinh chinh xéac va tinh kha thi
cua nhiing giai phap, thuat toan dugc dé xuat cia dé tai va ciing 1a co s¢ dé danh gia
tinh hiéu qua so véi cac phuong phap da c6 vé mat thuc nghiém.

- Phirong phdp thong ké: Tur nhitng két qua, sé liéu tir phuwong phap thuc nghiém
khoa hoc, luan vin tién hanh tong hop, théng ké, xtr Iy va mé ta bang cac biéu d6

thich hop, phuc vu qua trinh phan tich danh gia.
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5. Két cAu dé tai

Ngoai phan mé& dau, két luan, danh muc tai liéu tham khao va phu luc, dé tai caa

t6i gom 3 chuong:
Chuwong 1: Téng quan vé tdén céng qua mang va cac nghién ciu lién quan.
Chwong 2: Phwong phdp dé xuit.

Chuwong 3: Thuc nghiém va két qua.
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CHUONG 1. TONG QUAN VE TAN CONG MANG VA CAC
NGHIEN CUU LIEN QUAN
1.1. Thuc trang vé véan dé tin cdng mang.
1.1.1. Xu thé phét trién va cac véin dé vé an toan thong tin.
Theo béo céo cua Cisco’s VNI vé sy ting truong cua cac thiét bi mang trén toan
thé gigi, udc tinh dén nam 2022 [12], thé gioi s& c6 28,5 ty thiét bi két ndi véi mang
Internet, riéng cac thiét bi 10T s& chiém hon mot nira trong s6 d6. S6 nguoi sir dung

Internet dat 4,8 ty nguoi va luu lugng mang luu thong mdi thang s& dat 396 exabyte

mbi thang, gap ba lan Iuu lwong mang mdi thang vao nam 2017.

Global M2M Connections / loT Growth by Vertical

By 2022, connected home largest, connected car fastest growth

m Other (30% CAGR)

m Energy (24% CAGR)

—
Retail (10% CAGR)
Billions of - -l W Mig & Supply Chain (10% CAGR)
M2M - Connected Car (28% CAGR)
Connections = |

B Connected Cities (26% CAGR)

B Connected Health (22% CAGR)
m Connected Work (15% CAGR)
Connected Home (20% CAGR)
2017 2018 2019 2020 2021 2022

Hinh 1.1. Si tang trurong cua cac thiét bi c6 két néi mang
Xu hudng tang truong nay la do anh hudng cua cugc cach mang 4.0, hudng téi su
két ndi va chia sé thong tin. Biéu hién ¢ viéc xay dyung thanh phé théng minh, phé cap
Internet, &ng dung chia sé, sir dung tri tué nhan tao,... Dic biét gan day 1a su kién

thuong mai hdéa mang 5G dé gilp dap (ng cac nhu cau ctia cach mang 4.0.

Do nhu ciu qua 16n caa céc thiét bi két ndi mang, cam bién, va céc thiét bi loT,

khién céc nha san xuat thiét bi trén bat dau chay dua loi nhuén, ting manh vé sb san
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lwong san xuat nhung khéng chl trong nghién ctu, cap nhat cac van dé vé muac an
toan cua thiét bi. Tir 6 din téi hacker loi dung duoc cac 16 hong bao mat, “backdoor”

tn tai trén thiét bi.

root@suzy:~# john --show pass.txt
root:5up:10933:0:99999:7:::
Admin:5up:10933:0:99999:7:::

bin:NO PASSWORD:10933:0:99999:7:::
daemon:NO PASSWORD:16933:0:99999:7:::
adm:NO PASSWORD:168933:0:99999:7:::
nobody :NO PASSWORD:16933:0:99999:7:::
ap71:NO PASSWORD:16933:0:99999:7:::

7 password hashes cracked, 6 left

Hinh 1.2. Backdoor trén router 740N cua Tp-link cho phép dang nhdp diéu khién router
ma khéng can mdt khau cia nguroi dung

Ngoai ra, cac cong trinh nghién ctru vé bao mat trén cac thiét bi mang nho va vira
chi bat dau xuat hién nhiéu trong vong vai nim gan day, va chua cé sy pho bién cao
hodc thuong mai hoa dé cac nha san xuat co thé st dung dé dang. Cac hé théng két
ndi mang cua céc thiét bi nho va vira hién tai khong c6 mot chuan chung vé bao mat

dé danh gia khién ching dé bj tan cong va loi dung bai cac hacker.
1.1.2. Sw phat trién ciia xu hwéng tan cong cac thiét bi mang

Theo “MalwareBytes Lab” [5], nim 2018 13 nam ma cac hacker chuyén tir tan
cdng chu yéu trén may tinh ca nhan sang tan cdng cac hé théng mang cua céc doanh
nghiép, cdng ty 16n hoac cac hé thong thiét bi 1oT. Cac doanh nghiép toan cau nhu
Facebook, Marriott, Exactis, MyHeritage va Quora déu bi tan cong gay anh huong téi
hang tram triéu khach hang trén pham vi toan thé gisi. C6 tai 7/10 malware anh huong
I6n nhat trong nam 2018 1a cac malware tin cong trén cac thiét bi két ndi mang va
thiét bi 10T, tiéu biéu 1a cac malware nhu: Kovter, ZeuS/Zbot, CoinMiner, Ursnif,

Mirai. Cho thay sy quan tdm caa cac hacker mil den t&i viéc tan cong thiét bi mang.
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2%2%  Top 10 Malware - Breakdown

m Kovter m WannaCry
4%

6% m Emotet mZeus
CoinMiner GhOst

m NanoCore Ursnif

Mirai Redyms

Hinh 1.3. Top 10 malware phé bién vao ndm 2018 — www.cisecurity.org

Consumer detections 2017/2018

Pos. Threat ¥Y/Y% Change
1 Adware -39%
2 Trojan
3 Riskware Tool
4 Backdoor
L HackTool -36%
6 Hijacker -8L,%
T Worm -28%
8 Spyware
9 Ransom -29%

10 Rogue -39%

Hinh 1.4. Sir thay doi vé lwong malware phéat hién nam 2018
Tai Viét Nam, chi riéng 6 thang dau nim 2018 d3 phat hién hon 4.500 cudc tan
cdng mang nham vao cac co quan Chinh phu, b, nganh véi nhiéu hinh thic khéc
nhau. Viét Nam xép thir 4 trong tp 10 quéc gia bi kiém soét boi mang may tinh ma
[13]. Tai Viét Nam da xuat hién mot s6 vu tan cong I6n nhu viéc 16 lot dit liéu 5,4
triéu ngudi dung cua Thé gisi di dong va duoc tung 18n tai Raidforums dudi danh tinh

cuia mot hacker an danh, hoic cudc tin cong 1am té liét hé thdng caa VietNam Airlines


http://www.cisecurity.org/
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va lay di dir liéu c& nhan caa 411.000 nguoi dung, trong d6 c6 nhiéu ngudi dung la

hoi vién “Bong sen vang” da gay anh huong nghiém trong va gay thiét hai lon.

HACKED BY 1937CN TEAM

Hinh 1.5. Vi tan céng lam thay doi giao dién cua trang chi VietNam AirLines vao
nam 2016.
Ngoai ra, trén thé giagi noi chung va Viét Nam noi riéng da co xu hudng chuyén

dich cac hé théng quan trong nhu hé thong khai thac dau mo, hé thdng thay dién, hé
thdng tin hiéu giao théng sang tu dong hda bang may méc. Va néu nhitng hé thong
trén bi xam nhap va kiém soat c6 thé dan téi nguy co anh huéng téi an ninh cap quéc
gia.
1.2. Tan cdng mang va cac nghién ciu lién quan.

1.2.1. Tdn cong mang la gi.

Theo luat an ninh mang ban hanh nim 2018, hanh vi tdn cdng mang duoc dinh
nghia: “Tdn cdng mgng 1a hanh vi siz dung khdng gian mang, cong nghé thong tin

hodc phirong tién dién tir dé pha hoai, gdy gidn doan hoat déng ciia mang vién thong,
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mang Internet, mang may tinh, hé thong théng tin, hé thang xi Iy va diéu khién thong
tin, co so dir liu, phuong tién dién tu”.
Quy trinh tan cdng gém 5 budc lan luot 1a:
Xac dinh muc tiéu.
Thu thap théng tin muc tiéu, tim kiém 15 hong.
Lwa chon md hinh tan céng.

Thuc hién tin cong.

ok~ 0D E

X6a dau vét (néu can thiét).

C6 rét nhiéu cac phuong phap tin cong mang khac nhau nhung dwoc quy vé 3

phuong phap tan cong chinh.

1. Tan cong tham do: La phuong phap st dung cac cdng cu bat goi tin ty dong,
quét cong, va kiém tra cac dich vu dang chay voi muyc dich 1a thu thap théng
tin vé hé thong. Céc cong cu dé tham do rat pho bién va dé sir dung, vi dy nhu

Nmap, Wireshark,...

B P

7 Command

v Zenmap =[=][x
Scan Tools Profille Help

%G = = @ =

New Scan Command Wizard Save Scan Open Scan | Reportabug  Help

nmap -sF -sV -T Sneaky -6 -O <target>

Profile| Scan [Ping [Target [Source [Other [Advanced |
Intense Scan on scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yuma.net 3
Scan options
Target: .10 wap.yuma.net zardﬂz.yuma.nst Profile: |Intense Scan
TCP scan: ‘ FIN scan hd |
Command: nmap -T Aggressive -A -v scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yum;
Special scans: ‘ None ~ |
‘ Hosts | Services | Ports / Hosts ‘Nmap Output‘ Host Details |Scan Detal\sl ‘ |
Timing: iSneaky -
ot ¥ Host Status [
State: up [C] FTP bounce attack
Er—— Open ports: 2 @ || [ 1dle scan (Zombie)
U 17167.223 Fltered ports: 0
“ 10.0.0.10 Closed ports 2 Services version detection
dh wap.yuma.net 192 Scanned ports: 5 Operating system detection
”ﬂh zardoz.yuma.net 1 Up time: 3916956 A . [[] Disable reverse DNS resolution
Last boot: Sat Oct 27 10:38:07 2007 IPv6 support
~ Addresses [[] Maximum Retries 1
IPv4: 205.217.153.62
IPv6:
— @ Help | ‘ 8 Cancel | ‘ & oK
~ Hostnames
Mame - Type: scanme.nmap.org - PTR —
~ Operating System
Name: Linux 2.6.20-1 (Fedora Core 5)
[ —— [

Hinh 1.6. Giao dién cuza Nmap
2. Tan cdng truy cdp: La phuong phap khai thac 16 hong trén céc thiét bi caa nan

nhan, vi du nhu cac 16 hong trén dich vu, thiét bi, hodc chinh sach bao mat.
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Phuong phép tan cdng ndy doi hoi ngudi tin cong phai o trinh do cao, thudng
khong c6 cac cong cu hd trg hoic mot quy trinh chung nao. Pay Ia hinh thic
tan cong it gap nhat nhung ciing 13 hinh thic gy thiét hai nhiéu nhat va kho
phét hién nhat.

3. Tdn cong tr choi dich vu: Tan cdng tir chdi dich vy 1a phurong thire tin cong
lam cho mot hé thong nao d6 bi qua tai va khong thé cung cap dich vu cho
ngudi dung binh thudng, 1am gian doan hoat dong cua hé théng hoac 1am hé
théng phai ngiing hoat dong. Pay 13 hinh thirc tan cong phd bién nhat. Viét
Nam la mot nuéc nam trong nhém bi anh huéng nhiéu do tan cong tir chdi
dich vu trén thé gioi.

O NORSE

ATTACK ORIGINS © - 3 ; S8 / = e ATTACK TARGETS ©

¥ B i .

#  Country z x 24 . = (S AAor R #  Country
1836 = China = R A, S 5 2 > AN - y 2519 =& United States
341 < United States N 1 ~ 68 = Thailand

- r 53 % HongKong
g 21 © Canada
0w Fance
17 & Singapore
16 == Spain
W - Liechtenstein
12 *  Australia
1 o Turkey

ATTACKTYPES ©

Timestamp v} # @ Senice
1000 ssh
52 @ http-alt
157 & mssghs
18 @ unknown
81 @ Cazylet

78 ® domain
67 ® https
58 © telnet

Hinh 1.7. Luu leong tan cdng DDOS trén toan thé gigi trong nam 2018 (Nguon:
https://www.blackmoreops.com)

1.2.2. Céc nghién cizu lién quan vé tdn cong mang.
Viéc nghién ciru cac van dé lién quan dén tan cdng mang va ngin chin tan cong
mang da c6 tir nhitng nam 90 cua thé Ky trudc vai rat nhiéu dé xuat, phuong phap c6
tinh kha thi khi &p dung thuc té. Dac biét vai cac phuong phap phat hién, chu dong

phong ngtra cac hanh vi tin cdng mang dua trén phan tich hanh vi ngudi ding hoic
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phan tich cc thong tin vé luu lwgng mang dé dua ra canh béo hoic ngin chin truc

tiép. Cac phuong phap dé xuat thuong duoc chia lam 2 loai:

+ Tao cac tap mau c6 sin vé thong tin, hanh vi cia ngudi ding va hanh vi nao

vuot qua ngudng cia tap mau sé bi coi 1a hanh vi bat thuong.

+ Xay dung hé thdng phat hién xam nhap dua trén cac hanh vi khac thuong cua
ké tan cong (tap luat). Dua trén tap luat d6 dé quyét dinh mot hanh vi caa ngudi ding

¢ duoc coi 1a bat thuong hay khéng.

Ca hai phuong phap déu c6 wu diém la dé& cau hinh, c6 ty 1¢ ngan chan tét néu
chon dugc tap mau hozc cau hinh tap luat da tét. Xong nhwoc diém cua cac phuong
phap trén Ia thiéu tinh linh dong, c6 thé dua ra quyét dinh sai 1am khi c6 cac thdng tin
mang tinh ngau nhién xuat hién hoic dé& dang bi hacker néu khong cap nhat thuong
xuyén. Do dé, trong thoi gian gan day da c6 cac nghién ctiu thir nghiém cac mé hinh
tich hop cac thuat toan vao trong hé thong trong phan tich va phét hién cac hanh vi bat
thuong, dac biét 14 cac md hinh sir dung thuat todn hoc may, va dem lai céc két qua
rat kha quan vé tinh kha thi.

Ly do viéc tich hop céc thuat toan hoc may vao viéc du doan va phat hién tan cong
1a do dic diém cua cac thuat toan hoc may c6 tinh tu dong hoc hoi dya trén dir liéu
dau vao. Mot md hinh hoc may c6 thé tao ra cac bo luat khac nhau ddi véi cac hé thdng
c6 dir liéu khac nhau nhung van dam bao duoc hiéu qua khi két hop véi cac hé théng
bao vé san cd. Cac md hinh hoc may nay thudng dugc tich hop trong hé théng IDS va
ing dung chiing dé dur doan cac hanh vi bat thudng, phat hién cac cudc tin cdng mang
hodc phan tich cac goi tin mang, tuy chua c6 kha ning thay thé duoc mot k§ su an
ninh mang nhung md hinh nay c6 thé hd tro trong viéc dua ra phan doan cua nguoi
quan tri, dac biét 1a khi khdi lwong dir lidu qua Ién va vuot khoi kha nang xu Iy cua

con nguoi.

Dudi day 1a mot s6 nghién ctru ndi tiéng vé tng dung hoc may trong phét hién va

ngan chin hanh vi bat thuong co thé tham khao:
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C6 thé nhan thay cach tiép can va phuong phap xay dung mé hinh rat da dang véi
viéc (tng dung rat nhiéu thuat toan hoc may, tham chi ca thuat toan hoc sau. Déi tuong
dit liéu dé phan tich ciing rat da dang nhu ludng dir liéu mang, boé nhé mang, phan
biét hanh vi nguoi dung.

1.3. Hé théng phat hién xam nhap 1DS
1.3.1. Gidi thigu vé hé théng phat hién xam nhap 1DS

Hé théng phat hién xam nhap (IDS) 1a mot hé théng phan cang hoic phan mém
giam sat mang nham phét hién cac hanh vi bat thuong vao hé théng. Mot IDS c6
nhiém vu phan tich cac géi tin ma twong lra cho phép di qua, nhitng hanh vi bat

thuong sé& duoc bao cao cho ngudi quan tri vién dé c6 duoc hanh dong xu ly hoic xu

ly tu dong.
Ngin chin, dwara
canh bao
Bing
= | Sai o .
Giam st lou lugng > Phin tich | | ey, | e
= P hanh vi truy cap

Hinh 1.8. M6 hinh IDS
Céc tinh ning cua hé thdng 1DS bao gom:
+ Giam sat luu lwong mang va céc hanh vi bat thuong.
+ Canh bao vé tinh trang mang cta hé théng cho nguoi quan tri.
+ Két hop vé6i cac hé théng giam sat, twong lua, diét virus tao thanh mot hé

théng bao mat.

Mot hé théng IDS phai ¢ dat duoc nhirng yéu cau sau:
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+ Tinh chinh x4c: IDS khéng duoc nham cac hanh vi thong thuong cua nguoi
ding 1a hanh vi bt thuong.

+ Tinh tron ven: IDS phai phat hién dugc moi xam nhap trai phép hoac hanh vi
tan cong vao hé théng mang. Pay ciing 1a diéu rat kho khan dat, vi khdng hé
théng nao trén thé gigi dam dam bao phét hién dugc ma phai thuong xuyén
cap nhat, thay doi.

+ Chiu I5i: Ban than hé thong IDS ciing phai c6 kha ning ngan chin tan cong.

+ Kha ning mo rong: Nhu di néi, hé théng 1DS phai c6 kha niang cap nhat dé

duy tri va khéng bi lac hau.
1.3.2. Cac ky thugt phat hi¢n cia IDS

C6 rat nhiéu phuong phap duoc sir dung dé phét hién xam nhap duogc sir dung dé
cau hinh cho mét hé théng IDS, nhung cac phwong phap duoc sir dung nhiéu nhat

gom:

1. Hé thong Expert: Hé thong xay dung mot tap nguyén tic da dugc dinh nghia
trudc dé miéu ta tin cong. Tat ca cac sy kién déu duoc két hop kiém tra dudi dang
quy tic if — then — else.

2. Phan tich trang thai phién: Mot hanh vi bat thuong dugc miéu ta bang mot tap
ca4c muc tiéu va phién can duogc thuc hién dé gay ton hai hé théng. Do d6 néu phat
hién hanh vi triing vai phién thi hé thong s& coi d6 1a hanh vi bat thuong.

3. Phan biét y dinh ngwoi dung: Ky thuat nay s€ mo hinh héa hanh vi nguoi dung
bang mat tap cac mirc cao nhat va ngudi ding binh thuong co thé thuc hién trén
hé thong. Néu c6 hanh vi nao vuot qué thi sé coi la hanh vi bat thuong.

4. Sir dung Machine Learning: Day 1a k§ thuat moi, trong d6 hé thdng sé lién tuc
Iuru trir ¢4 hanh vi binh thuong va bat thuong ma thu thap dugc. Sau d6 dya vao
thuat todn hoc may dé tao thanh b luat va diung no dé tham chiéu du doan hanh

Vi ctia nguoi dung.
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CHUONG 2. PHUONG PHAP DE XUAT

2.1. Phwong phap dé xuit.

Duya trén tim hiéu vé va phan tich vé cac mé hinh phat hién tan cong mang da
duoc nghién ctiu. Luan vin cling tién hanh dé& xuit mot md hinh 1DS dé phat hién céc
cudc tan céng mang dya trén phén tich luu lugng mang, d6 1a sir dung céc thuat toan
cay quyét dinh dé tién hanh phat hién luu luong mang bat duoc ¢ phai 12 hanh vi cua
ngudi dung binh thudng hay 1a hanh vi tin cong vao hé thong, tir d6 quyét dinh ngin
chan hay khong.

M6 hinh IDS dé xuét hoat dong nhu sau:

Thudt todn
> Decision
Tree
Huén luyén
mEn B Quyét dinh hanh
File Pcap L L b > Hé théng Expert ¥ vico bat thwong
lwgng mang khong

Hinh 2.1. M6 hinh IDS dé xudt

Ly do luan vin dé xuat md hinh nay véi viéc thay doi quan trong nhat 12 sir dung
thuat todn hoc may vao dé sir dung do day 1a ky thuat méi, c6 d6 chinh xac, do linh
dong cao, tu dong cap nhat dya trén qua trinh tu hoc cia hé théng. Nho d6 nguoi
quan tri khdng can phai c6 kién thirc qua cao dé sir dung va cap nhat hé théng, dic
biét hiéu qua trong thoi diém thiéu nhan luc trong nganh an toan théng tin. Trong
phan sau, luan van ciing gidi thiéu ly do viéc sir dung nhém thuat toan cay quyét dinh
trong mo hinh.
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Cac thuat toan hoc may duoc sir dung trong md hinh ma luan vian dé xuat s& sir

dung dir liéu thu vién da duoc xay dung vi 2 ly do sau:

+ Tinh ding d3n cua thu vién dugc dam bao.
+ Tinh hiéu qua: cac thuit toan da duoc tdi wu hoa vé céc td chuc, luu trir dir

liéu nén co tdc d6 tét hon so véi thuat toan ty xay dung.
2.2. Thuat toan Cay quyét dinh
2.2.1. Gigi thiéu vé hoc may va xay deng md hinh hgoc may
2.2.1.1. So ot vé tri tué nhan tgo va hoc may

Tri tué nhan tao (Al) 1a mot thuat ngir miéu ta nhiing tri tué duoc biéu dién bai
bat ctr hé théng nhan tao nao. Thuat ngit nay thuong dung dé ndi téi cac may tinh va
cac nganh khoa hoc nghién ciru vé céc ly thuyét va ang dung cua tri tu¢ nhan tao. Luan
van s& chi d& cap trong pham vi cua khoa hoc may tinh, trong d6 “tri tué nhan tao”
duogc hiéu 1a tri tué do con ngudi 1ap trinh tao nén véi muc tiéu gitp may tinh c6 thé
tu dong hoa cac hanh vi thong minh nhu con nguoi. Tri tué¢ nhan tao khac véi viéc lap
trinh logic trong cac ngdn ngir 1ap trinh 1a ¢ viéc ung dung cac hé thdng hoc may
(machine learning) dé md phong tri tué ciia con ngudi trong cac xar Iy ma con ngudi
lam t6t hon may tinh. Cu thé, tri tué nhan tao giup may tinh c6 dugc nhiing tri tué caa
con nguoi nhu: biét suy nghi va 1ap luan dé giai quyét van d¢, biét giao tiép do hiéu

ngdn ngit, tiéng néi, biét hoc va tu thich nghi, ...

Qua 70 niam hinh thanh va phat trién, dic biét véi su thiic day ctia cach mang cong
nghiép 4.0. Tri tué nhan tao thuc su di phat trién véi toc dd chong mat va dat dugc
nhitng thanh tuu [6n va da c6 tng dung thuc té rat gan voi ching ta, vi du nhu hé théng
tu tag khudén mat trong anh cua Facebook, tro ly 4o Siri ctia Apple, Xe tu hanh cua
Google va Tesla,... Tham chi trong mét s6 linh vuc phuc tap doi hoi trinh d6 cao, tri

tué nhan tao ciling vuot mat con nguoi.
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HDR+ enhanced Night Sight

Hinh 2.3. Thugt toan hoc may ap dung trong #ng dung Google Camera

Trong linh vuc Al ¢6 mot nhanh nghién ctu vé kha ning tu hoc cua may tinh
duoc goi la hoc may (machine learning). Hién nay khong c6 1 dinh nghia chinh thirc
nao vé hoc may ca nhung co thé hiéu rang né 1a cac ky thuat gitp cho may tinh c6 thé
tu hoc ma khong can phai cai dat cac luat quyét dinh. Thudng mot chuong trinh may
tinh can cac quy tac, luat 1& dé c6 thé thuc thi duoc mot tc vu nao d6 nhu dan nhin
cho cac email 13 thu rac néu ndi dung email cé chir tir khod “quang cdo”. Nhung vi
hoc may, cac may tinh c6 thé tu dong phan loai cac thu rac ma khong can chi trudc
bat ky quy tic nao ca. B c6 rat nhiéu cong trinh nghién ciru vé hoc may va cho phép

bat ctr ai tham khao, cling véi su hd tro tir cac thu vién hoc may phd bién nhu scikit-
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learn, tensorflow, openAl,... nén viéc ty nghién ctru va dua ra san pham ciing da bét
khé khin di rat nhiéu.
2.2.1.2 Phan loqi ky thudt hoc may
Céc thuat todn toan hoc may thuong duoc chia lam 4 nhém.

+ Hoc c06 giam sat (Supervised Learning): La phuong phap st dung nhirng dir
liéu d& dugc gan nhan tir trude dé suy luan ra quan hé gitra dau vao va dau ra. Cac di
liéu nay duoc goi la dir liéu huan luyén va ching la cap cac dau vao - dau ra. Hoc co
giam sét s& xem xét c4c tap huan luyén nay dé tir d6 c6 thé dua ra dy doan dau ra cho
1 dau vao méi chua gap bao gio. Biéu dién theo toan hoc, 1a khi chung ta c6 dau vao
la cac bién X={x1,Xz,....x2} tng véi cac nhan Y={y1,Ya,...,yn} trong do Xi, yi la cac

vector. Tur cac dir liéu nay thuat toan s& dwa ra mot ham sb.
yi ~f(xi), Vi=12,..N
Khi d6 v&i dau vao 1a bién xmthi s& cho ra bién ym twong Gng.

+ Hoc khdng giam sat (Unsupervised Learning): Khac vai hoc ¢6 giam séat, hoc
phi giam sat sir dung nhitng dix liéu chua duoc gan nhan tir truée dé suy luan. Phuong
phap nay thudng duoc sir dung dé tim cau trdc cua tap dir liéu. Tuy nhién khdng c6
phuong phap danh gia duoc ciu tric tim ra dugc 1a ding hay sai. Theo biéu dién toan

hoc, 1a ta chi c6 tap cac bién X ma khong biét nhan Y twong @ng cua no.

+ Hoc ban giam sat (Semi Supervised Learning): La phuong thirc hoc ¢ gitra hai
loai trén, tic 14 ta chi c6 mot phan trong dit liéu cd gan nhan. Thyc té cho thay rat
nhiéu cac bai toan Machine Learning thudc vao nhém nay vi viéc thu thap di liéu c6
nhan ton rat nhiéu thoi gian va c6 chi phi cao. Rat nhiéu loai dir liéu tham chi can
phai co chuyén gia mai gan nhan dugc (anh y hoc). Nguoc lai, dir liéu chua ¢6 nhan
c6 thé duoc thu thap véi chi phi thap.

+ Hoc ciing ¢6 (Reinforcement Learning): La phuong thirc hoc gidp cho hé théng
tu thich ang va dat dwoc loi ich cao nhat trong céc hoan canh khac nhau. Pé dat duoc

diéu ndy, can c6 mot hé thdng tu dong sinh ra cac hoan canh khac nhau dé hé thong
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tu hoc va xay dung cac hanh dong hop ly nhat. Hién tai, hoc cang cé thuong dugc ap

dung vao cac bai toan Ly thuyét tro choi va xe tu l4i.
2.2.1.3. Quy trinh xay dung mét mé hinh hoc may

Hoc may 12 mot qua trinh phic tap do vay can c6 mét quy trinh thuc hién dé dam
bao hiéu qua. M6t quy trinh xay dung hé théng hoc may thudng c6 3 buéc: Thu thap,
xu ly dit liéu; hra chon thuat toan va tién hanh huan luyén cho mé hinh; kiém nghiém

thuc té va danh gia.

a. Thu thdp, xur ly diz liéu.

Trong khi xay dung hoc may, dit liéu dugc coi 1a quan trong nhat dé quyét dinh
kha ning du doan ctia hé thong Ia tot hay khong. Dit liéu trong hoc may Ia rat quan
trong, song khong phai ci nhiéu dit liéu 13 thuat toan s& chay tot, ma con can sy da
dang, chinh xé&c va khai quat tir thuc té. Vi du néu dit liéu dau vao khong co dir liéu vé
tan cong DDoS thi may tinh s& khdng thé phan doan khi nao hé théng dang bi DDoS.
Xt ly dit liéu gom c6 1am sach dir liéu va trich xuat dac trung dé cung cap cho mo
hinh.

b. Lua chon thudt todn va tién hanh hudn luyén cho mé hinh.

Sau khi c6 dir liéu, ta tién hanh chon thuat toan va tién hanh huan luyén cho hé
théng hoc may (training). Va ¢ rat nhiéu céc thuat todn hoc may va ngudi xay dung
s& phai lya chon thuat toan phi hop véi bai toan can giai quyét, cd thé két hop nhiéu
thuat toan va phuong phap tao ra mé hinh thich hop.

Sau d6 can chia dit liéu 1am 2 phan: Phan dé huan luyén (training data) va phan
dé kiém tra (testing data), tly theo md hinh dé chia ty 1& thich hop. Tién hanh thir
nghiém va danh gia mé hinh dé cé su diéu chinh phi hop.

c. Kiém nghiém thyc té va danh gia.

Sau khi thir nghiém, can dwa mé hinh ra str dung trong kiém nghiém thyc tién. Tur
d6 phét hién céc thiéu sot nhu: dit liéu thuc té khac biét, md hinh hoat dong khong ph
hop, thoi gian chay qua Iau, .... Va tir d6 dé tién hanh b sung, chinh sira va hoan thién

mo hinh.
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Trong luan vin, dit liéu kiém nghiém va di liéu huan luyén s& lay tir bo dit liu
mang kdd99 va unsw-nb15, do d6 la bo dit liéu c6 tinh thuc té cao, day du da duogc st

dung trong nhiéu nghién cttu khoa hoc khéc.
2.2.2. Nhom thudt toan cay quyét dinh

Trong céc thuat toan cua hoc may, 6 mot nhém thuat todn dua ra quyét dinh dua
trén cac cau hoi, nhom thuat toan ay duoc goi 1a cay quyét dinh (Decision Tree). Céc
thuat toan xay dung mot cay quyét dinh véi cac ndt 1a cac cau hoi ang mét thudc tinh
cua dir liéu, m&i mot nhanh cua nét s& biéu thi mot két qua khéac nhau caa cau hoi tai

ndt d6. Va duong dan tir gdc dén 14 1a dai dién cho mét quy tic phan loai.

Mot vi du don gian vé Decision Tree: Mot sinh vién s& quyét dinh di hoc dya trén
thdng tin vé thoi tiét, néu troi mua thi sinh vién d6 s& & nha, va néu troi ning thi di
hoc.

Cay quyét dinh 12 mot trong nhitng phwong phép hoc ¢ giam st tét nhat va duoc
sir dung nhiéu nhat. Cac phuong phap tao ra mot mo hinh cay c6 do chinh xac cao, 6n
dinh va dé theo ddi, loai bo cac thugc tinh khéng can thiét. Khong giéng cac thuat toan
c6 mo hinh tuyén tinh, cay quyét dinh giai quyét cac bai toan cé dit liéu nhiéu rat tét.
Pay 1a Iy do luan vin sir dung thuat toan Decision Tree dé xay dung mé hinh IDS.

Céc vu diém cua céc thuat toan cay quyét dinh gom:

1. Dé dang theo d&i khi nhin vao cay.

2. Xt ly tt vai dit liéu c6 dan nhan day du, cho két qua tot.

3. Dir liéu dau vao cang 16n d6 chinh xac cang cao, it bi anh huang boi dix lidu

gay nhiéu.

4. Tbc do dua ra két qua nhanh.

Céc nhugc diém cia nhom thuat toan cay quyét dinh:

1. Xay dung cay quyét dinh ton thai gian.

2. La thuat todn hoc c6 gidm sat nén can di liéu c6 dan nhan rd rang.
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3. Cay quyét dinh dé bi hién twong “overfitting”, 12 hién twong xay ra khi tap di
liu huan luyén quéa phd hop véi mé hinh dan téi viéc du doan cac két qua
khong c6 trong tap dir liéu huan luyén thuong sai.

C6 rat nhiéu thuat toan trong Decison Tree, nhung do thoi gian ¢6 han luan vin

nén s& chi dé cap va sir dung cac thuat toan phd bién va co hiéu qua cao. D6 1a 4 thuat
toan, trong do c6 3 thuat todn dya trén tu twdng cua Hunt (1D3, C4.5, CART) va thuat

toan Random Forest.
2.2.3. Cac thugdt toan dwa trén tw twong cia Hunt

Tu tuwong vé thuat toan ndy duoc Hunt va cac dong su cong bd vao nim 1966

duoc mo ta nhu sau:

+ Tai mdi budc, mdi thudc tinh tot nhat s& dugc chon ra dua trén mot tiéu chuan
nao d6. Thudc tinh tét nhat & day duogc hiéu 1a thuoc tinh c6 anh huong cao nhat téi

phan doan két qua.

+ Vi mdi thude tinh dugc chon, ta phan chia ra cac nhanh caa ndt dua su phan

chia caa dir ligu trong thudc tinh do.

+ Lién tuc dé quy vai cac thudc tinh con lai dén khi cham téi khi tat ca cac thuoc

tinh déu duoc chon. Khi d6 ta co duoc cay quyét dinh.

+ Khi gap dir liéu dé dua ra du doan, thuat toan s& chon dudng di tir ndt dau tién
cho tai 14 (két qua) voi mdi nga ré 1a cac cau hoi caa ting nét.

Cac thuat toan dua trén tu tedng cua Hunt trong pham vi nghién ctu caa dé tai sé
khac nhau chu yéu ¢ tiéu chuan lya chon thudc tinh tét nhat trong ting vong dé quy.
Cu thé 1a ID3 st dung information gain, C4.5 str dung gain ratio va CART sur dung

gini index 1a thudc do, tt ca s& dugc dé cap & phan sau cua luan van.
2.2.3.1. Entropy

Entropy st dung trong luan van la entropy thong tin, né mét khai niém mo rong
cua entropy trong nhiét dong hoc va co hoc cua vat ly. Entropy thong tin mé duoc sir

dung dé md ta mac d6 hdn loan trong mét tin hiéu lay tir sw kién ngau nhién, né gitp
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miéu ta d6 thuan khiét cua théng tin trong mét tin hiéu, vai thong tin 1a cac thanh phan
khong cd sy ngau nhién trong tin hiéu. DAy 1a khai niém dugc Claude E. Shannon dua

ra vao nam 1948.
Entropy c6 phai thoa mén cac diéu kién sau:

1. Entropy ty Ié thuan véi x4c suat xuat hién cac phan tir ngau nhién trong tin hiéu.
Thay d6i nho trong Xac suét ciing 1am thay d6i nho trong entropy.

2. Néu céc phan tir ngiu nhién déu c6 xé&c suat xuat hién biang nhau, viéc ting sb
luong phan tir ngau nhién phai 1am tang entropy.

3. Néu cd thé tao cac chudi tin hiéu theo nhiéu budc thi entropy cua ca tin hiéu phai

bang tong entropy cua ting budc.
Do pham vi nghién ctru cua luan van nén luan van chi dé cap dén entropy roi rac.

Cong thaec tinh entropy roi rac dugc Shannon dinh nghia nhu sau: Cho mot ham
phan phdi x4c suat véi bién gia tri roi rac x, véi tap gia tri cua X = {X1, X2, ...., Xn} VOi
X4c Xuat twong ng 1a pi= p(x = xi) v6i 0 < pi <1, ¥ p; = 1. Khi d6 entropy cua

phan phoi nay duoc la H,, voi

n
H, = Zpi log, p;
i=1

Vi du vé entropy, ta st mot bo dit liéu rat ndi tiéng trong cac bai giang khi dé cap
cay quyét dinh. D6 1a bang dir liéu md ta quan hé thoi tiét vai 4 thugc tinh trong 14
ngay véi két qua 12 mot nguoi co di choi hay khong. Ta sé& dua vao 4 thudc tinh trén
dé du doan nguoi hanh vi di choi hodc ¢ nha cia nguoi d6. Bang dit liéu sau lay tir
cuén “Data Mining: Practical Machine Learning Tools and Techniques”, trang 11.

Pay sé& 1a vi du xuyén sudt luan vin dé dé dang so sanh gitta cac thuat toan.

uan ,
a | Quand Nhigt dé P 4m Sirc gi6 CO hay
canh khong

>

1 nang néng cao yéu khong
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d | U9 Nhieca Po Am Stic gi6 C0 hay
canh khong
2 nang néng cao manh khong
3 amu néng cao yéu co
4 mua trung binh cao yéu co
5 mua mat binh thudng yéu co
6 mua mat binh thuong manh khéng
7 amu mat binh thuong manh co
8 nang trung binh cao yéu khong
9 nang mat binh thudng yéu co
10 mua trung binh | binh thuong yéu co
11 nang trung binh binh thuong manh co
12 amu trung binh cao manh co
13 amu néng binh thuong yéu co
14 mua trung binh cao manh khong

C6 4 thugc tinh gom:

1
2
3.
4

Quang canh nhan 3 gia tri: ning, 4m u, mua.

Nhiét @6 nhan 3 gia tri: nong, trung binh, mat.

D6 4m nhan 2 gi4 tri: cao va binh thuong.

Strc gid nhan 2 gid tri: manh va yéu.
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Tac6 9 gia tri c6 va 5 gia tri khdng. Vay nén entropy cia ham phan phdi sé a:
5 5 9 9\ _
Hs = —log(2) — —log () ~0.65
2.2.3.2. Thugt toan I1D3

Thuat toan ID3 dugc J. Ross Quinlan trinh bay vao nam 1996 va dugc phan loai
la mot thuat toan hoc c6 giam sat. Thuat toan ID3 coi ham mat méat khi xay dung mot
cay quyét dinh la tong entropy cua cac trong so tai cac la. CAc trong s6 ¢ day ti 18 voi
sb diém dix liéu duoc phan vao mdi ndt, va muc tiéu caa thuat toan 1a phai chon céch
xay dyng nao sao cho ham mat mét phai la bé nhat. Bé dat duoc diéu nay thi tai mdi
budc phan chia, entropy phai giam di mot luong 16n nhat. ID3 si dung infomation

gain dé danh gia mirc d6 mat caa entropy tai mdi budc va lya chon thugc tinh 1am nét

tai moi budc.
Thuat toan ID3 dugc m6 ta nhu sau:

Gia str bai toan c6 F thuoc tinh khac nhau, tai mot ndt khéng phai 14 ¢6 cac diém
dir liéu tao thanh mot tap S véi sé phan tir caa tap |S|=N. Va trong N diém dit liéu nay,
c6 Ne(c =0,1,2,....C) diém thudc 16p f € F. Xac suat dé diém dit liéu nay roi vao thudc

tinh f Ia % Va entropy tai diém nay s& duoc tinh bang.

C
N, N,
H(S) = Z —F10g10(5)
c=

Tiép theo, gia sir thudc tinh duoc chon 12 f € F, dua trén f ta phan cc diém dir
liéu trén tap S thanh M nét con Si, Ss.....,Sk véi sb diém trong mdi ndt con lan luot 1a

m1, My....,mk. Ta goi tong trong s entropy trong ting not 1a:

(S0 = ) SEH(S)
k=1

Ta dinh nghia information gain dya trén thugc tinh f:

Gain(x, S) = H(S) — H(x, S)



Va trong D3, tai mdi nét s& chon thudc tinh c6 argmax(G(x,S)).

Vi du vé thuat toan 1D3 hoat dong nhu sau, dau tién, xét thuoc tinh Quang canh, ¢6 3

gia tri: ning, 4am u, mua nén s& dugc chia lam 3 nhanh, va ty & cac diém di liéu cua

not con nhu sau.

id Quang canh C6 hay khong
1 nang khdng

2 nang khéng

8 nang khong

9 nang co

11 nang co

id Quang canh Cé hay khong
3 amu co

7 amu co

12 amu co

13 amu co

id Quang canh Cd hay khong
4 mua co

5 mua co

6 mua khong

10 mua co

14 mua khong
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Ap dung cong thirc: H(S) = X, %10&0( %) ta ta co:

H(Snéng) = -25log(25) - 35log(35) ~ 0.673

H(Sam u) = 0

H(Smua) = -35log(25) - 35log(35) ~ 0.673
Vay, téng trong sé entropy cua thudc tinh Quang canh s& Ia:

H(0,8) = = H(Snéing) + —H(Sam u) + — H(Smua) = 0.48.
Gain(q, S) = Hg — H(g,S) = 0.65-0.48 = 0.17
Tuong tu V6i cac thudc tinh Nhiér g, P6 dm, Sirc gid, ta cling tinh duoc 13:
H(t,S) = 0.631, H(d,S) = 0.547, H(g,S) =~ 0.618.

Vay ta chon ludn thugc tinh Quang canh véi H(quang canh, S) bé nhat. Do tai khi
thoi tiét &m u co entropy bang 0 tirc 1 thong tin tai diém nay la thuan khiét, do d6 s&
dua ra két qua ludn.

Lién tuc dé quy nhu vay. Ta s& duoc mot cay quyét dinh bang thuat toan ID3 nhur

Sau.

Mura

\
\\
",
\'\.
\'\.
\'\.
\._\\
\'\
\
\
\
et
Sirc gio

Yéu Manh

Hinh 2.4. Cay quyét dinh duoc xay ding bang 1D3
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2.2.3.3. Thugt toan C4.5

Thuat toan C4.5 duoc dé& xuat vao nim 1993 boi Ross Quinlan dé khic phuc
nhitng han ché cua thuat toan ID3 trude d6. Nhuge diém caa ID3 1a dé bi phu thudc
vao cac thugc tinh cd sé luong dir liéu 16n va bo qua céc thudc tinh c6 sé luong dit
lieu bé nhung anh hudng 16n t6i két qua. Ngoai ra, ID3 con dé bi hién tuong
“overfitting”, mot hién twong khi mé hinh huan luyén qua khop véi trainning data,
nhung khi thir véi testing data thi khdng phii hop dan téi két qua dung khong cao. Do
do, C4.5 co6 stir dung mot thudce do dir liéu khac do 1a “gain ratio” cong thém sir dung

mot s6 k¥ thuat “cat tia” dé tranh “overfitting”.

Gain ratio dugc dinh nghia nhu sau:

Gain(x,S)
Splitinfo(x,S)

GainRatio(x, S) =

Trong do6, Splitinfo(x,S) dugc tinh nhu sau:

n

Splitinfo(x,S) = _Z x'(%) X logyo(x’ (i))

=1
e N o TA £ A , A inm 2 14
x (;) la ty I¢ cac phan tir xuat hién o 16p x.
Tro lai vi du trén, khi 4p dung vao tinh gain ratio ¢ thuoc tinh Quang canh, ta co:

, 5 5 4 4 5 5
Splitinfo(q,S) = — Elogﬁ—ﬁlogﬁ— Elog Vi 1.577

Gain(q,S)

— =~ (0.1078
Splitinfo(q,S)

GainRatio (q,S) =

Tuong tu ta cling tinh dugc GainRatio caa cac thugc tinh con lai.

Ngoai ra C4.5 ciing ap dung thém k§ thuat cit tia dwoc goi 1a “pruning”, phuong
phap nay cd thé ap dung co bat ct cay quyét dinh nao. K¥ thuat nay dugc dién ta nhu
sau: Sau khi xay dung moi diém trong trainning data déu c6 phan Iop. Mot sb nét con

c6 chung mot ndt s& dugc cat tia va ndt do sé thanh leaf-node, véi phan 16p 1a 1op
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chiém da s s& duoc phan vao nbt d6. Trong luan vin nay, k§ thuat pruning s& duoc

dua vao ma ngudn cua tat ca cac thuat toan dé dam bao téi wu két qua.
2.2.3.4. Thugt toan CART

Thuat todn CART (Classification and Regression Trees) la mot thuat toan cho
phép viéc giai quyét bai toan cay két qua phan loai dang nhi phan rat hiéu qua. Thuat
toan dugc Breiman va cac dong su cdng bd vao nim 1984 cung voi mot thude do méi
1a “Gini-index” thudc do do thuan khiét ciia thong tin. “Trong mot quan thé, néu ching
ta chon ngau nhién hai ca thé va chiing xac suat dé chung cung 16p 1a 1 thi quan thé

nay duoc coi 1a thuan khiét’[4].

Gini-index dugc tinh bﬁng cong thic nhu sau:
n
Gini =1 — Z((Pi)Z)
i=1

Trong d6 P; 1a x&c suat cia két qua nhi phan xuét hién trong 16p. Sau d6 ta tinh
téng trong s6 Gini-index trong ting thudc tinh 13 1ay chon thudc tinh c6 tong trong sb

bé nhat. Vi du khi xét t&i 16p Quang canh & vi du dau tién, ta c6 bang xéac suat nhi

phan sau:
Quang cinh Co di Khong di Tong
Ning 2 3 5
Amu 4 0 4
Mua 3 2 5

Ap dung cong thic ta co:

Gini (Quang canh = ning) = 1 — (2/5)2 - (3/5)2=1-0.16 — 0.36 = 0.48

Gini (Quang canh = am u) = 1 — (4/4)?> — (0/4)>=0

Gini (Quang canh = mua) = 1 — (3/5)2 — (2/5)=1—0.36 — 0.16 = 0.48

Vay tong trong sé Gini-index cua thudc tinh “Quang canh” sé la:
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Gini(q) = (5/14) x 0.48 + (4/14) x 0 + (5/14) X 0.48 = 0.171 + 0 + 0.171 = 0.342

Tuong ty ta ciing tinh dugc caa thudc tinh thudc tinh Nhiér dé, Bé dm, Sic gio,

lan luot 14:;
Gini(t) = 0.439, Gini(d) = 0.367, Gini(g) = 0.428

Thudc tinh dugc chon 12 “Quang canh” s& 1a thude tinh duoc chon. Sau d6 tiép
tuc dé quy nhu cac thuat toan trén ta s& duoc cay quyét dinh giong véi quyét dinh ma

thuat toan ID3 thu duoc.
2.2.4. Thugt todn Random Forest

Trong cac thuat toan trén, Random Forest 1a mot thuat toan dac biét hon véi cac
thuat todn Decision Tree khac, do no stir dung mét phuong thirc goi “hop den”, tic la
ta dua dit liéu vao va dua ra két qua nhung khong thé giai thich dugc co ché hoat dong

ctia mo hinh. Random Forest dugc dé xuat bai Tin Kam vao nam 1995.

Y tuong dugc md ta nhu sau: thuat toan Random Forest sé sinh ra hang tram ciy
quyét dinh, trong d6 mdi cay s& dugc tao ngau nhién véi cac ndt 1a cac cau hoi vé
thudc tinh cua dit liéu, cau tra 1oi cudi s& & ndt 4.

Dé tao ra mot cay quyét dinh, thuat toan Random Forest lam nhu sau:

+ Chon ra k thuéc tinh ngau nhién tir tap cd m thuoc tinh.

+ Turtap k thudc tinh d6, xay dung cay quyét dinh nhu cac thuat toan trén. Thudc
do thuong sur dung la “information gain .

+ Lap lai cac budc 1-2 dé tao ra du s6 cay can thiét.

+ Tién hanh binh chon giita hang trim cAy méi sinh. Cau tra 16i ma nhiéu cay

tra cung dap an thi duoc coi la cau tra loi dung.
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Training Training Training
Sample Sample Sample
1 n

Training Set

Decision Decision Decision
Tree Tree Tree
1 n

Test Set

Prediction

Hinh 2.5. M6 hinh thugt toan Random Forest

Pé dam bao cac mau thir khong bi hién tuong “overfiting”, Random Forest s&
ngau nhién bo qua mot sé thude tinh khi xay dung cay. Néu thudc tinh ¢é information
gain cao thir m bi bo qua, thudc tinh c6 information gain cao thir (m-1) s& chéc chan
duoc chon. Bay goi la ky thuat “attribute sampling .
2.3. Giéi thigu vé b dir lieu UNSW-NB15

Bo dit lieu UNSW-NB15, duoc tao vao nim 2015 va 1an cap nhat cudi la 2018
boi tién s Nour Moustafa va gido su Jill Slay thudc dai hoc New South Wale tai Uc.

Phuong phap thu thap dir liéu cua bo dir liéu UNSW-NB15 la sir dung trinh tao
lru lwong gom 3 server 4o, trong d6 2 server phan tan luu lwong truy cap binh thudng
va 1 server hinh thanh hoat dong bt thuong/tan cong trong luu lwong mang. Tét ca

lru lwong mang déu téi 1 router va duoc luu lai bang céc file pcap.
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Hinh 2.6. M6 hinh mé phong luu lirong mang cua bg dir liéu unsw-nb15
Toan bo file pcap dugc thu va xu ly, phan loai ra va cudi cing la céc file csv voi

49 thugc tinh. Dt liéu str dung trong luan van Iy tir tap di liéu unsw-nb15 gom:

+ UNSW_NBI15 training: chua 175.341 ban ghi.
+ UNSW_NBI15 testing: chira 82.332 ban ghi.

Ly do luan vin chon bo dit liéu nay vi dit liéu 1a dir liéu v& luu luong mang méi
nhét va cé s6 lugng ban ghi 16n. Ngoai ra vi cac ban ghi 1a céc file csv nén sé& dé dang

hon trong viéc xur 1y thong tin dé huan luyén thuat toan va dua ra két qua tot.

2.4. Giéi thiéu vé b dir liéu KDDCup99
Niam 1999, Stolfo dé xuit bo dir liéu KDD’99 (UCI KDD Archive, 1999) dua trén
cac dir liéu bat duogc bodi chuwong trinh danh gid hé thong phat hién x&m nhap
DARPA’98. B9 dir liéu ndy gdm gan 5 triéu ban ghi, mdi ban ghi c6 41 thudc tinh va
dugc gan nhan 1a binh thuong hay cac dang tan cong dic trung. KDD’99 da duoc sir
dung rong rai dé danh gi4 cac k§ thuat phat hién bat thuong. Cac dang tin cdng duoc
phan thanh cdc nhom nhu sau:

v Tdn cong tir chéi dich v (DoS): La thi doan nham ngin can ngudi ding hop
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phap truy cap va sir dung vao mot dich vu nao d6, DoS c6 thé lam ngung hoat
dong cua hé thong mang, may tinh. V& ban chat nham chiém dung mot luong
I6n tai nguyén mang nhu bang thong, bd nhé... va lam mat kha nang xir ly céc
y&u cau dich vu tir cac khach hang.

v User to Root Attack (U2R): Ké tan cong véi quyén cia mot ngudi ding binh
thuong cb ging dé dat duoc quyén truy nhap cao nhat vao hé thbng mot cach
bat hop phap. Mot cach phd bién caa I6p tan cong nay la thuc hién bang phurong
phap gay tran bo dém.

v' Remote to Local Attack (R2L): Ké tan céng cb gang dat duoc quyén truy cap
vao hé théng may tinh bang viéc gui cac goi tin téi hé thong théng qua mang.
Mot vai cach phd bién ma loai nay thuc hién 13 doan mat khau théng qua
phuong phap tir dién Brute-force, FTP Write. ..

v Probing Attack: Ké tan cong thuc hién quét mang hoic may tinh dé tim ra diém
yéu d& tan cong ma thong qua do tin tic co thé khai thac hé thong. Mot cach
pho bién cua loai tan céng nay la thuc hién thong qua viéc quét cac cong cia

hé thong may tinh.

Mot s6 chuyén gia cho rang hau hét cac tan cong mdi déu 13 bién thé cua cac tin
cong da biét va cac ddu hiéu cua c4c tAn cOng da biét cd thé du dé nhan dang céc bién
thé méi. Bo dit liéu huan luyén KDD'99 bao gém 24 loai tn cong khac nhau va cé
thém 14 loai tin cong moi dugce thém vao trong bo dir licu kiém tra. Dya vao cac dic

trung tan cong c6 thé phan loai KDD'99 thanh cic nhom chinh nhu sau:

e Ddc trung co ban: Gom tat ca cac thudc tinh cd thé co tir cac két ndi TCP/IP.

e Ddc trung luu hrong: GOm cac dic trung duoc tinh toan véi méi lién hé véi
khoang thoi gian.

e Ddc trung same host: Chi kiém tra cac két ndi trong khoang thoi gian dudi 2
gidy ¢ cung host dich nhu két ndi hién hanh va thong ké lién quan dén cac
hanh vi giao thuec, dich vy, ...

e Ddc trung same service: Chi kiém tra nhitng két ndi trong khoang thoi gian
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duéi 2 gidy c6 cung dich vy nhu két ndi hién hanh.

e Ddc trung ndi dung: Khéc véi hau hét tan cong DoS, Probing, R2L va U2R
khong cd bat ci mét mau tan cong nao. Boi vi DoS va Probing lién quan dén
nhiéu két ndi véi mot sé host trong mot khoang thoi gian rat ngan, tuy nhién
tan cong R2L va U2R dugc nhung trong doan goi dir liéu va thudng xuyén chi
bao gom mot két ndi. Pé phat hién nhitng loai tin cong nay, can mot sé dac
trung dé ¢ thé tim kiém nhitng hanh vi nghi ngo trong phan dit liéu, chang han
s6 1an ¢6 gang dang nhap that bai. Pay duoc goi 1a ddc trung noi dung.

Hai loai ké trén cua dic trung luu luong dugce goi dua trén thoi gian. Tuy nhién,
c6 mot sd tan cong tham do quét host (cong) sir dung khoang thoi gian 16n hon 2 gidy,
6 thé trong 1 phut. Két qua 1a tin cong nay khong tao ra cac mau tan cong trong

khoang thoi gian 2 giay.

e Bang phan loai 24 loai tin cong trong KDDCup 99

Loai Céc tan cong trong bd dir li¢u KDDCup 99

Probe Ipsweep, Nmap, Portsweep, Satan

DoS Back, Land, Neptune, Pod, Smurf, Teardrop

U2R Buffer_overflow, Loadmodule, Perl, Rootkit

R2L Ftp_write, Guess_passwd, Imap, Multihop, Phf, Spy, Warezclient,

Warezmaster
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CHUONG 3. THUC NGHIEM VA KET QUA
3.1. Céng nghé ap dung

Python la mot ngdn ngt lap trinh bac cao cho cac muc dich 1ap trinh da nang, do
Guido van Rossum tao ra va lan dau ra mat vao nam 1991, né duoc thiét ké véi vu
diém manh 1a dé doc, d& hoc va dé& nhé. Cu tric caa Python con cho phép nguoi sir
dung viét ma lénh véi sb 1an gb phim toi thiéu, ¢ hinh thirc, cau tric dé hiéu cho

ngudi maéi hoc 1ap trinh.

Phién ban luan van sir dung 1a 13 Python 3, do ddy la phién ban m¢i nhat cua
Python, ¢ hd tro cac thu vién ma luan vin ¢6 sir dung nhu: scikit-learn, numpy,

pandas va matplotlib.
Cau hinh chi tiép cua hé thong phuc vy thu thir nghiém két qua cua luan van gom:
+ Phan mém: hé diéu hanh Windows 10, st dung Python ban 3.5.
+ Phan cing: CPU i3 2328M, 4GB RAM, 120GB SSD.
3.2. Tién hanh xi ly dir liéu
3.2.1. Cac thugc tinh csa b dir ligu UNSW-NB15
Ludn vin s& sir dung bo dir lieu UNSW-NB15, di duoc cong bd va cho phép st
dung mién phi. B dix lidu géc gdm 47 thude tinh dé dau vao va 2 thudc tinh két qua
Vé6i cac dau vao. Cac thudc tinh chi tiét duoc ghi tai bang sau. Tuy nhién, luan vin sir
dung mot phan bo dir liéu da dugc xir ly riéng cho phan tich, huan luyén va kiém thu

va ciing duoc tai truc tiép tir nguon. Bo dit liéu nay st dung 42 thudc tinh va 2 thudc

tinh két qua.

Tén thugc tinh Kiéu dir liéu Miéu ta
srcip nominal Dia chi IP ngudn
sport integer Port nguon
dstip nominal bia chi IP dich
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dsport integer Port dich

proto nominal Giao thirc

state nominal Trang thai va giao thuc phu thugc
dur Float Thoi gian

shytes Integer 21(1 hbytes trao doi tir nguon toi
dbytes Integer S6 bytes tra vé tir dich téi ngudn
dttl Integer ;I;rhgiic%iigitgg Jgirfﬁa byte dir liéu
sloss Integer ﬁga?:ét:itri:é? ngudn bi truyén lai
dloss Integer ﬁgagct);l :]iqréttfr dich bi truyén lai
service nominal Tén dich vu str dung

sload float S bit ngudn truyén mdi giay
dload float S6 bit dich tra mdi giay

spkts integer S goi tin tir ngudn

dpkts integer S gai tin tir dich

swin integer S6 goi t6i da dugc giri tir nguon
dwin integer S6 g6i toi da duogc gui tir dich
stcpb integer Sequence number caa nguon
dtcpb integer Sequence number cua dich
smean integer Kich thudc goi tin duoc truyén

bai scr
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Kich thudc g6i tin duoc truyén

dmean integer boi dst
. Str dung giao thuc yéu cau/phan
trans_depth integer hdi caa http hay khong
Kich thudc th‘uc cua dir liéu
res_bdy_len integer khong nén truyéen tur dich vu http
cta may chu
sjit float Gia tri Jitter caa nguon (ms)
djit float Gia tri Jitter caa dich (ms)
stime timestamp Thoi gian bat dau
ltime timestamp Thoi gian két thac
sintpkt float Thoi gian dén tir nguon
dintpkt float Thoi gian dén tir dich
tcprtt float Thoi gian khir hoi duoc thiét lap
Thoi gian két ndi gitra goi SYN
synack float va g6i SYN_ACK
Thoi gian két ndi giira goi
ackdat float SYN_ACK va géi ACK
. . . Néu s6 cong giéng nhau thi gia tri
IS_Sm_ips_ports binary ghi (1), néu khéc ghi (0)
t_state_tt integer qua tr% Cu the cho thoi gian ton tai
caa gai tin
ct_flw_http_mthd integer Céc phuong thi¢ GET va POST
cua giao thuc http
Phién truy cap fpt duogc xécqthuc
is_ftp_login binary boi tén dang nhap va mat khau thi
ghi (1), néu khac ghi (0)
ct_ftp_cmd integer S6 lénh trong phién truy cap fpt
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ot STV src inteqer S6 két ndi co cung dich vu va dia
- = g chi nguon trong 100 két noi.

ot srv dst irteqer S6 két ndi c6 cling dich vy va dia
=SV g chi dich trong 100 két néi.

: S6 két ndi cua cing mot dia chi
ct_dst_ltm Integer dich trong 100 két néi.
ot src ltm irteger S6 két néi caa cing mot dia chi

- - g nguon trong 100 két noi.
S6 két noi cua cling mot dia chi
ct_src_dport_Itm integer nguon va cong dich trong 100 két
no.
S6 két noi cua cling mot dia chi
ct_dst_sport_Itm integer dich va cong nguon trong 100 ket
noi.

: S6 két néi cia cling mot ngudn va
ct_dst_src_ltm Integer dia chi dich (3) trong 100 két néi.
attack_cat nominal Tep Ioa|,g|a9 thac tan cong, neu

khong co ghi (Normal)
. Néu bj tan coéng ghi (1), con lai
label binary ghi (0).

3.2.2. Cac thugc tinh csa bé da ligu KDD99

Duéi sy bao trg cia Co quan Quan Iy Nghién ciru Dy An Phong Thii Tién tién
thudc Bo Qudc phong My (DARPA) va phong thi nghiém nghién ciru khong quan
(AFRL), nam 1998 phong thi nghiém MIT Lincoln da thu thap va phan phéi bo dir
liéu duoc coi 1 bo dit lidu tiéu chudn cho viéc danh gia cac nghién ctru trong hé thong
phat hién xam nhdp mang may tinh. Dt liéu dugc st dung trong cudc thi KDD cup
99 1a mot phién ban cia bd dir licu DARPA 98. Tap du liéu dﬁy da cua bo KDD cup
99 chira 4.898.431 dong dit liéu, ddy 1a mot khéi luong dit liéu 16n. Trong nghién ctru
va thir nghiém, tap dir liéu 10% cua bo KDD cup 99 thuong duoc lua chon. Tap 10%
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ctia bd KDD 99 tuy 1 tip con nhung né mang day du dit liéu cho céc loai hinh tan

cong khéac nhau, ddy di thong tin quan trong dé thir nghiém.

Béang sau day cho thay s6 mau cua céac ki€u tan cong xuat hién trong 10% bo dix

liéu KDD cup 99 va nhan 16p cua chung.

Kiéu tan cong S6 méu ban dau Nhan lép
Back 2,203 DOS
land 21 DOS

Neptune 107,201 DOS
pod 264 DOS
smurf 280,790 DOS
teardrop 979 DOS
satan 1,589 PROBE
ipsweep 1,247 PROBE
nmap 231 PROBE
portsweep 1,040 PROBE
normal 97,277 NORMAL
Guess_passwd 53 R2L
ftp_write 8 R2L
imap 12 R2L
phf R2L
multihop 7 R2L
warzemaster 20 R2L
warzclient 1,020 R2L
spy 2 R2L
Buffer_overflow 30 U2R
Loadmodule 9 U2R
perl 3 U2R
rootkit 10 U2R

Tir bang trén, cac kiéu tin cdng khac nhau trong b dit liéu dugc nhém thanh 5

loai (gan nhan I6p) cua bo dit liéu KDD cup’99 bao gom:

1. Normal: dit liéu thé hién loai két ndi TCP/IP binh thuong;
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2. DoS (Denial of Service): dit liéu thé hién loai tin cong tir chdi dich vu;

3. Probe: dit liéu thé hién loai tan cong tham do;

4. R2L (Remote to Local): dir liéu thé hién loai tan cong tir xa khi hacker cb
gang xam nhap vao mang hoic cac may tinh trong mang;

5. U2R (User to Root): dir liéu thé hién loai tin cong chiém quyén Root (quyén
cao nhat) bang viéc leo thang dic quyeén tir quyén ngudi ding binh thuong Ién quyén
Root.

Trong bo dir liu KDD cup 99, véi mdi két ndi TCP/IP ¢6 41 thudc tinh s6 va phi
s6 duoc trich xuat. Bong thoi, mdi két ndi duoc gan nhan (thudc tinh 42) gilp phan
biét két ndi binh thuong (Normal) va céc tan céng. Cac thudc tinh cua bo dir liéu

KDD cup 99 dugc md ta chi tiét trong bang dudi day. Bang thong tin chi tiét 41 thudc

tinh cua tap di liéu huan luyén va kiém tra trong KDD99.

TT | Tén thugc tinh Mo ta T Vidy
i X 7 7 7 Chat i
1 | Duration Chieu dai (so gidy) cua ket noi. Lién tuc 0
2 | Protocol_type \|;\C/)al giao thirc, vi dutcp, udp, Roi rac tcp
. Dich vu mang trén cac diém v
3 | Service dén vi dy http,telnet, vv.. Roi rac hitp
4 | Src_bytes gﬁ:ﬁyte i licu tir nguon dén Lién tuc SF
5 | DTt _bytes S0 klyte dit ligu tir dich den Lién tuc 181
nguon
6 |Flag Tqrangkthail_blnh thuong hoac loi Roi rac 5450
cua két noi
7 | Land 1 néu k?t n;ol I.a froA’m/to cung Roi rac 0
may chu/cong; 0 néu nguoc lai
8 :Nm”g—fragme“ S8 lugng doan “sai” Lién tuc 0
9 | Urgent S6 gai tin khan cap Lién tuc 0
10 | Hot Chi s6 “hot” Lién tuc 0
11 !\Ium_falled_log 89 lan dang nhap khong thanh Lién tuc 0
ins cong
12 | Logged_in 1A,neu dang nl_lap thanh cong; 0 Roi rac 1
néu nguoc lai
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Tinh

TT | Tén thugc tinh Mo ta £ Vidu
: chat
13 ggg“—con“”on" S8 luong didu kién thoa higp Lién tuc 0
14 | Root shell Barlg 1 néu thq duoc root shell; Roi rac 0
- 0 néu nguoc lai
15 | Su_attempted E:ang"lneu C?,’_ga”f% twec hign . Roi rac 0
Iénh "su root"; 0 néu nguoc lai
16 | Num_root SO lan truy cap quyén “root” Lién tuc 0
17 ynusm_flle_creatl S6 hoat dong tao tap tin Lién tuc 0
18 | Num_shells S6 lwong shell prompts Lién tuc 0
19 eNSum_access_fll Kiém soat s lan truy cap file Lién tuc 0
20 Num_outbound_ So_lugng Iénh outbound trong 1 Lién tuc 0
cmDT phién ftp
Bang 1nfu dang nhap thuoc
21 | Is_host_login vé danh sach “mdy chu” da biet, Roi rac 0
0 néu nguoc lai
. Bang 1néu dang nhap la mot .
22 | Is_guest_login tai khoan khach, 0 néu nguoc lai Roi rac 0
S6 luong két noi dén cac may
chu tuong tu gidng nhu cac két -
23 | Count ndi hién hanh trong 2 gidy da Lien tuc 8
qua.

24 | Serror rate S6 % két noi o 16i “SYN” Lién tuc 8
25 | Rerror_rate S6 % két noi o 16i“REJ” Lién tuc 0.00
A 0 z A A A ~
26 | Same srv_rate S.O % cac ket noi den nhing Lién tuc 0.00

- = dich vu tuong tu
0 A A = 7 T ;
27 | Diff_srv_rate n/;:lft noI véi cac dich vy khac Lién tuc 0.00
50 ket noi den cung dich vy véi
28 | Srv_count ket noi hién hanh trong hai giay Lién tuc 0.00
qua
0, A A= A IX: e 99 4\ 4
29 | Srv_serror_rate /° ket noi ¢o loi “SYN™ tir cac Lién tuc 1.00
- - dich vu
0 A Ar A IX: G 99 LN, A
30 | Srv_rerror_rate /0 ket noi co loi “REJ” fir cac Lién tuc 0.00
- - dich vu.
- ) A A+ A z 5
31 Srv_diff_host ra | Ti !e_: Yo ket pm'den may chu Lién tuc 0.00
te khac nhau tu dich vu
32 | DTt_host_count Bem cac ket noi ¢o cung mot Lién tuc 9

dich dén.
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TT | Tén thuge tinh Mo t T Vidy
: chat :
DPém cac két ndi cd cung 1host
33 | DTLNOSLSIV_C | i Va sir dung cac dich vu Lientuc | 9
ount
tuong tu.
0 7 A A Ie \ r
34 DTt _host_same /o CE}C ket noi ¢6 cung lhost dich Lién tuc 1.00
_Srv_rate va str dung cacdich vu tuong tu
. VAR ; A
35 DTt _host_diff_s /o cac d;(;p vu khac nhau trén Lién tuc 0.00
rv_rate cac host hién hanh
DTt_host_same s | % cac két noi dén cac host hién | | ..
36 rc_port_rate thoi c6 cling cong src Lién tyc 0.11
0 7 4 A X 7 .
g7 | DTthost srv_dif t/o e tkeé*ﬂ? 322 ﬁg(s:tdliﬁgcvu Liéntuc | 0.00
f host_rate uong tu defl tu Y '
- - nhau
0 7 X K. 4 s A
38 DTt _host_serror A)‘qac,ketAnm: _den cac host hién Lién tuc 0.00
_rate thoi ¢ mot loi SO
DTt host Srv s % cac ket noi den cac host hién
39 — = "= | hanh va dich vu quy dinh rang Lién tuc 0.00
error_rate A 1R
- co6 mot loi SO
DTt_host_rerror | % céc két noi dén céc host hién ,
40 _rate thoi c6 mot 16i RST Lien tuc 0.00
% cac két noi dén cac may chu
41 DTL_host_srv_re hién hanh va dich vu quy dinh Lién tuc 0.00
rror_rate 3 PP
- rang c6 mot 1oi RST
42 | Nhan Két ndi binh thuong/tan cong Tuong | njormal
trung

Vi du vé mét vai dong dix liéu trong bo KDD cup 99:

0,tcp,http,SF,181,5450,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,8,8,0.00,0.00,0.00,0.00,1.00,0.
00,0.00,9,9,1.00,0.00,0.11,0.00,0.00,0.00,0.00,0.00,normal.

0,icmp,ecr_i,SF,1032,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,511,511,0.00,0.00,0.00,0.00,1
.00,0.00,0.00,255,255,1.00,0.00,1.00,0.00,0.00,0.00,0.00,0.00,smurf.

Mot s6 chuyén gia phat hién xam nhap mang cho rang, hau hét cac loai tan cong

méi 1a cac bién thé cuia cac loai tin cong da biét va dau hiéu cua c4c loai tin cong da

biét c6 thé du dé ndm bat duoc cac bién thé mai la.

Trong thuc nghiém, tdi chia tap dir liéu thanh 2 bo training set va testing set theo
tylé 7:3
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3.2.3. Chudn hoa d ligu

Do pham vi gia tri cua dir liéu dau vao rat khac nhau, trong mot s6 thuat toan

hoc may chiang han nhu Decision Tree, cac ham muyc tiéu sé& khong hoat dong diing

néu khong chuin héa. Vi du, nhiéu b phén loai tinh toan khoang cach giita hai diém

dua trén khoang cach Euclide. Néu mot trong cac dic trung c6 pham vi gié tri rong,

khoang cach ma bd phan loai tinh toan s& b chi phdi 16n hon béi dic trung nay. Do

do, pham vi cua tat ca cac dac trung nén dugc chuan hoa dé moi dac trung dong gop

mot vai tro tuong duong nhau trong qua trinh xay dung bd phan loai.

Mot 1y do khéc khién chudn héa dir liéu dugc ap dung 13 viéc giam d6 ddc caa

dao ham trong thuat toan gradient descent gitip viéc ham mat mat hoi tu nhanh hon

nhiéu so voi khi khong ap dung.

cnt

cnt

300 300 -
2001 Z‘ m=10.0 2004 m = 200.0 l\
5 =300 g=2010
100+ 100 1
D T T T D T T T
-100 1] 100 200 -100 0 100 200
Standardisation Standardisation
300 300 2 —
,L_\ fllﬁ
200+ *K m =00 2001 . lﬁ
s=1.0
100- 100-
0 T T T . ' ' '
=40 -2.0 0.0 2.0 410 -4.0 =20 0.0 2.0 410

Hinh 3.1. Minh hea chudn héa di liéu
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Do vay, toi tién hanh chuén hoa dit liéu huin luyén cua cac bo dit liéu KDD99
va UNSW-NBI15 bang thuat toan Standardization véi cong thire chuan héa nhu sau:

x’—x_u
o

Trong d6, u va o lan luot 1 ky vong va phuong sai (standard deviation) ctia
thanh phan d6 trén toan bo training data.
3.2.4. Hyperparameter tuning va Cross-validation

MOi thuat toan machine learning déu nham véi viéc tim tham s6 cho mot ham
du doan (hypothesis) c¢6 kha ning anh xa tir dau vao sang dau ra mong muén. Tuy
nhién, khong phai tham s6 nao cling do thuit toan ty dong tim, ma c6 nhiing tham sb
do ngudi lap trinh cai dat. Chiing dugc goi 14 cac siéu tham so (hyperparameter). Cac
siéu tham s6 nay anh hudéng rat 16n dén hiéu qua cta mdt thuat toan, do vay, nguoi
lap trinh luén muén tim mot bd tham sd tot wu nhat. Viéc nay duoc goi la
hyperparameter tuning.

Trong phuong phap dé xut trong luan van nay, t6i tién hanh tim siéu tham s

cho thuat toan Decision Tree bang bg cac si€éu tham s6 nhu sau:

Siéu tham s6 Tap gia tri

) . - best: chon cach chia tot nhat
Splitter (chién thuat dé chia mot dinh .
. - random: chon cach chia ngau nhién
trong cay) S
tot nhat

) - sqrt: cin bac hai tong sb dic trung
Max features (SO lugng dac trung duoc . L .
o _ - log2: logarit co s0 2 tong s6 dac trung
xem x€t trong moi lan chia dinh)
- None: str dung toan bd dac trung

Tat nhién, dé giir cho thuét toan luén luén khong nhin thiy dir liéu kiém thu,
mot phan cta bo dit lidu training s& dugc 14y ra khong train ma dé danh gia cac siéu
tham sd. Téi sir dung cross-validation. Theo d6, phuong phép nay s& chia training set

thanh k ph?m. Sau do, ta l1an luot su dung mot phﬁn lam validation set va k - 1 phén
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con lai 1am training set. Do tot ciia mé hinh (luc hyperparameter tuning) s& bang trung

binh cong d¢ tdt trén validation set set qua k 1an huan luyén d6.

Split 1
Split 2
Split 3
Split 4

Split 5

Final evaluation {

All Data
Training data Test data
Foldl | Fold2 || Fold3 | Fold4 | Fold5 |
Fold 1 Fold 2 Fold 3 Fold 4 Fold 5
Fold 1 Fold 2 Fold 3 Fold 4 Fold 5
_ > Finding Parameters
Fold 1 Fold 2 Fold 3 Fold 4 Fold 5
Fold 1 Fold 2 Fold 3 Fold 4 Fold 5
Fold 1 Fold 2 Fold 3 Fold 4 Fold5 | _/

Test data

Hinh 3.2. Minh hoa phuong phdp cross-validation
3.3. Tiéu chi danh gia

Cac ti€u chi sau dugc st dung cho viéc danh gid do hi€u qua-chinh xéc ctua

phuong phap dé xuat:

Condition positive (P): s6 miu tin cong trong bo dit licu.

Condition negative (N): s6 miu binh thuong trong bo dit lidu.

True positive (TP): s6 mau tan cong duoc phan loai ding 13 tin cong.

True negative (TN): s mau binh thudng dugc phan loai dung 14 binh thudng.

False positive (FP): s6 mau binh thuong bi gin nham nhén thanh tin cong.

False negative (FN): s6 mau tan cong bi gan nham nhan thanh binh thuong.
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C4c tiéu chi duoc st dung dé danh gid do chinh xac-hiéu qua ctia mé hinh

dugc xay dung nhu sau:

True positive rate (TPR) hay Sensitivity, Recall, Hit rate: Ty 1& s6 miu tin
cong duoc du dodn dung trén tong s6 cac mau thyc sy 13 tan cong. Tiéu chi
cho thay x4c suit phat hién tin cong cia mé hinh. Mot mé hinh c6 TPR cao
ddng nghia v6i viéc mé hinh b s6t it cac mau thuc sy 1 tan cong.

TPR_TP_ TP
P TP+FN

False positive rate (FPR) hay Fall-out: Ty 1¢ sé mau binh thuong dugc du doan
nham thanh tan cong trén tong s6 cac mau binh thudng. Tiéu chi cho thay xac
sudt bao dong sai ciia md hinh. Mot mé hinh c¢6 FPR thap déng nghia véi viée
mé hinh it khi bdo dong nham tan cong.

N FP+TN

Accuracy (ACC): Ty 1€ cac mau du doan dang trén téng cac mau dugc du
doan. ACC thé hién do hiéu qua cia mé hinh néi chung, tuy nhién khong dang
tin cdy trong cac bo dit liéu khong cin bang.

TP+TN TP+TN

ACC = N T TPT TN+ FP L FN

Precision hay positive predictive rate (PPV): Ty 1¢ s6 méu tin cong duoc dy
doan dung trén téng s6 cac diém duoc dy doéan 1a thn cong. PPV thé hién do
chinh x4c ctia mo6 hinh.

Fl-score: 1a trung binh cong diéu hoa (harmonic mean) ctia Precision va
Recall. F1-score cang cao thé hién b phéan 16p cang tdt.

Precision. Recall

F, =2 —
Precision + Recall

Area Under the Curve (AUC): Tiéu chi dya trén duong ROC dé danh gia do
hi€u qua ctia m6 hinh. Pac biét AUC thuong dugc dung trong cac bai toan

phan 16p nhi phan véi bo dir liéu khéng can bang.
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3.4. Két qua thuc nghiém va danh gia
Thue nghiém sir dung nén tang scikit-learn va tién hanh danh gia phuwong phap
v6i 4 thuat toan dya trén cay quyét dinh bao gdm:
- Decision Tree v6i Entropy
- Decision Tree véi Gini
- Random Forest vo1 Entropy

- Random Forest véi Gini
3.4.1. Péi véi bg di# liégu KDD99

> Bdng két qud cac thugt toan cay quyér dinh véi bé di lieu KDD99

Decision Tree | Decision Tree | Random Forest | Random Forest
(Entropy) (Gini) (Entropy) (Gini)

Accuracy (%) 99.98 99.98 99.99 99.99
Precision (%) 99.98 99.98 99.99 99.99
Recall (%) 99.99 99.99 99.99 99.99
F1-score (%) 99.99 99.99 99.99 99.99
AUC (%) 99.98 99.96 99.98 99.98
TPR (%) 99.93 99.93 99.97 99.98
FPR (%) 0.01 0.01 0.01 0.01

Nhin vao bang két qua trén, ching ta c6 thé thay thuat toan cay quyét dinh cho
két qua phan loai rat tot, gn nhu tuyét ddi & moi tiéu chi. Trong d6 thuat toan random
forest véi gini cho két qua tdt nhat. Nhu da dugc dé cap O trén, cac thudt toan cay
quyét dinh ludn c6 nguy co overfitting. Tuy nhién, phuong phap dé xuat da sir dung
cac phuong phap validation giup han ché overfitting dén t6i da, do vay c6 thé khang
dinh thuat toan cay quyét dinh c6 hiéu qua cao trén tap dit liéu KDD99.

Vé thoi gian thyc hién, cac thudt toan huin luyén khé nhanh. Két qua dugc mo

ta trong bang sau:



> Bdng két qud theéi gian theec hién véi bg di liéu KDD99
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Hinh 3.3. Purong ROC céc thudt todn dé xudt
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3.4.2. Péi véi bg dir ligu UNSW-NB15

> Bdng két qud céc thugt toan cay quyét dinh véi bg di ligu UNSW-

NB15
Decision Tree | Decision Tree | Random Forest | Random Forest
(Entropy) (Gini) (Entropy) (Gini)

Accuracy (%) 85.74 85.37 87.04 87.60
Precision (%) 92.21 93.14 96.62 95.48
Recall (%) 74.55 72.80 73.74 76.00
F1-score (%) 82.45 81.72 83.64 84.64
AUC (%) 84.71 84.21 85.82 86.53
TPR (%) 94.86 95.62 97.89 97.07
FPR (%) 25.45 27.20 26.26 24.0

Nhin vao bang két qua trén, chiing ta c6 thé thy thuat toan cay quyét dinh cho
két qua phan loai & mirc kha. Mic du c6 kha niang phat hién tin cong t6t, nhung ty 18
bao dong gia kha 16n. Thuat toan cho két qua tot nhit van 1a random forest véi gini.
Panh gia vé do hiéu qua cua thuat toan trén bo dir licu UNSW-NBI15 sé dugc trinh
bay & phan tiép theo.

V& thoi gian thyc hién, cac thuat toan huén luyén nhanh hon so véi bo dir liéu
KDD99 do ¢6 kich thuéc dir liéu dau vao nhé hon. Két qua dugc md ta trong bang

Sau:

> Badng két qud thei gian theec hién véi bg di lidu UNSW-NB15
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(Entropy)
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(Gini)

Random Forest
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55

Receiver Operating Characteristic

1.0+

0.8 4

0.6

0.4 4

0.2 1

0.0

» —— DT _Entropy ROC (area = 0.847)
-~ DT_Gini ROC (area = 0.842)
- —— RF_Entropy ROC (area = 0.858)
—— RF_Gini ROC (area = 0.865)

0.0

True label

T T
0.4 0.6 0.8

1-Specificity(False Positive Rate)

Hinh 3.5. Puong ROC céc thudt todn dé xudt

Confusion matrix (RF_Gini)

44002

Predicted label

1.0

40000

35000

30000

25000

- 20000

- 15000

- 10000

- 5000

Hinh 3.6. Confusion matrix cua thugt toan tot nhat (random forest véi gini)



56

3.4.3. Danh gia

Nhu vay, bang thyc nghiém cho thay thuat todn cy quyét dinh ¢ hi¢u qua tot
trén bo dir licu KDD99. Tuy nhién, do chinh xac cling nhu hi€u qua chi & mac kha
t6t d6i v6i bo dir lieu UNSW-NB15. Diéu nay co thé duogc giai thich nhu sau:

e B dit liéu KDD99 d3 15i thoi va khong con duoc khuyén nghi phan tich trong
viéc phat hién cac cude tan cong mang. Thuc té, ngay nay by dir li¢u nay da khong
con duge ting dung rong rii vao thuc tién an ninh mang va duoc khuyén céo thay thé
bang céc b dit liéu méi hon. Tuy nhién, KDD99 van con gia tri trong ¢éng tac nghién
curu va gido duc, do vay ludn van van tién hanh thuc nghiém trén b dir li¢u nay.

e UNSW-NBI15 duogc xay dung ttr nam 2015 nén da duoc bo sung nhiéu loai tan
cong mai so vai bo dir licu KDD99, do dé viéc ting dung hoc may trong phan tich,
phat hién tin cong 1a can thiét, va doi hoi nhimng thuat toan manh hon nita. V&i mot
thuat toan c6 dién nhu cdy quyét dinh, két qua thu dugc 1a kha tich cuc.

e Ty 1é s6 mau giita training set va testing set trong bo dit liéu UNSW-NB15
kha nho. Thong thudng, ty 18 ndy nim ¢ mirc 7:3 v6i cac bo dit liéu nho va 16n hon
d6i v6i cac bo dir liéu 16n. Ngay nay, testing set thong thudng chi ndm ¢ mic vai
nghin miu 1a di ¢é danh gia mot mo hinh. Ty 1€ train:test kha cao trong bo dit lidu
UNSW-NB15 1a mot nguyén nhan cho viéc do chinh xac khong cao. Piéu nay dé
dang duogc khic phuc bang viée ting sb lugng mau danh cho training set. Tuy nhién,
trong pham vi luan vin, toi sit dung nguyén ban cach chia ban dau cta bo dir liéu
UNSW-NB15

Nhu véy, thuat toan cdy quyét dinh néi riéng, hay hoc may noi chung c6 kha
nang phat hién tan cong kha tét khi thuc nghiém voi bo dir liéu ndi tiéng KDD99 va
UNSW-NBI15. Diéu nay cho thay tinh kha thi va htra hen vé viéc 4p dung rong rai
c4c md hinh IDS duya trén hanh vi va hoc may nham phat hién cac cudc tan cong
mang.

Bén canh do, két qua thuc nghi€ém con cho théy va khéng dinh, thuat toan
random forest noi riéng hay cac thuit toan tip hop néi chung thuong cho két qua tbt

hon 1a cac mo hinh riéng Ié.
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KET LUAN VA KIEN NGHI

Cach mang 4.0 di kéo theo sy phét trién cua céc thiét bi mang, thiét bj cam
bién. Nhung su phét trién caa céng nghé qua nhanh ma khong c6 sy quan tim dén
van dé bao mat khién nhitng thiét bi nay tro thanh muc tiéu dé dang cho céc hinh thuc
tan cong mang. Va nhung hau qua cua Vviéc tan céng co thé tro nén rat Ion néu thiét
bi tin cdng c6 chira théng tin nhay cam. Do d6 viéc xay dung maot bién phéap bao veé
cac thiét bi mang Ia rat can thiét. M6 hinh nay phai dé van dung ké ca trén cac thiét

bi ¢6 dung luwong nho nhu thiét bi 10T.

Trong luan van di dé xuat mo hinh dé tién hanh du doan cac hanh vi tan cong
mang dua trén luu lwong bang cac thuat toan machine learning, cu thé 1a decision

tree. Luan vin di dat duoc mot sé két qua nhu sau:

+ Nghién ctru vé bai toan phat hién hanh vi tin céng dua trén luu luong mang.

+ Dé xuat md hinh du doan hanh vi tin céng dua trén thuat todn hoc may
(decision tree) va xay dung dugc mé hinh hoc may thanh cong.

+ Tién hanh nghién ctu bo di lidu vé luu lwgng mang kdd99 va unsw-nb15.

+ So sanh dugc ty 18 phat hién cua cac thuat toan cay quyét dinh.

Phuong huéng nghién ctu tiép theo cua luan vin:

+ Xay dyng md hinh bang ngén ngit nhiing nhu C.

+ Tich hop duoc md hinh vao cac thiét bi mang nho va vira, dac biét 1a thiét bi
I0T.

+ Giam sét, thu thap dir liéu dit liéu dé tiép tuc hoan thién md hinh.
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