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LOI CAM DOAN
To61 cam doan day la cong trinh nghién ctru cta riéng td6i. NOi dung cta luan
van c6 tham khdo va str dung céc tai li€u, thong tin dugc dang tai trén nhirng tap chi
khoa hoc va céac trang web duoc liét ké trong danh muc tai li€u tham khao. TAt ca céc

tai liéu tham khao déu cé xuat xi 16 rang va duoc trich dan hop phap.

To1 xin hoan toan chiu trach nhi€ém va chiu moi hinh thirc ky luat theo quy

dinh cho 161 cam doan ctiia minh.
Ha noi, ngay ... thang ... nam 2020
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MO DAU
1. Tinh cap thiét cia dé tai

Céc nguy co mat an toan thong tin trén thé gidi néi chung va Viét Nam noi
riéng lién tuc ra ting va phat trién vé ca sb luong cling nhu mtc d6 nguy hiém cua
cac cudc tAn cong. Theo ghi nhan ciia mot sb cong ty bao mat trén thé gidi, trong vai
nam tr¢ lai day Viét Nam ludn duogce coi la diém noéng cia ma doc va cac cudc tan
cdng website trai phép. Hang loat cac cudc tan cong website dién ra véi quy mé 16n
vao cac website ciia cac doanh nghiép, t6 chtrc chinh phu... d3 gdy mat an toan thong
tin va anh hudng nghiém trong dén uy tin va doanh nghiép, t6 chirc chinh phii. Hién
nay, cac co quan nha nudc, cac to chirc chinh phu da va dang c6 nhiéu bién phap tich
cuc trong viéc phong chong va phat hién tin cong website. Rat nhiéu bién phap da
dugc ung dung va trién khai trong thuc té. Tuy nhién, cac k¥ thuat tan cong website
ngay cang duoc bién doi tinh vi va phc tap, dic biét 13 cac truy cap thé hién cac hanh
vi bat thuong ciia ngudi dung website rat dé dang dé vuot qua dugc sy giam sat cta
cac san pham an toan web.

Website cua Truong Pai hoc Cong nghé Giao thong van tai duoc sir dung cho
phép nhiéu user bao gdm ca sinh vién, gidng vién va can bd cong nhan vién chuc sir
dung dé 1am viéc va tra ctru thong tin. Hang ngdy c6 hang trim nghin giao dich, cta
nguoi ding truy cap vao website cia trudng nham khai thac va thuc hién muc dich
ctia minh. Trong s cac truy cip nay da co nhiéu truy cap bat thuong nguoi ciia nguoi
ding web dugc ghi nhan, gdy mat an toan thong tin va uy tin ctia nha trudng. Chinh
vi vy, vin dé phat hién va ngin chin cac truy nhap bat thuong cia ngudi ding web
1én Website cia Truong Pai hoc Cong nghé Giao thong van tai dang rat dugc quan
tam hién nay. Tur nhitng 1y do trén, hoc vién voi sy giup d& cia TS. D6 Xuan Cho
lwa chon dé tai: “Phuong phap phat hién tin cong web tmg dung k¥ thuat phan tich

hanh vi”.
2. Tong quan van dé can nghién ctru

Hién nay viéc ting trudng va phat trién nhanh chéng cua Internet dan dén nhu



cu bao mat va dam bao an toan thong tin dang duoc cac doanh nghiép ngdy cang

chu trong.

Theo Béao cao an ninh website Q3/2018 cua CyStack [15], trong quy 3 nam
2018 trén thé gii da co 129.722 website bi tin tic tin céng va chiém quyén diéu
khién. Nhu vy, cir moi phut trdi qua lai co6 mot website bi tin tic kiém soat. Béng
viéc chiém quyén diéu khién website tin tic c6 thé giy ra rat nhiéu van dé ric rdi cho
cac chua website: danh ca"lp dir liéu, cai dat ma ddc, pha hoai website, tao trang Itra ddo
(phishing), tong tién...Theo thong ké, Viét Nam dtng thir 19 (chiém 0.9%) trong sd
cac quoc gia co website bi tin tic tin cong. Cu thé trong quy 3 nam 2018 di c¢6 1.183
website cua Viét Nam bi tin tic tin cong va kiém soat. Cac website gi6i1 thi€u san
phém va dich vu cia Doanh nghiép la ddi tuong bi tin tac tan cong nhiéu nhat, chiém
téd1 71,51%. Vi tri tht hai la cac website Thuong mai dién tu chiém 13,86%. Cac
website ¢6 tén mién .gov.vn cta chinh phu chiém 1.9% trong danh sach voi tong sb
23 website b tan cong.

Ngoai viéc sir dung cac phuong phap phong chong tin cong truyén théng, xu
hudng hién nay la xtr dung tri tu¢ nhan tao, hoc may dé ap dung trong linh vyc an
toan thong tin dé phat hién nhanh chong va ting do chinh xac. C6 2 hudng tiép can
chinh 13 dya vao dau hiéu va hanh vi dé phat hién tan cong web néi chung va hanh vi
bat thuong ngudi ding web noi riéng. Mdi phuong phap déu c6 nhitng wu diém va
nhuge diém nhét dinh. Trong luan vin, tac gia s& di siu vao viéc nghién ctu vé
phuong phap phat hién hanh vi bat thuong nguoi ding web dua trén k¥ thuat phan
tich hanh vi. Pé luan vin dat dugc nhitng két qua trén, can nghién ctru va 1am rd cac
ndi dung:

- Tim hiéu mét sd 15 hong, diém yéu va cac cudc tin cong 1én web tmg dung;

- Nghién ctru va tim hiéu vé mot s6 phuwong phép va cong nghé phat hién tin cong
web Ung dung;

- Nghién ctru phuong phap phat hién tin cong web bang k¥ thuat phan tich hanh

vi trén co s¢ thuat toan hoc may va hanh vi ngudi dung.
3. Muc dich nghién ctru
«  Tim hiéu vé thut toan phan loai hoc may;

« Tim hiéu v& hanh vi bat thuong ngudi dung web;



«  Nghién ctru phwong phap phan loai hanh vi bat thudng ciia ngudi dung web
dua trén céc thuat toan hoc may.
4. Pbi twong va pham vi nghién ciru
«  Ddi twong nghién ctiru: Dit liéu Truy cip web, dit liéu truy cap web tng dung
cua truong Pai hoc Cong nghé Giao thong van tai.
«  Pham vi nghién ctru: Hé thong website va phuong phap phat hién hanh vi cia
nguoi dung web.
5. Phuong phap nghién ctru
Dua trén céc thuat toan hoc may c6 giam sat tur d6 phan loai nguoi dung va
xac dinh nguoi ding bat thuong.
Céu triic ndi dung luan vin gém 3 chuong véi cac ndi dung nhu sau:
Chuwong 1: Nguy co mat an toan thong tin web va bién phap phong chong
Noi dung chuong 1 cta luin van s& trinh bay vé mot sé k¥ thuat tn cong
website bao gom: mot sé phuong phéap tin cong, cac cong cu hd trg tin cong... Bén
canh do, trong chuong 1 luan vin sé trinh bay mot s6 phuong phap va cong cu phong
chdng tin cong web.
Chuwong 2: Phwong phap phat hién tin cong trén web dwa trén ky thuit phan
tich hanh vi
Noi dung chuong 2 ciia luan vin s& nghién ciru vé mot s phwong phap phat
hién tan céng web bao gdm k¥ thuat phat hién va cac cong cu ma ngudén mo hd tro
phat hién tdn cong web. Ngoai ra, trong churong 2 sé& trinh bay vé phuong phap phat
hién tin cong web dua trén k¥ thudt phéan tich hanh vi.
Chwong 3: Thuc nghiém va danh gia

No6i dung chuong 3 ctia luan van s€ thuc hi¢n thuc nghiém phat hi¢n tan cong
web dua trén k¥ thuat phan tich hanh vi trén co s¢ thuat toan va hanh vi da dugc lya

chon va phéan tich ¢ chuong 2

Két luin.



CHUONG 1: NGUY CO MAT AN TOAN THONG TIN WEB
VA BIEN PHAP PHONG CHONG

Tém tdit chwong: Chuong 1 cta ludn van trinh bay vé& mét s6 k thuit tin cong website
bao gom: mot sb phuong phap tin cong, cac cong cu hd trg tin cong... Bén canh do,
trong chuong 1 luan vin s& trinh bay mot sb phuwong phap va céng cu phong chong

tan cong web.
1.1. Top 10 13 hong bao mat rng dung web theo OWASP

Ngay nay nguy co mét an toan thong tin ngdy cang xay ra nhiéu va dan dén
cac hau qua nghiém trong ma ngudi quan tri website khong thé ludong trude dugc.
Pic biét 1a ddi véi cac cudce tan cong web ngay cang tinh vi va kho luong. Chinh vi
vdy, trong muyc nay luan vin s& khao sat cac phuong thirc tin cong 16 hong bao mat
Website dua trén khuyén nghi cia OWASP (The Open Web Application Security

Project- du 4n mé vé bao mat Gmg dung Web) [12].
1.1.1. SQL injection

SQL injection 1a mot ki thuat cho phép nhiing ké tan cong loi dung 15 hong
trong viéc kiém tra dit liéu nhap trong cac (mg dung web va cac théng bao 15i cuia hé
quan tri co s dir lidu dé "tiém vao" (inject) va thi hanh céc cau 1énh SQL bat hop
phap (khdng dugc nguoi phat trién Gng dung ludng trudc). Hau qua cia no rat tai hai
vi n6 cho phép nhiing ké tan cong cod thé thuc hién céc thao tac x0a, hiéu chinh,... do
c6 toan quyén trén co s& dit liéu cua ing dung, tham chi 13 server ma tng dung d6
dang chay. L3i nay thudng xay ra trén cc ing dung web c6 dit liéu duge quan li bang
cac hé quan tri co s¢ dit 1iéu nhu SQL Server, MySQL, Oracle, DB2, Sysbase. Co6 4

dang tan cong kiéu SQL injection sau:
- Vuot qua kiém tra lic dang nhap;
- St dung cau 1énh SELECT;

- Str dung cau Iénh INSERT;



- Str dung cac Stored-Procedures.
1.1.2. Broken Authentication And Session Management

Piy 1a kiéu tan coéng 16i x4c thuc va quan ly phién lam viéc (Broken
Authentication And Session Management), bao gdm nhiing doan churong trinh kiém
tra danh tinh va quan 1y phién lam viéc cua ngojo1 st dung thuong hay dugc lam qua
loa khong dung cach. Pidu nay gitp ké tham nhap c6 thé dn cip mat ma, khoa, ma
clia cac phién lam viéc {session token} hodc tan dung nhiing 16i khac dé gia mao

danh tinh cac ngudi dung khac.

Quan Iy x4c thuc va phién bao gdm tét ca cac khia canh xir Iy x4c thuc va quan
1y phién lam viéc. Xac thyc 1a mot khia canh quan trong ctia qua trinh nay, nhung
ngay ca cac co ché xac thuc vimg chic ciing c6 thé bi suy yéu do chirc ning quan ly
¢6 khe hd, bao gom thay d6i mat khau, ghi nhé mat khau, thay doi tai khoan va nhiéu
chtrc ning khac. Vi cac cudc tin cong co thé xay ra voi nhiéu tmg dung web nén chirc
nang quan 1y tai khoan yéu cau xac thyc lai ngay ca khi nguoi sir dung c6 phién lam
viéc hop 16. Mot phuong phap xéac thue manh mé hon 1 sir dung phan mém va phan

clmg tuy nhién phuong phap nay rat tén kém.

Céc ng dung web thudng phai thiét 1ap phién dé theo ddi cac ludng yéu cau
tr ngudi dung, giao thie HTTP khong hd tro kha ning nay vi vay cac ung dung web
phai tu tao ra nd. Thong thuong méi trojdong ng dung web cung cap kha ning phién
nhung nhiéu nha phat trién thich tu ho tao ra mdt thé phién cua riéng ho. Tuy nhién,
churc nang ung dung lién quan dén quan 1y xéac thyc va phién lam viéc thuong thuc
hién mot cach chinh xac, diéu nay cho phép ké tan cong léy dugc mat khau, khoa, thé

phién hoic khai thac 156 hong dé thue hién cac gia mao danh tinh nguoi dung.
1.1.3. Cross Site Scripting (XSS)
Kiéu tin cong thuc thi ma script xdu Cross-Site Scripting (XSS) 1a mot trong

nhitng ki thuat tAn cong pho bién nhét hién nay, dong thoi né ciing 1a mot trong nhing

van dé bao mat quan trong do1 vdi cac nha phat trién web va ca nhiing nguoi sir dung



web. Bét ki mot website nao cho phép ngudi st dung ding thong tin ma khong c6 sy

kiém tra chdt ché cac doan ma nguy hi€ém thi déu c6 thé tiém an cac 101 XSS.

Cross-Site Scripting hay con duogc goi tit 1a XSS (thay vi goi tit 1a CSS dé
tranh nham 13n v6i CSS-Cascading Style Sheet cia HTML) 1a mot ki thuat tin cong
bang cach chén vao cac website dong (ASP, PHP, CGL, JSP ...) nhitng th¢ HTML hay
nhirng doan mi script nguy hiém c6 thé gay nguy hai cho nhirng nguoi st dung khac.
Trong d6, nhitng doan ma nguy hiém dugc chén vao hau hét dugc viét bang cac
Client-Site Script nhu JavaScript, JScript, DHTML va ciing c6 thé 13 ca cac thé
HTML. Ki thuét tdn cong XSS da nhanh chéng trd thanh mot trong nhing 151 phd
bién nhét ctia Web Applications va mbi de doa ctia chung d6i véi ngudi str dung ngay

cang 16n.
1.1.4. Insecure Direct Object References

Kiéu tan cong ddi twong tham chiéu truc tiép khong an toan (Insecure Direct
Object References), xay ra khi ngudi phét trién dé 16 mot tham chiéu dén nhiing ddi
tugng trong hé théng nhu cac tap tin, thu muc hay chia khéa dir liéu. Néu chung ta
khong c6 mot hé thong kiém tra truy cap, ké tin cong c6 thé loi dung nhirng tham
chiéu nay dé truy cap dir liéu mot cach trai phép.

Viéc phan quyén yéu cho phép ngudi dung cé thé truy cap dir liéu cua nguoi
khac. Hacker c6 thé x4c dinh dugc cau triic truy van giri dén server va c6 thé nhanh
chéng thu nhép di liéu nhu Credit Card, ma khach hang, théng tin ca nhan.

1.1.5. Security Misconfiguration

Kiéu tin cong sai sot trong cau hinh bao mat (Security Misconfiguration), nhu
1a mot co ché an ninh tét can phai dinh nghia nhitng hiéu chinh vé an ninh va trién
khai n6 cho céc img dung, may chu irng dung, may chi web, may chu dir li€u va céc
mg dung nén tang.

Tét ca nhitng thiét 1ap nén dugc dinh nghia, thuc hién va bao tri boi vi rat nhiéu



hé théng khong duoc trién khai v6i thiét l1ap an toan mac dinh. Cac hiéu chinh ciling

bao gdm cap nhat phan mém va nhing thu vién dugc st dung bai tng dung.
1.1.6. Sensitive Data Exposure

Kiéu tin cong phoi bay cac dir liéu nhay cam (Sensitive Data Exposure), bao
gdém nhiéu tng dung web khong bao vé dir liéu nhay cam nhoj thé tin dung, mi sb
thué va nhimg ma xac thue bi mat bang cac phojong thirc mé hoa hay bam (hashing).
Ké tan cong co thé n cap hay thay d6i nhitng dir liéu nhay cam nay va tién hanh hanh

vi trom cap, gian 1an thé tin dung, v.v...
1.1.7. Missing Function Level Access Control

Kiéu tdn cong thiéu chirc ning diéu khién truy cap (Missing Function Level
Access Control) bao gdm gan nhu tit ca cac tng dung web kiém tra quyén truy cap
cap do chirc ning trudc khi thyc hién chic ning ma c6 thé nhin thiy trong giao dién
ngojoi ding. Tuy nhién, cic tmg dung can phai thyc hién kiém tra kiém soat truy cap
twong tu trén mdy chi khi mdi chirc ning dojoc truy cip. Néu yéu cau khong duoc

xéac nhan, ké tn cong sé& co thé gia mao yéu cu dé truy cép vao chirc ning trai phép.
1.1.8. Cross-Site Request Forgery (CSRF)

Kiéu tin cong gia mao yéu cau (CSRF) 13 kiéu tin cong nay ép budc trinh
duyét web ctia mot nguoi dung da dang nhap giri nhitng yéu cau cac HTTP gia bao
gdm cookie cta phién truy cap va nhitng thong tin ty dong khic bao gdm thong tin
dang nhip dén mot tng dung web. Diéu nay, cho phép ké tin cong budc trinh duyét
web tao ra nhimg yéu cau dén ung dung web ma tmg dung khong thé biét day la

nhirng yéu ciu gia mao cua ké tin cong.
1.1.9. Using Components with Known Vulnerabilities

Kiéu tin cong str dung thanh phan da ton tai 16 hong (Using Components with
Known Vulnerabilities) bao gdm cac 16 hong co thé cé trong cac thanh phan (thanh

phan phat trién tng dung) nhu cac thu vién, cac framework, va mod-dun phan mém



khac. Céc thanh phan nay gan nhu luén ludn chay v6i quyén cao nhét trong hé thong.

Vi vay, néu bi khai thac, cac thanh phan ndy c6 thé giy mat dir liéu nghiém trong,

Céc ung dung st dung cac thanh phan ton tai 16 hong c6 thé 1am suy yéu phong

thu cua hé théng, cho phép mot loat cac cudc tAn cong va anh hudng dén hé théng.
1.1.10. Unvalidated Redirects and Forwards

Kiéu tan cong chuyén hudng va chuyén tiép thiéu kiém tra (Unvalidated
Redirects and Forwards) 1a kiéu tin cong tng dung web thudng chuyén hudng,
chuyén tiép nguoi dung dén nhiing trang web, website khac va sir dung nhiing thong
tin thiéu tin cdy dé xac dinh trang dich dén. Néu khong duoc kiém tra mot cach can
than, ké tdn cong co thé loi dung dé chuyén hudng nan nhan dén cac trang web lira
dao hay trang web chira phadn mém doc hai, hodc chuyén tiép dé truy cap cic trang
trai phép.

1.2. Phwong phap phong chong tin cong trén web
1.2.1. Cdc phwong phdp phong chéng tin cong web phé bién
% Phwong phap phong chéng tin cong SQL injection

SQL Injection attack [13] gay ra nhiéu tac hai tiy thudc vao mdi truong va
cach cAu hinh hé thong. Néu tng dung sir dung quyén dbo (quyén ctia ngudi sé hitu
CSDL - owner) khi thao tac dit liéu, né co thé x6a toan bd cac bang dir li€u, tao cac
bang dit liéu méi,... Néu ung dung st dung quyén sa (quyén quan tri hé thdng), né
c6 thé diéu khién toan bo hé quan tri CSDL va véi quyén han rdng l6n nhu vay né co

thé tao ra cac tai khoan nguoi dung bat hop phap dé diéu khién hé thong cua ban.

Dé phong tranh c4c nguy co ¢ thé xdy ra, can bao vé cac cau truy vin SQL 1a
béng cach kiém soat chit ché tit ca cac dit liéu nhdp nhan dugc tu doi tuong Request
(Request, Request.QueryString, Request.Form, Request.Cookies,  and

Request.ServerVariables).



Trong trudng hop dit liéu nhip vao 1a chudi, 16i xuat phat tir viéc c6 ddu nhay
don trong dir liéu. Pé tranh diéu nay, thay thé cac du nhay don bang ham Replace
dé thay thé bang 2 diu nhay don:

p_strUsername = Replace(Request.Form("txtUsername"), "', ") p_strPassword =

Replace(Request.Form(*txtPassword"), ", """

Trong trudng hop dir liéu nhap vao 1a sd, 151 xudt phat tir viéc thay thé mot gia
tri duoc tién doan 1a dir liéu s6 bang chudi chtra cau 1énh SQL bét hop phap. Dé tranh

diéu nay, don gian hay kiém tra dit lidu c6 dung kiéu hay khong:
p_IngID = CLng(Request("1D"))

Nhu vay, néu ngudi ding truyén vao mot chudi, ham nay s& tra vé 16i ngay 1ap

tic.

Ngoai ra dé tranh cac nguy co tir SQL Injection attack, nén chu ¥ loai bo bat
ki thong tin ki thuat nao chira trong thong diép chuyén xudng cho nguoi dung khi tng
dung c6 16i. Cac thong bao 131 thong thuong tiét 16 cac chi tiét ki thuat c6 thé cho
phép ké tin cong biét duoc diém yéu cia hé théng. Cudi cung, dé giéi han mirc do
ctia SQL Injection attack, nén kiém soat chat ché va giéi han quyén xt li dir liéu dén
tai khoan nguoi dung ma trng dung web dang st dung. Céac ing dung thong thuong
nén tranh dung dén cic quyén nhu dbo hay sa. Quyén cang bi han ché, thiét hai cang

7z,

It.
% Phwong phap phong chéng tian cong Cross Site Scripting (XSS)

T4n cong XSS [13] duoc coi 1a mét trong nhitng loai nguy hiém va rui ro nhét,
nén can chuan bi cac phuong phap ngan ngira. XSS 14 cudc tan cong phd vi vy co

nhiéu cach dé ngan chin nod.
Céc phuong phap phong ngira chinh duge sir dung phd bién bao gom:
« Data validation

« Filtering
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» Escaping

Budc dau tién trong cong tac phong chdng tan cong nay 1a xac thuc dau vao.
Moi thir, dugc nhap boi nguoi dung phai dugce xac thuc chinh xac, boi vi dau vao cla
ngudi dung co thé tim duong dén dau ra. Xac thuc dir lidu ¢ thé duge dat tén lam co
s& dé dam bao tinh bao mat cua hé thong. Xac thuc khong cho phép dau vao khong
phu hop. Vi vy né chi gitp giam thiéu rai ro, nhung c6 thé khéng du dé ngin chin

16 hong XSS c6 thé xay ra.

Mot phuong phap ngin chin tét khac 13 loc dau vao ctia ngudi dung bang cach
tim kiém céc tir khoa nguy hiém trong muc nhap ctia nguoi ding va xéa chung hoic
thay thé ching bang cac chudi trong. Nhitng tir khoa d6 c6 thé 1a: thé <script> </
script>; 1énh Javascript; danh ddu HTML.

Loc dau vao 1a phuong phap don gian dé thuc hién. N6 c6 thé duge thue hién
theo nhiéu cach khac nhau. Nhu: bdi cac developers da viét ma phia server; thu vién
ngon ngtr 14p trinh thich hop dang dugc str dung.

Mot phuong phap phong ngira khac co thé 1a ky tu Escape. Trong truong hop
nay, cac ky tu thich hop dang duoc thay d6i bang cac ma dic biét.

Vi du: <ky tu Escape nhu & # 60.
% Phwong phap phong chéng tin cong Cross-Site Request Forgery (CSRF)

Duya trén nguyén tic cia CSRF [13] "lira trinh duyét cia nguoi dung (hoic
nguoi dung) gui cac cau 1énh HTTP", céc ki thudt phong tranh s€ tap trung vao vi¢e
tim céach phan biét va han ché céc cau lénh g1d mao.

Phia user: dé phong tranh trg thanh nan nhan cua cac cudc tin cong CSRF,
nguoi dung internet nén thyc hién mot s6 luu y sau:

« NEén thoat khoi cac website quan trong: tai khoan ngan hang, thanh toan truc
tuyén, cac mang xa hoi, gmail, yahoo... khi da thyc hi¢n xong giao dich hay

cac cong viéc can lam. (Check - email, checkin...)
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« Khong nén click vao cac duong dan ma ban nhian duoc qua email, qua
facebook... Khi ban dua chudt qua 1 dudng dan, phia dudi bén trai cia trinh
duyét thuong co dia chi website dich, ban nén luu ¥ dé dén dung trang minh
mudn.

« Khéng luu cac thong tin vé mat khu tai trinh duyét cia minh (khong nén
chon cac phuong thirc "dang nhap 1an sau", "luu mat khau"...

o Trong qua trinh thuc hién giao dich hay vao cac website quan trong khong

nén vao cac website khac, co thé chtra cac ma khai thac cua ké tan cong.

Phia server: c6 nhiéu 10i khuyén céo duoc dua ra, tuy nhién cho dén nay van chua

c6 bién phap nao co thé phong chong triét dé CSRF. Sau day 1a mot vai ki thuat str dung.

Lya chon viéc su dung GET VA POST: st dung GET va POST dung cach.
Dung GET néu thao tac 1a truy van dir liéu. Dung POST néu céc thao tic tao ra sy
thay doi hé thong (theo khuyén cdo ctia W3C t6 chtrc tao ra chuan http) Néu tng dung
ctia ban theo chuan RESTful, ban c6 thé dung thém cac HTTP verbs, nhu PATCH,
PUT hay DELETE.

Sir dung captcha, cdc théng bdo xdc nhdn: captcha duoc sit dung dé nhan biét
d6i twong dang thao tic v6i hé théng 1a con ngudi hay khdng? Cac thao tac quan
trong nhu "dang nhap" hay 1a "chuyén khoan","thanh toan" thuong 13 hay str dung
captcha. Tuy nhién, viéc sir dung captcha c6 thé gay kho khin cho mét vai ddi tuong
nguoi dung va lam ho khoé chiu. Cac thong bdo xac nhan cling thuong dugce sir dung,
vi du nhu viéc hién thi mot thong bdo xac nhéan "ban c6 mudn x6a hay k" cling lam
han ché cac ki thuat Ca hai cach trén van c6 thé bi vuot qua néu ké tin cong c6 mot

kich ban hoan hao va két hop véi 16i XSS.

St dung token: tao ra mot token tuong ung véi moi form, token nay sé 1a duy
nhat ddi véi mdi form va thuong thi ham tao ra token nay s& nhan dbi s6 1a"SESSION"
hodc dugc luu thong tin trong SESSION. Khi nhan 1énh HTTP POST vé, hé théng S€
thue hién so khép gia tri token nay dé quyét dinh c6 thuc hién hay khong. Mic dinh

trong Rails, khi tao ung dung méi:
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class ApplicationController < ActionController::Base
protect_from_forgery with: :exception
end

Khi d6 tit ca cac form va Ajax request dugc tu dong thém sercurity token
generate boi Rails. Néu security token khong khdp, exception s& duge ném ra.
Sir dung cookie riéng biét cho trang qudn tri: Mot cookie khong thé dung

chung cho cac domain khac nhau,chinh vi vay viéc sir dung "admin.site.com™ thay vi

st dung "site.com/admin" la an toan hon.

Kiém tra REFERRER: Kiém tra xem cac cdu lénh giri dén hé thdng xuat phat
tor dau. Mot g dung web c6 thé han ché chi thuc hién cac 1énh http gt dén tir cac
trang di duoc chimg thuc. Tuy nhién cach lam nay c6 nhiéu han ché va khong that

su hiéu qua.

Kiém tra IP: mdt sd hé thong quan trong chi cho truy cap tir nhitng IP duogc

thiét 1ap san.
1.2.2. Mpt sé6 phwong phdp ning cao bio mdt hé thong mdy chii website
% Cap nhat cac phién ban cho website thuong xuyén

Hacker ngay cang tinh vi, khong c6 gi c¢6 thé bao dam chic chan rang hacker
khong thé vuot qua tuong rao bao mat dé xdm nhap vao website cia chung ta. Dé
nang cao kha nang bao v€ cho cac dir liéu website thi viéc cap nhat phién ban méi

cho website thuong xuyén 1a yéu t6 bat budc ctia cac nha quan tri web [16].

Hiéu don gian rang website ctia ban dang dugc bao mat an toan trong phién
ban cii, nhung do chi 1a trudc khi hacker tim ra dugc cach vuot qua tudng bao mat.
Pén khi ho tim ra duge 16 héng bao mat ma website ctia ban van chua cap nhat phién
ban m&i thi di nhién hacker s& dé dang vuot qua 16p bao mat dé tiép can dit liéu web.
Thé nhung néu luc d6 ban da cap nhat phién ban mai thi phién ban cili tin tic s& khdng
thé lam dung duoc nita. Chinh vi vy, cip nhat phién ban thuong xuyén chinh 1a cong

viéc quan trong nhét giit cho website ciia ban tranh khoi nguy co bi danh cap dir liéu.


http://admin.site.com/
http://site.com/admin
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** Quét virut va sao lwu (back up) dir li€u thwong xuyén
Ciing gidng nhu viéc cap nhat phién ban méi viée quét virut dé bao dam an

toan website 1 mot cong viée can thiét va thuong xuyén. Quét virut gitp trang web ctia

ban nhanh chong phat hién va loai bo nhitng ma doc c6 nguy co lam thong tin bi ro ri.

Bén canh do, viéc sao luu dir liéu thuong xuyén khong nhiing giup dir li€u
duoc Iuu trir an toan ma con giap cho cac hacker kho khan trong viéc truy cap vao
chung. Cac cong viéc nay khong qua kho khin ma lai khong tén thoi gian, nhung co
thé vi thé ma cac nha quan tri mang van thuong cha quan va bé qua chiing. Hay xem
xét va cap nhat chung nhanh nhat c¢6 thé dé dam bao an toan cho website ciia doanh

nghiép ban.
< Bao mit website bang SSL

Mot hinh thirc bao mat bang cach mi hoa céac luu lugng truy cap twong tic
gitra trinh duyét website va may chu, sau dé quan ly ching an toan, dugc goi la bao
mat SSL (secure Sokets Layer) [18]. Tinh ning nay gitip hd tro website nhay cam
hon véi cac luot vi pham bao mat. Chung gdp phan ngin chin bén thi ba xAm nhap

vao cac thong tin ca nhan nhu: thé tin dung, tai khoan tai chinh, mat khau truy cap...

Vi vay, khi kich hoat website hiy suy nghi dén viéc cai dat cho ching thém

mot 16p bao mat béng SSL dé dam bao an toan cho website cta ban.
< Twong lira ing dung web (WAF) — giai phap bao mat trong hé thong

Tuong Itra ung dung web (WAF — Web Application Firewall) 1a mot giai phéap
nham gitp website tranh khoi cac 16 hong bao mat. N6 duoc thiét ké dudi dang phan
cling cai dat trén may chu cung cip cac mo hinh theo doi thong tin dugc truyén dudi
giao thic HTTP/HTPPS [16].

WAF c6 kha ndng tu dong hoa tiéu diét virut, phan tich va canh b4do nha quan
tri web nhirng nguy co 16 héng bi xdm nhép, phong chdng cac mi doc va cic cude

tan cong k¥ thuat khac. Nho dé chung bao vé toan di¢n trung tam dir 1i€u, cac két ndi


https://www.ssl.com/
https://www.cloudflare.com/learning/ddos/glossary/web-application-firewall-waf/
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10T dén dam mAay va hé théng chdng thit thoat dir liéu gitp cong ty, doanh ngiép bao

dam an toan cac thong tin nhay cam ra bén ngoai. Pay 1a mot phan khong thé thiéu
trong hé thong bao mat website cua doanh nghiép kinh doanh.
% Sir dung triét dé cac Plugin hd trg bao mat website

Khi ban muén tich hgp mot s6 phin mém bao mat cho website nhung chung
lai khong twong thich véi phién ban ban dang str dung thi plugin hé tro 1a mot giai
phép linh hoat. Twong tu nhu vay, sit dung Plugin hd tro bdo mat website chinh Ia

mot cach bao mat thong minh [16].

Tuy nhién, d6 c6 gia tri bao mat cao thi lai khong bao gio mién phi. Ngoai mot
s6 Plugin do nha cung cp mién phi thi ban s& phai tra mot khoan phi dé c6 thé sir
hiru nhitng Plugin bao mat nay. Di nhién s6 tién bo ra nay khong 14 gi so véi viée
thiét hai do that thodt dit liéu tir website.

% Gi6i han IP truy cip va giéi han phin quyén ding nhap

Gi6i han quyén truy cap va cac IP truy cip vao website 1a mot su phong bi
thong minh [16]. Khi mot website ¢6 qua nhiéu quan tri vién, hacker sé theo di va
tién hanh hack mot tai khoan cia quan tri vién c6 bao mat kém an toan. Liic ndy néu
nhu website c6 kha ning bao mat kém thi viéc lay di nhitng théng tin quy gia rat dé
xay ra. Trong trudng hop bi choi xau, hacker s& 1am cho website dang hoat dong rat
t6t trd nén vi pham diéu khoan Google. Va tat nhién khi bot Google quét ra vi pham

diéu khodn thi trang web ndy sé& vinh vién bién mat.

Két luan chwong 1

Trong chuong 1, luan vin d3 khao sat vé cac nguy co mat an toan thong tin
Website ciing nhu tim hiéu vé ki thuat tdn cong vao cac 16 hong phd bién hién nay
(Top 10 OWAPS). Tir @6 dua ra mot sé6 phwong phap phong chéng tan cong khi xay
dung Website.
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Vén d& phat hién sém céac cudc tin cong Website dé ¢ cac bién phap phong
ngira hiru hiéu dong mot vai trd hét stc quan trong. Chuong tiép theo, luin vin sé
nghién ctru cac phuong phap phat hién tin cong trén Website dua trén ki thuat phan

tich hanh vi.
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CHUONG 2: PHUONG PHAP PHAT HIEN TAN CONG
TREN WEB DUA TREN KY THUAT PHAN TiCH HANH VI

Tém tdt chirong: Trong chuong 2, ludn vin s& nghién ctru vé mot sd phuwong phap
phat hién tin cong web bao gom k¥ thuat phat hién va cic cong cu mi ngudén mo hd
trg phat hién tin cong web. Ngoai ra, trong chuong 2 s& trinh bay vé phwong phap
phat hién tin cong web duya trén ky thuat phan tich hanh vi. Theo d6, ky thuat phan
tich hanh vi dé phat hién tin cong web bao gém cac quy trinh: Nghién ctru va trich
xuat hanh vi bat thuong tir bo dir liéu vé tan cong web (bd dit liéu CSIC 2010), lya
chon va tmg dung thuat toan hoc may nham phan loai hanh vi tn cong va hanh vi
binh thudng 1€n web (trong luan van nay, hoc vién s€ st dung mot s6 thuat toan hoc

may c6 giam sat nhu: SVM, Random forest, Decision Tree).
2.1. Gi6i thiéu vé phwong phap phat hién tin cong web
2.1.1. Mgt sé6 phwong phdp phdt hién tin cong web

Thong thudng c6 hai phuong phép tiép can phat hién tan cong web 1a sir dung

k¥ thuat phat hi¢n dang tinh va ky thuat phat hién dang dong.

K§ thuat phat hién tn cong
tng dung web

|
7 Sy

K¥ thuat phat hién dang Ky thuat phat hién dang
tinh dong
(Log-base detction) (Real-time detection)

I
/ !

Phat hién tin cong trén Phat hién tin cong trén may
mang chu
(Network-based) (Webserver-based)

Hinh 2.1: Phan loai phwong phap phit hién tin cong web
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¢ KV thuat phat hién tinh

Phat hién xam nhép dang tinh [13] dwa trén nhat ky truy cap chi tiét ciia may
chu web, noi ma cac thong tin vé tat ca cac yéu cau truy cap tir phia ngudi dung dugce
Iwu lai. Ngoai ra, may cha web ciing c6 thé tao ra cac nhat ky truy cap theo cac dinh
dang dac biét dé kiém soat dix liéu dugc thu thap. Phat hién xam nhép dang tinh duoc
thuc hién chi sau khi giao dich dién ra. Vi vay, viéc ngin chin tan cong tai thoi diém
dang bi tin cong 1a khong thé.
+»» K¥ thuat phat hién dong

Phat hién xdm nhap dang dong (thdi gian thuc) [13] khong chi c6 thé phat hién
xam nhap, ma con cé thé phan tng lai. Pé xac dinh nhanh choéng va hiéu qua, viéc
loc va phat hién cta hé thong phat hién x&m nhap hoat dong theo cac md hinh:

Mo hinh bao mat Negative (Blacklist) thuong dwoc sir dung nhiéu hon. Hé
thong chi can xac dinh tan cong dua vao mot mau cac tin cong nguy hiém da biét
trude va cdu hinh dé loai bé no.

Mot mé hinh bao mat Positive (Whitelist): 1a mot phuong phéap tot hon dé xay
dung cac chinh sach ap dung trong hoat dong tuong ltra. Trong linh vuc bao mat ting
dung web, mot mo hinh bao mat Positive liét ké tat ca cac mo ta trong Gng dung. Mdi
m6 ta can phai xac dinh nhu sau:

« Céac phuong thirc yéu cau dugc phép (vi du GET/POST hoic chi POST)

 Content-Type dugc phép

Content-Length dugc phép

« Céc thong s6 dugc phép

« Nhiing thong sd 1a bit budc va 13 tily chon

« Kiéu dit liéu tat ca cac tham s (vi du van ban hoac ) nguyén)

* Thong s6 bd sung (néu co).
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Céc lap trinh vién, ngudi quan tri hé théng c6 nghia vu phai thuc hién cung
cép danh sich cac mo ta trén. Tuy nhién, trong thyc té thong thuong thi khong thuc
hién diéu nay. St dung mé hinh bao mat Positive la tdt hon néu nguoi quan tri hé
thdng danh du thoi gian dé phat trién n6. Mot kho khan khéc cta phwong phap nay la
cac tng dung thay d6i mé hinh lién tuc. Do d0, s& cAn phai cip nhat mé hinh mbi khi

mot moé ta moi1 dugce thém vao cac ing dung hodc thay ddi méi.
M6 hinh bdo vé dang Rule-based va Anomaly-based:

Rule-based: moi yéu cau HTTP 1a d6i twong ctia mot loat cac kiém tra, trong
d6 mdi kiém tra bao gdm mot hodc nhiéu quy tic kiém tra. Két qua cta qua trinh
kiém tra 1d mot yéu cau c6 thoa hay khong? néu thoa két qua 1a True, khong thoa 12
False. Sau d6, cac yéu cau HTTP c6 két qua 13 True bi xem 13 ma doc va bi tir chdi.

Rule-based thuong dugc sir dung trong mé hinh an toan Negative.

Rule-based dé xay dung va st dung va c6 hiéu qua khi dugc sir dung dé bao
Ve chéng lai cac tin cong da duogc biét dén hodc xay dung mdt chinh sach tuy chinh.
Tuy nhién, do phai biét vé cac chi tiét, cu thé cua tat ca cac mdi de doa, nén phuong
phap nay phai dua trén co sd dir liéu cac quy tic (hodc co s dit liéu mau tan cong).
Céc nha cung cap IDS duy tri, phét trién co so dit lidu quy tac va phan phdi thong

qua chirc nang cap nhat tu dong cua IDS.

Céch tiép can nay it c6 kha ning co6 thé dé bao vé cac tmg dung tily chinh hozc
dé bao vé trude tan cong khai thac zero-day (khai thac cac 16 hong chua duoc biét
dén cong khai). Pbi v6i cac vin dé nay thi IDS theo hudng anomaly-base thyuc hién

tot hon.

Rule-based va Signature-based vé co ban la gidng nhau. Signature-based
thuong phét hién xAm nhap bang cach kiém tra cac chudi hodc biéu thirc trong luu
luong dir liéu voi cac mau co trung khép hay khong. Trong khi d6, Rule-based cho
phép thuc hién cac phép toan logic phuc tap hon, ciling nhu ¢6 thé kiém tra dén mot

phan cu thé cua giao dich web duoc dit ra trong quy tic.
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Anomaly-based: 14 huéng tiép cin dua trén cac dau hiéu bat thudng véi ¥
tudng xay dung mot 16p bao v€ va nd sé quan sat luu luong dit li¢u hop phép cua ting
dung va sau d6 x4y dyng mot mo hinh thdng ké dé danh gia luu luong truy cap nham
chdng lai cac tan cong. V& Iy thuyét, mot khi dugc dio tao, mot hé thong Anomaly-
based s& phat hién bat cir diéu gi khac thudng. Véi phuong phap Anomaly-based thi
khong can thiét st dung phuong phép Rule-based va khai thac zero-day khong phai
13 mot van dé dang quan tim. Tuy nhién, hé thbng Anomaly-based rat kho dé xay dung
va it duge str dung. Boi vi nguoi ding khong hiéu cach hé thong Anomaly-based 1am

viéc do @6 khéng tin tudng vao hé thong nhu vy, vi thé 1am cho no it pho bién.
2.1.2. Cong cu phdt hién tin cong web
2.1.2.1. Str dung tuong Iira WAF

Tuong Itra tng dung Web WAF (hay con goi la Web application firewall)
duoc tao ra dé kiém soat su truy cdp cua cac mang khong an toan. TAt ca céc dit liéu
duoc truyén vao hodc giri ra déu phai di qua tudng ltra va duoc kiém soat theo chinh

sach bao mat dinh sin [3].

WAF la giai phap nham bao vé cho cac ing dung ma bi nhimng 186i ma doc hay
bao mat vira dugc dé cap ¢ trén. WAF 1a mot thiét bi phén cung hay phén mém duoc
thiét 1ap sin trén may chu dé theo ddi cac thong tin duoc truyén qua giao thirc
http/https khi nguoi dung truy cdp vao may chu web cia mot web bat ki. WAF s&
thuc hién cac chinh sach bao mat dua vao cac dau hiéu tin cong, cac giao thuc tiéu
chuan va cac luu lugng truy cap ung dung web bat thuong. Day 1a diéu ma cac tuong

Itra thong thuong khac khong lam duogc.


https://www.vietnetco.vn/waf.html
https://www.vietnetco.vn/application-firewall.html
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Hinh 2.2: M6 hinh Web application firewal
(Nguon: Tim hiéu vé Tuong lira ving dung Web WAF (Web Application Firewall - Internet)

Cach cai dat WAF ciing nhu cac ung dung firewall khac 1a sau tuong Itra mang
va truéc may chu tmg dung web — hudng di chil yéu cta cac ngudn thong tin. Tuy
nhién, doi khi ciing c6 ngoai 1& khi WAF chi dugc ding dé giam sat cong dang mo
trén may chi web. Ciing c6 mét sd trudng hop nhu cai dit chuong trinh truc tiép 1én
may chu va thuc hién cac chirc ning twong tu nhu cac thiét bi WAF 14 giam sat cac

lru dong dén va ra khoi Gmg dung web.
+* Mo hinh bdo mit ctia Web application firewall
C6 2 mb hinh hoat dong chu yéu cia WAF, d6 1a Positive va Negative.
« M0 hinh Positive: chi cho phép mét lwong Iuu hop 1€ di qua, con lai thi s€ bi chan.

« M0 hinh Negative: cho phép tat ca luu lvong di qua nhung sé& chin lai luu luong

nao va ung dung nay cho la nguy hai.


https://www.google.com/url?sa=i&url=https%3A%2F%2Fviettelidc.com.vn%2Ftin-tuc%2Ftim-hieu-ve-tuong-lua-ung-dung-web-waf-web-application-firewall&psig=AOvVaw3u5RXuLAgJOBiPsS-qziv1&ust=1588843353831000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCLjvxYL1nukCFQAAAAAdAAAAABAK
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Trong mot vai trudng hop thi WAF cung cp ca hai mé hinh trén nhung thong
thudng chi cung cip mot trong hai moé hinh, mét diém luu ¥ 13 mé hinh Postitive thi
doi hoi nhiéu cAu hinh va tiiy chinh, con mé hinh Negative chu yéu dwa vao kha ning

hoc hoi va phan tich hanh vi cua luu lugng mang.
¢ M6 hinh hoat dong ciia WAF

WAF hoat dong v6i mot sé mo hinh riéng biét, dudi ddy 1a mot trong nhirng

mo hinh vi du:

o Layer 2 Brigde: d6i v6i mo hinh nay, WAF c6 vai tro nhu mo switch ¢ 16p 2.
M6 hinh nay ho tro mang cua ban hoat dong véi hi€u ndng cao nhung van khong
1am thay d6i mang, tuy nhién véi mo hinh ndy WAF khong thé cung cap nhiing

dich vu cao cap khiac ma cac mo hinh khac mang lai.

« Host/Server Based: ddi véi mé hinh nay, WAF duoc cai dat truc tiép 1én may
cht web. Host based thi khong cung cp céc tinh ning nhu loai WAF network
based. Tuy nhién, mé hinh nay c6 thé khic phuc diém yéu ma cic mé hinh
network based c6. Ngoai ra cling lam tang mirc d¢ tai cia may chu web.

« Reserve Proxy: day 1a mé hinh dugc st dung pho bién khi trién khai WAF. Béi
v6i mo hinh nay, WAF s& theo ddi va giam sat tit ca ngudn thong tin di vao ung
dung web, thay vi cho cac dia chi IP ngoai guri yéu ciu truc tiép dén may chu
web thi trong mé hinh ndy, WAF s& dung ra lam trung gian giri yéu cau cho

may cht web r6i tra lai két qua cho dia chi IP kia.

« Transparent Proxy: mé hinh nay twong tu nhu Reserve Proxy, nhung diém khac
biét 14 WAF sé& khong dtng ra lam trung gian cling nhu khéng cung cap nhiing
dich vu nhu Reserve Proxy.

2.1.2.2. St dung hé théng phat hién xam nhap

Heé thdng phét hién xam nhap (IDS- Intrusion Detection System) [1] 1a mot hé

thong nham phat hién cac hanh dong xam nhap tin cong vao mang. IDS phat hién
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dua trén cac ddu hiéu dic biét vé cac nguy co da biét hay dya trén so sanh luu thong

mang hién tai voi basedline dé€ tim ra cac dau hi¢u khac thuong.

Phat hién xam nhdp trai phép 12 mot cong viée dy kho khin do anh huéng
clia sy ting truéng nhanh chéng cac két ndi mang, moi trudng may tinh khong dong
nhat, nhiéu giao thirc truyén thong va sy phan loai dang ké cta cic tng dung thong
dung va doc quyén. HAau hét céc ky thuat IDS duoc xay dung dua trén sy khac biét

ung xu cua ké xam nhép so vé1 nguoi dung hop I€.

Mot IDS c6 nhi€ém vu phan tich cac goéi tin ma Firewall cho phép di qua, tim
kiém cac dau hiéu da biét ma khong thé kiém tra hodc ngin chin boi Firewall. Sau

d6 cung cap thong tin va dua ra cac canh bao cho cac quan tri vién.

IDS cung cép thém cho viéc bdo v€ an toan thong tin mang mot muc do cao
hon. N6 dugc danh gia gia tri giéng nhu Firewall va VPN 1a ngin ngira cac cudc tan
cong ma IDS cung cap su bao vé bang cach trang bi cho ban thong tin vé cudc tin
cong. Boi vay, IDS c6 thé thoa man nhu cau vé an toan hé thng cua ban bang cach
canh bao vé kha niang cac cudc tan cong va doi khi ngoai nhiing théng bao chinh xéac

thi chiing ciing dua ra mot sé canh bao chua ding.
+¢ Chirc nang ciaa IDS

Nhin chung, IDS khong tu dong cAm cac cudc tn cong hodc 1a ngan chan
nhirng ké khai thac mot cach thanh cong, tuy nhién , mot sy phat hién moi nhét cua
IDS do6 1a hé théng ngan chan xam phap da co thé thuc hién nhiéu vai trd hon va ¢

thé ngan chan cac cudc tan cong khi né xay ra.

Thuc té, IDS cho ching ta biét rang mang dang bi nguy hiém. Diéu quan trong
dé nhéan ra d6 12 mot vai cudc tn cong vao mang da thanh cong néu hé théng khong
co IDS.

Heé thong phat hién x4m nhap cho phép céc td chirc bao vé hé théng ciia ho khoi
nhiing de doa voi viéc gia tang két ndi mang va sy tin cdy cua h¢ théng thong tin, bo

sung nhimng diém yéu ctia h¢ thong khac... Mot s6 wu diém ciia hé théng IDS nhur:
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« Bao vé tinh toan ven cta dit liéu, dam bao sy nhat quan cua dir li¢u trong hé
théng. Cac bién phap dua ra ngan chin duoc thay dbi bat hop phap hodc pha hoai
dur lidu.

o Bdao v¢ tinh riéng tu, tirc 1a ddm bao cho nguoi sir dung khai thac tai nguyén ctua
hé théng theo ding chtrc nang, nhiém vu da dugc phan cép, ngan chan dugc su

truy nhap thong tin bat hop phép.

o Bao v¢ tinh bi mat, gilr cho thong tin khong bi 10 ra ngoai. Bao vé tinh kha dung,
tic la hé thong ludn san sang thuc hién yéu cau truy nhap thong tin cia ngudi

dung hop phép.

« Cung cap thong tin vé sy truy cap, dua ra nhitng chinh sach d6i pho, khoi phuc,

sua chira...
< Kién triic ciia h¢ thong phat hién xAm nhéap IDS

Kién tric ciia hé théng IDS bao gdm cac thanh phan chinh: Thanh phan thu
thap géi tin (information collection), thanh phan phan tich goi tin (Dectection), thanh
phan phan hoi (respontion) néu goi tin d6 duoc phat hién 1a mot tan cong cua tin tic.
Trong 3 thanh phan nay thi thanh phan phan tich goi tin 1a mot thanh phan quan trong
nhat va ¢ thanh phan nay bd cam bién dong vai trd quyét dinh nén ching ta di xau
vao phan tich b cam bién dé hiéu rd hon kién triic cta hé théng phat hién xam nhap

1a nhu thé nao.

B6 cam bién duoc tich hop v6i thanh phén suu tap dir liéu — mot bd tao su
kién. Cach suu tap nay dugc xac dinh boi chinh sach tao su kién dé dinh nghia ché
dd loc thong tin sy kién. B tao sy kién (hé diéu hanh, mang, ung dung) cung cép
mdt sb chinh sach thich hop cho céc su kién, c6 thé 1a mot ban ghi céc sy kién cua hé
thong hodc cac goéi mang. S6 chinh sich nay cliing véi thong tin chinh sach c6 thé
dugc luu trong hé théng dugce bao vé hodc bén ngoai. Trong trudng hop nao do, vi
du khi luéng dir liéu su kién duoc truyén tai truc tiép dén bo phan tich ma khong c6
su lvu dit liéu nao duoc thyc hién. Diéu nay cting lién quan mdt chat nao do dén cac

g61 mang.
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Hinh 2.3: Kién tric hé théng IDS
(Ngudn: Nghién ciru hé thong phat hién xdm nhap mang trai phép IDS — Internet)

Vai trd cua bd cam bién 1a dung dé loc thong tin va loai bo dir li¢u khong tuong
thich dat duoc tir cac sy kién lién quan voi hé thong bao vé, vi vay co thé phat hién
dugc cac hanh dong nghi ngo. BJ phan tich st dung co s& dit li¢u chinh sach phat
hién cho muc nay. Ngoai ra con c6 cac thanh phan: ddu hiéu tin cong, profile hanh
vi thong thudng, cic tham sd can thiét (vi du: cac ngudng). Thém vao do, co s dir
lidu gitta cac tham s6 cAu hinh, gdm c6 cac ché d6 truyén thong véi module dap tra.
B6 cam bién cling c¢6 co s¢ dit li€u cua riéng no, gém dit liéu luu vé cac xam pham

phtrc tap tiém an (tao ra tir nhiéu hanh dong khac nhau).

IDS c6 thé duoc sip dit tap trung (vi du nhu duoc tich hop vao trong tudng
Itra) hoac phan tan. Mgt IDS phan tan gém nhiéu IDS khac nhau trén mot mang 16n,
tat ca chung truyén thong véi nhau. Nhiéu hé théng tinh vi di theo nguyén 1y cdu trac
mot tic nhan, noi cac module nhé dugce to chire trén mot host trong mang dugc bao

A

vé.

Vai tro cia tac nhan 1a dé kiém tra va loc tat ca cac hanh dong bén trong ving
dugc bao vé va phu thudc vao phuong phap duoc dua ra — tao phén tich budc dau va
tham chi dam trach ca hanh dong dap tra. Mang cac tac nhan hop tic bao céo dén

may chil phan tich trung tdm 1a mot trong nhitng thanh phan quan trong ciia IDS.
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DIDS c6 thé st dung nhiéu cong cu phan tich tinh vi hon, dac biét dugc trang bi su
phat hién cac tin cong phan tan. Cac vai tro khac cua tic nhan lién quan dén kha ning
luu dong va tinh roaming ctia n6 trong cac vi tri vat 1y. Thém vao do, cac tac nhan co
thé ddc biét danh cho viéc phat hién dau hiéu tin cong da biét nao d6. Pay 1a mot hé

s6 quyét dinh khi n6i dén nghia vu bao vé lién quan dén cac kiéu tan cong méi.
¢ Cach thirc l1am viéc cia IDS

Céch thtrc 1am vi¢c cua phu thudc vao tung loai IDS. Ta s€ xem xét cach thuc
lam viéc ciia Network - Based IDS va Host - Based IDS, cung vi wu va nhugc diém
cua moi loai.
- Network - Based IDS

Hé théng IDS dya trén mang str dung bd do va bd cam bién cai dit trén toan
mang. Nhitng bo do ndy theo déi trén mang nhiam tim kiém nhiing luu luong tring
vo1 mo ta so luge duge dinh nghia hay 1a nhitng dau hiéu. Nhitng bo cam bién thu
nhén va phan tich luu lugng trong thoi gian thuc. Khi nhan dugc mau luu lugng hay
dau hiéu, bd cam bién giri canh bao dén tram quan tri va c6 thé duoc cdu hinh nham
tim ra bién phap ngan chin nhitng xam nhap xa hon. NIDS 1a tap nhiéu sensor dugc
cai dit ¢ toan mang dé theo ddi nhitng géi tin trong mang so sanh voi mang duoc

dinh nghia dé phat hién do 1a tan cong hay khong.

NIDS dugc dat gitra két ndi hé théng mang bén trong va hé¢ théng mang bén
ngoai dé giam sat toan bo luu lugng vao ra. Co thé 1a mot thiét bi phan cing riéng
biét duoc thiét 1ap san hay phﬁn mém cai dat trén may tinh, chu yéu dung dé do luu

lugng mang dugc st dung.
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Hinh 2.4: M6 hinh NIDS
(Nguén: Nghién ciru hé thong phdt hién xam nhdp mang trai phép IDS — Internet)
NIDS giam sat toan bd mang con cta nd bang cach ling nghe tit ca cac goi
tin trén mang con d6. (N6 thay d6i ché d6 hoat dong cuia card mang NIC vao trong
ché d6 Promisuous). Binh thudng mot NIC hoat dong & ché 6 Nonpromisuous nghia
la n6 chi nhan cac gobi tin ma c6 dia chi MAC trung véi dia chi cia nd, cac goi tin
khac s& khong nhan, hay khong xir 1y va bi loai bo. Dé giam sat tat ca cc truyén
thong trong mang con NIDS s& phai thiét lap ché do hoat dong cho card mang la

Promisuous.

Vi du minh hoa mot mang ma st dung 3 NIDS khéc nhau:

P _J/F__ T 7 e
<‘7 Internet 7>
— ~— e __7;!{/—
n___E"E

NIDS NIDS

Web Server Mail Server ) Web Server

|L—————|:ﬂ NIDS
|—!'U JLJJ ||._|qu ||._|-Jj ngjg ] .J'Jg ||._|-|j II._|ng

Hinh 2.5: M6 hinh 3 NIDS
(Nguon: Nghién ciru hé thong phdt hién xam nhdp mang trdi phép IDS — Internet)
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Phén tich goi tin:

NIDS kiém tra tt ca cac thanh phén trong goi tin dé tim ra diu hiéu ctia mét cudc
tan cong trai phép bao gém: cac phan dau(header) cua goi tin va phan ndi dung

Cua goi tin (payload)

Chéng lai viéc x6a dau vét cia Hacker: NIDS kiém tra tat ca cic ludng thong tin
trén mang mot cach tirc thoi dé phat hién tin coéng trong thoi gian thuc vi thé
Hacker khong thé x6a ddu vét cua viéc tan cong. Viéc bat di liéu khong nhitng tim
ra tin cong ma con giup cho viéc xac dinh dinh danh cua ké tan cong d6. Pay duoc

coi 13 bang chimg.
Phat hién va dap tng thoi gian thuc: NIDS phat hién cudc tan cong dang xay ra
trong thot gian thuc va do d6 tao ra cac phan ing nhanh hon.

Pon 1ap hé diéu hanh: Network IDS thi khong phu thudc vao hé diéu hanh trong

cong viéc phat hién tan cong.

Uu diém ciia Network-Based 1DSs:

Quan 1y dugc ca mot network segment (gdm nhiéu host)
"Trong sudt" véi nguoi sir dung 1an ké tin cong

Cai dat va bao tri don gian, khong anh hudng t61 mang

Tranh tan DOS anh hudng toi mot host nao d6

C6 kha ning xac dinh 13i ¢ ting Network (trong mé hinh OSI)

Doc 1ap véi OS.

Han ché ciia Network-Based 1DSs:

C6 thé xay ra trudong hop bao dong gia (false positive), tirc khong cé intrusion

ma NIDS bao la c6 intrusion
Khong thé phan tich céc traffic da dugc ma hoa (vd: SSL, SSH, IPSec...)

NIDS doi hoi phai dugc cap nhat cac signature moi nhét dé thuc sy an toan
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e C0 d0 tré giira thoi diém bj attack véi thoi diém phat bao dong. Khi bao dong
dugc phét ra, hé thong co thé di bi ton hai

« Khong cho biét viéc attack c6 thanh cong hay khong

» (G161 han bang thong.

- Host - Based IDS:

Bang cach cai dat mot phan mém trén tt ca cac may tinh chu, IPS dya trén
may chu quan sat tat ca nhitng hoat dong hé théng, nhu cac file log va nhimg luu
lugng mang thu thap duoc. Hé thong dua trén may chil ciing theo di OS, nhimng cudc
goi hé thdng, lich st s6 sach (audit log) va nhitng thong diép bao 16i trén hé thong
may chu.

Trong khi nhirng dau do ciia mang co thé phat hién mot cudc tan cong, thi chi
c6 hé thong dua trén may cha mai c6 thé xac dinh xem cudc tin cong c6 thanh cong
hay khong. Thém nita 12 hé thong dua trén may chil c6 thé ghi nhan nhiing viéc ma

ngudi tn cong da lam trén may chi bi tan cong (compromised host).

Khong phai tat ca cac cudc tin cong dugc thuc hién qua mang. Bang cach
gianh quyén truy cap ¢ mirc vat Iy (physical access) vao mot hé thong may tinh, ké
xam nhap c6 thé tn cong mot hé thdng hay dir liéu ma khong can phai tao ra bat ctr

luu lugng mang (network traffic) nao ca.

Hé thong dua trén mdy chi c6 thé phat hién cac cudc tin cong ma khong di
qua dudng coéng cong hay mang dugc theo ddi, hay thuc hién tir cong diéu khién
(console), nhung voi mot ké xAm nhép cé hiéu biét, co kién thirc vé hé IDS thi hian
c6 thé nhanh chong tat tat ca cdc phan mém phat hién khi di c6 quyén truy cap vat
ly.

Mot vu diém khéc ctia IDS dya trén may chi 1 nd c6 thé ngan chin cac kiéu
tan cong dung su phan manh hodc TTL. Vi mot host phai nhan va tai hop cac phan
manh khi xir 1 luu lwong nén IDS dua trén host c6 thé giam sat chuyén nay. HIDS

thuong dugc cai dit trén mot may tinh nhét dinh.
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Thay vi giam sat hoat dong ciia mot network segment, HIDS chi gidm sat cac
hoat dong trén mot may tinh. HIDS thuong duoc dat trén cac host xung yéu cia to
chire, va céc server trong viing DMZ - thuong 13 muc tiéu bi tin cong dau tién. Nhiém

vu chinh ctia HIDS 1a giam sat cac thay doi trén hé thdng, bao gdm:

Cac tién trinh

Céc entry cua Registry

Murc 46 sit dung CPU

Kiém tra tinh toan ven va truy cap trén hé thong file

Mot vai thong s khac.

Céc thong s6 nay khi vugt qua mot ngudng dinh trude hodc nhiing thay doi

kha nghi trén hé théng file s& gy ra bao dong.

Dung phan mém dé giam sat cac tép nhat ky ciia hé thong. Ngay khi c6 bat ky
thay doi nao t6i cac tép do, Host - Based IDS s& so sanh thong tin v6i nhitng gi duoc
cAu hinh trong chinh sach, dugc thiét 12p hién tai va sau do sinh ra cac phan tng lai
v6i su thay d6i d6. Mot phuong thirc cua Host - Based IDS giam sat cac hoat dong

trong thoi gian thuc. Mot vai Host - Based IDS sé lang nghe phat hién tin cong mang.

Host - Based IDS phat hién sy thay d6i trén cac tép va trén hé diéu hanh. N6
giam sat kich thudc va téng kiém tra cac tép dé dam bao rang cac tép hé thong khong
bi thay d6i. Ngoai ra n6 c6 thé ngin chin cic cudc goi hé thong khong hop 18 ma

dang c6 gang tim kiém cac 16 hong cua hé thong.

Hinh anh dudi ddy minh hoa cho viéc sir dung Host - Based IDS dé bao vé
may chi va may tram. Tap cac nguyén tic Host - Based IDS trén Mail server dugc
t61 wu dé bao vé cho cac xdm nhép mail, trong khi do cac nguyén tic cho web Server

duogc tao thich hop dé bao vé cac xam nhép web.
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Hinh 2.6: M6 hinh HIDS
(Nguon: Nghién ciru hé thong phat hién xam nhdp mang trdi phép IDS — Internet)
Uu diém ciia Host - Based 1DS:

Do Host - Based IDS duoc cai dat trén mot may tram cu thé va dung thong tin

cung cap bai hé didu hanh (OS) nén no c6 kha nang ma NIDS khong c6 d6 la:

« Kiém tra tn cong: vi Host - Based IDS sir dung céc tép nhat ky ctia hé théng dé
phat hién xadm nhap, nhitng t€p nay chira nhitng su kién da xdy ra, do d6 Host -
Based IDS c¢6 thé biét dugc cudc tin cong cd thanh cong hay khong thanh cong

ma Network - Based IDS kho c6 thé biét duoc diéu nay.

« Giam sat cac hanh dong ding nhdp va truy cap tép tin: Host - Based IDS c6 thé
gidm sat cac hanh dong cia ngudi dung, ciing nhu hanh dong cua thu tuc dang
nhap hodc thoat ra dugc thuc hi¢n, chung sé ghi lai & nhat ky d6 dua trén cac chinh
sach hién hanh. Ngoai ra, Host - Based IDS c6 thé giam st sy truy cap vao tép tin
va biét duoc thoi diém ma tép tin do.

« Giam sat cac thanh phan cuia hé thong: Host - Based IDS cho ta kha ning giam sat
cac thanh phan ctia hé thdng quan trong nhu cac thanh phan hé thdng c6 thé thuc

thi, chang han nhu cac file DLL va NT Registry. Nhung file d6 c6 thé gy anh
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huong dén an toan cua hé théng va mang. Host - Based IDS ¢6 thé dwa ra cac canh
bao moi khi cac file d6 duogc thuc thi.

« Phat hién va phan tng gan thdi gian thyc: hién tai cac Host - Based IDS c¢6 kha
nang phat hién va phan Gmg & gan thoi gian thyc, thay vi phai st dung mot tién
trinh dé kiém tra trang thai va ndi dung cua nhat ky & mot thoi gian xac dinh trude.

Han ché cia Host - Based IDS:

« Théng tin tir HIDS 14 khong dang tin cdy ngay khi sy tin céng vao host nay thanh
cong

o HIDS khong c6 kha nang phat hién cac cudc do quét mang (Nmap, Netcat...)

« HIDS cén tai nguyén trén host dé hoat dong

« HIDS c6 thé khong hiéu qua khi b tin cong DOS

« Dbasd chay trén hé diéu hanh Windows. Tuy nhién cling da c6 mot s6 chay duoc

trén UNIX va nhitng hé diéu hanh khac

e Vihé théng IDS dya trén may chii doi hoi phan mém IDS phai duoc cai dat trén
tat ca cac may chu nén day co thé 1a diéu kho khan cia nhitng nha quéan tri khi
nang cap phién ban, bao tri phin mém, va cau hinh phan mém tré thanh cong viéc
t6n thoi gian va 1a nhitng viéc 1am phtc tap.

« Phan mém IDS phai duoc cai dit trén mdi hé thong trén mang nham cung cip day
du kha niang canh bao ctia mang. Trong mdt moi trudng hdn tap, dicu nay co thé
1a mot van dé béi vi phan mém IDS phai tuong tmg nhiéu hé diéu hanh khac nhau.

2.1.2.3. Cong cu phan mém do quét

Hién nay c6 kha nhiéu phan mém mién phi ciing nhu tra phi duoc phat hanh.

Mot sb tmg dung phat hién 16 hong bao mat Website kha phd bién dojoc liét ké dudi

day.

- Google Safe Browsing Diagnostic: s& cho biét vé tén mién va cac dudng dan lién

quan dén dia chi web muon ki€m tra.
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- URL Void: c¢6 chirc ning quét dia chi web bang hon 30 cong cu khac nhau.

- UnMask Parasites: quét web cho bi€t n6 chira cdc mo1 nguy hiém nao vi du duong

link, dong 1énh dang ngo.
- PhishTank: cung cp danh sach dja chi Web c6 nguy co phishing.

- UnShorten.it: ddm bao an toan cho ngudi dung khi truy cdp vao cac dia chi web

rut gon.

- Phan mém Havij: phat hién 16 hong co so dit liéu SQL vé&i ngdn ngi 14p trinh

web la PHP.

- Phan mém Rapid 7: c6 tinh ning do quét 16 hong toan dién chuyén siu trén ca

phan clrng va phan mém.

- Phan mém Acunetix: 13 chuong trinh tw dong kiém tra cac Gmg dung Web dé tim

kiém céc 16 hong bao mat nhu SQL Injection, hay Cross-Site Scripting, ...

Céc cong cu phat hién tin cong web truyén théng nhu di néu trén c6 thé hoat
dong tot v6i cac loai tan cong da biét (co hanh vi, c6 ddu hiéu nhan biét). Tuy nhién
lai chua phat hién dugc cac loai tan cong mai, cac loai tan cong chua ro hanh vi. Vi
thé giai phap phat hién dya trén hoc may dang dugc trién khai va budc dau thu duge
nhiéu két qua tich cuc. O phan tiép theo, luan vin s& dé cap dén phuong phap nay.
2.2. Phuwong phap phat hién hanh vi bat thwong nguoi ding web sir dung
hoc may

Hanh vi nguoi dung web la hanh dong, trong tac tir phia may client cua ngudi
dung giri yéu cau dén hé théng may chii web server. Mot s6 hanh vi ctia ngudi ding
web nhu: dang nhap, dang xuét, tim kiém, tra ctru thong tin,...

Hanh vi bat thwong ciia ngwoi ding web 1a hanh dong khong xay ra thudng
xuyén, chua xuit hién hodc hiém khi xay ra trong lich st truy cip ma cac may cha

web d luu trit lai tir true d6. Hanh vi bat thuong nguoi dung web c6 thé xuat hién
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tir phia nguoi dung hodc tin tic tuy nhién théng thudng viée tin cong s& dé lai nhiéu

dau hiéu va hanh vi bat thudong hon nhu: do quét, chén ki tu dic biét

2.2.1. Mt s6 thudt todn phdt hién tin cong web

2.1.1.1. Phuong phap hoc c6 giam sat st dung SVM (SVM- Support vector
machine)

Support Vector Machine (SVM) [2] 1a mét thuét toan thuéc nhém Supervised
Learning (Hoc c6 giam sat) ding dé phan chia dit liéu (Classification) thanh cic nhém
riéng biét.

Hinh dung ta c6 b data gdm céc diém xanh va do dat trén cling mot mat phang.

Ta c6 thé tim duoc dudng thiang dé phéan chia riéng biét cic bd diém xanh va do nhu hinh

bén dudi.
X2
8
®
® ® o
®
)
¢ @
o ¢
®
=]
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Hinh 2.7: M ta hai bd data trén cing mt mit phing
(Nguon: Tim hiéu vé Support Vector Machine (SVM) — Internet)
V6i nhing bd data phirc tap hon ma khong thé tim dugc duong thang dé phan chia
thi ta cAn dung thuét toan dé anh xa bo data d6 vao khong gian nhiéu chiéu hon (n chiéu),

tir 6 tim ra siéu mit phang (hyperplane) dé phan chia.

Vi du trong hinh bén dudi 12 viéc 4nh xa tap data tir khong gian 2 chiéu sang khong

gian 3 chiéu.


https://1upnote.me/tags/supervised-learning/
https://1upnote.me/tags/supervised-learning/
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Input Space Feature Space

Hinh 2.8: M ta bd data phirc tap trén khong gian nhiéu chiéu
(Nguon: Tim hiéu vé Support Vector Machine (SVM) — Internet)

Quay lai bai toan v6i khéng gian 2 chiu. O vi du trong Hinh 2.7, ta thay c6 thé
tim dugc rat nhiéu cac dudng thang dé phan chia 2 bo diém xanh, do. Ta co thé thay,
duong tdi vu 1a dudng tao cho ta co cam giac 2 16p di liéu nam cach xa nhau va cach xa
dudng d6 nhét.

Tuy nhién tinh toan sy toi wu bang toan hoc, trong SVM sir dung thuat ngir Margin.
s Margin

Margin 1a khoang cach giita siéu phang (trong truong hop khong gian 2 chiéu 1a
duong thang) dén 2 diém dir liéu gin nhit trong tng v6i 2 phan 16p.

X2

margin

Hinh 2.9: M6 ta cach xac dinh margin
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(Nguon: Tim hiéu vé Support Vector Machine (SVM) — Internet)

SVM cb ging tdi wu thuit toan bang cac tim cach maximize gi tri margin nay, tir
d6 tim ra siéu phing dep nhét dé phan 2 16p dir liéu.
¢ Support Vectors

Bai toan tré thanh tim ra 2 dudng bién cta 2 16p dit li¢u (& hinh bén trén 1a 2 duong
xanh |4 cay) sao cho khoang cach giita 2 dudng nay 14 16n nhat. Pudng bién cua 16p xanh
s& di qua mot (hodc mot vai) diém xanh. Puong bién cia 16p do sé di qua mot (hodc mot
vai) diém d6. Céac diém xanh, do nam trén 2 duong bién dugc goi la cac support vector,
vi ching ¢6 nhiém vu support dé tim ra siéu phang. D6 ciing 13 1y do ciia tén goi thuat

toan Support Vector Machine.

Trong bai toan khéng gian 2 chiéu, ta gia sir duong thang phan chia can tim

c6 phuong trinh la:
wix; +wyx, +b =0
Ta c6 thé dung phuong trinh duong thang hay sir dung la ax+by+c=0 d¢ tinh
toan cho quen thuoc. O day ta dung cac gid tri wy, w,, x4, X, dé sau nay dé dang
tong quat Ién khdng gian nhiéu chiéu.
Gia sir 2 duong thang di qua cac support vector cua 2 1op dit liéu lan luot 1a:
wix, +wyx, +b =1
Wix, +wyx, + b =—1
Visao lai la1va—1?
Gia st néu ta tim duoc phuong trinh 3 dudng thang twong ung Ia:
2x1+3x,+5=0
2x1+3x,+9=0
2x1+3x,+1=0

Chia tat ca cho 4 dé thu duoc phuong trinh nhu dinh nghia:
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3 5
Exl +ZXZ+Z:0

3 5
Exl +ZXZ+Z:1

1 3 5
Exl +ZXZ+Z:—1

Vi khong gian 2 chiéu, margin gitta 2 duong thang duoc tinh bang cong thuc:

) 2
margin = ————
/w%+w§

Vi khong gian nhiéu chiéu, tong quat 1én khdng gian nhiéu chiéu, can tim phuong

trinh siéu phang c6 phuong trinh:

wix+b=0

A 1 _2
Margin s¢ duoc tinh bang cong thic: margin = -

2.1.1.2. Decision Tree

Decision Tree- cay quyét dinh [2] 12 mot mé hinh dwgc dénh gia cao trong
viéc phan 16p dit liéu, nd bao gdm nhitng wu diém nhu: xdy dyng twong ddi nhanh;
don gian, dé hiéu. Hon nita cc cdy c6 thé dé dang duoc chuyén d6i sang cac cau 1énh
SQL dé c6 thé dugce sir dung dé truy nhép co s dir li¢u mot cach hi¢u qua. Cubi cung,
viéc phan 16p dya trén cay quyét dinh dat duoc sy twong tu va doi khi 1a chinh xéc
hon so véi cac phuong phap phan 16p khac. Cay quyét dinh 14 biéu dd phat trién c6

cau trac dang cay, nhu mo ta trong hinh v¢ sau:
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Hinh 2.10: Cay quyét dinh

Biéu do phat trién hinh cay cia cay quyét dinh dugc minh hoa nhu & hinh 2.6, gdm:

- Gbc: 1 node trén cung cia cay;

- Node trong: biéu dién mot kiém tra trén mot thude tinh don;

- Nhénh: biéu dién cac két qua cta kiém tra trén node trong;

- Node 14: biéu dién 16p.

bé phan 16p mau dit liéu chua biét, gia tri cac thudc tinh cua mau duoc dua

vao kiém tra trén cay quyét dinh. Mdi mau twong tmg c6 mot duong di tir goc dén 1a
va 14 biéu dién dy doan gia tri phan 16p ciia mau do.
% X4y dung cdy quyét dinh
Qua trinh xay dung cdy quyét dinh gdm hai giai doan:

e Giai doan thr nhat phat trién cdy quyét dinh: Giai doan nay phat trién bat dau tir
gbc, dén timg nhanh va phat trién quy nap theo cach thirc chia dé tri cho téi khi

dat dugc cay quyét dinh vai tat ca cac 14 dugc gan nhin 16p.

e Giai doan thir hai cit, tia b6t cac canh nhanh trén ciy quyét dinh. Giai doan nay
nham muc dich don gian héa va khai quat hoéa tir d6 lam tang do chinh xac cia
ciy quyét dinh biang cach loai bo sy phu thudc vao muc do 16i (noise) cua dit liéu
dao tao mang tinh chat thong ké, hay nhimng sy bién doi ma co thé 1a dic tinh

riéng biét cua di liéu dao tao. Giai doan nay chi truy cip dit liéu trén ciy quyét
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dinh di dugc phat trién trong giai doan trudc va qua trinh thuc nghiém cho thay
giai doan nay khong tén nhiéu tai nguyén tinh ton, nhu véi phan 16n cac thuat
toan, giai doan nay chiém khoang dudi 1% tong thoi gian xay dyng mé hinh phan
16p. Do viy, & day ching ta chi tap trung vao nghién ctru giai doan phat trién

cay quyét dinh. Dué6i day 1a khung cong viéc cua giai doan nay:
1) Chon thudc tinh “tot” nhat béng mot do do da dinh trudc.

2) Phat trién ciy bang viéc thém cac nhanh twong tng voi ting gid tri ctia thude

tinh da chon.
3) Sap xép, phan chia tap dit liéu dao tao ti node con.

4) Néu cac vi du dugc phan 16p r6 rang thi dimg. Nguoc lai: 1ap lai budc 1 tdi

budc 4 cho tung node con.
% Thuit toan xdy dung ciy quyét dinh
Phén 16n céc thuat toan phan 16p dit liéu dua trén cay quyét dinh c6 ma gia nhu sau:

Make Tree (Training Data T)

{
Partition(T)
}
Partition (Data S)
{

if (all points in S are in the same class) then
return
for each attribute A do
evaluate splits on attribute A;
use best split found to partition S into S4, S,,..., Sk
Partition(S,)
Partition(S,) ...
Partition(Sy)
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Céc thuat toan phan 16p nhu C4.5 (Quinlan, 1993), CDP (Agrawal va céc tac
gia khac, 1993), SLIQ (Mehta va cac tac gia khac, 1996) va SPRINT (Shafer va cac
tac gia khac, 1996) déu sir dung phuong phap cta Hunt 1am tu tudng chi dao. Phuong
phap nay duoc Hunt va cac dong su nghi ra vao nhirng nim cudi thap ky 50 dau thip

ky 60.
Mo ta quy nap phuong phap Hunt:

Gia st xay dung cay quyét dinh tir T 13 tap training data va cac 16p duoc biéu
dién dudi dang tap C = {Cy, C,, ...,Cx} Truong hop 1: T chira cac case thudc vé mot
16p don Cj, cay quyét dinh tmg voi T 1a mot 14 twong tmg voi 16p Cj Truong hgp 2: T
chtra cac case thudc vé nhiéu 16p khac nhau trong tap C. Mot kiém tra dugc chon trén
mot thudce tinh c6 nhiéu gia tri {O;, O,, ....,0,}. Trong nhiéu Gtng dung n thuong
duoc chon 1a 2, khi d6 tao ra cay quyét dinh nhi phan. Tap T duoc chia thanh cac tap
con Ty, Ty, ..., Ty, v6i T} chita tat ca cac case trong T ma c6 két qua 1a O; trong kiém
tra da chon. Cay quyét dinh ting véi T bao gdm mot node bicu dién kiém tra dugc
chon, va mdi nhanh twong tmg véi mdi két qua c6 thé cia kiém tra d6. Cach thirc xay
dung cay tuong tu dugc ap dung d¢ quy cho tirng tp con cta tap training data. Truong
hop 3: T khong chira case nao. Cay quyét dinh Gmg véi T 1a mot 14, nhung 16p gin
v61 14 do6 phai dugce xac dinh tir nhiing thong tin khac ngoai T. Vi du C4.5 chon gia

tri phan 16p 1a 16p pho bién nhét tai cha ctia node nay.
2.2.1.3. Random Forest

Random Forests — rimg ngiau nhién [2] 13 thuét toan hoc c6 gidm st
(supervised learning). N6 c6 thé dugc str dung cho ca phan 16p va hoi quy. N6 ciing
1a thuat toan linh hoat va d& str dung nhat. Mot khu rimg bao gdm ciy cdi. Cang co
nhiéu cdy thi rimg cang manh. Random forests tao ra ciy quyét dinh trén cac mau dir
liéu duoc chon ngﬁu nhién, duoc du doan tir mdi cay va chon giai phap tdt nhat béng
cach bo phiéu. N6 ciing cung cAp mét chi bao khé tot vé tdm quan trong cia tinh

nang.
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Random forests c6 nhiéu tmg dung, chiang han nhu cong cu dé xuit, phan loai
hinh anh va lya chon tinh ning. N6 c6 thé dugc st dung dé phéan loai cic Umg vién
cho vay trung thanh, xac dinh hoat dong gian lan va du doan cac bénh. No nam & co

s¢ cua thuat toan Boruta, chon cac tinh nang quan trong trong tap dir liéu.
¢ Thuét toan Random Forests

Gia st ban muon di trén mot chuyén di va ban mudn di dén mot noi ma ban
s€ thich. Vay ban s€ lam gi dé tim mdt noi ma ban s€ thich? Ban ¢6 thé tim kiém truc
tuyén, doc cac bai danh gid trén blog va cac cong thong tin du lich hodc ban cling c6

thé hoi ban bé cua minh.

Gia st ban da quyét dinh héi ban bé va no6i chuyén voi ho vé trai nghiém du
lich trong qué khir ctiia ho dén nhirng noi khic nhau. Ban s€ nhan dugc mot sb khuyén
nghi tur tat ca cc ban. Bay gio ban phai tao danh sach cac dia diém duoc dé xuat. Sau
d6, ban yéu cau ho bo phiéu (hodc chon dia diém tbt nhat cho chuyén di) tir danh sach
céc dia diém duogc dé xuét ban di thuc hién. Dia diém c6 sd phiéu bau cao nhat s& 1a

lua chon cudi cung ctia ban cho chuyén di.

Trong qua trinh quyét dinh & trén, c6 hai phan. Trudc tién, hiy hoi ban be vé
trai nghiém du lich cd nhan cia ho va nhan duoc dé xudt tir nhiéu noi ho da ghé tham.
Diéu nay ciing gidng nhu st dung thuit toan cay quyét dinh. O day, mdi ngudi trong
s6 cac ban chon nhitng noi ma ho da ghé tham cho dén nay. Phan thr hai, sau khi thu
thap tat ca cac khuyén nghi, 1a thu tuc bo phiéu dé chon dia diém t6t nhat trong danh
sach cac khuyén nghi. Toan by qué trinh nhan duogc khuyén nghi tr ban be va bo

phiéu cho ho dé tim ra noi t6t nhit duoc goi 12 thuat toan rirng ngau nhién.

V& mit k¥ thuat, n6 1a mot phuong phap tong hop (dua trén cach tiép can phan
chia va chinh phuc) cia cac cay quyét dinh duogc tao ra trén mat tap dir li¢u dugc chia
ngau nhién. B swru tap phén loai ciy quyét dinh ndy con duogc goi 1a rimg. Cay quyét
dinh riéng 1¢ duoc tao ra bang cach str dung chi bao chon thudc tinh nhu ting thong
tin, ty 1& tang va chi s Gini cho ting thudc tinh. Mdi cay phu thudc vao mot mau

ngau nhién doc 1ap.
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Trong bai toan phan loai, mdi phiéu bau chon va 16p pho bién nhat duoc chon
la két qué cudi cung. Trong truong hop hoi quy, mirc trung binh cua tat ca cac két
qua dau ra cua cay duoc coi la két qua cudi cung. N6 don gian va manh mé€ hon so

v6i cac thuat todn phan loai phi tuyén tinh khac.
Phuong thirc hoat dong cta thuit toan gém 4 budc:
1. Chon cac mau ngau nhién tir tap dit liéu da cho.

2. Thiét 1ap cay quyét dinh cho tirng mau va nhan két qua du doan tir mdi quyét

dinh cay.
3. Hay bo phiéu cho mdi két qua dy doan.
4. Chon két qua duoc du doan nhiéu nhét 13 du doan cudi cung.

Uu diém: Random forests duoc coi 1a mot phuong phap chinh x4c va manh
mé vi s6 cdy quyét dinh tham gia vao qua trinh nay. N6 khong bi van dé overfitting.
Ly do chinh l4 ndé mat trung binh cua tt ca cac du doan, trong d6 huy b nhitng thanh
kién. Thuét toan c6 thé dugc sir dung trong ca hai van dé& phan loai va hdi quy.
Random forests ciing ¢ thé xur Iy cac gid tri con thiéu. C6 hai cach dé xu 1y céc gia
tri nay: sir dung céc gi tri trung binh dé thay thé cac bién lién tuc va tinh toan mirc
trung binh gan ké cta céc gia tri bi thiéu. Ban c6 thé nhan dugc tim quan trong cta

tinh ning twong dbi, gitp chon cac tinh ning dong gdp nhiéu nhat cho trinh phén loai.

Nhiege diém: Random forests cham tao du doan bdi vi n6 c6 nhiéu cay quyét
dinh. Bat ctr khi nao n6 dua ra du doan, tt ca cac cdy trong rimg phai dua ra du doan
cho cung mot dau vao cho trude va sau do thyc hién bo phiéu trén d6. Toan bd qua
trinh nay t6n thoi gian. M6 hinh kho hiéu hon so véi cdy quyét dinh, noi ban ¢ thé

dé dang dua ra quyét dinh bang cach di theo duong dan trong cdy.
2.2.1.4. KNN

K-Nearest Neighbors algorithm (K-NN) [2] duoc sir dung rit phé bién trong
linh vuc Data Mining. K-NN 1a phuwong phap dé phan 16p cac dbi tuong dwa vao
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khoang cach gan nhét gitta d6i tuong can xép 16p (Query point) va tit ca cac doi

tuong trong Training Data.

Mot d6i trong duoc phan 16p dua vao K lang giéng cia nd. K 1a s6 nguyén

duong dugc xac dinh trude khi thyc hién thuat toan. Nguoi ta thuong dung khoang

cach Euclidean dé tinh khoang cach gitta cac dbi tuong.

Thuéat toan K-NN dwgc mé ta nhu sau:

1.

2.

Xac dinh gia tri tham s6 K (s0 lang giéng gan nhat);

Tinh khoang céach giita d6i tuong can phan 16p (Query Point) véi tat ca cac

d6i tugng trong training data (thuong sir dung khoang cac Euclidean);

Sap xép khoang cach theo thir tu ting dan va xac dinh K lang giéng gan nhat
vo1 Query Point;

Lay tat ca cac 16p ciia K lang giéng gan nhat di xac dinh;

Duya vao phan 16n 16p cia lang giéng gan nhat dé xac dinh 16p cho Query

Point.

Vi du vé K-NN duing dé phan 16p trong hinh 2.11 ta 6, training Data dugc mo

ta boi ddu (+) va dau (-), d6i tuong can duge xac dinh 16p cho nd (Query point) 13

hinh tron d6. Nhiém vu ctia ching ta 1a udc lugng (hay du doan) 16p ciia Query point

dua vao viéc lya chon s0 lang giéng gan nhat véi nd. Noi cach khac ching ta muon

biét liéu Query Point s& dugc phan vao 16p (+) hay 16p (-)
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1-nearest neighbor outcome is a plus
2-nearest neighbors outcome is unknown
- S-nearest neighbors outcome is a minus

4

Hinh 2.11: M6 ta K-NN dung dé phén 16p
(Nguon: Thudt toan K lang giéng gan nhdt -Internet)
Trong do:
1-Nearest neighbor: két qua 1a + (Query Point dugc xép vao 16p dau +)

2-Nearest neighbors: khong xac dinh 16p cho Query Point vi s6 lang giéng gan
nhat v6iné 1a 2 trong d6 113 16p + va 1 1a 16p — (khong co 16p ndo c6 sb dbi tuong

nhiéu hon 16p kia)

5-Nearest neighbors: két qua 1a - (Query Point dugc xép vao 16p dau — vi trong 5
lang giéng gan nhat v&i no thi ¢6 3 dbi twong thude 16p - nhidu hon 16p + chi ¢6 2

d6i tuong).
2.2.2. Lwa chon va trich xudt hanh vi nguwoi ditng web
2.2.2.1. Mb ta bd dit liéu

Trong ludn vin, tac gia trich xuat hanh vi bat thuong tir bo dir liéu vé tin

cong web CSIC 2010.

Bang 2.1: M0 ta cac truong dir liéu trong b dir liéu CSIC
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Cot dir liéu Mo ta

index S6 thtr tu

method Phuong thirc cho HTTP/1.1 nhu GET, HEAD, POST,
PUT, ...

url Puong dan hay dia chi dung dé tham chiéu dén cac tai
nguyén trén mang Internet

userAgent La mot chudi nhan dang cta trinh duyét web khi giri
yéu cau dén may chu web

cacheControl Tbi wu tc d6 tai trang, ting tinh bao mat

accept La kiéu dit liéu ma s& nhan duoc tir response, response

ma dai tra vé khac kiéu thi s& bi ban ngay. Thuong thy

nhat 13 cac kiéu text/html, application/xhtml+xm

acceptEncoding

Khai bdo kiéu ma héa ndi dung ma request chap nhan

acceptCharset St dung dé chi cac bo thiét 1ap ky tu nao duoc chap
nhan

acceptLanguage Str dung dé chi ngdn ngit nao duoc chap nhan

host Dia chi IP may chu

contentLength Chi dan kich ¢ ctia phan than déi tuong, trong s6 thap
phan cua h¢ 8, dugc gui tdi ngudi nhan

contentType La kiéu thong tin ma server tra vé cho client, né phai

phu hop véi cai accept ma client request toi




45

Cot dit liéu Mb ta

cookie Chtra thong tin dwge ma hoa dung dé gui 1én server,

gitp xac dinh phién gitra client-server

payload Chtra dit liéu va cac tham sé cua ngudi dung giri 1én

Thong thudng trong bai toan phan tich hanh vi ngudi dung dé xac dinh bt

thuong, sé tap trung chi yéu vao cac truong dit liéu ngudi ding nhap vao.
Déi voi tap dit liéu CSIC di thu thap luan van s& tip trung vao trudng payload,
url va cookie dé xay dung bo feature.

2.2.2.2. Trich chon thudc tinh st dung k¥ thuat TF-IDF (Term Frequency —

Inverse Document Frequency)
< Ung dung N-Gram trong trich xuat Ki twr va tir trong vin ban

N-Gram 12 mé hinh ngon ngit thong ké cho phép gan (udc lugng) xac suat cho
mot chudi m phan tir (thuong 14 tir) P(wy w,. .. w;,) tire 12 cho phép du doan kha ning

mot chudi tir xuat hién trong ngdn ngir d6. Theo cong thirc Bayes:
P(AB) = P(B|A) * P(A)
Trong do:
e P(A): Xac suét xay ra sy kién A
e P(B): Xéc suit xay ra su kién B

e P(BJA): X4c suat (co diéu kién) xay ra su kién B néu biét rang su kién A

da xay ra.
Tur do ta duoc:

P(wywy...wp,)=P(wy) * P(wy|lw;) * P(ws|lwyws,) *...% P(w,,|lwiw,.. . Wy, _q)
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Theo cdng thirc ndy thi bai toan tinh xac suat caa mdi chudi tir quy vé bai
toan tinh xac suat caa mot tir véi diéu kién biét cac tir trude né (co thé hiéu P(w, =
P(w;|start) |a xac suat dé w, ding dau chudi hay noi cch khac ngudi ta co thé
dura thém ky hiéu dau dong start vao mdi chudi).

Trong thuc té, dya vao gia thuyét Markov ngudi ta chi tinh xac suat ctia mot
tor dua vao nhiéu nhit n tir xudt hién lién trude nod, va thong thuong n= 0,1,2,3. Vi
vay, nhiéu ngudi goi md hinh ngdn ngir 14 md hinh N-gram, trong d6 n 1a sé lugng
tir (bao gdm ca tir can tinh va cc tir ngit canh phia trudc).

- Véin =1, unigram.
- Vi n = 2, ta c6 khai ni¢ém bigram.
- Véin = 3, ta co trigram.

Nhung vi n cang 16n thi s6 trudng hop cang 16n nén thuong ngudi ta chi sir
dung véi n = 1,2 hoac déi luc 1a 3.

Theo cdng thirc Bayes, md hinh ngbn ngit cn phai 6 mot luong bd nhé vo
cung 16n dé c6 thé luu hét xac sudt cua tat ca cac chudi d6 dai nhé hon m.
R0 rang, diéu nay 1a khong thé khi m 12 d6 dai ctia cac van ban ngén ngit tu nhién (m
c6 thé tién t6i vo cung). Dé c6 thé tinh duoc X4c suat cia van ban vai luong bo nhd
chap nhan duoc, ta sir dung xap xi Markov bac n:

P(wywy... W)= P(wy) * P(wa|wy) * P(wslwywy) *...

* P(Wm—llwm—n—lwm—n- . -Wm—z)* P(Wm|

Wm-nWm-n+1-- -Wm—l)
Véi cong thie ndy, ta c6 thé xdy dung mo hinh ngén ngir dya trén viéc thong
ké cac cum co it hon nt+1 tir. Cac mo hinh N-gram dugc hinh dung thong qua vi du sau:
s TF-IDF

Term Frequency — Inverse Document Frequency (TF-IDF) la giai phap danh

trong s két hop tinh chat quan trong ctia mot tir trong tai lidu chira n (TF- tan suat
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xudt hién cua tir trong tai liéu) v6i tinh phan biét cua tir trong tap tai liéu ngudn (IDF-
nghich ddo tn suét tai liéu). Pay 1a mot k¥ thuét co ban va thuong dugc sir dung két
hop véi cac thuat toan khac dé xur 1y van ban. Muc dich cua ki thuat nay 1a tinh trong

s6 caa mot tir, qua d6 danh gia muirc d6 quan trong cua tir 46 trong vin ban. Trong do:
- TF duoc tinh theo cbng thuec:

f(td)
max{f(w,d) : wed

tf(t,d) =

Trong do:
o tf(t, d): tan sudt xuat hién cta tir t trong vin ban d
o f(t, d): SO lan xuét hién cua tir t trong van ban d

o max({f(w, d) : w € d}): S 1an xuat hién cta tir ¢6 sb 1an xuat hién nhiéu

nhat trong van ban d
- IDF duogc tinh theo cong thirc:

|D|
|[{deD : ted}|

idf(t,D) = log
Trong do:
o 1df(t, D): gia tri idf cua tur t trong tap van ban
o |D|: Tong sb vin ban trong tap D
o |{d € D:te d}|: thé hién sb vin ban trong tp D ¢ chira tir t.
- Gia tri TF-IDF:
tfidf(t, d, D) = tf(t, d) x idf(t, D)

Vi dy trich chon thudc tinh sir dung két hop N-Gram va TF-IDF cho request

ngudi dung: http:/localhost:80802id=abc':+drop+table+usuarios;. Thu dugc két qua

trong bang 2.2.

Bang 2.2: Két qua trich chon thudc tinh sir dung két hop N-Gram va TF-IDF


http://localhost:8080/?id=abc';+drop+table+usuarios;
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tfidf tfidf tfidf

tab 0.23375 rop 0.138057 =ab 0.138057
ble 0.23375 st: 0.138057 ?id 0.138057
abl 0.23375 t:8 0.138057 alh 0.138057
abc 0.23375 tp: 0.138057 bc' 0.138057
b+ 0.138057 dro 0.138057 bct 0.138057
Iho 0.138057 cal 0.138057 c'; 0.138057
e+a 0.138057 cta 0.138057 ttp 0.138057
hos 0.138057 +ab 0.138057

htt 0.138057 +dr 0.138057

id= 0.138057 +ta 0.138057

le+ 0.138057 I 0.138057

le; 0.138057 /lo 0.138057

loc 0.138057 80 0.138057
d=a 0.138057 0?i 0.138057

oca 0.138057 808 0.138057
op+ 0.138057 807 0.138057

ost 0.138057 Ml 0.138057

p+t 0.138057 :80 0.138057

p:/ 0.138057 ;+d 0.138057

Két luan chwong 2

Trong chuong 2 ludn van di gi6i thidu tong quat vé cac phuong phap phat hién
tan cong web va mot s6 cong cu hd tro phat hién tan cong. Tir han ché cia viéc sir

dung c4c cong cu tin cong, luan vin di dé xuat phuong phap phat hién hanh vi bét
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thuong cuia nguoi dung web st dung hoc may thong qua cac thuat toan: SVM,
Random Forest, KNN. Luén van stir dung ki thuat trich chon thudc tinh trong van ban
TF-IDF dé lua chon va trich xut hanh vi nguoi ding dua ra canh bao trudce vé cac

cudc tan cong web cho nguoi quan tri.

Trén co so cac két qua da dat duoc cua chuong 2, trong chuong tiép theo luan
van sé tién hanh thyc nghiém phat hién tan cong web dya trén ki thuat phan tich hanh
vi trén co s& cac thuat toan (SVM, Random Forest, KNN) va hanh vi da trich xuét-

Ivra chon.
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CHUONG 3: THUC NGHIEM VA PANH GIA

Tém tit chuong: Trong chuong 3, luan van s€ thuc hién thuc nghiém phat hién tan
cong web dua trén k¥ thuat phan tich hanh vi trén co sé thuat toan va hanh vi da dugc

lya chon va phan tich ¢ chuong 2.
3.1. Mot s yéu ciu cai dit
3.1.1. Yéu cdu chung cho cai dat thir nghiém

- Phan cimg: BO xtr Iy 32bit (x86) hodc 64bit (x64) c6 toc do 2 gigahertz (GHz)
hozc nhanh hon; RAM 4GB tr¢ 1én; Pia cting c6 dung lojong trong 10 GB (64 bit).

- Phan mém: Cai dat trén hé théng Windows/Linux (Centos 7.2); Cong cu lap trinh:

Phan mém Python 2.7 tro 1én hodc phan mém Pycham Professional 2020.1.
- Dir liéu: Bo dit liéu tin cong CSIC 2010.
3.1.2. Gidi thiéu chung vé Python

Python 14 ngén ngit kich ban huéng dbi twong (object-oriented scripting
language). Khong chi vdy, nd con 1a mot ngdn ngit cip cao ¢ kha ning théng dich
(interpreted language) va c tinh tuong tac (interactive language) cao. Nho chirc nang
thong dich ma trinh thong dich (Interpreter) ctua Python c6 thé xir Iy 1énh tai thoi diém
chay chuong trinh (runtime). Nhd d6 ma ta khong can bién dich chuong trinh trudc

khi thyc hién n6 (twong tu nhu Perl va PHP).

Python 1a m{t ngdn ngir 1ap trinh da muc dich, dugc st dung bdi hang ngan
ngudi dé lam nhiing viéc tir kiém thir vi mach tai hang Intel, str dung trong img dung
Instagram, cho t61 xay dung cac video game véi thu vién PyGame va c6é hang tram
cac thu vién ctia bén thir ba (third-party). C6 mot s6 dic diém sau:

- Don gian: Python 1a mot ngon ngir don gian va téi gian. Poc mot chuong
trinh Python c6 cam giac nhu doc tiéng Anh, mic du ¢ dang rt gon. Tinh tu nhién

cua ma gia trong Python 1a mdt trong cdc diém manh nhat ciia ngébn ngit nay. Diéu
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nay giup cho 1ap trinh vién tip trung vao giai phap giai quyét van dé hon 1a viéc tap

trung vao ngodn ngir.
- Dé hoc: Python dé& hoc vi ¢ ¢t phap cuc ky don gian.

- Mién phi va ma nguén mo: Python 1a mot vi du ciia FLOSS (Free/Libré and
Open Source Software). Vi vdy, chung ta c6 thé tu do phan phdi ban sao chép cua
phan mém, ciing nhu ma ngudn, thay doi hay str dung cac thanh phan phdn mém trong
cac chuong trinh méi. Mot trong nhirng 1y do Python la ngén ngir manh vi n6 dugc

cong dong thuong xuyén phat trién va nang cp

- Ngén ngir bic cao: Khi str dung Python, chiing ta s& khong bao gid phai dé

¥ dén cac chi tiét mic thap nhu quan 1y bd nhé cho chwong trinh, ...

- Kha nang bo tui: Do tinh ty nhién ma m¢ ctuia Python, Python cling xay dung
chay trén nhiéu nén tang khac nhau. C6 thé st dung Python trén GNU/Linux,
Windows, FreeBSD, Macintosh, Solaris, OS/2, Amiga, AROS, AS/400, BeOS,
0S/390, z/OS, Palm OS, QNX, VMS, Psion, Acorn RISC OS, VxWorks, PlayStation,
Sharp Zaurus, Windows CE va PocketPC. Ngoai ra con c6 thé dung mot nén tang

nhu Kivy dé tao cac tro choi trén may tinh danh cho iPhone, iPad, va Android.

- Dién dich: Khi mot chuong trinh duoc viét bang ngdn ngit bién dich (nhu C
hoic C++) thi né duoc chuyén d6i tir ma ngdn ngit (C/C++) thanh ngdn ngit ma may
tinh ¢ hiéu dugc bang cach dung 1 trinh bién dich véi cac chirc nang khac nhau. Trai
lai, Python khong can bién dich ra nhi phan. Chuong trinh viét bang Python chay truc
tiép tir ma ngudn. Cu thé, Python s& chuyén ma ngudn thanh mot dang trung gian goi
1a bytecode, sau d6 dich dang trung gian thanh ngén ngit ma may tinh c6 thé hiéu
duoc

- Hudng doi twong: Python 13 ngdn ngir hd tro cho lap trinh hudng ddi tuong
lan ca lap trinh thu tuc. Néu so sanh v&i C++ hodc Java, Python rit manh nhung lai

cuc ky don gian dé thyc hién lap trinh hudng dbi tuong.
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- Tinh mo rong: Néu ching ta cAn mot doan ma chay nhanh hodc mot vai thuat
toan dong, co thé 1ap trinh & C/C++ va sau d6 str dung nd cho chwong trinh Python.

Python cho phép tich hgp cac chuong trinh ¢ cac ngoén ngir khac

- Thur vién mé réng: Thu vién tiéu chuan Python thi rat 16n. Thu vién gitp
chung ta 1am nhiéu tht khac nhau lién quan dén biéu thuc chinh quy, gieo tai liéu,
tién trinh/tiéu trinh, database, trinh duyét web, CGI, FTP, email, XML, XML-RPC,
HTML, tap tin WAV, ma hoa, GUL va cac phan khac. Tat ca thir ndy déu sin c6 khi
cai dat Python.

Tur nhitng khao sat trén, luan van di Iya chon Python lam ngon ngir dé tién

hanh cai dat cac thur nghi¢m.
3.1.3. Gidi thi¢u vé bo dii lieu CSIC

B6 dit licu HTTP CSIC 2010 chira hang ngan yéu cau web duoc tao tu dong.
N6 ¢6 thé duge su dung dé thu nghiém cac h¢ théng bao vé tn cong web. Bo dir li¢u
HTTP CSIC duogc phat trién tai "Vién bao mat thong tin" ciia CSIC (Ho1 d@)ng nghién
ctru quoc gia Tay Ban Nha) [14].

B6 dir liéu dugc tao ty dong va chura 36.000 yéu cau binh thuong va hon
25.000 yéu cau di thuong. Cac yéu cau HTTP duoc gan nhin 13 binh thuong hodc bat
thuong va bd dir liéu bao gém cac cudc tan cong nhu SQL, tran bd dém, thu thap

thong tin, tiét 16 tép, tiém CRLF, XSS, bao gém phia may chu, gid mao tham $6, V.v.
Dir lieu dwoc tao theo cac buoc:

Pau tién, dit liéu thyc dugc thu thap cho tat ca cac tham sé cia tng dung web.
Tat ca dir liéu (tén, ho, dia chi, v.v.) dugc trich xuét tir co sd dit lidu thuc. Cac gia tri
nay dugc luu trir trong hai co sé& dit li¢u: mot cho cac gia tri binh thuong va mot cho
céc gia tri di thuong. Ngoai ra, tit ca cac trang c6 san cong khai cta tmg dung web

duoc liét ké.

Tiép theo, cac yéu cau binh thudng va bat thuong duge tao ra cho moi trang

web. Trong truong hop cac yéu ciu binh thudng cd tham sd, cac gia tri tham sé duoc
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dién day du véi dir lidu dugce 14y tir co sé dit liéu binh thudng. Qua trinh nay 13 twong

tu cho cac yéu cau bat thuong, trong d6 cac gia tri ctia cac tham sb duogc lay tir co s¢

dir liéu bat thuong.

Ba logi hanh vi bat thwong da dwoc xem xét:

1) Céc cudc tAn cong tinh cb ging yéu cau cac tai nguyén bi an (hodc khong ton tai).
Céc yéu cau nay bao gdm cac tép 15i thoi, ID phién trong ghi lai URL, tép cau
hinh, tép mac dinh, v.v.

2) Cac cudc tan cong dong sira ddi cac d6i sé yéu cau hop 1é: SQL SQL, CRLF, kich
ban chéo trang, tran by dém, v.v.

3) V6 tinh yéu cau bat hop phap. Cac yéu cau nay khong c6 muc dich xau, tuy nhién
ching khdng tuan theo hanh vi théng thuong cua tmg dung web va khong ¢ ciu
tric gidng nhu cac gia tri tham sé binh thudng (vi du: s6 dién thoai gém céc chir
cai).

3.2. Kich ban thuc nghiém

Bo dit liéu CSIC dau vao s& dugc chia thanh nhiéu tap khac nhau dé kiém
nhiém mé hinh. Qua trinh xay dung mé hinh bao gém hai giai doan chinh:

- Giai doan 1: Huan luyén mé hinh (Training phase)

- Giai doan 2: Kiém thir mé hinh (Testing phase).
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TESTING PHASE

Dataset CISC
20%

A 4

TRICH XUAT

A 4

TRAINING PHASE
Dataset CISC
80%
A\ 4
TRICH XUAT
KNN
SVM
Random Forest
A 4
TF-IDF ——Ccsv—p  HUAN LUYEN
[2;3] N-Gram

MODEL

i ’Normal H Attack I

TF-IDF

[2;3] N-Gram

% Giai doan huén luyén mo hinh (bao gdm 3 bwéc chinh):

Budc 1: BG dir li€u cac request binh thuong tir nguoi dung trong tap dit liéu CSIC.

Tai budc nay, thuc hién tinh toan su xuat hién cua cac ky tu quan trong méi va luu

Hinh 3.1: Qua trinh xdy dung mé hinh

ching trong co s¢ dir lidu.

Budc 2: Mo-dun khong gian vecto duoc str dung dé chuyén d6i dir liéu chudi thanh

cac vecto. Str dung ki thuat trich chon dir liéu tac gia da gidi thi€u va mo ta cach

tinh ¢ chuong 2.

Budc 3: Mo-dun xtr 1y dit lidu sir dung thuat toan hoc may (lan luot thay thé cac

thuét toan khac nhau dé xac dinh mé hinh tdi wu nhét cho bai toan: KNN, SVM,

Random Forest).

Giai doan kiém thir mé hinh:

Budc 1: Phan dit lidu thir nghiém dugc tién hanh loai bo nhan dir liéu.

Budc 2: Thuc hién qué trinh trich xut dic trung dit liéu twong tu bude 2 & giai

doan 1.
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- Budc 3: Thir nghiém cac mo hinh ing véi cac thudt toan hoc may da duoc xay
dung & giai doan 1. Tac gia lya chon phuong phap danh gia do chinh xac bang

cach sur dung ma tran do do (confusion matrix) dugc mo ta nhu sau:

Confusion Matrix 1a mot phuong phép danh gia két qua ciia nhitng bai toan
phan loai vdi viée xem xét ca nhirng chi s6 vé d6 chinh x4c va do bao quat cua cac
du doan cho tirng 16p. Mot confusion matrix gém 4 chi sb sau di véi mdi 16p phan
loai:

« TP (True Positive): mau mang nhan duong duoc phan 16p ding vao 16p
duong

« TN (True Negative): mau mang nhan 4m duoc phan 16p ding vao 16p am.

« FP (False Positive - Type 1 Error): mau mang nhin 4m bi phan 1ép sai vao
16p duong.

« FN (False Negative - Type 2 Error): mau mang nhin duong bi phan 16p sai

vao 16p am.
Actual Values
Positive (1) Negative (0)
m - -
% Poszitive TP FP
-
-
o
g
E Negative () FN N
%

Hinh 3.2: Ma tran d¢ do (Conusion matrix)

Ky hiéu TP 1a True Positive; TN la True Negative; FP la False Positive va FN
la False Negative. Thuc hi¢n phép do Precision — Recall, trong do, Precision 1a ti 1€
s6 diém TP trong nhitng diém duoc phan loai Positive, con Recall 1a ti 1€ s6 diém TP

trong s6 diém thuc sy 1a Positive. Cong thirc nhu sau:
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o TP
precision=
TP+FP
recall=
TP+FN

Ta thay rang, Precision va Recall phu cang cao thi cang tot. Nhung trong thuc
té, hai gia nay khong thé dat duoc cuc dai cing mot lic va théng thuong phai tim
kiém su can bang. Thudc do Flscore I trung binh hai hoa giita Precision va Recall.

N6 ¢ xu huéng bang khong néu hai gia tri ndy c¢6 xu hudng bang khong.

precision X recall

Flscore = 2* . .
precision + recall

< Kich ban thwe nghiém chi tiét:

Trong mé hinh nay da st dung bo dir liéu bao gdm 25065 lién két bat hop phap
clia mot s6 loai tan cong (XSS, SQL injection) va 36000 lién két hop phap. Bo dir
lidu tir mot sb nguén dir liéu cua cac cong cu bao vé h¢ théng nhu t€p nhat ky cua h¢
thong phat hién va ngin chin xam nhap, yéu cau HTTP (phuong thirc GET, phuong
thirc POST) cua tuong lira tng dung Web.

Céc bd dit liéu ban dau da dugc thue hién phan chia thanh hai phén riéng biét
v6i 80% cac lién két dé dao tao va 20% cac lién két dé thir nghiém. Trong qué trinh
thir nghiém thém mot s6 phuong phap hoc may dé so sanh phuong phap da dé xuét.
3.3. Mot s6 két qua thwe nghiém
Thuyc hién thir nghi¢m trén dir li€u bao gém:

- 36000 request binh thuong;

- 25065 request bat thuong;

- Til¢ chia dir liéu Traning/Testing 1a 8/2;

-S4 16p dit liéu can phan 14 2 16p: Binh thudong/Bat thudng.

Tu viéc thyc hién phan chia dir liéu dau vao cla tap binh thuong thanh cac

doan vdi ti 1€ nhu trén, ta dugc bang két qua:
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Phat hién bat thuong tir hanh vi ngudi ding web 1a mot vin dé kho trong phong
chéng tAn cong ung dung web. Thuat toan phéan loai dugc dé xuit dé phat hién cac
lién két bat hop phap dua trén Gmg dung phuwong phap hoc may véi viée trich chon
cac dic trung thudc tinh dir liéu cua ngudi dung. Thuét toan phat hién lién két bat
hop phap phan tich céc lién két theo mot chudi cac bude dé xac dinh xem lién két d6
1a hop phép hay doc hai. Mac du thuat toan dé xuét cai thién do chinh xéac phan loai
ctia cac lién két bat hop phap, nhung véi sy gia ting sd luong tham sé co trong céac
yéu cau, do chinh xac phan loai s& giam. Do d6, trong thoi gian t6i, can tim sy két
hop cua cac phuong phap phat hién bt thudng dua trén hoc sdu nham cai thién do
chinh xac phan loai khong chi cua cac lién két dang ngd méi dic trung cac loai tan

cong chua dugc dinh danh.
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Két luan chwong 3

Trong chuong 3 luan van da xay dung ba kich ban thir nghiém phén loai hanh
vi nguoi dung web. Véi mdi kich ban da xay dung dugc mo hinh hoc may nhu: KNN,
SVN, Random Forest.

Céc két qua thir nghiém ban dau cho thay giai phap phat hién tin cong web tng
dung dua trén k¥ thuat phan tich hanh vi dé xut c6 tinh kha thi cao va phu hop véi

cac yéu cau de ra.
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KET LUAN
1. Nhirng dong gop cia luin van

Véi muc tiéu nghién ciru cac phuong phap phat hién tin cong web tng dung
dua trén ky thuat phan tich hanh vi va thir nghi¢ém, luan van da di sau nghién ctru cac
van dé xung quanh dé tai nghién ctru, cac thuat toan hoc may phat hién tin cong web

dé tmg dung vao phat hién hanh vi bit thudng cua ngudi ding.
Nhirng két qua chinh da dat duoc trong ludn van:

- Khao sat mdt s6 nguy co mat an toan thong tin thong qua c&c ki thuat tan cong
web, dua ra cac phuong phap phong chéng tin cong web pho bién ciing nhu

dua ra mot s phuong phap nhim nang cao bao mat hé thong.

- Tim hiéu phuong phap phat hién tan cong web dua trén k¥ thuat phan tich
hanh vi. Thyc hién trich xuat hanh vi bat thuong tir bo dit liéu vé tan cong web

(b6 dir liéu CSIC 2010) str dung ki thuét trich chon TE-IDF két hop N-Gram.

- Lua chon va tng dung thuat todn hoc may nham phan loai hanh vi tan cong va
hanh vi binh thuong 1én web, stir dung c&c thuat toan hoc may co giam sat:
KNN, SVM, Random forest.

- Thuc nghiém xay dung md hinh bo phan 16p binh thudng/bat thuong theo ting

kich ban dé dwa ra mo hinh t6t nhat khi sir dung N-Gram véi n=3.
2. Hwéng phat trién ciia ludn vin
Mot s6 hudng phat trién tiép theo cua luan vin:

- Mic du thuat toan dé xuét cai thién do chinh xéac phan loai cua céc lién két bat
hop phap, nhung véi su gia tang sb lwong tham so c6 trong cac yéu cau, do
chinh x4c phén loai s& giam. Do d6, can tim su két hop cta cac phuong phap
phat hi¢n bat thuong dua trén hoc sau nham cai thién d6 chinh xac phan loai
khong chi cua céc lién két dang ngd méi dic trung cac loai tin cong chua duoc

dinh danh.
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- Thuc hién nghién ctiru phuong phap phat hién tin cong web dua trén ky thuat

phan tich hd so hanh vi.
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