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MO DAU
1. Tinh cép thiét cia dé tai

Céc nguy co mat an toan thong tin trén thé gi6i néi chung va Viét Nam noi
riéng lién tuc ra ting va phét trién vé ca s lwong cling nhu mirc d6 nguy hiém cia
cac cude tin cong. Theo ghi nhan ciia mot sé cong ty bao mat trén thé gidi, trong
vai ndm tr¢ lai day Viét Nam luén dugc coi la diém nong cua ma doc va cac cudc
tan cong website trai phép. Hang loat cac cudc tAn cong website dién ra voi quy mo
16n vao cac website ctia cac doanh nghiép, to chirc chinh phu... da gy mat an toan
thong tin va anh hudéng nghiém trong dén uy tin va doanh nghiép, to chirc chinh
phu. Hién nay, cic co quan nha nudc, cic t6 chic chinh phi da va dang c6 nhiéu
bién phép tich cuc trong viéc phong chéng va phat hién tan cong website. R4t nhiéu
bién phap da dugc ing dung va trién khai trong thyc té. Tuy nhién, cac k¥ thuat tin
cong website ngdy cang duoc bién d6i tinh vi va phic tap, dic biét 1a cac truy cap
thé hién cac hanh vi bat thuong cia nguoi ding website rat dé dang dé vuot qua
duoc sy giam sat ctia cac san pham an toan web.

Website cia Truong Pai hoc Cong nghé Giao thong van tai dugc st dung cho
phép nhiéu user bao gdm ca sinh vién, gidng vién va can bd cong nhan vién chirc st
dung dé 1am viéc va tra ctru thong tin. Hang ngdy c¢6 hang trim nghin giao dich, cta
ngudi dung truy cap vao website clia truong nham khai thac va thuc hién muc dich cia
minh. Trong s cic truy cip nay di c6 nhiéu truy cip bat thuong ngudi ctia ngudi ding
web dugc ghi nhan, gy mét an toan thong tin va uy tin ctia nha truong. Chinh vi vay,
van dé phat hién va ngan chin cac truy nhap bat thudng cua ngudi ding web 1én
Website ctia Truong Pai hoc Cong nghé Giao thong vén tai dang rat dugc quan tim
hién nay. Ttr nhiing 1y do trén, hoc vién vai su giup do cua TS. D6 Xuan Cho lua chon

dé tai: “Phuong phap phat hién tin cong web tng dung k§ thuat phan tich hanh vi”.
2. Tong quan van dé can nghién ciru

Hién nay viéc ting truong va phat trién nhanh chong cta Internet dan dén nhu cau



bdo mat va ddm bdo an toan thong tin dang duoc cac doanh nghiép ngay cang chu

trong.

Theo Bao cdo an ninh website Q3/2018 cua CyStack [17], trong quy 3 nam
2018 trén thé gi6i da co 129.722 website bi tin tic tin cong va chiém quyén diéu
khién. Nhu vay, cir mdi phut troi qua lai c6 mot website bi tin tic kiém soat. Bang
viéc chiém quyén diéu khién website tin tic co thé gy ra rat nhiéu van dé ric rdi
cho cac chu website: danh ca"lp dir li€u, cai dat ma ddc, pha hoai website, tao trang
lira ddo (phishing), tong tién...Theo théng ké, Viét Nam dung thir 19 (chiém 0.9%)
trong s cac qudc gia c6 website bi tin tic tin cong. Cu thé trong quy 3 nim 2018
dd c6 1.183 website ciia Viét Nam bi tin tic tan cong va kiém soat. Cac website gioi
thiéu san pham va dich vu ctia Doanh nghiép 1a d6i tuong bi tin tic tin céng nhiéu
nhat, chiém t6i 71,51%. Vi tri thir hai 1a cdc website Thuong mai dién tir chiém
13,86%. Cac website c6 tén mién .gov.vn ctia chinh phii chiém 1.9% trong danh
sach vai tong sd 23 website bi tin cong.

Ngoai viéc sir dung cac phuong phap phong chéng tan cong truyén thong, xu
hudng hién nay la xtr dung tri tu¢ nhéan tao, hoc may dé ap dung trong linh vyc an
toan thong tin dé phat hién nhanh chong va ting d6 chinh x4c. C6 2 hudng tiép can
chinh 1a dya vao dau hiéu va hanh vi dé phat hién tan cong web noi chung va hanh
vi bat thuong nguoi dung web noi riéng. Mbi phuong phap déu cé nhiing vu diém
va nhugc diém nhét dinh. Trong ludn van, tac gia s€ di sau vao viéc nghién clru Ve
phuong phap phat hién hanh vi bat thudng nguoi ding web dua trén k§ thuat phan
tich hanh vi. Pé luan van dat dugc nhitng két qua trén, can nghién ctiru va 1am rd cac
ndi dung:

- Tim hiéu mét s6 16 hong, diém yéu va cac cudc tan cong 1én web tng dung;

- Nghién ctru va tim hiéu vé mot sé6 phuong phap va cong nghé phat hién tin
cong web tng dung;

- Nghién ctru phuong phap phat hién tin cong web bang k¥ thuat phan tich hanh

vi trén co so¢ thudt toan hoc may va hanh vi nguodi dung.
3. Muc dich nghién ciru
«  Tim hiéu vé thut toan phan loai hoc may;

« Tim hiéu vé hanh vi bat thuong ngudi dung webs;



Nghién ctru phuong phap phan loai hanh vi bat thudng ctia ngudi dung web
dua trén céc thuat toan hoc may.
4. P6i twong va pham vi nghién ciru
Déi twong nghién ctru: Dit liéu Truy cap web, dit liéu truy cap web tng dung
cua truong Pai hoc Cong nghé Giao thong van tai.
Pham vi nghién ctru: Hé thdng website va phuong phap phat hién hanh vi
cua nguoi dung web.
5. Phwong phap nghién ciru
Dua trén céac thuat toan hoc may c6 giam sat tor d6 phan loai ngudi dung va
xac dinh ngudi ding bat thuong.
Céu triic noi dung luan van gém 3 chuong véi cac ndi dung nhu sau:
Chuong 1: Nguy co mit an toan thong tin web va bién phap phong chong
Noi dung chuong 1 cta ludn van s& trinh bay vé mot sd k¥ thuat tn cong
website bao gom: mot sé phuong phéap tin cong, cac cong cu hd tro tan cong... Bén
canh d0, trong chuong 1 luin vin s& trinh bay mot s6 phwong phap va cong cu
phong chdng tan cong web.
Chuwong 2: Phwong phap phat hién tin cong trén web dua trén ky thuit phéan
tich hanh vi
Noi dung chuong 2 ciia luan vin s& nghién ciru vé mot s6 phuong phap phat
hién tdn cong web bao gdm k¥ thuat phat hién va cac cong cu ma ngudn mé hd tro
phat hién tan cong web. Ngoai ra, trong chuong 2 s& trinh bay vé phuong phap phat
hién tin cong web dua trén k§ thudt phan tich hanh vi.
Chwong 3: Thuc nghiém va danh gia

No6i dung chuong 3 ctia luan van s€ thyc hi¢n thuc nghiém phat hién tAn cong
web dua trén k¥ thuat phan tich hanh vi trén co s¢ thuat toan va hanh vi da duoc lya

chon va phéan tich ¢ chuong 2

Két luén.



CHUONG 1: NGUY CO MAT AN TOAN THONG TIN WEB
VA BIEN PHAP PHONG CHONG
1.1. K§ thuit tin cong web

Ngay nay nguy co mét an toan thong tin ngdy cang xay ra nhiéu va din dén
cac hau qua nghiém trong ma nguoi quan tri website khong thé luong trude duoc.
Dic biét 1a ddi véi cac cude tan cong web ngay cang tinh vi va kho luong. Chinh vi
viy, trong muyc nay luan vin s& khao sat cac phuong thire tin cong 16 hong bao mét
Website dya trén khuyén nghi cia OWASP (The Open Web Application Security

Project- dy 4n mé vé bao mat tng dung Web).

1.1.1. Tdn céng SOL injection

1.1.2. Tén céng kiéu Broken Authentication And Session Management
1.1.3. Tén cong Cross Site Scripting (XSS)

1.1.4. Kiéu tin céng Insecure Direct Object References

1.1.5. Tdn céng Sensitive Data Exposure

1.1.6. Téin céng Missing Function Level Access Control

1.1.7. Tén céng Using Components with Known Vulnerabilities
1.1.8. Tén cong Unvalidated Redirects and Forwards

1.1.11. Tdn cong APT

1.2. Phwong phap phong chong tin cong trén web

1.2.1. Cic phwong phdp phong chéng tin cong web phé bién

«% Phwong phap phong chdng tin cong SQL injection

% Phuong phap phong chong tin cong Cross Site Scripting (XSS)

% Phwong phap phong chdng tin cong Cross-Site Request Forgery (CSRF)



1.2.2. M{t sé6 phwong phdp néing cao bio mit hé thong mdy chii website
Két luan chwong 1

Trong chuong 1, luan vin da khao sat vé cac nguy co mat an toan théng tin
Website ciing nhu tim hiéu vé ki thuat tin cong vao cac 16 hong phd bién hién nay
(Top 10 OWAPS). Tir d6 dua ra mot sé phuong phap phong chong tan cong khi xay
dung Website.

Van dé phat hién sdm cac cudc tin cong Website dé co cac bién phap phong
ngira hitu hidéu dong mot vai trd hét stic quan trong. Chuong tiép theo, ludn vin sé
nghién ctru cac phuong phap phat hién tin cong trén Website dya trén ki thuat phan

tich hanh vi.



CHUONG 2: PHUONG PHAP PHAT HIEN TAN CONG
TREN WEB DUA TREN KY THUAT PHAN TiCH HANH VI

2.1. Gi6i thiéu vé phwong phap phat hién tan cong web

2.1.1. Mét s6 phwong phdp phdt hién tin cong web

K§ thuat phat hién tan cong
tng dung web

I
7 Y

Ky¥ thuat phat hién dang Ky¥ thuat phat hién dang
tinh dong
(Log-base detction) (Real-time detection)

I
yd Sy

Phat hién tin cong trén Phat hién tAn cong trén may
mang chu
(Network-based) (Webserver-based)

Hinh 2.1: Phén loai phwong phap phit hi¢n tin cong web
2.1.2. Cong cu phdt hién tin cong web
2.1.2.1. St dung tuong ltra WAF
2.1.2.2. St dung hé théng phat hién xam nhap
¢ Chirc nang cua IDS
< Kién triic ciia h¢ thong phat hién xAm nhéap IDS
% Cach thic lam viéc cua IDS
Uu diém ciia Network-Based IDSs:

« Quan ly dugc ca mdt network segment (gém nhiéu host).



"Trong subt" véi nguoi st dung 13n ké tin cong.

Cai dat va bao tri don gian, khong anh hudng t61 mang.

Tranh tan DOS anh huéng toi mot host nao do.

C6 kha ning xac dinh 13i ¢ ting Network (trong mo hinh OSI).

bac lap véi OS.

Han ché ciia Network-Based 1DSs:

C6 thé xay ra truong hop bao dong gia (false positive), tirc khong c6 intrusion ma

NIDS bdo 1a ¢6 intrusion.

Khong thé phan tich céc traffic da dugc ma hoa (vd: SSL, SSH, 1PSec...).
NIDS doi hoi phai dugc cap nhat cac signature mdi nhat dé thuc sy an toan.
C6 do tré giira thoi diém bi attack v6i thoi diém phat bao dong. Khi bao dong
dugc phét ra, hé thong co thé di bi ton hai.

Khong cho biét viéc attack c6 thanh cong hay khong.

Gi61 han bang thong.

Uu diém ciia Host - Based IDS:

Han ché cia Host - Based IDS:

2.1.2.3. Cong cy phan mém do quét

2.2. Phwong phap phat hién hanh vi bit thuwong nguoi ding web sir dung

hoc may

2.2.1. Mt s6 thudt todn phdt hign tin céng web

2.2.1.1. Phuong phdp hoc c6 gidm sat sit dung SVM (SVM- Support vector

machine)

2.2.1.2. Decision Tree



2.2.1.3. Random Forest
2.2.1.4. KNN
2.2.2. Lwa chon va trich

2.2.2.1. Mo ta bo dir licu

xudt hanh vi nguwoi diing web

Trong ludn van, tac gia trich xudt hanh vi bat thuong tir bo dir liéu vé tin

cong web CSIC 2010.

Bang 2.1: M6 ta cac truwong dir li€u trong b dir liéu CSIC

Cot dir liéu Mo ta

index S6 thtr tu

method Phuong thicc cho HTTP/1.1 nhu GET, HEAD, POST,
PUT, ...

url Puong din hay dja chi dung dé tham chiéu dén cac tai
nguyén trén mang Internet

userAgent La mot chudi nhan dang cua trinh duyét web khi giri
yéu cau dén may chu web

cacheControl Téi wu toc d6 tai trang, tang tinh bao mat

accept La kiéu dit liéu ma s& nhan dugc tir response, response

ma dai tra vé khac kiéu thi s& bi ban ngay. Thuong

thay nhat 1a cac kiéu text/html, application/xhtml+xm

acceptEncoding

Khai bédo kiéu ma hda ndi dung ma request chap nhan

acceptCharset

St dung dé chi cac bo thiét 1ap ky tu nao duoc chap

nhan




Cot dir liéu Mo ta

acceptLanguage St dung dé chi ngdn ngit nao duoc chap nhan

host Dia chi IP may chu

contentLength Chi dan kich ¢ ctia phan than ddi tugng, trong sé thap

phan cua hé¢ 8, dugc guri td1 nguoi nhan

contentType La kiéu thong tin ma server tra vé cho client, né phai

phu hop véi céi accept ma client request téi

cookie Chtra thong tin duge ma hoa dung dé gui 1én server,

gitp x4c dinh phién gilia client-server

payload Chtra dit liéu va cac tham s6 ctia nguoi dung guri 1én

Thong thuong trong bai toan phan tich hanh vi nguoi dung dé xac dinh bat
thuong, s& tip trung chi yéu vao cac truong dir liéu nguoi ding nhip vao. Dbi véi
tap dir liéu CSIC da thu thap luan van s€ tap trung vao truong payload, url va cookie

dé xdy dung b feature.

2.2.2.2. Trich chon thudc tinh st dung k¥ thuat TF-IDF (Term Frequency —

Inverse Document Frequency)
% Ung dung N-Gram trong trich xuat ki tw va tir trong viin ban

Mo hinh ngén ngit théng ké cho phép gan (udc luwong) xac suit cho mot
chudi m phan tr (thuong 13 tr) P(wyw,...w,,) tirc 12 cho phép du dodn kha ning

mot chudi tir xuat hién trong ngdn ngir d6. Theo cong thirc Bayes:
P(AB) = P(B|A) * P(A)
Trong do:

e P(A): Xac suét xay ra sy kién A
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o P(B): Xac suit xay ra su kién B

e P(B|A): Xéc suit (co diéu kién) xdy ra su kién B néu biét rang sy kién

A da xay ra.
Tu do6 ta duoc:
P(wyw,...wy,)=P(w;) * P(wy|lw;) * P(ws|lwywy) *...% P(W,, |lwiwy.. . Wy _1)

Theo cong thirc nay thi bai toan tinh xac suat cia moi chuoi tr quy vé bai
todn tinh xdc suat cua mot tor voi diéu kién biét cac tr trudec nd (c6 thé hiéu
P(w, = P(w,|start) la xac suat dé w,; ding dau chuoi hay noi cach khac

nguoi ta co thé dua thém ky hiéu dau dong start vao mdi chudi).

Trong thuc té, dua vao gia thuyét Markov nguoi ta chi tinh xac suét ctiia mot
ttr dwa vao nhiéu nhét n tir xuat hién lién trude nod, va thong thuong n= 0,1,2,3. Vi
vay, nhiéu ngudi goi md hinh ngdn ngir 1a mé hinh N-gram, trong d6 n 1a s luong

tir (bao gOm ca tir can tinh va cac tir ngit canh phia trudc).
- Véin =1, unigram.
- V61 n =2, ta c6 khai niém bigram.
- Véin =3, ta c6 trigram.

Nhung vi n cang 16n thi sb trudng hop cang 16n nén thudng ngudi ta chi sir
dung véin = 1,2 hoac doi luc 1a 3.

Theo cong thirc Bayes, mo hinh ngdén ngit can phai c6 mot luong bd nhé vo
cung 16n dé c6 thé luu hét xic sudt cua tit ca cac chudi do dai nhé hon m.
RS rang, diéu nay la khong thé khi m 1a d6 dai cta cac van ban ngdn ngir tu nhién
(m c6 thé tién téi vo cing). Pé c6 thé tinh dugc xac suit ciia van ban véi luong bd
nhd chép nhan dugc, ta st dung xép xi Markov bac n:
P(wyw,...wp)=P(wy) * P(wy|wy) * P(wslwyw,) *...

* P(Wm—1|Wm—n—1Wm—n- . -Wm—Z)* P(Wm|

Wim-nWm-n+1-- -Wm—l)
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Véi cong thire ndy, ta c¢6 thé xdy dung mé hinh ngdn ngit dwa trén viéc thng
ké cac cum c¢ it hon n+1 tir. Cac m6 hinh N-gram dugc hinh dung thong qua vi du

sau:
< TF-IDF

Term Frequency — Inverse Document Frequency (TF-IDF) la giai phap danh
trong s6 két hop tinh chat quan trong ctia mot tir trong tai liéu chira né (TF- tAn sudt
xuat hién cua tir trong tai lidu) véi tinh phan biét cta tir trong tap tai liéu ngudn
(IDF- nghich déo tan sudt tai liéu). DAy la mot ky thuit co ban va thuong duoc st
dung két hop voi cac thuat toan khac dé xir Iy van ban. Muyc dich cua k§y thuat nay 1a
tinh trong sd ciia mot tir, qua d6 danh gid muc do quan trong cua tir d6 trong vian

ban. Trong do:
- TF duoc tinh theo cong thuc:

f(td)
max{f(w,d) : wed

tf(t,d) =

Trong do:
o tf(t, d): tAn sut xuat hién cia tir t trong vin ban d
o f(t, d): S lan xuét hién cua tir t trong van ban d

o max({f(w, d) : w € d}): S6 lan xuat hién cia tir c6 s6 1an xuét hién nhiéu

nhat trong vin ban d
- IDF duogc tinh theo cong thirc:

D]
|{deD : ted}|

idf(t,D) = log
Trong do:
o 1df{(t, D): gi4 tri idf cta tur t trong tap van ban

o [D|: Téng sb vin ban trong tap D

« |{d € D:t e d}|: thé hién s vin ban trong tap D co chira tir t.
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- Gié tri TF-IDF:
tfidf(t, d, D) = tf(t, d) x idf(t, D)

Vi du trich chon thudc tinh st dung két hop N-Gram va TF-IDF cho request

ngudi dung: http://localhost:80802id=abc';+drop-+table+usuarios;. Thu duoc két qua

trong bang 2.2.

Bang 2.2: Két qua trich chon thugc tinh sir dung két hop N-Gram va TF-IDF

tfidf tfidf tfidf

tab 0.23375 rop 0.138057 =ab 0.138057
ble 0.23375 st: 0.138057 ?id 0.138057
abl 0.23375 t:8 0.138057 alh 0.138057
abc 0.23375 tp: 0.138057 bc' 0.138057
"+ 0.138057 dro 0.138057 bct 0.138057
Iho 0.138057 cal 0.138057 c’; 0.138057
e+a 0.138057 cta 0.138057 ttp 0.138057
hos 0.138057 +ab 0.138057

htt 0.138057 +dr 0.138057

id= 0.138057 +ta 0.138057

le+ 0.138057 I 0.138057

le; 0.138057 /lo 0.138057

loc 0.138057 80 0.138057
d=a 0.138057 0?i 0.138057

oca 0.138057 808 0.138057
op+ 0.138057 807 0.138057

ost 0.138057 0/ 0.138057

p+t 0.138057 :80 0.138057

p:/ 0.138057 +d 0.138057



http://localhost:8080/?id=abc';+drop+table+usuarios;
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Két luan chwong 2

Trong chuong 2 luan vin da gi6i thiéu téng quat vé cac phuong phap phat
hién tan cong web va mot sb cong cu hd tro phat hién tan cong. Tu han ché cua viéc
st dung cac cong cu tin cong, luan vin di dé xuat phuong phap phat hién hanh vi
bat thudng ctiia nguoi ding web sir dung hoc mdy thong qua cac thuat todn: SVM,
Random Forest, KNN. Ludn van da dua ra phuong phap tinh va st dung ki thuat
trich chon thudc tinh trong van ban TF-IDF dé lya chon va trich xuét hanh vi nguoi

dung dua ra canh béo trudc vé cac cudc tan cong web cho nguoi quan tri.

Trén co sé cac két qua di dat duoc ciia chuong 2, trong chuong tiép theo
luan van s& tién hanh thuc nghi¢m phat hién tan cong web dua trén k¥ thudt phan
tich hanh vi trén co s¢ céc thudt toan (SVM, Random Forest, KNN) va hanh vi da

trich xuét- lya chon.
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CHUONG 3: THUC NGHIEM VA PANH GIA

3.1. Mot s yéu ciu cai dit

3.1.1. Yéu cdu chung cho cai diit thir nghiém

- Phan cirng: Bo xtr 1y 32bit (x86) hodc 64bit (x64) co toc d6 2 gigahertz (GHz)

hoic nhanh hon; RAM 4GB tr¢ 1én; Pia cting c6 dung lojong trong 10 GB (64 bit).

- Phan mém: Cai dit trén hé thong Windows/Linux (Centos 7.2); Cong cu lap trinh:

Phan mém Python 2.7 tré 1én hodc phan mém Pycham Professional 2020.1.

- D liéu: CSIC 2010, bo dir liéu tan cong thu thap tai website truong Pai hoc

Cong ngh¢ Giao thong van tai.

3.1.2. Gidi thiéu chung vé Python

3.2. Kich ban thue nghiém

Bo dit liéu CSIC dau vao sé dugc chia thanh nhiéu tap khac nhau dé kiém

nhiém mé hinh. Qua trinh xay dung mé hinh bao gém hai giai doan chinh:

- Giai doan 1: Hu4n luyén mé hinh (Training phase)

- Giai doan 2: Kiém thir m6 hinh (Testing phase).

TRAINING PHASE
Dataset CISC
80%
Y
TRICH XUAT
KNN
SVM
Random Forest
A\ 4
TF-IDF ——csv—p|  HUAN LUYEN

[2;3] N-Gram

TESTING PHASE

Dataset CISC
20%

A 4

TRICH XUAT

\ 4

MODEL

" |Norma| H Attack I

TF-IDF

[2;3] N-Gram
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Hinh 3.1: Qua trinh xdy dung mo hinh
Giai doan huén luyén mé hinh (bao gém 3 buéc chinh):
Bude 1: Bo dir liéu cac request binh thuong tor nguoi dung trong tap dir li¢u
CSIC. Tai budc nay, thuc hién tinh toan su xuét hién cua céc ky tu quan trong
moi va luu chung trong co s¢ dir liu.
Budc 2: Mo-dun khong gian vecto dugc sit dung dé chuyén d6i dir liéu chudi
thanh céac vecto. Str dung ki thuat trich chon thudc tinh TF-IDF két hop N-Gram.
Budc 3: Mo-dun xtr 1y dir lidu sir dung thuat toan hoc may (1an lugt thay thé cac
thuat todn khic nhau dé xac dinh mo hinh t6i wu nhét cho bai toan: KNN, SVM,
Random Forest).
Giai doan kiém thir mé hinh:
Budc 1: Phan dit liéu thir nghi¢m dugc tién hanh loai bé nhan dir liéu.
Budc 2: Thyc hién qua trinh trich xuat dic trung dir liu tuong tu bude 2 ¢ giai
doan 1.
Budce 3: Thur nghiém cadc mo hinh ung véi céc thudt toan hoc may da dugc xay
dung & giai doan 1. Tac gia lya chon phuong phap danh gia do chinh xac bang
cach su dung ma tran do do (confusion matrix) va Flg, dugc moé ta nhu sau:

Confusion Matrix 1a mot phuong phép danh gia két qua ciia nhitng bai toan

phan loai vdi viée xem xét ca nhitng chi s6 vé do chinh xac va d¢ bao quat cua céc

du doan cho ting 16p. Mot confusion matrix gom 4 chi sb sau ddi voi mdi 16p phan

loai:

« TP (True Positive): mau mang nhan duong dugc phan 16p ding vao 16p

duong
« TN (True Negative): miu mang nhan 4m dugc phan 16p dung vao 16p am.

« FP (False Positive - Type 1 Error): mau mang nhin 4m bi phan 16p sai vao

16p duong.
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« FN (False Negative - Type 2 Error): miu mang nhan duong bi phan 16p sai

vao 16p am.
Actual Values
Positive (1) Negative (0)
(7]
% Positive TP FP
-
-
o
B
E Negative (0 FN N
a

Hinh 3.2: Ma tran d¢ do (Conusion matrix)

Ky hi¢u TP 1a True Positive; TN 1a True Negative; FP 1a False Positive va
FN la False Negative. Thyc hién phép do Precision — Recall, trong do, Precision la
ti 16 s6 diém TP trong nhirng diém duoc phan loai Positive, con Recall 1a ti 1€ )

diém TP trong s6 diém thuc sy 13 Positive. Cong thure nhu sau:

o TP
precision=
TP+FP
recall=
TP+FN

Ta thiy rang, Precision va Recall phu cang cao thi cang t6t. Nhung trong
thuc té, hai gid nay khong thé dat duoc cuc dai cung mot lac va thong thuong phai
tim kiém su can bﬁng. Thudc do Flggrela trung binh hai hoa gitra Precision va

Recall. N6 ¢6 xu hudng bang khong néu hai gia tri ndy c6 xu huéng bang khong.

. precision X recall

Flscore =2 .
precision + recall

% Kich ban thue nghiém chi tiét:

Trong md hinh nay di sir dung bd dir liéu bao gdm 25065 lién két bat hop
phap ctia mot s6 loai tin cong (XSS, SQL injection) va 36000 lién két hop phap. Bo
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dit liéu tir mot sd nguén dwr 1i€u cua cac cong cu bao v¢ hé théng nhu tép nhat ky
ctia hé thong phat hién va ngin chin xam nhap, yéu cau HTTP (phuong thirc GET,
phuong thirc POST) cta tuong Itra tng dung Web.

Céc b dit liéu ban dau d3 duoc thuc hién phan chia thanh hai phén riéng bi¢t
v6i 80% cac lién két dé dao tao va 20% cac lién két dé thir nghiém. Trong qua trinh
thir nghiém thém mét sb phuwong phap hoc may dé so sanh phuwong phap di dé
Xuat.

3.3. Mot s6 két qua thue nghiém

Thuc hién thir nghiém trén dir liéu bao gom:

36000 request binh thuong;

25065 request bat thuong;

Ti 1€ chia dir li€u Traning/Testing 1a 8/2;

S6 16p dir liéu can phan 1a 2 16p: Binh thuong/Bét thuong.

Tt viéc thyc hién phan chia dir li¢u dau vao cua tap binh thuong thanh cac

doan vdi ti 1€ nhu trén, ta dugc bang két qua:
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Phét hién bat thuong tir hanh vi ngudi dung web 1a mot van dé kho trong
phong chéng tan cong tng dung web. Thuat todn phan loai duoc dé xuat dé phat
hién cac lién két bt hop phap dua trén Gng dung phuong phap hoc may véi viée
trich chon cac dac trung thudc tinh dit liu cia nguoi dung. Thuat todn phat hién
lién két bat hop phap phan tich cac lién két theo mot chudi cac bude dé xac dinh
xem lién két do la hop phép hay doc hai. Mac du thuat toan dé xuét cai thién do
chinh x4c phén loai cua céac lién két bat hop phap, nhung véi su gia ting sé luong
tham s c6 trong cac yéu cau, do chinh xac phéan loai s& giam. Do do, trong thoi
gian t6i, can tim sy két hop cua cac phuong phap phat hién bat thudng dia trén hoc
siu nham cai thién d6 chinh xac phan loai khong chi cia cac lién két dang ngd méi

dac trung cac loai tan cong chua dugc dinh danh.
Két luan chwong 3

Trong chuong 3 luan van da xay dung ba kich ban thtr nghiém phan loai hanh
vi ngudi dung web. V&i mdi kich ban d xdy dung duoc méd hinh hoc may nhu:
KNN, SVN, Random Forest.

Céc két qua thir nghiém ban dau cho thay giai phap phat hién tin cong web
mg dyung dua trén k¥ thuat phan tich hanh vi dé xuét c6 tinh kha thi cao va phu hop

vOi cac yéu cau de ra.
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KET LUAN
1. Nhirng dong gop cua luan van

Véi muc tiéu nghién ctru cac phuong phap phat hién tin cong web ng dung
dua trén k¥ thuat phan tich hanh vi va thr nghiém, luan van da di sau nghién ctru
céc van dé xung quanh dé tai nghién ciru, cac thuat toan hoc may phat hién tin cong

web dé ung dung vao phat hién hanh vi bat thuong cia ngudi dung.
Nhitng két qua chinh da dat dugc trong luan van:

- Khao sat mot s6 nguy co mat an toan thong tin thong qua cac ki thuat tan
cong web, dua ra cic phuong phap phong chéng tan cong web pho bién ciing

nhu dua ra mot s6 phwong phap nham nang cao bao mat hé thong.

- Tim hiéu phuong phap phat hién tan cong web dua trén k¥ thuat phan tich
hanh vi. Thyc hién trich xuat hanh vi bat thuong tir bo dir liéu vé tan cong
web (bo dit 1iéu CSIC 2010) st dung ki thuét trich chon TF-IDF két hop N-
Gram.

- Lua chon va ung dung thuat toan hoc may nham phan loai hanh vi tAn cong
va hanh vi binh thuong 1én web, sir dung cac thuat toan hoc may c6 giam sat:
KNN, SVM, Random forest.

- Thuc nghiém xay duyng mo hinh bd phan 16p binh thuong/bat thuong theo
tirng kich ban dé dua ra moé hinh tot nhat khi sir dung N-Gram véi n=3.

2. Hwéng phat trién ciia ludn vin

Mot sb hudng phat trién tiép theo cua luan vin:

- Mic du thut toan dé xuat cai thién do chinh xac phan loai cua cac lién két
bét hop phap, nhung véi sy gia ting s lwong tham s co trong cac yéu cau,
d6 chinh x4c phan loai s& giam. Do d6, can tim su két hop clia cic phuong

phap phat hién bat thudng dua trén hoc sdu nham cai thién do chinh xac phan



21

loai khong chi cua cac lién két dang ngd méi dic trung cac loai tin cong
chua duoc dinh danh.
Thuc hién nghién ctru phuwong phap phét hién tin cong web dua trén ki thuat

phan tich hd so hanh vi.
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