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LOI CAM DPOAN
TOi cam doan day la cong trinh nghién ctru cua riéng toi.
Céac sb lidu, két qua néu trong luan van la trung thyc va chua tirng dugc ai

cong bd trong bat ky cong trinh nao khac.
Hoc vién luan van ky va ghi ro ho tén

Hoang Van Tung



LOI CAM ON

Dé hoan thanh duoc lusn vin, ngoai sy nghién ctru va cb ging cua ban than,
t6i xin cam on cd gido TS Phan Thi Ha - ngudi ¢6 truc tiép huéng dan, tan tinh chi
bdo va dinh hudng cho to1 trong sudt qua trinh thyc hi¢n luan van. Mgt 161 cam on
chic chian khong thé dién ta hét 1ong biét on sau sic cia toi téi c6 — mot nguoi co

cua toi trén moi phuong dién!

T6i xin guri 101 cam on chan thanh cam on tit ca cac thiy co gido cua Hoc
vién Cong nghé Buu chinh Vién thong di giang day, quan tdm nhiét tinh va diu dat

t6i trong trong sudt qua trinh hoc tap tai trudng.

Cuoi cung, to1 xin gui lo1 cdm on to1 gia dinh, ban beé va nhiing nguoi da
ludn & bén to61 ¢6 vii, dong vién, tao di¢u kién thuan lgi cho to1 hoc tap, tao dong luc
tinh than vo gid dé t61 hoan thién luan van nay va ngay mot hoan thién chinh ban

than minh.

Trong qué trinh nghién ctru va thyc hién luan van, mac du dugc sy hudng
dan nhiét tinh ciia co6 gido TS Phan Thi Ha va nhitng nd luc ciia ban than nhung
cling khong thé tranh khoi nhitng thiéu sét han ché. Tdi rit mong nhan duoc ¥ kién
dong gop, stra chita tir quy Thay, C6 va cac ban bé dong nghiép dé luan vin duoc
hoan thié€n hon.

Tran trong cam on!

Hoc vién

Hoang Vian Tung
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MO PAU

Hién nay, Internet phat trién mot cach manh mé& va c6 nhiéu budc chuyén
minh vuot bac da déng gop tich cuc trong viéc phat trién kinh té, x& hoi va dac biét
1a con ngudi. Sy phat trién cua internet kéo theo cac website truc tuyén duoc tao ra
ngay cang maot nhiéu hon. Va tit nhién cac server luu trir web (nhu hosting, vps)
cling ting nhanh chong nhim dap ¢ng nhu cau tao website, nhung ciing dong thoi
tao ra thém moéi truong thu loi dbi véi céc tin tic. Vi nhiéu thu doan 1an cach thuc
tinh vi, viéc dam bao an toan cho cac server luu trir web luén la mot bai toan vo

cung nan giai.

Théang 2/2019, Tap doan Bkav di phat di canh b&o vé viéc dang c6 mot
chién dich tan cong c6 chu dich cua cac hacker nudc ngoai nhim vao cac server
public cua Viét Nam. Hang trim co quan, t6 chic tai Viét Nam di bi hacker tan
cbng, xdm nhap may chu, sau d6 thuc hién mé hda toan bo dir liéu trén server [1].
Hay cac cudc tan cong DDoS vao Wikipedia — website bach khoa hang dau thé gigi
— khién cho website nay bi ngirng hoat dong gan mot ngay [2]. Theo Bao céo an
ninh mang hang nim cta nam 2019 tir Bulletproof, mot cudc tin cdng DoS hoic
DDoS c¢6 thé gay thiét hai cho mot cong ty doanh nghiép hon 2 triéu do la hoac 1én
ta1 120.000 d6 la cho mot cong ty nho [4].

Khi bj tin tic tin cbng, cac server s& bi anh huang rat nhiéu cé thé dan dén
viéc hoat dong cua hé théng bi ngung tré hay mat mat dit liéu. Diéu nay khong chi
lam ton thoi gian khac phuc cho ngudi quan tri hé thong ma kéo theo cac hé luy vé
kinh té hoic 1a ca an ninh. Do vay ma can su phat hién sém nhitng cudc tin cong
vao server.

Pé ngan chan nhanh nhat nhiing cudc tan cong vao server tir tin tic, ngudi
quan tri can sém biét nhitng mdi nguy hai tiém an cé thé tac dong dén hé thdng cua
minh. Phan tich log cua server s& giup ngudi quan tri biét dugc ¢ nhing gi dang

tac dong vao server va dua ra cach xu ly nhanh chong [6].



Dé tai nay dugc xay dung nhim muc dich nghién ctru cling nhu x4y dyung
mét hé thdng c6 thé phan tich dugc cac dau hiéu bat thuong trén sever théng qua
file log dé c6 thé c6 nhitng phuong an phong bi ciing nhu ngin chin viéc tin cong
Server.

Viéc xay dung duoc hé thdng phan tich log ciing gitp cho cac quan tri vién
c6 thé nim bét duoc tinh hinh cua server nhanh chéng va chinh xac nhat. Biéu nay
khong chi giup ngin chin hay hiéu rd cach thic tin cong nhanh hon binh thudng,
ma con gilp giam chi phi nhan lyc dé quan tri server.

Xuat phat tir yeu cau thuc té, hoc vién da nghién cau ap dung hé thdng phan
tich log vao viéc ting cuong bao mat cho server, luan vin co tya dé: “Nghién ciu
file log server va tng dung trong bao mat server”. Ludn van tap trung vao nhiing
van dé lién quan dén file log trong server va cach ma file log server c6 thé gidp
nguol quan tri trong viéc bao mat.

Dé tai nghién ctiru vé dix liéu trong file log cia mot web server tir d6 tim ra
nhitng van dé c6 thé gay anh huong dén server nay. Cuy thé hon 1a dya trén nhiing
dit liéu thu duoc tir nhitng luu lwong truy cap, nhimg thay d6i duoc tao ra trong
server,... dé phat hién ra nhitng bat thuong cé thé gay ton hai dén server.

Log 1a mot file ghi lai lién tuc cac théng bdo vé hoat dong cua hé thdng
server hoic cua cac dich vu dugc trién khai trén hé théng hay nhiing file tuong Gng.
Log file thuong 1a cac file van ban thong thuong biéu dién dudi dang “clear text”
tire 14 ngudi quan tri c6 thé d& dang doc duoc nd, vi vay ma ¢ thé st dung cac trinh
soan thao van ban (vi, vim, nano...) hoac cac trinh xem van ban thong thuong (cat,
tailf, head...) dé kiém tra nhitng file log server nay.

File log server cung cap cho quan tri vién toan bo cac théng tin hoat dong
cua server, hd tro giai quyét cac ric rdi ma server gap phai mién 1a ho biét phan tich
va ing dung cac thong tin nhan dugc vao khic phuc.

Téc dung cua log la vo cuing to 16n, né cé thé gidp quan tri vién theo dai hé

théng cua minh t6t hon, hodc giai quyét cac van dé gap phai véi hé thdng hoic



service. Diéu nay dic biét quan trong véi cac hé théng can phai online 24/24 dé
phuc vu nhu cau cia moi ngudi ding.

Viéc &p dung phan tich dit liéu log vao bao mat caa server 1a mét linh vuc rat
rong 16n kho d@é cé thé 1am chi tiét do vay trong khuén khé cua luan dé tai nay, hoc
vién s& tap trung vao tim hiéu file log server thong qua dé xay dung hé théng phat
hién bat thuong va canh béo t6i ngudi quan tri.

Pé tai s& sir dung ELK Stack 1am hé théng quan ly log bai rat nhiéu diém
manh nhu ma ngudn mé, co thé thu thap duoc log tir nhiéu ngudn khac, c6 mot nén
tang tim kiém manh mé& (ElasticSearch), hd tro phan tich sé liéu thu thap duoc
(Analytic), quan Iy logs tap trung, tim kiém va théng béo 18i mot cach tu dong.

Muc dich, ddi twong, pham vi va phwong phap nghién ciru

Muc dich nghién ctru

Muc dich cta luan vin d6 1a tim hiéu vé file log trong server va ung dung
vao trong viéc bao mat cua server,

Poi twong nghién chéu

Hoc vién xac dinh d6i tuong nghién ciru trong dé tai nay la cac ly thuyét vé
file log server cling nhu @ng dung cua nd. Bén canh d6 dé tai con tap trung vao
nghién cau cong nghé ma nguon mé ELK (ElasticSearch, LogStash va Kibana) va
dua vao ap dung trén server dich vu luu trit cong ty iINET.

Pham vi va phwong phap nghién ctru

e Pham vi nghién cuu
o Nghién ciu vé file log trong server.
o Phan tich file log server trén server luu trit web cia cong ty
INET.
e Phuong phap nghién cuu

Tim hiéu vé file log server, cac ky thuat phan tich file log. Sau d6 nghién ctu
cdng nghé ma nguon mé ELK (ElasticSearch, LogStash va Kibana) dé dwa vao ap
dung server luu trit nham canh bao som tGi quan tri vién khi co bat thuong xay ra.

Céu truc luan vin



Véi muc tiéu dit ra nhu vay, noi dung va két qua cua luan van sé& duoc chia
thanh 3 chuong nhu sau:
Chuwong I: Téng quan Vé file log server

Trong chuong nay, luan vin s& di vao tim hiéu vé file log trong server ciing
nhu bai toan (ng dung file log nay vao viéc bao mat server.
Chuong IT: Nghién ctru va thiét ké hé théng phan tich log server

Nhitng van dé trong viéc xu ly file log server thdng qua cac cdng cu va nén
tang s& dugc trinh bay trong chuong 2 nay. Trong chuong niy, hoc vién ciing s& dé
cap dén mé hinh ciing nhu cac k¥ thuat phan tich file log server.
Chuwong ITI: Ap dyng thir nghiém hé théng phan file log server thuc tién

Tai chwong nay hoc vién s& ap dung trién khai thir nghiém hé thong phan tich
log trén mot server cung cap dich vy luu trir ndi dung cho website. Tir viéc &p dung
trién khai sé thu thap céc thong tin tir file log server nhan duoc va dé xuat phuong

phap bao mat cho server (néu cd).



Chwong 1.TONG QUAN VE FILE LOG SERVER

Chirong ndy trinh bay vé tong quan va y nghia cua bai toan i#ng dung phan
tich file log server trong viéc bdo mdt server. Dong thoi chirong 1 gidi thiéu chi tiét
vé file log trong server, nhiing #ng dung cia file log server di Véi qudn tri vién
trong qué trinh hogat dgng lan bao mat hé thang. Nhiing hiéu biét vé hé thang phan
tich file log server ciing sé duoc trinh bay trong chuong nay.

1.1 Giéi thi¢u bai toan
1.1.1 Téng quan vé bdo mdt server

Bao mat server la viéc bao vé dir liéu va tai nguyén duoc luu trén cac may
cha khoi viéc bi truy cap trai phép, chinh sira hoic danh cap,.... Trong mot thé gioi
ly twong, dir ligu va tai nguyén trén server phai ludén dugc gitr bi mat, ¢ trang thai
chinh xac va san sang dé sir dung. Tuy nhién bai toan bao mat server luu trit dit lidu
hién dang 1a van dé gay nhtc nhdi hién nay cia cac quan tri vién.

Véi viéc mang Internet dang duoc phd cadp manh mé nhu hién nay viéc bao
mat server s& cang kho khan hon véi viéc thong tin huéng dan tan cong server duoc
cung cap vo sé trén mang. Nhitng 16 hdng hang loat, 15 hong riéng biét, 16 hong tir
phan mém, phan ctng, vd sé nhitng tac nhan khién cho server thanh miéng béanh
ngon. Tuy nhién day ciing 1a diéu khong thé tranh khoi khi server dugc dua lén
mang Internet.

Khi server sé& bi tan cong c6 thé dan dén nhiéu hau qua nhu ngung hoat dong,
tai nguyén bi lam dung,... gy anh huéng dén viéc duy tri dich vu va hé théng. Do
vay ma viéc c6 nhirng thong bao sém dén quan tri vién khi hanh dong tan cong vira
ma&i chom nd dé c6 nhimg phuong 4n phong thu thich hop 1a lya chon t6i wu nhat
cho doanh nghiép. Tuy nhién cau hoi dit ra 1a 1am thé nao dé c6 thé phat hién sém
dugc nhimg tac dong xau gay anh huong dén server? Cau tra loi 1a théng qua viéc

phéan tich file log.



1.1.2 Bai toan wng dung phdan tich log server vao bdao mdt

Ban than file log server khdng c6 kha ning ngin chan tan cong hoic bao mat
server nhung nhitng thdng tin tir cac log file 1a rat da dang va phong phu, khi xem
xét file log server quan tri vién s& c6 mét cai nhin toan canh vé nhirng thay doi trén
hé théng. Xem xét log server thuong xuyén c6 thé gidp quan tri vién xac dinh duoc
C4C cudc tan cong doc hai trén hé théng. Do vay bai toan dat ra 1a 1am sao c6 thé
dwa vao viéc phan tich log server dé c6 thé phat hién sém nhiing cudc tan cong
nham vao hé thong gilp viéc bao mat server tré nén cha dong hon.

Viéc xay dung mot hé théng cé thé hd trg ngudi quan tri trong viéc quan ly
log 1an théng bao khi c6 mot sy ¢d gi phét sinh cling s& 14 mot muc tiéu can hudng
dén trong luan van nham t6i vu thoi gian hon thay vi phan tich tha cong. Nhiing yéu
t6 can thiét trong hé théng phan tich log bao gom:

e Xay dung mot hé théng phuc vu viéc phan tich di liéu log server truc quan,
theo thot gian thuyc.

e Tu ddng thdng béo cho quan tri vién khi cé cac su cb xay ra véi server nham
c6 nhirng cach xir 1y kip thoi va nhanh chéng han ché rui ro vé bao mat.

Y nghia bai toan

Bai toan ¢ng dung phan tich log server vao bao mat server déu mang tinh
ring dung rat cao trong thoi dai cong nghé sé hién nay.

Bai toan c6 ¥ nghia trong nghién ciru bao mat hé thdng server gilp cho viéc
van hanh hé théng tré nén duoc théng sudt nhat, gidp cho cac doanh nghiép cé thé
giam thiéu duoc nhiing chi phi khong dang cé khi khac phuc céc van dé do bi tan
cdng. Khdng chi vdy, né con gitp cho quan trj vién c6 thé nim rd hon duogc vé hé
thng thay vi phan tich tha cong thi ¢ thé dwa vao céc sb liéu phan tich sin dé c6

nhitng thay dbi kip thoi cho server.



1.2 Gi6i thiéu vé file log server

1.2.1 File log server

Log server 13 mot tai liéu van ban don gian chira tat ca cac hoat dong ciia mot
may cha cu thé trong mot khoang thoi gian nhat dinh (vi du: mét ngay). Log server
dugc may chu tu dong tao, duy tri va c6 thé cung cip cho ngudi quan tri cai nhin
chi tiét vé céach thic, thoi gian trang web hoic ang dung duoc cai dat trén server d6
hoat dong nhu thé nao.

Tuy nhién khdng phai file log ndo ciing ¢ cau tric gidng nhau, voi mdi hé
diéu hanh va tng dung khéac nhau lai ¢6 nhiing dinh dang log riéng. Sau day 1a mot
s6 dinh dang file log server phé bién hién nay:

- Common Log Format

Common Log Format (CLF) hay con goi la NCSA Common Log Format la
la mot dinh dang tap tin van ban tiéu chuan duoc st dung boi cac may chi web khi
tao file log server. Dinh dang log CLF duoc dat tén theo NCSA_HTTPd, mot phan
mém web server da ngiing hoat dong.

Common Log Format duoc viét & dinh dang ASCII ¢ dinh (khdng thé tly
chinh) va ghi lai thong tin co ban vé cac gai http request c6 cau trac nhu:

Host Ident Authuser Date Request Status Bytes
Trong do:
e Host: cung cép dia chi IP address dang gui request 1én server
e Ident: danh tinh cua client
e Authuser: user id cua client dang gui request
e Date: Ngay va gio guri yéu cau
e Request: Dong yéu cau tir client, dugc dit trong dau ngoic kép (“”)
e Status: M4 trang thai HTTP duoc tra vé client(gom ba chir sb)
e Buytes: kich thudc cua dir liéu duogc tra vé client duoc do bang bytes.
Trong dinh dang nay néu bat ky truong dit liéu nao thiéu s& biéu thi bang mot

dau gach ngang (-).



Vi du mot request dugc ghi lai ¢ dinh dang CLF:
110.53.221.34 - - [21/Mar/2020:02:06:55 +0700] "GET / HTTP/1.1" 200 163
"http://210.211.111.88:80" "Mozilla/4.0 (compatible; MSIE 9.0; Windows NT 6.1)"

- Common Event Format

Common Event Format (CEF) 1a dinh dang log c6 thé mé rong dugc HP
Arcsight gigi thiéu va dé xuat giup don gian héa viéc quan ly event log. CEF da
duoc tao ra voi muc dich xay dung mot tiéu chuan event log chung cho céc thong
tin bao mat cua cac thiét bi mang, tng dung va cong cu tir cac nha cung cap khéc
nhau. C4u tric cia CEF cho céc event log bao gdm mét tiéu dé tiéu chuan va mot
bién van ban.

Tiéu dé tiéu chuan cua CEF thuong c6 dang ngay va tén may chu :

Feb 23 12:54:06 host message

Bién vian ban s& duoc dinh dang nhu bén dudi bao gdm cac tham sé dugc phan tach
nhau bang dau |.

CEF:Version|Device Vendor|Device Product|Device Version|Signature ID|Name
|Severity|Extension

e Version: mot s6 nguyén xac dinh phién ban cua dinh dang CEF

e Device Vendor, Device Product and Device Version : truong xac dinh
loai thiét bi. Loai thiét bi phai dap tmg dugc yéu cau khong ton tai hai san pham c6
thé str dung ciing mot cap device-vendor 13n device-product.

e Signature ID 13 Ma dinh danh duy nhat cho mdi loai su kién c6 thé 1a
mét chudi hodc mot sé nguyén.

e Name la mot trudng dai dién gilp quan tri vién co thé doc va hiu rd hon
vé sy kién. Tén sy kién khong dugc chira thong tin dwgce dé cap cu thé trong céc
linh vuc khéc.

e Severity 1a mot s6 nguy@n va phan anh mac do nghiém trong cua su kién.
Mtc d6 nghiém trong nam trong khoang tir 0 dén 10, trong d6 sé 10 phan anh muc

d6 nghiém trong cao nhat.



e Extension la tap hop cac cap khoa-gia tri dugc mo ta trong truong mo
rong CEF.

Vidu: Sep 19 08:26:10 host CEF:0Q|security|threatmanager|1.0]100|worm
successfully stopped|10|src=10.0.0.1 dst=2.1.2.2 spt=1232

- JSON Log Format

JSON Log Format 1a dinh dang log duoc viét theo dang chudi JSON. JSON
Log Format gilp quan tri vién c6 thé phan tich nhat ky theo dang big data. Binh
dang nay khdng chi gitp noi dung co thé dé dang doc dugc ma con hd tro viéc tao
mot co s& dir liéu co thé dé dang truy van, diéu ndy phép tom tit va phan tich dién
ra nhanh hon gitp quan tri vién giam séat tng dung cua minh va khac phuc su ¢6
nhanh hon.

Vi du:

{ "timestamp": "2018-05-24 23:15:07",
"id": 0,
"class": "connection”,
"event": "connect”,
"connection_id": 12,
"account™: { "user": "user",
"host": "localhost" },

"login™: { "user": "user",
"os": ",
"ip™: Mt
"proxy": " },
"connection_data": { "connection_type": "tcp/ip",
"status™: 0,

"db": "bank_db" } }
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Y nghia cta céc truong duoc dinh nghia nhu sau:

Timestamp - Gia tri ngay va thoi gian.

Id - Bo dém su kién nhan dang liét ké cac su kién c6 cung gia tri dau
thoi gian.

Class - Tén I6p cua su kién.

Event - Tén su kién caa lop dugc chi dinh.

Connection_id - Ma dinh danh cia két néi (phién) da kich hoat sy
kién.

Account - Tai khoan phién hién tai dang sir dung. Diéu nay twong wng
véi nguoi dung va may chu luu trlr trong mysql.userbang.

Login - Chi tiét ding nhap duogc sir dung dé két néi may khéch.

Céc truong con lai cua su kién phu thudc vao loai 16p su kién nam trong file

log dé c6 thém vao.
- W3C Extended Log Format
W3C Extended Log Format 1a dinh dang c6 thé tiy chinh dugc sir dung boi

Microsoft Internet Information Server (11S) phién ban 4.0 va 5.0. Vi tinh nang tuy

chinh, ngudi ding cé thé thém hoic bo qua cac truong khac nhau theo tiy theo nhu

cau cdng viéc va phan tich. Viéc tly chinh ciing gitp ngudi quan tri c6 thé ting

hodc giam kich thudc cua tép dé phi hop hon véi hé thong.

Vi du: #Software: Microsoft Internet Information Server 6.0
#Version: 1.0
#Date: 1998-11-19 22:48:39

#Fields: date time c-ip cs-username s-ip cs-method cs-uri-stem cs-uri-query

sc-status sc-bytes cs-bytes time-taken cs-version cs(User-Agent) cs(Cookie)

cs(Referrer)

1998-11-19 22:48:39 206.175.82.5 - 208.201.133.173 GET
/global/images/navlineboards.gif - 200 540 324 157 HTTP/1.0
Mozilla/4.0+(compatible;+MSIE+4.01;+Windows+95)
USERID=CustomerA;+IMPID=01234 http://www.exampledomain.com
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Céc dong bét dau bing ky tu # chira cac chi thi. Cac chi thi dugc dinh nghia

nhu sau:

Version: <integer>.<integer>

Phién ban cua dinh dang tép log mo rong dugc sir dung.
Fields: [<specifier>...]

Chi dinh céc truong dugc ghi trong nhat ky.
Software: string

Xac dinh phﬁn mém tao nhat ky

Start-Date: <date> <time>

Ngay va thoi gian ma log duoc bat dau.
End-Date:<date> <time>

Ngay va thoi gian ma log két thic.
Date:<date> <time>

Ngay va thoi gian ma muyc nhdp dugc thém vao.

Dinh nghia truong moé rong W3C cho file log

s- Hanh dong cua server
c- Hanh dong cua client
CS- Hanh dong cua client téi server
sc- Hanh dong cua server tai client
Bang 1.1 Pinh nghia cac tién t6 mé rong trong W3C
Date Date Ngay hoat dong xay ra.
Time Time Gio hoat dong xay ra..
bia chi IP cua client truy cap may
Client IP Address c-ip
chu
Tén cua nguoi dung dugc Xac thuc
User Name cs-username da truy cap may chi. Néu khéng
tim thay s& thay thé bing dau (-)
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Service Name

s-sitename

Dich vu Internet va s6 hiéu duoc

khéach hang truy cap.

Server Name

s-computername

Tén cua may chu

bia chi IP cia may chu noi log

Server IP Address s-ip
duoc tao.
Server Port s-port Cong ma client truy cap
Hanh dong client gui dén (vi du
Method cs-method
phuong thic GET).
URI Stem cs-uri-stem Tai nguyén duoc truy cap
URI Query cs-uri-query URL truy van dén
Protocol Status sc-status Trang thai cua hanh dong

Win32® Status

sc-win32-status

Trang thai cua hanh dong duoc sir

dung béi Windows

S6 lugng byte duoc giri dén may

Bytes Sent sc-bytes
chu
_ S6 luong byte nhan dugc boi may
Bytes Received cs-bytes
chu.
) ) Khoang thoi gian hoat déng, tinh
Time Taken time-taken . L
bang mili giay
Phién ban giao thac (HTTP, FTP)
_ _ dugc sir dung boéi may khach. Péi
Protocol Version cs-version .
véi HTTP, day sé la HTTP 1.0
hoac HTTP 1.1.
Host cs-host Hién thi ndi dung caa host header.
Trinh duyét dugc stir dung trén may
User Agent cs(User-Agent) )
khach.
_ _ Noi dung cua cookie dugc gui
Cookie cs(Cookie)

hoic nhan, néu co.
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Referrer cs(Referer) Trang web gigi thiéu client dén

Béang 1.2 Pinh nghia cic truong mé rong trong W3C

1.2.2 Ung dung ciia File log server
Tur viéc xu ly cac van dé bao mat dén xur ly su ¢6 bat thuong vé hiéu suat cua

ing dung hoic tuan thi cac quy dinh, file log cung cap cho ngudi quan tri rat nhiéu
thong tin.

e Xir ly h¢ théng tot hon

Mot trong nhitng truong hop sir dung rd rang nhat dé phan tich log c6 18 1a
trong viéc khac phuc sy ¢ may cha, mang hoic hé thng, tir s ¢b tng dung dén su
cb cau hinh va I8i phan cang.

Khic phuc su ¢d v6i phén tich log server thudng duoc sir dung trong viéc quan tri
vi n6 cho phép DevOps phat hién va giai quyét cac 15i hé thong quan trong nhanh
hon, cai thién hiéu qua hoat dong.

e Ung pho tét hon véi cac vi pham dix liéu va cac su c6 bao mat khac

Khi n6i dén an ninh mang, log server cung cap mét kho théng tin vé nhiing
ké tan cbng cua ban, chang han nhu dia chi IP, c4c request giira client /server, ma
trang thai HTTP, v.v. Tuy nhién, né van bi danh gia thap. Rat nhiéu cong ty khong
hiéu gia tri cua viéc phan tich log ma van chi dua vao tudng lira co ban hoic phan
mém bao mat khac dé bao vé dir liéu cua ho trudc cac cudc tin cong DNS. Tuy
nhién, khéng c6 file log server, ban khdng thé hiéu rui ro bao mat va phan hoi tuong
ung.

Log server 1a mot kim chi nam cho nhitng ai muén hiéu vé server, véi viéc
phan tich log thi quan tri vién c6 thé theo ddi cac hoat dong dang ngd va thiét lap
cac ngudng, quy tac va tham sé dé bao vé hé thong khoi cac mdi de doa tuong tu
trong tuong lai. Vi phan tich log, quan tri vién tham chi cd thé hd trg chin ké tan
cdng bang dia chi IP cia ho. Trong trudng hop can diéu tra cac 16 hong bao mat,
file log c6 thé cung cap thoi gian va dia diém caa moi su kién xay ra trong mang
hoac hé thdng cua ban.

e Phat hién hanh vi nguwoi dung truc tuyén
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Phan tich Log server 1a mot trong nhitng céch tét nhat dé hiéu hanh vi cua
khach truy cap tng dung cai dat trén Server [3]. N6 khdng chi cho biét ban ¢ bao
nhiéu khach truy cap ma con cho phép ban theo ddi lai hanh trinh chinh xac caa ho
va hiéu vé nhirng trang ho da danh nhiéu thoi gian nhat, ho di 1am gi trén trang web

cua ban, tai sao co sy thay doi vé sé lwong khéach truy cap, v.v. .
1.3 Ung dung ciia file log trong bao mit server

1.3.1 Tong quan vé phan tich log

Phan tich log server la qua trinh tim hiéu y nghia cua thong diép tuong trinh
do server tao ra, con dugc goi la log events, audit trail records hoac don gian la
logs. Phan tich log cung cip céc s liéu hitu ich v& nén maot buc tranh rd rang vé
nhitng gi da xay ra trén co so ha ting. Quan tri vién hoan toan co thé st dung dir
licu nay dé cai thién hoac giai quyét cac van dé vé hiéu suat trong mot ang dung
hoac trén tong thé server.

Phan tich log server 1a mot cong viéc bat budc doi voi ngudi quan tri server
nao. Ho phai thuong xuyén theo ddi va phan tich Log server hé théng dé tim kiém
16i, sy bat thuong hoic hoat dong dang ngd hoic trai phép di léch khoi dinh
muc. Diéu ndy cho phép ho tao lai chudi su kién din dén sy ¢ va khic phuc su ¢b
mot cach hiéu qua.

Trong trudng hop xay ra sy ¢ bao mat, chang han nhu khi co so dit lidu bi
chinh stra, céc trang web bi x6a hoic x6a cac tép, log server c6 thé la bang ching
duy nhat vé nhiing gi da xay ra.

1.3.2 Mt 56 cudc tin cong cé thé nhin biét dwoc qua file log
- Cross Site Scripting (XSS)

Céc cudc tan cdng Cross Site Scripting hoat dong bang cach nhing cac thé
script chira ma doc vao URL / HTTP request va 16i kéo nguoi dung nhap vao dé
dam bao rang cac Javascript doc hai hoat dong trén may cua nan nhan [10]. Céc
cudc tan cdng Cross Site Scripting hoat dong nho vao su tin tuong gitra ngudi ding

va may chu trong khi thuc té khdng hé co sy kiém tra dau vao / dau ra trén may cha
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dé tir chdi cac lénh Javascript doc hai. C4c cudc tan cong don gian thuong chira cac
th¢ HTML nhu <h1> hoac <script>. Mét vi du thuong dwoc st dung la <script>
alert ('XSS") </ script>.

Duéi day 1a danh sach mot s6 thé c6 thé sir dung trong tan cong XSS:

- javascript, vbscript, expression, applet, meta, xml, blink, link, style, script,
embed, object, iframe, frame, frameset, ilayer, layer, bgsound, title, base

Hoac xu ly su Kién Javascript nhu:

- onabort, onactivate, onafterprint, onafterupdate, onsubmit, onunload, ...

Khi phan tich log server quan tri vién cd thé tim kiém mot s6 mau nhu thé
HTML, tham s6 'src' cia theé 'img' va mot sb trinh xtr 1y sy kién Javascript nhu trén
nham kiém tra xem c6 van dé bat thuong nao xay ra hay khong [8]. Nhung viéc tim
kiém tat ca cac biéu thirc trén khong dam bao tim thay tat ca cac XSS injection,
phan tich log chi cd thé nhan ra dugc mot sé loai tn cong don gian. XSS duoc tao
ra theo bdi canh. Do vay ma XSS injection thuong rat kho phét hién.

Vi du don gian vé tan cong XSS:

217.160.165.173 - - [12/Mar/2004:22:31:12 -0500]

"GET /f00.jsp?<SCRIPT>foo</SCRIPT>.jsp HTTP/1.1" 200 578 "-" "Mozilla/4.75
[en] (X11, U; Nessus)"

217.160.165.173 - - [12/Mar/2004:22:37:17 -0500]

"GET /cgibin/cvslog.cgi?file=<SCRIPT>window.alert</SCRIPT> HTTP/1.1" 403
302 "-" "Mozilla/4.75 [en] (X11, U; Nessus)"

Pay 1a hai yéu cau dén tir Nessus khi ¢b gang tim cac tap lénh c6 thé Ia tin
cong XSS. Theo ma trang thai HTTP, trong yéu cau dau tién, web sever da phan hoi
V6i 200, c6 nghia 1a c6 mot script foo.jsp va hoat dong trén trang, va co thé can
kiém tra tha cong lai dé chac chan. Yéu cau th hai (cvslog.cgi) khong thanh céng,
may chua da phan hdi 403, c6 nghia 1a may chi web da tir chéi truy cip nén quan tri
vién khong can phai kiém tra lai.

- Injection Flaws
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Code injection c6 thé 1a bat ky loai ma nao nhu SQL, LDAP, XPath, XSLT,
HTML, XML hay OS command injection. Cross Site Scripting trén thuc té 1a mot
tap hop con caa HTML injection. Tai ddy thi hoc vién s& vi du vé injection phé bién
nhat, SQL injection. Pdi véi SQL injection ké tin cdng phai ngat duoc cau lénh
SQL gbc. biéu nay thuong duoc thuc hién bang singlequote () hoic doublebledash
(--). Singlequote hoat déng nhu mot ddu phan céch cho truy vin SQL; cac
doubledash 1a ky tu nhan xét trong Oracle va MS SQL. Ngoai ra ciing ¢ thé ¢ mot
s6 tir khoa c6 thé str dung khi tim kiém:

- @@version
- varchar

- char

- exec()

- execute

- declare

- cast

Khi phan tich log, quan tri vién c6 thé tao ra cac b loc dua theo tir khoa trén
dé kiém tra xem c6 hanh vi tac dong dén 1én dit liéu hay khong, tir d6 c6 nhiing
huéng giai quyét tiép theo.

Vi du:

ex121209.log 414 2012-12-09 13:17:34 W3SVC100000 WEB151 216.177.71.6
GET /search.aspx home=177&id=1%27%200r%201=@@version-- 80 - 8.8.8.8
HTTP/1.0 Mozilla/4.0+(compatible;+Synapse) - -
www.yourhosteddomainname.com 500 0 0 7639 354 531

- Information Leakage va Improper Error Handling
Information leakage and improper error handling thuong xay ra khi cac tng
dung web khdng gisi han luong théng tin ho tra vé cho ngudi ding cua ho. Cac

thong tin v& 16i duoc tng dung trén server tao va hién thi ching cho ngudi ding,
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nhitng théng bao 15i nay kha hitu ich cho nhitng ké tan cong, vi ching tiét 16 chi tiét
trién khai hoac thong tin hiru ich trong viéc khai thac 16 hong.

Dé giam thiéu Information leakage and improper error handling quan tri vién
can phan tich cac ma trang thai HTTP (cac ma trang thai HTTP dwogc st dung chu
yéu cho giam séat cac may chu va muc dich g& 16i) nham phét hién ra cac duong dan
nao dang cung cap qué nhiéu thong tin vé I15i hay phan hoi ma 13i sai. Dwa vao phan
hdi nay quan tri vién co thé phan tich chiing dé phét hién cac cudc tan cong.

Duéi day 1a tong quan vé ma trang thai HTTP:

Status Meaning
1xx Thong tin, request di duoc server tiép nhan va qua trinh dang duoc dién
ra
2XX Success, request da dugc server nhan va xur ly thanh cong
3XX Redirection, request can c6 thém hanh dong tir client dé hoan thanh
4XX Client Error, request chira cu phap sai hoac khong thé thuc hién
5Xxx Server Error, phia server khdng thé thuc hién duoc request
Bang 1.3 Ma trang thai HTTP
- DDoS

Tan cong DDoS la tan cdng gay ngap tran tai nguyén cua server bang cach
phdi hop hang ngan may cing maot thoi diém. Khong kho dé xam nhap tai nguyén
nhu st dung brute-force attacks hoic SQL injection, mot cudc tan céng DDoS
thuong dién ra nhanh chong va khdng c6 nhiing dau hiéu rd rang nhung van mang
lai nhitng hau qua nghiém trong nhu khién server bi treo.

Khi xac dinh ¢6 mét cudc tan céng DDoS, quan tri vién can nhanh chdong
xem xeét file log server. Server bi DDoS thuong sé cé nhiing luu lugng truy cap tang
cao bat thuong khéc véi nhitng thoi diém khac, do vay can nim duoc rd nhimg dia
chi va request nao dang ting cao dot bién hoac bi phan hoi cac ma 15i 5xx hay 4xx
hon théng thudng. Sau khi xac dinh dugc quan tri vién s& c6 cach thirc dé xur ly dé

dang hon.




18

183.80.63.252 — - [13/May/2012:18:19:48 -0700] “GET /@4rum/index.php HTTP/1.1" 403 301 “-"“Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; .NET CLR 1.0.3705)"
183.80.63.252 - - [13/May/2012:18:19:48 -0700] “GET /@4rum/index.php HTTP/1.1” 403 301 “-"“Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; .NET CLR 1.0.3705)"
183.80.63.252 — - [13/May/2012:18:19:48 -0700] “GET /@4rum/index.php HTTP/1.1" 403 301 “-"“Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; .NET CLR 1.0.3705)"
183.80.63.252 — - [13/May/2012:18:19:48 -0700] “GET /@4rum/index.php HTTP/1.1” 404 297 “-"“Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; .NET CLR 1.0.3705)"
183.80.63.252 — - [13/May/2012:18:19:48 -0700] “GET /@4rum/index.php HTTP/1.1" 403 301 “-"“Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; .NET CLR 1.0.3705)"

Hinh 1.1 Dir liéu log khi Server bi DDos

Qua anh trén ta c6 thé nhan thiy rang IP 183.80.63.252 chi trong vong 1s di gui
nhiéu request dén server. Do vy can c6 mot hé thong phan tich log server va giri
canh bao sém dén cac quan tri vién, thong qua viéc phat hién kip thoi nhitng hanh
dong ndy, ngudi quan tri hoan toan c6 thé chin dimg cac IP nay hodc ¢ nhitng
nhirng phuong an xir Iy khac nhanh chéng lai nham tranh viéc qua nhiéu request

dan dén server bi down.

- Brute Force Attacks

MGt cudc tan cong brute force 1a mét trong nhitng phuong phap tan cong don
gian va it phac tap nhat. Ly thuyét dang sau Brute Force Attack 1a mot cudc tan
cdng hoat dong bang viéc tién hanh dang nhap nhiéu lan dé doan mat khau, cudi
cling ban chic chin s& dung. Ké tan cong nham muc dich manh mé& gianh quyén
truy cap vao tai khoan nguoi dung bang cach cb giang doan tén ngudi dung / email
va mat khau. Thong thuong, dong co dang sau né la sir dung tai khoan bi vi pham
dé thuc hién mot cudc tin coéng quy md I16n, danh cap dir liéu nhay cam, tit hé
théng hoic két hop ca ba.

Céc cuoc tan cong Brute force attack khdng yéu cau nhiéu vé kha nang lién
tuong hoic kién thic nén dugc rat nhiéu tin tic sir dung 1am 16p tin cong server dau
tién truéc khi thir nghiém sang céac hinh thac tan cong khac. Hién nay c6 nhiing
cdng cu tu dong c6 san c6 thé tién hanh giri hang nghin 1an thir mat khau mdi gidy
gilip cho viéc tin cong tro nén dé dang hon bao gio hét.

Mot cudc tin cong brute force khong kho dé xac dinh va diéu tra. Qua tri
vién hoan toan cd thé phat hién ra chiing bang cach xem xét file log server . Cudc
tan céng s& dé lai mot loat cac nd lyc dang nhap khong thanh cong, nhu dugc thiy

dudi day:
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Sep 21 20:10:10 host proftpd[25197]: yourserver (usersip[usersip]) - USER

theusername (Login failed): Incorrect password.

Ngoai nhitng phuong thirc tan cong ké trén server con chiu rat nhiéu tac dong
cd thé gy hai. Do d6 can c6 mot hé thdng phan tich log server cé thé béo céo sém

cac cudc tan cong téi quan tri vién.

1.3.3 H¢ théng phén tich log server

Thong thudng, quan tri vién s& tién hanh phan tich log theo dinh ky hoac khi
hé thong gap su cb. Clng véi viéc phan tich thii cong nhu thuong 18, sé luong dix
lieu log c6 thé phan tich dugc la vo cung nho so véi khéi luong log duoc tao ra
hang ngay. Diéu nay tao ra nhiéu van dé ton dong nhu dir liéu log phén tich ¢ phan
anh hét toan bo van dé cua hé thong hay khong, thoi gian dé co thé xur ly toan bo
cac dir lidu log, dir liéu log phan tich quéa nhiéu chi tiét du thira gay tn thoi gian dé
phan tich,...

Hé thng phén tich file log dwgc phat trién nham bu dap cac van dé ton dong
trén bang céch sir dung cac quy tac dé thu thap, xem xét céc dit liéu log thu dugc va
chi ra cac su kién c6 thé dai dién cho cac van dé hoac méi de doa [9]. Ngoai ra mot
s6 tinh ning ma hé thong phan tich file log mang dén cho quan tri vién c6 thé ké
dén nhu:

- Luwu trir log tap trung

Mot trong nhitng lgi thé chinh cua hé théng phan tich log server nam ¢
viéc luu trir log tap trung, day 1a mot yéu td vd cing quan trong trong quan ly
log. Viéc luu trir toan bo log & cling mot noi gitip quan tri vién dé dang phan tich di
& bat ky thu muc nao, nhung vu diém thuc su caa viée luu trit log tap rung 1a ting
cudng bao mat hé théng cua ban. Trong quan tri hé thong, thoi gian tir khi sy ¢6 bat
dau xay ra dén ldc khac phuc tao ra nhitng khac biét dang ké, viéc luu trix log tap
trung s& gop phan day thoi gian phat hién 1én nhanh nhat c6 thé. Luu trit log tap

trung cling dong nghia véi viéc cac dit liéu log da duoc chuan hda vé cing mot dinh



20

dang, diéu nay ciing giup tiét kiém thoi gian khi tim kiém thdng tin trén file log tur
cac ngudn khac nhau.
- Giam sat va hé théng canh bao
Hé thdng phan tich log cung cép cac canh bao theo thoi gian thuc khi hé
théng xay ra nhitng bat thuong, diéu nay rat can thiét trong phat hién xam nhap va
tan cong nang cao kha ning phong bi cho quan tri vién.

Quan tri vién ciing c6 thé cai dat giam sat dé theo ddi lya chon cac sy kién
tly chinh, rat hitu ich cho bao mat 1an xir ly sy ¢6 hay khi c6 sy thay doi. Ngoai ra
hé thdng con cho phép duoc tao cac thong bao su ¢ dén nhiéu ngudn dé dam bao
khdng bo 15 bat ky su kién quan trong nao.

- Nhém dir liéu

Hé théng phan tich log cho phép phan chia dir liéu log thanh cac phan thong
tin nho hon dé luu trit va thao tac dé dang hon véi chirc niang nhan ra cac file log c6
C4u tric trong tu nhau réi nhom lai theo cac cau trac d6. Chang han, x4c dinh tat ca
c4c dau thoi gian trong file log va thu thap cac log tir mot khung thoi gian nhat dinh
hoac chi theo d6i hoat dong cua mot IP nao do.

- Kha ning hién thi di liéu

Céc dir lieu log server vén duoc coi 1a kho khan khi chi 1a nhitng dong théng
bao kho khan. Hé théng phan tich log cung cap céc giao dién d6 hoa truc quan voi
cac biéu d6, do thi cho phép quan tri vién dé& dang nhan ra duoc nhitng su ting dot
bién bat thuong khi so sanh véi céc dir liéu cil.

- Tang cwong kha nang phan tich dir liu

Khong phai toan bo cac dir liéu duoc tao ra trén log déu ¢ ich khi phan tich
dit liéu log server. R4t nhiéu thong tin dugc goi trong céc file log gy mat thoi gian
khi phai xem xét toan bo cac thong tin d6, do vay hé théng phan tich log cho phép

quan tri vién cai dat viéc chi lay nhitng di liéu quan trong dé phan tich.
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Véi rat nhiéu tinh nang hd tro cho quan tri dit liéu log, hé thong phan tich log dang
la Iya chon cua hau hét cac cong ty 16n hién nay va la xu hudng cua cac cong ty
nho. Cé thé ké dén mét sb vi du nhu:

e Splunk: giai phap hé théng phan tich log thuong mai hang dau thé gidi
hién nay [16]. Mot s6 vi du dang sir dung Splunk c6 thé ké dén nhu Telenor (nha
cung cép dich vu vién thong 16n nhat cia Na Uy), Bé Giao théng Van tai Nevada,.. .

e Graylog: giai phap xay dung phan tich log ma ngudén mé mién phi cho
phép quan Iy nhat ky dé& dang [17]. Mot sb vi du dang st dung Graylog c6 thé ké
dén nhu T-System (Mot cong ty tu van va dich vu cdng nghé toan ciu caa Bic),
Petronas (mot cong ty dau khi 16n cua Malaysia),. ..

e ELK stack: mot giai phap phan tich log md nguén mé phé bién hién nay
[18]. Mot sb vi du st dung ELK dé xay dung hé thong phan tich log: Airbus,
Docker, Github,...

1.4 Két lugn

Trong chwong nay, hoc vién di tom luoc ngan gon vé file log trong server
cling nhu nhimng tng dung cta nd. Pong thdi qua d6 gidi thiéu vé bai toan ung dung
phan tich file log server trong viéc bao mat server. Tiép theo trong chuong 2 hoc
vién s& nghién ctru vé cong nghé, k¥ thuat dung cho viée thiét ké hé thdng phan tich

log server.
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Chuong 2. NGHIEN CUU VA THIET KE HE THONG PHAN

TICH LOG SERVER
Churong 2 sé gidi thiéu vé cong nghé duoe sir dung dé xdy dung hé thong phan tich

log server, cac budc va cac ky thudt phan tich log server dang duoc dp dung hién
nay. Cudi chirong hoc vién sé phdc hoa tong qudat mét mé hinh hé théng phan tich

log server dé dp dung vao thye tién.

2.1 Gi6i thiéu nén ting va cac cong cu phén tich log

Dé giai quyét bai toan quan ly dir liéu log server va tu dong canh bao khi co
bat thuong xay ra, quan tri vién cd thé lya chon réat nhiéu giai phap cong nghé. Mot
s6 giai phap bao gom tra phi 1an ma nguoén ma cé thé ké dén nhu Splunk, Graylog
hay ELK stack. Cac tinh nang noi troi cia cac giai phap giam sat va phan tich di
licu log hé théng ngay nay phai ké dén nhu kha ning tim kiém manh mg, xay dung
dugc man hinh giam sat thoi gian thuc, bao cao, canh bao ngudng, phéan tich di li¢u
lich sir, truy tim vét, ...

Tuy nhién sau khi can nhat hoc vién quyét dinh lya chon nén tang cong nghé
ELK Iam giai phap céng nghé cho bai todn quan ly va phén tich dir liéu log dugc
néu ¢ phan 1. ELK giGp quan tri vién dé dang thu thap thong tin théng qua file log
tir d6 co co s& dé phat hién nhiing bat thuong duoc nhanh hon giam thiéu viéc bi
anh huong do b tin cdng baéi tin tic, mot s6 wu diém cua ELK stack c6 thé ké dén
nhu:

e HJ tro thu thap log tir nhidu ngudn, nhiéu server khac nhau gidp cho viéc
lay dit liéu log tir nhiéu cum may cha tré nén nhanh chéng hon ma khong
bi that thoat di liéu

e ElasticSearch cung cip kha ning 1ap chi muc dit liéu manh mé& cho phép
quan tri vién hoan toan cé thé loc, tim kiém néi dung log hay nhiing thay

d6i trén hé thong nhanh hon so véi truyén thong
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e Thu thap log tu dong dam bao tinh san sang cua dit liéu, quan tri vién

hoan toan c6 doc dugc log ngay khi hé théng sinh ra trén Kibana

e Thong bao cho quan tri vién nhitng bat thudong thay doi trén server thong

qua nhiéu nén tang nhu email, slack,... gilip viéc ngan ngira 13i trén server
dugc chu dong hon

e Quan tri vién hoan toan c6 thé thay két ndi cong trén ELK stack dam bao

tinh bi mat caa dir liéu log thu thap dugc

e Dit liéu duogc hién thi truc quan dé dang phan tich hon so véi nhiing di

liéu tho trén server

Mbt s6 cong ty 16n st dung ELK stack:

o NetFlix: Netflix phu thuoc rat nhiéu vao ELK stack. Cong ty nay str dung
ELK dé theo ddi va phan tich Log server bao mat cua hoat dong dich vu khach
hang. ELK stack cho phép NetFlix 1ap chi muc, luu trir va tim kiém tai liéu tir hon
mudi 1am cum bao gom gan 800 nut.

e LinkedIn: Trang web tiép thi truyén théng x& hoi noi tiéng LinkedIn sir
dung ELK stack dé theo d&i hiéu suat va bao mat. Nhdm CNTT cua LinkedIn da
tich hop ELK voi Kafka dé hd tro viéc lay dir liu log server cua ho trong thoi gian
thie. Hoat dong ELK cua ho bao gom hon 100 cum trén sau trung tam dir liéu khéac
nhau.

e Tripwire: Tripwire 1a mot hé thdng quan ly su kién thong tin bao mat trén
toan thé gigi. Cong ty sir dung ELK dé hd trg phan tich géi thong tin Log server.

e Medium: Medium 1a mét nén tang xuat ban blog ndi tiéng. Ho sir dung
ELK stack dé g& 16i cac van dé trong viéc hoat dong cua ho. Cong ty ciing st dung
ELK dé phat hién cac diém néng cia DynamoDB. Hon nita, Vi viéc st dung ELK
stack, cong ty c6 thé hd tro 25 tridu doc gia ciing nhu hang ngan bai dang dwoc xuat
ban mdi tuan hoat dong tron tru.

Hé thong phan tich log ELK stack duoc xay dung gom 3 phan:
e ElasticSearch: Elasticsearch 1a mot cong cu tim kiém dua trén phan mém

Lucene.
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e Logstash: Logstash 1a mot cong cu nguén mé duoc thiét 1ap dé thu thap
nhat ky, phan tich ct phap va dua chung ra cac hé thong khac.

e Kibana: Kibana la mét cong cu giao dién truc quan cho phép ban kham
phd, truc quan hoa va xay dung mot bang diéu khién trén di liéu nhat ky duoc tap

trung trong Elaticsearch.

2.1.1. Gioi thiéu ElasticSearch

Elaticsearch 12 mot may cha co so dit liéu doc 1ap, ma nguon mo dugc phét
trién bang Java. Vé co ban, n6 1a mot cong cu dé tim kiém va phan tich vian ban.
ElasticSearch lay dix liéu phi cu trdc tir nhiéu nguén khac nhau va luu trix né & dinh
dang duoc téi uu hoéa cao cho cac tim kiém dya trén ngdn ngit. Elaticsearch hoat
dong dua trén thu vién Apache Lucene néi tiéng, biéu thi dit liéu dudi dang céc tai
liu c6 ciu trac JSON. Nguoi dung co thé sir dung ElasticSearch thong qua API
RESTful cua nha phat trién va hay cac ngbn ngit PHP, Python va Ruby dé luu trit,
tim kiém va phan tich khdi lwong dir liéu Ion mot cach nhanh chéng va hiéu qua. N6
dac biét htru ich trong viéc xi ly dir liéu 1a ngdn ngir ty nhién [12].

Mot sé to chirc 16n sir dung ElasticSearch:

e Trang Wikipedia sir dung ElasticSearch dé cung cap may tim kiém toan
van (full-text search) véi két qua tim kiém duoc to sang.

e Trang The Guardian sir dung ElasticSearch dé két hop dir liéu cia nguoi
doc vai dir liéu mang xa hoi dé cung cap cac hoi dap thoi gian thyuc gitp ting trai
nghiém nguoi dung.

e Trang cong dong cho cac nha phat trién phan mém noi tiéng Stack
Overflow sir dung ElasticSearch 1am may tim kiém toan vin két hop voéi vi tri dia 1y
ctia ngudi dung dé dua ra cac két qua tim kiém chinh xéac nhat cho cu truy van cua
nguoi dung.

e Trang quan ly ma nguon mé ndi tiéng GitHub sir dung ElasticSearch dé

quan ly hon 130 triéu dong codes.
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2.1.2 Gidi thiéu LogStash

LogStash 1a phan mém thu thap dit liéu ma nguén mo duoc viét trén nén tang
Java vai kha nang thu thap dir liéu thoi gian thuc (realtime). LogStash cé chirc nang
thu thap dit liéu log tir nhiéu ngudn khac nhau sau d6 dinh hinh lai roi giri dén mot
co so dir liéu khac. Ngoai ra LogStash con duoc sir dung dé loc dit liéu log phuc vu
cho céc bai toan phan tich va truc quan hoa dir liéu [13].

Logstash trude day duoc st dung dé xtr Iy log tir cac tng dung va guai ching
dén Elaticsearch. Nhung hién nay Logstash da phat trién thanh mot cong cu c6 muc
dich hon 1a mot dudng 6ng xu ly dir liéu. Dit liéu ma Logstash nhan duoc s& dugc
xt Iy dudi dang su kién, ¢ thé 1a bat cir diéu gi ban chon nhu cac muc file log, don
dit hang thuong mai dién tir, khach hang, tin nhan tro chuyén, v.v.. va giri d&én co so
dix liéu dé chaa cac dir liéu trén.

Logstash bao gom ba thanh phan:

e Input : chuyén cac dir liéu tir cAc nguon vao Logstash

e B0 loc: Tap hop cac cach Logstash sé& xir ly cac su kién nhan duoc tu
cac plugin giai doan dau vao

e Output : Noi xtr ly dit liéu su kién hoac Log server.

Cac tinh nang cua Logstash:

e Céc su kién duoc truyén qua timg giai doan bang cach sir dung hang doi
noi bo

e  Cho phép thu thap nhiéu dinh dang Log server caa ban

e Loc/phan tich cu phap cho Log server ctaa ban

e Cung cap hd tro tap trung xu ly dit liu

e NO phan tich mot lugng 16n dix liéu va su kién c6 cau tric / khéng cau
trac

e Cung cép cac plugin dé két ndi véi nhiéu loai nguon va nén tang dau vao

khac nhau
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2.1.3 Gidi thiéu Kibana

Kibana 12 mot phan mém ma ngudén mé dugc sir dung dé triru twong hoa dir
lieu, xay dung céc biéu do, bdo cdo, man hinh giam st va phan tich di liéu thoi
gian thuc tir ngudn dir liéu trong ElasticSearch. Kibana cung cap giao dién cho phép
ngudi ding c6 thé thuc hién truy vin toan van trén hé truy hoi théng tin
ElasticSearch, xay dung biéu do, cac man hinh diéu khién tir dit liéu chi muc trén
ElasticSearch motcach nhanh chéng [14].

e Bang diéu khién giao dién manh mé c6 kha nang hién thi thong tin dugc
Iap chi muc tir elastic.

e Cho phép tim kiém théng tin theo chi muc thai gian thuc

e Ban c6 thé tim kiém, xem va twong tac véi dit liéu dugce luu trir trong
Elaticsearch

e Thuyc hién truy van trén dit liéu va truc quan hoa két qua trong biéu dd,
bang va ban d6

e Bang diéu khién c6 thé dinh ciu hinh dé cit va ghi Log server logstash
trong elaticsearch

e CO kha ning cung cap dit liéu dudi dang graphs, charts, v.v.

e Bang diéu khién thoi gian thuc c6 thé d& dang cau hinh

2.2 Mo hinh xir ly file log server

Qua trinh phan tich file log server doi hoi quan tri vién phai tuan theo mot
mo hinh phan tich Log server. Hinh 2.1 trinh bay mgt md hinh phén tich Log server

thuong thay dé tuan theo khi tién hanh phan tich file log server.
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Stage 1 Stage 2 Stage 3 Stage 4
Ny - 'j
.
e o/

Collection Preparation Modeling Report/Presentation
Maintain Log Integrity Log Platform Selection Investigation Categories Graphs
Source ldentification Determine Record Structure Investigative Models Charts

Export Log Files Column Data Types Multivariate Analysis Tables
Log File Size Reduction Log Tidy/Clean Up Data Relationships Interactive Plots

Hinh 2.1. Bon giai doan phan tich log (ngudn: hello.global.ntt)
- Log Collection

Giai doan nay lién quan dén viéc xac dinh cac thiét bi hodc cac nguon (vi du:
cac ung dung, hé thdng, thiét bi mang, an ninh) va tach file log d6 ra dé phan
tich. Chi tiét cua cac tép log server dugc quyét dinh trong giai doan yéu cau va thiét
ké cua céc hé théng duoc trién khai.

Phén tich log ban dau c6 thé duoc thuc hién trén chinh cac server chaa nd
vé6i diéu kién cd san cac cong cu thich hop, néu khdng céc Log server s& phai duoc
Xuat dé phan tich trén mét nén tang riéng. Trong hau hét cac trudng hop, quan tri
vién can xuat file log tir server, tai thdi diém d6 phai xac dinh dinh dang Log server
Xut (vi du: csv, json) va cac ngudn thir cp lién quan duogc hd tro.

Trong giai doan Log Collection nay, ngudi quan tri ciing can cd cac ky
thuat log reduction (loc) dé dam bao tép Log server dugc trich xuét chtra théng tin
lien quan cho céng viéc. Vi du nhu loai bo céc yéu cau duoc xt Iy bai cac cong cu
tim kiém ty dong (Crawler, Spider, Robot) hoic chi lay cac ban ghi chira phuong
thuong “GET”.

Bén canh viéc lay file log trong server chinh, cac file log ciing c6 thé dugc
kéo tir cac trinh thu thap log hoic bo tong hop riéng biét nhu SIEM noi file ngudn
dugc xuit thudng xuyén dé theo ddi, phan tich cling nhu luu trir. Bat ké nguon nao,
quan tri vién ciing phai xac dinh dinh dang cua file log server duoc trich xuat va

xuat trong khi van duy tri tinh toan ven cua tat ca dir liéu. Bidu bat budc 1a cac
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ngudn tép Log server va dinh dang tép Log server xuat ra phai dugc xac dinh truéc,
t6t nhat 1a trude khi xay ra su cé.
- Preparation

Pay la giai doan bat dau sau khi cac tap tin log xac dinh da duoc trich xuét
va dwa vao mot cong cu phan tich log. Quan tri vién can dam bao nén tang lra chon
cua ho cd thé hd trg diéu tra kich thude dir liéu Ion. Diéu ndy bao gom, & mac toi
thiéu, da bo nhé (RAM), dung luong 6 dia, sic manh xir Iy CPU hiéu qua va lya
chon dtng ng dung phan tich log server.

Chinh trong giai doan nay thi can kiém tra tinh toan ven; quan tri vién thuc
hién viéc kiém tra truc quan va lap trinh dé phan chia thanh mdi hang (record) va
cot (field). Dau tién, quan tri vién phai xac dinh ciu tric caa mdi ban ghi Log server
/ hang. C6 nhiéu cau trac khac nhau duoc sir dung cho céc tép Log server (vi du:
Syslog, LEEF, W3C Extended Log File format, NetFlow, IPFix, Microsoft
Windows Event Viewer format, NCSA Common Log Format). Tiép theo d6 1a chon
c4c loai dir liu cot duoc toi wu hoa (vi du: Ngay / Gio, Vin ban, S6 nguyén). Cudi
cung, quan tri vién Log server phai thuc hién cac quy trinh don dep tép Log server
khac nhau va / hoac don dep cac thu tuc dé dam bao chi phan tich théng tin lién
quan.

Du6i day 1a tom tat cac budc ma quan tri vién can thyc hién dé phan tich Log
server hiéu qua va hiéu qua:

e Loc hoic xda bat ky hang, cot va bang khong lién quan dé giam kich
thudc cua tép Log server.

e Chon cac loai dit liéu phu hop cho timg trudng hodc cot. Mot sé loai di
liéu duoc tim kiém nhanh hon nhirng loai khac.

e Sir dung t6i wru héa cac k¥ thuat chirc nang loc dé tién hanh tim kiém mau
(vi du: Regex, CIDR).

- Log Modeling
Day giai doan doi hoi viéc phéan tich cac thdng tin chua trong file log dua vao

loai sy kién / su ¢b lién quan dén cudc diéu tra. Do cac mé hinh diéu tra khac nhau
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(vi dy, Threat Hunting) ton tai, nén ngudi phan tich phai cé kién thirc vé cac loai
khac nhau va chon md hinh phd hop nhat. Vi du: néu quan tri vién dang thuc hién
phan tich x&m nhép, nén sir dung mo hinh diéu tra duoc thiét ké dé xac dinh xam
nhap. Bang dudi trinh bay mot md ta cap cao vé cac loai diéu tra thich hop dé sir
dung trong mot cudc diéu tra cd thé bao gom Log server hé théng, tng dung, mang

va ndi dung nguoi dung.

Cac loai phan tich log

SST | Tén loai | M6 ta

phan tich
1 Temporal Temporal analysis duoC s dung dé phan tich dong thoi gian
(Time) cua su cd. No ciing ¢o the duogc sir dung dé xac dinh thoi gian
troi qua cua mot su cd hoac‘ thoi gian cta vong doi cia mot
s CO. Doi vaéi sy ¢o lan truyén nhanh hon, phan tich thoi gian
cé thé chi ra viéc sir dung mot cong cu tu dong.

2 Frequency Frequency analysis dugc sir dung dé xac dinh so luong su co
xay ra trong mot khoang thoi gian hoac sy kién cu thé. vi duy,
bao nhiéu cudc tan cong xay ra trong ngay hdom nay.

3 Transition T[ansition State analysis duoc st dung dé xac dinh su thay

State do6i cua mot su kién tur trang thai nay sang trang thai khac do
Su CO.
4 Pre- Pre-occurred analysis dung dé xac dinh cac phat hién ban dau

occurrence ctia mot su co.

5 Historical Historical analysis duoc str dung dé xac dinh mic d6 thuong
Xuyén cua mot su o, hoac su co tuong tu da dugc phat hién
trong qué khur.

6 Traffic Traffic analysis duoc sir dung dé xac dinh lugng luu luong
dugc gui va / hoac nhan trén toan mang (vi du: Goi, Byte,
Khung).
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7 Behavior Behavior analysis duoc sir dung dé xac dinh cach nguoi ding
hoac chirc nang su kién doc hai (cach thuc hoat dong).

8 Pattern Pattern analysis dugc st dung dé xac dinh chir ky cua mot su
kién bang cach kiém tra cac hau qua con lai.

9 Port Port analysis duoc st dung dé xac dinh may chu hodc cong
ung dung nao dang duoc quét hoac tan cong trén hé thong
dugc nham muc tiéu.

10 Protocol Protocol analysis dugc sir dung dé xac dinh giao thirc mang
dang duoc su dung,dé quét hoép tan céng mot dich vu hoac
ung dung trén hé thong dugc nham muc tiéu.

11 | Statistical Satistical analysis duoc s dung dé cung cap thu thap, phan
tich, giai thich hodc trinh bay chi tict ve ty I¢ su dung theo ty
I¢ phan tram, trung binh, trung binh, sai 1&ch.

12 Payload Payload analysis dugc St dung dé xéc dir]h muirc do pha huy
hoac tac dong cua tai trong bang cach kiém tra cac hau qua
con lai.

13 Source Source Linkage analysis dugc su dung dé xac diqh mang

Linkage hoac vi tri dia ly ctia cudc tan cong cling nhu tim hiéu ho so
mang caa hé thong tan cong.

14 Destination | Destination Linkage analysis dugc str dung dé xac dinh mang

Linkage dich hoac vi tri dia ly bi nham muc tiéu va phat trién ciling
nhu phat trién ho so mang cua hé thong bi nham muc tiéu.

15 Artifact Avrtifact Uniqueness analysis duoc str dung dé xac dinh cac

Uniqueness | dac dieém duy nhat cua tirng phan (gia tri bam, néi dung)
16 Multivariate | Multivariate Correlation analysis dugc sir dung dé xac dinh
Correlation | moi quan hé hoac lién ket gitra hai hoac nhié¢u loai danh muc.
17 | Relationship | Relationship analysis dé xac dinh moi quan hé hozc lién két

giita source va hé thong dich.
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18 | Content Content analysis dugc sir dung dé phan tich cac thanh phan
c6 trong su kién (vi du: email, tén ngudi dung, trang web, dia
chi IP)

19 Context Context analysis duoc sir dung dé phan tich méi truong xung
quanh trong khi su kién xay ra.

20 Size Size analysis dugc dung dé xac dinh kich thudc cia su kién
(vi du: kich thuéce cua file download, tong so packet)

Bang 2.1. Cac diéu tra phan tich log

Mic du bang trén trinh bay cac danh muc ¢ dinh dang don bién va cé thé

duoc phan tich riéng Ié, phan tich da bién ciling c6 thé duoc thuc hién, nhu duoc Xac

dinh trong muc 16 bang cach két hop 2 hoic nhiéu danh muc lai véi nhau. Hinh 2.2

trinh bay mot so sanh da bién don gian bang cach sir dung Temporal Analysisva

Size Analysis. Trong khi hinh 2.3, trinh bay mt so sanh da bién phuc tap hon bang

cach st dung Source Linkage (dia chi IP ciia may khach) va Destination Linkage

(tén mién email).
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Hinh 2.2. Phan tich da bién Temporal va Size (nguon: hello.global.ntt)

Hinh 2.3. Phén tich da bién Source va Destination Linkage (nguén: hello.global.ntt)
- Report/Presentation

Pay 1a giai doan doi hoi phai trinh bay nhitng phat hién hoic két qua thu
duoc trong giai doan 1ap mé hinh va truyén dat két luan trong mot bao céo dé
hiéu. Mac du ¢ nhiéu cach dé trinh bay két qua (vi du: bang, biéu dd, so @6, db thi),
quan tri vién phai chon két hop van ban va tryc quan hiéu qua nhat dé hién thi két

qua.

2.3 Cac ky thuat phan tich log

Qua trinh phan tich server bao gém viéc td chuc dir liéu duoc tim théiy trén
cac muc nhat ky. Pé 1am diéu d6, no sir dung cac ky thuat nhu phan loai va gan thé,
nhan dang mau, phan tich twong quan. Phan tich log server 1a mot qua trinh phurc
tap can tuan theo cac chirc nang sau:

- Normalization
CO rat nhiéu ciu trac khac nhau trong nhat ky tir cac thiét bi mang, vi ching

st dung cac giao thirc khac nhau hodc ching dén tur cac nha cung cap khac nhau
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(Cisco, Fortinet, SNMP, NetFlow, Nén tang Linux hoic Windows). D6 ciing 1a mot
xu hudng toan cau khi ma cac cong ty lya chon cic san phim bao mat tot nhat
khong nhat thiét phai tir cing mot nha cung cp.

Lua chon khong dong nhét nay tao cho cic nha san xuit nhitng wu diém
riéng cho minh nham thu hut khach hang. Tuy nhién tit ca cac thiét bi khac nhau
nay tao ra cac ban ghi khong c6 chung thiét ké. Do vdy hé thong c6 thé kho phat
hién cac cudc tan cong trong thoi gian thuc hoac dé thuc hién mot phan tich. Do do,
cac ban ghi can phai dugc chuan hoa theo hudng ma cong cu phan tich log co thé
tong hop va phan anh dé dang nhat. Piéu niy goi la normalization.

Viéc chuin héa va phan tich cac su kién nhat ky da dugc thuc hién trong mdt
nhiéu phuong phap va di duoc tich hop vao nhiéu giai phap phan mém hién co.
Normalization c6 bon phuong phap chuan hoa c6 thé dugce quan sat trén thi trudng
va cong dong nghién ctru.

e Rule Matching (vi dy, Regular Expressions) Viéc chuan hoa ting
loai log duge mé ta trong mot quy tic xac dinh mic do quan trong cua thong tin
trich tir mot su kién cu thé. Mot cach tiép can phé bién trong danh muc nay la cac
biéu thic chinh quy, dic biét 14 Named-Group Regular Expressions (NGRE).
Phuong phéap nay lién két thong tin trong su kién vdi cac truong sy kién cu thé, rat
hitu ich cho normalization. Rule matching thudng dugc quy dinh boi cac cac phan

meém server.

e Tokenization Noi dung log dugc chia thanh cac token. Nhiing token
nay c6 thé 1a nhiing tir hodc nhitng cum tir hodc mot s6 ky hiéu ma con ngudi co thé
doc duoc trong log server. Cach tiép can phd bién nhat cho tokenization 1a bang ti,
cho phép nhom cac log c6 chtra céc tir twong tu. Tuy nhién, phuong phap nay phu
thudc rat nhiéu vao cac tir tinh trong nhat ky. Mot trién khai cu thé cho tokenization
1a Apache Lucene tién dé dé phat trién ElasticSearch.

e Natural Language Processing (NLP) Mot dong log ¢ thé bi phan
tach bai cau tric ngdn ngir va bién thanh céc chu dé, d6i tuong, dong tir va hon thé

nita. M6i lan thong tin duoc trich xuét, ngudi doc log trich xuét riéng ra nhimg tir co
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nghia nim trong dir liéu log. Tuy nhién, phuong phap dua vao vé kha ning doc cia
con nguoi dbi véi dir lidu log. Vi du cho viéc trién khai NLP 1a Thu vién StanfordN
CoreNLP [19] hoac kha nang phan tich van ban cua SAP HANA [20]. Viéc st dung
cu thé k¥ thuat nay dé phan tich nhat ky di duoc dé xuat béi Kobayashi va cong su
[11].

e Custom Normalization Phuong phap hiéu qua nhat nhung ciing phirc
tap nhét 1a st dung ma tuy chinh dé chuan hoéa tung dinh dang nhat ky. Vi du mot
dinh dang duoc doc bang trinh phan tich ca phap CSV, trong khi mét dinh dang
khac duoc phan tich chi phap bang trinh phan tich ¢ phap Syslog ddc biét va mot
trinh phan tich ct phap khac duoc xir 1y voi su két hop cta nhiéu biéu thirc chinh
quy dang duoc 4p dung theo thir ty. Loai chudn hoa nay c6 thé duoc quan sat mot
phan trong cac cong cu phan tich nhat ky Logstash.

- Classification and Tagging la mot phan caa phan tich log server,
quan tri vién can nhom céc ban ghi log server cung loai. Piéu nay tién cho viéc
mudn theo ddi tat ca cac 16i cua mot loai nhat dinh trén cac tng dung.

- Pattern Recognition

Pay 1a phan cac k¥ thuat khac nhau bat ngudn tir cac linh vuc khéac nhau
nhu théng k&, machine learning vi du nhu Quy tac két hop, khai thac dir liéu, nhan
dang mau, v.v. p dung cho va dit liéu c6 sdn. Mot sé phuwong phap va k¥ thuat da
duge dugc phét trién cho budc nay. Mot s6 thudng xuyén duoc sir dung cho giai

phép statistical analysis, clustering va association rules [7].

e Statistical analysis: Statistical analysis 12 phuong phap pho bién nhat
dé trich xuat dix lidu vé khach truy cap vao maot server. Ching ta cé thé tinh toan céac
loai thong ké mo ta cac phép do nhu (tan sd, trung binh, v.v.) trén cac bién nhu s6
luot truy cap vao, hay cac phan duoc truy cap vao nhiéu nhat. Statistical analysis
hitu ich dé cai thién hiéu ning hé thong, ting cudng bao mat hé thdng, hoic tao diéu

kién khi sira di dit liéu trén server.
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e Clustering: Phan cum da dugc s dung rong rdi trong Khai thac st
dung web dé nhom lai cac phién twong tu véi s6 lugng 16n dit liéu dua trén ¥ twong
chung vé chirc ning, khoang cach trong d6 tinh toan sy trong ddng giira cac nhom.
Phan cum c6 nghia la hanh dong phan vung cac tap dir liéu khdng nhén thanh céc
nhom ddi tuong twong tu. M&i nhém, duoc goi 1a mot cum, bao gom cac dbi tuong
c6 nét trong ddng va khong gidng véi cac dbi twong cia cac nhém khac. Phan cum
thuong dugc stir dung cac thuat toan: K-means, Fuzzy C-means, k-Nearest Neighbor
and Neural Network.

e Association rules: 1a mot trong nhitng k¥ thuat chinh trong khai thac
dir liéu va no 1a hinh thiac pho bién nhat caa kham pha localpotype trong cac hé
théng hoc tap khdng giam sat. N6 phuc vu nhu mét ¢ong cu hiru ich dé tim mébi
tuong quan gitra cac muc trong big data.

- Correlation Analysis

Tuong quan cua cdc su kién, so sanh va phéan tich cac ban ghi tur cac
ngudn khac nhau trong mot khoang thoi gian, dé xac dinh bat ky mé hinh hozc méi
quan hé phd bién. Viéc nay gilp quan tri xac dinh sy cé bao mat hoic sy ¢d, phan
g nhanh dé giam thiéu viéc kinh doanh tiéu cuc tac dong va ton that. Chang han,
nd co thé phat hien mot cudc tan cong sap xay ra néu cd mot vai lan dang nhap cb
gang mot thiét bi sir dung mot nguoi dung cu thé, sau dé quét cac cong trong mang
LAN mang st dung cing mot nguoi ding. SIEM c6 thé danh dau nhiing su kién

nay rang dang c6 nhiéu luot ding nhap qua muc.

2.4 Xay dwng hé théng phan tich log

ELK Stack 1a mot giai phap phan tich log server dau cudi hoan chinh
gilp tim kiém sau, phan tich va tryc quan hda nhat ky duoc tao tir cac may khac
nhau. ELK c6 thé cung mét IGc thu thap nhiéu log server tir cac server khac nhau

giup cho viéc quan ly dir liéu tap trung.
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Trong luan van nay hoc vién s& lya chon xay dung hé thdng phan tich log
don gian véi ELK stack, cAc ban cai dat va thu muc file log s& nam chung trén mot

Server c6 nham ap dung vao mé hinh thir nghiém trong chuong 3..

Tai day hoc vién s& lya chon Filebeat dé Iy dir liéu log server thay vi ding
ludn Logstash dé Idy dir liéu nhu ¥ dinh ban dau. Logstash tuy 1a mét céng cu c6 thé
dam nhiém hoan toan tét viéc lay dir liéu log nhung véi nhiing dit liéu log Ién thi
Logstash yéu cau rat nhiéu vé phan cting dé dam bao hoat dong théng suét. Khi sir
dung Filebeat s& giip phan giam tai cho hé thdng khi thu thap dit liéu log. Do vay

md hinh hé thdng phan tich file log server s& dugc biéu dién nhu sau
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Data Source

Filebeat

Elasticsearch

Hinh 2.4. M6 hinh phéan tich log server
Theo nhu md hinh trén, ludng dit liéu s& xuat phat tir tép dit lidu log va di

theo ludng sau:

e Tép dit lidu log s& duoc Filebeat 14y dir liéu ra va giri sang Logstash theo
tan xuat dwoc cau hinh tir trudc. Tai ddy Filebeat dong vai tro 1a mot service lay log
server tir cac thu muc dugc dit san va dua sang Logstash xir ly.

e Dit liéu sau khi duoc Filebeat chuyén sang Logstash s& dugc chuyén tiép
dén “Filter Plugin”. O day dir liéu s& dugc chuan hoé va loc theo yéu ciu cta ngudi
quan tri dé c6 thé dua ra cac dir liéu can thiét. Dau ra trong budc Filter nay 12 tai
liéu dang JSON chura ndi dung thong diép cua log.

e Log server sau khi duoc loc s& duoc chuyén dén Elasticsearch.
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e Dir liéu JSON khi dugc dua t6i ElasticSearch s& duwoc danh chi muc
nham phuc vu bai toan tim kiém, truc quan hoéa dit liéu, xay dung bao cdo va phan
tich dix liéu log.

e Dir liéu sau khi dugc danh chi muc trong ElasticSearch s€ duoc truc
quan hoa, xay dung bao cdo, xay dung cac man hinh giam sat, diéu khién trén

Kibana.

2.5 Kétluan

Trong chuong ndy, luan van da dé cap dén nén tang phan tich file log server
s€ dugc ap dung, vi du cho mdt mo hinh phan tich log server ciing nhu cac k¥ thuat
phan tich. Luan vin ciing da thiét ké mot mé hinh hé théng phan tich log server c6
thé 4p dung dwoc vao thuc tién nham nang cao kha ning phan tich log. Trong
chuong sau hoc Vién sé tién hanh cai dat va trién khai trén thuc té mé hinh hé thng

phan tich log server va tu dong bao 16i dén quan tri vién.
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Chuong 3. AP DUNG THU NGHIEM HE THONG PHAN
TICH FILE LOG SERVER VAO THUC TIEN

Trong chirong 3 hoc Vién sé xay dung thiz nghiém hé thong phan tich log ELK trén
server chay dich vu luu trir cua cong ty INET dwa trén mo hinh xu ly diz liéu log
trén hé thong lan Logstash tw thiét ké, sau dé sé tién hanh phan tich cac di liéu
nhdn duwgc dé dé xudt bao mdt cho server.
3.1 Cai dit hé thong phan tich log server
3.1.1 Gi6i thiéu vé hé théong mdy chii ciia cong ty INET
Cong ty iNET hién dang cung cap cac dich vu lién quan dén luu trit online
nhu:
e Hosting
e May chu a0
e Email server
La mot trong nhing cong ty cung cip dich vu luu trit online hang dau tai
Viét Nam, iNET hién dang cung cip dich vu cho hang nghin khach hang khip ca
nudc voi hang chuc server hoat dong sudt ngay dém. Vi dic thu dich vu phai hoat
dong 24/7 thong sudt doi hoi cac su cb xay ra trén hé théng phai nam & muc thap
nhat c6 thé, thoi gian gian doan ngan nhét c6 thé.
- Hién trang may chia
Theo thdng ké so bo, hé théng may chu server caa cong ty iNET hoat dong

cung cap dich vu cho khéch hang xap xi 20 server.

Dich vu S6 lwong may chu
Hosting 12 may chu

May chu ao 5 may chu

Email server 3 may chu

Bing 3.1 Danh sach hé théng may chi iNET

Do la céng ty cung cap dich vu luu trit cho nhiéu khach hang, do d6 nén tang hé

diéu hanh dugc cai dat trén cac may chu ciing da dang.
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Windows Linux

e Windows server 2012 e CentOS 6
e Windows server 2016 e CentOS7
o CentOS8
e Debian 8
e Debian9
e Debian 10
e Ubuntu 14
e Ubuntu 16

e CloudLinux

Bang 3.2 Danh sach hé diéu hanh cai trén serever iNET

M6 hinh hoat dong co ban cua hé thdng dich vu.

7isual Paradigignline Diagram

Storage

Storage %

Webserver

FireWall
Hinh 3.1 M6 hinh hoat dong cua server INET

Hé théng server hoat dong theo mé hinh nhiéu server riéng biét, moi server
s& ¢O 2 phan do6 1a gom webserver xu 1y cac request dén tir client théng qua giao
thirc HTTP, sau d6 tién hanh Iy dit liéu tir Storage dé hién thi cho nguoi dung.

Giira céc server sé dugc cai dit firewall dé dam bao an ninh, an toan cho hé thong.
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- Hién trang quan ly hé théng

Hién tai iNET khdng chi trong qua nhiéu vao viéc phan tich di liéu log
server. Dit liéu log s& duoc ngudi quan tri hé théng phan tich chi khi c6 16i gi xay
ra, néu khong cac dit liéu log s& dugc luu lai va x6a di theo dinh ky dé giai phong
dung luong 6 dia. Trong trudng hop xay ra truc tric hé théng, quan trj vién s& tién
hanh kiém tra log trén server bi I6i bang céach truy cap thang vao thu muc chira log
cua server nay. Qua trinh phan tich, loc, danh gia log s& phu thugc hét vao nguoi
dang phan tich va guri két qua sang nhitng ngudi chiu trach nhiém sira 15i. Céch thuc

kiém tra dit liéu log ciia cong ty iINET con ton tai cac han ché sau:

e Quan tri vién phai truy xuat dix liéu thu cdng trén cadc may cha phan tan
dé phan tich va tim 13i trén hé thong.

e Viéc cho doi bi 16i roi mai phan tich log server khién cho hé théng nam
& thé bi dong c6 nguy co gap nhiéu rai ro hon so véi viéc phan tich log déu din
hodc c6 hé thong giam sat.

e Phan tich tha cong doi khi din dén viéc phan tich khong day du moi di
licu khién bo sot thong tin.

e Dir liéu log server chta rat nhiéu théng tin quan trong vé hé thong, viéc
x6a dinh ky log sever tuy giai quyét duoc viéc giai phong dung lwgng nhung vo tinh
cling 1am mat di rat nhiéu dix liéu can thiét cho viéc quan tri hé thong sau nay..

e Y&u cau nhiéu thoi gian dé tién hanh phan tich gay tén nguén luc con

ngudi trong khi hoan toan cé thé giai quyét bang viéc tu dong hoa.

Vi nhimng 1y do trén, hoc vién s& tmg dung cai dit hé théng phén tich log
server trén trén server cua cong ty iNET duwa trén ELK stack nham nang cao kha
nang phan tich dir liéu log, img dung vao bao mat h¢ théng.

Do hé thong server cua cong ty iNET 16n, da dang hoa vé phan mém, nén
tang, nén cong doan trién khai s& dugc thuc hién thi diém trén mét server. Sau khi

thi diém s€ dua vao tinh kha thi dé ap dung trén cac server con lai. Dya trén dit li€u
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log, chung t6i xdy dung man hinh gidm sat, tim kiém, phat hién 13i tu dong thay thé
qué trinh xur 1y dit liéu log thu cong trude day. Qua trinh thir nghiém dugc thyc hién
qua cac cong doan sau: Server duoc cai dat thi diém st dung Litespeed webserver,
hé diéu hanh CloudLinux bao gém day du cac thanh phan may cha http, co s¢ di

liu,... dugc yéu cau hoat dong 24/7 dé dam bao dich vu khong bi ngét quang.

3.1.2 Mé hinh thi nghiém

Mo hinh cai dat thir nghiém hé théng phan tich log can dugc xay dung theo
hudng tdi vu cho viéc 14y dit liéu log 1an théng béo cho quan tri vién han ché tét
nhat viéc chong chéo gay tai nang Ién hé théng. Dya theo muc 2.4 thiét ké hé thong

phan tich log, hoc vién s& ting dung vao dé xay dung mot hé théng phan tich log thix

nghiém.
. ElasticSearch
0 F’[ Input ]—b[ Filter ]—D[ Outout ]——|_,. o_n—l' #
Database Filebeat LG ElasticSearch pana
Email output
\_ Logstash / I—, ¢

Email server

Hinh 3.2: M6 hinh xay dung hé théng phan tich log
Dit liéu log server s& dugc Filebeat trich xuat ra va giri vao Logstash, sau do

Logstash s& loc noi dung log rdi dua vao danh chi muc trén ElasticSearch hoic dwa
vao email server néu gap 16i. Cac dir lidu dugc danh chi muc trong ElasticSearch s&
duoc hién thi trén Kibana dé quan tri vién tién theo di.
3.1.3 Cai dgt h¢ thong phan tich log bang ELK stack
- Cau hinh filebeat
Filebeat s& c6 nhiém vu truyén di liéu log tir thu muc chira sang Logstash.
Tai day filebeat s& nhan tat ca cac file log ndm trong thu muc va dy sang port 5044

dé Logstash c6 thé nhan dugc dir lidu log. Filebeat hoat dong nhu mot service gitp
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giam tai cho CPU nhung van dam bao dit liéu duoc chuyén sang mot cach nhanh

nhat. Moi thay d6i cau hinh filebeat s& nam trong phan filebeat.yml.

#Cau hinh dau vao filebeat
- type: log
paths:
- \filebeat\logaccess\*.log
fields:
type: apache
fields: access
fields_under_root: true
encoding: utf-8
- type: log
paths:
- \filebeat\logerror\*
fields:
type: error log
fields: error

fields_under_root: true
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encoding: utf-8#
Cau hinh dau ra filebeat
output.logstash:
hosts: ["localhost:5044"]

#dau ra tai day dé cong mac dinh cua Logstash, dir liéu sau khi lay s& duoc chuyén
dén port 5044

- Cau hinh Logstash
Logstash khi khoi chay s& can ¢ mot file config dé c6 thé huéng dan hoat
dong. Do vay ma sé can dén mot file config chura toan bo input, filter va output.
Néu nhu khong co file config dé hudng dan Logstash s& dan dén viéc Logstash
khong thé hoat dong.

Hoc vién s& tao mot file config co tén la mypipeline.conf huéng dan Logstash chay.

bin/logstash -f mypipeline.conf

Do vay phan dudi hoc vién s& tao mét file config cho Logstash hoat dong

theo nhu mo hinh dudi:
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DiF lidu tir port 5044
Filebeat day vao

Kiém tra dif ligu cé
thay d6i hay khdng

khdng thay
dai

Boc diF liéu file log

Loc chudn hoa file log

Chuyén diF liéu sang |,

Elasticsearch B Kiem tra loi

v

Qutput Elasticsearch Qutput email

Glri email canh bao

Hinh 3.3 M6 hinh xi ly dir li¢u file config logstash

Sau khi khoi chay Filebeat nhu mot service xong, dir liéu s& duoc day dén
port output dugc cai dit khi cdu hinh filebeat . Pé dit lidu log server dugc gui dén

Logstash thi can cau hinh dau vao cho Logtash.
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#CAu hinh dau vao Logstash
#L Ay dir liéu tir filebeat dugc chuyén qua port 5044
input {

beats {

port => "5044"

Sau khi lay duoc dir liéu logserver tir filebeat thi can ciu hinh filter dé dir
licu log nhat quéan. Vi c6 nhiéu loai log dugce dua vao Logstash do vay sé& ¢6 nhiéu
dir liéu log véi cac cau tric khac nhau. Tai day hoc vién s& chuyén cac noi dung log
thanh mot dong vai cac biéu thirc chinh quy nham gitp file log dé dang sir dung

hon.

#Cau hinh file filter
filter {
# cdu hinh theo dang mic dinh cua file apache
filter {
if [fields] =="access" {
grok {

match => { "message"” => "%{COMBINEDAPACHELOG}" }
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overwrite => "message”

} overwrite => "message"

if [fields] =="error" {

grok {

match => { "message" => "%{APACHE_ERROR_LOG}"}

mutate {

remove_field => "host"

date {

match => [ "timestamp" , "dd/MMM/yyyy:HH:mm:ss Z" ]

geoip {

source => "clientip”
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Do trén server c6 nhiéu loai log khac nhau nén hoc vién s& &p dung twong
ung cac bo log cho tirng loai log riéng, ¢ trén dit liéu log duoc loc theo 2 loai d6 1a

access log va error log.

Dit liéu log duoc sau khi Logstash trich xuat s& tong hop dix liéu sau d6 dugc
dua vao 2 dau ra 1a ElasticSearch dé danh chi myc va Email Server dé gui email
canh béo tu dong néu 156i duoc phat hién trong di liéu log. Sau d6 dir liéu sau khi
dugc danh chi muc trong ElasticSearch thi s& dugc dua 1én Kibana dé nguoi ding,
cac nha phan tich di liéu xay dung céc biéu dd, triru tegng hoa dix liéu dé phan tich

ching

output {
#dau ra cho elasticsearch
elasticsearch {
hosts => ["localhost:9200"]

index => "%{[@metadata][filebeat] }-%{+YYYY.MM.dd}"

stdout { codec => rubydebug }
#dau ra cho email bao 15i
if "access denied" in [message] {

email {
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port => 587

address => "smtp.gmail.com"

username => "sin****guml16@gmail.com"

password => "Tung*****"

authentication => "plain”

use_tls => true

from => " sin****gum16@gmail.com "

subject => " Canh Bao: Phat hién cé truy cap bi chan"
to => "htv.sky.1994@gmail.com"

via => "smtp"

body => "%{message}"

- CAu hinh Elasticsearch va Kibana

Sau khi thiét lap cac cai dat trén Filebeat va Logstash hoan thanh, dir liéu s&
dugc chuyén sang 1ap chi muc tai Elasticsearch rdi hién thi thong qua Kibana. Vi
mo hinh co ban duoc sir dung trong luan vin nay, thi cic cai dit co ban cd san trong
Elasticsearch 1a da du dé dap (g nhu cau cho viéc phan tich log trén mot server.

Dé c6 thé hién thi cac dir liéu duoc 1ap chi muc trong ElasticSearch, hoc vién

s& cdu hinh port chay Kibana Ian port cua ElasticSearch:

# Kibana is served by a back end server. This setting specifies the port to use.
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server.port: 5601
# The URLSs of the Elasticsearch instances to use for all your queries.

elasticsearch.hosts: ["http://localhost:9200"]

3.2 Van hanh va thir nghiém

Sau khi cai dat toan hé thong phan tich ELK trén server, toan bo dix liéu log
thu thap dugc s& duoc hién thi trén Kibana. Kibana cung cap mét giao dién truc
quan dé nhin va dé dang st dung tao thuan loi cho viéc quan tri log server. Dit liéu
log sé duogc chia ra cac truong nhu hinh anh dudi kem theo mot filter ¢ bén tréi cho

phép lya chon cac truong dir liéu nao can thiét cho viéc phan tich.

™

. Discover B =@

%{[filebeat]} v 884,915 hits

Q search fild Feb1,2020 @ 17:42:16.246 - May 1, 2020 @ 17:42:16.246 —  Auto v
Search field names

() Filter by type 0
@ o
Selected fields <
3 40000
T o souce ©
2y Avallable fields
Popular
t logfile.path (@timestamp per day
&Y & mp Time « _source
2t @uersion 7 May 1, 2028 € 17:33:39.859  grimestamp: May 1, 2020 @ 17:33:39.850 log.file.path: C:\Program Files\filebeat\log_error\error_log.log
. log.offset: 126,023,945 tags: beats_input_codec_plain_applied, _grokparsefailure, _geoip_lookup_failure
@ ecs.version: 1.4.8 fields: error @version: 1 agent.id: 27379c@e-8427-4d82-2924-c98488678a60
(=3 4 _Index agent.hostname: Sunny-PC agent.version: 7.6.2 agent.type: filebeat agent.ephemeral id: 9f87fbe3-2bf4-4fh3-94a3-
1 score el1abS@efecd! input.type: log type: error log message: 2628-84-11 89:35:21.408009 [INFO] [3975427)
t _type > May 1, 2628 € 17:33:39.850  gtimestamp: May 1, 2020 @ 17:33:39.050 log.file.path: C:\Program Files\filebeat\log_error\error_log.log
® . log.offset: 126,024,898 tags: beats_input_codec_plain_applied, _grokparsefailure, _geoip_lookup_failure
. ecs.version: 1.4.8 fields: error @version: 1 input.type: log type: error log agent.type: filebeat
£ e T - - :
° tRacenthos nam agent.hostname: Sunny-PC agent.id: 27379c@e-8427-4402-a924-9048867@ad6 agent.version: 7.6.2
® ¢t agentid agent.epheneral_1d: 9f87fbe3-2bf4-4fb3-04a3-e1ab50efecd] message: 2626-84-11 89:35:21.668325 [INFQ] [3975427]
I t > May 1, 2628 € 17:33:39.850  gtimestamp: May 1, 2020 ® 17:33:39.050 log.file.path: C:\Program Files\filebeat\log_error\error_log.log
16 log.offset: 126,824,279 tags: beats_input_codec_plain_applied, _grokparsefailure, _geoip_lookup_failure
fﬁ} ecs.version: 1.4.8 fields: error @version: 1 type: error log agent.id: 27379c@e-8427-4d62-a924-c9948867BaB6
tRe agent.hostname: Sunny-PC agent.version: 7.6.2 agent.type: filebeat agent.ephemeral id: 9f87fbe3-2bf4-4h3-94a3-
t bytes elabSBefecdl input.type: log message: 2026-84-11 89:35:22.764915 [INFO] [3975427] [APVH_reondjghosting_Suea-
=
s v

Hinh 3.4: Giao dién quan ly dir liéu log téng quan trén Kibana




o1

Khi dua giai phap ELK vao xay dung hé théng quan 1y log, dir liéu log s&
dugc thu thap theo thoi gian thuc (real-time). Ngay khi nao hé théng nhén ra cac bat
thuong trén hé thdng, 1ap tirc s& ty dong giri email canh bao cho quén tri vién biét
dé c6 cac thirc xtr Iy. Quan tri vién thong qua viéc nhan mail bao 13i thé biét dugc
van dé& ma hé thdng gip phai ngay 1ap tic. Diéu nay khi so véi viée giam sat dit liéu
thu cong thudng thiy s& 1a mot budc di ding din, nd gitp quan tri vién co thé co
nhing phuong an thich hgp cho server khi server bi tin cong.

Trong phan céu hinh Logstash di duoc cai dat khi phat hién ra cac truy cap

bi chan lai hé thong s& tién hanh giri mail ngay lap tirc cho quan tri vién.

< g 0 = o [+ 1 trong tang s& 7 » a- 0o
Canh Bao: Phat hién co truy cap bi chan Hop thu agn x ~ ®m B
singu—mm—m16@gmail.com 12:29 (1 gidtrude) S 4=
161 tdi ~

2020-04-10 09:20:20.463033 [INFO] [3503586] [1.55.207.97:2026T:HTTP2-1#APVH_thungge. sieuthidaphongthuy.vn:443] Auto Index is disabled for
[/homelezwlposohosting/public_html/thunggo.comfupload/news/], access denied

singkagan1 6@gmail.com 12:30 (1 gio trude) Ty
tdi ti ~

2020-04-10 09:31:57.417230 [INFO] [3503585] [1.55.207.97:33401:HTTP2-1#APVH_thungge sieuthidaphongthuy.vn:443] Auto Index is disabled for
[/homelezwlposohesting/public_html/thunggeo.com/upload/news/], access denied

Singaliguai] 6@gmail.com 12:30 (1 gigtrude) v 4w
t6i tdi ~

2020-04-10 09:31:59.111539 [INFO] [3503585] [1.55.207.97:33401:HT TP2-3#APVH_thunggo.sieuthidaphongthuy.vn:443] Aute Index is disabled for
[/hamelezwlposohosting/public_html/thunggo.com/upload/news/], access denied

Singueesensil 6@ gmail.com 12:41 (1 gid trude) Ty dw

di toi -

2020-04-10 10:14:20.238356 [INFO] [154970] [59.153.242 28:14020:HTTP2-1#APYVH_thunggo.sieuthidaphongthuy.vn:443] Auto Index is disabled for

Hinh 3.5 Hé théng giri mail bao 18i cho quan tri vién
Dir liéu log khi theo di thii cong gip nhiéu van dé nhu han ché viéc ddi tién

trinh sinh ra log hay theo dai nhiéu file log ciing mot liic gay mat thoi gian. Dé cai
thién van dé nay hé thong phan tich log server ELK cung cap biéu d6 thong qua
Kibana cho phép quan tri vién theo doi cac dit li¢u log dang dugc thu thap theo thoi

gian thyc. Tu bi€u do, quan tri vién hoan toan cé thé nam dugc tai mot thoi diém
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dang c6 bao nhiéu dong log duoc sinh ra va cé cach thie xir Iy hiéu qua khi log

server thu dugc qua nhicu.

o

B oo @

[ 4
Stream LogRate Categories Settings
@
[ QU search for log entries... (e.g. host.name:host-1) @ Customize B Highlights [# 05/01/2020 5:33:39 PM > Stream live
B3 may1,2020 event.dataset Message
17:33 049 2020-84-11 09:35:21.406497 [INFO] [3975427] [APVH_axlpdhkhosting_Suea-php73:] remove unix so
cket for detached process: /tmp/lshttpd/APVH_ax1pdhkhosting_Suea-php73.sock
® 17:33:39.049 2620-84-11 89:35:21.407987 [INFO] [3975427] [APVH_axlpdhkhosting_Suea-php73:] add child proc
ess pid: 968388, procinfo: @xc3645a8
17:33:39.050 2028-84-11 09:35:21.408009 [INFO] [3975427] [APVH_ax1lpdhkhosting_Suea-php73:]: unlocked pid
- file [/tmp/lshttpd/APVH_axlpdhkhosting_Suea-php73.sock.pid].
- 17:33:39.850 2020-84-11 09:35:21.608325 [INFO] [3975427] [113. 8:HTTP2-189%#APYH_shopthinhl
R t.com:443] File not found [/home/fohogvohosting/p ts/images/nav-hover.png]
17:33:39.0508 2020-04-11 89:35:22.764915 [INFO] [3975427] [APVH, ) ea-php73:]: locked pid fi
= le [/tmp/lshttpd/APVH_reondjghosting_Suea-php73.sock.pid].
17:33:39.858 2020-84-11 09:35:22.764931 [INFO] [3975427] [APVH_reondjghosting_Suea-php73:] remove unix so
o cket for detached pr Jtmp/1lshttpd/APYH_reondjghesting_Suea-php73.sock S E—
_17:33:39.850 2026-04-11 09:35:22 (INFO] [3975427] [APVH_reondjghosting_Suea-php73:] add child proc
& ess pid: 968428, proi Oxaabe830
: 17:33:39.050 20208-84-11 09:35:22.766579 [INFO] [3975427] [APVH_reondjghosting_Suea-php73:]: unlocked pid
file [/tmp/lshttpd/APVH_reondjghosting_Suea-php73.sock.pid]
7] 17:33:39.850 2028-84-11 23.752586 [INFO] [3975427] [65.154.226.109:3919-13#APVH_bodetamphat.com.157
6038424728, g.inet.vn] File not found [/home/jtsxcebshosting/public_html/bodetamphat.co
=2 m/connect. f k.net/en_US/fbevents. js]
. 17:33:39.850 20208-84-11 89: 23.752652 [INFO] [3975427] [65.154.226.109:3919-13#APVH_bodetamphat.com.1567
& 8830424728 .hasting.inet.vn] File not found [/home/jtsxcebshosting/public_html/bodetamphat.co
m/484 . shtml]
17:33:39.850 2020-84-11 09:35:24.817552 [INFO] [3975427] [14.232.106.52:56473 :HTTP2-147#APVH_bodetamphat .

com. 1570830424728 . hosting.1net.vn:443] File not found [/home/jtsxcebshosting/public_html/bod

Hinh 3.6 Giao dién hién thj theo thoi gian thwc viéc ldy dir liéu log
3.3 Phan tich cac dir liéu thu dwgc tir log Server
Tur dir liéu log thu duoc sau khi cai dat hé thong phan tich log server ELK
stack, hoc vién c6 thé dua vao nhirng dir liéu nay dé kiém tra xem hé thong c6 dang
gap van dé gi hay khong.
- Phan tich tan cong DDoS dwa trén dir liéu log
DDoS 13 phuong thirc tdn cong tuy khong la nhung rat khé dé c6 thé ngin
chin hoan toan. Trong dé cé cach thirc tin cong phd bién dua trén viée khién server
bj hét biang thong hay giri qua nhiéu cac yéu cau dit liéu sai khién phan cing khong

dap ung du. Cach thic tin cong trén da phan dya trén cong cu din dén cac duong

N
A

dan, thu muc phé bién duoc dung s€ 1a muc ti€u dugc quét dau tién, tuy nhién vé
viéc cai dit khong phai web server ndo ciing nhu nhau nén cac phan hoi 404 nhiéu
c6 thé dang phan anh van dé gi d6 v6i hé thong. Do d6 viéc theo ddi cac phan hoi
404 nhiéu bat thuong c6 thé giup ich trong viéc phan tich tin cong DDOS.

Do d6 hoc vién sé tién hanh 1ap biéu d6 kiém tra cac phan hoi tir server vé

client.
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| 4 isualize | Create [i= T
Save »  Inspect  Refresh
® 404
@ 200
® 03
® 08
® 400

Fild
response.keyword ~
Order by

Metric: Count ~

4
:
:

Hinh 3.7 Biéu dd cac phan hoi tir server vé client

Biéu d6 dwa vao dir liéu log nhu hinh trén cho thiy sé luong cac phan hdi
request dén tir server, cac phan hoi 404 ¢ sb lwong nhiéu hon rat nhiéu so véi cac
phan hdi khac. Pay c6 thé 1a mot 16 hong khi cé qué nhiéu luot truy cdp vao server
nhung lai dén mot trang khong nam trén hé thong.

Quan tri vién can phai khai thac xem thoi gian ndo hé théng gip nhiéu
request 404 va boi cac IP nao. Dya trén s6 lidu log da thu duoc, quan tri vién hoan

toan co thé biét dugc thoi diém nao hé thong dang c6 sd lugng yéu cau 404 gia ting.
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. Visualize ' Create

Save Share Inspect Refresh

)~  response :404

© -~ + Add filter

%{[filebeat]}*

Data  Metrics & axes  Panel settings

> Advanced
@ Add

Buckets

v X-axis ® X
Aggregation Date Histogram help

Date Histogram v
Field

@timestamp v
Minimum interval

Auto v

Select an option or create a custom value.

30s, 20m, 24h, 2d, 1w, M

Drop partial buckets

Custom label

Qua biéu d6 loc cac

54

KQL v Mar 20, 2020 @ 01:31:27.51 » Apr 11,2020 @ 01:31:27.51

8000 @ Count

Count

2020-03-27 00:00 2020-03-3100:00 2020-04-0500:00 2020-04-089 00-00
@timestamp per 12 hours

Hinh 3.8 Cac phan hdi 404 tir Server

phan hdi 404 theo thoi gian, ¢ thé nhan thay vao ngay 30

thang 3 s6 lugng phan hdi 404 tang cao bat thudng, tiép tuc nhip vao ngay 30 dé

co thém céc théng tin vao khoang thoi gian nay.
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N

. Visualize | Create e =

Save Share Inspect Refresh

3 ~ response :404 KaL [~ Mar 30, 2020 @ 00:00:00.0 - Mar 30, 2020 @ 12:00:00.0

@
(&) + Add filter
[
%{[filebeat]}* 2,000 @ Count

Data Metrics & axes  Panel settings

B &

@timestamp per 10 minutes 00:20

@ > Advanced Count 1850
@b © Add
1,400
2]
= Buckets
1
o ~ X-axis @ %
= Aggregation Date Histogram help
J Date Histogram ~
B0¢
& Field
. @timestamp ~
£
Minimum interval

© "

Auto ~
[l
& ate a custom val

'4h, 2d, 1w, TM
Drop partial buckets
oto0 0200 o o 0800 0700 0800  09:00 12:00

= Cr] = imp per 10 minutes

Hinh 3.9 Chi tiét lwong phan hoi 404 trong ngay 30/3

Sau d6 tién hanh loc cac IP gui nhiéu request dén server trong thoi diém dang

truy xét.

S

. Visualize | Create (o] =

Save Share Inspect Refresh

[~ response :404 KQL = Mar 30, 2020 @ 00:20:00. - Mar 30, 2020 @ 00:30:00.

@  +Add filter

%{[filebeat]}* 120 @ Count

Data Metrics & axes  Panel settings

5 ®

2]

.
|
ok > Advanced
@ Add
3
= Buckets
& v X-axis ® X 5
i )
= Aggregation Terms help
12) Terms 4 .
& Field
. clientip.keyword v
4o
Order by
@
Metric: Count e
@ 0
Order size 2 5 o S
bt - z o
@ Descending ~ 5 2 bt o o
] 3 ] H 3
2 g H “
Group other values in separate N = .
- BocEet = clientip.keyword: Descending

Hinh 3.10 Théng ké c&c IP nhan phan hai 404 cao trong ngay 30/3
Thong qua biéu dd trén c6 thé nhan thiy IP 192.99.15.199 dang c6 luong

phan hdi 404 cao cy thé trong 10 phut di tién hanh giri 120 1an request dén server,
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do vay IP nay c6 thé dugc dua vao danh sach nghi van va chin néu luot phan hoi
cao tiép dién déu din.

Trong thoi gian cai dit thir nghiém hé thdng khong ghi nhén cac cudc tdn cong, nén
truong hop trén chi hoat dong nhu mét cach thirc tim ra IP tin cong sever. Tuy
nhién viéc theo ddi dugc cac luong request 16i cao hoan toan c6 thé gitp quan tri

vién chu dong trong viéc phong tranh bi tin céng DDoS.
- Phat hién tan cong XSS véi hé théng phan tich log

Nhu d3 dé cap o chuong 1, cic tdn cong XSS co ban co thé phat hién duogc
thong qua viéc tim cac thé nhu script, frame,... Thong qua dir lidu log tién hanh tim

kiém cac thé c6 kha nang 1a do bi chen ma ddc.

)]

- Discover D =

New Save Open Share Inspect

[~ message :script KQL  fE v  Last90days Show dates G Refresh
G]

@  +Add filter
[
%{[filebeat]}* ~ 27 hits
= . Feb 2, 2020 @ 22:12:02.560 - May 2, 2020 @ 22:12:02.560 — Auto v
QU search field names
[}
@ Filter by type 0
Selected fields £
L
. o
5 Available fields
Popular
o B 2020-03-15  2020-03-2
t log.file.path @timestamp per day
% @ Time + _source
J t @version > May 1, 2628 € 17:28:09.983 mogsage: [Sat Apr 11 [error 261.1 ss denied with code 268
& . Rule: 'REQUEST_HEADI ?1:(? r blogs\.com| (?:jakart|vi)a
(google |1{8,1}explorer{; exe|(ms){8, {8 ri{e,1})
& ¢ _Index {8,1})$) | \bdatachads s email extractor)|gdm79émailt.ru|miga-
0 == aweb/3\.4]t(?:hens| tach: 11spider) |b(?:ackdoor | lack
o
t _type > May 1, 2028 & 17:26:5'@ @ pessage: [Sat Apr
@
@ . Rule: 'REQUEST_HEAD
& (google|i{ )
4 {8,11)$) email extractor)|gdn79@maily.ru|miga-
. aweb/3\.4] t(?:hens| tache )b :ackdoor | 1ack
=
t e ]

Hinh 3.11 Tim kiém script trong message
Qua viéc tim kiém, c6 thé nhan ra c6 mot sb lugng script da bi chén trén server

tuy nhién da bi chin boi Firewall ModSecurity. Nhap chi tiét vao quan tri vién cd

thé xem dugc chi tiét vé dir li€u cua script nay.
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K . Discover @
tgo P 1.4.0
t geo R 5
@ 4 geo ModSecurity: Access denied with code 2@@, [Rule: 'REQUEST_HEADERS:User-Agent' '(?i:(2:%(?:microsoft
urljuser-Agent |www\ .weblogs\.com|(?:jakart|vi)a| (google|i{@,1}explorer{s, 1}\.exe|(ms){8,1}1ie( [8-9.]
[ t geo {1,1){e,1} {e,1}(compatible( browser){g,1}){e,1})$)|\bdatachads\b|; widows|\\\r|a(?: d(
ot|vanced email extractor)|gds mail\.ru|miga- -4|t(?:hens|tache
= 4 geo utoemailspi hole|utch_
= a(?: local
N 2 geo +71 lueracr:
B ® @ F @ ¢t fields error
# geo
2 EU
L e0
RU
t 20
Ja RU
— t geo
Russia
R t geo
84,201.168.247
= t geo
39
¢t htp
g 39
t ide
& 37.607
t inpu
go o 37.687
# log.offset
o . p.ti Europe/Moscow
t input.type log
@ N e
+ log.file.path c:\Program Files\filebeat\log_errorierror_log.log
{3} t
117,278,008
t reques’
error
= t response

Hinh 3.12 Néi dung message chi tiét c6 chira ma script
Dua trén thong tin thu duoc, co thé day la mdt srcipt dugc chén vao nham

crawl dir lidu trén server. V&i script crawl dit liéu nhu vay c6 thé dn dén tinh trang
an tai nguyén cua hé thong hoic website hoat dong khong dung nhu cai dit ban dau.
Tuy nhién script da dugc chan lai boi tudng lira nén diéu nay khong anh hudng gi

dén hé thong.

3.4. Panh gia, dé xuat bao mat cho server

Sau khi thuc hién cau hinh thir nghiém hé thdng phan tich log trén server da
duogc trinh bay ¢ trén, hoc vién danh gia két qua dat duoc co thé giai quyét dugc
mot s6 van dé duogc dit ra trong bai toan dé cap tai chuwong 1 muc gidi thiéu bai toan
nhu:

Xay dyung duoc mot hé thdng phan tich log ¢ kha niang cap nhat di liéu theo
thoi gian thuc, giip cho viéc phan tich log server dé dang va truc quan hon voi

Kibana.

e Hé thdng phan tich log server gitp cho viéc bao mat server dugc dé& dang
hon khi phat hién va canh bao ngay lap tirc khi hé théng gip 18i, dau hiéu bat

thudng gitp quan tri vién co thé nhin duoc thong bao 16i mot cach sém va chinh
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xé4c nhat. So véi viéc phan tich thu cong hoac di theo su cd thi day la mot lya chon
hoan toan hop 1y.
Viéc giai quyét duoc hai van dé trén ciing dong nghia véi viéc giai quyét dugc phan
nao nhitng han ché khi st dung ciing nhu quan ly giam sat dix liéu log trén server tai
cong ty INET nhu di dé cap & dau chuong.

- Cac dé xuat bao mat cho Server
Qua viéc trién khai hé thong phan tich log trén server caa cong ty iNET, hoc vién
nhan thiy nhitng van dé dudi day can duoc thyuc hién dé c6 thé dam bao hé thong
duoc an toan nhat;

e Phan tich dir liéu log c6 y nghia v6 cung quan trong trong bao mat cua
server, nhung chi sir dung riéng moét hé théng phan tich log dwa trén ELK stack la
chua du dé c6 thé dam bao an toan bao mat cho server. Viéc két hop véi nhitng
cdng cu giam sat khac nhu giam sat mang, giam sat hé théng dé nang cao kha ning
truy tim, chan céac 16 hong co ban hay thong bao 16i dén quan tri vién 1 rat can thiét.

e Tuong lia, cac cong cu antivirus van la nhiing phan mém quan trong
trong viéc bao mat hé thdng server. Cac phan mém nay gilp cho hé théng ngin
chan tir dau cac tac nhan gay hai gidp giam thiéu khdi luong cong viéc can lam cho
quan tri vién. Piéu nay dong nghia véi viéc hé théng server can duoc cap nhat cac
phan mém tuong lira, antivirus nhanh va sém nhét.

e LA mat hé thong server dich vu luu trix online nén dit liéu 1a tha thiét yéu
nhat, nén hé thong s& can mot 6 dé sao luu lai toan bo céc dir lidu duoc dua 1én
server dich vy. Trong nhitng trudng hop Xau nhat, viéc sao luu dir lidu s& gilp giai
quyét duoc Van dé cua khach hang trudc khi c6 nhimg dong thai tim kiém 156 hong
trén server.

e Kiém tra cac dir liéu log dé nim dwoc cac thong tin vé hé thong dinh ky

ngay ca khi da xay dung ty dong béo 13i dé tranh viéc dé sot théng tin quan trong.
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3.5 Két luan

Chuong 3 luan vin di trinh bay chi tiét vé viéc trién khai hé thdng phan tich
log trén server cua cong ty iINET dua trén cong nghé ELK stack cho phép quan tri
vién c6 thé quan 1y log tip trung, nhan théng bao 15i tir sém giup sém khic phuc
céc 16i hé thong. Bén canh d6 mo hinh van hanh hé théng phan tich va ludng 14y dir
liéu log duoc hoc vién thiét ké cling hoat dong theo y mudn giup dit liéu log dugc
tap trung toan bo trén hé théng phuc vu cho viéc phan tich dé dang hon.

Viéc cai dat thanh cong hé théng phan tich log trén server cta cong ty iNET
s& tao tién dé cho viéc trién khai cho nhiing server khac ning cao kha niang phong
ngu bao mat. Mot sb thir nghi¢m danh gia vé dir liéu log thu dugc trén server cong
ty INET ciing da dugc hoc vién thuc hi¢n. Vi viéc chon cac yéu tb quan trong, loai
b6 cac yéu td du thira khi phén tich dit liéu log; hoc vién di c6 thé xac dinh duoc
nguy co xay ra cia cic cudc tan cong nham vao server. Bén canh d6 chuong 3 tong
hop mot sd dé xuit cho server nhim ning cao kha ning chdng tin cong cho sever,
han ché muc thip nhit nhimng tac dong giy hai giam tai viéc phai giam sat hé thong

qué nhiéu.
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KET LUAN
1. Nhirng dong gép cia luin van:
Véi muc tiéu nghién ciru bai toan tim hiéu file log va tng dung file log vao
bao mat server. Luan vin da di siu vao nghién ctru vé cac van dé xung quanh file
log, va nhitng tng dung cua file log d6i voi server.

Nhitng két qua da dat dugc trong luan van:

e Tim hiéu téng quan Vvé file log server, nhitng ttng dung cua file log server
trong viéc van hanh 1an bao mat hé théng, nhitng cach thirc phan tich va cach nhan
biét tan cong thong qua file log.

e Tim hiéu vé cdng nghé ELK stack va dua vao cong nghé hoc vién da xay
dung dugc mot md hinh tong quat hé théng phan tich log server.

e Tim hiéu vé hé théng may chii cong ty iNET, sau d6 tién hanh xay dung
moé hinh hé théng phan tich log cho nhitng may chu trén. Thong qua md hinh hé
théng phan tich log, hoc vién da cau hinh chay thir nghiém thanh céng hé thong

phan tich dit liéu log va canh bao 16i dén quan tri vién.

2. Huéng phat trién luin vin

Tuy dat dugc mdt s6 két qua da néu & trén, nhung luan van con c6 nhitng han
ché do diéu kién vé mit thoi gian 14n trinh d6 cta hoc vién. Vi vy, hudng nghién
ctru tiép theo cuia hoc vién do la:

e Ap dung thém céc cong cu khac vao hé théng phan tich file log nham nang
cap tinh ning, nang cao kha ning quan tri server 1an dit lidu log.

e Nhitng hinh thirc tin cong vao hé thdng server dang phat trién khong
ngimg theo thoi gian. Tin tic hién dang 4p dung nhitng hinh thic tn cong da dang
hon, kho dé phat hién va ngan chan hon dang la bai todn khé trong bao mat server
d6i véi cac quan tri vién. Luan van s& phat trién theo huéng tim hiéu vé cac hinh
thirc tan cong méi nhat, thong qua tim hiéu cach thirc dé ap dung vao viéc phan tich

log.
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e Khong chi dung dir i€ trong phan tich log vao bao mat server, luan van co
thé phét trién theo hudng Gng dung vao nhitng vin dé lién quan dén nguoi ding
nham cai thién chat luong cua hé théng.

e Ung dung cua file log server vao bao mat server 1a vo cung 16n. Quan tri
vién hoan toan c6 thé phat trién hé théng SIEM (hé théng giam sat an ninh mang)

bang nhirng dit liéu log trén server dé quan 1y server mot cach toan dién nhat.
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