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MO DAU
Hién nay, Internet phat trién mot cach manh mé va c6 nhiéu buéc chuyén minh vuot
bac da dong gop tich cuc trong viéc phét trién kinh té, x4 hoi va dac biét 1a con nguoi. Su phat
trién cua internet kéo theo cac website truc tuyén duoc tao ra ngay cang mét nhiéu hon. Va
tat nhién cac server luu trit web (nhu hosting, vps) ciing ting nhanh chéng nham dap &ng nhu
cau tao website, nhung ciing d6ng thoi tao ra thém mai truong thu loi dbi vai céc tin tac. Voi
nhiéu tha doan lan cach thuc tinh vi, viéc dam bao an toan cho cac server luu trit web luon 13

mot bai toan vo cung nan giai.

Thang 2/2019, T4ap doan Bkav d3 phat di canh b&o vé viéc dang c6 mét chién dich tan
cong c6 chu dich cta cac hacker nudc ngoai nham vao céc server public cia Viét Nam. Hang
trim co quan, to chuc tai Viét Nam da bi hacker tan céng, xam nhap may chu, sau d6 thyc
hién ma hda toan bo dir liéu trén server [1]. Hay cac cudc tin cong DDoS vao Wikipedia —
website bach khoa hang dau thé giéi — khién cho website nay bi ngirng hoat dong gan mot
ngay [2]. Theo B4o co an ninh mang hang nim cua nim 2019 tir Bulletproof, mét cudc tan
cong DoS hoic DDoS c6 thé gay thiét hai cho mét cong ty doanh nghiép hon 2 triéu do la
hoac 1én téi 120.000 do6 1a cho mét cong ty nho [4].

Khi bi tin tic tAn céng, c4c server s& bi anh huang rat nhiéu c6 thé dan dén viéc hoat

dong cua hé thdng bi ngung tré hay mat mat dir liéu. Diéu nay khong chi lam tén thoi gian
khic phuc cho nguoi quan tri hé théng ma kéo theo cac hé luy vé kinh té hoic 1a ca an ninh.
Do vay ma can sy phat hién sém nhitng cudc tan cong vao server.
Dé ngan chin nhanh nhat nhitng cudc tan cong vao server tir tin tic, nguoi quan tri can sém
biét nhitng mdi nguy hai tiém an c6 thé tac dong dén hé thdng caa minh. Phan tich log cua
server s& gilip ngudi quan tri biét dugc c6 nhiing gi dang tac dong vao server va dua ra cach
xt ly nhanh chéng [6].

Pé tai nay duoc xay dung nham muc dich nghién ctru ciing nhu xay dung mot hé thong
c6 thé phan tich dugc cac du hiéu bat thuong trén sever thong qua file log dé c6 thé c6 nhitng
phuong an phong bi ciing nhu ngan chin viéc tn cong server,

Viéc xay dung dugc hé thdng phén tich log cling gitip cho cac quan tri vién c6 thé nim
bat duoc tinh hinh cia server nhanh chong va chinh xac nhat. Biéu nay khéng chi giup ngin
chan hay hiéu rd cach thirc tin cong nhanh hon binh thudng, ma con gidp giam chi phi nhan

luc dé quan tri server.
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Xuat phat tir yéu cau thyc té, hoc vién da nghién ciru 4p dung hé théng phan tich log
vao viéc tang cudng bao mat cho server, luin vin co twa dé&: “Nghién ctu file log server va
g dung trong bao mat server”. Luan vin tap trung vao nhitng van dé lién quan dén file log
trong server va cach ma file log server c6 thé gitip ngudi quan tri trong viéc bao mat.

Dé tai nghién ctru vé dit liéu trong file log cua mot web server tir 6 tim ra nhitng van
dé c6 thé gay anh huong dén server nay. Cu thé hon 1a dya trén nhing di liéu thu duoc tur
nhitng luu lwong truy cdp, nhimg thay d6i dugc tao ra trong server,... dé phat hién ra nhing
bat thuong co thé gay ton hai dén server.

Log 1a mot file ghi lai lién tuc cac thong béo vé hoat dong cua hé thdng server hoic
cua cac dich vu duoc trién khai trén hé théng hay nhiing file twong tng. Log file thuong la
cac file van ban thong thuong biéu dién duéi dang “clear text” tic 1a ngudi quan tri co thé dé
dang doc duoc no, vi vay ma cd thé sir dung céc trinh soan thao van ban (vi, vim, nano...)
hodc cac trinh xem vin ban thong thuong (cat, tailf, head...) dé kiém tra nhitng file log server
nay.

File log server cung cap cho quan trj vién toan bo cac thong tin hoat dong cua server,
hd tro giai quyét cac rac roi ma server gap phai mién I1a ho biét phan tich va ang dung cac
théng tin nhan duogc vao khic phuc.

Téc dung cua log la vo cuing to 16N, n6 cé thé gilp quan tri vién theo ddi hé théng cua
minh tot hon, hodc giai quyét cac van dé gap phai véi hé thong hoic service. Piéu nay dic
biét quan trong véi cac hé théng can phai online 24/24 dé phuc vu nhu ciu caa moi ngudi
dung.

Viéc &p dung phan tich dix liéu log vao bao mat cua server 1a mot linh vuyc rat rong 16n
kho dé cd thé 1am chi tiét do vay trong khudn kho cua luan dé tai nay, hoc vién sé& tap trung
vao tim hiéu file log server thong qua d6 xay dung hé thdng phat hién bat thuong va canh bao
to1 ngudi quan tri.

Pé tai sé sir dung ELK Stack lam hé théng quan ly log béi rat nhiéu diém manh nhu
ma ngudn mé, cé thé thu thap duoc log tir nhiéu ngudn khac, cé mot nén tang tim kiém manh
mé (ElasticSearch), hd tro phan tich sé liéu thu thap duoc (Analytic), quan ly logs tap trung,
tim kiém va thdng béo 13i mot cach tr dong.

e Muc dich, d6i twgng, pham vi va phwong phap nghién ciru

Muc dich nghién ciru
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Muc dich cta luan van d6 1a tim hiéu vé file log trong server va tng dung vao trong
Viéc bao mat cua server.
Péi twong nghién ciu
Hoc vién x4c dinh dbi twong nghién ciru trong dé tai nay la cac ly thuyét vé file log
server cling nhu tng dung cua nd. Bén canh d6 dé tai con tap trung vao nghién ciru cong nghé
m& ngudn mé ELK (ElasticSearch, LogStash va Kibana) va dua vao ap dung trén server dich
vu luu trir cong ty INET.
Pham vi va phwong phap nghién ciu
e Pham vi nghién cuu
o Nghién ctu vé file log trong server.
e Phan tich file log server trén server luu trir web cta cong ty iNET.
o Phuong phép nghién cuu
Tim hiéu vé file log server, cac ky thuat phan tich file log. Sau d6 nghién cau cong
nghé mé ngudén mé ELK (ElasticSearch, LogStash va Kibana) dé dua vao 4p dung server luu
trir nham canh bao sém t6i quan tri vién khi co bat thudng xay ra.
e Cau trac luin vin
V&1 muc tiéu dat ra nhu vay, noi dung va két qua cua luan van sé duogc chia thanh 3 chuong
nhu sau:
Chwong 1: Tong quan Vé file log server
Trong chuong nay, luan van s& di vao tim hiéu vé file log trong server ciing nhu bai
toan ung dung file log nay vao viéc bao mat server.
Chuwong 2: Nghién ciru va thiét ké hé thdng phan tich log server
Nhitng van dé trong viéc xu Iy file log server théng qua cac cong cu va nén tang sé
duoc trinh bay trong chuong 2 nay. Trong chuong niy, hoc vién ciing s& dé cap ¢én md hinh
cling nhu cac ky thuat phan tich file log server.
Chuwong 3: Ap dung thir nghiém hé théng phan file log server thyc tién
Tai chuong nay hoc vién s& &p dung trién khai thir nghiém hé théng phan tich log trén
mét server cung cap dich vu luu trit ndi dung cho website. Tir viéc 4p dung trién khai s& thu

thap céc thong tin tir file log server nhan dugc va dé xuat phuong phap bao mat cho server.
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Chuong 1.TONG QUAN VE FILE LOG SERVER

Churong ndy trinh bdy vé tong quan va ¥ nghia cua bai toan #ng dung phan tich file

log server trong viéc bao mdt server. Bong thoi chieong 1 gidi thiéu chi tiét vé file log trong

server, nhiing ing dung ciia file log server déi Véi quan tri vién trong qué trinh hoat déng

lan bao mdt hé théng. Nhieng hiéu biét vé hé thong phdn tich file log server ciing sé duwoc

trinh bay trong chuong nay.

1.1 Giéi thi¢u bai toan

1.1.1 Téng quan vé bdo mdt server

1.1.2 Bai toan #ng dung phan tich log trong bdo mat server

Bai toan tng dung phan tich log trong bao mat server duoc hiéu nhu sau:

Input: Dir liéu log cua server cong ty iNET.

Outtput: Mot hé thdng cd kha ning thu thap toan bo dit liéu log vai kha nang hién thi
truc quan va tuy dong théng bao khi cé 16i.

Y nghia bai todn

Bai toan wng dung phan tich log server vao bao mat server déu mang tinh @ng dung rat
cao trong thoi dai cdng nghé s hién nay.

Bai to4n c6 ¥ nghia trong nghién ctru bao mat hé théng server gidp cho viéc van hanh
hé théng tré nén duoc théng sudt nhat, gidp cho cac doanh nghiép c6 thé giam thiéu
duoc nhirg chi phi khong dang ¢ khi khic phuc céc van dé do b tin cong. Khéng
chi vay, n6 con gitp cho quan tri vién c6 thé nam rd hon dugc vé hé théng thay vi phan
tich thu cong thi c6 thé dua vao cac sd liéu phan tich sidn dé c6 nhimg thay doi kip thoi

cho server.

1.2 Giéi thiéu vé file log server

1.2.1 File log server

1.2.2 Ung dung caa file log server

1.3Ung dung cua file log trong bao mat server

1.3.1 Téng quan vé phan tich log

1.3.2 Mgt sé cudc td@n cdng c6 thé nhdn biét dwrec thong qua file log

1.3.3 H¢ théng phan tich log server



1.4 Két luan

Trong chuong nay, hoc vién dd tom lwge ngin gon vé file log trong server ciing nhu nhitng
mg dung ctia n6. Pong thdi qua d6 gidi thiéu vé bai toan tng dung phan tich file log server
trong viéc bao mét server. Tiép theo trong chuong 2 hoc vién s& nghién ciru vé cong nghé, k§

thuat dung cho viéc thiét ké hé thdng phan tich log server.
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Chwong 2. NGHIEN CUU VA THIET KE HE THONG PHAN TIiCH
LOG SERVER

Chirong 2 sé gidi thiéu vé cong nghé dwoc sir dung dé xdy dung hé thong phdén tich log server,
cdc buée va cac ky thudt phan tich log server dang dwoc dp dung hién nay. Cudi chwong hoc
vién sé phdc hoa tong qudt mét mé hinh hé thong phan tich log server dé dp dung vao thire

tien.

2.1 Gi6i thiéu nén tang va cac céng cu phan tich log

Pé giai quyét bai toan quan ly dix liéu log server va ty dong canh bao khi c6 bat thuong
Xay ra, quan tri vién co thé lra chon rat nhiéu giai phap cong nghé. Mot sé giai phap bao gom
tra phi 1an m& nguon mé cé thé ké dén nhu Splunk, Graylog hay ELK stack. Céc tinh nang
noi troi cua cac giai phap giam sat va phan tich dix liéu log hé thong ngay nay phai ké dén nhu
kha nang tim kiém manh mg, xay dung dwoc man hinh giam sét thoi gian thyc, béo céo, canh
bao ngudng, phan tich dit ligu lich sir, truy tim vét, ...

Tuy nhién sau khi can nhat hoc vién quyét dinh lya chon nén tang cong nghé ELK lam
giai phap cong nghé cho bai toan quan ly va phan tich di liéu log do ELK hoi tu mét s6 wu
diém nhu:

e M4 nguon ma, tiét kiém duogc chi phi xay dung hé théng

e Cong dong hd tro phat trién manh mé

e H0 tro da nén tang, da dinh dang log

e ElasticSearch 1a mot cong cu hd trg nhiéu tinh nang, dap ang khoi dir liéu khong 16
néu hé thong server phat trién. ElasticSearch con ¢ kha ning tuong tich vai nhiéu
cdng cy, ngdn ngt phan tich dir liéu I6n nhu R, Python, Machine learning.

e Quan trj vién co thé xay dung cac béo céo, phan tich cac dit liéu thong qua do hoa
tryc quan bang Kibana dé dap ung nhitng bai toan can khéi luong dix liéu 16n, hay
phan tich hanh vi nguoi dung, Business Intelligence

e Kha ning tong hop va phan loai log tly bién cao, dap tng duoc nhing trudng hop
dir liéu log phtrc tap.

e CO nhiéu phan mém hd tro tly bién cao.



2.1.1 Gigi thiéu Elasticsearch

2.1.2 Gigi thiéu Logstash

2.1.3 Gigi thiéu Kibana

2.2 Cac mod hinh xi ly file log

2.3 Cac ky thuat phan tich log server
2.4 Xay dung hé théng phan tich log

Trong luan vian nay hoc vién s& lya chon xay dung hé thdng phan tich log don gian
véi ELK stack, cac ban cai dat va thu muc file log s& nam chung trén mot Server ¢d nham ap

dung vao mo hinh thtr nghiém trong chuong 3..

Data Source

Filebeat

Logstash

Elasticsearch

Hinh 2.4: M6 hinh phan tich log server
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Theo nhu mé hinh trén, ludng dir liéu s& xuat phat tir tép dir licu log va di

theo ludng sau:

e Tép dix liéu log s& duoc Filebeat lay dix liéu ra va gui sang Logstash theo tan xuat
duoc cau hinh tir trudc. Tai day Filebeat dong vai tro 1a mot service ldy log server
tir cac thu muc duoc dit sén va dua sang Logstash xtr 1y.

e Dit liéu sau khi dugc Filebeat chuyén sang Logstash s& duoc chuyén tiép dén “Filter
Plugin”. O day dit liéu s& duoc chuin hod va loc theo yéu cau cua ngudi quan tri
dé c6 thé dua ra cac dir liéu can thiét. Pau ra trong budc Filter nay 12 tai liéu dang
JSON chura ndi dung thong diép cua log.

e Log server sau khi duoc loc s& duoc chuyén dén Elasticsearch.

e Dit lidu JSON khi dugc dua téi ElasticSearch s& dugce danh chi muc nham phuc vu
bai toan tim kiém, tryc quan hoa dir lidu, xay dung b&o céo va phan tich di liéu
log.

e Dir liéu sau khi dugc danh chi muc trong ElasticSearch sé€ duoc truc quan hoa, xay

dung béo céo, xay dung cac man hinh giam sat, diéu khién trén Kibana.

2.5 Kétluan

Trong chuong nay, luan vin da dé cap dén nén tang phan tich file log server s& duoc
ap dung, vi du cho mot mé hinh phan tich log server cling nhu cac k¥ thuat phan tich. Luan
van cling da thiét k& mot md hinh hé thdng phan tich log server c6 thé ap dung duoc vao thyuc
tién nham nang cao kha niang phan tich log. Trong chuong sau hoc vién sé tién hanh cai dat
va trién khai trén thuc té mo hinh hé théng phan tich log server va tu dong bao 16i dén quan

tri vién.
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Chwong 3. AP DUNG THU NGHIEM HE THONG PHAN TIiCH
FILE LOG SERVER VAO THUC TIEN

Trong chuwong 3 hoc vién sé xay dung thiz nghiém hé thong phan tich log ELK trén server
chay dich vu lueu triv ciia cong ty iNET dea trén md hinh xi ly diz lidu log trén hé thang lan
Logstash ti thiét ké, sau dé sé tién hanh phan tich cac di liéu nhédn duwoc dé d@é xudt bao mat

cho server.

3.1 Cai dat hé thong phan tich log server
3.1.1 Gidi thiéu vé hé thong may chi cia cong ty INET

Hién tai iNET khong chu trong quéa nhiéu vao viéc phan tich dit liéu log server. Di
lidu log s& dugc ngudi quan tri hé thdng phan tich chi khi c6 18i gi xay ra, néu khong cac dir
lidu log s& duoc luu lai va xoa di theo dinh ky dé giai phong dung luong 6 dia.

Do vay hoc vién s& tng dung cai dat hé théng phan tich log server trén trén server cua
cong ty iINET dya trén ELK stack nham nang cao kha nang phan tich dit liéu log, ung dung
vao bao mat hé thng.

3.1.2 M6 hinh tha nghiém
Mo hinh cai dat thir nghiém hé théng phan tich log can duoc xay dung theo hudng toi
wu cho viéc Iy dit liéu log 13n thong bao cho quan tri vién han ché tét nhat viéc chong chéo
gay tai nang 1én hé thong. Dya theo muc 2.4 thiét ké hé thong phan tich log, hoc vién sé& uang
dung vao dé xay dung mot hé thdng phan tich log ther nghiém.
4 I
sl e J e R D

ElasticSearch Kibana

Database Filebeat
Email output
\\ Logstash L #

e

Email server

Hinh 3.2: M@ hinh x4y dung hé théng phan tich log

Dit liéu log server s& duoc Filebeat trich xuat ra va gui vao Logstash, sau do

Logstash sé& loc noi dung log rdi dua vao danh chi muc trén ElasticSearch hoic dua vao
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email server néu gap 16i. Cac dir liéu duoc danh chi muc trong ElasticSearch s& duoc hién
thi trén Kibana dé quan trj vién tién theo ddi.
3.1.3 Cai dat hé thang phan tich log bang ELK stack
- C4u hinbh file beat
Filebeat s& c6 nhiém vu truyén dir liéu log tir thu muc chira sang Logstash.

#Cau hinh dau vao filebeat

- type: log
paths:
- \filebeat\logaccess\*.log
fields:
type: apache
fields: access
fields_under_root: true
encoding: utf-8
- type: log
paths:
- \filebeat\logerror\*
fields:
type: error log
fields: error

fields_under_root: true
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encoding: utf-8#
Céu hinh dau ra filebeat
output.logstash:
hosts: ["localhost:5044"]

#dau ra tai day dé cong mac dinh cua Logstash, dit liéu sau khi 1dy s& duoc chuyén
dén port 5044

- Cau hinh Logstash

Mo hinh xur 1y dir liéu ctia Logstash s& duoc sir dung dé cu hinh file config.

DiF liéu tir port 5044
Filebeat day vao

Kigm tra di¥ liéu co

thay doi hay khdng

khéng thay
dai

¢o thay ddi

Boc diF liéu file log

Loc chudn hoa file log

Chuyén dif liéu sang | Kiém tra 16i

Elasticsearch N

v

Qutput Elasticsearch Qutput email

Giri email cinh bao

Hinh 3.3 M6 hinh xtr 1y dir li€u trong logstash
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Céu hinh chi tiét cho file config ciia Logstash

#CAu hinh dau vao Logstash
#Lay dir liéu tir filebeat dugc chuyén qua port 5044
input {

beats {

port => "5044"

¥

#CAu hinh file filter

filter {

# cau hinh theo dang mic dinh cua file apache

filter {

if [fields] =="access" {

grok {
match => { "message" => "%{COMBINEDAPACHELOG}" }
overwrite => "message"

} overwrite => "message”

if [fields] =="error" {
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grok {

match => { "message" => "%{APACHE_ERROR_LOG}" }

mutate {

remove_field => "host"

date {

match => [ "timestamp" , "dd/MMM/yyyy:HH:mm:ss Z" ]

geoip {

source => "clientip"

output {
#dau ra cho elasticsearch
elasticsearch {
hosts => ["localhost:9200"]

index => "%{[@metadata][filebeat]}-%{+YYYY.MM.dd}"
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stdout { codec => rubydebug }
#dau ra cho email bao 15i
if "access denied" in [message] {
email {
port => 587
address => "smtp.gmail.com"
username => "sin****guml16@gmail.com"
password => "Tung*****"
authentication => "plain”
use_tls => true
from =>" sin****guml6@gmail.com "
subject => " Canh B&o: Phat hién co truy cap bi chan”
to => "htv.sky.1994@gmail.com"
via => "smtp"

body => "%{message}"

- CAu hinh Elasticsearch va Kibana
Dé c6 thé hién thi cac dix liéu duoc 1ap chi muc trong ElasticSearch, hoc vién sé& cau

hinh port chay Kibana 1an port ctia ElasticSearch:
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# Kibana is served by a back end server. This setting specifies the port to use.
server.port: 5601
# The URLSs of the Elasticsearch instances to use for all your queries.

elasticsearch.hosts: ["http://localhost:9200"]

3.2 VVan hanh va thir nghiém
Dir liéu log sé dugc chia ra cac truong nhu hinh anh dudi kém theo mot filter & bén

tréi cho phép lya chon céac truong dit liéu nao can thiét cho viéc phan tich.

[ . Discover [9)
%{[filebeat]}* 884,915 hits
Feb 1, 2020 @ 17:42:16.246 - May 1, 2020 @ 17:42:16.246 — Auto v
Q) search field names
@ ..
(2 Filter by type 0
i o
Selected fields £
3 o000m0
g . s
= Available fields
Popular , §
e 2-09 2 202 2 2
t logfile.path @timestamp per day
& Time + _source
B > May 1, 2620 € 17:33:39.95¢  gtimestamp: May 1, 2620 @ 17:33:39.850 log.file.path: C:\Program Files\filebeat\log_error\error_log.log
log.offset: 126,823,945 tags: beats_input_codec_plain_applied, _grokparsefailure, _geoip_lookup_failure
& ecs.version: 1.4.8 fields: error @version: 1 agent.id: 27379c@e-8427-4d82-3924-c98488610a66
= agent.hostname: Sunny-PC agent.version: 7.6.2 agent.type: filebeat agent.ephemeral_id: 9f87fhe3-2bf4-4fb3-94a3-
elab5Pefecdl input.type: log type: error log message: 2028-84-11 09:35:21.488889 [INFO] [3975427]
t _type > May 1, 2626 & 17:33:39.850 @timestamp: May 1, 2820 @ 17:33:39.850 log.file.path: C:\Program Files\filebeat\log_error\error_log.log
& 0 eral log.offset: 126,624,098 tags: beats_input_codec_plain_applied, _grokparsefailure, _geoip_lookup_failure
agent.ephemeral_id
R ecs.version: 1.4.8 fields: error @version: 1 input.type: log type: error log agent.type: filebeat
£ -
° - agam = agent.hostname: Sunny-PC agent.id: 27379c6e-B427-4d82-3924-c98488676a@6 agent.version: 7.6.2
© t agentid agent.ephemeral_id: 9787fbe3-2bf4-47b3-94a3-elabSGefecd1 message: 2828-84-11 689:35:21.608325 [INFO] [3975427]
o t agenttype > May 1, 2628 & 17:33:39.856  gtimestamp: May 1, 2620 @ 17:33:39.850 log.file.path: C:\Program Files\filebeat\log_error\error_log.log
0 log.offset: 126,824,279 tags: beats_input_codec_plain_applied, _grokparsefailure, _geoip_lookup_failure
gent.versio
{E} ecs.version: 1.4.8 fields: error @version: 1 type: error log agent.id: 27379c@e-8427-4d82-a924-c904886T0aB6
t auth agent.hostname: Sunny-PC agent.version: 7.6.2 agent.type: filebeat agent.ephemeral_id: 9f87fbe3-2bf4-4fb3-94a3-
t bytes elab5@efecd] input.type: log message: 202-84-11 89:35:22.764915 [INFO] [3975427] [APVH_reondighosting_Suea-
=

» -

Hinh 3.4: Giao dién quan Iy dit liéu log tong quan trén Kibana

Hé thdng sé& tu dong béo 13i cho quan trj vién thong qua mail duoc cai dat san.
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< g o 8 [ ] [+ : 1 trong tng s& 7 > g o
Canh Bao: Phat hién cé truy cép bi chan et azn » PO - BT
singu—m——16@gmail.com 12:29 (1 gidtrude) Yy 4=
toitei +

2020-04-10 09:20:20.463033 [INFO] [3503586] [1.55.207.97:20267-HTTP2-1#APYH_thungge.sieuthidaphongthuy.vn:443] Auto Index is disabled for
[lhomel/ezwiposohosting/public_htmlithunggo.com/upload/inews/], access denied

singiiEgian1 6@gmail.com 12:30 (1 girtrudic) vy 4w
6 tdi

2020-04-10 09:31:57.417230 [INFO] [3503585] [1.55.207.97:33401: HTTP2-1#APVH_thunggo.sieuthidaphongthuy. vn:443] Aute Index is disabled for
[/hemel/ezwlposohesting/public_html/thunggo coml/uploadinews/], access denied

SingRgRER 6@gmail.com 12:30 (1 gitrudc) Yy =
tdi toi ~

2020-04-10 09:31:59.111539 [INFO] [3503585] [1.55.207.97:33401:HTTP2-3#APVH_thunggo.sieuthidaphongthuy.vn:443] Auto Index is disabled for
[fhome/ezwlposohosting/public_htmlithunggo com/upload/news/], access denied

singuemeee] 6@gmail.com 12:41 (1 gidtrudc) Sy 4w

tHithi -

2020-04-10 10:14:20.238356 [INFO] [154970] [69.153.242 28:14020:HTTP2-1#APYVH_thunggo.sieuthidaphongthuy.vn:443] Auto Index is disabled for

Hinh 3.5 Hé théng giri mail bao 15i cho quan tri vién

3.3 Phan tich cac diz liéu thu dwoc tir log Server
3.4. Pdnh gid, dé xudt bao mdt cho server

3.5 Két lugn

Chuong 3 luan vin da trinh bay chi tiét vé viéc trién khai hé thdng phan tich log trén
server cua cong ty iNET duya trén cong nghé ELK stack cho phép quan tri vién cé thé quan ly
log tap trung, nhan thdng béo 15i tir sém gilip sém khic phuc cac 15i hé théng. Bén canh d6
md hinh van hanh hé théng phan tich va ludng lay dir lidu log duoc hoc vién thiét ké ciing
hoat dong theo y muén gitp dit liéu log duoc tap trung toan b trén hé théng phuc vu cho viéc
phan tich dé dang hon.

Viéc cai dat thanh cong hé théng phan tich log trén server caa cong ty iNET s& tao tién
dé cho viéc trién khai cho nhiing server khac nang cao kha ning phong ngu bao mat. Mot s6
thir nghiém danh gia vé dit liéu log thu dugc trén server cong ty iNET ciing dd duoc hoc vién
thuc hién. Véi viéc chon céc yéu té quan trong, loai bo cac yéu té du thira khi phan tich di
licu log; hoc vién da c6 thé xac dinh duoc nguy co xay ra cua Cac cudc tin cong nham vao
server. Bén canh dé chuong 3 tong hop mot sé dé xuat cho server nham nang cao kha ning
chéng tan cong cho sever, han ché mirc thap nhat nhiing tac dong gay hai giam tai viéc phai

giam sat hé thdng qua nhiéu.
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KET LUAN
1. Nhirng dong gop cia luan van:
Véi muc tiéu nghién ciru bai toan tim hiéu file log va ang dung file log vao bao mat
server. Luan vin d3 di su vao nghién ciru vé céc van dé xung quanh file log, va nhitng tng
dung cua file log d6i véi server.

Nhitng két qua da dat duoc trong luan van:

e Tim hiéu tong quan vé file log server, nhitng tng dung cua file log server trong viéc
van hanh 1an bao mat hé théng, nhitng cach thirc phan tich va cach nhan biét tin cong
théng qua file log.

e Tim hiéu vé cong nghé ELK stack va dwa vao cong nghé hoc vién da xay dung duoc
méot md hinh tong quét hé théng phan tich log server.

e Tim hiéu vé hé théng may chu cong ty iNET, sau d6 tién hanh xay dung mé hinh hé
théng phan tich log cho nhitng may chu trén. Théng qua md hinh hé théng phan tich
log, hoc vién da cau hinh chay thir nghiém thanh cong hé thong phan tich dit liéu log

va canh béo 15i d&én quan tri vién.

2. Huéng phat trién luin vin
Tuy dat dugc mot s6 két qua da néu ¢ trén, nhung ludn vin con c6 nhitng han ché
do diéu kién vé mat thoi gian 1an trinh d6 cua hoc vién. Vi vay, huéng nghién ctru
tiép theo ciia hoc vién do la:

e Ap dung thém cac cong cu khic vao hé thong phan tich file log nham nang cap tinh
ning, nang cao kha niing quan tri server 1an dit lidu log.

e Nhimng hinh thirc tin cong vao hé thdng server dang phat trién khong ngimg theo
thoi gian. Tin tic hién dang 4p dung nhitng hinh thirc tin cong da dang hon, khé dé
phat hién va ngin chin hon dang 12 bai toan khé trong bao mat server dbi voi cac
quan tri vién. Luén vin s& phat trién theo hudng tim hiéu vé cac hinh thic tin cong
moi nhat, thong qua tim hiéu cach thirc dé 4p dung vao viéc phan tich log.

e Khong chi dung dit 1ié trong phan tich log vao bao mat server, luan vin c6 thé phat
trién theo hudng tmg dung vao nhitng van dé lién quan dén nguoi ding nham cai

thién chat luong cua hé théng.
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e Ung dung cua file log server vao bao mat server 1a vo cung 16n. Quan trj vién hoan
toan c6 thé phat trién hé théng SIEM (hé théng giam sat an ninh mang) bang nhitng

dir li€u log trén server dé quan 1y server mot cach toan dién nhat.



