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MO DAU

Hién nay, cac hinh thtc thanh toan khong ding tién mit, di va dang nhan duoc su
quan tAm, huéng ¢ng tai Viét Nam. Hinh thirc thanh toan nay s& gép phan giam tdi da
lwogng tién mat trong luu thong, dem lai nhitng loi ich to 16n cho doanh nghiép, khéch
hang, dugc nha nuéc khuyén khich sir dung. Ngoai ra, khi sir dung céc dich vu thanh toan
khong dung tién mat gitp cho ngudi st dung nhu: khong phai mang theo tién mat ma cé
thé chi tra cho céc giao dich mua bén, ting tinh an toan cho ban than va tai san, rat d& sir
dung va kiém soat tai chinh trong tai khoan.

Céc hé thong thanh toan dién tr dwoc trién khai da hd tro tich cuc cho hinh thirc thanh
toan khong dung tién mat. Tuy nhién, cac giao dich dua trén cac phuong tién dién tir dat ra
cac doi hoi rat cao vé bao mat va an toan. Khi 1am viéc véi thé gisi caa may tinh két ndi
mang, ngudi dung phai déi mat vaéi hiém hoa lién quan dén viéc bao mat cac luong thong
tin trén d6. Mat khac, nguoi dung sé khong st dung céc dich vu thanh toan dién tir khi con
c6 nhitng lo ngai vé rui ro c6 thé gap phai nhu: khong thuc hién duoc cac giao dich do 1i
mang, mat tién trong tai khoan, 16 cac thong tin ¢4 nhan, ... . Vi vay van dé bao mat thanh
toan 1a mot trong nhitng van dé trong yéu nhat ciia Thanh toan dién tu.

Trong thdi gian qua, cic vu trdm cap tai khoan va gian lan thanh todn dang ngay cang
gia ting trén cic nén tang giao dich online. Van dé an toan va bao mat di tré thanh mbi
quan tim hang dau cia khach hang va yéu cau tat yéu déi véi cac doanh nghiép thuong
mai dién tr va ban 1¢ khi st dung hé théng thanh toan dién tur.

Do yéu cau phat trién to I6n caa dich vu thanh toan nén can phai nang cao, ting cuong
bao mat hon cho hé théng thanh toan dién tir.

Xuét phat tir thuc té va muc tiéu nhu trén, hoc vién chon thuc hién dé tai luan van tot
nghiép chuong trinh dao tao thac si c6 tén: “Nghién ciru giai phap bao mit cho hé thong
thanh toan dién ta”.

Muc dich cta luan vin 13 nghién ctu céc giai phap bao mat cho hé théng thanh toan dién
tir. Trén co s& d6 dé xuit xay dung céc giai phap bao mat hé thng thanh toan dién tir phi
hop cho Téng cong ty Vién thdng MobiFone ¢ thé trién khai ang dung trong thuc té.

Déi twong nghién ciru caa luan vin 1a Hé thdng thanh toan dién tir va céc van dé lién quan
dén an toan, bao mat hé thong.

Pham vi nghién cau cua luan van 1a cac giai phap bao mat hé thong thanh toan dién tir noi
chung va dé xuat cac giai phap bao mat hé théng thanh toan dién tir phi hop cho Téng
cong ty Vién théng MobiFone.

Phuong phap nghién ctu:
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- Vé mat Iy thuyét: Thu thap, khao sat, phan tich céac tai liéu va thong tin c6 lién quan dén
bao mat hé théng thanh toan dién tu.
- Vé mdt thwe nghigm: Khao sat thuc té vé hé thong thanh toan dién tir cua Tong cong ty
Vién thdng MobiFone va dé xuat cac giai phap bao mat phu hop.
Bé cuc cua luan vin gdm 3 chuong chinh véi cac ndi dung sau:
Chuwong 1: Téng quan vé hé thong thanh toan dién tir
Noi dung nghién ctru ciia chuong 1 13 khao sat tong quan hé thdng thanh toan dién tir va
Cac van d¢ lién quan.
Chuong 2: Giai phap bao mit cho h¢ thong thanh to4n dién tir
Noi dung ciia chuong 2 luan van tap trung nghién ciru mot sd giai phap bao mat cho hé
thong thanh toan dién tir nhdm bao dam cac yéu cau bao mat hé thong va cac van dé lién
quan.
Chwong 3: Xay dung giai phap bao mit cho hé thong thanh toan dién tir ciia Tong
cong ty Vién thong MobiFone
Chuong 3 cta luan vin nghién ctru dé xuit giai phap bao mat hé thong thanh toan dién tir

pht hop cho Tong cong ty Vién thong MobiFone.
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Chuong 1: Tong quan vé hé thong thanh toan dién tir

Chirong 1 ludn vin khdo sdt tong quan vé hé thong thanh todan dién tir, cdc yéu cau
ky thudt cong nghé doi véi hé thong, mot sé van dé vé bao mdt trong hé thong thanh todn
dién tir va cdc van dé lién quan.

1.1  Gi6i thiéu chung vé hé thong thanh toin dién tir
1.1.1 Thwong mai dién tw va thanh todn dién tur

Thwong mai dién tir (hay con goi 1 e-commerce, e-comm hay EC) hiéu mét cach
don gian la hoat dong mua béan san pham hay dich vy théng qua Internet va cac phuong
tién dién tir khac. Céc giao dich nay gom tat ca hoat dong nhu: mua béan, thanh toan, dit
hang, quang céo va giao hang ... C6 nhiéu té chtc 16n trén thé gidi dua ra cac dinh nghia
khac nhau cho khai niém cua thwong mai dién ti.

Thanh toan bing thé

Thanh toan qua cong thanh toan dién tir

Thanh toan bang vi dién tir

Thanh toan bang thiét bi dién thoai thong minh

Thanh toadn qua Mobile Banking:

Thanh toan qua QR Code:

1.1.2 M6 hinh hé théng thanh todn dién tie

Cac hé thong thanh toan dién tir trién khai trong thuc té rat da dang vé hinh thac va

cong nghé st dung. Hinh 1.1 dudi day trinh bay mé hinh chung cho mét hé théng thanh

toan dién tu.
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Hinh 1.1: M6 hinh hé théng thanh toan dién tir

Trong md hinh trén, hé théng thanh toan dién tir I trung gian két ni gitra nguoi
mua, nguoi ban, thuc hién thanh toan cho cac giao dich dya trén két ndi véi ngan hang cua
ngudi mua va nguoi ban.

1.1.3 Lgi ich cia thanh todn dién tie va nhu cau thuc té

Thanh toan dién ti mang lai nhiéu loi ich cho ngudi sir dung.

- Thanh toan dién tir dwoc thuc hién nhanh chong, tién dung:

- D& dang theo doi va kiém soat

Han ché rii ro:

Hb tro kinh doanh truc tuyén:

1.2 Cac yéu cau ky thuat ddi voi hé thong thanh toan dién tir

Heé thong thanh toan dién tir phai dam bao céc tinh ning chinh nhu sau:

Tinh sin sang:

He¢ thdng thanh toan dién tir ¢6 thé thyc hién thanh toan vao bét ctr thoi diém nao va bat
ctr noi nao (moi lic, moi noi) cho moi giao dich hgp phap.

Tinh chinh xé&c:

Heé théng thanh toan dién tir phai dam bao chinh xéac tuyét ddi trong cac giao dich giri
tién, thanh todn va quan ly.

Tinh toan ven:

Cac thuoc tinh cua cac thong tin giao dich van con nguyén ven trong qud trinh
truyén va khong thé duoc thay doi.

Tinh bi mat:

Moi thong tin vé tai khoan va ndi dung céc giao dich ctia khach hang phai duoc giir
bi mat. Do d6 cac k¥ thuat ma hoa thuong dugc sir dung trong cac hé théng thanh todn
dién tur.

Dé dam bao céac tinh ning trén cho hé thdng thanh toan dién tir can c6 cac yéu cau
k¥ thuét cho ha ting mang, hé théng phan mém sir dung va co so dir liéu [2].

1.2.1 Yéu cau doi véi ha ting mang
1.2.2 Yéu cau doi véi phin cieng va phan mém hé thong

1.2.3 Yéu cau doi véi co sé dir ligu
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1.3 Mt s6 van dé bao mat trén thanh toan dién tir

Van d& bao mat hé thong thanh toan dién tir ¢ vai trd cuc ky quan trong trong trién
khai va van hanh hé théng. Hién nay, cac van dé bao mat de doa hé thong thanh toan dién
tir dang thay doi lién tuc va dién ra cuc ky nhanh chong. Cac méi de doa phd bién nhét bao
goém tan cdng mang va lan truyén virus.

1.3.1 Thuec trang tdn cong mang tai Viét nam

CAc tan cdng mang tai Viét Nam thuong 1a cac tan cdng vao cac trang web, trong
d6 ¢ cac hé théng thanh toan dién tir. Trong ndm 2017, Viét Nam da hang chiu rat nhiéu
cac vuy tan cong mang va dé lai rat nhiéu hau qua nang né. Chi riéng quy 1 nam 2017, Viét
Nam dé c¢6 gan 7700 sy ¢ tan cong mang tai Viét Nam. Dén giita thang 9 s6 lugng cac su
cb tan cong mang da 1én dén gan 10000 (sé liéu caa Trung tdm ung ciu khan cap may tinh
Viét Nam — VNCERT) [14]. Trong d6 c¢6 1762 sy ¢6 website lira dao, 4595 sy ¢d phat tan
mi doc va 3607 sy ¢ tan cong thay doi giao dién.

Trong quy 1/2019, VNCERT ghi nhan c6 4.770 su ¢b tan cong mang vao cac trang
web cua Viét Nam. Ciing trong thdi gian ndy hé théng giam sat caa VNCERT ghi nhan
tong cong cd hon 78,3 triéu sy Kién mat an toan théng tin tai Vit Nam.

Cac thong tin va sb liéu trén cho thay mot thuc trang dang bao dong vé bao mat
mang ndi chung va bao mat cac hé théng thanh toan dién tir tai Viét Nam hién nay.

1.3.1 C4c yéu cau bdo mdt hé thong thanh todn dién tie

Céc hé thong thanh toan dién tir thuong duogc trién khai lién quan dén ngan hang va
cac to chuc tin dung va ha tang mang kém theo. Do d6, can xac dinh c4c van dé va bién
phap bao mat phu hop ap dung cho ting thanh phan trong mé hinh trién khai nhu sau:

- Céc van dé va bién phap bao mat ting dung (Application security).

- Céc van dé va bién phap bao mat may chu (Host security)

- Céc van dé va bién phap bao mat theo td pd hé thdng trién khai (Deployment topologies),
trong d6 c6 cac bién phap ap dung cho thanh phan ung dung cuc bo (Local application
tier) va céc bién phap ap dung cho thanh phan &ng dung ¢ xa (Remote application tier).

- Cé4c van d& va bién phap bao mat ha taing mang (Network insfrastructure security) dé
chéng duoc cac cudc tan cong mang nhu DoS, DDoS, ...

- Céc chinh sach va thu tuc an toan (Security policies and procedures) cho toan bo hé
thdng thanh toan dién tir dwoc trién khai.

Theo quy dinh cua ngan hang nha nuéc Viét Nam [2], cac hé thong thanh toan dién
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tir phai dam bao cac yéu cau vé an toan bao mat sau day.

Mét sé yéu cau chung

1. Pam bao tinh bi mat

2. Pam bao tinh sin sang

3. Pam bao tinh toan ven

4. Xéac thuc khach hang va xac thuc giao dich

5. Bao vé khach hang
1.4 Mot s6 giai phap xay dung hé thong thanh toan dién tir

Hién nay, rat nhiéu hé théng thanh toan dién tr dugc trién khai trong thuc té cua
cac ngan hang, cac t6 chirc tai chinh ciing nhu cac hing cung cép cac dich vu cong nghé
thong tin va truyén thong. Trong muc nay luan vin sé khao sat mot s6 hé théng thanh toan
dién tr tiéu biéu [4], [5].
1.4.1 H¢ théng thanh todn dién tir dwa trén thé thong minh (Smart-card)
1.4.2 H¢ théng thanh todn dién tir dywa trén Internet Banking
1.4.3 Hé théng thanh toan dién tir dwa trén dign thoai di déng
1.4.4 Hé théng thanh toan si dung vi dién tie
1.4.4 Hé théng si dung céng thanh todn dién tir

1.5 Két luan chwong 1
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Chuwong II: Giai phap bao mat cho hé thong thanh toan dién tir
Chirong 2 ludn van sé khdo sdt tong quan vé bdo mdt trong thanh todn dién tir. Tir do,
ludn van nghién ciru mot 56 giai phap bao mat cho hé tho”'ng thanh toan dién tir va mét s6
van dé lién quan.
2.1. Tong quan vé bao mat trong thanh toan dién tir
2.1.1. Gi6i thi¢u
2.1.2 Mt sé6 phwong thire tin cong hé thong thanh todn dién tir dién hinh

TAn cong 1am sai léch c4c giao dich thanh toan dién tir

Nghe trom s truyén din thong tin thanh toan dién tir

Cic tan cong chong lai cac ban tin giao dich thanh toan dién tir

Cac tin cong & giira

Truy nhip bat hop phap dén cac dich vu ciia thong thanh toin dién tir
2.1.3 Kién trisc bdo mt trong hé thong thanh todn dién tiv

Trong h¢ théng thanh toan dién tir, vin dé bao mat 1a yeu cau xem xét mot s6 khia
canh va cac qua trinh nhu truy nhap v tuyén, tinh di dong cta ngudi sir dung dau cudi, cac
nguy co bao mat dic biét, cac kiéu thong tin can phai dugc bao vé, va do phuc tap cua kién
trac mang. Hon nita, cic topo mang phirc tap va tinh khong dong nhét ciia cac cong nghé 1am
tang thach thirc bao mat. Hinh 2.1 duéi ddy mé ta kién tric bao mat dién hinh trong hé thong

thanh toén dién tir dua trén dién thoai di dong theo dé xuat cua tiéu chuan EMV [8].

Contactless (Near Field
] Communication)

Mobile Merchant’s Pomnt
Device J of Sale (POS)

Provisioning and Personalization I

[TJ ]
! i

[ Authorization and Clearing Network

Hinh 2.1: Kién triic bao mat trong hé thong thanh toan dién tir
2.2 Giai phap bio mat dua trén mat khau sir dung 1 l1an

2.2.1 Khdi ni¢m mdt khéu sit dung 1 lan
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Mat khau st dung 1 1an (One Time Password - OTP) 1a mot mat khau chi ¢6 gia tri
trong mot phién dang nhap lam viéc. OTP c6 thé duoc su dung mot lan cho viéc xac thuc
ngudi dung hoac cho nguoi dung xac thuc mét giao dich. OTP thuong dugc sur dung trong
cac giao dich thanh toan dién tir hodc cac hé théng xac thuc chat ché.
2.2.2 Nguyén ly hoat dong ciia OTP

Sau khi di ding ky dich vy, mdi 1an muén dang nhap (log in), nguoi dung s& duoc
cung cap mot mat khau tao ra boi dau doc va thé thdng minh hay thiét bi tao mat khau
dang cam tay (token) nho vao két néi internet voi may chu cung cap dich vu OTP; hoic
cling c6 thé théng qua thé OTP duoc tao sin hay dién thoai di dong. Mat khau nay sé tu
mat hiéu luc sau mot khoang thoi gian nhat dinh. Nhu vay, néu bi 16 mat khau thi ngudi co
duoc mat khau d6 ciing khong thé dung dugc, va do d6 giai phap OTP c6 tinh bao mat
cao.
2.2.3 Cac mé hinh sinh OTP

C6 hai mé hinh thuong duge st dung dé sinh md OTP la: sinh ma OTP theo thoi
gian va sinh ma OTP theo sy kién.

Mo hinh sinh ma OTP theo thoi gian

Theo co ché nay, nguoi dung s& duge cip mot thiét bi sinh ma dwoc goi 13 token
(Hinh 2.2) [6]. Bén trong token gém c6 ba thanh phan 13: mot ma seedcode, mot dong hd
dém thoi gian, va mét thuat toan ma héa mat chiéu.

- M4 seedcode: 1a ma dugc nha san xudt cai dit san trong token. Mdi token c6 mot
méa seedcode khac nhau. Va ma seedcode nay ciing dugc luu lai trong hé théng ciia nha
cung cép dich vy tuong tng véi tén truy nhap cta ngudi ding.

- Pong hd dém thoi gian: 1a dong hd cua token, n6 duge dong bd véi dong hd cua
hé théng trudc khi giao cho ngudi ding. Mdi khi ngudi dung bam nit sinh mé, token sé&
1y bién thoi gian ctia ddng ho. Bién thoi gian dugc 14y chi tiét dén ting phut, hodc 30
giay.

- Thuat todn ma hoa: sir dung thuat toan bam SHA.
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Hinh 2.2: M6 hinh ciia co ché sinh ma ngiu nhién dua theo thoi gian.

M6 hinh sinh ma OTP theo sy kién

Trong co ché nay nguoi dung ciing dugc cip mot token nhu ¢ trén, nhung
bén trong token s& cd mot bo dém su kién thay vi dong hd dém thoi gian (Hinh 2.3)
[6]. Su kién dugc nhic dén ¢ day 1a su kién ma ngudi dung bam nut sinh méa trén
Token. Mdi token s& chira mot s6 ma hitu han, cé tht ty va khong thay ddi. S6
lrong cac mé hiru han d6 dugc goi la ctra s6. Kich thuéc cua ctra sO nay cang lon thi
dd bao mat cua giai phép cang cao.

Authenticate System

OTP Token
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Hinh 2.3: M hinh cia co ché sinh ma ngiu nhién dua theo sy kién
2.2.4 Cdc khuyén nghi tiéu chudn ciia OTP
Thudt todn bam: PJ an toan cia ma OTP phu thudc tinh bao mat ctia ham bam. Tat

ca cac hé thong st dung OTP phai hd trg MD35, nén hd trg SHA va c6 thé hd trg MDA4.

Céc thuat toan bam chap nhan dau vao tily ¥ nhung dau ra c6 dinh.

Khuén dang dau vao:

Cau tric cua tur do:
otp-<tén thuat todn> <chuoi s6 nguyén> <seed>

Khuén dang dau ra: OTP tao bai thu tuc trén ¢ 64 bit chiéu dai. Viéc nhap vao 64

bit khd khin va dé gay 13i cho ngudi st dung khi nhap bang tay. Do vy OTP co thé
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chuyén d6i thanh mot chudi 6 tir ngan (mdi tir bao gdm 4 ky tu) theo chudn ISO-646
IVCS. Mdi tir dugc chon tir mot tir dién gom 2048 tir, 11 bit cho mdi tir, tit ca OTP c6 thé
dugc ma hoa.
2.2.5 Uu diém ciia OTP

Giai phap bao mat dya trén mat khau sir dung 1 1an c¢6 cac wu diém nhu sau.

An toan: Giai quyét tét cc van dé gia mao, danh cip, Key logger. Ddi véi hai yéu
t6 xé4c thuc, thiét bi ndy c6 thé dugc két hop voi mot ma PIN hodc mat khau.

Dé dang sur dung: Viéc nhan dang va xac thuc duoc thyc hién trong vai gidy tranh
duoc nguy co bi 16i khi gd cac ma OTP dai qua cac ma tir mot thiét bi ching thuc vao mot
may tinh (Vi du OTP Token sir dung man hinh hién thi).

Linh hoat: Ngudi dung dé dang st dung cho cic may tinh khac nhau va dé mang
theo bén minh.

M4 ngudn mé: San sang tich hop véi nhiéu tng dung ma ngudn mé.

Cac giai phap co thé tng dung OTP gdm: Web mail server; CRM (Hé quan ly
khach hang); ERP (Hoach dinh ngudn luc doanh nghiép); Hé thdng quan ly tai liéu;
Thuong mai dién tu...

2.3 Gidi phap bdo mat dua trén cong ngh¢ Tokenization
2.3.1. Tong quan vé Tokenization

Tokenization (S6 hda thé) 1a giai phap bao mat dit liéu dya trén cong nghé thay thé
nhitng dit liéu thanh toan “nhay cam” bang ma token, nham nang cao kha ning an toan
bao mat trong thanh toan dién ti.

Tokenization 1a qua trinh bao vé dit liéu nhay cam bang céach thay thé né bang mot
s6 duoc tao bang thuat toan goi la token.

2.3.2. Lich s cua Tokenization

Token vat Iy tir 1au dd duoc sir dung dé thay thé tién that. Song bac 1a mét vi du nhu
tién gidy va tién xu, biéu thi quyén s& hitu hop phap doi véi loai tién co ban.

Viéc st dung token trong thé giéi ki thuat sé ra doi nhu mot phuong tién thay thé dir
licu nhay cam bang mot ki thuat s6 twong dwong khong nhay cam. Tokenization dugc
TrustC Commerce gigi thiéu lan dau tién vao nam 2001 nhu mdt phuong tién bao vé thdng
tin thé tin dung.

2.3.3. M0 hinh cua Tokenization trong thanh todn dién tir

Gan ddy, ngay cang nhiéu to chac chuyén tir ma hoa sang token héa nhu mot phuwong
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phap hiéu qua va an toan hon dé bao vé thdng tin nhay cam.

Mt trong nhiing cach sir dung ma thdng bao phé bién nhat hién nay 1a trong thanh
toan dién tir. Tokenization cho phép nguoi dung Iuu trit thong tin thé tin dung trong vi di
dong, giai phap thuong mai dién tr va phan mém POS dé cho phép thé dugc nap lai ma
khdng 1am 16 théng tin thé gdc.

Hinh 2.4 [13] dudi day mo ta phuong thirc hoat dong cua Tokenization.

Tokenization Simplified

0 .‘ -‘.t.

1*"
¥

Hinh 2.4: Phwong thirc hoat dong caa Tokenization
Tokenization thay thé chi tiét chu thé nhay cam bang cac token doc lap. Diéu nay
gilp bao mat chi tiét tai khoan ngan hang cua khach hang trong céc giao dich thé tin dung
va thuong mai dién ta.
Tokenization s&¢ m& hoa end-to-end théng tin dir liéu (hay con goi Ia m& hoa truong

dir liéu), ma hoa dit liéu chu thé ¢ dau, sau d6 giai ma né ¢ dich cudi.

2.4 Gidi phap bdao mat dua trén SSL
24.1T 5ng quan vé SSL

SSL (Secure Socket Layer) 13 giao thic da muc dich duoc thiét ké dé tao ra céac
giao tiép giira hai chuong trinh tng dung trén mot cong dinh trude (socket 443) nhim ma
ho4 toan bd thong tin di/dén, ma ngay nay dugc dugc st dung rong rai cho giao dich thanh
toan dién tir nhu truyén s6 hiéu thé tin dung, mat khau, s6 bi mat ca nhan (PIN) trén
Internet.

Hinh 2.5 [11] dudi day mo ta vi tri cua SSL trong mo hinh OSI
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HTTP NNTP FTP

1L T JLC

SSL

B

TCP

5 B

1P

Hinh 2.5: Vi tri SSL trong mo hinh OSI
SSL cho phép mot server co ho tro SSL tu xac thuc véi mot Client cling hd tro
SSL, cho phép client tu x4c thuc véi server, va cho phép ca hai may thiét 1ap mot két ndi
dugc ma hoa. Kha ning nay da dinh ra cidc mdi quan tdm cin ban vé giao tiép trén mang
Internet va trén cac mang sir dung TCP/IP:

Chirng thwe SSL Server

Chirng thue SSL Client

M3 hoa két ndi

Cac thugc tinh co ban ciia SSL

Két néi 1a bi mat: qua trinh ma hoa dir liéu dugc ap dung sau khi qua trinh bt tay
(handshake) dau tién xac dinh duoc mot khoa bi mat. Mat ma ddi xtng dugc su dung cho
qua trinh ma hoa dir liéu (vi du DES, RC4...).

Két ndi 1a tin cdy: viéc van chuyén cac thong diép bao gdm mdt qué trinh kiém
tra tinh toan ven cua thong di€p st dung mgt ham kiém tra MAC c6 khoa. Cac ham bam
an toan (vi du SHA, MDS5...) dugc sur dung cho qua trinh thuc hién ham MAC, nham dam
bao thong tin khong bi sai 1éch va thé hién chinh xac thong tin gbc gui dén.

2.4.2 Cac hé ma hoa s dung SSL

Giao thirc SSL hd trg rt nhiéu hé ma hoa st dung cho cac hoat dong ching thuc
server va client, cho qua trinh truyén thong chimg chi sé va trong qua trinh thanh 1ap khoa
phién. B ma hod mo ta sau day co lién quan t6i cac thuat toan :

* DES. Data Encryption Standard, thudt todn ma hoa st dung béi chinh phu M§.

* DSA. Digital Signature Algorithm, mot ph'ém ctia chuin ching thuc s6 duoc st
dung boi chinh phu My.

« KEA. Key Exchange Algorithm, mot thuat toan trao d6i khoa cho chinh pha My

* MD5. Message Digest, thuat toan bam duoc phat trién boi Rivest

« RC2-RC4. Hé mi hoa cua Rivest dugc phat trién cho RSA Data Security
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*RSA. H¢ ma hoa khoda cong khai cho cd ma hoa va xac thuc, dugc phat trién boi
Rivest, Shamir va Adleman.

* RSA key exchange: thuat toan trao ddi khoa cho SSL dua trén thuit toan RSA.

* SHA-1: Secure Hash Algorithm, thuat todn bam st dung cho chinh phu My.

« SKIPJACK. Thuit toan méd hoa dbi xing cd dién duoc cai dit trong phan cing
tuong thich FORTEZZA, ciing stt dung boi chinh phu My.

* Triple-DES.DES duoc cai dat 3 vong.

2.4.3 Bdo mdt cua SSL

Muc d6 bao mat cua SSL phu thudc chinh vao do dai khoa hay phu thudc vao viéc str
dung phién ban ma hoa 40bit va 128bit. Phuong phap ma hoa 40bit dugc sir dung rong rai
khong han ché ngoai nuéc M va phién ban ma hoa 128bit chi dugc st dung trong nudc My
va Canada.

Mét s6 thach thirc va pha khoa vé bao mat
Trong cong dong nhitng nguoi lam bao mat, mdt trong cac phuong phap kiém
tra do d§ bdo mat/an toan cua cac thuat todn bdo mat, ngoai co so 1y thuyét cua thuat
toan, 1 dua ra cac “thach thirc” (challenge) véi s6 tién thudng tuong trung, nham kiém
tra tinh thuc tién cua thuét toan.
2.4.4 Cac logi chirng thuc SSL
Domain Validation (DV SSL)
Organization Validation (OV SSL)
Extended Validation (EV SSL)
Subject Alternative Names (SANs SSL)
Wildcard SSL Certificate (Wildcard SSL)

San pham 1y tuong danh cho cac cong thuong mai dién tir. Mdi e-store 1a mot sub-
domain va duoc chia sé trén mot hodc nhiéu dia chi IP. Khi d6, dé trién khai giai phap bao
bdo mat giao dich tryc tuyén (dat hang, thanh todn, dang ky & dang nhap tai khoan,...)
bang SSL, chiing ta c6 thé dung duy nhat mot ching chi sé Wildcard cho tén mién chinh
clia website va tat ca sub-domain.

2.4.5 Ung dung SSL bdo mat hé thong thanh todn dién ti
Uu diém ciia SSL
Tinh niang manh nhat ciia SSL/TLS 14 chung x4c dinh méi quan hé véi cac tang

giao thire khac nhu thé nao trong hé thong kién trac mang OSL.
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Mot strc manh khac cua SSL do6 1a ngan chan céch thue tan cong tur dién.

Giao thirc SSL con bao vé chinh n6 véi déi tac thir 3. P6 1a cac client xAm nhap bat
hop phap dir liéu trén dudng truyén. Client xdm nhdp nay cé thé gida mao client hoic
server, SSL ngin chin su gia mao nay bing cach sir dung khoa riéng cua server va sir
dung chimg chi sd.

Phuong thirc bat tay trong TLS ciing twong tw. Tuy nhién, TLS ting cudng su bao
mat bang cach cho phép truyén phién ban giao thirc, sé hiéu phién lam viéc, hé ma hod va
cach thic nén dugc st dung. TLS bd xung thém hai thuat toan bam khong co6 trong SSL.

Han ché ciia SSL
Giao thirc SSL, ciing giéng nhu bat ky céng nghé nio, ciing c6 nhitng han ché.. Pau tién 13
do nhiing rang budc co ban ciia ban than giao thic SSL. Pay 1a mot hé qua cia viéc thiét
ké SSL va tng dung chiu tac dong cua né. Tiép theo, giao thirc SSL ciing thira ké mot vai
diém yéu tor cac cong cu ma nd su dung, cu thé 1a cac thuat toan ky va ma hoa. Néu cac
thuat toan nay c6 diém yéu, SSL thudng khong thé khac phuc chung. Cudi cing, cac moi
truong trong d6 SSL duogc trién khai c¢6 nhiing thiéu st va gidi han.

2.5 Giai phap bao mit dwa trén hé thdng phat hién va ngin chin xadm nhép
mang
2.5.1. H¢ théng phdt hién xam nhép IDS

Hé thong phat hién xAm nhap (Intrusion Detection System — IDS) 1a mot hé thong
phan ctng hodc tmg dung phan mém theo ddi, giam sat va thu thap thong tin tir cac hoat
dong ra vao cia mang.

Cac thanh phin ciia IDS

Céc thanh phan cta hé thong IDS dugc mé ta trong hinh 2.6.

-1

|
: Sensors Analysis ! ! Knowledge i

| | 1

| " \ 1 |
| | Host sensors | Signature | I : Signatures |
| Engine I 1 |
| |
! I—N—l—k—‘e WOTK Sensors ! E :
| | 1 |

|
I Profile i | | User/System/Net i
! | Application sensors | Engine - | 1 Profile !
1 |
| | ! |
e A e |

= ek I ______
Response
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Hinh 2.6: Céac thanh phin ciia hé théng IDS [10]

Hé théng IDS bao gdm céac thanh phan: Thanh phan thu goi tin (Sensors); Thanh
phan phén tich géi tin (Analysis); Thanh phan tri thire (Knowledge) hd tro qua trinh phan
tich géi tin va Thanh phan phan hdi (Respontion) xuit cac thong tin canh bao.

Phén loai IDS:

Dua trén pham vi giam sat, IDS duoc chia thanh 2 loai:

(1) Network-based IDS (NIDS): La nhitng IDS giam sat trén toan bd mang. Ngudn thong
tin chil yéu ctia NIDS 1a cac géi dir liéu dang luu thong trén mang. NIDS thuong dugc lap
dit tai ngd vao ciia mang, c6 thé ding trude hodc sau tudng lira. Hinh 2.7 [10] mé ta mo

hinh h¢ thong NIDS.

Remolo Worker 4

Remote Branch

Hinh 2.7: Mé hinh hé théng NIDS

(2) Host-based IDS (HIDS): La nhitng IDS phat hién xdm nhdp may chi dugc cai dat
trén cac may tinh (host). Hinh 2.8 [10] mé ta mé hinh hé thdng HIDS.

Web server Mail server File server

Attacker q - —
&\, HIDS| ] _ B
- - u =~ J _ <
(iserna) ‘ ‘
Vung DMZ
. Internal network
Swm:h

Traff'c allowed

Traff' ic blocked

Router

HIDS

Hinh 2.8: M6 hinh h¢ thong HIDS
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HIDS tim kiém dau hiéu xam nhép vao host cuc bd. Chiing tim kiém cac hoat dong
bét thuong, lvu luong di gui dén host duge kiém tra va phan tich trong file log luu lai roi
chuyén qua host néu cam thy khong c6 d4u hiéu dang nghi ngo.

Duya trén k¥ thuat thuc hién, IDS cling dugc chia thanh 2 loai:
- Signature-based IDS
- Anomaly-based IDS

Snort

Snort 1a mdt g dung IDS hién dai vdi ba chitc ndng chinh: chirc nang 1a mdt bd
phan ling nghe gbi tin, chirc ning luu lai thong tin gbi tin hay chic ning 1a mot hé thong
phat hién xam nhap mang (NIDS).
2.5.1. H¢ théng ngin chén xdm nhdp IPS

Hé thong phong chdng xam nhap (IPS) 1a mot ki thuat, két hop cac vu diém cua k§
thuat tuong lira voi hé thong phat hién xam nhap IDS, c6 kha ning phat hién cac cudc tan
cong va ty dong ngin chin cac cudc tan cong nhim vao diém yéu cta hé théng. So dd

hoat dong cuia hé théng IPS mé ta trong hinh 2.8 [10].

System activities are Incoming
observable . traffic/logs

J

Data pre-processor

Activity data
Detection ~ R Normal and intrusive
model(s) — Detection algorithm activities have distinct
evidence
Alerts
i Action/Repo
De'c = = Alert filter -
criteria

Hinh 2.8: So' d6 hoat ddng cia IPS

Y tudng cua cong nghé IPS 1a moi cudc tan cong chéng lai bat ¢t thanh phﬁn nao
cta dich vu duoc bao vé s& bi lam chéch huéng bang cac giai phap ngan ngira xdm nhap.
Cic kiéu trién khai IPS
C6 hai kiéu chinh khi trién khai IPS 14 out-of-band IPS va in-line IPS:
- Out-of-band IPS (OOB IPS): Véi hé thong nay ludng dit liéu vao hé théng mang s&
cung di qua dong thoi firewall va IPS.
- In-line IPS: Vi tri IPS nim trudc firewall, ludng dit liéu phai di qua ching trudc khi t6i

firewall.
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Chirc nang chinh va cac Modul trong IPS

IPS c6 hai chirc ning chinh 1a phat hién cac cudc tin cong va chdng lai cac cudc tin
cong d6. Hé thong IPS gdm 3 modul chinh:
- Modul phén tich ludng dir liéu
- Modul phat hién tin cong
- Modul phan ung
2.5.3 Ung dung hé thong IDS/IPS chong tin cong hé thong thanh todn dién tiv

Céc hé thong IDS/IPS c6 kha ning Gmg dung phat hién va chdng tdn céng hé thong
thanh toan dién tir. Trong hinh 2.9 duéi ddy mo ta mo hinh img dung hé thdng IDS/IPS
dira trén Snort chdng tdn cong hé thdng thanh toan dién tu.

IDS/IPS-Snort

Internet = Packet Decoder

M

Qutput

1L — .
[ ]
Logging and I |
Detection _ Alerting ] 1
Preprocessors » ™ Engne 2 "/ System i i
4 - L 1
™ [ ™M | Output Alert or |
| logtoafie |
i ]
Packet 5 i i
-
J
A
I
I

Modules

Hinh 2.8 M6 hinh hé thong IDS/IPS chdng tin cong hé thong thanh toan dién tir sir
dung Snort

Giai phap sir dung hé théng IDS/IPS chéng tin cong ha ting mang cta hé thong
thanh toan dién tir 13 giai phap kha hitu hiéu nham phat hién va chéng tan cong hé thong
thanh todn dién tor dang hoat dong.

2.6 Két luan chwong 2
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CHUONG 3 : XAY DUNG GIAI PHAP BAO MAT HE THONG THANH
TOAN PIEN TU CHO TONG CONG TY VIEN THONG MOBILEFONE

Trong chwong 3 ludn vin sé nghién ciru va dé xudt img dung cdc gidi phdp bdo mdt
hé thong thanh todn dién tir dd nghién ciru trong chwong 2 cho hé théng thanh todn dién
tir ciia Tong cong ty Vién thong MobiFone. Trén co sé dé, ludn van tién hanh thir nghiém
mét sé gidi phdp bdo mdt cho hé thong thanh todn dién tir ciia Tong cong ty Vién thong
MobiFone.

3.1. Tong quan vé hé thong thanh toan dién tir cia Tong cong ty Vién thong
MobiFone

3.1.1 Gidi thigu vé Tong céng ty Vién thong MobiFone

3.1.2 Hé théong thanh todn dién tir Tong cong ty Vién thong MobiFone

3.2 DPé xuit giai phap bao mat cho hé thong thanh toan dién tir cia Tong cong
ty Vién théng MobiFone

3.2.1 Gidi phap sw dung md OTP va cong nghé Tokenization

Giai phap s dung ma OTP va cong nghé Tokenization cho hé thdng thanh toan
dién tir cia MobiFone nhim bao dam an toan cac giao dich thanh toan ctia khach hang va
bao mat cac thong tin lién quan cia khach hang.

Hinh 3.1 dudi day mo ta mo hinh dang ky dich vy thanh toan dién tir cua khach

hang str dung cong nghé Tokenization.

FEACH HANG

" EHE TEONG MOBIFONE
~"Trang TWeb Parm
Afeg aung Ry Monema

: "CAC TRINNG BroP Sy DICH VG
Tk b b, O Aoz, 5 Rithen
¥enion nang ok Aes 1y dh vn
Gt s hop miex e ot £ S

VW DICH VIFATTOPAY  [—-——

Hinh 3.1: MO0 hinh si& dung Tokenization trong thanh toan dién tir
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3.2.2 Gidi phap sw dung SSL

Trong hé thdng thanh toan truc tuyén cua Toéng cong ty MobiFone c6 sir dung hé
thong web va cong thong tin dién tr nhu MobiFone Portal, My MobiFone. Cac hé thong
web can phai duoc cai dat st dung SSL/TSL.

Mt khac, dé qué trinh trao ddi dit lieu giao dich thanh toan dién tir dugc an toan
trén ha ting mang, ciing can phai cai dat SSL.

Trong muc 3.3.2, ludn van s€ thyc hién cai dat thir nghiém SSL cho hé théng thanh
toan truc tuyén ciia Téng cong ty Vién thong MobiFone.
3.2.3 Gidi phdp xdy dwng hé thong IDS sir dung Snort

Lu4n vin dé xuit moé hinh hé thong IDS sir dung Snort dé phat hién tin cong hé

thong thanh toan dién tir dugc trinh bay trong hinh 3.2.

Aracker (Y] Hé théng thanh toan dién tir
&

Traffic allowed _

A
=" Traffic blocked [
»
—

Router

Hé thong IDS

Firewall
and
Snort

Hinh 3.2: M6 hinh thir nghi¢ém h¢ théng IDS sir dung Snort

Hé théng IDS s& bao gdm céac thanh phan chinh nhu sau: Module giai mi goi tin
(Packet Decoder); Module tién xir 1y (Preprocessors); Module phat hién (Detection
Engine); Module log va canh bao (Logging and Alerting System) va Module két xuét
thong tin (Output Module).

Trong md hinh trén, néu tin tic sir dung cac gbi tin tin céng vao hé théng thanh
toan dién tir thi trude tién ching phai di qua hé théng IDS. Khi ¢6 Module giai ma goi tin
va Module tién xir Iy s& phan tich cac goi tin va giri két qua dén Module phat hién. Module
phat hién s€ phan tich va dya trén tap luat cua hé thé)ng dé nhan dang va phan loai cac goi
tin ddu vao. Cac thong tin nay s& duoc Module log va canh bao luu vao co sé dit liéu. Sau
d6, ching dugc Module két xuit thong tin xir 1y va dua ra cac phan hoi phu hop cia hé

thong IDS.
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Hé thong IDS can sém dua ra canh bao vé “giao dich thanh toan dang ngd™ nham
theo doi va phat hién sém cac dau hiéu gian 1an. Dé thuc hién duogc chirc nang nay, co thé
xay dung tap luat dé str dung trong Module phat hién hodc sir dung cac k¥ thut hoc may
3.3. Cai dit thir nghiém va két qua
3.3.1 Trién khai Tokenization

Khi khach hang nhap théng tin ma s6 the, tén chu theé, ngay hét han cing ma bao
mat cua thé, Token thé cua khach hang sé 1a chudi ky tu duoc ma hda tir cac thong tin trén
va duoc luu vao DB. Khac véi 16 thé thong tin thé tin dung thi ké xau sir dung dé thanh
toan & bat ky dau, Token chi c6 tac dung duy nhat 1én mot Merchant I1D. Token dugc ma
hoa 2 chiéu bang gip khoa private + public key, do d6 bat ké khi nio, co nghi van 1o thong
tin déu trd nén vo tac dung rat khac so vé6i 10 ma thé tin dung.

Hinh 3.3 m6 ta qué trinh tao ra va hoat dong cua Tokenization.

Merchant Payment
Gateway

——

Hinh 3.3: M0 ta Tokenization dwgc tao ra va hoat déng

Cung cip API cho hé thdng MobiFone Portal va My MobiFone dé khach hang
tao Token lan dau:

Hinh 3.4 trinh by mé hinh giao tiép giira MobiFone Portal, My MobiFone véi hé

théng Thanh toan dién tir dé tao Token 1an dau:

MobiFone Portal  |».__

[ Thanh todn dientr |, » | Cong Napas

My MobiFone | o —

Hinh 3.4: M hinh giao tiép giita MobiFone Portal, My MobiFone véi h¢ thong

Thanh toan dién tir



21

- Giao di¢n dang ky dich vu duoc thiét ké trén MobiFone Portal va My
MobiFone.

- Hg¢ théng Thanh toan dién tor bo sung cac API sau cung cip cho hé thng
MobiFone Portal va My MobiFone:

o Ham getBanksAuto(): cung cap danh sach thé Ngin hang c6 hd tro dich vu .
Hién nay, ddi tac Napas moéi ho tro thé Quéc té 6 thé st dung dich vu .

o Link tao token :

epayment.mobifone.vn/qateway/create token napas.jsp?cardtype=&from msisdn=

&environment=

Hé théng sé& redirect trang ctia khach hang sang Cong Napas dé dang ky thong tin
thé 1an dau.
- Khi chuyén tiép sang Cong thanh todn Napas, hé thong TTDT s& goi API riéng

ma Napas cung cip dé tao Token ma khong thanh toan. Token nay s& dung riéng cho dich

vu.
- Két qua Token dugc luu trit trong co so dir li¢u:
Row § | 10| FRoM MsTSDN | TOREN coDE | ToREN 10 | TOKEN nnE | ToEw Tyer | Ban copE | B TveE | BMK ot |
1 382 0901019990  gPvu/CKQFRV3sf72viknirIxRO3T8KRopS4tIpFciDg= 382 412975xxxxxx7000 VISA VISA 1 0
2 400 0901019168  STv4Cvz/n3RVZBWEiwuhSpNb0xXEj4NtTxACFKAbrwa= 400 422109xxxxxx1658 VISA VISA 1 0
3 408 0908882545  kzBAqRmirZaGKehR4OEME//Uci4ehT9159CT+hCnlpM= 408 486282xxKxxx9491 VISR VISR 1 0
4 436 0907577511  cxRYHUQZ1cLaDvof/N/uFpW4dpTDGLREI/SqiDWBRZa= 436 412975xxxxxx2008 VISR VISA 1 0
Trong do:
ID: l1a dinh danh ctia Token
From msidsn: 1a tai khoan MobiFone Portal da luu thong tin thé (Token).
Token_code: 1a gia tri Token da dugc ma hoa, trude khi giri sang Napas can giai
ma

Token name: 1a té€n goi nhé cua Token, tén nay dugc hién thi khi khach hang chon
loai thé khi thanh toan/nap tién.

- Sau khi d4 tao duoc Token, khach hang s& dang ky cac thong tin vé dich vu nhu
ngay thanh toan cho thué bao tra sau, ménh gia nap tién cho thué bao tra trude khi tai
khoan xudng dudi ngudng quy dinh ...Cac thong tin nay sau d6 duoc luu trén hé théng
Thanh toan dién tur.

3.3.2 Cai dit SSL

Dé dap ung viéc thir nghiém, qua trinh cai dit SSL trong hé théng thanh toan dién


http://epayment.mobifone.vn/gateway/create_token_napas.jsp?cardtype=&from_msisdn=&environment=
http://epayment.mobifone.vn/gateway/create_token_napas.jsp?cardtype=&from_msisdn=&environment=
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tu st dung Platform Apache (Do Web server Apache dang 1a mét trong nhitng Web server
thinh hanh nhét trén toan thé gi6i). Cac platform khac c6 thé ap dung twong tir, nhung can
thay d6i dudng dan (path) va tén tap tin ciu hinh/thu muyc (file configuration/folder). Luin
vin dé xuét yéu cau vé phan ctng thir nghiém t6i thiéu nhu sau

o Cai dat Certificate Authority

- Tao tap tin cAu hinh mic dinh cho CA

o Truy cap vao thu muc \apache\bin, tap tin openssl.cnf (Pay 1a tip tin ciu

hinh gdc cia OpenSSL), c6 thé chinh sira tiy theo nhu cau sir dung

#l

# OpenSSL example configuration file.)

# This is mostly being used for generation of certificate requests.
#1

A

# This definition stops the following lines choking if HOME isn™tl
# defined. |
HOME
BANDFILE

A

# Extra OBJECT IDENTIFIER info:l

#oid file = GENWV::HOME/.oidl)

e
$ENV: : HOME/ . rndl

nid_section
i
# To use this configuration file with the "-extfile" option of thel

new_oidsk

# "opensal x503" utility, nams here the section containing thel
# x£.509v3 extensions to use: |

# extensions =1

# (Alternatively, use a configuration file that has onlyl
# %.509%3 extensions in its main [= default] section.)l

i

[ new _oids ]

4

# We can add new OIDs in here for use by "ca’ and "req'.J
# 2dd a simple OID like this:l

# testoidl=1.2.3.4)

# Or use config file substitution like this:!

# testoidZ=$§{testoidl}.5.6}

A

[ s 10

o Luu y dong default_days 1a thoi han cua certificate. C6 thé chinh Ién 3650
(10 nam) dé tranh bi hét han certificate.

- Tién hanh diang ky trd thanh CA

o) Tao tap tin makecert.ca.bat : Truy cdp vao thu muc \apache, tap tin
makecert.ca.bat (Pay 14 tap tin tao chiing chi bao mat SSL cua Apache), c6 thé chinh sira
tiy theo nhu cau sir dung. Luu y tham s -days 3650 nghia 1a CA ma ching ta dang tao s&
c6 quyén luc trong 10 ndm. Chung ta c6 thé tai sir dung CA nay dé cip chung chi cho vo

sO tén mién trong vong 10 nam tdi.
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@echo off
set RANDFILE=.rnd
set OPENSSL_CONF=./ conf/openssl-ca.cnf

if not exist .“confissl.ca mkdir .“confissl.ca

if not exist .“confiussl._key mkdir .“confissl. key
if not exist .“confissl.csr mkdir confiussl.csr
if not exist _“confissl.pem mkdir confiussl.pem

binwopenssl req -x589 -newkey rsa:4896 -sha2%6 -nodes -out cacert.pem -days 3658 -outform PEM
binwopenssl x589 -cutform der -in cacert.pem -out cacert.crt
bimwopenssl rsa -in cakey.pem -out ca.key

set OPENSSL_CONF=

move Sy cacert_pem wconfissl.ca
move Jy cacert_crt wconfussl.oca
move /y cakey.pem .“confissl.ca
move Sy ca.key .wconfiussl.ca

del .rnd

echo.

echo Chung nhan CA cua ban da duoc tao - Your CA certificate was created.
echo.

echo Chung nhan CA cua ban da duoc cap phat - The certificate was provided.
echo.

- Thuc thi makecert.ca.bat: Chay bang Terminal cia mady chu
Generating a 4896 bit RSA private key
cooao nooc nocooaa - i
Coocooooocoooooonoooooooooa ool
writing new private key to 'cakey. pem’

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be g default wvalue,

If you enter '.', the field will be left blank.

Tao yéu ciu ky chitng chi : tuong ty bude 2.1, nhung thay tén tap tin 1a openssl-
localhost.cnf, muc dich 1a tao CSR cho mién localhost

- Tao tap tin cAu hinh SSL mic dinh cho localhost

- Tao tap tin thuc thi makecert.localhost.bat

- Thuc thi makecert.localhost.bat

Cdu hinh va cai dit SSL cho mdy chii
- Truy cép thu muc \apache\confiextra tim dén tap tin httpd-vhosts.conf, d6i
tén tap tin ndy va tao mot tap tin httpd-vhosts.conf méi. Muyc dich 1a dé backup tap tin gbc,

sau d6 chinh lai theo nhu cau sir dung (IP, Port, dudng dan file log,...)

~ServerAlias waw.localhost
ErrorLog "logs/localhost-error.log”
CustomlLog "logsslocalhost-access.log” common
</VirtualHost=
- Tuong ty, ciing trong thu muc \xampp\apache\conflextra, tim dén tap tin httpd-
ssl.conf backup né va tao lai tap tin m&i. Sau d6 chinh sira lai ndi dung tuy theo nhu cau

str dung.

3.4 Két chwong 3
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1. Cac két qua dat dwoc ciia luan vin

Vé6i muc tiéu nghién ctru cac giai phap bao mat cho hé théng thanh toan dién tir va
tmg dung cho hé thdng thanh toan tryc tuyén cua Tdng cong ty Vién thong MobiFone,
luan van da dat duoc mot s két qua sau day:

- Lu4n van da khao sat tong quan vé hé théng thanh toan dién tir, cac yéu cau ky
thuat cua hé théng thanh toan dién tir va cac van dé bao mat ciia hé théng thanh toan dién
t&r nham giam thiéu rui ro trong cac hé théng thanh toan dién ti.

- Luan van da khao sat tong quan cac van dé vé bao mat cho hé thong thanh toan
dién tur.

- Luan vin da khao sat bon giai phap bao mat cho hé thong thanh toan dién tu: giai
phap dua trén mat khau sir dung 1 1an (One Time Password — OTP), giai phap dua trén
cong nghé Tokenization, giai phap dua trén giao thirc SSL (Secure Sockets Layer) va giai
phap bao mat dya trén hé théng phat hién va ngan chin xam nhap mang IDS/IPS.

- Luén vin dé xuat mot sb giai phap bao mat cho hé théng thanh toan truc tuyén cia
Téng cong ty Vién thong MobiFone.

- Luan van da thyc hién thuc hién thir nghiém trién khai Tokenization cho cac thué
bao va thir nghiém cai dat cho hé thong thanh toan dién tir ctia Tong cong ty Vién thong
MobiFone.

2. Huéng phat trién

Luan vin c6 thé dugc phat trién xay dung cac hé thong bao mat c6 kha ning trién
khai thuc té cho hé thong thanh toan tryc tuyén ctia Tong Cong ty Vién thong MobiFone.
Tir d6, c6 thé nghién ciru trién khai cac giai phap bao mét cho cac hé théng cung cip dich

vu ctia Tong cong ty vién thong MobiFone.



