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LOI CAM DOAN

To61 cam doan day la cong trinh nghién ctru cua riéng to6i. Noi dung cua luan
van c6 tham khao va st dung céc tai liéu, thong tin dugc dang tai trén nhiing tap chi
khoa hoc va c4c trang web duoc liét ké trong danh muc tai liéu tham khao. Tat ca
cac tai liéu tham khao déu co xuat xi rd rang va dugc trich dan hop phap.

To1 xin hoan toan chiu trach nhi€ém va chiu moi hinh thirc ky luat theo quy
dinh cho 161 cam doan ctia minh.

Ha ngi, ngay 20 thang 11 nam 2019

Nguwoi cam doan

D6 Thi Luong



LOI CAM ON

Puoc su dong ¥ cia Hoc Vién Cong Nghé Buu Chinh Vién Thong, va cua
thay gido huéng dan TS. Vii Vian Thoa, hoc vién da thyuc hién dé tai luan van tot
nghiép Thac si: “Nghién ctru mot sd thuat toan hoc may dé phan 16p dir liéu va thu
nghiém”.

Dé hoan thanh luin vin nay, hoc vién xin chin thanh cam on cic thay co
gido di tan tinh hudng din, giang day trong subt qua trinh hoc tap, nghién ctru va
rén luyén & Hoc Vién Cong Nghé Buu Chinh Vién Thong.

Hoc vién xin dic biét gui 10i cam on dén TS. Vii Van Thoa, nguoi thay da
tryc tiép huéng dan trong qua trinh thyc hién luan vian tot nghiép nay. Nho sy dong
vién va chi bao tan tinh cua thdy trong thoi gian qua di gitip hoc vién vuot qua
nhing kho khian khi nghién ctru dé luan van dugc hoan thanh.

Hoc vién xin gui 10i cam on téi gia dinh, ban bé va dong nghiép, nhiing
nguoi da luén ¢ bén ¢ vii tinh than, tao diéu kién thuan loi dé hoc vién c6 thé hoc
tap va hoan thanh t6t luan van nay.

Hoc vién di c6 nhiéu cd géng dé thuc hién luan vian mot cach hoan chinh
nhat. Tuy nhién, do con nhiéu han ché vé kién thtrc va kinh nghiém nén khong thé
tranh khéi nhitng thiéu sot nhat dinh ma hoc vién chua théy duoc. Hoc vién rat
mong nhan duogc su gop ¥ ciia quy Thay, Co gido va cac ban dong nghiép dé luan
van duoc hoan chinh hon.

Hoc vién xin tran trong cam on!

Ha Noi, ngay 20 thang 11 nam 2019

Hoc vién

P6 Thi Luong
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MO DAU

Trong thoi gian gan day, su phat trién manh mé cua cdng nghé théng tin va
cac dich vu lién quan da lam sb luong thong tin duoc trao doi trén mang Internet
taing mot cach dang ké. S6 lwong thdng tin duoc luu trit trong cac kho dir liéu ciing
tang v6i mot tbe do chong mit. Bong thoi, toe do thay doi thdng tin 1a cuc ky nhanh
chéng. Theo thdng ké caa Broder et al (2003), cir sau 9 thang hozc 12 thang luong
thong tin duoc luu trit, tim kiém va quan Iy lai ting gip d6i. Hién nay, loai ngudi
dang budc vao ky nguyén 1oT (Internet of Things — Internet két ndi van vat). Thong
qua internet, ngudi dung c6 nhiéu co hoi dé tiép xuc vaéi nguon thdng tin vo ciing
I6n. Tuy nhién, cing véi nguon thdng tin vo tan do, ngudi dung ciing dang phai doi
mat voi sy quéa tai thong tin. Poi khi, dé tim duoc cac thong tin can thiét, nguoi
dung phai chi phi moét luwgng thoi gian kha I6n.

Véi s6 lugng thong tin dd s6 nhu vay, mot yéu cau cap thiét dat ra 1a 1am sao
t6 chirc, tim kiém va khai thac théng tin (di liéu) mot cach hiéu qua nhat. Mot trong
c4c giai phap duoc nghién ciu dé giai quyét van dé trén 1a xay dung cac md hinh
tinh toan dya trén cac phuong phap hoc may nham phan loai, khai thac thong tin
mét cach tu dong va trich xuét céc tri thic hiru ich. Trong d6, bai toan phan 16p
(Classification) dit liéu c6 y nghia hét sirc quan trong. Phan I6p dir liu la viéc xép
cac dir lidu vao nhirng 16p da biét truéce. Vi du: Phan 16p sinh vién theo két qua hoc
tap, phan 16p céc loai thuc vat, ...

Bai toan phan 16p dit liéu thuong duoc giai quyét bang cach sir dung mot s6
k¥ thuat hoc may nhu: Thuat toan Bayes (Naive Bayes), Cay quyét dinh (Decision
Tree), May vector hd tro (Support Vector Machine), Mang No-ron nhan tao
(Artificial Neural Network), ...

Xuat phét tir nhitng 1y do trén, hoc vién chon thuc hién dé tai luan vin tot
nghiép chuong trinh dao tao thac si co tén “Nghién ciu mét sé thuit toan hoc

may dé phan Iép dir liéu va thir nghiém”.



Muc tiéu cta luan vian 1a nghién ciu cac ky thuat hoc may dé giai quyét bai
toan phan 16p da liéu no6i chung va thir nghiém danh gia hiéu nang cta ching trén
bo dir liéu KDD cup 99.

Noi dung cua luan van dugc trinh bay trong ba chuong noi dung chinh
nhu sau:

Chuwong 1: Téng quan vé phan 16p dir liéu va hoc may.

Noi dung chinh caa chuong 1 1a khao séat tong quan vé bai toan phan 16p dir
lieu, hoc may va cac van dé lién quan.

Chuwong 2: Nghién ctru mot sé thuat toan hec may

Noi dung chinh ciia chuong 2 1a nghién ctiu chi tiét mot sé Ky thuat hoc may
dé giai quyét bai toan phan 16p di liéu va mot s6 van dé lién quan.

Chuong 3: THU NGHIEM VA PANH GIA

Noi dung chinh cua chuong 3 1a thyc hién thir nghiém va danh gia cac mo
hinh phan I6p dir liéu dua trén cac phuwong phap hoc may da nghién ciru trong
chuong 2 cho bg dit ligu KDD cup 99.



CHUONG 1. TONG QUAN VE PHAN LOP DU LIEU VA
HQC MAY

Néi dung ciia Chirong 1 sé khdo sdt tong quan vé bai toan phan I6p dir liéu,
hoc mdy va cdc vin dé lién quan.

1.1. Gi6i thiéu bai toan phan 16p dir liéu va cac van dé lién quan
1.1.1. Khdi niém vé phén I6p dit liéu va bai todn phan I6p dir ligu

Phan 16p (classification) dir liéu 1a mét tién trinh xr Iy nham xép cac mau dix
lidu hay cac dbi tuong vao mét trong cac 16p di duoc dinh nghia trude. Cac mau dir
liéu hay cac d6i tuong dugc xép vao cac 1op dua trén gia tri cua cac thudc tinh
(attributes) cua mau dir liéu hay d6i twong. Qua trinh phén 16p dit liéu két thac khi
tat ca cac dir liéu da duoc xép vao cac 16p tuong tng. Khi d6, mdi 16p dit liéu duoc
dic trung boi tap cac thudc tinh cua cac dbi tuong chira trong 16p do.

Thong thudng, khi tién hanh nghién ctru mot ddi twong, hién tuwong nao do,
ta chi c6 thé dua vao mot sb hiru han cac thudc tinh dic trung cua ching. Noi cach
khac, ta s& xem xét biéu dién cac ddi twong, hién tuong trong mot khéng gian hiru
han chiéu, mdi chiéu tng v6i mot dic trung dugc lwa chon. Khi d6, phan 16p dir lidu
tr¢ thanh phan hoach tip dir li¢u thanh cac tap con theo mdt tiéu chuin nhan dang
dugc. Nhu vay, phan 16p 13 qué trinh "nhém” cac ddi twong "gidng” nhau vao "mot
16p” dua trén cac dic trung dir liéu cua chung. Bai toan phéan 16p dit liéu co thé

dugc mo ta nhu hinh 1.1 dudi day [7].

Lép 1

Lip 2

Lép ..

Lapn

Hinh 1.1. Bai toan phan lop dir liéu



Ta c6 thé phat biéu bai toan phén 16p dit liéu nhu sau:

Piu vao ciia bai toan phan 16p dir liéu:

Cho tap dit liéu mau D = {(xi, ¥i) |i=1, 2, ..., n}, trong d0, xi = (Xi1, Xi2, ..,
Xik) € R¥1a dir liéu gom k thudc tinh twong tng trong tip thudc tinh A = {A1, Az,
... A}vayi e C={cy, C, ..., cm}la nhan cac 16p dir liéu. (1.1)

Piu ra ciia bai toan phan 16p dir liu:

Mot anh xa/ham (mo hinh phan 16p) F: RK — C, twong ng mdi phan tir x €
Rk mot nhin 16p F(x) € C, sao cho ddi véi tdp mau D 1a phu hop nhit theo nghia
sau day: |[F(xi) — Yi|| = 0, véi moi (xi, yi) € D va || || 1a mot 46 do nao do. (1.2)
1.1.2. Quy trinh gidi quyét bai todn phén Iép dir ligu

Bai toan phan 16p dir liéu (1.1)-(1.2) thuong duoc giai quyét theo 2 giai
doan: Giai doan xay dung mé hinh phén 16p (con duoc goi 1a giai doan hudn luyén)
va Giai doan kiém tra danh gia mé hinh phan 16p (con duoc goi 1a giai doan Kiém
chung) [7].
(1) Giai doan huan luyén

Giai doan nay nham xay dung mot mé hinh phan 16p dua trén mo ta tap cac
16p dir li€u hodc cac khai niém dugc xac dinh trudc. Trong giai doan huén luyén,
thuat toan phan 16p dugc sir dung dé xay dung bd phan 16p bang cach phén tich hay
“hoc” tir mdt tip cac dir liéu hudn luyén (training set) va cic nhin 16p twong mg
cua ching.

Qua trinh thuc hién giai doan hoc dugc mé ta trong hinh 1.2.

M6 hinh

Dit lieu HL v6i o
| lieu HL Vol TRAINING phén 16p

cac 16p da biét

Hinh 1.2. Giai doan xay dung mé hinh phan lép dir ligu



Két qua cua giai doan hoc 1a dwa ra mot mé hinh (bo) phén 16p dit liéu. Bo
phan 16p dit liéu co thé 1a cac cong thure toan hoc, hoac b cac quy tac hodc cac luat
quyét dinh dé gan nhén 16p cho mdi dit liéu trong tip cac dit liéu hudn luyén.

(2) Giai doan kiém chirng

Trong giai doan nay, mé hinh phan 16p c6 dugc ¢ giai doan trude s€ dugc st
dung dé thuc hién phan 16p thtr nghiém va danh gid mé hinh. Tap dir liéu dugc su
dung trong giai doan nay duoc goi 13 tap cac dir lidu Test hay tap kiém chang (KC).
Do d6, trong giai doan nay can stir dung mot tap dit liéu kiém chung doc 1ap véi tap
dir liéu huén luyén (HL) ¢ giai doan trudec.

Qua trinh thyc hién giai doan phan 16p thir nghiém dugc mo ta trong hinh 1.3.

Dtr liéu duoc

M6 hinh phan lép
Dtr liéu KC chua

hoc dwgc phan 16p

dugc phan 16p

Hinh 1.3. Qué trinh kiém tra danh gia mé hinh phan 1ép dir liéu

Céc thong tin (két qua) trong qua trinh phan 16p thir nghiém lai c6 thé st
dung trong qua trinh hoc tiép theo.

Sau khi thyc hién hai giai doan trén, mé hinh phan 16p phu hop nhét theo
mot nghia nao dé (thong qua cac dd do danh gid mo hinh) s€ dugc lua chon dé thuc
hién phan 16p dit liéu trong cac bai toan tmg dung khac nhau trong thuc té.

Hinh 1.4 du6i day mo ta mot vi du vé qud trinh thyc hién giai quyét bai toan

phan 16p dit liéu (1.1) — (1.2) [19].
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Hinh 1.4. Vi du vé qua trinh giai quyét bai toan phan lép dir liéu
1.1.3. Cac dp do danh gia mé hinh phan lop div ligu

Sy phu hop, tinh hiéu qua cua bat ky mo hinh phan 16p dit liéu nao ciing
thuong dugc xac dinh thong qua cac do do dugc mo ta dudi day [7].

Xét mét 16p ci € C = {cy, C2, ..., cm} trong bai toan phan 16p dir li¢u (1.1) —
(1.2). Cac mau di liéu thudc 16p ci goi 13 cac phan tir dwong (Positive). Cac mau dix
liu khong thudc 10p ci goi 1a cac phan tir am (Negative). Khi sir dung cic bd phan
16p dé thuc hién phan 16p dir liéu thir nghiém c6 thé xay ra cac truong hop sau day:

- Trudng hop ding duwong (True Positive): Phan tir duong dugc phan loai
dang 1a duong.

- Truong hop sai duong (Fasle Positive): Phan tor &m duoc phan loai sai
thanh am.

- Trudng hop dung am (True Nagetive): Phan tir am duogc phén loai ding
12 am.

- Truong hop sai am (Fasle Nagetive): Phan tir dwong duoc phan loai sai
thanh am.

Ky hiéu TP (hodc TPi) la s6 luong mau dit liéu thudc 16p ci duoc phan loai
dung (chinh x4c) vao 16p ci; FP (hodc FPj) 1a s6 luong mAu dir liéu khong thude 16p
ci bi phén loai sai vao 16p ci; TN (hodc TNi) 1a s6 lwong mau dir liéu khong thudce
16p ci dugc phan loai chinh xac va FN (hodc FNi) 13 s6 lwong mau dit liéu thude 16p

Ci bi phan loai sai vao céc 16p khac voi 16p ci;



Dua vao cac dai lugng trén, c6 cac do do dé danh gia hiéu qua cia moé hinh
phan 16p dir 1iéu nhu sau:

(1) P do Precision (Murc chinh xac)

- Pinh nghia: Precision = TP / (TP + FP).

-'Y nghia: Gia tri Precision cang cao thé hién kha ning cang cao dé mot két
qua phan 16p dir liéu dugc dua ra bdi bo phan 16p 1a chinh xac.

(2) Do do Recall (D6 bao phu, d6 nhay hoac do triéu héi)

- Pinh nghia: Recall = TP/ (TP + FN).

- 'Y nghia: Gi4 tri Recall cang cao thé hién kha ning két qua ding trong sb
cac két qua dua ra ctia b phan 16p cang cao.

(3) b0 do Accuracy (D6 chinh xac)

- Pinh nghia: Accuracy = (TP + TN) /(TP + TN + FP + FN) * 100%.

- Y nghia: Accuracy phan anh d6 chinh xac chung ctia bo phéan 16p dit liéu..
(4) Do do F-Measure

- Pinh nghia: F-Measure = 2.(Precision.Recall) / (Precision + Recall).

- Y nghia: F-Measure 1a d6 do nham danh gia d6 chinh xac thong qua qué
trinh kiém chirng dua trén sy xem xét dén hai d6 do 1a Precision va Recall. Gia tri
F-Measure cang cao phan anh do chinh xac cang cao cta bd phéan 16p dir liéu. C6
thé coi do do F-Measure 13 trung binh diéu hoa ctia hai 46 do Precision va Recall.
(5) D¢ do Specitivity (B¢ dac hi¢u)

- Pinh nghia: Specitivity = TN/(TN+FP).

- Y nghia: P9 do Specitivity ddnh gia kha nang mot dir liéu 14 phan tir Am
dugc b phén 16p cho ra két qua chinh xéc.

1.1.4. C&c phwong phdp dinh gia mé hinh phéan l6p div liéu

banh gia d6 phu hgp (chinh xac) va hiéu qua caa md hinh phan 16p sé cho
phép du doan duoc d6 chinh xac cua cac két qua phan lép dir liéu tuwong lai. Bong
thoi, do phi hop con 13 co sé dé so sanh cac mo hinh phan 16p khac nhau dé lya
chon mé hinh phan 16p tét nhat cho tirng tng dung cu thé cho céc bai toan thyc té.

Do do, phuong phdp danh gia cling c6 vai tro kha quan trong.



Trong muc nay, luan van khao sét hai phuong phap phd bién thuong duoc sir
dung trong danh gia mé hinh phéan I6p 1a hold-out va k-fold cross-validation. Ca hai
k¥ thuat nay déu dua trén cac phan hoach ngau nhién tap di liéu ban dau mét cach
phU hop nhat [12].

Phwong phap Hold-out

Déi v6i phuong phap hold-out (Kiém tra phan doi), tap dir liéu miu duogc
phan chia ngau nhién thanh 2 phan 1a: tap di liéu huan luyén va tap di liéu kiém
chang. Thong thuong, 2/3 dit lidu duoc sir dung cho tap dix liéu huan luyén, phan
con lai cap cho tap dir liéu kiém ching.

Phwong phap k-fold cross validation

Trong phuong phap k-fold cross validation (Kiém tra chéo k-fold), qua trinh

duoc thuc hién nhu sau:

Buéc 1: Chia ngiu nhién tap dit liéu ban dau S thanh k tap dir lidu (fold) c6
kich thudc gan bang nhau Sy, Sa,..., Sk.

Bwéc 2: Lap lai thu tuc sau k 1an véi i= 1, 2, .., k.

- Dung tap Si (1 <i < k) lam tap kiém tra. Gop k-1 tap con lai thanh tap
huén luyén.

- Tién hanh Huan luyén mé hinh phan 16p trén tap huan luyén.

- Banh gia dg chinh xac cua mo hinh trén tap kiém tra,

Budc 3:

- Panh gidc d6 chinh xac ctia m6 hinh tinh bang trung binh cong do chinh
xéc trén k 1an kiém tra & bude trén.

- Chon md hinh ¢6 d6 chinh xéc trung binh 16n nhéat.

Trong thyc té, théng thudng chon k= 10.

1.1.5. Cac vrng dung cua bai toan phdn lép dir liéu

Bai toan phan 16p dir li€u co rat nhiéu ung dung trong cac linh vyc khoa hoc,
cong nghé va doi séng xa hoi. Dudi day, luan vin liét ké mot sb tmg dung cha yéu

cua phan 16p dir li¢u.



Ung dung trong khai pha dir liéu

Trong qua trinh khai pha dit liéu, phan 16p dir liéu trude hét co thé lam giam
d6 phtc tap ctia khong gian dit liéu can khai pha do mdi 16p dit liéu dugc xem xét
thong qua mot dai dién cia 16p d6. Mat khac, phan 16p dir liéu gitip cho qua trinh
luu trlt, quan 1y va tim kiém dit liéu dugc thuan tién hon.

Ung dung trong linh vue tai chinh, ngin hang

Phén 16p dit liéu c6 thé tng dung du bao céc rii ro trong dau tu tai chinh va
thi trudng chimg khoan. N6 ¢ thé ung dung dé phan 16p cac khach hang, khoan
vay dé ngan hang c6 chinh sach phu hop khi quan 1y va xtr Iy no xau, ... .

Ung dung trong thwong mai

Phan 16p dir 1iéu dugc ing dung trong phan tich dit liéu khach hang, hoach
dinh chinh sach marketing hi€u qua ciing nhu phat hién cac gian 1an thuong mai.

Ung dung trong sinh hoc

Phan 16p dir 1iéu dugc sir dung dé tim kiém, so sanh cac hé gen va thong tin
di chuyén, tim moi lién hé gitta cac hé gen ho tro chan doan mot s6 bénh di chuyén.

l'fng dung trong y té

Gan day viéc Gmg dung phéan 16p dir liéu y hoc ngay cang hoan thién trong
viéc tim ra moi lién hé gifra c4c triéu chiing lam sang, can 1am sang, gitra cac bénh
v6i nhau dé hd tro chan doan, diéu tri va tién lugng bénh.

Trong chan doan, phan 16p dit liéu dung dé nhan dang va phan loai miu
trong cac thudc tinh da bién ctia bénh nhén.

Trong diéu tri, phan loai dit liéu dung dé chon lya phwong phap diéu tri phu
hop hi¢u qua nhét va trong tién lugng 1a du doan két qua diéu tri, phﬁu thuat dua
trén nhirng két qua diéu tri truéc d6 va tinh trang hién tai cua ngudi bénh.

Ngoaira co thé hd trg canh bao dich bénh.

Ung dung trong an ninh mang

Phéan 16p dir liéu dugc tng dung trong viéc phan loai cic truy cdp mang,
canh bao cic tdn cong mang dé nguoi dung va cac nha cung cap dich vu dé phong

va ¢ céac bién phap phu hop bdo ddm an ninh mang.
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Ung dung trong cac van dé xa hoi

Phan 16p dit liéu duoc ting dung trong qua trinh xur 1y cac du luan xa hoi tich
cuc va tiéu cuc dé co quan quan 1y dua ra cac chinh sach phu hop. Pong thoi c6
thé hd trg phat hién t0i pham, quan ly céc dbi tuong khung bd nham tang
cuong an ninh quéc gia, dam bdo trat tu xa hdi.
1.1.6. C&c phwong phdp phdén lop di liéu

Do y nghia quan trong trong cac trng dung cta bai toan phan 16p dir liéu (1.1) —
(1.2), rat nhiéu cac phuong phap khac nhau da duoc dé xuit dé xay dung cac mé hinh
phan 16p dit liéu. Cac phuwong phap d6 bat nguén tir nhimng linh vuc nghién ctru khac
nhau va thuong st dung cac cach tiép can xay dung mé hinh rat da dang. Ching co
nhiéu hinh thtrc khac nhau va c6 thé dugc phan loai dua vao céc ti€u chi co ban sau:

- Céch thire tién xir 1y dir liéu mau (dic biét ddi véi céc truong hop dir liéu bi
thiéu va nhiéu).

- Cach thtc xur 1y cac kiéu thudc tinh khac nhau cua dit liéu mau (co thur tu,
ro1 rac hoac lién tuc).

- Céch thurc thé hién ctia mé hinh phan 16p dit liéu (duéi dang cong thiic toan
hoc, bd quy tic hay luat quyét dinh phan 16p).

- Cach thure rat gon, giam sb thudc tinh cua dit liéu can thiét dé cho ra quyét

dinh phan 16p.

- Hiéu qua ctia bo phan 16p xay dung dugc ddi véi bai toan cu thé duge xem xét.

Tat ca cac phuong phap tiép cap xdy dung mo hinh phéan 16p dir lidu khéc
nhau déu c6 kha niang phan 16p cho mdt mau dit liéu méi chua biét dua vao nhiing
mau tuong tu da duoc hoc. Cac phuong phap phan 16p dir liéu tiéu biéu cé thé ké
dén bao gdm: Phuong phap dua trén cac phan tich, tong hop, théng ké, Phuong
phap dua trén tiép can tap thd va phuong phép sir dung cac k¥ thuat hoc may.

Trong cac phuong phap ké trén, phuong phap st dung cac k¥ thuat hoc may
thuong dugc su dung trong qua trinh xay dung cdc mo hinh phan 16p va thu duoc

nhiéu két qua tich cuc. Day cling chinh la chu dé nghién ctru cua luan van.
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Trong muc tiép theo, luan vin trinh bay tong quan vé hoc may st dung trong

viéc giai quyét bai toan phén 16p (1)-(2).

1.2. Téng quan vé hoc may

1.2.1. Khdi ni¢m vé hoc mdy va phan logi cdc ky thudt hoc mdy
a. Khai niém vé hoc may

Hoc may 1a mot linh vyc cua tri tué nhan tao lién quan dén viéc nghién ctu
va xay dung cac ki thuét cho phép cac hé théng "hoc" tu dong tir dit lidu dé giai
quyét nhitng van dé cy thé .

Rat kho dé dinh nghia mot cach chinh xac vé hoc may. “Hoc - learn” ¢6 ¥
nghia khac nhau trong tirng linh vyc: tdm ly hoc, giao duc, tri tu¢ nhan tao, ...

Mot dinh nghia rong nhat: “hoc may 1a mot cum tir dung dé chi kha ning mét
chuong trinh mdy tinh dé tang tinh thuc thi dya trén nhiing kinh nghiém da trai qua”
hodc “hoc may 1a dé chi kha ning mot chuong trinh c6 thé phét sinh ra mot cau tric
dir lisu mai khéc voi cac cau trdc dir liéu cii”. Loi diém cia cac phuong phap hoc
may la n6 phat sinh ra cac luat tuong minh, c6 thé duogc sira doi, hodc duoc huan
luyén trong mot gidi han nhat dinh. Cac phwong phap hoc may hoat dong trén céac
dit lidu co dic ta thdng tin. Cac thong tin duoc trinh bay theo mot cau trdc géom 4

mure duoc goi la kim ty thap tri thire nhu trong hinh 1.5 dudi day [12].

Siéu
tri thirc

Tri thirc

Thong tin

Dir liéu

Hinh 1.5. M6 hinh kim tw thap: Tir dix liéu dén tri thirc


https://vi.wikipedia.org/wiki/Tr%C3%AD_tu%E1%BB%87_nh%C3%A2n_t%E1%BA%A1o
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Hoc may la su tu dong cua quy trinh hoc va viéc hoc thi tuong duong vai
viéc xay dung nhing luat dya trén viéc quan sat trang thai trén co s¢ dir liu va
nhitng su chuyén hoa cua ching. Pay 1a linh vuc rong Ion khong chi bao gém viéc
hoc tir mau, ma con hoc ting cudng, hoc voi “thay”, ... Cac thuat toan hoc dua trén
bo dir liéu mau va nhitng théng tin lién quan dé 1am dau vao va tra vé mot md hinh
dién ta nhitng két qua hoc lam dau ra.

Hoc may kiém tra nhitng vi du trude d6 va kiém tra luén ca nhitng két qua
cua ching khi xuat va hoc 1am cach nao dé tai tao lai nhitng két qua nay va tao nén
nhitng sy tong quat hda cho nhimg trudng hop méi.

N6i chung, hoc may sir dung mét tap hiru han dit liéu duoc goi I tap huan
luyén. Tap nay chaa nhitng mau dir liéu ma né dugc viét bang ma theo mot cach
nao d6 dé may co thé doc va hiéu duoc. Tuy nhién, tap huan luyén bao gio ciing
htru han do d6 khong phai toan bo dit liéu sé dugc hoc méot cach chinh xac.

Mot tién trinh hoc may gom 2 giai doan:

Giai doan hoc: hé thong phan tich dit liéu va nhan ra su méi quan hé (c6 thé
1a phi tuyén hoac tuyén tinh) gitra cac ddi teong di liéu. Két qua caa viéc hoc co thé
1a: nhom céac ddi twong vao trong cac Iop, tao ra cac luat, tién doan 16p cho cac doi
tuong moi.

Giai doan thir nghiém (testing): Mbi quan hé (cac luat, 16p...) dugc tao ra
phai duoc kiém nghiém lai bﬁng mot s6 ham tinh toan thuc thi trén mot phﬁn cua
tap dir liéu huin luyén hodc trén mot tap dir liéu 16n.

b. Phan loai cac ky thuat hoc may

Céc thuat toan hoc may dugc chia lam 3 loai: hoc cé giam sat, hoc khéng
giam sat va hoc ban giam sat.

Hoc ¢06 giam sat

Day 1a cach hoc tir nhitng mau dir lieu ma & d6 cac ki thuat hoc may gilp hé
théng xay dung cach xac dinh nhing I6p dir liéu. Hé théng phai tim mot sy mo ta

cho ting 16p (dac tinh cua mau dit liéu). Nguoi ta ¢6 thé sir dung cac luat phan loai
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hinh thanh trong qué trinh hoc va phan 16p dé c6 thé sir dung du bao céc 16p dit liéu
sau nay.

Xét bai toan phan 16p di lisu (1)-(2).

Thuat todn hoc may giam séat tim kiém khéng gian cua nhitng gia thuyét co
thé c6, ky hiéu 1a H. Déi vai cong viéc phan 1op cd thé xem gia thuyét nhu mét tiéu
chi phan 16p. Thuat todn hoc may tim ra nhitng gia thuyét bang cach kham pha ra
nhitng dic trung chung ctia nhitng vi du mau thé hién cho mdi 1op. Két qua nhan
dugc thuong & dang luat (Néu ... thi). Khi dp dung cho nhitng mau dit liéu méi, can
dwa trén nhitng gia thuyét da c6 dé du béo nhitng phan 16p twrong tng cia ching.

Déi véi mot hay nhiéu gia thuyét, can tim ude lugng tét nhat duéi dang mot
ham f : X — C. Néu nhu khong gian gia thuyét I6n, thi can mot tap dit liéu huan
luyén da 16n nham tim kiém mot ham xap xi tét nhat f.

Hoc khong giam sat

Pay 1a viéc hoc tir quan sat va kham pha. Hé thdng khai thac dir liéu duoc
g dung véi nhitng ddi tugng nhung khong c¢6 16p duge dinh nghia trude, ma dé
né phai ty hé thdng quan sat nhitng mau va nhan ra mau. Hé thong nay dan dén mot
tap 16p, moi 16p ¢ mot tap mau duoc kham pha trong tap dir liéu. Hoc khong giam
sat con goi la hoc tir quan sat va kham pha.

Trong trudng hop chi ¢6 it, hay gan nhu khong c6 tri thirc vé dir liéu dau vao,
khi ¢6 mot hé thdng hoc khéng giam sat s& kham pha ra nhitng phan I6p cua dit
liéu, bang cach tim ra nhirng thudc tinh, dic trung chung cua nhitng mau hinh thanh
nén tap dir liéu. Mot thuat toan hoc may ¢ giam sat ludn c6 thé bién doi thanh mot
thuat toan hoc may khéng giam sat khi sir dung nhén I6p dugc lya chon song song
véi qua trinh hoc.

Dbi véi mot bai todn ma nhitng mau dit liéu duoc md ta boi n dic trung,
ngudi ta co thé chay thuat toan hoc c6 giam sat n-lan, mdi 1an véi mot dic trung
khac nhau déng vai tro thudc tinh 16p, ma ching ta dang tién doan. Két qua s& 1a n
tiéu chi phan I6p (n bo phan 16p), véi hy vong la it nhat mot trong n bo phan 16p do

la dung.



14

C6 rat nhiéu thuét toan hoc khong giam sat duoc ra doi va phat trién nham
giai quyét bai toan phan cum phuc vy khai thac hiéu qua nguon dit liéu chua gan
nhan nhiéu va rit da dang. Viéc lya chon st dung thuat toan nao tuy thudc vao dix
liéu va muc dich cua tirng bai toan. Trong d6 cac thuat toan thuong dugc s dung
nhu: K-means, Luat két hop, ...

Hoc ban giam sat

Hoc ban giam sat la cac thuat toan hoc tich hop tir hoc giam sat va hoc khéng
gidm séat. Hoc ban gidm sat st dung ca dir liéu dd gan nhin va chua gan nhin dé
huan luyén - dién hinh 1a mét lugng nhé dit liéu c6 gan nhan cing véi luong 16n di
li¢u chua gan nhan.

Noi dung chinh caa hoc ban giam sét 1a hé thdng st dung maot tap huan luyén
(training set) gom 2 phan: cac vi du huan luyén c6 nhéan, thuong véi sé lugng (rat)
it, va cac vi du hoc khong c6 nhan, thuong véi sb lugng (rat) nhiéu. Cac dit liéu gan
nhan thuong hiém, dat va rat mat thoi gian xi ly, doi hoi sy nd luc cua con nguoi.
Trong khi d6, dit liéu chua gan nhan thi c6 rat nhiéu, nhung dé s dung vao muc
dich cu thé thi rat khd. Vi vay ¥ tuong két hop gitra dit liéu chua gan nhan va dir
licu da gan nhin dé xay dung mot tap phan 16p tot hon 1a ndi dung chinh cua hoc
ban giam sat. Boi vay hoc ban giam sat 1a mot y twong tot dé giam bét cong viéc
cua con nguoi va cai thién do chinh xac 1én muc cao hon.

Mot thuat toan hoc ban giam sat duoc st dung sé hoc cac mau c6 nhan, sau
d6 tién hanh gan nhan cho mét sb (c6 lya chon) cac mau khéng cé nhan - mot cach
hop 1y, c6 danh gia chat lugng cong viéc hay do chinh xac. Tiép theo, chon céc vi
du vira dugc gan nhan c6 do tin cay cao (vuot trén mot nguong chon trude) dua vao
két hop véi tap dit liéu c6 nhan, tao thanh mot tap dit liéu huan luyén méi.

Ap dung mot phuong phap kiém thir (co thé két hop véi mot tap dir liéu da
biét trudc nhan) dé danh gia hidu nang/do chinh xac ciia mo hinh.

Hoc ban giam sat dang gitra hoc khdng giam séat (khdng c6 bat ki dir liu da

dugc nhdn ndo) va cé giam sat (toan bo dit lieu déu duoc gan nhén). Viéc hoc béan
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gidm sat tan dung nhitng wu diém cua viéc hoc giam sat va hoc khong giam sat va
loai bo nhitng khuyét diém thuong gap trén hai kiéu hoc nay.
1.2.2. Ung dung hoc mdy xdy dwng mé hinh phén I6p dit ligu

Hoc may c6 ung dung rong khip trong cac nganh khoa hoc va cong nghé,
dic biét nhitng nganh can phan tich khéi luong dit liéu khong 10.

Qua céc ndi dung trinh bay & trén, c6 thé nhan thiy su twong dong giita qua
trinh hoc may va qua trinh phan 16p dir liéu. Do d6, hau hét cac k¥ thuat hoc may
déu co thé sir dung dé xay dung cac mo hinh phan 16p dir lidu.

Céc phuong phap phan 16p dir liéu tiéu biéu dua trén k¥ thuat hoc may co thé
ké dén bao gom:

- Phuong phéap Cay quyét dinh.

- Phuong phép Bayes (Suy ludn Bayes, mang bayes).

- Phuong phap M4y vecto hd trg (SVM).

- Phuong phap Mang no-ron nhan tao (Artificial Neural Network - ANN).

Trong luan van s€ nghién ctru va thir nghiém ba phuong phép phan 16p dix
liéu 1& Phuong phap Cay quyét dinh, Phuong phip Bayes va Phuong phap May
vecto hd tro.

1.3. Giéi thiéu chung vé hoc sau
1.3.1. Khdi niém vé hoc siu

Ban dau thuat ngit hoc sau (Deep Learning) xuét hién trong qua trinh xay
dung cac mang no-ron sau (deep neural networks) nham xir 1y tot hon cac bai toan
phtrc tap. Trong mang no-ron siu sé bao gom nhiéu 16p. Vi dy, md hinh mang no-
ron sau Google LeNet dé nhan dang hinh anh c6 22 16p. Khi do, dau ra ciia mot 16p
nao d6 s& duoc str dung nhu 1a dau vao cua 16p ké tiép.

Do d6, qua trinh hoc may sé sau hon va hiéu qua hy vong s€ dat dugc cao hon.

Nhu vay, hoc sau la mét chi ctia nganh hoc may dua trén mdt tap hop cac
thuat toan dé c6 gang mo hinh dit lidu triru twong héa & mirc cao bang cach sir dung
nhiéu 16p xtr Iy v6i ciu trac phiic tap, hodc bang cach khac bao gdm nhiéu bién ddi

phi tuyén.
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Céc qua trinh hoc sdu c6 thé mé ta nhu trong hinh 1.6 [19].

Select Deep

Understand Identify L _ Traingthe Test the
the problem Data Earning Model Model
Algorithm
Hiéu van dé Nhin dang Lua chon Huén luyén Kiém tra
dif liéu thuit toan

Hinh 1.6. Cac qua trinh hec sau

Mot trong nhitng hira hen ctia hoc sau 13 thay thé cac phuong phap thu cong
bang céc thuat toan hiéu qua doi véi hoc khong giam sat hodc ban giam sét va tinh
nang phan cip. Hoc sau vuot trdi hon so v6i hoc may truyén thong trong xir 1y céc
van dé phirc tap nhu nhan dang giong noi, xir Iy ngdn ngi tu nhién, phan loai hinh
anh, ....

1.3.2. Huong tiép cin hoc siu

Hudng tiép can hoc siu dau tién thuong dugc ké dén 1a cac mang no-ron sau.
Duéi day, luan van li¢t ké mot sb dang mang no-ron sau tham khao trén mang
Internet.

Mang no-ron tich chap

Mang no-ron tich chap (Convolutional Neural Networks - CNN) dugc xay
dung dé xtr 1y hinh anh. CNN thyc hién so sanh hinh anh theo tirg manh (con goi
la cac feature). Khi xem xét mot hinh anh méi, CNN khong biét chinh xé4c cic
feature nao s& khdp nén sé& thir tat ca cac manh co thé. Khi tinh toan sy khép cia
mot feature trén toan bd anh, da tao thanh mot filter (bd loc). Cac bo loc dugce xay
dung nho str dung cong thire tich chap.

Mang no-ron lap

Mang no-ron 1ap (Recurrent neural network - RNN) la mdt mang no-ron
nhiéu 16p, c6 thé luu trir thong tin trong cac nut bdi canh, cho phép né tim hiéu cac
chudi dit liéu va xuét ra mot sé hodc mot chudi khac. Noi mot cach don gian, do la

mdt mang no-ron nhan tao c6 két ndi gitra cac no-ron bao gom cac vong. RNN rat
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phu hop dé xir 1y dit liéu dau vao cac chudi. Do d6, RNN thuong duoc lya chon dé
xtr y vin ban hodc tiéng noi.

Mang no-ron chuyén doi

Mang no-ron chuyén d6i (Convolutional neural networks - CNN) 1a mot
mang no-ron nhiéu 16p voi kién trac doc ddo duoc thiét ké dé trich xuét cac tinh
ning ngay cang phuc tap cia dit liéu & mdi 16p dé xac dinh dau ra phu hop.

CNN chu yéu duoc sir dung khi ¢6 xtr 1y cac bd dit lidu phi cau tric va can
trich xudt thong tin tir no.

Huéng tiép can hoc siu tiép theo 13 hoc sau ctng cb (hay hoc ting cuong).

Hoc tang cuwong

Qua trinh hoc ting cuong c6 thé mé ta nhu trong hinh 1.7 [19].

,ﬂf"___ - % =

i Enwvironmnent
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) Reuag,
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Agent

Hinh 1.7. Qua trinh hoc ting cwong

Thong qua k¥ thuat hoc ting cuong, phan mém hoic may c6 thé tu hoc cach
hoat dong trong cac moi truong. Trong qua trinh hoc ting cuong, may khong duoc
cung cip cac hudng din vé két qua. Thay vao do, may tuan theo co ché thir nghiém
va 16i dé x4y dung va lwa chon cac két qua phu hop.

Mot hudng tiép can hoc sau khac 1a két hop nhiéu thuat toan hoc may véi
nhau dé c6 dugce do chinh xac cao hon so véi chi st dung mdt thuat toan duy nhat.
Cac phuong phap Ensemble va AdaBoost (Freund & Schapire, 1995) la cac vi du

dién hinh cho hudng tiép can nay.
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Phuong phap Ensemble két hop cdc mé hinh khac nhau véi muc tiéu dat
duogc ty 18 16i phan loai thap hon so voi sir dung mot mé hinh duy nhét. Khai niém
"mé hinh" trong cac phuong phap két hop dugc hiéu theo nghia rong, bao gdm
khong chi viéc thuc hién cac thuat toan hoc khac nhau, hodc tao ra nhiéu tap huin
luyén cho cung mdt thudt todn hoc, ma con 1a sinh ra cac by phan loai chung két
hop v6i nhau dé ning cao d6 chinh xac phan loai

AdaBoost 1a mdt bd phan loai manh phi tuyén phurc. AdaBoost hoat dong
trén nguyén tic két hop tuyén tinh cac bo phan loai yéu dé tao nén mot bd phan loai
manh va st dung trong sb6 dé danh ddu cac mau kho nhan dang.

1.4. Két luan chwong 1

Trong chuong 1 cua ludn van da gidi thi€u bai toan phan 16p dir liéu va khao
sat quy trinh phan 16p dit li€u cling nhu cac d¢ do danh gid cdc mo hinh phan 16p dir
liéu va cac ung dung khac nhau ctua phan 16p dit ligu.

Trong chuong nay luan vin ciing trinh bay tong quan vé cac hoc mdy va gidi
thiéu vé hoc sau.

Trong chuong tiép theo luan vin s& nghién ciru ba thuat toan hoc may dé xay

dung md hinh phan 16p 1a cay quyét dinh, Bayes va may vecto hd tro.
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CHUONG 2. NGHIEN CUU MOQT SO THUAT TOAN
HQC MAY

Trong chuwong 2 ludn van sé nghién ciru chi tiét mot s6 ky thudt hoc mdy dé
gidi quyét bai todn phén 16p dir liéu va mét sé van dé lién quan. C&C thudt todn sé
khdo sat gom: Cdy quyét dinh, Bayes va Mdy vecto hé tro.

2.1. Khio sat thuit toan cAy quyét dinh va cac van dé lién quan
2.1.1. Gidi thiéu phwong phdp

Cay quyét dinh 1a mot ciu tric ra quyét dinh c6 dang cdy. Cay quyét dinh
nhan dau vao 1a mot bo gia tri cac thudc tinh mo ta mot dbi tuong hay mot tinh
huéng va tra vé mot gia tri ro1 rac. M3di bo thudc tinh dau vao duogc goi 1a mot mau
hay mot vi du, dau ra goi 12 16p hay nhan phan 16p. Khi dé, véi tap thudc tinh dau
vao dugc cho dudi dang véc to X, nhidn phan 16p dau ra dugc ky hiéu 1a y thi cay
quyét dinh c6 thé xem nhu mot ham f(x) =y.

Cay quyét dinh dugc bicu dién dudi dang mét cau triic cay nhu trong Hinh

2.1 dudi day.

GoOc

If;IodE La Node Trong

Nhanh
[;Jode La| [:dode La
Hinh 2.1. Mé hinh cay quyét dinh
Trong cay quyét dinh, mdi nut trung gian, tirc 12 nat khac véi nit 14 va nat

gbc, tuong tng véi phép kiém tra mot thudc tinh. Mdi nhanh phia dudi cia nat d6

tuong Ung véi mot gia tri cua thude tinh hay mot két qua ciia phép thir. Khac véi nat
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trung gian, nGt 14 khong chtra thudc tinh ma chira nhin phan 16p. Dé xac dinh nhin
phan 16p cho mot dit liéu mau ndo d6, ta cho dir liéu mau chuyén dong tir gbe ciy
vé phia nt 14. Tai mdi nat, thudc tinh twong ng v6i nut dugce kiém tra, tiy theo gia
tri ctia thudc tinh d6 ma dir liéu mau duoc chuyén xuéng nhanh tuong Umg bén
dudi. Qua trinh nay Iap lai cho dén khi dir liéu mau téi duge nat 14 va duge nhan

nhan phan 16p 1a nhan cua nut 14 twong Gng.

Qua trinh xay dung cay quyét dinh thudng dugc thuc hién nhu sau:

(1) Bit dau tir nat don biéu dién tit ca cac mau.

(2) Néu cac mau thudc vé cing mot 16p, nut dang xét tré thanh nuat 1a va
dugc gan nhan bang 16p do.

(3) Nguoc lai, dung do do thudc tinh dé chon thudc tinh s& phan tach tdt nhat
cic mau vao céac 16p.

(4) Mot nhanh dugce tao cho ting gié tri cuia thudc tinh duogc chon va cac mau
dugc phan hoach theo.

(5) Lap lai tién trinh trén dé tao cay quyét dinh.

(6) Tién trinh két thuc chi khi bat ky diéu kién nao sau day 1a dung.

- Tt ca cac mau cho mot nat cho trude déu thude vé cung mdt 16p.

- Khong con thudc tinh nao ma mau c6 thé dua vao dé phan hoach xa hon.

- Khéng con mau nao cho nhanh.

Tuy nhién, néu khong chon duoc thudc tinh phan loai hop 1y tai moi nut, cé
thé sé tao ra cAy quyét dinh rat phurc tap. Trong thuc té, thudng sir dung hai céch sau
dé tao duogc cdy quyét dinh phu hop:

- Dirng phat trién cdy sém hon binh thudng, trude khi dat t6i diém phan 16p
hoan hao tap dit liéu huan luyén.

7
€ =499 ¢¢

- Str dung céc k¥ thuat “cat”, “tia” cay phu hop.

Trong cic muyc tiép theo, luan van s& khio sat mot sd ky thuat xay dung cay

quyét dinh.
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2.1.2. Xdy dung cdy quyét dinh dwa trén Entropy

Khai niém entropy ctia mot tap S dugc dinh nghia trong Iy thuyét thong tin 13
s6 lugng mong doi cac bit can thiét d& ma hoa thong tin vé 16p ctia mot thanh vién
rit ra mot cach ngdu nhién tir tap S. Trong truong hop t6i wu, ma co6 do dai ngin
nhat. Theo 1y thuyét théng tin, ma c6 d6 dai toi wu 12 ma gan —log, p bits cho théng
diép c6 xac suat 1a p.

Trong truong hop S 1a tip mau thi mdi thanh vién ctia S 1a mot mau. Mdi
mau thudc mot 16p hay cé mot gia tri phan loai. Gia str cic mau trong tap S thudc vé
mot trong ¢ 16p, trong d6 16p thuri (1 <i<c¢) céd ty 1€ 1a pi.

Do do Entropy cua tap mau S duoc dinh nghia bsi cong thirc sau [15]:

Entropy(S)=> - p, log, p;  (2.1)

C
>~
Vé ban chét, do do Entropy phan 4nh tinh khong dong nhat ciia tap mau S so
v6i cac 16p c6 trong i. Entropy 1a mot s6 do dé do do pha tron ciia mot tap mau.
Trén co s& do, ta s& dinh nghia mot phép do hiéu sut phan loai cdc mau caa
mat thudc tinh. Phép do nay goi la lugng thong tin thu thém va ky hi¢u la Gain.
Mot cach chinh xac hon, Gain(S,A) cta thudc tinh A, trén tap S, duoc dinh
nghia nhu sau:

Gain(s, A) = Entropy(S)— Y. IS—“'Entmloy(Sv)

veValues(A)

Trong d6 Values(A) 13 tip hop c6 thé c6 cac gia tri cua thudc tinh A, va Sy 1a
tap con cua S chra cdc mau c6 thudc tinh A mang gia tri v. Gia tri Gain(S, A) duogc
str dung 1am do do lua chon thudc tinh phan chia dit liéu tai mdi nit trong qud trinh
xay dung cay quyét dinh. Thudc tinh dugc chon la thude tinh cho lugng thong tin
thu thém 16n nht.

Céc thuat toan xay dung cdy quyét dinh dva trén Entropy c6 thé tom tat nhur
sau [15]:

- V&i mdi thude tinh A chua st dung tinh Gain (S, A) theo cong thirc trén;
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- Chon thudc tinh P sao cho Gain(S, P ) ¢6 gia tri 16n nhét trong cac thudc
tinh A ké trén;

- Gan node tuong g vai thudc tinh P.

Céac thuat toan xay dung cdy quyét dinh 1D3 (Iterative Dichotomiser 3),
C4.5, JA8 1a cac thuat toan dua trén Entropy. Trong do, ID3 dugc Quinlan xay dung
vao nim 1979. Sau d6, J. Ross Quinlan d3 phat trién ID3 thanh C4.5. Thuat toan

J48 1a mdt dang cua C4.5 thuong duogc cai dat st dung trong thuc té.
2.1.3. Danh gia phwong phap

Mo hinh phan 16p dit liéu sir dung cay quyét dinh co cac vu diém sau day.

- Cay quyét dinh tu giai thich va khi dugc gan két lai, ching c6 thé dé dang
tu sinh ra. Noi cach khac, néu cay quyét dinh ma c6 sb lugng nut 14 vira phai thi
ngudi khong chuyén ciing dé dang hiéu dugc nd. Hon nira, cay quyét dinh ciing c6
thé chuyén sang tap luat. Vi vay, cay quyét dinh duoc xem nhu 1a dé hiéu, dé su
dung khi phan 16p dir liéu.

- Cay quyét dinh c6 thé xtr Iy dugc nhiéu kiéu cac thudc tinh dau vao. Cay
quyét dinh dugc xem nhu 14 mot phuwong phap phi tham sé.

Bén canh d6, cay quyét dinh ciing c6 nhitng nhugc diém sau day:

- Khi cay quyét dinh st dung phuong phap “chia dé tri”, chung c6 thé thuc
hién t6t néu ton tai mot s thude tinh lién quan chat ché voi nhau, nhung sé kho
khan néu mot s6 twong tac phurc tap xuat hién.

- Cac dic tinh lién quan cta cdy quyét dinh din dén nhimg khé khin khac

nhu 1a d§ nhay vdi tap huan luyén, cac thudc tinh khong phu hop, hay c6 nhiéu.
2.2. Khio sat thuit toan Bayes va cac vin dé lién quan

2.2.1. Gioi thiéu phwong phap

Y tudng co ban cia cach tiép can phan 16p dir liéu Bayes 1a sir dung cong
thirc Bayes vé xac suit c6 diéu kién dé lua chon két qué phan 16p 1a su kién cé xac

suét 16n nhit.
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Cong thuc Bayes:

P(E|H).P(H)

P(H|E) = "E0%

(2.2)

Trong do:

- H (Hypothesis) 1a gia thuyét va E (Evidence) 1a ching ct hd trg cho gia

thuyét H.

- P(E|H): xé4c suat E xay ra khi H xay ra (x4c suét c6 diéu kién, kha ning cta

E khi H dung) thuong goi 13 x4c suit tién nghiém.

- P(H|E): x4c suat hau nghiém cua H néu biét E.

Mot s thuat toan phan 16p dit liéu dugc dé xuat dua trén cong thirc (2.2).
Trong myc tiép theo, luan van sé khao sat thuat toan Naive Bayes va mang Bayes.

2.2.2. Thuat toan Naive Bayes

Thuat toan phan l16p Naive Bayes (Naive Bayes Classification - NBC)
thuong duoc goi ngin gon 1a thuat toan la Naive Bayes [19]. Thuat toan Naive
Bayes dua trén dinh Iy Bayes (2.2) dé dua ra cac phan doan ciing nhu phan loai di
liéu dua trén céac dir li¢u dugc quan sat va théng ké.

Xét bai toan phan lop dir li€u (1.1)-(1.2). M6 hinh phan 16p dir 1iéu Bayes
duoc xay dung dua trén cong thic (2.2) voi moi 16p dir lidu ci € C = {c1, Ca, ..., cm}
nhu sau:

- Lwa chon sy kién H = “Dit liéu mau thudc 16p ¢i”’; E = “Thoa man diéu kién
doi véi mot so thudc tinh thude A”.

- Tinh cac xac suit P(E), P(H) va P(E[H) trong tip cic mau dir liéu hudn

luyén.
- Tinh xac suat P(H|E) theo cong thirc (2.2).
- Lya chon E sao cho xéac suat P(H|E) dat gia tri 16n nhat.
Pé thuc hién phan 16p d6i v6i dit liéu méi z = (z1, 2, ..., z) ta s& tién hanh

nhu sau:
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- Tinh x4c sudt P(H|( z1, Z2, ..., z«)) theo cong thic (2.2) theo nghia cac thudc

tinh ctua Z xét trén E tuong ing;

- Xuat két qua x€p dit liéu Z vao 16p ci ung voi 16p c6 xac suat tinh dugc &

budc trén 1a 16n nhat.
2.2.3. Mang Bayes

Mang Bayes (Bayesian network) 1a mot mé hinh xac suit dang dd thi [19].

Mang Bayes 1a mot do thi c6 huéng khong chira chu trinh bao gdom:
« Céc nut biéu dién cac bién ngau nhién (goi tit 14 bién);

« Céc cung biéu dién cac quan hé phu thudc thong ké giita cac bién va phan

phoi x4c suat dia phuong cho moi gia tri néu cho trudc gia tri cua cac cha cua no.

Néu c6 mét cung hudng tir nit A t6i nat B thi B goi la con ciia A va A duogc
g0i 14 cha ctia B. Khi d6, bién B phu thudc truc tiép vao bién A. V&i mdi bién B, ky
hiéu tap hop cac cha ctua B 1a Parent(B).

Vi moi bien Xi (1 <1i < n) dinh nghia xac suat c6 diéu kién phu thudc cta

céc bién 1a tich ctia cac xac suat dia phuong:
P(X4, ..., Xn) =] P(Xi|Parent(Xi), 1 <i<n) (2.3)

Néu bién Xi khdng c6 cha thi xac sut dia phuong ctia Xi 1a khong co6 diéu
kién. Nguoc lai, xac suét dia phuong cua X la ¢ diéu kién. Néu bién dugc biéu
dién bai mot nut duge quan sat, thi ta noi rﬁng nut do 1a mot chirng cur (evidence

node).

Xét mot mang Bayes don gian mo ta sy viée dat bi u6t (GRASSWET - G)

dugc mo ta trong hinh 2.2 dudi day.

C6 hai 1y do dé xay ra hién twong nay la do duoc tudi nuée (SPRINKLER -
G) hodc do troi mua (RAIN - R). Trong trudng hop nay, mdi bién cé hai trang thai
c6 thé 1a: T (dung) hodc F (sai). Khi d6, xac suit phu thudc c6 diéu kién duoc tinh
theo cong thirc (2.3) nhu sau: P(G,S,R) = P(G | S,R).P(S | R).P(R).
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C SPRINKLER 4 \RAIN

- »

GRASSWET

Hinh 2.2. M6 hinh mang Bayes

Gia str c6 cac so6 liéu quan sat dugc nhu sau:

P(R=T)=0,2; P(R=F) = 0,8

P(R=F, S=F)=0,6; P(R=F, S=T)=04;
P(R: T, S= F): 0,99; P(R: T, S= T): 0,01

P(R=F, S=F, G=F)=1,0; P(R=F, S=F, G= T)= 0,0;
P(R=F, S=T,G=F)=0,1; P(R=F, S=T, G=T)=0,9;
P(R=T,S=F, G=F)=0,2; P(R=T, S=F, G=T)=0,8;
PR=T,S=T,G=F)=0,1;P(R=T,S=T, G=T)=0,9

Tir d6, ¢ thé tinh P(RAIN=T | GRASSWET=T) = 35.77%. Nhu véy, néu dat

bi udt thi c6 kha nang tro1 mua 1a 35,77%.

Xét bai toan phan 16p dir liéu (1.1)-(1.2). M6 hinh phan 16p dir liéu s dung
mang Bayes duogc xdy dung dua trén cong thic (2.3) véi mdi 16p dit liéu ci € C =

{c1, Co, ..., cm} sao cho xac suat dia phuong tai nut biéu dién ¢i c6 gia tri lon nhat.
2.2.4. Danh gia phwong phap

So voi cac phuong phép khéc, phuong phap phan 16p dit li¢u Bayes 1ap luan
theo kinh nghiém duoc tich lity va ap dung vao mé hinh phéan 16p dbi twong kha linh
hoat va phu hop véi dic trung cta bai toan cu thé. Cac co ché udc luong trong
phuong phap nay ciing gan giii v6i cach suy luin thong thuong. Phuong phap phan

16p dir liéu Bayes duoc ing dung rat rong ri bai tinh dé hiéu va dé trién khai.
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Tuy nhién, phuong phap phan 16p dir liéu Bayes cho hi¢u qua khong cao
trong truong hop tap dit licu mau co do phtrc tap 16n va cac thudc tinh cua dir ligu
mau c6 quan hé phy thudc hodc khong dy du. Trong nhiing trudng hop nay, ¢ thé

st dung mang Bayes.

2.3. Khao sat thuat toan may vecto hd tro va cac van deé lién quan
2.3.1. Gioi thiéu phwong phap

May vector hd tro (Support Vector Machines - SVM) duoc Cortes va Vapnik
gidi thiéu vao nam 1995 trén co s& mé rong tir chuyén dé 1y thuyét hoc thong keé
(Vapnik 1982), dya trén nguyén tic t6i thiéu rui ro ciu trac (structural risk
minimization). Y tuéng chinh ciia SVM dé giai quyét bai toan phan 16p (1.1)-(1.2)
1a 4nh xa tap dit liéu mau thanh cac vector diém trong khong gian vector RY va tim
cac siéu phang c6 hudng dé chia tach ching thanh cac 16p khac nhau.

Dinh 1y 2.1 sau day dam bao co s¢ toan hoc cho SVM [5].

Pinh 1y 2.1: Cho tap hop gdm m diém trong khong gian RY. Ta chon mot
diém ndo d6 trong ching lam diém gdc va tao thanh m-1 vector diém. Khi d6 m
diém da cho co thé dugc phan tach boi mot siéu phang c6 hudng khi va chi khi tap
hop céc vector diém 1a doc 1ap tuyén tinh.

Khoang cach cua diém dir liéu gin nhét ctia mdi 16p dén siéu phang phan
tach goi 1a bién (hay 18). Trong sb cac siéu phang théa man dinh 1y 2.1, siéu phang
t61 uu co bién 16n nhit s& duoc lya dé phan tach cac diém. Céac k§ thuat SVM nhim
nghién ctru xay dung cac siéu phang toi vu ndy mot cach hiéu qua nhat.

Xét bai toan phan 16p dit lidu (1.1)-(1.2). S6 lugng m cac 16p trong tap C co
thé nhén gi trj bat ky 16n hon 1. Tuy nhién, c6 thé quy bai toan phan 16p téng quat
vé bai toan phan 16p dir liéu voi m =2. Bai toan nay dugc goi 1 phan 16p nhi phan.

Trong bai toan phan 16p nhi phan, cac dir liéu miu xi dugc biéu dién dudi
dang véc to trong khong gian véc to RY. Cac mau duong 13 cac mau xi thudc linh
vuc quan tdm dugc gan nhan yi = +1; cac mau am 1a cac mau x; khong thudc linh

vuc quan tdm dugc gan nhan yi = -1.
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Can x4c dinh mot siéu phiang ranh giéi c6 bién 16n nhat dé phan tach tap hop
cac mau thanh hai 16p dir liéu c6 nhin tuwong tmg la +1 va -1.

DJ chinh xac cua bo phan 16p SVM phu thudc vao dd 1én cua bién. Tam
quan trong cua bién dugc minh hoa trong hinh 2.3.

'y

Hinh 2.3. Hinh TAm quan trong ciia bién ddi véi siéu phang phan tach

Trong hinh 2.3, c6 thé nhdn thiy ring, cic diém c6 khoang cach dén siéu
phang 16n nhu diém A thi khi dugc yéu cau phan 16p cho A dé dang gan né vao 16p
+1. Trong khi d6 voi diém C ngay sat siéu phang s& duoc du doan thudc 16p +1
nhung c6 thé thanh 16p -1 néu c6 mot su thay doi nho cia siéu phang. Piém B nam
giira hai trudng hop nay. Tong quat, tit ca cac diém cach siéu phang mot khoang du
16n déu duoc phan 16p mdt cach chinh xac. Nguoc lai, thi két qua phan 16p co thé
khong chinh xéc. Vi vay, khoang cach bién cang 16n thi siéu phang quyét dinh cang
t6t va d6 chinh xac phan loai cang cao.

Trong hinh 2.4 [5] m6 ta truong hop siéu phang phén tach c6 bién t6i wu.

A

Hinh 2.4. Vi du vé bién t6i wu ciia siéu phing phén tich



28

Quan sét hinh 2.4, ¢6 thé nhan thiy cac diém duoc khoanh tron chinh 13 cac
diém gan siéu phang phan tach h nhat va duoc goi 1 cac vector hd trg (Support
vectors). Hai siéu phang song song véi h va di qua cac vector hd trg con duoc goi la
1& (margin). Phan dugc t6 mau 1a khoang cach tir h dén cac diém gin nhat cua hai
16p dugc goi 1a bién.

MG&i siéu phing c6 thé duoc biéu dién dudi dang:
w.Xx+Db=0. (2.4)
Trong do6:
- w la vector phap tuyén cua siéu phang.

\ A, A . B . , cn A A X i 2
- b la mot s6 thuc véi o la khodng céach gilra gdc toa do va si€u phang

theo hudng vector phap tuyén w.
- w.x biéu thi cho tich v6 hudng cia w va x.
Ham f(xi) = w.x, + b twong duong voi
f(Xi) = Wi.Xi1 + WoXi2 + ... + wnXin + b (2.5)
bat

h(x_Ij = sign f(x;) = sign (W.x, + b) = {tt g?} —:_ Ei% (26)
Dit liéu s& dugc phan loai dwa vao h(x;) thanh hai 16p -1 va +1 theo (2.6).
Muc tiéu cia SVM 14 tim w va b sao cho siéu phang phan tach tap dir liéu

huin luyén dang w.x + b =0 co 1& 16n nhét. Trong cac muc tiép theo, luan van sé

khao sat cac ky thuat SVM dé dat duoc muc tiéu dit ra.
2.3.2. Thudt toan SVM tuyén tinh véi tap di ligu phan tich dwoc

Gia sir tap hudn luyén T = {(x1, Y1), (X2, ¥2), ..., (Xn, Yn)} c6 thé phan tach
tuyén tinh dugc. Hai 18 cua siéu phang w.x + b =0 sé la:
Lécong: w.x +b=+1. L& tre: wx +b=-1
Cong thuc tinh khoang cach tir mot diém x; t6i mot siéu phang w.x +b =0 la:

lw.x; + bl (2.7)
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Véi ||w|| 1a do dai ctia w:

Wl = VEWw S= |w?+ w2 + -+ w2
1 2

(2.8)

Dé tinh do rong cua bién, tinh tong khoang cach tir 2 1& cong va 1& trir dén
siéu phang w.x + b = 0. Chon 2 diém x1 V& X2 trén siéu phang w.x + b = 0 nghia la:
wxi+b=0vawx+b=0 (2.9)
Theo (2.7) khoang cach tir x1 dén 1& cong 1a:
_ |wx, +b —1] (2.10)

Tu do:
_wex b1 1)1 (2.11)

[Iwl| [Iwll - TIwll

d,

Tuong tu véi d_, suy ra d6 rong bién (m):

12
m=d,+d_ = - (212)

Nhu vay viéc tim siéu phang tdi uvu twong duwong véi viée tim cuc dai hoa
2

[[wl]

voi didu kién:
{ wx;+b =21, y=1
w.x;+b <-1, y;=-1 (2.13)
Vi=l,...n

Tuong duong:

min,, ; ||w|| v6i rang budc yi(w.xi +b) >1 Vi=1,...,n (2.14)
Bai toan nay rat kho giai nhung néu chuyén muc tiéu tir ||w|| sang §||W||2 thi
bai toan chuyén sang bai toan quy hoach 16i (ham muc tiéu 16i, rang budc tuyén
tinh) c6 nghiém t6i wu trong dwong vai bai toan cii. VAy can giai bai toan:
: 2
min - ||w
nin > [|w]

(2.15)
v&i rang budc yi(<w.xi >+ b)>1 Vi=1,...,n
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D¢ giai bai toan trén can xét bai toan cuc ti€u hoa f(x) véi diéu kién g(x) < 0.

bicu kién can dé xo la mot 101 giai:

d

—(F@ + ag®)|, _, _q 15
g(x) <0 |

Véi a 14 hé s6 nhan Lagrange.

Trong trudng hop c6 nhiéu rang bude dang thire gi(x) =0 (i = 1,...,n) thi can

phai c¢6 hé s6 nhan Lagrange cho moi rang budc:

a mn
a(f(x) . Zafgf(x)) )

i=1
gi(x) =0

Vi ai 1a hé s6 nhan Lagrange.

Ham Lagrange doi v6i (2.16) chinh 1a:

mn

= 1) + ) gk

s (2.18)
Nhu vay suy ra ham Lagrange ddi vdi (2.14) la:
Lwb.@) = >|[wl* i < >+b—1
(wb,0) = SIWlP = ) aulyi(< w.x, )] 219

=1
Véi ai> 0 12 hé s6 nhan Lagrange.
Pé tim L(a) = infwp(L(w,b,a)) ta tinh dao ham L(w,b,a) theo w, b va dat

bang 0.

8L(W,b a) Z
=w-— :}’: _

dL(w,ba) i .
da = a;yi =

i=1
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= n i=1
Z a;y; =0
i=1

Thé vao L(w,b,a) ta c6:

2 n n n
- Z {Ii}’iz {IJ,}’} < x}-xl- >+ Z o;
i=1 j=1

i=1

mn

Z a;yix;

i=1

L(@) =5

[Nz

n
1
a; — E Z ala}yly} < xl-xj =

=1 i,j=1

Vay bai toan ddi ngiu Lagrange la:

n 1 n
m{?xz =3 Z A Yiyj < XiX; > (2.21)

ij=1
Vi diéu kién

n

Zai}”i =0

i=1
a; =20,i=1,..,n

Ap dung diéu kién Karush-Kuhn-Tucker (KKT) mot trong hai diéu kién
KKT & nghiém t6i uu cia bai toan tdi wu trén 1a:
a;lyi(<w,x>—-b)—1] =0
C06 hai truong hop xay ra voi ai do la:
- 0i=0,viw=X", a;y;x; nén mau hoc xi s& khong tham gia vao viéc tinh
todn w va b.
- ai>0suyra
yi(<w,x>-b)=1
Nghia 14 xi s& nam trén mot trong hai 1& w.x + b = +1 hodc w.x + b = -1. Khi
dé xi duoc goi la cac vector hd tro.
Ta tinh duoc:

b =yi-W.Xi (2.22)
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Trong thuc té, goi SV 1a tap cac vector hd trg, Nsy = s6 vector hd tro, khi d6

b duoc tinh bang cong thirc:

1 &
b= @;@f —w.x;) (2.23)
Dbi v6i mot mau can phén 16p chi can tinh gia tri:
sign(< w.x > +b) = sign( Z a;.y; < xi.x > +b)
x; €SV (2.24)

Néu (2.24) tra vé 1 thi mau dugc phan vao 16p c6 nhin duong va ngugc lai.
2.3.3. Thudt toan SVM tuyén tinh véi tap di liéu khong phén tich dwoc

Truong hgp SVM tuyén tinh véi tap dit liéu phan tach dugc 1a mot truong
hop 1i twong. Vai cach tim 18 16n nhat nhu trén chi giai duoc khi dir liéu phéan tach
dugc va cach tim 1& nay goi 1a 1& cung (hard margin). Trong thuc té, dit liéu huan
luyén cé thé bi nhiéu hoic gan nhan sai. Mot sb6 diém thudc 16p +1 nhung lai nam
trong vung cua 16p -1. Trong truong hop nay can phai mém hoa cac rang budc hay
con goi 13 sir dung C-SVM voi 1é mém (soft margin). C-SVM c¢6 thé gan nhén sai
cho mot s6 miu huin luyén. Néu khong tim dugc siéu phang nao phan tach duoc
hai 16p dir liéu thi C-SVM s& chon mot siéu phang phan tach cac dit liéu huan luyén
t6t nhat c6 thé dong thoi cuc dai hoa khoang cach giita siéu phang véi cac dir lidu
dugc gan nhan dang.

Dé giai quyét cac trudong hop néu trén can néi 1ong cac didu kién bang cach sir
dung &> 0 nhu sau:

<W.X>+b>1-§&néuyi=+1

<WX>+b<-1+&néuyi=-1

D61 véi mot mau bi 16i thi & > 1 va Y. &; s& 1a gidi han trén cia 15 trong tap
dir liéu huan luyén.

Nhu vy, can phai tich hop 13i trong ham t6i uu muc tiéu bang cach gan gia
trj chi phi cho cac 151 vao ham muc tiéu méi. Bai toan t6i uvu gdc chuyén thanh nhu

Sau:
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1 n
o 2 RY
min - [lw +C(ZEJ

Vi cac rang budc
{yi(< w.x; > +b)=1-¢
& =0
i=1,...,n (2.25)

Trong d6 C > 0 13 tham sb xac dinh muc do chi phi 16i (penalty degree). C
cang 16n thi mirc do chi phi d6i v6i cac 18i cang cao. N6 anh huong dén do cuc dai
bién va lam giam s6 lugng cac bién phu &. Gia tri k=1 duoc sir dung pho bién dé co
biéu thirc d6i ngiu don gian hon.

Nhu vy, khac véi bién cting, ngoai tim cuc tiéu hoa cua |[w]|> con phai thém
vao khoang cach cta cac diém 16i dén vi tri ding cta no.

Anh huéng cua C dén d6 rong bién va sb luong cac bién phu & s& duoc thay
o hon trong hinh 2.5 dudi day [5].

Bién mém v&i C = 200 Bién mémv&iCc =2

Hinh 2.5. Anh hwéng ciia C dén d¢ rong bién

Trong hinh 2.5 ta thdy voi bién mém C=200 do rong ctia bién 1a rat bé, chi co
cac diém ngay sat siéu phang méi chiu anh huéng 16n. Didu nay lam gia ting xac
suét phan 16p 16i. Con bién mém voi C=2 thi d6 rong bién 16n hon, béd qua mot sb
diém & gan 18 khién ting sd luong cac bién phuy &, hudng cta siéu phang ciing thay

doi vi the xac suat 161 cling giam.
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Bay gio ta tim bai toan d6i ngau Lagrange:

1 \ \ n
Lp =5 lIwl +E(ZE£)Z“£[}"£((W-X£)+EJ)1+Ei];ﬂi‘fi (2.26)

i=1 i=1

Lay dao ham theo w, b, & ta co:

aLp -
F —Zﬂ'i}’i-’fi =0
n

Thay vao ta duogc:

n 1 n
L=infypelp = Z @ =5 Z a;a;y;yy i)
i=1

ij=1

Vay bai toan ddi ngiu Lagrange la:

n n
1
max j a@; — 2 aiajyiyj(x:'xj)
i=1 ij=1

Vi cac rang budc
mn

Zﬂfi}’i =0

i=1
0=a; =C, Fi=1,..,n

Pé tinh b chon bat ki mot i nao d6 dé 0< ai <C suy ra:

(2.27)

(2.28)

(2.29)
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mn

1
b=—- Z a;y;{x;.x)

e (2.30)
Siéu phang phan tach dir lidu:
ﬂﬂzhﬁﬂ+b=2;mﬁmﬂ+b=0 231

Dé phan 16p mot vi du méi chi can tinh sign({w. x} + b) nhu véi 1& ctng.
2.3.4. Thudt toan SVM phi tuyén phin l6p nhji phén

Trong thuc té cac tap dir liéu huan luyén c6 ranh giéi quyét dinh 1a khong
tuyén tinh vi vay rat kho giai quyét. Tuy nhién c6 thé chuyén tap dir liéu huan luyén
nay vé dang tuyén tinh quen thudc bing cich anh xa dit lidu nay sang mot khong
gian 16n hon goi la khong gian déc trung (feature space). Vi khong gian dac trung
phu hop thi dir li¢u huan luyén sau khi anh xa sé tr¢ tuyén tinh va phan tach dir liéu
s& it 16i hon so voi khong gian ban dau. Phuong phap SVM phi tuyén co6 thé phan
thanh hai budc nhu sau:

Buéc 1: Chuyén d6i khong gian dit liéu ban dau sang mot khong gian dic
trung khac (thuong cé s6 chiéu 16n hon), khi d6 dir 1iéu huén luyén c6 thé phan tach
tuyén tinh duoc.

Buéc 2: Ap dung céc cong thirc nhu véi SVM tuyén tinh.

Gia str dir liéu xi ban dau thudc khong gian R" ta sir dung mot ham anh xa ¢
dé chuyén tap dir liéu xi sang khéng gian R™.

¢: R™* — R™

x > ()
Tap huan luyén ban dau
T={(x1, y2), (2, ¥2), ..., (xn, Yn)}

Duogc anh xa thanh tap

T = {(¢(x1), Y1), (§(x2), Y2), ..., (¢(xn), Yn)}
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Y

Khong gian dau vao Khéng gian dac trwng

Hinh 2.6. Anh xa tir khdng gian 2 chiéu sang khong gian 3 chiéu
Nhu vi du trong hinh 2.6 [5], trong khong gian 2 chiéu khong thé tim duoc
mot siéu phang phan tach dir liéu thanh hai phan riéng biét. Tuy nhién, sau khi anh
xa dir liéu huan luyén tir khong gian R? sang khong gian R® thi dé dang xac dinh
dugc ngay siéu phang phan tach dir liéu. Khi d6 xi trong khong gian R? s& twong

g véi ¢i trong khdng gian R3. Bai toan tdi vu trd thanh:

n
1
- - 2 .
min=[wll?+C ) &,
i=1
Vi rang budc:

{yl-(< w.p(x;)>+b)=1-§& vi=1,...,n
& =0 i=1,..,n

S,

Bai toan d6i ngau Lagrange tuong ung la:

mn 1 mn
mfxz a; — > Z Cffajyfyj<¢(xi)¢(xj))

ij=1

(2.32)

Vi cac rang budc

mn

Zﬂfi}’i =0

i=1
0=a; =C, Fi=1,..,n
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Siéu phang phan tach dir liéu:

n

F@G) = w.6(0) +b = ) a@()p () +b =0,

i=1
Viéc chuyén doi khong gian truc tiép s& gip van dé vé chi phi thoi gian néu
s6 chiéu ctia khong gian dau vao 13 qua 16n, hodc mot sd truong hop voi sb chiéu
khong gian ddu vao nho nhung van tao ra khéng gian dic trung c6 sb chiéu 16n.
May mén 14 ¢(x) chi xut hién duéi dang tich vo hudng ¢(x).9(z) ma khong xuat
hién riéng r&. Chinh vi vy sir dung ham nhén c6 thé giai quyét duoc van dé nay.
Ham nhan c6 mot s tinh chéat nhu sau:
- Mot ham nhan K duoc xac dinh khi t6n tai ¢ sao cho K(x,y) =
0(x)-0(y).
- Gia s ¢6 m diém mau, ta 1ap mot ma tran K;; = K(Xix;) voi
1,)=1,...m.
Ngudi ta ching minh duoc rang: Néu K 1a ham nhén thi ma tran Kij s& 1a ma
tran nira xac dinh duong (cO cac gia tri riéng ctua ma tran > 0).
- Néu Ki(x,y) va Ka(x,y) 1a ham nhan thi Ks(x,y) ciing 12 ham nhan

K3(x:y) = Kl(xfy) + Kz(x:}")
Ki(x,y) = aK,(x,y) aeR"

K:(xy) = Ki(x,y). K> (%, y)

Viéc lra chon ham nhan phu thudc vao timg tng dung cu thé. P6i voi phan
loai vin ban nén st dung cac ham nhan da thic v6i sb bac thap vi sé chiéu dic
trung ctia chung di du 16n. Mot s6 ham nhan thudng dugc st dung do 1a:

e Ham nhan da thire: K(x,y) = (x.y + ¢)? v6i d 1a bac da thirc. Chiéu cua
khong gian dic trung twong g véi ham nhan nay 1a q = €%, ;_,. Ham nhan
K(x,y) ndy c6 thé chuyén tit ci cic mat cong bac d trong khong gian R"
thanh mot siéu phang trong khong gian dic trung.

—llx—zlI?

e Ham ban kinh co ban (Radial Basis Function) K(x,y)=e 2¢ v&i 6>0.
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Chiéu ctia khong gian dic trung v6i ham nhan nay 13 oo nén né ¢ thé chuyén
mit cong bat ki trong khong gian R" thanh mot siéu phang trong khong gian dic
trung.

e Ham nhan tuyén tinh (Linear Kernel) K(x,y) = (x".y)".

2.3.5. Thudt todn téi thiéu tuan tw SMO

Ca hai bai toan gdc va bai toan d6i ngiu cia thuat toan SVM déu 1a bai toan
t61 wu bac 2 (Quadratic Programming) va déu c6 thé giai bang phwong phap diém
trong (interior-point methods). Tuy nhién, khi s6 luong miu hoc N 16n thi ma tran
K ciing 16n 1én theo bac 2 ciia N. Vi vay phuong phap diém trong ciing c¢é thoi gian
chay rat lau ¢ N3. Vi vay, chung ta phai loi dung ciu tric ctia bai toan tdi wu trong
thuat toan SVM dé tang tdc do t6i vu hoa.

Thuat toan tbi thiéu tudn ty (Sequential Minimal Optimization — SMO) 1
thuat toan tdi wu danh riéng cho phwong phap SVM do J. Platt dwa ra vao nim
1998. Y tudng chinh cta thuat todn nay la:

e Thay vi khéng ché tit ca cac rang budc, ta c¢b dinh phan 16n cac bién Ai va

chi t61 vu hoa mot cap (Mi, Aj) ndo do.

e Gia tri toi wu cua cip (Ai Aj) c6 thé viét dudi dang cong thic (cta dir lidu

va céc bién Ai khac) chur khong can chay mot thuat toan t6i wu ndo ca.

e Lan luot chon cic cip (A Aj) theo mot tiéu chi (heuristics) nio d6 dé

thuat toan nhanh chong héi ty vé nghi¢m tdi wu.
Thuét toan t6i thiéu tuan ty SMO dugc str dung trong hau hét tat ca bai

toan cai dat thuat toan SVM.
2.3.6. Thudt todn SVM phdin lop da lop

Cac k¥ trinh bay trong cac muc trén ap dung cho phan 16p nhi phan. Trong
muc ndy, ludn vin s& khao sat phuong phap SVM phan 16p da 16p.Y tudng giai
quyét bai toan phan 16p da 16p 1a chuyén vé thuc hién nhiéu bai toan con phan 16p
nhi phan. Khi d6 cac thuat toan nghién ctru trong cac muc trén s€ dugc s dung

trong cho mdi bai toan con.
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Xét bai toan phan 16p dit lidu (1.2)-(1.3) voi sb 16p m > 2. Dé giai quyét bai
toan nay s& tién hanh gidi mot sd bai toan phan 16p nhi phan. Cac chién luoc phan
16p da 16p phd bién nay la One-against-All (OAA) va One-against-One (OAO) [3],
[5].

(a): Chién lugc OAA (b): Chién luoc OAO

Hinh 2.7. Phan 16p da 16p sir dung chién lwrgec OAA va OAO

Trong hinh 2.7, chién luoc OAA va OAO phai xay dung céc siéu phiang dé
phan tach ting 16p ra khoi tat ca cac 16p khac theo chién luoc khac nhau.

Chién lugc One-against-All (OAA — Chién lwgc 1/m)

Chién lugc nay sir dung (m-1) bo phéan 16p nhi phan ddi véi m 16p. Bai toan
phan 16p m 16p dugc chuyén thanh m-1 bai toan phan 16p nhi phan. Trong d6, bo
phan 16p nhi phan tha i duoc xay dung trén qui wéc mau thuoc 1op tha i 1a mau
duong (+1) va tat ca cac mau thudc céac 16p con lai 1a mau am (-1). Ham quyét dinh
thir i dung dé phan 16p th i va nhiing 16p con lai c6 dang:

D;(x) = w;x + b;.

Siéu phang Di(x) = 0 tao thanh siéu phang phan chia tdi wu, cac véc to hd tro
thuoc 16p i thoa Di(x) = 1 va cac véc to hd tro thuoc cac 16p con lai thoa Di(x) = -1.
Néu véc to dit liéu x thoa man diéu kién Di(x) > 0 dbi vai i duy nhat, x s& duoc

phén vao 16p thi i.
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Tuy nhién néu diéu kién Di(x) > 0 thoa mén ddi véi nhiéu i, hoac khong thoa
d6i véi i nao thi trong truong hop nay khdng thé phan loai dugc véc to x. Dé khic
phuc nhuoc diém nay, chién lugc One-against-One (OAO) dugc dé xuit sir dung.

Chién lwgc One-against-One (OAO — Chién lwgc 1/1)

Trong chién lugc OAO ta st dung m(m-1)/2 bo phan 16p nhi phan dugc xay
dung dé phan tach hai 16p (1, j),1=1, 2, .., m-1,j=1+1, ..., m. Trong do, mau thudc
16p i 1a mau duong (+1) va mau thudc 16p j 1a mau am (-1). Sau do, sir dung phuong
phap Iya chon theo da sé dé két hop cac bo phan loai nay dé xac dinh duoc két qua
phan loai cudi cung.

Ham quyét dinh phan 16p cta 16p i ddi v6i 16p j trong chién luoc OAO la:

D;(x) = w;; x+ by
Dij (X) = _Dij (X)

D61 voi mot vector x can tinh:

n

D)= ) sign(Dy(x)

jzij=1

1, x=0

Véi: sign(x) = {0 < <0

Khi d6, x dugc phan vao 16p i sao cho: Dji(x) = argmaxD;(x).
j=1,...n
Tuy nhién néu diéu kién argmaxD;(x) duoc thoa man dbi voi nhiéu i thi
j=1,...n
trong trudng hop nay ciing khong thé xac dinh duoc x thudc 16p nao. Dé giai quyét
van dé nay c6 thé sir dung phan 16p da 16p mo. Trong pham vi cta luan vin chua

xét dén van dé nay
2.3.7. Danh gia phwong phap

Uu diém noi bat ctia phuong phap SVM 1a thyc hién ti wu toan cuc cho md
hinh phan 16p. Do d6, md hinh SVM co chét luong cao, chiu dung duoc nhiéu. Mt
khéc, SVM 1a mét phuong phép t6t (pht hop) dbi v6i nhitng bai toan phan 16p c6
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khong gian biéu dién thudc tinh 1én. Cac ddi tuong can phan 16p duge biéu din boi
mot tap rt 1én cac thudc tinh.

Tuy nhién, phuong phap SVM ciing c¢6 mot sé nhuge diém:

-SVM chi 1am viéc véi khong gian dau vao 1a cac sb thuc. Pdi véi cac thude
tinh dinh danh (nominal), cin chuyén cac gia tri dinh danh thanh cac gia tri sd.

- D6 phirc tap tinh toan twong dbi 1on.

- So v6i cac phuong phap cdy quyét dinh hoic phuong phap Bayes, cac két
qua dya trén SVM kho hiéu hon va kho giai thich.

Trong thuc té, phuong phap SVM duoc sir dung trong nhiéu bai toan phan
16p khac nhau nhu phan loai cac van ban, tai liéu Web, nhan dang hinh danh hay

phan loai cac chirc nang céc protein trong ing dung sinh hoc.

2.4. Két luan chwong 2

Chuong 2 di khao sat twong dbi chi tiét cac ky thuat hoc may: phuong phap
ciy quyét dinh, phwong phap Bayes va phuong phap SVM. Pay la cac k¥ thuat hoc
may thuong dugc ing dung giai quyét bai toan phéan 16p dit lidu.

Trong chuong 3 tiép theo, luan vin s& 4p dung thir nghiém cac phuong phap

trén cho bai toan phén loai tan cong mang trén b dit liéu KDD cup 99.
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CHUONG 3. THU NGHIEM VA PANH GIA

Trong chwong 3 ludn van nghién ciru thir nghiém va danh gid hiéu nang Cac
ky thudt phan [16p dir liéu dva trén cac phuwong phap hoc may da nghién cuu trong
chwong 2 trén bo dir lieu KDD cup 99.

3.1. Khio sat va lwa chon bd dir li¢u dé thir nghiém
3.1.1. Gidi thiéu chung

An ninh mang 1 vin d& an ninh phi truyén thong, con kha méi mé nhung
ngay cang duoc thé gidi va Viét Nam quan tdm ca cap vi mo va vi mo.

Tai Viét Nam hién c6 trén 55% dén sb dang str dung dién thoai di dong, trén
52% dan s6 sir dung Internet [22]. Viét Nam ding thir 4 trén thé gi6i vé thoi gian st
dung Internet va dimg thtr 22 trén thé gidi tinh theo dan sd vé s6 nguoi st dung
mang x3 hoi. Hing ndm, Viét Nam phai chiu hang ngan cudc tin céng mang va Viét
Nam dung thir 20 trén thé gidi vé xép hang cac qudc gia bi tin cong mang nhiéu
nhat, chiu thiét hai 1én t&i 10.400 ti déng riéng nim 2016 so v6i mie 8.700 ti dong
nam 2015 [17].

Trong nam 2017, Viét Nam da hing chiu rat nhiéu cac vu tin cong mang va
dé lai rdt nhiéu hau qua ning né. Chi riéng quy 1 nam 2017, Viét Nam da c6 gin
7700 su cb tan cong mang tai Viét Nam. Pén gilra thang 9 sb luong cac su ¢ thn
cong mang di 1én dén gan 10000 [20] (sb liéu cua Trung tAm Gng ctru khan cAp may
tinh Viét Nam — VNCERT). Trong d6 c6 1762 su cb website Itra dao, 4595 su cd
phat tan ma doc va 3607 su cb tin cong thay d6i giao dién.

Theo bao cao an ninh website ciia CyStack, chi trong quy 3 nam 2018 da co
1.183 website cia Viét Nam bi tin tic tin cong va kiém soat. Trong d6, cac website
gio1 thi€u san phém va dich vu ctua doanh nghiép la ddi tuong bi tin tac tan cong
nhiéu nhat (chiém 71,51%). Vi tri thir hai 1 cdc website thuong mai dién tir (chiém
13,86%).

Thang 11/2018, Dién dan RaidForums di ding tai thong tin dugc cho 1a dit

liu ctia hon 5 triéu khach hang ctia chudi ban 1¢ thiét bi Thé gi6i di dong. Nhitng
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thong tin bi 16 ri bao gém dia chi email, lich sur giao dich va tham chi 1a ca s6 thé
ngan hang. Ngay sau d6, dit liéu dugc cho 13 cac hop dong trong chuong trinh
F.Friends cua FPT Shop ciing bi r0 ri. Mot s6 cong ty Viét Nam nhu: Cong ty cd
phan Con cung, Ngan hang hop tac xa Viét Nam, ... ciing trd thanh dich nhdm cho
tin tac.

Theo thdng ké tir Trung tAm Giam sat an toan khéng gian mang quéc gia truc
thudc Cuc An toan thong tin (B6 Thong tin va Truyén thong), co khoang 4,7 triéu
dia chi IP cua Viét Nam thudng xuyén nam trong cac mang mi doc lén (sé lidu
thang 11/2018).

Trong quy 1/2019, VNCERT ghi nhén ¢6 4.770 su ¢ tan cong mang vao cac
trang web ctia Viét Nam. Ciing trong thoi gian nay hé thong giam sat cia VNCERT
ghi nhan téng cong c6 hon 78,3 tri€u su kién mAt an toan thong tin tai Viét Nam.

Céc thong tin va s liéu trén cho thdy mot thuc trang dang bao dong vé tan
cong mang tai Viét Nam hién nay.

Nhu vay, van dé phong chdng tdn cong mang dang 1a chu dé nghién ctu tro
nén cép thiét hon trong bdi canh bung nd cich mang cong nghé truyén thong,
Internet van vat va mang xa hdi gia tang két ndi toan cau. Mot trong nhitng hudng
nghién ctru 1 x4y dung cac hé thong phong chéng tin céng mang dua trén cac ki
thuat hoc may [16].

Tu nhitng 1y do trén, luan van lga chon bd dit li¢u vé tin cong mang KDD
Cup 99 dé thir nghiém va danh gia cac mo hinh phan 16p dit liéu dua trén cac

phuong phap hoc may da nghién ctu trong chuong 2.
3.1.2. M6 ta bé dir ligu KDD Cup 99

Duéi sy bao tro cia Co quan Quan 1y Nghién ctru Du An Phong Thi Tién
tién thuéc Bo Qudc phong My (DARPA) va phong thi nghiém nghién ciru khong
quan (AFRL), nim 1998 phong thi nghiém MIT Lincoln da thu thap va phan phdi
bo dit liéu duoce coi 1a bo dit liéu tiéu chuan cho viéc danh gia cac nghién ctru trong
hé théng phat hién xdm nhap mang may tinh. Dit liéu dugc st dung trong cudc thi

KDD cup 99 1a mot phién ban cua bé dit licu DARPA 98 [18].
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Tap dit liéu day du ciia bd KDD cup 99 chira 4.898.430 dong dir liéu, day la
mot khoi luong dir liéu 16n. Trong nghién ciru va thir nghiém, tap dit liéu 10% cia
bo KDD cup 99 thuong dugc lya chon. Tap 10% ctia bd KDD 99 tuy 1a tap con
nhung n6é mang day du dir liéu cho cac loai hinh tin cong khac nhau, day di thong
tin quan trong dé thtr nghiém. Bang 3.1 sau day cho thdy s miu cua cac kiéu tin
cong xuét hién trong 10% bo dit liéu KDD cup 99 va nhin 16p cua chung.

Bang 3.1: Nhan 16p va s6 miu xuit hién trong 10% bd dir liéu KDD cup 99 [13]

Kiéu tan cong S6 miu ban dau Nhan lop
Back 2,203 DOS
land 21 DOS
Neptune 107,201 DOS
pod 264 DOS
smurf 280,790 DOS
teardrop 979 DOS
satan 1,589 PROBE
ipsweep 1,247 PROBE
nmap 231 PROBE
portsweep 1,040 PROBE
normal 97,277 NORMAL
Guess_passwd 53 R2L
ftp_write 8 R2L
imap 12 R2L
phf 4 R2L
multihop 7 R2L
\Wwarzemaster 20 R2L
warzclient 1,020 R2L
Spy 2 R2L
Buffer_overflow 30 U2R
Loadmodule 9 U2R
perl 3 U2R
rootkit 10 U2R
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Tir bang trén, cac kiéu tAn céng khac nhau trong bo dir liéu duoc nhom thanh
5 loai (gan nhan 16p) cta bo dit liéu KDD cup’99 bao gom:

1. Normal: dit liéu thé hién loai két ndi TCP/IP binh thudng;

2. DoS (Denial of Service): dir liéu thé hién loai tin cong tir chdi dich vuy;

3. Probe: dit liéu thé hién loai tan cong tham do;

4. R2L (Remote to Local): dit liéu thé hién loai tdn cong tir xa khi hacker cb
ging xam nhap vao mang hodc C4C may tinh trong mang;

5. U2R (User to Root): dit liéu thé hién loai tin coéng chiém quyén Root
(quyén cao nhét) bang viéc leo thang dic quyén tir quyén ngudi dung binh thuong
1én quyén Root.

Trong b dir liéu KDD cup 99, véi mbi két ndi TCP/IP ¢6 41 thudc tinh s va
phi s6 dugc trich xuat. Pong thoi, mdi két ndi duoc gan nhan (thudc tinh 42) gidp
phan biét két ndi binh thuong (Normal) va cic tan cong. Céc thudc tinh cua bo dir

liéu KDD cup 99 dugc mé ta chi tiét trong Bang 3.2 dudi déy.

Bang 3.2: Cac thugc tinh cia b dir liéu KDD cup 99 [18]

T n Ao A Tinh ]
T Tén thudc tinh Mo ta chét Vi du
1 | Duration Chidu dai (s6 gidy) cia két nbi. t';'f” 0
2 | Protocol_type Loai giao thuec, vi dutcp, udp, vv.. | Roirac | tcp
) Dich vu mang trén cic diém .. http
3 | Service dén vi du http,telnet, vv.. Roi rac
£ N iAo s A 2A ar Lién SF
4 | Src_bytes SO byte dir li€u tir ngudn dén dich fue
5 | DTt_bytes S6 byte dit liéu tir dich dén ngudn fu'f” 181
6 | Flag Tqrangi tha,(l.blnh thuong hoac 161 Réi rac 5450
cua két noi
7 | Land 1 nqeuxket noi 1A’a from/to cung may | p .. rac 0
chu/cong; 0 néu nguogc lai
'( [13 b3 Lién 0
8 | Wrong_fragment SO lugng doan “sai e
9 | Urgent S6 goi tin khan cip i-u'ce” 0
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T n Aol A Tinh ,
T Tén thudc tinh Mo ta chat Vidu
10 | Hot Chi sb “hot” Lien 0
tuc
11 | Num_failed_logins S? lan dang nhdp khong thanh | Lién 0
cong tuc
12 | Logged_in lA,neu dang .nhap thanh cong; 0 R rac 1
néu nguoc lai
. A A . n 5 - Lién 0
13 | Num_compromised | SO lugng diéu kién thoa hiép fue
14 | Root_shell B?ng 1 néu t.hu duogc root shell; 0 Roi rac 0
néu nguoc lai
15 | Su_attempted II'Bang 11'1'eu COA, gang thuc'hlen 1énh R rac 0
- su root"; 0 néu nguoc lai
A TA A A 99 Llén O
16 | Num_root S6 lan truy cép quyén “root tuc
17 | Num_file_creations | S6 hoat dong tao tap tin Lullecn 0
18 | Num_shells S6 lugng shell prompts Lt:lecn 0
. -2 re A 1A A Lfén 0
19 | Num_access_files Kiém soat so lan truy cap file fue
Num_outbound_cm | S6 luwong 1énh outbound trong 1| Lién 0
20 A
DT phién ftp tuc
Bang Inéu dang nhép thugc vé 0
21 | Is_host_login danh sach “mdy chu” da biét, 0 | Roirac
néu nguoc lai
. Bang 1 néu dang nhdp la mot tai | | .. 0
22 | Is_guest_login khoéan khach, 0 néu nguoc lai Roi rac
SO luong két noi dén cac may cha | Lién 8
23 | Count tuong tu giong nhu cac két noi | tuc
hién hanh trong 2 gidy da qua.
24 | Serror_rate S6 % két ndi c6 181 “SYN” Lt:lecn 8
25 | Rerror_rate S6 % két ndi c6 16i“REJ” Lt:lecn 0.00
o . X z- X < Y
26 | same srv rate Sp % cac két ndi dén nhiing | Lién 0.00
- = dich vu tuong tu tuc
o X X o s - . A
27 | Diff srv rate % ket noi véoi cac dich vu khac | Lién 0.00
- = nhau. tuc
sO két noi dén cung dich vu vai | Lién 0.00
28 | Srv_count két noi hién hanh trong hai gidy | tuc

qua
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T Tén thudc tinh Mo ta Tlrlh Vi du
T i chat :
29 | Srv serror rate % két noi c6 16i “SYN” tir cac | Lién | 1.00
— - dich vu tuc
30 | Srv rerror rate % két noi ¢6 101 “REJ” tir cac dich | Lién 0.00
- - V. tuc
31 | srv diff host rate Ti 1€ % két noi dén may chu khac | Lién 0.00
- == nhau tur dich vu tuc
39 | DTt host count Dbém céc ket ndi c6 cung mét dich | Lién 9
- = den. tuc
bém cac két noi c¢o6 cung lhost | Lién 9
33 | DTt_host_srv_count | dich va st dung cac dich vu twong | tuc
tu.
34 | DTt host_same_srv | % cac két noi c¢6 cung lhost dich | Lién 1.00
_rate va st dung cacdich vu tuong tu tuc
35 DTt_host_diff_srv_r | % cac dich vu khac nhau trén | Lién 0.00
ate cac host hién hanh tuc
36 | DTt_host_same_src_ % cac ket noi dén cdc host hién | Lién 0.11
port_rate thoi 6 cung cong src tuc
% cac ket noi dén cac dich vu Lién 0.00
37 | DTt_host_srv_diff ho | twong ty dén tir cac host khac| tuc
st_rate nhau
38 DTt_host_serror_rat | % cac ket noi den cac host hi¢n | Lién 0.00
e thoi ¢ mot 161 SO tuc
DTt host srv serror % céac ket noi dén cac host hién Lién 0.00
39 ate hanh va dich vy quy dinh rang ¢6 |  tuc
- mot 161 SO
40 DTt_host_rerror_rat | % cac ket noi dén cac host hién | Lién 0.00
e thoi ¢c6 mot 161 RST tuc
DTt host srv rerror % cac két noi dén cac may chu | Lién 0.00
41 ate hjén hanh vz‘l dich vu quy dinh tuc
- rang c6 mot 101 RST
42 | Nhan Két ndi binh thuong/tan cong l;fu?lngg Normal

Vi du vé mét vai dong dit liéu trong bd KDD cup 99:
0,tcp,http,SF,181,5450,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,8,8,0.00,0.00,0.00,0.00,1.00,0.
00,0.00,9,9,1.00,0.00,0.11,0.00,0.00,0.00,0.00,0.00,normal.
0,icmp,ecr_i,SF,1032,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,511,511,0.00,0.00,0.00,0.00,1
.00,0.00,0.00,255,255,1.00,0.00,1.00,0.00,0.00,0.00,0.00,0.00,smurf.
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Mot s6 chuyén gia phat hién xAm nhdp mang cho rang, hau hét cac loai tin
cong méi 1a cac bién thé cia cac loai tAn cong di biét va dau hiéu cua cac loai tan
cong da biét c6 thé du dé nim bit duoc cac bién thé méi la.

3.2. Xay dung kich ban va lua chon cong cu thir nghiém
3.2.1. Xdy dung kich ban thir nghiém

Bai to4n dit ra 1 phan loai kiéu tin cong trong bd dit liéu KDD cup 99 nhim
hd trg cho cac hé théng phat hi¢én xam nhdp mang. Pay la bai toan duogc nhiéu tac
gia quan tdm nghién ctu trong thoi gian gan day. C6 thé tham khéo cac két qua
nghién ctru chi tiét trong cac tai liéu [1], [2], [6], [8], [9], [11] va [16].

Trong muc nay, luan van sé thuc hién thir nghiém véi bai toan sau:

Piu vao ciia bai toan:

(1) B dir liéu KDD cup 99;

(2) Céc thuat toan thtr nghiém:

- Thuat toan Cay quyét dinh (Decision Tree);

- Thuat toan Bayes;

- Thuat toan may vecto hd trg (SMV).

Piu ra ciia bai toan:

Céac d6 do danh gia hiéu ning cdc md hinh phan loai kiéu tan cong sir dung
cac thuat toan thur nghiém trén bo dir liéu KDD cup 99.

Luan vin s& tién hanh thir nghiém theo hai kich ban trinh bay duéi day.

Kich ban thir nhat:

Trong kich ban nay, luin van s€ thuc hién phan 16p dir liéu trong KDD cup
99 thanh 2 16p: két ndi binh thudng (Normal) va két ndi tin cong (anomaly - khong
binh thudng). Ly do 14 trong cac hé thong phat hién xAm nhap mang, truéc hét can
quan tdm dén cac két ndi tAn cong dé hé thong xem xét canh bao va dé xuét cac giai
phép xtr 1y phu hop.

Kich ban thir hai:

Trong kich ban thtr hai, luan van s€ thuc hién phan 16p dir li¢u trong KDD

cup 99 thanh cac 16p nhu trinh bay trong muc 3.1.2: Normal (dit liéu thé hién loai
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két ndi TCP/IP binh thudng); DoS (dit liéu thudc loai tin cong tir chdi dich vu);
Probe (dit liéu thudc loai tAn cong thim do); R2L (dir liéu thudc loai tn cong tir xa)
va U2R (dit liéu thudc loai tAn cong chiém quyén Root).
Két qua phén loai chi tiét cac kiéu tan cong s& hd tro hé thong phat hién xam

nhap mang dé xuit cac giai phap xir Iy phtl hop nhit c6 thé.
3.2.2. Lwa chon cong cu thir nghiém

Weka 13 mot phan mém mién phi vé hoc may duoc viét bang Java, phat trién
boi University of Wekato. Weka co thé coi nhu 12 bd suu tap cac thuat toan vé hoc
may dung trong phan tich va khai pha dir liéu. Cac thuat toan da duoc xay dung san
va nguoi dung chi viéc Iya chon dé su dung. Do d6 Weka rat thich hop cho viéc thur
nghiém cac mo hinh ma khong mat thoi gian dé xay dung ching. Weka c6 giao dién
su dung dd hoa truc quan va ca ché d6 command line. Ngoai cac thuat toan vé hoc
may nhu dy dodn, phan loai, phan cum, Weka con c6 cac cong cu dé truc quan hoa
dir liéu rat hitu ich trong qua trinh nghién ctru, phan tich dir liéu 16n.

Tur nhitng 1y do trén, ludn van luya chon cong cu thuc nghiém la phﬁn mém

Weka version 3.9. [21].

& Weka GUI Chooser — O X
Program Visualization Tools Help
Applications
Explarer

b WEKA

The University
of Waikato

Experimenter

KnowledgeFlow

Workbench
‘Waikato Environment for Knowledge Analysis
Version 3.9.3
(e} 1999 - 2018 Simple CLI

The University of Waikato
Hamilten, New Zealand

Hinh 3.1. Giao dién khéi dong cia WEKA
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Cac tinh nang chinh cua Weka:

- Weka bao gom mét tap cac cong cu tién xtr 1y dir liéu, cac thuat toan hoc
may dé khai pha dir liéu va cac phuong phap thir nghiém danh gia.

- Weka c6 giao dién d6 hoa (gdm ca tinh nang hién thi hoé dit liéu)

- Weka bao gém cac méi trudng cho phép so sanh cac thuit todn hoc may
trén bo dir 1i€u do ngudi dung lya chon.

Cac moi truwong chinh trong Weka:

(1) Simple CLI: giao dién don gian kiéu dong 1énh (nhu MS-DOS).

(2) Explorer: méi trudng cho phép sir dung tit ca cac kha ning ctia Weka dé
kham pha dir li¢u.

(3) Experimenter: méi trudng cho phép tién hanh cac thi nghiém va thyc hién
cac kiém tra thong ké (statistical tests) gitra cac md hinh may hoc. Mbi truong nay
bao gom:

e Preprocess: Dé chon va thay d6i (xi 1y) dit liéu 1am viéc.
e Classify: B¢ huan luyén va kiém tra cac moé hinh hoc may (phan loai,
hozc hdi quy/dy doén).
e Cluster: Bé hoc cac nhom tir dir li¢u (phan cum).
e Associate: B¢ kham pha cac luat két hop tir dir licu.
e Select attributes: D¢ xac dinh va lya chon cac thudc tinh lién quan (quan
trong) nhat cua dir li¢u.
e Visualize: Bé xem (hién thi) bi€u do twong tac 2 chiéu doi vai dir licu.
(4) KnowledgerFlow: mdi truong cho phép ban twong tac d6 hoa kiéu kéo/
tha dé thiét ké cac budc (cac thanh phan) ciia mot thi nghiém.
Dé tién hanh thir nghiém, can lya chon “Explorer”: giao dién cho phép sir
dung tit ca cac chirc ning co s& ciia Weka bang cach lya chon menu.
bé danh gia hi¢u nang cac bd phan loai can lya chon Ccac tuy chon cho viéc
kiém tra trong (test options) bao gom:
- Use training set: B phan loai hoc dugc sé dugc danh gia trén tap hoc.
- Supplied test set: Str dung mét tap dir liéu khac (véi tap huan luyén) dé cho

viéc danh gia.
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- Cross-validation: T4p dit liéu s& dugc chia déu thanh k tip (folds) c6 kich
thudc xép xi nhau, va bd phéan loai hoc dugc s€ dugc danh gia boi phuong phép
cross-validation.

- Percentage split. Chi dinh ty 1€ phan chia tap dir li¢u.

3.3. Trién khai thir nghiém va danh gia két qua
3.3.1. M6 ti thir nghigm

May tinh st dung cho qua trinh chay Weka dé danh gia hiéu ning cac thuat

toan I laptop c6 cau hinh:

- Bo xur 1y Intel R-core i5 2418M,

- RAM: 4GB.

B0 cong cu weka phién ban 3.9. 3.

Dit liéu huan luyén cac mé hinh 14 tip KDDTrain+_20Percent.arff chira 25192
ban ghi, s6 thudc tinh 12 42 (bao gém ca nhan).

Dit liéu kiém ching 1a tap KDDTest-21.arff. chira 11850 ban ghi.

Céc thuat toan lya chon thir nghiém:

- Phuong phap Cay quyét dinh st dung j48.

- Phuong phap Bayes stir dung Naive-Bayes va Bayes-Net.

- Phuong phap SVM sur dung SMO.

Thuc hién thir nghiém theo hai kich ban néu & muc 3.2.1.

Cac budc thuc hién:

Buéc 1. Huan luyén cac md hinh phan 16p va danh gia Cross-validation véi
k=10.

Buwéc 2. Kiém chimg mé hinh véi tuy chon danh gia 1a Supplied test set.
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3.3.2. Két qua thir nghigm

Trong muc ndy ludn vin trinh bay mot s6 két qua chinh trich ra tir cac ban
log khi chay trén Weka. Do giéi han vé s trang ctia luan vin nén khéng thé néu chi
tiét cac thao tac trén Weka.

(1) Két qua giai doan huin luyén ciia ca&c m6 hinh theo kich ban 1

Két qua thir nghiém ddi v6i j48 trinh bay trong bang 3.3.

Bang 3.3: Két qua thir nghiém 2 16p ciia thuit toan j48

=== Detailed Accuracy By Class ===

TP Rate FP Rate Precision Recall F-Measure Class
0.996 0.004 0.996 0.996 0.996 normal
0.996 0.004 0.995 0.996 0.995 anomaly
0.996 0.004 0.996 0.996 0.996 (Avg.)

=== Confusion Matrix ===

a b <-- classified as
13389 60 | a = normal
51 11692 | b = anomaly

Két qua thir nghiém ddi v6i Naive-Bayes trinh bay trong bang 3.4.
Bang 3.4: Két qua thir nghiém 2 16p ciia thuat toan Naive-Bayes

=== Detailed Accuracy By Class ===

TP Rate FP Rate Precision Recall F-Measure Class
0,912 0,123 0,895 0,912 0,903 normal
0,877 0,088 0,897 0,877 0,887 anomaly
0,896 0,106 0,896 0,896 0,896 (Avg.)

=== Confusion Matrix ===

a b <-- classified as
12272 1177 | a = normal
1445 10298 | b = anomaly
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Két qua thir nghiém ddi v6i Bayes-Net trinh bay trong bang 3.5.
Bang 3.5: Két qua thir nghiém 2 16p ciia thuit toan Net-Bayes

=== Detailed Accuracy By Class ===

TP Rate FP Rate Precision Recall F-Measure Class
0,991 0,064 0,947 0,991 0,969 normal
0,936 0,009 0,989 0,936 0,962 anomaly
0,966 0,038 0,967 0,966 0,966 (Avg.)
=== Confusion Matrix ===

a b <-- classified as

13330 119 | a = normal

747 10996 | b = anomaly

Két qua thir nghiém ddi v6i SMO trinh bay trong bang 3.6.
Bing 3.6: Két qua thir nghiém 2 16p ciia thuit toan SMO

=== Detailed Accuracy By Class ===

TP Rate FP Rate Precision Recall F-Measure Class
0.986 0.041 0.965 0.986 0.975 normal
0.959 0.014 0.984 0.959 0.971 anomaly
0.973 0.029 0.974 0.973 0.973 (Avg.)
=== Confusion Matrix ===
a b <-- classified as
132061 188 | a = normal
485 11258 | b = anomaly

Két qua cac do do cta cac thuat toan thir nghiém trong budc huin luyén theo
kich ban 1 duoc tong hop trong bang 3.7.
Bing 3.7: Tong hop két qua huin luyén 2 16p cia cic thuit toan thir nghi¢m

Thudt ton | 2SCUTACY Normal Anomaly

' (%0) Pre Rec F1 Pre Rec F1
J48 99.55 99.6 99.6 99.6 99.5 99.6 99.5
NaiveBayes | 89.59 89.5 91.2 90.3 89.7 87.7 88.7
BayesNet 96.56 94.7 99.1 96.9 98.9 93.6 96.2
SMO 97.32 96.5 98.6 97.5 98.4 95.9 97.1
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(2) Két qua giai doan kiém chirng ciia cAc md hinh theo kich ban 1
Két qua kiém chtng cac mé hinh duoc tong hop trong bang 3.8.
Bang 3.8: Tong hop két qua kiém chirng 2 16p ciia cic thuit toan thir nghiém

Normal Anomaly
Thuat toan accg/racy
(%0) Pre Rec F1 Pre Rec F1
J48 63.97 32 87.3 46.8 95.4 58.8 72.8

NaiveBayes | 55.77 24.3 67.8 35.8 88.2 53.1 66.3

BayesNet 51.68 25.7 87.8 39.8 94.2 43.7 59.7

SMO 52.7 22.7 66.9 33.9 87.1 49.5 63.2

(3) Két qua giai doan huin luyén thir nghiém theo kich ban 2
Tuong tu nhu dbi vé6i kich ban 1, két qua tht nghiém ddi voi cac thuat toan
j48, NaiveBaye, BayesNet va SMO theo kich ban 2 dugc tong hop trong bang 3.9.
Bang 3.9: Tong hop két qua huin luyén da 16p ciia cac thuit toan thir nghiém

Ciclép | Cacdp do ___Thuat todn
J48 NaiveBayes | BayesNet SMO
Prec 99.40 95.80 97.80 97.60
Normal Rec 99.70 77.90 95.10 98.80
F1 99.50 85.90 96.40 98.20
Prec 99.80 96.50 99.80 99.30
DoS Rec 99.90 95.00 93.60 98.00
F1 99.80 95.80 96.60 98.70
Prec 42.90 0.60 3.40 66.70
U2R Rec 27.30 72.70 63.60 18.20
F1 33.30 1.10 6.50 28.60
Prec 99.10 22.20 47.80 77.50
R2L Rec 82.80 52.20 94.30 64.10
F1 86.70 31.10 63.40 70.20
Probe Prec 99.10 61.40 79.20 96.80
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Ciclép | Cicdd do ___Thuat todn
J48 NaiveBayes | BayesNet SMO
Rec 98.30 88.00 98.10 96.40
F1 98.70 72.40 87.70 96.60
accuracy (%) 99.44 84.86 94.79 97.98

(4) Két qua giai doan kiém chirng thir nghi¢m theo kich ban 2
Tuong tuy nhu ddi véi kich ban 1, két qua tht nghiém dbi véi cac thuat toan
j48, NaiveBaye, BayesNet va SMO theo kich ban 2 dugc tong hop trong bang 3.10.
Bang 3.10: Tong hop két qua kiém chirng da 16p ciia cac thuét toan thir nghiém

Ciclép | Cacdp do _Thuat todn
J48 NaiveBayes | BayesNet SMO
Prec 58.00 40.30 53.20 41.50
Normal Rec 87.00 54.70 84.10 69.10
F1 69.60 46.40 65.20 51.80
Prec 97.30 79.40 98.60 95.70
DoS Rec 96.80 69.10 61.30 86.50
F1 97.00 73.90 75.60 90.90
Prec 76.50 2.40 9.70 83.30
U2R Rec 35.10 32.40 62.20 13.50
F1 48.10 4.50 16.80 23.30
Prec 16.70 22.20 81.70 22.20
R2L Rec 0.10 1.00 19.90 0.20
F1 0.20 1.80 32.00 0.30
Prec 83.80 71.50 68.70 51.60
Probe Rec 99.70 92.00 99.80 56.20
F1 81.10 80.50 81.40 53.80
accuracy (%) 77.04 56.16 66.70 61.12

3.3.3. Pdnh gid két qud thir nghiém

Dua vao két qua thtr nghi¢m da trinh bay ¢ trén, trong muc nay luan van s¢

thuc hién phan tich va danh gia két qua.
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Két qua do chinh xac cua cac thuit toan thir nghiém theo kich ban 1 trén tip

huan luyén va tap kiém ching dugc biéu dién dudi dang biéu db nhu trong hinh 3.2.

120

96.56 2955 97.32

100 89.59

80

63.97

60 2577 54 68 52.7
40
20
0
Huan luyén Kiém chitng
M NaiveBayes M BayesNet 148 HSMO

Hinh 3.2 Biéu dd so sanh dj chinh xéc ciia cac thuit toan thir nghiém 2 16p

Quan sat biéu d trén hinh 3.2 nhan thay rang, cac thuat toan thir nghiém déu
cho két qua c6 ti 1¢ phan loai chinh xac cao trén tap huan luyén (tir 90% tro Ién).

Trong d6, md hinh cay quyét dinh (j48) c6 ti I& phan loai chinh xac cao nhat
(99.55%) va mo hinh Naive Bayes ti 1¢ phan loai chinh xac thap nhat (89.59%).

Tuy nhién, khi thyc hién kiém thir ty 1¢ phan loai chinh xac bi sut giam r
rét chi con trén 51%. Trong d6, md hinh cdy quyét dinh (j48) c6 ti & phan loai
chinh xé&c cao nhat (63.97%) va mé hinh Bayes Net ti 1¢ phan loai chinh xé4c thap
nhat (51.68%). Ly do cua sy sut giam 1a tap huan luyén con nho, can phai cé kich
thudc 16n hon dé dam bao két qua khi kiém chuang.

C6 thé so sanh két qua phan loai thir nghiém theo 16p binh thuong (Normal)

va lép tan cong (Anomaly) theo céc biéu do trén hinh 3.3 va 3.4.
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Hinh 3.3 Biéu dé so sanh d¢ chinh xac ciia 16p Normal trong thir nghiém 2 16p

120
.99. 99 9,
100 98.99.58.4 85.9 95? 97.1 s 354
80
60
40
20
0
Pre
Huan luyén Kiém ching
m NaiveBayes W BayesNet w48 m SMO

Hinh 3.4 Biéu d6 so sanh d9 chinh xic ciia 16p Anomal trong thir nghi¢m 2 16p

Két qua do chinh xac cua cac thuat toan thir nghiém theo kich ban 2 trén tap

huan luyén va tap kiém chimg duoc biéu dién dudi dang biéu do nhu trong hinh 3.5.
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Hinh 3.5 Biéu dd so sanh d9 chinh x4c ciia mé hinh trong thir nghiém da 16p

Quan sét trén hinh 3.2 va 3.5 nhan thay két qua cac mé hinh khi thuc hién
phan 16p da 16p khi kiém ching cho két qua do chinh xac cao hon khi chi thyc hién
phan 16p 2 16p. Biéu nay c6 thé dugc ly giai 1a cac mo hinh khi thuc hién phan 16p
da 16p s€ phu hop hon.

Hinh 3.6 trinh bay biéu db théng ké muc chinh xéac (Precision) theo ting 16p

ctia cac mo hinh thir nghiém da 16p trén tap huan luyén.

P ‘E=\ 7
80.00 \ / /
W\ N\ /
60.00 \\ < / =148
N/ //
/‘ / == BayesNet

40.00 \ V
30.00 \\ // / SMO
o \

0.00 T T V| T ]

Normal DoS U2R R2L Probe

—l—NaiveBayes

Hinh 3.6 Mikc chinh xic theo 16p trong thir nghiém da 16p trén tap huin luyén
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Hinh 3.7 trinh bay biéu d6 théng k& muc chinh xac (Precision) theo ting 16p

cua cac mod hinh thtr nghiém phan I6p da 16p trén tap kiém chang.

100.00

90.00

80.00 /) . \’( 4

70.00 - ‘ / n

60.00 \\ / / =148

50.00 // —l—NaiveBayes

40.00 / \\ / BayesNet

30.00 SMO
20.00 \
10.00

0.00 T T 1
Normal DoS U2R R2L Probe

Hinh 3.7 Mikc chinh xéc theo 16p trong thir nghiém da I6p trén tap kiém ching

T6m lai, trong ca hai kich ban thir nghiém, md hinh cay quyét dinh va mo
hinh SVM ¢6 d6 chinh khé tt. Biéu nay ciing phu hgp véi thyc té la hai mé hinh

nay thuong duoc sir dung dé xay dung cac bo phan 16p.

3.4. Két luan chwong 3

Trong chuong 3 luan van da tién hanh thir nghi¢m cac thuat toan hoc may
nghién ctru trong chuong 2 cho bai toan phan loai tan cong mang véi bo dir li¢u
KDD cup 99.

Két qua thir nghiém budc dau cho thy cac thuit toan hoc may co thé trién

khai trong thyc té va pht hop véi cac yéu cau dé ra cho bai toan phan 16p dit liéu.
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KET LUAN

Cic két qua dat dwoge cia ludn vin:

Véi myc tiéu nghién ctru cac thuat toan hoc may cho bai toan phan 16p dir
liéu va thur nghiém, luan van da dat dugc mot sb két qua sau day:

- Nghién ctru tong quan vé bai toan phan 16p dir liéu va cac van dé lién quan.

- Khéo sét tong quan vé hoc may nham bai toan phan 16p dit liéu.

- Gi6i thiéu chung vé hoc sau.

- Khao sat chi tiét cac phuong phap hoc may: Cay quyét dinh, Bayes va SVM.

- Khao sat bo dit liéu tan cong mang KDD cup 99.

- Thuc hién thir nghiém cac thuat toan hoc may j48, Naive Bayes, Bayes Net
va SMO dé phan loai cac kiéu tin cong mang ddi v6i bo dir liéu NSL-KDD.

Tuy nhién, do han ché vé mit thoi gian, lun vin chua tién hanh thir nghiém

voi cac bg dir liéu 16m, Do do, hiéu qua thir nghiém chua cao.

Huéng phat trién tiép theo:
- Thuc hién x4y dung va trién khai hé théng phan 16p dir liéu str dung thuat
toan hoc may cho cac bai toan thuc té.

- Nghién ctru cac k¥ thuat hoc sau cho bai toan phan 16p dit ligu.
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