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MO DAU

Trong thoi gian gan day, sy phat trién manh mé cua
cdng nghé thong tin va cac dich vu lién quan da lam s
lwong thong tin duoc trao dbi trén mang Internet ting mot
cach dang ké. Sb lugng thong tin dugc luu trir trong cac
kho dit liéu ciing ting v&i mot téec do chong mat. Pong
thoi, toc do thay doi théng tin 1a cuc ky nhanh chong.
Theo thong ké cua Broder et al (2003), ctr sau 9 thang
hodc 12 thang luong thong tin duoc luu trit, tim kiém va
quan Iy lai ting gap d6i. Hién nay, loai nguoi dang budc
vao ky nguyén loT (Internet of Things — Internet két noi
van vét). Thong qua internet, ngudi dung co nhiéu co hoi
dé tiép xuc VOI ngudn thdng tin vo cung 16n. Tuy nhién,
cling vai ngudn thdng tin vo tan do6, ngudi ding cng dang
phai d6i mat VOI su qua tai thong tin. Poi khi, dé tim duoc
c4c thdng tin can thiét, nguoi dung phai chi phi mot luong
thoi gian kha 16n.

Véi s6 lugng thong tin d6 s6 nhu vay, mot yéu cau
cap thiét dat ra 1a 1am sao t6 chac, tim kiém va khai thac
thong tin (dir liéu) mot cach hiéu qua nhat. Mét trong cac
giai phap duogc nghién ciru dé giai quyét van dé trén 1a xay
dung cac mé hinh tinh toan dua trén cac phuong phap hoc
may nham phan loai, khai thac thdng tin mot cach tu dong
va trich xuat céc tri thirc hitru ich. Trong do, bai toan phan
l6p (Classification) dit liéu co ¥ nghia hét sic quan trong.
Phan 16p dit liéu 1a viéc xép céc dir lidu vao nhitng l6p da
biét truge. Vi du: Phan 16p sinh vién theo két qua hoc tap,
phan 16p céac loai thuc vat, ...

Bai toan phan 16p dit liéu thuong dwoc giai quyét
bang cach st dung mot sé ki thuat hoc méay nhu: Thuat



toan Bayes (Naive Bayes), Cay quyét dinh (Decision
Tree), May vector hd tro (Support Vector Machine), Mang
No-ron nhén tao (Artificial Neural Network), ...

Xuat phét tir nhitng ly do trén, hoc vién chon thuc
hién dé tai luan van tt nghiép chuong trinh dao tao thac si
c6 tén “Nghién citu mét sé thuat toan hoc may dé phan
lop dir liéu va thir nghiém”.

Muc tiéu cua luan van la nghién ctu cac ky thuat
hoc may dé giai quyét bai toan phan 16p dir liéu n6i chung
va thtr nghiém danh gia hiéu nang cua ching trén bo di
liéu KDD cup 99.

No6i dung cua luan van dugc trinh bay trong ba
chuong noi dung chinh nhu sau:

Chwong 1: Tong quan vé phan lép dir liéu va
hoc may.

Noi dung chinh cta chuong 1 1a khao sét tong quan
vé bai toan phan 16p di liéu, hoc may va cac van dé lién
quan.

Chwong 2: Nghién ctru mét s6 thuit toan hoc may

Noi dung chinh cua chuong 2 1a nghién ctu chi tiét
mot sé ky thuat hoc may dé giai quyét bai toan phan 16p
dir liéu va mot sé van dé lién quan.

Chuwong 3: THU NGHIEM VA PANH GIA

No6i dung chinh cua chuong 3 la thuc hién thu
nghiém va danh gia cac mo hinh phan 16p dir li¢u dya trén
cac phuong phép hoc may da nghién ctru trong chuong 2
cho b6 dir liéu KDD cup 99.



CHUONG 1. TONG QUAN VE PHAN LOP
DU LIEU VA HOC MAY
1.1. Gi6i thiéu bai toan phan 16p dir liéu va cac vin
dé lién quan

1.1.1. Khdi niém vé phén I6p dit liéu va bdi todn phin
lop dir liéu

Phén 16p (classification) dit liéu 1a mot tién trinh xir
1y nham xép cac mau dir liéu hay cac d6i twong vao mot
trong cac 16p da dugc dinh nghia trude. Céc mau dir liéu
hay cac ddi twong duoc xép vao cac 16p dua trén gia tri
clia cac thudc tinh (attributes) cia miu dir liéu hay ddi
tuong. Qua trinh phan 16p dir liéu két thuc khi tat ca céc
dir liéu da dugce xép vao céc 16p tuwong tng. Khi 6, mbi
16p dir liéu dugc dac trung bdi tap cac thudc tinh cia cac
dbi tuong chira trong 16p do.

Bai todn phan 16p dir li¢u co thé dugc mod ta nhu
hinh 1.1 dudi day.
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Hinh 1.1. Bai toan phan lép dir liéu
Quy trinh giai quyét bai toan phan 16p dir liéu
(1) Giai doan huin luyén
Qua trinh thyuc hién giai doan hoc dugc mo ta trong
hinh 1.2.
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Hinh 1.2. Giai doan xay dwng mo hinh phan lop dir liu




(2) Giai doan kiém ching
Qua trinh thuc hién giai doan phan 16p thtr nghi¢m
dugc mo ta trong hinh 1.3.

—
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Hinh 1.3. Qua trinh kiém tra danh gia mé hinh phan I6p dir liéu
1.1.2. Cac d¢ do danh gia moé hinh phén lop dir liéu
(1) b6 do Precision (Muc chinh xéc)

- Pinh nghia: Precision =TP /(TP + FP).

- Y nghia: Gia trj Precision cang cao thé hién kha
ning cang cao dé mot két qua phan 16p dir liéu dugc dua
ra bdi bo phan 16p 1a chinh xac.

(2) b6 do Recall (Do bao phu, do nhay hoac do tricu h6i)

- Pinh nghia: Recall = TP/ (TP + FN).

- Y nghia: Gia tri Recall cang cao thé hién kha
nang két qua ding trong sé cac két qua dua ra ctia bo phan
16p cang cao.

(3) Do do Accuracy (D6 chinh xéc)

- Pinh nghia: Accuracy =(TP+TN) /(TP + TN +
FP + FN) * 100%.

- Y nghia: Accuracy phan anh do chinh xac
chung cua bd phan 16p dit ligu..

(4) Do do F-Measure

- Dinh nghia: F-Measure = 2.(Precision.Recall) /
(Precision + Recall).

- Y nghia: F-Measure 1a d6 do nham danh gia do
chinh xac thong qua qué trinh kiém ching dua trén su
xem xét dén hai do do 1a Precision va Recall. Gia tri F-
Measure cang cao phan anh d¢ chinh xac cang cao ctua bo




phan 16p dir liéu. C6 thé coi do do F-Measure la trung
binh diéu hoa ctia hai d6 do Precision va Recall.
(5) Do do Specitivity (Do dac hiu)

- Pinh nghia: Specitivity = TN/(TN+FP).

- Y nghia: Py do Specitivity ddnh gid kha ning
mot dit liéu 14 phan tir Am duoc bd phan 16p cho ra két qua
chinh xac.

1.1.3. Cidc phuong phap dinh gid mé hinh phan lop dir liéu

Phuwong phap Hold-out

Phwong phap k-fold cross validation
1.1.4. Cac rng dung ciia bai toan phdan lop dir li¢u
1.2. Tong quan vé hoc may
1.2.1. Khdi nigm vé hoc may va phan logi cdc ky thudt
hoc may

a. Khai niém vé hoc may

Hoc may la mét linh vuc cua tri tué nhan tao lién
quan dén viéc nghién cau va xay dung cac ki thuat cho
phép cac hé théng "hoc" tu dong tir dit lidu dé giai quyét
nhitng van dé cu thé .

b. Phan loai cac ki thuat hoc may

Hoc c6 giam sat

Hoc khong giam sat

Hoc ban gidm sat
1.2.2. Ung dung hoc mdy xdy dung mé hinh phan lop dir liéu
1.3. Gigi thiéu chung ve hoc sau
1.3.1. Khdi niém vé hoc siu

Hoc sau la mot chi cua nganh hoc may dua trén
mot tap hop céc thut toan dé cd ging mo hinh dir liéu
triru tugng hod & mirc cao bang cach sir dung nhiéu 16p xir


https://vi.wikipedia.org/wiki/Tr%C3%AD_tu%E1%BB%87_nh%C3%A2n_t%E1%BA%A1o

1y v6i cdu trac phirc tap, hodc bang cach khac bao gdm
nhiéu bién doi phi tuyén.
Cac qua trinh hoc sau c¢6 thé mo ta nhur trong hinh 1.4

Select Deep

Understand Identify =

Traingthe Test the

the problem Data Algorithm Model Model
Hiéu van dé Nhén dang Lua chon Hu#n luyén Kiém tra
diT liéu thuit toan

Hinh 1.4. Céc qua trinh hec sau

1.3.2. Hudng tiép can hoc siu

Huéng tiép can hoc sau dau tién thuong duoc ké
dén 1a cac mang no-ron sau. Dudi day, luan van liét ké
mot sé dang mang no-ron sdu tham khao trén mang
Internet.

Mang no-ron tich chap

Mang no-ron lap

Mang no-ron chuyén doi

Hoc tang cuwong
1.4. Két luan chwong 1

Trong chuong 1 ctia ludn van da gigi thiéu bai todn
phan 16p dir li¢u va khao sat quy trinh phan 16p dir liéu
cling nhu cac d¢ do danh gid cdc md hinh phan 16p dir li¢u
va cac ung dung khac nhau ctia phan 16p dit liéu.

Trong chuong nay ludn vin ciing trinh bay tong
quan vé cac hoc may va gidi thiéu vé hoc sau.

Trong chuong tiép theo luan van s& nghién ctru ba
thuat toan hoc may dé xay dung mé hinh phén 16p 1a cay
quyét dinh, Bayes va may vecto hd tro.



CHUONG 2. NGHIEN CUU MOT SO
THUAT TOAN HQC MAY

2.1. Khao sat thuit toan ciy quyét dinh va cic vin
dé lién quan

2.1.1. Gioi thi¢u phwong phap

Cay quyét dinh la mot ciu tric ra quyét dinh c6
dang cdy. Cay quyét dinh nhan dau vao 1a mot b gia tri
cac thudc tinh mé ta mot ddi tuong hay mot tinh huéng va
tra vé mot gia tri ro1 rac. M3di b thudc tinh dau vao duoge
goi 12 mot mau hay mot vi du, dau ra goi 1a 16p hay nhan
phan 16p. Khi d6, véi tap thudc tinh dau vao dugc cho
dué6i dang Véc to X, nhan phan 16p dau ra duoc ky hiéu 1a
y thi cdy quyét dinh c6 thé xem nhu mot ham f(x) = y.

Cay quyét dinh dugc biéu dién dudi dang mot cau
trdc cdy nhu trong Hinh 2.1 dudi day.

Node Lé{}

&ode L& If\lode La

Hinh 2.1. M6 hinh cay quyét dinh
2.1.2. Xdy dung cdy quyét dinh dwa trén Entropy
2.1.3. Danh gia phwong phap
Mo hinh phan 16p dit liéu st dung cdy quyét dinh
c6 cac uu diém sau day.



- Cay quyét dinh tu giai thich va khi duoc gin két
lai, chiing c6 thé d& dang tu sinh ra.

- Cay quyét dinh c6 thé xir 1y duoc nhiéu kiéu céac
thudc tinh dau vao. Cy quyét dinh dugc xem nhu 1a mot
phuong phap phi tham sb.

Bén canh d6, ciy quyét dinh cling c6 nhitng nhuoc
diém
2.2. Khio sat thuét toan Bayes va cic van dé lién quan
2.2.1. Gioi thiéu phwong phap

Y tudng co ban cua cach tiép can phan 16p dir liu
Bayes 1a su dung Cong thirc Bayes vé xac sudt co dleu
kién dé lua chon két qua phan 16p 1a su kién c6 xac sudt
16n nhat.

Cong thuc Bayes:

P(HIE) =

Trong do:

- H (Hypothesis) 1a gia thuyét va E (Evidence) 1a

chtng ctr hd tro cho gia thuyét H.

- P(E|H): xac suat E xay ra khi H xay ra (x4c sut

c6 diéu kién, kha ning cua E khi H ding) thuong

goi 12 x4c suét tién nghiém.

- P(H|E): xéc suét hau nghiém cua H néu biét E.

2.2.2. Thudt toan Naive Bayes

Thuat toan phan 16p Naive Bayes (Naive Bayes
Classification - NBC) thuong duoc goi ngin gon 1a thuat
toan la Naive Bayes [19]. Thuat toan Naive Bayes dua
trén dinh 1y Bayes (2.2) dé dua ra cac phan doan ciing nhu
phan loai dit liéu dua trén cac dir liéu dugc quan sat va
thong ké.

P(E|H).P(H)

PE) (2.2)



2.2.3. Mang Bayes
2.2.4. Danh gia phwong phdp

So v61 cac phuong phap khac, phuong phap phan
16p dir liéu Bayes 1ap luan theo kinh nghiém dugc tich liy
va ap dung vao mo hinh phan 16p d6i twong kha linh hoat
va phu hop vé&i dic trung ctia bai toan cy thé. Cac co ché
udc luong trong phwong phap nay ciing gan gili v6i cach
suy luén thong thuong. Phuong phap phén 16p dir lidu
Bayes dugc ung dung rat rong rai boi tinh dé hiéu va dé
trién khai.

Tuy nhién, phuong phap phan 16p dir liéu Bayes
cho hiéu qua khong cao trong truomg hop tap dit liéu miu
c6 do phuc tap 16n va cac thudc tinh ctua dir licu mau co
quan hé phu thudoc hodc khong déy da. Trong nhiing
truong hop nay, cé thé s dung mang Bayes.

2.3. Khao sat thuat toan may vecto hé trog va cac
van dé lién quan
2.3.1. Gidi thiéu phwong phadp

May vector hd trg (Support Vector Machines -
SVM) dugc Cortes va Vapnik gi6i thi¢u vao nam 1995
trén co s& md rong tir chuyén dé ly thuyet hoc théng ké
(Vapnik 1982), dwa trén nguyén tic t6i thiéu rii ro cau
trac (structural risk minimization). Y tuong chinh cua
SVM d¢ giai quyet bai toan phan 16p (1.1)-(1.2) la anh xa
tap dir liéu miu thanh cac vector diém trong khong gian
vector RY va tim cac siéu phing c6 huéng dé chia tach
chung thanh céac 16p khéac nhau.
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2.3.2. Thudt todn SVM tuyén tinh véi tgp div ligu phin
tach dwoc
2.3.3. Thudt todn SVM tuyén tinh véi tip div liéu khong
phan tach dwoc
2.3.4. Thugt toan S VM phi tuyen phan l6p nhi phin
2.3.5. Thudt todn toi thiéu tuin tw SMO
2.3.6. Thudt toan SVM phdn lép da lop
2.3.7. Danh gia phu’o’ng phap

Uu diém ndi bat cua phuong phip SVM la thuc
hién t6i wu toan cuc cho mé hinh phan 16p. Do d6, md
hinh SVM ¢6 chat luong cao, chiu dung dugc nhiéu. Mit
khac, SVM 1a mot phuong phap tot (phu hop) d6i voi
nhimmg bai toan phan 16p co khong gian biéu dién thudc
tinh 16n. Cac ddi twong can phan 16p duoc biéu dién boi
mot tap rat 16n cac thudc tinh.

Tuy nhién, phuong phap SVM ciing c6 mot sb
nhuge diém
2.4. Két luan chwong 2

Chuong 2 da khao sat twong ddi chi tiét cac k¥
thuat hoc may: phuong phap ciy quyét dinh, phwong phap
Bayes va phuong phap SVM. Day la cac k¥ thuat hoc may
thuong duoc tmg dung giai quyét bai toan phan 16p dit
liu.

Trong chuong 3 tiép theo, luan van s& ap dung thir
nghiém cac phuong phap trén cho bai toan phan loai tdn
cong mang trén bd dir liéu KDD cup 99.
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CHUONG 3. THU NGHIEM VA PANH GIA
3.1. Khio sat va lya chon b dir liéu dé thir nghiém
3.1.1. Gioi thiéu chung

An ninh mang 1a vin dé an ninh phi truyén théng,
con kha méi mé nhung ngay cang duoc thé giéi va Viét
Nam quan tim ca cap vi mo va vi mo.

Tai Viét Nam hién cé trén 55% dan sd dang su
dung dién thoai di dong, trén 52% dan sO str dung Internet
[22]. Viét Nam ding thtr 4 trén thé gidi vé thoi gian st
dung Internet va dimg thir 22 trén thé gi6i tinh theo dan sb
vé s6 ngudi st dung mang xd hot. Hing nam, Viét Nam
phai chiu hang ngan cudc tan cong mang va Viét Nam
dung thir 20 trén thé gii vé xép hang cac qudc gia bi tin
cong mang nhiéu nhat, chiu thiét hai 1én t6i 10.400 ti dong
riéng nam 2016 so véi mirc 8.700 ti dong nim 2015 [17].

Trong nam 2017, Viét Nam da hung chiu rat nhleu
cac vu tn cong mang va dé lai rat nhiéu hau qua ndng né.
Chi riéng quy 1 nam 2017, Viét Nam da c6 gan 7700 su
¢ thn cong mang tai Viét Nam. Pén glua thang 9 s6
lugng cac sy co tdn cong mang di 1én den gan 10000 [20]
(sb liéu cua Trung tdm tng ctu khan cip may tinh Viét
Nam — VNCERT). Trong d6 c6 1762 su co website ltra
déo, 4595 su ¢b phat tdn ma doc va 3607 su ¢ tan cong
thay doi giao dién.

Theo bdo cdo an ninh website cua CyStack, chi
trong quy 3 nam 2018 da co6 1.183 website cia Viét Nam
bi tin tic tin cong va kiém soat. Trong d6, cac website
gi61 thiéu san pham va dich vu cua doanh nghiép la ddi
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twong bi tin tic tin cong nhidu nhét (chiém 71,51%). Vi tri
thir hai 1a cac website thuong mai dién tir (chiém 13,86%).

Thang 11/2018, Dién dan RaidForums da ding tai
thong tin dugc cho la dit liéu cta hon 5 tri¢u khach hang
ctia chudi ban 1¢ thiét bi Thé giéi di dong. Nhitng thong
tin bi ro ri bao g@)m dia chi email, lich s giao dich va
tham chi 13 ca sd thé ngan hang. Ngay sau d6, dit liéu
duoc cho 1a cac hop dong trong chuong trinh F.Friends
ciia FPT Shop ciing bi 10 ri. Mot sé cong ty Viét Nam
nhu: Cong ty ¢ phan Con cung, Ngin hang hop tac xi
Viét Nam, ... ciing trd thanh dich nhdm cho tin tic.

Theo thong ké tir Trung tdim Gidm sat an toan
khong gian mang quéc gia truc thudc Cuc An toan thong
tin (Bo Thong tin va Truyén thong), c6 khoang 4,7 triéu
dia chi IP ciia Viét Nam thudng xuyén nam trong CAC
mang ma doc 16n (s6 liéu thang 11/2018).

Trong quy 1/2019, VNCERT ghi nhan ¢6 4.770 sy
c¢d tAn cong mang vao cic ‘trang web cua Viét Nam. Cung
trong thoi gian nay hé thong giam sat cia VNCERT ghi
nhan tong cong c6 hon 78,3 tridu sy kién mat an toan
thong tin tai Viét Nam.

Céc thong tin va s6 liéu trén cho théiy mot thuc
trang dang bado dong vé tin cong mang tai Viét Nam hién
nay.

Nhu vay, vin dé& phong chng tan céng mang dang
1a chu dé nghién ciru trd nén cap thiét hon trong bdi canh
bung nd cach mang cong nghé truyén thong, Internet van
vat va mang x3 hoi gia ting két ndi toan cau. Mot trong
nhig hudéng nghién ctru la xay dung cac h¢ thong phong
chbng tin cong mang dya trén cac k¥ thuat hoc may [16].
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Ttu nhitng ly do trén, luan van lga chon bo dir liéu
vé tAn cong mang KDD Cup 99 dé thir nghiém va danh gia
cac mo hinh phan 16p dit liéu dya trén cac phuong phap
hoc may da nghién ctru trong chuong 2.

3.1.2. M6 td b¢ dir ligu KDD Cup 99

Duéi su bao trg cia Co quan Quan 1y Nghién ctru
Dy An Phong Thu Tién tién thuéc B Qudc phong My
(DARPA) va phong thi nghiém nghién ctru khong quan
(AFRL), ndm 1998 phong thi nghi¢m MIT Lincoln da thu
thap va phan phéi bo dir lidu duogc coi 1a bo dir lidu ticu
chuan cho viéc danh gia cac nghién ctru trong hé thong
phat hién xdm nhap mang may tinh. Dir li¢u dugc sir dung
trong cudc thi KDD cup 99 la mgt phién ban cua b dir
liéu DARPA 98 [18].

Tap dir liéu ddy du cua bd KDD cup 99 chira
4.898.430 dong dir lidu, day 1a mot khdi luong dir liéu 16n.
Trong nghién ctru va thr nghiém, tap dir li¢u 10% cua bod
KDD cup 99 thuong dugc lya chon. Tap 10% cua bo
KDD 99 tuy 1a tdp con nhung né mang day du dit liéu cho
cac loai hinh tdn cong khac nhau, day du thong tin quan
trong dé thir nghiém

Tir d6, cac kiéu tan cong khac nhau trong bo dir
liéu dugc nhom thanh 5 loai (gan nhan 16p) cia bd dir li¢u
KDD cup’99 bao gom:

1. Normal: di liéu thé hién loai két néi TCP/IP
binh thuong;

2. DoS (Denial of Service): dir liéu thé hién loai tin
cong tur chéi dich vy;

3. Probe: dit liéu thé hién loai tan cong tham do;
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4, R2L (Remote to Local): dir li¢u thé hién loai tin
cong tir xa khi hacker cb ging xdm nhép vao mang hoic
cac may tinh trong mang;

5. U2R (User to Root): dit liéu thé hién loai tin
cong chiém quyén Root (quyén cao nhat) bang viéc leo
thang dic quyén tir quyén ngudi dung binh thuong 1én
quyén Root.

Trong bo dit liu KDD cup 99, véi mdi két ndi
TCP/IP ¢6 41 thudc tinh s va phi sé duoc trich xuét.
Podng thoi, mdi két ndi dugce gan nhin (thudc tinh 42) gilp
phan biét két ndi binh thuong (Normal) va cac tin cong.
Xay dung kich ban va lya chon cong cu thir nghiém
3.1.3. Xdy dung kich ban thir nghiém

Bai toan dit ra 13 phan loai kiéu tAn cong trong bd
dir lieu KDD cup 99 nhidm hd trg cho cac hé théng phat
hién xdm nhép mang. Déy la bai toan dugc nhiéu tc gia
quan tam nghlen ctru trong thoi gian gan ddy. Co thé tham
khao cac két qua nghién ctru chi tiét trong cac tai liéu [1],
[2], 6], [8], [9], [11] va [16].

Trong muc nay, luan van s€ thuc hién thir nghiém
vOi bai toan sau:

Piu vao ciia bai toan:

(1) Bo dir li¢u KDD cup 99;

(2) Cac thuat toan thur nghi¢m:

- Thuat toan Cay quyét dinh (Decision Tree);

- Thuat toan Bayes;

- Thuat toan mdy vecto hd trg (SMV).

Piu ra ciia bai toan:



15

Céac do do danh gia hiéu nang cac mo hinh phan
loai kiéu tin cong st dung cac thuat toan thir nghiém trén
bo dir liéu KDD cup 99.

Luén van s& tién hanh thtr nghiém theo hai kich ban.
3.1.4. Lwa chon cong cu thir nghiém

Weka 13 mot phan mém mién phi vé hoc may duoc
viét bang Java, phat trién boi University of Wekato. Weka
c6 thé coi nhu 13 bo suu tap cac thuat toan vé hoc may
dung trong phan tich va khai pha dir li¢u. Cac thuat toan
da dugc xay dung san va nguoi dung chi viée lya chon dé
su dung.

Cac tinh nang chinh cua Weka:

Cac moi truwong chinh trong Weka:

3.2. Trién khai thir nghiém va danh gia két qua
3.2.1. M6 td thir nghiém
3.2.2. Két qud thir nghiém

(1) Két qua giai doan huin luyén cia cac md

hinh theo kich ban 1
Bing 3.1: Két qua thir nghiém 2 16p ciia thuit toan j48

=== Detailed Accuracy By Class ===
TP Rate FP Rate Precision Recall F-
Measure Class
0.996 0.004 0.996 0.996 0.996
normal
0.996 0.004 0.995 0.996 0.995
anomaly
0.996 0.004 0.996 0.996 0.996
(Avg.)
=== Confusion Matrix ===

a b <-- classified as

13389 60 | a = normal

51 11692 | b = anomaly
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Bing 3.2: Két qua thir nghiém 2 16p ciia thuét toan Naive-Bayes

=== Detailed Accuracy By Class ===
TP Rate FP Rate Precision Recall F-
Measure Class

0,912 0,123 0,895 0,912 0,903
normal
0,877 0,088 0,897 0,877 0,887
anomaly
0,896 0,106 0,896 0,896 0,896
(Avg.)
=== Confusion Matrix ===
a b <-- classified as
12272 1177 | a = normal
1445 10298 | b = anomaly

Bang 3.3: Két qua thir nghiém 2 16p ciia thuit toin Net-Bayes

=== Detailed Accuracy By Class ===
TP Rate FP Rate Precision Recall F-
Measure Class

0,991 0,064 0,947 0,991 0,969
normal
0,936 0,009 0,989 0,936 0,962
anomaly
0,966 0,038 0,967 0,966 0,966
(Avg.)
=== Confusion Matrix ===

a b <-- classified as

13330 119 | a = normal

747 10996 | b = anomaly




17

Bang 3.4: Két qua thir nghiém 2 16p ciia thuit toan SMO

=== Detailed Accuracy By Class ===
TP Rate FP Rate Precision Recall F-
Measure Class
0.986 0.041 0.965 0.986
0.975 normal
0.959 0.014 0.984 0.959
0.971 anomaly
0.973 0.029 0.974 0.973
0.973 (Avg.)
=== Confusion Matrix ===

a b <-- classified as

132061 188 | a = normal
485 11258 | b = anomaly

Bang 3.5: Tong hop két qua huan luyén 2 16p ciia cac thuat
toan thir nghiém

accuracy Normal Anomaly

Thuat toan
(%0) Pre | Rec| F1 | Pre | Rec | F1

J48 99.55 99.6 [99.6 99.6 |99.5| 99.6 | 99.5

NaiveBayes | 89.59 89.5 [ 91.290.3|89.7 | 87.7 | 88.7

BayesNet 96.56 94.7 199.1196.9|989 | 93.6 | 96.2

SMO 97.32 96.5 | 98.6 975|984 | 959 |97.1

(2) Két qua giai doan kiém chirng ciia cic md hinh
theo kich ban 1

Két qua kiém ching cac md hinh dugc tong hop
trong bang 3.8.
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Bang 3.6: Tong hop két qua kiém ching 2 16p ciia cac thuét
toan thir nghiém

~, . .. | @CCurac Normal Anomal
Thuattoan | = o) ' BreTRec | F1 [ Pre] Rec | 7L
J48 63.97 32 | 87.3 | 46.8 | 95.4 | 58.8 | 72.8
NaiveBayes | 55.77 |24.3|67.8| 35.8 | 88.2 | 53.1 | 66.3
BayesNet 51.68 |25.7|87.8| 39.8 | 94.2 | 43.7 | 59.7
SMO 527 | 227|669 339 |87.1|495]63.2
3) Két qua giai doan huin luyén thir nghi¢ém theo
kichban2 ) ]
Bang 3.7: Tong hop ket qua huan luyén da 16p cia cac
thuit toan thir nghiém
Cac %%c Thuit toan
lop do | 948 | NaiveBayes | BayesNet | cp1o
Prec | 99.40 95.80 97.80 |97.60
Normal [ Rec | 99.70 77.90 95.10 |98.80
F1 ]99.50 85.90 96.40 98.20
Prec | 99.80 96.50 99.80 99.30
DoS Rec [ 99.90 95.00 93.60 98.00
F1 |99.80 95.80 96.60 | 98.70
Prec | 42.90 0.60 3.40 66.70
U2R Rec [ 27.30 72.70 63.60 18.20
F1 |33.30 1.10 6.50 28.60
Prec | 99.10 22.20 47.80 77.50
R2L Rec | 82.80 52.20 94.30 64.10
F1 | 86.70 31.10 63.40 70.20
Prec | 99.10 61.40 79.20 96.80
Probe
Rec | 98.30 88.00 98.10 96.40
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Cac (;%C Thuit toan
16p do | 948 | NaiveBayes | BayesNet | g\ 1
F1 ]98.70 72.40 87.70 96.60
accuracy (%) | 99.44 84.86 94.79 [97.98

(4) Két qua giai doan kiém chiéng thir nghiém
theo kich ban 2
Bang 3.8: Tong hop két qua kiém chirng da I16p ciia cac
thuit toan thir nghiém

Cac Cac Thuit toan
16p do do | J48 | NaiveBayes | BayesNet | SMO
Prec | 58.00 40.30 53.20 | 41.50
Normal | Rec | 87.00 54.70 84.10 69.10
F1 | 69.60 46.40 65.20 | 51.80
Prec | 97.30 79.40 98.60 95.70
DoS Rec | 96.80 69.10 61.30 | 86.50
F1 | 97.00 73.90 75.60 90.90
Prec | 76.50 2.40 9.70 83.30
U2R Rec | 35.10 32.40 62.20 13.50
F1 | 48.10 4.50 16.80 23.30
Prec | 16.70 22.20 81.70 22.20
R2L Rec | 0.10 1.00 19.90 0.20
F1 0.20 1.80 32.00 0.30
Prec | 83.80 71.50 68.70 | 51.60
Probe | Rec | 99.70 92.00 99.80 | 56.20
F1 | 81.10 80.50 81.40 | 53.80
accuracy (%) | 77.04 56.16 66.70 61.12
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3.2.3. Ddinh gid két qua thir nghi¢m

99.55
96.56 97.32
100 89.59
51.68

80
60
40
20

0

Hudn luyén Kiém chirng

63.97
55.77

M NaiveBayes M BayesNet HSMO

Hinh 3.2 Biéu d6 so sanh d9 chinh xac ciia cac thuit toan
thir nghiém 2 16p

Quan sat biéu d6 trén hinh 3.1 nhan thay rang, cac
thuat toan thar nghiém déu cho két qua c6 ti 1& phan loai
chinh xac cao trén tap huan luyén (tir 90% tro Ién).

Trong d6, md hinh cay quyét dinh (j48) c6 ti I¢
phan loai chinh xé&c cao nhat (99.55%) va md hinh Naive
Bayes ti 1& phan loai chinh xac thap nhat (89.59%).

Tuy nhién, khi thuc hién kiém tha ty 18 phan loai
chinh x&c bi sut giam rd rét chi con trén 51%. Trong do,
md hinh cay quyét dinh (j48) c6 ti I¢ phan loai chinh xac
cao nhat (63.97%) va md hinh Bayes Net ti 1& phan loai
chinh xéc thap nhat (51.68%).
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100
a0 87.87.3 87.87.3
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Hinh 3.3 Biéu dé so sanh d§ chinh xic ciia 16p Normal
trong thir nghiém 2 16p

120
98.99.58.4 99. 9.
100 9307859 96.7%-97.1 94954
89. 87.7, 88. 88. 7.1
80 72.8
66.3
3.2
58.8 9.
60 53.1 95
3.

40
20

0

Pre Rec F1 Pre Rec F1
Huan luyén Kiém chirng
m NaiveBayes m BayesNet ™48 uSMO

Hinh 3.4 Biéu dd so sanh d9 chinh xac cia 16p
Anomaltrong thir nghiém 2 l6p
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100 9479 2944 97.98
84.86
80 77.04
66.77
61.12
50 56.16
40
20
0
Huan luyén Kiém chirng
W NaiveBayes W BayesNet m 48 | SMO
Hinh 3.5 Biéu do6 so sanh d§ chinh xac ctia md hinh trong
thir nghiém da l6p

Quan sat trén hinh 3.2, va 3.5 nhan thay két qua cac
m6 hinh khi thuc hién phan 16p da 16p khi kiém chtng cho
két qua d6 chinh xac cao hon khi chi thyc hién phan Iop 2
I6p. Pidu nay cé thé duoc Iy giai 1a cac md hinh khi thyc
hién phéan 16p da 16p s€ phu hop hon.

Hinh 3.5 trinh bay biéu do théng k& muc chinh xéac
(Precision) theo tirng lI6p cta ca&c md hinh thu nghiém da
I6p trén tap huan luyén.

100.00 <> &

90.00 / P

80.00 -+

70.00

60.00 -7 ——]48

50.00 \ \ / / —li—NaiveBayes
40.00 \ v f / ——BayesNet

\\ // / w0
o \ /A
0.00 | "

Normal DoS U2R R2L Probe

Hinh 3.6 Mikc chinh xac theo l6p trong thir nghiém da l6p
trén tap huan luyén
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Hinh 3.7 trinh bay biéu d6 théng k& muc chinh xac
(Precision) theo ting 16p cua cac md hinh thir nghiém
phén I6p da 16p trén tap kieém ching.

100.00

90.00

) 4

80.00 / \X
70.00 | ‘ /L
60.00 4 \\ // ——148
/  \\\
V4 \ )

50.00 // X ——NaiveBayes

40.00 - BayesNet

00 \
o VA
v

0.00

e SMO

Normal DoS U2ZR R2L Probe

Hinh 3.7 Mikc chinh xac theo 16p trong thir nghiém da 16p
trén tap kiém ching
Tém lai, trong ca hai kich ban thur nghiém, mé hinh
cay quyét dinh va mé hinh SVM c6 do chinh kha tét. Biéu
nay cling phit hop véi thuc té 1a hai mo hinh nay thuong
duoc sir dung dé xay dung cac bo phan 16p.
3.3. Két luan chwong 3
Trong chuong 3 ludn vin d3 tién hanh thtr nghiém
cac thuat toan hoc may nghién ctru trong chuong 2 cho bai
toan phan loai tan cong mang vai b dir licu KDD cup 99.
Két qua thir nghiém budc dau cho thiy cac thuét
toan hoc may co thé trién khai trong thuc té va phu hop
v6i cac yéu cau dé ra cho bai toan phan 16p dir liéu.
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KET LUAN
CAc két qua dat dwoc cia luin vin:

Véi muc ti€éu nghién ctru cac thuat todn hoc may
cho bai toan phan 16p dir li€u va thir nghiém, luan van da
dat dugc mot sd két qua sau day:

- Nghién ctru tong quan vé bai toan phan 16p dir
liu va cac van dé lién quan.

- Khao sat tong quan vé hoc may nham bai toan
phan 16p dir li€u.

- Gi6i thiéu chung vé hoc sau.

- Khao sat chi tiét cac phuong phap hoc may: Cay
quyét dinh, Bayes va SVM.

- Khéo sat bo dit liéu tAn cong mang KDD cup 99.

- Thuc hién thir nghiém cac thuét toan hoc may j48,
Naive Bayes, Bayes Net va SMO dé phan loai cac kiéu tan
cong mang doi v4i bo dir liéu NSL-KDD.

Tuy nhién, do han ché vé& mit thoi gian, luan van
chua tién hanh thir nghiém véi cac bo dir liéu 16n, Do do,
hiéu qua thir nghiém chua cao.

Huwéng phat trién tiép theo:

- Thyc hién xay dung va trién khai hé thong phan
16p dit li€u st dung thuat toan hoc may cho cac bai toan
thuc té.

- Nghién ctru cac k¥ thuat hoc sau cho bai todn
phan 16p dir li¢u.



