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LOI CAM DPOAN

To61 cam doan day la cong trinh nghién ctru cua riéng toi.
Céc s0 liéu, két qua néu trong luadn van la trung thuc va chua ting dugc ai cong

bd trong bt ky cong trinh nao khac.

Tac gia

PJ Minh Hai
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LOI CAM ON

L1 dau tién t6i xin dugc gui 101 biét on chan thanh va siu sic nhét t6i thiy gido
TS. Nguyén Ngoc Piép — Khoa Cong nghé thong tin — Hoc vién Buu chinh Vién
thong, nguoi thdy da ludn tan tinh chi bao, giup d&, hudng dan t6i trong subt qua trinh

nghién ctru ludn van nay.

T6i chan thanh cam on céc thay, ¢6 gido trong Khoa Cong nghé thong tin — Hoc
vién Buu chinh Vién théng da ludn tan tim truyén day cho toi nhitng kién thtc bd

ich trong thoi gian hoc tap va nghién ctlru tai nha truong.

To1 cling xin guri 101 cdm on tdi cac ban cung 16p da giap dd toi trong qua trinh
hoc tép tai truong.

Hoc vién

P Minh Hai
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MO DAU
1. Ly do chon dé tai

Hién nay, voi tde do phat trién vé cong nghé tin hoc, truyén thong, thwong mai
dién tir thi nhu ciu dang tai, chia sé thong tin trén cac hé théng web 1a rt 16n. Cac
doanh nghiép déu so hitu, str dung cac ung dung web nhu: webmail, kénh ban hang
trye tuyén, ddu gi4, mang x3 hoi va nhiéu chirc ning khac dé cung cip dich vu truc
tuyén, két nbi voi khach hang, dbi tac. Mdi phut trdi qua lai c6 mot lwong thong tin
khéng 16 dugc ding tai trén cac ung dung web, dé cung cip, truyén tai cho nguoi
dung truy cap khai thac. Diéu d6 dan kén nhiéu nguy co vé vé sy mat an toan thong
tin, doi héi can phat trién céac cong tuc hd tro dé tang tinh an toan, bao mat ddi véi
thong tin dwogc truyén tai trén mang.

Thuyc té, moi tmg dung web van ludn tiém 4n nhiing nguy co mét an toan thong
tin do rat nhiéu nguyén nhan k¥ thuat, ca chil quan ciing nhu khach quan gy mat mat
dir li¢u c6 gia tri, hay lam gian doan viéc cung cép dich vu. Viéc trién khai truc tuyén
g dung web s& cho phép ngudi ding quyén truy cap tu do vao ing dung thong qua
giao thic HTTP/HTTPS, nhitng truy cip ndy c6 kha ning vuot qua hé thong firewall,
céc 16p bao vé hé théng va cac hé thong phat hién xam nhap vi cic ma tin cong déu
nam trong cac goi giao thie HTTP hop 18, ké ca cac tmg dung Web c6 do bao méit
cao st dung SSL ciing déu cho phép tit ca cac dir liu di qua ma khong hé kiém tra
tinh hop 16 cta dir liéu. Cac Gmg dung web van ludn tiém 4n nhitng 16 hong bao mét
do ma ngudn, may chu...

Bén canh d6, viéc tan cong xAm nhdp cac tmg dung web cta harker ngay cang
tré nén da dang va vo cung tinh vi. Tuy nhién, ngudi quan tri c6 thé phat hién dugc
nhimg truy cap bét thudng dwa vao co ché ghi nhan va luu trit tt ca truy cap dén may
chu web thong qua logfile cia may chii web. Bang viée thu thap, phan tich tai nguyén
nay c6 thé phat hién duoc nhitng truy cap bat thuong dé chii dong phong ngira, ngin
chin nhitng nguy co trong twong lai d6i véi hé thong.

Trong pham vi ctia ludn vin ndy, tac gia lua chon dé tai Phdt hi¢n tin cong

tng dung web duwa trén log truy cdp sie dung bé phén I6p rirng ngdu nhién dé



nghién ctru xay dyng, danh gia mé hinh va thir nghiém két qua.
2. Téng quan vé van dé nghién ctru

Cho dén nay, nhiéu hing cong nghé ctua Thé gi6i cling nhu Viét Nam dua ra
cac giai phap ho tro an toan, bio mat mang, di han ché va ngan chan rat nhiéu cac
cudc tan cong nham vao mang cua cac don vi, doanh nghiép. Vi du nhu cic phan
mém bao mét, cac chuong trinh diét virus voi co sé dit liéu cdc mau virus lién tuc cap
nhat hay hé thdng firewall nhim ngin chin nhitng két ndi khéng tin cay, thuc hién
mi héa lam ting an toan cho dit liéu duoc truyén tai trén mang. Tuy nhién, cac hinh
thirc pha hoai img dung web ngay cang trd nén tinh vi hon, phtrc tap hon, ¢é thé vuot
qua duogc cic cong cu va phan mém bao mat c6 sin. Vi vdy, van can nghién ciru thém
céc giai phap hd trg dé phat hién duoc t6i da nhitng tan cong dang dién ra trong hé
théng mang dé phong ngira, han ché nhirng thiét hai cho ngudi dung, doanh nghiép.

Véi cac may cha web, viéc thu thap, phan tich cac log truy cap 1a co ché quan
trong khong thé thiéu, né s& gitip tw dong ghi nhan tat ca cac truy cip gdm binh
thuong va bat thuong dén tng dung web. Tir dit liéu log thé thu thap duoc, qua qua
trinh xir 1y, phan tich, ngudi quan tri hé théng c6 thé trich xuat duoc cac thong tin
quan trong vé cac hanh vi nguoi dung truc tuyén, cac dau hiéu truy cip bit thudng,
cac dang ma doc va cac dang tan cong, xAm nhap dé gitip ngudi quan tri quyét dinh
ap dung cac phuong an phong ngira, hodc dua ra cac canh béo vé nguy co mét an toan
thong tin dbi v6i hé théng cho ngudi dung. Pong thoi cling nhu 14 cin clr giup cai
thién chit lvong hé thdng va cac dich vu dap tng tét hon nhu ciu ngudi ding.

C6 nhiéu phuong phap phan tich log d3 duoc nghién ctru va trién khai, tuy
nhién viéc ap dung bd phan 16p rimg ngau nhién dé phan tich phat hién tan cong chua
dugc st dung phd bién. Vi vay tac gia lua chon sit dung phuwong phap hoc may c6
giam sét, ap dung bo phan 16p rimg ngau nhién dé phan tich cac weblog nham phat
hién céc truy cap bat thuong, giup ngudi quan tri sém c6 bién phap phong chdng,

ngan chédn cac nguy co c6 thé mat an toan thong tin.



3.  Muc dich nghién ciru

Nghién ciru phuong phap va xay dung mé hinh hoc may dé phat hién cac tin
cong dén tmg dung web dua trén log truy cap. Két qua nghién ctru s& gop phan gitp
cho ngudi quan 1y website ddnh gia va ngin ngira duoc mot sb hinh thirc tin cong
phd bién, co thé dua ra giai phap ting cuong cac 16 héng, nguy co tiém an.
4. POoi twong va pham vi nghién ciru

Déi twong phan tich 13 cac log file truy cép duoc tao ra trén may cha web nhu
Apache, Nginx, IS thong qua ludng mang pcap.
5. Phuwong phap nghién ciru

Poc va nghién ciru tong quan 1y thuyét vé Gmg dung web, 1y thuyét hoc may
c6 giam sat, giai thuat bd phan 16p ring ngau nhién.

Xay dung md hinh hoc may phat hién tan cong ing dung web, danh gia mo
hinh, thir nghi¢m hé théng dua trén dit li¢u da thu thap.

Cai dat hé thong dé danh gia.

CAu tric cua luan vin dugc tac gia to chirc thanh 4 chuwong nhu sau:

Phén 1 — Gidi thiéu Co so 1y thuyét

1.1. Tong quan vé tin cong Web

1.2.  Giéi thiéu vé Web log

1.3.  Phuong phap phat hién tdn cong qua web log str dung hoc may

Chuong 2 — Phuong phap phat hién tin cong

2.1. Phuong phap phat hién tin cong

2.2. Tbng quan vé thuat toan Random Forest

2.3. Tap dit liéu hudn luyén (CSIC 2010)

2.4. Phuong phap danh gia

2.5. Két qua thir nghiém

2.6. Kétluan chuong

Chuong 3: Xay dung hé théng thuc nghiém

3.1. Xay dyng hé théng

3.2. Mot so két qua thir nghiém hé thong



Chuong 4: Két luan va kién nghi
4.1. Nhitng dong gop cua luan van

4.2. Huéng phat trién luan vin



CHUONG 1-CO SO LY THUYET

1.1. Tong quan vé tAn cong Web.

Ngay nay, Web chinh 13 kénh truyén thong co ban giup doanh nghiép ting
cudng hinh anh tryc tuyén cta minh trén thé gi¢i mang, giup xay dung, duy tri nhiéu
mdi quan hé v6i khach hang tiém niang. V&i xu huéng phat trién cong nghé CNTT va
truyén thong hién nay, Web da tré thanh kénh ban hang phd bién d6i véi hang nghin
doanh nghiép 16n nho. Bac biét website hién nay cho phép dong goi, xur ly, luu trir
va truyén tai dir liéu khach hang voi dit liéu 16n, quan trong va cé gia tri (nhu thong
tin ca nhan, ma s thé tin dung, thong tin bao mat xa hoi ...).

Chinh nhimg dic diém nay, cac website thuong xuyén 1a muc tiéu tan cong
clia tin tic dé khai thac danh cép cac théng tin quan trong. Mot trong nhitng phuong
thirc tan cong pho bién 1a khai thac cac 15i bao mat lién quan dén tGng dung web.
Nhiéu diém yéu nghiém trong hay céc 15 hong cho phép hacker xAm nhap thang va
truy cap vao co so dir liéu dé trich xuat cac dir liéu nhay cam, quan trong.

Céc 11 bao mat tmg dung web 13 nguyén nhan chi yéu gay ra cac 15i dbi véi
website. Cac harker sau khi phat hién dugc cac 16i ndy, thudng str dung cac ky thuat
khac nhau dé tién hanh xam nhap, khai thac hoac danh sap ca hé théng dich. Mot sb
k¥ thuat thuong duogc st dung nhu Buffer Overflows, SQL Injection, and Cross-site

Scripting... Viéc phan loai cac kiéu tan cong thanh cic nhém khac nhau s& gitip cho

ngudi quan tri xac dinh cac nguy co ciing nhu bién phap dbi phé hiéu qua hon.

saL h’-

Injoction |
Path _Z.S_ Cross site —.
Traversal l Seripling = ——

Hinh 1. 1. M6t s6 phuong thirc tan

cong tng dung web

Caokin
Tamparing

(Ngudn: https://securitydaily.net/)

Sesgion
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1.1.1. Mt 56 khdi niém co ban vé ieng dung web
a. HTTP Request & HTTP Response

HTTP header 13 phan dau cta thong tin ma trinh khach va trinh chu gui cho
nhau. Nhirng thong tin trinh khach guri cho trinh chu dugc goi la HTTP requests (yéu
cau) con trinh chi giri cho trinh khach 1a HTTP responses (phan hi). Thong thuong
mot HTTP header gdm nhiéu dong, mdi dong chira tén tham s va gia tri. Mot sd
tham s6 c6 thé dugc dung trong ca Header yéu cau va Header tra 101, con sb khac thi
chi dugc dung riéng trong tirng loai.

GET /index html HTTP/1.1 Request Line

Date: Thu, 20 May 2004 21:12:55 GMT
Connection: close

Host: www_myfavoriteamazingsite.com

From: joebloe@somewebsitesomewhere.com

Accept: text/ntml, text/plain Request Headers
User-Agent: Mozilla/4 0 (compatible; MSIE 6.0; Windows NT 5.1}

General Headers

HTTP

Entity Headers RREL

Message Body

Hinh 1. 2 - HTTP Request
(Ngudn: http://www.tcpipguide.com/)

HTTP Request:
- Dong dau cua HTTP Request 1a dong Request-Line bao gém cac thong tin:
+ Method: 1a phuong thue ma HTTP Request nay su dung (POST, GET, HEAD,
TRACE,...).
+ URI: 1a dia chi dinh danh cua tai nguyén.
+ HTTP version: 1a phién ban HTTP dang su dung
- Tiép theo 1a cac truong Header thong dung nhu:
+ Accept: Loai noi dung c6 thé nhan dugc tir thong diép phan hoi.

Vi du: text/plain,text/html,...

+ Accept-Encoding: Cac kiéu nén duoc chap nhén.



vi du: gzip, xz,...
+ User-Agent: Thong tin vé trinh duyét ctia nguoi ding
+ Connection: Tuy chon cho két ndi hién tai.
Vi du: closed, keep-alive, update,..
+ Cookie: Thong tin HTTP Cookie tir may chu
- Header ctia HTTP request s& két thuc bang mot dong tréng

CAu trac cua HTTP phan hoi gan giéng v6i HTTP yéu cau, chi khac nhau 1a
thay vi Request-Line thi HTTP phéan hoi c¢6 Status-Line.

Status Line : HTTP/L1 200 0K | Response status line
. J '
ﬁéqunét status code ; 200 OK
Server | openresty

Date | Wed, 21 Feb 2018 14:35:82 GMT
Response header
agrver | ﬁ:’:.ii il

Content-Type | application/]aon
cCantant-Léngth 536

Connection t closed

Content-Type ! text/html

Blank line

[cn1oMy Home page</ni> J Response body

Hinh 1. 3- HTTP Response

(Ngudn: http://www.way2testing.com)

HTTP Response:
- Status-Line c6 phan chinh nhu sau: HTTP-version 13 phién ban HTTP cao nhét
ma may chi dang hd tro, Status-Code: ma két qua tra vé, Reason-Phrase: mo ta vé
Status-Code
- Tiép theo 1a cac tham sé va kém mot dong trong dé bao hiéu két thuc header

- Cudi cung 1a phan than ctia HTTP response



b. Session

Session la khoang thoi gian ngudi st dung giao tiép voi mot ing dung. Session
bét dau khi ngudi sir dung truy cép vao ung dung lan dau tién, va két thic khi nguoi
st dung thoat khoi tmg dung. Mdi session s& c6 mot dinh danh (ID), mdi session khac
nhau s& c6 ID khac nhau. Trong ngit canh tng dung web, website s& quyét dinh khi
nao session bat dau va két thuc. Trong mdt session, website cé thé Iuu trit mot sb
thong tin nhu danh ddu ban di login hay chua, nhimng bai viét nao ban da doc qua...

HTTP la giao thirc hudng d6i twong tong quat, phi trang thai, nghia 1a HTTP
khong luu trit trang thai lam viéc gitra trinh duyét voi trinh cha. Su thiéu sot nay giy
kho khin cho mot sé tmg dung web, boi vi trinh chii khong biét trude dé trinh duyét
d3 c6 nhitng trang thai ndo. Vi thé, dé giai quyét van dé nay, ing dung web dua ra
mot khai niém phién lam viéc (Session). Con Session ID 1a mot chudi dé ching thuc
phién 1am viéc. Mot s6 trinh chi s& cung cAp mdt Session ID cho nguoi dung khi ho
xem trang web trén trinh chu.

Dé duy tri phién 1am viéc thi Session ID thuong duoc luu vao:

- Bién trén URL
- Bién an form
- Cookie

Phién 1am viéc chi ton tai trong mot thoi gian cho phép, thoi gian nay duoc
cAu hinh quy dinh tai trinh cht hoac béi ing dung thuc thi. Trinh chu s€ tu dong giai
phoéng phién 1am viéc dé khoi phuc lai tai nguyén ctia hé thong.

C. Cookie

Cookie 13 nhitng phan dir liéu nhé c6 ciu trac duge chia sé giita trinh chu va
trinh duyét ctia ngudi dung.

Céc cookie dugc luu trir dudi nhirng file dir li¢u nho dang text, dugc ting dung
tao ra dé luu trit/truy tim/nhan biét cac thong tin vé ngudi dung ghé thim trang web
va nhitng ving ma ho di qua trong trang. Nhirng thong tin nay c6 thé duoc bao gdm
tén/dinh danh ngudi dung, mat khau, sé thich, thoi quen... cookie dugc trinh duyét

ctia ngudi dung chip nhan luu trén dia cing cia may tinh, tuy nhién khong phai lac



nao trinh duyét cling ho trg cookie, ma con tuy thudc vao nguoi dung cé chap nhan

chuyén luu trir 6 hay khong. O nhing 1an truy cap sau dén trang web do, tmg dung

c6 thé dung lai nhitng thong tin trong cookie (nhu thong tin lién quan dén viéc ding

nhdp vao Facebook, gmail...) ma nguoi dung khong phai lam lai thao tac dang nhap

hay cung cip cac thong tin khac.

Cookie dugc phan lam 2 loai secure/non-secure va persistent/non-persistent

do do ta s€ co 4 kiéu cookie la:

- Persistent va Secure

- Persistent va Non-Secure

- Non-Persistent va Secure

- Non-Persistent va Non-Secure

Persistent cookie dugc luu trit dudi dang tap tin .txt trén may khach trong mot

khoang thoi gian xac dinh.

Non-Persistent cookie thi dugc luu trir trén by nhd RAM cua may khach va sé

bi huy khi dong trang web hay nhan dugc 1énh huy tir trang web.

Secure cookie chi c¢6 thé duge giri thong qua HTTPS (SSL).

Non-Secure cookie ¢ thé duge giri bang ca hai giao thirc HTTPS hay HTTP.

Thyc chat 1a d6i voi secure cookie thi trinh chu s€ cung cap ché do truyén bao mat.

Céc thanh phan ctia mét cookie bao gom:

Domain Flag Path [Secure  |[Expiration [Name Value
64.3.40.151.16018
www.acb.vn | FALSE / FALSE [1154029490| Apache
996349247480

Domain: t€én mién cua trang web da tao cookie (¢ trén 1a www. abc.vn)

Flag: mang gia tri TRUE/FALSE — Xac dinh cac may khac v6i cung tén mién

¢6 dugc truy xuat dén cookie hay khong.

Path: pham vi cac dia chi c6 thé truy xuét cookie. Vi du: Néu path 1a “/tracuu”

thi cac dia chi trong thu muc /tracuu ciing nhu tat ca cac thu muc con cua n6 nhu

/tracuu/baomat c6 thé truy xuit dén cookie nay. Con néu gia tri 1a «/” thi cookie s&

duogc truy xuét boi tit ca dia chi thudc mién trang web tao cookie.
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Secure: mang gid tri TRUE/FALSE — Xéc dinh day 1a mdt secure cookie hay
khong, nghia 1a két ndi co sir dung SSL hay khong.

Expiration: thoi gian hét han cua cookie, duoc tinh bang gidy ké tir 00:00:00
gio GMT ngay 01/01/1970. Néu gia tri nay khong duoc thiét 1ap thi trinh duyét sé
hiéu day la non-persistent cookie va chi luu trong bd nhéd RAM va s& x6a n6 khi trinh
duyét bi dong.

Name: tén bién (truong hop nay 1a Apache)

Value: véi1 cookie dugc tao ¢ trén thi gid tri cia Apache 1la
64.3.40.151.16018996349247480, cua tén mién http://www.abc.com

Kich thuée tbi da cua cookie la 4kb. S6 cookie tdi da cho mot tén mién 1a 20
cookie. Cookie bi huy ngay khi dong trinh duyét goi 1a “session cookie”.

Mot vi du vé cookie: Gia str 1an dau tién ban vao trang facebook.com thi may
tinh ctia ban s& tai trang nay rat 1au vi no phai tai noi dung trang web vé may cta ban.
Sau khi dang nhap vao hé théng va sir dung nhu binh thuong. Sang ngay hom sau,
vao lai trang facebook.com thi vao rat nhanh va nhiéu khi ciing khong can phai ding
nhép tai khodn nira nguyén nhan chinh Ia do trinh duyét da luu cookie céc thong tin
hom qua ban da vao. Cookie 12 mét cao dao hai ludi, loi ich cua no thi ban co thé
théy dugce su tién loi 1a d& ton thoi gian tai lai trang web nhung nguoi lai nhuoc diém
ctia n6 1a cac Hacker c6 thé dua vao céac file cookie dé 14y cac thong tin tai khoan.
R4t 12 nguy hiém nén tét nhit khong dé trinh duyét luu cookie nhung da sé nguoi
dung hién nay déu dé ché do luu cookie vi ngudi dung khong biét dén sy nguy hiém
cua no hoac la théy no6 tién cho cong vi¢c cia minh.

d. Proxy

Hién nay, nguoi dung st dung Internet da sb 1 di Internet truc tiép nghia 13
ngudi ding ty minh di dén may chu hoi xin cac yéu cau. i truc tiép nhu thé nay thi
c6 cai khuyét diém 1a bang thong s& ton rat nhiéu. Chinh vain dé vé bing thong nén
moi ra doi khai niém “proxy”.

Proxy 1a mét Internet server 1am nhiém vu chuyén tiép thong tin va kiém so4t

tao su an toan cho viéc truy cap Internet cia cdc may khach, con goi la khach hang
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st dung dich vu Internet. Tram cai dat proxy goi la proxy server. Proxy hay tram cai
dat proxy c6 dia chi IP va mot cong truy cap ¢ dinh.

Proxy cung cip cho ngudi sir dung truy xuét Internet nhitng nghi thirc dic biét.
Nhirng chuong trinh may khach ctia nguoi st dung s€ qua trung gian may chu proxy
thay thé cho may chu that su ma nguoi st dung can giao tiép.

May chii proxy xac dinh nhimg yéu ciu tir client va quyét dinh dap tmg hay
khong dap tng, néu yéu cau duoc dap ing may chu proxy sé két nbi voi may cha that
thay cho may khach va tiép tuc chuyén tiép nhitng yéu cau tir may khach dén may
chu, cling nhu tra 10i cia may chi dén may khach. Vi vdy may chu proxy gidng cau
ndi trung gian giita may chi va may khéch.

Thuong thi may chu proxy dugc xdy dung chu yéu 1a trong cong ty hay cac
nha cung cip dich vu dé phuc vu cho nhén vién hay 1a khach hang cta nha cung cip.
Khuyét diém 16n nhat ma proxy mac phai 1a bao mat vi n6 1am trung gian nén no cé
thé biét hét moi thr ma nguoi dung khai bao véi may chi dich.

1.1.2. Kién triic ciia mét irng dung web

Mot g dung Web c6 day du cac thanh phan nhu sau:

Yéu chu (request) Serviet | ey
- \.__h___ o B e
.f'f--_ —_hﬂ“‘-x
JavaBean P, Taxt Sin
Phan hoi {response)  Business
. ( - .
. . XML g .
Trinh duyét Web server
. (IE, Firefox, Opera, ...) _ (Tomcat) Thng co s& dii lidu
i ’ i (Database tier)
Tang gizo dién Tang nghiép vu
(Fresentalion tier) (Business tier)

Hinh 1. 4 - Kién triic cia mot ing dung Web
(Ngudn: https://edu.com.vn)

- Trinh khéch (hay con goi la trinh duy¢t): Internet Explorer, Firefox, Chrome...
- Trinh chu: Apache, IIS,...
- H¢ quan tri co s¢ dir lidu: SQL Server, MySQL, DB2, Acess...
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- Tuong lua: Lop rao chin bén ngoai mot h¢ théng mang, vai tro kiém soat
ludng thong tin gilta cac may tinh

- Proxy xac dinh nhitng yéu cau tir trinh khach va quyét dinh dap tmg yéu cau
hay khéng, Proxy dong vai trd cau ndi trung gian gitta may chti va may khach

1.2.  Giéi thiéu vé Web log file

Web Log 1a mdt hoac nhiéu file log dugc tao va luu trir bo1 mot Web server,
n6 chira tit ca cac hanh dong ma nguoi truy cap tic dong lén trang web.

Mot web log sé& chira cac request tic dong dén nd. Cac thong tin vé request, vi
du nhu dia chi IP may khach, ngay/gio request, trang da request, ma HTTP, thong tin
ngudi ding,.. Cac file nay khong thé truy cap boi nguoi dung thong thuong, chi ding
cho quan tri vién hodc admin vi chira cac thong tin quan trong.

Tu server log dé tra cru luu luong nguoi ding trong ngay, trong tuan, thong
tin nguoi dung.

11.222.333.44 - - [11/Dec/2018:11:01:28 -0600] “GET /blog/page-address.htm HTTP/1.1”
200 182 “-*»” "“Mozilla/5.@ Chrome/60.0.3112.113”
Hinh 1. 5 - Mot line cua Apache log

Logfile ghi lai lién tuc cac thong bao vé hoat dong cua h¢ théng hoac cua cac
dich vy dugc trién khai trén hé thong, n6 cung cap thong tin cho phép nguoi quan tri
phan tich nguyén nhan géc ré ciia mot van dé phat sinh, giup cho viéc khéc phuc su
¢b khi phat sinh nhanh chong hon, tir 6 gitip cho viée dy doan van dé véi hé thong
webserver sém hon.

Céac web server chuan nhu Apache, IIS tao thong diép ghi nhat ky theo mot
chuan chung (CLF — common log format)[4]. Tép nhat ky CLF chua cac dong thong
diép cho mbi mét goi HTTP request, ciu tao nhu sau:

Host Ident Authuser Date Request Status Bytes

Trong do:

- Host: Tén mién day du cua client hodc IP
- Ident: Néu chi thi IdentityCheck dugc kich hoat va client chay identd, thi day

la thong tin nhan dang duogc client bao cao
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- Authuser: Néu URL yéu cau xac thuc HTTP thi tén nguoi dung 1a gia tri ciia
ma thong bio nay

- Date: Ngay va gio yéu cau

- Request: Dong yéu cau cua client, duoc dit trong dau ngodc kép ()

- Status: M3 trang thai (gdm ba chit s6)

- Bytes: s6 bytes trong ddi tugng tra vé cho client, ngoai trir cic HTTP header

MO&i HTTP request c6 thé chtra cac cac dit liéu bd sung nhu duong lién két
hoic chudi ky tu cia ngudi dung.

Néu ma thong bao khong ¢o gid tri, thi ma thong bao duge biéu thi bang mot
dau gach ngang (-).

Vi du:

127.0.0.1 - frank [10/Oct/2007:13:55:36 -0700] "GET /index.html HTTP/1.0
"200 2326 "http://www.example.com/links.html" "Mozilla/4.0 (compatible; MSIE
7.0; Windows NT 5.1; NET CLR 1.1.4322)"

Loi ich 16n nhat cua tap tin nhat ky 1a tinh sdn c6 twong dbi don gian. May chu
web nhu Apache mdc dinh phai cho phép ghi nhét ky. Céac tiing dung thuong thuc
hién ghi nhat ky dé dam bao truy xuit ngudn gdc cta cac hanh dong cta chung.

1.3. Phwong phap phat hién tin cong qua web log sir dung hoc may
1.3.1. Tong quan vé hoc mdy

Hoc may (Machine Learning) 1a mot nganh khoa hoc nghién ctru céc thuat
toan cho phép may tinh c6 thé hoc dugc cac khai niém (concept).

Hoc may 1a mot linh vuc cua tri tué nhan tao lién quan dén viéc nghién ctru va
xay dung cac ki thuat cho phép cac hé théng "hoc" tu dong tir dir lidu dé giai quyét
nhing van dé cu thé. Hoc may la cac k¥ thuat giup cho may tinh c6 thé tu hoc hoi
dua trén dir liéu dua vao ma khong can phai duogc 1ap trinh cu thé. Thuong mat
chuong trinh may tinh can cac quy tac, luat 18 dé c6 thé thuc thi dugc mot tdc vu ndo
d6 nhu dan nhan cho cc email 13 thu rac néu ndi dung email c6 chir tir khod “quang
c40”. Nhung vé6i hoc mdy, cac may tinh c6 thé tu dong phan lai cac thu rac thanh ma

khong can chi trude bat ky quy tic nao ca.
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Mot bai toan hoc mdy can trai qua 3 bude chinh:

- Chon mé hinh: Chon mét mé hinh théng ké cho tap di lidu.

- Tim tham sb: Cac m6 hinh thdng ké c6 cac tham s twong tmg, nhiém vu luc
nay 1a tim cac tham sb nay sao cho phu hop véi tap dir liéu nhat co thé.

- Suy luan: Sau khi c6 dugc mé hinh va tham sb, ta c6 thé dua vao ching dé
dua ra suy luan cho mot dau vao méi nao do.

Mot bai toan hoc may can co dir liéu dé huan luyén, ta ¢ thé coi n6 1a diéu
kién tién quyét. Dit liéu sau khi c6 dugc can phai:

- Chun hoé: T4t ca céc dit liéu dau vao déu can duge chuan hoa dé may tinh c6
thé xir Iy dwgc. Qud trinh chuin hoa bao gdm sb hod dit liéu, co gidn thong sd cho
phtt hop vé6i bai toan. Viéc chudn hod nay anh hudng truc tiép ti te do hudn luyén
cling nhu ca hiéu qua huin luyén.

- Phan chia: Viéc mé hinh duoc chon rat khop voéi tap dir liéu dang c6 khong c6
nghia 1a gia thuyét cta ta 1a dang ma c6 thé xdy ra tinh hudng dit liéu that lai khong
khép. Van dé nay trong hoc may duoc goi 1a khdp qua (Overfitting). Vi vay khi huan
luyén ngudi ta phai phan chia dit liéu ra thanh 3 loai dé c6 thé kiém ching dugc phan
nao muc do téng quat cia mo hinh. Cy thé 3 loai d6 la:

+T4p hudn luyén (Training set): Dung dé hoc khi huan luyén.

+T4p kiém ching (Cross validation set): Dung dé kiém chimg mé hinh khi huin
luyén.

+T4p kiém tra (Test set): Dung dé kiém tra xem m6 hinh di phu hop chua sau
khi huédn luyén.

1.3.2. Cac nhom giai thudt hoc may:

Theo phuong thuc hoc, céc thuat todn Machine Learning thudong dugc chia
lam 4 nhom:
- Hoc c6 giam sat (Supervised learning): May tinh dugc xem mét sé mau gdm

dau vao (input) va dau ra (output) twong tmg trude. Sau khi hoc xong cac mau nay,
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may tinh quan sat mot dau vao mdi va cho ra két qua. Supervised learning 1a nhém
phd bién nhét trong cac thuat toan Machine Learning.

- Hoc khong giam sat (unsupervised learning) [2]: Thudt toan unsupervised
learning s€ dua vao cAu trac cua dit liéu dé thuc hién mot cong viéc nao do, vi du nhu
phan nhém (clustering) hodc giam s chiéu cua dir liéu (dimension reduction) dé
thudn tién trong vi¢c luu trit va tinh toan. Mot cach toan hoc, Thuat toan hoc khong
giam sat 1a khi chung ta chi c6 dit liéu vao X ma khong biét nhan Y tuwong ing. Khong
gidng nhu thudt toan hoc c6 giam sat, voi hoc khong giam sat, chung ta khong biét
cAu tra 161 chinh xac cho mdi dit liéu dau vao.

- Hoc ntra giam sat: Mot dang lai gifra hai nhoém gidi thuat trén. Cac bai toan khi
chung ta c6 mot luong 16n dir liéu X nhung chi mot phan trong ching dugc gan nhin
duogc goi 1a Semi-Supervised Learning.

- Hoc tang cuong (Reinforcement learning): Reinforcement learning la cac bai
toan giup cho mot hé théng tu dong xac dinh hanh vi dya trén hoan canh dé dat dugc
loi ich cao nhit (maximizing the performance). Hién tai, Reinforcement learning chu
yéu dugc ap dung vao Ly thuyét trd choi (Game Theory), cic thuat toan can xac dinh
nudc di tiép theo dé dat duoc diém sb cao nhat .

Viéc giam sat thu thap, phan tich cac log truy cap hé thong néi chung va cac
log truy cép cac dich vu mang ndi riéng 1a nhiém vu khong thé thiéu trong cac hé
thong giam sat, phan tich hanh vi ngudi dung, phat hién bat thuong, phat hién tin
cong, xAm nhap hé théng va mang. Dit liéu log c6 thé cung cap cho ngudi quan tri
nhiéu thong tin quan trong vé cac hanh vi ngudi dung truc tuyén, cling nhu cac dau
hiéu ctia cac hanh vi truy cip bat thuong, cac dang tdn cong, xAm nhap dé dwa ra cac
canh bao nguy co mét an toan thong tin d6i véi hé thong.

Hién c6 nhiéu phuong phap phat hién tan cong tir viée thu thap, xir Iy, phan
tich log truy cdp. Trong ndi dung cua ludn van nay, tac gia di sau nghién ctru ung
dung phuong phap hoc may c6 giam sat, st dung bd phan 16p ring ngiu nhién dé

phat hién céac tan cong. Dé thuan tién cho qué trinh tién xur ly dir li¢u, trong pham vi
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luan vin nay s& st dung dau vao dir liéu 1a cac web log may cha web dugc thu thap
tir lubng mang pcap. Trong chuong tiép theo, tac gia s& di sdu nghién ciru xay dung

mo hinh phat hién tin cong va danh gia tinh hiéu qua cia mo hinh.
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CHUONG 2: PHUONG PHAP PHAT HIEN TAN CONG
Trong Chuong nay, tac gia di sdu nghién ctru phuong phap phat hién tin cong
dua vao phuong phap hoc may co giam sat, va mo hinh cu thé duogc sir dung trong
phat hién tin cong 13 Rirng ngiu nhién (Random Forest).
2.1. Phuwong phap phat hién tin cong
2.1.1. Mé hinh phdt hi¢n tin cong

Dit liéu log dau Tién xw 1y dir Trich chon
vao liéu dac trung
Xam nhdp/Binh B0 phén loai
thuomg “— | Random Forest

Hinh 2. 1- M6 hinh h¢ théng phat hi¢én xdm nhép
Céc thanh phan trong md hinh Phat hién ma doc tin cong c6 cha dich gdm 4
thanh phan chinh:
- Khéi Dit liéu ddu vao: Do cau truc dit liéu weblog rat da dang & cac hé théng
khéc nhau, trong pham vi luan van nay chi tap trung thu thap dit liéu weblog thu thap
tir ludng peap tai cac may chit Apache, Nginx, IIS va cho vao khéi tién xur 1y di liéu.
- Khéi tién xiv 1y dir liéu: Tién xtr 1y dit liéu 12 bude rat quan trong trong viée
giai quyét bat ky van dé nao trong linh vuc Hoc May. Hau hét cac bo dir liéu duoc st
dung trong Hoc May déu can duoc xur ly, lam sach va bién ddi trude khi mot thuat
toan Hoc May c6 thé duoc huan luyén trén nhimg bo dit liéu nay. Cac k¥ thuat tién
xtt 1y dit liéu phd bién hién nay bao gom xtr 1y dir liéu bi khuyét (missing data), ma
hoa cac bién nhom (encoding categorical variables), chuan hoa dir liéu (standardizing
data), co gian dir li€u (scaling data),...
Trong md hinh hé théng phat hién xam nhap trén, chirc ning cta khdi tién xur
1y dir liéu 1a trich xuét 13y cac thong tin tir log, cac truy cap dén hé thong méay chu
web. Tat ca cac tip tin log s& duoc chuyén vé mot hé thdng chung dé phan tich,

chuyén di cau tric, phéan tach cac truong dic trung.
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- Khéi trich chon dic truwng: Chon ra nhitng dit trung tot nhat (good feature)
cta dit liéu, luge bo nhitng ddc trung khong tt cua dit lidu, gay nhidu (noise), quyét
dinh chon bao nhiéu déc trung dé phan loai dugc dir ligu.

Mot vi du don gian cia qua trinh trich chon dac trung: Néu mudn xac dinh
xem mot ngudi c6 hanh phiic hay khong, mot dic trung tiém ning 1a xem ngudi d6
cO cuoi hay khong....

Vi bo dir liéu HTTP CSIC 2010, dé xtr Iy bo di liéu phu hop cho mé hinh
thuat toan Random Forest, qua trinh trich chon dic trung sé trich chon céc dac trung
lién quan sau dé phat hién cac cudc tan cong Web: Tén thudc tinh; Do dai cua yéu
cau; Do dai cua cac doi sb; SO luong dbi sd; Chiéu dai cua duong dan; Sd ky tu dac
biét trén duong dan; Gia tri byte toi da trong yéu cau
- Khéi bp phén loai Random Forest: Chirc ning cua khéi phan 16p Random
Forest duoc mo ta chi tiét trong muc 2.2.

C6 nhiéu bd phan 16p co thé ap dung dé xay dung mo hinh phat hién tan cong
nay, nhu SVM, Decision Tree, Navie Bayers, Random forests..., Random forests
dugc coi 12 mdt phuong phap chinh xac va manh me, c6 thé lam viée duogc véi dir
lidu thiéu gia tri, va khi Forest co nhiéu cay hon, chung ta c6 thé tranh duoc viéc
Overfitting véi tap dit li¢u vi vay trong ndi dung luan van, tac gia lya chon bd phan
16p Random Forest dé x4y dung mé hinh giai quyét bai toan phat hién tan cong.

- Théng bdo két qua: S& thong bao cho ngudi dung két qua phat hién Xam
nhdp/Binh thuong.
2.1.2. Cac giai doan thuc hién

Thong thuong mdt rng dung ctia mdt mo hinh hoc may thuong dugc chia [am
hai giai doan do 1a : Huén luyén va kiém tra mo hinh . Ty 1€ do chinh xac phat hién
ra ma doc cua mo hinh phuy thudc rat nhiéu vao chat luong ctia bo tap mau.

Dé giai quyét bai toan phat hién tin cong dua trén log file, ludng mang thi can
thuc hi¢én cac giai doan sau day :

- Giai doan 1: Thu thap dir liéu va tién xur 1y dir liéu phuc vu cho qué trinh hoc

cua mo hinh.



19

- Giai doan 2: Lya chon thuat toan xay dung mé hinh.

- Giai doan 3: Huan luyén md hinh véi dir liu da xu ly

Tao div liéu cho

| Thu Thap Div Liéu Va qua trinh huan Xay dung mo | M3 hinh thu
Xt Ly Dir Ligu luyén { 70% cho hinh phan lép ! dwoc
huan luyén )

Hinh 2. 2 - So db tao m6 hinh phan 16p

- Giai doan 4: Kiém tra huan luyén trén mo6 hinh méi

Trich xugt
thudc tinh

L 3
Phan loai truy cap du'a trén
mé hinh d3 hudn luyén

Truy cip Binh .| Truy cap khong
Thuemng binh thwirng

Phin Loai

| @hi Nhdn Ket Qud I_

Hinh 2. 3 - M6 hinh phén 16p dit liéu dau vao
2.2. Toéng quan vé thuit toan Random Forest

Thuat toan Random Forest [3] 14n dau tién duoc dé xuit vao nam 1996 va duge
gidi thi€u chinh thirc boi Leo Breiman vao nam 2001, thudt toan da tao ra 1 cudc cach

mang trong Machine Learning, 1a phwong phap hoc may két hop, tirc 13 st dung cach
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két hop cac phuong phap hoc may don gian dé xay dung mot mé hinh c6 do chinh
xé4c cao hon. Random Forest ¢ thé duogc st dung dé giai ca bai toan phan loai va hoi
quy. N6 lam viéc bing cach xay dung mot tip hop cic cdy quyét dinh trong qué trinh
training, sau do két hop két qua tra vé ciia mdi cdy dua ra quyét dinh dy doan cudi
cung. Rirng ngau nhién 1a mot thuat toan hoc c6 giam sat. Ring ngau nhién str dung
cac cay (tree) dé 1am nén tang. Random Forest 1a thanh vién trong chudi thuat toan
ciy quyét dinh.

Random Forest (RF) dua trén co so :
- Random = Tinh ngau nhién ;
- Forest = nhiéu cdy quyét dinh (decision tree).

Pon vi ciia RF 1a thuat toan cay quyét dinh, voi sé luong hang traim. Mdi cay
quyét dinh dugc tao ra mot cach ngau nhién tir viée : Tai chon mau (bootstrap, random
sampling) va chi ding mot phan nho tip bién ngiu nhién (random features) tir toan
bd cac bién trong dit liéu. O trang thai sau ciing, mé hinh RF thuong hoat dong rat
chinh xac, nhung ddi lai, ta khong thé nao hiéu duoc co ché hoat dong bén trong mé

hinh vi cdu trac qua phtc tap.

Random Forest Simplified

Instance
Random Forest el SRR
__,d--*"r I| 'H-.h__q____
T
e
/O‘:}.,
J%‘? 0.,
&C( S‘ v &% E8% obdbdo\&b
Tn,{: 1 Tree-2 Tree-n
Class-A Class-B Class-B

| Majority-Voting | |

Final-Class |

Hinh 2. 4- M6 hinh Random Forest

(Ngudn https://medium.com)
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Nhiéu cay quyét dinh dugc tao theo cac ngiu nhién sé tao ra mot ring ngiu
nhién (random forest). Mot rimng ngau nhién phan 16p bao gdm mét to hop cdy quyét
dinh phan 16p:

{d(e,wy,.k=1,...)}

Véi diéu kién {w; } 1a cac cdy quyét dinh duogc tao doc 1ap ngiu nhién va mdi
ciy quyét dinh s& binh chon cho két qua 16p pho bién nhat véi gia tri dau vao x.
2.2.1. Cach lam viéc cua thudt todan

Thuét toan Random Forest bao gdm 2 giai doan chinh:
- Qua trinh tao ra rung cAy ngau nhién
- Qua trinh thyc hién du doan dya trén rimg ngau nhién da tao
a. Qud trinh tao ra rimg ngau nhién
Mot rimg ngiu nhién 1a mot tap hop cta rat nhidu cay quyét dinh (decision
tree) Dé tao moi ciy quyét dinh, thuat toan Random Forest ludn ludn bat ddu véi 1
ciy quyét dinh rdng. D6 1 cay quyét dinh chi c6 diém bat dau va lién két thang t6i
cAu tra 161. Thuét toan s& tim ra cAu hoi dau tién t6t nhat dé bit dau, va sau do xay
dung cdy quyét dinh. Mdi khi thuat toan tim dugc 1 cau hoi tot dé hoi, nd s& tao ra 2
nhanh (trai va phai) cta cdy. Khi khong con cau hoi nao tha vi nira, thuét toan sé
dirng lai va két thuc qua trinh xay dung ciy quyét dinh[5].
Dé chic chin rang tit ca cac cdy quyét dinh 1a khong gidng nhau, Random
Forest s& ty dong thay doi ngau nhién d6i tuong can theo ddi. Noi mot cach chinh xac
hon, thuit toan s& x6a ngau nhién 1 vai déi twong, va nhan ban 1 vai dbi twong khac.
Tién trinh nay duogc goi 1a “bootstrapping”. Ngoai ra dé dam bao rang cdy quyét dinh
c6 su khac biét, Random Forest s& ngau nhién loai bo c6 muc dich mot vai cau hoi
khi xay dung cdy quyét dinh. Trong trudng hop nay, néu cau hoi t6t nhat khong duge
kiém tra, thi cac cAu hoi khac s& duge chon dé tao ra cay. Qua trinh duogc goi la

“attribute sampling”.
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Hinh 2. 5- Tao ring ngau nhiéu trong Random forest
(Ngudn https://medium.com)

Quia trinh tao ra rimg cdy ngau nhién dugc thé hién qua cac budc sau :

X/

X4 Buéc 1 : Chon ngau nhién k thudc tinh tir téng m thudc tinh sao cho k<<m
X Budc 2 : Trong s6 k thudc tinh, tinh toan node gdc (root) d sir dung phuong
phap chon thudc tinh t6t nhét (best split point).

<> Budc 3: Chon céc node trong (internal node) bang cach sir dung phuong phap
chon thudc tinh tét nhat (best split).

7

<> Budc 4: Lap lai budc 1 dén budce 3 cho dén khi cay duge hoan thanh.

X/

o Budce 5: Lip lai budc 1 dén budc 4 cho dén khi rimg cay duoc hoan thanh.
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Hinh 2. 6 - So dd tao rimg ngiu nhién

b. Qua trinh thuc hién dy doan dya trén ring ngau nhién da tao

Sy
T
dbﬁad@\ 5]

Tree-n

Class-A Claﬁs-B Class-B
| Majority-Voting |

Final-Class |

Hinh 2. 7 - Qua trinh du doan trong Random forest
(Ngudn https://medium.com)
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Sau qua trinh tao ring ngau nhién, thuat toan s& du doan trén rimg da dugc tao
cac budc cho qué trinh du doan nhu sau :

®.

< Budc 1: Léy tap thudc tinh kiém thir va st dung tap luat dugc tao ra boi cay
quyét dinh ngiu nhién trong qua trinh tao rirng cy ngiu nhién, dé du doan dau ra.
<> Budc 2: Tinh toan sé phiéu bau — binh chon ctia mdi cay ngau nhién dua ra.
<> Budc 3: Coi s6 phiéu bau — binh chon cao nhit trong ca ring cdy ngau nhién

la két qua cudi cung

mejfm tinh
kiem thir

Rirng quyét
dinh

!

Tinh todn =8 binh
chon

|

Kéi qua dugc dua ra trén
so trung I:uin? chon lom
nhat

v

EMND

Hinh 2. 8 - So do du doan trén rimg ngiu nhién
2.2.2. Thudt todan lywa chon thuéc tinh cho Random Forest

Trong thuat toan Random Forest, dé lya chon ra thudc tinh nao phu hop nhat dé

lam node gdc (root node) va cac thudc tinh nao phu hgp dé lam cac node trong
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(internal node) tiép theo, thi thuat toan Random Forest st dung chu yéu thuét toan

Information Gain.

Thuat toan Information Gain la mot thuat toan duoc thuc hién dya trén vi¢c dung

Entropy lam d¢ do.

Cong thure tinh Entropy nhu sau:

HOO = EIW)] = = ) p(0logp(x)

xeX
Ham s6 Entropy
Cho mot phan phdi xac suat ctia mot bién roi rac x ¢6 thé nhan dugc n gia tri
khac nhau x1,x2,..,xn. Gia st rang xac xuat dé x nhan céc gia tri nay 13 p; = p(x= xi)
Ky hiéu phan phdi nay 1a p = (1, Das-- -, Pp)-
Entropy ctia phan phdi nay 1a :
H(p) = -2i=1 pi log2 (1))

Ham Entropy duoc biéu dién dudi dang do thi nhu sau

0.5
PriX=1)

Hinh 2. 9 - D4 thi két qua entropy
Tir d6 thi ta thiy, ham Entropy s& dat gi4 tri nhé nhat néu c6 mét gid tri pi =1, dat
gié tri 16n nhat néu tat ca cac pi bang nhau. Him Entropy cang 16n thi d6 ngiu nhién cta
céc bién 101 rac cang cao (cang khong tinh khiét).
V6i cay quyét dinh, ta can tao cay nhu thé nao dé cho ta nhiéu thong tin nhat, tirc 1
Entropy 1a cao nhat.
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Bai toan cia ta trd thanh, tai moi tﬁng cua cay, can chon thudc tinh nao dé do giam
Entropy 1a thip nht.
Ngudi ta ¢ khai niém Information Gain dugc tinh bang :
Gain(S,f) = H(S) - H(£,S)
trong do:
H(S) 1a Entropy téng cta toan bd tip dataset S.
H(f,S) 1a Entropy dugc tinh trén thudc tinh 1.
Do H(S) 1a khong d6i véi mdi tang, ta chon thudc tinh £'cd Entropy nhé nhét dé thu
duoc Gain(S,f) 16m nhat.
2.3. Tap dir li¢u huén luyén (CSIC 2010)

B dit liéu trong luan vin st dung duoc 13y tir tap dir liéu Bo dit liéu HTTP
CSIC 2010[1], duoc phat trién tai Vién An toan Thong tin thudc Hoi déng Nghién
ctru Quéc gia Tay Ban Nha, chuyén dé thir nghiém cac giai phap tuong lira tmg dung
web. Trong tip dit liéu ndy c6 tong cong 36.000 cau truy van an toan va 25.000 cau
truy van co tan cong. Tap dit liéu chira hau hét cac loai tin cong phd bién cia tng
dung web, bao gdm cac cudc tin cong nhu SQL, tran b dém, thu thap thong tin, tiét
16 tép, tiém CRLF, XSS, bao gom phia may chu, gia mao tham sd, v.v.

Pé xir Iy bo dir liéu phi hop cho mé hinh thuat toan Random Forest, qua
trinh trich chon déc trung sé trich chon céac truong sau: Host, Method, Content Type
(luu vi tri cta céac gia tri do trong mang), URL, Payload va Content Length (luu d6
dai chudi),

2.4. Phuwong phap danh gia

Hi¢u nang cua mdt mo hinh thuong dugc danh gid dua trén tap dir licu kiém
thir (test data), dugc phan tach tur tap dir ligu. O budc ndy thuc hién chia ngiu nhién
dir liéu thanh 2 phan theo ti 18: 70% dung cho training va 30% cho testing. Dit liéu
nay duoc chia 1am 2 nhan, véi cac truy cdp binh thudng duge danh ddu nhin 0, con
cac truy cap doc hai dugc danh d4u nhan 1.

C6 rat nhiéu cach danh gia mot mé hinh phan 16p. Cac phuong phap thudng

duogc st dung la: accuracy score, confusion matrix, ROC curve... Precision and
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Recall, F1 score... Trong luan van s€ sir dung phuong phap Precision and Recall, F1

score do tap dir li¢u cua cac 16p 1a chénh 1éch nhau nhiéu.

actually positive actually negative G
- D
@
. C
® . _ TP _
Recall = 5y =
o C
@
O
> classified (or found) as positive
@

Hinh 2. 10- Céch tinh Precision va Recall
(Ngudn: machinelearningcoban.com)

- TP (true positive) — mau mang nhin duong duoc phan 16p ding vao 16p duong.
- FN (false negative) — mau mang nhan duong bi phan 16p sai vao 1ép am.
- FP (false positive) — mau mang nhan 4m bj phan 16p sai vao 16p duong.
- TN (true negative) — mau mang nhan 4m duoc phan 16p diing vao 16p am.

Tir bdn thong s trén, ta c6 thé tinh dugc cac gia tri:
- Precision (d6 chinh xac): Trong tit ca cac du doan thudc 16p duge dua ra, bao
nhiéu du doan 13 chinh x4c. Puoc tinh bang tong s6 cac vi du thudc 16p dwong duoc
phan loai chinh x4c chia cho tong sb cac vi du duoc phan loai vao 16p duong.
Precision cao déng nghia véi viéc do chinh xéc cua cac diém tim duoc 1a cao

tp
tp+fp

Precision =

- Recall (d6 hdi tudong): Trong tat ca cac trudng hop thude 16p duong, bao nhiéu

truong hop di duoc dy doan chinh xac. Puoc tinh bang tong sd cac vi du thudc 16p
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duong dugc phan loai chinh xac chia cho tong sb cac vi du thudc 16p duong. Recall
cao déng nghia véi viée ty 1¢ True Positive cao, tirc ti 1€ bo sot cac diém thuc
su positive 13 thip

tp

Recall =
tp+fn

- F1-Score: Tiéu chi danh gia F1 1a su két hop cta 2 tiéu chi danh gia Precision
va Recall. F1 1a mot trung binh diéu hoa (harmonic mean) cua cic tiéu chi Precision
va Recall. F1 ¢6 xu huéng lay gia tri gan voi gia tri nio nho hon giita 2 gia tri
Precision va Recall. F—1-score c6 gia tri nam trong niva khoang (0,1), F1 co gia tri 1on

ncu ca 2 gia tri Precision va Recall deu 16n.

Precision.recall

F =

" Precision+Recall

2.5. Két qua thir nghiém

Téng hop dit liéu ma doc tAn cong co cha dich tir tap dir liéu HTTP CSIC
2010. Tir tap dit liéu nay, sau khi tién xtr 1y dit liéu phu hop v6i mé hinh hoc may,
tron va chia ngu nhién dir liéu thanh 2 phan cho training va testing, tach nhan phan
loai cho qua trinh training va luu ra file, cho vao thudt todn hoc may tao model.

Két qua thuc hién

Precision Recall Fl-score
Binh thuong 0,82 0.91 0.86
Tan cong 0.84 0.72 0.77
Avg/total 0.83 0.83 0.83

Hinh 2. 11 -Két qua hoc may va in ma tran nham 1an

Tir cac thong sd trén, ta rat ra mot sé két luan cho mé hinh nay:
- Precision: M6 hinh dy doan dung 83% requests binh thudng trong téng sb cac

requests ma nd phan loai 1a binh thuong.
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- Recall : M6 hinh dy doan diing 83% request tin cong trong tong sb cac request

ma n6 phan loai la tan cong.

2.6. Két luan chwong

Trong chuong nay da xay dung duwoc md hinh hoc may phat hién tin cong va
thuc hién danh gia hiéu qua ctia mo6 hinh dya trén cac tap dir liéu HTTP CSIC 2010.
Qua kich ban tht nghiém cho théy mo hinh voi dir li¢u tr tap dir licu HTTP CSIC
2010 dat két qua tbt. Vi vy, hé thong s& duoc xdy dung dua trén mo hinh va tap dir

liéu nay. Chuong ké tiép s& trinh bay mé hinh thyc nghiém tGng dung.
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CHUONG III - XAY DUNG HE THONG THUC NGHIEM

3.1. XAiy dung hé thong

bay 1a mdt h¢ théng phat hién tan cong dua trén viéc doc goi tin truc tiép hoac
doc file log sur dung bd dit li¢u hoc HTTP CSIC 2010.

Chuong trinh c6 cac chttc nang chinh:
- Poc truc tiép request tir pcap: O ché d6 nay, ing dung s& loc cac http request
dugc giri toi server, dem phan loai ting request, in két qua 1én man hinh dong thoi
luru ra file log riéng. Ché do nay c6 vu diém 1a doc va phén loai tit ca goi tin guri dén
server ma khong phan biét web server nao. Tuy nhién d6i véi mé hinh mang 16n, viée
doc tat ca cac goi tin khién cho server xir Iy chdm chap c6 thé gay crash ing dung
- Doc file pcap ngoai tuyén: Khi cac goi tin giri dén duoc tong hop va luu dudi
dang file pcap, c6 thé dung tng dung mé 1én doc cac két néi HTTP va phan loai.
- boc truc tiép file log tir webserver: Mdi khi ¢6 két ndi dén web server dugc
ghi vao file log, tng dung s& doc cac dong mdi ndy va dem di phén loai request. Ché
d6 nay c6 thé phéan loai request thudc vé web server nao, ngoai ra giam tai cho may
server vi chi doc va phan tich nhiing http request di duoc loc san boi web server.
- Ngoai ra, ta c6 thé doc lai céc file log tir Apache, Nginx dd ghi sin cho qua
trinh phén loai va in két qua.

Chuong trinh s& 14y céac dir liéu tai URL va Payload 1am tién dé dé phan loai,
vi vy trude mit chuong trinh chi ¢ thé phan biét cac tan cong cé tac dong dén URL
va Payload vi du nhu Command Injection, SQL Injection, XSS, Weak Session ID,...
3.1.1. Thu thap dir liéu log va tién xir Iy div liéu

Lay céc thong tin lién quan dén tinh trang hoat dong ctia may chu web, thiét
bi mang. TAt ca céac tap tin log s€ dugc chuyén vé mot hé théng chung dé phan tich,
chuyén déi ciu tric dinh dang log, phan tach cac trudng riéng biét va phan tich thong
tin thu thap duoc.

Qua trinh tién xir Iy dir li¢u vao va loc dir li€u, ta can co cac truong Host,
Method, Content Type (luu vi tri cia cac gia tri do trong mang), URL, Payload va
Content Length (luu d6 dai chudi).
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Hinh 3. 1 - CSIC Dataset ¢ dinh dang .csv

Véi bd CSIC Dataset ban dau, ta gop hai file normal va anomalous, doi sang

dinh dang .csv voi tat ca cac truong. Tién hanh x6a cac truong khong dung dén, ta s€

gitr lai cac truong: Method, Host, Index, URL, Payload, ContentLength, Label. boi

cac truong it gia tri: Method, Host, Label sang mang va gan s thir tu.

Doan I¢nh python sau thuc hién luu cac trudong hay gap dudi dang th tu trong

mang:

#Tach 2 bang data va payload

payload
data

data =

data.loc[:, ("index",
data.loc[:,
("index", "method",
data.drop_duplicates()

“ur‘l",

"hOSt",

#Thay cac gia tri thuong gap thanh so

data
data
data

data.replace(["GET",
data.replace([ 'localhost:8080",
data.replace(["norm", "anom"], [0,1])

#Thay gia tri null

data.loc[:,"c

"POST",

ontentLength"]

data["contentLength"].fillna(value=0)
payload["payload"].fillna(value="")

payload.loc|:,

"payload"]

"contentLength",

"payload”, "label")]

"cookie","label")]

"PUT"], [1, 2, 3])
'localhost:9090'], [0,1])



32

Tiép dén xir li URL va Payload, tai mdi trudng ta can luu thém nhiing thong
tin sau: Téng $6 ky tu; So ky tu s6: SO ky tu dac biét; So ky tu khong phai chir. Véi
Payload ta can thém trudng sd luong ddi sb (agrument) nhap vao.

DPoan code python sau thyc hién xtr Iy URL:

url = data["url"]

data.insert(3,"digit_path", url.str.count(r'[0-9]')) #So chu so
data.insert(3,"special_path", url.str.count(r'[~a-zA-Z\d\s\/:\.]")) #Ky tu
dac biet

data.insert(4,"non_an_path", url.str.count(r'[~a-zA-Z\d\s]')) #So ky tu
kRhong phai chu

data.loc[:,'url'] = data['url'].str.len() #Doi chuoi url thanh so ky tu
url

data.loc[:, "cookie'] = data['cookie'].str.len()

data = data.rename(columns={"url”:"url_length", "cookie":"cookie_length"})

Tiép theo 1a cach xir 1y cac truong ciia Payload:

#Xu Ly payload

arg_anom = payload[payload['label’'] == "anom"].loc[:, ("index",
"payload")]
arg_norm = payload[payload['label’] == "norm"].loc[:, ("index",
"payload") ]

grouped_norm = arg_norm.groupby("index")

grouped_anom = arg_anom.groupby("index")

#Do dai payload

anom.insert(5, "arg_length", grouped_anom.sum()["payload"].str.len())
norm.insert(5, "arg_length", grouped_norm.sum()["payload"].str.len())

#So Luong dau vao

anom.insert(6, "arg_num" , grouped_anom.size())

norm.insert(6, "arg_num" , grouped_norm.size())

arg_sum_anom = grouped_anom.sum()

arg_sum_norm = grouped_norm.sum()
#arg_sum_anom.to_csv("data/arg_sum_anom.csv", index=False)
#arg_sum_norm.to_csv("data/arg_sum_norm.csv", index=False)
anom.insert(7,"digit_in_arg", arg_sum_anom["payload"].str.count(r'[©-9]"))
#So chu so tai args

norm.insert(7,"digit_in_arg", arg_sum_norm["payload"].str.count(r'[0-9]"))
anom.insert(8,"letter_in_arg", arg_sum_anom["payload"].str.count(r'[a-zA-
Z2]'))#So chu cai tai args

norm.insert(8,"letter_in_arg", arg_sum_norm["payload"].str.count(r'[a-zA-

z1'))
Sau khi c6 duoc bang dir liéu méi, tién hanh tron dit liéu 1én, chia 1am hai phan
test va train, tich nhan phén loai cho qua trinh train va luu ra file. Chuan bi cho buéc

hoc may tao model.

Doan code python thyuc hi¢n luu két qua cua Features Extract:
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total = anom.append(norm) # combine anom and norm

total = total.reset_index(drop=True) # Reset Index
#total.to _csv("data/total.csv", index=False)

total = total.sample(frac=1).reset_index(drop=True) #Tron du Lieu
#Chia du lieu de train

train = total.iloc[:51065]

test = total.iloc[51065:].reset_index(drop=True)

x_train = train.loc[:, train.columns.values[:-1]]

y_train = train.loc[:, 'label']

x_test = test.loc[:, test.columns.values[:-1]]

y_test = test.loc[:, 'label’]
x_train.to_csv("../../SVM/data/x_train.csv", index=False)
y_train.to_csv("../../SVM/data/y_train.csv", index=False)
x_test.to_csv("../../SVM/data/x_test.csv", index=False)
y_test.to_csv("../../SVM/data/y_test.csv", index=False)

Bang sau thé hién két qua sau qua trinh extract Featuré

Emethod url_length special_path non_an_path digit_path arg length arg num digit_in_arg letter_in_arg host contentLength
2 2 47 0 8 5 62 3 7 46 0 64
3 2 48 0 8 5 63 5 7 47 0 67
4 2 52 0 8 5 57 5 6 46 0 61
5 1 48 0 8 5 0 1 0 0 0 0
6 1 48 0 8 5 0 1 0 0 0 0
7 1 56 0 8 5 0 1 0 0 0 0
8 2 57 0 8 5 4 1 1 2 0 4
9 | 1 44 0 8 6 0 1 0 0 0 0
10 1 44 0 8 6 0 1 0 0 0 0
g b [0 1 49 0 8 5 222 13 42 158 0 0
12 2 48 0 8 5 [ 1 12 44 0 72
13| 2 48 0 8 5 17 1 1 14 0 17|
14 | 1 47 0 8 5 0 1 0 0 0 0
15 2 48 0 8 5 18 1 1 15 0 18
16 | 1 49 0 8 5 222 13 38 163 0 0
¥an| 1 52 0 8 5 63 5 1 56 0 0
18 | 2 48 0 8 S 14 1 3 9 0 14
19 | 1 S0 0 8 5 258 13 44 187 0 0
20 | 1 48 0 8 5 18 1 1 15 0 0
21 2 48 0 8 S 33 1 0 31 0 33
22 1 44 0 8 6 0 1 0 0 0 0
23 1 S8 0 9 5 0 1 0 0 0 0
24 1 49 0 8 5 0 1 0 0 0 0
25 2 49 0 8 5 231 13 38 171 0 243

Hinh 3. 2 - Két qua file training sau qua trinh Extract Features
Véi chirc nang nghe truc tiép goi tin qua pcap, ta sir dung scapy sniff dé bat
dugc cac goi tin giri dén server . Véi module thu thap va phan loai goi tin tai file

live core.py. Poan code python sau thuc hién loc cac http requests trong pcap

def sniff packets(packet_captured):
"""pass the request of it valid http header
global GUI
if not STOP_EV.is_set():
if is_http(packet_captured) and IP in packet_captured:
ip_src = packet_captured[IP].src
for method in METHODS:
if method in str(packet_captured):
OBTAINED_ PAYLOAD[ 'Method'] = str(METHODS.index(method))

munn
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classify_live_data(packet_captured.load,
packet_captured.src, ip_src, GUI, LABEL)

Loc cac HTTP requests, sau d6 tim phuong thirc va gan s tht ty ctia phuong

thire trong mang vao trudng method. Tiép d6 dua chudi tin vao ham phan loai.

Tai ham phan loai, ta trich xuét cac thong tin Features yéu cau trong chudi.
User agent & giita chudi “User-Agent” va chudi ngit dong “\r\n”. URL ¢ giira dau
cach dau tién va chudi “HTTP”. Cach bd tri Payload ciia scapy sniff ciing tuong tu
nhu trong CSIC Dataset. i v6i phuong thitc GET, payload ndm trong URL sau dau
“2”_Cac phuong thic con lai payload ndm & dong cudi cling cia goi tin.

Doan code thuc hién Loc features tir pcap:

def classify_live_data(load, mac_src, ip_src, add_line, lognum):
"""ham phan Loail pcap"""
global input_file
input_file.flush()
global STOP_EV
global countsniff
method = OBTAINED_PAYLOAD[ 'Method']
# finding User-Agent
try:
srt = load.index('User-Agent:')
except ValueError:
srt = 0
if srt:
finish = find_user_agent(load, "\r\n")
# finding URL
try:
start = load.index("' ")
except ValueError:

start = 0
if start:
end = load.index('HTTP")
if OBTAINED PAYLOAD[ 'Method'] == '@':
try:

url = 'http://localhost:8080' + str(load[start+l:end])
url_length = len(url)
special_path = re.findall('[”a-zA-Z\d\s\/:\.]', url) #len
non_an_path = re.findall('[”a-zA-Z\d\s]', url) #len
digit_path = re.findall('[@-9]', url) #len
host = ©
try:
arg = load[start + l:end].split('?")[1]
arg num = re.findall('&"', load[start + 1:end])
except IndexError:
arg = ""
arg_num []
arg_length = len(arg)
digit_in_arg = re.findall('[©-9]"', arg) #len
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letter_in_arg = re.findall('[a-2zA-Z]', arg) #len
contentLength = arg_length + len(arg_num)
Sau khi c6 du cac gia tri, ta truyén dir li¢u vao mot mang numpy, goi ham phéan

loai 1ay két qua, két hop ghi ra file log riéng, in ra GUL
Doan code thyc hi¢n phan loai va in két qua:

prediction = classifier.predict(test)
result = list()
for w in prediction:

result.append(w)
anomalous = True if 1 in result else False
if anomalous:

classed = 'anomalous'
else:
classed = 'normal’

print >> input_file, mac_src + "\n" + ip_src + "\n" +
str(load[srt:finish])
print >> input_file, urllib.unquote(str(load[start + 1l:end])) + "\n" +

classed
if not STOP_EV.is_set():
if add_line:

add_line(mac_src)
add_line(ip_src)
add_line(str(load[srt+12:finish]))
add_line(urllib.unquote(str(load[start + 1:end])))
add_line(str(classed))
add_line("end cap")

if lognum:
countsniff = countsniff + 1
lognum(str(countsniff))

Véi chirc ning nghe truc tiép qua web server log (¢ day 13 apache va nginx),
ta mo file server log sinh tir config, chay mot vong ldp vo han dé doc cac dong log
méi. Vong lap ding khi ta bAm Stop trén GUL Mbi khi doc duoc dong log méi s&
dua vai ham phan loai.

Code python ham cap nhat dong apache’s log méi

def sniff_apache():
global TSNIFF
global workapa
apachef = open("/var/log/apache2/other_vhosts_access.log")
apachef.seek(0,2)
while True:
if not STOP_EV.is_set():
line = apachef.readline()
print line
if not line:
time.sleep(0.1)
continue
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classify_live_apache(line, TSNIFF, LABEL, -1)
else:

apachef.close()

break

Dong log vao duoc phén tach cac truong bang chudi regex. Chudi regex nay
dung cho dinh dang log chuin (Common Log Format). Phéin tach cac trudng nhu
pcap va dua vao mang numpy. Goi ham phén loai 13y két qua, két hop ghi ra file log
riéng va in ra GUI.

27.6.1.1:80 192,168,111,1 - - [17/Aug/2619:09:30:06 -0700) "GET /OVkA-naster KTTP/1.1" 301 668 "-" "Hozilla/S.0 (Hindows NT 10.0; HOWG4)
ApplenebKit/537.36 (KHTML, 1ike Gecko) Chrome/76.0.3809.100 Safari/s37,36"

Hinh 3. 3 - DBinh dang log méc dinh cua Apache
Code dé thuc hién loc Features ddi véi Apache’s log:

def classify_ live_apache(load, add_line, lognum, count):
"""phan Loai apache"""
global input_file
input_file.flush()
global STOP_EV
load = load.replace("127.0.1.1:80 ","")
print load
regex = "(.*?) - - \[(.*2)\] "(.*2)" (\d+) (\d+) "(.*2)" "(.*2)"'
res = re.match(regex, load)
if res:
try:
for methodd in METHODS:
if methodd in res.groups()[2].split(' ")[0]:
method = METHODS.index(methodd)+1
resl = res.groups()[2].split(" ")[1]
url = "http://localhost:8080' + resl.split('?')[Q]
url_length = len(url)
special_path = re.findall('[”a-zA-Z\d\s\/:\.]', url) #len
non_an_path = re.findall('[”~a-zA-Z\d\s]', url) #len
digit_path = re.findall('[@-9]"', url) #len
host = ©

try:

arg = resl.split('?')[1]

arg_num = re.findall('&", url)
except IndexError:

arg = ""

arg_num = []
arg_length = len(arg)
digit_in_arg = re.findall('[@-9]', arg) #len
letter_in_arg = re.findall('[a-zA-Z]', arg) #len
contentLength = arg_length + len(arg_num)

Sau do, sir dung code sau d€ phan loai request va in ra man hinh:
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test = np.array([[method, url _length, len(special path),
len(special path), len(non_an _path), len(digit path), arg length,
len(arg_num)+1l, len(digit in_arg), len(letter_in_arg),

contentLength]])
prediction = classifier.predict(test)
print test

result = list()
for w in prediction:
result.append(w)
anomalous = True if 1 in result else False
if anomalous:
classed
else:
classed = 'normal'
if not STOP_EV.is_set():
if (add_line or count==-1) and count!=-2:
add_line(res.groups()[1].split(" ")[@])
add _line(res.groups()[@])
add_line(res.groups()[2].split(' ")[@0])
add _line(res.groups()[6])
add_line(resl)
add_line(res.groups()[3])
add _line(res.groups()[4])
add line(classed)
add_line("end cap")
if add_line and count==-2:
add_line(res.groups()[1].split(" ")[@])
add_line(res.groups()[@])
add_line(res.groups()[2].split(" ")[@])
add _line(res.groups()[6])
add_line(resl)
add _line(res.groups()[4])
add _line(classed)
add_line("end cap")

'anomalous'’

if lognum:
if count!=-1 and count!=-2:
lognum(str(count))

Véi chirc nang doc log hoic doc file peap, ta str dung FileChooser ciia Gtk dé
lay duong dan tdi file va goi ham doc timg dong gidng nhu nghe truc tiép. Néu dong
thudc log Apache sé dugc dua vao module phan loai apache phia trén, thudc pcap thi

dua vao ham phan loai pcap ¢ phia trén.
Poan code python Ham lay duong dan file log:

def open_log(self, widget):
dialog = Gtk.FileChooserDialog("Please choose a file", self,
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Gtk.FileChooserAction.OPEN,

(Gtk.STOCK_CANCEL,
Gtk.ResponseType.CANCEL,

Gtk .STOCK_OPEN, Gtk.ResponseType.OK))

response = dialog.run()

if response == Gtk.ResponseType.OK:
print("Open clicked")
print("File selected:
global addl
global STOP_EV
global lognum
STOP_EV.clear()
self.software_list store_nginx.clear()
self.noteb.set_current_page(1)
workerl = threading.Thread(target=1live_core.start_nginx,

args=[addl, lognum, STOP_EV, dialog.get_filename()])

workerl.start()

elif response == Gtk.ResponseType.CANCEL:
print("Cancel clicked")

dialog.destroy()

+ dialog.get_filename())

3.1.2. Ciu tric thw muc:
- Dataset: Chtra by dir li€u géc va bo dir liéu mau sau khi trich xuit cac truong.

Features Extract: Code dé tach loc cac truong can thiét cho méi mé hinh

RF: Chtra cac modules phuc vu cho phan tich dir li€u:
+ RF.py: Phan xur 1y tao model va hoc dit li€u, tinh gié tri d§ chinh xac, do
phan loai, @ nhay véi mau thtr. Phan loai log tir bén ngoai.
+ live_test.py: X Iy dit liéu vao tir goi tin tryc tiép, phan loai va in két qua.
- Application: Chtra dir liéu chay chuong trinh dang dd hoa
3.1.3. Cai dit hé thong:

Chuong trinh x4y dung chay trén méi truong Python2. Ung dung sir dung
mot sb thu vién can thiét nhu sau:
- Numpy: hd tro cho viéc tinh toan cac mang nhiéu chiéu, c6 kich thudc 16n véi
céc ham da duoc t6i wu ap dung trén cac mang d6. Numpy hiru ich khi thuc hién cac
ham lién quan téi dai s6 tuyén tinh.
- Scapy: thu vién xtr Iy ngon ngir ty nhién véi cac vi du, tai liéu API, hd tro xur

1y toan bo tai liéu ma khong can phai chia tai lidu thanh cac cum t.
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- Scikit-learn: cung cép céc thuat toan cho nhiéu nhiém vy hoc tap va khai thac
dit liéu tiéu chuén cua may nhu phan cum, hoi quy, phan loai, giam kich thudc va lya
chon mo hinh.

- Nltk: cung cip cac thuit toan xu 1y ngdn ngit ty nhién, c6 thé xur 1y va phan
tich vin ban theo nhiéu cach khac nhau, ma héa va gén thé, trich xuét thong tin.

- Gtk

Chay chuong trinh bang file nids-mod.py trong “Application/gui”

Pcap Nginx Apache
Date P Method User Agent Payload Status Code Length
Start Open Nginx log | Open Apache log anomalous normal all Welcome

Hinh 3. 4 - Giao dién chinh chuong trinh

St dung giao dién Gtk, phan chinh 1a mot notebook véi ba list dung dé hién

thi request tir pcap, nginx, apache,... Hién thi mot sé trudng co ban.

- Button Start dung cho ché d6 nghe truc tiép request tir pcap, nginx log va
apache log, dong thdi phan loai normal hodc anomalous.

- Hai buttons “Open log” dé mé cac log sinh tir server va phan loai requests.

- Ba buttons tiép dé phan loai requests theo nhin ctia ching.
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MNetwork Intrusion Detectio

Pcap Nginx Apache

Date P Method User Agent Payload Status Code Length Label

TS/AUQ/LUTVIULSYLE  THLTOB T LEd MOZINA/5.U | TRy TSCer/VUINEraie </ 2w 1o normat

15/Aug/2019:02:39;26  192.168.111.1  GET Mozilla/5.0 (Windows NT 10.t /DVWA-master/vulnerabilities/xss_r/ 200 1795 normal
normal

anomalous
normal

192.168.111.1 Mozilla/5.0 (Windows NT 10.1 /DVWA-master/vulnerabilities/xss_s/ 200

Moz i SNT1 A-ma ulnerabilitie

15/Aug/2019:02 192.168.111.1 Mozilla/5.0 (Windows NT 10.t /DVWA-master/vulnerabilities/xss_d/

normal

15/Aug/2019:02:35:00  192.168.111.1 Mozilla/5.0 (Windows NT 10.1 /DVWA-master/vulnerabilities/brute/ normal
. ulnerabil

W ulnerabiliti 2% anomal

192.168.111.1 i NT 101 /DVW, dvwa/js/add_event_listeners.js normal

15/Aug/2019:02:30:36  192.168.111.1  GET Mozilla/5.0 (Windows NT 10 /DVWA-master/vulnerabilities/sqlif 200 1832 normal
15/Aug/2019:02:30:08 192.168.111.1  GET Mozilla/5.0 {(windows NT 10.t /dvwa/js/add_event_listeners.js 404 527 normal
15/Aug/2019:02:30:08  192.168.111.1  GET Mogzilla/5.0 (wWindows NT 10.0 /DVWA /dvwafimages/logo.png 200 5331 normal
15/Au0/2019:02:30:08  192.168.111.1  GET Mozilla/5.0 (Windows NT 10. /DVWA fis/dvwaPaae.is 200 816 normal

Start Open Nginx log Open Apachelog anomalous normal all Analyzing 152 requests

Hinh 3. 5 -Boc mot file log tir Apache va phan loai

Network Intrusion Detectio

Pcap | Nginx Apache

MAC Addr IP Addr User Agent Payload Label
192.168.111.1 Jtetra.php/id=32 normal
192.168.111.1 fte normal

Network Intrusion Detection System

Pcap MNginx  Apache

Date P Method  User Agent Payload Length Label
16/Aug/2019:02:58:57 192.168.111.1 GET Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebkKit/ /tetra.php/fid=32 209 normal
16/Aug/2019:02:58:29 192.168.111.1 GET Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebkit/ /te 209 normal

Hinh 3. 6 - Poc log truc tiép tir pcap va truc tiép tir nginx log

3.2. Mot s6 két qua thir nghiém hé théng
May server chay ubuntu c6 IP 192.168.111.130. Pugc cai dat hai web server

I4 9

apache va nginx. Apache duoc set vitual host nghe két ndi & cong 8080, nginx chay

mic dinh & cong 80
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pid ern/nginx.pid;

events {
worker_connecttons T768;
# multi_accept on;

}

http {
#it
# Basic Settings
U2

sendfile on;
tcp_nopush on;
tcp_nodelay on;
keepalive_timeout 65;

ports.conf [Read-Only] (fetc/apache2) - gedit

# If you just change the port or add more ports here, you will likely also
# have to change the VirtualHost statement in
# [etc/apache2/sites-enabled/oB0-default.conf
Listen 8080
<IfModule ssl_module>
Listen 443
</IfModule=>
<IfModule mod_gnutls.c>

Listen 443
</IfModule=

Hinh 3. 7 -Céu hinh Apache va Nginx trén server
M¢ chuong trinh bang file nids.py.
Bit dau ché do nghe bang nit Start, chuong trinh s& ling nghe cac két ndi tir
scapy sniff va file log apache va nginx. St dung mot may bén ngoai truy cap vao

nginx thong qua: 192.168.111.130, két qué s& duoc in ra ¢ tab pcap va tab nginx
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= m] X
@ 404 Not Found x +

* 8 0

B MuttiROM - Mpow... »

&« C @ Khongbaomat | 192.168.111.130/2010|ZF

Ungdung [ Facebook @B YouTube [ Twitch [BY Suggested Sites @ OLZ2IHTV & Browse - Featured

404 Not Found

nginx/1.10.3 (Ubuntu)

ork Intrusion Detectio

Pcap Nginx Apache
Method User Agent Payload Length Label

Date P
18/Aug/2019:04:55:25 192.168.111.1 Mozilla/5.0 (Windows /Favicon.ico
18/Aug/2019:04:55:23 192.168.111.1 GET Mozilla/5.0 (Windows /%ECHIBWASIBERW%/ 209 normal

Stop Qpen pcap Open Nginx log Open Apache log anomalous normal all Analyzing 2 requests

Hinh 3. 8 - Nghe goi tin thong qua nginx log
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=t | X
BB Vulnerability: SOL injection =D % =
« C O © Khéngbdomat | 192.168.111.130:8( \-master/vulnerabilities/sqli/?id=%25'+or+0%3.. Y K | i
22 Ung dung li Facebook @@ YouTube EJ Twitch [ﬂ Suggested Sites - 3 rowse - F = . MultiROM - Mpoww...

i . Vulnerability: SQL Injection

1 - 1 ] |

Setup / Reset DB | User ID: [%' or 0=0 union selec|| Submit

Brute Force | ) o —
Command Injection | More Information 5

Network Intrusion Detection System

Pcap Mginx  Apache

Date P Method  User Agent Payload Status Code Length Label
18/Aug/2019:05:01:40 192.168.111.1 G Mozilla/5.0 (Windows /DVWA-master/vulnerabilities/sqli/7id=%25%E 200 3 anomalous
18/Aug/2019:05:01:33 192.168.111.1 GET Mozilla/s.0 (windows fOvwaA-master//dvwa/js/add_event_listeners.j 200 625 normal
18/Aug/2019:05:01:33 192.168.111.1 GET Mozilla/s5.0 (windows /DVWA-master/vulnerabilities/sqlif 200 1834 normal
18/Aug/2019:05:01:26 192.168.111.1 GET Mozilla/5.0 (Windows /dvwa/js/add_event_listeners.js 404 527 normal
ls,fAugfzms—us 01:26 192.168.111.1 GET Mmllla,.fs .0 {wind JOVWA-m: rfd fimages/logo.png 200 531 normal
2 T | a/5. v 3/} Pagejs ‘normal

IsjAugﬂOHrns ot: 28 192 168.111.1 GET anllla,fsn(wlr:dows Jdvwa/jsfadd_e went llsteners js 404 528 normal
18/Aug/2019:05:01:26 192.168.111.1 GET Mozilla/5.0 (Windows /DVWA-master/findex.php 200 3038 normal
18/Aug/2019:05:01:09 192.168.111.1 GET Mozilla/5.0 (Windows /Favicon.ico 404 508 normal
18/Aug/2019:05:01:08 192.168.111.1 GET Mozilla/5.0 (Wind VWA fi fi flogin_logo.png 200 9375 normal
18/Aug/2019:05:01:08 192.168.111.1 GET Mozilla/5.0 (Windows fD\J‘WAmasterfd\rwafcssflogln €55 200 741 normal

Stop Open pcap Open Nginx log Open Apache log anomalous normal all Analyzing 17 requests

Hinh 3. 9 -Nghe goi tin thong qua apache log
Str dung may ngoai truy cp web cia apache server thong qua may chu c6 IP
192.168.111.130:8080, khi c6 két ndi dén, két qua goi tin dugc in tai tab pcap va tab
apache.
Thir nghiém 16i SQL Injection thong qua DVWA duoc cai trén Apache server
s& c6 két qua nhu hinh trén.
Mo doc file pcap moi thu duoc:

Pcap Nginx  Apache
MAC Addr 1P Addr User A Payload Label

£f) al 3
192 168 111 I|fD\«"\.'\|'.|ﬂu mas:erfvuinerabllltles}xss d,f normal

192.168.111.1

00:50:56:0:00:08 192,168.111.1 ,"DUWA-rnast.erﬂdeafjsfadd_event_ steners.js normal
00:50: 56:c0:00:08 192,168.111.1 /ovwa-masterfvulnerabilities/sqli/ normal
00:50:56:c0:00:08 192.168.111.1 Jdvwa/js/add_event_listeners.js normal
00:50:56;c0:00:08 192.168.111.1 /ovwa-master/dvwa/fimages/logo.png normal
00:50:56:¢0:00:08 192.168.111.1 Jdvwafjs/add_event_listeners. js normal
00:50:56:c0:00:08 192.168.111.1 /OvwaA-master/dvwa/js/dvwaPage.js normal
00:50:56:¢0:00:08 192.168.111.1 /OVwA-master/dvwa/css/main.css normal
00:50:56:c0:00:08 192.168.111.1 /DVWA-master/index.php normal
Start Open pcap Open Nginx log Open Apache log anomalous normal all Analyzing 18 requests

Hinh 3. 10 - M¢ file pcap
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Chuong trinh vé co ban c6 thé doc truc tiép géi tin, doc tir file log va phén loai
céc request tn cong don gian theo huéng URL va ddi s6 Payload, hién thi filter theo

nhan binh thuong hay nguy hiém.
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KET LUAN VA KIEN NGHI

4.1. Nhirng dong gop cia luan van

Trong khuon kho cia luan van tac gia da tim hiéu co so 1y thuyét va mot sb
phuong thirc phat hién tdn cong tng dung web dua trén log truy cap. Téc gia ciing di
tap trung nghién ciru vé thuat toan Random Forest va phuong phap tmg dung thuat
toan 4p dung vao viéc phat hién tin cong. Tir nhitng két qua thuc nghiém trén bo dix
liu HTTP CSIC 2010, ching ta thiy két qua tt. Tuy nhién phuong phap nay c6
nhuoc diém 13 thoi gian chay chuong trinh hoi 1au khi phan tich khéi lugng dit liéu
16m.
4.2. Huéng phat trién luin vin

Pé giai quyét han ché ciia mo hinh hoc may duoc dé xuat ¢ trén, trong thoi
gian t6i tac gia s& chu trong tim hiéu, cai tién nham ting toc do phan 16p cua giai
thuat. Dong thoi, tién hanh thir nghiém phuong phap trén nhiéu bé dit liéu khac nhau
nham danh gia do chinh xac va 6n dinh cta phuong phap d6i véi timg loai dit liéu cu

thé.

Tim hiéu thém mot sé phuwong phap phéan 16p khac nhu phuong phap hd trg
véc to (SVM) dé so sanh véi thudt toan random forest khi danh gia két qua dyu doan.
So sanh hiéu qua gitra cac phuong phap dé c6 thém lua chon khi phat trién cc ung

dung phat hién tin cong bang phuong phap phan 16p dit lidu.
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