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MO PAU
1. Ly do chon dé tai

Hién nay, voi tde do phat trién vé cong nghé tin hoc,
truyén thong, thuong mai dién tir thi nhu cau dang tai, chia sé
thong tin trén cac hé thdng web 1 rat 16n. cac doanh nghiép déu
8O hiru, s dung cdc ing dung web nhu: webmail, ban hang truc
tuyen dau gia, mang xa hoi va nhiéu chtic niang khac dé cung
cap dich vy truc tuyén, két ndi voi khach hang, 601 tac.

Thuc té, moi tng dung web van luén tiém an nhitng
nguy co mat an toan thong tin do rat nhidu nguyén nhan, ca chii
quan ciing nhur khach quan gy mat dir lidu c6 gia tri, hay lam
gian doan vi¢c cung cép dich vu. Viéc trién khai truc tuyén ung
dung web s& cho phép ngudi dung quyén truy cép tu do vao tng
dung thong qua giao thirc HTTP/HTTPS, nhiing truy cép nay
c6 kha nang vuot qua hé thong firewall, cac 16p bao vé hé thong
va cac hé théng phat hién xdm nhap vi cac mi tin cong déu nim
trong cac gbi giao thirc HTTP hop 18, ké ca cac tmg dung Web
c6 d6 bao mat cao sir dung SSL ciing déu cho phép tat ca cac
dir liéu di qua ma khong hé kiém tra tinh hop 18 cta dir liéu. Cac
mg dung web van ludn tiém 4n nhirng 15 hdng bao mat do mi
ngudn, may chi. ..

Bén canh do, viéc tn cong xam nhap cac ing dung web
cua harker ngay cang tro nén da dang va vo cung tinh vi. Tuy
nhién, ngudi quan tri c6 thé phét hién dugc nhimg truy cap bat
thuong dwa vao co ché ghi nhan va luu trir tit ca truy cap dén
may chu web thong qua logfile ciia may chu web. Bang viée thu
thap, phan tich tai nguyén nay co thé phat hién dugc nhimng truy
cap bat thuong dé chu dong phong ngira, ngan chin nhiing nguy
co trong tuong lai dbi véi hé thong.

Trong pham vi ctia ludn van nay, tac gia Iua chon dé tai
Phat hién tin cong mg dung web dua trén log truy cap sir dung
bd phén 16p ring ngiu nhién dé nghién ciru xay dung, danh gia
mo hinh va thir nghiém két qua.

2.  Tong quan vé van dé nghién ciu

Cho dén nay, nhidu hing cong ngh¢ cua Thé giéi ciing
nhu Viét Nam dua ra cac giai phap hd tro an toan, bao mat
mang, da han ché va ngin chan rat nhiéu cac cudc tan coéng



nham vao mang cua cac don vi, doanh nghiép. Vi du nhu cac
ph?m mém bao mat, cac chuong trinh diét virus vdi co sé dit liéu
cac mau virus lién tyc cap nhat hay h¢ thong firewall nham ngan
chan nhiing két ndi khong tin cay, thyc hién ma hoa lam ting
an toan cho dit liéu duogc truyén tai trén mang. Tuy nhién, cac
hinh thirc pha hoai (ng dung web ngay cang tré nén tinh vi hon,
phuc tap hon, c6 thé vuot t qua dugc cac cong cu va phan mém
bao mat c6 san. Vi vy, van can nghién ctru thém cac giai phap
hd tro dé phat hién duoc tdi da nhitng tin cong dang dién ra
trong hé thong mang dé phong ngira, han ché nhiing thiét hai
cho nguoi dung, doanh nghiép.

Vi cac mdy chu web, viée thu thép, phén tich cac log
truy cap 1a co ché quan trong khong thé thiéu, n6 s& gitp tu dong
ghi nhén tit ca cac truy cap gdm binh thudng va bat thuong dén
ng dung web. Tur dir li¢u log tho thu thap dugc, qua qua trinh
xu ly, phan tich, nguoi quan tri h¢ thdng c6 thé trich xuét duge
cac thong tin quan trong v€ cac hanh vi nguoi dung tryc tuyén,
cac diu hiéu truy cap bét thuong, cac dang ma doc va cac dang
tan cong, xam nhap dé gitip ngudi quan tri quyét dinh ap dung
cac phuong an phong ngura, hodc dua ra cac canh bao vé nguy
co mat an toan thong tin d6i véi hé thdng cho ngudi dung. Pong
thoi cling nhur 1a can clr gitip cai thién chat lugng hé théng va
cac dich vy dap tng t6t hon nhu ciu ngudi ding.

C6 nhiéu phuong phap phén tich log di dugc nghién
clru va trién khai, tuy nhién viéc ap dung bd phan 16p ring ngiu
nhién dé phan tich phat hién tin cong chua dugc sir dung phd
bién. Vi véy tac gia lua chon sir dung phuong phéap hoc may c6
giam sat, ap dung bo phén 16p ring ngau nhién dé phan tich cac
weblog nham phat hién cac truy cap bét thudng, giup nguoi
quén trj sém c6 bién phap phong chong, ngin chin cac nguy co
c6 thé mat an toan thong tin.

3. Muc dich nghién ciru

Nghién ctru phuong phap va xay dung mé hinh hoc may
dé phat hién cac tan cong dén ung dung web dua trén log truy
cap giup danh gia va ngén ngira dugc mot s6 hinh thirc tAn cong
phé blen c6 thé dua ra giai phap ting cuong cac 16 hong, nguy
co tiém 4n.



4.  DO6i twong va pham vi nghién ctru
Déi tugng phan tich 1a cac log file truy cap duoc tao ra

trén may chi web nhu Apache, Nginx, IIS thong qua ludng
mang pcap.
5. Phwong phap nghién ciru

Boc va nghién ciru tong quan ly thuyét. Xay dung mo
hinh hoc may phat hién tan cong tmg dung web, danh gia mo
hinh, thir nghiém hé théng dua trén dir li€u da thu thap.

Céu tric cua luan van dugc tac gia to chirc thanh 4

chuong nhu sau:
Phén 1 — Giéi thidu Co s¢ 1y thuyét
1.1. Tong quan vé tan cong Web
1.2.  Gidi thidu vé Web log
1.3.  Phuong phéap phat hién tin céng qua web log sir dung
hoc may
Chuong 2 — Phuong phap phat hién tan cong
2.1.  Phuong phap phat hién tin cong
2.2. Tbng quan vé thuat toan Random Forest
2.3.  Tap dit liéu huan luyén (CSIC 2010)
2.4. Phuong phap danh gia
2.5.  Két qua thir nghiém
2.6. Két luan chuong
Chuong 3: Xay dung hé thong thyc nghiém
3.1. Xay dung hé thong
3.2. Mot s6 két qua thir nghiém hé thong
Chuong 4: Két ludn va kién nghi
4.1. Nhiing déng gbép cta luan van
4.2. Hubng phat trién luan vin
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CHUONG 1-CO SO LY THUYET

1.1. Tong quan vé tin cong Web.

Ngay nay, Web chinh 13 kénh truyén thong co ban giup
doanh nghiép ting cuong hinh anh truc tuyén ctia minh trén thé
gi61 mang, gitp xay dung, duy tri nhleu moi quan h¢ véi khach
hang tiém nang. V&i xu hudng phét trién cong nghé CNTT va
truyén théng hién nay, Web di trd thanh kénh ban hang phd
bién dbi v6i hang nghin doanh nghiép 16n nho. Dic biét website
hién nay cho phép dong goi, xir Iy, Iuu trit va truyén tai dir lidu
khach hang vo6i dit liéu 16n, quan trong va cé gia tri (nhu thong
tin c4 nhan, ma sb thé tin dung, thong tin bao mat xa hoi ...).

Chinh nhing déc diém nay, cac website thuong xuyén la
muc tiéu tan cong cua tin tic dé khai thac danh cap cac thong
tin quan trong. Mot trong nhimng phuong thire tan cong phd bién
1a khai thac cac 151 bao mat lién quan dén tmg dung web. Nhiéu
diém yéu nghiém trong hay céc 16 hong cho phép hacker xam
nhap thing va truy cip vao co so dit lidu dé trich xuét cac dir
liéu nhay cam, quan trong.

1.1.1. Mt sé khdi nigm co bén vé itng dung web
a. HTTP Request & HTTP Response

b. Session
c. Cookie
d. Proxy

1.1.2. Kién tric ciia mjt ung dung web .
Mot ting dung Web c6 day du cac thanh phan nhu sau:

e

Yéu chu (request)

7 \
. Serviet ) - gt
.

>
— s

Javaaaan ,I Toxt Kin

(Presentation tier)

(Business tier)

Phan hdi (respanse)  Business ™ g
Trinh duya xm:_ B o _O i ") 7 -
yét Web server
(IE, Firefox, Opera, ...} (Tomcat) Thng co sé dir lidy
—_ (Database tier)
Téang giao dién Téng nghiép vu

Hinh 1. I - Kién tric ciia mot timg dung Web

(Ngudn: https://edu.com.vn)



- Trinh khéach (hay con goi 1a trinh duyét): Internet
Explorer, Firefox, Chrome...

- Trinh chi: Apache, IIS,...

- Hé quan tri co so dir liéu: SQL Server, MySQL, DB2,
Acess...

1.2.  Giéi thiéu vé Web log file

Web Log 1a mdt hoac nhiéu file log dugc tao va luu trit
boi mot Web server, no chira tat ca cac hanh dong ma nguoi
truy cép tac dong lén trang web.

Céc web server chuan nhu Apache va IIS tao thong diép
ghi nht ky theo mot chuan chung (CLF — common log format).
Tép nhat ky CLF chira cac dong thong diép cho mdi mot goi
HTTP request, cAu tao nhu sau:

Host Ident Authuser Date Request Status Bytes

Trong do:

- Host: Tén mién ddy du cia client hoic IP

- Ident: Néu chi thi IdentityCheck dugc kich hoat va
client chay identd, thi day la thong tin nhan dang dugc client
bao cao

- Authuser: Néu URL yéu cau xac thue HTTP thi tén
nguoi dung la gia tri cua ma thong bao nay

- Date: Ngay va gid yéu cau

- Request: Dong yéu ciu cia client, dugc dit trong ddu
ngodc kep ()

- Status: Ma trang thai (gom ba chir so)

- Bytes: s6 bytes trong ddi tuong tra vé cho client, ngoai
trr cac HTTP header

Loi ich 16n nhét cua tap tin nhat ky 14 tinh sén ¢ twong
dbi don gian. May chu web nhu Apache mic dinh phai cho phép
ghi nhat ky. Cac tmg dung thuong thyc hién ghi nhat ky dé dam
bao truy xuat ngudn gdc ctia cac hanh dong cua chung.

1.3. Phwong phap phat hién tin cong qua web log sir
dung hgc may
1.3.1. Tong quan vé hoc mdy

Hoc may 1a cac ky thuat giup cho may tinh ¢ thé tu hoc
hoi dya trén dir liéu dua vao ma khong can phai duoc 1ap trinh
cu thé.



Mot bai toan hoc may can trai qua 3 budc chinh:
- Chon m6 hinh: Chon mot mé hinh théng ké cho tap dir
liu.
- Tim tham s6: Cac mo hinh thong ké c6 cac tham sb twong
mg, nhiém vu lac nay 1a tim cac tham sb nay sao cho phu hop
v6i tap dit liéu nhét co thé.
- Suy luén: Sau khi c¢6 dwoc md hinh va tham s, ta c6 thé
dua vao chiing dé duara suy luan cho mot dau vao méi nao do.
Mot bai toan hoc may cin c6 dit liéu dé huin luyén, ta c6 thé
coi n6 1a didu kién tién quyét. Dir liéu sau khi c6 duoc can phai:
- Chuéan hoa: Tat ca cac dit liéu dau vao déu can duge
chuan ho4 dé méy tinh c6 thé xi Iy dugc. Qua trinh chuan hoa
bao gom s6 hod dit lidu, co gidn thong s6 cho phu hop voi bai
toan. Viéc chuan hod nay anh hudng truc tiép toi toc do huan
luyén ciing nhu ca hiéu qua hudn luyén.
- Phan chia: Viéc md hinh dugc chon rét khop voi tap dir
lidu dang c6 khong c6 nghia 1a gia thuyét cia ta la ding ma c6
thé xay ra tinh hudng dir liéu that lai khong khop. Véan dé nay
trong hoc may dugc goi la khop qua (Overfitting). Vi vy khi
huén luyén nguroi ta phai phan chia dir liéu ra thanh 3 loai dé co
thé kiém chimng duoc phan nao mirc do tong quat cia md hinh.
Cu thé 3 loai d¢ la:
+ Tap huén luyén (Training set): Dung dé hoc khi huin
luyén.
+ Tép kiém chimg (Cross validation set): Dung dé kiém
chtng mé hinh khi huan luyén.
+ Tap kiém tra (Test set): Ding dé kiém tra xem mo hinh
da phi hop chua sau khi huan luyén.
1.3.2. Cac nhom gidi thudt hoc may:

Theo phuong thirc hoc, cac thuat toan Machine Learning
thuong duoc chia lam 4 nhom:
- Hoc c6 giam sat: May tinh dugc xem mot s6 miu g6m
dau vao va dau ra twong g trude. Sau khi hoc xong cdc mau
nay, may tinh quan sat mot dau vao mdi va cho ra két qua.
- Hoc khong giam sat;
- Hoc nura giam sat;
- Hoc tdng cuong;



Viéc giam sat thu thap, phan tich céc log truy cap hé
thdng noi chung va céc log truy cép cac dich vu mang néi riéng
1a nhiém vy khong thé thiéu trong cac hé thong giam sat, phén
tich hanh vi nguoi dung, phat hién bat thuong, phat hién tan
cong, xam nhap hé thong va mang. Dt liéu log co thé cung cip
cho nguodi quan tri nhleu thong tin quan trong vé cac hanh vi
nguoi dung tryuc tuyén, ciing nhu cac dau hiéu cta cac hanh vi
truy cép bat thuong, cic dang tin cong, xam nhap dé dua ra cac
canh bao nguy co mét an toan thong tin di voi hé thong.

Hién c6 nhiéu phuong phép phét hién tin cong tir viéc
thu thap, xir ly, phan tich log truy cép. Trong ndi dung cua luan
van nay, tac gia di sau nghién ctru mg dung phuong phap hoc
méy ¢ giam sat, sir dung bo phan 16p rimg ngiu nhién dé phat
hién céc tan cong. Dé thuan tién cho qué trinh tién xur ly dir liéu,
trong pham vi ludn vin nay s& str dung dau vao dir liéu 1a cac
web log may chit web duoc thu thap tir ludng mang pecap. Trong
chuong tiép theo, tac gia s di sau nghién ciru xay dung mo hinh
phat hién tin céng va danh gia tinh hiéu qua cia md hinh.

CHUONG 2: PHUONG PHAP PHAT HIEN TAN
CONG

Trong Chuong nay, tac gia di sdu nghién ctru phuong
phap phat hién tin cong dua vao phuong phap hoc may c6 giam
sat, va m6 hinh cy thé dugc st dung trong phat hién tan cong la
Rirng ngiu nhién (Random Forest).
2.1.  Phuong phap phat hi¢n tin cong
2.1.1. Mé hinh phdt hién tén cong

Dit liéu log dau | Tiénxtly dir Trich chon
vio liéu "l ddctrung
Xam nhip/Binh B6 phén loai J
thuong y Random Forest

Hinh 2. 1- M6 hinh hé théng phat hién xam nhap



Céc thanh phén trong mé hinh Phat hién ma doc tin cong
¢6 chu dich gdm 4 thanh phan chinh:
- Khoi Di# lidu dau vao: Do céu tric dir liéu weblog réat da
dang & cac hé thong khac nhau, trong pham vi luan vin nay chi
tap trung thu thap dit liéu weblog thu thap tir ludng peap tai cc
may chi Apache, Nginx, IIS va cho vao khéi tién xu 1y dit liéu.
- Khéi tién xir Iy di ligu: Tién xu ly dit liéu 1a bude rat
quan trong trong viéc giai quyét bat ky van dé nao trong linh
vuc Hoc May. Hau hét cac bo dit liéu duoc st dung trong Hoc
May déu can dugc xir Iy, 1am sach va bién ddi truée khi mot
thuat toan Hoc May c6 thé dugc hudn luyén trén nhimg bo di
lidu nay. Céac k¥ thuat tién xtr 1y dit liéu phd bién hién nay bao
gom xtr 1y dir liéu bi khuyét (missing data), mi héa cic bién
nhoém (encoding categorical variables), chuan héa dir lidu
(standardizing data), co gidn dir li€u (scaling data),...
Trong md hinh hé thdng phat hién xam nhép trén, chirc ning
ctia khoi tién xtr 1y dit liéu 14 trich xuat ldy céc thong tin tir log,
cac truy cap dén hé thong may chu web. Tt ca cac tap tin log
s& duoc chuyén vé mot hé théng chung dé phan tich, chuyén ddi
cAu trac, phan tach cac truong dic trung.
- Khoi trich chon déc trung: Chon ra nhitng dit trung tot
(good feature) cua dit liéu, luge bo nhitng dic trung khong tot
cua dit liéu, gay nhiéu (noise), quyét dinh chon bao nhiéu dic
trung dé cho vao mé hinh.
Dé xur Iy bo dir liéu phu hop cho mé hinh thuit toAn Random
Forest, qua trinh trich chon dac trung s€ trich chon cac truong
sau: Host, Method, Content Type (luu vi tri ciia cac gia tri do
trong mang), URL, Payload va Content Length (luu d¢ dai
chudi), vi cac truong nay dic trung nhit ciia weblog, nhiéu
nghién ctru cling da st dung cac trudng nay.
- Khéi bg phén logi Random Forest: Chirc nang ctia khbi
phan 16p Random Forest dwoc md ta chi tiét trong muc 2.2.
C6 nhiéu bd phan 16p co thé ap dung dé xay dung mé hinh phat
hién tan céng nay, nhu SVM, Decision Tree, Navie Bayers,
Random forests..., Random forests dugc coi 1a mot phuong
phap chinh xac va manh mé, co thé 1am viéc duoc voi dit lidu
thiéu gia tri, va khi Forest co nhidu cdy hon, ching ta c6 thé
tranh dugc viéc Overfitting vdi tap dit li¢u vi vay trong ndi dung
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luan van, tac gia Iya chon bd phan 16p Random Forest dé xay
dung m6 hinh giai quyét bai toan phat hién tin cong.
- Théng bdo két qud: S& thong bao cho ngudi dung két qua
phat hién Xam nhap/Binh thuong.
2.1.2. Cac giai doan thuc hién

Thong thuong mot ung dung ciia mot mo hinh hoc may
thuong duoc chia 1am hai giai doan d6 1a : Huén luyén va kiém
tra mo6 hinh . Ty 1€ d chinh xac phat hién ra ma doc ciia mo
hinh phu thude rat nhiéu vao chit lugng cua bo tap mau.

Dé giai quyét bai toan phat hién tan cong dua trén log
file, luéng mang thi can thuc hién cac giai doan sau day :
- Giai doan 1: Thu thap dir li€u va tién xtr 1y dir liéu phuc
vu cho qua trinh hoc ctia m6 hinh.
- Giai doan 2: Lya chon thuat toan xay dung mé hinh.
- Giai doan 3: Huén luyén mo hinh véi dir liéu da xu ly

Tao dir liéu cho
Thu Thap Dir Liéu Va qua trinh huan Xay dwng md M3 hinh thu
Xir Ly Die Ligu luyén { 70% cho hinh phan lop i dwoc
huan luyén )

Hinh 2. 2 - So d6 tao m hinh phan 16p
- Giai doan 4: Kiém tra huan luyén trén mo hinh méi

Trich xust
thudc tinh

¥
Phidn loai truy cdp dva trén
mé hinh d& hudn luyén

b o

Truy cdp Binh
Thudmg

Truy cap khing
binh thuwérng

Phin Loal

Ghi Nndn Két Qui

I

Hinh 2. 3 - M6 hinh phan 16p dit liéu dau vao
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2.2, Téng quan vé thuat toan Random Forest

Thuat toan Random Forest 1an dau tién duoc d& xuat vao
nam 1995, 1a phuong phéap hoc may két hop, tic 1 st dung cach
két hop cac phuong phap hoc may don gian dé xay dung mot
mé hinh ¢6 dd chinh x4c cao hon. Random Forest c6 thé duge
sir dung dé giai ca bai toan phan loai va hdi quy. No lam viée
bang cach xay dung mot tap hop cac cay quyet dinh trong qua
trinh training, sau do ket hop két qua tra Ve cua mdi cay dua ra
quyét dinh du doan cudi cing. Rimg ngiu nhién 1a mot thuat
toan hoc c6 giam sat.

Random Forest (RF) dua trén co so :
- Random = Tinh ngau nhién ;
- Forest = nhiéu cay quyét dmh (decision tree).

Don vi cua RF la thudt toan cay quyét dinh, véi so luong
hang tram. Mdi cdy quyét dinh duoc tao ra mot cach ngiu nhién
tir viéc : T4i chon mau (bootstrap, random sampling) va chi
ding mot phan nho tap bién ngiu nhién (random features) tir
toan b0 cac bién trong dir liéu. 0 trang thai sau cung, mo6 hinh
RF thudng hoat dong rat chinh xéc, nhung dbi lai, ta khong thé
nao hiéu dugc co ché hoat dong bén trong md hinh vi cau trac
qua phc tap.

Nhiéu cay quyet dinh duoc tao theo cac ngau nhién s tao
ra mit rimg ngdu nhién (random forest). Mot rung ngau nhién
phan 16p bao gdbm mét & hop cdy quyét dinh phan 16p:

{3(e,wp,k=1,...)}

Véi diéu kién {wi}1a cac cay quyét dinh dugce tao doc lap
ngau nhién va mdi cay quyet dinh s& binh chon cho két qua 16p
phé bién nhét véi gi tri dau vao x.

2.2.1. Cdch lam viéc cua thudt todan

Thuat toan Random Forest bao gom 2 giai doan chinh:
- Qua trinh tao ra ring ciy ngau nhién
- Qua trinh thyc hién dy doan dya trén ring da tao
a. Qua trinh tao ra rung ngau nhién

Mot rimg ngau nhién la mot tap hop cua rat nhiu cay
quyét dinh (decision tree) Dé tao méi cay quyet dinh, thuat toan
Random Forest luén luén bat dau véi 1 cay quyet dinh rong. D6
1a cay quyét dinh chi c6 diém bat dau va lién két thing toi cau
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tré 10i. Thuat toan s& tim ra cau hoi dau tién tot nhat dé bat dau,
va sau d6 xay dung cdy quyét dinh. M&i khi thuat toan tim duoc
1 cau hoi tét dé hoi, nod s& tao ra 2 nhanh (trai va phai) cia cay.
Khi khéng con céu hoi nao tha vi nita, thuét toan s€ dimg lai va
két thic qua trinh xay dung cay quyét dinh.

Dé chic chin rang tit ca cac cay quyet dinh la khong
gidng nhau, Random Forest s& ty dong thay d6i ngiu nhién ddi
tuong can theo ddi. N6i mot cach chinh xac hon, thuat toan s&
x6a ngiu nhién 1 vai dbi twong, va nhan ban 1 vai déi twong
khac. Tién trinh nay dugc goi 1a “bootstrapping”. Ngoai ra dé
dam bao rang cay quyét dinh c6 su khac biét, Random Forest s&
ngau nhién loai bé ¢6 muc dich mot vai cau hoi khi xay dung
ciy quyét dinh. Trong truong hop nay, néu ciu hoi tot nhat
khong dugc kiém tra, thi cac cau hoi khac s& dugc chon dé tao
ra cay. Qua trinh dugc goi la “attribute sampling”.

Qua trinh tao ra rimg cdy ngau nhién duoc thé hién qua cac budc
sau :

- Budc 1 : Chon ngﬁu nhién k thudc tinh tir téng m thudc
tinh sao cho k<<m

- Budc 2 : Trong s & thudc tinh, tinh toan node gdc (root)
d st dung phuong phap chon thudc tinh tét nhét (best split
point).

- Budc 3: Chon cac node trong (internal node) bang cach
sir dung phuong phéap chon thudc tinh tot nhét (best split).

- Budc 4: Lap lai budc 1 dén budce 3 cho dén khi cay duogc
hoan thanh.

- Budc 5: Lap lai bude 1 dén bude 4 cho dén khi rimg cay
duoc hoan thanh.
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(=)

tinh toan node
gocd

tinh todn node
con
2y dugc hodn thang

; ¢ hodn thans
0K

OK

Rirng dugc hodn thank

OK

Hinh 2. 4 - So 6 tao rimg ngau nhién

b. Qua trinh thuc hién du doan dya trén rung da tao
Sau qua trinh tao rung ng?iu nhién, thuat toan sé du doan
trén rirng da duoc tao cac budc cho qua trinh dy doan nhu sau :
- Budce 1: Lay tap thudc tinh kiém thir va sir dung tap lut
dugc tao ra boi cay quyet dinh ngau nhién trong qua trinh tao
rung cay ngau nhién, dé dy doan dau ra.
- Budc 2: Tinh todn s6 phi¢u bau — binh chon ctia moi cay
ngau nhién dua ra.
- Budc 3: Coi s0 phiéu bau — binh chon cao nhat trong ca
rung cay ngau nhién la két qua cuoi cung
2.2.2. Thuat toan lwa chon thudc tinh cho Random
Forest

Trong thuat toan Random Forest, dé lya chon ra thudc
tinh nao pht hop nhét dé 1am node gdc (root node) va cac thudc
tinh nao phu hop dé 1am cac node trong (internal node) tiép theo,
thi thuat toan Random Forest st dung chu yéu thuat toan
Information Gain.
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Thuat toan Information Gain la mot thuat toan duoc thuc
hién dya trén viéc dung Entropy lam d6 do.
Cong thuc tinh Entropy nhu sau:

HO = BI)] = = ) p(@logn(x)
. xX€X

Ham so Entropy

Cho mét phan phdi xac suét ctia mot bién roi rac x ¢6
thé nhan dugc n gia tri khac nhau x1,x2,.., xn. Gia st ré“mg Xac
xuat dé x nhan cac gia tri nay 1a p; = p(x=xi)

Ky hiéu phan phdi nay 13 p = (p1, Pas..., Pn)-

Entropy cua phan phdi néy la:

H(p) = -XiL p; log(p:)

Tir db thi ta thiy, ham Entropy s€ dat gia tri nho nhét néu c6
mot gia tri pi =1, dat gia tri 1on nhat néu tat ca cac pi bang nhau.
Ham Entropy cang 16n thi d6 ngiu nhién ctia cic bién roi rac cang
cao.

V6i ciy quyét dinh, ta cin tao cdy nhu thé ndo dé cho ta
nhiéu thong tin nhat, tirc 14 Entropy 1a cao nht.

Bai toan cua ta trd thanh, tai moi t?lng cua ciy, can chon
thudc tinh nao dé do giam Entropy 14 thap nhAt.

Nguoi ta ¢ khai ni€m Information Gain dugc tinh béng :

Gain(S,f) = H(S) - H(f,S)

trong do:

H(S) 12 Entropy téng ctia toan bo tap dataset S.

H(f,S) 1a Entropy dugc tinh trén thude tinh f.

Do H(S) 1a khong dbi v6i mdi tang, ta chon thudc tinh f'cd
Entropy nho nhit dé thu dugc Gain(S,f) 16n nhét.

2.3. Tap dir liéu huén luyén (CSIC 2010)

B dir liéu trong dd 4n str dung duoc léy tu tap dir li€u
B6 dir lidu HTTP CSIC 2010 [1] dwoc phat trién tai Vién An
toan Thong tin thudc Hoi dong Nghién ctru Qubc gia Tay Ban
Nha, chuyén dé thir nghiém cac giai phap tuong ltra ing dung
web. Trong tap dir liéu nay co tong cong 36.000 cau truy van an
toan va 25.000 cau truy van co tan cong. Tap dit liéu chira hau
hét cac loai tan cong phd bién cua tmg dung web, bao gom cac
cudc tin cong nhu SQL, tran bd dém, thu thap thong tin, tiét 16
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tép, tiém CRLF, XSS, bao g(‘A)m phia may chu, gia mao tham sé,
VA
2.4. Phwong phap danh gia

Hiéu nang cua mdt mo6 hinh thuong dugc danh gia dua
trén tap dir liéu kiém thur (test data), duoc phan tach tir tap dir
lidu. O budc nay thuc hién chia ngau nhién dit liéu thanh 2 phan
theo ti 1&: 70% dung cho training va 30% cho testing. Dit liéu
nay duoc chia voi 2 nhin, voi cac ludng mang binh thudng gan
nhan 0 con cac luéng ddc hai dugc gan nhan 1.

C6 rét nhiéu cach danh gia mot mo hinh phan 16p. Cac
phuong phap thuong dugc st dung la: accuracy score,
confusion matrix, ROC curve... Precision and Recall, F1
score... Trong ludn van s€ st dung phuong phap Precision and
Recall, F1 score do tap dit li€u ctia cac 16p 1a chénh léch nhau
nhiéu.

- Precision (d9 chinh xac): Trong tt ca cac dy doan thudc
16p dugc dua ra, bao nhi€u du doan 1a chinh xac.

- Recall (d6 hoi tuong): Trong tit ca cac trudng hop
thudc 16p duong, bao nhiéu truong hop da dugc du doan chinh
X4c.

- F1-Score: Tiéu chi danh gia F1 1a sy két hop cua 2 tiéu
chi dénh gia Precision va Recall. F1 1a mdt trung binh diéu hoa
(harmonic mean) cta céc tiéu chi Precision va Recall.

2.5. Két qua thir nghiém

Téng hop dit liéu ma doc tn cong c6 chu dich tir tap dit
liéu HTTP CSIC 2010. Tur tap dit liéu nay, sau khi tién xtr 1y dit
liéu phut hop véi md hinh hoc mdy, tron va chia ngiu nhién dit
lidu thanh 2 phan cho training va testing, tich nhdn phan loai
cho qua trinh training va luu ra file, cho vao thuat toan hoc may
tao model.

Két qua thyc hién

Precision Recall F1-score
Binh thuong 0,82 0.91 0.86
Tan cong 0.84 0.72 0.77
Avg/total 0.83 0.83 0.83

Hinh 2. 5 -Két qua hoc may va in ma tran nham lan
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Tt cac thong $6 trén, ta rat ra mot s6 két luan cho mo
hinh nay:
- Precision: M6 hinh dy doan dang 83% requests binh
thuong trong tong sd cac requests ma né phan loai 12 binh
thuong.
- Recall : M6 hinh dy doan ding 83% request tin cong
trong tong sd cac request ma né phan loai 13 tan cong.

2.6. Két luan chwong

Trong chuong nay da xay dung dugc mé hinh hoc may
phat hién tan cong va thyuc hién danh gia hiéu qua ciia mé hinh
dua trén cac tap dir licu HTTP CSIC 2010. Qua kich ban tht
nghiém cho thdy mé hinh v&i dit liéu tir tap dit liéu HTTP CSIC
2010 dat két qua tot. Vi vay, hé thdng s& duoc xay dung dira
trén md hinh va tap dit liéu nay. Chuong ké tiép s& trinh bay mo
hinh thyc nghiém tng dung.
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CHUONG III - XAY DUNG HE THONG THUC
NGHIEM
3.1.  Xay dung hé thong

Day 1a demo hé théng phét hién tan cong dua trén viéc
doc goi tin tryc tiép hodc doc file log sir dung bd dir li€u hoc
HTTP CSIC 2010.

Chuong trinh c¢6 hai chirc nang chinh:

- Doc truc tiép tir peap: ing dung s& loc cac request duoc
giri toi server, dem phan loai timg request, in két qua 1én man
hinh.

- Doc file pcap ngoai tuyén: Khi céc goi tin giri dén dugc
tong hop va luu dudi dang file peap, co thé ding ing dung mo
1én doc céac két ndi HTTP va phan loai.

- Doc truc tiép file log tir webserver: Mdi khi ¢6 két ndi
dén web server duoc ghi vao file log, ing dung sé& doc cac dong
mdi nay va dem di phan loai request..

- Ngoai ra, ta c6 thé doc lai céc file log tir Apache,
Nginx d3 ghi sdn cho qua trinh phén loai va in két qua.

Chuong trinh s& 14y cac dir liéu tai URL va Payload lam
tién dé dé phan loai, vi vay truéc mét chuong trinh chi c6 thé
phan biét cac tin cong c6 tac dong dén URL va Payload vi du
nhu Command Injection, SQL Injection, XSS, Weak Session
ID,...

3.1.1. Thu thip di¥ liéu log va tién xir ly diF ligu

Qua trinh tién xir ly dit ligu vao va loc dir ligu, ta can ¢o
cac truong Host, Method, Content Type (luu vi tri cia cac gia
tri do6 trong mang), URL, Payload va Content Length (luu do
dai chudi).

V6i b CSIC Dataset ban dau, ta gop hai file normal va
anomalous, ddi sang dinh dang .csv véi tat ca cac truong. Tién
hanh xo6a cac truong khong dung dén, ta s& giit lai cac truong:
Method, Host, Index, URL, Payload, ContentLength, Label.
Doi cac truong it gia tri: Method, Host, Label sang mang va gan
s6 thir tu.

Tiép dén xtr i URL va Payload, tai mdi trudng ta can
Iru thém nhiing thong tin sau: Tong sb ky tu; S6 ky tu s6; SH
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ky tu dic biét; S6 ky tu khong phai chit. V6i Payload ta can
thém truong s lugng ddi sé (agrument) nhap vao.

Loc cac HTTP requests, sau do tim phuong thirc va gan
s thir ty ctia phuong thire trong mang véo truong method. Tiép
d6 dua chudi tin vao ham phan loai.

Tai ham phan loai, ta trich Xuét cac thong tin Features
yéu cau trong chudi. User agent & giita chudi “User-Agent” va
chudi ngit dong “\r\n”. URL & giita ddu cach ddu tién va chudi
“HTTP”. Déi voi phuong thire GET, payload nim trong URL
sau dau “?”. Cac phuong thirc con lai payload nam & dong cudi
cung cua goi tin.

Véi chtre nang nghe truc tiép qua web server log (& day
la apache va nginx), ta mé file server log sinh tir config, chay
mot vong ldp vo han dé doc cac dong log méi. Vong lap dimg
khi ta bAm Stop trén GUL M3i khi doc dugc dong log mdi s&
dua vai ham phan loai.

Dong log vao duoc phan tich cic trudng bang chudi
regex. Chudi regex ndy dung cho dinh dang log chuén
(Common Log Format). Phan tach cac truong nhu peap va dua
vao mang numpy. Goi ham phan loai lay két qua, két hop ghi ra
file log riéng va in ra GUL.

Véi chtrc nang doc log hoac doc file pcap, ta sir dung
FileChooser cua Gtk dé lay duong dan t6i file va goi ham doc
ting dong giéng nhu nghe tryc tiép. Néu dong thudc log Apache
s€ dugc dua vao module phan loai apache phia trén, thudc pcap
thi dua vao ham phan loai pcap ¢ phia trén.

3.1.2. Ciu tric thuw muc:

- Dataset: Chira bo dir liéu géc va bo dir liéu mau sau khi
trich xuét cac trudng.

- Features Extract: Code dé tach loc cac truong cén thiét cho
mdi mo6 hinh

- RF: Chutra cac modules phuc vu cho phéan tich dir li€u:

+  RF.py: Phan xir Iy tao model va hoc dir lidu, tinh gia tri do
chinh xé4c, d6 phan loai, d6 nhay véi mau thir. Phan loai log tir
bén ngoai.

+  live_test.py: X 1y dit liéu vao tir goi tin truc tiép, phéan loai
va in két qua.
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- Application: Chtra dit liéu chay chwong trinh dang dd hoa
3.1.3. Cai dit hé thong:
Chuong trinh xay dung chay trén moi truong Python2.
Ung dung st dung mot s6 thu vién can thiét nhu sau:
- Numpy
- Scapy
- Scikit-learn
- Nitk
- Gtk

Hetwork Intrusion Detection System

Start Open Nginxlog | Open Apache namalos normal al Welcome

Hinh 3. 1 - Giao dién chinh chuong trinh

- St dung giao dién Gtk, phﬁn chinh 1a mot notebook véi ba
list ding dé hién thi request tir pcap, nginx, apache,... Hién thi
mot s trudng co ban.

- Button Start dung cho ché d6 nghe truc tiép request tir
pcap, nginx log va apache log, dong thoi phan loai normal hozc
anomalous.

- Hai buttons “Open log” d& mé& cac log sinh tir server va
phan loai requests.

- Babuttons tiép dé phan loai requests theo nhin ciia ching.
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Hetwark Intrusian Detect

Poap Mg | Aasche

Date " Method  User Agent Fadnad Sxatus Code Length Label
VARSI HEIBE T L 2 1o marma

1SLIRINT CET a5 0 wtindows NT 10 i ) o0 795 rarmal
15/hug/201902:3 08 1520681111 CET Mozilla/s 0 {Windows NT 104 [DVin-mastersvulnersbilties s s/ 200 2075

15{Aug/201R023XI8 TIZIGETILY i event_listeners js 25

15Mug20NF02IXI6  TERIGEINT GET ka5 1wfind: 200 83z

15D 201S02:3008  1SLIGAILT GET Mozilla/s o (Windows NT 10, fdvwa/i/add_event listeners js ana bri) rarmal

15/Aug/201902:3008  1SLI6B1T0 CET ! s NT 104 LpRg 200 Exhl] narmal

15iM0/Z01F023008  1SZIBETIN]  GET 5.0 (windows NT 101 is 200 =0 marmal
start Open tginabag Open Apache log anomalues narma ait Analyzing 192 requests

Hinh 3. 2 -Poc mét file log tir Apache va phan loai

OGOREEEOIN NS I i [
DEPRECONIE 1A 01N s bpbigeas woaurs)
WY YaaL s e ydeur walyong rap|

soob | Wdux | ybsos

Peap | Ngink | Apache

Date P Method  User Agent Payload Length Label

16/Aug/P015:02:58:57 152, 168.111.1 GET Mozilla/s.0 (windaws NT 10.0 WOwWSH) Applewebkit/ ftetraphp/id=32 09 narmal
16700 21502 5028 1521681111 rilla plsebikil) foe

Hinh 3. 3 - Doc log tryc tiép tir pcap va truc tiép tir nginx log

3.2. M@t s két qua thir nghi¢m h¢ théng

May server chay ubuntu c6 IP 192.168.111.130. Bugc
cai dat hai web server apache va nginx. Apache duogc set vitual
host nghe két ndi & cong 8080, nginx chay mic dinh & cong 80
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pld /run/nginx.pid;

events [
worker_connections 768;
# multi_accept on;

¥
http {

R
# Basic Settings
ww

sendfile on;
tcp_nopush on;
tcp_nodelay on;
keepalive_timeout 65;

ports.conf [Read-Only] (fetcfapac

@ If you just change the port or add more ports here, you will likely also
# have to change the VirtualHost statement in
# fetc/apache2/sites-enabled/866-default.conf

Listen BOBO

«<IfModule ss1_modules
Listen 343
</TfModules

<IfModule mod_gnutls.c>
Listen 443

=f1fModule=
Hinh 3. 4 -C4u hinh Apache va Nginx trén server

Mé chuong trinh bang file nids.py.

Bit ddu ché do nghe biang nut Start, chuong trinh s&
ling nghe cac két ndi tir scapy sniff va file log apache va nginx.
Str dung mot may bén ngoai truy cdp vao nginx thong qua:
192.168.111.130, két qua s& duoc in ra & tab pcap va tab nginx

@ 404 Kot Found * EE £
“« e O « B D
T : B - o= v @ En W PaunEON - Mipouse "

404 Not Found

nginx/ |, 10.3 (Ubunm)

Date 7 Method User Agent

AL T T30
18/Aug/2019004:55:73 192,168,111 GET

narmal il Analyzing 2 requests

Stop Open prap Open Nginalog  Open Apache log angem,

Hinh 3. 5 - Nghe g6i tin thong qua nginx log
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= o ®
at | 192.468.111.13 TIVWA it t i ek =125 i+  :
= s VesiTisbe ibehy & SR @ Bor MLRFIOM - Moo .
)
DVWA)
s | Vulnerability: SQL Injection
nstuctions |
Setup { Reast 08 | Usar 0 BL or 0=0 umion selec| Subme
Brute Force | . Q_
commandinjsetion |  More Information

Method  User Agent P

mazilla/s. narmal

GET Maillas 200 1834 narmal
GET Magilla/s.0 (windaws jdvwa/n/fadd_event listeners 04 527 narmal
L1 GET aziflaf5.0 (Windaws [DVWA-master/dvwa/fimagesfogo.png 200 5331 narmal

15  aatila 3 0 Windaws JOVWA-masterduwaiy e 6 .
£05:01:26 192.168.111.1 GET Magillafs.0 (Windaws /dvwa/isfadd_event_listeners js 04 528 narmal
126 1921681110 GET Mazilla/5.0 {windaws [OViWA-masterfindex. php 200 ] narmal

15{AUG/201S05:01:09 1921681107 GET Meazilla/’5.0 (Windows fFavicon ko anq o8 narmal

T8/AUG/2019:05:01:08 192.168.111.1 GET Maazillafs. for _logo.png 200 5373 narmal

18/AUG/2015:05:01:08 1921681119 GET Mazillays. flogin.cs: 200 ™ narmal
wap Cpen prap Opentginalog | Open Apsche log angmalous ermal an Anabgzing 17 requests

Hinh 3. 6 -Nghe goi tin thong qua apache log

Str dung may ngoai truy cap web cia apache server thong
qua may chii c6 IP 192.168.111.130:8080, khi c6 két ndi dén,
két qua goi tin dugc in tai tab pcap va tab apache.

Thir nghiém 16i SQL Injection thong qua DVWA dugc
cai trén Apache server s& c6 két qua nhu hinh trén.

Mo doc file pcap moéi thu dugc:

192, 168.111.1

o 308 e

OLEXSEO0NO00E 1929661111 JOVWA-master)/dvwa/isfadd_event listeners)s  normal
OSOSECHtE 191681111 JOVWA-manteriuinerabibtie normal
OUMESECOOG0S  TLI6N1111 Iebvwaisacd_event_listeners js narmsl
OESOSKCOOX08 1921681111 fovwi-master/dvwa/images/logo.png normel
OUEIIGCODN0E 1921681111 Jfebvwaisfadd_event_listeners js mormal
OTSESECO00E 192,168,111 JOVWA-masker/dvwa s/ dewatage s normsl
DrSCigcloxee 1521681110 Jovwi-master/dvwa/tasfmain.cs normsl
DIEOIGC00N0E 1921661111 JOVWA-masterfindex php normal

sturt Open pesn OpenNginalog | Open Apache log Je— nermal all Analyzing 1 requests

Hinh 3. 7 - Mo file pcap

Chuong trinh vé co ban co thé doc truc tiép goi tin, doc
tir file log va phan loai cac request tn cong don gian theo hudng
URL va dbi s6 Payload, hién thi filter theo nhan binh thudng
hay nguy hiém.
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KET LUAN VA KIEN NGHI

4.1.  Nhirng dong gop cia ludn vian

‘Trong khudn khé cua ludn van tac gia da tim hiéu co s&
1y thuyét va mot sé phuong thuc phat hién tin céng tmg dung
web dua trén log truy cap. Tac gia cling da tap trung nghién cuu
vé thuat toan Random Forest va phuwong phap tmg dung thuat
toan ap dung vao viéc phat hién tin. Tir nhimng két qua thuce
nghiém trén b dir liéu HTTP CSIC 2010, chung ta thdy két qua
tuong ddi tét. Tuy nhién phuong phép nay co nhugc diém 1a
thoi gian chay chuong trinh hoi lau khi phén tich khéi lwong dir
liu 16n.
4.2.  Hudng phat trién luin vin

Dé giai quyét han ché ciia mé hinh hoc may duoc dé
xudt & trén, trong thoi gian t6i tic gia s& cha trong tim hiéu, cai
tién nham ting toc d6 phan 16p cua giai thuat. Pong thoi, tién
hanh thtr nghiém phuong phéap trén nhidu bo dir liéu khac nhau
nhim danh gia do chinh x4c va én dinh cia phuwong phéap déi
véi ting loai dit li€u cu thé.

Tim hiéu thém mot s phwong phéap phéan 16p khac nhur
phuong phap hd tro véc to (SVM) dé so sanh vé6i thuat toan
random forest khi danh gia két qua du doan. So sanh hiéu qua
gita cic phuong phap dé c6 thém lya chon khi phat trién cac
g dung phét hién tan cong bang phuong phap phan 16p dir
lidu.
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