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MO PAU

Log (con goi 1a nhat ky, hay vét) 1a cac muc théng tin do hé diéu hanh, hoic cac
ing duyng sinh ra trong qué trinh hoat dong. Moi ban ghi log thudng dugc sinh ra theo
1 hoat déng, hoic sy kién, nén con duoc goi 1a nhat ky su kién (event log). Céc ngudn
sinh log phé bién bao gom céc thiét bi mang (nhu router, firewall,...), hé diéu hanh,
cac may chu dich vu (may chu web, may chu co s¢ dit liéu, may chu DNS, email,...)
va cac chuong trinh (g dung. Muc dich cua viéc thu thap, xur ly va phan tich log bao
gom:

- Kiém tra sy tuan tha cac chinh sach an ninh;

- Kiém tra su tuan thu van dé kiém toan va luat phap;

- Phuc vu diéu tra sb;

- Phuc vu phan ng c4c sy ¢b mit an toan thdng tin ;

- Hiéu cac hanh vi caa nguoi ding truc tuyén, trén co sé d6 toi wu hoa hé thong
Viéc xtur Iy va phan tich log c6 nhiéu tng dung, dic biét trong dam bao an toan
thong tin va cai thién chat luong hé théng va cac dich vu kém theo, nhu quang
cdo truc tuyén. Hién nay, trén thé gisi da c6 mot sb nén tang va cong cu cho thu
thap, xtr ly va phan tich cac dang log phién ban thuong mai cling nhu ma ma,
nhu IBM Qradar SIEM, Splunk, Graylog va Logstash,... Tuy nhién, viéc nghién
ctru sdu cac phuong phéap xir Iy va phan tich log va ung dung ¢ Viét Nam van
can duoc tiép tuc thuc hién nham xay dung cac md hinh, hé théng xir Iy va phan
tich log hiéu qua vai chi phi hop ly. Pay ciing 1a muc dich cta dé tai luan
van “Nghién ciru Xay dung hé thong phan tich log truy nhdp cho phat hién bat
thwong va Cac nguy co an toan thong tin”.

Ludn van bao gdm ba chuong chinh v&i ndi dung nhu sau:

- Chuong 1: Tong quan vé phan tich log truy nhap: khai niém log truy nhap, cac
dang log truy nhap, cac phuong phap thu thap, xtr ly va phan tich log, tng dung cua
phan tich log va gigi thiéu mot s6 nén tang, cong cu phan tich log.

- Chuong 2: Cac ky thuat va mo hinh xt ly, phéan tich log truy nhap: Mo hinh xt
ly log; Thu thap va tién xir ly; Céc k§ thuat phan tich log: Céc k¥ thuat nhan dang mau
(Pattern Discovery), phan tich mau (Pattern Analysis), phan tich tuwong quan
(Correlation Analysis).

- Chuong 3: Cai dat, thir nghiém va danh gia: Gigi thiéu moi truedong va céng cu
ther nghiém; Cai dat hé thdng: Cai dat OSSEC, cai dit ELK, két hop OSSEC va ELK;
Noi dung thtr nghiém, két qua va nhan xét.



CHUONG 1. TONG QUAN VE PHAN TiCH LOG TRUY NHAP

1.1. Khai quat vé log truy nhap
1.1.1. Khai niém log truy nhdp

Log truy nhap hay nhat ky, hoic vét truy nhap (goi tit I log) 1a mot danh sach
cac ban ghi ma mot hé thong ghi lai khi xuat hién cac yéu cau truy nhap cac tai nguyén
cua hé théng Error! Reference source not found.. Chang han, log truy nhap web (goi
tat 1a web log) chira tat ca cac yéu cau truy nhap cac tai nguyén caa mot website. Cac
tai nguyén cua mot website, nhu cac file anh, cac mau dinh dang va file ma JavaScript.
Khi mot ngudi ding thim maot trang web dé tim mot san pham, may chu web sé tai
xuéng thong tin va anh caa san pham va log truy nhap sé& ghi lai cac yéu cau cia ngudi
dung dén cac tai nguy@n thong tin va anh caa san pham.
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Hinh 1.1. Xem Windows log s dung cong cu Event Viewer

File Edit Format View Help
ETYPE Selected.Microsoft.Exchange.Management. TransportLogSearchTasks.MessageTrackingEvent ~
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"10/38/2019 7:39:53 ;73250 2.8.8 0K <61384b80a3294bb59c98085c4ca512394@toaan. gov.vn> [Hostname=TATC-EX@1.toaan.gov.vn];ClientSubmitTime:2019-10-30T0:39:
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Hinh 1.2. C&c ban ghi log tao bai may chu e-mail.



1.1.2. Cac dang log truy nhép

Nhu di dé cap, ¢6 nhiéu ngudn sinh log trong hé théng, nhu log sinh béi hé diéu
hanh, log sinh boi cac may chu dich vu mang va log sinh bai cac thiét bi mang va thiét
bi dam bao an toan thdng tin. Muc nay trinh bay khai quét vé cac dang log nay.
1.1.2.1. Log sinh bdi hé diéu hanh
a. Windows logs

#. Component Services — O X
. File Action View Window Help -8 %
e 2@ E
(1 Console Root = Actions
. i
. Compo‘nent Services ——— "
v @ Event Viewer (Local) Computers
4 Custom Views More Actions »
v [ Windows Logs
{&] Application
{&] Security
& Setup
{=] System
{&] Forwarded Events
) Applications and Service

(-4 Subscriptions
L, Services (Local)

< >

Hinh 1.3. Cac thanh phan cia Windows Logs Error! Reference source not found.

Administrative Events Number of events: 122

¥ Number of events: 122

Level Date and Time Source EventID Task Category "
6/20/2019 5:00:45 PM  TerminalServices-Printers

'ﬁ' Error 6/20/2019 5:00:44 PM  TerminalServices-Printers 1111 None

@' Error 6/20/2019 5:00:41 PM  TerminalServices-Printers 1111 None

@ Error 6/8/2019 239:25PM  TerminalServices-Printers 1111 None

@ Error 6/8/2019 2:39:25PM  TerminalServices-Printers 1111 None

/1, Warning 6/8/2019 2:39:24 PM  User Device Registration 360 None v
Event 1111, TerminalServices-Printers X

General Details

Driver hpfax1 required for printer HP LJ300-400 color MFP M375-M475 Series Fax is unknown.
Contact the administrator to install the driver before you log in again.

Log Name: Microsoft-Windows-TerminalServices-Printers/Admin v




Hinh 1.4. Mgt ban ghi Windows log md ta 16i dich vu Error! Reference source not

b. Linux/Unix logs

found.

*.err;kern.debug;auth.notice /dev/console

daemon, auth.notice Jvar/log/messages
1pr.info fvarflog/lpr.log
mail.* fvar/log/mail.log
ftp.* fvarflog/ftp.log
auth.* {@prep.ai.mit.edu
auth.* root, amrood
netinfo.err fvarflog/netinfo.log
install.* fvarflog/install.log
*.emerg W

= alert |pr0gram_name

mark.* Jdev/console

Hinh 1.5. Mgt phan tap tin cdu hinh syslog - syslog.conf

Jun
Jun
Jun
Nov

Nov

Nov

1 22:
1 22:
1 22:
27 08:
27 08:
27 08:

20:05
20:05
20:06
05:57
05:57
95:57

secserv kernel: Kernel logging (proc) stopped.
secserv kernel: Kernel log daemon terminating.
secserv exiting on signal 15

galileo kernel: Kernel logging (proc) stopped.
galileo kernel: Kernel log daemon terminating.

galileo exiting on signal 15

a. Web log

Hinh 1.6. Mét s6 ban ghi kern log cua hé diéu hanh Linux
1.1.2.2. Log sinh bgi cac dich vu mang



) u_ex150603.10g - Notepad = a X

File Edit Format View Help

#Software: Microsoft Internet Information Services 8.5 A
#Version: 1.0

#Date: 2015-06-03 19:48:12

#Fields: date time s-ip cs-method cs-uri-stem cs-uri-query s-port cs-username c-ip cs(User-Agent) cs(Referer) sc-status sc-st
2015-06-03 19:48:12 ::1 GET /openatrium - 80 - ::1 Mozilla/S.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+rv:11.0)+like+Gecko - 50¢
#Software: Microsoft Internet Information Services 8.5

#Version: 1.0

#Date: 2015-06-03 19:50:07

#Fields: date time s-ip cs-method cs-uri-stem cs-uri-query s-port cs-username c-ip cs(User-Agent) cs(Referer) sc-status sc-st
2015-06-03 19:50:07 ::1 GET /openatrium - 80 - ::1 Mozilla/S5.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+rv:11.0)+1like+Gecko - 301

2015-06-03 19:50:08 1 GET /openatrium/ - 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+rv:11.0)+like+Gecko - 3¢
2015-06-03 19:50:10 GET /openatrium/install.php - 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+rv:11.0)+1like
2015-06-03 19:50:15 GET /openatrium/install.php profile=openatrium 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trident/7
2015-06-03 19:50:15 GET /openatrium/modules/system/system.admin.css @ 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trider
2015-06-03 19:50:15 GET /openatrium/profiles/openatrium/openatrium.css © 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Tri
2015-06-03 19:50:15 GET /openatrium/modules/system/system.theme.css @ 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trider
2015-06-03 19:50:15 ::1 GET /openatrium/modules/system/system.base.css @ 80 - ::1 Mozilla/s.6+(Nindows+NT+6.3;+wowea;+Trid|ent
2015-06-03 19:50:15 GET /openatrium/modules/system/system.maintenance.css @ 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64 ;4
2015-06-03 19:50:15 GET /openatrium/modules/system/system.menus.css @ 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trider
2015-06-03 19:50:15 GET /openatrium/modules/system/system.messages.css © 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Tri

2015-06-03 19:50:15
2015-06-03 19:50:15
2015-06-03 19:50:15

GET /openatrium/themes/seven/reset.css @ 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+r\
GET /openatrium/themes/seven/style.css © 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+r\
GET /openatrium/themes/seven/logo.png - 80 - ::1 Mozilla/S.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+rv:

2015-06-03 19:50:15 ::1 GET /openatrium/misc/drupal.js @ 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+rv:11.0)+]
2015-06-03 19:50:15 ::1 GET /openatrium/misc/jquery.js v=1.4.4 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+rv:1
2015-06-03 19:50:15 ::1 GET /openatrium/misc/jquery.once.js v=1.2 80 - ::1 Mozilla/S5.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+r
2015-06-03 19:50:15 GET /openatrium/themes/seven/images/buttons.png - 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trider

2015-06-03 19:50:15
2015-06-03 19:50:15

GET /openatrium/themes/seven/images/task-check.png - 80 -
GET /openatrium/themes/seven/images/task-item.png - 80 -

:1 Mozilla/5.0+(Windows+NT+6.3;+WOW64 ;+Tri
1 Mozilla/S.0+(Windows+NT+6.3;+WOW64;+Tric >

B e e e

< >

Hinh 1.7. Mét phdn file log theo dinh dang W3C Extended log file format
b. DNS log

o, Time Source Destination Protocol  Length  Info

803 4.416709000 192.168.2.52 192.168.2.4 DNS 85 standard query 0x8040 A cooking.stackexchange.com
808 4.419638000 192.168.2. 52 192.168.2.4 DNS 89 standard query OxccOf A electronics.stackexchange. com
810 4.424106000 192.168.2.52 192.168.2.4 DNS 83 standard query 0x967f A emacs.stackexchange.com
818 4.471499000 192.168.2.4 192.168.2.52 DNS 101 standard query response OxB040 A 198.252.206.16
819 4.472231000 192.168.2.52 192.168.2.4 DNS 85 standard query Oxbb20 A gamedev.stackexchange.com
820 4.472263000 192.168.2.4 192.168.2.52 DNS 105 standard query response OxccOf A 198.252.206.16
821 4.472725000 192.168.2.52 192.168.2.4 DNS 83 standard query Ox8b07 A money.stackexchange. com
822 4.473017000 192.168.2.4 192.168.2.52 DNS 99 standard query response O0x967f A 198.252.206.16
823 4.473380000 192.168.2.52 192.168.2.4 DNS 83 standard query Oxed44a A music.stackexchange.com
832 4.518543000 192.168.2.4 192.168.2.52 DNS 99 standard query response Ox8b07 A 198.252.206.16
833 4.519218000 192.168.2.52 192.168.2.4 DNS 86 standard query 0x893d A outdoors.stackexchange. com
834 4.519302000 192.168.2.4 192.168.2.52 DNS 101 standard query response Oxbb20 A 198.252.206.16
836 4.520024000 192.168.2.52 192.168.2.4 DNS 89 standard query Oxefb3 A programmers.stackexchange. com
838 4.523652000 192.168.2.4 192.168.2.52 DNS 99 standard query response Oxed44a A 198.252.206.16
839 4.524066000 192.168.2.52 192.168.2.4 DNS 86 Standard query 0x422b A puzzling.stackexchange. com
848 4.564736000 192.168.2.4 192.168.2.52 DNS 105 standard query response Oxefb3 A 198.252.206.16
849 4.565487000 192.168.2.4 192.168.2.52 DNS 102 standard query response 0x893d A 198.252.206.16
850 4.565516000 192.168.2.52 192.168.2.4 DNS 81 standard query 0x6350 A rpg.stackexchange. com

851 4.566114000 192.168.2.52 192.168.2.4 DNS 84 standard query O0x5bcd A travel.stackexchange.com
855 4.567001000 192.168.2.4 192.168.2.52 DNS 102 standard query response Ox422b A 198.252.206.16
856 4. 567692000 192.168.2.52 192.168.2.4 DNS 85 standard query 0x0261 A tridion.stackexchange.com
867 4.606352000 192.168.2.4 192.168.2.52 DNS 101 standard query response Ox0261 A 198.252.206.16
868 4.0606361000 192.168.2.4 192.168.2.52 DNS 97 standard query response 0x6350 A 198.252.206.16
869 4.607101000 192.168.2.4 192.168.2.52 DNS 100 standard query response Ox5bcd A 198.252.206.16
870 4.607158000 192.168.2.52 192.168.2.4 DNS 84 standard query 0x268d A area5l.stackexchange.com
871 4.607175000 192.168.2.52 192.168.2.4 DNS 86 standard query 0x234b A bicycles.stackexchange. com

Hinh 1.8. Trich xudt mét sé ban ghi DNS log
c. Mail log



Search Download

From (04/05/2016  |[7] To |04/05/2016  |[7)
Type | sMTP ¢ |
Search String | 127.0.0.1 ‘ || Display related traffic

[2016.04.05] 10:29:15 [127.0.0.1][51864375] rzp: 250-mail_hostedsmartermail com Hello
[127.0.0.1]250-SIZE250-AUTH LOGIN CRAM-MD5250-STARTTLS250-8BITMIME250 OK

[2016.04.05] 10:29:21 [127.0.0.1][51864375] cmd: mail from: « o @smartertools.com

[2016.04.05] 10:29:43 [127.0.0.1][51864373] rzp: 250 OK <« (@smartertools.com= Sender ok
[2016.04.05] 10:29:51 [127.0.0.1][51864375] cmd: rcpt to: s @hostedsmartermail.com

[2016.04.05] 10:29:51 [127.0.0.1][51864375] rsp: 250 OK < s @hostedsmartermail_com= Recipient ok
[2016.04.05] 10:29:55 [127.0.0.1][51864375] cmd: data

[2016.04.05] 10:29:55 [127.0.0.1][51864375] rzp: 354 Start mail input; end with <CRLF>_=CRLF=>
[2016.04.05] 10:30:21 [127.0.0.1][51864375] rzp: 250 OK

[2016.04.05] 10:30:21 [127.0.0.1][51864375] Data transfer succeeded, writing mail to -1789144588501.eml
[2016.04.05] 10:30:22 [127.0.0.1][51864375] cmd: quit

[2016.04.05] 10-30:22 [127.0.0.1][51864375] rzp: 221 Service closing transmission channel
[2016.04.05] 10:30:22 [127.0.0.1][51864375] disconnected at 4/5/2016 10:30:22 AM

Hinh 1.9. Mét phan log truy nhdp may chi email SMTP
d. Database log

Virtual Log 1 Virtual Log 2 Virtual Log3  Virtual Log 4

*---

Truncated
End of MmLSN Last
Logical Log Checkpoint
Start of Next to
Logical Log Last Checkpoint

Hinh 1.10. M0 hinh quan ly di ligu log cua Microsoft SQL Server
1.1.2.3. Log sinh bdi cac thiét bi mang va thiét bj @am bdo ATTT

09 Refresh Rase:  No Refresh v |

Fiver Log Severty matches [" Emergency ¥ Alart ¥ Crcal ¥ Error ¥ 97 £4 7D
Log Indax | Log Time Lm
1 2016-0981127:15PM  nolice entp: 2016-09-08T23:27:15: is the tene of update.

2 2016-09-8 112718 FMA notice sntp: 1473406035: 15 the ame delta.
3 2016-09-8 11:27:18 PMA notice £nlp: 173.71.69.90. is the IP address of nip server.
4 2016-09-8 112032 FM nfo dhclient XMT. Solicit on 0.1, interval 3826740ms.
5 2016098 11:20:229 PMA notice hitpd: cisco Changed Edit mail sefing.
6 2016-09-8 111627 FMA noticz hitpd: cisco Changed inlo admin acoounts..
7 2016-09-8 10:3200 PM wam Ndpeg1534] unable % send packet on real device %or brd: No such device or addrass
2 2016-09-8 10:3130 PM wam Ipaf1524] unable 1 sand packet on real devios for bed: No such deviee of address
9 2016-09-3 10:3100 PM wam Iidp{1534] unabde %0 send packet on real devics %or brd: No such devica or addrass

10 2016092 10:3042 PM nolice hitpd: cisco Changed VLAN membership settings..

11 2016-09-8 10:30:42 PM nfo radvd[182877 version 1.8 started

12 2016.09.2 10:3042 PM wam radvd[32526] Exang, sigterm received.

13 2016-09-8 10:30:42 PM wam radvd[32526] poll eror. Interrupled system cal

14 2016-09-8 10:3042 PM notice hitpa cisco Changed Dedeta VLAN mambership settings.

15 2016-09-2 10:30.32 PM wam Bdpaf1534] error while receiing Fame on bed. Netaork i down

16 2016-09-8 10:30:31 PM nio kemel: brd: port 3{eth3.40) entered dizabled state

17 2016092 10:3031 PM nfo kemel: device eth3 40 left promiscuous mode

18 2016-09-8 10:30:31 PM nfo kamel: brd: pon 3{eth3.40) entered dizabled state

19 2016-09-8 10:3031 PM nio kamel: br4: port 2{eth2 40) enterad disablad state

20 2015-09-2 10:30.31 PM nfo kemel: device eih2 40 el promiscuous mods
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Hinh 1.11. Mt phan log cia Cisco RV Series Router
1.2. Thu thap, xir ly va phan tich log truy nhap
Thu thap, xir Iy va phén tich log 1a cac khau co ban caa mot hé théng phan tich
log. Hinh 1.12 biéu dién céc khau cu thé caa qué trinh thu thap, xu Iy va phan tich log
thudng duoc ap dung trén thyuc té. Theo do6, cac khau xir Iy cu thé gom:

(@)~<4

Collection Cleaning Convert into Analysis Obtained
of Log Data of Data Structured form of Data Results

Hinh 1.12. Cac khau cua qué trinh thu thap, xur ly va phan tich log

| Shipper ‘
\ *
: | | | | Search Web
Shipper | Broker Indexer ° ‘ Storage Interface
|

| Shipper ’

Hinh 1.13. Kién tric dién hinh cia hé théng thu thdp, xi Iy va phan tich log
1.3. Ung dung ciia phan tich log truy nhap
Viéc phan tich log truy cap thuong dugc thuc hién cho cac muc dich Error!
Reference source not found.:
- Pam bao an toan thong tin cho hé thong;
- Hb tro khac phuc su ¢6 hé thong;
- HO tro diéu tra sé;
- Hd tro hiéu duoc hanh vi ngudi ding truc tuyén.
1.4. Mt s6 nén tang va cong cu xir Iy, phan tich log
C6 nhiéu nén tang va cong cu xit Iy, phan tich log truy cap thuong mai ciing nhu
ma& ngudn m¢ duoc cung cip hién nay nhu Splunk Error! Reference source not
found., Sumo Logic, VNCS Web Monitoring, ELK Stack Error! Reference source
not found., Graylog, Webzlizer, IBM QRadar SIEM va OSSEC... Muc nay gidi thiéu



khai quat vé tinh ning va cac wu nhuoc diém cua mot s cong cu phan tich log dién
hinh, bao gom Graylog, Webzlizer, va ELK Stack, va mot s6 cong cu thu thap va xir
1y log cho dam bao ATTT, bao gdm IBM QRadar SIEM va OSSEC.

1.4.1. Cac cbng cu phan tich log dién hinh

1.4.1.1. Graylog

gray

Streams

Hinh 1.14. Man hinh qudn ly cac nguén thu thdp log cia Graylog Error! Reference
source not found.

Search result

Disr &
Found 360,614 messages In 14 ms, searched in 1 Index
Maximu: m  Std.deviation  varlance m  Cardinality
More actions ~
Fields
Default Al None |
Disr .
vvvvv % Count
Top
= an a
=3 2% a
- 7a% a
-s 00% a

Hinh 1.15. Man hinh bao céo tong hop cia Graylog Error! Reference source not
found.
1.4.1.2. Webalizer



Usage Statistics -

Summary Peried: Last 12 Months

Generated 29-Apr-2012 18:00 MDT

Usage sunnary fud Sites
=l bl
3 =
=l L)
&
g = g
= =
i
3 5
i
o
May Jun Jul H% Zep Oct Mov Dec Jan Feb Mar HEr' kE ng& InﬂkB Qut:
| Summary by Month
. | Daily Avg Monthly Totals
o N
] e (Vi e [N N 5 O Vi | e NN I
|tpr2012 (7806 ) 5363| 2004 @3 8| 2683577 O 0| 27| ssa3| 161334 226390
Mar2012 (3687 3170( 1734 98| 3 1e47036[ O 0| 3064| s3797| 9s2r2| 114324
Few2012 (5001 | 4099 | 18s0| 05| 3| smerm| O 0| 3066) 53635 118893 143042
[fanzmiz [3573) 3086 1394 78| 3| 13se077[ O 0| 2382| 49441 95679| 110772
Decanil (4717 3961| 1845 s0[ 3 2emsos3| O 0 zae1| s7a17| 122798| 146244
Movaoll (2347|1320 =09| 39| 24| 240850 O 0| 27| s6ep| 12743 16432
[Totals [12384064 O] 0[13961 | 278172 609719 | 759204

Generated by Webalizer Yersion 2.01

Hinh 1.16. Mét mdu béo céo cua Webalizer Error! Reference source not found.

1.4.1.3. ELK Stack

1.4.2. Cac cong cu thu thdp va xi Iy log cho dam bao ATTT
1.4.2.1. IBM QRadar SIEM

QRadar SIE

M

(Security Information and Event Management) Error!
Reference source not found. 12 hé théng quan ly cac thdng tin va su ¢ an ninh duoc
phat trién va cung cap bai hang IBM, Hoa Ky. QRadar SIEM cho phép phat hién cac
bat thuong, cac nguy co an toan thong tin véi do chinh xéac cao va ty 18 canh béo sai
thap thdng qua viéc xtr ly, phan tich dit liéu log va ludng mang tir hang ngan thiét bi

va ung dung phan tan trong mang, nhu minh hoa trén Hinh 1.17.
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Insider threats

Automated threat detection
and prioritization

Critical
data

» Real-time correlation and behavioral anomally detetion
« Threat intelligence and vulnerablilty insight
« Machine learning, service and user profiling

Hinh 1.17. M0 hinh thu thdp va xiz ly diz ligu cua QRadar SIEM Error! Reference

Bang 1.1 cung cap thong tin so sanh cac wu diém va nhugc diém cua cac nén

source not found.
1.4.2.2. Hé théng phat hién xam nhap OSSEC
1.4.3. Nhgn xét

tang, cong cu xu ly, phan tich log truy nhap da dé cap o trén.
Bang 1.1. So sanh cac cong cu xu ly log truy cap

congcu | Uu diém Nhuoc diém

Graylog |- M& mé&, mién phi - Khong c6 kha ning phan tich
- Hd trg phan tich log truy cap tir | chuyén sdu cac nguy co mat an
nhiéu ngudn va phan tich hanh vi | toan thong tin, nhu dau hiéu
ngudi ding ding cho cho phat | xuét hién cac dang ma doc va
hién va canh bao céc truy cap bat | cac dang tin cong Ién cac dich
thuong ciing nhu trich xuat c&c | vy va tai nguyén mang.
mau hanh vi truy cap phuc vu
cho t6i uu hoa cac trang web

Webalizer |- Ma ma, mién phi - Chi ¢6 kha nang phan tich
- C6 kha nang phan tich nhiéu tinh hinh sir dung cac trang
dang web log web
- Cac bao céo dudi dang biéu do | - It c6 kha nang trich xuét cac
c6 tinh biéu bién cao. thong tin cho canh bao cac

nguy co mat an toan théng tin.

ELK Stack | - Md mg, mién phi - Khong c6 kha ning phan tich

- Chi phi cai dat, van hanh thdp | chuyén sau cic nguy co mét an




11

- Hd tro trich xuat cac mau hanh
vi truy cap phuc vu cho téi vu
hoa cac trang web

- Giao dién hién thi da dang,
phong phu

toan thong tin, nhu dau hiéu
Xuat hién cac dang ma doc va
cac dang tan cdng 1&n céc dich
Vu va tai nguyén mang.

- Ho tro thu thap va xur ly nhiéu
loai log khac nhau

- HO tro phat hién céc bat thuong,
cac nguy co ATTT

- Hb tro giam sat tinh toan ven
cua céc file va tham sé hé thng

IBM - HO tro thu thap va xur Iy nhiéu | - Chi phi cai dat ban dau va phi
QRadar | loai log khéc nhau véi khéi luong | ban quyén khé Ion
SIEM |6n va dir liéu tir ludng mang - Doi hai thiét bi chuyén dung
- Hb tro thu thap dit liéu tr hang | - Kho khin trong van hanh va
ngan thiét bi mang bao tri.
- H trg phét hién céc bat thuong,
cac nguy co ATTT véi d6 chinh
X4c cao va ty & canh bao sai thap
OSSEC - M4 mé&, mién phi - Giao dién hién thi va canh

b4o han ché

- Khé quan tri, giam sat

- Viéc két néi giam sat nhiéu
phan doan mang gap kho khan.

1.5. Két luén chwong

Chuong nay da trinh bay khai quat vé log truy nhap, cac ngudn sinh log, van dé
thu thap, xir Iy va phan tich log. Chuong ciing gidi thiéu chi tiét cac dang log truy nhap
pho bién, cac khau xtr 1y, phan tich log ciing nhu tng dung cua phan tich log. Bong
thoi, chuong cling khao st mot s6 nén tang va cong cu xu ly, phan tich log phd bién

hién nay va rut ra nhan xét.
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CHUONG 2. CAC KY THUAT VA MO HINH XU LY,

PHAN TiICH LOG TRUY NHAP
2.1. M6 hinh xir ly log
Hinh 2.1 md ta mé hinh xu ly log truy nhap khéai quat, md hinh gdm céc pha
chinh: Pha tién xt ly va chuan hoa - Preprocess; Pha nhan dang mau - Pattern
Discovery; Pha phan tich mau - Pattern Analysis; Pha du doan hanh vi nguoi ding -

Predict User Behavior.

[ Preprocess ]

v

[ Pattern Discovery ]

S

[ Pattern Analysis ]

7

Predict User Behavior

Hinh 2.1. M0 hinh xu ly log truy nhgp khai quat
- Tién xir ly va chuan hoa - Preprocess:

2.2. Thu thap va tién xir 1y
2.2.1. Thu thdp log
Log truy nhap cé thé dugc sinh ra ¢ nhiéu vi tri khac nhau trong mang, do do6 c6

nhiéu cach dé thu thap log. Log c6 thé duoc nhan tir nhiéu ngudn khac nhau nhu: tir
file, tir mang internet hay tir dau ra ctua cac tng dung khac. Mot sé ngudn thu thap log
cu thé c6 thé ké ra nhu:

- LAy cac su kién tu file log.

- Nhan dau ra cta cac cdng cu dong Iénh nhu 13 mot su kién.
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- Tao cac su kién dua trén cac ban tin SNMP.

- Doc céc ban tin syslog.
- Doc su kién tir mot TCP socket.
- Boc su kién thong qua giao thirc UDP.
- Nhan céac su kién tir framework Elastic Beats.
- Doc céc két qua truy van tir mot cum Elasticsearch.
2.2.2. Tién xa ly va chudn héa log
Qua trinh tién xir Iy va chuan héa thuc hién viéc 1am sach, hop nhat dit ligu tur
nhiéu ngudn khac nhau va chuan hda dit liéu theo mét dinh dang théng nhat. Qué trinh
nay cung cap cé4c dit liéu toi uu va théng nhat cho qua trinh phan tich log.
2.2.2.1. Lam sach va hgp nhat diz liéu
2.2.2.2. Chudn héa log
2.3. Cac ky thuat phan tich log
2.3.1. Céc ky thugt nhan dgng va phan tich mdu
2.3.1.1. Phan tich théng ké
2.3.1.2. Lugt két hop
Phuong phép nay nham phat hién ra cac luat két hop giira cac thanh phan dix liéu
trong CSDL. Mau dau ra cua giai thuat khai pha di liéu 1a tap luat két hop tim duoc.

Pre- Post-
processing Mining / Relationships processing
Raw Data Items of Interest among Items @
(Rules)

Transactional/ Association
Relational Data Rules

Hinh 2.2. Qua trinh si dung lugt két hop
2.3.1.3. Phan I6p
2.3.1.4. Phan cum
2.3.1.5. Phan tich mdu

High Click Volume IP Addresses B.

34k 34.5k 35k 35.5k 36k SG.Sk\ 3Tk

111.46.77.164
111.46.77.156
111.46.78.141
111.46.77.144

114677.120 [

1mae77.152 - [

114678130 [

111.46.78.155 - [ A.
111.46.78.143 - [

111.46.77.154 _

111.46.7B.177

111.46.78.173 _

111.46.78.160 [

Hinh 2.3. Phan tich mdu si dung data visualization
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2.3.2. Phan tich twong quan
2.4. Xay dung mé hinh phan tich log dua trén OSSEC két hop ELK Stack cho
phit hién bat thwong va cic nguy co ATTT
2.4.1. Hé théng phét hién xam nhgp OSSEC
2.4.1.1. Gigi thigu

OSSEC la hé thdng phéat hién xam nhap dwa trén host (HIDS - Host-based
Intrusion Detection) dua trén log ma ngudn ma, mién phi, da nén tang c6 thé mé rong
va ¢6 nhiéu co ché bao mat khac nhau. OSSEC c6 thé phat hién xam nhap bang ca chi
ky hoac dau hiéu bat thuong. OSSEC cung cap kién triic da nén tang tap trung, cho
phep quan ly bao mat may tinh tir mot vi tri trung tam.

&5 OSSEC 2eee7

Main Search Integrity checking Stats About

3 AM

Available agents: Latest modified files:

+ossec-server (127.0.0.1) 2 tivesiviaw,pl.1.g2
X

Latest events

Lavel: 3 - Lagin session opened. 2016 Jan 02 00:27:27
Rule Ida: S501
Location: vagrant-ubuntu-trusty-32->/var/iog/auth.log

Jan 2 00:27:27 vagrant-ubuntu-trusty-32 su[21155]: pam_unix{su:session): sessicn opened for user root by vagrant(uid=0)

Level: 3 - User successfully changed UID to root. 2016 Jan 02 00:27:27
Rule Id: 5303

Location: vagrant-ubuntu-trusty-32->/var/iog/auth.log

User: root

Jan 2 00:27:27 vagrant-ubuntu-Trusty-32 su{21155]: + /dev/pte)D root:root

Level: 3 - Login session opened. 2016 Jan 02 00:27:27
Rule Id: 5501
Location: vagrant-ubuntu-trusty-32->/var/log/auth.log

18n 2 00:27:27 vagrant-ubuntu-trusty-32 sudo: psm_unix(sudo:session): sassicn apaned far user ract by vagrant(uld=0)

Level: 4 - First time user executed sudo. 2016 Jan 02 00:27:27
Rule Ia: 5403
Location: vag
User:
Jan 2 00:27:27 vagrant-ubuntu-trusty-32 sudo: vogrant : TTY=pts/0 ; PWD=, e/Vag B ; COMMAND:
Level: 3 - Login session opened. 2016 Jan 02 00:27:25

Hinh 2.4. Giao dién nguoi dung cua OSSEC

2.4.1.2. Céc tinh nang néi bat ciia OSSEC

Céc tinh niang noi bat cia OSSEC bao gom:

- Theo ddi va phan tich céc log:

- Kiém tra tinh toan ven cua file:

- Giam sat Registry:

- Phat hién Rootkit:

- Phan ung chu dong:

- Giam sét toan ven tgp tin:
2.4.1.3. Kién trdc va hoat déng ciia OSSEC



15

Agents

5
v P
ﬁ%

log security
events

0

log security
ovents

encrypted logs
ﬂ UDP port 1514
decode logs
E generate alorts

OSSEC
Server

encrypted logs
UDP port 1514

[: alerts.log

tail -f Ivar/ossec/alerts/alerts.log

Hinh 2.5. Luéng hoat dong cua hé thong phat hién xam nhdp OSSEC Error!
Reference source not found.Error! Reference source not found.
2.4.2. Bg cdng cu xwr ly va phan tich log ELK Stack

2.4.2.1. Gioi thiéu

Hinh 2.6 biéu dién cac thanh phan chinh cua ELK Stack va twong tac giira ching.
Theo d6, cac thanh phan ELK Stack gom:

beats

Data
Collection

logstash

Data
Aggregation
& Processing

B o w ®» = @

elasticsearch

Indexing &
storage

kibana

Analysis &
visualization

Hinh 2.6. Cac thanh phan cua bé cong cu i Iy va phan tich log ELK Error!
Reference source not found.
2.4.2.2. Cdc uu diém khi siz dung ELK Stack
2.4.3. M6 hinh trién khai tich hgp OSSEC va ELK Stack
Dau ra tiéu chuan caa hé thong phat hién xam nhap OSSEC 1 cic canh bao dudi
dang cac dong log luu vao file, nhu biéu dién trén Hinh 2.5. G6i phan mém OSSEC
cling c6 thanh phan hd tro giao dién web, nhung c6 tinh ning kha han ché va khéng hd
tro phan tich chuyén sau log két qua Error! Reference source not found.Error!
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Reference source not found.. Trong khi d6, ELK Stack 1a bo c6ng cu cho phép thu
thap, xtr ly va phan tich log chuyén sau véi nhiéu tinh ning manh va kha nang hién thi,
trinh bay phong pht. Do vay, viéc tich hop ELK Stack véi hé thong phat hién xam
nhap OSSEC cho phép khai théc hiéu qua cac diém manh cua ELK Stack, b6 tro hiéu
qua cho OSSEC. Piéu nay gilp tao thanh mot hé thong xir ly va phan tich log cho phéat
hién bat thudng va nguy co an toan thong tin voi kha nang quan ly log vai khdi luong
l6n va cac tinh nang phan tich log chuyén sau va kha nang hién thi log ciling nhu két
qua xt Iy da dang dudi nhiéu hinh thire khac nhau.

OSSEC Server

pre— Logstash

alerts via

>\ ', c
d syslog
7 log data
OSSEC Agents
h | queries
Kibana < >
2 J log results

Web Browser

Hinh 2.7. M0 hinh tich hop OSSEC va ELK Error! Reference source not found.
Hinh 2.7 biéu dién md hinh tich hop OSSEC va ELK Error! Reference source
not found.. Theo d6, dit liéu log va céc canh bao (alert) xuét ra tir OSSEC duogc xu ly

tiép nhu sau:
- Dt liéu log va cac canh béo (goi chung la log) duoc thu thap va xi ly bai thanh
phan Logstash. Tai day, log duoc lam sach, chuan hoa va chuyén sang khau tiép
theo.
- Dit liéu log sau chuan héa duoc chuyén dén ElasticSearch quan ly va lap chi sb
phuc vu phan tich, tim kiém.
- Kibana Ia thanh phan cudi cling trong hé thdng cho phép phan tich log chuyén
sau va biéu dién log va két qua xur 1y dudi nhiéu dang khac nhau (bao céo, do thi,
biéu do,...).
2.5. Két luin chwong

Chuong 2 da trinh bay vé cac ki thuat xu ly va phan tich log, bao gdm mé hinh
khéi quat cho xtr ly va phan tich log, van dé tién xtr ly, chuan hoa log, ciing nhu céc ki
thuat phan tich log. Phan cudi chuong mé ta viéc xay dung mé hinh phan tich log dya
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trén OSSEC két hop ELK Stack cho phéat hién bat thuong va cac nguy co ATTT lam co
so cho thir nghiém tai chuong 3.
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CHUONG 3. CAI PAT, THU NGHIEM VA PANH GIA

3.1. Mbi trudng thir nghiém va mé hinh trién khai cai dat
3.1.1. Méi trwong va cOng cu thir nghiém

MBoi trudng thi nghiém st dung trong luan van 1a hé théng mang mé phong dua
trén phan mém ao hda VMWare Professional 15. Cac phan mém va cong cu thir nghiém
bao gom:
3.1.2. M6 hinh cai dgt hé thong thi nghiém

Hinh 3.1 biéu dién mo hinh cai @it hé thdng thir nghiém. Theo d6, hé thdng thu

nghiém dugc trién khai cai dit gdm 3 may nhu sau:

OSSEC OSSEC
Agent | Agent 2

NS

b} | S

OSSEC Server

¢

Wazuh API

&

ELK Stack

OSSEC/ELK Server

Hinh 3.1. Mé hinh cai dat hé thong ther nghiém

3.2. Trién khai cai dit h¢ thong thir nghiém

Do bo cdng cu Wazuh da tich hop OSSEC server va cac cong cu quan ly vao goi
phan mém Wazuh Manager, nén c4c thanh phan thuc té can cai dat trén may chu
OSSEC/ELK Server bao gom: Wazuh Manager, Wazuh API, Filebeat va ELK Stack.
Filebeat la cong cu cho phép thu thap log trén ban than may chu OSSEC/ELK Server.
Thanh phan phai cai dat trén cac may tram/may duoc gidm sat 1a Wazuh agent. Ban
chat ciia Wazuh agent 1a OSSEC agent duoc dong goi trong goi phan mém Wazuh.
3.2.1. Cai dat Wazuh Manager, Wazuh API va Filebeat
3.2.1.1. Thém thdng tin goi phan mém Wazuh vdo th vién quan ly cia Ubuntu
3.2.1.2. Cai dat Wazuh Manager
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3.2.1.3. Cai dat Wazuh API
3.2.1.4. Nap thong tin goi ELK va khoa GPG vao thu vién
3.2.1.5. Cai dat ElasticSearch
3.2.2. Cai dat Wazuh agent trén cdc mdy dwec giam sat
+ Thém mot agent (tén, dia chi IP)
+ Tao chudi xac thuc cho agent d6
+ Nap dia chi IP cia Wazuh Manager (192.168.186.130) va chudi xac thuc vao
cac 6 Manager IP va Authentication key, bAm Save va menu Manage / Restart
dé khoi dong lai agent trong giao dién quan ly cua agent, nhu biéu dién trén
Hinh 3.2.

@ Wazuh Agent Manager @
Manage View Help

Wazuh v3.9.0
Agent: Auth key not impaorted. (0) - 0

Status: Reguire import of authentication key.
- Hat Bunning

b anager |P: |'| 002017

Authentication key: |<in$ert_auth_key_here>

Save | Refresh |

https://wazuh.com Revision 3904

Hinh 3.2. Giao di¢n quan ly, dang ky Wazuh agent véi Wazuh Manager
3.3. Thir nghiém va két qua
3.3.1. Ngi dung thz nghiém
Sau khi hoan thanh cai dit va cau hinh xong céc thanh phan cua hé thong nhu
mé ta trong Muc 3.2, muc nay thir nghiém mot sé tinh nang thu thap, xu Iy va phét hién
cac bat thuong trong hé thong thir nghiém. Cu thé, cac tinh ning da thir nghiém bao
gom:
- Hién thi man hinh tong hop cac sy kién an ninh va giam sat toan ven file
- Quan ly hé théng
- Quan ly va hién thi théng tin tir c4c agent
- C6ng cu cho nha phat trién
3.3.2. Két qud
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Muc nay trinh bay mot sb giao dién hé thdng 1a két qua céc thir nghiém cac noi
dung da trinh bay & Muc 3.3.1.

B $\vwazuH @

i Overview & Management [ Agents >_ Dew tools J# Ossec-Server — wazuh-alerts-3.x-* {83

Total agents

2 2 8] 0]

AUDITING AND POLICY MONITORING

Active agents Disconnected agents Never connected agents

SECURITY INFORMATION MANAGEMENT

Security events Er Integrity monitoring $?4 Policy monitoring —\’\Q— System auditing

0o
O

Browse through your
security alerts,
identifying issues and
threats in your
environment.

Alerts related to file
changes, including
permissions, content,
ownership and
attributes.

THREAT DETECTION AND RESPONSE

Vulnerabilities

Discover what
applications in your
environment are affected
by well-known
vulnerabilities.

Verify that your systems
are configured according
to your security policies
baseline.

Audit users behavior,
monitoring command
execution and alerting
on access to critical files

REGULATORY COMPLIANCE

PCIDSS

Global security standard
for entities that process,
store or transmit
payment cardholder
data.

M

GDPR

General Data Protection
Regulation (GDPR) sets
guidelines for processing
of personal data.

Hinh 3.3. Giao dién téng hop cia Wazuh OSSEC-ELK

Integrity monitoring

Security events

# ~  Search KaL ~  Today

Show dates | Refresh

{83 managernama: Ossec-Server  + Add filter

Total

2,646 2 0

Authentication success

33

Level 12 or above alerts Authentication failure

Alert level evolution e Alerts e
2,500 2,500
2.000 2.000
o 1500 1,500
g £
] =
1.000 1.000
500 500
0 N - 0 N -
0300  06:00  09:00 1200 1500  18:00  21:00 0300  06:00  09:00 1200 1500  18:00  21:00

timestamp per 30 minutes timestamp per 30 minutes

Hinh 3.4. Téong hop cac sw kién an ninh

Top 5 agents v Top 5 rule groups Ve
@ WindowsaServer @ ossec
" @ WindowsT “ @ syscheck
@ Ossec-Server @ windows
®sca

@ windows_security

Hinh 3.5. Cac su kién an ninh thu thap te top 5 agent va
top 5 nhom ludt duwoc kich hoat
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Alerts summary
Rule ID Description Level Count -
550 Integrity checksum changed. T 2,428
554 File added to the system 5 25
51104 Service startup type was changed 3 18
50106 Windows Logon Success 3 16
5501 PAM: Login session opened. 3 10
60137 Windows User Logoff 3 5]
5502 PAM: Login session closed. 3 5]
60775 SessionEnv was unavailable to handle a notification event 5 5
50118 Windows Workstation Logon Success 3 5
533 Listened ports status (netstat) changed {new port opened or closed) 7 5

Hinh 3.6. Tong hop céc canh b&o an ninh

Security events Integrity monitoring
# o Search KaQL ~  Today Show dates <] Refresh
@ managername: Ossec-Server rule.groups: syscheck + Add filter
Alerts by action over time |
@ modified
® deleted
2,000
® added
1,500
E
8
1,000
500
0 . —
03:00 06:00 09:00 12:00 15:00 18:00 21:00
- timestamp per 30 minutes
2
) A =7 4 Ve \ » -
Hinh 3.7. Tong hop giam sat tinh toan ven cua file
Top 5 agents e Events summary
@ Windows8Server 3,000 ® Alerts
® Windows7
® Ossac-Server @ 2,000
5
=
1,000
o — i
03:00 06:00 09:00 12:00 15:00 18:00 21:00
timestamp per 30 minutes
Rule distribution Ve Actions Ve Tap 5 users
@ Inlegrity checksum chang.. @ modified
Agent ID Agent name
| @ File added to the system ] @ added
@ File deleted. @ deleted 0o Ossec-Server
0D Windows7
002 Windows8Server

Hinh 3.8. Giam sat tinh toan ven cua file chia theo agent
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=17 Owverview

& Management

[ Agents

ADMINISTRATION

Ruleset

Manage your
Wazuh cluster
ruleset.

Configuration
Manage your
Wazuh cluster
configuration.

@’ Sroups

>_ Dev tools

<)

Manage your
agent groups.

=

W Ossec-Server — wazuh-alerts-3 x-~

STATUS AND REPORTS

Status

Manage your
Wazuh cluster
status.

Logs

Logs from your
Wazuh cluster

Cluster

Visualize your
Wazuh cluster

Reporting

Check your
stored Wazuh
reports.

Alerts summary

Agent Path Action Count -
Ossec-Server fetc/cups/subscriptions._conf.O modified

Ossec-Server fetc/cupsisubscriptions.conf modified 3
Windows7 HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\WwWSS\Diag\WolSnap modified 3
Windows7 HKEY_LOCAL MACHINE\SystemiCurrentControlSet\Services\LanmanServeriParameters modified 3
Ossec-Server /boot/grub/grubenwv modified 2
Windows¥ HKEY_LOCAL MACHINE\SystemiCurrentControlSet\Servicesimssmbios'Data modified 2
VWindows? HKEY_LOCAL MACHINE\System\CurrentContrelSet\Services\WwWSS\Diag\SPP modified 2
Windows¥ HKEY_LOCAL MACHINE\Security\SAM\Domains\Account modified 2
VWindowsSServer HKEY_LOCAL MACHINE\SecurityaSANM\Domains\Account modified 2
Windows¥ HKEY_LOCAL MACHINE\System'CurrentControlSet\Services\WwSS\Diag\Lovelace added 1

‘ sng hop cac canh béo giam sat toan ven file
Hinh 3.9. Tong hop anh bao g tt en fil
B | $\wazuH s

@3

Hinh 3.10. Man hinh qudn ly hé théng Management

fManagement / Status

Status Laogs Cluster

@ ossec-agentlessd
@ ossec-monitord
@ ossec remoted

& wazuh-db

Total agents

2

Manager information

wersion w3.10.2

Compilation
date

Installation path/var/ossec
Installation type server

Reporting

@ ossec-analysisd
@ ossec-execd

@ ossec reportd

Active

Mon Sep 23 14:17:15 UTC 2019

@ ossec-authd
@ ossec-integratord

@ ossec-syscheckd

Disconnactad

O

Mewver connectad

@ ossec-csyslogd

@ ossec-logcollector

@ wazuh-clusterd

O

D Last registered agent

Name

[I=]

Status

IP Address
Date add

wWindows7
[sTeR]

Active

192 168,186

[ =

@ ossec-dbd

@ ossec-maild

@ wazuh-modulesd

Agents coverage

100.00%%0

131

2019/12/10 14:35:01

Restart manager J

Hinh 3.11. Trang thai hé thang

Management / Ruleset

Rules Decoders

QY Filter rules. .

Manage rules files

|=] Description Groups
1 Generic template for all syslog rules syslog
2 Generic template for all firewall rules.  firewall
3 Generic template for all ids rules. ids

4 Generic template for all web rules web-log
5 Generic template for all web proxy ... squid

[=] Generic template for all windows ru_..  windo.___
7 Generic template for all ossec rules. ossec
200 Grouping of wazuh rules._ wazuh

2856 items (0.93 seconds)

PCl

GDPR HIPAA NIST 800-53

Level

000000 O0O0

>

File

0010-rules_confi___
0010-rules_confi___
0010-rules_confi___
001 0-rules_confi...
001 0-rules_confi...
001 0-rules_confi...
0010-rules_confi...

0016-wazuh_rul...

1 2 3 4 5

Custom rules

Path

@3

ruleset/_

ruleset/.

ruleset/_

ruleset/_

ruleset/_

ruleset/

ruleset/..

ruleset/_

> Last

Hinh 3.12. Tap lugt dung san cia OSSEC
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Management / Logs

Status Logs Cluster Reporting

All daesmaons - All log levels -~

Q Filter logs. ..

2019/12/11 15:82:55 ossec-rootcheck INFO:
2019/12/11 15:808:54 ossec-rootcheck INFO:
2919/12/11 14:58:47 ossec-rootcheck INFO:
2019/12/11 14:56:46 ossec-rootcheck INFO:
29019/12/11 14:54:46 ossec-rootcheck INFO:
29019/12/11 14:52:45 ossec-rootcheck INFO:
2019/12/11 14:58:39 ossec-rootcheck INFO:
2919/12/11 14:48:38 ossec-rootcheck INFO:
2019/12/11 14:46:29 ossec-rootcheck INFO:
29019/12/11 14:44:28 ossec-rootcheck INFO:
2019/12/11 14:42:22 ossec-rootcheck INFO:
2019/12/11 14:48:21 ossec-rootcheck INFO:
2919/12/11 14:38:13 ossec-rootcheck INFO:
2019/12/11 14:36:12 ossec-rootcheck INFO:
2019/12/11 14:34:85 ossec-rootcheck INFO:
2819/12/11 14:32:84 ossec-rootcheck INFO:
2019/12/11 14:29:39 ossec-rootcheck INFO:
2919/12/11 14:27:38 ossec-rootcheck INFO:

WO ~Nmuh W R

BPRBRRRRRS
WNOUNREWNREO

> Descending sort

Starting rootcheck scan.

Ending rootcheck scan.

Starting rootcheck scan.

Ending rootcheck scan.

Starting rootcheck scan.

Ending rootcheck scan.

Starting rootcheck scan.

Ending rootcheck scan.

Starting rootcheck scan.

Ending rootcheck scan.

Starting rootcheck scan.

Ending rootcheck scan.

Starting rootcheck scan.

Ending rootcheck scan.

Starting rootcheck scan.

Ending rootcheck scan.

Starting rootcheck scan.

Ending rootcheck scan.

[ Search ] [ > Play realtime

Hinh 3.13. Hién th; log thu thdp hé tro-hién th;i theo thoi gian thuc

B %\wAzZUH

[T Overview & Management [ Agents >_ Dev tools

O Status &8 Details
I Active Active Disconnected MNever connected Agents coverage
I Disconnected 2 0 0 100.00%
I Mever connected
Last registered agent Maost active agent
Windows7? Windows8Server
Q, Add filter or search
& Add new agent
1D Name IP Status Group OS name OS5 version Version Registration date Last keep alive
001 Wind... 1... Active default Microsoft... 6.1.7601 Wazuh ... 2019/12/10 14:35:... 2019/12/11 15:..
002 Wind... 1... Active default Microsoft... 6.0.6002 Wazuh ... 1970/01/01 07:00:... 2019/12/11 152

2 items (0.56 seconds)

@

¥ Ossec-Server — wazuh-alerts-3.¢~ 83

& Refresh

Actidps
@2,
@R,

2

Hinh 3.14. Giao dién hién thi va quan ly cac agent

Add a new agent

o Choose your OS

l Red Hat/ CentOS “ Debian / Ubuntu

Windows ‘ l MacOs

e Wazuh server address

Server address...

e Complete the installation

Hinh 3.15. Ho tro thém agent
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Agents S Windows7 (001} f Security evenis @ Active Dashboard

Security events Integrity monitoring Inventory data

# o~ Search KaL ~ | Today Show dates & Refresh

@ managernamsa: Ossec-Server agent.id: 001 + Add filter

2 101 hits
Dec 11, 2019 @ 00:00:00.000 - Dec 11, 2019 @ 23:59:59.99% —| Auto ~
30
£ 20
3
10
. —F_ _ L
0300 0600 0900 12:00 15:00 18:00 21:00
timestamp per 30 minutes
Time - _source

> Dec 11, 2019 @ 15:01:59.948 agent.id: 881 manager.name: Ossec-Server
syscheck.path: HKEY_LOCAL_MACHINE‘\System\CurrentControlSet\Services\Vs5\Diag\WolSnap
syscheck.shal_after: cfel1f774681413c4bT21180768FT48b658388cd3c
syscheck .md5_before: ee3asf788941f557d6681d2be491ball syscheck.event: modified
syscheck .md5_after: Bfffaffe7b169c27de6BB8d97be5TE6ca

Hinh 3.16. Cac si kién an ninh tir agent sé 001
# ~ Search KaQL B~ Togay Show dates

63 managername: Ossec-Server || rule groups: syscheck || agentid: 001 + Add filter
P Run scan = Show files
Mast active users e Actions e Events e
20 @ modified
15 ® added
-
ed (35.56%) § 10
S
5
modified (64
[}
ang (100%) 08:00  12:00 1800

timestamp per 30 minutes

Files added e Files modified Ve Files deleted 4

W HKEY_LOCAL_MACHIN... ® HKEY_LOCAL MACHIN. ..

,\ ® HKEY_LOGAL_MAGHIN. ’ @ HKEY_LOCAL_MAGHIN _
@ HKEY_LOCAL_MAGHIN. .. G ® HKEY_LOCAL MACHIN...
% o Mo results found

@ HKEY_LOGAL_MAGHIN. ® HKEY_LOGAL_MAGHIN. _

W HKEY_LOCAL_MACHIN... @ HKEY_LOCAL MACHIN. ..

Hinh 3.17. Giam sat tinh toan ven file tzr agent 001

Agents / Windows7 (001} / Inventory data @ Active
Securnity events Integrity monitoring Inventory data
Cores:  Memory: §98.48  Arch: OS: Microsoft Windows 7 Ultimate CPU: Intel{R) Core(TM) i7-3537U CPU @ Last scan: 2019/12/11
2 mMe x86_6a 6.1.7601 2.00GHz 22:03:13
H: Network interfaces [Er Network ports
MName ~L- MAaC State MTU Type Process ~l- Local IP Local port State Protocol
Local Area 00:0C29°BB System 0.0.0.0 445 listening tcp
Connostion 5o re * up 1500 ethemnet
System 192.168.186. 139 listening tcp
Local Area 00-00-00:00: 131
Connection™ - - N . - down 1280 tunnel
o System B 445 listening tcps
isatap. Isass.exe 0.0.0.0 49157 listening tep
{23ADTT18-
3CD5-4707- Isass.exe - 49157 listening teps
ey e down 1280 tunnel
5T253AG3A services.exe 0.0.0.0 49155 listening tep
D13}
services.exe - 49155 listening tcp6
svchostexe 0.0.0.0 135 listening tcp
svchostexe  0.0.0.0 49153 listening tep

Hinh 3.18. Giam sat su dung tai nguyén trén may chay agent 001
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Agents / Windows8Server (002) [ Securty events ® Active

Security events Integrity monitoring Inventory data

# o~ Search

€83 managername: Ossec-Server | agentid 002 + Add filter

Total

2,502

QL

Level 12 or above alerts

~ | Today Show dates

Authentication failure

3

Authentication success

7

Alert groups evolution e Alerts
5,000 @ ossec 2.500 ®3
@ syscheck L rd
4,000 ®sca 2,000 es
®s
- 3,000 - 1.500
& 3
2,000 s 1.000
1_failed
1,000 v=_systampaiicy._o.. s00
o _ @ time_changed o _
03:00 086:00 09:00 12:00 15:00 18:00 21:00 03:00 06:00 09:00 12:00 15:00 1800 21:00
— timestamp per 30 minutes — timestamp per 30 minutes
\ -z z A <\ z
Hinh 3.19. Gidm sat tong hop tir may chay agent 002
[ Overview @ Management  [J Agents  >_ Dev tools
Console
1 GET /fagents?status=Active 14
2 2 "error": @,
3 #Example comment 3 "data™: {
4 GET /manager/info | 2 4 "path": "/var/ossec”,
S Y "version”: "v3.18.2",
6 GET /syscollector/eBe@/packages?search=ssh 6 "compilation_date": "Mon Sep 23 14:17:15 UTC 2@18",
7 { 7 "type": "server",
8 "limit": 5 8 "max_agents”: "14@ea",
a3} 9 "openssl support™: "yes",
16 16 "ruleset_version™: "31@87",
11 GET /syscollector/eBe/packages?search=mysql kil "tz_offset": "+p780",
+ 12 { 12 "tz_name": "+87",
13 "limit": 5 13 "name": "Ossec-Server",
14} v 14 "cluster™: {
15 15 "enabled™: “"no”,
16 16 “running”: "no”,
17 “"nama": “wazuh”,
18 "node_nama": "nodeBl",
19 "node_type": "master”
26 3
21 1
22|}

Hinh 3.20. Giao dién hd tro phét trién — truc tiép chay cac lénh giam sat

3.3.3. Nhgn xét
3.4. Két luan chwong

Chuong 3 di trinh bay qua trinh thir nghiém trién khai cai dat thir nghiém hé
théng xt 1y va phan tich log truy nhap cho phat hién cac bat thudng va nguy co an toan
thong tin dwa trén viéc tich hop hé théng phat hién xam nhap OSSEC va bo cong cu
xtr ly phén tich log ELK. Cac két qua ban dau cho thay hé thong tich hop van hanh 6n
dinh, c6 kha nang giam sat va phat hién cac bat thuong va nguy co ATTT, ciing nhu
hd tro cac tinh nang quan tri don gian va hién thi dix liéu, két qua da dang, c6 tinh biéu

dién cao.
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KET LUAN
Céc két qua dat dwoc:
Ludn van nay tap trung nghién ciu vé thu thap, xa ly, phan tich log truy cap,

phuc vu phat hién cac hanh vi bat thudng va nguy co mat an toan théng tin trong céc
hé thdng mang. Céc noi dung da thuc hién trong luan van bao gom:

Trinh bay khai quat vé log truy nhap, cac dang log truy nhap, van dé thu thap, xu
ly va phan tich log truy nhap, ciing nhu trng dung cua no.

M6 ta mot s6 nén tang va cdng cu xi Iy va phan tich log truy nhap, tir d6 rat ra
so sanh, danh gia dé tim ra md hinh trién khai phu hop.

Trinh bay mé hinh xt ly va phan tich log khai quat, van dé tién xu ly va chuan
hoa log va cac ky thuat phan tich log.

Xay dung, cai dat va thir nghiém thanh céng mo hinh phén tich log dua trén
OSSEC két hop ELK Stack cho phat hién bat thuong va cac nguy co ATTT trén
hé théng mang md phong.

Huwéng phat trién:

Luan vin c6 thé duoc phét trién theo cac hudng sau:

Trién khai thir nghiém mé hinh phan tich log dya trén OSSEC két hop ELK Stack
cho phéat hién bat thudng va cac nguy co ATTT trén hé théng mang thuc.

Xay dung va bo sung thém céc luat giam sat, phat hién bat thuong va cac nguy
co ATTT, dam bao kha nang phat hién Kip thoi cac bat thuong va nguy co ATTT.



