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LOI CAM POAN

Téi xin cam doan day 1a cong trinh nghién ctru cua riéng t6i, két qua dat
duoc trong luan vin 1a san pham cua riéng ca nhan, khdng sao chép lai cua
ngudi khac. Trong toan bd noi dung cua luan vin, nhimg diéu duoc trinh bay
hoac 1a cua ca nhan hoic 1a dugc tdng hop tir nhiéu ngudn tai liéu. Tat ca céc
tai liéu tham khao déu c6 xuat xt rd rang va duogc trich dan hop phap. Cac sb
licu, két qua néu trong luan van 14 trung thuc va chua timg duoc ai cong bd
trong bat ky céng trinh nao khéc.

Hanoi,ngay thang nam 2019

Hoc vién

Vwong Minh Viét



LOI CAM ON
Dé c¢é thé hoan thién duoc luan vin thac si cia minh, truedce tién, toi xin
bay to 10ng biét on sau sac nhat téi thay - TS. Hoang Xuan Dau (Khoa Cong
nghé thong tin, Hoc vién Cong nghé Buu chinh Vién thdng). Su gan giii va
nhiét tinh hudng dan caa thay 1a ngudn dongluc rat Ion dbi véi tdi trong subt

thot gian thuc hién luan van.

T6i cling xin g 161 cam on chan thanh nhat téi tat ca cac thay, co trong
khoa Cong nghé thong tin; khoa Pao tao sau dai hoc Hoc vién Cong nghé Buu
chinh Vién thong da nhiét tinh giang day, cung cap, huéng dan cho ching toi

nhitng kién thuc, kinh nghiém trong sudt qua trinh hoc tap.

Pong thoi t6i ciing xin guri 107 cam on dén ngudi than trong gia dinh, cac
ban hoc vién, d6ng nghiép noi ti cong tac da giup dd, dong vién, tao diéu kién
tét nhat cho t6i trong sudt khoa hoc tai Hoc vién Cong nghé Buu chinh Vién

thong dé toi c6 thé hoan thién tot luan vin thac si caa minh.
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MO DAU

Log (con goi 1a nhat ky, hay vét) 1a cac muc thdng tin do hé diéu hanh, hoic
cac (rng dung sinh ra trong qua trinh hoat dong. Mdi ban ghi log thudng duoc sinh ra
theo 1 hoat dong, hoac su kién, nén con duoc goi la nhat ky su kién (event log). Cac
ngudn sinh log pho bién bao gdm céc thiét bi mang (nhu router, firewall,...), hé diéu
hanh, cac may chu dich vu (may chu web, may chu co s¢ dir liéu, may chu DNS,
email,...) va cac chuong trinh tng dung. Muc dich cta viéc thu thap, xir ly va phan

tich log bao gom:

- Kiém tra su tuan tha céc chinh sach an ninh;

- Kiém tra su tuan tha van dé kiém toan va luat phap;

- Phuc vu diéu tra sb;

- Phuc vu phan &ng cac sy ¢b mat an toan thdng tin ;

- Hiéu cé&c hanh vi cta ngudi ding truc tuyén, trén co sd d6 toi uu hoa hé

théng cho phuc vu tét hon cho ngudi ding hodc quang céo truc tuyén.

Log ghi lai lién tuc cac théng béo vé hoat dong cua ca hé théng hoic cua cac
dich vu duoc trién khai trén hé théng vao céc log file. Log file thudng 1a céc file vin
ban thong thuong dudi dang “clear text” tc 12 ban cd thé dé dang doc duoc nd, vi
thé ¢6 thé sir dung cac trinh soan thao vin ban (vi, vim, nano...) hoic cac trinh xem

van ban thong thuong (cat, tailf, head...) 1a ¢d thé xem duoc céc file log.

Viéc xtr ly va phan tich log c6 nhiéu ang dung, dac biét trong dam bao an toan
thong tin va cai thién chat lugng hé théng va céc dich vu kém theo, nhu quang céo
truc tuyén. Hién nay, trén thé gisi da co mot s6 nén tang va cdng cu cho thu thap, xu
ly va phén tich c&c dang log phién ban thuong mai ciing nhu ma md, nhu IBM Qradar
SIEM, Splunk, Graylog va Logstash,... Tuy nhién, viéc nghién ctru sau cac phuong
phap xtr Iy va phan tich log va ting dung & Viét Nam van can duoc tiép tuc thyc hién
nham xay dung cac mé hinh, hé théng xt ly va phan tich log hiéu qua véi chi phi hop
ly. Pay ciing 1a myc dich cia dé tai luan van “Nghién ciru xay dung hé thong phan

tich log truy nhdp cho phéat hién bdt thuwong va cac nguy co an toan théng tin” .



Luén vin bao gém ba chuong chinh véi ndi dung nhu sau:

- Chuong 1: Tong quan vé phan tich log truy nhap: khai niém log truy nhap,
cac dang log truy nhap, cac phuong phap thu thap, xi ly va phan tich log, trng dung
cua phan tich log va gisi thiéu mot sé nén tang, cong cu phan tich log.

- Chuong 2: Céc ky thuat va mo hinh xt ly, phan tich log truy nhap: M6 hinh
xt Iy log; Thu thap va tién xu ly; Cac ky thuat phan tich log: Céac k¥ thuat nhan dang
mau (Pattern Discovery), phan tich mau (Pattern Analysis), phan tich twong quan
(Correlation Analysis).

- Chuong 3: Cai dat, thu nghiém va danh gia: Gidi thiéu moi truong va cong
cu thir nghiém; Cai dit hé thong: Cai dat OSSEC, cai dat ELK, két hop OSSEC va
ELK; Noi dung thir nghiém, két qua va nhan xét.



CHUONG 1. TONG QUAN VE PHAN TiCH LOG TRUY NHAP

1.1. Khai quat vé log truy nhap
1.1.1. Khéi niém log truy nhdp

Log truy nhap hay nhat ky, hoic vét truy nhap (goi tit 12 log) 12 mot danh sach
cac ban ghi ma mot hé thong ghi lai khi xuat hién cac yéu cau truy nhap céc tai nguyén
cua hé thong [1]. Chang han, log truy nhiap web (goi tit 12 web log) chira tat ca céc
yéu cau truy nhap céc tai nguyén ciia mot website. C4c tai nguyén ciia mot website,
nhu céc file anh, cac mau dinh dang va file ma JavaScript. Khi mot nguoi dung tham
mot trang web dé tim mot san pham, may chii web sé tai xung thong tin va anh cua
san pham va log truy nhap sé& ghi lai cac yéu cau caa nguoi dung dén cac tai nguyén

thong tin va anh cia san pham.

C6 nhiéu ngudn sinh log trong hé théng, nhu log sinh bai hé diéu hanh, log
sinh boi cac may chua dich vu mang, log sinh bai cac trng dung va log sinh bai céc
thiét bi mang va thiét bi dam bao an toan théng tin [1]. Log sinh boi hé diéu hanh
thuong bao gdm cac ban ghi cac su kién khai dong hé thdng, su kién dang nhap, ding
XUat ctiia ngudi ding, yéu cau truy nhap cac file, cac thu muc, cac yéu cau kich hoat
ring dung, c&c yéu cau truy nhap phan cting, cac yéu cau truy nhap dich vu mang, cac
15i xuat hién trong qué trinh hoat dong... Hé diéu hanh Microsoft Windows st dung
cdng cu Event Viewer (Hinh 1.1), con cac hé diéu hanh thugc ho Unix/Linux sir dung
cong cu Syslog dé quan 1y va luu trix log do ban than hé diéu hanh va cac module phu

tro sinh ra.

Ngudn log sinh bai cac may chu dich vu mang, may chi web, may chi DNS,
may cha email va may chi co so dir liéu 1a mot trong cac nguon log phd bién nhat.
May chi web c6 thé ghi log truy nhap cac trang web cho timg website dudi dang céc
file van ban thuan véi mdi dong 1a mot ban ghi log. Cac thong tin trong mdi ban ghi
web log ¢6 thé khac nhau phu thudc vao phién ban may chu web st dung. Cac may
cha tén mién DNS ciing sinh mét lwogng 16n log trong qua trinh xur 1y cac yéu cau
phan giai t&n mién sang dia chi IP va nguoc lai tir ngudi dung. Twong tu, CAC May
cha email va co so dit lidu ciing sinh rat nhiéu ban ghi log trong qué trinh xu Iy cac



yBu cau tir ngudi dung ciing nhu tir cac tng dung. Hinh 1.2 biéu dién cac ban ghi log
tao boi may chua e-mail.
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Hinh 1.1. Xem Windows log su dung cong cu Event Viewer

File Edit Format View Help

BTYPE Selected.Microsoft.Exchange.Management. TransportLogSearchTasks.MessageTrackingEvent ~
“Timestamp”, "SourceContext", "Source”, "EventId", “MessageSubject”,"Sender”,"$_.Recipients”

“18/30/2819 6:08:26 AM","Failure”,"DSN","DSN","Undeliverable: [Marketing Mail] 22 Thanh Nh2n Trin, H2 Hng Hu? v? 3 ng??i kh2c ¢? sinh nh2t v?o h2m nay","s
“16/30/2619 6:8:27 AM",";250 2.0.0 OK Bd/BO-22485-70BCSBDS ;C1ientSubmitTime: ", "SHTP" , "SENDEXTERNAL" , "Undeliverable: [Marketing Mail] 22 Thanh Nh2n Tr2n, k
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~18/38/2019 7:11:59 AM","ContentConversion”,"ROUTING", "TRANSFER","Ct: B?o c?o0 g?p ? d? th?o 1?n 2 Quy ch? Th?m ph?n. TAND Kim Th?nh","haiduong@toaan.gov.vn
“10/30/2019 7:12:00 AM",";250 2.8.8 OK 55/B0-22488-CE9D8BDS;ClientSubmitTime: ", "SMTP", "SENDEXTERNAL","Ct: BP0 c?o g?p ? d? th?e 1?n 2 Quy ch? Th2m ph?n. T2
“10/30/2019 7:13:47 AM","ExplicitlyDiscarded;a2cfa83a-6bdb-45Fd-a92¢c-5badd154ca71", “SMTP", "HADISCARD", "Ct: B20 <20 g2p ? d? th?e 1?n 2 Quy ch? Thim phn. T
"10/30/2019 7:34:36 AM","TATC-EXOL. toaan. gov.n=250 2.6.0 <ac9c3Bc30eBd457aa5e08cIcdbfde8IbGLoaan. gov. vn> [Internalld=54206976556035, Hostname=TATC-EXPL. tc
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“10/30/2019 7:34:36 AM","ContentConversion”, "ROUTING" , "TRANSFER","V/v: CV 1580", "kontum@toaan. gov.vn" , "soxaydung_kontun@chinhphu. vn”

“16/36/2819 7:34:36 AM",";250 2.8.8 OK 95/B@-22488-83FD8BDS;ClientSubmitTime: ", "SMTP", "SENDEXTERNAL","V/v: CV 1588",“kontum@toaan.gov.vn","soxaydung-kontur
“18/30/2819 7:37:88 AM","TATC-EX@1.toaan.gov.vn=452 4.3.1 Insufficient system resources (UsedDiskSpace[C:\Program Files\Microsoft\Exchange Server\V15\Trans
“18/30/2819 7:37:08 AM","@8D74176EGBCDBID; 2019-16-308T00:37:08.1537;8", "SMTP", “RECEIVE", "H2?p th? cu’a ba’n g2?n 22?y.","MicrosoftExchange329e7lec88aed615bs
“18/30/2819 7:37:08 AM",";250 2.8.8 OK <B5940732-7fad-4dee-al69-2114c3%12d6> [Hostname=TATC-EX@1.toaan.gov.vn];ClientSubmitTime: ", "SMTP", “SEND","H22p th?
18/30/2819 7:39:26 AM","alcfa83a-8318-4aal-80b1-8FB3227c222b" , “SMTP", "HARECEIVE", "em Trang TAND Di’n Kh2nh g2 anh b2i wi?t chi?n s? thi ?ua. c?m ?n anh n
18/38/2619 7:39:52 AM","TATC-EX81.toaan.gov.vn=250 2.6.8 <61384b8Ba3204bb39c9885cAca512394@toaan. gov.vn> [Internalld=54296976556037, Hostname=TATC-EX@1.tc
18/38/2619 7:39:52 AM","B8D74176EGGCDEA3;2019-16-36T0A:39:52.2137;0", "SMTP", “RECEIVE", “L2ch x>t x> v? 13ch ti?p cing dn thing 11/2819", “myxuyen.soctrang@
10/38/2819 7:39:53 AM",";250 2.8.8 OK <61384b80a3294bb59c9805cAcas12304Gtoaan. gov.vn> [Hostname=TATC-EX81. toaan. gov.vn];ClientSubmitTime: 2019-16-30T00:39:
10/38/2819 7:41:27 AM","ExplicitlyDiscarded;a2cfa8la-0318-4aal-80b1-8F83227c222b" , “SMTP", “HADISCARD" , "em Trang TAND Diln Kh2nh g2i anh b2i vi?t chi’n s? t
10/38/2819 7:46:46 AM","Failure”,"DSN","DSN","Undeliverable: [Marketing Mail]l 2> Nguy?n Ho®i An 22 th?m m>t 2nh m?i","postmaster@toaan.gov.vn”,"notificati
“18/38/2019 7:46:46 AM” 250 2.0.0 OK EE/EE ZZASB 312E8BD5;ClientSubmitTime: ", "SMTP", "SENDEXTERNAL", "Undeliverable: [Marketing Mail] 22 Nguy?n Ho?i An 2?2
“18/38/2019 7:48:39 AM","alcfaB3a-ed66-4432-863a- AFAFFQESFBZB “SMTP™ HARECEIVE 5 CV 29@/TANDTC-T?KT v? vi?c t? ch?c HN ?i?n h?nh ti?n ti?n, khen th??ng ¢
"18/38/2019 7:58:24 AM","TATC-EX@1.toaan.gov.vn=258 2.6.0 <4bsaFEEsBalaﬂSﬂZadbEblBlSc(FasF7@tuaah gov.vn> [Internalld=54296976556848, Hostname=TATC-EX@1.tc
“10/30/2019 7:50:24 AM","@8D74170E08CDBBC;2019-10-38T08:50: 23, 8917;8" , "SHTP" , "RECEIVE", "V/v: xin h?i ?7p","dongnaifitoaan.gov.vn” " tannguyen12031992Ggmail.c ¥

Hinh 1.2. C&c ban ghi log tao bgi may chu e-mail.

Céc thiét bi mang va cac hé thong dam bao an toan thong tin ciing 1a mot trong
cac ngudn sinh nhiéu log. Céc thiét bi mang phé bién nhu cac bo dinh tuyén (router),
cac bo chuyén mach (switch) va cac hé thong dam bao an toan thong tin, nhu tuong
ltra (Firewall), céc hé théng phat hién va ngan chin tan cng, xam nhap cac hé thong
diéu khién truy nhap, ciing sinh nhiéu ban ghi log trong qua trinh xur Iy céc yéu cau
truy nhap mang. Log sinh tir cac hé théng nay c6 thé duoc luu tai chd, hoic xuét ra

c4c hé thong luu trir bén ngoai.



Nhu vay c6 thé thdy, c6 nhiéu ngudn sinh di liéu log truy nhap véi nhiéu dang
khac nhau. TOy vao muc dich sir dung, ngudi quan tri ¢6 thé cau hinh hé théng dé lya

chon thu thap, quan 1y va luu trir cac thong tin can thiét cho mdi dang log.

1.1.2. Cac dang log truy nhép
Nhu d3 dé cap, c6 nhiéu ngudn sinh log trong hé théng, nhu log sinh béi hé diéu
hanh, log sinh bai cac may chu dich vu mang va log sinh bai cac thiét bi mang va thiét

bi dam bao an toan thong tin. Muc nay trinh bay khai quét vé cac dang log nay.

1.1.2.1. Log sinh béi hé diéu hanh

Log sinh bai hé diéu hanh (goi tat 1a log hé diéu hanh) gém céc dang log sinh
bdi nhan hé diéu hanh va cac thanh phan thudc hé diéu hanh. Log hé diéu hanh duogc
lién tyc sinh ra va luu trong hé thong trong qua trinh khoi dong va hoat dong cua hé
théng. Mdi ho hé diéu hanh (Windows, Linux, Unix,...) c6 dinh dang va phuong
phép quan ly log riéng. Muc nay cung cap md ta chi tiét hon vé Windows logs va
Linux/Unix log.
a. Windows logs

Log ctia hé diéu hanh Microsoft Windows (Windows Logs) gom 6 thanh phan
chinh c6 thé truy nhap va duyét boi trinh Windows Event Viewer nhu biéu dién trén
Hinh 1.3:

@, Component Services - O x
=. File Action View Window Help - =
T I ERE e B

(L1 Conscle Root Actions
%. Component Services 1
~ {i] Ewvent Viewer (Local) Computers
+ Custom Views More Actions >
v L Windows Logs
=] Application
=] Security
’—l Setup
=] System
i=| Forwarded Events
Applications and Service

Component Services -

-4 Subscriptions
Services (Local)

< >

Hinh 1.3. Céc thanh phdn cia Windows Logs [2]




6
Administrative Events Number of events: 122

¥ Number of events: 122

Level Date and Time Source EventID Task Category *
6/20/2019 5:00:45 PM  TerminalServices-Printers

'@'Error 6/20/2019 5:00:44 PM  TerminalServices-Printers 1111 None

'ﬁ' Error 6/20/2019 5:00:41 PM  TerminalServices-Printers 1111 Nene

‘(}' Error 6/8/2019 2:39:25 PM TerminalServices-Printers 1111 None

‘f@' Error 6/8/2019 2:39:25PM  TerminalServices-Printers 1111 None

/1 Warning 6/8/2019 2:39:24 PM  User Device Registration 360 None v
Event 1111, TerminalServices-Printers x

General Details

Driver hpfax1 required for printer HP LI300-400 color MFP M375-M475 Series Fax is unknown.,
Contact the administrator to install the driver before you log in again.

Log Name: Microsoft-Windows-TerminalServices-Printers/Admin v

Hinh 1.4. Mét ban ghi Windows log md ta 13i dich v [2]

- Log ung dung (Application) la log sinh boi cac tng dung chay trén
Windows;
- Log bao mat (Security) la log sinh baéi cac dich vu bao mat cia Windows,
nhu xac thuc, cap quyén, quan tri ngudi ding, ...
- Log cai dit (Setup) 1 log sinh trong qua trinh cai dit cac thanh phan cua hé
diéu hanh va céc wng dung;
- Log hé théng (System) 12 log sinh béi cac tinh nang va cac dich vu nén cua
Windows, nhu quan ly tién trinh, quan ly hé thdng file, dich vu mang,...
Hinh 1.4 minh hoa mot ban ghi Windows log mé ta mot 15i van hanh dich
vu.
- Céc sy kién chuyén tiép (Forwarded Events) la c4c su kién log dugc chuyén
tiép tir cac may khac khi may Windows Ia trung tdm quan ly.
b. Linux/Unix logs
Hau hét cac hé diéu hanh thudc ho Linux/Unix déu duoc trang bi mot hé thong
ghi log rit manh va mém déo, cho phép ghi lai tit ca cac su kién xay ra trong hé

théng. Cong cu quan 1y log dwoc sir dung rong réi nhat trong cac hé diéu hanh thudc



ho Linux/Unix 1a syslog. Syslog 1a cong cu quan ly log tap trung, cd thé cdu hinh

dugc thdng qua tap tin cau hinh syslog.conf, nhu minh hoa trén Hinh 1.5,

*=_err;kern.debug; auth.notice /dev/console

daemon, auth.notice fvar/log/messages
lpr.info fvar/flog/lpr.log
mail . * fvar/log/mail.log
ftp.* fvar/flog/fttp.log
auth.* @prep.ai.mit.edu
auth.* root , amrood
netinfo.err fvar/log/netinfo.log
install.* fvar/log/install.log
= _emerg W

*_alert |pr0gham_name

marlk.* Jdev/console

Hinh 1.5. Mgt phan tap tin cdu hinh syslog - syslog.conf

Syslog hd tro quan Iy log tir nhiéu ngudn, gdm céac thanh phan cua hé diéu
hanh, dich vu va ting dung. Mét s6 dang log tiéu biéu nhu auth (log xac thuc), console
(log gui téi console), cron (log sinh bai trinh 1ap lich cron), daemon (log sinh bai cac
tién trinh thuong trd trong hé thong), kern (log sinh boi nhan hé diéu hanh),... Hinh

1.6 biéu di&n mot s6 ban ghi kern log caa hé diéu hanh Linux.

Jun 1 22:28:05 secserv kernel: Kernel logging (proc) stopped.
Jun 1 22:28:85 secserv kernel: Kernel log daemon terminating.
Jun 1 22:28:06 secserv exiting on signal 15

Nov 27 ©8:05:57 galileo kernel: Kernel logging (proc) stopped.
Nov 27 ©8:05:57 galileo kernel: Kernel log daemon terminating.

Nov 27 ©8:05:57 galileo exiting on signal 15

Hinh 1.6. Mét sé ban ghi kern log cia hé diéu hanh Linux

1.1.2.2. Log sinh bgi cac dich vu mang

Log sinh bai cac dich vu mang 1a mét trong cac ngudn sinh nhiéu di liéu log
nhét va duoc st dung rong ri trong xt ly va phan tich log nhat [1]. Céc dich vu mang
phd bién nhu dich vu web, dich vu DNS, dich vu email, dich vu may cha CSDL déu
la c&c dich vy dugc str dung rat rong réi va sinh nhiéu log. Mdi dich vu mang c6 dinh

dang log riéng va c6 phuong phap quan Iy log riéng. Muc nay dé cap dén log sinh bai



cac may chu web (Web log), log sinh bai cac may chi DNS (DNS log), log sinh boi
cac may chu email (Mail Log) va log sinh bgi cac may chu CSDL (Database log).
a. Web log

Céc may chua web théng dung nhu Mozilla Apache va Microsoft IIS thuong
hd trg nhiéu dinh dang log, bao gdbm W3C Extended log file format, Microsoft 11S
log file format, and NCSA log file format, trong d6 W3C Extended log file format la
dinh dang web log hd trg bai hau hét may chu web va duoc sir dung rong réi nhat.
Hinh 1.7 minh hoat mét phan file log theo dinh dang W3C Extended log file format.
Theo d6, cac trudng thong tin co ban cua mdi ban ghi web log ma dinh dang nay hd
tro bao gom:

- Date: ngay thang ghi log

- Time: thoi gian ghi log

- S-ip: dia chi IP cia may chu web

- S-port: s6 hiéu cong dich vu méay chi web

- Cs-method: phuong thirc HTTP thuc hién yéu cau (GET, POST, HEAD,...)

- Cs-uri-stem: dja chi URI cua trang, hodc thanh phan cua trang yéu cau

- Cs-uri-query: phan truy van cia yéu cau

- Cs-username: tén nguoi dung

- C-ip: dia chi IP ctua may khéach

- Cs(Referrer): trang, hoac dia chi tham chiéu

- Cs(User-Agent): thong tin trinh duyét, hoac may khach web

- Sc-bytes: sb byte may chu guri tra loi

- Cs-bytes: s6 byte may chu nhan duoc

- Sc-status: ma thuc hién yéu cau,...



| u_ex150603.10g - Notepad = o <

File Edit Format View Help

#Software: Microsoft Internet Information Services 8.5 >
#version: 1.0

#Date: 2015-06-03 19:48:12

#Fields: date time s-ip cs-method cs-uri-stem cs-uri-query s-port cs-username c-ip cs(User-Agent) cs(Referer) sc-status sc-st
2015-06-03 19:48:12 ::1 GET /openatrium - 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+rv:11.0)+like+Gecko - 50¢
#Software: Microsoft Internet Information Services 8.5

#Vversion: 1.0

#Date: 2015-06-03 19:50:07

#Fields: date time s-ip cs-method cs-uri-stem cs-uri-query s-port cs-username c-ip cs(User-Agent) cs(Referer) sc-status sc-st

2015-06-03 19:50:07 ::1 GET /openatrium - 80 - ::1 Mozilla/S5.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+rv:11.0)+like+Gecko - 301
2015-06-03 19:50:08 ::1 GET /openatrium/ - 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+rv:11.0)+like+Gecko - 3¢
2015-06-03 19:50:10 ::1 GET /openatrium/install.php - 80 - ::1 Mozilla/S.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+rv:11.0)+1like
2015-06-03 19:50:15 ::1 GET /openatrium/install.php profile=openatrium 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trident/7
2015-06-03 19:50:15 ::1 GET /openatrium/modules/system/system.admin.css © 80 - ::1 Mozilla/S.0+(Windows+NT+6.3;+WOW64;+Trider
2015-06-03 19:50:15 ::1 GET /openatrium/profiles/openatrium/openatrium.css @ 80 - ::1 Mozilla/S5.@+(Windows+NT+6.3;+WOW64;+Tri
2015-06-03 19:50:15 ::1 GET /openatrium/modules/system/system.theme.css © 80 - ::1 Mozilla/S5.0+(Windows+NT+6.3;+WOW64;+Trider
2015-06-03 19:50:15 ::1 GET /openatrium/modules/system/system.base.css © 80 - ::1 Mozilla/5.@+(Windows+NT+6.3;+WOW64;+Trident
2015-06-03 19:50:15 ::1 GET /openatrium/modules/system/system.maintenance.css @ 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64 ;4

2015-06-03 19:50:15
2015-06-03 19:
2015-06-03 19:
2015-06-03 19:
2015-06-03 19:
2015-06-03 19:
2015-06-03 19:
2015-06-03 19:
2015-06-03 19:
2015-06-03 19:
2015-06-03 19:

GET /openatrium/modules/system/system.menus.css © 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trider
GET /openatrium/modules/system/system.messages.css © 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Tri
GET /openatrium/themes/seven/reset.css @ 80 - ::1 Mozilla/S.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+r\
GET /openatrium/themes/seven/style.css © 80 - 1 Mozilla/S.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+r\
GET /openatrium/themes/seven/logo.png - 80 - 1 Mozilla/S.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+rv:
GET /openatrium/misc/drupal.js © 80 - ::1 Mozilla/S5.0+(Windows+NT+6.3;+WOW64;+Trident/7.05;+rv:11.0)+]
GET /openatrium/misc/jquery.js v=1.4.4 80 - ::1 Mozilla/S.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+rv:1
GET /openatrium/misc/jquery.once.js v=1.2 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trident/7.0;+r
GET /openatrium/themes/seven/images/buttons.png - 80 - ::1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Trider
GET /openatrium/themes/seven/images/task-check.png - 8@ 1 Mozilla/5.0+(Windows+NT+6.3;+WOW64;+Tri
GET /openatrium/themes/seven/images/task-item.png - 80 - 11 Mozilla/S.0+(Windows+NT+6.3;+WOW64;+Tric 25

< >

Hinh 1.7. Mgt phan file log theo dinh dang W3C Extended log file format

b. DNS log

Cac may chu DNS thong dung nhu ISC Bind va Microsoft DNS server déu
dugc trang bi kha nang ghi log theo cac yéu cau phan giai dia chi tir nguoi dung. DNS
log cling thuong dugc luu & dang file vin ban thuan va dinh dang log do may cha
DNS ISC Bind duoc coi nhu chuan thyc té duoc sir dung rong réi nhat. Hinh 1.8 biéu
dién trich xuat mot s6 ban ghi DNS log. Cac trudng thong tin co ban ciia mdi ban ghi

DNS log ma dinh dang nay hd trg bao gom:

- Date: ngay gui yéu cau

- Time: thoi gian yéu cau

- Client IP Address: dia chi IP may khach
- Client Port: cong may khach

- Server IP Address: dia chi IP may chu

- Server Port: cong dich vu may cha

- Request Type: loai yéu cau truy van

- Request Name: tén mién truy vén

- Answer Type: loai tra loi yéu cau

- Answer Data: dir liéu tra loi tir may chu,. ..



so. Time Source

8032 4.416709000 192.
BOE 4.419638000 192.
810 4.424106000 192.
818 4.471499000 192.
819 4.472231000 192.
820 4.472263000 192.
821 4.472725000 192.
822 4.473017000 192.
823 4.473380000 192.
832 4.518543000 192.
833 4.519218000 192.
834 4.519302000 192.
836 4.520024000 192.
838 4.523652000 192.
839 4. 524066000 192.
B48 4.564736000 192.
849 4. 565487000 192.
850 4.565516000 192.
851 4.566114000 192.
855 4. 567001000 192.
856 4. 567692000 192.
867 4.606352000 192.
B6E 4.606361000 192.
869 4.607101000 192.
870 4.607158000 192.
871 4.607175000 192.

c. Mail log

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

PP DRI R P R R R R RO R R R P PRI R R R R R R R R R

52
52
52
4
52
4
52
4
52
4
52
4
52
4
52
4
4
52
52
4
52
4
4
4
52
52

Destination

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

168.
16E.
168.
168.
168.
168.
168.
168.
168.
16E.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
16E.
168.
168.
168.

PRI R RJ R P B B R R R ORI B R R R R R R R R R R R R R

F T S N T VI S
L] rJ ra L] L]

B
~

EN N
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Protocol
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS

Length
85
89
83

101
85
105
83
99
83
99
86
101
89
a9
BG
105
102
81
84
102
85
101
97
100
84
B6

Info
Standard
standard
Standard
Standard
standard
Standard
standard
standard
Standard
standard
Standard
Standard
standard
Standard
standard
Standard
Standard
standard
Standard
standard
standard
Standard
standard
Standard
Standard
standard

query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query

0x8040 A cooking.stackexchange. com
OxccOf A electronics.stackexchange. com
0x967f A emacs.stackexchange. com
response 0x8040 A 198.252.206.16
0xbb20 A gamedev.stackexchange. com
response OxccOf A 198.252.206.16
0x8bO7 A money.stackexchange. com
response 0x967f A 198.252.206.16
Oxedda A music.stackexchange.com
response 0x8b07 A 198.252.206.16
0x893d A outdoors.stackexchange. com
response Oxbb20 A 198.252.206.16
oxefb3 A programmers.stackexchange.com
response Oxed4a A 198.252.206.16
0x422b A puzzling.stackexchange.com
response Oxefb3 A 198.252.206.16
response 0x893d A 198.252.206.16
0x6350 A rpg.stackexchange. com
Ox5bcd A travel.stackexchange. com
response 0x422b A 198.252.206.16
0x0261 A tridion.stackexchange.com
response 0x0261 A 198.252.206.16
response 0x6350 A 198.252.206.16
response Ox5Sbecd A 198.252.206.16
0x268d A area5l.stackexchange.com
0x234b A bicycles.stackexchange. com

Hinh 1.8. Trich xudt mét sé ban ghi DNS log

~
x

Cac may chu email ho

tro cac giao thuc giri nhan email nhu SMTP va giao

thire tai email tir hop thu vé may khach nhu POP va IMAP ciing thuong sinh cac ban

ghi log khi thuc thi cac yéu cau gai nhan email. Twong tu may cha web, hau hét cac

dang log truy nhap may chi email déu ¢ dang file van ban thuan. Tuy nhién, cac dong

log duoc lwu dudi dang mot phién dbi thoai gitra may chu va may khach email trong

qua trinh gui va nhan mot email. Hinh 1.9 minh hoa phan log truy nhap may cha

email SMTP.

Search String

127.0.0.1

Search Download
From 04/05/2016
Type SMTP

4k

To | 04/05/2016

| Display related traffic

[2016.04.05] 10:29:15 [127.0.0.1][51864375] rsp: 250-mail_hostedsmartermail.com Hello
[127.0.0.1]250-SIZE250-AUTH LOGIN CRAM-MD5250-STARTTLS250-8BITMIMEZ2S50 OK

[2016.04.05] 10:29:21 [127.0.0.1][51864375] cmd: mail from: s @smartertools com

[2016.04.05] 10:29:43 [127.0.0.1][S1864375] rep: 250 OK <w o @smartertools_com> Sender ok
[2016.04.05] 10:29:51 [127.0.0.1][51864375] cmd: rcpt to: ssss@hostedsmartermail com

[2016.04.05] 10:29:51 [127.0.0.1][21864375] rgp: 250 OK <wssw@hostedsmartermail.com= Recipient ok
[2016.04.05] 10:29:55 [127.0.0.1][51864373] cmd: data
[2016.04.05] 10:29:55 [127.0.0.1][51864375] rzp: 354 Start mail input; end with <CRLF=_ <CRLF>
[2016.04.05] 10:30:21 [127.0.0.1][51864375] rsp: 250 OK
[2016.04.05] 10:30:21 [127.0.0.1][51864375] Data transfer succeeded, writing mail to -17859144588501.eml
[2016.04.05] 10:30:22 [127.0.0.1][51864375] cmd: quit
[2016.04.05] 10:30:22 [127.0.0.1][51864375] rep: 221 Service closing transmission channel
[2016.04.05] 10:30:22 [127.0.0.1][51864375] disconnected at 4/5/2016 10:30:22 AM

Hinh 1.9. Mét phan log truy nhdp may chi email SMTP
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d. Database log

Cac may chu co sd dit liéu (Database server) thuong sinh nhiéu ban ghi log
trong qua trinh hoat dong. Dt liéu log truy nhap may chu co s¢ dir liéu thuong duoc
goi 12 log giao dich (Transaction log) dugc ghi khi xuat hién cac yéu cau xu ly cac
thao tac: dang nhap, ding xuit ciia ngudi ding; c4c thao tac quan tri nguoi dung va
cap quyén truy nhap; cac thao tac tao 1ap, xda co s dir liéu, tao 1ap, x6a va thay doi
cau tric cac bang co so dit liéu; tao 1ap, x6a va chinh sira ma cac thu tuc, ham va céc
triger; va cac thao tac truy van, thém sira va x6a cac ban ghi trong cac bang co so dir
lieu. TUy thudc vao muc dich sir dung, ngudi quan tri c6 thé cau hinh may cha co s
dir liéu dé sinh cac ban ghi log theo yéu cau véi khéi luong log sinh ra phi hop. Mai
loai may chu co sé dir liéu thuong c6 mot mo hinh quan ly di liéu log riéng va Hinh
1.10 biéu dién md hinh quan ly dix liéu log ciia may chi co so dit liéu Microsoft SQL

Server.

Virtual Log 1 Virtual Log2  Virtual Log3  Virtual Log 4

*---

Truncated
End of MmLSN Last
Logical Log Checkpoint
Start of Mext to
Logical Log Last Checkpoint

Hinh 1.10. M6 hinh quan ly déz liéu log cua Microsoft SQL Server

1.1.2.3. Log sinh bgi céc thiét bi mang va thiét bi dam bao ATTT

Log sinh bai cac thiét bi mang va thiét bi dam bao an toan théng tin gébm dit
liéu log sinh bai cac thiét bi mang (nhu switch, router, load balancer,...) va cac thiét
bi/cdng cu dam bao an toan thong tin (nhu twong lia, cac hé thdng IDS/IPS, cac hé
théng giam sat,...). Mdi nha cung cap thiét bi mang (nhu Cisco Systems, Juniper
Networks,...) thuong thiét ké dinh dang log va phuong phap quan 1y riéng cho céc
thiét bi mang va dam bao ATTT ctua minh. Hinh 1.11 minh hoat mét sé ban ghi log

cua Cisco RV Series Router.
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View Logs Refrash Rate: | No Rafresh v
System Log Table: . _ __ Showing 1-2001606 20 v | perpage
| Fimer: Log Severty matches [’ Emergency ¥ Alart 'Y Criical ¥ Error ¥ Waming ¥ Notificaion < Informaton ¥ Debugging Go [
Logindex | Log Time Lm
1 2016-09-8 1127:15PM notic2 sntp: 2016-09-08723:27:15: is the tene of update.
2 2016-09-8 11:27:18 FMA notice sntp: 1473406035: &5 the ame delta.
3 2016-09-8 112718 PN notice snlp: 173.71.69.90. i the IP address of nip server.
| 4 2016-09-83 11:20:32FM nfo dhclient XMT. Solicit on ein0.1, Interval 3826740ms
5 2016092 112029 PMA notice hitpd: cisco Changed Edit malil sefing
6  2016-09-8 1111627 FMA notic hitpd: ciscod Changed inlo admin accounts..
7 2016-09-8 10:3200 PM wam lidpcg1534] unable % send packst on real device for brd: No such device or addrass
2 2016-09-8 10:3130 PM wam IpaE1524] unable 1w sand packet on real devics for bed: No such devics or address
9 2016-09-3 10:3100 PM wam IidpaL1534] unabde %0 send packet on real devics %or brd: No such devics or address
10 2016092 10:3042 PM notice hiipd. cisco Changed VLAN membership seltings
11 2016-09-8 10:30:42 PM nfo radvd[182877 version 1.8 started
12 2016.09-2 10:30:42 PM wam radvd[32526] Exaing, sigterm received
13 2016-09-8 10:30.42 PM wam 1advd[32526] poll edror. Intermupled systsm cai
14 2016-09-8 10:3042 PM notics hitpa: cisco Changed Detate VLAN mambership settings
15 2016-09-2 10:30.32 PM wam Idpaf1534] error while receiving Fame on bed: Netaork i donn
16 2016-09-8 10:3031 PM nio kamel: brd: pon 3{eth3.40) enterad dizabled state
17 2016.09.2 10:3031 PM nfo kemel: device eth3 40 left promiscuous mode
18 2016-09-8 10:30:31 PM nfo kamel: brd: pont {eth3.40) entered dizabled state
| 19 2016-09-8 10:3031 PM nio kemel: br4: port 2{eth2 40) enterad dizablad state
‘ 20 2016-09-2 10:30.31 PM nfo kemel: devics eth2 40 len promiscuous mods
‘ [ Retrash Logs ] l CiearLogs ] [ Save Logs ] Page |1 of31 ml;

Hinh 1.11. Mgt phan log cuia Cisco RV Series Router

1.2. Thu thap, xit ly va phéan tich log truy nhip
Thu thap, xtr Iy va phan tich log 1a cac khau co ban ciia mot hé théng phan tich

log. Hinh 1.12 biéu dién cac khau cu thé cua quéa trinh thu thap, xir Iy va phan tich

N
A

log thuong duoc &p dung trén thuc té. Theo d6, cac khau xir Iy cu thé gom:

@)

Collection Cleaning Convert into Analysis Obtained
of Log Data of Data Structured form of Data Results

Hinh 1.12. Céc khau cua qua trinh thu thap, xuz ly va phéan tich log

- Collection of Log Data 1a khau trong d6 cac ban ghi log thd tir cac nguon
sinh log dugc thu thap va chuyén vé trung tam xu ly.

- Cleaning of Data 1a khau trong d6 cac ban ghi log thé dugc lam sach dé
giam bot dir lieu nhiéu.

- Convert into Structured form 1a khau chuan héa dix liéu log. Do log cd thé

duoc thu thap tir nhiéu ngudn véi nhiéu dinh dang khéac nhau nén can thiét
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phai duoc chuin hoa va dua vé dang cd ciu tric, 1am dau vao cho khau
phén tich log.

Analysis of Data la khau quan trong nhét trong qua trinh phan tich log. Day
1a khau duoc &p dung dé trich xuét ra cac thong tin quan trong ung dung
cho dam bao an toan théng tin va cac tng dung khéc.

Obtained Results 1a khau két xuat két qua ra giao dién nguoi dung.

Hinh 1.13 biéu dién kién trac dién hinh cua hé thdng thu thap, xir Iy va phan

tich log. Theo d6, cac thanh phan chinh cua hé thong gom:

Shipper — Broker — Indexer —

Shipper 12 mé dun giam sat thu thap log tir cac ngudn sinh log khac nhau.
Cac shipper thuong duogc cai dat trén cac hé théng dugc giam séat. Shipper
c6 thé chi don gian thu thap cac ban ghi log thd va gui vé Broker, hoic n6
cling c6 thé thuc hién cac nhiém vu 1am sach va chuan hoa di liéu log.
Broker 1a mé dun tiép nhan dix liéu log tir nhiéu nguon gui dén. Sau khi tiép
nhan, dit liéu log duoc 1am sach, chuan hoa va chuyén tiép cho khau tiép
theo.

Indexer 12 mé dun 1ap chi s6 cho dit liéu log. Lap chi s6 1a mot khau quan
trong phuc vu tim kiém, trich chon dit liéu log trong khau tiép theo.
Search & Strorage la khau cung cip cac tinh niang tim kiém, trich chon cac
dir liéu log quan trong va quan ly, luu trir log.

Web Interface 14 giao dién nguoi ding trén nén web cho hé thong quan ly

va phan tich log.

Shipper |

| | || search Web
Storage Interface

Shipper |
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Hinh 1.13. Kién tric dién hinh cia hé thong thu thdp, xiz Iy va phan tich log

1.3. Ung dung ciia phén tich log truy nhip

Viéc phan tich log truy cap thuong dugc thuc hién cho cac muc dich [5]:

- Pam bao an toan théng tin cho hé thdng;
- Hb tro khic phuc su ¢b hé thong;
- HA tro diéu tra sb;

- H0 trg hiéu duoc hanh vi ngudi dung truc tuyén.

C0 thé thay, phan tich log truy cap phuc vu dam bao an toan théng tin cho hé
théng 12 mot trong cac muc dich chinh. Cu thé, phan tich log truy cap c6 thé hd trg
viéc giam sat, kiém tra viéc tuan tha cac chinh sach bao mat, chinh sach kiém toan
Clia co quan, t6 chirc. Hon nira phan tich log truy cap c6 thé hd trg phan ang lai cac
su ¢ an toan thng tin théng qua viéc hd trg xac dinh nguyén nhan va yéu té gdy mat
an toan. Nhiéu céng cu dam bao an toan thdng tin dua trén viéc giam sat, thu thap,
xir ly va phan tich log da dwoc nghién ciu, phét trién va trién khai trén thyc té, nhu
IBM QRadar SIEM [6], VNCS Web Monitoring [7] va hé thong phat hién xam nhap
OSSEC [8]. Cac cong cu nay giam sat, thu thap cac dang log sinh bai hé diéu hanh,
c4c dich vy, cac tng dung trong hé théng can giam sat nham phat hién cac hanh vi

bat thuong va céc dang tan cong, xam nhap.

H trg khic su ¢ hé thdng ciing 1a mot trong cac tng dung quan trong cua
phan tich log truy cap. Phan tich log truy cap gilp loai bo bot céc di lidu nhiéu, tong
hop céc théng béo 13i riéng Ié, gitp xac dinh nguyén nhan caa sy ¢b hé théng rd rang
va chinh x4c hon va trén co s& d6 nguoi quan tri ¢ thé dua ra bién phap khac phuc

su ¢6 pho hop.

Phan tich log truy cap ciing c6 thé hd trg diéu tra sé thong qua viéc lan vét,
xau chudi cac su kién log riéng 1¢ sir dung céc k§y thuat khai pha dir liéu va phan tich
tuong quan. Tir d6, két qua phan tich log c6 thé duoc sir dung dé tao dung cac bang

chtng sb cho cac sy ¢b mat an toan thdng tin.
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H& tro hiéu duge hanh vi nguoi dung truc tuyén 1a mot trong cac muc dich
chinh trong phan tich log truy cap, nhat 1a phan tich log truy cap cac website hay web
log. Phan tich web log c6 thé tao ra cac b&o céo sir dung cac trang web cua ngudi
ding, bao gdém luu lwgng truy nhap, cac trang tham chiéu, phan b nguoi ding theo
vi tri dia Iy va luong dit liéu tai xudng. Bong thai, phan tich log truy cép ciing gitp
trich xuat nhiéu théng tin quan trong vé hanh vi ngudi dung truc tuyén va trén co sé
d6 c6 thé hd tro viéc toi wu hoa website, nham nang cao chat lwgng dich vu cung cap
va trai nghiém nguoi dung. Céac cong cu phan tich log dugc phat trién va trién khai
trén thuc té cho muc dich nay c6 thé liét ké bao gom: Sumo Logic [9], Graylog [10],
Webalizer [11] va , ELK Stack [13].

1.4. Mot s6 nén tang va cong cu xir 1y, phén tich log
C6 nhiéu nén tang va cdng cu xt ly, phan tich log truy cip thuong mai ciing

nhu mi ngudn mé duoc cung cap hién nay nhu Splunk [12], Sumo Logic, VNCS
Web Monitoring, ELK Stack [13], Graylog, Webzlizer, IBM QRadar SIEM va
OSSEC... Muc nay gidi thiéu khéi quét vé tinh nang va cac uu nhuoc diém cua mot
s6 cdng cu phan tich log dién hinh, bao gom Graylog, Webzlizer, va ELK Stack, va
mét s6 cong cu thu thap va xur 1y log cho dam bao ATTT, bao gém IBM QRadar
SIEM va OSSEC.
1.4.1. Cac cong cu phan tich log dién hinh
1.4.1.1. Graylog

Graylog [10] 1a mét nén tang ma mé cho phép xi ly, phan tich log truy cap tir
nhiéu ngudn theo thoi gian thuc. Viéc thu thap di liéu log duoc thuc hién rit mém
déo nho kha ning hé tro cac cong cu thu thap log caa cac bén thir 3, nhu beats, fluentd
va nxlog. Hinh 1.14 minh hoa man hinh quan ly cac ngudn thu thap log cua Graylog.
Graylog c6 kha nang phan tich hanh vi ngudi dung, tng dung cho phét hién va canh
bao cac truy cap bat thuong ciing nhu trich xuat cdc mau hanh vi truy cap phuc vu
cho téi uu hoa céc trang web. Graylog ciing cho phép anh xa tir ID sang tén truy nhap
ctia ngudi dung va anh xa tir dia chi IP sang vi tri dja ly. Hinh 1.15 biéu dién man

hinh bao céo tong hop cua Graylog. Mac du Graylog c6 kha nang nhan dang cac hanh
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vi truy cap bat thudng, nhung né khéng cho phép phan tich chuyén siu cac nguy co
mat an toan thong tin, nhu dau hiéu xuat hién cac dang ma doc va cac dang tan cong

Ién cac dich vu va tai nguyén mang.

Search  Streams

Streams
) s ot ncoming o sl Fead move shonst

QD 7oke 2 took at the Graytog stream for d di: other is

Successful user logins

g s | s | 7o [
: :

Must match all of the 2 configured stream rule(s). Show stream rules

Failed user logins

[ | s | s | 5o

0 messages/second. Must match all of the 1 configured stream rulefs). Show stream rules

John workstation realtime debugging (ignore) stopped

More actions ~
Just me debugg!

[ | e oo | e |

ally
0 messagesisec o configured rules, Show stream rule

Exceptions on all platforms

0 messages/second. Must match all of the 1 configured stream rulefs). Show stream rules

Firewall messages

8 messages/second. Must match all of the 4 configured stream rulels). Show stream rules

HTTP 500's

All HTTP requests that we answered in the 500

1 meccacacicarnnd Muscr matrh 3l of the 1 rn

ot crrasm niad€) Show ctraam rilac

Hinh 1.14. Man hinh quan ly cac nguon thu thdp log cua Graylog [10]
https://www.graylog.org

Search Streams Dashboards Sources System « In 217 Out 22 msg/s Help » Lennart Koopmann ~
E Search in the last 8 hours s Saved searches -
Type your search query here and press enter. ("mot found" AND http) OR http_response_code:[400 TO 404] 9
Search result Field Statistics Dismiss  Stop reloading  Add to dashboard v

Found 360,614 messages in 14 ms, searched in 1 Index.

Field « Total Mean Minimum Maximum Std. deviation Variance Sum Cardinality
connect_time_ms. 48,475 085 0 84 196 384 41,064 3
More actions connection_status 2,550 2
db_duration 2,416 19.96 0 20162 345 1,190.45 48223.99 1,005

Fields

Default Al None Filter flelds

child_pid Quick Values for http_status Dismiss  Stop reloading  Add to dashboard +
client_ip
cluster_id - Value % Count
connect_time_ms Ty

. Top values
connection_status

N A w40 66.24% 32,107
controller

" current_check_attempt | L E) 31.02% 15,035

(v v v wwww

7 db_duration

| =200 274% 1329
Statistics Quick values Generate chart /

) =500 0.00% 1
drain_id

L o P P

duration o

dyno

facility Found 48,472 messages with this field, and 312,135
i messages without it.

ile

List flelds of current page or all fields.

Hinh 1.15. Man hinh b&o cao tong hop cua Graylog [10]
https://www.graylog.org

1.4.1.2. Webalizer
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Webalizer [11] la cong cu m@ mo cho phép xi ly va phén tich log cho céac
website. Webalizer 1a mét trong céc cdng cu duoc sir dung rong rai nhat cho quan tri
may chu web. Webalizer c6 kha nang phan tich cac dang log cua cac trang web va
tao ra cac bao co sir dung cac trang web cua nguoi ding, bao gém luwu luong truy
nhap, cac trang tham chiéu, phan bd ngudi ding theo vi tri dia 1y va luong dit liéu tai
xudng. Hinh 1.16 minh hoa mét bao céo thdng ké vé truy nhap trang web theo thang
ciia Webalizer. Uu diém cua Webalizer 13 hd tro phan tich nhiéu dang web log va tao
duoc cac bao céo vai cac biéu do co tinh biéu dién cao. Tuy nhién, Webalizer chi c6
kha ning phan tich tinh hinh sir dung cac trang web ma it c6 kha nang trich xuét cac

thong tin cho canh béo cac nguy co mat an toan thdng tin.

Usage Statistics

Sunimary Period: Last 12 Months
Generated 29-Apr-2012 18:00 MDT

Usage sunhary Hizits# Sites

226390
3066

& o

: :

==

e &

o

-

& [ m

May Jun Jul Hug Sep Oct Now Dec Jah Feb Mar Apr kB Fﬁkﬁ Ih{k& Ot
| Summary by onth
. | Daily Avg Monthly Totals
] I Poges (Vi Sives RGN 5 Owe visits [ Poges NN RN

lapraoiz [7e0e| 5563 2ma| 93] 8| 2es35TF| O 0 21| sza13] 161334] 226390
Mer2012 [3687| 3170 1734 98 3| 1e47036| 0 0| 3064 33777| 98272 114324
[Fenamz [so01| 4099 1850 03] 3| 37sErz| o 0| 3066 33653 118893 | 145042
Panz012 [3573| 308s| 1394 78 3| 15077 O 0 2362 d49am| 93679| 110772
Deca01l [4717[ 3961 | 1245 80 3| 2495083] O 0 2421| 37217| 12279 146244
Mov20li [2347| 1220 809| 39| 24| z40350] O 0| 77| 60| 12743 16432
[Totals [ 12384064 O 013961 | 278172 609719 | 759204

Generated by Webalizer Version 2.01

Hinh 1.16. Mgt mau béo céo cua Webalizer [11]
http://www.webalizer.org
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1.4.1.3. ELK Stack

B6 céng cu xu ly va phan tich log ELK, hay con goi la ELK Stack
(ElasticSearch, Logstash va Kibana) la bo cong cu ma mé, mién phi cho phép thu
thap, xu 1y va phan tich dir liéu log thu thap tir nhiéu ngudn, da nén tang vai nhiéu
dinh dang khéc nhau. ELK ciing hd trg quan 1y, Iuu trit, tim kiém dir liéu log va biéu
dién véi nhiéu hinh thac thé hién khac nhau. ELK Stack duoc st dung khé rong rai
dé quan ly, xir Iy va phan tich dix liéu log trong cac co quan, t6 chirc, ké cac cac cong
ty 16n nhu Netflix, LinkedIn, Tripware, Medium [17]. Chi tiét vé kién tric va hoat
dong cua ELK Stack duogc trinh bay trong chuong 2.
1.4.2. Cac codng cu thu thdp va xa Iy log cho dam bdo ATTT
1.4.2.1. IBM QRadar SIEM

QRadar SIEM (Security Information and Event Management) [6] la hé théng
quan ly cac thdng tin va sy ¢b an ninh duoc phét trién va cung cap boi hing IBM,
Hoa Ky. QRadar SIEM cho phép phat hién céc bat thudng, cac nguy co an toan thong
tin voi do chinh xac cao va ty 1é canh bao sai thap thdng qua viéc xt ly, phan tich di
lieu log va ludng mang tir hang ngan thiét bi va ang dung phan tan trong mang, nhu
minh hoa trén Hinh 1.17.

ﬁ Endpoint Insider threats

DLDD Netw
@‘ Automated threat detection
g e and prioritization

Critical
data

» Real-time correlation and behavioral anomally detetion
« Threat intelligence and vulnerablilty insight
« Machine learning, service and user profiling

Hinh 1.17. M0 hinh thu thgp va xi ly diz liéu cua QRadar SIEM [6]
https://www.ibm.com
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Céc tinh ning tiéu biéu cia QRadar SIEM bao gom:

Cam nhan va phat hién gia mao, ndi gian va cac nguy co tién tién (advanced
threats): QRadar SIEM duoc trién khai nhu mot nén tang don, c¢6 kha ning mé
rong cao dé giam hang nghin su kién bao mat thanh mét danh sach c6 thé quan
ly cac hanh vi nghi ngo 12 xam nhap. Nén tang c¢d kha ning thu thap céc dir
licu log tir nhiéu ngudn, bao gom céc thiét bi mang, thiét bi bao mat, hé diéu
hanh, tng dung, co s& dit liéu va cac hé théng quan ly truy cap va nhan dang.
Ngoai ra, QRadar cling c6 kha nang thu thap dir li¢u tor luu lvgng mang, bao
gom dix liéu L6p 7 (16p &ing dung) tir cac bo chuyén mach va céc bo dinh tuyén.
Thuc hién viéc chuan hda va twong quan cac su kién tic thoi: QRadar téi wu
hoa phat hién cac mdi de doa va bao cao tuan tha bang cach giam hang ty su
kién va chuyén thanh mot sé it cac hanh vi xam nhap va xép hang ching theo
méc anh huong dén hoat dong kinh doanh cua to chirc. QRadar xac dinh
ngudng hanh vi co sé va phat hién bat thuong dé xac dinh nhimng thay doi trong
hanh vi lién quan dén &ng dung, may chu, ngudi ding va cac phan doan mang.
Ddng thoi, nd st dung cdng nghé IBM X-Force Threat Intelligence dé xac dinh
hoat dong lién quan dén cac dia chi IP dang ngo, chang han nhu nhiing dia chi
IP bi nghi ngd luu trit phan mém doc hai.

Cam nhan, theo ddi va lién két cac sy c6 va nguy co: QRadar cho phép don
gian hoa va tang cudng diéu tra bang cach thuc hién phan tich sy kién va luong
mang bang cach sir dung ludng dit liéu gan thai gian thuc hoac dix liéu lich si.
Viéc bo sung thém IBM QRadar QFlow va IBM QRadar VFlow Collector ting
cudng kha ning giam sat, phan tich cac tng dung, co sé dit lidu, cac san pham
cong tac va phuong tién truyén thong xa hoi théng qua kiém tra sau goi tin caa
luu lwgng mang 16p 7.

C6 thé bd sung dung lugng luu trir va nang lyc xir Iy nhanh chong va ré tién:
Cho phép tang nang luc luu trir bang viéc hd trg bod sung thém cac nat luu trix

dir liéu (QRadar Data Node), nham cai thién hiéu ning tim kiém khi thu thap
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dir liéu dé diéu tra hanh vi xam nhap va loai bé cac nit thit c6 chai ma khéng
tang chi phi cho cac diéu khoan cap phép.

- H& tro van dé quan ly va phdi hop phong chéng nguy co thong qua viéc cho
phép truy nhap dén Hé thong trao ddi bao mat ung dung cua IBM (IBM
Security App Exchange).

- H& tro viéc thyc thi chinh sach bao mat dir liéu: QRadar bao gdm mét céng cu
bao céo truc quan ma khdng yéu cau cac ki ning viét bio cao va co so dit liéu
nang cao. Cung cap tinh minh bach, trach nhiém giai trinh va kha nang do

ludng dé dap (g cac yéu cau vé quy dinh va bao céo tuan tha.

IBM QRadar SIEM c6 thé dugc tich hop v&i hang trim san pham bao mat
khac cua hdng IBM, hoic cua hang khac. Trén thuc té, QRadar SIEM di duoc trién
khai sir dung va dugc danh gia cao & cic co quan, t6 chirc chinh phu, ngan hang va
doanh nghiép c6 quy md hé théng mang 16n. Tuy nhién, han ché Ién nhat caa QRadar
SIEM 1a chi phi cai dit ban dau va phi ban quyén kha 16n, nén khéng thuc su thich
hop Véi cac co quan, to chirc ¢6 hé théng mang c6 quy mo vira va nhé véi ngudn luc

han ché.
1.4.2.2. Hé thong phét hién xam nhdp OSSEC

OSSEC (Open Source HIDS SECurity) 1a mot hé théng phat hién xam nhap
cho host ma ma, mién phi duoc sir dung rong réi [8]. OSSEC cho phép thu thap va
phan tich cac dang log, kiém tra tinh toan ven cua cac file trong hé thong, giam sat
Windows registry, phat hién rootkit, canh béo duya trén thoi gian va phan hdi cha
dong. OSSEC cho phép phat hién xam nhap cho hau hét cac hé diéu hanh, bao gom
Linux, OpenBSD, FreeBSD, OS X, Solaris va Windows. OSSEC c6 kién trac da nén
tang, tap trung cho phép nhiéu hé thdng dé dang duoc giam sét va quan ly. OSSEC
c6 mot cong cu phén tich nhat ky c6 kha nang phan tich twong quan cac dir liéu log
thu thap tir nhiéu thiét bi véi cac dinh dang khac nhau. OSSEC tuan thu cac yéu cau
Tiéu chuan bao mat dir liéu céng nghiép thé thanh toan (PCI DSS) [8]. Chi tiét vé
kién tric va hoat dong caa OSSEC duoc trinh bay trong chuong 2.
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1.4.3. Nhdn xét

Bang 1.1 cung cap thong tin so sanh cac vu diém va nhuoc diém cua cac nén

tang, cong cu xi ly, phan tich log truy nhap da dé cap & trén.

Bang 1.1. So sanh cac cong cu xur ly log truy cap

congcu | Uu diém Nhuoc diém

Graylog - M4 mo, mién phi - Khéng c6 kha niang phan tich
- Hb tro phan tich log truy cap tir | chuyén sau cac nguy co mat an
nhiéu ngudn va phan tich hanh vi | toan théng tin, nhu dau hiéu
nguoi ding, dung cho phat hién va | xuat hién cac dang ma doc va
canh bao céc truy cap bat thuong | cac dang tan cong Ién cac dich
cling nhu trich xuat c&c mau hanh | vu va tai nguyén mang.

vi truy cap phuc vu cho téi vu hoa

cac trang web

Webalizer | - M4 md, mién phi - Chi ¢6 kha ning phan tich tinh
- C6 kha ning phan tich nhiéu | hinh sir dung cac trang web

dang web log - it c6 kha nang trich xuét céc
- Cac bao cao dudi dang biéu db | thdng tin cho canh béo cac nguy

¢4 tinh biéu bién cao. co mat an toan thong tin.

ELK Stack | - M& mé&, mién phi - Khong c6 kha niang phan tich
- Chi phi cai dat, van hanh thap chuyén sdu cac nguy co mat an
- Hb tro trich xuat cac mau hanh vi | toan théng tin, nhu dau hiéu
truy cap phuc vu cho tdi wu héa | xuat hién cac dang ma doc va
cac trang web cac dang tin cong Ién céc dich
- Giao dién hién thi da dang, | vu va tai nguyén mang.

phong phu
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IBM - H§ tro thu thap va xa Iy nhiéu | - Chi phi cai dit ban dau va phi
QRadar loai log khéac nhau véi khéi luong | ban quyén kha 16n
SIEM I6n va dit liéu tir ludng mang - DBoi hoi thiét bi chuyén dung
- H6 tro thu thap dit liéu tir hang | - Khé khin trong van hanh va
ngan thiét bi mang bao tri.
- H tro phét hién céc bat thuong,
cac nguy co ATTT véi d6 chinh
X4cC cao va ty 1é canh bao sai thap
OSSEC - M4& m@, mién phi - Giao dién hién thj va canh bao

- Hb tro thu thap va xu ly nhiéu
loai log khac nhau
- Hb tro phat hién céc bat thuong,
cac nguy co ATTT
- H6 tro giam sat tinh toan ven cua

cé4c file va tham s6 hé thng

han ché
- Khé quan tri, giam sat
- Viéc két ndi giam sat nhiéu

phan doan mang gap kho khan.

1.5. Két luan chwong

Chuong nay d trinh bay khai quat vé log truy nhap, cac ngudn sinh log, van

dé thu thap, xa 1y va phén tich log. Chuong ciing gidi thiéu chi tiét cac dang log truy

nhap phd bién, cac khau xir 1y, phan tich log cling nhu tng dung cia phan tich log.

Dang thoi, chuong cling khao sat mot s6 nén tang va cong cu xu ly, phan tich log phd

bién hién nay va rdt ra nhan xét.
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CHUONG 2. CAC KY THUAT VA MO HINH XU LY,
PHAN TiICH LOG TRUY NHAP

2.1. M6 hinh xit ly log
Hinh 2.1 mé ta mé hinh xt 1y log truy nhap khéi quat, md hinh gom céc pha

chinh: Pha tién xir Iy va chuan hoa - Preprocess; Pha nhan dang mau - Pattern
Discovery; Pha phan tich mau - Pattern Analysis; Pha du doan hanh vi nguoi diing -
Predict User Behavior.

Raw log data

Y

[ Preprocess ]

7

Pattern Discovery

S

Pattern Analysis

7

Predict User Behavior

Hinh 2.1. M0 hinh xu ly log truy nhdp khéi quét
- Tién xu ly va chuan hoa - Preprocess:
Trong pha nay, hé théng nhan dit liéu log tir cac ngudn khéc nhau, trich xuat
c4c thong tin can thiét va dua vé mot dinh dang thong nhat. Ngoai ra, pha nay con
chiu trach nhiém tién xu Iy mot sb thong tin nhu: ngudi dung, phién 1am viéc... Pha

nay gém cac budc sau: Lam sach va hop nhat dit liéu, nhan dang nguoi dung, nhan



24

dang phién Iam viéc. Trong xt ly web log, con bé sung thém budc nhan dang
pageview, hoan tat duong dan (path completion).
- Nhan dang mau - Pattern Discovery:

Pha nay str dung cac phuong phap va thuat toan nhu: théng ké, hoc may, khai
pha dit liéu, nhan dang mau dé xac dinh céc pattern cua ngudi dung. Trong phan tich
web log, cac pattem co ban can xac dinh bao gém: Céc trang web wa thich, thoi gian
xem trung binh mdi trang web, cac linh vuc quan tam... Pha nay cd thé sir dung cac
ki thuat phan tich dit liéu nhu: phan tich thong ké, phan cum, phan 1op, luat két hop,
c4c mau tuan tu, hay mé hinh héa phu thudc.

- Phan tich mau - Pattern Analysis:

Pha nay c6 nhiém vu phén tich cac pattern da tim dugc & pha trudc, chi ra cac
pattern khong cd nhiéu gié tri va loai bo ching khoi qué trinh phan tich log. Pha nay
duoc thuc hién nho cac cau truy van SQL, hoac str dung phan tich xir ly truc tuyén
hay ciing c6 thé nho céc ky thuat hién thi hoa dir liéu dé loc va phan tich pattern.

- Dy doan hanh vi nguoi dung - Predict User Behavior:

Sau khi di phan tich va loc c4c pattern, nhitng pattern con lai s& dugc dung dé
dua ra cac két luan vé hanh vi nguoi ding. V&i phan tich web log, cac hanh vi nguoi
dung dién hinh gom: Cac trang web thudng xuyén truy cap, cac linh vuc quan tam,
thoi gian trung binh xem mdi trang web.

Viéc thu thap dit liéu & day chinh 1a viéc lay cac thong tin lién quan dén tinh
trang hoat dong cua cac thiét bi trong hé théng mang. Tuy nhién, trong nhirng hé
théng mang 16n thi cac dich vy hay cac thiét bi khong dit tai trén may, mot dia diém
ma nam trén cac may chu, cac hé thdng con riéng biét nhau. Cac thanh phan hé thong
cling hoat dong trén nhitng nén tang hoan toan khac nhau. Mé hinh Log tap trung
dugc dua ra dé giai quyét van dé nay. Cu thé, 1 tit ca Log s& duoc chuyén vé mot
trung tam dé phan tich va xu ly.

2.2. Thu thip va tién xir 1y
2.2.1. Thu thdp log
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Log truy nhap c6 thé duoc sinh ra & nhiéu vi tri khac nhau trong mang, do d6
c6 nhiéu cach dé thu thap log. Log c6 thé duoc nhan tir nhiéu ngudn khac nhau nhu:
tir file, tir mang internet hay tir dau ra cua cac wng dung khac. Mot s6 ngudn thu thap
log cu thé c6 thé ké ra nhu:

- Lay cac sy kién tu file log.

- Nhan dau ra cia cac cdng cu dong Iénh nhu 1 mot sy kién.
- Tao cac su kién dua trén cac ban tin SNMP.

- Doc céc ban tin syslog.

- Doc su kién tir mot TCP socket.

- Doc su kién théng qua giao thiec UDP.

- Nhan cac su kién tir framework Elastic Beats.

- Poc cac két qua truy van tir mot cum Elasticsearch.

Luan van nay sir dung phuong phap lay cac sy kién dé xu ly tir file log (giam
sat Windows logs, dau ra tir OSSEC), doc cac ban tin syslog (tir hé diéu hanh Ubuntu)
va thu thap log giam sat tinh toan ven hé thong file str dung cac OSSEC Agent.
2.2.2. Tién xi ly va chudn héa log

Quaé trinh tién xir Iy va chuan hda thuc hién viéc 1am sach, hop nhat di liéu tur
nhiéu ngudn khac nhau va chuan hoa di liéu theo mot dinh dang thong nhat. Qua
trinh ndy cung cap céc dit liéu toi wu va thong nhat cho qué trinh phan tich log.
2.2.2.1. Lam sach va hgp nhdt dzz lidu

Lam sach di liéu la qua trinh loai bo cac dir liéu thura trong dir liéu log thd thu
thap duoc ma khdng mat mat thong tin, dong thoi gitp 1am giam lwong dit liu log.
Chang han véi web log, 1am sach dir liéu nham x6a bo cac tham chiéu khéng lién
quan hoac khéng quan trong cho muc dich phan tich log nhu: cac file CSS cua trang
web, céc file icon, &m thanh cuda trang web. Qua trinh nay con x6a bo cac truong dir
lieu cua file log khong cung cap nhiéu thong tin quan trong cho qué trinh phan tich
log nhu: phién ban giao thauc HTTP. Ngoai ra viéc lam sach dir liéu con xda bo cac

tham chiéu 1a két qua do cac crawler hoic cac cong cu tim kiém thuc hién. C6 thé
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duy tri mot danh sach céc crawler caa cac cong cu tim kiém phd bién dé c6 thé phat
hién va x6a bo két qua log cua ching.

Trong khi d6, hop nhit dit liéu cho phép téng hop dit liéu tir cac file log c6
dang khac nhau. Véi web log, ¢ nhitng trang web 16n, cac ndi dung log duoc luu &
nhiéu ngudn khac nhau. Trong truong hop cac nguon dir liu nay khong c6 co ché
dung chung dinh danh phién dé hop nhat dit liéu thi c6 thé dung cac phuwong phap
dua trén kinh nghiém nhu dua trén truong “referrer” trong server log, két hop véi céc
phuong phap nhan dang nguoi ding va nhan dang phién 1am viéc dé cé thé thyc hién
hop nhét dit liéu.
2.2.2.2. Chudn hoa log

Chuan héa log 1a khau chuyén di liéu log sau lam sach va hgp nhét vé dang
chuan nham thuan tién cho qué trinh xir Iy, phan tich chuyén sau. Nhin chung, khdng
c6 mot dang log chuan cho moi dang log truy nhap, nén nguoi ta thudng st dung mot
dang log chuan cho mét nhdm ngudn log c6 dinh dang gan twong tu nhau. Chang han,
c6 thé st dung W3C Extended log file format 1am dinh dang web log chuan dé chuyén
d6i tat ca cac dang web log khac, va ISC Bind log lam dinh dang DNS log chuan cho
tat ca cac dang DNS log khac.

2.3. Cac ky thuat phan tich log
2.3.1. Céc kyj thudt nhgn dang va phan tich mdu
2.3.1.1. Phan tich thong ké

Théng ké 1a mot ki thuat pho bién nhét trong phan tich log. Bang céch phan
tich céc file phién lam viéc cia nguoi ding trong web log, ta c6 thé thuc hién cac
phuong phap théng ké khac nhau nhu: 1dy trung binh, tan suat... voi cac bién khéac
nhau nhu: cac trang di xem, s6 lugt xem, thoi gian xem mdi trang web. Nhiéu cong
cu phan tich hién nay cho két qua 1a cac bao cdo dinh ky vé cac thong ké cua trang
web nhu: cac trang web duoc truy cap nhiéu nhat, thoi gian trung binh xem mét trang
web, s6 luot truy cap trung binh mét trang web. Phuong phap phan tich thong ké c6
kha ning cung cap nhiéu théng tin hitu ich cho cai thién hiéu ning cua hé théng hay

cho viéc marketing.
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2.3.1.2. Lugt két hop
Phuong phap nay nham phat hién ra cac luat két hop giira cac thanh phan di

lieu trong CSDL. Mau déu ra cua giai thuat khai pha dit liéu 1a tap luat két hop tim

duoc.
Pre- / Post-
processing Mining / Relationships processing
/ Raw Data Items of Interest among Items @
/ J / (Rules) /
[ el A 4 e
Transactional/ Association
Relational Data Ttems Rules

Hinh 2.2. Qua trinh si dung ludt két hop

Hinh 2.2 mé ta cach ta c6 thé sir dung luat két hop, cd thé lay mot vi du don
gian vé luat két hop nhu sau: Phan tich CSDL ban hang nhan duoc thdng tin vé nhiing
khach hang mua card man hinh cling ¢6 khuynh huéng mua quat tan nhiét trong cung
lan mua duoc miéu ta trong luat két hop sau:

“Mua card man hinh » Mua quat tan nhiét”

[Do ho tro: 4%, do tin cay: 70%]

Do hd tro va do tin cay 1a hai do do cua sy dang quan tam cua luat. Ching
twong ng phan anh sy hitu ich va sy chac chan cua luat da kham pha. Do hd tro 4%
c6 nghia 14 4% cua tat ca c4c tAc vu da phan tich chi ra rang card man hinh va quat
tan nhié¢t 1a da dugc mua cung nhau. Con d¢ tin cay 70% c6 nghia 1a 70% cac khach
hang mua card man hinh ciing mua quat tan nhiét.
2.3.1.3. Phan lop

Bai toan phan 16p la qua trinh phan 16p mot dbi twong dir liéu vao mot hay
nhiéu 16p da cho trudc nhd mot mod hinh phan 16p (model). M hinh nay duoc xay
dung dua trén mot tap dir liéu duoc xay dung trude d6 c¢6 gan nhan (hay con goi la
tap huan luyén). Qua trinh phan 16p 1a qua trinh gan nhan cho déi tuong dir lidu.

Nhiém vu cua bai toan phan 16p 1a can tim mot mé hinh phén 16p dé khi cé di

liéu méi thi cd thé xac dinh duoc dit liéu d6 thudc vao phan 16p nao. C6 nhiéu bai
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toan phan 16p dir liéu nhu phan 16p nhi phan (binary), phan 16p da 16p (multiclass),
phan lop da tri.

Trong phan tich log truy nhap, phan 16p thuong dung dé 4nh xa mot ngudi
ding vao mot 16p hay maot loai cu thé. Viéc phan 16p trong phan tich web log c6 thé
duoc thuce hién nho cac thuat todn hoc may c6 giam sat nhu: ciy quyét dinh, thuét
toan Naive Bayes, thuat toan K lang giéng gan nhat... Vi du, viéc phan lép server log
c6 thé gilp phan loai dugc 46% nguoi dung dit hang cac san pham & trang “Dell
Laptop’ c6 do tudi tir 18-23 va séng & mién Bac la cha yéu.
2.3.1.4. Phan cum

Phan cum la k¥ thuat rat quan trong trong khai pha dir liéu, né thudc 16p cac
phuong phap Unsupervised Learning trong Machine Learning. C6 rat nhiéu dinh nghia
khéc nhau vé k§ thuat nay, nhung vé ban chat ta c6 thé hiéu phan cum Ia cac quy trinh
tim cac nhoém di tuong da cho vao cac cum - clusters, sao cho cac ddi tuong trong cling
mot cum tuong ty nhau va cac déi tuong khac cum thi khong trong ti nhau.

Muc dich ctia phan cum 1a tim ra ban chat bén trong cac nhom cua di liéu. Cac
thuat toan phan cum déu sinh ra cac cum. Tuy nhién, khong c6 tiéu chi nao dugc xem la
t6t nhat dé danh gia hiéu qua caa phan tich phan cum, diéu nay phu thudc vao muc dich
cua phan cum nhu: data redution, “natural clustes”, “useful” clusters, outlier detection.

Trong phan tich web log, ¢ hai kiéu phan cum c6 thé duoc thuc hién: usage
cluster va page cluster. Viéc phan cum nhiing nguoi ding c6 pattern giong nhau c6
nhiéu théng tin gia tri cho marketing va thuong mai dién tir. Vi du, véi nhitng nhém
ngudi nhat dinh thi c6 thé dua ra nhitng goi ¥ mua hang phi hop véi so thich cua
nhém ngudi dung d6 ma thoi. Mat khac, phan cum cac trang web gidp nhan biét dugc
cac nhom trang web ¢6 noi dung lién quan dén nhau. Thong tin nay dac biét hitu ich
cho céc cong cu tim kiém, nho nhiing théng tin nay ching c6 thé dwa ra cac trang goi
y ph hop véi truy van cia nguoi dung.
2.3.1.5. Phan tich mau

Pay 1a budc cudi cung cua qua trinh phan tich log truy nhap. Qué trinh nay

nham loc ra nhirng luat hay nhitng pattern khong c6 nhiéu gia tri da duoc tao ra o
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budéc Pattern Discovery. C6 nhiéu phuong phap dé thuc hién viéc nay, mot trong cac
phuong phap pho bién va duoc sir dung nhiéu nhét 1a nhod cac cau truy van SQL hoac
ciing ¢ thé sir dung phan tich xu ly truc tuyén - OLAP.

High Click Volume IP Addresses B.

k 34.5k 35k 35.5k 36k 36.5k \ 37k
Q Show all

3

B

111.46.77.164
111.46.77.156
111.46.78.141
111.46.77.144
111.46.77.148
111.46.77.150
111.46.77.183
111.46.77162

35703

111.46.78.187
111.46.77.158
111.46.77.140
111.46.77.152
111.46.78.139
111.46.78.155
111.46.78.143
111.46.77.154
111.46.78.177
111.46.78.173
111.46.78.169

Hinh 2.3. Phan tich mdu si dung data visualization

Ngoai ra, & budc nay ta cling 4p dung cac ky thuat hién thi hoa dit liéu - data
visualization nhu cac so dd, biéu d6 thong ké dé phuc vu phan tich céc pattern. Hinh
2.3 md ta mot vi du st dung hién thi héa dit liéu. Ta thay rang biéu dién dit liéu bang
biéu do, db thi thdng ké gitp d& dang nhan ra duoc su twong quan dit liéu ciing nhu
nhan ra xu hudng phéat trién caa dit liéu.

2.3.2. Phén tich twong quan

Phén tich twong quan (Correlation Analysis) 1a mot phuong phap théng ké
duoc sir dung dé danh gia tinh chic chan cua méi quan hé giita hai bién dinh luong
[14]. Mot méi twong quan cao c6 nghia 1a hai hodc nhiéu bién c6 méi quan hé chat
ché& véi nhau, trong khi twong quan yéu c6 nghia 1a cac bién d6 hau nhu khong lién
quan. Noi cach khac, d6 13 qué trinh nghién ctu tinh chic chin cua méi quan hé d6
véi dir lieu théng ké ¢ san. Ky thuat nay c6 mdi lién két chat ché vai ki thuat phan
tich hoi quy tuyén tinh, 1a2 mot phuong phap théng ké dé mé hinh héa méi lién hé

gitra mot bién phu thuoc.



30

Trong xt ly va phan tich log, k¥ thuat phan tich twong quan c6 thé duoc sir
dung dé két ndi 2 hoic nhiéu su kién log nham cho ra mot két luan dung dan nhat.
Chang han, khi c6 2 su kién sau xay ra trong 1 hé théng:

- M6t ing dung dinh ky thuc hién nhiéu truy van hé théng DNS, trong d6 da

s6 1 truy van dén tén mién khdng co thuc (Failed DNS Query):;

- Ung dung sau d6 ¢ ging ma két ndi dén mot may chi bén ngoai mang.

Véi ki thuat tuong quan, co thé di dén két luan, hé thong dé da bi nhiém 1 bot
va bot dang trong qua trinh sinh tén mién ty dong, tim dia chi IP va khi tim duoc IP,
né cb gang két nbi dén may chu cap lénh va diéu khién cia mot botnet.

2.4. Xay dung mé hinh phén tich log dwa trén OSSEC két hop ELK Stack cho
phit hién bit thwdng va cac nguy co ATTT

2.4.1. H¢é thong phét hién xam nhdp OSSEC

2.4.1.1. Gioi thiéu

OSSEC Ia hé thdng phat hién xam nhap dua trén host (HIDS - Host-based
Intrusion Detection) dua trén log m& ngudn ma, mién phi, da nén tang c6 thé mo rong
va c6 nhiéu co ché bao mat khac nhau. OSSEC c6 thé phat hién xam nhap bang ca
chir ky hoic du hiéu bt thuong. OSSEC cung cap kién trac da nén tang tap trung,

cho phép quan ly bao mat may tinh ttr mot vi tri trung tam.

&> OSSECT 72e67¢7

Version 0.8

Main Search Integrity checking Stats About

Available agents: Latest modified files:

+ossac-server (127.0.0.1

Latest events

2016 Jan 02 00:27:27

mmmmmm 2016 Jan 02 00:27:27

faev/pre)D root:root

2016 Jan 02 00:27:27

2016 Jan 02 00:27:27

sudo: wvagrant : TTY=pts/0 ; PWD=, g ERY : col

Level: 3 - Login session opened. 2016 Jan 02 00:27:25

Hinh 2.4. Giao di¢n nguroi dung cua OSSEC
https://www.ossec.net/
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Cac dau hiéu binh thuong va bat thuong dugc mo ta trong bo luat cua OSSEC.
OSSEC cé mot cdng cu phan tich va tuong quan manh mé, tich hop giam sat va phéan
tich log, kiém tra tinh toan ven cua file, kiém tra registry caa Windows, thyc thi chinh
s&ch tap trung, giam sat chinh sach, phat hién rootkit, canh bao thoi gian thuc va phan
rng mot cach chu dong cudc tin cong dang dién ra. Cac hanh dong nay ciing co thé
duoc dinh nghia trude bang luat trong OSSEC dé OSSEC hoat dong theo y muébn cua
ngudi quan tri. Ngoai viéc duoc trién khai nhu mot HIDS, né thuong duoc st dung
nhu mot cbng cu phéan tich log, cho phép theo ddi va phan tich cac ban ghi log cua
IDS, cac may cha Web va céac ban ghi xac thuc. OSSEC c¢6 thé sir dung dé giam sét
cac may chay hau hét cac hé diéu hanh, bao gom Linux, OpenBSD, FreeBSD, Mac
OS X, Sun Solaris va Microsoft Windows. OSSEC con c¢6 thé duoc tich hop trong
trong cac hé thong bao mat Ién hon 1a SIEM (Security information and event
management). Tuy nhién, OSSEC server chi c6 thé cai dat trén cac hé diéu hanh ho
Linux/Unix va OSSEC chi c6 thé cai dit trén Windows véi tu cach 1a mot agent.
2.4.1.2. Céc tinh ndang néi bat cia OSSEC

Céc tinh niang ndi bat cia OSSEC bao gom:

- Theo ddi va phéan tich cac log: OSSEC thu thap log theo thoi gian thyc tir
nhiéu ngudn khac nhau dé phan tich (giai m4, loc va phan loai) va dua ra canh bao
dua trén bo luat dugc xay dung trudc. OSSEC phat hién cac cudc tan cong trén mang,
hé thong hodc ung dung cu thé bang cach sir dung log lam nguon thdng tin chinh.
Log ciing rat hitu ich dé phat hién viéc khai thac 16 hong phan mém, vi pham chinh
sach va céc hinh thirc hoat dong khong phi hop khac. Mot sé loai log ma OSSEC c¢6
thé phan tich 1a log proxy, log web, log ghi lai xac thuc, system log.

- Kiém tra tinh toan ven cua file: St dung ham bam mat m4, c6 thé tinh toan
gia tri bam caa mdi file trong hé diéu hanh dwa trén tén file, noi dung file va gia tri
bam nay la duy nhat. OSSEC c6 thé giam sat cac 6 dia dé phat hién cac thay doi cia
gia tri bam nay khi c6 ai do, hoic diéu gi dé, stra doi ndi dung cua file hoic thay thé

phién ban file nay bang mot phién ban file khac.
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- Giam sat Registry: Hé thdng Registry 1a danh sach thu muc tit ca cac cai dat
phan ciing va phan mém, cac cau hinh h¢ diéu hanh, nguoi dung, nhém ngudi dung,
va cac preference trén mot hé thong Microsoft Windows. Cac thay ddi duoc thuc hién
boi nguoi diing va quan tri vién dbi vai hé thdng dugc ghi lai trong cac khoa registry
dé cac thay d6i duoc luu khi ngudi dung ding xuit hodc hé théng duoc khai dong
lai. Registry ciing cho thay kernel cua hé diéu hanh twong tac véi phan cirng va phan
mém mady tinh nhu thé ndo. HIDS c6 thé giam sat nhitng thay doi nay d6i véi céc
khoa registry quan trong dé dam bao rang ngudi ding hoic tng dung khong cai dat
mot chuong trinh mé&i hoic sira doi chuong trinh hién c6 véi muc dich xau.

- Phat hién Rootkit: OSSEC phat hién Rootkit dua trén chir ky, rootkit la cdng
cu cho phép ké dot nhap kha ning xam nh4p tréd may tinh bi cai rootkit va xda dau
vét vé sy ton tai ciia n6. Ké xam nhap cé thé sir dung rootkit dé an cip thdng tin va
tai nguyén tir may tinh nan nhan. OSSEC c6 kha niang phat hién rootkit bang céach
doc file co so dir liéu vé rootkit va tién hanh quét hé théng dinh ky, thuc hién cac loi
goi hé théng dé phat hién cac file khong binh thudng, cac tién trinh an, cac dau hiéu
vuot quyén, cac céng an va so sanh ching véi co sé dit lidu dé phat hién rootkit.

- Phan ung chu dong: Phan ung cha dong cho phép cac IDS néi chung va
OSSEC ndi riéng tu dong thuc thi cac 1énh hoac phan tng khi mot su kién hoac tap
hop su kién cu thé dugc kich hoat. Phan tng chi dong cé thé duoc xac dinh bang
luat. Céc loi ich cua phan &ng chu dong 1 rat 16n, nhung ciing rat nguy hiém, c6 thé
ngan chin két ndi hop phép hoic 14 16 hong dé ké tan cong khai thac. Vi du: quan tri
vién hop phap cd thé tao ra bao dong sai va chin nguoi ding/may cha hop phap truy
cap néu céc luat duoc thiét ké kém.

- Giam sat toan ven tdp tin: Con duoc goi la syscheck, la mot xac nhan hop 1€
dinh ky vé tinh toan ven cua hé diéu hanh hoic cac ung dung file bang cach so sanh
trang théi hién tai va gia tri duoc luu trir d biét. N6 12 mot phan rat quan trong trong
viéc phét hién xam nhap, va no6 thudng sir dung cac ham bam dé kiém tra, phét hién
cac thay d6i. OSSEC sir dung ma MD5/SHA1 dé giam sét cac file cau hinh quan

trong trong mot hé thong.
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2.4.1.3. Kién tric va hoat déng ciia OSSEC

OSSEC duoc thiét ké theo mé hinh client — server, gom 2 thanh phan chinh la
OSSEC server va OSSEC agents. Hinh 2.5 biéu dién ludng hoat dong cua hé thong
phét hién xam nhap OSSEC [8][15]. Theo d6, OSSEC gdm 2 thanh phan chinh: (1)
OSSEC Server va (2) cac OSSEC agents. Cac OSSEC agents c6 nhiém vu giam sét,
thu thap dit liéu tai cac hé thdng can bao vé va chuyén vé cho OSSEC Server xir 1y,
phan tich. Cac OSSEC agents ciing c6 kha ning thuc thi cac 1énh/phan hoi guri tir
OSSEC Server. Cac OSSEC agents hd trg nhiéu nén tang hé diéu hanh, cho phép
giam sét cac hé théng chay hé diéu hanh Linux, OpenBSD, FreeBSD, OS X, Solaris

va Windows.

log security
events

e-—m -

ﬂ UDP port 1514
H decode logs
ﬁ ===

[: alerts.log
D

OSSEC
Agents

tail ~f var/ossecl/alerts/alerts.|
E OSSEC r
- Server
encrypted logs
‘:ﬁ UDP port 1514

log security
ovents

Hinh 2.5. Luong hoat dgng cua hé thong phat hién xam nhap OSSEC [8][15]
https://www.ossec.net/

OSSEC Server la trung tam quan ly hé théng, c6 nhiém vu tiép nhan va xu ly
dir liéu thu thap tir nhidu OSSEC agents. OSSEC Server phat hién cac xam nhap, bt
thuong va cac vi pham chinh sach bao mat hé théng dua trén mot tap céc luat. Véi
phién ban 6n dinh hién tai 3.30, OSSEC hd tro sin hon 2800 luat cho phép phat hién
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hau hét cac dang xam nhap, bat thudong. Dau ra chuan cuaa OSSEC Server 1a cac canh
bao (alert) dugc luu vao file log. Hién nay OSSEC Server chi ¢ thé hoat dong trén
cac hé diéu hanh Linux va Unix. Hé thng OSSEC ciing hd trg mot giao dién web
don gian cho phép quan sat dir liéu thu thap va cac két qua phan tich ¢ dang thé.
2.4.2. Bg cong cu xer ly va phén tich log ELK Stack
2.4.2.1. Gioi thigu

Hinh 2.6 biéu dién céac thanh phan chinh caa ELK Stack va tuong tac giita
chung. Theo d6, cac thanh phan ELK Stack gom:

B w =» = «K

beats logstash elasticsearch  kibana
Data Data Indexing & Analysis &
Collection Aggregation storage visualization

& Processing

Hinh 2.6. Céac thanh phan cuia bg cong cu xi 1y va phan tich log ELK [12]
‘ https://www.elastic.co
- Beats gom céac céng cu thu thap dir liéu log. Beats duoc cai dat trén cac hé

thong dich, cho phép giam sat thu thap log theo thoi gian thuc. Beats hd trg
nhiéu nén tang va kha ning thu thap log vai nhiéu dinh dang khéc nhau.

- Logstash la bo tap trung va tong hop dix liéu log. Logstash tiép nhan dix liéu
log tir cac beats, thuc hién tién xu ly/lam sach va chuan héa di liéu log, sau
d6 chuyén cho ElasticSearch.

- ElasticSearch 1a mot co so dir liéu kiéu NoSQL cho phép quan Iy, lap chi
s6 va tim kiém dir liéu log kiéu full-text.

- Kibana la giao dién web cua hé théng, hd trg phan tich va hién thi di liéu
log ciing nhu két qua phan tich dudi dang bang hoic biéu d6.

2.4.2.2. Cdc wu diém khi siz dung ELK Stack
ELK Stack hd tro thu thap, quan 1y log véi nhiéu tinh nang phong phi. C6 thé

liét ké cac wu diém khi sir dung ELK Stack nhu sau:
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H& tro thu thap log tir nhidu nguén: Logstash cé thé doc dugc log tir rat
nhiéu ngudn, tir log file cho dén log CSDL cho dén UDP hay REST request.
Dé tich hop: DU ban c6 diing Nginx hay Apache, dung MSSQL, MongoDB
hay Redis, Logstash déu c6 thé doc hiéu va xt Iy log ciia ban nén viéc tich
hop rat dé dang.

Hoan toan mién phi: Chi can tai vé, cai dit va st dung, khdng tén mot ddng
nao ca.

Kha ning mo rong tot: Logstash va Elasticsearch c6 thé chay trén nhiéu nat
nén hé théng ELK c6 kha ning mo rong rat tot. Khi c6 thém dich vu, thém
ngudi ding, mudn log nhiéu hon, ban chi viéc thém ndt cho Logstash va
Elasticsearch la xong.

Search va filter manh mé: Elasticsearch cho phép luu trir thdng tin kiéu
NoSQL, hd tro Full-Text Search nén viéc query rat dé dang va manh mé.
Cong dong st dung 16n, ¢6 nhiéu tai liéu huéng dan va hd trg, nén dé dang

tiép can.

M6 hinh trién khai tich hgp OSSEC va ELK Stack

Pau ra tiéu chuan cia hé thong phét hién xam nhap OSSEC la cac canh bao

dué6i dang cac dong log luu vao file, nhu biéu dién trén Hinh 2.5. G4i phan mém

OSSEC ciing ¢6 thanh phan hd tro giao dién web, nhung c6 tinh ning kha han ché va
khong hd tro phan tich chuyén sau log két qua [8][15]. Trong khi d6, ELK Stack 13

b cong cu cho phép thu thap, xir Iy va phan tich log chuyén sau véi nhiéu tinh nang

manh va kha ning hién thi, trinh bay phong phd. Do vay, viéc tich hgp ELK Stack

vé6i hé thong phat hién xam nhap OSSEC cho phép khai thac hiéu qua cac diém manh

cua ELK Stack, b tro hiéu qua cho OSSEC. Piéu nay gilp tao thanh mot hé thdng

xir Iy va phan tich log cho phéat hién bat thuong va nguy co an toan thong tin véi kha

nang quan Iy log véi khéi lwong 16n va cac tinh niang phan tich log chuyén sau va kha

nang hién thi log cling nhu két qua xir 1y da dang duéi nhiéu hinh thac khéac nhau.
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OSSEC Server

E
alerts via

) — syslog
_ log data
OSSEC Agents
1 queries
[} T g— log results

Web Browser

Hinh 2.7. M0 hinh tich hgp OSSEC va ELK [15]
Hinh 2.7 biéu di&n mé hinh tich hgp OSSEC va ELK [15]. Theo d6, dit li¢u

log va céc canh béo (alert) xuat ra tir OSSEC duoc xit Iy tiép nhu sau:

- Dt liéu log va cac canh béo (goi chung 1a log) duogc thu thap va xu ly boi
thanh phan Logstash. Tai day, log duoc 1am sach, chuan héa va chuyén sang
khau tiép theo.

- Dit liéu log sau chuan hoa dugc chuyén dén ElasticSearch quan Iy va lap
chi s6 phuc vu phan tich, tim kiém.

- Kibana la thanh phan cudi ciing trong hé théng cho phép phan tich log
chuyén sau va biéu dién log va két qua xu 1y dudi nhiéu dang khac nhau

(bao cdo, d6 thi, biéu dd,...).

2.5. Két luan chwong

Chuong 2 da trinh bay vé cac ky thuat xir Iy va phan tich log, bao gdm mé hinh

khéi quat cho xir Iy va phan tich log, van dé tién xir ly, chuan hoa log, cling nhu cac k¥

thuat phan tich log. Phan cudi chuong mé ta viéc xay dung mé hinh phan tich log dira
trén OSSEC két hop ELK Stack cho phat hién bat thuong va cac nguy co ATTT lam

co s& cho thir nghiém tai chuong 3.
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CHUONG 3. CAI PAT, THU NGHIEM VA PANH GIA

3.1. Méi trwong thir nghiém va mé hinh trién khai cai dit
3.1.1. Méi trwong va cong cu thir nghiém

Moi trudng thir nghiém st dung trong luan vin 13 hé théng mang mé phong

dwa trén phan mém 4o héa VMWare Professional 15. Cac phan mém va cong cu thir

nghiém bao gom:

Phan mém ao hda VMWare Professional 15: Tao moéi trudng ao hoa dé cai
dat cac may chu, may can giam sat trong hé thong.

Hé diéu hanh Ubuntu 16.04: Cai dat may chu cua hé théng chia OSSEC
server, ELK Stack va mét s6 cong cu cho tich hop.

Hé diéu hanh Windows 7: May tramk chay Windows 7 1a may duoc giam
sat 01.

Hé diéu hanh Windows Server 2008: May chu chay Windows 13 may duoc
gidm sat 02.

Bo phan mém Wazuh [16]: La gdi cong cu ma mé tich hop OSSEC va
Wazuh API, Wazuh application cho phép két ndi véi ELK Stack.

Filebeat la cong cu cho phép giam sat thu thap log.

Bo cong cu ELK Stack: La g6i phan mém xu ly va phan tich log, gom

ElasticSearch, Logstash va Kibana [12].

3.1.2. M6 hinh cai dat hé théng thiz nghiém

Hinh 3.1 biéu dién m6 hinh cai dat hé théng thir nghiém. Theo d6, hé thng

thir nghiém duoc trién khai cai dat gém 3 may nhu sau:

Cac may chay OSSEC agent la cac may duoc giam sat phat hién xam nhap,
bit thuong. Trén mdi may duoc cai dit mot OSSEC/Wazuh agent dé thuc
hién giam sét va thu thap dix liéu log trong hé thong va chuyén vé OSSEC
server. Hé thdng thar nghiém gém 2 may duoc gidm sat, mot may chay

Windows 7 va mot may chay Windows server 2008.
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- OSSEC/ELK Server: La may cha chay hé diéu hanh Ubuntu 16.04. Day 1a
may cha chinh cua hé théng cho cai dit OSSEC server, ELK Stack va
Wazuh API. C4c thanh phan dugc cai dit trén may chu nay gom:

+ OSSEC server thu thap log va céc dir liéu khac tir cac OSSEC agents, thuc
hién xu ly va phat hién.

+ Wazuh API 4 giao dién giao tiép giira OSSEC server va ELK Stack.

+ ELK Stack & bd cong cu xtr Iy va phan tich log két xuat tir OSSEC server.

OSSEC OSSEC
Agent 1 Agent 2
‘\‘ E/

OSSEC Server

g

Wazuh API

8

ELK Stack

OSSEC/ELK Server

Hinh 3.1. Md hinh cai dat hé thong ther nghiém
3.2. Trién khai cai @it h¢ thong thir nghiém
Do bd cong cu Wazuh da tich hgp OSSEC server va cdc cong cu quan ly vao
g6i phan mém Wazuh Manager, nén cac thanh phan thyc té can cai dat trén may cha
OSSEC/ELK Server bao gém: Wazuh Manager, Wazuh API, Filebeat va ELK Stack.
Filebeat la cong cu cho phép thu thap log trén ban than may chu OSSEC/ELK Server.
Thanh phan phai cai dat trén cac may tram/may duoc giam sat 1a Wazuh agent. Ban

chat cia Wazuh agent 14 OSSEC agent dugc dong goi trong goi phan mém Wazuh.
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3.2.1. Cai dat Wazuh Manager, Wazuh API va Filebeat
3.2.1.1. Thém thong tin géi phan mém Wazuh vao thw vién quan ly cia Ubuntu
- Cai dat cac cong cu hd tro curl, apt-transport-https va Isb-release:
# apt-get update
# apt-get install curl apt-transport-https lsb-
release gnupg?
- Cai dat khoa GPG:
# curl -s https://packages.wazuh.com/key/GPG-KEY-
WAZUH | apt-key add -
- Thém g6i phan mém Wazuh vao thu vién:
# echo "deb https://packages.wazuh.com/3.x/apt/
stable main" | tee -a
/etc/apt/sources.list.d/wazuh.list
- Cap nhat g6i phan mém:
# apt-get update
3.2.1.2. Cai dat Wazuh Manager
# apt-get install wazuh-manager
3.2.1.3. Cai dat Wazuh API
- Cai dat NodelS
# curl -sL https://deb.nodesource.com/setup 8.x |
bash -
# apt-get install nodejs
- Cai dat Wazuh API
# apt-get install wazuh-api
3.2.1.4. Cai dat Filebeat
- Cai dat thong tin Elastic vao thu vién va khoa GPG cua no:
# apt-get install curl apt-transport-https
# curl -s https://artifacts.elastic.co/GPG-KEY-

elasticsearch | apt-key add -
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# echo "deb
https://artifacts.elastic.co/packages/7.x/apt stable
main" | tee /etc/apt/sources.list.d/elastic-7.x.list
# apt-get update

Cai dat Filebeat

# apt—-get install filebeat=7.4.2

Tai file cdu hinh cua Filebeat tir kho luu trit cia Wazuh. File cdu hinh nay

cho phép chuyén cac canh bao tir OSSEC séang ElasticSearch:
# curl -so /etc/filebeat/filebeat.yml
https://raw.githubusercontent.com/wazuh/wazuh/v3.10.
2/extensions/filebeat/7.x/filebeat.yml
- Tai mau cinh bao cho ElasticSearch:
# curl -so /etc/filebeat/wazuh-template.json
https://raw.githubusercontent.com/wazuh/wazuh/v3.10.

2/extensions/elasticsearch/7.x/wazuh-template.json
- Tai mo6 dun Wazuh cho Filebeat:

# curl -s
https://packages.wazuh.com/3.x/filebeat/wazuh-
filebeat-0.1l.tar.gz | sudo tar -xvz -C

/usr/share/filebeat/module

- Sira tham sb output.elasticsearch.hosts trong file cau hinh cua Filebeat
letc/filebeat/filebeat.yml (192.168.186.130 la IP cua may chay

ElasticSearch):

output.elasticsearch.hosts:

['"http://192.168.186.130:9200"]
- Cai dat va chay Filebeat tu dong nhu mot dich vu:
# systemctl daemon-reload

# systemctl enable filebeat.service
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# systemctl start filebeat.service

3.2.2. Cai dat ELK Stack
Bo cong cu ELK Stack gdm 3 thanh phan 1a ElasticSearch, Logstash va
Kibana. Tuy nhién, do ELK Stack trong hé thong thir nghiém chi tiép nhan di liéu
log tir 1 hé théng OSSEC do Filebeat thu thap, nén dit liéu log tir OSSEC chuyén qua
Filebeat sang thang ElasticSearch, ma khéng can c6 Logstash. Trong truong hop ELK
Stack tiép nhan log tir nhiéu ngudn, hoic tir nhiéu hé théng OSSEC, Logstash duoc
sir dung dé tap trung dix liéu. Do vay, phan nay chi mé ta viéc cai dat ElasticSearch
va Kibana trong hé théng thir nghiém. Do ELK Stack dwgc viét bang Java, nén can
c6 may 4o Java 8 dugc cai dit, néu hé thdng chua c6 Java. Gia thiét hé thong da co
Java 8 duoc cai dat san.
3.2.2.1. Nap thong tin goi ELK va khoa GPG vao thw vién
# apt-get install curl apt-transport-https
# curl -s https://artifacts.elastic.co/GPG-KEY-
elasticsearch | apt-key add -
# echo "deb
https://artifacts.elastic.co/packages/7.x/apt stable
main" | tee /etc/apt/sources.list.d/elastic-7.x.list
# apt-get update
3.2.2.2. Cai dat ElasticSearch
Cai dat ElasticSearch

# apt-get install elasticsearch=7.4.2

Chinh swa tham s6 dia chi IP ling nghe trong file ciu hinh

letc/elasticsearch/elasticsearch.yml cua ElasticSearch:

network.host: 192.168.186.130

- Chinh sta tham sé tén nat va cluster khoi tao trong file cau hinh
/etc/elasticsearch/elasticsearch.yml cua ElasticSearch:

node.name: Ossec Server

cluster.initial master nodes: ["Ossec Server"]
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- Cai dat va chay ElasticSearch tu dong nhu mét dich vu:
# systemctl daemon-reload
# systemctl enable elasticsearch.service
# systemctl start elasticsearch.service
- Khi ElasticSearch da chay, nap mau dinh dang cua Filebeat:
# filebeat setup --index-management -E
setup.template.json.enabled=false
- Kiém tra trang thai hoat dong cua ElasticSearch
# curl http://192.168.186.130:9200
3.2.2.3. Cai dat Kibana
- Cai dat g6i Kibana
# apt-get install kibana=7.4.2
- Cai dat trinh mo rong Wazuh cho Kibana:
# sudo -u kibana /usr/share/kibana/bin/kibana-plugin
install
https://packages.wazuh.com/wazuhapp/wazuhapp-
3.10.2 7.4.2.zip
- Sira tham sb server.host trong file cau hinh /etc/kibana/kibana.yml cua
Kibana:
server.host: 192.168.186.130
- Sira tham s elasticsearch.hosts trong file cau hinh /etc/kibana/kibana.yml
cua Kibana:
elasticsearch.hosts: ["http://192.168.186.130:9200"]
- Cai dat va chay Kibana ty dong nhu mot dich vu:
systemctl daemon-reload

systemctl enable kibana.service

H  H

systemctl start kibana.service
- Kiém tra trang thai hoat dong cua Kibana
# curl http://192.168.186.130:5601
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Cai dat Wazuh agent trén cdc may dwoc giam sat

Trén mdi may duoc gidm Sét, can tai, cai dit va dang ky wazuh agent véi hé

- Tai wazuh agent: tai agent cho Windows tur dia chi URL
https://packages.wazuh.com/3.x/windows/wazuh-agent-3.10.2-1.msi

- Caidat:

+ Cai dat thong qua giao dién sir dung Windows Explorer

+ Cat dat qua cira s6 1énh CMD: msiexec.exe wazuh-agent-3.10.2-1.msi

- Sir dung lénh va cac chirc ning ctia /var/ossec/bin/manage agents dé thém
va sinh chudi xac thyc cho mai agent:

+ Thém mot agent (tén, dia chi IP)

+ Tao chudi xac thuc cho agent do

+ Nap dia chi IP caia Wazuh Manager (192.168.186.130) va chudi xac thuc
vao cac 6 Manager IP va Authentication key, bam Save va menu Manage /
Restart dé khoi dong lai agent trong giao dién quan Iy cia agent, nhu biéu
dién trén Hinh 3.2.

4 Wazuh Agent Manager @
Manage View Help

Wazuh w3.9.0
Agent: Auth key not imported. [0] - O

Statuz: Require import of authentication key.
- Mot Running

b anager P |1 002017

Authentication key: |<insert_auth_key_here>

Save | Refresh |

https://wazuh.com Revision 3904

Hinh 3.2. Giao dién quan Iy, dang ky Wazuh agent voi Wazuh Manager

3.3. Thir nghiém va két qua
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Sau khi hoan thanh cai dat va cau hinh xong céc thanh phan cua hé théng nhu

mo ta trong Muc 3.2, muc nay thir nghiém moét sé tinh ning thu thap, xir Iy va phéat

hién céc bat thuong trong hé théng thir nghiém. Cu thé, cac tinh ning da thir nghiém

bao gom:

Quan ly hé théng

3.3.2. Két qud

Cong cu cho nha phat trién

Quan ly va hién thi théng tin tir cac agent

Hién thi man hinh téng hop céc su kién an ninh va giam sat toan ven file

Muc nay trinh bay mét sé giao dién hé thdng 1a két qua céac thur nghiém cac

noi dung da trinh bay & Muc 3.3.1.

B ¥wazUH

[T Overview & Management D Agents

Total agents

2

Security events E

Browse through your
security alerts,
identifying issues and
threats in your
environment.

ol

Vulnerabilities

Discover what
applications in your
environment are affected
by well-known
vulnerabilities.

>_ Dev tools

Active agents

2

SECURITY INFORMATION MANAGEMENT

Integrity monitoring

Alerts related to file
changes, including
permissions, content,
ownership and
attributes

THREAT DETECTION AND RESPONSE

Disconnected agents MNevar connected agents

0

AUDITING AND POLICY MONITORING

6‘!’ ) Lo

il K Palicy monitoring
Werify that your systems
are configured according
to your security policies
baseline.

[OVve]
-

REGULATORY COMPLIANCE

PCIDSS

Global security standard
for entities that process,
store or transmit
payment cardholder
data.

+ Ossec-Server — wazuh-aleris-3.x-~
System auditing
Audit users behavior,
monitoring command
execution and alerting
on access to critical files

i}

GDPR

General Data Protection
Regulation (GDPR) sets
guidelines for processing
of personal data.

@

&

Hinh 3.3. Giao dién tong hop ciia Wazuh OSSEC-ELK
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Security events

# Search

&3

Alert level evolution

2,500
2,000

1,500

Count

1,000

03.00

managername: Ossec-Server

06:00

Integrity monitaring

KaL

+ Add filter

Total

2,646 2

09:00 1200 1500
timestamp per 30 minutes

18:00 21:00

B~

Level 12 or above alerts

Today

Authentication failure

0
Alerts

2,500
2,000

1,500

Alerts

1,000

03:.00 06:00

Authentication success

Show dates | Refresh

33

09:00 1200 15:00
timestamp per 30 minutes

18:00 21:00

Hinh 3.4. Téng hop cac su kién an ninh

Top 5 agents Ve Top 5 rule groups v
@ Windows8Server @ ossec
" @ WindowsT “ @ syscheck
@ Ossec-Server @ windows
@sca
@ windows_security
Hinh 3.5. Cac si kign an ninh thu thgp te top 5 agent va
top 5 nhom ludr dwoc kich hoat
Alerts summary

Rule ID Description Level Count »
550 Integrity checksum changed. 7 2,428
554 File added to the system 5 25
51104 Service startup type was changed 3 18
650108 Windows Logon Success 3 16
5501 PAM: Login session opened. 3 10
60137 Windows User Logoff 3 5]
5502 PAM: Login session closed 3 5]
60775 SessionEnv was unavailable to handle a notification event 5 5
50118 Windows Workstation Logon Success 3 5
533 Listened ports status (netstat) changed {new port opened or closed). 7 5

Hinh 3.6. Téng hop cé&c canh béo an ninh
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Security events Integrity monitoring
# v | Search KaL ~ | Today Show dates ©| Refresh
{E} managername: Ossec-Server  rule groups: syscheck  + Add filter
Alerts by action cver time |
@ modified
@ deleted
2,000
@ added
1,500
< |
g |
1,000
500
0 . —
03:00 06:00 09:00 12:00 15:00 18:00 21:00
— timestamp per 30 minutes
~ A -7 7 - N N .
Hinh 3.7. Tong hop gidm sat tinh toan ven cua file
Top 5 agents e Events summary
@ Windows8Server 3.000 @ Aleris
@ Windows?
@ Ossec-Server @ 2,000
' -
4
1,000
0 - —
03:00 06:00 09:00 12:00 15:00 18:00 21:00
—_ — timestamp per 30 minutes
Rule distnbution e Actions e Top 5 users
@ Integrity checksum chang. @ modified
Agent ID Agent name
! @ File added to the system. @ added
@ File deleted. @ deleted 000 Ossec-Server
001 Windows7
002 Windows8Server

Hinh 3.8. Giam sét tinh toan ven cua file chia theo agent



47

Alerts summary
Agent Path Action Count »
Ossec-Server letc/cups/subscriptions.conf.O modified 3
Ossec-Server fetc/cups/subscriptions.conf modified 3
Windows7 HKEY _LOCAL MACHINE\System\CurrentControlSet\Services\VSS\DiagWolSnap modified 3
Windows7 HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\LanmanServer\Parameters modified 3
Ossec-Server /boot/grub/grubenv modified 2
Windows? HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\imssmbios\Data modified 2
Windows? HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services'VSS\Diag\SPP modified 2
Windows7 HKEY_LOCAL_MACHINE\Security\SAM\Domains\Account modified 2
Windows83erver HKEY_LOCAL_MACHINE\Security\SAM\Domains\Account modified 2
Windows7 HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services'VSS\Diagi\Lovelace added 1

Hinh 3.9. Tong hop cac canh b&o gidm sat toan ven file
B $wazuH ©

[fi: Overview (& Management [ Agents >_ Dev tools

ADMINISTRATION

Ei%f Ruleset {é} Groups

Manage your

Manage your
Wazuh cluster gey

agent groups.
ruleset. gent group

q-P Configuration

Manage your
Wazuh cluster
configuration.

B

¥r Ossec-Server — wazuh-alerts-3.x-*

STATUS AND REPORTS

'v) Status 8]
— Cluster
Manage your eee
Wazuh cluster Visualize your
Wazuh cluster.
status.
]
=| Reportin
Logs P g
Check your

Logs from your

stored Wazuh
Wazuh cluster.

reports.

3

Hinh 3.10. Man hinh qudn Iy hé thong Management
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IManagement / Status

Status Laogs Cluster

@ ossec-agentlessd
@ ossec-monitord @ ossec-execd
@ ossec-remoted

@ wazuh-db

Total agents

2

= Manager information

Reporting

@ ossec-analysisd

@ ossec-reportd

Active

2

@ ossec-integratord

@ ossec-syscheckd

Version v3.10.2
Compilation Mon Sep 23 14:17:15 UTC 2019
date

Installation path/var/ossec

Installation type server

n e Liimnii dannn

@ ossec-authd

Disconnected

Mever connacted

0 0

[ Last registered agent

@ ossec-csyslogd
@ ossec-logeollector

@ wazuh-clusterd

2 Restart manager

Agents coverage

Name Windows7

D 001

Status Active

IP Address 192.168.186.131
Date add 2019/12/10 14:35:01

@ ossec-dbd
@ ossec-maild

@ wazuh-modulesd

100.00%

Hinh 3.11. Trang thai hé thang

IManagement / Ruleset

Rules Decoders Lists
Q) Filter rules...
Manage rules files
ID Description
1 Generic template for all syslog rules.

2 Generic template for all firewall rules.

3 Generic template for all ids rules.

4 Generic template for all web rules

5 Generic template for all web proxy ...

5] Generic template for all windaws ru. ..

7 Generic template for all ossec rules.
200 Grouping of wazuh rules.

2856 items (0.93 seconds)

Groups PCI
syslog -
firewall -
ids -
web-log -
squid -
windo... -
ossec -

wazuh -

GDPR HIPAA NIST800-53 Level

File

0010-rules_confi...
0010-rules_confi...
0010-rules_confi...
0010-rules_confi__
0010-rules_confi...
0010-rules_confi...
0010-rules_confi...

0016-wazuh_rul...

1 2 3 4 5 >

¢ (]

X Custom rules

e

ruleset/...

Path

ruleset/...
ruleset/...
ruleset/
ruleset/...
ruleset/...
ruleset/...

ruleset/...

Last

Hinh 3.12. Tdp lugt dung san ciia OSSEC
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IManagement/ Logs

Status Logs Cluster Reporting

All daemans - All log levels

Q Filter logs...

2019/12/11
2019/12/11
2019/12/11
2019/12/11
2019/12/11
2019/12/11
2019/12/11
2019/12/11
2919/12/11
2019/12/11
2919/12/11
2019/12/11
2919/12/11
2019/12/11
2919/12/11
2019/12/11
2019/12/11
2019/12/11

15:82:55
15:80:54
14:58:47
14:56:46
14:54:46
14:52:45
14:50:39
14:48:38
14:46:29
14:44:28
14:42:22
14:48:21
14:38:13
14:36:12
14:34:85
14:32:84
14:29:39
14:27:38

ossec-rootcheck
ossec-rootcheck
ossec-rootcheck
ossec-rootcheck
ossec-rootcheck
ossec-rootcheck
ossec-rootcheck
ossec-rootcheck
ossec-rootcheck
ossec-rootcheck
ossec-rootcheck
ossec-rootcheck
ossec-rootcheck
ossec-rootcheck
ossec-rootcheck
ossec-rootcheck
ossec-rootcheck
ossec-rootcheck

[Ea I o RN R R Wy I R WY I W I )

el el el el el el =
CO o~ o R @

hd

INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFQO:
INFO:
INFO:
INFO:
INFO:
INFO:

X Descending sort

Starting rootcheck scan.
Ending rootcheck scan.
Starting rootcheck scan.
Ending rootcheck scan.
Starting rootcheck scan.
Ending rootcheck scan.
Starting rootcheck scan.
Ending rootcheck scan.
Starting rootcheck scan.
Ending rootcheck scan.
Starting rootcheck scan.
Ending rootcheck scan.
Starting rootcheck scan.
Ending rootcheck scan.
Starting rootcheck scan.
Ending rootcheck scan.
Starting rootcheck scan.
Ending rootcheck scan.

Search ] [ > Play realtime

Hinh 3.13. Hién thj log thu thap hé tro hién th; theo thoi gian thyc

8\ JAZUH

[T Overview & Management  [J Agents  >_ Dev tools
Q Status &3 Details
[ Active Active Disconnectad Never connectad
I Disconnected 2 0 0
I Mever connected
Last registered agent Maost active agent
Windows7 Windows8Server
Q, Add filter or search
(P Add new agent
ID- Name -~ IP - Status = Group - OS5 name OS5 version = Version
001 Wind... 1. Active default  Microsoft... 6.1.7601 Wazuh ...
002 Wind... 1... Active default  Microsoft... 6.0.6002 Wazuh ...

2 items (0.56 seconds)

Registration date
2019/12/10 14:35:..

1970/01/01 07:00:...

&)

#r Ossec-Server — wazuh-alerts-3.x-* {@3

Agents coverage

100.00%

Last keep alive

2019/12/11 15:...

2019M12/11 15:...

& Refresh

Actidhs
(GEN
@2,

Hinh 3.14. Giao dién hién thi va quan ly cac agent
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Add a new agent

o Choose your OS

‘ Red Hat/ Cent03S H Debian / Ubuntu

‘ Windows ‘ ‘ MacOs

a Wazuh server address

Server address...

o Complete the installation

Hinh 3.15. Ho tro thém agent
Agents / Windows7 (001) / Security evenls @ Active i Dashboard

Security events Integrity monitoring Inventory data

# ~  Search KaL ~ | Today Show dates C Refresh

€§3 managername: Ossec-Server || agent.id: 001 + Add filter

o 101 hits
Dec 11, 2019 @ 00:00:00.000 - Dec 11, 2019 @ 23:59:59.999 — | Auto v

~H —

0300 0600 0800 12:00 15:00
timestamp per 30 minutes

18.00 21:.00

Time - _source

> Dec 11, 2019 @ 15:61:59.948  apent.id: €91 manager.name: Ossec-Server
syscheck.path: HKEY_LOCAL_MACHINE‘\System\CurrentControlSet\Services\VS$\Diag\VolSnap
syscheck.shal_after: cf@1f77481413c4bf911867681148b658388cd3c
syscheck.mds_before: ee3a6f7889411557d6681d2be491ba1l syscheck.event: modified
syscheck .md5_after: &fffaffe7b169c27decn8do7besTo6cl

Hinh 3.16. Cac su kién an ninh tir agent s6 001
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# v | Search KaL ~ | Today
83 — managername: Ossec-Server || rule.groups: syscheck || agentid: 001 + Add filter
Mast active users Y Actions e Events
20
15
-
ed (35.56%) S0
Q
5
modified (64
0
rang (100%)
Files added e Files modified o

7N\

\_/

@ HKEY_LOGAL MACHIN...

©® HKEY_LOGAL_MACHIN.

@ HKEY_LOCAL_MACHIM. ..
@ HKEY_LOCAL MACHIN...

@ HKEY_LOGAL_MACHIN....

@ HKEY_LOCAL MACHIN...

’
O

@ HKEY_LOCAL_MACHIN. .
© HKEY_LOCAL_MACHIN...
@ HKEY_LOCAL_MACHIN...

@HKEY_LOCAL MACHIN...

06:00  12:00

timestamp per 30 minutes

Files deleted

Mo results found

Show dates G Refresh
P Runscan £ Show files
Ve
@ modified
@ added
Ve

Hinh 3.17. Giam sét tinh toan ven file tzr agent 001

Agents / WindowsT (001)/ Inventory data

Security events

Integrity monitoring

Cores:  Memory: 599.48  Arch:
2 MB 86 64
+= Network interfaces
Name «J MAC State
Local Area 00:0C:29BB o
Comnection  :69:7F P
Local Al
Cooiiec::n* 00:00:00:00: ® down
9 00:00:00:E0
isatap.
{23ADTT18-
3CD5-4707-  00:00:00:00: ® down
9CD8- 00:00:00:E0
57253A63A
D13}

® Aclive

Inventory data

O3 Microsoft Windows 7 Ultimate

€.1.7601

1500

1280

1280

Type

ethemnet

tunnel

tunnel

CPU: Intel(R) Core(TM) i7-3537TU CPU @  Last scan: 2018/12/1

2.00GHz

[ Network
Process «J»

System

System

System
Isass.exe
Isass.exe
services.exe
services.exe
svchostexe

svchostexe

ports

Local IP Local port

0.0.0.0 445

192.168.186.

131 139
445

0.0.0.0 49157
49157

0.0.0.0 49155
49155

0.0.0.0 135

0.0.0.0 49153

22:02:13

State

listening

listening

listening

listening

listening

listening

listening

listening

listening

L8]

Protocol

tcp
tcp

tcps
tcp
tcp6
tcp
tcps
tcp

tcp

Hinh 3.18. Giam sat su dung tai nguyén trén may chay agent 001
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Agents / Windows8Server (002) / Security events @ Active

Security events Integrity monitoring Inventory data

# ~ | Search KQL

@

manager.name: Ossec-Server || agentid: 002 | + Add filter

Total

2,502 0

Level 12 or above alerts

~ | Today Show dates

Authentication success

7

Authentication failure

3

Alert groups evolution & Alerts
S5.000 @ ossec 2500 @3
@ syscheck a7
4,000 @sca 2,000 L5
@ windows @9
w 3.000 @ windows_application I 1.500
g @ windows_security g
2000 @ autheniication_success 1.000
@ win_authentication_failed
1,000 500
@ windows_systempalicy_c...
N _ @ time_changed 0 Ll _
03:00 06:00 08:00 12:00 1500 71800 21:00 03:00 06:00 09:00 12:00 1500 18:00 21:00
— timestamp per 30 minutes — timestamp per 30 minutes
‘ -z z A < z
Hinh 3.19. Giam sat tong hop tur may chay agent 002
[ Overview @ Management  [JAgents  >_ Devtools
Console
1 GET /fagents?status=Active 1 {
2 2 "error": @,
3 #Example comment = 3 "data": {
4 GET /manager/info > 4 "path": "/var/ossec”,
5 5 "version": "v3.10.2",
6 GET /fsyscollector/@8e/packages?search=ssh 6 "compilation_date”: "Mon Sep 23 14:17:15 UTC 2@18",
v 7| 7 "type": "server”,
g "limit": 5 2 "max_agents": "14@8@",
9} 9 "openssl_support”: "yes",
18 18 "ruleset_version”: “31887",
11 GET /syscollector/@ee/packages?search=mysql 11 "tz_offset™: “"+87@0",
* 12| { 12 "tz_name”: "+87",
13 "limit": 5 13 "name": "Ossec-Server”,
14|} * 14 "cluster”: {
15 15 "enabled": "no",
16 16 "running”: "no",
1 17 "nama": “wazuh",
18 "node_name": "nodedl”,
19 "node_type": "master”
28 1
21/ 3}
22|}

Hinh 3.20. Giao dién hé tro phét trién — truc tiép chay céc Iénh giam sat

3.3.3. Nhdn xét

Tir cac thir nghiém tinh nang va cac két qua mo ta trong cac myc 3.3.1va 3.3.2

rat ra mot sé nhat xét sau:
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- Hé thdng thu thap, xt ly va phan tich log cho phép phat hién bét thuong va
nguy co an toan thong tin dya trén su tich hgp cua OSSEC va ELK Stack
c6 kha ning van hanh tét, cung cép cac tinh ning hitu ich cho ngudi quan
tri va nguoi dung théng thuong. Cu thé:

+ Giao dién quan tri va hién thi dep, d& sir dung va van hanh;

+ Céc thong tin vé log va két qua phan tich, xir Iy duoc biéu dién theo nhiéu
dang truc quan va phong phd;

+ Hé thong hd tro cac tinh nang quan tri don gian va hiéu qua théng qua giao
dién web than thién ciia Kibana, nhu quan trj tap luat, nhém, chudi va tung
agent.

- Hé thdng c6 kha ning mé rong tot:

+ D& dang thém méi hoic loai bo cac agent trén cac may can giam sat;

+ C6 kha ning mé rong thanh chudi giam sat thdng qua nhiéu may cha
OSSEC két néi véi ELK Stack.

- Hé théng hoan toan m& mé va mién phi nén rat thich hop cho trién khai tai
céc co quan, don vi ¢6 ngudn kinh phi han ché.

3.4. Két luan chwong

Chuong 3 d trinh bay qué trinh thir nghiém trién khai cai dat thir nghiém hé
théng xir Iy va phan tich log truy nhap cho phét hién cac bat thuong va nguy co an
toan thdng tin dya trén viéc tich hop hé théng phét hién xam nhap OSSEC va b cong
cu xur ly phan tich log ELK. Cac két qua ban dau cho thay hé thng tich hop van hanh
on dinh, cd kha niang giam sét va phat hién cac bat thuong va nguy co ATTT, ciing
nhu hd tro cac tinh ning quan tri don gian va hién thi dir liéu, két qua da dang, c6

tinh biéu dién cao.
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KET LUAN

Céc két qua dat dwoc:

Luén van ndy tap trung nghién ciu vé thu thap, xu ly, phan tich log truy

cap, phuc vu phéat hién cac hanh vi bat thuong va nguy co mat an toan thoéng tin

trong cac hé thng mang. Cac noi dung di thuc hién trong luan van bao gdbm:

Trinh bay khai quat vé log truy nhap, cac dang log truy nhap, van dé
thu thap, xt ly va phan tich log truy nhap, cling nhu trng dung cua no.
M6 ta mot s6 nén tang va céng cu xur ly va phan tich log truy nhap, tur
d6 rat ra so sanh, danh gia dé tim ra mé hinh trién khai pht hop.
Trinh bay md hinh xir Iy va phan tich log khai quat, van dé tién xir ly
va chuan hoa log va cac ky thuat phan tich log.

Xay dung, cai dat va thir nghiém thanh cong mé hinh phan tich log
dua trén OSSEC két hop ELK Stack cho phét hién bat thuong va cac
nguy co ATTT trén hé théng mang mé phong.

Hwéng phat trién:

Luan vian c6 thé duoc phét trién theo cac hudng sau:

Trién khai thir nghiém mé hinh phan tich log dua trén OSSEC két hop
ELK Stack cho phat hién bat thuong va cac nguy co ATTT trén hé
théng mang thuc.

Xay dung va bo sung thém céc luat giam sét, phat hién bat thuong va
cac nguy co ATTT, dam bao kha ning phat hién kip thoi cac bat
thuong va nguy co ATTT.
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