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MO PAU
1. Ly do chon d@é tai

Trong cudc cach mang cong nghi¢p 4.0, Internet ciia van vat (Internet of
Things - IoT) la mot xu huéng céng nghé méi dang dugc phat trién rat manh mé& 1am
thay doi cach séng va cach lam viéc ciia con ngudi. Tuy nhién, cang nhiéu thiét bi
dugc két ndi voi nhau dé chia sé thong tin thi dong nghia véi viée cang xuat hién
thém nhiéu 15 hé)ng bao mat de doa sy an toan ctia chinh céc thiét bi IoT. Bén canh
d6, nhiéu chuyén gia an ninh mang danh gia cac cudc tin cong mang vao cac thiét bi
IoT s& dé lai hau qua nghiém trong hon so v&i cac cudc tan cong vao hé thong may
tinh thong thudng. Theo s6 lidu tinh dén dau nam 2018 cta Kaspersky Lab cho biét
téng s6 mau phﬁn mém doc hai nham dén cac thiét bi IoT duoc ho phat hién da 1én
té1 hon 7.000, trong d6 hon mot nura xuét hién chi trong nam 2017. Hau hét cac cude
tan cong nham vao may ghi hinh k¥ thuat s6 hodc may quay IP (chiém 63%), va 20%
1a vao céac thiét bi mang, gém router, modem ... Khoang 1% muc ti€u la cac thiét bi

quen thudc nhat ctia nguodi diung nhu may in va thiét bi gia dinh théng minh khac[18].

Céac ma doc noi chung va ma doc trén cac thiét bi IoT noi riéng déu co rat
nhiéu bién thé vi vy viéc phat hién rat khé khan. Viéc thu thap ma doc da va dang
duoc thyc hién thong qua cac hé théng HoneyPot cho cac thiét bi IoT nhu IoTPot,
Detux... Tuy nhién, viéc thu thap cac tép tin lanh tinh dé tir d6 ap dung cac thuat toan
hoc may nham phan biét, phat hién cac tép tin ma doc lai chua co nhiéu. Dé thuc hién
viéc phan biét gilra cac tép tin ma ddc va lanh tinh trong diéu kién sb luong t€p tin
gitra hai 16p ma ddc/lanh tinh chénh I¢ch 16n thi viéc st dung cac thuét todn hoc may
1 16p tré nén can thiét. Thuat toan One-class SVM di duoc ing dung nhiéu vao cac
bai toadn phan 16p ma doc va cling da dugc chirng minh ¢6 hi¢u qua trong vi¢c phat
hién cac ma doc thong thudng. Tir Iy d6 va thuc tién ddm bao an ninh mang cho cac
thiét bj [oT em d¢ xuat dé tai luan vin: “Ung dung thuét toan One-class SVM trong
phat hi¢n botnet trén cac thiét bi IoT”.

2. Tong quan veé van de nghién ctru



Hién nay, trén thé giéi dd c6 nhiéu cdng trinh nghién ctru vé botnet trén cac
thiét bi IoT, trong d6 dién hinh 13 cong trinh nghién ctru ciia nhém tac gia Vitor Hugo
Bezerra va c4c thanh vién cong bd vao nim 2018, véi tiéu dé: One-class Classification
to Detect Botnets in lot a devices. Trong céng trinh nghién ctru nay nhom tac gia da
xay dung mo hinh phat hién botnet va chay thir nghiém trén thiét thi Rasperrypi, cac
budce tién hanh nhu sau: cai dat cong cu thu thap dir li€u trén thiét bi [oT; thu thap dir
liéu; chuan hoa dit liéu thu thap; trich xuét dic trung; training model; van hanh tha
nghiém. Cac két qua dat dugc rat kha quan, tuy nhién tap dataset cia nhom tac gia
chi ¢6 cac mau ma doc, khong c6 cac mau sach nén tap dataset bi 1éch dan dén két
qua nhan dién khong dugc cao. Bén canh do tac gia chi moi thir nghi€ém mo hinh trén

thiét bi Raspberry pi.

Tai Hoi thao quéc gia lan the XX: Mot s6 van dé chon loc cia Cong nghé
thong tin va truyén thong nam 2017 dién ra tai Quy Nhon, nhom tac gia Lé Hai Viét
va cac thanh vién da cong bd bai bao: Xay dung mo hinh phat hién ma doc trén thiét
bi dinh tuyén bang tac tir. Trong bai bao nay, nhdm tac gia mai chi dé xuat giai phap

phat hién botnet trong céc thiét bj router ma chwa dé cap dén cac thiét bi IoT khac.
3. Muc dich nghién ciru

X4y dung va thtr nghiém mé hinh phat hién botnet trén cac thiét bj IoT bang
thuat toan One-class SVM.

4. P6i twong va pham vi nghién ctru

Poi twong nghién ctru:

- Thuat toan one-class, SVM, one-class SVM;
- Céc thiét bi ToT;

- Botnet trén cac thiét bj [oT.

Pham vi nghién ciru:



- Hién nay, c6 rat nhiéu ching loai thiét bj IoT, tuy nhién, trong pham vi nghién
clru ctia dé tai nay chi tap trung vao cac thiét bi IoT dan dung. Cac thuat toan hoc may
s& str dung dic trung System-call Graph véi bo dit liéu tir bo IoTPot gdm 4000 mau

IoT botnet va thu thap thém tir cac ngudn khac nhu: Virusshare, ...
5. Phuwong phap nghién ciru

- Phuong phap nghién ciru 1y thuyét: Poc va phan tich tai liéu vé cac thuat todn

hoc may;

- Phuong phép thuc nghiém: Xay dung va thir nghiém mo hinh ap dung thuat

toan one-class SVM trong phét hién botnet trén céc thiét bi [oT.
6. Noi dung
CAu trac cua luan van sé& bao gém 3 chuong, cu thé nhu sau:

CHUONG 1: TONG QUAN VE MA PQC IOT BOTNET VA CAC BIEN
PHAP PHAT HIEN

Chuong nay sé& trinh bay kién thirc tong quan vé cac thuat toan hoc may: one-

class; SVM; one-class SVM va trinh bay vé phat hién botnet trong cac thiét bi IoT.
CHUONG 2: XAY DUNG MO HINH PHAT HIEN IOT BOTNET

Chuong nay trinh bay vé viée ap dung thuat toan hoc may one-class SVM vao

trong viéc xay dung mo hinh phat hién botnet trong cac thiét bj IoT.
CHUONG 3: THU NGHIEM VA PANH GIA

Chuong nay trinh bay vé cac budce cai dit mo hinh, thir nghiém, tur két qua thu

dugc dua ra nhirng nhan xét, danh gia.



CHUONG 1: TONG QUAN MA PQC 10T BOTNET VA
CAC BIEN PHAP PHAT HIEN

1.1. Téong quan vé ma dgc loT Botnet

1.1.1. Téng quan vé thiét bi 10T dan dung

Céc thiét bi IoT dan dung hién nay phan 16n bao gdm céc thiét bi dinh tuyén,
IP Camera va céc thiét bi Smartbox-TV. Phan 16n céc thiét bi ndy cé cau triic phan
cimg va phan mém twong ty nhau nén trong phan nay, tac gia lua chon trinh bay chi
tiét vé kién trac cua thiét bi dinh tuyén.

Thiét bi dinh tuyén (router) 14 thiét bi mang 16p 3 ctia mo hinh OSI (Network
Layer) duoc str dung trong viéc lién két giita hai hodc nhiéu mang may tinh lai véi
nhau nham chuyén cac goi dir li€u gitra cac thiét bi mang. Céu trac ciia mot thiét bi

dinh tuyén duoc mé ta qua hinh 1.1 va gdm céc thanh phan chinh nhu sau:

CPU

NVRAM
Bus
m Interface &

Hinh 1.1. C4u tric ciia mjt thiét bi dinh tuyén

(Ngudn: Internet)
- CPU: biéu khién moi hoat dong cua bo dinh tuyén trén co so cac hé théng

chuong trinh thyc thi ctia hé diéu hanh.



- ROM: Chtra cac chuong trinh ty dong kiém tra va c6 thé c6 thanh phan co
béan nhat sao cho bd dinh tuyén c6 thé thuc thi duge mot sd hoat dong tbi thiéu ngay

ca khi khong c6 hé didu hanh hay hé diéu hanh b hong.

- RAM: Cap phat viing nhé cho cac qué trinh nhu: luu trit cac bang dinh tuyén,
cac vung dém, tap tin cAu hinh khi chay, cac thong s6 dam bao hoat dong cua bd dinh

tuyén.

- FLASH: L& thiét bj nhd c6 kha ning ghi va xo6a, khong mat dir liéu khi mat
nguén. Thong thuong, firmware ctia bo dinh tuyén dugc luu trtr ¢ day. Tuy thudc cac
thiét bi dinh tuyén khac nhau ma hé diéu hanh s& dugc chay truc tiép tir Flash hay
duogc tai 1én RAM trude khi chay. Tép tin cau hinh ciing c6 thé dugc luu trit trong

Flash.

- NVRAM (None-Volatile RAM): C6 chtrc nang twong tu nhu FLASH nhung
v6i kha nang luu trit it hon. NVRAM thudng chira tip tin cau hinh cia thiét bi dé
dam bao khi khdi dong, cau hinh mic dinh ciia Thiét bi dinh tuyén s& duoc ty dong

nap vé dung trang thai da luu gitr.

Trén cac thiét bi [oT dan dung nhu thiét bi dinh tuyén, IP Camera thi firmware
dua trén nén hé diéu hanh nhan Linux dugc sir dung pho bién va rong rii. Theo nghién
cuu cua Andrei Costin va cdng su trén 32.356 firmware thi ti 1€ dua trén nén tang

Linux 1én t61 86%.
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Hinh 1.2. Nén tang h¢ diéu hanh pho bién trén cac thiét bi dinh tuyén
(Ngudn: Andrei Costin)



Cau trac cua firmware rat da dang, phu thudc vao churc nang va thiét ké cua

tirng nha san xuat. Cac firmware c6 thé duoc chia thanh cac ki€u nhu sau:

- Integrated (apps + OS-as-a-lib): Pay 1a mot ban firmware khong ddy du, cac
chtrc ning va hé diéu hanh dwoc xdy dung nhu mot thu vién chtr khong c6 day du cac

thanh phan can thiét nhu trong ban Full-blown.

- Partial updates (apps or libs or resources or support): Loai firmware nay chi

chtra cac tap tin dung trong viéc cap nhat cho ban firmware cin nang cap.
1.1.2. Téng quan vé ma dgc Botnet trén thiét bj 10T dan dung

Dua trén cac nghién ctru cua Kishore, Costin[11][12][13] va cong su cac loai

mi doc botnet trén cac thiét bi IoT dan dung c6 céc loai sau day:

- Linux.Hydra: La ma doc dau tién lay nhiém trén céc thiét bi IoT (goi tat 13
ma ddc [oT). Linux.Hydra xuat hién vao nam 2008, & dang ma nguén mé nhim muc
dich tan cong cac thiét bi dva trén nén tang kién trac MIPS. Pha thuc hién khai thac
ctia Linux.Hydra dua trén tin cong tir dién vao cac thiét bi dinh tuyén D-Link c6 15
hong vé xac thyc. Khi 1y nhiém thiét bi thanh cong, ma doc Linux.Hydra s& bién
thiét bi tré thanh mot phén trong mang botnet dyua trén IRC, nhung chi thuc hién tan
cong SYN Flood. Mic du nhiéu nghién ciru da chi ra rang Linux.Hydra c6 kha ning
tan cong UDP Flood, nhung ma ngudn dugc cong bo thi khong cho thay kha ning
nay.

- PsybOt: Tuong tu nhu ma doc Linux.Hydra, ma ddc PsybOt dugc phat hién
lay nhidm trén cac thiét bi dinh tuyén, modem DSL c¢6 vi xir Iy MIPS litteendian chay
firmware Mipsel Linux vao nam 2009 boi nha nghién ctru bdo mat Terry Baume
ngudi Uc. PsybOt dd 1ay nhiém hon 100.000 thiét bi va hoat dong dua trén co ché
nhan Iénh tir may chi C&C qua giao thirc IRC. Phuong thirc chinh dé lay nhiém thiét
bi IoT ctia PsybOt 1a str dung truy cap Telnet va SSH bang cach tin cong vét can cac
kha ning ding nhap voi danh sach tai khoan duoc dinh nghia trude gdm 6.000 tén

dang nhap va 13.000 mat khau. Sau khi 1ay nhiém, PsyOt s& chin truy cp thiét bi



dinh tuyén qua mot s6 cong TCP nhu 22, 23, 80. Ma doc Psyb0t va c6 kha ning thuc
hién tan cong UDP Flood, ICMP Flood.

- Chuck Norris: Ngay khi mi doc botnet PsybOt duoc tao ra, mot mau ma doc
mo1 da duge phat trién va tré thanh d6i tha canh tranh trong nam 2010, dugc goi la
mi doc Chuck Norris. Ma doc nay c6 rat nhidu diém tuwong déng véi ma doc PsybOt,
vi thé day co thé 1a ma doc tién hoa cua PsybOt. Kha ning tin cong tir chdi dich vu
béng cac k¥ thuat UDP Flood, ACK Flood, SYN Flood. Ma doc Chuck Noris la mdt
loai ma doc IRC bot duoc phat hién 1ay nhiém thiét bi dinh tuyén va modem DLS.

- Tsunami/Kaiten: Tsunami con cé thé thyc hién tin cong bang mot s6 ki
thuat phurc tap nhu HTTP Layer 7 Flood, TCP XMASS. Ma doc Tsunami la ma doc
IRC bot, hd trg viée thuc hién nhiéu cau 1énh va chinh sta thong tin c4u hinh may
cht DNS trén thiét bi da l1ay nhiém khién cho luu luong tir thiét bi IoT duoc chuyén
huéng téi may chu diéu khién ciia ké tan cong. Tiy thudc vao cac bién thé cua ma
ddc ma nd c6 thé chinh sira vi tri luu trit cac tap tin /etc/init.d/rc.local nham ty dong
thyc thi nhitng tip tin ma doc mdi khi ngudi dung ding nhap hodc tai thu muc
Jetc/re.d/re.local dé dam bao cac tap tin thyc thi khi hé théng khéi dong. Mot khi da
cai dat thi ma doc Tsunami s€ tham gia vao mot kénh trao doi thong tin IRC da duoc
nhing trong ma ngudn cta mi doc dé nhan cac chi thi ciia ké tan cong tir xa. Bén
canh kha nang thuc hién tan cong tu chdi dich vu, ma doc co thé ngét tién trinh, tai

va thuec thi cac tap tin, gid mao dia chi [P cta nhiing thiét bi d& bi tén thuong.

- Aidra/LightAidra/Zendran: Xuat hién trong khoang 2012, day la 3 loai ma
ddc co nhiéu phan mi ngudn twong tw nhau vi thé co thé ghép vao chung mot loai ma
ddc. So sanh vdi nhitng loai ma doc da trinh bay trudce thi ma doc nay phuce tap hon
vi chung c6 thé bién dich dya trén nhiéu kién trac khac nhau nhu MIPS, ARM, PPC.
Ma doc lay nhiém va dua thiét bi vao mang botnet dya trén IRC, ¢6 kha nang thuc

hién mot sb tan cong co ban SYN Flood va ACL Flood.

Theo phan tich ctia hing bio mat Symantec thi ma doc Lightaidra 1ay nhiém
trén cac thiét bj IoT c¢6 nén tang Linux, khai thac 16 hong CVE-2014-6271 va duoc



phan loai 13 sdu, trojan. M4 doc Lightaidra lay lan bang cach do quét dia chi IP cong
cong dé tim kiém cac thiét bi st dung dich vu telnet, cac tai khoan dang nhap mac
dinh hodc khong dat mat khau. Ma doc Lightaidra c6 thé nhan cac 1énh diéu khién tir
cac dia chi: irc.pollo.org, 178.79.183.247, 192.3.205.154, 168.235.156.117. Sau ma
doc Lightaidra thuc hién truyén tin v6i may chu C&C di duoc nhing truc tiép trong
mi ngudn cia Lightaidra nhu giri thong tin ding nhap thanh céng, nhan 1énh khéi tao
céc cudc tan cong tu chdi dich vu st dung cac k¥ thuat TCP flood, UDP flood, DNS
flood... Quy trinh hoat dong ciia ma doc LightAidra/Aidra nhu sau: Pau tién, ma doc
thir két ndi t6i cong Telnet. Khi két ndi thanh céng, ma doc co thé sir dung két hop
mot s6 tai khoan mic dinh nhu root/root, root/admin. .. Sau khi dang nhap thanh cong,
mi doc LightAidra/Aidra sé& tai vé tap tin getbinaries.sh va thyc thi tap tin d6. Chuc
nang cua tap nay don gian la:

- X6a nhitng tap tin nhi phan ma doc cii dé dam bao chi c6 duy nhat ma
doc LightAidra/Aidra chay trén thiét bi;

- Tai vé cac tap tin nhi phan ctia ma ddc va thuc thi chung;

- Thay d6i mat khau;

- Chinh stra cai dat trong tuong Itra st dung Iptable;

- Xoa tap tin getbinaries.sh.

Sau khi thyc thi céc tap tin nhi phan da tai vé, ma doc LightAidra/Aidra thuc
hién két ndi thiét bi toi hé théng mang botnet va may chu IRC. Tét ca cac tap tin nhi
phan mi doc LightAidra/Aidra duoc tai vé thu muc /var/run, /var/tmp trén thiét bi
(néu thiét bi st dung x86 thi s€ luu trong thu muyc /tmp) , day la nhiing thu muc s€ bi
x6a khi thiét bi khoi dong lai. Trong qua trinh phan tich néu phat hién nhiing tap tin
thuc thi luu trong thu muc /var/run thi d6 cé kha nang cao 1a tap tin ma doc bdi cac
tap tin thuc thi khong dugc luu trir tai /var/run trén mot hé théng binh thuong.

Thong thudng, viéc khoi dong lai thiét bi di dé don dep thiét bi bai vi ddi véi

céc nén tang hé thong nhing thi hé thong tap tin (tép tinsystem) dugc mount dang chi



doc (read-only), vi thé cac thu muc /tmp va /run luu trit trong RAM (Random Access
Memory) dugc str dung. Moi thong tin, dit li¢u trén /var va /tmp s€ bi xo6a khi thiét bi
khoi dong lai. Tuy nhién, cac thiét bi IoT thuong it khi khai dong lai va thay doi mat

khau nén vi¢c lay nhiém lai ciia ma doc dién ra nhanh chong.

- Spike/Dofloo/MrBlack/Wrkatk/Sotdas/AES.DdoS: Sau su xuat hién manh
mé cua cac loai ma doc tuong tu Linux.Hydra thi vao nam 2014 mot dong ma dde
m&i dd xuét hién voi nhiéu loai ma doc nhu Spike, Dofloo, nhung rat kho c6 thé phan
biét gitra cic ma doc d6. Tuy nhién, diém khac biét trong kién tric mang botnet so
v61 nhiing dong ma doc trude day 1a thuong st dung IRC-based thi dong ma ddc nay
sit dung Agent-handler. Hon nita, mot co ché bao dam sy bén viing bang cach gia
Mao tap tin etc/rc.local, nham van ton tai khi thiét bj khoi dong lai. Bén canh do, dac
trung noi bat cia ma doc nay 1a str dung luong SendInfo dé tinh toan hiéu ning cua
thiét bi va giri vé may chu CNC, khi d6 hacker c6 thé trién khai mat do thuc hién tan

cOng tur chdi dich vu phan tan trén mdi thiét bi bot mot cach hiéu qua.

- Bashlite/Lizkebab/Torlus/Gafgyt: Xuat hién vao nim 2014, c6 nhiéu dic
diém twong ty nhu dong mé doc Spike. Cu thé, giao thirc truyén tin dya trén IRC da
dugc chinh sira vi thé kién triic mang botnet hoan toan khong phu thudc vao may chii
IRC do d6 c6 thé coi mang botnet nay dua trén kién trac AgentHandler. Cac hinh
thire tn cong tir chdi dich vu phan tan ciing dua trén mot sb k¥ thuat don gian nhu

SYN, UDP, ACK Flood.

- EIknot/BillGates Botnet: dugc phat hién vao nam 2015, day la ma doc duoc
sit dung kha phd bién tai Trung qudc dé thyc hién tin cong tir chéi dich vu phén tan
(DRDOS). Muc tiéu chinh ctia md ddc nay la céc thiét bi SOHO c6 kién trac vi xur 1y
MIPS, ARM.

- XOR.DdoS: Trong nim 2015, mdt lan song ma doc khai thac 16 hong
Shellshock c6 tén 1a XOR.DdoS di 4m tham liy nhiém nhiéu thiét bi IoT. M4 doc
nay c6 kha nang thyc hién nhiéu loai tdn cong tu chéi dich vu phan tan nhu SYN,

UDP, DNS, TCP Flood. Theo ghi nhén lai trong bao cao ctia Akamai thi vao 9/2015
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mang botnet nay da thuc hién tin céng voi DNS Flood ¢ mirc 30 triéu truy van/gidy,
két hop v61 SYN Flood & mtrc 140 Gbps. Dac biét, dling nhu tén goi ciia ma doc nay,

cac két n61 voi may chu C&C va ma nguon cia ma doc déu s dung ma hoa XOR.

- Remaiten/KTN-RM: Xuat hién trong nam 2015 va duoc biét dén khé rong
rdi nhu mi doc Mirai. Remaiten két hop cac dac diém chinh cua hai loai ma doc 1a
Tsunami va BASHLITE. Khong nhu BASHLITE, ma doc Remaiten dya trén kién
tric IRC-based. Mot diém dic trung ciia ma doc [oT hién nay la déu hd tro dich ma
nguon thanh tép kha chay trén nhiéu kién tric khac nhau. Theo cac nha nghién ctru
cua hang bao mat ESET, ma dgc Remaiten la ma doc [oT c6 nhiing tinh ndng két
hop gitta ma doc Tsunami va Bashlite. Remaiten thyc hién 1ay nhiém thiét bi IoT
chay nén tang Linux bang phuong phap tdn cong vét can dya trén danh sach céc tai
khoan dang nhap, mat khau thuong xuyén duoc sir dung. Cac may chu C&C két n6i
ti cac thiét bi da bi 1ay nhiém bang kénh truyén tin IRC. Remaiten ¢ ciu tric tinh
vi, phirc tap hon Tsunami va Bashlite & diém co thé tiiy bién dua trén kién trac thiét

bi va phuong thirc tan cong ma ma doc thyuc hién.

- NewAidra/IRCTelnet: duoc biét dén véi tén goi 1a Linux. IRCTelnet, mi
doc nay dugc két hop dua trén ma ngudn goc Aidra, giao thic cua Kaiten IRC based,
mi do quét/ma lay nhiém ciia BASHLITE va bo tir dién tdn cong cta Mirai. Tét ca
cac thiét bi nhung dua trén cac kién trac chuan déu c6 thé bi 1y nhiém béi ma doc
nay va mién ky thuat tan cong 16n nhu TCP XMAS, TCP Flood. Hién nay ma doc
NewAidra dugc coi nhu 1a ddi trong 16n ciia Mirai trong hé thong 1ay nhiém thiét b

loT.

- Darlloz: Hang Symantec da phat hién ra mgt sdu ma doc co tén goi la Darlloz,
nam 2013, ma doc nay khai thac 16 hong PHP c6 ma CVE-20121823. Tuong tu nhu
LightAidra, ma doc Darlloz hd trg nhiéu nén tang kién trac nhu x86, ARM, MIPS,
PPC... Nham chin ngudi dung truy cép toi thiét bi IoT di bi lay nhiém thong qua
Telnet, ma doc ngan chan cac luu lugng két nbi béng telnet v&i cau hinh iptable va

két thic tién trinh cta dich vu telnet trén thiét bi. Mot dac diém cua sdu ma doc
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Darlloz 13 s& nhim t6i ngin can su 1y nhiém siu md doc LightAidra. M3 doc
LightAidra luu trir cac ID tién trinh thuc thi cua nd trong nhiéu tip tin nhu
Ivar/run/.lightpid, /var/run/.aidrapid va /var/run/lightpid. Khi d6, ma doc Darlloz sé&
tim cach két thuc cac tién trinh c6 PID duoc luu trit trong cac tap tin trén va x6a cic
tap tin ctia LightAidra khoi thiét bi da 1ay nhidm hay nhu chin cic cong két ndi ma

ma ddc LightAidra st dung.

- Mirai: La ma doc kha ndi bat trong nhitng ndm qua, dugc st dung dé thuc

hién céc vu tan cong tir chdi dich vu phan tan co6 tinh quy mo rat 16n.

[Linux.Hydraj / Aidra }— ‘ Spike
v
LUABOT

PsybOt ' BASHLITE

-

-_—

Chuck Norris} —> Remaiten Elknot

\ 4

<

:

o

Tsunami Ji ‘/ NewAidra ]“— (XOR.DDOS

Key
m— — Influenced

Hinh 1.3. Sw twong quan giira mdt s6 ma doc IoT Ddos

\

{

(Ngudn: DDoS-Capable loT Malwares: Comparative Analysis and Mirai

Investigation - Michele De Donno)

Quan sat mdi quan hé twong quan giita cac ma doc IoT thay rang Linux.Hydra
1a ma doc dau tién co kha nang thuc hi¢n tan cong tu chdi dich vu phan tan va ma
ngudn ciia n6 duge tién hoa thong qua 3 loai ma doc khac nhau. Diéu nay cho thiy
Tsunami duoc tién hoa kha nhiéu tir Linux.Hydra nhung mot phan mé cta né duoc
sit dung dé phat trién mot nhanh ma doc mai 1a Remaiten va NewAidra — mot trong
nhirg mi doc xuit hién nhidu nhit hién nay. Hinh trén ciing chi ra duoc nhirng ma

doc trude day kha 1au hau hét khong lién quan dén ma doc khéc.

Bén canh d6, mot dic diém co thé théy cac ma doc [oT trudc day chi tap trung

khai thac cac thiét bi kién trac MIPS nhung hién nay ma doc d3 1ay nhiém 1én cac
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thiét bi kién trac ARM, PowerPC. Hon nita, cac hinh thtrc tin cong tur chdi dich vu
phan tan ciia ma doc IoT ciing ngay cang phat trién, tir nhitng hinh thirc tn cong gian
don nhu SYN Flood cho dén céac hinh thtc tdn cong nang cao nhu GRE IP Flood,
GRE ETH Flood. Tuy nhién, hau hét k¥ thuat tin cong d6 déu thudc loai tan cong
Flood boi sb lugng 16n céac thiét bi IoT c6 16 hong bi khai thac dé dang tré thanh mot
bot trong mang botnet va tan cong Flood yéu ciu k¥ ning 1ap trinh co ban véi nhimg

dong ma gian don.
1.2. Tong quan cac phwong phap phat hién ma doc

Céc phuong phap phat hién ma doc c6 thé chia thanh hai nhém phuong phap
chinh d¢ 1a phan tich tinh va phan tich dong. Phan tich tinh (Static) 1a phuong phap
phan tich, kiém tra cac phén mém doc hai dua trén cac dic trung cua chung ma khong
can thuc thi. Phan tich dong (Dynamic) 12 phuong phap ma phan mém doc hai s&
duogc thyuc thi nham giam sat va phat hién cac hanh vi bat thuong ciia chliing. Ngoai
hai phuwong phap pho bién trén, mot s6 cac nghién ciru gan day ciing tap trung vao
phuong phép lai (Hybrid-based). Véi muc dich két hop cac diém manh cua ca hai

phuong phap tinh va dong gitp viéc phan tich chinh x4c va hi¢u qua hon.
1.2.1. Phén tich tinh

Phuong phap phan tich tinh ma doc dua trén nhirng dac trung cua cac tap tin
ma khong can thuc thi chung dé phat hién ma doc. Nhitng nghién ctru gan day trong
huéng tiép can nay thudng tap trung vao phan tich chudi byte, sir dung khai phé dix
lidu va hoc méy thay vi sir dung nhitng phurong phép thu thap dic trung truyén thong.
Phuong phap phén tich mi trung gian (bytecode) dua trén Entropy ciing dugc dé xuét
dé phat hién cac k¥ thuat gay rdi, dong goi, ma hoa nhiing doan ma doc nhiing trén
cac tap tin. Nhitng dac trung khéc trong phan tich tinh thuong dugc sir dung nhu: ti€u
dé tap tin (header), cic 1oi goi ham (system calls) API, PSI (Printable Strings

Information), FLF (Function Length Frequency), cac thu vién lién két,...

Thong tin ludng diéu khién trong tap tin (Control-Flow Information) ciing 1a

huéng tiép can hidu qua trong phat hién mi doc. Vi du, ngit nghia hinh thirc (formal
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semantics) c6 thé dugc st dung dé miéu ta nhitng hanh vi bat thudng duge cho 1a doc
hai. Viéc str dung céc tiép can theo ludng diéu khién dugc sir dung phd bién trong cac

nghién ctru phat hién cac doan ma cé ngit nghia tuong duong trong cac tap tin.

Mot hudng tiép can twong tu sit dung dd thi ludng diéu khién (Control-Flow
Graph) dé phat hién mi doc mdy tinh nhu worm, spyware trén céc trinh duyét web,
va mi doc siéu da hinh. D6 thi ludng diéu khién dugc dinh nghia 1a db thi c6 hudng
G = (V, E), trong d6 cac dinh (u, v) € V dai dién cho cac khéi vacanhe € E: u — v
biéu thi kha niang ludng diéu khién tir u dén v. Pé xiy dung duoc mot d6 thi CEG
thudng tuan theo quy trinh sau: g& réi, dich nguoc va dién giai dir lidu (interpretation).
Két thuc quy trinh ndy, mot do thi ludng diéu khién CFG hodc d6 thi ludng dir liéu
(DFG - Data Flow Graph) duoc xay dung. Céc d6 thi nay thé hién quy trinh thyc thi
va hanh vi ctia m doc. Tuy nhién, thach thtc chinh cta cach tiép cin nay 13 xay dung
va phan tich duoc quy trinh thuc thi, hanh vi tir cic ma nhi phan d6i véi cac tap tin
16n va phirc tap. Dé 1am dugc diéu nay doi hoi mot quy trinh phie tap va nhiéu budce

xtr ly khéac nhau.

- Uu diém: Céc phuong phap tinh c¢6 wu diém 16n nhét 1a c¢6 thé phan tich mot
cach chi tiét cac tap tin va dua ra dugc cai nhin tong quat vé tit ca cac kha nang kich
hoat ctia chiing. Trong qua trinh phan tich tinh vi khong can phai thuc thi ma doc nén
khong can phai thiét 1ap céac thiét bi ngoai vi nhu trong méi truong hoat dong thuc té.
Bén canh do, vi khong can thuc thi ma doc nén khong thuc hi¢n hanh vi nao gay hai
cho hé théng. Ddi véi cac tap tin nho va tuong minh thi cac phwong phép tinh cé tde
dd quét nhanh, on dinh va c6 tinh 13p lai so v&i phan tich dong. Diéu nay dugc minh
ching bang viéc khi ap dung nhiing thuat toan phéan tich méi thi két qua twong dong

va it thay d6i giup cho viéc nghién ctru va phat trién cac thuat toan méi d& dang hon.

- Han ché: Han ché 16n nhat cua phan tich tinh 1a khi ma doc st dung cac ky
thuat gy roi phirc tap (obfuscations) nhu sap xép lai cdu 1énh, chén ma 1énh v nghia,
khi d6 rat kho ¢ thé thu thap dugc thong tin ngir nghia chinh xé4c cho viéc phan tich.

Khi mot chwong trinh tré nén phire tap hon, bi gay réi nhiéu hon, thi CFG cua n6 sé
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rat phtec tap. Néu nhu khong c6 nhiing k§ thuét g& rdi ¢t manh thi viéc phan tich tinh
trong truong hop nay gan nhu 13 bat kha thi. Han ché 16n thtr hai 1a cong nghé dich
nguoc cac ban ma nhi phan thanh ban ma bac cao con nhiéu han ché. Piéu nay la do
hau hét ma doc hién nay duoc viét bang ngdn ngir bac cao chir khong viét bang cac
ngdn ngit may bac thip nhu trude. Piéu nay din dén viéc ma doc dé dang sir dung
cac cac k¥ thuat 1am réi va siéu da hinh trong ma ngudn dé gy ra nhing thay d6i 16n
trong mé nhi phan. Theo Andreas Moser, néu chi sir dung phan tich tinh thi khong da
dé phat hién va phan 16p ma doc trong thyc té ma nén sir dung phan tich tinh nhu mot

phan b xung cho phén tich dong.
1.2.2. Phén tich dong

Bén canh k¥ thuat phan tich tinh, ngay nay k¥ thuat phan tich dong dugc ap
dung kha pho bién dé khic phuc mot s6 han ché cua phén tich tinh. K¥ thuat phan
tich dong thong qua viéc thuc thi cdc ma chuong trinh va quan sat cac hanh vi ciia nd
dé phat hién c6 hay khong ma doc. Phan tich dong hay con goi 1 phan tich dua trén
bat thuong/hanh vi str dung céc tri thitc ctia chuyén gia dé tim ra nhitng hanh vi cia
mi ddc hay con goi nhitng hanh vi bat thuong. K thuat ndy dua trén nguyén Iy 1am
viéc str dung tap luat duoc coi 1a binh thuong dé quyét dinh mot chwong trinh ¢6 ¢
v vi pham nhiing tap luat d6 khong. Nhitng hanh vi vi pham tap luat d6 duogc coi la
bét thuong.

Tuy nhién, ddi vai phan tich ma doc dya trén hanh vi thi vi¢c xac dinh thé nao
12 mot hanh vi bat thudng (abnormal) 1a khong don gian. Vi du, dé phén tich cac
ludng thong tin trén mang 1a bat thuong co thé duya trén cac tinh chat nhu: Bat thuong
vé giao thirc, bt thuong vé thdng ké, bat thuong vé tmg. Chinh vi vay, phuong phap
ndy dem lai ti 1&¢ duong tinh gia kha cao (false positive). Thuc té, c6 nhiéu chuwong
trinh lanh tinh nhung khi thyc thi lai ¢6 thé ¢6 nhiéu hanh vi bi liét vao bat thuong
nhu mi ddc. Yéu cau quan trong nhat trong phan tich dong 1a xay dung mot moi

treong an toan c6 kha ning kiém soat va quan sat hanh vi cia cac tap tin khi thuc thi
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va tranh moi lay nhi€ém sang moi truong thuc t€. Cac moi truong an toan dugc su

dung pho bién trong phat hién ma doc hién nay la:

- May 4o (virtual machine): May 4o giéng nhu mot may tinh (guess) bén trong
mot may tinh khac (host) va dugc chay cach ly véi hé diéu hanh chu tir d6 tao ra mot
moi trudng an toan dé thuc thi ma doc. Cac may ao déu c6 chic ning luu lai trang
thai hoat dong (snapshot) va c6 thé quan sat, thu thip cac hanh vi cta tap tin thuc thi.
Tuy nhién, han ché cia phuong phap st dung may 4o 1a nhiéu loai ma doc c6 kha
nang phat hién duoc moi truong thyc thi vi thé nhiéu ma doc néu chay trén moi trudng

40 s& khong thé hién hét dic trung hanh vi cta chung.

- Sandbox: La cong cu tao ra moi treong an toan khi thuc thi ma doc ma khong
so anh huong t6i hé thong thuc. Piém khac biét gitta Sandbox va May 4o 13 kha ning
kiém soat chat ché cac tai nguyén, cap quyén hoat dong, cac kha ning truy cdp mang,
quan sat hé thong, g& 161 (debug) hay doc/ghi tép tin tir cac thiét bi trong qua trinh

thyuc thi cho ca chuong trinh hodc ting doan ma.

Dua trén cic cong cu trén ma nha nghién ciru T. Ronghua trich xut cac dic
trung cua 1oi goi hé théng (system-call) trong qua trinh thuc thi ctia cac tap tin, sau
d6 ap dung cac thuat todn nhan dang mau va phuong phap théng ké dé chi ra su khac
biét gilta cac tdp tin ma doc va lanh tinh. Cung hudéng nghién ctru tuong tu, P. V.
Shijo va A. Salim da dé xuat phuong phap phat hién ma doc dya trén 10i goi hé thong
(system-call) két hop véi mot s6 tham s cua ting ham truyén vao va sit dung d6 nhu
mot dac trung dé phat hi¢n ma doc. Hay nhu hudéng tiép can tim su khac biét gitra cac
161 goi API cia ma dgc va tép tin lanh tinh khi phan tich dic trung hanh vi stir dung
log ctia nhiéu 151 goi API. Mdi 11 goi API trong danh sach log thu dugc s& coi nhu
mot dic trung va chuyén thanh cac dic trung vector. Phuong phap nay loc truc tiép
cac ham hé théng ma ma ddc s€ sir dung tir chinh tap tin thyc thi cia ma ddc.

Phan tich dong xac dinh chinh xadc ma ddc béng viéc quan sat va phan tich cac
hanh vi ctia n6 thong qua vi¢c tao ra cdc moi truong thuc thi phu hop cho ma ddc.

Tuy nhién, phuwong phap ndy c6 mot sé vu diém, han ché nhu sau:
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- Uu diém: Phuong phap phan tich dong c6 hiéu qua va do chinh xac, cho phép
xé4c dinh nhanh chéng va tong quat vé ma doc duge phén tich théng qua cac hanh vi
boc 10 clia chung. So voi phuong phap phan tich tinh trong viéc dich nguoc, g rdi
(deobfuscation) thi phuong phap dong cho phép phan tich dé dang ngay ca véi nhitng
mi doc o cau tric, mi ngudn phirc tap. Ngoai viée giam sat dugce hanh vi cu thé, thi
phuong phap dong c6 thé thu thap dugc nhirng thong tin nhu: cac gia tri thanh ghi sir
dung, céc tap tin duoc viét, cAp phat bd nhé... va nhitng thong tin d6 ¢ thé tryc tiép

str dung trong viéc danh gia cac nguy co 14y nhiém ma doc.

- Han ché: Mic du c6 nhitng wu diém nhu di néu, phéan tich dong chi c6 thé
giam sat don ludng thuc thi. Piéu nay da dugce T. Ronghua chiing minh trong cong
b ctia minh rang khi cac diéu kién moi trudng anh hudng tric tiép dén viée kich hoat
mi doc nhu time-bomb, bot,. .. thi phuong phap dong khong thé giam sat hét cac hanh
vi tiém tang cta chung. Viéc gidm sat dugc tit ca cac kha nang thyc thi ciia ma doc
trong phén tich dong doi hoi nhiéu thoi gian véi dir liéu ghi nhan 14 rat 16n. Do do,
kha ning xay dung so d6 qua trinh xtr 1y s& gap nhiéu han ché, khong nhu phén tich
tinh vi ma ngudn chira tit ca cac kha ning thuc thi c6 thé cia ma doc nén kha ning
danh gia s& cao hon phan tich dong. Phan tich dong c6 thé dan téi 1am 16 qua trinh
phat hién va phan tich ma doc. Ma ddc co thé phat hién dugc dang bi phan tich, sau
d6 guri thong tin ndy vé ké phat tan ma doc.

Ngoai ra phan tich dong ciing c6 thé giy nguy co mat an toan cho mang va hé
thdng, do chung ta chua biét hét dugc ma doc ¢ nhitng module nao va kha niang cia
n6 dén dau. Piéu nay dén tir viéc kho khan trong xay dung, thiét ké mot moi trudng
mo phong cho phan tich tat ca cac loai ma doc. Vai nhirng han ché nhu vay thi mot
sd nghién ctru gan day ciing tim cac két hop cac diém manh cua hai phuong phap tinh

va dong dé co duogc mot phuong phép lai hiéu qua hon.
1.2.3. Phan tich lai

Ca phan tich tinh va phén tich déng déu c6 nhitng han ché nhat dinh. Vi thé

phan tich tinh va phan tich dong déu c6 thé bo tro 1an nhau. Vi vy, cdc nghién ciru
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phuong phap lai hién nay tiép can theo huéng phan tich tinh trude sau dé tién hanh
do quét dong dé bd sung cac thong tin nham xac dinh ma doc hoic stir dung phan tich

dong dé thuc hién boc tdch ma doc rdi st dung phan tich tinh. Cu thé nhu sau:

- Kevin A. Roundy: Tiép can theo huéng lai giita phan tich tinh va phan tich
dong dé xay dung va duy tri CFG va DFG, cu thé 1a sir dung phan tich dong dé thuc

hién unpack va sau dé c6 thé chinh sira ma ngudn trude khi thyc thi.

- P.V.Shijo: B¢ xuat hudng tiép can tich hop phan tich tinh va phén tich dong
vao phat hién ma doc cu thé 1a sir dung phan tich tinh dé thu thap cac chudi khong
ma hoa trong cac tip tin nhi phan thuc thi (PSI) va thu thap cac chudi 101 goi hé thong
API tir 46 két hop 2 dic trung trén dé tao ra mot vector dic trung tich hop nham phat

hién ma doc hi¢u qua hon.

- Rafiqul Islam: D¢ xuat phuong phap két hop cac dic trung phan tich tinh va
phan tich dong thanh mot kiém thir tich hop thay vi chi sir dung riéng cac dic trung.
Cu thé 1a thu thap thong tin vé cac 151 goi API (thu thap duoc tir phan tich dong) va
2 dic trung thu thap dugc tir phan tich tinh 13 ham d6 dai tan s6 (FLF - Function
length frequency), PSI (Printable String Information). Sau d6 két hop cac thong tin

trén thanh 1 vector dac trung tich hop.

- Theo Zheng Yan: Tiép can theo hudng xay dung tap cac mau doc hai va mau
chuong trinh lanh tinh, trong khi d6 ddi v&i nhitng ma doc chua biét dén thi st dung
phan tich dong dé thu thap dir liéu 10i goi hé thong. Sau d6 tién hanh ddi sanh nhimng
thong tin thu duoc tir phan tich dong voi tip mau gém céac dic trung ctia ma doc va
tap tin lanh tinh dé xac dinh d6 c¢6 phai ma doc khong. Tuy nhién han ché ¢ nghién
ctru nay 1a phai thuong xuyén thu thap cdc mau ma doc va cac chuong trinh lanh tinh,
thir hai 12 nang lyc tinh toan con nhiéu hanh ché. Nhung diém quan trong trong nghién
ctru nay 13 tdp mau cac dic trung chtra ca nhitng dic trung ctia ma doc va cia ca

nhiing tap tin lanh tinh.

Ngodi ra, BitBlaze Binary Analysis Platform la mot nghién ciru c6 sy hop nhat

gitra phan tich tinh va phan tich dong, gitta xur ly dac trung vdi mod phong toan bd hé
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thdng va cac instrumentation nhi phan. BitBlaze st dung framework VINE dung cho
phan tich tinh bang cach chuyén cic mi assembler thanh dang ngdn ngit trung gian
(intermediate language) va framework dung cho phan tich dong TUME c6 kha nang
mo phong, thyc thi toan bd hé thdng dé gidm sat va theo ddi cac hanh vi

(instrumentation) cta cac tap tin nhi phan.
1.3. Téng quan vé hoc may
1.3.1. Cac khéi niém co bdn
1.3.1.1. Khai niém hoc may

Tri tué nhan tao 13 mot trong nhiing d6t pha cong nghé cta cudc cach mang
cong nghi¢p lan tha 4. Tri tué nhan tao dang dén len 16i vao moi mit cua cudc séng
clia con nguoi tir cong sd, noi & cho dén cac dja diém giai tri. Trong d6 hoc may la
mot tap con cua tri tu€ nhan tao. Khai niém hoc may (machine learning) duogc dé cap
dén lan dau tién vao nam 1959 boi Arthur Samuel. Ong 1 ngudi tién phong trong
linh vuc choi game trén may tinh va tri tué nhan tao. Tt d6, Tom M. Mitchell da dua
ra mot khai niém chinh thirc vé hoc may va da duogc trich dan rong rai trong linh vuc
hoc may: “Mot chuong trinh may tinh dugc goi l1a hoc tir kinh nghiém E dé hoan
thanh nhiém vy T, véi hiéu qua dugc do bang phép danh gia P, néu hiéu qua cua nd

khi thyc hi¢n nhiém vu T, khi dugc danh gi4 boi P, cai thién theo kinh nghiém E”.

Céc nhi¢m vu T trong hoc may thuong dugc mo ta thong qua viec mot h¢
théng hoc may xur Iy mot diém nhu thé nao. Vi du: Trong bai toan phan loai anh thi
mdi btrc anh 12 mot diém dit liéu, trong bai toan phat hi¢én ma doc thi mdt tép tin thuc
thi 12 mot diém dir liéu,... Mot diém dit liéu bao gom nhiéu dic trung khac nhau va
mdi dic trung dugc biéu dién bang mot con sd. Va trong hoc may thudng biéu dién
mot diém dit lieu bang mot vector x € R? trong d6 mdi phan tr xi 1a mot dic trung,
vector nay duoc goi la vector dac trung. Hién nay, rat nhiéu nhiém vu phuc tap co thé

giai quyét duoc bang hoc may nhu: nhiém vu phan 16p, hdi quy, phan nhém, ...
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Dé ¢6 thé kiém tra duoc nang luc cia mdt thuat toan hoc may, ching ta can
phai co cac phép danh gid c6 thé do dac duoc két qua. Thong thudng, khi thuc hién
mot thuat toan hoc may, dir liéu s€é dugc chia thanh hai thanh phﬁn: tap huén luyén
va tap kiém thtr. Tap huan luyén s& duoc ding dé tim cac tham sé mo hinh. Tap kiém
thir dugc dung dé danh gia ning lwc cia mé hinh tim duge. Viée danh gia chat luong
ctia md hinh ciing c6 thé sir dung ca hai tap, tuy nhién dé di tim tham s6 ctia mé hinh
thi ta chi dugc s dung dir li¢u cua tap huin luyén. Mudn md hinh hoat dong tt trén
tap kiém thir thi trudc hét nd phai hoat dong t6t trén tap huan luyén. Po6i khi, ranh
gidi gitra hai tp huan luyén va kiém thir khong that sy rd rang. Cac thuat toan thuc
té ludn lién tuc duoc cap nhat dua trén dit li€éu méi dugc dua vao, cac thuat toan nay
dugc goi 1a online learning (hoc truc tuyén). Phan dir liéu méi nay lac dau khong
duogc hé théng su dung dé xay dung mo hinh, nhung vé sau co thé duoc mé hinh sir
dung dé cai tién mo hinh. Nguoc lai véi online learning d6 1 offline learning d6 1a

cac hé théng duogc xay dung mot 1an dua trén tap huén luyén.
1.3.1.2. Phan loai céc thuat toan hoc may

Viéc huin luyén cac mo6 hinh hoc may co thé xem 1a viéc cho ching trai
nghiém trén cac tap dit liéu — tap huan luyén. Cac dit liéu khic nhau thi s& cho cac
mo hinh céc trai nghiém khac nhau. Chéat luong cta cac tap dit liéu nay ciing anh
huong to1 hi€u nang ctia mo hinh. Dya trén tin chét cua cac tap dir liéu, cac thuat toan
hoc may c6 thé dugc phan thanh hai loai: hoc khong giam sat va hoc ¢ giam st.

Hoc c6 giam sat 1a thuat toan dir doan dau ra ciia mot hodc nhiéu dir liéu méi
dua trén cac cap (dﬁu ra, dau vao) da biét trude. Hoe cb giam sat 1a nhém thudt toan
hoc may pho bién nhét. Biéu dién mdt cach toan hoc, hoc c6 giam sét 1a khi ching ta
c6 mot tap hop bién dau vao X = {x; xy, ..., x,,} va mot tap hop dau ra tuong tng ¥ =
{y1Y2, -, Y}, trong d6 xi, yi la cac vector. Cac cap dit ligu biét truéc (xi,yi) € X X Y
tao nén tap huin luyén. Tir tdp huin luyén ndy, can phai tao ra mot ham sé anh xa

mdi phan tir tir tAp X sang mot phan tir (xap xi) tuong Ung cua tap Y.

yi = f(x;),vi=12,..,N
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Muc dich 1a xap xi ham s6 f that t6t dé khi c6 mot dit lidu x méi, chung ta c6

thé tinh dugc nhan tvong tng cuand y = £(x).

Nguoc lai, trong hoc khong giam sat, ta khong biét dugc két qua dau ra ma chi
biét cac vector dic trung cua dir li¢u dau vao. Céc thuét toan hoc khong giam sat s€
dua vao ciu trac cua dir liéu dé thyc hién mot cong viéc nao do, vi du nhu phan nhom
hodc giam s6 chiéu cua dir liéu (dimentionality reduction). Mot cach toan hoc, hoc
khong giam sat 1a khi ching ta chi c6 dit liéu dau vao X ma khong biét daura Y tuong
tmg. Khong gidng nhu trong cac thuat toan hoc ¢ giam sat, ta khong biét cau tra 10
chinh x4c cho mdi dir liéu dau vao trong hoc khong giam sat. Tir goc do xac suat
thdng ké, hoc khong giam sat trai nghiém qua rat nhiéu vi du (cac diém dit lidu) x va
¢ gang hoc phan phdi xac suat p(x), hodc cac tinh chat cta phan phdi cua dir lidu
mot cach truc tiép hodc gian tiép. Trong khi do, hoc ¢ giam sat quan sat cac vi du x
va cac két qua tuong tng y, sau d6 c¢b giang hoc cach du doan y tir x thong qua viéc
danh gia xac suat ¢ didu kién p(y|x). Xac suit ndy c6 thé dién dat bang 10i 13 biét
rang mot diém dir lidu co vector dic trung 13 x, x4c suat dé dau ra ctia n6 bang y 13

bao nhiéu.
1.3.1.3. Him méAt mat va tham sé mé hinh

MJbi mé hinh hoc may duoc mo ta bdi cac tham s mo hinh. Cong viée cua
mot thuat toan hoc may la di tim cac tham s6 mo hinh phu hop v6i méi bai toan. Viée
di tim cac tham s md hinh c6 lién quan mat thiét dén cac phép danh gia. Muc dich
1a di tim cac tham s6 mo hinh sao cho cac phép danh gia cho két qua tot nhat. Trong
bai toan phan 16p, két qua t6t co thé dugc hiéu 13 it diém dir liéu bi phan 16p sai nhat.
Trong bai todn hoi quy, két qua tot 1a khi sy sai léch giira dau ra dy doan va dau ra

thuc sy 12 it nhat.

Quan h¢ gira mot phép danh gia va cac tham sé md hinh thuong duge mo ta
thong qua mot ham sé duoc goi 13 ham mat mat (loss function). Him mét mat nay
thudng co gia tri nho khi phép danh gia cho két qua t6t va nguoc lai. Viéc di tim cac

tham s6 mé hinh sao cho phép danh gia tra vé két qua tdt twong duong véi viée toi
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thiéu ham mat mat. Nhu vay, viéc xay dung mdt md hinh hoc may chinh la viéc di

gidi mot bai todn to1 wu. Qua trinh do6 c6 thé dugc coi 1a qua trinh hoc cia may.

Bai toan to1 thiéu ham mat mat dé tim tham s6 moé hinh thuong dugc viét dudi

dang:
6" = agrming J(0)
Trong do6:
6: 1a tap hop cac tham sd ctia mo hinh;
](6): 12 ham mAt mat cua md hinh.
1.3.1.4. M6 hinh cac thuat toan hoc may

Trong mdi bai toan ctia hoc may sé& c6 hai budc (phase) 16n 14 budc huan luyén
va buéc kiém thir. Dir liéu cling vay s¢ dugc chia thanh dir li¢u huén luyén va dir li¢u
kiém thir. Budc huan luyén chi st dung dit liéu huan luyén, budc kiém thir chi sir
dung kiém thir. M6 hinh phan 16n ciia cac thuat todn hoc may c6 thé duge mo phong

nhu hinh dudi.

TRAINING PHASE R i

Prior knowledge
about data

,,,,,,,,,,,,,,,,,,,

..............................................

Raw training Extracted
data (input) Frs ‘;‘“'5 Classification,
Extraction (Xursin) Regression,

(Feature Clustering,
-|:||:| |:| Engineering) IHHHH Algorithms

¥ ¥
Raw test Extracted
data (input) Feature features Classification,
Extraction (Xiest) Regression,

(Feature [ ™" Clustering,

-l . II Engineering) Algorithms

TEST PHASE T
(Veest)

Hinh 1.4. M6 hinh thwong gip trong cac thuit toan hoc may

(Ngudn: machinelearningcoban.com)
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Tt dit liéu tho ban dau s& dugc Feature Extraction tao ra mot vector dic trung
cho mdi diém dit liéu dau vao. Vector nay thuong sé c6 dit liéu nhu nhau bat ké dir
liéu dau vao c6 kich thude nhu thé nao. Dir lidu tho 1a tit ca cac thong tin ma ta cé
thé biét vé dit liéc. Céc vector dic trung sau khi dugc khoi tao s€ duge dua vao cac
thuat toan hoc may dé huén luyén trong pha huén luyén, con trong pha kiém thir thi

cac vector dic trung nay s& duoc dung dé dua ra quyét dinh.
1.3.2. Support vector machines

Support vector machines (SVM) 1a mot trong nhitng thuat toan phan 16p pho
bién va hiéu qua. SVM hoat dong dya trén 2 nguyén tic[2]:

e SVM tim cach phan 16p bang mét siéu phang sao cho khoang cach tir
siéu phang tdi cac 16p 13 16n nhat. Nguyén tic ndy duoc goi 12 nguyén
tac 1& cuc dai (max margin);

e Trong trudng hop, khong thé phan 16p bang mot siéu phang thi SVM
s& anh xa khong gian ban dau sang mot khong gian khac (thuong 1a co
s6 chiéu nhiéu hon), sau d6 tim 1& cuc dai trong khong gian mai nay.

SVM duoc phat trién tir mé hinh phén loai tuyén tinh. Bén canh do, ta c6 ham

phan loai trong trudng hop hdi quy tuyén tinh nhu sau:

d
fx) = Z wix;+b=wlx+b
i=1

(Nguén: Gido trinh nhap mon tri tu¢ nhan tao — Tir Minh Phuong)
Trong do:

e W la vector trong so;

e b ladd léch chuan.
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Hinh 1.5. Phan loai tuyén tinh
(Nguon: Gio trinh nhap mén tri tué nhan tao — Ttr Minh Phuong)

Siéu phang f(x) s& phan chia khong gian thanh hai phan, phan bén phai gom
nhimg diém x c6 f(x) >0 va phan bén trai gdm nhiing diém c6 f(x)<0. Nhu vay, mbi

x s€ ¢6 nhan dugc phan loai y dugc xac dinh nhu sau:

y = sgn(f(x))
Trong d6 sgn() 1a ham dau, nhan gia tri +1 néu f(x)>0 va -1 néu f(x)<O0.

Tuy nhién, d& dang nhan thay rang c6 thé tim thiy dugc nhiéu siéu phing co
thé phan chia khong gian thanh hai phan va dam bao yéu cau trén. C6 mot cau hoi dat
ra 13 trong vo sd siéu phang trén thi dau 13 siéu phang tot nhat. P4i v6i bai toan phan
16p thi siéu phang tt nhat 13 siéu phang khi c6 diém di liéu méi vao thi co ti 16 phan
16p chinh x4c cao nhat. Pé lam duoc diéu nay, siéu phang nay can phai la siéu phang
c6 bién 16n nhat. Bién cia mot 16p & day 1a khoang cach diém gan nhat cua 16p do t6i

siéu phang phan chia.
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Hinh 1.6. Bién ctia mot 16p

(Nguon: Gio trinh nhap mén tri tué nhan tao — Ttr Minh Phuong)

Pé xac dinh siéu phang véi bién cuc dai, ta cAn tim W va b tuong tmg. Qua
trinh d6 duogc thuc hién nhu sau. Trude hét, c6 thé yéu cau ham phan loai cho phép
phan chia toan bo tap huin luyén vi mot khoang cach an toan, chang han phai thoa
man:

W'Xi + b >+1 néu yi = +1
W'Xi +b <—1néuyi=—-1

hay viét gon lai thanh yi(w'xi + b)—1> 0 v6i moi i. Piéu nay c6 thé thuc hién

dugc, chiang han bang cach nhan w va b v6i hé sb phu hop.

Cac diém xi sa0 cho w'x; + b = +1 nam trén siéu phang song song vdi siéu
phang phan cach va cach gc toa do6 mot khoang |1-b|/||w||. Twong tu, cac diém xi sa0
cho wW'x; + b = —1 nam trén siéu phang song song vdi siéu phang phan cach va cach
gbc toa o mot khoang |-1-bJ/[jw]|. Khi d6, m+ = m- = 1/||w]|, va gié tri cia 1& s& bang
2/||w]|. Dé gié tri 18 13 cuc dai, ta can xac dinh w sao cho 2/|[w]| 13 16n nhét, hay ||w]|%/2
1a nho nhét (cuc tiéu hod ||w|[? thuan lgi hon do dé tinh dao ham hon). Nhu vay, siéu

phang c6 1& cuc dai dugc xac dinh bang cach tim w va b sao cho:

3| w |2 14 nho nhét,
2
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ddng thoi thoa méan rang bude: yi(WTxi + b)—1> 0 véi moi i.
g g y

Tuy nhién, SVM & trén s€ khong hoat dong tdt hodc tham chi khong thé hoat
dong trong truong hop c6 mot diém nhidu cia 16p khac & gan 16p con lai, trong trudng
hop nay thi bién s& rit nho, hodc trong trudng hop tap dir liéu khong thé phan chia

tuyén tinh.

,-r' almost linearly separable

Hinh 1.7. Hai trudong hop khi SVM thuin hoat dong khong hiéu qua

(Ngudn: Gido trinh nhap mén tri tué nhan tao — Ttr Minh Phuong)

Ddi véi hai truong hop nay, dé SVM c6 thé hoat dong va hoat dong tbt ta phai
chip nhén hi sinh mot sé diém dir liéu dé c6 bién tt nhat. Vi mdi diém xn trong toan
b6 dir liéu huan luyén, ta gidi thiéu thém mot bién do su hi sinh &, twong tmg. Viéc
nay duoc thé hién bang cach thay rang budc thanh:

yi(wT Xi + b) >1-§;

trong d6 & > 0 1a cac bién phu, dugc thém vao dé cho phép cac diém nam trong
viing ctia bién (1> & > 0 ) hodc tham chi bi phén loai sai (& >1). Tong cua cac bién
phu ndy s& gigi han mirc d6 sai khi phan loai, tong cang 16n ching té cang sai nhiéu,
néu tat ca bién phu bang 0 thi toan bo dir liéu khong 1an vao ving bién va dugc phan
loai ding. Do vy, ta c6 thé thém tong cac bién phu vao ham muc tiéu nhu mot thanh

phan phat cho cac truong hop bi sai. Bai todn tim cuc tri & trén sé tré thanh:

Tim w va b sao cho:
2[|WII? + € %;& 1a nho nhét,

dong thoi thoa méan rang budc:
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Yi(WTxi +b) >1-&;, & >0, véi moi i

Tham sb C > 0 thé hién sy wu tién gifra hai muc ti€u: 1) tim dugc bién 16n; va
2) giam s6 16i. C cang 16n thi muc tiéu tht hai cang duoc wu tién va ngugc lai. Mo

hinh phan loai nhu vay goi 14 phén loai véi 1& mém (soft margin).

C6 mét phuwong phap khac c6 thé phan loai tuyén tinh cho cac trudng hop
khong tuyén tinh. D6 12 phuong phap Kernel SVM, ¥ tudng co ban cua kernel SVM
1a tim mot phép bién d6i cho cac tap dir liéu khong phén loai tuyén tinh sang mot
khong gian méi. O khon gian méi nay dit lidu tré nén c6 thé phéan loai tuyén tinh hoic
c6 thé phan loai tuyén tinh. Tir ddy, bai toan phan 16p c6 thé giai quyét theo hudng
hard hodac soft-margin SVM.

Vi du vé kernel SVM: ¢ hinh a dir liéu cta hai 16p khong phan biét tuyén tinh
trong hai chiéu. Néu chiing ta coi chiéu thir ba 1a mot ham sb cuia hai chiéu con lai z
= x2+y2, thi cac diém dir liéu s& dugc phan bd trén mot mit parabolic va di trd nén
c6 thé phan loai tuyén tinh. Mit phang phan loai hai 16p ¢ thé tim duoc bang SVM
thuan hodc soft-margin SVM.

Tuy nhién khi chiéu vao khong gian méi doi hoi phai tinh toan lai cac dic
trung méi. S6 lugng dic trung nhu vay c6 thé rat 1on vi thuong chiéu vao khong gian
moi thi s6 chiéu ciia khong gian méi s& nhidu hon. D¢ tranh viée tinh toan cac dic
trung trong khong gian moi, mot phuong phap dugc dua ra do6 1a st dung ham nhan
(kernel function). Cu thé, vector trong s6 cia SVM s& dugc tinh boi:

W= 2“: V.o p(x,)

=l
nén ham phén loai sé trd thanh
fx)=wg(x)+b= z veg(x) (x)+b

=1

(Ngudn: Giao trinh nhap mén tri tué nhan tao — Tir Minh Phuong)
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Do céc biéu thirc trén chtra ¢(x)To(x') nén néu ta co thé tim duoc ham K(x,x')
= (x)To(x') , ta c6 thé sir dung K(x,x") trong cac biéu thirc trén va khong can tinh cu
thé cac anh xa ¢(x), o(x'). Him K(x,x') nhu vdy duoc goi 1a ham nhan (kernel

function)
1.4. Két luan chwong

Trong ndi dung chuong 1 tac gia d3 tap trung vao viéc trinh bay: kién thirc
tong quan vé IoT; ma doc IoT botnet; tong quan vé cac phuong phap phat hién ma
doc; tong quan vé hoc may va thuat toan hoc SVM. Cac kién thirc nay sé 1a kién thirc
nén tang dé tac gia van dung dé xuit nén mo hinh phat hién mi doc IoT botnet s&

duogc trinh bay trong chuong 2.
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CHUONG 2: XAY DUNG MO HINH PHAT HIEN
MA POQC IOT BOTNET

2.1. M6 hinh téng quan

Trong chuong nay, tic gia sé mo ta vé mo hinh tong quan phat hién ma doc
IoT botnet. M6 hinh tong quan cua bai toan ap dung hoc may trong phat hién ma doc
IoT botnet s& ¢ hai pha: pha huan luyén (trainning) va pha kiém thir (testing). Pha
huén luyén la cac budce dé c6 thé xay dung l1én dugc mo hinh, dau vao 1a dir liéu huan
luyén va dau ra 1a mo hinh. Pha kiém thir 1a budc dé danh gia chat luong ctia mo hinh,
dau vao ciia pha nay 1 dit liéu kiém thir, m6 hinh ¢ budc huan luyén va dau ra 1a két
qua phan loai dir liéu kiém thir. Pha huan luyén ctia m6 hinh phat hién ma doc IoT

botnet dugc mo ta trong hinh 2.1 nhu sau:

ELF dataset
(training data)

{ EMULATOR }
(QEMU)

i

{ SCG generation ]

th

{ Graph embedding }

Feature vector

SRR
{ Model generation

1

Hinh 2.1. Pha huén luyén trong hé hinh phat hién botnet trong cac thiét bi IOT
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Pha kiém thir ciia md hinh phat hién ma doc IoT botnet dugc mo ta trong hinh

2.2 nhu sau:

ELF dataset
(testing data)

[ EMULATOR ]
(QEMU)

i

[ SCG generation ]

th

[ Graph embedding ]

Feature vector

< T T e T T

l)‘

Result Yes/No

Hinh 2.2. Pha kiém thir trong mé hinh phat hién ma déc IoT botnet
Hai pha huan luyén va kiém thir s& c6 cac budc tién xur 1y dit liéu gidng nhau
do la:
e Thu thap dit liéu bang Emulator (QEMU);
e Xay dyng d thi SCG (SCG generation);
e Xay dung db thi nhing (graph embedding).
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Sau khi c¢6 vector dic trung tir budc xay dung d6 thi nhung, trong pha huin
luyén s& st dung thém dit liéu nhin danh ddu ma doc/lanh tinh cua tap dit liéu huan
luyén dé dwa vao k¥ thudt hoc may dé sinh model. Trong khi d6 pha huin luyén s&
stt dung model duoc xay dung trong pha huan luyén, ciing voi dir lidu kiém thir dé
dua ra két qua phat hién. Trong phan tiép theo, tAC gia s& mo ta chi tiét chirc ning

cling nhu ciu tric cta ting thanh phan cuy thé.
2.2. Thu thap dir liéu

Dé thuc hién phan tich dong ma doc néi chung va ma doc trén IoT noi riéng,
sir dung Sandbox 1 k¥ thuat pho bién. Sandbox 1a mot k¥ thuat quan trong trong linh
vue bao mat ¢o tac dung cd 1ap cac ung dung, ngan chin cac ma doc dé chung khong
thé lam hong hé théng may tinh, hay cai cim cac ma doc nhim an cip thong tin ca
nhan ciia ngudi ding. Mot Sandbox vé co ban 1a mot madi truong dung dé chay phan
mém va mdi truong do duoc nam trong su kiém soat chit ch&. Sandbox giap han ché
chtrc nang cua mét doan ma, cép quyén cho mot doan ma nao do6 chi duoc thuc hién
mot sb chirc nang nhét dinh, tir d6 nod khong thé thuc hién nhiing can thiép khac co
thé lam nguy hai cho may tinh nguoi ding. Tiéu chi quan trong nhat ciia Sandbox
phuc vu phan tich ma doc 1a lugng thong tin thu dugc sau khi thyc thi ma doc trén
Sandbox do, hay lam ma ddc boc 16 tdi da hanh vi. Sandbox c6 2 loai 1a Sandbox vt
1y va Sandbox 4o0. Cac Sandbox vat 1y c6 kha niang dé ma doc boc 16 hanh vi tét hon
do no dua trén thiét bi thyc té, day du cac thanh phan va c6 thé kich hoat ddi vé6i cac
mi doc c6 kha ning phat hién hé thong phan tich, theo ddi n6. Tat nhién Sandbox vat
ly c6 han ché 16n 12 kho tuy bién, kho khoi phuc lai hién trang ban dau va chi phi cao.
Sandbox 4o dya trén cong nghé mé phdéng, 4o hod thuong la st dung cadc may ao.
Diéu quan trong nhét, 3¢ ma doc thuc hién duoc hanh vi thi phai md phong dﬁy du
cac moi truong nhu thiét bi ngoai vi, mang, moi truong két ndi... Cac Sandbox cho
mi doc trén mdy tinh truyén thong thuong hudng dén st dung Vmware, Virtual Box
nhung véi cac thiét bi IoT thi cic may 4o chay Qemu 1a giai phap duoc sir dung phd
bién, do Vmware va Virtual Box khong hd trg cac kién tric chip nhung phé bién nhu
MIPS, ARM...
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Nhiéu giai phap Sandbox twong dbi hoan chinh cho phan tich ma doc da dugc
xay dung nhu Cuckoo sandbox. Tuy nhién, ddi véi cac kién trac chip ARM, MIPS
Cuckoo sandbox cho két qua nhat ky cac 10i goi hé théng khong dugce day du va chi
tiét. Vi vy, trong ludn vin nay tac gia st dung bd gia lap QEMU dé mo phong kién
trdc chip ARM, MIPS sir dung ma ngudn mo Strace tool dé thu thap log va diéu quan
trong 1 st dung ban anh QEMU Debian VM danh cho kién trac ARM, MIPS do

Aurel dang tai lén.

QEMU 1a mot phan mém mi ngudn md duge viét boi Fabrice Bellard dung dé
gia 1ap va 4o hoa phan cting. QEMU mé phong bo vi xtr Iy cia may thong qua dich
nhi phan dong va cung cip mot bd cac md hinh phéan cing va céc thiét bi khac nhau
diéu d6 cho phép QEMU c6 thé chay voi nhiéu hé diéu hanh khac nhau. Khi duogc sir
dung nhu mét trinh 40 hdéa, QEMU co6 thé dat duoc hiéu nang gﬁn nhu may that bﬁng
cach thuc thi ma khach truc tiép trén CPU ctia may chu. Bén canh d6, QEMU c6 thé
luu trtr va khoéi phuc lai trang thai 1am viéc ctua hé diéu hanh voi tat ca cac chuong

trinh dang chay[14]. Hién nay, QEMU c6 thé mé phong cac kién tric sau:

e |A-32 (x86) PCs

e X86-64 PCs

e MIPS64 Release 6 va cac phién ban trude

e Sun's SPARC sundm

e Sun's SPARC sun4u

e ARM development boards (Integrator/CP and Versatile/PB)
e SH4 SHIX board

e PowerPC (PReP and Power Macintosh)

e ETRAX CRIS

e MicroBlaze

e RISC-V
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May 4o trong QEMU c6 thé giao tiép v6i nhiéu loai phan cimg may chi vat
Iy, bao gom ca dia cing ctia ngudi dung, 6 dia CD-ROM, card mang, giao dién 4m
thanh va thiét bi USB. Céc thiét bi USB cling co thé dugc mo phong hoan toan hoac
c6 thé str dung cac thiét bi USB ctia may chi, mic du diéu nay doi hoi phai co dic
quyén cta quan trj vién va c6 thé khong hoat dong véi tit ca cac thiét bi. O dia a0 c6
thé duoc luu trir ¢ dinh dang dic biét ( gcow hodc qcow2 ) chi chiém dung luong
bang voi dung luong ma hé diéu hanh ao str dung thue su. Bing cach nay, mot dia
120 GB gia 1ap c6 thé chi chiém vai trim megabyte trén may chi.Bén canh d6, dinh
dang QCOW2 ciing cho phép tao ra cac ban snapshot ctia may 4o0. Cac dinh dang 6
dia 40 QEMU c6 thé hd trg nhu sau:

e macOS Universal Disk Image Format (.dmg) — Read-only;

e Bochs — Read-only;

e Linux cloop — Read-only;

o Parallels disk image (.hdd, .hds) — Read-only;

e QEMU copy-on-write (.qcow2, .ged, .gcow, .cow);

e VirtualBox Virtual Disk Image (.vdi);

e Virtual PC Virtual Hard Disk (.vhd);

e Virtual VFAT;

e VMware Virtual Machine Disk (.vmdk);

e Raw images (.img) that contain sector-by-sector contents of a disk;
e CD/DVD images (.iso) that contain sector-by-sector contents of an optical

disk (e.g. booting live OSes).

Strace 1a mot tién ich dugc st dung dé chan doan, g0 16i trong hé diéu hanh
linux. Strace duoc viét boi Paul Kranenburg vao nam 1991 va danh cho SunOS. N6
dugc sir dung dé giam sat va gia mao cc tuong tc giita cac quy trinh va nhan Linux,
bao gdm céc 101 goi hé thdng, phan phdi tin hiéu va thay d6i trang thai cta quy trinh.
Hoat dong cua strace dugc thuc hién bai tinh nang kernel duoc goi 1a ptrace[15]. Cac

tinh nang co ban cua Strace nhu sau:
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e Cho phép xuit ra cac 161 goi hé thong ctia mot chuong trinh;

e Loc theo 161 goi h¢ théng;

e Theo ddi cac 101 goi hé théng truy cap vao duong dan da chi dinh;

e Trich xuét tit ca dir liéu doc/ghi ra tép tin v6i dinh dang hexadecimal va
ASC I,

e Dém sd lan, thoi gian va s6 13i cua céac 1oi goi h¢ théng;

e Loc theo trang thai tra vé cua cac 1o goi hé théng;

e Inngan xép;

e Thay doi ma tra vé hodc ma 101 trd vé trong cac 101 goi hé thong.

$ strace -c 1s = fdev/null

% time seconds usecs/call calls errors syscall
89.76 0.008016 4 1912 getdents
8.71 0.000778 0 11778 Tstat
0.81 0.000072 0 3394 write
0. 60 0.000054 0 943 open
0.11 0. 000010 0 942 close
0.00 0. 000000 0 1 read
0.00 0. 000000 0 944 fstat
0. 00 0. 000000 0 ] mmag
0. 00 0. 000000 0 4 mprotect
0. 00 0. 000000 0 1 munmap
0.00 0. 000000 0 7 brk
0.00 0. 000000 0 3 3 access
0.00 0. 000000 (1} 1 execve
0. 00 0. 000000 0 1 sysinfo
0.00 0. 000000 (1] 1 arch_prctl
100. 00 0.008930 25440 3 total

3

Hinh 2.3. Két qua tra vé ciia mdt Iénh trong strace

Trong giai doan nay, md hinh s& st dung QEMU dé gia 1ap kién trac chip
ARM, MIPS kién triic dugc str dung phd bién trén cac thiét bi IOT dan dung, sau d6
chay ban anh QEMU Debian VM danh riéng cho kién tric chip ARM, MIPS. Céng
viéc tiép theo 1a str dung strace tool dé co thé trich xuét ra duoc cac 1o goi h¢ théng
clia cac tép tin ma doc. Pau vao cla giai doan nay 1a cac tép tin ma doc va két qua

dau ra 1a tap cac tép tin log luu trit chi tiét cac 1oi goi hé théng cua tép tin ma doc.
2.3. Xay dung d6 thi SCG

Trong budc nay, mo hinh s& str dung nhat ky 101 goi ham hé thdng dé co thé
xay dung dd thi 16 goi h¢ théng. MBOi tép tin mau s& c6 mot tép tin nhat ky 101 goi va

cling s& c6 mot do thi 101 goi hé théng.
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Mot 101 goi hé théng la viéc mgt chuong trinh may tinh yéu cAu mét dich vu
tir nhan cua hé diéu hanh ma nd dugc thuc thi. Pidu nay c6 thé bao gom cac dich vu
lién quan dén phan ctimg (vi du: truy cap 6 dia ctng), tao va thuc thi cac tién trinh
moi, giao tiép véi cac dich vu nhan tich hop nhu 18p lich xu 1y[14]. Do thi 16 goi hé
thong 1a mot do thi co6 hudéng trong d6 tap dinh 1a tip cac 10 goi hé théng, cac canh
biéu thi mdi quan hé 101 goi ham lién tiép giita cac dinh. Tuy nhién cac 1oi goi hé
théng chung ta c6 thé ma hoa thanh cac ky tu don gian hoic thanh cac sb vi 10 goi
hé thong 1a cac ham biéu dién dir lidu trong hé thong s& ton bd nhd va khong can thiét.
Bén canh d6 cic ham hé thong cua nhan linux c6 han nén ¢ thé dé dang ma hoa.

Trong mé hinh nay, tac gia str dung bang ma hoa dugc miéu ta nhu sau:

Bang 2.1. Bang ma héa ciac ham hé thong

STT | Ham hé thong Ma
1 restart_syscall 1
2 exit 2
346 | ni_syscall 346
347 | Ichown16 347

Dbi v6i mot tép tin ma doc hodc lanh tinh thi s6 lwong 10i goi ham hé thong
c6 thé rat 16n, con s c6 thé dat 1én vai nghin 101 goi ham hé thong. Vi s luong 1oi
goi ham hé thdng 16n nhu vay, s& anh hudng nhiéu dén hiéu ning tinh toan cia mo
hinh. Thong thudng sb lwong dit 1iéu chiing ta thu thap duoc cang nhiéu thi chat luong
mo hinh hoc may sé tang Ién theo ty 1€ thuan. Tuy nhién, khi ) lugng dat dén mot
ngudng nhat dinh thi chat lwong mé hinh s& cai thién khong ddng ké ma con kéo theo
chi phi tinh toan 16n. Theo cong b cia Canzanese thi d6i véi phan tich dong hanh vi
doc hai sb luong 1000 101 goi ham hé thng 1a du, voi s luong 161 goi 16n hon 1000
thi ty 18 phat hién ting khong dang ké. Vi vay, dé co thé giam s6 luong 15i goi ham

hé théng ma van dam bao chét luong mo hinh hoc may, c6 hai phuong phap do la:

e Xay dung va st dung bang tan suit goi ham hé thdng duoc goi sau d6

chon nhitng ham h¢ théng duoc goi nhiéu dé xay dung dd thi SCG;
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e Dbi voi ham hé thdng duoc goi lip lai va lién tiép nhiéu 1an thi chi ghi

nhan mot 1an duy nhat trong d6 thi SCG.
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Hinh 2.4. Biéu do tin suit goi ham hé thong

Trong ludn vin nay, tac gia sir dung phuong phap s6 hai dé c6 thé giam sb
luong 10i goi ham hé théng d6 1a chi ghi nhan mot 1an d6i voi nhitng ham hé thong
dugc goi lap lai va lién tuc. D6 thi 10 goi hé thong dua trén k¥ thuat phéan tich dong
s& lay nhat ky 101 goi hé thong cua céc tép tin ¢6 ma doc va lanh tinh lam dau vao,
sau d6 xay dung nén dd thi. Thuat toan xay dung dd thi 1o goi hé théng c6 thé duoc
biéu dién nhu sau:

1: function scg generation(S[], id)
Input:
- S[]: a list of system-calls log for each process
- id: PID of the process

Output: system call graph (SCG)
2: s _log = s[id]

4: SCG = (V,E)

5: V.=V U {s_log[0]}

6: for(i=1;i<|s_log|;i++) do

7: if s log[i]<>s log[i-1] then

8: if s log[i] is "fork" then

9: child pid = Get PID of process which is opened by "fork"
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10: SCG = SCG U scg _generation(S, child pid)
11: endif

12: if s log[i] not in V then

13: V=V U {s logli]}

14: endif

15: E = E U {edge(s_log[i-1] connect to s logl[i])}
16: endif

17: endfor

18: return SCG

—_—

getpid
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Hinh 2.5. Vi du vé d6 thi 10i goi hé thong
2.4. Pd thi nhing

Pén budc nay, dit liéu tho tir cac tap tin miu da duoc chuyén thanh cac d6 thi
101 goi hé thdng. D6 thi 13 mot phwong phap biéu dién dir liéu c6 ¥ nghia va d& hiéu.
Tuy nhién cac d6 thi nay s& khong c6 kich thudc giéng nhau va chinh diéu nay s& gay
kho6 khan rat nhiéu cho céc thuat toan hoc may, chi phi tinh toan s¢€ rét 16m, tham chi
khong thé tinh toan. Bén canh d6 céc k¥ thuat hoc may voi dd thi con nhiéu han ché.
Vi vay, can thém mot bude xu 1y 1am sao cho cac dd thi c6 thé chuyén vé céc dang

vector ¢6 kich thudc giong nhau. Khi da chuyén vé vector thi hi€u suat tinh todn ctia
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thuat toan hoc may s& ting 1én dang ké. Mot ki thuét tac gia s& 4p dung trong budc

nay 1a k¥ thuat d6 thi nhung (graph embeddings).

Do thi nhang 1a sy chuyén dd céc thudc tinh ctia dd thi thanh mot vector hodc
mot tap vector. Viéc chuyén d6i nay van luu giit duoc cac thong tin cta do thi nhu:
cAu trac lién két cua d6 thi, mbi lién quan giita cac dinh, so do con va cac thdng tin
lién quan dén dd thi[16]. C6 2 phuong phap chinh trong d6 thi nhung d6 1a: vertex
embeddings va graph embeddings.

e Vertex embeddings: phuong phap s& chuyén d6i mdi dinh trong d6 thi thanh
mot vector. Phuong phéap nay thuong duoc ap dung trong cac trudng mudn
truc quan hoa hodac du doan cép d6 cua dinh. Vi du nhu: truc quan hoa cac
dinh trong mat phéng 2D; du doan lién két mdi dua trén sy tuong déng vé
dinh.

e Graph embeddings: phuwong phap s& chuyén d6i do thi vé mét vector duy
nhat. Phuong phap nay thudng dugc ap dung vao viéc mudn du doan vé mirc
dd cua dd thi hodc can so sanh va truc quan hoéa toan bo dd thi. Vi du nhu so

sanh cac cau tric hoa hoc.

Input | | Input

Shared
weights
«—>

Embedding —— Distance ————  Embedding
/ '\\ ’fx" \
/ \ € —> / \
J,f \ Shared / \\
/ \ weights / "\\.

\ y

Output | | Output

Hinh 2.6. M6 hinh vertex embeddings

(Ngudn: Internet)
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Mot sb huéng tiép can phd bién trong phuong phap vertex embeddings do 1a:
DeepWalk, node2vec, SDNE,..va hudng tiép can pho bién va tot nhat hién nay trong
phuong phap graph embeddings d6 1a: graph2vec. Tuy nhién, moi huéng tiép cin dé
xdy dung dd thi nhiing déu dya trén nén tang phuong phap word2vec va mang no-

ron skip-gram.

Word2vec 1a mot phuong phap nhung dé chuyén dbi cac tir thanh cac vector
nhung. Céc tir giébng nhau thi c6 vector nhing twong tw nhau. Word2vec sir dung
mang no-ron skip-gram 14 mot mang no-ron véi mét 16p an. Skip-gram duoc huan

luyén dé c6 thé dy doan tir tiép theo trong céu.
2.5. Thiét 1ap moé hinh hoc may

Bai toan phan 16p truyén thdng khong thé hoat dong tét trong truong hop luc
luong gitra 2 16p chénh 1éch qua 16n hodc tham chi chi ¢6 dit li¢u ctia mot tap dir lidu.
Vi du: bai toan phan loai trang thai hoat dong binh thuong cia nha may hat nhan, thi
trong kich ban nay, c6 rat it cac trang thai hé théng bi 16i ma chi c6 sb liéu théng ké
hoat dong binh thudng ciia nha may. Trong truong hop nay, ngudi ta dé xuat mé hinh
phan loai mot 16p (One class classification — OCC). Thuat ngir OCC duogc dua ra béi
Moya va Hush vao nim 1996. D6i véi OCC chi can thu thap dit liéu ciia mot 16p chi
dinh, khong can thu thap dir liéu ca 16p khac.

Hinh 2.7. Siéu ciu bao ldy tit ca cac diém dir liéu

(Nguén: wikipedia.org)
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Y tudng phan loai mdt 16p dya trén SVM (OSVM) la viéc xac dinh mot si€u
cau nho nhét (c6 tim ¢ va ban kinh r) c6 thé bao 1y tt ca cac diém dit 1iéu. OSVM

¢6 thé duoc xac dinh nhu sau:

minr? sao cho ||®(x;) —c|| < r?Vi=12,..,n
r,c

Tuy nhién cong thirc trén sé rat han ché va nhay cam véi nhidu. Do d6 mot
cong thtre linh hoat hon dugc xay dung dé c6 thé giam nhiéu va c6 thé chap nhan

duoc nhu sau:

Sao cho
|@(x;) —clP <+ Vi=1,2,...,n

Ttr diéu kién t6i wu cta Karush-Kuhn-Tucker (KKT), chung ta c6 duoc

n
= Z oy @{:ﬂi}i
i=1l

khi d6 a}sla giai phap cho van d¢ t6i vu héa:
ki L
max Z o k(xy, 24) — Z ook, ay)
¢ i.5=1

Sao cho

i 1

Y ey =1land0 <o < —foralli=1,2,...,n.

; 7]

i=1
Mot sé phuong phap di duoc dé xuat dé giai quyét van dé phan loai mot 16p.

Cac cach tiép can c6 thé duoc phan loai thanh ba loai chinh: uéc tinh mat dg, phuong

phap bién va phuong phap tai thiét.
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2.6. Két luan chwong

Noi dung chwong 2 cin cr vao nghién ctru 1y thuyét tai chuong 1 dua ra mé
hinh dé xuét cho phuong phap phat hién mi doc IoT botnet. M6 hinh phat hién bao
gdm hai pha: Huan luyén va kiém thir. Cac bién tién xir 1y cua hai pha giéng nhau

bao gom cac budc:

e Thu thap dit liéu bang Emulator (QEMU);
e Xay dyung d thi SCG (SCG generation);
e Xay dyng db thi nhiing (graph embedding).

Pha huén luyén s& sir dung thém dit liéu nhan d4nh diu ma doc/lanh tinh cia
tap dit liéu huan luyén dé dua vao k¥ thuat hoc may dé sinh model. Trong khi d6 pha
huan luyén s& str dung model duoc xay dung trong pha huan luyén, cung véi dit liéu
kiém thtr ¢ dua ra két qua phat hién. Trong chuong 3, tic gia s& mo ta cac budc cai
dit moi trudng, ciing nhu cac cong cu sir dung dé xay dung va kiém thir mé hinh hoc

may nay.
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CHUONG 3: THU NGHIEM VA PANH GIA

No6i dung chuong 3 s& tién hanh 4p dung mé hinh phat hién botnet trén cac
thiét bi IOT da duoc dé xuat & chuwong 2 vao tap dit liéu mau. Sau d6 két qua s& dugc

dua ra nhat xét va danh gia chat luong ctia mé hinh.
3.1. Thu thap va tién xir ly dir liéu
3.1.1. Dé liéu mdu

Luan vin da thu thap duoc 1,326 tép tin dit liéu mau tur ngué)n VirusShare,
loTPOT va cac ngudn khéc, trong d6 ¢ 1,248 tép tin c6 chira ma doc va 78 tép tin
lanh tinh khong chwa ma doc. Tat ca cac dir liéu mau nay déu 13 tng dung chay trén

hé diéu hanh linux.

|| fff52069ca170f457ecd23d%aalled2 File 56KBE Mo
|| ffdb67e7bbed49d00d2398bEdbfdfadd File 53KB Mo
|| ffcha54ad40ebdca28915b68a83dBOT72 File 1TKE No
|| ffcBBed3b3a33B347h6509faefc80e99 File 20KB Mo
|| ff3261eafd81750c1708dbcd6c549830 File 30KE Mo
|| ff4Deb5ffleeibba2lT4d48TbTe1 2fad File 28KB Mo
|| ff05e0129f205985465cf6e063bbad3f File 5KB MNo
|| ff3ed42b07bce22031a52df4c0deTc13 File 46 KB Mo
|| fef192ceb21704d9e04bbdcd5d27457a File 46 KB Mo
|| fee589521162c2f07 cecfbBbe2fab234 File 4TKB Mo
|| feb18ad8aab31935e52a9132f8c0cd4b File 8KB MNo
|| fe51710dfbb1dfea3s8bet25b861b2%a File 5TKBE Mo
|| fedBc983fd2dB5d59dcTEf2c3b210eb8 File TKE MNo
|| fel4fcdBlef8d65b734c5f0aedf14599 File 53KB Mo
|| fdbcf3b076d25a5¢61aaf10c0dfbBbad File 43KB MNo
| | fd24c4a01673886286a8bba383abb506 File 53KB Mo
|| fd9c17247a3cTchcb803cb828fedT033 File 44KB Mo
|| fd07acd98e7488961cefabbi6fa57703 File I9KE Mo
| | fdda33bfd7ch494227a993fhbceBBal0 File 43KB Mo
| | fd2deabd7faTdfccddb17f63630aald6 File 42KB Mo
|| fcaBb05eeld39cfe3Tf43b512dbB94a9 File 268 KB Mo
|| fc30864abf3763fb443a1d66b2cbbedt File 4TKB Mo
|| feB165cfc2f01a8178ad4d3ddb0eTo2a File 81KB Mo
|| fcB70a7d%eat1 claea2ffEbldfB05chE File 45KB Mo
|| fcd93fd5fdalBactf72bfbbbddbblade File S0KE Mo

1 fr25eddahd? eefOre? FAhfA304- A0k Fil= TI27KR  Mn

Hinh 3.1. Cac tép tin miu chira ma doc botnet trén cac thiét bi IOT

Tap dir liéu mau s€ duoc chia thanh hai tap con: tap dit li¢u huan luyén chiém
75% va tap dir liéu kiém thir chiém 25% ctia s6 t&p c6 ma ddc, cac t&p tin mau co
chtra ma ddc s€ dugc chia ngau nhién. Tuy nhién, do mo6 hinh hoc may cua ludn van

ap dung thuat toan One-class SVM nén tap huan luyén s& chi chira cc tép tin mau cd
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ma doc ma khong chira cac tép tin lanh tinh. Cac tép tin lanh tinh cung véi 25% tép

tin ma doc chi sir dung dé kiém thir chat lvong mé hinh.
3.1.2. QEMU

Pé dam bao hanh vi ciia ma doc dugc ghi lai ddy da, chinh xac va nhanh chéng,

may chu va may khach dugc cau hinh nhu sau:

e May chu:
o CPU Intel Xeon CPU E3 - 1230 v6 3.50 GHz
o Hg diéu hanh Ubuntu 16.04 x64
o Ram 8 Gb
o Két ndi Internet
o QEMU
e May khéch:
o Ram4GB
o Hé diéu hanh: Aurel’s Debian Image

o Keét nodi brige sang may chu

Aurel's
Image
Debian

Hinh 3.2. M6 hinh cai dit may chi - may khéch
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May chu Ubuntu c6 cac chic nang:

e Cai dat may khach QEMU dé thu thap céc 10i goi hé théng cua tap dir
liéu mau;

e Cai dit va chay thuat toan dé chuyén ddi log cac 101 goi hé thong sang
dd thi 1o goi hé théng;

e Chay chirc ning Graph2vec dé chuyén ddi d6 thi 16i hoi hé thong sang
vector;

e (Cai dat va huin luyén thuat toan One-class SVM tur dit li¢u trich chon

duoc tir budc trén.
May khach QEMU c6 cac chuc nang:
e (ai dat cong cu Strace tool dé thu thap 101 goi hé thé)ng cua tap dir liéu
mau;
e Thuec thi cac tép tin mé doc va ghi log 161 goi hé thdng ra cac tap tin.
3.1.3. Thu thdp dé liéu
Dé ¢6 thé thu thap duoc dir licu mdt cach ty dong, tac gia da sao chép cac t&p
tin miu mé doc vao may khach sau d6 chay doan ma GetLog.sh dé co thé 1iy duogc
log 151 goi ham hé thong. Vi mdi log cua tép tin mau ma doc s& duoc luu trit trong

mot t€p tin text.

execve(" /sample/644829dbf4d213add{ta6tb2a900ea63", ["/sample/644829dbt4d2f3addfta6tb". |, [/* 13 vars
*D=0

1octl(0. SNDCTL_TMR_TIMEBASE or SNDRV_TIMER_IOCTL_NEXT_DEVICE or TCGETS, {B38400
opost isig icanon echo ...}) =0

ioctl(1, SNDCTL_TMR_TIMEBASE or SNDRV_TIMER_IOCTL_NEXT_DEVICE or TCGETS, {B38400
opost isig icanon echo ...}) =0

write(1, "BUILD DONGS'n", 12) =12

pretl(PR_SET_NAME, 0x1a8f8,0,0,0) =0

gettimeofday({1558425771, 760992}, NULL) = 0|

getpid() =5218
gettimeofday({1558425771, 762627}, NULL) =0
getpid() =5218

socket(PF_INET, SOCK_DGRAM, IPPROTO_IP) =3

connect(3, {sa_family=AF_INET, sin_port=htons(53), sin_addr=inet_addr("8.8.8.8")}, 16) =0

getsockname(3, {sa_family=AF INET, sin_port=htons(45076), sin_addr=imet_addr("192.168.42.135")}, [16]) =
0

open("/proc/net/route”, O_RDONLY) =4
read(4, "I", 1) =1

Hinh 3.3. Két qua thu thip dwoc khi thue thi méa dc trén may khach
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0ad0da9603c7e3de6c912721eae0b4c0.Fullsyscall
0b20c235be6642a03cb6f0760d4ca388.fullsyscall
0b2605442fc91081e6a37f0d51fc2655.Fullsyscall

0c6dcaa738e5782a79e5aed67341c2bd. Fullsyscall
Ocde318db3a7cb1c656d440458da624b.fullsyscall
0cf86160cb81b3F954188df474f4a6a4.Fullsyscall

0d2e2b991cc96fa86bodc16ac80b2d50.fullsyscall
0d0059a5712e4c55ae7cc98e9efbbd55.Fullsyscall
0d959813e6a51f092d0d5ba5261849a3.Fullsyscall

00ddda62167baalda0802ecee5b9f663.fullsyscall
Hinh 3.4. Cac tép tin nhit ky thu thip dwoc trong méi trwong sandbox
3.1.4. Xay dung do thi SCG va dé thi nhing

Véi két qua thu thap dugc tir bude trén, tat ca cac tép tin log 10i goi hé thong
s€ duoc sao chép vé may chu, sau do tién hanh chay thuat toan dé tién hanh xay dung
d6 thi 161 goi hé théng va chuyén d6 thi d6 thanh vector. Vi thuat toan xay dung do
thi 101 goi hé théng duoc mo ta trong chuong 2, tac gia di cu thé bang ngén ngit
python dé c6 thé chay dugc trong may chi ubuntu. Két qua tra vé véi mdi tép tin mau
la moét tép tin cd dinh dang xml s€ luu trir thong tin cac dinh, cac canh cua dd thi 16i

goi ham hé thong.

<?xml version='1.0" encoding="utf-8'7?>

<gexf version="1.1" xmlns="http://www.gexf.net/1.1draft" xmlns:viz="http://
www.gexf.net/1.1ldraft/viz" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://www.w3.0rg/2001/XMLSchema-instance">
<graph defaultedgetype="directed" mode="static"=

<attributes class="node" mode="static"=>

<attribute 1d="0" title="Label" type="string"/></attributes>
<nodes><node id = "11" label = "11">

<attvalues>

<attvalue for="0" value="1"/=>

</attvalues>

</node=

<node id = "45" label = "45">

<attvalues>

<attvalue for="80" value="1"/=>

</attvalues>

</node>

<node id = "28" label = "28">

<attvalues>

<attvalue for="0" value="1"/>

=[/attvalues=>

</node=

Hinh 3.5. Céu triic lru trir dir liéu ctia dd thi 101 goi ham h¢ thong

Budc tiép theo tac gia s& sir dung mi ngudn md graph2vec dé co thé chuyén

d6i do thi 161 goi ham hé thdng thanh d6 thi nhung. Pau vao cta budc nay 1a cac tép
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tin d6 thi *.gexf va dau s& la mot ma tran 2 chiéu voi moi hang 1a mot vector ctia mot
do thi. Ma tran vector nay s€ dugc luu trit trong mot tép tin *.txt cd cau trac nhu hinh

dudi.

"..)..fgexf/9bc488cB188Bee79c2c99b32eb63cc55e.gexf.g2v3”: [
-0.17119821906089783,
-0.0004615240322891623,
-1.7827434539794922,
0.3242648243904114,
0.06580841541290283,
-1.15408573835372925,
0.5765106081962585,
-0.5248183608055115,
0.6449635028839111,
-1.5051369667053223,
1.1897075176239014,
-0.9498820304870605,
1.3193600177764893,
0.14179106056690216,
1.558129072189331,
-1.8025147914886475,
-0.9819702506065369,
-0.29348075385986200,
1.187371850013733,
0.4684920310974121,
0.9648829102516174,
-1.5075292587280273,
1.8924767971038818,
0.08834315363317728,
0.47199130058288574,

Hinh 3.6. Céu triic ciia d6 thi nhiing

Két qua cudi cung ctia budc nay chinh 13 cac vector dic trung s& duge dua vao
thuat toan hoc may trong budc tiép theo.

3.2. Thir nghiém

Trong budc nay tac gia s& cai dat thuat todn hoc may one-class SVM bang thur
vién scikit-learn. Sklearn 1a mot thu vién ma ngudn mo danh cho hoc may duoc thiét
ké bang ngdn ngit pyhton va trén nén NumPy va SciPy. Sklearn chira hau hét cac
thuat toan hoc may hién dai nhat. BSi véi mo hinh nay tac gia sa dung 16p
sklearn.svm dé chay thuét toan one-class SVM. Céc budc thir nghiém mé hinh nhu

Sau:
Chia dir liéu thanh 2 phan dit liéu huan luyén va dir liéu kiém thu:

e Dit liéu huin luyén: 936 mau (chiém 75% b luong ma doc);
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e Dit liéu kiém thir: 312 méu (chiém 25% sé luong méd doc) va 78 mau

lanh tinh.

# 5plit data
X mal = X[y == 0]
X beg = X[y = 1]

¥ train, ¥ mal test = train test_split (X mal, test_size=.25, random state=42)

Dua dit liéu vao hudn luyén va kiém thtr v6i cac d6i s6 nu=0.01 va gamma=

‘auto’

# Apply
clf = OneClassSVM(nu=.01, gamma='auto')
# clf = LocalOutlierFactor (novelty=True, contamination=.2)

clf.fit (X train)
y_true, ¥ pred = y test, clf.predict (X test)

3.3. Nhén xét danh gia

3.3.1. Cac tiéu chi danh gia

Dé ¢ thé danh gia dugc hiéu nang cia hé thong hoc may noi chung va trong
thuat toan One-class SVM ma luan vin dang sir dung, can phai c6 cac tiéu chi danh
gia tir 6 méi co thé nhan xét dugc thuat toan tot hay xau. Trong luin vian nay tac gia
str dung 4 tiéu chi danh gia sau: Accuracy, Precision, Recall, F-measure.

Dé c6 thé tinh toan duoc cac tiéu chi trén, chung ta c6 Confusion matrix (ma

tran nham 13n) nhu sau:

. Puoc phan loai boi hé thong
Lop € Thudc Khong thudc
Nhin 16p thuc Thudc TP FN
sy (ding) Khoéng thude FP TN

Trong do6:
e TP (true positive): S6 luong dir liéu thude 16p C duge phan loai chinh
xac vao 16p C;
e FP (false positive): S lugng dir liéu bén ngoai bi phan loai nham véo

16p C;
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e TN (true negative): S6 lwong dit liéu khong thude 16p C duge phan loai
(chinh x&c);
e FN (false negative): S6 lugng dit liéu thudc 16p C bi phan loai nhim
(vao cacldp khac C).
Accuracy (Tinh chinh x4c) 1a mtc d6 phan 16p chinh x4c cia hé théng da duoc

huan luyén d6i véi tap dir liéu duoc dung dé kiém thu.

S6 phan doan chinh xac
Accuracy =

Tong s6 phan doan
Hoac

TP+TN

A —
CUracY = TP Y TN + FP + FN

Precision ddi véi 16p C bang tong sd cac vi du thude 16p C duoc phan loai

chinh xac chia cho tong s6 cac vi du dugc phan loai vao 16p C.

TP

Precisi )= &
recision (C) TP+ FP

Recall d6i véi 16p C bang tong s6 cac vi du thude 16p C duoc phan loai chinh
xac chia téng s6 cac vi du thudc lop C.

TP

Recall(C) = TP+—FN

F-measure

2. Precision. Recall
Precision + Recall

F — measure =

F-measure 12 mot trung binh diéu hoa (harmonic mean) cta cac tiéu chi
Precision va Recall. F-measure c6 xu hudng ldy gia tri nao nho hon giita 2 gi tri
Precision va Recall. F-measure c6 gié tri 1on néu ca 2 gia tri Precision va Recall déu

16n.
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3.3.2. Pdnh gid két qud
Két qua chay dugc voi bo dir licu mau thu duoc nhu sau:
Confusion matrix:

Bang 3.1. Két qua Confusion matrix

Puoc phan loai boi hé théng
Ma ddc Lanh tinh
Ma doc 300 12
Lanh tinh 8 70

Dua vao Confusion matrix ta c6 thé thay:

e V6i312 miu mi doc dé kiém thir thi mé hinh phan 16p dung 300 mau
dung vao 16p ma doc va 12 mau bi phan 16p sai vao 16p lanh tinh;
e V6i 78 mau lanh tinh mé hinh phan 16p dting 70 mau vao 16p lanh tinh

va 8 mau bi phan 16p sai vao 16p ma doc.

Precision | Recall | F1- measure | support
Lanh tinh 0.85 0.90 0.88 78
Ma doc 0.97 0.96 0.97 312

Accuracy: 0.949

ROC AUC: 0.929

Falase Positive rate: 0.103
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Receiver Operating Characteristic
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Hinh 3.7. Pwong ROC ciia md hinh dé xuit trong kiém thir
Dua vao két qua kiém thtr mo hinh dé xuét, c6 thé dua ra mot s6 nhan xét:

e Accuracy cia mo hinh dé xuat 1a: 94.9%, ddi véi mot bai toan phan loai
mot 16p thi acc=94.9% 1a két qua kha tdt;

e Dudng ROC vdi gia tri AUC=0.929 c6 thé thdy hiéu qua cta thuit toan
v6i do chinh xac cao khi ma gia tri AUC tién rat gan véi gia tri Iy tuong
lal;

3.4. Két luan chwong

Chuong 3 da trinh bay vé qua trinh thir nghiém mé hinh phat hién ma doc IoT
botnet, bao gém cac bude thue hién, két qua thuc nghiém, danh gia va nhan xét vé
mé hinh. Véi 1,326 mau di liéu duoc chia thanh 75% danh cho dit liéu huin luyén
va 25% danh cho dir liéu kiém thir dwa vao mo hinh huan luyén va kiém thir. Két qua

dat duoc kha tot do 13 acc = 94.9%.
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KET LUAN
1. Nhirng déng gép cta luin van

Luan vin d3 nghién ctru vé phuwong phap phat hién ma doc bonet trén céc thiét
bi [oT dan dung vao thuat toan hoc may one-lass SVM va da dat dugc mdt sb két qua

nhu sau:

e (i01 thi€u téng quan vé thiét bi IoT dan dung;

e Gidi thiéu tong quan vé ma doc IoT botnet va cac phuong phéap phat hién ma
doc;

e Trinh bay co s& 1y thuyét va dua ra mo hinh phét hién ma doc IoT botnet
bang k¥ thuat hoc may one-class SVM;

e Tién hanh thuc nghi¢m, danh gia két qua thu dugc.

Téng két lai, qua trinh thir nghiém mo hinh duoc thuc hién nhu sau: Str dung
QEMU dé gia lap kién trac chip MIPS, ARM va str dung cong cu Strace tool dé thu
thap nhat ky 161 goi ham hé théng cua tép dit liéu mau, sau d6 xay dung do thi 101 goi
ham hé théng, budc tiép la str dung thu vién graph2vec dé trich chon dic trung tir do
thi 101 goi ham hé thong va cudi cing 1a day cac vector dic trung vao dé huan luyén

thuat toan hoc may one-class SVM dua vao thu vién ma nguén mo Sklearn.
2. Hudng phat trién tiép theo

Hién tai, luan van chi mdi sir dung thuat toan hoc may one-class SVM dé ap
dung hoc may va chi méi cac thiét bj IoT dan dung. Hudng tiép theo sé& 1 nghién ctru
céc thuét toan hoc sau dé co thé ap dung vao bai toan phat hi¢n ma ddc botnet trén
céc thiét bi IoT. Bén canh d6 c6 thé mé rong pham vi nghién ciru thém céc loai thiét
bi IoT khac tir d6 c6 thé xay dung duoc mot hé thdng sandbox da nén tang cho cac
thiét bi IoT. Ngoai ra luan vin ciing s& thu thap thém tap dir liéu mau dé co6 thé tiang
d6 chinh xac cho két qua phat hién, boi tap dir liéu hién tai chi mdi c6 mot sd luong

nhd cac tép tin ma ddc botnet.
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