HOQC VIEN CONG NGHE BU'U CHINH VIEN THONG

)

Nguyén Vin Quyét

NGHIEN CUU VA UNG DUNG CONG NGHE BLOCKCHAIN CHO

BAU CU PIEN TU

LUAN VAN THAC ST KY THUAT
(Theo dinh huong wng dung)

HA NOI - 2020




HOC VIEN CONG NGHE BUU CHINH VIEN THONG

Nguyén Vin Quyét

NGHIEN CUU VA UNG DUNG CONG NGHE BLOCKCHAIN CHO
BAU CU PIEN TU

Chuyén nganh: Hé théng théong tin
Mi s6: 8.48.01.04

LUAN VAN THAC ST KY THUAT
(Theo dinh hwong vng dung)

NGUOI HUONG DAN KHOA HOC: TS. PANG MINH TUAN

HA NOI - 2020




LOI CAM DOAN
T6i xin cam doan ddy 13 cong trinh nghién ctru cia riéng toi, két qua dat
dugc trong luan vin 13 san pham cua riéng c4 nhan, khong sao chép lai cua nguoi
khac. Trong toan bg ndi dung cua luan van, nhitng diéu duoc trinh bay hodc 1a cia
ca nhan hoac 1a duoc téng hop tur nhiéu nguén tai liu. T4t ca céc tai liéu tham khao
déu c6 xuat xir rd rang va duoc trich dan hop phéap. Cac s lidu, két qua néu trong
luan vin 13 trung thuc va chua timg duoc ai cong bd trong bat ky cong trinh nao

khac.

Tac gid ludn van

Nguyén Vin Quyét



i

LOI CAM ON
Loi dau tién toi xin gui 10i cam on va 1ong biét on sau sic dén thiy gido
TS.Pang Minh Tuén, nguoi da gifip t6i chon dé tai, dinh hinh hudéng nghién ciru,

tan tinh hudng dan va chi bao toi trong sudt qua trinh thyc hién luan van tét nghiép.

T6i xin giri 16i cam on chan thanh dén céc thdy, c6 gido trong trudng Hoc
vién Cong nghé va Buu chinh Vién thong. Cac thay, cd gido dd day bao va truyén
dat cho toi rat nhiéu kién thtc, gitp to1 c6 dugc mot nén tang kién thtrc ving chic

sau nhitng ngay thang hoc tap tai truong.

To1 xin guri 101 cdm on chan thanh t&1 cadc ban khoa 2018 dot 1 da ung hd
khuyén khich t6i trong subt qua trinh hoc tip tai truong. Cudi cing, t6i mubn gui
161 cam on sdu sic nhat dén gia dinh va ban bé — nhitng ngudi than yéu ludn kip
thoi dong vién va giup do téi vuot qua nhitng kho khan trong hoc tap cling nhu

trong cudc song.
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LOI MO DAU
1. Ly do chon d@ tai
Bau cir cong khai 13 mot trong nhitng hoat dong nén tang dé xay dung nén
mot qudc gia, to chirc dan chi, cong bang va minh bach. Tir trude dén nay, cac
phuong phép bau ctr d3 va dang duoc ap dung tai hau hét cac qudc gia 1a bo phiéu

dua trén 1a phiéu bang gidy hay bau ctr trén nén tang dién tir.

Hé thdng bau cir bang gidy 1a hé¢ thong duoc sir dung rong rii trén toan thé
gidi tir trudc dén nay, tuy nhién bau ctr theo cach truyén thdng ndy gip phai rat
nhiéu han ché nhu: lang phi tai nguyén gidy; viéc trién khai dén cac khu vuc ving
sdu ving xa la rat kho khan va ton nhiéu chi phi; tinh an ninh cta nhitng 14 phiéu
trong qua trinh van chuyén va kiém phiéu chua thue su duge dam bao; can sb lugong
16n nhan luc phuc vu cho cudc bau ctr... Bing ching 1a trong cudc bau cir ngay
17/04/2019 tai Indonesia, d3 c6 it nhat 92 nhan vién phuc vu bau cir tir vong do lam
viéc qua tai va 374 ngudi ngd bénh vi mét moi [1]. Nhitng han ché trén 1 nhiing

thach thirc vo cung 16n cua hé thong bau cir bang gidy.

Bau ctr dién tur (e-voting) 1a mot khai ni€ém khong con xa la véi cac nudc
phat trién, dic biét 1a Bic My va Chau Au. Tuy nhién, ddy 13 mot khai niém tuwong
d6i moi ¢ Viét Nam. Bau cir dién tir da giai quyét dugc nhitng han ché cua phuong
phap bau ctr bang gidy. Bang viéc trién khai mot hé thong bau cur dién tir, moi ctr tri
déu co thé ty tay bo nhitng 14 phiéu ctia minh cho du ho dang & bat ky noi dau, tinh
an ninh cta nhimg 14 phiéu duoc dam bao hon do phai van chuyén nhimng 14 phiéu
mot cach thu cong, bau ctr dién tir cling giam duoc sd lugng nhéan lyc can thiét dé
phuc vu cho cong tac bau cir xuéng muc t6i thiéu. Mic du ¢6 nhiéu tién bo hon hé
théng bau cir truyén théng, nhung bau cir dién tir van con ton tai mot sé han ché
nhu: hé théng may chil co thé bi tdn cong va cai ma doc pha hong két qua bau cu;

két qua cua phiéu bau van c6 thé bi thay doi néu cé nguoi ¢ tinh can thiép.



Vai nam trd lai day, cong nghé blockchain (khdi chudi) ndi 1én nhu mét hién
tuong cong nghé¢ véi cac tinh nang wu viét dugc du doan co thé lam thay ddi cude
séng cua chung ta. D& tai “Nghién ciru va ing dung cong nghé blockchain cho
bau cir dién tir” nham giai quyét sy sai léch dit liéu ciing nhu kha ning bi tan cong

pha hong két qua ciia hé thong bau cir dién tir cil.

2. Cau truc cua luin van

Luan van gom 3 chuong:

- Chuong 1: Tong quan vé bau cir va bau ctr dién tir
- Chuong 2: Blockchain v bau ctr dién tir

- Chuong 3: Thtr nghiém va két qua

Trong do, luan van tap trung vao chuong 2 va chuong 3 véi muc dich nghién
ctru mo6 hinh Gng dung cong nghé¢ blockchain cho bau ctr dién tt, sau d6 thuc hién

cac thir nghiém nham danh gid mé hinh nay.



CHUONG 1: TONG QUAN VE BAU CU VA BAU CU DPIEN TU
1.1. Gi6i thiéu chung vé bau cir va bau cir tai Viét Nam
1.1.1. Gidi thigu chung vé bau civ

a. Bau ctr 1a gi

Bau ctr 1a viéc lya chon mot hoac nhiéu nguoi cho mot chirc vu cong hodc
tu, tir nhiéu ung ctr vién khac nhau. Khong chi lién quan dén bo may nha nudce, bau
cu con dugce st dung trong to chirc, hoat dong ctia céc t6 chirc xa hoi (vi du nhu

trong mot 16p hoc, trong mot td chirc cong doan).

Viéc bau ctr thanh 13p co quan hodc mot chirc danh cong quyén duoc diéu
chinh boi hién phap va phap luat do nha nudc ban hanh. Thong thudng Qudc hoi
(Nghi vién), cac co quan dai di¢n cua chinh quyén dia phuong dugc thanh lap béng
cach to chtrc bau cir. O mét sbé nudce, cac vi tri, co quan nha nudc khac nhu téng
thng, théng ddc tiéu bang, thi truong thanh phd... ciing duge thanh 14p thong qua

bau cu.

Céc cudc bau cir dinh ky 12 phuong tién kiém soat thiét yéu cua cong ching
dbi voi chinh quyén. Bau cir 1a dé khang dinh quyén lyc chinh tri xut phat tir nhan
dan va budc céc chinh tri gia phai chiu trach nhi¢m truéc nhan dan vé hanh vi cua

minh.

Bau cir 1a su Iya chon (tir gbc tiéng Latinh eligere - lya chon). Thong qua d6
céc cong dan chon ngudi, chon dang dé uy quyén, chon chinh sach dé giai quyét cac
van dé ctia mot xa hoi, dé mang lai hanh phuc cho ca nhan va cong déng. Bau ctr s&

mat di y nghia néu khong ¢6 sy tu do lya chon [2].
b. Vai trd cua bau ctr

Bau cu 1a phuong tién dan chu dé cong dan lya chon trong s cac tng cu
vién cho vi tri nhat dinh trong by may nha nudc va trao quyén cho nguoi duge bau

hanh dong nhan danh cong chung trong nhiém ky dugc bau.



c. Churec nang cua bau cu

Bau cur c6 y nghia quan trong doi vdi nha nudc, xa hoi va cac thanh vién cua

cong dong, boi nod cd cac chirc nang thuong dugc nhac dén nhu sau [2]:

- Xac dinh tinh chinh dang ciia cic co quan quyén luc nha nude: cho thdy co
quan nha nudc, vi tri 1anh dao dugc nguoi dan ung ho;

- Gitip nguoi dan thuc hién sy Gy quyén va lya chon ngudi cdm quyén: nhan
dan, chii thé ciia quyén lyc trong ché do dan chu, uy quyén cho nguoi ma
minh tin tudng s& hoat dong nham bao vé cac loi ich cua minh va xa hoi;

- Gilip gi6i tinh hoa, cac chinh tri gia cing ¢ quyén luc: nguoi lanh dao hop
phap héa quyén luc ctia minh;

- Chéng lai su 1ong hanh cta chinh quyén: bao dam dé nguoi khong gir dung
161 hira, khong c6 nang luc, 1am viéc kém hodc tham nhiing s& khong thé tiép
tuc duy tri quyén luc va bi loai khoi vi tri;

- Tao dién dan giira cdc khuynh hudng chinh tri: cac duong 151, chinh sach
khac nhau, tham chi trdi ngugc nhau, dugc trinh bay, thao luan;

- Truyén thong chinh tri: thong tin hai chiéu giita cac ng cir vién va cong
chung, cac co quan nha nudce hiéu thém vé cac nhu ciu cua ctt tri, cic vin dé

cua xa hoi, cac gidi phap c6 thé xem xét lya chon.

1.1.2. Thuec trang bau cir tai Viét Nam

a. Bau cur ¢ Viét Nam

Thuat ngit bau cir & Viét Nam dugc cho 1 gan két mat thiét v6i khai niém
dan chi, trong d6 nhirng cudc bau cir ty do va cong bang 1a phuong thirc bao dam
cho viéc ton trong céc quyén tu do, dan cha d6. Trong mot nén dan chu, quyén luc
ctia Nha nude chi duoc thyc thi khi co sy nhit tri ciia ngudi dan (ngudi bi quan 1y).
Co ché can ban dé chuyén sy nhét tri d6 thanh quyén luc nha nudc 13 t6 chirc bau cir

tu do va cong bang.

b. Céc nguyén tac bau cu



O Viét Nam, cac nguyén tac bau ctr dan chu duoc ké thira, bé sung va phat
trién dé lam mot can c thuc hién mot ché dd bau cir madi thuc sy dan chu. Cac

nguyén tic bau cir theo quy dinh ctia phap luat gdm bon nguyén tic, d6 1a [3]:

- Nguyén tic phd thong dau phiéu: ddy 13 nguyén tic rat quan trong duoc
khéng dinh tai Diéu 7 Hién phép nam 2013. Theo do, cong dan du muodi tam
tudi trd 1én c6 quyén bau cir va di hai muoi mét tudi tré 1én ¢ quyén tng cir
vao Qudc hoi va HDND céc cap. Nguyén tic ndy nham bao dam cho tat ca
cong dan, khong phan biét thanh phan dan toc, tin ngudng, dia vi xa hoi, gisi
tinh déu c¢6 quyén bau ctr.

- Nguyén tic binh déng: duoc thé hién & mot sd khia canh, nhu mdi cir tri
khong phan biét déu co sé 1an bo phiéu nhu nhau, gia tri 14 phiéu ctia mdi cir
tri déu nhu nhau, s6 lugng dan cu nhu nhau thi bau duoc s6 luong dai biéu
bang nhau.

- Nguyén tic truc tiép: nguyén tic ndy nham bao dam cho nguoi dan tryc tiép
thé hién y chi cia minh trong lya chon ngudi dai biéu. Cu thé: cur tri duge
tryc tiép bo phiéu vao thung phiéu ma khong qua ngudi trung gian, cir tri
cling tryc tiép lya chon ngudi minh bo phiéu, khong duge nho ngudi khac
bau ho, khong bau bang cach thirc g thu.

- Nguyén tic bo phiéu kin: nguyén tic ndy nham bao dam ton trong quyén tur
do thé hién y chi cua cu tri, tao diéu kién dé qua trinh lya chon cta moi cir tri

khong bi tac dong, anh hudng ctia cac ca nhan khac hodc td chirc.



1.2.

Gioi thiéu vé bau cir truyén thong

1.2.1. M6 hinh trién khai

In phiéu bau va danh

GUri phiéu bau va Cir tri tGi Giém bé
danh sach (rng vién phieu thyc hién bd
cho ctr tri phieu kin

Y
Y

sach (ng vién

Y

Co quan bé‘u clr kiém
phieu

Théng bdo két qua [«

Hinh 1.1: M hinh trién khai bau cir truyén thong

1.2.2. Uu nhwoc diém ciia mé hinh bau ci truyén thong

a.

Uu diém
Khéng lo so viéc bi hacker tan cong, do sir dung phiéu bau bang gidy.
Céc 14 phiéu bang gidy rat than thién va d& hiéu, vi vay khong doi hoi ctr tri
phai c6 kién thic vé cong nghé.
Khéng lo s cac su ¢d vé dién hoic mang internet trong qué trinh dién ra bau
cu.

Nhugc diém
Can phai in rat nhiéu phiéu bau, giy lang phi tai nguyén gidy va anh huéng
tiéu cyc dén moi trudng.
Tén thoi gian trong viéc phat phiéu bau va ky tén hoic doéng du vao phiéu
bau.
Phiéu bau c6 thé bi gia mao bang cach gia mao chit ky hodc 1am gia con dau.
Viéc trién khai dén cac khu vuc ving siu ving xa 13 rat kho khin va tén
nhiéu chi phi.
Tinh an ninh cia nhitng 14 phiéu trong qua trinh van chuyén va kiém phiéu
chua thuc su dugc dam bao.

Can s0 luong 16n nhan luc phuc vu cho cudc bau ct.



1.3.

Gidi thi¢u vé bau cwr dién tir

1.3.1. M6 hinh trién khai

Thiét Iap hé thong

. Ctr tri xem thong tin
bau cr v&i danh sach

5| CUr tri ang nhap vao (rng vién trén hé

hé thong bau cir

Y

{rng vién va cr tri thong
A4
Hé thong tong hop C{ tri thuc hién lua
ket gué khi thoi gian [« chon (rng V‘Ién de bo
bau clr ket thuc phieu

Hinh 1.2: M6 hinh trién khai bau cir dién tir

1.3.2. Uu nhwoc diém ciia mé hinh bau cir dién tiv

a.

Uu diém
Dé dang trong viéc tong hop két qua. Bau ctr dién tir c6 thé cho két qua trong
vai gio, vai phit hoac mot sb hé théng 6 thé dua ra két qua theo thoi gian
thuec.
D@ dang trong viéc bau cir. Ctr tri ¢6 thé thyuc hién bau cir & bit ky dau théng
qua thiét bi c6 két ndi internet nhu méy tinh, dién thoai. ..
Tiét kiém thoi gian. Viéc tao ra ) luong 16n phiéu bau dién tir chi mat mot
vai phut.
Cir tri ¢6 thé kiém tra dugc phiéu bau cua ho da thanh cong hay chua
Giam thiéu s6 lugng phiéu bau khong hop 16 do hé thdng s& tir chdi nhiing
phiéu bau nay.

Nhuoe diém
Hé thdng may chi ¢6 thé bj tdn cong, cai cac phadn mém mi doc dé pha hoai
két qua bau cur.
Cir tri can c6 mot chut kién thirc vé cong nghé.
Can chuan bi cac phuong an du phong vé sy cb dién hodc sy c6 mang

internet.



1.4. Két luan chwong

Chuong nay da gidi thiéu khai quat vé& bau cir noi chung va bau cir tai Viét
Nam noi riéng. Pong thoi, chuong cling di trinh by mé hinh, wvu va nhugce diém
ctia phuong phap bau cir truyén théng ciing nhu bau ctr dién tir. T do, 1a tién dé dé
dua ra dé xuat ung dung cong nghé blockchain cho bau ctr dién tir. Phan nay s&

duoc trinh bay chi tiét hon trong ndi dung cta chuwong 2 va chuong 3.



CHUONG 2: BLOCKCHAIN VA BAU CU PIEN TU

2.1.  Giébi thiéu vé cong nghé blockchain
2.1.1. Khadi niém
a. Khai niém

Blockchain (chudi khdi), tén ban dau block chain 1a mét co s& dit liéu phan
cap luu trir thong tin trong cac khdi thong tin duoc lién két véi nhau bang mi bam
(hash) va mo rong theo thoi gian. Mdi khéi thong tin déu chia thong tin vé thoi
gian khoi tao va duoc lién két t6i khéi trude d6, kém mot ma thoi gian va dir lidu
giao dich. Blockchain dugc thiét ké dé chdong lai viéc thay doi cua dit liéu: Mot khi
di liéu da dugc mang ludi chép nhén thi s€ khong c6 cach nao thay ddi duge nod

hodc phai ton rat nhi€u tai nguyén tinh toan.

Blockchain dugc dam bao nhé cach thiét ké sir dung hé théng tinh toan phan
cép véi kha ning chiu 16i cao. Vi vay su déng thuan phan cép c6 thé dat dugc nho
Blockchain. Vi vay Blockchain phu hop dé ghi lai nhiing su kién, hd so y té, xur ly
giao dich, cong ching, danh tinh va chimg minh ngudn gdc. Viéc nay cé tiém ning
gitip x6a b cac hau qua 16n khi dir liéu bi thay d6i trong bdi canh thuong mai toan

cau [4].

Blockchain dau tién duoc phat minh va thiét ké bdi Satoshi Nakamoto vao
nam 2008 va dugc hién thyc hoa vao nim sau d6 nhu 13 mot phan cbt 161 coa
Bitcoin, khi cong nghé blockchain dong vai tro nhu 1a mot cudn sb cai cho tit ca
céc giao dich. Qua viéc st dung mang ludi ngang hang va mot hé thong dir liéu
phan cép, Bitcoin blockchain dugc quan ly tu dong. Viéc phat minh ra blockchain
cho Bitcoin d3 lam cho né trd thanh loai tién té ky thuat sb6 dau tién giai quyét duoc
van d¢ double spending (chi tiéu gian 1an khi 1 luong tién duoc dung 2 lan). Cong
nghé nay cua Bitcoin d tré thanh ngudn cam hung cho mét loat cic ung dung

khac[5].

b. Cac loai blockchain
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Céc loai blockchain c6 thé chia thanh ba loai theo nguyén tic vé quyén doc
ghi dit liéu va tham gia vao hé thdng: Public (cong khai); Private (riéng tu); va
Consortium (dugc phép). Vi kiéu public, bat ky ai ciing c6 thé doc va ghi dit liéu
trén blockchain, vi du vé cac ung dung déng tién 4o Bitcoin, Ethereum... Vi kiéu
private, nguoi ding chi co quyén doc khong c6 quyén ghi dit liéu vao blockchain,
chi c6 mot bén tha ba tin cdy dugc quyén ghi, vi du Ripple. Con véi kiéu
Consortium bd sung thém sy két hop giita bén thir ba khi tham gia vao public hay
private, vi du nhu cic ngin hang hay t6 chic tai chinh lién doanh s dung

blockchain cho riéng minh [6].

c. Dic diém chinh cta blockchain

- Khong thé 1am gia, khong thé pha huy cac chudi blockchain: Theo nhu 1y
thuyét thi chi c6 may tinh luong tir méi c6 thé giai ma blockchain va cong
nghé blockchain bién mét khi khong con Internet trén toan cau.

- Bét bién: Dir liéu trong blockchain khong thé stra (c6 thé sira nhung s& dé lai
dau vét) va s& luu trir mai mai.

- Bao mat: Cac thong tin, dir 1i€u trong blockchain dugc phan tan va an toan
tuyét doi.

- Minh bach: Ai ciling co thé theo ddi dir liéu blockchain di tir dia chi nay téi
dia chi khac va co thé théng ké toan bd lich st trén dia chi do.

- Hop dong thong minh: 13 hgp dong k¥ thuat s6 dugc nhing vao doan code if-
this-then-that (IFTTT), cho phép chiing tu thuc thi ma khong can bén thir ba.
Cu thé, Hop dong thong minh thyc ra chi 1a mot chuong trinh nhé dugc luu
trit trong mot blockchain, Hop dong nay duoc 1ap cho nhitng ngudi hd tro
(supporters) chuyén tién cho nhom dy an tao san phdm ho ky vong. Ho sé&
chuyén tién vao dy an qua hop dong thong minh va hop dong nay tu dong
chuyén tién dén nhting nguoi thuc hién. Khi dy an dén dich, tire két thuc thi
tién s& tu dong chuyén trd lai cho cac nguoi hd tro. Hop dong thong minh
con co thé s dung trong viée tu dong cung cip cac khoan vay cho khach

hang cua cac ngan hang, trong qua trinh thuc hién yéu cau cau cia cac cong
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ty bao hiém hay trong cic cong ty phan phdi va thanh toan. Trong viéc nay
Ethereum la hé théng dic biét duoc tao ra va thiét ké cho viéc hd trg hop

ddng thong minh trén ngdn ngit 1ap trinh Solidity [7].

2.1.2. Co cé Iy thuyét va nguyén tic hoat dong ciia blockchain
a. Co s 1y thuyét

e Ham bam (Hash function)

Ham bam (hash function) la mét giai thuat dung dé anh xa dit liéu tr mot
kich thudc bat ky sang mot gia tri bam co6 kich thudc ¢ dinh (Tuy thudc vao thuat
toan str dung. Ham bam 13 ham mot chiéu (one way function), theo d6 voi mdi gia
trj dau vao c6 thé dé dang tinh ra gia tri bam nhung khong thé 1am theo chiéu nguoc

lai [8].
Ngoai ra, ham bam h théa man cac tinh chat sau

= Vi dit liéu dau vao x, chi thu duoc gia tri dau ra duy nhat h(x).

= Néu gia tri dau vao x bi thay d6i (cho du chi thay d6i 1 bit), ta luén c6
h(x’) # h(x)

Trén thé gidi ¢ rat nhiéu ham bam véi cac thudt toan va tinh chat khac nhau.

Dudi ddy 1 bang so sanh mdt s6 thuat toan bam

Bang 2.1: So sanh mjt sé thuat toan bim [9]

Thuét toan Kich thwéc ddu | Kich thwée khoi Xung dot
ra (block) (Collision)

MD2 128 128 Co

MD4 128 512 Co

MD5 128 512 Co

RIPEMD 128 512 Co

SHA 160 512 Co

SHA-256 256 512 X4c suat rat nho
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SHA-512 512 1024 X4c sut rat nho

Thuat todn MDS5 dugc str dung rong rai cho muc dich bam va n6 cung c?ip
gia tri bam dai 128 bit. MD5 1a thuét toan moi nhét trong loat MD (MD2, MD4,
MD?5). Thuat toan duoc thiét ké dé su dung nhu mot thudt todn bam mat ma nhung
n6 phai ddi mat véi mot sb 16 héng va kha nang xung dot. Sau do, RIPEMD la mot
nhom ham bam duoc phat trién bai Hans Dobbertin vao nam 1996. Thuat toan nay
dugc thiét ké dé thay thé MD5 nhu mét sy thay thé an toan hon. N6 ¢ mot vai bién
thé da xuat hién theo thoi gian bao gdm RIPEMD-128, RIPEMD-160, RIPEMD256
va RIPEMD-320, tuy nhién né van xuit hién 16 hong vé xung dot.

SHA (Secure Hashing Algorithm) 1a mot loai ham bam khiac. Ham bam
mang lai gi4 tri bam 160 bit. Thuat toan van khong thé chéng lai cac cudc tin cong
xung dot (collision attack). Trong thoi gian nay, mot sd thuat toan méi cling da
duoc dé xuét, bao gdm SHA-256 va SHA-512, cho dén thoi diém hién tai, hai thuat

todn nay duogc coi la an toan va khong c6 xung dot.
SHA-256 1a thuét todn bam duogc sur dung trong cong nghé blockchain.
e Chir ky s6 va Hé mat dudng cong elliptic (ECDSA)

Chtr ky sb 1a mot thong di€p dir liéu da dugc ma hoa gfm kém theo mdt thong
diép dir liéu khac nham xac thuc ngudi guri thong diép d6. Qua trinh ky va xac nhan
chit ky nhu sau: Nguoi giri mudn gui théng diép cho bén khac thi sé& dung mot ham
bam, bam thong di¢p géc thanh mot “thong di¢p tom tat” (Message Digest), thuat
toan nay dugc goi la thudt todn rat gon (hash function). Nguoi giri ma hoa ban tom
tat thong diép bang khoa bi mat ctia minh (str dung phan mém bi mat dugc co quan
chung thyc cdp) dé tao thanh mot chir ky s6. Sau d6, nguoi giri tiép tuc gin kém
chir ky sd nay v6i thong diép dit lidu ban dau. Sau d6 gui thong diép da kém véi
chir ky mot cach an toan qua mang cho ngudi nhan. Sau khi nhan dugc, nguoi nhan

s& dung khoa cong khai ctia ngudi giri dé giai ma chit ky sé thanh ban tom tat thong
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diép. Nguoi nhan ciing ding ham bam giéng hét nhu nguoi giri di lam dbi véi
thong diép nhan dugc dé bién dbi thong diép nhan dugc thanh mot ban tom tat
thong diép. Nguoi nhan so sanh hai ban tom tat thong diép nay, néu chung gidng
nhau tirc 1a chit ky d6 1a xac thuc va thong diép di khong bi thay ddi trén duong

truyén di.

Hé mat dudng cong elliptic 1a phuong trinh ¢6 dang: y? = x3 + Ax + B, v6i

db thi 1a dudng cong ddi xtng qua truc x nhu sau [8]:

Hinh 2.1: P thi h¢ mat dwong cong elliptic

Hé mat duong cong elliptic c6 mot s tinh chét sau:

» Néu hai diém Py(x1,y1) va Py(xz, y2) VO1 X # Xo nam trén cung mot duong
cong elliptic E, thi duong thing qua hai diém P, va P, s& cit mot diém
duy nhét P3(x3, y3) c6 thé xac dinh thong qua Py, P, nam trén duong cong
E.

= Tiép tuyén cua dudng cong tai diém bat ky P(x, y) trén dudng cong E
cling cit dudng cong E tai mot diém duy nhit nam trén dudng cong E,

diém nay ciing c6 thé xac dinh duoc thong qua P.
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Phép cong: Gia st P(x;, y;) va Q(x,, y») 1a hai diém cta E. Néu x,=x, va
y1=-y, thi ta dinh nghi P + Q = O. Nguoc lai thi P + Q = (x5, y3) thuoc E
V01 X3 = - X1 — X2, ¥3= MXi-X3) =y

Phép nhan: Phép nhan mot s6 nguyén k véi mot diém P thudc E 1a diém
Q duoc xéc dinh béng cach cong k lan diém P va di nhién Q thudc E:

kx P=P+P+ ... +P (k phép cong diém P). Vi vay, néu G 12 mot diém
thudc dudng cong elliptic E thi véi mdi s nguyén duong k ludn dé dang

xéc dinh duoc diém Q =k x G.

Duya vao nhiing tinh chat d6 nguoi ta da nghién clru va chi ra rang cac h¢ ma

hoa bang duong con elliptic cd dd bao mat cao hon nhicu lan so véi hé ma héa cong

khai RSA. Trong blockchain (cu thé 13 bitcoin), hé mat dudng cong elliptic dugc ap

dung nhu sau [10]:

Phuong trinh E: y> = x> + 7
SO P co SO,
P=550662630222773436695787188951685343262506034537775941755
00187360389116729240,
32670510020758816978083085130507043184471273380659243275938
904335757337482424
Khoéa cong khai Q dugc tao ra tir khoa bi mat d theo cong thue Q = dP
Private key duoc tao ra tir s ngau nhién 256 bit (duoc sinh ngau nhién)
Biét Q va P, bai toan tim d 1a bai toan cuc khé va duoc goi la bai toan
logarit roi rac trén E
Chir ky s6 ECDSA

= Hinh thanh chit ky sé:

Thuét toan chir ky s6 ECDSA duoc dung trong Bitcoin, v6i vin
ban m tinh gia tri bam e = SHA256(m)

1. Chon 1 sé ngiu nhién 16n 256 bit goi 1a k.
2. Tinh diém R(xg,yg) = kP(xp, yp), va chon r = xp.
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3. Tinh gia tri s = (e + dr)k~! mod p. Chit ky s6 ctia vin ban m
s& 1a cap gia tri (r,5). Chit ky s6 s& gom 2 s6 256 bit (Tong
cong la 512 bit).
= X4c thyc chir ky sé:
1. Tinh gia tri bam cua van ban m': e’ = SHA256(m’).
2. Xac thuc bang cach tinh diém V(xy,yy) = s~ teP + s~rQ,
néu r = x;, thi chit ky s6 hop 18 (Iuu ¥ khi tinh cac gia tri sb
can phai 1ay phan du mod p
= Chitng minh tinh ding dan:
V=steP+ s7'rQ = s'(e+dr)P=kP =R,viyV = R nén
Xg = Xy = 1 chi thdoa man khi e’ = e.

e Mang ngang hang (peer-to-peer)

Mang ngang hang, hay mang dong ding (P2P) bao gdm mot nhom céc thiét
bi cung luu trit va chia sé tap tin. Mdi ngudi tham gia (nfit) hoat dong nhu mot dong
dang riéng 1¢. Thong thuong, tit ca cic nit co sirc manh nhu nhau va thuc hién cac

nhiém vu giong nhau.

V& ban chit, hé théng ngang hang dugc duy tri bdi mot mang ludi ngudi
dung phan tan. Mang nay thuong khong c6 quan tri vién trung tdm hoac may chu vi
moi nut Iuu trit mot ban sao ciia cac tép va mdi nut dong vai tro nhu mot may khach
va may chi cho cac nut khac. Do dé, mdi nit cé thé tai tép vé tlr cac nut khac hodc
tai 1én tép cho cac nut khac. Pay 1a diém khac biét gitra cic mang ngang hang voi
cac hé thong may cha-mdy khach truyén thong hon, trong d6 cac thiét bi may khach

tai xubng cac tép tir mot may chu tap trung.

Trong giai doan dau cta Bitcoin, Satoshi Nakamoto dinh nghia né 1a mot
“Hé thong tién mat dién tir ngang hang” Bitcoin ban du dugc tao ra nhu mot dang
tién k¥ thuat sd. No co thé duge chuyén tir ngudi dung ndy sang ngudi ding khéac
thong qua mang ngang hang, mang ndy quan 1y mot cudn s cai phéan tan dugc goi

1a chudi khéi (blockchain). Trong bdi canh nay, chinh kién tric ngang hang, mot
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cong nghé trung tim cua blockchain cho phép ngudi ding c6 thé giao dich Bitcoin
va cac loai tién ma héa khac trén toan thé gigi ma khong can dén trung gian ciing
nhu bat ky méay chu trung tim nao. Ngoai ra, bt ky ai ciing ¢ thé tré thanh mot nit
trén mang Bitcoin néu ho mudn tham gia vao qua trinh xac minh va xéac thuc cac

khoi.

b. Nguyén tic hoat dong

Glao dich A->C
Mguén = Ngusi A (O =
Dich = MNgusi C )O v
cavi=sec @ O
|
“ e NgudiA

Hinh 2.2: Nguyén ly hoat dong ctia mang blockchain [10]

Céc budce hoat dong trong mang blockchain dugc mo ta nhu sau:

1. Giao dich (transaction) méi duoc thong bao (broadcast) téi tat ca cac nut.

2. MBJi nut s& tap hop nhiing giao dich méi vao 1 khéi (block).

3. MJdi nit s& di tim gia tri “nonce” pht hop cho block dé cé gia tri bam thoa
min diéu kién cua blockchain (s6 ky tu 0 ban dau 1a x (dugc goi la
“difficulty”)). Cong viéc nay dwoc goi 1a bang chung cong viéc (proof-of-

work).
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4. Khi mét nat da tim duoc sd “nonce” cho block, nd sé thong bao téi tat ca cac
nut con lai.

5. Céc nit s& chap thuan mot block méi khi va chi khi tat ca cac giao dich trong
block 1a chinh xac va chua thuc hién.

6. Khéi moi duge tao ra bang cach sir dung ma bam cua khéi lién trude va ma
bam ctia cac giao dich trong block. Pong thdi ma bam cia block méi nay

cling dugc str dung block lién sau ctia no.

Céc nat ludn coi chudi dai nhét 1a chudi chinh xac va sé& tiép tuc md rong
chudi nay. Néu hai nit thong bao (broadcast) dong thoi cac phién ban khac nhau
cua block tiép theo, mot sé nat c¢6 thé nhan duoc cac block khac nhau. Trong trudng
hop nay, cac nut s€ lam viéc trén nhanh dau tién nd nhan duoc, nhung luu lai nhanh
con lai trong truong hop no tré nén dai hon. Viéc ré nhanh nady sé bi pha v& khi
bang chimg cong viée tiép theo duoc tim thiy va mot nhanh trd nén dai hon, cac nut
dang lam viéc trén nhanh khac sau d6 sé chuyén sang nhanh dai hon va cac giao

dich cua nhanh cut s€ duoc cac nut tinh toan lai va dua vao nhanh dai.

Block 8 » Block 9
Block 4 Block 7
Block 1 » Block2 |—¢ Block3 Block 5 —.‘ Block 6 Block 10
Time Period 1 Time Period 2 Time Period 3 | Time Period 4 I Time Period 5 | Time Period 6

Hinh 2.3: R€ nhanh trong blockchain [11]
Giao dich méi khong nhét thiét phai dén tat ca cac nat. Mién 1a chung dén
duoc nhiéu nat nhit co thé, ching s€ dugc dua vao mdét block trudc do rat 1au.
Block ciing nhu vay, néu mot nut khong nhan dugc mot block, n6 sé yéu cau block

nay khi nhan dugc block tiép theo va nhan ra n6 di bo 1& mot block [5].
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Giao dich (Transaction)

TRANSACTION

Soluongoutput
..1haynhieu output (kich thudcthay déi)
Locktime (Unix timestamp hay block number)

Hinh 2.4: Cac thanh phz"in caa transaction [10]

Mot transaction chira 6 thanh phan co ban nhu sau:

Bang 2.2: Cac thanh phan cia giao dich

Truong Mo ta Kiéu dir liéu

' Dinh nghia version cia L,
Version ) ] Kiéu so
giao dich

S6 lugng phan tir trong L,
NumberOflnputs _ . Kiéu so
dir liéu dau vao

, Dit lidu dau vao (mot
CollectionOflnputs . Tap céc véc to
hodc nhiéu)

S6 lugng phan tir trong L,
NumberOfOutputs _ . Kiéu so
dir liéu dau ra

CollectionOfOutputs Dit liéu dau ra (mot hoac Tap cac véc to
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nhiéu)
LockTimestamp Thoi gian hé thong Kiéu sé
Transaction Transaction Transaction
Owner 1's Owner 2's Owner 3's
Public Key Public Key Public Key
Hash 1 Hash ] Hash
I O B
Owner 0's A Owner 1's A Owner 2's
Signature v Signature v Signature
) &

Owner1's |~ Owner2's |~ Owner 3's
Private Key Private Key Private Key

Hinh 2.5: Céu tric transaction [5]
Khi thyc hién mot giao dich, ngudi gui s& sir dung chit ky dién tir (bang
khoa bi mat) dé ky vao gia tri bam cta giao dich lién truéc va khoa cong khai
cua nguoi nhan. Béng cach nay, nguoi nhan co thé x4c thuc duoc giao dich co

chinh xac hay khong.

e Khbi (block) va chudi khéi (blockchain)
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ID, = BlockHash = Hash256(BlockHeader + Nonce)

Block (n-1) Block (n) Block (n+1)

Verslon A bytos Version 4 bytes Version 4 bytes

BlockHash trudc 32 bytes

BlockHash truds 32 bivtes ERTTE—— 12 fptas

S5HA256

SHA256

Merkla Aot 32 bytes

Timestamp

Block Headler

Difficulty

Hinh 2.6: M hinh khéi va chudi khéi ciia bitcoin [10]

MBOi block sé& chira block header va block data (14 tap hop céc giao dich trong
khéi). Block header dugc st dung dé xac dinh mot khdi cu thé trén toan bd
blockchain va duoc bam lién tyc dé tao bang chung cong viéc (proof-of-work),

block header bao gém 6 thanh phan:

- Phién ban cua blockchain.

- Ma bam cua block trudec.

- Merkle root: 12 tong hop ma bam ctia cac giao dich trong block, merkle root
chinh 14 gbc ctia cay nhi phan cdc ma bam cta giao dich, trong trudng hop sd
luong giao dich 1a s 1¢ thi giao dich cudi cung s& duoc nhan d6i 1én dé dam
bao tao thanh cay nhi phan. Merkle root nay ciing dé xac dinh tinh toan ven
ctia block, boi chi cAn mét giao dich bat ky trong block thi thay dbi thi gia tri
ctia merkle root nay ciing s& thay déi theo.

- Timestamp: Thoi gian hé thong.

- Difficulty: Do kho quy dinh dé tao block. D6 kho nay théng thuong 1a sb
luong bit 0 du tién ¢ trong ma bam cua block.

- Nonce: La gia tri ting dan, gia tri nay s& két hop véi cac data trong block

header dé tao ra ma bam théa man d6 kho quy dinh (difficulty). Muc dich
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ctia s6 Nonce va Difficulty 1a dé stir dung stirc manh CPU ciia mdy tinh ciing

nhu thoi gian can thiét dé lam tang chi phi cho viéc gia mao dit liéu.

Bang 2.3: Tim s06 Nonce théa mén Difficulty bﬁng 3

Nonce Dir liéu Dir liéu + Nonce | Ma bam

001 HelloWorld HelloWorld 001 AEE4B774...
002 HelloWorld HelloWorld 002 3345B9A3...
003 HelloWorld HelloWorld 003 72040842...
613 HelloWorld HelloWorld 613 E8639001...
614 HelloWorld HelloWorld 614 00068A3C...

Chudi khéi (blockchain) 14 tap hop cac block dugc lién két v6i nhau bang
cac md bam. Khéi phia sau ludn chira ma bam cta khéi lién trude. Chi can c6 mot
thay ddi trong khdi lién trudc gia tri bim cta khdi s& bi thay doi 1am pha v lién két

trong chudi. Piéu nay dam bao tinh bat bién dir liéu trong mang blockchain.
e Bing ching cong viéc (proof-of-work)

Pay 1a cong viéc tim ra ma bam thoa man do kho yéu cau. Cong viéc nay
tiéu tén mot luong thoi gian tinh toan cia CPU. Cong viéc tim ra ma bam nay dam
bao rang khong c6 mot giai thuat nao khac ngoai viéc phai thir timg s6 Nonce theo
thr tu tang dan. Tuy thudc vao nhém quan tri blockchain, thoi gian dé tao ra mi

bam nay s& dugc thay doi dua theo sé Difficulty.
e Co ché dong thuan phan tan

Khi mot block dugc tao ra tai mot nuat, nit nay sé thong bao dén cac nat khac
trong mang blockchain. Cac nut nay s€ thuc hién xac nhan xem block dugc tao ra
¢ hop 1& hay khong, va khi s6 lugng nut xac nhan dat dén mot ti 16 nhat dinh (51%

hodc mdt con sb bat ky do blockchain quy dinh) thi block nay s€ dugc cong nhan va
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duoc ndi vao blockchain. Co ché nay dam bao dit liéu khong do mét ca nhan hay to

chirc nao quan ly ma dugc quan 1y va chap thuén boi s6 dong cac nit trong mang.

2.2

Ung dung blockchain cho bau cir dién tir

2.2.1. Yéu cau cua hé thong bau ciwr dién tir, mé hinh an toan va cac kha

ndang tan cong vao hé thong bau cw dién tir

Yéu cau cua hé thong bau ctr dién tur

Céc h¢ thong bau cu dién t&r dugc dua ra voi muc dich khac phuc nhuogc

diém (dac biét 1a riéng tu, bao mat va chinh xac) cua vi¢c bau cu truyén thong bang

giay. Vi viéc st dung cac phuong thirc ma hoa va quan ly dir li¢u dién ti, cac

nhuoc diém nay da duoc loai bd. Do vay, mot h¢ thong bau cu dién tir can c¢6 nhiing

yéu cau co ban sau [12] [13]:

Tinh sén sang: Hé théng bau cir dién tir phai ludn sin sang hoat dong trong
khoang thoi gian dién ra bau cir.

Tinh minh bach: Hé théng phai dam bao rang tat ca cac 14 phiéu déu duoc
ghi nhan va kiém dém.

Tinh duy nhét: Hé thong phai dam bao rang mét cir tri chi duoc bo phiéu mot
lan duy nhat.

Tinh toan ven: Hé théng phai dam bao rﬁng tat ca cac 1a phiéu da duoc ctr tri
bau 12 khong thé thay doi, stra chita hodc x6a bo.

Tinh riéng tu: Hé thong phai dam bao rang khong ai (ngoai ban than cir tri)
biét ho da bau cho ai.

Tinh do dém: Hé thong phai cung cap chirc ning cho viéc kiém dém va bao
cdo.

Tinh xéc thyc: Hé théng phai dam bao rang chi nhimng ctr tri duoc cip quyén
moi ¢6 thé tham gia bo phiéu.

Tinh bao mat: Dit liéu bau ctr can duoc bao vé an toan, tranh viée doc duoc

ttr bén ngoai.
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- Tinh tin cdy: Hé théng bau ctr dién tir can dam bao hoat dong mot cach chinh
xac, khong 1am mét dir liéu phiéu bau.

b. MO hinh an toan ctia hé théng bau ctr dién tir

Client application ‘
@ Internet

4&&_.5

Vote Forwarding Server List of Voters

Election Authorities & T

Decrypting oo

At Auditor

8
Tallying —

Result

Hinh 2.7: M6 hinh bau cir dién tir cia Estonian [14]
Bau ctr dién tir rit cha trong vao tinh an toan va bao mat dir liéu. Vi vy, hau
hét cac hé théng bau ctr dién tir déu xay dung cho minh mdt mé hinh an toan dya

trén cac yéu to co ban sau:

- Dit li¢u cta ctr tri [udn duge bao mat va dugc quan 1y boi mot co quan thur 3.

- Cir tri can phai duoc cép quyén va thuc hién xac thuc thong qua co quan
quéan 1y bau ctr.

- Trudc khi giri 14 phiéu ctia minh di, 14 phiéu can duoc mi hoa boi chit ky
dién tir cua cur tri.

- Dir liéu tai may chu duoc bao vé qua hé thong tuong lira.
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- Co quan bau cur s€ thyc hién giai ma 14 phi€u cua ctr tri trude khi tong hop va
dua ra két qua.

c. Kha nang tan cong vao h¢ thong bau cu dién tir

Vé mit ly thuyét, cac hé théng bau cir dién tir co thé bi tn cong bdi viéc st
dung cac thuat todn ma hoéa chua du d6 manh, hoac do sai sét trong qua trinh thiét

ké giao thurc giao tiép.

Tuy nhién, mot hé thong bau cir dién tir dwoc cAu thanh béi nhidu thanh phan
va duoc trién khai trén mot may chu céd két ndi Internet. Vi vay, nd co thé bi tan
cong boi cac phuong thirc tin céng qua mang nhu: DDos, Man-in-the-Middle,

packet sniffing...

Bén canh d6, mot diém can cha v la céc thanh phﬁn dugc st dung cho viéc
trién khai hé thong bau cr dién tir. Chung c6 thé chira nhitng cira hau (back-doors)
hodc viéc sir dung cac thu vién khong dam bao an toan ciing c6 thé 1a nguyén nhan

gay ra cac cudc tan cong.

2.2.2. Gi6i thiéu mé hinh ieng dung blockchain cho bau cir di¢n ti
a. Bai toan

Luan vin dua ra md hinh Gng dung cong nghé blockchain cho cudc bau ctr
tai mot truong dai hoc, voi muc dich chirng minh tinh img dung cua blockchain cho
bau ctr dién tir. Bai toan cu thé nhu sau: Tai truong dai hoc A, ban gidm hi¢u nha
truong mubn t6 chirc mot cude bau cir dé chon ra 1 nguoi cho vi tri “Chu tich héi
ddng sinh vién” ctia nha trudng. Danh sach cac tng vién di dugc lya chon qua timg
khoa, timg 16p va tong hop lai vé ban giam hiéu nha truong. Tat ca sinh vién trong
truong déu c6 quyén bau cir va tat ca sinh vién trong truong déu cé dia chi email va

ma so sinh vién duy nhat do nha truong cap

b. Mo hinh tng dung blockchain cho bau cir dién tir
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Dua trén cac dac tinh cua blockchain cling nhu céc yéu cau doi véi mot hé

théng bau cr dién tr. Luan vian dua ra mo hinh Gng dung blockchain cho bau cir

dién tir st dung mang blockchain riéng tu (private blockchain) vgi 3 giai doan nhu

sau:

e Giai doan 1: Chuén bi

Quén tri vién

Cur tri

Tao danh sach (rng

vién

A 4

[

Khdi tao so luong
phiéu bang 0 cho cac
(rng vién

Blockchain

A 4

Tao danh sach cl tri

_ >

Dang nhap hé thong

A 4

Tao ID va password

ng&u nhién

Két thiic
|Tao phléu bau va giri
” den cir tri
. Thay d6i méat khau £
Co—> mac dinh Ket thuc
Blockchair
Khéng

Giai doan 1: Chuén bi

Hinh 2.8: Giai doan 1 — chuan bi bau cir

Quan tri vién s€ tao ra cac dia chi vi cho cdc ung vién, dong thoi luu cac

thong tin co ban cua Ung vién nhu: ID dinh danh, tén, tudi, dia chi, 16p,

khoa... dong thoi khoi tao s6 luong phiéu bau cho mdi tmg vién bang 0.
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- Dua theo s6 luong ctr tri du diéu kién tham gia bau cu, quan tri vién s€ tao ra
danh sach cac ID dinh danh va dia chi vi ngau nhién cho cac cir tri. ID va 1
mat khau ngau nhién s& duoc giri dén ctr tri dé dam bao tinh trong subt cia
dir liéu (ID dinh danh s& khong di kém véi thong tin vé& dia chi email hay
thong tin cua cir tri). ID va mat khau c6 thé dugc giri dén cwr tri théng qua
email dugc nha truong cung cdp. Tuy nhién viéc giri email ciing ¢ rui ro,
khi d6 quan tri vién c6 thé biét dugc ID dinh danh dugc giri dén dia chi email
nao va tinh trong sudt cua dir liu khong duge dam bao. Bé dam bao yéu td
trong subt, luan van dé xuét xay dung mot h¢ théng dé dam nhiém viéc phat
phiéu bau cho ctt tri, cu thé nhu sau:

o Tatca céc ctr tri can dén mot dia diém nhét dinh d€ nhan ID dinh danh
va mat khau ngau nhién (ID va mat khau s& duoc in va niém phong
trong phong bi kin gidng nhu khi nhan thé ATM va ma PIN tir ngan
hang)

o Trudc khi ctr tri bdc phong bi ngdu nhién, cir tri can phai duoc kiém
duyét thong qua hoi dong kiém duyét dé dam bao ctr tri c6 mit trong
danh sach duoc phép tham gia bau cir va khong cé su gia mao (Kiém
tra thong qua ching minh nhan dan, thé sinh vién, van tay...)

o H¢ thong can luu lai viéc ctr tri da nhan ID va mat khau ngau nhién.

Nhu viy, danh tinh cta cir tri van hoan toan duoc bao mat (quan tri vién
cling khong thé biét ID thudc vé ctr tri nao). Tuy nhién, ludn van s€ chi tap
trung vao viéc xay dung hé théng bau cir dién tir va gia dinh rang quy trinh

va h¢ thong ddm nhi€m viéc phat phi€u bau cho ctr tri da c6 san.

- Heé thdng s& tao ra sd lugng phiéu bau (“phieu”: trong mang blockchain s&
dugc thé hién 1a 1 loai token hodc asset) tuong tng voi sb luong cir tri, d@)ng
thoi s& giri dén mdi dia chi vi cua cir tri 1 phiéu bau. Bén canh d6, hé thong
cling ghi nhan thong tin 1a dia chi vi hién tai cda cu tri chua tham gia bau cir

(Chua guri phiéu bau cho bat ky tng vién nao)
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- Tai lan dang nhap dau tién, hé thong yéu cau cur tri phai thay d6i mat khau

mac dinh, hé théng s& luu mat khau & dang ma hoa

e Giai doan 2: B6 phiéu
O

———>{ Dang nhap hé thong Co—>

Hién thi danh sach 5| Lua chon (ng vién
{rng vién de bo phieu

Cur tri

Khong

Blockchain

Cép nhét trang thai
cir tri Ga thyc hién bd
phieu

Dung

Thuc hién Ui 14
phiéu dén (rng vién

Tra vé ID thyc hién |
b6 phiéu cho ci¥ tri

A

Giai doan 2: B6 phiéu

Hinh 2.9: Giai doan 2 — B6 phiéu

- Trong thoi gian dién ra bau cu, cir tri phai dang nhap vao hé thong bang ID
dinh danh va mat khau

- Sau khi ding nhép thanh cong, hé thong sé& hién thi ra danh sach cac tng vién
dé cur tri co thé bo phiéu

- Tai budc bo phiéu, trude tién hé thdng s& kiém tra xem cir tri da tham gia bau
cu hay chua, néu chua thi cur tri c6 quyén lya chon 1 Gng vién va thuc hién
b6 phiéu

- Qua trinh bd phiéu duoc thuc hién béng cach: Cu tri thuc hién 1 giao dich
chuyén 1a phiéu ciia minh dén dia chi vi cong khai ciia tng vién, dong thoi

hé théng s€ cap nhat trang thai thé hién ctr tri da tham gia bau cir
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- Sau khi hoan thanh qua trinh bd phiéu, cu tri s€ nhan dugc 1 ma giao dich
(Txid) dé theo ddi qua trinh bé phiéu cia minh

- Giao dich bo phiéu cua cu tri s€ dugc guri dén toan bd mang blockchain, lac
nay mang blockchain s€ thyc hién xac thyc (mined) giao dich va ghi nhan
giao dich vao mang blockchain

e Giai doan 3: Tong hop két qua

5| Léy danh séch img N bLan L_t,%ngvslgnpglaenu »| TOng hop két qua,
vién 7 sc'g> hifu 9 “| béo cédo, phan tich

Quan tri vién

Y
@ Ket thic

Giai doan 3: Téng hop két qua

Hinh 2.10: Giai doan 3 — Téng hop két qua
- Khi thoi gian bau cir két thuc, hé théng sé& tién hanh tong hop két qua, phan
tich va béo céo
- Két qua s6 phiéu cho mdi img vién chinh 14 s6 lwong “phieu” ma dia chi vi
clia Umg vién dang c6. Tur két qua nay, hé thong c6 thé dua ra biéu do, biéu
mau va két qua cudi cling cia cudc bau cir

C. Chung minh tinh ding din

Mo hinh tmg dung céng nghé blockchain cho bau cir dién tir dap mg cac yéu

cau can thiét doi vai mot hé thong bau cir dién tur

- Tinh sin sang: Hé thong duoc trién khai trén nén tang blockchain, sir dung
mang peer-to-peer, khi mdt node bi tat, hé théng van c¢6 thé hoat dong binh
thuong dua trén cac node khéc.

- Tinh minh bach: Cac phiéu bau duogc ghi nhan dudi dang giao dich

(transaction) trong hé théng blockchain, cic giao dich nay duoc ghi nhan



d.

29

trong cac khdi (block) va duoc luu trir & tat ca cdc node tham gia vao hé
théng, vi vay dit li¢u 1a hoan toan minh bach.

Tinh duy nhét: Viéc bo phiéu 2 1an duoc loai bo do tinh chét cta blockchain
khong cho phép double-spending. Ngoai ra, hé théng s& kiém tra cir tri da
thuc hién bo phiéu chua trude khi thuc hién nén cling s€ ngédn chan vi¢c bd
phiéu 2 lan.

Tinh toan ven: Cac la phiéu dugc ghi nhan dudi dang transaction cua hé
thdng blockchain, vi vay dit liéu nay khong thé bi thay doi va x6a bo.

Tinh riéng tu: Hé théng khong luu thong tin ca nhan cia ct tri, ID dinh danh
1a duy nhét va chi co cir tri biét ho dang s hitu ID nao.

Tinh do dém: Mdi 14 phiéu duoc ghi nhan 1a 1 token, viéc bo phiéu twong
duong voi vige thuc hién giao dich chuyén token dén vi cua ung vién. Vi
vay, viéc kiém phiéu, téng hop la rat dé dang.

Tinh x4c thuc: Chi cac cac cur tri du diéu kién mdi nhan duge ID dinh danh
va mat khau, ngoai ra mat khau cling dugc ma hoa va luu trong hé théng
blockchain. Vi vy, chi cir tri ¢ quyén méi cé thé tham gia bau cir.

Tinh bao mat: Hé théng sir dung blockchain riéng tu (private blockchain),
viéc doc dir li€u chi duoc c?ip quyén cho mét s6 node nhit dinh, vi vay tinh
bao mat ludon duoc dam bao.

Tinh tin cdy: Tinh tin cdy dd dwoc ching minh thong qua nén tang
blockchain, hon nita hé thong duoc thiét ké st dung private blockchain nén
tinh tin cy cang dugc dam bao hon.

Chirng minh tinh an toan

Trong phan nay, luan vin s& phan tich vé tinh bao mat, tinh riéng tu va kha

nang tan cong ctia hé thong bau ctr dién tir img dung cong nghé blockchain.

Tinh riéng tu cua dir li¢u

Theo nhu mé hinh thiét ké hé thong, blockchain duoc luu trir tai may chi, dir

lidu bau cir va cac thong tin lién quan duoc luu trit trong cac block va nhimg block
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nay la an toan doi véi céc loai tan cong va cdc moi de dao khéc. Thém nira, néu co
bat ky hacker nao c6 dugc block thi dir li¢u trong block cling khong c6 y nghia véi

ho boi dir liéu da dugc ma hoa.
e Tinh bao mat cho ctr tri

Hé théng khong luu trir thong tin cd nhan cia cu tri, chi luu ID dinh danh va dia
chi vi. Vi vay ban than hé thdng ciing khong biét cir tri dd bo phiéu cho ai. Vi vay,

tinh bao mat cho cur tri 1a cuc ky dugc dam bao.
e Gian lan trong hé thong

Hé thdng sir dung blockchain dé chdng viéc gian 14n trong bau ctr. Bé dam bao
khong ai ¢ thé bo phiéu hai 1an, hé thdng st dung ID dinh danh duy nhat dé nhan
dang ctr tri, ngoai ra h¢ théng s€ ghi nhan lai ID nao da thuc hi¢n bd phiéu roi. Moi
block luén ghi nhan hash (ham bam) cia block trudc (previous block), chit ky va
ham bam cta merkle root. Chit ky duoc sir dung dé ching minh tinh xac thuc va
tinh toan ven cua dir li¢u. Merkle root ddm bao dir 1iéu khong bi thay ddi. Do d6, hé

théng dua ra dam bao chéng duoc viée gian 14n trong bau ctr.
e Danh gia hi¢u ning hé thong

Hé thong str dung cong nghé blockchain va mang peer-to-peer. Vi viy, hé
thdng c6 thé dé dang mo rong theo chiéu ngang. Tuy nhién viéc danh gia hiéu ning
cua hé théng s€ chiu anh hudong cua mat sb yéu td khac nhu: thiét ké hé théng, lua
chon cong nghé, cach thuc trién khai, sb lugng node... Vi vy, phﬁn danh gia hi¢u

nang nay s€ dugc trinh bay rd hon ¢ chuong 3.

2.3. Két luan chwong
Chuong nay da gidi thiéu vé cong nghé blockchain va mé hinh tung dung
cong nghé blockchain cho bau cir dién tir. Pong thoi, chwong ciing trinh bay chi tiét

ve cac giai doan cua mo hinh bau cu dién tir rng dung blockchain va tinh diing dan
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cling nhu tinh an toan cia mo hinh. O chuwong 3, luan van sé di vao chi tiét xay

dung hé thong thir nghiém dé ching minh mé hinh.
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CHUONG 3: THU NGHIEM VA KET QUA
3.1. Phén tich thiét ké hé thong

>

Nguoi dung

|

a

Trinh duyét

~ }4__‘

May chi (rng dung web

>

A Pad
Node 1 Node 2 Node n
Blockchain

Hinh 3.1: Thiét ké hé théng mé hinh bau cir dién tir img dung blockchain
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Dé cir tri c¢6 thé bo phiéu thuan loi nhét tai bat ky dau. Luan van dua ra mo
hinh thiét ké hé thong vdi trinh duyét 1a kénh tuwong tic véi ctr tri ciing nhu ing vién
va quan tri vién. Khi ngudi ding tuong tac véi trinh duyét, cac yéu cau s& duoc xir
ly tai may chu ung dung web. Tai ddy, may chu tng dung web s€ thuc hién cac

churc nang khac nhau va tuong tac voi co so dit liéu blockchain.

3.2. Lua chon cong nghé va trién khai h¢ thong

Loi thé khi str dung Bitcoin 1am nén tang blockchain dé tmg dung cho bau cir
dién tir 1a co s& ha tﬁng da kha hoan thi¢n va dugc thir nghiém rat 16n. Tuy nhién,
do su bién dong gia dang ké cua bitcoin, chi phi hi¢n tai va tuong lai cua loai tién
dién tir nay va cac khoan phi ma cac nha khai thac yéu cau dé nhanh chéng xac thuc
céc giao dich, sir dung chudi khéi Bitcoin c6 1a rit tén kém va khong dam béo thoi
gian cho qua trinh bo phiéu (Thoi gian dé xac nhan 1 phiéu bau co thé 1én toi 10
phut). Vi vay, luan van dé xuit mot nén tang blockchain khac do 1a Multichain. Vé

nén tang cho viéc xay dung timg dung web, luan vin d& xuét st dung JavaEE.

JavaEE 1a mot nén tang dugc phat trién boi Sun (hi¢n tai da thudc s¢ hiru cua
Oracle). Pay 1a mot nén tang tuong ddi ndi tiéng va phd bién. Vi vay, luan vin s&
khong di sdu vao phan gi6i thiéu cac dic diém cua JavaEE ma s& tap trung gidi

thiéu mot sd tinh chit ciia Multichain.

MultiChain [15] 12 mot nén tang dé tao va trién khai cac chudi khéi riéng
(private blockchain). Myc tiéu ban dau va ciing 1a myc tiéu chinh ctia n6 1 don gian
hoéa viéc trién khai cong nghé blockchain trong linh vyc tai chinh cho td chuc, béng
cach cung cip nhiéu quyén riéng tu va kiém soat hon. MultiChain hd trg cac hé diéu
hanh khac nhau nhu Windows, Linux va Mac. Ngoai ra, n6 cung cép mot giao di¢n

1énh (command interface) va API don gian.

Multichain giai quyét cac van dé lién quan dén khai thac (mining), quyén
riéng tu va tinh mo thong qua quan 1y tich hop cac quyén cua ngudi ding. Dé giai

quyét cac van dé trén, Multichain tap trung vao 3 khia canh:
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- Dau tién, dam bao rang hoat dong chudi khdi chi hién thi cho nhitng nguoi
tham gia dugc chon.

- Thu hai, gidi thi¢u cach thuc kiém soat giao dich (giao dich nao dugc phép,
giao dich nao khong).

- Thu ba, dé tranh chi phi va thoi gian PoW trong giai doan mining, n6 dua ra

co ché dam bao tinh bdo mat nhung s& giam cac chi phi lién quan.

Dé kiém soat quyén truy cap, MultiChain xay dung co ché ma bat ky tin nhan
nao ciing phai duoc nguoi dung ky dé chimg minh riang ho sé hiru khoa riéng tuong
mg v6i mot dia chi cu thé. MultiChain sir dung tinh niang nay dé han ché quyén
truy cép blockchain. Qué trinh bét tay (handshake) trén mang blockchain xay ra khi

hai nat blockchain két ndi dugc mé ta theo bon budc:

- MBOi niit dua ra dinh danh cta n6 chinh 13 dia chi cong khai trong danh sach
duoc phép truy cap.

- MJdi nat xac minh rﬁng dia chi con lai ndm trong danh sach dugc phép cua
chinh né.

- MObi nut giri mot thong diép thach thirc (challenge message) cho bén kia.

- MOi nut giri lai mot chir ky ctia thong diép thach thirc (challenge message),
ching minh quyén s& hitu ctia ho d6i v6i khoa riéng twong tmg vé6i dia chi

cong khai ma ho da dua ra.
Trong MultiChain, c6 8 loai quyén c6 thé duge cép trén co s moi dia chi:

- connect: dé két ndi voi cac nut khac va xem ndi dung chudi khéi.
- send: dé gui tai san (fund).

- receive: dé nhan tai san.

- issue: phat hanh tai san.

- create: dé tao cac stream.

- mine: dé khai thac (mine) cac khoi.

- activate: dé thay doi két noi, giri va nhan cac nhiém vu cho nguoi dung khac.
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- admin: dé thay doi tat ca cac quyén cho nguoi dung khac, bao gom ca issue,

mine, active va admin.

Noi chung, cac quyén ¢6 thé duoc thuc hién tam thoi béng cach gidi han
chung theo pham vi s6 khéi cu thé: theo cach nay, ching chi kha dung d6i véi cac

giao dich xudt hién trong khoang thoi gian ciia cac khdi nay.

Vé hiéu nang, Multichain té ra ndi trdi hon hdn so véi Bitcoin (gio1 han 4
giao dich trén gidy), dudi day 1a két qua vé hiéu nang ctia Multichain khi cai dat
blockchain vé&i 1 nat cho 5 phién ban dd dugce cong bd (Cac thir nghiém duogc thyc
hién bang cach sir dung cong cu do diém chuan may chit HTTP giri hai yéu cau
ddng thoi dén API “sendtoaddress”. Thong sb k¥ thudt ciia may chu: Intel Core i7-
4770, 4 nhan @ 3,4 MHz, RAM 32 GB, Seagate 2 TB 7200 RPM SATA, CentOS
6.4) [16]:

Bing 3.1: Cac giao dich trung binh méi gidy ciia Multichain

Tong s6 | Phiénban | Phiénban | Phién ban | Phién ban | Phién ban
giao dich | 1.0 alpha 3 | 1.0 alpha 21 | 1.0 alpha 22 | 1.0 beta1 | 1.0 beta 2
100 6.5 tps 7.8 541.7 830.6 1465.7
1000 7.0 7.7 583.9 889.4 1199.6
10000 4.1 6.4 566.9 746.6 1071.2
100000 - 6.6 558.0 771.9 1034.2
1000000 - - 548.6 773.6 1055.4

Mo hinh hé théng ung dung blockchain cho bau cir dién tr st dung

Multichain s& duoc trién khai chi tiét nhu sau:
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Hinh 3.2: M6 hinh thiét ké h¢ théng sir dung JavaEE va Multichain
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Hinh trén mo td& m6 hinh tong quan cua Umg dung. Cac nuat trong mang ludi
s€ dugc tao ra dya trén mot vai nat “admin” (Nut “admin” dong vai trd quan tri toan
bd mang ludi, bao gom phan quyén cho cdc nit con lai). D€ truy cap vao

multichain, luan van st dung JSON-RPC API Client [17][18] cho Java.

Thay vi st dung co sé dir li€u thir hai cho viéc luu trir thong tin ngudi dung
va xac thuc ngudi dung, lun van st dung truc tiép multichain dé luu trit va xac
thue. Hai stream duogc tao ra gdom: User Stream dé luu trir thong tin cua cir tri va
quan trj vién (cir tri c6 quyén bau cir va theo ddi 14 phiéu cia minh, quan tri vién co
quyén xem bao céo tong hop sd lugng phiéu bau cho cac Gng vién), Candidate

Stream dé luu trit thong tin vé Gmg vién.

Bang 3.2: Mo ta dir liéu cir tri

Truong dir liéu Kiéu dir liéu M5 ta

Userld Kiéu chudi ID dugc sinh ngau nhién,
dung dé dai dién cho cur
tri

Address Kiéu chudi bia chi vi cta ctr tri,

dung dé nhan phiéu bau
tor quan tri vién va bo
phiéu cho ng vién

Password Kiéu chudi Mat khau duge ma hoa
SHA256

Salt Kiéu chudi Daiy Salt dugc sinh ngau
nhién dé tang tinh bao
mat

IsVoted Kiéu logic (Pung/Sai) Gia tri thé hién viée cur tri
da tham gia bd phiéu hay
chua

Txid Kiéu chudi ID cua giao dich ma ctr
tri thuc hién bo phiéu, dé
ctr tri c6 thé theo ddi 14
phiéu ctia minh

Thong tin cua cur tri 1a hoan toan bi mat, h¢ thong khong luu trir thong tin ca
nhén cua cir tri. Dia chi vi va Userld duoc sinh ngau nhién, mdi dia chi vi cta tng

vién s& dugc dugc nhan mot phi€u bau duy nhat tir quan tri vién. Sau khi nhan dugc
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phiéu bau, cic dia chi vi nay s& chi con quyén “send” cht khong con quyén
“receive” dé dam bao mdi ctr tri chi bé phiéu mot 1an duy nhét. Sau khi bo phiéu
thanh cong, ct tri s€ dugc ghi nhan la da bd phiéu (IsVoted = true) va ID giao dich

duogc giri cho cir tri dé theo dbi qué trinh bo phiéu ctia minh.

Bang 3.3: Mo ta dir liéu quan tri vién

Truong dit liéu Kiéu dir liéu M5 ta

Userld Kiéu chudi ID dugc sinh ngau nhién,
dung dé dai dién cho
quan tri vién

FullName Kiéu chudi Ho tén ctia quan tri vién

Password Kiéu chudi Mat khau dugc ma hoa
SHA256

Salt Kiéu chudi Diy Salt duoc sinh ngau
nhién dé tang tinh bao
mat

Nguoi dung voi vai tro Quan tri vién s€ cd nhiém vy tao UserlD, dia chi vi
cho cu tri va ung vién. Sau d6 thong tin UserID, password mac dinh s€ dugc gui
cho ctr tri va ing vién. Ngoai ra Quan tri vién ciing dong vai trd guri cac 14 phiéu
dén cho cir tri dong thoi tong hop két qua sau khi cude bau cir két thic.

Bang 3.4: Mo ta dir li€u irng vién

Truong dir liéu Kiéu dir liéu M5 ta

Userld Kiéu chudi ID dugc sinh ngau nhién,
dung dé dai dién cho ung
vién

Address Kiéu chudi Dia chi vi cia ing vién,

dung dé nhan phiéu bau
tir cac cur tri

Password Kiéu chudi Mat khau dugc ma hoa
SHA256

Salt Kiéu chudi Daiy Salt dugc sinh ngau
nhién dé ting tinh bao
mat

FullName Kiéu chudi Ho tén clia ing vién

Info Kiéu chudi Céc thong tin co ban ctia

ung vién
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MOi ng vién ciing s& dugc tao ra mot ID dinh danh va dia chi vi. Dia chi vi
nay s& dugc cong khai dén toan bd cur tri. Cir tri dwa vao ho tén tng vién va cac
thong tin co ban dé quyét dinh s& bo phiéu cho ai thong qua viéc giri 14 phiéu tir dia

chi vi cia minh dén dia chi vi cua tng vién.

Duéi day 1a cau tric ma ngudn (source code) ciia ing dung ciing nhu mot sb
dong 1€nh thuc thi cac tac vu trén Multichain ctia hé théng bau ctr dién tir ung dung

blockchain ma ludn van da trién khai.

O BlockChainEVoting - NetBeans IDE 8.0.2
File Edit View Navigate Source Refactor Run Debug Profile Team Teols Window Help

PGS DE €-Tw D-E-(
 Projects x| Services | =
=@ BlockChainEVoting &
=143 Web Pages
- META-INF
B} context.xml
5 WEB-INF
B views
@ _menu.jsp
P accessDeniedView.jsp
checkTxidView.jsp
homeView.jsp
loginView.jsp
managerTask\View.jsp
; voteView.jsp
B3 weboml
@ index.html
=G5 Source Packages
#-E com.quyetnv
#-[5 com.quyetnv.evoting.consts
@[ com.quyetnv.evoting.helper

@[ com.quyetnv.evoting.model

& com.quyetnv.evoting.service
@ com.quyetnv.evoting.web.config
@ JII com.quyetnv.evoting.web. filter
] com.quyetnv.evoting.web.request
4 com.quyetnv.evoting.web.serviet
(5] com.quyetnv.evoting,web.utils
5 com.quyetnv.test
@[ multichain.command
@[5 multichain.object
@[ multichain,object.formatters
@[] multichain.object.queryobjects
@#-I(@ Libraries
B-I(&) Configuration Files G

ERERREREEE

Hinh 3.3: C4u tric mi ngudn cia ing dung
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Debug Profile Team Tl

P s [
b D - b

Hinh 3.4: M ngudn ding JSON-RPC API dé twong tac véi Multichain
- o X

B Administrator: C\Windows\System32\cmd.exe - multichaind evoting -deamon

Hinh 3.5: Tao blockchain
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B Administrater: C:\Windows\System3Z\cmd.exe - multichaind evoting -deamon - ] X

B Administrator: C:\Windows\System32\cmd.exe - m] b4

Bl Administrator: C:\Windows'\System32\cmd.exe = m] x

Hinh 3.8: Pang ky (subcribe) stream user

B Administrator: C\Windows\System32\cmd,exe - (m] x

Hinh 3.9: Tao quan tri vién
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B Administrator: C:\Windows\System32\cmd. exe - =] X

Hinh 3.10: Tao rng vién

B Administrator: C\Windows\System32\cmd.exe - (] X

Hinh 3.11: Tao cir tri
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B Administrator: C:\Windo rstem32\cmd. exe - ] x

Hinh 3.13: Xem thong tin quén tri vién
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BN Administrator: C\Windows\System32\cmd.exe - O X

Hinh 3.14: Xem thong tin ing vién

B Administrator: C\Windows' System32\cmd.exe - =] X |

Hinh 3.15: Kiém tra s lwong phiéu bau caa ing vién
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BN Administrator: C\Windows\System32\.cmd.exe - o X

B Administrator: C\Windows\System32\cmd.exe - 0o 4

Hinh 3.17: LAy thong tin s6 lwong phiéu biu caa cir tri
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B Administrator: indows\System32\cmd.exe - =] x

Bl Administrator: C:\Windows\ System32\cmd.exe = o *

Hinh 3.18: Cir tri thye hién bé phiéu va cip nhat trang thai bé phiéu cho cir tri
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B Administrator: C:\Windows\System32\cmd.exe = (m] x

Hinh 3.19: Kiém tra lai thong tin cir tri sau khi di bé phiéu




48

B Administrator: C:\Windows)\System32\cmd.exe

Hinh 3.20: LAy thong tin s6 lwgng phiéu bau cia Gng vién

C:\Windows\System32\cmd.exe - multichaind evoting@192.168.152.1:2895
Copyright <c> 2889 Microsoft Corporation. All rights reserved.

C:\Users\QuyetNU\Downloads\multichain—windows-2.08.3>multichaind evoting@192.168. |8
152.1:2895

MultiChain 2.68.3 Daemon (Community Edition, latest protocol 20811)>

Retrieving blockchain parameters from the seed node 192.168.152.1:2895%
Blockchain successfully initialized.

Please ask blockchain admin o» user having activate permission to let you connec
t and/or transact:

multichain—cli evoting grant 198UgS3teq3rRZ83uwRkYB66a3c8BuvG7nt2tG3GP connect
multichain—-cli evoting grant 192¥UgS3teq3rXZB83uwlYB66a3cB8BuG?mt2tG3GP connect,send
.receive

C:\Users\QuyetNUsDownloadssmultichain-windows-2.8.3>multichaind evoting@192.168.
152.1:2895

MultiChain 2.8.3 Daemon (Community Edition,., latest protocol 20811)

Retrieving blockchain parameters from the seed node 192.168.152.1:2895

Other nodes can connect to this node using:

nultichaind evoting@192.168.152.128:2895

Listening for APl requests on port 2894 (local only — see rpcallowip setting)

MNode ready.

Hinh 3.21: Két ndi nit méi vao mang blockchain hién co
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3.3. Xay dung mo hinh va kich ban thir nghiém

Sau khi trién khai hé thong, luan vin da thir nghiém viéc bo phiéu (vai tro
clia cir tri) va téng hop két qua (vai trd cta quan tri vién) va dat duoc két qua nhu
sau:

Login x -+

&« C 1t @ locathost8084/BlockChainEVoting/logi v % B @ 8B o @ 0O .

ID dang nhap

7f7989d9-52bf-4002-840b-

Hinh 3.22: Ping nhap hé thong
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| - o X
| A vOTE Page x  +

€ 2> C Y @ localhost8084/BlockChainEVioting/vote Lo | © 8B a @B .

LUA CHON (NG VIEN DE BO PHIEU

1

Tén img vién Thdng tin img vién

Nguyén Van A 3 Théing tin chi tiét cia dng vién A o
Trdn Trung B Théng tin chi tiét cla g vién B
Hoang Thi C Théng tin chi bét cia img vién G
CED
~
Trwong Céng D Théing tin chi tiét cla img vién O
LEThIE Théng tin chi tiét cia img vién £
CED
Vin Mai F Thiing tin chi tiét cda dmg vién F
Trén Hilu G Q% Théng tin chi tiét cla ing vién G
Mai Hing H Théng tin chi 4ét cda img vién H
LéBic| Théing tin chi tit clia img vién |
Nguyén Dai K ﬁ?ﬁ Théng tin chi tidt cia (mg vién K

B6 phiéu

Hinh 3.23: Tién hanh bo phiéu
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E Result Page x + - & &

€ 3 C Y @ localhostB084/BlockChainEVioting/viewResult o B0 O 8B o & D1 .

KET QUA

Tén img vién Thong tin tmg vién

Nguyén Van A Théng tin chi tiét ciia (mg vién A

Tran Trung B Théng tin chi tiét cha Ong vién B
Hoang Thi C Thing tin chi tiét cia (ng vién C
Théng tin chi tiét cda img vién D
Théng tin chi tiét cia img vién E
Théng tin chi tiét cia img vién F
Trdn Hiu G Théng tin chi tiét ciia img vién F
Mai Héng H Théng tin chi tiét cda dng vién H
Théng tin chi tiét ciia (g vién |

Nauyén Dai K Théng tin chi tiét cda (mg vién K

&
&

Hinh 3.24: Téng hop két qua
Dé danh gia hiéu ning cta hé thong, luan van di tién hanh thir nghiém viéc
gui yéu cau ldy dit liéu (request get data) va yéu cau tao dit liéu (request put data)

lan luot trén hé théng blockchain véi 1 nit va 2 nat nhu sau:

- Luan vin viét doan script gia 1ap (chay multithread) dé tao ra sé lugng yéu
cau can thiét.

- Yéu cau lay dir liéu (request get data): Luén vin thuc hién yéu cau lay tong
s6 phiéu bau ma ung vién dang s hitu (SO phiéu ma Gng vién duoc bau).

- Yéu cau tao dit liéu (request put data): Luan vin thuc hién yéu cau gui phiéu

bau tur dia chi vi cta cu tri dén dia chi vi cua ing vién (Thuc hién bé phiéu).
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Tong sd yéu cau: La sb luong thread duoc tao ra dé chay thuc nghiém.

- Thoi gian trung binh xtr Iy yéu cau (ms): La trung binh cong cua thoi gian xir
1y mdi yéu cau.

- S6 luong yéu cau duogc xir Iy trén gidy: La s6 yéu cdu ma hé thong co thé xir
1y dwoc trong 1 gidy (Do cac yéu cau cé thé duge xtr Iy dong thoi).

- Thoi gian trung binh x4ac nhén giao dich (ms): La trung binh cdng cua thoi

gian xac nhan moi yéu cau.
Dudé1i day 1a mot so két qua thyc nghiém:

Bang 3.5: Thuc nghiém giri yéu ciu ldy dir liéu trén hé thong blockchain véi 1 nit

Tong so Thoi gian trung binh xur ly S6 lwgng yéu cau dwoe xir ly
yéu cau yéu ciu (ms) trén giay

10 296.91 33.56
50 371.3 120.19
100 419.2 198.81
500 1033.69 299.4
1000 971.79 31.73
5000 6084.33 113.34
10000 11838.36 181.31

Bang 3.6: Thuc nghiém giri yéu ciu tao dir liéu trén h¢ théng blockchain voéi 1 nit

Tong so

Thoi gian trung

S6 lrong yéu ciu

Thoi gian trung

yéu cau binh xir 1y yéu ciu dwge xir ly trén binh x4c nhan giao
(ms) giay dich (ms)

10 108.32 12.87 4.6

50 221.72 74.96 3.58

100 369.28 96.71 7.95

500 2173.59 93.46 16.53
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1000 64730.7 7.85 8.94
5000 483365.43 5.03 8.62
10000 1642601.62 291 8.29

Bang 3.7: Thuc nghiém giri yéu ciu lay dir li¢u trén hé thong blockchain véi 2 nut

Tong sb Thoi gian trung binh xuwr ly S6 lwgng yéu cau dwoe xir 1y
yéu cau yéu cau (ms) trén giay

10 298.21 32.01
50 380 117.37
100 448.63 186.92
500 1119.44 302.66
1000 1102.32 32.54
5000 4528.08 99.64
10000 11686.45 78.77

Bang 3.8: Thuc nghiém giri yéu cau tao dir liéu trén hé thong blockchain véi 2 mit

Tong sb Thoi gian trung S6 lwgng yéu cau Thoi gian trung

yéu cau binh xir 1y yéu ciu dwuge xir ly trén binh x4c nhan giao
(ms) giay dich (ms)

10 114.42 12.34 17.77
50 237.13 75.58 4.72
100 342.15 91.53 20.88
500 2256.12 90.14 22.73
1000 65567.43 7.12 8.64
5000 491322.42 4.52 9.95
10000 1698271.32 2.89 8.85
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3.4. Mot so két qua, nhin xét va danh gia
Trong thyc té, hé thdng bau ctr dién tir co thé bi tin cong bat ky lac nao.
Luan van dua ra mot vai tinh huéng gid dinh ma h¢ théng c6 thé bi tn cong va cach

thirc chong tan cong ctia hé théng nhu sau:

- Hacker gid mao ID cua cu tri dé xam nhap vao hé théng: Dé ¢6 thé xam nhap
vao hé théng, hacker can c6 ma ID cua ctr tri (1a mot 32 ky tu bat ky), néu
ding phuong phap thir, hacker can t6i da 3632 lan thir, trong truong hop tim
ra dugc ID cua cir tri, hacker ciing can phai tim ra khiu twong (mg. Ngoai ra,
hacker ciing c6 thé ty sinh ra mot chudi ID bat ky gdm 32 ky tu va thur diang
nhap vao hé thdng. Tuy nhién, danh sach ID duoc quan 1y trong blockchain
va néu ID ma hacker tu sinh khong ton tai trong blockchain thi hé thdng s& tir
chdi truy cap. Nhu vay, viéc gid mao ID cuia ctr tri dé xam nhap vao hé théng
14 rat kho khan.

- Quan tri vién cb tinh vao theo ddi xem cir tri d3 bo phiéu cho ai: Vi¢c nay la
khong thé, do hé thong khong Iuu thong tin ¢4 nhan cta ctr tri. Quan tri vién
chi co thé xem dugc phiéu bau di dugc giri tir dia chi (twong Gng véi ID) cia
ctr tri dén dia chi nao cir ing vién ma thoi. Viéc truy xuat ra thong tin cir tri
1a khong thé.

- Quan tri vién cd tinh dang nhap béng ID cta cur tri dé thuc hién b phiéu:
Quan tri vién c6 thé xem duoc ID cia cir tri. Tuy nhién mat khau luu trong
blockchain da dugc ma hoa béng thuat toan SHA256 va c6 stir dung salt. Viéc
nhin thdy mat khdu ma héa khong thé giup cho ctr tri c6 thé dich nguoc ra
mat khau thuc su cua ctr tri.

Sau khi x4y dyng hé thong bau cir dién tir img dung cong nghé blockchain,
luan van da thyc hi¢n so sénh gitra 3 m6 hinh bau ct: bau cur truyén théng, bau cu
dién tr (Client-Server), bau ctr dién tir ung dung blokchain. Két qua dugc thé hién &
bang duoi day:

Bang 3.9: So sanh cac hinh thirc bau cir
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Noi dung so sanh

Bau cir truyén

Biu cir dién tir

Bau cir dién tir

théng (Client — Server) (Blockchain)

Thiét bi sit dung | Gidy va Hombo | May chu va thiét | May chu va thiét
phiéu bi dién tir ¢ sir bi dién tir ¢ sir

dung Internet dung Internet

Chi phi Cao (Chi phi gidy | Thap (Chi ton chi | Thap (Chi ton chi
va nhan cong) phi trién khai ban | phi trién khai ban

dau) dau)

Quy mo Phu thudc vao Dé dang mo rong | DE dang mo rong
kich thuéc hom bo | & quy mo 16n ¢ quy mo lon
phiéu

Tong hop két qua | Kho khian vaton | D& dang Dé dang
nhan cong

Bdo mat cho cu tri | Bam bao Khong dam bao bam bao

Nguy co tin cong

Khéng so bi tan

cong

Co thé tan cong
vao may chu va

thay d6i két qua

Xéc suét tan cong
va thay doi d6i két

qua la rat nhé

Nhu viy, luan van da dua ra mo hinh tmg dung cong nghé blockchain cho

bau cir dién tir, dong thoi ciing da xay dung mo hinh thyc nghiém st dung JavaEE

va Multichain 1am nén tang. M6 hinh d4 chting minh dugc tinh (mg dung dé c6 thé

thay thé mé hinh bau cir bang gidy truyén thong va ciing dua ra dugc cac diém mau

chbt dé dam bao an toan so voi mo hinh bau cir dién tir hién tai (Client-Server).

Tuy nhién, luan vdn mdéi chi dung lai & viéc thu nghiém 2 nat mang

blockchain va 1 web server. Trong tuong lai, luan van mong muon c6 di€u kién de

c6 thé mo rong hé théng va dua vao ung dung thyc té.
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KET LUAN
Lu4n vin tap trung nghién ctru vé bau cir va tng dung cong nghé blockchain

cho bau ctr dién tir. Cy the, luan van da dat dugc mot so két qua sau:

= Tim hiéu vé bau ct, bau cir truyén thng va bau cir dién tir theo mo hinh
cti (Client — Server)

= Tim hiéu, nghién ctru vé blockchain va kha ning tmg dung blockchain
cho bau ctr dién tur

= Pua ra mo hinh thir nghiém véi nén tang Multichain va da dat duoc mot

s6 két qua nhat dinh
Luan vin co thé tiép tuc phat trién theo hudng sau:

Tim hiéu thém cic nén tang blockchain khac, md rong sb lwong nut trong
mang ludi blockchain va sé lugng web server dé co thé dua vao tng dung trong

thue té.
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