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LOI CAM ON

Loi dau tién t6i xin gl 10i cam on chan thanh nhat dén thady PGS. TSKH. Hoang
Ding Hai di tan tinh chi bao, hudng dan t6i trong sudt qué trinh thyc hién luan van nay.

T6i xin chan thanh cam on cac thiy co gido da giang day va giup d& toi trong sudt
thoi gian hoc chuong trinh cao hoc. Céc thiy c6 da trang bi cho toi nhitng kién thirc quy bau
dé 1am hanh trang cho t6i tng dung vao cong viéc hién tai cling nhu twrong lai.

T6i cling xin guri 10i cam on chan thanh dén cac ban dong mon, gia dinh, ban bé da
ludn ung ho, dong vién, giup d& va tao diéu kién tét cho t6i vuot qua nhitng kho khin dé

hoan thanh luin van nay.
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LOI CAM DOAN

T6i xin cam doan nhirng van dé& duoc trinh bay trong ludn van “Gidi phdp xdc thie
dua trén dinh danh cho cdc Agent trong hé thong gidm sat mang” 13 do sy tim hiéu cia ca
nhan dudi sy huéng dan cia PGS. TSKH. Hoang Ping Hai.

Tat ca nhimg tham khao tir cac nghién ctu lién quan déu duogc trich din, néu 1
ngudn gdc mot cach rd rang tir danh muc tai lidu tham khéo trong ludn vin. Trong luan vin
nay, to1 cam doan khong sao chép nguyén ban tai li¢u, cong trinh nghién ctru cua nguoi

khac ma khong chi ro vé tai liéu tham khao.

Ha Noi, ngay 01thdang 12 nam 2019

Téc gia ludn van

Nguyén Thi Kiéu Diém
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MO PAU
1. Ly do chon dé tai:

Gidm sat mang la mot nhu cau thuc té cua cic nha mang. Trong mot hé théng giam
sat mang tip trung, cac Agent (1a cac may trinh sat) lam nhiém vu thu thap thong tin vé tinh
trang hoat dong cua cac thiét bi, mang 1O chuyén vé trung tam gidm sat dé xur 1y, phan tich,
dua ra canh bao vé cac nguy co tan cong, su c¢b, 13i,. ..

Mot van dé thuong dat ra 1a cac Agent c6 thuc su 1a thanh vién cua hé théng giam sat
hay khong? Do vdy, mot yéu cau dit ra la can nghién ctru giai phap xac thuc cac Agent cho
hé théng giam sat mang, nham xac dinh dung Agent hop phap dé cho phép truyén tin va cd
1ap Agent gia mao.

2. Tong quan vé van d& nghién ciru:

Cho dén nay, dd co nhiéu kién trac hé théng giam sat mang tap trung ra doi. Kién
trac chung cua cac hé thong nay thuong gém hai phan chinh: 1) Cac bo thu thap dir liéu
thuong dugc dat tai vi tri giam sat hay tai ddi tugng giam sat, 2) BO gidm sat xu 1y tép trung
dat tai trung tam giam sat. Cac Agent co thé 1a mot thiét bi dat tai dbi tuong can giam sat,
hodc mot phﬁn mém duge cai dat trén dbi tugng gidm sat. Pham vi bai luan van xem xét cac
Agent dudi dang mdt niit mang trinh sat (thiét bi).

3. Muc dich nghién ctru:

X4y dung giai phap xac thuc dua trén dinh danh cho cic Agent trong hé théng giam
sat mang tap trung v6i cac muc dich cy thé gom:

— Xay dyng md hinh kién trac mang giam sat phuc vu nghién ctru giai phap.

— Nghién ctru phuong phép dinh danh cho cac Agent.

— Nghién ctru phuong phéap xéc thuc cho cac Agent.

— XAy dung giai phap xac thuc dya trén ma hoa dinh danh cho cac Agent.

— Xay dung co ché truyén tin bao mat tir cic Agent vé trung tAm giam sat.
4. Poi twong va pham vi nghién ciru:

Bai toan x4c thuc dua trén dinh danh cho cac agent trong hé théng giam sat mang.
DPéi tuong nghién ctru la phuong phap xéc thuc, dinh danh, x4c thuc dya trén dinh danh.

Pham vi nghién ctru: ap dung cho xéac thuc cic Agent trong mot kién trac hé thong

giam sat tu xay dung.



5. Phwong phap nghién ciru:
— Nghién ctru 1y thuyét vé hé thong giam sat, van dé dinh danh, xac thyc, ma hoa, cac
hé mat ma phuc vu xac thyc.
— Nghién ctru cac giai phap, thuat toan, phuong phap lién quan dén dinh danh, xac thyuc
qua khao sat cac tai liéu va cong trinh nghién ctru trén thé gidi va Viét Nam.
— Nghién ciru v& méi trudng mod phong thir nghiém.

— Thuyc hién m6 phong thir nghiém cho giai phéap dua ra.

Chwong 1 - COSO LY THUYET

1.1. Gidi thiéu chwong

Chuong nay trinh bay co so 1y thuyét vé hé thong gidm sat mang tap trung, cic yéu
cdu bao mat, xac thuc cho cac Agent, phuong phap dinh danh, phuong phéap xac thuc,
phuong phép ma hoa.

1.2. Giéi thiéu chung vé hé thong giam sat mang tap trung

Kién trac chung cua cac hé thong theo ddi, giam sat mang tap trung thuong gom hai
ph@ln chinh: 1) Céac bg thu thap dit liéu thuong duoc dit tai vi tri gidm sat hay tai ddi tuong
giam sat, 2) B gidm sat xu ly tap trung dat tai trung tam gidm sat [3]. Nhiém vu chinh cua
cac hé thong theo ddi, giam sat 1a bao vé cho mot hé théng mdy tinh dya trén viéc phat hién
cac dau hiéu tan cong va dua ra canh bao.

Céc Agent co thé 1a mot thiét bi dat tai d6i twong can giam sat, hodc mot phan mém

dugc cai dat trén ddi tuong giam sat.

Hinh 1.2. Kién tric hé théng giam st mang tip trung
Hinh 1.2 1a so d6 kién truc tong quat ciia mot hé thdng giam sat mang vai cac
Agent va trung tam giam sat. Cac Agent [am nhi€m vu thu thap dir 1i€u lién quan dén hoat

dong cua cac doi twong dugc giam sat (mdy chu Web, may chu, mdy tram, router), cac sy
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kién tan cong va truyén vé trung tdm gidm sat. H¢ thong gidm sat ¢ trung tam lam nhiém vu:

phan tich, phat hién, canh bao va théng ké su cb.

Passive
Tap Firewall [
HE“ ‘ « Phan viung
Internet = mang 1
[ |

Sensor

Sensor

Co s6 dir li€u
FW Luwu trir

TN S -
€ Phan viung // Phan viung e
mang 3 mang 2 g =

o . LN NN

Trung tim giam sat

Hinh 1.3. Kién tric hé théng giam sat mang tip trung cho nhiéu phin viing mang

Hinh 1.3. 1a mot vi du vé mot hé thong giam sat tap trung cho ba phan ving mang két
ndi thong qua Internet voi cac bd thu thdp thong tin Sensor cai dit tai cac thiét bi (Phan
vung mang 3), hodc léy dit liéu trich xuét tir cac céng SPAN port cua cac bd dinh tuyén

(Phan viung mang 1 va 2).

1.3. Yéu ciu bio mit, xac thuc cho cic Agent.

Trong mot hé thong gidm sat mang tap trung, cic Agent (1a cic may trinh sat) lam
nhiém vu thu thap thong tin vé tinh trang hoat dong cua céac thiét bi va mang. Céc thong tin
thu thap dugc chuyén vé trung tdm giam sat dé xur 1y, phan tich, dua ra canh béo vé céac
nguy co tan cong, su cd, 13i.

Cau hoi dat ra 1a cic Agent c6 thuc su 14 thanh vién ciia hé thong giam sat hay
khong? Do viy, can dua ra giai phap xac thuc Agent dé phan biét gia mao. Phuong phéap
xac thyc dua trén dinh danh dugc dé xuat, c6 thé ap dung cho Agent trong cdc mang cam
bién khong ddy, mang peer-to-peer, hoic cho dién toan dam may.

1.4. Phuong phap dinh danh (Identification)
Khai niém vé dinh danh: Ngudi ding cung cdp danh dinh ctia minh cho hé thong.
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Trong khoa hoc may tinh, dinh danh c6 thé 1a cac ma dung dé dat tén cho cac thuc
thé (ID).

Muc dich cua vi¢c dinh danh: Xéc dinh dinh danh cling tuong ty nhu viéc xac dinh mot
“vat the”, nghia 1a tim kiém sy ton tai va quyén han cua vat thé, hodc quyén han ciia ngudi
dung d6i véi vat thé do.

Vé phuong phép xéac dinh dinh danh: C6 hai phuong phéap dién hinh nhat [18], d6 la:

+ Phuong phép khai bao: Nguoi ding tu nhap thong tin vé danh dinh (khai bao dinh danh).
+ Phuong phap st dung danh dinh sé héa: Phuong phap nay kha phd bién voi viée sir dung
cac dit liéu s6 hoa thu duoc tir d6i tugng.
e Danh dinh sinh tric hoc (Biometric identity) co thé gém: Dt liéu nhan dang khudn mat,
dir liéu Quét trong mat,dir liéu hinh hoc ban tay, dir li¢u nhan dang van tay
e Danh dinh may tinh, thiét bi (Computer identity) bao gdm:Tén may tinh, tén thiét bi, dia
chi MAC, dia chi IP
e Danh dinh s (Digital identity) gdm: Chtng nhén sd, thé thong minh (Smart card)
1.5. Phwong phap xac thue

Khai niém vé xac thuc: Nguoi ding cung cip bang chimg 1a danh dinh d6 1a dung va
phu hop v61 minh.

Céc phuong phap xac thuc: Cac phuong phap xac thuc c6 thé dugc chia 1am 3 loai
chinh, dit trén co s¢ nhimng dir liéu st dung cho viéc xac thuc: 1) Nhiing gi ban biét, 2)
Nhitng gi ban c6, 3) Nhitng gi thudc vé ban.
+ Nhing gi ban biét (Something you know):
+ Nhiing gi ban c6 (Something you have)
+ Nhitng gi 1a chinh ban (Something you are):
+ C6 thé ké hop cac phuong phap xéac thuc véi nhau (2/3 phuong phép trén).
Mot phuong phap xac thuc tot 1a phuong phap ma khong dé bi doan hoic bi lam gia
1.6. Phwong phap ma héa (bi mat, cong khai), cac hé mat ma

Dé bao mat thong tin trén duong truyén nguoi ta st dung cac phuong phap ma hoa.
Dit liéu bi bién doi tir dang nhan thtc dugc sang dang khong nhan thirc dugc theo mot thuat
toan nao do va s& dugc bién doi nguoc lai & tram nhan (giai ma).
1.6.1. Phwong phdp ma héa bi mat (déi xirng)

- Ma hoa ddi xtng 1a phuong phap mi héa ma key ma héa va key giai ma 1a nhu

nhau (Sir dung cting mot secret key dé ma hoa va giai ma). Day 1a phuong phép théng dung
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nhit hién nay ding dé ma hoa dir liéu truyén nhan giita hai bén. Dé thuc hién ma hoa thong
tin gitra hai bén thi:

+ Pau tién bén glri va bén nhan bang cach nio d6 s& phai thoa thuan secret key
(khoa bi mat) dugc dung dé ma hoa va giai ma. .

+ Sau d6 bén giri s& dung mot thuat toan ma hoa véi secret key tuong tng dé ma hoa
dir liéu sap dugc truyén di. Khi bén nhan nhan duoc sé ding chinh secret key d6 dé giai ma
dir ligu.

- Vén dé 16n nhat cua phuong phap mi héa dbi xtimg 1a 1am sao dé “thoa thuén”
secret key giita bén giri va bén nhan, vi néu truyén secret key tir bén giri sang bén nhan ma
khong dung mot phuong phap bao vé nao thi bén thi ba ciing ¢6 thé dé dang lay dugc secret
key nay.

- Céac thuat toan ma hoa ddi xing thudng gip: DES, AES...

1.6.2.  Phwong phdp mi héa céng khai (Bit doi xirng)

- M4 hoa bat dbi xtmg 1a phuong phap ma hoa ma trong d6 key ma hoa va key giai
ma khac nhau. Nghia 14 key ta sir dung dé ma hoa dir liéu s& khac véi key ta dung dé giai ma
dir liéu. TAt ca moi ngudi déu c6 thé biét dugc public key, va c6 thé dung public key nay dé
ma hoa thong tin. Nhung chi ¢6 ngudi nhan méi nam gitr private key, nén chi c6 ngudi nhin
méi c6 thé giai ma dugc thong tin.

- Pé thuc hién ma héa bat ddi xtng thi:

+ Bén nhan s€ tao ra m{t cap khoa (public key va private key). Bén nhan s& dir lai
private key va truyén cho bén giri public key. Vi public key nay 1a cong khai nén co thé
truyén ty do ma khong can bao mat.

+ Bén gt trudc khi gui dir liéu s& ma hoa dir liéu bang thuat toan ma hoa bat déi
xung voi key 1a public key tir bén nhan.

+ Bén nhan s¢€ giai ma dir liéu nhan duoc bﬁng thuat toan dugc su dung ¢ bén gui, voi
key giai ma la private key.

- DPiém yéu 16n nhét cia mi hoa bt ddi xtmg 1a tbec d6 ma héa va giai ma rat cham
so voi mi hoa ddi xing, néu dung ma hoa bat ddi xing dé ma hoa dir liéu truyén — nhan
giita hai bén thi s& t6n rat nhiéu chi phi.

Do d6, tng dung chinh cia ma hoa bat d6i xing 1a ding dé bao mat secret key cho ma

hoa ddi xtng: Ta s& ding phuong phap ma hoa bt ddi xtimg dé truyén secret key cua bén
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giri cho bén nhan. Va hai bén s& dung secret key ndy dé trao doi thong tin bang phuong
phap ma hoa ddi xtng.
- Thuat toAn ma hoa bat dbi xtmg thuong thay: RSA.
1.6.3. Cac hé mat ma

- C6 nhiéu cach dé phan loai hé¢ mat ma. Dya vao cach truyén khoéa c6 thé phan céc
hé mat ma thanh hai loai:

+ Hé mat d6i xtmg (hay con goi 1a mat ma khéa bi mat): 1 nhitng hé mat dung chung
mot khoa cd trong qua trinh ma hoa dir li¢u va giai ma dir licu.
Do d6 khoa phai dugc giit bi mat tuyét doi.

+ Hé mat ma bat doi xing (hay con goi 1a mat ma khoa cong khai) : Hay

con goi la h¢ mat ma cong khai, cac h¢ mat nay dung mdt khoa dé m3 hoa sau do dung mot
khoa khac dé giai ma, nghia 1a khoa dé ma hoa va giai ma 1a khac nhau. Cac khod nay tao
nén ting cap chuyén d6i nguoc nhau va khong c6 khoa nao co thé suy duoc tir khoa kia.
Khoa dung dé ma hoa c6 thé cong khai nhung khoa ding dé giai ma phai giir bi mat.

- Ngoai ra néu dya vao thoi gian dua ra hé mat ma ta con c6 thé phan lam hai loai:
Mat ma cb dién va mat ma hién dai. Con néu dya vao cach thirc tién hanh ma thi hé mat ma
con dugc chia lam hai loai 1a ma dong va ma khi.
1.7. Két luin chwong

Bao mat trong mdi trudng mang van dang 1a mot thach thirc 16n ddi véi cac chuyén
gia vé bao mat, no quan trong khong kém gi van dé téi vu ning luong tiéu thy, chi phi, ciing
nhu kha ning két ndi khong day. Viéc ma héa, dinh danh va xac thuc gitip hé thong loai bd

duoc céc thiét bi gia mao, dam bao cac két nbi khong bi hacker xam nhap.

Chwong 2 - GIAI PHAP XAC THUC DUA TREN PINH DANH
CHO CAC AGENT

2.1. Gidi thiéu chwong
Duya trén co so 1y thuyét vé phuong phap dinh danh, phwong phap xac thuc va
phuong phap ma hoa da trinh bay trong chuong 1, chuong nay dua ra gidi phap xac thuc

dua trén dinh danh cho cic Agent trong hé thong giam sat mang tap trung.
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2.2. Mb hinh kién tric mang giam sat tip trung sir dung cho giai phap

Agent diang nhap giri yéu ciu xac thyc

Xac thwe Agent

=
Agent

At \Qa

+‘mang
y:

Trung tadm giam sat

Ving mang giam sat

Agent __ -
e

Trung tam gidm sat

Hinh 2.2. So' @6 h¢ thong giam sat mang tip trung giai doan xac thwe Agent va cho phép

Agent giri dit liéu vé trung tim

Hé giam sat mang thuong dé kiém tra bang thong sir dung, kiém tra hiéu suét cia
thiét bi, trang thai cia chung. Hé giam st s& gitp dinh huéng trong méi trudong phirc tap,
dua ra céc béo cdo.

Hinh 2.1 va 2.2 1a so d6 kién trac tong quat ctia mot hé thong giam sat mang véi cac
Agent va trung tim gidm sat. Cac Agent 1am nhiém vu thu thap dir liéu lién quan dén hoat

dong cua cac doi tugng dugc gidm sat (may chu Web, may chu, mdy tram, router), cac sy
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kién tan cong va truyén vé trung tim gidm sat. Hé thong giam sat & trung tdm 1am nhiém

vu: phan tich, phat hién, canh bao va théng ké su cb.

2.3. Dinh danh cho cac Agent

Cac Agent mudn truy cdp vao hé thong cin phai c6 mot danh dinh dé ching minh
dugc minh la mot Agent hgp phap chut khong phai 1a Agent gid mao thong qua ID
(username, password). Vi duy, sit dung phuong thirc “What you know”, phuong thuc “What
you have” phuong thirc “What you are”. Ca ba phuong thirc néu trén déu c6 thé sir dung dé
dinh danh Agent duy nhét trén mang va su dung dé xac thuc.

Trong ludn van nay, ID dé xac dinh Agent dugc su dung don gidn 1a mdt tén dinh
danh cho thiét bi trong mang (Machine Name) c6 kém theo mat khau truy nhap thiét bi.
Trén co so 1y thuyét di trinh bay trong chuong 1, bat ky dir lidu nao cua thiét bi ciing c6 thé
duogc sir dung dé xac dinh dinh danh cho thiét bj.

2.4. Xay dung lwgc dd ma héa theo dinh danh

Yéu cau duoc xac thuc

Agent
> Center
Yéu cau gii dinh danh
<
Gtri ID dudi dang dugc ma hoa
>
Xac thuc hop phap
&
Gari dir Tién (m3a hoa)
Gui tin da dugec ma hoa
>

Hinh 2.3. Lwgc dd mi hoéa theo dinh danh
Hinh 2.3 1a luoc dd ma hoa cho dinh danh va xéc thyc st dung trong luén van.
Céac Agen thu thap thong tin va giri vé hé thong:
- Agent giri yéu cau duoc xac thuc vé trung tim
- Trung tAm yéu cau Agent giri dinh danh chtng minh 1 thanh phan hop phap cua
hé théng giam sat.

- Agent giri vé trung tam ID d4 dwoc ma hoa
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- Trung tAm dbi chiéu kiém tra véi cac ID cuia hé thong va tra 1oi Agent d6 13 hop
phap néu ID d6 ton tai trong hé théng va cho phép truyén tin .
- Agent giri thong tin da thu thap duoc dudi dang ma hoa vé trung tim
2.5. Giai phap xac thwe dya trén ma héa dinh danh cho cac Agent
2.5.1. Xdc thwe diing khéa doi xirng (bi mdt)

Phan sau ddy trinh bay vé giai phap xac thuc dua trén viéc st dung ma khoa ddi
xtng. Nguyén tic chung 1a ID cua thiét bi (bao gdm tén, mat khau truy nhap) s& dugc ma
hoa v&i khoa bi mat chi co trung tAm giam sat biét phuc vu cho viée giai ma va xac thuyc.

o Mo ta phuwong thirc sir dung ma khéa bi mat:
Mo ta cho phuong thirc sir dung ma khoa bi mat nhu sau:
C: ciphertext (ban ma hoéa cho ban tin M)
M: plaintext (ban rd ctia ban tin, nghia 1a dit liéu ID cua thiét bi)
Ka: khoa cia Alice (Agent)
C={Mjx
Kag: Khod chung gitra Agent (Alice) va Centre (Bob)

L .

1: “Toi la Alice”

2:N

3: N} am

Hinh 2.4. Lwoc dd ma héa bi mit chung

>  Giao thirc xac thyc 1an nhau (mutual) dung khéa ddi ximg

%% ﬁij%, ,

1: “Toi la Alice”

« AT
—?' !h‘!!{.-lﬂ

3: N}

Hinh 2.5. Lwgc dd ma héa bi mat xac thue 1in nhau
> Thong diép & budc 3 13p lai tir budc 2: khong thé xac thuc ngudi gui

>  Giao thtrc x4c thuc 1an nhau cai tién
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% 58

1: “Téi la Alice”, N,

Alice

p i
2: Ng. {Nyfran

3:{ -Nga; KAR :

Hinh 2.6. Lwoc dd ma hoa bi mat cai tién

Tan cong giao thirc x4c thyc lan nhau cai tién

>
i®
I.1.: “Téi la Alice”™, N,

< 1.2: Ny, Nyl s
2.1: “Tai la Alice ", Ng _

< 2.2: N\ INg/ g
1.3.: {Np)ian :
Hinh 2.7. Lwgc db tin cong mi hoa

>  Giao thtic xac thuc 14n nhau cai tién khac

Alice

1: "Téi la Alice”, N, i

2.‘ .n'l"frE " trBﬂl‘J.- N-Ii;.ﬂ'_-fﬂ

3: {Alice, Ngl .15 [

Hinh 2.8. Lwoc do giao thure xac thuc cai tién

e Phuong thirc sir dung ma khéa bi mat kiéu c¢o dién
Ma héa Caesa: Nha quan sy nguoi La Ma Julius Ceasar da nghi ra phuong phap ma

hoa mot ban tin tir thé ky thir 3 trudc cong nguyén: thay thé mdi chit trong ban tin bang
chlt dimg sau nd k vi tri trong bang chir cai.

Chung ta hiy gan cho mdi chit cai mot con s nguyén tir 0 dén 25:

Phuong phap Ceasar dugc biéu dién nhu sau: v6i mdi chir cai p thay bang chir ma
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hoéa C, trong d6: C = (p + k) mod 26 (trong d6 mod 1a phép chia lay s6 du)
Qua trinh gidi ma don gian la: p = (C — k) mod 26
k dugc goi 1a khoa. Khoa nay dung chung cho ¢4 ma héa va giai ma.
e Co sé ciia phwong thirc sir dung mé khéa ddi xirng co ban
MG hinh md héa doi xung co ban.

Bd sinh khoa

Kénh an toan

s P P e
MNoigli  ———® M3 hoa Giai ma ——® Noinhdn

Hinh 2.9. M6 hinh mi héa dbi ximg

Mo hinh gom 5 yéu to:
= Banrd P (plain text)
= Thuat todn ma hoa E (encrypt algorithm)
= Khoa bi mat K (secret key)
= Ban ma C (cipher text)
» Thuat toan giai ma D (decrypt algorithm)
Trongdo: C=E(P,K)vaP=D(C,K)
Thuat toan ma hoa va giai ma st dung chung mdt khoa, thuat toan gidi ma la phép toan
ngugc cua thuit toan ma hoa (trong ma hoa Ceasar, E 1a phép cong con D 1a phép trur). Vi
vay mo hinh trén dugc goi 1a phuwong phap méa hoa d6i xtimg. Cac thuat toan ma hoa ddi

xtng duoc chia 1am hai loai 1a ma hoa ludng va mé hoa khoi.
2.5.2. Xdc thwe diing khéa bit doi xvrng (cong khai)

Phén sau ddy trinh bay giai phap xac thuc v6i ma khoa bat ddi xing, sir dung ID cua
thiét bi (bao gdm tén, mat khau truy nhap), thuc hién ma hoa véi khoa bat dbi xtimg st dung
2 cdp khoa cho trung tdm gidm sat biét phuc vu cho viéc gidi ma va xac thuc.

J Mo ta phwong thire sit dung ma khéa bat doi xirng

C: ciphertext (Ban ma hoa)

M: plaintex (Ban r0)
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Ka: cd@p khoa bi mat va cong khai cua Alice (Agent)
C ={M}g4: mi hoa bang khoa cong khai ctia Alice (Agent)
M = [C]ka: giai ma bang khoa bi mat ciia Bob (Center)
S = [M]JKA: ky 1én M bang khoa bi mat
[{(M}xalka =M
{IMIkajka=M

1: "Toi la Alice” :

o ;' J?"l'rlt KA

N

Hinh 2.13. Vi du vé sir dung mi héa bat déi xirng

Hé ma hoa khoa bat di ximg (hay con goi 14 hé ma hoa khoa cong khai). Hé ma

hoa nay bao gdom mot khoa dung dé ma hoa, con goi 1a khoa cong khai (public key) va mot

khoa ding dé giai ma, con goi 1a khoa riéng (private key).
Gia st khi A muébn g1 mot thong di€p bi mat téi B, A tim khda cong khai cia B. A

va B lan lugt c6 céac cdp khoa bi mat va khoa cong khai 1a Kya, Krava Kyp, Krp . Sau khi

kiém tra chac chac 1a chia khoa cong khai cia B (thong qua chimg chi sd cta B), A
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s& ma hoa thong diép bang khoa Kyp va giri cho B. Khi B nhan duoc thong diép da ma hoa,

B dung khoa Krp dé gidi ma thong diép. M6 hinh hoat dong dugc thé hién ¢ hinh sau:

Bé tao khoa

Kénh truvén thuomg |

KLI'E

P Kénh truvén thieomg

A é M3i hoa

Giai mi

c
Hinh 2.14. M4 hoa thong diép sir dung khoa cong khai ciia B

Mo hinh gdm 6 thanh phan:

+ Ban ro M.

+ Thuat todn ma héa E (encrypt algorithm).

+ Khoa cong khai Kyp cua B.

+ Khoa bi mat Krp cua B.

+

Ban ma C (ciphertext).

+

Thuat todn gidi ma D (decrypt algorithm)



14

Khi md héa bao mdt: A s& tinh C=E (M, Kyg) dé gui cho B. Khi nhan dugc ban ma C chi

c6 B m&i c6 khoa riéng Krp dé giai ma doc thong diép ctia A giri cho B: M =D (C, Kzp).

Khi ma hoa chirng thuc: B s€ tinh C = E (M, Krg) dé gui cho A. Khi nhan dugc ban ma C,

A dung khoa cong khai Kyp ctia B dé giai ma doc thong diép ctia B guri cho A: M =D (C,

Kusg)
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Nhu vay, chi ¢c6 B méi c6 khoa riéng Krpdé giai ma doc thong diép cua A giri cho

B. Bam bao tinh bi mat va néu ké tin cong c6 dugc khoa bi mat Krp cua B thi B khong thé

chdi bo trach nhiém 1am 16 khoa.
Tuy nhién, v6i mé hinh trén khi chi trién khai hé md hoa bat dbi xtng cho minh B.
Thi B khong thé biét dit lidu giri dén c6 phai 1a A guri hay khong. Dé giai quyét van dé trén,

ngudi ta két hop ca tinh bao mat va tinh ching thuc bang mé hinh sau:

Kga Kyg Rgp Ky,
M sabon | of Mibea ¢ y| Cim y| Craimi » N
A 3 chimg thrc bdo mit Kénh travia bio mit chimg thye B

Hinh 2.15. A va B cung sir dung h¢ ma héa bat déi xirng

Khi d6, néu A gtri thong diép M dén B sé tinh: C = E (E (M, Kra), Kus) B nhan duoc

ban ma C sé& tinh: M =D (D (C, Krs), Kya)

Mot s6 dac diem cua ma hoa bat doi xung:
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Do st dung hai khoa ma hoa va giai ma khac nhau nén gitp don gian viéc phan phdi
khoa giita bén nhan cho bén giri va khoa ma hoa c6 thé truyén trén kénh khong an toan ma
khong can gitt bi mat.

Céc thuat toan cua hé¢ mi hoa bat déi xing sir dung khéa ma hoa 1a khoa cong khai
c6 do dai khoa 16n, lam tang khdi lugng tinh todn. Vi vay, céc thuat toan cua h¢ ma hoa
bat ddi xing kho ap dung cho cac hé théng co tai nguyén luu trit va ning lyc tinh toan
han ché.

Mot van dé nay sinh 1a kha ning d& bi tan cong dang ké tin cong ngudi dung gitra.

Viéc phat minh ra hé¢ ma hda khoa bat ddi xuing tao ra mdt cudc cach mang trong
cong nghé an toan thong tin dién tir. Cac thuat toan ctia hé ma hoa ddi xung giai quyét
dugc 2 van dé rat quan trong ma cac hé ma hoa khac khong giai quyét duoc 1a trao doi
khoa va xac thuc. Tuy hé mi hoa ddi xtng ra doi 1au va ¢ nhiéu phat trién dé dap ung yéu
cau an toan thong tin, tuy nhién van con ton tai hai diém yéu sau:

e Phai giit bi mat khoa: Néu bi 16 khoa ciing khong ¢ co sd dé quy trach nhiém bén
gui hay bén nhan lam 19 khoa.
e Qua trinh trao d6i khoa giita bén giri va bén nhan: Can phai c6 mot kénh an toan dé

trao ddi khoa trude khi trao ddi dit liéu.

2.6. Két luin chwong

Viéc xac dinh xem cic Agent c6 dugc phép truyén tin hay khong bao gdm cic budc
dinh danh va xéc thyc riéng bi¢t. Nhan dang lién quan dén cach thirc ma Agent cung cép
danh tinh duy nhét ctia minh cho hé théng. Danh tinh c6 thé 1a tén hodc mot s6. Danh tinh
phai 1a duy nhat dé hé thong co thé phan biét gita nhitng Agent khac nhau.

Giai thuat ma hoa ddi ximg hodc bat doi ximg c6 kha niang chdng dugc cic cudc tan

cong trén Internet ndi chung va tan cong nham vao cac Agent noi riéng.

Chwong 3 - KET QUA THU NGHIEM
3.1. Gidi thiéu chwong
Chuong nay trinh bay két qua thir nghiém cho giai phap xac thuc dua trén dinh danh

cho cac Agent trong mot hé thong giam sat mang tap trung..
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3.1.1. Cong cu mo phong NS-2
NS-2 (Network Solution 2) 13 phan mém mé phong mang diéu khién sy kién riéng r&
hudng d6i tuong. Bon loi ich 16n nhat cua NS-2 phai ké dén dau tién la:
e Kha ning kiém tra tinh on dinh ciia cac giao thirc mang dang ton tai
e Kha nang danh gid cac giao thirc mang maéi trude khi dua vao sir dung
e Kha nang thyc thi nhitng mé hinh mang 16n khé thuc thi dugc trong thuc té
e Kha ning mo phong nhiéu loai mang khac nhau

NS-2 khong chi hop cho viéc mé phong ma cho ca sy gia lap, diéu nay c6 nghia 1a n6
c6 thé dua chuwong trinh moé phong véo trong mang thyc té.

Han ché ctua NS-2 1a thém méi va chinh sira cac thanh phan 1a khong dé dang do ciu
tric cia NS-2 dd duge dinh hinh sin. Ciing theo bao céo thi tdc dd tinh toan cua NS-2 cling
kha cham. Kho va mat rat nhiéu thoi gian dé tiép can phan mém.

3.1.2. Cong cu moé phong OPNET

OPNET la m6t cong cu mo phong mang su kién muc cao. OPNET hd trg md phong
mang WSN t6t (cu thé 1a 6t hon NS2). OPNET la chuong trinh mé phong trén nén
Windows duoc sir dung rong rii. N6 duoc xdy dung dua trén ngon ngit C++ va cung cip
moi truong 4o cho viéc md hinh héa, phan tich va dy dodn hiéu nang mang, gitp mo hinh
héa chinh xédc cac ng dung, cac may chu va nhiéu cong nghé mang. Han ché cia OPNET
1a kho tiép can va can c6 thoi gian dé tim hiéu ciing nhu sir dung thanh thao.

3.1.3. Cong cu mo phong Contiki/Cooja

Hé diéu hanh Contiki duoc 1ap trinh béng ngon nglr C, hoat dong dua trén co ché
event - driven va c6 nhitng dic diém phu hop véi cac hé thong nhing va mang cam bién
khong ddy. Bén canh d6, Contiki con cung cip nhiing cong cu hd trg md phong véi giao
dién don gian, dé sir dung va hd trg tbt nhiing thiét bi trong thuc té, phuc vu nhitng muc
dich nghién ctru, md phong va trién khai nhiing giao thirc méi.

3.2. Gi6i thiéu tom tit vé mdi trwong méd phong Contiki
3.2.1. Kién triic hé théng ciia Contiki.

Kién tric hé théng cua contiki c6 dang mo dun, véi 4 thanh phén co ban: Nhan, nap
chuong trinh, cic thu vién va cac quy trinh, quy trinh c6 thé 14 mét dich vu hay chuong
trinh tng dung. Mot quy trinh dugc dinh nghia bdi mgt ham xu ly sy kién va mét tuy chon
ham quan 1y bau chon. Trong sudt qua trinh bién dich, hé thong duoc phan thanh hai phan:

Chuong trinh 131 va nap.
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L1 dugc bién dich thanh anh nhi phan don va luu trir trong cac thiét bi, va n6 thuong
khong duogc sura ddi sau khi trién khai. Cac chuong trinh dugc nap bdi chuong trinh nap co
chtra chuong trinh nhi phan hoac béng cach sir dung cum giao thtrc, hoac sir dung bd nhd
kém truc tiép.

Nhéan Contiki la mot trinh 1ap lich sy kién nhe gtri t6i cac tién trinh dang chay va goi
cac trinh xu 1y bau chon. Mot quy trinh chay co thé dugc kich hoat boi cac su kién gui di
hodc co ché bau chon. Nhan khong chdan mot xu 1y sy kién ma ma né da 1ap lich. Do vay céc
xu 1y su kién phai chay dé hoan thanh hodc st dung co ché ndi bo dé dat duoc sy vu tién.
3.2.2. Cac tinh nang cua Contiki

Phdn b6 va quan 1y bé nhé: Contiki duoc thiét ké cho cac hé thong nho co thé hoat
dong chi voi vai kb bd nhé kha dung.

Nhén biét ning lwong: Contiki cung cap mot co ché udce tinh ning lugng hé théng dé
xem Vi tri ma nang lugng bi ti€u hao.

Mé phong mang Cooja: Cooja 1a md phong mang cung cp boi hé didu hanh Contiki.
C6 nhiéu kiéu mote khac nhau c6 thé dugc mod phong & muc phan cimg, cho phép nguoi
dung kiém tra hanh vi chinh xac cia mang.

3.2.3. Ung dung mé phong Cooja

Cooja 12 phin mém mé phong hé théng mang duoc tich hop trong hé diéu hanh
Contiki. Cong cu nay cho phép nguoi sir dung thay ddi cac thong sé nhu vi tri, pham vi két
ndi, ti 1¢ truyén goi thanh cong,... Nho d6 ngudi st dung co thé mo phong va danh gia két
qua mot cach hiéu qua hon. Giao dién ctia chuong trinh than thién va dé sir dung.

3.3. Mé hinh kién tric mang md phéng véi Contiki — Cooja

M3 hoa d6i xtng dugc lya chon trong mo hinh nay vi mot sb dic tinh sau:

» Kha gon nhe, tinh toan nhanh.

* Pam bao dugc tinh bao mat, ching thuc, toan ven, chéng chdi bo ctia mot hé truyén tin.
M@ td bai todn: Truyén ban tin tir nit mang S(Agent) dén niit mang R (Center: Trung tim
giam sat) sir dung phuong phap bao mat d6i xing dé ma hoa ban tin (M4 hoa dinh danh,va
ban tin ). Trong do:

= Bén guri: Nut S (Agent)
= Bén nhan: Nut R (Center)

* Ban tin can rd: M (Message)
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= Ban tin ma hoa: S (Symmetric)

= Khoa: K (Key)

Khoa K Khaa K

f’.ﬁ ) [ | Bantns L___| Bantns . 5 :-”'.4
\ 0 : Ban tin M — (Myxor K =~ T—— o) o K :i—-w: Ban tin M i N I
: . Mang truyén théng Mool Bl ! a

Nut R

Hinh 3.5. M6 hinh truyén tin giira Agent va Center

XAy dung cac kich ban mé phéng thir nghiém.
Kich ban m6 phdong thir nghiém xéc thuc dya trén ma hoa dinh danh cho cac Agent

duogc hién thong qua so d6 dudi day:

" Lép Mang Lép Mang
UDP Y ToR b T
:::I:Q:F;_L:::; _'_‘_Z‘i;_:_sl'_'__ Thiét 13p kénh truydn théng gifa Sva R
e ls e il (L e e >
s SicsLoVWPAN '

l.\_n-.---.n-.--.----.-.-n

Lop MAC ]

UUTGEMA
TS LIRSS AR AN O .y L,

L&p RDC ) Lép RDC
[ContikiMAC: | MUlRDC | Thiét 13p kénh truyén thang gilfa S va R { ContikiMAL | | NullRDC |
e .‘ ________________________ L

- 5 = = y

Lép Radio Lop Radio

i = o7 N _.ceaa |
i
b
[ Ban tin 5 ] [ Ban tin S ]
i
¥
M3 héa ban tin M bing khoa Gidi m3 ban tin S bing khoa
bi mat K- (M) xor K bi mat K: (S} xor K
'y
Y

[ Ban tin M ] [ B tin ]

Hinh 3.6. Kich bén thir nghiém truyén tin biao mat giira Agent (Nut S ) va Center (Nut R)

Giai doagn 1: Xéc thuc gilta mdt cap Agent va Center

Giai dogn 2: Agent gui cac ban tin thu thap dugc vé trung tim
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Cac budc thyce hién: Thir nghiém véi mot Agent va mgt server.

Budce 1: Setup a connection from Agent to Server

Budce 2: Agent has Agent ID key = “Here is Agent key ID”

Budce 3: Encryption using Symmetric key (Ks) for the “Agent ID key ”and send to Server
Budce 4: Server decrypts “Agent ID key” using symmetric key and check for the correct
“Agent ID key” of the Agent

Budce 5: If the authentication is successful -> Message transmission from Agent to server is
enable!

If the authentication is failed ->Transmission from Agent to server is not permitted!

3.4. Cac két qua thir nghiém

Thuc hién mo phéng: Thir nghiém véi mgt Agent va mot server.

Céng cu thue hién mé phong: St dung Cooja trén hé diéu hanh Contiki dé mo phong.

Qua trinh thiee hién: St dung 1 Agent va mot Server (Trung tim giam sat) dé truyén
tin st dung ma hoa d6i xtmg phan tich va danh gia két qua

Trong man hinh ciia Cooja ta tao mot chuong trinh mé phong bang cach chon File/
New khi d6 xuét hién cira sd Create new Simulation tai Simulation name ta dit tén cho
chuong trinh mé phong 13 Agent ID Authentication tiép theo chon Create dé hoan thanh.

Tao Agent: Trong cira sd Applications Places ta chon Motes/ Add motes/ Create
new mote type/ Sky mote.

Khi d6 s& xuat hién ctra s6 Create mote type: Contiki for sky. Tai dy ta dat tén cho

mote mdi tai Description 1a Agent. Tiép theo chon Browse -> xuit hién ctra sd dé ta lua
chon:Home/user/contiki -3.0/examples/ipv6/rpl-udp/IDAuhen-Send.c

Tiép theo chon Compile dé chay; chon Create dé Ivra chon sb Agent
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& Create Mote Type: Compile Contiki For sky

Description: Agent

Contiki process / Firmware: fhome/userfcontiki-3,0/examplesfipvé/rpl-udp/IDAuthen-send.c Browse

[' Clean J 1 Compile J Create |

[Compiie commands I_Mote interfaces T Tips ] Compilation autputn

> make IDAuthen-send. sky TARGET=sky

fatal: Not a git repository: "./.././.git’
cc [DAUthen-send.c

IDAuthen-send,c: In function "tepip_handler":

IDAuthen-send.c:49:9: warning: unused variable 'str' [Wunused-variable)
cCc [l Jplatform/skyl.fcontiki-sky-main.c
LD IDAuthen-send.sky

rm IDAuthen-send.co obj_sky/contiki-sky-main.o

Hinh 3.9. Tao Agent
Tao Server: Tuong tu tao Agent, Trong cira s Applications Places ta chon Motes/
Add motes/ Create new mote type/ Sky mote.

Khi d6 s& xuat hién cira s6 Create mote type: Contiki for sky. Tai ddy ta dit tén cho
mote mai tai Description la Server, tiép theo chon Browse khi d6 xuét hién cira s6 dé ta lua
chon:Home/user/contiki -3.0/examples/ipv6/rpl-udp/ID Auhen-recelver.c

Tiép theo chon Compile dé hoan thanh

@ Create Mote Type: Compile Contiki For sky

Descriptiom: Server
Contiki process [ Firmware: /homefuser/contiki-3. 0fexamples/ipvéirpl-udp/iDAuthen-receiver.c Browse |
| Clean | | Compile | [ Createj

[ Compile commands T Mote interfaces T Tips || Compilation output |
[ from .00 fcorel fcontiki-net.h: 39,
from IDauthen-recever.c:4;
Jusrflocal/mspa30/bing Jibfgocc/mspd 30/4. 7. 04,/ L imspd 30fincludesstring. h:S0: 1 5: note: expected ‘const char *' but arg
IDauthen-recever.c: 37:22; warning: variable "index’ set but not used [-Wunused-but-set-variable]
IDAauthen-receiver.c: 37:10: warning: variable 'j" set but not used [‘Wunused-but-setwariable]
CC A dplatformyskyd feontiki-sky-main.e
LD IDAuthen-receiver.sky
rm obj_skyfcontiki-sky-main.o IDAUthen-receiver.co

Hinh 3.12. Tao Server
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Hinh 3.15. Qua trinh xac thwe dwa trén dinh danh

Két qua:
e M3 hoa bang ma dbi xtimg cho Agent ID key va giri ¢én may chu
e Miy chii giai ma “Agent ID key” bang khoa dbi ximg va kiém tra “Agent ID key”co
chinh xac khong
e Xac thyc thanh cong cho phép truyén tin tir Agent tGi trung tdm
e Truyén tin biao mat giita Agent va Server
3.5. Két luan chwong.
Giai phap xac thuc dya trén dinh danh cho cic Agent trong hé thong gidm sat mang
c6 thé gop phan dic luc cho myc dich x4c dinh dung ddi tugng hop phép thu thap thong tin,

chuyén tiép dir liéu thu dugc vé trung tim xir 1y.

KET LUAN
Trong mot hé thdng gidm sat thudng co rat nhidu Agent 1am nhiém vy thu thap thong
tin vé tinh trang hoat dong cua cac thiét bi va mang, déng thot thu thap dir ligu vé cac hanh
vi tan cong nham chuyén vé trung tAm giam sat dé xir 1y, phan tich, dwa ra canh bao vé cac
nguy co tAn cong, su cb, 16i,...
Mot nhu cau thyc té dat ra 1 can xac dinh xem cac Agent d6 c6 phai thyc su 1a thanh
vién hop phép cua hé thong giam sat hay khong. Mot kha niang dé giai quyét van dé nay 1a

st dung xéc thyc dua trén dinh danh cho cac Agent trong hé théng giam sat mang.
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Giai phap xéc thuc dya trén dinh danh cho cic Agent trong hé thong giam sat mang

c6 thé gop phan dic lyc cho muyc dich xac dinh dung ddi tugng hop phéap thu thap thong tin,

chuyén tiép dir liéu thu dugc vé trung tim xir 1y.

Céc két qua da dat dugc trong bai luan vin gom:

Nghién ctru vé hé théng giam sat mang tap trung va cic Agent thu thap thong tin
giam sat, co so 1y thuyét cho dinh danh va xac thyc, cac phuong phap ma hoa bi
mat va cong khai co thé sir dung cho xéc thuc cac Agent trong hé théng.

Nghién ctru xay dung giai phap xac thuc dua trén dinh danh cho cac Agent trong
hé théng giam sat mang tap trung véi viéc st dung ID (Machine Name,
Password) cho céc thiét bi Agent dé dinh danh Agent, xay dung céc lugc dd ma
hoa, thuc hién xac thuc Agent dua trén ma hoa ID theo phuong thirc st dung ma
khoa bi mat va ma khoa cong khai.

Thyc hién thtr nghiém xéc thuc dya trén dinh danh cho cac Agent trong hé théng

gidm sat mang tap trung trén hé théng moé phong Contiki-Cooja.

Hudng phat trién tiép co thé 1a:

Thtr nghiém gén dinh danh cho cac Agent vdi cac phuong thirc khac nhu su
dung thé tir, hodc su dung cac dir liéu duy nhét cua Agent nhu dia chi MAC.
Thir nghiém mé phong qué trinh xac thuc va trao doi thong tin giita trung tAm

gidm sat v6i dong thoi nhidu Agent hon.
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