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LOI CAM ON

Loi dau tién toi xin giri 16i cam on chan thanh nhat dén thdy PGS. TSKH.
Hoang Pang Hai di tan tinh chi bao, huéng din t6i trong sudt qua trinh thyc hién
luan van nay.

T6i xin chan thanh cam on cac thay co gido di giang day va giup d& toi trong
sudt thoi gian hoc chuwong trinh cao hoc. Cac thay co di trang bi cho t6i nhiing kién
thirc quy bau dé 1am hanh trang cho t6i tmg dung vao cong viéc hién tai ciing nhu
tuong lai.

T6i ciing xin giri 101 cam on chan thanh dén cac ban ddng mon, gia dinh, ban
be da luén ung hg, dong vién, giap do va tao diéu kién tdt cho tdi vuot qua nhitng

kho khin dé hoan thanh luan vin nay.



il

LOI CAM DOAN

T6i xin cam doan nhitng vin dé duogc trinh bay trong luan van “Gidi phdp
xdc thwe dwa trén dinh danh cho cac Agent trong hé théng gidm sdat mang” 1a do su
tim hiéu ctia c4 nhan dudi sy huéng dan cua PGS. TSKH. Hoang Ping Hai.

Tat ca nhitng tham khao tir cac nghién ctru lién quan déu duoc trich dan, néu
16 ngudn gbc mot cach rd rang tir danh muc tai liéu tham khao trong luan vin.
Trong ludn van nay, t6i cam doan khong sao chép nguyén ban tai li€u, cong trinh

nghién ctru cia nguoi khac ma khong chi o vé tai li¢u tham khao.

Ha Noi, ngay 01thang 12 nam 2019

Tac gia luan van

Nguyén Thi Kiéu Diém
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‘ MO PAU
1. Ly do chon dé tai:

Gidm sat mang 12 mdt nhu cau thuc té cta cac nha mang nham muc dich theo
ddi hoat dong ctia mang, sém phat hién cac 16i, su ¢ do tn cong mang, suy giam
hoat dong cua cac thiét bi trén mang, dua ra canh bao nguy co va cung cép thong tin
hd tro xir 1y su cd.

Di c6 kha nhiéu hé thong giam sat mang dwoc phat trién va tng dung trong
thuc tién. Trong mot hé thong giam sat mang tap trung, cac Agent (1a cac may trinh
sat) lam nhiém vu thu thap thong tin vé tinh trang hoat dong cua cac thiét bi va
mang. Céc thong tin thu thap dwoc chuyén vé trung tim giam sat dé xir 1y, phan
tich, dua ra canh bao vé cac nguy co tn cong, su cd, 18i,...

Mot van dé thuong diat ra 1a cac Agent c6 thuc sy 1a thanh vién cta hé thong
giam sat hay khong? Néu khong co co ché xac thuc, mot Agent co thé 1a mot may
do ké tin cong cai vao mang, thuc hién thu thap thong tin va chuyén vé cho ké tan
cong. Van dé xac thuc Agent hop phap khong phai ludn c6 trong mdi hé théng giam
sat mang hi¢n nay. Do vay, mét yéu cau dat ra 1a can nghién ctru gidi phap xac thuc
cac Agent cho h¢ théng giam sat mang. Phuong phép xac thuc dua trén dinh danh
da duoc dé xuat ap dung chi yéu cho cac mang cam bién khong diy, mang peer-to-
peer, hodc cho dién toan dam may.

Yéu cau dit ra 14 can nghién ciru vé giai phap ap dung phuong phap xéc thuc
dya trén dinh danh cho cac Agent trong hé théng gidm sat mang. D6 1a chu dé
nghién ctru cua ludn van nay.

2. Tong quan vé van dé nghién ciru:

Vén dé nghién cuu dét ra 1a nghién ciru mét gidi phdp xéc thuc dya trén dinh
danh cho cic Agent trong hé thong gidm sat mang. Pham vi hé thong gidm sat co
thé 1a trong mot phﬁn mang thugc mot td chirc, doanh nghi¢p hoac cho nhiéu phan
ving mang trén dién rong. Vi tri giam sat c6 thé dit tai thiét bi dau cudi, may chi,
hodc nit mang trung gian (vi du Router, Gateway,...). Kién tric giam sat co thé

phan tan hoic tap trung, song md hinh gidm sat mang tap trung la pho bién. Ddi



tugng giam sat co thé 1a mot may tram, may chu hodc mdt nat mang bat ky, hoac
mdt may chu Web. Cac md hinh gidm sat mang tap trung dién hinh da duoc khao
sat va trinh bay trong cdac tai liéu nhu [1], [2], [3].

Cho dén nay, da c6 nhiéu kién trac hé thong giam sat mang tap trung ra doi.
Kién triic chung cta cac hé thdng niy thuong gém hai phan chinh: 1) Cac bo thu
thap dir li€u (con goi 1a may trinh sat, thuong goi 1a Agent hay sensor ) thuong dugc
dat tai vi tri giam sat hay tai ddi tuong gidm sat, 2) B gidm sat xu 1y tap trung dat
tai trung tAm giam sat. Chi tiét vé cac cong cu giam sat dd duogc trinh bay trong [1,
2, 3]. Chi tiét vé Agent (hay sensor) thu thap thong tin duoc trinh bay trong [3].

Céc Agent c6 thé 1a mot thiét bj dat tai d6i tuong can giam sat, hodc mdt
phﬁn mém duoc cai dat trén dbi tugng gidm sat. Pham vi bai ludn van xem xét cac

Agent dudi dang mdt nit mang trinh sat (thiét bi).

Trung tam
giam sat

Vung mang
giam sat

Hinh 1. Kién tric hé thong giam sat mang tip trung

Hinh 1 1a so d kién tric tong quat ciia mot hé thong giam sat mang vdi cac
Agent va trung tam giam sat. Cac Agent lam nhi€ém vu thu thap dir li€u lién quan
dén hoat dong cua cac ddi tuong duoc gidm sat (may chi Web, may chi, may tram,
router), cac sy kién tin cong va truyén vé trung tdm giam sat. Hé thong giam sat o
trung tdm lam nhiém vu: phéan tich, phat hi¢n, canh bao va théng ké su cb.

Hinh 2 13 vi du vé mot hé thdng giam sat tap trung cho ba phan ving mang.

Phan ving 1 (Cloud Computing) biéu thi hé théng may 4o cia mét co quan hodc t6



chtc. Phan ving 2 (Branch Office 1) va Phan ving 3 (Branch Office 2) 1a hai mién
mang con (nghia 1a hai dia diém lam viéc) cua mot co quan hodc td chuc. Trung tam
diéu hanh cua mot co quan hodc td chirc do dit & Headquarter. Cac hé théng mang
ctia 4 mién nay duoc két ndi v6i nhau théng qua Internet (xem Hinh 2).

Hé théng giam sat trung tam dugc dat tai mién Headquarter (c6 tén 1a IPHost
Network Monitor nhu trén hinh 2). Cic Agent (remote Network Monitoring
Agents) thu thap dir li¢u giam sat tai cac mién mang biéu thi béng cac may tinh cé

dau mau do).

Headquarters

IPHost

- Network
==
= % Monitor

main server

_ Remote Network
B Monitoring Agents

: | Branch Office #2 I
Cloud Computing | Branch Office #1 |

Hinh 2. Kién tric hé thong giam sat mang tip trung cho nhiéu phin ving mang

Trong mot hé théng giam sat nhu vay, tin tic c6 thé dua may tinh hodc
Agent ty tao tra tron vao hé thdng nham thu thap thong tin trai phép.

Hé théng giam sat can co co ché xac dinh ding Agent hop phap thudc hé
thdng va chi c¢6 cic Agent ndy méi co thé truyén dit liéu vé trung tim giam sat.
Nguy co tin cong c6 thé phat sinh khi mot ké tin céng xdm nhap va cai mot gia
danh Agent cta hé thong. Mt khéc, dit lidu truyén tir cic Agent vé trung tdm ciing

can dugc bao vé thich dang bang ma hoa.
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Hinh 3. Vi du vé mét truwdng hop tin cong gia danh nit mang truy nhap

Tai liéu [4] chi ra nhitng kha ning tin tic c6 thé sir dung cai 1én phan mém dé
khai thac cac 16 hong bao mat trong hé thong may cha Web trong hé thong mang
ctia mot to chirc. Céc tai liéu [5, 6] chi ra phwong thirc ma hoa cho truyén tin bao
mat gifta cic nit mang trong mang IoT, sir dung phuong thirc ma hoa d6i xtmg hodc
bat d6i xumg.

Phuong phap xac thyuc dya trén dinh danh da duoc dé xuat khoang chuc nim
tro lai ddy, chi yéu cho cac mang cam bién, két ndi mang peer-to-peer, hodc cho
dién toan ddm may. Phuong phép xac thuc dua trén dinh danh s€ 1a mot giai phap
kha thi cho bai toan quan 1y xac thyc Agent trong hé thong gidm sat mang néu trén
va d6 1a chu dé nghién ciru cta luan vin nay.

Mot sb co ché xac thuc dua trén dinh danh c6 thé tham khao trong céc tai
ligu [9 — 15].

Luén van tip trung vao cac trong tdm nghién ctru sau day:

— Nghién ciru tong quan vé kién trac hé théng giam sat tap trung va cac Agent.
— Nghién ciru co s6 1y thuyét cho phuong phap dinh danh va xac thuc.

— Nghién ctru xay dung giai phap xac thuc dua trén dinh danh cho cac Agent.
— Vén dé truyén tin bao mat tir cac Agent vé trung tAm gidm sat.

— Két qua thir nghiém (dy kién véi méi truong moé phong Contiki)



3. Muc dich nghién ctru:

Xay dung gidi phap xac thuc dua trén dinh danh cho cac Agent trong hé

thdng giam sat mang tap trung.

Cac muc dich cu thé gém:

Xay dyng md hinh kién trac mang giam sat phuc vu nghién ctru giai phap.
Nghién ctru phuong phép dinh danh cho cac Agent.

Nghién ctru phuong phéap xéc thuc cho cac Agent.

Xay dung giai phap xac thuc dua trén ma hoa dinh danh cho cac Agent.

Xay dyng co ché truyén tin bao mat tir cdc Agent vé trung tim giam sat.

4. Doi twong va pham vi nghién ciru:

Bai toan xéac thuc dua trén dinh danh cho cac agent trong hé thong giam sat

mang. boi tugng nghién curu la phuong phap xac thuc, dinh danh, xac thyc dua trén

dinh danh.

Pham vi nghién ctru: 4p dung cho xéac thuc cac Agent trong mot kién triic hé

thdng giam sat tu xay dung.

5.

Phwong phap nghién ciru:
Bai sur dung cac phuong phap nghién ctru sau:
Nghién ctru 1y thuyét vé hé thong giam sat, van dé dinh danh, xac thuc, mi
hoa, cac hé mat ma phuc vu xac thuc.
Nghién ctru vé cac giai phap, thuat toan, phuong phap lién quan dén dinh
danh, xac thuc qua thu thap, khao sat cac tai li€u va cong trinh nghién ctru
trén thé giéi va Viét Nam.
Nghién ctru vé méi truong mo phong thir nghiém.

Thuc hién mé phong thtr nghiém cho giai phap dua ra.



Chwong 1 - COSO LY THUYET

1.1. Gidi thiéu chwong
Chuong nay trinh bay co s¢ 1y thuyét vé hé thong giam sat mang tap trung,

cac yéu cau bao mat, xac thuc cho cac Agent, phuong phép dinh danh, phuong phap

xac thuc, phuong phap ma hoa.
1.2. Giéi thiéu chung vé hé thong giam sat mang tip trung

Nhu d3 trinh bay & phan mé dau, kién trac chung ciia cac hé thong theo dai,
giam sat mang tdp trung thuong gdm hai phan chinh: 1) Cac bo thu thap dir liéu
(con goi la may trinh sat, thuong goi 1a Agent hay sensor) thuong dugc dat tai vi tri
giam sat hay tai doi tugng giam sat, 2) B giam sat xir 1y tap trung dit tai trung tim
giam sat [3].

Nhiém vu chinh cua cac hé théng theo doi, giam sat 1a bao vé cho mdt hé
thong mdy tinh dya trén viéc phat hién cac dau hiéu tin cong va dua ra canh béo.

Viéc phat hién céc tan cong phu thudc vao sb lugng va kiéu hanh dong
thich hop. Toan bd hé théng can phai duoc kiém tra mot cach lién tuc. Dit liéu dugc
tao ra tur cac hé théng phat hién xam nhap dugc kiém tra mot cach cén than (day la
nhiém vu chinh cho mdi hé thong theo ddi, giam sat) dé phat hién cac dau hiéu tin
cong.

Khi mot hanh dong xam nhap dugc phat hién, hé thong theo ddi, giam sat
dua ra cac canh bao dén cac quan tri vién hé thong vé su viéc ndy. Budc tiép theo
dugc thyc hién bdi cac quan tri vién hodc ¢ thé 1a ban than hé thong theo ddi, giam
sat bang cach loi dung cac tham sb do bo sung (cac chirc ning khoa dé gidi han cac
session, backup hé thong, dinh tuyén cac két ndi dén biy hé théng, co so ha tang
hop 1§,...).

Gitra cac nhiém vu hé théng theo doi, gidm sat khac nhau, viéc nhan ra ké
xam nhdp 1a mot trong nhirng nhiém vy co ban. N6 cling hitu dung trong viéc

nghién ctru mang tinh phap 1y cac tinh tiét va viéc cai dat cac ban vé thich hop dé



cho phép phat hién cac tin cong trong tuong lai nham vao cac ca nhan cu thé hodc

tai nguyén hé thong.

Hinh 1.1. M6 hinh h¢ thong giam sit mang cip tinh

Cac Agent c6 thé 1a mot thiét bi dit tai d6i tuong can giam sat, hodc mot

phan mém dugc cai dat trén doi tuong giam sat.

Hinh 1.2. Kién triic hé thong giam sit mang tip trung

Hinh 1.2 14 so d0 kién trac tong quat cua mot hé théng giam sat mang véi

cac Agent va trung tam giam sat. Cac Agent lam nhi¢m vu thu thap dir liu lién



quan dén hoat dong cua cac ddi tuong duoc giam sat (may chit Web, mdy chi, may
tram, router), cac su kién tan cong va truyén vé trung tdm giam sat. H¢ théng giam
sat ¢ trung tdm lam nhi€m vu: phan tich, phat hién, canh bdo va théng ké su cd.

Passive
Tap Firewall

B N
< Phan viung
mang 1

Sensor

Internet

Sensor

>

Luwu trir

T

B N D N
// Phin viung 4 Phan viung )
mang 3 mang 2 ! —
e LN NN

Trung tim giam sat

Hinh 1.3. Kién tric hé théng giam sat mang tip trung cho nhiéu phin viing mang

Hinh 1.3. 1a mot vi du vé mot hé thong giam sét tip trung cho ba phan ving
mang két ndi thong qua Internet v&i cac bo thu thap thong tin Sensor cai dit tai cac
thiét bi (Phan ving mang 3), hoic lay dir lidu trich xuét tir cac cong SPAN port cua

céc bo dinh tuyén (Phan ving mang 1 va 2).
1.3. Yéu ciu bao mit, xac thue cho cic Agent.

Gidm sat mang 1a mot nhu cau thuc té cua cic nha mang nham muc dich theo
ddi hoat dong ctia mang, sém phat hién cac 16i, su ¢ do tan cong mang, suy giam
hoat dong cua cac thiét bi trén mang, dua ra canh bao nguy co va cung cip thong tin
hd tro xir 1y su cd.

Di c6 kha nhiéu hé thong giam sat mang dugc phat trién va ing dung trong

thuc tién. Trong mot hé thong giam sat mang tap trung, cac Agent (Ia cac mdy trinh



sat) lam nhiém vu thu thap thong tin vé tinh trang hoat dong cua cac thiét bi va
mang. Cac thong tin thu thap duoc chuyén vé trung tim giam sat dé xu 1y, phan
tich, dua ra canh bao vé cac nguy co tn cong, su cd, 16i.

Mot van dé thuong dat ra 1a cac Agent c6 thuc sy 1a thanh vién cia hé théng
giam sat hay khong? Néu khong co co ché xac thuc, mot Agent co thé 1a mot may
do ké tan cong cai vao mang, thuc hién thu thdp thong tin va chuyén vé cho ké tan
cong. Van dé xac thuc Agent hop phap khong phai ludn c6 trong mdi hé théng giam
sat mang hi¢n nay. Do vay, mét yéu cau dit ra 1a can nghién ctru gidi phap xac thuc
cac Agent cho hé thong giam sat mang. Phuong phéap xac thuc dya trén dinh danh
da dugc dé xuat ap dung chu yéu cho cac mang cam bién khong day, mang peer-to-
peer, hodc cho di¢én todn dam may.

Yéu cau dit ra 1a can nghién ciru vé giai phap ap dung phuong phap xéc thuc

dua trén dinh danh cho cic Agent trong hé thong giam sat mang.

1.4. Phuong phap dinh danh (Identification)

Khai niém vé dinh danh:

Nguoi dung cung cip danh dinh cia minh cho hé thdng. Pinh danh 1a mot
tén dung dé xac thuc mot d6i tuong duy nhat hay mot 16p duy nhét cia ddi tuong,
trong do “ddi tuong” hay 16p cé thé 1a mot y tudng, mot ddi tuong vat ly, hay vat
chat vat ly. PBinh danh dugc sir dung rong rai trong hau hét cac hé théng thong tin.
Trong khoa hoc may tinh, dinh danh c6 thé 1a cac ma dung dé dat tén cho céc thuc
thé (ID). V& nguyén tic, mdi thudc tinh “duy nhat” cho mot ddi twong déu co thé
dung lam dinh danh cho vat thé d6. Vi du: dia chi MAC (Medium Access Control)
la duy nhét cho mot vi mach mang, do d6 co thé dung lam dinh danh cho vi mach
lién két mang do, va do d6 cho cd may tinh d6. Ham bam Hash 1a mét gié tri duy
nhét cho mot tép dir liéu, mdt tép van ban, hay mot anh. Do d6, ham Hash tao ra c6
thé dung lam dinh danh cho tép dir li¢u, tép van ban, hay anh géc do.

Muc dich cua viéc dinh danh:
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Xéc dinh dinh danh ciling trong tu nhu viéc xac dinh mdt “vat thé”, nghia la tim
kiém sy tOn tai va quyén han cta vt thé, hodc quyén han cta nguoi dung ddi vai

vat thé do.

Vé phuong phép xac dinh dinh danh:
C6 thé néu hai phuong phap dién hinh nhat [18], d6 la:
+ Phuong phap khai bao:
Nguoi dung tu nhap thong tin vé danh dinh tirc khai bao dinh danh. Day 1a phuong
phap phd bién nhit hién nay.
Vi du vé thong tin dinh danh 13 tén ngudi (username), s tai khoan hodc tén tai
khoan (account, account name).
Dé khai thac thong tin vé dinh danh, ké tn cong co thé thuc hién nhu sau. Buéc
dau tién khi mot hacker mudn xam nhdp vao mot h¢ théng 1a thu thap danh séach céac
ngudi dung hop 18 ctia hé théng sau d6 ding n6 dé tan cong hé thong.
+ Phuong phép st dung danh dinh s6 hoa:
Phuong phap nay kha phd bién véi viée st dung céc dit liéu sb hoa thu duge tir doi
tugng. Vi dy nhu dit liéu sinh tric, dit liéu vé may tinh, cac dir liéu ddc trung cho
dbi twong khac.
e Danh dinh sinh tric hoc (Biometric identity) c6 thé gom:

+ Dt liéu nhan dang khuon mét (Facial recognition)

+ Dit liéu Quét trong mat (Iris scanners)

+ Dir li¢u hinh hoc ban tay (Hand geometry)

+ Dir li¢u nhan dang van tay (Fingerprint)



11

Dit liéu sinh tric con co thé 1a bat ky di liéu nao khac ciia nguoi ding.

e Danh dinh may tinh, thiét bi (Computer identity) bao gdm:
+ Tén may tinh, tén thiét bi (vi du tén hang, model, series,...)
+ Dia chi MAC (dia chi vi mach két ndi mang Internet)

+ Dia chi IP (dia chi giao thirc Internet)

e Danh dinh s (Digital identity) gom:
+ Chung nhan s6 (Digital certificate)
+ Thé thong minh (Smart card)

1.5. Phwong phap xac thuc

Khai niém vé x4c thyc:

Nguoi ding cung cap bang chimg 1a danh dinh d6 1a dung va phu hop véi
minh. Xac thyc 14 mot hanh dong nham thiét 1ap hodc ching thuc mot cai gi do
(hodac mot nguoi nao do) dang tin cay. Trong an ninh mdy tinh, x4c thuc 1a mot quy
trinh nham cb gang xac minh nhan dang s6 cta phan truyén giri thong tin trong giao
thong lién lac chang han nhu mot yéu cau ding nhap. Phan giri can phai xac thuc co
thé 1a mot nguoi dung sir dung mot may tinh, hay ban than mot may tinh hodc mot

chuong trinh img dung.
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Muc dich cua viéc xac thuc:
e Chung minh danh dinh 1a hgp 1€ va phu hop véi nguoi dung.
e Quyét dinh c6 cho phép ngudi ding truy cap vao tai nguyén cua hé théng

hay khong
[ Autheniicale

Instalier reguires that you type your password,

)
e
Pasewnfd. sssssssssssssssssssssnnsssnnsanas

Céc phuong phép xac thyc:

Cac phuong phap xac thuc c¢6 thé duoc chia 1am 3 loai chinh, dir trén co s¢ nhiing
dir liéu st dung cho viéc xac thuc: 1) Nhitng gi ban biét, 2) Nhiing gi ban ¢, 3)
Nhiing gi thudc vé ban.

+ Nhimg gi ban biét (Something you know):
e Vidu:
Password
Sb PIN (Personal Identification Number)
e Uu diém
Tién loi
Chi phi thap
e Khuyét diém
Murc 4o bao mat phu thudc vao do phuc tap cua password
Nhiing van dé ciia password:
Password yéu: dé doan (tén ngudi dung, ngdy sinh nht ,...)
- Xay dung chinh sach password:
» Do dai
» (o cac ky tu dac biét (non-letter), co ky viét hoa, viét thuong
> Khac véi username, cac tir dé doan

> Thay d6i password dinh ky
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Can can bang gitta: hacker kho doan va ngudi dung c6 thé nhé
Thu thap thong tin bat hop phéap (Social engineering)
Céc phan mém gian diép (spyware), keystroke logging
+ Nhirng gi ban c6 (Something you have)
e Thé thong minh (smart card): c6 bd nhd nho va c6 kha nang
thuc hién mot vai tinh toan
e Trong thé ¢ luu thong tin vé ngudi ding va ca password.
Ngudi ding c6 thé chon nhiing password phirc tap va thay d6i khi can
e Dia chi MAC, dia chi IP

+ Nhitng gi l1a chinh ban (Something you are):
e Su dung cac yéu td sinh tric hoc dé xac thuc.
Nhan dang khuén mat
Quét trong mat
Hinh hoc ban tay
Nhéan dang van tay

e Xac thyc bang sinh tric hoc gdm 2 budc
DPing ky mau
Nhéan dang

e Cac 15i xay ra khi xac thuc bang sinh tric hoc



Fraud rate: Ty I¢ gid mao, gian lan

False accept rate: Ty 1& chap nhan sai sot

Insult rate: Ti 1€ xuc pham

False reject rate: Ty 18 tir chdi sai sot

e Ty I&16i sinh tric hoc
Fraud rate = Insult rate
Van tay (5%)
Hinh hoc ban tay (0.1%)
Trong mit (0.001%)
e Uu diém:
Kho tan cong
e Khuyét diém:
Tén kém: luu trir, xiu 1y
So sanh giita cac phuong phép xéac thyuc, ching ta c¢6 thé nhan thiy nhu sau:

+ Phuong phép xac thyc tt thi ton kém
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+ Phuong phép xéc thuc don gian thi c6 téc d6 nhanh hon phuong phap phic tap.
Vi du, xac thuc béng mét khau nhanh hon nhiéu so véi xac thuc béng sinh trac hoc.
+ Hiéu qua cua mot phuong phdp xéc thuc phu thudc vao do phtrc tap tinh toén, tdc
dd xac thuc, ty 1€ xac thuc ding/sai, kha nang tan cong.
Xét vé kha ning bi tin cong, c6 thé thiy:
Biometrics < Smartcard < Password
Xét vé chi phi:
Password < Smartcard < Biometrics
+ C6 thé ké hop cac phuong phéap xéac thuc voi nhau (2/3 phuong phép trén.
Mot phuong phap xéc thuc tot 1 phuong phap ma khong dé bi doan hoic bi 1am gia
1.6. Phwong phap ma héa (bi mit, cong khai), cac h¢ mat ma

Dé bao mat thong tin trén duong truyén ngudi ta st dung cac phuong phap
ma hoa. Dit liéu bi bién d6i tir dang nhén thic dugc sang dang khong nhéan thic
duoc theo mot thuat toan nao do va sé& duoc bién doi ngugc lai ¢ tram nhan (gidi
ma).

1.6.1. Phwong phdp mi héa bi mat (d6i xirng)

- M4 hoa dbi ximg 1a phuong phap ma hoa ma key mi hoa va key giai ma 1a
nhu nhau (St dung cting mét secret key dé ma hoa va giai ma). Pay 1a phuong phap
thong dung nhat hién nay dung dé ma hoa dit liéu truyén nhan giira hai bén. Vi chi
can c6 secret key 13 c¢6 thé giai ma duogc, nén bén giri va bén nhan can lam mot cach
nao d6 dé cung thong nhat vé secret key.

- Dé thyc hién mi hoa thong tin giita hai bén thi:

+ Dau tién bén glri va bén nhan bang cach nao d6 s& phai théa thuan secret
key (khoa bi mat) dugc dung dé ma hoa va giai ma. Vi chi can biét duogc secret key
nay thi bén thir ba co thé giai ma dugc thong tin, nén thong tin nay can dugc bi mat
truyén di (bao vé theo mot cach nao do).

+ Sau d6 bén giri s& ding mot thuat toan ma héa voéi secret key tuong tng dé
ma hoa dir liéu sép duoc truyén di. Khi bén nhan nhan dugc s€ dung chinh secret

key d6 dé giai ma di liéu.
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- Vén dé 16n nhit cua phuong phap méd hoa ddi xing 1a lam sao dé “thoa
thuan” secret key giira bén giri va bén nhan, vi néu truyén secret key tir bén giri sang
bén nhian ma khong ding mot phuong phap bao vé nao thi bén thir ba ciing c6 thé
dé dang 1ay duoc secret key nay.

- Céc thuat toan ma hoa d6i xtng thuong gap: DES, AES...
1.6.2.  Phwong phdp mi héa cong khai (Bit doi xing)

- M4 hoa bat doi xtmg 1a phuong phap mi héa ma trong d6 key ma hoa va
key giai ma khac nhau. Nghia 14 key ta stir dung dé ma héa dir liéu s& khac voi key
ta dung dé giai ma dir lidu. Tt ca moi ngudi déu co thé biét duoc public key, va co
thé dung public key ndy dé ma hoa thong tin. Nhung chi c6 ngudi nhan mdi ndm
giit private key, nén chi c6 nguoi nhan méi c6 thé giai ma duoc thong tin.

- Pé thyc hién ma hoa bat di xtng thi:

+ Bén nhan s€ tao ra mdt cap khoa (public key va private key). Bén nhan sé
dir lai private key va truyén cho bén giri public key. Vi public key nay 1a cong khai
nén c6 thé truyén tu do ma khong can bao mat.

+ Bén gui trudce khi giri dit liéu s& ma hoa dit liéu bang thuat toan mi hoa bat
dbi xtmg voi key 1a public key tir bén nhan.

+ Bén nhan s€ gidi ma dir li¢u nhan dugc béng thudt toan dugc s dung & bén
gui, voi key gidi ma 1a private key.

- Diém yéu 16n nhit ctia ma hoa bat d6i xing 13 téc do6 mi hoa va giai ma
rat cham so voi mé hoa dbi xing, néu dung ma hoa bat ddi xting dé ma hoa dir liéu
truyén — nhén gitra hai bén thi s& ton rat nhidu chi phi.

Do d6, tmg dung chinh ctia ma hoa bat dbi xung 1a ding dé bao mat secret key
cho mé hoa d6i xing: Ta s& dung phuong phap ma hoa bat ddi ximg dé truyén
secret key ctia bén giri cho bén nhan. Va hai bén s& dung secret key nay dé trao d6i
thong tin bang phuwong phap ma hoa ddi xtng.

- Thuit toAn mé hoa bat dbi xing thuong thiy: RSA.

1.6.3. Cdc hé mt ma
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- C6 nhiéu cach dé phan loai hé mat ma. Dya vao cach truyén khoa c6 thé
phan cac hé mat ma thanh hai loai:

+ Hé mat dbi xtng (hay con goi la mat ma khoa bi mat): 1a nhiing hé mat
dung chung mdt khoa cé trong qua trinh ma hoé dir 1iéu va giai ma dir liéu.

Do d6 khoa phai duoc giit bi mat tuyét dbi.

+ Hé mat ma bat ddi ximg (hay con goi 1a mat ma khoa cong khai) : Hay
con goi 1a hé mat ma cong khai, cac hé mat nay dung mét khoa dé m3 hoa sau d6
ding mot khod khac dé giai ma, nghia 1 khoa dé ma hoa va giai ma I khac nhau.
Céc kho4 nay tao nén ting cip chuyén d6i nguoc nhau va khong ¢ khoa nao c6 thé
suy dugc tir khoa kia. Khoa dung dé ma hoa c6 thé cong khai nhung khoa dung dé
giai ma phai gitr bi mat.

- Ngoaira néu dua vao thoi gian dua ra h¢ mat ma ta con cod thé phan lam
hai loai: Mat ma ¢ dién (1a hé mat ma ra doi truée ndm 1970) va mat ma hién dai
(ra doi sau nam 1970). Con néu dya vao cach thirc tién hanh ma thi hé mat ma con
dugc chia 1am hai loai 1a ma dong (tién hanh ma timg khéi dir liéu, mdi khéi lai dya
vao cac khoa khéc nhau, cac khoa nay dugce sinh ra tir ham sinh khoa, dugc goi 1a
dong khoa ) va ma khéi (tién hanh ma timg khéi dit liéu v6i khoa nhu nhau).

1.7. Két luin chuong

Bao mat trong mdi truong mang van dang 1a mot thach thic 1on ddi voi cac
chuyén gia vé bao mat, n6 quan trong khong kém gi van dé t6i vu nang lugng tiéu
thy, chi phi, cling nhu kha niang két nbi khong day. Viéc ma hoa, dinh danh va xéac
thuc gitp hé théng loai bo duge cac thiét bi gia mao, dam bdao céc két ndi khong bi

hacker xam nhap.



18

Chuong 2 - GIAI PHAP XAC THUC DUA TREN PINH
DANH CHO CAC AGENT

2.1. Gidi thi€u chwong
Dua trén co s& ly thuyét vé phuong phap dinh danh, phwong phap xac

thuc va phuong phap ma hoa da trinh bay trong chuong 1, chuong nay dua ra giai
phap xéac thyc dua trén dinh danh cho cac Agent trong hé thong giam sat mang tap

trung.

2.2. Mé hinh kién tric mang giam sat tip trung sir dung cho giai phap
Hé giam sat mang thuong dé kiém tra bang thong str dung, kiém tra hiéu

sudt cua thiét bi, trang thai ciia ching. Hé giam sat s& gitp dinh hudng trong moi
truong phirc tap, dua ra cac bao cdo, nguoi quan 1y c6 thé sir dung cac bao cdo nay
de:

e X4c nhan viéc tuan thu quy dinh va chinh sach

e Tiét kiém chi phi tiém lyc bang cach tim ngudn dit liéu du thira

e X4c dinh lién két mang dién rong yéu va thit ¢ chai

e Xac dinh do tré mang hodc viéc chuyén tai dir licu bi tré

e X4c dinh sy bat thuong trong mang ndi bg.

MJi bao cao ctia hé giam sat c6 thé giup nha quan 1y tra 10i nhimng cau hoi
kho khan nhu:

e Giup nha thiét ké 1am don gian héa va dong nhat h¢ thong vdi chi phi
thap, giup dua ra quyét dinh thay thé cac phan doan mang v&i chi phi chip
nhan duoc.

e Hé diéu hanh va cac ing dung chay trén server c6 can thiét hay khong?

e Mdi may tram do ai sir dung va luu lugng biang thong cua chung?

e Lam thé nao dé tang hiéu suat ciia may chu?

e Thanh phan nao trong mang c6 dau hiéu 15i hodc dang bi 16i?

e Hé thong c6 dang tan dung triét dé tai nguyén?
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Giam sat mang can than cho phép nha quan Iy tat ca cac théng tin ho can
dé chung minh viéc nang cip mang va mé rong mang 1a can thiét dé hd trg doanh
nghiép thanh cong trong tuong lai. H¢ giam sat mang lam viéc hi¢u qua s€ thong
bao cho nha quan ly

Di c6 kha nhidu hé thong giam sat mang dugc phat trién va ung dung trong
thuc tién. Trong mot hé thong giam sat mang tap trung, cac Agent (1a cac may trinh
sat) lam nhiém vu thu thap thong tin vé tinh trang hoat dong cua cac thiét bi va
mang. Céc thong tin thu thap dwoc chuyén vé trung tim giam sat dé xir 1y, phan
tich, dua ra canh bao vé cac nguy co tn cong, su cd, 16i,... .

Mbt van dé, mot Agent co thé 13 mot may do ké tn cong cai vao mang, thuc
hién thu thap thong tin va chuyén vé cho ké tdn cong. Van dé xac thuc Agent hop
phap khong dat ra 13 cac Agent cé thyuc sy 1a thanh vién ciia hé thong giam sat hay
khong? Néu khong co co ché xac thuc phai luén c6 trong mdi hé thong giam sat
mang hién nay. Do vdy, mot yéu cau dat ra 1a cin nghién ctru giai phap xéac thuc cac
Agent cho hé thong giam sat mang.

O luén van nay s€ tap trung nghién cliru vé gidi phép xac thyc dya trén dinh
danh cho cac Agent trong hé théng giam sat mang.

Hinh 2.1 va 2.2 14 so d6 kién triic tong quat ciia mot hé thdng giam sat mang
voi cac Agent va trung tdm giam sat. Cac Agent lam nhi¢m vu thu thap dir lidu lién
quan dén hoat dong cua cac ddi tuong dugc gidm sat (may chu Web, may chu, may
tram, router), cac sy kién tin céng va truyén vé trung tAm giam sat. Hé théng giam
sat ¢ trung tdm lam nhi€m vu: phan tich, phat hién, canh bdo va théng ké su cd.

Trén hinh 2.1 13 so d6 hé thong giam sat mang tap trung véi yéu cau ding
nhap ctia Agent. Agent gia nhip ving mang giam sat (c6 thé dugc khai bao ban dau,
hodc dugc cai dat thém vao mang). Agent thyc hién gui yéu cau xac thuc vé trung
tam. Budc tiép theo, trung tdm giam sat thuc hién viéc xac thuc Agent dya trén
thong tin vé Agent c6 duoc. Néu Agent 13 hop 1, trung tim giam st giri xac thuc

t6i Agent va luu dir liéu Agent da xac thyc tai trung tim giam sat dé quan 1y.
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Hinh 2.1. So' @6 hé théng giam sat mang tip trung véi yéu ciu ding nhip ciia Agent

Hinh 2.2 14 so d6 hé thong giam sat mang tap trung véi Agent da duoc xac thuc sau
khi giri yéu cau ding nhap. Khi Agent thyc hién yéu cau giri dit liéu thu thap duoc
vé trung tdm giam sat, budc xac thuc Agent duoc dién ra. Néu qué trinh xac thuc
thanh cong, trung tAm giam sat cho phép Agent giri dir liéu vé. Néu qué trinh xéac
thuc sai (Agent khong phai 1a hgp phap), Agent s€ khong dugc phép gui dir lidu.
Khi d6 Trung tam giam sat s€ phat hién c6 mdt Agent gia mao trén ving mang giam

sat.
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Trung tam gidm sat

Agent
s
s

Ving mang giam séat

Hinh 2.2. So' d6 hé théng giam sat mang tip trung giai doan xic thuc Agent va

cho phép Agent giri dir liéu vé trung tim

2.3. Dinh danh cho cac Agent
Véi mot s6 luong 16n céac thiét bi tham gia vao viéc giam sat trong mang thi

cac chuyén gia bao mat khuyén cdo mot cach tiép can rat khac dé bao mat. Chung ta
can dat trong tdm hon vao vi¢c xac dinh danh tinh hay néi cach khac la dinh danh
ngudi dung, thiét bi néu chung ta hi vong giir an toan cho hé thong.

S6 lugng thiét bi va do phtrc tap cua cac tuong tac: Khoi luong giao tiép xay
ra giita hang ngan thiét bi giam sat. Vi n6 rat khac véi bat ky thir gi chiing ta da thay
trude ddy, nén rat kho 1én ké hoach trudc. Cac chuyén gia trong nganh va cac quan
chuc chinh phu dang xem xét cac tac dong an ninh tiém an va dang nd lyc dé dam
bao rang cac thiét bi dugc an toan nhat cé thé. Tuy nhién, ching ta s& thiy cac toi
pham mang nhim muc tiéu va khai thac bat ky diém yéu tiém ning mdi nao, diéu

nay lam cho vi¢c dinh danh tr¢ nén thiét yéu.



22

Céc Agent mubn truy cap vao hé théng can phai ¢c6 mdt danh dinh dé
chiing minh dugc minh 13 mot Agent hop phdp chi khong phai 1a Agent gia mao
thong qua ID (username, password).

Vi duy, sit dung phuong thitc “What you know”, ta co thé gan mot tén
(Machine Name) va mot mat khau cho Agent nhu trong trudng hop trén.

Néu sir dung phuong thirc “What you have”, ta c6 thé bd sung mot thé tir
gin véi thiét bi va dung dir liéu cua thé tir ndy dé xac thuc.

Néu sir dung phuong thirc “What you are”, ta ¢ thé sir dung chinh cac dix
lidu c6 san duy nhét cta thiét bi (vi du nhu: ma hiéu, series san xuét, dia chi MAC
duy nhét,... cua thiét bi) dé xéc thuc.

Ca ba phuong thtc néu trén déu co thé sir dung dé dinh danh Agent duy
nhét trén mang va su dung dé xac thuc. Tuy nhién, vé1 muc dich la dé mo ta gidi
phap xac thuc dya trén dinh danh, luan van s€ khong di sau vao cac phuong thuc
trén, ma gia thiét chi str dung dir liéu dinh danh duy nhat c6 duogc don gian 14 thong
qua tén mdy va mat khau truy nhap.

Trong ludn van nay, ID dé xac dinh Agent dugc su dung don gian 1a mot
tén dinh danh cho thiét bi trong mang (Machine Name) c6 kém theo mat khéu truy
nhap thiét bi. Trén co so 1y thuyét da trinh bay trong chuong 1, bat ky dit liéu nao

ctia thiét bi cling c6 thé duoc st dung dé xac dinh dinh danh cho thiét bi.
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2.4. Xay dung lwgc d0 mé héa theo dinh danh

Hinh 2.3 1a luoc dd ma hoa cho dinh danh va xéc thuc st dung trong luén van.

Yéu cau duge xac thuc
Agent

> Center
Yéu cau gii dinh danh
<
Gti ID dudi dang dugce ma hoa
>
Xéc thuc hop phap
<
Gui tin da dugc ma hoa
BN , >

Hinh 2.3. Lwgc d6 mi hoéa theo dinh danh

Céc Agen thu thap thong tin va giri vé hé thong:
- Agent giri yéu cau dugc xac thuc vé trung tim
- Trung tdm yéu cdu Agent guri dinh danh ching minh 1a thanh phan hop
phap ciia hé thong giam sat.
- Agent gtri vé trung tim ID di dwoc ma hoa
- Trung tim ddi chiéu kiém tra voi cac ID cta hé théng va tra 161 Agent do
1a hop phap néu ID d6 ton tai trong hé thong va cho phép truyén tin .

- Agent giri thong tin da thu thap duoc dudi dang ma hoa vé trung tim

2.5. Gidi phap xac thuc dua trén ma hoéa dinh danh cho cac Agent
2.5.1. Xdc thwe dung khéa doi xieng (bi mét)
Trong phan sau day, luan vin s& trinh bay vé giai phap xac thuc dua trén viéc

str dung ma khoa d6i xtmg. Nguyén tic chung 13 ID cua thiét bi (bao gdm tén, mat
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khéu truy nhap) s€ dugc ma hoa vadi khoa bi mat chi c6 trung tdm gidm sat biét phuc

vu cho viéc gidi ma va xac thuc.
Mo ta phwong thirc sir dung méa khéa bi mat:

[ ]
Mo ta cho phuong thirc sir dung ma khoa bi mét nhu sau:

C: ciphertext (ban ma hoa cho ban tin M)
M: plaintext (ban rd cuia ban tin, nghia l1a dir li¢u ID ctia thiét bi)

Ka: khoa cua Alice (Agent)

C={Mjx
Kag: Khod chung gitra Agent (Alice) va Centre (Bob)

g o ¥
= 2@l L

I: “Toi la Alice” X

2:N

3: {N}xis

Hinh 2.4. Lwoc d6 ma hoa bi mat chung

- Nhuoge diém cua viée st dung khoa bi mat:
Chi c6 Bob (Center) xac thuc dugc Alice (Agent)
Alice (Agent) khong biét c6 dung 1a Bob (Center) khong

Giao thtrc x4c thuc 13n nhau (mutual) dung khoa d6i xtng

é% §{j%’ !

1: “Téi la Alice” |

>

=
2 tNﬂ!K.-IB

. ]
3: {N KR ",

Hinh 2.5. Lwoc dd ma hoa bi mét xac thwe 14n nhau
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- Thong di€p 6 budce 3 1ap lai tir budce 2: khong thé xac thuc

ngudi gui

>

>

>

Giao thurc xac thuc lan nhau cai tién

Alice
Bob
-l

@,

1: “Téi la Alice”, N,

- r
2: Ng. {Nyfran

3:{ Naf.{w

Hinh 2.6. Lwgc dd ma héa bi mat cai tién

Tan cong giao thic xac thuc lan nhau céi tién

Malice

1.1.: “Toi la Alice”, N,
1.2: Ng. {N,ssa

2.1: “Tai la Alice ™, Ng

2 2- N LY
2.2: N {Nal s

1.3.: {Ngxus

Hinh 2.7. Lwgc db tin cong mi hoa

Giao thirc xac thuc 1an nhau cai tién khac

A_Ilce

I: “Téi la Alice”, N,

2: a"l'FrE. }{Bﬂb. J"Ilr_{;_ﬁ'_w

3: {Alice, Nyl y.1n

Hinh 2.8. Lwoc d giao thiure xac thue cai tién



26

e Phuong thitc sit dung mi khéa bi mat kiéu c6 dién

Ma hoa Caesa:[6] Nha quan sy nguoi La Ma Julius Ceasar da nghi ra

phuong phap mi héa mot ban tin tir thé ky thir 3 trudc cong nguyén: thay thé mdi

chit trong ban tin bang chit dung sau nd k vi tri trong bang chir cai. Gia sir chon k

= 3, ta ¢6 bang chuyén ddi nhu sau:

Chitban ddu:abcdefghijklmnopqrstuvwxyz
Chir thay thé&: DEFGHIJKLMNOPQRSTUVWXYZABC

(sauZ sé vong laila A, dod6x > A,y ->Bvaz->C)

Gid str c6 ban tin goc (ban 10):

Thank you very much
Nhu vay ban tin ma hoa (ban ma) s¢ la: WLDQ BSX YHUB PXFK

Thay vi gui truc tiép ban 16 cho céac cap dudi, Ceasar gui ban ma. Khi cap

dudi nhan duge ban ma, tién hanh giai ma theo quy trinh ngugc lai & c6 dugce ban

rd. Nhu vay néu doi thu cia Ceasar c6 lay duge ban ma, thi cling khong hiéu duoc y

nghia ctia ban ma.

Chung ta hiy gan cho mdi chit cai mot con s6 nguyén tir 0 dén 25:

21

22

23

24

25

Phuong phap Ceasar duoc biéu dién nhu sau: v6i mdi chit cai p thay bang

chit ma héa C, trong d6: C = (p + k) mod 26 (trong d6 mod 1a phép chia ldy s du)

Va qué trinh giai ma don gidn la: p = (C — k) mod 26

k dugc goi 1a khoa. Khoa nay dung chung cho ca ma hoa va giai ma.

e Co sb ciia phwong thire sir dung méi khoéa ddi xirng co ban

M6 hinh ma héa bat doi xirng co ban.
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Bd sinh khoa
K&nh an toan
K
¥
g i P s i g P e
MNoigi ————M M3 hoa Giai ma ——® Noinhdn

Hinh 2.9. M6 hinh ma héa ddi ximg

Mo hinh gom 5 yéu to:

* Banrd P (plain text)

* Thuit todn ma hoa E (encrypt algorithm)
= Khoa bi mat K (secret key)

* Ban ma C (cipher text)

* Thuit todn gidi ma D (decrypt algorithm)

Trongd6: C=E(P,K)vaP=D (C,K)

Thuat todn ma hoa va gidi ma st dung chung mot khoa, thuat toan gidi ma la
phép todn ngugc cua thudt todn ma hoa (trong ma hoa Ceasar, E 1a phép cong con D
1a phép trir). Vi vay mé hinh trén duoc goi la phuong phap ma héa ddi xing.

Ban mi C dugc goi di trén kénh truyén. Do ban ma C da dugc bién doi so
v6i ban rd P, cho nén nhiing ngudi thir ba can thiép vao kénh truyén dé 1ay duoc
ban ma C, thi khong hiéu duoc ¥ nghia ctia ban ma. Day chinh 1a dic diém quan
trong ciia ma hoéa, cho phép ddm bdo tinh bdo mat (confidentiality) cia mot hé
truyén tin.

Cdc ddic tinh ciia md héa doi ximg:

= Tinh bi mat ctia khoa: Ma héa ddi xtimg doi hoi khoa phai duoc gittr bi
mat gitta nguoi giri va ngudi nhan trong qua trinh truyén tin.

= Tinh an toan cta hé ma: Ké tan cong co thé dé dang suy ra dugc néu
tim ra quy luat ciia hé ma. Do d6 mdt hé ma hoa ddi xung dugc goi la

an toan khi ma khong bi pha hodc vuot qué thoi gian c6 thé pha ma.
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Céc thuat toan ma hoa d6i xing dugc chia 1am hai loai 1a mi hoa luéng va ma hoa
khéi.

Ma hoa dong: 1a loai ma héa ma dir licu dau vao s& dugc mi hoa tung doan bit co
d6 dai cb dinh véi mot chudi sd ngau nhién. Céc thuat toan ma hoa luéng 6 toe do
nhanh, thuong duogc sir dung trong cac truong hop khi khdi luong dir licu can ma
hoa khong biét trude dugc.

Dic diém ciua ma hoéa dong

Kich thuée mét don vi md héa: GOm k bit. Ban rd duoc chia thanh cac don vi ma
hoa c6 do dai bang do dai ciia khoa:

P = p,piP; - Pp—yq (p; c6 db dai k bit)

Bé sinh ddy s6 ngau nhién: Dung mot khéa K ban déu dé sinh ra cac s6 ngiu nhién
¢6 kich thuéc bang kich thudc ctia don vi ma hoa:

StreamCirpher(K) = S = 5,5,5; ...5,,_4(5; c6 40 dai k bit) vis, =5, =5

-
=

= Sn-1
Ban md: Gom k bit. Mdi don vi ban md duoc tinh béng cach tinh XOR mot
don vi ma hoa cua ban ro véi khoa s.
Co =0y D Spc; =P D Sy Cpoyg =Pn-1 B Spy

C=c,ci6; .Cp_y (g, co d0 dai k bir)

Qua trinh m3 hoa dé tinh ban ma C = P S va qua trinh giadi ma dugc thuc hién

nguoc lai, ban 10 P = C S. Qua trinh ma hoa va gidi ma dugc mo ta nhu hinh

sau:

Qua trinh ma hoa



Qua trinh giai ma

C
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Po P Pr-1

C €y Cpo1

Hinh 2.10. Qua trinh ma héa

Po P Pr-1

Hinh 2.11. M6 hinh ma héa va gidi ma dong
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Ta c6 thé thiy do an toan va toc d6 ctia ma hoa dong phu thudc vao bd sinh
sb ngau nhién, néu s; ¢6 chiéu dai ngén thi dé doan, dé vét can khong ddm bdo an
toan, néu s; co chidu dai dai va do dai bang d6 dai ctia ban tin P thi khong thuc té va
kho c6 thé thyc hién duogc. Vi vay bd sinh sb ciia ma héa dong phai chon do dai hop
1y va can bang giita hai diém nay nhung van phai dam bao d6 dai an toan ciing nhu
d6 ngau nhién cta diy sd S. Mot sb thuat toan dong duoc sir dung rong rai va phod
bién d6 1a: RC4, A5/1, A5/2, chameleon.

Mad héa khéi: M3 hoa luéng st dung XOR nén c6 mdt han ché d6 1a chi can biét
mot cap khdi ban rd va khdi ban ma thi ¢ thé suy ra dugc khoa va dung nd dé giai
ma cac khdi ban khac. Vi vay dé chdng pha mi nguoi ta tim cach 1am cho P va C
khong co mbi lién hé vé mat toan hoc. Diéu nay chi thyc hién dugc khi ta lap dugce

mot bang tra cru ngau nhién theo cdp cac khdi ban ro va ban ma dé ma hoa va

gidi ma

Vi du: Ban ro Ban ma
1000 0011
1001 1010
1010 0110
1011 1100
1100 0101
1101 1001

Hinh 2.12. Vi du vé mi héa va giai mi khdi

C6 thé thiy, khoa 1a toan b bang trén, Cac bén guri va nhan phai biét tat ca
bang trén dé c6 thé ma hoa va giai ma. Nguoi phd mat ma, néu biét mot sb cap ban
& va ban ma thi cling chi biét dugc mot phan khoa cua bang tra clru trén, ciing
khong suy luan ra dugc cac khdi ban ma con lai.

Tuy nhién, mi khéi an toan 1y tudng 14 khong thyc té va kha thi vi néu kich
thude khdi 10n thi sb dong cta bang khoa ciing 16n va gy kho khin cho viéc luu trit

cling nhu trao doi khéa giita bén giri va bén nhan. Gia s kich thudc khoa 13 64 bit
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thi s6 dong cua bang khoa s& 1a 64 dong va co 2 bang khoa co thé co. Mot sb
thuat toan ma hoa khdi trong hé ma hoéa ddi xtng ndi tiéng va duoc st dung rong

rdi nhu: RC6, RCS, DES, 3-DES (Triple DES), AES, ECB, IDEA ...

2.5.2. Xdc thue ding khéa bét déi xirng (cong khai)

Trong phan sau ddy, luan vin sé& trinh bay vé giai phap xac thuc dua trén
viéc sir dung ma khoa bat ddi xtmg. Nguyén tic chung twong tu nhu & 2.5.1, nghia
1a str dung ID cuia thiét bi (bao gdm tén, mat khau truy nhap), thuc hién ma hoa véi
khoa bat ddi xtmg str dung 2 cip khoa cho trung tdm giam sat biét phuc vu cho viéc

gidi ma va xac thuc.

o Mo ta phwong thirc sir dung ma khéa bat doi xirng
C: ciphertext (Ban ma hoa)

M: plaintex (Ban r0)

Ka: cd@p khoa bi mat va cong khai cua Alice (Agent)

C ={M}ga: mi hoa bang khoa cong khai ctia Alice (Agent)
M = [C]ka: giai ma bang khoa bi mat ciia Bob (Center)

S = [M]JKA: ky 1én M bang khoa bi mat

[{M}kalka =M

{Mlkajka=M

1: "Toi la Alice”

..?.' ;'Jhl'llt KA

iN

Hinh 2.13. Vi du vé sir dung mi héa bét déi xirng

Hé ma hoa khéa bat doi xing (hay con goi 1 hé ma hoa khéa cong khai) [6]

1a hé ma hoa st dung mot cap khoa, dugce 2 nha khoa hoc Diffie va Hellman dua ra
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vao nim 1976. H&é mi hoa nay bao gdm mot khoa dung dé ma hoa, con goi 1a khoa
cong khai (public key) va mot khoéa dung dé giai ma, con goi 1a khoa riéng (private
key).

Vi vdy, hé¢ ma hoa bat dbi xing ra doi & giai quyét hai diém yéu trén cua
mi hoéa dbi xtng. Trong hé md héa nay, hai khoa ma hoa va khoa giai ma 1a khac
nhau, vé mit toan hoc thi tr khoa riéng co thé tinh dugc khoa cong khai nhung tur
khéa cong khai kho cé thé tinh dugc khoa riéng. Khod gidi ma dugc giltt bi mat
trong khi khod mé ho4 dugc cong bd cong khai. Mot ngudi bat ky c6 thé s dung
khod cong khai ¢ ma ho4 tin ttrc, nhung chi c6 nguoi ndo cé dung khoa giai ma
moi ¢o kha ning xem dugc ban rd. Va khi can ching thyc thi bén nhan s& dung
khoa bi mat ciia minh dé ma hoa va bén giri s& dung khoa cong khai dé giai ma.

Gia st khi A mudn g1 mot thong diép bi mat téi B, A s€ tim khoéa cong

khai cia B. A va B lan luot co céc cap khoa bi mat va khoa cong khai 1a Kuya,

Krava Kyp, Krp. Sau khi kiém tra chic chic 1a chia khoa cong khai cua B

(thong qua chimg chi sd cua B), A s& mi hoa thong diép bang khoa Kyp va giri
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cho B. Khi B nhan dugc thong di€p da ma hoa, B dung khoéa Krp dé gidi ma thong

di€p. Mo hinh hoat dong dugc thé hién & hinh sau:
Bi rao khoa

Kénh truvén thuomg |

KLI'E

P Kénh truvén thiomg

Giai ma

c
Hinh 2.14. M4 hoa thong diép sir dung khoa cong khai cia B
Mo hinh gdm 6 thanh phan:

+ Ban ro M.

+ Thuat todn ma hoa E (encrypt algorithm).

+ Khoa cong khai Kyp ctia B.

+ Khoa bi mat Krp cia B.

+ Ban ma C (ciphertext).
+ Thuat toan giai ma D (decrypt algorithm)
Trong do:
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Khi ma hoa bao mdt: A s€ tinh C=E (M, Kuys) dé gti cho B. Khi nhan dugc ban

mi C chi c6 B méi ¢ khoa riéng Krp dé giai ma doc thong diép cua A gui cho B:

M =D (C, Kra).

Khi ma hoa chiurng thuc: B s€ tinh C = E (M, Krp) dé gti cho A. Khi nhan dugc ban

mi C, A ding khoa cong khai Kyp ciia B dé giai ma doc thong diép cia B gui cho

A: M =D (C, Kup)
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Nhu vay, chi c6 B méi c6 khoa riéng Krpdé giai ma doc thong diép cta A

gtri cho B. Bam bao tinh bi mat va néu ké tan cong c6 dugc khoa bi mat Kgrp cua B

thi B khong thé chi bo trach nhiém lam 16 khoa.

Tuy nhién, véi mo hinh trén khi chi trién khai h¢ ma héa bat d6i xtimg cho
minh B. Thi B khong thé biét dir liéu guri dén co phai 1a A giri hay khong. Dé giai
quyét van dé trén, nguoi ta két hop ca tinh bao mat va tinh ching thuc bang mé

hinh sau:

Kpa Kyg LET L

Y R

Mi hoa Mi hoa Gidl md Gidi mi - )
A > —> > bio mit c chimg the B

chimg th bao mit i "
v Kenh troven

Hinh 2.15. A va B cung sir dung hé ma hoéa bat dbi xing

Khi d6, néu A giri thong diép M dén B sé& tinh: C = E (E (M, Kra), Kus) B

nhan dugc ban ma C s€ tinh: M =D (D (C, Kzs), Kya)
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Mot s6 déc diém ciia ma héa bat doi xirng:

Do st dung hai khéa ma héa va giai ma khac nhau nén giup don gian viéc
phan phdi khoa giira bén nhan cho bén giri va khéa ma hoa c¢6 thé truyén trén kénh
khong an toan ma khong can giit bi mat. Chi sir dung duy nhat khoa cong khai dé
mi héa thong tin d6i v6i cac ddi twong khac nhau va sb lugng ddi tugng giao dich
khong anh huéng dén s lugng khoéa.

Céac thuét toan ctia hé ma hoa bat dbi xung st dung khéa ma hoa la khoa
cong khai c6 @6 dai khoa 16n, 1am ting khdi luong tinh toan. Véi cing do bao
mat, cac thudt toan cua hé ma hoa bat ddi xung cé khdi lugng tinh toan 16n hon rat
nhiéu so véi cac thuat toan cta hé ma hoa doi xung. Vivay, cac thuat toan ctia hé
ma hoa bat dbi xing kho ap dung cho cac hé thdng c6 tai nguyén luu trit va ning
luc tinh toan han ché.

Mot van dé khic nay sinh 1a kha niang dé bi tin cong dang ké tin cong
ngudi dung giita. Ké tin cong loi dung viéc phan phdi khoa cong khai dé gia mao,
thay doi khoa cong khai. Sau khi d gia mao duoc khéa cong khai, ké tan cong
dung & giita 2 bén & nhan cac goi tin, giai md véi cdp khoa cong khai gia rdi lai
ma hoda véi khoa cong khai dung ciia noi nhan va gui dén noi nhan dé tranh bi phat
hién.

Viéc phat minh ra h¢ ma hoa khoa bat dbi xung tao ra mot cugc cach mang
trong cong nghé an toan thong tin dién tir. Cac thuat toan ciia hé mai hoa doi xtng
giai quyét dugc 2 van dé rat quan trong ma cac hé ma hoéa khac khong giai quyét
duoc 1a trao ddi khoa va xac thuc. Tuy nhién, céc thuit toan cia hé ma hoa bat dbi
xting c6 kich thudc khéa ma héa 1on lam ting khéi lwong tinh toan nén no
khé dugc sir dung doc 1ap. Vi vdy trong thuc té cac mo hinh béo mat thuong két
hop cac loai thuat toan véi nhau dé tan dung cac uu diém va han ché cac diém yéu.
Tuy hé ma hoa dbi xtmg ra doi 1au va c6 nhidu phat trién dé dap tmg yéu ciu an

toan thong tin, tuy nhién van con ton tai hai diém yéu sau:
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e Phai gilt bi mat khoa: Do ca bén gui va bén nhan cung dung chung mot khoa
dé md hoa va giai md nén can phai giit bi mat khoa nay. Néu bi 16 khoa
cling khong c6 co s¢ dé quy trach nhiém bén guri hay bén nhan lam 16 khoa.

e Qua trinh trao doi khoa giita bén giri va bén nhan: Can phai c6 mot kénh an
toan dé trao doi khoa trudc khi trao d6i dit liéu. Piéu niy kho co thé thuc hién dugc

va ton kém chi phi dé xay dung dugc mot kénh truyén an toan.

2.6. Két luan chwong

Viéc xac dinh xem cac Agent c6 dugc phép truyén tin hay khong bao gdm
cac budce dinh danh va xac thuc riéng biét. Nhan dang lién quan dén céch thirc ma
Agent cung cip danh tinh duy nhét ctia minh cho hé théng. Danh tinh c6 thé 1 tén
hodc mot s6. Danh tinh phai 1a duy nhat dé hé théng c6 thé phan biét gitta nhiing
Agent khéac nhau.

Giai thuat ma hoéa d6i xtmg hodc bat dbi ximg c6 kha ning chong dugc cac

cudc tan cong trén Internet nd1 chung va tan cong nham vao cac Agent noi riéng.
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Chwong 3 - KET QUA THU NGHIEM

3.1. Gi6i thiéu chuong

Chuong nay trinh bay két qua thir nghiém cho giai phap xac thuc dya trén
dinh danh cho cac Agent trong mot hé thdng giam sat mang tap trung. Viéc thir
nghi¢m dugc thuc hién trén co s& mdt cong cu mo phong hé théng mang co san.
Mang giam sat duoc thiét 1ap bao gdm 1 niit mang lam trung tAm giam sat, cic nit
mang khidc mo phong cac Agent trong vung mang dugc gidm sat. Qua trinh xéac
thuc duge thuc hién trén co sé trao doi thong tin dinh danh va str dung cac phuong
thirc ma hoéa khoa bi mat va khoa cong khai nhu da trinh bay trong chuong 2.

Hién nay c6 rat nhiéu cong cu moé phong mang khac nhau trén nhiéu phuong
dién, c6 thé ké dén nhu 1a Contiki/Cooja, OPNET, QualNet, NS-2, NS-3,
OMNet++, REAL, SSFNet,... Trong khuon kho luén vin nay, phan tiép theo chi xin
gi6i thiéu mot sb cong cu md phong dién hinh.

3.1.1. Cong cu mo phong NS-2

NS-2 (Network Solution 2) [6] 12 phin mém mé phong mang diéu khién sy
kién riéng r& huéng ddi tugng, duoc phat trién tai UC Berkely, viét bang ngon ngi
C++ va OTcl. NS-2 md phong cac chirc nang va giao thuc mang c6 day cling nhu
khong day (vi du: cac thuat toan dinh tuyén, TCP, UDP).

Bén loi ich 16n nhat ctia NS-2 phai ké dén dau tién la:

e Kha nang kiém tra tinh 6n dinh cua cac giao thirc mang dang tdn tai

e Kha ndng danh gid cac giao thic mang mai trude khi dua vao str dung

e Kha ning thuc thi nhitng mé hinh mang 16n ma gan nhu ta khong thé thuc thi
duqctrongthucté

e Kha ning mo6 phong nhiéu loai mang khac nhau

NS-2 14 phan mém m3 ngudén md va chay on dinh trong ca 2 méi trudng
Windowns va Linux. NS-2 st dung 2 ngon ngir 1ap trinh: ngdn ngtr 14p trinh hé
théng C++ va Ngbén ngit kich ban (OTcl - Object oriented Tool Command

Language).
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NS-2 khéng chi hop cho viéc md phong ma cho ca su gia lap, diéu nay c6
nghia 14 n6 c6 thé dua chuong trinh mé phong vao trong mang thuc té. Nhimg ddi
tugng trong chuong trinh mo phdng c6 kha nang dua cac luu lugng thuc vao trong
chuong trinh mé phong va dua mot phan luu luong trong chuong trinh md phong
vao trong mang thuc té.

Han ché cta NS-2 12 thém méi va chinh sira céc thanh phan 1a khong dé dang
do céu trac ctia NS-2 di duoc dinh hinh sin. Viéc nay co6 nghia la vé kha nang kiém
tra cac thudt todn hoac mo phdng céc thuat toan mai ctia NS-2 khong béng duoc so
v6i cac cong cu md phong khac. Ciing theo béo céo thi tbe do tinh toan cua NS-2
cling kha cham. Pdi véi ngudi moi bat dau s dung thi ciing rat kho va mat rat
nhiéu thoi gian dé tiép can phan mém.

3.1.2. Cong cu mé phong OPNET

OPNET [6]1a mot cong cu mo phong mang su kién mirc cao. OPNET hd trg
mo phong mang WSN t6t (cu thé 1a t6t hon NS2). Mot dic diém nita 1a OPNET tuy
1a phan mém thwong mai, nhung mién phi cho cac truong Pai hoc hay Hoc vién. Va
ké tir phién ban 14.5 trd di OPNET c¢6 hd trg thu vién cho Zigbee. Tuy thu vién nay
khong day di nhu ban miéu ta k¥ thuat cia Zigbee Alliance 2006, nhung rat phu
hop v6i cac san phim ban ra cioa cic hing nhu TI, Freescale, Atmel, hay
Microchip... 1a chi hd trg phuwong thirc giao tiép CSMA/CA khong chia khe.

OPNET la chuong trinh mé phong trén nén Windows dugc st dung rong rai.
N6 duoc xay dung dya trén ngdn ngit C++ va cung cip moi trudng ao cho viéc md
hinh hoa, phan tich va du doan hi€u ndng mang, giip mo hinh hoa chinh xac céc
mg dung, cac may chu va nhiéu cong nghé mang. Han ché ciia chuwong trinh mé
phong nay 1a khoé tiép can va can c6 thoi gian dé tim hiéu ciing nhu str dung thanh
thao.

3.1.3. Cong cu mo phong Contiki/Cooja

Hé diéu hanh contiki 13 hé diéu hanh ma ngudn mé, duoc nghién ciru, thiét

ké va phat trién boi mot nhoém cac nha phat trién tir vién khoa hoc may tinh Thuy

Dién, nguoi ding dau 1a Adam Dunkels. Nhom phat trién Contiki gdm nhiéu thanh
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vién dén tir SICS, CISCO, cung nhiéu td chirc va céac truong dai hoc khéc trén thé
gidi. Hé diéu hanh Contiki duoc thiét ké cho cac vi diéu khién c6 bd nhé nho, véi
thong s6 2KB RAM va 40KB ROM. Nho d6, Contiki duoc su dung cho cac hé
thdng nhung va cac ung dung trong mang cam bién khong ddy. Contiki bat dau
dugc nghién ciru tir ndm 2001 va phat hanh phién ban dau tién Contiki 1.0 nim
2003. Hinh 3.1 cho thay lich st phét trién cta Contiki trong nhitng nim qua. Phién
ban hién nay cua Contiki 1a 2.4, voi nhiéu thay ddi, bd sung va phat trién vuot bac.
Trong thuc té, Contiki d3 duoc ung dung trong nhiéu du an nhu gidm sat duong
ham xe Itra, theo ddi nudc trong bién Baltic,... Nhiéu co ché, y tudong trong Contiki
da duoc tng dung rong rdi trong cong nghiép. Pién hinh nhy md hinh ulP duoc
phat hanh nam 2001 d& duogc sir dung trong hé thong ing dung cua hang trim cong
ty trong cac linh vuc hang hai, thong tin v¢ tinh, khai thac dau mé,...; md hinh
Protothreads duoc cong bd 1an dau tién nam 2005, dén nay da dugc st dung trong

nhiéu tmg dung nhu bd giai ma k¥ thuat s6 va thiét bi cam bién rung khong day.

® Coffes [IPSN 2009)

Contiki Timeline R cougaa
® Contiki 2.2.2
® Best poster @ SenSys 2008
® yIPvE
® Contiki 2.2.1
® Contiki 2.2
® |nstant Contiki
® Contiki 2.1
® Best demo @ SenSys 2007 (Mottola, Picco)
® Power profiling [SenSys 2007]
® Rime [SenSys 2007]
® power profiling [EmNets 2007]
® Contiki 2.0
® Dynamic linking [SenSys 20086]

® Protothreads paper [SenSys 20086]
® Cooja
® pProtothreads

® Contiki paper [EmNets 2004]
® Contiki 1.2
® P for Sensor natworks [EWSMN 2004]
® P paper [MobiSys 2003]
® uip ® Contiki 1.0
® WP
I |

} | | Il |
I | | T T { f —
2001 2002 2003 2004 2005 20086 2007 2008 2009

Hinh 3.1. Lich sir h¢ diéu hanh Contiki
Hé diéu hanh Contiki dugc lap trinh bang ngén ngir C, hoat dong dua trén co
ché event - driven va c6 nhiing dic diém phu hop vé6i cac hé thong nhung va mang

cam bién khong day:
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e Contiki dugc chia thanh nhiéu modul hoat dong doc lap. Nho do céc ung
dung c6 thé sir dung cdc modul mot cach linh dong va chi load nhing
modul can thiét.

e Co ché hoat dong diéu khién sy kién lam giam nang lugng ti€u hao va
han ché dung luong b nhé can st dung.

e (6 thé sir dung IP trong mang cam bién thong qua ulP stack dugc xay
dung dya trén nén TCP/IP.

e (o6 nhiing modul cho phép udc luong va quan 1y nang lugng mot cach
hi¢u qua.

e Céac giao thirc tuong tac giita cac 16p va cac node trong mang dé dang
hon.

e Su dung RIME stack phuc vu cac giao thirc danh cho mang nang luong
thip mot cach hiéu qua.

Bén canh d6, Contiki con cung cap nhimg cong cu hd trg mé phong véi giao
dién don gian, dé sir dung va hd tro tdt nhing thiét bi trong thuc té, phuc vu nhiing
muc dich nghién ciru, mé phong va trién khai nhitng giao thirc méi.

3.2. Gi6i thiéu tom tit vé méi trueong mé phéng Contiki

3.2.1. Kién triic hé théng ciia Contiki.

Kién tric hé théng cua contiki c6 dang md dun, véi 4 thanh phﬁn co ban:
Nhan, nap chuong trinh, cac thu vién va cac quy trinh, quy trinh c6 thé 1a mot dich
vu hay chuong trinh irng dung. Mot quy trinh dugc dinh nghia bédi mot ham xur 1y su
kién va mot tuy chon ham quan 1y bau chon. Trong subt qué trinh bién dich, hé

thdng dugc phan thanh hai phan: Chwong trinh 15i va nap.



42

ROM

.\.\ \ -.L_ \\x: x“‘: \:\ \\-
§ x\‘\ A \ \ N:;Q\“

Loaded program

e -\\m\‘w\“b\fkﬂx \\« ==

Communication service

RAM
, T M T e % S,
Loaded program

- AN

Communication service

Language run-time

Kernel
Kemel

i Program loader
I

rrrrrrrrrrrrrrrrrrrrrrrrrrr

Hinh 3.2. Phan vung 16i va chwong trinh nap

Loi dugc bién dich thanh anh nhi phan don va luu trir trong cac thiét bi, va
n6 thuong khong duoc sira d6i sau khi trién khai. Cac chwong trinh dugc nap bai
chuong trinh nap c¢6 chira chwong trinh nhi phan hodc bang cach st dung cum giao
thtrc, hodc st dung bo nhé kem truc tiép.

Nhan Contiki 1a mdt trinh 13p lich sy kién nhe gui tdi cac tién trinh dang
chay va goi céc trinh xtr ly bau chon. M{t quy trinh chay c6 thé duoc kich hoat bdi
cac su kién guri di hodc co ché bau chon. Nhan khong chian mot xt 1y sy kién ma ma
n6 da 1ap lich. Do vay céc xtr ly su ki¢n phai chay dé hoan thanh hoic sir dung co
ché ndi bo dé dat duge sy uu tién.

Hai su kién duoc nhan Contiki hd trg 1a cac su kién d@)ng bo va cac su kién
khong ddng bo. Cac su kién dong bo gui ra ngay l1ap tic toi quy trinh dich va da
duogc Ién lich trong khi cac su kién khong déng bo duoc sép xép va gui di sau do.

Co ché bau chon trong nhan cua Contiki bao gém cac su kién uvu tién cao ma
da duogc lap lich & gitta mdi sy kién khong d@)ng bd. NoO sir dung bdi cac quy trinh

hoat dong gan phan ctmg dé nhan cac cip nhat trang thai.
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3.2.2. Cac tinh nang cua Contiki
Phdn bé va qudn 1y bé nhé: Contiki duge thiét ké cho cac hé théng nho ¢

thé hoat dong chi voi vai kb bo nhd kha dung. Cau hinh Contiki tiéu chuan yéu cau
2 kb RAM, 40 kb ROM, do vay n6 c6 hi¢u suét bd nhé cao va cung cép mot bd cac
quy tac cép phét bd nhé. Contiki hd trg quan ly bo nhé dong va lién két dong cac
chuong trinh, st dung quan 1y cip phat bo nhé véi nhiém vu chinh 1a giir giai phong
bo nhd cép phat tr viéc phan manh béng cach phan cum bo nhé khi céc khdi duge
giai phong.

Mang IP day du: Contiki cung cap cum mang IP day dii, mdi ing dung c6 thé
st dung ca IPv4 va IPv6.

Nhdn biét nang heong: Contiki dugc thiét két cho hé thdng niang lugng cuc
thip ma né co thé chay ca nam véi mot doi phi AA. N6 khong cung cip bat ky chirc
nang tiét kiém nang lugng nao. Vige tiét kiém nang luong béng cach dua thiét bi vé
ché do ngu hodc khac phai dugc thyc hién bdi cac tng dung. Tuy nhién Contiki
cung cp mot co ché wdc tinh ning luong hé théng dé xem vi tri ma nang lugng bi
tiéu hao.

6LoWPAN, RPL, CoAP: Contiki hd trg cac giao thic IETF chuan hién nay
cho mang IPv6 cong suat thap: Giao thitc dinh tuyén da budc nhay 6LoWPAN,
RPL, va giao thirc ting ing dung an toan CoAP.

RPL 1a giao thirc dinh tuyén duoc thiét ké cho céc mang ton hao cong suét
thip LLNs (Low Power And Lossy Networks) v6i cac nit mang co tai nguyén han
ché va duoc két ndi v6i nhau béi cac lién két ton hao (dé bi mat mat ban tin).

M6 phéng mang Cooja: Cooja 1a moé phong mang cung cap boi hé diéu hanh
Contiki. C6 nhiéu kiéu mote khac nhau c6 thé dugc mo phong & mirc phan cimg,
cho phép nguoi dung kiém tra hanh vi chinh xac cia mang.

3.2.3. Ung dung mé phéng Cooja
Cooja 1a phan mém mo phong hé thong mang dugc tich hop trong hé diéu

hanh Contiki. Cong cu ndy cho phép nguoi str dung thay ddi cac thong sd nhu vi tri,
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pham vi két ndi, ti 18 truyén goi thanh cong,... Nhd d6 nguoi sir dung co thé mo
phong va dénh gia két qua mot cach hiéu qua hon.

Duéi day 1a giao dién ciia chuong trinh mé phong bang Cooja:

@ Applications Places 1y B ) saram £
- My simulation - Cooje: The Contlk| Network Simulator
File Simulation Motes Tools Setings Help
x e =] Simulation control =EH] - v o
wiaw Zgam | Run Spesd imi TR
[ start | Step || Aeload
@® s e el
® O | | rimie: 0s:01 180
(33| Epead;
@
- =ACIAX
®
caivad on port 1334 fron port 1334 with langth 4 i
34 from por with length 4 T
broadeast |
Data recaivad on part 1234 from port 1234 vith length 4 L
= ﬁ 0 16 Data re Bl on | rom port 1234 vith length 4 i
Er ‘\'_'JJ - sanding broadcast - r
; o IS Data received on port 1334 from part 1234 vith length 4 |
pae i Data received on port 1234 frow port 1234 vith Length 4 v
= Filtar:
1 .
2 I’
3 : i
& & L
¥ -

Hinh 3.3. Giao di¢n chwong trinh Cooja

Tir hinh c¢6 thé nhan thdy giao dién ciia chuong trinh than thién va dé sir
dung, v&i mot man hinh cho phép hién thic cic qua trinh hoat dong ctia node, ¢o
kha ning thay ddi vi tri, pham vi phu séng cia mdi node. Bén canh dé Cooja cung
cAp mot sd cac ctra s6 theo ddi su kién nhu Log listener, Radio listener cho phép
ngudi sir dung tim kiém nhiing sy kién theo mot s6 thong s6 nhat dinh, theo ddi su
giao tiép giita mot s6 node cu thé, ....C6 thé noi, day 1a mot cong cu mo phong kha
tryc quan va dé sir dung, phuc vu tét cho qué trinh nghién ctru, mé phong, danh gia.
3.3. Md hinh kién tric mang méd phéng véi Contiki — Cooja

Truyén thong tin bao mat da phat trién tir rat sém va cé nhiéu giai phap khéac
nhau dé bao dam bao thong tin tir ngudi giri dén ngudi can nhan dugc an toan bao
mat. Tuy nhién cac giai phap bao mat truyén thong nhiéu khi khé ap dung vao cac
nit mang do cac nut nay dugc thiét ké nho, bd nhd it, pin c6 han va nang luc xu ly

han che.
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Mo hinh truyén tin bao mat ddi voi cac niit mang ciing vi thé can phai thiét
ké gon nhe nhung van dam bao bao mit co ban ctia mot hé truyén tin truyén thong.
M3 hoa d6i xtung dugc lya chon trong mé hinh nay vi mot sb dic tinh sau:

» M3 hoa doi xtng kha gon nhe, tinh toan nhanh.
= M3 héa d6i ximg van dam bdo dugc tinh bdo mat, chimg thuc, toan

ven, tinh khong tir chdi ctia mot hé truyén tin.

M@ td bai todn: Truyén ban tin tir nit mang S(Agent) dén niit mang R (Center:
Trung tdm gidm sat) st dung phuong phap bao mat ddi xing dé ma hoa ban tin (Ma
hoa dinh danh,va ban tin )
Trong do:

= Bén guri: Nut S (Agent)

= Bén nhan: Nut R (Center)

» Ban tin can rd: M (Message)

= Ban tin ma héa: S (Symmetric)

= Khoa: K (Key)

Trude khi ¢6 thé truyén tin thu thap dugc vé trung tim gidm sat. Agent can
ching minh dugc minh 1a mot thanh phan hop phap cia hé thong giam sat:

Agent giri yéu cau xac thuc vé trung tdm, khi d6 trung tim s& yéu cau Agent
guri ID (dinh danh) dé xéc thyc.

Agent mudn giri ID d&én (Center), né st dung khoa bi mat K dé ma hoa ID
thanh S va gii qua Mang truyén thong. Khi Dén phia server, né st dung khoa bi
mat K da biét truéc dé giai ma S thanh ID ban dau sau d6 kiém tra xem ID d6 co
ton tai trong hé thong khong

Néu c6 n6 s& giii tin bao cho Agent va cho phép truyén tin. Agent s& giri tin

thu thap duogc vé trung tam dudi dang da dugc ma hoa.
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Hinh 3.4.. So' d0 hé thong mang giam st v6i nhiéu Agent va mét trung tim

M&6 hinh mé phong truyén tin bdo mdt: Nt mang S (Agent) mudn giri ban tin
M dén Nut mang R (Centers), n6 str dung khoa bi mat K dé m3 hoa ban tin M thanh
ban tin S va gli qua Mang truyén thong. Khi Pén phia nut mang R, né sir dung

khoa bi mat K da biét trude dé giai ma ban tin S thanh ban tin M ban dau.

Khoa K Khoa K

- : { Bantns | | BantinS | - i
i Bantin M —" MyxorK = = L (S)xorK i—l- Ban tin M b
- : (30 3 Mang truyén théng LYW - (T 4

Nat S NutR

Hinh 3.5. M6 hinh truyén tin giira Agent va Center

Xay dung cac kich ban mé phéng thir nghiém.

Kich ban mo phong thir nghiém xac thuce dya trén ma hoa dinh danh cho cac

Agent duoc hién thong qua so d6 dudi day:
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Hinh 3.6. Kich ban thir nghiém truyén tin bao mat giira Agent (Nut S ) va Center (Nut R)

o

Giai doagn 1: Xéc thuc gitra mQt cap Agent va Center

Sau khi Agent giri yéu cau dugc xac thuc vé trung tim va trung tim yéu cau
Agent giri dinh danh chimg minh 1 thanh phan hop phap cua hé théng giam sat.
Agent s& giri vé trung tam ID d& duoc ma hoa. ID di dugce ma hoa sé di tir tang ing
dung tang trén xudng tang Mang truyén di qua 16p Mac, 16p RDC va 16p Radio vé
Center. Tai Center thong tin vé ID ma Agent gui sang s& di tir ting Mang dén tang

tmg dung qua 16p Mac, RDC va Radio dé giai ma va d6i chiéu véi cac ID cé trong
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hé théng. Néu ton tai ID ma Agent vira giri sang thi Center sé tra 10i xac thuc va cho
phép truyén tin
Giai doan 2: Agent guri cac ban tin thu thap dugc vé trung tim

Agent giri thong tin d3 thu thap duoc dudi dang ma hoa vé trung tAm tir trinh
tmg dung xudng ting Mang truyén di qua 16p Mac, 16p RDC va 16p Radio vé
Center. Tai Center thong tin ma Agent g sang s& di tir tang Mang dén tinng tng

dung qua 16p Mac, RDC va Radio dé giai ma phan tich va xtr 1y.

Cac budc thuce hién: Thir nghiém véi mot Agent va mét server.
Budrc 1: thiét 1ap kénh truyén thong giita Agent va trung tim giam sat.
Buére 2: Thiét 1ap Agent ID key
Buée 3: Mi hoa bang ma dbi ximg cho Agent ID key va giri dén may chu
Budéc 4: May cha giai mi “Agent ID key” bang khoa d6i xing va kiém tra
“Agent ID key”’co chinh xac khong
Budée 5: Néu xac thuc thanh cong cho phép truyén tin tir Agent téi trung
tam. Néu xac thuc that bai Agent khong dugc phép truyén tin vé trung tm giam sat

3.4. Cac két qua thir nghiém

Thuc hién mo phéng: Thir nghiém véi mft Agent va mot server.

Cong cu thuc hién mé phong: Pé mo phdéng xac thuc dya trén ma hoéa dinh
danh cho cic agent trong mang giam sat tip trung, trong khuon kho luan vin nay
xin dé cap dén viéc str dung cong cu Cooja trén hé diéu hanh Contiki dé mé phong.

Qua trinh thuc hién: Trong qua trinh thuc hién mo6 phéng sé€ str dung 1 Agent
va mot Server (Trung tdm giam sat) dé truyén tin sit dung ma héa ddi xting phan
tich va danh gia két qua, trong d6 c6 mot nat giri 1a Agent va nut nhan 1a Server

Trong man hinh cta Cooja ta tao mot chuong trinh méd phong bang cach
chon File/ New khi d6 xuét hién ctra s6 Create new Simulation tai Simulation name
ta dit tén cho chwong trinh md phong 13 Agent ID Authentication tiép theo chon
Create dé hoan thanh.
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Fle Machine View lnpul Dees  Help
@ Applications. Places
’ '-_-'Jﬁ'rul. The Contiki Network Simuistor

Eile- Sirwlation Motes Tools Settings Help

@ Create new simulation

Simulation name { Agent |0 Authentication |

iy d settings

Radko medum | Uit Disk: Graph Medum (UDGH): Distance Loss. in|

Mata startup dulay (ms) 1,000
fandam seed 123456

New random seed on reload o

|Csn(allll.'ndlb

Hinh 3.7. Tao méi mét chwong trinh mé phéng

Tao Agent: Trong cira sO Applications Places ta chon Motes/ Add motes/

Create new mote type/ Sky mote.

Eile Simulation JEGREEN Tools Settings Help

=J Add motes > s F . r=\r-u“*"'i.11
View Zoom Mote types... Disturber mote...
[ Ramove all r Impart Java mote... r
Start Cooja mote...
MicaZ mote...

Time: 00;) Eth1120...
Speed: - Trxebl120...

Trxeb2520...

o Exp2420 mote (MSPA30F5438)..,
= Exp1101 mote (MSPA30F5438)...
| File EdY £,01120 mote (MSP430FS5438)..,
| Time |M CC430 mote..,

' EXP430F5438 mote..,

Wismote mote...

Z1 mote...

Sky mote...

ESB mote...

Hinh 3.8. Tao mote méi
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Khi d6 s& xuat hién ctra s6 Create mote type: Contiki for sky. Tai day ta dit tén
cho mote mdi tai Description 13 Agent tiép theo chon Browse khi d6 xuat hién cta
sO dé ta lya chon:Home/user/contiki -3.0/examples/ipv6/rpl-udp/ID Auhen-Send.c

Tiép theo chon Compile dé chay; chon Create dé Iya chon ) Agent

@ Create Mote Type: Compile Contiki for sky

Description: Agent

Contiki process / Firmware: /homefuserfcontiki-3,0/examples/ipvé/rpl-udp/IDAuthen-send.c ' Browse |
| Clean | | Compile | [ Create |

Compile commands | Mote interfaces

= make IDAuthen-send.sky TARGET=sky

fatal: Not a git repository: "../..[...qgit'
cc IDAuthen-send.c

IDAuthen-send.c: In function 'tepip_handler’;

IDAuthen-send.c:49:9: warning: unused variable 'str' ["Wunused-variable]
cc  .J.hplatform/sky/.fcontiki-sky-main.c
LD IDAuthen-send.sky

rm IDAuthen-send.co obj_sky/contiki-sky-main.o

Hinh 3.9. Tao Agent

Tiép theo click View va lua chon cach hién thi cho céc Agent

m Zoom

+ Mote relations @
+ Mote IDs
Addresses: IP or Rime
Log output: printf{)'s @

LEDs
Radio traffic @ @

FPositions

10m background grid
Mote type

Mote attributes

Radio ermvironment (UDGM)

Code @

Hinh 3.10. Chon cach hién thi cac Agent




51

Tao Server: Tuong tu tao Agent, Trong cira s6 Applications Places ta chon Motes/

Add motes/ Create new mote type/ Sky mote.

Eile Simulation JEEEEN Tools Settings Help
B e e B

Add motes > !
Mote types... - Disturber mote...

Remove all motes ——|jp—7o-————"11 — Import java mote... r
Cooja mote...
MicaZ mote...
Time: 00:] Eth1120...

View Zoom

Speed: -{ Trxebl120...
Trxeb2520...
E Exp2420 mote (MSP430F5438)... f
Expll10l mote (MSP430F5438)...

| File Edif £,01120 mote (MSP430F5438)..,
| Time |M CC430 mote..,

| EXP430F5438 mote...

Wismote mote...

Z1 mote...

Sky mote...

ESB mote...

Hinh 3.11. Tao mote méi

Khi d6 s& xuat hién ctra s6 Create mote type: Contiki for sky. Tai dy ta dt
tén cho mote m&i tai Description 1a Server, tiép theo chon Browse khi d6 xuit hién
cira s6 dé ta lya chon:Home/user/contiki -3.0/examples/ipv6/rpl-udp/IDAuhen-
recelver.c

Tiép theo chon Compile dé hoan thanh

& Create Mote Type: Compile Contiki for sky

Description: Server
Contiki process [ Firmware: /homefuser/contiki-3,0fexamplesfipvé/rpl-udpiDAuthen-receiver.c 1"Bn:wse
| Clean | Compile | [ mmj
[ Compile commands T Mote Interfaces I Tips | Compilation output | -
[ from ../.J..Jcorel.jcontiki-net.h: 39, ' [a] =

from IDAuthen-receiver.c:4;
fusrilocalimspd30/bint.flibfgccimspd 30/4. 7.0/ 4.4/ Jmspd30finclude/string. h:50:15: note: expected ‘const char *' but arg
IDAuthen-receiver.c: 37:22; warning: variable 'index’ set but not used [-Wunused-but-set-variable)
IDAuthen-receiver.c: 37:10: warning: variable '|' set but not used [-Wunused-but-set-varable|
cC whd Iplatformyskoy. feontiki-sky-main.c
LD IDAuthen-receiver.sky !
rm abj_sky/contiki-sky-main.o IDAUthen-receiver.co A

Hinh 3.12. Tao Server
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Hinh 3.13. Hai mote dwoc tao dé thywe hién mé phong: 1= Agent, 2 = Server
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Chuong trinh cua nat giri va nhan nhu sau:

Fig Muhee Vew bpad Desss Hilp
o

[IEAFGS R R S RS

Fle 4t View Sech Took Documens. el :
con - Jue & @i 5 400 QQ

| IDhuthensends ¥ o IDAhenrocelvers X

#define START_INTERWAL (15 * CLOCK SECOND)

#dafine SEND INTERVAL (PERIO0 * CLOCK_SECORD)

#cafine SEND_TIME (random_rand() X [SEND_INTERVAL))
#define WAX_PAYLOAD_LEN L1 LK L

static struct uip udp_conn *client_conn;
static ulp_ipaddr t server_ipaddr;

ehar nsg[58] = “Here Us Agent key 107
Iat enf58], teap[5d];

int privieysds:

PROCESS(wdp cllent process, “UOP cllent process®):
AUTOSTRRT_PROCESSES(Rudp client_process);

statie veld
tcpip_handler{veld)
{

char *str;

if{uip_newdatal)) {
{I \gnare incosning
{fske = uip_appdata;
{fsteulp datalen()] = "\0';
{fprintf("DATA recy “%s'\n", str);

}

statie vold
send_packet{vold *ptr}
{
statlc int seg_id;
char buf [MAx_PAYLOAD LEM];
char buf1[50];

1] ban tin ro
PRINTF("\nAgent 10 has sents Ksin®, msg);

I} encryption
{nt 1 =d:
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statlc struct ulp_udp_comn *server_conn;

PROCESS(udp_server_process, “UOP server process’);
AUTOSTART_PROCESSES(Rudp_server_process); )

I"rir-r-biIbir!'l"r-'rH--'rI"-l'i---1\--r1-l-rr'r-r'r-|'r---b-1r'r1--|-|r--\'-'-r-l\'l'rl-'vi-l'r-'.;

statlc vold
teplp, handler(veld)
char *appdats)
Ant dn[58];
int 1, j=B, len=A, {ndes, seqio=d;
int priviey=20;

Af(utp_newdata R
appdata = (char *julp_sppdats;

Andex = ulp_datalen(); |/ index=chleu dal ca got tin
len = appdataf8]; // len=do dal ban tin msg

fwl'lltsl; Lelen; 14+4)
) dn[\]eappdnal L2) pr vkey;
dn[t]="\n';
§ = strlen{dn);
seqhio = appdataf L+2];
PRINTF("\nAceept Agent 1D Key *%d' from Agent 'Nd'tin®, seqe, UIP_IP_BUF-asrelpadde, uB[slzeof (UIP_IP_BUF-asrcipaddr.ud) - 1]);

PRINTF(*Ma nhan duoc = ")
for{i=0; lelensd; 1es)

PAINTF("5d", appdata{L]}; |/ ban tin ma hoa nhan duoc
1 &
PRINTF(*\nkgent 10 Rey was authentlcated » *);
for(ieh; i<len; (44 '
{
| printf(sct, dafi]);
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Két qua qua thye hién tir buée 1 dén bwéc 5: Qua trinh xac thwe dwa trén dinh danh
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Hinh 3.14. Qua trinh xac thuc dua trén dinh danh
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Hinh 3.15. Qua trinh xac thuc dua trén dinh danh
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Két qua:

e M3 hoa bang ma dbi ximg cho Agent ID key va guri dén may chu

e May chu giai ma “Agent ID key” bang khoa d6i xtng va kiém tra “Agent

ID key”’c6 chinh xac khong

e Xac thyc thanh cong cho phép truyén tin tir Agent tGi trung tAm

e Truyén tin biao mat giita Agent va Server
3.5. Két luin chwong.

Giai phéap xéc thuc dua trén dinh danh cho cac Agent trong hé thong giam sat

mang c6 thé gbp phan déc luc cho muc dich xac dinh dung ddi twong hop phap thu

thap thong tin, chuyén tiép dir liéu thu dugc vé trung tam xir 1.
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KET LUAN

Trong mot hé théng giam sat thudng co rat nhiéu Agent 1am nhiém vy thu
thap thong tin vé tinh trang hoat dong cua cac thiét bi va mang, déng thoi thu thap
dir liéu vé cac hanh vi tn cong nham chuyén vé trung tdm giam sat dé xir 1y, phan
tich, dua ra canh béo vé cac nguy co tan cong, su cd, 10i,...

Mot nhu cau thuc té dit ra 1a can xac dinh xem cac Agent d6 c6 phai thuc su
1a thanh vién hop phap cia hé thong giam sat hay khong. Mot kha niang dé giai
quyét van dé nay la st dung xac thyc dua trén dinh danh cho cac Agent trong hé
théng giam sat mang.

Mot giai phdp xac thyc dya trén dinh danh cho cac Agent trong hé théng
giam sat mang s& dong vai tro rit quan trong trong viéc phat hién, canh bao tin
cong xam nhap bat hop phap vao hé théng. Nho co canh bio sdm vé Agent gia mao,
chung ta c6 thé x4c dinh duoc dia chi noi cai dat Agent, nguy co gy ra su ¢b va co
1ap Agent gia mao d6 dé giam thiéu t6i da nhiing thiét hai ma ké tin cong gay ra.

Giai phéap xéc thuc dua trén dinh danh cho cac Agent trong hé thong giam sat
mang c6 thé gbp phan déc luc cho muc dich xac dinh dung ddi twong hop phap thu
thap thong tin, chuyén tiép dir liéu thu dugc vé trung tam xir 1y.

Céac két qua da dat dugc trong bai luan van gém:

- Nghién ctru vé hé théng gidm sat mang tap trung va cic Agent thu thap
thong tin giam sat, co so ly thuyét cho dinh danh va xéac thyc, cac
phuong phap ma héa bi mat va cong khai c6 thé sir dung cho xac thuc
cac Agent trong hé thong.

- Nghién ciu xay dung gidi phap xac thuc dya trén dinh danh cho cac
Agent trong hé théng gidm sat mang tap trung véi viéc sir dung ID
(Machine Name, Password) cho cac thiét bi Agent dé dinh danh Agent,
xay dung céc lugc dd ma hoa, thuc hién xac thuc Agent dua trén ma héa

ID theo phuong thurc st dung ma khéa bi mat va ma khoa cong khai.
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- Thyc hién thir nghiém xac thuc dya trén dinh danh cho cac Agent trong
hé théng giam sat mang tip trung trén hé théng mé phong Contiki-

Cooja.

Hudng phat trién tiép co thé 1a:

- Tht nghiém gén dinh danh cho cac Agent véi cac phuong thuc khac
nhu st dung thé tur, hodc st dung cac dir li¢u duy nhét cua Agent nhu
dia chi MAC.

- Thir nghiém mé phong qué trinh xac thuc va trao doi thong tin gitra

trung tdm giam sat voi dong thoi nhiéu Agent hon.
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PHU LUC

Hudng dan cai dit va sir dung hé diéu hanh Contiki/ Cooja

1. Tai hé diéu hanh Contiki/Cooja va VMware Player

Tai hé diéu hanh Contiki/Cooja tir trang chu: http://www.contiki-os.org/

Tai phién ban VMware Player tai dia chi :
https://my.vmware.com/web/vmware/free#tdesktop _end user computing/vmware p
layer/6 0

2. Cai dat VMware Player:

Sau khi tai tép vé may tinh, nhay dup chudt vao file “VMware-player-6.0.7-
2844087.exe” dé tién hanh cai dit.

YMware Player Setup

Welcome to the installation wizard for VMware
Player

The installation wizard will install YMware Player on your
computer. To continue, dick Mext.

WARMIMG: This program is protected by copyright law and
international treaties.

| Mext = | | Cancel

Hinh 1. Cira so cai dit 1

Tiép theo chon “Next”


http://www.contiki-os.org/
https://my.vmware.com/web/vmware/free
https://my.vmware.com/web/vmware/free
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Viware Player Setup

License Agreement
Please read the Ellnwing icense agreement carefully.

VMWARE END USER LICENSE AGEFEMENT e

PLEASE NOTE THAT THE TEEMS OF THIS END USER LICENSE
AGREFEMENT SHALL GOVEEN YOUR USE OF THE SOFTWARE,
REGARDLESS OF ANY TEEMS THAT MAY APPEAR DURING THE
INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTAILING, OR
USING THE SOFTWARE. YOU (THE INDIVIDUAL OR LEGAL ENTITY) AGREE

(@ I accept the terms in the license agreement.

() Ido not accept the terms in the license agreement.

| = Back | | Mext = | | Cancel

Hinh 2 . Cira so0 cai dat 2
Bam chon “I accept the terms in the license agreement” va chon “Next”
WMware Player Setup

Destination Folder =
Click Next to install to this folder or dick Change to install to a different folder. {

@ Install ViMware Player to:

C:\Program Files {x86)\WMware\WMware Player!

< Back | | Mext = | | Cancel

Hinh 3 . Cira s cai dat 3
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Chon “Next”, va bam “Next” mdt sO budc tiép theo.

Yhware Player Setup

Ready to Perform the Requested Operations

Click Continue to begin the process.

If you want to review or change any of your installation settings, dick Badk, Click Cancel to
exit the wizard.

| < Back ‘ | Continue | | Cancel

Hinh 4 . Cira s6 cai dat 4

Bam “Continue” dé ti€p tuc qua trinh cai dat va bam “Finish” dé ket thuc.
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3. Chay hé diéu hanh Contiki/Cooja trén may a0 VMware Player.
Giai nén va md file “Instant Contiki Ubuntu 12.04 32-bit.vmx”

+ » ThisPC » Local Disk (D) » Huan » x220 » InstantContiki3.0 » InstantContiki3.0 v O Search InstantContiki3.0

Organize New folder Bz - [
10.M17 o MName Date modified Type Size

Documents 564de588-b257-3620-2fba-7916ee94cdc3. ..

Learning caches

File folder
File folder
Old Instant_Contiki_Ubuntu_12.04_32-bitwm... File folder
Pictures Instant_Contiki_Ubuntu_12.04_32-bitwvm...

. Filefolder
Priate @ Instant_Centiki_Ubuntu_12.04_32-bit.wvme 11/25/201812:25...  VMware virtual m... 4 KB

Software

I This PC
4 3D Objects
[ Desktop
|| Documents
‘ Downloads
J’ﬁ Music

=] Pictures

B Videns -

File narne: | Instant_Contiki_Ubuntu_12.04_32-bitvmsx V| | All supported files

Hinh 5. Mé tép chay Contiki/Cojja

Man hinh Ubuntu xuét hién nhu sau:

Instant Contiki

Guest Session

ubuntu® 14.04 LTS

Hinh 6. Man hinh chao mirng ciia Ubuntu 14.04 LTS

Nhép password 13 “user”, ta thdy ctra s6 hé diéu hanh

£
7]
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@ Applicstions Places f B o) zasam &

Hinh 7. Man hinh chinh cia Ubuntu 14.04 LTS
Mo cong cu md phong Cooja trén Contiki bang cach nhay dip vao biéu tuong

Terminal trén man hinh va g cac 1énh nhu trong hinh dé khoi dong cong cu Cooja:

]

Terminal

® - 0 user@instant-contiki: ~/contiki/tools/cooja

File Edit View Search Terminal Help

user@instant-contiki:~$ cd contiki
user@instant-contiki:~/contiki$ cd tools
user@instant-contiki:~/contiki/tools$ cd cooja
user@instant-contiki:~/contiki/tools/cooja$ ant
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Man hinh ctia Cooja khi tao mé&i mot chuong trinh md phong bang cach bam vao
File/New

@ Applications. Maces u B ) zeram £
@ - = My simulstion - Coaja: The Contikl Network Simulator
Bile gmulation potes Tools Setings Help

Enter notes hare

B0 [omeupdei M werewstascconshi.. NETRNERRRNE
Thém cac Mote:

@ Applications Places
@@ — = My simulation - Cooja: The Contiki Network Simulator
File Simulation Tooels Settings Help

= -

mo 5 >
Mote types...

Remove all motes

Disturber mote...
Import Java mote...
Start Cooja mote...
MicaZ mote...
Time: 00:] Ethiizo...

Speed: --| Trxebll20...
Trxeb2520...
Exp2420 mote (MSP430F5438)... E
Expll0l mote (MSPA30FS438)... L
Expll20 mote (MSP430F5438)...

File Edif]
Time |M €C430 mote...

EXP430F5438 mote,..
Wismote mote...

Z1 mote...

Sley mote...

ESB mote...

Mot s6 lua chon hién thi cac Mote

I zoom
+ Mote relations (o)
+ Maote iDs
Addrasses: P or Rime
Log output: printf(r's (o]
LEDs
Radia traffic @ @
Positions P L PR
10m background grid E: :mm:.r:u- well
Mote type W d e viarbed with sdire
Mote attributes Tl WS 013 30BN, B
Radio emdronment (UDGM) Toe¥  mallhans COA ComfRbpMAC
Code @ B3 Tenfutipe Lisi-tacad 16
23 Warting 'elba werld
mnd el et
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