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LOI MO DAU

1. Ly do chon d@ tai

Ngay nay voi su phat trién bung nd ctia cong nghé thong tin, hau hét cac thong
tin cta cac t6 chirc, ca nhan déu duoc luu trit trén hé théng may tinh va trao dbi véi
nhau tir moi vi tri dia 1y. Cing voi su phat trién cua to chtc 12 nhitg doi hoi ngay
cang cao ctia mdi trudng hoat dong cin phai chia sé thong tin ciia minh cho nhiéu
d6i twong khac nhau qua mang. Viéc mat mat, ro ri thong tin s& c6 thé anh huong
nghiém trong dén tai nguyén thong tin, tai chinh, danh tiéng cua to chirc, ca nhan.

Céac phuong thic tin cong thong qua mang ngdy cang tinh vi, phuc tap co thé
din dén mat mat thong tin, tham chi co thé lam sup d6 hoan toan hé théng thong tin
clia to chirc. Vi vy an toan thong tin 1 nhiém vu quan trong, ning né va kho doan
trude ddi voi cac hé thong thong tin.

Email 1a mot trong cac ngudn chinh gy rii ro vé an toan thong tin. Bén canh
van dé thu rac, virus, c6 kha nhiéu tin cong Ira ddo thuc hién qua Email, va Email
chinh 13 muyc tiéu hang dau cua cac cudc tin cong co chu dich (APT). Cac rui ro vé
mat mat dir liéu nhay cam do tin cong lira ddo, malware, va do nguoi dung c¢b ¥
hoic vo y duoc dién ra mot phén khéng nho 1a qua Email.

e 84% cac Email 1a thu rac (spam)

e 89% cac Email khong mong mudn chira dudng link téi Email doc hai

e 9% ro ri dir liéu nhay cam xay ra qua Email

Do d6 can phan tich cac mdi de doa theo thoi gian thuc tai Email Gateway, cung

cap bao cao nang cao dé danh gia, dicu tra cac su kién doi vdi hé thong Email.
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Hinh 1: Su dung ACE phan tich cac nguy hai theo thoi gian thuc

2. Muc dich nghién ctru:

Trong nhiéu ndm trudc, khi Internet bat dau phat trién manh mé& trén khap thé
gidi, cac Email da truyén tai thong tin dudi dang dir 1iéu ngay cang phuc tap. Tong
luong t6 chirc va ngudi truy cap va sir dung Email di ting 1én nhanh chéng.

Hé théng Email 13 thanh phéan thiét yéu trong moi co quan, t6 chic va dem lai
kha ning xir 1y thong tin, truyén tai thong tin, 13 tai san rit quan trong nhung hé
thong thong tin cling chira rat nhiéu diém yéu va rai do. Do Email dugc phat trién
v6i tde d6 rat nhanh dé dap tmg nhiéu yéu cau cua nguoi ding ngdy cang ting, cic
loai dich vu hodc thong tin quang cdo c6 chtra ma ddc moi dugc thém vao ngay
cang nhiéu, diéu nay lam cho Email khong duogc kiém tra k§y truée khi phat hanh va
bén trong chung chira rat nhiéu 16 hong c6 thé dé dang bi loi dung. Thém vao d6 1a
viéc phat trién ctia hé thong Email, ciing nhu sy phan tan cua hé thong thong tin,
1am cho nguoi dung truy cap thong tin dé dang hon va tin tic ciling c¢6 nhiéu muc

tiéu tn cong dé dang hon.



Vi viée phén tich cac phuong thirc tin cong qua Email, dé tai ma tac gia quan
tam va nghién ctru s€ dua ra cach nhan dién mot tAn cong tor bén ngoai hoac bén
trong ddi voi hé théng Email. Tir d6 phan tich cac mdi nguy hai, cac phuong thirc
tan cong va mirc d6 anh huong dé dua ra cac phuong phap ngin chin, phong chéng,
khic phuc va bao vé hé thong Email mét cach hiéu qua.

> Bio vé tai nguyén ciia hé thong

Céc hé thong may tinh luu giir rat nhidu thong tin can truyén tai trén mang va tai
nguyén d6 can duoc bao vé. Trong mét to chirc, nhitng thong tin va tai nguyén nay
c¢6 thé 1a dir lidu ké toan, théng tin ngudn nhan lyc, thong tin quan ly, ban hang,
nghién ctru, sang ché, phan phdi, thong tin vé to chirc va thong tin vé cac hé thong
nghién cuu. DPoi vé6i rat nhidu to chire, toan bd dir lidu quan trong cuda ho thuong
dugc luu trong mdt co s¢ dir licu va dugc quan ly va st dung boi cac chuong trinh
phan mém. Cac tdn cong vao hé thong thong tin c6 thé dugc thuc hién qua Email va
xuét phat tir nhirg d6i thu cta t6 chic hodc ¢4 nhan do d6, cac phuong phap dé bao
dam an toan cho nhitng thong tin nay co6 thé rat phirc tap va nhay cam. Céc tan cong
c6 thé xuat phat tir nhiéu ngudn khac nhau, ca tir bén trong va bén ngoai té chc.
Hau qua ma nhiing tan cong thanh cong dé lai s& rat nghiém trong va gy ton that
rat 1on dén timg c4 nhan va to chirec.

» Bdo ddam tinh riéng tw

Céc hé thong Email luu gitr va truyén tai rat nhiéu thong tin can duoc giit bi mat
va chinh xac. Nhitng thong tin ndy bao gom: S6 thé bao hiém xa hoi, sb thé ngan
hang, s thé tin dung, thong tin vé gia dinh,.. Nhiing thong tin riéng tu 1a yéu cau
rit quan trong ma cac ngan hang, cic cong ty tin dung, cac coéng ty dau tu va cac
hang khac can phai dam bao dé giri di cac tai liéu thong tin chi tiét vé cach ho sir
dung va chia sé thong tin vé& khach hang. Cac hing nay c6 nhitng quy dinh bit budc
dé bao dam nhitng thong tin dugc bi mat va bt budc phai thuc hién nhiing quy dinh
d6 dé bao dam tinh riéng tu. Hau qua nghiém trong s& xay ra néu mot ké gia mao
truy nhap duoc nhitng Email va danh cip cac thong tin ca nhan. Do d6 bao vé Email

cling 12 mot phuong phap dé bao dam tinh riéng tu ciia ¢4 nhan va t6 chc.



3. Poi twong va pham vi nghién ciru

- Vi viée xac dinh d6i tugng nghién ciru chinh 13 phan tich cic phwong thirc
tan cong qua Email, dé tai s& dua ra cach nhan dién mét tin cong tir bén ngoai hoic
bén trong ddi v6i hé théng Email. Tir d6 phan tich cic méi nguy hai, cac phuong
thirc tAn céng va mirc do anh hudng dé dua ra cac phuong phap ngin chin, phong
chdng, khic phuc va bao vé hé thong Email mét cach hiéu qua.

- Pham vi nghién ctru: Nghién ctru ddi v6i cac phuong phép tan cong Email

- Luan van dugc xay dung trén co sd ké thira két qua khao sat thuc té va céac
tai li¢u.

4. Phwong phap nghién ctru:

Luan vin nay du kién t6 chirc thuc hién nghién ctru, dé xuit cac phwong phap
phong chong tin cong Email va cac yéu té lién quan mat thiét dén viéc xay dung,
véan hanh hé thong.

Nghién ctru thyc hién théng qua phuong phap 1y thuyét: cac phuong thirc tin
cong hé thong Email, ludng gui nhan dir liéu, cac thuat todan ma hoa, cac phuong
phép loc goi tin,...

Nghién ciru bang phuong phép thyc tién: tir viéc phan tich dir liéu gui va nhan,
thu thap cac mau va phén tich cach phong chdng tai Ngan hang Hang Hai Viét Nam
(MSB).

5. Két ciu luin an

Luan an gdm 3 chuong duoc két cdu nhu sau:

- Chuong 1: Gidi thiéu vé thu dién tir, thu rac va cac hinh thirc tan cong thu
dién tu.

- Chuong 2: Cac phuong phap phong chéng tin cbng thu dién tir

- Chuong 3: Trién khai thir nghiém, dé xuit ap dung phuong phap phong
chéng tan cong anti spam email cho hé thong email tai ngan hang hang hai

viét nam



CHUONG I. GIOI THIEU VE THU PIEN TU, THU RAC VA
CAC HINH THUC TAN CONG THU PIEN TU
1.1 Tim hiéu vé thw dién tir (Email) va thw rac (Spam Email)
1.1.1.  Tim hiéu vé thw di¢n tiz (Email)
1.1.1.1 Dinh nghia thu dién to (Email)

Email (1a tir ghép viét tat ciia Electronic Mail — Thu dién tir) 1a mot dang tin
nhan/ thong diép duoc giri di tir mot ngudi ding may tinh dén mot hodc nhiéu ngudi
nhén qua mang.

Thong diép duoc luu trit trong Email c6 thé ton tai & dang van ban (text), hinh
anh, am thanh, video dudi dang tép tin dinh kem..

1.1.1.2 Phan loai cac loai Email hién nay

Déi v6i hé thong Email hién nay c6 2 loai Email 1a Email Server va Email mién
phi.

- Email server

- Email mién phi

- So sanh hai dich vu Email Server va Email mién phi

Nham nghién ctu tong thé cac phuong thic tan cong hé thong Email ciing nhu
chu dong phan tich ludng dir liéu giri nhan trong hé théng, luan van tap trung nghién
ctu dich vu Email Server.

1.1.2.  Tim hiéu vé thw rdc (Spam Email)

1.1.2.1 Dinh nghia thu rac (Spam Email)

Spam Email: 1a viéc guri hang loat Email chira ndi dung khong lién quan hodc vo
b6 dén nhiéu nguoi nhan. Spam Email thudng chira cic loai quang cio duoc giri
mot cach vo tdi va tr mot dia chi khong xac dinh dén noi nhan 1a mot danh sach rat
dai giri tir cdc c4 nhan hay cac nhom nguoi. Chat luong cua loai thu nay thuong
thap, d6i khi 1a mot sy lira ddo dé tim cach thu thap tin tirc c4 nhan hodc tir d6 xam

nhap vao hé théng mang.



1.1.2.2 Cac dic diém thu rac (Spam Email)

Spam Email dugc guri di mét cach tu dong

Spam Email duoc giri dén nhitng dia chi ngdu nhién trén mot dién rong

Spam Email dung chuong trinh ty dong do tim dia chi Email trén mang
Internet, cac trang chu, Newsgroup, Chat room...

Spam Email dung chuong trinh doéan tén ty dong

Noi dung ctia Spam Email thuong 13 nhimg ndi dung bat hop phap, giy
phién ha cho nguoi ding

Dia chi cua nguoi gui thu rdc thuong 1a nhiing dia chi tra hinh

1.1.2.3 Cac k¥ thuat tao ra mot Spam Email

K§ thuat che gidu hoic chuyén hudng ndi dung, lién két

Tan cong trang web.

Vin ban an hogc nhdi nhét tir khoa

Tén mién tré hudng

Spam thuan tiy

Cung cip DNS dong va may chu luu trir gdy ra spam

Noi dung ngheo nan c6 it hoac khong co6 gia tri

Lién két bat thuong tir trang web

1.2 Céac hinh thirc tin cong Email

1.2.1 Mot s6 hinh thirc tAn cong Email

Lira dao qua t6 chirc danh tiéng
Email thoa thuan tir doanh nghiép:
Email tong tién:

Email co chira phﬁn mém doc hai:

1.2.2 Kién tric cia thw dién tir dang lira ddo tin cong

1.3 Hién trang vé cac tan cdng Email hién nay

1.3.1 Tinh hinh tan cong Email trén thé giéi
1.3.2 Tinh hinh tAn cong Email tai Viét Nam

Két luan chwong:
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Chuong 1 cua luan vin da gigi thiéu tong quan hé théng thu dién tu, thu réc,
trong d6 néu 16 cac khai niém, dac diém, kién tric cua thu dién tir, thu rac. Chuong
1 ciing dua ra céc hinh thirc tin cong Email ciing nhu hién trang vé cac tan cong thu
dién ta hién nay. Tir d6, dwa ra mot khéi quat chung nhat van d& ma luan vin dé
cap dén.

CHUONG II: CAC PHUONG PHAP PHONG CHONG TAN
CONG THU PIEN TU

2.1. Céc phwong phap phong chdng tan cong doi véi Hé thong Email.

Mot hé thdng Email bao gdm nhitng thanh phan sau:
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Hinh 2.1: Nhitng thanh phan ciia hé théng Email
Theo so d6 trén thi hé théng Email bao gém cac thanh phan sau: ing dung Mail
Client, tng dung Mail Server, dudng truyén Internet.
Vay dé bao vé mot hé thong Email hoan chinh, cac thanh phan can xay dung cac
phuong phap dé bao vé cac hé théng trén.

2.1.1 Cdc phwong phdp bdo vé déi véi tng dung Mail Client
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Bao vé ung dung Mail Client chinh 13 bao vé ngudi dung tranh duoc cac tan
cong lra dao tir Email. Pé thuc hién duoc didu d6, nguoi dung can thuc hién cac
phuong phap sau:

- Kiém tra virus va phin mém ddc hai (viruses and malware):

- Chon mat khiu manh va khong trung voi trang khéc

- Nén ¢ it nhat khoang 2 tai khoan Email

- bPang ky xac minh 2 budc

- Chu y Phishing Itra ddo

- Xem xét cac link dinh kém Email

- Khong mé file dinh kém khi khong xac dinh rd nguoi gui

- Han ché két ni WiFi cong cong
2.1.2  Cdc phwong phdp bdo vé déi véi hé thong rng dung Mail Server

Pé dam béo tinh toan ven, an toan va xac thuc ddi véi hé théng ung dung Mail
Server can dap ung cc yéu cau sau:

2.1.2.1 Kiém tra dit liéu dau vao (Input Data Validation)

2.1.2.2X4c thuc va quan Iy mat khau (Authentication and Password

Management)

2.1.2.3Uy quyén (Authorization)

2.1.2.4Bao vé dir liéu nhay cam ( Sensitive Data Protection)

2.1.2.5Quan ly phién lam viéc (Session Management)

2.1.2.6 M hoa (Cryptographic Practices)

2.1.2.7 Kiém soét va ghi log ( Auditing and Logging).

2.1.2.8Quan ly tap tin va tai nguyén (File and Resource Management)

2.1.2.9 C4u hinh hé théng dam bao an toan ( Systerm Configuraiton)

2.1.2.10  Anninh cho cac tng dung Email trén di dong
2.1.3  Bdo vé duong truyén, két néi (Communication Security)
2.2. Cac phwong phap dién hinh phong chong tin cong AntiSpam Email

2.2.1 Co ché hoat dpng ciia Spam Email
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Hinh 2.2: Co ché hoat dgng ciia Spam Email
Qua trinh thyc hién ciia mot Spammer nhu sau:
Budc 1: Spammer’s web site tra tién cho cac ngudi phan tan Spammer
Budc 2: Spammer giri spam voi cac dudng din, virus dén cac mdy tinh thong
qua duong truyén Internet
Budc 3: Cac Email spam duoc giri dén Mail Servers cia c4 nhan hoic to chic.
Budc 4: Cac Email Spam dugc gtri tir Mail Server gtri dén mail ctia cac ca nhan
Budc 5: sau khi cac cac nhan nhan dugc Mail Spam dé nhap cac thong tin ca
nhan, khi d6 cac thong tin s& duoc giri vé Spammer’s Website.
2.2.2 Céac phwong phap loc Spam Email
Tat ca nhirng cong cu loc c¢6 gia tri ngay nay thuong st dung mot trong sb
nhing phuong phéap hoic két hop clia cac phuong phap sau:
2.2.2.1  Phwong phdp loc theo tir khoa
2.2.2.2  Phuong phap loc Bayesian
2.2.2.3 Phuong phap loc SpamAssassin



13

2.2.2.4  Phuong phap dung danh séch tring/den
2.2.2.5 Phuong phéap loc thu rac dung chudi héi dap
2.2.2.6  Phuong phap loc dya vao vi tri cua cac bo loc
2.2.2.7 Phuong phap loc dua trén xac nhan danh tinh ctia nguoi gui
2.2.2.8 Phuong phap loc thu rac mdi dua trén mang Xa hoi
Két luan chwong:

Chuong 2 da khai quat vé cac phuong phap phong chéng tin cong hé thong
Email, chi tiét phuong phap ap dung cho ting thanh phan hé thong: mail client, mail
server, duong truyén Internet. Pong thoi chuong tap trung nghién ciru phuong phap
phong chéng tin cong Antispam dé 1am co s tién dé dua ra giai phap cu thé nham

phong chdng tan cong trong hoat dong ctia Ngan hang tai Chuong 3
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CHUONG III: TRIEN KHAI THU NGHIEM, PE XUAT
AP DUNG PHUONG PHAP PHONG CHONG TAN CONG
ANTI SPAM EMAIL CHO HE THONG EMAIL TAI NGAN

HANG HANG HAI VIET NAM
3.1. Hién trang tin cdng Spam Email tai ngan hang Hang Hai Viét

Nam (MSB)

Ngan hang MSB 14 ngan hang TMCP dau tién ra doi (ndm 1991) véi sy da dang
cac san pham dich vu tai chinh ngan hang véi trén 1,8 triéu khach hang c4 nhan, gan
45.000 khach hang doanh nghiép va nhiéu déi tac.

Xay dung hé thong phong chdng tin cong Email nham dap tmg kha niang phan
tich cac moi de doa theo thoi gian thuc tai Email Gateway, cung cap bao céo nang
cao dé danh gia, diéu tra cac su kién ddi v6i hé thong Email, phat hién va ngin chin
cac moi de doa, cac tin cong dé bao vé hé théng Email tai Ngan hang Hang Hai
Vi¢t Nam (MSB).

X4y dung phwong 4n chong tin cong hé thong Email dap ng cic yéu ciu
nhu sau:

- Hé théng Email Security Gateway duoc thiét ké chay theo md hinh 2N+1 (
1 thiét bi hoat dong tai DC, 1 thiét bi hoat dong tai DR).

- Hé thdng dang dap umg cho sb luong: 7.000 ngudi dung MSB va cac tai
khoan dich vu véi cac tinh nang loc thu réc, loc virus, loc ndi dung.

- Hé thong dang tich hop vdi McAfee Network Data Loss Prevention dé chin
cac Email khong duoc phép gui ra ngoai; tich hop véi hé théng Qradar
SIEM day cac sy kién an ninh tap trung.

- Hién trang loc Email tai MSB nhu sau:
> Luong mail 16n nhat: 320.000 Emails/ngay;

» Luong mail trung binh: 100.000 Emails/ngay
3.2. Phan tich ludng giri va nhan Email tai ngan hang Hang Hai Viét
Nam (MSB)
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3.2.1 So do luong di ligu gari va nhgn Email
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Hinh 3.3: So' d6 luong di¥ liéu gizi va nh@n Email tgi ngan hang

3.2.2

Dbi v6i mdi Email nhan duge, ESA thuc hién xtr 1y theo 3 ludng (3 giai doan)

Co ché hoat dong dé xuat doi véi ludng dir ligu giri va nhan Email

tudn tu ctia mot tién trinh duoc goi 1a Email pipeline trén thiét bi, gdm co:

Receipt: thiét bi kiém tra cac thong tin & mirc SMTP connection voi host & dau

guri mail va thyc hién giéi han, kiém soét theo chinh sach

Work queue: sau khi trai qua giai doan Receipt, thiét bi tiép tuc kiém soét tap

trung vao cac thong tin cua ndi dung burc thu.

Deliver: sau khi da vuot qua giai doan Work queue, thiét bi chuan bj khéi tao

phién két ndi v6i host & dau nhan mail. Tai budc nay thiét bi ciing tiép tuc thuc hién

cac thao tac thay ddi, kiém soat Email theo chinh sach
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Rx WORKQUEUE Tx
HAT LDAP RCPT Accept Encryption

Received Header

Masguerading

Virtual Gateways

Default Domain

LDAP Routing

Delivery Limits

Domain Map

Message Filters

Received: Header

RAT

Domain-Based Limits

Alias Tabhle

A Domain-Based Routing

LDAP RCPT Accept

Global Unsubscribe

SMTP Call-Ahead

S/MIME Encryption

DKIM/SPF Verification

DKIM Signing

DMARC Verification

Bounce Profiles

S/MIME Verification

Message Delivery

1
Hinh 3.4: Trinh te xi ly luéng Email

a. Trinh tw xit Iy ciia luong Receipt

b. Trinh tw xir ly Work queue

. Trinh tw xit Iy ciia luéng Delivery

3.2.3  Peé xuit trién khai thuc giai phap

Dé dap tng cac yéu cau trén, MSB thuc hién trién khai hé thong Email Security

Gateway v6i giai phap Cisco Ironport C390 Appliance voi mé hinh két ndi nhu sau:
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Hinh 3.8: M6 hinh trién khai gidi phap

Két qua sau khi thuc hién

Sau khi thyc hién giai phép, hé théng da ngin chin duoc thu rac, virus, cic tin
cong lira dao thuc hién qua Email, vd Email chinh 1a muc tiéu hang dau cua cac
cudc tan cong c6 chu dich (APT)

Két luin chwong:

Dua trén co so 1y thuyét vé thu dién tir, thu rac tai Chuwong 1 va cac phan tich vé
phuong phap phong chdng tin cong thu dién tir, chuong 3 di phan tich chi tiét hién
trang, nhu cau thyc té tai ngan hang, phan tich ludng guri va nhan email dé tir d6 lya

chon phuong an thuc hién trién khai tai Ngan hang Hang hai Viét Nam ( MSB)

KET LUAN
Luan vin d4 hé théng hoa mot s6 van dé 1y thuyét vé thu rac, cac hudng tiép can
trong van dé loc thu rac trude ddy dong thoi trinh bay mot sé khai niém va dic diém

vé qua trinh xam nhap va lira ddo thong qua thu rac. DPong thoi dé xuat mot giai
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phap dic trung c6 thé thyc hién phat hién, ngin chin va theo ddi qua trinh tin cong

an ninh thong tin qua Email.

> Két qua chinh dat dugc cua luan van:

Tim hiéu vé cac tin cong Email

Nghién ctru va phan tich ludng dit liéu;

Phan tich qua trinh hoat dong tir 46 ngan chan dugc cac rui ro

bé xuit duogc giai phap lga chon dic trung tdt nhat dam bao hiéu qua,
hiéu sut ciia hé théng

Tién hanh thyc nghiém va danh gia, so sanh céc két qua.

> Hudng phat trién tiép theo ctia nghién ciru:

Mo rong nhiéu hudng tiép can phan tich ma doc va cac phuong thirc tan cong

m&i. Thuc hién phan tich dua trén kinh nghiém tir d6 phdi hop voi cac giai phap

maoi d€ cap nhat nhitng xu hudng tan cong mdi nhat. Pam bao an ninh, an toan cho

hé théng va bao vé thong tin ctia ngudi st dung.



