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LOI CAM DOAN

T6i xin cam doan céc két qua nghién ctru trong luan vin nay 13 san pham cta
cac nhan t6i dudi sy huéng dan cua thiy gido PGS.TS Tran Quang Anh. Cac sd
lidu, két qua duoc cong bd 14 hoan toan trung thuc. Nhitng diéu duge trinh bay
trong toan bd ludn vin nay 1a nhimmg gi do t6i nghién ctru hodc 1a dugc téng hop tir
nhiéu nguén tai liéu khac nhau. Cac tai liéu tham khao c6 xuat xt rd rang va dugc
trich dan day du, hop phap.

Toi xin hoan toan chiu trach nhiém trudc 101 cam doan ctia minh.

Ha Noi, ngay 20 thang 11 nam 2019

Nguoi cam doan

Nguyén Thi Hanh



LOI CAM ON

Pau tién, toi guri 10i cam on chan thanh va biét on siu sic téi thdy gido
PGS.TS Tran Quang Anh — Hoc vién Buu chinh Vién thong, nguoi thay da ludn tan
tinh chi béo, gitip d& va huéng dan t6i trong sudt qua trinh nghién ctru luan van nay.

T6i xin chan thanh cam on cac thiy, c6 gido trong Khoa Cong nghé thong
tin- Hoc vién Buu chinh Vién thong da ludn tan tdm truyén day cho toi nhiing kién
thirc bo ich trong thoi gian t6i tham gia hoc tip va nghién ciru tai truong.

Téi cling xin gt 101 cam on tdi Ban lanh dao, cac anh chi va cac ban trong
16p Hé thong thong tin da ung ho va khuyén khich t6i trong qua trinh nghién ctru va

thyc hién khoa luan nay.

Hoc vién

Nguyén Thi Hanh
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MO DAU

1. Ly do chon dé tai

Ngay nay voi su phat trién bung nd ctia cong nghé thong tin, hau hét cac thong
tin clia cac t6 chirc, ca nhin déu duoc luu trit trén hé thong may tinh va trao d6i voi
nhau tir moi vi tri dia 1y. Cing vdi su phat trién cua to chtic 12 nhitg doi hoi ngay
cang cao ciia mdi trudng hoat dong can phai chia sé théng tin cia minh cho nhiéu
d6i twong khac nhau qua mang. Viéc mat mat, ro ri théng tin s& c6 thé anh hudng
nghiém trong dén tai nguyén thong tin, tai chinh, danh tiéng cua to chirc, ca nhan.

Céc phuong thirc tin cong thong qua mang ngay cang tinh vi, phtc tap co thé
din dén mat mat thong tin, tham chi co thé lam sup d6 hoan toan hé théng thong tin
clia to chirc. Vi vy an toan thong tin 1 nhiém vu quan trong, ning né va kho doan
trude ddi voi cac hé thong thong tin.

Email 1a mot trong cac ngudn chinh gy rii ro vé an toan thong tin. Bén canh
van dé thu rac, virus, c6 kha nhiéu tin cong lira dao thuc hién qua Email va Email
chinh 1a muc tiéu hang dau ctia cac cudc tan cong co chu dich (APT). Céc rii ro vé
mat mat dit liéu nhay cam do tan cong lira dao, malware, do ngudi dung c¢d ¥ hoic
v6 ¥ duoc dién ra mot phan khong nho 1a qua Email. Theo thdng ké co:

e 84% cac Email 1a thu rac (spam)

e 89% cac Email khong mong mudn chtra dudng link téi Email doc hai

e 9% ro ri dir liéu nhay cam xay ra qua Email

Do d6, viéc phan tich cac mbi de doa theo thoi gian thuc tai Email Gateway,
cung cip bao cdo ning cao dé danh gia, diéu tra cac sy kién d6i voi hé thdng Email

la rat can thiét.
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Hinh 1: Su dung ACE phan tich cac nguy hai theo thoi gian thuc

2. Muc dich nghién ciru:

Trong nhiéu ndm trudc, khi Internet bat dau phat trién manh mé& trén khap thé
gidi, cac Email da truyén tai thong tin dudi dang dir liéu ngay cang phtec tap. Tong
lugng to chirc, ngudi truy cap va st dung Email da ting 1én nhanh chong.

Hé théng Email 13 thanh phéan thiét yéu trong moi co quan, t6 chic va dem lai
kha ning xir Iy thong tin, truyén tai thong tin, 13 tai san rat quan trong nhung ciing
chtra rat nhiéu diém yéu va rai do. Do Email duogc phat trién véi tbe do rat nhanh dé
dap ung nhidu yéu cau cua nguoi ding ngay cang ting, cac loai dich vy hodc thong
tin quang céo c6 chira md doc méi duge thém vao ngay cang nhiéu, diéu nay lam
cho Email khong duoc kiém tra k¥ trude khi phat hanh va bén trong chung chira rat
nhiéu 16 hong co6 thé dé dang bi loi dung. Thém vao d6 1a viéc phat trién cua hé
théng Email, cling nhu su phan tan cta hé thong thong tin, 1am cho ngudi dung c6

thé truy cip thong tin mot cach dé dang va tin tic ciing c6 nhiéu muc tiéu tin cong.



Vi viée phén tich cac phuong thire tin cong qua Email, dé tai ma luan vin quan
tam va nghién ctru s€ dua ra cach nhan dién mot tAn cong tur bén ngoai hoac bén
trong ddi voi hé théng Email. Tir d6 phan tich cac mdi nguy hai, cac phuong thirc
tan cong va mirc d6 anh huong dé dua ra cac phuwong phap ngin chin, phong chong,
khic phuc va bao vé hé thong Email mét cach hiéu qua.

> Bio vé tai nguyén ciia hé thong

Céc hé thong may tinh luwu giir rat nhiéu thong tin can truyén tai trén mang va tai
nguyén d6 phai dugc bao vé. Trong mot to chirc, nhitng thong tin va tai nguyén nay
c6 thé 1a dir lidu ké toan, théng tin ngudn nhan lyc, thong tin quan 1y, ban hang,
nghién ctru, sang ché, phan phdi, thong tin vé to chirc va thong tin cta cac hé thong
nghién cuu. DPoi vé6i rat nhidu to chire, toan bd dix lidu quan trong cua ho thuong
duoc luu trong mot co sé dir liéu va dugc quan ly, st dung bdi cac chuong trinh
phan mém. Cac tan cong vao hé thong thong tin co thé duoc thuc hién qua Email,
xuat phat tir nhitng d6i thu cua t6 chirc hodc ca nhan. Do d6, cac phuong phap dé
bao dam an toan cho nhiing thong tin nay rat phtc tap va nhay cam. Cac tan cong
c6 thé xuét phat tir nhiéu ngudn khac nhau, ca tir bén trong va bén ngoai té chic.
Hau qua ma nhiing tin cong thanh cong dé lai sé rat nghiém trong, gay ton that 16n
dén tirng c4 nhan va t6 chuc.

» Bdo ddam tinh riéng tw

Céc hé théng Email luu giit, truyén tai rat nhiéu thong tin can duoc giit bi mat va
chinh x4c. Nhitng thong tin ndy bao gdm: Sé thé bao hiém xa hoi, sé thé ngin hang,
sO thé tin dung, thong tin vé gia dinh,.. Nhiing thong tin riéng tu 1a yéu cau rat quan
trong ma cac ngin hang, cic cong ty tin dung, cic cong ty dau tu va cac hang khéac
can phai dam bao khi guri cac tai lidu thong tin chi tiét vé cach ho sir dung va chia sé
thong tin cua khach hang. Cac hing nay c6 nhimg quy dinh bit budc dé bao dam
nhiing thong tin duoc bi mat, phai thyc hién nhitng quy dinh dé bao dam tinh riéng
tu. Hau qua nghiém trong s& xay ra néu mot ké gia mao truy nhap dugc nhing
Email va danh cip cac thong tin c4 nhan. Do d6 bao vé Email ciing 13 mét phuong

phéap dé bao dam tinh riéng tu cua ca nhan va to chue.



3. DPo6i twgng va pham vi nghién ciu

- Vi viée xac dinh d6i tugng nghién ciru chinh 13 phan tich cic phwong thirc
tan cong qua Email va phuong phap phong chéng AntiSpam, dé tai s& dua ra cach
nhan dién mot tn cong tir bén ngoai hoac bén trong ddi voi hé théng Email, phan
tich chi tiét cac tin cong Spam Email. Tir d6, 1am rd cac mbi nguy hai, cac phuong
thirc tdn cong va mic d6 anh huong dé dwa ra cac bién phap ngian chin, phong
chdng, khic phuc va bao vé hé thong Email mot cach hiéu qua.

- Pham vi nghién ciru: Bé thyc hién nghién ctru d6i véi cac phuong thic tan
cong Email va phuong phap phong chéng AntiSpam, luin vin duoc xay dung trén
co s6 ké thira két qua khao sat thuc té va céc tai liéu tham khao.

4. Phwong phap nghién ctru:

Luan vin nay du kién to chirc thuc hién nghién ctru, dé xuat cac phwong phap
phong chong tin cong Email va cac yéu t6 lién quan mat thiét dén viéc xdy dung,
véan hanh hé thong.

Nghién ctru thyc hién théng qua phuong phap 1y thuyét: cac phuong thirc tin
cong hé thong Email, ludng gui nhan dir liéu, cac thuat todan ma hoa, cac phuong
phép loc goi tin,...

Nghién ctru bang phuong phép thyc tién: tir viéc phan tich dir liéu gui va nhan,
thu thap cac mau va mo ta cach phong chéng tai Ngan hang Hang Hai Viét Nam
(MSB).



CHUONG L. GIOI THIEU VE THU PIEN TU, THU RAC VA

CAC HINH THU'C TAN CONG THU DIEN TU
1.1 Tim hiéu vé thw dién tir (Email) va thw rac (Spam Email)
1.1.1. Tim hiéu vé thw di¢n tir (Email)
1.1.1.1 Dinh nghia thu dién ta (Email)

Email (1a tir ghép viét tat ciia Electronic Mail — Thu dién tir) 1a mot dang tin
nhan/ thong diép dugc giri di tir mot ngudi ding may tinh dén mot hodc nhiéu ngudi
nhan qua mang.

Thong diép duoc luu trit trong Email c6 thé ton tai & dang van ban (text), hinh
anh, am thanh, video v&i cac hinh thirc tép tin dinh kem.

1.1.1.2 Phén loai cac loai Email hién nay

Déi v6i hé thong Email hién nay c6 2 loai Email 1a Email Server va Email mién
phi.

Email server: 1 giai phap Email riéng biét do t6 chirc hodc doanh nghiép xay
dung hé thong may chu riéng biét dé thuc hién viéc quan tri toan bo hé thong mail
ndi bo cia t6 chirc hodc doanh nghiép d¢6. Email server cho phép kiém soat 1 lwong
16n cac Email giri va nhan cua cac ca nhan trong don vi dam bao su on dinh, lién tuc
véi toc @6 nhanh, an toan dit liéu va kha nang khoéi phuc dir li¢u cao...

Email mién phi: St dung Email do mot nha cung cép dich vu c6 san nhu
Gmail, Outlook, iClound Mail, Yahoo! Mail, AOL Mail, Zoho Mail, GMX Email,
Yandex Mail, Mail.com, Lycos.com, ...

So sanh hai dich vu Email Server va Email mién phi

Tiéu chi so ) i x
i Email Server Email Mién Phi
sanh

Phi Mit phi Mién phi

Nhu nhau (Danh sach 1ié
o hu nhau (Danh sach lien o o0 (Danh sach lién h, lich,

Tinh nang h¢, lich, takenote, doc tin _

RSS....) takenote, doc tin RSS,...)
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Nhdm nghién ctu tong thé cac phuong thic tin cong hé thong Email ciing nhu
cha dong phan tich ludng di lidu giri nhan trong hé théng, luan vin tap trung nghién
ctru dich vu Email Server.

1.1.2.  Tim hiéu vé thw rdic (Spam Email)

1.1.2.1 Dinh nghia thu rac (Spam Email)

Spam (Stupid Pointless Annoying Messages) 1a nhitng bérc thu phién todi, vo
nghia, ngu ngdc.

Spam Email: 1a viéc guri hang loat Email chira ndi dung khong lién quan hodc vo
b6 dén nhiéu nguoi nhan. Spam Email thuong chira cic loai quang cdo dugc giri
mot cach vo to1 va tir mot dia chi khong xac dinh dén noi nhan 1a mot danh sach rat
dai giri dén cac ca nhan hay cdc nhom nguoi. Chat luong cia loai thu nay thuong
thép, d6i khi 1a mot su Itra dao dé tim cach thu thap tin tirc cd nhan hoac tir d6 xam
nhap vao hé thong mang.

Hau hét cac thu rac c6 ban chét thuong mai, khong chi gay phién nhiéu ma con
nguy hiém vi chiing chira cac lién két din dén cac trang web Iira dao hodc trang web
dang chua cac phﬁn mém ddc hai dudi dang tép dinh kem.

K¢ gt thu rac thuong thu thap dia chi Email tir cac phong tro chuyén, trang
web, danh sidch khach hang, mang Xa hoi va phat tdn céc virus td1 dia chi nguoi
dung. Nhirng Email nay s€ dugc thu thap va d6i khi ban cho nhitng doanh nghiép
kinh doanh hodc d6i thu canh tranh khac.

1.1.2.2 Cac dic diém thu rac (Spam Email)

Spam Email dwee giri di mot cach tw dong: Muc dich cua nhitng ké giri thu
rac (spammer) 1a c6 thé phat tan luong thu rac rat 1on téi ngudi dung cang nhiéu
cang tot. Do vay, chung thudng xuyén xay dung phan mém ty dong giri mot luong
16n thu rac trong mot thoi gian ngan.

Spam Email dwge giri dén nhirng dia chi ngiu nhién trén mét dién rong:
Dia chi Email ciia ngudi bi nhan thu réc rat ngdu nhién va duong nhu gitra nguoi

nhén va nguoi gui khong c6 moi quan hé voi nhau. Cé nhiéu phuong phép va thu



thuat ma nhirng ké giri thu rac ap dung trong viéc do tim dia chi Email ctia nguoi
dung nhu:

Dung chuong trinh tu dong do tim dia chi Email trén mang Internet, cic trang
chu, Newsgroup, Chat room....

Mua dia chi Email tir nhitng cong ty da xay dung danh sach khac hang cua ho
nhung vi Iy do ndo d6 ban cho dbi tac cua cong ty nay dé gui thong tin vé dich vu
hay san pham.

Email chudi (Chain letter) tir ban bé va nguoi than, yéu cau giri thu cho cang
nhiéu nguoi cang tét vi Iy do ung ho hay moi chao thir nghiém mot san phidm nao
d6, mot chuong trinh giam gia dé nguoi dung dic biét quan tdm nham danh lira va
thu thap thong tin.

Spam Email dung chwong trinh doan tén tw dong: Nhiing ké giri Spam Email
dung chuong trinh nay gai Email lién tuc vao mot noi dé doan dia chi Email qua
nhirng phuong phap nhu E-pending, Dictionary hay Alphabet

Bén canh d6, nhitng ké gui thu rac con co thé co dugc dia chi Email cia nguoi
dung do:

Céc nha cung cap dich vu (ISP) khéng c6 chinh sach va cong nghé bao mat, dan
dén viéc cac tin tic (hacker) an cdp dia chi ciia khach hang dé budn ban va giy
phién nhiéu. C6 thé do chinh ISP budn ban dia chi Email cua khach hang dé kiém
loi nhuén, cac nhan vién ISP d tiét 16 thong tin vé khach hang cho cac ddi thu canh
tranh chinh ISP d6, hodc cho nhitng céng ty mudn quang cao cho nhitng khach hang
riéng biét.

Chinh nguoi dung cung cip dia chi Email cia minh qua nhitng lan dang ky 1am
thanh vién trén cac cong déng Internet hodc trén cac dich vu ma vo tinh da bi danh
cip thong tin.

Noi dung ciia Spam Email thwong 1a nhitng ndi dung bit hop phap, giy
phién ha cho nguwoi ding: Phan 16n ndi dung cia thu rac 13 nhiing thong tin moi
chao vé thuong mai hay quang c4o. Bén canh d6, phai ké dén nhimng thu rac c6 nodi

dung xau (nhu khiéu dam, chéng pha chinh tri,...) gdy tdm 1y lo ngai cho ngudi lam



cong nghé théng tin. Luong thu rac phat tan virus rat 16n. Trong nhing thu nay
thudng mang theo virus gy té liét hoan toan may tinh ciia nguoi dung, danh cip
thong tin cd nhan hodc lam hong dir li€u trén may tinh.

Pia chi ciia ngwdi giri thw rac thwong 13 nhirg dia chi tra hinh: Dé tranh su
nghi ngd cua ngudi nhan, mot sé ké giri thu rac thuong gia dang dia chi cua mot
ngudi dung binh thudng trong mot may chu Email ndo dé mot cach bat hop phap
hozc mét dia chi gia dé giri thu rac.

1.1.2.3 Cac k¥ thuat tao ra mot Spam Email

Ky thuit che gidu hodic chuyén hwéng ndi dung, lién két: Do 1a nhimg ky
thuat che dau noi dung ciing nhu lién két, c6 thé véi nguoi dung thi ndi dung hay
céc lién két cia trang web d6 1a binh thudng, nhung véi bd may tim kiém thi né lai
hién thi & mot dang khac hodc nd chuyén huéng ngudi ding dén mot trang cd ndi
dung hién thi hoan toan khéc véi trang ma con bo tim kiém nhin thay.

Tan cong trang web: Mot sb truong hop trang web co thé bi tn cong theo kiéu
hién thi n6i dung hoic cac lién két Spam cho bd may tim kiém. Trudc kia diéu nay
rat nguy hiém cho website, c6 thé s& bi dinh thuét toan mot cach oan .

Viin ban 4n hodc nhoi nhét tir khéa: Nhitng trang web cd tinh nhoi nhét tir
khoa hodc chta cac van ban an, truéc kia day 1a mot trong nhitng 15 hong cia
Google, nhung dén nay thi 16 hong nay da dugc cac thuat toan cap nhat phat hién va
thay thé.

Tén mién tré huéng: 1a cac trang web dugc sir dung cac bién phap dé c6 thé
ding & vi tri cao véi rat it ndi dung c6 gia tri, khi ma nguoi dung click vao tén mién
d6 no s& chuyén sang mot website khac.

Spam thuin tiy: Cac trang web sir dung cac ky thuat Spam c6 tinh cong kich
vi du nhu nhitng website c6 ndi dung vun vit, che giéu, nhirng chudi van ban vo
nghia dugc tao tu dong tur cac trang web khac.

Cung cip DNS dng va may chi lru trir gay ra spam: Do 1a nhirng trang web
dugc luu trit boi nhitng dich vu mién phi hodc cac nha cung cip DNS dong chira

mot lugng 16n nhitng ndi dung spam.
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Noi dung nghéo nan c6 it hoiic khdng cé gia tri: Cac trang web co chét luong
thap, ndi dung nghéo nan, c6 gia tri thap hodc khong co gia tri cho nguoi dung hoic
nhirng trang web c6 chira nhiéu lién két xdu, kém chat luong, cic trang con giéng
nhau hang loat, n¢1 dung duogc tao dung mot cach tu dong hodc sao chép tu cac
website khac.

Lién két bit thuwong tir trang web: nhimng trang web c6 st dung céac lién két
bat thuong, nhiing lién két gid mao nhdm muc dich thao tung vi tri xép hang,
pagerank nhimng viéc 1am nay thuong duoc phat sinh tir qua trinh mua ban, trao d6i
lién két.

1.2 Céac hinh thirc tin cong Email

1.2.1 Mt sé hinh thirc tin cong Email
Lira dio qua to chirc danh tiéng : Cac Email dugc giri dén tir Microsoft va dua ra
thong tin vé& Email ctia nguoi dung s& bi ngit két ndi do vi pham chinh sach, yéu
cau xac minh dia chi tai dia chi lién két dinh kém. Khi d6 nguoi ding c6 ging dang

nhap va nhan vé mail c6 dang microsOftsupport@hotmail.com, nhap vao lién két s&

link dén mot trang web gia mao va yéu cau diang nhap thong tin.
Khong chi Email duoc guri tir Microsoft ma cac Email khac cling dé dang bi danh

Itra v6i cach thue tuong tu.

57 httpsi//bo .com/cmd-login=d2c18:78 = @ & | B Sign in to your account

B® Microsoft

Pick an account

john_doe@example.com

—|— Use another account

©2019 Microsoft Termsofuse  Privacy 8 cookies - -+



mailto:micros0ftsupport@hotmail.com
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Hinh 1.1: Email Outlook deng lira ddo

Google

One account. All of Google.

Find my account

Create account

Hinh 1.2: Gmail dagng lira ddio

Hinh 1.1 va hinh 1.2 13 mét dang Email Lira dao c6 giao dién giébng nhu cac trang

web uy tin, tuy nhién tén website da bi thay d6i dang bo.microsOft.login.com va
Gmaiin.com. Khi nguoi ding khong nhén ra su Ira ddo va nhéap vao lién két, trang
gia mao s& yéu cau nhap thong tin ca nhan va danh cip thong tin do.

Email théa thuin tir doanh nghiép: Trong thoi gian nguoi st dung Email dang
tham gia dam phan tai chinh. Dot ngdt c6 Email dén hop thu va hudng dan tai
khoan thanh toan bi gian doan va s& gdy hau qua nghiém trong dén to chic néu
khong thuc hi¢n ding han, kém theo 1a mot hudng dan thanh toan. Khi d6 ké tin
cong sé& tan dung mao danh nguoi diéu hanh va lay cip thong tin ctia ngudi dung,

doanh nghiép
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Figure 4 BEC email point-of-origin.

.. )

Webmail
Registered

@ Compromised

Source: Agari Data, Int

Hinh 1.3: Email lira ddo théa thu@n doanh nghiép

Hinh 1.3 cho thay ty 1¢ Email bi lira dao ddi v6i doanh nghiép theo bao cao tir to
chuc BEC, trong d6 c6 67% Email dang ky, 28% Email da dang ky tai khoan, 5%
Email thoa thuan yéu cau dam phan tai chinh.

Email tong tién: Mot Email duoc gui dén véi ndi dung “YOU SHOULD TAKE
THIS VERY SERIOUSLY”. Ngudi guri s& yéu cau mot trang web den ma nguoi
nhan di truy cip, ngudi gui khang dinh ho d3 quay lai video ctia nguoi nhan va yéu
cau boi thuong, tuy nhién khong tra bang tién mit ma bang Bitcoin. D6 1a mot dang
téng tién ky thuat sb, ké lira dao s& co thong tin cia ngudi dung va ban bé nguoi

dung trong danh sach.
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YOU SHOULD TAKE THIS VERY SERIOUSLY

Hinh 1.4: Dgng Email tong tién
Email ¢é chwra phz}in mém ddc hai: Cac ph?m mém doc hai duoc dinh kém truc
tiép vao Email nhung thuong duoc gia mao dé vuot qua Email truyén théng. Thuc
té Java va Flash duoc nén dang winrar v6i nhitng ndi dung nhu khuyén mai, mang

lai wu dai cho nguoi dung.

Table 1 Malicious attachment types. Table 2  Top 10 malicious extensions in email.
I Type Percentage Extension Percentage
Office 42 B% doc 41.8%
Archive N2 zip 26.3%
Seript 14.1% = 12.0%
FDF 29% pdf 9.9%
Binary 1.77% ar 1.9%
Java 0.22% v 17%
Flash 0.0003% docx 0.8%
Source: Talos Intaligence are 0.5%
e 0.5%
= 0.2%

Sourcer Talos Inteliganca

Hinh 1.5: Théng ké Email ¢é dinh kém ma dgc
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Hinh 1.5 cho thdy ty 1& cac ma doc dinh kém trong cic Gng dung va dinh dang,
trong d6 ung dung office cac ma doc chiém 42,8 %, archive chiém 31,2 %. Cic ma
doc dugc ma hoa hoac gui di véi cac dinh dang .doc chiém 41,8%, .Zip chiém
26,3% va thap nhat 13 .xIsx chiém 0,2%.

1.2.2 Kién tric cia thw dién tie dang liva ddo tin cong

To: you@youremail.com
Qo — From: Amazon Shipping <amz@123fnord.com>

Subject: You're recent order

Dear,
12 |

I -
Thanks you for your order. Details are as follow:

Purchase: Monthly delivery subscription for Puppy Food™
brand puppy food
Monthly cost $121 USD
Date and Time : Mei 03, 2019 10:21
IP Address : 254.189.234.159.01
Country of purchase: Guatemala
o |

If you no longer wish to subscribe please cancel immediately by following
the instructions in the attached or entering your credit card details here:
|

L4

00— — http://badphishingsite.com/dontgothere.html

Sincerely,
Amazon Shipping

(6] dontopenthisis.bad

Hinh 1.6: Kién trac Email lira ddao

(1) T dia chi khong hop 1€ nhu : @123 fnord.com, @gmaiil, @yahhoo,...
(2) Chtra nhiéu 18i chinh ta va ngit phap hoic logo mo. Pia chi dugc tao ra khong

pht hop hodc mét cach khong can than
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(3) Email yéu cau thyc hién hanh dong ngay lap tirc nhu click dé nhan phan thuéng
hodc khoi goi tri to mo
(4) Yéu ciu cung cap thong tin ca nhan nhu : ho tén, dia chi nha, sé dién thoai, s6
tai khoan tai chinh,...
(5) Dinh kém URL bét hop phap, c6 nhiéu Lira ddo. URL thudng an trong d6 1a lién
két dén mot trang web ¢6 chtra ma doc hodc virus
(6) Loai tép dugc dinh dang la, khong thuong xuyén nhan dugc dinh dang d6 nén
can xem xét va cach ly trudc khi thuce hién.
1.3 Hién trang vé cac tan cong Email hién nay
1.3.1 Tinh hinh tén cdng Email trén thé gidi
Trong quy 3 nim 2019 vira qua, hé thdng CyStack Attack Map da ghi nhan
127.367 website bi tan cong va chiém quyén diéu khién. Nhu vay, sé website nay
d3 giam 27% so v6i con sd 175.451 website bi tin cong trong quy 2. Cu thé trong
quy 3, sd lugng website thang 7, 8 va 9 1an luot 13 38.385, 44.848 va 44.134, giam
hon so v&i muc trung binh 42.483 website/thang ctia quy trudc. Tuy nhién, trong
cac ngay 11/7, 11/8 va 14/9, s6 website bi hack ciing ting dot bién, riéng ngay 11/7

sO website bi tan cong con gan cham moc ndm nghin
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Biéu d6 dudng so sdnh sé cudc tan céng theo thdi gian

Hinh 1.7 :Théng ké tan cong Email quy 3 niam 2018

4,66% (5.942)

46,5% (59.255) 5.99% (7.637)

Hinh 1.8: Théng ké theo tén mién quy 3 nim 2018
Can ctr thong ké tin cong Email quy 3 ndm 2018 (hinh 1.7) va théng ké theo tén
mién quy 3 nam 2018 (hinh 1.8) cho thay tén mién .com pho bién van 1a d6i tuong
dugc nham dén nhiéu nhat bai cac hacker, sau d6 1a tén mién .net v6i 5,99%. Ngoai
ra con c6 tén mién dic trung cua cac qudc gia nhu: .in (An D9), .ua (Australia), .id
(Indonesia), .br(Brazil), .ru (Nga), .vn (Viét Nam), ... Pay ciing 1 diéu d& hiéu boi

vi s0 lugng tén mién .com phod bién va cao hon rat nhi€u so vadi cac tén mién con lai.



17

@ China @ United States Russia @ Brazil @ Germany @ France @ Argentina @ Poland @ India
@ Vietnam @ Ukraine @ United Kingdom @@ Indonesia @ Netherlands @@ Bangladesh @ Italy @ Turkey

Colombia @ Canada Iran @ Other

Hinh 1.9: Ty |é thw rdc theo Quéc gia, Q1 2019

Dua trén ty 18 thu ra theo Quéc gia Quy 1 nam 2019 (hinh 1.9) trog d6 ty 18
Spam Email, cac qudc gia c6 ngudn gdc Spam Email hang du 1a Trung Qudc
(15,82%) va Hoa Ky (12,64%); Top 3 gém Duc (5,86%), Nga (6,98%), Brazil
(6,95%). O vi tri thir 6 1a Phap (4,26%), Argentina (3,42%), Ba Lan (3,36%) va An
Do (2,58%). Top 10 dugce lam tron boi Viét Nam (2,18%).

1.3.2 Tinh hinh tén cong Email tgi Viét Nam

Nam 2018, thiét hai do virus may tinh gay ra dbi véi ngudi dung Viét Nam da
1én mire ky luc 14.900 ty dong, twong duong 642 triéu USD, nhiéu hon 21% so véi
murc thiét hai ctia nam 2017 (Két quad dwoe diea ra tir chwong trinh danh gid an ninh
mang do Bkav thyc hién thang 12/2018).

Trén pham vi todn cau, toi pham mang gay thiét hai Ién t6i khoang 600 ty USD
mdi nam, twong duong 0,8% GDP toan cau. Trong do, khu vuc Pong A thiét hai
udc tinh tr 120 — 200 ty USD, twong duong 0,53 — 0,89% GDP khu vuc. Muc thiét
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hai 642 tri¢u USD tuong duong 0,26% GDP cua Viét Nam tuy chua phai cao so vdi

khu vire va thé gidi, nhung ciing 13 ky luc dang bao dong.

@kFax (orporate’

Waorld Leader in Digital Faxing

Fax Message [CalleriD. 1-867-749-9459
You have received a 1 page fax at Tue, 27 May 2014 09:23:19
GMT.

* The reference number for this fax 15 atl_did1-1400166434-
283897

o DO NOT click this link or
ick here to wew this fax using your PDF reader
_ download/run the file
Please wsi /page/help f you have any

questions regarding this message or your serce

Thank you for using the eFax senacel

j2),| @efax’ eoice' ElFuseMail’ = campaigner - FiKeepiiSafe” @ onebox’

2014 |2 Global, Inc. AN rights reserved
eFax i & registered trademark of [2 Global, iInc

Hinh 1.10: Email c6 chi#a Malware
Theo thdng ké, hon 1,6 triéu luot may tinh tai Viét Nam bi mat dir liéu trong
nam 2018. Bén canh do, hon 46% ngudi sir dung tham gia chuong trinh danh gia an
ninh mang cta Bkav ciing cho biét, ho da timg gip ric réi lién quan t6i mat dir liéu

trong nam qua.
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“ FITUIQII | TUNMIT O 1 UiV VO oaa

16i t6i, lam.Itp, maint ~

TU Vietnam People's Public Security +
legjinah@hdseconds.info

Tra loi Vietnam People’s Public Security *
majunggil@thezauggs.com

ol

Ngay 3:55,121thg 3,2019

Dén

Hien thi hinh anh

Chao ming ban dén vai C?g dan Nhan Viet Nam!

Ban phal b? ¢? cho t? nha ch?h ctia Canh s? Viet Nam tal
thanh phé Ha N&i vao ngay 13 th?g 3, 1? 3:00 chiéu Ban n? ¢?
ho chiéu hodc tai lieu kh? chirg minh danh t?h cla ban.
DPong thai, 12 th?g b? cho ban rang dé tham gia vao cudc diéu
tra, ban c?quyén ty m?h mal mét ngudl bao ve hodc nop don
vao tram cho mét luat su mién ph? y? cau sy tham gia cla
luat su, ban phai th?g b? trude cho ch?g t? bang e-mail hodc
c?h kh?. Chi tiét li? lac cua ch?g t?, cing nhu mét Ung dung
mau dugc d?h k? trong thu nay.

S8 doanh nghiep cua ban: #5382 17 820
Dat ngay xuat hien tai don canh s2: 2019-03-13

Xin vul 17g doc ho so vu ? mét ¢?h cén than! Ch?g t? d%h k?
kho luu tru véi tat cé c? tai lieu can thiét cho buc thu nay.

Hinh 1.11: Email c6 ch#a Ransomware
Hai dong ma doc pho bién tai Viét Nam khién nguoi dung bi mat dir liéu 1a dong
méi doc ma hoa téng tién ransomware va dong virus xoéa dir liéu trén USB. Cac ma
doc mi héa tong tién lay chii yéu qua Email, tuy nhién c6 t6i 74% nguoi dung tai
Viét Nam van giir théi quen mé tryc tiép file dinh kém tr Email ma khong thyc
hién mo trong mdi truong cach ly an toan, didu nay rat nguy hiém. Trong khi d6, do

USB la phuong tién trao di dir liéu phé bién nhét tai Viét Nam nén s may tinh bi
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nhidm ma doc 1dy qua USB ludn & muc cao. Thong ké ciia Bkav cho thdy, c6 t6i
77% USB tai Viét Nam bi nhiém ma ddc it nhat 1 1an trong nam.

Theo Cuc An toan thong tin (B6 Thong tin - truyén thong), tinh dén thang 9-
2019 da ghi nhan 3.943 cudc tAn cong vao cac h¢ théng thong tin tai Viét Nam.
2.015.644 dia chi IP cta Viét Nam nam trong cdc mang may tinh ma. So vdi clng
ky nim ngoai, tong s6 su c¢d tan cong ting 104%.

Khao sat 30 ngan hang thuong mai va thuong mai ¢6 phan, 16 don vi cung cap
dich vu tai chinh bao hiém tai Viét Nam tir thang 5 - 7-2019 (hinh 1.12) cho thay
ngan sach dau tu an toan thong tin con & muirc thap, chi chiém khoang 15% trd

xuong trong tong dau tu vé cong nghé thong tin ctia cac don vi nay.

Hinh 1.12: Théng ké cac logi tdn cong Email vao doanh nghiép

To6i pham khong gian mang da loi dung su pho bién cua Email va bién Email
thanh huong tan cong vao cac doanh nghiép, thim nhap cac mang, cudp thiét bj va
cudp tién, dit liéu nhay cam. File dinh kém Email dic biét dugc st dung dé chén
cac phﬁn mém doc hai vao mdt td chirc nhim tao ra cac cudc tan cong mang. Voi
cac nhan vién doanh nghiép phai 1am viéc v6i hang traim Email mdi ngay thi viéc
tr& thanh nan nhan cia tin cong qua Email 1a diéu kho tranh. Diéu d6 khién cac t6
chtrc, doanh nghiép trén toan thé giéi luén quan tim dén viée chdng cac méi de doa,

cac cudc tan cong qua Email. Tuy nhién, bat chap cac cong cu va cong ngh¢é nhu ma
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hoa Email, sandbox va tri tué nhan tao, tin cong qua Email van rat pho bién. Tur d6
nhan théy Email van 1a huéng phé bién dé truyén tap tin doc hai trong ndi bo to
chtrc, doanh nghiép. Dé tranh tré thanh nan nhan, cac to chirc cAn phai hiéu cach
thirc hoat dong ciia cac cudc tdn cong qua Email ngdy nay va cach ngin ngira hoic

gidm thiéu sy co.
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CHUONG II: CAC PHUONG PHAP PHONG CHONG TAN

CONG THU PIEN TU
2.1. Cac phwong phap phong chéng tin cong ddi véi Hé thong Email.

Mot hé thdng Email bao gdm nhitng thanh phan sau:

N How Email Appears to Work -
g g
| Sender's Qutbox i >| Recipient's Inbox |
[

& X How Email & X
Sender's Mail Client 9 Recipient's Mail Client
o Really Works o

AL
A W
' Sender's MDAIMTA | (3 I_Recipient's MDA/MTA |

Company MNetwark

— -

*

Sender's Mail Server I 4 Spam & \l_p. Rec PiE"II'.S Mail Server(s)
(MTA) i Virus (MTA)
“ Blockers - N
) <] Yo ]
email queue |
® ;]

Hinh 2.1: Nhing thanh phan ciia hé théng Email

Theo so do trén (hinh 2.1) hé thong Email bao gém céac thanh phan sau: (ng
dung Mail Client, tng dung Mail Server, dudng truyén Internet.

Viy dé bao vé mot hé thdng Email hoan chinh, cac thanh phan can xay dung cac
phuong phap dé bao vé cac hé théng trén.

2.1.1 Cdc phwong phdp bdo vé doi véi ring dung Mail Client

Bao vé mg dung Mail Client chinh 13 bao vé nguoi ding tranh dugc cac tin
cong lra dao tir Email. Dé thuc hién duoc didu d6, ngudi dung can thue hién cac
phuong phap sau:

Kiém tra virus va phin mém ddc hai (viruses and malware): Str dung mot

phan mém diét virus uy tin; thuong xuyén chay quy trinh quét bang phan mém diét



23

virus dang tin cdy. Néu qua trinh quét phat hién bat ky chuong trinh hodc tng dung
dang ngd nao, hiy xem xét, cach ly va x6a khoi hé thong.

Chon méit khiu manh va khéng trang véi trang khac: Chon mat khau
gdm chit cai, s6 va ky tu dic biét, vi du: Mail@2019$$ .Khong nén dit mat khau 1a
ngay sinh hoac sb dién thoai, vi mat khau s6 rat d& doan va hacker c6 thé do ra mot
cach d& dang. Thay doi mat khiu dinh ky vai thang mét 1an dé dam bao tinh bao
mat.

Nén c6 it nhat khoéng 2 tai khoan Email: Mdi ngudi nén c6 it nhat khoang
2 tai khoan Gmail:

Mot tai khoan cong khai, dung cho cac hoat dong trén Internet. Tai khoan nay co
thé dugc dung dé giri Email v6i ban bé, nguoi than, hay dang ky cac dich vu nhu
Facebook, cac dién dan, hodc cic trang mua sam thong thudng, v.v...

Mot tai khoan danh cho trao doi cong viéc hodc dang ky cac dich vu quan trong nhu
ngan hang dién tir va dung lam tai khodn khoi phuc cho tai khoan cong khai.

Ping ky xac minh 2 bwéc: Xac minh 2 budc 13 16p bao vé bd sung cho tai
khoan Email. Diéu nay rit quan trong néu ngudi ding thuong st dung hodc ding
nhap Email cua minh trén may tinh cong cong ...

Chu y Phishing lira dao: Phishing 1a 1a cach thirc ma cac Hacker chuyén nghiép
thuong sir dung nham muc dich 1dy cap cac thong tin tai khoan nhu mat khau, tai
khoan giao dich truc tuyén... Néu duge mot Email yéu cau nhap thong tin tai khoan,
do d6 nén tranh xa nhitng Email kiéu nay vi c6 thé 1a Email Ira ddo nham 1y cap
céc thong tin nhu: S6 tai khoan ngan hang; S6 CMND; S6 thé tin dung; Ngay sinh
cua nguoi dung.

Xem xét cac link dinh kém Email: Cach nhan biét nhitng Email nguy hiém
chinh 1a nhitng Email dén tir nhitng dia chi khong xac dinh hodc thuong 13 nhing
Email rac. Nhitng Email nay thuong c6 ndi dung quang céo va kém theo nhiing
duong link yéu cau phai click vao dé dang nhap. Tuy nhién, Email c6 thé nhiing

duong dan nay s€ dan dén nhitng Website c6 chira ma doc, Virus va cac phan mém
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doc hai... Ngoai trir d6 1a Email uy tin dén tir cac ngan hang hodc cac dich vu dang
st dung.

Khéng mé file dinh kém khi khong xac dinh ré nguwoi giri: Néu nhan duoc
mot Email tir mot dja chi ma khong quen biét chira cac file dinh kém, khi tai xung
nhirng tap tin dang d6, cac ma doc hai s& 14p tirc lan truyén dén may tinh. Day 1a
nhirng tap tin ma khi click vao s€ tuy dong tai vé hodc mot sd file dinh dang EXE
nhung duogc dit dudi cac dinh dang anh phd bién nhu JPG hay GIF...

Han ché két néi WiFi cong cong: Két ndi WiFi tai cac tu diém cong cong
chéng han nhu cac quan Cafe va truy cap Internet moi lic, moi noi. Tuy nhién, néu
chi ludt Web binh thuong thi khong sao nhung néu thudng xuyén truy cip Va0 CAC
tai khoan giao dich truc tuyén thi c6 thé s& bi cac phan mém gian diép " phat hién"
dugc cac thong tin tir d6 1am ban dap dé tan cong hé théng Email

2.1.2 Cdc phwong phdp bdo vé déi véi hé théng gng dung Mail Server

DPé dam bao tinh toan ven, an toan va xac thuc ddi v4i hé théng ung dung Mail
Server can dap tng cc yéu cau sau:

2.1.2.1 Kiém tra dit liéu dau vao (Input Data Validation)
- Phai xay dung danh sach cac dir liéu dau vao khong hop 1€;
- Phai kiém tra tinh hop 1€ cua dir li€u nhép vao cac ung dung, bao dam dir li¢u
duoc nhép vao la chinh xac va hop 1¢€:
e Phai kiém tra dit liéu dau vao ca phia server va client dé loai bo cac ky tu
nam trong danh sach dir li¢u dau vao khong hop 1€;
e Phai kiém tra tit ca dir liéu dau vao bao g@)m: HTML form, REST call,
HTTP header, cookie, batch file, RSS feed...;
e Kiém tra dit liéu dau vao: d6 dai, kiéu dir liéu, kiém tra sy hop 1y cua dit
liéu (vi du: zip code, post code...)

- Kiém soat va xur 1y dit liéu dau vao dé chng lai cac tin cong sau:

e SQL injection: phai loc dit liéu nguoi dung- sir dung filter dé loc cac 1y
tu dic biét hodc cac tir khoa (SELECT, UNION). Ngoai ra ké tin cong
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thuong st dung cac k¥ tu dudi day dé thuc hién tan cong SQL injection,
do d6 phai kiém soat chit ché:
= Null byte (%00);
» Cac ky tu new line (%0d, %0a, \r, \n);
» Cé&c ky tu “dot-dot-slash” nhu “.../” hoac “...\”
= Néu tng dung hd trg UTF-8 (bang mi Unicode), kiém tra dau vao
13 : “%c0%ae%c0%ae/”.

e LDAP Injection: loai bo hodc thay doi cac ky tu dic biét bang cach sir
dung cac biéu thic chinh quy (regex) da dinh nghia....;

e OS Command Injection: loai bo cac ky tu dac biét phia Server: cac
chuyén hudng, diéu kién OS command....;

e Remote File Inclusion (RFI) va Local File Inclusion (LFI): thiét 1ap
quyén cho cac thu muc hop 1y.....;

o XML (XPath tampering, XML External Entity, XML Injection);

e XSS (reflected, stored, DOM base XSS, HTTP Header Injection): escape
cac ky tu dac biét ma nguoi dung nhdp vao thanh cac html entity (vi du:
str dung ham htmlentities () trong PHP)...

- Cac két qua kiém tra 10i dau vao phai duoc ghi nhat ky;

- Kiém tra tinh hop 1& cta dir liéu can duogc xu 1y tu dong trong cac tng dung
nhiam phat hién thong tin sai 1éch do céc 15i trong qua trinh xir 1y hodc céac
hanh vi sira d6i thong tin c6 cha y.

2.1.2.2 Xac thuc va quan ly mat khau (Authentication and Password
Management)
a. Xac thue

- Céc thong tin xé4c thuc sir dung dé truy cap hé thong Email phai dugc ma hoa
va luu trlr an toan;

- Phai xac thuc ngudi dung khi c6 yéu cau truy cdp vio cac tai nguyén, ngoai

trir xac tai nguyén cong khai;
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- Phai xac thuc lai nguoi dung trude khi cho phép thuc hién cac hanh vi quan
trong (vi du: xuit béo cdo, x6a bao céo.. s

- Sir dung x4c thuc da nhan t6 khi ding nhap vao hé théng (vi du: két hop xac
thuc tai khoan/ mat khau véi OTP....) nham ting cudong bao mat;

- Néu str dung nhan té x4c thuc ctia bén thir ba, phai c6 bién phap ra soat ma
doc trude khi str dung (vi du: Token bén thir ba cung cip...);

- Ung dung mic dinh khoa tai khoan x phut sau y 1an dang nhap sai, nguoi ding
mudn mo khoa tai khoan trd lai can thong bao cho bd phan chiu trach nhi¢m
lién quan. Tham sb thoi gian cu thé s& dugc thiét 1ap phu hop véi yéu cau st
dung thuc té cua ting Gmng dung;

- Dbi voi mot s6 tmg dung ma tai khoan ngudi dung khong thé bi x6a vi 1y do
toan ven dir liéu thi tng dung phai c6 tinh ning dé khoa tai khoan (Disable/
Inactive);

- Cac thu tyc xac thuc phai mac dinh 1a fail securely, tic 1a mdc dinh tra vé false
néu co bat ky ngoai 1 ndao xay ra trong qué trinh xtr 1y, dé dam bao ké tan
cong khong thé truy cap duoc;

- Thoi gian phan hoi cho cac xac thuc thanh cong hay that bai 1a nhu nhau, dé
tranh viéc ké tan cong c6 thé chén cac palyload theo diéu kién dung/ sai vao
cac form ding nhap va dua vao thoi gian phan hdi cua ung dung dé tir d6 ¢o
thé suy doan céc thong tin nhay cam (vi du: tdn cong Blind SQL Injection).

b. Mat khau
- Mat khau truy cap ing dung phai dp ing yéu cau chung vé d6 dai va muc do
phtrc tap nhu sau:
o C0 d6 dai tdi thiéu 8 ky tu
e Bao gom 03 trong 04 loai ky tu: Chit thudng, chit hoa, s6, ky tu dic biét;
e Mait khdu phai duoc thay d6i dinh ky theo quy dinh cua to chirc (vd 90
ngay/ lan);
e Mait khau phai dugc ddi ngay khi tai khoan st dung 1an dau, cap méi;

- Ung dung can dap tng yéu cau thiét ké, quan 1y mat khau an toan:
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Phai ¢ chirc ning quan tri, thiét 14p d6 phirc tap cua mat khau;

Phai c¢6 cong cu ghi lai dugc qua trinh, trang thai dang nhap (nhu s6 1an
ding nhdp sai, s6 lan ding nhap thanh cong, dia chi truy cdp ung
dung...) trong thoi gian it nhat 01 thang;

Tao tai khoan cho nguoi dung véi mat khau ngiu nhién dap tng cic yéu
cau vé do phtrc tap mat khéu dugc néu;

Hé thong c6 tinh ning nhic ngudi sir dung d6i mat khau sau khi cip méi
1an dau tién va trude khi hét han, dong thoi kiém tra d6 phuc tap ctia mat
khau theo yéu cau ctia mat khau;

Chtrc ning thay d6i mat khau bat budc phai bao gdm: yéu cau nhap mat
khau hién tai , nhap mat khau mai, nhap lai mat khau méi;

Ung dung phai ¢ tinh ning thong bao dén ngudi dung khi c6 bt ky yéu
cau reset mat khau tai khoan cua ho ( qua SMS, Email...);

Néu st dung reset mat khau qua Email, thi gri mot lién két/ mat khau
tam tGi dia chi Email da ding ki trudc d6. Lién két / mat khau tam 1a duy
nhat va chi co hiéu luc tong khoang thdi gian xac dinh. Tham sb thoi
gian hiéu luc s& dugc thiét 1ap phu hop véi yéu cau sir dung cia timg hé
théng Gmg dung;

Mat khau phai dugc bam véi mot gia tri Salt ngau nhién, nham chéng lai
cac cudc tAn cong dang Brute-force va Dictionary Attack;

V6 hiéu hoa chirc ning ghi nhé mat khau cia trudng mat khau va tinh
nang auto fill vao cac truong khac cia img dung ( Vi du: thiét 1ap autofill
vao cac trudng khac cta ing dung ( Vi du: thiét 14p autocomplete = “off”
trong cac input tag);

Thong béo 16i khong dugc dua ra chi tiét phan nao cia xac thyuc 13 khong
chinh x4c. Khong hién thi dang: “Invalid password/ Mgt khau khéong
diing” hodc “Invalid ID/ Tai khodn khéng diing”, ma phai hién thi chung
nhu “Invalid ID or password/ Tdi khodan hodc mdt khdu khéng ding”.
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2.1.2.3 Uy quyén (Authorization)
bam bao nguoi dung chi duge phép truy cip vao cac tai nguyén duge uy
quyén. Quy tic ndy giup chdng lai cic tin cén Spoofing va leo thang dic
quyén;
V6 hi€u hoa churc nang Directory Browsing;
Chi nguoi dung c6 dic quyén co thé truy cap duoc vao giao dién quan tri
(Admin Panel);
Khong cho phép nguoi dung (trir nhitg ngudi dung c¢6 diac quyén ) tac dong (
sira, x0a...) dén cac dit liéu cta kiém soat truy cap ( nguoi ding, nhom ngudi
dung, chinh sach....);
St dung “referer” header voi muc dich kiém tra bd sung, khong st dung duy
nhat n6 dé kiém tra Gy quyén vi c6 thé bi gia mao;
Gi6i han sb luong giao dich ma mdi ngudi dung hodc thiét bi co thé thuc hién
trong mot khoang thoi gian nhét dinh;
Tat ca cac truy cap, bat ké thanh cong hay that bai déu phai ghi log.

2.1.2.4 Bao vé dir liéu nhay cam (Sensitive Data Protection)
Céc dir liéu nhay cam (vi du: thong tin dinh danh, thong tin sb dién thoai, dia
chi,...) khéng duoc truyén trong mang dudi dang nguyén thuy( Plain Text)
khong dugc ma hoa;
Khong luu trir cac dit 1iéu nhay cadm trén céac kho luu trit phia client (vi du:
HTMLS, localStorage, IndexedDB, regular, sessionStorage, cookies hodac
Flash cookies). Néu viéc luu thong tin trong cac kho luu trit trén 13 can thiét
do yéu ciu dic thu tng dung thi thong tin phai duoc ma hoa;
Str dung co ché HTTP Expires cho cac tng dung nén tang Web dé tranh viéc
cac trang Web bi catching lai dit li¢u nhay cam;
Khong sir dung URL dé truyén di cac dit lidu nhay cam. cac dit liéu nhay cam

phai dugc gui di dudi cac thong diép HTTP body hoac HTTP header.
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2.1.2.5 Quan ly phién lam viéc (Session Management)
Session ID phai dugc tao ra trén mot hé théng tin cay, khong luu trit & phoa
Client trong mé hinh Client- server va phai dugc ma hoa trong qua trinh
truyén giri trong hé thong mang;
Session ID phai du dai ti thiéu 13 1 chudi 40 ky tir, ngdu nhién va duy nhat
cho mdi phién;
MBJi tai khoan chi dugc phép c6 mot phién két ndi tai mot thoi diem. Pong
thoi, mdi 1an xac thuc déu phia sinh ra mot session méi va mot session ID
moi;
Khi két ndi HTTP duogc chuyén sang HTTPS, phai 4p dung mot session 1D
moi. Nén sir dung HTTPS thay vi diéu huéng tir HTTP sang HTTPS;
Khi mat khau duoc thay ddi, cac phién trude do phai duoc cham dut;
Phai ty dong ngén phién lam viéc sau mot khoang thoi gian nhat dinh nguoi
dung khong st dung. Tham sé khoang thoi gian cu thé s& duoc thiét 1ap phu
thudc vao yéu cau sir dung thyc té cia timg tng dung;
Céc trang/ chirc ning yéu cau ngudi dung xac thuc déu phai co chirc ning
dang xuat dé chdm dut phién va cac két ndi lién quan;
B6 sung Token ngau nhién d6i véi mdi phién dé tin cong Cross Site Request
Forgery (CSRF);
Thiét 1ap tham s6 “Secure” va “HttpOnly” cho Cookie nhdm chdng tin cong
XSS.

2.1.2.6 Ma hoa (Cryptographic Practices)
M4 héa dit lidu phai duoc thuc hién trén hé thong tin cdy ( Vi du: trong mo
hinh Client- Server, thi tuc ma hoa phai dugc thuc hién & phia Server);
Khoa mi hoa phai dap tmg cac yéu cau sau:

e C06 d0 dai tdi thiéu 256 bit;

e La chudi ky tu bao gém chi, s, ky tu diac bi¢t;
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e Mot khoa mdi phai duoc khai tao cho mdi phién, cac gia tri ngau nhién
phai duoc tao ra bang cach sir dung bo sinh sé ngau nhién soa cho ké tin
cdng khong thé doan duoc gia tri nay.

Tat ca module md hoa phai mic dinh 1a fail securely, tirc 14 s& mic dinh tra vé
false néu c6 mot ngoai 1é xay ra trong qua trinh xir 1y;
Str dung cac thuat todn ma hoéa dir li€u mang vdi do dai 16n (vi du: AES 256,
RSA 4096, 3DES). Khong st dung céac thuat todn ma hoda cii, khong con an
toan (vi du : DES, RC4, RC5);
Str dung cac ham bam méat ma manh véi d¢ dai khoa 16n (vi du: SHA-256 tro
Ién, RIPEMD). Khong st dung cac ham bam cii, khong con an toan (vi du:
MD4, MD5, SHA-0, SHA-1).

2.1.2.7 Kiém soét va ghi log (Auditing and Logging)
Log, URL, théng bao 13i, hudng dan khic phuc 16i khong chua thong tin nhay
cam nhu session ID, API key, mat khau, phién ban phan mém....;
Nhat ky an ninh thong tin (Security Logs) phai bao gom cac thong tin sau:

e DPing nhap/ Piang xuit ing dung thanh cong/ thét bai;

e C4 ging dang nhap ung dung ngoai khoang thoi gian lam viéc da duoc
dinh nghia san;

e Truy cap vao tai nguyén quan trong; cac tép tin luu trir dit li€u nhay cam,
thu muc hodc cac tai nguyén khéc

e Cac hoat dong tao, x0a, stra d6i dit lieu nhay cam;

e Truy cap trai phép cac tap tin, thu muc hodc céc tai nguyén khéac;

e Ldi cta bat ky dich vu, tng dung quan trong nio.

Nhat ky hoat dong tai khoan quan tri (User Admin Logs) phai bao gdm céc
thong tin khoi tao, x6a, doi tén, sira d6i quyén truy cip va thay doi mirc d6 mat
khau cho ho so nguoi dung (User Profile);

Nhat ky hoat dong st dung dé diéu tra (Audit log) phai bao gém téi thiéu cac
thong tin sau:

e Transaction ID- Ma giao dich;
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User ID- Ma nguoi dung;

No1 dung céc truong dir licu trude va sau khi xay ra su kién;

Hanh dong xay ra
e Thoi gian xdy ra su kién
e DiachilP

Hé thong ghi nhat ky va thong tin nhat ky phai duoc bao vé nham chéng gia
mao va truy cép trai phép;
Phai thuc hién sao luu log dé kiém tra tinh toan ven cua log. Thiét 1ap chi cho
phép tai khoan c6 quyén cau hinh ung dung dugc phép x6a log, nham bao vé
log khéi viée truy cép va chinh stra trai phép;
Cac ky tu non-printable (Null, SUB...) va cac ky tu field separators (,;:*TAB
Space) trong log phai dugc ma hoa dé tranh tan cong Log Injection:
Log phai dugc luu trit & mot phan vung khac so v&i phan vung tng dung.

2.1.2.8 Quan ly tap tin va tai nguyén (File and Resource Management)
Gi61 han cac loai tap dir li€u tai 1€n, chi cho phép tai Ién mot s6 loai tén tin x4c
dinh va phai scan malware cac t€p nguoi dung tai 1én;
Pam bao chi c6 ngudi dung da dugc xac dinh va cip quyén méi duoc upload
tap tin;
Khong tai tap tin 1én tng dung truc tiép qua cac I/O command dé tranh cac
loai tin cong Path traversal, Local file inclusion, Reflective file download, OS
command injection...;
Khong str dung cac dit liéu 1y tir ngudn khong tin cdy trong inclusion, class
loader hoic reflection dé ngan cac 16 hong Remote/ Local code execution;
Khong str dung cac dir liéu 1ay tir ngudn khéng tin cdy trong Cross-domain
resource sharing (CORS) dé bao vé chdong lai tin cong Arbitrary code
execution;
Céc tap tin va thu muc tir nguon khong dang tin cdy phai dugc luu trir bén

ngoai Webroot; thiét 1ap dic quyén t6i thiéu cho cac tip tin va thu muc do;
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Phai phan cép tap tin va thu muc, dam bao Gng dung khéng thé truy cip Ién
c4c tai nguyén phia trén, ngan chin tin cong leo thang déic quyén;
Han ché cac cong nghé, k§ thuat khong con dugce hd tro nhu plugin NSAPI,
Flash, Shokware, Active-X, Silverlinght, NACL, client-side Java applets,..;
Kiém tra bo dém dé dam bao khong ghi qua khéng gian bé nhé duoc phan bd;
Khi str dung cac ham soa chép nhu strncpy(), kich thude bd dém dich phai 16n
hon kich thudc bo dém ngudn khong bi thiéu ki tw NULL ( ky tu két thic
string);
Khong st dung cac ham chtra 16 hong nhu printf, stcat, strcpy,..

2.1.2.9 Cau hinh hé thong dam bao an toan (Systerm Configuraiton)
Ludn cap nhat cac ban va cdp nhat, ban va bdo mat. Loai bo cac file khong can
thiét, dac biét 1a test code, cac tinh ning chi ding trong qué trinh phat trién;
Dit liéu truyén giri gitta cac thanh phan cta tng dung phai dwoc ma hoa, dic
biét 1a dir liéu truyén giri giita may chu ung dung va mdy chi co s dit lidu
hoic giita cac hé théng khic nhau. Cac dir liéu nay chi duoc glri nhan bang tai
khoan da duoc xac thuc, v6i quyén truy cdp t6i thiéu phuc vu muc dich gui
nhan dir liéu;
Sao luu file cu hinh nhim kiém tra tinh toan ven cua file. Thiét lap “read
only” cho file cau hinh va chi cho phép tai khoan c6 dic quyén truy cép, chinh
sua;
Xac dinh phuong thirc truy van HTTP ma tmg dung (GET, POST...) va chin
cac phuong thirc khong sir dung (HEAD, PUT, DELETE...). Quy tic nay giup
chéng lai tAn cong HTTP verb tampering.

2.1.2.10 An ninh cho cac ung dung Email trén di dong
Dbi véi tng dung Email trén di dong khuyén nghi sir dung chtng thu sb tin
cay;

Dit liéu duoc truyén di trén dudng truyén phai duoc mi hoa an toan;
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Ung dung khong luu cac dir liéu nhay cam 1én cac tai nguyén chia sé nhu thé
nhd, thu muc ding chung... ma khong c6 co ché bao vé ( vi du: khong ma
hoa);

Phai kiém soat cac dic quyén ma ung dung Email yéu cau dugc cip phép st
dung trén thiét bi;

Céac mi code nhay cam phai dugc dit & noi khong thé doan trude trong bd nhé
(vi du: ASLR);

St dung cac k¥ thuat/ cong nghé anti-debug ngin chan viéc ké tan cong inject
cac debugger vao tng dung ( vi du: lam réi code, ma hoa code...)

Céc ditr liéu nhay cam trong bd nhd sau mot thoi gian dai khong st dung phai

duogc ghi dé zero, dé tranh tdn cong dump attack.

2.1.3 Bdo vé dwong truyén, két néi (Communication Security)

Dbi voi ca ing dung Web phai sir dung ching thu s6. Poi véi cac tmg dung
khac, khuyén nghi str dung chimg thu s6 tin cy, ngoai ra dit liéu duoc truyén
trén dudng truyén phai dugc ma hoa an toan;

Str dung TLS cho tat ca két ndi dé dam bao dit litu duoc ma hoa trén duong
truyén. Tat ca cac 16i két ndi TLS phai duoc ghi log dé phuc vu cho qué trinh
diéu tra sau nay;

Céc két ndi TLS phai duoc cdu hinh dam bao an toan an ninh thong tin: st
dung bo giao thuc (st dung TLS 1.2, khong st dung SSL2, SSL3), bd mat ma
manh tuong ung (TLS_ECDHE_RSA WITH_AES 256 _CBC_SHA384 256bit,
TLS_ECDHE_RSA WITH_AES 256 CBC SHA256 128bit....) c6 kha nang
chdng lai cc tn cong giao thie: SSLtrip, Heartbleed, Ticketbleed, OpenSSL
Padding Oracle (CVE-2016-2107), OpenSSL CCS ( CVE-2014-0224), ...,
Chumng thu s6 dugc tao ra phai dam béo an toan cho cac giao dich trén mang (
cung cép dich vu xac thuc, bao mat, toan ven va chéng chdi bo); dugc chung
thue voi CA tin cay ( DigiCert Inc, Let’s Encrypt...), thuat toan ky sb an toan,
hd trg HPKP, HSTS, Perfect Forward Secrecy, OCSP stapling... c6 kha ning
chdng lai cac tin cong phd bién: M1TM, Replay attack, SSLStrip....;
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- CAu hinh tng dung sir dung HPKP (HTTP public key Pinning) dé chéng lai

2.2

cac tan cong M1TM st dung ching thu s6 gia mao;

Céu hinh tng dung st dung HSTS gitip dam béo rang két ndi luén duogc thuc
hién théng qua HTTPS, chdng lai tin cong downgrade attack (vi du: thiét 1ap
HSTS header la  Strict-Transport-  Security;  max-age=6307200;
includeSubDomain);

Thiét 1ap OCSP Stapling; OCSP gitip xac dinh tinh hop 1¢ cta ching thu sb
thoi gian thyc thay vi phai yéu cau thong tin tir nha cung cap ching thu.

Cac phwong phap dién hinh phong chong tin cong AntiSpam Email

2.2.1 Co ché hoat dpng ciia Spam Email

Spammer
Spammer's Infected
Web Site s ef' o Computers
o
o] Spamware
Vlrus or
TrOJan
Web
Traffic °
E QE <——
° ~of— O
Users Mail Servers

Hinh 2.2: Co ché hoat dgng ciia Spam Email

Qua trinh thyc hién ctia mot Spammer nhu sau:
Budc 1: Spammer’s web site tra tién cho cac ngudi phan tan Spammer

Bu6c 2: Spammer glri spam véi cac duong dan, virus dén cac mdy tinh thong

qua duong truyén Internet
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Budc 3: Cac Email spam dugc giri dén Mail Servers ctia ¢4 nhan hodc td chc.

Budc 4: Cac Email Spam dugc gui tir Mail Server gtri dén mail cta cac ca nhan

Budc 5: sau khi cac cac nhan nhan dwgc Mail Spam dé nhép cac thong tin ca
nhan, khi d6 cac thong tin s& duoc giri vé Spammer’s Website.

2.2.2 Cac phwong phdp loc Spam Email

Vén dé thu rac 13 van dé gay nhirc nhdi trong xa hoi trong nhitng nim gan day.
Nhiéu nha khoa hoc va nhiéu cong trinh nghién ctru vé phwong phap loc thu rac di
duoc dau tu va tién hanh tir kha 1au.Dé danh gid hiéu qua cia mdt cong cu loc thu
rac nguoi ta thuong dua trén hai do do sau:

e False Positive — Ty 1¢ thu thuong bi loc nham thanh thu rac.
e False Negative — Ty 1 thu rac bj loc nham thanh thu thuong.

Trong hai 13i trén thi 18i False Positive 14 loai 18i can tranh nhét, nguoi dung
thudng khong chap nhan 18i nay. Cac cong cu loc thu rac thuong duogc tinh toan sao
cho d6 do False Positives va False Negatives 1a nho nhat. Tuy nhién, 15i False
Positives ¢6 phan dugc yéu tién hon. Mot bo loc 1y tuong 13 san phan cé False
Positives bang 0 va False Negatives bang 0. Diéu nay duong nhu 1a khong thé.

Tat ca nhitng cong cu loc c6 gia tri ngdy nay thuong st dung mot trong sb
nhirg phuong phéap hoic két hop ctia cac phuwong phap sau:

2.2.2.1 Phuong phap loc theo tir khoa

Phuong phap loc thu rac theo tir khoa 1a mot phuong phap truyén thong trong
viéc loc thu rac. Nguoi ta dya vao nhimg tir hay cum tir c6 trong dau dé cia thu
(subject) va ndi dung ctia thu dé loc.

Khi mét thu méi duge gui téi hom thu ctia ban, ban phai tao mot bd loc maéi1 don
gian béng cach chon mot sb tir hodc cum tir trong ndi dung thu. Céac tir hay cum tu
nay s& xac dinh d6 13 thu rac hay khong. Vi muc dich cua tit ca spam co ban la
giong nhau (ban hodc quang cdo mot san pham hay mét dich vu) va noi dung cia
hau hét spam déu mang cac dic diém chung. Nhitng cum tir, cAu chit nhu “Silk
ties” (Ca vat lua) hodac “Eliminate debt” (Xo0a ng) xuat hién thuong xuyén trén

spam va duoc coi nhitng cum tir thudng xuyén xudt hién nhat trong cac bic thu



36

khong mong muébn. Cac dic diém ndi dung khac dé nhan dién spam nhu yéu ciu
hanh dong nhu “Fin out how, click here” hoac thong bao huy nhu “If you want to be
removed from our mailing lists, ... ”

Mot vai nim gan day, nhitng ké gui thu rac di bat dau nhan ra rang thu rac cua
ching da bi chan boi bd loc theo tir khoa nay. Do vay nhitng ké guri thu rac nay da
thay ddi cach viét noi dung cua thu ric nham lam cho thu rac cua chung c6 thé
“xuyén qua” cac bd loc. biéu nay co thé gidi thich tai sao ban nhan nhiéu thu véi
nhirng tir nhu "Vi@gra", "Mort.gage"”, "L|0]a|n|$" hay nhitng tranh anh dugc nhing
vao trong thur.

Phuong phap nay c6 mot s6 uu diém va nhugc diém sau:

Uu diém:

Tinh thich nghi: Ngudi dung c6 thé dé dang bién d6i bd loc ciia minh dé né cé
thé loc cac kiéu thu rac ma ngudi d6 dang phai nhan va diéu quan trong 13 né khong
can tr¢ (thich nghi) cac tir va cac cum tir duoc st dung hang ngay trong kinh doanh
thuong mai vai ban bé hay nhirng ngudi than quen.

Nhuoe diém:

Yéu cau nhiéu tién trinh xr Iy bang tay dé diéu chinh va duy tri bo loc dugc hiéu
qua. Dé c6 thé danh lira cac bd loc, nhimg ké guri thu rac luén ludn thay d6i hinh
thirc ndi dung cta thu réc, do dé nhiing bd loc md rong phai dugc tao ra dé chong
lai diéu do.

2.2.2.2 Phuong phap loc Bayesian

Loc bang thong ké Bayesian 1a danh gia xem nhiing tir ngit trong mot Email lap
dugc chuyén dén c6 thuong xuyén xuit hién trén thu ric (spam) hay thu hop phap
(ham) khong. Mot cach hiéu qua giup loc chinh xac 1a nguoi dung thdng bao cho
chuong trinh loc bat ky thu rdc ndo ma di may man “thoat” dot “truy quét” dau
tién.Lan loc sau, chac chan no s& khong thé tron thoat qua bo loc.

Bo loc Bayesian phai dugc hoc tir nhitng Email duoc xac dinh trudce 1a thu tét

hay thu khong tdt. Trong subt qué trinh cho b loc hoc, ndi dung ctia cac thu nay



37

duogc tach cac tir t6 (token) va luu vao trong mot co s& dit liéu. Dua vao cong thirc
Bayes,méi tir t6 dugce tinh cho mot gia tri phu thudc vao mot sb tiéu chuén sau:

e Muc do thudng xuyén xuét hién cua tir tb d6 trong thu rac

e Miuc do thudng xuyén xuét hién cia tir td d6 trong thu binh thudng

o Sb lugng thu rac ma bd loc da dugc hoc

o S luong thu binh thuong bd loc da dugc hoc.

Khi phéan tich mot thu rac dén, ndi dung cua thu nay ciing duoc tach ra thanh cac
tir t6, tra gia tri Ung véi tir to nay co trong co s dir liéu tir 6 tinh dugc xac suét
tong hop xem thu d6 c6 phai 13 thu rac khong. Gia tri nay thudong goi la
“spamicity”’

Uu diém:

Yéu cau su duy tri it hon cac bo loc khac.

B0 loc ¢6 thé tu dong thich nghi véi cac huéng thay dbi cua thu rac. Boi vi, bd
loc Bayesian luon tiép tuc hoc tir nhirng thu moi dén, chung s€ tu thich nghi dan dan
v6i cac hudng thay doi.

Tu dong diéu chinh phu hop véi hom thu cia nhitng ngudi dung riéng biét. Thi
du, néu ngudi dung 1a nhan vién cho vay 13i thi nhitng thu 13p di 13p lai yéu cau cho
vay s€ khong bi x4ac dinh nhu 1a thu rac.

Nhuoe diém:

B6 loc chi loc tét dbi voi nhimng kiéu thu ma chung da dugc hoc. Dé c6 thé dat
td1 kha nang 1a mot bo loc tbt, n6 can c6 thoi gian hoc kha lau va mét luong dit liéu
thu du phong phu. Cac thu rac méi phai thuong xuyén dugce cap nhat.

2.2.2.3 Phuong phap loc SpamAssassin

Phuong phap loc SpamAssassin bao gdm mét tip cac chuong trinh loc va cic
luat d¢ xé4c dinh va danh déau thu réc.

Dé xac dinh mot thu méi dén co phai 1a thu rac hay khong, né dung dau dé
(header) va noi dung ctia thu rdi dya trén tap cac luat dugc xac dinh trudce va nhing

ki hiéu du cau dic biét (tell-tale), xem thu c6 vi pham cac luat nay khong sau d6
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tinh diém ddi voi ting thu. Tir két qua thu duoc, xac dinh dwge mot the 13 thu rac
hay thu thuong.

Uu diém:

Ti 1¢ loc thu rac ctia phuong phap SpamAssassin rat cao

Nhuwoc diém:

Phuong phap SpamAssassin tiéu ton kha nhiéu tai nguyén (khdi diéu khién trung
tam CPU, b0 nhd, thot gian xtr ly) ciia may chu, dac biét khi phai xt ly nhiing
Email c6 dung lugng 16n. Cau hinh dé SpamAssassin hoat dong tot, dong thoi giam
nhe sy tiéu tén tai nguyén cho may chii 1a mot van dé quan trong.

2.2.2.4 Phuong phap dung danh sach tring/den

bay la phuong phap co sé cua cac bd loc thu rdc. Tuy nhién, ngay nay nguoi ta
it khi sir dung n6 mot cach don 1ap ma dugc ding két hop vdi cac phuong phép loc
khac nhu 1a mot phan cia hé théng bo loc tich hop.

B6 loc danh sach tring (Whitelist filter) s& khong chdp nhan nhitng Email tir bat
ctr dja chi nao néu khong c6 trong danh sach dugc chic chin 1a nhitng dia chi Email
(hoic dia chi IP) tét.

Bo6 loc danh sach den (Blacklist filter), nguoc lai sé cho phép nhirng thu dén tr
bat cr dia chi Email (hodc dia chi IP) ndo trir nhitng dia chi duoc liét ké trong danh
sach dugc biét dén nhu 13 dia chi Email (hodc dia chi IP) xau. Danh sach den c6 thé
duogc luu trit va dugce quan 1y trén nhitg hé thong dia phuwong hodc anh xa thong
qua mang Internet.

Uu diém:

Danh sach tring bao dam ngin nhitng Email tir nhimg ngudén khong mong

mudn.

Véi bo loc thu rac st dung danh séch den dugc cdp nhat thuong xuyén s€ cho
gia tri False Positives bang 0.

Nhwoc diém:

B0 loc str dung danh sach tring 13 cach loai trir thu ric manh ma khéng c6 tinh
mém mong. Bit cr thu nao téi ma khéng co dja chi trong danh sach nay thi déu bi

loai thanh thu rac, do d6 gia tri False Positives thuong cao.
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Céc danh sach nay khong duoc tao tu dong ma s€ do nguodi quan tri thuong
xuyén cap nhat. Ca Blacklist va Whitelist déu rat khé duy tri va phuong phap nay
dic biét tré 1én khong hiéu qua ddi voi nhitng tin coéng cua nhitng ké tin cong cd
dua dia chi vao Whitelist va chdi bo dia chi khoi Blacklist.

Ngay nay, mdt hinh thitc ngin chin spam méi ké thira va phéap trén cua phuong
phap Blacklist dugc biét dén d6 1a Realtime Blackhole List (RBL) cua Multiple
Address Processing System (MAPS). N6 ¢6 thé nhan biét cac may chu ¢ nhiéu thu
rac do d6 nha cung cép dich vu c6 thé chian nhitng may cha nay va loc spam trudc
khi chung dén hop thu khach hang cta ho. Hang ngan nha cung cip dich vu ding co
so dir liéu cia RBL dong thoi két hop nhiéu tng dung bao mat thu dién tir trong
may chu.

2.2.2.5 Phuong phap loc thu rac dung chudi hoi dap

Pic trung cta phuwong phap ndy 1a kha ning tu dong gt thu hdi dap cho ngudi
glri dé yéu cau mot sé hanh dong kiém tra chic chan vé viéc gui thu ctua ho.Chuong
trinh kiém tra nay duoc dat tén 13 “Turing Test” do nha toan hoc nguoi anh tén la
Alan Turing nghi ra

Trong mdt vai nam gﬁn day xuat hién cua mot vai dich vu Internet tu dong xu ly
ham Challenge/Response nay cho ngudi dung. Chuong trinh yéu ciu nguoi giri thu
phai vao website ctia ho va tra 16i mot sd cau hoi don gian dé xac minh vé Email ma
ngudi nay di giri.Viée nay chi duoc yéu cau trong lan giri thu dau tién. Pap Gmg
ham Challenge/Response nay rat don gian va khong c6 gi kho khian khi mot ngudi
ding mudn giri thu cho mot ngudi khac nhung né khong may dé dang cho nhiing ké
guri thu rac mudn phat tan mot luong 16n thu rac di.

Uu diém:

Dbi voi mot sé ngudi dung co luong thu trao d6i thap, hé théng don 1é nay co
thé chip nhan duoc nhu mot phuong phap hoan hao dé loai trir hoan toan thu rac tir
hom thu cua ho.

Nhuwrge diém:
Nguoi dung thudng cam thiy khong thuan tién. Nhitng ké guri thu rac co thé viét

nhitng chuong trinh tra 101 tu dong nhitng chudi hoi dap trén.
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2.2.2.6 Phuong phap loc dua vao vi tri caa cac bo loc

C6 3 mo6 hinh chinh cho bd loc duoc sép dat:

a. B¢ loc tich hop véi may tram Email cia nguroi dung:

Nhiéu bd loc thu rac duoc tich hop v6i cac may tram Email chflng han nhu
Outlook hodc outlool Exprees.

Uu diém:

Téi thiéu sy anh huong d6i voi nhiing théi quen doc thu thong thuong cua

nguoi dung. Thu rac thuong bi di chuyén t6i mot thu myc “Junk Mail”. Nguoi

dung c6 thé xem lai hodc x6a spam luu trong thu muc nay di mot cach dé dang.

Nhwoc diém:

Nguoi dung chi ¢6 thé str dung v6i may tram ctia Email hién tai cia minh.

Khong mém déo: thuong dua cho nguoi ding gidi han dé chon nhimng canh bao.
Thi dy, khi nguoi dung dang chay Microsoft Outlook vé1 mdt bd loc thu réac tich
hop, bét cir khi ndo mot thu rac toi, ngudi dung van bi canh bao mot thu mai t6i.
Nguoi ding phai vao chuong trinh Outlook dé xac nhan xem thu méi dén d6 1a thu
rac va khong phai 1a mot Email quan trong. Ngudi dung khong thé diéu chinh dé tao
mot canh bao khéac co thé nghe thay gitta nhitng Email t6t va xau hodc chi canh bao
nhirg Email t6t khi nhimg Email duoc gtri toi hom thu trude khi chung hoat déng
chdng lai boi bo loc va di chuyén téi mot thu muc riéng biét.

Cac bd loc hoat dong nhu la mot “proxy” gilta may chi Email va may tram
Email ctia nguoi dung

B0 loc nay chay bén trong may cia nguoi dung, dinh ki tham do may chu Email,
liy ra nhitng Email ctia ngudi dung va né duogc loc trén may chu Email trude khi
nhitng Email nay dugc guri téi may tram Email binh thuong ctia nguoi dung va dugc
loc mét 1an nira.

Uu diém:

D@ thay doi: Cac thu trude khi duoc giri t6i ngudi dung né cé thé danh dau, di
chuyén hoic xé6a boi may chu Email trude khi ching duoc nhin thdy boi may tram

Email cua nguoi dung.
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Bao mat: chung twong ung nhu mot ting khac & giita Internet va mdy tram
Email ctua nguoi dung. Ching sé& khong chay bat cr mot tng dung nao hay chay
mot tap 1énh nao d6 dugc tim théy trong thu.

Nhuwoc diém:

Str dung hiéu qua phuong phap nay doi hoi tit ché d6 tw dong kiém tra trén may
tran Email ctia nguoi dung vi thé proxy phai thay d6i dé lam viéc trén may chu dau
tién.

Thong tin tai khoan Email can dugc cai dit trong bd loc ciing nhu trong may
tram Email ctia nguoi dung.

b. B¢ loc dwa trén may chu

Nhitng b0 loc nay thuong chi dugc s dung trong mot nhém hodc moi
truonglam viée kinh doanh hon 13 & trong gia dinh. T4t ca Email dén déu thong qua
may chu trung tim. Tai may chu trung tdm nay, Email duoc loc bdi bo loc dua trén
may chu va nhimg nguoi dung riéng biét nhan thu cia ho trén man hinh nén cta
may ho iy tir may chu trung tim.

Uu diém:

Viéc quan 1y trung tdm cua tat ca cac luat loc thu bao dam tinh an toan trong
mang.

Nhiing nguoi dung riéng biét khong phai chiu trach nhiém cling nhu khdng phai
lo ling dén sy quan 1y thu rac, giai phong ho dé ho c6 thé yén tdm trong cong viéc
v6i trao doi thu dién tir.

Nhuoe diém:

Thudng yéu cau nhiéu téi sy duy tri va cdm c6 mot ngudi quan tri mang c6 kha
nang va kinh nghiém dé quan 1y b loc thu rac nay.

Thudng tén nhiéu chi phi hon

2.2.2.7 Phuong phap loc dua trén xac nhan danh tinh cta nguoi gui

Gia mao thu dién tir - 1a viéc gid mao dia chi thu di¢n tir cia mdt cong ty hodc

ctia mot ngudi khac dé khién nguoi sir dung tin twdong va mo thu - dang 1a mot trong

nhirng thir thach 16n nhat ma cong ddng sir dung Internet va cac ky thuat vién chéng



42

thu rac hién dang phai d6i mit. Néu khong c6 sy thim dinh quyén, xac nhin va kha
nang truy tim danh tinh cta nguoi giri, cac hing cung cap dich vu thu dién tir khong
bao gid c6 thé biét chic mot buc thu 13 hop phap hay bi gia mao. Do d6 viéc xac
nhan danh tinh ctia nguoi giri 1a rt can thiét. D& xac nhan danh tinh ciia ngudi giri
ngudi ta dua ra mot s6 giai phap sau:

a. Phuong phap DomainKeys

Phuong phap DomainKeys c6 thé gitip phan dinh rd thu rac va thu thuong bang

cach cung cap cho cac hing cung cap dich vu thu dién tir mot co ché xac nhan ca
tén mién ctia mdi ngudi gui thu dién tir va sy 1iém chinh cua mdi buc thu duoc giri
di (vi du nhu cac thu nay khong bi thay thé trong khi dugc truyén qua mang). Va,
sau khi d3 x4c nhan duoc tén mién, nguoi ta co thé so sanh tén mién nay voi tén
mién ma ngudi gui st dung trong 6 “Ngudi giri” cia birc thu dé phat hién cac
truong hop gia mao. Néu day 1a trudng hop gia mao, thu d6 sé bi coi 1a thu rac hoic
gian 1an, va c6 thé bi loai bd ma khéng anh hudng t6i nguoi st dung. Néu day
khong phai 1a thu gia mao, c6 nghia 13 tén mién duoc biét dén va tén mién gui thu
d6 co6 thé duoe duge dua vao danh sach nhirng té€n mién dang tin cay va duogc dua
vao cac hé thong quy dinh chdng thu rac duoc sir dung chung giira cac hang cung
cép dich vu va tham chi dua ra cho c4 nguoi st dung.

b. Phuong phap Call-1D

Caller ID 1a mdt tiéu chuan dit ra trong qua trinh gui thu. Tiéu chuan nay doi

hoi nguoi giri thu dién tir phai cung cép dia chi IP ctia may chu gui thu theo dang
XML véo ban ghi DNS trén méy chii tén mién ctia ho. May chii nhan thu dién tir va
may khach nhédn birc thu d6 s& kiém tra dia chi gui thu trong tiéu dé birc thu voi dia
chi da dugc cong bd dé xac nhan may cha giri thu. Cac bire thu khong khép véi dia
chi nguén s€ b1 loal bé. DNS 1a hé théng dién dich cac dija chi IP sd sang cac tén
mién Internet c6 thé doc duoc.

C. Phirong phdp SPF (Sender Policy Framework) - dua trén co cdu chinh

sach nguoi Qui
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Chuén SPF ciing yéu cau ngudi giri thu dién tir phai stta d6i DNS dé cho biét
may chii ndo c6 thé giri thu tir mot tén mién Internet nhat dinh. Tuy nhién, SPF chi
kiém tra sy gia mao khi birc thu trong qua trinh chuyén thu hay con goi 1a & mirc
“ngoai phong bi”, xac minh dia chi “phan hdi” ctia mét bire thu, thuong duge may
chu nhén thu gui tré lai trude khi tiép nhan phan ndi dung thu, sau do6 sé thong bao
t6i may cha nhan thu dé loai bo bire thu.

Trong dic ta ky thuat két hop hai tiéu chuan, cac cong ty gui thu dién tir s& cong
b dia chi may chu thu dién tir cta ho trong ban ghi DNS duéi dinh dang Ngon ngi
danh ddu mé rong (XML). Cac cong ty s& c6 thé kiém tra sy gia mao & mirc phong
bi (ciing giéng nhu trong dé xuat SPF) va trong phan nodi dung thu (theo dé xuat cia
Microsoft).

K§ thuat nay s& cho phép cac cong ty sir dung cach thirc cia SPF dé loai bo thu
rac trude khi ching duoc giri di, néu su gia mao bi phat hién ngay ¢ mitc phong bi.
Vi nhitng birc thu doi hoi sy kiém tra k§ hon trong ndi dung thu, thi phuong phap
Caller ID s& dugc st dung. Dé xuit nay ciing sé hd trg cac tén mién di co sin
nhirng ban ghi SPF 1a van ban, khong theo dinh dang XML.

2.2.2.8 Phuong phap loc thu rac mai dya trén mang Xa hoi

Céc nghién ctru gin day di bit dau khai thac thong tin tir mang x3 hoi cho viéc
xéac dinh thu rac bang cach xay dung mot d6 thi (cac dinh 1a dia chi Email, ciing
dugc thém vao gitta 2 node A va B néu giita A va B ¢6 su trao d6i thu qua lai).
P.O.Boykin va V. Roychowdhury da sir dung mét s tinh chat dic trung ciia mang
x4 hoi dé xay dung mot cong cu loc thu rac [6].Dﬁu tién, nguoi ta phan dd thi thanh
céc thanh phan con rdi tinh do phan cum cho timg thanh phan nay. Mdi thanh phan
con 1a mot d6 thi mang xa hoi cia mot node, bao gém tt ca cac node hang x6ém
(cac node xung quanh co cung lién két v6i node ndy) va nhitng cung lién két giira
c4c node hang x6m nay véi nhau. Néu thanh phan nao c¢6 d6 phan cym thap thi node
tuong ing v4i thanh phan d6 1a mot dia chi giri thu rac. Trong thanh phan mang x4
hdi cua nhiing node gui thu rac, nhiing node hang x6m cta n6 thuong 1a nhiing

node rit ngiu nhién, khong c6 méi quan hé (khong c6 sy trao d6i Email qua lai véi
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nhau) nén d6 phin cum ciia mang xa hoi cta nhitng node nay rat thip. Nguoc lai,
mang xa hoi ng vo1 nhitng nguot dung binh thuong cac node hang x6m cua né co
mébi lién két cao v6i nhau nén c6 do phan cum cao hon

Duya vao d¢ phan cum, nguoi ta tao dugc danh sach den (Blacklist) gém dia chi
Email twong tmg véi nhitng node c¢6 d6 phan cum rat thip, danh sich tring
(Whitelist) img v6i node c6 do phan cum cao, sd node con lai s& duoc dua vao danh
sach cin xem xét (Greylist). Phuong phap nay cé thé phan loai duoc 53% tong sb
Email mot cach chinh xac 13 ham hay spam. Nhuoc diém cua phuong phap 1a nhiing
spammer c6 thé xdy dung mang xi hoi ctia chinh ho nén kho c6 thé phat hién ra

Cho dén nay, mot bo loc thu rac dugc xem 13 hoan hdo van chua duoc tao ra, va
viéc tao ra mot bd loc thu rac hoan hao cho moi thoi dai duong nhu la thé khong
thé. Boi, cudc chién khong ngimng gitra nhitng tén giri thu rac va nhitng bo loc 1am
cho siéu bo loc thu rac cia hdm nay c6 thé tré thanh cai 16i thoi cuia ngay mai. Bo
loc thu rac manh nhat s& 12 bo loc st dung két hop nhiéu bo loc khac, hodc tat ca

cac thudc tinh da liéu ké ¢ trén day.
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CHUONG III: TRIEN KHAI THU NGHIEM, PE XUAT
AP DUNG PHUONG PHAP PHONG CHONG TAN CONG
ANTI SPAM EMAIL CHO HE THONG EMAIL TAI NGAN

HANG HANG HAI VIET NAM
3.1. Hién trang tin cdng Spam Email tai ngan hang Hang Hai Viét

Nam (MSB)

Ngan hang MSB 1a ngan hang TMCP dau tién ra doi (ndm 1991) trong thoi ky
kinh té m& ctra va phat trién cta Viét Nam.Véi bé day 28 nam hinh thanh va phat
triéen, MSB khong ngumng tao 1ap nhiéu cot moc mang tinh dot pha trong nganh tai
chinh ngén hang:

Quy mé khach hang ngay cang 16n manh: véi su da dang cac san pham dich vu
tai chinh ngan hang véi trén 1,8 triéu khach hang c4 nhan, gan 45.000 khach hang
doanh nghiép va nhiéu dbi tac.

Dé dam bao giai quyét cc van dé thu rac, virus, Cac tin cong ltra dao thuc hién
qua Email, va Email chinh 1a muc tiéu hang dau cta cac cudc tan cong cd chu dich
(APT), cac giai phap chong tin cong nham xam nhap hé thong, khai thac dit liéu,
danh cdp thong tin va tai chinh cua khach hang, anh huéng dén danh tiéng doanh
nghiép. Ngan hang MSB da dua ra phuong 4n chu trong viéc xay dung mot hé
théng an ninh vitng chic, dam bao an toan hé thong va quyén loi cia mdi khach
hang.

Xay dung hé thong Email Security Gateway nham dap mg kha ning phén tich
cac mdi de doa theo thoi gian thuc tai Email Gateway, cung cap bao céo ning cao
dé danh gia, diéu tra cac su kién d6i v6i hé thdng Email, phat hién va ngin chan cac
méi de doa, cic tin cong dé bao vé hé théng Email tai Ngan hang Hang Hai Viét
Nam (MSB).

Xiy dung phuong 4n chdng tin cong hé thong Email dap vng cic yéu ciu

nhw sau:
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- Hé théng Email Security Gateway duoc thiét ké chay theo md hinh 2N+1 (
1 thiét bi hoat dong tai DC, 1 thiét bi hoat dong tai DR).

- Hé thdng dang dap ung cho sb luong: 7.000 ngudi dung MSB va cac tai
khoan dich vu véi céc tinh nang loc thu rac, loc virus, loc nd1 dung.

- Hé thdng dang tich hop v6i McAfee Network Data Loss Prevention dé chin
cac Email khong duoc phép gui ra ngoai; tich hop véi hé théng Qradar
SIEM déy cac sy kién an ninh tap trung.

- Hién trang loc Email tai MSB nhu sau:
> Luong mail 16n nhat: 320.000 Emails/ngay (hinh 3.1);

» Luong mail trung binh: 100.000 Emails/ngay.
Overview > Incoming Mail Graph
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Hinh 3.1: Théng ké sé Iweng Incoming Emails
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Overview = Outgoing Mail Graph
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Hinh 3.2: Théng ké sé lweng Outgoing Emails
3.2. Phan tich qu‘)ng gii va nhan Email tai ngan hang Hang Hai Viét
Nam (MSB)

3.2.1 So do luong di# ligu giri va nhgn Email

Internet Internet
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1
Exchange Servers ! Exchange Servers
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1

Hinh 3.3: So' d6 luong di ligu giri va nhan Email tgi ngan hang
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(1): Email tr ngoai Internet vao site DC duoc chia tai qua 2 ban ghi Emaill va
Email2, duoc cdu hinh véi cing preference. Theo tiéu chuan RFC 5321, server giri
mail s& tu dong chon ngau nhién 1 trong 2 dia chi public IP tng véi 2 ban ghi MX
nay dé giri mail. Khi 1 trong 2 dia chi IP nay gip su ¢, server giri mail sé& thir lai
v6i IP con lai dé tranh gian doan ludng mail. Ban ghi cua site DR c6 preference thip
hon DC, do vay khi site DC gap su cd, toan bod luéng mail tir Internet s€ duoc
chuyén vé DR.
(2): Cac ban ghi MX tro t&i IP ctia public listener trén cac thiét bi ESA. Tai ddy céac
thiét bi Cisco Email Security s& thuc hién kiém tra, do quét timng Email bang céc
tinh ndng Antispam, Antivirus, Outbreak filter, Advanced malware protection,
Content filter... dé chan loc cac Email spam, doc hai, vi pham chinh sach.
(3): Cac Email an toan, hop 1¢ s& duoc cac thiét bi ESA chuyén tiép téi Exchange
server chira mailbox ctia nguodi dung
(4): Email tir nguoi dung guri ra ngoai dugc Exchange server guri tdi private listener
ctia cac thiét bi ESA theo co ché load balancing cia riéng minh.
(5): Cac thiét bj ESA chuyén tiép Email t6i thiét bi Network DLP dé kiém tra chinh
sach DLP. Néu Email vi pham, DLP gtri Email thong bao cho nguoi dung nguoc tré
lai cho ESA. Néu Email khong vi pham, DLP giri tra Email gdc ¢ thém truong X-
Header chtra két qua kiém tra lai cho ESA
(6) va (7): Cac thiét bi ESA tiép tuc thuc hién cac tinh ning kiém soat outbound
trude khi chuyén tiép Email ra ngoai Internet théng qua public IP.
(8): Traffic dy phong khi ca 2 thiét bi tai DC gap su cd

3.2.2  Co ché hoat dgng dé xudt déi véi luong di ligu giri va nhan Email

Dbi v6i mdi Email nhan duge, ESA thuc hién xir 1y theo 3 ludng (3 giai doan)
tuan t cia mot tién trinh duoc goi 1a Email pipeline trén thiét bi, gdm co:

Receipt: thiét bi kiém tra cac thong tin & mirc SMTP connection v&i host & dau
gt mail va thyc hién giéi han, kiém soét theo chinh sach

Work queue: sau khi trai qua giai doan Receipt, thiét bi tiép tuc kiém soat tap

trung vao céac thong tin cua ndi dung buc thu.
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Deliver: sau khi d3 vuot qua giai doan Work queue, thiét bi chudn bi khéi tao
phién két nbi voi host & dau nhan mail. Tai budc nay thiét bi ciing tiép tuc thuc hién

c4c thao tac thay doi, kiém soat Email theo chinh sach

[— — 1
Rx WORKQUEUE Tx
HAT LDAP RCPT Accept Encryption

Received Header

Masquerading Virtual Gateways

Default Domain

LDAP Routing Delivery Limits

Domain Map

Message Filters Received: Header

RAT

Domain-Based Limits

Alias Table

Domain-Based Routing

LDAP RCPT Accept

Global Unsubscribe

SMTP Call-Ahead

S/MIME Encryption

DKIM/SPF Verification

DKIM Signing

DMARC Verification

Bounce Profiles

S/MIME Verification

Message Delivery

L I |
Hinh 3.4: Trinh te xi ly luéng Email

a. Trinh tw xi Iy ciia luong Receipt

Trinh ty xir 1y cta ludng Receipt duoc thé hién tudn ty qua so d6 sau:

(Receive SMTP connection from SMTP server.)

¢ Action is
Action is Reject. - — - ICEREFUSE.
<——| What action does the Host Access Table (HAT) indicate for the SMTP connection?
¢ Action is Accept or Continue. acfi"" is
elay.
| “Add Received Header” Listener property is processed. |
| “Add Default Domain” Listener property is processed. |
| (Outgoing) Envelope Sender address is tagged if Cisco Bounce Verification is enabled. |
Incoming) Envelope Recipient address is rewritten according to the domain map table.
g P P! g P
No, Reject = — ¢ — -
1—' (Public) Does the Recipient Access Table (RAT) indicate to Accept the SMTP connection? |
¢ Yes
| Envelope Recipient address is rewritten according to the alias tables. |4>
No - ¢ - . - —
d—f\—| Do the LDAP acceptance queries indicate this is a valid recipient? |
¢ Yes
<_f\¢| Does SMTP call-ahead recipient validation indicate this is a valid recipient? |
¢ Yes
4¢| (Incoming) Is this a forged message according to SPF or SIDF email authentication? |
v v

A
(I}mp connection) CAccept connection and process message in the work queue)( Relay message.

Reject recipient. ( Refuse connection. H'

Hinh 3.5: Trinh te xi Iy luéng Receipt

d
.l
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(1) Thiét bi nhan két ndi SMTP tir host giri mail

(2)Thiét bj dbi chiéu cac thong tin cia SMTP connection v6i bang HAT

Bang HAT (Host Access Table): quy dinh nhimg host nao duoc két ndi véi
listener (host nao dugc phép giri mail qua thiét bi) - thé hién qua Sender group, va
két ndi d6 s& dugc ap dung nhitng gi6i han nao - thé hién qua Mail flow policy.
(3)Thiét bi kiém tra gia tri tuy chon Add Received Header trong cau hinh listener.
Tuy chon dugc bat tai moi truong theo mac dinh

Truwong Received: co thé duoc thém vao birc thu dé ghi lai dau vét vé viéc buc thu
da di qua thiét bi. Viéc thém truong nay s€ dugc thuc hién & giai doan Delivery
(4)Néu tinh nang Add default domain dugc cau hinh, thiét bi ty dong dién domain
vao dang sau dja chi nguoi giri. Tinh ning nay 4p dung cho mot sd hé théng xur 1y
mail doi cii, véi dia chi nguoi gui khong chira phan domain. Méi truong MSB
khong st dung tinh nang nay

(5)P6i voi mail giri ra: néu tinh ning Bounce verification dugc bat, thiét bi thém tag
vao buc thu

Tinh niing Bounce verification cho phép ESA thém 1 tag (1a 1 chudi ky tu dic
biét) vao truong Envelope sender (Return-Path header) cia Email trude khi gui ra
ngoai. Néu buc thu bi bounce va tra nguoc lai cho ESA, no sé kiém tra tag nay, néu
dung thi méi cho mail di qua. Qua d6 hé thong ngin chin dugc nhitng Email gia
mao tir cac cudc tin cong dang backscatter, bounce attack

Trén thyc t&, mot s6 Email client & dau nhan c6 thé hién thi sai truong From khi
tinh ndng nay dugc bat, do vay moi truong MSB khong st dung tinh nang nay.
(6)P6i v6i mail giri vao: néu tinh ning Domain map duogc st dung, thiét bi s& sta
lai truong recipient theo bang domain map. Tinh nang nay thuong dung trong céc
truong hop sap nhap to chirc, trong d6 cac Email giri téi domain cii duoc anh xa
sang domain m&i dé phuc vu ludng cong viéc. Moi truong ciia MSB khong str dung
tinh nang nay.

(7)P6i v6i mail nhian qua public listener, thiét bj d6i chiéu théng tin trong SMTP

connection véi bang RAT.
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Bang RAT (Recipient Access Table) quy dinh nhirng local domain ma thiét bi cho
phép nhan. Email giri ¢én cac domain ngoai bang nay sé bi reject

(8)Néu thiét bi c6 cau hinh alias table, truong Envelope Recipient s& dugc chinh lai
theo bang alias.

Bang alias cho phép anh xa cac dia chi t61 mot hoac nhiéu ngudi nhan khac nhau.
Béang alias ap dung cho toan bd mail qua ca private va public listener, va thuc thi
sau khi kiém tra RAT va trude khi ddi chiéu voi message filter. Moi truong cua
MSB khong str dung tinh ning nay.

(9)Néu listener c¢6 cau hinh LDAP acceptance query & budc SMTP connection, thiét
bi s& d6i chiéu ngudi nhan voi két qua tra vé tir cau truy van téi LDAP server.
LDAP query sé& thyc hién kiém tra trudng recipient cuia Email v6i cac user nam
trén LDAP directory. Néu user khong ton tai, thiét bi c6 thé delay bounce hodc drop
han Email. LDAP query c6 thé duoc ap dung & giai doan nay hodc giai doan work
queue.

Tinh ning nay c6 thé 1am ting tai cho hé thong AD do mdi khi listener nhan dugc
Email, ESA s& gii truy vin dén AD dé kiém tra. Do vdy méi truong cia MSB
khong sur dung tinh ndng nay.

(10)Néu listener bat SMTP call-ahead, thiét bi s& kiém tra trudng recipient véi call
ahead server trudc khi xir 1y tiép.

Tinh ning SMTP call ahead cho phép thiét bi kiém tra ngudi nhan c6 hop 1¢ hay
khong thong qua viée d6i chiéu vai 1 external server (call ahead server), trude khi
nhan két ndi tir server giri mail. Tinh ning nay dung dé xac thyc ngudi nhan khi
khong thé dung LDAP accept hoic RAT dé kiém ching. Mbi truong cia MSB
khong str dung tinh ndng nay.

(11)D4i véi mail giri vao, thiét bi kiém tra ban ghi SPF/SIDF dé xac thuc ngudn gui
Email.

Tinh niing SPF/SIDF checking cho phép thiét bi kiém tra IP ngudn cia server giri

mail c6 hop 18 hay khong bang cach ddi chiéu nod véi két qua truy van tir ban ghi



SPF cua domain giri qua DNS. Néu IP ngudn c6 trong danh sach nay, no dugc coi

hop 1€, va nguoc lai.
b. Trinh tw xu Iy
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Work queue

Trinh ty xir 1y cta ludng Work queue duoc thé hién tudn ty qua so dd sau:

Receive message in
the work queue

Do the LDAP scce ptance queres indicate this is a valid recipient?
(Configured to occur during the work queue |Yes

I
Yes
¥

Envelope Sender and some email headers are rewritten based on a
table or LDAP query (masquerading)

Messages are created for each allas target according to
LWAP routing queries

| Aation s Bounce 1 Action it Encrypt & Dedher
- 1T | Message filters are applied to messages, and an action is taken I
Tction iz Drop [ Action is Delver
All other actions Yes, Blockist
Yes, blocdist action i BClOn B
4“'+’| Is the sender address in the end-user safelist or blocklist database? | GUErERtine
T Wes, salelist
No
1, Vs, action i Boul
|l = e ks the message identified as spam? Yes, action s
{May be skipped due to configuration) Gk
Y=, action & Drop T
Mo, OR Yes and action is deliver ‘L—
* e, sction s
Is the message identified to have a virus? uarantine
';Pi.amorlsbmp My be skipped due to configuration)
I
Pay, Yess andl message is repaired, OR Yes and message sent as attachment.
¥ Unkcngsm, action
Does a message attachment contain a threat? & quararttine
‘Yes, action & Drop [Behaviar depends on configuration)
INo, Yes and infected attachment s dropped, OR Unimosan and appliance i not configured to guarantine unkniown files
- Action is Bounce -
Is the message identified to have a graymail ?
Mlay be skipped due to configuration,
rmrar— (May ppe : g )
Mo, ORYesanrj:ctlmis deliver Action Is Encrypt
£ Dalver
| Action |5 Bounce Content filters are applied, and an action is taken >
May be skipped due to configuration -
Action is Drop (May pRe I B ! Action iz Delver
Artion is Skip
Al o‘che;mlons Ontbresk Fiters
| Do the outbreak filters indicate an outhreak is present?
I
OR Yesand is modified
Mo, (23 message is ifie m
If the message is not spam, virus, and threat paositive, add graymail safe mumng' ;
ursubscribe banner (May be skipped due to configuration)
s, action i
{ quarantine
S
| (Outhound) Does the DLP Engine detect a DLP violation? }—' L J
Yes, action is Drop Ao b Dl -
ne
Y Y o
!

:i_:]r:;,. F.’r-.\ng.-:::)

Start SMTP client
comersation

Hinh 3.6: Trinh te xa Iy luéng Work queue

Yy
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(1) Néu listener c6 cdu hinh LDAP acceptance query & budc work queue, thiét bi s&
d6i chiéu ngudi nhan véi két qua tra vé tir cau truy van téi LDAP server. Moi
truong cia MSB khong sir dung tinh nang nay

(2) Néu tinh ning masquerading dugc bat, thiét bi s& chinh stra lai trudng envelope
sender theo cdu hinh

Masquerading cho phép anh xa treong envelope sender va ca truong To, From, CC
theo bang do ngudi dung dinh nghia. Viéc ndy c6 thé thuc hién bang static table qua
CLI hodc bang LDAP query. Tinh ning nay dung trong trudng hop doanh nghiép ap
dung virtual domain dé host nhiéu domain khac nhau cho cing 1 site; hodc trong
truong hop doanh nghiép mudn gidu thong tin vé ha ting mang bang viéc cit bo
phan subdomain khoéi Email header. M6i truong cia MSB khong sir dung tinh ning
nay

(3) Néu LDAP routing duoc cau hinh, thiét bi tao cac Email dé giri toi nhiéu target
khac nhau. Méi truong ctia MSB khong sir dung tinh nang nay

(4) Email duoc xur Iy qua cac message filter (néu co)

Message filter cho phép dinh nghia cac rule dwa trén cac thong tin dau vao nhu: ndi
dung message/attachment, envelope, header, thong tin vé network; va ap dung cic
hanh dong v&i buc thu nhu drop, bounce, archive, quarantine, BCC hodc thay doi
ndi dung

Céc budc tiép theo thudc qua trinh xtr 1y ciia Email Security Manager. Tai day
Email dugc nhan ban thanh timg phién ban riéng cho timg ngudi nhan (goi la
splinter), va 4p dung cac co ché do quét cho tirg ban splinter nay

(5) Thiét bi ddi chiéu sender voi safelist, blocklist (néu c6)

Safelist/blocklist 1a danh sach do nguoi dung cudi tao dé dinh nghia cac sender ndo
duogc coi la spam hodc khong spam.

(6) Thiét bi 4p dung bd loc spam véi birc thu dé xac dinh mirc d6 spam cua nd, va
dua ra hanh dong tuy theo két qua

(7) Thiét bi 4p dung bé loc virus voi file dinh kém dé phat hién va v6 hiéu hoa (néu

c6 thé) mi doc bén trong. Sau d6 thiét bi dua ra hanh dong tuy theo két qua do quét
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(8) Thiét bi kich hoat tinh ning AMP dé kiém tra reputation cua file véi cloud cua
Cisco
AMP sir dung thong tin trén cloud dé phat hién cac méi de doa dang zero day bén
trong céc file dinh kem
(9) Thiét bi phat hién cac buc thu dang graymail (thu quang cdo) va tu dong
unsubscribe khoi dich vu thay cho nguoi dung cudi. Méi truong cia MSB khong st
dung tinh nang nay
(10) Email duoc xir Iy qua cac content filter (néu c6). Viéc xtr Iy nay ap dung cho
btrc thu da qua splinter, nghia 1a 4p dung cho tirng nguoi guri va ngudi nhan riéng
biét
(11) Thiét bi kich hoat tinh ning outbreak filter dé phat hién cic zero day hoic
blended threat trong Email
Outbreak filter st dung céc tap rule update lién tuc tir cloud ciia Cisco dé gan cho
Email mét threat level, dua trén mot bo cac dac tinh cia Email ma héng coi la nguy
hiém. Dya vao threat level, chinh sach c6 thé quy dinh hanh dong ap dung tuwong
ung
(12) Thiét bi sir dung DLP engine dé do quét cac vi pham chinh sach DLP. Mbi
truong cia MSB khong sir dung tinh nang nay

. Trinh tw xit Iy ciia luong Delivery

Trinh ty xit 1y cta ludng Delivery dugc thé hién tuan tu qua so do sau:
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(Start SMTP client conversation.)

(Outgoing) Message is encrypted, if applicable.

Message is sent over a particular IP interface defined by the virtual gateway.

The total maximum number of outbound connections is enforced,
and the default delivery interface is set.

v

“Received:” header is added to the message.

¢ s, drop. Do the configured domain-based limits, such as maximum number of ~|Ves, bounce. b
connections and recipients, indicate to drop or bounce the message!

LN&, continue.

Message is routed to a specific mail exchange host based on
domain without rewriting envelope recipient.

Specific recipients are dropped as configured in the Global Unsubscribe list.

v

(Outgoing) DomainKey or DKIM signature header is added to the message.

v

QMP'— Is the message undeliverable based on configured Bounce Profiles? MP

No, deliver.

( Deliver message to client. >

Hinh 3.7: Trinh tw xé ly cia luong Delivery

(1)Néu duoc cdu hinh tinh ning Encryption, ndi dung Email duoc ma hod. Mbi
truong cua MSB khong sir dung tinh nang nay

(2)Néu Virtual gateway duoc cdu hinh, Email s& duoc guri dén IP interface xac dinh
theo cdu hinh dé chuin bi guri ra ngoai. Méi truong cia MSB khong sir dung tinh
nang nay

Tinh ning Virtual gateway cung cp kha ning giri Email t6i ddu xa qua nhiéu IP
khéc nhau, véi muc dich dam bao dau xa nhan duoc Email mét cach chinh xac,

tranh cac truong hop chin do nham 13 spam



56

(3)Thiét bi giéi han sd lwgng connection va chon default delivery interface theo cu
hinh & cdu 1énh deliveryconfig
(4)Céu hinh mic dinh 1a ché d6 Auto (thiét bi tuy dong lya chon delivery interface
phu hop) vai gidi han 10000 connection.
(5)Trudong Received dugc thém vao Email (néu d3 bat ¢ giai doan Receipt trude do)
(6)Thiét bj gidi han s6 luong két ndi theo ciu hinh trong Destination controls
(7)Tinh ning Domain-Based Limits cho phép thiét bi kiém soat s6 lugng két ndi t6i
ting domain cuy thé trong 1 khoang thoi gian nhat dinh
(8)Thiét bi dinh tuyén Email téi SMTP host dura trén bang SMTP routes
(9)Thiét bi d6i chiéu danh sach nguoi nhan véi Global unsubscribe list va drop hodc
bounce cac Email khong mong mudn. Mbi truong ciia MSB khong str dung tinh
nang nay
Global unsubscribe cho phép dinh nghia nhitng domain ma hé théng khong bao
gid giri mail t61, nhu mot giai phap cudi cing
(10)Pdi véi mail giri ra, néu bat tinh ning DKIM, thiét bi thém DKIM signature vao
Email.
3.2.3  Pé xudt trién khai thuc gidgi phap

Dé phong chéng cac tdn cong qua hé thong Email ciia ngan hang Hang Hai Viét
Nam, ludn vin dé xuat thuc hién cac bién phap phong chdng tin cong dbi véi hé
théng may chu, hé théng Mail Client, duong truyén Internet. Trong khuon kho ludn
van ndy, khi nghién ciru phong chong tin cong AntiSpam Email s& sir dung céc
phuong phap nhu sau: Phuong phap loc Spam Email; Phuong phép loc theo tur
khoa; Phuong phap loc Spam Assasin; Phuong phap dung danh sach tring/ den;
Phuong phép loc dua vao vi tri cua cac bd loc; Phuong phép loc dua trén xac nhan
danh tinh cta nguoi guri.

Qua qua trinh nghién ciru va tim hiéu, dé tai dé xuat thuc hién cac phuong phap
ngan chdn tai Email Security Gateway véi bg loc 1a giai phdp cua Cisco lronport
C390 Appliance ( di bao gdbm cac phuong phap loc néu trén) dé thuc hién véi mo

hinh két noi nhu sau:
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Hinh 3.8: M6 hinh trién khai gidi phap
Két qua sau khi thuc hién
Sau khi thuc hi¢n giai phap, hé¢ théng da ngan chan duoc thu rac, virus, cac tAn
cong lira ddo thyc hién qua Email, va Email chinh 1a myc tiéu hang dau cia cac
cudc tdn cong co chu dich (APT) voi két qua nhu sau:

Incoming Mail Summary
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Incoming Mail Summary
DC-EMAILGWO1.msb.com.vn

19 Aug 2019 00:00 to 25 Aug 2019 23:59 (GMT +07:00) Data in time range: 100.0 % complete

Incoming Mail Summary

B Stopped by Reputstion Filtering 65.2% 90,174

O stopped as Invalid Reci 0.0% 2

O spam Detected 16% 2,243
O virus Detected 0.0% 17
= E;theecdb?gnby Advanced Malware 0.0% 3

B Messages with Malicious URLs 0.0% o
65.2% B Stopped by Content Filter 0.0% 0
B Stopped by DMARC 0.0% [

m IST:i'I‘Ie';E Verification/Decryption 0.0% o
Total Threat Messages: 66.8% I 92,430

O Marketing Messages 0.0% [
B Social Networking Messages 0.0% [
B Bulk Messages 0.0% [
Total Graymails: 0.0% ] o

o gﬂl:lczgs\ljrlﬁcahonmecryphan 0.0% o

O cClean Messages 33.2% 45,886

| Total Attempted Messages: ‘ 138,325

ncoming Mail Over Time

B Stopped by Reputation Filtering
30.0k O Stopped as Invalid Recipients
27,0k - O spam Detected
24,0k B Virus Detected
210k 4 B Detected by Advanced Malware Protection
180k B Messages with Malicious URLs
o .
ok Stopped by Content Filter
B stopped by DMARC
120k 4 PP Y
O Marketing
9,000 . X
B Social Networking
6,000 -
B Bulk
3,000 § - - :
B 5/MIME Verification/Decryption Failed
¢ ! 200 | | 20 I | . ! | O s/MIME Verification/Decryption Successful
O cClean Messages

Top Domains by Total Threat Messages Top Domains by Clean Messages

vamkt.net 33.4k google.com 12.8%
unknown domain facebook.com 3,167
eragalaxy.com.vn kbsec.vn ] 2,692
casahin.com mailgun.us 2,506

bioprogrp.com dai-ichi-life.com.vn 2,288

mfiu_gow.mm outleck.com 1,765
gorldwideeventsasia.com amazonses.com || 1,188
bwstnbt2.com useinsider.com 1,069
crowdfundingsfinest.com messagelabs.com || 793

cskh vip maychuemail.com || 664

40,0k 0 10.0k 20.0k 30.0k

Messages Messages

Messages

No Data found

Hinh 3.9: Két qud Incoming Mail Summary
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Outgoing Mail Report
Outgoing Mail Report

DC-EMAILGWO01.msb.com.vn

19 Aug 2019 00:00 to 25 Aug 2019 23:59 (GMT +07:00) range: 100.0 % complete

Outgeoing Mail Summary

Message Processing % Messages
O Spam Detected 0.0% 26
ol . B virus Detected 0.0% [1]
e AN
y \ = E;theecg?gnhy Advanced Malware 0.0% o
£ h
/ k B Messages with Malicious URLs 0.0% 0
I | B Stopped by Content Filter 0.0% 0
1 |
\ | O cClean Messages 100.0% 323,144
\ ;’_. | Total Messages Processed: l 323,170
N .r':
Message Delivery % Messages
e Hard Bounces 49.5% 160,050
100.0% Delivered 50.5% 163,097
| Total Messages Delivered: | 323,147
Outgoing Mail Over Time
60.0k
54.0k -
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Hinh 3.10: Két qud Outgoing Mail Summary
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KET LUAN

Luan van da hé thong héa mdt s6 van de ly thuyét veé thu rac, cdc hudng ti€p can

trong van dé loc thu rac trude day dong thoi trinh bay mdt s6 khai niém va dac dieém

vé qué trinh xAm nhép va lira ddo théng qua thu rac. Dong thoi dé xuit mot giai

phap dic trung c6 thé thyuc hién phat hién, ngin chin va theo ddi qua trinh tan cong

an ninh thong tin qua Email.

> Két qua chinh dat duoc cua luan van:

Tim hiéu vé cac tin cong Email

Nghién ctru va phan tich ludng dit lidu;

Phan tich qua trinh hoat dong tir 46 ngan chdn dugc céc rui ro

DPé xuat duoc gidi phap lya chon dac trung tdt nhat dam bao hiéu qua,
hiéu suét cua hé théng

Tién hanh thyc nghiém va danh gia, so sanh céc két qua.

> Hudng phat trién tiép theo ctia nghién ciru:

Mo rong nhiéu hudng tiép can phan tich ma doc va cac phuong thirc tan cong

m&i. Thuc hién phan tich dua trén kinh nghiém tir d6 phdi hop voi cac giai phap

mo1 dé cap nhat nhitng xu hudng tan cong mdi nhat. Pam bao an ninh, an toan cho

hé thdng va bao vé thong tin ctia ngudi st dung.
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