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LOI CAM DOAN

T6i xin cam doan cac két qua nghién ctu trong luan vin nay 1a san pham cua
cac nhan t6i duéi sy huéng dan cua thiy gido PGS.TS Tran Quang Anh. Cac s
lieu, két qua duoc cong bd 1a hoan toan trung thuc. Nhimg diéu duogc trinh bay
trong toan bo luan vin nay 1a nhitng gi do tdi nghién ciu hoic 1a duoc tdng hop tir
nhiéu ngudn tai liéu khac nhau. CAc tai liéu tham khao c6 xuét x& rd rang va duoc
trich dan day du, hop phap.

T&i xin hoan toan chiu trach nhiém trudc 161 cam doan ctia minh.

Ha Ngi, ngay 20 thang 11 nam
2019

Nguoi cam doan

Lwong Hoa Cwong



LOI CAM ON

Pau tién, toi gui 10i cam on chan thanh va biét on sdu sic téi thay giéo
PGS.TS Tran Quang Anh — Hoc vién Buu chinh Vién Théng, ngudi thay da ludn
tan tinh chi bao, giup d& va hudng dan t6i trong sudt qué trinh nghién cau luan van
nay.

T6i xin chan thanh cdm on céc thay, cd gi4o trong Khoa Céng nghé thong
tin- Hoc vién Buu chinh Vién thong da luén tan tam truyén day cho t6i nhitng kién
thirc bo ich trong thoi gian t6i tham gia hoc tap va nghién cau tai truong.

T6i cling xin gui loi cam on t6i Ban lanh dao, cac anh chi va cac ban trong
I6p Hé thong thong tin da ung ho va khuyén khich toi trong quéa trinh nghién ctu va

thuc hién khoa luan nay.

Hoc vién

Lwong Hoa Cuwong
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THUAT NGU VA VIET TAT

Tir viét tat

Tiéng Viét

ACL (Access control list)

Danh sach céc cau Iénh di€u khién truy

cap.

ASN (Autonomous System Number)

S6 hiéu mang.

ATBM

An toan bao mat

Attacker

K¢ thuc hién cac cudc tan céng nham vao
cac hé thong CNTT.

BGP (Border Gateway Protocol)

Giao thirc dinh tuyén lién mang.

Botnet

Céc thiét bi dau cudi bi lay nhiém, loi
dung boi ké tin cong khi thuc hién céc

cudc tan cong DDoS.

Client May tram.

DDoS (Distributed Deny of Service) | Tan cong tir chdi dich vu phan tan.

DoS (Deny of Service) Tan cong tir chdi dich vu.

Firewall Thiét bi twong ltra, c6 nhiém vu bao vé
cho cac hé thong mang.

Flow Luong luu luong.

Hacker Ké tan cong.

IDC (Internet Data Center)

Trung tam dir li¢u.

IDS (Intrusion detection system)

Phat hién cic xAm nhap bat hop phap.

IP (Internet Protocol)

Giao thuc Internet.

IPS(Intrusion prevention system)

Ngan chan cac xAm nhap bat hop phap.

ISP (Internet Service Provider)

Nha cung cap dich vu Internet.

KTDV Céc hé thong k¥ thuat dich vu.
KTV K¥ thuat vién.
Mang OFFICE Hé thong mang vin phong cung cap keét

nd1 mang cho can bg, nhan vién don vi.




NLRI (Network Layer Reachability | Mot truong trong ban tin BGP Update.
Information)

OSl (Open Systems Interconnection | M6 hinh tham chiéu.
Reference Model)

P2P (Point to Point) Két ndi diém — diém.

PTLL Phén tich luu luong.

RGW (Router Gateway) Thiét bi dinh tuyén bién ctia hé thong
mang .

Router Thiét bi dinh tuyén.

Server May chu.

Victim Hé théng, may chu nan nhan, muc tiéu

cua cac cuQc tan cong.




MO PAU

1. Ly do chon dé tai

Trong nhitng nim gan ddy, hinh thic tan céng DDoS thuong duoc cac
hacker str dung dé tan cong, gay té liét, gian doan cac hé théng mang, dich vu. Theo
khéo sat nim 2016, c6 nhitng cudc tin cdng dai dang va kéo dai 1én dén 48.5 gio va
dat ti tan suat 16n nhat 1a hon 200 Gbit trén gidy. Tan cong tir chdi dich vu 1 kiéu
tan cdng gay can kiét tai nguyén hé thong hoic gay nghén duong truyén, 1am ngat
quang qua trinh cung cap dich vy, té hon lam toan bd hé théng nging hoat dong. Do
dic diém co ché hoat dong, loai hinh tin cong DDoS rat khd c6 thé phong chéng va
ngan chin hoan toan. Tai Viét Nam, cing vai su phét trién bung nd cua cac dich vu
noi dung 12 su gia ting cac hinh thic tin cdng mang. Mét trong nhitng hinh thic tan
cdng phd bién, gay nhtc nhdi nhat cho céc ISP, cac nha quan tri mang 1 tan cong
tir chdi dich vu DDoS.

Hién tai, cac hé thdng mang cua cac don vi déu dang sir dung giao thirc BGP
dé dinh tuyén, két ndi Internet trong nudc, qudc té. Do do6, viéc nghién ciru, ap dung
ki thuat BGP FlowSpec dé dbi phd, han ché nguy co tan cong DDos nham vao hé
théng mang 1a hét strc dung din, can thiét.

2. Muc dich nghién ciru

Muc dich ctia dé tai nghién cau giai phap BGP FLOWSPEC nhim ngin chin
c4c cudc tan cong DdoS gidp cho hé théng mang cua don vi hoat dong an toan va
6n dinh

3. Poi twong va pham vi nghién ciu

Déi tuong: Cac don vi cung cap dich vu

Pham vi: Ap dung giai phap BGP FLOWSPEC nham ngan chin c4c cudc tan
cong Ddos

4. Phwong phap nghién ctiru

Nghién ctu ly thuyét, hién trang cac don vi va dé xuat 4p dung cho mé hinh
mang cac don vi



CHUONG 1: PHAN TICH HIEN TRANG NHU CAU PHONG
CHONG TAN CONG TU CHOI DICH VU MANG

1.1. Hién trang hé théng mang
1.1.1 Téng quan mang

Hé¢ théng mang VNNIC 1a hé théng mang cua Trung Tam Internet Viét Nam,
véi nhiém vu chinh 1a cung cap ha tang két ndi cho hé théng may chu quéc gia tén
mién .VN. Ngoai ra, hé théng mang VNNIC con cung cap két ndi cho cac hé thong
ki thuat — dich vu khac cua trung Tam Internet Viét Nam nhu: hé théng quan Ii tai
nguyén Internet, hé thong may chu tén mién dém, hé thong thong ké tén mién, hé
théng mang quan 1i diéu hanh (TTHN: mail, voice, web ...), hé théng mang quan Ii
giam sat, mang van phong...Hién tai, hé théng mang VNNIC bao gom 6 site tai 3
mién (Ha Noi, Pa Nang, TP Ho6 Chi Minh):

Tai mdi site, hé thong mang VNNIC duoc thiét ké bao gdm cac két ndi nhu sau:
- Internet trong nudc: két ndi qua tram trung chuyén Internet quéc gia
VNIX, két ndi qua cac ISP.
- Internet qubc té: két ndi qua cac ISP, dam bao két nbi da huéng du phong.
- Céc site chinh (Yén Hoa-Hoa Lac, Tan Thuan, An Don) duoc két ndi truc
tiép vai nhau boi cac duong thué riéng dam bao an toan bao mat. Ngoai ra, c4c site
c6 thé két ndi v4i nhau qua cac ISP dam bao tinh du phong.

- Céc site chinh va cac site thué dia diém duogc két ndi truc tiép voi nhau boi

cac duong thué riéng.
lyc xir ly 16n, trong khi 1 s6 phan mang thiét bi dinh tuyén bién c6 ning luc xu ly
con han ché. Cac phan mang VNNIC két ndi ra bén ngoai (qua ISP, VNIX) déu
dang sir dung cong két néi toc do 1 Gbps.
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Hinh 1.1: So' d6 thiét ké tong quan hé théng mang VNNIC
1.1.2. Hién trang céc hé théng an toan an ninh mgng VNNIC
Hién tai, cac phan mang cua VNNIC chu yéu duoc bao vé boi cac hé théng
kiém soat an toan an ninh nhu sau:
e Céc hé thong tuong lira: kiém soat cac ludng luu lwong vao/ra ting phan
mang.
e Céc hé thdng phat hién va ngan chan bat hop phap:
- Tinh nang IDP trén céc firewall Juniper SRX: phat hién va ngédn chan

bat hop phap.
Hé thdng Firepower/FightSight trén cac firewall Cisco ASA 5525:

phét hién va ngan chan xam nhap bat hop phép.
Tinh nang Botnet Traffic Fitering: phat hién va ngan chan malware (ma dgc).
e Héthdng FireEye: phat hién va ngin chin ma doc cho mang OFFICE.
e Héthéng TrendMicro: phat hién va ngan chin Virus cho mang OFFICE.



Khu | Phédn mang Hé théng | Tinh ning Tac dung
vue twong lira | ATAN
trién khai
Ha ]203.119.8.0/22 | ASA-5555 |SourceFire |Phat hién cac xam nhap trai
No6i | (Mitec-Hoa Lac) |Pri/Sec Botnet phép, phat hién cac IP bi nhiém
Filtering | malware trong mang
203.119.9.0/24 | ASA- Botnet Phat hién cac IP bi nhiém
(OFFICE HN)  |5525X Filtering | malware trong mang
Pri/Sec :
FirePower |Phat hi¢én cdc xdm nhdp trai
phep
203.119.72.0/22 | SRX 3600 |IDP Phat hién va ngan chin xam
(Mitec-Hoa Lac) nhap trai phép
203.119.60.0/22 |SRX 550 |IDP Phat hién va ngan chin xam
(Pinh Tién | Pri/Sec nhap trai phép
Hoang)
ba ]203.119.64.0/22 | ASA-5555 | Botnet Phat hién cac IP bi nhiém
Nang | (An Don) Pri/Sec Filtering | malware trong mang
203.119.65.0/24 | ASA- Botnet Phat hién cac IP bi nhiém
(OFFICE bN) 5525X Filtering | malware trong mang
P/SeC | irepower |Phat hién cic xam nhap tri
phép
203.119.44.0/22 | ASA-5550 |N/a
(VNPTNet-An | Pri/Sec
Don)
H6 |203.119.36.0/22 |SRX 550 |IDP Phat hién va ngan chan xam
Chi | (Tan Thuan) Pri/Sec nhap trai phép
Minh [203.119.37.0/22 | ASA- FirePower |Phat hién cic xam nhap trai
(OFFICE HCM) |[5525X Botnet phép, phat hién cac IP bi nhiém
Pri/Sec Filtering | malware trong mang
117.122.124.0/22 | SRX 3600 | IDP Phat hién va ngdn chan xam
(Tan Thuan) Pri/Sec nhap trai phép
203.119.68.0/22 |SRX 550 |IDP Phat hién va ngan chan xam
(VNTTTan Pri/Sec nhap trai phép
Thuén)

Bang 1.1:Tong hop cac hé thong ATAN mang VNNIC




1.1.3. Hién trgng phong chéng tdén céng DDoS mang VNNIC
Hién nay, cac tan cong tir chdi dich vu (DD0S) ngay cang gia ting va phuc
tap. Trudc tinh hinh do, trong nhitng nim qua hé théng mang VNNIC di trién khai
1 s6 bién phap nham phat hién, phong chdng va giam nhe cac cudc tin cong DDoS,
cu thé:

e Giam sat luu luong mang tai cac NOC bang céac hé thdng giam sat hién c6
(Cacti, Solarwind...). Tuy nhién, chua c6 1 quy trinh giam sat cu thé nham phét
hién cac cudc tin cong DDoS.

e Paiu tu, nng cap cac thiét bi mang 15i co6 nang lyc Ién (thiét bi dinh tuyén,
thiét bi twong lra).

Két luan:

Hién hé théng mang VNNIC di duoc trang bi nhiéu hé thdng, cdng cu an toan
an ninh twong d6i toan dién nhung van thiéu 1 giai phap phong chéng cac nguy co
tan céng tir chdi dich vy DDoS:

> Chua c6 phuong an rd rang nham phét hién sém céc cudc tan cong DDoS.

> Thiéu céc giai phap nham phan tich, xac dinh dic diém caa ludng luu lwong
tan cong DDoS.

> Chua c6 giai phap k¥ thuat chuyén nghiép dé thuc hién ngan chan, giam nhe
khi tan cong DDoS xay ra.

> Chua c6 quy trinh xir Iy nham d6i pho kip thoi khi cac cudc tan cong DDoS
xay ra. Viéc ddi pho, xir ly con bi dong, dwa chu yéu trén kinh nghiém cua can bo
quan tri mang.

> Chua c6 1 doi ngii can bd ki thuat chuyén trach nghién ciru cac nguy co tan
cong; xtr Iy khi tan cong xay ra, truy tim ddu vét sau khi cudc tan cong két thic.

> Nang lyc thiét bi tai I6p bién mang, thiét bi mang 16i mac du da duoc nang
cap nhung chua déng déu, mai chu yéu tap trung tai cac phan mang dich vu.

Trong khi d6, cac cudc tn cong DDoS dang ngiy cang gia tang, 1a 1 trong
nhitng nguy co chinh giy gian doan céc hé théng mang. Do dé, viéc xac dinh nhu



cau, tir d6 nghién ctru cac giai phap nham phét hién, xt Iy hiéu qua céc cudc tan
cdng DDoS cho hé thng mang VNNIC 1 hét st can thiét.

1.2. Nhu cau trién khai phong chéng tan céng DDoS cho mang VNNIC

1.2.1. Tinh hinh tdén céng DDoS trén thé gidi

Trong nhitng nim gan ddy, tinh hinh cac cudc tdn cdng DDOS trén thé gigi

ngay cang dién ra phic tap. Tong hop bao céo tinh hinh tin céng DDoS cap nhat
méi nhat vao quy I naim 2017 do cac t chirc, cac hdng bao mat uy tin dua ra ¢é cac
thdng ké dang cha ¥ nhu sau:

e 86 qudc gia bi tan cong trong Quy 2, 2017, ting 14 qudc gia so véi Quy 1
2017.

e Trung Quéc, Han Qubc va My tiép tuc 1a cac qudc gia dimg dau vé sé luong
cudc tan cong va sd luong muc tiéu bi tin cong. Trong d6, Trung Quéc 1a quéc gia
co sb lugng cudc tan cong cao nhét, chiém 58,07%. Han Quéc chiém 14,17% va
MY chién 14,03%.

e Céc cudc tan cong DDoS dai han xuat hién tro lai trong Quy 2, v6i thoi gian
duoc ghi nhan 1a 277 gio, ting 131% so véi Quy 1. Cung thoi diém dé, cac cude tan
cong kéo dai dudi 50 gio khong cé sy thay dbi so véi Quy 1 (99,7% trong Quy 2,
99,8% trong Quy 1).

e Tilé cac cudc tan cong trén TCP giam xudng dang ké (18,2% so voi 26,6%)
va ICPM (giam tir 7,2% xudng 8,2%). Piéu nay lam ting ty 1 SYN Flood va cic
cudc tAn cong trén UDP va HTTP.

e Céc botnet ctia hé diéu hanh Linux c6 dau hiéu gia ting. Cac botnet nay chiu
trach nhiém vé 51,23% céc cudc tan cong trong Quy 2 so v6i 43,40% trong Quy 1.

Céc botnet trén Windows chiém 48,77%.
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Hinh 1.5: Ti 1é cac may bi nhiém botnet theo hdh Window & Linux
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Hinh 1.7: Ti 1é cac cudc tin cong DDoS theo loai hinh tin cong

C6 thé thay trong nhimg nam gan day, cac cudc tan cdng DDoS ngay cang
dién ra voi tan suat, cudng do Ién hon. Cudc tan céng DDoS I6n nhat trén thé gioi
dién ra tai My c6 quy mé Ién téi 1000 Gbps. Céc loai hinh tan cong ciing ngay cang
da dang, véi chu Ki tin cong khac nhau rat khé du doan. Bac biét, ngoai viéc loi
dung cac may tinh bj lay nhiém 1am botnet nhu truyén théng di xuat hién cac cudc
tan cong DDoS loi dung céc thiét bi 10T (Internet of Thing). Ti 18 cac cudc tin cong
DDoS da huéng c6 chiéu hudng gia ting. Cac cudc tan cong DDoS dién ra trén
pham vi khap toan cu, tai nhiéu qudc gia trén thé gioi.

1.2.2.Tinh hinh tin cong DDoS tai Viét Nam

Trong nhitng nim gan déy, cing véi sy phat trién bung né cua céc dich vu
nodi dung tai Viét Nam 1 su gia ting cac hinh thirc tin cdng mang. Theo thdng ké
cua Trung tdm Ung ctu khan cap may tinh Viét Nam, nim 2016 Trung tAm nay da
ghi nhan tong sé 134.375 sy ¢ tan cdng mang. So véi nam 2015, s6 luong vu tan

cdng mang nam 2016 nhiéu gap hon 4.2 1an (nam 2015 14 31.585)
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* Top Attacking Countries

> S Top Targeted Countries
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Hinh 1.8: Théng ke ti 1é cac cudc tAn cong DDoS theo qudc gia nim 2016
1.2.3.Phan tich nhu cau

Trung Tam Internet Viét Nam duoc giao nhiém vu quan Ii, van hanh va khai
thac hé thong may cha tén mién quéc gia .VN. Viéc ting cuong, dam bao an toan an
ninh cho hé théng mang caa Trung Tam 1a mot trong nhitng nhiém vu wu tién hang
dau. Trung Tam Internet Viét Nam hién dang cung cap rat nhiéu cac dich vu khac
nhau cho cac NPK, t6 chirc, ngudi ding bén ngoai sir dung nhu: ding ki tén mién,
truy van tén mién, Whois Service, Website...Khi hé thdng mang bi gian doan s& gay
anh hudng dén cac dich vu ma Trung Tam cung cap, anh hudng dén cong tac
chuyén moén nghiép vu cia can bo nhan vién Trung Tam. Do do, viéc duy tri hé
théng mang caa Trung Tam két néi 6n dinh, lién tuc 1a hét sic quan trong. Pac
diém cua loai hinh tan céng DDoS la nham gay gian doan, nging tré hoat dong cua
cac hé thong mang, may chu dich vu.

Ngoai ra, mic du chua ¢ cac cong cu hé thong giam sat phat hién tan cong
DDoS chuyén dyung nhung trén hé thong firewall mang VNNIC ciing thuong xuyén
ghi nhan nhiing cudc tan cong SYN attack véi cudng do khéac nhau:

Possible Scan and SN Attack Rates

i %—H—W‘I—I\._H

400
300
W09 9 o o6 6008 .-»-" o oo o *° 0 5 o % % o o o o

100

08:01 0§02 0G:03 0G.04 0505
M Scanning Attacks: 434 Il Svn Attacks; 207

Hinh 1.9: Tan céng SYN attack mang VNNIC
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Két luan:

Qua cac phan tich néu trén nguy co xay ra cac cudc tan cong DDoS nhiam
vao hé thdng mang VNNIC 12 hét stc rd rang. Do d6, nhu cau nghién cuu, trién
khai cac giai phap ky thuat nham phat hién, phong chéng cac cudc tin cong DDoS
phu hop cho hé théng mang cua Trung Tam 1a hét stc cap bach va can thiét. Giai
phap phong chéng DDoS cho hé théng mang VNNIC can dap wng céc tiéu chi sau
day:

e Trién khai dong bo giai phap phong chéng tan cong DDoS tai tat ca céc site
thuéc mang VNNIC.
e Thoi gian xtr ly (phéat hién, canh bao, ngan chan) nhanh.
e Giai phéap phai dong b, tong thé, tir phat hién dén ngin chin, giam nhe khi
tan cong xay ra.
Trong cic chuong tiép theo, nhém thyuc hién dé tai s& nghién ctru, dé xuét cac giai
phap phong chéng tin cdng DDoS phi hop cho mang VNNIC.
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CHUONG 2: NGHIEN CUU TONG QUAN HINH THUC TAN
CONG TU CHOI DICH VU VA KY THUAT BGP
FLOWSPEC

2.1.  Tan cong tir chdi dich vu
2.1.1. Khai ni¢gm

Tan cong tir chéi dich vu (Denial of Service - DoS) hay tin cong tir chdi dich
vu phan tan (Distributed Denial Of Service — DDoS): Tan c¢6ng tir chdi dich vu la
hinh thirc tin cong ma keé tan cong (hacker) ¢ gang nham ngan can ngudi dung sir
dung théng tin hoic dich vu bang cach 1am qué tai tai nguyén hé thong (may tinh,
may chii, hé théng mang, duong truyén, thiét bi mang, DNS, Web, mail...).

Tan cong tir chéi dich vu (Denial of Service - DoS) hay tan cong tir chdi dich
vu phan tan (Distributed Denial Of Service — DDoS) chi khac nhau vé pham vi,
murc d6 tan céng, cu thé:

e Tan cong tir chdi dich vu (Denial of Service - DoS): Ké tan cong st dung 1
may tinh don dé thyc hién cudc tan céng. Hinh thtc tin cdng tir chdi dich vu 13 hinh
thire so khai ban dau.

e Tan cong tir chdi dich vu phan tan (Distributed Denial Of Service — DDoS):
Ké tin cong st dung, huy dong mot sé lugng 16n may tinh, bao gém ca may tinh
ctia cAc nan nhan (victim) dé thuc hién cudc tin cong. Hinh thic tin cong tir chéi
dich vu phan tan thuong c6 quy mé 16n, dién bién phic tap va rat kho dé ngin chan
hoan toan.

Tan cdng tir chdi dich vu ¢6 cac dic diém sau day:

e Tan cong tir chdi dich vy khong 1am thay doi, gia mao hay an cap thong tin
ma nhiam giy gian doan thong tin. Trong cic dic trung cua thong tin theo céc tiéu
chuan vé an toan théng tin (Confidentality, Integrity, Availability) thi tan cong
DDoS nham véo dic trung Availability.

e Céc cudc tan cdong DDoS dé thuc hién, gay hau qua 16n nhung rat kho ngin
chan, truy tim tha pham. Hién nay c6 rat nhiéu cac cong cu san co trén Internet cho
phép dé dang thuc hién céc cudc tan cong DDoS mang ma khéng can nhiéu ky
nang; ngay ca nhitng attacker nghiép du ciing c6 thé thuc hién dugc. Céc cudc tan
cong DDoS ¢6 cudng do 16n co thé gay té liét, gian doan kéo dai cac hé thong cong
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nghé thang tin, khién cac dich vu bi ngung tré, gay thiét hai I6n vé kinh té chinh tri.
Tuy vay, rat kho cd thé ngin chin hoan toan cac cudc tin cong DDoS nham vao cac
hé théng mang, céac giai phap hién nay chu yéu 1a nham giam nhe cac cudc tan cong
DDoS. Viéc truy tin thu pham ciing hét sc phic tap, khé khian do cac attacker
thuong khong tan cong 1 cach truc tiép dén hé thong nan nhan, ma théng qua céc
may tinh, hé thdng trung gian bi chiém quyén diéu khién.

2.1.2. Co ché hoat déng

CAac cudc tan cong DDoS thuong dién ra theo co ché gom 3 giai doan nhu
Sau.:

a) Giai doan 1: Chudn bi.

- Chuan bj c6ng cu quan trong caa cudc tan céng, cong cu nay thong thuong
hoat dong theo mod hinh client-server. Hacker c6 thé viét phan mém nay hay
download mét cach dé dang, theo thong ké tam thoi ¢6 khoang hon 10 cong cu
DDoS dugc cung cap mién phi trén mang (cac cdng cu nay s& phan tich chi tiét vao
phan sau)

- Ké tiép, dung céc ky thuat hack khac dé nam tron quyén mot sé host trén
mang. tién hanh cai dat cac software can thiét trén cac host nay, viéc cau hinh va
thir nghiém toan bo attack-netword (bao gdm mang ludi cac may da bi loi dung
cling véi cac software da duoc thiét lap trén d6, may cua hacker hoic mot sé6 may
khac da dugc thiét 1ap nhu diém phat dong tin cong) ciing s& dugc thuc hién trong
giai doan nay.

b) Giai doan 2: Xdc dinh muc tiéu va thoi diém.

- Sau khi xac dinh muc tiéu 1an cudi, hacker s& c6 hoat dong diéu chinh
attack-netword chuyén huéng tan céng vé phia muc tiéu.

- Yéu tb thoi diém s& quyét dinh mie d6 thiét hai va téc do dap tng ctia muc
tiéu d6i voi cudc tan cong.

C) Giai doan 3: Phdt déng tin cong va xéa diu vét.

Dung thoi diém dd dinh, hacker phat dong tan cdng tir may caa minh, 1énh
tan cong nay co thé di qua nhiéu cip moéi dén host thuc sy tin céng. Toan b attack-
network (c6 thé 1én dén hang ngan may), s& vit can ning luc cua server muc tiéu
lién tuc, ngin chian khong cho né hoat dong nhu thiét ké.
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- Sau mot khoang thai gian tin cdng thich hop, hacker tién hanh x6a moi du
vét cd thé truy nguoc dén minh, viéc nay doi hoi trinh d6 khéac cao va khong tuyét
d6i can thiét.

2.1.3. Kién trac, mé hinh tdén cong DDoS

Mic di ¢6 nhiéu dang tan cong DDoS dugc ghi nhan, nhung tuu trung cé thé
chia kién trac tan cong DdoS thanh 2 loai chinh:
e Kién tric tan cong DDoS truc tiép.
e Kién tric tan cong DDoS gién tiép hay phan chiéu.

C ATTACKER:,)
_’\_"’\ —_

[ ] [ ii ]

|Zonb0e] [Zonble] lZontle] Zonble Zonhe Zonble

f///

VlCTlM

.

Hinh 2.1: Kién tric tan cong DDoS truc tiép

Kién tric tin cong DDoS truc tiép duoc minh hoa trong minh bén trén. trudc
hét, ké tan cong (Attacker) thuc hién chiém quyén diéu khién hang ngan may tinh
¢ két ndi Internet, bién cac may tinh nay thanh cac Zombie — nhiing may tinh bi
kiém soat va diéu khién tir xa bai Attacker. Attacker thuong diéu khién cac Zombie
théng qua cac may trung gian (Handler). Hé théng cac Zombie chiu sy diéu khién
cua Attacker con dugc goi la mang may tinh ma hay botnet. Theo Iénh guri tu
Attacker, cac Zombie ddng loat tao va giri cac yéu cau truy nhap gia mao dén hé
théng nan nhan (Victim), gay ngap lut, qué tai dudng truyén mang hoic 1am can
kiét tai nguy@n cua may chu, dan dén ngit quing hoic ngirng dich vu cung cap cho
nguoi dung.
C4c vai tro trong kién tric tin cong DDoS tryc tiép:

e Attacker.



e Handler.
e Zoombie.
e Victim.

I ~ Attacker
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Hinh 2.2: Kién tric tan cong DDoS gian tiép

Hinh trén minh hoa kién tric tan cong DDoS gian tiép hay con goi la kién
trdc tan cong DDoS phan chiéu. Tuong ty nhu kién tric tin cong DDoS tryc tiép,
ké tan cong (Attacker) trudc hét thuc hién chiém quyén diéu khién mot luong rat
I6n may tinh ¢ két ndi Internet, bién cac may tinh nay thanh cac Zombie, hay con
goi la Slave. Attacker diéu khién cac Slave théng qua cac may trung gian (Master).
Theo lénh gui tir Attacker, cac Slave dong loat tao va gui cac yéu cau truy nhap gia
mao Vvoi dia chi nguon caa cac goi tin 1a dia chi ciia may nan nhan (Victim) dén dén
mét sé 16n cac may khéc (Reflectors) trén mang Internet. Cac Reflectors guri phan
hdi (Reply) dén may nan nhan do dia chi cia may nan nhan dugc dit vao yéu cau
gia mao. Khi cac Reflectors c6 s6 lwong 16n, s6 phan hdi sé& rat 16n va gay ngap lut
duong truyén mang hodc 1am can kiét tai nguyén ciia may nan nhan, dan dén ngat
quang hoic nging dich vu cung cap cho nguoi dung. Cac Reflectors bi loi dung dé
tham gia tin cong thuong 1a cac hé théng may chia c6 cong sut 16n trén mang
Internet va khdng chiu su diéu khién cua Attacker.
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C4c vai tro trong tan cdng DdoS gian tiép:

Attacker.

Master.

Slave.

Reflector.

Victim.

2.1.4. Phan logi tdén cdng DDoS

Hién nay, cac loai hinh tin cong DDoS rat da dang, ta c6 thé phan loai céc
hinh thuc tan céng DDoS dua trén nhiéu tiéu chi khac nhau. Dé c6 maot cai nhin
tong quat, nhom dé tai da thuc hién bang tong hop sau day (chi tiét xem trong phan

phu luc 03):
STT Tiéu chi ’ ’ Phan loai
1 Phan loai theo phuong phap tan | Tan cong gay ngap lut: SYN flood...

cong

Tan cong Logic: TCP SYN...

2

Phan loai theo muc d6 tu dong

Tan cong thu cong

Tan cong ban ty dong

Tan cong tu dong

Phan loai theo md hinh OSI

Tan cbéng tang mang: ICMP flood,
ICMP Fragmentation flood, IP Null...

Tan cong tang van chuyén: SYN-ACK
flood, UDP Flood, UDP Fragmentation,
TCP Null...

Tan cong tang ung dung: DNS Flood,
DNS Amplified, HTTP
Fragmentation....

Phan loai theo phuong thuc giao

DDoS dua trén agent-handler

tiép gitra Master va Bot

DDoS dua trén IRC

DDoS dua trén Web

DDoS dua trén P2P

Phan loai dua trén cuong do tan

Tan cong cudng do cao

cong

Tan cong cudng do thap

Tan cong cudng do thay doi

Tan cong cudng do hon hop

Tan cong cudng do hon hop

Phan loai dua trén viéc khai thac
cac 16 hong an ninh

Tan cong gay can Kkiét bing thong:
volumetric attack

Tan cbng gay can kiét tai nguyén: ping
of death...

Bang 2.1: Phan loai cac hinh thirc tan cong DDoS
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Bang sau téng hop céc hinh thirc tan cong DDoS phé bién nhit hién nay:

ACK Attack or ACK-PUSH
Flood Mirai Botnet Slow Session Attack
DNS Amplified (Reflective) Multiple Verb - Single Request Slowloris Attack
DNS Flood Non-Spoofed UDP Flood Smurf Attack
Excessive Verb - Single
Session NTP Amplified (Reflective) Specially Crafted Packet
Excessive Verb (HTTP GET SSDP Amplified
Flood) NTP Flood (Refelctive)

Other Amplified Attacks
Fake Session Attack (Reflective) SYN Flood
Fraggle Attack Ping Flood SYN-ACK Flood
Fragmented ACK Flood Random Recursive GET TCP Null
HTTP Fragmentation Recursive GET TOS Flood
ICMP Flood RST/FIN Flood UDP Flood

Same Source/Dest Flood (LAND
ICMP Fragmentation Flood Attack) UDP Fragmentation
IP NULL Slow Read Attack Volumetric Attack

Bang 2.2: Tong hep cac hinh thirc tan cong DDoS phé bién hién nay

Trong cé4c hinh thire tan cong DDoS liét ké trong bang trén, céac loai hinh tan cong
DDoS ma hé théng mang dich vu cia VNNIC hay gap bao gom:

- Volumetric Attack.

- SYN Flood.

- ICMP Flood.

- DNS Amplified.

- DNS Flood.
Théng tin chi tiét vé cac hinh thic tan cong nay dugc trinh bay trong phan phu luc
04.

2.1.5. Cac bign phap phong chéng tdén cong DDoS

Nhu da trinh bay ¢ trén, dac diém cua tin cong DDoS 14 rat kho ngan chan
hoan toan, cac giai phap chii yéu déu nham giam nhe céc hinh thac tan cong DDoS.
Céc hinh thic tan cong DDoS ciing rat da dang; véi mdi hinh thic tan cong DDoS
cling c6 mot s6 cac giai phap tuwong tng nham han ché, giam nhe. B4i véi cac hinh
thirc tan cong DDoS 16p mang dang volumetric attack, hién c6 1 sé cac giai phap
dugc trinh bay chi tiét & muc II. Dbi véi cac hinh thic tan cong dang protocol; loi
dung cac dic diém cua giao thic c6 thé thyc hién cac ciu hinh tinh chinh cac tham
s6 cua giao thuc; cap nhat phién ban mai cua giao thuc.... Bi véi céac hinh thire tan
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cdng DDoS 16p tng dung c6 thé ap dung céac két hop cac bién phap loc géi tin bang
tuong lira, cap nhat cac ban va, tinh chinh cac cau hinh caa phan mém, dich vu.

Tuy nhién, dé c6 thé thuc sy phong chdng, giam nhe hiéu qua cac cudc tan
cdng DDoS can phai trién khai két hop toan dién, déng thoi nhiéu giai phap ki
thuat khac nhau. CAc giai phap nay c6 thé trién khai ddng thoi theo cac chién luoc
cu thé, tir qua trinh phét hién tan cong, xac dinh dic diém, ngin chin khi tin cong
xay ra dén xur ly sau tan céng. Tong quan, ta cd thé xay dung céc giai phap phong
chéng tan céng DDoS theo céc chién luge nhu sau:

a) Trién khai céc bién phap phong chong tan céng DDoS theo trén vi tri

1) Trién khai & ngudn tan cong: Cac bién phap phong chéng tan cong DDoS
duogc trién khai & gan ngudn cua tan céng. Phuong phap niy nham han ché céc
mang ngudi ding tham gia tan cong DDoS. Mét sb bién phap cu thé bao gom:

- Thuc hién loc céc goi tin sir dung dia chi gia mao tai cac céng mang.

- Sir dung céc tuong lira c6 kha ning nhan dang va giam tan suit chuyén cac
g6i tin hoac yéu cau khong duoc xac nhan.

2) Trién khai & dich tin cdng: Cac bién phap phong chdng tan céng DDoS duoc
trién khai & gan dich cua tin cdng, tic 12 tai bo dinh tuyén & cdng mang hoic bo
dinh tuyén cua hé thong dich. Cac bién phap cu thé cé thé gom:

- Truy tim dia chi IP: Gém céc k¥ thuat nhan dang dia chi va nguoi ding gia
mao.

- Loc va danh dau cac goi tin: Céac goi tin hop 1é duoc danh dau sao cho hé
théng nan nhan cé thé phan biét cac goi tin hop 1é va gai tin tan cong. Mot sb ky
thuat loc va danhdau géi tin duge dé xuat gom: Loc IP duya trén lich sir, Loc dua
trén dém hop, Nhan dang duong dén,. ..

3) Trién khai & mang dich tan cong: Cac bién phap phong chéng tin cong
DDoS duoc trién khai ¢ cac bo dinh tuyén cua mang dich dua trén loc goi tin, phat
hién va loc cac goi tin doc hai.

b) Trién khai céc bién phap phong chong DDoS theo md hinh OSI

Cac bién phap phong chéng tan cong DDoS dugc trién khai theo ting mang,
tang van chuyén va tang ¢ng dung:

1) Phong chéng tin cdng DDoS & tang mang bao gém mét sé bién phéap:
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- Pushback: La co ché phong chéng tin cong DDoS ¢ tang Network cho phép
mét bo dinh tuyén yéu cau cac bo dinh tuyén lién ké phia trude giam tan suét truyén
cac goi tin.

- SIP defender: Mét kién tric an ninh mé cho phép giam sat ludng cac goi tin
gitra cAc may chu SIP va nguoi dung va proxy bén ngoai véi muc dich phat hién va
ngin chin tin céng vao cac may cha SIP.

- Céhc phuong phap dwa trén 6 d6 chir: Gom cac phuong phap dua trén 6 db
chir mat ma dé chéng lai tin cong DDoS & murc IP.

- Sur dung cac ky thuat loc goi tin dua trén dia chi IP.

2) Phong chéng tin cong DDoS ¢ tang van chuyén bao gdm mat sb bién phap:

- Tang kich thudc Backlogs gitip ting kha niang chap nhan két n6i méi cua hé
théng dich.

- Giam thdi gian chd x&c nhan yéu cau két néi TCP-SYN gidp may chi hay bo
cac yéu cau két néi khong duoc xéac nhan trong khoang thoi gian ngin hon, gial
phong tai nguyén céc két ndi cho chiém gii.

- Sir dung tudng lira hodc proxy dé loc cac goi tin hoic thuc thi cac chinh sach
an ninh da xac lap truéc.

3) Phong chéng tin cong DDoS & tang tng dung c6 thé bao gom mét sé bién
phéap:

- Téi thiéu hoa hanh vi truy nhap trang dé phong chéng tin cong gay ngap lut
HTTP.

- Sir dung cac phuong phap thong ké dé phat hién tan cong DDoS & mic
HTTP.

- Giam séat hanh vi cia nguoi ding trong cac phién lam viéc dé phat hién tan
cong.

Phan loai

¢)Trién khai cdc bién phdp phong chong DDoS theo thoi diém hanh dong

Ta c6 thé trién khai dong bo céc bién phap phong chong DDoS theo 3 thoi
diém nhu sau:

1) Truéc khi xay ra tan cong: Cac bién phap phong chéng tan cong DDoS
thudc dang nay duoc trién khai nham ngin chan tan céng xay ra. Cac bién phap
thudc dang nay bao gom viéc cap nhat hé théng, ting cuong nang lyc hé théng, dam
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bao cau hinh an ninh pht hop, sira 13i, va cac 16 hong dé giam thiéu kha ning bi tin
tic khai thac phuc vu tin cong.

2) Trong khi xay ra tin céng: Céc bién phép phong chéng tin céng DDoS
thudc dang nay tap trung phét hién va ngan chin khi cudc tan cong xay ra. Céc bién
phap nay duoc trién khai trén cac hé théng nhu firewall, IDS/IPS, router cé tinh
nang an toan an ninh.

3) Sau khi xay ra tan cdng: Gom céc bién phap duoc trién khai dé lan vét va
truy tim ngudn gbc cua tan cong DDoS.

Hién nay, cac giai phap giam nhe cac cudc tan cong DDoS cd cac hudng tiép can
sau:

- Thué cac dich vu phong chéng DDoS (c4c dich vu dua trén cloud, céc
scrubbing center): toan bo luu lwong infout cua mang dich s& dugc dinh tuyén dén
cac thiét bi, hé thdng cua nha cung cép dich vu bao vé. Cac thiét bi, hé théng nay s&
kiém tra 1am sach cac luu luong tin cong DDoS va chuyén tiép cac luu luong hop
16 quay v& mang dich. Mot s6 nha cung cip dich vu phong chéng DDoS nhu:
CloudFlare, Coreno, Imperva Incapsula, F5 Network, Arbor, Nexusguard, Akamai,
Radware, Kdatacenter...Tai Viét Nam c6 antiddos.vn cung cap dich vy nay.

- Trién khai dich vu phan tan sir dung cong nghé CDN: tlly vao kha ning, hién
trang c6 thé tu trién khai phan tan dich vu hoic di thué cac nha cung cap dich vu
CDN.

- Tu trién khai cac hé thong, thiét bi tai chd (onsite) nham ngan chan, giam
nhe cac cudc tan cong DDoS. Hudng tiép can nay phi hop véi cac hé théng mang,
hé thdng dich vu 16n, di kha ning tr dau tu, xdy dung, van hanh cac giai phép, thiét
bi cho riéng minh.

Két luan:

Qua nghién ctru cac giai phap ngin chin, giam nhe tin cong DDoS nhom dé
tai nhan thay dé phong chéng DDoS hiéu qua cho hé théng mang VNNIC ciing nhu
c4c hé théng KTDV lién quan can:

> Trién khai két hop dong thoi nhiéu bién phap k¥ thuat khac nhau.
> Trién khai toan dién theo chién luoc cu thé.

> Tu trién khai c&c giai phap ngan chan, giam nhe.

> Tu trién khai phan tan cac dich vu cho phép.
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2.2.  Tan cong tir chéi dich vu mang

Nhu d3 trinh bay bén trén vé cac hinh thic tin cong DDoS néi chung, ngoai
dang tan cong tang tng dung, trong muc nay sé& tap trung nghién ctu vé dang tan
cdng DDoS tang mang va tang van chuyén — noi dung chinh. Dang tan cong nay
thuong dugc goi la volumetric attack, thuc hién huy dong cac Iuu lugng khdng hop
16 huéng dén may chi muc tiéu, nham chiém dung bing thong duong truyén, tir 6
lam qué tai t& liét cac thiét bi mang (router bién, firewall...) tir 46 gy gian doan
dich vu. Day 1a loai hinh tan cong DDoS chu yéu hién nay, ngay ca cac cudc tan
cdng DDoS tang (ing dung ciing hau hét s& gay ra cac hé qua nhu cac cudc tan cong
volumetric attack va phan nao ciing c6 thé ap dung chung cac phuong phap phong
chéng, giam nhe.

2.2.1. Qua trinh dién ra mét cugc tén cong DDoS mang

Cac cudc tan cong DDoS dugc xuat Luu lugng cia cudc tan cong
phat ti rét nhi€u cac hé théng bi DDoS chiém dung tai nguyén - —
I&y nhiém (Bot) hé théng mang cua cic ISP Luu lugng DDoS lam qua tai
B ) cdac thiét bi ATBM inline
=l

29 . 3 Illllll Victim

. s |
.9 Imm — IPS/IDS  Firewall
" -

Botnet

— m . . Enterprise or IDC
S = Service Provider Network P
Legitimate Users

Luu lugng DDoS tén céng cac
mady chd, dich vu muc tiéu

Hinh 2.3: Qua trinh dién ra 1 cudc tan céng DDoS
Qua trinh 1 cudc tan cdng DDoS dién ra dugc md ta nhu hinh vé bén trén:
- Pau tién, mot s6 luong 16n cac hé thdng bi 1ay nhidm, diéu khién (goi 1a cac bot)
ddng loat gri cac luu lwong khong hop 1& nham dén 1 may chu, dich vu muc tiéu.
S6 luwong cac bot cang Ién thi luu lugng khong hop 18 nay cang Ién. Luu lugng
khong hop 1& nay duoc goi 1a luu lwong tan cong DDoOS.
- Luu lwong tin cong DDoS nay di qua cac hé thdng mang cua cac ISP, chiém dung
tai nguyén (dudng truyén, hiéu ning thiét bi) va gay anh hudéng dén hé thbng mang
cua cac ISP.
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- Luu luong DDoS dén hé théng mang caa doanh nghiép hoic trung tdm dit liéu;
gay qué tai tham chi té liét cac thiét bi mang, thiét bi an toan bao mat nam trén
duong di cua nd (Router, IPS/IDS, Firewall). Cudi cung, lwu lwgng DDoS nay tin
cbng cac may chu muc tiéu, gay té liét may chu va gian doan dich vu. Cac luu
lwong hop 1é hau nhu khéng thé d¢én dugc may chy, dich vu.

2.2.2. Cdc phwong phdp phong chéng DDoS mgng truyén théng

Dé c6 thé phong chdng DDoS mét cach hiéu qua, cac hé théng mang cua cac
ISP, doanh nghiép can thiét ké md hinh bao mat “Defense in Depth” (Phong thu
theo chiéu sau). Theo d6, chirc niang phong chdong DDoS duoc trién khai dong thoi
tai nhiéu 16p mang khéac nhau trong mé hinh OSlI, tai nhiéu thiét bi mang trong cac
phan mang khac nhau (Routers, DDoS Scrubbers, IDS/IPS appliances, Load
Balancers, Firewalls...).

Trong cac thiét bi trén, router dong vai tro chu dao trong viéc phong chdng
DDoS tai cac hé théng mang cua cac ISP, doanh nghiép. Router 12 vi tri phong thu
dau tién trong toan bo hé thong mang, router cé thé giam thiéu cac cudc tan cong
DDoS ngay tai 16p bién mang. Router c6 thé st dung céc ki thuat dinh tuyén nang
cao dé diéu khién luu luong cac cudc tan cong sang 1 hudng khac. Céac ky thuat
duoc ap dung trude day la: ACL, D/RTBH, S/RTBH va mét ky thuat mai duoc
nghién ctiu trong thoi gian gan day 1a BGP Flowspec.

a) Ky thuat ACL:
Ky thuat ACL don gian chi st dung céc access list tai cac router bién cua cac
ISP hodc mang doanh nghiép dé chin cac luu lugng DDoS theo ngudn hoic dich.
Ky thuat nay c6 nhiéu han ché nhu sau:
e Thoi gian dap ung thap do phai trién khai lan luot trén cac Router bién.
e Khong linh hoat.
e Router bién di phai xir Iy chin cac luu lugng DDoS bang ACL = gay anh
hudng dén hiéu nang ctia cac router bién.
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b) Ky thudt D/RTBH (Destination Remotely Triggered Black Hole):
Good traffic ~ ==—==p-
Attack traffic ==

2. CAc router bién clia BGP Announcement =

D/RTBH dugc ap dung tai cac router ISP c3u hinh route vdi
bién cta ISP: moi traffic dén prefix black hole 1. Router bién ctia KH khgi tao ban tin
muc tiéu sé bi loai bd BGP update gtri dén Router bién cta ISP
trong dd route dén prefix muc tiéu dugc
set thudc tinh Community = blackhole.
m V]
o W ity
:; : Router Victim

a= e  [PS/IDS  Fireall
Router |

m.
-m
a-a

Legitimate Users

Enterprise or IDC

Service Provider Network

Hinh 2.4: Ky thuat D/RTBH

Khi cudc tan cong DDoS xay ra, router bién cua mang khach hang (hoic
ISP) khoi tao 1 ban tin BGP update giri dén router bién cua ISP; trong d6 route dén
prefix ciia may chu muc tiéu dugc thiét 1ap thudc tinh BGP community = blackhole.
Cac router bién cua ISP sau khi nhan duoc ban tin BGP update, s& cau hinh route
nay giri dén blackhole. Piéu d6 c6 nghia 1a moi traffic huéng dén prefix muyc tiéu s&
bi cé4c router bién loai bo. Ky thuat D/RTBH di dugc chuan hda trong tiéu chuan
RFC 3882, RFC 5635.

Uu diém: Trién khai nhanh chéng, déng thoi, tw dong dén céc router bién.
Thoi gian dap trng nhanh (trong 1 chu ky gui ctaa ban tin BGP update).

Nhuoc diém: Moi traffic hudng dén muc tiéu déu bj loai bo, bao gom ca cac
traffic hop I¢.
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¢) Ky thudt S/RTBH (Source Remotely Triggered Black Hole):
Goodtraffic ==
Attack traffic =
BGP Announcement ===

S/RTBH p dung tai router bién: moi
traffic xuat phat tir prefix dugc thong
bao trog BGP update bi loai bo, di

Cac router bién cau hinh blackhole

¢d destiantion ntn. T
Router bién cla ISP khdi tao ban
o tin BGP update vdi source prefix
m "m" dugc set blackhole
. l - — \
o0 ?
a= - / : im
;g — i —
e
2
Botnet m
t— Service Provider Network Enterprise or IDC

Legitimate Users

Hinh 2.5: Ky thuat S/RTBH

Tuong tu ky thuat D/RTBH nhung route duoc thiét lap community =
blackhole trong ban tin BGP update 1a cac prefix nguon cia cac cudc tan cong. Ky
thuat D/RTBH d3 dugc chuan hda trong tiéu chuan RFC 5635.

Uu diém: Trién khai nhanh chéng, déng thoi, tw dong dén céc router bién.
Thoi gian dap ung nhanh (trong 1 chu ky gui cua ban tin BGP update).

Nhuoc diém: Khdng linh hoat, do traffic cia cac cudc tan cong DDoS xuat
phét tir nhiéu nguon khac nhau.

Két luan:

Qua cac nghién ctru trinh bay & trén, c6 thé nhan thay cac phuong phéap giam
nhe cac cudc tin cong DDoS mang truyén thong sau khi da phat hién, xac dinh
dugc cudc tin cdng van con rat nhiéu han ché. Do d6, nhu cau dit ra 1a can phai
nghién ctru, dé xuit cac phuong phap k§ thuat méi, nhim ngan chin, giam nhe hiéu
qua cac cudc tan cong DDoS nham vao hé théng mang. Trén co s& d6, nhom dé tai
s& d& xuat giai phap thich hop ap dung cho hé théng mang VNNIC. Pay ciing 12 noi
dung chinh cua dé tai.
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2.3. Ky thuat BGP Flowspec

2.3.1. Khéi niém m¢ ddu

K¥ thuat BGP Flowspec la 1 ky thuat méi duoc nghién cau &p dung trong
thoi gian gan ddy nhim ngin chin cac cudc tin cong DDoS. Ky thuat BGP
Flowspec hoat dong dya trén cac luat &p dung cho tung ludng luu lwong cu thé
(BGP Flow Specification Rule). Cac chinh sach nay bao gém 2 phan:

e Phin Flow Specification gdm 1 chudi c6 tht tu céc tiéu chi ¢ 1op 3, 16p 4
trong mé hinh OSI nhiam xé4c dinh 1 ludng luu lwgng cu thé. Mat ludng luu
lugng duogc coi la khép véi 1 Flow Specification néu cac goi tin caa ludng
khop vai toan bo cac tiéu chi trong Flow Specification d6. Cac tiéu chi nay

khi ma hoa phai dugc sap xép theo dung thu ty quy dinh truéc dé hai phia
BGP flowspec peering hiéu duoc. Cac tiéu chi nay bao gom:

Source / Destination Prefix

IP Protocol (UDP, TCP, ICMP, etc.)
Source and/or Destination Port
ICMP Type and Code

TCP Flags

Packet Length

DSCP (Diffserv Code Point)
Fragment (DF, IsF, FF, LF)

e Phan Action: hanh dong twong ttng 4p dung cho ludng luu lwong duoc xac
dinh boi Flow Specification. Action c6 thé 1a loai bo hoan toan ludng luu
lwong; 4p dung QoS cho ludng luu lwgng; han ché téc d6 hoic diéu hudng
ludng Iuu lwong dén 1 thiét bj 1am sach (Scrubbing center).

Khi cudc tan cdng DDoS xay ra, cac BGP Flow Specification Rule ndy duoc
phan phdi dén toan bo cac router bién (BGP peer) tir 1 hé thong quan ly tap trung
(Controlller) théng qua ban tin BGP Update. Trong dé, phan Flow Specification
dugc mi hoa trong dinh dang méi cua truong NLRI; phan Action dwgc ma hoa
trong thugc tinh BGP Community tuong tng vai truong NLRI.

Uu diém caa ky thuat nay Ia:

> Céc rule dugc phan phdi 1 cach nhanh chong, dong thoi dén toan bo cac
router bién ma khong can thay doi cau hinh. Tir d6, cai tién thoi gian dap Gng, xir ly
sur ¢ tn cdng DDoS (response time).
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> Ludng luu luong tin céng DDoS duoc xac dinh chinh xac dwa trén cac dic

diém, tiéu chi 16p 3, 16p 4 cu thé. Do d6, viéc ngan chin, xir ly cac ludng tin cong
DDoS khéng anh huéng dén céc ludng luu lugng hop 6.
K3 thuat BGP flowspec d3 duoc chuin hda boi IETF nhu sau:

> RFC 5575: “Dissemination of Flow Specification Rules” nim 2009 (cong bd
chinh thac): BGP flowspec ap dung cho IPvA4.

» RFC 7674: “Clarification of the Flowspec Redirect Extended Community”
nim 2015 (céng bd chinh thirc): cap nhat dinh dang thudc tinh Community cho

hanh déng diéu hudng luu luong.
» “Dissemination of Flow Specification Rules for IPv6” nam 2017 (dang &
dang du thao): xay dung tiéu chuan vé BGP flowspec cho IPv6.

Thong tin v& cac dong san pham thiét bi hd tro BGP Flowspec:

STT Chirc niing Dong san pham hd tro
1 Phat hién tan cong DDoS | Arbor Peakflow SP 3.5
Juniper DDoS Secure 5.14.2-0
Netflow
3 BGP Flowspec Client Alcatel-Lucent SR OS 9.0R1
(router bién) Juniper JUNOS 7.3
Cac dong Cisco ASR va CSR c6 OS hd tro
(5.2.0 tro 1én)
4 BGP Flowspec Controller | Arbor Peakflow SP 3.5
ExaBGP
sFlow-RT

Cisco ASR 9000

Bang 2.3:Céac dong san pham hé tro BGP Flowspec
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2.3.2. M0 hinh, nguyén ly hoat déng cua BGP Flowspec

2.3.21. M0 hinh

FlowSpec Controller
Contiguration Point

bgp/sessions bgp|sessions bgp\sessions
BGP BGF’J BC_SPJ'
Client Client Client

TCAM Install TCAM Install TCAM Install

Hinh 2.6: M6 hinh hoat dong cia BGP Flowspec
BGP Flowspec hoat dong theo md hinh Server — Client nhu hinh v& bén trén.

Theo d6, 1 thiét bi quan Iy tap trung s& dong vai trd 1am BGP Flowspec Server. Cac
router bién ctia mang doanh nghiép, mang ISP s¢ dong vai tro lam BGP Flowspec
Client. BGP Flowspec Server va BGP Flowspec Client dugc cau hinh flowspec
peering va&i nhau va dugc xac dinh rd vai tro.

BGP Flowspec Server s& thuc hién phan phdi cac Flowpsec Rule dong thoi
dén cac thiét bi BGP Flowspec Client. Tai BGP Flowspec Server, nguoi quan tri ¢6
thé nhap cac thdng tin qua giao dién dong lénh hoic giao dién GUI. Thang tin nay
qua b xir ly Flowspec Manager sé€ tao thanh cac Flowpsec Rule giri sang Client qua
giao thirc BGP. Céc thiét bi Client nhan dugc Flowspec Rule qua giao thiac BGP
nay, s& guri dén bo xtr Iy Flowspec Manager cai dit vao bo xur 1y chinh sach dinh
tuyén nang cao (E-PBR). Tai day, s& thuc hién xir Iy phan ctang trén céc giao dién

ctia router bién, dam bao téc d6 xir Iy & muc cao nhét.
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Match X CLI XR XML
Action 'Y

BG BG Manager

Hinh 2.7: M6 hinh hoat dong ciaia BGP Flowspec Client

Match X

Hinh 2.8: M6 hinh hoat dong ciaa BGP Flowsec Server
K3 thuat BGP Flowspec c6 thé hoat dong vai ca 2 md hinh intra-domain va
inter-domain:

e Intra-domain: thiét bj Controller va cac Client cung thuoc 1 AS. Do BGP
flowspec can thiép vao chinh sach dinh tuyén cua cac router bién nén mé hinh nay
duoc wu tién va dé trién khai hon. Theo dé, cac ISP hoic cac mang khach hang tu
chu dong trién khai BGP Flowspec Controller cho céc router bién caa minh nham
phong chdng tan cong DDoS. Ngoai ra, cac ISP ciing c6 thé trién khai Controller dé
diéu khién, tac dong cac router bién cia minh; dong thoi phan quyén cho phép céc
khéach hang truy cap vao giao dién portal ciia Controller, cha dong ngéan chan khi c6
tan cong DDoS huéng dén mang ctia minh. Tuy nhién, didu nay doi hoi sy dong
thuan, tin tudng rat 16n giita cac ISP va khach hang.
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e Inter-domain: thiét bi Controller va cac Client nam & cac AS khac nhau.
Theo d6, khach hang c6 thé chu dong trién khai Controller va tac dong dén router
bién cua ISP théng qua eBGP flowspec peering. Khi c6 tin cong DDoS xay ra,
khach hang s& chu dong sir dung Controller dé gui rule dén router bién cua ISP
nhdm ngin chin ludng tin cong DDoS. Tuy nhién, mé hinh nay khong phé bién vi
thuong cac ISP khong cho phép khach hang tic dong dén router bién caa minh.

Hién nay, tai Viét Nam hau hét cac ISP déu chua trién khai BGP Flowspec. Do
vay, giai phap dé xuat 1a VNNIC tu chi dong trién khai BGP Flowspec Controller
va diéu khién cac router bién caa minh.

2.3.2.2.  Nguyén ly hoat dong

Good traffic ~ =——>
Attack traffic ==

Cac router bién dudc cau hinh
BGP Announcement s===p

vGi phién BGP flowspec; cac

Céc FS rule da dudc ap dung trén FS rule dudc ap dung trén cac

cac exte’rnafl intsrface cua fOUteﬂf external interface cua router Théng qua giao dién Portal clia

bién; chi cac ludng traffic cu thé bién thiét bj quan Iy tap trung, ban tin
bi loai bé BGP Update chira FS Rule dugc g

. dén toan bd cac router bién.
//\
LR

Legitimate Users

Enterprise or IDC

Service Provider Network

Hinh 2.9: M6 hinh nguyén ly hoat dgng caa BGP Flowspec

Khi 1 cudc tan cong DDoS xay ra, dau tién can phai xac dinh dugc cac dic
diém 16p 3, 16p 4 (Flow Specification) cua ludng traffic DDoS dang tan coéng hé
théng mang. Viéc phat hién, xac dinh ndy théng qua cac cong cu giam séat va phan
tich luu luong (vi du: Netflow).

Sau khi xac dinh dugc Flow Specification, nguoi quan tri thuc hién nhap cac
dic diém nay vao thiét bi BGP FS Controller thong qua giao dién dong lénh hoic
giao dién portal. Pong thoi, nguoi quan tri cling nhap hanh déng muén &p dung véi
ludng traffic nay. Cac thong tin trén tao thanh 1 BGP FS Rule hoan chinh.
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BGP FS Controller thuc hién ma hoa cac thong tin BGP FS Rule vao truong
NLRI va thudc tinh Community. Sau do, cac thong tin ma hoa nay s& duoc giri dén
toan bo cac BGP FS Client 1 cach dong thai thong qua ban tin BGP Update.

Céac BGP FS Client nhan dugc ban tin BGP Update nay, doc thdng tin va lap
trinh cac Flowspec Rule nay vao cac bo xir Iy phan cang chuyén dung trén céc
interface twong ung.

Khi d6, cac ludng luu lwong tan cong DDoS khong hop 1é s& bi xtr Iy ngay
tai cac cong két ndi phia ngoai cua cac router bién; trong khi cac luong luu luong
hop 1é khac van duoc chuyén tiép dén may cha dich vu dich. Nhu vay, cudc tan
cong DDoS da bi xu Iy Kip thoi, han ché dén muc thap nhat anh huong dén dich vu.
Thoi gian xt 1y (response time) twong dbi nhanh, trong pham vi cia 1 chu ki cap
nhat ban tin BGP Update.

2.3.3. Qué trinh m& hoa Flowspec Rule trong bdn tin BGP Update

Trong cac muc trén da nghién cttu, nguyén ly hoat dong cia BGP Flowspec
la phan phéi dong thoi cac Flowspec Rule tir server dén cac client thdng qua ban tin
BGP Update. Trong muc nay sé& trinh bay cu thé qué trinh ma hoa lai cac thanh phan
trong ban tin BGP Update (bao gom truong NLRI, cac thudc tinh) dé mang céc
thong tin thanh phan caa Flowspec Rule (Flow Specification, Action) theo ding
RFC.

2.3.3.1. . Nhiic lgi bén tin BGP Update
Nhu ching ta biét, ban tin BGP Update duoc cac BGP peer trao d6i voi nhau
khi c6 su thay d6i vé cac tuyén duong (route) trong bang dinh tuyén. Ban tin BGP
Update chira cac thng tin chu yéu sau day:

e Unfeasible Routes Lenth (2byte): do dai cua truong Widrawn Routes ngay
phia sau.

e Widrawn Routes (46 dai thay d6i): chira thong tin cac route khong dén duoc
ma 1 BGP speaker muén thong béo cho BGP neighbor cua minh. Khi nhan
dugc, BGP neighbor sé& loai bo cac route nay khoi bang dinh tuyén.

e Total Path Attribute Lenth (2 byte): dd dai cua treong Path Attributes ngay
phia sau.
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e Path Attributes (46 dai thay d6i): chira thdng tin cac thudc tinh caa tuyén
duong (path). Cac thudc tinh nay dugc sir dung trong qué trinh lya chon
tuyén duong tét nhat tir BGP table cap nhat vao bang dinh tuyén.

e NLRI (Network Layer Reachability Information ): Danh sach cac IP prefix
méi ¢6 thé dén dugc thdng qua tuyén dudng nay.

Dinh dang cu thé cta ban tin BGP Update thong thuong dugc quy dinh trong RFC
4760 nhu sau:

16 bits

Unfeasible Routes Length (2 bytes)
Unireachable Routes

Withdrawn Routes (vanable-lengttr)

Total Path Attribute Length (2 bytes)

Path Attributes
Path Attributas (variable-length)

Length (1 byte) Prefix (1/2 /3 (4 bytes)
Metwork Layer
Length (1 byte) Prefix (1/2 /73 /4 byles) Reachability Information
(MLRI) {variable-tength)
Length (1 byte) Prefix (1/2 /34 bytes)

Hinh 2.10: Pinh dang ban tin BGP Update

2.3.3.2.  Ma hoa flow specification trong truwong NLRI
Dé cd thé phan phdi thong tin flow specification dén cac router bién, RFC
5575 da dua ra dinh dang ma hda Flow specification NLRI type d¢é ma hoa lai
treong NLRI trong ban tin BGP Update.
Theo RFC 4760, truong NLRI ¢ dinh dang MP_REACH_NLRI va
MP_UNREACH_NLRI bao gém truong NLRI length c6 do dai 1-2 octet; theo sau
1a truong NLRI value c6 do dai thay doi.

| NLERI walue {variable) |

Hinh 2.11: flowspec NLRI
Néu d6 dai cua NLRI value < 240 bit thi truong NLRI length s& dugc ma hoa
trong 1 octet twong ung véi 2 chit s6 hexa (0xnn). Néu do dai caa NLRI value >=
240 bit thi truong NLRI length s& dugc ma hoa sir dung 3 chir s6 hexa (0xfnnn).
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M4 hoa Flow specification NLRI type c6 thé bao gém cac thanh phan con
sau ddy, mdi thanh phan con twong wng véi 1 chi tiéu trong flow specification. Mot
g6i tin chi duoc coi 12 khop vai flow specification néu nd khép vaéi tat ca cac thanh
phan con. C6 tit ca 12 loai thanh phan con duoc liét ké trong bang sau dy:

Loai
flowspec
NLRI

Chi tiéu so sanh

MO0 ta

Pinh dang ma hoa

Type 1

bia chi IPv4
dich

Xac dinh dia chi dich
dé so sanh. DPja chi
dugc ma hoa nhu trong
ban tin UPDATE BGP:
bao gom théng tin
chiéu dai (bit) dugc ma
hoa trong 1 octet; theo
sau la cac octet du dé
ma hoa théng tin dia
chi.

<type (1 octet), prefix
length (1 octet), prefix>

Type 2

bia chi IPv4
nguon

Xéc dinh dia chi nguon
dé so sanh.

<type (1 octet), prefix-
length (1 octet), prefix>

Type 3

IPv4 protocol

Bao gom cac cap
(operation, value) dé so
sanh Vi truong
Protocol trong mao dau
gai tin.

Operation (1  byte)
duoc ma hoa theo dinh

dang sau:
O 1 2 3 4 5 o6 7

e et e
Value 1a gi4 tri ding dé
so sanh cho cac tham
s6 trong Operation.

<type (1 octet), [op,
value]+>

Type 4

IPv4 port nguon
hoac dich

Xac dinh 1 danh séch
cac cap (operation,
value) dung dé so sanh
véi  TCP/UDP  port
nguon hoic dich trong
goi tin IP. Cac cap nay
cing duoc ma hoa

<type (1 octet), [op,
value]+>
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tuong tu theo dinh
dang trong type 3.
Truong gia tri dugc ma
hoa trong 1 hoic 2
byte.

Type 5

IPv4 port dich

Xac dinh 1 danh séch
cac cap (operation,
value) dung dé so sénh
vo1 TCP/UDP port dich
trong goi tin IP. Cac
cap nay ciing duoc méa
hoa tuong tu theo dinh
dang trong type 3.
Truong gia tri duwoc mé
héa trong 1 hoic 2

byte.

<type (1 octet), [op,
value]+>

Type 6

IPv4 port nguon

Xac dinh 1 danh séch
cac cap (operation,
value) dung dé so sénh
véi  TCP/UDP  port
ngudn trong goi tin IP.
Céc cap nay cing dugc
ma héa tuong tu theo
dinh dang trong type 3.
Truong gia tri dugc ma
héa trong 1 hoac 2

byte.

<type (1 octet), [op,
value]+>

Type 7

IPv4 ICMP type

Xac dinh 1 danh séch
cac cap (operation,
value) dung dé so sénh
Vi truong type trong
goi tin ICMP. Gia tri
value dugc ma hoda
trong 1 byte.

<type (1 octet), [op,
value]+>

Type 8

IPv4 ICMP code

Xac dinh 1 danh séch
cac cap (operation,
value) dung dé so sanh
véi truong code trong
goi tin ICMP. Gia tri
value dugc ma hoda
trong 1 byte.

<type (1 octet), [op,
value]+>

Type 9

IPv4 TCP flags

Gi4 tri bitmask co thé
duoc ma hoa trong 1-2

<type (1 octet), [op,
bitmask]+>
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byte. Néu 1 byte, n6 s&
d6i chiéu véi byte 13
trong mao dau TCP.
Néu 2 byte né s& ddi
chiéu voi byte 12, 13
trong mao dau TCP.

Bitmask dugc ma hda
theo dinh dang nhu

Sau:
0 1 2 3 4 5 6 7

Fom— -+
| e | a | len | 0 |
0 |not | m |
ot ———t——=
e

Type 10

IPv4 packet
length

So sanh tong do6 dai cau
goi tin IP (khéng bao
gom mao dau lop 2
nhung bao gébm ca mao
dau IP).

Value c6 do dai 1-2
byte.

<type (1 octet), [op,
value]+>

Type 11

IPv4 DSCP

Xac dinh 1 danh sach
cac cap (operation,
value) dung dé so sanh
voi truong DSCP.

Value c6 d¢ dai 1 byte.

<type (1 octet), [op,
value]+>

Type 12

IPv4
Fragmentation
bit

St dung dinh dang
bitmask dwoc md ta &

type 9:
o 1 2 3 4 5 6 7

fom— -+
| Reserved |LF |FF
| IsF|DF |
ot ——————
fom— -+

<type (1 octet), [op,
bitmask]+>

Bang 2.4: Céc loai thanh phan con cia ma hdéa Flow specification NLRI
Cac thanh phan con phai tuan thu nghiém ngat tha tu cia cac type. Ma hoa

sap xép cac type theo thir tu lan luot tir type 1 > type 12.

2.3.3.3. Md hoa Action trong thugc tinh Community

Miac dinh, hanh dong duoc ap dung véi cac luu luong khép vai flow
specification la cho phép. Cac gia tri thuéc tinh mé rong Community sau day duoc

sir dung dé chi ra cac hanh dong ap dung véi flow specifcation:
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Type Extended | Hanh dong Mo ta
Community
0x8006 | traffic-rate O | Loai bo lvu | Hai octet dau tién mang id cua 2-octet, cd
traffic-rate | lwong. thé duoc gan tir mot s6 AS co do dai 2
<rate> Thiét lap byte. Khi mét s6 AS c6 do dai 4 byte c6
gidi han téc | thé st dung 2 byte c6 ¥ nghia nhat trong 4
d6 luu lwong | byte. 4 octet con lai mang thdng tin toc do
theo dinh dang mo ta trong IEEE.754.1985
, don vi la byte/s. Téc d6 luu luong 12 0
tirc moi Iuu lugng bi loai bo.
0x8008 | redirect-vrf | DPicéuhuéng | Gia tri nay cua thudoc tinh mé rong
luu lugng community huwong dan phia nhan diéu
huéng luu lwong dén 1 VRF routing dugc
chi ra trong phan route-target cia policy.
Thudc tinh mé rong community nay sur
dung cung kiéu ma hda trong thuoc tinh
Route Target community (RFC 4360).
0x8009 | traffic- Thiét lap Gia tri nay cua thuoc tinh mo rong
marking DSCP dé &p | community huéng dan phia nhan sira doi
dung QoS cac bit DSCP cua cac goi tin khap véi flow

specification theo gia tri twong ng.

Bang 2.5: Ma héa cac hanh dong trong Flowspec Rule bang thugc tinh
Community

Nhu vay, toan bo céc thanh phan cua Flowspec Rule da c6 thé duoc ma hda
trong ban tin BGP Update. Nhu vay, théng qua mdi quan hé flowspec peering,
controller di co6 thé giri cac Flowspec Rule dén cac client. Cac client nhan dugc

Flowspec Rule nay, s& cap nhat vao cac bo xu 1y dinh tuyén phan ciing nang cao
(ePBR), xir ly chinh xac cac ludng luu lwong tan cong DDoS.

2.3.4. Ky thuét diéu huéng lwu lweng trong BGP Flowspec

Mot Kk thuat nang cao ciia BGP Flowspec 1a diéu huéng luu luong DDoS
dén 1 hé théng lam sach DDoS (DDoS Scrubber). DDoS Scrubber 1a cac thiét bi
chuyén dung c6 kha nang han ché cac cudc tan cong DDoS phic tap & 16p @ng dung
bang céch két hop nhiéu ki thuat khac nhau nhu: DPI (Deep Packet Inspection —
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kiém tra goi tin ¢ ca phan di liéu 1an phan mao dau); signature matching (So sénh
véi cac mau luu luong), behavior analysis (phan tich hanh vi), protocol
authentication.....Cac thiét bi nay duoc dit tai 1 ving goi 1a Trung Tam lam sach dit
liéu (Scrubbing Center).

Cac traffic bat thuong khi di vao hé théng mang s& duoc diéu hudng dén
Scrubbing Center va bi xir Iy bai cac thiét bi Scrubber trudce khi dén hé théng mang
cua doanh nghiép, trung tam d liéu.

K¥ thuat Diversion hay Offramping: dinh tuyén lai cac luu luong, thay vi
dén truc tiép cac may chua dich vu bj tin céng thi chuyén huéng dén Scrubbing
Center. K§ thuat Diverson thuong dugc thuc hién bang cach quang ba cac BGP
prefix (chua dia chi may chu bj tan cong) cu thé hon trong bang dinh tuyén toan cau
hay str dung. Khi d6, moi luu luong (ca hop 18, khdng hop 18) c6 dich dén 1a may
cha, dich vy bj tn cong déu bj diéu hudng dén Scrubbing Center.

K§ thuat Reinjection hay Onramping: diéu huéng cac luu lwgng sach tir
Scrubbing Center quay tré lai dich dén ban dau. Ky thuat Reinjection thudng sir
dung duong ham hoic VRF dé chuyén huéng cac luu lwong sach vé lai dich dy kién
ma khoéng bi loop.

Scrubbing Center - S
Diverted traffic ila tap 9 Traffic Reinjection

hgp toan bd Iuu lugng
0 dich dén Ia victim

DDoS
=1 Scrubber

Internet

i
Router II‘III Victim

-y gy ||

—

IPS/IDS  Firewall
Detection&

Control Enterprise or
IDC

BGP Flowspec loc d& chi
diéu hudng cac luu
lugng cu thé match véi
BGP FS Rule

"Dirty” VRF
Good traffic —l
Attack traffic —l

BGP Flowspec 3

Diversion

Internet

Hinh 2.12: K§ thuit diéu hwéng luu hrgng trong BGP Flowspec
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2.3.3.5. So sanh k¥ thuat BGP Flowspec va cac ky thuat phong chéng DDoS

mang truyén thong

Sau khi dd nghién ctu, tim hiéu chuyén sau vé ky thuat BGP Flowspec;

nhom dé tai thuc hién so sanh, danh gia cac wu diém cua ky thuat nay so véi cac ky
thuat phong chéng tin cdng DDoS mang truyén théng (ACL, S/RTBH, D/RTBH):

ACLs

Doesn’t scale
Time consuming
Granular

Less coarse

2004

* Scalable

e

BGP Flowspec

2009

* Fast implementation

* No granularity

* Too much coarse

Scalable

Fast implementation
Granular

Less coarse

STT Tiéu chi ACL RTBH Flowspec
1 Hiéu qua Cao Thap Cao
2 S6 buéc thyc hién | Nhiéu buéc 3 3
3 Luu lugng hop 1€ | Cho phép Block Cho phep
4 Luu luong tan | Block Block Block
cong
5 Thoi gian xir ly | Mat nhiéu thoi gian | Khong Khong
6 Do chi tiét Cao Tho Cao
7 Hanh dong xir ly | it it Nhiéu
8 Piéu hudéng luu | Khong Khong Co
luong

Bang 2.6: So sdnh BGP flowspec véi ACL, RTBH
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Nhu vay, rd rang BGP Flowspec ¢6 nhitng uu diém vuot troi so véi cac ki
thuat phong chdng tin cdng DDoS truyén thong.

2.4. Mot sé giai phap ap dung ky thuat BGP Flowspec phong chéng
DDoS

2.4.1. Gidi phap ap dung ma ngusn m¢ ExaBGP

a) Gidi thigu

ExaBGP 1a 1 cong cu ma ngudn mé do tac gia Thomas Magnin phét trién
theo huéng mang dinh nghia bang phan mém (Software Defined Network); cho
phép cac nha quan tri mang c6 thé dé dang twong tic voi cac hé thong mang sir
dung giao thitc BGP. Nguyén tic hoat dong cia ExaBGP la chuyén doi cac ban tin
BGP vé dang vin ban hodc dinh dang JSON; tir do c6 thé dé dang diéu khién, tuong
tac, can thiép bang cac script don gian. Hién tai, ma nguon cua ExaBGP dugc cung
cap va hd tro mién phi tai: https:/github.com/exa-networks/exabgp
ExaBGP c6 thé dugc ung dung trong mot sb trudng hop sau:

- Pong vai tro lam BGP Flowspec Controller, hoat dong theo RFC 5575 nham
ngan chin, han ché tan cdng DDoS vao céc hé théng mang st dung giao thirc

BGP. Hién tai, ExaBGP 1a ma ngudn mé duy nhat cho phép inject va lan

truyén cac BGP Flowspec rule.

- Can bang tai cho hé théng mang.

Hién nay, ExaBGP duogc rat nhiéu céc to chuc hd tro, sir dung dé 1am BGP
Flowspec Controller nhu: AMS-IX, Alcatel Lucent, BBC, Blablacar, Cisco
Systems, CloudFlare, Dailymotion, Facebook, MaxCDN, Microsoft, OpenDNS,
Oracle, PowerDNS, RIPE NCC....

Cong cu ExaBGP duoc cai dat trén 1 may cha chay hé diéu hanh Linux
(Ubuntu, Redhat, Debian...). Hién c6 2 phién ban ExaBGP chu yéu 1a 3.4.5 va 4.0.
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b) M6 hinh nguyén ly

- » EBGP between Local Border Router and Upstream Router
" — eBGP for IPvd flowspec

——p L2 /L3 connection

exaBGP 3.4.16

[FlowSpec sender)

[Linux, BFO installed)
AS Y

Hinh 2.13: ExaBGP hoat dgng theo md hinh inter-domain

at s eBGP between Local Border Router and Upstream Router
f—— — — e IBGP for IPv4 flowspec

o4——p= |2 /L3 connection

exaBGP 3.4.16
(FlowSpec sender)

[Linux, BFO installed)
AS Y

Hinh 2.14: ExaBGP hoat dgng theo mé hinh intra-domain

Cong cu ExaBGP c6 thé hoat dong trong 2 mé hinh: intra-domain va inter-
domain nhu hinh vé& bén trén. Trong mé hinh inter-domain, ExaBGP dat tai mang
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cua khach hang déng vai trdo Controller diéu khién upstream router cua ISP qua
flowspec. Trong m6 hinh intra-domain, ExaBGP dat tai mang cua khach hang dong
vai tro Controller diéu khién local router caa khach hang qua flowspec.

Trong ca 2 mé hinh, ExaBGP déu hd tro BGP flowspec hoat dong theo tiéu
chuan RFC 5575.

¢) Cai ddt, cdu hinh:
Pé trién khai cong cu ExaBGP lam Flowspec Controller; dau tién cai dat
cong cu nhu sau:

» wget https://github.com/Exa-Networks/exabgp/archive/3.4.5.tar.gz
* tar zxvf 3.4.5.tar.gz

* cd exabgp-3.4.5

» chmod +x setup.py

* ./setup.py install

Tiép theo can chinh sta file config. File config bao gom:
- Thiét lap moi quan hé BGP flowspec peering véi cac router bién. Tir do,
ExaBGP Server c6 thé diéu khién céc router bién nay.

cd usr/local/data/exabgp/configs

sudo nano flowspec-conf.txt

neighbor 203.119.72.160 { ## Dia chi cua flowspec neighbor router.
router-id 203.119.72.159; ## Dia chi clla Exa BGP Server
local-address 203.119.72.159;

local-as 12346;

peer-as 12346;

- Cau hinh cac Flowspec rule dudi dang static hoic dynamic. Trong truong
hop c4u hinh tinh cac Flowspec rule trong file config, mdi lan thay ddi cac rule nay
s& thiét 1ap lai mdi quan hé Flowspec peering. Nguoc lai, trong treong hop st dung
script dong dynamic.sh; cé thé thay di va inject cac Flowspec rule ma khdng anh
huong dén Flowspec peering.

(Tham khdo phan huwéng dan cdu hinh chi tiét ¢ phy luc).
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2.4.2. Gidi phap thwong mai ciia Arbor, Cisco két hgp

a) Ly do lwa chon gidi phap

- Hién tai, hé théng mang VNNIC dang sir dung cac thiét bi router gateway
cua héng Cisco.

- Arbor 1a hdng duy nhét c6 giai phap dong bo, tong thé két hop vai cac thiét
bi router cua Cisco trong viéc ap dung ky thuat BGP Flowspec vao ngan
chin tan cong DDoS.

- Arbor 14 hing dan dau thj trudng vé giai phap ngan chan, han ché tan cong
DDoS (theo danh gia ctia Gartner 2017):

DDoS Mitigation Global Market Outlook, Q1 2017

High
Q
2 Arbor Networks
2
F
u>j Akamai
= Radware
o]
i) Nexusguard
[}
c
L
¥}
Q
—
Low Quadrant
Lo E— Relative Market Share High

Hinh 2.15: Panh gia Gartner vé giai phap phong chéng DDoS

b) Nguyén ly hoat dong

Giai phap Arbor Peakflow cho phép bao vé cac hé thong mang truée ca 2
kiéu tan céng DDoS: kiéu volumetric va kiéu tin cong tang ung dung. Giai phap
nay xay dung 1 muc gigi han (baseline) cua mang. Néu nhan thiy cac bat thuong
cua mang vuot ngoai baseline thi nd s€ tu dong loai bo cac luu lwong khdng mong
muébn va cho phép céc luu lugng hop 1&. Qua trinh nay duoc thuc hién bang ACL,
han ché téc do, cac thuc cac phién két ndi va giam sat luu lugng. Nguyén Iy hoat
dong cua giai phap nay nhu sau:
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e Dau tién, hé théng s& giam sat tai cac diém luu luong di vao hé théng mang
bang Netflow va BGP, tir d6 tao ra 1 mac gigi han (baseline) cia mang va cac mau
luu luong.

e Tiép theo, hé thdng tiép tuc giam sat dé phat hién ra cac bat thuong va danh
dau né cac cudc tan cong tiém nang.

e Nhitng cudc tan cong tiém ning nay duoc théng bao dén can bo quan tri
mang thong qua GUI, email, SNMP...cho phép thuc hién cac hanh dong phu hop:
thue hién 1 hanh dong ddi phd (response) hoic coi su Kién d6 1a canh béo gia. Céc
hanh dong d6i pho chinh nhu sau:

- Cap nhat dinh tuyén mang dé diéu huéng tat ca luu luong dén dich di qua hé
théng TMS-VMS, noi ¢6 thé loai bo cac luu lugng khdng mong mudn. Viée diéu
hudng nay dugc Peakflow SP dong vai tro Controller diéu khién cac router ASR 9K
dong vai tro Client bang ky thuat BGP Flowspec. Giai phap nay tuan tha dung k¥
thuat BGP Flowspec dugc mé ta trong RFC 5575.

- Lam sach luu luong téi da c6 thé ma khdng ngin chan nham céc luu luong
hop lé.

Trong giai phap két hop véi Arbor, Cisco ASR 9K di tich hop chirc ning
lam sach luu lugng vao bén trong router.

Peakflow SP

eiTow .
For baselineand .-° .~

detection

| TMS Configuration

Per-attack countermeasures

Internet , / BGP
. TMS-VSM / For diversion into TMS
TMS-VSM
ASR 9000

Hinh 2.16: Nguyén ly hoat dong caa giai phap Arbor
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¢) Cdc thanh phan ciia gidi phdp

Peakflow 1a 1 giai phap tong thé caa Arbor nham phan tich mang, ddng thoi
phat hién va giam nhe cac cudc tan cong DDoS. Do dé, giai phap ndy bao gom
nhiéu chirc ning ciing nhu nhiéu céc thiét bi phan cing dé thuc hién c4c chic ning
nay.

.-t

——J ]

SP 6000 ~ Leader/Backup SP 6000 or SP in

; Virtual Machines to Scale
B »
@
=4 [« = &
l' Internet b3 : u Customer
i with Bad Guys

. l } ﬁ Billng
S~— — _ TMS-VSM

Managed Objects
ASR 9000 with 10 Monitor and Protect

TMS Scrubber on
VSM

Hinh 2.17: Céc thanh phan caa giai phap Arbor Peakflow

Peakflow SP: 1a thanh phan thuc hién chtrc nang diéu khién cua giai phap
Peakflow, thuc hién cac cong viéc nhu giam sat mang, phat hién cac cudc tan cong
va phéi hop phan ng lai cac cudc tan cong. Thanh phan Peakflow SP c6 thé chay
két hop trén thiét bi phan cung caa Arbor (VD: SP 6000) va may chii 40 héa nham
mé rong kha nang xtr ly. Bat dau tir phién ban Peakflow SP 7.0.3, thanh phan nay
c6 thé chay hoan toan trén may chu ao hoa. Trong giai phap ASR 9K vDDoS, Cisco
chi chap nhan cai dat Peakflow SP trén may ao hda. Trudc ddy, dé thuc hién chic
ning Peakflow SP can 1 loat cac phan cang sau: Collector Platform (CP), Flow
Sensor (FS), Portal Interface (PI), Business Intelligence (Bl). Peakflow SP thyc
hién cac chirc nang sau:

e Chuc nang cua BGP Flowspec Controller.

e Diéu khién toan bo hé thdng va quan ly giao tiép giira ching.
e Hién thi giao dién GUI.

o Nhan cac thong tin vé Netflow va dinh tuyén tir router.

e Phan tich dix liéu dé phat hién bat thuong va dua ra canh bao.
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e Tao cac tuyén Diversion va Reinjection thong qua BGP/BGP Flowspec.

e Xac dinh cé4c bién phap dbi pho thich hop (Flowspec Rule) va lap trinh cac
bién phap nay vao trong card TMS.

e Nhan céc théng k&, cac mau luu luong tir TMS va hién thi n6 ra GUI.

e Quan ly céc license cua hé thong.

Peakflow o g € ~--= = -

System Aleris Explore Reporis Mitigation Administration

My Peakflow

& Add Content
Introduction & Top DoS Alerts - Ze o)
Welcome to your Peakflow dashboard! aca
Chick on the 'Add Content' button to open the drawer and High J DoS Host Alert Dec 16
add new gadoets to your personal dashboard, You can also Fast Incoming Host Alert to 07:51
grab onto the title bars and drag gadgets around of 1026 100 n“::;' 11.200,0.2 Ongoing
configure gadoets to customize your personal dashboard e 10 K " using Web Server {Less than
10 20"’ Misusa Typos: ane
2 P upe minute)
19.5 Kpps
Network Summary SO
Total bps Dec 2018
10 G fupoas
Al
10
&G
46
26
LX) !
B0 1180 14%e 174 2008 238 2w ¥
Tus
) weal — 0 ot
— in_difas out_ofnet dropped

Hinh 2.18: Giao dién GUI cua Peakflow
Peakflow Threat Management System (TMS): viét tit la Peakflow SP

TMS la thanh phan thyc hién chirc nang chuyén mach dit liéu, thuc hién viéc loai bo
cac cudc tin céng DDoS. Thanh phan TMS chay trén card VSM trén router Cisco
ASR 9K. Peakflow TMS thyc hién cac chirc nang sau:

e Chuc nang cua 1 Scrubber Device.

e Nhan céc bién phap ddi pho duoc l1ap trinh sin tir SP.

e Trién khai cac bién phap d6i pho dé loai bo cac traffic tan cong.

e Chuyén tiép céc traffic hop & dén cac dich thong thuong.

e Gui cac théng ké vé Peakflow SP.
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e Capture cac mau goi tin va gui né vé Peakflow SP.

Peakflow TMS duoc cai dit trén card VMS cua Cisco ASR 9K, ddng thoi ¢6

thé két hop véi cac thiét bi TMS phan ciing caa Arbor. Vi dong vai trd 1a 1 scrubber
device, TMS phai c6 hiéu ning 16n tuwong tng véi dung luong cia cudc tan cong
DDoS (volume). Theo dé, hiéu ning phan ciing phai dap tng duoc cudc tin cong
Ién nhit c6 thé du doan.

Router Cisco ASR 9K: déng vai tro lam BGP Flowpsec Client; nhan cac

Flowspec Rule tir Peakflow SP va thyc hién xt 1y luu lwong bang bo xur 1y dinh
tuyén phan ctiing nang cao (ePBR). Trong giai phap nay, trén router ASR 9K ciing
ddng thoi tich hop ludn card VMS thuc hién vai trd caa 1 scrubbing center.

2.4.3. So sanh va lwya chon giai phap

Sau khi d4 nghién ctu k¥ 2 giai phap néu trén, nhém dé tai thuc hién so sanh 2 giai
phap theo cac tiéu chi cy thé:

STT Tiéu chi Giai phap ExaBGP Giai phap Arbor
1 | Chi phi MA& nguon mé, mién | Thuong mai, mat phi
phi

2 Tuén thu RFC 5575 Co Co

3 | Tu dong phét hién va | Khéng C6 (thiét lap ngudng
canh bao tin cong baseline ty dong gui canh
DDoS bao)

4 | Phan tich Iuu lwong | Khong Co (tich hop san Netflow)
dé tim ngudn tan cong

5 | Thiét lap cac hanh | C6 Cé
dong xu ly, ngan chan
luu lugng DDOS

6 | Thuc hién diéu hudng | Tha cong Ty dong
luu luong

7 | Thuc hién lam sach | Khong C6 (phan mém TMS trén
luu lugng card VMS)

8 Giao dién Dong Iénh GUI

9 |Pht hop véi mang |CO  (phan ~ mém | Khong (giai phap Arbor

VNNIC

ExaBGP c6 thé twong
tac voi cac  router
mang VNNIC hién tai
ASR 100; ASR 1001-
X)

Peakflow muén trién khai
day du phai nang cap Ién
cac router Cisco ASR
9000)

Hinh 2.19: So sanh cac giai phap BGP Flowspec
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Két luan:

Qua nghién ctu, so sanh 2 giai phap bén trén nhoém dé tai nhan thay ca 2 giai
phap déu hd tro, hoat dong theo ki thuit BGP flowspec dugc md ta trong RFC
5575. Trong d6, giai phap Arbor tong thé, toan dién hon; bao gdm qué trinh tir phat
hién, phan tich, xtr Iy dén 1am sach luu lwong tan cong DDoS. Tuy nhién han ché
cua giai phap nay la chwa phu hop véi hé théng mang VNNIC hién tai (sir dung cac
dong Cisco ASR 1001; 1001-X lam router bién); muén trién khai phai nang cap cac
router bién I&n dong Cisco ASR 9000; mat chi phi dau tu, can tiép tuc tha nghiém
thue té dé danh gid hiéu qua so véi chi phi can dau tu. Trong khi do6, céng cu
ExaBGP van dap ung duoc qua trinh xu ly tan cdng DDoS bang k¥ thuat Flowspec
sau khi phat hién tan cong xay ra. Cong cu ExaBGP ciing mién phi va c6 thé tién
hanh trién khai ngay duoc. Do d6, nhom dé tai dé xuat truéc mit s& trién khai giai
phap str dung cdng cu ExaBGP nham ngin chin, xir ly tin céng DDoS cho mang
VNNIC; giai phap Arbor can tiép tuc nghién ciu thir nghiém thém.
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CHUONG 3: TRIEN KHAI THU NGHIEM, PE XUAT
AP DUNG KY THUAT BGP FLOWSPEC CHO
HE THONG MANG

3.1. Trién khai thir nghiém
3.1.1. Muc tiéu thir nghiém

- Thu nghiém é&p dung k§ thuat BGP Flowspec nhim ngin chin cac ludng luu
lugng tan cong DDoS sau khi phét hién ra. Hé théng thir nghiém mé phong
theo dung mo hinh cua hé théng mang VNNIC.

- Thu nghiém hoat dong cia cong cu ma nguén mg ExaBGP véi vai tro 1am
BGP Flowspec Controller.

- Panh gia két qua thir nghiém 1am can cir dé xuét giai phap ap dung cho mang
VNNIC.

3.1.2. M6 hinh th# nghiém

Dé dat dugc cac muc tiéu trén nhom dé tai da xdy dung hé théng thir nghiém
theo ding mo hinh hoat dong cua hé thdng mang VNNIC. Theo d6, md hinh gom
c6 gdém 2 ASN duoc md ta nhu so d6 bén dudi:

e ASN 12345: dai dién cho mang phia ISP.

e ASN 12346: dai dién cho mang VNNIC.
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PC1
(Bonet)

Iy~

Row ISP -7 €BGP
.

172.16.240.0/24

RGW VNNIC
(ASR 1001}
\\ Flowspéc Client

PC2
(May chu
muc tiéu)

ISP Network
(AS 12345)

Lwu lwgng tan cong
DDoS

VNNIC Network
(AS 12346)

Hinh 3.1: M6 hinh thir nghiém BGP Flowspec

ST | Thiét bi Phan mém Gao dién/Piachi | Chire ning
T IP
1 ASR Cisco ASR1001 10S XE | Gi 0/0: Mo phong
1001 UNIVERSAL 172.16.240.2/24: RGW mang
(asr1001- Kétnéi eBGPto | VNNIC — dong
universalk9.03.08.01.S.1 | RGW ISP. vai tro BGP
53-1.51.bin) Gi 0/1: Flowspec
172.16.241.1/24: Client
Két ndi dén PC-02.
Gi 0/2:
203.119.72.159/26:
Két n6i BGP
Flowspec voi
ExaBGP
2 PC-02 Window 10 IP: M6 phong may
172.16.241.2/24 cha muc tiéu
GW: 172.16.241.1 | cua VNNIC
3 May ao | HDH: Ubuntu. 203.119.72.160/26 | M0 phong cong
VMWare | ExaBGP 3.4.5 cu BGP
ExaBGP Flowspec
Controller
4 ASR Cisco ASR1001 10S XE | Gi 0/0: Mo phaéng
1001 UNIVERSAL 172.16.240.1/24: router bién cua
(asr1001- Két ndi eBGP to ISP — két ndi
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universalk9.03.08.01.S.1 | RGW VNNIC. dinh tuyén cho
53-1.S1.bin) Gi 0/1: mang VNNIC
172.16.239.1/24: di ra Internet

Két néi dén PC-01.

5 PC-01 Window 10 IP: M6 phong may
172.16.239.2/24 tinh trén

GW: 172.16.239.1 | Internet dong
vai tro botnet
gui luu lugng
tan cong DDoS
dén PC-02

Bang 3.1: Cac thanh phan cia mé hinh thir nghiém BGP Flowspec
Hé thdng thir nghiém bao gém céc thanh phan duoc liét ké chi tiét trong bang
bén trén.
RGW mang VNNIC sé& duoc ciu hinh eBGP peering v6i RGW cua ISP.
RGW VNNIC quang ba vung dia chi 172.16.241.0/24 ciia mang VNNIC; RGW ISP
quang ba cac cung mang trén Internet cho RGW VNNIC (& day sur dung vung mang
172.16.239.0/24). Két qua trong diéu kién hoat dong binh thuong:
e May tinh PC-02 phai két nbi duoc Internet (O day mé phong bang cach PC-
02 phai ping dugc PC-01).
e Céc client trén Internet c6 thé st dung dich vu do PC-02 cung cap (O ddy mo
phong bang cach PC-01 ¢ thé ping duoc PC-02).
Cong cu ExaBGP duoc cai dit trén 1 may ao hoa chay hé diéu hanh Ubuntu
Linux c6 dia chi 203.119.72.160/26 thuoc mang R&D-72. Trén RGW VNNIC ciing
cau hinh 1 giao dién c6 dia chi chi thugc mang R&D-72 203.119.72.159/26. May
chu ExaBGP Server va RGW VNNIC duoc cau hinh dé thiét 1ap méi quan hé BGP
Flowpsec peering véi nhau; trong d6 ExaBGP Server dong vai tro lam Flowspec
Controller diéu khién RGW VNNIC.

3.1.3. Trién khai thiz nghigm:

Buwéc 1: Cau hinh trén RGW VNNIC: (tham khdo chi tiét trong phu luc 02).
- Cau hinh céc interface.

- Cau hinh eBGP peering véi RGW ISP & quang bé prefix 172.16.241.0/24

- Cau hinh BGP flowspec peering véi may chi ExaBGP:
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configure terminal

router bgp 12346

neighbor 203.119.72.160 remote-as 12346
address-family ipv4 flowspec

neighbor 203.119.72.160 activate

exit

Buwéc 2: CAu hinh trén RGW ISP: (tham khdo chi tiét trong phu luc 02).

- C4u hinh céc interface.

- C4u hinh eBGP peering v6i RGW VNNIC & quang ba prefix 172.16.239.0/24
Buéce 3: Cai dat PC-01; PC-02:

- Cai dat hé diéu hanh Window 10.

- Cau hinh dia chi IP, Default Gateway tuong (ng.

Buéc 4: Cai dit, cau hinh may chia ExaBGP: tham khao phu luc 01.

- Cai dat hé diéu hanh Ubuntu méi nhat.

- Cau hinh dia chi IP cho cong két néi.

- Cai dat cong cu ExaBGP 3.4.5.

- Cau hinh BGP flowspec peering voi RGW VNNIC bang cach chinh sua file
config.txt

cd usr/local/data/exabgp/configs

sudo nano flowspec-conf.txt

neighbor 203.119.72.160 { ## Dia chi ctia flowspec neighbor router.
router-id 203.119.72.159; ## Dia chi clla Exa BGP Server
local-address 203.119.72.159;

local-as 12346;

peer-as 12346,

- C4u hinh sén script dynamic.sh cho phép cap nhat dong flowspec rule.

#!/bin/sh
# ignore Control C

# if the user "C exabgp we will get that signal too, ignore it and let exabgp send us a
SIGTERM

trap " SIGINT




o1

# command and watchdog name are case sensitive
while “true’;
do

echo "announce flow route {\\n match {\\n source 40.40.40.1/32;\\n destination
40.40.50.1/32;\\n M\n then {\\n discard;\\n \\n }\n"

sleep 10

echo "announce flow route {\\n match {\\n source 80.80.80.1/32;\\n destination
80.80.80.1/32;\\n \\n then {\\n discard;\\n }\\n \n"

Done

Két qua:
- Céc phién BGP peering UP; cac RGW nhan dugc prefix do peer quang ba.
- PC-01 & PC-02 ping dugc nhau.

3.1.4. Kich ban thir nghiém

Sau khi hé théng thtr nghiém duoc xay dyng xong; binh thuong PC-01 két
ndi dugc tgi PC-02:

mate round trip
Minimum = 8ms, Maximum

Sau d6, gia xir PC-01 bi nhiém doc, tham gia vao mang ludi bots tan cong
DDoS PC-02. Luc nay, xac dinh cac luu luong xuat phét tir PC-01 d¢én PC-02 14 tan
cdng DDOS; can phai ngan chan.

Tién hanh ciu hinh trén exaBGP diéu khién RGW VNNIC bang Flowpsec
rule: thuc hién drop cac luu lugng dén tir ving dia chi caa PC-01 (tham khdo chi
tiét phu luc 01).

echo "announce flow route {\\n match {\\n source 172.16.239.2/32;\\n destination
172.16.241.2/32;\\n ]\n then {\\n discard;\\n }\n \\n"
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Kiém tra trén RGW-VNNIC thiy di nhan duoc flowspec rule théng qua ban
tin BGP Update tir ExaBGP:

RGW-VNNIC#show flowspec ipv4

AFI: IPv4

Flow :Dest:172.16.241.2/32,Source:172.16.239.2/32
Actions :Traffic-rate: 0 bps (bgp.1)

RGW-VNNIC#show bgp ipv4 flowspec sum | begin Neighbor

Neighbor Spk AS MsgRcvd MsgSent ThiIVer InQ OutQ Up/Down St/PfxRcd
172.16.240.1 01 200 161 49 0 0 00:20:52 3

Thir lai tir PC-01 khong giri duogc luu lwong dén PC-02 nita; ludng luu luong
tan cong DDoS tir PC-01 di bi chin ngay tai RGW VNNIC:

4 (180% loss),

3.1.5. Két qud thiz nghigm

a) Két qud:

Sau khi tién hanh thir nghiém theo dung kich ban néu trén, két qua cho thiy
ExaBGP di diéu khién RGW VNNIC bang cac flowspec rule ngin chan thanh cong
ludng luu lwong tan cong tir PC-01 hudng dén PC-02.

b) Ddanh gia:

e Viéc trién khai k¥ thuat BGP Flowspec theo md hinh intra-domain vao mang
VNNIC trong giai doan ngin chan tan cdng DDoS sau khi phat hién, xac
dinh duoc tan cdng l1a kha thi; phi hop véi md hinh mang.

e Cong cu ExaBGP dap ung tot vai trd Controller diéu khién céc router Cisco
dong vai tro Client trong md hinh trién khai 4p dung BGP Flowspec.
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¢) Pé xuit:

Trién khai giai phdp BGP Flowspec theo mé hinh intra-domain ap dung
chinh thiic cho hé théng mang VNNIC. Trong d6, VNNIC tu xay dung céc
Controller sir dung cong cu ExaBGP; diéu khién cac RGW cua mang VNNIC tai
cac site nham ngan khi c6 tan céng DDoS xay ra.

3.2. Pé xuat ap dung k¥ thuat BGP Flowspec cho hé théng mang
VNNIC

3.2.1. Gidi phdp dé xudt

Dé co thé phong chdng céac cudc tan cdng DDoS mét cach hiéu qua cho hé
thdng mang VNNIC sau qué trinh nghién ciu, thir nghiém; nhém thyc hién dé tai dé
Xuit giai phap tong thé nhu sau:

Trién khai hé
thong gidm Trién khai
sat, phat caccong cu [ Trién khai x(t
NEIRED PTLL, truy : Iy sau tan
cong DDoS tim nguon cong
cho mang tan cong
VNNIC

Trién khai
cac bién
phap phong
nglra

thong xtr Iy
khi tan cong
xay ra

a) Trién khai cac bién phap phong ngira

e Tiép tuc nang cap nang luc xir Iy cua céc thiét bi dinh tuyén tai cac phan
mang VNNIC. Dong thoi, nang cip cac cong két ndi ra Internet bén ngoai
(vai ISP, VNIX) trén céc thiét bi nay 1én 10 Gbps.

(Tham khao: Ké hogch trién khai quy hogch RGW mang VNNIC 2017).

e Cap nhat kip thoi cac ban update, cac ban patch va I8i , 15 hong cho cac hé
diéu hanh, phan mém ciia may cha, thiét bi mang khi ¢ khuyén nghi tir nha
san Xut.

b) Trién khai hé thong giam sat, phat hién tan cong DDoS cho mang VNNIC

e Giam sat chit ch& luu lwong cac cong két ni trén router, firewall tai 1 cira s6
riéng tai cac NOC 3 mién. Khi c6 dau hiéu bat thuong, KTV khai thac 1ap
tac thdng bao cho can bo khai thac ATBM theo ding quy trinh (tham khao
chi tiét phu luc 05).
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e Thiét lap cac ngudng canh béo tu dong bang &m thanh, hinh anh trén cac hé
théng giam sat (Cacti, Solarwind) cho céc interface két ndi cia RGW mang
VNNIC. Co s& dé thiét 1ap ngudng 1a can ctr théng ké luu luong max ting
phan mang trong 1 nim trd lai day (tham khao chi tiét phu luc 05).

STT | RGW Interface | Lwu lwogng max | Ngwong canh bao
1 RGW-Net8-HL-01 | Gi0/1 28.53 Mbps 100 Mbps
2 RGW-Net72-HL- | Te0/0/0 94 Mbps 150 Mbps
01
3 RGW-Net64-AD- | Gi0/0/0 8.14 Mbps 50 Mbps
01
4 RGW-Net36-TT- | Gi0/0/0 39.55 Mbps 100 Mbps
01
5 RGW-Net117-TT- | Te0/0/0 14 Mbps 100 Mbps
01

Bang 3.2: Nguwdng canh bao thiét 1ap cho tirng phan mang
e Xem xét nghién ctu, thiét 1ap thém cac cong cu phat hién sém tin cong
DDoS (SourceFire....); cac cong cu phat hién tin cong dua trén mau luu luong,

hanh vi cia luu luong....

c) Trién khai cac hé théng phan tich luu lweng, truy tim nguon tan cong

e Trién khai hé théng phan tich luu luong cho tat ca cac phan mang VNNIC;
dua ra khai thac tai cac NOC, SOC. Hién tai, c6 mot sé giai phap, cong cu phan tich
luu lwong tuong d6i hiéu qua, c6 thé trién khai ngay nhu splunk, netflow, sflow,
firewall.... Khi xay ra tin cong DDoS, can bo khai thac ATBM c¢6 thé nhanh chéng
tim ra cac dia chi nguon tn céng, dia chi dich tin cong, dic diém cua luu luong tin
cdng thong qua cac hé théng PTLL nay. Tur d6, nhanh chéng thuc hién cac giai
phép xtr 1y, ngan chan cac cudc tan cong DDoS:
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Hinh 3.2: Ap dung cong cu Splunk thuc hi¢n PTLL di qua firewall

e Ngoai ra khi xay ra tan cdng DDoS c6 thé trao doi truc tiép véi ISP, st dung
cong cu PTLL cua hé théng VNIX dé tim dic diém cua luu luong tan cong.
d) Trién khai cac quy trinh, hé thong xir 1y, ngiin chin khi tan cong xay ra

e Xay dung trudc cac quy trinh, kich ban dé xir Iy nhanh chéng, kip thoi, hiéu
qua cac cudc tan cong.

e Xay dung hé thdng ngin chan DDoS cho mang VNNIC sau khi d phat hién,
xéc dinh Iuu luong tin cdng DDOS:

- GD 1: Trién khai giai phap ap dung k¥ thuat BGP Flowspec theo md hinh
intra-domain. Trong d6, st dung cong cu ExaBGP dong vai tro Controller; cac
RGW mang VNNIC doéng vai tro client.

- GD 2: Tiép tuc nghién cru, tha nghiém, danh gia giai phap caa Arbor/Cisco.
e) Trién khai xir ly sau tin cong
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e Phdi hop voi cac don vi chuyén trach nhe VNCERT, CSIRT, Cuc An toan
thong tin...truy tim ddu vét cua cudc tan cong DDoS. Ddi véi cac trudng hop tan
cdng cd chu dich néu tim ra ngudn tan céng can xt Iy theo quy dinh phéap lut.

e Thuc hién phan tich log file trén cac thiét bi lién quan dé tim ngudn tan cong.

e Thuc hién cac béo céo sy ¢ theo ding QTQP.

e Nghién ctru, dao tao chuyén sau cho can bo chuyén trach ATBM vé k§ thuat
truy tim dau vét.

3.2.2. M0 hinh dé xudt

Nhu d3 phan tich bén trén, hién tai ¢ Viét Nam chua c6 ISP nao trién khai
giai phap BGP Flowspec, cac ISP ciing khong dong y cho phép tac dong dén chinh
sach dinh tuyén trén router bién ctia minh. Do d6, nhom dé tai dé xuat VNNIC tu
cha dong trién khai ap dung giai phap BGP Flowspec theo mé hinh intra-domain
nham ngan chan tan céng DDoS cho hé théng mang VNNIC. Mic di véi md hinh
nay, luu lugng DDOS van anh hudng dén duong két ndi husng 1én (uplink) va céc
RGW nhung phu hop véi hién trang mang VNNIC. Mé hinh dé xuat gém 2 thanh
phan sau:

- Exa BGP Server: may chu cai dat cong cu ExaBGP, dong vai tro lam BGP

Flowspec Controller.

- Cac RGW tai cac phan mang: st dung cac dong thiét bi hd tro, dong vai tro

lam BGP Flowspec Client.

Tai mdi site (twong @ng véi mdi ASN) ciia mang VNNIC sé trién khai 1 may
chu ao héa cai dat phan mém cong cu Exa BGP. May chii nay can phai trién khai
phén tén tai ting site do:

- BGP Flowpsec peering can thiép vao chinh sach dinh tuyén nén can dugc

trién khai trong ciing 1 ASN (ndi vang).

- Néu Exa BGP trién khai tap trung, trong truong hop bi tan cong DDoS c6 thé

bi mat két ndi, khong thé tac dong dén cac RGW tir xa duoc.
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Ghi chi

digu hanh

& @ ——Théng tin Flow Specification——>

Hé théng gidm sat, phat Exa BGP Server
hién tdn c6ng DDoS tai 10.10.100.%/24
cac NOC/sOC

Hinh 3.3: M6 hinh dé xuit trién khai giai phap BGP Flowpsec cho mang VNNIC
May chu nay sau khi cai dat xong cdng cu s& duoc cau hinh dia chi va két nbi dén
vlan Management ciaa mang VNNIC (Tai HN: 10.10.100.0/24). Li do cac may chu
nay st dung vlan Management:

- Khdng can thiét phai két ndi Internet dé dam bao an toan an ninh.
- Cho phép truy cap ssh tir phdn mang OFFICE, ph&n mang quan tri.
- Co thé trién khai BGP flowspec peering truc tiép voi cac RGW.

Cac RGW tai cac phan mang VNNIC ciing duoc nang cap 1én cac dong thiét
bi hd tro tinh nang BGP Flowspec Client. Trén cac RGW ciing c4u hinh 1 giao dién
c6 dia chi va két nbi dén vlan Management.

Exa BGP Server va ting RGW sé& duoc cau hinh thiét 1ap méi quan hé BGP
flowspec peering. Khi sy ¢b tan cong DDoS xay ra, can bo quan tri xac dinh dac
diém cua luong luu lwong tan cong (Flow Specification); truy cap vao Exa BGP
Servers tao script cap nhat Flowspec rule, inject dong thoi cac Flowspec rule nay
dén tat ca RGW tai site d6. Sau khi nhan duoc cac Flowspec rule ndy, cac RGW sé&
loai bo cac Iuu lugng tin cong DDoS ngay tai 16p bién mang, khdng gay anh hudng
dén hoat dong cua hé thng mang VNNIC.

May chii cai dat BGP Exa BGP c6 yéu cau tdi thiéu nhu sau:
- Phan cing: RAM: 4GB; CPU: 2 GHz, HDD: 50 Gbps.
- Hé diéu hanh: Linux (Ubuntu, Redhat....)
- Phan mém: ExaBGP 3.4.5.
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Danh sach thiét bj trién khai:

STT | Tén thiét bi M0 ta Vai tro

1 Exa BGP - Phéan cang: RAM: 4GB; | Flowspec Server cho RGW-
Server HN CPU: 2 GHz, HDD: 50 | Net8-HL-01; RGW-Net72-

Gbps. HL-01

2 Exa BGP - Hé diéu hanh: Linux Flowspec Server cho RGW-
Server DN (Ubuntu, Redhat....) Net64-AD-01

3 Exa BGP - Phan mém: ExaBGP Flowspec Server cho RGW-
Server HCM 3.4.5. Net36-TT-01; RGW-

Net117-TT-01

4 RGW-Net8- ASR 1001-X Flowspec Client
HL-01

5 RGW-Net72- | ASR 1001-X Flowspec Client
HL-01

6 RGW-Net64- | ASR 1001-X Flowspec Client
AD-01

7 RGW-Net36- | ASR 1001-X Flowspec Client
TT-01

8 RGW-Net117- | ASR 1001-X Flowspec Client
TT-01

3.2.3. Ké hogch trién khai

Dé c6 thé trién khai giai phap néu trén, nhém thuc hién dé tai dé xuat ké

hoach trién khai gom cac cdng viéc nhu sau:

Trién khai cac bién phap nham phét hién sém tan cong DDoS tai NOC/SOC.
Trién khai cac hé théng phan tich luu luong cho hé théng mang VNNIC.
Quy hoach céc thiét bj router c6 nang luc 16n, hd tro BGP Flowspec client
lam RGW mang VNNIC. Lam viéc véi cac ISP nang cap téc do cac duong
két ndi uplink mang VNNIC.

Cai dat, cau hinh cac may cha Exa BGP va tich hop véi cac RGW theo mo
hinh.

Xay dyng quy trinh VHKT giai phap BGP Flowspec phong chong DDoS.
Hudéng dan, phd bién tai cac NOC/SOC/nhém ATBM.
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KET LUAN VA KIEN NGHI

Bam theo cac ndi dung ding ky cua dé cuwong dé tai, nhoém chu tri dé tai da

thyc hién nghién ctru, xay dung va trién khai hoan chinh dé tai theo cac ndi dung:

Phan tich hién trang nhu cau phong chdéng tan cong tir chdi dich vu mang
VNNIC.

Nghién ctru tong quan hinh thirc tan céng tir chéi dich vu.

Nghién cuu k¥ thuat BGP Flowspec.

Trién khai thir nghiém, dé xuat &p dung k¥ thuat BGP Flowspec cho hé théng
mang VNNIC.

Nhom thuc hién dé tai mong mudn duoc tiép tuc nghién ctu, trién khai ap

dung k¥ thuat BGP Flowpsec ciing nhu cac giai phap phét hién, phong chéng tan
cdng DDoS cho hé théng mang VNNIC; nham g6p phan ting cuong an toan on
dinh két ndi cho cac hé théng KTDV cua Trung Tam. Ngoai ra, mét trong nhitng
huéng phét trién tiép theo cua dé tai 1a nghién ciu 4p dung ky thuat BGP Flowspec
cho hé théng VNIX. Vé mit ki thuat, diéu nay hoan toan kha thi, hién trén thé gioi
dd c6 AMS-IX trién khai.

Trong ndi dung nghién ctru khong tranh khoi nhiig thiéu s6t mong nhan

duoc su gdp ¥ cua hoi dong.
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PHU LUC

I.  PHU LUC 01: Huwéng dén cai dit, cau hinh cong cu ExaBGP
3.3.  Bwoc 1: Tai va cai dat cong cu ExaBGP

» wget https://github.com/Exa-Networks/exabgp/archive/3.4.5.tar.gz
» tar zxvf 3.4.5.tar.gz

* cd exabgp-3.4.5

» chmod +x setup.py

. ./§etup.py install

Kiém tra lai qua trinh cai dat:

lusr/bin/exabgp --h
3.4. Bwoc 2: Sira ngi dung cua file config trong exaBGP nhu sau

cd usr/local/data/exabgp/configs

sudo nano flowspec-conf.txt

neighbor 203.119.72.160 { ## Dia chi ctia flowspec neighbor router.
router-id 203.119.72.159; ## Dia chi cila Exa BGP Server
local-address 203.119.72.159;

local-as 12346;

peer-as 12346;

process service-dynamic {

run /data/Indu/exabgp-3.4.5/etc/exabgp/processes/dynamic-1.sh; ## the script chtra cac
flow ma ta mudn quéng ba (announce) hoéc loai bd.

}
}
3.5.  Bwoc 3: Tao file script c6 ngi dung nhw sau:
#!/bin/sh
# ignore Control C

# if the user "C exabgp we will get that signal too, ignore it and let exabgp send us a
SIGTERM
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trap " SIGINT

# command and watchdog name are case sensitive
while “true’;

do

echo "announce flow route {\\n match {\\n source 40.40.40.1/32;\\n destination
40.40.50.1/32;\\n M\n then {\n discard;\\n \\n }\n"

sleep 10

echo "announce flow route {\\n match {\\n source 80.80.80.1/32;\\n destination
80.80.80.1/32;\\n M\n then {\\n discard;\\n }\\n }\n"

Done
3.6. Bwoc 4: Chay ExaBGP vei file config nhw trén:

/data/Indu/exabgp-3.4.5/shin/exabgp /data/Indu/exabgp-
3.4.5/etc/exabgp/flowspec_conf_dynamic.txt

3.7.  Buwéc 5: Khi mudn inject 1 flowspec rule méi ta thwc hién nhuw sau:

a) Thém flowspec rule mai vao file script dynamic.sh:

echo "announce flow route {\\n match {\\n source 172.16.239.2/32;\\n destination
172.16.241.2/32;\\n }\n then {\\n discard;\\n }\n \\n"

b) Tim forked process-id ciia dynamic.sh va kill né:

[root@BR-140 configs]# ps -aef | grep -i bgp | grep -v grep

nobody 19576 9574 0 10:53 pts/38 00:00:01 /usr/bin/python2.6 /data/Indu/exabgp-
3.4.5/lib/exabgp/application/bgp.py --folder /data/Indu/exabgp-3.4.5/etc/exabgp
/data/Indu/exabgp-3.4.5/etc/exabgp/flowspec_conf_dynamic.txt

nobody 30642 19576 0 10:55 pts/38 00:00:00 /bin/sh /data/Indu/exabgp-
3.4.5/etc/exabgp/processes/dynamic.sh

& run kill -9 ## kill -9 30642
¢) Trén router, thuc hién kiém tra xem flowspec rule da dwoc thém vao
chua:
RGW-VNNIC#show flowspec ipv4
AFIl: IPv4
Flow :Dest:172.16.241.2/32,Source:172.16.239.2/32

Actions :Traffic-rate: 0 bps (bgp.1)


file://///n
file://///n
file://///n
file://///n
file://///n
file://///n
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RGW-VNNIC#show bgp ipv4 flowspec sum | begin Neighbor
Neighbor Spk AS MsgRcvd MsgSent ThiIVer InQ OutQ Up/Down St/PfxRcd
172.16.240.1 01 200 161 49 0 0 00:20:52 3

4. PHU LUC 02: Huéng dan cau hinh trén router
4.1. Cau hinh trén RGW ISP

Interface GigabitEthernet0/0/0
description PeerRGW-VNNIC
ip address 172.16.240.1 255.255.255.0
ipv6 enable
!
Interface GigabitEthernet0/0/1
description To-PCO1
ip address 172.16.239.1 255.255.255.0
ipv6 enable
!
router bgp 12345
no bgp log-neighbor-changes
neighbor 172.16.240.2 remote-as 12346
neighbor 172.16.240.2 description peerVNNIC
address-family ipv4
network 172.16.239.0 mask 255.255.255.0
neighbor 172.16.240.2 active

4.2. CAu hinh trén RGW

Interface GigabitEthernet0/0/0
description PeerRGW-ISP
ip address 172.16.240.2 255.255.255.0
ipv6é enable
!
Interface GigabitEthernet0/0/1
description To-PCO02
ip address 172.16.241.1 255.255.255.0

ipv6é enable
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Interface GigabitEthernet0/0/2
description To-ExaBGP
ip address 203.119.72.159 255.255.255.0
ipv6 enable
!
router bgp 12346
no bgp log-neighbor-changes
neighbor 172.16.240.1 remote-as 12345
neighbor 172.16.240.1 description peerISP
address-family ipv4
network 172.16.241.0 mask 255.255.255.0

neighbor 172.16.240.1 active

4.3. Céauhinh RGW VNNIC BGP flowspec peering véi ExaBGP Server

enable

configure terminal

router bgp 12346

neighbor 203.119.72.160 remote-as 12346
address-family ipv4 flowspec

neighbor 203.119.72.160 activate

exit



