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MO PAU
1. Ly do chon dé tai
Trong nhitg nim gin day, hinh thuc tin cong DDoS thuong duoc cac hacker sir
dung dé tin cong, gay té liét, gian doan cac hé thong mang, dich vu. Theo khao sat nim
2016, ¢6 nhitng cudc tan cdng dai dang va kéo dai 1én dén 48.5 gid va dat t6i tan suat 16n
nhat 1a hon 200 Gbit trén gidy. T4n cong tir chdi dich vu 1a kiéu tin cong gay can kiét tai
nguyén hé théng hoic gay ngh&n dudng truyén, 1am ngét quang qua trinh cung cap dich vu,
té¢ hon 1am toan bo hé théng nging hoat dong.

Hién tai, cac hé thdng mang cua cac don vi déu dang sir dung giao thac BGP dé dinh
tuyén, két ndi Internet trong nuéc, qudc té. Do do, viéc nghién ctu, ap dung ki thuat BGP
FlowSpec dé dbi pho, han ché nguy co tin cong DDos nham vao hé théng mang 1a hét stc
dung dan, can thiét.

2. Muc dich nghién ciru

Muc dich ciia dé tai nghién cau giai phap BGP FLOWSPEC nham ngan chin cac
cudc tan cong DdoS gilip cho hé théng mang cia don vi hoat dong an toan va on dinh

3. Péi twong va pham vi nghién ciéu

Déi tugng: Cac don vi cung cap dich vu

Pham vi: Ap dung giai phap BGP FLOWSPEC nham ngin chin cé4c cudc tan cong
Ddos

4. Phuong phap nghién ciru

Nghién ctiu ly thuyét, hién trang cac don vi va dé xuat 4p dung cho mé hinh mang

cac don vi
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CHUONG 1: PHAN TICH HIEN TRANG NHU CAU PHONG
CHONG TAN CONG TU CHOI DICH VU MANG

1.1. Hién trang hé théng mang
1.1.1 Téng quan magng
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Hinh 1.1: So' d6 thiét ké tong quan hé théng mang VNNIC

1.1.2. Hign trang cac hg théng an toan an ninh mang VNNIC

Hién tai, cac phan mang cia VNNIC chu yéu duoc bao vé bai cac hé théng kiém soat
an toan an ninh nhu sau:
e Cac hé théng tuong hira: kiém soat cac ludng luu lwong vao/ra tirng phan mang.
e Cac hé théng phat hién va ngan chan bt hop phép:
- Tinh niang IDP trén céc firewall Juniper SRX: phat hién va ngin chin bat hop
phéap.
- Hé thdng Firepower/FightSight trén céc firewall Cisco ASA 5525: phét hién
va ngan chin xam nhap bat hop phap.
Tinh nang Botnet Traffic Fitering: phat hién va ngan chan malware (ma dgc).
e Hé thdng FireEye: phat hién va ngin chin ma doc cho mang OFFICE.
e He thdng TrendMicro: phat hién va ngin chan Virus cho mang OFFICE.

1.1.3. Hién trgng phong chéng tdén céng DDoS mang VNNIC
Két luan:
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Hién hé théng mang VNNIC di duoc trang bi nhiéu hé théng, cong cu an toan an ninh
twong ddi toan dién nhung van thiéu 1 giai phap phong chéng cac nguy co tan cong tir chdi
dich vu DDoS:

> Chua c6 phuong an rd rang nham phét hién sém céc cudc tan cong DDoS.

> Thiéu céc giai phap nham phén tich, x4c dinh dic diém cua ludng luu lwong tan cong
DDoS.

> Ning luc thiét bj tai 16p bién mang, thiét bi mang 16i mic du da dwoc nang cap
nhung chua dong déu, méi chu yéu tap trung tai cac phan mang dich vu.

1.2. Nhu cau trién khai phong chéng tan céng DDoS cho mang VNNIC
1.2.1. Tinh hinh tdén cong DDoS trén thé gigi

a1 2007 az2mn7

@ Windows @ Linux

Hinh 1.5: Ti lé cac may bi nhiém botnet theo hdh Window & Linux
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1.2.2.Tinh hinh tan cong DDoS tai Viét Nam

* Top Attacking Countries

o - ~ Top Targeted Countries
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w B Russia 10.8%
k') = Ukraine 10.1%
‘ \ ﬁ Vietnam 7.6%
E3 china 6.2%
EE unitedStates  5.7%
== Thailand 2.0%
- Czech Republic  1.9%
mmm Colombia 17%
Ii France 1.4%

Hinh 1.8: Théng ke ti 1¢ cac cugc tAn cong DDoS theo quée gia nim 2016

1.2.3.Phan tich nhu ciu

Possible Scan and 5¥M Attack Rates
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Hinh 1.9: T4n c6ng SYN attack mang VNNIC

Két luan:

Qua cac phan tich néu trén nguy co xay ra cac cudc tan cong DDoS nham vao hé

thong mang VNNIC Ia hét sic rd rang. Do do6, nhu cau nghién ctu, trién khai cac giai phéap
k§ thuat nham phat hién, phong chdng cac cudc tan céng DDoS ph hop cho h¢ théng mang
cua Trung Tam Ia hét sirc cap béach va can thiét. Giai phap phong chong DDoS cho hé théng
mang VNNIC cin dap tng cac tiéu chi sau day:

Trién khai dong bo giai phap phong chéng tan cong DDoS tai tat ca cac site thudc
mang VNNIC.

Thoi gian xu ly (phat hién, canh bao, ngan chan) nhanh.

Giai phap phai dong bo, tong thé, tir phét hién dén ngan chan, giam nhe khi tin cong
xay ra.
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CHUONG 2: NGHIEN CUU TONG QUAN HINH THUC TAN
CONG TU CHOI DICH VU VA KY THUAT BGP FLOWSPEC

2.1. Tan cong tir chdi dich vu
2.1.1. Khai ni¢m
Tan cong tir chdi dich vu (Denial of Service - DoS) hay tan céng tir chdi dich vu
phan tan (Distributed Denial Of Service — DDoS): Tan cong tir chdi dich vu I hinh thac tin
cong ma ké tan cong (hacker) ¢6 gang nham ngin can ngudi dung sir dung théng tin hoic
dich vu bang cach Iam quéa tai tai nguyén hé thong (may tinh, may chu, hé théng mang,
duong truyén, thiét bi mang, DNS, Web, mail...).

2.1.2. Co ché hoat dpng

Céc cudc tan cong DDoS thuong dién ra theo co ché gdm 3 giai doan nhu sau:
a) Giai doan 1: Chudn bi.

b) Giai doan 2: Xdc dinh muc tiéu va thoi diém.

C) Giai doan 3: Phdt ddng tin cong va xéa diu vét.

2.1.3. Kién traic, md hinh tén cong DDoS

Mic du ¢6 nhiéu dang tan cdng DDoS dugc ghi nhan, nhung tuu trung c6 thé chia
kién tric tan cong DdoS thanh 2 loai chinh:
e Kién tric tan cong DDoS truc tiép.
e Kién tric tan cong DDoS gién tiép hay phan chiéu.
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Hinh 2.1: Kién tric tan cong DDoS truc tiép
Cac vai tro trong kién triic tan cong DDoS tryc tiép:
e Attacker.
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Hinh 2.2: Kién tric tan céng DDoS gian tiép
Céc vai trod trong tan cong DdoS gian tiép:

Attacker.

Master.

Slave.

Reflector.

Victim.

2.1.4. Phan logi tén cong DDoS

Tiéu chi

Phan loai

Phan loai theo phuong phap tan cong

Tan cong gay ngap lut: SYN flood.. .

Tan cong Logic: TCP SYN...

Phan loai theo mtrc d6 tu dong

Tan cong thu cong

Tan cong ban ty dong

Tan cong tu dong

Phan loai theo m6 hinh OSI

Tan cong tang mang: ICMP flood, ICMP
Fragmentation flood, IP Null...

Tan cbng tang van chuyén: SYN-ACK
flood, UDP Flood, UDP Fragmentation,
TCP Null...

Tan cong tang tng dung: DNS Flood, DNS
Amplified, HTTP Fragmentation....

Phan loai theo phuong thiic giao tiep
gitra Master va Bot

DDoS dua trén agent-handler

DDoS dua trén IRC

DDoS dua trén Web

DDoS dua trén P2P




5 Phan loai dwa trén cuong do tin cdng | TAn cong cudng do cao

Tan cong cudng do thap

Tan cong cuong do thay doi

Tan cong cuong d6 hon hop

Tan cong cudong d6 hon hop

6 Phan loai dya trén viéc khai thac cac | Tan céng gdy can kiét bing thong:
15 hdng an ninh volumetric attack
Tan cong gay can kiét tai nguyén: ping of
death...

Bang 2.1: Phan loai c4c hinh thitc tan cong DDoS
2.1.5. C4c bién phap phong chéng tdan cong DDoS
a) Trién khai cic bién phdp phong chong tan céng DDoS theo trén vi tri
b) Trién khai cdc bién phap phong chong DDoS theo md hinh OSI

¢)Trién khai cdc bién phdp phong chong DDoS theo thoi diém hanh déng
Két luan:

Qua nghién ctru c4c giai phap ngin chin, giam nhe tan cong DDoS nhom dé tai nhan
thiay dé phong chéng DDoS hiéu qua cho hé thong mang VNNIC ciing nhu cac hé thdng
KTDV lién quan can:

> Trién khai két hop dong thoi nhiéu bién phap ky thuat khac nhau.
> Trién khai toan dién theo chién lugc cu thé.

> Tu trién khai c4c giai phap ngan chan, giam nhe.

> Tu trién khai phan tan cac dich vu cho phép.

2.2, Tan cong tir choi dich vu mang

2.2.1. Qua trinh dién ra mét cugc tén cong DDoS mang

Céac cudc tan cdng DDoS dudc xudt Luu lugng cia cudc tdn céng
phat tir rét nhiéu cac hé théng bi DDoS chi€m dung tai nguyén - —
lay nhiém (Bot) hé th8ng mang clia cac ISP Luu lugng DDoS lam qua tai

cac thiét bi ATBM inline
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IPS/IDS Fireyvall
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i Service Provider Network
Legitimate Users

Luu lugng DDoS tan céng cac
may chu, dich vu muc tiéu

Hinh 2.3: Qua trinh dién ra 1 cudc tan céng DDoS

2.2.2. Cic phwong phdp phong chéng DDoS mang truyén thang




a) Ky thudt ACL:

K¥ thuat ACL don gian chi st dung cac access list tai cac router bién cua cac ISP
hodc mang doanh nghiép dé chin cac luu lugng DDoS theo nguén hodc dich. K§ thuat nay
c6 nhiéu han ché nhu sau:

e Thoi gian dap ung thap do phai trién khai lan luot trén cac Router bién.

e Khong linh hoat.

e Router bién d3 phai xt Iy chan cac luu lugng DDoS bang ACL - gay anh huong
dén hiéu ning cua c4c router bién.

b) Ky thudt D/RTBH (Destination Remotely Triggered Black Hole):

Good traffic ==
Attack traffic =

2. Cac router bién cua BGP Announcement —3»
D/RTBH dugc ap dung tai cac router ISP c&u hinh route vdi
bién cua ISP: moi traffic dén prefix black hole 1. Router bién ciia KH khdi tao ban tin
muc tiéu sé& bi loai bo BGP update guri dén Router bién cta ISP
trong dé route dén prefix muc tiéu dugc
set thudc tinh Community = blackhole.

Botnet

Enterprise or IDC

Service Provider Network
Legitimate Users

Hinh 2.4: Ky thuat D/RTBH
Uu diém: Trién khai nhanh chéng, dong thoi, tu dong dén cac router bién. Thoi gian
dap tng nhanh (trong 1 chu ky gtri caa ban tin BGP update).
Nhuoc diém: Moi traffic hudng dén muc tiéu déu bi loai bo, bao gom ca cac traffic

hop I¢é.
¢) Ky thuat S/RTBH (Source Remotely Triggered Black Hole):

Good traffic ==
Attack traffic ==
. " - . BGP Announcement ===
S/RTBH ap dung tai router bién: moi
traffic xudt phat tir prefix dugc thong
béo trog BGP update bi loai bo, du
6 destiantion ntn.

Cac router bién cdu hinh blackhole
route

Router bién ctia ISP khdi tao ban

tin BGP update vdi source prefix
dudgc set blackhole

““" V:ictim
i

IPS/IDS

Service Provider Network Enterprise or IDC

Legitimate Users

Hinh 2.5: Ky thust S/RTBH
Két luan:
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Qua cac nghién ctru trinh bay & trén, c6 thé nhan thiy cac phuong phap giam nhe cac
cudc tin cong DDoS mang truyén thong sau khi da phat hién, xac dinh duoc cudc tan cong
van con rat nhiéu han ché. Do d6, nhu cau dit ra 1a can phai nghién ctru, dé xuat cac phuong
phap ky thuat méi, nham ngan chin, giam nhe hiéu qua cac cudc tan céng DDoS nham vao
hé thong mang. Trén co s& d6, nhom dé tai s& dé xuat giai phap thich hop 4p dung cho hé
théng mang VNNIC. Day ciing 13 ndi dung chinh cua dé tai.

2.3. Ky thuat BGP Flowspec
2.3.1. Khai niém m¢ ddu

e Phan Flow Specification
- Source / Destination Prefix
- IP Protocol (UDP, TCP, ICMP, etc.)
- Source and/or Destination Port
- ICMP Type and Code
- TCP Flags
- Packet Length
- DSCP (Diffserv Code Point)
- Fragment (DF, IsF, FF, LF)
e Phan Action:
Uu diém cua k¥ thuat nay la:
> Céc rule dugc phan phdi 1 cach nhanh chong, ddng thoi dén toan bo céc router bién
ma khéng can thay doi cau hinh. Tir do, cai tién thoi gian dap @ng, xir ly sy ¢b tan cong
DDoS (response time).
> Ludng luu lwong tin cong DDoS duoc xac dinh chinh xac dua trén cac dic diém, tiéu
chi 16p 3, 16p 4 cu thé. Do d6, viéc ngan chan, xtr ly cac ludng tan cong DDoS khdng anh
huong dén cac ludng luu luong hop 18.
K§ thuat BGP flowspec dd dugc chuan héa boi IETF nhu sau:
> RFC 5575: “Dissemination of Flow Specification Rules” nim 2009 (cong bd chinh
thuc): BGP flowspec &p dung cho IPv4.
» RFC 7674: “Clarification of the Flowspec Redirect Extended Community” nam 2015
(cong b chinh thirc): cap nhat dinh dang thudc tinh Community cho hanh dong diéu hudng

luu luong.

» “Dissemination of Flow Specification Rules for IPv6” nam 2017 (dang ¢ dang du
thao): xay dung tiéu chuan vé BGP flowspec cho IPV6.
Thong tin vé cac dong san pham thiét bi hd tro BGP Flowspec:

STT Chikc niing Dong san pham hd tro

1 Phat hién tan cong DDoS Arbor Peakflow SP 3.5
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Juniper DDoS Secure 5.14.2-0
Netflow

3 BGP Flowspec Client (router | Alcatel-Lucent SR OS 9.0R1

bién) Juniper JUNOS 7.3

Céac dong Cisco ASR va CSR ¢6 OS ho trg (5.2.0 tré
1&n)

4 BGP Flowspec Controller Arbor Peakflow SP 3.5
ExaBGP

sFlow-RT

Cisco ASR 9000

Bang 2.3:Cac dong san pham hd tro BGP Flowspec
2.3.2. M6 hinh, nguyén ly hoat déng ciza BGP Flowspec

2.3.21. M6 hinh

FlowSpec Controller
Configuration Point

bgp/sessions bgp|sessions bgp\sessions
BGP BGF’J BGP\L
Client Client Client

TCAM Install TCAM Install TCAM Install

Hinh 2.6: M6 hinh hoat dong ciaa BGP Flowspec
BGP Flowspec hoat dong theo mé hinh Server — Client nhu hinh vé bén trén. Theo

d6, 1 thiét bi quan ly tap trung s& déng vai tro lam BGP Flowspec Server. Cac router bién
caa mang doanh nghiép, mang ISP s¢ dong vai tro lam BGP Flowspec Client. BGP
Flowspec Server va BGP Flowspec Client dugc ciu hinh flowspec peering véi nhau va
duoc xac dinh ro vai tro.

K§ thuat BGP Flowspec c6 thé hoat dong vai ca 2 md hinh intra-domain va inter-
domain:

2.3.2.2. Nguyén ly hoat dong
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Good traffic =~ ==

Attack traffic ==
Cac router bién dudc cdu hinh ack traffic

; _ : . vdi phién BGP flowspec; cic BGP Announcement —3
Céc FS rule da dugc ap dung trén FS rule dudc 4p dung trén céc
cac external interface cla router external interface cua router Théng qua giao dién Portal cua
bién; chi cac |udng traffic cu thé bién thiét bi quan Iy tap trung, ban tin
bi loai bo BGP Update chira FS Rule dudc guri

. dén toan bd cac router bién.
<
I
\ ol

o= — :
28 —/ " Victim
s an Tt
""{7 e |
Q@

Service Provider Network Enterprise or IDC
Legitimate Users

Hinh 2.9: M6 hinh nguyén ly hoat dong cia BGP Flowspec
2.3.3. Qua trinh ma héa Flowspec Rule trong bdn tin BGP Update

2.3.3.1. . Nhic lai ban tin BGP Update
Nhu chling ta biét, ban tin BGP Update dugc cac BGP peer trao d6i véi nhau khi c6
su thay doi vé cac tuyén duong (route) trong bang dinh tuyén. Ban tin BGP Update chua céc
thong tin cha yéu sau day:

e Unfeasible Routes Lenth (2byte): d6 dai cua truong Widrawn Routes ngay phia sau.

e Widrawn Routes (d6 dai thay d6i): chira thong tin cac route khong dén duoc ma 1
BGP speaker muédn théng béao cho BGP neighbor caa minh. Khi nhan dwgc, BGP
neighbor s& loai bo cac route nay khoi bang dinh tuyén.

e Total Path Attribute Lenth (2 byte): d6 dai cua truong Path Attributes ngay phia sau.

e Path Attributes (46 dai thay d6i): chua thong tin cac thudc tinh cua tuyén duong
(path). Céc thudc tinh nay dugc sir dung trong qué trinh lya chon tuyén dudng tot
nhét tir BGP table cap nhat vao bang dinh tuyén.

e NLRI (Network Layer Reachability Information ): Danh sach céac IP prefix méi co
thé dén duoc thdng qua tuyén duong nay.

Pinh dang cu thé cta ban tin BGP Update thong thuong duoc quy dinh trong RFC 4760 nhu
sau:

16 bits

Unfeasible Routes Length (2 bytes)

Unreachable Routes
Withdrawn Routes (varnable-lengiin)

Total Path Attribute Length (2 bytes)

Path Attributes
Path Attributes (varabia-length)

Length (1 byte} Prefix (1/ 2 /3 / 4 bytes)

Network Layer
Length (1 byle) Prefix (1 /2 /37 4 byles) Reachability Information
(MLRI) {variable-lerngth)

Length (1 byte) Prefix (1 /2 /37 4 byles)

Hinh 2.10: Pinh dang ban tin BGP Update
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2.3.3.2. Ma hoa flow specification trong truwong NLRI
Theo RFC 4760, truong NLRI ¢ dinh dang MP_REACH_NLRI va
MP_UNREACH_NLRI bao gém truong NLRI length c6 d6 dai 1-2 octet; theo sau 1a truong
NLRI value c6 do dai thay doi.

| NLEI walue (variable) |

Hinh 2.11: flowspec NLRI

Néu d6 dai cia NLRI value < 240 bit thi truong NLRI length s& dugc mé hoa trong 1
octet twong g VaGi 2 chit s6 hexa (0xnn). Néu do dai caa NLRI value >= 240 bit thi trueong
NLRI length s& dugc ma héa st dung 3 chit s6 hexa (Oxfnnn).

M4 hoa Flow specification NLRI type c6 thé bao gdm cac thanh phan con sau day,
mdi thanh phan con twong wng véi 1 chi tiéu trong flow specification. Mot goi tin chi duoc
coi 1a khap voi flow specification néu n6 khép véi tat ca cac thanh phan con. C6 tat ca 12
loai thanh phan con dugc liét ké trong bang sau day:

Céc thanh phan con phai tuan thii nghiém ngat tha tu cua cac type. Ma hda sap xép
cac type theo thir tu lan luot tir type 1 > type 12.

2.3.3.3. Md hoa Action trong thujc tinh Community

Mac dinh, hanh dong duoc ap dung vai cac luu luong khop vai flow specification la
cho phép. Cac gia tri thuoc tinh mo rong Community sau day dugc sir dung dé chi ra cac
hanh dong &p dung vai flow specifcation:

2.3.4. Ky thuat diéu hwéng luu lwong trong BGP Flowspec

K§ thuat Diversion hay Offramping: dinh tuyén lai cac luu luong, thay vi dén truc
tiép cac may cha dich vu bi tin cdng thi chuyén hudng dén Scrubbing Center. Ky thuat
Diverson thuong duoc thuc hién bang cach quang ba cac BGP prefix (chua dia chi may cha
bi tin cdng) cu thé hon trong bang dinh tuyén toan ciu hay st dung. Khi d6, moi luu lwong
(ca hop 1&, khdng hop 18) co dich dén 1a may chu, dich vu bi tn cong déu bi diéu huéng dén
Scrubbing Center.

K¥ thuét Reinjection hay Onramping: diéu hudng cac luu lwong sach tir Scrubbing
Center quay tro lai dich dén ban dau. K¥ thuét Reinjection thudng sir dung duong ham hoic
VRF dé chuyén hudng cac luu luong sach vé lai dich du kién ma khéng bi loop.
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Scrubbing Center T
Diverted traffic ila tap 9 Traffic Reinjection

hgp toan bd luu lugng
cé dich dén la victim

Internet
(G-
[l

|’||||||
Rout "!I" \.I' ctim
\PS/IDS Firewall

Enterprise or
IDC

e E |
BGP Flowspec loc d€ chi
diéu hudng cac luu
lugng cu thé match vdi
BGP FS Rule

“Dirty” VRF
Good traffic —_— -
Attack traffic — ﬂ

BGP Flowspec 3
Diversion

Internet

Hinh 2.12: Ky thuat diéu hwéng lwu lwgng trong BGP Flowspec

. So sanh ky thuat BGP Flowspec va cac k§ thuét phong chéng DDoS mang truyén thong
Sau khi d4 nghién cru, tim hiéu chuyén sau vé ky thuat BGP Flowspec; nhom dé tai
thuc hién so sanh, danh gia cac wu diém cua ky thuat ndy so vai cac ki thuat phong chong
tan cong DDoS mang truyén thong (ACL, SIRTBH, D/RTBH)

STT Tiéu chi ACL RTBH Flowspec
1 Hiéu qua Cao Thap Cao
2 S6 buéc thuc hign | Nhiéu buéc 3 3
3 Luu lugng hop 1€ Cho phép Block Cho phép
4 Luu lwong tan cong | Block Block Block
5 Thoi gian xt ly Mat nhiéu thoi gian Khong Khong
6 Do chi tiét Cao Thé Cao
7 Hanh dong xir ly it it Nhiéu
8 Piéu hudng luu | Khong Khong Co

lugng

Bang 2.6: So sdnh BGP flowspec véi ACL, RTBH
Nhu vay, rd rang BGP Flowspec ¢6 nhirng wu diém vuot troi so véi cac ky thuat
phong chéng tan céng DDoS truyén thong.
2.4. Mt so giai phap ap dung ky thuat BGP Flowspec phong chong DDoS

2.4.1. Gidi phap ap dung ma ngusn m¢ ExaBGP

a) Gidi thi¢u
b) M6 hinh nguyén ly

Upstream Router
AS: X eBGP between Local Border Router and Upstream Router

- - eBGP for IPv4 flowspec

-4——» |2 /L3 connection

Y

B
Local Border Router =« ™
-l >
AS:Y I

Hinh 2.13: ExaBGP hoat dgng theo mo hinh inter-domain

exaBGP 3.4.16

pec sender)
(Linux, BFO installed)
AS:Y
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Upstream Router
AS: X eBGP between Local Border Router and Upstream Router

- - IBGP for IPv4 flowspec

<4——® L2 /L3 connection

-+
Local Border Router = exaBGP 3.4.16
it P FlowSpec sender]
ASY (Linux, BFO installed)
AS:Y

Hinh 2.14: ExaBGP hoat dgng theo mo hinh intra-domain

¢) Cai ddt, cdu hinh:
Pé trién khai cong cu ExaBGP lam Flowspec Controller; dau tién cai dat cong cu

nhu sau:

» wget https://github.com/Exa-Networks/exabgp/archive/3.4.5.tar.gz
o tar zxvf 3.4.5.tar.gz

 cd exabgp-3.4.5

e chmod +x setup.py

* /setup.py install

Tiép theo can chinh sua file config. File config bao gom:
- Thiét lap mdi quan hé BGP flowspec peering vai c4c router bién. Tir d6, ExaBGP
Server co thé diéu khién cac router bién nay.

cd usr/local/data/exabgp/configs

sudo nano flowspec-conf.txt

neighbor 203.119.72.160 { ## Dia chi cua flowspec neighbor router.
router-id 203.119.72.159; ## Dia chi cla Exa BGP Server
local-address 203.119.72.159;

local-as 12346;

peer-as 12346;

- Cau hinh cac Flowspec rule dudi dang static hoic dynamic. Trong trudng hop cau
hinh tinh cac Flowspec rule trong file config, mdi lan thay di cac rule nay sé thiét lap lai
mdi quan hé Flowspec peering. Nguoc lai, trong trwong hop st dung script dong
dynamic.sh; c6 thé thay d6i va inject cac Flowspec rule ma khdng anh hudng dén Flowspec
peering.

(Tham khdo phdn hwéng dan cdu hinh chi tiét ¢ phy luc).
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2.4.2. Gidi phap thwong mai ciia Arbor, Cisco két hgp

a) Ly do lya chon gidi phdap

DDoS Mitigation Global Market Outlook, Q1 2017

Arbor Networks

Akamai
Radware

Nexusguard

I
s Technology Excellence <

,_
(]
b

Low ——b Relative Market Share High

Hinh 2.15: Panh gia Gartner vé giai phap phong chéng DDoS

b) Nguyén ly hoat dong

Peakflow SP

NN s
For baseline and .-~

detection

| TMS Configuration
| Per-attack countermeasures

/ BGP

Internet /
" TMS-VSM / For diversion into TMS
TMS-VSM
ASR 9000

Hinh 2.16: Nguyén ly hoat dgng cuaa giai phap Arbor

¢) Cdc thanh phan ciia gidi phdp

Peakflow 14 1 giai phap tong thé cta Arbor nhiam phan tich mang, dong thoi phat
hién va giam nhe cac cudc tan cong DDoS. Do dé, giai phap nay bao gom nhiéu chirc ning
cling nhu nhiéu céc thiét bj phan ctmg dé thuc hién cac chiic ning nay.

~at

SP 6000 ~ Leader/Backup SP 6000 or SP in

6 Virtual Machines to Scale

B - o

5 ] e s v

y  Internet \ THG-V : Customer
By with Bad Guys ™ p— -

\_ =
J' _— — @ ' e
o THY Yo Managed Objects
ASR 9000 with 10 Monitor and Protect
TMS Scrubber on
VSM

Hinh 2.17: Céc thanh phan caa giai phap Arbor Peakflow
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Peakflow SP:

e Chuc nang cua BGP Flowspec Controller.

e Diéu khién toan bo hé thong va quan ly giao tiép giita chdng.

e Hién thi giao dién GUIL.

e Nhan céc thdng tin vé Netflow va dinh tuyén tir router.

e Phan tich dix liéu dé phat hién bt thuong va dua ra canh bao.

e Tao cac tuyén Diversion va Reinjection thong qua BGP/BGP Flowspec.

e Xac dinh cac bién phap ddi phé thich hop (Flowspec Rule) va 1ap trinh cac bién phép
nay vao trong card TMS.

e Nhan céc thong ké, cac mau luu luong tir TMS va hién thi n6 ra GUI.

e Quan ly céc license cua hé thong.

Peakflow' = « & --= *
System Alerts Explore Reporis Mitigation Administration

My Peakflow

W Add Content

Introduction @ C0 Top Dos Alerts S0

n_clfo ot ofisat  dropped

Hinh 2.18: Giao dién GUI caa Peakflow

Peakflow Threat Management System (TMS):

e Chuc nang cua 1 Scrubber Device.

e Nhan cac bién phap d6i phé duoc 1ap trinh sin tir SP.

e Trién khai c4c bién phap d6i pho dé loai bo cac traffic tan cong.
e Chuyén tiép céc traffic hop Ié dén cac dich thong thuong.

e Gui cac thong ké vé Peakflow SP.

e Capture cac mau goi tin va gui né vé Peakflow SP.

Peakflow TMS duoc cai dit trén card VMS cua Cisco ASR 9K, dong thoi co thé két
hop véi céc thiét bi TMS phan cang cia Arbor. Vi dong vai trd 13 1 scrubber device, TMS
phai ¢ hiéu niang 16n twong tng véi dung luong cua cudc tan cdng DDoS (volume). Theo
d6, hiéu nang phan cing phai dép tng dugc cudc tan cong 16n nhat cé thé dy doan.

Router Cisco ASR 9K:
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2.4.3. So sanh va lwa chon giai phap

Sau khi di nghién cttu k¥ 2 giai phap néu trén, nhém dé tai thuc hién so sanh 2 giai phap

theo céc tiéu chi cu thé:

STT Tiéu chi

Giai phap ExaBGP

Giai phap Arbor

1 | Chi phi

M4 nguon maé, mién phi

Thuong mal, mat phi

2 | Tuan thu RFC 5575

Co

Co

3 | Tu doéng phat hién va | Khéng Co (thiét lap ngudng baseline
canh  béo tin cong tu dong guri canh bao)
DDoS
4 | Phan tich Iuvu luwong dé | Khdng Co (tich hop san Netflow)
tim ngudn tan cong
5 | Thiét lap cac hanh dong | Co Co
Xt ly, ngan chan luu
lugng DDOS
6 | Thuc hién diéu huéng | Thu cong Tu dong
luu lugng
7 | Thuc hién 1am sach luu | Khéng C6 (phan mém TMS trén
luong card VMYS)
8 Giao dién Dong Iénh GUI
9 |Phi hop Vvé6i mang | Co (phan mém ExaBGP | Khong (giai phap Arbor
VNNIC c6 thé twong tac véi cac | Peakflow muén trién khai
router mang VNNIC | day du phai nang cap 1én cac
hién tai ASR 100; ASR | router Cisco ASR 9000)
1001-X)

Hinh 2.19: So sanh cac giai phap BGP Flowspec
Két luan:

Qua nghién ctiu, so sanh 2 giai phap bén trén nhoém dé tai nhan thay ca 2 giai phéap
déu hd tro, hoat dong theo ki thuat BGP flowspec duoc mé ta trong RFC 5575. Trong do,
giai phap Arbor tong thé, toan dién hon; bao gdm qué trinh tir phat hién, phan tich, xu Iy
dén 1am sach luu lwong tan cong DDoS. Tuy nhién han ché caa giai phap nay 1a chua phu
hop véi hé théng mang VNNIC hién tai (st dung céc dong Cisco ASR 1001; 1001-X Iam
router bién); mudn trién khai phai nang cap céc router bién 1én dong Cisco ASR 9000; mat
chi phi dau tu, can tiép tuc tha nghiém thuc té dé danh gia hiéu qua so véi chi phi can dau
tu. Trong khi dé, cong cu ExaBGP van dap tng duoc qué trinh xur Iy tin céng DDoS bang
ky thuat Flowspec sau khi phat hién tin céng xay ra. Cong cu ExaBGP ciing mién phi va c6
thé tién hanh trién khai ngay dugc. Do d6, nhom dé tai dé xuat truéc mit s& trién khai giai
phép sir dung cdng cu ExaBGP nham ngan chan, xu ly tan céng DDoS cho mang VNNIC;
giai phap Arbor can tiép tuc nghién ctu thir nghiém thém.
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CHUONG 3: TRIEN KHAI THU NGHIEM, PE XUAT
AP DUNG KY THUAT BGP FLOWSPEC CHO

3.1.

HE THONG MANG

Trién khai thir nghiém

3.1.1. Muc tiéu thir nghiém

- Thu nghiém &p dung ky thuat BGP Flowspec nham ngin chin cac ludng luu luong
tan cdng DDoS sau khi phat hién ra. Hé thdng thir nghiém md phoéng theo diing mé
hinh cua hé théng mang VNNIC.

- Tha nghiém hoat dong cua céng cu ma nguén mod ExaBGP véi vai trd 1am BGP
Flowspec Controller.

- Panh gia két qua thtr nghiém lam cian cir dé xuat giai phap ap dung cho mang

VNNIC.

3.1.2. M@ hinh th# nghigm

e ASN 12345: dai dién cho mang phia ISP.
e ASN 12346: dai dién cho mang VNNIC.

eBGP

172.16.240.0/24

172.16.241.0/24

PC2
(May chu
muc tiéu)

’ GioL

Q S 172.16.239.0/24 @

ISP Network
(AS 12345)

) %
i0/6 Gio/L
SR
203.119X2.159/26
1
\

Lwu lwgng tén cong
DDoS

VNNIC Network
(AS 12346)

Hinh 3.1: M6 hinh thi nghiém BGP Flowspec

Hé thdng thir nghiém bao gdm céc thanh phan duoc liét ké chi tiét trong bang bén

trén.

e May tinh PC-02 phai két néi dugc Internet (O day mo phong bang cach PC-02 phai

ping dugc PC-01).
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e Cac client trén Internet c6 thé sir dung dich vu do PC-02 cung cap (O day mé phong
bang cach PC-01 c6 thé ping duoc PC-02).
3.1.3. Trién khai thi nghigm:
Bwéc 1: CAu hinh trén RGW VNNIC: (tham khdo chi tiét trong phu luc 02).
- Cau hinh céc interface.

- Cau hinh eBGP peering v6i RGW ISP & quang bé prefix 172.16.241.0/24
- Cau hinh BGP flowspec peering véi may chi ExaBGP:

configure terminal

router bgp 12346

neighbor 203.119.72.160 remote-as 12346
address-family ipv4 flowspec

neighbor 203.119.72.160 activate

exit

Bwéc 2: Cau hinh trén RGW ISP: (tham khdo chi tiét trong phu luc 02).

- Cau hinh céc interface.

- Cau hinh eBGP peering v6i RGW VNNIC & quang ba prefix 172.16.239.0/24
Budce 3: Cai dat PC-01; PC-02:

- Cai dit h¢ diéu hanh Window 10.

- Cau hinh dia chi IP, Default Gateway tuong @ng.

Buéc 4: Cai dit, cau hinh may chia ExaBGP: tham khao phu luc 01.

- Cai dat hé diéu hanh Ubuntu méi nhat.

- Cau hinh dia chi IP cho cong két néi.

- Cai dat cong cu ExaBGP 3.4.5.

- Cau hinh BGP flowspec peering véi RGW VNNIC bang céch chinh sta file config.txt

cd usr/local/data/exabgp/configs

sudo nano flowspec-conf.txt

neighbor 203.119.72.160 { ## Dia chi cua flowspec neighbor router.
router-id 203.119.72.159; ## Dia chi cla Exa BGP Server
local-address 203.119.72.159;

local-as 12346;

peer-as 12346;

- Cau hinh sin script dynamic.sh cho phép cap nhat dong flowspec rule.

#!/bin/sh

# ignore Control C

# if the user "C exabgp we will get that signal too, ignore it and let exabgp send us a SIGTERM
trap " SIGINT
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# command and watchdog name are case sensitive
while “true’;
do

echo "announce flow route {\\n match {\\n source 40.40.40.1/32;\\n destination 40.40.50.1/32;\\n }\n
then {\\n discard;\\n \\n }\n"

sleep 10

echo "announce flow route {\\n match {\\n source 80.80.80.1/32;\\n destination 80.80.80.1/32;\\n \n
then {\\n discard;\\n \\n }\n"

Done

Két qua:
- C&c phién BGP peering UP; cac RGW nhan dugc prefix do peer quang ba.
- PC-01 & PC-02 ping dugc nhau.

3.1.4. Kich ban thir nghiém

Sau khi hé thong thir nghiém dugc xay dung xong; binh thuong PC-01 két ndi duoc
toi PC-02:

C:\Usershtiendungk48bk>ping 172.16.241.1

172
om 1
y from

leply from

eply from 172.16.241.1: by

eived 4,
s in milli

Avip

Tién hanh cau hinh trén exaBGP diéu khién RGW VNNIC bing Flowpsec rule: thuc
hién drop cac luu lwong dén tir ving dia chi caa PC-01 (tham khdo chi tiét phy luc 01).

echo "announce flow route {\n match {\n source 172.16.239.2/32;\\n destination
172.16.241.2/32;\\n ]\n then {\n discard;\\n \\n \n"

Kiém tra tren RGW-VNNIC thiy di nhan dugc flowspec rule théng qua ban tin BGP
Update tir ExaBGP:

RGW-VNNIC#show flowspec ipv4

AFI: IPv4

Flow :Dest:172.16.241.2/32,Source:172.16.239.2/32
Actions :Traffic-rate: O bps (bgp.1)

RGW-VNNIC#show bgp ipv4 flowspec sum | begin Neighbor

Neighbor Spk AS MsgRcvd MsgSent ThilVer InQ OutQ Up/Down St/PfxRcd
172.16.240.1 01 200 161 49 0 0 00:20:52 3
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Ther lai tr PC-01 khong gui duoc luu lwong dén PC-02 nita; ludng luu luong tan
cong DDoS tir PC-01 da bi chan ngay tai RGW VNNIC:

C:\Users\tiendungk48bk»ping 172.16.241.1

4 (1ee% loss),

3.1.5. Két qud thiz nghigm
a) Két qua:
b) Pdnh gid:
¢) Pé xudt:
3.2. Pé xuat ap dung k¥ thuat BGP Flowspec cho hé théng mang VNNIC
3.2.1. Gidi phdp dé xudt

Dé c6 thé phong chdng cac cudc tin cong DDoS mét cach hiéu qua cho hé thong
mang VNNIC sau qué trinh nghién ctu, tha nghiém; nhom thuc hién dé tai dé xuat giai
phép tong thé nhu sau:

Trién khai hé
thong gidm
sat, phat
hién tan

Trién khai
cac bién

phap phong

e cong DDoS tim nguon

cho mang tan cong
VNNIC

a) Trién khai cac bién phap phong ngira
b) Trién khai hé thong giam sat, phat hién tan cong DDoS cho mang VNNIC

STT | RGW Interface Luu lwgng max | Ngwdong canh béo
1 RGW-Net8-HL-01 | Gi0/1 28.53 Mbps 100 Mbps

2 RGW-Net72-HL-01 | Te0/0/0 94 Mbps 150 Mbps

3 RGW-Net64-AD-01 | Gi0/0/0 8.14 Mbps 50 Mbps

4 RGW-Net36-TT-01 | Gi0/0/0 39.55 Mbps 100 Mbps

5 RGW-Net117-TT-01 | Te0/0/0 14 Mbps 100 Mbps

Bang 3.2: Nguwdng canh bao thiét 1ap cho tirng phan mang
¢) Trién khai c4c hé théng phan tich luu lweng, truy tim ngudn tan cong
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T
splunk

>

Search&Reporting.

d) Trién khai cac quy trinh, hé théng xir 1y, ngin chin khi tan cong xay ra
e) Trién khai xir ly sau tin cong
3.2.2. M6 hinh dé xuat
- Exa BGP Server: may chu cai dat cong cu ExaBGP, dong vai tro lam BGP Flowspec
Controller.
- Cac RGW tai cac phan mang: sir dung cac dong thiét bi hd trg, dong vai tro lam BGP
Flowspec Client.
- BGP Flowpsec peering can thiép vao chinh sach dinh tuyén nén can dugc trién khai
trong cung 1 ASN (ngi vung).
- Néu Exa BGP trién khai tap trung, trong truong hop bi tan cdng DDoS c6 thé bi mat

két ndi, khong thé tac dong dén cac RGW tir xa dugc.

Hinh 3.3: M6 hinh dé xuit trién khai giai phap BGP Flowpsec cho mang VNNIC
- Khéng can thiét phai két ndi Internet dé dam bao an toan an ninh.
- Cho phép truy cap ssh tir phan mang OFFICE, phan mang quan tri.
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C6 thé trién khai BGP flowspec peering truc tiép véi cac RGW.

May chu cai dit BGP Exa BGP c6 yéu cau tdi thiéu nhu sau:

Phan cang: RAM: 4GB; CPU: 2 GHz, HDD: 50 Gbps.
Hé diéu hanh: Linux (Ubuntu, Redhat....)
Phan mém: ExaBGP 3.4.5.

3.2.3. Ké hogch trién khai

Dé c6 thé trién khai giai phap néu trén, nhom thuc hién dé tai dé xuat ké hoach trién

khai gdm céc cong viéc nhu sau:

Trién khai cac bién phap nham phét hién sém tin cong DDoS tai NOC/SOC.

Trién khai cac hé théng phan tich luu luong cho hé thong mang VNNIC.

Quy hoach céc thiét bi router c6 nang luc 16n, hd tro BGP Flowspec client lam RGW
mang VNNIC. Lam viéc véi cac ISP nang cap tdc do cac duong két ndi uplink mang
VNNIC.

Cai dat, cau hinh cac may chu Exa BGP va tich hop vai cac RGW theo mé hinh.

Xay dyng quy trinh VHKT giai phap BGP Flowspec phong chéng DDoS.

Hudng dan, phd bién tai cac NOC/SOC/nhém ATBM.
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KET LUAN VA KIEN NGHI

Bam theo cac ndi dung ding ky cua dé cwong dé tai, nhém chu tri dé tai da thuc hién

nghién ctru, xay dung va trién khai hoan chinh dé tai theo cac ndi dung:

Phan tich hién trang nhu cau phong chdng tan cong tir chdi dich vu mang VNNIC.
Nghién ctru tong quan hinh thac tin céng tir chbi dich vu.

Nghién cuu k¥ thuat BGP Flowspec.

Trién khai thir nghiém, dé xuét &p dung k¥ thuat BGP Flowspec cho hé théng mang
VNNIC.

Nhém thuc hién dé tai mong muén duoc tiép tuc nghién ctu, trién khai ap dung k¥

thuat BGP Flowpsec ciing nhu cac giai phap phat hién, phong chdng tan cong DDoS cho hé
thdng mang VNNIC; nham gdp phan ting cuong an toan 6n dinh két ndi cho cac hé thdng
KTDV cua Trung Tam. Ngoai ra, mét trong nhitng huéng phét trién tiép theo cua dé tai l1a
nghién ciu ap dung ki thuat BGP Flowspec cho hé théng VNIX. Vé mat ky thuat, diéu nay
hoan toan kha thi, hién trén thé gi¢i da c6 AMS-IX trién khai.

Trong ndi dung nghién ciru khdng tranh khoi nhiing thiéu s6t mong nhan dugc sy

gbop y cua hoi déng.



