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MO PAU
Trong nhitng nim gan ddy, Internet cua van vat (Internet of thing — 10T) 12 mét trong
nhitng xu hudng cdng nghé noi bat trén thé gidi ciing nhu tai Viét Nam. IoT ciing dugc Xac
dinh la mét trong nhitng dong luc chinh cua cugc cach mang cong nghiép 4.0. Tuy nhién, viéc
trién khai, tng dung 10T vao thyc té con gap nhiéu kho khin nhu céc giao thirc két ndi phuc

tap, kho khan trong viéc dinh dang céc vat thé két nbi. ..

Hién nay tai nguyén IPv4 da budc vao giai doan can Kkiét, thé giéi dang timg budc
chuyén déi sang thé hé dia chi méi IPv6. Tai Viét Nam, muc tiéu 1a bao dam truée nim 2020,
toan bo mang ludi va dich vu Internet Viét Nam sé& duoc chuyén do6i dé hoat dong mot cach
an toan tin cay véi dia chi IPv6 (Theo ké hoach hanh dong qudc gia vé IPv6).Khong gian dia
chi gan nhu v6 han cua IPv6 mang lai co hoi trién khai Internet cua van vat (Internet of Thing
—IoT), trong d6 tat ca moi thir dwoc tich hop va két néi voi nhau thong qua dia chi IPv6. Bé
hién thyc hoa diéu nay, giao thuc IPv6 phai dap ing duoc cac yéu cau vé tinh di dong, han

ché vé cong suit thu/phat, han ché vé bang thong cua cac nat dau cudi.

Dé 6 thé hiéu sau vé céc ki thuat trién khai IPv6 cho mang khong day cong suat thap,

hoc vién da xay dung tai liéu bao cdo gom cac muc nhu sau:

e Chuong I: Mang khéng day cong suét thap, hién trang va nhu cau trién khai
IPv6

e Chuong II: Ki thuat trién khai IPv6 cho mang khong day céng suét thap

e Chuong III: Trién khai thr nghiém ki thuat IPv6 cho mang khdng day cong sut
thap

o Két luan va hudng phat trién
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CHUONG I: TONG QUAN VA NHU CAU TRIEN KHAI IPv6 CHO
MANG KHONG DAY CONG SUAT THAP

1.1 Téng quan

1.1.1 Téng quan vé dia chi IPv6
Trudce nguy co thiéu hut khéng gian dia chi, cung nhitng han ché cua IPv4, t6 chirc
IETF di tiéu chuan hoa dia chi IPv6 vai thiét ké géi tin nhu sau :
« Maio dau co ban: do dai ¢b dinh 40 byte, chira cac théng tin co ban dé xir Ii goi tin
IPV6.
« Maio dau mo rong: Chira nhitng thong tin tinh ning mo rong (xac thyc, mé héa..) hoic

cac dich vu thém vao.

IPv6 Extension Upper Layer
Header Headers Protocol Data Unit
< Payload »
4 IPv6 Packet >

Hinh 1.1: Ciu tric géi tin IPv6
1.1.2 Téng quan vé Internet ciia van vt (10T/10E)

Internet caa van vat, viét tat 1a 10T (tiéng Anh: Internet of Things) don gian 10T la
mot tap hop cac thiét bi c6 kha nang két ndi vai nhau, véi Internet va vai thé giéi bén ngoai dé

thuc hién mot cong viéc nao do.

Trong cac (ng dung néu trén caa IoT thi méi truong mang khong day cong suat thap
tam gan (LoWPAN) dong mot vai trd quan trong. Pay 1a moi truong chi dao trong IoT dé
c4c vat thé c6 thé két ndi vai nhau trong pham vi tam gan. Trong phan tiép theo, em s& nghién
ctru cac khai niém, dic diém cia moi trudng nay.

1.1.3 Téng quan vé mang khong day cong sudt thap

1.1.3.1 Khai niém

Mot mang khong day cdng suét thdp tim gan (Low Power Wireless Personal Area

Network — LoWPAN) 1a mot mang thong tin lién lac chi phi thap cho phépcac tng dung, dich
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vu hoat dong thdng quakét ndi khong day véi cong suatva bang thong han ché. Mot mang
LoWPAN thuong bao gém céc thiét bipht hop véi tiéu chuan IEEE 802.15.4.

1.1.3.2 Pic diém
e Cac thiét bi trong mang khong day cong suat thap c6 thé hoat dong trong 3 dai tan sb
868/915/2450 MHz.
e Sir dung cac géi tin ¢ kich thudc nho dé truyén tai thdng tin.
e Bing thong thip
e Sirdung 2 loai topology gom: topo dang sao (star) va topo dang ludi (mesh).

e Cong suit thap.
1.2 Nhu cau trién khai IPv6 cho mang khéng day cong suit thap

1.2.1 Hién trang trién khai IPv6 trong nwéc va trén thé gidi

Trong nhitng nim gan day, IPV6 tiép tuc duoc trién khai manh mé trong hoat dong
Internet toan cau.

Trong nhitng nim gan dy, mot trong nhiing linh viec ma IPv6 phat trién manh mé nhat
la Internet cta van vat (1oT).

Hién nay, IPv6 dang duoc thuc ddy trién khai manh mé tai Viét Nam va hién dién trén
tat ca cac mat: chinh sach, mang ludi, dich vy, thiét bi, phan mém, tai nguyén...Ti 18 nguoi
st dung IPV6 tai Viét Nam trong nam 2019 di c6 su ting trudng dang ké so voi cac giai doan

trude, dat Xap xi 40%:
1.2.2 Hién trang trién khai 1Pv6 cho mang khong day cong sudt thap

1.2.2.1 Trén thé gioi

Céc giai phap 10T trong mang khong day cong suat thap da duoc tng dung vao nhiéu
linh vuc khac nhau cua doi song.

Céc giao thuc hién dang duoc sir dung phé bién trong mang khong day cong suat thap
la ZigBee va Z-Wave. Tuy nhién, viéc nghién ctu, trién khai IPv6 trong mang khdng day
cong suit thap (6(LoOWPAN) ciing dang rat duoc chd y trén thé gidi.

T6 chic IETF di dwa ra nhiéu tiéu chuan lién quan dén mang khdng day cong suat
thélp nhu cac RFC 4919, RFC 4944, RFC 6282, RFC 6775.



1.2.2.2 Trong nwo6c

Nhiéu don vi, t6 chtc da nghién ctru tng dung IoT trong méi trudng khong day cong
suit thap vao cac linh vuc nhu nha théng minh, thanh phé théng minh, ndng nghiép, giam sat
moi truong....

Mbt s6 t6 chirc, hoi nhém nghién ctru vé IoT da duoc thanh 1ap.

Chinh phu c6 nhiéu chinh sach nhim thic day cac tng dung vé loT.

Tai Viét Nam, mac du nhiéu TCVN/QCVN vé IPv6 da duoc xay dung va ban hanh,
tuy nhién hién chua c6 TCVN/QCVN nao Vé trién khai IPv6 trong mang khdng day cong sut
thap.

1.2.3 Nhu cau trién khai IPv6 cho mang khong day cong sudt thap
Nhu vay, so véi cac cong nghé hién dang phd bién trong mang 10T, ki thuat 6LoWPAN
c6 nhitng wu diém, giai quyét dugc nhiing van dé ma céc giao thirc trong mang LOWPAN

dang gip phai. Do d6, viéc nghién ctu trién khai 6LOWPAN 13 hét st can thiét.



CHUONG II: KY THUAT TRIEN KHAI IPv6 CHO MANG KHONG
DAY CONG SUAT THAP

2.1Ki thuat nén mao dau IPv6

Trong muc nay, em trinh bay vé dinh dang ma héa LOWPAN _IPH - loai m& héa ding
dé thuc hién nén mao dau goi tin IPv6 khi trao doi trong mang 6LoWPAN.Dinh dang nay coi

nhu cac thiét lap sau duoc thuc hién trong moéi truong 6LoOWPAN:

e Fm—
| Dispatch + LOWPAN TPHC (2-3 octets) | In-line IPvé Header Fields
e Fm—

Hinh 2.1 : Mao ddu LOWPAN_IPHC

2.1.1 Pinh dgng ma hoa LOWPAN_IPHC

2.1.1.1 Pinh dang co ban

0 1

o 1 =z 3 4 5 & 7 8§ & 0 1 2 3 4 5
ot ——d——— b — b —— b —p——— b —— b ——p——— - ——}
| © ] 1] 1] TF |NH | HLIM |CID|SAC| SAM | M |DAC| DAM |
ot ——d——— b — b —— b —p——— b —— b ——p——— - ——}

Hinh 2.2 : M héa co ban LOWPAN_IPHC.
2.1.1.2 Ma nhan dién ngir canh mé réng

Néu truong CID duoc thiét 1ap bang 1 trong ma héa LOWPAN_IPHC thi 1 octet s&
duoc sir dung thém theo sau cac bit DAM nhung trudc cac trudng mao dau IPv6 dugc chua
trong in-line. Octet thém vao nay nhan dang cip ngit canh duoc sir dung khi nén dia chi nguon/
dia chi dich. Nhan dang ngit canh duoc thuc hién bai 4 bit cho mdi dia chi, hé tro toi 16 ngi
canh. Ngit canh 0 la ngir canh mac dinh.

[ 1 2 3 4 5 & 7
tm——pm——t——— b ——p——— b ——f——————

[ 5CT | DCI [
b+

Hinh 2.3 : M& héa LOWPAN_IPHC

SCI: Nhan dang ngir canh ngudn. Nhan dang prefix duoc sir dung khi dia chi nguon
IPv6 duoc nén trang thai day du.
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DCI:Nhan dang ngit canh dich. Nhan dang prefix dugc sir dung khi dia chi dich IPv6
duoc nén trang thai day du.

2.1.2 Ma héa mao dau IPV6

2.1.2.1Nén cac trweong Traffic Class va Flow Label

Truong Traffic Class trong mao dau IPv6 bao gém 6 bit DiffServ mg rong va 2 bit
ECN. Trong LOWPAN IPHC, trurong nay dugc méa héa chi thi Traffic Class va Flow Label
dugc chira trong in-line trong mao dau goi tin IPv6 di nén.

1 2 3
012 34567850123 4587850123456 785901
R E e e T e e e e e s S e e e
|ECH| DSCFE | rsv | Flow Label
+-+—+—++—++-++++—+-+-+++-+—+-+-++-+—+—+-+—-+—+—+—+—+-+—+—+

Hinh 2.4 : TF = 00: Traffic Class va Flow Label dwoc chita trong in-line
1 2
012345678901234567880123
e L s e T T e B B e N o
|ECH| rawv| Flow Label
e L s e T T e B B e N o

Hinh 2.5: TF = 01: Flow Label duwgc chira trong in-line

012 34587
+—t—t—t—t—t—t—t—+
|ECH| DSCE [
+—t—t—t—t—t—t—t—+

Hinh 2.6: TF = 10: Traffic Class dwgc chira trong in-line.

2.1.2.2 Cac dinh danh (IDD) suy ra tir mao dau déng goi

LOWPAN _IPHC loai bo cac IDD cua dia chi nguén, dia chi dich khi SAM = 3 hoac
DAM = 3. Trong ché d6 nay, IDD dugc bat nguon tir mao dau dong géi. Khi mao dau dong
g6i chira cac dia chi IPv6, céac bit cho dja chi ngudn, dia chi dich duoc copy tir dia chi nguon,

dia chi dich ciia mao dau IPv6 dong goi.

2.2 Ki thuit nén mao dau mé réng IPv6

LOWPAN_IPHC bo truong IPv6 Next Header khi bit NH c6 gia tri 1a 1. Diéu nay
cting chi ra viéc sir dung 6LOWPAN next header compression, LOWPAN_NHC. Gia tri cua
IPv6 Next Header dugc khdi phuc tir cac bits dau tién trong truong LOWPAN_NHC
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encoding. Céc bits tiép theo xac dinh gid tri cua IPv6 Next Header. Hinh 11 cho thiy ciu tric
ctia mot goi tin IPv6 duoc nén khi sit dung LOWPAN_IPHC va LOWPAN_NHC.

Fomm e Fomm e Fomm e Fmm e Fomm -
LOWPAN TPHC In-line LOWPAN NHC In-line Next Payload
Encoding IP Fields Encoding Header Fields

e e T e e T e e T e TR R e it

Hinh 2.7: Céu tric Header LOWPAN _IPHC/LOWPAN_NHC dién hinh
2.2.1 Pinh dgng LOWPAN_NHC

Cac dinh dang nén cho céc tiéu dé tiép theo khac nhau duoc xac dinh boi mot bit-
pattern ¢ chiéu dai thay d6i, theo ¢ ngay sau tiéu dé nén LOWPAN_IPHC. Khi xac dinh mot
dinh dang nén next header, s6 lwong céc bits dugc st dung nén dugc xac dinh béi tan sé nhan
thirc cua viéc str dung dinh dang nay. Tuy nhién, sb lugng cac bits va bat ky bits ma hoa con
lai nén theo octet alignment. Céc bits sau xac dinh dinh dang nén cua next header. Tai liéu

nay dinh nghia mét dinh dang nén cho mao dau IPv6 mo rong va mao dau UDP.

t——————_————— e

| wvar-len NHC ID | compressed next
header. ..

e e

Hinh 2.8: M& héa LOWPAN_NHC

2.2.2 Nén mao dau mg réng IPv6

Mi héa LOWPAN NHC cho cac mao dau mo rong IPv6 bao gdm mét octet don
6LOWPAN_NHC, theo sau 1a mao dau mé rong IPv6. Binh dang cta octet 6LOWPAN_NHC
duoc thé hién trong hinh 16. Trong d6, 7 bit dau tién sir dung dé nhan dang loai mao dau IPv6
ma rong ding ngay sau octet LOWPAN_NHC. Bit con lai cho biét mao dau tiép sau co sir
dung md héa LOWPAN_NHC hay khong.

0 1 2 3 4 5 6 7

i st ik TR



| 1| 1 | 1 | O | EID |NH |
e T T ST TR (RS
Hinh 2.9: M héa mao dau mé rong IPv6
EID: ID mao dau mé rong IPv6:

> 0: Mao dau tiy chon IPv6 Hop-by-Hop [RFC2460]

> 1: Mao dau IPv6 Routing [RFC2460]

> 2: Mao dau IPv6 Fragment [RFC2460]

> 3: Mao dau tiy chon IPv6 Destination [RFC2460]
> 4: Mao dau IPv6 Mobility [RFC6275]

> 5: Du phong

» 6: Du phong

> 7: Mao dau IPv6

NH: Mao dau ké tiép:
> 0: Pay du 8 bit ciia truong Next Header dugc gilr nguyén day du trong in-line.
» 1: Truong Next Header duoc loai bo.

2.2.3 Nén mao dau UDP

Tai liéu nay dinh nghia mot dinh dang nén cho ciac mao dau UDP st dung
LOWPAN NHC. Pinh dang nén UDP duoc thé hién trong hinh 14. Bit 0 dén 4 dai dién cho
NHC ID va '11110' chi ma héa nén mao dau UDP, cu thé nhu muc dudi

2.2.3.1 Nén trwong UDP Ports

Pic diém nay cho phép mot pham vi cu thé caa s6 cong (0xfObO téi 0xfObf) duoc nén
Xuong tai 4 bit. Py 1a trang thai nén stateless dugc thira huong tir [RFC4944], trai nguoc véi

trang thai nén stateful.

2.2.3.2 Nén trwong UDP Checksum

Céc hoat dong kiém tra UDP 12 bat buoc véi IPv6 [RFC 2460] cho tat ca cac goi. Vi ly
do do, [RFC4944] khong cho phép nén UDP checksum.


https://tools.ietf.org/html/rfc2460
https://tools.ietf.org/html/rfc2460
https://tools.ietf.org/html/rfc2460
https://tools.ietf.org/html/rfc2460
https://tools.ietf.org/html/rfc6275

9
2.2.3.3 Pinh dang UDP LOWPAN_NHC

0 1 2 3 4 5 6 7
t-——t———t et ———+
121111111011 C1| P |
-ttt ———+———+

Hinh 2.10: M4 héa mao dau UDP

2.3 Kién tric mang 6LoWPAN

2 D
w Internet w

2001:12342:1234 2001:4321::4567
GBLoWPAMN
edge router Routar Raoitar
-~ - 2001:8765:23:/48 o= e 2001 :BTES: /48 2001:8765:22:051
P - ! S e
(/{ . _r{ II - ~ .
- E “
r‘ o ° \l
¢ - B I el '
I LY 1]
i '
1 o2 Paaegl=t o i
' -
1 " o] H 2001:8765::5481 2001:8765:22:11 2001:8765:22::2 2001:8785:22::3
'

%
° : E ]
[ ]
[ " =5 - )
“ - -
% N
5 oL .
) -0 # = Riouter
b = #
~ =6 -
L
-

:
.
.
. - Q-
. .

Hinh 2.11: Kién triic mang 6LoWPAN

2.4 Anh xa 6LoWPAN vao mé hinh OSI

Simplified 0S| model Wi-Fi* stack example G6LoWPAN stack example
[ 5. Application layer N HTTP ‘ m'w
4. Transport Layer ’ TCP | U[Pw
3. Network Layer | Internet Protocol (IF) | ( IPvE, RPL |
: 2. Data Link Layer 1 Wi E IEEE:-Z:‘..ETHAE g
1. Physical Layer [ |IEEE 802.15.4 ]

Hinh 2.12: Anh xa 6LoWPAN vao mé hinh OSI



10
2.5 Pinh tuyén trong mang 6LoWPAN

Giao thirc dinh tuyén duogc sir dung rong rai nhat trong 6LoWPAN la giao thirc RPL,
duoc dinh nghia trong RFC 6550. RPL ¢6 2 ché d6 dinh tuyén khac nhau: ché do storing va

ché @6 non-storing.

Két luan: Nhu vy trong chuong II, em dd nghién cttu cac van dé ki thuat chu dao dé giao
thizc 1Pv6 c6 thé hoat dong duoc trong moi truang mang khong day cong suat thap. Nho co
cac ky thuat nén mao dau IPv6, mao dau mé rong IPv6, goi tin IPV6 tré nén phi hop vai céc
dic diém cta moi truong LOWPAN va c6 thé dugc dinh tuyén, chuyén tiép trong méi truong

nay.
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CHUONG III: TRIEN KHAI THU NGHIEM KY THUAT IPv6 CHO MANG
KHONG DAY CONG SUAT THAP VA PE XUAT UNG DUNG

3.1Trién khai thir nghiém 6LoWPAN

3.1.1 Muc tiéu the nghiém
e Xem xét tinh kha thi cua ki thuat trién khai IPv6 trong mang khong day cong suat thap
trong thuc té bang cach thir nghiém mét sé giai phap/san pham thuwong mai hd tro
6LoWPAN.
e Thir nghiém kha niang trng dung 6LoWPAN vao cdng tac giam sat moi truong, ha tang
tai cac phong may chi, trung tam dit liéu; danh gia dé xuat &p dung tai Bo tu 1énh thu
do.

3.1.2 MO0 hinh tha# nghigm

loT Platform Server

GateWay

b100:212:4000:5af: 7418 Home CE
Router

Hinh 3.1: M hinh thir nghiém trién khai IPv6 cho mang khong day cong suit thap
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3.1.3 Danh sach thiét bj thi nghigm

Bang 3.1: Danh sach thiét bj thir nghiém

STT| Thiétbj Chiing loai/ Thong sé thiét bj
Hang san xuit
1 Sensor Node | Sensor Tag « HO) trg nhiéu loai cam bién cong sut
CC2650/ Texas thip khac nhau:anh sang, 4m thanh,
Instrument tu truong, do am, ap suat, gia tde, dao

dong hoi chuyén, nhiét do...

« Cong suat thip: tiéu thu it ning
luong, st dung cac pin c6 tudi tho
cao.

o Sir dung chip hiéu suit cao ARM
Cortex M3 (CC2650)

o« Két ndi dam may:

o €06 thé truy cap vao diéu khién
cac Sensor Tag tir bat ki dau.
o Tich hop dé dang véi cac ung
dung di dong.
o HO trg céac giao thirc IoT:
ZigBee, 6LOWPAN...
2 Gateway May tinh Orange « Cai dit hé diéu hanh Diet PI.

P1/ Orange Pl « Cai dt phan mém 6lbr
« K&t noi véi Adapter ho trg
6LoWPAN

« Dong vai tro thu thap cac théng tin
tir Sensor Tag gui vé qua mdi truong
6LOWPAN va gtri dén giao dién giam
sét.

3 Adapter « Adapter gilp Gateway c6 thé giao

tiep voi moi truong 6LOWPAN.

4 loT Platform | IBM Waston 10T
Server platform/ IBM

3.1.4 Trién khai thi nghigm

3.1.4.1 Thiét lap phan cing
Buwéc 1: Thiét 1ap Gateway

Tich hop thiét bi Adapter véi thiét bi Gateway bang cap micro USB, sau d6 két ndi
cap mang cho Gateway c6 thé két ndi dén Internet. Cudi ciing ta cip ngudn cho Gateway hoat
dong (ngudn 5 VDC):
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Hinh 3.2: Thiét lap thiét bi Gateway
Buwéc 2: Thiét 1ap Sensor Node

Thuc hién cap ngudn cho Sensor Tag. C6 thé duoc cip ngudn tir cong USB hoic PIN
CR2303 (200 mAh 3V):

e Néu cip ngudn cho Sensor Tag tir cong USB: Két ndi Sensor Tag vai day microUSB
dau con lai két ndi vai nguon 5VDC hoidc cong USB tir PC.
e Néu cdp ngudn cho Sensor Tag tir PIN: Mudn cip ngudn bang PIN cho Sensor Tag

phai th4o mach debug trén Sensor Tag ra, sau d6 1ap PIN CR2303 vao dé PIN.
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Hinh 3.3: Thiét lap thiét bi Sensor Node

3.1.4.2 Thiét lap phan mém
Buwdéc 1: Piang nhap vao giao dién cau hinh web cia Gateway

[ Info- 6LBR x

& C | ® mbbb:100]

5% Ung dung [B IBM Watson [oT Plati.  w= May tinh hp Z400 wo. (&) HP Workstation Z600 & CC2650 SensorTag Us &> C library function - st [[J Altium Designer Corn: ® how to remove the in R z

6LBR

6Lowpan Border Router

Statistics ~ Administration

Info Sensors RPL Network  Config

Info
Info

Hostname : DietPi

wersion : 1.4.x (Contiki 3.0)
Mode : RPL ROUTER
uptime : 3h 19m 32s

WSN

MAC: CSMA
RDC: br-rdec (0 Hz)

Security: nullsec

HW address : 0:12:4b:0:5:af:7f:18
Address : bf00::212:4b00:5af: 7f18
Local address : fe80::212:4b00:5af: 7f18

Ethernet

HW address : 52:f9:49:ff:e8:45
Address : bbbb::100

Local address : fe80::50f9:49ff:ffff;e845
1P54 Address : 10.2.6.47

SLBR By CETIC (documentation)
This page sent 6 times (0.00 sec)

Hinh 3.42: Giao dién quan tri thiét bi Gateway
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Buéc 2: Kiém tra cac thiét bi Sensor Node da dwoc tich hep vao Gateway

Trén giao dién quan tri cua Gateway, nhan vao muc “Sensors” dé xem danh séch céac
Sensor Node trong mang 6LoWPAN ma Gateway di quan 1i dugc.. Néu Sensor Node cua ta

Xuat hién trong danh séch tuc 1a giao tiép gitta Sensor Node va Gateway da thanh cong:

6LBR
6Lowpan Border Router

Info Sensors RPL Network Config Statistics Administration

Sensors Nodetree PRR  Parent switch  Hop count

Sensors

Sensors list

Up Down
PRR |PRR

bf00::212:4b00:688:4489 |TI  |web |coap |feB0::212:4b00:5af:7f18|100.0% |0.5%

Node Type | Web | Coap | Parent

Actions

Reset all statistics

6LER By CETIC [documentation )
This page zent 4 times (0.00 sac)

Hinh 3.5: Kiém tra danh sach thiét bi Sensor Node di tich hop trong Gateway

Bwéc 3: Cau hinh két néi Internet cho Gateway

Pé kiém tra Gateway di két ndi Internet chua, ta nhan vao myc “Network”. Ta c6 thé

c4u hinh dia chi IPv6 tinh cho Gateway hoac cau hinh cho phép Gateway nhan IPv6 DHCP.
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Addresses

feg@: 121z :4baa:saf: 718 F A
bbbb: :1@a P M

bfea: 121z :4baa:saf: 718 F A
fege: 1safoaasffiFfFffiegas F A

Prefixes

bbbz A
fesa::

IPro43
Address @ 10.2.6.47

Metmask : 255.255.255.0
Sateway @ 10.2.6.1

NMeighbors

[del] fesa::S@afa:a2affifeffiesas a:rlz:ab:@:5:afF:7F:1 18 STALE
[del] bbbb::Zlcil:sbd@:cc2fF:eml1D IE:ieca:a7:fFFofFF:8a:F4:a8 DELAY
[del] fesa::212:2ba@:6588 14489 @ @:@:2@:8:18:8:8 INCOMFLETE
[del] fesa::fFE66:17b2:56db:dEs7 da: 87 ies:ff:FfF:le:aed: 25 STALE
[del] fesa@: :ZcfFa:5556:1e12:143dbh bE: 2a:7F2:ff:fFF:Fl:bE8:d8 STALE
[del] fesa::Sazdxfreeffifeas:&8127 a8 2free:fFo:FF:1S:680L: 27 STALE
Routes

[del] bfaa: :212:4baa:688 14482 ,/128 wvia feg8e::212:4bga@: 588124289 7676 =
Default Routers

feg@: 1212 :4baa@ 688 3389

Route info

bfea: : /54 (@) 1s82es

IPG<4 connections map ping

bfea: : 212 :4b@@: 688 1 4339%1a2s (&) -> 184 .172.124. 1891883 @ 12222 (B8) 297SBZs

GLOWPAN Prefix contexts

L= acaa

Hinh 3.6: C4u hinh cho phép Gateway nhan IPv6 DHCP

Eth Network

IP configuration

Prefix : |bbbb::

Prefix length : |64

Address autoconfiguration :
) on @™ off

Manual address : |bbbb: 100

FPeser router @ |2

IPGA

IFGd

- on O off

CHCF

) oan ® off

Address @ (10.2.6.47
Metmask : |2556.255 255 0

Gateway : |10.2.6.1

Hinh 3.7: Céau hinh dia chi IPv6 tinh cho Gateway
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Buwdéc 4: Hién thi thong tin trén 1oT Platform Server

e Truy cap vao dia chi cua server IBM Waston IoT platform theo link :
https://quickstart.Internetofthings.ibmcloud.com/#/

e Chon “laccept IBM's Terms of Use” va nhap ID cua Sensor Tag vao: 00124b884489

e An “Go” dé xem dix liéu ma Sensor Tag gui 18n server.
3.1.5 Két qud thi# nghigm

Em d3 tién hanh thir nghiém theo ding mé hinh thtr nghiém dé ra, két qua thu duogc
trén giao dién cua IoT Platform Server d hién thi duoc thdng tin vé nhiét do ma Sensor Node
gui vé Gateway qua giao thic 6LOWPAN:

£+ Quickstart

Mo sign-up required to see how easy it is to connect your device to Watson IoT Platform and view live sensor data

046646974900 ® [ast message received at 15:10:43

046b46974900 iotsensor.temp

2519
25.000000000000004 je———4——————8————4———— 84—
24.000000000000002
24.300000000000004
24.700000000000003

2458
24.500000000000004
24.400000000000002
24.300000000000004
24.200000000000003

2414 |
24,000000000000004 .

23.800000000000002 17 T T T T T T T T T T T T T T T T T T T T T T T T
15:08.43 15:10.05 15:10:27

Hinh 3.8: Két qua thir nghiém 6LoWPAN
Trong db thi giam sét bén trén, truc hoanh hién thi thdng tin thoi gian (don vi tinh duoc
thé hién bang giay); truc tung hién thi thong sb nhiét do méi trudng can giam sat (don vi tinh
°C).


https://quickstart.internetofthings.ibmcloud.com/#/
http://www-03.ibm.com/software/sla/sladb.nsf/sla/sd-6588-01
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3.1.6 Két ludn, ddnh gid

Qua trinh thir nghiém cho thay, viéc trién khai ki thuat IPv6 cho mang khéng day cong
suat thap (6LOWPAN) Ia hoan toan kha thi, c6 thé ap dung trong thuc té.

Két qua thir nghiém cho thay da thuc hién duoc viéc do dac, giam sét cac thong s6 moi

truong nhu: nhiét do, d6 4m, anh séng, ap suit...theo thoi gian thuc

3.2 Pé xuit &p dung tai B tw 1énh tha do

Hién tai, Bo tu 1énh thu d6 dang quan ly, van hanh khai thac mét trung tam dir liéu 1on
tai Ha No6i.Trung tdm dit liéu nay déng vai tro hét siac quan trong, chira cac thiét bi mang,
may cha, may tram, hé théng CNTT...nham luu trit thdng tin, cung cap cac tng dung quan
trong cua bo TLTD. Bé dam bao c4c hé thong ki thuét trén hoat dong lién tuc, 6n dinh; viéc
giam sat moi truong, gidm sat ha tang tai cac phong may chi theo thoi gian thuc dong mot
vai tro hét sirc quan trong. Hién tai, bo TLTD dang sir dung céac hé thong giam sat ha tang tap

trung ciia mot sé hang ndi tiéng. Cac giai phap nay van ton tai mot sb van dé sau:

e Viéc trién khai, ma rong cac hé thong giam sat nay twong dbi mat thoi gian do két noi
tir cac dau cam bién dén cac hé théng quan tri tap trung hoan toan bang day dan.

e Tur hé thdng quan trj tap trung, chua giam sat dwoc toi tan ting dau do ma phai thdng
qua céc bo trung gian.

e Viéc bé tri, di chuyén cac dau do tir vi tri nay dén vi tri khac chua linh hoat do phu
thudc vao két néi day dan.

e Kho khan trong viéc giam sat, theo d@i tir xa qua Internet hoac qua tng dung di dong.

e Chua giam sat duoc tip trung méi truong, ha tang tai cac tit ca cac phong may chu

hoac gidm sat chéo gitra cac phong may chu vai nhau.
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Pau do
nhiét do/dd am

1
!
Loa canh bao

Thiét bj giam sat

Peéen canh bao

P e P
A i

- Web
- Phan mém gidm sat

nhiét d6 PMC

Hinh 3.9: Gii phap giam sat mdi trwong, ha tAng hién dang sir dung

172.16.0.1

3.1.1 Mé hinh dé xudt

Trén co sé két qua thir nghiém, em dé xuat mé hinh trién khai ang dung ki thuat
6LoWPAN vao giam sat méi trudng, ha ting trong c4c trung tdm dit liéu cua Bo tu 1énh tha
d6. V& co ban, tdi thiéu cac thong s6 mai trudng, ha tang can giam sét tai cac trung tam dir

licu bao gom:

e Nhiét do: Cac may chu ludn can duoc duy tri hoat dong ¢ dai nhiét nhat dinh dé tang
tudi tho. Thong thuong, cac hé thong lam mat s& thoi khi néng do cac may chu, thiét
bi sinh ra trong qua trinh hoat dong tir mat trudc ta rack ra mat sau ta rack hoac nguoc
lai. Do d6, can thiét phai giam sét nhiét do dong thoi tai mat trudge va mat sau ta rack
nham phéat hién kip thoi cac hién trong bat thuong.

e Do am: Hién tai, cac phong may chii ciia Trung Tam dang str dung cac hé thong lam
mét bang nudc. Trong qué trinh hoat dong, hé thdng 1am mat c6 thé gay ro ri nudc
dudi san gia, néu khong phat hién kip thoi s& rat nguy hiém. Do vay, can thiét phai
giam sat d6 am tai cAc tu rack, dac biét 1a dudi san gia lién tuc 24/24.

e Muc tiéu thy nang lwong: tai mdi ti rack thuong ¢ 2 thanh phan phdi ngudn (PDU)
két ndi thong qua 2 thiét bi UPS khac nhau. Viéc giam sat mic cong suat tiéu thu tai
tirng thanh PDU 1a hét sicc quan trong nham phat hién kip thoi céc hién tuong sut

ngudn, mat ngudn hoic phuc vu can tai.
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Mobile o7 Platform Server TRUNG TAM DU LIEU
Appleation BO TU LENH THU b0

nsor nhiét dg
(mit sau)

6LOWPAN

6LOWPA

nsor dj Am
(duéi sin) (duréi sim)
\
T o @

Sensor d§ 4m
(dui sin)

RACK THIET Bl MANG RACK HE THONG LUU
. . TRU CSDL
RACK MAY CHU UNG

DUNG

Hinh 3.10: M6 hinh dé xuit giam sat méi trudng, ha tang tai cac PMC &p dung 6LoWPAN

Trong md hinh dé xuét trén, tai trung tam dix liéu s& co 1 thiét bi gateway két ndi dén
cac thiét bi Sensor Node dit tai tirng ta rack théng qua 6LOWPAN. Gateway nay sé guri dir
licu dén IoT Platform Server, cai dat phan mém quan Ii tap trung céc Sensor Node. Tai NOC,
may tinh cta cac can bo khai thac co thé truy cap dén loT Platform Server dé theo ddi, giam
sat thdng qua giao thirc https. Bng thoi, ta ciing c6 thé giam sat tir xa théng qua tng dung di

dong duoc tich hop san.

3.2.2 Lgi ich ciia mé hinh dé xudt

Viéc trién khai, tng dung 6LoWPAN vao cong tac giam sat moi trudng, ha ting PMC

mang lai cac lgi ich sau:

e Trién khai nhanh chéng: khéng can phai di cap mang, day din, d& dang tich hop cac
dau do vao thiét bi quan tri tap trung qua dia chi IP.
e Tir hé thong quan tri tap trung co thé giam sat truc tiép dén ting dau do qua dia chi

IPv6 cua no.
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e Hoat dong 6n dinh.
e Linh hoat, c6 thé di chuyén vi tri cac dau do khi can thiét.
e Cho phép tich hop thiét bi dau cubi caa nhiéu hing khac nhau trén 1 nén tang da duoc
chuan héa st dung giao thirc 6LOWPAN.
e Cho phép giam sat méi truong, ha ting PMC tir xa qua mang Internet véi giao dién
web hoac trng dung di dong.
Lé trinh trién khai:
Dé c6 thé trién khai mo hinh dé xuat, em xay dung 16 trinh trién khai gdm 3 giai doan
nhu sau:
Giai doan 1 (2019): Chuan bj
- Nghién ctru cong nghé, giai phap va xay dung ké hoach, thuc hién dao tao, nghién
ctru, trang bi kién thirc chuyén sau vé 6LoWPAN.
- Lam viéc voi cac hdng san xuat thiét bi, thir nghiém, so sanh céc giai phap
6LOWPAN. Théng nhat chon lya mé hinh, giai phap, pham vi trién khai phti hop VNNIC.
- binh huéng danh muc thiét bj dau tu phu hop véi md hinh thiét ké.
Giai doan 2 (2020): Pau tu thiét bi
Pau tu, nang cap phan cang, phan mém san sang trién khai dong bd moé hinh 6LOWPAN tai
cac PMC. Cac nhiém vu chinh can thuc hién & giai doan nay la:

- Pau tu cac thiét bi Sensor Node, cac thiét bi Gateway phu hop.
- Dau tu nén tang loT Platform va may chu dé cai dit.
- Pau tu ung dung di dong giam sat méi trudng, ha ting PMC.

Giai doan 3 (2020): Trién khai

- Trién khai d6ng bo cac thiét bi, phan mém theo mé hinh da théng nhét cho trung tam
dir liéu, danh gia két qua trién khai.

Két luan:

Nhu vay, sau khi nghién ciu ly thuyét va tién hanh thir nghiém, em da xay dung mot
mo hinh dé xuat ung dung 6LoOWPAN trong cong tac quan 1y, giam sat moi trudng trung tam
dir liéu cua bo tu 1énh thi d6. M6 hinh nay hoan toan kha thi, mang lai hi¢u qua cao, gilp giai

quyét cac van dén dang ton tai.
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KET LUAN VA HUONG PHAT TRIEN
1. Két qua dat dworc

Luan vin di siu nghién ctru ki thuat trién khai Ipv6 trong méi trudng mang khong day

cong suat thap. Cac két qua dat duoc cu thé nhu sau:

e Nghién ciru cac van dé tong quan, phan tich danh gia hién trang va nhu cau trién
khai IPv6 cho mang khong day cong suat thap.
o Nghién ctru ki thuat trién khai IPv6 cho mang khong day cong suét thap.
e Trién khai thtr nghiém ki thuét IPv6 cho mang khong day cong suat thap, dé xuat
ap dung giam sat moi trudng, ha tang tai cac trung tam dit liéu.

2. Huéng phat trién

Qua két qua lap dat thir nghiém thuc té, luan vin huéng téi phat trién hé thong trong

tuong lai nhu sau:

e Hoan thién thém cac chic nang cho hé thdng
e Phat chuéng bao dong trudng hop phong may chu trong tinh trang nguy hiém:
Nhiét do, do am dang & murc bao dong (quéa nong/ qué lanh/ hinh dang thiét bi thay
doi...)

e Phét trién thém chirc ning bao mat an toan

Trong ndi dung nghién ctru khong tranh khoi nhitng thiéu sét, em rat mong nhan duoc

su gop ¥ cua hoi déng nghiém thu.

Tran trong cam on!



