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LOT CAM POAN
To6i cam doan day la cong trinh nghién ctru cua riéng toi.

Cac s6 liéu, két qua néu trong luan van 13 trung thuc va chua ting duogc ai

cdng bd trong bat cir cdng trinh nao.

Tac gia luan van

Hoang Quéc Vwong



LOI CAM ON

Loi dau tién em mudn giri 161 cam on chén thanh t6i ¢d Phan Thi Ha, nguoi
da tan tdm chi dan, dinh huéng trong sudt qua trinh hoc tap va lam luan van tot
nghiép nay. Trong sudt thoi gian thuc hién luan van co da tao diéu kién cho em vé
thoi gian va nhitng su gitp d& quy bau vé kién thic va tai liéu tham khao dé em c6
thé hoan thanh luan van tét nghiép mot cach tét nhat. Va sau d6 em mudn gui 10i
biét on chan thanh nhat t6i toan thé cac thay c6 trong trudong. Cac thay cd 1a nhiing
ngudi ¢6 kién thic sau rong, nhiét tinh vai sinh vién, va trén hét do 1a cac thay co
lubn ludn Ia tim guong sang vé nghi luc, 1ong say mé khoa hoc, va su chinh tryc

cho chung em.

Nhitng 16i biét on than thuong nhat con xin kinh gui dén bé me. B me da
cho con ca qué kht, hién tai va twong lai. Cam on nhitng ngudi ban tét trong tap thé
l6p cao hoc khoa M18CQIS01-B, nhiing ngudi ban di cing chia sé nhitng niém vui,
ndi budn, ludn bén canh dong vién toi trong qué trinh hoc tap va thuc hién luan van.
Ki niém vé cac ban la nhiing ki niém dep nhat caa t6i khi con ngdi trén ghé giang

duong.

Cubi cung em xin kinh chic cac thay ¢ va toan thé cac ban sinh vién truong
Hoc vién Cong nghé Buu Chinh Vién Théng mot sic khoe doi dao, dat dugc nhitng
thanh cong trén con duong hoc tap va nghién ciru khoa hoc. Chuc truong ta sé sém

tré thanh ngon c& dau cua gido duc nudc nha va Quéc té.

Xin chén trong cam on!

Tac gia

Hoang Quédc Vuong
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DANH MUC CAC KY HIEU, CAC CHU VIET TAT

TU VIET TAT

TIENG ANH

TIENG VIET

6LoWPAN

IPv6 Low-power Wireless

Personal Area Network

K1 thuat trién khai IPv6 cho mang
khong day cong suit thap

ACL Access Control List Danh sach gidi han truy cap

DHCP Dynamic Host Dich vu cép dong dia chi IP
Configuration Protocol

DNS Domain Name System Hé théng phan giai tén mién

HTTP Hypertext transfer Giao thirc truyén dan siéu van ban
protocol

IETF Internet Engineering Task | T6 chuc tiéu chuan hda qudc té
Force

11D

[o] = Internet of Every Thing Két ndi Internet cua van van vat

loT Internet of Thing Két ndi Internet caa van vat

IP Internet Protocol Giao thtrc Internet

ISP Internet Service Provider | Nha cung cip dich vy truy cap

Internet
KTV K3 thuéat vién khai thac
LR-WPAN Low-rate Wireless Mang khong day céng suit thap

Personal Area Network




MAC Media Access Control Giao thtrc diéu khién truy cap
duong truyén

PDU Power Distribution Unit | Thanh phan phdi nguén

PMC Phong may chu

QCVN Qui chuan Viét Nam

RPL Routing protocol for low | Giao thirc dinh tuyén st dung
power and lossy networks | trong moi truong 6LOWPAN

TCP Transmission Control Giao thtc truyén tai tin cay tang
Protocol van chuyén

TCVN Tiéu chuan Viét Nam

UDP User Datagram Protocol Giao thwrc truyén tai khong tin cay

tang van chuyén




MO PAU
Trong nhitng nim gan day, Internet cua van vat (Internet of thing — 10T) Ia
mét trong nhitng xu huéng céng nghé ndi bat trén thé gisi ciing nhu tai Viét Nam.
IoT cling duoc xac dinh la mot trong nhirng dong luc chinh cia cugc cach mang
cdng nghiép 4.0. Tuy nhién, viéc trién khai, tng dung loT vao thuc té con gap nhiéu
kho khin nhu cac giao thirc két ndi phic tap, kho khin trong viée dinh dang cac vat
thé két ndi. ..

Hién nay tai nguyén IPv4 d3 budc vao giai doan can kiét, thé gisi dang tirng
budc chuyén doi sang thé hé dia chi mai IPv6. Tai Viét Nam, muc tiéu 1a bao dam
trude nam 2020, toan bd mang ludi va dich vu Internet Viét Nam s& duoc chuyén
d6i dé hoat dong mot cach an toan tin cay voi dia chi IPv6 (Theo ké hoach hanh
dong quédc gia vé IPv6).Khong gian dia chi gan nhu vo han cua IPv6 mang lai co
hoi trién khai Internet ciia van vat (Internet of Thing — IoT), trong d6 tat ca moi thir
duoc tich hop va két néi voi nhau thong qua dia chi IPv6. Bé hién thuc hoa diéu
nay, giao thirc IPv6 phai dap Gmg duoc cac yeu cau vé tinh di dong, han ché vé cong

suat thu/phat, han ché vé bang thong ciia cac nut dau cudi.

Dé c6 thé hiéu sau vé céc k¥ thuat trién khai IPv6 cho mang khdng day cong

suat thap, hoc vién da xay dung tai liéu béo cao géom cac muyc nhu sau:

e Chuong I: Mang khong day cong suat thap, hién trang va nhu cau
trién khai 1Pv6

e Chuong II: Ki thuat trién khai IPv6 cho mang khdng day cong suat
thap

e Chuong III: Trién khai thir nghiém ki thuat IPv6 cho mang khdng day
cong suat thap



CHUONG I: TONG QUAN VA NHU CAU TRIEN KHAI
IPv6 CHO MANG KHONG DAY CONG SUAT THAP

1.1 Téng quan

1.1.1 Téng quan vé dja chi IPv6

Trudc nguy co thiéu hut khong gian dia chi, cing nhitng han ché cua I1Pv4
thuc day sy dau tu nghién ciru mot giao thire Internet méi, khic phuc nhitng han ché
cua giao thic IPv4 va dem lai nhitng dic tinh méi can thiét cho dich vu va cho hoat
dong mang thé hé tiép theo. Giao thirc Internet ma IETF di dua ra, quyét dinh thic
day thay thé cho IPv4 14 IPv6 (Internet Protocol Version 6), giao thac Internet phién
ban 6, con dugc goi la giao thirc IP thé hé mai (IP Next Generation — IPng). Pia chi
Internet phién ban 6 c6 chiéu dai gap 4 1an chiéu dai dia chi IPv4, gom 128 bit.

Y tudng vé viéc phat trién giao thuc Internet méi dugc gidi thiéu tai cudc
hop IETF 25 thang 7 nam 1994, trong RFC1752, gidi thi¢u thu tuc IP phién ban
méi. Qua trinh phat trién, xem xét, sira ddi, hoan thién hoa cac thu tuc Internet
phién ban 6 dugc thuc hién bai nhém 1am viéc vé IPv6 cua IETF. Sau nhiéu nim
nghién cau, nhitng hoat dong co ban cua thé hé dia chi nay da duoc dinh nghia va
cong bd nam 1998 trong mot chudi tai liéu tiéu chuan tir RFC2460 toi RFC2467.
IPv6 duoc thiét ké véi nhitng tham vong va muc tiéu nhu sau:

- Khong gian dia chi 16n hon va dé dang quan Iy khong gian dia chi.

- H0 tro két ndi dau cudi-dau cudi va loai bo hoan toan cong nghé NAT

- Quan tri TCP/IP dé dang hon: DHCP duoc sir dung trong IPv4 nham giam
cau hinh tha cong TCP/IP cho host. IPv6 dugc thiét ké véi kha niang tu dong
cau hinh ma khdng can st dung may cha DHCP, hd tro hon nira trong viéc
giam cau hinh tha cong.

- Céu trtc dinh tuyén tét hon: Binh tuyén IPv6 duoc thiét ké hoan toan phan
cap.

- HJ tro tét hon Multicast: Multicast 1a mét tly chon cua dia chi IPv4, tuy

nhién kha ning hd tro va tinh phd dung chua cao.



- Hd tro bao mat tét hon: IPv4 dugc thiét ké tai thoi diém chi ¢6 cac mang
nho, biét rd nhau két ndi véi nhau. Do vay bao mat chua phai 1a mot van dé
dugc quan tdm. Song hién nay, bao mat mang Internet tré thanh mot van dé
rat 16n, 12 mdi quan tim hang dau.

- H3 tro tét hon cho di dong: Thoi diém IPv4 dugc thiét ké, chua ton tai khai

niém vé thiét bi IP di dong. Trong thé hé mang méi, dang thiét bi nay ngay

cang phat trién, doi hoi cau tric giao thuc Internet ¢d sy hd trg tot hon.

Dé thuc hién duoc nhitng muc tiéu trén, goi tin IPv6 di duoc thiét ké lai bao gom 2

loai mao dau nhu hinh bén duéi:

« Mao dau co ban: d6 dai ¢ dinh 40 byte, chia cac thong tin co ban dé xir Ii goi

tin IPv6.

« Mao dau ma rong: Chira nhitng thong tin tinh nang mo rong (xac thuc, ma

hoa..) hoac cac dich vu thém vao.

a. Mao dau co ban:

Mao dau co ban bao gom céc truong dugc mo ta nhu hinh vé bén dudi:

Hinh 1.1: Cau truc goi tin IPv6

IPvB Extension Upper Layer
Header Headers Protocol Data Unit
I: Payload »
» IPv6 Packet >




Version Chass Flow Label

Payload Length Next Header Hop Limit

Source Address (128bh) -

Destination Address (126bit)

Hinh 1.2: Mao diu goi tin IPv6
Version — 4 bit: Clng tén véi truong trong dia chi IPv4. Chi khéc gia tri thé
hién dia chi phién ban 6.
Traffic Class — 8 bit:: Thyc hién chic nang tuong tu truong “Service Type”
cua dia chi IPv4. Truong nay duogc sir dung dé biéu dién muac do wu tién cua
goi tin, vi du goi tin nén dugc truyén véi toc do nhanh hay thong thuong,
huéng dan thiét bi théng tin xu Iy goi mot cach tuong tng.
Payload Length — 16 bit: Trudng nay thay thé cho truong Total length cua
dia chi IPv4. Tuy nhién, n6 chi xac dinh chiéu dai phan dit liéu (payload).
Phan dir liéu trong goi tin IPv6 dojoc tinh bao gom ca header mé rong. Bang
16 bit, truong Payload Length c6 thé chi dinh chiéu dai phan dit liéu cua goi
tin IPv6 1én t4i 65,535 byte.
Hop Limit - 8 bit: Thay thé treong Time to live cua dia chi IPv4.
Next Header — 8 bit: Thay thé truong Protocol. Trudng nay chi dinh dén
header mé rong dau tién caa goi tin IPv6 (néu co) dit sau header co ban,
hoac chi dinh téi thu tuc 16p trén nhop TCP, UDP, ICMPv6 khi trong go6i tin
IPv6 khdng c6 phan header mé rong. Néu sir dung dé chi dinh thu tuc 16p

trén, treong nay s€ co gia tri twong tu nhoj treong Protocol cua dia chi IPv4.



Source Address: Dia chi ngudn, chiéu dai 1a 128 bit.
Destination Address: Dia chi dich, chiéu dai & 128 bit.

b. Mao diu mé rong:

Chtra nhiing thong tin tinh nang md rong (xac thuc, mé héa..) hoac cac dich
vu thém vao.
C6 thé c6 nhiéu mao dau ma rong trong 1 g6i tin 1PV6.
Céac mao dau mé rong duoc dit ndi tiép nhau theo qui dinh, mdi loai header
mé& rong c6 ciu triic truong riéng.
Thudng cac mao dau mo rong dwoc xir i tai thiét bi dinh tuyén dich, tuy
nhién ciing c¢6 cac mao dau md rong duoc xu Ii tai moi hop goi tin di qua
(mao dau mé rong dang Hop-by-Hop).
Trong moi mao dau mé rong déu co truong Next Header nhu trong mao dau
co ban, truong Next Header nay s& chi ra hmao dau ma rong ké tiép no.
Cac loai mao dau mé rong duoc mo ta trong bang sau:

Bang 1.1: C4c dang mao dau mé réng

STT | Loai header mé rong | M6 ta chirc nang

1 | HopbyHop Chtra nhitng thong tin, tham s6 dugc xir 1i tai
tung hop goi tin di qua

2 | Destination Mang thong tin dia chi dich tiép theo.

3 | Routing Dé goi tin di theo 1 tuyén duong xac dinh
trude, khong tuy thude vao lua chon duong di
cua cac routing protocol.

Truong nay chira danh sach cac dia chi dich

ma goi tin s€ phai di qua.

4 | Fragment Dé cac router trén duong di ko phai thuc hién
viéc phan manh, viéc phan manh thyc hién
ngay tai ngudn guri ==> giam tai cho cac
router.

5 | Authentication&ESP



Trong phan nay, em di trinh bay ciu triic co ban cua goi tin IPv6. Tuy nhién,
dé c6 thé trién khai trong méi trudng dic thu nhu mang khdng day cong suat thap,
cau trc goi tin IPv6 can phai duoc ma héa lai dé phu hop hon. Trong cac phan tiép

theo, em sé tap trung nghién ctru ndi dung nay.

1.1.2 Téng quan vé Internet ciia van vdt (10T/10E)

Internet cta van vat, viét tat 1a 1oT (tiéng Anh: Internet of Things) 1a mot
kich ban cua thé gigi, khi ma mdi do vat, con ngudi duoc cung cidp mét dinh danh
cua riéng minh, va tat ca c6 kha ning truyén tai, trao d6i théng tin, dir liéu qua mot
mang duy nhat ma khdng can dén su twong tac truc tiép gitra ngudi véi nguoi, hay
ngudi Voi may tinh. IoT di phat trién tir su hoi tu cta cdng nghé khong day, cong
nghé vi co dién tor va Internet. Noi don gian 1a mottap hop céc thiét bi co kha
nang két ndi véi nhau, véi Internet va véi thé gidi bén ngoai dé thuc hién mot cong

Viéc nao do.

INTERNET KET NOI CAC THIET B INTERNET GIUP

HO TRY CONG VIEC ) = NGOI NHA BAN
THONG MINH HON

INTERNET GIUP LAM VIEC VOI
MOQI THIET B| TRONG CUQC SONG KET NOI VGI THIET B MG

Hinh 1.3: Khai niém Internet van vat (1oT)

Hay hiéu mot cach don gian 10T 14 tat ca céc thiét bj co thé két ndi vai nhau .

Viéc két ndi thi c6 thé thuc hién qua Wi-Fi, mang vién thong bang rong (3G, 4G),



Bluetooth, ZigBee, hdng ngoai... Céc thiét bi c6 thé 1a dién thoai thdng minh, may
pha cafe, may giat, tai nghe, bong dén, va nhiéu thiét bi khac. Cisco, nha cung cap
giai phap va thiét bi mang hang dau hién nay di bao: Pén nam 2020, s& c6 khoang
50 ty do vat két ndi vao Internet, tham chi con sé nay con gia tang nhiéu hon nira.
loT s& 1a mang khéng 16 két ndi tit ca moi thir, bao gdom ca con ngudi va sé ton tai
cac mdi quan hé giira nguodi va ngudi, nguoi va thiét bi, thiét bi va thiét bi. Mot
mang ludi 10T ¢6 thé chira dén 50 dén 100 nghin ti d6i twong dugc két ndi va mang
ludi nay co thé theo ddi su di chuyén cua timg ddi twong. Mot con nguoi sdng trong
thanh thi cé thé bi bao boc xung quanh boi 1000 dén 5000 d6i tugng ¢ kha ning

theo .
28 29 111 6.58 s
22 42 11 3.47 Be-
68 125 ¥ 1.84 g0

6.3 500 $0.08a

Billion Million

WORLD  CONNECTED CONNECTED
POPULATION DEVICES DEVICES

PER PERSON Source: Cisco IBSG, Aprl 2011
Hinh 1.4: S6 lwong thiét bi két néi dy kién dén 2020

loT c6 ung dung vo cuing rong rai va da dang, co thé liét ké tap trung & mot

sb linh vuc sau:

- Quan Ii ha tang



~ Quan I do thi

- Quan li moi truong

- Mua sam théng minh

- Quan i cac thiét bi ca nhan
- Tu dong hoa ngdi nha

- Y té théng minh.

- Thanh phé théng minh.

Trong cac ng dung néu trén cua IoT thi moi truong mang khdng day cong
suat thap tim gan (LoWPAN) déng mét vai trd quan trong. Pay 1a moi truong chi
dao trong ToT dé cac vat thé co thé két ndi véi nhau trong pham vi tam gan. Trong

phan tiép theo, em s& nghién ciru cac khéi niém, dic diém cua méi truong nay.
1.1.3 Téng quan vé mang khéng day cong sudt thap

1.1.3.1 Khai ni¢m

Mot mang khodng day cong suat thap tam gan (Low Power Wireless Personal
Area Network — LOWPAN) 1a mot mang théng tin lién lac chi phi thap cho phép céc
tng dung, dich vu hoat dong thong qua két néi khéng day véi cong suat va biang
thong han ché. Mot mang LoWPAN thudng bao gdom cac thiét bi phd hop véi tiéu
chuan IEEE 802.15.4. Céc thiét bi tuan theo chuan IEEE 802.15.4 c¢6 cac dic diém
nhu sau: sir dung song ngan, téc do thap, céng suat thap va gia thanh thap, han ché

vé ning luc tinh toan, bo nhé....

IEEE 802.15.4 12 mot chuan dé xac dinh I6p vat Iy va 16p diéu khién truy cap
trong mang khong day téc do thap (low-rate wireless personal area networks = LR-
WPANS). N6 dugc tao ra boi nhom IEEE 802.15, vao nam 2003. N¢6 1a co so cho
viéc trién khai cac ky thuat nhu ZigBee, WirelessHART, MiWi,... Ngoai ra, nd
cling duoc sir dung dé trién khai 6LoWPAN, ciing nhu 13 tién dé cho viéc xay dung

cac RFC lién quan toi mang “wireless embedded Internet”.



1.1.3.2 Pic diém
e Céc thiét bj trong mang khong day céng suat thap cd thé hoat dong trong 3
dai tan s6 868/915/2450 MHz, cy thé:
- 868.0-868.6 MHz: Dung cho khu vuc Chau Au.
- 902-928 MHz: Dung cho khu vyc Bic My.
- 2400-2483.5 MHz: Dung trong pham vi trén toan thé gisi.

e Sir dung cac géi tin co kich thuéc nho dé truyén tai théng tin. Gia sir rang
cac goi tin 16p vat ly tdi da 1a 127 byte, dan dén kich thudc khung hinh téi da
& 16p diéu khién truy cap 1a 102 byte.

e Hd trg ca 2 loai dia chi I6p diéu khién truy cap: dang dia chi 16 -bit ngan
hoac IEEE 64 -bit mé rong.

e Bing thong thap: toc do dir lidu cua 250 kbps , 40 kbps va 20 kbps cho mdi
I6p vat ly hién dang dugc dinh nghia ( 2.4 GHz , 915 MHz ,va 868 MHz ,
tuong ng).

e Sirdung 2 loai topology gom: topo dang sao (star) va topo dang ludi (mesh).

e Cong suat thip. Thong thuong, mot s6 hoic tat ca cac thiét bi dang hoat dong
bang pin.

e Chi phi thap. Cac thiét bi nay thuong duoc két hop véi bo cam bién, chuyén
mach ... Diéu ndy dan dén mot sé dic diém khac chang han nhu kha ning xir
Ii thap, bo nhé thap. ..

e S6 lwong Ion céc thiét bi du kién s& duoc trién khai trong doi cua céng nghé.
Con sb nay duy kién s& tuong duong sé lwong may tinh ca nhan duoc trién
khai.

Vi tri cua cac thiét bi thuong khong duoc xac dinh trude, khi ho ¢6 xu hudng
duoc trién khai trong mot thoi md hinh ad-hoc. Hon nita, doi khi vi tri cua
cac thiét bi nay c6 thé khdng dé dang truy cap. Ngoai ra, cac thiét bi nay c6

thé di chuyén dén méi dia diém.
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e Van dé thach thic an toan an ninh. Thiét bi trong LOWPAN c6 xu huéng la
khong dang tin cay do nhiéu ly do: khéng chic chan két néi radio, pin, van
dé tim kiém thiét bi, gia mao vat Iy...

e Trong nhiéu méi trudng, céc thiét bi két ndi véi mot LOWPAN co thé “nga
déng” trong thoi gian dai cua thoi gian dé bao ton ning luong, va 1a khdng

thé giao tiép trong nhiing thoi ky “ngti dong”.
1.2 Nhu ciu trién khai IPv6 cho mang khong day cong suat thap

1.2.1 Hign trang trién khai IPv6 trong nwéc va trén thé gigi

Trong nhitng nim gan day, IPV6 tiép tuc duoc trién khai manh mé trong hoat
dong Internet toan cau. Toc do trién khai IPv6 khong dot bién nhung theo chiéu
huéng gia ting. Trong vong ba nim vira qua, viéc chuyén minh Ién nhat cua IPv6
trong wng dung va dich vu la vuot ra khoi pham vi thir nghiém va cac du an nghién
ctru, IPv6 budc vao linh vuc dich vu thuc trén mang Internet. Dich vu IPv6 dang
duoc nhiéu ISP cung cép thuc té trén hoat dong Internet, dic biét 1a cac doanh

nghiép cung cap dich vu ndi dung, cac nha cung cap dich vu di dong 16n.

Hé thong mang IPv6 da va dang duogc trién khai manh mé tai cac quéc gia,
trong md hinh két néi dinh tuyén IPv6 trén mang thoi diém nhiing nim trude day
con dé dang nhin thay cac két ndi, nhung dén nam 2019 so do da trd nén phuc tap
va két néi day dic hon rat nhiéu, thé hién két qua cua viéc trién khai IPV6 trén thé
gioi, bén canh d6 cac thong tin dinh tuyén trén mang ddi véi IPv6 ciing ting theo

chiéu thang ding.
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Hinh 1.5: Tuyén IPV6 trén bang dinh tuyén toan ciu tir nim 2003 t6i nim 2019

(nguén www.cidr-report.orq)

Trong nhimg nim gan diy, mot trong nhitng linh vuc ma IPv6 phat trién
manh m& nhat I Internet cua van vat (1oT). Cac giai phap IoT da duoc wng dung
vao nhiéu linh vuc khac nhau cua doi séng : néng nghiép, giao thdng, thanh phé
théng minh, y té, gido duc, ngdi nha théng minh...Tai nhiéu quéc gia phat trién nhu
My, Nhat Ban, Han Quéc, cac ISP dd cung cap nhiéu dich vu 10T trén nén ha tang
vién thong di dong 4G sur dung dia chi IPv6 nhu: cac dich vu cham soc stic khoe,
c4c dich vu theo ddi ngudi gia, tré em, céc dich vu quan Ii tir xa...Cac chinh phu, to
chac nghién ctiru da xay dung, phat trién va chuan hda nhiéu nén tang 10T, hau hét
c4c nén tang nay déu hd trg IPv6. Chinh phu Singapore, chinh pha Han Quéc di c6

ké hoach xay dung cac thanh phé théng minh (smart city).

Tai Viét Nam; chinh pha, Bo Théng Tin va Truyén Thong da ¢ nhiéu chinh
sach nhiam thic day, phéat trién viéc s dung IPv6 trong cong dong. Ngay
29/03/2011, B truong Bo Thong tin va Truyén thdng da ban hanh Ké hoach hanh
dong qubc gia vé IPv6 néu rd 16 trinh chuyén doi tir IPv4 sang IPv6 cho Internet

Viét Nam duogc chia thanh ba giai doan sau day:


http://www.cidr-report.org/
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e Giai doan 1 (Ttr 2011- dén 2012): Giai doan chuan bi.
e Giai doan 2 (Tur 2013- dén 2015): Giai doan khoi dong.
e Giai doan 3 (Tur 2016- dén 2019): Giai doan chuyén doi.

Theo dung 16 trinh, hién chung ra dang & cudi giai doan 3 (giai doan chuyén
d6i). Nhiém vy va muc tiéu cua giai doan nay la chuyén doi hoan thién dich vu
mang luéi Internet Viét Nam san sang vai IPV6.

Hién nay, IPv6 dang duoc thic day trién khai manh mé tai Viét Nam va hién
dién trén tit ca cdc mat: chinh sach, mang luéi, dich vu, thiét bi, phan mém, tai
nguyén...Ti I€ nguoi st dung IPv6 tai Viét Nam trong nam 2019 da c6 sy tang

truong dang ké so véi cac giai doan trude, dat xap xi 40%:

Use of IPv6 for Vietnam (VN)

Zoom: |1h| [1d| |5d| |iw| [im| |3m| [6m | |1y | | max

Hinh 1.6: Thong ke ti 1¢ sir dung IPV6 tai Viét Nam

Vé mang ludi, ngay 6/5/2013 mang IPv6 qudc gia hoan chinh da dugc khai
trwong. Hién nay, hau hét cac nha cung cap dich vu Internet 16n (Viettel, VNPT-
Net, FPT...) dd h tro két néi IPv6 trén cac dich vu minh cung cip, bao gom ca

Internet bang rong va Internet di dong (3G/4G).




13

Céc vin ban quy pham phap luat, vin ban hudng din vé yéu cau dam bao
thiét bi phai tuong thich véi IPv6 di dugc hoan thién, wu tién hd tro trién khai IPv6

cho céc du an cdng nghé thong tin sir dung ngan sach nha nudc.
1.2.2 Hién trgng trién khai 1Pv6 cho mang khong day cong sudt thap

1.2.2.1 Trén thé gi6i

Truéc tinh hinh can kiét cua dia chi IPv4, phién ban dia chi thé hé méi IPv6
d3 ra doi, v6i muc dich thay thé va khac phuc céc han ché cuaa phién ban IPv4. Viéc
mo rong khong gian dia chi tir 32 bit (IPv4) 1én 128 bit (IPv6) da mang lai co hdi
két ndi Internet cho van vat (10T), van van vat (IoE). Trén thuc té c6 rat nhiéu d6
vt (things) co kich thudc nho, mudn két ndi véi nhau, két ndi Internet s& gap phai
van dé han ché vé cong suat va bang thong. Do d6, mot trong nhitng van dé duoc
quan tim hang dau trong 10T 1a két ndi cac dd vat qua mang khong day cong suat
thap. Viéc trién khai cac ung dung loT trong mang khong day cong suat thap ngay
cang phd bién trong nhitng ndm gan day, dac biét tai cac qudc gia phat trién nhu
My, Nhat, Han Qudc.... Cé4c giai phap 10T trong mang khdng day cong suat thap da
dugc (ng dung vao nhiéu linh vuc khéc nhau cua doi séng : noéng nghiép, giao
thong, giam sat moi truong, ngdi nha thong minh...Nhiéu hdng san xuat di dua ra
c4c san pham thwong mai vé IoT nhu Texas Instrument, WigWag, TCPi,

Libelium....

Céc giao thuc hién dang duoc st dung pho bién trong mang khong day céng
suit thap 1a ZigBee va Z-Wave. Tuy nhién, viéc nghién ctu, trién khai IPv6 trong
mang khong day cong suat thap (6LoWPAN) ciing dang rat dugc chi y trén thé gisi
do cac uvu diém ma giao thac IP mang lai nhu kha ning mé rong, kha ning két
ndi/lién két ndi, an toan an ninh...

Nhiéu nén tang IoT da duoc xay dung va phat trién, trong d6 pho bién nhat 1a
c4c nén tang one M2M (nén tang thuong mai), B2B/B2C (nén tang ma). Céac nén

tang nay déu hd trg hau hét cac giao thirc phd bién trong mang khdng day céng suat
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thip nhu ZigBee, Z-Wave...va cung cap cdc APl m& cho cac nha phat trién, céc

nha cung cap dich vy, tng dung.

T6 chirc IETF di dua ra nhiéu tiéu chuan lién quan dén mang khéng day
cong sut thap nhu cac RFC 4919, RFC 4944, RFC 6282, RFC 6775 :

- RFC 4919: “IPv6 over Low-Power Wireless Personal Area Networks

(6LoOWPANSs): Overview, Assumptions, Problem Statement, and Gloals”, cong b
8/2007, duogc cap nhat vao 10/2015.

- RFC 4944: Transmission of IPv6 Packets over IEEE 802.15.4 Networks,
cdng b vao 9/2007 nhung duoc update bai RFC6282, RFC6775.

- RFC 6282: Compression Format for IPv6 Datagrams over IEEE 802.15.4-
Based Networks, cong bd vao 9/2011, dugc cap nhat vao 9/2016.

- RFC 6568: Design and Application Spaces for IPv6 over Low-Power
Wireless Personal Area Networks (BLOWPANS), cong bd vao thang 4/2012, dugc
cap nhat vao 10/2015.

- RFC 6606: Problem Statement and Requirements for IPv6 over Low-
Power Wireless Personal Area Network (6LoWPAN) Routing, cong b vao 5/2012,
dugc cap nhat vao 10/2015.

- RFC 6756: Neighbor Discovery Optimization for IPv6 over Low-Power
Wireless Personal Area Networks (6LOWPANS), cong bd vao thang 11/2012, duoc
cap nhat vao 10/2015.

1.2.2.2 Trong nwéc

Trong ngay IPv6 Viét Nam 2015, mot sé doanh nghiép san xuat phan ctng
nhu VNPT-Technology, BKAV... ciing da gigi thiéu cac san pham thiét bi ¢ng
dung IoT trong méi truong khdng day cong suat thap. BKAV di gidi thiéu giai
phap ngdi nha thdng minh (BKAV smarthome), st dung giao thic Zigbee két néi,
diéu khién cac thanh phan, thiét bi...trong mot ngdi nha qua mang khong day.
VNPT-Technology di dua ra giai phap ¢ng dung loT vao hé théng quan Iy giao
thong thong minh (1ITS). Pdng thai, VNPT-Technology da tu xay dung, phat trién
nén tang 10T Smart Connected Platform (SCP). SCP la mét nén tang mé va duy


https://datatracker.ietf.org/doc/rfc4944/
https://datatracker.ietf.org/doc/rfc6282/
https://datatracker.ietf.org/doc/rfc6775/
https://datatracker.ietf.org/doc/rfc6282/
https://datatracker.ietf.org/doc/rfc6568/
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nhat két ndi van vat cung cép dich vu End - to - End. V&i SCP va bo giao dién lap
trinh tng dung (API) md duoc VNPT Technology cung cép, cac nha phét trién tng
dung cé thé chu dong phat trién (ng dung trong moi linh vuc chay trén cac thiét bi
da ching thuc. Nhiéu don vi, to chitc da nghién ctru Gtng dung IoT trong moi trudng
khong day cbng suat thip vao cac linh vuc nhu néng nghiép, gidm sat moi

truong....

Trong giai doan 2016-2017, bo Thong Tin Truyén Thong di c6 dy &n lam
viéc doan chuyén gia cao cap ciia Han Quéc nham danh gia toan dién hién trang loT
tai Viét Nam. Tur d6 dua trén kinh nghiém trién khai loT caa minh, phia Han Quéc
da tu van cho Viét Nam trong viéc hoach dinh chién luoc, chinh sach nham thic

day manh mé& su tng dung 10T, xay dung thanh phé théng minh.

Mot s6 t6 chirc, hoi nhém nghién ctu vé IoT da duoc thanh 1ap trén cac trang
mang Xa hoi nhu VietNam IoT Alliance, Internet of Things Viét Nam, Maker
Hanoi...thu hat hang ngan thanh vién tham gia, c6 nhiéu hoat dong sdi ndi nhu chia
s¢ kién thirc, dao tao, hop tac nghién cau...vé IoT ndi chung ciing nhu cac (ng

dung loT trong mang khdng day cong suat thap noi riéng.

Tai Viét Nam, mac du nhiéu TCVN/QCVN vé IPv6 dia dugc xay dung va
ban hanh, tuy nhién hién chua c6 TCVN/QCVN nao vé trién khai IPv6 trong mang
khdng day cong suat thap.

1.2.3 Nhu cau trién khai IPv6 cho mang khong day cong sudt thap

Cac cong nghé pho bién hién dang str dung trong mang khong day céng suat
thip 12 Z-Wave, ZigBee...Ngoai ra,mot ki thuat méi xuat hién trong nhitng nim
gan ddy va gay duoc nhiéu su chl y 1a tng dung IPv6 trong mang khong day cong
suit thap (6LOWPAN).

Z-Wave la giao thirc khong day hoat dong & dai tan s6 908.42MHz. Pay la
cdng nghé phat trién kha manh nhitng nim gan day. Lién minh Z-Wave da cho ra

doi hon 1000 loai thiét bi khac nhau c6 thé giao tiép voi nhau va ngay cang cho
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phép ngudi ding c6 nhiéu lya chon hon. ZigBee phat trién dya trén tiéu chuan
mang khéng day 802.15.4, ciing nhu Z-Wave, ZigBee phat trién manh mé trong
nhitng nim gan day, day 1a cdng nghé ma, hién c6 rit nhiéu hang san xuat thiét bi
sir dung cdng nghé ZigBee. V& co ban, ca hai giao thirc Z-Wave va ZigBee déu tiéu
tén rat it nang luong, st dung két ndi mang dang ludi, c6 kha ning mé rong, cung
cap két néi twong d6i nhanh gitta cac do vat, thiét bi. Tuy nhién, han ché I6n nhat
cua cac giao thirc trén la can mot qua trinh chuyén doi phuc tap dé két ndi voi
Internet. Ngoai ra, viéc cac giao thirc chua dugc chuan héa dan dén van dé tuong
thich gitra cac thiét bi @6 vat, vi du két ndi gitra cac thiét bi hd tro ZigBee va khong
hd trg ZigBee, két ndi gitra cac thiét bi hd tro ZigBee cua cac nha san xuat khac

nhau...

6LoWPAN la ki thuat tng dung giao thic IPv6 trong mang khong day cong
suat thap. Ki thuat 6LoWPAN di duoc chuan hda trong tiéu chuan RFC 4944 va
cap nhap, bd sung trong céc tiéu chuan RFC 6282 va RFC 6775. C4c tiéu chuan nay
d3 dua ra co ché dong goi va nén mao dau goi tin, cho phép goi tin IPv6 cd thé
truyén va nhan trong méi truong mang khong day cong suat thap. Viéc chuan héa
va két ndi trén nén IP gilp cac thiét bi 6LOWPAN dé dang két ndi dén Internet va
két ndi véi nhau hon. Bong thoi, viéc ké thira cac wu diém cua giao thirc IPv6 ciing
gilp cac thiét bi 6LOWPAN dé dang dinh tuyén, ciing nhu trién khai cac co ché

dam bao an toan an ninh.

Nhu vay, so véi cac cong nghé hién dang phd bién, ki thuat 6LoOWPAN cd

nhitng wu diém nhu sau:
> Trién khai, c4u hinh thiét bi nhanh chéng.

> D@ dang troubleshooting bing cac cong cu quen thudc c6 san: Ping, Trace,
SNMP....

> D& dang chuyén d6i, két ndi vai Internet ciing nhu cac méi truong 1P khéc:
Ethernet, Wifi, 4G...

> Do kha mé cao do khong gian dia chi IPv6 gan nhu vo han.
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> D& dang trién khai cac co ché dam bao an toan an ninh.
> Dé dang giam sat, quan Ii tir xa qua mang Internet.

> D& dang trién khai dinh tuyén gitta céc nOt mang trong mdi trudng
LoWPAN.

Cung Véi su tang truéng manh mé cua ti 1€ sir dung dia chi IPv6 trong thuc
té, viéc trién khai dia chi IPv6 1a xu hudng tt yéu trong linh vuc 10T néi chung va
méi truong mang khong day cong suat thap. Hién nay trén thé gigi mot s hang
cdng nghé ciing di bat dau dua ra thi truong cac san pham thuong mai (ng dung ki
thuat 6LOWPAN nhu: WigWag, TCP Connect, Libelium...Tai Viét Nam, mot s6
nha san xuat nhu BKAV, VNPT-Technology ciing di dua ra cac san pham, giai
phap trong linh virc mang khéng day cdng suat thap nhung cac hién dang st dung
nhiéu giao thire khac nhau chua dugc chuan hoa. Chinh phu ciing di ¢6 nhiéu chinh
sach, hoat dong nham thuc day viéc sir dung dia chi IPv6 tai Viét Nam. Do vay, nhu
cau nghién cuu, trién khai IPv6 cho mang khong day cong suat thap 1a hét suc can
thiet.
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CHUONG II: KY THUAT TRIEN KHAI IPv6 CHO
MANG KHONG DAY CONG SUAT THAP

Trong chwong I, em d& nghién ctu, trinh bay c4c van dé tong quan: Dia chi
IPv6, Internet van vat, méi trudng mang khong day cong suit thap tam gan
(LoOWPAN) va phan tich nhu cau can thiét nghién ctu, trién khai IPv6 trong mang
LoWPAN.

Vé co ban, cac thiét bi sir dung dia chi IPv6 dé két néi trong mang khdng day
cdng suat thap ciing tuan theo cac hoat dong co ban trong moéi truong IEEE
802.15.4 nhu da trinh bay ¢ chuong 1: cau triic khung di liéu, cach thirc dé cac nat
mang két ndi vai nhau, cach thuc truy xuat duong truyén (CSMAJ/CA), cach thac
truyén dit lidu... Tuy nhién, do dic diém cac thiét bi c6 cong suat thap, kha nang xur
li han ché nén ki thuat quan trong nhat dé trién khai IPv6 cho mang khong day cong
suit thap 1a ki thuat nén cac mao dau goi tin. Ki thuat ndy nhim luoc bo céc thong
tin khdng can thiét, tir d6 giam kich thuéc goi tin va giam bét qua trinh xu Ii tai céc
thiét bi mang. Trong pham vi chuong nay, em s& tap trung nghién ctu, tim hiéu vé

ki thuat nén cac mao dau géi tin da duoc chuan hoa.

2.1Ki thuit nén mao dau IPv6

Trong muc nay, em trinh bay vé dinh dang ma héa LOWPAN_IPH - loai ma
hoa ding dé thuc hién nén mao dau goéi tin IPv6 khi trao d6i trong mang
6LoWPAN.DPinh dang nay coi nhu cac thiét lap sau dwoc thuc hién trong moi
truong 6LoWPAN:

e Truong version = 6

e Truong Traffic Class &truong Flow Label =0

e Truong Payload Length duoc suy ra cic 16p bén dudi (tir mao dau phan
manh 6LoWPAN hoic mao dau IEEE802.15.4).
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e Truong Hop Limit dugc thiét 1ap 1 gia tri well-know tir ngudn gii.

e Cic dia chi duoc gan cho cac cong 6LoWPAN dugc hinh thanh tir link-local
prefix hoic 1 nhém nho cac prefix co thé dinh tuyén duoc gan cho toan bo
mang 6LoWPAN.

e Cic dia chi gan cho céc cong 6LoWPAN dugc hinh thanh véi 1 IDD bit
ngudn truc tiép tir dang dia chi rat gon 16 bit IEEE 802.15.4 hoic dang mé
rong 64 bit.

e Fmm
| Dispatch + LOWPAN TPHC (Z2-3 octets) | In-line IPvé Header Fields
e Fmm

Hinh 2.1: Mao diu LOWPAN_IPHC

Ma héa LOWPAN su dung 13 bit, 5 trong s6 d6 dugc lay tir cac bit
rightmost cua loai dispatch. M& hoa nay cé thé duoc ¢ rong thém cac octet khac dé
thém céc thong tin hd tro. Bat ki thong tin ndo tir cac truong mao dau IPv6 chua
dugc nén nam tiép sau ma héa LOWPAN_IPHC. T6i da, LOWPAN IPHC c6 thé

nén mao dau IPv6 xudng con 2 octet dé giao tiép noi bo link-local.

Khi dinh tuyén qua nhiéu ching IP, LOWPAN_IPHC c6 thé nén mao dau
IPv6 xudng con 7 octet (1 octet cho dispatch, 1 octet LOWPAN_IPHC, 1 octet cho
truong Hop Limit, 2 octet cho trudng dia chi nguén, 2 octet cho trudng dia chi
dich). Truong Hop Limit c6 thé khong dugc nén vi n6 bi giam dan tai mdi hop.
Viéc nén dia chi trang thai day du phai duoc thyc hién véi dia chi ngudn, dia chi
dich IPv6.

2.1.1 Pinh dang ma héa LOWPAN_IPHC

Muc ndy md ta cach ma 1 mao dau IPv6 duoc nén. Ma héa co thé c6 do dai 2
octet trong trrong hop ma hoda co ban va 3 octet truong truong hgp ma hoéa mé
rong. Cac truong mao dau IPv6 chua duoc loai bo diy du dwoc dat ngay sau
LOWPAN_IPHC.
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2.1.1.1 Pinh dang co ban

o 1

o 1 =z 3% 4 5 § 7 B & © 1 2 3 4 5
e s i S e
| o] 1] 1] TF |NWH | HLIM |CID|SAC|] SAM | M |DAC| DAM |
Tt e i et B

Hinh 2.2: M& héa co ban LOWPAN_IPHC.

- TF: Traffic Class, Flow Label: nhu trong RFC 3268, 8 bit truong IPv6
Traffic Class dugc chia lam 2 truong: 2 bit ECN va 6 bit DSCP.
» 00: ECN + DSCP + 4-bit Pad + Flow Label (4 byte)
» 01: ECN + 2-bit Pad + Flow Label (3 byte), DSCP dugc loai bo.
» 10: ECN + DSCP (1 byte), Flow Label dugc loai bo.
» 11: Traffic Class va Flow Label duoc loai bo.
- NH: Next Header
> 0: Truong Next Header véi 8 bit day du duoc dat trong in-line.
> 1: Trudng Next Header duoc nén va ma hoa bang LOWPAN_IPHC.
- HLIM: Hop Limit
» 00: Truong Hop Limit dugc dat trong in-line.
» 01: Truong Hop Limit dugc nén va =1.
» 10: Truong Hop Limit dugc nén va =64.
» 11: Truong Hop Limit dugc nén va =255.
- CID: Context Identifier Extension (Nhan di¢n pham vi mé rong):
> 0: CID = 0 néu khdng sir dung 8 bit CID. Néu viéc nén dua trén noi
dung duoc chi rd trong Source Address Compression (SAC) hoac
Destination Address Compression (DAC), CID = 0.
» 1: CID =1 néu str dung thém truong CID c6 d6 dai 8 bit theo ngay sau
trrong Destination Address Mode (DAM).
- SAC: Source Address Compression
> 0: Viéc nén dia chi ngudn sir dung ki thuat nén phi trang thai.
> 1: Viéc nén dia chi nguon su dung ki thuat nén trang thai day du, dua
trén noi dung.
- SAM: Source Address Mode:
+ Néu SAC =0:
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Y

00: 128 bit. Trong in-line chira dia chi day du.

> 01: 64 bit. 64 bit dau tién caa dia chi duoc luoc bo. Gia tri cua nhing
bit nay 1a dia chi prefix link-local duoc dém véi cac sé 0. 64 bit con
lai dugc chura trong in-line.

> 10: 16 bit. 112 bit dau tién cua dia chi dugc luoc bo. Gia tri ciia 64 bit
dau tién 1a link-local prefix dugc dém vai céc sb 0. 64 bit tiép theo co
dang 0000:00ff:fe00: XXXX thi XXXX 1a 16 bit dugc chaa trong in-
line.

> 11: 0 bit. Pia chi duoc luoc bo hoan toan. 64 bit dau tién cua dia chi

la link-local prefix dwgc dém véi cac sb6 0. 64 bit con lai dugc tinh

toan tir mao dau dong goi (vd: 802.15.4 hoic dia chi nguon IPV6).

+ Néu SAC =1:

» 00: biachi :

> 01: 64 bit. Bia chi duoc suy ra st dung théng tin ndi dung va 64 bit
dugc chuaa trong in-line. Céc bit bao phu bang noi dung théng tin luén
dugc su dung. Bat ki bit 11D nao khéng bao pha noi dung théng tin
dugc lay truc tiép tir cac bit twong (ng trong in-line. C4c bit con lai =
0.

> 10: 16 bit. Bia chi dugc suy ra sir dung noi dung théng tin va 16 bit
duogc chira trong in-line. Cac bit bao phu bang noi dung théng tin luén
duoc su dung. Bat ki bit 11D nao khéng bao phu noi dung thong tin
dugc 14y tryc tiép tir cac bit twong tng trong 16 bit XXXX trong
0000:00ff:fe00: XX XX. Cac bit XXXX nay dugc dua vao in-line. Cac
bit con lai =0.

» 11:0 bit. Bia chi dugc lugc boé hoan toan va dwoc suy ra sir dung
thong tin ndi dung va mao dau dong goi (dia chi ngudn 802.15.4 hoic
IPv6). Cac bit bao phu bing noi dung thong tin luén dugc su dung.
Bat ki bit 11D nao khdng bao phu noi dung thong tin duoc tinh toan tir

mao dau dong goi. Cac bit con lai = 0.

M: Nén dia chi multicast

» 0: bia chi dich khong phai la dia chi multicast.
» 1:Dia chi dich 1a dia chi multicast.

DAC: Destination Address Compression

» 0: Viéc nén dia chi dich st dung ki thuat nén phi trang thai.
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1: Viéc nén dia chi dich str dung ki thuat nén trang thai day du, dua
trén ndi dung.

Destination Address Mode:

M=0, DAC=0 - truong hop nay tuong tu SAC =0 nhung cho dia chi

00: 128 bit. Trong in-line chira dia chi day du.

01: 64 bit. 64 bit dau tién cua dia chi dugc luoc bo. Gia tri cua nhiing
bit nay 1a dia chi prefix link-local duoc dém véi cac sé 0. 64 bit con
lai dugc chira trong in-line.

10: 16 bit. 112 bit dau tién cua dia chi duoc luge bo. Gia tri cua 64 bit
dau tién 1a link-local prefix dugc dém voi cac sb 0. 64 bit tiép theo co
dang 0000:00ff:fe00: XXXX thi XXXX la 16 bit dugc chaa trong in-
line.

11: 0 bit. bia chi duge luge bo hoan toan. 64 bit dau tién cua dia chi
la link-local prefix dwgc dém véi cac sé 0. 64 bit con lai dugc tinh
toan tir mao dau dong goi (vd: 802.15.4 hoic dia chi ngudn IPV6).
M=0 va DAC =1:

00: Dy phong.

01: 64 bit. Bia chi duoc suy ra st dung théng tin noi dung va 64 bit
duogc chira trong in-line. Cac bit bao phu bang noi dung théng tin luén
duoc su dung. Bat ki bit 11D nao khéng bao phu noi dung thong tin
duogc Iy tryuc tiép tir cac bit twong (ng trong in-line. C4c bit con lai =
0.

10: 16 bit. Bia chi duoc suy ra sir dung noi dung théng tin va 16 bit
duogc chira trong in-line. Cac bit bao phu bang noi dung théng tin luén
duoc st dung. Bat ki bit 11D nao khéng bao pha noi dung thong tin
dugc 14y tryc tiép tir cac bit twong tng trong 16 bit XXXX trong
0000:00ff:fe00: XXXX. Cac bit XXXX nay dugc dua vao in-line. Cac
bit con lai =0.

11:0 bit. Bia chi dugc lugc bd hoan toan va dugc suy ra s dung
thong tin ndi dung va mao dau dong goi (dia chi ngudn 802.15.4 hoic
IPv6). Cac bit bao phu bang noi dung thong tin luén dugc si dung.
Bat ki bit 11D nao khdng bao phu noi dung thong tin duoc tinh toan tir

mao dau déng goi. Cac bit con lai = 0.
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+ Néu M=1 va DAC=0:
> 00: 128 bit. Bia chi day du dugc chira trong in-line.
> 01: 48 bit. Dia chi dugc lay tir dang FFXX::00XX: XXXX:XXXX
> 10: 32 bit. Dia chi duoc ldy tir dang FFXX::00XX: XXXX
> 10: 8 bit. Dja chi duoc lay tir dang ff02::00XX
+ Néu M=1 va DAC =1:
> 00: 48 bit. Binh dang nay dwogc thiét ké dé két ndi dang dia chi
Unicast-Prefix dua trén dia chi multicast dugc dinh nghia trong
RFC3306 va RFC3956. Pia chi multicast ldy dang ffXX:XXLL:
PPPP:PPPP:PPPP:PPPP: XX XX:XXXX. Trong d6 X la cac cum 4 bit
duoc chira trong in-line. P biéu thi cAc cum 4 bit duoc str dung dé ma
héa noi tai cac prefix. L biéu thi cac cum 4 bit duoc st dung dé ma
hoa chiéu dai prefix. Thong tin prefix P va L duogc ldy tir ndi dung cu
thé.
> 01: du phong.
> 10: du phong.
> 11: du phong.

2.1.1.2 Ma nhan dién ngir canh mé rong

Tiéu chuan nay mong mudn 1 ngit canh nhan thac dugc chia sé gitra cac nit
mang thuc hién nén goi tin va cac nit mang can giai nén goi tin. Tiéu chuan nay
khong dé cap dén cach ngir canh duocchia sé va duy tri nhu thé nao, thong tin gi
duoc chtra trong thong tin ngit canh, hanh dong gi dién ra véi cac ngit canh khéng
hop 1é...Tiéu chuan nay cho phép cac nit mang c6 thé sir dung téi 16 ngir canh.
Ngit canh duoc sir dung dé ma héa dia chi ngudn khéng bat budc phai gidng vai céc
ngit canh duoc sir dung dé ma hoa dia chi dich.

Néu truong CID duoc thiét 1ap bang 1 trong md héa LOWPAN_IPHC thi 1
octet s& duoc sir dung thém theo sau cc bit DAM nhung trudce cc trudng mao dau
IPv6 dugc chaa trong in-line. Octet thém vao nay nhan dang cap ngit canh dugc sur
dung khi nén dia chi ngudn/ dia chi dich. Nhan dang ngit canh dugc thuc hién bai 4
bit cho mdi dia chi, hd tro téi 16 ngir canh. Ngit canh 0 la ngit canh mic dinh.
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o 1 2 3 4 5 & 7
ot — b m bt ———
[ 5CI | DCI |
ot — b m bt ———

Hinh 2.3: Ma héa LOWPAN_IPHC
SCI: Nhan dang ngir canh ngudn. Nhan dang prefix dwoc sir dung khi dia chi
ngudn IPv6 duoc nén trang thai day du.

DCI: Nhan dang ngir canh dich. Nhan dang prefix dugc sir dung khi dia chi
dich IPv6 duoc nén trang thai day du.

2.1.2 Ma héa mao dau |Pv6

Céc trudng duoc chta trong in-line xuat hién cung thir ty nhu trong dinh
dang mao dau IPv6. Trudng Version duoc lugc bo. Cac dia chi IPv6 Unicast c6 thé
duoc nén thanh 64 bit hoac 16 bit hodc luoc bo hoan toan. Cac dia chi multicast
dugc nén thanh 8, 32 hoac 48 bit. Truong Payload Length IPv6 phai ludn ludn bi
loai b va duoc suy ra tir cac 16p thap hon str dung mao dau phan manh 6LoWPAN
hoic mao dau 802.15.4

2.1.2.1 Nén cac trweong Traffic Class va Flow Label

Truong Traffic Class trong mao dau IPv6 bao gém 6 bit DiffServ mé rong va
2 bit ECN. Trong LOWPAN IPHC, trueong nay dugc ma héa chi thi Traffic Class
va Flow Label dugc chira trong in-line trong mao dau goi tin IPv6 da nén.

1 2 3
012345678 9%012345e78589012345678901
e s Tt e e s T e s E T B e et F P e
|ECH | DSCE | rsv | Flow Label |
e S L Ets s s T B B e S T e

Hinh 2.4: TF = 00: Traffic Class va Flow Label dwgc chira trong in-line

1 2
012 34567850123 45878 50123
+—t—t ==ttt -ttt -ttt —Ft—F -+ —+—+
|ECH| rav| Flow Label |
+—t—t ==ttt -ttt -ttt —Ft—F -+ —+—+

Hinh 2.5: TF = 01: Flow Label dwoc chwa trong in-line
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012345867

+ot—t—t—t—t—t—t—+
|ECH | DSCE [
+ot—t—t—t—t—t—t—+

Hinh 2.6: TF = 10: Traffic Class dwgc chwa trong in-line.

2.1.2.2 Cac dinh danh (IDD) suy ra tir mao diu déng géi

LOWPAN_IPHC loai bo céc IDD cua dia chi ngudn, dia chi dich khi SAM =
3 hoac DAM = 3. Trong ché d6 nay, IDD duoc bat ngudn tir mao dau dong goi. Khi
mao dau dong goi chua cac dia chi IPv6, cac bit cho dia chi nguodn, dia chi dich

dugc copy tir dia chi ngudn, dia chi dich cia mao dau IPv6 dong goi.

Phan con lai cia muc nay dinh nghia su 4nh xa tir cac dia chi IEEE 802.15.4
link-layer dén cac 1ID cho ca 2 dang dia chi ngan va dia chi mo rong IEEE
802.15.4. Cac bit IID khong dugc bao phi bai théng tin ngir canh cé thé duoc loai

bo néu chiing khép véi dia chi link layer dang 4nh xa va nguoc lai.

Mot dia chi mé rong IEEE 802.15.4 iy dang dia chi IEEE EUI-64. Viéc tao
rallID tir 1 dia chi mo rong dugc dinh nghi trong RFC 4291.

Mot dia chi IEEE 802.15.4 dang ngan c6 chiéu dai 16 bit. Cac dia chi dang
ngin duoc anh Xa vao trong khong gian dia chi IEEE EUI-64 bang cach thiét 1ap 16
bit & gitra = 0xfffe, 16 bit bén dudi dia chi ngan va tat ca cac bit khac = 0. Két qua

1a 1 IID duoc tao ra tir 1 dia chi ngan cé dang:
0000:00ff:fe00: X XXX
Trong d6 XXXX chira dia chi ngan.

Anh xa nay cho cac nhan dang non-EUI-64 khac véi trong RFC 4291. St
dung khong gian gidi han dam bao khong bi overlap vai cac 11D dugc tao ra tur cac
dia chi IEEE EUI-64 khong giéi han. Bdng thoi, viéc bao gdom xfffe & gitra 11D gilp

tranh overlap vai cac 11D cuc bo.
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Anh xa nay tir 1 dia chi IEEE 802.15.4 dang ngén dén 64 bit IID ciing duoc
sir dung dé tai cau tric bat ki phan nao caa IID khong duoc bao phu boi thong tin

noi dung.

2.2 Ki thuat nén mao ddu mé rong IPv6

LOWPAN_IPHC bo trueong IPv6 Next Header khi bit NH c6 gia tri 1a 1.
Diéu nay ciing chi ra viéc st dung 6LOWPAN next header compression,
LOWPAN_NHC. Gia tri cua IPv6 Next Header duoc khdi phuc tir cac bits dau tién
trong truong LOWPAN_NHC encoding. Céc bits tiép theo xac dinh gié tri cua IPv6
Next Header. Hinh 11 cho thay ciu trdc cia mot goi tin IPv6 duoc nén khi st dung
LOWPAN_IPHC va LOWPAN_NHC.

Fmm Fmm Fmm Fm F——
LOWPAEN TPHC In-line LOWPEN NHC In-line Next Payload
Encoding IP Fields=s Encoding Header Fields

e e e e e e om e et

Hinh 2.7: Ciu tric Header LOWPAN_IPHC/LOWPAN_ NHC dién hinh

2.2.1 Dinh dang LOWPAN_NHC

Céc dinh dang nén cho cac tiéu dé tiép theo khac nhau dugc xac dinh boi
mét bit-pattern c6 chiéu dai thay doi, theo & ngay sau tiéu dé nén LOWPAN_IPHC.
Khi x4c dinh mot dinh dang nén next header, sé luong cac bits dugc st dung nén
dugc xac dinh bai tan s6 nhan thic cua viéc sir dung dinh dang nay. Tuy nhién, sé
lugng cac bits va bat ky bits m& hoa con lai nén theo octet alignment. Cac bits sau
xac dinh dinh dang nén cua next header. Tai liéu nay dinh nghia mét dinh dang nén
cho mao dau IPv6 m¢ rong va mao dau UDP.

34 4
T T

| var-len NHC ID | compressed next header...

+ +

Hinh 2.8: M& héa LOWPAN_NHC
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2.2.2 Nén mao ddu mg réng IPv6

Mot dic tinh can thiét caa tiéu dé ma hoa st dung LOWPAN NHC 1a tiéu dé
ngay trudc phai duoc mé héa bing céch sir dung LOWPAN_IPHC hoic LOWPAN
NHC. Hay noi cach khéc, tat ca cac mao dau ma hoa st dung dinh dang ma hoa
6LOWPAN trong tai liéu nay phai lién nhau. Do vay, tai liéu nay dinh nghia mot tap
hop cac md hoa LOWPAN NHC cho cic mao dau IPv6 Extension duoc lra chon
dé nén mao dau UDP dua ra trong muc 4.3 ¢6 thé ¢ thé duoc sir dung trong nhitng
tiéu dé mao rong nay.

M3 héa LOWPAN_ NHC cho cac mao dau mo rong IPv6 bao gdm mét octet
don 6LOWPAN_NHC, theo sau 1a mao dau mo rong IPv6. Pinh dang cua octet
6LOWPAN_NHC duoc thé hién trong hinh 16. Trong d6, 7 bit dau tién st dung dé
nhan dang loai mao dau IPv6 mé rong ding ngay sau octet LOWPAN_NHC. Bit
con lai cho biét mao dau tiép sau 6 st dung ma héa LOWPAN_NHC hay khéng.

01234567
e S ST —
|1]1]1]0| EID |NH|
S ST —
Hinh 2.97: M4 héa mao diu mé réng IPv6

EID: ID mao dau mé rong IPV6:
> 0: Mao dau tiy chon IPv6 Hop-by-Hop [RFC2460]
> 1: Mao dau IPv6 Routing [RFC2460]
: Mao dau IPv6 Fragment [RFC2460]
: Mao dau tiy chon IPv6 Destination [RFC2460]
: Mao dau IPv6 Mobility [RFC6275]

2
3
4
5: Du phong
6: Du phong
7

YV V.V V VY V

: Mao dau IPv6

NH: Mao dau ké tiép:


https://tools.ietf.org/html/rfc2460
https://tools.ietf.org/html/rfc2460
https://tools.ietf.org/html/rfc2460
https://tools.ietf.org/html/rfc2460
https://tools.ietf.org/html/rfc6275
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> 0: Day du 8 bit cua truong Next Header duoc giit nguyén day du trong
in-line.

» 1: Truong Next Header duoc loai bo.

Déi v6i hau hét cac phan, mao dau mé rong IPv6 duoc giit nguyén trong cac
byte ngay sau octet LOWPAN NHC ngoai trir: truong do dai va trudng mao dau ké
tiép.

Truong Next Header chta trong cac mao dau IPv6 ma rong bi bo khi bit NH
duogc thiét 1ap trong octet ma hoa LOWPAN NHC. Luu ¥ rang lam nhu vay cho
phép LOWPAN_NHC sir dung khéng nhiéu hon mao dau IPv6 mé rong khong ma

hoa.

Truong d6 dai chira trong mao dau IPv6 mo rong nén cho biét s6 octet lién
quan dén cac tiéu dé ma rong (nén) sau trudong do dai. Luu ¥ rang diéu nay thay doi
dinh nghia truong chiéu dai trong [RFC2460] so voi kich thude tiéu dé trong cac
khoi 8-octet, khdng ké 8-octet dau tién. Thay ddi trudng chiéu dai trong céc octets

loai bo phan manh l&ng phi.

Maio dau IPv6 Hop-by-Hop va mao dau tly chon Destination Headers c6 thé
st dung thém mot phan dudi Padl hay PadN dé dat duoc két ciu 8-octet. Khi c6
thém Pad1 hodc PadN 7 octets hay it hon va tiéu dé cd sé octet 13 mot boi sé cua 8,
Pad1 hozc PadN c6 thé khdng bi nén. Bo giai nén phai nhan ra dwoc van dé khi sir
dung cac Padl hoic PadN dé dat dugc két cau 8-octets. Chu y rang tly chon Padl
va PadN xuat hién tai cac diém khac so vai cudi cuing phai duoc thuc hién trong co
ché in-line nhu 1a chung duoc sir dung dé sap xép tly chon tiép theo. Luu y rang
viéc xac dinh cac units trong octet c6 nghia la LOWPAN NHC khong duoc st dung
dé ma hoa cac mao dau IPv6 mé rong rang c6 hon 255 octets sau truong do dai sau
khi nén.

Khi xac dinh tiéu dé tiép theo 12 mot mao dau IPv6 (EID = 7), bit NH cua ma
héa LOWPAN_NHC khéng sir dung va phai duoc thiét 1ap bang khong. Cac byte
tiép theo phai dwoc ma hoa sir dung LOWPAN IPHC nhu trong muc 3.
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2.2.3 Nén mao dau UDP

Tai liéu nay dinh nghia mot dinh dang nén cho cdc mao dau UDP sir dung
LOWPAN_NHC. Pinh dang nén UDP duoc thé hién trong hinh 14. Bit 0 dén 4 dai
dién cho NHC ID va '11110' chi ma hoéa nén mao dau UDP, cu thé nhu muc dudi

2.2.3.1 Nén trwong UDP Ports

Dic diém nay cho phép mot pham vi cu thé cua sb cong (0xfObO téi 0xfObf)
duoc nén Xuéng toi 4 bit. Pay la trang thai nén stateless dugc thira hudng tur

[RFC4944], trai nguoc Véi trang thai nén stateful.

Khoang cac cong cd thé nén xudng 4 bit khong phai 1a mot dai riéng. Viéc
trién khai chong mang duoc thiét ké dé giao tiép qua 6LoWPAN nén tranh st dung

cac cong nay

Cho rang né chi chiém 16 céng lién nhau, n6 c6 thé duoc luu ¥ rang ¢ nhiéu
ing dung khong twong thich s& sir dung gia tri cing mot sé cong cho nhu cau end-
to-end cua riéng ho. Do d6, mot s6 cong trong day (0xfob0 tai 0xfObf) cung cap rat

it thong tin vé cac ting dung & diém phia kia.

Sy qué tai caa cac cong 0xfObX 1am ting nguy co gap cac loai tai trong sai va
hiéu sai noi dung so véi cac cong duoc du phong theo IANA. Két qua 13, no duoc
khuyén céo riang viéc sir dung cac cong duoc lién két voi mot co ché nhu mét
Transport Layer Security (TLS) [RFC5246] Message Integrity Check (MIC) dam

bao rang noi dung 1a nhitng gi dugc mong doi va duoc kiém tra.

2.2.3.2 Nén treong UDP Checksum

Cac hoat dong kiém tra UDP 14 bit budc véi IPv6 [RFC 2460] cho tat ca cac
g6i. Vi ly do do6, [RFC4944] khong cho phép nén UDP checksum.

Véi dic tinh nay, mot bo nén trong cac thiét bi dau cudi truyén c6 thé bo UDP
Checksum néu n6 dugc ty quyén tir cac 16p trén. Bo nén phai khong thiét 1ap cac
bit C trir khi né da nhan duoc sy uy quyén. Doi hoi 16p trén ty quyén dam bao rang

cac peer dong dang s& co du phuong tién dé dap tng véi bat ky dir liéu xay ra 16i
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truéc khi dén dich. Cac 16p trén khong cung cip uy quyén, trir khi mot trong céc

treong hop sau day dugc théa man:

Tunneling: Trong truong hop nay, 6LoWPAN duogc trién khai nhu mét
pseudo-fieldous khdng day bang duong ham qua UDP. Néu khéi dir liéu giao thirc
duong ham “tunneled Protocol Data Unit (PDU)” c¢6 duoc dia chi, tinh bao mat va
toan ven (vi du, ché do duong ham IPsec Encapsulating Security Payload
[RFC4303] hoic IP qua déng géi UDP), co ché dudng ham co thé uy quyén bo
UDP checksum dé tiét kiém qua tai dong goi.

Message Integrity Check: Trong trudng hop ndy, hoic mao dau nhan thuc
Ipsec (IPsec Authentication Header) [RFC4302] hoic mét sé hinh thuac kiém tra
tinh toan ven khac trong tai UDP, cai bao gém it nhat cac thong tin nhu UDP

checksum (pseudo-header, dit liéu) va cd it nhat cing d6 bao mat.

Pé gitp dam bao rang UDP Checksum s& duoc phuc hdi dung cach khi mo
rong mot goi 6LOWPAN, kiém tra tinh toan ven bd sung (vi du, kiém tra tinh toan
ven ban tin 16p 2) phai dugc sir dung bat ctr khi ndo truyén frames lién quan céi
mang mot datagram UDP nén ma khong checksum. Khong kiém tra tinh toan ven
bd sung nay, mot goi UDP ¢6 thé duoc giri dén mot dich ngoai ¥ mudn vi Ii trong

dir liéu duoc dong goi boi pseudo-header cé thé khdng bi phat hién.

B6 nén phai kiém tra UDP Checksum trudc khi né duoc bo va phai dam bao
rang viéc kiém tra tinh toan ven bo sung 1a & chd trudc khi xac minh va bo
checksum. Néu viéc xac minh UDP Checksum khéng 6n, bo nén phai huy céc goi
tin. B giai nén ma mé rong mot géi 6LOWPAN c6 thiét 1ap bit C phai tinh UDP
Checksum trén danh nghia ctia ndt ngudn va dit gié tri 6 trong mao dau UDP khoi
phuc nhu quy dinh trong cac [RFC0768], [RFC2460]. B0 giai nén phai xac dinh ro
rang rang kiém tra tinh toan ven bo sung da duoc dua ra bai bo nén va xac nhan
viéc kiém tra tinh toan ven va nén lam nhu vay sau khi khdi phuc UDP Checksum.
Néu bo giai nén khong thé xac dinh rd rang su hién dién cua viéc kiém tra tinh toan

ven hay xac minh khong thanh cong, bo giai nén phai huy cac goi tin.
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Trat tu duoc dé nghi cua tinh todn va x4c minh UDP Checksum va kiém tra
tinh toan ven bo sung dam bao rang dit liéu 1a khéng bao gid dugc luu trir, khong
duoc bao vé trong bo nhé. Trong thuc té, tach chirc ning gitra cac 1op c6 thé tranh
yéu cau da duoc khuyén nghi. Tuy nhién, nguoi thuc hién can dic biét luu ¥ va hiéu
nhitng rui ro khi dbi mit véi cac dir liéu khong duoc bao vé dong goi boi cac
pseudo-header.

Dé cho phép cac nut trung gian nén UDP Checksum, mot nat chuyén tiép cé
thé chira sy tiy quyén cua tang trén cho mét goi tin nhan dugc néu n6 da thiét 1ap bit
C va rd rang no cd thé xac dinh rang mot kiém tra tinh toan ven bao gom céc dit liéu
giong nhu UDP Checksum khi UDP Checksum bi bo qua. Mot nit chuyén tiép
KHONG duoc phép néu n6 khdng thé xac dinh rd rang su xuét hién va xac minh

viéc kiém tra tinh toan ven trong khi UDP Checksum bi bo qua.

2.2.3.3 Pinh dang UDP LOWPAN_NHC

01234567
SO S SR S SN S S
[1]1]1]1]0[C| P |

S St S —

Hinh 2.108: M4 héa mao dau UDP
C: Checksum:
0: T4t ca 16 bits cia Checksum duoc thuc hién & ché do in-line.

1: T4t ca 16 bit caa Checksum bij bo. Checksum dugc khdi phuc bang viéc
tinh toan tai diém cudi 6LOWPAN

P: Ports:

00: T4t ca 16 bit cua ca Port nguén va dich dugc thuc hién trong ché do

in-line.
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01: T4t ca 16 bit cua Port ngudn duoc thuc hién trong ché do in-line. 8 bit
dau tién caa Port dich 1a 0xFO va bi bo qua. 8 bit con lai cua port dich duogc thuc
hién trong ché d¢ in-line.

10: 8 bit dau tién cua port ngudn 1a OXFO va bi bo. 8 bit con lai caa Port
ngudn duogc thuc hién trong ché do in-line. T4t ca 16 bit cho port dich duoc thuc
hién trong ché d¢ in-line.

11: 12 bit dau tién cta ca Port ngudn va port dich 1a 0xfOb va bi bo. 4 bit

con lai duoc thuc hién trong ché d6 in-line.

Céc truong thuc hién trong ché do in-line (mot phan hoic toan bg) xuat hién
theo thu tu giéng nhu chung lam trong dinh dang tiéu dé UDP [RFC0768]. Céc
truong do dai UDP phai ludn ludn duoc bo va dugc suy ra tir cac 16p thap hon bang
cach sir dung tiéu dé 6LOWPAN phan manh hoic tiéu dé IEEE 802.15.4.

2.3 Kién tric mang 6LoWPAN

2001:1234:1234 2001 43214567
GLoWPAN
adge router Router Router
- FM1 876523 .-'-u; T 20018765048 2001:8765:22:/51

BTy

2001:8765::5481 20018765221 20018765222 2001:8765:22::3

° ‘
g
# = Riouter
#
.
b .l
.
a
-, e °=H:-st

Hinh 2.119: Kién trac mang 6LoWPAN
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Hinh trén minh hoa vi du mot mang 6LoWPAN két nbi dén mot mang 1Pv6
thong thuong va két ndi dén mang Internet. Theo d6, mang 6LoOWPAN két nbi dén
mang IPv6 thong thudng thong qua mét thiét bi dinh tuyén bién (edge router). Thiét
bi dinh tuyén bién nay thuc hién 3 nhiém vu sau: trao ddi dir liéu giita cac thiét bj
6LOWPAN va Internet (hoic cac thiét bi IPv6 thong thuong), trao doi dir liéu cuc
bo gitta cac thiét bi 6LOWPAN véi nhau, phat va duy tri mang con v tuyén. Vi cac
thiét bi dinh tuyén bién chuyén tiép gai tin tai 16p mang nén ching khdng duy tri bat
Ki trang thai nao cua I6p tng dung. Trong khi do, cac giao thirc khac nhu Z-Wave,
ZigBee, Bluetooth yéu cau két ndi trang thai day du cling nhu cac @ng dung
gateway phuc tap dé két ni dén mang IP va Internet.

Hai loai thiét bi phd bién bén trong mot mang 6LoWPAN Ia router va host.
Router thyc hién viéc dinh tuyén dir liéu dén cac nat dau cudi khac trong mang
6LOWPAN. Host 14 thiét bi dau cudi va khong thuc hién duoc viéc dinh tuyén di
liéu dén céc thiét bj khac.

2.4 Anh xa 6LoWPAN vao md hinh OSI

Simplified 051 model Wi-Fi* stack example 6LoWPAN stack example
( 5. Application layer 1 ( HTTP | Hxﬁﬁﬁm
4. Transport Layer TCP unP:rmm
3. Network Layer | ( Internet Protocol (IF) N IPvE, RPL
\ 2. Data Link Layer | W % IEEEEE;Z.‘:;TMAC %
1. Physical Layer IEEE 802.15.4

Hinh 2.12: Anh xa 6LoWPAN vao mé hinh OSI

Dé cd thé truyén duoc cac goi tin IPv6 trong méi trudng mang khong day
cong suat thap, cong nghé 6LoWPAN di dua ra 1 16p thich ung (adaptation layer)
nam gitra 16p 2 va 16p 3 trong md hinh OSI. Tiéu chuan RFC 6282 d3 dinh nghia

cach 1 khung di liéu IPv6 duoc dong goi va truyén qua mdi truong vo tuyén IEEE
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802.15.4. Cu thé, tiéu chuan nay da dé cap dén nhiing chirc ning sau cua lép thich
ung:

e Chtrc ning nén mao dau gai tin.

e Chtrc nang phan manh va khoi phuc.

e Chtrc ning tw dong cau hinh phi trang théi.

2.5 Pinh tuyén trong mang 6LoWPAN

Giao thirc dinh tuyén duoc sir dung rong réi nhat trong 6LOWPAN Ia giao
thiec RPL, dugc dinh nghia trong RFC 6550. RFC 6550 qui dinh giao thic dinh
tuyén cho mang khong day cong suat thap, cung cap co ché theo d6 luu lugng da
diém — diém tir c4c thiét bi bén trong mang 6LoWPAN dén cac diém dich (vi dy: 1
may chu trén mang Internet) va nguoc lai. Giao thic RPL ciing hd trg cac luu lugng
diém — diém, tuy nhién RPL khong phai la giao thuc t6i uu cho loai luu lugng nay.
RPL c6 2 ché do dinh tuyén khéac nhau: ché do storing va ché do non-storing. Trong
ché do storing, moi thiét bi trong mang 6LoWPAN duoc ciu hinh nhu céc router,
duy tri 1 bang dinh tuyén va 1 bang 1an can (neighbor table). Bang dinh tuyén dung
dé tim kiém tuyén duong dén céc thiét bi, bang l1an can dung dé theo ddi cac hang
x6m két ndi truc tiép dén thiét bi d6. Trong ché do non-storing chi cé thiét bi dinh
tuyén bién c6 bang dinh tuyén. Do d6, mdi géi tin phai bao gom tuyén duong day
da ma nd can di qua dé téi duoc dich. Vi du, khi giri 1 goi tin tir 1 thiét bi dén 1
thiét bi khéc trong noi mang 6LoWPAN, g6i tin d6 phai di tir thiét bi nguon dén
router bién, sau d6 router bién tim kiém trong bang dinh tuyén va thém tuyén duong
hoan chinh dén dich vao goi tin. Ché d¢ storing yéu cau céc thiét bi phai c6 kha
ning hoat dong dinh tuyén, con ché d6 non-storing yéu cau 1am ting mao dau goi

tin.

Két luan: Nhu vay trong churong II, em da nghién ciru cac van dé ky thuat chi dao
dé giao thirc IPV6 c6 thé hoat dong dugc trong mdi truong mang khéng day cong
suat thap. Nho c6 céc ky thuat nén mao dau IPv6, mao dau mo rong IPv6, goi tin
IPV6 tré' nén phi hop Véi cac dic diém cua moi truong LOWPAN va c6 thé dugc

dinh tuyén, chuyén tiép trong méi truong nay.
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CHUONG IlI: TRIEN KHAI THU NGHIEM KY THUAT
IPv6 CHO MANG KHONG DAY CONG SUAT THAP VA PE
XUAT UNG DUNG
3.1Trién khai thir nghiém 6LoWPAN
3.1.1 Muc tiéu thar nghiém
Sau khi nghién ctru ki thuat trién khai IPv6 cho mang khéng day cong suat

thap, can ctr vao nhu cau thuc té caa Bo tu 1énh thu déem da tién hanh tha nghiém
Véi cac myc tiéu sau day:

e Xem xét tinh kha thi cua ki thuat trién khai IPv6 trong mang khéng day cong
suat thap trong thuc té bang céach thir nghiém mot sé giai phap/san pham
thuong mai hd tro 6LoWPAN.

e Thu nghiém kha nang ung dung 6LOWPAN vao cong tac giam sat méi
truong, ha tang tai cac phong may chu, trung tdm dir liéu; danh gia dé xuat

ap dung tai Bo tu 1énh thu do.

3.1.2 M@ hinh th# nghiém

loT Platform Server

GateWay

bf00:212:4b00:5af: 7f18 Home CE
Router

Sensor No de-Oz@

Bf00:212:4b00::/48

Hinh 3.1: M6 hinh thir nghiém trién khai IPv6 cho mang khéng day céng suit thap
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Tai cac nat cam bién (sensor): Thong tin ma cac cam bién thu thap duoc
(nhiét d9, d6 am, ap suét...) duoc dong goi vao gbi tin 6LoWPAN. Géi tin
6LoWPAN duoc dinh dang tir ciu triic géi tin IPv6 thong thudng, nhung sir dung
cac k¥ thuat nén mao dau co ban IPv6, nén mao dau mo rong IPv6 nham lugc bo
cac thong tin khong can thiét. Chi tiét cua dinh dang goi tin 6LoWPAN duoc trinh
bay tai chuong II cua quyén luan vin.

T e

| Dispatch + LOWPAN IPHC (2-3 octets) | In-line IPvé Header Fields

T e

Céac gbi tin 6LoWPAN nay duoc truyén qua mdi trudng mang khong day
cdng suat thap, dén thiét bi gateway. Tai day, thiét bi gateway sé& thuc hién boc tach
mao dau co ban, mao dau mé rong 6LoWPAN; doc cac thong tin trong do dé xu ly
dinh tuyén. Thiét bj gateway s& dong goi cac thong tin vé nhiét do, do am, &p
Suit...vao goi tin IPv4 thong thudng va truyén goi tin IPv4 ndy qua mang Internet
dé dén 10T Platform Server.

Em da tién hanh thir nghiém ki thuét trién khai IPv6 cho mang khong day
cong suat thap theo mo hinh nhu hinh v& bén trén. M6 hinh bao gém céc thanh phan
chtrc nang chinh sau:

a. Cac thiét bi Sensor Node: Cac dau do cam bién nhiét do, do am, ap suat, anh

sang, tir trudng, 4m thanh. ... Cac dau do nay co chirc ning do cac thong sb giam sat
moi trudng nhu: nhiét 4o, do am, anh sang, ap suat khi quyén, gia téc...Sau d6 trao
d6i va guri cac dix liéu nay vé cho thiét bi Gateway qua giao thic 6LOWPAN.

b. Thiét bi Gateway: Thuc hién cac nhiém vu:

e Phét va duy tri mang khéng day céng suat thap.

e Thu thap, trao d6i dir lieu va quan ly cac Sensor Node qua giao thirc
6LOWPAN va mdi truong khdng day cong suit thip. Sau do, thiét bj
gateway sé& guri cac dit liéu thu thap duoc (céc théng s : nhiét do, do am, anh
séng, ap suat, thdng tin vé cac Sensor Node..) dén cac IoT Platform Server dé
hién thi.

e Thuc hién viéc chuyén tiép dir liéu gitta mo trudong IP thong thudng va mo
truong 6LOWPAN.
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c. 10T Platform Server:La may cha hé théng cho phép thu thap va hién thi cac dix

liéu v& nhiét do, d6 am, anh sang, p suat...theo tirng Sensor Node 1D. Trong md

hinh thir nghiém nay, em sur dung 10T Watson Platform cta hang IBM, day la mét

trong nhitng nén tang 10T noi tiéng nhat hién nay, cho phép tich hop, theo dbi, hién

thi cac thdng tin cac Sensor guri vé theo Sensor ID.

3.1.3 Danh sach thiét bj thi nghigm

Bing 3.1: Danh s&ch thiét bi thir nghiém

STT

Thiét b

Chiing loai

Hang san
Xuat

Théng sé thiét bj

1

Sensor
Node

Sensor Tag
CC2650

Texas
Instrument

HO trg nhiéu loai cam
bién cong suat thap
khéac nhau:anh sang,
am thanh, tr truong,
d6 am, ap suét, gia
toc, dao dong hoi
chuyén, nhiét do. ..
Cong suat thap: tiéu
thy it ndng luong, st
dung cac pin c6 tudi
tho cao.

Str dung chip hi¢u
suat cao ARM Cortex
M3 (CC2650)

Két ndi dam may:

o Co thé truy
cap vao diéu
khién céc
Sensor Tag tu
bat ki dau.

o Tich hOp dé
dang véi cac
ung dung di
dong.

o HO trg cac
giao thuc [oT:
ZigBee,
6LoWPAN...

Gateway

May tinh
Orange PI

Orange PI

Cai dat hé diéu hanh
Diet PI.
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« Cai dat phan mém
6lbr

« Két ndi voi Adapter
hd trg 6LOWPAN

o Dong vai tro thu thap
cac thong tin tur
Sensor Tag giri vé
qua moi truong
6LOWPAN va gtri
dén giao dién giam
sat.

3 Adapter « Adapter gilp
Gateway c6 thé giao
tiep voi moi truong

6LoWPAN.
4 loT IBM  Waston | IBM
Platform loT platform
Server

3.1.4 Trién khai théz nghiém

3.1.4.1 Thiét lap phan cing
Buwéc 1: Thiét 1ap Gateway

Tich hop thiét bi Adapter véi thiét bi Gateway bang cap micro USB, sau d6 két ndi
cap mang cho Gateway cd thé két ndi dén Internet. Cudi cling ta cap ngudn cho

Gateway hoat dong (ngudn 5 VDC):
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Hinh 3.2: Thiét lap thiét bi Gateway
Budc 2: Thiét lap Sensor Node

Thuc hién cap ngudn cho Sensor Tag. C6 thé duoc cap ngudn tir cong USB hoic
PIN CR2303 (200 mAh 3V):

e Néu cap ngudn cho Sensor Tag tir cong USB: Két ndi Sensor Tag véi day
microUSB dau con lai két néi véi ngudn 5VDC hoic cong USB tir PC.

e Néu cap ngudn cho Sensor Tag tir PIN: Mudn cap ngudn bang PIN cho
Sensor Tag phai thdo mach debug trén Sensor Tag ra, sau do lip PIN
CR2303 vao dé PIN.
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Hinh 3.3: Thiét lap thiét bi Sensor Node

3.1.4.2 Thiétlap phan mém
Buoc 1: Piang nhap vao giao dién cau hinh web cia Gateway

Sau khi d3 thiét 1ap phan cang va két ndi mang cho Gateway xong, ta cd thé
dang nhap vao giao dién cau hinh web cua Gateway thong qua dia chi IPv6 mic
dinh [ccee::100]. Néu giao dién cau hinh hién 1én nhu hinh duéi thi Gateway da
hoat dong binh thuong:
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P o - < R —
<« C | ® [bbbb:100]
52 Ung dung [ IBM Watson IoT Platf: === May tinh hp Z400 wo (@) HP Workstation Z600 3 CC2650 SensorTag U: € C library function - st [E] Altium Designer Com: R how to remove the in %9 z

6LBR
6Lowpan Border Router

Info Sensors RPL MNetwork Config Statistics Administration

: DietPi

1.4.x (Contiki 3.0)
Mode : RPL ROUTER
Uptime : 3h 19m 325
WSN

MAC: CSMA
RDC: br-rdc (0 Hz)
=

12:4b:0:5:af: 7118
212:4b00:5af: 7f18
fe80::212:4b00:Saf: 7f18

ress : 52:f9:49:ff:e8:45
s : bbbb::100
ress : fe80:: 509 40FF Ffff:eB845
s : 10.2.6.47

Hinh 3.410: Giao dién quan tri thiét bi Gateway

Budc 2: Kiém tra c4c thiét bi Sensor Node da dwoc tich hep vao Gateway

Trén giao dién quan tri caa Gateway, nhan vao muc “Sensors” dé xem danh
sach cac Sensor Node trong mang 6LOWPAN ma Gateway da quan 1i dugc.. Néu
Sensor Node cua ta xuat hién trong danh sach tic 1 giao tiép giira Sensor Node va

Gateway da thanh cong:

6LBR
6Lowpan Border Router

Info Sensors RPL Metwork Config Statistics Administration
Sensors Mode tree  PRR  Parent switch Hop count

Sensors

Sensors list

Up Down
PRR PRR

bf00::212:4b00:688:4489 [ TI web |coap |fe80::212:4b00:5af:7f18 | 100.0% | 0.5%

Node Type | Web | Coap | Parent

Actions

Reset all statistics

6LBR By CETIC [documentation)
This page sent 4 times (0.00 sec)

Hinh 3.5: Kiém tra danh sach thiét bi Sensor Node di tich hop trong Gateway
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Bwéc 3: Cau hinh két néi Internet cho Gateway

Dé kiém tra Gateway da két ndi Internet chua, ta nhan vao muc “Network”.
Ta c6 thé ciu hinh dia chi IPv6 tinh cho Gateway hoac cau hinh cho phép Gateway
nhan IPv6 DHCP.

Addresses

fega:1212:4b00:5af: 7¥18 P A
bbbb::1a@ P M
bfea::212:4baa:caf: 718 P A
fega: 15afo49ff i ffff:e845 P A

Prefixes

bbbb:: A
fega::

IPo4

Address : 10.2.6.47
Metmask @ 255.255.255.0
Gateway : 10.2.6.1

Neighbors

[del] fes@::c@fo:49ff:feffi:e845 @:12:4b:@:5:af:7f:18 STALE
[del] bbbb::21cl:ebde:cc2f:e919 38:ea:a7::ff:ff:8a:f4:a8 DELAY
[del] fes@::212:4b2@:535:4489 @:9:0:2:8:8:8:8 INCOMPLETE
[del] fes@::fB66:17b2:5edb:d867 do:e7:eb:ffiffilered:35 STALE
[del] fes@::2cf9:5556:1e12:43db ba:2a:72:ffiffiflib8:d8 STALE
[del] fes@::9asf:eeff:fedS:6127 98:4freeff:fF:5:61:237 STALE

m =l i

Routes

[del] bfe@::212:4be@:688:4489/128 via fedd::212:4b0@ 6884489 F676 =
Default Routers

fegm: 1212:4b80 1 588 4489

Route info

bfea::/e4 (@) 18aes

bfes::212:4b@a:688: 4489%1026 (6) -» 184.172.124,189%1883 : 18880 (@) 297582
6LOWPAN Prefix contexts

B ! 3333:000a:2882: 2220

Hinh 3.6: Cau hinh cho phép Gateway nhan IPv6 DHCP
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Eth Network

IP configuration

Frefix : |bbbb::

Prefix length ; |64

Address autoconfiguration
on '® off

Manual address : |bbbb::100

Peer router © |2
IPG4

IPGE4 @

% on off
DHCP

on % off
Address : |10.2.6.47
MNetrnask : [266.266 2660
Gateway : (10.2.6.1

Hinh 3.7: Cau hinh dia chi IPv6 tinh cho Gateway

Buwdc 4: Hién thi thong tin trén 10T Platform Server

e Truy cap vao dia chi cua server IBM Waston IoT platform theo link :

https://quickstart.Internetofthings.ibmcloud.com/#/

e Chon “Iaccept 1BM's Terms of Use” va nhap ID cua Sensor Tag vao:
00124h884489

e An “Go” dé xem dir liéu ma Sensor Tag giri Ién server.

3.1.5 Két qud thei nghigm
Em d3 tién hanh thir nghiém theo ding mo hinh thir nghiém dé ra, két qua
thu duoc trén giao dién caa IoT Platform Server d hién thi dugc thong tin vé nhiét

d6 ma Sensor Node guri vé Gateway qua giao thac 6LOWPAN:


https://quickstart.internetofthings.ibmcloud.com/#/
http://www-03.ibm.com/software/sla/sladb.nsf/sla/sd-6588-01
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B Quickstart

No sign-up required to ses how easy it is to connect your device to Watson IoT Platform and view live sensor data

| 0465469749b0) | ® | ast message received at 15:10:43

046b469749b0 lotsensor.temp

251
25.000000000000004 (#——8——8—8—8— 88— % 4
24.900000000000002 \
24.300000000000004
24.700000000000003 -

248+
24 500000000000004 —
24.400000000000002
24.300000000000004 -
24.200000000000003 -

2414
24.000000000000004

23.800000000000002 7 T T T T T T T T T T T T T T T T T T T T T T T
15:00:43 16:10:05 15:10:27

Hinh 3.8: Két qua thir nghiém 6LoWPAN
Trong d6 thi giam sét bén trén, truc hoanh hién thi théng tin thoi gian (don vi
tinh dugc thé hién bang gidy); truc tung hién thi thdng s6 nhiét d6 méi truong can

giam sat (don vi tinh °C).

Nhiét d§ do dwoc (°C )
N ) D¢ chénh
STT Thoi gian do Theo Sensor |  Theo céch thii lech
cobng i
07.30 — 01/11/2019 24,1 24 0,1
14.30 — 02/11/2019 25 25 0,0
18.00 — 03/11/2019 24,2 24 0,2
16.00 — 04/11/2019 24,7 25 0,3
08.30 — 05/11/2019 24,3 24 0,3
07.30 — 06/11/2019 24,2 24 0,2
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7 15.00 — 07/11/2019 24,9 25 0,1
8 19.00 — 08/11/2019 24,3 24 0,3
9 08.45 — 09/11/2019 24,3 24 0,3
10 13.30 — 10/11/2019 25,2 25 0,2
11 10.00 — 11/11/2019 24,7 25 0,3
12 11.00 — 12/11/2019 24,8 25 0,2
13 15.30 — 13/11/2019 25,2 25 0,2
14 16.45 — 14/11/2019 24,9 25 0,1
15 19.45 - 15/11/2019 24 24 0,0

Bang 3.2: Két qua thir nghiém
Qua qua trinh thir nghiém, sau 15 lan do, chuong trinh chay 6n dinh, dung
nhu mo hinh di thiét ké. Ngoai ra con sir dung thiét bi “nhiét ké&” hién c6 trén thi
truong dé do thu cdng cing thoi diém véi sensor cua hé thong thu dit lieu. Két qua
cho thay, tai cing mot thoi diém, cac két qua do bang sensor so voéi thiét bi “nhiét

ké” co do léch nam trong khoang [0,1;0,3].

3.1.6 Két lugn, ddnh gid

Qua trinh thir nghiém cho thay, viéc trién khai ki thuat IPv6 cho mang khong
day cong suat thiap (6LoWPAN) la hoan toan kha thi, c¢6 thé 4p dung trong thyc té.
Trong mé hinh thtr nghiém néu trén, cac Sensor Node mic di cong suat rat han ché
(str dung PIN CR 2303 c6 cdng suat 200 mAh, 3V) van c6 thé giao tiép duoc véi
thiét bi Gateway qua mai truong khong day. Cac thiét bi nay déu st dung dia chi
IPv6 dé két ndi (viing mang c00:212:4b00::/48).

Két qua thir nghiém cho thay da thuc hién duoc viéc do dac, giam séat cac
thong s6 méi truong nhu: nhiét do, do am, anh sang, &p suit...theo thoi gian thuc,
thu thap théng tin va hién thi tap trung tai IoT platform Server. Nhu vay, ta hoan

toan c6 thé ng dung ki thuat 6LoWPAN vio cong tac giam sat mdi trudng tai cac
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phong may chu, trung tam dit liéu. Qua qua trinh tim kiém san pham, giai phap dé
tién hanh thar nghiém, nhém thuc hién nhan thayhién tai da c6 nhiéu hang nhu
Noolibee, Texas Instrument, WigWag, TCPi, Mbed, Libelium....dua ra cac san
pham, giai phap tng dung ki thuat 6LoWPAN vao linh vuc giam sat moi trudng.
Giai phap cua cac hang nay tuong ddi hoan chinh, bao gdm cac dau do nhiét do, do
am, ap suét, anh sang, tiéng dong, mac do tiéu thu niang luong, tir truong. ...duoc
tich hop théng qua thiét bi Gateway, sau d6 hién thi cac thong sé giam sat duoc tai
c4c may chu tap trung hoic qua cac tng dung di dong, phi hop vai trién khai tng

dung co s& ha ting cho cé4c toa nha, nha may, trung tam dir licu. ..

Két luan: Nhu vay, két qua thir nghiém da dat dugc cac muc tiéu dé ra.

3.2 Pé xuat ap dung tai B tw 1énh thi do

Hién tai, Bo tu 1énh thu d6 dang quan ly, van hanh khai thac mot trung tm
dir liéu 16N tai Ha Noi.Trung tdm dit liéu nay dong vai trod hét sic quan trong, chira
cac thiét bi mang, may cha, may tram, hé théng CNTT...nham lwu trit théng tin,
cung cap cac (ng dung quan trong cua bo TLTD. Pé dam bao cac hé thong ki thuat
trén hoat dong lién tuc, 6n dinh; viéc giam sat moi trudng, gidam sat ha tang tai céc
phong may cha theo thoi gian thuc dong mot vai trd hét sac quan trong. Hién tai, bo
TLTP dang st dung c4c hé thong giam sat ha tang tap trung cia mot sé6 hang noi

tiéng. Céc giai phap nay van ton tai mot s6 van dé sau:

e Viéc trién khai, mo rong cac hé thong giam sat ndy tuong ddi mat thoi gian
do két ndi tir cac dau cam bién dén céc hé thong quan tri tap trung hoan toan
bing day dan.

e Tu h¢ thong quan tri tap trung, chua giam sat duoc t6i tan timg dau do ma
phai thdng qua cac b trung gian.

e Viéc bé tri, di chuyén cac dau do tir vi tri nay dén vi tri khac chua linh hoat
do phu thudc vao két ndi day dan.

e Kho khan trong viéc giam sat, theo ddi tir xa qua Internet hoac qua trng dung

di dong.
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e Chua giam sat duoc tip trung méi trudng, ha tang tai cac tat ca cac phong

may chu hoac gidm sat chéo gitra cac phong may cha véi nhau.

Pau do
nhiét do/ddo dm

1
!
Loa canh bao
Thiét bj giam sat

Peén canh bao

- Web
- Phan mém gidm sat
nhiét d6 PMC

172.16.0.1

Hinh 3.9: Giai phap giam sat méi trwdng, ha ting hién dang sir dung

3.2.1 MBb hinh dé xuit

Giao thuc 6LoWPAN duoc st dung trong moi truong mang khdng day céng
suit thap, bao gom céc thiét bi/vat thé co kich thudc va cong suat han ché két ndi
qua moi truong khong day. 6LoWPAN dac biét hi¢u qua khi mang khong day cong
suit thap c6 sé luong phan tir 16n. Tuy nhién, dé c6 thé st dung 6LoWPAN doi hoi
tat ca cac vat thé két ndi trong mang phai hd tro giao thirc nay.

Trén co so két qua thir nghiém, em d& xuat md hinh trién khai @ng dung ki
thuat 6LoOWPAN vao giam sat méi truong, ha tang trong cac trung tam dir liéu cua
Bo tu 1énh thu d6. Vé co ban, tdi thiéu cac théng sb moi trudng, ha ting can giam
sét tai cac trung tam di liéu bao gom:

e Nhiét d6: Cac may chu lubn can duogc duy tri hoat dong ¢ dai nhiét nhat dinh
dé tang tudi tho. Thong thudng, cac hé thdng 1am mét s& thdi khi nong do cac

may chu, thiét bi sinh ra trong qué trinh hoat dong tir mat trudc ta rack ra
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mit sau ta rack hoic nguoc lai. Do d6, can thiét phai giam sat nhiét ¢ dong
thoi tai mat trudc va mat sau ta rack nham phat hién kip thoi cac hién tuong
bit thuong.

e Do am: Hién tai, cic phong may chii caa Trung Tam dang sir dung céc hé
théng 1am mét bang nudc. Trong qué trinh hoat dong, hé thong 1am mat co
thé gay ro ri nuéc dudi san gia, néu khdng phat hién kip thoi s& rat nguy
hiém. Do vay, can thiét phai giam sat do am tai cac tu rack, dac biét 1a dudi
san gia lién tuc 24/24.

e Muc tiéu thu ning luong: tai mdi ti rack thuong c6 2 thanh phan phéi nguon
(PDU) két ni théng qua 2 thiét bi UPS khéac nhau. Viéc giam sat mac cong
suat tiéu thu tai ting thanh PDU Ia hét sac quan trong nham phat hién kip

thoi cac hién tuong sut ngudn, mat ngudn hoic phuc vu can tai.



49

Mobile o7 Platform Server TRUNG TAM DU LIEU
Applcation BO TU LENH THU O

May tinh GS cua
can b khai thac

Sensor nhiét {13 Sensor nhigt g Sen: idt 19 nsor nhigt dj
(mit trude (mit sau) m (m3t sau)
6LoWPAN
Sensor nhigt 1
(mit trudc]
6LOWPA
ensor sudit nsor cong suit
tid) éu thy
in, in; (géin trén timg
PDU)
Sensor d§ 4m ‘
(dwi sin)

RACK THIET BI MANG RACK HE THONG LUU

TRU CSDL

RACK MAY CHU UNG
DUNG

Hinh 3.10: M6 hinh dé xuit giam sat méi trudng, ha tang tai cac PMC &p dung
6LoWPAN
Trong md hinh dé xuét trén, tai trung tam dix liéu s& co 1 thiét bi gateway két
ndi dén céc thiét bi Sensor Node dit tai tung tu rack thong qua 6LOWPAN.
Gateway nay s& gui dir liéu dén IoT Platform Server, cai dat phan mém quan Ii tap
trung cac Sensor Node. Tai NOC, may tinh cua cac can bo khai thac co thé truy cap
dén IoT Platform Server dé theo ddi, giam sat thong qua giao thtrc https. Bong thai,

ta ciing c6 thé gidm sét tir xa thong qua tng dung di dong duoc tich hop san.

3.2.2 Loi ich ciia mé hinh dé xudt

Viéc trién khai, tng dung 6LOWPAN vao cong tic giam sat moi truong, ha

tang PMC mang lai céc loi ich sau:
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e Trién khai nhanh chéng: khong can phai di cap mang, day dan, dé dang tich
hop cac dau do vao thiét bi quan tri tap trung qua dia chi IP.
e Tir hé thdng quan tri tap trung co thé giam sat truc tiép dén timg dau do qua
dia chi IPv6 cua no.
e Hoat dong 6n dinh.
e Linh hoat, c6 thé di chuyén vi tri cac dau do khi can thiét.
e Cho phép tich hop thiét bi dau cudi cua nhiéu hang khac nhau trén 1 nén tang
da dugc chuan hda sir dung giao thirc 6LOWPAN.
e Cho phép giam sat méi truong, ha tang PMC tir xa qua mang Internet véi
giao dién web hoac tng dung di dong.
L trinh trién khai
Dé c6 thé trién khai mo hinh dé xuat, em xay dung 16 trinh trién khai gom 3
giai doan nhu sau:
Giai doan 1 (2019): Chuan bi
- Nghién cau cong nghé, giai phap va xay dung ké hoach, thuc hién dao tao,
nghién ctu, trang bi kién thirc chuyén sau vé 6LoWPAN.
- Lam viéc vai cac hang san xuat thiét bi, thir nghiém, so sanh cac giai phap
6LOWPAN. Théng nhat chon lra mé hinh, giai phéap, pham vi trién khai phu hop
VNNIC.

- Binh hudng danh muc thiét bi dau tu phu hop véi md hinh thiét ké.

Giai doan 2 (2020): Pau tu thiét bi
Pau tu, nang cidp phan cang, phan mém sin sang trién khai ddng bo mé hinh

6LOWPAN tai ca&c PMC. Céac nhiém vu chinh can thyc hién & giai doan nay Ia:

- Pau tu cac thiét bi Sensor Node, cac thiét bi Gateway phu hop.
- Pau tu nén tang loT Platform va may chu dé cai dat.

- Pau tu tng dung di dong giam sat moi trudng, ha ting PMC.
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Giai doan 3 (2020): Trién khai

- Trién khai dong bo céc thiét bi, phan mém theo mé hinh di théng nhit cho
trung tam di liéu, danh gia két qua trién khai.

Két luan:

Nhu vay, sau khi nghién ctu ly thuyét va tién hanh ther nghiém, em da xay
dung mot mé hinh dé xuit ung dung 6LOWPAN trong cdng tac quan ly, giam sat
moi truong trung tdm dir liéu caa bo tu 1énh tha d6. M6 hinh nay hoan toan kha thi,

mang lai hiéu qua cao, gilp giai quyét cac van dén dang ton tai.
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KET LUAN VA KIEN NGHI

Bam theo cac ndi dung ding ky cia dé cuong luan van, em di thuc hién

nghién curu, xay dung va trién khai hoan chinh luén van theo cac noi dung:

e Nghién ctru céc van dé tong quan, phan tich danh gia hién trang va
nhu cau trién khai IPv6 cho mang khong day cong suét thap.

o Nghién ctru ki thuét trién khai IPv6 cho mang khong day cong suit
thap.

e  Trién khai tha nghiém ki thuat IPv6 cho mang khong day cong suat

thap, dé xuat ap dung giam sat moi truong, ha tang tai cactrung tam dir liéu.

Trong ndi dung nghién ciru khong tranh khoi nhitng thiéu sot, em rat mong

nhan duoc su gop ¥ cta hoi dong .

Tran trong cam on!
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