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MO PAU

1.1 Li do chon dé tai

Cung véi su phat trién caa cdng nghé thdng tin va truyén théng, mang may
tinh dang trd thanh mot phuong tién diéu hanh thiét yéu trong moi linh vuc hoat
dong cua xa hoi. Viéc trao do6i thong tin va dit liéu trong moi trudng mang ngay
cang tro nén pho bién va dang dan thay thé cac phuong thic truyén tin truc tiép.
Khi ngay cang nhiéu thong tin duoc trao doi thi nhu cau vé bao mat thong tin 1a
mot van dé dit ra cho nhiéu nganh, linh vuc va nhiéu qudc gia...Dé bao vé cac
thong tin khoi su truy cap trai phép can phai kiém soat dugc nhitng van dé nhu:
thong tin dwocC tao ra, luu trir va truy nhdp nhw thé ndo, ¢ dau, b4i ai va vao thoi
diém ndo. Giai quyét cac van dé trén, ky thuat mat ma hién dai phai dam bao céac
dich vu an toan co ban: (1) bi mat (Confidential); (2) x&c thuc (Authentication);

(3) dam bao tinh toan ven (Integrity).

Hé mat ma ra doi nham dam bao cac dich vu an toan co ban trén nhu: hé
mat méa véi khoa sé hitu riéng (Private Key Cryptosystems),hé ma véi khoa bi
mat (Secret Key Cryptosystems), hé mi truyén thdng (Conventional
Cryptosystems) déu 1a nhitng hé mat ma str dung mé khoa doi xang; hé mat ma
véi khoda cong khai. Hé mat mé vai khoa cong khai cho phép nguoi s dung
trao d6i cac thdng tin mat ma khong can phai trao d6i cac khda chung bi mat
trude d6; mat ma hoa khoa cong khai duoc thiét ké sao cho khda st dung trong
qua trinh ma hoa khac biét vai khoa stir dung trong qua trinh giai ma; khoéa sur
dung dung dé ma hoa va nguoc lai, tc 12 hai khda ndy ¢ quan hé véi nhau vé
mit todn hoc nhung khong thé suy dién duoc ra nhau. Mot trong nhiing thuat
toan mé khoa cong khai duoc phét trién dua trén Hé mat ma ElGamal cho phép

giai quyét tot cac yéu cau bao mat thong tin thuc hién dong thoi viéc xac thuc



vé ngudn géc va tinh toan ven cua thdng tin.Luin van sé trinh bay vé hé mat

ma két hop ma Affine va hé mat ma ElGamal.
1.2 Muc tiéu nghién ctru

Muc tiéu nghién ctru: Tim hiéu hoat dong ctia hé mat ma khoa cong khai
su dung bién thé thuat toan ElGamal: Hé mit ma Affine —ElGamal. Panh gia
tinh bao mat thong tin, xac thuc vé ngudn goc thong tin, xac thuc vé tinh toan

ven ctia thong tin ctia hé thong
1.3 Poi twong va pham vi nghién ciru
Péi tuong nghién ciru :
- Tim hiéu h¢ mat ma Affine ~EIGamal.
- Xay dung hé mat bién thé Affine —ElIGamal sir dung Diffic- Hellman.
Pham vi nghién ctru : dé tai nghién ctru va danh gia hiéu qua tinh an toan
cua hé mat Affine —ElGamal.
1.4 Phuong phap nghién ctru
Phuong phéap nghién cuou
* Phuong phép 1y thuyét
- Tim hiéu nghién ctru vé mat mé, co s& toan hoc ctia hé mat ma

- Tim hiéu bai toan logarithm ro1 rac va hé¢ mat ElGamal; thu tuc trao doi
khoa Diffic- Hellman; cac phuong phap che gidu dit liéu va cac diéu kién

Ilily dang va giao hoan cua cac hé mat

- Ly thuyét chung vé hé mat Affine tir d6 xay dung bién thé cua hé mat

Affine- EIGamal.
* Phuong phép thuc nghi¢m

- Xay dung hé mat ap dung giai thuat Affine- EIGamal



- Banh gia hiéu qua va tinh an toan ciia H¢ mat Affine- EIGamal.
1.5 Cau tric luan viin

Chuong 1 : Bai toan 16garith roi rac

Chuong 2: Xay dung hé mat Affine — EIGamal

Chuong 3: Panh gia h¢ mat ma Affine- EIGamal



CHUONG 1: BAI TOAN LOGARIT ROl RAC

1.1 Téng quan mat ma hec

Mat ma hoa khoa cong khai 1a mét dang mat ma hoa cho phép nguoi st
dung trao d6i cac thong tin mat ma khong can phai trao d6i cac khoa chung bi
mat trudc do, duoc thuc hién béng cach st dung mdt cdp khda co6 quan hé toan
hoc véi nhau 1a khoa cong khai va khoa ¢4 nhan (hay khoa bi mat). Trong mat
ma hoa khoa cong khai, khoa cd nhan phai dugce gilr bi mat trong khi khéa cong
khai dugc pho bién cong khai. Trong 2 khoa, mot dung dé ma héa va khoa con
lai diing d¢ giai ma. Piéu quan trong ddi voi hé thong 14 khong thé tim ra khoa
bi mat néu chi biét khéa cong khai. Hé thong mat ma héa khoa cong khai co
thé st dung v61 cac muc dich: Ma hoa; Tao chir ky s6; Thoa thuan khoa, cho
phép thiét 1ap khoa dung dé trao doi thong tin mat gitta 2 bén. Céac k¥ thuat mat
mi hoa khoa cong khai doi hoi khéi luong tinh toan nhiéu hon cac k¥ thuat ma
hoa khoa ddi ximg nhung c6 nhiéu wu diém nén dugc ap dung trong nhiéu Gmg
dung.
Hé mit mi dwoc dinh nghia 13 mét bd nim thanh phan (P, C, K, E, D),

thoa méan cac tinh chat sau:
- P (Plaintext) : Tap hop hitu han cac ban ré c6 thé chua dugc ma hoa
- C (Ciphertext): Tap hop hitu han cac ban rd cd thé di ma hoa.
- K (Key): Tap hop cac ban khoa ma hoa, khoa giai ma co thé.
- E (Encrytion): Tap hop cé4c qui tic ma hoa co thé.
- D (Decrytion): Tap hop cé4c qui tic giai ma co thé.

Qué4 trinh m3 hoa dugc tién hanh bang cach ap dung ham toan hoc E Ién
thdng tin P, vén duoc biéu dién dudi dang so, dé tré thanh thong tin d ma hoa C.

Péi vai mdi k € K c6 mot quy tic ma e, € E



e. P—C

Qua trinh giai ma duoc tién hanh nguoc lai: 4p dung ham D 1én thong tin

C dé duoc thong tin da giai ma. Mot quy tac giai ma tuong tng dy € D

di«: C— P saocho dk(ex()) x=xvoi ¥x eP.

Keyla Keylks
Plaintext ':P."” E Ciphertext () N D | Plaintext ':P."r
| ‘ |
C=Ek(P)

Hinh 1.1: Qua trinh ma hoé va giai ma

- Tham ma (pha m&): La tim nhitng diém yéu hoic khéng an toan trong
phuong thirc mat md hda. Tham ma cé thé duogc thuc hién bai nhitng ké tan
cong, nham 1am hong hé théng; hoac boi nhitng nguoi thiét ké ra hé thong (hoac
nhitng ngudi khac) voi ¥ dinh danh gia d6 an toan cua hé théng. Tham ma tuyén
tinh va Tham ma vi phan 1a cac phuong phap chung cho mat ma hoa khoa doi
xang. Khi mat ma hoa dya vao cac van dé toan hoc nhu do kho NP, gidng nhu
trong trudng hop cua thuat toan khoa bat doi xing, cac thuat toan nhu phan tich
ra thira s6 nguyén t6 tré thanh cong cu tiém nang cho tham ma.
Phan loai hé mat :

- Hé mat ma bi mat (hay con goi 1a mat ma d6i xtng): La nhitng hé mat
ma qua trinh ma hda va giai mad mét thong diép st dung cung mot khoa goi la
khoa bi mat (secret key) hay khoa dbi xting (symmetric key). Do d6, van dé

bao mat thong tin d@ ma hoa hoan toan phu thudc vao viéc gitr bi mat noi dung


https://vi.wikipedia.org/w/index.php?title=Th%C3%A1m_m%C3%A3_tuy%E1%BA%BFn_t%C3%ADnh&action=edit&redlink=1
https://vi.wikipedia.org/w/index.php?title=Th%C3%A1m_m%C3%A3_tuy%E1%BA%BFn_t%C3%ADnh&action=edit&redlink=1
https://vi.wikipedia.org/w/index.php?title=Th%C3%A1m_m%C3%A3_vi_ph%C3%A2n&action=edit&redlink=1
https://vi.wikipedia.org/wiki/Thu%E1%BA%ADt_to%C3%A1n_kh%C3%B3a_%C4%91%E1%BB%91i_x%E1%BB%A9ng
https://vi.wikipedia.org/wiki/Thu%E1%BA%ADt_to%C3%A1n_kh%C3%B3a_%C4%91%E1%BB%91i_x%E1%BB%A9ng
https://vi.wikipedia.org/w/index.php?title=V%E1%BA%A5n_%C4%91%E1%BB%81_to%C3%A1n_h%E1%BB%8Dc&action=edit&redlink=1
https://vi.wikipedia.org/w/index.php?title=%C4%90%E1%BB%99_kh%C3%B3_NP&action=edit&redlink=1
https://vi.wikipedia.org/w/index.php?title=Thu%E1%BA%ADt_to%C3%A1n_kh%C3%B3a_b%E1%BA%A5t_%C4%91%E1%BB%91i_x%E1%BB%A9ng&action=edit&redlink=1
https://vi.wikipedia.org/w/index.php?title=Ph%C3%A2n_t%C3%ADch_ra_th%E1%BB%ABa_s%E1%BB%91_nguy%C3%AAn_t%E1%BB%91&action=edit&redlink=1
https://vi.wikipedia.org/w/index.php?title=Ph%C3%A2n_t%C3%ADch_ra_th%E1%BB%ABa_s%E1%BB%91_nguy%C3%AAn_t%E1%BB%91&action=edit&redlink=1

ciia ma khoa di dugc st dung. Mot sé thuat toan ndi tiéng trong ma hoa ddi
xung la: DES, Triple DES(3DES), RC4, AES...

Thong diép ngudn dugc ma hoa véi ma khoa k duoc théng nhét truéc
gitra nguoi giri A va ngudi nhan B. Nguoi A s& str dung ma khoa k ¢é ma hoa
thong diép x thanh thong diép y va guri y cho nguodi B nguoi B sé st dung ma
khoa k dé giai ma thong diép y nay. Van dé an toan bao mat thong tin dugc ma
h6a phu thudc vao viéc giit bi mat noi dung ma khoa k. Néu ngudi C biét duoc

ma khoa k thi C c6 thé “m¢ khoa” thong diép di dugc ma hoa ma ngudi A gui

cho nguoi B.
'/7 Same key \‘
2 )
Plain | Encrypted ‘ Plain
Text Text Text

Hinh 1.2: M& ho& Sir dung khda cdng khai P

- Hé mat ma khoa cong khai (hay con goi 1a mat ma bat dbi xing): Néu
nhu van dé kho khin dit ra ddi véi cac phuong phap ma héa o dién chinh la
bai toan trao doi ma khoa thi nguoc lai, cic phuwong phap mi hoéa khoa cong
cong giup cho viéc trao d6i ma khoa tré nén dé dang hon. Noi dung cua khoa
cdng cong (public key) khéng can phai giit bi mat nhu di véi khda bi mat trong
cac phuong phap ma hoa quy udc. Sir dung khoda cong cong, ching ta co thé
thiét 1ap mot quy trinh an toan dé truy doi khéa bi mat dugc sir dung trong hé

théng ma héa quy udc.



Cac hé mat nay dung mot khoa dé ma hoa sau d6 ding mot khoa khac dé
giai mi, nghia 13 khoa dé ma hod va giai ma la khac nhau. Cac khoa nay tao
nén tirng cap chuyén doi nguoc nhau va khdng c6 khoa nao cé thé suy duoc tir
khoa kia. Khoa dung dé ma hoa co thé cong khai nhung khoa dung dé giai ma
phai gitr bi mat. Do d6 trong thuét toan nay c6 2 loai khoa: Khoa d¢é ma hoa
duoc goi 1a khoa cong khai (Public Key), khoa dé giai ma duoc goi 1a khoa bi
mat (Private Key). Mot s6 thuat toan ma hoé cong khai ndi tiéng: Diffle-
Hellman, RSA, Rabin, EIGamal,...

Trong m6 hinh mat ma ¢ dién ma cho téi nay van con dang duoc nghién
ctru Alice (nguoi gui) va Bob( nguoi nhan) bang cach chon mot khoa bi mat K.
Sau d6 Alice dung khoa K dé ma hoa theo luat ex va Bod dung khoa K d6 dé
giai ma theo luat giai dx. Trong hé mat nay, dx hoic e hoic dé dang nhan duoc
tur nO vi qué trinh giai ma hoan toan tuong ty nhu qua trinh ma hoa, nhung thu
tuc khoa thi nguoc lai. Nhuogc diém [6n cua hé mat nay 1a néu ta dé 16 ey thi 1am
cho hé théng mat an toan, chinh vi vay ching ta phai tao cho cac hé mat nay
mot kénh an toan ma kinh phi dé tao kénh an toan khéng ré. Y tuang xay dung
mot hé mat khoa cong khai 1a tim mot hé mat ¢6 kha ning tinh toan dé xac dinh
d« néu biét dugc e. Néu thuc hién dugce nhu vay thi quy tic ma e c6 thé duoc
cong khai bang céch céng b né trong danh ba, va khi Alice (ngudi gui) hoac
bat cir mot ai d6 mudbn gui mot ban tin cho Bob (ngudi nhan) thi nguoi do
khong phai thong tin trudc véi Bob ( ngudi nhan) vé khda mat, ma ngudi gui
s& ma hoa ban tin bang cach dung luat ma céng khai ex. Khi ban tin nay duoc
chuyén cho Bob (ngudi nhan) thi chi cé duy nhat Bob méi cé thé giai dugc ban

tin nay bang cach sir dung luat giai ma bi mat d.

QuA4 trinh nay dugc mo ta trong hinh



Bob

Hello o Emcrypt"@)—LnJJ

Alice!
* Alice's
public key
6EB6957
08EO3CE

Alice
v

Hello | . [ecrypt ‘/h

Alice! Alice's
private key

Hinh 1.3: Ma hoa va giai ma thong diép sir dung khda riéng ciia ngwai nhan

- H¢ ElGamal 1a mot hé mat ma cong khai.
- Hé ElGamal duya trén bai toan logarithm roi rac. Tinh an toan cua né phu
thudc vao do phuc tap cua bai toan logarithm.
- Hé ElGamal 1a 1 bién thé ctia so dd phan phdi khoa Diffie — Hellmal, duoc
dua ra nam 1984.
- S0 v6i RSA, hé ElGamal khong c6 nhiéu ric rdi van dé ban quyén sir dung.
1.2 Giéi thi¢u bai toan Logarit roi rac

Bai toan Ldgarith roi rac 1a su két ndi cua phép tinh 16garith trén truong
s6 thuc vao cac nhom hitu han. Véi hai sb thuc x,y va co sb a>0, a#0, néu a* —
y =0 thi x duoc goi 14 logarith co s a cua y, ky hiéu x = logay. Logarith roi rac

c6 ng dung trong hé mat ma khoa cong khai Hé mat ma Elgamal.



Bai toan l6garith roi rac 1a bai toan kho. Trong khi bai toan nguoc liy

thira roi rac lai khdng kho (co thé sir dung thuat toan binh phuong va nhan).
1.2.1 Bai toan Logarit trén trwong sé thuc R:
Mot sé tinh chét caa ham logarit.
1. logs1=0; logsa=1
2. logsa"=n; glogan _

3. logsib.c)=logsb+iogsc

b

4. logqg, (—) = logah — logae
.

5 log,b" = nlog, |b|

1

B loge-b = —logy,b
7
1

O il

7 Aog.h =

8. logsb=logsc.log:bH

log

Aoguh =

Lo

{0t

e Bai toan thuan: Ham sé y =a* véi a,x € R viéc tinh toan ham mii nay
c6 thé duoc thuc hién d& dang bang thuat toan nhan va binh phuong.

e Bai toan nguwoc: phép tinh nguoc ctia ham mi chinh la ham logarit
y = loga X , Viéc tinh toan ham nguoc logarit nay khé khian hon nhiéu so vai
ham thuan. Tuy nhién, ca hai phép mii va logarit déu 1a cac ham dong bién cho

nén cd thé xac dinh gia tri twong d6i ctia ham logarit nhu hinh dudi day



10

y = log,x

Hinh 1.4: P6 thi ham sé y=a* vay = logax
1.2.2 Bai toan Logarit trén truong hizu hgn:

Xét véGi vanh da thirc Z,"véi p 12 s6 nguyén té thi theo dinh Iy néu p
1 nguyén té thi ¢ p 1a mot truong ( ¢ p = GF(2) ).

Tap tat ca cac phan ta khac khdng cua truong s& tao nén mot nhém
nhan xyclic ¢ *p .

¢*p:¢p /{0}2{1,2,,p —1}
e Bai toan thugn: y =a*mod p, (a,x €¢"p)
Vidu: Xét p =19,a = 2 ta co cac gia tri y = a*nhu trong bang dudi day

Bang 1.1: Cac gia tri caa 'y = 2*mod 19 trén ¢"g

11234 |5 |6|7 8|9 |10 |11 |12 |13 |14 |15 |16 |17 |18

2/418|16|13|7(14|9|18 17 |15 |11 (3 |6 |12 |5 |10 |1
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Chuy:
+ Néu a la mot phan tir nguyén thuay thi a* sé di qua tat ca cac phan tir
cua nhém.

+ Néu a 1 phan tir nguyén thay thi a' ciing 13 nguyén thuy véi (i,p-1)= 1(

p 14 s6 nguyén td).
Trong vi duy trén cac gia tri cua i thoa man (i,18)=1 lai = (1,5,7,11,13,17). S6
lugng cac gia tri cua i bang gia tri ham ¢(p -1).
Ni = ¢o(p-1) = ¢(18)=6
Céch tinh ham Phi-Euler ¢ nhu sau:
o(1)= 1, va p(n) = (p-1)p** véi n 1a lity thira bac k cia s6 nguyén té p; néu m
va n |a hai sé nguyén té cuing nhau thi o(mn)= @(m).e(n)
Néun =p;* . pX trong do cac p; 1a cac s6 nguyén t6 phan biét thi
¢(n) = (p- 1pd9 .. (pr- Dpis™
o =n[Ja-)
p

pin
Nhu vay trong nhdm ¢4 ¢4 6 phan tir nguyén thuay:
2=21:13=25;14=27;15=21:3=213: 10 = 2V
Cac phan tir nguyén thay nay tao thanh cac cap nghich dao nhu sau:
(2,10) & 2 = 101
(13,3) & 13 = 31
(14,15) & 14 = 15
+ Bai toan ngugc: y = logax , (a,X € ¢7,)

Tu bang trén ta tinh duoc gia tri ham logzx nhu sau
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Bang 1.2 . Gia tri log2x(mod 19) trén ¢*19

X 1 3 |4 |5 1|6 (7 8|9 (10/11|12|13|14|15|16|17 18
2% 2 8 |16 |13 |7 |14|9/18|17|15|11|3 |6 |12|5 101
logox | 18 132 |16|14 /6 (3|8 |17|12|15|5 |7 |11|4 |10|9

Vi 218=1 nén log,1 = 18

Mot sb tinh chat caa ham 18garit roi rac a

+y = logabc = (log.b + log.c) mod p - 1

ty= Iogagz (logab - logac) mod p-1

+10g.2x = - logax = p — 1 — logax

+10g.l =0=p-1(coi 0=p-1)

Nhdn xét: Tur hai bang trén ta thay hai ham thuan va nguoc déu khdng

phai 1a ham dong bién, khi biét bai toan thuan thi méi tim dugc bai toan nguoc.

Do d6 viéc giai bai toan nguoc gidng bai toan vét can, phai thir lan luot cac

treong hop.

Viéc xac dinh logarit cia mot phan tir bat Ky trong trudng hop 12 bai toan

khé giai.

Bai toan thugn:

Cho ¢*,vai p 1as6 nguyén td, a 1a mot phan tir nguyén thiy o €¢%,

Yéu cau tim y = logax Véi a, x €¢7,.

Nhan xét: VX e ¢

- Bai toan cd nghiém khi « & phan tir nguyén thuy.

- Bai toan cd thé khong cd nghiém khi « 12 phan tir bat ky.
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Vi du: Véi truong hop p = 19 ta da tinh duoc 6 phan tir nguyén thuy nhu trong

hinh 1.2 ta s& di tim bai toan 16garith roi rac véi co s6 6 phan tir nguyén thuy

nay.

l6garith véi co sb 1a cac cap sb nghich dao.

Tuy nhién ta c6 thé ap dung tinh chat caa ham I6garith roi rac dé tinh

logaix = - logax = p — 1 — logax, hay logax + logax =p -1

Tuc 14 (2,10) 1a cap s6 nghich dao, khi d6 logix = p — 1 — logox = 18 — logax.

Tuong ty (13,3) va (14,15) la cac cap nghich dao nén logsx = 18 — logisx va

|Ogl5X =18- |Ogl4X

Véi quy tac nhu thé c6 thé tinh duoc cac gid tri 16garit nhu trong bang 1.3

Bang 1.3. Bai toan logarit roi rac trén ¢

X 112 |3 |4 |5 1|6 (7|8 |9 (10/11|12|13|14|15|16|17 |18
2% 2 |4 |8 (16|13|7 |14|9 |18|17|15|11 3 |6 |12|5 |10|1
logox (181 |13|2 |16/14|/6 (3 |8 |17|12|15/5 |7 |11|4 |10]|9
logiox |18 |17|5 |16|2 |4 |(12|15|10|1 |6 |3 |13|11|7 |[14|8 |9
13% 1317|1214 |14)11 /1016|186 |2 |7 |15|5 (8 |9 |3 |1
logisx |18 {11174 |14/10|12|15|16|7 (6 |3 |1 |5 |13|8 |2 |9
logsx |18 |7 |1 (144 |8 |6 |3 |2 |11|12|15/17|13|5 |10|16|9
14% 1416 |8 |17|10|7 |3 |4 |18|/5 |13|11(2 |9 |12|16|15|1
logi.x |18 137 |8 |10|2 (6 |3 |14|5 |12|15/11|1 |17|16|4 |9
logisx |18 |5 |11/10|8 |16(12|15|4 |13|6 |3 |7 |17|1 |2 |14|9
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C6 thé tinh 13* théng qua 2*, ta thay 13 = 2°do d6 13* = 2%, twong tu nhu
thé c6 thé tinh 14%= 27,
1.2.3 Thudt toan légarit roi rac
1.2.3.1 Mé dau
Phwong phap don dinh
Cho G 1a nhém nhan Abel, 8,b € G. Bai toan tim kiém nghiém cta phuwong

trinh

a“=b
goi la bai toan logarith roi rac trong nhdm G. Nghiém x cua phuong trinh goi
1a 16garith roi rac co sé a caa b, ky hiéu 1a log, b, néu nhu co sé a cb dinh va

néu nhu nghiém ciia phuong trinh ton tai; log,b ez, Néu nhu |G |< .

6l !
Bai toan ldgarit roi rac ¢d vai tro rat 16n trong tng dung caa mat ma. bic
biét quan trong trong trudng hop G=F(q)", véi q=p', p 1as6 nguyén té, 1 e N
, tirc 14 trong trudng Galois, ciing nhu trong truong hop G 1a mot nhém diém
cua duong cong Elliptic trong treong hitu han.
Chuing ta xem phuong trinh

a* =b(mod p) (3.1)

trong nhom Z,°, véi p 1a s6 nguyén t6. Ching ta gia sir rang bac caa a(mod p)
bdng p-1. Khi d6 phuong trinh giai dugc, va nghiém x 1a mot phan tir cua z,

. Trong phan nay chdng ta miéu ta phuwong phap don dinh dé xac dinh nghiém
caa (3.1).
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Néu vai su giup d& ciia phuong phap chon thi c6 thé giai phuong trinh (3.1)

can o(p) lénh sé hoc.

Nghiém log,b cta phuong trinh (3.1) c6 thé tim theo cong thuc sau
log,b=>"(1-a’')"b’(mod p-1),

thé nhung do phuc tap néu tinh theo cong thic nay thi sé téi hon cach lua chon.

Thuat toan tiép theo giai phuong trinh (3.1) c6 do phuc tap la O(p“?log p)

Iénh sé hoc.
Thuat toan twong hop.

Buéc 1. Gan H ::[p1’2]+1.

Buéc 2. Tim C=a" (mod p).
Bwéc 3. Lap bang gia tri ¢"(mod p)1<u<H , sip xép no.
Buwéc 4. Lap bang gia tri b.a’(mod p),0<v<H , sip xép nd.
Bwéc 5. Tim su tring nhau phan tir tir bang thir nhat va bang tht hai. Dé
lam diéu nay
¢’ =bh.a’(mod p),

tir day a™™ =b(mod p) .
Buwdc 6. Pua ra gia tri x = Hu—v(mod p —1).
Két thic thuat toan.

Chung ta chang minh su ding din cua thuat toan. Bat ky s6 nguyén X,

0<x<p-2, co thé biéu dién dudi dang X=Hu—-v(mod p-1),
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O day 1<u<H,0<v<H, rd rang rang tap sé6 H,H-1,H-2,....H-H,2H,2H-

1,..., H?,H?-1,...,H? - H chia trong minh tap 6 0,1,...,p-2, bai vi H?>p.

Tir day din dén sy diing dan cua thuat toan. Panh gia do phic tap cua thuat

toan ciing rd rang ding, bai Vi tap tir N phan tir c6 thé sap xép
lénh sb hoc.
Phwong phap , - Pollaid d6i véi Bai toan ldgarith roi rac

Bai toan logarithm roi rac theo modulo 1a s6 nguyén té p.
giai phuong trinh
a* =b(mod p).
Dé lam viéc nay ching ta xem 3 day s6
uhivhiz}, i=o12...,
DPuoc xac dinh nhu sau:
U=V, =0, z,=1,
U, =, +1(mod p-1), néu nhu 0<z < p/3;
U, =2u,(mod p—1), néu nhu p/3<z <2/3p;
U, =u,(mod p-1), néu nhu 2/3p<z <p;
V.., =Vi(mod p—1), néu nhu 0<z < p/3;
V,,, =2v,(mod p-1), néu nhu p/3<z <2/3p;
V., =V, +1(mod p-1), néu nhu 2/3p<z <p;

z,,, =b"a"*(mod p-1).

Tiép theo ching ta xem tap hop (z,,U;,V, Z,;, Uy, Vy ), i=12,3

vi tri i, sao cho z =z, Tir dang thtrc cudi cung ta rit ra

can O(N log N)

Chuing ta muédn

..., chung ta tim



17

bUZi_ui = aVi —Vai (mOd p) -

Néu nhu ged(u,, —u,, p—1) =1, thi khi | € Z,1(u, —u,) =1(mod p —1) ching ta

thu duoc
b=a'"""*)(mod p),
tir dy gia tri X can tim bang log,b=1(v, —v,)(mod p -1).
Cha thich: Thuat toan

1.2.3.2 Thuat toan Pohlig-Hellman

Bay gio gia sir ching ta biét dugc su phan tich thanh nhan ti: caa p-1 ra thira

s6
p-1=]]a"
i=1

Luc nay phuong trinh (5.1) ¢6 thé giai can O(i“i (logp + qi)) lénh sb hoc V6i

i
su giup d& cua thuat toan sau.

Thuat toan Pohlig-Hellman

Ban chat cua thuat toan nam ¢ chd, tim s6 lugng di 16n phwong trinh x theo
modulo g“ véi tat ca i, sau d6 tim nghiém cuia phuong trinh ban dau bang dinh
ly phan du trung hoa. Bé tim x theo mét trong cic modulo nhu thé, ching ta
phai giai dong du thuc

p-1 p-1

(a™ )*=(a"" )(mod p)
Phuong trinh nay giai dugc vai do phic tap thoi gian 1a da thirc trong truong
hop néu nhu g khéng qua Ion (c6 nghia 1a khéng vuot qia (log p)°, ¢ 1a mot

hang sé nao do).
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Budéc 1. Ddi vai ting s6 nguyén té q,q| p-1, ta lap bang gia tri
r,; =a®%(mod p), j=0,..,q-1.

Budéc 2. Ddi vai tiing s6 nguyén té g, g || p—1, chling ta tim log, b(modq®).

bat

x =log, b(modq®) = X, + Xq +...+ X, ,q* *(modqg”), V&I 0<x <q-1. LUC nay tu
(5.1) dan dén rang

p(P-D/a = axo(p—l)/q(mod p).

Vi su gitp do cua bang trong budc 1 ching ta tim ra x,.L0c nay ro rang ta

co
(ba*Xo)(pfl)/q2 = axl(p_l)/q(mod D).

Theo bang trong budc 1 ta tim ra gia tri cia x, va tiép tuc nhu thé. Gia tri

cua x dugc tim thay tir phuong trinh
(bafxofxqu"'fxiflqiil)(p*l)/qnl — g% (P-D/a (mod p).

Buwéc 3. Khi tim log, b(modq“),i =1...,s, chung ta tim log, b(mod p—1) theo
dinh 1y phan du trung hoa.

Két thuic thuat toan

Ching ta ching minh danh gia do phtc tap cua thuat toan. Tap phan tir

a® % (mod p) can > O(log p) Iénh sb hoc. Sau d6 tap r, | d6i voi tatca g, j duogc

i=1

tinh toan can > 0(q;) 1énh s6 hoc. DE tim gid tri x trong budc 3 can nang bac(co

i=1
nghia tim a*" ), tim phan t& nghich d4o,nhan, nang bac va tién hanh theo

bang. Tat ca két hop lai 1a d6 phirc tap cua thuat toan duoc néu o trén.
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Chuy. Thuat toan Polug-Hellman c6 d6 phuc tap 1a da thirc O((log p)*) trong
truong hop khi tat ca cac udc nguyén té g, cia p khong vuot qué (log p)= , ¢ day

¢,,c,hang s6 duong.
1.2.3.3 Thuat toan Adleman

Téang 1. Hinh thanh co s& nhan tir, bao gom tit ca cac sé nguyén té q,
q < B — econst logploglogp

Tang 2. Bang cach chon luya chiing ta tim s tu nhién r, sao cho

a" =] Ja™ (mod p), g la s6 nguyén t6

q<B
Tur day dan dén

r = a,log, q(mod p—1). (3.3), g la s6 nguyén to

o

Tang 3. Chon s6 luong du 16n biéu thic (3.3), giai hé phuong trinh tuyén
tinh thu duoc (ng vai cac an log, g -logarith roi rac cua phan tir cia co sé nhan
tur.

Téng 4. Bang cach lya chon ching ta tim ra mot gi tri caa r, sao cho

a"-b=[]a"” - p,...p(mod p),

q<B
& day p,,...p,- 1a cac sb nguyén té véi do 16n “trung binh”, co nghia

B< p < B1 Vé’l Bl _ econst logploglogp
] ]

Tang 5. Bang cach tinh toan twong ty nhu tang 2 va 3 cia thuat toan, tim ra

logarithm roi rac log, p,ddi véi cac sé nguyén té p,...., p, & tang 4.

Tang 6. Xac dinh gia tri can tim log, b

k
log,b=-r+> B,log,q+> log, p;(mod p-1).

q<B i=1
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Két thic thuat toan.
1.2.3.4 Thuat toan COS
Tang 1. it

H=[P"2]+1,3 =H? = p>0,L =e/PoPl09 o o <1
Hinh thanh tap hop

{q |q< Ll’z}u{H +c|0<c< Ll’z”},

g 1a s6 nguyén té.
TAng 2. Bang cach sang ching ta tim ¢ap ¢,,¢,sa0 cho 0<¢, < L% j=1,2

(H+c)(H +c,)= []a™ " (mod p)

qSL“Z

Trong trudng hop nay, bai vi J =0(p”?)nén

(H+c)(H+c,)=J +(c, +c¢,)H +cc,(mod p)
Logarit theo co sd a chiing ta thu dugc biéu thic sau

log, (H +¢) +log,(H +¢,) = > a,(c,.c,)log, q(mod p—1)

geL?
a ¢ thé tinh theo cong thuc

a= []a” (mod p)

qé L1/2
Tu day

1= ) B,log,q(mod p-1)

qSLllz

Tang 3. Trén tang 2 chiing ta tim duoc s6 lwgng du Ién phuong trinh, chiing

ta giai hé phuong trinh tuyén tinh thu dwoc va timra log,(H +c),log, q.
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Tang 4. Bé tim x, chung ta dwa ra gidi han méi L*. Bang cach chon ngau

nhién,chlng ta tim mot gia tri w, thoa man biéu thtc

a"b= [T a* []u™(mod p),q,u lasé nguyén o

q<L/? 2 oic1?

Trong biéu thirc ndy véi sy ¢6 mit caa s6 nguyén té mai 1a u c6 do 16n trung
binh.

Tang 5. Bing cach twong ty nhu tang 2 va 3 ching ta tim 16garith ciia mot

s6 s6 nguyén to u, u xuat hién trong tang 4.
Tang 6. Chlng ta tim dap s6

x=log,b=-w+ Y g,log,q+ > h,log,u(mod p-1)

q<L12 12 <u<t?

Thuat toan nay c6 do phuc tap 1a0(exp((logploglogp)!’?)) 1énh sé hoc.

1.2.3.5 Thuat toan LOGsmooth

Gia st g 1a s6 nguyén td, va 1a uéc cua p-1. Khi d6 tap nghiém cua phuong
trinh X =1 trong truong Zpgém cac phan tu Lc,c%,...,co ,VOi c = apT_l(mod p)
. Néu nhu cho s6 d va biét duoc rang n6 thoéa man diéu kién phuong trinh
X'9=1, thi c6 thé lya chon sb t sao cho d =c',0<t<q-1.

Gia st p-1=q*l, véi q va | nguyén té cing nhau. Ching ta s& tim sé
u;,i=01,...k, ma ching théa man

(ba™)"" =1(mod p) (3.4)
Khi i=k thi chung ta c6 ddng du
(ba™ )" =1(mod p)

Tur (3.2) s€ twong duong
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@"* )" =1(modq*)

Bai vi ord(a)=p-1, nén dang thirc cudi cling cho ta (x—u,)l chia hét cho p-1,

cO nghia
x=U, (modq")

Chung ta tim cac dong du thirc nhu vay d6i véi cac wdc g caa p-1, ¢d thé
tim duoc X (mod p-1) bang dinh Iy phan du trung hoa.

Vén dé con lai 1a tim u, thé nao dé théa man phuong trinh (3.4). Chung ta
c6 thé dat u, =1. Néu nhu mot s6 u tim duoc, thi tir (3.4) dan dén (ba )"
thoa mén phuong trinh x®=1(mod p). Ldc nay c6 thé tim t sao cho

(ba ™) =c'(mod p).

Ching ta dat u_, =u, +tq'. Llc nay

(ba ™)™ =cta ™ =1(mod p)

Nhu vay diéu nay c6 nghia thoa man (3.4)

Nhd vidy ma ching ta tim u, bing cach thuc hién theo so do:
Uyt =(ba™) """ (mod p),t, =log, r,u., =u +tq'.
Chung ta xem vi du sau
Tim sé n sao cho 2* = 74(mod163)

O day a=2,b=74,p=163, p-1=23°

p
3

bit g=3. Khi d6 k=4 va 1=2. Ngoaira c=2 * =2 =104(mod163) ,ching ta cd

thé biéu dién thuat todn qua bang sau

I 0 1 2 3




23

I 1 58 1 104

i+1

Tu day x =34(mod81)(3.5)

p-1

Bay gio chon g=2. LUc nay k=1,1=81 va c=2 2 =-1(mod163). Tuong tu ta

lap bang
I 0
r -1
t 1
u, |2

Tur day ching ta ¢c6 x=2(mod2) (3.6)

Tur (3.5) va (3.6) suy ra x =34(mod162)

1.2.3.6 Thuat toan index-calculus

C6 dinh s6 nguyén t6 p, s6 tu nhién n>1, dat q=p". Gia sir a la phan tir sinh cua
nhém cyclic F(q)". Ching ta muén giai phuong trinh

a* =btrong truong F(q). Pé 1am diéu nay ching ta str dung céc thuat toan véi mot

co s& nhan tir. Chadng ta xem thuat toan index-calculus sau

Y tuwdng cua thuat toan nay 1a , tir dang thic
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Véi cac phan tir X Y nam trong truong hiru han Z,,thi

Y log, x, = > log, y;(mod p—1) (5.7)
i=1 j=1

Khi nhan duoc sb lugng da 16n biéu thire (5.7)( diéu kién 1a it nhat 1a phai c6 mot
phan tr g, ma log, g da biét), thi ching ta c6 thé giai hé phuong trinh tuyén tinh voi
an 1a log, x, va log, y; trong vanh Z _, véi diéu kién Ia sb lugng an trong h¢ khong
qua lon.

Phuong phép don gidn dé tao ra biéu thirc (5.7) — chon phan t batky g e Z_, tinh

u =a%(mod p) va bang céch lva chon ching ta thir tim s6 thoa man diéu kién sau

U:Hpi

Tir y tudng trén ta cd thuat toan cu thé sau:

Tang 1. (Tinh toan ban du). Truong F(q) ddng cau vai F(p)[y]/ f(y), véi
f(y)eF(p)y] la da thirc b4t kha quy bac n. Cho nén bét ky thanh phin cua
truong F(q) duoc biéu dién dudi dang da thirc bac khong vuot quéa n-1. Va nhan
cac da thire nhu vay s& rdt gon theo modulo f(y), diéu ndy chung ta da tim hiéu
& chuong truong sb. Phan tir a, =a“" "™ ¢4 bac 1a p-1 va tao thanh F(p)”. Véi
su hé tro cua nd ching ta 1ap bang logarithm “hang s6- c6 nghia 1a phan ta
ctia trudng nguyén to F(p) < F(g). Chlng ta tinh a’ =1,a,,a’,...,a"”.

Tang 2. (Lua chon co s& nhan tir). Co s¢ nhan tir B < F(q) thanh 1ap tur tat
ca cac da thirc bat kha quy g bat khéng I6n hon t, & day t 1a mot s6 tham sé, t<n

Tang 3. (Tim biéu thirc). Lua chon ngau nhién m, 1<m<q-2, ching tatim

cac gi4 tri sao cho thoéa man biéu thac

a" =c,[Jg“™ (mod f (y)),

geB
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Véi ¢, e F(p), tir ddy ching ta tim dwogc biéu thuc

m=log, ¢, + > a,(m)log, g(modq -1),

geB
& day log, ¢,ching ta da biét, con log, g ching ta chua biét do 16n.

Téng 4. (tim thuat toan cho cac phan tir caa co sé nhan tir). Khi tim & tang
3 vai s6 luong dua 16n cac biéu thire (16n hon |B]), chung ta giai hé phuong trinh
tuyen tinh trong vanh z,, vatimra log, g véi geB

Téng 5. (Tim ldgarit riéng). Ching ta tim mot gié tri cia m sao cho

b-a"=c,[ Jg” (mod f(x)),

geB
& day ¢ e F(p). Tir ddy ching ta tim ra gid tri can tim

log,b=-m+log,c,+ > B, log, g(modq—1)

geB
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CHUONG 2: XAY DUNG HE MAT AFFINE - ELGAMAL

2.1 Ly thuyét vé mat ma Affine

Mat ma Affine 1a mot dang mat ma thay thé ding mot bang chit céi, trong
d6 mdi chir cai dugc anh xa tdi mot s6 sau d6 ma héa qua mot ham s toan hoc
don gian. Ma Affine la mot phép dich Caesar, trong d6 cac chir cai dugc mé
hoa véi ham

y = (x+b) mod 26, véi b 1a buadc dich.

2.1.1 M0 ta

Trong mat ma Affine, dau tién bang chit cai cua théng diép can ma hoa
c6 kich thudc m s& dugc chuyén thanh cc con s6 tu nhién tir 0...m - 1. Sau d6
ding mot ham mé dun dé ma hoa va chuyén thanh ban ma.

Ham ma hoa cho mot ky tu nhu sau:

E(x) = (ax + b) mod m

Vi m la kich thudce bang chir céi, a va b la khoa. Gia tri a dugc chon sao

cho a va m 1a nguyén té cung nhau. Ham giai ma la:
D(x) =a! (x—b) mod m
Vi atla nghich dao cua a theo module m. Tuc la
1=a.almodm

Nghich ¢dao module cuia a chi ton tai néu a va m 1a nguyén té cuing nhau.
Ham giai ma 1a ham nguoc cia ham mé hoa:
D(E(x)) al(E(x) —b) mod m

= a'(((ax+b) modm)—-b) modm

= al(ax+b—-b) modm

= alax modm

= X modm
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Vi du

00 |01 |02 (03 |04 |05 |06 |O7 (08 |09 |10 |11 |12

13 |14 |15 (16 |17 |18 |19 |20 |21 |22 |23 |24 |25

Ma hoa

Gia sir k = (7,3). Nhu da néu ¢ trén, 7 mod 26 = 15. Ham ma héa la

ex(X) =7x+3

Va ham giai ma tuong @ng la:

dk(x) = 15(y-3) = 15y-19

O day, tat ca cac phép toan déu thuc hién trén Z,s. DUNg c4c tinh toan trén Zy,
ta co:

di(ex(x)) = dk(7x+3)

=15(7x+3)-19=x+45-19 =x.

M4 hoa ban “hot”. Trudc tién bién d6i céc chit h, o, t thanh cé4c thing du theo

modulo 26. Ta dugc cac sb tuong tng la 7, 14, 19. Bay gid s&é ma hoa:
7*7+3 mod 26 =52 mod 26 =0

7*14 + 3 mod 26 = 101 mod 26 = 23

7*19 + 3 mod 26 = 136 mod 26 = 6

Vay 3 ky tu cta ban ma 1a 0, 23, 6 twong (tng vai xau ky tu la AXG.
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Giai méa
Giai ma thong diép “FBWGC” véim=7,b=7
S6 hoa thogn diép FBWGC ta c6 ddy s 05 01 22 06 02
Dé giai m4, ta tinh m'. Ta c6:
mm™ = 1[mod 26]
< 7mt=1[mod 26]
< 7mt=1+4.26[mod 26]
< 7mt=105[mod 26]
< 7mt=7.15[mod 26]
& 71.7m?t = 71.7.15[mod 26]
< mt=15[mod 26]
Ap dung cong thirc giai ma P = m(C - b) [mod n] Ta tinh:
P1=15(5-7) [mod 26]
<~P; =-30 [mod 26]
<>P1=-30 + 2.26 [mod 26]
<P1 =22 [mod 26]
Tuong tu:
P, =15(1-7) =14 [mod 26]
P;=15(22 - 7) = 17 [mod 26]
P, =15(6 - 7) = 11 [mod 26]
Ps =15(2 - 7) = 3 [mod 26]

Ta dugc thong di¢p giai ma “WORLD”
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2.1.2 Tham ma mdt ma Affine

Mat ma Affine 12 mot vi du don gian cho ta thiy cach tham hé ma nho
diing cac sb liéu théng ké. Gia str Oscar da thu trom duoc ban ma sau:

Bang 2.1: Tan suit xuit hién caa 26 chir cai cha ban ma

Kitg | Tan Kitg | Tan Ki tu Tan Kitg | Tan
suat suét suét suat
A 2 H 5 o) 1 U 2
B 1 | 0 P 3 Vv 4
C 0 J 0 Q 0 W 0
D 6 K 5 R 8 X 2
E 5 L 2 S 3 Y 1
F 4 M 2 T 0 Z 0
G 0 N 1

Vi Du: Ban ma nhan duoc tir mé Affine:

FMXVEDRAPHFERBNDKRXRSREFMORUDSDKDVSHVUFEDKPKDL
YEVLRHHRH

Phan tich tan suat cia ban ma nay duoc cho & bang 1.2

Ban ma chi cé 57 ky tu. Tuy nhién d6 dai nay ciing da phén tich tham
ma ddi vai hé Affine. Cac ky tu cd tan suat cao nhat trong ban ma 1a: R (8 1an
xuat hién), D (6 1an xuat hién ), E, H, K (mdi ky tu 5 1an ) va F, S, V ( mdi ky
tu 4 1an).
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Trong phong doan ban dau, ta gia thiét rang R 1a ky tu ma caa chite va
D la ki tw m& caa t, vi e va t twong @ng 1a 2 chix cai thong dung nhat. Biéu thi
bang s6 ta co: ex(4) = 17 va ex(19) = 3. Nhé lai rang ex(x) = ax +b trong d6 a
va b 1a cac sb chua biét. Boi vay ta c6 hai phuong trinh tuyén tinh hai an:

4a+b =17
19a+b=3

Hé nay c6 duy nhat nghiém a = 6 va b = 19 ( trong Zzs ). Tuy nhién day
la mot khoa khong hop 16 do UCLN(a,26) = 2 1. Bai vay gia thiét cua ta Ia
khong dling.

Phong doan tiép theo cua ta 1a: R 13 ky tw mé cta e va E 1a mé cua t. Thuc
hién nhu trén, ta thu dugc a =13 va day ciing la mét khoa khong hop 1€. Boi
vay ta phai thir mot 1an nira: ta coi rang R 12 ma hoda cta e va H 1a ma hod cua
t. Piéu nay dan téi a = 8 va day ciing 1a mot khoa khéng hop 18. Tiép tuc, gia
st rang R 1a ma hoa cua e va K 1a ma hoa cua t. Theo gia thiét nay ta thu dugc
a=3vab=51lakhdahop lé.

Ta s& tinh toan ham giai ma ung véi K = (3,5) va gai ma ban ma dé xem
liéu c6 nhan duoc xau tiéng Anh c6 nghia hay khong. Diéu nay sé khang dinh
tinh hop 1€ cua khod (3,5). Sau khi thuc hién cac phép toan nay, ta cé dx (y) =
9y - 19 va giai ma ban ma da cho, ta duoc:

algorithmsarequitegeneraldefinitionsof
arithmeticprocesses
Nhu vay khoa xac dinh trén la khoa dtng.
Tang cwong d§ an toan cho ma Affine
M& Affine ndi riéng va cac loai mat ma thay thé néi chung c6 thé bj tan

cong bai viéc phan tich tan suat ky tu, va theo d6 khong an toan cho céc thong
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diép ngan. Tuy nhién c6 mot sb phuong phap cai thién do an toan cho mi
Affine. Hai cach dau tién sir dung mot bang ky tu 16n hon 26 ky tu tiéng anh
(vi du bang ky tu tiéng viét c6 dau).

- Thém cac Ky tu vo nghia trong bang chit cai mot cach ngau nhién dé
lam nhiéu phép phan tich tan suat.

- Bién doi mot ky ty trong ban rd thanh mot vai ky tu trong ban ma. Vi
du néu ta dung bang chit c&i 100 ky tu, ta c6 thé lién két rat nhiéu ky tu véi mdi
mét Ky tu trong ban rd, véi tan suat xuat hién thong thudng caa no (vi du 12 ky
ty cho chit e, 9 ky tu cho chit t...). Sau d6 ta chon ngau nhién ky tu dé thay thé
mdi 1an xuat hién. Trong ban mat, mdi Ky tu s& xuat hién véi sé 1an xap xi nhu
nhau. Tuy nhién ban mat van chua hoan toan ngau nhién, cac cip ky tu va tur

théng dung van co thé dugc phat hién.

- Str dung ngdn ngit. Ching ta co thé 1am nhiu qué trinh phan tich xac
Xuat bang viéc sir dung cac tir thay thé tir cac ngdn ngit khéc, hoic bang viéc
chon céc tir thay thé mot cach can than. Vi du, cd it nhat hai tiéu thuyét tiéng
anh dd duoc viét ma khong sir dung ky tu e. Mot trong s6 d6 1a Gadsby cua tac
gia Ernest Vincent Wright. T4c gia da g& bé phim E trén may danh chir dé viét
quyén sach nay. Poan dau tién cua quyén sach nhu sau:

If youth, throughout all history, had had a champion to stand up for it; to
show a doubting world that a child can think; and, possibly, do it practically;
you wouldn’t constantly run across folks today who claim that “a child don’t
know anything.” A child’s brain starts functioning at birth; and has, amongst
its many infant convolutions, thousands of dormant atoms, into which God has

put a mystic possibility for noticing an adult’s act, and figuring out its purport.

Vi ngudi doc, khong co gi kho khin dé hiéu duoc y nghia caa doan trén,

nhung s& gay tro ngai 16n véi ké tin cong néu né duoc ma hoa theo Affine (hay
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ma thay thé khéc). Bang thong ké duéi day cho thay Ky tu xuat hién nhiéu nhat
1a A va khong c6 ky tu E ndo xuat hién, do d6 viéc tin cong dua vao phan tich
X&c xuat 1a kho.

Bang 2.2: Tan suit xuét hién cac bang ma trong vi du

A B C D E F G H I J K L

10.96 |2.14 2.66 4.12 0.00 2.15 3.61 491 8.81 0.23 1.18 |5.32

2.07/8.61/10.42/1.91/0.054.77/6.97 8.50/4.16/0.312.80/0.04 /3.18/0.11

Mot phuong phap khac 1a str dung cac tir theo ngir am, hoac sur dung cac
cach viét tat. Vi dy “nite” thay cho “night”, “txt” thay cho “text”, “AFAIK”
thay cho “as far as [ know”, “2” thay cho “to”, “4” thay cho “for”, “8” thay cho
“ate”, hoac sir dung c&c biéu twong cam xuc nhu ;-)nhu mot phan cua van ban.
Theo cach d6 viéc phan tich xac xuat ciing s& mang lai két qua khac véi ngon

ngtr thong thuong.

- D6i chd ky tu. Phép ma hda thay thé c6 thé duoc phdi hop vai viée doi
chd, theo d6 thir ty cua cac ky tu trong ban ma duwgc sap xép theo mot trat tu
dic biét. Cach nay s& pha v& cac cap tir ngir thudng xuat hién, va do do6 ciing
khong thé doan duoc dé dang.
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2.2 Hé mat ma ElGamal:

2.2.1 Hé mat ma ElGamal:

B ) Thuat toan khéi tao bé khéa

Gid sur (A) mudn tao ra b khéa Public key va

Private key cho ma héa Elgamal thi phai lam theo
Sender Receiver
T rivate key 13 x duoc Qi bi mat dé€ gidi ma.
ABCD ' Public key s& 1a (p, a, y) dutk cBng khas dé€ m3a hg
A
ABCD

T : S

Ma hoa : Giai ma

Thudt todn ma héa Eigamal

H Thudt toan giai ma Elgamal
Khi (B) mudn ma hoa thong diép m dé gui cho (A). |

(B) phai lam cac budc sau: ! Khi (A)" mudn tim m tir (d,e) thi phai sif dung
Liy H private key x:
oW J<=menp-1) i -
“ i m = e*(d*)* mod p
Cho
Tinh gié tr An todn
Tioh g tri & = m.(y)* mod p

o
G (0,€) 14 théng diép 03 M3 hda cho A

Hinh 2.1: Hé¢ mat ma ElGamal

Hé mat ma ElGamal

La mot hé ma hoa bat d6i xting dwa trén bién thé cua thu tuc trao doi khoa
Diffie - Hellman, trén co sé bai toan ldgarith roi rac. Véi cac thu tuc trao doi
khoa nhu sau:

a.Thu tuc tao khoéa

M&i bén lién lac A, B tao cho minh mot cip khoa cong khai — bi mat theo
cac budc sau:

Budc 1: Chon mét s6 nguyén t6 p lon sao cho bai toan 1ogaritrai rac trong Z, 1
kho giai va o [a mat phan tir nguyén thiy (o €¢7,)

Budc 2: Chon mot s6 nguyén a ngau nhién véi 1<a<p—1 vatinh

a® mod p
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Budc 3: + Khoa cong khai 1a bo 3 s6: (p, o, o ) ctia ngudi nhan va gui

di cho ngudi st dung can ma hoa thong tin bi mat giri cho minh.
+ Khoa bi mat la a
b. M& hoa
Gia str B can gui ban tin M cho A, B s& thuc hién cac budc sau:
Budc 1: B nhan khoa cong khai caa A: (p, o, o?)
Budc 2: B chon s6 nguyén k ngau nhién voi 1< k < p — 1 va tinh gié tri
theo cbng thuc
y = a mod p

o=M (cx” )k modp

Gia st ban tin da duogc biéu thi dudi dang mot s6 nguyén M trong dai {
1,......p— 1} Phép tinh mii duoc tinh bang thuat toan nhan va binh phuong theo

modulo.

Buac 3: B gii ban ma C = (y, 8) cho A

Ta nhan thdy ban ma C dugc ghép tir y va & nén nd c6 do dai bit bang 2
lan d6 dai cua M, day 1a nhuoc diém caa hé mat nay.

c. Giai ma

A nhan ban ma C tir B va tién hanh giai ma theo cac budc sau:

Budc 1: A str dung khoa bi mat a dé tinh:

vP12mod p = or®* mod p ( Cha ¥ yP12 = (aX)? = a'?)

Budc 2: A khdi phuc ban rd bang céch tinh:

5P mod p=M o®* o®* mod p = M.
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Hé mat khoa cong khai Elgamal trong Zp
a. Tao khoa:
Cho p 1a s6 nguyén té sao cho bai toan logarithm roi rac trong Zp 1a kho
giai. Cho o € Zp Ia phan tir nguyén thay. Gia sit P = Zp,
C =Zp*Zp. Ta dinh nghia:
K= {(p, 0,a,p): p =0 a(mod p)}
Céac gia tri p, a, p duogc cong khai, con a la khoa bi mat.
b. M4 hoa:
Chon mét s6 ngau nhién bi mat k € Zp-1, ta xac dinh:
ex (x,k) = (y1,y2)
trong do
yl=0afmod p
y2 = xB*mod p
c. Giai ma:
Voiyl y2 € Zp ta xac dinh:
di(y1,y2) = y2 (y2*)* mod p
Vidu 1:
Cho p=2579, a=2,a=765. Khi do
B=2765mod 2579 =949
Bay gio ta gia sir Alice muédn giri théng bao x = 1299 téi Bob. Gia sir s6
ngau nhién k ma cé chon 1a k = 853. Sau d6 ¢o ta tinh
y1 = 283 mod 2579 = 435
y2 = 1299 x 949853 mod 2579 = 2396
Khi @6 Bob thu dugc ban mé y = (435,2396), anh ta tinh

X = 2396 x (4357%°) mod 2579 = 1299
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D6 chinh 1a ban r0 ma Alice da ma hoa.
Vidu 2:
Tao khoa
Budc 1: A chon p = 17 va phan tr nguyén thuy o = 3 cta ¢*7.
Budc 2: A chon khda bi mat a = 6 va tinh a® mod p = 3° mod 17 = 15
Buoc 3:
+ Khoa cong khai cua A 1a bo 3 6 (p, a, o?) = (17,3,15)
+ Khbéabi matcuiaAla:a=6
Ma hoa
Gia str B can guri ban tin M = 7 cho A.
Buac 1: B nhan khoa cong khai cua A: (p, a, o?) = (17,3,15)
Budc 2: B chon sb nguyén k = 4 va tinh:

¥y = a®mod p = 3* mod 17 = 13
5 =M (a®)*mod p = 7.(15)*mod 17 = 10

Budéc 3: B gui banma C = (y, 6 ) = (13,10) cho A.
Gial ma
A nhén duoc ban ma C = (y, 8 ) = (13,10) va tién hanh giai ma.
Budc 1: A sir dung khoa bi mat a = 6 dé tinh:
y?~17%mod p = 13 mod 17 = 16
Budc 2: A khdi phuc ban rd bang cach tinh

SyP~1"%mod p = 10.16mod 17 =7=M
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Nhan xét:
- Pé tim khoa bi mat a ( tir a?) thdm ma phai giai bai toan logarit roi rac (tinh
a = log, o), véi trudng hop p 16n thi khéng thé giai duoc, hé mat 1a an toan
- Hiéu qua truyén tin thap, vi tbc d6 ma chi dat Rys= .
Uu, nhwoe diém
- Uu diém:
e Do phuc tap cua bai toan logarit 16n nén d6 an toan cao.
e Ban ma phu thuoc vao ban rd x va gia tri ngau nhién nén tur 1 ban r6 ta
c6 thé c6 nhiéu ban ma khac nhau.
- Nhuge diém:
e Téc d6 cham (Do phai xir Iy sé nguyén 16n)
e Dung luong bd nhé danh cho viéc luu trit khoa cling 16n.
2.2.2 Tham ma h¢ ElGamal
Pé tham ma hé Hé ElGamal, ta can phai giai bai toan logarit roi rac.
Chuing ta cd 2 thuat toan dé giai bai toan logarit roi rac 13
e Thuat toan Shank

e Thuat toan Pohlig - Hellman

Trong d6 thuit toan tham ma Shank duoc str dung nhiéu hon ca nén trong

luan vin chi trinh bay tham ma Elgamal bang thuat toan Shank
Thuat toan Shank

Thuat toan nay cé tén goi khéac la thuat toan thoi gian - bo nhé. Tu tudng
cua thuat toan 1a néu ta c6 du bd nha thi ¢ thé sir dung bd nhd do dé giam thoi

gian thuc hién cua thuat toan.

Input: S6 nguyén té p, phan tir nguyén thiaty a cua Z*p, s6 nguyén y.
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Output : Can tim a sao cho =02 mod p
Thugt toan :
Goi m = [(p-1)Y4] (lay phan nguyén).
Buwéc 1:Tinh o™ mod p véi 0<=j<=m-1.
Buéc 2: Sap xép cac cap (j, «™ mod p) theo a™ mod p va luu vao danh
sach L1.
Budc 3: Tinh B*a mod p véi 0<=i<=m-1.
Buwéc 4: Sip xép cac cap (i, f*o mod p) theo f*o' mod p va luu vao
danh sach L2.
Bwéc 5: Tim trong hai danh sach L1 va L2 xem c6 ton tai cap ( j, o™
mod p ) va (i, B*a' mod p ) ndo ma o™ mod p = B*o mod p (toa do
thir hai cua hai cap bang nhau ).
Luu y: Vi o™ = B*o' =>a™" = B nén budc 5 ludn thanh cong.
Buéc 6: Tinh a=log.p= (mj + i) mod (p - 1). Két qua nay co thé kiém
chung tur cong thuec:
o™ mod p= p*o” mod p
mj+i

=>a™*"" mod p= mod p

=>log,f=(mj+i)mod(p—1)=a.
Do phirc tap ciaa thuat toan Shank
Phu thuoc vao m=[(p-1)"/2], véi gia tri cia m, chling ta can tinh cac phan tir
thudc 2 danh sach L1 va L2 , déu 1a cac phép toan lity thira phu thudc vao j va
i : majval lai phu thudc vao m nén cé thé nhan thay 1 thuat toan nay chi cé
thé ap dung trong nhimg trudng hop p nho
Vi du:

Cho p=79, a=2, =55 .Tim a theo thuat todn Shank
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Bai giai
Tinh m=[(p-1)*?]1=9
Bwéc 1: Tinh t= o™ mod p véi 0< j< m-1 : 2° mod 79 véi 0< j<8
j=0=> t=1; t(0.1)
j=1=> 2°mod 79 =38; t; (1,38)
j=2=>2'8mod 79=13; t; (2,22)
j=3=>2%"mod 79=46; t;(3,46)
j=4=>2%mod 79;

X a d=1
36 2 X
18 4 X

9 16 16
4 19 X

2 45 X

1 50 10

=> tj(4,10)

j=5=>2%mod 79

X a d=1
45 2 2
22 4 X
11 16 32
5 19 55
2 45 X



=> 1;(5,64)
J=6 => 2%mod 79

40

X a d=1
54 2 X
27 4 4
13 16 64
6 19 x
3 45 36
1 50 62
=>1(6,62)

j =7 =>2%mod 79
X a d=1
63 2 2
31 4 8
15 16 49
7 19 62
3 45 25
1 50 65

=> t(7,65)

j=8=>22mod 79
X a d=1
72 2 X
36 4 X
18 16 X
9 19 19
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4 45 X
2 50 X
1 51 21

=>t(8,21)
Buéc 2: Sap xép c4c cap tj theo hudng tang dan cia o™ mod p
(0,1);(4,10);(2,13);(8,21);( 1,38);(3,46);(6,62); (5,64);(7,65)
Budc 3: tinh .o’ mod p vé&i 0<i<m-1 : 55.(27) mod 79 véi 0<i<8
Hay tinh 55.(2")* mod 79
i =0:2°mod 79 =1 => 1"t mod 79=1 => 55.(2°)* mod 79 =55
= >t;(0,55)

i =1:2* mod 79=2 => 2"'mod 79=40(tinh theo EuClic)

=> 55.(24! mod 79 = 55.40 mod 79=67

= >t;(1,67)
i =2:22 mod 79 =4 =>4t mod 79= 20

=>55.(2%)* mod 79= 55.20 mod 79=73

= >t(2,73)
i =3:2°mod 79 =8 =>8"'mod 79 = 10

=> 55.(28) mod 79=55.10 mod 79=76

= >t;(3,76)
i =4:2* mod 79=16 => 161 mod 79 =5

=> 55.(2%)% mod 79 = 55.5 mod 79=38

= >t;(4,38)
i =5:2°mod 79=32=>32"mod 79=42
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= > 55.(2°) mod 79=55.42 mod 79= 74
= >t(5,74)

i =6:2° mod 79 =64 =>64"'mod 79= 21
=>55.(2%)"* mod 79 = 55.21 mod 79=49
= >t;(6,49)

i =7:2" mod 79=49 => 491 mod 79=50
=>55.(2)* mod 79=55.50 mod 79= 64
= >t;(7,64)

i =8:28 mod 79=19 => 19! mod 79 =25
=>55.(2%)* mod 79=55.25 mod 79 = 32
= >t;(8,32)

Buwéc 4: Sap xép cac cap ti: (I, p.o* mod p) theo thir tu tang ciia B.a”* mod p

va luu vao danh sach L.

ti(8,32) ; ti(4,38) ; 1(6,49); ti(0,55); ti(7,64); t(1,67); ti(4,73); ti(5,74)
; 1i(3,76)

Bwéc 5: Tim trong hai danh sach Lyva L, xem ¢6 ton tai cip (j, o™ mod p)

va (I, B.o7" mod p) nao ma o™ mod p= .o’ mod p (toa do thir 2 cua hai cip

bang nhau).

Ta thay cap t(1,38) va cap ti(4,38) c6 toa do thir 2 bang nhau cung bang 38
. va cap t(5,64) voi cap t(7,64) co toa do thir 2 bang 64

=>chon:bo 1:j=1;i=4; bo 2: }=5;i=7

Buéc 6:

Vai bo 1: a=(m.j+i) mod (p-1)

a =(9.1+4) mod (p-1) =13

V6i b 2: a=(9.5+7)mod 78 =52
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(Kiém tra: ta c6 p=o? mod p theo trén tinh a=13
=> B= 2% mod 79

X a d=1
13 2 2

6 4 X

3 16 32
1 19 55

=> (=55 dung theo bai ra B =55
Tinh theo a=52
=>f=2°?mod 79

X a d=1
52 2 X
26 4 X
13 16 16
6 19 x

3 45 9

1 50 55

=> [3= 55 dung theo bai ra)
P§ an toan caa H¢ mat EIGamal

Hé thong elgamal du trén bai toan logarit roi rac. Tinh an toan cua no tiy
thudc vao do phuec tap cua bai toan logarit.
Trong bai toan vé hé Elgamal:
- P 1asb nguyén td, a 1a phan tir nguyén thiy caa Zp.
- Bai toan logarit roi rac ¢ thé duoc phat trién nhu sau: Tim 1 s6 mil x
duy nhat, 0 <= x <= p — 2 sao cho a*=y mod p, véi y thuoc Zp cho

trudc.
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- Bai toan ¢ thé giai dugc boi phuong phap vét can (Tac 1a duyét tat
ca phan tir x) dé tim x thoa mén. Bai toan c6 d6 phuc tap 1a: O(p) (bd
qua thtra 6 logarit). Van dé dit ra 12 néu p 16n, rat [on thi dé thuc

hién phuong phap nay can thai gian rat 16n. Suy ra khdng kha thi.
Tinh ding din cia Hé mat EIGamal

Thuat todn mat ma ElGamal hoan toan 1a dung dan.Véi cach khdi phuc ban tin

ban dau M thay khdi phuc ban tin ban ddu M bang cach tinh:

SyP 2 mod p=M a®* a®* mod p = M.
Nén ban rd nhan duogc sau giai ma chinh 1a ban rd ban dau M
Hé mat ma Elamal dua trén bai toan l6garit roi rac ma d6 phuc tap cua bai toan
I6garit 1on nén do an toan cao. Nhu trong vi du, ban ma dugc tinh phu thugc
vao ban rd x va gia tri ngau nhién k nén cé thé ¢ nhiéu ban ma khac nhau ma
ngudi nhan van giai ma dung.
Vidu
Chon p 653879; g = 2357; x = 2343
Khi d6 y = 18815
Khéa cong khai (p,g,y) ; bi mat x
Ban r6 “SOHOC” tuong tng trong bang ma ASCII la (83; 79; 72; 79; 67)
S6 k chon tuong tng vai mdi s6 trén trong ban rd 1a: (123; 234; 321; 452; 673)
Khi d6 ban ma cho mdi s6 lan luot Ia;
(162568, 472636) ; (401349, 535351) ; (605474, 465483) ; (449955, 53471) ;
(493243, 135870)

Pé giai ma tinh a*mod p tuong tng duoc

344451, 594440; 33710; 639725; 255772.
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Nghich dao tuwong irng mod p la

590177; 536181; 44051; 446811; 379887.
Ban giai ma tuong (ng la day s6

(83; 79; 72; 79; 67)

Tir d6 chuyén vé ban rd ban dau.

C6 thé mo ta qua bang dudi day

V6i R =a*mod p, C=a® mod p, Z=M (a®)*mod p, Z*=&yP+*mod p

Banrd | S6 (M) k R C V4 z" cz’
S 83 123 | 162568 | 472636 | 344451 | 590177 | 83
o) 79 234 | 401349 | 535351 | 594440 | 536181 | 79
H 72 321 | 605474 | 465483 | 33710 | 44051 72
o) 79 452 | 449955 | 53471 | 639725 | 446811 | 79
C 67 673 | 493243 | 135870 | 255772 | 379887 | 67

C6 thé thiy day 1a hé mat ma da biéu vi vai hai ban rd tring nhau (chi
O g Vi s6 7) nhung do cach chon k khac nhau cho hai ban ma khac nhau ((
401349, 535351 va (449955,53471)) song viéc giai mé vin dung.

Nhu vay véi cling mot khoa, cing ban rd nhung sé k duoc chon khac ta
s& c6 ban ma gui di khac ma viéc giai md van ding.

Hé mat ElGamal s& bi pha v& néu khoa mat x hoic k c6 thé tinh duoc.

giai bai toan nay la viéc kho.
2.3 Phoi hop ma Affine va EIGamal

Trong thuc té, hé mat ElGamal thuong khong dugc sir dung truc tiép.

Nguyén nhan chu yéu dén tir viéc qua trinh ma hoa/giai ma ElGamal 1a cham
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va tiéu tén nhiéu tai nguyén may tinh do phai tinh toan cac ham logarit... Ngoai
ra mot han ché cua mat ma ElGamal 1a viéc ma hoa/giai ma cac thong diép dai
kha phtc tap, trong truong hop dé, thong diép can phai duoc chia nho thanh
cac khdi (block) sau d6 tién hanh ma hoa/giai ma cho ting khéi.

ElGamal thuong dugc st dung trong cac hé mat ma “lai” (hypbrid). Tc
la st dung phéi hop véi mot hé mat ma doi xtng (symmetric). Pau tién thong
diép s& duoc ma hda bang mat ma dbi xang vai mot khoa bi mat K, khoa K nay
sau d6 s& duogc ma hoa bang ElGamal. Khéa K sau khi duoc ma hoa s& dugc
gui kém véi ban mat, phia nhan sé lan luot giai ma khoa K va ding khoa nay
dé giai ma ban mat. Viéc mé hoa khoa K (c6 kich thuéc nhé hon rét nhiéu so
v6i thong diép can ma hoa) 1a rat nhanh, thong diép duoc ma hoa véi khda K
cling ¢6 do an toan twong duong so voi méd hoa bang EIGamal.

Cu thé, trong truong hop nay ta s& xem xét dén viéc phdi hop hé mat
ElGamal va mat ma Affine.

Ma hoa
- Bén giai ma chon ra cap khoa Affine la (a, b).
- Ma hoéa thong diép m vaéi cap khoa (a, b), ta dugc ban mat e

- Ma héa cap khoa a va b véi khéa cong khai EIGamal (p, a, B) ta dugc k

7

./ Ciphertext /

/ 7 ;
/ Plaintext / »  Affine encrvot > :
| f Affinekey / |
®
Elgamal Engypted
! publickey /. » | Elgamal encrypt »/ Affinekeys /
@ ap / /  (€Lcy |

Hinh 2.2: So @6 ma hoa Hé mat Affine — EIGamal
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Bén ma hoa guri ban mat e, khéa k cho bén nhan.

Giai ma
- Dung khéa bi mat ElGamal dé giai ma k, ta dugc cip khoa Affine (a,
b)

- Dung a, b dé giai ma ban mat e dé nhan dugc m

.l".;.l En CryptEd' ll."'.l..l ._

/ Affinekeys / Elgamal decrypt ‘
/ (cLcy |/ i

;.f'Elgamal / Affine key ___/ |

/ publickey  / ® /
I [a} .;."- l

/ Cipher text ,_ Affine decrypt > /" Plain text

/ (E) ,‘f’ > ayp / (M)

Hinh 2.3: So' dd giai ma Hé mat ElGamal
Ham ma hoda
function encrypt(plain_text, public_key):
affine_key = make_random_affine_key()
add_noise(plain_text)
encrypted_text = affine_encrypt(affine_key, plain_text)
cl, c2 = ElGamal_encrypt(public_key, affine_key)
return (encrypted_text, c1, c2)
Ham giai ma
function decrypt(encrypted_text, c1, c2, private_key):

affine_key = ElGamal_decrypt(cl, c2, private_key)
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plain_text = affine_decrypt(affine_key, encrypted_text)
remove_noise(plain_text)
return plain_text

Trong d6, ham add_noise va remove_noise cd nhiém vu thém va bat
cac ky tu gay nhiéu vao vin ban, trong do tap cac ky tu gay nhiéu duoc dinh

nghia truéc
function add_noise(plain_text):
for i in random_positions_of(plain_text):
plain_text.insert(i, random_noise)
return plain_text
function remove_noise(text):
for char in text:
if char is noise:
text.remove(char)
return text

Khéa Affine duoc sinh ngau nhién nhu sau, véi SYMBOLS la bang chir

cai duoc st dung dé ma hoa.
function make_random_affine_key():
while True:
keyA = get_random_integer(2, len(SYMBOLYS))
keyB = get_random_integer(2, len(SYMBOLS) - 1)
iIf UCNL(keyA, len(SYMBOLYS)) == 1 and keyB !=0 and keyA > 1:

return keyA, keyB
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CHUONG 3: PANH GIA HE MAT MA AFFINE- ELGAMAL
3.1 Panh gia ma Affine

Ma Affine n6i riéng va cac loai mat ma thay thé ndi chung c6 thé bi tin
cong bai viéc phan tich tan suat ky tu, va theo d6 khong an toan cho céac thong
diép ngan. Bac biét trong truong hop cac van ban ngan, ké tan cong hoan toan
c6 thé str dung phuong phap tan cong vét can (lan luot thay thé cac ky tu trong
ban ma cho dén khi tim duoc vin ban c6 ¥ nghia)! D6i V6i cac van ban dai,
viéc tan céng vét can nay khdng kha thi.

Viéc tan cdng dua trén xac suat cd thé duoc phong tranh bang viéc thém
nhiéu (cac ky tu vo nghia d6i voi noi dung van ban), hoic sir dung cac bién thé
ngon ngtr.

Vi du véi van ban sau:

In cryptography, the EIGamal encryption system is an asymmetric key
encryption algorithm for public-key cryptography which is based on the Diffie
- Hellman key exchange. It was described by Taher EIGamal in 1985. EIGamal
encryption is used in the free GNU Privacy Guard software, recent versions of
PGP, and other cryptosystems. The DSA (Digital Signature Algorithm) is a
variant of the EIGamal signature scheme, which should not be confused with

ElGamal encryption.

Cac ky tu c6 s lan xuat hién nhu sau:
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Bang 3.1: Tan suit xuét hién caa c4c ki tw trong vin ban

<BS>) ( - |, . 1L 5 9 8 la ¢ b e d |g

15.2410.21/0.21]0.43 0.86/0.86/0.21 0.21/0.21 0.21/6.87 3.65|1.07/9.012.36 3.43

1.7216.22/14.29 0.64/2.79 3.65/4.08 5.15/2.79/4.94/5.36 /1.72/6.01|1.07 0.64|3.65|0.21

Thém vao cac ky tu gay nhiéu mét cach ngau nhién:

I'n*) "lery&$! I pto#g(*r(+$#a%&p# " h*$y(), #"'+%t() & #)h$#! (e'+& (+SE™!'I#%Gam!al
e$*N%$C)ry*pHt+&+#i%0*)$"*n%"+' *sy#(#3%s" " %#) ('t(e"1Sm i**!1s 1*()"% " a#n
as$%'ym+#m=*1e$t$*%&++1ric*$+%)$!)! k'e!$"y(!*
$elnc+rry$p*#%I&t& &H#" #1%+(i)! (*on& al(&$)g+o&r+#ithm% ()f&(or pu+bli+*c"-
k#te+%y $"&*C) & &Hr'ityp'to" g &# #(*%r'a&p$h$) I (y Sw+hic'h"+*%&& ™' (&!%$%%#ish
ba*'s"%e+d&# (*%0!+((("n %the$)+) D*+)ilffie#t++ )-$" IHe&I&I)m+"an$$ key*
#ex(CI*#*+h#(&)*a"n'$#g)e.$) &%!I$+ (+'% IH*S)HH*(& wW'ats
*051"d)(e!&*1's!&"cro%ilbe) &d+ "bo%y)$ Tal& helr++ EI+$"(ga%$ " m+al (#%*+ 1"%'in
*1"*19&)$&(*$85. &EI&)$'&'Glalm!)(la'()1++*&l

&e*&*NCc+r&&" &+%3$!)y$+!p!(‘ti%#+&0'+n*" i*)$&& &S *us)"ed#)#%)( i%+n(($#
"the!)' &'(frooe*)e'#( SGUS*NS""+U+ P+r&#%#& (i+(1*)#*"* &) "vat#tcy GSu*a"+&r*d
$&s&(+"()of(#tw'allre&$,& rece#'n((t) ve(+++r($"s"li#(ons! )o"f$'l P*(+GP,( an'd
ot'he+r&%# crlyp%to$*+'%systote#m)#s”. &Th'e D$SA (DSig(i*tal *#+Signalt+u!"re
+Algo(r)i+t#hm) is a'$" va)riant(* of t*$he (EI'Gamal si%&(gnat#ure schem)%e',
%whic%h $sh)ould not be confused with EIGamal & encryption.
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Cac ky tu 0 tan suat xuat hién nhu sau:

Bang 3.2: Tan suat xuét hién caa cac ki tw sau khi giy nhiéu

I <BS># " % [$ " & ) ( |+ |*

5.256.77 |5.064.1/4.48/5.63 4.39 5.63 4.68/5.44|5.73|5.34

0.19 038 |0.38 0.1 0.1 |0.1 0.1 3.05|1.62 0.48 4.01 1.05 1.53

f i h k mi|l o n p |s r wu |t w v |y X

0727190212 16 18 22 1.2 21 23 0.7|2.6 04 0.2 |16 0.
6 7 |1 9 4 2 1 9 4 9 9 6 7 8 9 2 |1

Sau khi thém nhiéu, r6 rang viéc phan tich va phong doan ndi dung vin
ban s& gap kho khan hon nhiéu. Tuy nhién cach nay van cd thé bi tan cong khi
cac ky tu gay nhiu dugc thém vao khéng hoan toan pha va phan bd xac suét
cua cac ky tu c6 nghia.

3.2 Panh gia H¢ mat EIGamal
Thuat toan phat trién dya trén do kho cua bai toan logarit trong Elgama nén
van gitr duoc vu diém kho tham ma tuong duong voi RSA va Elgamal.
Pé tham ma thanh cong thuat toan Elgamanl d¢ dai 64 byte, véi may
tinh don c6 bd vi xt Iy PV 2.6 GHz, can thai gian 300000 gio(khoang 34 nam).
Thé nhung néu sir dung mang gom 100000 may thi thoi gian tham méa chi con

hon 3 gio(theo tai liéu tinh toan cua RSA Inc)
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Thuat toan Elgamal giai quyét tét van dé& bao mat, nho st dung vecto
dich SV theo ma tran hang. Mot sé tinh nang wu viét ndi bat caa thuat toan nay
nhu sau:

D¢ bdo mdt duwoc ting cwong rat 16n so véi cac thugdt todn khda ma cong
khai hi¢én tai. V&i cung kich thudce bai toan 64byte nhu trén, vecto dich SV la
ma tran 1x64, mdi phan cua SV c6 gia tri 0 dén 7. Bé tham ma thanh cong thuat
toan Elgamal, ngoai viéc vuot qua do kho cua bai toan logarit nhu trén, can
phai tim dugc chinh xac SV. Tap khong gian SV 1ag%* = 2192 = 1019292 ~
1058 vecto. Theo trung tam wng dung siéu quoc gia MY,(12/2003), mot hé
théng siéu manh véi 1500 may chu ¢6 thé thuc hién dugc 20 nghin ti(2.1013),
phép tinh trén gidy. Vi hé thong siéu mang nay, theo udc tinh cua tac gia, thoi
gian dé tim ra chinh x4c SV bang phuong phap vét can dé tham ma 1
10°8/(2.1013) =5.10**(gidy) ~1.6.1037 (nim). RS rang d6 bao mat ting 1én vo
cung lon.

Kich thuéc dit liéu sau ma hoa khéng thay déi. So véi thuat toan Elgamal,
ng v&i mdi dit liéu x s& cho ra vin ban ma ¢ gom y, va y,. Riéng thuat toan
Elgamal, chi sinh ra vin ban ma C[i] c¢6 kich thudc bang véi kich thuédce van
ban géc X[i].

Chdng tham ma theo xac sudt xudt hién. Cac phuwong phap ma hoa theo
md hinh khoéa ddi ximg déu c6 cung nhuoc diém I3 tao ra cac khbi van ban ma
gidng nhau véi cing vin ban goc. Nho phép XOR véi van ban ma lién trudc,
hé mat Elgamal s& tao ra cic vin ban ma khac nhau cho du vin ban gbc dau
déu giéng nhau. Piéu nayloai bo hoan toan tham ma theo xéc suat.

Nhdn ra su thay doi dit liéu trén dwong truyén. Mot ai d6 c¢d tinh phé hoai
hé théng bao mat bang céch tao ra cac khéi gidng véi khdi van ban ma, hay cb

tinh stia d6i noi dung van ban ma trén duong truyén. Theo thuat toan Elgamal
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va RSA, noi nhan khong phat hién diéu nay. Ki thuat XOR cac vin ban ma voi
nhau trong hé mat Elgamal gidp giai quyét triét dé van dé nay.
Toc dé thuc thi cao nho sir dung céc phép gan véi ngdn ngir may(phép
dich vong, phép XOR)
Hiéu qud trong thiét ké phan cing: Sir dung chung khoang 2/3 kién tric
phan ctng cho qué trinh ma hoa va giai ma.
3.3 Hé mat Affine — EIGamal

- Mot van dé dbi vai hé mat Affine va cac loai mat ma d6i xtimg khac do
la viéc bao mat khoa chung trong qua trinh gtri khda nay cho bén nhan. Hé mat
Affine - EIGamal ¢am bao viéc khoa nay khé c6 thé bi 16 trong qua trinh guri

dén ngudi nhan. Do khéa nay dugc ma hoa bang khoa cong khai EIGamal.

- Téc d6 thyc thi duoc cai thién. Trude hét, vin ban dugc ma héa bang
khoa Affine, do khéng phai tinh toan cac phép toan légarit, va do lon khoa
Affine 1a khong Ion. Bang dudi day 1a két qua ma hoa Affine va EIGamal cho
van ban c6 do dai Ién thuc thi trén may tinh Intel Core i7 2.60GHz, 8GiB DDR3
1600 MHz

Bang 3.3: So sanh téc d ma hoa vin ban.

Do dai van ban | Thoi gian mé hoa | Thoi gian mé hoa
(ky tu) Affine ElGamal
4680 4 (ms) 1.45 (s)
6095 5.36 (ms) 1.87 (5)
18580 35 (ms) 5.81(s)
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- V& d6 an toan, hé théng d¢am bao duoc tinh bi mat cua khoa chung (khoa
Affine) bang cach ma hoa bang phuong phap ElGamal trudc khi duoc gui 1én

kénh truyén.

- Van ban trudce khi duge ma hoa duoc thém vao céc ky tu gay nhidu dé

gy kho khin cho phép phan tich tan suat.
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KET LUAN

1. Két qua dat dwgc

Luan vin tién hanh nghién ctru giai quyét bai toan vé ma hda, xay dung

Hé mat mé don Affine - EIGamal. T viéc giai quyét bai toan. Bai toan 1a nén

tang cho nhiéu ang dung quan trong thuc té nhu quang c&o nham muc tiéu, cac

hé théng cung cép tiép thi dich vu thuong mai dién tu, thu tin dién tir toi ding

ngudi dung ...

Nhitng két qua chinh ma do an dat duoc:

Tim hiéu duoc thuat todn ma hda cong khai, hé mat ma
Tim hiéu bai toan Logarit roi rac, cac thuat toan trén Ldgarit roi rac.
Tim hiéu ma Affine, mat ma Elgamal — Xay dung bién thé cua hé

mat ElGamal: Hé mat ma Affine — EIGamal.

2. Han ché:

Nghién ciru HEé ma Affine chi sir dung cac ky tu la bang chir cai,
bang chi cai khéng 16n nén bi gidgi han baoi cac bang chir céi

D& bj tan cong bang cach phan tich tan sb va khé phong ngira.
Khong c6 kha nang phuc hdi vin ban géc

Hé mat ma chi ap dung duoc cho cac ky tu trong bang chir cai
Tiéng anh.

Tuy toc d6 ma hoa va giai ma duoc cai thién rd nét, nhung khong
ngoai 1¢, hé mat Elgamal ciing giéng nhu cac thuat toan thuoc hé
ma cdng khai, van con cong kénh so véi thuat toan hé bi mat. Vi

vay, hé mat chi thich hop cho c&c tng dung c6 kich thudc nho.
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3.Huwéng phat trién
e Ung dung chix ky s6, dam bao tinh toan ven cua di liéu
e Thay thé Affine bang hé ma ddi xing khac an toan hon nhu (AES,
DES)
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