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MO PAU

1. Ly do chon d@ tai

Véi su phét trién khong ngimg cia Internet ngdy nay, nhu cau mé rong mang
ngay cang ting, doi hoi vé sb luong cac thiét bi mang ngay cang 1ém, tir d6 kién trac
mang truyén thong d boc 16 ra nhiéu khuyét diém. Su phtc tap trong hé thong, kha
ning mé rong mang kém, chinh sach khéng nhat quan, chi phi trién khai tén kém,
nhiéu diém yéu vé bao mat.

Nhu cau dit ra cin c6 mdt kién tric mang dam bao dugc su tich hop linh hoat,
két hop vai cac giai phap bao mat an toan cho hé thong. Chinh vi vay, cong nghé
mang dinh nghia bang phan mém (SDN) ra doi nhu mot giai phap cho hé thong
mang trong tuong lai. Bén canh d6, SDN con 1a lya chon cho viée trién khai cac giai
phap dam bao an ninh mang, trudc sy phirc tap ctia nhitg cudc tin cong khong
ngimg thay doi vé cach thic ciing nhu do nguy hai, can trd nhiéu hoat dong giao
dich, cac dich vu mang.

Nhitng han ché vé bao mat cua kién trac mang truyén thong di dé 16 ra nhimg
16 hong cho ké tan cong, nhimng td chire t6i pham c6 thé thuc hién hanh vi pha hoai
t6i nhitng hé théng, gdy hau qua cho cac doanh nghiép, co quan, to chirc, cac nha
cung cap dich vu. Vi Iy do d6 em xin chon d¢é tai "Gidi phdp chong tin céng trong
mang dinh nghia bang phan mém" 1am dé tai luan vin tot nghiép.

2. Tong quan vé van dé nghién ciru

SDN ra doi vao nam 2008 tai Pai hoc Stanford va tao ra mot cudc cach mang
trong giéi cong nghé. Uu diém cua SDN 1a viéc tach phan logic diéu khién mang
khoi cac bo chuyén mach, thic dy diéu khién tap trung va cung cap kha ning lap
trinh cho mang. Hién tai, Google va Facebook déu dau tu rit manh cho SDN va du
doan trong 5 nam t6i s& thay thé toan bd mang truyén thong.

Van dé nghién ctru vé mang SDN duoc nghién ciru rong rai trén thé gidi trong
nhitng ndm gan day. Tir nhiu nam trd lai day, di c6 cac bai bao trén thé gidi da dua

ra rat nhiéu giai phap nham nang cao hiéu qua cho qua trinh sir dung mang Internet.



Trong d6 SDN la mét trong nhiing giai phap duoc ky vong cao. Tai Viét Nam, da
6 cac cong trinh nghién ctru va ap dung SDN vao viéc thiét ké va ap dung cho viéc
diéu khién mang.

Luan vin s& nghién ctru vé cong nghé SDN/OpenFlow, cac uu diém ma SDN
cung cip so voi cau tric mang truyén théng. Bén canh d6 tim hiéu cac hinh thirc tan
cdng SDN va cach phong chéng céc hinh thtc tdn cong nay. Tir d6 dwa ra phuong
thirc phong chéng tan cong dua trén cong nghé SDN/OpenFlow.

3. Muc dich nghién ctru

Nghién ctru cac phuong phap phong chéng tin cong SDN va ap dung cong
nghé SDN/OpenFlow vio viéc phong chdng tan cong, nang cao bao mat.
4. Poi twong va pham vi nghién ciru

Péi tuong: Cong nghé mang dinh nghia bang ndi dung (SDN).

Pham vi: Phong chdng tan cong trong SDN dya trén SDN/OpenFlow.
5. Phuwong phap nghién ctru

Nghién ctru tim hiéu 1y thuyét tir cac tai liéu, bai bao, cong trinh nghién ctru vé
SDN va tin cong trong SDN. Xdy dung mot kién triic mang sir dung trong phong
chéng tin cong SDN, tién hanh mo phong tan cong trén server testbed cia
Mobifone, str dung cac card phan ctng va phim mém, cong cu hd trg. Dya trén két
qua mo phong dua ra giai phap giam thiéu cac tan cong vao SDN.

6. Noi dung dé tai

Noi dung cua luan vin bao gdm 3 chuong véi cu trac nhu sau:

Chuong 1. Tong quan vé SDN:

Chuong 2. Xay dung kién trac mang SDN/OpenFlow st dung trong phong
chdng tin cong

Chuong 3. Két qua mo phong chdng tin cong trong SDN



CHUONG 1. TONG QUAN VE SDN

1.1. Tong quan vé SDN
1.1.1. Dinh nghia

Software-Definded Networking (SDN) 13 mot cach tiép cin méi trong viée
thiét ké, xay dung va quan 1y hé thong mang. V& co ban, SDN chia tach doc 1ap hai
co ché hién dang t6n tai trong cung mot thiét bj mang: Co ché diéu khién (Control
Plane controller — thanh phan diéu khién), co ché chuyén tiép dit liéu (Data Plane -
data forwarding plane — thanh phan chuyén tiép dir liéu) nham tdi uu nhiém vu va
chtrc nang ciia hai thanh phan nay (Hinh 1.1). Muyc dich cta su phan tach nay 1a tao

ra mang c6 thé dugc 1ap trinh va quan Iy mot cach tap trung.

>
Control PIW

-

>
Control Pl;aju?.c’

-
Data Pl‘w'i}'(’

>
Data Pld'f.‘l'(’

Hinh 1.1. Sy phan tach trong kién tric mang SDN

Co ché diéu khién (Control Plane): La thanh phan diéu khién véi cac giai
thuat va giao thirc dung dé tinh toan va luu trir cic thong tin dinh tuyén 1én bang
FIB (Forwarding Information Base) nham xac dinh duong di cho mdi géi tin trong
Data Plane. D6i voi Switch thi Control Plane don gian 1a co ché tu hoc MAC thong
qua viéc Broadcast goi tin con ddi véi Router thi Control Plan 1a cac giao thie dinh
tuyén nhu OSPF, EIGRP, BGP, ...

Co ché chuyén tiép dir liéu (Data Plane): La thanh phan thuc hién chitc ning

Forwarding Data dya vao bang FIB ma Control Plane d3 xay dung. Dit liéu s& d6 vé



Switch hoac Router tai cac Port trong ung nhu 10Gb, 100Gb Ethernet va ciing di ra
khéi Switch, Router véi Port tuong tng.

SDN 1a mot kién tric mang linh hoat, d& quan 1y, hié¢u suit cao, kha nang chiu
16i va thich nghi tét,... Diéu d6 1am cho cong nghé nay that sy Iy tudong cho céc tng
dung doi héi bang thong cao va can sy linh hoat hién nay. Muc dich co ban cta
truyén thong mang 13 truyén tai thong tin tir diém nay toi cac diém khac nhung véi
SDN thi dir li¢u trong mang s€ dugc truyén tai gitra cac node voi sy hd tro tir cac
tmg dung va dich vu nén viéc truyén thong tré nén hiéu qua va tdi wu hon rat nhiéu.

Gidng nhu cac may cha giam sat sit dung trong 4o héa, SDN dinh nghia ra
mot 16p phan mém dimg chan gilta cac phan tir mang va ngudi quan tri mang (1a
ngudi cdu hinh va cai dat ching). Lép phan mém nay cung cip cho ngudi quan tri
mang kha nang diéu khién cac thiét bi mang ciia ho thong qua mot giao dién phan

mém thay vi phai tu ciu hinh phan ciing va cic tac dong vat 1y cia thiét bi mang..
1.1.2. Kién tric ciia SDN [2]

Kién tric cia SDN gom 3 16p riéng biét: 16p tng dung, 16p dicu khién, va 16p
co s6 ha tang (16p chuyén tiép). (Hinh 1.2)

APPLICATION LAYER | |
‘ Business Applications

| R R

CONTROL LAYER ap|

| Network Services

Control Data Plane interface
(e.g., OpenFlow)
INFRASTRUCTURE LAYER

Network Device Network Device Network Device
Network Device Network Device

Hinh 1.2. Kién tric mang SDN
Lép tng dung: La cac ung dung kinh doanh dugc trién khai trén mang, dugc
két ndi t6i 16p dicu khién thong qua cac API, cung cap kha niang cho phép 16p tng
dung 14p trinh lai (cAu hinh lai) mang (diéu chinh cac tham sb tré, bang thong, dinh

tuyén, ...) thong qua 16p diéu khién.



Lép diéu khién: La noi tap trung cac bd diéu khién thuc hién viéc diéu khién
cu hinh mang theo cac yéu ciu tir 16p ung dung va kha ning ctia mang. Cac bd
diéu khién nay c6 thé 1a cac phan mém duogc 1ap trinh.

Lép co sé ha tAng: La cac thiét bi mang thyc té (vat 1y hay 4o hoa) thuc hién
viéc chuyén tiép géi tin theo su diéu khién cua 16p diéu khién. Mot thiét bi mang c6
thé hoat dong theo sur diéu khién ctia nhidu bo diéu khién khac nhau, diéu nay giup

tdng cuong kha nang 4o hda cua mang.

1.1.3. So sdnh kién triic mang truyén thong va kién triic SDN

Traditional With SDN
(L Es Core (I Ea Core
E Core Router E Core Router
End of Row End of Row
High-end
EREER ., LR switct
EEEEE  switch Rack — Rack
T — ) —
SErVers N wMs runining
B servers T B BB SN
Y 20w (R WY applications |
Data Plane —— Control Plane Data Plane —— (ool Plane

Hinh 1.3. So sanh mang SDN véi mang truyén théng

Mo hinh so sanh giira kién trac mang truyén théng va kién trc SDN trén
(hinh 1.3) cho thay trong kién tric mang truyén théng Control Plane va Data Plane
déu duoc ghép chung vao trong Network Node. Trong d6 Control Plane ¢6 nhiém
vu cdu hinh cac Node mang va 1ap trinh dudng di (dinh tuyén) dé van chuyén Data
Flow. Data Flow (luéng dit liéu) s& dugc day xudng Data Plane thong qua cac API
va chuyén tiép t6i cac thiét bi phan cing dua trén cac thong tin didu khién trén
Control Plane.

Trong kién trac mang truyén thong khi chinh sach Forwarding da duoc thong

qua thi cach duy nhit dé diéu chinh lai cac chinh sach nay theo ¥ mudn la phai di



cAu hinh lai trén tit ca thiét bi vét Iy (Switch, Router, Firewall, ...). Diéu nay khong
chi mét thoi gian ma con kha 1a phién toai bdi trong kién tric hé thong mang truyén
thng dic biét d6i v6i hé thong mang quy mé trong doanh nghiép thi viéc xac dinh
vi trf thiét bi va tién hanh cu hinh diéu chinh rat 13 phirc tap va c6 nhiéu rui ro sai
sot ¢6 thé anh hudng téi nhiéu hoat dong quan trong khac trong hé théng mang.

Trong kién trac mang SDN thi Control Plane duoc tach riéng ra khoi Node
mang va la mgt thanh phén doc 1ap trong SDN Stack. Cac bo chuyén mach SDN
déu duoc kiém soat boi Network Operating System (NOS) dé thu thap thong tin
thong qua cac API va chuyén tiép thong tin iy vao Control Plane, dong thoi cung
cép mot mo hinh mang trtru tuong téi SDN Controller von dugce cai dat trong cac
tmg dung. Nho thé ma Controller ¢6 thé khai thac diy du thong tin mang dé tbi vu
trinh diéu khién ludng (Flow Management) va hd tro dap ing cac yéu cau clia ngudi
dung vé kha nang mo rong va tinh linh hoat. Viéc quan 1y, cau hinh va diéu phdi cac
hoat dong trong hé thong mang s& thong qua mot giao dién phan mém quan 1y tap
trung v&i md hinh hé théng mang tong quan nén ngudi quan tri s& 1am viéc hiéu qua
hon va tranh duoc cac su cb 16 phat sinh.

Kién trac mang SDN cho phép diéu khién hoat dong ctia mang dua trén viéc
diéu khién hoat dong cua cac Switch, sit dung cic ngdn ngit 1ap trinh va co thé
thuong xuyén thay doi bang cach nap cac doan mi ngudn khac vao thay thé. SDN
¢6 loi thé to 1én ma cac kién tric mang hién tai khong c6 dugc. B6 chinh 1a tinh
mém déo, kha nang m¢ rdng va tinh linh hoat cia mang. Cac kién trac mang hién
nay khong cho phép can thi¢p vao hoat dong cia cac thiét bi mang, hoat dong cua
céc thiét bi nay bi phu thudc hoan toan vao nha san Xuét quy dinh. Chinh vi thé, rat
kho cho viéc thay thé mot giao thirc cil bang cac giao thitc méi va thir nghiém
chung trén cac thiét bi that. SDN thi nguoc lai, né cho phép ngudi lap trinh 6 thé
can thiép vao hoat dong cua thiét bi va qua d6 diéu khién thiét bi hoat dong theo y
mudn. Viéc ndy dé dang cho viéc nghién ctru ciing nhu trién khai cac cong nghé

moi vao trong mang ma khong can thay doi vé phan clng.



1.1.4. Lgi ich ciia SDN

SDN la mét san pham ma ngudén mo. Bai vi SDN tuan thi cac chuan md, vé
mit 1y thuyét co thé hoat dong v6i bit ky phan cirng mang ndo cua nha cung cap.
Tir quan diém CNTT, diéu nay cho phép cac to chirc c6 kha ning tranh viéc nha
cung cap ctimg nhic trong mot loat san phdm mang. Piéu ndy cho phép CNTT tré
1én nhanh nhen rét 16n béi vi mot giai phap chudn mé nhu SDN don gian héa nhiém
vu két nbi dén cac ddm may, cac Gmg dung, va cac thiét bi khac nhau. Va n6 cho
phép ngudi quan tri mang st dung phan mém cho nhiéu cong viéc ho thuong lam
bang tay.

Cu thé, vdi céc tinh nang cia minh, SDN dem lai céc loi ich sau:

- Giam CapEx: SDN gitp giam thiéu cic yéu cdu mua phan cing theo muc
dich xay dung céc dich vy, phﬁn cing mang trén co s& ASIC, va hd trog mo
hinh pay-as-you-grow (tra nhiing gi ban dung) dé loai bé lang phi cho viéc
du phong.

- Giam OpEx: thong qua cic phan tir mang d3 dugc gia ting kha ning lap
trinh, SDN giup dé dang thiét ké, trién khai, quan 1y va mé rong mang. Kha
nang phbi hop va du phong tu dong khong nhimng giam thoi gian quan 1y
tong thé, ma con giam xac suit 151 do con nguoi toi viée toi wu kha ning va
do tin cay cua dich vu.

- Truyén tai nhanh chong va linh hoat: gitip céc to chiic trién khai nhanh hon
cac ung dung, cac dich vu va co s& ha tﬁng dé nhanh chéng dat dugc céac
muc tiéu kinh doanh.

- Cho phép thay doi: cho phép céc t6 chic tao méi cac kiéu tmg dung, dich vu
va md hinh kinh doanh, dé c6 thé tao ra cac luéng doanh thu méi va nhiéu

gia tri hon tir mang.

SDN hira hen kha ning a0 hoa ha ting CNTT. Cho dén nay, phan 16n nhat ciia
co s ha téng van con chua duge a0 hoa 1a mang. Tir mot quan diém nhanh gon, cac

doanh nghi¢p s€ muon lién hi€p lai va di chuyén vao va ra khéi ddm may riéng ndi



bd (private cloud) va cong cong (public cloud). Pay 1a noi ma mét cong nghé linh
hoat nhu SDN dit diu chdm hét. Chic chin, tat ca cac hoat dong nay ndi véi mang
va cac su c¢d c6 thé dugc thuc hién “biang tay” nhu biy gid. Nhung trong twong lai,
khung thoi gian han hep cta dy 4n sé& thuc ddy CNTT tim cach hiéu qua hon dé cu

hinh va quan 1y mang.

- Bén canh do6, SDN ciing tdn tai mot sd nhuoce diém so vai mang truyén théng
nhu:

- Véan dé dau tién 13 bao mat, cac hacker co thé lgi dung 16 hé)ng phﬁn mém dé
tan cong. Néu hacker c6 thé tin cong vao hé théng, chung c6 thé truy cap céac
thiét 1ap va thay doi chiing bat cit & noi dau, tai thoi diém nao, va ching co
thé truy cap bat ky tap tin duoc ma héa ndo mién 13 né & trong mang. Pdi véi
mang truyén thong thi diéu nay khong thé xay ra boi dé c6 thé truy cap vao
mang ta phai c6 quyén truy cdp vao phan ctng cia nd. Hau hét cac doanh
nghiép chi cho phép mdt sé ca nhan duoc quyén d6 boi vay hé thong s& an
toan va it c6 kha nang bi truy cap boi cac hacker.

- Thi hai d6 1 qua trinh trién khai SDN khong thé hoan thién trong chéc lat
ma né phai theo timg budc mot. Chung ta khong thé mot lic thay thé toan bo
cac thiét bi hién c6 thanh OpenFlow switch duoc bai vi didu d6 rat tén kém.

- Thir ba, SDN 1a mot kién tric mang kiéu méi, cac giao thuc tuong tac gitra
cac controller vdi nhau con chua dugc phat trién toan dién nén viéc phat trién

SDN trén pham vi toan cau van con nhiéu han ché.

1.1.5. Ung dung ciia SDN

V6i nhing loi ich ma minh dem lai, SDN c¢6 thé trién khai trong pham vi cac
doanh nghiép (Enterprises) hodc trong ca cac nha cung cap ha tang va dich vu vién

thong dé giai quyét cac yéu cau cla cac nha cung cip tai mdi phan khic thi truong.

- Ap dung trong mang doanh nghiép: Mo hinh tip trung, diéu khién va du

phong tu dong ctia SDN hd tro viée hoi tu dit lidu, voice, video, ciing nhur 13



viéc truy cap tai bat ky thoi diém nao, bat ky dau. Piéu nay dugc thuc hién
thong qua viéc cho phép nhéan vién IT thyc thi chinh sach nhat quan trén ca
co s& ha tang khong diy va c6 diy. Hon nita, SDN hd trg viéc quan Iy va
giam sat ty dong tai nguyén mang, xac dinh bang cic hd so ca nhan va cac
yéu cau cua ung dung, dé dam bao tbi wu trai nghiém nguoi dung véi kha
nang cuia mang.

Ap dung trong Data Center (DC): Viéc ao hoa cac thyc thé mang cua kién
truc SDN cho phép viéc md rong trong DC, di cu tu dong cac may 4o, tich
hop chdt ché hon v6i kho luu trir, st dung server tdt hon, st dung nang
lugng thap hon, va toi uu bing thong.

Ap dung déi véi dich vu Cloud: Khi duoc str dung dé hd trg mot méi truong
dam may riéng hodc tich hop, SDN cho phép cac tai nguyén mang duoc cip
phét theo phuong thue linh hoat cao, cho phép du phong nhanh cac dich vu
dam mAay va hand off linh hoat hon vé&i cac nha cung cip dam may bén
ngodi. Voi cac cong cu dé quan 1y an toan cic mang ao ctia minh, cac doanh

nghiép va cac don vi kinh doanh s€ tin vao cac dich vu ddm may hon.

1.2. Giao thuc OpenFlow

1.2.1. Dinh nghia

Khai niém SDN dit ra 2 vin dé khi trién khai thuc té:

Can phan c6 mét kién tric logic chung cho tit ca cac switch, router va céac
thiét bi mang khac dwgc quan 1y boi SDN Controller (bo diéu khién mang
SDN). Kién trac nay c6 thé duge trién khai bang nhiéu cach khac nhau trén
cac thiét bi cta cac nha cung cp khac nhau va phu thudc vao nhiéu loai thiét
bi mang, mién 1a SDN controller thdy dugc chirc niang chuyén mach thong
nhét.

Mot giao thirc chuan, bao mat dé giao tiép giita SDN controller va cac thiét

bi mang.
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OpenFlow dugc dua ra dé giao quyét ca hai van dé do.

OpenFlow 1a giao thirc chuidn md cho phép cac nha nghién ctru c6 thé thi
nghiém, kiém chtng cac giao thirc mang méi trong méi truong thuc té véi quy mod
luu luong that, gitp cho viéc hoc tap, nghién ciu dugc dé dang va co thé kiém
nghiém dugc ma khong can céc thiét bi that phire tap. OpenFlow 1a giao thic gitp
bo diéu khién c6 thé giao tiép, cdu hinh, diéu khién cac bo chuyén mach & phia
duéi, cung cap mot giao dién ddng nhat cho cac thiét bi ctia nhiéu hiang khac nhau

c6 thé hoat dong dugc trén cung mot bo diéu khién.
1.2.2. Kién tricc ciia OpenFlow Switch

Mot thiét bi chuyén mach OpenFlow bao gdm it nhat 3 thanh phan: Bang
ludong (Flow table), Kénh an toan (Secure Chanel) va Giao thirc Openflow
(OpenFlow Protocol).

Flow Table: mot lién két hanh dong voi mdi ludng, gitip thiét bi xtr 1y céc
ludng. N6 co trach nhiém "néi chuyén" véi switch dé chi ra rang phai xur 1y flow ra
sao, mdi hanh dong twong tmg véi 1 flow-entry.

Secure Channel: kénh két ndi thiét bi t6i bd diéu khién (controller), cho phép
cac 1énh va cac goi tin duoc gui giira controller va thiét bi. N6 két ndi switch voi
controller str dung giao thirc OpenFlow chay qua Secure Sockets Layer (SSL), dé
guri cac commands va cac packets.

OpenFlow Protocol: giao thitc cung cip phuong thirc tiéu chuan mé cho mot

controller truyén thong véi thiét bi.
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‘ Controller
i
OpenFlovc'l Protocol

Y

|
I

Secure | | Group
I
|

Channel Table

Flow > > Flow
Table Table

Pipeline

OpenFlow Switch

Hinh 1.4. Kién tric OpenFlow Switch

Co ba loai tap hop céc flow tables:

Mot flow table s& ghép cac goi tin t6i v6i mot flow nhat dinh va chi dinh céac
chtrc nang duoc thuc hién trén cac goi tin d6. Co thé c6 nhiéu flow tables van
hanh trong mot pipeline.
Mot flow table co dé chuyén mot luéng vao mot Group Table, tai do6 co thé
kich hoat cing mot lac nhiéu hanh dong anh huong téi mot hoac nhiéu flow.
Mot Meter Table c¢6 thé kich hoat nhiéu hanh dong lién quan t6i hiéu ning
trén mot flow.
M3di flow-entry trong flow table c6 mot hanh dong tuong ing véi nd va gdm
3 truong:

o Packet header dinh nghia nén flow

o Hanh dong (Action) dinh nghia cach ma gai tin s€ dugc xur ly

o Thong ké (Statistics) gitt thong tin theo ddi vé s6 lwong goi tin va kich

thude theo bytes ctia mdi flow, thoi gian ké tir lac goi tin cudi dwa vao

flow (nham muc dich loai bo cac flow da nging hoat dong).
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Mbi flow-entry c6 mot hanh dong twong ung vdi nd, va co ba loai hanh dong
co ban:

- Chuyén cac goi tin cua mot flow t6i port (hodc cac port) di chi dinh. Diéu
nay cho phép cac géi tin dugc dinh tuyén qua mang.

- Doéng gbi va chuyén tiép cac goi tin cia flow t6i controller. Goi tin s& duoc
dua t6i Secure Channel, tai d6 né dwgc dong goi va giri t6i controller. Dién
hinh nhu goi tin dau tién cia mdi flow méi s& duoc gui t6i controller dé
duoc quyét dinh xem liéu flow c6 dugc dua vao trong flow table hay khong.

- Huy cac goi tin cua flow. Hanh dong nay dugc st dung nham muc dich bao

mat, nhu tan cong tur chdi dich vu (DoS).

SDN Controller Software
@ OpenFlow

OpenFlow-enablad Network Device

Flow Tahle comparable to an instruction sef

MAC dst 1P Dst TCP dport

10:20:

Hinh 1.5. Vi du vé Flow table trong OpenFlow Switch

Cac switch hd trg OpenFlow c6 2 loai: OpenFLow-only va OpenFlow-
hybrid. Switch OpenFlow-only chi hoat dong theo OpenFlow, ¢ nhitng switch loai
nay, tat ca goi tin dugc xtr Iy bai OpenFlow pipeline, va khong thé xu 1y theo cac
khac.

OpenFlow-hybrid hd tro cac hoat dong theo OpenFLow va chuyén mach
Ethernet thong thudng, chuyén mach 16p 2 truyén thong, c6 1ap VLAN, dinh tuyén
Layer 3. ACL va xir Iy QoS. Nhiing switch ndy cung cap mot co ché phan loai bén
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ngoai OpenFlow ma dinh tuyén luu lwong hodc téi OpenFlow pipeline hodc chuyén
mach thong thuong. Vi du, mot switch ¢ thé sir dung VLAN tag hodc cong ra cia
g6i tin dé quyét dinh cach thirc xir 1y sir dung pipeline hodc cach khac, hodc né cé
thé chuyén tiép tat ca goi tin toi OpenFlow pipeline. Mot switch OpenFlow-hybrid
c6 thé cho phép géi tin di tir OpenFlow pipeline t&i chuyén mach thong thuong
thong qua cac cong reserved port nhu NORMAL hoic FLOOD.

1.2.3. Hoat dong ciia OpenFlow Switch

Hinh 1.6. Vi du vé hoat dong ciia OpenFlow Switch
Giao thirc OpenFlow mb ta ban tin trao dbi giita OpenFlow Controller va mot
OpenFlow switch. Giao thirc ndy dugc trién khai trén Secure Socket Layer (SSL)
hozc Transport Layer Security (TLS), cung cip kénh OpenFlow bao mat. Giao thirc
OpenFlow cho phép controller thuc hién cac thao tac bd sung, cap nhat va xda cac
hanh dong vao céc flow entry trong céac flow tables.

Cic ban tin trao d6i trong mang SDN

- Qua trinh x1r 1y pipeline trong Flow Table
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Qua trinh xir 1y pipeline trong switch duoc hd tro tir phién ban openflow 1.1
[3] tro 1én voi da bang trong switch. Qud trinh pipeline ctia mdi Openflow switch

bao gdm nhiéu flow tables, mdi flow table bao gdm nhiéu flow entries.

Packet Ingress processing Packel +
In Sal pipeline fields
Ingress (ingress port,
Inaress Port | Flow Flow metadala...) [ Flow Execute Grou
ngﬂ ot = Table » Table |—=++«—= Table > Action == Tablg
Action 0 1 Action n Set
Sal={} Sal
Egress processing Packal + Packet
Sal pipeline fields Out
Output (output port,
Port | Flow Flow metadata_) [ Flow Execute Output
- Table —* Table —*:**—* Table —> Action o Port
Action g e+1 Action | &+m Set
Set = Sel
{output @ = first egress table-id

Hinh 1.7. Qua trinh xit ly Pipeline trong Flow Table

Qua trinh xtr 1y trong pipeline ludn bat dau véi xir 1y ingress & bang flow table
dau tién, goi tin dau tién phai match véi entry flow trong bang flow table. Cac
ingress flow table khac co thé duoc sir dung phu thudc vao dau ra khi match cua
bang dau tién. Néu dau ra cta qué trinh xir 1y ingress 1a chuyén tiép tGi output port,
switch OpenFlow c6 thé thyc hién tién trinh xir 1y egress theo output port d6. Xu Iy
egress 1a tiy chon, switch c6 thé khong hd tro bat ki bang egress nao hoidc c6 thé
khoéng ciu hinh sir dung chiing. Néu khong co egress table nao, goi tin phai dugc xir
Iy boi output port, va hau hét 1a chuyén tiép goi tin ra bén ngoai switch. Néu c6 mot
egress table duoc cdu hinh 13 bang egress table dau tién, thi goi tin phai match voi
cac flow entry trong bang d6, va cac bang egress con lai c6 thé duoc sir dung phu

thudc vao dau ra ¢ flow table.
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Khi dugc xtr 1y boi flow table, goi tin dwge match vé6i cac flow entry dé chon
ra flow entry pht hop. Néu mét flow entry duoc tim thay, instruction thiét 1ap trong
flow entry d6 duoc xtr 1y. Nhitng instruction ndy c6 thé chuyén huéng goi tin t6i
flow table khac, noi ma qua trinh xtr ly lai duoc 13p lai. Mot flow entry co thé chi
chuyén huéng mot goi tin t61 mot bang flow table ¢ sé 1on hon table cua chinh no,
hay néi cach khac 1a xir Iy trong pipeline chi c6 chuyén tiép chir khéng c6 quay lai.
Di nhién, cac flow entry cua bang cudi cung cua pipeline c6 thé khéng c6
instruction Go-Table (t6i bang khac). Néu flow entry match ma khéng chuyén
hudng goi tin td1 bang khac, trang thai hién tai ctia pipeline sé dung lai & bang nay,
g6i tin duge xir 1y vai action lién két trong véi nd va thuong dugc chuyén tiép di.

Néu mot goi tin khong match v6i flow entry trong bang, bang s& bi bo qua.
Hanh dong trén bang nay phu thudc vao cau hinh cua bang. Cac instruction trong
flow entry cua bang nay co thé linh hoat xac dinh cach xir 1y cac goi tin khong
match, tiy chon hiru ich 1a drop goéi tin, dua té1 bang khac hoac guri to1 controller
thdng qua kénh control channel thong qua géi tin packet-in.

Trong céc truong hop goi tin khong duoc xt Iy diy da boi flow entry va xur 1y
pipeline ngung lai ma khong xtr 1y action cho goi tin hodc gui téi mot bang khac.
Hoic néu khong co action véi géi tin khong match voi flow entry thi goi tin s& bi
drop. Néu TTL van con hiéu luc, g61 tin ¢co thé duoc gui to1 controller.

OpenFLow pipeline trén mdi switch OpenFlow chira mot hodc nhiéu bang
flow tables, mdi flowtable chtra nhiéu flow entry. Qué trinh x{r 1y trong pipeline
dinh nghia cdch ma cac goi tin tuong tac voi cac flow table nay. Mot OpenFlow
switch yéu cau phai c6 it nhat mot ingress flow table, va ¢ thé c6 thém nhiéu flow
table tly y. OpenFlow switch v&i chi mot flow table 1 c6 thé, trong truong hop nay
xtr 1y trong pipeline 1a don gian nhat.

Céc flow table dugc danh s6 dé cac goi tin di qua, bat dau tir 0. Qua trinh xur 1y
trong pipeline xay ra 2 trang thai: ingress processing va egress processing. Tat ca

cac table v&i s6 nhd hon bang flow dau tién ¢ egress phai dugc sir dung trong cac
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bagnr ingress, va khong bang nao vdi s6 cao hon hodc bang vdi egress table dau

tién c6 thé duoc sir dung trong bang ingress table.

Moi flow table gom cac cot sau:

Match field: dé so sanh vé&i cac goi tin. Trudng nay bao gdm thong tin vé

ingress port va cac packet header, va co thé cac truong pipeline field thém vao nhu

metadata chi dinh trong cac bang trudc do.

Priority: Mtrc do uu tién cua flow entry.

Counters: dugc cap nhat khi cac goi tin dugc match.

Instructions: diéu chinh thiét 1ap action hodc xir 1y pipeline.

Timeouts: s6 lwong thdi gian gidi han hodc thdi gian cho trude khi flow bi
vO hiéu bo1 switch.

Cookie: Dir liéu khong rd rang dugc chon boi switch. Co thé dugc str dung
bdi controoler dé loc cac flow entry anh huéng boi cac flow tinh, yéu cau
chinh stra hoac x6a flow. Khong st dung khi xur Iy cac goi tin.

Flags: Cac flag thay doi cach ma cac flow entry duogc quan ly, vi du: cd
OFPFF_SEND_FLOW_REM ty dong loai bd cac ban tin bi x6a cho flow
entry do.

Mot entry flow trong bang dugc x4c dinh bdi truong match fields va priority

clia nd: 2 truong nay két hop tao nén sy duy nhat cho flow entry trong mot bang.

Flow khong khdp (tat ca cac truong déu khong khop) va co d6 wu tién bang 0 duoc

goi la flow entry table-miss. Instruction co thé chira cac action duge thuc hién trén

g61 tin & mot vai di€m cua cua pipeline. Action set-field c6 thé chi dinh viét mot so

truong header.
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1.3. Cac ban tin trao doi OpenFlow [6]

1.3.1. Ban tin Packetln

Switch Controller

FPacketin

Hinh 1.8. Ban tin PacketIn
PacketIn 1a ban tin duoc gui tir switch 1én Controller. C6 hai 1y do dé thyc
hién diéu nay: Mot géi tin match véi mot flow entry va flow entry d6 ¢ action gt
1én Controller hoac mot gdi tin match vai table miss va trong table_miss c6 action
1a g 1€n Controller.

Céu tric ban tin bao gdm cac truong duoc md ta nhu hinh bén dudi.

- 32 bits -

buffer id
total len Feason thi _id

cookie

network byte order

Hinh 1.9. CAu trdc ban tin Packetln
Trong do6:

Header: La header tiéu chudn ciia giao thirc openflow
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Buffer_id: La gia tri b dém —luu trir goi tin dugc match ma duoc stir dung boi
cac datapath dé cac dinh vj tri dém cua g061 tin. Mot gobi tin dugc match co thé dugc
dém vao bo dém hodc khong. Khi mot goéi tin dugc dém vao by dém thi mat phén
dir liéu ctia goi tin d6 s& duoc nam trong phan data ctia ban tin PacketIn. Néu géi tin
khong duogc dém vao bo dém do bd dém khong c6 san hoic do yéu cAu thi toan bo
g6i tin s& nam trong phan data ciia goi tin PacketIn va khi d6 truong buffer id s& c6
gia tri la OFP_NO_BUFFER.

Total len: Tong kich thuéc géi tin PacketIn

Reason: C6 thé 12 mét trong cac gia tri sau:

- OFPR_NO MATCH=0: Khong match bat c flow entry nao
-  OFPR_ACTION=1: Action gt 1én Controller
-  OFPR_INVALID_ TTL =2: Go6i tin ¢6 TTL khong hop 1€

Table_id: Table giri goi tin nay

Match: Phan anh tiéu dé cia goi tin

Data: N¢i dung cua goi tin

Trong dé tai ndy tac gia sir dung ban tin PacketIn dé giri toan bo goi tin SYN
va goi tin SYN_ACK 1én Controller. Vi vay cac flowentry trén Switch c6 truong
actions = CONTROLLER: 65535.

1.3.2. Badn tin PacketOut

Controller Switch

PacietOut

Hinh 1.10. Ban tin PacketOut
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Ban tin PacketOut dugc giri tir Controller t6i Switch ding dé huéng dan goi
tin di nhu thé nio trong mang. Ban tin nay khong dung dé thiét lap entry trén
Switch ma chi giri géi tin ra ngoai Switch. Céu triic truong cia ban tin dugc thé

hién nhu hinh bén dudi:

- 32 bits -

buffer id
in_port

actions len

Hinh 1.11. CAu tric ban tin PacketOut

Trong do:

Header: La header tiéu chuan cia giao thic openflow.

Buffer_id: La gia tri by dém —luu trir goi tin dugc match ma dugc sir dung boi
cac datapath dé céc dinh vj tri dém cua g61 tin. Mot goéi tin dugc match co thé dugc
dém vao bo dém hodc khong. Khi mot géi tin dugc dém vao by dém thi mat phén
dir lidu cta goi tin d6 s& duge nam trong phan data ciia ban tin PacketIn. Néu géi tin
khong dugce dém vao by dém do bd dém khong co san hodc do yéu cau thi toan b
g6i tin s& nam trong phan data cia goi tin PacketIn va khi d6 trudong buffer id s& co

gi tri 1a OFP_NO_BUFFER.
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In_port: La port ddu vao ma duogc lién két véi goi tin. N6 ¢ thé 1a port tiéu
chuan hoic OFPP_ CONTROLLER

Action []: La mot danh sach cac Action dinh nghia cac goéi tin nén dugc xir Iy
nhu thé nao boi Switch. N6 ¢6 thé 1a stra d6i goi tin, port dau ra.

Data []: Truong dir liéu ctia goi tin

Trong dé tai ndy, tac gia sir dung ban tin nay dé giri cac goi tin TCP ¢ co
SYN,cd SYN_ACK, co ACK, c& RST ra ngoai cong Switch ma khong thiét lap

entry trén Switch.
1.3.3. Ban tin FlowRemoved

FlowRemoved la ban tin dugc giri t61 Controller tir Switch khi c6 flow entry

trong flow table b1 xda.

Switch Cormtroller

Flow Removed

Hinh 1.12. Hoat dgng caa ban tin FlowRemoved

CAu trac ban tin FlowRemoved duoc md ta nhu bén duéi:
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«—— 32bits — 3
«—— 16 bits —»

priority reason |table id|
duration_sec
duration_nsec

idle timeowt hard timeout

pachket _coumnt

byte count

netwaork by fe order

Hinh 1.13. Céu tric ban tin FlowRemoved
Trong do:
Header: La header tiéu chuan cia giao thirc openflow
Priority: Murc uu tién cia flow entry bi x6a
Reason: Truong reason s€ c6 mot trong cac gia tri sau
- OFPRR _IDLE TIMEOUT = 0:flow c6 thoi gian vugt qué idle timeout
- OFPRR_HARD_TIMEOUT =1 : flow c6 thoi gian vugt qua hard timeout
- OFPRR _DELETE = 2: bi x6a béi flow mod
- OFPRR_GROUP_DELETE =3
Duration_sec va duration_nsec 14 thoi gian song cta flow entry d6 trudc khi
bi x6a khoi table tinh theo gidy va nano gidy
Idle_timeout: thoi gian timeout cua flow entry d6. Idle timeout dugc dinh

nghia 1a khoang thoi gian 16n nhat gitta hai géi tin lién tiép ctia mot flow
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Hard_timeout: thoi gian ton tai ctia flow d6. Hard timeout dugc dinh nghia
1a khoang thoi gian ton tai ctia flow trong flow table

Packet_count: S6 lwong goi tin ma match flow entry d6 trude khi bi x6a khoi
table

Byte count: S6 luong byte dir liéu ma match flow entry dé truée khi bi x6a
khai table

Trong luan vin ndy, tac gia sir dung ban tin FlowRemoved dé bao cho
Controller biét cac flow entry nao trong table 2 bj x6a va tir d6 c6 cac hanh dong xir

Iy tiép theo
1.3.4. Ban tin FlowMod

Day 1a mot trong nhitng ban tin chinh hay duogc sir dung gitra Controller va
Switch. N6 dugc giri tir Controller xudng Switch cho phép Controller sira doi trang

thai cua Openflow Switch.

Controller Switch

l-l—|_‘_l_l-‘-‘_
FlowlMod

“——____“

Hinh 1.14. Hoat dong cia FlowMod

CAu tric ban tin FlowMod dugc mé ta nhu bén dudi:
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- 32 bits -
; header
cookie

cookie mask

table id| ecmd idle timeout
hard _timeout priority
buffer id
out_port
out_group
flags J pad
' match !
yTTTTTT instructionf] ;

Hinh 1.15. C4u tric ban tin FlowMod
Table _id: Chi ra table ma flow entry dugc chén vao, bi stra ddi hodc bi x6a.
Cmd: La mdt trong cac gia tri sau:
- OFPFC_ADD =0 : Tao méi mot flow
- OFPFC_MODIFY = 1: Sira d6i tat ca cac flow duoc match
- OFPFC_MODIFY_STRICT =2
- OFPFC_DELETE = 3: Xoa tat ca cac flow dugc match
- OFPFC_DELETE_STRICT =4
Idle_timeout: thoi gian timeout cua flow entry d6. Idle timeout dugc dinh
nghia 1a khoang thoi gian 16n nhat gitta hai géi tin lién tiép ctia mot flow
Hard_timeout: thoi gian ton tai ciia flow d6. Hard_timeout dugc dinh nghia

1a khoang thoi gian ton tai ctia flow trong flow table
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Priority: Mtic wu tién cua flow trong flow table, sd cang cao thi muc vu tién
cang cao. Truong nay chi st dung trong ban tin OFPFC_ADD khi match va khi
thém flow entry va cho ban tin OFPFC MODIFY STRICT hodc
OFPFC_DELETE_STRICT khi match flow entries.

Buffer_id: Chi ra goi tin dugc dém & Switch va giri 1én Controller bang ban
tin Packet in. M0t ban tin ma c6 buffer id la twong duong vdi viée gui hai ban tin
tuan tu 1 ban tin flow mod va ban tin PacketOut v6i yéu cau 1a Flow mod dugc xir
1y trudce.

Out_port va Out_group: Loc ra pham vi cia OFPFC DELETE va
OFPFC_DELETE_STRICT

Flags: La mot trong cac gia tri sau:

- OFPFF_SEND FLOW REM = | << 0: Gti flow removed khi flow hét han
hoac flow bi x0a.

- OFPFF_CHECK OVERLAP=1<<1

- OFPFF_RESET_COUNTS=1<<?2

- OFPFF_NO_PKT_COUNTS=1<<3

- OFPFF_NO _BYT_COUNTS=1<<4

Instruction: Chtra cac huéng dan cho cac flow entry khi duoc thém hoic sira
d6i cac entries.

Trong dé tai nay tic gia da s dung thiét 1ap co0 OFPFF_SEND FLOW_ REM
d6i voi cac flow ¢ table 2. Vi vay khi flow entry bi timeout & table nay thi né phai
dong goi ban tin FlowRemoved dé giri 18n Controller. Sir dung ban tin FlowMod
v6i truong Cmd = OFPFC_ADD dé add mot flow entry xudng table 2 (ding dé bay
co ACK) va dé add hai flowentry xudng table 3 hudng dan cho cac goi tin thudc
ludng d6 lam thé nao dé di trong mang. Truong Cmd = OFPFC_MODIFY dung dé
sira d6i flowentry trén table 1. Trudong Cmd = OFPFC_DELETE dung dé xéa cac

flow entry trén table 2.
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1.3.5. Bdn tin StatsRequest

Ban tin StatsRequest duoc st dung dé yéu ciu vé thong tin cia ting flow,

tung table trén Switch.

Controller Switch

—— SlalsReq
AuifipartHeq ———=

StatsReq --~

- - - - MultipartRes

Hinh 1.16. Hoat dong ciia ban tin StatsRequest

CAu trac ban tin StatsRequest duoc mo ta nhu hinh bén dudi:

© bits ~— 16 bits —»
= "header '
type flags
pad pad pad pad
_______________________ body ]
networic by e order
- body i R

Hinh 1.17. Céu tric ban tin StatsRequest

1.3.6. Ban tin StatsResponse

StatsResponse ding dé tra 10i ban tin StatsRequest.
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Controller

P

- - T

Switch

StatsReq
AdultipartReq ———i-

StatsRegq --~
MultipartRes

=

Hinh 1.18. Hoat dgng cia ban tin StatsResponse

Trong luan vin nay tac gia lay tong s6 flowentries trong phan body.

-«

Aggregate - body
32 bits

& bits

packet _count

byte count

flow couwunt

pad

pad pad pad

netwaoric by e order

Hinh 1.19. Phan body cia ban tin StatsResponse

Trong d6 flow_count: Dém tong sb flow entries trén Switch.
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CHUONG 2. XAY DUNG KIEN TRUC MANG
SDN/OPENFLOW SU DUNG TRONG PHONG CHONG
TAN CONG

Qua viéc tim hiéu va nghién ciru 1y thuyét cling nhu cac giai phap c6 thé trién
khai phu hop véi diéu kién co s vat chét thuc té. Tac gia da thuc hién xay dung
mot hé théng kién trac mang SND/OpenFlow, dong thoi gia 1ap hinh thic tin cong
va dua ra giai phap giam thiéu tan cong trén hé thong gia 1ap ndy. Y tudng cua viéc
giam thiéu tn cong do la viéc kiém soat luu lugng to1,dat mot ngudng gid1 han dé
phat hién tan cong. Luu luong téi s& bi huy b hoan toan néu vugt qua ngudng gidi

han nay, vi¢c huy bo s& dugc diéu khién bai SDN Controller.
2.1. Gia lap kién triic mang SDN/OpenFlow

Dua vao kién trac mang SDN d3 nghién ctru trong nhitng chuong trude, tac
gia dua ra gia 1ap mo hinh mang ciia mot trung tdim cung cap dich vu c6 su tiép
nhan va sir dung luu luong giri toi cac DNS Server thong qua thiét bi chuyén mach,
chiu su giam sat va diéu khién truc tiép boi bo diéu khién (Controller). SDN
Controller nhu mot khdi dau ndo quan trong cua hé théng, n6 kiém soat va theo doi
moi hoat dong cua hé théng tai moi thoi diém, déng thoi ¢6 kha nang ngan chan cac
luéng tan cong dugc phat hién trén bd chuyén mach OpenFlow, bd chuyén mach
doéng vai tro nhu mot “buc tuong” bao v¢ cho cac thiét bi phia trong m6 hinh, thuc
hién cac chirc nang dam bao cho viéc cung céip dich vu khong bi gian doan. Sy linh
hoat ctia hé thong d6 chinh 13 chic ning 1ap trinh duoc trén bo phan diéu khién
SDN Controller, nguoi kiém soat c6 thé cai dit cac chirc nang khac nhau trén bd
diéu khién nay, day chinh 1a giai phap cho nhiéu loai tn cong tir chdi dich vu khac
trong mang SDN.

Kién triic tong quan ciia hé thong dugc thé hién nhu bén dudi (Hinh 2.1)
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Controller

OpenFlow Protocol

User-Victim

A 4

OpenFlow Switch

\ 4

Trafficin

Hinh 2.1. Kién triic mang SDN/OpenFlow gia lap

Theo d6 luu luong di vao hé thong s& phai di qua OpenFlow Switch 1di trao
d6i v6i SDN Controller sau d6 méi dén cac may User (dong vai tro 1 noi bi tin
cong). Tuy nhién, ton tai mot diém yéu ciia hé thdng d6 1a trong qua trinh xay ra tan
cong, luu luong luu thong trao doi gitta OpenFlow Switch v&i bo diéu khién dat
ngudng kha cao khién kénh két ndi nay phai chiu tai 16n. Diéu nay lam cho thoi
gian dép g cta hé thong 1a kha lau, viéc kiém soat va thu thap dir liéu ton nhiéu
thoi gian s& anh hudng t6i tbe do phan tng cua bd diéu khién. Dé giai quyét van dé
nay, tac gia da nghién cru va tham khao trén nhiéu phuong dién tir nhiéu nguén
khac nhau va dua ra giai phap tich hop sir dung NetFPGA lam khdi OpenFlow
Switch (Hinh 2.2) va xay dung mot khdi giam sat luu luong Network Monitor duoc
tich hop ngay trén OpenFlow Switch, dua trén cac flow bd gidm sat c6 thé theo ddi

cac goi tin di trong ludng luu lwong téi bd chuyén mach.
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Hinh 2.2. Board mach NetFPGA

NetFPGA 12 mot nén tang phan cimg, vi muc dich thiét ké nham phuc vu cho
viéc giang day va nghién ctru ché tao cac khdi phan cing trong mang nhu cac card
mang, bd dinh tuyén, khoi chuyén mach....Loi ich trong vi¢c st dung nén tang
NetFPGA la kha ning cung cip cho ngudi st dung mot thiét bi chuyén mach co
hiéu ning 10n, bing thong tdi da trén mdi cong c6 thé 1én téi 1Gbps (tiiy phién ban
c6 thé 1én t6i gia tri 10Gbps). Trong diéu kién binh thuong véi tan s6 lam viée 1a
125Mhz bd chuyén mach dua trén nén tang NetFPGA duogc st dung trong hé théng
gia 1ap co thé dap tmg ludng luu luong toi da 1a 8Gbps (4 card x 1Gbps x 2 chiéu).
Bén canh d6 trong ciu trac bo Kit con ¢6 mot chip FPGA, ngudi sir dung c6 thé tuy
¥ thay doi va lap trinh dé phu hop véi chitc ning cia OpenFlow Switch.Trén khoi
NetFPGA nay, cac goi tin di vao tir mot cong mang bat ky cta né s& duge xir 1y
dinh tuyén, sau d6 duoc diy ra boi mot cong mang khac. Qua trinh nay dién ra lién
tuc khi c6 ludng Iuu lwgng dén va cac goi tin di vao bd chuyén mach. Song song véi
qua trinh tiép nhan luu luong vao thi NetFPGA van theo d&i va nhan céc tin hiéu
diéu khién dugc chuyén xudng tr SDN controller. Khi mét géi tin dén Kit
NetFPGA trudc tién n6 s& duge tra clru va so sanh voi cac flow entry nam trong

flow table ctia b chuyén mach OpenFlow Switch, néu tring khop sé dugc chuyén
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tiép trong phan cimg véi mot tbe doc cao, con khong trung khép thi nd s& duoc
dong gbi vao mot ban tin va giri 1én phia khdi diéu khién 1a SDN Controller.
Céu tric cuia NetFPGA duoc st dung trong hé thong gia 1ap :

e Phén cung.

- Xilinx Virtex™ 11 pro 50 FPGA

- 4.5 Mb SRAM, 64 Mb DDR2

- 4 Gbps Ethernet Port

- 64MB DDR2 DRAM

- FPGA Spartan Il Chip

e Phan mém.

- Heé diéu hanh Linux

- Drive kit NetFPGA

- Phan mém giao dién nguodi dung.

Khéi giam sat luu lwong duoc trién khai va tich hop & day 1a phan mém
sFlow, mot cong nghé cho phép chung ta co thé kiém soét luu luong vai toc do cao,
kha ning giam sat cac lién két co tdc do 1én téi 10Gbps va hon thé nita ma khong
anh hudng dén hiéu ning ctia OpenFlow Switch. C6 thé trién khai trén nhiéu thiét bi
mang. N6 cung cdp mot cai nhin toan dién vé mang véi cac chic ning do luu
lugng, thu thap, luu trit, phan tich dir liéu truy cap. ... La mot giai phap chi phi thap,

don gian khong yéu cau thém cac bo nhé va CPU.

‘ Phat hién tin cong ‘ ‘ Giam thiéu tin cong
SND Controller .
h
A4
Trafficin > NetFPGA »  User - Victim

OpenFlow Switch

Hinh 2.3. Kién tric tong thé hé théng gia 1ap



31

2.2. Nguyén Iy hoat dong ciia hé thong [5]
2.2.1. Cach thirc hoat dong ciia Controller

Bo6 diéu khién SDN Controller ¢6 nhiém vu ra quyét dinh cho khdi chuyén
mach OpenFlow Switch thuc thi thong qua giao thirc OpenFlow. Nhan thong bao vé
nhirng phan tich cac flow entry di vao mang, khi xdy ra tdn céng, SDN Controller s&
nhan dugc mdt thong bao va keém theo d6 1a mot day cac dia chi IP cua nguén tin
truy van co tan suit cao toi hé théng, da sé déu 1a cac ngudn tin dang thyuc hién viéc
tan cong hé théng, déu can phai dugc ngin chan. Khi da nhan dugc thong bao dang
c6 tin cong cung v6i danh sach dia chi IP, SDN Controller s& giri mot ban tin diéu
khién xuéng khoi chuyén mach OpenFlow Switch dé 1am rot tat ca cac géi tin di tir
nhitng dja chi IP dang bi nghi ngo, tir d6 luu luong di qua bd chuyén mach dugc
khéng ché, dam bao cho céc thiét bi & phia nguoi ding khong bi anh huéng. SDN
Controller s& gtri ban tin FlowMod xuéng cho bd chuyén mach dé thuc hién viéc
hiy bo cac goi tin. Cau triac cac khéi cia mot ban tin FlowMod duge mé ta nhu

Hinh 2.4

/ Table _id / Command / |dle_timeout / Hard_timeout/ Priority/ Match / Instruction /

Hinh 2.4. CAu tric ban tin FlowMod

Thong thudng mot FlowMod giri xudng dé thém mot Flow-entry va Flow
table twong tng vdi truong Table id, thoi gian hard timeout khong giéi han, dat
mot gia tri gidi han cho idle_timeout, trudng priority 1a 65535 dé c6 mirc d6 vu tién
cao trong Flow table, trudng Match dé loc ra cac géi tin tn cong tmg voi dia dia IP
trong danh sach giri 1én Controller, trudng instruction dé chtra hanh dong 13 Drop
goi tin.

2.2.2. Cich hoat djng ciia chuyén mach OpenFlow Switch

Bo chuyén mach s& thuc hién viéc chuyén tiép luu luong luu thong trong

mang, luu gilt cic bang trang thai. Khi cic Flow entry di dén bd chuyén mach
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OpenFlow Switch s€ dugc ddi chiéu voi bang trang thai Flow table dé thuc hién
viéc dinh tuyén va chuyén tiép cac goi tin, tAt ca moi hoat dong déu chiu su giam sat
ciia SDN Controller, cic giao tiép giita Controller véi chuyén mach OpenFlow
Switch déu duogc thyc hién thong qua giao thirc OpenFlow. Bén canh do, trén bo
chuyén mach con tich hop thém khéi giam sat luu luong sFlow, cac goi tin dén s&
dugc ldy miu dé theo ddi, kiém soat va xt 1y, phan tich dit liéu va giri 1én controller

theo dinh ky dé dam bao kip thoi phat hién khi co tin cong xay ra.

2.2.3. Cich thirc hoat dong ciia bé kiém sodt lwu lwong sFlow — Network

Monitoring

B kiém soat luu luong c6 chirc nang thuc hién giam sat va kiém soat va phan
tich luu lugng di vao hé thong mang, va chuyén tiép toan bo thong tin phéan tich
duogc 1én bo diéu khién. La phan mém s& dugc nhiing trong khdi OpenFlow Switch
trén nén tang NetFPGA. Hoat dong dua trén cong nghé sFlow voi ciu tric Agent —
Collector. Cac sFlow Agent s€ thuc hién nhi¢m vu thu thap luu lugng theo mdt chu
ky thoi gian 1dy mau, roi dua 1én khoi sFlow Collector, gitip Collector c6 thé bao
quat toan bd luu lugng trong mang theo thoi gian thyec.

sFlow Collector s€ lién tuc nhan dugc cac goi tin dugce gui 1én tir sFlow Agent,
n6 sé& theo ddi sd lwong goi tin dén, cac ban tin Response ciing nhu 1a tinh toan kich
thude trung binh cia géi tin véi mdi cap dia chi IP ngudn va IP dich. Néu nhiing
thong sb trén vuot ngudng da dat ra thi tat ca nhimg thong tin phén tich s& dugc
thong bao tdi SDN Controller, tir 46 SDN Controller ¢ dugc thong tin vé ngudn IP
dang tan cong va IP dang bi tan cong, dé thuc hién cic chinh sach giam thiéu can

thiét.
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sFlow Collector

sFlow Agents

Hinh 2.5. Ciu tric Agent- Collector ciia sFlow
Viéc tich hop khéi sFlow ngay trén khdi chuyén mach OpenFlow Switch gitp
cho hé thong tinh gon, giam luu lugng tai cho dudng truyén giita b chuyén mach
va SDN controller ma khong anh hudng t6i hiéu nang cua viéc chuyén mach luu
lugng. Bén canh d6 két hop giita sFlow véi OpenFlow trong kién tric mang SDN

mang lai mdt sy linh hoat trong viéc trién khai cac giai phap chéng tAn cong DDoS.
2.3. Kich ban tin cong va giai phap giam thiéu tin cong khuyéch dai DNS
2.3.1. Xdy dung hé thong

Hé théng bao gdm céac thiét bi : 1 SDN Controller, 1 OpenFlow Switch trén
nén tang NetFPGA (tich hop khdi Network Monitoring), 1 mdy phét luu luong gia

1ap nhu luu luong thoi gian thuc (bao gdm ca luu luong tin céng va luu lwong binh
thuong), 1 Server dong vai tro 1a nan nhan cta cudc tan cong (Victim).
a) Khoi SDN Controller — Floodlight Controller.

Foodlight controller 1a mot bd diéu khién mé duoc 1ap trinh va phat trién bai
ngdn ngir Java, cau tric tinh gian dé dang tao va thém méi cac module. Puogc hd tro
cac platform cho phép nguoi lap trinh trién khai cac ¥ tudng méi trong linh vuc

mang, s dung cac thiét bi phﬁn cung that, cac phién ban giao thirc OpenFlow tir 1.0
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t6i 1.4. Trong hé théng gia 1ap nay Floodlight Controller dugc cai dit trén hé didu
hanh Ubuntu 16.04 LTS trén mdy tinh cau hinh:
- Vixu ly: Intel® Core TM i7-6700M CPU @ 3.4GHz
- HDD:1TB
- Ram: 16GB
Trinh Gng dung chay trén Floodlight Controller bao gém céc khdi chtrc ning
nho do 1a :
- Khéi phan tich lvu lugng : nhan thong tin dau vao 13 cac ban tin
StatisticResponse tr OpenFlow Switch gui 1€n phia Floodlight Controller.
- Khéi thyc thi hanh dong : thuc hién chirc ning dong goi va giri ban tin
FlowMod xubng bd chuyén mach dé thyc thi chinh sach giam thiéu tin cong.
Trong mé hinh ma tac gia xay dung, Floodlight Controller dugc chira trong
Server c6 dia chi IP: 192.168.101.243. Pay la dia chi IP tinh, s& khong thay doi theo

thoi gian nén rat thuat tién cho nhitng 1an truy cap khac.
b) Khoi OpenFlow Switch

Puoc ciu hinh véi cac card NetFPGA dé tao ra nhiéu céng Ethernet dem lai
nhimng t6i wu vé hiéu suat sir dung ctia hé théng nhu da néi & cac phan trude. Cac
card ctia NetFPGA s& dugc cdu hinh nhu nhimng cong ciia OpenFlow Switch dam
bao thuc hién chirc nang nhu la mot bo chuyén mach OpenFlow Switch. Khoi
OpenFlow Switch str dung phién ban 2.3.0 duoc cai dat hé diéu hanh Ubuntu 16.04
trén may tinh véi cdu hinh:

- Vixu ly: Intel® Core TM i7-6700M CPU @ 3.4GHz
- HDD:1TB
- Ram: 8GB

Trinh tng dung duogc cai trén OpenFlow Switch 14 khéi sFlow-rt : thuc hién

viéc lay mau va kiém soat lwu lwong luu thong tai ca hai phia vao va ra cia

Controller.
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¢) Khoi Victim — FPT Server

Poéng vai tro 14 noi tiép nhan luu luong cua cudc tan cong. Server duogc cai dit
hé diéu hanh Ubuntu 14.04 LTS trén may tinh v6i ciu hinh:

- Vixu ly: Intel® Core TM i7-6700M CPU @ 3.4GHz

- HDD:1TB

- Ram: 64GB

2.3.2. Cong cu hé tro
a) Bonesi

La mot cong cu gia lap tAn cong phat trién trén hé diéu hanh ma ngudén mo
Ubuntu, tao ra dugc moi truong Botnet gia 1ap chu nhiéu dia chi IP dugc coi 1a
ngudn tin cong. Ngoai ra con hd trg nhidu kiéu tin cong DDoS véi cac loai giao
thtrc sén c6 nhu UDP, TCP,... T4t ca cac thong s6 nhu tbc do phat, kich thudc goi,
s6 lugng goi phat trong mot don vi thoi gian déu c6 thé linh hoat thay d6i dugc dé
tao ra nhiéu kich ban tin céng khac nhau. Pay 1a mot phan mém mién phi dugc cap
phép theo gidy phép Apache, Phién ban 2.0. Khi nguoi dung st dung Bonesi s&
duge cung cdp sin mot tép chira sdn 50000 botnet (50k-bots.txt). Pay chinh 1a
nhimng botnet ma cong cu nay gia lap trong quéa trinh md phong tan céng. Thong
thudong dé sir dung trong khi kiém thir hay mo phong, nguoi dung thudng tach tép
nay tao ra nhimng tép chira s6 botnet nhé hon hodc 16n hon (sir dung python dé sinh
ra nhiéu botnet hon) dé phuc vu nhitng nhu cau khac nhau. Pé tao ra nhiing tép nho
hon, ching ta chi don gian 1 sao chép s6 dong chiing ta mubn sang mot tép méi. Vi
du, chung ta sao chép 3000 botnet ttir 50000 botnet trén tao ra mdt t€p mdi co tén la
3k-bots.txt. Ciing gidng nhu cac cong cu ngudn mé khac, Bonesi cho phép nguoi
dung tra ctru tro gitp thong qua cau 1énh truy van su trg giup nhu sau:

Sudo bonesi -help

Két qua cua I¢énh trén duogc thé hién trong Hinh 2.6 sau:
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root@traffic-X95RL-F:~/traffic_testbed# bonesi -help
sage: bonesi [OPTION...] <dst ip:port=>

Options:

-1, --1ps=FILENAME filename with 1p list

-p, --protocol=PROTO udp (default), icmp or tcp

-r, --send_rate=NUM packets per second, 8 = infinite (default)

-s, --payload size=SIZE size of the paylod, (default: 32)

-0, --stats_file=FILENAME filename for the statistics, (default: 'stats')

-¢, --max_packets=NUM maximum number of packets (requests at tcp/http), 0 = infinite (default)
--integer IPs are 1ntegers in host byte order instead of in dotted notation
-t, --max_bots=NUM determine max_bots in the 24bit prefix randomly {1-256)
-u, --url=URL the url {default: '/') (only for tecp/http)
--url_list=FILENAME filename with url list (only for tep/http)
--useragent_list=FILENAME filename with useragent list (only for tcp/http)
- -device=DEVICE network listening device (only for tep/htip)
- -mtu=NUM set MTU, (default 1500)
- -frag=NumM set fragmentation mode (8=IP, 1=TCP, default: 0)
--verbose print additional debug messages
--help print this message and exit

Hinh 2.6. Cac tiy chon sir dung dé phat tin cong
Trong do :
e -i, --ips : t€p chira cac botnet trong thu muc bonesi (file.txt)
e -p, --protocol : giao thirc truyén géi tin UDP,TCP,ICMP..
-r, --send_rate : tc d phat goi tin di (packets/s).

e -d, --device: Cong dau ra khi phat luu luong

<dst_ip:port> : dia chi IP ciia may chu nhan géi tin téi,kém theo cong.

Cau lénh duoc str dung trong mo phong :
$:sudo bonesi —i 50k-bots —d eth3 —r 1500 —p tcp 192.168.20.30:80
Ta c6 thé hiéu cdu lénh trén nhu sau, phat luu luong tir may phéat qua cong
eth3 ciia may phat. Trong truong hop nay, chung ta dang gia lap ké tan cong tao ra
mot mang botnet vai 50000 botnet voi tbe do phat goi 1a 1500 goi trén gidy, giao
thire duge st dung 13 giao thire TCP, dia chi ctia nan nhan 1a 192.168.20.30, cong

trén nan nhén 1a cong 80.
b) Wireshark.

Wireshark 1a mot cong cu rat phd bién trong linh vyc mang thong tin.
Wireshark c6 giao dién d& nhin, cung cip cho ngudi dung ddy du cac thong tin vé
cac gbi tin di qua mot cong vat 1y (tham chi ca cong a0). Hon nita, Wireshark ciing
tich hop thém cac phan mém phu tro theo kém khac, bao gdm editcap — 13 cong cu

hd trg duge dung phd bién nhat. Vi rat nhiéu thong tin ma cong cu niy c6 thé cung
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cap, sau ddy 1a mot s6 thong s co ban va quan trong nhét khi chiing ta bit nhitng
g6i tin bang cong cu nay.

Time: Thoi gian twong dbi (ké tir thoi diém bat ddu bét goi tin, co thé chuyén
sang thoi gian tuyét doi bao gdm, ngay gio,...)

Source: Dia chi IP ngudn

Destination: Dia chi IP dich

Protocol: Giao thtrc ctia goi tin

Length: Chiéu dai goi tin

Info: Thong tin chi tiét hon vé géi tin

[ “Wireless Network Connection : " = B3

A= @®

o=

Te=Beaanm

BRER &=

3 -] Boresson... +

No. Time Source Destination Protocol Length Info 4|| b Frame 1: 107 bytes on wire (856 bits), 107 byte:
4295 12.996771 192.168.0.100 222.255.27.131 Tcp 66 2183 > 80 [SYN] Seq=281054959 » Ethernet II, Src: LiteonTe_c2:83:e8 (24:fd:52:c
4296 13.024437 222.255.27.131 192.168.0.100 TCcP 66 80 > 2183 [SYN, ACK] Seq=3407 Internet Protocol Version 4, Src: 192.168.0.100
4297 13.024508 192.168.0.100 222.255.27.131 TCP 54 2183 » 88 [ACK] Seq=281054959 > User Datagram Protocol, Src Port: 3800 (3800),
4298 13.027317 192.168.0.100 222.255.27.131 HTTP 503 GET /adt/cpc/tvcads/2016/04/1 > Data (65 bytes)

4299 13.038792 222.255.27.131 192.168.0.100 Tcp 54 80 > 2183 [ACK] Seq=340761103
4300 13.040183 222.255.27.131 192.168.0.100 HTTP 1262 HTTP/1.1 200 OK (text/html)
4301 13.057979 192.168.0.100 222.255.27.131 HTTP 497 GET /adt/cpc/tvcads/files/oth
4302 13.058914 192.168.0.100 222.255.27.215 Tcp 54 2114 > 80 [FIN, ACK] Seq=1756
4303 13.058995 192.168.0.100 222.255.27.215 TcP 54 2111 > 80 [FIN, ACK] Seq=3556
4304 13.059038 192.168.0.100 222.255.27.215 TP 54 2112 » 80 [FIN, ACK] Seq=1575
4305 13.059140 192.168.0.100 222.255.27.215 Tcp 66 2184 > 80 [SYN] Seq=170047279
4306 13.059204 192.168.0.100 222.255.27.215 Tce 54 2113 > 80 [FIN, ACK] Seq=7543
4307 13.063541 192.168.0.100 202.177.203.124 e 1506 [TCP segment of a reassembled
4308 13.063550 192.168.0.100 202.177.203.124 HTTP 369 GET /BurstingPipe/adServer.bs
4309 13.064122 192.168.0.100 TCP. 66 2185 > 80 [SYN] Seq=33
B 54 86 > 2111 [RST]

A 27.215 54 80 > 2114 [RST] 4
4312 13.074701 222.255.27.215 192.168.0.100 TcP 54 80 » 2112 [ACK] Seq=335902649
4313 13.074702 222.255.27.131 192.168.0.100 cp 1506 [TCP segment of a reassembled || ¢ I} ’
4314 13.074705 222.255.27.131 192.168.0.100 cp 1506 80 > 2117 [ACK] Seq=294093029
4315 13.074712 222.255.27.131 192.168.0.100 Tcp 1506 80 > 2117 [ACK] Seq=294094451
4316 13.074715 222.255.27.131 192.168.0.100 TP 1506 80 » 2117 [ACK] Seq=294095933
4317 13.074718 222.255.27.131 192.168.0.100 TP 1506 80 » 2117 [ACK] Seq=294097385
4318 13.074984 192.168.0.100 222.255.27.131 Tcp 54 2117 > 80 [ACK] Seq=111019628
4319 13.078986 222.255.27.131 192.168.0.100 Tcp 1506 80 > 2117 [ACK] Seq=294098837
4320 13.078988 222.255.27.131 192.168.0.100 Tcp 1506 80 > 2117 [ACK] Seq=294100289

192.168.0.100 TP 1063 80 > 2117 [PSH, ACK] S

4321 13.078988 222.255.27.131
43 78989 2.

192.168.0.100 TCP

54 89 > 2113 [RST

.078989 2 192.168.0.100 TCP 58 80 > 2184 [SYN,
4324 13.079080 192. 222.255.27.131 TP 54 2117 > 80 [ACK] Seq=111019628
4325 13.079147 192.168.0.100 222.255.27.215 TP 54 2184 > 80 [ACK] Seq=170047279;
4326 13.079894 222.255.27.215 192.168.0.100 TP 62 80 > 2185 [SYN, ACK] Seq=4089
4327 13.079933 192.168.0.100 222.255.27.215 TP 54 2185 > 80 [ACK] Seq=334519298
4328 13.083395 192.168.0.100

222.255.27.215 HTTP 717 GET /atvc?p=1075148:374697:25 ~
I b

<

@ 7 Data (data), 65bytes

Packets: 6404 - Displayed: 6404 (100.0%) Profile: Defauit

Hinh 2.7. Giao di¢n phin mém Wireshark

Phan mém bao gém cac bd loc gobi tin, bang ma mau quy chuan thyc hién bat
va hién thi g61 tin theo mot dinh dang ma nguoi dung co thé dé dang doc dugc cac
thong sd. BO loc nay ctia Wireshark vo cung linh hoat, cho phép nguoi ding ¢ thé
loc theo bat ctr thong s nao, mién 13 né bao gdm trong bd cong cu nay. Trong hé
thong gia 1ap nay tac gia st dung wireshark dé bat cac géi tin trong méi truong
botnet duoc phat bang Bonesi sau d6 luu lai thanh tip pcap dé tao ra mot bo luu
luong tin céng, phuc vu cho viée chay kich ban phat va phong chéng tin cong DNS

sau nay. Sau khi da co tép dit liéu tin cong, tép nay tiép tuc duoc diéu chinh sao cho
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pht hop vé6i nhu cau tin cong. O day hai cong cu dugc st dung 13 editcap cua

Wireshark va TCPReplay.
c) TCPReplay

La mot cong cy dé phat lai géi tin dudi dang file pcap. Sau khi thu thap duoc
cac file luu luong tAn cong nhd Bonesi, TCPReplay sé& 1a cong cu hd trg dé phat lai
luu luong da thu dugc. Ngoai ra, nd con cho phép nguoi dung chinh stra, phan loai
lwu lwgng nhu may chi hodc khéch hang. TCPReplay c6 rat nhiéu sy lira chon khéc
nhau cho ngudi ding c6 thé tuy chinh cach phét luu luong tin cong. Sau ddy 1a mot
s6 thong sd quan trong ma ta quan tdm trong muc dich phat luu lwong tin cong
khuéch dai DNS.

-i: Cong ra cua luu lugng khi phét gia lap tin cong

-M: phat lai g6i tin véi tbe do cho trudc (Mbps)

-1: phat lai file pcap sau bao nhiéu ms

Vi du, trong khi gia l4p tdn cong ta sir dung cau 1énh sau:

Sudo tcpreplay -i eth3 -M 500 -1 0 dns.pcap

[%]2. traffic kS §. super-switch 3. ServerFarm 8. contraller
root@traffic-X9sRL-F:~/traffic_testbed# sudo tcpreplay -1 eth? -M 780 -1 0 dns.pcapfi

Hinh 2.8. Cira s6 sir dung TCPReplay dé phat lai goi tin
Ta c6 thé hiéu cau 1énh trén nhu sau, ching ta s& phat lai file dns.pcap qua

cong eth3 cta Traffic Generator voi toc do phat goi 1én téi 500 Mbps va lap lai sau
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Oms, c6 nghia 1a file pcap s& duoc phat lip lai ngay 14p ttrc sau khi né vira két thuc.

Ngoai viéc co nhiéu sy lya chon cho viéc phat lai dir li¢u tAn cong, TCPReplay con

¢6 ho tro thém mot so tinh nang vo cung tién ich nhu sau:

- TCPReplay :

phat lai cac g6i tin vao h¢ thong mang.

- TCPbridge : tao cau két ndi hai doan mang voi nhau.

- TCPcapinfo:

phan tich cac bug cua tcprewrite hay nhu cac géi tin pcap bi 16i.

- TCPrewrite: chinh stra thong tin header cua goi tin.

- TCPprep: xur ly cac tap tin dinh dang pcap, cho phép boc tach goi tin.

- TCPplieplay: cho phép phat cac goi tin truyén theo giao thirc truyén thong

TCP vao mang internet, thiét 1ap qua trinh bat tay ba budc.

Pé biét thong tin chi tiét vé cac tham sb ciing nhu cach sir dung, nguoi ding

c6 thé dé dang tra ciru trg gitip ctia ngudi phat trién, bang cach dung cau 1énh:

Tcpreplay -help

Sau khi str dung cau lénh trén, man hinh trg giup cua tcpreplay s€ hién ra nhu

trén hinh 2.9:

771uup num
opdelay-ms=num
tlel

--pps-multi=num
--unigue-1p
--unique-1p-loops=str
--no-flow-stats
-flow-expiry=num
1d

3. controller

Quiet mode
Select packet timing mode: select, loport, gted, nano
Sleep for no more then X milliseconds between packets
Print decoded packets via tcpdump to STDOUT
Arguments sed to tcpdump decoder

into RAM before sending

tcpprep cache file

Pep]av two f1l f E k tap
Client to serv imary fic output interface
Server to clier E affic output interface
List available ne ] s and exit
Loop through the capture fi
Delay between loops in mill
override the snaplen and use the actual packet len
Limit the number of packets to send
Limit the number of seconds to send
Mud%fy rep}a ed to a glner mthlpWe
R

. 3 LED

Replay one packet a tlme for each user 1input

Number of packets to send for each time interval

Modify IP ad each loop iteratien to generate unique flows
Number of times to 1uup before assigning new unique 1ip

Suppress prlﬂtlﬂg and trqcFlng flow count, ritea and explratluna

d thru pager
config file
load options from a config file

Options are specified by doubled hyphens and their name or by a single

hyphen and the flag character.

tcpreplay 1s a tool for replaying network traffic from files saved with
tcpdump or other tools which write pecap(3) files.

sbaXterm by subscribing to the professional edition here: https:ffmobaxterm.mobatek.net

Hinh 2.9. Cira s sir dung TCPReplay dé phat lai géi tin
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TCPRplay s€ dugc tich hop cai trén bo phat Iuu lugng Traffic-generator dong
vai tro 1a ké tan cong. Voi nhiéu lya chon trong mQt cau lénh phat luu luong, ta co
thé tiy chinh cac théng sb dé tao ra cac kich ban phat luu luong véi téc do, dung

lugng khac nhau.
d) Moba Xterm

Hé théng duoc xdy dung dua trén tai nguyén cua timg Server. Dé thuan tién
cho viéc diéu khién cac Server tir xa thi tat ca cac Server déu duge két ndi vai mang
LAN qua hé théng cac Router, Switch va Modem. Tat ca cac Server trén hé thong
trén déu nam chung mot giai mang va duoc didu khién tir xa qua may tinh cung dai
mang thong qua phan mém MobaXterm. Viéc truy cap thong nhat cic may tinh gitp
cho viéc diéu khién hé thong rat dé dang hon nira con cho ta cai nhin tong quat vé
mé hinh thir nghiém. Trén Hinh 2.10 12 man hinh khoi dong cua phan mém

MobaXterm, noi ta c¢6 thé thong qua SSH dé truy cap vao cac Server.

B Mobaxterm - X
Terminal  Sessions  View  Xserver Tools Games Settings  Macros  Help
E o 2 os & 8 B Y h & 0 X ©
Sesson Servers  Toos  Games Sessons  View  Spit  MulExec Tunneling Packages Settngs  Help Xserver  Exit
Quick connect... &\ @
« ) user sessions *
192.168.101.11
'5‘ 192.168.101. 11 ()
§ 192.168.101.230

192.168.101.243

0 162.163.101.251

g

= 192.163.101.40

! 192.168.122.230 w MObaXterl n

8 controller

g

3

= ServerFarm P

o . ° Start local terminal €* Recover previous sessions
super-snitch E
Y e Find existing session or server name...

Recent sessions

traffic 192.168.101.11 (fil) ServerFarm
super-switch 192.168.101.11 controller
192.168.101.243 192.168.101.40 192.168.101.251

Enable advanced features and enhance security with MobaXterm Professional Edition!

UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edition here: https:jmobaxterm mobateknet

Hinh 2.10. Man hinh khéi dong MobaXterm
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e) Editcap
Editcap 1a mgt cong cu di kem vé1 Wireshark nhung cong dung cua no ciing
rt 16n. Véi tac dung chinh sira file pcap theo nhu ciu cua ngudi dung nhu: chia

nho file pcap, ghép file pcap,...

[%] 4. traffic % 3.controller &
Editcap 1.12.1 (G1t Rev Unknown from unknown) ~
Edit and/or translate the format of capture files.

See http://www.wireshark.org for more info 1

Usa editcap [options] ... <infile= <outfile> [ <packet#=[-<packet#>] ...

<infile> and <outfile> must both be present.
A single packet or a range of packets can be selected.

Packet selection:
- keep the selected packets; default 1s to delete them.
art time= only output packets wh 5 &
to) the given time
-B <stop time=> only output packets whose timestamy before the
given time (format as YYYY-MM-DD hh mm:ss) .

Duplicate packet removal:
-d

remove packet 1f dup]lcate (window == 5).
D <dup window= <

-w <dup time window> > packet 1 ] packet is found EQUAL TO OR
LESS THAN <dup time window= prior to current packet.
A <dup time window= 1s specified in relative seconds
(e.g. EI.EIEIEIEIGI).

NOTE: The use of the 'Duplicate packet removal' options with

other editcap options except -v may not always work as expected.
specifically the -r, -t or -S options will very likely NOT have the
desired effect 1f combined with the -d, -D or -w.

E truncate each packet to ma naplen= bytes of data.

l<choplen> cheop each packet by =chopl 1tive values
chop at the packet beginning, n es at the
packet end. If an optional offset precedes the length,
then the bytes chopped will be offset from that value.

baXterm by subscribing to the professional edition here: https:/fmobaxterm.mobatek.net

Hinh 2.11. Man hinh tr¢ giup ciia cong cu editcap

Vi du, dé tach file dns.pcap thanh nhitng file nho, mdi file dai 20s. Ta sir dung
cau lénh nhu sau:

Sudo editcap -i 20 dns.pcap dsn_output.pcap

Mot s6 cac thong sd quan trong cia editcap 1a:

-i: chia file pcap sau bao nhiéu giay

-c: chia file pcap thanh céc file nho, mdi file nho chira bao nhiéu packet,
f) Speedometer

Speedometer 14 mdt cong cu nho trong cac phién ban khac nhau cua hé diéu
hanh Ubuntu. Do kich thuéc nhé gon nén viéc cai dit vo cung dé dang va nhanh
chong, phu hop voi cac diéu kién do dac khac nhau. Cong dung chinh cua cong cu

nay 1a do dac luu luong qua mot cong nao d6 trén may tinh dang dugc cai dat
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Speedometer. Dé thuan tién cho ngudi dung, Speedometer cho phép ngudi dung do
ca luu luong ra va vao mot cong va tham chi ca cong 4o (tao ra boi cac md hinh
chtra OpenFlow Switch). Chinh vi vy khi khéng can quan tim qua nhiéu dén cac
thong sb khac ngoai luu lugng qua cong thi Speedometer 1a mot cong cu hoan hao.

Khong gidng nhu Wireshark chay trén nén tang cac hé diéu hanh c6 giao dién,
Speedometer chay dugc trén ca cic nén tang chi c6 man hinh commandline (cu thé
la Ubuntu Server, hay la SSH qua MobaXterm).

Tuong ty nhu cac cong cu khac chay trén Ubuntu, Speedometer cling cho
phép nguoi dung truy van trg gitp théng qua cau lénh: sudo speedometer -help, két

qué thu dugc nhu trén Hinh 2.12.

Usage: speedometer [options] tap [[-c] tap]...
Monitor network traffic or speed/progress of a file transfer. At least one
tap must be entered. -c starts a new column, otherwise taps are piled

-f filename [size] display download speed [with progress bar]

-r network-interface display bytes received on network-interface

-t network-interface display bytes transmitted on network-interface
start a new column for following tap arguments

use old blocky display instead of smoothed
display even when UTF-8 encoding is detected
(use this if you see strange characters)

-i interval-in-seconds eg. "5" or "@.25" default: "1"

-k (11161881256) set the number of colors this terminal

System Settings supports (default 16)

-1 use linear charts instead of logarithmic
you will VERY LIKELY want to set -m as well

-m chart-maximum set the maximum bytes/second displayed on
the chart (default 2732)

-n chart-minimum set the minimum bytes/second displayed on
the chart (default 32)
use original plain-text display (one tap only)
use bits/s instead of bytes/s
exit when files reach their expected size
report zero size on files that don't exist
instead of waiting for them to be created

: -rx and -tx are accepted as aliases for -r and -t for compatibility
with earlier releases of speedometer. -f may be also omitted for similar

Hinh 2.12. Giao dién tr¢ gitp ctia Speedometer
Trong d6, thong thudng chung ta quan tim dén:

-t: do luu lugng di ra khéi cong



43

-r: do luu lugng di vao cong

Vi du:

Speedometer -t eth3 -r eth5

Cau lénh trén c6 nghia 1a ching ta dang mudn d6 luu luong ra & giao dién

cong eth3 va luu lugng vao ¢ giao dién cong eths.
g) Tcpdump

Tepdump 14 mot cong cu do luu luong va cac thong sé cia gbi tin khi di qua
mot hay nhiéu cong trén mot may nao d6. Chung ta c6 thé coi Tepdump 13 két hop
giita Wireshark va Speedometer boi vi Tepdump khong can chay trén cac hé diéu
hanh c6 giao dién giéng nhu Speedometer nhung cling mang rat nhiéu cac thong sd
clia goi tin giéng nhu Wireshark. Chinh vi vay, trong nhitng truong hop cu thé,
nguoi dung c6 thé linh hoat giita ba phin mém nay dé thu dugc hiéu qua do dac cao
nhat. Cau 1énh hoat dong ctia Tepdump ciing rat don gian, vi dy nhu sau:

Tcpdump -i eth3 | grep dns

Ttec 1 ching ta mudn théng ké cac géi tin qua giao dién cong eth3 va nhimng

g61 tin chtra thong tin “dns”.
king tools)

+ x11-forwarding : v (remote display is forwarded through SSH)
* DISPLAY : v (automatically set on remote server)

> For more info, ctrl+click on help or visit our

jelcome to Ubuntu 16.84.3 LTS (GNU/Linux 4.4.0-87-generic x86_64)

* Documentation: http elp.ubuntu.com_
* Management: http dscape.canonical.com
# Support: http buntu.com/advantage

s can be updated.
re security updates.

18.04.1 LTS' available.
un 'do-release-upgrade' to upgrade to 1t.

ast login: Sun Aug 26 02:27:18 2018 from 192.168.1081.73
buntu:~% sudo tcpdump -1 enplesefelgrep http

sword for admin123:
erbose output supp -

enplesefe, link 0 2144 bytes

581 IP 1 8.20 http > 12 9 lags [F.]1, seq 2173840179, ack 558981963, win 227, options [nop,nep,TS val
cr 7670306

Hinh 2.13. Giao di¢n hoat dong ciia Tcpdump
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Trén Hinh 2.13 1a giao dién cac goi tin duoc bt bang tcpdump. C6 rat nhidu
thong tin khac nhau ma nguoi dung co thé lya chon dé thu thap, tuy vao myc dich

su dung.
2.3.3. Kich bdn phidt tin cong

Str dung coéng cu Bonesi dé phat tin cong truc tiép vao FPT Server dong vai
trd 12 may nan nhén, dong thoi dung Wireshark dé thu thap dit liéu lvu lai dudi dang
file pcap. Tac gia da c6 dugc mot bd dit licu tan cong gidong dic tinh cia mang
Botnet. Sir dung TCPReplay dé phat lai bo luu luong d6 tir may phat luu lugng vao
hé thdng gia 1ap da xay dung, tién hanh tin cong may FPT Server. Luu luong phai
dugc chuyén tiép qua OpenFlow Switch va duoc kiém soat bai controller. Tién
hanh phat va ghi lai két qua trong hai trudong hop : khong chay giai phap giam thiéu
tan cong va truong hop co chay giai phap giam thiéu tan cong trén Floodlight
Controller. St dung cong cu Speedometer dé do thong luong cua luu lugng & dau
vao ciing nhu dau ra cua khdi chuyén mach va cong nghé sFlow dé giam sat luu
lugng. Tir d6 c6 thé thay duoc rd hinh thirc tan cong va hiéu ning cua giai phap
duoc su dung.

Giai phap duoc dua ra & day 1a dung ngudng xac dinh, khi phat hién tan cong,
Controller s& guri ban tin Flowmod dé drop tit ca cac ban tin DNS Response. Trén
khéi Floodlight Controller c6 phat trién module phat hién tan cong DNS vdi co ché
la dung ngudng xac dinh. Port 53 (DNS st dung giao thire TCP va UDP véi Port
giao tiép 1a Port 53) s& duoc dong dé chin cac ban tin DNS Response trong khoang
time idle time out ctia mdi flow entry (thuong la 5s). Trong vong 5s tur luc dong
port, néu co6 ban tin DNS Response di tdi thi chu ky 5s lai dugc lap lai tir dau, vi thé
khi co tin cong xdy ra s€¢ dam bao tat ca cac ban tin DNS Response bi chan lai va

drop hét & port 53, luu luong ra dugc dam bao.
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CHUONG 3. KET QUA MO PHONG CHONG TAN CONG
TRONG SDN

Trong chuong nay, tac gia sé trinh bay vé nhimg két qua dat duogc trong viéc
thuc hién mo phong trong chuwong 2 vé viéc xdy dung kién tric mang
SDN/OpenFlow thyc hién phong chdng tin céng DNS va céc giai phap duoc thuc
hién. Pong thoi dé xuat hudng phat trién sau nay.
3.1. M6 hinh xay dung h¢ thong
3.1.1. Tong quan hé thong

Tac gia da x4y dung dugc mo hinh gia lap tAn cong nhu da nghién ctru phan 1y

thuyét. Hinh 3.1 cho thdy dugc cac khdi chie nang trong hé thong gia lap.

Controller

192168101243 oo .. |

s

1192.168.101.0724 P
Traffic generator 1 :
- — 192.168.20.30 — = 1921682010 (... |
9., T
ﬁ‘em 2 L enp10s0f0 (F————
TCPreplay (
Bonesi netFPGA
| ServerfFarm
192.168.101.171 192.168.101.222 192.168.101.70

|

Hinh 3.1. M hinh 1y thuyét

Nhu ta thdy chi thich cy thé trén hinh 13 cac khdi thiét bi chitc nang trong hé
thng bao gdm :

- Floodlight Controller.

- OpenFlow Switch.

- Traffic Generator.
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- Victim Server.

Céc khéi ndy nam tap trung tai Security Rack, chinh vi vay dé viéc truy cap va
diéu khién vao timg khdi chirc ning trong hé théng dwoc dé dang, tac gia di st
dung phan mém Moba Xterm hoat dong dua trén giao thic SSH trong dai mang
LAN, truc tiép SSH vao cac khoi, didu khién tap trung tat ca cac khdi ngay trén mot
may tinh laptop hodc PC rdi khdi, c¢6 cung két ndi mang v6i hé thdng. D& dang diéu
khién va giam sat hé thong, giam thiéu dc thiét bi phan cimg va khong gian.

B Mobaiterm

- X
Terminal  Sessions  View Xsever Tools Games Setings Macros Help
B o & o BB Y 28 0 X ©
Sesson  Servers  Toos  Games  Sessons  View Spit  MultExec Tumnelng Packages Setfngs  Help Xserver  Exit
ect... 44 B2 traffic BN & super-switch BN 3. ServerFarm BN 3. controller []10. mome/mobaxterm
& [0 user sessions
192.168.101.230
& 192.163.101.243 > Your computer drives i /drives path
4 BN 192.168.101.251 » Your DISPL. set to
i o » when using automatically forwarded
192,168.101.40 - s ial symbol (v or x)
@ 162.168.122.230
g
= controller
! ServerFarm
8 super-switch
2 traffic
W
VERSTON - Please hv s thsrrihinn tn the nrafessionl edifion here: htns: /imhaxterm. mohatek.net

Hinh 3.2. Giao dién phin mém Moba Xterm

Céc khéi trong mé hinh c6 mét dia chi IP riéng, nhd vao do sir dung giao thire
SSH ta c6 thé truy cap va diéu khién mot cach tong quat tat ca cac khdi trong hé
thong. Pia chi IP ing véi ting khoi:

- Controller Floodlight (controller): 192.168.101.243

- OpenFlow Switch (super-switch): 192.168.101.222

- Traffic Generator (Traffic): 192.168.101.171

- Victim (Serverfarm): 192.168.101.70
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3.1.2. Trién khai hé thong

Traffic Generator: Chiing ta tién hanh bat traffic generator 1én dé chuan bi
cho viéc phat luu lwgng maiu. Kiém tra lai cac két ndi mang tir traffic generator ra
mang internet dé bat ddu dung MobaXterm dé SSH vao diéu khién may nay.

OpenFlow Switch (super-switch): Sau khi tién hanh bat may 1én, chung ta
phai tién hanh nap code cho NetFPGA, buéc dau 1a dé may tinh c6 thé nhan cac
cong ciia NetFPGA 1a cong cua may.

$: sudo -i

$:./nicl.sh

$: reboot

Sau khi tién hanh nap file code dau tién, chung ta phai khoi dong lai may dé
may hoan thanh tac vu chuyén cac cong ciia FPGA thanh cong ciia mdy. Sau khi
may bat 1én trd lai, chung ta tién hanh nap file code thi hai

$: sudo -i

$:./nic2.sh

Sau khi chay xong file nap code trén, chung ta di cdu hinh dé may tinh nay c6
thé hoat dong nhu mot OpenFlow Switch. Chung ta kiém tra lai hé théng béng Iénh:

$: sudo ovs-vsctl show

5260885Cc-cbl18-4204-9313-04218e171a9
Bridge ovs

Controller "tcp:192.168.160]
1s_connected: true

Port "nf2"
Interface "nf2"

Port "nfl®
Interface "nf1l®

Port "nf3i"

Interface "nf3"
Port "nfo"
Interface "nfe"
Port ovs
Interface ovs
: 1nternal
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Néu két qua chay ra dung cac cong nhu mé hinh d3 dinh sin (nhu trén Hinh
3.3) thi chiing ta dd nap code thanh cong. Gid chiing ta ¢ thé dung MobaXterm dé
truy cdp va diéu khién may nay.

ServerFarm: Sau khi mdy ServerFarm dugc bat, chung ta tién hanh bat

Wireshark 1n va chuén bi tién hanh do luu qua céng enp10s0f0.
3.2. M6 phéng tin cong va bién phap giam thiéu tin cong

Trude tién sir dung Bonesi dé phat luu lugng gia lap, trong d6 chtra cac ngudn
dia chi IP khéac nhau tir file 50k-bots véi tdi do 1500 g6i/s téi dia chi cia Victim
192.168.20.30

Cau 1énh phat : $:sudo bonesi —i 1k-bots —d eth3 —r 1500 —p udp
192.168.20.30:80

Pong thoi diung phan mém wireshark thu lai lich sir cia nhitng két ndi trong

khi phat tan cong thanh file dns.pcap.

30354 2439.694906 192.168.42.247 B 135 Unknown operation (3) response 0x18d1 Unknown (2168) <Unknown extended label>IMalformed Packet]

30355 2439.760266; 192.168.42.247 45.79.140.88 NS 247 Unknown operation (3) response 0x10d1 Unknown (2048) <Root> Unk (47666) <Root> Unknown (16390) <Root>[Malformed i
n (3) response 0x10d1 Unknown (2048) <Root> Unknown (37798) <Root> Unknown (14086) <Root>[Malformed i
n (3) response 0x10d1 Unknown (2048) <Root> Unknown (13574) j\207\327@[Malformed Packet]

n (3) response 0x10d1 Unknown (2048) <Root> Unknown (13362) <Root> Unknown (16390) <Root>(Malformed i

30356 2440.655117t 45.79.140.88 192.168.42.247 DNS 208 Unknown opera
30357 2440.655311( 45.79.140.88 192.168.42.247 DNS 1191 Unknown opera
30358 2440.655323¢ 192.168.42.247 45.79.140.88 DNS 113 Unknown opera

30359 2440.6554497 192.168.42.247 45.79.140.88 DNS 125 Unknown operation (3) response 0x10d1 Unknown (2048) <Root> Unknown (16631) <Root> Unknown (16390) <Root>[Malformed |
30360 2440.974778< 45.79.140.88 192.168.42.247 DNS 1191 Unknown operation (3) response 0x10d1 Unknown (2048) <Root> Unknown (13574) j\326\305@[Malformed Packet]

30361 2440.974940: 192.168.42.247 45.79.140.88 DNS 111 Unknown operation (3) response 0x10d1 Unknown (12537) <Unknown extended label>[Malformed Packet]

30362 2441.293951: 45.79.140.88 192.168.42.247 DNS 1191 Unknown operation (3) response 0x10d1 Unknown (2048) <Root> Unknown (13574) j9\315@[Malformed Packet]

30363 2441.204086: 192.168.42.247 45.79.140.88 DNS 125 Unknown operation (3) response 0x10d1 Unknown (2048) <Root> Unknown (16632) <Root> Unkmown (16398) <Root>[Malformed |
30364 2441.204177¢ 45.79.140.88 192.168.42.247 oNS 1191 Unknown operation (3) response 0x10dl Unknown (2048) <Root> Unknown (13574) j9\314@[Malformed Packet]

30365 2441.204246: 192.168.42.247 45.79.140.88 oNs 111 Unknown operation (3) response 0x10d1 Unknown (12537) <unknown extended label>[Malformed Packet]

30366 2441.614679¢ 45.79.140.88 192.168.42.247 NS 1191 Unknown operation (3) response 8x16d1 Unknown (2648) <Root> Unknown (13574) j\227\357@[Malformed Packet]

Frame 30354: 135 bytes on wire (1080 bits), 135 bytes captured (1688 bits) on interface @
terface 1 e 3

al Time: A 17 1 49.168851815 -0

Hinh 3.4. Cac géi tin thu dwgc trén Wireshark

Sau khi thu duoc file dns.pcap dong vai tro nhu file chtra luu lwong tin cong
cho moé hinh gia 1ap. Tiép theo tac gia s& st dung cong cu TCPReplay dé phat lai

file dns.pcap kia vao md hinh.
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3.2.1. Phdt lwu lwong binh thwong khéng cé gidi phdp giam thiéu

Trudc khi tién hanh phat luu lwong, ching ta tién hanh bét controller va tién
hanh gui luu lugng tir OpenFlow Switch 1én controller. Trudc tién, trén controller,
ta chay controller bang cach:

$: cd /Downloads/idea-1C-173.4548.28/bin

$:./idea.sh

Sau d6, chung ta tién hanh chay controller ma trén d6 khong co bat cir giai
phép giam thiéu nao.

Thuc hién phat luu lugng vao hé thong gia lap tir may traffic gerenator, dong
thoi chua chay cac chuong trinh giam thiéu tdn cong trén controller. Luc nay ludng
lwu lwong sé& di tir may phat toi OpenFlow Switch, trao d6i véi controller. Vi hién
tai trén controller chura bat chirc niang phat hién va giam thiéu tin cong cho nén toan
bo luu luong di vao sé& duoc chuyén tiép hoan toan sang phia Victim, khi d6 may

nan nhan dang htng chiu tdn cong.
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Hinh 3.5. Luu lweng tin cong khi chwa chay giai phap gidm thiéu
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3.2.2. H¢ théng khi sir dung gidi phdp giam thiéu

Quy trinh twong ty nhu khi phat luu lugng binh thuong, nhung lac nay trén
SDN Controller ta bat dau chay giai phap phat hién va giam thiéu tin cong. Nhu di
trinh bay ¢ chuong trudce, giai phap duoc dua ra & day khi ¢6 tin cong 1a dong port
53 khi ludng lwu lwong toi vuot qua ngudng cho phép, ctr 5s iy mau theo ddi mot
lan.

Tt hinh 3.5 va 3.6 cho ta thiy sy khac biét gitra truong hop st dung giai phap
phat hién va giam thiéu tan cong va truong hop khong sir dung. Ta thay rang, dbi
v6i file 50k-bots voi téi d6 1500 goi/s khi khong sir dung giai phap giam thiéu tan
cong, s6 luong flow-entry trén switch rat 16n va 1on nhat khoang 700Mb/s va thoi
gian ton tai cua flow entry trén Switch kéo dai. Piéu nay co thé giy ton tai nguyén
trén Switch va néu tan cong v6i cuong do luu luong 16m co6 thé din téi Switch s&
khong con kha nang xir 1y. Trong d6 khi sir dung giai phap giam thiéu tin cong véi
file 50k-bots v6i t6i d6 1500 gbi/s thi sd lwong flow-entry trén Switch rat it khi tin
cong xay ra va dat gia tri 16n nhat khoang 5Mb/s. Ngoai ra trang thai flow ton tai

trén Swich ciing ngin hon so v&i truong hop khong sir dung giai phap giam thiéu.
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Hinh 3.6. Luu lweng tin cong khi chay qua gidi phap giam thiéu
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3.3. Nhan xét va kién nghij

Hé théng gia 1ap duoc xdy dung kha hiéu qua trong viéc phat hién va phong
chéng tin coéng. Dya trén kién trac mang SDN/OpenFlow cung véi cong nghé
sFlow, hé théng da phat hién dugc cac truy van g1 mao dé thuc hién ngan chan tan
cong trong mot thoi gian ngin, nhanh chéng giam thiéu duoc cac flow entry di vao
b6 chuyén mach OpenFlow Switch, gitp Server nhanh phuc hdi dé phuc vu cac dich
vu thong thudng ngay trong khi cudc tdn cong xay ra.

Qua d¢ tai luan van ndy, ta nhan thiy hiéu qua trong viéc phat hién va phong
chéng tan cong cua hé thdng gia 1ap. Tac gia xin duoc kién nghi duoc thir nghiém
mo hinh hé thdng nay vao cac hé thong SDN dang hoat dong tai cac don vi trong

thot gian toi.
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KET LUAN

Cic két qua chinh ciia dé tai luin vin:

- Pua ra cai nhin tong quan vé kién tric mang SDN, giao thitc OpenFlow va
cac ban tin trao dbi gitta OpenFlow Switch va Controller.

- Xay dung kién trac mang SDN/OpenFlow trén server testbed. Pong thoi gia
1ap mot cudc tan cong trén hé thong mé phong, cac ki thudt giam sat luu luong va
giam thiéu tin cong da duoc tich hop.

- Hé théng mo phong da phat hién va ngin chin cudc tan cong trong thoi gian
ngan, giup server nhanh chong phuc hdi dé phuc vu cac dich vu ngay trong khi cudc

tan cOng xay ra.

Huwéng phat trién cia dé tai:

Thir nghiém mé hinh véi cac bd dit liéu da duoc thu thap tir thyuc té chira nhiéu
hinh thirc tAn cong hon, dé c6 thé danh gia hiéu nang cta hé théng gia 1ap ciing nhu
phat trién cac giai phap phong chéng cac loai tin cong khac trén SDN Controller.
Pong thoi, nang cap cau hinh Controller dé tiang toc do xir Iy cac goi tin trong cac
cudc tan cong, giam thoi gian dap tng cta hé thong, t6i wu hoa hiéu ning cta hé

thng, cung cap mot hé thong hoan thién.
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