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MO DAU

1. Ly do chon d@ tai

Vi su phat trién khong ngimg cta Internet ngay nay, nhu cau
mé rong mang ngdy cang ting, doi hoi vé sd lugng cac thiét bj mang
ngay cang 16n, tir d6 kién tric mang truyén thong da boc 16 ra nhiéu
khuyét diém. Su phuc tap trong hé théng, kha ndng mdé rdng mang
kém, chinh sach khong nhét quéan, chi phi trién khai ton kém, nhiéu
diém yéu vé bao mat.

Nhu cau dit ra cAn c6 mot kién tric mang dam bao dugc su
tich hop linh hoat, két hop voi cac giai phap bao mat an toan cho hé
thong. Chinh vi vdy, cong nghé¢ mang dinh nghia bang phian mém
(SDN) ra doi nhu mét giai phap cho hé thong mang trong tuong lai.
Bén canh d6, SDN con 1a lya chon cho viéc trién khai cc giai phap
dam bao an ninh mang, trudc sy phic tap cua nhitng cudc tan cong
khong ngimg thay ddi vé cach thic ciing nhu d6 nguy hai, can tro
nhiéu hoat dong giao dich, cac dich vu mang.

Nhirng han ché vé bao mat ctia kién trac mang truyén théng da
dé 16 ra nhing 15 hong cho ké tan cong, nhimg t6 chirc t6i pham c6
thé thuc hién hanh vi pha hoai toi nhitng hé théng, giy hau qua cho
cac doanh nghiép, co quan, td chire, cac nha cung cép dich vu. Vi ly
do d6 em xin chon dé tai "Gidi phdp chéng tan cong trong mang dinh
nghia bang phan mém" 1am d¢ tai luan van tot nghiép.

2. Tong quan vé van dé nghién ciru



SDN ra doi vao nam 2008 tai Pai hoc Stanford va tao ra mot
cudc cach mang trong gidi cong nghé. Uu diém ciia SDN la viée tach
phan logic diéu khién mang khoi cac bo chuyén mach, thic day diéu
khién tap trung va cung cép kha nang lap trinh cho mang. Hién tai,
Google va Facebook déu dau tu rat manh cho SDN va du doan trong
5 nam t6i sé thay thé toan bd mang truyén thdng.

Vian dé nghién ctru vé mang SDN dugc nghién ctru rong rai
trén thé gigi trong nhitng nam gan day. Tir nhiéu nam tro lai day, da
c6 cac bai bao trén thé giéi da dua ra rat nhiéu giai phap nham nang
cao hiéu qua cho qua trinh str dung mang Internet.

Trong d6 SDN la mét trong nhiing giai phdp dugc ky vong
cao. Tai Viét Nam, da c6 cac cong trinh nghién ctru va ap dung SDN
vao viée thiét ké va ap dung cho viéc diéu khién mang.

Luan vin s& nghién ctru vé& cong nghé SDN/OpenFlow, cic uu
diém ma SDN cung cp so v&i cdu trac mang truyén théng. Bén canh
d6 tim hiéu cac hinh thire tAn cong SDN va cach phong chdng cac
hinh thtrc tAn cong nay. Tir d6 dua ra phuong thirc phong chdng tin
cong dua trén cong nghé SDN/OpenFlow.

3. Muc dich nghién ciru

Nghién ctru cac phuong phap phong chdng tan cong SDN va
ap dung cong nghé SDN/OpenFlow vao viéc phong chdng tin cong,
nang cao bao mat.

4. P6i twong va pham vi nghién ctru

béi tugng: Cong nghé mang dinh nghia béng ndi dung (SDN).
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Pham vi: Phong chéng tin coéng trong SDN dwa trén
SDN/OpenFlow.
5. Phwong phap nghién ciru

Nghién ctru tim hiéu 1y thuyét tir cac tai liéu, bai bao, cong
trinh nghién ctru vé SDN va tan cong trong SDN. Xay dung mot kién
tric mang st dung trong phong chdng tan cong SDN, tién hanh mo
phong tin cong trén server testbed ctia Mobifone, str dung cac card
phan cting va phim mém, cong cu hd trg. Dya trén két qua mo phong
dua ra giai phap giam thiéu cac tan cong vao SDN.
6. Noi dung dé tai

No6i dung cua luan vin bao gdm 3 chuong vdi cau tric nhu
Sau:

Chuong 1. Téng quan vé SDN:

Chuong 2. Xay dung kién trac mang SDN/OpenFlow st dung
trong phong chéng tin cong

Chuong 3. Két qua mé phong chdng tan cong trong SDN
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CHUONG 1. TONG QUAN VE SDN
1.1. Tong quan vé SDN
1.1.1. Dinh nghia

Software-Definded Networking (SDN) 1a mét cach tiép can
moi trong viée thiét ké, xay dung va quan 1y hé thong mang. Vé co
ban, SDN chia tach doc lap hai co ché hién dang tdn tai trong cung
mot thiét bi mang: Co ché diéu khién (Control Plane controller —
thanh phan diéu khién), co ché chuyén tiép dit liéu (Data Plane - data
forwarding plane — thanh phan chuyén tiép dit liéu) nham tdi uu
nhiém vu va chirc ning cua hai thanh phan nay (Hinh 1.1). Myc dich
ctia sy phan tach nay 1a tao ra mang c6 thé dugc lap trinh va quan ly
mot cach tap trung.

SDN la mdt kién trac mang linh hoat, d& quan ly, hié¢u sut
cao, kha niang chiu 16i va thich nghi tdt,... Piéu do lam cho cong
nghé nay that su 1y tudng cho cac ng dung doi hoi bang thong cao
va cn su linh hoat hién nay. Muc dich co ban cia truyén thong mang
1a truyén tai thong tin tir diém nay t6i cac diém khac nhung véi SDN
thi dit liéu trong mang s€ dugc truyén tai gifra cac node vdi su hd tro
tir cac g dung va dich vu nén viéc truyén thong tré nén hiéu qua va

tdi wu hon rat nhiéu.
1.1.2. Kién truc ciza SDN

Kién triic cia SDN gbm 3 16p riéng biét: 16p g dung, 16p
diéu khién, va 16p co so ha tang (16p chuyén tiép).
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Lé6p tng dung: La cac ung dung kinh doanh dugc trién khai
trén mang, duoc két ndi toi 16p diéu khién thong qua cac API, cung
cap kha ning cho phép 16p tmg dung lap trinh lai (cAu hinh lai) mang
(diéu chinh cac tham sb tré, bang thong, dinh tuyén, ...) thong qua
16p diéu khién.

L6p didu khién: La noi tap trung cac bd diéu khién thuc hién
viéc diéu khién cau hinh mang theo cac yéu cau tir 16p ting dung va
kha ning ctia mang. Cac bd diéu khién nay co thé 1a cac phan mém
duoc lap trinh.

L6p co s6 ha tang: La cac thiét bi mang thuc té (vat 1y hay ao
hoa) thuc hién viéc chuyén tiép goi tin theo su diéu khién cua 16p
diéu khién. Mot thiét bj mang c6 thé hoat dong theo sy diéu khién
ctia nhiéu bo diéu khién khac nhau, diéu nay gitp ting cuong kha

nang ao hoa cliia mang.

1.1.3. So sanh kién tric mgng truyén thong va kién tric SDN

Traditional With SDN
CCE=m Core CCm| Core
E Gore Router E .....
End of Row End of Row
High-end y
EREER ..., R switch
OO switeh Rack Rack
| — R y
Y s running
By servers =g
]2 — ] B applications |
Data Plane m— Control Plane Data Plane — Control Plane

Hinh 1.1. So sanh mang SDN va mang truyén thong
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M0 hinh so sanh giita kién triic mang truyén thong va kién
tric SDN trén (hinh 1.1) cho thay trong kién tric mang truyén thong
Control Plane va Data Plane déu duoc ghép chung vao trong
Network Node. Trong d6 Control Plane c6 nhiém vu cu hinh cac
Node mang va 1ap trinh duong di (dinh tuyén) dé van chuyén Data
Flow. Data Flow (ludng dit liéu) sé dugc day xudng Data Plane thong
qua cac API va chuyén tiép t6i cac thiét bi phan cing dua trén cac
thong tin diéu khién trén Control Plane.

Trong kién tric mang truyén théng khi chinh sach
Forwarding da dugc thong qua thi cach duy nhat dé diéu chinh lai cac
chinh sach nay theo y mudn 1 phai di cau hinh lai trén tat ca thiét b
vat ly (Switch, Router, Firewall, ...). biéu nay khong chi mat thoi
gian ma con kha 13 phién toai boi trong kién tric hé thdng mang
truyén thong dic biét dbi voi hé théng mang quy mé trong doanh
nghiép thi viéc xac dinh vi tri thiét bi va tién hanh cdu hinh diéu
chinh rat 1 phirc tap va c¢6 nhiéu rai ro sai sot ¢6 thé anh huong t6i

nhiéu hoat dong quan trong khac trong hé théng mang.
1.1.4. Lgi ich ciia SDN

SDN dem lai cac lgi ich sau:

Giam CapEx: SDN gitip giam thiéu cac yéu cau mua phan
cting theo muc dich xay dung cac dich vy, phan cimg mang trén co
s& ASIC, va hd trg mé hinh pay-as-you-grow (tra nhitng gi ban dung)

dé loai bo lang phi cho viéc du phong.
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Giam OpEx: théng qua cac phan tir mang da dugc gia ting
kha nang lap trinh, SDN giup d& dang thiét ké, trién khai, quan 1y va
mé rong mang. Kha ning phdi hop va du phong tu dong khong
nhitng giam thoi gian quan 1y tong thé, ma con giam xac suét 18i do
con ngudi toi viée tdi wu kha nang va do tin cdy cua dich vu.

Truyén tai nhanh chong va linh hoat: gitip cac to chirc trién
khai nhanh hon cac ing dung, cac dich vu va co s& ha tﬁng dé nhanh
chong dat dugc cac muc ti€u kinh doanh.

Cho phép thay ddi: cho phép cac to chirc tao méi cac kiéu
tmg dung, dich vu va md hinh kinh doanh, dé c6 thé tao ra cac ludng

doanh thu m&i va nhiéu gia tri hon tir mang.

1.1.5. Ung dung ciia SDN

- Ap dung trong mang doanh nghiép: M hinh tap trung, diéu
khién va du phong tu dong cua SDN hd tro viéc hoi tu dir
liéu, voice, video, ciing nhu 1a viéc truy cap tai bat ky thoi
diém nao, bat ky dau. Pidu nay dugc thuc hién thdng qua
viéc cho phép nhan vién IT thyc thi chinh séach nhat quan
trén ca co sé ha ting khdng day va c6 day. Hon nita, SDN hd
tro viéc quan ly va giam sat tu dong tai nguyén mang, Xac
dinh bang cé4c hd so ¢4 nhan va cac yéu cau cia tng dung, dé
dam bao tdi wu trai nghiém nguoi ding véi kha niang cua
mang.

- Ap dung trong Data Center (DC): Viéc a0 hda cac thuc thé

mang cua kién tric SDN cho phép viéc mé rong trong DC, di



cu tu dong cadc may ao, tich hgp chat ché hon véi kho Iuu
trix, sir dung server tét hon, sir dung ning lwong thap hon, va
t6i wu bing thong.

- Ap dung @i véi dich vy Cloud: Khi duoc sir dung dé hd tro
mot moi truong dam may riéng hoac tich hop, SDN cho phép
c4c tai nguyén mang duoc cip phét theo phuong thuc linh
hoat cao, cho phép dy phong nhanh cac dich vy dam may va
hand off linh hoat hon véi cac nha cung cdp ddm méy bén
ngoai. Véi cac cong cu dé quan ly an toan cac mang 4o cua
minh, c&c doanh nghiép va cac don vi kinh doanh s€ tin vao

cac dich vy dam may hon.

1.2. Giao thirc OpenFlow
1.2.1. Dinh nghia

OpenFlow 1a giao thitc chuan m& cho phép cac nha nghién
ctru c¢6 thé thir nghiém, kiém ching cac giao thirc mang mdi trong
moi truong thuc té voi quy mo luu lugng that, giup cho viéc hoc tap,
nghién ctru duoc dé dang va co thé kiém nghiém duoc ma khong can
cac thiét bi that phuc tap. OpenFlow 14 giao thirc giup bo diéu khién
c6 thé giao tiép, cau hinh, diéu khién cic bd chuyén mach & phia
dudi, cung cip mot giao dién dong nhit cho cac thiét bi cia nhiéu

hang khac nhau co thé hoat dong dugc trén cung mot bo diéu khién.
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1.2.2. Kién trac ciza OpenFlow Switch

Mot thiét bi chuyén mach OpenFlow bao gém it nhit 3
thanh phan: Bang ludng (Flow table), Kénh an toan (Secure Chanel)
va Giao thirc Openflow (OpenFlow Protocol).

1.2.3. Hogt dong cuaa OpenFlow Switch

Giao thirc OpenFlow mé ta ban tin trao d6i giita OpenFlow
Controller va mot OpenFlow switch. Giao thirc nay dugc trién khai
trén Secure Socket Layer (SSL) hoac Transport Layer Security
(TLS), cung cip kénh OpenFlow bao mat. Giao thirc OpenFlow cho
phép controller thuc hién cac thao tac bd sung, cdp nhat va xda cac

hanh dong vao cac flow entry trong céc flow tables.
1.3. Céc bén tin trao ddi OpenFlow

1.3.1. Ban tin PacketIn

Packetln 1a ban tin dugc gui tir switch 1én Controller. Co hai
ly do dé thuc hién didu nay: Mot goi tin match véi mot flow entry va
flow entry do6 cé action gui Ién Controller hoac mot goi tin match véi

table_miss va trong table_miss c0 action la giri 1én Controller.

1.3.2. Ban tin PacketOut
Ban tin PacketOut duoc guri tir Controller t6i Switch dung dé
hudng dan goi tin di nhu thé nao trong mang. Ban tin nay khong

ding dé thiét 1ap entry trén Switch ma chi giri goi tin ra ngoai Switch.
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1.3.3. Ban tin FlowRemoved
FlowRemoved 1a ban tin dugc gui tdi Controller tir Switch

khi c6 flow entry trong flow table bi x0a.

1.3.4. Badn tin FlowMod
bay 1a mot trong nhiing ban tin chinh hay dugc st dung gitra
Controller va Switch. N6 duoc gii tir Controller xudng Switch cho

phép Controller sira d6i trang thai cia Openflow Switch.

1.3.5. Bdn tin StatsRequest
Ban tin StatsRequest duogc sir dung dé yéu cau vé thong tin

cua tung flow, ting table trén Switch.

1.3.6. Bdn tin StatsResponse

StatsResponse ding dé tra 101 ban tin StatsRequest.



11

CHUONG 2. XAY DUNG KIEN TRUC MANG
SDN/OPENFLOW SU DUNG TRONG PHONG CHONG
TAN CONG

2.1. Gia lap kién triic mang SDN/OpenFlow

Kién triic tong quan ctia hé théng dugc thé hién nhu bén dudi
(Hinh 2.1)

Controller

OpenFlow Protocol

Traffic in

A 4

A 4

OpenFlow Switch User-Victim

Hinh 2.1. Kién triic mang SDN/OpenFlow gié 1ap
2.2. Nguyén ly hoat dong ciia hé thong
2.2.1. Céch tharc hoat dgng cua Controller
Bo diéu khién SDN Controller ¢6 nhiém vu ra quyét dinh cho
khdi chuyén mach OpenFlow Switch thuc thi thong qua giao thirc
OpenFlow. Nhan théng bao vé nhiing phan tich cac flow entry di vao
mang, khi xay ra tdn cong, SDN Controller s& nhan dugc mot thong

béo va keém theo do 1a mot ddy cac dia chi IP ctia ngudn tin truy
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van co tan sut cao téi hé thdng, da sé déu 1a cac ngudn tin
dang thuc hién viéc tAn cong hé théng, déu can phai duogc ngan chan.
Khi d4 nhan dugc thong bao dang c6 tin cong cling véi danh sach dia
chi IP, SDN Controller s& giri mot ban tin diéu khién xudng khdi
chuyén mach OpenFlow Switch dé lam rét tit ca cac goi tin di tir
nhitng dia chi IP dang bi nghi ngd, tir d6 Iuu lugng di qua bd chuyén
mach dugc khdong ché, dam bao cho cac thiét bi ¢ phia ngudi ding
khong bi anh huéng. SDN Controller s& guri ban tin FlowMod xubng

cho bo chuyén mach dé thuc hién viéc hiy bo cac goi tin.
2.2.2. Cach hoat déng ciia chuyén mach OpenFlow Switch

B6 chuyén mach s& thuc hién viée chuyén tiép luu luong luu
thong trong mang, luu gitt cac bang trang thai. Khi cac Flow entry di
dén bo chuyén mach OpenFlow Switch s€ dugc ddi chiéu véi bang
trang thai Flow table dé thuc hién viéc dinh tuyén va chuyén tiép cac
gbi tin, tat ca moi hoat dong déu chiu sy giam sat cua SDN
Controller, cac giao tiép giita Controller v&i chuyén mach OpenFlow
Switch déu dugc thyc hién thong qua giao thirc OpenFlow. Bén canh
do, trén bo chuyén mach con tich hop thém khdi giam sat luu lwong
sFlow, cac gdi tin dén s& duge léy mau dé theo ddi, kiém soat va xir
ly, phan tich dit liéu va g 1én controller theo dinh ky dé dam bao

kip thoi phét hién khi c6 tan cong xdy ra.
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2.2.3. Cach thirc hogt dgng cia bé Kiém sodt lwu lwong sFlow —
Network Monitoring

Bo kiém soat luu lugng co chiic nang thuc hién gidm sat va
kiém soat va phan tich luu luong di vao hé thong mang, va chuyén
tiép toan bo thong tin phan tich dugc 1én bo diéu khién. La phan mém
s& dugc nhung trong khbi OpenFlow Switch trén nén tang NetFPGA.
Hoat dong duya trén cong nghé sFlow véi cau trac Agent — Collector.
Céc sFlow Agent s€ thuc hién nhiém vu thu thap luu lugng theo mét
chu ky thoi gian 1dy miu, roi dua 1én khéi sFlow Collector, gitp
Collector ¢6 thé bao quat toan bd luu lugng trong mang theo thoi

gian thuc.

2.3. Kich ban tin cong va giai phap giam thiéu tin cong khuyéch dai
DNS

2.3.1. Xay deng h¢ thong

Hé théng bao gébm cac thiét bji : 1 SDN Controller, 1
OpenFlow Switch trén nén tang NetFPGA(tich hop khéi Network
Monitoring), 1 may phat luu lugng gia 1ap nhu luu luong thoi gian
thuc (bao gdm ca luu lwong tin cong va luu lwong binh thuong), 1

Server dong vai tro 1 nan nhéan cia cudc tin cong (Victim).
2.3.2.Cong cu hé trg

Cac cong cu hd trg bao gém: Bonesi, Wireshark, TCPReplay,
Moba Sterm, Editcap, Speedometer, Tcpdump.
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2.3.3. Kich bdn phét tdn cong

Str dung cong cu Bonesi dé phat tdn cong truc tiép vao FPT
Server dong vai tro 1a may nan nhan, déng thoi ding Wireshark dé
thu thap dir liéu luu lai dudi dang file pcap. Téac gid da c6 dugec mot
bd dir liéu tdn cong gidng dic tinh cua mang Botnet. Sir dung
TCPReplay dé phat lai bo luu lugng do tr may phat luu lugng vao hé
thdng gia lap da xdy dung, tién hanh tin cong may FPT Server. Luu
luong phai duoc chuyén tiép qua OpenFlow Switch va dugc kiém
soat boi controller. Tién hanh phat va ghi lai két qua trong hai truong
hop : khong chay giai phap giam thiéu tan cong va truong hop c6
chay giai phap giam thiéu tin cong trén Floodlight Controller. Sir
dung coéng cu Speedometer dé do thong luong cua lwu luong & dau
vao ciing nhu dau ra cua khéi chuyén mach va cong nghé sFlow dé

giam sat luu lugng.
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CHUONG 3. KET QUA MO PHONG CHONG TAN

3.1. M6 hinh xay

3.1.1. Tong quan

Tac gia da xdy dyng dugc mo hinh gia 1ap tan cong nhu da

CONG TRONG SDN
dung hé thong

hé thang

nghién ctru phan 1y thuyét. Hinh 3.1 cho thiy duoc cac khdi chirc

ning trong hé thong gia 1ap.

Controller

192168101243 Leee .}
1192.168.101.024

Traffic generator []

. 192.168.20.30 192.168.20.10

L
Iy enp10s070
TCPreplay
Bonesi netFPGA
ServerFarm
192.168.101.171 U2 192.168.101.70
—— v

X

Hinh 3.1. M hinh Iy thuyét

3.1.2. Trién khai h¢ thong

Traffic Generator: Ching ta tién hanh bat traffic generator
1én dé chuan bi cho viéc phat luu lugng mau. Kiém tra lai cac két ndi

mang tir traffic generator ra mang internet dé bat dau dung

MobaXterm dé SSH vao diéu khién may nay.
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OpenFlow Switch (super-switch): Sau khi tién hanh bat
may 1én, ching ta phai tién hanh nap code cho NetFPGA, budc dau
1a dé may tinh co thé nhan cac cong ctia NetFPGA 1a cong ciia may.

Sau khi tién hanh nap file code d4u tién, chiing ta phai khoi
dong lai may dé may hoan thanh tac vu chuyén cac cong cia FPGA
thanh cong ctia may. Sau khi may bat 1én tro lai, chung ta tién hanh
nap file code thir hai

Sau khi chay xong file nap code trén, chiing ta di c4u hinh dé
may tinh nay cé thé hoat dong nhu mot OpenFlow Switch.

ServerFarm: Sau khi may ServerFarm dugc bat, ching ta
tién hanh bat Wireshark 1én va chuédn bj tién hanh do luu qua cong

enpl0s0f0.
3.2. M phéng tin cong va bién phap giam thiéu tin cong

Trudc tién sir dung Bonesi dé phat luu luong gia 1ap, trong
d6 chira cac ngudn dia chi IP khac nhau tir file 50k-bots voi tdi do
1500 g6i/s toi dia chi cua Victim 192.168.20.30

Pong thoi ding phdn mém wireshark thu lai lich sir cua
nhiing két n6i trong khi phat tin cong thanh file dns.pcap.

Sau khi thu duoc file dns.pcap dong vai tro nhu file chira luu
lwong tAn cong cho mé hinh gia 1ap. Tiép theo tac gia s& st dung

cong cu TCPReplay dé phit lai file dns.pcap kia vao mo hinh.
3.2.1. Phat lwu lwgng binh thuwong khong c6 gidi phap giém thiéu

Trudc khi tién hanh phat luu lwong, ching ta tién hanh bat

controller va tién hanh gii luu lwgng tir OpenFlow Switch 1én
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controller. Sau do, ching ta tién hanh chay controller ma trén do6

khong co6 bit cir giai phap giam thiéu nio.

soom | l:
= Ho
& 80
W
&
o
o 80
]
ETR—
5 2
* Protocols
Protocol
b= B eth.ip.udp.dns
3 W} Wl ethip.icmp
@
L B ath.lle
- SO0
@ W eth.arn
o
192000 1218

Hinh 3.1. Luru lwgng tin cong khi chwa chay gidi phap giam thiéu
3.2.2. Hg théng khi si dung gidi phap giam thiéu

Quy trinh tuong ty nhu khi phat luu lugng binh thuong,
nhung lac nay trén SDN Controller ta bit dau chay giai phap phat
hién va giam thiéu tin cong.

cho ta thay su khac biét giira truong hop sir dung giai phap
phat hién va giam thiéu tin cong va trudng hop khéng sir dung. Ta
thdy rang, dbi véi file 50k-bots véi t6i dd 1500 goi/s khi khong sir
dung giai phap giam thiéu tin cong, sb lwong flow-entry trén switch
rat 16n va 16n nhat khoang 700Mb/s va thoi gian ton tai cua flow
entry trén Switch kéo dai. Diéu nay co thé giy ton tai nguyén trén
Switch va néu tin cong véi cuong d6 luu luong 16n c6 thé din t6i

Switch s€ khong con kha nang xtr 1y. Trong do khi sir dung giai phap
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giam thiéu tan cong voi file 50k-bots véi tdi do 1500 goi/s thi s6
luong flow-entry trén Switch rat it khi tAn cong xay ra va dat gid tri
16n nhat khoang 5Mb/s. Ngoai ra trang thai flow ton tai trén Swich

cling ngin hon so véi truong hop khong sir dung giai phap giam
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Hinh 3.2. Luru lwong tin cong khi chay qua giai phap giam thiéu
3.3. Nhan xét va kién nghi

Heé théng gia 1ap duoc xay dung kha hiéu qua trong viéc phat
hién va phong chéng tin cong. Dya trén kién tric mang
SDN/OpenFlow cing véi cong nghé sFlow, hé thong da phat hién
dugc cac truy van gia mao dé thuc hién ngan chan tn cOng trong
mdt thoi gian ngén, nhanh chéng giam thiéu duoc cac flow entry di
vao bd chuyén mach OpenFlow Switch, giup Server nhanh phyc hoi
dé phuc vu cac dich vu thong thuong ngay trong khi cudc tin cong

xay ra.
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Qua d& tai luan van nay, ta nhan théy hi€u qua trong viéc
phat hién va phong chdng tin cong ctia hé théng gia lap. Tac gia xin
dugc kién nghi duoc thir nghiém mo hinh hé thong nay vao cac hé

thong SDN dang hoat dong tai cac don vi trong thoi gian téi.
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KET LUAN

Ciac két qua chinh ciia dé tai ludn vin:

- Pua ra cai nhin tong quan vé kién tric mang SDN, giao
thirc OpenFlow va cac ban tin trao doi giira OpenFlow Switch va
Controller.

- Xay dung kién trac mang SDN/OpenFlow trén server
testbed. Pong thoi gia 14p mot cudc tin coéng trén hé thong md
phong, cac k¥ thuat giam sat luu luong va giam thiéu tin cong da
duogc tich hop.

- Hé théng mo phong da phat hién va ngin chin cudc tin
cong trong thoi gian ngén, giup server nhanh chong phuc hoi dé phuc
vu cac dich vu ngay trong khi cudc tn cOng xay ra.

Huéng phat trién ciia dé tai:

Thtr nghiém mo hinh véi cac bd dir li€u da dugc thu thap tu
thuc té chira nhiéu hinh thic tan cong hon, dé c6 thé danh gia hiéu
ning cua hé thong gia 1ap cling nhu phat trién cac giai phap phong
chéng cac loai tan cong khac trén SDN Controller. Pong thoi, ning
cap ciu hinh Controller dé ting téc do xir 1y cac goi tin trong cac
cudc tan cong, giam thoi gian dap ing cua hé thng, tdi uu hoa hidu

ning ctia hé thong, cung cap mot hé thong hoan thién.
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