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LOI CAM POAN

Ludn van nay la thanh quad cua qua trinh hoc tdp nghién ciu cua toi cung s
givip d&, khuyén khich cuia cac Quy thay cd, ddac biét 1a PGS.TS Lé Hiru Ldp sau hai
nam theo hoc chwong trinh dao tao Thac s, chuyén nganh Hé thong thdng tin cua

Hoc vién Cong nghé Bueu chinh Vién thong.

TOI xin cam doan ddy la cong trinh nghién ciru cua riéng. Ngi dung cua lugn
van ¢ tham khdo va s dung mét sé théng tin, tai lidu tir cAc nguon sach, tap chi

duoc liét ké trong danh muc cac tai ligu tham khdo va duwoc trich ddn hop phap.
Tac gia

(Ky va ghi r6 ho tén)

Thai Thi Mj Hanh



LOI CAM ON

Sau mét thoi gian dai hoc tdp va nghién cizu, cudi cung tdi ciing da hodn thanh
ludn van tét nghiép nay, day la dip tét nhdt dé toi co thé bay té 1ong biét on sdu sdc

dén moi nguoi.

Toi Xin i 101 cdm on sdu sdc dén thay Lé Hiru Ldp, da tdn hinh huéng dan,
dinh hwdng cho tdi trong suét thoi gian thuec hién dé tai. Thay da cho toi nhing loi

khuyén quy bau dé hoan thanh tot ludn vain.

TOi xin cam on Khoa Sau Pai hoc, Khoa Cong Nghé Thong Tin — Hoc vién
Cong nghé Buu chinh Vién thdng, cdm on cdc thdy c¢é trong khoa da tan tinh giang
day, truyén dat cho t6i nhizng kién thizc quy bau trong nhitng nam hoc vira qua, gidp
cho t6i c6 mét nén tang kién thirc vieng chdc dé thuec hién ludn van ciing nhw nghién

cueu hoc tap sau nay.

Cudi cuing, t6i xin gt loi cam on dén tdt ca ban beé, anh, chi, dong nghiép,
nhitng nguoi da giup do, kKhich |é ciing nhw phé binh, gop y, giup t6i hoan thanh lugn

van mét cach tot nhat.

Ha Ngi, thang 12 nam 2019

Thai Thi Mj Hanh
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MO PAU

Ngay nay véi co so ha ting vé mang Internet phat trién rat manh mé, cung véi do
la sy ra doi cua hang hoat cac ung dung Web dé dap (g nhu ciu caa ngudi sir trong
moi linh vuc cua cudc sdng. Céac tng dung web cho céc dich vu khac nhau dd nhan
duogc sy tin tuong cua khach hang qua mét thoi gian dai. Hang triéu triéu dir li¢u duoc
tai va chia sé giita cac nén tang khi moi ngudi cho rang cac giao dich duoc giam sat
an toan. Tuy nhién, khi cac cudc tin cong trén mang tiép tuc gay ra su hoang mang,
nguy co bao mat tng dung va di liéu cia ching ta trong linh vuc ky thuat sé ngay
cang ting. V&i su noi 1én caa cac cong nghé méi la thach thic trong viéc cung cap
mot moi trudng an todn. Kiém tra tinh bao mat cua cac ang dung web 13 rit quan
trong. NG 1a mot ki thuat kiém thar phan mém nham muc dich xac minh rang chuc
nang cua phan mém cé kha ning chdng lai cac cudc tan cong va dit liéu duoc phan
mém xu 1y duoc bao vé. Bé thiét 1ap cac yéu cau chung ma phan mém phai dap ang,
c6 cac tiéu chuan bao mat phan mém. Luan van nay nham muyc dich mo ta va ap dung

mét quy trinh can thiét dé xac minh tinh bao mat cua mot tng dung web.

Pé tai "Nghién ceu cac ky thuat kiém thir bao mat wng dung web" nham
nghién ctu va thar nghiém cac ky thuat nham phat hién dé ngan chan kip thoi cac
nguy co Vé an ninh, bao mat tng dung web. Bao mat trang web doi hoi su canh giac
trong tat ca cac khia canh cua thiét ké va qua trinh sir dung trang web. Luan vin gilp
hiéu cac méi de doa dén tir dau va cach dé bao vé tng dung web ctia minh trudc céc

cudc tan cdng phé bién nhat.
1. Muc dich nghién ctru

Tim hiéu c&c van dé vé bao mat, cac phuong phap va cac cong cu kiém
thir bao mat website lya chon cong cu kiém thir va thuc hién thir nghiém kiém

thir bao mat website qua d6 danh gia két qua

- Tim hiéu tong quan vé bao mat



- Nghién ciru cac loai kiém thi bao mat, quy trinh kiém tha bao mat

- Nghién ctu cac ky thuat va cac céng cu tuong tng trong kiém thir bao
mat website

- Phén tich danh gia, Iya chon cong cu va thuc hién kiém thir bao mat
website

- Panh gia két qua dat duoc.

2. Poi twong va pham vi nghién ciru

Trong khudn kho luan van thudc loai nghién ciru va tng dung, em chi giéi han

nghién ctru c4c van dé sau:

- Nghién ctu cac ky thuat va cac céng cu tuong tng trong kiém thir bao
mat website
- Phan tich danh gié, lwa chon c6ng cu va thuc hién kiém thir bao mat

website https://duticrm.info/ va https://hack-yourself-first.com/

3. Bo cuc luin vin

B& cuc luan vin bao gdm phan mé dau, phan két luan va cac chuong noi dung

duoc to chire nhu sau:

Chwong 1: Téng quan vé bao mat website va cac tng dung trén web.
Chuong nay dua ra cac khai niém tong quan vé bao mat website, cac wng
dung trén web va tinh trang bao mat website hién nay.

Chuwong 2: Céc k§ thuat kiém thir bao mat tng dung web. Chuong hai tap
trung vao viéc dua ra cac khai niém tong quan vé kiém thir bao mat website;
cac phuong phap, quy trinh, k¥ thuat kiém thir bao mat ang dung web.
Chuwong 3: Cac cong cu kiém thir va thuc nghiém kiém thir bao mat ¢ng
dung web.. Noi dung chuong 3 trinh bay vé cdng cu kiém thir Zed Attack
Proxy. Sau khi phan tich cong cu d trinh bay, thuc hién kiém thir bao mat

cho website https://duticrm.info va va https://hack-yourself-first.com/.



https://duticrm.info/
https://duticrm.info/

Mic du c6 nhiéu cé géng nhung do thoi gian han ché nén luan vin khong tranh
khoi nhitng khiém khuyét. Kinh mong cac thay c6 va déng nghiép thdng cam va cho
cac y kién gop y.

Xin tran trong cam on!

Téac gia

Thai Thi My Hgnh



Chwong 1. TONG QUAN VE BAO MAT VA CAC LO HONG
BAO MAT TREN WEB

Trong chwong nay, ludn van sé gidi thiéu mét cach tong quan vé bai toan bdo
mdt website, s can thiét bao mdt website, cac 16 hang bao mdt va tinh trang tdn céng
cac trang web hién nay.

1.1 Tong quan vé bao mat [1], [2]
1.1.1 Bdo mat website

Bao mat la bao vé an toan thong tin trudc nhitng “tay” chuyén rinh mo thdong

tin ctia nguoi khac (Hinh 1.1).

Administrator

Hinh 1.1. Bao mat website

Véi hé thdng thdng tin caa doanh nghiép, théng tin chinh 1a tién. V&i website
cua doanh nghiép, viéc co thé thay doi thong tin trén d6 s& anh huong xau dén thuong
hiéu. Trang web 1a thwong hiéu cua mot don vi hay mot c& nhan, mat tién caa mot
ctra hang va thuong 1 1an tiép xtc dau tién vai khach hang. Néu né khdng an toan va

bao mat, nhitng mbi quan hé kinh doanh quan trong d6 c6 thé bi anh huong.

Cac mbi de doa c6 thé xuat hién duéi nhiéu hinh thac - 1ay nhiém mot trang

web c6 phan mém doc hai dé phat tan phan mém doc hai dé cho khach truy cap trang



web, danh cip thong tin khach hang, nhu tén va dia chi email, danh cép thé tin dung
va thong tin giao dich khac, thém trang web vao botnet cua cac trang web bi nhiém
va tham chi chiém quyén diéu khién hoic danh sap trang web. Néu ung dung thuong
mai dién tur, thiét hai s& rat Ion néu website bi tin cdng, khach hang s& khéng bao gid

tin twdong dé cung cap nhitng thong tin ca nhan trén website nia.

Bao mat la su thoa hiép gitra viéc dam bao an toan va chirc nang hay kha nang
st dung. Néu bao mat caa hé thong qué chat ché, n6 sé tro nén rat kho sir dung hoic
khé hoat dong mot cach hiéu qua. Néu bao mat qua don gian, hé théng dé& bi tan cong

va xam nhap.

Tuy thudc vao cac yéu cau cua mdi hé thdng ma cé nhitng muc dich vé bao
mat khac nhau, nhung chiing déu c6 diém chung 1a: Pam bao sy an toan di liéu cho
hé thong va bao vé cac tai nguyén trén mang trudc su tan cdng nham pha v hé thong

hozc sir dung trai phép cac tai nguyén caa mot so nguoi co chu y Xau.

Bao mat website c6 thé hiéu 1a mot loai chic ning hoic thao tac quan trong,
can thiét trong qua trinh sir dung va van hanh website, bao vé trang web khoi sy truy
cap, st dung, sira d6i, pha hay hoic pha vé trai phép. Bao mat website c6 nghia 13
bao vé trang web cua ban va dit liéu khoi cac mdi de doa &c y, tin tic, tin céng mang,
tan cong DDOS va phan mém doc hai. Muc dich cua kiém tra bao mat 13 kham phé
c4c 16 hong cua ang dung web dé cac nha phat trién ¢ thé loai bo cac 16 hong nay
khoi trng dung va lam cho tng dung web va dit liéu an toan khoi moi hanh dong tréi

phép.

Dé trang web c6 thé hoat dong tdt, cac nha quan tri website can thuc hién cac
thao tac bao mat thuong xuyén, kip thoi. Bao mat trang web mudn hiéu qua doi hoi
su nd lyc trén toan bo trang web: trong wng dung web, ciu hinh caa may chu web,

chinh sach tao mat khau tir phia may khéch.

Qua trinh phan tich bao mat nén duoc chay song song véi phat trién (ng dung

Web. Nhém Iap trinh vién va nha phat trién chiu trach nhiém phét trién ma ciing chiu



trach nhiém thuc hién céc chién luogc khac nhau, phan tich sau rui ro, giam thiéu va

giam sat.
1.1.2 Bdo mdt #eng dung web

Bao mat ¢ng dung web 12 mot nhanh cua bao mat théng tin lién quan cu thé
dén bao mat cua céc trang web, tng dung web va dich vu web. O cip do cao, bao mat
rng dung web dya trén cac nguyén tic bao mat ung dung nhung ap dung ching cu

thé cho cac hé thong Internet va web.

Bao mat (rng dung web la qua trinh bao mat dir liéu bi mat duoc luu trit truc
tuyén khoi sy truy cap va sira doi trai phép. Piéu nay dugc thuc hién bang céch thyc
thi cac bién phéap chinh sach nghiém ngat. Cac méi de doa bao mat c6 thé anh huong
dén dit liéu duoc luu trir véi muc dich xau 1a ¢d ging truy cap vao thdng tin nhay

cam.

Bao mat ing dung web nham giai quyét va dap tmg ba diéu kién bao mat, con

duogc goi 1a cac nguyén tac bao mat:

- Bi mat: Han ché quyén dugc phép truy nhap va cong bé thong tin, bao gom
ca bao vé quyén riéng tu ca nhan va quyén so hitu théng tin.

- Tinh toan ven: Xéc dinh rang dit liéu trong (tng dung Web 12 nhat quéan va
khong bi sira doi boi ngudi dung tréi phép.

- Tinh kha dung: bao dam Ung dung web c6 thé truy nhap va st dung duoc
kip thoi, tin cay. Tinh kha dung (utility) khac véi tinh sin sang
(availability) & chd ng dung web c6 thé san sang song van vo dung (khong

dung duoc) néu thiéu ma khoa dé giai ma chang han.

1.2 Céc 16 hong bao mat [3], [4], [8]

L5 hdng bao mat 1a tap hop nhitng diéu kién ma cho phép mét ké xau tin cong
lam vi pham nhiing chinh sach bao mat mot cach twong minh hoic ngam. D6 1a nhing

diém yéu nam trong thiét ké va cau hinh caa hé thdng, 16i caa lap trinh vién hoic so



suat trong qua trinh van hanh. “90% 15 hong bao mat bat ngudn tir tng dung web,
90% nha quan tri chua c6 cai nhin tong quan vé bao mat Web App”[3]. Pay 1a 1y do

dan t&i s6 lwong cac cudc tan cdng trén mang ngay cang nhiéu.
Mot s6 nguyén nhan sau xa cua 16 hdng bao mat nhu sau:

- Phurc tap: Céc 15 hong bao mat tang ty 18 thuan véi sy phirc tap cia mot hé
théng. Su phuc tap vé phan mém, phan cang, thdng tin, doanh nghiép va
quy trinh giéi thiéu nhiéu 15 hdng bao mat hon.

- Két noi: Mdi két ndi khdng bao dam 1a mot con duong tiém ning dé céc
hacker khai thac thong tin

- Loi thiét ké: Khong nén co bat ky 13i thiét ké nao trong phan mém va phan
ctng. Nhitng 16i nay c6 thé khién doanh nghiép gap rui ro dang ké.

- Cau hinh: Cau hinh hé théng kém lam tang 16 hong bao mat.

- Dadu vao cia nguoi dung: Dir liéu nhan duoc thong qua SQL injections,
tran bo dém, v.v., ¢d thé duoc thiét ké dé tan cong hé théng nhan.

- Sy quan ly: Quan Iy nén c6 mat ké hoach quan ly rai ro thich hop dé tranh
c4c 16 hong bao mat trong hé thong.

- Mdt khdu: Mat khau dé tranh truy cap trai phép va bao mat di liéu ca nhan
ctia ban. Mat khau khong duoc bao mat (chia sé vai nguoi khac, viét ching
xudng mot noi nao do, cai dit dé doan) cho phép tin tic doan mat khau cua
ban mot cach dé dang.

- Loi cia con nguoi: Céc 16i cia con ngudi nhu xtr ly tai liéu khong dung
cach, 16i ma hoéa, dua ra mat khau cho cac trang web lira dao 1a mot ngudn
156 hong bao mat dang ké. LAi cta con nguoi ¢6 thé duoc ngan chan bang
cach dao tao thich hgp cho nhén vién.

- Giao tiép: Céc kénh truyén thong nhu dién thoai, dién thoai di dong,

internet cung cap pham vi cho céc 15 hdng bao mat.

OWASP Top ten 1a mot tidu chuan toan cau dé phuc vu viéc kiém thir xam

nhap duoc dé dang hon. Tiéu chuin nay dugc dé& xuat boi mot to chie phi loi nhuan:



Open Web Application Security Project (OWASP- D &n mé vé bao mat tng dung
web). Dudi day 1a TOP 10 16 hong bao mat web phd bién nhét theo tiéu chuan
OWASP nam 2017 [8]:

1.2.1 Al: Injection
- Téng quan

Injection 1& mét ki thuat cho phép nhiing ké tan cdng lgi dung 15 hong trong
viéc kiém tra dit liéu nhap trong cac ung dung web va céac thong bao 15i cua hé quan
tri co so dir ligu dé "tiém vao" (inject) va thi hanh céc cau lénh bat hop phap (khong
duoc nguoi phat trién tng dung luong trudc). Hau qua cia nd co thé rat 16n vi né cho
phép nhitng ké tin cong cd thé thuc hién cac thao tac: vuot qua khau xac thuc, danh
cap thong tin trong co so dir lidu, chén, x6a, sira doi dit lidu bén trong co sé dit liéu,
chiém quyén diéu khién cua hé thdng. Céc 16 hong dic trung: SQL injection; OS

injection; LDAP injection; NoSQL injection... Vi du dién hinh cua Injection:

- Kich ban # 1: Mot ing dung st dung dir liéu khéng tin cay khi xay dung Iénh
goi SQL dé bj tan cbng sau:

String query = "SELECT * FROM accounts WHERE custID='" +
request.getParameter ("id") + "'";

- Kich ban # 2: Twong tu, mot &ng dung néu tin twdng qué vao cac khung sin co,
c6 thé dan dén cac truy van van dé bi tin cong, (vi du: Ngdn ngir truy van
Hibernate (HQL)):

Query HQLQuery = session.createQuery ("FROM accounts WHERE custID='" +
request.getParameter ("id") + "'");

Trong ca hai truong hop, ké tan cong déu stra doi gia tri tham sé “id, trong

trinh duyét cua ho dé giri: hodc’ 1, =1 Vi du:

http://example.com/app/accountView?id=' or 'l'='1l ‘

Diéu nay thay ddi y nghia cta ca hai truy van dé tra vé tat ca cac ban ghi tir
bang “Account”. C4c cudc tin cdng nguy hiém hon c6 thé stra d6i hoic xda dit liéu,

hoac tham chi goi cac thu tuc duoc luu trit.



- Phong chéng

L5 héng Injection xay ra do c&c bién duoc nhap vao tir ngudi dung khong dugc
kiém soét chit ché truée khi xay dung cau truy van t6i CSDL. D6 chinh 13 nguyén

nhan chung nhat caa cac 16 hong dang Injection.
L5 hong Injection xay ra khi cé két hop ca 2 diéu kién:

« CO sy truy van ti CSDL

« Cau truy van chua dugc kiém soat su an toan

C6 thé khang dinh riang, mot bién duoc nhap vao tir ngudi dung, qua nhiéu
buéc xur ly trung gian xay dung cau truy van téi co so dit liéu ma khong co bat cu
buéc kiém tra su an toan nao thi chac chan s& mac cac 16 hong Injection. Pay ciing
chinh 14 diém mau chét dé nhan dién va phong chéng céc 16 hong Injection. Phuong
phap hitu hiéu nhat dé chng tan cong Injection la kiém soat that chat ché cac gia tri

nhap dugc nhap vao tir nguoi dung.
1.2.2 A2: Léi xdc thwe (Broken Authentication)

Pay 1a nhom cac van dé co thé xay ra trong qua trinh xac thuc, quan 1y phién
dang nhap.
- Nhiing diém yéu gay ra I8i x4c thyc nhu:

« Ung dung cho phép mot cong cu ty dong guri nhiéu yéu cau dé dang nhap,
sau d6 nhitng ké tin cong s& dung cong cu dé quét tén nguoi dung va mat
khau dé tim ra cap Tén ngudi ding/mat khau co trong (ng dung.

« Ung dung cho phép sir dung nhitng mat khau yéu hozc vo y chua x6a nhitng
cip Tén nguoi dung/mat khau mac dinh.

« Tinh ning quén mat khau nhung thiéu an toan véi nhiing cau hoi dang kién
thuc.

« Mat khau cua nguoi dung khong duoc ma hoa hoic ma hoa don gian.



10

Hién thi ma phién dang nhap trong URL.

Khdng tao lai phién dang nhap sau khi dang nhap thanh cong.

- Cach phong tranh:

« Néu co thé nén dé xac thuc hai yéu to.

« Bao vé chdng lai dang nhap: Thyc thi viéc vo hiéu hoa tai khoan sau mot s6
lan ding nhap khéng hop 1 dugc thiét 1ap.

« Kiém tra cac mat khau yéu, ting chiéu dai cia mat khau hoic c6 thé xem xét
khdng st dung top 1000 mat khau phé bién

« Thay d6i mat khau mic dinh cua céc dich vu

« Gidi han va tang thoi gian chd vai 1an ¢ gang dang nhap.

o Tao lai ID phién: ID phién s& duoc tao lai sau khi dang nhap thanh céng.

1.2.3 A3: RO ri di# liégu nhay cam (Sensitive Data Exposure)

Nhitng trng dung web khong quan ly, bao vé thong tin nhay cam mot cach
dung dan va dé ro ri nhimg thong tin nhu tai chinh, strc khoé ctia khach hang, thong
tin c& nhén, thong tin tai khoan,...Hoac d6i khi viéc chia sé nhirng tai liéu ca nhan cho
bén thr 3 s& thudc loai quy pham quy dinh phap luét tuy vao quy dinh cia timg qubc
gia. Murc d¢ anh huong: phu thudc vao thong tin bi 10 ra ngoai.

- Céch phong tranh:
« Tat bo nhé dém cua céc phan hdi véi dir liéu nhay cam. Tin tic c6 thé nhan
dugc céc ban sao dugc luu trong bd nhé cache va lay cip thong tin tir ching.
« Khong luu trit dir liéu nhay cam néu khong can thiét.
« Dam bao ma hoé tat ca cac di liéu nhay cam.
« Sir dung nhitng phuong thirc bao mat trong khi truyén/nhan di liéu, TLS,
HTTPS.

« Kiém tra viéc chia sé dir liéu nhay cam cho bén thi ba.
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1.2.4 A4: Tin cong thue thé bén ngoai XML (XML External Entities- XEE)

XML I1a mét ngdn ngir danh ddu mé rong, dugc wng dung rat rong réi. NO sir
dung dé trao d6i dit liéu gitra cac tng dung. Hién nay c6 rat nhiéu loai tai liéu sir dung

dinh dang XML nhu rtf, pdf, t&p hinh anh (svg) hay cac file cau hinh.

Nhiéu vin dé XXE cong khai da dugc phat hién, bao gom ca tan cong céc thiét
bi nhiing. XXE xay ra & rat nhiéu noi bat ngd, bao gom ca cac phu thudc 1ong nhau
sau sic. Cach dé nhat 12 tai 1én tép XML doc hai, néu duoc chap nhan, mot sb kich

ban tan cong nhu sau:

Kich ban # 1: Ké tan c6ng cb géng trich xuat dix liéu tir may chu:

<?xml version="1.0" encoding="ISO-8859-1"7?>
<!DOCTYPE foo [

<!ELEMENT foo ANY >

<!'ENTITY xxe SYSTEM "file:///etc/passwd" >]>

<foo>&xxe;</foo>

- Kich ban # 2: Ké tin cong tham do mang riéng cia may chi bang cach thay doi
dong ENTITY ¢& trén thanh:

<!ENTITY xxe SYSTEM "https://192.168.1.1/private" >]> ‘

- Kich ban # 3: Ké tan c6ng thuc hién mot cudc tan cong tir chdi dich vu bang

cach bao gom mot tép cé kha nang vo tan:

<!ENTITY xxe SYSTEM "file:///dev/random" >]> ‘

- Céch phong tranh: Pao tao cac lap trinh vién 1a diéu can thiét dé xac dinh va
giam thiéu XXE. Bén canh d¢, viéc ngin chan XXE yéu ciu:
« Bat ctr khi nao c6 thé, hdy st dung cac dinh dang dit liéu it phtc tap hon nhu
JSON va tranh tuan ty hoa dit liéu nhay cam.
« Véhoic nang cip tat ca cac bo xir Iy va thu vién XML duoc st dung bai tng
dung hoac trén hé diéu hanh co ban.
« V0 hiéu hda thuc thé bén ngoai XML va xir ly DTD trong tat ca cac trinh

phén tich ct phdp XML trong trng dung.
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khac.
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A5: Kiém sodt truy cdp bi héng ( Broken Access Control )

L&i lién quan dén viéc ké tan cong c6 thé sira chita dé chiém quyén cua nguoi

L3i nay tap trung vao nhitng chirc ning lién quan dén viéc quan 1y quyén han

(nhu Quan tri vién hay nguoi dung)

Viéc han ché nhimg thir ma ngudi ding da ding nhap méi duoc xem hoic

dugc 1am trong tng dung néu hoan thanh khéng chinh x4c s& bi nhirng ké tin cong

loi dung ma khong can téi viéc dang nhap.

1.2.6

Céach phong tranh

Ngoai trir nhirng tai liéu céng cong, viéc phan quyén nén dé “Tur chdi” s& 1a
mac dinh

Nhat ky 16 kiém soét truy cap, quan tri vién canh béo khi thich hop (vi du:
15i Ip lai).

Nén c6 co ché gigi han toc do truy cap va bo diéu khién dé giam thiéu tac hai
tir cOng cu tan cong tu dong.

A6: Léi cdu hinh (Security Misconfiguration)

Khi cau hinh chwa du hoic chua dung s& din dén hau qua lién quan dén bao
mat. Ké tin cong s& khai thac nhiing 16 hong d6 trong phan cau hinh dé tin
cong vao hé théng:
Khong cap nhit nhitng 15 hong lién quan dén bao mat trén server dan dén ton
tai nhirng 16 hong (Vi du mét tng dung duoc phat hanh tir thang 1. Trong
khodang thoi gian tir thang 1 dén thang 9, nha phat hanh c6 thé dua ra nhiéu
ban vé nhitng 15 hdng bao mat nhung chua cap nhat trén server nén sé& bj ké
tan cong khai thac).
Thu muc, t&€p duogc cAu hinh chua ding, chua hop 1y. Vi du nhu mot thu muc
c4 nhan nhung cau hinh theo ché d6 cong khai.
Bat nhirng dich vu khong can thiét, nhitng dich vu nay khong st dung dén
nén s& quan Iy khong tét. Ké tin cong co thé tin cong vao nhing dich vu d6

thay vi truc tiép vao nhitng dich vu dang chay.
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e St dung nhiing tai khoan méac dinh khi cAu hinh.
o LJ trang quan ly trén URL. Vi du nhu .../admin; ..../administrator,.../quantri
« CAu hinh SSL (https)

o Cau hinh quyén truy cap cua cac loai tai khoan khac nhau

- Céach phong tranh

Nén xem xét don rac nhiing tinh ning, dich vu khdng can thiét.

Kiém tra va don dep nhiing tai khoan mic dinh.

Theo ddi cac bang cap nhat cua tirng dich vu.

1.2.7 AT: Lé héng Cross Site Scripting- XSS
- Tong quan

XSS 1a mot thuat ngir duoc sir dung dé md ta mot 16p cac cudc tan cong cho
phép ké tan cong chén cac tap lénh phia may khach thdng qua trang web vao trinh
duyét ctia nhitng ngudi dung khac. Ké tan cong chén cac doan ma JavaScript vao tng
dung web. Khi dau vao nay khong duoc loc, chiing s& duoc thuc thi ma doc trén trinh

duyét cua nguoi dung.

- Nhiing ly do 18i XSS nguy hiém:

« Céac 16 hong XSS trong lich sir phé bién hon bat ky mdi de doa bao mat nao
khéc trén ung dung web hién tai.

« L&i nay kho dé nhan dién va khic phuc. Do trén trang web c6 rat nhiéu tham
sb, dé quan ly hét tat ca cac tham s rat khd. Keé tan cong chi can khai thac
thanh céng mot trong nhitng tham sé d6 thi ¢ thé chén ma doc vao tham sb
do.

« CO thé danh cép théng tin, ID phién lam viéc, 1y dugc cookie caa nguoi
ding trén hé thong hoic hra ngudi ding dén céc trang web doc hai. Khi ké

tan cong co cookie, ho c6 thé ding nhap vao mot trang web nhu thé ho 12
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ngudi ding va 1am bat ct diéu gi ngudi ding c6 thé, chang han nhu truy cap

chi tiét thé tin dung caa ho, xem chi tiét lién hé hozc thay d6i mat khau.

- Phong chéng

XSS l1a mot 16 hong rat phd bién va rt nguy hiém déi voi ngudi dung hé théng.

Ddi véi céc dir lidu dugc nhan tir ngudi ding, khi thuc hién viéc hién thi ta can ma

hoa tat ca cac gia tri dugc in ra. Khi d6 cac doan mé doc s& khong thé thuc thi dugc.

Trong cac ngén ngit lap trinh déu c6 cac ham hd tro viéc ma hoa dix liéu nay. Vi du

nhu;

« Ham htmlentities() — trong ngbn ngir PHP

« Ham htmlEncode() — trong ngbn ngtr C#

Trong jsp cung cap cl phap: ${specialCharString} dé thuc hién ma hoa html

tag.

1.2.8 A8: Chuyén doi ciu tric dir ligu khong an toan(Insecure Deserialization)

Qua trinh khéi phuc lai dit liéu, théng tin nhu ban dau khong an toan, tao 15

hong cho nhiing ké tin cong khai thac.

N\

"X=11.14; Y=19.54; x= 31.66; y= 45.39"

Hinh 1.2: Khéi phuc lai dir liéu khéng an toan

11.14

15.54

31.68

45.39

Vi du khi dang nhap vao tai khoan, tai khodn do tao ra mot phién lam viéc

ma&i, mdt cookie méi c¢6 chira doi tugng (object) nhu sau:

a:4:{i:0;i:132;i:1;s:7:"Mallory";i:2;s:4:"user";i:3;s:32:"b6a8b3bea87fe0e0502

2f8f3c88bc960";}
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Déi twong (object) nay dugc luu vao trong trinh duyét. Khi trinh duyét doc s&
thiy cac thong tin nhu ID nguoi dung, vai trd, ham bam mat khau va trang thai
khac...Ké tin cong thay d6i d6i tugng tir “user” thanh “admin” dé cung cap cho minh

quyén quan tri vién:

a:4:{i:0;i:1;i:1;s:5:"Alice";i:2;s:5:"admin";i:3;s:32:"b6a8b3bea87fe0e05022f8
f3c88bc960";}

1.2.9 A9: Si dung céc thanh phan c6 16 héng (Using Components with

Know Vulnerabilities)

Ung dung thuong két hop véi cac thu vién khéac, hodc nhimng ung dung ma
ngudn mé thi cai thém plug-in,...Viéc dung nhimng thanh phan, thu vién, frameworks
chtra sin nhitng 16 hong s& 1am cho tmg dung cta ban dé bi khai thac hon. Viéc tin
dung nhimng g dung da c6 va cong vi mot khdi lugng code-base ciia né kha 16n dé
dan dén ban khong hiéu va mat kiém soat hay té hon 1a ¢ ca nguy co bao mét bén

trong nhitng thu viéc nay.

- Céch phong tranh
« X&c nhan nhitng thanh phan, thu vién dang dung c6 nhitng céi nao bi cii hay
bi 15i lién quan dén bao mat hay khong.
« NEén ra soat va x6a nhitng thu vién, tinh nang khdng can thiét.
« Theo dbi nhitng 15i bao mat dé kip thoi cap nhat nhitng thanh phan trong wng

dung.

1.2.10 A10: Khéng ghi nhgt ky va giam sat day di (Insufficient Logging &
Monitoring)

Trang web d& bi 15i néu khong c6 tinh ning ghi nhat ky sy kién lai. Nhiing ké
tan cong dya vao viéc thiéu giam sat va phan tng kip thoi dé dat duoc muc dich ma

khong bi phat hién.
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Vi du kich ban tan cong: Mot phﬁn mém dién dan du an nguén mé duge didu
hanh boi mot nhém nhé da bi tin cong bang cach sir dung 16 hong trong phan mém.
Nhitng ké tAn céng di tim cach x6a sach kho luu trit ma ngudn ndi bd cé chira phién
ban tiép theo va tat ca cac ndi dung cta dién dan. Mic di ma ngudn c6 thé duge phuc
hdi, nhung viéc thiéu giam sat, ghi nhat ky hodc canh bao dan dén anh hudng nghiém

trong dan dén viéc c6 thé khong thé hoat dong dién dan nira.

- Cach dé phong

« Dam bao tit ca cac 15i ddng nhap, kiém soéat truy cap va 13i xac thuc dau vao
phia may chi c6 thé dugc ghi lai véi bbi canh ngudi dung du dé xac dinh cac
tai khoan dang ngd hoic doc hai va giir du thoi gian dé cho phép phan tich 16
hong

« Thiét lap giam sét va canh béo hiéu qua sao cho céc hoat dong dang ngd
duoc phat hién va phan hdi kip thoi.

« Dbam bao rang cac ban ghi nhat ky duoc tao o dinh dang c6 thé dé dang st
dung bai cac giai phap quan ly nhat ky tap trung

« Thiét Iap mot ké hoach ang phé va khic phuc su ¢6

1.3 Tinh trang tan cdng c4c trang web hién nay [17]

Ngay nay véi su phét trién cua phuong tién truyén thong xa hoi, hé théng
Internet banking, cac trang mua sam tryc tuyén, vi dién tir,... ngay cang c6 nhiéu
thong tin nhay cam duogc luu trit va trao doi giita cac hé thdng khac nhau. Dir liéu nay
bao gom s6 tai khoan ngan hang, sé thé tin dung, mat khau, va céc thong tin tai chinh,
thdng tin ca nhan khac. Gia tri caa thong tin cao, va nhu cau bao vé thong tin ciling
vay. Bong thoi, cac cong ty khai nghiép duoc hinh thanh vai tée d6 ngay cang ting,
va ho d6 xd vao viéc xuat ban phan mém mai ra thi truong. Céc cong ty nho, tir mot
dén mot vai nha phat trién quy mé nho, thudong khong co du tai nguyén nén céc khia

canh bao mat tng dung méi co nguy co cé thé bi bo qua.
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Khi nhitng ké tin cng ngay cang nhiam muc tiéu vao cac tng dung web, chiing
c6 thé tinh chinh va thir nghiém céc phuong phap cua ching, ting do tinh vi cua
ching. Ngay ca khi mot cong ty tudn theo cac thuc tién tot nhat dé bao vé ban than
trudc cac cudc tan cong tng dung web phd bién nhung diéu nay cé thé khong du. Dot
nhap vao cac tng dung web c6 thé sinh loi cho bon toi pham. Ho c6 dong luc sir dung
cac phuong phap va cong cu tan cdng mai nhat va tét nhat, va ching cé thé co cac
ngudn luc cua toi pham co t6 chire dang sau chung. Nhiéu téi pham mang ngay nay
tham chi con duoc tai tro bai cac nha nudc, cac qudc gia duy tri doi hack noi bo cua
riéng ho va thiét bi cua riéng ho. Nhitng ngudi duoc giao nhiém vy phét trién phan
mém doc hai dang hoat dong, dé thyc hién nhiéu diéu chinh hon, thong qua Viéc sir

dung céc may chu chi huy va kiém soét.

Theo Bao cao an ninh website quy 3 nam 2019 caa CTCP An ninh mang
CyStack Viét Nam [17], trong 4 quy gan nhat, sé website bi xam pham trén toan té
gidi c6 xu hudng ting cao vao cudi nam. Xu huéng nay nguoc lai tai Viét Nam, s6

vu tin cong ting manh vao dau nim (Quy 1). (Hinh 1.3)

S6 vu tan cong website theo thoi gian

4000 == Thé gidi

== \/iét Nam
3000

2000

1000

Q42018 Q12019 Q22019 Q32019

Hinh 1.3 Biéu dé dwong sé vu tin cong website theo thoi gian thuc
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Trong quy 3 ndm 2019 vira qua, hé théng CyStack Attack Map d4 ghi nhan
127.367 website bi tan céng va chiém quyén diéu khién. Nhu vay, s6 website nay da
giam 27% so véi con s6 175.451 website bi tin cong trong quy 2. Cu thé trong quy
3, s lugng website thang 7, 8 va 9 lan luot 14 38.385, 44.848 va 44.134, giam hon so

véi muc trung binh 42.483 website/thang ctaa quy trudc.

Tén mién .com phd bién van 1a ddi tugng duoc nham dén nhiéu nhét bai cac
hacker, sau d6 13 tén mién .net vai 5,99%. Ngoai ra con c6 tén mién dic trung cia
c4c qudc gia nhu: .in (An Do), .ua (Australia), .id (Indonesia), .br(Brazil), .ru (Nga),
vn (Viét Nam), ... (Hinh 1.4).

250,000
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Hinh 1.4. Biéu d6 thong ké cac vu tin cong website theo tén mién
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Trong 9 thang dau nim 2019, Viét Nam dung thir 11 trong sé céc qudc gia bi
hack nhiéu nhat thé giéi va dung sé 3 trong Pong Nam A (sau Indonesia va
Singapore) vai tong sb website bi xam pham 1 8,406. Theo cac chuyén gia, tinh trang
nay dién ra do cong tac bao dam an toan an ninh mang tai Viét Nam con chua duoc
chi trong. Céc doanh nghiép van chwa ¥ thuc trang bi giai phap an ninh mang tong
thé va dong bo cho toan bd cac may tinh trong mang noi bo. Chi doi dén khi trang

web bi tin cdng roi méi tim cach khic phuc su cé.

Trong c4c tn mién bi tin cong tai Viét Nam, tén mién .com chiém ti 1& lén
nhat vai 55%, theo sau béi cac tn mién .vn, .edu, .gov va .org vai lan lugt 37%, 4%,
2% va 1%. CO thé thay d6i tugng chii yéu cua tin tic van 1a cic trang web thuong
mai va bén 1&, linh vuc dugc quan tam tiép theo 1a gido duc va cudi cung 1 cac trang

web thuoc chinh phi ciing nhu céc to chie phi chinh phu.

Truéc nhitng dién bién kho ludng cia cac cudc tin cdng mang cing toc do
phat trién khong ngirng nghi cua Internet mdi doanh nghiép té chic can phai 6 nhiing
ké hoach cu thé dé trién khai hé thong bao mat ciing nhu hé thdng tng ciru su ¢6 cua

minh nham giam thiéu rai ro thiét hai do mat an toan thong tin gay nén.

1.4 Két chwong

C6 thé ndi van dé bao mat website va cac tng dung 1a hét stc hé trong va can
thiét ddi véi mdi don vi doanh nghiép va ca nhan khi thiét 1ap website cua minh. C6
rat nhiéu 16 héng bao mat website dé nay sinh ra cac nguy co tin cong cua toi pham

ngay cang gia tang.

Trong chuong 2, luan vin s& di sau trinh bay vé cac ky thuat kiém tra thu

nghiém vé d6 bao mat cua cac website va tng dung trén né.



20

Chuong 2. CAC KY THUAT KIEM THU BAO MAT UNG
DUNG WEB

Trong chwong nay ludn van tdp trung trinh bay vé cac ki thugt kiém thi bao

mdt ung dung web.

2.1 Kiém thir bao mat &ng dung web [2], [7]

Trong nhitng nim gan day, cac tng dung web c6 xu huéng tré thanh pho bién.
Mot s6 luong 16n céc giao dich dién tir bao gom thwong mai dién tir, ngan hang dién
tir, hoc tap dién tir, cac hoat dong cua chinh phu ... c6 thé duoc tién hanh truc tuyén
bat cir 1ic ndo va bat ¢t noi dau. Do vay viéc dam bao an toan thong tin trén moi

truong internet 14 mot van dé vo cling quan trong.
2.1.1 Ung dung web

Ung dung 12 mot loai chuong trinh ¢6 kha ning lam cho may tinh thyc hién

truc tiép mot cong viéc nao d6 ngudi ding mudn thyc hién.

Ban dau, cac website chi bao gom text, hinh anh va video, lién két véi nhau
thdng qua cac link. Tac dung cta website 1a Iuu trit va hién thi thong tin. Ngudi ding
chi c6 thé doc, xem, click cac link dé di chuyén giira cac trang. Vé sau, véi sy ra doi
cua cac ngon ngit server: CGI, Perl, PHP, ... cac website da trd nén “dong” hon, c6
thé twong tac voi nguoi ding. Tir ddy, ngudi ding ¢ thé dung web dé “thyc hién mot
cng viéc nao d6 bang may tinh”, do d6 web app (ing dung web) ra doi. Vi su tién
bo trong cdng nghé web va chuyén tir tng dung may tinh dé ban truyén thdng sang
c4c giai phap dya trén web, su pho bién cua céc tng dung dya trén web da ting 1én
rat nhiéu. Ngay nay, cac tng dung dua trén web duoc sir dung trong cac mdi truong
quan trong vé bao mat, chang han nhu cac hé théng y té, tai chinh va quan su. Ung
dung web duoc dung dé hién thuc ban hang truc tuyén, dau gié truc tuyén, wiki, dién
dan thao luan, hé quan tri ndi dung, phan mém quan ly ngudn nhan lyc va nhiéu chirc

nang khac...
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Ung dung web 13 chuwong trinh mdy tinh sir dung trinh duyét web va céng nghé
web dé thyc hién cac tac vu qua Internet. Thong qua ung dung web, ngudi dung co

thé thue hién cac cong viéc nhu: tinh toan, chia sé hinh anh, video, mua sam ...
2.1.2 Kiém thir bdo mdt #ng dung web

Kiém thir bao mat 12 mot qua trinh dé xac dinh xem hé thdng c6 bao vé dit liéu
va duy tri chire ning nhu du dinh hay khdng, kiém tra xem dit liéu bi mat co duoc
giit bi mat hay khong va ngudi dung chi c6 thé thuc hién nhitng nhiém vu ma ho duoc
phép thuc hién (Vi du: nguoi ding sé khong thé thay doi chirc nang cua ung dung

web theo cach khéng c6 chuy, ...).

Kiém thir bao mat nham tim ra tat ca céc 16 hong va diém yéu co thé co cua hé
thdng trong giai doan khai dau dé tranh hiéu suat hé théng khdng nhat quén, su ¢b
bat ngd, mat théng tin, mat doanh thu, mat niém tin cua khach hang. Trong thuc té,
kiém thi bao mat ciing twong tu nhu kiém thtr chtre nang. Viéc xac dinh rai ro, xac
dinh hanh vi dy kién s& 1a gi va sau d6 thuc hién mot s6 thir nghiém dé giam thiéu ruai
ro d6 bang cach chang minh rang diéu khéng mong mudn khong xay ra. Vi du: gia
sir hé thdng dang thir nghiém 13 mét tng dung web truc tuyén, dugc hd tro boi co sé
dir liéu. Mot rui ro c6 thé 1a ké tan céng ¢ dau do trén Internet co thé sir dung giao
dién nguoi dung va cé quyén truy cap vao di liéu nhay cam duoc luu trit & trong hé

théng.

Khi kiém tra mot chire nang tirc 1a dang ¢ ching minh rang mot tinh niang
hoat dong cho ngudi dung cudi - thuc hién nhitng gi nhu mong doi va khdng can tro
viéc hoan thanh nhiém vu. Nguoi kiém thir c6 thé s& wu tién tp trung vao céc tinh
nang duoc str dung thudng xuyén hon, dugc sir dung béi nhiéu nguoi dung hon, duoc
coi 1a quan trong nhat,... La nguoi kiém thar bao mat, nguoi dung cubi bay gio 1a ké
tan cong dang cb gang pha v& tng dung. Muyc tiéu thir nghiém 1a chiing minh rang

mét kich ban tin cdng cu thé khéng thanh cong véi bat ky kich ban tan cong nao.

C4c t6 chuc phai tién hanh kiém thir bao mat thuong xuyén vi nhitng ly do:
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- Dé ngin chan vi pham di liéu

- Pé kiém tra kiém soat an ninh

- Dé dap ung yéu cau tuan thu

- Pé dam bao an toan cho cac tng dung mai

- Dé tim 15 hong bao mat trong mét hé théng

- Dé bao mat dit liéu nguoi dung

- Dé xac dinh cac 16i méi trong mot hé thdng hién c6 sau khi trién khai hoic
sau nhiing thay doi 16n duoc thyc hién trong hé thong

- Pé ngin chin cac cudc tin cong mil den va bao vé dit liéu nguoi ding

- Pé kiém soét ton that doanh thu

- Pé cai thién céc tiéu chuan bao mat hién c6

OWASP nhan manh rang "Bao mat la mét qua trinh chir khéng phai 13 mot

san pham".

Kiém thtr bao mat tng dung web 1a mét quy trinh tong quan bao gdom vé sé
cac quy trinh cho phép kiém tra bao mat cua wng dung Web, 1a qué trinh kiém tra,
phan tich va béo c&o vé mirc d6 bao mat cua (ing dung Web. D6 1a mot quy trinh c6
hé thdng bat dau tir viéc xac dinh va phan tich toan bo tng dung, sau d6 1a 1ap ké
hoach cho céc thir nghiém. Muc tiéu chinh cua kiém tha bao mat tng dung Web la
xac dinh bat ky 15 hdng hoac méi de doa nao c6 thé gay nguy hiém cho tinh bao mat

hodc tinh toan ven cua ing dung Web.

Thong thuong, kiém tra bao mat tng dung Web duoc thuc hién sau khi tng
dung Web dugc phat trién. Ung dung Web trai qua qua trinh kiém tra nghiém ngat
bao gom mat loat c&c cudc tin cong doc hai gia lap dé xem tng dung Web thuc hién/
phan hdi nhu thé nao, c6 tét khdng. Sau qua trinh kiém tra bao mat tong thé s& c6 mot
bao cao bao gom cac 16 hong duogc xac dinh, cac méi de doa va khuyén nghi c6 thé

¢ dé khic phuc cac thiéu sot vé bao mat.

Theo ISECOM (Open Source Security Testing) ¢é 7 hinh thic Kiém thir bao

mat:
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Ra soat cac 16 hong tiém an — Vulnerable Scanning: thuc hién théng qua
cac phan mém dé ty dong scan mot hé théng nham phat hién ra cac 15 hong
dwa trén céc signatures da biét.

Ra soat cac diém yéu cua hé théng — Security Scanning: bao gém viéc xéac
dinh cac diém yéu cua mang va hé thdng, sau d6 cung cap céc giai phap
nham giam thiéu cac rui ro nay. C6 thé thuc hién bang thu cong hoic tu
dong.

DPanh gia bao mat bang céch tin cong vao hé thong — Penetration testing:
Pay 1a loai kiém thir mé phong cudc tan cong tir phia mot hacker thiéu
thién y. Kiém tha bao gom viéc phan tich mot hé thong cu thé, tim ra cac
16 hdng tiém an bang céch tan cong tir bén ngoai.

Paénh gia rai ro — Risk Assessment: Kiém thir nay lién quan dén phan tich
cac rui ro bao mat nhan thay dugc. Céc rii ro duoc phan loai 1a Low,
Medium, High. Loai kiém thir nay dua ra cac khuyén nghi nham giam thiéu
cac rui ro.

Kiém toan an ninh — Security Auditing: Kiém tra bao mat noi bo @ng dung
va OS.

Tan cong vao hé théng tim cac diém yéu bao mat — Ethical hacking: Céc
hacker thién y thuc hién phuong phap tuong tu nhu nhiing ké tan cong
“thiéu thién ¥, v6i muc tiéu tim kiém cac diém yéu bao mat va xac dinh
cach thirc dé tham nhap vao muc tiéu, nham danh gia mac do thiét hai do
cac 16 hdng nay gay ra, tir d6 dua ra canh béo cing nhitng phuong an gia
cb, kién toan bao mat thich hop.

Danh gia tu thé- Posture assessment: Két hop Ra soat cac diém yéu cua hé
théng, Tan cong vao hé thong tim cac diém yéu bao mat va Danh gia rui

ro dé danh gia bao mat tong thé mot to chuc.
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2.2 Phan loai kiém thir bao mat
2.2.1 Kiém thir yéu cau va thiét ké

Bat ky hé théng nao ciing dugc xay dung tir mot tap hop cac yéu cau. Doi khi
nhitng y&u cau nay duoc viét mot cach rd rang, nhung thudng ching 1a nhitng phéat
biéu map mo khong duoc dinh nghia rd rang. Vi dy, ¢ thé c6 phat biéu “Ung dung
phai an toan”. Nhung “an toan” nghia la gi va nén phai danh bao nhiéu cong stc va
thoi gian dé 1am cho san pham an toan. Kiém thir bao mat & giai doan yéu cau thiét
ké cho ting dung web chinh 12 viéc xem xét cac yéu cau thiét c6 da mo ta rd cac tiéu

chi cu thé vé yéu cau bao mat cho ung dung web hay chua.
2.2.2 Kiém thi ma nguén

Phuong phap kiém tra d6 bao mat cua (ing dung thong qua ma ngudn cua tng
dung. Phuong phap kiém thir nay chu yéu ding dé xac dinh sy an toan cua thuat ton
dugc dung trong tng dung, xac dd nguy co ro ri thong tin, nguy co bi tan cong chiém

quyén kiém sét théng qua ma nguon.

Kiém thir ma ngudn 1a mot ky thuat kiém tha bao mat hop tring bao gom xem

xét ma ngudn &ng dung cho cac 15 hdng bao mat cé thé co.
2.2.3 Kiém tha cac thiét Idp cia trinh duyét

Cac thiét 1ap cuaa trinh duyét c6 thé duoc cai dit trong céac trinh duyét nhu
Mozilla FireFox va Microsoft Internet Explorer cho phép gigi han truy cap dén céac
noi dung Internet c6 thé gay hai. Nguoi sir dung s& thuong cé cc chinh sira céac thiét
lap nay. Hon nita, c6 mot sy thay doi Ién phia nguoi sir dung vé kha nang lam cha
c4c thiét 1ap nay. Nhiing nguoi sir dung Web ngay cang duoc dao tao nhiéu hon cach
st dung cac thiét 1ap dé bao vé chinh ho. Véi tu cach 1a mot doi phét trién Website
hay tng dung Web, chling ta khdng thé bit budc ngudi sir dung chap nhan cac thiét

lap mac dinh. Vi vay, ching ta can phai kiém thir nhiéu su két hop cua cac thiét lap.
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2.2.4 Kiém thi twong lira

Kiém thir twong lira nham nhan biét cac hiéu ung vé chire ning duogc tao ra boi
su chuyén dir liéu qua cac mang khac nhau. Can nhic lai rang nhdm kiém tha phan
mém khong chiu trach nhiém kiém thtr s hiéu qua cia cac tuong lira va su cu hinh

chang.

2.3 Quy trinh kiém thir bao mat [3]

Mot trong nhitng quy tac bao mat quan trong nhat Ia biét rd vé mai truong cua
ban. Giai doan nay sé& xac dinh pham vi (s& kiém tra hé théng nao; ké hoach va muc
tiéu can dat dugc véi kiém tra tham nhap) va cac tai nguyén va cong cu (may quét 15

hong hoidc cong cu kiém tra tham nhéap) dé sir dung dé thuc hién kiém tra.

Xay dung mot ké hoach va chién lugc phai luon 1a bude dau tién cua kiém thu
bao mat. Tester phai hiéu myc dich kinh doanh, s6 ngudi dung truy cap vao tng dung

va ludng hoat dong cua ung dung... dé xac dinh cach kiém tra cy thé cho tirng kich ban.

Trudéc khi thuc hién bat ky du an ndo, tét nhat nén t6 chac mot cudc hop véi doi
phét trién phan mém dé hiéu duoc ludng hoat dong cua tng dung. Piéu nay gilp nguoi
kiém thar xac dinh cac 16 hong logic, chang han nhu bo qua gidy phép, ma cac cong cu
tu dong khéng thé xac dinh duoc. Doanh nghiép nén cd mot con sé ballpark - con s6 gan
dung s6 nguoi dung s& truy cap vao tng dung. Nam duoc s6 luong ngudi ding toi da
gilp ngudi kiém thir tao ra s6 lwong ngudi dung ao dé xac dinh cac cudc tan cong tir
chéi dich vu c6 thé xay ra. Budc nay rat quan trong, khi da xac dinh duoc nhiéu thong

tin lién quan t6i tng dung s& tao diéu kién thuan loi cho viéc tin cdng va khai thac.
2.3.1 Giai doan khdm pha

Pay 1a giai doan thu thap céc thong tin vé cac hé théng nam trong pham vi thir
nghiém bao mat. Thu thap cang nhiéu thdng tin vé website muc tiéu cang tét vé hé

thdng, thong tin vé tai khoan gom tén va mat khau (néu tim duoc).
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M6 hinh cac méi de doa cap cao dbi véi ung dung cho phép kiém tra danh gia
c4c rui ro cd thé va cac kich ban lién quan dén nd. M6 hinh méi de doa xac dinh céc khu

vuc yéu cua tng dung, gidp sira cac phuong an kiém thu.
2.3.2 Ddnh gid I6 héng

Sau khi ban thiét ké hoan thién, phan ky thuat bat dau, noi cac thanh phan duoc
xac dinh dé phat trién. N6 co thé 12 ngdn ngit ma hda, nén tang, cong nghé stack,.. .
MJi thanh phan di kém voi tap hop cac diém yéu va diém manh cua no, do d6 diéu
quan trong 1a xac dinh cac 16 hong trude giai doan code. Piéu nay giup xac dinh cac

lya chon an toan hon va giam dang ké chi phi dé sira ching.
C6 mét s6 khu vuc chung cho 16 hong an ninh:

- Hidden field: L& hong nay chi yéu duoc khai thac cho céac trang web
thuong mai dién tir. Ung dung an cac truong an trong cac trang web va do
tiéu chuan ma hoa kém, cac truong an nay thudng chia thong tin bi mat,
chang han nhu gia san pham.

- Cross-site scripting: Pay 1a mot trong nhitng 15 hdng phd bién nhat. N6
cho phép tin tic an cap session, x6a trang, nhing noi dung hoic chuyén
huéng ngudi dung dén cac trang web doc hai.

- Tham dinh yéu cau cross-site: Nhiéu lap trinh vién bo qua tam quan trong
ctia cac token va xac nhan lai ngau nhién trén trang dir liéu quan trong. Néu
khong c6 nd, ké tan cong c6 thé thuc hién hanh dong bai ngudi ding mao
danh, chang han nhu thém hoac x06a tai khoan hoac sira doi thong tin nguoi

dung.

Kiém thtr bao mat c6 thé dugc chia thanh cac hinh thic nhu kiém thir bao mat
tha cdng, kiém thir bao mat tu dong va co thé két hop ca kiém thar bao mat tha cong
& ty dong. Ca kiém thir bao mat thu cong va kiém thir bao mat ty dong déu duoc thyuc
hién cho cting mét muc dich. Sy khac biét duy nhét giira chung 1a cach ching duoc

tién hanh. Nhu tén goi cho thay, kiém thir bao mat thu cong duoc thyc hién bai con
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ngudi (chuyén gia cua linh vic nay) kiém thir bao mat ty dong duoc thuc hién boi

may maoc.

Bang cach sir dung cac cong cu kiém thir bao mat ty dong, khong thé tim thay
tat ca cac 15 hong. Mot sé 16 hdng c6 thé duge xac dinh bang cach st dung quét tha
cdng. Vi vay, nhitng ngudi kiém thir bao mat c6 kinh nghiém sir dung kinh nghiém
va k§ ning cua ho dé tan cong mot hé thong bang céach su dung cac phuong phap

kiém thir bao mat thii céng.
a. Kiém thi thi cong
Cac ky su kiém thir thu cong thuc hién cac phuong phap sau:

- Thu thap dix liéu: Thu thap dir liéu dong vai tro chinh dé kiém thir. Nguoi
ta cd thé thu thap dir liéu theo céch thu cdng hoic co thé st dung céc dich
vu ¢dng cu (nhu k¥ thuat phan tich ma ngudn trang web,...) c6 sdn mién
phi tric tuyén. Cac cong cu nay gilp thu thap thong tin nhu tén bang, phién
ban hé théng co s& dit liéu, co so dit liéu, phan mém, phan ciing hodc tham
chi vé cac plugin caa bén thi ba khac, ...

- Danh gia tinh d& bi ton thuong: Dit liéu duoc thu thap duoc ngudi kiém
ther sir dung dé xac dinh cac diém yéu vé bao mat va thuc hién cac budc
phong ngura twong ung.

- Trién khai thuc té: Pay 1a phuong phap dién hinh ma dé nguoi kiém thir
sir dung dé khai dong mot cudc tan cong vao hé théng muc tiéu, lam giam
nguy co bi tan cong.

- Chuan bi bao co: Sau khi tham nhép xong, ngudi kiém thir chuan bi bao
c40 md ta moi thir vé hé thong. Sau d6, bao cdo nay sé& dugc phan tich dé

thue hién cac budc khic phuc dé bao vé hé thong dang huéng téi.
Kiém thir thAm nhap thu cong thudng duoc phan loai thanh hai céch sau:

- Kiém thir bao mat tap trung: Pay la phuong phap tap trung nhiéu dé kiém

tra cac 16 héng va rui ro cu thé. Kiém tra bao mat ty dong khéng thé thuc
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hién kiém tra nay; n6 chi dugc thuc hién bai cac chuyén gia kiém thir thuc
hién kiém tra cac 15 hong tng dung cu thé trong cac mién nhat dinh.

- Kiém thir bao mat toan dién: Kiém thir toan bo cac hé thdng duoc két ndi
v6i nhau dé xac dinh tat ca cac loai rai ro va 16 hong. Tuy nhién, thir nghiém
ndy mang tinh tinh huéng hon, chang han nhu kiém tra xem nhiéu 15i c6
nguy co thap hon c6 thé mang lai kich ban tan cong d& bj ton thwong hon

khong, v.v.

Qua trinh tim kiém 13i bao mat trong ma ngudn cua wng dung bang phwong
phap tha cdng thi phai doi hoi nguoi kiém tha phai c6 mot phuong phap kiém thir va
ra soat hop ly. Boi vi khdi lugng tap tin cling nhu ndi dung trong cac ang dung web
la rat 16n, néu nhu khong c6 mot phuwong phéap ra soat va danh gia hop Iy thi s& tiéu
t6n rat nhiéu thoi gian dé phét hién 15i.

a. Kiém thi tw déng

Phuong phép kiém tht tu dong 1a qué trinh cac cdng cu sé& thuc hién tu dong
quét thu muc, tap tin cua ang dung web va tu dong xac dinh cac diém ma can kiém
tra dir liéu. Trén co sé da xac dinh cac diém kiém tra cong cu s& thuc hién dé trinh
c4c tap dir liéu dugc dinh nghia san va cho sy phan héi tir phia tng dung web dé kiém

tra xem liéu ung dung do6 c6 bi cac 15i bao mat hay khong.

Kiém thir bao mat ty dong nhanh hon, hiéu qua, d& dang va dang tin cay dé
kiém tra 16 hong va rui ro cua website mot cach tu dong. Cong nghé nay khéng yéu
cau bt ky k§ su chuyén gia nio, né ¢ thé dugc van hanh boi nguoi 6 it kién thuc
nhét vé linh vuc ndy. Cac cdng cu quét bao mat tu dong rat tét trong viéc tim kiém

cac 16 hong phé bién mot cach nhanh chéong va cé hé thong.
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Bang 2.1: So sanh giira kiém thir bao mat thi cong va tu dong

Kiém thiz bdo mdt thai cong Kiém thiz bdo mdt tw déng

- Céc trudng hop kiém thir dugc thue | Kiem thir ty fiong sir dyng cac cong
hién bai kiém thir vien Cu tu df)ng dé thuc hién cac truong
hop kiém thu.

- Poi héi chuyén gia giau Kinh - C0 thé duogc van hanh boi nguoi co
. it kinh nghiém
nghiém

N , 2 - Chi can mét céng cu duoc tich hg
- Can céc cong cu khac nhau dé thi i g cu due P
. véi nhiéu nguon
nghiém

- Kiém thu tha cdng c6 thé bi nham - Kiém thir t dong la mot phuong
chan va d& bi I5i. phap dang tin cay, vi duoc thuc hién
bai cac cong cu va scripts nén chinh

xac va khéng gay nham chan

- Kiém thir ngau nhién c6 thé thuc - T dorlg héa khong cho phép kiém
hién trong Kiém thtr thi cong thir ngau nhién

- Diu tur ban diu trong kiém thirthy | ~ D20t ban dau trong kiem thir ty

cong 12 twong déi thp hon kiém thy | 40" cac hon.

tu dong.

2.3.3 Giai doan khai thac

Trong giai doan ndy, c6 gang khai théc cac 16 héng dugc xac dinh trong giai

doan trude (tirc 12 giai doan kham ph4) dé ¢ quyén truy cap vao hé thdng dich.

Véi viéc biét duoc chinh xac port ndo dang mo, dich vu nao dang chay, diém
yéu hay 16 hong nao ma céac dich vy nay dang dinh, chiing ta c¢6 thé tién hanh khai
thac, day chinh 1a buéc gan gidng véi mot cudc tan cong thuc su nhat. Tuy nhién

khac véi cac tin tic, muc dich ctia ngudi kiém thir xdm nhap chi 1a xac thwe 16 hong
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c6 ton tai hay khdng chtr khéng nhim muc dich giy anh huéng dén doanh nghiép

nhu 14y cac thong tin nhay cam hay tham chi & chiém quyén diéu khién hé théng.
2.3.4 Giai doan béo cao

Pay 1a giai doan cudi cing cua quéa trinh kiém tha. Giai doan nay bao gom
Viéc tao bao cdo danh gia chi tiét vé nhiing 16 hong, nguy co mat an toan thong tin va
trinh bay vé6i khach hang dé tham dinh. Sau d6, ca hai bén s& ciing tién hanh thao luan

c4c giai phap khic phuc cac 16 héng da phat hién.

Mau béo cé&o s& thuong bao gom cac muc co ban sau:
e Ténld hong
e M0 ta nguy co cua Id hong: mic dd nguy hiém, hau qua co thé xay ra
néu 16 hdng bi khai thac, cac thng tin lién quan khac
e Minh chting vé 16 hong

e Khuyén céo khac phuc (c6 thé c6 hoic khdng)

2.4 Cac ky thuat kiém thir bao mat [5], [6], [8], [9]

Kiém thtr bao mat c6 thé duoc chia thanh hai loai: kiém tra hop tring, hop den.
Céac phuong phap duoc sir dung thuong phu thudc vao tinh hinh va nhu cau the

nghiém.

K§ thuat kiém thtr hop trang cho phép kiém thir dén muc chi tiét tirng ma lénh,
tir d6 c6 thé tim kiém 18i ngay trong ma Iénh dan dén viéc sira 16i ¢6 thé d& dang va
khéng mat nhiéu thoi gian, chi phi stra 16i. Nhung nhuoc diém 1a doi hoi ngudi kiém
thir phai c6 kién thtic vé 1ap trinh, va mat thoi gian dé kiém thir néu chuong trinh ¢
lwong ma lénh 16n. Va khong phai tat ca cac 16i, 16 hong bao mat cua website c6 thé

tim dugc qua phuong phap nay.

K3 thuat kiém thir hop den thich hop Kiém tra phan doan 16n cac méa lénh, cac

chic ning 16n. Ngudi kiém thir khdng can hiéu biét vé ma Iénh viét trong chuong
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trinh ma dwa va hiéu biét yéu cau cua chuong trinh, kinh nghiém va ky ning dé dua

ra cac bo dau vao va thuc hién kiém th.

2.4.1 Kiém thit hgp den

2.4.1.1. Khai nigm [6], [12]

Trong k¥ thuat Kiém thir bao mat hop den, ngudi kiém thir danh gia hé thong
muc tiéu ma khong cé bat ky kién thirc nao vé chi tiét hé thong. Ho s& khéng xem xét
bat ky doan code nao va khong thu thap théng tin vé hé thong muc tiéu tir cha so hitu
cua hé thong. Cac ky thuat kiém thir bao mat hop den lién quan dén viéc c¢b gang phan
tich va tim 15 hong trong viéc chay phan mém bang cach thao tac dau vao ma khdng
cd bat ky kién thic ndo vé ma ngudn. Vi vy, ngudoi kiém thir s& phat mot cudc tan

cong toan dién chdng lai hé théng dé tim ra diém yéu hoic 16 hong trong hé théng.

Test case Input Executable Test case Output

Program

Hinh 2.1: Kiém thir hop den

2.4.1.2. Kiém tra bao mgt itng dung dong DAST [11], [12]
Kiém tra bao mat ¢ng dung dong (Dynamic Application Security Testing -
DAST): Céch tiép can DAST lién quan dén viéc tim kiém céc 15 hong trong ting dung

web ma ké tan cong c6 thé cb gang khai théc.

Céc cong cu DAST duoc coi nhu cac cong cu kiém thir mii den hozc hop den,
noi ma nhitng ngudi kiém thir khong co hiéu biét vé hé théng. Ho do tim nhiing 15
héng an ninh ctia mot Gmg dung trong trang thai hoat dong cua né. Nhitng cong cu

DAST chay trén code dang hoat dong dé do tim cac van dé véi cac giao tiép, nhiing
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yéu cau, nhitng phan hoi, nhitng script (vi du javascript), 16 hong dit liéu, sy xac thye,

...DAST phat hién céc 16 hong bang cach thuc hién cac cudc tan céng thuc su.

Phuong phap thir nghiém nay hoat dong dé tim ra 15 hdng nao ma keé tan cong
c6 thé nham muc tiéu va lam thé ndo ching cé thé xam nhap vao hé thdng tir bén
ngoai. DAST thir nghiém &ng dung bén ngoai trong khi chay & ché d6 thir nghiém
hoic trong mdi trudng san xuat. N6 gitp theo ddi nhanh chdng, linh hoat, va kha ning
mé rong cua tng dung dé tich hop lién mach véi chién luoc bao mat cia cong ty. Cac
cdng cu kiém tra bao mat g dung dong khong yéu cau quyén truy cap vao ma nguon
gdc cua tng dung, do do, kiém tra vai DAST c6 thé duoc thuc hién nhanh chéng va

thuong xuyeén.

Céc cong cu DAST cho phép quét tinh vi, phat hién cac 16 héng véi cac tuong
tac t6i thiéu cua nguoi ding mot khi duoc dinh cau hinh véi tén may chu, thu thap
théng s va théng tin xéac thuc. Céac cong cu nay sé cd giang phat hién cac 16 hong
trong chudi truy van, tiéu d&, doan, hanh dong (GET/POST/PUT) va tiém DOM.,

- Piém mgnh
« Céc cong cu quét sir dung ki thuat DAST khéng quan tim dén ma ngudn cua
ting dung do d6 n6 c6 thé hoat dong dugc véi bat ky ngdn ngir 1ap trinh va
framework nao.
- Piémyéu
« Trong khi quét bang cong cu DAST, dit liéu cd thé bi ghi dé hoac tai trong doc
hai duoc dua vao trang web thuc hién kiém tha. Cac trang web nén duoc quét
trong mot moi trudng giong nhu thyc té nhung khong phai 1a thyc té (Vi du
moi truong Pre-production) dé dam bao két qua chinh xéc trong khi bao vé dit
liéu & moi trudng thuc té.
- Mot s6 cdng cu DAST ma nguon ma:

a. Zed Attack Proxy [7], [12]

Zed Attack Proxy (ZAP) 1a mot cong cu nguon mé dugc cung cap boi OWASP

dé thuc hién kiém tra bao mat. N6 giGp tim ra céc 16 hdng bao mat trong cac ng
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dung. Pay 1a mot trong nhitng cdng cu bao mat mién phi phd bién nhit thé gici va
dugc cac tinh nguyén vién duy tri tich cuc. Pay 1a mot cong cu kiém tra tham nhap
tich hop d& dang dé tim maot s6 16 héng bao mat trong mét tng dung web trong khi
dang phat trién va thir nghiém mét tng dung.

aramoge ywy ) v 3 ) - - T R LI AR T
ites | + | (5 ouickstan # | = Request | Responsee= | + |

Welcome to OWASP ZAP

2AP is an easyto use integrated penetration testing tool for finding vuinerabilties in web applications.

1fyou are new to ZAP then itis bestto start with one of the options bel

YD

‘ Automated Scan ‘ Manual Explore Leam More

istory | < search | ¥ arens | | output | 4 |

) Filter OFF ¢ Export

Req Timestamp Nethod URL Code Reason RTT Size Resp. Body Highest Alert Note Tags B

RO [0 0 RO CurrentScans @0 &1 ®0o A0 ©o z‘&n,ua&;
Hinh 2.2: Man hinh giao dién cong cu ZAP

ZAP s tién hanh thu thap dit liéu ang dung web bang trinh thu thap dit liéu
cua né va quét thu dong tirng trang ma nd tim thy. Sau d6, ZAP s& sir dung trinh

quét dé tan cong tat ca cac trang, chirc niang va tham sé duoc phat hién.
b. Nikto [12], [16]

Nitko 12 mot trinh quét may chi web ngudn mé thuc hién quét cac may cha
web dé tim cac tép/ chuong trinh nguy hiém tiém tang, cac phién ban I5i thoi va cac
su ¢6 cu thé cua phién ban khac. N6 ciling quét cac cau hinh may chii nhu tiy chon
may chia HTTP va s& ¢b ging xac dinh cAc may chu va phan mém web da cai dit,
gilp kiém tra nhanh c4c van dé ma web server ddi tugng dang gap phai nhu: cac cau
hinh phia dich vu may chu hoic phian mém sai sot, chuong trinh hay file mic dinh
dugc tim thay, cac chuong trinh hay file khéng an toan duoc tim thay, nhitng 15 hong

co ban ¢ tng dung web.
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Nikto cho phép ngudi stir dung tiy bién viét cac thanh phan va nhang két voi
Nikto dé thuc thi. Hon nita, Nikto ciing hd trg nhiéu dinh dang cua nhimg chuong
trinh quét 15i bao mat khac nhu: Nmap, Nessus. Mot diéu bat tién 1a Nikto khdng c6
giao dién dd hoa nén doi hoi ngudi s dung phai c6 kién thuc 1ap trinh va sir dung

cac Iénh command.

root@kali: ~

File Edit View Search Terminal Help
Note: This is the short help output. Use -H for full help text.

:~# nikto -h 192.168.1.104
- Nikto v2.1.5

Target IP: .168.1.104
Target Hostname: 192.168.1.104
Target Port: 80
+ Start Time: 2014-03-16 13:12:38 (GMTO)

Server: Apache/2.2.14 (Ubuntu)
Server leaks inodes via ETags, header found with file /, inode:
177, mtime: Ox4ad4ed4ald80ald0
The anti-clickjacking X-Frame-Options header is not present.
Apache/2.2.14 appears to be outdated (current is at least Apache/2.2.22). Apac
e 1.3.42 (final release) and 2.0.64 are also current.
Allowed HTTP Methods: GET, HEAD, POST, OPTIONS
0OSVDB-3268: /icons/: Directory indexing found.
0SVDB-3233: /icons/README: Apache default file found.
6544 items checked: 0 error(s) and 6 item(s) reported on'remote host
End Time: 2014-03-16 13:13:03 (GMTO) (25 seconds)

Hinh 2.3: Giao dién Nikto

c. Acunetix Web Vulnerability Scanner (WVS) [12], [13]

Acunetix WVS (Web Vulnerability Scanner) 1a chuong trinh tu dong kiém tra
c4c ing dung Web dé tim kiém céc 16 hong bao mat nhu SQL Injection, hay Cross-
Site Scripting,... va tim kiém nhiing chinh sach ddi voi mat khau dang nhap ciing
nhu cac phuong thirc xac thuc vao Web Site. Acunetix WVS la mot cong cu quét 16i
cho ing dung Web dua trén mét co sé dir liéu rong lon dugc cap nhat thuong xuyén,
VGi céc thuat toan Heuristic dép tmg duoc cac co ché hoat dong phuc tap ciia moi

truong Web. Acunetix WVS c6 thé tu dong kiém tra céc 16 hdng théng dung va céc
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méi nhay cam khac cua nhitng website c6 thé truy cap bang trinh duyét, hay nhiing

g dung duogc xay dung trén cac ki thuat tién tién nhu AJAX..

(=l Acunetix Web Vulnerability Scanner 10.0 (Consultant Edition) - g
File Tools Configuration Help
New Scan | [& (3 2 T Bes @ BenR 3| E

[eckemiorer ________ al[ gy eynetix
[ web vuinerabiity Scanne:

| &} Web Scanner 5 .
(1= Tools Acunetix Web Vulnerability Scanner A

&{3 Site Crawler

4 Target Finder [@ web Scanner Sean your web i automatically for vul i
i {2, subdomain Scanner )
i Blind SQL Injector % Customize your security assessments with an extensive set of tools
{53 HTTP Editor
L HTTP Sniffer (= web Senices Scan your web services automatically for vuinerabilities
iy Auth F:zzzr Teste [ Configuration Application preferences and scanning profiles
i3 Authentication Tester
]
= " b(:ompare Results %Checmwpmdud updates, find help, and modify your license
» Web Services

147 Web Services Scanner
=gl Web Services Editor
{7 Configuration

% Application Settings

= New Scan Start a new website scan

iJ4] Scan Settings B

1] Seanning Profiles % Sample Scan Load the results from a sample scan session
{7 General

4@ Program Updates 5 NewWs Scan Start a new web service scan

./is] Version Information

(@ Licensing | Reporter View, customize, and publish vulnerability reports

€] Support Center

@j Purchase "E{j Scheduler Schedule an automated scan

&) User Manual

L8 AcuSensor = AcuSensor Enable and configure AcuSensar

WEB APPLICATION SECURITY

Common Tasks

Acunetix Web Application Security Blog v
@) Acunetix Ltd @ 2005-2014 Al rights reserved. Acunetix WV'S v10.0 Build 20150623
| Activity Window n

10.21 22:01.03, Parse Frame Config XML .

10,21 22:01.03, Acunetix Web Vulnerability Scanner, version 10.0, build 20150623
10,21 22:01.05, Populate application menus ...

10.2122:01.05, Populate tools bar ...

10.21 22:01.05, Popuilate tool explorer ...

10,21 22:01.05, Load ServerInfo XML ...

~ Application Log [ErrorLog

Hinh 2.4: Man hinh giao dién cdng cu Acunetix WVS

2.4.2 Kiém thiz hép tring

2.4.2.1. Khai nigm [5], [12]

Trong k¥ thuat Kiém thir bao mat hop trang, ngudi kiém thir truy cap hé thong
dich vi cac chi tiét day dii vé hé thdng. Vi da co chi tiét day da vé hé théng nén kiém
ther hop tring c6 thé dugc thuc hién nhanh hon nhiéu so véi kiém nghiém hop den.
Cac ky thuat kiém tra bao mat hop tring nham phan tich ma ngudn va kién tric tng

dung tir quan diém dam bao an ninh.
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// Application Code \

> > > D

L _ i Test case Output
J A
Nl /

Hinh 2.5: Kiém thir hép tring

Test case Input

2.4.2.2. Kiém tra bdo mdt ing dung tinh SAST [11]

Kiém tra bao mat tng dung tinh (Static Application Security Testing- SAST):
duoc thiét ké dé phan tich ma ngudn va/ hoic céc phién ban ma dwgc bién dich dé
gilp tim ra céc 15i bao mat.

Déi 1ap voi DAST, nhitng cong cu st dung ki thuat SAST c6 thé duoc xem
nhu qua trinh Kiém thir mii trang hay kiém thir hop trang, noi ma ngudi kiém thir biét
thong tin vé& hé théng va phan mém duogc kiém thir, bao gdm ca kién triic hé thong,
ma nguon, ... Nhiing cong cu SAST kiém tra ma nguén dé do tim va bao cao nhiing

diém yé€u c6 thé dan dén nhiing 16 hong an ninh.

SAST c6 cach tiép can tir trong ra ngoai nhiéu hon, nghia 1a khong giong nhu
DAST, n6 tim kiém cac 15 héng trong ma ngudn cua tng dung web. Ké tir khi né doi
hoi quyén truy cap vao ma nguon caa ang dung, SAST c¢d thé cung cap mot ban chup
trong thoi gian thuc caa an ninh ¢ng dung web. SAST bao gém kiém tra ndi b cua
tng dung, noi nguoi kiém thir hodc c¢éng cu kiém tra tng dung véi quyén truy cap
khong giGi han dén ma ngudn hoic ma nhi phan. N6 c6 thé duoc thuc hién ca bang
tay va ty dong va kiém tra cac tng dung cho cac 16 hong phuc tap cé thé khong bi

phat hién.

- DPiém mgnh:
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« CO thé chay trén nhiéu phan mém va cd thé chay lién tuc (nhu véi céc ban
dung hang dém hoac tich hop lién tuc)

« CO thé ty dong tim thay nhiéu 16i véi do tin cdy cao, chang han nhu tran bd
dém, Loi SQL injection, v.v.

« Dua ra két qua bdo cdo rd rang, d& hiéu cho doi ngii lap trinh dé d& dang tim
thiy 16 hong bao mat

- Diémyéu

Nhiéu loai 156 hong bao mat rat kho tim thay tu dong, chang han nhu cac van

dé xac thuc, cac van dé kiém sodt truy cap, sir dung mat ma khong an toan, v.v.

« S6 luong 15i khdng chinh xac cao

« Thuong khdng thé tim thay cac van dé cau hinh, vi ching khong duoc thé
hién trong ma nguon.

« Kho 'chitng minh' ring mot van dé bao mat dugc xac dinh 1a mét 16 hong
thuc su.

« Nhiéu trong sb cac cong cu nay gap khé khan khi phan tich ma khong thé
bién dich dugc. Do khong c6 thu vién phu hop, khong c¢6 du cac trinh bién
dich, khdng hiéu hét tat ca cac ma. ..

- Mot s6 cong cu SAST:
a. RIPS [14]

RIPS - RIPS Open Source la mot bo phan tich md nguén tinh cho cac 16 hong

trong cac tng dung web PHP.

RIPS 1a mot cdng cu duoc viét bang PHP dé tim kiém 15 hong trong tng dung
PHP str dung viéc phan tich code tinh. Bang viéc chia nho va phan tich tat ca céc file
code, RIPS c6 kha niang dé chuyén PHP source code vao mét mo hinh churong trinh
dé phat hién cac ham tiém an kha ning bi hong ma cé thé bi bi pha hong bai dau vao
ctia ngudi ding trong qué trinh thiét ké. Ngoai viéc cho phép tim kiém 16i tu dong,

RIPS con cung cip khan ning phan tich code bang tay.
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Hinh 2.6: Man hinh giao dién céng cu RIPS
b. AppScan Source [15]
IBM AppScan Source duoc phat hanh bai IBM — tap doan vé may tinh c6 tudi

doi 1on nhét thé gisi. AppScan Source ¢6 2 phién ban: Standard (danh cho doanh

nghiép vira va nho) & Enterprise (danh cho cac tap doan 16n).
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Hinh 2.7: Giao dién céng cu AppScan Source

Céc chtrc nang chinh:
Cung cap kién thac vé bao mat tng dung web
Scan ung dung web & mobile app dé tim 15 hong
Dé xuat phuong an khic phuc
Xuat bao céo riéng theo ddc trung ting nganh
Uu diém:
Duing thtr mién phi
Giao dién tdi gian, trinh bay khoa hoc
Cung cap kién thac can thiét cho ngudi dung (mién phi)
Phat hién dugc nhiéu loai 16 hong khac nhau nhu: Cross-site scripting, SQL
Injection, Command Injection, Path Traversal, etc.
Xuit bao céo dic trung theo tirng nganh cu thé
Ho tro 24/7
Nhuoc diém:
Thu tuc tai va st dung phan mém twong ddi phirc tap va tén thoi gian, do luat

lien bang vé xuét khau phan mém ngat nghéo cua My.
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« Khong hd tro tiéng Viét. DU dich vu khach hang caa IBM phuc vu 24/7
nhung rao can ngdn ngit van gay tré ngai phan nao cho ngudi dung Viét.

« Chi hd tro HDH Windows.

. Gid cao. Khoi diém tir 11,000 USD/niim ddi véi ban Standard va 33,400

USD/nam d6i véi phién ban Enterprise.

2.5 PDanh gia cac ky thuat kiém thir bao mat

Dé c6 thé kiém thtr bao mat website hiéu qua, nhanh va chinh xac thi viéc lya
chon cong cu hd tro kiém thir dong mot vai tro vo ciing quan trong. Vi céc cong cu

tuong GNg V4i cac phuong phap kiém thir ¢ trén thi:

Céc cdng cu ap dung Ky thuat hop trang gitip cho ngudi kiém thir c6 thé phan
tich dugc cac 15i tiém an, rai ro cua code tir d6 gitp cac 1ap trinh vién dé dang tim va
stra 16i. Nhung viéc tim 15i bang ky thuat kiém thir hop trang 1a chua day du. Dé c6
mot website hoan chinh dén tay ngudi ding thi ngoai viéc coding con phai tich hop
Vi cac hé thong co so dir lieu, co so ha tang, may chu ciing nhu cac thiét 1ap an toan
khac cho website. Do d6 can thyc hién thém cac ki thuat kiém thi hop den bang tay
hozc thdng qua cong cu. Véi viéc kiém thir bao mat thi sir dung cong cu kiém thir s&
gilp cho qué trinh kiém thir nhanh, chinh xac hon tir d6 tiét kiém thoi gian va cong
sirc cua con nguoi. Nhung néu ap dung toan bo ki thuat kiém thir hop den tic 1a day
ca gia tri hop 18, khong hop 1é vao thuc hién kiém thir bao mat s& mat thoi gian (vi
thuc té cac gia tri hop 1& da dugc kiém tra theo chire ning). Do d6 sé& wu tién lya chon
cdng cu phat trién dua theo ky thuat kiém thir hop den nhung cac gia tri dau vao la
khong hop 1é (phuong phap Fuzzing) dé tim cac 15i lién quan dén bao mat cua

website.
Can chon mot thir nghiém tham nhap dua trén cac diém sau.

- D@ trién khai, cau hinh va st dung
- Quét 16 hong mot cach d& dang

- CO6 thé phan loai cac 15 hong dwa trén muic d6 nghiém trong
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- CO6 kha nang ty x4c minh céc 16 hong
- Tao ra c4c b&o céo va nhat ky chi tiét vé cac 15 hong
- CO6 hiéu qua vé mat ngan sach

- HO tro tht, co tai lieu ky thuat tham khao

Trén co sé phan tich vé mot s6 ki thuat va mot sb thuat toan duoc sir dung
trong cac cong cu phan tich, do quét 15 hdng cho website, bing viéc so sanh wu, nhugc
diém cuia cac cong cu nay, tac gia xin dé xuat chon sir dung cong cu Zed Attack Proxy
(ZAP) dé thtr nghiém do quét va danh gia mic d6 an toan bao mat cua cac website
trong thuc té. Ngoai ra, ZAP 1a mot cong cu kiém thir hop den sé tranh yéu cau nhiéu

kién thuc chuyén sau vé lap trinh ciing 1a mot wu diém.

2.6 Két chwong

Kiém thir bao mat duoc phan chia theo nhiéu linh vuc: thiét ké, ma ngudn, céc
thiét 1ap cua trinh duyét, twong hra. Quy trinh kiém thir bao mat gom bén giai doan:
Kham pha, Danh gia 16 hong, Khai thac va B&o céo. C6 cac ky thuat kiém thir khac

nhau, tuy nhién kiém thir hop den s& do xét dugc 16 hong bao mat day du.

Trong chuong 3, luin vin sé& trinh bay sau vé cong cu kiém thir hop den 1 Zed

Attack Proxy ddng thoi thuc nghiém kiém thir trén cac trang web cu thé.
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Chuong 3. CAC CONG CU KIEM THU VA THUC NGHIEM
KIEM THU BAO MAT UNG DUNG WEB

Trong chwong ndy, ludn van sé tap trung vao viéc trinh bay céng cy kiém thi
Zed Attack Proxy (ZAP), thurc hién kiém thir va danh gid két qua thir nghiém, bg di
ligu thiz nghiém, két qua thir nghiém ciing nhuw dwa ra két \ugn danh gia vé cong cu

tha nghiém.

3.1 Giéi thiéu cong cu kiém thir Zed Attack Proxy [7]
3.1.1 Téngquan

Zed Attack Proxy thudng dugc goi 1a ZAP 1a mét cong cu kiém tra bao mat
ngudn m& cho mot eng dung web duogc phat trién bai OWASP, cung cap nhiéu tdy
chon dé thyc hién kiém tra thAm nhap bao mat tu dong hoac thu cdng cho cac ung
dung web. ZAP ¢6 cau hinh cao va cd thé ma rong bang cach su dung céc plugin va
n6 duoc duy tri bai hang trim tinh nguyén vién qudc té. ZAP duoc thiét ké dé duoc
sir dung bai nhitg ngudi ¢6 nhiéu kinh nghiém bao mat va nhu vay 1a 1y tuéng cho
c4c nha phét trién va nguoi thir nghiém chirc nang, nhitng ngudi méi thir nghiém
tham nhap ciing nhu cac chuyén gia bao mat cé kinh nghiém. No6 di kem vai mot giao
dién than thién giup ngudi méi ciing nhu cac chuyén gia. Pong thoi ZAP cung cap

quyén truy cap dong lénh cho nguoi ding nang cao.
Diém ndi bat cua cong cu ZAP:

- ZAP thu thap thong tin va phan tich cac trang web bao gom ca ndi dung
AJAX

- CO thé phan loai cac 15 hong dua trén muc ¢ nghiém trong

- C6 kha nang ty xac minh céc 16 hong

- Tao ra cac béo c&o va nhat ky chi tiét vé cac 15 hong

- D& sir dung, d& dang dé cai dit

- HJ trg kiém thir bang hinh thac thu cong va ty dong
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3.1.2 M0 hinh hogt déng

ZAP s tién hanh thu thap dit liéu @ng dung web bing trinh thu thap dit liu
cua né va quét thu dong tirng trang ma no tim thay. Sau d6, ZAP s& sir dung trinh

quét dé tan cong tat ca cac trang, chirc ning va tham sé duoc phat hién.

Céc budc thuc hién gom:

1. Khai chay cdng cu quét web

2. Nhap URL cua ang dung web s& dugc kiém tra

3. Nhép vao niit quét va doi qué trinh quét hoan tat

4. Néu qua trinh quét duoc thyc hién thanh céng, mot bao céo s& duoc hién thi
cuing véi két qua.

Luu §: Chi nén sit dung ZAP dé tan cong mot ang dung ma cé quyen kiém tra
bang mot cudc tan cong dang hoat dong. Vi day 1a mé phong hoat dong nhu mot cude
tan céng thuc sy, thiét hai thuc té c6 thé duoc thuc hién déi véi chirc ning, dir lidu
cua trang web,... Néu lo lang vé viéc str dung ZAP, ¢6 thé ngin né gay hai (mac du
chtc niang cua ZAP s& giam dang ké) bang cach chuyén sang ché do an toan.

3.2 Thuc nghiém kiém thir bdo mat dwa Web dwa trén ZAP
3.2.1 Giai doan 1gp ké hoach va kham pha

a. Chudn bj cac thong tin vé ing dung web can kiém thir va céng cyu kiém thi

- Thuc hién kiém thir trén cac website:

STT | Server IP / Domain Account

=

https://duticrm.info/ | 45.76.50.205 Username: myhanh

Password: 123456
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IN

https://hack-
yourself-first.com/

- St dung cong cu kiém thir Zed Attack Proxy dé thuc hién quét cac 16 hng
bao mat.

Download ZAP tai link:

https://www.owasp.org/index.php/OWASP Zed Attack Proxy Project

Name Version Operating system

OWASP ZAP (Zed Attack Proxy) |2.8.0 Window, Linux, Mac OS/X

b. Thyc nghiém

Cach d& nhit dé bat dau sir dung ZAP la théng qua tab Quick Start. Quick Start
la mot tién ich bo sung ZAP duoc bao gom tu dong khi ban cai dat ZAP.

Dé chay Quick Start, thuc hién cac budc:
1. Khoi dong ZAP va bam vao tab Quick Start ciia Cira s6 Workspace.
2. Nhap vao nat Automated Scan.

3. Trong hop vin ban URL dé tan cong, hay nhap URL day du cia tng dung

web ban muén tan cong. O day véi Vi du 1, nhap: https://duticrm.info/

Ngoai ra Trang web: https://duticrm.info/ c6 sir dung ajax (c6 cac tinh nang

nhu xr 1y, tinh toan, dang ky, submit ma khong load lai trang) nén s¢ lya chon thém
vao: Use ajax spider. Muyc dich sir dung giéng nhu spider 1a dé tim kiém link bang
cach gia 1ap thao tac trén man hinh. Tir d6 s& tim duoc link chuyén tiép ma n ma

spider thong thudng khong thé 1am duoc.

4. Nhap vao nut Attack


https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project
https://duticrm.info/
https://duticrm.info/
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ZAP s tién hanh thu thap dit liéu @ng dung web bing trinh thu thap dit liéu
ctia N6 va quét chu dong tirng trang ma né tim thiy. Sau do, ZAP s& sir dung trinh
quét dé tan cong tat ca cac trang, chire ning va tham sé duoc phat hién.

) Untitled Session - OWASP ZAP 28.0
. &spon Iosis impon

Automated Scan a

Hinh 3.1. Giao dién chinh cia cong cu OWASP ZAP

Quy trinh tin cong phd bién cia OWASP ZAP dugc chia thanh hai budc co
ban: thu thap dit liéu cua tng dung web va c¢6 gang xam nhap tan cdng trang web.

OWASP ZAP cung cap hai md-dun Spider va Attack dé thuc hién cac budc nay:
- Thu thap dix liéu &¥ng dung web bing cach sit dung OWASP ZAP Spider

M6-dun Spider ctia ZAP duoc sir dung dé quét noi dung cua tng dung web
bang cach theo céc lién két va kiém tra cac mau URL pho bién dé tra vé danh sach
cac URL c6 san ma ang dung c6. Budc nay 1a bit budc vi mé-dun tan cdng s& duoc
khoi chay sau nay can phai co danh sach URL da biét dé khoi chay cac cudc tan cong.
Budc thu thap thong tin duoc khéi chay véi cac tily chon mic dinh bang céch st dung
tuy chon Attack->Spider. Sau khi khai chay Spider, ZAP s¢€ bién dich danh sach cac
URL di dugc tim thay trong (ng dung.
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W Untitled Session - OWASP ZAP 2.80 - X
File Edit View Analyse Report Tools Import Online Help
Standardiode [v) | | S M 0 2@ 008 ODDE dedV OP POXERE 9CE@®
@ sites | + [ 4 QuickStat # | = Reauest | Response+= | 4

@ERG
v 5 contens Automated Scan
Default Context
> @ sites
This screen allows you to launch an automated scan against an application - just enter its URL below and press ‘Attack.
Please be aware that you should only attack applications that you have been specifically been given permission to test
URL t0 attack hitps iduticrm.info/ [7) | @ setet L
v
[ 7 ruistory | G searcn | U Alerts | 2 Active Scan | || output | # spider # 5 | 1% Ax spicer | + |
# New Scan * Progress: | 0: hitpsuldutiam.info ) 11 1 100% < Current Scans:0 | URLs Found: 119 * Nodes Added: 56 © ' Export
URLS | Added Nodes | Messages
Processed | Method |URI | Flags 5]
[} CET hitps: /fduticrm.info/ Seed 0
® GET hitps/iduticrm infoirabots. bt Seed
) GET hitps:/duticrm info/sitemap.mi Seed
® GET hitps:fduticrm infohwp-admin/
("] GET hiips:/www youtube. com/embed/AmaPaaRgWmU Out of Scope
o GET hiips:/ftonts googleapis.com/ Out of Scope
@ GET hitps:Iis w.orgl Out of Scope
"] GET hips:/fonts getatic.com/ Out of Scope
® GET hitps: /iduticrm infor +1+*
(] GET htips:/ffants. googleapis.comicss2family=Open+Sans: 300italic, 400italic, 800italic,700italic 8... Out of Scope
) GET hiips:/fduticrm infoixmirpc.php
® GET hitps/iduticrm infoffee d/
) GET hitps:/duticrm infolcomments fee d/
® GET hitps:/iduticrm info/s/Bfo1 css
@ GET hitps:/duticrm.infolwg-json!
® GET hitips:/fduticrm infolmirpc.php?rsd
® GET hitps://duticrm infolwp-indudeshvwmanifest xmi
[<] CET hitps e M p info%2F
® GET hitps: /iduticrm 1.0/embec
e GET hitp: i 19/10favicon-150x150.eng
® GET hiips://duticrm infowp-Contentuploads/2019/10avicon png L
] GET hiips://duticrm infowp-contentet-cache/5/et-core-unified-5-15750902231451.min.css v

Alerts B0 1 7 @

CurrentScans 44 0 &0 @0 22 @0 0 0 #0

Hinh 3.2. Giao di¢n mo-dun Spider

C6 thé xuit danh sach cac URL dugc tim thay bang cach chon: Report =>
Export all URL to file...(Danh sach cac URL duoc thong ké & Phu lyc)

3 Untitled Session - OWASP ZAP 2.8.0 - o x

Eile Edit Yiew Analyse [RCEER] Tools jmport Online Help

Standard blode || Generate HTML Report D@ 0000 4y OP P OXERE €@

= Generate XHL Report. . ~
@ sites | + . QuickStart # | =» Request | Responsee=
S it I [ [ I
emas Generate JSON Report
- Export Messages to File. A d S
v Contexts
Contss EvotResponse()loFie utomated Scan
(& Defauit Context

» @ sies Export All URLS to File
Export Selected URLS to File This screen allows you to launch an automated scan against an application - just enter its URL below and press ‘Attack.
Export URLS for Context

Please be aware thal you should only atack applicalions hat you have been speciically been given permission to test
Compare with Another Session.

URL to attack hitps Jiduticr info/ [7)| @ setect

Use traditional spider: ()

Use ajax spider: @ with |Chrome v
| 4 Atack || M stop
Progress: Attack complete - see the Alerts tab for details of any issues found

[ = History | X, Search | [ erts |  Actve Scan | | Output |3 Spider # % | % AsAX spicer | + |

% New Scan  Progress: | 0: hitps:/iduticrmiinfo (w| 11 W & CumentScans:0 URLs Found: 118 Nodes Added:56 ¢ Export £=3
URLs | AddedNodes | Messages |

Processed Method URI Flags B
[ GET hitps://duticrm.infols earch/ZAPReedirss2/ al
@ GET hitps:iduticrm infols /B5b35t s |
- POST https:iiduticrm.infolwp-login.php?action=lostpassword
@ GET hitp:ihwww.w3.0rg/2001/XMLSchema-instance Out of Scope
] GET hittp:iwww.google.comischemas/sitemap-image/1.1 Out of Scope
@ GET hitp: A sitemaps org/schemas/sitemapi0. disitemap xsd Outof Scope
@ GET hitp: vy, google 1.1/ xsd Out of Scope |
) GET hitps:Jiduticrm infowp-login php?checkemail=confirm v

Alerts W0 W1 (6

®

CurrentScans @0 §0 @0 20 @0 ¥o 0 #3‘

Hinh 3.3: Cira s6 lwa chon Xuit b&o cao

- Thu thap dix liéu trén wng dung web ¢ cac tinh ning lién quan dén AJAX
bang AJAX Spider
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Ldc nay phan mém sé& ty dong gia lap thao tac trén man hinh nhu sau:

C  DutiCRM - CRM Cho Tele Mobile X~ 4

€« X A Notsecure | duticm.info
Chrome is being controlled by automated test software,

(&) { Trangchi  Yéucdu Gidiphép Tinhnang Banggida Cauhdithuonggdp  Dang nhap

Danh cho cic don vi cham séc khach hang bing di

dong

o ~ o VyyPtemR TWSoxwDR
Pang ky dung
thir ngay!

Dé dwgc huong vu dai va trai

nghiém cac tinh nang m&i nhat cua
ching toi

bWzIZAIS

GeAXDfby

DUNG THU NGAY

Waiting for dutiom.info.

Hinh 3.4: Thao tac tw dong tai form Pang ky dung thi

O Form ding kj « DutCRM —Wor X |+

< X A Notsecure | duticrm.info/wp-login.php?action=register

Chrome is being controlled by automated test software.

Tén ngudi dung hosc Dia chi Email

[eHIlxKN ]

Mat khdu

| =]

() Ty déng ding nhip

[pang kyl] Ban quén mat khauz

— Quay lai DutiCRM

Waiting for duticrm.info.

Hinh 3.5: Thao tac tw dong tai form Pang nhap
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ail. Bar

hia dudng din URL dé tao

ngui ding

Dia chi Email

51 diing hoac

“oinDva J

Lay mit khdu

Hinh 3.6: Thao tac tw déng tai form Quén mat khau

A

Sau d6 danh sach cac URL lién quan dugc tim thay trong tng dung duoc liét ké
dun AJAX Spider:

W) Untitled Session - OWASP ZAP 2.20 - X

A

o mo

File Edit View Analyse Report Tools Import Online Help
Sandaraoce v [ E W 5 & 12 E @068 ODDE &8 Y

@ sites | &

er)onEhE oF €@ |
[ quickstan # | = Request | Responsee= | 4 |

(O mu | \%
* 5 conits Automated Scan
[©] Default Context
> @ sites
Thie screen allows you to launch an automated scan against an application - just enter its URL below and press ‘Attack.
Please be aware that you should only attack applications that you have been specifically been given permission to test
URL t0 attack hitps iduticrm.infor [ @ setet k
v
[ = History | © searen | [ aterts | 2 Active Scan | | Output | 3% Spider | 3 Asaxspicer # x | & |
% NewScan [ Crawled URLe:235 ¢ Export o]
Processed 1 | Req. Timestamp. | Method | URL | code | Reason |RTT | Size Resp. Header | size Resp. Body | Highest Alert | Note | Tags "
' OutofScope 163 12/5/19 8:16:03 AN POST google.comiL gp 403 Forbidden oms 130 bytes 40byes |
@ outofScope 164 12/5/19 2:16:04 AN FOST ntp: unts.google.comiL P 403 Forbidden oms 130 bytes 40 bytes
@ 165 12/519 5:16:05 AN GET htips:/iduticrm infol 200 OK 518ms  382bytes 61,434 bites ¥ Medium
@ 166 12/5/19 8:16:06 AM GET hips:iduticrm info//8M1ft css 200 OK 38ims 305 bytes 702,410 bytes: R Low
® 167 12/5/19 8:16:06 AN GET hitps:/iguticrm. infohwp-contentiuploads/2019/104 200 OK 3%0ms 383 bytes 37279 bites i Low
@ 168 12/5/19 8:16:06 AN GET https://duticrm.info/s/521dd3 js 200 OK 461ms 409 byles 121,000 bytes # Low
® 160 12/5/19 £:16:06 AN GET f tentiet-cache/Sfet. 200 OK 445ms 382 bytes 62763 bites o Low
[ 70 12/5/49 5:16:06 AN GET htips:/iduticrm.info/s/dae291 js 200 OK 602ms 409 bytes 312,308 bytes Low
@ 171 12/5/19 8:16:07 AM GET hitps:/iduticrm. infoAwp-contentiuploads /2019/10/b, 200 OK 141ms 386 bytes 138,638 bites " Low
] 172 1215119 8:16:07 AN GET Divifcor 200 OK 182ms 388 bytes 92,400 bites i Low
@ OutofScope 174 12/5/19 8:16:07 AN POST google.comiL gpsia. 403 Forbidden oms 130 bytes 40bytes
@ outofScope 175 1215119 £:16:07 AN GET hitps:/fonts. googleapis comicss amily=Open+S 403 Forbidden oms 130 bytes 40 bytes
= 176 12/5/19 5:16:08 AN GET hitps:/iduticrm.infofwp-contentiuploads/2018/10/ 200 OK s1ms  382bytes 7451 bytes  Low
@ 177 12/5/19 8:16:11 AN GET hitps:/iduticrm. info/ 200 OK 304ms  33ptes 61,434 bites 4 edium
= 178 12/519 8:16:11 AN GET 200 OK 115ms  3820ytes 62,763 bites i Low
@ OutofScope 179 12/5/19 8:16:12 AN GET htips:/fonts.googleais comicss?family=Open+S. 403 Forbidden oms 130 bytes 40 bytes
Outof Scope 180 12/5/19 8:16:13 AN GET hitps:/www. gstatic.comichromefintelligence/assi. 403 Forbidden oms 130 bytes 40 bytes
@ Outof Scope 181 12/549 5:16:15 AN POST google comil gp 403 Forbidden oms 130 bytes 40 bytes
@ 182 12/5/19 8:16:21 AN GET hitps:/iduticrm. info/ 200 OK 203ms  383pytes 61,434 bites o ledium
] 183 12/5/19 8:16:22 AN GET 200 OK 128ms  382bytes 62,763 bites i Low
@ OutofScope 184 12/5/19 8:16:22 AN GET htips:/fonts.googleapis comicss?family=Open+S. 403 Forbidden oms 130 bytes 40 bytes
] 185 12/5/19 £:16:23 AN GET hitps:/iduticrm.info/ 200 OK 400ms 381 bytes 61,434 bytes # Medium
1@ Outof Scope 186 12/519 5:16:24 AN GET hitps:/fonts.goagleapis comicss family=Open+5 403 Forbidden 0ms 130 bytes 40 bytes =
= 187120510 21626 A 1 i 000 P 4 §1.434 o e 14

Alerts B0 i1 (07 Rq

CurrentScans L) 0 G0 @0

y32[@0 o 0 Wo

Hinh 3.7: M6 dun AJAX Spider

- Tan cong wng dung web bing mo-dun Active Scan



49

M6-dun Active Scan cia OWASP ZAP cho phép thuc hién cac cudc tan cong
hoat dong thuc sy dé tim va kiém tra su ton tai cua cac 16 hong trong ang dung web

can kiém thu:

D Untitled Session - OWASP ZAP 280 X
File Edit View Analyse Report Tools Import Online Help
[ Standard bode 1P % 6 D00 ODDE Aed ) OP P OXERE: G E®
@ Sites | [ 4 quickstan # | = Request | Response= | 4
@EEGE N
* 5 coness Automated Scan
(] Default Contert
> @ sites
This screen allows you to launch an automated scan against an application - just enter its URL below and press ‘Attack.
Please be aware that you should only attack applications that you have been specifically been given permission to test.
URL to attack https duticrm info m @ select
v
= History [ C Search | F¥ Alerts [ %) Active Scan # | | Output | 8 Spider | 4 AJAX Spider | 4
%) NewScan ' Progress: | 1: hitps:dutirminfo || (1 [ 2| S d0% Current Scans:2 * Num requests: 2588 ' New Alerts:0 ' Export @
Id | Req. Timestamp | Resp. Timestamp | Method | URL | Code | Reason | RTT | Size Resp. Header | Size Resp. Body IB
TS T2 B2 TE A 2T 2020 AN PUST TpS oo oo o0 oK um Uz oyt 70 Dy .
3,080 12/5/19 8:26:20 AM 12/5/19 8:26:20 AM POST hitp: fe 1 php’ 200 OK 201 ms 502 bytes. 4,072 pytes r
3,081 12/5/19 8:26:20 AM 12/5119 8:26:20 AM POST hitps:ifduticrm.infaiwp-login.php?action=register 200 OK 190 ms 502 bytes 4,176 bytes.
3,082 12/519 8:26:20 Al 1215/13.8:26:20 Al POST hitps:duticrm infofwp-login php?aclion=lostpassword 200 OK 184ms 502 bytes 4,080 bytes
3,083 12/5/19 8:26:20 AW 12/8/19 8:26:20 AM POST hitps:/iduticrm infowp-login php2action=register 200 OK 181 ms 502 bytes 4,360 bytes
3,084 12/5/198:26:20 AM 12/5119 8:26:20 AM POST https:ifduticrm.infaiwp-login. php?action=lostpassword 200 OK 17T ms 502 bytes 4,079 bytes
3,085 12/5/10 8:26:20 AM 12/5/10 8:26:20 AM POST hitps:/iduticrm infohwp-lo gin php2action=register 200 OK 186 ms 502 bytes 4,390 bites
3,086 12/5/19 8:26:20 AM 12/5119 8:26:20 AM POST https://duticrm.infaiwp-login. php?action=lostpassword 200 OK 186 ms 502 bytes 4,079 bytes.
3,087 12/5/19 8:26:20 Al 121513 8:26:20 AW POST https;/dutiorm infokwp-login php?action=register 200 OK 28ms 502 bytes 4300 bytes
3,088 12/5/19 8:26:20 AW 12/5/19 8:26:21 AM POST hitps:/iduticrm infoiwp-login php2action=lostpassword 200 OK 289 ms 502 bytes 4,001 bytes
3,089 12/5/19 8:26:20 AM 12/5198:26:21 AM POST hitps:i/duticrm.info/wp-login.php?action=register 200 OK 221 ms 502 bytes 4,356 bytes
3,000 12/5/19 8:26:21 AM 12/5119 8:26:21 AM POST hitp: fe 1 php’ 200 OK 174ms 502 bytes. 4,001 pytes
3,091 12/5198:26:21 AM 12/519 8:26:21 AM POST hitps:i/duticrm.infa/wp-login.php?action=register 200 OK 194 ms 502 bytes 4,380 bytes.
3,002 121519 8:26:21 Al 1215119 8:26:21 Al pOST http folwp-login.php 200 OK 191 ms 502 bytes 4,090 bytes
3,003 12/5/198:26:21 AW 12/5/10 8:26:21 AM POST hitps:/iduticrm infowp-login php2action=register 200 OK 304ms 502 bytes 4,380 bytes
3,094 12/5/198:26:21 AM 12/51198:26:21 AM POST https:ifduticrm.infaiwp-login. php?action=lostpassword 200 OK 380 ms 502 bytes 4,121 bytes.
3,005 12/5/10 8:26:21 AM 12/5/10 8:26:22 AM POST hitps:/iduticrm infohwp-lo gin php2action=register 200 OK 453ms 502 bytes 4,374 bites
3,096 12/5/198:26:21 AM 12/5119 8:26:22 AM POST https://duticrm.infaiwp-login. php?action=lostpassword 200 OK 445ms 502 bytes 4,121 bytes.
3,007 12/519 8:26:22 Al 1215119 8:26:22 Al poST hitps: /duticrm infolwe-login php?action=register 200 OK 420ms 502 bites 4380 bytes
3,008 12/5/198:26:22 Al 12/5/19 8:26:22 AM POST hitps:/iduticrm infowp-login php?action=lostpassword 200 OK 415ms 502 bytes 4,087 bytes
3,099 12/5/198:26:22 AM 12/5119 8:26:23 AM POST hitps:i/duticrm.info/wp-login.php?action=register 200 OK 415ms 502 bytes 4,380 bytes.
3,100 12/5/19 8:26:22 AM 12/5/19 8:26:23 AM POST hitp: fe 1 php’ 200 OK 420ms 502 bytes. 4,087 pytes
3,101 12/5198:26:23 AM 12/5119 8:26:23 AM POST hitps:i/duticrm.infa/wp-login.php?action=register 200 OK 460 ms. 502 bytes 4,375 bytes. D
3,102 12/519 8:26:23 Al 1215119 8:26:23 Al POST http folwp-login.php 200 OK 450 ms 502 bytes 4,086 bytes v
Mers B0 1 7 R4 CurrentScans 44 0 &0 @0 X2 @0 %0 /0 o0
<
Hinh 3.8: Giao diégn mo-dun Active Scan dang quét cac 16 hong bao mat
8: : gq g ;
) Untitled Session - OWASP ZAP 280 - X

File Edit View Analyse Report Tools Lmport Oniine Help

(Sandardtiode o) (1 E M & I B D@ OO0 487 €P »r 0K @l 0 € @
@ Sites | [ 4 quickstan # ] = Request | Response«= | 4

PY=Eal= s

¥ 5 Comexs (<) Automated Scan

(5] Default Context

> @ sites v
[ Fistory | S Search | ¥ Alerts | ) Aciive Sean # | | | Output | % Spider | % AJAX Spidar | + |
) NewScan ' Progress: | 1: hitps:/duticrm.info (¥ | 11 [ = il < CurrentScans:1 * Num requests: 6631 ' New Alerts:0 © ' Export @
a | Req. Timestamp | Resp. Timestamp | Method | URL | Code | Reason |RTT | Size Resp. Header | Size Resp. Body IE
7,004 12519 8:37:20 AM 12/5/19 8:37:20 AM POST https://duticrm.infofwp-login.php 200 OK 402ms 502 bytes 6,595 bytes a
7,005 12/519 8:37:20 A 1215119 8:37:20 AM POST https: /duticrm infofwp-login.php 200 0K 451ms 502 bytes 6,720 bytes r
7,006 12/5/19 8:37:20 AM 12/5/19 8:37:20 AM POST https://duticrm.infolwp-login.php 200 OK 215 ms 502 bytes 6,505 bytes
7.007 12/5(19 8:37:20 AM 12/5/19 8:37:20 AM POST https:/duticrm.infowp-login.php 200 OK 259 ms 502 bytes 6,720 bytes
7,008 12/519 8:37:20 AW 121519 8:37:21 AM POST hitps: /duticrm info/wp-login.php 200 0K 252ms 502 bytes 6,595 bytes
7,009 12/5/19 8:37:20 AW 12/6/19 8:37:21 AM POST https:ifduticrm.infowp-login.php 200 OK 279 ms 502 bytes 6,720 bytes
7,010 12/519 8:37:21 Al 121519 8:37:21 AM POST https: /duticrm infofwp-login.php 200 0K 219ms 502 bytes 6,595 bytes
7,011 12/5/19 8:37:21 AM 12/5/19 8:37:21 AM POST https://duticrm.infolwp-login. php 200 OK 199 ms 502 bytes 6,720 bytes
7012 12/5(19 8:37:21 AW 12/5/19 8:37:21 AM POST https://duticrm.infofwp-login.php 200 OK 386 ms 502 bytes 6,595 bytes
7,013 12519 8:37:21 Al 121519 8:37:21 AM POST https: /duticrm infofwp-login.php 200 0K 402ms 502 bytes 6,720 bytes
7,014 12/5/19 8:37:21 AM 12/5/19 8:37:22 AM POST https://duticrm.infolwp-login.php 200 OK 367 ms 502 bytes 6,505 bytes
7015 12/5(19 8:37:21 AM 12/5/19 8:37:22 AM POST https:/duticrm.infowp-login.php 200 OK 357 ms 502 bytes 6,720 bytes
7,016 12519 8:37:22 Al 121519 8:37:22 AM POST hitps: /duticrm infofwp-login.php 200 0K 232ms 502 bytes 6,565 bytes
7017 12/5(19 8:37:22 AW 12/6/19 8:37:22 AM POST https:ifduticrm.infowp-login.php 200 OK 234ms 502 bytes 6,720 bytes
7018 12/5(19 8:37:22 AM 12/5/19 8:37:22 AM POST https:/fduticrm.infolwp-login.php 200 OK 274ms 502 bytes 6,566 bytes
7,019 12/5/19 8:37:22 AM 12/5/19 8:37:22 AM POST https://duticrm.infolwp-login. php 200 OK 260 ms 502 bytes 6,720 bytes
7020 12519 8:37:22 AW 12/6/19 8:37:23 AM POST https:ifduticrm.infowp-login.php 200 OK 504ms 502 bytes 6,566 bytes
7,021 12/519 8:37:22 Al 1215119 8:37:23 AM POST https: /duticrm infofwp-login.php 200 0K 499ms 502 bytes 6,720 bytes
7,022 12/5(19 8:37:23 AW 12/5/19 8:37:23 AM POST https://duticrm.infolwp-login.php 200 OK 430ms 502 bytes 6,567 bytes
7023 12/5(19 8:37:23 AM 12/5/19 8:37:23 AM POST https://duticrm.infofwp-login.php 200 OK 432ms 502 bytes 6,720 bytes
7,024 12/5198:37:23 Al 121519 8:37:23 A POST hitps: /duticrm infofwp-login.php 200 0K 452ms 502 bytes 6,566 bytes
7,025 12/5/19 8:37:23 AW 12/5/19 8:37:24 AM POST https://duticrm.infolwp-login.php 200 OK 455 ms 502 bytes 6,720 bytes
7026 12/5(19 8:37:23 AM 12/5/19 8:37:24 AM POST https:/fduticrm.infolwp-login.php 200 OK 367 ms 502 bytes 6,595 bytes
7,027 12/519 8:37:24 AW 1215119 8:37:24 AM POST hitps: /duticrm info/wp-login.php 200 0K 357 ms 502 bytes 6,690 bytes
7028 12/5(19 8:37:24 AW 12/5/19 8:37:24 AM POST https:ifduticrm.infowp-login.php 200 OK 373ms 502 bytes 6,595 bytes
7,029 12/519 8:37:24 A 1215119 8:37:24 AM POST https: /duticrm infofwp-login.php 200 0K 425ms 502 bytes 6,691 bytes
7,030 12/5/19 8:37:24 AM 12/5/19 8:37:25 AM POST https://duticrm.infolwp-login. php 200 OK 434ms 502 bytes 6,505 bytes
7031 12/5(19 8:37:24 AM 12/5/19 8:37:25 AM POST https://duticrm.infofwp-login.php 200 OK 341ms 502 bytes 6,691 bytes
7,032 12/519 8:37:25 Al 1215119 8:37:25 AM POST https: /duticrm infofwp-login.php 200 0K 275ms 502 bytes 6,595 bytes
7,033 12/5/19 8:37:25 AW 12/5/19 8:37:25 AM POST https://duticrm.infolwp-login.php 200 OK 281ms 502 bytes 6,602 bytes v
Alerts W0 U1 (U7 B1 CurrentScans 420 G0 @0 2 1 @0 #o 0 Ho

Hinh 3.9: Giao dién mo-dun Active Scan quét thanh cong cac 16 hong bao mat
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Tién trinh caa qua trinh quét hoat dong cé thé dugc theo ddi tir cira s6 Progress

Information.
0
Ese_Edt Wew analse s Help
Standarouode 3] | | L & =M= 4o, OPIOXERE LCUe®
Jesml+) it
2 Automated Scan Q

O https//duticrmiinfo Scan Progress X

Progieas | Response Chart | [ [2)|_ @ swieat

Host nips Houtcrmnto )

7 istory | 4 Search | P Aers | Output | 5 Spicer | % Asnx Spicer | )\ Acvesean . | %

Fo
i ) NewScan Progress: |0 mpssioucmunio (v] (1 LI I — C

Resp. Timestamp

RIT S2s Resp. Header Size Resp. Booy &

304542 tytes

GET Copyto Chipboard | | Close

305 bytes

Curentscans $0 P o @ Qo ®o 0 ®o

Hinh 3.10: Cira sé Progress Information

Cac 16 héng bao mat s& duoc théng ké chi tiét ¢ tab Alerts, nhitng Request c6
thé bi 15i s& duoc liét ké dudi chi tiét. Sau d6 Poc céac thong tin 15i, thuc hién tién
hanh téi tao 16i. C6 4 mau thé hién mirc do nguy hiém tir cao dén thap 1a Po (Cao) —

Cam (Trung binh) = Vang (Thap)— Xanh (Rat thap):

- Cao: Ké tin cong c6 thé xam nhap va thoa hiép hé thdng va /hoac c6 quyén
truy cap vao thong tin hé théng co do nhay cam cao. Piéu ny dan dén viéc
no cé thé trom cap hodc mat dit liéu riéng tu va nhay cam.

- Trung binh: Ké tin c6ng c6 thé c6 quyén truy cap vao thong tin hé théng va
dan dén céc cudc tan cong khéac va cd thé 1a thoa hiép toan hé théng. Diéu
nay s& ¢ thé din dén hanh vi trom cip hoic mat di liéu ca nhan va nhay

cam.
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- Thip: Ké tan cong c6 thé dugc truy cap vao hé théng thong tin dé hd trg cac
cudc tan cong cu thé hon dan dén hanh vi trom cap hoac mat dit liéu ca nhan
va nhay cam.

- Rat thap: T4t ca cac muc & cap do nay chi don gian & cung cap thdng tin bo
sung cho thong tin da cd sin vé hé thdng duoc thir nghiém. N6 khong ngu
y rang hé théng c6 dé bi tén thuong hay khong.

W Untitled Session - OWASP ZAP 280
File Edit View analyse Reporl Tools Import Online Help
(Standardiode jv) (| S d W 5 & 7@ 000 ODODE & YV @ N ERE OCE®

@ Sites | 4 [ & auickstan | = Request [ Responses= | 4
@EEGE |Header Text |¥] [Body:Text [¥] (5] [

¥ [ Gontexts
(] Default Cantext
> @ sites

[ 7= pistory | Gy searen | Flterts # | ) Actve Sean | | | Output | 3% Spider | 38 Asax spier | & |

e /7 ¢ Absence of Anti-CSRF Tokens
T Alerts (9) :;i mlDLSmlidutIErm infof

» [ X-Frame-Options Header Not Sst (4) e [

» M Absence of Anti-CSRF Tokens (23)

» [ Cookie No HitpOnly Flag (25)

» ¥ Cookie Without Secure Flag (16)

» % Cross-Domain JavaSciipt Source File Inclusion
* ¥ Incomplete or Ne Cache-control and Pragma HTTP Header Set (38) WASCID: 9

Parameter:

Attack:

Evidence:  <form role="search” method="get’ class="et-search-form" action="https:f/duticrm.infor>
CWEID: 352

» [ Web Browser XSS Protection Not Enabled (16)
» {2 X-Content-Type-Options Header Missing (55)
» M Charset Mismatch

Source:  Passive (10202 - Absence of Anti-CSRF Tokens)
Desciiplion:

No Anti-CSRF tokens were found in a HTML submission form
A cross-site request forgery is an attack that invalves forcing a victim to send an HTTP requestto a target destination without their knowledge of intentin order to perfarm an action as the victim. The
underlying cause is application functionality using predictable URLform actions in a repeatable way. The nature of the attackis that CSRF exploits the trust ihat a wed site has for a user. By confrast, |y
Other Info:
No known Anti-CSRF token [2ntics, CSRFToken, __RequestverficationToken, csrmiddlewarstoken, authenticity_token, OWASP_CSRFTOKEN, anoncsrf, csif_token, _csr, _estfSecrat] was found in
the following HTHIL form: [Form 1:7s" ]
Solution:
Phase: Architecture and Design
Use avetted library ar framewark that does not allow this weakness to ocour or provides constructs that make this weakness easier to avoid [
For example, use ant-CSRF packages such as the OWASP CSRFGuard ]

Reference:

hitp:lprajects webapps ec org/Cross-Site-Request-Forgery
hitp:/icwe mitre. org/dataldefinitions/352 htm

Alerts 0 49 (V7 M9 CurrentScans 4 0 &0 @0 21 @0 %0 0 #o0

Hinh 3.11: Théng keé 16 héng bao mat
Khi click vao mdi 16 hong, nhin vao cot bén canh ta cé thé thiy duoc thdng tin vé 15
hong ciing nhu giai phap stra chira 16 hong dugc dua ra.

3.2.2 Pdnh gid 16 hong

Vi du nhu trén tab Alert ta thay c6 I15i: Absence of Anti-CSRF Tokens, tién

hanh phan tich, danh gia 16i ndy ta c6 cic thong tin nhur sau:

- CSRF (Cross Site Request Forgery) 1a ki thuat tan cong bang cach st dung
quyén ching thuc cia ngudi stir dung ddi vai 1 website khac. CSRF 1a kiéu
tan cong hacker lgi dung phién lam viéc ctaa minh trén trinh duyét do dé

thuc hién mot hanh dong nao d6 ma minh khong biét. Thuong két hop véi
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hinh thic social engineering (dan du nguoi dung click mot duong link nao
do6 hoac load lai trang... ma user khong rd). Hacker tao mot trang web gia
mao gidng trang web minh vira truy cap, chira nhitng thong tin gidng form
that. Nhung khi nguoi ding thuc hién cac giao dich ¢ day s& bi mat thong
tin.

- Gia mao y8u cau trén nhiéu trang web 1a mét cudc tin cong lién quan dén
viéc budc nan nhan giri yéu cau HTTP dén dich ma khéng c6 kién thirc hoac
¥ dinh caa ho dé thuc hién hanh dong véi tu cach 1a nan nhan. Nguyén nhan
co ban 1a chirc nang (tng dung sir dung cac hanh do6ng URL/ biéu mau c6
thé du doan theo cach 1ap lai. Ban chét cua cudc tan cong 1a CSRF khai thac
niém tin ma mot trang web danh cho nguoi dung.

- Mot trong nhitng k§ thuat d&é phong chéng CSRF la sir dung CSRF Token.
Tao ra mot token twong @ng voi mdi form, token nay sé 1a duy nhat déi véi
mdi form va thudng thi ham tao ra token nay s& nhan di sb 1a"SESSION"
hoic duoc luu thong tin trong SESSION. Khi nhan 1énh HTTP POST vé,
hé théng s& thuc hién so khap gia tri token nay dé quyét dinh cé thuc hién

hay khoéng.
3.2.3 Giai doan khai thac
Giai doan nay ta sé sir dung nhitng thong tin thu thap duoc ¢ trén cung voi
kinh nghiém ctia minh dé tién hanh do tim va xac thuc cac 16 hong ton tai trén hé
théng website. Tiép 15 hong bén trén: Absence of Anti-CSRF Tokens, tién hanh tai
tao lai thi cong 16 hong trén ta duoc:
Tai trang dang ky nguoi dung: nhap Tén nguoi dung = ZAP; Email = foo-

bar@example.com, hién thi théng béo 15i nhu sau:



mailto:foo-bar@example.com
mailto:foo-bar@example.com
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<« C (Y & duticrm.info/wp-loginphp?action=registe -4

| ang ky trén web nay

LOI: Tén nguai dung nay d3 dugc dang k. Vui
18ng chon mot tén khac,
Léi: y 83 ducc st dung, hiy chon

Tén ngudi ding
lene l

Email

|foo—bar@example.com ‘

email xéc nhan s& dugc i t6i hop th cla
ban.

Dang ky

Déang nhap | Ban quén mét khiu?

Hinh 3.12: Giao dién Piang ky nguai dung

Vé ki thuat Anti-CSRF token: khi mot nguoi dung giri mot form hoic tao cac
request duoc chirng thuc yéu cau mot cookie, mot ma token anti-CSRF nén dugc bao
gom trong request. Ung dung web s& xac nhan cac token d ton tai va chinh xéc trudc
khi xtr Iy yéu cau. Néu token khong c6 hoic khong dung thi request sé& bi tir chéi.
Nhin tir phan Request thé hién & tool ZAP, khi gui thdng tin yéu cau dang nhap,
khong tim thiy dong nao chira Anti-CSRF token:

1. POST https://duticrm.info/wp-login.php?action=register HTTP/1.1

2. User-
Agent: Mozilla/5.0 (Windows NT 6.3; WOW64; rv:39.0) Gecko/20100101 Firefox/39.0
3. Pragma: no-cache
4. Cache-Control: no-cache
5. Content-Type: application/x-www-form-urlencoded
6. Content-Length: 93
7. Referer: https://duticrm.info/wp-login.php?action=register
8. Host: duticrm.info
9. Cookie: wordpress_test_cookie=WP+Cookie+check
10. user_login=ZAP&user_email=foo-bar%40example.com&redirect_to=&wp-

submit=%C4%90%CA4%83ng+k%C3%BD



54

3.2.4 Giai doan béo cao

Theo nhu théng ké cac canh béo 16 hong tir Mo-dun Alert, ta c6 bang Tong hop béo

c4o nhu sau: C6 179 16 hong duoc tim thay voi 3 mirc d6 nguy hai: Medium (Trung
binh), Low (Thap), Informational (R4t thap):

Bang 3.1: Téng hep 16 hong bao mat web: duticrm.info

No Type Number issues Severity
1 | X-Frame-Options Header Not Set 4 Medium
2 | Absence of Anti-CSRF Tokens 23 Low
3 | Cookie No HttpOnly Flag 25 Low
4 | Cookie Without Secure Flag 16 Low
5 | Incomplete or No Cache-control and 38 Low
Pragma HTTP Header Set

6 | Cross-Domain JavaScript Source File 1 Low
Inclusion

7 | Web Browser XSS Protection Not Enabled 16 Low

8 | X-Content-Type-Options Header Missing 55 Low

9 | Charset Mismatch 1 Informational

Tir bao cdo tong quat, 1ip bao cdo chi tiét tirng loai L§ hong:

Vi 16 hong Absence of Anti-CSRF Tokens Phan tich & trén, ta ¢6 mau bao cdo
nhu sau. Céc 16 hong khac, bdo céo cling dugc tién hanh tuong tu.

@ Title: Absence of Anti-CSRF Tokens
@ Details: No Anti-CSRF tokens were found in a HTML submission form.
@ Severity: Low
@ Steps:

1. Go to: https://duticrm.info/wp-login.php?action=register
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2. Enter the script in Username/Email textbox: user_login=ZAP&user_email=
foo-bar@example.com
@ Request:

11. POST https://duticrm.info/wp-login.php?action=register HTTP/1.1
12. User-
Agent: Mozilla/5.0 (Windows NT 6.3; WOW64; rv:39.0) Gecko/20100101 Firefox/39.0

13. Pragma: no-cache

14. Cache-Control: no-cache

15. Content-Type: application/x-www-form-urlencoded

16. Content-Length: 93

17. Referer: https://duticrm.info/wp-login.php?action=register

18. Host: duticrm.info

19. Cookie: wordpress_test_cookie=WP+Cookie+check

20. user_login=ZAP&user_email=foo-bar%40example.com&redirect_to=&wp-
submit=%C4%90%C4%83ng+k%C3%BD

@ Response:
1. <!DOCTYPE html>
2 <!--[if IE 8]>
3 <html xmlns="http://www.w3.0rg/1999/xhtml" class="ie8" lang="vi-VN">
4, <![endif]-->
5. <!--[if !(IE 8) ]><!-->
6 <html xmlns="http://www.w3.0rg/1999/xhtml" lang="vi-VN">
7 <!--<I[endif]-->
8 <head>
9. <meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
10. <title>Form dang ky < DutiCRM — WordPress</title>
11. <link rel='dns-prefetch' href='//s.w.org"' />

12. <1link rel="'stylesheet' id='dashicons-css' href="https://duticrm.info/wp-
includes/css/dashicons.min.css?ver=5.3"' type="text/css' media='all' />

13. <link rel="stylesheet' id='buttons-css' href="https://duticrm.info/wp-
includes/css/buttons.min.css?ver=5.3"' type="text/css' media='all' />

14. <link rel="stylesheet' id='forms-css' href="https://duticrm.info/wp-
admin/css/forms.min.css?ver=5.3"' type="text/css' media='all' />

15. <link rel='stylesheet' id='110@n-css' href="https://duticrm.info/wp-
admin/css/110n.min.css?ver=5.3" type="text/css' media='all' />

16. <link rel="stylesheet' id='login-css' href="https://duticrm.info/wp-
admin/css/login.min.css?ver=5.3"' type='text/css' media='all' />

17. <meta name='robots' content='noindex,noarchive’ />

18. <meta name='referrer' content='strict-origin-when-cross-origin' />
19. <meta name="viewport" content="width=device-width" />

20. <link rel="icon" href="https://duticrm.info/wp-

content/uploads/2019/10/favicon-150x150.png" sizes="32x32" />

21. <link rel="icon" href="https://duticrm.info/wp-
content/uploads/2019/10/favicon.png" sizes="192x192" />

22. <link rel="apple-touch-icon-precomposed” href="https://duticrm.info/wp-
content/uploads/2019/10/favicon.png" />

23. <meta name="msapplication-TileImage" content="https://duticrm.info/wp-
content/uploads/2019/10/favicon.png" />

24, </head>

25. <body class="login no-js login-action-register wp-core-ui locale-vi">

26. <script type="text/javascript">

27. document.body.className = document.body.className.replace('no-
js','3s");s

28. </script>

29. <div id="login">
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30. <hl><a href="https://vi.wordpress.org/">Xay dung bang WordPress</a></hl>

31. <p class="message register">bang ky trén web nay</p>
32. <div id="login_error"> <strong>L0I</strong>: Tén ngudi dung nay da dugc dang k
y. Vui long chon mdt tén khac.<br />

33. <strong>Ldi</strong>: Thu dién t&r ndy da dugc sir dung, h3y chon dia chi khac.
<br />

34. </div>

35. <form name="registerform" id="registerform" action="https://duticrm.info/
wp-login.php?action=register" method="post" novalidate="novalidate">

36. <p>

37. <label for="user_login">Tén ngudi dung</label>

38. <input type="text" name="user_login" id="user_login" class="input
" value="ZAP" size="20" autocapitalize="off" />

39. </p>

40. <p>

41. <label for="user_email">Email</label>

42. <input type="email" name="user_email" id="user_email" class="inpu
t" value="foo-bar@example.com" size="25" />

43, </p>

44, <p id="reg_passmail">

45, Email xac nhan sé dugc gri téi hop thu cda ban. </p>

46. <br class="clear" />

47. <input type="hidden" name="redirect_to" value="" />

48. <p class="submit">

49, <input type="submit" name="wp-submit" id="wp-
submit" class="button button-primary button-large" value="bang ky" />

50. </p>

51. </form>

52.

53. <p id="nav">

54. <a href="https://duticrm.info/wp-login.php">bPang nhap</a>

55. | <a href="https://duticrm.info/wp-
login.php?action=lostpassword">Ban quén mat khau?</a>

56. </p>

57. <p id="backtoblog"><a href="https://duticrm.info/">

58. < Quay lai DutiCRM </a></p>

59. </div>

60. <script type="text/javascript">

61. try{document.getElementById( 'user_login').focus();}catch(e){}

62. if(typeof wpOnload=="function')wpOnload();

63. </script>

64. <div class="clear"></div>

65. </body>

66. </html>

@ Recommended:
e Phase: Architecture and Design
e Use a vetted library or framework that does not allow this weakness to occur or
provides constructs that make this weakness easier to avoid.
e [For example, use anti-CSRF packages such as the OWASP CSRFGuard.

Tuong tu, thuc hanh trén trang: https://hack-yourself-first.com/. Thuc hién cac

bude nhu Vi du 1, ta cé két qua nhu sau:


https://hack-yourself-first.com/
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Bang 3.2. Tong hop 16 hong biao mat web: https://hack-yourself-first.com/

No Type Number issues Severity

1 | Cross Site Scripting (Reflected) 1 High

2 | Path Traversal 3 High

3 | SQL Injection - Microsoft SQL Server 1 High

4 | X-Frame-Options Header Not Set 49 Medium

5 | Absence of Anti-CSRF Tokens 75 Low

6 | Cookie No HttpOnly Flag 1 Low

7 | Cookie Without SameSite Attribute 1 Low

8 | Cookie Without Secure Flag 2 Low

9 | Incomplete or No Cache-control and 52 Low
Pragma HTTP Header Set

10 | Secure Pages Include Mixed Content 2 Low

11| Server Leaks Information via "X-Powered- 105 Low
By" HTTP Response Header Field(s)

12 | Web Browser XSS Protection Not Enabled 52 Low

13| X-AspNet-Version  Response  Header 105 Low
Scanner

14 | X-Content-Type-Options Header Missing 102 Low

15 | Information  Disclosure -  Suspicious 3 Informational
Comments

16 | Timestamp Disclosure - Unix 52 Informational



https://hack-yourself-first.com/
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3.3 DPanh gia

- ZAP cung cap cho cé&c chuyén gia an ninh va ky su kiém thar phan mém mot
loat cac tinh ning tuyét voi trong mot goi don gian, lién mach va rat manh mg:

« Giao dién than thién d& st dung. Phan mém ma ngudn mé nén cap nhat
thuong xuyén boi doi ngii cong tac vién trén thé gii.

« Phu hop véi nhimg ngudi kiém thir nghiép du dén chuyén nghiép

« Khong can c6 kién thirc sdu ma Iap trinh, hiéu biét chi tiét vé hé thong

« Khong yéu cau truy cap vao ma nguén nén c6 thé thuc hién nhanh chong,
thuong xuyén

« CO thé thuc hién quét tu dong hoac thu cong, tly theo nhu cau

« Trong bao cao cd phan loai cé4c 16 hong dwa trén cac muc do nghiém trong

« Sir dung duoc véi bat ky ngdn ngir lap trinh nao va vai ca cac framework san
c6 hay da tuy chinh.

- Ngoai mot sé diém manh néu trén, ZAP ciing c6 mot s6 han ché nhu:

« Phan mém ma nguén ma, chua phai ban thwong mai nén chua thyc sy hiéu
qua. Nhiéu loai 16 hong bao mat rat khé tim thay nhu cac van dé xéac thuc,
c4c van dé kiém soét truy cap, sir dung mat ma khong an toan,...

« Dit liéu c6 thé bi ghi dé hoac tai trong doc hai dugc dua vao trang web thyc
hién kiém thur.

« Chi phu hgp vai doanh nghiép quy mé vira va nho
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KET LUAN

1. Nhirng dong gop cia luin van

Tan cdng mang 1a kha thuong xuyén trong nhitng thoi diém hién tai. Viéc tién
hanh kiém thir bao mat web trén co s& quét 16 hong thuong xuyén va kiém tra tham
nhap dé phat hién cac 16 hong 1a diéu quan trong va cap thiét cia mdi co quan, doanh
nghiép va ca nhan d6i voi website ciia minh. Tan suat tién hanh kiém tra xam nhap
phai phu thudc vao chinh sach bao mat cua té chic. Tuy nhién, tién hanh kiém tra
xam nhap thudng xuyén co thé xac dinh diém yéu cua hé théng va gilp né tranh cac
vi pham an ninh. M6t trong cac céach 1a sir dung céc cong cu kiém thir. Cac cong cu
kiém thir cung cap giao dién tryc quan va don gian dé xac dinh cac 16 hong bao mat

cu thé.

Luan van da thuc hién nghién cau vé bao mat website, kiém thir bao mat
website dic biét di sau nghién ctru cac phwong phap kiém thir cho website va sir dung
cong cu kiém thir bao mat Zed Attack Proxy (ZAP) dé kiém thir cac trang web:
https://duticrm.info va https://hack-yourself-first.com/ .

Cu thé két qua dat duoc nhu sau:

- Luén vin d3 trinh bay vé cac van dé bao mat website, kiém thtr bao mat
website. DONng thoi ciing trinh bay cac phuong phap kiém thir website va
cac cong cu hién co twong (rng. Thuc hién so sanh phan tich cac uwu nhuoc
diém va kha ning 4p dung thuc té cua cua phuong phap va cong cu dé lua
chon cong cu ap dung vao cong viéc kiém thir bao mat website thuc té.

- Tiép theo luan van trinh bay viéc st dung cong cu Zed Attack Proxy (ZAP)

cho viéc kiém thir bao mat website https://duticrm.info va https://hack-

yourself-first.com/. Toan bo két qua dat duoc trong phan ap dung thuc
nghiém nay I1a qua trinh cé gang caa ban than trong viéc van dung ly thuyét,
tim t0i, nghién citu, hoc hoi tir ddng nghiép, ban bé va mot vai du &n trong

thuc té.


https://duticrm.info/
https://hack-yourself-first.com/
https://duticrm.info/
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- Két qua nghién ctu rat ¢ ich cho viéc kiém thir bao mat cua website

https://duticrm.info va https://hack-yourself-first.com/. Ttur d6 giup tim ra

cac 13, 15 hong bao mat cua website dé kip thoi dwa ra cac phuong an khic
phuc sém dam bao website an toan va khdng bi tan céng bai tin tac.

- Do thoi gian va kién thic con han ché nén chua thuc hién duoc két hop
nhiéu cdng cu véi nhau véi nhiéu phuong phap khac nhau trén nhiéu
website dé dua ra két qua chinh xac hon.

2. Huwdng phat trién

Luan vin str dung nghién ctru cac phuong phap, cong cu kiém thir tng dung

cho kiém thtr bao mat website.

Vi vay huéng nghién ciu tiép theo 1a c6 thé xay dung duoc mot hé thong/cong
cu 4p dung cac phuong phap kiém thir khac nhau dé dwa vao trién khai ¢ don vi ma

khdng phai ton thém chi phi mua ban quyén cuaa cong cu.


https://duticrm.info/
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