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MO PAU

Ngay nay vdi co sé ha ting vé mang Internet phat trién rat manh mg, ciing véi dé 1a su ra doi
cuia hang hoat cac tng dung Web dé dap tng nhu ciu cia ngudi sir trong moi linh vuc cua cudc
sbng. Cac ting dung web cho cac dich vu khac nhau d3 nhan duogc sy tin tuong ciia khach hang qua
mot thoi gian dai. Hang triéu triéu dit liéu duoc tai va chia sé giira cac nén tang khi moi nguoi cho
rang céc giao dich dugc giam sat an toan. Tuy nhién, khi cac cudc tin cong trén mang tiép tuc gay
ra su hoang mang, nguy co bao mat ung dung va dit liéu cia chung ta trong linh vuc k¥ thuét sé
ngdy cang ting. Kiém tra tinh bao mat cua cac tng dung web Ia rat quan trong. N6 1a mot k¥ thuat
kiém thir phan mém nham muyc dich xac minh rang chtic nang ciia phan mém c6 kha niang chdng lai
cac cudc tin cong va dit liéu dwoc phan mém xir Iy dugc bao vé. Dé thiét 1ap cac yéu cau chung ma
phan mém phai dap ung, cd cac tiéu chuan bao mat phan mém. Luan vin nay nham muc dich mé ta

va ap dung mét quy trinh can thiét dé xac minh tinh bao mat caa mot ang dung web.

Dé tai "Nghién ciru cac ki thuat kiém thir bao mat #ng dung web™ nham nghién ciu va
thir nghiém cac k§ thuat nham phét hién dé ngan chan kip thoi cac nguy co vé an ninh, bao mat tng
dung web. Luan vin giGp hiéu cac mdi de doa dén tir dau va cach dé bao vé ng dung web cua

minh truéc cac cudc tin cdng phd bién nhat.

B cuc luan van bao gdm phan mg dau, phan két luan va cac chuong noi dung dugc to

chtre nhu sau:

- Chuwong 1: Tong quan vé bao mat website va céc ung dung trén web. Chuong nay dua
ra cac khéi niém tong quan vé bao mat website, cac (ng dung trén web va tinh trang
bao mat website hién nay.

- Chuwong 2: C4c ky thuat kiém thir bao mat ¢ng dung web. Chuong hai tap trung vao
viéc dua ra cac khai niém tong quan vé kiém thir bao mat website; cac phuong phap,
quy trinh, ki thuat kiém thir bao mat tng dung web.

- Chuwong 3: Cac cong cu kiém thir va thuc nghiém kiém thir bao mat tng dung web..
Noi dung chuong 3 trinh bay vé& cdng cu kiém thir Zed Attack Proxy. Sau khi phan tich

cdng cu da trinh bay, thuc hién kiém thir bao mat cho website https://duticrm.info va

https://hack-yourself-first.com/

Mac di c6 nhiéu ¢6 gang nhung do thoi gian han ché nén luan van khong tranh khoi nhiing

khiém khuyét. Kinh mong céc thay c¢6 va ddng nghiép théng cam va cho cac y kién gop y.

Xin trén trong cam on!


https://duticrm.info/

Chuong 1. TONG QUAN VE BAO MAT VA CAC LO HONG BAO MAT TREN WEB

Trong chirong ndy, ludn van sé gii thiéu mét cach tong quan vé bai toan bdo mdt website,

si can thiét bao mdt website, cac 16 hang bao mdt va tinh trang tdn cong cac trang web hién nay.

1.1  Téng quan vé bao mat [1]
1.1.1 Bdo mdt website

Bao mat la bao vé an toan thong tin trudc nhiing “tay” chuyén rinh mo thdng tin cta nguoi
khéc. Ty thudc vao cac yéu cau caa mdi hé théng, mdi hé théng cd nhitng muc dich vé bao mat
khac nhau, nhung ching déu c6 diém chung 13: Pam bao sy an toan dit liéu cho hé thdng va bao vé
c4c tai nguyén trén mang trudc su tin cdng nham phé v& hé thong hoic sir dung trai phép céc tai

nguyén cua mot s ngudi ¢ chu Y Xau.

Qué trinh phan tich bao mat nén dugc chay song song véi phét trién ang dung Web. Nhém
Iap trinh vién va nha phét trién chiu trach nhiém phét trién ma ciing chiu trach nhiém thyc hién céc

chién lugc khéc nhau, phan tich sau rai ro, giam thiéu va giam sat.
1.1.2 Bdo mdt #eng dung web

Bao mat tng dung web 1 mot nhanh cua bao mat thong tin lién quan cu thé dén bao mat
cuia cac trang web, tng dung web va dich vu web. O cap do cao, bao mat tng dung web dua trén

cac nguyén tic bao mat ung dung nhung ap dung chiing cu thé cho cac hé théng Internet va web.

Bao mat (ng dung web 1a quéa trinh bao mat dix liéu bi mat duoc luu trit truc tuyén khoi sy
truy cap va stra ddi trai phép. Didu nay duoc thyuc hién bang céch thuc thi céc bién phap chinh sach
nghiém ngat. Cac mdi de doa bao mat ¢6 thé anh huong dén dit liéu duoc luu trit voi muc dich xau

1a ¢b ging truy cap vao thong tin nhay cam.

1.2 Céc 16 hong bao mat [3], [4], [6]

Lb hong bao mat 1a tap hop nhitng diéu kién ma cho phép mot ké xau tan céng lam vi
pham nhing chinh séch bao mat mot cach twong minh hodc ngam. Do 1 nhiing diém yéu nam
trong thiét ké va cau hinh cua hé théng, 13i caa lap trinh vién hoic so suit trong qué trinh van hanh.
“90% 15 hdng bao mat bit ngudn tir tng dung web, 90% nha quan tri chua c6 cai nhin tdng quan vé

bao mat Web App”[3]. Pay 1a 1y do dn téi s lwong cAc cudc tan cong trén mang ngay cang nhiéu.



1.2.1  Al: Injection

Injection la mot ki thuat cho phép nhiing ké tan cong loi dung 16 hong trong viéc kiém tra
dir liéu nhap trong céc ang dung web va cac thdng béo 15i cia hé quan tri co s dir liéu dé "tiém
vao" (inject) va thi hanh cac cau lénh bét hop phap (khong dugc nguoi phat trién tng dung ludng
trugc). CAc 16 hong dic trung: SQL injection; OS injection; LDAP injection; NoSQL injection. ..

1.2.2  A2: Léi xdc thue (Broken Authentication)
Day la nhom cac van dé c6 thé xay ra trong qua trinh xac thyuc, quan 1y phién dang nhap.
- Nhiing diém yéu gay ra 13i xac thyuc nhu:

e Ung dung cho phép mot cong cu ty dong giri nhidu yéu cau dé ding nhap, sau d6 nhitng ké
tan cdng s& dung cong cu dé quét tén ngudi dung va mat khau dé tim ra cip Tén nguoi
dung/mat khau cé trong ang dung.

e Ung dung cho phép st dung nhitng mat khau yéu hoic vo ¥ chua x6a nhiing cip Tén ngudi
dung/mat khau méc dinh.

e Tinh ning quén mat khau nhung thiéu an toan véi nhiing cau hoi dang kién thirc.

1.2.3 A3: R0 ri di¢ ligu nhay cam (Sensitive Data Exposure)

Nhirng tng dung web khong quan 1y, bao vé thong tin nhay cam mét cach ding dan va dé
ro ri nhltng thong tin nhu tai chinh, strc khoé cua khach hang, thong tin ca nhéan, théng tin tai
khoan,...Hoac d6i khi viéc chia sé nhiing tai li€u ca nhan cho bén thir 3 s€ thudc loai quy pham quy
dinh phap luat tuy vao quy dinh ciia timg qudc gia. Mtc d6 anh hudng: phu thude vao thong tin bi

16 ra ngoai.
1.2.4  AA4: Tin cong thuwe thé bén ngoai XML (XML External Entities- XEE)

XML la mdt ngdn ngir danh dau mo rong, dugc wng dung rat rong réi. N6 st dung dé trao
ddi dir liéu giita cac tng dung. Hién nay c6 rat nhiéu loai tai liéu st dung dinh dang XML nhur rtf,
pdf, tép hinh anh (svg) hay céc file ciu hinh.

Nhiéu vin dé XXE cong khai da duoc phét hién, bao gom ca tin cong cac thiét bi nhang.
XXE xay ra ¢ rat nhiéu noi bat ngo, bao gom ca cac phu thugc 1ong nhau sau sic. Cach dé nhat la
tai 1&n tép XML doc hai, néu duoc chap nhan.



1.2.5  AS5: Kiém sodt truy cdp bi héng ( Broken Access Control )

Ldi lién quan dén viéc ké tan cong c6 thé sira chita dé chiém quyén cua nguoi khac. Loi
nay tap trung vao nhiing chirc ning lién quan dén viéc quan 1y quyén han (nhu Quan tri vién hay

nguoi dung)

Viéc han ché nhitng tht ma nguoi dung di dang nhip méi duge xem hodc duoc 1am trong
tmg dung néu hoan thanh khong chinh xac s& bi nhitng ké tin cong loi dung ma khong can téi viée

dang nhap.
1.2.6  A6: Léi cdu hinh (Security Misconfiguration)

- Khi cdu hinh chua du hodc chua dung s& din dén hau qua lién quan dén bao mat. Ké tan
cong sé& khai thac nhiing 16 hong d6 trong phan cdu hinh dé tin cong vao hé thong:

e Khoéng cap nhat nhitng 15 hong lién quan dén bao mat trén server dan dén ton tai nhimg 16
héng (Vi du mét img dung dugc phat hanh tir thang 1. Trong khoang thoi gian tir thang 1
dén thang 9, nha phat hanh c6 thé dua ra nhiéu ban va nhitng 15 héng bio mat nhung chua
cAp nhat trén server nén sé& bj ké tan cong khai thac).

e Thu muc, t8p dugc cdu hinh chua dang, chua hop 1y. Vi du nhu mot thu muc ¢4 nhan
nhung cau hinh theo ché do cong khai.

e Bt nhimng dich vu khong can thiét, nhitng dich vu nay khong sir dung dén nén s& quan ly
khong tét. Ké tin cong c6 thé tin cong vao nhimng dich vu d6 thay vi tryc tiép vao nhimng

dich vu dang chay.

1.2.7  A7: Lé héng Cross Site Scripting- XSS

XSS 1a mot thuat ngit dugc sir dung dé md ta mot 16p cac cudc tin cong cho phép ké tan
cdng chén cac tap 1énh phia may khach théng qua trang web vao trinh duyét cua nhitng nguoi dung
khéc. Ké tan cong chén cac doan ma JavaScript vao (ng dung web. Khi dau vao nay khong dugc

loc, chdng sé duoc thuc thi ma ddc trén trinh duyét cia nguoi dung.
1.2.8  A8: Chuyén déi ciu triic dit ligu khong an toan(Insecure Deserialization)

Qua trinh khoi phuc lai dir liéu, thong tin nhu ban diu khong an toan, tao 15 hdng cho

nhiing ké tin cong khai thac.
1.2.9  A9: Siz dung cac thanh phan c6 6 héng (Using Components with Know Vulnerabilities)

Ung dung thuong két hop véi cac thu vién khac, hodc nhiing tmg dung ma ngudn mo thi

cai thém plug-in,...Viéc dung nhing thanh phan, thu vién, frameworks chira sdn nhimng 15 hong s&



lam cho tmg dung cua ban dé bi khai thac hon. Viéc tdn dung nhimng tmg dung di c6 va cong véi
mot khéi lugng code-base ciia né kha 1én dé dan dén ban khong hiéu va mét kiém soat hay t¢ hon

la c6 cd nguy co bado mat bén trong nhiing thu viéc nay.
1.2.10 A10: Khong ghi nhat ky va gidm sdt ddy di (Insufficient Logging & Monitoring)

Trang web d& bi 15i néu khong c6 tinh ning ghi nhat ky sy kién lai. Nhimng ké tin cong dwa

véo viée thiéu giam sat va phan tng kip thoi dé dat dugc muc dich ma khong bi phat hi¢

1.3 Tinh trang tan cdng cac trang web hién nay

Trong quy 3 nim 2019 vira qua, hé théng CyStack Attack Map dd ghi nhan 127.367
website bi tin céng va chiém quyén diéu khién. Nhu vay, s6 website nay da giam 27% so véi con
sb 175.451 website bj tan cong trong quy 2. Cu thé trong quy 3, s6 luong website thang 7, 8 va 9
lan luot 12 38.385, 44.848 va 44.134, giam hon so voi muac trung binh 42.483 website/thang cua

quy trudce.

Tén mién .com phd bién van 1a déi twong dugc nhim dén nhidu nhat bai cac hacker, sau d6
Ia tén mién .net véi 5,99%. Ngoai ra con co tén mién dic trung cta cac qudc gia nhu: .in (An Do),
.ua (Australia), .id (Indonesia), .br(Brazil), .ru (Nga), .vn (Viét Nam), ... (Hinh 1.4).

Truéc nhitng dién bién kho luong cua cac cudc tin cong mang cing téc do phat trién
khong ngung nghi cua Internet méi doanh nghiép té chirc can phai c6 nhitng ké hoach cu thé dé
trién khai hé thong bao mat ciing nhu hé théng tng cau s ¢ cua minh nham giam thiéu rai ro

thiét hai do mat an toan théng tin gay nén.

1.4  Két chuong

C6 thé ndi vin d& bao mat website va cac ung dung 1a hét stc hé trong va can thiét dbi voi
mdi don vi doanh nghiép va ca nhan khi thiét 1ap website cia minh. C6 rat nhiéu 15 hong bao mat

website dé nay sinh ra cac nguy co tan cong cia toi pham ngay cang gia ting.

Trong chuong 2, luan vin s& di sau trinh bay vé cac k¥ thuat kiém tra thir nghiém vé do

bao mat cuia cac website va tng dung trén nd.



Chuong 2. CAC KY THUAT KIEM THU BAO MAT UNG DUNG WEB

Trong chirong ndy ludn vén tdp trung trinh bay vé cac ky thugt kiém thiz bao mdt ing dung
web.

2.1  Kiém thir bao mat ing dung web [2], [7]

Trong nhimg nim gan ddy, cac tng dung web c6 xu huéng tro thanh phd bién. Mot sb lwong
I6n cac giao dich dién tr bao gom thuong mai dién tir, ngan hang dién tir, hoc tap dién tir, cac hoat
dong cua chinh phu ... c6 thé duoc tién hanh tryc tuyén bat cir 1Gc ndo va bat cir noi dau. Do vay

viéc dam bao an toan thong tin trén moi truong internet 1a mot van dé vo cling quan trong.
2.1.1 Ung dung web

Ung dung 12 mot loai chuong trinh c¢6 kha ning lam cho may tinh thuc hién truc tiép mot

cdng viéc nao d6 nguoi ding mudn thuc hién.

Ung dung web 1a chuong trinh may tinh st dung trinh duyét web va cong nghé web dé
thuc hién céc tac vu qua Internet. Théng qua tng dung web, ngudi ding cé thé thuc hién mot sb

cdng viéc: tinh toan, chia sé hinh anh, mua sam ...
2.1.2  Kiém thir bdo mdt itng dung web

Kiém thir bao mat 1a mot qua trinh dé xac dinh xem hé théng c6 bao vé di lidu va duy tri
chtre nang nhu du dinh hay khong, kiém tra xem dir lidu bi mat co dugc giir bi mat hay khong va
ngudi dung chi ¢6 thé thyc hién nhitng nhiém vu ma ho dugc phép thyc hién (Vi du: ngudi ding sé

khéng thé thay ddi chirc nang cia wng dung web theo cach khdng c6 chu y, ...).

Khi kiém tra mot chie ning tic 1a dang ¢é chimng minh rang mét tinh ning hoat dong cho
ngudi ding cudi - thuc hién nhiing gi nhu mong doi va khong can tré viéc hoan thanh nhiém vu.
Ngudi kiém thir ¢6 thé s& wu tién tip trung vao cac tinh ning dwoc s dung thudng xuyén hon,
dugc sir dung boi nhiéu ngudi dung hon, dugc coi la quan trong nhat,... La ngudi kiém thir bao
mat, ngudi dung cudi by gio 1 ké tan cong dang ¢ gang phé v ung dung. Muc tiéu thir nghiém
1a chang minh rang mat kich ban tan cng cu thé khdng thanh cong voi bat ky kich ban tin cong

nao.

Kiém thir bao mat (ng dung web 1a mét quy trinh tng quan bao gém vé sb cac quy trinh
cho phép kiém tra bao mat ciia tng dung Web, 1a qua trinh kiém tra, phan tich va béo cdo vé mic

d6 bao mat cua ung dung Web.



2.2 Phan loai kiém thir bao mat
2.2.1  Kiém thiz yéu cdqu va thiét ké

Bat ky hé thong nao ciing dwgc xay dung tir mot tap hop cac yéu cau. Doi khi nhiing yéu
ciu nay duoc Viét mot cach 16 rang, nhung thuong ching 1a nhitng phat biéu map mo khong duoc
dinh nghia rd rang. Kiém thir bao mat ¢ giai doan yéu cau thiét ké cho tng dung web chinh la viéc
xem Xét cac yéu cau thiét co da mé ta rd cc tiéu chi cu thé vé yéu cau bao mat cho tng dung web

hay chua.
2.2.2  Kiém thir ma nguén

Phuong phap kiém tra d6 bao mat cua ¢ng dung théng qua ma ngudn cua ¢ng dung.
Phuong phép kiém thir nay cha yéu ding dé xac dinh sy an toan cua thuat ton duoc ding trong tng
dung, xac d6 nguy co 10 ri théng tin, nguy co bi tan cong chiém quyén kiém sét thong qua ma

nguon.
2.2.3  Kiém thir c4c thiét Idp cia trinh duyét

Céc thiét 1ap cua trinh duyét c6 thé duoc cai dat trong cac trinh duyét nhu Mozilla FireFox
va Microsoft Internet Explorer cho phép gidi han truy cap dén cac noi dung Internet c6 thé gay hai.
Ngudi sir dung s& thuong cé cac chinh sira cac thiét l1ap nay. Hon nita, c6 mot sy thay ddi l6n phia
nguoi str dung vé kha nang lam chu cac thiét 1ap nay. Nhiing nguoi st dung Web ngay cang duoc
dao tao nhiéu hon cach sir dung céc thiét 1ap dé bao vé chinh ho. Vi vay, ching ta can phai kiém

thir nhiéu su két hop cua cac thiét 1ap.
2.2.4  Kiém thiz tromg lira

Kiém thtr trong hra nham nhan biét cac hiéu tng vé chirc ning dugc tao ra boi su chuyén
dir liéu qua cac mang khac nhau. Can nhic lai rang nhém kiém tha phan mém khéng chiu trach

nhiém kiém thir su hiéu qua caa cac tuong hra va su cau hinh ching.

2.3 Quy trinh kiém thir bao mat [3]

MGt trong nhiing quy tic bao mat quan trong nhat Ia biét rd vé moi truong cua ban. Giai doan
nay sé& xac dinh pham vi (s& kiém tra hé théng nao; ké hoach va muc tiéu can dat duoc voi kiém tra
tham nhap) va céc tai nguyén va cong cu (may quét 15 hdng hoic cong cu kiém tra tham nhap) dé sir

dung dé thuc hién kiém tra.



2.3.1  Giai dogn kham pha

Day 1a giai doan thu thap cac thong tin vé cac hé thong nam trong pham vi thir nghiém bao
mat. Thu thap cang nhiéu thong tin vé website muc tiéu cang tét vé hé théng, thdng tin vé tai khoan

gom tén va mat khau (néu tim dugc).
2.3.2  Pdnh gid I6 héng

Sau khi ban thiét k& hoan thién, phan ky thuat bit diu, noi cac thanh phan dwoc xac dinh
dé phat trién. N6 c6 thé 1a ngon ngit ma hoa, nén tang, cong nghé stack,... Mdi thanh phan di kém
Vi tap hop cac diém yéu va diém manh cua no, do d6 diéu quan trong 1a xac dinh céc 15 hong
trude giai doan code. Piéu nay gitp xac dinh cac lya chon an toan hon va giam dang ké chi phi dé

stra chang.

Kiém ther bao mat c6 thé duoc chia thanh cac ky thuat nhu kiém thir bao mat thu cong,
kiém thtr bao mat ty dong va cé thé két hop ca kiém thir bao mat thu cong & tu dong. Bang céch st
dung cac cdng cu kiém thir bao mat tu dong, khong thé tim thay tat ca céc 16 hong. Mot s6 16 hong
c6 thé duoc xac dinh bang cach sir dung quét thu cong. Vi vy, nhitng ngudi kiém thir bao mat c6
kinh nghiém st dung kinh nghiém va ky niang cua ho dé tin céng mét hé thong bang cach sir dung

céc phuong phéap kiém thir bao mat thii cong.

a. Kiém thir thii cong
Céc ky su kiém thir thi cong thyc hién cac phuong phép sau:
- Thuthap di liéu
- Panh gia tinh dé bi ton thuong

- Trién khai thuc té

- Chuén bj bao céo

Qué trinh tim kiém 13i bao mat trong mé ngudn cua ung dung bang phuong phap thu cong
thi phai doi hoi nguoi kiém thir phai c6 mot phuong phéap kiém thir va ra soat hop ly. Bai vi khi
lwong tép tin cling nhu ndi dung trong cac tng dung web 1a rat 16n, néu nhu khéng c6 mot phuong
phap ra soat va danh gia hop Iy thi sé tiéu tén rat nhiéu thoi gian dé phat hién I3i.
a. Kiém thir tir déng

Phuong phéap kiém thir tu dong 1a qué trinh céc cng cu s& thuc hién tu dong quét thu muc,

tap tin cua tng dung web va ty dong xac dinh cac diém ma can kiém tra dit liéu. Trén co sé di xac



dinh cac diém kiém tra cong cu s& thuc hién dé trinh cac tap dir liéu duoc dinh nghia sin va chd su

phan hoi tir phia tng dung web dé kiém tra xem liéu ung dung d6 c6 bi cac 15i bao mat hay khong.

Kiém thir bao mat ty dong nhanh hon, hiéu qua, dé dang va dang tin cay dé kiém tra 15
hong va rii ro ciia website mot cach tu dong. Cong nghé nay khong yéu cau bat ky ky su chuyén
gia nao, n6 ¢ thé dugc van hanh bai nguoi ¢d it kién thirc nhat vé linh vuc nay. Cac cong cu quét
bao mat ty dong rat tot trong viéc tim kiém cac 16 hong phé bién mot cach nhanh chéng va cé hé
thong.

2.3.3 Giai dogn khai thac

Trong giai doan ndy, c6 gang khai théc cac 15 hong duge xac dinh trong giai doan trudc
(tirc 1a giai doan kham phd) dé cd quyén truy cap vao hé thong dich.

Véi viéc biét duge chinh xac port nao dang mo, dich vu nao dang chay, diém yéu hay 16
hong nao ma céc dich vu nay dang dinh, ching ta c6 thé tién hanh khai thac, day chinh 13 buéc gan

gidng véi mot cude tan cong thuc sy nhat.
2.3.4  Giai dogn bao cao

Day 1a giai doan cudi cung cua qué trinh kiém thir. Mau béo céo s& thuong bao gom céc

muc co ban sau:

Tén 15 hong

e M0 ta nguy co cua 15 hong
e Minh chang vé 16 hong

e Khuyén cao khic phuc (c6 thé c6 hoidc khong)
24  Cac ky thuat kiém thir bao mat [5], [6], [8], [9]
Kiém thir bao mat c6 thé dwoc chia thanh hai loai: kiém tra hop trang, hop den. Cac
phuong phap duoc sir dung thuong phu thugc vao tinh hinh va nhu cau thir nghiem.

2.4.1 Kiém thiz hgp den [6], [12]

2.4.1.1.  Khéi ni¢gm
Trong ky thuat Kiém thir bao mat hop den, nguoi kiém thir danh gia hé thong muc tiéu ma
khong co bét ky kién thirc ndo vé chi tiét hé thdng. Ho s& khdng xem xét bat ky doan code nao va
khong thu thap thdng tin vé hé thong muc tiéu tir cha so hitu cua hé théng. Céc ky thuat kiém thi

bao mat hop den lién quan dén viéc ¢ gang phan tich va tim 15 hong trong viéc chay phan mém
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bang cach thao tac dau vao ma khéng cé bat ky kién thirc ndo vé ma nguon. Vi vy, nguoi kiém thir
s& phat mot cudc tan cong toan dién chéng lai hé thong dé tim ra diém yéu hoac 16 hong trong hé

théng.

2.4.1.2.  Kiém tra bdo mgt ing dung dgng DAST [11], [12]
Kiém tra bao mat img dung dong (Dynamic Application Security Testing -DAST): Céch
tiép can DAST lién quan dén viéc tim kiém cac 15 hong trong (ng dung web ma ké tin cong c6 thé

¢b gang khai thac.

Céc cong cu DAST duogc coi nhu cac cong cu kiém thir mii den hodc hop den, noi ma
nhitng ngudi Kiém thir khong ¢ hiéu biét vé hé thong. Ho do tim nhimng 16 hong an ninh cia mot
mg dung trong trang thai chay cua n6. DAST phét hién céac 16 hdng biang céch thuc sy thuc hién

cac cudc tan cong.

- Mot sb cong cu DAST mé ngudn ma:

a. Zed Attack Proxy [7], [12]

Zed Attack Proxy (ZAP) la méot cong cu ngudn mé dugc cung cap bdi OWASP dé thuc
hién kiém tra bao mat. N6 gitp tim ra céc 16 hong bao mat trong cac tng dung. 8. Pay 1a mét trong
nhitng cdng cu bao mat mién phi phé bién nhat thé giéi va duoc céc tinh nguyén vién duy tri tich
cuc. Pay 1a mot cong cu kiém tra tham nhap tich hop dé dang dé tim mot s6 16 hong bao mat trong

mot ung dung web trong khi dang phat trién va thir nghiém mét eng dung.

ZAP s& tién hanh thu thap di liéu tng dung web bing trinh thu thap dit liéu caa nd va quét
thu dong tirng trang ma né tim thiy. Sau d6, ZAP s& sir dung trinh quét dé tin cong tat ca céc trang,

chtre ning va tham sé duoc phét hién.
b. Nikto [12], [16]

Nitko 12 mét trinh quét may chu web nguon mé thuc hién quét cac may chii web dé tim cac
tép/ chuong trinh nguy hiém tiém tang, cac phién ban 13i thoi va cac su c¢b cu thé caa phién ban
khac. N6 ciing quét cac cau hinh may chi nhu tiy chon méay chu HTTP va sé& ¢b ging xéac dinh cac
méy cha va phan mém web da cai dat, gidp kiém tra nhanh cac vin d& ma web server ddi tuong
dang gip phai nhu: cac cdu hinh phia dich vu may chi hoic phan mém sai sot, chuong trinh hay
file mic dinh dugc tim thay, cac chuong trinh hay file khong an toan duoc tim thay, nhiing 15 héng

co ban ¢ tng dung web.

Nikto cho phép ngudi sir dung tiy bién viét cac thanh phan va nhing két véi Nikto dé thuc

thi. Hon nita, Nikto ciing hd tro nhiéu dinh dang cua nhimg chuong trinh quét 18i bao mat khac
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nhu: Nmap, Nessus. Mot diéu bat tién 1a Nikto khong c6 giao dién do hoa nén doi hoi nguoi sir

dung phai c6 kién thic 1ap trinh va sir dung céc 1énh command.
¢. Acunetix Web Vulnerability Scanner (WVS) [12], [13]

Acunetix WVS (Web Vulnerability Scanner) 1a chuong trinh ty dong kiém tra cac ung
dung Web dé tim kiém cac 15 hong bao mat nhu SQL Injection, hay Cross-Site Scripting,... va tim
kiém nhiing chinh sach ddi voi mat khau ding nhép ciing nhu cac phuong thirc xac thuc vao Web
Site. Acunetix WVS c6 thé tuy dong kiém tra cac 16 hdng thong dung va cac méi nhay cam khac cua
nhitng website ¢ thé truy cap bang trinh duyét, hay nhirng (ng dung duoc xay dung trén cac ki
thuat tién tién nhu ATAX..

2.4.2  Kiém tha hép trang [5], [12]

2.4.2.1. Khéinigm
Trong k§ thuat Kiém thir bao mat hop tring, ngudi kiém thir truy cap hé thong dich vai cac
chi tiét day du vé hé thong. Vi di ¢ chi tiét day da vé hé thong nén kiém thir hop trang cé thé duoc
thuc hién nhanh hon nhiéu so vai kiém nghiém hop den. Cac k¥ thuat kiém tra bao mat hop trang

nham phan tich ma ngudn va kién trdc tng dung tir quan diém dam bao an ninh.

2.4.2.2. Kiém tra bdo mgt ing dung tinh SAST [11]
Kiém tra bao mat ung dung tinh (Static Application Security Testing- SAST): duoc thiét ké

dé phan tich ma ngudn v&/ hoic cac phién ban ma duoc bién dich dé gidp tim ra cac 13i bao mat.

Déi lap v6i DAST, nhimng cong cu SAST c6 thé dugc xem nhu qua trinh kiém thir mi
trang hay kiém thir hop trang, noi ma ngudi kiém thir biét thong tin vé hé théng va phan mém duoc
kiém thir, bao gdm ca kién trac hé thdng, mi ngudn, ... Nhiing cong cu SAST kiém tra mad ngudn

deé do tim va bdo céo nhitng diém yéu co6 thé dan dén nhiing 16 hong an ninh.

- Mot s cong cu SAST:
a. RIPS [14]

RIPS - RIPS Open Source la mot bo phan tich ma nguén tinh cho cac 16 hdng trong cac
g dung web PHP. RIPS 1a mot cng cu dugc viét bang PHP dé tim kiém 15 hong trong wng dung
PHP sir dung viéc phan tich code tinh. Bang viéc chia nho va phan tich tat ca céc file code, RIPS ¢6
kha nang dé chuyén PHP source code vao mot mo hinh chuong trinh dé phét hién cac ham tiém an
kha nang bi hong ma c6 thé bi bi pha hong boi dau vao cua nguoi ding trong qué trinh thiét ké.

Ngoai viéc cho phép tim kiém 13i tw dong, RIPS con cung cip khan ning phan tich code bang tay.
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b. AppScan Source [15]

IBM AppScan Source dugc phét hanh boi IBM — tap doan vé may tinh ¢6 tudi doi I6n nhat
thé gisgi. AppScan Source c6 2 phién ban: Standard (danh cho doanh nghiép vira va nho) &
Enterprise (danh cho cac tap doan 16n).

- Céc chtic nang chinh:
e Cung cap kién thtc vé bao mat ing dung web
 Scan ung dung web & mobile app dé tim 15 hong
e Dé xuat phuong an khic phuc

o  Xuit bao cao riéng theo dic trung ting nganh

2.5 Danh gia cac ky thuat kiém thir bao mat

Céc cong cu ap dung ky thuat hop tring gitp cho ngudi kiém thir c6 thé phan tich duoc cac
15i tiém 4n, rui ro cua code tir d6 gitip cac 1ap trinh vién dé dang tim va sta 16i. Bé c6 mot website
hoan chinh dén tay ngudi ding thi ngoai viéc coding con phai tich hop véi cac hé thong co so dit
liéu, co s ha ting, may chu ciing nhu céc thiét l4p an toan khac cho website. Do d6 can thuc hién
thém cac ky thuat kiém thir hop den biang tay hoic thong qua cdng cu. Nhung néu &p dung toan bo
ky thuat kiém thir hop den tic 1a ddy ca gid tri hop 18, khong hop 18 vao thuc hién kiém thur bao mat
s& mat thoi gian (Vi thyc té céc gia tri hop Ié da dugc kiém tra theo chic ning). Do d6 sé& uu tién
lya chon cong cu phét trién duwa theo ki thuat kiém thir hop den nhung cac gia tri dau vao 1a khong

hop 1& (phuwong phap Fuzzing) dé tim cac 15i lién quan dén bao mat cua website.

Trén co s& phan tich v& mot s6 k§ thuat va mot sé thuat toan duoc sir dung trong cac cong
cu phan tich, do quét 16 hong cho website, bang viéc so sanh uu, nhuge diém cua cac cong cu nay,
tac gia xin d& xuit chon sir dung cong cu Zed Attack Proxy (ZAP) dé thi nghiém do quét va dénh

gia mirc 6 an toan bao mat cua cac website trong thuc té.

2.6  Két chwong

Kiém thir bao mat duoc phan chia theo nhiéu linh vuc: thiét ké, ma ngudn, céc thiét lap cua
trinh duyét, tuong hra. Quy trinh kiém thir bao mat gém bdn giai doan: Khdm pha, Panh gia 16
hong, Khai thac va Béo céo. C6 cac ky thuat kiém thir khac nhau, tuy nhién kiém thi hop den s& do

xét duoc 15 hong bao mat day du.

Trong chuong 3, luan vin s& trinh bay sau vé cong cu kiém thi hop den 1a Zed Attack

Proxy dong thoi thuc nghiém kiém thir trén trang web cuy thé.
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Chuong 3. CAC CONG CU KIEM THU VA THUC NGHIEM KIEM THU BAO MAT
UNG DUNG WEB

Trong chwong ndy, ludn van sé tdp trung vao viéc trinh bay cong cu kiém thix Zed Attack
Proxy (ZAP), thuc hién kiém thir va danh gid két qua thir nghiém, bé dir liéu thir nghiém, két qua
ther nghiém ciing nhur duea ra két \udn danh gia vé cong cu thir nghiém.
3.1  Giéi thigu cong cu kiém thir Zed Attack Proxy [7]
3.1.1 Téngquan

Zed Attack Proxy thuong duoc goi 1a ZAP 1a mot cong cu kiém tra bao mat ngudn mé cho
mot tng dung web duoc phat trién boi OWASP, cung cap nhiéu tly chon dé thuc hién kiém tra

tham nhap bao mat tu dong hoac thu cong cho céc tng dung web.

Diém ndi bat cua céng cu ZAP:

ZAP thu thap thdng tin va phan tich cac trang web bao gom ca noi dung AJAX

C6 thé phan loai céc 16 hong dua trén mie do nghiém trong
- C06 kha nang ty xac minh cac 15 hong

- Tao ra céc bao cdo va nhat ky chi tiét vé céac 15 hong

- D& str dung, dé dang dé cai dat

- H& trg kiém thir bang hinh thic thi cong va tu dong

3.1.2 M0 hinh hoat déng

ZAP s& tién hanh thu thap di liéu tng dung web bing trinh thu thap dit liéu cua né va quét
thu dong tirng trang ma né tim thay. Sau do, ZAP s& sir dung trinh quét dé tan cong tat ca cac trang,

chuc ning va tham sé duoc phét hién.
Céc budéc thuc hién gom:
1. Khai chay céng cu quét web
2. Nhap Url caa ang dung web s& duoc kiém tra
3. Nhip vao niit quét va doi qua trinh quét hoan tat

4. Néu qua trinh quét duoc thyc hién thanh cong, mot bao céo s& dugc hién thi cling véi két

qua.
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3.2 Thuc nghiém kiém thir bao mat dwa Web dya trén ZAP
3.2.1  Giai dogn ldp ké hoach va kham pha
a. Chudn bj céc thong tin vé iing dung web can kiém thi va cong cu kiém tha

- Thuc hién kiém thir trén website: https:/duticrm.info/ va https://hack-yourself-

first.com/.

- Sir dung cong cu kiém thir Zed Attack Proxy dé thuc hién quét cac 16 hong bao mat.
b. Thuc nghiém
Dé chay Quick Start, thuc hién cac budc:
1. Khai dong ZAP va bam vao tab Quick Start caa Cira sé6 Workspace.
2. Nhap vao nit Automated Scan.

3. Trong hop vin ban URL dé tan cong, hdy nhap URL day du cua tng dung web ban

muén tan cdng. O vi du 1 nhap: https:/duticrm.info/

Ngoai ra Trang web: https://duticrm.info/ c6 sir dung ajax (cé céc tinh nang nhu xtr ly, tinh

toan, dang ky, submit ma khong load lai trang) nén s¢ lua chon thém vao: Use ajax spider. Muc
dich sir dung giéng nhu spider 1a dé tim kiém link bang cach gia lap thao tac trén man hinh. Tir d6

s& tim dugc link chuyén tiép ma n ma spider thong thudng khéng thé lam dugc.
4. Nhip vao nit Attack

ZAP s& tién hanh thu thap di liéu tng dung web bing trinh thu thap dit liéu cua nd va quét
cha dong ting trang ma no tim thay. Sau do, ZAP s& st dung trinh quét dé tan cong tat ca cac

trang, chtrc ning va tham sé duoc phét hién.

Quy trinh tan cdng phd bién cia OWASP ZAP dugc chia thanh hai budc co ban: thu thap
dir liéu ciia tng dung web va cd gang xam nhap tan cong trang web. OWASP ZAP cung cip hai

mo-dun Spider va Attack dé thuc hién cac budc nay:
- Thu thap di liéu ing dung web bang cach sir dung OWASP ZAP Spider

M06-dun Spider cia OWASP ZAP dugc st dung dé quét noi dung cua tng dung web bang
céch theo céc lién két va kiém tra cac mau URL pho bién dé tra vé danh sach cac URL c6 sin ma
g dung c6. Budc nay la bat bugc vi mo-dun tan cong s& dugc khoi chay sau nay can phai ¢é danh

sach URL da biét dé khoi chay cAc cudc tin cong. Budc thu thap thong tin dugc khoi chay véi cac
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tdy chon mic dinh bang cach sir dung tlly chon Attack->Spider. Sau khi khai chay Spider, OWASP

ZAP s& bién dich danh sach cac URL da duoc tim thiy trong ¢ng dung.

W Untitled Session - OWASP ZAP 2,80
File Edit View Analyse Report Tools Import Online Help

StandardMode ) | | D M F ¢ U@ D00 ODODE &8 )V @b hOXERE: o C @@

G|+ [ ousksan # | = Reaues | Resporse= | # |

@ Eas —
L=< Automated Scan

[©] Defautt Context

> @ sites
@ || This screen allows youto launch an automated scan against an appiication - just enter ts URL Delow and press ‘Aftack.
Please be aware that you should only attack applications that you have been specifically been given permission to test Vi
URL t0 aftack hitps iduticrm.infof [)[ @ serect L
v
[ History | C searen | [ aterts | 2 Active Scan | | output | % Spider # x | 3 Asax spicer | < |
8 New Scan  Progress: | 0: info [v] 1 W 100% & cumrent 0 ' URLs Found: 119  Nodes Added:56 - € Export &
URLs | Added Nodes | Messages
Processed | Method URI Flags @
[ GET hitps:/iduticrm infol Seed i
@ GET hiips://duticrm infoirobots. bt Seed
® GET hiips:/fduticrm info/siterap.xmi Seed
] GET hitps://duticrm.infolwe-admin/
] GET hiips:/iwww youtube. comiembed/AmaPaaR gWmU Out of Scope
(] GET htips:/ffonts googleapis.com/ Out of Scope
@ CET hitps: /fs w.orgl Out of Scope
@ GET hiips:/ffonts gstatic.com/ Out of Scope
[~} CET hittps:/fduticrm.infor +t+
(] GET hiips:/ffonts.googleapis.comicss family=OpensSans:300italic,400italic, 600italic, 700italic ... Out of Scope
e GET hitps/iduticrm infohmirpc.php.
@ CET hitps:/fduticrm.infoffeed/
® GET hitps:/fduticrm infolcomments/feed/
) GET hitps://duticrm info/s/BM1M css
® GET hitips:/fduticrm infoRwp-json/
e GET hitps:/fduticrm.infomirpc.php?rsd
@ GET hiips:/fduticrm infoAwp-includeshvwmanifestxmi
® GET hitps:/iduticrm g P info%2F
[~} CET hitps e A
® GET hitps:/fduticrm infofwp-Contentiuploads 20181 0Favicon-150x150.png
) GET hitps:il ' 191 Png L
® GET hitps:/fduticrm infolwp-contentiet cache/5/et-Core-Unified-5-15750002231451.min.css

Alerts IO P17 R

3

v
W0 B0 @0 D2 Q0 Ho j0 Ho

Hinh 3.1. Giao dién md-dun Spider

- Thu thap dir ligu trén wng dung web & cac tinh ning lién quan dén AJAX bang AJAX

Spider

Ldc nay phan mém sé& ty dong gia lap thao tac trén man hinh nhu sau:

DUtICRM - CRM Cho Tele Mobile X =
€« X A& Notsecure | duticm.info

Chrome is being controlled by automated test software.

© i Tangehi  Yéuchu Gldiphép Tinhnang Banggid  Cduholthuomg gap  Bang nhap

Danh cho cac don vi chidm séc khach hang bang di
dong

G > VyyPtemR
Pang ky dung
thl"r ngay! bwWzIZAIS
Dé dwgc hudng wu dai va trai

nghiém céc tinh nang m&i nhit cia
chang toi

DUNG THU' NGAY

Hinh 3.2: Thao tac tw dgng tai form Ping ky dung thir

Sau d6 danh sach cac URL lién quan dugc tim thay trong ang dung duoc liét ké & mo dun AJAX

Spider:



16

W Untitled Session - OWASP ZAP 280 - X
File Edit View Analyse Report Tools Import Online Help
(Sandardilode v) ) DA M S i U@ 008 ODDD e ) ©F P O%ERE 96 €@
@ sites |+ [(47 cuickStat # | = Reauest | Response«= |
LEIGE 2
7 5 comens Automated Scan
(3] Default Context
» @ sites
This screen allows you to launch an automated scan against an application - just enter its URL below and press ‘Attack
Please be aware that you should only attack applications that you have been specifically been given permission to test
URL to attack https:liduticrm.infol m @ select
v
[ = History | © searcn | [ atents | 2 Active scan | | output | # spicer | 8 Asaxspicer # # | % |
# NewScan [ Crawled URLs:235 ¢ Export 8%
Processed |1d | Req. Timestamp | Method | URL | Code | Reason |RTT | Size Resp. Header | Size Resp. Body | Highest Alert | Note | Tags I@
© OutofScope 163 12/5/19 8:16:03 AM POST http: unts.google.comil 'gp! 403 Forbidden oms 130 bytes 40 bytes .
@ Outof Scope 164 12/519 8:16:04 ANl pOST gaagle comi ap: 403 Forbidden oms 130 bytes 40 byles
® 165 12/5/19 8:16:05 AM GET https:fiduticrm.info/ 200 OK 518 ms 382 bytes 61,434 bytes. A Medium
e 186 12/519 8:16:06 Al GET https /iduticrm.infols/8fo1ff css 200 OK 381ms 385 bytes 792,419 bytes  Low
@ 167 12/5/19 8:16:06 AM GET https:/iduticrm.info wp-contentiupl oads/2019/104. 200 OK 390 ms 383 bytes 37,279 bytes F Low
@ 168 12/5/19 8:16:06 AM GET https:/iduticrm.info/s/521dd3 js 200 OK 461 ms 409 bytes 121,008 bytes i Low
® 169 12/519 8:16:06 ANl GET fohw-contentiet-cache/Siet 200 OK 445ms  382bytes 62763 bytes  Low
@ 170 12/5/19 8:16:06 AM GET https:iiduticrm.info/s/dae291 js 200 OK 602 ms 409 bytes 312,308 bytes F Low
® 171 121519 8:16:07 Al GET https/iduticrm. infolwp-contentiuploads /20191 /b 200 OK 141ms 386 bytes 138,538 bytes # Low
[~} 172 12/5/19 8:16:07 AM GET e Divii 200 OK 182 ms 388 bytes 92,400 bytes FLow
@ OutofScope 174 12/5/19 8:16:07 AM POST hitp: unts.google.comil 'gp! 403 Forbidden 0ms 130 bytes 40 bytes
@ Outof Scope 175 12/519 8:16:07 ANl GET https/fonts.googleapis.comicssfamily=Open-S.. 403 Forbidden oms 130 bytes 40bytes
® 176 12/5/19 8:16:08 AM GET https:/iduticrm.info/wp-contentiuploads/2019/104. 200 OK 81ms 382 bytes 7,451 bytes. R Low
e 177 121519 8:16:11 AMl GET https:/iduticrm.infol 200 OK 394ms  383byes 61434 bytes P Medium
178 12/5/19 8:16:11 AM GET e tentiet i - 200 OK 115 ms 382 pytes 62,763 bytes F Low
@ OutofScope 179 12/519 8:16:12 AM GET https:ifonts. googleapis .comicss?family=Open+S. 403 Forbidden oms 130 bytes 40 bytes
Outof Scope 180 12/519 8:16:13 ANl GET httpsiwww. gstatic.comichromeintelligence/assi 403 Forbidden 0ms 130 bytes 40 bytes
@ Outof Scope 181 12/5/19 8:16:15 AM POST hitp: unts.google.comil [ak 403 Forbidden 0ms 130 bytes 40 bytes
® 182 12/519 8:16:21 ANl GET https:/iduticrm.info/ 200 OK 393ms 383 byes 61434 bytes # Medium
@ 183 12/5/19 8:16:22 AM GET e et i T 200 OK 128 ms 382 bytes 62,763 bytes H Low
@ Outofscope 184 12/519 8:16:22 AM GET https:ifonts. googleapis .comicss?family=0Open+S. 403 Forbidden oms 130 bytes 40 bytes
185 12/519 8:16:23 Al GET https/iduticrm.infol 200 OK 400ms 381 bytes 61,434 bytes F Medium
@ Outofscope 186 12/5/19 8:16:24 AM GET https:iffonts. googleapis comicss?family=Open+S. 403 Forbidden oms 130 bytes 40 bytes -
127 _42/540 24424 AW ~ET hitne-llditicrm infal 200N 98 me. 224 hudas A1.424 htas B Madium L]

a
Alerts 0 1

R7 R

CurrentScans 440 &0 @0

7\280 W0 /0 o

Hinh 3.3: M6 dun AJAX Spider

- Tan cong &ng dung web bing md-dun Active Scan

M6-dun Active Scan cia OWASP ZAP cho phép thuc hién cac cudc tin cdng hoat dong

thuc sy dé tim va kiém tra su ton tai cua cac 16 hong trong ¢ng dung web can kiém thu:

) Untitled Session - OWASP ZAP 2.80 - X
File Edit View Analyse Report Tools Import Online Help
(standardpode v) | | 2 [ FEEEI-HEE EHElEEE R LR = ce@
@ sites | & [[7 quickstant # | = Request | Responses= | & |
@EECE |
" S = Automated Scan
(] Default Context
> @ sites N ., o e ) v
[ 2= vustory | & searen | U Aterts [ ) Active Sean # | | | Output | 38 Spicer | % AJax spider | & |
) NewScan - Progress: | 1: hitps:/idutirm.info  |w| 11 B [ il < CurrentScans:1 - Num requests: 6631 + New Alerts:0 ¢ Export 1)
[t} | Req. Timestamp | Resp. Timestamp | Method | uRL | code | Reason |RTT | Size Resp. Header | Size Res. Bogy ]
7004 12/519 8:3720 Al 12/5/19 8:37:20 Al POST https://duticrm infolwp-login.php 200 OK 402ms 502 bytes 6,595 bytes i
7,005 121519 8:37:20 Al 12/5/10 8:37:20 Al POST hitps://duticrrm infoiwp-login.php 200 0K 451me 502 bytes 6,720 bytes r
T.006 121519 8:37:20 Al 12/5/19 8:37:20 Al POST hitps://duticrr.infofwp-login.php 200 OK 315ms 502 bytes 6,595 bytes
7,007 121519 8:37:20 A 12/5/19 8:37:20 Al POST https://duticrm.infolwp-login.php 200 OK 250 ms 502 bytes 6,720 bytes
7,008 121519 8:37:20 Al 12/5/19 8:37:21 Al POST hitps://duticrr.infolwp-login.php 200 0K 252 ms 502 bytes 6,505 bytes
7,009 121519 8:37:20 Al 12/5/19 8:37:21 Al POST hitps://duticrrm.infofwp-login.php 200 oK 279ms 502 bytes 6,720 bytes
7010 12519 8:37:21 Al 12/5/19 8:37:21 Al POST hitps://duticrm infoAwp-login.php 200 0K 219 me 502 bytes 6,505 bytes
7011 12519 8:3721 Al 12/5/19 8:37:21 Al POST hitps://duticrrm.infofwp-login.php 200 0K 199 ms 502 bytes 6720 bytes
7012 121519 83721 A 12/5/49 8:37:21 Al POST https://duticrm infolwp-login.php 200 OK 386 ms 502 bytes 6,595 bytes
7013 120519 8:3721 Al 12/5/10 8:37:21 Al POST hitps://duticrm infoAwp-login.php 200 0K 402me 502 bytes 6,720 bytes
7014 121519 8:3721 Al 12/5/19 8:37:22 Al POST hitps://duticrrm.infofwp-login.php 200 OK 367 ms 502 bytes 6,595 bytes
7015 12519 8:3721 AW 12/5/19 8:37:22 Al POST https://duticrm.infolwp-login.php 200 OK 357 ms 502 bytes 6,720 bytes
7016 12519 8:37:22 Al 12/5/19 8:37:22 Al POST hitps://duticrrm infolwp-login.php 200 0K 232me 502 bytes 6,565 bytes
7017 121519 8:37:22 Al 12/5/19 8:37:22 Al POST hitps://duticrrm.infofwp-login.php 200 oK 23ams 502 bytes 6,720 bytes
7,018 12519 8:37:22 Al 12/5/19 8:37:22 Al POST https:/duticrm.infolwg-login.php 200 OK 274ms 502 bytes 6,566 bytes
7019 121519 8:37:22 A 12/5/19 8:37:22 Al POST hitps://duticrrm.infofwp-login.php 200 0K 260 ms 502 bytes 6720 bytes
7,020 121519 8:3722 Al 12/5/19 8:37:23 Al POST https://duticrm infolwp-login.php 200 OK 504 ms 502 bytes 6,566 bytes
7021 12519 8:37:22 Al 12/5/10 8:37:23 Al POST hitps://duticrm infoAwp-login.php 200 0K 400 me 502 bytes 6,720 bytes
7,022 121519 8:37:23 Al 12/5/19 8:37:23 Al POST hitps://duticrrm.infofwp-login.php 200 OK 430 ms 502 bytes 6,567 bytes
7,023 121519 8:3723 A 12/5/49 8:37:23 Al POST https://duticrm infolwp-login.php 200 OK 432ms 502 bytes 6,720 bytes
7,024 12519 8:37:23 Al 12/5/19 8:37:23 Al POST hitps://duticrrm infolwp-login.php 200 0K 452me 502 bytes 6,566 bytes
7,025 121519 8:37:23 Al 12/5/19 8:37:24 Al POST hitps://duticrrm infofwp-login.php 200 OK 455ms 502 bytes 6720 bytes
7,026 12519 8:37:23 Al 12/5/19 8:37:24 Al POST https:/duticrm.infolwg-login.php 200 OK 367 ms 502 bytes 6,595 bytes
7,027 12519 8:37:24 Al 12/5/19 8:37:24 Al POST hitps://duticrrm.infofwp-login.php 200 0K 357 ms 502 bytes 6,600 bytes
7,028 121519 8:37:24 Al 12/5/19 8:37:24 Al POST hitps://duticrrm.infowp-login.php 200 OK 373ms 502 bytes 6,595 bytes
7,020 12519 8:37:24 Al 12/5/10 8:37:24 Al POST hitps://duticrm infoAwp-login.php 200 0K 425me 502 bytes 6,601 bytes
7,030 121519 8:37:24 Al 12/5/19 8:37:25 Al POST hitps://duticrm.infofwp-login.php 200 0K 43ame 502 bytes 6,595 bytes
7031 12519 83724 A 12/5/49 8:37:25 Al POST https://duticrm infolwp-login.php 200 OK 34ims 502 bytes 6,691 bytes
7,032 12519 8:37:25 Al 12/5/19 8:37:25 Al POST hitps://duticrm infoAwp-login.php 200 0K 275 me 502 bytes 6,505 bytes
7,033 121519 8:37:25 Al 12/5/19 8:37:25 Al POST hitps://duticrrm infofwp-login.php 200 OK 281ms 502 bytes 6,692 bytes ]

Aleris 0 U1 07 F1

CurrentScans 40 &0 ®0 d 1 @0 o 0 5o

Hinh 3.4: Giao di¢n md-dun Active Scan quét thanh céng cic 18 héng bao mat
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Tién trinh cua qua trinh quét hoat dong c6 thé dugc theo dbi tir cira sd Progress

Information.

Cac 15 hong bao mat s& duoc théng ké chi tiét o tab Alerts, nhitng Request c6 thé bi 15i s&
duoc liét ké dudi chi tiét. Sau d6 Poc céc thong tin 15i, thuc hién tién hanh téi tao 16i. C6 4 mau thé
hién mtc d6 nguy hiém tir cao dén thap 1a Bo (Cao) = Cam (Trung binh) = Vang (Thap)— Xanh
(Rat thap):

Khi click vao mdi 16 hong, nhin vao cot bén canh ta c6 thé thay duoc théng tin vé 16 hong

cling nhu giai phép sira chixa 15 hong dugc dua ra.
3.2.2  Pdnh gid l6 héng

Vi du nhu trén tab Alert ta thdy c6 15i: Absence of Anti-CSRF Tokens, tién hanh phan tich,

danh gia 16i ndy ta c6 cac thong tin nhu sau:

- CSRF (Cross Site Request Forgery) 1a ki thuét tan cong bang cach st dung quyén chimng
thuc ctia nguoi str dung ddi vai 1 website khac. CSRF 1 kiéu tin cong hacker loi dung
phién 1am viéc cua minh trén trinh duyét d6 dé thuc hién mot hanh dong nao dé ma
minh khéng biét. Hacker tao mot trang web gia mao gidng trang web minh vira truy cap,
chira nhiing thang tin gidng form that. Nhung khi nguoi ding thuc hién cac giao dich ¢
day s& bi mat thdng tin.

- Mot trong nhitng k¥ thuat dé phong chdng CSRF 1a sir dung CSRF Token. Tao ra mot
token tuong tng voi mdi form, token nay s& 1a duy nhét ddi voi mdi form va thuong thi
ham tao ra token nay s& nhan dbi s6 1a"SESSION" hodc dugc luu thong tin trong
SESSION. Khi nhan lénh HTTP POST V&, hé thong s& thuc hién so khép gia tri token
nay dé quyét dinh c6 thuc hién hay khong.

3.2.3  Giai dogn khai thac

Giai doan nay ta s€ str dung nhirng thdng tin thu thap duoc o trén cung véi kinh nghiém
ctia minh dé tién hanh do tim va xac thuc céac 16 hdng ton tai trén hé thong website. Tiép 16 hong

bén trén: Absence of Anti-CSRF Tokens, tién hanh téi tao lai tha céng 16 hong trén ta dwoc:

Tai trang dang ky nguwoi dung: nhap Tén nguoi dung = ZAP; Email = foo-

bar@example.com, hién thi théng béo 16i nhu sau:


mailto:foo-bar@example.com
mailto:foo-bar@example.com
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&« C (Y & duticrm.info/wp-loginphp?action=registe

dung

Tén ngudi ding
lene l

Email

|foo—bar@example.com ‘

email xéc nhan s& dugc i t6i hop th cla
ban.

Dang ky

Déang nhap | Ban quén mét khiu?

— Quay lai DuticRM

Hinh 3.5: Giao dién Pang ky ngwoi dung

V& ky thuat Anti-CSRF token: khi mot ngudi dung gui mot form hoic tao cac request duoc

chtng thuc yéu cau mot cookie, mot ma token anti-CSRF nén dugc bao gém trong request. Ung

dung web s& x&c nhan cac token di ton tai va chinh xac trudc khi xir Iy yéu cau. Néu token khong

c6 hoic khong ding thi request s& bi tir chdi. Nhin tir phan Request thé hién & tool ZAP, khi giri

thdng tin yéu cau dang nhap, khong tim thdy dong nao chtra Anti-CSRF token

3.2.4  Giai doan béo céo

Theo nhu thdng ké cac canh béo 15 hong tir Md-dun Alert, ta cd bang Téng hop béo cdo nhu sau: C6

179 156 héng dugc tim thay véi 3 mirc ¢ nguy hai: Medium (Trung binh), Low (Thap), Informational

(R4t thap):
Bang 3.1: Téng hep 16 héng bao mat web: duticrm.info
No Type Number issues Severity
1 | X-Frame-Options Header Not Set 4 Medium
2 | Absence of Anti-CSRF Tokens 23 Low
3 | Cookie No HttpOnly Flag 25 Low
4 | Cookie Without Secure Flag 16 Low
5 | Incomplete or No Cache-control and Pragma HTTP) 38 Low
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Header Set
6 | Cross-Domain JavaScript Source File Inclusion 1 Low
7 | Web Browser XSS Protection Not Enabled 16 Low
8 | X-Content-Type-Options Header Missing 55 Low
9 | Charset Mismatch 1 Informational

Tuong tu, thuc hanh trén trang: https://hack-yourself-first.com/. Thuc hién cac budc nhu Vi du 1, ta

c6 két qua nhu sau:

Bing 3.2: Téng hop 16 hong bao mat web: https://hack-yourself-first.com/

No Type Number issues Severity
1 | Cross Site Scripting (Reflected) 1 High
2 | Path Traversal 3 High
3 | SQL Injection - Microsoft SQL Server 1 High
4 | X-Frame-Options Header Not Set 49 Medium
5 | Absence of Anti-CSRF Tokens 75 Low
6 | Cookie No HttpOnly Flag 1 Low
7 | Cookie Without SameSite Attribute 1 Low
8 | Cookie Without Secure Flag 2 Low
9 | Incomplete or No Cache-control and Pragma HTTP) 52 Low

Header Set

10 | Secure Pages Include Mixed Content 2 Low

11 | Server Leaks Information via "X-Powered-By" 105 Low
HTTP Response Header Field(s)

12 | Web Browser XSS Protection Not Enabled 52 Low

13 | X-AspNet-Version Response Header Scanner 105 Low



https://hack-yourself-first.com/
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14 | X-Content-Type-Options Header Missing 102 Low

15 | Information Disclosure - Suspicious Comments 3 Informational

16 | Timestamp Disclosure - Unix 52 Informational
3.3 Danh gia

ZAP cung cap cho cac chuyén gia an ninh va ky su kiém thir phan mém moét loat cac tinh
nang tuyét voi trong mot goi don gian, lién mach va rat manh ma:
Giao dién than thién dé st dung. Phin mém ma ngudn mé nén cap nhat thuong xuyén boi
d6i ngil cong tac vién trén thé gisi.
Phu hop véi nhitng ngudi kiém thir nghiép du dén chuyén nghiép
Khoéng can c6 kién thirc sdu ma 1ap trinh, hiéu biét chi tiét vé hé thng
Khéng yéu cau truy cap vao ma ngudn nén cd thé thyuc hién nhanh chéng, thuong xuyén
C6 thé thuc hién quét tu dong hozc thu cdng, tiy theo nhu cau
Trong bao céo c6 phan loai cac 16 hong dua trén cac mic d6 nghiém trong
Str dung duoc voi bat ky ngdn ngir 1ap trinh nao va vai ca cac framework sin c6 hay di tiry
chinh.
Ngoai mot s6 diém manh néu trén, ZAP ciing c6 mot s6 han ché nhu:
Nhiéu loai 16 hong bao mat rat kho tim thdy tu dong, chang han nhu cac van dé xac thuyc,
cac van dé kiém soét truy cap, st dung mat ma khong an toan,...
Quét bing ZAP, dit liéu c6 thé bj ghi dé hoic tai trong doc hai dugc dua vao trang web
thuc hién kiém thir. Cac trang web nén duoc quét trong mot méi truong gidng nhu thuc té
nhung khong phai 12 thuc té (Vi du méi truong Pre-production) dé dam bao két qua chinh
xé&c trong khi bao vé dix liéu & méi truong thuc té.

Chi phu hgp véi doanh nghiép quy mé vira va nhé
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KET LUAN

1. Nhirng déng gop cia luan van

Tan cdng mang 1a kha thuong xuyén trong nhiing thoi diém hién tai. Viéc tién hanh kiém
thir bao mat web trén co s quét 16 hong thuong xuyén va kiém tra thAm nhap dé phét hién cac 15
hong 1a diéu quan trong va cap thiét ciia mdi co quan, doanh nghiép va ca nhan ddi voi website cua
minh. Tan suét tién hanh kiém tra xdm nhap phai phu thuoc vao chinh sach bao mat cua to chuc.
Tuy nhién, tién hanh kiém tra xdm nhap thuong xuyén c6 thé xac dinh diém yéu cua hé théng va
gilp nd tranh cac vi pham an ninh. Mét trong céc cach 1a sir dung cac cong cu kiém thir. Cac cong

cu kiém thir cung cap giao dién truc quan va don gian dé xac dinh cac 15 hong bao mat cuy thé.

Lu4n vin da thuc hién nghién cau vé bao mat website, kiém thir bao mat website dic biét
di sdu nghién ctru cac phuong phap kiém thir cho website va sir dung cong cu kiém thir bao mat
Zed Attack Proxy (ZAP) dé kiém thir web: https://duticrm.info va https://hack-yourself-first.com/.

Cu thé két qua dat dugc nhu sau:

- Luan vin da trinh bay vé cic van dé bao mat website, kiém thir bao mat website. Ddng
thoi ciling trinh bay cac phuwong phéap kiém thir website va cac cong cu hién co tuong
tng. Thuc hién so sanh phan tich cac uu nhugc diém va kha niang ap dung thuc té cua
clia phuong phéap va cong cu dé lya chon cong cu ap dung vao cdng viéc kiém thir bao
mat website thuc té.

- Tiép theo luan van trinh bay viéc st dung cong cu Zed Attack Proxy (ZAP) cho viéc

kiém tha bao mat website https://duticrm.info va https://hack-yourself-first.com/. Toan

bo két qua dat dugc trong phan &p dung thuc nghiém nay 1a qua trinh ¢ ging cua ban
than trong viéc van dung ly thuyét, tim toi, nghién ctu, hoc hoi tir ddng nghiép, ban bé
va mot vai du an trong thuc té.

- Két qua nghién cau rit c6 ich cho viéc kiém thar biao mat cia website
https://duticrm.info va https://hack-yourself-first.com/. Tir d6 gitip tim ra céac 15i, 16
héng bao mat cua website dé kip thoi dua ra cac phuong an khic phuc s6m dam bao
website an toan va khong bi tan cong bai tin tac.

2. Huwéng phat trién

Lu4n vén st dung nghién ciru cac phwong phap, cong cu kiém thir tng dung cho kiém thir

bao mat website.


https://duticrm.info/
https://duticrm.info/
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Vi vay huéng nghién cau tiép theo 1a c6 thé xay dung duoc mot hé théng/cdng cu ap dung
cac phuong phap kiém thir khac nhau dé dwa vao trién khai ¢ don vi ma khong phai ton thém chi

phi mua ban quyén cua cong cu.



